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he International Electrotechnical Commission (IEC) is a worldwide organization for standardizationcompr
Il national electrotechnical committees (IEC National Committees). The object of IEC is to promotefinternat
o-operation on all questions concerning standardization in the electrical and electronic fields. o this end
h addition to other activities, IEC publishes International Standards, Technical Specifications, Fechnical Rep
ublicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”).
reparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt]
nay participate in this preparatory work. International, governmental and non-governmental organizations lia
ith the IEC also participate in this preparation. IEC collaborates closely with the International Organizatio
tandardization (ISO) in accordance with conditions determined by agreement betwéen the two organizatio

he formal decisions or agreements of IEC on technical matters express, as nearly as possible, an internat
onsensus of opinion on the relevant subjects since each technical commitiee has representation fror
hterested IEC National Committees.

FC Publications have the form of recommendations for international use and are accepted by IEC Nat
ommittees in that sense. While all reasonable efforts are made ¢o ‘ehsure that the technical content of]
ublications is accurate, IEC cannot be held responsible for the“*way in which they are used or for
hisinterpretation by any end user.

h order to promote international uniformity, IEC National‘Committees undertake to apply IEC Publica
ansparently to the maximum extent possible in their national and regional publications. Any divergence bety
ny IEC Publication and the corresponding national or regional publication shall be clearly indicated in the I§

EC itself does not provide any attestation of conformity. Independent certification bodies provide confo
ssessment services and, in some areas, access\to IEC marks of conformity. IEC is not responsible for

gervices carried out by independent certification bodies.

Il users should ensure that they have the latest edition of this publication.

o liability shall attach to IEC or its direetors, employees, servants or agents including individual experts
hembers of its technical committees,and IEC National Committees for any personal injury, property damag
ther damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)
xpenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other
ublications.

ttention is drawn to the Normative references cited in this publication. Use of the referenced publicatio

indispensable for the carrect application of this publication.

EFC draws attention. 'to/the possibility that the implementation of this document may involve the use o
atent(s). IEC takes_no position concerning the evidence, validity or applicability of any claimed patent righ
bspect thereof, As, of the date of publication of this document, IEC had not received notice of (a) patent(s),
hay be required\to implement this document. However, implementers are cautioned that this may not reprg
he latest information, which may be obtained from the patent database available at https://patents.iec.ch/|
hall not be-held responsible for identifying any or all such patent rights.
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IEC PAS 62443-2-2 has been developed by IEC TC 65 and the liaison ISA99: ISA committee
on Security for industrial automation and control systems.

The text of this Publicly Available Specification is based on the following documents:

Draft Report on voting
65/1051/DPAS 65/1121/RVDPAS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.
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The language used for the development of this Publicly Available Specification is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, and the
ISO/IEC Directives, JTC 1 Supplement available at www.iec.ch/members_experts/refdocs. The
main document types developed by IEC are described in greater detail at
www.iec.ch/publications.

A list of all parts in the IEC 62443 series, published under the general title Security for industrial
automation and control systems, can be found on the IEC website.

Thel committee has decided that the contents of this document will remain unchanged uantil| the
stahility date indicated on the IEC website under webstore.iec.ch in the data related to|the
specgific document. At this date, the document will be

e reconfirmed,
e Wwithdrawn, or

e Trevised.

NOTE In accordance with ISO/IEC Directives, Part 1, IEC PASs are automatically’withdrawn after 4 years.
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INTRODUCTION

This document is the part of the IEC 62443 series that provides guidance on the development
and validation of a set of technical, physical, and process security measures to address risk
associated with cyberthreats when operating IACS. In the context of this document, asset owner
also includes the operator of the IACS.

The purpose of the document is to provide input to support asset owners, integration service
providers, maintenance service providers as well as product suppliers in their activities to
provide a combination of technical, physical, and organizational capabilities for protecting IACS
agafnst cyberthreat.
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Scope

of tihe IACS included in its operating facility.

The
exp
and

Figdire 1 illustrates the content of this document using a simplified IACS life cycle.

document is based on contents specified in other documents of thelEC 62443 series
ains how these contents can be used to support the developmentlof technical, phys
process security measures addressing the risks to the IACS during the operation phasg.

nd

physical, and process security measures called Segcurity
ection Scheme (SPS). The document’s goal is to provide the asset owner impleménting an
S Security Program (SP) with mechanisms and procedures to ensure that. the desjgn,

ementation and operation of an SPS manage the risks resulting from cyberthreats to €ach
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Figure 1 — Simplified asset owner security protection scheme (SPS) life cycle

[y
Operation / Maintenance Support contract(s)
Maintenance service providers

Product Suppliers

2 Normative references

IEC

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC TS 62443-1-1:2009, Industrial communication networks — Network and system security —
Part 1-1: Terminology, concepts and models
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IEC 62443-2-1:—", Security for industrial automation and control systems — Part 2-1: Security
program requirements for IACS asset owners

IEC 62443-2-4:2023, Security for industrial automation and control systems — Part 2-4: Security
program requirements for IACS service providers

IEC 62443-3-2:2020, Security for industrial automation and control systems — Part 3-2: Security
risk assessment for system design

IEC 62443-3-3:2013, Industrial communication networks — Network and system security —
Part 3-3: System security requirements and security levels

3 |Terms, definitions, abbreviated terms and acronyms

For[the purposes of this document, the terms and definitions given in IEC T§62443-1-1 jand
the ffollowing apply.

ISQ and IEC maintain terminological databases for use in standafdization at the folloy
addresses:

ng

e |EC Electropedia: available at https://www.electropedia.orgl

e |SO Online browsing platform: available at https://www&iso.org/obp

NOTIE Terms and definitions are defined in IEC TS 62443-1-1. Theurpose of this clause is to provide supplemegntal
guidance for some key terms used in this document, to improve.elarity for the reader.

3.1 Terms and definitions

3.1/
seclurity program
SP
porffolio of security services, includingintegration services and maintenance services, and their
asspciated policies, procedures and products that are applicable to the IACS

Noteg 1 to entry: The SP for IACS\asset owners refers to the policies and procedures defined by them to adqress
cybdrsecurity concerns of the IAGS. This can include technical, process, physical and compensating sedurity
meagures used to reduce the cybersecurity attack surface.

[SOURCE: IEC 6244352-1:—, 3.1.15]

3.1,
security protection scheme
SP
set |of téchnical, physical, and process security measures designed to address cyber secdrity
congerps of an IACS during operation

Note 1 to entry: The SP for IACS asset owners refers to the policies and procedures defined by them to address
cybersecurity concerns of the IACS. This can include technical, process, physical and compensating security
measures used to reduce the cybersecurity attack surface.

T Under preparation. Stage at the time of publication: IEC/FDIS 62443-2-1:2024.
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3.1.3
system security requirement
security requirements based on requirements specified in IEC 62443-3-3:2013

Note 1 to entry: When applied to products, the system security requirements are specified in IEC 62443-3-3:2013.
Each requirement is formulated as "The control system shall provide the capability to ...".

Note 2 to entry: When applied to automation solutions, the system security requirements are defined as "The zone
of the automation solution shall provide the capability to ...", instead of "The control system shall provide the
capability to ...":

Note 3 to entry: When applied to IACS in operation, the system security requirements are defined as "The IACS in
operftion shall provide the capability 10 ... , Instead of "The control system shall provide the capability 10 ...,

3.1.4
secprity level
measure of confidence that the IACS is free from vulnerabilities and functions in the intended
manner

Notg 1 to entry: The definition of security levels is expected to evolve. In the context of this'"document, the sequrity
Iev;]s are the levels to which the system security requirements are mapped to according-{e’|EC 62443-3-3.

[SOURCE: IEC 62443-3-3:2013: 3.1.38, modified — The Note to enfry-has been changed.]
3.155
target security protection ratings
levdls of the system security requirements that an asset"owner desires to be fulfilled dufing
operation

3.16
implemented security protection ratings
levdls of the system security requirements_which can be fulfilled during implementation by|the
desjgned technical, physical, and process\security measures, under the assumption that|the
pro¢ess security measures will be executed during operation with a demonstrated repeatahility
and| effectiveness

3.1)7
operated security protection-ratings
levels of system security requirements that have been fulfilled by the technical, physical, jand
prog¢ess security measutes-at a given point of time during operation, with demonstrated prodess
seclrity measures that\are repeatable and effective

3.1.8
mafurity level
qualitative.method of characterizing the capability of an organization to implement secyrity
reqiirements according to documented policies and procedures and their histofical
performance in doing so

Note 1 to entry: In the context of this document, maturity levels express the level of confidence that process security
measures are executed by the personnel in charge during operation of the IACS with a demonstrated repeatability
and effectiveness.

[SOURCE: IEC 62443-2-1:—, 3.1.7, modified — The Note to entry has been added.]

3.1.9
security measure
measure taken for an IACS to protect the safety, integrity, availability, and confidentiality

[SOURCE: IEC TS 62443-1-1:—, 3.1.110]
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3.2 Abbreviated terms and acronyms

AO asset owner

CRS cybersecurity requirements specification

IACS industrial automation and control systems

IEC International Electrotechnical Commission

ISA International Society of Automation

ISO International Organization for Standardization

KAl key performance indicator

ML maturity level

M$ maintenance service provider

NIBT National Institute of Standards and Technology

PS product supplier

Sl integration service provider

SuU security level

Su-C security level capability

SH security program

SHE security program element

SHR security protection rating

SHR-I security protection rating implemented

SHR-O security protection rating opérational

SHR-T security protection rating target

SHS security protection.scheme

SH security requirement

SucC system under-consideration
4 |[Relationship-between this document and other documents
The document describes the activities for the design, implementation, and validation of an $PS
and| the us€g of IEC 62443-2-1, IEC 62443-2-4, |EC 62443-3-2, IEC 62443-3-3, IEC 62443-4-1,
and|IEC.62443-4-2 for supporting these activities.
Thelconcents described in this document are not all reflected in currently nublished doct
of the IEC 62443 series. None of these concepts contradicts contents of the IEC 62443

documents. They provide input for evolutions, which are expected to be reflected in further
editions of IEC 62443 series documents.
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Security program and security protection scheme

Relationship between security program and security protection scheme

IEC 62443-2-1 specifies security program (SP) requirements for IACS asset owners. The SP of
IACS asset owners refers to technical, physical, and process security measures defined by
them to address cyber security concerns of all the IACS during their respective life cycle. The
SP can include technical, physical, and process security measures to reduce the cyber security
attack surface. The SP also includes physical measures to reduce access to the assets of the
IACS.

IEC
sys
mes;
faci

each of them controlling a part of the physical process. According to the criticality for
ness of the asset owner, each IACS can have different target levels for security protecffon.

bus
The
and
targ

a SPS is designed and applied during operation for each IACS, inyolving all roles defined in

IEC

The

em ensuring the execution of actions to reduce the risks. For an asset owner, risk fedu

ns the implementation of the necessary security measures for the protection of its lepera
ity against cyberthreats. It is not unusual that an operating facility includes.several |A
risk reduction actions include for each IACS the development of a set-of’technical, phys

et security protection levels. An asset owner establishing a security program ensures

62443 series.

SPS life cycle is identical to the life cycle of the IACS to which the SPS is applied

62443-2-1 has a requirement for the SP to implement an information security management

ion
ing
CS,
the

cal,

process security measures — the security protection scheme (SPS)~'tfo meet the requjred

that
the

. In

addjtion to security measures applied to each IACS, the SP’includes security measures to

corf
life
of t
suc

It i
thoq

The
resl
con
ope
are

Figy

nose measures are security management policies and procedures, security measurem
N as KPIs, escalation procedures, top management reports, etc.

necessary to align the corporate organization requirements of the operating facility
e which apply to each IACS.

Iting from a risk-based approach considering the criticality of the considered IACS. In
fext of IEC 62443, the asset owner role also includes the operator of each IACS. Du

the responsibility of\the asset owner.

re 2 illustrates\the relationship between the SP and the SPS.

eet

orate organization requirements of the operatingAfagtility. These are linked to the enterpfise
cycle of the operating facility which is decoupledfrom the IACS / SPS life cycles. Examples

nts

ith

latter leads to specific technical, physical, and process security measures for each IACS

the
ring

ration, the execution of‘process security measures of the SPS by the personnel in charge



https://iecnorm.com/api/?name=c610cdae8988339e644c6662820f0e60

-12 - IEC PAS 62443-2-2:2025 © IEC 2025

:
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1
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Information Security Management System 5 g. equirements applicable to
S i f | issues not covered by IEC 62443 g9 the corporate organization of
ecurity measures for genera y g1 the operating facility

o* | Common SPS measures

‘
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i
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L I
n | v

IEC
Figure 2 — Security program and security protection scheme

5.2| Process steps for the generation of a Security Protection Scheme

The primary process steps for the generation of an SPScare illustrated in Figure 3. Based on
the |process steps of IEC 62443-3-2, a partitioning_of the IACS in zones and conduit
performed and the technical, physical, and process-security measures are designed.

or
a.

A cybersecurity requirement specification (CRS{)\s created for documenting the system security
reqlirements for each zone and conduit. Thése are derived from the application to a spegific
IACES of the requirements of IEC 62443-2-1; to meet the tolerable cybersecurity residual r|sks
whigh are specific to the considered IACS? The system security requirements are formulated by
applying IEC 62443-3-3 requirements{o’zones and conduits of the IACS instead of capabilities
of cpntrol systems. They should be-grouped according to the security program elements (SHEs)
and[sub-SPEs defined in IEC 62443-2-1, to provide tracing to the asset owner security program
reqlrirements. The mapping_of system security requirements to levels supports the requjred
strength of security measures to meet the tolerable cybersecurity residual risks.

Thel CRS further ipcCludes enterprise, business, and operational constraints which |are
conpgidered when designing the security measures. They include but are not limited to:

e pperating environment assumptions,
e Dphysicalaccess to the assets of the IACS,

e passumptions and external dependencies,

° emarcation between OT and IT

company or site-specific policies,

standards,

regulatory requirements,

operational availability and performance constraints,

safety requirements,

e cost constraints.

The process starts with a risk-based system partitioning along the process steps described in
IEC 62443-3-2, leading to zones and conduits.
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For each zone and its conduits and SPE / sub-SPE, the CRS includes:

a)
b)

c)

applicable IEC 62443-2-1 requirements,

derived system security requirements (IEC 62443-3-3) to meet the tolerable cybersecu
residual risks,

enterprise, business, and operational constraints.

rity

For each zone and its conduits, a set of technical, physical, and process security measures are
designed to fulfil the security requirements of the zone and its conduits. Some of the security
measures are specific to only one zone and its conduits, others are effective for several or all

In general, technical security measures, including, if any, compensating technical secu

Ifil the security requirements of each zone and its conduits.

res

rity

measures, are not sufficient to fulfil the system security requirements during the’operatioh of

measures. As the operation phase often lasts many years, these associatediprocess sec
measures significantly impact the fulfiiment of the requirements() For example,

impJementation of a firewall is a technical security measure supporting the fulfiiment of
em security requirement SR 1.13 (see IEC 62443-3-3) to "monjtot/and control all methjods

IACS. The technical capabilities are operated according to associatedrprocess secm

rity
rity
the
the

of gccess via untrusted networks". The security protection is given by the configured firepvall
accprding to the asset owner’s requirements. During operation, the protection is dirgctly

imppcted by the management of the firewall configuration,<which constitutes the associz

bess security measures.

* Requirements to asset owner Seeturity Program (IEC 62443-2-1)
* Enterprise, business, and operational constraints
* Tolerable cybersecurity résidual risk

f—

provide basis for
¥
Risk-based system partitioning
(IEC 62443-3-2)

[
leading to
system architecture in zones / conduits

Sy e —

| Zonen ¢
. Zonel
Cybersecurity a) Applicable IEC 62443-2-1 requirements
Requirenient b) Derived system security requirements (IEC 62443-3-3)
Spegcification to meet the tolerable cybersecurity residual risks
c) Enterprise, business, and operational constraints
! —
: 4
....................................... |..............................i..............-...............
provide basis for comply with during
design of operation
| I ______________________________ r ______________________________
[ v |
Security . Techni-cal and process security measures specific to zone /
Protection conduit
rote * Technical and process security measures affecting all zones /
Scheme conduits

ted

Figure 3 — Process steps for generating a security protection scheme
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6 Security protection ratings

6.1 Overview

Security protection ratings (SPR) are used when assessing the fulfilment of system security
requirements by the security measures included in the Security Protection Scheme. The content
of the system security requirements, including their mapping to security levels (SL), is provided
by IEC 62443-3-3.

The goal of the SPR is to support the target risk mitigation determined for the IACS solution
durmg upclatiun. CUIIDUunIIt:y, thc bybtclll acbuﬁt_y ICqu;ICIIIUIItb dal'c dcf;llcd ao "Thc :ACO |n
operation shall provide the capability to ...", instead of "The control system shall proyide|the

cappbility to ...".

A system security requirement is assessed as fulfilled when the security measures*provide|the
cappbility to fulfil it and the organizational part of the security measures are practiced relijbly.
Thel SPR describes the outcome of the assessment process in values from,0t0 4, which reflect
the [level of compliance with the system security requirement.

The SPR value combines two parts:

a) the mapping of the considered system security requirement to the security level (SL), ard
r

b) the repeatability to execute the organizational measures\nécessary to sustain the requjred

security measures during operation.

The first step is to evaluate the capability to fulfil the system security requirement. In many
casges the security measures necessary to provide risk mitigation are a combination of techrical
megsures implemented in the automation (selution and organizational measures. [The
organizational measures include those sustaining the technical measures, as well| as
conjpensating risk mitigation organizationalmeasures, if any. If the system security requirement
can| be fulfilled, the SL value is equal:to” the mapping of the considered system security
reqliirement. The second part focuses; on the repeatability of executing the organizatipnal
megsures necessary to sustain the required security measures. The effectiveness of these is
taken as a prerequisite and is not:considered in this document. If the process security measyres
are lexecuted reliably, the SPR Value is equal to the mapping of the considered system security
reqliirement.

System security requirements can also be fulfilled by purely organizational measures. In [this
situption, the assessiment focuses on the repeatability of execution. The SL and the SPR values
are [equal to the mapping of the considered system security requirement if the process security
measures are executed reliably.

EXAMPLE _Regarding the system security requirement SR 1.1 — which is mapped to SL 1 —, the assessor will
evalyiate the.fulfilment of the requirement: "The IACS in operation shall provide the capability to identify| and
authpnticate all human users". The SL value is equal to 1, if the technical, physical, and process security meagures
prov|de the capability to fulfil this requirement. Fulfilment is achieved if the responsible personnel execute reljably
the organizational measures necessary for the 1dentiiication and authentication of human users, thus leading to the
SPR value equal to 1.

The assessment evaluates the fulfiiment of each system security requirement by one or several
security measures, resulting in either "fulfilled" or "not fulfilled". Partial fulfilment is not
considered in the determination of the SPR values but could be used to measure progress. How
fulfilment is assessed depends on the methodology, which is not specified in this document.
Any used methodology should show consistency and repeatability of the assessment results.
Annex A provides example(s) of methodologies that could be considered.
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6.2 Use of the maturity model defined in IEC 62443-2-1 for the determination of SPR
values

Maturity models are commonly used to evaluate organizations regarding the ability of their
personnel to repeatably act according to defined policies and procedures. Organizations can
apply an existing model or define their own model. A maturity model to be used for the
evaluation of the repeatability of execution of the process security measures should satisfy the
following criteria, as shown in Figure 4:

e Maturity levels should be described with a clear differentiation of the levels.

° ach level should he Ir\rngrpeqi\n:\ly mare advanced than the prn\/imlc level

e [The model should include a threshold in the scale defining a repeatable execution)of|the
brocess security measures when the threshold is exceeded.

No assurance Process

about repeatability security measures

of execution are executed
repeatably

Lower MLx < MLy< IIIIIIIII ... IIIIIIII <MLZ < MLt Higher

Maturity Level | ' Maturity Level
Maturity Level of execution of process
security measures
IEC

Figure 4 — Maturity model

IEC|62443-2-1 defines a maturity model that.séts benchmarks for the execution of the progess
secprity measures by the asset owner. Based on this maturity model, the definitions of|the
maturity levels for the evaluation of the repeatability of execution of the process security
measures are:

ML[1: Processes are performed in an ad-hoc and often undocumented (or not fully
documented) manner{_As a result, consistency over time can be difficult to be shown.

ML p: Documentation exists and how to manage the delivery and performance of|the
capability. Thissdocumentation can be in form of written procedures or written traifing
programs foryperforming the capability. There can be a significant delay between
defining a process and executing it.

ML 3: A process at Level 3 is a Level 2 process that is being practiced on the IACS. [The
perfafmance of a Level 3 practice can be shown to be repeatable over time within|the
IACS.

ML @:,\Using suitable process metrics, the effectiveness and/or performance improvements

of the process security measures for operation can be demonstrated. This resultan a
SP that improves the process through technological / procedural / management
changes.

According to this maturity model, the threshold defining a repeatable execution of process
security measures is between ML 2 and ML 3. At ML 3, documentation exists that describes
how to execute the process security measures as well as proof on on-going repeatable
execution. This documentation can be in the form of written policies and procedures, and written
training programs that establish the basis that the practices are repeatable, even during times
of stress. When these practices are in place, measured performance, e.g., training records,
focused audits, key performance indicators, etc. provides evidence that their execution is
performed and managed according to their documented plans. The execution can be shown to
be repeatable over time within the IACS.
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Figure 5 shows the determination of the SPR value using a matrix. The horizontal axis
represents the security level to which the considered system security requirement is mapped.
The vertical axis differentiates the maturity level for the execution of the process security
measures. The SPR value is "not defined" if there is no assurance about repeatable execution
of the process security measures.

Maturity Level of execution of process security measures (p1) (p2)

Technical security measures implemented in
Process ML4 the automation solution
SEEIlE) ‘ Technical security measures using the
$Zisures -+ SPRO SPR 1 SPR 2 SPR 3 SPR 4 11 | inherent security functions of the teed
repeptably ML3 4 4 4 4 4 products

| | | | | t2 | Compensating technical security

Tttt I e e | i i 1T-="7"""" | A B |

;‘k?oalisgesggﬁable ML2 - . . - Procese security measure-s .

et . . pl Process security measures,associated with

procpss T SPR is not defined the technical security measures

secufit .

e u?’es ML1 7 Compensating

77777777777777 | | ‘ { ‘ i ‘ X process security measures
SLO SL1 SL2 SL3 SL4
t t t ks t
| Mapping of system security requirement |
5 5 5 5 5
1 1 1 1 1
Capability to fulfill the system security requirement
Process security measures (p1) (p2)
Technical security measures (t1) (t2)
IEC
Figure 5 — Determination of the SPR value by using the maturity model
of IEC 62443-2-1
As IACS are often operated over many years; it is important to ensure that the process security

med

IAC
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exa

hun

pas
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weg
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sures are reliably practiced over timg. If this is not the case, the level of protection of

ne IACS during operation and cah significantly increase attack surfaces. Referring to
mple of identification and authéntication, a significant weakness is created if an author

sword policy prescribing-the’ confidential handling of passwords, or that employees are
re of or don’t follow the-policy. The ML value would be rated as less than 3. Due to

abilities of the automation solution would allow a higher level of protection to be achiev

Figure 6 shows:the use of the SPR matrix to visualize the assessment of the fulfiiment

sys
pro

leaq

em security-requirement mapped at Level 3. The first step is to assess if the technical
ess security measures provide the capability to fulfil the system security requirement.
s to~a v SL value of 3 in case of a positive result. In a second step, the repeatabilit
,utlon of the process security measures is assessed, WhICh is reflected |n the ML va

S during operation can be degraded’;Human behaviour has a great impact on the protec

an user does not handle its\eredentials confidentially. The reason could be that there is

kness, the protection of the IACS can be significantly lowered, even if the access cof

the
tion
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not
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ed.
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lue.

is fulfllled WhICh is reflected by an SPR vaIue of 3.
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Maturity Level of execution
of process security measures

(p1) (p2)
f Technical security measures implemented in
Process ML4 SPR 3: the automation solution
?ne;:;:?es 4 sero SPR1 SPR2 The system SPR4 Technical security measures using the
security 1 | inherent security functions of the used
are executed requirement roducts
repeatably ML3 igfulfilled p
t2 | Compensating technical security
Incomplete
No assurance ML2 assurance Process security measures
about repeatable b . . .
SEa e e about Process security measures associated with
5 1 - -
process -+ fulfillment of the technical security measures
system
secuifit n
measu:{es ML1 security 5j Compensating
requlrfment P process security measures
SLo SL1 SL2 SL3 SL4

‘ Mapping of system security requirement

Capability to fulfill
the system security requirement

Process security measures (p1) (p2)

Technical security measures (t1) (t2)

IEC

Figure 6 — Example of visualizing the fulfilment of a-system security
requirement with an SPR value

6.3| Use of alternative SPR matrixes for internal purposes

Some risk reduction should be available even for ML and ML 2; however, it will be less than
if ML 3 or ML 4 were applicable for the same SL capability. Organizations can define for intefnal
purposes their own set of SPR values for ML fand ML 2, leading to alternative SPR matrixes
thafl are helpful with respect to an asset ownér’s risk management program when it comep to
making recommendations intended to provide improvements. Another benefit of estimating $PR
valles for all MLs is to show progress inithe evolution of the organization’s maturity level.

When assigned to fields of the matrix at ML 1 and ML 2, SPR values should match the following

rules:

e For a given SL which (can be matched, the SPR values should not decrease when|the
maturity improves, as the maturity level reflects the reliability of the organization to use|the
capabilities providédiby the technical security measures during operation.

e [The SPR values jin the rows for ML 3 and ML 4 are equal to the corresponding SL valujes.
Drganizations can differentiate improvements in effectiveness and performance of|the
brocess security measures by claiming ML 4 in addition to the SPR values.

The left side of Figure 7 shows an example of a SPR matrix with SPR values fulfilling the rules.

which can be matched and the ML values, as illustrated in the example on the right of Figure 7.
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ML4 ML4
-+  SPRO SPR1 SPR 2 -+  SPRO SPR1 SPR 2
ML3 ML3
ML2 SPRO SPR1 SPR1 SPR2 ML2 SLO/ML2 SL1/ML2 SL2/ML2 SL3/ML2 SL4/ML2
ML1 SPRO SPRO SPRO SPR1 SPR 2 ML1 SLO/ML1 SL1/ML1 SL2/ML1 SL3/ML1 SL4/ML1
SLO SL1 SL 2 SL3 SL4 SLO SL1 SL 2 SL3 SL4
t 4 + t + ¢ t t 4 t
[———_mppmgorsystemsecaTy Tequirement | \ VIaPPINg Of SyStemm secury requrement———— |

IEC
Figure 7 — Examples of alternative SPR matrix for internal purposes

6.4| Grouping of security requirements

Thel number of system security requirements reflects the large number of|security issues t¢ be
congidered when implementing a holistic security protection scheme.. Evaluating the fulfilment
of elach system security requirement requires security expertise and.leads to a high numbgr of
SPR values.

Thel SPR concept can support a systematic approach for the development of the secyrity
profection schemes, by building groups of system secufity requirements and other related
reqlirements of the IEC 62443 series. Each group 4vould include the requirements which
address the same security issue. An aggregated SPR.\value would be generated for each group.
For[example, the overall SPR can be defined asthe minimum level of the fulfilled sysfem
seclrity requirements. Alternative aggregating methods can be defined, leading to a diffefent
meaning of the aggregated SPR value. The aggregated SPR values cannot be considered as
absplute values, but support comparison of different sets of security measures. A tool can be
developed to visualize the fulfilment of the system security requirement in aggregated $PR
valyes.

6.5| Tracing to SPEs and sub-SPEs

As all security activities of the.involved actors should have the purpose to support the protection
of IACS during operation, ‘a’reasonable way for the grouping is to use the structure of|the
document IEC 62443-2-4, which specifies requirements to the security program of IACS asset
owrnlers. In the current*documents, the requirements for the various actors are spread gver
diffgrent documents)of the series, each having a different structure. The requirements$ in
IEC|62443-2-1 .are’ grouped in security program elements (SPE), each having one to three
subtSPE. Tracing all requirements to these elements shows how the requirements of|the
IEC|[62443 'series can be used to support asset owners in the implementation of secyrity
prolectionnschemes for their IACS.

Thu aropunina trannc Annh ralavant raciirAarm ANt AF tha
T —thHe

carinc tn AN
grovp gt Cat—TerCyartTTegunrehe T Ot STHEO—toO—0Onm

stb-SRE—Asset
owners structuring their security programs with the sub-SPEs are able to request service
providers to offer capabilities according to their traced requirements. When designing
automation solutions, service providers select products with inherent capabilities helping to fulfil
their traced requirements in each considered sub-SPE. Product suppliers are able to
demonstrate capabilities of their products to support the fulfilment of the requirements of the
respective sub-SPE.
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A common structure is key for the development, practice and maintenance of a security
protection scheme and the evaluation of the level of confidence that the protection matches the
tolerable residual risk.

6.6

Thel SPR concept can also be used to provide an additional level of simplification with vie

Vie

communication with insurance companies or governmental bodies. Views visualize
profection ratings as a handful of SPR number values.

secprity requirements which are traced to the considered‘iew element. This can be done

In t>lle same way as for the grouping in sub-SPEs, each element of a view includes the sys
addjtionally tracing each system security requirement te’one or more view elements o

agg
tool

An
ac

Improving Critical Infrastructure Cybersegurity" published by the National Institute of Standd

and
whi

To

management level define the SPR targets for each element of the view, based on the impa

am
Sec
on

disqussed with thelmanagement.

The requirements of IEC 62443-2-1 apply to the process security measures to be practi
by the asset owner during operation.

The traced system security requirements of IEC 62443-3-3 apply to the IACS in operati

ced

on.

The traced requirements of IEC 62443-2-4 apply to the expected contributions of service

providers for integration or maintenance.

suppliers with guidelines, incident handling and vulnerability management.

Views

vs are typically used by the management level of an organization,” for example in

regating the SPR values of the sub-SPEs. This cah be done as additional features of
for the generation of the SPR value in the sub<SPEs.

pbrganization can define its own views or usewiews which are defined for an industry seq
buntry or any interest group sharing thesame issues. For example, the "Framework

Technology (NIST) is structured insfunctions (Identify, Protect, Detect, Respond, Reco
Ch could be the elements of a view.

illustrate the concept, thetfollowing describes a generic view. Business owners

fsuse of the IACS to the-business under their responsibility. The view dashboard highli
Lirity areas requiring improvements to meet the desired system security requirements. B
he dashboard, ¢ost and implementation timeline for proposed security measures car

Secure physical access:
ncludes the organizational and technical measures which influence the physical acces
he system under consideration.

Drdanizational security:

o- the

The traced requirements of IEC 62443-4-1 apply to the expected contributions of the_prodluct

ws.
the
the

tem
h by

the

tor,
for
rds
ver)

t of
hts
sed

be

rctudes the poticiesandprocedures to orgamnize thesecurity:

Secure design:
Includes the organizational and technical measures which influence the SPR of the desig
automation solution.

Secure operations and maintenance:
Includes the organizational and technical measures which influence keeping the SPR du
operation.

Secure life cycle management:
Includes the organizational and technical measures which influence the maintenance of
SPR over the life cycle of the IACS.

ned

ring

the
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Figure 8 illustrates a possible dashboard for the generic view.

Security Protection Ratings

7] operated sPR-0

B targetserT
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6.7
6.7.

Sed
on {
imp
Figy
6.7.
Wh¢

Secure physical Organizational Secure solution Secure operations Secure lifecycle
access security design and maintenance management

Figure 8 — Example of a dashboard for the generic view

IEC

agers can use views for setting targets as part of requests for quatation. As a response,

gration service providers represent their capabilities with a simplified visualization of t
rings.

vs can also be used by integration service providers as«inputs for the design activities
visualization of the security protection ratings that can be attained by the proposed techn
process security measures.

heir

and
ical

ng operation, views can be used to visualize.the rated protection of the IACS in operation

pared to the initial targets.

SPR and SL types

1 General

urity levels are described in IEC’62443-3-3:2013, Annex A. As the concept of SPR is based

he concept of SL, the SPR types are aligned with the security levels. SPR types support
ementation of security protection schemes along the phases of the IACS life cycle,
re 9.

2 SL types for products
bn applied te.products, the following definition applies:
Capability/SL (product), SL-C (product)

Security level that a that product can meet without compensating security measures w
broperly configured and integrated in an automation solution.

the
see

hen

6.7.

3 SPR types used in an IACS life cycle

In an IACS life cycle, implemented security protection ratings apply to a specific zone of the
automation solution.

NOT

E A zone can be an entire automation solution or individual segments of an automation solution.
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When applied to zone(s) the following definitions apply:

Target SPR (zone), SPR-T (zone)
Levels of the system security requirements that an asset owner desires to be fulfilled,
considering the procedures necessary to sustain the security measures during operation.

Implemented SPR (zone), SPR-I (zone)

Estimation of the security protection ratings SPR-O, which can be met during operation by
the implementation of zone related security capabilities, under the assumption that the
process security measures will be able to demonstrate repeatability and effectiveness.

Operated SPR (zone), SPR-O (zone)
ecurity protection ratings of the fulfilled system security requirements, considering|the
epeatability and demonstrated effectiveness of procedures necessary to sustain the same
ecurity measures during operation.

Target security protection ratings are used for the development and the update-of the security
profection scheme. The asset owner considers the tolerable residual cybersecurity risk| for
his/her business and derives the target protection for the IACS in operatioh.~“The target $PR
(SPR-T) for each zone is defined along the process steps of the IEC 62443-3-2 detailed |risk

assessments, by using SPR values in lieu of SL values.

Security measures are expected to be designed to fulfil the' desired system security

req
the
the

irements. In addition to the design of technical security, measures, recommendationg for
process security measures to be practiced during operation are generated. Products with
necessary capability SL (SL-C) are selected to be in¢luded in the design of the secdrity

profection scheme. Where such products are not available; compensating technical or prodess

sec
the
imp

reqliirements of IEC 62443-3-3, which can be fulfilled during operation.

Lirity measures shall be developed and implemented: SPR-I values can be used to visuglize
system security requirements, which can be potentially fulfilled, based on the designed jand
emented security measures. SPR-| indicates the predicted compliance with targeted system

When designing security measures, thelsystem security requirements which can be fulfilled

duri
are
but

profection which can be achieved during operation.

Bef
ope

ng operation can be estimated. It is assumed that the designed organizational measuyres
executed repeatably. The estimation is mainly important after verification and validatjon,
can also be made during design and implementation, to give a prediction of the levgl of

bre starting operation, the technical and process security measures are validated. [The
rated security protection ratings SPR-O can be predicted by the implemented seclrity

profection rating (SRR:I), under the assumption that process security measures are practiced

reliably.

Opegrated security protection ratings can be evaluated during operation of the IACS. [The

ope
mat

measured CUI”D”E”CE with talgeted System IEQU“EHIEHIS of TEC62443-3-3-

rated SPR (SPR-0) should be evaluated at defined periodic intervals, considering that|the
urity. level regarding the practice of operational and maintenance policies and proceddres
evolve over time, in either a positive or negative manner. SPR-O indicates the curfent



https://iecnorm.com/api/?name=c610cdae8988339e644c6662820f0e60

- 22 - IEC PAS 62443-2-2:2025 © IEC 2025

IACS during
operation

Protection
targets for the Recommended process security measures
o o

Specification | ! Design & Implementation : Verification & | Operation & Maintenance | |Decommissioning
' ! Validation ;
SPR-T SPR-I (Prediction of SPR-O) SPR-O
Security Protection Scheme Security Protection Scheme

) Decommissioning
Process security measures processes
Technical security measures Technical security measures T T e T

IACS life cycle

F N F N

SL-C (products)

7 |Principal roles

71 Overview

To understand the development process of a security pro
the Jroles involved in the life cycle of an IACS. A role is de\
accpuntabilities, and associated activities to be fulfilled b{)an organization.

Figure 9 — Use of SPR and SL types in the IACS life cycl fl’

An pprganization can fulfil one or several roles. FQQxample, the same organization car| be
responsible for the operation of an IACS asﬁ&ll as for

valiflation of the automation solution. On the ot
organizations. For example, maintenance

hand, aro

such as vendors, service providers, assg ners, etc.

R
Thel development, operation, and mai):}enance of a comprehensive security protection scheme
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. IEC
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le can be fulfilled by one or sevgral
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'the IACS environment.

associated accountabilities fand
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Industrial automation and control system (IACS)
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Figure 10 —50 es and responsibilities overview
e
7.2| Asset owner WO
The| asset owner is fully_dccountable for the IACS, including the level of cybersecurity and|the
asspciated risks thro ut the life cycle. This role is responsible for developing and approying
the |security progr P) and the security protection scheme (SPS) for all the IACS for which
it isjaccountable asset owner defines the tolerable residual cybersecurity risk as an ipput
requi
org
too
the
acc

mar

To claim conformance to the IEC 62443 series, the asset owner should conform to the following
standards:

a) IEC 62443-2-1,
b) IEC 62443-2-4,
c) IEC 62443-3-2,
d) IEC 62443-3-3.
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7.3 Integration service provider

This role is responsible for providing integration services used in design and deployment as
well as commissioning, validation, and periodic revalidation of the security measures of the
automation solution. It is not unusual that one or several organizations design and deploy parts
or the whole automation solution while another organization is responsible for the
commissioning and validation of the automation solution.

To claim conformance to the IEC 62443 series, the integration service provider should conform
to the following standards:

a) |EC 62443-2-4,
b) [EC 62443-3-2,
c) [|EC 62443-3-3.

7.4| Maintenance service provider

Thig role is responsible for providing maintenance services triggered by '‘a regular schedule,
such as replacing malicious software patterns, reviewing user accoufts, or inspection jand
testing of the security protection scheme to ensure it continues_t® be compliant with|the
cybgersecurity requirements specification. The maintenance sefyvice provider also has [the
responsibility for decommissioning parts or the whole automatijon solution. Measures to match
the}olerable residual cybersecurity risk during decommissioningtypically include actions balsed
on flisk assessment as well as the active purging of sensitive‘data.

To [claim conformance to the IEC 62443 series, thé *maintenance service provider should
conform to the following standards:

a) |EC 62443-2-4,
b) |EC 62443-3-2,
c) |EC 62443-3-3.

7.5 Product supplier

Thig role is responsible for the ;development and support of products used in the automation
soldtion. The activities include the development of security capabilities to be used for|the
deployment of the security measures of the security protection scheme. The product suppliér is
responsible for supplyingiintegration and hardening guidelines as well as establishing a prodess
for Incident handling\and vulnerability management applied to its products.

To ¢laim confoermance to the IEC 62443 series, the product supplier of a control system should
conform to the‘following standards:

a) [EC(62443-3-3,
b) IEC62443-4-1

To claim conformance to the IEC 62443 series, the product supplier of a component (as defined
in [IEC 62443-4-2) should conform to the following standards:

a) IEC 62443-4-1,
b) IEC 62443-4-2.
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7.6 Other roles

Other roles that can have some level of involvement or interest in securing the system under
consideration (SuC) include:

e Regulatory bodies — Includes government and industry inspection, certification, and audit
organizations who impose requirements on asset owners.

e Insurers — Includes providers of cybersecurity insurance policies and general insurers who
impose requirements on asset owners.

e Training and certification bodies — Providers of cybersecurity training and certification
EEervices, Including Inausiry and academic organizations.

8 |Duties and activities in the IACS life cycle related to the security protection
scheme

8.1 Overview

The life cycle used in the IEC 62443 standards is shown in Figure 1d- It is based upon|the
stages of the general representative system life cycle model in ISO/IEC/IEEE 24748. That
standard defines the life cycle as consisting of the following phases:
1) koncept;

2) Hevelopment;

3) production;

4) tilization;

5) Bupport;

6) retirement.

Many sub-work processes can be viewed in the context of this life cycle. For instance, |risk

management activities occur in the operations and maintenance phases, some of which|are
cyber-related and some that are not:

Figdire 11 describes the levelsofinvolvement of the principal roles described in Clause 7 in[the
IACES life cycle:

e Accountable:
ndicates that the)‘organization fulfilling this role is legally responsible for the r[sks
hssociated with_activity.

e Responsiblte:
ndicates™that the organization fulfilling this role has the duty to execute the activities
hssociated with the role.

e [Cantributor:

ties
executed by those identified as the "responsible" role.

The product supplier (PS) is responsible for product development and interfacing with the asset
owner (AO), the integration service provider (Sl), and the maintenance service provider (MS)
throughout the IACS life cycle.

The asset owner is accountable for all risks associated with the IACS under his/her jurisdiction.
The AO approves all outputs of the IACS life cycle. While remaining accountable, the
organization fulfilling this role can delegate specific responsibilities and the associated activities
to organizations fulfilling other roles.
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In addition to their liability as accountable, the asset owner is responsible for specifying the
IACS cybersecurity requirements. The integration service provider works with product suppliers
and the asset owner and is responsible for the design, implementation, and validation of
technical security measures to the IACS. The asset owner is responsible for validating the
process security measures to the IACS and for operating the IACS. The maintenance service
provider is responsible for maintaining the security measures to the IACS, regularly or when
required by changes in the IACS solution or the threat environment. The maintenance service
provider is responsible for preventing misuse of information in out-of-service assets.

Stages of the system life cycle model of ISO/IEC/IEEE 24748-1
’ Concept Development ’ Production Utilization | Support Retirement |

‘ Specification ‘ ‘ Design & Implementation

Verification &
Validation

AO AO AO AO
A A A A A

A
si AO Ao | ps AO
R n R R-I1€ ] c || R C

A

‘ Operation & Maintenance ‘ ‘Decommission ng‘

| Asset Owner Security Program 1
) L)
Engineering contract(s) Operation /MMaintenance Support contract(s)
Integration service providers Maintenance service providers

Product capabilities, product guidelines, produet support
Product Suppliers

. Integration Maintenance . . .
Keyg: m Asset Owner Service Provider Service Provider m Pradutt Sdpplier ‘II Accountable E’ Responsible Contribut

=

IEC
Figure 11 — Life gycle phases and roles

Althhough Figure 12 presents the progression from specification to decommissioning as a
simple, linear life cycle or process, the reality is that it includes several iterations that are|the
responsibility of specific principal‘roles. In general, requirements based on experience |are
pasped back to earlier stages- of the life cycle. For example, experiences gained in
implementation should be considered in design or specification.

‘ Spkcification ‘ ‘ Design.& ¥mplementation ‘ ‘ Vevr;flliﬁzttlic:)r:]& | Operation & Maintenance ‘ ’Decommissio ingl
) | ) | v | v | ) o
Specification Design Implementation Ver|f|.cat|.on & Operation Decommissionfing
Validation
% [

G R R R
< ollC o

Keys: m Asset Owner Integration Maintenance EI Accountable EI Responsible

Service Provider Service Provider
IEC

Figure 12 — Iterations in the IACS life cycle

8.2 Generation of the cybersecurity requirement specification (CRS)

The overall responsibility for the generation of the CRS resides with the AO. Cooperation
between AO and Sl is beneficial when partitioning in zones and conduits and determining
system security requirements for each zone and its conduits. Figure 13 shows a simplified view
of the activities for the generation of the CRS.
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Specification : Design & Implementation
I N )
Zone/ conduit ™
S ™
.| (c) System security requirements (IEC 62443-3-3)
. 7 applicable to the zone / conduit
Cybersecurity System security : :
(a) Requirements to asset owner Security Program
Requirement requirements applicable to the zone / conduit (IEC 62443-2-1)
S ificati (b) Enterprise, business, and operational constraints
pecrication (1EC 62443-3-3) applicable to the zone / conduit
- J
_ )
N \ N Y,
Responsible for generates Supports risk based
system partitioning
Practices a security Executes risk-based
program system partitioning
provides requirements to provides requirements to
1EC 62443-2-1 IEC 62443-3-2
. Integration
Keyp: m Asset Owner Service Provider
IEC
Figure 13 — Activities and responsibilities for'the generation of the CRS
(simplified view)
The tasks and activities should be based on thevprocess steps described in IEC 62443-B-2.

There can be a great deal of iteration and in, some cases parallel activities. The design ja

imp
perf

8.3
The

of t
initi
isb
sho
doc

cycle.

Figure 14,shows a simplified view of the activities and responsibilities for the design fa

imp

ementation of security measures canlead to update the CRS based on cost ja
ormance considerations.

Design and implementation of the security measures

nd
nd

overall responsibility for thetactivities in this phase belongs to the Sl role. The objectiVe is

to drl:esign and implement the‘technical security measures applied to each zone and its conduits

e automation solution. Before starting detailed design, a comparison between the identifi

ed

bl risk and the tolerable risk is performed (refer to ZCR 4 of IEC 62443-3-2). If the initial|risk
blow the tolerablerisk, there is no need to design additional security measures: the activities
uld be to modify the CRS to be consistent with the risk assessment. It should be noted that

umentation ofithe CRS is a specification activity, illustrating the iterative nature of the|l

efmentation of the security measures applied to the automation solution.

ife

nd


https://iecnorm.com/api/?name=c610cdae8988339e644c6662820f0e60

- 28 — IEC PAS 62443-2-2:2025 © IEC 2025

Specification : Design & Implementation
(" GuidanceforSPS )
. IEC PAS 62443-2-2
m Cybersecurity System security ) f( }\
Requirement requirements Technical security
w Specification L IEC 62443-3-3 ) measures applied to
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provides designs and Solution
basis for implements
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measures
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E xecutes secure product provides J
requirements —|IEC 62443<4-1

. Integration .
Keys: Service Provider m Product Supplier

IEC

Higure 14 — Activities and responsibilities for the design and implementation of th
technical security measures applied.to the automation solution (simplified view)

\’4

Thel Sl deploys the security capabilities of the products and adds, if necessary, compensalting
secyrity measures if the system sgcurity requirements cannot be natively met by the products.
Thel compensating security measures can be realized technically, for example adding extefnal
profection devices. They can.also be realized with process security measures, for example
monitoring the access to._control rooms by a person. In this case, the SlI generates
recommendations describing how these compensating process security measures can fulfil the
sysfem security requiréments. The integration activities include the fulfiiment of the applicable
reqlirements of IEC 62443-2-4, for example, to harden the products according to the hardening
guidelines of the\product supplier, to get approval from the asset owner, to change default
paspwords according to the password policy of the asset owner or to implement least privilege
and|least functionality.

The Si adopts existing or develops new recommendatlons for process securlty measures to be
exe
security measures to support and sustain the technical capabilities. They are closely related to
the security measures applied to the automation solution and are adjusted accordingly.

When compensating process security measures are necessary due to lack of technical
capabilities, the Sl shall work with the AO to resolve. As the AO is accountable for the risk, their
involvement is necessary. The fulfilment of system security requirements requires a repeatable
practice of these process security measures and belongs to the responsibility of the AO.

Although the overall responsibility for the activities of the design phase belongs to the SlI, the
contributions of the PS and AO are essential. The MS may be also involved as it is responsible
for maintaining the security measures during operation.
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The PS contributes by providing the necessary information for the integration and organizational
measures to support and sustain the product capabilities during design and operation of the
automation solution.

The PS should describe the functional security capabilities of the product. The PS should also
describe the list of requirements of IEC 62443-4-2 or IEC 62443-3-3 which can be fulfilled by
the product.

In addition, the PS should describe compensating technical and/or process security measures
the Sl implements, to fulfil security requirements of IEC 62443-4-2 or IEC 62443-3-3 which

1 el () 4l 4 bt il ! +
canqrotoe rarmrea Py UIC SCLUTIlYy LdpaUIllitcs Ul Uie prouuct.

It is|expected that product suppliers comply with IEC 62443-4-1 when developing theirproducts.
The product supplier shall provide guidance relative to its products, including:
e the security defense in-depth strategy for the product,

e [he security defense in-depth measures expected to be provided” by the extefnal
environment in which the product is to be used,

e puidelines for hardening the product,
e puidelines for removing the product from use,

e responsibilities and actions necessary for the asset owner to implement and securely
bperate the product as well as assumptions tegarding the behaviour of |the
Liser/administrator and their relationship to the secure'operation of the product, and

—

e lser account requirements and recommendations, associated with the use of the produg

Furthermore, |IEC 62443-4-1 requires that the product supplier has a process in place| for
vulnerability management, incident handling, and update management. This implies that|the
protuct supplier provides support if vulnerabifities are discovered during the commercialization
phase. Depending on the situation the support can be:

e [0 provide information on the vulnerability,
e lo provide guidelines for workarounds, or

e (o deliver updates or patches.

Coqperation between the ‘Sl and AO roles are essential, as the decision to fulfil system security
reqlirements by purelystechnical, purely organizational or a combination of technical and
asspciated process-security measures is often a matter of choice, considering cost and bengfits
aspgcts. It should be’noted that in general, technical measures require management procedyres
by both Sl and AO to support their sustained effectiveness.

NOTE Examples of S| management procedures for technical measures during design and implementation inglude
hardening, patching, etc. Examples of AO management procedures for technical measures during operation inglude
patchings maintenance of the approved configuration, review of access control lists, etc.

The AO is responsible for the requirements included in the CRS and ensures that the Sl
develops those security measures enabling their fulfiiment. In addition, the AO role should be
involved with the Sl in the generation of the recommendations for process security measures,
as the AO is responsible for executing these during operation.

Security measures can be specific to a given zone, several zones, or even to the whole IACS.
Proceeding zone by zone means that each security measure should be evaluated as being
specific to the zone under consideration or as being effective as well to other zones or the whole
IACS. For example, the protection provided by a front-end firewall contributes to the protection
of subsequent zones within the IACS for some threat vectors. Many process security measures
apply to several zones or the whole IACS. For example the backup and restore processes apply
in general for all assets of the IACS.
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For each zone or conduit of the automation solution, the output includes:

design and implementation of technical security measures, and

recommendations for process security measures to be executed during operation:
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(p1) recommendations for process security measures associated with the technical
security measures, including policies and procedures necessary to sustain their
effectiveness, and

(p2) recommendations for compensating process security measures designed to fulfil
system security requirements without using technical means.

8.4| Generation and documentation of the process security measures

The
recq
tod
IAC

Dog
pro
stan
sim
pro

overall responsibility for these activities is the role of AO. The AO rolenuses

Specification : Design & Implementation

44321
443-3-2| gpecification

Cybersecurity
Requirement

System security
requirements
IEC 62443-3-3

provides
basis for

Generates and
documents

generate

mmendations provided by the Sl role and the user documentation provided by)the PS

enerate and document process security measures to by executed during opération of
S.

umented policies and procedures are prerequisites for the repeatable execution of
ess security measures. Documentation should be a combination of defined poli
dards, practices and procedures supported by a training program. Figure 15 show
blified view of the activities and responsibilities for the genecation and documentatio
ess security measures.

the
role
the

the
ces,
s a
h of
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Documentation of
process security

'/ conduit and each

system security
requirement:

(p1) Associated with
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security measures
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process security measure

Executes integration
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Executes secure product
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measures

(p2) Compensating
process security
measures

measures for each zone

technical security

Guidance for SPS
(IEC PAS 62443-2-2,

measures applied t
the Automation
Solution

Process security
measures

provides _| |
basis for

Technical security |

7

Keyg: m Asset Owner E Product Supplier ISr::/gi;ﬁFSrr;vider
igure T5 — Activities and responsibilities for the documentation
of process security measures (simplified view)
8.5 Validation of the security protection scheme
8.5.1 Overview

IEC

The validation of the SPS is the last step before going into operation. The activities are often
performed within the scope of a site acceptance test before hand-over to the AO. The Sl is
responsible for validating the technical security measures applied to the automation solution.
The AO is responsible for validating the documented process security measures that are
necessary to sustain the effectiveness of the technical measures during operation. During the
acceptance activities, the AO can perform its own validation activities.
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8.

5.2 Validation of the technical security measures

The responsibility for these activities belongs to the Sl role. The purpose is to demonstrate that
the applied security capabilities within the system provided by the product supplier(s) plus
compensating security measures applied to the automation solution can fulfil the desired system
security requirements. This is reflected by the SL values for every system security requirement
applied within a zone and its conduits of the automation solution.

EXAMPLE 1 To fulfil the system security requirement SR 1.1 from |IEC 62443-3-3 "Human user identification
authentication"”, the SI can implement technical security measures using username and password for the identification
and authentication of human users. This would allow to meet the requirement enhancement "SR 1.1 RE 1 — Unique

id ificatiop—and—authentication—uwhkich—ic—manned—ta-Sl 2 Tha S ol for ¢b acid d—cvc
laeng A—afRa—atthReRteatHoR—whieh e T -arde—e—me

requjrement would be 2.

The

fu

inte

For|each zone and its conduits and for each SPE / sub-SPE, the Slrvalues which can be
by fthe capabilities provided by the technical measures are determined. An SL value car
det¢rmined if the integration activities have been executed repeatably. If there is no assurarlnce
about repeatable execution, significant weaknesses can still, exist in the automation solu

th

EXAMPLE 2 A configured firewall would allow meeting the requirement SR 5.2 from IEC 62443-3-3 "Zone boun
protection". The SL value for the considered system security requirement would be 1. Not hardening the firg
accdrding to the requirement SP.03.05 from IEC 62443-2-4 would challenge this SL value.

and

> tom.
Heatt tS—HRappea—t AStaerea—SyStem—S

Ifi] the system security requirements. In addition, the Sl role provides evidence that

urity

Sl role provides evidence that the deployment and configuration of product\secuyrity
cappbilities as well as of compensating technical security measures provide the capabilitie

s to
the

gration activities have been practiced repeatably including the fulfilment'ef the applicable
requliirements of IEC 62443-2-4.

met

ug challenging the security level which can be met by the téchnical security measures.

be

ion,

dary
ewall

Figure 16 illustrates graphically the determination of the SL value when the technical secyrity

megsures applied to the automation solutionprovide the capability to fulfil requirements mapjped
at 9L 2.
m Maturiiy of practice of integration activities
Intggration ML4
actjvities (" Guidance for SPS| )
haye been + siso SL=1 SL=2 sL=3 SL=4 Ll
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tably ML2 A Technica secur.lty
1535 measures applied
to the Automation
——dmmm————— ﬁ$~— ----------------------------------------------- Solution
No assurag@amt 2
abgut rep
pradiceg:) 4 sL=? SL=2 SL=? SL="7? SL=7?
integrati
0@
actr\ﬂg’ ML1 . .
7777777777777777777 | SLO sL1 sL2 sL3 sL4
! Capabilities of technical
security measures
. Integration
Keys: Service Provider
IEC

Figure 16 — Example of the determination of the SL value which can be met with
capabilities provided by the technical security measures
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8.5.3 Validation of the process security measures

The AO is responsible for the validation of the documented process security measures. The Sl
is responsible for providing input as to what organizational measures are necessary to support
and sustain the technical capabilities provided. For each zone and its conduits of the automation
solution, the AO evaluates each SPR and provides evidence that the documentation provides
the basis for a repeatable execution of the process security measures during operation.

The activities are often performed within the scope of a site acceptance test and combined with
the validation of the technical security measures under the responsibility of the SI. The AO can
addijtionally perform its own testing to verify and validate acceptance before starting the
operation and maintenance phase.

8.5.4 Prediction of the SPR values, SPR-I

The
for
vali

validation phase is often concluded with a dry run involving the organization responsjible
bperation which allows a prediction of the SPR, i.e., SPR-I, under the agssumption that|the
Hated process security measures are executed repeatably by the AO ral€ during operatjon.

Figdire 17 illustrates graphically an example of the prediction of an SPR value in the use dase
destribed in Clause 5.
The and
vali

predicted SPR (SPR-l) value equals 3 under the asstumption that all documented
Hated process security measures are executed repeatably during operation.

the
hich

Thel SPR values can be aggregated to a SPR valug _for a zone or conduit. For example,
aggregated SL can be defined as the minimum level of system security requirements, w

can|be fulfilled.
Execution of organizational
security measuras during operation

7777777777777777 Guidance for SPS
Prodess A1 Predicted SPR (IEC PAS 62443-2-1)
e i) : Technical securit
medsures ML4 SPRO SPR1 SPR 2 _SPR 3 SPR4 Under the assumption of A
are pxecuted 7 repeatable execution of: (LTS appl'."d =
e 1 "., the Automation

— L p1) Process security Solution
B ML3f-—=——=====- - --c--| Predicted SPR |-— R T P measures associated
. with technical i

No gssurance . security measures Process security|
abolit repeatable T N measures
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Capability to fulfill the system security requirement
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IEC

Figure 17 — Example of the prediction of the SPR value
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Periodic revalidation of the SPS during operation

The AO is responsible for the operation of the IACS and for maintaining the continued practice
of the technical, physical, and process security measures included in the SPS.

The AO ensures that all users accessing the IACS execute repeatably the validated process
security measures of the SPS.

One part is to perform an audit of the quality and completeness of the policies and procedures.
The second part is to verify that the personnel in charge executes the process security

nnnnnnnnnnn dina—tao—tha-paliciac_—and onracandiivrac rapnaatabl,  Dealintad ODD ol Ao

mesg
con
thre

The
app

Eveln if the operating conditions remain unchanged, the security measurés,included in the §

sho
rem
ope|
the

Son

EXA
netw
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All actions should be documented in a change management system.

Unl
fron
perf

reqliirements,during a scheduled maintenance of the industrial facility) or event-triggered

to 4

The

SUTC S aC OO g to— th T pPpoOTCTCo—atd— pTrottOoTrCo— TrocpataoTy .  TocUrctCO—oT v varats

firmed if the maturity level of the organization in charge always meets or exceeds
shold defining a repeatable practice of the process security measures, typically ML, 3.

audit is regularly performed to ensure stability over time and be presented to
ropriate management with the authority to accept risk.

uld be regularly maintained to ensure their effectiveness. While the security measy
ain unmodified, data used in the security measures should~always reflect the ad
rating status. The frequency and procedures for updating the{ecurrent data are describe]
process security measures and fine-tuned for each project(

ne examples of such data are:

virus patterns;
firewall rules;
hctive accounts list;

backup and restore data.
MPLE 1 A configured front-end firewall'.is”a security measure to control and monitor access from untry
orks. If the maintenance of an asset of<the IACS requires a remote access from an external service proV

ront-end firewall rules are temporarily(Changed to open a remote connection. After the maintenance cycle 9
t, these rules are changed back to close the remote connection.

ke the maintenance-of unmodified security measures, it is necessary to revalidate the §
h time to time,~to/ascertain that the desired SPR values are still met. This should

changertiyat affects the effectiveness of the security measures.

AO‘ensures that the SPS is sufficient and always correct during the life cycle of IACS.

AO

are
the

the

sted
ider,
f the

5PS
be

ormed at defined intervals (for example, due to a regulatory process, safety management

due

The

trigders a risk assessment to be performed in close collaboration between AO and MS.

The

purpose of the risk assessment is to evaluate if the security measures still fulfil the desired
system security requirements for each zone / conduit. If the requirements are not satisfied, the

AO

Exa

triggers an update phase of the SPS.

mples of such changes are:

e evolving threat situation,

e vulnerability discovered in the automation solution product(s),

e change in operational conditions,

modification of the automation solution, or

e decommissioning of assets.
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Annex A
(informative)

Example of methodology for SPR verification

Overview

This document provides a framework for the evaluation of security program ratings. The
evaluation methodology is not part of this document. As there is not yet a consensus for

mat

eva

lend

Thind parties can conduct formal evaluations based on an in-depth evaluation of each sec

reqliirement in the considered SPE. Evaluation methodologies based on this framéwork sh

allo

A.2 Detailed assessment, requirements-based

Det

indg¢pendent evaluation organizations.

Det
not

The| assessment is conducted independently for each SPE using four steps, as follows:

a)
b)

d)

For

hiled assessments will typically be done by auditors in the asset owner’s organization o

hiled assessments are useful to find out weaknesses by highlighting requirements which

PDetermine applicable system security-requirements.

For each applicable system security requirement, assess the capability of fulfiiment by
set of technical, physical, and_process security measures.

f the system security requinement can be fulfilled, the SL value is the level to which
5ystem security requirement is mapped to, according to IEC 62443-3-3.

For each of the applicable system security requirement, assess the repeatability
measures and the demonstrated effectiveness to fulfil the purpose.

Perive the ML Value according to the maturity model described in 6.2.
Reference Annex B — Maturity level assessment, for guidance.

PDeterminethe SPR value according to 6.2.

the @eneration of aggregated SPR values, refer to 6.3.

hematical measurements of security, most methodologies are currently based on qualitative
uation of the measures by experts. The evaluation can be based on a questionnaire’that
s itself to a form of self-evaluation by asset owners to determine their level of pretecfion.

rity
buld

W a flexible and scalable approach that can be applied to establish and maintain a defense
in-depth strategy for a given IACS or a zone within an IACS.

r by

are

fulfilled. These will guide responsible organizatiens to develop focused organizationgl or
technical measures to remediate to weaknesses.

the

the

of

bxecution of the process security measures, the alignment to the technical security

If the"determined SPRIs less than the SPR-T, then consider how 10 correct the situation, e.g.,
compensating security measures, improved design, or organizational measures, etc.

The

process should be performed until all zones and conduits have been assessed.

Depending upon the life cycle timeline, different SPRs are applicable. These are:


https://iecnorm.com/api/?name=c610cdae8988339e644c6662820f0e60

IEC

PAS 62443-2-2:2025 © IEC 2025 - 35—

SPR-lI — Indicates predicted compliance with targeted system security requirements of
IEC 62443-3-3 mapped to Level x (i.e., SPR-I; 1, 2, 3, or 4) and below, which can be fulfilled

duri

ng operation by:

technical security measures of a zone of the automation solution including compensa
technical security measures,

and reliably performed and sustained process security measures.

The process security measures include:

a)
b)
c)

SPH

IEC
duri

The| process security measures include:

A.3 Detailed assessment, risk-based

Risk assessment methodologies, for.example according to NIST SP800 39, may be follo

pro

A.4 Simplified evaluation, questions-based

The

sec
fulfi

be developed forithe simplified evaluation. The answers to the questions will lead to the ra
of §L and MLwalues thus SPR values.

process security measures to fulfil applicable requirements of IEC 62443-2-1

ting

brocess security measures associated with technical security measures,

hnd compensating process security measures.

62443-3-3 mapped to Level x (e.g., SPR-O; 1, 2, 3, or 4) and below, which are fulf
ng operation by:

echnical security measures,

bnd reliably executed and sustained process security measures (ML equal or above 3).

brocess security measures to fulfil applicable requirements of IEC 62443-2-1,
brocess security measures associated with technical security measures,

hnd compensating process security measures.

ided the risk assessment requirements are satisfied by the methodology selected.

Lirity measures_for) the rating of the SPR-value of each SPE instead of evaluating
ment of individual system security requirements included in the SPE. A questionnaire

R-O — Indicates current measured compliance with targeted system security requirements of

lled

echnical security measures of a zone of the automation solution, icluding compensalting

ved

simplified evaluatiensuses questions about performance of technical, physical, and prodess

the
can
ting
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Annex B
(informative)

Maturity level assessment

General

NOTE This annex complements the description of the activities described in the main body of this document, to
help the reader when assessing the maturity of execution of the process security measures. For convenience, some

t rs £ il &l L + + + £ 4t H Lol s &l +
contentefthis-anrex—dupteates—eontentof-the-meatnbedy-of-this—dectment

The

cybersecurity capability or to evaluate those organizational measures and procedt
necgssary to support the effectiveness of technical measures that are an important compovrtent
e determination of security protection ratings (SPR). This annex focuses on the contribuftion

of th
to S

indy
on |

entire security program. There are several maturity models that can be folind reference
stry, but they tend to only be slightly different. Table B.1 illustrates the maturity levels ba
EC 62443-2-1.

B.2

1)
2)
3)

4)
5)

B.3

assessment of maturity can be performed to assess the current overall organizatipnal

PR determination, although it should be relatively easy to see how it can' be applied to

Table B.1 — Assessment MLs

Assessment MLs

ML 0 — Incomplete / Unaware

ML 1 — Initial
ML 2 — Managed
ML 3 — Defined / Practiced

ML 4 — Impreving

Overall assessment work process

Document applicable technical measures applicable to all zones.
Document applicable technical measures applicable as a function of specific zones.

Document organizational measures and procedures necessary to support specific techn
measures.

Assess each'organizational measure and procedure for its maturity level.
Documentthe results.

Maturity level assessment procedure

res

the
d in
sed

ical

Tab

le B.2 illustrates the maturity level assessment procedure.
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