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INTERNATIONAL ELECTROTECHNICAL COMMISSION

Real-time Ethernet — EtherNet/IP™" with time synchronization

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national eIectrotechnicaI committees (IEC National Committees) The object of IEC is to promote

inte glds. To
this end and in add|t|on to other actlvmes IEC publlshes Internatlonal Standards, ical Specifications,
Tec nrcal Reports Publrcly Avallable Specmcatrons (PAS) and Gmdes (here ds “IEC

d non-
closely
ned by

hational
rom all

lational

of IEC
for any

‘ itt e cations
atiomal\and—tegitvhal publications. Any divgrgence

iQnal publication shall be clearly indi¢ated in

for any

rvants or agents |nc|ud|ng individual expdrts and
hage or
or indirect, or for costs (mcludmg legal feg¢s) and
or reliance upon, this IEC Publication or any other IEC

expgnses arising Qut © S €
Publications.
8) Attgntion is draw e i s cited in this publication. Use of the referenced publications is

indippensable for the

A PAS made
availa
IEC-P bf IEC
techni
The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the

committee concerned as mdicaied n
the following document

Draft PAS Report on voting
65C/361/NP 65C/377/RVN

Following publication of this PAS, the technical committee or subcommittee concerned will
transform it into an International Standard.

1 EtherNet/IP™ is a trade name of ControlNet International, Ltd. and Open DeviceNet Vendor Association, Inc.
This information is given for the convenience of users of this PAS and does not constitute an endorsement by
IEC of the trademark holder or any of its products. Compliance to this PAS does not require use of the trade
name EtherNet/IP™. Use of the trade name EtherNet/IP™ requires permission of either ControlNet
International, Ltd. or Open DeviceNet Vendor Association, Inc.
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It is intended that the content of this PAS will be incorporated in the futures new editions of
the various parts of IEC 61158 series and/or IEC 61784 series according to the structure of

these series.

This PAS shall remain valid for an initial maximum period of three years starting from
2005-07. The validity may be extended for a single three-year period, following which it shall
be revised to become another type of normative document or shall be withdrawn.

@%
o
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INTRODUCTION

The EtherNet/IP™ communication technology, standardized in IEC 61784-1 as
Communication Profile 2/2 (using Type 2 specifications in IEC 61158), already provides
ISO/IEC 8802-3 based real time communication, through the use of frame prioritization. The
addition of time synchronization services and protocols allows using it also for the most
demanding applications.

@%
o
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Real-time Ethernet — EtherNet/IP™ with time synchronization

1 Scope

This PAS defines additional mechanisms to provide accurate time synchronization between
nodes using the ISO/IEC 8802-3 based real time communication technology EtherNet/IP.

It contains specifications for Application layer service definition and application layer protocol

specification

2 Nprmative references

The following referenced documents are indispensable for the ment.
For dqted references, only the edition cited applies. For undate atest edition
of the|referenced document (including any amendments) applie

IEC 6]158 (all parts), Digital data communications for'me bldbus
for usg in industrial control systems

IEC 6[1158-5:2003, Digital data commu us for
use inlindustrial control systems - Part5:

IEC 6[1158-6:2003, Digital data commynication us for
use inlindustrial control systems - Part\6:

IEC 6[588:2004, Precisio fotocol for networked measurement and
contrgl systems

IEC 6 784-1:20@2 art 1:
Profilg sets for cohti manufacturing relative to fieldbus use in industrial
contrdl systems

ISO/IEC 8802-3: y ation technology - Telecommunications and information
exchapge betweens dcal and metropolitan area networks — Specific requirements —
Part 3: ple access with collision detection (CSMA/CD) access methqd and
physigal I3

3 Terms,definitions, symbols, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 61158 (general and
Type 2 specific ones) and the following apply.

3.11

current data set
data set which defines members whose values characterize the current properties of the local
clock that describe the source and quality of the local time
[IEC 61588]

3.1.2

default data set

data s

et which defines inherent or assumed properties of the local clock

[IEC 61588]
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3.1.3
epoch
reference time defining the origin of a time scale
[IEC 61588]
3.2 Symbols and abbreviated terms

05 (E)

For the purposes of this document, the symbols and abbreviated terms given in IEC 61158

and IEC 61784-1 (general and Type 2 specific ones) and the following apply.
PTP  Precision Time Protocol [IEC 61588]
3.3 Terms and definitions of conventions

For tHe purposes of this document, the conventions given in IEC 61
Type 2 specific ones).

4 Application layer service definition — Data type AS

4.1

This HAS uses the following data types as defined i

BOOL,

and thHe additional STIME data type specified i
defingd in IEC 61158-5.

4.2
4.2.1

4.21.1

4.1 Octet Lengtf 8

This data chronized Time in nanoseconds.

The range ariables of type STIME is the same as for variables of type
repregenting.th ute time in nanoseconds since the epoch. The epoch is not defin
STIME.

Date types
4.21.1.1
1 Data Typ 2 not used
2 Data Type Na STIME
3 Format FIXED LENGTH

General

BYTE, USINT, UINT, UDINT, SINT, INT,

FAL defined data types

Fixed length typ

| and

format

LINT,
ed by

5 Application Tayer service definition — Type 2 communication model
specification

5.1

Concepts

Time synchronization for CP 2/2 of IEC 61784-1 is specified as an extension of the Type 2

Object

management ASE defined in IEC 61158-5.
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5.2 ASEs
5.2.1 Object management ASE
5.2.1.1 FAL management model class specification

52111 General formal model

The Time Sync formal model is defined based on the general formal model of the Object

management ASE.

5.2.1.1.2 Time Sync formal model

5.2.1.1.21 Class definition

The Tjime Sync ASE (Object) shall provide an IEC 61158 Type 2 intérface(to\the 1588
Precigion clock synchronization protocol for networked measurenient ‘a tems,
commpnly referred to as the Precision Time Protocol (PTP). y ype 2
Time Bynchronization shall provide a single instance (Instance<1) of jefct.
NOTE |Additional details may be found in the IEC 61588 standard.

(*) in front of an attribute or a service means that thije i ervice\s either mandafory or

optional, based on some constraints defined in the attri

FAL ASE: FAL Managém
CLASS: Time_Sync \Objext
CLASS$ ID: <tbd>
PARENT CLASS:
ACCES$S ATTRIBUTES:

1 (m) Key Attribute:
2 (o) Key AttribJte:
SYSTEM MANAGEMENT A
1 0) Attr

(
2 (o) Attribute;
3 (
4 ( tional attribute list
4.1 ( mber of attributes
4.2 ( tional attributes
5 ( Optional service list
5.1 (m) Number services
5.2 (m) Optional services
6 (o) yAttribute’ Maximum ID Number Class Attributes
7 ()7 Attribute: Maximum ID Number Instance Attributes
OBJECT MANAGEMENT ATTRIBUTES (INSTANCE ATTRIBUTES) :
1 (m) Attribute: CurrentTime
2 (m) Attribute: PTPTime
SYSTEM MANAGEMENT SERVICES:
10 (*) Mgt Service: Get_Attribute_Single
OBJECT MANAGEMENT SERVICES:
10 (m) Ops Service:  Get_Attribute_Single
11 (m) Ops Service:  Set_Attribute_Single

OBJECT SPECIFIC SERVICES:
1 (m) OpsService: Management_Message
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5.2.1.1.2.2 System management attributes (class attributes)

No specific requirement for this object.

5.2.1.1.2.3 Object management attributes

CurrentTime
Current value of local time.

This instance attribute has an access rule of Set.

PTPT{me
Current value of local time, according to IEC 61588 format.
This ipstance attribute has an access rule of Set.

5.2.1.1.2.4 System management (class level) servic
Get_Attribute_Single

This slervice is mandatory if any attributes are i > 6Ise it is optional.

5.2.1.1.2.5 Object management

No spgcific requirement for this object.

5.2.1.1.2.6

Management_Message

to th¢ PTP C ommand shall be identified by a dedjcated
Management Messag er within the service request and response.

The Nanagemer@ i be Msed to initiate a Type 2 management conpmand

5.2.1.
5.2.1.2.
The obj

5.2.1.2.2 Management_Message

5.2.1.2.2.1 Service overview
The Management_Message service shall be used to initiate a Type 2 management command

to the PTP Clock. Each management command shall be identified by a dedicated
Management Message Command parameter.

5.2.1.2.2.2 Service primitives

The service parameters for this service are shown in Table 1.
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Table 1 - Management_Message service parameters

Parameter name

Req

Ind

Rsp

Cnf

Argument
AREP
Local
UCMM Record identifier
Transport identifier
Receiver/Server Local ID
Path

nw no n 2

Routing Path
Additional Path
Port ID

Result (+)
AREP
Receiver/Server Local ID

Service status

Command specific response

Result (-)
AREP

Management Message Command

Command specific request parameters

Management Message Cofiman

rameler

XS

)

Argurn
The af

M
TH
pr
Cg

This_parameter contains request parameters specific to the selected manag

ReceivepServer Local 1D
Service pta “

pck. It

Fment

command. These are further detailed in |lEC 61588 for each command

Result(+)

This selection type parameter indicates that the service request succeeded.

Service status

This parameter shall indicate success.

Management Message Command

This parameter identifies the management command initiated to the PTP Clock.

Command specific response parameters

This parameter contains response parameters specific to the selected management
command. These are further detailed in IEC 61588 for each command.
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Result(-)
This selection type parameter indicates that the service request failed.

Service status
This parameter shall indicate an error.

5.2.1.2.2.3 Service procedure

No specific service procedure.

6 Appticatiom tayer protocotdefimitiom—Type 2

6.1 |Abstract syntax

6.1.1 FAL PDU abstract syntax

6.1.1.1 General

a

Time $ynchronization for CP 2/2 of IEC 61784-1 uses the
IEC 61158-6, with the extensions specified in 6.1.1.2 g

X as specified in

6.1.1.2 OM_Service_PDU
6.1.1.2.1 Time Sync object spe
6.1.1.2.1.1 Attributes

Instance attributes
The fqrmat of the TimepSyns Object inst

<> ble 2

Attribute IR \ﬂahw\e Wype Semantics of values

1 < \Gere Ti%%\ SjIME According to data type

TPIime STRUCT of Synchronized Time based on the
IEC 61588 Precision Time Protocol (PTP)

X eposhNumber | UDINT Number of times the 32-bit seconds clock

es shall be as specified in Table 2.

ject instance attributes

(seconds field) has rolled over since the
beginning of the epoch

)seconds UDINT Number of seconds since the beginning of
the epoch. When the epoch is defined as
the PTP epoch the epoch began at 0 hours
on 1 January 1970.

nanoseconds | DINT The range of the absolute value of the
nanoseconds field shall be restricted to
0<= | nanoseconds | <= 10°-1.

The sign of the nanoseconds field shall be
interpreted as the sign of the entire
representation. A negative timestamp shall
indicate time prior to the epoch.

6.1.1.2.1.2 Management_Message service

The Management_Message _RequestPDU body shall be as specified in Table 3.
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Table 3 — Structure of Management_Message _RequestPDU body

Name

Data Type

Semantics of values

Management Message Command

UINT

See Table 5

Management Message Parameters

Command specific

See Table 6 to Table 24 and specific Management
Message Key sections in IEC 61588.

The Management_Message _ResponsePDU body shall be as specified in Table 4.

Table 4 — Structure of Management_Nessage _ResponsePNy

Name Data Type Semantg{s\\wf
Managg¢ment Message Command UINT Identical to request@ér\a\}re\er \\‘le\S\

Manag¢ment Message Parameters

Command specific

See Table 6 to le R4 a d eC| | Mement
Message Key §ectio

Table 5 — Management Messam alu

Management Me}gage Con@a\t{a\/// Iue\\

C\W

InitializeClock

Obtainldentity < <
N

SetSubDomain ( ~

Clﬁaf\Design edPreferred

ster

S%Qesi

etDéf{ultD a

4

5

tedPr}Te\he\dMa er \\/ 6
\/ 7

9

Q Updat>\re\u|t|}a§§s\ >

\SetCurraptiataSet 10
< GetParentDataset” 12
NGetPortDataser” 14
GetglobafTimeDatasSet 16
bgdat;éobalTimeProperties 18
\G?}oFaultyState 19
GetForeignDataSet 20
SetSynclnterval 22
DisablePort 23
EnablePort 24
DisableBurst 25
EnableBurst 26
SetTime 27

Obtainldentity

The Obtainldentity command shall return the clock identity of the PTP Clock.

There are no command-specific parameters for the service request.
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Command-specific parameters for the service response are specified in Table 6.

Table 6 — Obtainldentity response parameters

Name Data Type Description of Parameter Semantics of values
ClockCommunicationTechnology | USINT clock_communication_ technology See IEC 61588
ClockUuidField ARRAY [0..5] of clock_uuid_field

BYTE
ClockPortField UINT clock_port_field
Manufacturerldentity és_lF_{é\Y [0..47] of | manufacturer_identity

InitializeClock

The InitializeClock command shall be used to initialize the ' the “Initialigzable”
attribyte of the PTP clock is set, the receipt of this messagé . e clock to execute
the bghaviour normally executed on a reboot or power cycte_of the S clock.
Otheryise, the receipt of this message shall have no ¢

Command-specific parameters for the service re

Table 7 —

Name Data Type ﬁ;cripti&\}f\Palﬁeter Semantics of values

InitializationKey WUINT \knitia\QzaTn'Qn ké,\\/ See IEC 61588

There|lare no command-sp ciNaram exs\forthe\sérvice response.

SetSybdomain
The SetSubdomai; c6

default data set wi

in the

Command-specifi

Table 8 — SetSubdomain request parameters

Na}e\ Data Type Description of Parameter | Semantics of values

SubdoemainName | ARRAY [0..15] of BYTE | subdomainName See IEC 61588

Therelare_nao anmnnd-cppr‘ifir‘ parameters for the service response

ClearDesignatedPreferredMaster

The ClearDesignatedPeferredMaster command shall be used to set the value of preferred in
the default data set to FALSE.

There are no command-specific parameters for the service request.

There are no command-specific parameters for the service response.
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SetDesignatedPreferredMaster

The SetDesignatedPreferredMaster command shall be used to set the value of preferred in
the default data set to TRUE.

There are no command-specific parameters for the service request.
There are no command-specific parameters for the service response.

GetDefaultDataSet

The GetDefaultDataSet command shall be used to get the default data se

There|are no command-specific parameters for the service request
Command-specific parameters for the service response are spécifie

Table 9 — GetDefaultDataSet respon

Name Data Type Des(ript(i@’ ofMa}e@' > Semantics of|values
ClockCpmmunicationTechnology | USINT cIo@Wg/ca}le teshnology See IEC 6158

ClockUgpidField

O Sk S

ClockPoprtField UINT ort eId

ClockStratum

o e

Clockldentifier

lodk_identifier

ClockVariance

Mariance

ClockF IIowupCapa e

>|ock_fo||owup_capable

Preferrg¢d Bbo\l_ \ preferred
Initializpble /\\ BQOL\\N initializable
ExterngITiming \ \ OO\/ external_timing
IsBoun iaryCIod( \ \ BO§L is_boundary_clock
Synclnher\éﬂ\\ \\ \ S\[ﬁT sync_interval

Subdomainh}te\\

Y%

ARRAY [0..15] of
BYTE

subdomain_name

NumbefPorts

S

UINT

number_ports

NumbefForéignRecords

UINT

number_foreign_records

UpdateDefaultDataSet

The UpdateDefaultDataSet command shall be used to update the default data set with the
new values sent in the service request.

Command-specific parameters for the service request are specified in Table 10.
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Table 10 — UpdateDefaultDataSet request parameters

Name Data Type Description of Parameter | Semantics of values
ClockStratum USINT clock_stratum See IEC 61588
Clockldentifier ARRAY [0..3] of BYTE clock_identifier
Clock Variance INT clock_variance
Preferred BOOL preferred
Synclnterval USINT sync_interval
SubDomain Name | ARRAY [0..15] of BYTE | subdomain_name

There|are no command-specific parameters for the service response

GetCqrrentDataSet
The GetCurrentDataSet command shall be used to get the
There|are no command-specific parameters for the

Command-specific parameters for the vice re§poxrse dre %cifi

Table 11 — GetCurrentData

Name Data\Typ(Ws}l{QM 9 Parameter | Semantics of values

StepsRemoved ( /N\ @sTreboved See IEC 61588
OffsetFromMasterSPQonék\ N l?LQNT offset)from_master (sec)

OffsetFromMasterI\@n}se/c\@Q\ii MT offset_from_master(nsec)
OneWayDeéySé:onas < \I{DM one_way_delay (sec)
OneWayDeIaN@?anﬁ \RN) one_way_delay (nsec)

GetPgrentDataSe
The GetParent ommand shall be used to get the parent data set.

There|are no.commarid-specific parameters for the service request.

C al +£i 4 £ 4l + +£i ol T a1
omn diTU=opPCTUITIL PalalTiTiTlo TUT UTT STITVILT TTOPUITOT alt SpPpTUuIlicUu 1T T adVIT
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Table 12 — GetParentDataSet response parameters

17 -

Name Data Type Description of Parameter Semantics of values
ParentCommunicationTechnol USINT parent_communication_techn | See IEC 61588
ogy ology
ParentUuid ARRAY [0..5] of parent_uuid

BYTE
ParentPortld UINT parent_port_id
ParentLastSyncSequenceNum UINT parent_last_sync_sequence_
ber number
ParentfollowupCapable BOOL Parent_tollowup_capable
parentgExternalTiming BOOL Parent_external_timing
ParentVariance INT Parent_variance /\<
ParentStats BOOL Parent_stats < \
ObseryedVariance INT observed_variance/\
ObseryedDrift DINT observed_drift \ \
UtcRegsonable BOOL utc_reasonabl \
GrandfnasterCommunicationTe | USINT grandgéster co W
chnolopy tech
GrandasterUuidField ARRAY [0..5] of @Me{ u@}fl%

BYTE /\
GrandinasterPortldField UINT ran aste ort_id._field
GrandifnasterStratum USINT \Q{Nmaﬁgr_stratum
Grandmasterldentifier AggTRéY [0..3){ Q gra Wte;identifier
GrandinasterVariance INT — \gjrar"\dré\ster_variance
GrandinasterPreferred I /QSC\DL & %dmaster_perferred
GrandinasterlsBoundar Clo\§< B@L grandmaster_boundary_clock
Grand nasterSequeM{ﬁ’&B\\, UIW grandmaster_sequence_num

A er

N

whose

GetPq

The ( Mmand shall be used to get the port data set of the port

port i e port configuration data set matches the TargetPortld field of the dervice
reque

Comnrand=specific parametersfortheservice requestarespecifiedimTabte 13

Table 13 — GetPortDataSet request parameters

Name

Data Type

Description of Parameter

Semantics of values

TargetPortld

UINT

Target port Id

See IEC 61588

Command-specific parameters for the service response are specified in Table 14.
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Table 14 — GetPortDataSet response parameters
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Name Data Type Description of Parameter Semantics of
values
ReturnedPortNumber UINT returned_port_number See IEC 61588
PortState USINT port_state
LastSyncEventSequenceNumber UINT last_sync_event_sequence_number
LastGeneralEventSequenceNumber | UINT last_general_event_sequence_number
PortCommunicationTechnology USINT port_communication_technology
PortUuietetd ARRAY-0—-6¢ pert—ua—fietd
of BYTE /\
PortldFfeld UINT port_id_field /\\
VN
BurstEnabled BOOL burst_enabled
N
SubdomainAddressOctets USINT subdomain_address_}Qet\s\ \
EventPprtAddressOctets USINT event_port_address&;ctets \
)
GeneralPortAddressOctets USINT general_port_@k’si}{ct&{c\ \
SubdomainAddress ARRAY of subdomainp_addre \ \/
BYTE
EventPprtAddress ARRAY of eve _W dress
BYTE A\

GeneralPortAddress

ARRAY<of
BYTE
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GetGlobalTimeDataSet

The GetGlobalDataSe

Therel|are no co@n

Comnjand-specifi€¢ p

etGlobalDataSet response parameters

9 \rﬁ}\ > Data Type | Description of Parameter | Semantics of values
Lo%ﬂ:@‘eSe&{nds UDINT local_time (sec) See IEC 61588
localTime oseconds | DINT local_time (nsec)

CurrentUtcOffset INT current_uct_offset
Leap59 BOOL leap_59

Leap61 BOOL leap_61
EpochNumber UINT epoch_number

UpdateGlobalTimeProperties

The UpdateGlobalTimeProperties command shall be used to update the global time data set
with the new values sent in the service request.

Command-specific parameters for the service request are specified in Table 16.
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