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INTERNATIONAL ELECTROTECHNICAL COMMISSION

REAL-TIME ETHERNET POWERLINK (EPL)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Techmcal Reports Publlcly Ava|lable Specrﬂcatlons (PAS) and GU|des (hereafter referred to as “IEC

Publi erested
in d non-
gov| closely
wit ned by
agréement between the two organizations

2) Th Ble; s 3yhational
conpensus of opinion on the relevant subjects since each technical comumitte 8 i rom all
intefested IEC National Committees

3) IEC| Publications have the form of recommendations for internationa lational
Committees in that sense. While all reasonable efforts are made Y i of IEC
Publications is accurate, i v imhi 2 for any
mis|nterpretation by any end user

4) In grder to promote international uniformity, IEC National( Conimittees a cations
transparently to the maximum extent possible in thej i rgence
betyeen any IEC Publication and the correspending natj i¢ated in
the Jatter.

5) IEC| provides no marking procedure to indi for any
equjpment declared to be in conformity with an-k

6) All

7) No Jiability shall attach to | rts and
merpbers of its technical cotmitte E ioha j injury, hage or
oth¢r damage of any n 3 bs) and

expenses arising out o
Publlications.

8) Attgntion is draw { S
indigpensable forthe/cotrect applisati

relfance upon, this IEC Publication or any other IEC

9) Attgntion is drawn ity thabsowre of the elements of this IEC Publication may be the supject of
patgnt rights. IE heldkresponsible for identifying any or all such patent rights.

A PAS i N ificayion not fulfilling the requirements for a standard but|made
availaple

IEC-P has\been processed by subcommittee 65C: Digital communications, ¢f IEC
techni j . Industrial-process measurement and control.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the

committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/356A/NP 65C/372A/RVN

Following publication of this PAS, the technical committee or subcommittee concerned will
transform it into an International Standard.

It is intended that the content of this PAS will be incorporated in the future new edition of the
various parts of IEC 61158 series according to the structure of this series.

This PAS shall remain valid for an initial maximum period of three years starting from
2005-06. The validity may be extended for a single three-year period, following which it shall
be revised to become another type of normative document or shall be withdrawn.
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1 General

1.1 Scope and general description

ETHERNET Powerlink (EPL) is a communication profile for Real-Time Ethernet (RTE). It extends
Ethernet according to the IEEE 802.3/ISO/IEC 8802-3 standard with mechanisms to transfer data with
predictable timing and precise synchronisation. The communication profile meets timing demands
typical for high-performance automation and motion applications. It does not change basic principles
of the Fast Ethernet Standard IEEE 802.3 but extends it towards RTE. Thus it is possible to leverage
and continue to use any standard Ethernet silicon, infrastructure component or test and measurement
equipment like a network analyzer.

1.1.1 Slot Communication Network Mangz
(SCNM)

EPL pfovides mechanisms to achieve the foIIowing'

1.

ing
2.
3. nge is based on a point-

ed to transfer IP-based

EPL m 9|
asynchronous data. It takes care that always nIy oneN i i work
media ata will never interfere and precis¢
comm
Manag Dde
(MN) -

9

Figure 1 — Slot communication network management (SCNM)
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1.1.2 EPL key features

EPL provides the following key features:
Ease-of-Use to be handled by typical automation engineers without indepth Ethernet network

knowledge.

Up to 240 networked real-time devices in one network segment

Deterministic Communication Guaranteed

o IAONA Real-time class 4 (highest performance)

o Down to 200us cycle times

o Ultra-low jitter (down to <1us) for precise sycnhronisation of networked devices
tandard Compliant

EPL is
comm

IEEE 802.3u Fast Ethernet
IP based protocols supported (TCP, UDP,...)
Integration with CANopen Profiles EN 50325-4 for device interOpe

o)
9
o)
9

Hot Plugging
Seamless IT-Integration — Routing of IP protocols

based on the ISO/OSI layer model and supports
Iinications relationships.

The HTHERNET Powerlink Standardizatior in
Automgtion) organisation to integrate CA bloyed
commuinication profiles, device profiles and . 5 of
times rl over the world. Integration of EPL wi¥ i profiles, high performance ¢lata
exchapge and open transparent communicati

The EPL communication profite i adnication profiles DS301 and DS302.
Based|on this communicatic il \ open device profiles can be used in ap EPL
envirohment without cha

A main focus of EPL is erbet teshnoiogy can be quite complex and confusing for
machife and plan nufg i - ecessarily networking experts. The following
featurgs have bee )

o uctures, tree structures or star structures). The netork

imple'engineering separated from end user IT infrastructure

asy integration of RTE network with IT infrastructure
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1.1.3 Integration

The advantages listed before result from protecting the EPL RTE network segment from regular office
and factory networks. This matches typical machine and plant concepts. Hard real time requirements
are met within the machine with EPL. Full transparency to the factory network and above is provided,
yet it is taken care of protection against hacker attacks on machine level. Modification efforts through
machine integration into existing IT infrastructures are minimized. To achieve this EPL provides a
private Class-C IP segment solution with fixed IP addresses. A router establishes the connection to
factory floor networks or company networks. NAT mechanisms allow the assignment of any IP
address to RTE networked nodes.

—

Fa("rnry Floor Network and Cnmpany Network

outlook EPL V3.0 (Machine synchronisation)
[ [ e e oy e e e e — —— —
Legacy

Ethernet Legacy

q\ exnet
Ethernet Powerlink Mac ntx;\ ) thernet Powerlink
(Protected Ethernet) /\ (Protected Ethernet)
IP Address Translation
IP-Telegfam Manageing Router MN CN \Yl%\/ MN CN
Basic Sqcurity 1 1 6 ’ﬁ ’I—‘
J [ J { -
Ethernet N ) Ethernet 8
(EPL + TCP/UDPI/IP) : (EPL + TCP/UDPI/IP)
CN TNL N ‘ ‘ CN CN
= I & L I I

RN [
(\Ma‘c in T s Machine

Machine

[ Efhernet HUB
T~

[
| AV AN ANEIEN §

RTE b
Client/|
multim

igure 2 — at' n EPL based Ms into the IT infrastructure of end customer

PO N modular machine concepts. Producer/Consumer pnd
iQnshipg, enable centralized master/slave as well as decentral
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1.1.4 Modular Machines

A machine concept with autonomous machine modules is illustrated below. Every machine module
can be designed separetly whith its own internal communication relationships. The assembling of the
machine can be done in a flexible way by adding additional direct communication relationships
between machine modules.

Y | AN
- MN ] CN
(I_’LC, IPC, CN (PL_ IPC,
-1 IDrive, HMLI,...) (10, ...) < rivey. =
ANEEAN
= CN b CW
] (Drive,...) N Dri\e, ...
ml <\ )
\ N
| [ CN : CN
(10, Drive,...) — O (1o, ...) —
| [
Machine Module Machine Modtile Machine Module

-<+— | logical Communicatiol
1| Ethernet HUB

Figurf 3

d decentralized controller structures
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1.2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced

document (including any amendments) applies.

IEC 61076-2-101:2004, Connector for electronic equipment — Part 2-101: Circular connectors — Detail
specification for circular connectors M8 with scre- or snap-loking, M12 with scre-locking for low-

voltage aplications

IEC 61131-3, Programmable controllers — Part 3: Programming languages

Information technology — Telecommunications and information exchan

IEEE §02.3:1998 between systems — Local and metropolitan area networ,
ISO/IHC 8802-3:2000  requirements — Part 3: Carrier sense multiple access M
(CSMA/CD) access method and physical layer spec

IEEE 154:1985, IEEE standard for binary floating-point arithmetic
IEEE 802.1Q:199, Virtual Bridged Local Area Networks

IEEE 802.1X:2001, Port-Based Network Access Control Virtual
Intrusipn Detection

IEEE 1588
IEC 61588

EN 50B25-4/CIA DS301 CANopen Application

EIA/TIA T568B: USOC, RJ45 Pinout Wiring Diagram
IETF RFC 768 UDP Q

IETF RFC 791 IP
IETF RFC 793 T(Q
IETF RFC 826 Addréss

IETF RFC1122 Ré € 9 el Hosts -- Communication Layers

IETF RFC12 ag pnation Base for Network Management of TCP/IP-based
interngts:)

IETF RFC1

IETF RFC 1631 TheNENetwork Address Translator (NAT)

IETF RFCA1812 Requirements for IP Version 4 Routers

pecific
jon.detq

IETF RFC1918 Address Allocation for Private Internets

IETF RFC 3410-3418 SNMPv3

IETF RFC 1354 IP Forwarding Table MIB

IETF RFC 2663 IP Network Address Translator (NAT) Terminology and Considerations
IETF RFC 2993 Architectural Implications of NAT

IETF RFC 3022 Traditional IP Network Address Translator (Traditional NAT)

IETF RFC 3027 Protocol Complications with the IP Network Address Translator
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1.3 Definitions and Abbreviations
1.3.1 Definitions
Ageing Ageing is a common mechanism to maintain (cache) tables. Entries

which are not used or refreshed are removed after a specified time.

Application Process

The Application Process it the task on the Application Layer

Async-only CN

An Async-only CN is operated in a way, that it isn’t accessed cyclically
in the isochronous slot by the MN. It is polled during the asynchronous
period by a StatusRequest message.

Asynchronous Data

Data in an EPL network which 1S not time critical. Yihin the EPLC|cycle
there is a specific period reserved for Asynchrongus Data which'js
shared by all nodes. Each node connected to networkxgan sgnd

Managing Node keeps a list of all asynchrgnotis datatrequestsand will
subsequently grant the network access™te ohe or.,

Asynchronous Period

with a Start of Asynchronous (S

The Asynchronous Period is the Ze%)%é)a\c\»gthx\wle starting
A)

Asynchronous Scheduling

The MN’s asynchronous sc ides w \e/equested
asynchronous data transf rW}lLbap en:

Basic Ethernet Mode

Basic Ethernet Mode(prq\xpé }tlue/l\egﬁs\y Ethernet communicatipn.

CANopen hno og)f@ﬁu d for the usage in indyistrial
achikg inter! aI networks and in embedided
eply edded" in a device with
plementation of CANopen is basgd
r Area\Netvork)
Continuous ntinuous | an\EED. compnunication class where isochronous

unicatientakes plate every cycle (the opposite to multiplexed).

N
Contrglled Node (CN) K

%N;E\\r}twork without the abilty to manage the SCNM
chanis

Cycle Btate Machhre/s

Th Cy State Machine controls the EPL cycle on the Data Link Layer
i ontrolled by the NMT state machine defining the cutrent
opecating/mode.

Cycle Time The time between two consecutive Start of Cyclic (SoC) frames + i.e.
ep&ating — process. The Cycle Time includes the time for data
/\ N transmission and some idle time before the beginning of the nex{ cycle.
Deterministi \ Describes a communication process whose timing behaviour can be

Communicatio

predicted exactly. |.e. the time when a message reaches the recipient is
predictable.

Devicel Configuration File

In the Device Configuration file (DCF) is stored the configuration

pnrnmnfore of a epnr\ifip device

Device Description File

All device dependent information’s are stored in the Device Description
File DDF) of each device.

D-NAT Destination NAT

D-NAT (Destination- Network Address Translation) changes the
destination address of the IP / ICMP packet.

Domain

In the context of CANopen: A Domain is a data object of arbitrary type
and length which can be transferred over an EPL network.

In the context of internet protocols: A Domain is a part of the internet
name space which is supported by the Domain Name System (DNS).

EPL Command Layer

The EPL Command Layer defines commands to access parameters of
the object dictionary. This layer is on top of the Sequence Layer and
distinguishes between an expedited and a block transfer.
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EPL Cycle Data exchange within an EPL network is structured in fix intervals,
called cycles. The cycle is subdivided into the isochronous and the
asynchronous period and is organized by the MN.

EPL Mode The EPL Mode includes all NMT states in which EPL cycles are run.

EPL Node ID Each EPL node (MN, CN and Router) is addressed by an 8 bit EPL

Node ID on the EPL layer. This ID has only local significance (i.e. it is
unique within an EPL segment).

ETHERNET Powerlink (EPL)

An extension to Legacy Ethernet on layer 2, to exchange data under
hard real-time constraints. It was developed for deterministic data
exchange, short cycle time and isochronous operation in industrial
automation.

IdentReqﬂeSt teteritf \UL]UGOLO areEP—frames—sent u_y theiiN-nrordertotdentify
active CNs waiting to be included into the networ

IdentResponse The IdentResponse is a special form of an A sporfse to
an IdentRequest. C \

Idle Pgriod The Idle Period is time interval remaini tw he m e q
asynchronous period and the begmm(é%f\tq

IEEE 1|588/IEC 61588 This standard defines a protocol IRg n\ﬁro atMof clogks in
distributed networked devices (eXg. co g’&\@ Ethernet).

Isochrpnous Pertains to processes that require i coordipation to be succkssful.
Isochronous data transfe en s that dataflows continously and at a

steady rate in close tmﬂ\ hesal of connected devices.

Isochrpnous Data

Data in a h|ch is t[g\b)e smitted every cycle (of every
nth cycle incas ultl exe ochr nous data).

Isochrpnous Period The Isochr s Pexjo of ar EPL cycle offers deterministic operation,
i.e. itis reserve h exchange of (continuous or multiplexed)
isochronou da

Legacy Ethernet ndWse IEEE 802.3 (non-deterministic operation in

Nnet as
on- m(errltl viropments).

Managing Node (MN)

K\egeée\péb\e E)gnanage the SCNM mechanism in an EPL network.

Media |Access Co tr bMers of the Data Link Layer in the EPL referencp

(MAC) trols who gets access to the medium to send a
2\ \ge\ssage

Multiplexed ed is an EPL communication class where cyclic

/t
unication takes place in such a way that m nodes are serv
Ies (the opposite to continuous).

pd in s

Multip efed\CN\\:\\ >

A node which is allowed to send isochronous data every n" cycle.

Multip|exed Timeslot A slot destined to carry multiplexed isochronous data, i.e. the timeslot is
shared among multiple nodes.
NetTime The MN’s clock time is distributed to all CNs within the SoC framg.

NetWOW

(NMT)

it
performs initialisation, configuration and error handling in an EPL
network.

NMT State Machine

The state machine controlling the overall operating mode and status of
an EPL node.

Object Directory

The repository of all data objects accessible over EPL communications.

Open Mode The Open Mode provides isochronous communication and
asynchronous communication. The nodes are synchronized by the
Precision Time Protocol (PTP), specified by IEEE 1588.

PollRequest A PollRequest is frame, which is used in the isochronous part of the

cyclic communication. The MN request with this frame the CN to send
its data.
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PollResponse

A PollResponse is frame, which is used in the isochronous part of the
cyclic communication. The CN responses with this frame to a
PollIRequest frame from a MN.

Precision Time Protocol
(PTP)

IEEE 1588, Standard for a Precision Clock Synchronisation Protocol for
Networked Measurement and Control Systems

Process Data Object (PDO)

Object for isochronous data exchange between EPL nodes.

EPL Mode

The EPL Mode provides isochronous communication and
asynchronous communication. The nodes are synchronized with a
dedicated EPL frame, which has an extremely low jitter.

Router Type 1

A Type 1 EPL Router is a coupling element in a network that allows IP
communication between an EPL segment and any other datalink layer

Dl £ [

}JIUtUUU: Ually;lly :P Cy :Uyauy Ethcnlct, EI L ClUu. TUTOo UDUCI”y [=}
separate network element acting as Controlled Node Wwithin the”HPL
segment.

Router Type 2

A Type 2 EPL Router is a router between L segment’and &
CANopen network.

Servicp Data Object (SDO)

Peer to peer communication with ac ss\rs% jWnary pf a
device. .

Sequepce Layer

The EPL Sequence Layer provi th NWIiable bidirTctionaI
connection that guarantem sages\aredst or duplicafed
i rde

Slot Communication
Network Management
(SCNM)

In an EPL network, the IIocE{es data transfer tirme for

t
and that all messages arrjve ipthe cetre
g
manmer within a guaranteed cycle time.

napag)

s for Isgchronous Data, as well a$ for
Asynchrono 9 nication. The SCNM mechanism
ensures th isions during physical network accgss of
any of the hetw s thys providing deterministic communication

\ia Legacy Etherget:

S-NAT|Source NAT

SMT (So \e-\/l\i‘\eév&)‘rﬂ\ddress Translation) changes the soufce
\anres@)f\the packet.

Statusgequest/ sR uést\l;r?'les are used to poll Async-only CNs.A
StatusResponse /\ tusRespenseframe is transmitted by an CN upon assignment of the
as

ylghrorous’slot via the StatusRequest in the SoA frame.

StatusResponse

A StatusResponse frame is transmitted by an CN upon assignment of
\tkke a hronous slot via the StatusRequest in the SoA frame.

R
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1.3.2 Abbreviations

ACL Access Control List

ARP Address Resolution Protocol

ASnd Asynchronous Send (EPL frame type)

CAN Controller Area Network

CiA CAN in Automation

CN EPL Controlled Node

DCF Device Configuration File

DDF Device Description File

EDS Electronic Data Sheet

EIA Efectronictmdustries Association

EMC Electro Magnetic Compatibility (
EPL ETHERNET Powerlink /\\ ~
EPSG ETHERNET Powerlink Standardization Group N\ \
IAONA Industrial Automation Open Networking Alliance \
ICMP Internet Control Message Protocol ( \ \
ID Identifier N LD\
IEC International Electrotechnical Comission NN \
IEEE Institute of Electrical and Electronic Engineers X\
IP Internet Protocol / a >
MAC Media Access Control /\ \ ) / K

MIB Management Information Basé\ N\ N~ [ T) >

MN EPL Managing Node \ \ )

MS Multiplexed Slot (flag in EPL fraie)

MTU Maximum Transmission Unit (

NAT Network Address,Jranslation \ \ \ NN

NIL Not in List (Basic Data Type)~ \. 5% . »

NMT Network Map@g&ment\\ ~

PDO Process Dafa Objecth, \

PR Priorigy (it field in EPL frame) D

PReq PollRequést (EPL frame type)

PRes PoIIResgéose\QEPN‘raﬁ\e/W

PS Presceled\Stat (flagHithEPL frame)

PTP Presision Thne Rrotocol

RD Ready (flag in\EPh fraghe)

RFC “Reyuests for Comménts

RPDO| “|\Receliye Rrocess’Data Object

RS Réqqe‘st tc\Send (flag in EPL frame)

S/UTP Screened Unshielded Twisted Pair

EA Exception Achnowledge (flag in EPL frame)

SCNM_"| Slot Communication Network Management

SDO Service Data Object

EN Exception New (flag in EPL frame)

SNMP Simple Network Management Protocol

SoA Start of Asynchronous (EPL frame type)

SoC Start of Cyclic (EPL frame type)

TCP Transmission Control Protocol

TIA Telecommunications Industry Association

TPDO Transmit Process Data Object

UDP User Datagram Protocol

UTP Unshielded Twisted Pair

VPN Virtual Private Network
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2 Modelling

EPL-based networks use the following reference model, device model, and communication model.

2.1 Reference Model

Configuration
Profile Manager

NMT EPL Application Layer

PN | Object Dictionary |

| PDO | | SDO Command |
A

A
SDO Sequence
A

Network

Data Link
Physical
The cq [ QNCE g described with reference to the ISO-OSI Reference Model (fight
side of Figure 4
2.1.1
The Applicati omprises a concept to configure and communicate real-time-data as well| as

the mgchahisms for synchronization between devices. The functionality the application layer offgrs to
an application is logically divided over different service objects (see SDO) in the application layef. A
service object offers a specific functionality and all the related services.

Applications interact by invoking services of a service object in the application layer. To realize these
services, the service object exchanges data via the Network with (a) peer service object(s) via a
protocol. This protocol is described in the Protocol Specification of that service object.
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2111 Service Primitives

Service primitives are the means by which the application and the application layer interact. There are
four different primitives:

21.1.2 Application Layer Service Types (\

a request is issued by the application to the application layer to request a service

an indication is issued by the application layer to the application to report an internal event
detected by the application layer or indicate that a service is requested

a response is issued by the application to the application layer to respond to a previous
received indication

a confirmation is issued by the application layer to the application to report the result of a
previously issued request.

Application X Application X
request indication
—

Local Service

on X Application Y
indication
——- s | —

Application X Application Y,

ey |55 nmnnnnnn | ey iNiCaLtiQ
request

s s s s nnnn | < —
confirmation response

Confirmed Service

Unc@gﬁe\

e i
Wre 5 — Service Types
A servjce type definesthe-primitives that are exchanged between the application layer and the go-

operating apphicati for a particular service of a service object.

A LocalSerwiceNn s only the local service object. The application issues a request toits
ocal ser\vive objest that executes the requested service without communicating with (a) pger

AnUnconfirmed Service involves one or more peer service objects. The application issuep a

acinct tn ite Innal camiina Ahinat Thic rantinct o trancfaread th tha nanr camsina Ahiaat/a) hat
SOt STt Tto 10t SCrvICC OO Cor—T o T o Ut oo tartSTo T COtOtCPCCT—SCvICC-OOj T o7

each pass it to their application as an indication. The result is not confirmed back.

A Confirmed Service can involve only one peer service object. The application issues a request
to its local service object. This request is transferred to the peer service object that passes it to
the other application as an indication. The other application issues a response that is
transferred to the originating service object that passes it as a confirmation to the requesting
application.

A Provider Initiated service involves only the local service object. The service object (being the
service provider) detects an event not solicited by a requested service. This event is then
indicated to the application.

Unconfirmed and confirmed services are collectively called Remote Services.
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2.2 Device Model
221 General

A device is structured as follows (seeFigure 6):

. Communication — This function unit provides the communication objects and the appropriate
functionality to transport data items via the underlying network structure.

. Object Dictionary — The Object Dictionary is a collection of all the data items that have an
influence on the behaviour of the application objects, the communication objects and the state
machine used on this device.

. Application — The application comprises the functionality of the device with respect to the
nteraction with the process environment.

Thus the Object Dictionary serves as an interface between the communicationqanpd the agptication.
The cqgmplete description of a device’s application with respect to the data it
Dictionjary is called the device profile.

Object

Dictionary (\

O

Communication

State machine

A

A
A\ 4

A

Application <

A\ 4

R Application

Bus syste \s Process

Figure 6 — Device Model

§

A\ 4
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2.2.2 The Object Dictionary

The most important part of a device profile is the Object Dictionary. The Object Dictionary is
essentially a grouping of objects accessible via the network in an ordered, pre-defined fashion. Each
object within the dictionary is addressed using a 16-bit index.

The overall layout of the standard Object Dictionary is shown below. This layout closely conforms to
other industrial serial bus system concepts:

Table 1 — Object Dictionary Structure

Index Object

00004, not used

0604004+ Statie-Data—Fypes

0020y, - 003F, Complex Data Types [

0040y, - 005F, Manufacturer Specific Complex Data Typq(\\ ~

0060, - 007F, Device Profile Specific Static Data Type$ \\_  \

0080;, - 009F, Device Profile Specific Complex Data Types\

00A0;, - 03FF,, Reserved for further use < Q >

0400, — 041F, EPL Specific Static Data Types™\_\ WD \

0420, — 04FF, EPL Specific Complex Data Types Q0 \ ™ )

0500, - OFFF;, Reserved for further use¢” \

1000, - 1FFF, Communication Profild Arda ) .

2000, - 5FFF, Manufacturer Speific\Profile Atéa

6000y, - 9FFF, Standérdised Device ProfilétArea’ |

A000, - BFFF, Standardised Intetface RrofileMArea’

C000y, - FFFF, Reservqﬁ for furtm e
The Opject Dictionary may €ontain @ i orG5H636 epntries which are addressed through a[16-bit
index.
The Sskatic Data Types at indices X s i contain type definitions for standard data ftypes
like BOOLEAN, I i tc. These entries are included for reference only;
they cannot be reaq or
Complex Data Types @ ' Rro 003F}, are pre-defined structures that are composed of
standgrd data typeg
Manufacturer ifi K pes at indices 0040, through 005F,, are structures comppsed
of starl[dard d4gta types\butaresspecific to a particular device.
Devicg Pyofi define gdditidnal data types specific to their device type. The static data typgs
defined by . ile are listed at indices 0060, - 007F, the complex data types at indicgs
0080y f 009F

A devite may.optionally provide the structure of the supported complex data types (indices 0020, -
005F;, [and 0080y, - 009F},) at read access to the corresponding index. Sub-index 0 provides the
numbgrof entries at this index, and the following sub-indices contain the data type encoded as
UNSIGNED 16 according to 6.t 44

EPL Specific Static Data Types shall be described at indices 0400, — 041F,.. These entries are
included for reference only; they cannot be read or written. EPL Specific Complex Data Types shall be
described at indices 0420, — 04FF,,

The Communication Profile Area at indices 1000y, through 1FFF,, contains the communication specific
parameters for the EPL network. These entries are common to all devices.

The standardised device profile area at indices 6000y, through 9FFF,, contains all data objects common
to a class of devices that can be read or written via the network. The device profiles may use entries
from 6000, to 9FFF,, to describe the device parameters and the device functionality. Within this range
up to 8 different devices can be described. In such a case the devices are denominated Multiple
Device Modules. Multiple Device Modules are composed of up to 8 device profile segments. In this
way it is possible to build devices with multiple functionality. The different device profile entries are
indexed at increments of 800,.
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For Multiple Device Modules the object range 6000, to 67FF}, is sub-divided as follows:
. 6000y, to 67FF,, device 0
. 6800, to 6FFF,, device 1
. 7000, to 77FF, device 2
. 7800, to 7FFF,, device 3
. 8000 to 87FF,, device 4
. 8800, to 8FFF, device 5
. 9000, to 97FF, device 6
. 9800y, to 9FFF,, device 7

The PDO distribution shall be used for every segment of a Multiple Device Module with an offset of
644, e.9. the first PDO of the second segment gets the number 65,. In this way a system with a
maximum of 8 segments is supported.

The Opject Dictionary concept caters for optional device features: a manufact
provide certain extended functionality on his devices but if he wishes to do s6
defined fashion.

Space]is left in the Object Dictionary at indices 2000, through 5FFF,, fo
functignality.

2.2.21

A 16-b
variab
howeV|
To allg
define
the va
record
the ma

2.3

The cammunicatio »
availalple modes

The cammunication

Index and Sub-Index Usage

etc.
or

by

de
inin

Basic Ethernet mode i ithi eope of this specification.
The cgmmuni€atio s the transmission of isochronous and asynchronous frames.

gme transmission a network wide coordinated data acquisition and

g isochronous transmission of frames is supported by the EPL Protecte
Mode gycleTstructureThe system is synchronised with SoC frames.. Asynchronous frames may| be
itted,in the asynchronous slot of EPL Protected Mode cycle upon transmission grant by the EPL

thernst-Mode.

o

With respect to their functionality, three types of communication relationships are distinguished
o Master/Slave relationship (Figure 7 and Figure 8)

. Client/Server relationship (Figure 9)
o Producer/Consumer relationship (Figure 10 and Figure 11)
2.3.1 Master/Slave relationship

At any time there is exactly one device in the network serving as a master for a specific functionality.
All other devices in the network are considered as slaves. The master issues a request and the
addressed slave(s) respond(s) if the protocol requires this behaviour.
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Master

Slaves
indication
request indication
> > data > >
indication
F———
Figure 7 — Unconfirmed Master Slave Communication
Master
request
Request
confirmation
2.3.2
This il a relationship between a single clieght and a smgle er. A client issues a request
(uploa@/download) thus triggering the se a certain task. After finishing the task the¢
server|answers the request
Client Server
indication

request /X

y

w\gﬁést data > >
confirmation <\ response
- § / response data )

&\

Figure 9 — Client/Server Communication

A 4
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2.3.3 Producer/Consumer relationship - Push/Pull
model

The producer/consumer relationship model involves a producer and zero or more consumer(s). The
push model is characterized by an unconfirmed service requested by the producer. The pull model is
characterized by a confirmed service requested by the consumer.

Producer Consumers

indication

indication

request

> >

A 4
Y

data -
margation

Figure 10 — Push model E ; \
umers

Producer
indication requést
) X Request :: 2 request
(Q 11 request
|
response ' confirmation
> > ta > >
indication

indication

234

EPL c
comm

PollRe

o Request of the asynchronous slot is the request part of a client/server relationship.
. Transmission of PDQ data occurs in conformance to a puch model Produccer/Consumer
relationship.
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3 Physical Layer

EPL is a protocol residing on top of the standard IEEE 802.3 MAC layer. The physical layer is
100BASE-X (see IEEE 802.3). Half-Duplex transmission mode shall be used.

3.1 Topology
3.1.1 Hubs

To fit EPL jitter requirements it is recommended to use hubs to build an EPL network. Class 2
Repeaters shall be used in this case.

Hubs

3.1.4 Switches

Switches may be used to build an EPL network. The additional laten
considered for system configuration.

3.2 Network Guidelines

ay be integrated in the EPL interface cards.

to be

EPL dpes not cause collisions. This is why the most exire ' dard
(5120 hs maximum round trip signal runti .
Due tq this leniency in the topology, line S 3 in)applications in the field afe

made possible. Nodes may use integrated | xed

tree and line structure is available when a Ja

Fiber gptic transducers may be used. Howgve FIQUIK cause
more j|tter and latency than al

<

Figure 12 — Star topology and line topology

When designing the network infrastructure some timing constraints shall be considered. The MN uses
a timeout after sending a PollRequest Frame to detect transmission errors and station failures. The
default value of this timeout is 25us. The round trip latency between the MN and a CN shall not
exceed the timeout value. However the timeout value may be overridden globally or set for every
single station.
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3.3 Connectors

To connect EPL devices one of two types of connectors shall be used:

4. RJ-45: for light duty environments.

5. M12: for heavy duty environments.

Both types may be mixed on the same cable.

For further information please refer to “lIAONA Planing and Installation Guide, Release 3.0".

3.3.1 RJ-45

Pin assignment as defined by EIA/TIA T568B.
The fol]lowing is provided for convenience; please refer to the corresponding standard document].

Pair & Pin  Wira color Assignment
code 10BASE-T,
Pair 1 100BASE-TX

1 WHTAORG
Pair 2 Fair 4 RS T
[ 1
I | WHTASREM
11}
23456

3.3.2 ﬁ”
For IP$7 requirem iy

Male dide is fitted o
The following is pro

Female

2

4

Figure 14 — IP67 connector pin assignment
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Table 2 — Pin assignment IP67 connector

Pin Wire color code Assignment 100BASE-TX
1 BLU/YEL Tx+
2 YEL/WHT Rx+
3 WHT/ORG Tx-
4 ORG/BLU Rx-
3.3.3 Cross Over Pin Assignment

The pinassignment shall be that of a cross aver cable

Therefore all devices can be interconnected by one type of cable.
The pip assignment of a cross over cable is defined as:

. Tx+ to Rx+

. Tx- to Rx-

. Rx+ to Tx+

. Rx- to Tx-

3.3.3.1 RJ45 to RJ45

= M O &= L3

o

ded RJ45 to RJ45 pin assignment

RJ45 jack

e L3 BRI =

E O P I

I
I M

[
fal

Figure 16 — not recommended RJ45 to RJ45 pin assignment
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3.3.3.2 M12 to M12
T
2 2
, b "
4 4
Figure 17 — M12 to M12 pin assignment
3.3.3.3 M12 to RJ45
1
2
3
4
5
6
7
8

3.4

Stand
To inc

This ty
Ethern

Regar
Planni
releva

The pi

Hing wiring ghd
ng and Installatio
nt for EPL.
N assignme

P).

—
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4
4.1

Three

4.2

4.2.

Data Link Layer

Modes of Operation

operating modes are defined for EPL networks:
EPL mode

In EPL Mode network traffic follows the set of rules given in this standard for real-time Eth
communication. Network access is managed by a master, the EPL Managing Node (MN).

ernet
A

node can only be granted the right to send data on the network via the MN. The central access

rules preclude collisions, the network is therefore deterministic in EPL Mode.

n EPL Mode most communication is transacted via EPL-specific messages—An asynchro
5lot is available for non-EPL frames. UDP/IP is the preferred data exchange mechanism-
bsynchronous slot; however, it is possible to use any protocol.

Basic Ethernet mode

S|

IEEE 802.3). Network access is via CSMA/CD. Collisions ocdf ‘ raffis is no
feterministic.

Open mode
Open Mode provides isochronous communica d ronqQus communication. The

and J|tter (typically 10™ of

EPL M i Qn the.s ) ernet CSMA/CD technique (IEEE 802.3) and thus workg

Legac

Determi
groupq
Each 1

occur
behav

our of Legacy Ethernet have no effect.

is still guaranteed howevef

hous
N the

on all

Can

4.2.

EPL Nodes

The node managing the cycle is called the EPL Managing Node (MN).
All other nodes communicate during their assigned time slots only and are called Controlled Nodes

(CN).

4.2.2.1 EPL Managing Node

Only the MN can send messages independently —i.e. not in response to a received message.
Controlled Nodes shall be only allowed to send when prompted by the MN.

The Controlled Nodes shall be accessed cyclically by the MN. Unicast data shall be sent from the MN
to each configured CN (frame: PollIRequest), which then shall publish its data via multicast to all other

nodes

(frame: PollResponse).
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The last frame in the isochronous period may be a multicast PollIResponse frame of the MN (see
Figure 19). With this frame the MN may publish its own data to the community of all other nodes.

All available nodes in the network shall be configured on the MN.
Only one active MN is permitted in an EPL network.

4.2.2.2 EPL Controlled Node
CNs shall be passive bus nodes. They shall only send when requested by the MN.
42221 Isochronous CN

Each isochronous CN shall receive a unicast PollRequest (PReq) frame from the MN in the EPL cycle
and shall send back a PollResponse (PRes) frame to the MN. PReq and PRes frames may transport
isochrenots-datar-

CNs mjay be accessed every cycle or every n" cycle (multiplexed nodes, n > 1).

PolIRgquests can only be received by the specifically addressed CN. Howeve
sent by the CN as multicast messages, allowing all other CNs to monitor thé\ds

Additignal data from the MN may be received by a PRes message transmitted\by'\the M
Isochrpnous CNs may request the right to transmit asynchronous dat

4.2.22.2 Async-only CN

CNs mjay be operated in that way, that they aren’t accessed
MN.

The MN shall cyclically poll each async-only CN duririg the uest —

Bl be

by the

specia] form of Asynchronous Send framexThe the
asynchronous scheduling and thus non deterninis{j

Asynctonly CNs may request the right to tfans

Asynctonly CNs shall activel
may ligten to the multicast

4.2.3 Serv

EPL pfovides thr'
. sochronous Data

chronous period only. Nevertheless,|they
MN and cyclically working CNs.

ase of

. Synchronization of all nodes

4.2.4 EPL Cycle

The EPL cycle shall be controlled by the MN.

4.2.4.1 Isochronous EPL Cycle

Data exchange between nodes shall occur cyclically. It shall be repeated in a fixed interval (EPL
cycle). The protocol is isochronous.
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Managing Node (MN)

Idle Period

PReq PReq PRes
to CN 1 to CN 2 SoA

PRes PRes
from CN 1 from CN 2

ControlfedNodestENY

Figure 19 — EPL Cycle

The EPL cycle time shall be configured by the MN. The following time peri6ad i cle:
. Start period

o sochronous period

o Asynchronous period

o dle period

It is important to keep the start time of an EPL cycle as exact i 3 sible. The length|of

EPL Cycle Time

individual periods can vary within the preset period of PLc
EPL Cycle Time PL ﬁ
RN

The ng cycle
All dat g ¥ ‘. there is no confirmation that sent data has been recdived.
To majntain dg i behaviour, protecting the isochronous data (PReq and PRes) is not
neces ASYIS

a

...... iodi is—The-generati hall be

event controlled (with additional time monitoring per node).

4.2.4.1.2 Isochronous period
The MN shall start the isochronous data exchange after the SoC frame has been sent.

A PReqg frame shall be sent to every configured and active node. The accessed node shall respond
by a PRes frame.

The PReq shall be a directed unicast frame. It is received by the target node only. PRes shall be sent
in @ multicast way.

Both the PReq and the PRes frames may transfer application data. PReq data are only sent by the
MN to one CN per frame. PReq transfer is dedicated to data relevant for the addressed CN.

In contrast, the PRes frame may be received by all nodes. This makes communication relationships
possible according to the Publisher/Subscriber model.
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The PReq / PRes procedure shall be repeated for each configured and active CN.

If all configured and active CNs have been processed, the MN may send its multicast PRes frame to

all nodes. This frame is dedicated to data that are relevant for all or larger groups of CNs.

4.24.1.2.1 Multiplexed Timeslots
EPL supports communication classes that determine the cycles in which nodes are to be addressed.
o Continuous

Continuous data shall be exchanged in every EPL cycle.
o Multiplexed

Multiplexed data shall not be exchanged in every EPL cycle.

For the whole set M of multiplexed data to resp. from all nodes, only a limited number of

ransferred. The next S data frames shall be transferred in the following cyCle ets
and M shall be configurable.

Continuous and multiplexed access scheme may be operated in parallel dgdring.one \EPh cyc e. [he
apport onment of the isochronous period to continuous and multiplexed sukpekod ) d by
config

Althou i i JARey\can maonitonthe entire datp
transfg I

E.g. in eive
positio figured
to com axes
transmi grt in
the co

4.2.41.3

In the one
CNor

There

. S L_addressing scheme and shall be sent via uficast
The M with the Start of Asynchronous (SoA). The SoA shall used
to identi Ns and to grant the asynchronous transmit right to gne

CN.

The S e ve in‘the asynchronous period and is a signal for all CNs that all
isochr afnged during the isochronous period.
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4.2.41.3.1 Asynchronous Scheduling

. IdentRequests Requests from
GenericRequests StatusRequests from MN CNs
from MN from MN

Queue

Priority-controlled

(4]

Manager Async
Scheduler

Schedpling of all asynchronous data transf

If an QN wants to send an asynchronous<ra
StatusResponse frame.
An asynchronous scheduler in the MN sha
sent. This guarantees that no send reque
netwoLk load is high).

The M

frame with a Requested
frame.

The MN shall ma

. (Generic transmi
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4.2.41.3.2 Asynchronous Transmit Priorities

Asynchronous transmit requests may be prioritised by 3 PR bits in the PRes, the IdentResponse and
StatusResponse frame (see 4.6.1.1.4,7.4.3.2.1,7.4.3.3.1).

EPL V. 2.0 knows two priority levels:
o NMTRequest (111b)

NMT request priority may be applied, if an CN requests an NMT command to be issued by the
MN

. GenericRequest (000,)
Generic request priority shall be applied for all non NMT requests.

424133 Distribution of the Asynchronous period

With the PRes, IdentResponse resp. StatusResponse RS flag (3 bits, see 4.6.1.74, 7:4.3.2 1
7.4.3.3.1) the CN shall indicate the number of send-ready packages in its que

An RSvalue of 0 (000,) shall indicate that the queue is empty and an RS va

The agsignment of the asynchronous period shall decrement the MN-admj sW]gqle mes
requesgted by the respective CN. If the MN queue length reached zero nous
periodp are assigned.

Manufacturer specific solutions of multi-request assignment a

4.2.41.4 Idle Period

During the Idle Period, all network componex 3 i f e. The
duratign of the Idle Period may be 0, i.e. aprimpleme » dle

During system startup (state RATIONAL_1, refer ), a reduced EPL Cycle may be
appliedl to diminish ile the Sy 1,is being configured via SDO communication.

The Reduced EP@ S i sued asynchronous periods only. The duration of theg
asynchronous perio fthe Reduced EPL Cycle may vary from one cycle fo

next ope. /\

Manag

Controlled Node (CN)

Figure 22 — Reduced EPL Cycle

The mechanism valid for the asynchronous period of the isochronous EPL cycle (4.2.4.1.3) shall be
applied to the Reduced EPL Cycle.
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4.2.4.3 EPL CN Cycle State Machine

4.2.4.31 Overview

The Cycle State Machine of the CN (DLL_CS) has to manage the communication within an EPL
Cycle. The DLL_CS proves the flow order of the frames received within a cycle and reacts
accordingly. The flow order is NMT_CS state dependent (see 4.2.4.3.4)

If an error in the communication is detected by the DLL_CS, an error event to the NMT CN State
Machine (NMT_CS) will be generated. The scope of the DLL_CS is limited, so it should try to keep the
communication online, even if some errors occur (e.g.: frame loss) till the NMT_CS state is changed.

4.2.4.3.2 States
. DLL_CS_NON_CYCLIC

This state means that the isochronous communication isn’t started yet o as
ost. It depends on the current state of the NMT_CS, which events aye ich will
be ignored.

o DLL_CS_WAIT_SOC
The state machine waits in this state after receiving the next

cycle (triggered by a SoC frame from the MN). ASnd and If veen

«  PLL_CS_WAIT_PREQ

After the beginning of the cycle, thg
receiving it, the CN responses with
received during this state.

er

o  PLL_CS_WAIT_SOA

SoA frame is sent. Thi i eri ' as

This Event Y ng of

«  PLL_GE PR

Fotcross traffic purposes, the CN listens to the PRes frames of other CNs. Every time a FRes

rame-is rnr\ni\/od, aDll CE PRES eventis prndllr‘nr{_

«  DLL_CE_SOA

This event means that a SoC frame was received from the MN. It marks the end of the
isochronous period of the cycle and the beginning of the asynchronous period.

«  DLL_CE_ASND

This event means that an ASnd frame or a non EPL frame was received. The frame types
during the asynchronous period are not limited to EPL types, so this event describes also all
other legal frame types (primarily IP, but also ARP, ICMP and so on).

«  DLL_CE_SOC_TIMEOUT

This event means that the cyclic connection was lost. It occurs, when the SoC frame was
missed for some cycles and the CN SoC timer is up.
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42434 Usage of the the NMT_CS state by the DLL_CS

The state of the NMT_CS represents the network state and is used as a condition in some transitions
of the DLL_CS. Because the NMT state influences the behaviour of the DLL_CS we could filter out the
relevant DLL_CS transitions for a single NMT state, so we see only DLL_CS transitions wich are
possible in a distinct NMT state.

A notation comment:

The transitions of DLL_CS could be displayed within a single diagram where the states of the

NMT _CS are conditions for the transitions. Because of comprehension and clarity purposes, the
relevant transitions of single NMT _CS states are filtered out and displayed within an own diagram as
an “operation mode” of the DLL_CS. Some operation modes are nearly similar, so they are shown
within a single figure and the differencies are described in the transition table.

42.4/3.41  State NMT_CS_OPERATIONAL,
NMT_CS_PRE_OPERATIONAL_2,
NMT_CS_READY_TO_ OPERATE

In the NMT_CS_OPERATIONAL and NMT_CS_READY_TO_OPERA
mandagtory frames, which shall occur each cycle in the specified ordef:

In the NMT_CS_PRE_OPERATIONAL 2 state, there are two mafidato , Whi Cur

each gycle in the speC|f|ed order: SoC and SoA. The PReq frame
The time segments between these frames were directly mpped Q sta 3 Chine.
In thede states, only distinct frame types are allowed and/thepe S , e

order Yithin these states.

(bLL_CTs)
DN.CENSOC_TIMEOUT

v

L_CE_PREQ
L_CE_PRES
DLL_CE_SOA

Q DLL_CE_ASND
DLL_CS_ DLL CS_
WAIT_SOC WAIT_SOA

\ A A (DLL_CT10)
(DLL_CT3) DLL_CE_PRES
DLL_CE_SOA DLL_CE_ASND
DLL_CE_PREQ

(DLL_CT1) (DLL_CT®)
DLL_CE_SOC DLL_CE_SOA

DLL_CS_CYCLIC

A 4

(DLL_CT2)
DLL_CE_PREQ

DLL_CS_
WAIT_PREQ

(DLL_CT9)
DLL_CE_SOC

(DLL_CT7)
DLL_CE_PRES
DLL_CE_SOC
DLL_CE_ASND

Figure 23 — CN Cycle State Machine, States NMT_CS_OPERATIONAL,
NMT_CS_PRE_OPERATIONAL_2, NMT_CS_READY_TO_OPERATE

The bold arrows and labels mark the errorless cycle flow.
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4.24.3.411 Transitions
Table 3 — Transitions for CN Cycle State Machine, States NMT_CS_OPERATIONAL,

NMT_CS_PRE_OPERATIONAL_2, NMT_CS_READY_TO_OPERATE

DLL_CTO |DLL_CE_SOC []/ synchronise to the next cycle begin
If an SoC event occurred after a loss of connection or after the NMT state changes to
NMT_CS_OPERATIONAL, NMT_CS PRE_OPERATIONAL 2 or
NMT_CS_PRE_OPERATIONAL_2, the communication of the CN will be synchronised to
this start of the cycle.

DLL CT1 DLL_CE_SOC []/ synchronise to the cycle begin, communicate with the application
The occurence of the SoC event triggers the beginning of a new EPL Cycle. The
asynchronous period of the previous cycle ends and the isochronous period of the next
cycle begins. T~

DLL_CT2 |DLL_CE_PREQ []/ acceptthe PReq frame and send a PRes fra/uq(e
The occurence of the PReq event corresponds to the normal flow. chrpnous
period of the communication is not finished yet. In the NMT sfat
NMT_CS_PRE_OPERATIONAL_2 the CN sends dumm : T state
NMT_CS_READY_TO_OPERATE the CN sends PRes<{fram ithii i O. Il the
NMT state NMT_CS_OPERATIONAL the CN sendsRR PDO.

DLL (T3 |DLL_CE_SOA T[]/ process SoA, if allowed send amASnh m an EPL framp
DLL_CE_PREQ[]/ignore
The isochronous period of the cycle is finished So t occurred. The
asynchronous period of the cycle begm g is an invite to t e CN within the SpA
frame, the CN is allowed to ngn EPL frame
If DLL_CE_PREQ event occixs it s that at Ieast two/frames were lost (SoA ar|d
SoC) wich indicates serious pr irfe shall ignore the
communication till it can syn i w cycle start. The NMT_CS shall be nqtified.

DLL_CT4 |DLL_CE_ASN
DLL_CE_SQA ||
DLL_CE_P

Bw)ed during the asynchronous period of the cycle the
e accepted. The state shall not be changed. Although gnly
cyCle is allowed, the state machine of the CN does ndt limit

ignored.
pceived, the incoming data may be ignored and a PRes framg shall

DLL_GT5

Dit.CE_SOC/TIMEOUT []/ go to DLL_CS_NON_CYCLIC

When\tht\a/i?oc frame was missed for a predefined number of cycles and the SoC timeout
is supported, the state machine changes to the state DLL_CS_NON_CYCLIC, whefe
isochronous and asynchronous communication will be ignored by the Cycle State

Machine (except SoC). The upper Tayer (NMT_CS) will be nofified with an error event.

DLL_CT6

DLL_CE_ASND || DLL_CE_SOA || DLL_CE_PREQ || DLL_CE_PRES []/ ignore

The isochronous and asynchronous communication, except the SoC frame, will be
ignored by the Cycle State Machine (no state change). However, the frame types of
asynchronous communication shall be forwarded to NMT_CS.

DLL_CT7

DLL _CE_PRES []/ process the cross traffic
DLL_CE_SOC []/ synchronize to the cycle begin
DLL_CE_ASND []/ignore

If a PRes frame of another CN was received (cross traffic), then the CN saves the data
and waits for a PReq frame.

The reaction on a SoC frame is state independent, the state machine assumes, that the
originally expected frame was lost and synchronises to the start of new cycle.

AsyncSend frames and non EPL frames will be ignored during the isochronous period.
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DLL_CT8

DLL_CE_SOA [ CN = multiplexed ] / process SoA, send the own async. frame if allowed
DLL_CE_SOA [ CN != multiplexed ]/ process SoOA, ..., generate error log

If the CN is in the NMT_CS_OPERATIONAL or NMT_CS_READY_TO_OPERATE
states there are two different behaviours. If the CN is not multiplexed, it assumes a loss
of PReq frame. If the CN is multiplexed, the number of cycles since the last PReq is
counted and interpreted accordingly.

If the CN is in the NMT_CS_PRE_OPERATIONAL 2 state, the PReq frame is not
mandatory.

DLL_CT9

DLL_CE_SOC []/ synchronise to the SoC

The reaction on SoC is independent to the NMT state, the state machine assumes, that
the originally expected frame was lost and synchronises on the start of new cycle

DLL_CT10

DLL _CE_PRES []/ process the cross traffic
DLL_CE_ASND []/ignore

W

Common issues:

. The loss of frames will be detected, when the next frame i
DLL_CE_SOC_TIMEOUT occurs. The received data will t'the hext SoC. The
send data shall be marked as old/invalid by clearing the i

If a PRes of another CN is received (cross traffic), then the ¢ Iler th .
AsyncSend frames and non EPL frames will be ignored duri ch NOWS p rod.

. The Cycle State Machine (DLL_CS) can handle seyera b
corresponding error status field. If the error can’t\be ine (see
4.7.2) an error notification to the NM CS wi sert. 1 gnosis
fo find out, what caused the error &

4.2.413.4.2

In the following NMT states the Cycle Stat
DLL_QS_NON_CYCLIC state

o NMT_GS_ INITIALIS
N NMT_CS NOT_A
N NMT _CS P
o NMT_CS_|
For desscription of thes

Other States

(DLL_CT6)
mode specific
reaction

DLL_CS_
NON_CYCLIC

(DLL_CT5)
mode specific
reaction

Figure 24 —

DLL_CS_CYCLIC

DLL_CS_ DLL_CS_
WAIT_SOC WAIT_SOA
DLL_CS_
WAIT_PREQ

CN Cycle State Machine, States NMT_CS_INITIALISATION, NMT_CS_NOT_ACTIVE,
NMT_CS_PRE_OPERATIONAL_1, NMT_CS_BASIC_ETHERNET
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4.2.4.3.4.21 Transitions in other NMT states

Table 4 — Transitions for CN Cycle State Machine, States NMT_CS_INITIALISATION,
NMT_CS_NOT_ACTIVE, NMT_CS_PREOPERATIONAL_1, NMT_CS_BASIC_ETHERNET

DLL_C

T6,

DLL_CT5

DLL_CE_*[]/NMT state specific reaction

The Cycle State Machine is not active in the NMT states NMT_CS_INITIALISATION,
NMT_CS_NOT_ACTIVE, NMT_CS_PREOPERATIONAL_1 and
NMT_CS_BASIC_ETHERNET. This means, after the initial transition to

DLL _CS NON_CYCLIC its state doesn’t influence the reaction of the CN. The reactions
are defined by the state of the NMT_CS only. (see 7.1.4)

4.2.

4.2.44.1

The C
cycle.
The D
CNs. 1

Ifane
generd

4.2.44.2

cle State Machine of the MN (DLL_MS) has to manage the comm

L L_MS generates the flow of the frames during an EPL cycle a
he flow order is NMT_MS state dependent (see 4.2.4.4.4

rror in the communication is detected by the DLL_MS, an‘e
ted.

DLL_MS_NON_CYCLIC

This state means that the cyclic com icati C or was stopt by the NMT_|MS
state machine (all NMT states except NMT _ RATIONAL). The state machine waifs
here till the NMT state changes to NMT : ONAL. It depends on the current NMT

DLL_MS_WAIT_

fthe comm ion e S vished, the state machine stays in this state unt|l the
hext cycle b j 2 NE.

during.the-async onous_peri?)d.

4.2.443

Overview

the

States

The

eriod
y

Events

The DLL_MS is triggered by events which are generated by an event handler. There are two
interfaces belonging to it:

To the hardware
To the NMT State Machine

The event handler should serialize the events (it's possible that a timeout occurs simultaneously with
an Ethernet frame receiving). The interface to the hardware is out of the scope of this specification.

DLL_ME_PRES

This event means that a PRes frame was received.

DLL_ME_PRES_TIMEOUT

This event is produced when the PRes frame was not (or not completely) received within a

preconfigured time.
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. DLL_ME_ASND
This event means that an ASnd frame or an non EPL frame was received.
. DLL_ME_SOC_TIME

This event means that a new cycle starts.

42444 Usage of the NMT_MS state by the DLL_MS

The state of the NMT_MS represents the network state and is used as a condition in some transitions
of the DLL_MS. Because the NMT state influences the behaviour of the DLL_MS we could filter out
the relevant DLL_MS transitions for a single NMT state, so we see only DLL_MS transitions wich are

possible in a distinct NMT state.

A notation comment:

The trjmsitions of DLL_MS could be displayed within a single diagram where the/states

NMT _MS are conditions for the transitions. Because of comprehension and cla
relevaht transitions of single NMT_MS states are filtered out and displayed wi
an “opgration mode” of the DLL_MS.

4.2.44.41  State NMT_MS_OPERATIONAL

In the NMT_MS_OPERATIONAL state, the Cycle State Machin
and ohserves the behaviour of the CNs. Error handling is described

¥

m as

ycle
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DLL MS_
NON_CYCLIC

(DLL_MTO)

DLL_ME_SOC_
TIME

DLL_MS_CYCLIC
DLL MS_ /\
(DLL_MT7) WAIT_SOC_TIME L
N A
DL ME_SOC_TIME \
isochr=0 &
async_in=0 \
(ASnd) (DLL_MT3)
(DLL_MT6)
(DLL_MT1)
DLL_MT5)
DLL_ME_SOC
DL} ME_SOC_TIME “TIVE
isochr =0 isochr = &
;s:c:(: Tn0=&0 SoC, async_in|=0
yne ! SoA with Invite
(DLL_MT4)
DL ME_PRES ||
E_PRES_TIMEOUT |;c0nr=04a
async_in!=0
SoA with Invite Y
.
DLL_MS_
WAIT_ASND (DLY_MT8)
(DLL_MT9)
DLL_ME_SOC_TIME DLL_ME_SOC_TIME
| isochr = &
isochr 1= 0 iy
isochr S0C, async_in|=0
SoA with Invite
DLL_ME_ASND
Abbreviations:
Comment: Event
Conditions (and impicit w.isochr 1= 0" means that there are frames in the isochronous list, which
events from upper layer) must be send during the current cycle.
Aktion

,async_in != 0" means that an invite must be sent in this cycle and an
ASnd or a non EPL frame could be received.

Figure 25 — MN Cycle State Machine, States NMT_MS_OPERATIONAL
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4244411 Transitions
Table 5 — Transitions for MN Cycle State Machine, State NMT_MS_OPERATIONAL

DLL_MTO |DLL_ME_SOC_TIME []/go to state DLL_MS_WAIT_SOC_TIME

If the NMT State Machine of the MN (NMT_MS) changes the mode to
NMT_MS_OPERATIONAL it also starts the cycle timer, which generates the
DLL_ME_SOC_TIME. The DLL_MS shall now prepare the system for the start of a first
cycle.

DLL_MT1 |DLL_ME_SOC_TIME [isochr!=0]/send SoC, PReq

Immediately after DLL_ME_SOC_TIME event occurred an SoC frame is sent, the
communication with the NMT State Machine will be done. It there are isochronous tramjes to
send, the first PReq will be sent and a timer will be started to observe the response timg.

DLL_MT2 |DLL_ME_PRES || DLL_ME_PRES_TIMEOUT [isochr!=01]/ s%d\he(t\@e

The waiting time ends with either a DLL_ME_PRES or a DL WT
The MN sends the next PReq if more frames in the |so fate
doesn’t change.

DLL_MT3 |DLL_ME_PRES || DLL_ME_PRES_TIMEOUT [ isochi= At in= 0 &

async_out = 0] / send SoA
DLL_ME_PRES || DLL_ME_PRES_TIMEOUT [ isochr= _in=0&
async_out = 1]/ send SoA, ASnd PN (7 .

The isochronous period ends
DLL ME_PRES_TIMEOUTKIf thereqs n ibation to be done (neither
isochronous nor asynchronou e and changes the state|to
DLL MS ~WAIT_SOC_TIME. asynchronous communication to he
after the SoA frame and changds the

—

state to DLL_MS\WAIT_S( SO Tl E

DLL_MT4 |DLL_ME_PRE ||N\LéME S™RMEQUY [ isochr = 0 & async_in != 0] / send $0A
with Invite I\
The isochr
DLL@ B
curren y

frame W\

DLL_MT5 |soc r=0&async_in =0 & async_out=0]/ send SoC, SoA
C J1 [isochr =0 & async_in = 0 & async_out = 1]/ send SoC, SoA,

er after the DLL_ME_SOC_ TIME event a SoC frame WI|| be sent, the

this frame after the SoA frame and changes the state to DLL_MS_WAI7T_SOC_TIIV E.

DLL MT6Y |DLL ME _SOC TIME [isochr =0 & async_in != 0]/ send SoC, SoA with Invite

Immediately after the DLL._ ME_SOC_TIME a SoC frame will be sent. Then, the
communication with the NMT State Machine will be done. If there are only asynchronous
frames to send, the SoA frame will be send. If the asynchronous communication is
directed to a CN, an ASnd frame will be sent additionaly.

DLL_MT7 |DLL_ME_SOC_TIME [isochr =0 & async_in =0 & async_out = 0]/ send SoC, SoA
DLL_ME_SOC_TIME [ isochr = 0 & async_in = 0 & async_out = 1]/ send SoC, SoA,
ASnd

Immediately after the DLL_ME_SOC_TIME event a SoC frame will be sent, the
communication with the NMT State Machine will be done. If there is no communication to
be done, then a SoA frame is additionaly sent. The state doesn’t change. If there is
outgoing asynchronous communication to be done in the current cycle, the MN sends
this frame after the SoA.
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DLL MT8 |DLL ME_ASND []/ process the frame
DLL_ME_SOC_TIME [ isochr =0 & async_in != 0]/ send SoC, SoA with Invite

Immediately after the DLL_ME_SOC_TIME a SoC frame will be sent. Then, the

frames to send, the SoA frame will be send. If the asynchronous communication is
directed to a CN, an ASnd frame will be sent additionaly.

communication with the NMT State Machine will be done. If there are only asynchronous

DLL MT9 |DLL _ME_SOC_TIME [isochr!=01]/send SoC, PReq

Immediately after DLL_ME_SOC_TIME event occurred an SoC frame is sent, the
communication with the NMT State Machine will be done. If there are isochronous
frames to send, the first PReq will be sent and a timer will be started to observe the
response time.

Abbreyiations used in the transition table:

e igochr != 0" means that there are frames in the isochronous list, whic
cyrrent cycle.

e abkync_in != 0" means that an invite must be sent in this cycle ang~an A
cquld be received.

¢ ‘“async_out != 0" means that an ASnd must be send in this
The reaction on unexpected events is not described in Figure

e« The unexpected frame types and unexpected sendef shé

dges not react in any other way to thi

o Ifthe DLL_MS receives frames, which
tify the NMT State Machine.

VIS_OPERATIONAL, the Cycle State Machine is not actiy
N to DLL MS_NON_CYCLIC its state doesn’t influence the

ing the

ame

[T

, it shall

he

will
fails

Ns

receives an IdentRequest addressed to itself, it shall return an IdentResponse a specral form of
ASnd frame, in the same asynchronous period.

The CN shall be marked as active if the CN receives an IdentResponse from the CN. An active CN
may take part in the isochronous data transfer, e.g. it may be accessed via a PReq.

4.3 Basic Ethernet Mode

an

Network communication acts according to the rules of the Legacy Ethernet (IEEE 802.3). The network

is accessed according to CSMA/CD.
The network communication is collision-afflicted and not deterministic.

In the Basic Ethernet Mode any protocol on top of Legacy Ethernet can be used. Data between the

nodes are preferentially exchanged via UDP/IP and TCP/IPThe large extension of the maximum

topology of an ETHERNET Powerlink Network conflicts with the topology rules of IEEE 802.3. Due to



https://iecnorm.com/api/?name=74903a6a0cfcfb8ae931cf96e15e5c14

- 50 - PAS 62408 © IEC:2005 (E)

this fact, CSMA/CD might work poorly in large EPL networks. Higher layer protocols shall be applied
to handle communication errors caused by collisions unresolved by CSMA/CD.

EPL nodes shouldn’t operate in Basic Ethernet Mode, when the node is part of a automation system.
Basic Ethernet Mode is provided for point to point configurations, to be used for node setup and
service purpose only.

4.4 MAC Adressing

An EPL node must support unicast, multicast and broadcast Ethernet MAC addressing in accordance
with IEEE802.3.

4.4.1 MAC Unicast

The high-order bit of the MAC address is 0 for ordinary addresses (unicast). The
used fpr EPL shall be globally unique, or at least unique within the EPL segment

jeast addrésges

4.4.2 MAC Multicast
For group addresses the high-order bit of the MAC address is 1. Gro, ultiplg
nodes|to listen to a single address. When a frame is sent to a group 2 dres 3 3 registered

for thig group address receive it. Sending to a group of nodes i
The following MAC-multicast addresses shall be used:

Table 6 — Assigned Multi as@dres es
/MAC>IWul(|cdst\pdd|%s
Start of Cycle (SoC) C_DLL MMNLTICAST_SOC
PollResponse (PRes) _\ \C DLIXMULTICAST_PRES
Start of Asynchronous (Sq’A) ~ C\_Q\EQ_WLTICAST_SOA

AsynchronoysSend (ASnd)  \__¢_Dbl_MULTICAST_ASND
N,

4.4.3
The ad
4-5
Each E pr 240
is pern has
MN functional e’CN function cannot be assigned the Node ID 240. EPL Nodg IDs
1-239
Table 7 — EPL Node ID Assignment
EPL Npde ID | Description
0 Invalid
1-239 EPCCNS
240 EPL MN
241-252 Reserved
253 Diagnostic device
254 EPL to legacy Ethernet Router
255 EPL broadcast

The EPL node ID is either configured by the application process or is set on the device (e.g. using
address switches).
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4.6 Frame Structures

4.6.1 Integration with Ethernet
EPL is a protocol residing on top of the standard 802.3 MAC layer.

EPL messages shall be encapsulated in Ethernet type Il frames. The Ethernet Type (Ethertype) field

shall be set to 88AB;,.

The frame's length shall be restricted to the configured size; otherwise, the cycle period could not be

guaranteed. Ethernet frames shall not be shorter than the specified minimum of 64 octets.

4.6.1.1 EPL Frame

To be |ndependent of the underlying protocol, EPL defines its own addressing sg eN(refer4.5

heade[ format.

4.6.11.1 EPL Basic Frame

The EPL Basic Frame format shall comprise 5 fields:

o Reserved (1 bit)

. MessageType (7 bits)

o Pestination node address (1 octet), EPL addressing

The EPL Basic Frame format shall be en€apsulaté
octets |Ethernet header (Destination and S
checkgum.

) and

T

Octet[Offset ' | 7 |/\“\(m\{ ™2 | 1 ] 0

BitQifget ~ entry defined by

611 \/ & \iou\r‘qe M)‘\C\A@dress

0[-5 \ bgét{nat\lgn N(—\C\Address Ethernet type Il

12]-13 R N EtherType
S

14 )?/IessageType ETHERNET
15 \ “Destination Powerlink
6\ Y /  Source
17 -4 e\ Data
n+1|- n+\4\ \\/ CRC32 Ethernet type Il
nz59

The ETHERNET Powerlink defined part of the Ethernet frame shall be regarded to be the EPL frlame.

" Octet Offset refers to the start of the Ethernet frame.
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Table 9 EPL — Basic Frame data fields
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Field Abbr. | Description Value
Destination MAC dmac | MAC address of the addressed node resp. nodes | see 4.4
Address

Source MAC smac | MAC address of the transmitting node see 4.4
Address

EtherType etyp Ethernet message type identification 88ABy,
MessageType mtyp | EPL message type identification see Table 10
Destination dest EPL Node ID of the addressed node resp. nodes see 4.5
Sourcé STC EPCNode 1D of the transmitting node see 4.5
Data data Data depending on MessageType ( refer below
CRC3p crc | CRC32 checksum e

The fo]lowing message types shall be applied: \>

Table 10 EPL — Message type

Message Type

Start of Cyclic (SoC)

01y

( M caét\

PollRequest (PReq)

03y,

PollIResponse (PRes)

<

4n

AR ¥V

Start of Asynchronous (SoA) 05y Mu\ﬁ@sy
AsynchronousSend (ASnd) /"06h NQicast/ Multicast / Broadcast

0 4.4.2 for Multicast adresses to be usee

Refer
Reseryed values shall be s
4.6.1.1.2 Sta

<

s\sgg}i/e message type.

Frame structure

i NA Bit Offset
Octet Offset’ |\ 7 6)| 5 | 4 | 3 ] 2 | 1] o0
0 r}s\ MessageType = 01,

Destination = FF,

N\
NS
\ ~\

Source = MN Node ID

2
\‘31\

reserved
\ MS PS res res res | res ‘ res ‘ res
5 res res res res reserved
6-13 NetTime
14 - 49 reserved

SoC shall be transmitted using a multicast MAC address (cf. 4.4.2).

2 Octet Offset refers to the start of the EPL frame. Offset to the start of the Ethernet frame is 14 Octets.
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Table 12 — SoC Frame data fields

Field Abbr. | Description Value
MessageType mtyp | EPL message type identification 01y
Destination dest EPL Node ID of the addressed node resp. nodes FF,
Source src EPL Node ID of the transmitting node FO, (MN NodelD)
Multiplexed Slot MS Flag: Shall be toggled when the final multiplexed

cycle has ended
Prescaled Slot PS Flag: Shall be toggled by the MN every n-th cycle

(n is configurable).

This prescaled signal is useful for “slow” nodes,
which can not react every cycle (the cycle

interrupt to the application will be generated ever(yf

n-th cycle).

Datatypes)

NetTime time MN shall distribute the starting time of the A
cycle. NetTime shall be of type (QUERV

4.6.1(1.3 PollRequest (PReq) \

Table 13 — PReq Frame/s&ruct\

Octet Offset® | 7 6 | 5 | A\ P/3x N2 1 | o
0 res N\ MesgadeType

res RD

ola/alw/n =~
g
)
£
wn
A
A
8
g
m
>

| O\ OVersion
7 \ \ S res
8-9 V. N Size
10-n \/\\/ Payload

A\

n<1500
PReq ghall be franskitted bSing \e\m'tgst MAC address of the CN (cf. 4.4.1).

® Octet Offset refers to the start of the EPL frame. Offset to the start of the Ethernet frame is 14 Octets.
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Table 14 — PReq Frame data fields

Field Abbr. | Description Value
MessageType mtyp | EPL message type identification 03y
Destination dest EPL Node ID of the addressed node resp. nodes CN NodelD
Source src EPL Node ID of the transmitting node FO, (MN NodelD)
Multiplexed Slot MS Flag: Shall be set in PReq frames to CNs that are

served by a multiplexed timeslot
Exception EA Flag: Error signalling, refer 6.6.1.3
Acknowledge
Ready RD Flag: Shall be set if the transferred payload data

are valid

It shall be set by the application process of the
MN. An CN shall be allowed to accept data on

when this bit is set

RequdstToSend RS Flags: Shall indicate the number of pend| \‘7\>
RequestToSend from the MN'’s point of\wie

PDOVErsion pdov | Shall indicate the version of the PDO\icm \)

used by the payload data, refer 5

Size size Shall indicate the number otpa;@aQ d}ﬁo&\\ts\ 0-1490

Paylogd pl Isochronous payload datg/sent fro th N tothe
addressed CN.

The lower | ershalbe onsi for ddlng
Payload t0 be\us dby

4.6.11.4 PollIResponse (PRes
Table 1 e Fra e'structure

\J ﬁ\}/bffset

Octet Offset * [\7\ 3 2
0 L(es \ \ MessageType

1 { { < Destination
2 / A ) Source

3 / \ § NMTStatus
4

\r& res MS ‘ EN res res res RD
5 res > PR RS

e\ WY\ PDOVersion
\l \ ) reserved
-9 [\ Size

10-=n Payload

-
o

n<1500
PRes shallbe transmitted ||eing the multicast MAC address (r‘f 4.4 ?)

* Octet Offset refers to the start of the EPL telegram slot. Offset to the start of the Ethernet telegram is
14 Octets.
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Table 16 — PRes Frame data fields

Field Abbr. | Description Value
MessageType mtyp | EPL message type identification 04y,
Destination dest EPL Node ID of the addressed node resp. nodes FF,
Source src EPL Node ID of the transmitting node CN NodelD
NMTStatus stat Shall report the current status of the CN’s NMT

state machine
Multiplexed Slot MS Flag: Shall be set in PRes frames from CNs that

are served by a multiplexed timeslot. Based on
this information, other CNs can identify that the
transmitting CN is served by a multiplexed slot

Exception New EN Flag: Error signalling, refer 6.6.1.3 /]
Ready RD Flag: Shall be set if the transferred payload d
are valid.

It shall be handled by the application procéss\n

the CN. All other CNs and the MN sh e
allowed to take over data only if RD f§ set

Priority PR Flags: Shall indicate the priority sted \ 0,7
asynchronous frame. (cf. 4.2.4. 2) ue\\

RequgstToSend RS Flags: Shall indicate the n mber
requests to send at the

indicate 7 or more re . ate no
pending requests

PDOVkrsion pdov | Shall indicate t rsio Wncodmg
used by the paylo ta,xefer

Size size Shall mdwéte tb_gnuﬁpér\ofbayload data octets | 0 - 1490
Paylogd pl < Sepf from the MN to the
hall bg fesponsible for padding. .

PDO, refer 6.4

4.6.11.5 <s}a Of sy \ngus (SoA)

Table7— SoA Frame structure

Bit Offset
Dctet oigset\\ | 5 4 3 2

A VY reS\ MessageType
N

/ Destination

O
-
o

\ Source
NMT Status

res res res res res EA/res res res

RequestedServicelD
RequestedServiceTarget
EPLVersion

9-45 reserved
SoA shall be transmitted using the multicast MAC address 3 (cf. 4.4.2).

2
3
7
9 res res res res Ro/res
6
7
8

®  Octet Offset refers to the start of the EPL telegram slot. Offset to the start of the Ethernet telegram

is 14 Octets.
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Table 18 — SoA Frame data fields

Field Abbr. | Description Value
MessageType mtyp | EPL message type identification 05,
Destination dest EPL Node ID of the addressed node resp. FF,

nodes
Source src EPL Node ID of the transmitting node FO, (MN NodelD)
NMT Status stat Shall report the current status of the MN'’s

NMT state machine

Exception Acknowledge | EA

Flag: Error signalling, refer 6.6.1.3

EA bit shall be operated only, if SoA is
transporting a StatusRequest or an

IdentRequest (refer RequestedServicelD).
The bit shall address the node that the
StatusRequest resp. IdentRequest is
addressed to (refer RequestedServic(e’fE\r t)

RequgstToSend RS Flags: Shall indicate the number 0 7\/
Requests to Send from the MN’gpoi
view.
The RS bits shall be opera
RequgstedServicelD svid Shall asynchxonous service ID
nd o the following
ot (referbelow).

Reque

stedService\T\a}§<\s\\ﬁtg\

Shall indjcafe the EPL address of the CN, to
e right to send is granted.
00h

oTarget) shall indicate that the the
wing asynchronous slot will be applied by
the MN itself, or that there will be no usage of
the asynchronous slot

EPLV¢

rsﬁm\\\ Sgiv

Shall indicate the current EPL version of the

MN

Reque
4.6.1

The fo
async

hronous service:

stedServicelD and RequestedServiceTarget together form the Asyncinvite Command.

1:5.1 RequestedServicelD s
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Table 19 — Definition of the RequestedServicelD in the SoA frame

Requested | Description Comment
ServicelD
0 NoService NoService service ID shall be used if the asynchronous slot isn’t
assigned to any CN:
. There is no pending request for the asynchronous slot
from any CN
. The asynchronous slot will be used by MN
1 IdentRequest IdentRequest shall be used to test the existence of an inactive
CN and to query the identification data of a CN.
The addressed CN shall answer immediately after the reception
of the SoA, e.g. during the current EPL cycle,-with its
IdentResponse frame, a special from the A(Sar:i%@me.
2 StatusRequest StatusRequest shall be used to reque of a
CN including detailed error informatj
Async-only CNs shall be cyclical i pst to
supervise their status and to gquerytheic r
asynchronous slot.
The addressed CN shall gaswer| iately after the recg¢ption
of the SoA, e.g. dum ith its
StatusResponse frame, a sp ASnd frame.
3 NMTRequestinvite i us
pf
answer immediately after the recgption
the current EPL cycle, with its
(\ special from the ASnd frame..
4 -19] Free to uge N
192 -p55 | Reserved
255 ante shall be used to assign the asynchronoys
tr access to a CN that has indicated a pending trangmit
ﬁ via a Request to Send (RS bit of PRes, StatusRegponse
or IdentResponse).
e addressed CN shall answer immediately after the recgption
of the SoA, e.g. during the current EPL cycle, with any king of
EPL ASnd frame as well as with any Legacy Ethernet frane.
4.6.1.1.6 \m}\ronousSend (ASnd) — EPL format
Table 20 — ASnd Frame frame structure
Bit Offset
Octet Offset ° 7 6 | 5 | 4 | 3 | 2 | 1 [ o
res MessageType
Destination
Source
ServicelD
4-n Payload

n<1500

6

is 14 Octets.

Octet Offset refers to the start of the EPL telegram slot. Offset to the start of the Ethernet telegram
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The transmission of an ASnd frame by a CN shall occur immediately after the reception of a
SoA frame assigning the right to transmit to the CN.

ASnd frames shall be transmitted using a unicast, multicast or broadcast MAC address (cf. 4.4).

Table 21 — SoA Frame data fields

Field Abbr. | Description Value
MessageType mtyp | EPL message type identification 05y
Destination dest EPL Node ID of the addressed node resp. NodelD
nodes
Source src EPL Node ID of the transmitting node NodelD
Servicgtb svid Stattquatify theservice tbdedicatedtothe
asynchronous slot (refer below)
Data data Shall contain data, that are specific fort
current ServicelD

The fol]lowing values shall be used for the ServicelD entry

Table 22 — ServicelD values

ServicglD and Data shall be regarded to form the ASnd service slot. \/
4.6.1/1.6.1 ASnd ServicelD values

Servige ID Description Comment

0 Reserved

1 IdentResponse | Ident ha ssued by/a CN that received an
Ident% }s%\;\&g\b\ U

2 StatusResponse | StatusResponse Wued by a CN that received a
s eqﬁZ‘s\ia

3 NMTReque est\sh)all issued by a CN that received a
N Invite via SoA.

4 NMTComm d shall be issued by the MN upon an internal
/\ \e\ to n an external request via NMTRequest.

519 reett use
192 —[255 | Resgrved
4.6.1.2 Fra{nes
Non-EPL frames may itted in accordance with the specifications of any Legacy Ethernet
protocpl. re:
o UDP/I
Hefined by’REC 791 (IP) and RFC 768 (UDP)
o TCP/IP

defined by RFC 791 (IP) and RFC 793 (TCP)

Non-EPL frame transmission is carried out by the MN as required, and by a CN after the assignment
of a send authorization via a SoA UnspecifiedInvite frame.

Refer 5.2 for special requirements to Non-EPL frames.

4.6.1.3 Transfer Protection
Transfer disturbances shall be detected by the Ethernet CRC32.
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4.7 Error Handling Data Link Layer (DLL)

The error handling on the data link layer forms the basis for diagnosis. Often the real error source can
be detected only by analysing/interpreting of multiple error symptoms on multiple nodes. Depending
on the error symptom / error source the nodes have to react on different layers. The error handling

should be simple and easy to implement.

4.7.1 Possible Error Sources and Error Symptoms
The following error sources are handled by the MN and the CN. Details are explained in the following
sections.
. Physical layer error sources

o Loss of link (no link condition — port of Ethernet controller)

o Incorrect physical Ethernet operating modes (10 / 100MBit / full dug)|

o Transmission Errors detected by CRC errors

o Rx buffer overflow

o Tx buffer underrun

o FPL Data Link Layer error symptoms
Loss of frame

SoC-Frame/ SoA-Frame
PollRequest / PolIResponse Frame
ASnd Frame / IP Frame

Collisions

Cycle Time exceeded

EPL Address Conflict

Multiple Managing Nodes

o O O O O O O O O O
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4.7.2 Error Handling Table for CN

Table 23 — CN Error Handling Table

[ c
Error o o
Symptoms o ©  DLL Local
y > © . Error Codes NMT Local Handling
detected by =] ¢ Handling
© (14
the CNs = 5
EIE2
O (=]
Loss of-fink o o EBH—O55-6FHNK FoggirgirErrorHistory
TG 5 HEEEL o E_DLL BAD_PHYS MODE /kﬁgging in Etvar Histoty
operating mode N\

These are considered

Tx/Rx Buffer to be error sources n Error
underrpn / o E_DLL_MAC_BUFF NV
overfl
/\ Yy
CRC Efror m|o E_DLL_GRCFH > \Q (WT_§ 11, Error Goriiion
\og g in Error Histoy
)‘nMT_GTs
Internal Communicatign Error
Collisipn o |o OLLISI TH (handling of internal SWV
errors)
Logging in Error Histofy
NMT_GT6
Internal Communicatign Error
Invalid|Format m VAKID_FORMAT (handling of internal S

errors)
Logging in Error Histofy

N\
= A\ —
SoC jitter out of o [\\/ (\ \ED{L_JITTER_TH NMT._C'Ij1 1, Error.Cor dition

range ° Logging in Error Histofy
Loss of N NMT_CT11, Error Cor|dition
PollRefjuest o P° E_DLL_LOSS_PREQ_TH Logging in Error Histofy

NMT_CT11, Error Cor|dition
Logging in Error Histofy

N
N WResp
theNast or actual i
NMT_CT11, E
Loss of SoC Wn\& valu . Invalid data E_DLL_LOSS_SOC_TH _CT11, Error Condition

not be sent in Logging in Error Histofy

(\ \ any case.

Loss of SoA o E_DLL LOSS SOA_TH

FRR~History ADOM)
o n‘O@bject ERR_History ADOM, all logging events have to be registered (even if they are lI‘lO’[

'\lnnnll dbv amaraoneyv)
Stgraeaoy-erergenicy

. Node of the described Error symptoms on the CN will be signalled by emergency to the MN.

. m - mandatory (Counters: shall be implemented / Detection: shall be detected )

o -> optionally (Counters: may be implemented / Detection: may be detected )

. Direct Reaction: m - a direct Reaction on an error occurrence shall be proceeded either on the

DLL state machine or on the NMT state machine
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4.7.3

Error
Symptoms

Cumulative Ctr
Direct Reaction

—61-

Error Handling Table for MN

Table 24 — MN Error Handling Table

DLL Local
Handling

Error Codes

NMT Local Handling

Loss orlmk 0 0

Incorcht Physical

E_DLLC_TOSS_OUF_LINK

LOg In_Error History,

/N
o E_DLL_BAD_PHYS_MODE /@& in Error History
operating mode
These are considered T_GXe
Tx/Rx Buffer to be error source icatign Error
underrpn / o] E_DLL_MAC_BUFF N
overfl
/\ \\ Yy
CRC efror m|o E_DLL_?«T_‘FH\ \ WS .
ogging in Error Histoy
T_GT6
Internal Communicatidn Error
Collisipn o DLN_E€O IS|®TH (handling of internal S
errors)
Logging in Error Histofy
Collisipn }DLL_ LISION Logging in Error Histofy

Invalid|Format

E_DLL_INVALID_FORMAT

Remove respective CNl from
configuration, Send NMT
State Command
“NMTResetNode” to
respective CN.

Logging in Error Histofy

S

/Dy L0 >

E_DLL_MULTIPLE_MN

State I=
NMT_MS_NOT_ACTI
NMT_GT®6 Internal
Communication Error
State ==
NMT_MS_NOT_ACTI
reside in
NMT_MS_NOT_ACTIVE

Logging in Error Histofy

EPL Address m E_DLL_ADDRESS_CONFLI Remove all involved CNs
conflict s CT from configuration

Remove respective CN from

configuration, Send NMT
Loss of o |m State Command
PollResponse s |'s E_DLL_LOSS_PRES_TH “NMTResetNode” to

respective CN.

Logging in Error History

Remove respective CN from

configuration, Send NMT
Late o | m State Command
PollIResponse s |s E_DLL_LATE PRES_TH “NMTResetNode” to

respective CN.
Logging in Error History
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Cycle time o lo E_DLL_CYCLE_ NMT_MT6
exceeded EXCEED_TH Logging in Error History
cyde time m | Skip next cycle E_DLL _CYCLE_EXCEED Logging in Error History
exceeded - -

Remarks:

o Change of NMT state is signalled to all nodes ( See Object ERR_History_ ADOM)

. n Object ERR_History ADOM, all logging events have to be registered, eyenif they are.not
signalled by emergency.

CN)
. Direct Reaction: m = a direct reaction on an error occurré n the

PDLL state machine or on the NMT state machine

4.7. Error Handling Regl tra

This section gives an overview of the err
shows)all events that can occur and how the m
exists,|where the occurred error symptoms a

NMT Layer State Machme NMT Layer State Machine
Managln Controlled Node

ET@ents Erroﬁents
DLL CydJe State Machine MN | DLL Cycle State Machine CN
Local MN Coupter Local CN Counter
DLL,MNLosso"-‘"@“C?LLV J\ [ DLL_CNCollisionThrCtr_U32

[
‘ |
" DLLﬁMNCRCErroThrCtr7U32< ‘ Ermof History Error History [ DLL_CNGollisonCumCtr_Uz2 |
L/
DLL_MNCRCErroCumGH’_U3; |:|:|:|:|
-‘ 9/ \\ m DLL_CNLossSoCThrCtr_U32
= I—,
AN

A

A 4

\
]
DLL_MNColl iWrC(rihQZ DLL_CNLossSoCCumCtr_U32 }

DLL_MNCdfsionCumCinga\ | N
N X

X
X
] DLLANCy ST deed TR, U2+ Controlled Nodes

-
][LL_oyeTmeE Ceedgume US| Count CNon the MN
‘ \\ \/ ounters per on the

A 4

DLL_CNLossSoAThrCtr_U32

DLL_CNLossSoACumCtr_U32

A 4

A

DLL_CNLossPReqThrCtr_U32

DLL_CNLossPReqComCtr_U32

\ { DLL_MNCNLatePolResThrCtr_U32 | c
OLL MN Error Qumyn \/ _=ror Emergency Queue

[ DLL_MNCNLatePollResCumCtr_U32 | Signalling
C\CLETIME EXEEDED ‘
L COLLISIONS |

3 [ DIl MNCNIossPResoCumCtr U32 |
‘

|
]
DLL_CNSoCJiterThiCtr U32 |

DLL_CNSoClJitterComCtr_U32

— LATE POLLRESPONSE }77 )
55 POLLFESPONSE | | ] DLL_MNCNLossPRespThrCr_U32 | DLL_CNGRCErmoThrCY 32
‘ L» | bLL_eNcreEmocumerr Uz |
‘ MULTIPLE MN ‘ I
‘ DLL_CNLossOfLinkCumCtr_U32 -
‘ MULTIPLE EPL ADRESSES ‘
‘ FORMAT ERROR

DLL CN Error Symptom

SOC JITTER }»7
LOSS POLLREQUEST —

Physical Layer Error souces

Physical Layer Error souces LOSS OF LINK
‘ INCORRECT ETHERNET MODE ‘ CRC ERROR

[ CRC ERROR | RX BUFFER OVERFLOW LOSS SOA [
} LOSS OF LINK ‘ ‘ TX BUFFER UNDERRUN ‘ ‘ L0Ss SOC }

‘ RX BUFFER OVERFLOW ‘ ‘ INCORRECT ETHERNET MODE ‘ PACKET COLLISION ‘

| TXBUFFERUNDERRUN | FORMAT ERROR

Figure 26 — Error Registration
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4.7.4.1 Threshold counters

Trigger
Action
Threshold /I\

Threshold
Counter

t t t tt

Error Symptom occured

Figure 27 — Threshold counter

Every time an Error symptom occurs the Threshold counter is incremente
cycle without error the counter is decremented by one (Threshold coupter 8
value is reached, it will trigger an action and the counter will be reset{
configlirable.

Cumulative Counter

us an overflow is

ub in

the

Slot time exceeded
Cycle time exceeded

. Handling
If the Loss of Link is detected, it is logged in the Error History (Object ).

o Registration

Optionally a cumulative counter (DLL_MNLossOfLinkCumCtr_U32, resp.
DLL_CNLossOfLinkCumCtr_U32) is incremented.

History Entry Object ERR_History ADOM:

Mode | Vendor ID Error Code Timestamp Additional Information

0x01 | XXXX E_DLL_LOSS_OF_LINK XXXX
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4.7.5.2 Incorrect physical Ethernet operating modes

. Error source

During the initialisation the new node may check whether it is 100MBit half duplex Ethernet
operational mode. Otherwise it can’t guarantee the timing requirements. This situation can
occur if auto negotiation is used (not allowed see 3) and the communication partner is using 10
MBits (e.g. a Hub) or 100 MBit full duplex (e.g. a Switch).

o Error recognition

Whenever a loss of a frame or a timing violation on the Data Link Layer is detected, the MN
resp. CN checks the Physical Layer for an incorrect physical Ethernet operating mode on the
Ethernet MAC controller. Every time, when one of the following error symptoms occurs, it
checks if the cause of the error symptom was an incorrect physical ETHE operating
mode:

o Frame Loss
o Slot time exceeded
o Cycle time exceeded

. Handling

f an incorrect physical Ethernet operating mode is de e error history.

Object ).
o Registration
History Entry Object ERR Hlstory A M<\(> 6
Mode | Vendor ID | Error Code 'hmgstémp Additional Information
0x01 | XXXX E_DLL_BA[(_ PH/\@_MQDF\ NXXXX

4.7.6 verf | Tx MAC buffer

f the receive MA i N overflows, it couldn’t proceed received frames fof a
while. The D full when it needed to store a received byte. This is a serious
nternal fa it MAC Buffer underrun error on the physical layer occurs; whenever
8 MAC trans es empty during transmission. This is a serious internal failyre

resp. EN-checks the Physical Layer for an Rx MAC buffer overflow or a TX MAC buffer
underrun on the Ethernet MAC controller. Every time, when one of the following error symptoms
poecurs, the MN resp. CN checks if the cause of the error symptom was an Rx MAC buffe
overflow or a TX MAC buffer underrun:

o Frame Loss

o Slot time exceeded

o Cycle time exceeded
. Handling

If a Buffer error is detected, it is logged in the error history (Object ) and the NMT layer is
notified. The CN resp. MN NMT state machine handles this error source as an internal
Communication Error (NMT_GT6) and changes its state to
NMT_GS_RESET_COMMUNICATION.
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. Registration
History Entry Object ERR_History ADOM:
Mode | Vendor ID | Error Code Timestamp Additional Information
0x01 | XXXX E _DLL_MAC BUFFER XXXX
4.7.6.1 Transmission / CRC Errors
o Error source

Transmission errors are detected by hardware (CRC-Check) in the Ethernet-Controller. A CRC

LENO

. Frror recognition

\Whenever a loss of a frame occurs, the MN checks the Physical La
Fthernet MAC controller. Every time a frame is lost, the MN or €N

HI o | P | ey ' FH HH Y ANH 4 | R H af
anurc vdlit Uouul lIIIUUyII I_IUULIUIIIGHIIULIU \JUIIIVCII.IIJIIIly \I_IVIU} MU TITIvC . TATUTIVOU 1TAdltTit g

containing CRC errors are simply discarded.

the
has

becurred.
. Handling
fa CRC error is detected, it is logged in the error history (Okje btified.
The CN NMT state machine handles this error source and
changes its state to NMT_CS_PRE_OPERATIO lles
this error source as an “error condifit [
NMT_MS PRE_OPERATIONAL_ ™
. Registration
Fvery time a CRC Error occurs a c _MNCRCErrorCumCtr_U32, repp.
DLL_CNCRCErrorC d. Optionally a Threshold Counter
DLL_MNCRCErrorTh RCErrorThrCtr_U32) may be incrementef.
History Entry Obj
Mode V@’nﬁgrl @ BQ \/ Timestamp Additional Information
0x01 xM/\ ,F\_D\kk_CRC_Wy XXXX
4.7.7 ication Error Symptoms detected by
This s¢ctiondesttibes the error symptoms on the data link layer which are detected and handledl by

the MN.
4.7.71.1 Timing Violation
4.7.71.1 Slot Time Exceeded

Certain timing constellations must be distinguished when a frame is received (distinction in relation to
reaction and error frames). The timing behaviour of nodes shall be monitored, otherwise the entire
cycle time can exceed.
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Path alayd Line ey Path
4 MM
..--"""'-"

Sta rJimer ime  DLL_MNPoliResporseTi meout _—

N e Ly
— —
il
Expectad Expected
Poll Req. rip Delay Response Langth Foll Reg. -rip Delay Responsa Length

e A A

_“\Y.n"_ -“Y“_

Reserved Slot-Time Reserved Slot Time y
¥ slotn slot n+1

Figure 28 — Timeouts

Therefore the monitoring of the reserved slot time is necessary. The DLL
configlirable parameter for each CN. The violation of the slot time prod

below.
Start PollTimer Frame ) time
‘,
)

E-"% A(Ni&?ﬁz N

"‘\/"_
Reserved Slot-Ti R SErVi lot-Time y
slotn \\ i slot n+ 1

‘Mnaq n+|1 |

Reoewel Send
Event 4 [Cmd

Fesponse
7 Poll Reg. n+1 |
Send
md

se: Frame not received

Cmd Ewvent
| I3 4
N Response
% 4. Late FollResponse: Frame received in foreign slot recaived Pall Req. n+1 |
Cﬁ arrler detected) |
Recalve
% | %ﬁg Evant
N ¥ 4

Case 5. Late PollResponse:Frame received in fareign slot Response | oo\ co ad
(collision detected & retransmission) received i

|

|

|

|

| Recaive

I | Cmd y Event
Case 6. Late PollResponse: Frame received in foreign slot ]

| (collision nat detected)

|

|

|

|

Figure 29 — Timing violation
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477111 Case 1-2 Frame received in time

The behaviour in the first two cases is identical. The second case shows the latest possible time for
the frame receipt. The current slot timer is switched off immediately after the frame is received.

47.711.2 Case 3 Loss of PollIResponse: Frame not received

The Loss of a PolIResponse frame is detected by the PollTimeout. If no frame was received, till the
timeout occurs, the PollResponse frame of a CN was lost.

47.7113 Case 4-6 Late PollIResponse: Frame received in foreign slot
(also collisions)

The cases 4-6 have one thing in common: A frame is received, which doesn’t belong to the current
slot. Thewarst case could lead to a violation of the P\J/r‘ln This kind of errars can disturb the entire
power|link communication. Only in case 4 and 6 a direct detection of a Late Poll se error,can
be detgected. In case 5 a collision occurs as a result of a Late PolIResponse er

4.7.7.2 Loss of PollIResponse

. Error source

Following possible error sources could cause this error s
Physical error sources on the MN

. Transmission Error (CRC Error)

. Loss of link

. Rx Buffer overflow
= Tx Buffer underrun
o Error symptoms goa—a CNYg tk network

higher than allowed.
cture is defect.

. Frame Collision error symptom
o ich ns cy is

porent of the Regtwork s

as received during the reserved slot time. (See Slot Time

the DLL_MNPollResponseTimeout, the MN proceeds with the
thenext CN (or SoA if the end is reached). If a CN fails more than a
configurab er (DLL_MNCNLossPResThrLim_AU32[CN NodelD]) of consecutive cycles,
the MN\NMT Stafe machine considers the CN inactive and removes it from the isochronogis
proeessing. Additionally it sends to the respective CN the command “NMTResetNode”. On this
C i i i i ed,
the MN checks for a physical layer error source. The loss of frames in the asynchronous
communication aren’t detected.

. Registration

The MN shall implement for each CN in the EPL network a threshold counter and optional a
cumulative counter. Every loss of a PollResponse frame increments the threshold counter
(DLL_MNCNLossPResThrCnt_AU32[CN NodelD]) and if implemented the cumulative counter
(DLL_MNCNLossPResCumCnt_AU32[CN NodelD]) of the respective CN. The error symptom is
logged in the Error History (ERR_History ADOM) every time the threshold value is reached.

History Entry Object ERR_History ADOM:

Mode | Vendor ID Error Code Timestamp Additional Information

0x01 | XXXX E_DLL_LOSS_PRES_TH | XXXX
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4.7.7.3 Late PollResponse

. Error source

Following possible error sources could cause this error symptom:
o Physical error sources on the MN

. Transmission Error (CRC Error)

" Loss of link

. Rx Buffer overflow

. Tx Buffer underrun
g Error symptoms on a CN in the EPL network
. Frame Collision error symptom
A CN, which response latency is higher than allowed.
A component of the network structure is defect.
Power failure on a CN
Etc.

o O O O

o Error recognition

A Late PollResponse error symptom may be detec hile trying to send the
PollRequest frame the carrier is busy (See Slot Ti KCasedy or when it receives a

DLL MNCNLatePRes [ 2 S sohsecutive cycles, the MN NMT Stpte

Additionally it send 3 i and “NMTResetNode”. On this command

Hetermine tQ

current slot, jswreceived, t st betejected in any case. Previously the MN has t
counter has t';! Z :

er latency violation could be computed from the frame
Feceipt time and\ henever this error symptom is detected, the MN checks for
B physi a S . The loss of frames in the asynchronous communication aref’t be

cumulative counter. Every occurrence of a Late PollResponse error symptom increments the
threshold counter (DLL_MNCNLatePResThrLim_AU32[CN NodelD]) and if implemented the
cumalative counter (DLL_MNCNLatePResThrLim_AU32[CN NodelD]) of the respective CN.
The error symptom is logged in the Error History (ERR_History_ ADOM) every time the
threshold value is reached.

History Entry Object ERR_History ADOM:

Mode | Vendor ID Error Code Timestamp Additional Information
0x01 | XXXX E DLL LATE PRES TH | XXXX

4.7.7.4 Cycle Time Exceeded

. Error source

Following possible error sources could cause this error symptom:
EPL configuration failure
o A CN, which Response latency is higher than allowed.
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o A component of the network structure, which is defect.
Etc.
o Error recognition

A cycle time violation situation is defined as: The EPL network was busy up to a time where a
SoC should have been sent. If an ASnd frame or an Ethernet frame at the end of a cycle is
delayed, then it may cause a collision with the SoC frame or a delay of the SoC frame.

Cycle x Cycla x + 1 Cycle x + 2

ra— —— .
- -

o bl o T e - |
/1/’ o ] =

time

Delay of the SoC,
St e ST

Late Bacroneg

Figure 30 — Cycle Time exceeded

To prevent this timing violation it is necessary that the MN always co ¢ e before

worst case (with max response times / timeouts).

According to the polltimer (DLL_MNPolIResponseTimeo
slot time (DLL_MNAsyncSlotTime_U32) is necessary

. Handling
the
7 ve
counter may be impl 3 i g i i d

uounter |mplemented ¢ , ine i

ate to
NMT_MS_P N
o Registratio

¢ounter and a cumulative counter. Every occurrence pf a
will increment the threshold

Timestamp Additional

Information
0041 K EFDBH—CYCEEEXCEED K
0x01 XXXX E DLL CYCLE_EXCEED_TH XXXX
4.7.7.5 Collisions
. Error Source

ETHERNET powerlink doesn’t depend on the discovery of collisions. Because standard
Ethernet controllers are used, collisions can be detected only in some cases. The number of
hubs in the EPL network isn’t limited on two as in Fast Ethernet. Because of that the collision
domain is violated.

In the operational mode no collisions should occur due to the EPL cycle design. If a node
doesn’t follow these requirements, then the determinism and the high precision synchronisation
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can not be guaranteed anymore. Nevertheless collisions can occur in case of configuration
failures or defect CNs.

o Error recognition

If the Ethernet controller discovers a collision in the EPL network, it starts the standard Ethernet
procedure for collisions.

. Handling

The MN logs the error symptom (Error Code: E_DLL_COLLISION) in the Error History (Object
ERR_History_ ADOM) and suspends for a configurable number
(DLL_MNCycleSuspendNumber_U32) of cycles (min. rest of the cycle), before continuing again
with the |sochronous and asynchronous communlcatlon The MN data link layer state machine

uumulatlve counter may be |mpIemented Every t|me the threshold value i
Threshold counter implemented, every time the error symptom occurs,
machine is notified. It handles this error source as an “internal Comm

The MN may implement a threshold counter and a cumulgtive ter! pf a
History

F_DLL_COLLISION_TH).

History Entry Object ERR_HistoryZAEQM:/Q

Mode | Vendor ID | Error Code Tim tam;y Additional Informatior
0x01 | XXXX E_DLL_COL){I%ION Xx\xx
0x01 | XXXX E_DLL_COL\\LISIQN\T \x\xgx

4.7.1.6 Invalj

. Error Sour@

By the Ethernet controller if a false CRC sum is detected.
detected by Poll Response frames. Format Errors in the
shall be ignored. Invalid Format Errors can also occur if there are
ions within the EPL network. In that case nodes may not support frame

Ansinvalid Format error symptom occurs if an EPL frame header contains an unsupported|value.
This’could be a false ServicelD (not defined), Node number, etc. An invalid format error ig also
caused, if the received frame size is larger than the predicted buffer input size.

. Handling

If a CN causes an invalid format error, the MN NMT State machine considers the CN inactive
and removes it from the isochronous processing. Additionally it sends to the respective CN the
command “NMTResetNode”. On this command the CN will change its state (See 7.1.4). The
error symptom is logged, every time it occurs.

. Registration
History Entry Object ERR_History ADOM:
Mode | Vendor ID | Error Code Timestamp Additional Information

0x01 | XXXX E_DLL_INVALID_FORMAT | XXXX
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4.7.7.7 EPL Address Conflicts

. Error source

Because of the distinct MAC address of each node it is not possible that two or more nodes own
the same MAC address but it is still possible that two or more nodes own the same powerlink
node address. Only in the asynchronous communication multiple CNs can answer on a SoA
frame (service channel: Ident). Since the MN sends a MAC Broadcast (SoA frame) to a Unicast
powerlink address, several CNs with the same powerlink address are able to respond.

o Error recognition

The MN detects multiple used EPL addresses in a network in the way it counts the responses
on an Asyncldent frame.

. Handling

symptom is logged, every time it occurs.

o Registration
History Entry Object ERR_History_ ADOM:
Mode | Vendor ID | Error Code T|mes m A\ngitional Information

0x01 | XXXX E_DLL_ADDRESS_CO }757\\ NSfatus of the MN
ICT

4.7.1.8 Multiple MNs le EPLC Network

. Error source

Before a MN starts thesxcomiqunication, N ' i e state NMT_MS_NON_ACTIVE . In this
) othler MN is already running. If multiple MNY start

simultaneous,the communjcati nation of error symptoms indicates the circumstance.

t causes w@
o Collisiors

o)

C Ste PL cycle a further MN receives a SoC or SoA Frame within a cycle.

. Handling

f a mew MN is irf the state NMT_MS_NON_ACTIVE and detects that already another MN|is
ruhning, it shall reside in its state. If multiple MNs start the communication simultaneously|and a
ANL Aot o thic reor oyvioant s 1 o 4L th MNMAMT ot maanhin H bhaondl i reor P

VITY UTITULO o ©IrTul DyIIIFLUIII TUTTUUITCO UTC TNIVET oldalT 1T1T1avliimie.,. TU1riarivuiCo uilio CIhTurl oUuU Ce aS
an “internal Communication Error (NMT_GT®6)” and changes its state to
NMT_GS_RESET_COMMUNICATION. The error symptom is logged every time it occurs.

. Registration
History Entry Object ERR_History_ ADOM:
Mode | Vendor ID | Error Code Timestamp Additional Information

0x01 | XXXX E_DLL_MULTIPLE_MN XXXX
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4.7.8 Communication Error Symptoms detected by
the CN

This section describes the error symptoms on the data link layer which are detected and handled by

the CNs.

4.7.8.1 Collisions

4.7.8

Error Source

ETHERNET powerlink doesn’t depend on the discovery of collisions. Because standard

Ethernet controllers are used, collisions can be detected only in some cases. The number of
ubs is in the EPL network not Timited on two as in Fast Ethernet, thus the callision domaih is
violated (i.e. so called “ late collisions” may occur).

n the operational mode no collisions should occur because of the EPL/cycle design ode
Hoesn't fullfill these requirements, then the determinism and the high'precision isation

failures or defect CNs.

Frror recognition

f the Ethernet controller discovers a collision in the pewerli " it starts the standard
F-thernet procedure for collisions.

Handling
f the CN is able to detect a Collisi S i r may

pf a

cumulative tern(DLL_ i listory
ERR_Hist i e
F_DLL_COLLISIO .

History Entr)(O\tQ'{
Mode W\{or\l\D ErR)KCode Timestamp | Additional Informatior
0xQ1 XXXRY \ ENDKL_COLLISION_TH | XXXX

2 \Im Formats

Error-Source

falsifications during the transmission do not belong to this point. This kind of failure is
recognised and the frame filtered by the Ethernet controller if a false CRC sum is detected.
Format Errors should only be detected by Poll Response frames. Format Errors in the
asynchronous communication shall be ignored. Invalid Format Errors can also occur if there are
various firmware versions within the EPL network. In that case nodes may not support frame
formats of other nodes.

Error recognition

An invalid Format error symptom occurs if an EPL frame header contains an unsupported value.
This could be a false ServicelD (not defined), Node number, etc. An invalid format error is also
caused, if the received frame size is larger than the predicted buffer input size.
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. Handling

If a CN detects an invalid format error, it notifies its NMT State machine. The CN NMT State
machine handles this error source as an “internal Communication Error (NMT_GT6)” and
changes its state to NMT_GS_RESET_COMMUNICATION. The error symptom is logged every
time it occurs.

. Registration
History Entry Object ERR_History ADOM:
Mode | Vendor ID | Error Code Timestamp Additional Information
0x01 | XXXX E_DLL_INVALID _FORMAT | XXXX
4.7.8.3 Loss of Frames

A CN ¢onsiders a cycle as valid if it receives SoC frame, PolIRequest frame 4
can orlly detect the loss of frames, which were sent from the MN.

. Error source

FFollowing error sources could cause this error symptom:
Physical error sources on the MN

. Transmission Error (CRC Error)
" Loss of link
= Rx Buffer overflow

. Tx Buffer underrun

o

4.7.8.3.1

o Error recogniti@
f the CN receives’s W gn’ i Ink
ayer) state_ machine.n scei t.
Anothek possikility 2 i i . i i ipt of

f the CN-misses the SoC-frame, it still replies on any invitation with the data of the previolis
cyclé. Invalid data shall not be sent in any case. The CN accept the new isochronous or
psyhchronous data.

f the CN gets for a configurable number (DLL_MNCNLossSoCThr_U32) of consecutive cycles
no SoC frame, it notifies its NMT state machine and logs the error symptom. The CN NMT state
machine handles this error source as an “error condition (NMT_CT11)” and changes its state to
NMT_CS_PRE_OPERATIONAL_1. Whenever this error symptom is detected, the CN checks
for a physical layer error source.

. Registration

The CN shall implement a threshold counter and a cumulative counter. Every loss of a SoC
frame will increment the threshold counter (DLL_CNLossSoCThrCtr_U32) and the cumulative
counter (DLL_CNLossSoCCumCtr). The error symptom will be logged in the Error History
(ERR_History_ ADOM) every time the threshold value is reached.
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Mode | Vendor ID Error Code Timestamp Additional Information
0x01 XXXX E DLL LOSS _SOC_TH XXXX

4.7.8.3.2 Loss of SoA

. Error recognition

If the CN doesn’t receive a SoA frame within a cycle, the frame has been lost.

. Handling

for a physical layer error source.

. Registration

History Entry Object ERR_History_ ADOM:

frame
unter

Mode | Vendor ID Error Coe(a < h C Additional Information
0x01 | XXXX E_DLL_LOSS_SQANTH X] XXXX__/
4.7.83.3 Loss of PoliRe ue% w
o Error recognition
fa CN, whichis i 8

. Handling

&pS 0
Hetected

o Registration

within a cycle, the

f the CN detests

<

e.com

h

The €N may implement a threshold counter or a cumulative counter. Every loss of a

after

ate to
till

unication and listen to the cross traffic. Whenever this error sympfom is
itChecks for'a physical layer error source.

the

cumulative counter (DLL_CNLossPReqCumCitr). The erro?symptom is logged in the Error
History (ERR_History_ ADOM) every time the threshold value is reached.

History Entry Object ERR_History ADOM:

Mode

Vendor ID

Error Code

Timestamp

Additional Information

0x01

XXXX

E_DLL_LOSS_PREQ_TH

XXXX
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4.7.8.4 SoC Jitter out of Range

4.7.9 rorHandling Parameters

In this

4.7.9.

The fo
and a

Error source

This error could have various error sources:

Jitter on not EPL conform network components
Collisions in the EPL network

Failure during the transmission

MN failures

Late response of CN causes a delay of the SoC
Etc.

o O O O O O

Frror recognition

Fach CN may control the SoC cycle time jitter. Every time it receives tkle SoC
measures the cycle time. A SoC jitter error occurs, when the measureq 1i
configurable range (DLL_CNSoClJitterRange U32).

History (ERR_Histary
History Entry Object

Handling

f the CN detects that SoC Jitter is out of a specified rang®e ) ange_U32), it
ncrements a threshold counter and a cumulative coyrter~J he ourf is logged and its
NMT state machine will be notified after a configurable n g LL | oClJitterThr_U32) of
error events. The CN NMT state machine hand| i ah “error condition
NMT_CT11)” and changes its state to NMT_( E AL_1. The received ¢lata
until the NMT state machine chang 5 sta {

Registration

The CN may implement a threshold{cou ative counter. Every loss of a
PollRequest frame incr er (DLL_CNSoClJitterThrCtr_U32) and the
cumulative counter ( error symptom is logged in the Error

Mode \/gnd}rllz EerrC\er Timestamp Additional Informat

0x01 xx)()( /&DI}{\)Q\'{EB_TH XXXX
N/

Object 1C00,: DLL_MNCRCError_REC

lowihg objects are used to monitor CRC errors. The record consists of a cumulative coun

er

hreshold counter data object and its threshold data object.
Index 1CO00h
Name DLL_MNCRCError_REC
Object Code RECORD
Category M
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. Sub-Index Oh: NumberOfEntries

Sub-Index 0y,
Description NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
Access ro
PDO Mapping No
Value Range 1h -4h
Default Value 3h
o Sub-Index 1h: DLL MNCRCErrorCum U32
The cumulative counter shall be incremented every time a CRC error occ value-mgnitors
bll CRC errors that were detected by the MN.
Sub-Index 1 ’
Description DLL_MNCRCErrorCum_U32-
Type UNSIGNED32 Q N\
Entry Category Mandatory N\
Access ro
PDO Mapping No / >
Value Range UNSIGNED32| ¢
Default Value M. A\ / /\ D

. Sub-Index 2h: DLL_MNCRCError
The threshold counter shall be increme ted time a CRC error occurs on the MN andl
Hecremented after every successfu cycl onjtors the quality of network in relation to
the CRC error occurr?rsi
N \l

Sub-Index

Description I K LL\MNGRCfErrorThr u32
Type N NUNSIGNED32

Entry Cat%grﬁ \ O}){ionally

Access < XN o

PDO Mapgsing\ /No

Value Range, \ UNSIGNED32

Default Valuex'X N\~ | No

. Su Mh. L_MNCRCErrorThreshold

Every timethe threshold is reached, a defined action shall proceed. (See 4.7.6.1)

Sub-Index 3n
Description DLL_MNCRCErrorThreshold
Type UNSIGNED32
Entry Category Optionally
Access rw
PDO Mapping No
Value Range UNSIGNED32
Default Value No
4.7.9.2 Object 1C01,, : DLL_MNCollision_REC

The following objects are used to monitor Collision error symptoms. The record consists of a
cumulative counter and a threshold counter data object and its threshold data object.
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Index 1C01,
Name DLL_MNCollision_REC
Object Code RECORD
Category 0]

. Sub-Index 0h: NumberOfEntries
Sub-Index Oy
Description NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
Access ro
PDO Mapping No
Value Range 1h -4h
Default Value 3h

Sub-Index 1h: DLL_MNCollisionCum_U32

The cumulative counter shall be incremented every time a Co
value monitors all Collision error symptoms that were detegted

ision
t

Sub-Index 1h \
Description DLL_MNCollisighCym_Ug2
Type UNSIGNED32\ (/¢
Entry Category Qmionalm X / {\ \>
Access 0 ~ )\/
PDO Mapping NO\ X7
Value Range ﬂNSI,G\NEbQQ\
Default Value \

MN and decrérne
relation to ‘Q. i

y time a Collision error symptom occurs ¢
cycle. Its value monitors the quality of netwo

Sub-Index S
Descriptiof,_ \ /DLL_MNCollisionThr_U32
Type /™~ \ \ UNSIGNED32
Enfry E‘\ategﬁrk \ \/ Optionally
ce \ ro
PDOMapping\ No
Valug'Range > UNSIGNED32
Default Value No

A\
rsympiom pccurs.
\>

Sub-lndex 2h: DLL_MNCollisionThreshold

Every time the threshold is reached, a defined action shall proceed. (See 4.7.7.5)

Sub-Index 3

Description DLL_MNCollisionThreshold
Type UNSIGNED32

Entry Category Optionally

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No

Its

n the
kin
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: DLL_MNCycTimeExceed_REC

The following objects are used to monitor “Cycle time exceeded” error symptoms. The record consists
of a cumulative counter and a threshold counter data object and its threshold data object.

Index 1C02h
Name DLL_MNCycTimeExceed REC
Object Code RECORD
Category 0]
. Sub-Index Oh: NumberOfEntries
Sub-Index On
DUbbl I|JtIUI I Nw I |bc| CfEI Itl iUb
Type UNSIGNEDS8
Entry Category Mandatory
Access ro /
PDO Mapping No
Value Range 1h -4h ﬁ \
Default Value 3h NN\
N

. Sub-Index 1h: DLL_MNCycTimeExceedCum_U3

The cumulative counter shall be incremented eve
becurs. Its value monitors all “Cycle Time

ex/cﬁ

ceeded“error symptom
that were detected by the

Default VW

VIN.
Sub-Index ./
Description I;)tl} MN\GX\KLmeE(ceedCum U32
Type UNS[GNEDSZ \
Entry Category / \_ ,—Ogtionallyy "\
Access N N ro \\/
PDO Mapping I \N\o ~—/
Value Range  \, > NUNSIGNED32
N Noy

AN

N cTime\%edThr_U32

remented every time a “Cycle Time exceeded” error symptom

2y
DLL_MNCycTimeExceedThr_U32
UNSIGNED32

Entry Category Optionally

Abbb‘bb LL%)

PDO Mapping No

Value Range UNSIGNED32

Default Value No
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Sub-Index 2h: DLL_MNCycTimeExceedThreshold

Every time the threshold is reached, a defined action shall proceed. (See 4.7.7.4)

Sub-Index 3

Description DLL_MNCycTimeExceedThreshold
Type UNSIGNED32

Entry Category Optionally

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No

4.7.9.4 Object 1C10,: DLL_CNLossOfLink_REC

The following objects are used to monitor the “Loss of Link” error source. T ® offa

cumulative counter data object.

Index 1C10, ( P N
Name DLL_CNLossOfLink_REC NN
Object Code RECORD N O\ )
Category 0O / h \

o Sub-Index 0h: NumberOfEntries F\Q}? K \/
Sub-Index EANDA NN AN
Description Ngmbe\rbﬂfntr\}QS \ }

Type l}N\-SIGNRD\S\

Entry Category Manqlatqry S
Access r}\ \ \

PDO Mapping \( l\\tq 7 \\/
Value Range | (honcah~__/
Default Value \ \ SM \>

Sub-Index Th: inkCum_U32

The cumulati
ts value moNnjto

mented every time a “Loss of Link“error symptom od
7 error sources that were detected by the MN.

Sub-lfdex >\ (\ > |

DeSstiptiomy, Y\ DLL_MNLossOfLinkCum_U32
Type. WS\ N ) UNSIGNED32

Entry batggory\ Optionally

Access ro

RPDO Mapping No

Valve Range UNSIGNED32

Default Value No

Curs.
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4.7.9.5 Object 1C04,: DLL_MNCNLatePResCumCnt_AU32

This Array on the MN contains for every CN in the EPL network a cumulative counter of Late PRes
events.

The cumulative counter of the respective CN shall be incremented every time a “Late
PollResponse“error symptom occurs. Its value monitors all “Late PolIResponse” error symptoms that
were detected by the MN.

Index 1C04;,
Name DLL_MNCNLatePResCumCnt_AU32
Object Code ARRAY
Data Type UNSIGNED32
Category ) TN
. Sub-Index 0h: NumberOfEntries
Sub-Index On (
Description NumberOfEntries
Type UNSIGNEDS N \
Entry Category Mandatory / \ AN
Access ro \ \
PDO Mapping No / >
Value Range 01, — FEx /\\ } / %
Default Value =N /\\ / (\ >
N4
. Sub-Index 01, — FE;;: CumCnt \ \ \ U
Sub-Index 07, — FE,
Description GumEnb /
Type N\~ TUNSIGNED32 >
Entry Category N N 10 'bnglly )
Access [ }o\
PDO Mapging, > o\ )
Value Range” UNSIGNED32
Default Valye\\ NG
N
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4.7.9.6 Object 1C05,: DLL_MNCNLatePResThrCnt_AU32

This Array on the MN contains for every CN in the EPL network a threshold counter of late Pres.

The threshold counter of the respective CN shall be incremented every time a “Late PollResponse”
error symptom occurs on the MN and decremented after every successful cycle. Its value monitors the
quality of network in relation to the “Late PollResponse” error occurrence.

Index 1C05,

Name DLL_MNCNLatePResThrCnt_AU32
Object Code ARRAY

Data Type UNSIGNED32

Category M

. Sub-Index O0h: NumberOfEntries

Sub-Index On A
Description NumberOfEntries <
Type UNSIGNEDS8

Entry Category Mandatory \

Access ro < \ \
PDO Mapping No ~
Value Range 01, - FE; / ~ >
Default Value FEs AN\ /

AN
«  Bub-Index 01, — FE,: ThrCnt <\<\\ % ( ) )\7

Sub-Index 0T FE N N7
Description '(fhrCnt

Type NNS@NEPS)\V
Entry Category < [ Mandatory |

Access N ~L\ro )

PDO Mapping L

Value Rar(ge\ }

Default Valué’

Ng
& - PUNSIGNED32
No>

D)
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Object 1C06,: DLL_MNCNLatePResThrLim_AU32

This Array on the MN contains for every CN in the EPL network a threshold limit of late Pres.

Every time the respective DLL_MNCNLatePResThrCnt_AU32 value reaches the correponding limit, a
defined action shall proceed. (See 4.7.7.3)

Index 1C06,
Name DLL_MNCNLatePResThrLim_AU32
Object Code ARRAY
Data Type UNSIGNED32
Category M

. Sub-Index 0hT NUMberOTERtries
Sub-Index 0y,
Description NumberOfEntries
Type UNSIGNEDS8 Q
Entry Category Mandatory /\
Access ro \ X \
PDO Mapping No Q \ \
Value Range 01, - FEy ~X
Default Value FEs (N >

«  Bub-Index 01, — FE,: ThrLim \// (\ \>
Sub-Index N1, EE. LN )
Description Thikim
Type ONSIGNEDE2X "\
Entry Category Mandqto}x
Access ( N S \\/
PDO Mapping [\ RN
Value Range WSIGNEDBZ
Default Véue>

.
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4.7.9.8 Object 1C07,: DLL_MNCNLossPResCumCnt_AU32

This Array on the MN contains for every CN in the EPL network a cumulative counter of Loss of PRes
events.

The cumulative counter of the respective CN shall be incremented every time a “Loss of
PollResponse” error symptom occurs. Its value monitors all “Loss PollResponse” error symptoms that
were detected by the MN.

Index 1CO074,
Name DLL_MNCNLossPResCumCnt_AU32
Object Code ARRAY
Data Type UNSIGNED32
Category ) TN
. Sub-Index 0h: NumberOfEntries
Sub-Index On (
Description NumberOfEntries
Type UNSIGNEDS N \
Entry Category Mandatory / \ AN
Access ro \ \
PDO Mapping No / >
Value Range 01, — FEx /\\ } / %
Default Value =N /\\ / (\ >
N4
. Sub-Index 01, — FE;;: CumCnt \ \ \ U
Sub-Index 07, — FE,
Description GumEnb /
Type N\~ TUNSIGNED32 >
Entry Category N N 10 'bnglly )
Access [ }o\
PDO Mapging, > o\ )
Value Range” UNSIGNED32
Default Valye\\ NG
N
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4.7.9.9 Object 1C08,: DLL_MNCNLossPResThrCnt_AU32

This Array on the MN contains for every CN in the EPL network a threshold counter of Loss of PRes.

The threshold counter of the respective CN shall be incremented every time a “Loss of PollResponse”
error symptom occurs on the MN and decremented after every successful cycle. Its value monitors the
quality of network in relation to the “Loss of PollResponse” error occurrence.

Index 1C08,

Name DLL_MNCNLossPResThrCnt_AU32
Object Code ARRAY

Data Type UNSIGNED32

Category M

. Sub-Index O0h: NumberOfEntries

Sub-Index

On

A\
Description NumberOfEntries <
Type UNSIGNEDS8
Entry Category Mandatory \
Access ro < \ \
PDO Mapping No ~
Value Range 01, - FE; / ~ >
Default Value FEs AN\ /

AN
«  Bub-Index 01, — FE,: ThrCnt <\<\\ % ( ) )\7

Sub-Index 0T FE N N7
Description '(fhrCnt

Type NNS@NEPS)\V
Entry Category < [ Mandatory |

Access N ~L\ro )

PDO Mapping L

Value Rar(ge\ }

Default Valué’

Ng
& - PUNSIGNED32
No>

D)
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4.7.9.10 Object 1C09,: DLL_MNCNLossPResThrLim_AU32

This Array on the MN contains for every CN in the EPL network a threshold limit of late Pres.
Every time the respective DLL_MNCNLatePResThrCnt_AU32 value reaches the correponding limit, a

defined action shall proceed. (See 4.7.7.2)

Index 1C09,
Name DLL_MNCNLossPResThrLim_AU32
Object Code ARRAY
Data Type UNSIGNED32
Category M

. Sub-Index 0hT NUMberOTERtries
Sub-Index 0y,
Description NumberOfEntries
Type UNSIGNEDS8 Q
Entry Category Mandatory /\
Access ro \ X
PDO Mapping No Q \ \
Value Range 01, - FEy ~X
Default Value FEs (N

«  Bub-Index 01, — FE,: ThrLim \// (\ \>
Sub-Index N1, EE. LN )
Description Thikim
Type ONSIGNEDE2X "\
Entry Category Mandqto}x
Access ( N S \\/
PDO Mapping [\ RN
Value Range WSIGNEDBZ
Default Véue>

% \)
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Object 1CO0A;: DLL_CNCollision_REC

The following objects are used to monitor “Collision” error symptoms detected by a CN. The record
consists of a cumulative counter and a threshold counter data object and its threshold data object.

Default Value

3h \

Index 1COA;
Name DLL_CNCollision_REC
Object Code RECORD
Category 0]
. Sub-Index 0h: NumberOfEntries
Sub-Index 0y
Description NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
Access ro N
PDO Mapping No
Value Range 1h -4h ¢ \

. Sub-Index 1h: DLL_CNCollisionCum_U32

The cumulative counter shall be incremented every'time.a “
value monitors all “Collision” error symptoms th

ere\detecteckby t

symptom occurg. Its
N.

K
AN

Sub-Index FANEAYS)

Description “BLL_ENEollision€um_U32 )
Type UNSIGNEDS2

Entry Category @ptiopglly

Access R\

PDO Mapping < 4

RN N

Value Range

UNSIGNED3?

Default Value |

The threshold cdun

the “CollisiorX ertorsgcu

nted every time a “Collision”error symptom occurs [and
decrementeg/\a\ﬂxeve suiccessful cycle. Its value monitors the quality of network in relafion to

Sub-lhdex \) ) 2h

Déstriptiony, > \ DLL_CNCollisionThr_U32
Type, NS\ N UNSIGNED32

Entry Gategory\ Optionally

Access ro

RDO’Mapping No

Value Range UNSIGNED32

Default Value No

. Sub-Index 2h: DLL_CNCollisionThreshold

Every time the threshold is reached, a defined action shall proceed. (See 4.7.8.1)

Sub-Index 3

Description DLL_CNCollisionThreshold
Type UNSIGNED32

Entry Category Optionally

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No
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4.7.9.12
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Object 1C0B;: DLL_CNLossSoC_REC

The following objects are used to monitor “Loss of Soc” error symptoms detected by a CN. The record
consists of a cumulative counter and a threshold counter data object and its threshold data object.

Sub-Index 3h: DLL_CNLossSoCThreshold
Every time the threshold is reached, a defined action shall proceed. (See 4.7.8.3.1)

Sub-Index 3

Description DLL_CNLossSoCThreshold
Type UNSIGNED32

Entry Category Mandatory

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No

Index 1CO0B;,

Name DLL_CNLossSoC_REC

Object Code RECORD

Category M
Sub-Index 0h: NumberOfEntries

Sub-Index 0y

Description NumberOfEntries

Type UNSIGNEDS8

Entry Category Mandatory

Access ro A

PDO Mapping No

Value Range 1h -4h

Default Value 3h
Sub-Index 1h: DLL_CNLossSoCCum_U32 \
The cumulative counter shall be incremented every time a “Lossof SoC{errdr symptom ogcurs.
ts value monitors all “Loss of SoC” error symptom th@ere ete the CN.

Sub-Index Tn ( \V /DN

Description <DLL\CMLossSoCClm u32)~"

Type UNSIGNER32 X0 VN /

Entry Category Méﬁdatoﬁl\

Access o (O D

PDO Mapping /N~ No_ N\

Value Range . N UNSIGNED32

Default Value | (NN >/
Sub-lndex Lk CNL r\_l{3>
The threshol incremented every time a “Loss of SoC”error symptom ocqurs
and decrem ul cycle. Its value monitors the quality of network in
relation to t “L ss of ccurrence

Sub- |gﬁe>\ 2,

Description, ™\ DLL_CLossSoCThr_U32

Type N\ o\ \ UNSIGNED32

Entry~Category Mandatory

Access ro

PDO;Mapping No

\/alue Range UNSIGNED32

Detfault Value No
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Object 1C0C,: DLL_CNLossSoA_REC

The following objects are used to monitor “Loss of SoA” error symptoms detected by a CN. The record
consists of a cumulative counter and a threshold counter data object and its threshold data object.

Index 1C0Cy,
Name DLL _CNLossSoA REC
Object Code RECORD
Category Optionally

. Sub-Index 0h: NumberOfEntries
Sub-Index 0y
Description NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
Access ro A
PDO Mapping No
Value Range 1h -4h
Default Value 3h

. Sub-Index 1h: DLL_CNLossSoACum_U32

The cumulative counter shall be incremented every time a
ts value monitors all “Loss of SoA” error symptom th@ere ete

the CN.

curs.

urs

Sub-Index Tn ( \V /DN

Description <DLL\CMLossSoACHM_b32 |~

Type UNSIGNER32 X0 VN /

Entry Category Qﬁ?onally\

Access o (O D

PDO Mapping /" N

Value Range . N UNSIGNED32

Default Value | (T\WNg

. Sub-lndex Lk CNL 0AThrU3

The threshol incremented every time a “Loss of SoA”error symptom ocg
and decrem ul cycle. Its value monitors the quality of network in
Felation to t “L ss of ccurrence

Sub- |gﬁe>\ 2,

Description. ™\ DLL_CLossSoAThr_U32

Type N\ o\ \ UNSIGNED32

EntryCategory Optionally

Access ro

PDO;Mapping No

\/alue Range UNSIGNED32

Detfault Value No

Sub-Index 3h: DLL_CNLossSoAThreshold
Every time the threshold is reached, a defined action shall proceed. (See 4.7.8.3.2)

Sub-Index 3

Description DLL_CNLossSoAThreshold
Type UNSIGNED32

Entry Category Optionally

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No
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4.7.9.14 Object 1COD,: DLL_CNLossPReq_REC

The following objects are used to monitor “Loss of PReq” error symptoms detected by a CN. The record
consists of a cumulative counter and a threshold counter data object and its threshold data object.

Index 1CODy,
Name DLL_CNLossPReq_REC
Object Code RECORD
Category Optionally

o Sub-Index Oh: NumberOfEntries
Sub-Index 0y
Description NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
Access ro A
PDO Mapping No
Value Range 1h -4h
Default Value 3h

. Sub-Index 1h: DLL_CNLossPReqCum_U32

The cumulative counter shall be incremented every time a
bccurs. Its value monitors all “Loss of PReq” error ym{ﬂ?ms at
N\ A

“erfor symptom
tected by the CI

~—

Sub-Index Tn (\M/ D\ S
Description @LL_CFQ.O%SFQ/Reqd‘(umEU%Z\/
Type UNSIGNER32 0

Entry Category Qﬁ?onally\

Access o (O D

PDO Mapping /N~ No_ N\

Value Range . N UNSIGNED32

Default Value | (hNNoX

o
«  Bub-Index ﬁ? Re }n\u>z
The threshol incremented every time a “Loss of PReq”error symptom odcurs
and decreme after eyery'suc ul cycle. Its value monitors the quality of network in

relation to the “Loss of RReR erroy/occurrence.
Sub-lgdex~_\_ X N 2,

Description. Y\, \ DLL_CLossPReqThr_U32
Type N\ o\ UNSIGNED32
EntryCategory Optionally

Access > ro

PDO;Mapping No

\/alue Range UNSIGNED32

Detfault Value No

. Sub-Index 3h: DLL_CNLossPReqThreshold
Every time the threshold is reached, a defined action shall proceed. (See 4.7.8.3.3)

Sub-Index 3

Description DLL_CNLossPReqThreshold
Type UNSIGNED32

Entry Category Optionally

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No
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4.7.9.15 Object 1COE,,: DLL_CNSoCJitter_REC

The following objects are used to monitor “SoC Jitter” error symptoms detected by a CN. The record
consists of a cumulative counter and a threshold counter data object and its threshold data object.

Index 1COE;
Name DLL_CNSoClJitter REC
Object Code RECORD
Category Optionally

o Sub-Index Oh: NumberOfEntries
Sub-Index 0y
Description NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
Access ro A
PDO Mapping No
Value Range 1h -4h
Default Value 3h

. Sub-Index 1h: DLL_CNSoCJitterCum_U32

The cumulative counter shall be incremented every time a “Socditter‘etxor Symptom occurs. Its
Ké?lete d .
N\ A

value monitors all “SoC Jitter” error symptoms that'we

Sub-Index Tn (\M/ D\ S
Description <DLL\CNSoCJitterClym_u32)~"
Type UNSIGNER32 X0 VN /
Entry Category Qﬁ?onally\

Access N\ D

PDO Mapping N

Value Range UNSIGNED32

Default Value

. Sub-Index ﬁ?
The threshol

ted every time a “SoC Jitter"error symptom occurg and

Hecremented cle. Its value monitors the quality of network in relagion to
the “SoC Jitter”

Sub-lgdex~_\_ X 2,

Description. Y\, \ DLL_CSoClJitterThr_U32

Type N\ o\ UNSIGNED32

EntryCategory Optionally

Access ro

PDO;Mapping No

\/alue Range UNSIGNED32

Detfault Value No

o Sub-Index 2h: DLL_CNSoCJitterThreshold

Every time the Threshold is reached, a defined action shall proceed. (See 0)

Sub-Index 3

Description DLL_CNSoClJitterThreshold
Type UNSIGNED32

Entry Category Optionally

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No
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4.7.9.16

—91 -

Object 1COF,: DLL_CNCRCError_REC

The following objects are used to monitor CRC errors. The record consists of a cumulative counter
and a threshold counter data object and its threshold data object.

Index 1COF,
Name DLL_CNCRCError REC
Object Code RECORD
Category Mandatory
. Sub-Index 0h: NumberOfEntries
Sub-Index 0y
Description NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
Access ro A
PDO Mapping No
Value Range 1h -4h
Default Value 3h \

. Sub-Index 1h: DLL_CNCRCErrorCum_U32

The cumulative counter shall be incremented every me a \
all CRC errors that were detected by the CN.

rror oocurs. Its value mg

Sub-Index \// /\
Description <DLL CF(CRCE/rrordym\UfS
Type UNSIGNER32 X0 VN /
Entry Category Méﬁdatoﬁl\

Access N\ D

PDO Mapping N

Value Range UNSIGNED32

Default Value

. Sub-Index ﬁ?
The threshol

ted every time a CRC error occurs on the CN ang

nitors

ion to

Hecremented cle. Its value monitors the quality of network in rela
fhe CRC errQr ogctren

Sub-lgdex~_\_ X 2,

Description. Y\, \ DLL_MNCRCErrorThr_U32

Type N\ o\ UNSIGNED32

EntryCategory Optionally

Access ro

PDO;Mapping No

\/alue Range UNSIGNED32

Detfault Value No

. Sub-Index 2h: DLL_CNCRCErrorThreshold

Every time the threshold is reached, a defined action shall proceed. (See 4.7.6.1)

Sub-Index 3

Description DLL_MNCRCErrorThreshold
Type UNSIGNED32

Entry Category Optionally

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No
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Object 1C10,: DLL_CNLossOfLink_REC

The following objects are used to monitor the “Loss of Link” error source. The record consists of a

cumulative counter data object.

Index 1C104

Name DLL_CNLossOfLink_REC

Object Code RECORD

Category Optionally
. Sub-Index Oh: NumberOfEntries

Sub-Index On

DUbbl I|JtIUI I Nw I IlJCI CfEI Itl iUb

Type UNSIGNEDS8

Entry Category Mandatory

Access ro /

PDO Mapping No

Value Range Oh -4h ﬁ \

Default Value 3h N\ W
. Sub-Index 1h: DLL_CNLossOfLinkCum_U32 \

The cumulative counter shall be incremented eve

Curs.

ts value monitors all “Loss of Link” error sourcKe/s\{ /d\ d by the CN
Sub-Index AN < Y XNV WV
Description D\L_C}NI})QSO\ﬂ\inkC\ﬂMZ

Type YUNSIGNER3R,

Entry Category Qptidnally J

Access { /o Y LS

PDO Mapping . NN )

Value Range \ NL\ISTG\I\TE‘DTQ

Default nglﬁé\ S > )
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4.7.9.18 Object 1C11,: DLL_MNAsyncSlotTimeout_U32

This Timeout data object is used to monitor the asynchronous slot, similar to the polltimeout (See

4.7.7.1).
Index 1C114
Name DLL_MNAsyncSlotTimeout_U32
Object Code USIGNED32
Category Optionally
Access rw
PDO Mapping No
Default Value

asynchronous frame ( ASnd or IP-Frame). Some frame fields has to b
humbers) to decide whether the local node has the right to send. The\i

Delay of
Il Hubs x2
- Cycla

Q End asynch

Sand Sof =) Communication
Sand IF Packet { ASnd ing

PollResp ma Sizs MTU I fime

ate

xu(\ W _
M may time

Figure 31 — AsyncSlot timeout

After receiving the SoA (or sending in case of MN) the station which is invjted se

ds its
ared{e.9. nqde

to
dbe as
to
has to

Sand

SoC
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Object 1C12,: DLL_MNCycleSuspendNumber_U32

The DLL_MNCycleSuspendNumber_U32 parameter is used to define the number of cycle that will be
suspended, when a collision is occurred

Index 1C12,

Name DLL_MNCycleSuspendNumber_U32

Object Code UNSIGNED32

Category Mandatory

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value 1 (0 means that it will finish the current cycle and conti with the
followed cycle; 1 means, that it suspends the followgd cycle;and:so ¢n)

4.7.9.20 Object 1C13,: DLL_CNSoCJitter
The DLL_CNSoClJitterRange_U32 parameter is used to define the r itter'can
vary.
Index 1C13, NN\
Name DLL_CNSoClJitterRange_U32 XA N
Object Code USIGNED32 [~ )
Category Optionally /\\ / K
Access w AN DY AN
PDO Mapping No \ \ )
Value Range USIGNED32 in ps\ N
Default Value \

9

N\

S
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5 Network / Transport Layer

5.1 Internet Protocol (IP)

The Internet Protocol version 4 (IPv4) and its referred transport layer protocols UDP and TCP are the
preferred protocols in the asynchronous period.

o RFC 791 defines Internet Protocol (IP)
o RFC 768 defines the User Datagram Protocol (UDP)
. RFC 793 defines the Transmission Control Protocol (TCP).

5.1. IP Host Requirements

“Requirements for Internet Hosts -- Communlcatlon Layers”. However, th| .
end EPL nodes, communicating with IP in the asynchronous period. e
conformance classes are introduced.

5111

Nodes| that neither need SDO nor IP communication do

5.1. n
This cpnformance class shall be fulfilled, to S

asynchronous period via SDO. It is not guara > ite will
work —

5.1.1,.2.

To cor Bytes
SDO ¢ s
(includi ot

requirg al or

bigger,

5.1.1,.2.

An EP)
least O

5.1.1.

rt at

Communication

This cpnfofmance class shall be compatible to RFC 1122 and shall cover the entire conformance
class fprminimum requirements for SDO communication listed above. For convenience the following
core requirements are fisted:

5.1.1.3.1 IP Stack Requirements
. The IPv4 layer shall implement reassembly of IP datagrams — see RFC1122 chapter 3.3.2

Reassembly.

. The IPv4 layer shall implement a mechanism to fragment outgoing datagrams intentionally —
see RFC1122 chapter 3.3.3 Fragmentation.

o In general an IPv4 capable EPL node shall at least process IP datagrams up to 576 bytes

(including header and data) — see RFC 1122 chapter 3.3.2/3.3.3.
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5.1.2 IP Addressing

Each IP-capable EPL node possesses an IPv4 address, a subnet mask and default gateway. These
attributes are referred to as the IP parameters.

o IPv4 Address
The private class C Net ID 192.168.100.0 shall be used for an EPL network — see RFC1918. A
class C network provides 254 (1-254) IP addresses, which matches the number of valid EPL
Node ID’s. The Host ID of the private class C Net ID 192.168.100.0 shall be identical to the EPL

Node ID. Hence the last byte of the IP address (Host ID) has the same value as the EPL Node
ID. The following figure illustrates the construction of the IP address.

192.168.100.EPL Node ID
\ Y

Net ID Host ID

Figure 32 — Construction of the IPv4 add

Remarks:

(KKnowing the Node ID of an EPL node, its IP address and vise
without any communication overhead.

hsily

. Subnet mask
The subnet mask of an EPL node shall be 255.25
het.

. Default Gateway

Gener
are co

The fo

IP Patameter IP address
N °t92.168.100.<EPL Node ID>

255.255.255.0
) |192.168.100.254

riod. To reduce the traffic in the asynchronus perid, the MN may determipe the

node does, using_CSMA/CD.
Optional the MN or CN may send the NMT Managing command NMTFlushArpEntry if one of them

detects that an upcoming node has a new MAC address. This can be done to flush the ARP cache of
all nodes in the EPL network. The EPL node may process NMTFlushArpEntry.

Alternativley an unsolicited ARP request frame (containing its IP address) may be broadcasted
initiated by the respective EPL node at startup. As a result, the neighbours ARP caches shall be
updated.
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51.4 .Hostname

Each IP capable EPL node shall have a hostname. The hostname is of type VISIBLE_STRING15. The
hostname can be used to access EPL nodes with its name instead of its IP address.

The admissible values of type VISIBLE_STRING for the hostname shall be restricted to:
30,-39,(0-9)

41,-5A, (A-2)

61,- 6A, (a-2)

«  2D4()

The data are interpreted as ISO 646-1973(E) 7-bit coded characters.

The default hostname shall be constructed from the EPL Node ID and the Vendor ID parted by the
character “-“ (<EPL Node ID>-<Vendor |D>). If no hostname is explicitly assigned, the EPL node shall
use the default hosthame instead.

The hgstname located on the EPL node shall be set with the NMT Managing ceq
NMTNetSetHostname (refer 7.4.2.1.2). Modification of the hostname value fect yintil
the EAL node enters the NMT_GS_INITALISATION state. The hostname¢s reas th the
Ident Response Service.

A hosthame to IP address resolution service may be provided to gather theN p ess
associption of all EPL nodes within an EPL network. This service 2 8 e S
table gf the DNS server located on the EPL to legacy Ethernet R ) on a

diagndsis device.

51.% Object description

5.1.5.1 Object 1E4B;.:

The NWL_IpGroup_REC object is a subs
about the IP stack.

mation

Index < 1E4B; N D

Name N V\}L*Ipér\\Q_REQ

Object Code [ RECORD

DataType’ \ >  ¢|NWIO ipGraup’ TYPE

Category \Qon\d'\ior}gl for IP capable nodes
. Sub-Index %)/\\\Nv.k\e{\fE\tn% us

Sub-Ipdex_ 00,

Descrigtion \ N ‘NumberOfEntries_U8

Bata Fype \a.  \ | UNSIGNEDS

Entry-Category M

Access > Ro
PDOyMapping No
\alue range 3
Default value 3

. Sub-Index 01,: Forwarding_BOOL

The indication whether this entity is acting as an IP router in respect to the forwarding of
datagrams received by, but not addressed to this entity. IP routers forward datagrams. IP hosts
do not (except those source-routed via the host).


https://iecnorm.com/api/?name=74903a6a0cfcfb8ae931cf96e15e5c14

-98 - PAS 62408 © IEC:2005 (E)

Sub-Index 01,
Description Forwarding_ BOOL
Data Type BOOL
Entry Category M
Access Rw
PDO Mapping No
Value range Not-forwarding(0)

forwarding(1)
Default value Not-forwarding(0)

. Sub-Index 02,: DefaultTTL_U16

Tla (P L ! H B BT ) I T 1 N X 1) (=) ol ol b Ho
I UTiauit valut IToTricU Imu uic TIne=TUTLIVE TITIU UT UIC 1T T1ITadUtl UT Ualayl altis UtTtgil

at this entity, whenever a TTL value is not supplied by the transport layer protocal.

ated

Sub-Index 02, RN
Description DefaultTTL_U16 ( \ \
Data Type UNSIGNED16 NEN
Entry Category M \ \ \ )
Access Rw O\ X\
PDO Mapping No \ \\/
Value range UNSIGNED16 /A~ N
Default value 64 /\\ }/

. Sub-Index 03,: ForwardDatagranis_

The number of input datagrams for
bf which an attempt was made to finda routeNo forw.

O
is‘entit wawal IP destination, as &

them to the final destination.

result

Sub-Index 03, \ g "\
Description < ﬁr\ﬁfq]&ata\gr:aﬁs NY )’}2
Data Type N N,SJ\GNEDSQ )

Entry Category [ M

Access (N 2 CIRUN N/

PDO Mappirg NNO™ §

Value range\ LNS\K}WED(SZ

Default value \ :

5.1.5.

The IR a
object|i
NMT_|tfGroup.¥h~
configliredvia-SDO.

£1E40, — 1E4F,: NWL_IpAddrTable_Xh_RI

taing this entity's IP addressing information. The NWL_IpAddrTable_XH
roup RFC1213. It assigns IP parameters to an interface indicated b
Itfindex_U16. The IP address table shall have 10 entries that may be

=C
 REC

<

Index 1E40, — 1E4F,

Name NWL_IpAddrTable_Xh REC
Object Code RECORD

Data Type NWL_IpAddrTable_Xh_TYPE
Category M
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Sub-Index 00,: NumberOfEntries_U8
Sub-Index 00,
Description NumberOfEntries_U8
Data Type UNSIGNEDS
Entry Category M
Access Ro
PDO Mapping No
Value range 4
Default value 4
Sub-Index 01,: Ifindex_U16

The index value which uniquely identifies the interface to which this entry i licable./Ihe
nterface identified by a particular value of this index is the same interfacg(as identified by|the
same value of NMT_ItfGroup Xh_REC.Itfindex_U16. (\

AN
Sub-Index 01, <\ N
Description Ifindex_U16 2NN
Data Type UNSIGNED16 N AR
Entry Category M { \ \ \
Access Rw X \
PDO Mapping No / a >
Value range UNSIGNED16 f\\)/ A
Default value ( k) ,\/

The IP address to which

Sub-Index 02,: Addr_IPAD
this entry's, addressm informatjon pertalns

Sub-Index 02—\ \,
Description \ \(Addr_n&Q\E\ \\/
Data Type IP_ADDRESS~__/
Entry Categary {7 MW 2N
Access \ ) { RW\
PDO Mapping( 0 /
Value rangé \ IP_ADDRESS
Defaul/t/uqltk\ \ -

Sub~ndex 03, \NetMas AD

Subindex 03,

Description NetMask_IPAD
Bata—+type HP—ABBRESS
Entry Category M

Access Rw

PDO Mapping No

Value range IP_ADDRESS
Default value -

Sub-Index 04,: ReasmMaxSize_U16

The size of the largest IP datagram which this entity can re-assemble from incoming IP
fragmented datagrams received on this interface.
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Sub-Index 04,
Description ReasmMaxSize_U16
Data Type UNSIGNED16
Entry Category M
Access Ro
PDO Mapping No
Value range UNSIGNED16
Default value -
5.2 EPL conformant UDP/IP format
In orderto-enabte-the-transmissionof EPEframes-encapsttatedHinBBPHP-framesthepaytoadportion

of the UDP/IP frame shall be leaded by a slightly modified EPL frame header.
Table 26 — EPL conformant UDP/IP frame struc}\ke (\

Bit Offset entry defined\by
Octetfoffset’ | 7 [ 6 | 5 [ 4 [ 3 [ 2 [ 1] & \\\W
0-5 Destination MAC Address \ | Etherpettygt II
6F11 Source MAC Address \
12|-13 EtherType A
14]- 33 IP Header ( N ) RFC 791
34{- 41 UDP Header ((\\_~/ /A RFC 768
12 Meéa@?\TyQé\\ ﬁ ( ) ~1 Ethernet Powerlink
13 reserved\(QestingthQ \ \ /
14 reservpff(%ourcg)\
15 reserve&(Ser\(Tc%IQ?) >
4¢-n / "\ Payload Datay \ Application
n+1(- n+4 N N CRQ\SQ \\/ Ethernet type I

n=259
The parameter Megsag \w@Powerlink shall be in conformance to the
requirgments of 4@.1. nd §o fields of the original EPL header shall be resgrved

but shall not be supported smission occurs via UDP/IP.

5.3

Refer {0 6.3.3.

" Octet Offset refers to the start of the Ethernet telegram.
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6 Application Layer

6.1 Data Types and Encoding Rules

This paragraph describes the data formats and encoding rules to be used by frames according to the
ETHERNET Powerlink syntax (EtherType = 88AB;,). The rules shall be valid for the EPL-Content,
service specific header and data payload embedded into the Ethernet frame. The encoding of the
Ethernet frame shall follow the rules of IEEE 802.3.

EPL-Content
(Header + Data)

Figure 33 — EPL frame structure

The ru

types
these

Figure 34 — EPL conforma
The encoding of Non-EPL frames (Ethertyp h)
concellned by these rules.
T ey /-‘J—,‘/l- ,d"'fﬂ

e A 88AB
a p’/"'ﬁ >

6.1.1 ption of Data Types and

To be gful data across the EPL network, the format of this data and its
meani producer and consumer(s). This specification models this by the
conce

The er e representation of values of data types and the EPL network transier
syntax sentations. Values are represented as bit sequences. Bit sequences are
transfgrred in sequ of octets (bytes). For numerical data types the encoding is little endian|style
as shgwn in"Table 27

Applicatiobs often require data types beyond the basic data types. Using the compound data type
mechamnism the fistofavaitable datatypes can be extended.Some general extended data types are

defined as “Visible String” or “Time of Day” (for example see 6.1.6.2 and 6.1.6.4). The compound data
types are a means to implement user defined “DEFTYPES” in the terminology of this specification and
not “DEFSTRUCTS” (see 6.2).

6.1.2 Data Type Definitions

A data type determines a relation between values and encoding for data of that type. Names are
assigned to data types in their type definitions. The syntax of data and data type definitions is as
follows (see IEC 61131-3).

data_definition
type_definition
constructor

type_name data_name
constructor type_name

compound_constructor |
basic_constructor
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Recur

The d3
basic |

6.1.3

6.1.3

Abitc
A bit s
If a bit
Let by,

compound_constructor

array_constructor
structure_constructor
component_list
component

basic_constructor n=

-102 -

array_constructor |
structure_constructor

‘ARRAY’ [ length 7 ‘OF’ type_name
‘STRUCT ‘OF’ component_list
component { ‘,” component }
type_name component_name

‘BOOLEAN’ |

‘VOID’ bit_size |
‘INTEGER’ bit_size |
‘UNSIGNED’ bit_size |
‘REAL32’ |

‘REALG4’ |

digit
bive definitions are not allowed.
ta type defined by type_definition is

A Def

antakethe )
bquence b is ah g

sequence b

is callgd a-bi
The emptyit segue

The in

the bit

versionoperato
b.= bo b1 bn_1

bit_size R
ength =
data_name =
lype _name n=
component_name =
symbolic_name n=
positive_integer n=
etter =

constructor (res. compound_constrye

‘NIL’
112 |<.>|'64
positive_integer
symbolic_name
symbolic_name
symbolic_name
letter {[* "] (le
(12|
‘A|'B | K... ‘z
0

Examples\10110100, 1, 101, etc. are bit sequences.
—) on bit sequences assigns to a bit sequence

sequence
—b = —|b0 —|b1 A bn_1

Here -0 =1 and —1 = 0 on bits.
The basic operation on bit sequences is concatenation.

Leta=ag ... an.1 and b = bg ... b,.1 be bit sequences. Then the concatenation of a and b, denoted ab,

IS

and

Ap =4ag ... Am-1 bg ... bn-q

Example: (10)(111) = 10111 is the concatenation of 10 and 111.
The following holds for arbitrary bit sequences a and b:

|abl = |a] + |b|

ea=ae=a

PAS 62408 © IEC:2005 (E)
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Transfer Syntax for Bit Sequences

For transmission across an EPL network a bit sequence is reordered into a sequence of octets. Here
and in the following hexadecimal notation is used for octets. Let b = by... b4 be a bit sequence with n
< 119204 (14904 Byte * 84 Bit/Byte).
Denote k a non-negative integer such that 8(k-1) < n < 8k. Then b is transferred in k octets assembled
as shown in Table 27. The bits b;, i 2 n of the highest numbered octet are do not care bits.

Table 27 — Transfer Syntax for Bit Sequences

octet number | 1. 2. k.
b7 .. bo b15 .- bg b8k—1 . b8k-8
Octet 1 is transmitted first and octet k is transmitted last. The bit sequence is tra ed as follo
acrosq the EPL network:
b7, be, ceey bo, b15, veny bg,
Example:
Bit9 |.. Bit 0
10, 0001, | 1100,
2 1h Ch
=21Cy.
The bit sequence b = b, .. bg = 0011 100001, represents<an IGNED10 with th{

21C, and is transferred in two

First 1C;, and then 02y,

€ associated constructor (cf.

WS

b value

The value of data of type VOIDn is undefined. The bits in the sequence of data of type VOIDn must
either be specified explicitly or else marked "do not care".

Data of type VOIDn is useful for reserved fields and for aligning components of compound values on
octet boundaries.

6.1.4.4

Data of basic data type UNSIGNEDnN has values in the non-negative integers. The value range is 0, ...,
2"-1. The data is represented as bit sequences of length n.

The bit sequence

Unsigned Integer

b= bo bn.1

is assigned the value
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UNSIGNEDN(b) = bpq 2™+ ...+ by 2" + by 2°
Note that the bit sequence starts on the left with the least significant byte.

Example: The value 2664 = 10A,, with data type UNSIGNED16 is transferred in two octets

across the bus, first 0A, and then 01y,
The following UNSIGNEDnN data types are transferred as shown below:

Table 28 — Transfer syntax for data type UNSIGNEDnN

octet number 0 1 2 3 4 5 6 7
UNSIGNED8 | b;..by

UNSIGNED16 | bs..by | bys..bs

UNSIGNED24 | b;..by | bys..bg | bys..byg

UNSIGNED32 | bs..by | bis..bg | bas..big | bsr..bos S~
UNSIGNED40 | by..by | bis..bg | bos..big | bsr..bos | bsg..bas (
UNSIGNED48 | by.by | bis.bs | bys.bis | Dsrbos | bagbgy | bazbapn . (O
UNSIGNED56 | by..by | bis.bs | bys..bis | barbas | bag.bsp | baz..ap ) Bss..ba N
UNSIGNED64 | by..by | bis.bg | bos.big | bar.bos | bag..bsy | baobeo\ | bsses Kbex bk
The d3ta types UNSIGNED24, UNSIGNED40, UNSIGNED48 an IGNEDS6'shotild riot be

applied by new applications.

6.1.4

Data o

5

Signed Integer

n-1

The dgta is represented as bit sequenceg’ofNeng
The bif sequence

b = by .. by
is assigned the value

NTEGERN(b) = b,.» 2V
and, pgerforming two's compl

NTEGERnN(b) = -
Note that the bit s nce starts wn\the deft wi

Exani;(:(z.g 5 5q = F
octets acfossthe bus;.fi Sy, A
The following INT S
ble.29 ~Transfer syntax for data type INTEGERN

octet fumber] 0 W1\ [2 3 4 5 6 7
INTEGERB~_| bAby )
INTEGER16 :bo 15..Dg
INTEGER24 \| b;..bg~"b1s5..bg | b23..b1s
INTEGER32 | b;..bg | bis..bg | bas..b1g | b31..bog
INTEGERAO b7 bo [ D15--Ds | D23--D16 | Da1--Daz | Dag--Daz
INTEGER48 | b;..bg | bis..bg | bas..b1g | b31..bas | bag..bzz | baz..bag
INTEGER56 | b;..bg | bis..bg | bas..big | b31..bos | bag..bsa | baz..bsg | bss..bas
INTEGERG64 | bs..bg | bis..bg | bas..b1g | D31..024 | bag..bsz | ba7..bsg | Ds5..048 | Des..bse

The data types INTEGER24, INTEGER40, INTEGER48 and INTEGER56 should not be applied by

new applications.
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6.1.4.6 Floating-Point Numbers

Data of basic data types REAL32 and REAL64 have values in the real numbers.

The data type REAL32 is represented as bit sequence of length 32. The encoding of values follows
the IEEE 754-1985 Standard for single precision floating-point.

The data type REALG4 is represented as bit sequence of length 64. The encoding of values follows
the IEEE 754-1985 Standard for double precision floating-point numbers.

A bit sequence of length 32 either has a value (finite non-zero real number, +0, +_) or is NaN (not-a-
number). The bit sequence

b= bo b31
is assigned the value (finite non-zero number)
EAL3ZB) = (-1)° 25 = (1+ F)

Here
S = b is the sign.

E=bs2 + ..+ by2’ 0<E <255, is the un-biased exponent.
F=2% (b22 22+ +b 2"+ b, 20) is the fractional part of the number
E =0 ip used to represent £ 0. E = 255 is used to represent infiniti
Note that the bit sequence starts on the left with the least signifita
Example:

6.25 =2 E-127 (1 + F) with
E =129 =27 +20 and
F=2-1+2-4=2 —23(2/2/2\21 9) ce\the urré)éf i§\ represented as:

S E N NS
bsr | bso.. bos /X bé\\ﬁq

0 100 0000 1 ([ 400 %Q08.0009 0000 0000 0000
= 0080 9001 0011 0000 0010

of data type REAL32

X
 Srethumbel [T NA 2 3
REALIZ

00\ > | 00, C8, 40,
"\ br..by bis.bs | bos.bis | bar..ba
6.1.5 d Data Types
Type def data types expand to a unique list of type definitions involving only basic

data types=Cor i ata of compound type ‘type _name” are ordered lists of component data

Compound dataty nstructors are ARRAY and STRUCT OF.

STRUCT OF
basic. fypn_1 r‘nmpnnnnf_nnmn_11
basic:type_Z component_name_2,
basic_type N component_name_N
type_name
ARRAY [ length ] OF basic_type type_name

The bit sequence representing data of compound type is obtained by concatenating the bit sequences
representing the component data.

Assume that the components ‘component_name_i" are represented by their bit sequences
b(i) fori=1,...,N
Then the compound data is represented by the concatenated sequence
Po(1) - Pra(1) .. bra(N).
Example: Consider the data type
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STRUCT OF
INTEGER10 X,
UNSIGNEDS u
NewData

Assume x = - 4234 = 269, and u = 304 = 1E,. Let b(x) and b(u) denote the bit sequences
representing the values of x and u, respectively. Then:

b(x) = by(x) .. be(X) = 1001101001
b(u) = bo(u) .. ba(u) = 01111
b(xu) = b(x) bu) = bo(xu) .. bia(xu) = 1001101001 01111

The value of the structure is transferred with two octets, first 59h and then 7Ah.

Extended Data Typpq

The e

6.1.6
The d3

6.1.€

The dg
VISIBI
bit cod

There

6.1.6
The d3

6.1.6.

The d4
rules t

Comp
Janua

A

2

3

tended data types consist of the basic data types and the compound data
followihg subsections.

ARRAY [ length ] OF UNSIGNEDS8

UNSIGNED8 VISIBLE_CHAR
ARRAY [ length ] OF VISIBLE_CHAR VISIBLE RING/ength
s no Oy necessary to t

in the

Octet String

Visible String

LE_CHAR are Oh and the range fromr¥ . are\ B(E) 7-

minate the trinQ

ring.

coding
b since
ms,

reserved,
UNSIGNED16 days

TIME_OF_DAY

6.1.6.5

Time Difference

The data type TIME_DIFFERENCE represents a time difference. It follows from the definition and the
encoding rules that TIME_DIFFERENCE is represented as bit sequence of length 48.

Time differences are sums of numbers of days and milliseconds. Component ms is the number
milliseconds. Component days is the number of days.

STRUCT OF
UNSIGNED28 ms,
VOID4 reserved,
UNSIGNED16 days

TIME_DIFFERENCE
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6.1.6.6

Domain

107 —

Domains can be used to transfer an arbitrary large block of data from a client to a server. The contents
of a data block is application specific and does not fall within the scope of this document.

6.2
6.3

Object Dictionary

Service Data (SDO)

To access the entries of the object dictionary of a device via ETHERNET Powerlink a set of command
services are specified.

The parameter transfer is hased an 2 UDP/IP frame nllnwing data transfer via a standard |P-royter.

Telegramstructure

Becauge UDP does not support a reliable connection oriented data transfer this task-must be
suppofted by the sequence and command services.
Laydrmodel (\ x
EPL-

s¢ of this EPL specification.

e EPL Protocol:

EPL
Application Command Comma IF:|
Layer Layer, N
EPL- -
Message EPL
Sequence Type | Sequ. (7 ata
Layer — ¢
Trdnsport A >\/ / (\ >
UDP \D_@u)
N \\
(L~ S
Negwork Ethernet Q Data Ethernet
LL Header CRC
NN S
UDP/IPdatagram

PL Comimand Embedded in UDP/IP Frame

vice without using UDP/IP, using instead the AsyncSend fram can

yeris responsible for sorting the segments of a segmented transfer conmjmand

he-Command Layer defines commands to access the parameters of the object dictionary. This

layer distinguishes between an expedited and a segmented transfer.

For applications that do not require short cycle times and low jitter, EPL telegrams may be inserted in
a UDP/IP datagram, in effect running EPL over UDP/IP. For this reason the message type (defined in
the Data Link Layer) is inserted in front of the Sequence Layer (see 6.3.2).
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UDP Layer

The UDP Header contains the following informations:

Table 31 — UDP Header

PAS 62408 © IEC:2005 (E)

Field Size Description Used in EPL
Source Port 2 Byte Port Number of the sending process Logical
Destination 2 Byte Port Number of the receiving process channel”

Port

Length 2 Byte Datalength of the whole UDP frame incl. header not used
Checksum 2 Byte optional Checksum not use

Paramleters are transferred in a communication channel characterized by the IP &
and dgstination) and UDP Ports (source and destination). This communicatio
datagram socket. It establishes a peer-to-peer communication channel betwgen tw

may s

Channel). The default channel uses the UDP port C_EPL_Port.

The client starts the transfer using the standard destination port C
sourcq port (>1024). The server responds to the request with th
destingtion port defined by the client. Therefore up to (2'°~1024

openefl between a client and a server. Each device is respahsible.fo

CreateSocket
source port=YYYY,
24)

>

dest. portERPK_

rt

source-port=27277,
destination port= EPL_Port

UDP
source-port=EPL_Port

destinationport=2277,

cesinaonport=EPL port |

portYYYY,
ClientIP-Address

portZZZZ,
ClientlP-Address

sses (soufce
iS\Known as a
Hevice

ent

be
gical channgls.

logical
channel1

logical
channel2

6.3.2

Figure 37 — UDP Socket

SDO EPL Message Type

In future it should be possible to transfer EPL frames (SOA, PollResponse etc.) via UDP/IP. This might
be useful in networks with very low demands on timing (e.g. home automation). Therefore the EPL
header used in the EPL frames is also inserted in the UDP/IP frames.

At the same time this mechanism allows the transfer of SDOs via standard EPL ASend frames.

8 together with the client and server IP address.
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Table 32 — SDO EPL Message Type Field

Bit Offset
Byte Offset 7| 6 | 5| 4 | 3 | 2] 1]0
0 MessageType = ASend
1 reserved
2 reserved
3 ServicelD = SDO
4-7 Sequence Layer Protocol
8 — k-1 Command Layer Protocol
k—1472 Optional Payload Data

Table 33 - SDO EPL Message Type Field Interpry@(\

Field Abbr. | Description \&Ihe
MessdgeType mt Message type as described in the{data KS nd\>
link layer (Table 10) K
reserved res These fields are reserved N Wen embedfed in
They are used for EPL estln ioran D Frame
Source Address wher'sending SRO eJse mt specific
without UDP/IP
These 7&
Message becduse-ihe EP
Destination and Sour: e
not nee
ServicglD sid SDO

Qual|f| S th?@inw

Sequence Layer
Protocol

PL SW
cl

Commland Layer ang Layer
Protocol <> see'su 6.3.4.1
Layer

The EPL Sequence La

er Header for asynchronous transfer shall consist of 2 bytes.
There shallbe a sequence number for each sent frame and an acknowledgement for the seque

The Sequence Layer Header shall end on a 4-byte boundary, so there may be the need for some
padding bytes in front of the Sequence Layer Header.

Table 34 — EPL Sequence Layer in asynchronous data frame

Bit Offset
Octet Offset 7 6 5 4 3 2 1 0
0 ReceiveSequenceNumber ReceiveCon
1 SendSequenceNumber SendCon

Remark:

Using bits 0 and 1 for connection instead of bits 6 and 7 eases the handling of sequence number. The

sequence number easily can be increased by one by increasing the whole byte by four. This
increment has no influence to ReceiveCon and SendCon.

ees

nce
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Table 35 — Fields of EPL Sequence Layer in asynchronous data frame

Field Abbr. | Description Value
ReceiveSequenceNumber | rsnr Sequence Number of the last 0..63
correctly received frame.
ReceiveCon rcon | Acknowledge of connection code to | 0: No connection
the receiver 1: Initialization
2: Connection valid
3: Error Response
(retransmission
request)
SendSequenceNumber ssnr | Sequence Number of the frame, 0 ..63
shall be increased by 1 with every
new frame.
SendCon scon | Connection code of the sender.

d with

6.3.3.1.1 Connection

6.3.3

Sende
same

If the 1
Additiq

1.1.1

Initialization of Connection

The $ender requests

Receiver

= ®ACon =0, ssnr=i,scon=1)

connection

m2 (rsnr=i,rcon=1, ssnr=j, scon=1)

The receiver
acknowledgep the

N

m3 (rsnr=j, rcon =1, ssnr=i, scon = 2)

request and refjuests
a connection too.

the cpnnection

m4 (rsnr =i, rcon =2, ssnr=j, scon = 2)

The receiver sgts the
connection to| valid

too.

Figure 38 — Initialization of a asynchronous connection

After this the bi-directional connection is established.

The sequence numbers shall not be incremented until the bi-directional connection initialisation has
been completed. No command shall be sent while initializing the bi-directional connection.

6.3.3.1.1.2 Closing a connection
A connection should be shut down, when it is not needed any longer.
A node may shut down a connection if it needs the resources for other reasons.
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Sender

Receiver

The sender requests a m1 (rsnr=?,rcon =0, ssnr=?, scon = 0)

shut down of the
connection

Figure 39 — Closing of asynchronous connection

Closing a connection shall be indicated by rcon = 0 and scon = 0.

There shallbe no acknowledging for closing a connection
~J ~J ~J

The receiver shuts

down the connection,
there is no response!

6.3.3/1.1.3 Normal Connection

When the connection is established each station is allowed to send frames
the sent data in some sort of a history buffer until it is acknowledged.

Each gent frame shall contain the acknowledgement of the last correg
opposite side.

When the sender sends an acknowledge request, the receiver shall™s
If the receiver has no new data to transmit it shall send an aekr

the other side will drop the data as repeated anyway.
The sgnder shall not forward more than 31

sender, that

be omitted because

acknoywledgement, to make it possible todistingui ated frames and new frames.
On thqg receiving node no buffering of the res ) I wired/ This may cause flooding ¢f the

receiving node with commands (cf.
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6.3.3.1.2.6).
Sender Receiver
m1 (rsnr=j ,rcon=2, ssnr=i ,scon=2)
m2 (rsnr=j ,rcon =2, ssnr=i+1, scon =2)
m3 (rsnr=j ,rcon =2, ssnr=i+2, scon =2)
m4 (rsnr=j ,rcon =2, ssnr=i+3, scon =2)
mb5 (rsnr = i+3, rcon =2, ssnr=j+1, scon = 2)/\
m6 (rsnr = j+1, rcon =2, ssnr = i+4, scon -
acknowledged ssnr,
m7 (rsnr = i+4, rcon =2, ssnr = ¥ _sco ) if there is no data to
be sent frgqm
Receiver to Spnder
6 No communidation
until one of the two
sides has somlething
to send.
If thd Sender has new m8 (rsnr = nr i+9¢scon = 2)
data
m9 (rsnr rcon = ssnr = j+1, scon = 2)
< SRP'= i+5, rcon = 2, ssnr = j+2, scon = 2) If the Receivdr has
\\/ new datg
11 (rsnr=j+2, rcon =2, ssnr=i+5, scon = 2)

e 40 — Normal asynchronous communication
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6.3.3.1.1.4 Connection with Delay

Due to delays in network, hardware and software layers it may take some cycles until the frame is
received by the receiver, and the acknowledge gets back to the sender.

The sender shall not forward more than 31 frames before receiving an acknowledgement.

This example shows a configuration where the frames are delayed. A typical situation where frames
are delayed is when EPL Networks are connected by means of routers over a legacy ethernet.

Sender Receiver

m7 ("Snr <.

igure 41 — Delayed asynchronous communication
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6.3.3.1.1.5 Sender History Full

When the buffer for keeping frames is full (sliding window size exhausted), the sending station may

explicitly request an acknowledgement by sending a frame with acknowledge request.

The receiver shall acknowledge this frame with an empty acknowledge frame if it has no own frames

to be sent.
Sender Receiver

m1 (rsnr=j ,rcon=2, ssnr=i ,scon=2)
m2 (rsnr=j ,rcon =2, ssnr=i+1,scon=2) /\<
m3 (rsnr=j ,rcon =2, ssnr=i+2, scon = )
m4 (rsnr=j ,rcon =2, ssnr=i+3, @\

Hisfory buffer is full

Serpder can discard (rsnr = i+3, rcon = 2, ssnr J scon send reques

history buffers when a
) . acknowled
acknowledge is received

m6 (rsnr {\SQ ss

ion when history buffer gets full

Figure 42 — Asynchronous om%ic
6.3.3.1.2 Error

Errors|that may occur in
o | oss of fra

. Duplication@
o Overtaking of fra
. Broken conr

Errors|that may
. Flooding

6.3.3{1.2:

If the receiver.dete
sequence number, i
indicate this-érror.

The sender shall repeat all the frames that followed the responded sequence number.
The acknowledge fields in the repeated frames shall be updated.

ted
he

ived
to
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Sender Receiver

m1 (rsnr=j ,rcon=2, ssnr=i ,scon=2)

m2 (rsnr=j ,rcon =2, ssnr=i+1, scon=2)

m3 (rsnr=j ,rcon =2, ssnr=i+2, scon=2) >.

m4 (rsnr :j rcon =2 ssnr=1i+3 scon =2) Receiver detects
unexpectgd

seguence.nufnber
mb (rsnr = i+1, rcon = 3, ssnr =, scon = 2) / Send errdr

ledpe
repeat data from history m6 (rsnr=j ,rcon=2, ssnr=i+2, scon = 2)

buffer \
repeat data from history m7 (rsnr=j ,rcon =2, ssnr=i+3, soonng 2 N

buffer \
m8 (rsnr=j ,rcon =2, ssnri+4,/2/§h\=

continue with new data

6.3.3/1.2.2 Error: Loss of Ac

If the dender is waiting for an acknowledg

A suitgble timeout for ackno ] Bting the message would be number of
stationis in the network ti ] 10 cycles. To avoid congestion the sender

shall double the timeout after’ea .
<TBD NMT shall @ Statigns in the Network or the start timeout for the
sequence layer>

< Senrde Receiver

AN

m1(rsnr=j ,rcon=2, ssnr=i ,scon=2)

m2 (rsnr=j ,rcon =2, ssnr=i+1,scon=2)

‘< m3 (rsnr = i+1, rcon =2, ssnr=j, scon = 2)

repeat with acknowledge m4 (rsnr=j ,rcon=2, ssnr=i+1, scon=3)
request
m5 (rsnr = i+1, rcon =2, ssnr=j, scon = 2) data is dropped,
send the requested
acknowledge

Figure 44 — Error loss of asynchronous acknowledge
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Error: Duplication of Frame
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If the receiver detects a sender sequence number, that is lower than or equal to the last correctly
received sequence, it shall drop that message.

If that message has scon=2 no further action is required.
If that message has scon=3 the receiver shall acknowledge the last correctly received sequence to the

sende

Dupl

r.

Sender

Receiver

cation caused by

lowdgr communication

m1(rsnr=j ,rcon=2, ssnr=i ,scon=2)

m2 (rsnr=j ,rcon =2, ssnr=i+1, scon =2) /\<

m3 (rsnr=j ,rcon=2, ssnr=i+1, con =

layers
m4 (rsnr=j ,rcon=2, ssnr=i+2,s \
mb5 (rsnr = i+2, rcon = ssnﬂ scon's,2)

Figure 45 — Error duplication of\asynehronous frame
6.3.3]1.2.4 Error
When ja frame overtakes, thisJook
shall send an error respQ
Then the overtakenfra
After this the new
normal duplicated framé
Remark:
Overtgking of fra

using

datg’is dropped

iver

a

brnet
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6.3.3.1.2.5 Broken Connection

It shall be detected, that the connection is broken, if the opposite station is shut down or disconnected
from the network.

The connection shall be considered broken, when there is no acknowledgement after sending multiple
acknowledges requests until a timeout. The default shall be about 30 seconds. <TBD index and sub-
index for timeout.>

With the method stated in 6.3.3.1.2.2 the acknowledge request shall be sent more than once within
the default timeout of 30 seconds.

A timeout of 30 seconds will be high enough even for diagnosing stations over the internet.

Sender Reciwer AN
aN

m1 (rsnr=j ,rcon=2, ssnr=i ,scon= 2),\<

ceiver |s
di neted or shut
m2 (rsnr=j ,rcon=2, ssnr=i+1, sggh =2) down
Repeat with acknowledge m3 (rsnr=j ,rcon =2, ssnrm/

regest u

The shut dowp may
or may not artive at

Repeat with acknowledge the Receiver| It is

regest m3 (rsnr=j \, rco

= 2%0,SSNR= scon = 3)
) >‘ neccesary to|shut
e\ N s, Y or eameo “ho v
despite acknowled m3TrsnF<? OQOR=0, sgnr=? ,scon=
qudst, shut down th nf-\\> >. where all frames

requgst, shut down the

connetion when givir@

from Receiver to
Sender are lost.

=E a chronous communication broken

6.3.3{1.2.6 ) ing with commands

If the den X6 ds at a too high rate, the command layer at the receiver may not be|able
to fetch the~xcoming wlime. In this case the sequence layer on the receiver side drops newly
arriving framesa all send an acknowledgement of the last correctly handled frame and a rcpn=3

back tp the sender:
This causes-the sender to repeat the dropped frame, and the receiver gains some time to handl¢ the
request. T
This shall not be misused as a flow control mechanism, flow control shall be done in higher layers.
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Sender
m1 (rsnr=j ,rcon=2, ssnr=i ,scon=2)
m2 (rsnr=j ,rcon =2, ssnr=i+1, scon =2)
m3 (rsnr=j ,rcon =2, ssnr=i+2, scon=2)

Receiver's command

md(snr=i+1 rcon=13 sspr=i _scon= ’))

layer did not fetch m2
yet, so drop m3 and

repeg

6.3.3

For enmpbedding of SDO in cyclic data (PollRequest a

Comm

mb5 (rsnr=j ,rcon =2, ssnr=i+2, scon=2)

t data from history

request repeat.

buffer

Figure 47 — Error Flooding with asynchrono

2 Embedded Sequence L

and Layer is reserved for EPL Sequence La

Table 36 — EPLSequence erforembedding of

DO in cyclic data

ata

Bit Offset
Byte Offset 7 L 6 | \5 \\\4 N3 | 2 1 0
0 { ( q\i\enc rr\Qe} Connection
1. N\ aN bemmap)d Layer Protocol
Rema k'
Using f bits &’and 7 eases the handling of sequence number. The
seque ohe by increasing the whole byte by four. This
incren bits.
Remafk:
Only o oth directions is suitable, because the communication is embedded in
the cy¢li fore it is guaranteed that there are messages in both directipns.
EPL Sequence Layer for embedding of SDO in cyclic data
Field Description Value
SequenceNumber snr Shall be increased by one with each 0 ..63
new request frame.
Con bt;Ul I CUIl ShUVVD thc diffCl Tl It ol ICbtiUl I btdtcb G Nu oo IUbtiUl I
1: Initialization
2: Connection valid
3: Error Response
(Retransmission
Request)
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6.3.3.2.1 Connection

6.3.3.2.1.1 Initialization of Connection

Connection is not initialized (e.g. after power up). The server has shut down the connection to this
client. Now client and server know that the connection is down. “?” is used for counters that shall be
ignored.

Client Server

Server cannot
iately,
poll
to be
er the
b that
e for

Conngction is shut down

m1(snr=? ,con=0)

m2 (snr=7? ,con=0)

Cllient requests m3 (snr=i ,con=1)

initialization. m4 (snr=? , con=0) \\x
. _ Server respondls with
mS (snr=i , con=1) K/\,\ the same conrjection
m6 (snr=i ,con= code and the pame
\/ G sequence nupnber
) . m7 (snr =®r\=
Client|sets connection to

m9 WI N co@ . Server respondls with
=@/ valid connegtion

tioh of embedded connection
After this the conr@ i
The sg ¢ i ted until the connection initialisation has been completed
No coinmand shalkbe ring the initialization.
6.3.3
When stablished the client is allowed to send new request frames. Client and
server SYS sent frames in some sort of a history buffer.
Itis pg uest frames in advance from client to server in consecutive cyclic frameg,
even if s to'the preceding requests have not yet been received. The response framgs

then afe received some cycles later than the corresponding request frames.
If therg is.nothing to send, the most recently sent packet shall be repeated.

To make the error recovery (see next subclause) for this protocol work, the client has to know how
many responses the send history on the server holds. This history size parameter can be read from
the object directory, the default value is 1.

The client holds a send history to be able to regain a lost response by repeating the request.

With a send history size of n in the server and a send history size of m in the client, the client shall not
forward more than min(m, n) requests before receiving the response.

Sample with six new request frames:
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Client Server
repeating last telegram m1(snr=i ,con=2)
until there is a new one -
m2 (snr=i ,con=2)
m3 (snr=i ,con=2)
m4 (snr=i ,con=2)
mbElepnr—i 4.1 n—_2\
TTTEET N W o =7
m6 (snr=i ,con=2) (

m7 (snr=i+ 2, con=2)

m8 (snr=i ,con=2) \
m9 (snr=i+ 3, con =2) /\ X

m10 (snr=i+ 1, con = 2) \
m11 (snr=i+4, con=2),\ m

< WHS con =2)

=i+6,con=2)

\\) m20 (snr =i+ 6, con = 2)

m21 (snr=i+ 6, con = 2)

N

m22 (snr =i+ 6, con = 2)

Figure 49 — Normal embedded communication
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6.3.3.3 Errors
6.3.3.3.1 Error: Request Lost

If server detects an unexpected sequence number, that is not 1 higher than the last correctly received
sequence number, it responds with connection code 3 and the sequence number of the last
successful received frame. The client then has to repeat all frames starting after the sequence number
of the last successful transferred frame.

Client Server

m1 (snr=i+ 1, con = 2) N\

ra

m2 (snr=i ,con=2)

m3 (snr=i+ 2, con = 2)

x\& Request i+2
m5 (snr =i+ 3, con = 2) m
mé (snr i+ 1, cong 2) \d O Server detdcts
unexpectgd
m7 (snr =i+, coms sequence number
» GO Server again detects
unexpectgd

lost

clignt repeats from
histqry buffer starting
with i+2

N - =
client fepeats again from m10 (snrxixd, con ?\’f
histgry buffer starting
v Q TNEOF 3cop=2) Server drops second
< m1}~inr> +2,con=2) repeat of it2

m*3 (snr# i+ 3, con =2)

sequence number

m14 (snr=i+ 2, con =2)

m15 (snr=i+ 4, con =2)

m16 (snr=1i+ 3, con =2)

Figure 50 — Error embedded request lost
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6.3.3.3.2 Error: Response Lost

If the client detects an unexpected sequence number that is not 1 higher than the last correctly
received sequence number, it has to repeat that frames with connection code 3 for which no response
was received.

Client Server

mil(snr=i+1.con=2)

m2 (snr=i ,con=2)

m3 (snr=i+ 2, con = 2) /\<

m4 (snr=i+1, con = 2)

m5 (snr=i+ 3, con = 2)

Response i+2 lost —‘<
m6 (snr=i+ 2, con =

m7 (snr=i+4,con=2 /\
Client detects ( (7

X,

2 @f

Clien] repeats the other ,con= 2)
rmessages too \/>
: < r— i+2,con=2)

m1§ (snp=i+ 4, con=3)

\>m16(snr= i+3,con=2)

m17 (snr=i+5, con = 2)

unexpected sequence

numper, so it repeats
telegrpm i+2 until it gets
he response

Server dropg the
already recejved
frames, and gends
the responseq from
its history biffer

Clignt goes oR with
normpl icati

m18 (snr =i+ 4, con = 2)

Figure 51 — Error embedded response lost
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6.3.3.4 Handling of Segmented Transfers

6.3.3.4.1 Segmented Download from Client to Server
For SDO embedded in cyclic data each new frame requested by the client shall be responded by the

server. In the case of a segmented download from the client to the server, the client will produce more

command frames than the server.

So the server shall acknowledge the sequence numbers with dummy frames that contain Command
ID "NIL", while the segmented transfer is running.

Client Client Server Server
CommandLayer Sequencel ayer Sequencel ayer /\( Commandla

yer

c1 (seg=init, cmd)

m1 (snr=i+ 1, con=2,(c1))

c2 (seg=segm, cmd

m2 (snr=i ,con=2)

m3 (snr =i+ 2, con = 2, (c2))

/\N@‘it,

D

g\

s1 (dummy)

c3 (seg=segm, cmd

s2 (dummy)

c4 (seg=comp, cmd

§ (sé\%(cmd

‘\g(seg=segm, cmd

s3 (seg = segm)

s3 (dummy)

c4 (seg=comp, cmd

s4 (resp)

s4 (resp)

O

72N

igie 5

W+ 4, con = 3, (s4))

edded segmented download
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Segmented Upload from Server to Client

In the case of a segmented upload from the server to the client the server will produce more
commands than the client. To provide the server with enough sequence numbers the client shall send
dummy commands that contain Command ID "NIL", to the server until the upload is complete.

s2 (seg = segm)

Client Client Server Server
CommandLayer Sequencelayer Sequencel ayer CommandlLayer
c1 (cmd)
mil(snr=i+1 . con=2 (cl))
m2(snr=i ,con=2) cf emd) /7N

c2 (dumm s1 sAnit

( il m3 (snr =i+ 2, con = 2, (c2)) < \i\(\
s1 (seg = init) m4 (snr=i+ 1, con =2, (s1))
¢3 (dummy) \ng\)\

mb5 (snr =i+ 3, con = 2, (c3))

c4 (dummy)

s3 (seg = segm)

mé (snr=i+ 2, con?f)z*\
m7 (snr=i+4, con = (c4§7

c5 (dummy)

s4 (seg = comp)

\3\(3% segm)

4 (dummy)

s4 (seg = comp)

c5 (dummy)
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6.3.4 SDO Command Layer

Tasks of the EPL Command Layer

. Addressing of the parameters, e.g. via index/sub-index or via name
o Provide additional services

. Distinguish between expedited and segmented transfer

The EPL Command Layer is embedded in the EPL Sequence Layer. If a large block is to be
transferred the EPL Command Layer has to decide whether the transfer can be completed in one
frame (expedited transfer) or if it must be segmented in several frames (segmented transfer). Further it
has to know whether an Upload or a Download should be initiated.

For all transfer types it is the client that takes the initiative for a transfer. The owner of the accessed
object pictionary 5 the server of the Service Data Object(SDO)Either the cifentor the Server,can

take the initiative to abort the transfer of a SDO. All commands are confirmed. Thie remqte result
param equest must
be exe

Figure

AN
Segmen
Complete

> Expedited

Segmented
[ initate |

1 Abort |—| Expedited |

5 nformation Structure EPL Command Layer
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EPL Command Layer Protocol

This subclause defines the fix part of the EPL Command Layer protocol.
The EPL Command Layer is structured in the following way:

Table 38 — EPL Command Layer

PAS 62408 © IEC:2005 (E)

Byte Bit Offset
Offset 7 | 6 | 5 | 4 [ 3] 2] 1 ] o0
0 reserved Fixed part
1 Transaction ID
2 Res Abort | Segment reserved
ponse ation
3 Command ID /‘
4 -5 Segment Size /\
6 -1 reserved
8 -1t Data Size (only if Segmentation = Initiate) Q \ \ Va@able part
(8 + 4fd) Command ID specific header N\‘gmmand ID dpecific
— k- part

k_14P5

Optional Payload Data /

k= Lengllth of Command ID specific header; k < 1465

d: if seg|= Initiate d =1 \)
else d=0
Table 39 — EPL Comam ayexField.Interpretation

Field Abbr. | Description Value
reserved res Reserved \EQN N\Z 0
his bydeNs u enembedding the
h Dp\in cyglic data (subclause 0).
Transgction ID ti Unambiguous transaction ID for a 0-255
mmand\Changed by the client with
every new command.
Respohse ost/'Response 0: Request
(\ 1: Response
Abort The requested Transfer could not be 0: transfer ok
<\ >ompleted by the client/server 1: abort transfer
Segmentatio > seg Differentiates between expedited and 0: Expedited Transfer
segmented transfer 1: Initiate Transfer
2: Segment
3: Transfer Complgte
Command.\D cid Specifies the command see Table 43
Segmenf Size SS | nng’rh of segment data 0 —1458
Counting from the end of the command
header (beginning with Byte Offset 8)
Data Size ds Contains the number of bytes of the 0-2%-1
transferred block.
Counting from the end of the command
header (beginning with Byte Offset 8)
Only used for the Initiate Transfer
Frame (seg = Initiate)
If ds = 0000h, the size is not indicated
Command ID specific Specifies the command referenced by | see subclause6.3.4.2
the cid.
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The Transaction ID can be used to support several logic channels parallel via the same UDP socket. It
is therefore not necessary to open several tasks as it is usual for UDP sockets.

The Segment Size (ss) indicates the length of the segment in the command layer, i.e. the valid data
length in the command layer. A minimum size of 256 bytes must be supported by every device. A

maximum of 1458 bytes (i.e. 1500 byte payload data for the Ethernet frame) may be supported. The
client can use the command "Maximum Segment Size" (see 6.3.4.2.4.1) to get the maximum usable
size for a communication to a server.

Ethernet Msg. EPL EPL Ethernet
Header I? LB Type | Sequ. | CommandLayer PrpozelbeL CRC
e 0Pt
o2 apoc
Part|gize| SPEC-

For Initiate Domain (seg=1) the number of bytes to be transfe

Data Size field. Therefore the offset for the Command ID g

(Segmented Transfer).

9

N\

)

is indicated in the
xpedited Transfgr) or 8
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6.3.4.1.1 Download Protocol
The download service is used by the client of an SDO to download data to the server (owner of the
object dictionary).
ExpeditedDownload | ranster(commandiayer)
Client Server
ExpeditedTransfer
request |-» tid rsp| a | seg cid Ss cidspecific payloaddata Ly indication
y 0|0 |exp. X header
Transferresponse
confirmation | tid rsp[ a | seg cid ss |,
y TTOexD: X
DomainDownloadTransfer(commandlayer)
Client
InitiateDomainTransfer
tid rsp[ a | seg cid Ss datasi cﬁs%;iﬁ Wte T
refluest —» y olo/linit. . \1& s r\ >{ indicatiop
Segment,\ ( (7 \)
tid rsp[ a | seg cid SS! payloaddata N
repuest [ y 0|0 | seg. /\< < > é @ R —»| indicatiop
tid Irsp| a | seg cid S payloaddata -
refuest | ” 00 |seg. ( X~ \ > indicatioh
I\ (T DomalnT rangfercomplete
tid \a\ seg cid ss payloaddata N
refluest /\X \ 0 )0 bo\m \> »{ indicatioh
D.
\//\\/\ }ansferresponse
confirnpation € (gh\\ rs1p\8\ seg Chl ss < responsg

In an gxpedited

exp.

X

a segmented

services precede
. response/confirm, indicating the successful completion of a normal download sequence].

O¥ are downloaded as a sequence of zero or more Download SDO Se

er. In
gment

Initiate SDO Download service and followed by a Transfer Complete frame.
The sgquence is termihated by:

o An Abort SDO Transfer request/indication, indicating the unsuccessful completion of the
download sequence.

The SDO Sequence Layer is not shown in Figure 56. There may be more frames involved in the

initialization of the SDO Sequence Layer, see subclause 6.3.3 for details.

6.3.4.1.2

The Upload service is used by the client of an SDO to upload data from the server.

Upload Protocol
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ExpeditedUpload I ranster(commandiayer)

Client Server
UploadTransfer
tid rsp[ a | seg cid ss cidspecific R
request > y 0|0 |exp. . [ > indication

confirmation <

ExpeditedTransferresponse

tid rsp[ a | seg cid Ss payloaddata
y 1(0 | exp. X

confirn|

confirny

confirny

confirn|

If an ekpedited 0 l, the service concludes the upload of the data set identified &

cid spgcific h 3 ponding data is confirmed. In a segmented transfer, SDOs are

uploaie z s or more Upload SDO Segment services preceded by an Initiate

Upload s by a Transfer Complete frame. The sequence is terminated by:

o The Tra plete frame, indicating the successful completion of a normal upload
sequence:.

DomainUploadTransfer(commandlayer)

Client rver

UploadTransfer

tid rsp| a | seg cid ss cidspecific /\ “ indicati

y 0|0 |exp. X header

uest >

InitiateDomainUploadTransfer

. tid rsp[ a | seg cid cll datagize p addata
hation (€ y 110! it . < \() € respons
~N \

Segment /
. tid Irsp| a | seg cid \ loaddata”
ation € y 1|0 | seg. )/ & [ respons:
<\ ‘ X ™~ )
. tid rsp[ a | seg v \_,péyloaddata
ation € y 1[0 seg. & [« respons
R Do al ransferco ete
hation x ERISERREIE] respons

\/

nd layer: Typical Upload Transfer

An/Abort SDO Transfer request/indication, indicating the unsuccessful completion of the U

sequence.

[ response

y the

SDO

pload
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6.3.4.1.3 Abort Transfer

The Abort Transfer service aborts the up- or download of the SDO referenced by the Transaction ID.
The reason is indicated.

AbortTransferClient>Server

Client Server
request/ | Upload/DownloadProtocol(Expedited, Initiate, Segment,End) indication/
confirmation response
AbortTransferrequest
tid rsp[ a | seg cid ss AbortCode R
request y 0l1|exp. . indication

AbortTransferServer->Client

Client Server
reqpesty | Upload/DownloadProtocol(Expedited, Initiefe, SegmentEnd) | indicatiofy

wr

confirmpation | \) | respons
AbortTransfeR st /\

confirnpation < ti;j responsge
The Abort service@ ' e ice xpay be executed at any time by either the client ¢r the
server|of a SDO. If the t sonfirmed service outstanding, the indication of thg abort

is taken to be the ¢

\ \\\ Bit Offset

< Bneofeet Y 7 [ 6 | 5 [ 4 | 5 [z [ 1] 0
W \ reserved
< N/ tid

C
N2 rsp | Abort seg reserved
N vl :
3 cid
4-5 Segment Size
6-7 reserved
8-11 Abort Code
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Table 41 — Abort Transfer Frame Field Interpretation

Field

Abbr. Description Value

Abort Code

ac Reason of the abort see Table 42

The abort code is encoded as UNSIGNED32 value.

Table 42 — SDO Abort Codes

Abort code | Description

0503 00004 reserved

0504 0000,, | SDO protocol timed out.

0504 0001y Client/server Command ID not valid or unknown.

0504 002, | Invalid block size. T~

0504 ('003,1 Invalid sequence number. /\\ .

0504 (004, | reserved NN

0504 ('005,1 Out of memory. \ \/

0601 qOOO,1 Unsupported access to an object. < \ >

0601 J001, | Attempt to read a write-only object. /\\ \\ \

0601 002, | Attempt to write a read-only object. N \

0602 Q000;, | Object does not exist in the object dictiong(y.

0604 041, | Object cannot be mapped to the PDO

0604 042, | The number and length o/th‘e\obje/o’rs\to ;;e m#ppéd)/vou/&exceed PDO length.

0604 043, | General parameter mcombeybﬂm( \ \ /

0604 047, | General internal incompatit}ui}y in ﬂ’}e\?}g\/icé\

0606 000, | Access failed due to an hakdwa(exgrro \ >

0607 q010, | Data type d(?e’s\n\ot rpateh\h?{]gﬂx\ofﬁervibg parameter does not match

0607 012, | Data typei\doés\nowatch, k{ h of ser?icﬁ parameter too high

0607 q013,, | Data type} db@N\@{mathﬁkenﬁtt{Bﬁseﬂice parameter too low

0609 4011, | Syindexdoes not exist: )

0609 40304, Vahe/r/ang}\okpa?&@efege@eded (only for write access).

0609 031, Vaye\bf\pa?a@éw\r w‘ﬁft\eg\tdo high.

0609 (032, | Vale of patameter witteh too low.

0609 4036, Méxi@{m\/ahw\isﬁsss than minimum value.

0800 0000H~, | ‘Gengralerrar

0800 (0205 \DQa‘s\Eant/Be transferred or stored to the application.

0800 q021,, ta ca\\not be transferred or stored to the application because of local control.

0800 Q0224 Datacafinot be transferred or stored to the application because of the present
device state.

0800 0623,—|-Object dictionary-dynamicgeneration faits-or-no-object dictionary-ispresent{e-g-

object dictionary is generated from file and generation fails because of a file error).

The abort codes not listed here are reserved.

6.3.4.2

Commands

This subclause describes the Command ID specific part of the EPL Command Layer.
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The following commands can be used to access the parameters of a server:

Table 43 — Command Services and Command ID

Command Description Command ID M/O

NIL Not in List Oh M

SDO Protocol Service data object

Write by Index Write a parameter, addressing via index/sub- 1h M
index

Read by Index Read a parameter, addressing via index/sub- 2h M
index

Write Al by Index Write a parameter, addressing via index, all 0]
sub-indices

Read Al by Index Read a parameter, addressing via index, all @ o
sub-indices \

Write by Name Write a parameter, addressing via name ™\ \ ﬁh 0

Read by Name Read a parameter, addressing via name \ RN \6r\/ 0

File Transfer X

File Write Simple file transfer ( (7 \/ 20h O

File Réad Simple file transfer (\\// [\ \ 21h [6)

_ O XY
Variallle groups

RIS
Write Multiple Write multiple parameters,within one 31h o
Paramleter by Index command, addressipgvia index(sup-index

Read Multiple ead\mulfip amaters within one 32h 0
Parameter by Index n commargd, addressiqg via ingex/sub-index

I \ ~~—"
Paranjeter Servigés\

Maximjum SegmentSize\ hahge!the maximum segment size 70h CGond.’

Link Nme to IndeA E‘S;{ bjects snly accessible via name to an 71h o

index/stik-indgx

Manuiact}ugr\s\pe(\:\iﬁ‘& \ 80h - FFh o

NN

® Conditional: Only necessary if a segment size > 256 Byte should be transferred
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6.3.4.2.1 SDO Protocol
6.3.4.2.1.1 Command: Write by Index

Using the Write by Index service the client of a SDO downloads data to the server (owner of the object
dictionary). The data, the multiplexor (index and sub-index) of the data set that has been downloaded
and its size (only for segmented transfer) is indicated to the server.

Table 44 — Command: Write by Index Request

Bit Offset

Byte Offset 7 \ 6 \ 5 | 4 \ 3 | 2 \ 1 \ 0
0-7 Command | ayer (fixed part)
8—-11 Data Size (only if Segmentation = Initia(t’e)
8+4*d Index N
AR
10+4*d Sub-Index ™\ \
11+4*d reserved \ \ \ N

12+4*d — 1465 Payload% \\ >

d: if seg = Initiate d =1
else d=0
Table 45 — Write @x{é@%t Field tation

Field Abbr. Description Value

Index i Specifies an ent(? of the déx«ée\obj\sgt dictionary 0-65.535

Sub-Index si Spexifies a comenel\t 67\@ dé\@%\gﬁject dictionary entry | 0 —254
)

6.3.4{2.1.2 Command:
Usingthe Read by Index|servi i lient.

The multiplexor (i a
server,
(\Q&e 6 — Command: Read by Index Request

\ Bit Offset
ByteOffset N " { 6 | 5 | 4 | 3 | 2 [ 1 ] O
Q—Y\ \ Command Layer (fixed part)

&\ 9\ Index
\m\) Sub-Index
11 reserved

Table 47 — Read by Index Request Field Interpretation

Field Abbr. Description Value

Index i Specifies an entry of the device object dictionary 0 -65.535

Sub-Index Si Specifies a component of a device object dictionary entry | 0 — 254
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Command: Write All by Index

Using the Write All by Index service the client of a SDO downloads data to the server (owner of the
object dictionary). The service addresses all sub-indices (except sub-index 0) of the indicated index.
The length of the payload data must confirm to the length of data for all sub-indices and all sub-indices

must be writable.

Table 48 — Command: Write All by Index Request

Bit Offset
Byte Offset 7|6\5\4\3\2|1\o
0-7 Command Layer (fixed part)
8 __ 11 Data Size (nnl\]/ if Qngmnnfnﬁnn = Inifinfn\

10+4*d reserved

8+4*d Index
9+4*d (\( ~
N

11+4*d reserved /\ \

12+4*d

— 1452 Payload 9@\ \

d: if seg = Initiate  d = 1 \ \>
else d=0

Table 49 — Write All by Index Req est(f-'yeld tati
Field Abbr. | Description \/ / /\ Value
Index i Specifies an entry 6§the\c¥a ce ob((ect dﬁt\:tlo\*rdry)\/ 0-65.535

6.3.4121.4 Command: Rea

Using the Read All by Index service the cI nt
client. [The service addresse

indice$ must be rea

uests that the server upload data to the
index 0) of the indicated index. All sub-

ead All by Index Request

& ) & . Bit Offset

ByteOffse(\/\QM\vys\4\3\2|1\o

0 —{ \ ) Command Layer (fixed part)

/8\9

\ Index

\/ reserved

\\>

Table 51 — Read All by Index Request Field Interpretation

Field Abbr.

escription Value

Index i

Specifies an entry of the device object dictionary 0—-65.535
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6.3.4.

2.1.5 Command: Write by Name

Using the Write by Name service the client of a SDO downloads data to the server. The data, the
name of the data set that has been downloaded and its size (only for segmented transfer) are
indicated to the server.

Table 52 — Command: Write by Name Request

Bit Offset
Byte Offset 7\6\5|4\3|2\1\0
0-7 Command Layer (fixed part)
8—-11 Data Size (only if Segmentation = Initiate)
3+47d Oftset Payload Data
9+4*d (k) /(\
10+4*d Name
k-1
4-aligned

k = Offspt of the name length; k < 1464, 4-aligned

d: if seg|

k — 1465 Payload‘&ata\\\\\\)
S %

= Initiate d=1

else d=0 Q
Table 53 — Write @&t Field Interpretation
Field Abbr. | Descriptiop Value
Offest 4

Payload Data | opd Specifies the beginning-okthe payload data (in bytes) | 0 — 146
in this seg en ting\froot end of the fixed
<\00\ man derbeginning with Byte Offset 8)

ow

. The name

may not bete
. Thedefiniti@a e in IEC 614312

o gnificant in identifiers, e.g. A_BC and AB_C are different iden
o bedded underlines are not allowed.
o ot contain embedded space (SP) characters.
o gast six unique characters of shall be supported in all systems
. The paylead datza’must be 4-byte-aligned. Therefore the name may have to be be padded.

M\ Spé‘cif'tes\anw device object dictionary see be
y-a \0

These are:

o)

\
Wntifiers are adapted to the name conventions'{.

ifiers

D not

The V!rite by’Name service is defined to access application objects (e.g. global variables) that d

have

n index/sub-index

6.3.4.

2.1.6 Command: Read by Name

Using the Read by Name service the client of a SDO requests that the server upload data to the client.
The name of the data set whose upload is initiated is indicated to the server.

10

shall not be used as a parameter name. EPL does not define further keywords.

The IEC 61131-3 defines several keywords utilized as individual syntax elements. These keywords
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Table 54 — Command: Read by Name Request

Bit Offset
Byte Offset 7| 6 [ 5 | 4 | 3 | 2] 1]0
0-7 Command Layer (fixed part)
8—-11 Data Size (only if Segmentation = Initiate)
8+4*d Name
k
k < 1465
d: if segp=-tnitiate—et
else d

=0
Table 55 — Read by Name Request Field Interprt?at@(\

Field Abbr. | Description

Name| | N Specifies an entry of the device object dictionary \ \sge\Qub\s@u)e 0

The payload data must be 4-byte-aligned. Therefore the name ay\% e padded.

6.3.4.2.2 File Transfer

A simple File transfer protocol is defined.

For filg access, in addition to to the name
extended with the characters:
° l/ll and ll\ll

3l

valid character set is

A file gpen/close service is ot de
Command IDs.

6.3.4)2.2.1 o
The File Write pro
. File open

. File seek
. File writ
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Table 56 — Command: File Write Request

Bit Offset
Byte Offset 7 | e | 5 4 | 3 | 211 ]o0
0-7 Command Layer (fixed part)
8-11 Data Size (only if Segmentation = Initiate)
8+4*d Address
9+4*d
10+4*d
11+4*d
12+4*d Offset Payload Data
13+474d ()
14+4*d reserved
15+4*d
16+4*d File Name \/
k-1
k — 1464 Payloadﬁ&qta
k = Offspt of the payload data; k < 1464, 4-aligned
d: if seg|= Initiate d =1
else d=0
Table 57 — File Write Re st\Fie In retation
Field Abbr. Descrlpt\aQ Value
Address addr | Address yf’fﬁe da\a\fh)Q\ t\e\beglnnlng of the file. | 0 — 2%%-1
Offest[Payload Data |opd Specifies\the beginnin aN\h/e>payload data (in 0- 1464
bytes)in this segment, counting from the end of
the fixed and headeér (beginning with Byte
N\ _JOffse(®
File Narme
The Agidress field indj
6.3.4]2.2.2
(\ Table 58 — Command: File Read Request
NN Bit Offset
~Byteofieet  h 7 | 6 | 5 [ 4 | 3 [ 2 [ 1] 0
07 Command Layer (fixed part)
8—-11 Data Size
(onh/ if Scaameaentation = Initiata)
AP A gAY hhikhhehhd 4
8+4*d Address
9+4*d
10+4*d
11+4%d
12+4*d File Name
k

k < 1465
d: if seg = Initiate
else
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Field Abbr. Description Value

Address addr Address of the data from the 0-2%1
beginning of the file.

File Name fn File name (complete path)

6.3.4.2.3 Variable groups

6.3.4.2.3.1 Command: Write Multiple Parameter by Index

Using the Write Multiple Parameter by Index service the client of a SDO downloads multiple data sets
to the server The data the multiplexor (indm( and th-indpx) of the data sets that are downloaded

and the size of the transfer (only for segmented transfer) are indicated to the seryer:

6.3.4.2.3.1.1 Write Multiple Parameter by Index Request
Table 60 — Command: Write Multiple Parameter by Index Retues
Bit Offset < R >
Byte Offset 7 | 6 | 5 | 4 |/&\|\2\|\1 Moo
0-7 Command L@Q rt
8- 11 Data Size (only yf/Segm\r\te\meQ In\t{at&
8+4*d Byte Offset xt ta
9+4*d
10+4*d
11+4*d
12+4*d W}’/‘“
13+4d /\ %
14+4*d N ub Index
15+4*d Meﬁed Padding
Length
16+2d,/ \> Payload Data
k (4- a\gn\\q X Byte Offset of next Data Set
N (m)
ICEE
k+4 Index
k+5
k+6 Sub-Index
K+7 reserved Padding
Length
k+8 Payload Data
m-1
m (4-aligned)

d: if seg = Initiate d =
d=

else
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Table 61 — Write Multiple Parameter by Index Request Field Interpretation
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Field Abbr. Description Value
Byte Offset of o2d Byte Offset of the next data set. The value is the absolute | 0 — 2°°-1
next Data Set Offset, counting from the end of the fix command header
(beginning with byte offset 8)
If 02d=ZERO the last data set has been reached.
Index I Specifies an entry of the device object dictionary 0 —-65.535
Sub-Index Si Specifies a component of a device object dictionary entry | 0 — 254
Padding Length | pl Number of padding bytes in the last quadlet (4-byte word) | 0 —3
of the payload data
reserved res Reserved for future use. /\ 0
6.3.4.2.3.1.2 Write Multiple Parameter by Index Respons
Table 62 — Command: Write Multiple Parameter by Index Respons
Bit Offset \ \ )
Byte Offset 7 \ 6 | 5 \ 4 |<3\\Lg\‘\ \ | 0
0-7 Command )‘ayer@x@b%n)\\/
8- 11 Data Size ( onlyﬂf Seginen i&}ilniﬁxate)
8+4*d \/&d
ATED >
10+4*d L Sub-index /
11+4*d Sub- reserved
Abort <
12+4*d W) SubAbort Code
134470 N\ \)\}
14+4%d
e ]
16+4;q§ Index
17+{Qd \b
@*4\?1\ \ x Sub-Index
*d TN\ Sub- reserved
&\ Abort
\z@t*d\ Sub-Abort Code
21+4%d_/
22+4*d
23+4d
24+4*d

d: if seg = Initiate
else



https://iecnorm.com/api/?name=74903a6a0cfcfb8ae931cf96e15e5c14

— 140 - PAS 62408 © IEC:2005 (E)

Table 63 — Write Multiple Parameter by Index Response Field Interpretation

Field Abbr. | Description Value
Index i Specifies an entry of the device object dictionary 0-65.535
Sub-Index Si Specifies a component of a device object dictionary 0-254
entry
Sub-Abort a The requested transfer could not be served by the 0: transfer ok
server 1: abort transfer
reserved res Reserved for future use 0
Sub-Abort Code | sac Reason of the sub-abort see Table 42

In the response a list of all invalid object accesses is transferred.
The Abort flag (a) in the Command Header is set to signal a general error conditign.

The list entries consist of the index and sub-index of the object, a Sub-Abort flgg| (sa), corresponding
to the fesponse of the Read Multiple Parameter command (next subclause), « ub-akort dode
(sac).
If all agcesses are valid and processed by the server the Abort flag (a)iq the respogse’is not sétland
the command specific header is empty, i.e. the list of faulty accesses(is em

6.3.4{2.3.2 Command: Read Multiple Paran:

Using the Read multiple parameter service the client of a S fat t e dd
multiple data sets to the client. The multiplexor (index and sup=i H a sets whose uplpad is
initiated is indicated to the server.

6.3.4.2.3.2.1 Read Multiple Pata

Table 64 — Command: Read.Mu Parameterby Index Request

t O)fset

Byte Offset Zt> \ 3 \ 2 \ 1 \ 0
0-7 Commé?ﬁ Layer (fixed part)
8—11 [ \D&Qa Sg\(“o/ly if Segmentation = Initiate)

::{?& KJ\X\/ Index

10+é/a\ Sub-Index

)/4+\4\q \ reserved
NN | N\ Index

%ﬁ*d\ Sub-Index
1 5+Z*d\/ reserved

16+4°d

d: if seg = Initiate d =1
else d=0

Table 65 — Read Multiple Parameter by Index Request Field Interpretation

Field Abbr. | Description Value
Index i Specifies an entry of the device object dictionary 0-65.535
Sub-Index | si Specifies a component of a device object dictionary entry 0-254
reserved res Reserved for alignment 0
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6.3.4.2.3.2.2
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d: if seg|

else

Read Multiple Parameter by Index Response
Table 66 — Command: Read Multiple Parameter by Index Response
Bit Offset
Byte Offset 7|6|5\4\3\2|1\0
0-7 Command Layer (fixed part)
8-11 Data Size (only if Segmentation = Initiate)
8+4*d
9+4d Byte Offset of next Data Set
10+4*d (k)
11+4*d N
12+47d Index Q
13+4*d ¢\ &
14+4*d Sub-Index \
15+4*d AStl)Jé);t reserved {\\ \\ \ia;\dnqgl%a
16+4*d \/
. Payload Data / b ort de
k-1
k S
k+1 Bg@ ta Set
k+2
k+3
k+4
5 l Index
ko8N N > > Sub-Index
k:?‘/\/ <\/§§Qbrt\\/\ reserved IT_ae(:%Thg
8\ S %
(\ \ Payload Data / Sub-Abort Code
N
RN
SN

='lnitiate
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Table 67 — Read Multiple Parameter by Index Response Field Interpretation

Field Abbr. | Description Value
Byte Offset of | 02d | Byte offset of the next data set. The value is the 0-2%-1
next Data Set absolute Offset, counting from the end of the fixed
command header (beginning with Byte Offset 8)
If 02d=ZERO the last data set has been reached.
Index i Specifies an entry of the device object dictionary 0-65.535
Sub-Index si Specifies a component of a device object dictionary 0-254
entry
Sub-Abort sa The requested transfer could not be served by the 0: transfer ok
server 1. abort transfer
Padding pl Number of padding bytes in the last quadlet (4-byte 3
Length word) of the payload data
reserved res Reserved for future use /\ 0
Sub-Abort ac Reason of the abort sée Table’42
Code (\
. N\
6.3.4.2.4 Parameter Services
6.3.4)2.4.1 Command: Maximum Segment Si

The Maximum Segment Size indicates the maximum Je

The mjnimum segment size that must be
server|can handle more than 256 bytes
segmgnt size.

d the

7N S0 | Bt Offset
Byte Offset \_ 7\‘“@\1\\1”4 \ 3 | 2 \ \ 0
0-7 \ Command Layer (fix part)
8<9> < \ MSS Client
10 Y1 MSS Server
(\&kkle 9 — Maximum Segment Size Field Interpretation
Field rlp‘t/on Value
MSS I|e Wn§sc \M\s/bf the client 256 — 1458
MSS Server SS SS of the server 256 — 1458
:%flooooh the length is not indicated (request from client to
server)

remaining bytes are needed for the protocol overhead (IP UDP, EPL Sequence Layer and the fixed

part of the EPL Command Layer), see 0.

In the request frame from the client the mssc is indicated to the server. The msss is set to ZERO and

therefore not indicated.

In the response the server repeats the mssc of the client and indicates its own msss.
Both, client and server, must compare the mssc to the indicated msss and must calculate the

minimum of both. This is the used MSS.
Used MSS = min {mssc; msss}

6.3.4.2.4.2

Under consideration.

Command: Link Name to Index



https://iecnorm.com/api/?name=74903a6a0cfcfb8ae931cf96e15e5c14

PAS 62408 © IEC:2005 (E) — 143 -

6.3.5 SDO Embedded in PDO

It is possible to embed the SDO in the cyclic PDO. The embedded SDO is used as a container
mapped into the PDO. The Read/Write by Index command protocol is used to access the data.

The Header of the container starts with the fixed part of the EPL Command Layer protocol but

. the reserved field in the Command Layer for the asynchronous period (Byte Offset 0) is now
used for a simple Sequence Layer.
. as the container has a fixed length, the valid data length has to be indicated. Therefore the field

"valid payload length" is inserted in byte-offset 7 (original a reserved byte).
Up to 255 bytes of payload data can be transferred in a container.

Bit Offset
Byte Offset 7 | 6 \ 5 \ 4 \ 3 \ N \@\
0 Sequence Layer embedded i(PD\O\ \
1 Transaction ID

2 Res- | Abort | Segmentation
e e <\\ \
3 Comd\b\\
4-5 (In )
6 (\ ub? };(d

| N
7 < <V§I|d(Payld{ad\Le’nqﬁh/

8 — (k-8) Peﬁ@ad\a@/
k = Length of container in byte
Table 71 (VVQe P'HK&{ gq\\uefw Field Interpretation
Field | Abbr. eéc\nphbn | Value

Sequence Layer

Commiand Layer /\

Transaction tid b| ous\ran ct|on ID for a command. 0-255
ID (\ M ch y the client with every new
Abort re ested Transfer could not be served by 0: Transfer ok
\k{e client/server 1: Abort transfer
Respon sp uest / Response 0: Request
1: Response
Segmeéntation Differentiates between expedited and segmented | 0: Expedited Trangfer
transfer 1: Initiate Transfer
2: Segment
3: Transfer Complete
Command ID | cid Specifies the command See Table 43
Command ID specific
Index [ Specifies an entry of the device object dictionary | 0 —65.535
Sub-Index Si Specifies a component of a device object 0-254
dictionary entry
Valid Payload | vpl Length of valid payload data in the container in 0-255
Length bytes.

The container needs a minimum 8 bytes of header information.
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Remark:

Though not indicated in the Table 70 it is possible (but not recommended) to perform a segmented
transfer in the container. In this case the data size field must be inserted for the initiate frame as
defined in the EPL Command Layer Protocol so the header length will be 12 bytes.

The embedded SDO transfer establishes a peer-to-peer communication channel between two
devices. If a device needs to transfer data using this method to several other devices it must establish
an SDO communication channels for each.

The client SDO container (CSDO) and the server SDO container (SSDO) parameter are described in
the SDO communication parameter object. For each SDO pair the communication parameters are
mandatory.

6.3.6 Object Description
6.3.6.1 Object 0422,: SDO_ParameterRecord (TY

The SDO communication parameter contains the following informations:

Table 72 — SDO Parameter Record (datm

Index| | Sub-Index | Field in SDO Parameter Record \ \\\ \  Data Tiype

0422h| | 0, Number of supported entries \ \ \ > UNSIGNEDS
T EPL Node ID of SDO client / S\ UNSIGNEDS8
2 EPL Node IDof SDOserver () DAVZ UNSIGNED38
3, Max. data length of the containex (incl. header) imbyte UNSIGNEDS
4, Server Responséq's\br\x&xor\en Re\qde istory size UNSIGNED6

(for sequence layer
6.3.6.2 Object 1200, \>

The SDO_ServerContainerPara j hich
the deyice is the server.

To map the contai

To allgw access by Wwaprie X ¢ i . i “ Q0K if
objectfindex is 1400y f .

6.3.6.3

The SPDO “€lien tainerParam_XXh REC objects contain the parameters for the SDOs for which
the deyice is thexclient \f thé entry is supported, all sub-indices must be available.

To map the_containerirthe PDO the corresponding index must be mapped.

To allgw@ceess by name “ _XXh” shall be replaced by a name index. Name index shall be “_00R” if
objectlindex is 1400, It shall be incremented up to * FFh” corresponding to object index 14FF,
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6.4 Process Data Object (PDO)

The real-time data transfer is performed by means of Process Data Objects (PDO).

PDO communication in EPL is always performed isochronously via PReq and PRes frames. The PRes
frames sent as broadcasts or multicasts following the publisher/subscriber scheme, while the PReq
frames with unicast addresses follow the master/slave relationship.

Data type and mapping of application objects into PDOs is determined by the corresponding PDO
mapping structures within the Device Object Dictionary. The mapping of application objects into a
PDO may be transmitted to a device during the device configuration process by applying the SDO
services to the corresponding entries of the Object Dictionary.

The length of PDOs of a device is application-specific and has to be specified via the corresponding
mappl ue) ubjcut.

There jare two uses for PDOs. The first is data transmission and the second data
PDOs|(TPDOs) and Receive PDOs (RPDOs) can be distinguished. Devices
PDO pgroducer or PDO masters and devices which are able to receive PDQs 3
consumer or PDO slaves.

smit
are

PDOs |are described by the PDO communication parameter and the f appi . Ror
each BDO the pair of communication and mapping parameter is mandatory.J%e-stru : ese
data types are explained.

o PDO communication parameter describes the communi

o PDO mapping parameter describes a mapping for gac jec Hai i to

bbject dictionary entries and vice versa

The inflices of the corresponding Object Dictj
rules

6.4.1 PDO Mapping

The PDO Mapping version is

It shall be used by PDO_TxMapp -~ XXH mitted
by the|producer with evefy PD 3 F

If the alue received by the
PDO_RxCommParam

The ugage of the PRO
The higher nibble s

ng

ble¥3 — Structure of the Mapping versions:

‘High wibble Low nibble
M\§in version Sub version

If the RDO Mappingss ¢hianged in a compatible manner e.g. expanding the PDO contents, the sub
versionI:NshouId be incremented.

PDOs |with'the same Mapping main version but different sub version should be accepted.

6.4.2 Container

A container may be used to exchange objects with complex data types (refer 6.3.3.2).

For every Container a referencing object shall be implemented. The index of the referencing object is
written in the corresponding PDO_TxMappParam_XXh_AU64.
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6.4.3 Multiplexed timeslots
EPL supports communication classes which determine the cycles in which nodes are to be operated.
. Cyclic

Cyclic data is exchanged in every single EPL cycle.
o Multiplexed

Multiplexed data is not exchanged in every single EPL cycle. For the whole set M of multiplexed
data from all nodes, only a limited amount of isochronous time slots S is reserved. Thus, each
cycle only S data frames of M are transferred. The next S data frames are transferred the
following cycle etc. S and M are configurable.

Although the multiplexed nodes are not processed in each cycle, they can monitor the entire data

transfe
This procedure can be used (e.g. in "Motion Control") so that a few master axes transmit their,agtual
positions to a large number of slave axes. The EPL unit for the master axes ig’configurede-cyclic.
The EPL unit for the slave axes is configured to ,multiplexed“. The master S Asmit r data
to the [monitoring) slave axes in each cycle. The slave axes also take parki nunication in a
slower| cycle.
This kind of nodes makes it possible to operate a very large nu%
Managing Node (MN)

Start Idle dle

Pefiod Period priod

£a

Multiplexed  Multiplexed Multiplexed  Multiplexed
Slot 1 Slot 2 Slot 1 Slot 2
Controlled|Node (CN)
The in
PDO_
es.

o per
6.4.4 Transmit PDOs

The TPDO communication parameters are described by indices PDO_TxCommParam_XXh_REC. A
CN has only one TPDO, therefore only the first index is implemented.

The TPDO mapping parameters are described by indices PDO_TxMappParam_XXh_AU64. A CN has
only one TPDO, therefore only the first index is implemented.

If sub-index 0 of the mapping object is 0 the RD Flag of the TPDO is reset (TPDO is invalid).

Sending PDO data is implicitly isochronous for a node in the state NMT_xS_OPERATIONAL. In

NMT_xS_READY_TO_OPERATE (isochronously communicating substate), PDO data are sent in the
same way, but they are not valid. (refer to 7.1.3 and 7.1.4).
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6.4.5 Receive PDOs

The PDO data released may be valid in the nodes in the state NMT_xS_OPERATIONAL and
transfered to the communication objects assigned to them by the RPDO mapping parameters. The
application accesses the received PDO data by reading out these communication objects.

If the length of the data actually received is less than the length of the mapped objects the received
data has to be ignored and a fault situation occurs.

6.4.5.1 PDO via PReq

PDO via PReq transmission follows the master/slave relationship as described in 2.3.1.
PDO via PReq is carried out according to the following protocol.

EPIL MN EPL CN

requgst indication

g PollRequest |
The fo]lowing data elements in the PReq frame (For the fra S .T1.3) are relevant for
PDO transport:
. The RD flag indicates if the PDO data are valid Bi 8. PDO data are not validjand
shall not be interpreted by the EPL £
. Size indicates the user data length of the

6.4.5.2 PDO via PRes sj
PDO Jia PRes transmission isker/subsdribfer relationship as described in 2.3.2.

PDO Jia PRes is carried|ot} a

EP EPL MN
request A indication
LT PolResponse
\s I EPL CNs
11 indication
I | indication
[ —

The following data elements in the PRes frame (For the frame structure see 4.6.1.1.4) are relevant for
PDO transport:

. The RD flag indicates if the PDO data are valid. If the bit is 0, the PDO data are not valid and
shall not be interpreted by the EPL CN.

o Size indicates the user data length of the PDO payload data.
o Payload indicates the PDO data.
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6.4.6 PDO Error Handling

6.4.6.

1 Dynamic Errors

If an incompatible PDO Mapping version is received, the PDO has to be ignored.

This error situation has to be logged and signaled to the application. Normally this error occurs many
times, so the error has to be logged and signaled once for every received wrong PDO mapping
version.

Error code Description

E_PDO_wrong_Mapping_version PDO with wrong Mapping version received, PDO ignored

IfaP
This e

is efror situation has to be logged and signaled to the application. Normally thjs erroroccurs
times, |so the error has to be logged and signaled once for each PDO. O\

A\

ored.
nany

Error @

ode Description < \ x

E_PDO length_too_short PDO length too short, PDO ign(oﬂed\ \

6.4.6.2 Configuration Errors

If an ajtempt to change the PDO mapping results in an ampnt ed~objec at exceeds fthe
configlired Poll size, this attempt has to be rejected.

The sgme check has to be done if the Poll In Size orm 7~§ho d bethanged.

Error g

ode D(a\sQr|p(on

E_PDQ_Mapping_exceeds_Poll_Size qup\QB(ceé@ PSH\ /

@q@@“
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6.4.7 Object Description
6.4.7.1 Object 0420,,:PDO_CommParamRecord_TYPE
Index 0420h
Name PDO_CommParamRecord TYPE
Category O, M if PDO supported
. Sub-Index 00,;: NumberOfEntries_U8
Sub-Index 00,
Description NumberOfEntries U8
Data Type UNSIGNEDS /N
. Sub-Index 01,: NodelD_U8 (\\
" = A GN
Sub-Index 01, <\ N
Description NodelD \
Data Type UNSIGNEDS8 AR\
o Sub-Index 02,: MultiplexedStation_BOOL &\\>
Sub-Index 02, / \
Description Multiplexed station /\ \ § ] 3
Data Type BOOLEAN AN LON S
N\
. Sub-index 03;: MultlplexedCycIeﬁﬁq\léK \ \ )/
Sub-index 03y
Description Multiplexed Cy&le titneus] )
Data Type UKSIGNED32 \ YN
«  Sub-index 04,: MP\N\\XSI((%C\M
Sub-index 4 N\ N
Descriptiésk ) Multlpﬁgxe?i\@lo\e@u
Data Type < PNJKSIGNED8 \ ~
. Sub-Index é\qup\\ngx\\‘sgp)us
Sub-l{dex N
ID/e’éeJ‘\ip\)ﬂon\\x RDOMapping Version
Data Typa "\ | UNSIGNEDS



https://iecnorm.com/api/?name=74903a6a0cfcfb8ae931cf96e15e5c14

6.4.7.2

The offset inside the PDO shall be defined for every mapped object. Only the offset shall be used for

- 150 - PAS 62408 © IEC:2005 (E)

Object 0421,:PDO_MappParamArray_TYPE

For every PDO up to 254 objects may be mapped.
Every object has a theoretical maximum length of 65535 bit.

the adressing of mapped objects.
Sub index 0 shall determine the number of objects that have been mapped.

To change the PDO mapping, first the PDO has to be deleted and then the sub-index 0 must be set to

0 (mapping is deactivated). The objects may then be remapped.

Index 0421h

Nanmao DNDO _MaoannPararm Areay, TVDE

....... RBOoMappRararmArray—TYRE

Category O, M if PDO supported /

o Sub-Index 00,: NumberOfEntries_U8 /\<\\ (\
Sub-Index 00, N\ >
Description NumberOfEntries_U8 / \ \
Data Type UNSIGNEDS

. Sub-Index 01y,... FE,: 1% ... 254" ObjectMapping }154\\\\\>
Sub-Index 01y... FE,

Description Objects to be mapped

Data Type

UNSIGNED64,\ ( )/

. Sub-Index 01;,... FE, Value Inte

ae7

rpretatio
Fvery ObjectMapping_U64 entry is tructured s\deschi ed below:

r ctu apping Entry

Octet Offset, que\\ \kagnpu

0-1 [ TAdex \ \|Index of the object to be mapped

2 { X } Sut@inaeg( 'Sypfindex of the object to be mapped

3 vreserved Dfor alignment purpose

4 — NOffset | Offset inside the PDO (Bit count)

6 Le\\gth Length for the mapped object (Bit count)

AN
BN
R
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6.4.7.3 Object 1400, — 14FF:

PDO_RxCommParam_XXh_REC

The validity of the respective object depends on the the NumberOfEntries_U8 entry of the respective
RPDO mapping index .

To allow access by name “_XXh” shall be replaced by a name index. Name index shall be “_00h” if
object index is 14004, It shall be incremented up to “_FFh” corresponding to object index 14FF,,.

Index 1400h — 14FFh
Name PDO_RxCommParam_XXh_REC
Object Code RECORD
Data-Type PDO_CommParamRecord_TYPE
Category O, M if PDO supported 2N
. Sub-Index 00,,: NumberOfEntries_U8 <\\ (\
Sub-Index 00, O\ >
Description NumberOfEntries_U8 /\ \
Data Type UNSIGNEDS8 N
Entry Category | M & \ \ \
Access ro X \
PDO Mapping No ( ) )
Value range 5 N\ / A
Default value 5 / /\\ 2 ( U ‘\/
. Sub-Index 01,: NodelD_U8 > \ \_J
Sub-Index 014 ( ~ \
Description NodelD of the ngde transmitt \hécorresponding PRes
C{sdgsg ved fo\obReq
Data Type [NUNSIGNEDS~ . O\~ /
Entry Categary M‘/\ \
Access < > rw <
PDO Mappitig’” NN&\_ X0 N\
Value rang,e/\ 0 {0239, 240, 241 — 252, 253, 254
Default/\@lﬁq
Sub- |n§§xo\2h§@}\iple edStation_BOOL
Sub-Index <\ | 02,
Description \ ultiplexed Station
Data<Type .~ | BOOLEAN
Entry Category | O
Access nAL
PDO Mapping No
Value range FALSE, TRUE
Default value FALSE



https://iecnorm.com/api/?name=74903a6a0cfcfb8ae931cf96e15e5c14

- 152 -

Sub-Index 03;: MultiplexedCycleTime_U32

This parameter is for the CN only for monitoring purposes.
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Sub-Index 03y

Description Multiplexed Cycle Time [us]
Data Type UNSIGNED32

Entry Category | O

Access rw

PDO Mapping No

Value range 0...2%1

Default value 0

Sub-Index 04,: MultiplexedSlotCount_U8
hot supported at RPDO

Sub-Index 05,: MappingVersion_U8

AR

Sub-Index 05 { ™ N
Description Version of the RPDO-mapping. D\
0 = no mapping version available <\\ \ \
Data Type UNSIGNEDS8 AN
Entry Category | M ( ) )
Access rw N\ / A
PDO Mapping No / /\\ 2 ( ) ‘\/
Value range 0...255 \ \ /
Default value 0 /A

9

N\

Q@\}

<
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6.4.7.4 Object 1600, — 16FF, :

PDO_RxMappParam_XXh_AU64

To allow access by name “_XXh” shall be replaced by a name index. Name index shall be “_00h” if
object index is 16004, It shall be incremented up to “_FFh” corresponding to object index 16FF,,.

Index 1600h— 16FFh
Name PDO_RxMappParam_XXh_AU64
Object Code ARRAY
Data Type PDO_MappParamArray TYPE
Category O, M if PDO supported

. Sub-Index 00,: NumberOfEntries_U8
Sub-Index 00y
Description Number mapped objects, 0 indicates that the mﬁmﬁg

corresponding RPDO communication index (64.7

Data Type UNSIGNEDS
Entry Category | M \ \\ \
Access rw & \ \ \
PDO Mapping No X \
Value range 0 1...254 ( ) )
Default value A\ / AN

. Sub-Index 01;,... FE: ObjectMa[<§\<\ < K U )\/

Sub-Index 01y ... FEs X
Description 15t ... 254" Ma|6p|ng,e,gtry N
Entry Category | O \ \ \

Access rs\g ( = \\/
PDO Mapping [NNo N N/

Value range. U\T@}Q\EDM \

Default v@e>
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6.4.7.5

Object 1800, — 18FF, :

PDO_TxCommParam_XXh_REC

The validity of the respective object depends on the the NumberOfEntries_U8 entry of the respective

TPDO mapping index (0).

To allow access by name “_XXh” shall be replaced by a name index. Name index shall be “_00h” if
object index is 1800y, It shall be incremented up to “_

FFh” corresponding to object index 18FF,,.

Index 1800h — 18FFh
Name PDO_TxCommParam_XXh_REC
Object Code RECORD
Data-Type PDO_CommParamRecord_TYPE
Category O, Mif PDO supported 2N
. Sub-Index 00,,: NumberOfEntries_U8 <\\
Sub-Index 00, O\ >
Description NumberOfEntries_U8 /\ \
Data Type UNSIGNEDS8 N
Entry Category | M & \ \ \
Access ro X \
PDO Mapping No ( ) )
Value range 5 N\ / A
Default value 5 / /\\ 2 ( U ‘\/
. Sub-Index 01,: NodelD_U8 > \ \_J
Sub-Index 01y ( ~ \
Description CM~not u (0
: m @kg PReq target (1 — 239, 253, 254)
Data Type [NUNSIGNEDS~ \J
Entry Categary M‘/\ \
Access < > rw
PDO Mappitig’” NN&\_ X0 N\
Value rang,e/\ 0N 240 O
Default/\@lﬁq
e  PBub- |n§§xo\2h§@}\iple edStation_BOOL
Sub-Index <\ | 02,
Description \ ultiplexed Station
Data<Type .~ | BOOLEAN
Entry Category | O
Access nAL
PDO Mapping No
Value range FALSE, TRUE
Default value FALSE

PAS 62408 © IEC:2005 (E)
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. Sub-Index 03;: MultiplexedCycleTime_32

This parameter is for the CN only for monitoring purposes.

Sub-Index 03,
Description Multiplexed Cycle Time [us]
Data Type UNSIGNED32
Entry Category | O
Access rw
PDO Mapping No
Value range UNSIGNED32
Default value 0
. Sub-index 04,,: MultiplexedSlotCount_U8 /\
Sub-index 04, N~
Description Multiplexed Slot count /\ \
Data Type UNSIGNEDS8 \ N4
Entry Category | O ﬁ \ \ >
Access w NN\ WD\
PDO Mapping No \ \ )
Value range UNSIGNEDS \
Default value 0 ~ \ S /
. Sub-Index 05,: Map pmgVerswn{fﬁ\ (\& }V ( Q Q
Sub-Index
Description VerS|on of the IF’I?O m\
= no mapping version av
Data Type L(lNSkGN?BS\
Entry Category M\ \[
Access
PDO Mapping \(No
Value raan/ QQNSIESNEDQ
Default valug\< \/\\/

N/
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6.4.7.6 Object 1A00,, — 1AFF,, :
PDO_TxMappParam_XXh_AU64
If Sub index 0 is 0 the RD Flag of the TPDO shall be reset (TPDO is invalid).

To allow access by name “_XXh” shall be replaced by a name index. Name index shall be “_00h” if
object index is 1AQ0;,. It shall be incremented up to “_FFh” corresponding to object index 1AFF;.

Index 1A00h — 1AFFh
Name PDO_TxMappParam_XXh_AU64
Object Code ARRAY
Data Type PDO_MappParamArray TYPE
Category O, Mt PDO supporied

. Sub-Index 00,: NumberOfEntries_U8 /\( ~
Sub-Index 00, AN
Description Number mapped objects \ \/
Data Type UNSIGNEDS8 < N\ X S
Entry Category | M AN\ WD\
Access rw \ \ )
PDO Mapping No / ) \
Value range 1...254 N K ( 7 C
Default value 1 ( \\// / \

. Sub-Index 01y,... FE;: ObjectMap%'Qg x & \\j)\/
Sub-Index 01,..FE,
Description 1% ... 254" Mapping entry D
Entry Category M/ /\\ \ \
Access N r\b\ N \\/
PDO Mapping || No N\
Value rangé\_ | UNSIGNEDS%, \_ >
Default valug” \Q \
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6.5 Synchronisation (SYNC)

Synchronisation is an integral feature of the Isochronous EPL Cycle (cf. 4.2.4.1).

Synchronisation shall be implemented device specific. It shall be based on the reception of the SoC
frame.

6.6 Error Handling and Diagnostics

6.6.1 Error Signalling

This subclause describes how to record errors and events which are generated by an EPL Node and
the prgcedure how a CN shall indicate and transfer errors/events to the MN.

All communication layers as well as the application shall have access to the Erxg

Application
/

DeviceProfile

NMT EPL-Layer7
| Object Dictiondty { -
rror
| PDO | | SDOConﬁgnd\T‘ Signaling

\\
EPL-Lower Layer
A}

\ :

AT =
3

W

Figure 60 — Error Signaling - Reference Model
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Error Signaling

Object 1003h
ERR_History_ ADOM

Emergency Queue

Entry Type.Bit14 =1 —p

Entry Type.Bit15 =0

Entry Type.Bit15 = 1 {\

I RAN S

Static Error Bit Field Status Entries L&W % X |
/ ) \

StatusResponse data

Data Link Layer <«

ata.
m the

The D

If there
DLL a
If therg was a change orth Y mpty the Error Signaling shall generate new
Status|Response i 3¢ next query.

—
=
(V]
o

o
Q
~
I
o
Q.
(7]
~—
=y
)
D
o
=
(2]
Q
>
o
(0]
<
()
>
—
(2]
—
=y
]
=3
=y
Q
<
o
]
Q
o
c
=
=
®
o
]
=)
—
=
(V]
o
9]
<.
(@]
o
=
o
e
>
«Q
[%2]
(@]
=
o
=
(@]
<.
o
(]
(]
QD

index 1. Every new error/event is stored at sub-index 1, the older ones move down the list.
The entries HistoryEntry DOM of the object ERR_History ADOM have the following format:

Sub-indeX.0-contains-the-aumbero orrorsieventsth orecorded-inthe
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Table 75 — Format of one entry

Octet Offset Description
0-1 Entry Type
2-3 Error Code
4-11 Time Stamp
12-19 Additional Information
Table 76 — Description of one entry
Field Abbr. Description Value
Entry Fype type seeTabteFF see—tabte 77
Error Code code Depending on the Entry Type the codes have to b NSIGNED16
described in device profile or the device descri
Time $tamp time Nettime at the time when the error/event is di |n SIGNED64
the history
Additignal add The format of this field is to be specifi in \U>SIGN ED64
Informiation device profile (profile specific) or dewice es r|p n
(vendor specific) in case the used i ro
allows vendor specific areas .
Table 77 — at gﬂge}%t@r\w;
Octet | | Bit Value | Description
0-1 15 Op History Entry /~
1p Status Entry i?\St&u\ResB&QEe\}éme (Bit 14 shall be set to 0y,)
14 Op <F||s\t®\ry nIy
1o |t|&&1 the w entry shall also be entered in to the
/\ eue rror Signaling.
13-12 Not the_history object ERR_History ADOM.
(Mode) Entri itk thisn\node may only be used by the Error Signaling itself to
/\Q\l\@g\ nation of the History Entries in the StatusRespons¢
m
ﬁ,\ \ \An%r\ror\hagoccurred and is active (e.g. short circuit of output detegted)
N A\\acﬁ}/e error was cleared (e.g. no short circuit anymore)
N 3}1\\ n efror / event occurred
Th<0 008, | Reserved
(Profi 001 h\ The field Error Code in Table 75 contains a vendor specific error cogle
e field Error Code in Table 75 contains specific errors (Netwpr|
) 002¢” | The field Error Code in Table 75 contains EPL specifi Netwprk
errors, communication errors, data link errors ...)
faTale] Thao fiald Errar Codein Tabla 75 cantaine doviea nrafila cnacific Ared rs
vouuvn TTTCTTUTU L TTUT T VUV TTITT TUVTL T Vv OUUTTiUdim iy Uuouvive r-II\JIIIU UrJ\J\JIII\J oTTul
FFFh | (Cross reference to profile number list)
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6.6.1.3 Error Signaling Bits

To avoid that the MN has to poll the history (Object ERR_History  ADOM) for changes the following
mechanism shall inform the MN when the Static Error Bit Field, the Status Entries or the History
Entries of the CNs StatusResponse frame have changed.

The following bits shall be used for a reliable transmission from the CN to the MN:

Table 78 — Error Signaling Bits

Field Abbr. Description

Exception Reset | ER Initialization of the Error Signaling

When a CNTecelves the vaiue T, itshait resetits
the Emergency Queue.

The MN shall send the ER bit with the followi
o SoA(StatusRequest)
o SoA(ldentRequest)

clear

Exception Clear | EC In this bit the CN shall mirror the last
This is required to indicate the M iitialization of the Errpr
Signaling was done.

A CN shall send the EC bitvith thexfo

. ASnd(StatusRespohse
. ASnWentRy\é&

or the Status\Entries have €hanged orthat new History Entries are

Exception New | EN By togglin§.this mfthhat the Static Error Bif Field

the MN shall evaluate the EN bit of th
nse) only in NMT_CS_PRE_OPERATIONA[L_1.

Exception MN.defects that the last sent EA bit is different to the Idst
Acknpwledge

N

When the bit is transferred to the CN the next time the CN knows|that it
generate a new StatusResponse frame and toggle the EN bit

again.

The MN shall send the EA bit with the following frames:

. PReq

. SoA(UnspecifiedInvite)

Isynchronous CNs shall evaluate the EA bitofthe |

SoA(Unspecifiedinvite) only in NMT_CS_PRE_OPERATIONAL_1.

wn
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Initialisation
With this initialisation the MN shall prepare the CN for the Error Signaling.

MN

CN

SoA(ldentRequest or StatusRequest) (ER=1)

ASnd (IdentResponse or StatusResponse) (EC=7?)

Because the IdentResponse/
StatusResponse is sent in the
same EPL cycle the value of EN
and EC is not defined at the
beginning.

Il reset
he
SoA(ldentRequest or StatusRequest) (ER=1)
ASnd (IdentResponse or StatusResponse) (EC=1)
The MN|detects that the tatl1lereset

initialisafion was done by
the CN and shall set ER

back to P

EC=0/}
finished

. Initialisation

SoA(ldentRequest or StatusRequest) (ER=0<\

The IdentRequest and Iden
this inifialisation.

9

esponse) (EC=0

ASnd (IdentResponse or StatusR ponse%
SoA(IdentReques},qr StatusB\e@e&{) R=0) /\
N~ \_ |
)

The’CN shall set EC=ER

oot Up of a CN shall be already used for
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Error Signaling with RReq and PRes frames

For isynchronous CNs only the PReq and PRes frames shall be used for the Error Signaling.

If an isynchronous CN is in the state NMT_CS_PRE_OPERATIONAL_1 the Error Signaling shall
behave like an Async-only CN (6.6.1.6)

MN CN
PReq (EA=0)
PRes (EN=0) When EA=EN the CN shall
yeheaky ignaling
J J
for new StatusResponse ddta. If
no ney data iS\qvailabte EN shall
PReq (EA=0) not be\changed.
PRes (EN=0)
5 new
DLL
N
PReq (EA=0) <\
The MN|detects that EN is PRes (EN=1) 4 EAis
v latreivel Al
new statlis via 9 N the Error Signaling fgr new
SoA(StatusRequest) PReq (EA=0) sResponse data.
PRes (EN=1 Q >
It may tgke several cycles PReq (EA=0)
until the [MN has an free
asynchr¢nous slot to send
the SoA({StatusRequest) PRes (EN=1
PReq (EA=0) (\

In case ¢f an

the ASn
was recs

(StatusResponse)
ived.

After the
ASnd(StatusRespanse)
was recs

commurjication error thQ
MN shall retry until the or

1 \)/
So Statu@@st
Snd XStat!

Stat

Response)

\Q}@a{usResponse)

set EA gqu PReq (EA=1
received E N > eq ( )
PRes (EN=1) When EA=EN the CN shall
continue to query the Error
Signaling for new StatusRegponse
M _ data. If no new data is avail@ble
PReq (EA=1) EN shall not be changed.
L PRes (EN=1)

Figure 63 — Error Signaling with PReq and PRes
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The MN shall periodically send StatusRequest frames to Async-only CNs.
This shall be also done for isynchronous CNs in NMT_CS_PRE_OPERATIONAL_1.

SoA(UnspecifiedInvite) (EA=0)

Error Signaling with Async-only CNs

CN

ASnd

When EA=EN the CN shal

cyclically query the Error Signaling
for new StatusResponse d

send a

The MNIha” periodically

SoA(St
CN

ENis eq
EA, the
to evalu
StatusR

EN is dif
sent EA
evaluateg
StatusR
set EA

usRequest) to the

ual to the last sent
MN does not need
te the

bsponse data.

ferent to the last
the MN shall

the

bsponse data and
EN

C

SoA(Unspecifiedinvite) (EA=0)

ASnd

SoA(StatusRequest) (EA=0)

ASnd(StatusResponse) (EN=0)

SoA(UnspecifiedInvite) (EA=0)

ASnd

SoA( Unspecm dinvi &

/o

SoA StatusReqtﬁ %A;\\\

ighre 64 —

No New datia Is avaiable, E
d.

1 but can not b

ata. If
N shall

£s new
e DLL

transferred to the MN unt!the MN

sepds an SoA(ldentRequ
atusRequest)

The DLL shall stop to quel

Error Signaling for new

StatusResponse data.

t or

y the

Now the EN flag is transfefred to
the MN together with the new

StausResponse data.

EA is equal to the last sen

EN, the

CN shall continue to query the

Error Signaling for new
StatusResponse data.

ror Signaling for Async-only CNs and CNs
MT_CS_PRE_OPERATIONAL_1
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6.6.1.7 Format of StatusResponse Data

Refer to Querverweis Network Management Objects for StatusResponse frame structure.

6.6.1.7.1 Static Error Bit Field

Table 79 — Static Error Bit Field

Octet Offset” Description
7 Content of Object 1001h ERR_ErrorRegister_U8
8 Reserved
9-14 Device profile specific errors which can be active(1) or inactive(0)

Bits which are defined in the device profile shall b%sc bedN vice
If not gll available entries are used an entry with Mode O (see T
History fields. In this case no entry for termination is required

Depending on the device profile a part of this area can be
vendor specific errors.
profile description.
6.6.1.7.2 Status and History Entries \>
used to'terminate the
list ang declare all following entries as unused.
The CN may also change the length of the StatusRespongé€ fram itthe required Status and

" Byte Offset relates to the beginning of the of ASnd service slot
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6.6.1.8 Object descriptions
6.6.1.8.1 Object 1001h : ERR_ErrorRegister_U8
Index 1001h
Name ERR_ErrorRegister_U8
Object Code VAR
Data Type INTEGERS
Category M
. Value description
Access ro
PDO Mapping Optional
Value range UNSIGNEDS8
Default value No
o Value Interpretation
Bit M/O Description
0 M generic error
This bit shall be set to 1, if the S esin
the StatusResponse frame sh
If this bit is 0, the MN only needs {o ¢valu 2]

1 O current < < b C

2 (0] voltage \ \_/
3 ®) temperature ﬁ

4 O communication\erro(\ )

5 [0 | dbviceprofiespeaiiont) >

6 0 N reserved! (always QN _ )

7 (0] I M\f‘qcturés( Q&Qciﬂ‘s\

L
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6.6.1.8.2 Object 1003h : ERR_History ADOM
Index 1003h
Name ERR_History ADOM
Object Code ARRAY
Data Type DOMAIN
Category (0]
. Sub-index 00,: NumberOfEntries_U8
sub-index 00,
Description NumberOfEntries_U8
Data Type UNSIGNEDS
Entry Category | M (
Access ro /\Q ) N
PDO Mapping | No Q \ >
Value range 0-254 /\ \ \
Default value 0 \ \\\ \

o Sub-index 01, - FE,, : HistoryEntry_DOM

Default value

sub-index 01, - FFy, ( >
Description HistoryEntry_ DOM f\\// X
Data Type DOMAIN ( /\\ g ( ) ‘\/
Entry Category | O \ \ /
Access ro
PDO Mapping | No \ O\ )
Value range %’e‘*qblg’ﬂ:\li‘c{rmét\oﬁong @try

No\_ N

9

&
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6.7 Program Download

In this subclause, a common way for program downloading to a device via its object dictionary is
specified. Here only the mechanism for performing the program download is specified but not the
structure of program data and not the data structure. The specified mechanism can be used for
downloading complete programs to devices (e.g. if a device only provides a kind of EPL bootstrap-
loader) or only parts of a program (e.g. specific tasks of real-time systems). The data structure of the
transferred program data has to be specified by the manufacturer (e.g. INTEL-HEX format or binary
format).

Further specifications for the program download have to be made in specific device profiles (e.g. in
CiA DS-405 for the download of PLC programs).

For the.dawnload of the program data a new nhjprf is introduced:

IndeX Object Name Type Attr. M/O
1F50}, ARRAY Download program data Domain ©
PDL_DownloadProgData_ ADOM

The syb-objects for the download program data object are: (\ \ \>

Index Sub-index Field in Download Program Data \Dé{a T}p/e
1F50} 00y Number of different programs suppo on Unsjgned8
node /p_\ Q \)g
01y program number 1 ( N Domain
024, program number 2 f\\// Domain
: N U x\/
FEH program numbé\g54 Domain
If the Jownload fails, the Device responds/with an A DONJransfer (error code 0606 0000,).
A secqnd object is specified ))Q;ontrolllng he xe ed programs:
Index Object Name m/pe Attr. M/O

1F51H ARRAY ogr C I Unsigned8 RwW 0]
Ctrl
The syb-objects foﬂ\th%/PK%gLa\m%Q\%\\igct are:

Index Sub-Indéx ﬁe\ld\h\Progr\aﬁ(Control Data Type
1F51H | OH \ Wurﬁb@r&di#(erent programs on the node Unsigned8
1{4 ph)graﬁ}number 1 Unsigned8
\gl-\l\ \\\ }\rogr\aﬁl number 2 Unsigned38
~N
F\EH\‘ \ program number 254

The range forthe Njects of the Program Control Object is 0 to 2.
The v3lues-have the following meaning:
- stop program (W) / program stopped (R)
1 - start program (W) / program running (R)
2 - reset program (W) / program stopped (R)
If the action is not possible, the device responds with an Abort SDO Transfer (error code 0800 0024,,).

A third object is deflned to support verification of the version of the stored program number 1
(application software)

'2 Note that the object NMT_ManufactSwVers_VS can be regarded as a version number of a fixed
program of a non-programmable node or as a firmware (like boot block and operating system) version
number of a programmable node. Hence, a separate object for re-programmable application software
is defined.
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Index Object Name Type Attr. M/O
1F52H RECORD | Verify Application Software | Unsigned32 RwW O
PDL_LocVerApplSw_REC
The sub-object of the Verify Application Software -object are:
Index Sub-Index | Field in Program Control Data Type
1F52H OH Number of supported entries Unsigned8
NumberOfEntries_US8
1H Application software date Unsigned32
ApplSwDate_U32
2H Application software time Unsigned32
AppISwTime_U32

Application software date contains the number of days since January 1, 1984.

time contains the number of milliseconds after midnight (00:00).

programs 2 to 254 are not supported. Hence, if the application softwares
the prggram number 1. In case of two or more programs, one possibili
update time and date of any of the programs 2 to 254 into the objé

6.7.1 EPL manager owned obje

Two objects are specified for verification of the versiop ofl the\applicat
The syb-objects for the Program Control ije\ct a;e'.\ex

Indey | Object Name Tybe{ } Attr M/O
1F53}, | ARRAY Expected applicati NSIGNED32 rw @]
PDL_MnExpAppS Da
32
1F54}, | ARRAY Expecte pllcatl VUNSIGNED32 rw @]
Epr D etime

Expec edAppIicatéQ?\/

ExpeciedApplicationSWTi
Sub-In
nodes):

6.8

The C
netwo
information.is set upin

iguration Manager

e Device Configuration File (DCF) of each device.

The Copnfiguration Manager has to reside on the MN. For an EPL node there may be a DCF File

File shall'\be stored on the MN

te cortains\pe \be/of days since January 1, 1984.
nta S ber of milliseconds aﬂer mldnlght (00: 00)

an optional application task and has to configure network devices
s it has to know all the (application dependent) parameter values. This

at

this

6.8.1 DCF storage

Index Object Name Type Attr. M/O
1F20;, ARRAY CFG_StoreDcfList_ ADOM DOMAIN rw O
1F21, ARRAY CFG_DcfStorageFormatList_ AU8 UNSIGNEDS rw 0]

Index 1F20y, sub-index 00;, describes the number of entries. This is equal to the maximum possible

Node-ID (254,). Each sub-index points to the Node-ID of the device, for which the DCF belongs.

Downloading the DCF of a device from a Configuration Tool to the Configuration Manager is done by
writing the DCF file as a domain to the object 1F20,, with the sub-index equal to the devices Node-ID.

Uploading the DCF of a device from the Configuration Manager to a Tool is done by reading the object

1F20;, with the sub-index equal to the devices Node-ID.
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The filename does not need to be stored separately since every DCF contains its own filename.

Object 1F21,, describes the format of the storage. This allows the usage of compressed formats.

Value Format
00h ASCII, not compressed
01, to FF,, |reserved

The device may always store the file compressed internally. The object describes the external

behavi

our.

If no data had been stored, an SDO Read Request to 1F20,, or 1F21;, is aborted with the error code
0800 0024, "Data set empty"

6.8.2

Concise configuration storage

The cd
use th

The in

s if the complete DCF storage is not possible.
ormation to be stored consists of the parameter values of the obje@g'

ded to

Index

Name Type

1F22,

ARRAY DOMAIN

Object
N\

CFG_ConciseDcfList. ADOM

Sub-in
Each s
The cd

dex 00, describes the number of entries. This is equal to
ub-index points to the Node-ID of the device, to whi

Numbe

ntent is a stream with the following structure:
Upgigned% \\/?

r of supported entries

Index 1

Sub-in

Hex 1

Data s

ze of parameter 1

Data o

parameter 1

Index 3

<

Sub-in

ex 2 N N

Data s

ze of parameter 2[

Data o

parameter(Z/ \ >

2

AN

NJNSIGNED16

indlex n

LONSIGNEDS

Data s

N

UNSIGNED32

Data o

N\
ze of pq(a}te@( n\\

DOMAIN

The D

Downl
done {

pajameter 1\

hta unti

y writing*the

bytes (i.e. Unsigned16 has size 2; size of Boolean is given as 1).

onfigyration of a device from a Configuration Tool to the Configuration Manag

m to the object 1F22,, with the sub-index equal to the devices Node-ID.

Uploa
the ob}p("r 1E22, with the sub-index pqnal to the devices Naode-ID

ing-the configuration of a device from the Configuration Manager to a Tool is done by red

254,).

er is

ding

Application hint:
. An empty data set can be written by the following concise stream:

| 0 (UNSIGNED32) |

| Number of supported entries

o If no data has been stored, an SDO Read Request will return a valid concise stream with the

following content:

| Number of supported entries \ 0 (UNSIGNED32) \
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6.8.3 Check configuration process

EPL defines the object 1020, Verify Configuration. If a device supports the saving of parameters in
non volatile memory, a network configuration tool or a EPL manager can use this object to verify the
configuration after a devices reset and to check if a reconfiguration is necessary. The configuration
tool has to store the date and time in that object and has to store the same values in the DCF. Now
the configuration tool lets the device save its configuration by writing to index 1010, Sub-Index 1 the
signature "save". After a reset the device restores the last configuration and the signature
automatically or by request. If any other command changes boot-up configuration values, the device
has to reset the object Verify Configuration to 0.

The Configuration Manager compares signature and configuration with the value from the DCF and
decides if a reconfiguration is necessary or not. The comparison values are stored on the
Configoratiom Mamagerimtheobjects:

N
Index Object Name Type /e\ttr. MO
1F26,| |ARRAY | CFG_ExpConfDateList_AU32 UNSIGNED32,< [ rw (N ] OX
1F27,| |ARRAY |CFG_ExpConfTimeList AU32 UNSIGNEDR \ [ N0

Sub-Index 00, NrOfSupportedObjects has the ro value 254,.

Sub-Index i (with i I= Reserved EPL Node Addresses): Stores th
that hgs Node-ID i.

The ugage of Check Configuration is described in 7.6.2.3.42.

%gof the|CN

Appligation hint: The usage of this object allows a significa JIfitis
used, the system integrator has to consider the that a user pay ¢ i i d
afterwards activate the command store co i ' ' So
the system integrator has to ensure a 100% NSEX 8 i . fure of

6.8.4 Request config

In applications there might be
example is, that a CN fai
applicFon (see 7.6.2.3.1.2)y

Configuration Ma@,
r example isthe

.JAn

Anoth heeds
a posdibility to start th€ Config
Index | |Object \{\Ia}qe Type Attr. M/O
1F25,| |ARRAYN coniSla Llst AU32 |UNSIGNED32 |Sub 00 ro O
Sub 01, to FE;,: wo
Sub-Inde \N& ortedObjects has the ro value 255;.
Sub-Index i (withy'= Reserved EPL Node Addresses): Request re-configuration for the CN with|Node
IDi.

Sub-Index FF,: Request re-configuration for all Nodes.
To avaidiaccidental access_the Qignq’rllrn ‘canf’ (1hie equals the UNSIGNED32 number 666E 6F 3h)
has to be written to initiate the process.

If no data had been stored, an SDO Write Request to 01, to FE;, is aborted with the error code

0800 0024, "Data set empty". An SDO Write Request to sub-index FF;, returns without error even if
there is no data stored.

Application hint: The latter allows to implement simple applications to request the CMT without
knowing the actual project configuration. If the application wants to configure the network with more
control it can use a loop over all known CNs.
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6.8.5 »DEVICE DESCRIPTION FILE“ storage

The DEVICE DESCRIPTION FILE is the base for the DCF and for some devices it may be possible to
store the ,DEVICE DESCRIPTION FILE® also. This has some advantages:

. The manufacturer does not have the problem of distributing the ,DEVICE DESCRIPTION FILE*
via disks

. Management of different ,DEVICE DESCRIPTION FILE® versions for different software versions
is less error prone, if they are stored together

o The complete network settings may be stored in the network. This makes the task of analysing
or reconfiguring a network easier for Tools and more transparent for the users.

For those devices which are not able to store their ,DEVICE DESCRIPTION FILE®, the Configuration
Manager may take over this task. For this the following objects are defined in the Configuration

Manader: TN

Index | | Object Name Type /\\ Attr. "NW/O
1F23, [ | ARRAY | CFG_StoreDevDescrFileList ADOM DOMAINAN | N0
1F24,, | | ARRAY | CFG_DevDescrFileFormatList_AU8 UNSIGNEDS N @ >

Index ble

Node-

DESC

Downl

Config the
object

Uploa (ool is

5 Own

rage

e characterised as a process having input variables ang
s will be arguments of the program and hence will be only kpown

éters depends on the programming system (e.g. IEC 61131-3) and gan not
be stapdardised-here. Bt it can be assumed that there is a set of network variables with the log|c
attribute EXTERN.

Compiling/Linking (or interpreting) a program including EXTERN variables requires relocation
information. Within EPL devices this information IS the index (and sub-index) of the variable. Most of
the programming systems know the mechanism of a resource definition. This can be used to assign
the EPL attributes (index, sub-index, rw, Assignment of EPL data type to local data type etc.) to the
corresponding symbolic names (variable name in the program). The resource definition may be
created with a simple editor by the user or with much more comfort by a configuration tool. On
systems with a disk-based file system a direct exchange via the DCF format is possible.

The names of variables have to meet the rules of the underlying programming system. EPL makes no
restrictions for this. So this is the responsibility of the programmer/manufacturer.

Defining EXTERN variables requires a rule for distributing the indices. It is called "dynamic index
assignment".
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6.9.2 Dynamic index assignment

The index area used for dynamic index assignment is dependent on the device. Each data type and
direction (Input/Output) has its own area, called segment. These segments must not overlap.
Variables of same type are gathered in one array. If all elements of an array are defined (sub-index
01y to FEy), the next free object of the area is allocated.

In order to allow programmable devices the use of a process picture, they may implement a
conversion formula which calculates the offset of a variable in the process picture in direct
dependence from the index and sub-index.

Definition of the abstract object segment:
A segment is a range of indexes in the object dictionary with the following attributes:
. Data type

This is the data type of the objects which can be defined in this segment.
o Pirection

This flag distinguishes between inputs and outputs. The values are ‘wo\for outputs and ‘r¢’ for
nputs. The distinction is important to know whether the variable caf i
PDO (wo) or transmit PDO (ro). This does not concern the acce

. ndex range
Range of indices with start index and end index.
. PPOffset

variables ik thi

Many ¢levices distinguish st 3 Jifferent'segmerits in the process picture for different glata
types. |For those devices ' g
segmgnt will be the maxjm S ent multiplied by the data type size of the fifst

segmgnt and so f If 3 et the physical configuration, the device softwafe is
free to]implement i int i
Other butes

will ha ng
indexe ng.
(Fors )

memofy ce

Accessging the network variables is done via the entries described by the segments. In some
applications it is desirable to read or write the complete process picture as one block:
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6.9.3.1 Object 1F70,: Process picture
Index 1F70,
Name Process picture
Object code RECORD
Category Optional
o Entry Description
Sub-index 00n
Description Number of entries
Entry category Mandatory
PDO mapping No /
Value range 02, ~

Default Value

02, A\

Entry Description

Sub-index 01, NN
Description Selected range \ \ \ \
Entry category Mandatory - \
Access rw ( O )
PDO mapping No (\\"/ A

Value range UNSIGNED@ ( h & ) ‘\/

Default value

6
0000 0000, NG /

Entry Description (A(\ \
Sub-index \ \ \
Description _ [Rrocesk picture domaim  \~
Entry category ] Ma\@ator{\ ~_
Access rw\ \ \

PDO mapfs{ng> No &
Value range MAN/\ /

Default val(e \

No )

After writing tl ected\range insub-index 01, the corresponding data can be read from or wri
the adfiressed\area Wwith 'stb-index02,, as an unstructured stream of bytes.

The stfueture elested range is as follows:

31 1615 \ 0

Data Igngth / Object segment

MSB | \ LSB

The ObjectSegmentto be addressed 15 given by the tndex. {f Severa Segments are overtapping

ten to

same memory area can be addressed with each of those indexes.

The Data Length gives the maximum amount in bytes for the transfer. If the value is 0, the complete
segment is to be accessed.

, the
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7 NMT
71 NMT State Machine

711 Overview

The NMT state machine determines the behaviour of the communication function unit (see 2.2.1). The
coupling of the application state machine to the NMT state machine is device dependent and falls into

the scope of device profiles.

Both MN and CN start up by common initialisation process. At the end of this process, the node

specific EPL Node ID is evaluated in order to decide, if the node is setup to be a
furthern process differentiates between an MN specific branch and a CN specific one.

The cgmmon initialisation process is described by 7.1.2. The paragraph alsggandI€s
PowerPown and reset levels common to MN and CN.

The MN specific branch is described by 7.1.3, the CN specific one by
branches shall be executed on a node.

o3

MN or a CN..T

he
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7.1.2 Common Initialisation NMT State Machine

In Figure 68 the initialisation of the NMT state machine, common to MN and CN is shown. Figure 65
also displays PowerOn, PowerOff and common reset levels that affect both MN and CN.

The common initialisation NMT state machine is the nodes upper layer NMT state machine. The MN
and CN specific NMT state machines are nested into this state machine. Only one of these nested
state machines shall be executed on a node. PowerOff and Reset displayed by the upper layer
machine affect each of the nested state machines.

(NMT_GT2)
Reset

(NWIT_GT1)

NMT_GS_POWERED

(NMT_GS

COMMUNICATING

N State Machine

\) (NMTl_GT3)

PowerOff

igure 65 — Common Initialisation NMT State Machine
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7.1.21 States
7.1.2.1.1 NMT_GS_POWERED

All the states handled by this paragraph are states that are valid when the device is powered, e.g. they
shall be regarded to be sub-states of the super-state NMT_GS_POWERED.

NMT_GS_POWERED shall be entered on PowerOn (NMT_GT1) or after a hardware or software
Reset (NMT_GT2). It shall be left on PowerOff (NMT_GT3).

NMT_GS_POWERED is a super-state that won’t be signalled over the network by an individual
NMT Status value.

7.1.21.11 NMT_GS _INITIALISATION
After system start, the node attains the state NMT_GS_INITIALISATION. The node automatically shall
enter this state, an NMT command shall not be necessary. In the state NMT_GS ALISATION,
the nefwork functionality shall be initialised.

NMT_GS_INITIALISATION and its sub-states are node internal states on
over the network by NMTStatus.

dlled

71.241.1.11 Sub-states
The state NMT_GS_INITIALISATION is divided into three sub-sts

partial[reset of a node.

(NMT_GT.
(NMT_GT1) Reset
PowerOn

o z,:ﬁ\

MT G (NMT_GT4) NMT_GS_
LISING NMT_ResetNode COMMUNICATING

(NM GT11)

> (NMT_GT6) i
Internal Communication Error
NMT_GS_
INITIALISING (NMT_GTS)
NMT_ResetCommunication

I Jo

~

(NMT CT1) (NMT_MT1)
auto auto
[NodelD != [NodelD ==
C_ADR_ C_ADR_
MN_DEF_NODE_ID] MN_DEF_NODE_ID]

NMT_CS NMT_MS
NMT CN State Machine NMT MN State Machine

Figure 66 — Structure of the NMT_GS_INITIALISATION state

. NMT_GS_INITIALISING

This is the first sub-state the EPL node shall enter after Power On (NMT_GT1) or hardware
resp. software Reset (NMT_GT2). After finishing the basic node initialisation, the EPL node
shall autonomously enter the sub-state NMT_GS_RESET_APPLICATION (NMT_GT10).

. NMT_GS_RESET_APPLICATION
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individual NMTStatus value’

71.

In this sub-state, the parameters of the manufacturer-specific profile area and of the
standardised device profile area shall be set to their PowerOn values. After setting of the
PowerOn values, the sub-state NMT_GS_RESET_COMMUNICATION shall be autonomously
entered (NMT_GT11).

NMT_GS_RESET_APPLICATION shall be entered upon the reception of an NMTResetNode
command from all sub-states of NMT_GS_COMMUNICATING, e.g. the MN resp. CN NMT
State machine.

NMT_GS_RESET_COMMUNICATION

In this sub-state the parameters of the communication profile area shall be set to their PowerOn
values.

The node shall examine its Node ID in order to decide if it's configured to be an MN or a CN. If
the node is equal to C_ ADR_MN_DEF_NODE _ID, the node shall enter the NMT MN state
V A

(NMT |

i AaN
GT1) P(GW@QN N\ s\a\rt bas\9 node initialisation

MT~GS_INITIALISATION sub-state NMT_GS_INITIALISING $hall
(}e\ te on mously.

(NMT |

G R se\t*{] tart\b’asm node initialisation
\\%\/I rd re or an CN local software Reset, NMT_GS_INITIALISATION sul}-state
TN\GS INITIALISING shall be entered autonomous.

(NMT _

GT3) PowerOFF []/

EPL node was powered off in NMT_GS_POWERED

(NMT_

GT4) NMTResetNote [ ]/ Start application infialisation

If an NMTResetNode command is received in NMT_GS_COMMUNICATING,
NMT_GS_INITIALISATION sub-state NMT_GS_RESET_APPLICATION shall be
entered.

(NMT_

GT5) NMTResetCommunication [ ] / start communication initialisation

If an NMTResetCommunication command is received in
NMT_GS COMMUNICATING, NMT_GS_INITIALISATION sub-state
NMT_GS RESET_COMMUNICATION shall be entered.

(NMT_

GT6) Internal Communication Error [ ] / start communication initialisation

If an Internal Communication Error is recognized in NMT_GS_COMMUNICATING,
NMT_GS_INITIALISATION sub-state NMT_GS_RESET_COMMUNICATION shall
be entered.
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(NMT_GT10)

Auto [basic node initialisation completed] / start application initialisation

NMT_GS_INITIALISATION sub-state NMT_GS_INITIALISING completed,
NMT_GS_INITIALISATION sub-state NMT_GS_RESET_APPLICATION shall be
entered autonomously.

(NMT_GT11)

Auto [application initialisation completed] / start communication initialisation

NMT_GS_INITIALISATION sub-state NMT_GS_RESET_APPLICATION completed,
NMT_GS_INITIALISATION sub-state NMT_GS_RESET_COMMUNICATION shall
be entered autonomously.

(NMT_MTT)

Auto [communication initialisation completed, Node |
C_ADR_MN_DEF_NODE_ID]/ start observing network traffic

If NMT_GS_INITIALISATION sub-state NMT_GS_RESET_COMMUNICATION is

r\nmr\ln’rnd and Node |D Pnnfigllrnﬁnn is. nqnal tothe default MN address

(C_ADR_MN_DEF_NODE_ID), state NMT_MS_NOT_ACTIVE be entered
autonomously, e.g. the NMT MN state machine shall be ente

(NMT_JCT1)

Auto [communication initialisation completed, Node ID #
C_ADR_MN_DEF_NODE_ID]/ start observing network@

If NMT_GS_INITIALISATION sub-state NMT_GS _ COMMUNICATION is
N address
Il bé entere

(=

71.3
7.1.3

In Figyre 68 the NMT state diagram of an MNis shq

The M
machife

NMT_S | POWERED (7.1.2.1.
defined by these states )

U ICATING (7.1.2.1.1.2). The transitions

9
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NMT_MS_
INITIALISATION

-
NMT_MS (NMT_MT1)
NMT MN State Machine auto,
[NodelD ==
C_ADR_MN_DEF_NODE_ID]

NMT_MS_
NOT_ACTIVE

T
(NMT MS EPL_MODE (NMT_MT2)

Timeout(SoC,SoA)

NMT_MS_
PRE_OPERATIONAL _1

(NMT_MT3)
auto

[/

(NMT, <
Error Canditi

EPL Cycle
no Communtidation || \LMéOnly EPLSR?U;eSd gycle (SoC - PReq - PRes
(k=) - SoA - ASnd)
W 67 — NMT State Diagram of an MN

the MN shall define the current state of the EPL network .

7.1.3.2

The cyrrent state

7.1.3124 NMT_MS_NOT_ACTIVE

In NMT_MS_NOT_ACTIVE, the MN shall observe network traffic in order to ensure, that there is no
other MN active on the network.

Reception of a SoC or a SoA frame indicates that there is another MN working on the network. On
SoC or SoA, the node shall freeze boot up. An error shall be signalled to the MN application and the
current MN state shall be maintained.

The node shall be not authorised to send any frame in NMT_MS_NOT_ACTIVE.
In normal operation (no error), the transition from NMT_MS_NOT_ACTIVE to

NMT_MS_PRE_OPERATIONAL_1 (NMT_MT2) shall be triggered, if there are no SoA or SoC frames
received inside the time interval defined by index NMT_BootTime_REC.MNWaitNoAct_U32.

A node that doesn’t support MN mode shall stay in state NMT_MS_NOT_ACTIVE. An error message
shall be issued to the application.
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74322  NMT_MS_EPL_MODE

NMT_MS_EPL_MODE is a super-state that won't be signalled over the network by an individual
NMT Status value.

7.1.3.2.2.1 NMT_MS_PRE_OPERATIONAL_1
In the state NMT_MS_PRE_OPERATIONAL_1, the MN shall start executing the reduced EPL cycle.

It shall identify the configured CNs (index NMT_CNAssignment_AU32[Node ID].Bit1) by IdentRequest
/ ldentResponse frame exchange and may check their identification. Identification check completion
may be delayed if application SW or configuration data have to be downloaded by the CN.

Identified nodes CNs shall be cyclically accessed via IdentRequest.
In case of timeout conditions or wrong identification, an error shall be signalled to the MN application.
The cyrrentiiN-state—shattbe-maintained:

There js no PDO exchange in NMT_MS_PRE_OPERATIONAL_1.

It's redommended, that the MN has completed it's configuration in NM AL_1.
Refer

In the ptate NMT_MS_PRE_OPERATIONAL_2, the MN shall start.e L

It shalllaccess the identified CNs, that are in state NM F ‘e not

heartbgat. The transmitted PReq frames shall in_ a The

CNs that haven’t compl ¢ ¢ e

In cas¢ of timeout corfditio C S n.

The MN shall ena CNs

Z
<
e
()

configliration.
Refer ¥.6.2.4)for further information about NMT_MS_PRE_OPERATIONAL_2.

7.1.3.2221
In NMT_MS_READY_TO_OPERATE, the MN shall execute the isochronous EPL cycle.

When entering NMT_MS_READY_TO_OPERATE, the MN shall start transmitting PDO data to the
identified isochronous CNs according to the requirements of the PDO mapping. The transmitted data
shall be declared invalid by resetting the RD flag. The length of the PReq frames shall be equal to the
configured PReq payload size of the respective CN (index NMT_MNPReqPayloadList_AU16[Node ID]).

PDO data received from the CNs shall be ignored.
Identified async-only CNs shall be cyclically accessed via SoA StatusRequest frames.
Configured but unidentified CNs shall be searched for via SoA IdentRequest frames.

CNs that haven’'t completed configuration process in NMT_MS_PRE_OPERATIONAL_2, shall be
allowed to continue configuration and shall be re-identified to test configuration compatibility, if they
have set the StatusResponse CF flag.
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In case of timeout conditions or wrong PRes frames, an error shall be signalled to the MN application.
The current MN state shall be maintained.

The MN state transition from NMT_MS_READY_TO_OPERATE to NMT_MS_OPERATIONAL
(NMT_MTS) shall be triggered if all mandatory CNs transmit their PRes frames with correct frame
lengthand timing.

Refer 7.6.2.5 for further information about NMT_MS READY_TO_OPERATE.

7.1.3.2.21.3 NMT_MS_OPERATIONAL

NMT_MS_OPERATIONAL is the normal operating state of the EPL MN. The MN shall execute the
isochronous EPL cycle.

The MN shall transmit PDO data to the identified isochronous CNs according to the requirements of

the PDO mapping. The transmitted data may be declared valid by setting the RD flag, if requested by
the application. The len e of
the regpective CN.

CNs that haven’t completed configuration process in NMT_M ) e
allowef i i ey
have

All mapdatory CNs shall be in NMT_CS_OPERATIONA lost, if
it has @ state # NMT_CS_OPERATIONALON it pr to

NMT_|

The error reaction of the MN is controlled by}
NMT_$tartUp U32.Bit6.

Refer 7.6.2.6 for further infor

s
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7.1.3.3 Transitions
Table 81 — MN Specific State Transitions

(NMT_MT1) Refer Table 80

(NMT_MT2) Timeout (SoC, SoA) [ ]/ enable EPL reduced cycle communication
If the node doesn’t receive any SoA or SoC frame during a definable timeout period
after entering the NMT_MS_NOT_ACTIVE state, the node shall change over to
NMT_MS_PRE_OPERATIONAL_1.
Timeout defined by NMT_BootTime_REC.MNWaitNoAct_U32

(NMT_MT3) Auto [All mandatory CNs identified] / enable isochronous EPL cycle communication,
Pnnfigllrpd Pqu invalid
If the node has identified all mandatory CNs, the node shall chahge
NMT_MS_PRE_OPERATIONAL_2.
The state transition may be delayed by the application.

(NMT |[MT4) Auto [MN configuration completed, all mandatory CNs i \>
NMT_CS_READY_TO_OPERATE]/ configured PRegy\n
If the MN has completed its configuration and if all andeﬁ’@hﬂh iy state
NMT_CS READY_TO_OPERATE, the node to_the state
NMT_MS_READY_TO_OPERATE.
The state transition may be delayed by tl;re/mm@ :

(NMT |[MT5) Auto [The isochronous communlcatlon is erfo free \abl\e-/éonflgured PRes,|valid,
start operation
If all mandatory CNs tr fra es ect frame length and
timingndthe MN shall ¢ ge sta N MS PERATIONAL
The state transition may be ela YA app

(NMT_MT®6) Auto [Mandatory CN Iost ma ato C no NMT CS _OPERATIONAL, error] /
enable EPL):@duced cycl co lca io
If the MN s errors \énd)at N, it shall change over to
NMT_MS_P ERAT L 1

Refer Figure 65 and Table ifions defiied by the common Initialisation NMT stat,

which have to be@ie tate machine.
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7.1.4 CN NMT State Machine

In Figure 68 the NMT state diagram of a CN is shown.

NMT_CS_
INITIALISATION
e

NMT_CS h
NMT CN State Machine

(NMT_CT1)
auto,
[NodelD 1=
(NMT_CT3) C_ADR_MN_DEF_NODE_ID]

Timeout
(SoA,SoC,PReq,PRes)—I
NMT_CS_
NOT_ACTIVE
(NMT_CT12)

SoA,SoC,PReq,PRes (NMT_CT2)

(NMT_CS_EPL_MODE

(NMT_CT10)
NMT
EnterPreoperational2

<

IA

(NMT_CT6)

(NMT_CT9)
NNIT NMT

StartNode EnterPreoperational2

—"
M(T:Ts) NMT_CS_
X StopNode STOPPED
N Y,
PR\

Tulnn of Communication
EPL Cycle
no Communication Listen Only Eptsifl.l;esdngg,de (SoC - PReq - PRes
~SoA - ASnd)

Figure 68 — State Diagram of an CN

The CN NMT state machine shall be regarded to be hosted by the common Initialisation NMT state
machine (7.1.2). The CN NMT state machine represents a sub-state of the super-states
NMT_GS_POWERED (7.1.2.1.1) and NMT_GS_COMMUNICATING (7.1.2.1.1.2). The transitions
defined by these states shall be valid at the CN NMT state machine.
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The node shall attach particular importance to the fact that a CN immediately shall recognize
upcoming MN frames, e.g. the network state (refer 7.1.3.2) changing from the Basic Ethernet to the
EPL Mode, and that the CN relates to it, so that disturbances in deterministic communication in the
EPL Mode are prevented.

7.1.41 States
7.1.41.1 NMT_CS_NOT_ACTIVE

NMT_CS _NOT_ACTIVE is a non-permanent state which allows a starting node to recognize the
current network state.
The CN shall observe network traffic. The node shall be not authorised to send frames autonomously.

There shall be no Legacy Ethernet frame transmission allowed at the NMT CS NOT ACTIVE state.
The r%ie shall be able to recognize the NMT commands NMTResetNode and

NMTREesetCommunication sent via ASnd.
The transition from NMT_CS_NOT_ACTIVE to the NMT_CS_PRE_OPERAKONA & shdll be
triggered by a SoA frame being received.
The transition from NMT_CS_NOT_ACTIVE to the NMT_CS_BASIC £
triggered by timeout for SoC, PReq, PRes and SoA frames.NMT_CS

NMT_{S_EPL_MODE is a super-state that won’t be signalled ové k an individual
NMTSfatus value.

714111
In the state NMT_CS_| PRE OPERATIONAL 1, the CN
authorjsed it to do so by a SoA Asynclnvije

In NMT_CS PRE_OPERATIONAL_1 the node'sha i i qee
7.4.3.3) and the CN shall download its configurati 3 s onfiguration server, if required| Both

procegses may be completely or partional i Y _PRE_OPERATIONAL_2, if the MN is
not in NMT_MS_PRE_OPERATIONAL_1 kesp _PRE_OPERATIONAL_1 before the
CN hap completed its configdration.

The transition from NMT CS NAL_1 to'the following state shall be triggered by a

SoC frame being receiv
There s no PDO <:$n i
71.41.1.2 M1

In the ptate NMT_GC X ’ AL_2, the CN shall wait for the configuration to be

compléted.

The ngde sholld not be queriad he MN via PReq, but in case of an erroneous query it shall
resporjd by X ero bytes payload data, the lower layer shall be responsible f@r
paddirig.Lhe \\ 3 data shall be declared invalid by resetting the RD Flag.

Asyncionly CNg-sh be’ queried by the MN via PReq and thus shall not respond via PRes.

Both types of EN'shall respond to Asynclnvite commands via SoA. If not invited by the MN, therg shall
be no Ethernet frame fransmission allowed at the NMT_CS_PRE_OPERATIONAL _2 state.

The PDQ data received from the MN via PReq and from other CNs and the MN via PRes shall he
ignored by the CN.

The transition from NMT_CS_PRE_OPERATIONAL_2 to NMT_CS_READY_TO_OPERATE shall be
triggered by the completion of configuration and synchronisation and the reception of NMT state
command NMTEnableReadyToOperate (see 7.4.1.2.1)

The transition from NMT_CS_PRE_OPERATIONAL_2 to NMT_CS_PRE_OPERATIONAL_1 shall be
triggered by an error recognition (see 4.7).

The transition from NMT_CS_PRE_OPERATIONAL_2 to NMT_CS_STOPPED shall be triggered by
reception of NMT state command NMTStopNode (see 7.4.1.2.1).
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714113  NMT_CS_READY TO OPERATE

With the state NMT_CS_READY_TO_OPERATE, the CN shall signal its readiness to operation to the
MN.

The node may participate in cyclic frame exchange. Cyclic nodes shall respond via PRes when
queried via PReq by the MN. NMT_CS_READY_TO_OPERATE is the state, where the CN shall be
initially queried via PReq by the MN and thus starts the isochronous frame exchange.

Async-only CNs shall not be queried by the MN via PReq and thus shall not respond via PRes.

Both types of CN shall respond to Asyncinvite commands via SoA. If not invited by the MN, there shall
be no Ethernet frame transmission allowed at the NMT_CS_READY_TO_OPERATE state.

The PDO data received from the MN via PReq and from other CNs and the MN via PRes may be
interpreted if selected by the CN application.

The PDO data sent via PRes shall be declared invalid by resetting the RD flag b
The lepgth of the PRes frame shall be equal to configured size (Object
NMT_CycleTiming_ REC.PresActPayload_U16). The transmitted data shall ¢
requirgments defined by the PDO mapping (see 6.4.7.4).

The transition from NMT_CS_READY_TO_ OPERATE to NMT_CS_OR
by the|reception of NMT state command NMTStartNode (see 7.4.1.
If the €N recognizes its configuration state being changed withi
automaptically shall change back to NMT_CS_PRE_OPERATIO

The transition from NMT_CS_READY_TO_OPERATE to N
triggered by an error recognition(see 4.7).

The transition from NMT_CS_READY_TO OPERAT
recept N R

e.CN applicelation.

dgered
\TE, it
il be

] by

71.4

NMT_C

The C ried
via PReq by the MN

A acydlic-

Both ty mands via SoA. If not invited by the MN, therg is no
standg he NMT_CS_OPERATIONAL state.

The C Y 'sutvel er nogles using the NMT guarding mechanism (7.4.5).

The P j iaRReq and from other CNs and the MN via PRes shall be
interpre \ i

The P at Vi be declared valid by setting the RD flag by the CN application.
Tempq aring tf ) may be allowed if PDO data are not valid. The length of the PRgs

frame phdll be hto configured size (Object NMT_CycleTiming_ REC.PresActPayload _U16).[The
transmyi espond to the requirements defined by the PDO mapping (see 6.4.7.4).

by the state command NMTEnterPre_opeEationQZ (see 7.4.1 .2.1)_.
The transijtion from NMT_CS_OPERATIONAL to NMT_CS_PRE_OPERATIONAL_1 shall be trigfgered

by an errer recognition(see 4 7)

The transition from NMT_CS_OPERATIONAL to NMT_CS_STOPPED shall be triggered by reception
of NMT state command NMTStopNode (see 7.4.1.2.1).

71.4115  NMT_CS_STOPPED

In the NMT_CS_STOPPED state, the node shall be largely passive. NMT_CS_STOPPED shall be
used for controlled shutdown of a selected CN while the system is still running.

The node shall not participate in cyclic frame exchange, but still observes SoA frames arriving.
It shall not be queried by the MN via PRes.
The node shall not respond via PRes when queried by the MN via PReg.

The node shall respond to Asynclnvite commands via SoA. If not invited by the MN, there is no
standard Ethernet frame transmission allowed at the NMT_CS_STOPPED state.
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The transition from NMT_CS_STOPPED to NMT_CS_PRE_OPERATIONAL_2 shall be triggered by
the reception of NMT state command NMTEnterPreoperational2 (see 7.4.1.2.1)

The transition from NMT_CS_STOPPED to NMT_CS_PRE_OPERATIONAL_1 shall be triggered by
an error recognition (see 4.7).

74.412  NMT_CS_BASIC_ETHERNET

In the NMT_CS_BASIC_ETHERNET state the node may perform Legacy Ethernet communication
according to IEEE 802.3. There is no EPL specific network traffic control. The CSMA/CD collision
handling shall control the network access. The node is allowed to transmit autonomiously.

Any Legacy Ethernet protocol may be applied.

ASnd frames may be transmitted by a CN in state NMT CS_BASIC_| ETHERNET

s. On

S BASIC_ETHERNET state, the node shall recognize SoC, PReq, PRe
a Ismissign and

the regeption of such a frame, the CN shall immediately stall any autonomous
changg over to NMT_CS _NOT_ACTIVE.

7.1.4.2 Transitions
Table 82 — CN Specific State Trw s

(NMT|CT1) | Refer Table 80

(NMT |CT2) | SoA[]/enable EPL reduced cycle com m%on

If SoA frame is received in NMT_CS W IV, noa‘e/shall change overfto the
state NMT_CS_PRE_OP;RQTlON

(NMT |CT3) | Timeout (SoC, PReq, PR§§aﬁd\§Qé [Nenab\e Iféga)cy Ethernet communicatign

eq\PRes-or-SoA frame during a definabje
* NQT_ACTIVE state, the node shall change

The tlmeout er d fm Dy Obj ct NMT_CnStateMachineTimeouts_ AU32
sub-inde Ba icEt rnetT|

(NMT [CT4) | SoC [] /P WL c&gle\qam\n\}rcaf‘on dummy PRes only

receiv Wm NMT_CS_PRE_OPERATIONAL_1, the nofle
ove E_OPERATIONAL_2.

(NMT [CT5) ab Re b%erate completion of configuration and synchronisgtion] /
en blec fig ed'RRes, not valid

/Wk@r@tbgaticauy change over to NMT_CS_READY_TO_OPERATE

(NMT | CQ Y\\IM&St}thge [¢6nfiguration valid] / enable configured PRes, valid, start operation

€ eceives the NMTStartNode command in NMT_CS_READY_TO_OPERATE,
\ii\shall ange over to NMT_CS_OPERATIONAL

(NMT |CT7).<FAutdorfcenfiguration lost] / disable valid PRes, dummy PRes only, reset CF flag

If the CN recognizes its configuration state being changed in
NMT CS READY TQ QPERATE it nllfnmni‘ir‘ally shall r‘hs\ngn hack to

NMT_CS_PRE_OPERATIONAL_2.

(NMT_CT8) | NMTStopNode [ ]/ freeze cyclic communication

If the node receives an NMTStopNode command in
NMT_CS_PRE_OPERATIONAL_2, NMT_CS_READY_TO_OPERATE or
NMT_CS_OPERATIONAL, it shall change over to NMT_CS_STOPPED.
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(NMT_CT9)

NMTEnterPreoperational2 [ ] / disable valid PRes, dummy PRes only

If the node receives the NMTEnterPreoperational2 command in
NMT_CS_OPERATIONAL, it shall change over to NMT_CS_PRE_OPERATIONAL_2

(NMT_CT10)

NMTEnterPreoperational2 [ ] / re-enable EPL cycle communication, dummy PRes only

If the node receives the NMTEnterPreoperational2 command in NMT_CS_STOPPED,
it shall change over to NMT_CS_PRE_OPERATIONAL_2.

(NMT_CT11)

Error condition [ ] / enable EPL reduced cycle communication

If the node recognizes an error condition (refer 4.7) in
NMT_CS_PRE_OPERATIONAL_2, NMT_CS_READY_TO_OPERATE,
NMT_CS_OPERATIONAL or NMT_CS_STOPPED, the node shall change over to

NMT_CS_PRE_OPERATIONAL 1

(NMT [CT12)

SoC, PReq, PRes or SoA [ ]/ stall autonomous frame transmissipn, sta observing
network traffic

If an SoC, PReq, PRes or SoA frame is received in NMT ¢ BT, the
node shall change over to NMT_CS_NOT_ACTIVE.

Refer F b, that
have t

7.1.4.

Table ! ; s on
the lisfed communication objects may on S € S i ication

are in
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Table 83 — States and Communication Objects

NMT_GS_INITIALISATIO

N

NMT_CS_NOT_ACTIVE

NMT_CS_PRE_OPERATI

NMT_CS_PRE_OPERATI
ONAL_1

ONAL_2

T_CS_OPERATIONAL

NMT_CS_READY_TO_O
PERATE
NMT_CS_STOPPED
NMT_CS_BASIC_ETHER
NET

EPL c

nirolled network traffic

~
v

So

P
1%

PReq

X0

PDO reception

PRees receive

PRes transmit

"

/4}%\590
,4;u¢<>;o}> NM

PDO transmission

x

N

d

So

/|

IdentRequest

StatusRequest

=

NMTRequestinvite

Unspecifiedlnvite

AShd reception

UDP/IP reception

SDO reception

7
xx&?x//7/

< [x |7o|x |x|x|x [

X |x |20 |x

NMT Command(

x
~

N
N

x
x

AShd transmission, a;s\sig?te\d t)\)ASoA

UDP/IP transmissjon\,  \_

-—|><4;-;U-><><m-\-//-

SDO t;a/n\sq]is ion >

NMTReguéstiransmission

IdentRe§p\8qse

Status&asbqﬁs\e

RN
N

><><><><><—|><#\§/{;U)<—\>s\><><xj.....

XX [ X |X|[X |4

X [ X [ X [X|[X |
X [ X [ X [X[X |-
1

Netwolk traffichot.controlgdihy ERL

Legacy,{tﬁe‘rneg?e&

ption
UDPAP receptiom

()

N\
SDO reception™ \

Legacy Etherﬁet{ra;bsmission

UDP/IP,_autonomiously sent

SDIO\ransmission

X [X|[H|IX|X|A

only selected NMT commands accepted, shall cause state transition, refer 7.4.1.2.1, reception requires previous loss

R frame accepted
R/S frame accepted, triggers state transition
T frame transmitted
(T) dummy PRes only
X frame data interpreted resp. transmitted
(x)! frame data may be interpreted
x)? data invalidated by resetting the RD flag
3
(x)
of SoA
x* may cause state transition, refer 7.4.1.2.1
- no frame handling

Relationship to other state machines

The CN NMT state machine is commanded by the MN NMT state machine via NMT commands.
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. The NMT State Machines are operating in close relationship to the Cycle state machines (refer
to4.2.4.3and 4.2.4.4).
7.2 NMT CN Objects

7.21

Object 1000h: NMT_DeviceType U32

Contains information about the device type. The object at index 1000, describes the type of device
and its functionality.

7.2.2

This objectdefineg ths ¢ nication cycle period in ps. This period defines the SYNC interval
INDEX > 1006,
Name NMTCycleTime_U32
Object Code VAR
Data Type UNSIGNED32
Category Mandatory

o Entry Description
Access rw
PDO Mapping No
Value Range UNSIGNED32
Default Value 0

INDEX 1000y,

Name NMT_DeviceType U32

Object Code VAR

Data Type UNSIGNED32

Category Mandatory .
Entry Description <

Access ro <

PDO Mapping No \ N

Value Range UNSIGNED32 \%

Default Value ‘\>

Value Interpretation

pther devices-of a
= internal r
Hevice. /\

NMT_DeviceType_U32 is composg ¢ fig i i At is
used and a second 16-bit field which gives additi I ity of
the device.

The Additional Information parameter is d pecific. Its specification does not fall
within the scope of this document, it\is de i 0000y,
ndicates a device that does 8

modules the AdditionaNnformpation p i ber
referenced by objecthd00Q0y i i Sfi All

with x
eding

Byte:

LSB

TEENN S
dé‘i{ioﬁglﬁorﬁw@ti&r/ Device Profile Number

ject 1006,: NMTCycleTime_U32
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7.2.3 Object 1008,: NMT_ManufactDevName_VS
Contains the manufacturer device name.
INDEX 1008,
Name NMT_ManufactDevName VS
Object Code VAR
Data Type Visible String
Category Optional
o Entry Description
Access const
PDO Mapping No
Value Range No
Default Value No N
7.2.4 Object 1009,: NMT_Manuf w
Contains the manufacturer hardware version description.
INDEX 1009,
Name manufactur;ar\hbrd/\&a}fe \ersian
Object Code AN N PN >
Data Type \(sﬂe\étqng \ \ )
Category
o Entry Description Q (\ \>
Access { (] \\st O |
PDO Mapping N\ N A )
Value Range [ NQ
Default Vq(u% > 2 0 /
7.2.% j 0 . NMT_ManufactSwVers_VS
Contains the manufactigersoftware jon description.
INDEX AN | 100A,
Name \ W\ NMT_ManufactSwVers_VS
Object Coge \ ™\~ VAR
Data Type.  \ Visible String
Category Optional
o Entry Description
Access const
PDO Mapping No
Value Range No
Default Value No
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7.2.6 Object 1010h: NMT_StoreParam_REC

This object supports the saving of parameters in non volatile memory. By read access the device
provides information about its saving capabilities.

INDEX 1010,
Name NMT _StoreParam_REC
Object Code RECORD
Category Optional

. Sub-Index 0,,: NumberOfEntries
Sub-Index Oy,
Description NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
Access ro
PDO Mapping No
Value Range 1n— 7Fy
Default Value No

. Sub-Index 1,: SaveAllParam_U32

Refers to all parameters that can be stored on }hi ev

@
N éﬁ'/>”>

Sub-Index ANAYES
Description \SyqveMﬁ‘a(am}QBZ \ /
Type UNSIGNED3R

Entry Category Manc@ato\ry

Access AU TN

PDO Mapping \( No\ ~ \\/

Value Range | (DUNSIGNED32

Default Vajue, \ Now

arameters (Index 1000, - 1FFF, manufacturer specific

2y
DESchM \ ) SaveCommParam_U32
Type \ UNSIGNED32
Entry CategW Optional
Access rw
PDOWapping NoO
Value Range UNSIGNED32
Default Value No

o Sub-Index 3,: SaveApplParam_U32

Refers to application related parameters (Index 6000, - 9FFF, manufacturer specific application
parameters).
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Sub-Index 3h

Description SaveApplParam_U32
Type UNSIGNED32

Entry Category Optional

Access rw

PDO Mapping No

Value Range UNSIGNED32
Default Value No

Sub-Index 4;, — 7F,: SaveManufParam_U32

May store their choice of parameters individually.

Sub-Index 4, - 7F;, /TN
Description SaveManufParam_U32 /\&

Type UNSIGNED32 A (

Entry Category Optional \ \ >
Access rw /\ \

PDO Mapping No \ \\ \

Value Range UNSIGNED32 S\ \

Default Value No X \

Y%

n order to avoid storage of parame by mistake, Storag only executed when a speg
sighature is written to the appropriate Sub-fndex. Thessignature 15", save®.

Value Interpretation of Sub-Index 1,, - 7F,

Table 84 — NMT_StoreParam_RE write access signature

Signature \MSB\ N LSB

ISO 8859 (“ASCII" ke v, > |a s

hex\. N 655 76, 61, 73,
On reception of the ¢ i in the appropriate sub-index the device stores the
parameter Orangmission. If the storing failed, the device respo
with an Abo
f a wrong signgture ce refuses to store it and responds with Abort SDO
Transfer.
On read access to opriate Sub-Index the device provides information about its stqg

IMT_StoreParam_REC Storage read access structure

UNSIGNED32
MSB LSB

bits 31-2 1 0
reserved (=0) Ot 0t

Table 86 — NMT_StoreParam_REC Structure of read access

bit value meaning

31-2 0 reserved (=0)

1 0 Device does not save parameters autonomously
1 Device saves parameters autonomously

0 0 Device does not save parameters on command
1 Device saves parameters on command

Autonomous saving means that a device stores the storable parameters in a non-volatile
manner without user request.
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7.2.7 Object 1011,: NMT_RestoreDefParam_REC

With this object the default values of parameters according to the communication or device profile are
restored. By read access the device provides information about its capabilities to restore these values.

Several parameter groups are distinguished:

INDEX 1011,
Name NMT_RestoreDefParam_REC
Object Code RECORD
Category Optional
. Sub-Index 0,: NumberOfEntries
Sub-Index 0,
Description NumberOfEntries
Type UNSIGNEDS
Entry Category Mandatory N
Access ro \
PDO Mapping No (
Value Range 1h 7Fh NI
Default Value \ \ \
N
. Sub-Index 1;: RestoreAllParam_U32
restore all default parameters (\ /\
Sub-Index (h ( h ( U
Description I?s\sto\meara\nhU /
Type UNSIGNED32
Entry Category Mandatoty >
Access /\\(\k\ \ \>
PDO Mapping . N [Nog N
Value Range I NS\QNED’S/Z
Default Vatde, \, > Mo\ >
. Sub-lndex3\h./
Restore co
1000, - ﬂ
Sub-Index 2,
Désﬁ'ug\ﬁpn\‘ RestoreCommParam_U32
Type X\ UNSIGNED32
Entry Cétegory\ Optional
Access rw
PDO Mapping No
Value Range UNSIGNED32
Default Value No
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Sub-Index 3;: RestoreApplParam_U32

Restore application default parameters, refers to application related parameters (Index 6000y, -
9FFFy, manufacturer specific application parameters).

PAS 62408 © IEC:2005 (E)

Sub-Index 3

Description RestoreApplParam_U32
Type UNSIGNED32

Entry Category Optional

Access rw

PDO Mapping No

Value Range UNSIGNED32

Default Value No

choice of parameters.

Sub-Index 4, - 7F,;: RestoreManufParam_U32

Restore manufacturer defined default parameters. manufacturers

Value Range

Sub-Index 4, - 7Fy, \

Description RestoreManufParam _gcf\z\\

Type UNSIGNED32 \

Entry Category Optional /

Access rw A\ \ j / 3

PDO Mapping No, X / >
)

Default Value

n order to avoid the
b specific signature is

Table 87 — NMT

Sub-Index 1, — 7F;, Value Interpre atio

%eters y mistake, restoring is only executeqd
priate -index. The signature is ,load".

éfgpéﬂ%\

LSB

61h 6Fh

6Ch

| restore default |

V
D

Figure 69 — NMT_RestoreDefParam_REC restore procedure

v
| reset / power cycle |

!

| default values valid |

iqual

when

ice

, reset

On read access to the appropriate sub-index the device provides information about its default
parameter restoring capability with the following format:
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Table 88 — NMT_RestoreDefParam_REC Restoring default values read access structure

UNSIGNED32
MSB LSB

bits 31-1 0
reserved (=0) 0/1

Table 89 — NMT_RestoreDefParam_REC Structure of restore read access

bit number | value | meaning

31-1 0 reserved (=0)
0 0 Device does not restore default parameters
1 DUV;UC IUOtUIUO palalllUtUlO
7.2.8 Object 1016h:
NMT_ConsumerHeartbeatTime

The cgnsumer heartbeat time defines the expected heartbeat cycle ti S to\be Higher
than the corresponding producer heartbeat time configured on the deyi i artbgat.
Monitdring starts after the reception of the first heartbeat. If the time is 0 thg

corresponding entry is not used. The time has to be a multiple o

INDEX 1016, /A

Name NMT_Cons/umé\rHéayfbg\atﬂ‘z{e_MZ
Object Code ARRAY A \7 [ PN >
Data Type \{NSWQN&DSZ\ \ )
Category Optiona

. Sub-Index 00y: NumberOfEntriesK\US (\ \>

Sub-Index { NI
Description N N A Nﬁm\be\rOfEnﬁﬁ/es_US
Entry Category[ ndatory

Access ( \ } 2

PDO Mappirg No>

Value Range\\ \ - \?521

Default VaTu\e \ 254

. Sub-In@N&Q:}w\n}merHeanbeatTime

Slb-Index N\ 01y — FEy

De&:ﬂgti&\ \ ConsumerHeartbeatTime
Entry Ce;t‘eggry> optional

Access rw

RPDO Mapping No

Value Range UNSIGNED32

Default Value 0

. Sub-Index 01, — FE;, Value Description

UNSIGNED32

MSB LSB
Bits 31-24 23-16 15-0
Value reserved (value: 00h) | Node-ID heartbeat time
Encoded as - UNSIGNEDS8 UNSIGNED16

At an attempt to configure several consumer heartbeat times unequal 0 for the same Node-ID
the device aborts the SDO download with abort code 0604 0043,
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Object 1018h: NMT_ldentityObject_REC

The object at index 1018h contains general information about the device.

INDEX 1018,
Name NMT_IdentityObject REC
Object Code RECORD
Data Type Identity
Category Mandatory

Sub-Index 0,: NumberOfEntries
Sub-Index 0,
Description NumberOfEntries
Type UNSIGNEDS
Entry Category Mandatory N
Access ro \
PDO Mapping No (
Value Range 1-4 \
Default Value No

Sub-Index 1,: Vendorld_U32

The Vendor ID contains a unlque value aIIocat(ad\

Sub-Index
Description VeQdo\N\\Q32\
Type UNSIGNED32
Entry Category Mandatoty >
Access NN XY S
PDO Mapping f\ N N};\ N
Value Range NS\QNED’S/Z
Default vyﬁx o >

Sub-Index 2,Y'Pro

The manuf %@{c roduct xode identifies a specific device version.
Sub-Index_
De,gcr\m{tion\ \ \/ ProductCode_U32

pe NN UNSIGNED32

Enth\Qa@goﬁ\ Optional
Access ro
PDO;Mapping No
Value Range UNSIGNED32
Default Value No
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Sub-Index 3;,: RevisionNo_U32

The manufacturer-specific Revision number consists of a major revision number and a minor
revision number. The major revision number identifies a specific device behaviour. If the device
functionality is expanded, the major revision has to be incremented. The minor revision number

-197 -

identifies different versions with the same device behaviour.

Table 90 — Structure of Revision number

31 | 16 15 IB

major revision number minor revision number

MSB \ | LSB
Sub-Index 3h

Description RevisionNo_U32

Type UNSIGNED32

Entry Category Optional

Access ro

PDO Mapping No \
Value Range UNSIGNED32

Default Value

. Sub-Index;: SerialNo_U32

The manufacturer-specific Serial ngtﬁbg|

Q
MVZ@\V

Sub-Index

Description $€AaINo\{\2\

Type UNSIGNED3Z \
Entry Category / /) O\Q\tioﬁ&L\ \
Access N ro

PDO Mapping ~—

Value Range\ >

I
N
Default VQNQ/ \

\QONS\IGNEDSZ
No.,

=
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Object 1030, - 103Fh: NMT _ItfGroup_Xh_REC

The following objects are used to configure and retrieve parameters of the interfaces (physical or
virtual) via SDO. Each interface shall have one entry. The ItfGroup_REC object is a subset of the

Interface Group RFC1213.

To allow access by name “_Xh” shall be replaced by a name index. Name index shall be “_0h” if
object index is 10304, It shall be incremented up to “_Fh” corresponding to object index 103F,.

Index 1030h - 103Fh
Name NMT _ItfGroup_Xh_REC
Object Code RECORD
Data Type [tfGroup REC Type
Category M /RN

o Sub-Index 00,: NumberOfEntries_U8 /\<\& (\
Sub-Index 00h <\ AN DD
Description NumberOfEntries_U8 AN \
Data Type UNSIGNEDS N Y%
Entry Category M < \ \ \
Access Ro X \
PDO Mapping No / a) >
Value range 7,14,21,...,252\\ >/ K\
Default value 7 /\ > ( k) ‘\/

Sub-Index 01,: ItfindexN_U16

N/

nterface index of the router interfa%)N shall be set to 1 on sub-index 01,,. N|shall

be increased by 1 on in/{ex 08, OF, etc.i\
Sub-Index S\ [01h il V4
Description [\ ItfimdexNoU6_J
Data Type { UNSIGNED 16,
Entry Cat@ \/\ \SubMndex01h

"\ DO, Sul-Indlex 08h, OFh ...
Access /\ Rw
PDO Mapping \ No—"
ValueCranga\_(\ NSIGNED16
Defaultvalug S \_ V-
RN
o Sub-Inde n: ItfDescription_VSTR

A textual string containing information about the interface. This string should include the n
bf\thé manufacturer, the product name and the version of the hardware interface.

ame

Sub-Index 02h

Description [tfDescription_VSTR

Data Type VISIBLE_STRINGXX
Entry Category M

Access Ro

PDO Mapping No

Value range VISIBLE_STRINGXX
Default value -
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Sub-Index 03,: ItfType_U8
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The type of interface, distinguished according to the physical/link protocol(s) immediately
"below' the network layer in the protocol stack.

Sub-Index 03h

Description ItfType U8

Data Type USINGEDS8

Entry Category M

Access Ro

PDO Mapping No

Value range Other(1), -- none of the following

ethernet-csmacd(o),
is088023-csmacd(7),
Ethernet-Powerlink(xx)

CAN(x) A O
Default value Ethernet-csmacd(6) >
Sub-Index 04,: ItfMtu_U32
The size of the largest datagram which can be sent/receiyed e rface\ specified in

argest network datagram that can be sent on the interface.

betets. For interfaces that are used for transmittingWa m is i
aN

he size of {

Sub-Index 04h NSy
Description [tfMtu _JS2 /\\ > [ (\ R >
Data Type USINGED32 "\ N )
Entry Category M A

Access Ro ??’( ~

PDO Mapping No \ \ \

Value range \ (JSINéE\bQZ\) \\/

Default value [\ - (&N \)

Sub-lndex@.l

The interface!
protocol staék.
shouldm an\octet stri

bbject

Sybdﬁqex\\ \

05,

Bescription 1.

[tfPhysAddress_OSTR

Data Fype."

OCTET_STRING

Entry. Catégqry) M

Access Ro

PDO Mapping No

Value range OCTET_STRING

Default value
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Sub-Index 07, N\ S

Description |tfOperStatus_BOOL AN\ )\

Data Type BOOL \ \ \ N

Entry Category M Q \ \ \

Access Ro X \

PDO Mapping No / ) >

Value range Down(0), /\(x\// \>

up(1) (\ N

Default value - \ \ )
7.2.11 Object 1F98;.: iming_REC
NMT_CycleTiming_REC provdes ameters, that influence the EPL cycle

timing

—200 -

Sub-Index 06,: ItfName_VSTR

A user reference name for the interface.
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Sub-Index 06,

Description [tfName_VSTR

Data Type VISIBLE_STRINGXX
Entry Category M

Access Rw

PDO Mapping No

Value range VISIBLE_STRINGXX
Default value -

Sub-Index 07,: ItfOperStatus_BOOL

The current operational state of the interface.

s

All entries shall b he MN, some of the entries are irrelevant
INDEX N
Name N\ N \_ NMT “CycleTiming_REC
Object Code, < N 'RECORD
Data Type< \
Categofy~_ Mandatory
(belK\e% m\b\ro ntries
Sub-lndaxy ~\ On
Descripti \ NumberOfEntries
Type UNSIGNEDS8
Entry Category Mandatory
ACTTESS O
PDO Mapping No
Value Range 6
Default Value 6
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. Sub-Index 1,;: PReqMaxPayload_U16
Provides the device specific limit for PollRequest payload data size in octets received by the
CN. The value is the upper limit to PRegActPayload_U16 (refer below)

On the MN, the entry shall describe an upper limit to the PollRequest payload data size in octets
to be transmitted to the CNs.

Sub-Index 1h
Description PReqMaxPayload_U16
Type UNSIGNED16
Entry Category CN. MN: Mandatory
Access ro
PDO Mapping No
Value Range 0-C _DLL MAX PAYLOAD PREQ (
Default Value 0 Ké
. Sub-Index 2,,: PResMaxPayload_U16
Provides the device specific limit for PolIResponse payload data size | itted by
the node. The value is the upper limit to PResActPaonadZJalQ efer below
Sub-Index 2, VAN
Description PResMaxPaon;ﬁ_U16 \
Type UNSIGNED16( (/)
Entry Category CN, MN:).([@nB@\to/ry/ /\ \5
Access <@ Q ) ( \ N )\/
PDO Mapping N
Value Range - C_DLLMMAX_PAYLOAD_PRES
Default Value (\,\ & \ \/
. Sub-Index 3;: PRes x}a@cy_ \2\\\:&2\)
Provides the time [n\(ﬂ\s/]\ at is required\by N to respond to PReq.
Sub-Index” \, > /
Description P%sMaxLatency_USZ
Type A\ ~NUKSIGNED32
Entry Catebo\&\ CN: Mandatory
N MN: not supported
Agcgs& ‘\ \ ro
FQO Mappifi No
Valuz-Range \ UNSIGNED32
Default Value ) 5 000
o Sub-Index 4,: PReqActPayload_U16

rovides the actual FollRequest payload data siZze In octels expected by the UN.

Sub-Index 4,
Description PReqgActPayload_U16
Type UNSIGNED16
Entry Category CN: Mandatory
MN: not supported
Access rw
PDO Mapping No
Value Range 0-C _DLL_MAX PAYLOAD PREQ
Default Value 0
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. Sub-Index 5,: PResActPayload_U16

Provides the actual PollResponse payload data size in octets transmitted by the node.

Sub-Index 5

Description PResActPayload_U16

Type UNSIGNED16

Entry Category CN, MN: Mandatory

Access rw

PDO Mapping No

Value Range 0-C_DLL_MAX PAYLOAD_PRES
Default Value 0

1.2,

NMT state machine.

2 Object 1F99,.:
NMT_CnStateMachineTimeouts

NMT_{CnStateMachineTimeouts REC provides CN specific timeout %alues.i

A\
~X\

[

CN

INDEX 1F99,

Name NMT_CnStateMachjneTimeduts REG
Object Code RECORD ~ \ § / ("X

Data Type NN QY >
Category x1\4an?}qt6r\y \ \ ~ )

. Sub-Index 0,,: NumberOfEntries ~
Sub-Index 0 (O /
Description { /~ TNumbefOfEntries
Type N N | UNSIGNEDS)

Entry Category [ Nkana‘a{ory
Access / \ § ?

PDO Mapping_ Noy,
Value Rangg\\ N2
Default Vafqe \ 2

Sub-Index~_ ) 1

Description BasicEthernetTimeout U32
Type UNSIGNED32

Entry Category Mandatory

Access ro

PDO Mapping No

Value Range UNSIGNED32

Default Value 5000 000
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7.3 NMT MN Obijects

The NMT Master provides services for controlling the network behaviour of nodes. Only one NMT
Master can exist in an Ethernet Powerlink (EPL) Network. In EPL the NMT Master is located in the
MN.MNCN

MNThe NMT Master Control Settings activate the MN functions and define the boot behaviour and the
error reactions.

7.3.1 NMT Master Start Up Behaviour
7.3.1.1 Object 1F80,: NMT_StartUp_U32
This object configures the boot behaviour of a device that is able to perform the X
Objeci NMT_StartUp_U32 is a configuration object. Internal state transitions pis ahge this
object
Index 1F80h
Name NMT_StartUp_U32 {
Object Code VAR \
Data Type UNSIGNED32 N K
Category M /

. Value description f\&}? /\\>

Access ro /\ /\\ > ( Q T~

PDO Mapping No \ \ /
>

Value range Bit field, refer bglo\w
Default value | Bit field, refer below~_

«  NMT_StartUp_u32 \@}e@re/rﬁe%@\} ‘>

Octet | Bit Dgsqup\nq\n\

0 0 Reserved (Oy)

Q 0, < | Startonly'explicitly assigned CNs (if Bit 3 = 0,).
/\

< ?y\ We service NMTStartNode with broadcast address|ng (if
it 3 b)

NMT_MS_OPERATIONAL. Application will decide, when to enter
the state.

Qb NEnter myself automatically to state NMT_MS_OPERATIONAL
< 1o Do not enter myself automatically to state

s% NOg Allow to start up the CNs (i.e. to send NMTStartNode)

1o Do not allow to send NMTStartNode; the application may start the
CNs

Op On error event from guarding a mandatory CN treat the CN
rdividuatty:

1p On error event from guarding a mandatory CN perform
NMTResetNode with broadcast addressing. Refer to Bit 6 and
1F81y, Bit 3

(&)
1
1
i

Reserved (0y,)
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On error event from guarding a mandatory CN treat the CN
according to Bit 4

On error event from guarding a mandatory CN send
NMTStopNode with broadcast addressing. Ignore Bit 4.

Enter myself automatically to state
NMT_MS_PRE_OPERATIONAL_2

1o

Do not enter myself automatically to state
NMT_MS_PRE_OPERATIONAL 2. Application will decide, when
to enter the state.

Enter myself automatically to state NMT_MS _
READY_TO_ OPERATE

To

Do not enter myself automatically to state NMAMS _
READY_TO_OPERATE. Application will detide, wken fo\enter
the state.

N\
The identification of the CNs shall be fimited to «etification qf the
respective NMT_MNDeviceTypeldList AU32sub-index.

The identification of the CNs shqﬂ b@e@\(\p}e\te@\chégked.

10 Op

The SW-Version of the CNS/s‘thI\Qot p\e}\ec\k\ed.

The SW-Version of the CNs shall (o d. If the check fails,
the CN’s SW has to MW

11 Op

The Configuration 01( theCNs s}‘nqll n\ot\Qe/éhecked.

The Configuratigh f\ﬂ)e) Nsishallhe checked. If the checH fails,
the Qﬁ%\con' atien hgs talb ted.

12 Op

In case of exroreve retWatically from
NMT_MS, O TIONAL t T_MS_PRE_OPERATIONAL_1.

Do nat retyr to MS\ PRE_OPERATIONAL_1. Applicgtion
will d ide%gthe oenter the state.

13-15 | <

(Reserved (008) \

16 - 31\~

| Reservest{60,00))

O N
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7.3.1.2 Object 1F89,: NMT_BootTime_REC

This object describes time interval values, to be used by the MN when it starts the network.

The maximum times are in ys, the master will wait for all mandatory CNs in before signalling an error.

If the time is zero (0), it will wait endlessly.

Index 1F89h
Name NMT_BootTime REC
Object Code RECORD
Data Type NMT_BootTime_TYPE
Category M

. Sub-Index 00, NumberOfERtries
Sub-Index 00h
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M /\
Access ro \
PDO Mapping No Q
Value range 4 \
Default value 4

. Sub-Index 01,: MNWaitNotAct_U3

)
MQS all remain in state

NMT_MS_PRE_OPERATIONAL _1
Sub-Index 01h

Name MNVVQWNAQQO\?@\\\) v
Data Type MNUNSIGNED32 . XN )
Entry Category [| MM\

N
Access < B rw < \/
PDO Mapp??(g/\Na\ R >

Value rangg\\ | >=250y"
Default valtie \ [\:008.000~—"

TMPreOpLUM

all describe the time interval in [us], the MN shall wait in state

. Sub-Index 02k

THis su de

dentRes chanism, before it signals an error to the application.

ork, before it changes ove

NMT MS ATIONAL_1 for all mandatory CNs to be identified via the IdentRe

juest /

f thetimeout vatle is zero (0), there will be no timeout for CN identification.
Sub-Index 02h

Name MNTimeoutPreOp1_U32

Data Type UNSIGNED32

Entry Category | M

Access rw

PDO Mapping No

Value range 0, 50 000 — 5000 000

Default value 500 000
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Sub-Index 03,: MNWaitPreOp1_U32
This sub-index shall describe the time interval in [us], the MN shall rest in state
NMT_MS_PRE_OPERATIONAL_1.

If the wait value is zero (0), NMT_MS_PRE_OPERATIONAL _1 shall be left as soon as all
mandatory CNs have been identified.

Sub-Index 02h

Name MNWaitPreOp1_U32
Data Type UNSIGNED32

Entry Category | M

Access rw

PDO Mapping No

Value range 0, 50 000 — 5 000 000
Default value 500 000

Sub-Index 04,: MNTimeoutPreOp2_U32

This sub-index shall describe the time interval in [us], the MN §
NMT_MS PRE_OPERATIONAL_2 for all mandatory CNs

fthe tlmeout value is zero (0), there will be no tlme?m/%\ endlessly
Sub-Index 04h ( (7

Name MNTimeoutPreQp2_ U3g\( \\// /\ >

Data Type UNSIGNED3X N AN

Entry Category | M \ \/

Access rw fﬂ

PDO Mapping | No O\ %

Value range /50000 = 50800.000:") . >

Default value  j 50\0\000\\ ~ )

Sub-Index 05;:
This sub-in
NMT_MS R
ODPERATIO

f the timeout\walte

Sub-lhdex . \No5h\

I@rﬁe\\ \‘ M{\ITimeoutReadyToOp_UBZ
DataTypeL \ “RUKSIGNED32

Entry Cétegory\ M

Access rw
PDO Mapping No
Value range 0, 50 000 — 5 000 000

Default value 500 000



https://iecnorm.com/api/?name=74903a6a0cfcfb8ae931cf96e15e5c14

PAS 62408 © IEC:2005 (E)

7.3.2
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NMT Master Network Node Lists

The Network List consists of some objects, that give information which CNs have to be managed, how

they have to be booted and about requested actions on Error events.

7.3.2.1
This object assigns CNs to the NMT Master.

Each sub-index in the array corresponds to the CN with the Node ID equal to the sub-index. The sub-

index equal the MN’s Node ID is ignored.

Object 1F81,: NMT_CNAssignment_AU32

Index 1F81h
Name NI\/IT_(‘NAccignmnnf_Al ]32
Object Code ARRAY
Data Type UNSIGNED32
Category M

. Sub-Index 00,,: NumberOfEntries
Sub-Index 00, \
Name NumberOfEntries &
Data Type UNSIGNEDS8
Entry Category | M ( )
Access ro A\ / A
PDO Mapping No / /\\ ? ( U ‘\>
Value range 1-239 \ \ /
Default value 239

. Sub-Index 01, - FE;: CNAssignméQt_ 3 \>
Sub-Index 04, - PE( il V4
Name N CNAs\sig‘nn‘(e‘ni\_U\SQ\j
Entry Categary MY \ \
Access < > rw <
PDO Mappitig” NN&\_ X0 N\ )
Value range/\ B\l‘tf'{ek}\refer below
Defaultyalde \ | Bitfield, réferbelow
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CNAssignment_U32 Value Interpretation

Octet | Bit Value | Description
0 0 Op Node with this ID is not existing, Bits 1ff invalid
1o Node with this ID is existing
1 0y Node with this ID is not an CN, Bits 2ff invalid
1p Node with this ID is an CN. After configuration (with Configuration
Manager) the Node will be set to state NMT_CS_OPERATIONAL

2 Op On detection of a booting CN inform the application but do NOT

automatically configure and start the node.
1y On detection of a booting CN inform the application and do
continue the process “Start Boot CN”

3 0p Optional CN /RN

1o Mandatory CN /\\

4 Op The CN node may be reset with the W ion
command independent of its state. Henc checking of)its state
has to be executed prior to NMT/R\;-S\%(\m nication:

1o MN must not send NMTRese Co\gwuwo\ifr\@;/node fit
notices the CN to be in NN@ PERATIONAL state..

5 Op Application software versi Wn\lo\ﬂm;/node is not
required /510\

1y Application softw/a(e\ver§iq}1 \(erﬁ‘k;ati&w\fo/r this node is reqdired

6 Op Automatic apMatin%fﬂva{éppdé& (download) is not allpwed

1p Auto?qatiﬁqp%iicéti&n sofwa?e/uph’éte (download) is allowefd

7 Op Contin@s \ N

1 Multipfexed CN
1 8 0Oy Isoch)@no&slhccésQWN
ta_ N\ J(AsynsOnly END

9-15 N ! Reserved {8000 000,)

2-3 [16-31[[~ Reserved (080 00,)

Bitsthatco@f ture that.is\got Med by the implementation are ro.
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7.3.2.2 Object 1F84,: NMT_MNDeviceTypeldList_AU32
This object holds a list of the expected NMT_DeviceTypeld_U32 value for each configured CN.
Index 1F84h
Name NMT_MNDeviceTypeldList AU32
Object Code ARRAY
Data Type UNSIGNED32
Category M
. Sub-Index 00,,: NumberOfEntries
Sub-Index 00s
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro
PDO Mapping No
Value range 1-239
Default value 239

. Sub-Index 01, - FE,: CNDeviceTypeld_U32

On Boot-Up, the CN’s NMT_DeviceTypeld\
The MN shall compare the received#alue to

NMT_DeviceType

FFor multi-devigce-modules

onse.
ex

Here shall be no comparison to the repprted

Sub-Index._~ ~[\01h - FEh

Name /\Q

“CNDeviceTypeid U32
Entry Cate§0r§\ M /

Access ™ row

PDO Mappi%\ o\/

Value rangeln.

UNSIGNED32

Deﬁull\vﬁue\ N~
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7.3.2.3 Object 1F85,: NMT_MNVendorldList_AU32

This object holds a list of the expected NMT_IdentityObject_REC.Vendorld_U32 value for each
configured CN.

Index 1F85h
Name NMT_MNVendorldList AU32
Object Code ARRAY
Data Type UNSIGNED32
Category M

. Sub-Index 00,,: NumberOfEntries
Sub-Index 00y
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro
PDO Mapping No
Value range 1-239
Default value 239

. Sub-Index 01, - FE,;: CNVendorld_U32

Fach sub-index in the array correspenrds to the
The sub-index value is valid only ifthere\is €

ECY N via
dentResponse. The MN shall compare theweceived e to the respective CNVendorld |U32
sub-index value. The only cohtinued on exact equality.

f the value in CNVen is\read adsess only gives information about the pripciple
pxistence of a devjce wi
NMT _IdentityObject
FFor multi-d€vice>m

Sub-Index < POTh\FER AN\~
Name (\ CN&(eﬁerld_Q%
Entry Category \| My

Access \\(0 )
R6OMBEpTg | No

Value range  \ “S\UNSIGNED32
DefaultVaJQe \ 0
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7.3.2.4 Object 1F86,: NMT_MNProductCodeList_AU32

This object holds a list of the expected NMT_IdentityObject_ REC.ProductCode_U32 value for each
configured CN.

Index 1F86h
Name NMT_MNProductCodeList AU32
Object Code ARRAY
Data Type UNSIGNED32
Category M

. Sub-Index 00,,: NumberOfEntries
Sub-Index 00y,
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro
PDO Mapping No
Value range 1-239
Default value 239

. Sub-Index 01,, - FE,: CNProductCode_U32

Fach sub index in the array correspg ads to he

equality.
f the value in CN

principle existence of i
NMT_Iden@ec ,» REC
For multi-de egmc\
Sub-Index” \\| 0thLEER
Name \ | .@NPreducteéde_U32

Entry@ateb&b\ M >

prted

Adcess\_ N\ | g
PDQ Mapging. | No

Value fange \ | UNSIGNED32
Defatilt value~ | 0
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7.3.25 Object 1F87,: NMT_MNRevisionNoList_AU32

This object holds a list of the expected NMT_IdentityObject REC.RevisionNo_U32 value for each
configured CN.

Index 1F87h
Name NMT_MNRevisionNoList AU32
Object Code ARRAY
Data Type UNSIGNED32
Category M

. Sub-Index 00,,: NumberOfEntries
Sub-Index 00x
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro
PDO Mapping No
Value range 1-239
Default value 239

. Sub-Index 01, - FE,;: CNRevisionNo_U32

Fach sub index in the array correspg ads to he

ia

dentResponse The MN shall compare tfie~eceives e to the respective
CNRevisionNo_U32 sub~ ue Tht-Up orthat device is only continued on expct

equality.

f the value in CN A access only gives information about the
principle existence of i this Node ID. There shall be no comparison to the repprted
NMT _Ident; ech RECRewisio 32 value

For multi-de may perform additional checks

Sub-Index” \\| 0thLEER
Name \ | \@NReyisionNo_U32

Entry@ateb&b\ M >

Adcess\_ N\ | g
PDQ Mapging. | No

Value fange \ | UNSIGNED32
Defatilt value~ | 0
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7.3.2.6 Object 1F88,: NMT_MNSerialNoList_AU32

This object holds a list of the expected NMT_IdentityObject REC.RevisionNo_U32 value for each
configured CN.

Index 1F88h
Name NMT_MNSerialNoList_ AU32
Object Code ARRAY
Data Type UNSIGNED32
Category M

. Sub-Index 00,,: NumberOfEntries
Sub-Index 00y
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro
PDO Mapping No
Value range 1-239
Default value 239

. Sub-Index 01, - FE,;: CNSerialNo_U32

Fach sub-index in the array correspenrds to the
The sub-index value is valid only i i

On Boot-Up, the CN’s NMT _IdentityObject REC: o0_U32 is reported to the MN via
dentResponse. The MN shall compare f i e to the respective CNSerialNo_|J32

sub-index value. The is only conhtinued on exact equality.

f the value in CNSeri i ~ bess only gives information about the principle
existence of a dey i i N here shiall be no comparison to the reported
NMT_IdentityObject

FFor multi-d€vice>m icati ay perform additional checks.

Sub-Index < POTh\FER AN\~
Name ( \ CNQeMNo_%Z
Entry Category \| My

Access \\(o )
R6OMBEpTg | No

Value range  \ “S\UNSIGNED32
DefaultVaJQe \ 0

7.3.:F Network Timing

The indices described by this paragraph control the timing behaviour of the EPL network traffic.
Values given by the MN implementation are provided by index NMT_MNCycleTiming_REC. Values
that are specific to each individual CN are stored at NMT_MNPRegPayload_AU16,
NMT_MNCNResTime_AU16 and NMT_MNPResPayload_AU16.
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7.3.3.1 Object 1F8A,: NMT_MNCycleTiming_REC
This object shall describe time interval values, to be used by the MN when it controls the network
traffic.

Index 1F8Ah

Name NMT_MNCycleTiming_REC

Object Code RECORD

Data Type NMT_ MNCycleTiming TYPE

Category M
. Sub-Index 00,,: NumberOfEntries

Sub-Index 00h

Name NumberOfEntries

Data Type UNSIGNEDS8

Entry Category | M

Access ro ya

PDO Mapping No \

Value range 2

Default value 2

. Sub-Index 01,: MNMultiplSlotCnt_U8
This sub-index shall describe the nym%ar of

Iti <eﬁslt{t%l>r§lsochronous EPL cyc

[

Sub-Index 01h
Name MNMultipISlotCpt-U8
Data Type UNSIGNED8 [ 3
Entry Category | M\ \ \
Access R rW\ \( ~ \\/
PDO Mapping |[\o NN
Value range\ 0 - 1?)3 \ \
Default vék{e) 0 \
: TUSize-016

aximum asynchoronous frame size in [octets]. The value
ames as well as by UDP/IP and other legacy Ethernet type
shall describe the Iength of the complete Ethernet frame mipus 14

Sub-Index 02h

Name MNAsyncMTUSize_U16
Data Type UNSIGNED16

Entry Category | M

Access rw

PDO Mapping No

Value range 288 — 1 500

Default value 288
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7.3.3.2 Object 1F8B,: NMT_MNPReqPayloadList_AU16

This object holds a list of the PReq Payload data size in [octets] for each configured CN that has to be
accessed isochronously, e.g. via PReq / PRes frame exchange.

Index 1F8Bh
Name NMT_MNPReqgPayloadList AU16
Object Code ARRAY
Data Type UNSIGNED16
Category M
. Sub-Index 00,,: NumberOfEntries
Sub-Index 00h
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro ya
PDO Mapping No \
Value range 1-239 Q
Default value 239 \

Sub-Index 01h— FE,: CNPReqgPayload_U16

igned to the Node ID b
x] Bits 1, 2 and 8.

Iu torhe Sub-index equal to the CN’s Node
rt|ve signals, that it is in state

ndex NMT_CNASSlgnment_AU32 C

On Boot-Up, the CN’s NMT_CycleTj
via IdentResponse. The MN shall store

Fach value shall be updated,

MN

()

S

ATE.

NMT_CS_READY TO,0

Sub-index | FE, \

Name "\ },CNPReqRayldad 116>

Entry Category/ N

Access N [w SN

PDO Mapﬁng\ N \\/

Value rahge 0% C_BLL_MAX_PAYLOAD_PREQ
Defaultvalue "0

NN
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7.3.3.3 Object 1F8Ch: NMT_MNCNRespTimeList_AU16
This object holds a list of maximum frame response times for each configured CN in [ns].
Index 1F8Ch
Name NMT_MNCNRespTimeList_ AU16
Object Code ARRAY
Data Type UNSIGNED16
Category M
. Sub-Index 00,,: NumberOfEntries
Sub-Index 00h
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro
PDO Mapping No
Value range 1-239
Default value 239

. Sub-Index 01,,— FE,: CNResponseTime_U16

Fach sub-index in the array corresponds to the
The sub-index value is valid only if i i
ndex NMT_CNAssignment_ AU32CN

On Boot-Up, the CN’s NMT_CycleTi
MN via ldentResponse. The MN shatl store t
D.

The ResponseTime provided
pbnly. No internal car\lc tionslare do

Sub-Index | FE, \

Name "\ 1 CNResponsehimerU1B
Entry Category/ N
Access N[t RN

PDO Mapﬁng\ No \\/
Valuerange UNSIGNED16
Dgfquh\valqe\ \1 000,

NN

N &ed ilthis parameter for informational purpo
ith this e.

ode

Se
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7.3.3.4 Object 1F92,: NMT_MNCNResTimeout_AU16

This object holds a list of all configured CNs in [ns] with PollRequest to PollIResponse timeouts.

Index 1F92h
Name NMT_MNCNResTimeout_ AU16
Object Code ARRAY
Data Type UNSIGNED16
Category M

. Sub-Index 00,,: NumberOfEntries
Sub-Index 00h
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro
PDO Mapping No
Value range 1-239
Default value 239

. Sub-Index 01,,— FE,: CNResTimeout_U16

Fach sub-index in the array corresponds to a
sub-index value is valid only if there is.an is

The

oD
X

This parameter describes the EPL no i (quest

Sub-Index 01ecFE, L)X
Name dNRégTﬁneoht&l\JQB\) \\)
Entry Category [\M AL O )
Access
PDO Mapfings PNo <

Value range” /" \BNQIG\NEDIJ\G\ >
Default valué\ \ | 25008
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7.3.3.5 Object 1F8D,: NMT_MNPResPayloadList_AU16

This object holds a list of the PRes Payload data size in [octets] for each configured CN that has to be
accessed isochronously, e.g. via PReq / PRes frame exchange.

Index 1F8Dh
Name NMT_MNPResPayloadList AU16
Object Code ARRAY
Data Type UNSIGNED16
Category M
. Sub-Index 00,,: NumberOfEntries
Sub-Index 00h
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro ya
PDO Mapping No \
Value range 1-239 Q
Default value 239 \
. Sub-Index 01,,— FE,: CNPResPayload_U16
Fach sub-index in the array corresponrds to b equal to the sub-indgx
The sub-index value is valid only i a igned to the Node ID b
ndex NMT_CNAssignment_AU32.C s index] Bits 1, 2 and 8.
Sub-index FO, shall indicate the pay, ize's Res frame issued by the MN. If the FOy,
sub-index value is 0, there shall be ho P mitted by the MN
On Boot-Up, the CN’ iring .PResPayload_U16 value is reported to the MN
via IdentResponse. The MN\sghall store\the valuelte'the sub-index equal to the CN’s Nodeg| ID.

Fach value shall , ective CN signals, that it is in state

NMT_CS_W TO
Sub-lnde§\/ &Q‘Ih—\Fﬁh
Name L | 'eNPResPagioad U16

Entry Cate§0r§\ M /

Access ™ o

PDO Mappi%\ o] \/

Value¥argeh. | 0\ C_DLL_MAX_PAYLOAD_PRES
Deﬁull\vﬁue\ N~
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7.3.4 CN NMT State Surveillance

The objects described by this paragraph shall be used by the MN surveillance of the CN NMT states
as described at 7.1.4.

7.3.4.1 Object 1F8E;: NMT_MNCNCurrState_AUS8

This object holds a list of the current NMT states of the configured CNs reported via PRes or
StatusResponse.

Index 1F8Eh
Name NMT_MNCNCurrState_ AU8
()hjm"r Cade ARRAY
Data Type UNSIGNEDS8
Category M

. Sub-Index 00,,: NumberOfEntries
Sub-Index 00h a
Name NumberOfEntries \
Data Type UNSIGNEDS8 <
Entry Category | M \
Access ro
PDO Mapping No
Value range
Default value 239

Fach sub-index in the
The sub-index value i

fHescribed byRJ1.3
On Bopt-Up of the )h\

Sub-Index AN | 04, 2FER N\
Name ﬁ \ CN\S{JIT ate U8
N

Entry Zategory
Accesd, o

F0O Wappiip | N
Valuevange \ [refer 7.1.4 resp. 7.1.3
Defaultvalue >| NMT_CS_NOT_ACTIVE
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7.3.4.2 Object 1F8F,: NMT_MNCNExpState_ AUS

This object holds a list of the NMT states of the configured CNs expected by the EPL NM in
accordance to the CNs boot up behaviour and the NMT state commands transmitted by the MN. Refer
7.1.4.

Index 1F8F,
Name NMT_MNCNExpState AU8
Object Code ARRAY
Data Type UNSIGNEDS8
Category (0]
. Stb-rdex 00 NumberOfEntries
Sub-Index 00h
Name NumberOfEntries
Data Type UNSIGNEDS8
Entry Category | M
Access ro \
PDO Mapping No <
Value range 1-239 N
Default value 239

. Sub-Index 01, — FE,: CNExpState_U8

Each gub-index in the array corresponds<p the.CN with the N de@e al to the sub-index. The
index Yalue is valid only if there is an CN ass;j by index
NMT_CNAssignment_ AU32.CNAssignme

On Bopt-Up of the MN, the valid sub-indices sha

sub-

Sub-Index U SFEy ™\ YN
Name N C xp\SiateA_US

Entry Category [ ~
Access N\ frw > >

PDO Mapw o) \

Value range‘/\& \lv\fe?\(ﬂ.?t\/\

Default vaie \ \NMT._CS_NOT_ACTIVE
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7.4 Network Management Services

The Network Management (NMT) is node-oriented and follows a master/slave relationship.
The function of the NMT master is taken on by the MN.

CNs are administered as NMT slaves by the master. An NMT slave is uniquely identified in the
network by its EPL node ID.

According to the definition, the Network Management is directed from the NMT master (MN) to the
NMT slaves (CNs).

EPL defines five categories of NMT services:

. NMT State Command Services
\ the mean of NMT State Command Services the MN shall control the state machine of the
CNs.
o NMT Managing Command Services

By the mean of NMT Managing Command Services, the MN may aces of the

CNs in a fast coordinated way.

o NMT Response Services
NMT Response Services shall indicate the current NMT sta
. NMT Info Services
NMT Info Services may be used to transmit informati N.
o NMT Guard services
Through NMT Guard Services the MN and C
An CN may request NMT command and v i yithé MN (NMTRequest,
see 7.4.6).
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7.4.1 NMT State Command Services

The MN shall control the state of the CN via NMT State Command Services. The transition between
the states shall follow the rules of the CN state machine (see 7.1.4).

EPL distinguishes between implicit and explicit NMT State Commands.

7.41.1 Implicit NMT State Command Services

At system startup, the reception resp. the timeout of SoA, PRes, PReq resp. SoC frames triggers CN
state machine transitions from the state NMT_CS_NOT_ACTIVE to following states. In NMT_CS
PRE_OPERATIONAL_1 the reception of SoC triggers the transition to NMT_CS_
PRE_OPERATIONAL_2. SoA, PRes, PReq and SoC are used to synchronise an CN with the current
networ

At Basic Ethernet Mode, the reception of EPL SoA, PRes, PReq resp. SoC will ty a changelover
to NMT_CS_EPL_MODE. (see 7.1.4).

Implicit NMT State Command
MN

o SoA/SoC/PReq/| |
request PRes

Figure 70 — Implicit
SoA, HRes, PReq resp. SoC gcting in the sho v
commpands. They shall be vali ardless theirdata content and without further extensions.

Table pP1 displays implicikNMR state comma in relatjonship to the initial CN state, where the
command is received. SoAXesp: apli ime&outs not mentioned by the table don't trigger

state tfansitions. C
plicit NMT State Commands
Implicit NMT State Destination State

Initial [State
ommand

Timeout (SoC, PReq, NMT_CS_BASIC_ETHERNET

NMT [CS_N T_R&TNE\\\) SoA NMT_CS_PRE_OPERATIONAL_1

PRes, SoA)
NMT |CS_PRESOPERATIONAL_1 | SoC NMT_CS_PRE_OPERATIONAL_2
NMT |CS_BASIC ETHERNET SoC, PReq, PRes, SoA | NMT_CS_NOT_ACTIVE
7.41.14 Implicit NMT State Command Transmission

Implicit NMT State Command services (7.4.1.1) don’t require explicit NMT frame transmission by the
MN. Regular SoA, PRes, PReq resp. SoC frames (refer 4.6.1.1) are valid Implicit NMT State
Commands by their own.

SoA, PRes and SoC frame can’t be sent directly to a single node, but the MN always has to send it as
a multicast. The CN shall decide upon its own current state whether the implicit NMT State command
is active.

7.4.1.2 Explicit NMT State Command Services

An Explicit NMT State Command shall be transmitted via ASnd by the MN.

The target CNs shall be addressed via the ASnd Destination field as unicast to one CN or broadcast to
all CNs. A command sent via broadcast shall be inactive at the MN.
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Special NMT commands issued as broadcast may determine the validity of the command to the CNs

by masking out groups of CNs (see 7.4.1.2.1.2).

The services shall be identified by ASnd ServicelD = NMT_COMMAND.
This protocol is used to implement the explicit NMT State Command Services.

Explicit NMT State Command

MN 1CN(s)
ASnd ]
T (ServicelD = — 11 indication
request NMTCommand) LL_____(indication)

| _(indication)

The specific NMT State Command including its data are located at the A
field. Tlhe data block is used as NMT Service Slot.

Table 92 — NMT State Command Service, NM agi
and NMT Info Service ASnd Sepvice Field S

(Bit Offs

et
Octet offset ° | 7 J/\6\|/5’\\‘ )4 |(3<‘\)2‘\J>1 ‘ 0

0 éqrvicéLD

1 /l \NNQ'Céstan\dﬂj

2 | Sy

(N
3-n"\ \ \ WTC\om\rTﬁndData

N

Table 93 — ASM e Dita el\!‘E)/

(o)

plicit NMT State Command Services

Data”

Field <{_ }Abbr. [Description Value

ServicglD i Shall gualify’the service ID dedicated to the NMT_COMMAND
N Ngsynchrorous period

NMTCpmmandID \ |[&id Shag(alify the NMT state command Table 94, Tatle 95

NMTCpmman Da}é\i t shall transport data specific to the NMT state
A

ommand

'3 Byte Offset refers to begin of ASnd Service field. Offset relative to Ethernet frame is 17 octets
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7.41.21 Plain NMT State Command

Plain NMT State Commands shall be addressed unicast to a specific CN or broadcast to all CNs.
For Plain NMT State Commands the “NMTCommandData” shall be ignored.
The following Plain NMT State Commands are defined:

Table 94 — Plain NMT State Commands

NMTCommandID M/O | Initial state Destination state

NMTStartNode 21y M NMT_CS_ NMT_CS_
READY_TO_ OPERATE OPERATIONAL

NMTStopNode 22, M NMT_CS NMT_CS_
rr\E_ur I\A1 IUI‘JI"‘\I__L DIV LY
NMT_CS_

READY_TO_OPERATE
NMT_CS_OPERATIONAL

N\ Q\
NM[TEnter- 23, | M | NMT_CS_OPERATIONAL NMT_GSN \/
PreOperational2 NMT_CS_STOPPED NORERATIONAL_2
NM[TEnable- 24, | M |NMT CS_ NMT @8
ReadyTo PRE_OPERATIONAL 2 TO\OPERATE
Operate
NMTResetNode |28, | M | NMT_CS/MS_NOT AGTIVE NM{}?S_
ITIACISATION

NMT_CS/MS_\\_~
PRE QPE ONAL (\ sup-state NMT_GS_
= = ESET_APPLICATION
NME_C \/ -
PRE_OPE NAL_2

N S/MS.)

OPERARIONAL
NMFLCS\STOPPED

N b\%)
Q &\B& HERNET
NM[TReset- 29, %WS/MSNOTACTIVE NMT_GS_

Co municatio< w_CS/MS_ INITIALISATION
N PRE_OPERATIONAL_2

E_OPERATIONAL_1 sub-state NMT_GS_
\>\/ NMT_CS/MS_

NMT_CS/MS_

RESET_COMMUNICATION
READY_TO_OPERATE

NMT_CS/MS_
OPERATIONAL

NMT_CS_STOPPED

NMT_CS_
BASIC_ETHERNET

The NMTCommandIDs between 20,, and 3F, are reserved for Plain NMT State Commands.

The commands shall be only active in the respective initial states. The command shall be ignored in
the other states and an entry in the error log of the CN shall be made.
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7.41.211 NMT State Commands to the MN

NMTResetNode and NMTResetCommunication may be requested by a diagnostic node (refer 7.4.6)
to be addressed as unicast to the MN. The MN shall perform the requested reset.

7.41.21.2 Extended NMT State Command

Extended NMT State Commands may be used to access groups of CNs.
The ASnd transporting the command shall be addressed as broadcast to all CNs.

The “NMTCommand Specific Data” field shall contain an EPL Node List according to the EPL Node
List Format (see 7.4.1.2.1.3). The EPL Node List shall indicate the validity of the command for the
individual nodes. Node IDs to that the command is addressed shall be indicated by 1,. Nodes that
have to ignore the command shall be indicated by 0.

Table pP5 lists the Extended NMT State Commands. Initial State and Destination
of the fommands at the initial states shall be identical to the respective plain co

e and the validity

Table 95 — Extended NMT State Command?/\

NMTCommandID L M/O\

NMTStartNodeEx 41, Yo ™\
NMTStopNodeEx 42, N0 o
NMTEnterPreOperational2Ex —43p OX \

NMTEnableReadyToOperateEx_ | 44,
NMTResetNodeEx ~\ Y48 Ko

NMTResetComlyzﬁqicati;mEx> 4% \ ‘O>

The NMTCommandIDs between 40,, and 5F servedor EX ed NMT State Commands,
Support of Extended NMT State Comman(s shall beindicated\by Index FeatureFlags Bit xyz.
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7.4.1.21.3 EPL Node List Format
The EPL Node List format provides one bit for each Node ID identifying an EPL Node.
The EPL Node IDs shall be assigned to the bit of the data field as follows:

Table 96 — EPL Node List: Node ID to Bit Assignment

Bit offset
Octet offset ™ | 7 6 5 4 3 2 1 0
7 6 5 4 3 2 1 -
15 14 13 12 11 10 9 8

23 22 21 20 19 18 17 16
31 30 29 28 27 26 25 24

39 | 38 | 37 | 36 | 35 | 34 | 38 | 3
47 | 46 | 45 | 44 | 43 | 42 K41 (40

54 | 53 | 52 | 51 | 500 \a9 g‘g\\>

63 | 62 | 61 | 60 | 59 57

71 | 70 | 69 | 68 | 67 |\ 66 N\6N | 64

79 | 78 | 77 | 76 | 76 N\ WaX}.73 | 72
87 | 86 | 85 | 84 183 B8 \ 8t 80
95 | 94 | 93 | 92 |91 \/.®0_| 89 | 88

12 103 | 102 | 101 [ 400 D A9 1798 V97 | 96

— —

iy K-SR JENIR- AN RIENIRS () O3 =
o
1))

13 111 | 119109\ 108" [ /107 ) 108 | 105 | 104
14 119 | 118 | WAl 1615 | 114 | 113 | 112
15 127 | 126 N 125 \124 123— 122 [ 121 | 120
16 135 | 135 | 433 132 [N\431 | 130 | 129 | 128
17 143 | 142\ | W41 130139 | 138 | 137 | 136
18 154 (| 1500 N149— 48" | 147 | 146 | 145 | 144
19 N\ | 159 [ (158 I\ 56 | 155 | 154 | 153 | 152
20 [ V'ren ] 166N 185 | 164 | 163 | 162 | 161 | 160
21> | 145 [Ny ™73 | 172 | 171 | 170 | 169 | 168

22/ 183X] 482 P 181 | 180 | 179 | 178 | 177 | 176

23\ 194 | 19p"| 189 | 188 | 187 | 186 | 185 | 184
24 \

199 198 | 197 | 196 | 195 | 194 | 193 | 192
< 280 (\[N207>[ 206 | 205 | 204 | 203 | 202 | 201 | 200

< \ 26 215 | 214 | 213 | 212 | 211 | 210 [ 209 | 208
RN 223 | 222 | 221 | 220 | 219 | 218 | 217 | 216

28 \ | 231 | 230 | 229 | 228 | 227 | 226 | 225 | 224

29 239 | 238 | 237 | 236 | 235 | 234 [ 233 [ 232
30 247 | 246 | 245 | 244 | 243 | 242 [ 241 | 240

- o440
= £I99% £I9 £IZ £I1 £IU 99 £590

" Byte Offset refers to begin of NMTCommand Specific Data. Offset relative to Ethernet frame is
20 octets
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7.4.2 NMT Managing Command Services

The MN may use NMT Managing Command Services to administer NMT-relevant entries in the
database of the CN. These commands do not directly influence the state machine of the CN.

An NMT Managing Commands shall be transmitted via ASnd by the MN. The target CNs shall be
addressed via the ASnd Destination field as unicast to one CN or broadcast to all CNs. The validity of
the respective addressing scheme shall be considered regarding each individual command.

The services shall be identified by ASnd ServicelD = NMTCommand.
This protocol is used to implement the NMT Managing Command Services.

NMT Managing Command

ASnd
(ServicelD =
request NMTCommand)

The specific NMT Managing Commands incl. its dat
The data block is used as NMT service sl

Table 97 — ASnd Service Data Rields ofNMTManaging Command Services

Field Abbr. Descrlpl{lon ~ \ Value

ServicgID svid <\ sﬁg%z;\& rV|c ID\dédicated to the NMT_COMMAND
nchri

NMTCommandID cit\ Shall(qu\ah@\t\\e\MMjManaging Command Table 98

NMTCpmmandData,._|cdat all tran ort ata specific to the NMT
Na gin and
The fo]lowing NMT, ing\Command ervices are defined:

(\ Table 98 — NMT Managing Command Services

NMTCo lpm\aqde \ \ M/O | Short description

NMTNptID\afqm}t\QrS\t M | Sets IP parameter of an individual CN
NMTNletHostNénleSet\ 62h M | Sets host name of an individual CN
NMTF|ushArpEntry~ | 63, | M | Clears local MAC and IP address list at all CNs
The N V’:TCUIIIIIIGIId:DD bUtVVUUII GGh [=1] Id 7rh [<1Rv] IUOGIVUd fUI I"‘I:\Vl:T :\anllauilly CUIIIIIIGI IdO.
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7.4.2.1 Service Descriptions

74211 NMTNetParameterSet

NMTNetParameterSet shall define the IP address parameter of the addressed CN. Zero values
shall be used to indicate parameter entries, that have to be ignored by the CN, e.g. don’t change
current IP settings.

Table 99 — NMTNetParameterSet ASnd Service Slot Structure

Bit Offset
OctetOffset™ | 7 | 6 | 5 | 4 | 3 [ 2] 1]o0

G SUIVibCiD

1 NMTCommandID (

2 reserved /\\ ~
3-6 IPAddress O\

7-10 SubnetMask \

11-14 DefaultGateway N\ X
15-18 MTU,/ SN\ W\
19 -42 res/ewe\B\ \ \ )

Table 100 — ASnd Service Slot DataField NMI’N ParameterSet
\ \)

Field Abbr. |Descrigtionn < ( Value

ServicgID svid Shall qualify the.s de\ﬁiQ/ed tothe  |NMT_COMMAND
asynchropous peti

NMTCpmmandID cid ShaII qualify the NMTWianagihg Command 61,

IPAddress ipa sed t if ’s local IP address
ttmg 0 shall be'used to indicate no
l\ chang\qf ¢ | settings.

Subne{Mask shm us to odlfy CN’s local IP Subnet
Q se 00y, shall be used to indicate
cha e fcurrent local settings

DefauliGateway tw ay y beued to modify CN’s local IP Default
eway setting, 0000, shall be used to
AN

\n\dlcate no change of current local settings

A

\ can be transmitted over the network, including |a value of 04 $hall
the size of the transport header. indicate no change

of current local

settings

MTU S  Shall be the size of the largest IP frame that | 644 — 1518,

IPAdd
be considered reserved.

The command shall be addressed unicast to an individual CN.

shall

'° Byte Offset refers to begin of ASnd service slot. Offset relative to Ethernet frame is 17 octets.
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After execution of NMTNetParameterSet command, the modified parameters shall be published by
the CN. Publishing shall be executed in the following manner:

CN shall indicate an NMTRequest by the RS bits of PRes resp. StatusResponse using the

1.

2.

3.
4.
5.

priority level PrioNMTRequest.

MN shall assign the asynchronous period to the CN via SoA to be used by an NMTRequest

ASnd frame.

CN shall request an IdentRequest to itself using the NMTRequest ASnd frame.
MN shall transmit an SoA including an IdentRequest to the requesting CN.

CN shall publish it's modified IP parameter via an IdentResponse ASnd frame.

7.4.21.2 NMTNetSetHostName
NMTNetSetHostName-sheaii-setthe-host-name-of-the-SN-

Table 101 — NMTNetSetHostName ASnd Service Slot Structure

Bit Offset O\
Octetoffset™ | 7 | 6 | 5 | 4 | 3 [ 2.[\1\ al
0 ServicelD < Q

1 NMTCommaAdiD \ W \
2 res»w@\\\ ?

3-34 HgStName
35 - 42 l\esefvéd
Table 102 — ASnd Semc@@ E{jso NMTNetSetHostName
Field Abbr. Descrlp on Value

ServicgID swd/\ Shall quég'Q ﬁ:t\eiy \sx dicated to the NMT_COMM
us perigd

AND

NMTCpmmandID cid Nallgua\fx\th\e NMTWénaging Command 62h

HostName h ay ke bised o modify CN'’s local DNS host
Yhame
st

The cd
After €

uni anvindividual CN.

the CN. 8 d by the following manner:

MN shalktransmjt’an SoA including an IdentRequest to the requesting CN.
[CN shall publish it's modified IP parameter via an ldentResponse ASnd frame.

ynchronous period to the CN via SoA to be used by an NMTRequesst

mand, the modified host name shall be publish¢d by

'® Byte Offset refers to begin of ASnd service slot. Offset relative to Ethernet frame is 17 octets.
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7.4.21.3 NMTFlushArpEntry

NMTFlushArpEntry shall remove the entries for an CN from the address tables of all other CNs.
The entry to be eliminated shall defined by the Node ID of the CN to be removed.

Table 103 — NMTFlushArpEntry ASnd Service Slot Structure

Bit Offset
Octetoffset” | 7 | 6 | 5 | 4 | 3| 2] 1] o0
0 ServicelD
1 NMTCommandID
2 reserved
9 Noae IV
4/-42 reserved
Table 104 — ASnd Service Slot Data Fields of NMTFlu@XQ n&
Field Abbr. | Description < Véwe\)
ServicglD svid Shall qualify the service ID dem >y M?\_/COMM AND
asynchronous period
NMTCpmmandID cid Shall qualify the NMT Mafaging'Gontand \  [63h
Nodell nid shall identify the node @ RP-&ntry
be deleted
The cgmmand shall be addressed broadeast

743

NMT Response Services shall be used by th
current state, error and setup da

7.4.3.1 NM/

The CNs shall sig@el
CNs that communitate 2
current state.

This pfotocol is usé
communicating/€

NMTStatusResponse
CN
(synchr.)
request PReq indication
confirmation PReS response
|
-t::::::::!l]
1

Figure 73 — NMT Response Service Protocol (Isochronous CN)
MN shall receive NMTStateResponse, CNs may do so.

'" Byte Offset refers to begin of ASnd service slot. Offset relative to Ethernet frame is 17 octets.
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CNs which do not communicate isochronously shall signal their state via StatusResponse and

-231 -

IdentResponse ASnd frames, which may be Async-only CNs as well as CNs in state

NMT_CS_PRE_OPERATIONAL_1.

This protocol is used to implement the NMT Response Service from not isochronously communicating

CNs.

MN

request

NMTStatusResponse

SoA

(RequestedServicelD =

StatusRequest /
ldentRequest)

CN
(asynchr.)

indication

confirmation

ASnd

(ServicelD =

MN sh
IdentResponse.

NMTS
IdentResponse frame:

. NMTStatus

Refer

7.4.3.

IdentR
syste
CN’s
This p

request

StatusResponse /
ldentResponse)

response

the ldentResponse service.

ldentResponse

SoA

(RequestedServicelD =
ldentRequest)

CN

indication

tatusResponse or

1 via

confirmation

ASnd

(ServicelD =
ldentResponse)

response

Figure 75 — IdentResponse Service Protocol

MN shall receive ldentResponse, CNs may do so.
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IdentResponse service can be initiated by an CN via the NMT Request mechanism (7.4.6). The
NMTRequestedCommandID field of the NMT requesting ASnd frame shall be set to

IDENT_REQUEST.

ASnd transporting IdentResponse shall be addressed as broadcast.

7.4.3.2.1 IdentResponse Frame
Table 105 — IdentResponse ASnd Service Slot Structure
Bit Offset
OctetOffset | 7 | 6 | 5 | 4 | 3 | 2] 1] o0
0 ServicelD
1 res res ! res ! EN res ! res ! CE ! res
2 PR RS Y
3 NMT Status /\\ .
4 reserved /\ \
5-6 EPLProfileVersion  \ '\
7-10 FeatureFlags ( \ >
11 -12 MTU NN
13-14 PollinSize. . ™\ \. >
15 - 16 PoliOutSize. <, \
17 - 20 Re onée?’ime \/
21-22 Yesefvsl AN N\
23 -26 < < b %viceﬂ'yp%J ]\/
26 - 30 Vendor
31-34 /- ProdubtCode
35-38 | (O RevisienNtmber
39 - /> O\ (Y SerigiNumber
43, 50 N \(endor%cificExtensiom
51[—\54/\ \ \krify/ConfigurationDate
/\55%58 > )ZérifyConfigurationTime
5962 ", ~ ApplicationSwDate
/\%g -\66\ \/\ ApplicationSwTime
C oo~/ IPAddress
AN SubnetMask
< . -\7\8 DefaultGateway
N \79 - 119 HostName
< 1\|\1 458 VendorSpecificExtension2
1 59 -234 reserved

'8 Byte Offset refers to begin of ASnd service slot. Offset relative to Ethernet frame is 17 octets.


https://iecnorm.com/api/?name=74903a6a0cfcfb8ae931cf96e15e5c14

PAS 62408 © IEC:2005 (E)

- 233 -

Table 106 — ASnd Service Slot Data Fields of IdentResponse

Field Abbr | Description Value
ServicelD svid Shall qualify the service ID dedicated to the asynchronous | IDENT _
period RESPONSE
ExceptionNew EN Flag: Error signalling (see 6.6.1.3)
Configured CN Flag: Shall be set to 1, is the CN has completed it's
configuration
Priority PR Flags: Shall indicate the priority of the requested 0,7
asynchronous frame. (see 4.2.4.1.3.2)
RequestToSend RS Flags: Shall indicate the number of pending requests to 0-7
send at the CN. The value 7 shall indicate 7 or more
requests, 0 shall indicate no pending requests
NMTStatus stat Shall report the current status of the CN’s NMT sta
machine
EPL P:I‘ofile ever | Shall indicate the EPL specification version ’?l\@fh
Versio conforms
FeaturgFlags feat tbd \
MTU mtu Shall be the size of the largest IP framéthat b 64 — 1518
transmitted over the network, including the size©fth
transport header. @\ x
PollinSize pis Shall report the CN settingmw lock size,
index NMT_CycleTiming_REC.PReqAgiPayload_}J16
PollOulSize pos Shall reports the CN setti WII sponse d4ta block
size, index N)N_Cyc)eg}% | PResActPayload_U16
RespohseTime rst Shall report‘the time\that i rquCN to respond
to PReq or thenassi nt ofithe nchronous period via
SoA, index
NMT_CycleTiming~REC: sMaxLatency U32
Device[Type dt all r tHx?Nﬁ%ev@%, index
VendofID vid [\ S\hq&llr‘ep theWor ID, index
MM Idembje REC.Vendorld_U32
ProdudtCode > Sh@;épg}rﬁWProduct Code, index
NMT IdendityOkject REC.ProductCode_U32
RevisignNumber %\ SW the’CN’s Revision Number, index
)n\ NM AldentityObject REC.RevisionNo_U32
SerialNumber \sx Shégeport the CN’s Serial Number, index
(\ \NMT dentityObject REC.SerialNo_U32
VendofSpeti 'c—\ ext \ May be used for vendor specific purpose, shall be filled
Extens or@\ K ith Os if not in use
Verify- ] vc}i> Shall report the CN’s Configuration date, index
ConfigtrationDate CFG_LocVerifyConfig REC.VerifyConfigDate U32
Verify- vet Shall report the CN’s Configuration time,index
ConfigtrationTime CFG_LocVerifyConfig_ REC.VerifyConfigTime_U32
ApplicationSW- ad Shall report the CN’s Application SW date, index
Date PDL_LocAppISw_REC.ApplSwDate U32
ApplicationSW- ad Shall report the CN’s Application SW time, index
Time PDL_LocApplSw_REC.ApplSwTime_U32
IPAddress ipa Shall report the current IP address value of the CN, index
NWL_IpAddrTable_ Xh REC.Addr_IPAD
SubnetMask snm Shall report the current IP subnet mask value of the CN,

index NWL_IpAddrTable Xh REC.NetMask_IPAD

DefaultGateway gtw Shall report the current IP default gateway value of the CN
HostName hn Shall report the current DNS host name of the CN
VendorSpecific- vex2 May be used for vendor specific purpose, shall be filled

Extension2

with Os if not in use
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7.4.3.3 StatusResponse service

StatusResponse service shall be used by the MN to query the current status of not isochronously

communicating CNs.

This protocol is used to implement the StatusResponse Service.

MN

request

StatusResponse

SoA

PAS 62408 © IEC:2005 (E)

CN

indication

(RequestedServicelD =
StatusRequest)

confirmation

Status

Status
NMTR|

Status

7.4.3.

ASnd

response

(ServicelD =
StatusResponse)

Table 107 - StatusR sp@e\As

%

ice Slot Structure

S BipOffset

NI
Octetpffset’ | 7L 658 /4 | 3 | 2 [ 1 | o
0

SenicelD = StatusResponse

(¢
S 1 s Ves TENT s
&N

res ‘ CF ‘ res
rosOved PR RS
NMT Status
reserved
StaticErrorBitField

List of Errors / Events (see 6.6.1.7)
20 Byte / Entry , minimum n=2

n (2-14)|:

D

lest.

"9 Byte Offset refers to begin of ASnd service slot. Offset relative to Ethernet frame is 17 octets.
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Table 108 — ASnd Service Slot Data Fields of StatusResponse

Field Abbr | Description Value
ServicelD svid Shall qualify the service ID dedicated to the STATUS_
asynchronous period RESPONSE
ExceptionNew EN Flag: Error signalling (see 6.6.1.3)
Priority PR Flags: Shall indicate the priority of the requested 0,7
asynchronous frame. (see 4.2.4.1.3.2)
RequestToSend RS Flags: Shall indicate the number of pending requeststo |0-7
send at the CN. The value 7 shall indicate 7 or more
requests, 0 shall indicate no pending requests
NMTStatus stat Shall report the current status of the CN’s NMT state
machine /TN
StaticHrrorBitfield | seb This entry shall indicate pending errors at the C
specific bits being set (see 6.6.1.7.1) for encodifig of Q
errors in the bitfield)
ErrorCpdeList el This entry shall contain a list of error, tW\Ni
at the CN. Each Error code has a size &f 8 o (see >
6.6.1.7.2) N
7.4.4 NMT Info Services AN
NMT I
well as
An NM
The ta cast to

all CNs.

The se
This p

rvicelD = — 11 indication
NMJTCommand) LL ___ _ _ (indication)

Ie_____ _ (indication)
1
11

t

Figure 77 — NMT Info Service Protocol

The specific-NMT Info services including its data are located in the ASnd “Service specific datg” field.

The datablock is used as NMT service slot (refer. Error! Reference source not found.).

The NMT Info Services use the following parameters of the NMT Service slot:

Table 109 — ASnd Service Slot Data Fields of NMT Managing Info Services

Field Abbr. Description Value
ServicelD svid Shall qualify the service ID dedicated to the NMT_COMMAND
asynchronous period
NMTCommandID cid Shall qualify the NMT Info service Table 110
NMTCommandData |cdat Shall transport data specific to the NMT Info
service

The following NMT Info services are defined:
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Table 110 — NMT Info Services

NMTCommandID M/O | M/O | Short description
MN CN
NMTPublishConfiguredCN 80y @] (0] Provides CNs designated in the configuration
of the MN
NMTPublishActiveCN 90, O O Provides CNs that have been identified by
the MN

NMTPublishPreOperational1 | 91, O O Provides active CNs in the state
NMT_CS_PRE_OPERATIONAL_1

NMTPublishPreOperational2 | 92, 0] O Provides active CNs in the state
NMT_CS_PRE_OPERATIONAL_2

NMTPublish- 93, 0] 0] Provides CNs in the state

ReadyToOperate NMT_CS_READY_TOR&’%\{E

NMTPublishOperational 94, O O Provides CNs in the gfate
NMT_CS_OPER &

ATIONAL
NMTPublishStopped 95, 0] @) Provides CNs in_the state \/
NMT_CS_S{OIQF}PK

NMTPublishStatusNew A0y, 0] O Providm\m\@h bﬁ eﬁérgency new
flag (EN)set

NMTPublishTime BO, | O O | Providesthe system time

The NMTCommandIDs between 80;, and BF, are reserved for NMT. fo%%c}és
Suppo N

7.4.4.

The sqrvice uses the EPL Node Lis ANA.1.2.1.3) d CNs

By mepns of this sgfvi MN
The sarvice uses the E s

Informption_to beYyoub tes
NMT_CS PRE_OPERA AL_1, NMT_CS_PRE_OPERATIONAL 2,
NMT_CS READYA\TO ©OPERATE, NMT_CS_OPERATIONAL and NMT_CS_STOPPED shall ke

By means of this service, the MN may publish a list of CNs in the state
NMT_CS_PRE_OPERATIONAL_1.

The service uses the EPL Node List format (7.4.1.2.1.3). Node IDs that correspond to active CNs in
the state NMT_CS_PRE_OPERATIONAL_1 shall be indicated by 1,.

Information to be published shall be gathered from index NMT_CNCurrState_ AUS.

7.4.41.4 NMTPublishPreOperational2

By means of this service, the MN may publish a list of CNs in the state
NMT_CS_PRE_OPERATIONAL_2.

The service uses the EPL Node List format (7.4.1.2.1.3). Node IDs that correspond to active CNs in
the state NMT_CS_PRE_OPERATIONAL_2 shall be indicated by 1.

Information to be published shall be gathered from index NMT_CNCurrState_AUS.
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7.4.41.5 NMTPublishReadyToOperate

By means of this service, the MN may publish a list of CNs in the state
NMT_CS_READY_TO_OPERATE.

The service uses the EPL Node List format (7.4.1.2.1.3). Node IDs that correspond to active CNs in

the state NMT_CS_READY_TO_OPERATE shall be indicated by 1,.
Information to be published shall be gathered from index NMT_CNCurrState_ AUS.

7.4.41.6 NMTPublishOperational

By means of this service, the MN may publish a list of CNs in the state NMT_CS_OPERATIONAL.
The service uses the EPL Node List format (7.4.1.2.1.3). Node IDs that correspond to active CNs in

the state NMT_CS_OPERATIONAL shall be indicated by 1.

Informption to be published shall be gathered from index NMT_CNCurrState_ AU8
7.4.41.7 NMTPublishStopped

By mefns of this service, the MN may publish a list of CNs in the state B

the stgte NMT_CS_STOPPED shall be indicated by 1.
Informption to be published shall be gathered from index NMT

set in {he NMTStatusResponse feedback.

The sqrvice uses the EPL Node List forrjat
set EN flag shall be indicated by 1,.

7.4.41.9 NMTPublishTin

By mefns of this service, th

s in

being

the

Table 11
NN \_ \  BitOffset
Octet Offset® [N\ N6 5 | 4 [ 3 [ 2] 1] 0
( \0\ N / ServicelD
N\ ) NMTCommandID
\ }\ reserved
A B8N\ DateTime
\\9 —X@ reserved
N
Table 112 < AShd Service Slot Data Fields of NMT Managing Command Services
Field Abbr. Description Value
Servicelb Svid Shall-qualify-the-service1D-dedicated-to-the NMT—COMMAND
asynchronous period
NMTCommandID cid Shall qualify the NMT info service BOh
DateTime dt current RTC time value of the CN coded as
TIME_OF_DAY

% Byte Offset refers to begin of ASnd service slot. Offset relative to Ethernet frame is 17 octets.
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7.4.5 NMT Guard Services

Through NMT Guard Services MN and CNs detect failures in an Ethernet Powerlink-based network.

Local errors in a node may e.g. lead to a reset or change of state. The definition of these local errors
does not fall into the scope of this specification.

7.4.5.1 Guarding EPL Controlled Nodes

ETHERNET Powerlink uses a guard mechanism to monitor the CNs. The MN queries the CNs and
receives their reply.

In order to query synchronously-addressed CNs in the EPL Protected Mode, the guard mechanism
shall use the synchronous PReq / PRes message exchange.

Using fhis way, also CNs are able to monitor other CNs. The monitoring time is ¢
object|dictionary entry NMT_ConsumerHeartbeatTime_AU32.

An asynchronous channel shall be allocated to nodes which are not address
They ghall be queried via an StatusRequest in the SoA telegram and resp
StatugResponse message.

7.4.5.2 Guarding EPL Managing Node

The CNs shall control the function of the MN by timeout-moni he 2 A1) If
they dp not receive any frames, they shall change to the s > .
This transition shall be signalled to the application of the CN.

onfigurable via the

7.4. Requesting I

An CN may request the execution of exp
Commands, NMT Info Services, IdentRe

1. The CN shall initiate an NMTRequet b Rits P . ng the
2. The MN shaII assign th
3. CN shall reques

NMTRequ%;
7.4.6.1

NMTRequests s
NMTREequestkvitein

>

\ Bit Offset
Octefoffset | 7 | 6 | 5 [ 4|3 [ 2]1]0
0 ServicelD
1 I’“}PV’:TRUunQ‘lUdCUIIllllalId:D
2 NMTRequestedCommandTarget
2-n NMTRequestedCommandData

! Octet Offset refers to begin of ASnd service slot. Offset relative to Ethernet frame is 17 octets
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Table 114 — ASnd Service Slot Data Fields of NMT Managing Command Services

Field Abbr. | Description Value

ServicelD svid Shall qualify the service ID dedicated to the NMTRequest
asynchronous period

NMTRequested- rcid Shall qualify the NMT service to be issued by the MN
CommandID by its NMTCommandID value. StatusResponse and
IdentResponse service shall be qualified by their ASnd
ServicelD values

NMTRequested- rct Shall indicate the target node of the requested NMT
CommandTarget command

NMTRequested- rcd May contain 40 — 1493 octets of NMT command

Comm andNata cnaot -Fn Anl-n +n haiccuiad b] +hn l\lll\l

lgrroDoto TPTOTT TTToOoUTT

The lower layer shall be responsible for padding. /\

The NMTRequest transporting ASnd frame shall be addressed as unicast to

7.4.6.1.1 Invalid NMTRequests
If the €N requests an NMT services not supported by the MN, the MX
ASnd frame with ServicelD = NMTCommand to the requesting CN.
The following NMTCommandID shall be used:
. FFh NMTInvalidService

This s
transp

7.5

The B

The re
require

7.6
7.6.7

Besidg PL
systenp. These 3its ¢ gd to by different terms. This subclause is intended to clgrify
these
Within
nodes
syste

From the network in i iti i iti i i pl with
the applicafion but provide application supporting functions. These additional functionalities are based
on a master / slave, client / server or producer / consumer relationship.

. NMT Master

The Network Management (NMT) provides services for controlling the network behavior of
nodes as defined in 7.1.4. All nodes of a network referred to as NMT Slaves are controlled by
services provided by an NMT master NMT Master and which have to be executed by an NMT
master NMT Master application. Usually the NMT master NMT Master application is also part of
the application master. It shall reside on the MN.

o Configuration Manager

The Configuration Manager is an optional functionality which provides mechanisms for
configuration of nodes in an EPL network during boot-up as defined in 6.8. The mechanisms are
called Configuration Management CMT.

. SYNC Producer

The SYNC Producer is a functionality, which is responsible for transmitting the Synchronization
frame SoC. It shall reside on the MN.

fion

ent
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. TIME Producer

The TIME Producer is an optional functionality, which is responsible for transmitting the
NetTime in the SoC. It shall reside on the MN.

Because it is usual to combine several of the additional functionalities on one node an additional term
is introduced: the EPL Managing Node (MN).

Basically all object dictionary entries referenced inby this document paragraph are optional. If denoted
as mandatory, this is valid if the concerned functionality is provided by the device. Some objects
consist of a set of bits, specifying several kinds of behavior (as e.g. 1F80h). Only those bits have to be
implemented that correspond to a supported behavior.

7.6.2 Boot-Up Procedure

7.6.2.1 Overview

When g EPL Node starts after PowerOn (NMT_GT_1) or Reset (NMT_GT_2)/ it\Wi state
machine according to the NMT state diagram of an EPL node (see 7.1.2) W tai
NMT_{5S_INITIALISATION state automatically. After completion of the initializatign;. i sde erters
the super state NMT_GS_COMMUNICATING. Within this super statethe ine or

the CN NMT state machine is taken depending on the conﬁgured Node ID. 1 ‘ itions
back tp the NMT_GS_INITIALISATION state from every state i )

receptlon of the NMT command service NMTResetNode (N
(NMT |GT5) or after internal errors (NMT_GTG6).

on

7.6.2.2
The pyrpose of the NMT_MS_NOT_ACTVE S y the
MN is pllowed to start communication with . g g this

state, & second MN is active on the network:
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Enter State
LNMT_MS_NOT_ACTIVE"
from
,NMT_GS_INITIALISATION*

' NMT_MS_NOT_ACTIVE\

Inform application \
Check bus activities SOA/,SOSZ Error StaflfS“EPL—BM

@ network boot-up p?em@
_~NMT_BootTime_REC.MpWaitNotAct_U32

< No SoA/ SoC
received

Timeout and
No SoA/ SoC
received /(X (\

N

No Timeout

The steps of the N
. Check the b clivity. i SoCor SoA frames indicates that there is another MIN

NMT-MS_PREYOPERATIONAL_1 (NMT_MT2) shall be triggered, if there are no SoA or[SoC

frames received within a time interval defined by index
IMT BootTime REC MNWaitNoAct 1U32

7.6.2.3 NMT_MS_PRE_OPERATIONAL_1

The purpose of the NMT_MS_PRE_OPERATIONAL_1 state is the identification of all configured CNs
and the examination of their configuration versions. The MN communicates with the CN using the
Reduced EPL Cycle with SoA and ASnd frames (see 4.2.4.2). In case of communication errors the
MN communicates the error to the application and shall remain in this state.

This state is entered from the NMT_MS_NOT_ACTIVE (NMT_MT2) or the NMT_MS_OPERATIONAL
(NMT_MTS6) state.
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Enter State
»NMT_MS_PRE_OPERATIONAL_1“
from

- ,NMT_MS_NOT_ACTIVE“

- ,NMT_MS_OPERATIONAL*“

/ * * NMT_MS_PRE_OPERATIONAL_1
Start EPL-Reduced Cycle
NMT_CNAssignment_AU32[1..254].Bit0
¢ ______ -~ NMT_CNAssignment_AU32[1..254] Bit1
BOOT_STEP1 BOOT_STEP1T  } BOOT_STEP1
CN1 CN2 CNn

-~ NMT_CNAssignment_AU32[1..25¢].Bit

Allmandatory L ANCN
BOOT_STEP1

|
one and more mandatory
BOOT_STEP1
E_NOK

L~
Inform application
Error status EPL-BPO1
Halt network boot-up procedure
N

Wait for application

)

Triggered by application

_~ NMT_BootTime_REC.MNWaitPreOp1_J32

Waiting intervall
expired

\ Leave State
»,NMT_MS_PRE_OPERATIONAL_1“
o
< ,NMT_MS_PRE_OPERATIONAL_2“

igu = i NAL_1
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The steps of the NMT_MS_PRE_OPERATIONAL_1 process are as follows:
. Start communication with the CNs in the Reduced EPL cycle.

o Start parallel process BOOT_STEP1 for all configured CN. For optional CNs the process runs
endlessly until the CN is found. Configured CNs are identified by:

o NMT_CNAssignment_AU32[1..254].Bit0
o NMT_CNAssignment_AU32[1..254].Bit1

. After the BOOT_STEP1 process are terminated successfully for all mandatory CN, the MN will
switch to the state NMT_MS_PRE_OPERATIONAL_2. Mandatory CNs are identified by :

o NMT_CNAssignment_AU32[1..254].Bit3,

o The MN will switch to the state NMT_MS_PRE_OPERATIONAL _2 direct or after the request of
the application. The transition policy is defined by:

D NMT_Startup_U3s2.Bitr.
f the waiting time interval, the MN has to stay in the NMT_MS_PRE_OP
o NMT_BootTime REC.MnWaitPreOp1_U32

has not expired, the MN waits until the waiting time expired

o n case of errors in the BOOT_STEP1 state of one or more mards y g drror
shall be signaled to the MN application:

FPL-BPO1 Boot configuration in the NMT_MS_PRE
some of the mandatory configured sjax

tate

. All or

7.6.2.3.1 BOOT_STEP1

The BODOT_STEP1 process is started parg
BOOT, f

The B
succey

BOOT_STEP_1[Node ID]\

Identification
E_NOK
Identification
E_OK
CHECK_ Configuration
CONFIGURATION E_NOK
Configuration
E_OK
BOOT_STEP_1[Node ID] BOOT_STEP_1[Node ID]
E_OK E_NOK

) °
Figure 80 — Sub-state BOOT_STEP1

The steps of the BOOT_STEP1 process are as follows:
o Check Identification (see 7.6.2.3.1.1)
. Check Configuration (see 7.6.2.3.1.2).
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7.6.2.3.1.1 CHECK_IDENTIFICATION

The purpose of the CHECK_IDENTIFICATION state is the examination of the identification of a CN.
The CHECK_IDENTIFICATION [Node ID] returns with status E_OK after all identifications are
terminated successfully. If one of the identifications fails, CHECK_IDENTIFICATION [Node ID] returns
with status E_NOK.

®

a CHECK_IDENTIFICATION[Node ID]\

GET_IDENT Timeout Set Error Status B

Response

~ NMT_MnDeviceTypeldLlist_ AU32[Node ID]

Device Type
E_NOK

Device Type E_OK
or don’t care

. NMT_StartUp_U32.Bit9

Identification Check
neccesary

Identification
E_OK

/

Serial No
Identification Check E_OK

not neccesary

CHECK_IDENTIFICATION[Node ID]
E_NOK

& CN (see 7.4.3.2). In case of timeout, Error Status B is s¢t and
[Node ID] state is finished with status E_NOK, otherwise

CHECK_IDENTIFICATION[Node ID] state is finished with status E_NOK, otherwise the ngxt
stepris implemented.

o If identification is not necessary (depending on the following object:
o NMT_Start_Up_U32.Bit9),

CHECK_IDENTIFICATION[Node ID] is finished with status E_OK, otherwise the CN
identification is checked on the basis of the following objects:

o NMT_MnVendorldList AU32[Node ID]
o NMT_MnProductCodeList AU32[Node ID]
o NMT_MnRevisionNoList AU32[Node ID]

If the identification fails, the CHECK_IDENTIFICATION[Node ID] state is finished with status
E_NOK and the Error Status D, M or N is set, otherwise the next step is implemented.

. The CN serial number is checked on the basis of the following object:
o NMT_MnSerialNoList AU32[Node ID].
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If the identification fails, the Error Warning O is set and the CHECK_IDENTIFICATION[Node ID]
state is finished with status E_OK, otherwise the CHECK_IDENTIFICATION[Node ID] state is
finished with status E_OK.

7.6.2.3.1.2 CHECK_CONFIGURATION

The purpose of the CHECK_CONFIGURATION state is the examination of the configuration of a CN
and update the configuration if necessary. The CHECK_CONFIGURATION [Node ID] returns with
status E_OK, if the configuration fits, otherwise CHECK_ CONFIGURATION [Node ID] returns with
status E_NOK.

D]

-

CHECK_CONFI

_+ NMT_StartUp_U32.Bit11
y

CFG_MnExpConfDateList_ AU32[Node ID]
 CFG_MnExpConfTimeList_AU32[Node ID]

Configuration
E_NOK
or not configured

e
Configuration Check
neccesary

CN Configuration
Update

Configuration E_OK

Configuration Check
not neccesary

Configuration
E_NOK

9

\H K_CONEIGURATION[Node ID] CHECK_CONFIGURATION[Nodp
E_OK E_NOK

Figure 82 — Sub-state CHECK_CONFIGURATION[Node ID]

D]
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The steps of the CHECK_CONFIGURATION[Node ID] state are as follows:
. If the verification of the configuration is not necessary (depending on the following object:
o NMT_StartUp_U32.Bit11),

CHECK_CONFIGURATION is finished with status E_OK, otherwise configuration is checked on
the basis of the following objects:

o CFG_MnExpConfDateList AU32[Node ID]
o CFG_MnExpConfTimeList AU32[Node ID]

If the configuration date and time is E_OK, the CHECK_CONFIGURATION[Node ID] state is
finished with status E_OK, otherwise continue with the next step.

o After configuration update, request IdentResponse from the CN (see 7.4.3.2). In case of
timeout, Error status B is set and the CHECK_CONFIGURATION[Node ID] state is finished with

tatue E_Ik‘llolf\, Ut: ITI VViDG thU I IU)\t atcp iD ;I I IP:UIIIUI ItUUI.

o Configuration is checked on the basis of the following objects:
o CFG_MnExpConfDateList AU32[Node ID]

o CFG_MnExpConfTimeList AU32[Node ID]

f the verification of the configuration fails, the Error status J is set
CONFIGURATION[Node ID] state is finished with status E_NGQ
CHECK_CONFIGURATION[Node ID] state is finished with/st

7.6.2.8.1.2.1 GET_IDENT

The purpose of the GET_IDENT state is the request of the Ide
GET_IDENT [Node ID] returns with status E_OK, if t
otherwlise GET_IDENT [Node ID] returns stat
current NMT state of the MN.

<
en&BQU\est for C No A><
Response
\%onse Timeout

GET_IDENT[Node ID] GET_IDENT[Node ID]
E_OK E_NOK

° °

Figure 83 — Sub-state GET_IDENT[Node ID]

The steps of the GET_IDENT[Node ID] state are as follows:

. Request IdentResponse from the CN. In case of timeout, the GET_IDENT[Node ID] state is
finished with status E_NOK. The timeout interval depends on the current state of the MN and
the following objects:

o NMT_BootTime_REC.MNTimeoutPreOp1_U32
o NMT_BootTime REC.MNTimeoutPreOp2_U32
o NMT_BootTime REC.MNTimeoutReadyToOp_U32
o If the CN answers with its IdentResponse, leave GET_IDENT[Node ID] with status E_OK.

GET_IDENT[Node ID]\
No Timgout—

MT_BootTime |REC.MnTimeoutPreOp1_U32

MT_BootTime |REC.MnTimeoutPreOp2_U32

NMT_BootTime |REC.MnTimeoutReadyToOp_U32
s

7e
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7.6.2.4 NMT_MS_PRE_OPERATIONAL_2

The purpose of the NMT_MS_PRE_OPERATIONAL_2 state is to synchronize all configured CN to the
isochronous EPL Cycle and examine the state of all CNs. The MN communicates with the CN using
the isochronous EPL Cycle with SoC/SoA and PRes frames (see 4.2.4.1). After all mandatory CN
reached the state NMT_CS_READY_TO_OPERATE, the MN also changes to the state
NMT_MS_READY_TO_OPERATE.

In case of communication errors, the MN communicates the error to the application and shall remain in
this state.

This state is entered from the NMT_MS_OPERATIONAL_1 (NMT_MT3) state.

/A

NMT_MT3 Enter State
,NMT_MS_PRE_OPERATIONAL_2“
from
- ,NMT_MS_PRE_OPERATIONAL_1“

Start Isochronous
EPL- Cycle

Prepare myself for
NMT_MS_PRE_OPERATIONAL_2

All mandatary
BOOT_STEP2 E_OK

NMT_MS_READY_TO_OPERATE
from application received

Wait for application

Triggered by application

Automatically Enter|
MT_MS_READY_TO_OPERATE

Leave State
»,NMT_MS_PRE_OPERATIONAL_2*
to

- ,NMT_MS_READY_TO_OPERATE*

Figure 84 — Detail state NMT_MS_PRE_OPERATIONAL_2
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