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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 2: Guidelines for single event effects testing
for avionics systems

FOREWORD

1) THe International Electrotechnical Commission (IEC) is a worldwide organization for, rising
all electrotechnical bmote
infernational co-operation on all questions concerning standardization in the elgctxical and Is. To
thfs end and in addition to other activities, tions,
Tgchnical Reports “IEC
Pdblication(s)”). Their preparation is entrusted to technical committees rested
in|the subject dealt with may participate in this preparatory wor non-
ggvernmental organizations liaising with the IEC also participate ig”thi Iosely
with the International Organization for Standardization (ISO) in_acsorda ed by
agreement between the two organizations

2) THe formal decisions or agreements of IEC on technical matfers ¢ ational
consensus of opinion on the relevant subjects since e m all
interested IEC National Committees

3) IELC Publications have the form of recomgenda ational
Cgmmittees in that sense. While all reasoha ¢ f IEC
Pdblications is accurate, IEC cannot be held respo r any
misinterpretation by any end user.

4) In|order to promote international uniformity, IEE iON ittees undertake to apply IEC Publicjations
trgnsparently to the maximum extent possj ir- nati and regional publications. Any divergence
between any IEC Publicatiof ans 2SPY regional publication shall be clearly indicdted in
the latter.

5) IELC provides no marking pro e approval and cannot be rendered responsible fqr any
equipment declared to be

6) Al| users should have atest editfon of this publication.

7) Ngq liability shall employees, servants or agents including individual experfs and
members of its techng Mational Committees for any personal injury, property damage or
other damage of af ether direct or indirect, or for costs (including legal feeg) and
expenses arising out\ o sation, /use of, or reliance upon, this IEC Publication or any othgr IEC
Pdblications

8) Atfention is<draw e references cited in this publication. Use of the referenced publicatipns is
ingispensabl

9) Attentiqn is dra othe possibility that some of the elements of this IEC Publication may be the subject of
patent rig at be held responsible for identifying any or all such patent rights

A PAS is altechnjca)’specification not fulfilling the requirements for a standard but made

availpbleto the public.

IEC-PAS 62396-2 has been processed by IEC technical committee 107: Process management

for avionics.

The text of this PAS is based on the This PAS was approved for publication
following document: by the P-members of the committee
concerned as indicated in the following
document:
Draft PAS Report on voting
107/57/NP 107/69/RVN

Following publication of this PAS, which is a pre-standard publication, the technical committee

or su

bcommittee concerned will transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of three years starting from 2007-09.
The validity may be extended for a single three-year period, following which it shall be revised
to become another type of normative document or shall be withdrawn.

IEC/PAS 62396 consists of the following parts, under the general title Process management
for avionics — Atmospheric radiation effects:

e Part 2: Guidelines for single event effects testing for avionics systems

e Part 3: Optimising system design to accommodate the Single Event Effects (SEE) of

4+ o + PN P
allimmuopPIICTIV Taulatiurt

Q

o Part 4: Guidelines for designing with high voltage aircraft ele nd_poténtial

single event effects

\

o Part 5: Guidelines for assessing thermal neutron flukxes ' s ilVavipnics

&
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 2: Guidelines for single event effects testing
for avionics systems

1 General

The ronic
deviges for purposes of measuring their susceptibility to single event effects (SEE) inddced by
the gtmospheric neutrons. Since the testing can be performed in a num different ways,

using different kinds of radiation sources, it also shows how the test"data_can(be’ us¢d to
estimate the SEE rate of devices and boards due to the atmospheri gutrons in the
atmgsphere at aircraft altitudes.

The type of SEE data available can be viewed from many differe pesti . s indicpted,
the SEE testing can be performed using a variety of radiation ag~all oRwhich can induce
single event effects in ICs. In addition, many tests are individual deviceq, but
some tests expose an entire single board computerAo radiation fleld t can induce|SEE
effegts. However, a key discriminator is deciding oh w, i SEE data is available

that may be used, or whether there really is no existing herefore, a SEE test oh the
devige or board of interest has to be cg

1.1 | Use of existing SEE data

The gimplest solution is to find previoys Sf gpecific IC device. This is not nearly
as simple as it appears. ¢ interast i n SEE data that is directly usable for
purppses of estimating th i i . Tds, SEE tests that have been carrie out
on devices using heavyN Whi s Chi y applicable for space missions, is datg that

is ngt directly applicable ioni gses. This heavy ion SEE data can be usgd to
calcylate SEE dg ; and protons by utilizing a number of different
calcylation methods; ¢ s the active involvement of a radiation effects expért in
the process. Thered z i data should not be used for application tq the
atmaospheric neuifoi irs ent, except by scientists and engineers who have extepsive
experience in ysing this kind¢ 2 For that reason, unless otherwise stated explicitly, when
SEE|[data is discu in\the remainder of this PAS, it refers only to single event testing @ising
a nelitron

If SHE data~gma-deyice6f interest is found from SEE tests using high energy neutrons or
protgns, it will quire expertise regarding how the data is to be utilized in order to
calcylate a~SEE ratg at aircraft altitudes. Data obtained by IC vendors for their standard
application) to ground level systems are often expressed in totally different units, FIT units,
wherg one FIT is one error in 109 device hours, which is taken to apply at ground level. T

IC devices are constantly changing. In some cases, devices which had been tested, become
obsolete and are replaced by new devices which have not been tested. The fact that a device
is made by the same IC vendor and is of the same type as the one it replaced does not mean
that the SEE data measured in the first device applies directly to the newer device. In some
cases, small changes in the IC design or manufacturing process can have a large effect in
altering the SEE response, but in other cases, the effect on the SEE response may be
minimal.

A continuing problem with the existing SEE data is that there is no single data base
containing all of the neutron or proton SEE data. Instead, portions of this kind of SEE data
can be found published in many diverse sources. The SEE data in the larger data bases are
mainly on much older devices, dating from the 1990s and even 1980s, and it is primarily from
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heavy ion tests that were performed for space applications and not from testing with protons
and neutrons.

1.2 Deciding to perform dedicated SEE tests

If existing SEE data is not available, for any one of the many reasons discussed above and
which will be further expanded upon below, then there is no real alternative but to carry out
your own SEE testing. The advantage of such a test is that it pertains to the specific device or
board that is of interest, but the disadvantage is that it entails making a number of important
decisions on how the testing is to be carried out. These pertain to selecting the most useful
test article (single chip or entire board), nature of the test (static or dynamic [mainly

applicable to boar g g g 5 the
best|source of neutrons or protons for testing, schedulmg and performing , ind with
uncertainties that appear during the test and finally, u e the
desirled SEE rate for avionics. Many of these issues will be discussed i \ tions.

2

s for
igns is

Becquse of the diverse ways that SEE testing is carried ¢
how pnd where such data is published, the availability
not g simple matter.

2.1 | Types of existing SEE data

SEE|data can be derived from a numbgs [ inds , i nces
betwpen these tests need to be undefrstood\ i er to make comparisons meaningful.
Althqugh there are many different typgs of s ng sffects, for the purposes of this PAS,
the fpcus is on three of them, smgle event (S gingle event functional interrupt ((SEFI)
and single event latchup . 9 in the energy deposited by an energetic palfrticle
leading to a single bi i inNjitsogic state. The main kinds of devices thaf are
susceptible to SEU aretandem agce ie's (RAMs, both SRAMs and DRAMs),|field

progfammable g 3 secially those using SRAM-based configuration) and
micr( processor%?h/e 8 8 eQister portions). A SEFI refers to a bit flip|in a
complex device t i ice itself or the board on which it is operating in not
functioning properly. i is an SEU in a control register, which can affeqt the
devige i , he' propagated to another device on the board, leading to Qoard

malf i ¢ energy deposited in a CMOS device that leads to the turning on
of a parasm K which usually results in a high current in the device gnd a
non-functioning s . igh energy neutrons in the atmosphere can induce all of these

One [of the.important simplifying assumptions to be used in this PAS is that, for single event
effec}s, ineluding SEU, SEFI and SEL, the response from high energy protons, i.e., those with E >
100 MeV,-is the same as that from high energy neutrons of the same energy. The SEE resgonse
is generally measured in terms of a cross section (cm?/dev), which is the number of errord of a
given type divided by the fluence of particles to which the device was exposed. Therefore, for the
SEU, SEFI and SEL cross sections, measurements made with high energy protons can be used
as the same cross section from the atmospheric neutrons. This is far more than an assumption,
since it has been demonstrated by direct measurement in many different devices [1-6]1. In these
references, SEU was measured in the same devices using monoenergetic proton beams and
using the neutron beam from the Weapons Neutron Research (WNR) facility at the Los Alamos
National Laboratory. The energy spectrum of the neutrons in the WNR is almost identical to the
spectrum of neutrons in the atmosphere. An estimate of the SEE rate at aircraft altitudes in a
device can be obtained by the simplified equation:

SEE rate per device = 6 000 [n/cmZ2h] x avionics SEE cross section [cm?2 per device] (1)

1 Numbers in square brackets refer to the bibliography.
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Here, the integral neutron flux in the atmosphere, E >10 MeV, is taken to be 6 000 n/cm2h,
the approximate flux at 40 000 ft (12,2 km) and 45° latitude [2]. This shows the importance of
the SEE cross section. As indicated above, the avionics SEE cross section is taken to be the
SEE cross section obtained from SEE tests with a spallation neutron source such as the WNR,
and also with a proton or neutron beam at energies > 100 MeV. The simplified approach of
Equation (1) is used in the Technical Specification IEC/TS 62396-1 [2] and is the nominal flux
under the above conditions.

A more elaborate approach for calculating the SEE rate is to utilize a number of
measurements of the SEE cross section as a function of neutron or proton energy, and
integrate the curve of the SEE cross section over energy with the differential neutron flux.

The details for this approach are given in the standard JESD-89A [7], although the neltron
flux given in this standard is at ground level and would have to be multiplied by approximjately
a fadtor of 300 to make it relevant to avionics applications (see 2.1.3).

Thus Cross
secti b) a
mong tare
also eam.
Baseg d the
WNR MeV
SEU imes
highd

2.1.1

As in rates
are | e . include: a) space organizationg that
use pnly monoenergetic pr E_testing, b) IC vendors who use neftron
sour¢es to measure the dpsekra . hich they refer to as the soft erron rate
(SER), rather than th @ W the terms have the same meaning], c) avipnics
vendors who use neutfomso \easuethe’upset rate at aircraft levels. Generally,|SEE
data|taken and pe ) \ encies contain most if not all of the relgvant
information, in ifyi ecific IC devices tested and the providind the
measured SEU crosg sectio 9 biguous units. This applies to most of the proton|data
takem and reported\t : i th pén literature by the NASA centres at GSFC and|JPL.
GSF i i ost all of the proton SEE data that they take. Howpver,
even i essentially all of the results from the proton SEE testing that
they SN at is usually reported in the open literature in an inclyusive
compilat : i s the
protdgn 3 ‘hes\to be carefully sought out. Examples of the most recent NASA-GSFC
comy sfing containing proton SEE test results are given in [8-11],| and
exan eports of SEE testing containing proton SEE test results are given in [1P-14].
Othef goyernmental™agencies do not necessarily publish the results from all of the proton|SEE
tests|thatthey perform.

Data from the other sources, primarily private companies, is not nearly as accessible. IC
vendors perform a large number of tests, but only a small fraction of that data is reported
upon in the open literature. Furthermore, when the SEE data from IC vendors is published,
the results are often disguised so that the identity of the devices tested, or the part number is
usually hidden by using an arbitrary designation and the results are expressed in units that
are ambiguous at best and often of little use quantitatively. Sometimes, the data is expressed
in FIT units, which means errors per 109 device hours, however, this does not incorporate
information on how many bits are included in the device. If only the FIT value is given, this
can be converted into a SEE cross section by using the FIT definition and dividing by 14
[14 n/cm2-h is the flux of high energy neutrons (E > 10 MeV) at ground level in New York City,
which is the value recommended by the JESD-89A standard and so most often used.] Thus,
FIT x 10-9/14 gives the SEE cross section in cm2/device.
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Some reports give the SER rate in units of FIT/Mbit, which allows the SEE cross section per
bit to be calculated by multiplying as follows (FIT/Mbit) x 10-15/14 to obtain the SEE cross
section in cm2/bit. Other papers report the FIT value in arbitrary units (a.u.) which allows the
authors to show how the FIT rate varies with a particular parameter (e.g., applied voltage),
but it allows no quantitative assessment to be made of the SEE cross section. Examples of
such reports using FIT rates are given in [3, 15-18].

Most of the SEE data that we have been discussing comes from the SEE testing of individual
components, placing those devices in a beam of neutrons or protons and monitoring changes
in the status of the device for errors. A typical procedure is to fill a portion of memory in a
RAM_with _a specified bit pattern _and monitor that memory for bit flips _in _one or _more
addresses. However, some tests are done using an entire board to monitor when an erpror has
occufred. In this case, the malfunction of the board is an indication that an”errox has_6ccyrred,
and $uch an error is referred to as a SEFI, but the functional interruptior\s in theNpoard rather
than |the actual device being irradiated. If the beam is collimated suysh that ogly -dne of two

deviges are exposed to the particles in the beam during each test, { i e of\erfor is
a SHE error in those devices. However, this is a dynamic type i othdt the
devige in the beam experienced the initial error which was p 3 Q at devige on

the Hoard, and faulty performance of the latter device is wha walfunctipning.

Therg are some reports of such board level tests in the i re;’but they are| less

common. NASA-JSC has a requirement to perform (such{esting on.all glectronic boardg that

will e going on the Space Shuttle and related progra is esting is carried out with a
) , A Y

ASA yrt, these reports are not widely
) rtherfnore) th main purpose of the test|is to
scregn aII of the devices for the potential of\a har induged by the protons, such|as a
single event latchup, so recoverable eprors are alyzed in great detail in these reports.

Othef government agency groups also orm, S boaxd level SEE testing, and the rgsults
i e, but ‘are not included in any organized|data
ou gard level testing, often for the bengfit of

of these tests are often reparted in_th
base| i

specffi (neufron tests for avionics vendors) or space
applicati gsts 3 vjt spacecraft contractors), and this data is rarely
repo i

21.2

In gg ed’out using an accelerated source of neutrons or protons,
meaning tha hede axd to be tested will receive a larger fluence of particles oyer a
giver Qf ti [ esi/environment compared to the fluence it would receive during
that same time -‘- |n the intended vehicle in the atmosphere or space. In the past, testing
was wjth only one type of source, but in recent times, some enginegring
grou en exposing devices to more than one type of particle environment| and

comparing the’ SE esponses. Two main types of sources have been used for this |SEE
testing forxavionics applications, neutrons and protons, although there are a variefy of
diffefenirkinds of neutron sources that have been used, as will be discussed below.

2.1.2.1 Data obtained using neutron sources

Single event effects, in particular, single event upset, can be induced by neutrons in two
distinct energy ranges, at high energies and at very low energies, called thermal neutron
energy. The high energy neutrons cause the SEU by the nuclear reaction with the silicon in
the IC that creates a recoil, and it is the energy from this recoil that is locally deposited in
other silicon atoms that directly causes the upset. For the purposes of simplification, neutrons
with energies > 10 MeV are of greatest concern, but it is true that neutrons with lower
energies, e.g. (2 to 3) MeV, can also cause SEUs. However, since the SEU cross section for
E < 10 MeV is considerably lower than the cross section for E > 10 MeV, 10 MeV is used as
an effective cut-off. Estimates of the SEU contribution for electronics technology with
geometry greater than 0,2 um by neutrons with E < 10 MeV to the total SEU rate from the
entire WNR neutron spectrum is < 10 %, but for lower feature sizes, this fraction is expected
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to increase. This is roughly consistent with SEU measurements made with monoenergetic
neutrons (3 and 14 MeV) on devices of the mid 1990’'s (feature size greater than 0,5 um),
showing that the SEU cross section at 3 MeV for these older devices was about a factor of
100 lower than that at 14 MeV for most of the SRAMs tested [22]. However, for more recent
devices, especially those with feature sizes less than 0,2 um and even down to 45 nm, the
contribution of neutrons with energies below 10 MeV, is expected to be in the (8 to 10) %
range.

For high energy neutrons, there are three different types of sources: 1) a spallation neutron
source which has neutrons with energies over a wide energy spectrum similar to that of the
atmospheric neutrons, 2) a quasi-monoenergetic neutron source that has a peculiar energy

specfrum, roughly half of the neutrons are at a peak energy and the other half areqeyenly
distrijputed between close to the peak and ~1 MeV, and 3) a 14 MeV ne 9 , the
only pource that is close to being truly monoenergetic.
The WNR at Los Alamos which was mentioned previously is the bé ation
neutfon source, although the neutron irradiation facility at TR eson
Facility, in Vancouver, Canada) is another such source. Since the aded
around the year 2000, it is sometimes referred to by its ipn of
Chipg and Electronics) House [23]. Figure 1 compares theé spectra from Los Alamos
(the ICE House), the neutron facility at TRIUMF and the™atn m at
ground level.
KEY
— FACILITY | Multiplication
Factol

= Ground Line plofis

> = Spectrum ground lgvel

= [latitude multiplied by

£ 45° North] 3x10

= ICE 1

% House

Z o (WNR)

= Measured

2 Spectrum

3 2005

= . <\ A TRIUMF 1

ug x \\\> at 100 pA

Q

ENK\.\. N

10" A \lﬂo/ 10* 10°
Neutron Energy, MeV
Ei -

with terrestrial neutron spectrum

SEU data on devices that were exposed to the WNR neutron beam have been published in a
number of papers [3-5, 24-25], however, many more devices have been tested at Los Alamos
and those results are considered to be proprietary. These results have not been published,
nor are they expected to be published. Reference [26] indicates that in the year 2001, at least
eight different groups carried out SEE testing, and of these, we estimate that maybe two of
the testing groups may publish some of their results, an American national laboratory and a
university. The six private companies, both IC manufacturers and avionics vendors, will keep
their test results proprietary.

The TRIUMF facility in Canada, called the TNF (TRIUMF Neutron Facility) also provides a
spallation neutron source. Until 2004, it had received limited use, but since that time, a
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number of papers on SEU results from the testing of IC devices at the TNF have been
published [27].

There are a number of quasi-monoenergetic neutron sources around the world, including
some in the United States of America, but until recently they had not been used for testing
microelectronics for SEE. The site with the most experience with such tests is the Theodor
Svedberg Laboratory (TSL) at Uppsala University, Uppsala, Sweden [28]. A few papers have
been published reporting on the results of microelectronics devices being exposed to the TSL
neutron beam [Refs 6, 29, 30]. Methodologies have been developed for extracting SEU cross
section data at the pseudo-peak energy [29, 30]. In addition, a similar facility has been
operating in Japan at Tohoku University [31] which also has been used to make some SEU
meagurements. ifferent methodology ifrom that o € Swedish researchers has ppeen
deve]oped for extracting SEU cross section data at the pseudo-peak energy [3

In Flgure 2, we combine SEU measurements made by several dif at these
variolus faC|I|t|es to illustrate how the high energy SEU cross secton per bi g has
varigd with feature size over the last 5 or more years. The trend L is\lustrat igure 2
shows a consistency within an approximate plateau region oK 10 to. 8 owevep we cannot
predict how this might change in the future, as feature size i ine below 0,1 um.
012

? @ Intel yprocessors, L1 Data Cache

s  SRAMSs-Granlund (>2000) Diff Vendors KEY

5 A SRAWs-Slayman (> 2000}Var|ous ymbol i Data

§ 0"+ i ® microprocessors, L1

» A Data Cache

8 L oAt @ SRAMs — Grahlund

o “ 'y | (>2000) Various

o | I Vendors

2 | /\ SRAMs — Slayman

o A (>2000) Variops

3 Vendors

=

E

<<

0'15"""'I"'I“'I""
0 . \3,5/ 0,4 0,5

e Size of Process, ym

ation of high energy neutron SEU cross section per bit
as a function of device feature size

The third kind of high’neutron facility is one that provides essentially monoenergetic neutfons,
and [14,MeV, from the D-T reaction, is the highest energy of such a monoenergetic neptron
beam . A‘humber of facilities in the United States and abroad have such neutron genergtors.
Tests on SRAM devices fabricaied in the mid-1990s Iindicated that the SEU response per bit
from a spallation neutron source was 3 to 5 times higher than from a 14 MeV neutron source
[5]. Tests on more recent devices have shown a closer agreement in the SEU response
between a spallation neutron source and a 14 MeV neutron sources [4, 6]. This indicates that
for current, low voltage devices, 14 MeV neutrons provide a fairly good simulation of the
atmospheric neutrons with respect to inducing SEUs. However, 14 MeV neutrons do not
provide a good simulation with respect to inducing single event latchup (SEL) [34].

There is a fourth type of neutron facility that should be considered for testing devices for
inducing SEUs: with thermal neutrons. Thermal neutrons cause SEUs through the neutron
reactions with the isotope 19Boron, which can be present in high enough concentrations to be
of concern mainly as a constituent of the glassivation layer above an IC, i.e., in BPSG
(borophosphosilicate glass). Many devices use a different type of glassivation (e.g., PSG) and
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in some cases, the boron in the BPSG is '"Boron, so there are no 9B reactions leading to
SEU from the reaction products (alpha particle and 7Li) of the 10B interaction. A limited
amount of data has been published on the SEU cross section induced by thermal neutrons [6,
17, 35].

2.1.2.2 Data obtained using proton sources

It was demonstrated that high energy protons cause SEUs in microelectronics nearly 25 years
ago [36]. It was also recognized that at high energies the protons, even though they are
charged particles, cause the upsets by the same mechanism as the high energy neutrons, by
nuclear reactions with the silicon, rather than by direct ionization in the silicon. Proton SEU
crosg sections have therefore been published over the years, but the effectiveness of th¢ low
energy protons in causing upsets has increased over time, as the applied voltage t6'th¢ ICs
has @lecreased below 5 V. Thus, for DRAMs made during the 1980s a i
the $EU cross section decreased by more than an order of magnitude for proton-energjes <

50 MeV [37, 38]. For more recent devices, the SEU cross section hds § C ased
very Imuch with energy, the cross section due to 50 MeV protons heing onl r of 2
higher than the cross section due to 14 MeV neutrons [4]. A v j SEU
cros$ sections in more than 120 different SRAMs and DRA Ms 1997

[39],[mostly on 5 V devices, but a few at 3,3 V, however, f a devices are Jused
today. In contrast, most other papers in the open liferats i aglred proton|SEU
response data for fewer devices, roughly 4 to 8 devicé

2.1.3 Ground level versus avioni

Therg are a number of important differe ices in

avionics applications and those on the in the
atmosphere is much higher than it (is i i p be
propeortionally higher. The -qominal differ taken/to be a factor of 300 between the
neutfon flux at 40 000 f ) grokind. [ i - nd in
various technical pap ‘ [ i i n the
ground, i 3 ctive
materials withi \ i pars,
the gpecific compongnts i i issi ged.
Todqy, the major ¢ i i , i nt to
elimipate the useQ d i 15 , plder

matefrial (e.g., t n-silver-bismuth) may also emit low levels of alpha
parti¢les, and > i

At thie ground % ¢ i , i from
the IC packag be_simi i . iceqd, the
neutrons are i . , i ionics, wi ih the

atmogsphere being\more than 100 times the neutron flux on the ground, the SEU rate from the
alph{s emitted by the package is very small compared to the rate from the neutrons. Thus,

the glpha-particles from the IC package can be neglected as a source of upsets for avipnics
applications

As discussed in 2.1.1, for most ground level applications, the upset rate is quantified in terms
of the FIT rate, number of upsets in a device in 109 device hours. The reason for this is that
the testing and analysis is being done primarily by IC vendors and not by companies that sell
ground level systems. That has been changing over the last five years, especially after the
possibility of cosmic ray neutrons causing upsets was publicized in the general press [42].
This occurred with the article in Forbes magazine of November, 2000 that reported that Sun
servers were having problems, with dozens of machines crashing due to bit flips in the SRAM
used for the L2 cache memory which were caused by cosmic rays or alpha particles. Sun
Microsystems received a great deal of adverse publicity and hundreds of thousands of people
became aware of the fact the cosmic rays can cause errors in memory chips. In this case, the
problem was amplified because Sun initially blamed the vendor of the SRAMs [43].
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Sun Microsystems and its competitors in the server market (e.g., Cisco Systems) have
become very involved in neutron-induced upsets, testing devices and systems to quantify the
rates and designing error correcting schemes to protect their systems against individual errors.
The testing they perform is generally considered proprietary and so the results from these
tests are not available; this applies to the testing of both individual devices and entire
computer boards.

For ground level applications, it is likely that the IC vendors perform more neutron testing than
the server vendors, and their testing is almost always on individual devices. Nevertheless,
their SEU or SER results invariably remain proprietary. In some cases, they do publish their
results, and in that case the upset information is expressed in FIT units, with the identity of
the ifdividual devices that were tested hidden by means of generic designations (e.g., part A,
part [B1, etc.). When the data is published by the IC vendors, it is oftéempresented|at a

particular annual meeting, the International Reliability Physics Sympos;j § hples
of recent IRPS papers that contain information related to SEUs induéed by \ heric
neuttons, although expressed in units that may not be directly usah i j 3-18§, 33].
Therg is one group of IC vendors who are more open about te|r ing . Tlhese
are two microelectronics manufacturers who make FPGAs N m ays).

Thesle companies are Xilinx and Actel. & have
published containing relevant SEU information are give

2.2 | Sources of existing data

In the previous Subclauses, we have «eferred i i i that
contain SEU cross section information i i utlrces.
In Tgble 1 below, we compile descriptip hese

references, in particular those with the Iargﬁmu

¥
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Table 1 — Sources of existing data

Device tested or

Particle type,

. Data contained Ref. Comments
listed energy

20 SRAMs and Hi E proton and SEU cross section, 1 Devices not identified; SEU X-Stns

26 DRAMs WNR neutron cm?/bit mixture of neutron and proton data

9 SRAMs Hi E proton, 14 SER rate, FIT/Mbit 3 Devices not identified; SER rates from

(0,14 to 0,5 um) MeV neutron WNR and from proton measurements
and WNR
neutron

8 SRAMs Hi E proton and SEU cross section, 4 Devices not identified; SEU X-Stns

(0,14 tp 0,5 um) WNR neutron cm?/bit from WNR and from proton dpta

6 SRAMs, Hi E proton, SEU cross section, 5 Devices identifietk SEUNX-Sths from

2 uprogessors, WNR neutron, cm?/bit WNR, eV_and ffomprotgn data

2 FPGAs 14 MeV neutron A (\

6 SRAMs Hi E proton and SEU cross section, 6 i ifi hs from hi
neutron 14 MeV | cm?/bit and
and thermal
neutron \\

SRAMg¢, DRAMSs, High energy Asymptotic SEU cross viNgg?ied; SEU X-Sdctions

other devices protons section, cm?/ bit or per fr high rgy proton

device \m{asur ents

6 SRAWs WNR neutrons | SER rate, FIT/Mbi \) 1 Test &vices, SOI and bulk, ffom two

(0,25, 9,13, 0,09 pum) \@dors.

6 SRAMs 150 MeV S cross segction, 1§/ est devices, vendor not identified, SOI

(0,18, 0,13, 0,09 um) protons arbitrary uni{s \/ and bulk

5 SRAMs 3 and 14 MeV SEU cross sectign); 22 Devices identified; SEU X-Sdctions
neutrons cmAbit (\ from neutron data

24 SRAMs, 6 feature WNR néutrons SER, rro}bi\tz-b at 25 Devices and 4 vendors not identified

sizes N 400 (12,2 km

5 SRAMs Quasixpono S cro W 29 Devices identified; mono-engrgetic
energeti b SEU X-Stns derived from

{\Beut ns measurements
10 SRAMs asi- o- Wss section, 30 Devices identified (10 of the P4 SRAMs
i C f of 25); mono-energetic SEU[X-Stns
derived from measurements

87 SRAMs, SEU cross section, 39 All devices identified; device$ tested

48 DRAMSs, cm?/bit between 1989 to 1996

10 EERFROM

8 Flash EPRO

8 UV HPRO

FPGA,|4 sections Hizenergy SEU cross section 45 Device and portions of devic¢

tested protons (cmzlbit), SEFI cross (configuration memory block lmemory

section (cm2/dev) power-on-reset and external ports)

identified

3 Considerations for SEE testing

Testing for single event effects for avionics purposes involves the consideration of a variety of
factors. These factors include the type of hardware to be tested (individual device or entire
board), the type of test used (static or dynamic), and the type of the facility providing the
neutron or proton beam. These are discussed in greater detail in the following sections.

In addition, a number of standards are available that provide guidance on how to conduct SEE
testing and discuss proper procedures. Existing standards are available for SEE testing with
heavy ions [47, 48], and although these do not strictly apply to neutron and proton SEE
testing, many but not all of the procedures that are described also apply to SEE tests with
neutrons and protons. Three other standards apply specifically to SEE testing with neutrons
and protons. These include IEC/TS 62396-1 [2] which directly applies to avionics. Reference
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[7] is a JEDEC standard that is also directed at SEE testing with neutrons, but its focus is
testing for purposes of SEE effects on the ground; nevertheless, it is directly applicable to
SEE testing for avionics purposes. Reference [49] is a standard that is also under
development which applies to SEE testing with protons.

3.1 Selection of hardware to be tested

It is easier and more direct to test one device type at a time, such as a RAM or a
microprocessor. However, if the actual avionics board contains many devices that are
potentially susceptible to SEE from high energy neutrons, this approach could involve a large
number of tests. When testing individual devices for single event effects, the testing is usually
perfdfmed on a specially designed test board, one test board for eac ype of devIC To
achigve the test goals more quickly, some organizations have been favouring the testng of
entire 3 tially
susceptible devices on the board are exposed to a neutron or proton

If a gevice by device SEE test approach is being considered,~itf can ¥ W EE vn to
threg main types of devices that are likely to have SEE effects i S heric
neutfons: RAM devices, microprocessors and FPGAs as them

One |of the advantages of testing of individual devigés i abi fo  disti i veen
diffefent types of single event effects. In most cases| si :
but this may not always be true. As descrlbed ipsectio Alsing and
single event functional interrupt, can a Y in which
case} their occurrence in the device 4 f the
upsets errors during the irradiation. Thu SEE
effeqgts is important. However, one of ) G SEFI
effegts in one of the other devices on{a b i ioni ntire
board as an error is propags i icent d by
testing individual devices{Co i [ may

as mst susceptible to

Selectio@ :

3.2

Sele¢
and
avioni

expe
into
alter
curre
by a high energy neutron or proton) is a remote possibility, usually (1 to 2) % of the SEU rate.
There are ways of examining the test pattern words to distinguish which words experienced
more than a single bit flip.

With devices like DRAMs, microprocessors and FPGAs, the possibility of a SEFI makes the
testing more difficult. The combination of test procedures and the accompanying software via
the various programs and/or diagnostics that are run by the device or the evaluation board,
shall be designed to detect an error that is more than a single bit flip. The goal is to detect
SEFI events which are often referred to by another name, such as a “hang” or “hang-up”.
These are errors that cause the device to not function properly, such as when a control
register would receive an upset.
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To design a test that includes the possibility of a SEFI requires a more detailed understanding
of the operation of the device. It often involves the use of an evaluation board for a device like
a microprocessor or FPGA in order to exercise it in its various modes of operation and to
distinguish the various kinds of errors. A better understanding of the design of SEE tests to
measure SEFI can be obtained from papers that report on the results from SEFI events during
SEE testing. For the testing in microprocessors, these include [50, 51] in which “hangs” or
other types of errors in that caused a disruption in the program flow are measured. The
emphasis in these two papers is on SEFIs induced during SEE testing with heavy ions, but
SEFIs have also been induced by protons in similar microprocessors [52, 53]. SEFIs have
also been induced in DRAMs [54], but also SRAMs in rare cases, but this has been seen
mainly in testing with heavy ions and not with protons, although upper bound proton SEFI

~ fion o b P alarlatad
Cros SCLUTUTT ITasS oo TTT carcuratcyus

The [SEE testing of entire boards or subsystems is much more complgx sinc vices
experiencing SEE will interact with one another. The board or syste sting
should be performed only after careful expert analysis has been cagfi g d the
combined SEE mechanisms. However, i i i i reg i s5inge  all
deviges on the board are being exposed at the same time. Wj is\Kki i it is the
malfginctioning of the board that signals the functional intefrupi\to the~s He functional
interrupt being to the entire board and not to any specific<dev Ris i ic, so
that an error in one device can propagate to other deviee i : d no
longer being able to function. Examples of reports oy i level
testing are given in [55], which used a heavy ion b ‘ ich™use and

[67] which used a neutron beam.

3.3 | Selection of facility providing

In orgder to expose devices and even entire hoards
atmagspheric neutrons, ther \ain
and heutron beams. Evey i se\{waoNo erent

kindg of sources and these IIowing sections. In Annex C of IEC/TS
62396-1 [2] are listed theumair faciliti at havethese kinds of high energy beams available.

Userp should still :Ee ities for the current costs and availabilities.
3.3.1 Spallati

s the
bams

The gpallation type &f W S ¢ is created by the interaction of a high energy proton
beam with a large,\dense , producing secondary neutrons. This is exactly the samd way
by which the\atmospheric neutrgns are created in the atmosphere; hence this type of nejtron
sourge i sutrohs in the atmosphere with respect to the energy spectrum ¢f the

neutfons: The a e~only>two main neutron spallation sources that have been usef for
expoging ICs~and boards“for purposes of SEE testing. These are the WNR, discussed iph 2.1
and the TRIUMF-Neutpon Facility (TNF) at TRIUMF [58].

The WNR~“has been much more widely used for SEE testing as discussed in 2.1. At present,
with thenew ICE House Pnnfigllrn’rinn it is very convenient to use _and it has an accelepation
factor of approximately six orders of magnitude, so that one hour in the beam exposes a
device to the same neutron fluence as 108 hours in an airplane nominally at 40 000 ft
(12,2 km). However, in 2004, because of security issues at the Los Alamos National
Laboratory, the laboratory was shut down to visits from outside scientists and engineers for a
number of months, but it reopened for outside customers again beginning in 2005.

The TNF at the TRIUMF (Tri University Meson Facility in Vancouver, Canada) is much less
convenient to use than the WNR. However, it provides a neutron spectrum that is quite similar
to that of the atmospheric neutrons and the flux available (for E > 10 MeV) is similar to that at
the WNR, 108 times the neutron flux at an altitude of 39 000 ft (11,9 km). Figure 1 compares
the neutron spectra from Los Alamos (the ICE House), the TNF at TRIUMF and the
atmospheric neutron spectrum at ground level.
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Even though TRIUMF had not been used very much for SEE testing before 2004, with the
temporary closing of WNR, it has been in much greater use since 2004. It is not convenient
for placing the test board in the beam and it has to be lowered down a channel on a pulley
system, but the TNF has a significant advantage in that the neutron field also contains
thermal neutrons. Thus, by conducting a test on a device twice to measure the number of
upsets, with and without an effective thermal neutron shield such as a thin sheet of cadmium
metal, two SEU cross sections can be obtained. These are the standard SEU cross section
due to high energy neutrons (> 10 MeV) and the SEU cross section due to thermal neutrons.

3.3.2 Monoenergetic and quasi-monoenergetic beam sources

As npted in Z.T.ZT, both monoenergetic and quasi-monoenergetic neutiron sources have peen
used| for testing devices to measure their SEE response from neutrons. The monoenergetic
sourg¢es produce relatively low energy neutrons, E < 14 MeV, and utiliz eraction| of a
charged particle with a target. The main source of this type that has y utilized is
the |4 MeV neutron generator which produces neutrons with gn&rgi in ande of
(~13|5 to 14,5) MeV. These neutrons are produced by acceler \ into a
tritiuel[n target, and so result from the (D, T) reaction. The &xast_% he neufrons
depegnds on the exact energy of the initiating deuteron, i i akolt 200 (keV.
Similfar neutron generators are also available that acc grons \into a deutgrium
targgt, but it this case, the energy of the neutrons preduced_is>uch Yawer, ~ 3 MeV| For
purppses of SEE testing, this energy is too low to b c Qnics purposes, dince,
based on devices of the mid 1990s (feature size aboye )0,5 EU cross sectipn at
3 MgV is approximately 100 times low S i 2 about
five different devices, [22]). For more secCs dgse with feature size helow
0,2 ym and even down to 45 nm, the tontribution o ‘ ith energies below 10 MgV is
expefcted to be in the (8 to 10) % range. 3 i gard to the high energy neptron
SEU|cross section variation with the (feature size ho n in Figure 2, without test datp we
cannpt predict how the SEU response autre > igh and low energies might chlange
in the future as feature sizés conginue ,1 um.

Quasi-monoenergetic neutro sduced by a similar mechanism, but in this cape, it
is a [beam of protans i te intg a target that is usually lithium. The neufrons
produced have c i i essentially a two-part energy distribdtion.
Apprpximately hal ' ave high energles within a few MeV of the energy gf the
protgns in the init' S thes€ constitute an apparent peak or a pseudo peak| The
othef half of thé neutrQ is approxXimately evenly distributed over energy from the|high
energy pseudoypea aNfew MeV. Thus, there is a peak of neutrons with the same| high
energy, but 8 able number of neutrons in what is referred to as the| “low

energy tails i e ehergy of the initiating proton, the longer the tail extends|over
energy and thessmaller thedpercentage of all of the neutrons that lie within the pseudo peak.

In the past,.the difficity of using a quasi-monoenergetic neutron source was to separatg out
the $EE ,contribution from the neutrons within the peak, which have a very specific enprgy,
from|the contribution of the SEE events from the neutrons within the “tail”. As indicated in
sectinnn?2 1 2 1 two different groups have dp\/plnppd pmr‘pdurpq for how to process theirl SEE
data to obtain the SEE cross section at the peak energy, i.e., a way of subtracting the
contribution of the lower energy neutrons in the tail. These are given in [29, 30, 32, 33].

This can be a useful neutron source, but the user has the responsibility of assuring that the
SEU data obtained truly applies at each peak energy, and that the overall collection of SEU
data obtained, including all of the various peak energies, is self-consistent. We have seen
some SEU data from this kind of neutron source that appeared to exhibit larger variations
over energy than has usually been seen in monoenergetic proton SEU data. It is unclear
whether these larger variations are due to the calculational procedure, the facility, too small a
number of upsets during some of the runs, or other causes.
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3.3.3 Thermal neutron sources

Thermal neutrons are available at a number of different kinds of facilities. The most widely
available type of facility is a nuclear reactor, and in particular, research or test reactors.
These reactors usually have an area of high thermal neutrons, called a thermal column, and
this would be the best location for exposing electronics to thermal neutrons and measuring
the resulting SEU events. A number of such facilities are available and are listed in the Annex
C of IEC/TS 62396-1 [2]. One of the problems with a thermal column is the gamma radiation
that usually accompanies the neutrons in a thermal column. If the gamma flux is too high,
there could be an effect of the total ionizing dose (TID) absorbed by the devices being tested

from the gamma radiation while the device is also receiving the neutrons. For most
commereta Lafftha chaolf (COTS dAaviceac A TIND daoca aof tndar 10 NANN rade chanld ~At I-]ave

oo O trC— o T (oo To U viCeo,o o GoOoC— O oo o oou—Tato—orroura—1ot|

any dleleterious effect in the response of the parts. TID doses in excess ¢ 000
rads ided,
unles such
TID ermal
colur

The b both
high gcility
havin frons
are @ this
can both
offer with
thern ue to
the H ered
with oron
(bors even
with

Thus|, me the devices open to all of the neufrons

and the second with t

two sets of SEU even
thermal neutron
can lpe determined

the thermal neutrons. By subtracting the
differences in the neutron fluences, from the
ieutrons, the thermal neutron SEU cross se€lction

The e_spécialized, one that is generally called a “cold neytron”
facility. ) sed by materials scientists for examining the internal strugture
of m -.~\ i pplication is in great demand, there are few opportunities to
obtaiF ne n exposure time at such a facility. However, one such facility at NIST (Nafional
Insti and Technology) is available and may be used. Care must be exergised
in usjng such ause the cold neutrons are more efficient than the thermal neufrons

in inferacting_with.the ) Boron-10 and causing SEU events. Thus, the number of SEUs frpm a
cold [neutron*source™has to be adjusted down to obtain the equivalent number of SEU eyents
from|truesthermal neutrons. A procedure for carrying this out is found in [59].

4 Converting test results to avionics SEE rates

The ultimate goal of any SEE testing for avionics applications is to determine the SEE rates in
devices and/or in entire boards that would be expected based on the results of the SEE
testing. This is relatively easily done when using a spallation neutron source, but can be more
complicated when using other types of neutron sources.

4.1 Use of spallation neutron source

When testing with a spallation neutron source, the SEUs recorded are all due to the high
energy (> 10 MeV) neutrons, except if there are also thermal neutrons within the source. If in
fact there are thermal neutrons which could be contributing to upsets, such as with the
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TRIUMF neutron source, or actually from using the atmospheric neutrons, at high altitudes or
even at sea level, therefore the contribution of the thermal neutrons needs to be accounted
for and subtracted off. The remaining SEUs are due to the high energy neutrons.

The SEU rate for avionics applications can be calculated in two different ways. The first way is to
calculate the SEU cross section and then apply Equation (1) and the second way is to use the
ratio between the high energy (E > 10 MeV) neutron flux in the beam and that in the atmosphere
(6 000 n/cm2-h). Both methods yield the same SEU rate for avionics applications which can best
be shown by an example.

In the example, the WNR or ICE House facility at Los Alamos is used to provide the neutrons such
that ho thermal neufrons are present. During the tesiing of a board in the Cos Alamos beam]|, 250
SEUs were recorded in one hour on a given board (or in a specific deviceonthe beard). In

additjon, Los Alamos indicates that the neutron flux (E > 10 MeV) in their
more|intense than the nominal aircraft neutron flux of 6 000 n/cm?-h.

By th 2/goard.
Thus| 7 latituge is
5,56 ¥ e know thdt the
250 <) in an aircraft at
400 he. 250K,5 x 105 per hdur or

3,33

4.2

If a i one that provides a beam of gither
mongenergetic protons or quasi-monagene - on3, then several different approdches
may i A cross section taken at the highest
particle energy used (e.g: : apply it as the SEU cross section|from
the atmospheric neutrg is\will generally be conservative since neutrons| with

lowe ectrum have low SEU cross sections.
The ' e method is to use the SEU cross sections taker] at a

numbper of different{part Jjes\to/create a SEU cross section curve that varies| with
ener S he differential neutron flux in the atmosphere. This gives
more aged SEU cross section. Equation (2) below is a simplified
form he differential neutron flux with energy, E, taken [from
IEC/]

dN/d 0,32 0922 x exp [-0,0152(InE)2] E < 300 MeV n/cm2.s-MeV | (2)
E > 300 MeV

The gpéecirum averaged cross section is expected to be very similar to the SEU cross section

from Lthe—actual qunephnrir\ neutrons or that when measured ||cing a qullni‘inn nelitron

source.

The difficulty with this method lies is in developing an accurate SEU cross section curve as a
function of neutron energy. First, if a quasi-monoenergetic neutron beam has been used, the
effect of the “tail” of low energy neutrons has to be determined and subtracted off to enable
the SEU cross section due to just the neutrons within the peak energy to be calculated. As
indicated in 2.1.2.1 and 3.3.2, there are a number of different methods available for removing
the effect of the neutrons in the low energy tail to determine the SEU cross section at the
peak energy. With monoenergetic proton beams, this is not a problem because each beam
contains protons of a single energy. However, it is known that at low energies, e.g., < 50 MeV,
there can be differences between the SEU cross section due to protons and due to neutrons,
so using a 14 MeV source for the lowest energy point would be a good idea. In JESD-89A [7],
one suggested method uses protons at 50, 100 and 150 MeV, and neutrons at 14 MeV.
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However, a recent paper suggests that the 150 MeV point should be replaced by a data point
at 200 MeV or higher [4].

In addition, we will review a number of other specifics related to the use of proton SEU data
that are generally not discussed in the literature. There should be a minimum number of
errors measured at each data point that each SEU cross section is based upon, but the
number of errors is rarely stated in the open literature. Using the minimum number of errors
as 30 can serve as a good starting point. The reason for this is that a simplified statistical
measure of the variation in the measured number of errors is the square root of the number of
errors, and for 30 errors, the variation is about 18 % of the measured number. In actuality,
there are more statistically rigorous methods for accounting for the variation, such as in
Anndx C of JESD-8YA, which could also be used that are based on conildence ,Igvels.
Thergfore, it would be helpful if curves of the SEU cross section also ingtided error-bafs on

the measured SEU cross section, however this is rarely done in open and
repoflts. In addition, the actual number of errors that each SEU cros ased
upon|is very rarely specified.

Additional complications are involved in generating the SEU criss sech ve. VY roton
SEU|cross sections were first reported in the early 1980s, i c 9 ped,
the Bendel model, had only one parameter. It was recogn'ed ' ,|s0 a
two- Y 3 : uent
models have the SEU cross section increasing ica " oton
ener ; en a
better f|t it was at the expense of more X . More recently, the|four-
para neter Welbull fit model is belng 18" a natural extension df the
Weil 8 i [ j uced
by th » - . mer
usefdll for the varlatlon of heavy |on SE was
evidg ction
of th and
neut

wher

Op/N-1 oton/neutron cross section (high energy)
Eo elow which there is no SEU cross section

w

S

Nevgrtheless;one ofthe difficulties with measured SEU cross sections is that the variatipn of
the gross_section with energy is often not smooth, even though all of the fits, the Weibul|, the
Bendel; etc., are predicated on that fact that the cross section increases smoothly with energy.

the results could be different by up to 25 % or more. If test results show irregular variation of
the SEU cross section as a function of energy, using a linear fit to this kind of SEU data to
calculate the SEU cross section from the atmospheric neutrons could lead to low results. An
example of this is shown in Figure 3 in which SEU cross section data from three different
SRAMs are shown (Baggio [4], Dyer [6] and Granlund [30]. In each case, the Weibull fit of
Equation (3) and a linear fit from each energy point, point to point, were integrated with the
differential neutron flux given by Equation (2) to obtain the actual SEU cross section from the
atmospheric neutrons, as in Equation (4). As shown in the figure, there can be large enough
variations over energy with the result that the average SEU cross section using the two
different fitting approaches, a smoothed fit versus a linear fit, could differ by more than 25 %.
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Having data“from seéveral samples of the same part, a single Weibull fit applies to all df the
data|and\so Equation (4) has to be applied only once to obtain the spectrum-averaged|SEU
cros$ section. However, for the piece-wise linear fit approach, the spectrum-averaged |SEU

cross section would have to be calculated for the SEU data from each sample, applying
Equation (4) to each set of data. The final spectrum-averaged SEU cross section would be
obtained by averaging the individual spectrum-averaged SEU cross sections for each sample.
By calculating the spectrum-averaged SEU cross section for a set of SEU cross section data
using the two approaches, a consistency check can be applied to the accuracy of the data. If
the variation between the spectrum-averaged SEU cross section is larger than a given
percentage, e.g., 15 %, then perhaps more data points are necessary, or data points based
on a larger number of errors are needed in order to improve the internal consistency of the
data. In all cases, it should be remembered that good statistics are needed for each and every
data point taken at all of the various proton/neutron energies used in the testing.


https://iecnorm.com/api/?name=bc04ff9952c5a8e33247169988cebceb

	CONTENTS
	FOREWORD
	1 General
	1.1 Use of existing SEE data
	1.2 Deciding to perform dedicated SEE tests

	2 Availability of existing SEE data for avionics applications
	2.1 Types of existing SEE data that may be used
	2.2 Sources of existing data

	3 Considerations for SEE testing
	3.1 Selection of hardware to be tested
	3.2 Selection of test method
	3.3 Selection of facility providing energetic particles

	4 Converting test results to avionics SEE rates
	4.1 Use of spallation neutron source
	4.2 Use of SEU cross section curve over energy

	Bibliography
	Figure 1 – Comparison of Los Alamos and TRIUMF neutron spectra with terrestrial neutron spectrum
	Figure 2 – Variation of high energy neutron SEU cross section per bit as a function of device feature size
	Figure 3 – Comparison of mono-energetic SEU cross sections with Weibull and Piece-Wise Linear Fits
	Table 1 – Sources of existing data

