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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING - PAYMENT METERING SYSTEMS -
Part 41: Standard Transfer Specification

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising all
national electrotechnical committees (IEC National Committees). The object of IEC is to promote international co-
operatlon on all quest|ons concermng standardization in the electrical and electronic fields. To this end and in
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Draft PAS Report on voting
13/1298/PAS 13/1301/RVD

Following publication of this PAS, the technical committee or subcommittee concerned will investigate the
possibility of transforming the PAS into an International Standard.

An IEC-PAS licence of copyright and assignment of copyright has been signed by the IEC and the STS
association and is recorded at the Central Office.

This PAS shall remain valid for no longer than 3 years starting from 2003-09. The validity may be
extended for a single 3-year period, following which it shall be revised to become another type of
normative document, or shall be withdrawn.
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and is not a standard as contemplated in the Standards Act, 1993 (Act 29 of 1993).
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This Rationalized User Specification is
issued by the NRS Project
on behalf of the
User Group given in the foreword

Rationalized user specifications allow user
organizations to define the performance and quality
requirements of relevant equipment.

Rationalized user specifications may, after a certain
application period, be introduced as national standards. /

Amendments issued since publication

Amndt No. Date Text affected (A N\ s\
1 May 2002 Notice: Informati,on-adBed\on\RTé\chnpﬁénce.

Foreword.

VAN N
Clause 2: uqn(nati(e }efer&wqesﬁpdéed.

Klause ;@o\e\aﬁaéd pb\lari?y\abbreviation ‘ED”.

A\

[ 4.3:2: Referelfce to\NRS-009-4-2 changed to

“a0nex\Aof NR§009%-7. /
— XN

NN
URANNEARLN

Amendment 1 wds ¢
suldmission to the
identical to, and repia
2, fpr which the

Soyth Africanmg
(Electrotechnical
Priyate Bag-X191
Pretoria’\.0001

Private Bag X191
Pretoria 0001

Telephone: (012) 428-7911

Printed copies obtainable from

South African Bureau of Standards

for its
nically
1656-

Printed on behalf of the NRS Project in the Republic of South Africa

Fax: (012) 344-1568

E-mail: sales@sabs.co.za
Website: http://www.sabs.co.za

COPYRIGHT RESERVED

by the South African Bureau of Standards
1 Dr Lategan Road, Groenkloof, Pretoria
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NOTICE
Revised February 2003

Ll

EEEN|

™

This section of NRS 009-6 specifies requirements that are part of the standard-transfer specification
(ST[S). The intellectual property rights of the STS are owned by the STS Associatfon.’
The cryptographic algorithms published in this section are those for e future
relgases shall make provision for a choice of several state of the art htation
acdording to the strength of the security required in the target ins at this
spdcification already allows for such alternative algorithms by in Orithm
Co 3.
Imp s and
the of the
ST tained
fron

Amdt 1
Suppllers who are to claim that their eqwment comh levant
eqyi arry a
mat!
Application for accre o the
ST$ Association:
em ail@sts.org.z@

Amdt 1
Fax
Pos
PO|Box
Durban
4040
Solith Africa
Further information concerning the STS Association can be obtained from its website:
http://www.sts.org.za

Amdt 1

' A Section 21 “not for gain” company incorporated in the Republic of South Africa.
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1 NRS 009-6-6:2002
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NRS 009-6-6:2002 2

Foreword

This section of NRS 009-6 has been prepared on behalf of the Electricity Suppliers Liaison Committee
(ESLC) and has been approved by it for use by supply authorities in South Africa.

Amendment 1 to this section of NRS 009-6 provides for direct cross-references to NRS 009-4-2, which is
not part of the standard transfer specification. The requirements of NRS 009-4-2 that are relevant to this
section of NRS 009-6 have been included in an annex to NRS 009-6-7.

Amdt 1

NRB 009 is based on Eskom specification MC114, Requirements specificatio common)vending
system for electricity dispensing systems, and consists of the following parts €)general title
Electricity sales systems:

Part 0: Standard transfer specification — Synopsis. (Under consideratiqn.
Pait 1: Glossary and system overview. (Withdrawn, superseded by

Part 2: Functional and performance requirements.
Section 1:  System master stations.
Section 2:  Credit dispensing units.
Section 3:  Security modules.
Section 4:  Standard token trafslatoLs.
Section 5:  Error handling.

Part 3: Database format.
Part 4: National electricity bering standards.
Section 1: N4

Section 2. Ng

Part 5: Testing 0

Pant 6:

adter station — Credit dispensing unit (previously NRS 009-3).
ansfer by physical media — System master station — Credit dispensing

gt allocated

Standard transfer specification — Credit dispensing unit — Electricity dispenser —
Categories of token and transaction data fields.

Section 7:  Standard transfer specification — Credit dispensing unit — Electricity dispenger —
Foken cllL,uu'illg and-dataet |uyptiun and dt:uypﬁun.

Section 8:  Standard transfer specification — Disposable magnetic token technology — Token
encoding format and physical token definition.

Section 9:  Standard transfer specification — Numeric token technology — Token encoding
format and physical token definition.

Section §;
Section 6:

Part 7: Standard transfer specification — The management of cryptographic keys.

ISBN 0-626-14112-5
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3 NRS 009-6-6:2002

An amendment to the first edition of this section of NRS 009-6 was submitted by the STS Associat
2002, which was endorsed by a Working Group that comprised the following members:

S J van den Berg (Chairman) Mangaung Municipality
P A Johnson (Project leader) NRS Project Management Agency

ion in

V Bissett City of Cape Town

R Devparsad eThekwini Electricity
J O’Kennedy Eskom Distribution
V E Rengecas SABS

M $ingh e Thekwini Eleciricity

van Reenen City Power Johannesburg
estenraad City of Tshwane

working group acknowledges the contribution of S Leigh, who
cification while with Conlog, under a contract to Eskom. The intellecty
e been ceded to the STS Association. See the notice at the frontf thi

anufacturers’ Interest Group (MIG) was consulted on the
MIG comprised the following members:

ill Circuit Breaker Industriéd

ewis Tellumat SA

eChnology, Eskom
gineering Standards, SABS
lion Technology, Eskom

2ung Electricity, AMEU

ity of Tshwane, AMEU

A EU

P Technology Standardization, Eskom

J Transmission, Eskom

D Nelson Mandela Metropolitan Municipality, AMEU
S | Moodley. City Power Johannesburg (Pty) Ltd

R v@an der Riet City of Cape Town, AMEU

J S|vanrHeerden SABS NETFA

D JLvan \I\lyl{ uMhlathuze. |:|nr‘frir‘ify, AMELl

prised

Recommendations for corrections, additions or deletions should be addressed to the NRS Project
Manager, c/o SABS, Private Bag X191, Pretoria, 0001.
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Introduction

Copyright © 2003, STS; 2003, IEC

A variety of proprietary electricity dispensers (EDs) and vending systems have been developed. The
proprietary systems are however not compatible with each other. This gave rise to a definite need among
the major users to move towards standardized solutions in addressing operational problems experienced
where various types of ED and vending equipment have to be operated simultaneously. A standard
transfer specification (STS) was developed that would allow for the application of EDs from any
manufacturer in an electricity sales (vending) system. The STS is specified in sections 6to 9 of
NRS 009-6 and NRS 009-7.

The
a tq

disposable magnetic token and the numeric token.

The
me

regpired. However, it also caters for the transfer of units of otherutility

An poverview of the component parts of the STS, as specified j

figu

re 1.

A
Token ant\data

S

de on

NRS/009-6-6
N
< I\ NRs009-67 |
v
RS 009-6-8 NRS 009-6-9
& _encoding
2 stream v +
\ Physical production

token
Technology stack

> isposable magnetic

T— Numeric token

technology stack

mdt 1

to as
bly the

Figure 1 — An overview of the component parts of the STS
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5 NRS 009-6-6:2002
The STS specifies the following:
a) categories of tokens (NRS 009-6-6);
b) transaction data fields (NRS 009-6-6);
c) encryption algorithm (NRS 009-6-7);

d) token encoding format and physical token definition for disposable magnetic tokens (NRS 009-6-8);
and

e) foken encoding format and physical token definition for numeric tokens (NR
Kay words

Electricity sales systems; Payment systems; Prepayment; Standard
dispenser; Token.

; Electrigity
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7 NRS 009-6-6:2002
SPECIFICATION
Electricity sales systems
Part 6: Interface standards

Section 6: Standard transfer specification/Credit dispensing unit —
Electricity dispenser — Categories of token and transaction data fields

Rgquirements for applications in the Electricity Supply Industry
1 [Scope
Thi bcifies
the it and
infg
Thi s that
con
2
The S 5 text,
con . 3 e, of publication, the editions indicated were
vali n this
seq pns of
the s and
Spe
NR A ndard
trapsfer specificatio € 6 i data
eng

mdt 1
NR ndard
trar ysical
tok

mdt 1
NRB 009-6-9:1997, Electricity sales systems — Part 6: Interface standards — Section 9: Stgndard
transfer specification/Numeric token technology — Token encoding format and physical token defipition.

mdt 1

SABS 1524-0:1997, Electricity dispensing systems — Part 0: Glossary of terms and system overview.
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3 Terms, definitions and abbreviated terms

For the purposes of this section of NRS 009, the definitions and abbreviations given in SABS 1524-0
apply.

NOTE Throughout this section of NRS 009-6, reference is made to “ED” (electricity dispenser), which is synonymous with
“prepayment meter”.

Amdt 1

4 Requirements

4.1 General

token

An| STS-compliant ED shall be capable of reading and interpreting
E at the

sudcessfully. Where an optional transaction is not implemented in a
tokén has been rejected.

4.2 Categories of token

Three categories of token exist, namely:

The
4.2

Thd

NN ’ 3
D@ptibwasaction STS-compliant ED ED specific

implementation

s%r elextricity’ units to ED Mandatory Yes

Transferwatef units to ED Mandatory if the ED supports water Yes
metering

Transfer gas units to ED Mandatory if the ED supports gas Yes
metering

Transfer connection time units to ED Mandatory if the ED supports Yes

connection time metering

Transfer currency units to ED Mandatory if the ED supports Yes
currency metering

4.2.2 Non-ED-specific management tokens

The transaction that shall be available using non-ED-specific management tokens is a transaction that
will initiate an ED test. This transaction is intended for use by installation or maintenance personnel.

Standard Transfer Specification
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4.2.3 ED-specific management tokens

NRS 009-6-6:2002

The transactions that shall be available using ED-specific management tokens are listed in table 2.

Table 2 — ED-specific management token transactions

1

2

3

Description of transaction

Target user

STS compliant ED
implementation

Set maximum power load

Clear ED electricity credit
Clear ED water credit

Clear ED gas credit

Clear currency credit
Set tariff rate

Set ED key
Clear tamper condition

Set phase power unbalan

Set water fac{>
A\

Clear ED connection time credit

limi

Installation or maintenance
personnel

Installation or maintenance
personnel

Installation or maintenance
personnel

Installation or maintenance
personnel

Installation or maintenance,
personnel

Installation or maintg

Mandatory

datory if the ED supports
) currépcy metering

andatory if the ED supports
urrency metering

Mandatory
Optional

Implementation is mandatory in a
poly-phase ED (not applicable in thg
case of a single-phase ED)

Mandatory if the ED supports wate
metering

The transs
format in whichcthi
in fable 3. The data fi

are|given.in table 5.

pecify the information required to produce the various transactions a
be given. The data fields relevant to each credit transfer transaction arg
ds relevant to the actions effected by non-ED-specific management toke
givén in table 4. The data fields relevant to the transactions effected by ED-specific management

nd the
given
s are
okens

4.3.2 ED number

The ED number (also known as the meter number) is an 11-digit number, as defined in annex A of

NRS 009-6-7.

Standard Transfer Specification
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NRS 009-6-6:2002 10

4.3.3 Tariff index

The tariff index is a 2-digit number used in a tariff table to assign the relevant tariff rate to the customer to
whom the ED is allocated.

4.3.4 Token technology code

The token technology code is a 2digit number that is used for the unique identification of the token
technology used in an ED.

4.3

Thg
alg

4.3

The
gro

NOT
fori

4.3

Thd

4.3

The
(ran

4.3

The
ap(

4.3

The

.5 Algorithm code

prithm used in the transfer of information via the token.

.6 Supply group code

Lip to which the ED belongs.

E The allocation of SGCs is administered nationally in ord
hformation on the use and allocation of SGCs.

.7 Date of issue

time of iss
ge 00 to 23),

maximum power load permitted in watts, is an 8-digit number.

4.3

.I1Phase power unbalance limit

algorithm code is a 2digit number that is used for the unique ideni

raphic

supply

D09-4-1

bar of

issue

n the

The phase power unbalance limit in watts, is an 8-digit number.

4.3.12 Water factor

The water factor is a 6-digit number used to convert pulses from the water transducer into a form that the

ED

can use.

Standard Transfer Specification
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This Rationalized User Specification is
issued by the NRS Project

on behalf of the

User Group given in the foreword
and is not a standard as contemplated in the Standards Act, 1993 (Act 29 of 1993).

Rationalized user specifications allow user
organizations to define the performance and quality
requirements of relevant equipment.

Rationalized user specifications may, after a certain
application period, be introduced as national standards.

Amendments issued since publication

Amdt No. Date

1 May 2001

(G
Text affected /\\ \\ \
/

Subclause 4.2.7: N\

- BN
a) removed the tabl€ of manufagturer codes,

b) added refergnce\ of website Tor” table [of
manufacturé?;&iq Xy

[

c) added t detail\of NRS.Pfojects Managkr
for list of manufacturer codes,

d) imwye;{e\ci\sp&iﬁcation for mefer
N OV

“Wotice: Iformation added on STS compliance.

Forewerd X

lause. 2 NoPmative references updated.

Cl3yseé 3: Not€ added to clarify abbreviation “ED’.

nehangep“io reference annex A.

N

&@Iag?ﬁl.z? and 4.4. Reference to NRS 009-4-

NAnrex’A added.

chnical corrigendum: Figure 11 and 12, binary
alue of CRC check sum
Figure 2 , Encryption Algorithm 3 replaced by KMC
function and remove d accompanying note

ted

the

he

IEC/RAS submiSsion and to clarify the apparent conflict in the meaning of Encryption Algorithin 3
as(reflected in this document and in the Synopsis document.

Correspondence to be directed to

South African Bureau of Standards
(Electrotechnical Standards)
Private Bag X191

Pretoria 0001
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E-mail: sales@sabs.co.za
Website: http://www.sabs.co.za

COPYRIGHT RESERVED
Printed on behalf of the NRS Project in the Republic of South Africa

by the South African Bureau of Standards
1 Dr Lategan Road, Groenkloof, Pretoria
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NOTICE
Revised February 2003

—

=N N

This section of NRS 009-6 specifies requirements that are part of the standard transfer

specification (STS). The intellectual property rights of the STS are owned by the, SIS
Association.’

The cryptographic algorithms published in this section are those for é&xistingi i nd
future releases shall make provision for a choice of several staje for
implementation according to the strength of the security required \ Lt
by

ns
r of

it 2

the
be

TS
Association:
email@sts.org.za

Fax number

Postal addre

Further information concerning the STS Association can be obtained from its website:
http://www.sts.org.za

' A section 21 “not for gain” company incorporated in the Republic of South Africa.
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NRS 009-6-7:2002 2

Foreword

This section of NRS 009-6 has been adopted by the Electricity Suppliers Liaison Committee (ESLC)
and has been approved by it for use by supply authorities in South Africa.

Amendment 2 to this section of NRS 009-6 provides for deletion of direct cross-references to
NRS 009-4-2, which is not part of the standard transfer specification. The requirements of
NRS 009-4-2 that are relevant to this section of NRS 009-6 have been included in an annex.

NR ,
system for electricity dispensing systems, and consists of the following parts,
Electricity sales systems:

nding
er the general title

Pait 0: Standard transfer specification — Synopsis. (Under considerati
Part 1: Glossary and system overview. (Withdrawn, superseded b

Part 2. Functional and performance requirements.

Section 1: System master stations.
Section 2: Credit dispensing units.
Section 3: Security modules.

Section 4: Standard token trans
Section 5: Error handling.

tors.

Pant 3: Database format.

Part 4:

Pait 5:

Pait 6:

ation — Main frame. (Suspended; see annex A of NRS 009-2-1.)
er station — Credit dispensing unit. (Previously NRS 009-3).
by physical media — System master station — Credit dispensing

Sectivh 6: Standard transfer specification — Credit dispensing unit — Electricity dispenser —

Categories of token and transaction data fields.

Section 7: Standard transfer specification — Credit dispensing unit — Electricity dispenser —

Tokenrencoding and data encryption and decryption.

Section 8: Standard transfer specification — Disposable magnetic token technology —
Token encoding format and physical token definition.

Section 9: Standard transfer specification — Numeric token technology — Token encoding
format and physical token definition.

Part 7. Standard transfer specification — The management of cryptographic keys.
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An amendment to edition 2.1 of this section of NRS 009-6 was submitted by the STS Association in

2002, which was endorsed by a Working Group that comprised the following members:

S J van den Berg (Chairman) Mangaung Municipality
P A Johnson (Project leader)  NRS Project Management Agency

V Bissett City of Cape Town

R Devparsad eThekwini Electricity

J O’Kennedy Eskom Distribution

V E Rengecas SABS

M Qingh eThekwini Electricity

D W van Reenen City Power Johannesburg

J Westenraad City of Tshwane

A Manufacturers’ Interest Group (MIG) was consulted on the amendmenj\d Qf NRS

The MIG comprised the following members:

R Hill Circuit Breaker Industries
S Leigh Prism

R Uewis Tellumat SA

F Hucci Schneider (t/a Conlog)

A Stoner Energy Measurements
D Taylor Actaris Measureme

The ompiled the standard tr
dllectual property rights to th

of this section of NRS 009-6

olitan Council, AMEU
nology, Eskom

d Electricity, AMEU
shwane, AMEU

chnology Standardization, Eskom

ransmission, Eskom

Nelson Mandela Metropolitan Municipality, AMEU
City Power Johannesburg (Pty) Ltd

City of Cape Town, AMEU

SABS NETFA

uMhlathuze Electricity, AMEU

b 009.

ansfer
e STS

ent 2,

Reco i O e additio O

Manager, c/o SABS, Private Bag X191, Pretoria, 0001.

Annex A forms an integral part of this specification.
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NRS 009-6-7:2002 4
Introduction

This section of NRS 009-6 is one of a series of specifications that describe the standard transfer
specification (STS), whereby transactions can be securely transferred from point of sale equipment to
individual electricity dispensers by means of encrypted data on tokens.

The STS is specified in the following parts or sections of NRS 009. Compliance with all the normative
(mandatory) requirements of all the following is a requirement for implementation of an STS compliant
electricity sales system:

a) |NRS 009-6-6, equivalent to STS Part 1;

b) |NRS 009-6-7, equivalent to STS Parts 2 and 2c;

c) |NRS 009-6-8, equivalent to STS Part 3a;
d) |NRS 009-6-9, equivalent to STS Part 3b; and
e) |NRS 009-7, equivalent to STS Part 2b.

This section of NRS 009-6 describes encryption and décryptipn p i marily
for luse with tokens in prepayment electricity d|s SNSi . Mowever, these tokens can also
cater for the transfer of units of other utilj# ™t :

Kgy words

Electricity sales systems; Pg
dispenser; Token; Token e

o,

tricity
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5 NRS 009-6-7:2002

SPECIFICATION
Electricity sales systems
Part 6: Interface standards

Section 7: Standard transfer specification/Credit dispensing unit —
Electricity dispenser — Token encoding and data encryption and

decryption

Rgquirements for applications in the Electricity Supply Ind

1 [Scope
This section of NRS 009-6 specifies the formatting of transactln data forgnCrypti e encryption
process and the preparation of the encrypted data for encod thestoken\It also specifigs the

dedgryption process that takes place in the electricity dispengs

This section of NRS 009-6 is intended for use by manuf ave to accept tokens that

comply with the standard transfer specification (ST
that produce STS-compliant tokens.

2 Normative references

corfstitute provisions of thj
wefe valid. All standards and spegificatio
on this section of NRS 009

editions of the decu
stahdards and s

ISQ IEC 7812-1:2000

SABS 1524-Q:199

NRpB 009
nurhbering

NOTE: The reguireme
annex A.

¢’of NRS 009-4-2 which are relevant to this section of NRS 009-6 have been included in

A

stems

$ text,

cated
based
recent
tional

mdt 2

iew.

iated

mdt 2
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6

3 Terms, definitions and abbreviated terms

For the purposes of this section of NRS 009-6, the definitions and abbrewations given in SABS 1524-0
apply.

NOTE Throughout this section of NRS 009-6, reference is made to “ED” (electricity dispenser), which is synonymous
with “prepayment meter”.

Amdt 2
4 ReguHements
4.1 Bit allocation tables
4111 Credit transfer function bit allocation (Class 00)
ToKens for credit transfer transactions shall be encoded as set out/in d from
right to left starting at 0. A total of 66 bits are used and are num
Table 1 — Bit allocation for credj
1 2 3 4 _ \ 'g ] < 5\ /6 7
Function description Class Sub- Rapdom\ M (ojen Transfer Cyclic
clas ttern i ifi amount redyndancy
chegk sum
Elgctricity credit 00 0000 /l N —
Water credit 00 0001 ‘ >
Gds credit 0N | o010 \ %
Cdnnection time credit \GQ \\l 0011 N
Cdrrency credit \09\ 0{0?)\
Q N 00 > 010\\
00 N x0N0
\\'A N, \\/>_ength 4 bits Length 24 bits Length 16 bits | Length 16 bits
\\00\ W Occupies Occupies Occupies Occupjies
N o 100 bits 56 bits 32 bits 16 bits 0 §o 15
AN b\\\] t0 59 0 55 (inclusive) | to 31 (inclusfve)
e N 1001 (inclusive) (See 4.2.3) (inclusive) (See 42.6)
Rgserved for fyture \00\// 1010 (See 4.2.5) (See 4.2.4)
use
\30 1011
00 1100
00 1101
00 1110
00 1111

These 64 bits are encrypted

®
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4.1.2 Non-ED-specific management function bit allocation table (Class 01)

Tokens for non-ED-specific management transactions shall be encoded as set out in table 2. Bits are
numbered from right to left starting at 0. A total of 66 bits are used and are numbered from 0 to 65.

Table 2 — Bit allocation for non-ED-specific management functions

1 2 3 4 5 6
Function description Class Sub- Data field Manufacturer Cyklic
class N redunjdancy
check sum
Inifiate ED test 01 0000 | Length 36 bits. (See 4.2.8) £00b 0peQ_

01 0001 ( \{b{{o obsQ

01 0010 \ 00008900

01 0011 Wob\oom\ /‘
01 0100 No‘oo ck{oo -

Rdserved for future STS 01 0101 Reserved for fytare e \QO 0900
use 01 0110 . 0090 0000 | Length {6 bits
01 0111 ~¢000 0000 Occupigs
01 109" O ,” 0000 0000 zlrt]legstg ;)5
01 1001 0000 0000 (See 4.2.6)
01 1010/; 0000 0000
01 1011] \> .
o, [ S Lorgno e
Rdgserved for proprietary \0\1 \l 1101\ Qccubids hits,24 to 59 16103

usp (see note) clusive) (inclusive)
[\9( (1o \Ni (See 4.2.7)
AN
~

ZAND MDY NEN
N

\/(\ \j\> - These 64 bits are NOT encrypted ®
b-
p pp

NOTE Functions gitocated to t seWs will not be supported by a generic vending system. Manufacturgrswill
hajve to possess the\capability to thede functions.

RO
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4.1.3 ED-specific management function bit allocation (Class 10)

Tokens for ED-specific management transactions shall be encoded as set out in table 3. Bits are
numbered from right to left starting at 0. A total of 66 bits are used and are numbered from 0 to 65.

Table 3 — Bit allocation to ED-specific management functions

1 2 3 4 5 6 7
Function description Class Sub- Random Token Transfer Cyclic
class pattern field identifier field al nt field redqundancy
chleck sum
(see note) (see note) A (see note)
: 4 “s€euh
Sft maximum power 10 0000
logd N (16:\bits
] See 4.2.5 See A2 S&e 4.2M1
Clgar credit 10 0001 (4 bits) 24 \its) \ (16 i
) Seg 4.2.12
St tariff rate 10 0010 )
'\ 6 bits)
, See 4.2.1 4 .19\) 4.2.20 S¢e 4.2.14
Set 1st section ED key 10 0011 . > . .
(4 trﬁ)\ N bit (4 bits) 32 bits)
_ Sgé N2.1 See)42. See 4.2.15
Set 2nd section ED key 10 010
! (ANits) (8 bjts) (32 bits)
AN
Clgar tamper condition 10 0101 N 0000 0000 0000
> 0000
Sdt maximum phase A 57 \ % See 4.2.13
polver unbalance limit (\ (16 bits)
\ See 4.2.16
Sdt water factor oNU .
AN \ (16 bits)
y 10 N[ «J8go YLerfgtn 4 bits Length24 bits | Length 16 bits | Lergth
Rdserved for future b - \/>)ccupies Occupies Occupies 16 pits
usk (\ \\10\ \\10@1\ bits 56 to 59 bits 32 to 55 bits 16 to 31 Ocgupies
1 N 101 (inclusive) (inclusive) (inclusive) bit§ 0 to 15
\ \0\\\ )l (See 4.2.5) (See 4.2.3) (inglusive)
N 101 (Sde 4.2.6)
R4 4
us 1100
NB:
su 1101
CO| 1110
1111
- These 64 bits are encrypted ®
NOTE The fields in columns 4, 5 and 6 are conventionally named as shown, assuming credit tokens. The actual use of
each field and its length is determined by the specific transaction type.
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The mapping of the token class to a 2-bit binary field is illustrated in table 4.

Table 4 — Allocation of binary patterns to token classes

1

2

4.2

Token class

Token class binary pattern

Credit transfer token

Non- ED-specific management token

ED-specific management token

Reserved for future STS use

.2 Token subclass

Table 5 — Allocation of binary,

AN
(O A

g N
1 2 L N3 ¢ 5
Tpken sub- class
clpss binary \ \\ \ \ /
pattern 00 [ 01 10 11
0000 Electricity token Initlate t i
icity A [ |€ EP\[Ri e@axmum power load
0001 Water token \ / \) lear credit
0010 Gas toke \ N Set tariff rate
0011 ConnectiPn j n Set 1% section ED key
0100 eré%:yT}ken 2 Set 2" section ED key
0101 N \ Clear tamper condition
0110 sefrved for future | Set maximum phase power
SJS use unbalance limit
0111/ Set water factor Reserved for
500 \ future STIS use
AN
10
64\ %\2 for fiyture Reserved for future STS use
1010 Use
1011
1100
1101 Reserved for :
Aranrietary Lee Reserved for proprietary use
|LBLLY) ' ' 7
1111
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4.2.3 Token identifier

31

10

The bken identifier field is derived from the date and time of issue and indicates the number of
minutes elapsed from a base date and time. The base date and time is 01 January 1993, 00:00:00.
The calculation of elapsed minutes shall take leap years into account. This field is a 24-bit binary

representation of the elapsed minutes, the leftmost bit being the most significant bit.

Example 1:

Date of issue:

25 March 1993

Time of issue:

P
13:55:22 (
N

/\

Elapsed minutes:

120 355

Resultant 24-bit token ID:

0000 0001 1101 0110 0010 0011 ( \\

Example 2:

Date of issue:

25 March 1 996

Time of issue:

13:55:22 /

Elapsed minutes:

1698 595(\\/ /. K

Resultant 24-bit token ID:

4.24 Transfer amount

and
sighifi

\
\)Qm 20’\11}0 10(1 0810)0Q11
N/

The 16 bits of the transfer amount field ace s n 0 sections, a base 10 exponent of]
i its¢ i beked frompright to left, starting at 0. Bit 15 is the

ost sigifificant bit of the mantissa. The bit allod

! N
I gl

i i

Base 10 exponent Mantissa

Figure 1 — Allocation of bits in the transfer amount field

2 bits
most
ations
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The equation for transfer amount conversion is as follows:

t=10€" m,fore=0;or

e
t=(108" m)+ (214 ‘ 10<”‘1>), for e>0

NRS 009-6-7:2002

n=1
where
t is the transfer amount,
e is the exponent,
m is the mantissa, and

n is aninteger in the range 1 to e inclusive.

Al

pogsible transfer amount ranges and the associated maximun

off.

=
Q
-]
[2]
2
(0]
-
Q
3
o
c
=1
=
Q
o
-]
<
[}
=
24
o
=
»
[7)
>
L
o
(0]
)
o
c
>
o
[0]
o
o
=)
5
—
Q
<
o
C
=
O
—
=)

Table 6 — Maximum errors associf.f with/transfer a

adnt ranges

A A JA
1 <DL 2 OV 7

3

Exponent value ﬁ‘{@ns}e{Wurﬁ\@ngé\

_/ Maximum error

0 /70000000'tg 08¢ 16383 0,000
\oo 63840 b@@&@y 0,061 %
2 ( \ /‘ ™\ 180224 tp 01818524 0,055 %
‘@24 to 18201624 0,055 %

Exgamples forc@tr sfer finttion ( $s00)
Example 1:

Unlts/Qur as

26,5 kWh

0000 0001 0000 0000

Re@lta\é@th@ns\m‘{am}unt field:
N A

es the
nding

Exampl
Units pufshaseg: 1 638,4 kWh
Resultant 16-bit transfer amount field: 0100 0000 0000 0000
Exd mpln 3:

Units purchased:

181 870,4 kWh

Resultant 16-bit transfer amount field:

1100 0001 0000 0001
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4.2.5 Random pattern

The generation of this 4bit pattern will be a snapshot of the four least significant bits of at kast a
millisecond counter. The inclusion of a random pattern in the data to be transferred enhances the
security of the token transfer by providing a probability that no two tokens containing identical data to
be transferred will have the same binary pattern.

4.2.6 Cyclic redundancy check (CRC) check sum

Th
der

ved using the following CRC generator polynomial:

X6 4+ x5 4+ x2 =1

sum is

The total length of the data transferred via the token is 66 bits. The 3 ) CRC
chgck sum that is derived from the preceding 50 bits. i binary
zerps to make 56 bits. Before calculation the CRC check sum is\initiali imal).
(Sege example below.)
Example:

Original 50 bits (in hexadecimal) 0 9(4)\2{),96 )JF X \

Left padded to make 7 bytes ( \ @ o 4@2D 5@ ORFZ ‘\/

Check sum calculated \ OIE\QA \ \/
4.2.7 Manufacturer code
The manufacturer code fieldis i er, as specified in NRS 009-4-2. The
requirements of NRS 0(0'Q-4- this gection of NRS 009-6 are given in annex A

Amdt 1; amdt 2
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4.2.8 Initiate ED test data field

Copyright © 2003, STS; 2003,

IEC
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The initiate ED test data field is 36 bits long and is used to indicate the type of test to be performed.

The

permissible field values are defined in table 8.

Table 8 — Allocation of binary patterns to ED tests

1 2 3
Test Test description Binary pattern

Np. L~

@ Incorporates tests 1 to 5 and any optional tests 1111 1111 111111111111 11 TR 11111111
implemented in the ED. This test is mandatory

1 Activates supply disconnect mechanism. This test is 0000 0000 000 000 00 0000\Q000]0001
mandatory

4 | Tests information output devices. This test is mandatory | 0000 oooe(ooo?}ogqo 00008000 BP0 0000[{0010

d | Outputs register totals. This test is mandatory 0000,89Q0 5000,00B00Q 008’0000 0000{0100

4 | Outputs key revision number. This test is mandatory | 0000 oobsk&ob@u&(lc))ooo 0000 0000[1000

§ Outputs tariff index. This test is mandatory / 0000 08Q0 0 OOOTS\OOOO 0000 0000 0001({0000

d | Tests token input device. This test is optional | doop 0000000 16080000 0000 0000 0010{0000

1 | Outputs maximum power load. This tesyis option \\/0960 (So‘m\o oo@oooo 0000 0000 0000 0100{0000

d | Outputs tamper status. This test is opﬁo\na|\ \ \ oéQo 0000 9?360 0000 0000 0000 0000 1000[0000

d | Outputs power consumption. This test isﬁ&ioné\\ \ooobeme/oooo 0000 0000 0000 0001 0000[0000

1P Outputs meter version. This test is optl nal GBQO 0000 0000 0000 0000 0000 0010 0000j0000

1 Outputs phase power u Iance limit. TRis t \0%0 0000 0000 0000 0000 0000 0100 0000{0000
optional »

1P Displays water facfqr. Thi test ndat W 0000 0000 0000 0000 0000 0000 1000 0000J0000
meter

1B Outputs tarj te. Nis test i nda ryWrency 0000 0000 0000 0000 0000 0001 0000 0000J0000
meter

— 2\,
Any shall result in the rejection of the optional test token py the
ED ; if any of the incorporated tests are not supported the E[) must

per|
4.2

The
not

4.2,

used it.shall bexs

10 Maximum power load units field

eld is 36 bits long with the left-most bit being the most significant. If this
o zero. This data field will not be supported by a common vending syste

r:l:eld is

The maximum power load units field is a 16-bit field that indicates the maximum power load, in watts.
Calculation of this field is identical to that of the transfer amount field (see 4.2.4).
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4.2.11 Clear credit field

The clear credit field indicates the type of credit units being cleared. The permitted values for this field
are specified in table 9.

Table 9 — Allocation of binary patterns to credit types

1 2
Credit type Binary pattern
Electricity 0000 0000 0000 0000

Water 0000 0000 0000 0001 /\
Gas 0000 0000 0000 0010 /\\ \

Connection time 0000 0000 0000 0011 /\
Currency 0000 0000 0000 0100 \

Reserved for future STS use

Clear all credit registers

4.212 Set tariff rate field

The set tarlff rate field is a 16-bit fleld that |nd|cate & bQp at@l’he ormat is still to be defined. This
toke :

4.2

The maX|mum phase power unbalance dis a 16 i indi i bower
load, i

4.2,

Thg
key.

4.2,

The
key.

4.2,

The set water factor field is 16 bits long (0-65535) and represents the water factor.

4.2.17/Set 1st section ED key random pattern field

The set 1st section ED key random pattern field is a random 4-bit pattern as defined in 4.2.5.
4.2.18 Set 2nd section ED key random pattern field

The set 2nd section ED key random pattern field is a random 4-bit pattern as defined in 4.2.5.
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4.2.19 Key revision number

The key revision number field is a 1-digit (4-bit) number that refers to the revision of the vending key
used to derive the meter key.

There must be a maximum of two active vending keys in the credit dispensing unit (CDU), namely the
current key and the old key. The current key will be used to encrypt all tokens apart from key change
tokens; the old key will only be used to encrypt key change tokens.

4.2120.1 Field definitions

chgnge management functions. A flag is set if the value is “1”, and clear

Flag 1 Flag 2 Flag 3 | ~

The flags are defined as set out in tables 10a and 10b.

Table 10a — Key change manfagement/fla

NAN A
N[ ¢ BV
Flag \ \ \Qescwv
1 /A h@l\l-}»(arlékchange
N 2 \ \Qese\“ke}}\@'r ture use
(\ /f\\ K typ@wstsignificant bit

Key t9b€ least significant bit

NANAIIRN
——
Q &\/}\\\Xxb 10b — Key types
NV VNS 3
N )Slgg Flag 4 Key type

NCON [T o DITK
\ \/ 1 DDTK

\ 1 0 DUTK

NS 1 1 DCTK

NOTE Refer to NRS 009-7 for information on key types.

4.2]120:.2. Roll-over key change flag

If the roll-over key change flag is set, the ED shall perform a roll-over key change. This operation is
identical to a normal key change, except that the used token identifier stack in the ED is filled with

identifiers of value 0 (zero).
4.2.21 Tariff index
The tariff index field is a 2-digit (8-bit) number that refers to the tariff index allocated to the customer. In

the event of a newly issued token not being accepted by a customer's ED, this field will enable the
supply authority to determine if the token has the correct tariff index.
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4.3 STS security
4.3.1 Overview

Figure 2 illustrates the key generation and data encryption processes.

Amdt 3 Key Generation Key
Management

o r
CCTTTT

Dispenser number and
tariff index

Encryption algorithm 2 Qx

(see NRS 009-7)
| @)
\ /I
Token data (64 bits) EB)k
(66 bits less 2-bit class value)
AN

ncryption algorithm

\;/ seeNd. (}Q

W\\/‘\

ol
DA

e o R ..
DechN\y ED key
S \see &
\\I\\\ \
N \/

Token data (64 bits
(66 bits less 2-bit class value)

—_— NN e I ......................................................

: . Default ED key
| Encryption algorithm 2 generation module

(see NRS 009-7)

ED serial number and Default supply group key
default tariff index

Figure 2 — Key generation and data encryption processes
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2 Default ED key

All EDs shall be shipped from the manufacturer with a default ED key. An ED may not accept a credit
transfer token encrypted with a default ED key. This implies that EDs shall then be encoded via the set
ED key token before it can accept credit transfer tokens. This can be done at the time of installation.

4.4 Default ED key generation module

The default ED key is generated by a default ED key generation module. This is a device that receives

as

Thd

NO
eng

The
int

Any

thig i

If &
wo
toke

If g
oth
the
oth
ide

If a
the

ED's serial number shall be as defined in annex A.
FE Secure management of the derivation and issuing of vending keys is ess

rypted with those keys (see annex D of SABS 1524-0, and NRS 009-7),

Preventing ED-specific token reuse

at the stack is cleared.

token. The ED shall

e.

mdt 2

e data

store,

ntains

n| other
ject the

token identifier is ed (in
br words, that is a store
received tokegh i ifi 2 F Dt th|s token, remove the smallest token identifjer (in
er words, the i 3 token
ntifier.

the used token identifier stack shall remain unchanged, unless
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4.6 Encryption algorithm 1

4.6.1 Description

Encryption algorithm 1 comprises a key alignment process and 16 iterations of a substitution,
permutation and key rotation process (see figure 3).

1’s complement
of the meter key

Complemented
meter key rotated

12 bits to the<\

right

,é

Repeated 16
times /\(\i St Utl
q roogess

Qb v .
Pebmutation

process

V

/

Key rotation
process

7

f the key generation and data encryption process for algorithn] 1
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4.6.2 Substitution process

There is a 4bit substitution process for each of the 16 nibbles in the data stream. The substitution
table used is one of two 16-value substitution tables and is dependent on the most significant bit
setting of the corresponding nibble in the key. The substitution tables are provided to manufacturers of
the systems under licence conditions. The substitution process is illustrated in figure 4 and an example
of a substitution table is given in table 11.

Setmibbtecounter
i=0
Repeat for each
data nibble .
Increment i
(16 times)

|

Perform 4-bit \ Perform 4-bit
substitution proc substitution process

using substitutiqn using substitution
table 1 (se 1) table 2 (see table 11)
X

4 > The substitution process used for encryption

4.6.3 PermWtatio es

The per i is pased on a 64-value permutation table and is illustrated in figure 5.

Figure 5 — lllustration of the permutation process used for encryption

The permutation tables are provided to manufacturers of the systems under licence conditions. See
the notice prefacing this section of NRS 009-6. (An example of a permutation table is given in
table 11.)
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4.6.4 Key rotation process

The entire key is rotated 1 bit left, as illustrated in figure 6.

4.1

4.7.1 Description

De

(Seke figure 7.)

Bit 63 Bit 0
r{ NI NEE00E00E il Hj
1 Bit
Figure 6 — lllustration of the key rotation process used in encryption

Decryption algorithm 1

Cryption algorithm 1 comprises 16 iterations of a permutation, substit

/\\

Perm{tatién
S

Repeated 16 Substitutio
times Qpro e
N
Q \>Key rotation

process
</\ D

re\? > lllusgration of the decryption process for algorithm 1

PCESS.

4.1.2 SS
The permutati ig’based on a 64-value permutation table and is illustrated in figure 8.
Bit 63 Bit 0
L] L]
NN 1
LI LI
Figure 8 — lllustration of the permutation process used for decryption

The permutation tables are provided to manufacturers of the systems under licence conditions. See
the notice prefacing this section of NRS 009-6. (An example of a permutation table used for decryption

is g

iven in table 11.)
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4.7.3 Substitution process

There is a 4-bit substitution process for each of the 16 nibbles in the data stream. The substitution
table used is one of two 16-value substitution tables and is dependent on te least significant bit
setting of the corresponding nibble in the key. The substitution tables are provided to manufacturers of
the systems under licence conditions. See the notice prefacing this section of NRS 009-6.

The substitution process is illustrated in figure 9, and an example of a substitution table is given in
table 12.

Set nibble counter
i=0
Repeat for each /
data nibble Increment i
(16 times) <

]

Yes

Perform 4-bit
. io proc substitution process
using substitution
table 2 (see table 12)

Sul
USI g S

table).\

4.7.4 Key ratation process

The entire'key is rotated 1 bit to the right, as illustrated in figure 10.

Bit 63 Bit 0
|—#I HERNDDEEEENENENN ] }—|
1 Bit
Figure 10 — lllustration of the key rotation process used for decryption
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4.8 Data encryption example

4.8.1 Sample tables

For the purpose of the data encryption example given in 4.8.2 the substitution tables and the
permutation table in table 11 were used.

Table 11 — Examples of substitution tables and a permutation table
used for encryption

! 2 A
Substitution table 1 12,10, 8, 4, 3,15,0, 2, 14, 1, 5, 13, 6, N \
Substitution table 2 6,9,7, 43,10, 12, 14, 2, 13, 1, 15)\&1 8, {\ \
Permutation table 29, 27, 34, 9, 16, 62, 55, 2, 40, 43, 3

1, 41, 21, 57, 42, 15, 5, 58,
3, 60, 36, 14, 11, 52, 54, 1
4465947355659g\3 8, 32,

RO
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An example of data encryption performed in the CDU is shown in figure 11.

Electricity | | Date of issue| Time of issue Units
token 25 Mar 1996 | 13:55:22 purchased
25,6 kWh
\\l \\\
Tpken class Token Token ID Transfer amount <
00 subclass | 0001 1001 1110 1011 0010 0011 0000 0001 0000 O
00 (19 EB 23 hex) (01 00 hex)
Thken class| Token Random Token ID \an Mnt
00 subclass pattern 0001 1001 1110 1011 0QA0 0011 00 0004 0000 0000
0000 1011 (19 EB 23 hex (7 1,00 hex) Amdt 3
INTALEN
N AN
/
Tpken class| Token Random Tokem\ID Transfer amount CR({ check sum
00 subclass pattern 0001 1001 1140 10°N0810 00441 0000 0001 0000 0000 1100 0010 0000 0111
0000 1011 (19\EBR3.he (01 00 hex) (CR 07 hex)
X)) > I
— NI 5=
[\ ( Given meter key
\ s (OA BC 12 DE F3 45 67 89 hex)
\\/> Complemented meter key
(F5 43 Ed 21 0C BA 98 76 hex)
x 4 bits of token data to be Complemented meter key
encrypted rotated 12 bits right
b (0B 19 EB 230100 C207 hex) (87 6F 54 3E D2 10 B A9 hex)
| |/
Token Encrypted 64 bits of token data
_daSS (OA L N4 04 Q4 Ao N 35 hc/\)

00

\\Za div) = = pa v pEvio Javiv = |

66 bits to be placed on token

00 1100 0100 0101 1110 1101 0001 0110 0001 1001 0100 0000 0110 1101 1111 1001 0101

Figure 11 — Example of the encryption process
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4.9 Data decryption example
4.9.1 Sample tables

For the purpose of the data decryption example given in 4.9.2 the substitution tables and the
permutation table in table 12 were used.

Table 12 — Examples of substitution tables and a permutation table
used for decryption

Substitution table 1 12,10, 8, 4,3, 15,0, 2, 14,1, 5, 13, 6, N, 11 \
Substitution table 2 6,9,7, 4,3,10, 12, 14, 2, 13, 1, 15, 941, 8,

, A8 TN
Permutation table 44,16, 7, 32, 51, 22, 49, 52, 63, 3 , ,

4, 27, 57, 24, 62, 18, 26, 15,
58, 12, 2, 53, 34, 46, 10, 31,
28,9, 55, 41, 37, 25, 38/6\5

4.92 Worked example of data decryption

An lexample of data decryption performed in the ED

66 bits to epl ntok \T‘KZ
00 1100 0100 0101 1110 1101 0001 0110 00)08Q0 011 11111 1001 0101

[oken crypte blts token dat Given meter key
Class D1&1 95 hex) (OA BC 12 DE F3 45 67 89 hex)

RN

Decrypted 64 bits of token data
(0B 19 EB 23 01 00 C2 07 hex)

L

Tpken Token / Token ID Transfer amount CRC check sim
dass stibclass Random 0001 1001 1110 1011 0010 0011 | 0000 0001 0000 0000 | 1100 0010 000 0111
00 0000 pattern 1011 (19 EB 23 hex) (01 00 hex) (C2 07 hex)
Amdt 3
Token ID Units
19 EB 23 hex purchased
25,6 kWh

Figure 12 — Example of the decryption process
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Annex A
(normative)

Format of meter numbers used for STS compliant meters

NOTE The requirements of this annex are equivalent to requirements extracted from NRS 009-4-2, which is published in
South Africa by the SABS.

A.1 Allocation of a meter number

Au

A2

The
in 4.

nique meter number shall be allocated to each STS compliant ED.

Meter number

meter number shall contain 11 digits composed in accordance. wi
2to4.4.

Table A.1 — Meter numbergorm

B

1

Manufacturer code (see A.3)

Meter serial number (see A.
Meter number check digit (See A. <

Xp

ained

FOTAN] \ 5 \11 digits—"
A.3 Manufacturer code % \>
The manufacturer cod t shall pe used uniquely to identify the manufactyrer of
the|ED.

manufactur administered by the NRS Project Management Agency
(PNIA) on behalf Industry (see note). The current list of manufacturer |codes
be obtained Projects Manager, or viewed on the NRS website:

gcts Manager are:

Tedhnology Stapdardizatpon
Regqources.and’Strategy Group
PO|Box (1091

Johamésburg 2000
South Africa

A.4 Meter serial number

The meter serial number is an 8-digit, unique serial number that can be generated internally by the
manufacturer. Each manufacturer is responsible for the uniqueness of the meter serial number with
respect to his manufacturer code.
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Annex A
(concluded)

A.5 Meter number check digit

The meter number check digit is a single digit used to ensure that the manufacturer code and meter
serial number are entered correctly whenever they are entered into the equipment by hand. This is a
modulus 10 check digit, calculated using the Luhn formula, as illustrated in annex B of
ISO IEC7812-1. It is calculated on the 10 digits generated through the concatenation of the
mafufacturer code and the meter serial number.

@%
S

Standard Transfer Specification


https://iecnorm.com/api/?name=5ed81421b1266ca40931e0681809e782

ISO 8731-1:1987, Banking — Approved algorithms for message authentication — Part 1: DEA.

48 Copyright © 2003, STS; 2003, IEC

27 NRS 009-6-7:2002

Bibliography

NRS 009-7:1999, Electricity sales systems — Part 7: Standard transfer specification — The

management of cryptographic keys.

&

@%

s3bs pta

Standard Transfer Specification


https://iecnorm.com/api/?name=5ed81421b1266ca40931e0681809e782

Copyright © 2003, STS; 2003, IEC 49

ICS 29.240.99; 91.140.50 N RS 009'6'8: 2003

Second edition

Rationalized User Specifica @
ELECTRICITY SALES SYSTEM
R

Part 6: Interfs

St ansfer
S| abfle magnetic token
te encoding

far al token definition

Requirements for applications in the
Electricity Supply Industry

% [®'

Standard Transfer Specification


https://iecnorm.com/api/?name=5ed81421b1266ca40931e0681809e782

50 Copyright © 2003, STS; 2003, IEC
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Foreword
This second edition of this section of NRS 009-6 has been prepared by the STS Association to

a) delete references to ISO standards that have been either been revised or withdrawn since the
publication of the first edition of this section of NRS 009-6;

b) make reference to ISO/IEC 7811-2:2001, Identification cards - Recording technique - Part 2:
Magnétic stripe - Low coercivity, which replaces the deleted references;

c) amend the relevant requirements clauses to align with the requirements of ISO

d) repglace references to NRS 009-4-1 and NRS 009-4-2, with alternativ andard

transfer specification; and

e) disfinguish optional requirements from the mandatory requi sfer

specification.

This section of NRS 009-6 has been adopted by the Electrig L ¢ ia] Sommittee (ESLC) and
has bgen approved by it for use by supply authorities in fri

NRS (09 is based on Eskom specificatior{ MC%\14 i ing

system for electricity dispensing systems, IS tle

Electricity sales systems:

Part 0] Standard transfer spegifi

Part 1] Glossary and systg

Part 2| Functional
Section 1: Sie

Section 2:

Part 3| Dats

Part 4] Natiogpal el
Section 1: National electricity meter cards.
Section 2: National electricity meter numbers.

Part 5: Testing of subsystems.

Part 6: Interface standards.

Section 1: Credit dispensing unit — Standard token translator interface.

Section 2: System master station — main frame. (Suspended; see annex A of NRS 009-2-1.)
Section 3: System master station — Credit dispensing unit. (Previously NRS 009-3.)

Section 4: Data transfer by physical media ¥ System master station ¥ Credit dispensing unit.
Section 5: Not allocated
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Section 6: Standard transfer specification — Credit dispensing unit % Electricity dispenser —

Categories of token and transaction data fields.

Section 7: Standard transfer specification — Credit dispensing unit % Electricity dispenser —

Token encoding and data encryption and decryption.

Section 8: Standard transfer specification — Disposable magnetic token technology — Token

encoding format and physical token definition.

Section 9: Standard transfer specification — Numeric token technology — Token encoding

format and physical token definition.

7. Standard transfer specification — The management of cryptographic keys
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Introduction

This section of NRS 009-6 is one of a series of specifications that describe the standard transfer
specification (STS), whereby transactions can be securely transferred from point of sale equipment to

individual electricity dispensers? by means of encrypted data on tokens.

The STS is specified in the following parts or sections of NRS 009. Compliance with all the normative
(mandatory) requirements of all the following is a requirement for implementation of an STS compliant

electrigity sales system:

a) NRS 009-6-6, equivalent to STS Part 1;

b) NRS 009-6-7, equivalent to STS Parts 2 and 2c;
c) NRS 009-6-8, equivalent to STS Part 3a;

d) NRS 009-6-9, equivalent to STS Part 3b; and

e) NRS 009-7, equivalent to STS Part 2b.

This section of NRS 009-6 describes numerje, tokens i it arily for use in prepaym
electricity dispensing systems. However, t he transfer of units of ot

utility fypes, for example water or gas.

Key words

Electricity sales systems; Pa g \ \t,/Standard transfer specification; Electri

disperiser; Token; disposa

o,

ent
her

ity

2 The term “electricity dispenser” (abbreviated “ED”) is used in this and other parts and sections of
NRS 009. It is synonymous with the term “prepayment meter”.
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SPECIFICATION

Electricity sales systems

Part 6: Interface standards

Se

ction 8: Standard transfer specification/Disposable magnetic token

te
Rs

1
Thi
dis

Thi
to
ma

2

The
cor
vali
seg
the
spg

1SC
ISC

NR

specif

SA

NnNology — lokKen encodading rormat and physical token derinition

quirements for applications in the Electricity Supply Indust

Scope

5 section of NRS 009-6 details the token encoding format any
pbosable magnetic token technology.

stitute provisions of this
d. All standards and spt

cifications can$ tai
7810:1995, Identi 7

or the

have
S0 by

text,
were
n this
pns of
s and

Ly.

nsfer

3

For the purposes of this section of NRS 009-6, the definitions and abbreviations given in
SABS 1524-0 apply.

4

Requirements
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4.1 Physical token

4.1.1 Token material

The token material shall not be translucent and shall not contain elements that, with time, will degrade
the functionality of the magnetic stripe, or affect the reliability with which the data stored on the magnetic
stripe on the token can be recovered. This requirement will be deemed to have been met if, after a period
of no ; be
recovdgred completely.

4.1.3| Token construction

The construction of the token is not specified.
4.1.4| Token characteristics
4.1.4|1 Deformation

The tqken shall be resistant to damage caused by normal handling,,stich asNg€ing transported on the
user's|person. The token shall remain functigral after, J be ed within reason and then
4.1.412 Flammability

Tokenp need not be flame resi

4.1.4]3 Toxicity

Tokenk shall compl

4.1.4l4 Resistanee

Tokenp shall cop

4.1.4{5

Tokenp shall remair_structurally reliable and usable at environmental temperatures of between (10 °C and

50 °C|

NOTE | Eavironmental temperature as defined does not mean card temperature but refers to the environmerrt in
which thercardis used

4.1.4.6 Humidity

Tokens shall comply with the requirements of 8.1.5 of ISO 7810.

4.1.4.7 Exposureto light
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When exposed to normal household lighting, including fluorescent light or sunlight, for a period of six
months, the token shall not degrade to such an extent as to affect the reliability of the magnetic data
stored on it.

4.1.4.8 Water resistance

The token shall be water resistant to the extent that if it is immersed in water at 20 °C for 24 h and then
dried, the reliability of the magnetic data stored on the token shall not have been affected.

4.15 Contamination

The magnetic token material or any other material added to the token shg token

reafler of the ED in any way.
4.2 Dimensions

The token shall comply with the requirements of 5.1 of 1SQ ption of 5.1.2, lwhich

spdcifies token thickness.
The token shall be of thickness at least 0,26 mm and

NOJTE Card-based products have a 1 ¢ 3 gristic; this is currently under investigation
and 4.2 might be amended in the future.

4.3
Thd
4.4

Thd

The
for

ericoding specifications, and the particular encoding specifigations
O/IEC 7811-2.

The STS tokenidata as set out in table 1 shall be encoded on track 3 of the magnetic stripe.

As fan option, additional information may be encoded on track 3. The data can be read at a point ¢f sale
fromsadpreviously issued token to identify the meter and other relevant attributes. (See Annex A).

Table 1 - STS token data encoded on the token

1 2 3

Data field Definition Data field length
STX Start sentinel BCD 11

<data> 20 BCD digits as specified in NRS 009-6-9 20 digits
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ETX End sentinel BCD 15
LRC Longitudinal redundancy check 1 digit
TOTAL 23 digits

4.6 Fokendataerastte

Whersg
unreag

NOTE
data t
information about key change tokens.)

able by overwriting the data on the token.

so required, it shall be possible for the STS token data to be magneticall

erased or_rendefed

ansfey of|the
-7¥6r further
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Annex A

(normative)

A.1 Encoding of optional information

NRS 009-6-8:2003

Where there is a requirement for an STS token to be encoded with optional information to be read at the
point of sale terminal, the information shall be encoded as shown in annex A.

Tahle A.1 - STS token encoded with additional optional information /\(\

1 2 TN
Dath field Definition a}%hgehﬁh

ST. Start sentinel yd N\ Z PBCR 117

<ddta> 20 BCD digits as specifiedin NRS obe\\e N N\20 digits

ET End sentinel /L N\ BCD 15

LRE Longitudinal redundar{cy cfiegk _ \_ Y1 digit

<space data> 33BCDzeroes (\\_~/ A/ N\ | 33digits

ST Startgéntinel SN\ > (AL ), / BCD 11

ISQ BIN (PAN) See A N\ <\ ) 6 digits

Mefer number As defined in NRS\0096.7 11 digits

LRE Longitfidinal redundarcy check 1 digit

SERARATOR Field Separator, N\ / BCD 13

Expliry date 7\ [ BeeNOTE o, 4 digits or BCD 13
SERARATOR N\ NlField separator _ BCD 13

ToKen technology code |\ SdeA2. o\ ~__/ 2 digits

Algprithm code A L V\\ Seé\é\.ﬁ\ \ 2 digits

Sugply group cod€ Y 2 { | As.detinedNpHRS 009-6-6 6 digits

Tarlff index NV AN )\ As defined in NRS 009-6-6 2 digits

ET AN N\ O\ | Eddserfinel BCD 15

LR¢ <\ \ &\, NLongiudinal redundancy check 1 digit

TOT A~ N\ A X\ 95/92 digits

NO ed, for example, in cases where a customer has been grarfted a
con d périod. The date encoded is the last month of the period, in the form YYMM,
whe 0 to 78 for years 2000 to 2078), and MM represents the month (01 to 12).(Where
this} placed by the separator character BCD 13

A.2Dataentittes usedinSTStokens

A.2.1 ISO BIN

The ISO BIN is a six-digit number that may be allocated by ISO to uniquely identify the category of
business transaction in a country. The ISO BIN allocated for electricity sales transactions in South Africa

is 600727.
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A.2.2 Token technology code

The token technology code is a 2-digit number that shall be used uniquely to identify the token
technology used in an electricity dispenser. The token technology codes allocated for STS tokens are as
shown in table A.2 (NOTE 1)

Table|A.2 - STS Token technology codes
1 2

7N
/\( r\\
Token technology type Token technology co%\Qee\r\KT\EQ\
STS disposable magnetic token 01 <\\\>
PAN N
STS numeric token 02 \\\\>
TN \>

A.2.3|Algorithm code

The algorithm code is a 2digit number that she S i i i i ithm
used fpr transactions. The algorithm code alfocat algori ified i -6-Y is
07.(NQTE 1)

NOTE [l Where STS prepaypent ' K [ i brs,
the relevant token technolg e ith ades WI|| be used. The token technology odes and
algorithm codes are allpcateq and 8 ) the
Electrigity Supply In i nology codes and algorithm codes can be obtained ffom
the NRS Projects Managér 2 i g on the NRS website: www.nrs.eskom.co.za

NOTE|R Contact detaf

TelepHone +27 1
Fax +47 11 800
PostallAddpéss:
Technology
Resoufces and
PO Bok 1091
Johanpesburg-2000

NOTE [3\The token technology code defines the particular type of token carrier. In the case of numeric tokgns,
the same token carrier can be used for both S 1S numeric tokens and proprietary numeric {oKens.

sabs pta
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This Rationalized User Specification is
issued by the NRS Project
on behalf of the
User Group given in the foreword
and is not a standard as contemplated in the Standards Act, 1993 (Act 29 of 1993).

Rationalized user specifications allow user
organizations to define the performance and quality

requirements of relevant equipment.

Rationalized user specifications may, after a certai
application period, be introduced as national standafds.

Amendments issued since publication N\

Amdt No. Date Text affeCteg~. ¢ N

Reconfirmed May 2002 Notic d( @/ﬂ d WMn No technical
AN %é}\

) o~
~—~

\\\\
< AN
N

Printed copies obtainable from

: South African Bureau of Standards
(Electrotechnisal Standards) Private Bag X191

Private Bag X191 Pretoria 0001

Pretoria 0001

Telephane: (()17) 428-7911

Fax: (012) 344-1568
E-mail: sales@sabs.co.za
Website: http://www.sabs.co.za

COPYRIGHT RESERVED

Printed on behalf of the NRS Project in the Republic of South Africa
by the South African Bureau of Standards
1 Dr Lategan Road, Groenkloof, Pretoria
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NOTICE
Revised February 2003

Ll

Al

™

This section of NRS 009-6 specifies requirements that are part of tfie sfa sfer
specification (STS). The intellectual property rights of the ST the
STS Association.’

The cryptographic algorithms published in this section are thgs inglinstallatt nd
future releases shall make provision for a choice of severa ‘ { i for
implementation according to the strength of the security r ' has

to be noted that this specification already allows for suy of
the data element “Algorithm Code” (see NRS009-6-6
Implementation of an STS compliant system QQuUTG [ on
tables and the STS encryption keysy ) i [ iti gh
membership of the STS Association, Details Jui gTS
Association can be obtained from the captackde 3 below.
Suppliers who are to claim that thei equ p 3 i i the
relevant equipment agcredi ssociati i . i ill {pbe
permitted to carry o

gTS

Application fox ac
Associatio
E-mail@sts.oxrg.z4

Fax number 4

Postal ad

South Africa

Further information concerning the STS Association can be obtained from its website:
http://www.sts.org.za

' A Section 21 “not for gain” company incorporated in the Republic of South Africa
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NRS 009-6-9:1997 2

Foreword

This section of NRS 009-6 has been adopted by the Electricity Suppliers Liaison Committee (ESLC) and
has been approved by it for use by supply authorities in South Africa.

NRS 009-6 is based on Eskom specification MC114, Requirements specification for a common vending
system for electricity dispensing systems, and consists of the following parts, under the general title
Electricity sales systems:

Part 0: Standard transfer specification — Synopsis. (Under consideration.)
Pant 1: Glossary and system overview. (Withdrawn, superseded by SABS 1524

Paft 2:  Functional and performance requirements.

Section 1: System master stations.
Section 2: Credit dispensing units.
Section 3: Security modules.

Section 4: Standard token translators.
Section 5: Error handling.

Pant 3: Database format.

Pant 4. National electricity meter cards
Section 1: National electricity metex .
Section 2: National electricity meter numb

S.

Pant 5: Testing of subsy:

Pant 6: Interface standands.

Section it di i ghdard token translator interface.
Section sie main frame. (Suspended; see annex A of NRS 009-2-1.)
Section 3: & Credit dispensing unit. (Previously NRS 009-3.)
Section 4 t ical media % System master station % Credit dispensing unit.

coding format and physical token definition.
Section 9: Standard transfer specification — Numeric token technology — Token encoding
format and physical token definition.

Part 7:  Standard transfer specification — The management of cryptographic keys.

ISBN 0-626-14118-4
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3 NRS 009-6-9:1997

This first edition of this section of NRS 009-6 was reconfirmed by a Working Group that comprised the

following members:

S J van den Berg (Chairman)
P A Johnson (Project leader)
V Bissett

R Devparsad

Mangaung Municipality

NRS Project Management Agency
City of Cape Town

eThekwini Electricity

J O’Kennedy Eskom Distribution
V E Rengecas SABS
M $ingh e Thekwini Eleciricity

van Reenen
estenraad

D JLvan \I\lyl{

anufacturers’ Interest Group (MIG) was consulted on the re
RS 009-6. The MIG comprised the following members:

City Power Johannesburg
City of Tshwane

Circuit Breaker Industrje

eChnology, Eskom
gineering Standards, SABS
lion Technology, Eskom
shwane, AMEU

angaung Electricity, AMEU
Technology Standardization, Eskom
Transmission, Eskom
Nelson Mandela Metropolitan Municipality, AMEU
City Power Johannesburg (Pty) Ltd
SABS NETFA

City of Cape Town, AMEU
uMhlathuze Flnr‘frir‘ify, AMELl

lection

of this

Recommendations for corrections, additions or deletions should be addressed to the NRS Project
Manager, c/o SABS, Private Bag X191, Pretoria, 0001
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NRS 009-6-9:1997 4

Introduction

This section of NRS 009-6 is one of a series of specifications that describe the standard transfer
specification (STS), whereby transactions can be securely transferred from point of sale equipment to

individual electricity dispensers? by means of encrypted data on tokens.

The STS is specified in the following parts or sections of NRS 009. Compliance with all the normative
(mandatory) requirements of all the following is a requirement for implementation of an STS compliant

electricity sales system:

a) |INRS 009-6-6, equivalent to STS Part 1,

b) [NRS 009-6-7, equivalent to STS Parts 2 and 2c;
c) |INRS 009-6-8, equivalent to STS Part 3a;

d) INRS 009-6-9, equivalent to STS Part 3b; and

e) |INRS 009-7, equivalent to STS Part 2b.

This section of NRS 009-6 describes numeric toke

elegtricity dispensing systems. However,
utility types, for example water or gas.

Kgy words

Eleftricity sales systems;
dispenser; Token; Numeric e

o,

Standard transfer specification; Ele

yment
other

ctricity

2 The term “electricity dispenser” (abbreviated “ED”) is used in this and other parts and sections of
NRS 009. It is synonymous with the term “prepayment meter”.
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SPECIFICATION
Electricity sales systems

Part 6: Interface standards

Section 9: Standard transfer specification/Numeric token technology —

Token encoding format and physical token definition

Rgquirements for applications in the Electricity Supply Industry

1 [Scope

This section of NRS 009-6 details the token encoding format and phye forthe n
token technology.

Thig section of NRS 009-6 is intended for use by manufact i pepsers (EDs) tha
to Jaccept numeric tokens compliant with the stand specification (STS) and al

mapufacturers of vending systems that produce STS-conpliafit foken

2 Normative references

Thg following standard and specificatio
constitute provisions of this section of NR

spgcifications can be obtain & S© AfriCan-Bureau of Standards.

NRB 009-6-7:20
transfer specificationt
endryption and degry/Rtia

Electricity dispenser — Token encoding and data

SABS 15240 i pensing systems — Part 0: Glossary of terms and system overvig

3 [Terf

Forthe purpose section of NRS 009-6, the definitions and abbreviations given in
SABS 1524:0-apply:

, through reference in this
9-6. e\of publication, the editions indicated
valid. All standards and spegifications are isted, and parties to agreements based ¢
sedtion of NRS 009-6 are éncolxaged to } iga pgssibility of applying the most recent editi
the| documents listed helow: valid national and international standard

Part 6: Interface standards — Section 7: Standard

imeric

t have
S0 by

text,
were
n this
pns of
s and

PW.
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4 Requirements

4.1

4.1

Token encoding format

.1 Introduction

IEC

Subclause 4.1 describes the data format for token production as required by the numeric token type.

4.1

ToK

endg

token class occupies bit position 28. The most significant bit of the 6

podition 63 (see figure 1).

NOTES

1 The token classes are defined in NRS 009-6-7.

2 Bpcause the token class is not encrypted, a co coyld be |ntr ed by ncluding it at the beginning af
bindry digit string, which would negate some of the secui 8 encryptionmethodology. The token class

ther|

(seg notes 1 and 2). The 2-bit token class is inserted to occupy bit positions\28<a

Bit positions

Figure 1
mple 1 3 € token class

64-bit binary num

2

er expressed in bytes. (Bits 27 and 28 highlighted in bold.)

10°0101 0100 0011 0010 0001 0000 1001 1000 0111 0110 0101 0100 0011 0010 0001 |

least
. The
class
riginal

it|of the

ies bit

ter the
s

Repeat bits 28 and 27 in bit positions 65 and 64, creating a 66-bit number.

|00

01100101 0100 0011 0010 0001 0000 1001 1000 0111 0110 0101 0100 0011 0010 0001 |

Replace bits 28 and 27 with the token class

|OO

0110 0101 0100 0011 0010 0001 0000 1001 1000 1111 0110 0101 0100 0011 0010 0001 |
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4.1.3 Decimal format
The 66-bit binary number shall be presented as a decimal number. This decimal number will be 20 digits
long. The decimal number shall represent the binary number in such a way that bit position 0 is the least

significant bit.

Example 2 — The conversion from a 66-bit binary number, presented as a binary and a hexadecimal
number, to a 20-digit decimal number

Bifary number 110110010101000011001000010000100110000111011001011010101111001101
Hexadecimal 3654321098765ABCD
number

L
Decimal number 62636944367208999885 /\\ \\

%

4.2 Physical token definition

4.2.1 Introduction

Subclause 4.2 specifies the physical attributes of the tokg cess.
4.2.2 Number presentation

When printed, the 20-digit numeric token nymbex sk at the
digits are grouped into five groups of four

Exdample 3 — The 20-digit ric

NOTE The mediu @ ryi i ecified. Typically, it is intended that the digits be printed legibly and
inddlibly using industry\§tgsda i imeric

tokdn could also be trapgfe

sgbs pta
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ICS 91.140.50 NRS 009-7:1999
ISBN 0-626-12165-5 First edition

E

art 7: Standard trans

C

P

s:l)ecification

| ECTRICITY SALES SYSTI&@

yptographi

&

th

‘eferred requirements for applications in
t

Elactricibvy Suinnlhyvy !r\dll

| ==\ ] | IUIty UUPPI-Y
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This Rationalized User Specification is
issued by the NRS Project
on behalf of the
User Group given in the foreword
and is not a standard as contemplated in the Standards Act, 1993 (Act 29 of 1993).

Rationalized user specifications allow user

oraanizations-to-define the nerformance and auality
4 g <t Y

requirements of relevant equipment.

Rationalized user specifications may, after a certgj
application period, be introduced as national sta?di S.

Amendments issued since publication m

Amdt No. Date Text affécted / X

AN

Corréspon irected to Printed copies obtainable from

South. African au of Standards South African Bureau of Standards
(Electrotechnical Standards) Private Bag X191
Private Bag X191 Pretoria 0001

Pretoria 0001

Telephone: (012) 428-7911

Fax: (012) 344-1568
E-mail: sales@sabs.co.za
Website: http://www.sabs.co.za

COPYRIGHT RESERVED
Printed on behalf of the NRS Project in the Republic of South Africa

by the South African Bureau of Standards
1 Dr Lategan Road, Groenkloof, Pretoria
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NOTICE
Revised February 2003

Thi
(ST

Thd
fut
imp
the
Img
tab

me
AsS

Suppliers who are to claim that their equlpme ies\withnthe STS are required to have the
relg iS agent. Such equipment will be
per
Application for accredi ip pliant with the STS can be made to the

ST$ Association;
empil@sts.org.z

Fax number +27(

4040
Solith Africa

2

ainad f Howwabaoita:
aMmTCUITOTTT ItS VWO STtCT

F haoyr infa Haon thao
ureerhrormatoi—concerhtt g ic—o

http://www.sts.org.za

A Section 21 “not for gain” company incorporated in the Republic of South Africa.
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1 NRS 009-7:1999
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NRS 009-7:1999 2

Foreword

This part of NRS 009 has been prepared on behalf of the Electricity Suppliers Liaison Committee (ESLC)
and has been approved by it for use by supply authorities.

NRS 009 is based on Eskom specification MC114, Requirements specification for a common vending
system for electricity dispensing systems, and consists of the following parts, under the general title
Electrj ity sates systems:

Part 1| Glossary and system overview (withdrawn; superseded by SABS 1524-0)

Part 2] Functional and performance requirements
Section 1:  System master stations
Section 2:  Credit dispensing units

Section 3:  Security modules

Section 4:  Standard token translators
Section 5:  Error handling

Part 3] Database format

Part 4] National electricity meter cards and assaciate
Section 1:  National electricity meter ca

Section 2:  National &
Part 5

Part 6

stendard token translator interface

Section 6:* Standatd transfer specification/Credit dispensing unit — Electricity dispenser —

Categories of token and transaction data fields

Séction 7: Standard transfer specification/Credit dispensing unit — Electricity dispenser — Tokien
encodingand dataencryptionand-decryption

Section 8: Standard transfer specification/Disposable magnetic token technology — Token
encoding format and physical token definition

Section 9: Standard transfer specification/Numeric token technology — Token encoding format
and physical token definition

Part 7.  Standard transfer specification/The management of cryptographic keys

ISBN 0-626-12165-5
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3 NRS 009-7:1999

This part of NRS 009 was accepted by a Working Group which comprised the following members:

P A Johnson (Chairman) NRS Project

V Bissett Cape Town Municipality

L D M de Wet City Council of Boksburg

J A Ehrich Pretoria Electricity Department

E Joubert Benoni (‘ity Council Electricity Department
J O’Kennedy Eskom (Electrification)

V Hatel Durban Electricity

V H Rengecas SABS

W(JG Terblanche (Project Leader) Y2K Solutions Africa

S J|van den Berg City of Bloemfontein, Electricity Dépa
D W van Reenen Johannesburg Electricity

This part of NRS 009 was compiled using the contents of Part cation
(ST|S). The working group acknowledges the contribution of G logies
(Pty) Ltd as the compiler of Part 2b of the STS for Eskgrf p STS

have been ceded to the STS Association (see the notice
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The Working Group was appointed by the ESLC, which, at the time of approval, comprised the following
members:

R Wienand (Chairman) Durban Transitional Metropolitan Council, AMEU

H D Beck East London Municipality

M N Bailey Eskom (Distribution Technology)

A J Claasen Manager, Electrical Engineering Standards, SABS

F H D Conradie Eskom (Transmission)

P Cro udy Eskom (niQ‘rrihnfinn an‘hnnlngy)

J A Efyrich City Electrical Engineer, Pretoria, AMEU

P A Jghnson Corporate Technology Standardization Mana kom

D A Kjuger Chamber of Mines
| P Kruger

J G Ldquw

D M Michie

G Murro

A J vanh der Merwe
P J S yan Niekerk
H R Whitehead

Recommendations for corrections, additions or deleti
Manager, c/o SABS, Private Bag X191, Pretofia, 000

Annex A forms an integral part of this specificatio

Introduction

This pprt of NRS 009 is oneef 2 i it at describe the standard transfer specificafion

(STS)| whereby trangactio ual
electrigity dispense

The STS is specified jeike
(mandatory) requirerhent
STS-cpmplaint et€strici

ive
an
a) NRS 009-6-4, gquivalent to\STS Part 1;

b) NRS 009-6- ant 10 STS Parts 2 and 2c;

c) NRS 00968, equivalent to STS Part 3a;

d) NRS\009-6-9, equivalent to STS Part 3b; and

e) NRS 009-7, equivalent to STS Part 2b.

This part of NRS 009 is technically the same as Part 2b of the STS specification. An annex has been
added to describe the process of key management in a flow diagram.

Key words

Standard Transfer Specification; Interface; Metering; Pre-payment; Credit dispenser; Electricity
dispenser; Key management; Cryptographic keys.
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5 NRS 009-7:1999

ECIFICATION

Electricity sales systems

Pa

rt 7. Standard transfer specification/Management of cryptographic keys

Requirements for applications in the Electricity Supply Industry

1 [Scope

1.1 This part of NRS 009 specifies the management of standard (STS)
cryptographic keys utilized by the STS cryptographic algorithm 1 to sect token
dath from credit dispensers to electricity dispensers that support ST versi

1.4 1t specifies the various types of key used and, for each ké& other
key| types, method of generation and method of changing

NOTE The distribution of information and equipment that require ke

1.3 This part of NRS 009 is intended fq i¢a $ i i butput
ST$-compliant tokens, and in particular mag S hicity e 's that
sugport STS version 1.0.

2 Normative referencses

The following docyr en S CO ta' , through reference in this text, constitute provisipns of
thig part of NR ication, the editions indicated were valid. All standards and
spdcifications are “slbjes S| and parties to agreements based on this part of NRS 009 are
endouraged to inve applying the most recent editions of the documents|listed
belpw tIy alid Mational and international fandards and specifications can be
obtgined fro Bureau of Standards.

ANBI X3/

SABS 1524 ity dispensing systems - Part 0: Glossary of terms and system overvieyv.
NRP 0094-1:1994, Electricity sales systems — Part 4: National electricity meter cards and associgted
numbering standards — Section 1: National electricity meter cards.

(Ameéndment 1, 1996)

NRS 009-4-2:1993, Electricity sales systems — Part 4: National electricity meter cards and associated
numbering standards — Section 2: National electricity meter numbers.
(Amendment 1, 1996)

NRS 009-6-6:1998, Electricity sales systems — Part 6: Interface standards — Section 6: Standard

transfer specification/Credit dispensing unit — Electricity dispenser —

data fields.

NRS 009-6-7:1999, Electricity sales systems — Part 6: Interface standards — Section 7: Standard

transfer specification/Credit dispensing unit — Electricity dispenser

and decryption.
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NRS 009-6-8:1998, Electricity sales systems — Part 6: Interface standards — Section 8: Standard
transfer specification/Disposable magnetic token technology — Token encoding format and physical
token definition.

NRS 009-6-9:1998, Electricity sales systems — Part 6: Interface standards — Section 9: Standard
transfer specification/Numeric token technology — Token encoding format and physical token definition.

3 Tgrms, definitions and abbreviated terms

For th¢ purpose of this specification, the definitions given in SABS 1524-0 and
3.1 Terms and definitions

3.1.1 |algorithm: A precise and rigorous statement of a method of/Cals

o

3.1.2 Jauthentication: A process used between a sender z
origin |ntegrity.

3.1.3|child key: A key that is encrypted

3.1.4 |cipher: A method of cryptography that i a|gorithr e
plaintgxt to create ciphertext, and vice versa.

NOTE Typically the algorithm is used i
3.1.5|common group: S¢
3.1.6|common su

geographical or regionakb
commpn dispenser kg

R

3.1.7 |cryptogkaphts f
validafion, a ication)Nenciphersé
3.1.8 |cryptographix® Taediécipline that embodies the principles, means and methods for the

transfgrmation pf.datq_in opder to conceal its information content, or prevent its undetected modificatio
or preyent its_tnauthorized use (or any combination of these).

=]

3.1.9|data integrity: The property that shows that data have not been altered or destroyed in ap
unauthorized manner.

3.1.10 decipherment: The cryptographic transformation of ciphertext data (see cryptography (3.1.8))
to produce plaintext data; the reversal of encipherment.

3.1.11 decryption: See decipherment (3.1.10).

3.1.12 default group: See default supply group (3.1.13).

3.1.13 default supply group: A supply group that associates a set of electricity dispensers which
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have not yet been allocated to a unique supply group or a common supply group, and in which each
and every electricity dispenser in the supply group has a unique dispenser key.

3.1.14 dispenser key: A key associated with an electricity dispenser and used together with the
standard transfer algorithm to encrypt tokens generated at a credit dispenser and to decrypt tokens
input at an electricity dispenser.

3.1.15 electricity dispenser (ED) key register: A physically secure environment for the non-volatile

sto

3.14.16 encipherment: The cryptographic transformation of plaintext data (see g graphy.(3:1.§
profuce ciphertext data.

3.14.17 encryption: See encipherment (3.1.16).

3.1.18 exclusive-or addition: See modulo-2 addition (3.1.27).

3.1 awtdmatically, betw

eqy
ma

3.1
upd
the

3.1
dat

3.1
whi

NOT
for

£l 1 e oida s al: (] PR H 1
aytT UT T TITUUICILy UTSPTTISTT S LUTTTTIU UTSPTTISTT RTY.

ent supplied by ang

.24 keytype: Al attribute associated with a key value and that defines the purpose for which
value can be used.

)) to

een
ther

Hate
hich

k of

mber

key

the

3.1.25 magnetic card electricity dispenser: An electricity dispenser that incorporates magnetic
card token technology as the mechanism for inputting standard transfer specification tokens.

3.1.26 magnetic card token technology: A technology that enables entry, by a human, of a
standard transfer specification disposable magnetic card token into a device via a magnetic card reader.
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3.1.27 modulo-2 addition: A binary addition with no carry, giving the following values:

0+0=0;

0+1=1;

1+0=1;

1+1=0.
3.1.28 one-wa Uaction—A-function = hat-is—relativelv sasy to compute f
which [is much more difficult to compute (in other words, given x, it is easy to find vy, y
it is difficult to find any solution x of y = f(x)).
3.1.29
3.1.30 parent key: A key used to encrypt a child key for the purposg n
order {o prevent its undetected modification or unauthorized use (or b
3.1.31 physically secure environment: An environment in e
the pe¢ d
therein
3.1.32 f
another value.
3.1.3] b
current key revision number fo e
supply] group (see also key revisi
3.1.34 token identifier: 5. A§SOCI8 ith\a token and that distinguishes the token from othe¢r
tokeng issued for t ty o
NOTE
3.1.31
3.1.36 uni : ANSupply group that associates a set of electricity dispensers on g
geographica i§, in which each and every electricity dispenser in the supply group has
a uniq
3.1.37 validation: The”process of checking the data integrity of a message, or selected parts of g
messdge

3.2 Abbreviated terms

The following abbreviations are used in this standard:
3.2.1 ANSI: American National Standards Institute
3.2.2 CDU: credit dispensing unit

3.2.3 CRC: cyclic redundancy code

3.2.4 CVS: common vending system
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3.2.5 DCTK: dispenser common standard transfer specification key
3.2.6 DDTK: dispenser default standard transfer specification key
3.2.7 DEA: data encryption algorithm

3.2.8 DES: data encryption standard

3.2.9 DITK: dispenser initialization standard transfer specification key
3.2.10 DUTK: dispenser unique standard transfer specification key
3.2.11 ECB: electronic code book

3.2.12 ED: electricity dispenser

3.2.13 EDDK: electricity dispenser data encryption standard ke

3.2.14 EDIB: electricity dispenser input block

3.2.15 ODDP: odd parity function
3.2.16 OWF: one way function
3.417

3.2.18 ; : '

3.419
3.420
3.421

3.422

4 Requireme

4.1 .STS key types

4.1.1 General

STS keys are classified according to STS key types (see 3.1.2.4). The following four STS key types are
defined:

a) dispenser initialization STS key (DITK) — key type 0;
b) dispenser default STS key (DDTK) — key type 1;
c) dispenser unique STS key (DUTK) — key type 2; and

d) dispenser common STS key (DCTK) — key type 3.
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For the purpose of this specification, an electricity dispenser (ED) is presumed to be capable of storing at
least one STS key value and its associated key type. This key storage area is referred to as the ED key
register (see 3.1.15).

A description of each key type and its relationship to other key types is given in 4.1.2 to 4.1.6.

4.1.2 Dispenser initialization STS key type 0 (DITK)

4.1.2.

41.2.2

the el¢
value;

a) as|the parent key for another DITK; i of

intfoducing it into the ED key register;

b) as|the parent key for a DDTK;

4.1.2.4 The functio. ) ith
STS tpkens (see NRS QS he
STS sgt di 9 der
the DI

4.1.2.%
appliedd to 4 3 , i be
comprpmised

4.1.2.6 A DITK camualsg’ be used to decrypt other dispenser-specific management functions, (see
NRS (09-6-7)-~1t can bé used to decrypt an STS credit transfer function; in other words, a valid §TS
credit fransfer token can be decrypted and applied by an ED that contains a type 0 key in its key register
in ordgr'tofacilitate testing of the ED during production or repair.

4.1.3 Dispenser default STS key type 1 (DDTK)

4.1.3.1 Keys of type 1 are used to support EDs allocated to default supply groups. An ED that has not
been allocated to a common supply group or a unique supply group at the time of manufacture or repair
cannot be loaded with its corresponding DCTK or DUTK value. Instead it is allocated to a default group
and loaded with its corresponding DDTK value, encrypted under a parent DITK. Subsequently, at the time
of installation or operation, an ED that has been re-allocated to a default group can be loaded with the
corresponding DDTK value, encrypted under a parent DDTK, DUTK or DCTK.
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4.1.3.2 A DDTK is a secret value, and shall not be accepted by an ED as a plaintext value; it shall only
be loaded by an ED if encrypted under the parent key present in the EDs key register. DDTK values are
the property of the respective utility. As such, they form part of the CVS, are managed by the respective
utility, and are unknown to the manufacturer. An ED purchased by the electricity supplier, or one of its
distributors, which leaves a manufacturer's site may contain a DDTK value supplied by the utility in the
ED key register.

4.1.3.3 A DDTK shall only be used for the following key management functions:

a) |as the parent key for another DDTK; in other words, to encrypt another DDTK for the purpgse of
introducing it into the ED key register;

b) |as the parent key for a DUTK; and

c) |as the parent key for a DCTK, but only in a magnetic card ED.

4.1]3.4 The functions in 4.1.3.3 (a) to (c) may be performed via gl dispenser Key functiorjs with
ST$ tokens, or via a manufacturer’s proprietary loading mechahi ilizes the STS set dispenser
fungtion data. A DDTK shall not be used to decrypt a DITK for the putpose of infroducing it into the ED
key| register.

4.1]3. Je £ ifit management function$ (see
NRE 009-6-7). It shall not be used to des S it transfer function; in other words, a valid STS
creflit transfer token shall not be decrypted s hat contains a key of type 1 in [ts key
reg|ster, even if the STS credit transfer to en 8 pted with the same DDTK value.

4.1.4 Dispenser uniqug’ S

4.1{4.1 Keys of type 2 ars 5 ed to unique supply groups. An ED that hag been
allgcated to a unique s pIy groupat the filkg ofpanufacture or repair can be loaded with its DUTK value
tha correspond i been encrypted under a parent DITK. Subsequently, at
the[time of installatié yhich has been re-allocated to a unique group can be lpaded

4.1 shall not be accepted by an ED as a plaintext value. It shgll only

be 2ncrypted under the parent key present in the EDs key register. [DUTK
valy p RIop of the reSpective utility. As such, they form part of the CVS, are managed py the
res iveutility nown to the manufacturer. An ED purchased by the electricity suppljer, or
ong of its distsi that leaves the manufacturer's site may contain a DUTK value supplied py the

utilj

4.114.3 \AJDUTK shall only be used for the following key management functions:

a) as the parent key for another DUTK; in other words, to encrypt another DUTK for the purpose of
introducing it into the ED key register; and

b) as the parent key for a DDTK.
4.1.4.4 The functions in 4.1.4.3 (a) and (b) may be performed via the STS set dispenser key functions
with STS tokens, or via a manufacturer's proprietary loading mechanism that utilizes the STS set

dispenser function data. A DUTK shall not be used to decrypt a DITK or a DCTK for the purpose of
introducing it into the ED key register.
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4.1.4.5 A DUTK can also be used to decrypt other dispenser-specific management functions (see
NRS 009-6-7). It can be used to decrypt a STS credit transfer function; in other words, a valid STS credit
transfer token can be decrypted and applied by an ED that contains a key of type 2 in its key register.

4.1.5 Dispenser common STS key type 3 (DCTK)

4.1.5.1 Keys of type 3 are used to support magnetic card EDs allocated to common supply groups. A
magnetic card ED that has been allocated to a common group at the time of manufacture or repair can

be logded ed

under fa parent DITK Subsequently at the time of mstallatlon or operatlon a magnetlc card ED that has

been that has’bgen

encryy

4152 1), and

shall ¢ en

techng

4.1.5. nly

be loa TK

values the

respegti , icity

suppli¢r, or one of its distributors, and tha¥les \ M2} i i ue

supplig¢

4.1.5.5

a) as of
int

b) as|the parent key :r a

c) as|the parent key Yo 2

4.155% ay be performed via the STS set dispenser key functions with

STS t g _proprietary loading mechanism that utilizes the STS set dispenger

functig sed to decrypt a DITK for the purpose of introducing it into the ED

key repistey/

4.1.5.6 g be“used to decrypt other dispenser-specific management functions, (see NRS

009-67). It can be used fo decrypt a STS credit transfer function; in other words, a valid STS credit

transfer token-can be decrypted and applied by a magnetic card ED that contains a key of type 3in its

key repister.

4.1.6 STS key type relationships

Figure 1 illustrates the key type relationships as a hierarchy. Where one key is used to encrypt another
key (as in the set 1st and 2nd section dispenser key token pair), the former is referred to as the parent
key (see 3.1.30), and the latter as the child key (see 3.1.3). The arrows denote the purpose for which a
key type can be used, i.e. the values that may encrypt or decrypt. At the arrow tail is the parent STS key
type, and at the arrow head the child STS key type or STS function, for example, only a DITK, DUTK or
DCTK can be used to encrypt or decrypt a credit transfer function, but all four key types can be used to
encrypt or decrypt dispenser-specific management functions.
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crefli
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DITK,
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P ey

CJ

-

Rz \4§|_[>

i ééé L

Management
functions

Credit transfer
function

of dlispenser key types for encryption of dispenser
hagement functions. Similarly, the ‘

paN

usage
er key
dge of
s and

\)
( NN l &
hil \\ B Parent key
\ \b{KO\ Y potkg DUTKy DCTK3
\ \/%3\/ No No No
\QDK\ \\\%s Yes Yes Yes?
\ ) Yes Yes Yes Yes@
RH& > Yes@ Yes@ No Yes?@
nctlon
Wgement Yes Yes Yes Yes?
Credit Yes No Yes Yes@
@ For magnetic card ED only.

4.2 Vending key types

A vending key is a DES key value that is secretly generated, stored and distributed within the CVS. DES
vending keys are the CVS seed keys from which STS dispenser keys are generated.
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Vending keys are classified according to vending key type. The key type is an attribute of the key that
defines the purpose for which the key can be used. Three vending key types are defined and correspond
to the three types of supply group, namely default, unique and common. The vending key for a given
supply group is the seed key used to generate the dispenser keys for all EDs within the supply group:

a) vending default DES key (VDDK) - the seed key type for generation of type 1 (DDTK) key values — it
shall not be used to generate type 0 (DITK), type 2 (DUTK) or type 3 (DCTK) key values;

b) vepding unique DES key (VIIDK) - the seed key type for generation of type 2 (DUTK) key values — it
shgll not be used to generate type 0 (DITK), type 1 (DDTK) or type 3 (DCTK) key values; and

c) ve
it S

At anyf
uniqusg

4.3 S

With t
respor
subjed
devices,

4.3.1|0Overview

A ST§ key for an ED is gen
key-reJated input and an
X3.92), generated and m

ng-
S|
afly given moment, a unique vending key value

exists ffor each supplﬁ or common) defined within the CVS.
The EP input data colisist f te group code, tariff index, key revision number and primary
accoupt number (PADY\F ed fo a common group, the ED PAN is not used. Instead the

ED nu i \ sel/to zeroes (giving a PAN of 600727000000000009 for a PAN
issuer T S Il EDs in a common group that share the same tariff index and key
revisio ber's onED/input, irrespective of their different ED numbers.

Only S p ype 2 (DUTK) key values can therefore be generated from a vending key
value lue unjque to a particular ED. A type 0 (DITK) key value is generated and maintained

by the|ED manufacturer_iaccordance with a manufacturer-specific and proprietary technique.

Two TS Key generation algorithms are defined, and the second supercedes the first. The first algorifhm
(referred\0 as algorithm 1a) should only be used for an ED with a key revision number of 1, the ED
number of which occurs within a prescribed set of ED number ranges. The second algorithm (referred to
as algorithm 1b) should be used for an ED with a key revision number of 2 to 9. Where the number of an
ED falls within the prescribed range and the STS key of the ED is changed from revision 1 to revision 2,
the revision 2 key is generated using algorithm 1b and the revision 1 key is generated using algorithm 1a.
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4.3.2 Notation

The following notation is used:

a) DES algorithm (see ANSI X3.92):

1)

DES key dk: any general reference to a DES key is denoted dk. Any particular DES key label
ends with dk, for example, EDDK denotes electricity dispenser DES key

b)

d)

A j
con
odd

2)

1)

STS algorithm (see NRS 009-6-7):

y =Xty W
Odd parity ope;a i0

encryption with dk: DES algorithm ECB mode encryption of plaintext x with key dk resuiting in
ciphertext y is denoted y = DEA1+dk(x)

decryption with dk: DES algorithm ECB mode decryption of ciphgrte ting in

plaintext x is denoted x = DEA1 gk ()

STS key tk: any general reference to a STS key i label

2) encryption with tk: STS algorith xtyis
denoted y = STAT*{,(x)

3) xt X is
denoted x = STA1"

Exclusive-or addition: \ addition of values wand x resulting in y is d¢noted

bit DES key npdk with no parity to a 64 bit DES key| block
K = ODDP(npdk).

d\{o an odd parity 64 bit DES key block by means of the stgndard
ity bit after every successive 7 key bits; in other words, there gre an
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56 bit (8 x 7) DES key - npdk
1 2 3 4 5 6 7 8

ODDP

! A

Odd parity 64 bit (8 x 8) DES key block - _apdk

1{2{3{4{5{6{ : \X\b

4.3.3|ED input block
Both dlgorithms make use of 264 bit [ED i ( 8 up from the following ED-related data:
a) supply group code;

b) taniff index; Q

c) key revision nu

C Cqgntrol field digit:

Letc c’c cidenote the bimary vatues of the four-controt-fietd-bits:

c® Reserved for future use. Always zero

c® Reserved for future use. Always zero

1.0

cc STS key type:

00 Key type 0: DITK

01 Key type 1: DDTK
10 Key type 2: DUTK
11 Key type 3: DCTK
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Supply group code digit. Range 04 to 946
Tariff index digit. Range 04 to 946

Key revision number digit. Range 05 to 94

Pad value r'ligif Alwqu Fi

whére

Construct two 64 bit blocks, the control block and PAN block

mo

PA

Forn
(rig
dig
extl

are|ri

of ¢
007

For
zer

5t significant digit in position 1 and the least significanN
Control block:
O

ED PAN digit. Range 0st0 94

Nig denotes a hexidecimal number.

invhexadesjmal ‘format, wi

Position] 1| 2| 3| 4
Value|C|S | S

6] 78 oo T2 i34 [15]16
Sl[IRYAIF|FF[F]F

w

éwﬁw
/
(

N block:

9
D|D

O
O
O
O
O
O

Value | P\ D

Position]| 1 <§\\3 4
N~

nt-most) idi ing the PAN check digit (note that the dispenser number
acted is Iy postitiQn_4\If t is of insufficient length to make up the 16 digits, the digits ext

or of 12345678903, the PAN is 600727123456789030 and the PAN b
27123456%890

a common group ED, the actual ED PAN is ignored and the ED number portion of the PAN is
bes (for example, for a PAN issuer code of 600727, the PAN block is 0072700000000000).

and padded to the left with zeroes (for example, for a PAN issuef

th the

ificant
check

t is included \CRL: ignifi AN digit extracted is in position 16, and the most significaft digit

racted
code
ock is

set to

Perform an exclusive-or operation on the control block and the PAN block to yield a single 64 bit ED
input block (EDIB):

EDIB = CONTROL BLOCK +, PAN BLOCK

4.3.4 Algorithm la

4.3

Ao

4.1 One-way function

ne-way function denoted by OWF is defined as follows:

y = OWFg(x) = DEAT* g (X)*5 X
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This is depicted in figure 3.
X
OWF
<
dk —2——"M DEAF

4.3.4.

use of]

The O
DES K
operat

X

The O
bits of|
bit (i.e
is the
disper

For a

Dl

OWde(X)

on:
ODDP(VDDK):, 6

TK =-OWFgpox (ODDP(VDDK))

kes

DDK, VUDK or VCDK). The 56 bit vending
using the standard odd parity convention and

t7
ant
lue
ant

Similarly, for a vending unique key:

DUTK = OWFgpo(ODDP(VUDK))

and for a vending common key:

DCTK = OWFgpp(ODDP(VCDK))
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