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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DIGITAL DATA COMMUNICATIONS FOR MEASUREMENT AND CONTROL -

FIELDBUS FOR USE IN INDUSTRIAL CONTROL SYSTEMS

Section 1: MODBUS®* Application Protocol Specification V1.1a -
Section 2: Real-Time Publish-Subscribe (RTPS) Wire Protocol
Specification Version 1.0

FOREWORD

1) The|lInternational Electrotechnical Commission (IEC) is a worldwide organization fr st hprising
all |national electrotechnical committees (IEC National Committees). The romote
intefnational co-operation on all questions concerning standardization in the el fi¢lds. To
this|end and in addition to other activities, IEC publishes International S ications,
Technical Reports, Publicly Available Specifications (PAS) and Guides s “IEC
Publlication(s)”). Their preparation is entrusted to technical committeesg; pittee inferested
in the subject dealt with may participate in this preparatory wofk d non-
governmental organizations liaising with the IEC also participate in closely
withl the International Organization for Standardization ( ned by
agr¢ement between the two organizations

2) The| formal decisions or agreements of IEC on technid iple, an
intefnational consensus of opinion on the relevant subjgct bntation
from all interested IEC National Committee

3) IEC| Publications have the form of recommend gnd are accepted by IEC National
Committees in that sense. While all reason of IEC
Publflications is accurate, IEC cannot be held\ respgnsi for any
mis{nterpretation by any end user.

4) In grder to promote international uniformit cations
transparently to the maxim grgence
between any IEC Publicatiok_and icated in
the Jatter

5) IEC| provides no markipg\proc ndicate approval and cannot be rendered responsible [for any
equlpment declare i ublication.

6) All ysers should ethe-fatestedition of this publication.

7) No |iability shall { ts \di employees, servants or agents including individual expgrts and
mer d \ EC Mational Committees for any personal injury, property dammage or
othd ether direct or indirect, or for costs (including legal fegs) and
expg tion,/use of, or reliance upon, this IEC Publication or any other IEC
Publfli

8) Attg e references cited in this publication. Use of the referenced publicdtions is
indi igation of this publication.

9) Atteg sibility that some of the elements of this IEC Publication may be the supject of
pate ¢ held responsible for identifying any or all such patent rights.

A PAS Rical)specification not fulfilling the requirements for a standard but|made

availa

IEC-P bf IEC

technical commlttee 65 Industrial-process measurement and control

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the

committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/341A/NP 65C/347/RVN

Following publication of this PAS, which is a pre-standard publication, the technical
committee or subcommittee concerned will transform it into an International Standard.

*

MODBUS is a trademark of Schneider Automation Inc.
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It is foreseen that, at a later date, the content of this PAS will be incorporated in the future
new edition of the IEC 61158 series according to its structure.

This PAS shall remain valid for an initial maximum period of three years starting from
2004-11. The validity may be extended for a single three-year period, following which it shall
be revised to become another type of normative document or shall be withdrawn.

@%
o
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Overview

This PAS has been divided into two sections. Section 1 deals with MODBUS® Application
Protocol Specification V1.1a while Section 2 covers the Real-Time Publish-Subscribe (RTPS)
Wire Protocol Specification Version 1.0.

It is intended that the content of this PAS will be incorporated in the future new editions of the

variou

1 MODBUS

1.1

1.1.1

MODEH
that p|
buses

The in
autom
MODE
syster

MODE
MODE
PAS i

MODH
devicq

It is cdirrently impleme

s parts of IEC 61158 series according to the structure of this series.

Section 1 — MODBUS® Application Protocol Specification V1.1a

Introduction

Scope of this section

amework of MODBUS transactio

CP/IP over Ethe ee Anhex™ of\Section 1: MODBUS MESSAGING ON T
IPLEMEN{ BON
synchronous™sg a variety of media (wire : EIA/TIA-232-E, EIA-

en passing network.
of this PAS.

dustry’s serial de facto standard since 1979, C enable millipns of
ation devices to communicate. Today, support forthe si elegant strucfure of
US continues to grow. The Internet communi a reserved
n port 502 on the TCP/IP stack.

US is a request/reply protoco 3 serwces specified by function godes.
US function codes are elements of MODB : eply PDUs. The objective [of this

NsS.

tween

CP/IP

122-A,

Modbus on TCP

y 4
TCP

1P
———+

Other MODBUS+ / HDLC Master / Slave Ethernet 11 /802.3
EIA/TI1A-232 or Ethernet
Oth Physical |
er ysical fayer EIA/TI1A-485 Physical layer

Figure 1 — MODBUS communication stack

This Figure 1 represents conceptually the MODBUS communication stack.
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Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition

of the

referenced document (including any amendments) applies.

IEC 61131 (all parts): Programmable controllers

EIA*/TIA™-232-E: Interface between Data Terminal Equipment and Data Circuit-Terminating
Equipment Employing Serial Binary data Interchange

ElA-4]

Y Z-A. Electrical Characterisiics-balanced Voltage Digital Interrac

A-485-A: Electrical Characteristics of Generators and Receive

within

e Circuit

all types of n

anced

ptwork

EIA/T
Digita] Multipoint Systems
RFC 191, Interne Protocol, Sep81 DARPA
1.2 |Abbreviations
ADU | Application Data Unit
HDLC| High level Data Link Control
HMI | Human Machine Interface
IETF | Internet Engineering Task Forc
/10 Input/Output
IP Internet Protocol
MAC
MB
MBAHF
PDU
PLC
TCP
1.3
The
architg
EIA: Electronic Industries Alliance.
OTIA:

Telecomunication Industry Association.
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MODBUS COMMUNICATION

_— R

Drive HMI I/O| |I/O 70
MODBUS ON TCP/IP

Gateway /\ Gateway

MODBUS ON RS232

HMI

MODBUS ON Rs48p
4 : 4
o

MODBUS ON MB+

Device \/
Drive
e Deyige

/o

itecture

Every Motion control, 1/O Device...) can use
MODEH

The same communicatioq serial line as on an Ethernet TCP/IP
netwofks. Gateways afllow 8 < i €n several types of buses or network using

the MODBUS protocol

General (@'

es a simple protocol data unit (PDU) independent ¢f the
ayers. The mapping of MODBUS protocol on specific buges or

-«

PDU

Figure 3 — General MODBUS frame

C)
=

The MODBUS application data unit is built by the client that initiates a MODBUS transaction.
The function indicates to the server what kind of action to perform. The MODBUS application
protocol establishes the format of a request initiated by a client.

The function code field of a MODBUS data unit is coded in one byte. Valid codes are in the
range of 1 ... 255 decimal (128 — 255 reserved for exception responses). When a message is
sent from a Client to a Server device the function code field tells the server what kind of
action to perform. Function code "0" is not valid.

Sub-function codes are added to some function codes to define multiple actions.
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The data field of messages sent from a client to server devices contains additional
information that the server uses to take the action defined by the function code. This can
include items like discrete and register addresses, the quantity of items to be handled, and
the count of actual data bytes in the field.

The data field may be nonexistent (of zero length) in certain kinds of requests, in this case
the server does not require any additional information. The function code alone specifies the
action.

If no error occurs related to the MODBUS function requested in a properly received MODBUS
ADU the data field of a response from a server to a client contains the data requested. If an
error related to the MODBUS function requested occurs, the field contains an exception code
that the server application can use to determine the next action to be taken.

For eYample a client can read the ON / OFF states of a group of discrete
it can [read/write the data contents of a group of registers.

outputs or inguts or

When|the server responds to the client, it uses the function code field tq indicate either a
normgl (error-free) response or that some kind of error occurfe exception
response). For a normal response, the server simply echoe 8 theoriginal
function code.

Client

Initiate request| \>

\ G
|Function code| Data R ue§t\|

Perform the action
Initiate the response

%:W{Nyﬂ Data Response |
9

Receive the resporise

For ap exception$

functipn code from

transaction (error free)

returns a code that is equivalent to the ofriginal
its most significant bit set to logic 1.

Server

AN
v g

1 un/c@;ode Data Request

Error detected in the action
Initiate an error

|
Exception Function code | Exception code

Receive the response

Figure 5 — MODBUS transaction (exception response)

NOTE It is desirable to manage a time out in order not to indefinitely wait for an answer which will perhaps never
arrive.
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The size of the MODBUS PDU is limited by the size constraint inherited from the first
MODBUS implementation on Serial Line network (max. RS485 ADU = 256 bytes).

Therefore:

MODBUS PDU for serial line communication = 256 - Server adress (1 byte) - CRC (2
bytes) = 253 bytes.

Consequently:
RS232 / RS485 ADU = 253 bytes + Server adress (1 byte) + CRC (2 bytes) = 256 bytes.
TCP MODBUS ADU = 253 bytes + MBAP (7 bytes) = 260 bytes.

The MODBUS protocol defines three PDUs. They are :

e |MODBUS Request PDU, mb_req_pdu
e |MODBUS Response PDU, mb_rsp_pdu
o |MODBUS Exception Response PDU, mb_excep_rsp_pdu

The mb_req_pdu is defined as:

lesired

eférences,
fsets, sub-function codes etc.

The mb_rsp_pdu isdefi
mb_rsp_pdy=

L
o
o

2,
_|
=
(/2]
-
o
a
-
-
c
=
3!
=
o
=
o
o
Q
o
o
o)

B,
o)
=
a
o

-}
=4
)
=
o
c
)
c
Q)

y

The mb_excep>
mb”_excep_rsp_pdu = {function_code, request_data}, where

exception-function_code = [1 byte] MODBUS function code + 0x80
exception_code = [1 byte] MODBUS Exception Code Defined in table
"MODBUS Exception Codes" (see 1.7).

1.4.2 Data Encoding

¢ MODBUS uses a ‘big-Endian’ representation for addresses and data items. This means
that when a numerical quantity larger than a single byte is transmitted, the most
significant byte is sent first. So for example

Reqister size value

16 - bits 0x1234 the first byte sentis 0x12 then 0x34
NOTE For more details, see [1] in 1.1.2.
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1.4.3 MODBUS data model

MODBUS bases its data model on a series of tables that have distinguishing characteristics.

The four primary tables are:

. ) ) This type of data can be provided by an 1/O system.
Discretes Input Single bit Read-Only
This type of data can be alterable by an application
Coils Single bit Read-Write orogram. y an app
) ) This type of data can be provided by an 1/0 system
Input Registers 16-bit word Read-Only
. . ) ) This type of data can be alte by an application
Holding Registers 16-bit word Read-Write program.
The distinctions between inputs and outputs, and between word-
addregsable data items, do not imply any application behavior. 2, and

very dommon, to regard all four tables as overlaying one ano
interpfetation on the target machine in question.

most natural

items,

and th Wdltiple consgcutive
data i nction code.

It's obvious that all the data handled via MODBY i ol must be located in gevice
applicption memory. But physical address ip t be confused with data

MODRBUS logical reference number, whig signed
integ

o Im

The ¢ 3 ferent
organ \ s ibed in this document. Each device can have its
own o its z

Exam

The e
outpufs.
block

MODBUS access

ts and
Each

™~ Input Discrete
< Coils MODBUS Request
]
Input Registers
1 p ]
‘/ Holding
Registers

L

MODBUS SERVER DEVICE

Figure 6 — MODBUS Data Model with separate block
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Example 2: Device having only 1 block

In this example, the device has only 1 data block. The same data can be reached via several
MODBUS functions, either via a 16 bit access or via an access bit.

Device application memory

MODBUS access

Input Discrete

/
AL

J J' Coils MODBUS Request

]
4& Input Registers

k Holding

Registers

<

MODBUS SERVER DEVICE /(;

144

The M

It alsg leveral

eleme

In th ent within a data block is numbered from 1 jto n.
Afterw has to be bound to the device application (IEC461131
object]

The pre-niappi itween thé MODBUS data model and the device application is tptally
vendd evice ecifi
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MODBUS data model MODBUS PDU addresses

Read input 0

1

Discrete Input

Read coils 4

The p
PDU

1.4.5

The fq
servel

NOTE

Read Regisgers 1
N

1|

Input Registers 27—

1

Holding Register's

55

revious fi
-1.

In this PAS

PUS Standard

ddressing model

data numbered X is addressed in the MODBUS

ion in

a normpal response is the function code its specific data.
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Wait for a MB
indication

[Receive MB indication]

Validate function
code

| ExeptionCode_1 | [Invalid]

[Valid]

| ExceptionCode_2

i%k

\i\ao\oﬁ&gde 456

[Invalid]

Send Modbus
Response

igure 9 — MODBUS Transaction state diagram

Dnce the request has been processed by a server, a MODBUS response usivpg the
dequate MODBUS server transaction 15 buift.

Depending on the result of the processing two types of response are built :
= A positive MODBUS response :

the response function code = the request function code

= A MODBUS Exception response ( see 1.7 ):

the objective is to provide to the client relevant information concerning the
error detected during the processing ;

the exception function code = the request function code + 0x80 ;
= an exception code is provided to indicate the reason of the error.
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1.5 Function Code Categories

There are three categories of MODBUS Functions codes. They are :

Public Function Codes
e Are well defined function codes ,
e guaranteed to be unique,
o validated by the MODBUS-IDA.org community,
e publicly documented

e | have available conformance test,

e | includes both defined public assigned function codes as well 2
codes reserved for future use.

User-Pefined Function Codes

e | there are two ranges of user-defined function codes, i€
decimal.

e | user can select and implement a function
specification.

Reser

ned function

o 110

apported hy the

must
A new

posed

NOTE :
@JBLIC function codes
11 . .
0 User Defined Function codes
PUBLIC function codes
72 . .
65 User Defined Function codes
PUBLIC function codes
1

Figure 10 - MODBUS Function Code Categories

NOTE This Figure 10 MODBUS Function Code Categories represents the range where reserved function codes

may reside.
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1.5.1 Public Function Code Definition
Function Codes
code Sub |(hex)|Section
code
Physical Discrete |Read Discrete Inputs 02 02 | 1.6.2
Inputs
. . Read Coils 01 01 1.6.1
Bit Internal Bits - - -
I REEEG Or Write Single Coil 05 05 | 1.6.5
Physica' CO“S Write Multlple CO”S 15 OF 1611
Data Physical Input Read Input Register 04 o4 | 1.6.4
Access Registers ~
Read Holding Registers NN 0B | 163
16 bits | | 4l Registers |Write Single Register 06, b | 1.6.6
agcess Or Write Multiple Registers ¢ |~ k6 N 1o [1.6.12
Physical Output |Read/Write Multiple Registers, | 23 7 [1.6.17
Registers Mask Write Register 2. D 16 |1.6.16
Read FIFO queue 24 18 | 1.6.18
Read File record[ /™ ™~N20 6 14 [1.6.14
File record access Write File record \ _~ / A 1 6 15 [1.6.15
Read Exception status, () |V 07 oF | 1.6.7
_ _ Diagnostic NN /| 08 [o00-18,20] o | 1.6.8
Diagnostics Get Com event.cobnter 11 oB | 1.6.9
Get| Comp-Evehtag \ 12 oc | 1.6.10
Report Slave)ID 17 M [1.6.13
<\/R®Q\Qevi\ce)|dg\nﬁication 43 14 | 2B |1.6.21
Other [\/\ A mbs%{ted Iiterface 43 13,14 | 2B | 1.6.19
ahspo
CANopen Beneral Reference 43 13 2B | 1.6.20
1.6
1.6.1
This f used to read from 1 to 2000 contiguous status of coils in a remote
devicsg. specifies the starting address, ie the address of the firgt coil
specif] e numpber of coils. In the PDU Coils are addressed starting at zero. Thgrefore
coils numbered 1-T6.d4re addressed as 0-15.
The cpi
indicatet

in the query. The other coils follow

to high order in subsequent bytes.

If the returned output quantity is not a multiple of eight, the remaining bits in the final data
byte will be padded with zeros (toward the high order end of the byte). The Byte Count field
specifies the quantity of complete bytes of data.

toward the high order end of
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Request

Function code 1 Byte 0x01

Starting Address 2 Bytes 0x0000 to OXFFFF

Quantity of coils 2 Bytes 1 to 2000 (0x7D0)
Response

Function code 1 Byte 0x01

Byte count 1 Byte N*

Coil Status n Byte n =N or N+1

*N = Quantity of Outputs / 8, if the remainder is different of 0 = N = N+1

Error

Function code 1 Byte Function code + 0x80

Exception code 1 Byte 01 or 02 or 03 or 04

Here ils an example of a

request to read discrete outputs 20-38:

Field Name (Hex) Field Name (Hex) (]
Function 01 Function A\ \01
Starting Address Hi 00 Byte Count \03
Starting Address Lo 13 Outputs status 27-20 CD
Quantity of Outputs Hi 00 Outputs status 35-28 K\ 6B)
Quantity of Outputs Lo 13 Outputs status 38,36, 205 \

The s

By co
Thus |
outputs
MSB:

In the
0000
byte. ]
NOTE

binary~100 1101.

Dutput

he teft, and the LSB to thg right.

e has

itted serially, they flow from LSB to

as the byte value 05 hex, or
eft, and output 36 is the LSB

supported

¢ YES

0x0001 < Quantity of Outputs < 0x07D0

¢ YES

NO Starting Address == OK
AND
Starting Address + Quantity of Outputs == OK

ExceptionCode = 03

binary
of this

A

A 4

YES
ExceptionCode = 02 y

” Request Processing "

v

NO
r< ReadDiscreteOutputs == OK
YES

ExceptionCode = 04 v

MB Server Sends mb_rsp |

y y y
MB Server Sends mb_exception_rsp é-D

Figure 11 — Read Coils state diagram
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1.6.2 02 (0x02) Read Discrete Inputs

This function code is used to read from 1 to 2000 contiguous status of discrete inputs in a
remote device. The Request PDU specifies the starting address, ie the address of the first
input specified, and the number of inputs. In the PDU Discrete Inputs are addressed starting

at zero. Therefore Discrete inputs numbered 1-16 are addressed as 0-15.

The discrete inputs in the response message are packed as one input per bit of the data field.
Status is indicated as 1= ON; 0= OFF. The LSB of the first data byte contains the input
addressed in the query. The other inputs follow toward the high order end of this byte, and

from low order to high order in subsequent bytes.

If the returned input quantity is not a multiple of eight, the remaining bits in the final data byte

will be_padded with zeros (fnward the high order end of the hyfn) The Byte Count field
specifles the quantity of complete bytes of data.
Request A
Function code 1 Byte 0x02 < \
Starting Address 2 Bytes 0x0000 to OXEFFR.\
Quantity of Inputs 2 Bytes 1 to 2000/(0x7D0)
~X
Response
Function code 1 Byte /(\xszi & \ D%
Byte count 1 I%/é\ /\\N% Q
Input Status N* \By
*N = Quantity of Inputs / 8 if the/femain rent of 0= N =N+1
Error
Error code O\ fTByte x82)
Exception code[\ N Oﬁor 02 or 03 or 04
Here ils an exa ¢ iscréte inputs 197 — 218:
Field Name N e Field Name
Function Function 02
Byte Count 03
Inputs Status 204-197 AC
Inputs Status 212-205 DB
Inputs Status 218-213 35
The sfatus iputs 204—197 is shown as the byte value AC hex, or binary 1010
1100. [Input 2048 SB of this byte, and input 197 is the LSB.
The sfatus of discrete inputs 218-213 is shown as the byte value 35 hex, or binary 0011
0101.|Input 218 is in the third bit position from the left, and input 213 is the LSB.

NOTE The two remaining bits (toward the high order end) are zero filled.
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MB Server receives mb_req_pdu

ExceptionCode = 01
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NO A
Function code
supported
YES
NO A
0x0001 < Quantity of Inputs < 0x07D0 >
A YES
ExceptionCode = 03
NO Starting Address =
AND
Starting Address + Quantity of Inputs
A\ 4

A

ExceptionCode = 02

A

YES (\

Request PM\

RN

AN

o XN
RS

ExceptionCode

-(04
N\

o

A

MB Server Sends mb_exception_rsk (\

Figure Rea is}ret)e

9

%

ts state diagram

M

A\
é\%Jrvnj‘r\Sénds mb_rsp
N

4
EXIT

:
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1.6.3 03 (0x03) Read Holding Registers

This function code is used to read the contents of a contiguous block of holding registers in a
remote device. The Request PDU specifies the starting register address and the number of
registers. In the PDU Registers are addressed starting at zero. Therefore registers numbered
1-16 are addressed as 0-15.

The register data in the response message are packed as two bytes per register, with the
binary contents right justified within each byte. For each register, the first byte contains the
high order bits and the second contains the low order bits.

Request
Function code 1 Byte 0x03
Starting Address 2 Bytes 0x0000 to OxFFFF
Quantity of Registers 2 Bytes 1 to 125 (0x7D)
Response N
Function code 1 Byte 0x03 <\
Byte count 1 Byte 2 x N* \
Register value N* x 2 Bytes {
*N = Quantity of Registers D\
Error <\ \
Error code 1 Byte 0x83 Y\
Exception code 1 Byte \

Here iis an example of a request to

Field Name

Function 03
Starting Address Hi 06
Starting Address Lo 02
No. of Registers Hi 00 \ 2B
No. of Registers Lo 03 00

Register value Hi (110) 00
gister value Lo (110) 64

are \& the two byte values of 02 2B hex, or 555 dgcimal.
189-110Nare 00 00 and 00 64 hex, or 0 and 100 dgcimal,

The cpntents of regie
The dontents of A&
respegtively.
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ENTRY

A

MB Server receives mb_req_pdu

Function code
supported

A
ExceptionCode = 01 NO v
0x0001 < Quantity of Registers < 0x007D

YES

A 4 o
ExceptionCode = 03

d

NO Starting Address == OK
AND
Starting Address + Quantity of Registers =< OK

A
ExceptionCode = 02 v

Request Proce%ing x
NO 4 \ \

4
Except|onCo YN
AN

W <AB d{va SWb_rsp
A 4 \ 4 ‘>

MB Server Sends mb_exception_| Ksp (\ >

d\l'hg)Q gisters state diagram

YES

1.6.4| 04 (0xo<>

This function cod& j 1 to approx. 125 contiguous input registerg in a
remote device. T zifies the starting register address and the number of
registers. In the\P addressed starting at zero. Therefore input rgJ;isters
numbered 1-

The register orfse message are packed as two bytes per register, with the
binar i justified within each byte. For each register, the first byte contaips the
high drderkj nd contains the low order bits.
Requeést

Function code_ 1 Byte 0x04

Starfing Address 2 Bytes 0x0000 to OxFFFF

Quantity of Input Registers 2 Bytes 0x0001 to 0x007D

Response

Function code 1 Byte 0x04

Byte count 1 Byte 2 x N*

Input Registers N* x 2 Bytes

*N = Quantity of Input Registers

Error

Error code 1 Byte 0x84
Exception code 1 Byte 01 or 02 or 03 or 04
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Here is an example of a request to read input register 9:

Field Name (Hex) Field Name (Hex)
Function 04 Function 04
Starting Address Hi 00 Byte Count 02
Starting Address Lo 08 Input Reg. 9 Hi 00
Quantity of Input Reg. Hi 00 Input Reg. 9 Lo 0A
Quantity of Input Reg. Lo 01

The contents of input register 9 are shown as the two byte values of 00 OA hex, or 10

decimal.
Come >

MB Server receives mb_req_pdu

\ 4

NO
Function code
supported

A YES
ExceptionCode = 01 A\ 4

NO

< 0x0

NO ¢

0x0001 < Quantity of Regist
ReadInputRegisters == OK

<0
y /N
S
ExceptionCode = 03 f ;\\)F\ ) /
ExtebtionCode = 04 YES
\/\ 4
\/ MB Server Sends mb_rsp
y

o Starti Ad(!ng:

AN

Starting Address, + Quantity of Registers == OK
——" v - \ YES
xcep! |on((o e= v

Q ?2\ Mst Processing
y y y
\ Mewé\SendMexception_rsp ——
\Pigy%e 14 — Read Input Registers state diagram

1.6.5 [ .£05(0x05) Write Single Coil

This function code is used to write a single output to either ON or OFF in a remote device.

The requested ON/OFF state is specified by a constant in the request data field. A value of
FF 00 hex requests the output to be ON. A value of 00 00 requests it to be OFF. All other
values are illegal and will not affect the output.

The Request PDU specifies the address of the coil to be forced. Coils are addressed starting
at zero. Therefore coil numbered 1 is addressed as 0. The requested ON/OFF state is
specified by a constant in the Coil Value field. A value of 0XFF0O requests the coil to be ON.
A value of 0X0000 requests the coil to be off. All other values are illegal and will not affect
the coil.

The normal response is an echo of the request, returned after the coil state has been written.
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Request

Function code 1 Byte 0x05

Output Address 2 Bytes 0x0000 to OXFFFF

Output Value 2 Bytes 0x0000 or OxFFOO
Response

Function code 1 Byte 0x05

Output Address 2 Bytes 0x0000 to OxFFFF

Output Value 2 Bytes 0x0000 or OxFFOO
Error

Error code 1 Byte 0x85

Exception code 1 Byte 01 or 02 or 03 or 04

Here iis an example of a request to write Coil 173 ON:

Field Name (Hex) Field Name ) S
Function 05 Function 05
Output Address Hi 00 Output Address Hi \_ 00
Output Address Lo AC Output Address Lo NAC\
Output Value Hi FF Output Value Hi NS FF \
Output Value Lo 00 Output Value Lao_ N0 )

MB Server eiveb%&%)du

/Y

Furiction cgde
/\ supporte
Y
ExceptiRCo&=\01 o A
Gutbut Vae == 250000
\/\ OxFF00
YES
Q< Exceptign od}i% W v

NO

Nl

|

Output Address == OK

\\J> y YES
. \ 4
ExceptionCode = 02
> Request Processing

v

NO
WriteSingleOutput == OK >

A YES
ExceptionCode = 04 A 4
MB Server Sends mb_rsp

\ 4 A 4 A 4 \ 4

MB Server Sends mb_exception_rsp

E—

Figure 15 — Write Single Output state diagram

1.6.6 06 (0x06) Write Single Register

This function code is used to write a single holding register in a remote device.
The Request PDU specifies the address of the register to be written. Registers are addressed
starting at zero. Therefore register numbered 1 is addressed as 0.

The normal response is an echo of the request, returned after the register contents have
been written.


https://iecnorm.com/api/?name=90ddbb988076ce6ef9915be4bb8b4e8d

PAS 62030 © IEC:2004 (E) - 25—
Request
Function code 1 Byte 0x06
Register Address 2 Bytes 0x0000 to OXFFFF
Register Value 2 Bytes 0x0000 or OXFFFF
Response
Function code 1 Byte 0x06
Register Address 2 Bytes 0x0000 to OxFFFF
Register Value 2 Bytes 0x0000 or OXFFFF
Error
Error code 1 Byte 0x86
Exception code 1 Byte 01 or 02 or 03 or 04
Here iis an example of a request to write register 2 to 00 03 hex:
Field Name (Hex) Field Name Hex)
Function 06 Function \ 06
Register Address Hi 00 Register Address Hi \()0
Register Address Lo 01 Register Address Lo N\ 09
Register Value Hi 00 Register Value Hi 00\
Register Value Lo 03 Register Value Lg/\ 03 \

G

MB Sewer@ei\k\mb <q_p u

Furniction code
s\ipport

A

Exceptionc&g= 01
N

9

T\
NN

N
0>MJ\< Register Nalue < OXFFFF >

ExcegfionCode’s 03 \)
RN

YES

\ 4

Register Address == OK

\/\\/w ‘
N
\/ NExceptionCode = 02

A 4

YES
A4

Request Processing

v

WriteSingleRegister == OK

NO

ExceptionCode = 04

YES

A 4

MB Server Sends mb_rsp

A 4 A y

MB Server Sends mb_exception_rsp

S

Figure 16 — Write Single Register state diagram
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1.6.7 07 (0x07) Read Exception Status (Serial Line only)
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This function code is used to read the contents of eight Exception Status outputs in a remote

device.

The function provides a simple method for accessing this information, because the Exception

Output references are known (no output reference is needed in the function).

The normal response contains the status of the eight Exception Status outputs. The outputs
are packed into one data byte, with one bit per output. The status of the lowest output
reference is contained in the least significant bit of the byte.

The contents of the eight Exception Status outputs are device specific.

Request

Response

Error

[__Function code 1 Byte [_0x07 |
Function code 1 Byte 0x07 AN
Output Data 1 Byte 0x00 to OxFF { '\
Error code 1 Byte 0x87 \ N N\
Exception code 1 Byte

01 or 04 £ NAN
~X

Here iis an example of a request to read the excetio

Field Name

Function

In thid example, the output data is 6D hex (0NOM 0K\ binary). Left to right, the outpy
OFF-DN-ON-OFF-ON-ON-OFF-ON!| Th

addressed output.

<
Q

ENTRY

&

Q

(N
\MKS% é>eives mb_req_pdu
>y

Function code
supported

%(c tion})sgyzm

¢ YES

N

Request Processing

NO

v

ReadExceptionStatus == OK >

sheywn from the highest to the

\ 4

i

ExceptionCode = 04

YES

v
MB Server Sends mb_rsp

MB Server Sends mb_exception_rsp

—>

Figure 17 — Read Exception Status state diagram

ts are
owest
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1.6.8 08 (0x08) Diagnostics (Serial Line only)

MODBUS function code 08 provides a series of tests for checking the communication system
between a client ( Master) device and a server ( Slave), or for checking various internal error
conditions within a server.

The function uses a two—byte sub-function code field in the query to define the type of test to
be performed. The server echoes both the function code and sub-function code in a normal
response. Some of the diagnostics cause data to be returned from the remote device in the
data field of a normal response.

In general, issuing a diagnostic function to a remote device does not affect the running of the
user program in the remote device. User logic, like discrete and registers, is not accessed by
the di . . . . . ;

remot

st

Function code 1 Byte
Sub-function 2 Bytes,
Data N X2 Bytes
Response
Function code 1Byte (T
Sub-function Bytes \. X
Data < Nx28Bytesx )| |, D
N
Error l\
Error code Q NByte,  \L 0x88
Exception(code, v 1-B\te 01 or 03 or 04

N\

des supported by the serial line devices

1.6.8.1 Sub-function

Here the lisK of i odes supported by the serial line devices. Each sub-function
code |s i i example of the data field contents that would apply fqr that

diagnos

Sub-f nctiog%@{ me
Hex
00 00 Return Query Data
01 01 Restart Communications Option
02 02 Return Diagnostic Register
03 03 Change ASCII Input Delimiter
04 04 Force Listen Only Mode

05.. 09 RESERVED
0A 10 Clear Counters and Diagnostic Register
0B 11 Return Bus Message Count
0C 12 Return Bus Communication Error Count
0D 13 Return Bus Exception Error Count
0E 14 Return Slave Message Count
0F 15 Return Slave No Response Count
10 16 Return Slave NAK Count
11 17 Return Slave Busy Count
12 18 Return Bus Character Overrun Count
13 19 RESERVED
14 20 Clear Overrun Counter and Flag
N.A. 21 ... | RESERVED

65535
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00 Return Query Data
The data passed in the request data field is to be returned (looped back) in the response. The
entire response message should be identical to the request.

Sub-function Data Field (Request) Data Field (Response)

00 00 Any Echo Request Data

01 Restart Communications Option

The remote device serial line port must be initialized and restarted, and all of its
communications event counters are cleared. If the port is currently in Listen Only Mode, no
response is returned. This function is the only one that brings the port out of Listen Only
Mode. If the port is not currently in Listen Only Mode, a normal response is returned. This
occurs before the restart is executed.

When|the remote device receives the request, it attempts a restart and executes\ er—up
confidence tests. Successful completion of the tests will bring the portonling:

A reqyest data field contents of FF 00 hex causes the port’'s Com to be
cleared also. Contents of 00 00 leave the log as it was prior to th
Sub-function Data Field (Request)
00 01 00 00
00 01 FF 00
02 Refurn Diagnostic Register
The cpntents of the remote device’s 16 Nse.

Sub-function Data Fié
00 02 00 00

03 Chjange ASCII Input Delimiter
The character ‘CHAR’ passed\in the re [ limiter
for future messages (r i ‘ = s of a
Line Heed is not requir,

Sub-functi
00 03

04 Fofce Listen
Forces € to its Listen Only Mode for MODBUS communic;Itions.

Data Field (Response)
Echo Request Data

This |solate§ i her devices on the network, allowing them to continue
commupnigati i i dption from the addressed remote device. No respofse is
returnpds

When|the ren enters its Listen Only Mode, all active communication contrqls are
turned off. The-Ready)watchdog timer is allowed to expire, locking the controls off. While the
devicg is inthis mode, any MODBUS messages addressed to it or broadcast are monjtored,
but nq actions will be taken and no responses will be sent.

The only function that will be processed after the mode is entered will be the Restart
Communications Option function (function code 8, sub-function 1).

Sub-function Data Field (Request) Data Field (Response)
00 04 00 00 No Response Returned

10 (0A Hex) Clear Counters and Diagnostic Register
The goal is to clear all counters and the diagnostic register. Counters are also cleared upon
power—up.

Sub-function Data Field (Request) Data Field (Response)

00 OA 00 00 Echo Request Data

11 (0B Hex) Return Bus Message Count

The response data field returns the quantity of messages that the remote device has detected
on the communications system since its last restart, clear counters operation, or power—up.
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Sub-function Data Field (Request) Data Field (Response)
00 0B 00 00 Total Message Count

12 (0C Hex) Return Bus Communication Error Count
The response data field returns the quantity of CRC errors encountered by the remote device
since its last restart, clear counters operation, or power—up.

Sub-function Data Field (Request) Data Field (Response)

00 0C 00 00 CRC Error Count

13 (0D Hex) Return Bus Exception Error Count

The rgsponse data field returns the quantity of MODBUS exception response
remote device since its last restart, clear counters operation, or power—up
Exception responses are described and listed in 1.7 .

Sub-function Data Field (Request) Data Field (
00 0D 00 00

14 (OB Hex) Return Slave Message Count

The rgsponse data field returns the quantity of messages
broadgast, that the remote device has processed si
operation, or power—up.
Sub-function

00 OE 00 00

returned py the

espo

emote devjce, or
clear counters

15 (OF Hex) Return Slave No Response Coun

The rgsponse data field returns the q ce for
which|it has returned no response ( pnse),
since |ts last restart, clear C

Sub-function Data Field (Response)

00 OF Slave No Response Count
16 (10
The rg ' vaptity of messages addressed to the remote devjce for

jedge (NAK) exception response, since its last rpstart,
up. Exception responses are described and listed in

which
clear
sectio
ata Field (Request) Data Field (Response)

00 00 Slave NAK Count

17 (11 SJave Busy Count
The rgsponse data field returns the quantity of messages addressed to the remote devjce for
which| it returned a Slave Device Busy exception response, since its last restart,| clear
counters operation, or power—up.

Sub-function Data Field (Request) Data Field (Response)

00 11 00 00 Slave Device Busy Count

18 (12 Hex) Return Bus Character Overrun Count

The response data field returns the quantity of messages addressed to the remote device that
it could not handle due to a character overrun condition, since its last restart, clear counters
operation, or power—up. A character overrun is caused by data characters arriving at the port
faster than they can be stored, or by the loss of a character due to a hardware malfunction.
Sub-function Data Field (Request) Data Field (Response)
0012 00 00 Slave Character Overrun Count
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20 (14 Hex) Clear Overrun Counter and Flag

Clears the overrun error counter and reset the error flag.
Sub-function Data Field (Request) Data Field (Response)
00 14 00 00 Echo Request Data

1.6.8.2 Example and state diagram

Here is an example of a request to remote device to Return Query Data. This uses a sub-
function code of zero (00 00 hex in the two—byte field). The data to be returned is sent in the
two—byte data field (A5 37 hex).

Field Name (Hex) Field Name
Function 08 Function

Sub-function Hi 00 Sub-function Hi . < 00 (]
Sub-function Lo 00 Sub-function Lo \ Mo
Data Hi A5 Data Hi \AB
Data Lo 37 Data Lo 37

The data fields in responses to other kinds of queries could contain exsrer counts or othgr data
requested by the sub-function code.

Cm N
s

OR code
bfun 0 de su orted

R
ORNES ’

YES
\%ep n M03 \ 4

Request Processing

A 4

NO
Diagnostic == OK >

v YES
ExceptionCode = 04

MB Server Sends mb_rsp

A 4 A y
MB Server Sends mb_exception_rsp —p

Figure 18 — Diagnostic state diagram

1.6.9 11 (0x0B) Get Comm Event Counter (Serial Line only)

This function code is used to get a status word and an event count from the remote device's
communication event counter.

By fetching the current count before and after a series of messages, a client can determine
whether the messages were handled normally by the remote device.
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The device’s event counter is incremented once for each successful message completion. It is not
incremented for exception responses, poll commands, or fetch event counter commands.

The event counter can be reset by means of the Diagnostics function (code 08), with a sub-
function of Restart Communications Option (code 00 01) or Clear Counters and Diagnostic
Register (code 00 0A).

The normal response contains a two-byte status word, and a two-byte event count. The
status word will be all ones (FF FF hex) if a previously—issued program command is still being
processed by the remote device (a busy condition exists). Otherwise, the status word will be
all zeros.

Request
[ Function code | 1Byte | oxoB |

Resplnse

Function code 1 Byte 0x0B

Status 2 Bytes 0x0000 to OXFFFF A\

Event Count 2 Bytes 0x0000 to OXFFFF ¢ \
Error

Error code 1 Byte 0x8B \ D\

Exception code 1 Byte 010r04

Here iis an example of a request to get the communi ce:

Field Name

Function 0B
FF
FF
01
08

In thi§ example, the stat
progrgss in the remote/ d

counted by the defice.

icating that a program function is still in
ws that 264 (01 08 hex) events have been

\MB/Server receives mb_req_pdu

v

NO
Function code
¢ supported
\E'{ YES
ceptionCode = 01

| Request Processing |

v

GetCommEventCounter == OK >

NO

l

ExceptionCode = 04

YES

4
MB Server Sends mb_rsp

4
MB Server Sends mb_exception_rsp —p

Figure 19 — Get Comm Event Counter state diagram
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1.6.10 12 (0x0C) Get Comm Event Log (Serial Line only)

This function code is used to get a status word, event count, message count, and a field of
event bytes from the remote device.

The status word and event counts are identical to that returned by the Get Communications
Event Counter function (11, 0B hex).

The message counter contains the quantity of messages processed by the remote device
since its last restart, clear counters operation, or power—up. This count is identical to that
returned by the Diagnostic function (code 08), sub-function Return Bus Message Count (code
11, OB hex).

The event bytes field contalns 0- 64 bytes, W|th each byte correspondlng to the status of one

MOD grs the
event v byte
flushefs
The nprmal response contains a two—byte status word field, a two<byt ¢ fleld, a
two—-b i xnt field
defin
Requeést
[ Function code | 1Byte

Response

Function code 1 Byte 00C /) )

Byte Count 1 Byte E AP YEN

Status 2 Bytes 0%0000 /0 QXFEFF

Event Count 2 Bytes\. { 0%0000\t6 OXEFFE.

Message Count 2 Bites 0%0000 tq OXFFFF

Events (N-6) X _Byt&
*N = Quantity of Events + 3 x 2 Bytes, <ength éi\ét@Event Count and Message Colint)
Error /\ RN

Error code

Exception code |\ | AByte 5b1 or 04

Here is an examf request tq gekthe.communications event log in remote device:

Field Nam (Hex) Field Name (Hex)

Function __dc Function 0C
Byte Count 08
Status Hi 00
Status Lo 00
Event Count Hi 01
Event Count Lo 08
Message Count Hi 01
Message Count Lo 21
Event 0 20
Event 1 00

In this example, the status word is 00 00 hex, indicating that the remote device is not
processing a program function. The event count shows that 264 (01 08 hex) events have
been counted by the remote device. The message count shows that 289 (01 21 hex)
messages have been processed.

The most recent communications event is shown in the Event 0 byte. Its content (20 hex)
show that the remote device has most recently entered the Listen Only Mode.

The previous event is shown in the Event 1 byte. Its contents (00 hex) show that the remote
device received a Communications Restart.

The layout of the response’s event bytes is described below.
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What the Event Bytes Contain

An event byte returned by the Get Communications Event Log function can be any one of four
types. The type is defined by bit 7 (the high—order bit) in each byte. It may be further defined
by bit 6. This is explained below.

¢ Remote device MODBUS Receive Event

The remote device stores this type of event byte when a query message is received. It
is stored before the remote device processes the message. This event is defined by
bit 7 set to logic ‘1’. The other bits will be set to a logic ‘1’ if the corresponding
condition is TRUE. The bit layout is:

Bit Contents

0 Not Used
Communication Error
Not Used

Not Used

Character Overrun

Currently in Listen Only Mode
Broadcast Received
1

N OO b WN -

¢ Remote device MODBUS Send Ever
The remote device stores this S Z . it finishes processing a r¢quest
message. It is stored if the remes G \ al or exception respornse, or
[ iCc ‘0’, with bit 6 setto a ‘1’. The

ponding condition is TRUE. The bit

layout is:

Contents

The remote dévice stores this type of event byte when it enters the Listen Only Mode.
The-event is defined by a content of 04 hex.

G

¢ Remote device Initiated Communication Restart

The remote device stores this type of event byte when its communications port is
restarted. The remote device can be restarted by the Diagnostics function (code 08),
with sub-function Restart Communications Option (code 00 01).

That function also places the remote device into a ‘Continue on Error or ‘Stop on
Error mode. If the remote device is placed into ‘Continue on Error’ mode, the event
byte is added to the existing event log. If the remote device is placed into ‘Stop on
Error’ mode, the byte is added to the log and the rest of the log is cleared to zeros.

The event is defined by a content of zero.
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MB Server receives mb_req_pdu

NO l
Function code
l supported

YES
ExceptionCode = 01

Request Processing

v

GetCommEventLog == OK

l YES

ExceptionCode = 04

NO

A 4

MB Server SenM
N
\ 4

MB Server Sends mb_exception_rsp
Figure 20 - Ge vent Log\state diagram
1.6.11 15 (0xO0F) Write Multiple Coils
This flinction code is used'ts S ) sequénce of coils to either ON or OFF in a

a
remote device. The Req § e 6ifi h Is are
addregsed starting at ze eCOi

The requested ON{OFk stdte cal "1
in a bit position i 4 juests
it to be OFF.

The nprmal respo {ign code, starting address, and quantity of coils f¢rced.
Requést PDU
Funcjiénsoda  \o\0 1 Byte 0xO0F
Starting Ad W\ /| 2Bytes 0x0000 to OXFFFF
QUaqtity of Quipits \ 2 Bytes 0x0001 to 0x07B0
Byte Catpte D\ 1 Byte N*
Outputs Value\ N* x 1 Byte
*N =.Quanti Outputs / 8, if the remainder is different of 0 = N = N+1
Responsé PDU
“Function code 1 Byte 0x0F
StartingAddress 2-Bytes 0x8880-te-OxFF
Quantity of Outputs 2 Bytes 0x0001 to 0x07B0
Error
Error code 1 Byte 0x8F
Exception code 1 Byte 01 or 02 or 03 or 04

Here is an example of a request to write a series of 10 coils starting at coil 20:

The request data contents are two bytes: CD 01 hex (1100 1101 0000 0001 binary). The
binary bits correspond to the outputs in the following way:

Bit: 1 1 0 0 11 0 1 0O O O O O O o0 1
Output: 27 26 25 24 23 22 21 20 - - - - — -— 29 28

The first byte transmitted (CD hex) addresses outputs 27-20, with the least significant bit
addressing the lowest output (20) in this set.


https://iecnorm.com/api/?name=90ddbb988076ce6ef9915be4bb8b4e8d

PAS 62030 © IEC:2004 (E) - 35 -

The next byte transmitted (01 hex) addresses outputs 29-28, with the least significant bit
addressing the lowest output (28) in this set. Unused bits in the last data byte should be
zero—filled.

Field Name (Hex) Field Name (Hex)
Function OF Function OF
Starting Address Hi 00 Starting Address Hi 00
Starting Address Lo 13 Starting Address Lo 13
Quantity of Outputs Hi 00 Quantity of Outputs Hi 00
Quantity of Outputs Lo 0A Quantity of Outputs Lo 0A
Byte Count 02

Outputs Value Hi CD

Outputs Value Lo 01

G

MB Server receives mb_req_pdu

A 4

NO
Function code *N = Qdanti
supported remaimder is differe
A YES
ExceptionCode = 01 v
NO 0x0001 < Quantity of Out@x BO
A
v ES

ExceptionCode = 03 v

Staxing Address == OK
AND

S

- YES
\§(<ceptlon odeg = v

Request Processing
w0 v
WriteMultipleOutputs == OK >
A
ExceptionCode = 04 YES
A 4

> MB Server Sends mb_rsp
\/4 \ 4 \4 A 4

N, Mh\Se r SerAds mb_exception_rsp

=z

uantity of Outputs == OK

7

e

>

gure 21 — Write Multiple Outputs state diagram

1.6.12 16 (0x10) Write Multiple registers

This function code is used to write a block of contiguous registers (1 to approx. 120 registers)
in a remote device.

The requested written values are specified in the request data field. Data is packed as two
bytes per register.

The normal response returns the function code, starting address, and quantity of registers
written.

Request
Function code 1 Byte 0x10
Starting Address 2 Bytes 0x0000 to OxFFFF
Quantity of Registers 2 Bytes 0x0001 to 0x0078
Byte Count 1 Byte 2 x N*
Registers Value N* x 2 Bytes value

*N = Quantity of Registers
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Response
Function code 1 Byte 0x10
Starting Address 2 Bytes 0x0000 to OXFFFF
Quantity of Registers 2 Bytes 1 to 123 (0x7B)
Error
Error code 1 Byte 0x90
Exception code 1 Byte 01 or 02 or 03 or 04

Here is an example of a request to write two registers starting at 2 to 00 OA and 01 02 hex:

Field Name (Hex) Field Name (Hex)
Function 10 Function 10
Starting Address Hi 00 Starting Address Hi 0f
Starting Address Lo 01 Starting Address Lo

Quantity of Registers Hi 00 Quantity of Registers Hi

Quantity of Registers Lo 02 Quantity of Registers Lo

Byte Count 04

Registers Value Hi 00

Registers Value Lo 0A

Registers Value Hi 01 )
Registers Value Lo 02

A
MB Server rece%mw_@

Quamntit of eg|sters < 0x007B
2 Quanmy of Registers x 2

Starting Address == OK
AND

A
ExceptionCode =}$\
N

O

Starting Address + Quantity of Registers == OK

A

YES
\ /ExceptionCode =02 \ 4
x Request Processing
o v
WriteMultipleRegisters == OK >
A
ExceptionCode = 04 YES
A 4
MB Server Sends mb_rsp
A \ 4 A A
MB Server Sends mb_exception_rsp —»

Figure 22 — Write Multiple Registers state diagram
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1.6.13 17 (0x11) Report Slave ID (Serial Line only)
This function code is used to read the description of the type, the current status, and other
information specific to a remote device.

The format of a normal response is shown in the following example. The data contents are
specific to each type of device.

Request
[ Function code | 1 Byte [ ox11 |
Response
Function code 1 Byte 0x11
Byte Count 1 Byte
Slave ID device
e
speeiic
Run Indicator Status 1 Byte 0x00 = OFF, OxFF = ON
Additional Data
Error (
Error code 1 Byte 0x91 \
Exception code 1 Byte 01 or 04 NN\

Here is an example of a request to report the ID and status:

Field Name (Hex) Field Name (Hex)

Function 11 Function N\ N1
Byte Cou > Device
Specific
Device
Specific
0x00 or OxFF
Device
Specific

MB W}ives n;f\ﬁq_pdu
(AN \
}U{ction code
supported

¢ YES

Request Processing

NO ¢

ReportSlavelD == OK >

l YES

ExceptionCode = 04
\ 4

VIB Server sends mb_rsp

A 4 A 4
MB Server Sends mb_exception_rsp | —pp!

Figure 23 — Report slave ID state diagram

<\
)

1.6.14 20/ 6 (0x14 / 0x06 ) Read File Record

This function code is used to perform a file record read. All Request Data Lengths are
provided in terms of number of bytes and all Record Lengths are provided in terms of
registers.

A file is an organization of records. Each file contains 10000 records, addressed 0000 to
9999 decimal or 0X0000 to 0X270F. For example, record 12 is addressed as 12.
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The function can read multiple groups of references. The groups can be separating (non-

contiguous), but the references within each group must be sequential.

Each group is defined in a separate ‘sub-request’ field that contains 7 bytes:

The reference type: 1 byte (must be specified as 6)
The File number: 2 bytes

The starting record number within the file: 2 bytes
The length of the record to be read: 2 bytes.

The quantity of registers to be read, combined with all other fields in the expected response,

must not exceed the allowable length of the MODBUS PDU : 253 bytes.

count|field is the total combined count of bytes in all ‘sub-responses’.

response’ contains a field that shows its own byte count.
Requeést (\
Function code 1 Byte 0x14 \
Byte Count 1 Byte 0x07 to 0xF5¢pytes
Sub-Regq. x, Reference Type 1 Byte 06 \ N
Sub-Regq. x, File Number 2 Bytes 0x0000 46 OXEFRF N\
Sub-Regq. x, Record Number 2 Bytes 0x0000 t3Qx270R) \
Sub-Req. x, Register Length 2 Bytes N AN
Sub-Req. x+1, ... / \
Response PR Y
Function code 1,Byte (1\ox12 / AN\
Resp. data Length A Byte / \[ 0Ox074{o0xF5
Sub-Regq. x, File Resp. length \{ Byfa, \0x07 tQ OxF5 )
Sub-Regq. x, Reference Type 1 Byte %
Sub-Req. x, Record Data N/K’Z\Bytes
Sub-Req. x+1, ... ( —~ N
Error NN
Error code { / 1RyteN_") [ 0x94
Exception code N 1 1 or 02 or 03 or 04 or
a 08

Here is an exa
= [ Group 1 corisi

reaWoups of references from remote device:

= [ Group 2 cgnsis registers from file 3, starting at register 9 (address 0009)).

Field Name

Function

Resp. Data length 0C

. Sub-Req. 1, File resp. length 05

Sub-Req. 1, Flg Number Hi 00 Sub-Req. 1, Ref. Type 06
Sub-“Req. 1, File Number Lo 04 Sub-Req. 1, Record. Data Hi 0D
Sudb-Req. 1, Record number Hi 00 Sub-Req. 1, Record. Data Lo FE
Sub-Req. T, Record number Lo 01 Sub-Req. T, Record. Data Hi 00
Sub-Req. 1, Record Length Hi 00 Sub-Req. 1, Record. Data Lo 20
Sub-Req. 1, Record Length Lo 02 Sub-Req. 2, File resp. length 05
Sub-Req. 2, Ref. Type 06 Sub-Req. 2, Ref. Type 06
Sub-Req. 2, File Number Hi 00 Sub-Req. 2, Record. Data Hi 33
Sub-Req. 2, File Number Lo 03 Sub-Req. 2, Record. Data Lo CcD
Sub-Req. 2, Record number Hi 00 Sub-Req. 2, Record. Data Hi 00
Sub-Req. 2, Record number Lo 09 Sub-Req. 2, Record. Data Lo 40
Sub-Req. 2, Record Length Hi 00
Sub-Req. 2, Record Length Lo 02

byte
‘sub-
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MB Server receives mb_req_pdu

A

NO
Function code
supported
- v YES
ExceptionCode = 01 NO
0x07 < Byte Count < OxF5
For each Sub-Req
¢ YES
A4

ExceptionCode = 03

NO

Reference Type == OK

File Number == OK

Record number == OK
AND
Starting Address + Register length ==\0

AND

AND

ExceptionCode = 02

AN
 C D

Requ%c&%

EN

(e

I’

o >
| < 6\\/0 >

)\’ YES
y

B Server Sends mb_rsp

AR5

Each

N \ 4
MB Server S,stwxé&)tionirsp
[N

é@ Record state diagram

orm a file record write. All Request Data Lengths are
bytes and all Record Lengths are provided in terms

contiguous, but the references within each group must be sequential.

A 4

EXIT

The reference type: 1 byte (must be specified as 6)
The file number: 2 bytes
The starting record number within the file: 2 bytes
The length of the record to be written: 2 bytes
The data to be written: 2 bytes per register.

The quantity of registers to be written, combined with all other fields in the request, must not
exceed the allowable length of the MODBUS PDU : 253bytes.

of the

D00 to

non-—
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Request
Function code 1 Byte 0x15
Request data length 1 Byte 0x07 to OxF5
Sub-Req. x, Reference Type 1 Byte 06
Sub-Req. x, File Number 2 Bytes 0x0000 to OxFFFF
Sub-Req. x, Record Number 2 Bytes 0x0000 to 0x270F
Sub-Req. x, Record length 2 Bytes N
Sub-Req. x, Record data N x 2 Bytes
Sub-Req. x+1, ...
Response
Function code 1 Byte 0x15
Response Data length 1 Byte
Sub-Req. x, Reference Type 1 Byte 06
Sub-Req. x. File Number 2 Bytes 0x0000 to OXFFFFF
Sub-Req. x, Record number 2 Bytes 0x0000 to OXFW
Sub-Req. x, Record length 2 Bytes 0x0000 to OXFRFFF N\
Sub-Req. x, Record Data N x 2 Bytes < \ \
Sub-Req. x+1, ... /\ X \
Error A \)
Error code > ‘\>
Exception code 0qen020r 0391 04 or 08
Here is an example of a request to write o references into remote device:

e The

Field Name

ing at register 7 (address 0007).

Function
Request Dat
Sub-Req.
Sub-Req. 1
Sub-Req.

Sub3Req. 1, Record Data Hi

Sub-Req. 1, Reg. Data Lo

Request Data length

Sub-Req. 1, Ref. Type
Sub-Req. 1, File Number Hi
Sub-Req. 1, File Number Lo
Sub-Req. 1, Record number Hi
Sub-Req. 1, Record number
Lo
Sub-Req.
Sub-Req.
Sub-Req.
Sub-Req.
Sub-Req.
Sub-Req.
Sub-Req.
Sub-Req.

1, Record length Hi
1, Record length Lo
1, Record Data Hi
1, Record Data Lo
1, Record Data Hi
1, Record Data Lo
1, Record Data Hi
1, Reg. Data Lo
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A
MB Server receives mb_req_pdu

A 4

NO
Function code
supported

YES

h 4
ExceptionCode = 01 NO y

0x07 < Byte Count < OXF5 >

For each Sub-Req

YE
v s A 4

A 4
ExceptionCode = 03

Reference Type == OK
AND
NO File Number == OK
AND
Record number == O
AND

Starting Address + Regis/te@
y s \
ExceptionCode = 02 A AN

RequestRrocessi

X@/eef\e%enc == 0K >
(;N ode = )\ YES
\ 4

MB Server Sends mb_rsp

v v v
MB Server Nds\%ex}s&ationirsp
[N

ite\tile Record state diagram
1.6.16 €
This ify the contents of a specified holding register uging a
combi n OR mask, and the register's current contents. The function
canb 8 idual bits in the register.
The r¢ acifies. the>holding register to be written, the data to be used as thg AND
mask,| and the-data Yo b€ used as the OR mask. Registers are addressed starting a{ zero.
Therefore registe 6 are addressed as 0-15.

The fynction’s algorithm is:
Result=v(Current Contents AND And Mask) OR (Or Mask AND (NOT And_ Mask))

For example:

Hex Binary
Current Contents 12 0001 0010
And_Mask = F2 1111 0010
Or_Mask = 25 0010 0101

(NOT And_Mask) 0D 0000 1101

Result = 17 0001 0111

NOTE 1 That if the Or_Mask value is zero, the result is simply the logical ANDing of the current contents and
And_Mask. If the And_Mask value is zero, the result is equal to the Or_Mask value.

NOTE 2 The contents of the register can be read with the Read Holding Registers function (function code 03).
They could, however, be changed subsequently as the controller scans its user logic program.
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The normal response is an echo of the request. The response is returned after the register

has been written.
Request

Function code 1 Byte 0x16

Reference Address 2 Bytes 0x0000 to OXFFFF

And_Mask 2 Bytes 0x0000 to OxFFFF

Or_Mask 2 Bytes 0x0000 to OxFFFF
Response

Function code 1 Byte 0x16

Reference Address 2 Bytes 0x0000 to OXFFFF

And_Mask 2 Bytes 0x0000 to OxFFFF

Or Mask 2 Bytes 0x0000 to OXFFFF
Error

Error code 1 Byte 0x96

Exception code 1 Byte 01 0r020r030r04 N\
Here |s an example of a Mask Write to register 5 in remote dewice\ usingithexabdve
values. R

Field Name (Hex) Field Name \ (Hex)

Function 16 Function 1\ 16

Reference address Hi 00 Referencg address 9o

Reference address Lo Reference adgress Lo 04

And_Mask Hi 00

And_Mask Lo F2

Or_Mask Hi 00

Or_Mask Lo 25

y

eference Address == OK >

¢ YES

_ NO AND_Mask == OK
Woncwe =02 -Mask
\) OR_Mask == OK
v YES
ExceptionCode = 03 y

Request Processing

A 4

4

v

NO

MaskWriteRegister == OK >

!

ExceptionCode = 04

\ 4

A 4

YES

MB Server Sends mb_rsp

v

MB Server Sends mb_exception_rsp

A 4
| 's EXIT )

Figure 26 — Mask Write Holding Register state diagram

mask
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1.6.17 23 (0x17) Read/Write Multiple registers

This function code performs a combination of one read operation and one write operation in a
single MODBUS transaction. The write operation is performed before the read.

Holding registers are addressed starting at zero. Therefore holding registers 1-16 are
addressed in the PDU as 0-15.

The request specifies the starting address and number of holding registers to be read as well
as the starting address, number of holding registers, and the data to be written. The byte
count specifies the number of bytes to follow in the write data field.

The normal response contains the data from the group of registers that were read. The byte
count field specifies the quantity of bytes to follow in the read data field.

Requlst
Function code 1 Byte 0x17
Read Starting Address 2 Bytes 0x0000 to OXxFFFF AN
Quantity to Read 2 Bytes 0x0001 to approx. 0x0076\
Write Starting Address 2 Bytes 0x0000 to OXFFFF
Quantity to Write 2 Bytes 0x0001 to approx/ 0X6Q76
Write Byte Count 1 Byte 2 x N* \
Write Registers Value N*x 2 Bytes NI
*N = Quantity to Write \ \
Response /)
Function code 1 Byte N IBDYER
Byte Count 1 Byte NN/ DN
Read Registers value NYx 28yte [N

*N' = Quantity to Read

Error

Error code
Exception code

Here is an exam
registers starting

sixxegisters starting at register 4, and to writg three

Field Name
Function

Byte Count 0C
Read Registers value Hi 00
Read Registers value Lo FE
Read Registers value Hi 0A
Read Registers value Lo CD
Read Registers value Hi 00
Read Registers value Lo 01
Quantity toWrite’Lo Read Registers value Hi 00

Write 'Byte Count 06 Read Registers value Lo 03
Write Registers Value Hi 00 Read Registers value Hi 00
Wirite Dngiefnre Malue lo EE Read Dngiefnre value l o oD
Write Registers Value Hi 00 Read Registers value Hi 00
Write Registers Value Lo FF Read Registers value Lo FF
Write Registers Value Hi 00

Write Registers Value Lo FF
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‘

MB Server receives mb_req_pdu

A 4

NO
Function code
supported
YES
ExceptionCode = 01 \ 4
NO 0x0001 < Quantity of Read < 0x007D
AND
0x0001 < Quantity of Write < 0x0079
AND
Byte Count == Quantity of Write x 2
\ 4 YES
ExceptionCode = 03 v

Read Starting Addresg~== Ol
NO

Write StarﬁrVdd@ss\

A\ 4 VES \/
ExceptionCode = 02
\/ﬁe est essing
N\ Write operation for re§\ ration

N \ N
Witgﬂmﬁpcé(egisters == 0K

Ren\vE
\

A 4

\\_)\/ MB Server Sends mb_rsp
|\n{}g/\§<js mb cepth |

%\%a 1 \it/ e Multiple Registers state diagram

PN
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1.6.18 24 (0x18) Read FIFO Queue

This function code allows to read the contents of a First-In-First-Out (FIFO) queue of register
in a remote device. The function returns a count of the registers in the queue, followed by the
queued data. Up to 32 registers can be read: the count, plus up to 31 queued data registers.
The queue count register is returned first, followed by the queued data registers.

The function reads the queue contents, but does not clear them.

In a normal response, the byte count shows the quantity of bytes to follow, including the
queue count bytes and value register bytes (but not including the error check field).

The queue count is the quantity of data registers in the queue (not including the count
register).

If the [queue count exceeds 31, an exception response is returned with
(lllegal Data Value).

rror codel of 03

Requeést (\
Function code 1 Byte 0x18 N\
FIFO Pointer Address 2 Bytes 0x0000 to OxFRFF \\
Response (\\ N
Function code 1 Byte 0x18 Y\
Byte Count 2 Bytes \
FIFO Count 2 Bytes <B1 N )
FIFO Value Register N* x 2 Bytes \ 3/ «
*N = FIFO Count
Error
Error code
Exception code
Here ils an example of Read aque ermodte device. The request is to repd the
queug starting at the poind i :

Field Name 5 I\ Freld_Name (Hex)
Function unction 18
FIFO Poi te Count Hi 00
FIFO Pointer A Byte Count Lo 06
FIFO Count Hi 00
FIFO Count Lo 02
FIFO Value Register Hi 01
FIFO Value Register Lo B8
FIFO Value Register Hi 12
FIFO Value Register Lo 84

In this \e,\mmmnter register (1246 in the request) is returned with a queue|count

of 2.7 registers follow the queue count. These are:
1247 (contents 440 decimal -- 0x01B8); and 1248 (contents 4740 -- 0x1284).
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ENTRY

A

MB Server receives mb_req_pdu

NO L
Function code
supported
\ 4 YES
ExceptionCode = 01

NO
0x0000 < FIFO Pointer Address < OXFFFF >

!

YES
ExceptionCode = 02

NO
FIFO Count < 31 >
A YES
ExceptionCode = 03

Reque Proc&%\
SRR

NO &
i
Exc?«é{mo 04 G :> YES
A 4
<L Wwer Sends mb_rsp

MB Sewer<nwm \) @
igu 28 ad \FQQ,deue state diagram

1.6.19 at erface Transport

NOTE [The usgr sheuly refert ex B: MODBUS RESERVED FUNCTION CODES, SUBCODES Al
TYPES

Function~Code 434 i El Type 14 for Device ldentification is one of two Encaps|
Interfgce Tran ntly available in this PAS. The following function codes an

Types| shall_hot'be p
function codes and MEI Types are specifically reserved: 43/0-12 and 43/15-255.

1Q

t of the IEC published Specification derived from this PAS and

ND MEI

ulated
d MEI
these

PN V=Y [l [ i Iy £ [AA—INT — 1 : £ 4 1 H
The VUUDUO LTICapsuialCu Imicrtatlc (VILT)TTaliopurt 15 a TIelrdarmnsiim TOT tUurirelinmTy service

requests and method invocations, as well as their returns, inside MODBUS PDUs.

The primary feature of the MEI Transport is the encapsulation of method invocations or
service requests that are part of a defined interface as well as method invocation returns or

service responses.
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Y
e R —
pplication pplication

Interface Backend Interface Backend

!I ient gpp ication

iniei iace E ;niii iace i

Client Interface Client Interface

;niei iace i

Server Interface Server Interface

MEI Type X MEI Type Y

MEI Transport (FC 43)

MEI Type X MEI Type Y

MEI Transport (FC 43)

— N

Network Interface Network Interface

I Network

Figure 29 —- MODBUS encapsulated Interface

The Network Interface can be any communication stack , such
as TCP/IP, or serial line.

A MEI Type is a MODBUS Assigned Number and th e willit i tween
0 to 295 are Reserved according to Annex B excép

The MEI Type is used by MEI TransportN ions ispa i ion to
the indlicated interface.

Since|the MEI Transport service is inte quired

by the interface must be provided by th g. MEI transaction processing, MEI

interfgce error handling, et

Request N m
Function code I \1 B%"\J

MEI Type* \ 1>B N
MEI type @ec}lc (%ta

* MEI = MODBUS %S\/W
Response

Functigh~code \_Q\ 1 Byte 0x2B
MEI Rype 1 byte 0x0E
yﬁl\y}\e sp\cn n Bytes

Func 1 Byte 0xAB :
Fc 0x2B + 0x80

erype 1 Byte 0x0E
“.ExXception code 1 Byte 01, 02, 03, 04

As an example see Read device identification request.

1.6.20 43/ 13 (0x2B / 0x0D) CANopen General Reference Request and Response PDU

The CANopen General reference Command is an encapsulation of the services that will be
used to access (read from or write to) the entries of a CAN-Open Device Object Dictionary as
well as controlling and monitoring the server device, the CANopen system, and devices.

The MEI Type 13 (0x0OD) is a MODBUS Assigned Number licensed to CiA for the CANopen
General Reference.

The system is intended to work within the limitations of existing MODBUS networks.
Therefore, the information needed to query or modify the object dictionaries in the system is
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The command will have the 256 Byte

Informative: Please refere to Annex C for a reference to a specification that provides

information on MEI Type 13.

1.6.21

43 / 14 (0x2B / 0x0E) Read Device Identification

This function code allows reading the identification and additional information relative to the
physical and functional description of a remote device, only.

The Read Device ldentification interface is modeled as an address space composed of a set

of adfmmbb—daa—emmﬁhe—dmwmm—md—dm—an—ubﬁct Id
identifies them.

The interface consists of 3 categories of objects :

Product code, and revision number.

Basic Device Identification. All objects of this category are

Extended Device Identification. In addition to régula

pvides

Requeést

Response

additional and optional identification and d¢scrj ysical
device itself. All of these data are device
Dbject Object Name / De rip\Q\ W M/O category
id
0x00 |VendorName /4 ASCII String | Mandatory | Bgsic
0x01 [ProductCode NGNS SCII String | Mandatory
0x02 |MajorMinorRevisiop ~_ \_ N ASCII String | Mandatory
0x03 |VendorUyl ™ ASCII String Optional Regular
0x04 |ProductName (\.ON"~__/ | ASCII String | Optional
0x05 |ModeINdme ASCII String Optional
0x06 |UseérApplicationiame ASCII String | Optional
0x07 | Resefy, \> Optional
o7f |\
0x80 [vate \obfects\may be optionally device Optional Extgnded
defi . dependant
0x hexramnge \0x89 — OxFF] is Product
%va\nt.
<N
Function code~” 1 Byte 0x2B
MEV¥Type* 1 Byte 0x0E
Read Device ID code 1 Byte 01/02/03/04
Object Id 1 Byte 0x00 to OxFF
* MEI = MODBUS Encapsulated Interface
Function code 1 Byte 0x2B
MEI Type 1 byte 0x0E
Read Device ID code 1 Byte 01/02/03/04
Conformity level 1 Byte
More Folows 1 Byte 00/FF
Next Object Id 1 Byte Object ID number
Number of objects 1 Byte
List Of
Object ID 1 Byte
Object length 1 Byte
Object Value Object length Depending on the object ID
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Error

Function code 1 Byte 0xAB :

Fc 0x2B + 0x80
MEI Type 1 Byte 0x0E
Exception code 1 Byte 01, 02, 03, 04

Request parameters description :

A MODBUS Encapsulated Interface assigned number 14 identifies the Read identification
request.

The paremeter " Read Device ID code " allows to define four access types :

01: request to get the basic device identification (stream access)
Q2 request to get the regular device identification (Qtrpnm :mmnce)

03: request to get the extended device identification (stream a
04: request to get one specific identification object (individug

Ap exception code 03 is sent back in the response if the Read dewi - s.llegal.

I case of a response that does not fit into a single respo e,\s® ctions
(request/response ) must be done. The Object Id byte gives i 10 e first
object to obtain. For the first transaction, the client must set th & 2 obtain

the beginning of the device identification data. For the f \ client
mlust set the Object Id to the value returned by the in i i

Remark : An object is indivisible, therefore any/object size consistent with
the size of transaction response.

Iflthe Object Id does not match aQy knowq obj€ct, the sg/e esponds as if object 0 were
pointed out (restart at the beginning).

In case of an individual access: gives
tHe identification of the object to Known
object, the server ret . gl data
agldress).

If{the server devi nat its
conformity IerI ,

Response p :

Function code code 43 (decimal) 0x2B (hex)

MEI Type y MEI Type assigned number for Device Identification

ReadBevid e as request ReadDevld code : 01, 02, 03 or 04

Identification conformity level of the device and type of supported
access

01 : basic identification (stream access only)

02 : regular identification (stream access only)
03 : extended identification (stream access only)

84 thaocio idaAtifianotian (atraams o~ co anA | HWH | 5o s)

manadia oo
. oaoTro oo tcat o (Sua ol g oo aru—mamviada acotTS

82 : regular identification (stream access and individual access)
83 : extended identification (stream access and individual access)

More Follows In case of ReadDevld codes 01, 02 or 03 (stream access),

If the identification data doesn't fit into a single response, several
request/response transactions may be required.

00 : no more Object are available

FF : other identification Object are available and further MODBUS
transactions are required

In case of ReadDevld code 04 (individual access),

this field must be set to 00.

Next Object Id If "MoreFollows = FF", identification of the next Object to be

asked for.
If "MoreFollows = 00", must be set to 00 (useless)
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Object0.Length
Object0.Value

ObjectN.Id
ObjectN.Length
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Number of identification Object returned in the

(for an individual access, Number Of Objects = 1)

Identification of the first Object returned in the PDU (stream
access) or the requested Object (individual access)

Length of the first Object in byte
Value of the first Object (Object0.Length bytes)

response

Identification of the last Object (within the response)
Length of the last Object in byte

Value-of-the-tast-Object(ObjestN-Length-bytes)

Exam

ple of a Read Device Identification request for "Basic device/identification” : In
this example all information are sent in one response PDU.
Field Name Value Field Name Val
Function 2B Function N\ 2B
MEI Type 0E MEI Type < NN

Read Dev Id code 01 Read Dev Id Code \ N \01
Object Id 00 Conformity Level NN 01
More Follows X \ [}
NextObjectld =N\ Yoo
Number Of Obje¢ts K
Object Id 00
AN\ 16

) )\"/Company identification"
01
N oD

" Product code XX"
02
05
/ ' "v2.11"
In cage of a device t r \an.s);ti/ons to send the response the following

transdctions is intiated
First tansaction@

Field Nam . N\ Va Field Name Value
Functi Function 2B
MEI Type 0E
Read Dev Id Code 01
Conformity Level 01
More Follows FF
NextObjectld 02
Number Of Objects 03
Object Id 00
Object Length 16
Object Value " Company identification"
Object Id 01
Object Length 1C
Object Value " Product code
XXXXXXXXXXXXX XXX
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Second transaction :

- 51 -

Field Name Value Field Name Value
Function 2B Function 2B
MEI Type 0E MEI Type 0E
Read Dev Id code 01 Read Dev Id Code 01
Object Id 02 Conformity Level 01
More Follows 00
NextObjectld 00
Number Of Objects 03
Object Id 02
Object Length 05

Ola s\ Lol
oorettvarae

uV\/D A an
vz T

4

y

MB Server receives mb_req_pdu

v

Function code
supported

ExceptiCode

=01

v YES _

Qbix I OK_ O\

A 4

Except.Code = 02

AN

5O
7 //ﬁ

< C s

(6]
devigeld Cor

ES

(\ \%quis}}(rocessmg

xt bje ID = XX

\@egmentatlon required >
re foI s = FF i

More follows = 00
Next Object ID = 00

\/

y y

MB Server Sends mb_rsp

A

\I:/ll?erver Sends
_exception_rsp

Figure 30 — Read Device Identification state diagram



https://iecnorm.com/api/?name=90ddbb988076ce6ef9915be4bb8b4e8d

1.7
When

-52 - PAS 62030 © IEC:2004 (E)

MODBUS Exception Responses

a client device sends a request to a server device it expects a normal response. One

of four possible events can occur from the master’s query:

The e

If the server device receives the request without a communication error, and can
handle the query normally, it returns a normal response.

If the server does not receive the request due to a communication error, no response
is returned. The client program will eventually process a timeout condition for the
request.

If the server receives the request, but detects a communication error (parity, LRC,
CRC, ...), no response is returned. The client program will eventually process a
timeout condition for the request.

Indle it
server

nse:

Functiion Code Field: In a normal response, the serve of the
original request in the function code field of the respon most—
significant bit (MSB) of 0 (their values are all b In an exception
respofse, the server sets the MSB of the function(codénto kes the function code
value |in an exception response exactly 80 hexade han the value would b¢ for a
normgl response.

With the function code’s MSB set, appNcation) program can recognize the

excep

Data

(any i
return
excep

Exam

eption code.

n data or statistics in the datp field
server
5 an exception cod€ i ed the

fion.

ble of a cli

Field Name
Function
Exception Code

02

RN\ N
examplexthe client addresses a request to server device. The function code
Read“Outpu atus operation. It requests the status of the output at address

In this 01) is
for a 1245
(04A1] hex)? Note that only that one output is to be read, as specified by the numper of
outpuis field (0001).

If the output address is non—existent in the server device, the server will return the

exception response with the exception code shown (02). This specifies an illega
address for the slave.

A listing of exception codes begins on the next page.

| data
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Code | Name Meaning

01 ILLEGAL FUNCTION The function code received in the query is not an
allowable action for the server (or slave). This may be
because the function code is only applicable to newer
devices, and was not implemented in the unit
selected. It could also indicate that the server (or
slave) is in the wrong state to process a request of
this type, for example because it is unconfigured and
is being asked to return register values.

02 [LLEGAL DATA ADDRESS e data address received 1M _the query 1§ not an
allowable address for the sefver or stavg). More
specifically, the combination ber and

vith 100
succeed, a request wi
generate exception 02.

4 would
gth 5 will

atavfield i3 not an

03 ILLEGAL DATA VALUE
r (Orslave). This indicates a
inder of a |complex
d length is indorrect. It
at a data item gubmitted
[ i has a value outpide the
< i application program, since the
al is Unaware of the significange of any
value of any particular register.
04 SLAVE DEVICE FAILURE & m\&w cbﬁrjmye error occurred while the sgrver (or
veywas.a pting to perform the requested jaction.
05 ACKNOWLEDGE \( Specialized use in conjunction with progfamming

prosessing it, but a long duration of time| will be

mmangds.
§ er (or slave) has accepted the requept and is

uired to do so. This response is retyrned to

: prevent a timeout error from occurring in the ¢lient (or

master). The client (or master) can next isse a Poll

<\ Program Complete message to determine if
processing is completed.

06 SLAV DEVT@:@ usx_ Sg)ricr::;l:]zdes use in conjunction with progfamming

The server (or slave) is engaged in procgssing a
long—duration program command. The cljent (or
master) should retransmit the message later when
the server (or slave) is free.
08 MEMORY PARITY ERROR Specialized use in conjunction with function qodes 20
anmd—2+—and—Treference—type—6;,to—ndicate—that the
extended file area failed to pass a consistency check.
The server (or slave) attempted to read record file,
but detected a parity error in the memory. The client
(or master) can retry the request, but service may be
required on the server (or slave) device.

0A GATEWAY PATH | Specialized use in conjunction with gateways,
UNAVAILABLE indicates that the gateway was unable to allocate an
internal communication path from the input port to the
output port for processing the request. Usually means
that the gateway is misconfigured or overloaded.

0B GATEWAY TARGET DEVICE | Specialized use in conjunction with gateways,
FAILED TO RESPOND indicates that no response was obtained from the
target device. Usually means that the device is not
present on the network.
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Annex A of Section 1
(informative)

MODBUS MESSAGING ON TCP/IP IMPLEMENTATION GUIDE

A.1 INTRODUCTION

A.1.1 OBJECTIVES

The objective of this document is to present the MODBUS messaging service over
TCP/IP , in order to provide reference information that helps software developers to
mplement This service. The encoding of all MODBUS funciion codes are not described
n this document, for this information please read Part of this Specification

This document gives accurate and comprehensive description of ; 9 baging
service implementation. Its purpose is to facilitate the interoperability-% gen the
devices using the MODBUS messaging service.

This document comprises mainly three parts:

e An overview of the MODBUS over TCP/IP pkoto

e A functional description of a MOBBU ien gr and gdteway
implementation

e An implementation guideline that
implementation example

A.1.2 CLIENT / SERVER MODEL
The MODBUS messaging service provi ient/Server communication bgtween

Indication

\ 4

M B | Confirmation Response MODBUS Sefver

o
-

A MODBUS Request is the message sent on the network by the Client to initiate a transaction,
A MODBUS Indication is the Request message received on the Server side,
A MODBUS Response is the Response message sent by the Server,

A MODBUS Confirmation is the Response Message received on the Client side

The MODBUS messaging services (Client / Server Model) are used for real time
information exchange:

e between two device applications,

e between device application and other device,

e between HMI/SCADA applications and devices,

e between a PC and a device program providing on line services.
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A.1.3 REFERENCE DOCUMENTS
Before reading this annex, it would be useful to consult the following:

1) Clause 1 of Section 1.

2) RFC 1122 Requirements for Internet Hosts — Communication Layers
A.2 ABBREVIATIONS

ADU Application Data Unit
IETF Internet Engineering Task Force

P Internet Protocol

MAC Medium Access Control

VB MODBUS

MBAP MODBUS Application Protocol
PDU Protocol Data Unit

PLC Programmable Logic Controller
TCP Transport Control Protocol

BSD Berkeley Software Distribution

MSL Maximum Segment Lifetime
A.3 | CONTEXT &
A.3.1 PROTOCOL DESC

A.3.1[11 General cg

A com
[ ]

ORBYS TCP/IP may include different types of de

ce:

ntvand Server devices connected to a TCP/IP network

tQn devices like bridge, router or gateway for interconnection
> network and a serial line sub-network which permit

N ODBUS Serial line Client and Server end devices.
N
MODBUS
Client
Serial Line
MEDBBU MOBBY I
S Client S Client Client
TCP/IP TCP/IP TCP/IP
MODBUS
MODBU MODBU MSODBUS MSDBUS
S Server S Server SeriearIvI?irne Seri(eall]vl(_eirne
TCP/IP TCP/IP Server TCP/IP
aatewav
MODBUS  Serial

Figure A.1 — MODBUS TCP/IP communication architecture
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The MODBUS protocol defines a simple Protocol Data Unit (PDU) independent of the
underlying communication layers. The mapping of MODBUS protocol on specific buses
or networks can introduce some additional fields on the Application Data Unit (ADU).

>

<

Additional address _ _ Error check

s carried on a MODBUS TCP/IP network.

Data

hen it

US.TCP/IP ADU

MBAP Header

N
PDU
i A.3X MODBUS request/response over TCP/IP

ed on TCP/IP to identify the MODBUS Application Data Unit. It
some differences compared to the MODBUS RTU application data

TheeMODBUS ‘slave address’ field usually used on MODBUS Serial Line is
placed by a single byte ‘Unit Identifier within the MBAP Headef. The
‘Unit Identifier is used to communicate via devices such as biidges,
i ultiple

independent MODBUS end units.

= All MODBUS requests and responses are designed in such a way that the
recipient can verify that a message is finished. For function codes where
the MODBUS PDU has a fixed length, the function code alone is sufficient.
For function codes carrying a variable amount of data in the request or
response, the data field includes a byte count.

» When MODBUS is carried over TCP, additional length information is
carried in the MBAP header to allow the recipient to recognize message
boundaries even if the message has been split into multiple packets for
transmission. The existence of explicit and implicit length rules, and use of
a CRC-32 error check code (on Ethernet) results in an infinitesimal chance
of undetected corruption to a request or response message.
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A.3.1.3
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MBAP Header description

The MBAP Header contains the following fields:

Fields Length | Description - Client Server
Transaction 2 Bytes [ Identification of a Initialized by the | Recopied by the
Identifier MODBUS Request / client server from the
Response transaction. received
(]
Protgcol Identifier 2 Bytes | 0 = MODBUS protocol | Initialized Ry the ecoried by the
client seryer fxdm the
received
eqiiest
Length 2 Bytes | Number of following Initialized by
bytes the server (
Respons¢)

Unit |dentifier 1 Byte Recopied| by the
server frgm the
received
request

e | Transaction Ide
in the response

. PI‘OtOCO@'I'
is identified’by tk

AN'MODBUS/TCP ADU are sent via TCP on registered port 502.

r trangaction pairing, the MODBUS server gopies

a byte count of the following fields, including the Unit

eld is used for intra-system routing purpose. It is typically
e to a MODBUS or a MODBUS+ serial line slave through a
wan Ethernet TCP-IP network and a MODBUS serial line. This fleld is
BUS Client in the request and must be returned with the same vdlue in

Remark : the different fields are encoded in Big-endian.

A.3.2

MODBUS FUNCTIONS CODES DESCRIPTION

Standard function codes used on MODBUS application layer protocol are described in
details of Clause 1 of this Specification.
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A.4 FUNCTIONAL DESCRIPTION

The MODBUS Component Architecture presented here is a general model including
both MODBUS Client and Server Components and usable on any device.

Some devices may only provide the server or the client component.
In the first part of this clause, a brief overview of the MODBUS messaging service

component architecture is given, followed by a description of each component
presented in the architectural model.

A.41 MODBUS COMPONENT ARCHITECTURE MODEL

O
3

\Q/Fiqure A.4 — MODBUS Messaging Service Conceptual Architecture

¢ Communication Application Layer
A MODBUS device may provide a client and/or a server MODBUS interface.

A MODBUS backend interface can be provided allowing indirectly the access to user
application objects.

Four areas can compose this interface: input discrete, output discrete (coils), input
registers and output registers. A pre-mapping between this interface and the user
application data has to be done (local issue).
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Primary tables Object type Type of Comments
) ) ) This type of data can be provided by an 1/O system.
Discretes Input Single bit Read-Only
This type of data can be alterable by an application
Coils Single bit Read-Write orogram. y an app
) ) This type of data can be provided by an 1/0 system
Input Registers 16-bit word Read-Only
. . . . This type of data can be alterable by an application
Holding Registers 16-bit word Read-Write program.
Device application memory Device application memory
MODBUS access (M
Input Discrete // Input@% >
R
< Coils MODBUS Request W \\QO\IIS\> MODBUS Request
= Input Registers NG \\Regs rs
‘/ Output Registers Megisters
y4
MODBUS SERVER DEVICE { MODBUS SERVER DEVICE
Figure A.5- MODBU Me A.6 -MODBUS Data Model|with only
1 block
> MO
The MODB user application to explicitly control information
exchange wj ~Mhe MODBUS Client builds a MODBUS request from
barameter € d sent by the user application to the MODBUS |Client
nterfacen
aiting

although an example is described in the implementation model.

» MODBUS Server

On reception of a MODBUS request this module actives a local action to read, to write
or to achieve some other actions. The processing of these actions is done totally
transparently for the application programmer. The main MODBUS server functions are
to wait for a MODBUS request on 502 TCP port, to treat this request and then to build a
MODBUS response depending on device context.

» MODBUS Backend Interface

The MODBUS Backend Interface is an interface from the MODBUS Server to the user
application in which the application objects are defined.

NOTE The Backend Interface is not defined in this Specification
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e TCP Management layer

NOTE The TCP/IP discussion in this Annex A is based in part upon reference RFC
1122 to assist the user in implementing Clause 1 of this section 1 over TCP/IP.

One of the main functions of the messaging service is to manage communication
establishment and ending and to manage the data flow on established TCP
connections.

» Connection Management

A communlcatlon between a client and server MODBUS Module requires the use of a

user
totally
'He last

solution implies less flexibility.

The listening TCP port 502 is reserved for{(MODRU: \unicati J It is
mandatory to listen by default on that port. How \ or applidations
For that reapson, it

is highly recommended that the clients and the sernvers gi possibility to thg user
to parameterize the MODBUS over TCP pon_r er. is important to notg that
even if another TCP server pox{ i ~ 3 ODBUS service in clertain

applications, TCP server po [\ stil\ be ayailable in addition tp any
application specific ports.

> Access Control Module

en for

pl, the
pecific
e the

n the
ient and the server, data flow control mechanism is provided in all [layers

aof MODBUS messaging stack.

THe resource management and flow control module is first based on TCP internal flow

control added with some data flow control in the data link layer and also in the user

application level.
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A.4.2

TCP CONNECTION MANAGEMENT

A.4.2.1 Connections management Module

Ad4.211 General description

A MODBUS communication requires the establishment of a TCP connection between a
Client and a Server.
The establishment of the connection can be activated either explicitly by the User

humber of TCP connections can be different

onlication-maodide or automaticalhy by tha TCPRP connectionmanacement-maodule
P atro—o —orotSHHotroaHy— oyt oo e cHorTHara ge et Hoaure-

n the first case an application-programming interface has to be pfovid i b user

his document (value n in this document).

A

pvides

lexibility for the application programmer but it requires a godd expgenrtise >q@n TCP/IP
mechanism.

n the second case the TCP connection management is P user
Application that only sends and receives MODBUS me connlection
management module is in charge to establish a r when it is
required.

The definition of the number of TCP client and s N not on the scppe of

gevice capaciti¢s the

Img

1)

2)

3)

lementation Rules :

Without explicit user requirement, it
connection management

ii recegmmended to implement the automatic

transaction,

TCP

connectign opened with a remote device anfl not

gction. The connection can be reopened when

with

iclation

6)

each of them is client and server), |t is necessary to open separate connection
the client data flow and for the server data flow.

s for

A TCP frame must transport only one MODBUS ADU. It is advised against sending

multiple MODBUS requests or responses on the same TCP PDU
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Idle
Wait
Client Server
[Request to a remote\ / / l Event on a socket
[else] [connection established] data] [connection request]
[<n connections] [n connections] . " access ctl
U 1
[IP authorized i
Oldest_unused_ _refused
connection_closed i
- Connechon_ac%ft\ei
[n connections] [<\cor}sectio 1
*‘ Copnection_establishment \
Oldest_unused_
no_prioritary.
[Connection OK] . . connectiory/Closed
Active_Connection
[Connection NOK] N .
Corinection_established
\
network_transmission

Request_treatment I

tion management activity diagram

tion module is in charge of managing all the TCP connections: |active
ablishment, connection ending, etc. This management is done [for all

seryapplication module to manage the TCP connection. This solution|offers
a tofal™ flexibility but it implies that the application programmer has sufficienf TCP
Knowledge.

------ i S i g into

2. Automatic TCP connection management

The TCP connection management is totally transparent for the user application module.
The connection management module may accept a sufficient number of client and
server connections.

Nevertheless a mechanism must be implemented in case of exceeding the number of
authorized connection. In such a case we recommend to close the oldest unused
connection.

A connection with a remote partner is established at the first packet received from a
remote client or from the local user application. This connection will be closed if a
termination arrived from the network or decided locally on the device. On reception of a
connection request, the access control option can be used to forbid device accessibility
to unauthorized clients.


https://iecnorm.com/api/?name=90ddbb988076ce6ef9915be4bb8b4e8d

PAS 62030 © IEC:2004 (E) - 63 -

A.4.21.

The TCP connection management module uses the Stack interface (usually BSD Socket

interface) to communicate with the TCP/IP stack.

In order to maintain compatibility between system requirements and server resou
the TCP management will maintain 2 pools of connection.

rces,

» The first pool ( priority connection pool) is made of connections that are never

closed on a local initiative. A configuration must be provided to set this pool up.

The

principle to be implemented is to associate a specific IP address with each possible
connection of this pool. The devices with such IP addresses are said to be
“marked”. Any new connection that is requested by a marked device must be
accepted, and will be taken from the priority connection pool. It is also necessary to

configure the maximum number of Connections allowed Tor each ice to
avoid that the same device uses all the connections of the priority poo
* The second pool (non-priority connection pool) contain r non
marked devices. The rule that takes over here is to clggkx 5, onniection
i there
ctions
Lmber
which
2 must
bpen a ne ien ztio 3 ith this
distant. T oca S higher than 1024 and different for each |client
3onnection.<\
Devi N Device@ IPP
li Client
Pdrts Connection (@ IP1 n, Portd
@IP2 502)
Server \ Server
Port Port

Figure A.8 - MODBUS TCP connection establishment

If the number of client and server connections is greater than the number of authorized

connections the oldest unused connection is closed. The access control mecha

nism

can be activated to check if the IP address of the remote client is authorized. If not the

new connection is refused.
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e MODBUS data transfer

A MODBUS request has to be sent on the right TCP connection already opened. The IP
address of the remote is used to find the TCP connection. In case of multiple TCP
connections opened with the same remote, one connection has to be chosen to send
the MODBUS message, different choice criteria can be used like the oldest one, the
first one. The connection has to maintain open during all the MODBUS communications.
As described in the following chapters a client can initiate several MODBUS
transactions with a server without waiting the ending of the previous one.

= Connection closing

a Seryer, the
Client has to initiate a connection closing of the conne for |these

communications.

A.4.2)2 Impact of Operating Modes on the TCP Connection

Some Operating Modes (communication break betwe twogperational End PFoints,
Crash and Reboot on one of the End Point, —) ™" R@ve mpatts on thg TCP
Connections. A connection can be seen clo ut the
<now|edge of the other side. The connectlon is

Q

d that

A.4.22.

cable

The co seen |f it lasts less than the Keep Alivg timer
value Iasts more than the Keep Alive timer value, an
error is ret rn agement Iayer that can reset the connection.

a sml &Monthms Jacobson's, Karn's algorithms and expomential
activated. ThIS may lead to a stack TCP layer Reset|of the
Keep Alive timer is over.

A.4.22.2

After_the crash and Reboot of the Server, the connection is "half-open" on Clienf side.
Theexpected behavior is:

. If no packet is sent on the half-open connection:
The TCP half-open connection is seen opened from the Client side as long as the
Keep Alive timer is not over. After that an error is returned to the TCP Management
layer that can reset the connection.

o |f some packets are sent on the half-open connection:
The Server receives data on a connection that doesn't exist anymore. The stack
TCP layer sends a Reset to close the half-open connection on the Client side
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A.4.2

A.4.2.

A43

2.3 Crash and Reboot of the Client

After the crash and Reboot of the Client, the connection is "half-open™ on Server side.

The expected behavior is:

No packet is sent on the half-open connection:

The TCP half-open connection is seen opened from the Server side as long as the

Keep Alive timer is not over. After that an error is returned to the TCP Manag
layer that can reset the connection.
If the Client opens a new connection before the Keep Aliver timer is over :

Two cases has to be studied:

ement

Berkeley implementations). To avoid this long Time-
possible to communicate, it is advised to ensuge
numbers than the previous one are used for a co
on the client side.
= The connection opening has not the sg -open
connection on server side (different sourc same
source and destination IP Address at the
stack TCP level and signaled
If the Server TCP Manage emote
Client IP Address, it can clsse e new
one.
emote
Client IP Addres staye stays
half-opened uxtil [ 3 i i i fror to
: gble to
every new connection and using a list of authjprized
odule can authorize or forbid a remote Clien{ TCP
n t\the “application programmer needs to choose the Access (ontrol
m re its network access. In such a case he needs to Authorize[forbid
ote @IP. The user needs to provide a list of IP addresses gand to
5 each\|P address if it's authorized or not. By default, on security mode, [the IP
hddresses not configured by the user are forbidden. Therefore with the access ¢ontrol
mode-a connection coming from an unknown IP address is closed.

USE of TCP/IP STACK

A TCP/IP stack provides an interface to manage connections, to send and receive data,

and also to do some parameterizations in order to adapt the stack behavior
device or system constraints.

to the
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[Ta V. »]

i The goal of this clause is to give
an overview of the Stack interface
Msg and also some information
concerning the parameterization of
y 4 the stack. This overview focuses
Modous on the features used by the
MODBUS Messaging.
y 4

TCP

1P

ARP Network Access
Ethemet 11 and 802.3 layer

A.4.3.

For more information, the advice is to read the RFQ ) i i ce for
bendors and designers of Internet communication ake: gndard
brotocols that a host connected to the Internef“mu : & icit[set of
equirements and options

The stack interface is generally based opthe BS istribution)

1
Remark : some TCP/IP stack proposes otheh ] issues.
A MODBUS client or,.server can\us j , j iIl be not

A socket is a ck  for
Communication. j data
hrough s@ P and
broviding a :

The Sockets 2 9 scket () function. A socket number is returned,|which
s then usgd\b o access the socket. Sockets are created without
hddress and pert number). Until a port is bound to a socket, it canhot be
sed tg receive da

Thehind siion is wsed to bind a port number to a socket. The bind () creajes an
2] i fween\the socket and the port number specified.

n ord i 3 connection, the client must issue the connect () function spegifying

he sockethumber, the remote IP address and the remote listening port number (active
connection establishment).

n/order to complete a connection, the server must issue the accept () function
specifying the socket number that was specified in the prior listen () call (SLssive
connection establishment). A new socket is created with the same properties as the
initial one. This new socket is connected to the client’'s socket, and its number is
returned to the server. The initial socket is thereby free for other clients that might want

to connect with the server.

After the establishment of the TCP connection the data can be transferred. The send()
and recv() functions are designed specifically to be used with sockets that are already
connected.

The setsockopt () function allows a socket’s creator to associate options with a socket.
These options modify the behavior of the socket. The description of these options is
given in A.4.3.2.

The select () function allows the programmer to test events on all sockets.
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The shutdown () function allows a socket user to disable send () and/or receive () on
the socket.

Once a socket is no longer needed, its socket descriptor can be discarded by using the
close () function.

Figure A.9: MODBUS Exchanges describes a full MODBUS communication between a
client and a s server. The Client establishes the connection and sends 3 MODBUS
requests to the server without waiting the response of the first one. After receiving all
the responses the Client closes the connection properly.

@%
o
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(1P1) (IP2)
fd=socket() fd'=socket()
bind(fd,n) bind(fd',502)
connect(fd,IP2,502)| ~ SYN isten(d)
«L\W
m—AGKKet

S/ /

ACK of FIN

Figure A.9 — MODBUS Exchanges
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A.4.3.2 TCP layer parameterization

Some parameters of the TCP/IP stack can be adjusted to adapt its behavior to the
product or system constraints. The following parameters can be adjusted in the TCP
layer:

e Parameters for each connection:

SO-RCVBUF, SO-SNDBUF:

These parameters allow setting the high water mark for the Send and the Receive
Socket. They can be adjusted for flow control management. The size of the received
buffer is the maximum size advertised window for that connection. Socket buffer sizes
must be increased in order to increase performances. Nevertheless these value$ must
before

The received buffer size depends on the TCP Wlndows size akimum
segment size and the time needed to absorb the incoming \ t imum
Segment Size of 300 bytes (a MODBUS request needs i \ byteg + the
MBAP header size), if we need 3 frames buffering, i alue ¢an be
hdjusted to 900 bytes. For biggest needs and best-sshedulgdyilime, thg size of the TCP

Wwindow may be increased.

TCP-NODELAY:

: on LANs, since mosfl LANs
are not congested, but these tinygrams : stion on wide area networks.
A simple solution, called the "NAGh i coflect small amounts of data and
sends them in a single segment when sknowledgments of previous packets

Ln order to have bejté e b it |s etommended to send small amoynts of
i a single segment. That is why it is
ecommended to ption that disables the "NAGLE algdrithm"

bn client and ser

s'a TCP connection initialized by a remote client, the
connection cannot be reused for a new opening while
e "Time-wait" state (during two MSL : Maximum Segment

SO<KEEPALIVE:

By default on TCP/IP protocol no data are sent across an idle TCP connection.
Therefore if no process at the ends of a TCP connection is sending data to the other,
nothing is exchanged between the two TCP modules. This assumes that either the
client application or the server application uses timers to detect inactivity in order to
close a connection.

It is recommended to enable the KEEPALIVE option on both client and server
connection in order to poll the other end to know if the distant has either crashed and is
down or crashed and rebooted.

Nevertheless we must keep on mind that enabling KEEPALIVE can cause perfectly
good connections to be dropped during transient failures, that it consumes unnecessary
bandwidth on the network if the keep alive timer is too short.
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Parameters for the whole TCP layer:

Time Out on establishing a TCP Connection:

04 (E)

Most Berkeley-derived systems set a time limit of 75 seconds on the establishment of a

new connection, this default value should be adapted to the real time constraint
application.

Keep Alive parameters:

The default idle time for a connection is 2 hours. Idles times in excess of this

of the

value

trigger a keep alive probe. After the first keep alive probe, a probe is sent every 75

seconds for a maximum number of times unless a probe response is received

The maximum number of keep Alive probes sent out on an idle co tion isi\8
brobe response is received after sending out the maximum
brobes, TCP signal an error to the application that can decide to «

Time-out and retransmission parameters:

TCP manages a dynamic estimation of the RTO. Fontha Round-Trig
RTT) is measured after the send of every tis
Round-Trip Time (RTT) is the time taken fort

bxpiration, the
retransmissions of
hat if no ackno

is used to estimats

icate acknowledgments. This algorithm is advised because on a

three dup

If no
Alive
on

e lost
ment

Time

3 retransmlssmm The

and to
ion is
conds,
If the
RTO
er - of
After

re the

e the
on a

ed for

| AN it

may lead to a quicker detection of the lost of a packet than waiting for thef RTO

U)\pll dlIUII

The use of these algorithms is recommended for a MODBUS implementation.

A.4.3.3 IP layer parameterization

A.4.3.3.1 IP Parameters

The following parameters must be configured in the IP layer of a MO
implementation :

e Local IP Address : the IP address can be part of a Class A, B or C.

DBUS
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e Subnet Mask, : Subnetting an IP Network can be done for a variety of reasons : use of
different physical media (such as Ethernet, WAN, etc.), more efficient use of
network addresses, and the capability to control network traffic. The Subnet Mask
has to be consistent with the IP address class of the local IP address.

e Default Gateway:

The IP address of the default gateway has to be on the same

subnet as the local IP address. The value 0.0.0.0 is forbidden. If no gateway is to be
defined then this value is to be set to either 127.0.0.1 or the Local IP address.

Remark : The MODBUS messaging service does not require the fragmentation function

in the IP layer.

A.4.4 COMMUNICATION APPLICATION LAYER

A.4.401 MODBUS Client

N\

The local IP End Point shall be configured with a local IP Addres with arSubnet
Mask and a Default Gateway (different from 0.0.0.0) .

Modbus
Client
TCP/IP

Modbus
Client
TCP/IP

/S

dbus
Client
Serial Line

~

Client TCP/IP

N\

gateway

(\ gateway
— l/_ us TCP/IP
) N~/
Modb bModb Modbus Modbus
Serv Servi Server Server
TCP/IP P/IP Serial Line Serial Line
Server TCP/IP

Modbus Serial line

O
X

Mre A.10 — MODBUS Client unit

A.4.414 MODBUS client design

The definition of MODBUS/TCP protocol allows a simple design of a client. The
following activity diagram describes the main treatments that are processed by a client
to send a MODBUS request and to treat a MODBUS response.
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Wait

[Reveive_Response_from_TCP_Mgt]

Request_from_the_user application]

Build MODBUS
request
[Confirmation error] /M?etnes number not reached] /Send MO request
To TCPAmanagement

Waiting_response_timer_expires

Find out pending
transaction

Process
MODBUS
Confirmation

[Cpnfirmation OK]

] [Retries number reached]

Send positiye
confirmation to [Send Not O [Send OK]
User Applichtion 1 ~

Send negative
confirmation to user
Application

Set Waiting
response timer

A MODBU Yo | S
= A new ; ' application to send a request, in this case a MODBUS
and\be sent on the network using the TCP management

er’layer (TCP management module) can give back an

management, in this case the client has to analyge the
2 and send a confirmation to the user application
*me out due to a non-response. A new retry can be sent pn the
negative confirmation can be sent to the User Appli¢ation.
se‘retries are initiated by the MODBUS client, some other retri¢s can
by the TCP layer in case of TCP acknowledge lack.

A.4.41.2 Build a MODBUS Request

Following the reception of a demand from the user application, the client has to build a
MODBUS request and to send it to the TCP management.
Building the MODBUS request can be split in several sub-tasks:

» The instantiation of a MODBUS transaction that enables the Client to memorize all
required information in order to bind later the response to the request and to send
the confirmation to the user application.

= The encoding of the MODBUS request (PDU + MPAB header). The user application
that initiates the demand has to provide all required information which enables the
Client to encode the request. The MODBUS PDU is encoded according to part 1 of
this Specification. (MB function code, associated parameters and application data ).
All fields of the MBAP header are filled. Then, the MODBUS request ADU is built
prefixing the PDU with the MBAP header
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= The sending of the MODBUS request ADU to the TCP management module which is
in charge of finding the right TCP socket towards the remote Server. In addition to
the MODBUS ADU the Destination IP address must also be passed.

The following activity diagram describes, more deeply than in Figure A.11 MODBUS
Client Activity Diagram, the request building phase.

Instantiate a MB

transaction

[No Transaction available]

[Transaction available]

Initialize the \
tra |iﬁi“ I N

Send MB
requestto TCP
Mgt

the user
application

Figure A.12 — Request building activity diagram

The following example describes the MODBUS request ADU encoding for reading the
register # 5 in a remote server :

The following example describes the MODBUS request ADU encoding for reading 1
word at the address 05 in a remote server :
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¢+ MODBUS Request ADU encoding :

Description Size Example
MBAP Header |Transaction Identifier Hi 1 0x15
Transaction Identifier Lo 1 0x01
Protocol Identifier 2 0x0000
Length 2 0x0006
Unit Identifier 1 OxFF
MODBUS Function Code (*) 1 0x03
roquest Starting AJaress 4 UX0UUZ
Quantity of Registers 2 ( 0)>0Q01

*) See Clause 1 of this PAS.

e Transaction Identifier

The transaction identifier is used to associate th 3
So, at a time, on a TCP connection, th|s |den i

ith the request.
here are

e the current remote server and the

Normally, on MODBUS serial ling a dliexr d one request at a time. This neans
hat the client must/Waj e first request before sending a gecond
request. ‘ B bsts can be sent without waiting |for a
confirmation to the same serye 3 JUS/TCP to MODBUS serial line gateway is
n charge of ensuyringCampatikili i

The numb, f re 2 by’ a server depends on its capacity in tgrm of
humber of In the same way the numper of
ransactions inti ly by a client depends also on its resource capacity.
This implerentationpara eter s called "NumberMaxOfClientTransaction" and must
pe described a MODBUS client features. Depending of the device type this

field\is used for routing purpose when addressing a device on a MODBUS or
3 serial line sub-network. In that case, the “Unit Identifier” carrigs the
MODBU slave address of the remote device:

If the MODBUS server is connected to a MODBUS+ or MODBUS Serigl Line
sub-network and addressed through a bridge or a gateway, the MODBUS Unit
identifier is necessary to identify the slave device connected on the sub-
network behind the bridge or the gateway. The destination IP address
identifies the bridge itself and the bridge uses the MODBUS Unit identifier to
forward the request to the right slave device.

The MODBUS slave device addresses on serial line are assigned from 1 to
247 (decimal). Address 0 is used as broadcast address.

On TCP/IP, the MODBUS server is addressed using its IP address; therefore, the

MODBUS Unit Identifier is useless. The value OxFF has to be used.
When addressing a MODBUS server connected directly to a TCP/IP network,
it's recommended not using a significant MODBUS slave address in the “Unit
Identifier” field. In the event of a re-allocation of the IP addresses within an
automated system and if a IP address previously assigned to a MODBUS
server is then assigned to a gateway, using a significant slave address may
cause trouble because of a bad routing by the gateway. Using a non-
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significant slave address, the gateway will simply discard the MODBUS PDU
with no trouble. OxFF is recommended for the “Unit Identifier" as non-
significant value.

Remark : The value 0 is also accepted to communicate directly to a
MODBUS/TCP device.

A.4.41.3 Process MODBUS Confirmation

When a response frame is received on a TCP connection, the Transaction ldentifier

carried in the MBAP header is used to associate the response with the original request

previously sent on that TCP connection:

= |f the Transaction Identifier does not refer to any MODBUS pending transaction, the
response must be discarded.

r If the Transaction Identifier refers to a MODBUS pending transa
must be parsed in order to send a MODBUS Confirmation
(positive or negative confirmation)

the restonse
Application

Parsing the response consists in verifying the MBAP $ PDU

fesponse:

= MBAP Header
After the verification of the Protocol Identifier
the size of the MODBUS response.
If the response comes from a MODBUS, sefvg ' gctly connected [to the
TCP/IP network, the TCP cg nectio dentifi fficient to unambigtiously
identify the remote servey/ Therefore ifier carried in the MBAP

. the length gives

header is not significant (value 0 arded
ime“sub-network and the resjponse
comes from a bridge, a rout 3 nen the Unit Identifier (value !=|0xFF)

= MODBUS

The functio ified_and the MODBUS response format analyzed
tjon Protocol:
afme as the one used in the request, and|if the
then the MODBUS response is given to th¢ user
e-Confirmation.
MODBUS exception code (Function code + 80Hl), the

ption response is given to the user application as a Pqgsitive

tionvcode is different from the one used in the request [(=non
ction code), or if the format of the response is incorrect, then an

Remark: A positive confirmation is a confirmation that the command was receivgd and
responded to by the server. It does not imply that the server was able to succepsfully

bt An thn ~ammand (failiirn 0 ainnnccfirlhy, ant An tho ~ammand ic inAinatnd b the
aot-on—the—command—{failure—to—successtly—act-onthe—command—is—indicated—by

MODBUS Exception response).

The following activity diagram describes, more deeply than in Figure A.11: MODBUS
Client Activity Diagram, the confirmation processing phase.
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Find Out pending
MB transaction

[PendingTransaction ]

[No Pending Transaction ]

Use MB transaction to
bind with the request .
Discard

! \r(m se
<Ana|yse MBAP header>
[Modbus_protocol])\ [Other_protocol] <\

!

Analyse Response
PDU

MB response OK]

Send negative
Confirmation to

Ext
Re

user Application

act MB
Eponse

A.4.4.

\— Process MODBUS Confirmation activity diagram

1.4 dt managing

here is dnlihnrnfnly NO epnnifir\nfinn of rnqnirnd response time for a transactioh over

MODBUS/TCP.

This is because MODBUS/TCP is expected to be used in the widest possible variety of
communication situations, from 1/O scanners expecting sub-millisecond timing to long
distance radio links with delays of several seconds.

From a client perspective, the timeout must take into account the expected transport
delays across the network, to determine a ‘reasonable’ response time. Such transport
delays might be milliseconds for a switched Ethernet, or hundreds of milliseconds for a
wide area network connection.

In turn, any ‘timeout’ time used at a client to initiate an application retry should be
larger than the expected maximum ‘reasonable’ response time. If this is not followed,
there is a potential for excessive congestion at the target device or on the network,
which may in turn cause further errors. This is a characteristic, which should always be
avoided.

So in practice, the client timeouts used in high performance applications are always
likely to be somewhat dependent on network topology and expected client performance.
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Applications which are not time critical can often leave timeout values to the normal
TCP defaults, which will report communication failure after several seconds on most
platforms.

A.4.4.2 MODBUS Server

Modbus
Client
Serial Line
Modbus Modbus
Client Client \
TCP/IP TCP/IP Client JCP/|P

ate
\ Modbus TCP /é\
AN

N
Modbus Modbus Qdbus Modbyfs
Server Server % Srver Server
TCP/IP TCP/IP \ erfal Li Serial Ljne
erver TCP/I
eway /P |

ﬁ@@/ R —

The role of a MODB 8l is ¢ icati i ces

Different kigd\of
= simpleag

= advanced’ac

order

n run time\the N
brocessiwthexequ

ODBUS server has to analyze a received MODBUS request, to
ired action, and to send back a MODBUS response.

NQJFE™ The application objects and services of the Backend Interface are to obtain the requested ddta
pased upon the function code, and the User is responsible.

A.4.4.2.1 MODBUS Server Design

The MODBUS Server design depends on both :

= the kind of access to the application objects (simple access to attributes or
advanced access to services)

= the kind of interaction between the MODBUS server and the user application
(synchronous or asynchronous).
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The following activity diagram describes the main treatments that are processed by the
Server to obtain a MODBUS request from TCP Management, then to analyze the
request, to process the required action, and to send back a MODBUS response.

[Server init]

Wait [Response from user application]

[Invocation

[MB Indication discarded [Reception of a MOD
from TCP Mgt]

Invoke back [MB transaction refused] | MODBUS_PDU_Checking...
end intgrface -7

[ rocessing not complete]

[Need user application processing] MODBUS SD@%F?)CGSS RQ Resppnse
procgssing

[Processing not O

K] l}

‘ [Processing OK [Procesking OK]

Byfid a MQDR us\) <Build a MODBUS

response

ceptlon
xce OK] [MB Response OK]
Send response
to TCP_Mgt

<\ roeessing ends] Release the

MODBUS server
transactlon

Figure A.15 — Process MODBUS Indication activity diagram

As shown in the previous activity diagram:

= Some services can be immediately processed by the MODBUS Server itself, with
no direct interaction with the User Application ;

= Some services may require also interacting explicitly with the User Application to
be processed ;

= Some other advanced services require invoking a specific interface called
MODBUS Back End service. For example, a User Application service may be
triggered using a sequence of several MODBUS request/response transactions
according to a User Application level protocol. The Back End service is
responsible for the correct processing of all individual MODBUS transactions in
order to execute the global User Application service.
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A more complete description is given in the following chapters.

The MODBUS server can accept to serve simultaneously several MODBUS requests.
The maximum number of simultaneous MODBUS requests the server can accept is one
of the main characteristics of a MODBUS server. This number depends on the server
design and its processing and memory capabilities. This implementation parameter is
called "NumberMaxOfSeverTransaction" and must be described as one of the
MODBUS server features. It may have a value from 1 to 16 depending on the device
capabilities.

The behavior and the performance of the MODBUS server are significantly affected by
the "NumberMaxOfTransaction" parameter. Particularly, it's important to note that the
humber of concurrent MODBUS transactions managed may affect t esponse_ time of
b MODBUS request by the server.

A.4.42.2 MODBUS PDU Checking

The following diagram describes the MODBUS PRU

Parse the
MBAP _head

MB Indication rror oy MBAR'] [MBAP OK]

discar
Instantiate a
MB Transaction

[No Transaction available]

[Transaction available]

Parse The MB
PDU

[Error on MB PDU] : :

MB Transaction \
refused

MB Transaction
accepted

Figure A.16 — MODBUS PDU Checking activity diagram
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The MODBUS PDU Checking function consists of first parsing the MBAP Header. The
Protocol Identifier field has to be checked :
= Ifitis different from MODBUS protocol type, the indication is simply discarded.
= If it is correct (= MODBUS protocol type; value 0x00), a MODBUS transaction is
instantiated.

The maximum number of MODBUS transactions the server can instantiated is defined
by the "NumberMaxOfTransaction" parameter ( A system or a configuration parameter).

In the case of no more transaction is available, the server builds a MODBUS exception
response (Exception code 6 : Server Busy).

f a MODBUS transaction is available, it's initialized in order to memerize the following

nformation:
e The TCP connection identifier used to send the indication e TGP
Management)

e The MODBUS Transaction ID (given in MBAP Header)
¢ The Unit Identifier (given in MBAP Header)

ntrolleq :
k in case of invalidity a MODBUS exception responrse_i EXxceptio
function).

s If the function code is accepted, the
processing" activity.

: Invalid

"MODBUS Service

A.4.42.3 MODBUS service processi

Response_from_user_App

Response
processing

Need User App processing] [Processing not completed]

Send an invocation to
User Application

through MB Backend \
interface

rocessing not OK]

[Completed]

Processing OK]

[Processing Not OK]

[Processing OK]

Build Modbus
Response

Build Modbus
Exception Response

Figure A.17 — MODBUS service processing activity diagram
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The processing of the required MODBUS service can be done in different ways
depending on the device software and hardware architecture as described in the
hereafter examples :

Within a compact device or a mono-thread architecture where the MODBUS
server can access directly to the user application data, the required service can
be processed "locally" by the server itself without invoking the Back End service.
The processing is done according to Clause 1 of this PAS. In case of an error, a
MODBUS exception response is built.

Within a modular multi-processor device or a multi-thread architecture where the
"communication layers" and the "user application layer" are 2 separate entities,

A.4.4.

To interact with the User Application, the MODBUS Backend

juarantee,™and

some trivial services can be processed completely by the Com unlcatlon ntity
ity

using the Back End service.

e its

appropriate interface to thel user

ba a‘sendl link, or a dual-port RAM scheme, or
ical interfac sed on messaging services proviged by

= The inter 1 may be synchronous or asynchronous.
The MOD@B ! vll ‘atso use the appropriate design pattern to get/set
bbjects attriblté igger servjces. In some cases, a simple "gateway pattenqn" will
be adequat. S , the designer will have to implement a [proxy

aching strategy, from a simple exchange table hisfory to

service has the responsibility to implement the protocol
Qf to interact with the User Application. Therefore, it can have to
st 'megharisms for packet fragmentation/reconstruction, data consigtency
synchronization whatever is required.

A.4.4.2.5

MODBUS Response building

Once the request has been processed, the MODBUS server has to build the response
using the adequate MODBUS server transaction and has to send it to TCP management
component.

Depending on the result of the processing two types of response can be built :

A positive MODBUS response :
= The response function code = The request function code

A MODBUS Exception response :

= The objective is to provide to the client relevant information concerning the
error detected during the processing ;

= The response function code = the request function code + 0x80 ;

= The exception code is provided to indicate the reason of the error.
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Exception | MODBUS name Comments
Code
01 lllegal Function | The function code is unknown by the server
Code
02 lllegal Data | Dependant on the request
Address

03 lllegal Data Value Dependant on the request

04 Server Failure The server failed during the execution

05 Acknowledge The server accepted the service invocation but the
service requires a relatively long time to execute. The
Servert fhnrnfnrn v-r\" HFRS r\h| ah nr\| AW |r\r|r!nmr\n+ r\'F the
service invocation receipt.

06 Server Busy The server was unable to accept@MB Ré%ﬁs\ DU.
The client application has the resgonsibi cidinpg if
and when to re-send the reques

0A Gateway problem Gateway paths not available.

0B Gateway problem The targeted device fallmb\ﬁi\ﬂ’s Z{ateway
generates this exception

The MODBUS response PDU must be prefixe
Ising data memorized in the transaction contekt.
¢ Unit Identifier

and memorized in the trans
e Length

e Transacti

This fielq i
origimal reg

just be returned to the right MODBUS Client usi
the transaction context. When the response is se

d with\xthexdVIBAP\ hedder which ip

built

byte.

given

th the

ng the
nt, the

server

ron <Fn I\IIﬁF\DIIQ

AccacHBa-—carLdes

m
oD oOU o osSayttyg St vioTT

NOTE The messaging service implementation is the responsibility of the User.
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A.5.1 OBJECT MODEL DIAGRAM

User Application

N

|
v

InterfaceUserApplication

!

Communication application layer

— o J

Configuration layer —
/N N
L InterfacelndicationMsg > Int a&&p(spoMMsg
- 7Y\

es of

cation
socket

p client
on one side and the MODBUS server on the other side. This package is [linked
with the user application.
The User application which corresponds fo the device application, it is completely
dependent on the device and therefore it will be not part of this Specification.
This model is independent of implementation choices like the type of OS, the memory
management, etc. In order to guarantee this independence generic Interface layers are
used between the TCP management layer and the communication layer and between
the communication layer and the user application layer.
Different implementations of this interface can be realized by the User: Pipe between
two tasks, shared memory, serial link interface, procedural call, etc.
Some assumptions have to be taken to defined the hereafter implementation model :
e Static memory management
e Synchronous treatment of the server
e One task to process the receptions on all sockets.
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A.5.1.1 TCP management package

InterfacelndicationMsg

(from Logical View) InterfaceRespons eMsg

(from Logical View)

ConnexionMgt

NbConnectionSupported : Int
:NbLocalConnection : Int
-:NbRemoteConnection : int

InterfaceConnexion

-~ | I®GetObjectConnexion ()

m_sendData() SFreeObjectConnexion()
m_Receivedata() ¥Retreiving Object Connexi
m_isConnectionAuthorized() \

The T

CP management |
\a\ 5

MBAP

ftemConnexion ®IsMdbHeader()
g=SocketDescript : Int ¥GetMessagelength
®WriteTransactionld

ZIPSource : Long S '
«:PortSource : Long WReadTransactionld()
cPortDest : Lon
¢zIPdestination :
«Bufferln : Char*
oBufferOg{:\%ha
/\ Stack TCP IP

#Socket interface()

— e

Figure A.19 — MODBUS TCP management package

CP ma ement package comprises the following classes :

ClinterfaceConnexion: The role of this class consists in managing memory p¢ol for
conpections.

CltemConnexion: This class contains all information needed to describe a connection.

CTCPConnexion:, This class provides methods for managing automatically a TCP
connection (Interface socket is provided by CStackTCP_IP).

CConnexionMngt: This class manages all connections and send query/response to
MODBUS  Server/MODBUS  Client through  CinterfacelndicationMsg and
CinterfaceResponseMsg. This class also treats the Access control for the connection
opening.

CMBAP: This class provides methods for reading/writing/analyzing the MODBUS
MBAP.

CStackTCP_IP: This class Implements socket services and provides parameterization
of the stack.
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A.5.1.2 Configuration layer package

Communication application layer TCP management
(from Logical View) (from Logical View)

t\ /
\

Operating Mode

#m_Configure()
¥m_Start()
#¥m_Stop()
¥m_Reset()

Q&0

A \SQ}ﬁqura\ﬁQnObj\ec‘t/

9

o erForbidden_IP : Int
&jstForbidden_lP : long()

umberConnectionSupported : int

igure”’A.20 — MODBUS Configuration layer package

The Cpnfigdration layer package comprises the following classes :

TConfigureObject: This class groups all data needed for configuring each other
component. This structure is filled by the method m_Configure from the class
CoperatingMode. Each class needing to be configured gets its own configuration data
from this object. The configuration data is implementation dependent therefore the list
of attributes of this class is provided as an example.

COperatingMode: The role of this class is to fill the TConfigureObject (according to
the user configuration) and to manage the operating modes of the classes described
below:

= CMODBUSServer
= CMODBUSCIient
= CconnexionMngt
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A.5.1.3 Communication layer package

InterfaceUserApplication
(from Logical View)

/ \

ModbusPDU ~Commumnicatom—
Application lager
hlstbAnaIysisOfDataCorrec 0 package
[¥m_BuildModbusException()
[®m_writePDU()

e N

I¥m_ServerReceivingMessage()
I ¥m_ServerModbus()
I¥m_BuildResponse()
F¥m_InitServerfunction()

ModbusSener

Transaction

& Transactionld : int
& TimeSnapShot : int

s TransactionTimeOut()
®m_WwriteTransactionlD()
®¥m_StartTimesnapShoot()

ORUESaY
In{erfac icatior InterfaceResponseMsg
/\n&@mgw) S (from Logical View)
S\ X 7
NN
AN N4

ure A\21 —~MODBUS Communication Application layer package
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The Communication Application layer package comprises the following classes :

A.5.1

A.5.2

CMODBUSServer: MODBUS query is received from class ClnterfacelndicationMsg

(by the method m_ServerReceivingMessage). The role of this class is to bu

ild the

MODBUS response or the MODBUS Exception according the query (incoming from
network). This class implements the Graph State of MODBUS server. Response can be
built only if class COperatingMode has sent both user configuration and right operating

modes.

CMODBUSCIlient: MODBUS query is read from class ClnterfaceUserApplicatio

n, The

client task receives query by the method m_ClientReceivingMessage. This class
implements the State Graph of MODBUS client and manages transaction for linking
Huery with response (from network). Query can be sent over nefwaork only,if| class
CoperatingMode has sent both user configuration and right operati
CTransaction: This class implements methods and s amaging
ransactions.
) Interface classes
CinterfaceUserApplication: the| user
bpplication, it provides two In a real
mplementation this method ca pf the
hardware and software device capabilitis an end-driver, example gccess
o PCMCIA, shared memory, etc
CinterfacelndicationMsg: i 8 class“is proposed for sending query from
Network to the MODBU ’ f \ding response from Network for the Client.
This class ‘ 3 and ‘Communication Application [Layer’
backages (From [Netw® plementation of this class is device dependent.
Cinterfac s »MNis terface class is used for receiving response frgm the
Server and 8N \ rfh the client to the Network. This class inte{faces
backages M icati lication Layer’ and package ‘TCPManagemenft’ (To
Network). eqtation 4f this class is device dependent.

N CLASS DIAGRAM
Thé following Class Diagram describes the complete diagram of a prpposal
mplementation.
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Package
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<<implementationClasss»
COperatingMode
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==interface=>
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+m_ReadFromUserAgplication(Lel
+m_WriteToUserApplication{Lengt!

+COperatingModednkConfiguraOb,
1 +m_Configure(Lengthiint pData:chi Clas.s for treatments in [

| +r_StartCvoidybool relationshin to Modbus PDU

‘ +m_Stopcoidyhaal 04 !

} +m_Reset(void):bool <<implementationClass==

| \— — —|Package - CModbusPDU

| 1 | Communication_Application_Layer I | -

| | | +n_IsmdbAnalysisODataCorectih

| 0.1 0.1 | | | +m_BuildModhusException(Reasn

I <<implementationClass == I | +m_ifiritsPDU(Lengthungigned s

} CModhusServer 1 : 1 f <=struct Modhus FDU»»

| #GlobalState:char | | TModbusPDU

| +CModbusSernvertinkConfigureOhji | |

‘ +n_Reset(voidibool ‘ | 0.1

} 5 +tn_Starttvoidybool ; oo

—type TCongueCblect> +m_Stop(:oid)hool | <=imp\ementatio|?0\ass=>
e Ap— +m_ServerReceivingMessagefnkh } CModbusClient
49_L+G\oba\slate char 01 J -m_Semerhodbus(inkModbus Titer | #GlobalState:char
Jg— -m_BuildResponse(FunctionCade: | +ChodbusClient(nkCanfigurs
i . 0.1 #m_InitServerFunctions {voidyvoid [ +m_Resel{void)hool
::V:‘:DA?USAMSS"DW #m_tServerMadhus(voidyvoid | +m_Starttvoidyhool id)
il ress:long I +m_Stopwoidy b
+MyPorthumber.long 1 | e BIETEE ctio
*humberauthorized_IP-ift | TimesnagShoot(voidfint
| +m_ClientRet
AUEERRELIPIRAEH) ) | -m_C| odbusnkModhus: Then \
+humbetFatbidden_IP | #m/\%::m\n ust id)N
+ListFordidden_IP:long [{0) I
“Numberconnectionsuphoriedtint | o ‘ 1 N
==interface=> I \
CinterfacelndicationMsg } (7
|

1|1

+m_Modbusindication{inkObject TI

+m_ModbusConfirmation{InkObjge

0.1

.

ntel

=<interfade==

eRes] eMs

Modbd¥gResponse(inkObjectT

==interface]Socket==
CStack|CPIP

=<\mp|ememanon0|ass<
CConnexionMngt

#olobalgidixpar

+CCofgexiontn
+m_SendRatumke

+m_ReceiveDal

+m_|sConn,

o

+m_Evel

R

C\as?r managing memary pool andlll

+m_|
+m_plodbusRequestinkCodbus:
#n_|

emoryConnexion{PDest:

methgds for TGP Connection

=<interface==

<<implemeftationClass s>
CTCPCohnexion

CinterfaceConnexion

+m_GetObjectConnexion{IPDestul
+tn_FreeObjectConnexion(nkTiter
+n_RefreivingObjectConnexion(Tr:

Clags for treatments in
relationship to MBAP

L +TypeOhjectchar

+my[sCehnexionRequest{voidyh

<sgiruct=»
TitemConnexion
+TypeConnexion:char

+BocketDescriptorint
+PSource:lony
+PortSourcelong
+PartDestlong
+IPDestination:long
+Bufferln:char*
+BufferOutchar *

+m_AcceptConnexion{nkTitemeo
+m_CloseConnexion{nkTitermcor

+mn_IsEstablishedCannexian(ir | g

+m_Read{nkTltemconnexion:Tite
+m_Write{InkTitemconnexionTiter
+m_ReadMBAP(InkHeademiBAP:

CHMBAP

+m_IsMdbHeaderCorrectBufierch
+m_BetMessageLengthiBuffercha
+m_\WriteTransactionld(Buffer.char
+m_ReadTransactionlD{Buffer.cha

==siruct MBAP=>
TMBAP

[

Figure A.22 — Class Diagram
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A.5.3 SEQUENCE DIAGRAMS

Two Sequence diagrams are described hereafter are an example in order to illustrate a
Client MODBUS transaction and a Server MODBUS transaction.

pTheModbusClient pTheModbusClient pTheModhusclient pTheMadhusClient pTheConnexionMnt pTheTCPConnexion pTheCConnexionMngt
ClnterfacelserApplication ChodhusGlient ClnterfaceResponsehisy Clnterfacelndicationsg CCaonnexionngt ClnterfaceConnexion CTCPGonnexion

m_ReadDatalint char rint

] I
| |
. =g L‘rl
|G aryCanmEa unswgne# TGy T anmesaan —

|

|

|

|

|

|

= |

H } mfGetomectcannexmn(un#wgned long)TemConnexio

T

| |
|

|

|

|

|

|

|

|

|

|

|

=

RN = SN R ———

Uj m_ClientReceivingMessage(TemGantexion *int
|

|

| |
| |
| |
| |
Al |
m_Clienttodbus(TitemConnesxion *) in[J|
|

m_MadbusRequestTHemConnesion <jint
ST ] m_isEstaglishedco exmn!(unsigned [

T
L n ' N
Connection already existinglll ? . /\
———| | m_Send[fata(ThemBansrapion/y int |

|

|

|

|

|

i |

T

|

|

— |

LO° *

N else : | }
}\Ope onnexion nsmlhedlo unsigned ng):T\te}mConnexmn 1
t }

|

h

t
I |
mj:%%%{mmhqﬁ@mm [ | m_irite(THemConnexion *int
( \)
LT
|
!

|
|
| | |
N I ] L
________ | | m_Eventonsosketsoidyint
rgrerthe neprark m_IsConnasianRequsbiai ) bool
| |
| rn_lsEstablishedConnkxion{unsigned long, -nswgne_g_\n
t o=
|
m_ReadMBAR(char *:int
f
|
mfRetreivmgObiecICupnemun(unsigned shpri) TiemC:
| D

o
m_ReceweDalamler‘hoonnexmn =Jint

v

gl

v

4|:4444444{:4444444444444444444444444

b

L
SH—————

ool

]

v

nexion ™

s
=

rn_Read(TitemConngxion =yint
[

v

44444444444444444:44444

| L
m_hodbusConfirmajan(TiemCannexion *yint

m_ClientReceivingResphnse(TtemCanneson 7int |

J ‘m_WiriteData(int,char *yint' ‘—‘-

Figure A.23 - MODBUS client sequence diagram
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General comments for a better understanding of the Client sequence diagram:

First step: A Reading query comes from User Application (method m_Read).

Second Step: The ‘Client’ task receives the MODBUS query (method
m_ClientReceivingMessage). This is the entry point of the Client. To associate the
query with the corresponding response when it will arrive, the Client uses a
Transaction resource (Class CTransaction). The MODBUS query is sent to the
TCP_Management by calling the class interface ClnterfaceResponseMsg (method
m_MODBUSRequest)

Third Step: If the connection is already established there is nothing to do on
connection, the message can be send over the network. Otherwise, a_connectior] must
be opened before the message can be sent over the network.

At this time the client is waiting for a response (from a remote se

Fourth step: Once a response has been received from the het . P|stack
receives data (method m_EventOnSocket is implicitly cg .
If the connection is already established, then the i frievirjg the

connection object (connection object gives memory resos n).
Data coming from network is read and confirmatieq \ f ent task vja the
Client

method m_WriteData), and
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Hereafter is an example of a MODBUS Server exchange.

—91-—

pTheConnexionMngt nTheConexionMngt pTheTCPConnexion
CConnexionMnot CMBAP ClnterfaceCannexion

pTheTCPConnexion
CTCPCannexion

pTheconnexionMngt
(CInterfacelndicationMsg

pTheModbuserver
CMaodhusServer

pTheModbusServer
ChodbusPDU

pTheModbusSery
ClnterfaceResponseMsy

m_EventOnSocket
(Data have been received

]
|
|
by the TCPAP stack) |

i_lsConnexionRequestTiemconnexion *:bool

|
m_lsConnesionReguestjvoidybool

|

|

| I
m_GetObJectConnexiondJnsigned Iung):‘rltemounnexi¢

o
]

*

=

t
t
t_AcceptConnesion(TitdmConnexion * unsigned long unsigned longyint

et |
m_RecmveDatamtemibnnnexmn =yint

‘m_\stbHeaderCoer(vmd*) hool'
|
|
|

m_Modbus\nmcatmn(‘dtemcannemon pint

m_SeNerMndhus(TltemClpnnexinn =int

mflsMdbAnaIvswsOIDataClurrecI(char*) hogl

|
m_WriteP DU{unsigned ghart,char * char Prvoid

meu\IdMudbusExcegtiunkunsigned char,

m_ModbusResponsemten{Connexmn =yint

m_Bui\dRespnnse(charl‘ﬂtemcannemnn ! TiternConpesdon it

ar * char *kvoid

|
|
|
|
:
ﬁ:.
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

=

U 4

Th_| EiE N BT *int

==

rn_\rite(ThernConnexion fyint

Figure A.24 - MODBUS server Diagram

——
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General comments for a better understanding of the Server sequence diagram:

First step: a client has sent a query (MODBUS query) over the network.

The TCP/IP stack receives data (method m_EventOnSocket is implicitly called).
Second step: The query may be a connection not
m_IsConnexionRequest).

If the query is a connection request, the connection object and buffers for receiving
and sending the MODBUS frame are allocated (method m_GetObjectConnexion).

Just after, the connection access control must be checked and accepted (method

H \
m—AcceptConnexion)

request or (method

Third step: If the query is a MODBUS request, the complete
read (method m_ReceiveData). At this time the MBAP must

the
n the
Bction

Fourth Step: The response s
CinterfaceResponseMessaging (methodn
connection object is done by the mett

MODBUSServer

class

Provigq

Fiel

d Summary

GlobalState
state of the MODBUS Server

protected char

Constructor Summary

CMODBUSServer(TConfigureObject
Constructor : Create internal object

*

InkConfigureObject)
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Method Summary

protected void

m_InitServerFunctions(void )
Function called by the constructor for filling array of functions
'm_ServerFunction’

bool

m_Reset(void )
Method for Reseting Server, return true if reseted

int

m_ServerReceivingMessage(TltemConnexion * InkMODBUS)
Interface with CindicationMsg::m_MODBUSIndication for receiving Query
from NetWork return negative value if problem

bool

m_Start(void )
Method for Starting Server, return true if Started

bool

m_Stop(void )
Method for Stopping Server, return true if Stopped (\

protected void

m_tServerMODBUS(void ) )
Server MODBUS task ... /\

A.5.4)2 MODBUS Client Class \>

Class CMODBUS

clas§g CMODBUSCIlient
Proviges methods for managing MO saging imCli
Ster¢otype |mplementat|onCIass

Field Summary < f\\\) ‘\>

protected|G
char

Cor structommm@@\ A >

CMODBUSCI |en ObJe t * InkConfigureObject)
Constructor te rna Obj initialize to O variables.

Methg’d\Sl\l \ary\

S
|

erface provided for receiving message from application Layer Typically :
Il CinterfaceUserApplication::m_Read for reading data call
ClnterfaceConnexion::m_GetObjectConnexion for getting memory fpr a
transaction Return negative value if problem

Ew)entRece ivingMessage(TltemConnexion * InkMODBUY)
t

int

m_ClientReceivingResponse(TitemConnexion *
InkTltemConnexion)

Interface with CindicationMsg::m_Confirmation for receiving response from
network return negative value if problem

bool

m_Reset(void )
Method for Reseting component return true if reseted

bool

m_Start(void )
Method for Starting component return true if started

bool

m_Stop(void )
Method for Stoppping component return true if stopped

protected void

m_tClientMODBUS(void )}

Client MODBUS task....
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Interface Classes

Interface Indication class

Class CinterfacelndicationMsg

Direct Known Subclasses:

CConnexionMngt
clasqd CInterfacelndicationMsg
Class|for sending message from TCP_Management to MODBUS Serv r Clie
Ster¢otype interface
< \\K' >
Method Summary NN\ XD\

int

m_MODBUSConfirmation(TI

te o\ IhkObject)
Method for Receiving incoming Response,calling the Client : could
reference, by Message Queue, er&ﬂe progedu all, ...

be by

int|{m_MODBUSIndication(TI(tenSeon e@n InkObject)
Method for readigg incorin DBUS\Queryand calling the Server : could
be by reference, bxMe e Queue \Remote procedure Call, ...

A.5.4]13.2 Interface Response Class s
rf%R sponseMsg
Dire¢t Known ju cl
CMODBU
class
Classjfor se
Stere
Method'Summary

amory O N 8 o oo naod—lon 1 PDoct
T O T oOCST

TitemConnexion
*

gll\., Ullg

memory pool Return -1 if not enough

m_CCtI"V’I\'IIIUI _y\J\.II MTICATUTT \U IQE
Get an object ITemConnexion from
memory

int|m_MODBUSRequest(TltemConnexion * InkCMODBUS)
Method for Writing incoming MODBUS Query Client to ConnexionMngt :

could be by reference, by Message Queue, Remote procedure Call, ...

int|m_MODBUSResponse(TltemConnexion * InkObject)
Method for writing Response from MODBUS Server to ConnexionMngt

could be by reference, by Message Queue, Remote procedure Call, ...
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A.5.4.

4

— 05 —

Connexion Management class

Class CConnexionMngt

class CConnexionMngt
Class that manages all TCP Connections

Stereotype implementationClass

Fielid Summary

protected
char

GlobalState N

Global State of the Component ConnexionMngt "\

Int

NbConnectionSupported \/
Global number of connections /\

Int

NbLocalConnection
Number of connections opened by th

Me@ a&mote Sery

er

Int

NbRemoteConnection

Number of connections opened py‘q/mnt\g the local Sery

er

Con

structor Summary

A(\V/ /\\
NN

Ccon
Cons

fructor : Creat

[nexionMngt(TConfigu reObJ

e u%ﬁbj ect)
e internal object , initialize to ria

Met

hod Summary

VAN >
N

el

ke up‘?‘i\ Vi

booY |

a

IPAdress)

nn horized(unsigned long
R tc |f ne

<\)§

onnectlon is authorized
ceivebBatd(TItemConnexion * InkConnexion)
face with CTCPConnexion::write method for reading data from
h\g(n n ive value if problem

network

_Re et(v0|d )}

d for Resetting ConnectionMngt component return true if Redet

N

SendData(TIltemConnexion * InkConnexion)
terface with CTCPConnexion::read method for sending data to th
network Return negative value if problem

1%

baol

m anrff\/nnri \

Method for Startlng ConnectionMngt component return true if Started

bool

m_Stop(void )
Method for Stopping component return true if Stopped
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Annex B of Section 1
(Informative)

MODBUS RESERVED FUNCTION CODES, SUBCODES AND MEI TYPES

The following function codes and subcodes shall not be part of this PAS and these function
codes and subcodes are specifically reserved. The format is function code/subcode or just
function code where all the subcodes (0-255) are reserved: 8/19; 8/21-65535, 9, 10, 13, 14,
41, 42, 90, 91, 125, 126 and 127.

Function Code 43 and its MEI Type 14 for Device Identification and MEI Type 13 for
CANdpen General Reference Request and Reponse PDU are the ently avigilable
Encapsulated Interface Transports in this PAS.

The following function codes and MEI Types shall not be pa ished
Specification derived from this document and these function. cod 9 pgs are

specifically reserved: 43/0-12 and 43/15-255. In this PAS, a code

having the same or similiar result as the Encapsulated Interfa ted.
CANOPEN GEN

Refer|to the MODBU y and

terms|of use that cove

9
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Section 2 — Real-Time Publish-Subscribe (RTPS) Wire
Protocol Specification Version 1.0

2 RTPS

2.1 Basic Concepts
211 Introduction

With the explosion of the Internet, the TCP/UDP/IP protocol suite has become the
undenflying framework upon which all Infernet-based communications_are builf. | Their

succe$s attests to the generality and power of these protocols. However, 1-level
protog¢ols are too low level to be used directly by any but the/sithp} icgtions.
Consgquently, higher-level protocols such as HITP, FTP, DHCE,/RE QM, and
CORBA have emerged. Each of these protocols fills a mnichs ey el-Htuned
functionality for specific purposes or application domains.

In nefwork communications, as in many fields of engineerifrg, I i . 6ne siz¢ does
not fif all.” Engineering design is about making the ri 5 rad frade-

offs 1pust balance conflicting requirements such g erality, "eade oOf use, richnéss of
featuges, performance, memory size and usage, i in¥sm, and robudtness.
These| trade-offs must be made in light of the typ ation flow (e.g. periodic, one-to-
many} request-reply, events), and the/Constrai @ pplication and exe¢ution
platfarms.

The Real-Time Publish-Subscribe (RTPSKk Wire sol provides two main communifation
models: the publish-subscribe protocdl, whi e data from publishers to subsctibers;

The RTPS protocol is designed(to run preliable transport such as UDP/IF. The
broad| goals for the RTPS prdtocol designdare:

— Plug a
discovered a

- wality-of-service properties to enable best-effort and rgliable
nmunications for real-time applications over standard IP

ew applications and services are automatically
join and leave the network at any time withojut the

— sirakitity to allow balancing the requirements for reliability and timgliness

—  Modularity
the network.

o allow simple devices to implement a subset and still participate in

—— Scatabitity toenmable systems to potentiatty scate to very targe retworks:

— Extensibility to allow the protocol to be extended and enhanced with new services
without breaking backwards compatibility and interoperability.

— Fault tolerance to allow the creation of networks without single points of failure.

— Type-safety to prevent application programming errors from compromising the
operation of remote nodes.

This PAS defines the message formats, interpretation, and usage scenarios that underlie all
messages exchanged by applications that use the RTPS protocol.
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2.1.2 The RTPS Object Model

Figure 31 shows the object model that underlies the RTPS Protocol.

RTPS e
waor
ManagedApplication EE—
|:| “*
— Application ; NetworkObject
T 1
Mt er rapplication
z=local=s D”\/)/:%
%ﬁfs& Readar
AN I 1
N
ﬁuhl&%ﬁa\\ Eﬂ%ﬂer CSTReader Subscription

\m1 — Object model

The RT Network of Applications. An Application contains| local
Serviges\throw hich he application sends or receives information using the |RTPS
Protofols. The-Setvices afe either Readers or Writers. Writers provide locally available data
(a composité\state ora stream of issues) on the network. Readers obtain this information
from the network.

There| aré two broad classes of Writers: Publications and CSTWriters. A Publicatioh is a
Writer that provides issues to one or more instances of a Subscription using the publish-
subscribe protocol and semantics.

The presence of a Publication in an Application indicates that the Application is willing to
publish issues to matching subscriptions. The attributes of the Publication service object
describe the contents (the topic), the type of the issues, and the quality of the stream of issues
that is published on the Network.

There are two broad classes of Readers: Subscriptions and CSTReaders. A Subscription is a
Reader that receives issues from one or more instances of Publication, using the publish-
subscribe service.
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The presence of a Subscription indicates that the Application wants to receive issues from
Publications for a specific topic on the Network. The Subscription has attributes that
identify the contents (the fopic) of the data, the type of the issues and the quality with which
it wants to receive the stream of issues.

The CSTWriter and CSTReader are the equivalent of the Publication and Subscription,
respectively, but are used solely for the state-synchronization protocol and are provided so
that applications have a means to exchange state information about each other.

Every Reader (CSTReader or Subscription) and Writer (CSTWriter or Publication) is part
of an Application. The Application and its Readers and Writers are local, which is indicated
in Figure 31 by the keyword "local" on the relationship between an Application and its
Services.

There|are two kinds of Applications: Managers and ManagedApplications. T is a
specigl Application that helps applications automatically discovg n the
Netwprk. A ManagedApplication is an Application that is more
Manajgers. Every ManagedApplication is managed by at least one 1

The protocol provides two types of functionality:

— Data Distribution: The RTPS protocol ecify \ LEEY: $ and
communication protocols that support thHe pubh i send
issues from Publications to Subscriptions) a : insfer
(CST) protocol (to transfer state frofm \a jrious

service levels.

— Administration: The RTPS p
enables Applications to obta
all the other Applications g

1 that
tes of
nables
pgers,
ration

213

RTPS . The

proto

RTPS
messd

ulticast capabilities of the transport mechanism, whege one
A multiple receivers.

RTPS|i sned towpromyte determinism of the underlying communication mechanis. The
proto¢ Q_provi aOpen trade-off between determinism and reliability.

2.1.3.

The R[I'RS protocol uses five logical messages:

— ISSUE: Contains the Application’s UserData. ISSUEs are sent by Publications to
one or more Subscriptions.

— VAR: Contains information about the attributes of a NetworkObject, which is part
of a composite state. VARs are sent by CSTWriters to CSTReaders.

— HEARTBEAT: Describes the information that is available in a Writer.
HEARTBEATS are sent by a Writer (Publication or CSTWriter) to one or more
Readers (Subscription or CSTReader).

— GAP: Describes the information that is no longer relevant to Readers.

— ACK: Provides information on the state of a Reader to a Writer.
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Each of these logical messages are sent between specific Readers and Writers as follows:
— Publication to Subscription(s): ISSUEs and HEARTBEATSs
— Subscription to a Publication: ACKs
— CSTWriter to a CSTReader: VARs, GAPs and HEARTBEATS
— CSTReader to a CSTWriter: ACKs

Readers and Writers are both senders and receivers of RTPS Messages. In the protocol, the
logical messages ISSUE, VAR, HEARTBEAT, GAP and ACK can be combined into a single
message in several ways to make efficient use of the underlying communication mechanism.
clause 2.3 explains the format and construction of a Message.

2132 Underlying Wire Representation

RTPS|uses the CDR (Common Data Representation) as defined by # bment

Group (OMG) to represent all basic data and structures.
Anney A of this section describes CDR and the specific choices that R DR.
2.1.4| Notational Conventions

2141 Name Space

All thie definitions in this PAS are part of the “ 't;lg and
undeystanding, the name- space prefi é n this
PAS. Prvice
RTPS more
simple Publication.
214 Representatio
The f¢llowing section
tyjpedef stru {
octet[3 )
octet 048]
} PppId;
These Ctures

are se

Anne
2.1.4.

This

In this notation, the leftmost bit (bit 7) is the most significant bit ("MSB") and the rightmost
bit (bit 0) is the least significant bit ("LSB").

Streams of bytes are ordered per lines of 4 bytes each as follows:

0 2. T e 15 e 23 e 31
e e e et e e T R
| first byte | | | 4th byte |

B e e e e R e e e i e e e R i e e i e e e e e i i e e e S Sl A
77777777777 stream------------->>>>

In such representation, the byte that comes first in the stream is on the left. The bit on the
extreme left is the MSB of the first byte; the bit on the extreme right is the LSB of the 4th byte.
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2.2 Structure Definitions

This subclause defines the Globally Unique ID (GUID) used to reference objects in a
Network and the basic structures used in the protocol (to represent bitmaps, sequence
numbers, etc.). These structures will be used in the following subclauses where the RTPS
Message is defined.

221 Referring to Objects: the GUID
The GUID (Globally Unique Id) is a unique reference to an Application or a Service on the

Network.

The GUID is built as a 12-octet triplet: <Hostld hostld, Appld appld, Objectld objectld>.
The UID should be a globally unique reference to one specific NetworkObject withlin the
Netwprk.

NetvorkObject

Application 4 *i@appld : Appld
+i@hostld : Hostld
+igobjectld : Ohjectld

—

+application

==|ocal==

The Hostld and@[ I
tyjpedef octetNA] /K

ty]

wherd

0
0x

An implementation based on this version (1.0) of the protocol will consider anything|other

th 1 4 -l 1 1
an e apoveTWoO to De aI UNRNoOWITrcrass:

The unknown hostld and appld are defined as follows:

#define HOSTID_UNKNOWN { 0x00, 0x00, 0x00, 0x00 }
#define APPID_UNKNOWN { 0x00, 0x00, 0x00, 0x00 }

2211 The GUIDs of Applications

Every Application on the Network has GUID <hostld, appld, OID_APP>, where the constant
OID_APP is defined as follows.

#define OID_APP {0x00,0x00,0x01,0xcl}

The implementation is free to pick the hostld and appld, as long as the last octet of the appld
identifies the appKind and as long as every Application on the Network has a unique GUID.
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2.2.1.2 The GUIDs of the Services within an Application

The Services that are local to the Application with GUID <hostld, appld, OID_APP> have
GUID <hostld, appld, objectld>. The objectld is the unique identification of the
NetworkObject relative to the Application. The objectld also encapsulates what kind of
NetworkObject this is, whether the object is a user-object or a meta-object and whether the
instanceld is freely chosen by the middleware or is a reserved instanceld, which has special
meaning to the protocol. One example of a reserved (protocol defined) objectld is OID_APP,
which is used in the GUID of Applications.

The Objectld structure is defined as follows:

typedef struct {

OCCCC o] IllsCalccrc,

octet objKind;
} |objectId;

#define OBJECTID_UNKNOWN { 0x0, 0x0, O0x0, 0x0 }

For objKind, the two most significant bits indicate whether the oly user-

level (M- bit) and whether its instanceld is chosen or reserved (R

OojectId:
0.2 S

B e e e e e e i e e e i i et dl e e e e e e e A

| instanceId

+---- = R it ey il it i

M=1 The NetworkObject is a meta-obj 3 S pf the

R=1 The instanceld is reserved; it has a i Y b lists

The last six bits of the objectld defing v ation,
Publifation, Subscripti i : . The
meaning of the messa i i j ion (1). New 0bjKinds may be addled in

highef minor versions|as

(x j octet of an objectld
Class of Obj&‘f< \/\\%):‘Qh\{l/\\gieserved Normal Reserved
/\ \&§e bject ser-object | Meta-object | Meta-object
wn N\

Qob\ 0x40 0x80 0xc0

unkn

Application < Oxﬁl\ S 0x41 0x81 Oxc1
CSTW ri}arf\\ \\ 0@2 0x42 0x82 0xc2
Publi ~at%x\\ \ 0xD3 0x43 0x83 0xc3
Subsdription 0x04 0x44 0x84 Oxc4
CSTRpader 0x07 0x47 0x87 0xc7

2.2.2 Building Blocks of RTPS Messages
This section describes the basic structures that are used inside RTPS Messages.
2.2.21 Vendorld

This structure identifies the vendor of the middleware implementing the RTPS protocol and
allows this vendor to add specific extensions to the protocol. The vendor ID does not refer to
the vendor of the device or product that contains RTPS middleware.

typedef struct {
octet major;
octet minor;
} VendorId;
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The currently assigned vendor IDs are listed in Table 2.

Table 2 — Vendor IDs

Major Minor Name
0x00 0x00 VENDOR_ID_UNKNOWN
0x01 0x01 Real-Time Innovations, Inc., CA, USA
2.2.2.2 ProtocolVersion

The following structure describes the protocol version.

tyfjpedef struct {
octet major;
octet minor;
} |[ProtocolVersion;

Implementations following this version of the PAS implement prot 0 (rhpjor =

1, minjor = 0).

#define PROTOCOL_VERSION_1_0 { Ox1, O0x0 }

2.2.28

A sequence number, N, is a 64-bit signed integ
278631<= N <= 2763-1.
On thk wire, it is represented using t¢o
tyfjpedef struct {
long high;

unsigned long low;
} |ISequenceNumber;

Using| this structure, the g

The s¢quence number,X

#define SEQUENCE_,
#define SEQU E_

Bitm

2.2.2.4
Bitmg
indivi
length

SequenceNumber

values in the fange:

ses:

Qf several messages to provide binary information |about
withinl a range. The representation of the Bitmap includgs the
the first SequenceNumber to which the Bitmap applie.

Bi

(O >R N VIR NN S I 16 240 oo . 31
+ D 2t s B e e e e e e e e e e e e e e e e S S
| |
+ SequenceNumber bitmapBase +
| |
L Bt el e e o m +
| numBits |
B I e tom oo tomm oo +
| Dlitmap 0]

e o e o m +
| long bitmap[1]

to oo m—m to oo tom oo tomm oo +
| .. |
e o e o m +
| long bitmap[M-1] M = (numBits+31)/32 |
to oo m—m to oo tom oo tomm oo +

Given a Bitmap, bitmap, the boolean value of the bit pertaining to SequenceNumber N, where
bitmapBase <= N < bitmapBase+numBits, is:

bit (N)

where

deltaN

bitmap[deltaN/32] & (1 << (31 - deltaN%32) )

N - bitmapBase
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The bitmap does not indicate anything about sequence numbers outside of the range
[bitmapBase, bitmapBase+numBits-1].
A valid bitmap must satisfy the following conditions:
o bitmapBase >=1
o 0 <=numbBits <= 256
o there are M=(numBits+31)/32 longs containing the pertinent bits

This document uses the following notation for a specific bitmap:

bitmapBase/numBits:bitmap

In the_bitmap, the bit corresponding to _sequence number bitmapBase is on the left. The
endin% "0" bits can be represented as one "0".

For example, in bitmap “1234/12:00110”, bitmapBase=1234 and num}
as follows to the sequence numbers:

apply

Table 3 — Example of bitmap: meaning of "1234

Sequence Bit
1234 0 N
1235 0

// N

1236 \)/ R
E7 O TR AY)

Uy
N
[€5]
P
Juiy
Q1

o

2.2.25 NtpTime

Timeqtamps follow the e represented on the wire as a pair of infegers

contajning the high- a ) bts:
tyjpedef str
long sec s timg in seconds

NtjpTime;

Time s expregsed\in sec ing-the following formula:

selconds

The RT ot require a concept of absolute time.
2.2.26

An IP|address is a 4
typedef unsigned long IPAddress

byte unsigned number:

An IP address of zero is an invalid IP address:

#define IPADDRESS_INVALID 0
The mapping between the dot-notation "a.b.c.d" of an IP address and its representation as an
unsigned long is as follows:

IPAddress ipAddress = ( ( (a * 256 + b ) * 256 ) + c ) * 256 + d

For example, IP address "127.0.0.1" corresponds to the unsigned long number 2130706433 or
0x7F000001.
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2.2.2.7

Port

A port number is a 4-byte unsigned number:

typedef unsigned long Port

The port number zero is an invalid port-number:

#define PORT_INVALID 0

If a port number represents an IPv4 UDP port, only the range of unsigned short numbers
from 0x1 to 0x0000ffff is valid.

2.3 RTPS Message Format

2.31

The operall structure of a Message includes a leading Header followe
of Supmessages. Each Submessage starts aligned on a 32-bit bo
start ¢f the Message.

Message:

0. 2.0 T e 15, i,
B R e it s S e e R

| Header

e
| [Submessage
[ e T e R o Tt e et

A Mepsage has a well-known length. Thi ot} ekplicitly by the RTPS pr
but is|part of the underlying transport/with whigch ages are sent. In the case of UL]

the lehgth of the Message is the length, of wload.
2.3.2 Submessage St
The gpneral structure aCh\S essage 1N a Message is as follows:

Sufomessage:
0...
+ A+
| |[submessageId
s

This ge
2.3.2.1

submessageld,a

2.3.2(

B e ke T T et et P e
| [Submessage
I ek eI ¢ ]

Overall Structure of RTPS Messages

submessageld in the Submessage Header

btocol
P/1IP,

auses
pader:

This octet identifies the kind of Submessage. Submessages with IDs 0x00 to 0x7f (inclusive)
are protocol-specific. They are defined as part of the RTPS protocol. Version 1.0 defines the
following submessages:

enum SubmessageId {

PAD = 0x01,
VAR = 0x02,
ISSUE = 0x03,
ACK = 0x06,
HEARTBEAT = 0x07,
GAP = 0x08,
INFO_TS = 0x09,
INFO_SRC = 0x0c,
INFO_REPLY = 0x0d,
INFO_DST = 0x0e

Y
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The meaning of the submessage IDs cannot be modified in this major version (1). Additional
submessages can be added in higher minor versions. Submessages with ID's 0x80 to Oxff
(inclusive) are vendor-specific; they will not be defined by the protocol. Their interpretation
is dependent on the vendorld that is current when the submessage is encountered. Section
describes how the current vendorld is determined. The current list of vendorld’s is provided in
2221.

2.3.2.2 Flags in the Submessage Header

The least-significant bit (LSB) of the flags is always present in all Submessages and
represents the endianness used to encode the information in the Submessage. E=0 means
big-endian, E=1 means little-endian.

Other|bits in the flag have interpretations that depend on the type of Subfessa

In theq following descriptions of the Submessages, the character 'X' i : indy a flag
that i$ unused in version 1.0 of the protocol. RTPS implementations”o ont 1.0 shoyld set
these [to zero when sending and ignore these when receiving. Hig] ' i of the
protogol can use these flags.

2.3.23 octetsToNextHeader in the Submessage Hedde

The final two octets of the Submessage header confain the 3 ' e first
octet [of the contents of the submessage until the firs 2 : next
Submlessage. The representation of this field a i [f the
Submlessage is the last one in the Me§sag ycte der field contains the njimber

of octpts remaining in the Message.
2.3.3 How to Interpret a Message

The ipterpretation and gpfearin a S 5 n the
previgpus Submessages withi [ must
maintpin state from prewous Sub

sourceVersion Th@ to be
nterpreted.

sourceVendorld The i ificatipn with which the following vendor-specific extensions
heed to be i

sourcefHostld SARpLY bwing
3 tion.

destHqstId, “destAp [he” destination’s host and application identifiers. The follpwing

submessages nead to be identified as if they are meant for this host and applicati

unicasfReplyIPAddress, unicastReplyPort An explicit IP address and port that provides an
hdditional direct way for the receiver to reply directly to the originator over unicgst.

multicastReplyIP Address, multicastReplyPort An explicit [P address and port that provides an
additional direct way for the receiver to reach the originator (and potentially many
others) over multicast.

haveTimestamp, timestamp The timestamp applying to all the following submessages.
2.3.3.1 Rules Followed By A Message Receiver

The following algorithm outlines the rules that a receiver of any Message must follow:

1. If a 4-byte Submessage header cannot be read, the rest of the Message is
considered invalid.
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2.

The last two bytes of a Submessage header, the octetsToNextHeader field, contains
the number of octets to the next Submessage. If this field is invalid, the rest of
the Message is invalid.

The first byte of a Submessage header is the submessageld. A Submessage with an
unknown ID must be ignored and parsing must continue with the next
Submessage. Concretely: an implementation of RTPS 1.0 must ignore any
Submessages with IDs that are outside of the Submessageld list used by version
1.0. IDs in the vendor-specific range coming from a vendorld that is unknown
must be ignored and parsing must continue with the next Submessage.

The second byte of a Submessage header contains flags; unknown flags should be
skipped. An implementation of RTPS 1.0 should skip all flags that are marked as

Reception of a valid header and/or submessage has twe-e

“X” (unused) in the protocol.

A wvalid octetsToNextHeader field must always be use fothe| next
Submessage, even for Submessages with unknown IDs.

A known but invalid Submessage invalidates the re dssage. clauses
2.3.5 through 2.3.14 each describe known Submsé ¢ shoyld be
considered invalid.

It can change the state of the recei es how the follpwing
Submessages in the Messag 2.3.14
show how the state changes fox e% ) 8 . his version of the prqtocol,
only the Header and the S 5Sag INFO_REPLY and INHO_TS

change the state of the receiver.

The Submessage, interpreted Wwithin the Message, has a logical interpretatjon: it
encodes one d¢f the five ba RTRS )messages: ACK, GAP, HEARTBEAT, ISSUE

or VAR.

Subclauses 2.3.5 thro . RSCIY e detailed behavior of the Header and |every

Submlessage.

2.3.4

This i

2.3.4.

Header

+ - +
| |[ProtogolVersidn version |
+ -GG tommmmm e fommmm e fommmm e +
| [HoS¥Id hostId |
e oo e EE LSS e EE LSS T
| AppId appId |
Fommmm e m tommmmm e fommmm e fommmm e +

2.3.4.2  Validity

A Header is invalid when any of the following are true:

The Message has less than the required number of octets to contain a full
Header.

Its first four octets are not 'R’ 'T’ 'P’ ’'S’.

The major protocol version is larger than the major protocol version supported
by the implementation.
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2343 Change in State of the Receiver

sourceHostId Header.hostId

sourceAppIld = Header.appId
sourceVersion = Header.version
sourceVendorId = Header.vendorId
haveTimestamp = false

2.3.4.4 Logical Interpretation

None

23.5 ACK

Th' L. + Jd& : o tlo Sy £ R = | ' A V.V
1S ToTCSSa gt TS S Ta O oMU cate eSS tatc OT a IxCaaCI—tO—a v v ITTCT™

2.3.51( Submessage Format

0 2 e e e T o e e e e S 23 i
ek e e R et T e e kR R
| ACK [ XIX[XIXIXIXIFIE] octetsToNextHeade
e e e e fom e

| |[0bjectId readerObjectId
—————————————— B e it R R R R
ObjectId writerObjectId

2.3.5.

This s

2.3.5.

None

2.3.5.

<\ ble4 < Interpretation of ACK Submessage

LFreld N~ [\ Value
FINAL-bibN_ 2\ ] ACKF
readefGUID B <sourceHostld, sourceAppld, ACK.readerObjectld>
writefGUID <destHostld, destAppld, ACK.writerObjectld>

reply]PAddressPortList | {

TnicastReplyl AddTess unicastReplyrorT,
multicastReplyIPAddress:multicastReplyPort

}
bitmap ACK.bitmap

FINAL-bit ACK.F : When the F-bit is set, the application sending the ACK does not expect a
response to the ACK.

readerGUID <sourceHostld, sourceAppld, ACK.readerObjectld> : The GUID of the Reader that
acknowledges receipt of certain sequence numbers and/or requests to receive certain
sequence numbers.
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writerGUID <destHostld, destAppld, ACK.writerObjectld> : The GUID of the Writer that the
reader has received these sequence numbers from and/or wants to receive these
sequence numbers from.

replyIPAddressPortList { unicastReplyIPAddress : unicastReplyPort, multicastReplyIPAddress :
multicastReplyPort } : This is an additional list of addresses that the receiving application
can use to respond to this ACK.

bitmap ACK.bitmap : A “0” in this bitmap means that the corresponding sequence-number is
missing. A “1” in the bitmap conveys no information, that is, the corresponding
sequence number may or may not be missing. By sending an ACK, the readerGUID
object acknowledges receipt of all messages up to and including the sequence number
bitmap.bitmapBase -1).

2.3.6| GAP

This $ubmessage is sent from a CSTWriter to a CSTReader to
sequeppce numbers is no longer relevant. The set may be a contig
numbers or a specific set of sequence numbers.

2.3.6( Submessage Format

2 T 15. ...

B R e e i i e e e i e e e
GAP [ XIXIXIXIXIXIXIE]

I e e bmm -

ObjectId readerObjectId

+— 1 —+ —+ —+ —+ —+ —+ O
| .

2.3.6.

This ¢

2.3.6.

None

2.3.6.4 Logical Interpretation


https://iecnorm.com/api/?name=90ddbb988076ce6ef9915be4bb8b4e8d

- 110 - PAS 62030 © IEC:2004 (E)

Table 5 — Interpretation of GAP Submessage

Field Value
readerGUID <destHostld, destAppld, GAP.readerObjectld>
writerGUID <sourceHostld, sourceAppld, GAP.writerObjectld>

ACKIPAddressPortList |{
unicastReplyIPAddress:unicastReplyPort
}
gapList {
GAP firstSeqNumber,
GAP firstSeqNumber+1,...,
GAP.bitmap.bitmapBase-1
1

and

all sequence numbers that have a correspondifg bi the
bitmap

heNCSTReadpr for
DWN,
ostld,

readerlGUID <destHostld, destAppld, GAP.readerObjectld> :
which the gapList is meant. The GAP.readerObjectl

HestAppld>.

writerGUID <sourceHostld, sourceAppld, GAP.writerObj ter to

which the gapList applies.

I that
K can

ACKIPAddressPortList { unicastReplylIP

gapLigt The list of sequenc ‘ re is list

the range from GAP.firstSeqNumber yp to
is empty if the firstSeqNumber is greater than or
reater

2.3.6.
A GA|
—~ firstSeqNumber = 12

— bitmap =17/5:0011101
means that the gapList = {12, 13, 14, 15, 16, 19, 20, 22}.

2.3.7 HEARTBEAT

This message is sent from a Writer to a Reader to communicate the sequence numbers of
data that the Writer has available.
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2.3.71 Submessage Format
0.2 T e e e 15 . i 23 e 31
B e T e e T e e e T e e T T e e i e il Sl Sl 3
| HEARTBEAT [ XIXIXIXIXIXIFIE] octetsToNextHeader |
tmmmmmmmmmm - — Fommmmmmmm— - m tommmmm - m——— Fomm - +
| ObjectId readerObjectId |
tom e fom e fom e e i +
| ObjectId writerObjectId |
tmmmmmmm e m tommmmmm—mm——m tommmmm - m——— Fomm - +
| |
+ SequenceNumber firstSegNumber +
| |
tmmmmmmm e m tommmmmm—mm——m tommmmm - m——— Fomm - +
| |
+ SequenceNumber lastSegNumber +
| |
+ === =- tommmmmm—mm——m tommmmm - m——— Fomm - +

2.3.7p  Validity

This gubmessage is invalid when any of the following are true:

2.3.7

None

3.7.8 Change in State of the Receiver
2374 Logical Interpretation %

— octetsToNextHeader is too small.

—  firstSeqNumber is less than 0.

— lastSeqNumber is less than 0.

—  lastSeqNumber is strictly less than firstSeq be

of HEARTBEAT Submessage

Tabjle 6 > Interpretat
\

Field | “~—Value

FINAL-bit /\ HEA}TEF\AT.\K )

readefGUID Wstﬁgsﬂa\deégxppld, HEARTBEAT.readerObjectld>

write

GUID /\\\ oﬁgeﬁb’sﬁ@,\{ourceAppld, HEARTBEAT.writerObjectld>

ACKIPAddressPorLi N_
unitqstReplyIPAddress:unicastReplyIPPort

A

}

firstS

3q&1n}b{}\ \ P@ARTBEAT.firstSeqNumber

lastSe qNuI}’aQ X \ | AEARTBEAT.lastSeqNumber

FINAIl-bit HEAIM.F : When the F-bit is set, the application sending the HEART]

o€s' not require a response.

BEAT

readerGUID <destHostld, destAppld, HEARTBEAT.readerObjectld> : The Reader to which the
heartbeat applies. The HEARTBEAT.readerObjectld can be OBJECTID_UNKNOWN, in
which case the HEARTBEAT applies to all Readers of that writerGUID within the

Application <destHostld, destAppld>.

writerGUID <sourceHostld, sourceAppld, HEARTBEAT.writerObjectld> : The Writer to which the

ACKIPAddressPortList { unicastReplyIPAddress :

HEARTBEAT applies.

destinations where responses (ACKs) to this submessage can be sent.

unicastReplyIPPort } : An additional list of

firstSeqNumber HEARTBEAT.firstSeqNumber : The first sequence number, firstSeqNumber, that is
still available and meaningful in the writerObject. This field must be greater than or
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equal to zero. If it is equal to SEQUENCE_NUMBER_NONE, the Writer has no data
available.

lastSeqNumber HEARTBEAT.lastSeqNumber : The last sequence number, lastSeqgNumber, that is
available in the Writer. This field must be greater than or equal to firstSeqNumber. If
firstSeqNumber is SEQUENCE_NUMBER_NONE, IlastSeqNumber must also be
SEQUENCE_NUMBER_NONE.

2.3.8 INFO_DST

This submessage modifies the logical destination of the submessages that follow it.

2.3.8.1_Submessage Format

0. .20 .. T e e e e e S 23 e e e T
B R ek e e e T e R R R
| INFO_DST \X\X\X\X\X\X\X\E\octetsToNextHeader

B i B R

| HostId hostId

B e e fmmmm e et

| AppId appId

B B e B +-———=

2.3.8.2 Validity

This gubmessage is invalid when:

—  octetsToNextHeader is too small.

2.3.88 Change In State Of The |

1if|{(INFO_DST.hostId != HOSTID_UNKNOW
destHostId = INFO_DST.hostId
} lelse {

destHostId = hostld

In other words, ar( IN¥C ith_a” HOSTID_UNKNOWN means that any hos{ may
intergret the folldwins messages as if they were meant for it. Similarly, an INFQ_DST
with |a APPID_U arts that any application may interpret the follpwing
submessages as 1 ant for it.

2.3.8.4

None]j this only affects the interpretation of the submessages that follow it.

2.3.9

ThlS dubmaccaoan comntatine A anliodr d iy A wrhara 0 o d o o
uuLLl\.uuué\. cofrtaS—expretIRrormation—on—whneretto-sena—a—+re

that follow it within the same message.

Lz totha ciilbn
Ty—to—trie-—Sstbie sages

2.3.9.1 Submessage Format

0 2 e e e e T e e e e e e e 150 oo, 23 e e e e 31
B e e e e e e e e e e e i il R F
| INFO_REPLY [ XIX[XIX[IXIXIMIE] octetsToNextHeader |
Fmm e Fm e Fm e Fm e +
| IPAddress unicastReplyIPAddress |
Fommmm e m tommmmm e Fommmmm e fommmm e +
| Port unicastReplyPort |
Fom e i it Fm e +
| IPAddress multlcastReplyIPAddress [ only if M==1 ] |
R e fommmm e — fommmm e +

| Port multlcastReplyPort [ only 1if M==1 ] |
tom e R it tom e tom e +


https://iecnorm.com/api/?name=90ddbb988076ce6ef9915be4bb8b4e8d

PAS 62030 © IEC:2004 (E) - 113 -
2.3.9.2 Validity

This submessage is invalid when the following is true:

— octetsToNextHeader is too small.

2.3.9.3 Change in State of the Receiver

if ( INFO_REPLY.unicastReplyIPAddress != IPADDRESS_INVALID) {
unicastReplyIPAddress = INFO_REPLY.unicastReplyIPAddress;

}

unicastReplyPort = INFO_REPLY.replyPort

if ( M==1 ) {

L WSS DS DNSE S £ 5 0= b — —MEo RERTY et lenot Do laToog
multicastReplyPort INFO_REPLY.multicastReplyPort
} lelse {
multicastReplyIPAddress = IPADDRESS_INVALID
multicastReplyPort = PORT_INVALID

}
2.3.9.¢4 Logical Interpretation

None) this only affects the interpretation of the submessages ths
2.3.10 INFO_SRC
This gubmessage modifies the logical source of the suby

2.3.19.1 Submessage Format

0.2 T e %
++ -+ -+t -+ -+t -+t -F -+ -+-+ -+ - +-N
| JINFO_SRC [ XIXIXIXIXIXIXIE]

| [rPaddress apprpadaress | (N
| fprotocolversion ve

| Jost1a nost1a

| bop1a appra_

+]------——-=—=

2.3.10.2

This qu

2.3.1Q.

sourceHos IO INFO_SRC.hostId

sourceApprd INFO_SRC.appId
squrgeVérsion INFO_SRC.version
squreeVendorId INFO_SRC.vendorId
unjicaStReplyIPAddress INFO SRC.appIPAddress
unicastReplyPort PORT_INVALID

multicastReplyIPAddress
multicastReplyPort
haveTimestamp

IPADDRESS_INVALID
PORT_INVALID
false

2.3.10.4 Logical Interpretation

None, this only affects the interpretation of the submessages that follow it.
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2.3.11 INFO_TS

This submessage is used to send a timestamp which applies to the submessages that follow
within the same message.

2.3.11.1 Submessage Format

O0...2. .. Tt A D 31
B et e R ke e Rl e R el et
| INFO_TS [ XIX[IXIXIXIXIIIE]I octetsToNextHeader |
e i tmmm - tmmm - tmmm - +
| |
+ NtpTime ntpTimestamp [only if I==0] +
| |
e i tmmm - tmmm - tmmm - +

2.3.11.2 Validity

This gubmessage is invalid when the following is true:

—  octetsToNextHeader is too small.

2.3.11.3 Change in State of the Receiver

ifl (INFO_TS.I==0) {
haveTimestamp true
timestamp INFO_TS.ntpTimestamp
} lelse {
haveTimestamp = false
}
2.3.11.4 Logical Interpretation

None/ this only affects the interpretatign of the'sub ages that follow it.

2.3.12 ISSUE

This s 1@ Publication to a Subscription.

-

4.

2.3

A
0.
+
|
4
|
+
|
4
|
+
|
4
|
+
|
4
|

~ UserData 1ssueData ~

2.3.12.2 Validity

This submessage is invalid when any of the following are true:

— octetsToNextHeader is too small.

— issueSeqNumber is either not strictly positive (1,2,...) or is not SEQUENCE_
NUMBER_UNKNOWN.

— the parameter sequence is invalid.


https://iecnorm.com/api/?name=90ddbb988076ce6ef9915be4bb8b4e8d

PAS 62030 © IEC:2004 (E) - 115 -
2.3.12.3 Change in State of the Receiver
None

2.3.12.4 Logical Interpretation

Table 7 — Interpretation of ISSUE Submessage

Field Value
subscriptionGUID <destHostid, destAppld, ISSUE.readerObjectld>
publicationGUID <sourceHostld, sourceAppld, ISSUE.writerObjectld>
issueSeqNumber ISSUE.issueSeqNumber
(parameters) ISSUE.parameters (iff ISSUE.P==1)

ACKIPAddressPortList |{

unicastReplylPAddress:unicastReplyPort
| A

(timegtamp) timestamp >

(present iff haveTimestamp == true)

issuelData ISSUE.issueData < \ \‘ \
AN

subscr

public

issueS¢qNumber ISSUE.issueSe 8 : ence number of this issue; this should
(1,2,3,...) or the special sequence-nfimber
he latter may be used by a simple publi

be a  stri
SEQUEN

hat does not r

paramgters (optloal) 3 a Y: This is present iff P == 1. These parameters will

ACKI]
end an ACK message in response to this ISSUE.

timestamp (optiona

issueDrta ISSUE.issueData : The actual user data in this issue.

. { unicastReplyIPAddress : unicastReplyPort } : The destinations to

estamp of this issue. This is present iff Timestamp == true.

which
N, in
ostld,

t that

either

ration

allow
e the

which

2.3.13 PAD
This submessage has no meaning.

2.3.13.1 Submessage Format

0 2 e e e e T e e e e e e e 150 oo, 23 e e e e e 31
i e e e e e e e e e e e e e e e e e e e e
| PAD [ XIX[XIX[IXIXIXIE] octetsToNextHeader |

Fom s Fom e m Fom e mmm Fom e — +
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2.3.13.2 Validity
This submessage is always valid.
2.3.13.3 Change in State of the Receiver
None
2.3.13.4 Logical Submessage Generated On Reception

None; the receiver skips the PAD using octetsToNextHeader.

2.31 VAR

This qubmessage is used to communicate information about a NetworkQ
of the]Composite State). It is sent from a CSTWriter to a CSTReader

iis part

2.3.14.1 Submessage Format

| VAR I XIXIXIXIHIAIPIE] octetsToNextte

e fmm e fmmm -
| |[0bjectId readerObjectId

e e e e et e

| |0bjectId writerObjectId

e fmm e e e e N B +

| HostId hostId (iff

4

2.3.14.

This s

BER_

— the parameter sequence is invalid.

2.3.14.3/_ Change in State of the Receiver

None

2.3.14.4 Logical interpretation
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Table 8 — Interpretation of VAR Submessage

Field Value
readerGUID <destHostld, destAppld, VAR.readerObjectId>
writerGUID <sourceHostld, sourceAppld, VAR.writerObjectld>
objectGUID <VAR.hostld, VAR.appld, VAR.objectld> (iff H == 1)

<sourceHostld, sourceAppld, VAR.objectld> (iff H == 0)

writerSeqNumber VAR.writerSeqNumber
(timestamp) current.timestamp if curent.haveTimestamp == true
(parameters) VAR.parameters and VAR.P
ALIVE-bit VAR.A
ACKIPAddressPortList |{

unicastReplyIPAddress:unicastReplyIPPort,
writer->IPAddressPortList()

}

reader

writer

object

writer

timest

GUID <destHostld, destAppld, VAR.readerObjectld> : The i heajrtbeat
hpplies. The VAR.readerObjectld can be OBJECTI i be the
VAR applies to all Readers of that writerGUID withi i ostld,
HestAppld>.
GUID <sourceHostld, sourceAppld, VAR.wrj t the
nformation.
GUID <VAR.hostld, VAR.appld, VAR.objecH i \ppld,
VAR.objectld> (iff H == 0) : The objes 5 1N 9 PTS) is
hbout.
BeqNumber VAR .writefSe atber ch time a change in the Composite
btate provided by the CSIWritei\ O« : should be a strictly positive number (1,
P, ...). Or, the spexsi QUENCE_NUMBER_UNKNOWN, nmay be
bent to indicate that S s not keep track of the sequence number.
ymp  (opti is is present iff curent.haveTimestamp == true.
[imestamp of & 5 ént with this submessage.

: This is present iff VAR.P == 1. Contains inforrhation

unicastReplyIPPort, writer->IPAddressPortLyst() } :

P Addres \ unitastReplyIPAddress :

RTPS

2.3.15.1 Allowed Extensions Within This Major Version

Within this major version, future minor versions of the protocol can augment the protocol in

the fo

llowing ways:

— Additional submessages with other submessagelds can be introduced and used
anywhere in an RTPS message. Therefore, a 1.0 implementation should skip over
unknown submessages (using the octetsToNextHeader field in the submessage
header).
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Additional fields can be added to the end of a submessage that was already
defined in the current minor version. Therefore, a 1.0 implementation should skip
over possible additional fields in a submessage using the octetsToNextHeader field.

Additional object-kinds and built-in objects with new IDs can be added; these
should be ignored by the 1.0 implementation.

Additional parameters with new IDs can be added; these should be ignored by the

1.0 implementation.

All such changes require an increase of the minor version number.

2.3.15.2 What Cannot Change Within This Major Version

The f

All such changes require an increase of the major version

2.4

This dection describes the mapping of RTPS on UD

2.41

2.41.

When| RTPS is used over UDP/IP,

ubDP

2.41.

llowing items cannot be changed within the same major version:

— A submessage cannot be deleted.
— A submessage cannot be modified except as described i

— The meaning of the submessagelds (described in 2.3.2

RTPS and UDP/IPv4

Concepts

1 RTPS Messages and the

IP Datagram.
R UDP/IP Destina

y one

A UDP/IP destipation 15 3 Address and a Port. This document uses nojtation
such #s "12.44.1: ' 7 [dress
can b¢ a unicast o1’y

241

The RTPS pxotoco 3y I[P addresses to a sender of Messages, so that the dender
knowsp ] essages. These destinations are always interpreted locallly by
the sqnd ms. Certain IP addresses, such as "127.0.0.1" have only rqlative
meaning (i.e.}they do\not refer to a unique host).

242

RTPS Packet Addressing

The

otfowing —subctauses describe tiow a sending appiication carm construct—a 1

ist of

IPAddress:Port pairs that it can use to send Messages to remote Services. Every Service has
a method, IPAddressPortList(), that represents this list. This IPAddressPortList is gathered
by combining four sources:

— The well-known ports of the Network.

— The attributes of the Application in which the Service exists, as well as whether

the Application is a Manager or a ManagedApplication.
— Whether the Service is user-level or meta-level (M-bit in the GUID).
— Additional attributes of the Service itself.
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The sender’s implementation is free to send the information to any valid destination(s) in
this list and is encouraged to make good choices, depending on its network interfaces,

resources or optimization concerns.
2.4.21 Well-known Ports

At the Network level, RTPS uses the following three well-known ports:

wellknownManagerPort = portBaseNumber + 10 * portGroupNumber

wellknownUsertrafficMulticastPort =

1 + portBaseNumber + 10 * portGroupNumber
wellknownMetatrafficMulticastPort =

2 + portBaseNumber + 10 * portGroupNumber

Withip a Network, all applications need to use the same portBaseNumbyq
want [to communicate with each other use the same portGroupNuy
need fo be isolated from each other use a different portGroupNumber

Each | application needs to be configured with the
portGroupNumber.

dplication

Excepit for the rules stated above, RTPS does not def aséNumbe

portGroupNumber are used nor how the Applications
inforthation.

24.2p Relevant Attributes of an Applicati

NetworkObject | Q

ork obtai

s that
5 that

and

¥ and
n this

\’)' ‘ x Application

[\ +@fnetatraficUnicastPor : Port= PORT_INVALID
gﬂk{ce > +i@unicastiPAddrasslist: IPAddress []={)
+@usertraficUnicastPant : Part= PORT_INVALID

W};{&@mmm

+@metatraficMulticastiPAddressList: IPAddress (1= {)

i
< +metatrafiiclPAddressForlList)

+userrafficlPAddressPodlistd

\ ) Reader

+@usertraficMulticastiPAddressList: IPAddress []= {}

The relevant attributes of an Application are:

unicastlPAddressList These are the unicast IP addresses of the Application; they are the
unicast IP addresses of the host on which the Application runs (there can be multiple
addresses on a multi-NIC host). Depending on the network topology, a sending
application might only be able to address that application on a subset of these IP

addresses.

metatrafficMulticastiPAddressList For the purposes of meta-traffic, an Application can also

accept Messages on this set of multicast addresses.
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usertrafficUnicastPort and metatrafficUnicastPort Every Application has exactly two
application-dependent ports where it receives unicast user-traffic and unicast meta-
traffic, respectively. A datagram sent to one of the application’s unicast IP addresses
and to one of these ports should only be received by one Application.

These attributes define two lists of UDP destinations. The first list, represented by the
method usertrafficAddressPortList(), is used for wuser data; the second list,
metatrafficAddressPortList(), is used for the RTPS metatraffic. These lists are defined as
follows:

Application::metatrafficIPAddressPortList () =

{

unicastIPAddressList[] : metatrafficUnicastPort,
metatrafficMulticastIPAddressList][]
WweTTRIIOWNME L aCtrar I i CMUITICagCPoTT

}

Application: :usertrafficIPAddressPortList () =
{
unficastIPAddressList[] : usertrafficUnicastPort
}

RTPS|messages sent to the multicast destinations can be recei ns on

multiple hosts.
2.4.23 Manager

For th

Mal
{
un|

me

}

A mai

Mal

A Ma
2.4.2.

A disf

A Wr fation
to wh ; i iteriS a user-object, it is addressed through its Application’s
user-g

if

Wi = Application()->usertrafficIPAddressPortList ()

iflf meta-pOJect

Wrliter: :TRAMdressPortList () = Application()->metatrafficIPAddressPortList ()

Note that'the GUID of the object immediately shows whether the object is a meta-objeqt or a
user- pbject.

A Reader (such  as a Subscription) has an additional attribute:
usertrafficMulticastIPAddressList.

The IPAddressPortList of a Reader is defined as follows:

iff user-object
Reader::IPAddressPortList () =
{
Application()->usertrafficIPAddressPortList (),
usertrafficMulticastIPAddressList[] : wellknownUsertrafficMulticastPort

}

iff meta-object
Reader: :IPAddressPortList () = Application()->metatrafficIPAddressPortList ()
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A user-level Reader can be addressed by wunicast over the destination in the
usertrafficlPAddressPortList of the Application to which it belongs or by sending UDP
multicast to the additional multicast addresses the Reader provides at the
wellknownUsertrafficMulticastPort.

A meta-Reader is addressed through the metatrafficlPAddressPortList of the application to
which it belongs.

243 Possible Destinations for Specific Submessages

This section lists the UDP/IP destinations to which the basic Submessages (ACK,
HEARTBEAT, GAP, ISSUE and VAR) can be sent.

2.4.3 1 Possible Destinations of an ACK

An AC i¢ation
ora( briter-
>]PA(

An AC ogical
interp which
conta

2.4.3.

A G h the
reader

A GA bne of
the ddg ACK.

2.4.38

A HEARTBEAT is sent™o 3 P : ither a CSTReader or a Subscription); which

i$4(), defined in 2.4.2.4 .

can b¢ addressed
A HE ARTBEATQ be set inNrespanse to an ACK, in which case the HEARTBEAT can
be sent to one of the ' o6gical replyIPAddressPortList of the ACK.

2434

To ad Pt 1p, (a subclass of a Reader) this submessage needs to be sent to
one of t

An ISS
to ong of the \desti

sefit in response to an ACK, in which case the ISSUE can also b sent
atjons in the logical replylPAddressPortList of the ACK.

2.4.3.|5 Possible Destinations of a VAR

To address a Reader, reader, the VAR is sent to one of the address/ports in
reader->IPAddressPortList().

A VAR can also be sent in response to an ACK, in which case the VAR can also be sent to
one of the destinations in the logical replyIPAddressPortList of the ACK.
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2.5 Attributes of Objects and Metatraffic

2.51 Concept

Figure 32 shows an overview of all the attributes of the NetworkObjects. Some of the
attributes are frozen, indicated by the symbol "@" in front of them. The value of a frozen
attribute cannot change during the life of the object. All attributes of a NetworkObject
(except for its GUID) have default values.

Manager

+yargAppsSequencedlumberlast . Sequencebumber = SEQUERNCE_MUMBER_ LIPEM 00T

Managednpplicéﬁun

N =

Application
+@expirationTime : MtpTime = {180,0}
+imanagerkeyList iunsigned [ong [[= 0
+EmetatraficMulticastiPAddressList | IPAddress [ =1}
+metatrafficlinicastPort : Port= PORT_IMWALID

+@Eprotocolversion : Protocolversion = FROTOCOL
+EunicastiPAddressList : IPAddress []1={}

+iuseraficinicastPort: Por= PORT_INWAL] O
+@Enendorld < Vendorld = VENDORZID WM MO
e

NetworkOhject ~ Serb'f

X

AN |

\/ \ \Qe@b{ \ Writer
+@use mEME}ﬂFﬁWWIPAddrESS[]:{}
N4 i
Q.. \ \Qihkqpﬂ Publication

NPT \e’bar ion: MtpTime = {00} +EexpectsAck : hoolean = true
IESize : Upisigned long = 1 +persistence | MipTime = 40,0}
= eqiested : unsigned long =0 +@reliahilityOffered [ unsigned long =0
+ i¢ : PathNarme = "DefaultTopic" +zendiuelesize | unsigned long = 1
*EtypeChidcksum @ TypeChecksum =10 +strength ; long =1
+@typeMame : TypeMame =" +@topic : PathMame = "DefaultTopic®

-l..l"-YhJ.lpnl’"hnﬁlf L :T\J.lpnl‘"hnﬁlz =1

+@ypeiame : TypeMame ="

Figure 32 — Object attributes

The protocol uses the CST protocol to convey information about the creation, destruction
and attributes of Objects (Applications and their Services) on the Network.

On the wire, the attributes of the objects are encoded in the ParameterSequence that is part
of the VAR submessage (see 2.3.14 ). The information in the ParameterSequence applies to
the object with GUID objectGUID. This GUID immediately encodes the class of the object
and, therefore, the relevant attributes of the object and their default values.
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When the parameter sequence does not contain information about an attribute that is part of
the class, the receiving application may assume that attribute has the default value.

The semantics of these classes and their attributes cannot be changed in this major version
(1) of the protocol. Higher minor versions can extend this model in two ways:

— New classes may be added.

— New attributes may be added to the existing classes.

Table 9 — ManagedApplication Attributes

Attributes Type Default
unicagtIPAddressList [ ] IPAddress {}
@proffocolVersion ProtocolVersion PROTOCOWR%N}{_O
@vendlorld Vendorld VENDORZID, UNKNEWRNN
@expirationTime NtpTime {180, 0} \/
@marnfagerKeyList unsigned long 0 < \ \ >
@metqtrafficMulticastIPAddressList [ ] IPAddress (/{\}\\ \\
@metgtrafficUnicastPort
@usentrafficUnicastPort

Table|9 shows the attributes of a Mana dlicatiox, that a
precedling “@” denotes that the attrib : fing “[
]” denotes an array that indicates that the i a ssage
has the contents described in Table(9 and angther attribute described in Table 1(. The
description of the types ar

Table 10— nage b%qge/ ttributes (in addition to Table 2.5.1)
Attribltey’ < Typ Default

e
vargA ppsSequenceN(ml}e\Q‘fa\sK S}qy\r}sgyﬁmber SEQUENCE_NUMBER_UNKNOWN

The npxt twotables represent the Publication and Subscription attributes, respectively]
Table 11 — Publication attributes
ibutes

Attribut Type Default
@topif PathName “DefaultTopic”
@typeName TypeName —
@typeChecksum TypeChecksum 0
strength long 1
persistence NtpTime {0, 0}
@expectsAck boolean true
sendQueueSize unsigned long 1
@reliabilityOffered unsigned long 0
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2.5.2 Wire Format of the ParameterSequence

A ParameterSequence is a sequence of Parameters, terminated with a sentinel. Each
Parameter starts aligned on a 4-byte boundary with respect to the start of the
ParameterSequence. The representation of each parameter starts with a Parameterld
(identifying the parameter), followed by a ParameterLength (the number of octets from the
first octet of the value to the ID of the next parameter), followed by the value of the
parameter itself.

When an attribute is a list (indicated by the "[ ]" after the type-name in the object model), the
elements of the array are represented in the parameter sequence by listing the individual
elements with the same (repeated) parameter ID.

PalrameterSequence

B EE e T e Tl Tt Tt e e T T S A R Tk Tk ek Tt Tt eI
| |[ParameterId id_1
e e e e fom o A

tyjpedef unsigned short Parameterfd;

tyjpedef unsigned short ParameterLeng
The pprameter length is . reach
the I} of the next para ; ). Because every Parameterld starts on
a 4-byjte boundary, the
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2.5.3 ParameterlD Definitions

Table 12 — ParameterlID Values
ID Name Used For Fields
0x0000 PID_PAD -

0x0001 PID_SENTINEL -

0x0002 | PID_EXPIRATION_TIME Application::expirationTime : NtpTime
0x0003 |PID_PERSISTENCE Publication::persistence : NtpTime
0x0004 Subscription::minimumSeparation : NtpTime
PID_MINIMUM_SEPARATION
0x000p [PID_TOPIC Publication::topic : PathName,
Subscription::topic : PathName (\
0x000p |PID_STRENGTH Publication::strength : long

0x000y |PID_TYPE_NAME Publication::typeName : Type a \)
Subscription::typeName (T\PK

0x0008 |PID_TYPE_CHECKSUM Pubhcatlon..typeChec
Subscription::typeC hecksum

0x000p RTPS_PID_TYPE2_NAME

0x000h w \/

RTPS_PID_TYPE2_CHECKSUM

0x000b |PID_METATRAFFIC_ n eta raf@ ticastIPAddressList:
MULTICAST_IPADDRESS Q)

0x000 PID_APP_IPADDRESS phc \\mhc\astIPAdﬁressLlst IPAddress[]

0x000d |PID_METATRAFFIC Apphicatid ..h@fﬁcUmcastPort.Port
UNICAST_PORT

T3

0x000p  [PID USERDATA \( licationyyserdataUnicastPort :Port
[UNICAST_PO

0x001p |[PID EXPECT& A\Q'R\ \lel\iQtion::expectsAck : boolean

0x001ft PID_USER exdet::userdataMulticastiPAddressList : IPAddress]]
MULTI ;/_‘IR RESS

0x001p PID?M&N@QERXES\ \ Application::managerKeyList : unsigned long []

0x001p PID{END_QU‘E{JE}%ZE\/ Publication::sendQueueSize : unsigned long

0x001p PIQ_PR@QQCQL_\QR%ON Application::protocolVersion : ProtocolVersion

0x001p [/ TID. WE&@R NQ Application::vendorld : Vendorld

0x001y \\% MQ‘S}SEQUENCE Manager::vargAppsSequenceNumberLast

SequenceNumber

0x001B PID?REMUEUE?SIZE Subscription::recvQueueSize : unsigned long

0x001Pp < { PID_RELIABILITY_ OFFERED | Publication::reliabilityOffered : unsigned long

OXOOl:l 1 llJ I\LLIABILIT\l_ Suba\,Liyﬁuu..lcha}}i}it_yp\cqucbtcd . uuaiéucd }Ulls
REQUESTED

Future minor versions of the protocol can add new parameters up to a maximum parameter
ID of 0x7tff. The range 0x8000 to Oxffff is reserved for vendor-specific options and will not
be used by any future versions of the protocol.
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254 Reserved Objects
2.54.1 Description

To ensure the automatic discovery of Applications and Services in a Network, every
Manager and every ManagedApplication contains a number of special built-in
NetworkObjects, which have reserved objectld’s.

These special objects fall into these categories:

— The Application itself is a NetworkObject with a special GUID (the instance of
the Application is called applicationSelf). In addition, every Application has a
CSTWriter (writerApplicafionSelf) that disseminates the attriputes of the| local
Application on the Network.

— Several objects are dedicated to the and
ManagedApplications on the Network. Every MandgedA icabi s the
CSTReaders readerApplications and readerManagers, i ekiftence
and attributes of X . hgers,
respectively, are obtained. Every Manager hj ; i riters
writeApplications and writeManagers.

— As seen in Figure 33, every ManagedApplication has)s ances
of a CSTReader (readerPublications and readelShbscriy A s of a
CSTWriter (writerPublications and wfite hrough the CSTRepders,
the ManagedApplication{ cah_ re i and
attributes of all the remote i work.
Through the CSTWriters, the ¢dApplication can send out information
about its local Publications (and ipti

Futurg versions of the proto y ist of
reseryed objectld’s within
Subclguse 2.8  descri [pecial

objects. Q
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2.54.2 Overview: Special Objects in a ManagedApplication

Every ManagedApplication contains the following special objects seen in Figure 33.

AN RN

I[\LE}ldQLMiEﬂMSTRE

N\
. )
ia\lm%s of a Managed Application

applid
writer itself
readeffApplications : eader The Reader through which the application receivgs the

httributes ofqthér Applications on the Network.

readerManagers :CSTReader The Reader through which the application receives the

readerPublications :CSTReader The Reader through which the application receives
information about remote Publications that exist on the Network.

writerPublications :CSTWriter The Writer that makes the attributes of the local Publications
(contained in the local application) available on the Network.

readerSubscriptions:CSTReader The Reader through which the application receives
information about remote Subscriptions that exist on the Network.

writerSubscriptions :CSTWriter The Writer that makes the attributes of the local
Subscriptions (contained in the local application) available on the Network.
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managerself :‘Manager

2548

Every| Manager contains

manaperSelf :Managern |

writerApplicationgelf :C itself
hvailable.

readefManagers :C < other
Managers @

writerManaggfts™ ' riter through which a Manager provides information jon all
he athe 2\ i o’Network to its managees.

writerApplicatiQrs er The Writer through which a Manager provides information on

2544 d Objectlds

Table|18lists the current reserved objectlds. All these objects are also meta-objects; so he M-
bit and R-bit are set in the objectld. The meaning of these objects cannot change in this major
version (1) of the protocol but future minor versions may add additional reserved objectld’s.
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Table 13 — Predefined Instancelds

Predefined instanceld

objectld of this Built-in Object

Description

applicationSelf

(OID_APP) = {00,00,01,c1}

The Application (ManagedApplica
tion or Manager) itself.

writerApplicationSelf

(OID_WRITE_APPSELF) =
(00,00,08,c2}

The CSTWriter which makes the
attributes of the local Application
available on the Network. Every
IApplication has one of these.

writerApplications (OID_WRITE_APP) = {00,00,01,c2} [Every Manager has this CSTWriter,
to make the attributes of the Man
agedApplications that are its manag
es—avaitable-onthe Networle
readerApplications (OID_READ_APP) = {00,00,01,c7} Every Manage a
CSTReader, th ads
the managees\t om
writefManagers (OID_WRITE_MGR) = {00,00,07,c2} [Every Manage \@iTy diter
contaipdn the other|Man
readefManagers (OID_READ_MGR) = {00,00,07,c7} [CSTReader t an Appli
cgtion ai 1nfor atlon about|the
/- ' f \th nagers on |the
writefPublications (OID_WRITE_PUBL) = {00,00, 0@ Very MaMAppllcatlon mdkes
oca Publications  available
is CSTWriter.
readefPublications (OID_READ PU 0 03%e7} WTReader reads the attribfites
of remote Publications. It is pregent
an every ManagedApplication.
writefSubscriptions (OB _WRITE_SUBS) \QOO, cN/[Every ManagedApplication m4kes
its local Subscriptions available
[ through this CSTWriter.
reade*Subscriptions = OO\Oﬂ/O4 c7} |This CSTReader reads the attribuites
of remote Subscriptions. It is pregent
in every ManagedApplication.
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