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avzrilable to the public.

INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-22: Application layer service definition —
Type SNpTYPE elements

FOREWORD

his end and in addltlon to other activities, IEC publishes International
Technical Reports, Publicly Available SpeC|f|cat|ons (PAS) and Guides

governmental organizations liaising with the IEC also participate i
with the International Organization for Standardization (ISO) 4
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Attentign issdrawnte_the Normative references cited in this publication. Use of the referenced publicationf is

t of

de

IEC-PAS 61158-5-22 has been processed by subcommittee 65C: Industrial networks, of IEC
technical committee 65: Industrial-process measurement, control and automation.

The text of this PAS is based on the This PAS was approved for
following document: publication by the P-members of the
committee concerned as indicated in
the following document

Draft PAS Report on voting
65C/530/PAS 65C/534/RVD

Following publication of this PAS, which is a pre-standard publication, the technical committee
or subcommittee concerned may transform it into an International Standard.
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This PAS shall remain valid for an initial maximum period of 3 years starting from the
publication date. The validity may be extended for a single 3-year period, following which it
shall be revised to become another type of normative document, or shall be withdrawn.

The list of all the parts of the IEC 61158 series, under the general title Industrial
communication networks — Fieldbus specifications, can be found on the IEC web site.

@%
S
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INTRODUCTION

This PAS contains an additional profile — SNpTYPE — which may be integrated into a future
new edition of the IEC 61158-5 series.

@%
S
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 5-22: Application layer service definition —
Type SNpTYPE elements

1 [Scope

1.1 Overview

The fieldbus application layer (FAL) provides user programs witha\means\o, a
fieldbus communication environment. In this respect, the FAL cafn be W
befween corresponding application programs.”

cess fhe

This part of IEC 61158-5 provides common elements fqQ ne-
crifical messaging communications between applicatio 34 in an automatjon
enyironment and material specific to Type SNpTYPEAi S \ ed
to fepresent the presence of a time-window, within(whi€h one 3 are

required to be completed with some defined leve

actions within the time window risks ith
att
Th by
the
a) ing
b)
c) ach primitive action and event, and the form which they
d)
Th
1) us

2) |Systems{Managerpent at the boundary between the application layer and Systems
Managément of the fieldbus reference model.

This part/of IEC 61158-5 specifies the structure and services of the fieldbus application layer,
in conformance with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI applicatjon
layer structure (ISO/IEC 9545).

FAL services and protocols are provided by FAL application-entities (AE) contained within the
application processes. The FAL AE is composed of a set of object-oriented application service
elements (ASEs) and a layer management entity (LME) that manages the AE. The ASEs
provide communication services that operate on a set of related application process object
(APO) classes. One of the FAL ASEs is a management ASE that provides a common set of
services for the management of the instances of FAL classes.

Although these services specify, from the perspective of applications, how request and
responses are issued and delivered, they do not include a specification of what the requesting
and responding applications are to do with them. That is, the behavioral aspects of the
applications are not specified; only a definition of what requests and responses they can
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send/receive is specified. This permits greater flexibility to the FAL users in standardizing
such object behavior. In addition to these services, some supporting services are also defined
in this part of IEC 61158-5 to provide access to the FAL to control certain aspects of its
operation.

1.2 Specifications

The principal objective of this part of IEC 61158-5 is to specify the characteristics of
conceptual application layer services suitable for time-critical communications, and thus
supplement the OSI Basic Reference Model in guiding the development of application layer

r tocala for i critinal Ao A A NI~ AN
protecels—fertime-eritical-communications-

A |secondary objective is to provide migration paths from previously-existing ~industfial
corrmunications protocols. It is this latter objective which gives rise to the of‘serviges

standardized as the various Types of IEC 61158, and the go&rrespondingX protocols
stajndardized in subparts of IEC 61158-6.

This specification may be used as the basis for formal application~rxogkamming interfaces.
Nepertheless, it is not a formal programming interface, apd~any sughsinterface will need to

a)
b)

1.3

Th 5 it
constrain the implementations of applicati gtities within industrial automatjon
sygqtems.

Theére is no conformarns ipmA this application layer service definition standgrd.
Instead, conformance 3 S implementation of conforming application layer

prdtocols that fu@

2
Th c nt.
Fo gdition cited applies. For undated references, the latest editjon

of {
1E(

IEC 61431-3, Programmable controllers — Part 3: Programming languages

|EC o140 0 (aXal Lia feio] H Fr £ L | P PN HH £
UT1TJ0O -y mrauotlrrdar CuTrrmmrrarinioeairvriT ITCtvwWUInNo rrcruovuo oL ativiro -

Part 4-SNpTYPE: Data-link layer protocol specification — Type SNpTYPE elements

IEC 61158-6-22, Industrial communication networks - Fieldbus specifications - Part 6-
SNpTYPE: Application layer protocol specification - Type SNpTYPE elements

ISO/IEC 646, Information technology — ISO 7-bit coded character set for information
interchange

ISO/IEC 7498-1, Information technology — Open Systems Interconnection — Basic Reference
Model: The Basic Model
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ISO/IEC 8802-3, Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Specific requirements — Part 3:
Carrier sense multiple access with collision detection (CSMA/CD) access method and
physical layer specifications

ISO/IEC 8822, Information Technology — Open Systems Interconnection — Presentation
service definition

ISO/IEC 8824-1, Information Technology - Abstract Syntax Notation One (ASN.1):
Specification of basic notation

ISQ/IEC 9545, Information Technology — Open Systems Interconnection —
Strycture

Application. Layer

ISQ/IEC 10646, Information technology — Universal Multiple-Octé Set
(Uucs)

ISQ/IEC 10731, Information technology — Open Systems Interco 0 sfc Referemce
Model — Conventions for the definition of OSI services

IETF RFC 791, Internet Protocol

For the purposes of this document, the folfowing.t s defined in these publications apply:

3.1 ISO/IEC 7498-1 ter
a) | application entity
b) |application processg

ISO/NEC 8822 terms

For the purposes of this document, the following terms as defined in ISO/IEC 8822 apply:

a) abstract syntax
b) presentation context

3.3 ISO/IEC 9545 terms

For the purposes of this document, the following terms as defined in ISO/IEC 9545 apply:

Y

application-association

O

application-context

o O

)

)

) application context name

) application-entity-invocation
)

)

application-entity-type
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f) application-process-invocation

g) application-process-type

h) application-service-element

i) application control service element

3.4 ISO/IEC 8824 terms

For the purposes of this document, the following terms as defined in ISO/IEC 8824 apply:

a) _object identifier

b) |type

3. Fieldbus application-layer specific definitions

3.5.1
application
funlction for which data is exchanged

3.5.2
application object
regresentation of a particular component within a deyice

3.5.3
acyclic data
dafia which is transferred from time to time fo

3.54
bit
unit of information constis
trapsmitted

be

3.5.5
cell
synonym for a single ich Mses RTFL communication model

services of a server by initiating a message to perform a task

commumnication hyb:b‘
fixed time period between which the root device issues empty frames for cyclic
communication initiation in which data is transmitted utilizing CDC and MSC

3.5.9
connection
logical binding between two application objects

3.5.10
cycle time
duration of a communication cycle
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3.5.11
cyclic
events which repeat in a regular and repetitive manner

3.5.12
cyclic communication
periodic exchange of telegrams

3.5.13
cyclic data
dafa which is transferred in a regular and repetitive manner for dedicated purposes

3.5.14
cy¢lic data channel (CDC)
paft of one or more frames, which is reserved for cyclic data

dyvalue or condition and the speciffed

gateway
deyice acting a

3.5.22

interface

shared boundary between two functional units, defined by functional characteristics, signal
characteristic, or other characteristics as appropriate

3.5.23
intra-cell communication
communication between a RTFL device and another RTFL device in the same cell
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3.5.24

mapping parameters

set of values defining the correspondence between application objects and process data
objects

3.5.25
master clock
global time base for the PCS mechanism

ing

Se

vention*about the data formats, time sequences, and error correction in the data exchange
ommunication systems

3.5.34

root device (RD)

master in the communication system, which organises, initiates and controls the RTFL cyclic
and acyclic data interchange for one logical double line

3.5.35
real time frame line (RTFL)
communication model for communication with high real time requirements

3.5.36
real time frame network (RTFN)
communication model for communication with low real time requirements
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3.5.37

round trip time

transmission time needed by a DLPDU from the RD to the last OD in forward and backward
direction

3.5.38

sub-index
sub-position of an individual element of an object within the object dictionary

3.5.39

tinléng signal
time-based indication of the occurrence of an event, commonly as an interrupt signal, used|for
DLtuser synchronization

3.5.40

topology
physical network architecture with respect to the connectio
cofnmunication system

the

3.6 Abbreviations and symbols

AE Application entity
AL Application layer
ALME Application layer managen

AP

APDU

APO

AR

AREP

ASE

CAN antrgller area network
CDhC Cyclic data channel
CDCL CDCTine

CDCN CDC network

CeS CANopen expands Type SNpTYPE
CL Communication layer
Cnf Confirmation

DA Device address
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DHCP Dynamic Host Configuration Protocol
DL- Data-link layer (as a prefix)
DLL DL-layer

DLPDU DL-protocol data unit

EDS Electronic data sheet

EMCY Emergency

FAL Fieldbus application layer

GW Gateway

ID Identification

IETF Internet Engineering Task Force
Ind Indication

IP Internet protocol

IPV4 IP version 4

IPV6 IP version

IRQ s

LME

MAC

Md

M 3 independent interface
MSC Message channel

MYCL MSC line

MSCN MSC network

oD Ordinary device

0OS Operating system

OSl Open systems interconnection
PCS Precise clock synchronization
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PDO Process data object

PHY Physical interface controller

PID Packet ID

PTMNSU Point-to-multipoint network-scheduled unconfirmed
PTPNSC Point-to-point network-scheduled confirmed
PTPNSU Point-to-point network-scheduled unconfirmed
PTPUTC Point-to-point user-triggered confirmed

RD Root device

Rep Request

RFIC Request for comments

Rsp Response

RTF Real time frame

RTFL Real time frame line

RTFN k

RGO

RW

Rx

RxPDO

SDIO Servige data object

SEF Standard Ethernet frame

StdE«r Standard error output

Stdin Standard input

StdOut Standard output

SYNC Synchronization

TCP Transmission control protocol

TT Transmission type
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Tx Transmit direction
TxPDO Transmit PDO

UDP User datagram protocol
WO Write only

3.7 Conventions

3.7.1 Overview

The

clause. Each ASE specification is composed of two parts,

sell

The
ins
this
the

3.7.

Th

3.7

C
for

A
g

FAL
CL/
CLA

PARENT CLASS:

vice specification.

b class specification defines the attributes of the class. Th
fances of the class using the Object Management AS
part of IEC 61158-5. The service specification define
ASE.

2 General conventions

s part of IEC 61158-5 uses the de

.3 Conventions for class defini

ss definitions are descyi
the class. The genera

ASE:

\SS: Q
\SS ID:

arent class name

Lb-
its

tes

ATTRIBUTES:

1 numeric identifier

2 name

3 attribute name(values)
4 attribute name(values)
4.1 (s) Attribute: attribute name(values)
4.2 (s) Attribute: attribute name(values)
4.3 (s) Attribute: attribute name(values)
5. (c) Constraint: constraint expression
5.1 (m) Attribute: attribute name(values)
5.2 (o) Attribute: attribute name(values)
6 (m) Attribute: attribute name(values)
6.1 (s) Attribute: attribute name(values)
6.2 (s) Attribute: attribute name(values)
SERVICES:

1 (o) OpsService: service name

2 (c) Constraint: constraint expression
2.1 (0) OpsService: service name
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(m) MgtService: service name

The "FAL ASE:" entry is the name of the FAL ASE that provides the services for the
class being specified.

The "CLASS:" entry is the name of the class being specified. All objects defined using
this template will be an instance of this class. The class may be specified by this part of
IEC 61158-5, or by a user of this part of IEC 61158-5.

(3)

(4)

NO
clas
clas

(5)

The "CLASS ID:" entry is a number that identifies the class being specified \Fhis
number is unique within the FAL ASE that will provide the services for this class-\Whgn
, S s)within the
scope of the FAL. The value "NULL" indicates that the clas ‘ - ntlated.
Class IDs between 1 and 255 are reserved by this part o
standardized classes. They have been assigned to maintai

The "PARENT CLASS:" entry is the name of the parep S ing
specified. All attributes defined for the parent . i or
the class being defined, and therefore do r or
this class.

s TOP is used as a starting point from whie
ses defined by this part of IEC 61158-5.

bnt
for

The "ATTRIBUTES'label i follpwing entries are attributes defined for
the class.

a) Each of the ibate i 3 s a line number in column 1, a mandatory (mf) /
option > [ S ) indicator in column 2, an attribute type
label in nie Qr aeonditional expression in column 4, and optionally a

mn 5. In the column following the list of values, the
may be specified.

termplates, these key attributes are defined under the kpy

i) fields of a structured attribute (4.1, 4.2, 4.3),

ii) attributes conditional on a constraint statement (5). Attributes may bpe
mandatory (5. 1) or opt|onal (5.2) if the constraint is true. Not all optlor al

(6)

EY I SR 3 tr ¢ 3 ot Pt 3 A +h EY I ST 3 dafinad (L 1]
aLlIIUUlUO IUHUIIU \.IUIIDLIGIIIL OLGLUIIIUIILO do UUTOo UI1o aLlIIUULU UUIIIIUU III \\J .

iii) the selection fields of a choice type attribute (6.1 and 6.2).

The "SERVICES" label indicates that the following entries are services defined for the
class.

a) An (m) in column 2 indicates that the service is mandatory for the class, while an
(o) indicates that it is optional. A (c) in this column indicates that the service is
conditional. When all services defined for a class are defined as optional, at least
one has to be selected when an instance of the class is defined.

b) The label "OpsService" designates an operational service (1).
c) The label "MgtService" designates an management service (2).
d) The line number defines the sequence and the level of nesting of the line. Each


https://iecnorm.com/api/?name=5f53febf2500f140fa89780a62265d36

PA

S 61158-5-22 © IEC:2009(E) ~19 -

nesting level is identified by period. Nesting within the list of services is used to
specify services conditional on a constraint statement.

3.7.4 Conventions for service definitions

3.7.4.1 Overview

The service model, service primitives, and time-sequence diagrams used are entirely abstract
descriptions; they do not represent a specification for implementation.

3.742 Service parameters

Se
(1S

sta

Th

usir/provider interaction. In any particular interface, not all parametérs

'vice primitives are used to represent service user/service provider interactil
O/IEC 10731). They convey parameters which

ed.

parameter name;

request primitive;

indication primitive;
response primitive; and

confirm primitive.

Ong parameter (or compahe S ow of each table. Under the appropripte
serE/ice primitive columps, a_codg i i e type of usage of the parameter on he
primitive specified in t \

option, and may or may not be provided depending|on
e service user. When not provided, a default value |for

is conditional upon other parameters or upon the environmen{ of

(blank)  parameter is never present.

S parameter is a selected item.

Some entries are further qualified by items in brackets. These may be

a)

3.7

a parameter-specific constraint:

“(=)” indicates that the parameter is semantically equivalent to the parameter in the
service primitive to its immediate left in the table.

an indication that some note applies to the entry:
“(n)” indicates that the following note "n" contains additional information pertaining to the
parameter and its use.

4.3 Service procedures

The procedures are defined in terms of:
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e the interactions between application entities through the exchange of fieldbus Application
Protocol Data Units; and

o the interactions between an application layer service provider and an application layer
service user in the same system through the invocation of application layer service
primitives.

These procedures are applicable to instances of communication between systems which
support time-constrained communications services within the fieldbus application layer.

4 —Ceneepts

4.1 Common concepts

Allfof IEC/TR 61158-1:2007, Clause 9 is incorporated by referenceg
ovegrridden in 4.2.

pecifically

4.2 Type specific concepts

4.21 Operating principle

Type SNpTYPE consists of two types of communication delss is
usg¢d to ensure synchronized cyclic real-time co ication. ork
seVeral RTFL cells to an overall syste i ; FL

cells and between RTFL cells and RT

An
several ordinary devices (OD). The
organizes and controls RTFL ¢ell
TFL RD has at least one connectiorn] to

In this context, a RTFL cell describes 3

RTFL cell consists of a root device (RD)-and
central RTFL cell eleme e '
sequences such as cycli ime frame seiding, A

RTFL, and can includ Rich additionally has connection to RTFN. As each
O0 in the RTFL cell can\o RILFL cornection, the RD incorporating a GW thereanre
op¢rates as a li ] . RTFN communication is not coordinated like
cofnmunication (tiliZe switched fully duplex standard Ethernet. Thus,|no
deferminism can be data transfer.

Communication of prk service data is accommodated by Type SNpTYPE networks
usipg differep \j annels) in RTFL and RTFN. Cyclic data can be transferfed
over the i C). The message channel (MSC) allows additional acy¢lic
dafa corm used for service data exchange.

Sefvice data-i |ly transferred acyclic and is used for transfer of parameters, conjrol
commands; status™apd diagnostic data as well as for generally larger data segments. Servjice
dafla are-transferred either event driven or user driven (acyclic character). Parameter data
used ,in jparticular in device configuration do not require strict time conditions wherg¢as
diagnestic data may have much greater time requirements.

In contrast, process data is typically transferred cyclically with different cycle times and higher
real-time requirements.

Type SNpTYPE AL supports a variety of services and protocols to meet these differing
requirements. Both communication models support the same fieldbus application layer. The
services and protocols are mapped to the corresponding DL-services.

4.2.2 Communication model overview
4.2.2.1 Overview

Type SNpTYPE technology essentially specifies two communication models with
corresponding protocols. RTFL communication is intended for fast machine communication
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while RTFN provides for the networking of individual machines or cells. The corresponding
protocols aim to offer an equal set of services for cyclic process data exchange as well as for
acyclic message data communication.

The application relationship can be modeled independent of communication relationship.

4.2.2.2 Communication model RTFL

For RTFL communication model, communication follows a line topology. RTFL communication
is based on cyclic data transfer in an ISO/IEC 8802-3 Ethernet frame. This basic cyclic data

deyice receives the frame, writes its data and passes the frame on. A |
exactly one root device. The last ordinary device of a RTFL network

res
ed
tit
is feturned by the first ordinary device to the root device as ard

dirg¢ction, the ordinary devices read their relevant data from the

.2.2.3 Communication model RTFN

ns

rall
ing

yer

pe

The mandatory magagement ASE consists of a set of services to control the state of a
nefwork «and participating devices. Constraints in available services are specified for [he
different communication models RTFL and RTFN.

4.2.4 Producer-consumer interaction

The producer-consumer interaction model involves one producer and zero or more
consumer(s). The model is characterized by an unconfirmed service requested by the
producer and a correlated service indication in all consumers. Figure 1 illustrates the
interaction for one producer and two consumers.
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Service.request

____________ Service.indication
‘‘‘‘‘ [

\

Service.request ([ TTTEe-oo Service.indication

>

Service.request | TTTTe-- Service.indication
-— - | -

»

A

Service.indication‘

The services supported by an interaction model are conveys q i hip
endipoints (AREPs) associated with the communicating APs. in
the interaction (for example producer, consumer) is defineda 3

4.2.5 Device reference models

4.2.5.1 RTFL device reference model

Type SNpTYPE services are described of
ISQ/IEC 7498-1 (OSI). The OSI mods s ns
standards, whereby the layers can be—develqp pe

of the intermediate OSI la § to e conselidated into either the Type SNpTY|PE
dafa-link layer or the Typ& SNRTYPE layep. The device reference model for a Type
SNpType RTFL deviceps s

<

A
> __________ . Application layer
\ No}?\n Standard AL management

SNpTYPE specification defines functionalit%n op.to bottom of a full OSI model. Functigns

System
management

S | Ethernet !| mgmt. R
A< _ eé\dWW ' Frame !| entity o s o
WDO’ | Interface }| (ALME) ‘ P

N eartbeat ! (SEF) '

a s S O S O S ¢

Cyclic Clock
data “APQQQGP channel eynnhrnn
channel ization

DLL

Communication
RTF processor DLL configuration management

— <

Physical layer

Figure 2 — RTFL device reference model
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4.2.5.2 RTFN device reference model

Type SNpTYPE services are described using the principles, methodology and model of
ISO/IEC 7498-1 (OSIl). The OSI model provides a layered approach to communications
standards, whereby the layers can be developed and modified independently. The Type
SNpTYPE specification defines functionality from top to bottom of a full OSI model. Functions
of the intermediate OSI layers, layers 3 to 6, are consolidated into either the Type SNpTYPE
data-link layer or the Type SNpTYPE application layer. The device reference model for a Type
SNpType RTFN device is shown in Figure 3.

Sysiem
management
4
Appli€atio Ia%\
CANopen AL )z\éfj‘geg'bﬂu
Obiect dicti mgmt.
AL jec Ictionary en“ty I T v
SDO, PDO, (ALME)
EMCY, Heartbeat <\

— < [0

Cyclic \ \950
data Messa hann yn ro@
channel f\ ization

DLL UDP/|< \\
N Communication
N Q‘A\C\\\) management

— Ol Rae
S

i layer

\1@3 — RTFN device reference model

Ilof IEC/TR 61158-1:2007, 10.1, is incorporated by reference.

5 | Data evAS

5.1 Overview

A

5.2 Formal definition of data type objects

All of IEC/TR 61158-1:2007, 10.2, is incorporated by reference.

5.3 FAL defined data types
5.3.1 Fixed length types

5.3.1.1 Boolean types

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 1
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2 Data type Name = Boolean
3 Format FIXED LENGTH
4.1 Octet Length = 1

This data type expresses a Boolean data type with the values TRUE and FALSE.

5.3.1.2 Bitstring types

There are no Bitstring types defined for Type SNpTYPE.

5.3.1.3 Currency types

There are no Currency types defined for Type SNpTYPE.

5.31.4 Date/Time types

5.3.1.4.1 TimeOfDay

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 12

2 Data type Name = TimeOfDa
Format

4.1 Octet Length

This data type is composed of two ele
and the date. The first element is a
mignight in milliseconds. The second
couinting the days from Ja 3

5.3.1.4.2 TimeDiff

CLASS: Q

ATTRIBUTES:
1

Data type Mume Rtifie = 13

2 = TimeDifference
3 = FIXED LENGTH
4.1 = 4o0r6

This data typedi

time. The first-ete
day in milliseconds:
theg difference in days.

d of two elements of unsigned values that express the differencg i
is an Unsigned32 data type that provides the fractional portion of ¢
he optional second element is an Unsigned16 data type that provic

eq values and expresses the time of day
a type and gives the time after
gned16 data type and gives the d

the
ate

ne
les

5.34-5—FEnumerated-types
There are no Enumerated types defined for Type SNpTYPE.

5.3.1.6 Handle types

There are no Handle types defined for Type SNpTYPE.

5.3.1.7 Numeric types
5.3.1.71 float

This data type is the same as Float32.
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5.3.1.7.2 Float32

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 8

2 Data type Name = Float32

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This type has a length of four octets. The format for float32 is that defined by IEC 60559 as

single precision.

5.3.1.7.3 double

This data type is the same as Float64.

5.3.1.7.4 Float64

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 17
2 Data type Name

3 Format

4.1 Octet Length

This type has a length of eight octets.
dolible precision.

5.3.1.8 Integer types

5.3.1.8.1 Integer8
CLASS: @ ata type

ATTRIBUTES:

1 = 2
2 = Integer8

= FIXED LENGTH
4.1 = 1

This integer typeis a\two’s complement binary number with a length of one octet.

5.3.1.8.2 SINT

ThisIEC 61131-3 type is the same as Integer8.

Qat64 is that defined by IEC 60559

5.3.1.8.3 char

This data type is the same as Integer8.

5.3.1.8.4 Integer16

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 3

2 Data type Name = Integer16

3 Format = FIXED LENGTH

4.1 Octet Length

2

as
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This integer type is a two’s complement binary number with a length of two octets.

5.3.1.8.5 INT

This IEC 61131-3 type is the same as Integer16.

5.3.1.8.6 short

This data type is the same as Integer16.

5.3.1.8.7 Integer24

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 16

2 Data type Name = Integer24
Format = FIXED LENGTH

4.1 Octet Length = 3

This integer type is a two’s complement binary number

5.3.1.8.8 Integer32

CLASS:

ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name

3 Format

4.1 Octet Length

This integer type ii at
5.3.1.8.9 DIN

This IEC 61131-

sam nteger32.

5.3.1.8.10

This data s Integer32.

5.3.1.8.11

CLASS: Data type
ATTRIBUTES:

1 Data fype Numeric Tdentifier = 18

2 Data type Name = Integer40

3 Format = FIXED LENGTH
4.1 Octet Length = 5

This integer type is a two’s complement binary number with a length of five octets.

5.3.1.8.12 Integer48

CLASS: Data type
ATTRIBUTES:
1 Data type Numeric Identifier = 19

2 Data type Name Integer48
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FIXED LENGTH
6

3 Format

4.1 Octet Length

This integer type is a two’'s complement binary number with a length of six octets.

5.3.1.8.13 Integer56

CLASS: Data type
ATTRIBUTES:
1 Data type Numeric Identifier = 20
2 Data type Name = Integer56
Format = FIXED LENGTH
4.1 Octet Length = 7
This integer type is a two’s complement binary number with a lengt Q octe

5.3.1.8.14 Integer64

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 21
2 Data type Name

Format

4.1 Octet Length

This integer type is a two’'s compleme vjth a length of eight octets.

5.3.1.8.15 LINT

This IEC 61131-3 type[isithe

5.3.1.9 Unsi

5.3.1.91

CLASS: Data type

ATTRIBUTES:
1 = 5
2 = Unsigned8
= FIXED LENGTH
4.1 Qgtet Length = 1

This type is a binary number. The most significant bit of the most significant octet is alw

ys

usg¢d.as the most significant bit of the binary number; no sign bit is included. This type hap a

length of one octet.

5.3.1.9.2 USINT

This IEC 61131-3 type is the same as Unsigned8.

5.3.1.9.3 unsigned char

This data type is the same as Unsigned8.
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5.3.1.94 Unsigned16

CLASS: Data type
ATTRIBUTES:
1 Data type Numeric Identifier = 6
2 Data type Name = Unsigned16
Format = FIXED LENGTH
4.1 Octet Length = 2
Th v, a oMot 0S ST can v Ot Ee—1OS ST gan O€Cte S—a yS

¢d as the most significant Bit of the binary number; no sign bit is included. This type-hap a

lenjgth of two octets.

5.3.1.9.5 UINT

This IEC 61131-3 type is the same as Unsigned16.

5.3.1.9.6 WORD

This type is used in the same way as UINT.
5.3.1.9.7 Unsigned24

CLASS: )
ATTRIBUTES:

1 Data type Numeric Identifier
2 Data type Name
3 Format

4.1 Octet Length

This type is a binary ificant bit of the most significant octet is always
usg¢d as the monif' 3t of ' 5 a

lenjgth of three octef

5.3.1.9.8

CLASS: Data type

ATTRIBUTE

1 tifier = 7

2 = Unsigned32

3 Format = FIXED LENGTH
4.1 Octet Length = 4

This type is a binary number. The most significant bit of the most significant octet is always
used as the most significant bit of the binary number; no sign bit is included. This type has a
length of four octets.

5.3.1.9.9 UDINT

This IEC 61131-3 type is the same as Unsigned32.

5.3.1.9.10 DWORD

This type is used in the same way as UDINT.
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5.3.1.9.11 Unsigned40

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 24

2 Data type Name = Unsigned40

3 Format = FIXED LENGTH
4.1 Octet Length = 5

This_type is_a binary number. The most significant bit of the most significant octet is always
us¢d as the most significant bit of the binary number; no sign bit is included. This type hap a
length of five octets.

5.3.1.9.12 Unsigned48

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 25

2 Data type Name = Unsigned48
Format = FIXED LENGTH

4.1 Octet Length

This type is a binary number. The mostsignifice ignificant octet is always
use¢d as the most significant bit of th ;, NQYSI is included. This type hap a
lenjgth of six octets.

5.3.1.9.13 Unsigned56

CLASS:

ATTRIBUTES:

1 Data type Numer

2 Data typ nsigned56

3 Format FIXED LENGTH

4.1 Octet Length = 7

This type is & bi he most significant bit of the most significant octet is always
usg¢d as the of the binary number; no sign bit is included. This type hap a
lenjgth of/'seve

5.3.1.9.14

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 27

2 Data type Name = Unsigned64

3 Format = FIXED LENGTH

4.1 Octet Length = 8

This type is a binary number. The most significant bit of the most significant octet is always
used as the most significant bit of the binary number; no sign bit is included. This type has a
length of eight octets.

5.3.1.9.15  ULINT

This IEC 61131-3 type is the same as Unsigned64.
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5.3.1.9.16 Unsigned128

CLASS: Data type
ATTRIBUTES:

1 Data type Numeric Identifier = 28

2 Data type Name = Unsigned128

3 Format = FIXED LENGTH
4.1 Octet Length = 16

(E)

This_type is_a binary number. The most significant bit of the most significant octet is always

us¢d as the most significant bit of the binary number; no sign bit is included. This type ha
length of sixteen octets.

5.3.1.9.17 Unsigned256

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 29

2 Data type Name = Unsigned256
Format = FIXED LENGTH

4.1 Octet Length

5 a

Th ignifica ignificant octet is always

us

.1.11 OctetSfrin o

5 a

Data type
1 Data type Numeric Identifier = 10
2 Data type Name = OctetString
3 Format = STRING
4.1 Octet Length = 1ton

An OctetString is an ordered sequence of octets, numbered from 1 to n.

NOTE IEC/PAS 61158-6-22 defines the order of transmission.
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5.3.2.2 VisibleString

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 9

2 Data type Name = VisibleString
Format = STRING

4.1 Octet Length = 1ton

Thistypetsdefined-asthe {SOHEC646-stringtype-

5.3.2.3 UnicodeString

CLASS: Data type

ATTRIBUTES:

1 Data type Numeric Identifier = 1"

2 Data type Name = UnicodeString
Format = STRING

4.1 Octet Length = 1ton

This type is defined as the ISO/IEC 10646 string type

5.3.3 Domain

CLASS:

ATTRIBUTES:

1 Data type Numeric Identifier

2 Data type Name

3 Format

4.1

Laf

6

6.1

6.1
6.1.1.
6.1.1.1¢

Octet Len;:)}
ge variable a '

CANope

NOTE CANopen (CiA DS 301) is standardized as EN 50325-4.

In conjunction with the CAN Bus based protocol, a uniform and standardized application layer

is
inc

provided for industrial applications. This includes standardization of communication,
luding technical and functional features allowing networking of distributed field automating

devices and standardization of application objects using device profiles.

The device profiles are one of the core elements of CANopen, specifying uniform functions
and standardized parameters/objects for different application areas or for automated device
groups. Based on these standardized profiles, a great degree of vendor compatibility can be
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achieved due to interoperability and interchangeability of devices made by different

ma

nufacturers. All major device types used in automation engineering such as:

digital and analogue I/O devices;
drives;

valves;

programmable controls;
encoders, etc.

arialready standardized as device profiles and are reflected in the relevant CiA device pro
sp

Th
bet
acq

6.1.1.1.2 anary structure

The object djetiqnary \ erface between the application and the communication s
syqtem. Essential™as \ element, the object dictionary is a grouping of objects 4
specifie gmmu |cat|n and device parameters, data and functions which are sto
and retrieved U ectsy It is a collection of the device parameters data structures that ¢
be Jaccessed Upload and SDO Download services.

The dictionary is organized in form of a table as indicated in Table 1 below. The struct

coffresponds to the CANopen specification 301 known from industrial automation.

cification.

b object dictionary contains parameters, application data and thé

essed via service data objects (SDO), as shown in Figure 4.

N
CANopen \
N

AL Object dig(opa\ry \\\

SDO \P)%b//ép;{}g S

Q N

)§>\<>®/

M N \>ycl|c
/\W\ le data
hannel

WM ©

]

Q Figure 4 — peMPE CeS device structure

file

on
be

Lb-
nd
red
an

re

NO

E  CANOPen (CIA' DS SUT) TS standdrdiZed as EN oUSZ0-4.
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Table 1 — Object dictionary structure

Section

Sub-section

Content

Data type

Basic data types

Definition of basic data types

Complex data types

Definition of complex data types

Manufacturer specific
data types

Definition of manufacturer specific data types

Device profile specific
basic data types

Definition of device profile specific basic data
types

6.1

The

Ba

Co

.1.1.3

5ic data types

mplex data typ
Definition of@

Device profile specific
complex data types

Definition of device profile specific complex
data types

Communication profile

hich
and dedisated

Definition of the parameters
communication configuratj
communication purpose

Manufacturer defined
profile

Definition of manufaa@eﬁi\pﬁw

Standardized device
profile

Definition of the ara%% fll’w
standardiz evice Nll

Standardized interface
profile

Definiti eWeN@ed in
sta ardlze interfac le

Type SNpTYPE RTFN
interface profile

f|n|t f the ara defined in Type
’S\ Rf\FN i erface profile

Definition of generz

Data type areas

6.1.1<1.4

Communication area

6.1.1.1.4.1 Device type

The device type object consists of the following parameter:

Parameter
Device profile number
This parameter specifies the device profile that is used of the device.
Additional information
This parameter specifies additional information defined by the device profile.
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6.1.1.1.4.2 Error register
The error register object consists of the following parameter:

Parameter
Generic Error
This parameter indicates the presence of a generic error.
Current
This parameter indicates the presence of a current error.

Voltage

This parameter indicates the presence of a voltage error.
Temperature

This parameter indicates the presence of a temperature erro

Communication
This parameter indicates the presence of a communicatio

Device profile specific

Manufacturer specific

This parameter indicates the pr

v

6.1.1.1.4.3 Manufacturer status register
The manufacturer status regi

Pafameter
Status register
This para s xegister of the device.

er s

6.1.1.1.4.4
The event log

Pafamete

This parametef specifies the number of entries for this object.

Emergency error code

This parameter specifies the emergency error code for the occurrence of an event.

Manufacturer specific error field

This parameter specifies the manufacturer specific error field for the occurrence of an

event.
Time stamp

This parameter specifies the occurrence in time of an event.
Length

This parameter specifies length of the extended manufacturer information.
Extended manufacturer information

This parameter specifies the extended manufacturer specific information.
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6.1.1.1.4.5 Manufacturer device name
The manufacturer device name object consists of the following parameter:

Parameter
Device name

This parameter specifies the device name of the device.

6.1.1.1.46  Manufacturer hardware version

The manufacturer hardware version object consists of the following parame

Pafameter

Hardware version

6.1.1.1.4.7 Manufacturer software version
The manufacturer software version object consists of

Parameter
Software version

6.1.1.1.4.8

The communication la

Pafameter <>
Number of entries

RTFN base cycte
This parameter specifies the RTFN base cycle time of the device.
IP<Address

This parameter specifies the IP address of the device.
Subnet mask

This parameter specifies the subnet mask of this device.
Default gateway

This parameter specifies the default gateway of the device.
DHCP enabled

This parameter specifies the usage of DHCP for the device.
Current IP configuration

This parameter specifies the activation for IP configuration.
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.1.1.4.9 Time sync IRQ configuration

The time sync IRQ configuration object consists of the following parameter:

Parameter

6.1
Th

Paf

6.1

Sync ID number
This parameter specifies the device internal number of the time sync ID.
Number of entries

(E)

This parameter specifies the number of time sync IRQ configuration entries.

Time sync ID

This parameter specifies a network unique identifier for a gre synchrong
devices.

Cycle time
This parameter specifies a value which triggers a specif
Time offset

This parameter specifies a value and describes ime of a~device to the SY
master.

Is master
This parameter specifies the rq
IPv4 address sync master
This parameter specifies the IP
IPv6 address sync masie

Time.sync IRQ state

This parameter specifies the state of synchronization for a particular time sync ID

us

NC

of

the device.

1.1.4.11 Store parameters

The store parameters object consists of the following parameter:

Parameter

Number of entries

This parameter specifies the number of entries.
All parameters

This parameter specifies a command to store all device parameters.
Communication profile
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This parameter specifies a command to store all communication profile parameters.
Application parameters

This parameter specifies a command to store all application parameters.
Manufacturer specific parameters

This parameter specifies a command to store manufacturer specific parameters or
parameter groups.

6.11.1.412  Restore default parameters

The restore default parameters object consists of the following parameter:

Pafameter

Number of entries
This parameter specifies the number of entries.
All parameters
This parameter specifies a command to restore all
Communication profile

This parameter specifies a command to_rk S file
parameters.

Application parameters

ult

Application state

This parameter specifies information about the application state.

This parameter specifies information about the communication layer state for RTFL.
CL state RTFN

This parameter specifies information about the communication layer state for RTFN.
Number of delayed RTFL frames

This parameter specifies information about the number of delayed RTFL frames.
Number of corrupt frames

This parameter specifies information about the number of corrupt frames.
Number of received frames since startup
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This parameter specifies information about the number of received frames since
startup.

Number of MSC buffer overflows
This parameter specifies information about the number of MSC buffer overflows.
Number of received MSC messages since startup

This parameter specifies information about the number of received MSC messages
since startup.

Cable attenuation port 1

This parameter specifies information about the cable attenuation for port 1.
Cable attenuation port 2

This parameter specifies information about the cable attenuation
Cable length port 1

This parameter specifies information about the cable leng
Cable length port 2

This parameter specifies information about the cabk

Distance to fault port 1

Distance to fault port 2
This parameter specifies inform

6.1.1.1.4.14 Diagnostic thresholds

The diagnostic thresholds g

Pafameter

Number of e@
This paramé&te

Expected RT

This"parameter specifies information about the corrupt frame rate threshold.

MSE buffer overflows rate threshold

This parameter specifies information about the MSC buffer overflows rate threshold.

Cable attenuation port 1 threshold

This parameter specifies information about the cable attenuation port 1 threshold.
Cable attenuation port 2 threshold

This parameter specifies information about the cable attenuation port 2 threshold.

6.1.1.1.4.15 IP address EMCY
The IP address EMCY object consists of the following parameter:

Parameter
IP address
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This parameter specifies the |IP address of the destination device for EMCY messages.

6.1.1.1.4.16 Inhibit time EMCY
The inhibit time EMCY object consists of the following parameter:

Parameter
Inhibit time

This parameter specifies a message inhibit time for emergency messages

6.1.1.1.4.17 Consumer heartbeat list

The consumer heartbeat list object consists of the following parametéi

Parameter
Heartbeat producer number

This parameter specifies the device internal numbe \ producer to|be
monitored.

Number of entries
This parameter specifies the number of ¢
RTFL PID

RTFN PID
This parameter spe
TT
This parameter
Heartbeat ti
This parameté

cle

Deviceraddress

This parameter specifies the device address of the heartbeat producer.

HPv4address

This parameter specifies the IP address (IPv4) of the heartbeat producer.
IPv6 address

This parameter specifies the |IP address (IPv6) of the heartbeat producer.

6.1.1.1.4.18 Producer heartbeat parameter
The producer heartbeat parameter object consists of the following parameter:

Parameter

Number of entries
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This parameter specifies the number of valid entries.
RTFL PID
This parameter specifies the RTFL packet ID.
RTFN PID
This parameter specifies the RTFN packet ID.
Transmission type
This parameter specifies the transmission type of the heartbeat.

Time svync 1D
J

6.1

Th

Paf

This parameter specifies a time sync ID assigned to the heartbeat in case
synchronized heartbeat processing.

Cycle multiplier

This parameter specifies the transmission cycle as a multipk
communication system.

Cycle offset
This parameter specifies the transmission cycle of
Device address
This parameter specifies the device addre§ i of the heartbeat

IPv4 address

This parameter specifies the
message channel based inter-ce

IPv6 address

This parameter
message channg

ecipient of the heartbeat

recipient of the heartbeat

Vendor ID
This parametef specifies the vendor ID of the device.

Produet code

This parameter specifies the product code of the device.

of

the

for

for

for

Revision number
This parameter specifies the revision number of the device.
Serial number
This parameter specifies the serial number of the device.
Type SNpTYPE protocol version
This parameter specifies the Type SNpTYPE protocol version of the device.

6.1.1.1.4.20 SDO protocol timeout

The SDO protocol timeout object consists of the following parameter:
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Parameter
Timeout time
This parameter specifies the SDO protocol timeout time for the device.

6.1.1.1.4.21 Enable client SDO parameter
The enable client SDO parameter object consists of the following parameter:

Parameter

Enable client SDO

This parameter specifies a command to enable client SDO for the d

6.1.1.1.4.22 Enable EMCY

The enable EMCY object consists of the following parameter:

Parameter
Enable EMCY

This parameter specifies a command to epab

6.1.1.1.4.23 PDO timeout tolerance

Thé PDO timeout tolerance object conists%he oltg parameter:
Pafameter
Timeout tolerance
This paraﬁter S ; sout tolerance for the device.

6.1.1.1.4.24 Stoxe
The store ED3™abje qQf the following parameter:

Paramete

6.1.11.4.25 Storage format

The storage format object consists of the following parameter:

Parameter
Format
This parameter specifies the format of the file of the device.

6.1.1.1.4.26 OS command
The OS command object consists of the following parameter:

Parameter

Number of entries
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This parameter specifies the number of entries.
Command

This parameter specifies an OS command.
Status

This parameter specifies a status of the command execution.
Reply

This parameter specifies a reply to the command.

6.1.1.1.4.27 OS command mode
The OS command mode object consists of the following parameter:

Parameter
Command mode

This parameter specifies the OS command executio

6.1.1.1.4.28 OS debugger interface
The OS debugger interface object consijsts of the

Pafameter

Number of entries

Command

This parameter

Status
This para@z

Reply

6.1[.1.1.4
The OS promptobjectconsists of the following parameter:

Pafameter
Number of entries

This parameter specifies the number of entries
Stdlin

This parameter specifies OS standard input channel.
StdOut

This parameter specifies OS standard output channel.
StdErr

This parameter specifies OS standard error channel.

6.1.1.1.4.30 Module list

The module list object consists of the following parameter:
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Parameter
Number of entries

This parameter specifies the number of connected modules.
Module

This parameter specifies the module type and characteristic of connected modules of a

modular device.

6.11.1.431  Emergency subscriber

The module list object consists of the following parameter:

Pafameter

Number of entries

Device address

This parameter specifies the device address of the
IP address

This parameter specifies the IP address of th
Additional information

Pafameter

Number of e

6.1.1.1.4.33
The receive~-PDO ©

Pafameter

NGmber of entries

ge producer.

unication parameter object consists of the following parameter:

This parameter specifies the number of valid entries.
RTFL PID

This parameter specifies the RTFL packet ID.
RTFEN PID

This parameter specifies the RTFN packet ID.
Transmission type

This parameter specifies the transmission type of the PDO.
Time sync ID

This parameter specifies a time sync ID assigned to the RxPDO
synchronized RxPDO processing.

in case

of
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Timeout
This parameter specifies a timeout time for the PDO.
Cycle multiplier

This parameter specifies the expected transmission cycle as a multiplier for the cycle
time of the communication system in case of inter-cell communication.

Cycle offset

This parameter specifies an offset for the expected transmission cycle in relation to a
communication system cycle in case of inter-cell communication.

Device address

This parameter specifies the device address of the producer of th
channel based communication.

IPv4 address

This parameter specifies the IPv4 address of the producen of \the ¢ ge
channel based inter-cell communication.

IPv6 address

This parameter specifies the IPv6 address of the produs ge

RDO for message

C

6.1.1.1.4.34

The receive PDO mapping parameter obje S Ywing parameter:

Patameter
PDO number

6.1.1.1.4
The transmi

Pafameter
Number of entries

This parameter specifies the number of valid entries.
RTFL PID

This parameter specifies the RTFL packet ID.
RTFN PID

This parameter specifies the RTFN packet ID.

Transmission type
This parameter specifies the transmission type of the PDO.
Time sync ID

This parameter specifies a time sync ID assigned to the TxPDO in case of
synchronized TxPDO processing.

Cycle multiplier


https://iecnorm.com/api/?name=5f53febf2500f140fa89780a62265d36

PAS 61158-5-22 © IEC:2009(E) - 45—

This parameter specifies the transmission cycle as a multiplier of the cycle time of the
communication system.

Cycle offset
This parameter specifies the transmission cycle of the PDO.
Device address

This parameter specifies the device address of the consumer of the PDO for message
channel based communication.

IPv4 address

This parameter specities the IPv4 address of the consumer of the PDO for message
channel based inter-cell communication.

IPv6 address

This parameter specifies the IPv6 address of the consumer PDO message
channel based inter-cell communication.

6.1.1.1.4.36 Transmit PDO mapping parameter
The transmit PDO mapping parameter object consists o

Parameter

PDO number
This parameter specifies the numbe

Number of mapping entries
This parameter specifies the nuinbe

List of mapping entries

6.1.1.1.

6.1.1.1.5.

Ob in
ren ate
SD ‘ S. he
addliressing ( p bit
index and 8 es

Stdtement pfinde d sub-index is also referred to as multiplexor.

In prder_to provide concurrent SDO service processing in a device, Type SNpTYPE introduges
the “client-specified JoblD parameter. This JobID is assigned to each single SPO
communication. The server uses this JoblID in responses. One JoblID is valid for the entire
protocol sequence.

SDO communication is based on the client-server model and is implemented using a point-to-
point link between two devices. Type SNpTYPE CeS does not require a segmented SDO
transport protocol for standard SDO services for the transfer of larger data volumes. The
segmenting function is provided by the Type SNpTYPE DLL which transfers large data
volumes of any length across the network.

SDO communication is confirmed, receiving an SDO message is acknowledged by an
appropriate SDO message. An unconfirmed abort service records any SDO communication
error. SDO communication starts with an initialization phase preparing client and server for
the transmission. In case of little data volume, the data is transmitted directly in the
initialization phase and the communication terminates with the subsequent acknowledgement
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of the server. This mechanism is called expedited transfer. If large SDOs are transferred, no
data is transferred during the initialization phase. This mechanism is called normal transfer.
Following the acknowledgement in the connection setup, which ensures that data can be

received, the actual data transfer phase with the appropriate SDO services commences.

The primitives of the SDO services are mapped to the primitives of the message channel

ser

6.1
Th

an

Fig
betf
do

vices.

.1.1.5.2

SDO expedited
download.request

B

the primitives between client and server.

|

SDO expedited
download.confirmation

ure 6 shows a suca
ween client 4@,
vnload service.

initialization.confirmation

P

SDO download sequence

>

pedited
dow Ioad response

SDO normal download
initialization.indication

L
SDO normal download
initialization.response

ver

iyes

DO

Figure 6 — Successful SDO normal download initialization sequence

Figure 7 shows a successful SDO download sequence and the primitives between client and

server.

sequence.

This sequence follows after the successful SDO normal download initialization


https://iecnorm.com/api/?name=5f53febf2500f140fa89780a62265d36

PAS 61158-5-22 © IEC:2009(E) - 47 -

SDO
download.request o sSDO
____________ download.indication
SDO -
sSDO download.response

download.confirmation | ~ ____------"""7"
gownload.confirmation 1} ___

D

6.1.1.1.5.3 SDO upload sequence
The client uses the SDO upload service to read data from the

acknowledged and return a request success status as well as
an lerror the reason is returned. This reason is notified to the clie

Figure 8 shows a successful SDO expedited upload
clignt and server.

SDO upload
initialization.request

SDO expedited upload
i‘nitializatiorf\.con irmatign

DO upload
initialization.indication
SDO expedited upload
initialization.response

A
1
1

DO expedited upload sequence

Figure 9 shows a g ormal upload initialization sequence and the primiti
transfer includes no data and has to be continued with S

befween clie
upload sexyi

initialization.request SDO upload

_______________ initialization.indication
-

SDO normal upload

en

es
DO

SDO normal upload _initialization.response

initialization.confirmation| ~  ____------"""7"
initialization.contirmation)

«

Figure 9 — Successful SDO normal upload initialization sequence

Figure 10 shows a successful SDO upload sequence and the primitives between client and

server. This sequence follows a successful initialization sequence.


https://iecnorm.com/api/?name=5f53febf2500f140fa89780a62265d36

— 48 —

PAS 61158-5-22 © IEC:2009(E)

SDO upload.request

§DO upload.confirmation

4t

SDO upload.indication

SDO upload.response

6.1.1.1.5.4

Figure 10 — Successful SDO upload sequence

SDO abort

This service aborts the SDO upload or download attempt whereby<eit
request this service. The SDO abort service is unconfirmed and’additio

errpr description.

Figure 11 shows a failed SDO expedited download initi

SDO expedited
download.request

DOf\“”@

S

Figure 12 shews a sg oad
sug¢cessfu
following e

SDO normal download
initialization.request

B

|

befween client and server. The server requests SDO abort serw
d SDO normal download

fail
idelﬁtical.

SDO expedited
download.indication

v

SDO abort.request

SDO normal download

es
for
are

ra

SDO normal download
initialization.confirmation

<

<«

SDO abort.request

[

IRTTIRT " T L
HtraHzZatonhereaton—

Ll
SDO normal download
initialization.response

SDO abort.indication

v

Figure 12 — Failed SDO download after initialization sequence
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Figure 13 shows a failed SDO download sequence which can follow a successful SDO normal
download initialization sequence. Due to an error, the server requests the SDO abort service
after data reception.

SDO

download.request o SDO

»

__________________ download.indication

[

6.1
Em

sity
me

Fi

g

6.1

De
ge
co
fail

o UL abort.request
>

§Doab0rt.indication ____________________

Figure 13 — Failed SDO download seque

ssage channel services.

ure 14 shows the primitives betwe

Producer

EMCY.request
T - _ _ >
_____________ EMCY.indication

ig 4 — Emergency sequence
.1.1.7 beat
vices ca onitoneash”other by means of the heartbeat mechanism. Heartbeat produc
erate life<sighs whjch are received by heartbeat consumers. A heartbeat consumer (¢

figure .in the objeet dictionary which heartbeat producers it wants to monitor. If a heartb
S to arrive, a heartbeat event is generated at the heartbeat consumer.

.1.1.6 Emergency
ergency (EMCY) messages are triggered by the o of\a~device internal efror
ation. The primitives of the emergency service” are the

ers
an
pat

Th

p_primitives of the heartbeat service can be mapped to CDC or to MSC primitives. This

is

configuration dependent. Figure 15 illustrates the functional principle of the heartbeat service.
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Heartbeat.request

»

~~~~~~~~~~~~~~~~~~ Heartbeat.indication

Heartbeat.requesL Heartbeat.indicatign

L »

Heartbeat.request

>

Heartbeat.indicatign

>

Heartbeat.indicatign

>

Heartbeat.event

<\Hgart®¢<ent

Figure 15 — Heartbeat sequ e

6.1.1.1.8 Process data service

6.1.1.1.8.1 Process data interaction

The process data write service is usé . L S ed
application objects to the PDO consums ) DO

The primitives of the process da i apped to the to CDC or MSC servjice
primitives depending on tk 3 ets of a particular PDO. Figure 16 shgws

the process data write

> Process data
________ write.indication

Process data
write.reque
q ?t/\i - Process data
------------ write.indication

v

Figure 16 — Process data write sequence

6.1.1:4.8.2 Process data object communication parameters

The PDO communication parameters describe a PDO with regard to its communication
characteristics. The transmission type parameter identifies the PDO transfer type. The
communication channel (CDCL / CDCN / MSCL / MSCN) over which the PDO is to be
transmitted or received and the communication mode, either cyclic, synchronized or event
driven (acyclic) can be specified for a PDO. Figure 17 shows an example of a PDO
configuration including communication and mapping parameters.

6.1.1.1.8.3 Mapping of objects to process data

The content of process data objects (PDOs) is described in the object dictionary and consists
of application objects out of the object dictionary which can be mapped to PDOs. The PDO
mapping objects depict lists of object references together with the length information. A valid
PDO shall contain at least one application object and at most 254 application objects.
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The current PDO mapping can be read by means of corresponding objects in the object
dictionary. These are known as mapping objects. The first entry in a mapping object (sub-
index 0) specifies the number of mapped application objects that are listed after it. The tables
are located in the object dictionary at index 0x1600 to 0x17FF for the RxPDOs and at 0x1A00
to Ox1BFF for the TxPDOs. Figure 17 shows an example of a PDO configuration including
communication and mapping parameters.

Communication parameter

the

i icti »| Sub-Ind
Object dictionary p Sub-index (for RPDO X)
Index Object 0x00 Number of entries
0x01 RTFL-PID: 0x00000123
0x02 RTFN-P
0x1RRR Receive PDO X AN
icati t
communication parameter 0x03 Res;(@a&j ~
0x1MMM Receive PDO mapping 0x04 Frahghissiontube
parameter
»| Sub-Inde ing\paramet
v (for )
0x6PP1 0x00 Application A
o&%ct 1 < OXOO/\ N\bqof %apped objects
0x01 §x6F§9\1 %/0008 0000
0x6PP2 0x00 Application
|' object 2 <_|(—\‘ o@? OX6RP2 00 0008 0000
< { \\J )\/
¥ v
PDO X: PID: 0x00000123 Length /%XGPPW icaNobject 1 0x6PP2 Application object 2
&a ing principle
6.1.1.1.8.4 Proce
The general stru@ ct is depicted in Figure 18 and corresponds to
CDC DLPDU data ag’specified in 61158-4-22:2009, 5.7.
PDO: PHQ\O\%)(}%M\ZK en&ﬁ/ 0x6PP1 Application object 1 0x6PP2 Application object 2
Figure 18 — Process data object
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6.1.1.2 CeS class specification

6.1.1.2.1 Formal model

FAL ASE: CeS

CLASS: CeS object dictionary
CLASS ID: not used
PARENT CLASS: TOP
ATTRIBUTES:

1 (m) Key Attrihute: Lmplicit

1 (m) Attribute: Entry list

1.1 (m) Attribute: Index

1.2 (m) Attribute: Object type

1.3 (o) Attribute: Name and description
1.4 (m) Attribute: List of entry
1.411 (m) Attribute: Sub-index

1.412 (o) Attribute: Description
1.413 (m) Attribute: Data type

1.44 (0) Attribute: Access attribute
1.455 (o) Attribute: PDO mapping
1.416 (0) Attribute:

1.4)7 (0) Attribute:

SERVICES:

1 (0) OpsService:

2 (0)

3 (0)

4 (0)

5 (0)

6 (o)

7 (c) fy SDO services supported
71 SDO abort

8 Process data write

9 Emergency

10 Heartbeat

6.1.1.2.2 Attributes

Implicit
The-atribute—indicatesthatthe-objectisimpheithraddressed-by-the-service
Entry list

One object is composed of the following list elements:
Index
This attribute specifies a numerical index of the object.
Object type
This attribute specifies a characterising object type of an object.
Name and description
This attribute specifies a name uniquely describing the object.
List of entry
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This attribute consists of the following attributes.
Sub-index

This attribute specifies a numerical index to identify individual elements of an object.

Description

This attribute specifies a name of an element of the object.

Data type

This attribute specifies a data type of an element of the object.
—Access attribute

are:
— RW (Read and write access)
— WO (Write only)

— RO (Read only)

PDO mapping

Value range

This attribute specifies value range or da
the object.

Default value

This attribute specifies the default Me

object.

.1.2.3 Services
iate SDO expedited dow
s service writ
iate SDO norma

iate SDO)normalupload
s servjce is used for read access initialization and requests to prepare for SDO transfer.
[O.upload

This attribute specifies the access right of an element of the object. Its allowed vaIlIAes

the

This service is used for data transfer from the server.

SD

O abort

Abort of service by client or server in case of an error.

Process data write

This service is used for transfer of process data.

Emergency

Service provides for diagnostic messages on occurrence of errors or unexpected conditions.

He

artbeat

This service provides for device monitoring.
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6.1.1.3 CeS service specification
6.1.1.3.1 Supported services
The CeS ASE defines the services

Initiate SDO expedited download
Initiate SDO normal download
SDO download

Initiate SDO expedited upload
Inifiate SDO normal upload

SD|O upload

SD|O abort

Prgcess data write

Emergency

Heprtbeat

6.1.1.3.2 Initiate SDO expedited download servigce

This service depicts the expedited transfer initializatio
data volume is small enough to be transferréd\ 4

onl d by the client if the

lyA\FThexmaximum data volume| i
&- ogation in the server ob{fct

IS

dicfionary with its multiplexor consisting of de d subxindex and the data. The server shall
regpond to the client’'s request or acknowledge alof the SDO. SDO transfern is
completed with receipt of the positive gonfirmat k e client. The service return paramdter
returns the communication success status i case of server error, the response
must use the SDO abort i rvice primitives and parameter of the
selvice.
pedited download service
Req Ind Rsp Cnf
Argument
M M
M M (=)
M M (=)
M M (=)
M M (=)
M M (=)
Result (+) S S (=)
Address M M
JobID M M (=)
Result (-) s S (=)
NOTE The method by which a confirm primitive is correlated with its corresponding preceding
request primitive is a local matter. See 1.2.

Argument
The argument shall convey the service specific parameters of the service request.
AREP
This parameter is the local identifier for the desired AR.
Address
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This parameter specifies the address of the server for a request and the address of the

client for indication.
JobID

This parameter specifies an ID selected by the client for a dedicated job to all
concurrent processing of several jobs.

Index

This parameter specifies the index in the server object dictionary which is to
downloaded.

ow

be

Re

Re

6.1
Th

This parameter specifies the sub-index in the server object dictionary which is“te
downloaded.

Data
This parameter specifies the object value to be downloaded.

sult(+)

This selection type parameter indicates that the service

Address

server for a confirmation.
JobID
This parameter specifies an

sult(-)

This selection type pargmeter indic

.1.3.3 Initiate

req

an
ret
mul
suq
of 1

s service is used
uests the {r@
initjalization. This

conditions are to be
locption in the s

the actual transfer. The service requires the data w

be

the

ow

nd
fer
ort
rite

with its multiplexor consisting of index and sub-index,

the data, respond to the client’s request. The service return paramgter
irns the bion ess status to the client. In case of server error, the response
st us ice. Following successful initialization, this service is alwlys
ceeded b Q download service. Table 3 shows the service primitives and paramgter
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Table 3 — Initiate SDO normal download service

Parameter name Req Ind Rsp Cnf

Argument

AREP M M

Address M M

JobID M M (=)

Index M M (=)

Sub.index M M {—)

Size M M (=)
Result (+) S

Address

JobID Q (=
Result (-) S
NOTE The method by which a confirm primitive is correlated ith\'t\smﬁi)owg ceding
request primitive is a local matter. See 1.2. <W\ \

N

Argument

The argument shall convey the service specif
AREP

Address
he
JobID
This par ow

concurre

be

be

This parameter specifies the data volume.

Repult(+)

This selection type parameter indicates that the service request succeeded.
Address

This parameter specifies the address of the client for a response and the address of
the server for confirmation.

JobID

This parameter specifies an ID selected by the client for a dedicated job to allow
concurrent processing of several jobs.

Result(-)

This selection type parameter indicates that the service request failed.
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6.1.1.3.4 SDO download

This service is the successor service of a normal-labeled initialization sequence and transfers
the actual data to the server. The data write location via multiplexor is no longer required for
this service as this has already occurred in the initialization phase. The server shall
acknowledge the receipt of data to the client. The service return parameter returns the
communication success status to the client. In case of server error, the response shall use the
SDO abort service. SDO transfer is completed with the reception of the positive confirmation
by the client. Table 4 shows the service primitives and parameter of the service.

TFable 4—SDO-download-service

Parameter name Req Ind RsP/\ Cnf
Argument

AREP M Q

M
Address M M
JoblD M M ®) x >
Data M
S (=)

Result (+)

Address M
JobID 7 M M (=)
Result (-) /\ Q r s S (=)

NOTE The method by which a confirm\prim N rélated_with/its corresponding preceding

request primitive is a local matter. See 1

The argument shall f ecific Jparameters of the service request.
AREP

This parr is ¢ ifi or the desired AR.
Address

This paraets i ddress of the server for a request and the address of the
client fexindicatj

7

C
K

]

Argument

\ er specifies an ID selected by the client for a dedicated job to allow
concwrent.processing of several jobs.

This parameter specifies the data to be downloaded.

Repuli(+)

This setectionmtype parameterimdicates that theservice Tequestsucceeded:
Address

This parameter specifies the address of the client for a response and the address of
the server for confirmation.

JobID

This parameter specifies an ID selected by the client for a dedicated job to allow
concurrent processing of several jobs.

Result(-)

This selection type parameter indicates that the service request failed.
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6.1.1.3.5 Initiate SDO expedited upload

This service is used for the client read access initialization sequence to the server object
dictionary and requests the server to prepare for SDO transfer. In this case, the server
responds with expedited upload response in which the data is already transferred and which
completes the upload protocol. The service requires the data read location in the server
object dictionary with its multiplexor consisting of index and sub-index. The service return
parameter returns the communication success status and the requested data to the client. In
case of a server error, the response must use the SDO abort service. Table 5 shows the
service primitives and parameter of the service.

Table 5 - Initiate SDO expedited upload service
Parameter name Req Ind B%) \Cnf
Argument Q
AREP M s
Address M x >
JobID M
Index M
Sub-index M i
Result (+) S S (=)
Address b M M
JobID M M (=)
Data M M (=)
Result (-) S S (=)
NOTE The method b@‘\hg/cwwls co elated with its corresponding preceding
request primitive is a loca] mattgr. See
Argument Q
The argument ey thé servic speC|f|c parameters of the service request.
AREP
This pgrametenis™t oC ntifier for the desired AR.
Address
is parame ecifies the address of the server for a request and the address of the
clie i
JobID
This-parameter specifies an ID selected by the client for a dedicated job to allow
concurrent processing of several jobs.
Indéx
This parameter specifies the index in the server object dictionary which is to be
uploaded.
Sub-index
This parameter specifies the sub-index in the server object dictionary which is to be
uploaded.
Result(+)

This selection type parameter indicates that the service request succeeded.
Address

This parameter specifies the address of the client for a response and the address of
the server for confirmation.

JobID
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This parameter specifies an ID selected by the client for a dedicated job to allow
concurrent processing of several jobs.

Data
This parameter specifies the data to be transferred.
Result(-)
This selection type parameter indicates that the service request failed.

6.1.1.3.6 Initiate SDO normal upload

paflameter of the service.

Table 6 — Initiate SDO norm7l/ufol\0\

Parameter name Ae\q ) d \'ﬁsp Cnf
Address

/{n
=~ Oy
)]
JoblD

M
M (=)
Index > M M (=)
Sub-index M (=)
Result (+) S (=)
M
JobID & M (=)

Argument

AREP

S
M
M
Size (0] O (=)
Result (-) S S (=)
NOT he a confirm primitive is correlated with its corresponding preceding
|t|‘§-\s lo aI matter See 1.2.
Argument

The afgument shall convey the service specific parameters of the service request.
AREP

arameteris-the-local-identifierforthe-desired-AR-
Address

This parameter specifies the address of the server for a request and the address of the
client for indication.

JobID

This parameter specifies an ID selected by the client for a dedicated job to allow
concurrent processing of several jobs.

Index

This parameter specifies the index in the server object dictionary which is to be
uploaded.

Sub-index


https://iecnorm.com/api/?name=5f53febf2500f140fa89780a62265d36

Re

Re

6.1

Th
the
sel
ret
sel
the

andl parameter of the service.

- 60— PAS 61158-5-22 © IEC:2009(E)

This parameter specifies the sub-index in the server object dictionary which is to be

uploaded.
sult(+)
This selection type parameter indicates that the service request succeeded.
Address

This parameter specifies the address of the client for a response and the address of

the server for confirmation.
JoblD

This parameter specifies an |ID selected by the client for a dedicated job to al
concurrent processing of several jobs.

Size

This parameter specifies the data volume.
sult(-)
This selection type parameter indicates that the service req

reception of the positive confirmation_by\h . shows the service primiti

QNN
Paraﬁe{er\m\m; ('\ Jeq Ind Rsp Cnf

Argument \>
AR@ w M M
Addres M M
M M (=)

Result S S (=)
M M
M M (=)
M M (=)

Result (%) S S (=)

NOTFE The method by which a confirm primitive is correlated with its corresponding preceding
request primitive is a local matter. See 1.2.

ow

.1.3.7 SDO upload

s service is the successor service of a normal-labgled initializa equence and requests
actual data from the server. The data read loca |on z not required for this
vice as this has already occurred in the |n|t| . Ne service return paramater
irns the communication success daja to the client. In case of
ver error, the response must use O transfer is completed with

es

Argument

The argument shall convey the service specific parameters of the service request.
AREP

This parameter is the local identifier for the desired AR.
Address

This parameter specifies the address of the server for a request and the address of the

client for indication.
JobID

This parameter specifies an ID selected by the client for a dedicated job to all
concurrent processing of several jobs.

ow
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Result(+)
This selection type parameter indicates that the service request succeeded.
Address

This parameter specifies the address of the client for a response and the address of
the server for confirmation.

JobID

This parameter specifies an ID selected by the client for a dedicated job to allow
concurrent processing of several jobs.

Data
This parameter specifies the data to be transferred.
Repult(-)

This selection type parameter indicates that the service request f4i

6.1.1.3.8 SDO abort

This service aborts the SDO read or write attempt whereby, €i i server’ can execpte
thi$ service. The abort service is unconfirmed and addjtions sataing a coded effror
degcription. Table 8 shows the service primitives and ‘ !

Table 8 - SDO
Paramete an}e\& 7\:\4@.)\/ Ind
Argument
AREP M M
M M
Jo D M M (=)
% de M M (=)
Argument
The argument sha vethese e specific parameters of the service request.
AREP
This parameigr s al identifier for the desired AR.
Addrgss
This para e gcifies the address of the server for a request and the address of the

clientAorNndication in the case of a service request by a client or the address of [he
clientyfor a request and the address of the server for indication in the case of a serVlice
request by a server.

JobID

ThiS parameter specifies an ID selected by the client for a dedicated job to allow
concurrent processing of several jobs.

Abort code
This parameter specifies an error code which characterizes the error.

6.1.1.3.9 Process data write

Process data communication in CeS is handled by process data objects (PDO). In CeS, PDOs
are logic data containers transferred over the network or communication sub-system allowing
process data communication between individual Type SNpTYPE devices. PDOs encapsulate
application objects from the object dictionary. The DL-services which are used for
transmission of a certain PDO shall be specified in the PDO transmission type parameters for
each PDO.
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Two types of PDOs are differentiated:

e Transmit PDOs (TxPDO); and
e Receive PDOs (RxPDO).

In the context of Type SNpTYPE networks, devices transmitting PDOs are PDO producers
while devices receiving PDOs are PDO consumer. PDOs are described by PDO
communication parameters and mapping parameters. The paired communication parameters
and mapping parameters are mandatory for any supported PDO. The PDO communication
parameters define the communication behavior with regard to the DLL. The PDO mapping
pa : X L eet—The
length depends on the application and is defined in the appropriate mapping parameter.
O configuration can be transmitted using SDO services.

Table 9 shows the service primitives and parameter of the service.

Table 9 — Process data write serv<'€e\

Parameter name /}eq \Ind \

Argument g \/
AREP
)

PDO number f\

Argument
The argument shall convey the seryice specific parameters of the service request.

AREP %
r fo e

This parameter is the locdl identifi
This parapreter ifis r which refers to a TxPDO for a request and to|an
RxPDO f i ithin the object dictionary.

PDO number
6.1.1.3.10 Emeyge

ired AR.

The emergency i E ovides diagnostic messages for devices on occurrenceg of
an|internal €rror The diagnostic status is transferred using an emergency
meissage ; Niergency message is transmitted for each error event. If an error is{no
lonjger prese or reset or no error coded emergency message is sent. The occurrence

of prrors is ingvthe event log object described in 6.1.1.1.4.4. Table 10 shows fhe
selvice primitive parameter of the emergency service.
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Table 10 - Emergency service (EMCY)

Parameter name Req Ind
Argument

AREP M M
Destination device address M M (=)
Destination device IP address O O (=)
Emergency error code M M (=)
Error rcgiel‘nr M M (—)
Manufacturer specific error code M M (=)
Time stamp O O (#)
Length (0] )
Extended manufacturer information O /\Q =) Q

Argument s

The argument shall convey the service specific parameters e vice\request.
AREP

This parameter is the local identifier for the d

Destination device address

Error register

This par

This or
an

Length
Thig"parametef shall contain the length of the extended manufacturer information field
inzoctets.

Extended manufacturer information

Thisparameter strattcontaima more detaiteddescriptionof the—error orany additional
information on the error.

6.1.1.3.11 Heartbeat service

The heartbeat service allows devices to monitor each other by means of heartbeat messages.
A heartbeat producer generates a life-sign which is received by the heartbeat consumers. A
heartbeat consumer can configure in the object dictionary which heartbeat producers it wants
to monitor. If a heartbeat fails to arrive, a heartbeat event is generated at the heartbeat
consumer. Table 11 shows the service primitives and parameter of the service.
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Table 11 — Heartbeat service

Parameter name Req Ind
Argument
AREP M M
Status M M (=)

Argument

(E)

6.1
6.1
6.1

Th
po3

Cyq
(Et

channel, which i

Th
(0]p

6.1.2.1.

Se

wh

capable of maithing 3

The argument shall convey the service specific parameters of the service request.
AREP

This parameter is the local identifier for the desired AR.
Status

This parameter specifies the heartbeat producer status.
.2 Standard Ethernet frame (SEF) communication

2.1 Overview

.2.1.1 General information

her et*communication, in which the Ether

mes are tunnelled and\re- nthe’ assgciated device, before being relayed
ot restrict the achievable communicat

hernet fragm

s over MSC requires appropriate addressing. An OD shall
MAC address in the SEF with the relevant device address. Each

ch is usihg the~NISC for SEF communication needs to setup its own table contain

matches“of*MSC addresses and corresponding MAC addresses.

6.1

213 SEF interaction

the
in
[ is

net
as
on
dth
ard

ng

be
DD

ing

The SEF communication service is used to send data from a client to the server. The services
are unconfirmed.

Figure 19 shows a successful SEF transfer sequence between client and server and the
primitives between client and server.
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Send frame.request

»

_________________ Send frame.indication

»

SEF

SEF

not used
PARENT CLASS: TOP
ATTRIBUTES:
1 (m) Key Attribute: Implicit
3 (m) Attribute: MAC address
4 (o) Attribute: Address mappipg\li
4.1 (o) Attribute: XC g
4.2 (o) Attribute: i
SERVICES:
1 (m) OpsService:

6.1.2.2.2 Attribute
Implicit

The attribute ins t
MAC address
This attribute sp
Address mappi
The address i
This attribute spetifies the MAC address of a participating device.
Device(address

Thig= attribute specifies the device address to the corresponding MAC address o
participating device.

6.1.2.2.3 Services
Send frame

This service is used to send a standard Ethernet frame.

6.1.2.3 SEF service specification
6.1.2.3.1 Supported services
The SEF ASE defines the services

Send frame
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