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INTERNATIONAL ELECTROTECHNICAL COMMISSION

APPLICATION OF RISK MANAGEMENT FOR IT-NETWORKS
INCORPORATING MEDICAL DEVICES -

Part 1: Roles, responsibilities and activities

FOREWORD

The Injternational Electrotechnical Commission (IEC) is a worldwide organization for standardization.c
all ndtional electrotechnical committees (IEC National Committees). The object of IEC is ‘to
internptional co-operation on all questions concerning standardization in the electrical and ele€tronic
this ehd and in addition to other activities, IEC publishes International Standards, Technical Sped
Technfical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to
Publidation(s)”). Their preparation is entrusted to technical committees; any IEC National Committee

in thg subject dealt with may participate in this preparatory work. International,{ governmental

goverpmental organizations liaising with the IEC also participate in this preparation.)IEC collaborat

pmprising
promote
fields. To
ifications,
as “IEC
nterested
and non-
bs closely

with the International Organization for Standardization (ISO) in accordance with’ conditions detefmined by

agreenent between the two organizations.

The fdrmal decisions or agreements of IEC on technical matters express, as.nearly as possible, an int
consehsus of opinion on the relevant subjects since each technical committee has representatiof
interested IEC National Committees.

ublications have the form of recommendations for internatienal use and are accepted by IEQ
ittees in that sense. While all reasonable efforts are made.to ensure that the technical contd
tions is accurate, IEC cannot be held responsible for{the way in which they are used o
misinterpretation by any end user.

In order to promote international uniformity, IEC National* Committees undertake to apply IEC Pu
transparently to the maximum extent possible in their~national and regional publications. Any d
betwegn any IEC Publication and the corresponding national or regional publication shall be clearly in
the lafter.

IEC itpelf does not provide any attestation of\conformity. Independent certification bodies provide
assespment services and, in some areas, access to IEC marks of conformity. IEC is not responsib
services carried out by independent certification bodies.

All usgrs should ensure that they have(the latest edition of this publication.
No liapility shall attach to IEC or its)directors, employees, servants or agents including individual eX

es arising out of the“publication, use of, or reliance upon, this IEC Publication or any
Publidgations.

Attentjon is drawn to_the Normative references cited in this publication. Use of the referenced publi
indispensable for the correct application of this publication.

Attentjon is drawn to the possibility that some of the elements of this IEC Publication may be the
paten{ rightsSIEC shall not be held responsible for identifying any or all such patent rights.

Prnational
from all

National
nt of IEC
r for any

blications
vergence
dicated in

onformity

e for any

perts and
amage or
ees) and
bther |IEC

cations is

bubject of

foup of

subcommittee 62ZA: Common aspects of electrical equipment used in medical practice, of IEC
technical committee 62: Electrical equipment in medical practice and ISO technical committee
215: Health informatics.

It is published as a double logo standard.

The text of this standard is based on the following documents:

FDIS Report on voting
62A/703/FDIS 62A/718/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table. In ISO, the standard has been approved by 17 P-members
out of 18 having cast a vote.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Terms defined in Clause 2 of this standard are printed in SMALL CAPITALS.

For the

purposes of this standard:

e “shall” means that compliance with a requirement is mandatory for compliance with this
standard;

e “should” means that compliance with a requirement is recommended but is not mandatory
for compliance with this standard;

e “may” is used to describe a permissible way to achieve compliance with a requirement;

and

. est

A list of]
manage

The cor

the stability date indicated on the IEC web site under "http://w€bstore.iec.ch” in {

bblish” means to define, document, and implement.

all parts of the IEC 80001 series, published under the general title Applicatio
ment for IT-networks incorporating medical devices, can be found on‘the IEC

nmittee has decided that the contents of this publication willx)temain unchang

N of risk
vebsite.

ed until
he data

related o the specific publication. At this date, the publication will’be

* reconfirmed,

* with@rawn,

* replaced by a revised edition, or

+ amepded.

IMPORTANT - The 'colour inside’ logo~on the cover page of this publication indicates
that it| contains colours which_care considered to be useful for the ¢orrect
undersfanding of its contents. Users should therefore print this document using a

colour

brinter.
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INTRODUCTION

An increasing number of MEDICAL DEVICEs are designed to exchange information electronically
with other equipment in the user environment, including other MEDICAL DEVICES. Such
information is frequently exchanged through an information technology network (IT-NETWORK)
that also transfers data of a more general nature.

At the same time, IT-NETWORKS are becoming increasingly vital to the clinical environment
and are now required to carry increasingly diverse traffic, ranging from life-critical patient data
requiring immediate delivery and response, to general corporate operations data and to email

containi

ng potential malicious content (e.g. viruses).

For mar
to stang
MEDICAL
PROCES
these ju

y jurisdictions, design and production of MEDICAL DEVICES is subject to regulat
ards recognized by the regulators. Traditionally, regulators direct their-atte
DEVICE manufacturers, by requiring design features and by requiring‘a, doct
5 for design and manufacturing. MEDICAL DEVICES cannot be placed on'the m
risdictions without evidence that those requirements have been met.

The us
clinical

defined |PROCESSES designed to protect patients from unacceptable RISK.

In contrpst, the incorporation of MEDICAL DEVICES into IT-NETWORKS in the clinical envi

is a le

include pome information in ACCOMPANYING DOCUMENGZS ‘if the MEDICAL DEVICE is intend
connected to an IT-NETWORK. Standards are als@)in place covering common infg

technol
instancd

addressied how MEDICAL DEVICES can be connected to IT-NETWORKS, including general-

IT-NETW
delivery,

There r
DEVICES

- lack
— lack

taff have to be appropriately trained and qualified, and(are increasingly su

regulated area. IEC 60601-1:2005 [1]") requires MEDICAL DEVICE manufact

gy activities including planning, design "and maintenance of IT-NETWOR
ISO 20000-1:2005 [9]. However, untilithe publication of this standard, no {

ORKS, to achieve INTEROPERABILIDY without compromising the organizati
of health care in terms of SAFETY;'EFFECTIVENESS, and DATA AND SYSTEM SECUR

bmain a number of potential problems associated with the incorporation of
into IT-NETWORKS, inclading:

of consideration far\RISK from use of IT-NETWORKS during evaluation of clinical
of support from~manufacturers of MEDICAL DEVICES for the incorporation

prog

— inco

ucts into IT-NETWORKS, (e.g. the unavailability or inadequacy of information
e manufacturer to the OPERATOR of the IT-NETWORK);

rect operation or degraded performance (e.g. incompatibility or i

on, and
ntion to
mented
arket in

of the MEDICAL DEVICES by clinical staff is also subject to/segulation. Members of

bject to

ronment
urers to
bd to be
rmation
Ks, for
tandard
purpose
on and
ITY.

MEDICAL

RISK;

of their
rovided

mproper

oftware

applications (e.g. open email systems or computer games) in the same IT-NETWORK;

— lack

of security controls on many MEDICAL DEVICES; and

— the conflict between the need for strict change control of MEDICAL DEVICES and the need

forr

apid response to the threat of cyberattack.

When these problems manifest themselves, unintended consequences frequently follow.

This standard is addressed to RESPONSIBLE ORGANIZATIONS, to manufacturers of MEDICAL

DEVICES

, and to providers of other information technology.

1) Numbers in square brackets refer to the Bibliography.
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This standard adopts the following principles as a basis for its normative and informative
sections:

— The incorporation or removal of a MEDICAL DEVICE or other components in an IT-NETWORK
is a task which requires design of the action; this might be out of the control of the
manufacturer of the MEDICAL DEVICE.

— RISK MANAGEMENT should be used before the incorporation of a MEDICAL DEVICE into an IT-
NETWORK takes place, and for any changes during the entire life cycle of the resulting
MEDICAL IT-NETWORK, to avoid unacceptable RISKS, including possible RISK to patients,
resulting from the incorporation of the MEDICAL DEVICE into the IT-NETWORK. Many things
are part of a RISK decision, such as liability, cost, or impact on mission. These should be
considered in determining acceptable RISK in addition to the requirements described in

this standard-:

— Aspects of removal, maintenance, change or modification of equipment; itlems or
comjponents should be addressed adequately in addition to the incorporation’ of MEDICAL
DEVICES.

— The| manufacturer of the MEDICAL DEVICE is responsible for RISK MANAGEMENT of the
MED|CAL DEVICE during the design, implementation, and manufacturing of the MEDICAL
DEVICE. This standard does not cover the RISK MANAGEMENT RROCESS for the MEDICAL
DEVICE.

— The|[manufacturer of a MEDICAL DEVICE intended to be incerporated into an IT-NETWORK
might need to provide information about the MEDICAL DEVIEE that is necessary to allow the
RESPONSIBLE ORGANIZATION to manage RISK according_to this standard. This infgrmation
can linclude, as part of the ACCOMPANYING DOCUMENTS, instructions specifically addressed
to tHe person who incorporates a MEDICAL DEVICE_int0 an IT-NETWORK.

— Such ACCOMPANYING DOCUMENTS should conveyhinstructions about how to incorpofate the
MED|CAL DEVICE into the IT-NETWORK, how th&, MEDICAL DEVICE transfers information over
the [[T-NETWORK, and the minimum IT-NETWORK characteristics necessary to enable the
INTENDED USE of the MEDICAL DEVICE when it is incorporated into the IT-NETWORK. The
ACCDMPANYING DOCUMENTS should warr of possible hazardous situations associafed with
failure or disruptions of the IT-NETWORK, and the misuse of the IT-NETWORK conngction or
of tHe information that is transferred over the IT-NETWORK.

— RESIPONSIBILITY AGREEMENTSCan establish roles and responsibilities among those engaged
in the incorporation of a MEDICAL DEVICE into an IT-NETWORK, all aspects of the life|cycle of
the fesulting MEDICAL IT-NETWORK and all activities that form part of that life cycle.

— The|RESPONSIBLE QRGANIZATION is required to appoint people to certain roles dgfined in
this [standard. This.standard defines the responsibilities of those roles. The most important
of tlLose roles/is' the MEDICAL IT-NETWORK RISK MANAGER. This role can be assigned to
somjeone within the RESPONSIBLE ORGANIZATION or to an external contractor.

— The|MEDICAL IT-NETWORK RISK MANAGER is responsible for ensuring that RISK MANAGEMENT
is included during the PROCESSES of:

e planning and design of new incorporations of MEDICAL DEVICES or changes to such
incorporations;

e putting the MEDICAL IT-NETWORK into use and the consequent use of the MEDICAL IT-
NETWORK; and

e CHANGE-RELEASE MANAGEMENT and change management of the IT-NETWORK during the
IT-NETWORK’S entire life cycle.

— RISK MANAGEMENT should be applied to address the following KEY PROPERTIES appropriate
for the IT-NETWORK incorporating a MEDICAL DEVICE:

e SAFETY (freedom from unacceptable RISK of physical injury or damage to the health of
people or damage to property or the environment);

e EFFECTIVENESS (ability to produce the intended result for the patient and the RESPONSIBLE
ORGANIZATION); and
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e DATA AND SYSTEM SECURITY (an operational state of a MEDICAL IT-NETWORK in which
information assets (data and systems) are reasonably protected from degradation of
confidentiality, integrity, and availability).
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APPLICATION OF RISK MANAGEMENT FOR IT-NETWORKS
INCORPORATING MEDICAL DEVICES -
Part 1: Roles, responsibilities and activities
1 Scope

Recognizing that MEDICAL DEVICES are incorporated into IT-NETWORKS to achieve desirable

benefit

responglibilities and activities that are necessary for RISK MANAGEMENT of IT<NE

incorpo
SECURIT
levels.

NOTE 1
relationsh

This st
ORGANIZ

NOTE 2

This stajndard applies throughout the life cycle of IT-NETWORKS incorporating MEDICAL O

NOTE 3
ISO/IEC 2

This st
respon
DEVICE.

NOTE 4
assembly
provision

NOTE 5
MEDICAL
manufact

(for example, INTEROPERABILITY), this international standard defines th¢

ating MEDICAL DEVICES to address SAFETY, EFFECTIVENESS and DATA“AND
v (the KEY PROPERTIES). This international standard does not specifyraccepta

The RISK MANAGEMENT activities described in this standard are derived from\those in ISO 1497
ip between ISO 14971 and this standard is described in Annex A.

andard applies after a MEDICAL DEVICE has been <acquired by a RESPH
ATION and is a candidate for incorporation into an IT-NETWORK.

This standard does not cover pre-market RISK MANAGEMENT

The life cycle management activities described in this standard are very similar to
0000-2 [10]. The relationship between ISO/IEC 20000-2 and this standard is described in Anne

ndard applies where there is_io single MEDICAL DEVICE manufacturer a
ibility for addressing the KEY PROPERTIES of the IT-NETWORK incorporating a

If a single manufacturer spécifies a complete MEDICAL DEVICE that includes a network, the inst
of the MEDICAL DEVICE according to the manufacturer’'s ACCOMPANYING DOCUMENTS is not subj
of this standard regardless of who installs or assembles the MEDICAL DEVICE.

If a single manufacturer specifies a complete MEDICAL DEVICE that includes a network, additio
DEVICE or modification of the configuration of that MEDICAL DEVICE, other than as specifig
irer, is subjeetto the provisions of this standard.

This st

providefs of other information technology for the purpose of RISK MANAGEMENT of
incorporating MEDICAL DEVICES as specified by the RESPONSIBLE ORGANIZATION.

NETWO

ndard\applies to RESPONSIBLE ORGANIZATIONS, MEDICAL DEVICE manufactur

e roles,
TWORKS
SYSTEM
ble RISK

1 [4]. The

ONSIBLE

EVICES.

those of
D.

5suming
IMEDICAL

bllation or
ect to the

hs to that
d by the

ers and
an IT-

This standard does not apply to personal use applications where the patient, OPERATOR and
RESPONSIBLE ORGANIZATION are one and the same person.

NOTE 6

In cases where a MEDICAL DEVICE is used at home under the supervision or instruction of the

provider,

that provider is deemed to be the RESPONSIBLE ORGANIZATION. Personal use where the patient acquires and uses a
MEDICAL DEVICE without the supervision or instruction of a provider is out of scope of this standard.

This sta

ndard does not address regulatory or legal requirements.

2 Terms and definitions

For the

purposes of this document, the following terms and definitions apply:
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ACCOMPANYING DOCUMENT

a document accompanying a MEDICAL DEVICE or an accessory and containing information for
the RESPONSIBLE ORGANIZATION or OPERATOR, particularly regarding SAFETY

NOTE Adapted from IEC 60601-1:2005, definition 3.4.

2.2

CHANGE-RELEASE MANAGEMENT

PROCESS that ensures that all changes to the IT-NETWORK are assessed, approved,
implemented and reviewed in a controlled manner and that changes are delivered, distributed,
and tracked, leading to release of the change in a controlled manner with appropriate input
and output with CONFIGURATION MANAGEMENT

NOTE Apapted from ISO/IEC 20000-1:2005, Subclauses 9.2 (change management) andJ10.1| (release
managemient).

2.3
CHANGE(PERMIT
an outcpme of the RISK MANAGEMENT PROCESS consisting of a document'that allows a slpecified
change|or type of change without further RISK MANAGEMENT Activitiés subject to slpecified
constraints

2.4
CONFIGURATION MANAGEMENT
a PROCHSS that ensures that configuration information ©f eomponents and the IT-NETWORK are
defined|and maintained in an accurate and controlledmanner, and provides a mechapism for
identifying, controlling and tracking versions of the {T*NETWORK

NOTE Apapted from ISO/IEC 20000-1:2005, Subclausg 9.1.

2.5
DATA AND SYSTEMS SECURITY
an operptional state of a MEDICAL IT-NETWORK in which information assets (data and slystems)
are reagonably protected from degradation of confidentiality, integrity, and availability

NOTE 1 |Security, when mentioned‘in this standard, should be taken to include DATA AND SYSTEMS SECUR|TY.

NOTE 2 |DATA AND SYSTEMS(SECURITY is assured through a framework of policy, guidance, infrastrugture, and
services glesigned to protect information assets and the systems that acquire, transmit, store, and use iffformation
in pursuit|of the organization’s mission.

2.6
EFFECTIVENESS
ability to praduce the intended result for the patient and the RESPONSIBLE ORGANIZATION

2.7

EVENT MANAGEMENT

a PROCESS that ensures that all events that can or might negatively impact the operation of
the IT-NETWORK are captured, assessed, and managed in a controlled manner

NOTE Adapted from ISO/IEC 20000-1:2005, Subclauses 8.2 (incident management) and 8.3 (problem
management).

2.8

HARM

physical injury or damage to the health of people, or damage to property or the environment,
or reduction in EFFECTIVENESS, or breach of DATA AND SYSTEM SECURITY

NOTE Adapted from ISO 14971:2007, definition 2.2.
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| source of HARM

[ISO 14971:2007, definition 2.3]

2.10

INTENDED USE

INTENDED PURPOSE
use for which a product, PROCESS or service is intended according to the specifications,
instructions and information provided by the manufacturer

[ISO 14

211
INTEROP
a prope

212
IT-NETW
a syste
physica
nodes

NOTE 1

NOTE 2
based on

can contalin IT infrastructure, home health and non-clinical'\contexts. See also 4.3.3.

2.13

KEY PROPERTIES

three rig
of MEDI(

214
MEDICAL

D71: 2007, definition 2.5]

ERABILITY
[ty permitting diverse systems or components to work together forca specified g

DRK (INFORMATION TECHNOLOGY NETWORK)
m or systems composed of communicating nodes and\ttansmission links to
ly linked or wireless transmission between two or~more specified commu

Adapted from IEC 61907:2009, definition 3.1.1.

The scope of the MEDICAL IT-NETWORK in this standard is defined by the RESPONSIBLE ORG|
where the MEDICAL DEVICES in the MEDICAL IT-NETWORK are located and the defined use of the 1}

k managed characteristics (SAFETY, EFFECTIVENESS, and DATA AND SYSTEMS SH
AL IT-NETWORKS

DEVICE

urpose

provide
nication

ANIZATION
etwork. It

CURITY)

means any instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or

calibrat

a) inte
one

br, software, material or other similar or related article:

nded by _thé~manufacturer to be used, alone or in combination, for human be
or more of the specific purpose(s) of:

liaghosis, prevention, monitoring, treatment or alleviation of disease,

ings for

fragrmosis, monitoring, treatment,atteviatiomof orcompensation foram mjury,

— investigation, replacement, modification, or support of the anatomy or of a physiological
process,

— supporting or sustaining life,

— control of conception,

— disinfection of medical devices,

— providing information for medical or diagnostic purposes by means of in vitro
examination of specimens derived from the human body; and

b) which does not achieve its primary intended action in or on the human body by pharmacological,
immunological or metabolic means, but which may be assisted in its intended function by such

mea

ns.
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The definition of a device for in vitro examination includes, for example, reagents, calibrators, sample
collection and storage devices, control materials, and related instruments or apparatus. The information provided
by such an in vitro diagnostic device may be for diagnostic, monitoring or compatibility purposes. In some
jurisdictions, some in vitro diagnostic devices, including reagents and the like, may be covered by separate
regulations.

NOTE 2 Products which may be considered to be medical devices in some jurisdictions but for which there is not
yet a harmonized approach, are:

— aids for disabled/handicapped people;

— devices for the treatment/diagnosis of diseases and injuries in animals;
— accessories for medical devices (see Note 3);

— disinfection substances;

— devices incorporating animal and human tissues which may meet the requirements of the above definition but
are subject to different controls.

NOTE 3
enable th

apply to t
its own ri

NOTE 4

system a
in the def

[GHTF {

2.15
MEDICAL

Accessories intended specifically by manufacturers to be used together with a ‘parent’ medical
bt medical device to achieve its intended purpose should be subject to the same GHTF-proc
he medical device itself. For example, an accessory will be classified as though it is afmedical
ht. This may result in the accessory having a different classification than the ‘parent’)device.

Components to medical devices are generally controlled through the manufactufer’s quality ma

d the conformity assessment procedures for the device. In some jurisdictions, ‘components arg
nition of a ‘medical device’.

5G1/N29R16:2005]

DEVICE SOFTWARE

software system that has been developed for the pdrpose of being incorporated

device to
bdures as
device in

hagement
included

nto the

MEDICAL DEVICE or that is intended for use as a MEDICAL DEVICE in its own right
[IEC 62804:2006, definition 3.12, modified]

2.16

MEDICAL IT-NETWORK

an IT-NETWORK that incorporates at least one MEDICAL DEVICE

2.17

MEDICAL |IT-NETWORK RISK MANAGER

person accountable for RISKWMANAGEMENT of a MEDICAL IT-NETWORK
218

OPERATOR

person handling €quipment

[IEC 60601<1:2005, definition 3.73]

2.19

PROCESS

set of interrelated or interacting activities which transforms inputs into outputs

[ISO 14971:2007, definition 2.13]

NOTE The term “activities” covers use of resources.

2.20

RESIDUAL RISK
RISK remaining after RISK CONTROL measures have been taken

[ISO 14971:2007, definition 2.15]
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2.21

RESPONSIBILITY AGREEMENT

one or more documents that together fully define the responsibilities of all relevant
stakeholders

NOTE This agreement can be a legal document, e.g. a contract.

2.22
RESPONSIBLE ORGANIZATION
entity accountable for the use and maintenance of a MEDICAL IT-NETWORK

NOTE 1 The accountable entity can be, for example, a hospital, a private clinician or a telehealth organization.

NOTE 2 |Adapted from IEC 60601-1:2005 definition 3.101.

2.23
RISK
combination of the probability of occurrence of HARM and the severity of that HARM

[ISO 14p71:2007, definition 2.16]

2.24
RISK ANALYSIS
systematic use of available information to identify HAZARDS and to estimate the RISK

[ISO 14p71:2007, definition 2.17]

2.25
RISK ASSESSMENT
overall PROCESS comprising a RISK ANALYSIS and a RISK EVALUATION

[ISO/IEC Guide 51:1999, definition 3.12]

2.26
RISK CONTROL
PROCES$ in which decisionstare made and measures implemented by which RISKS are feduced
to, or mpintained within, specified levels

[ISO 14p71:2007, definition 2.19]

2.27
RISK EVALUATION
PROCES$. ‘of, comparing the estimated RISK against given RISK criteria to deternfine the
acceptabitty-of-the-Rist

[ISO 14971:2007, definition 2.21]

2.28

RISK MANAGEMENT

systematic application of management policies, procedures and practices to the tasks of
analyzing, evaluating, controlling, and monitoring RISK

[ISO 14971:2007, definition 2.22]

2.29
RISK MANAGEMENT FILE
set of records and other documents that are produced by RISK MANAGEMENT


https://iecnorm.com/api/?name=be6e66a6abe4f6cc03e3f8cb87adc2c6

- 14 - 80001-1 © IEC:2010
[ISO 14971:2007, definition 2.23]

2.30

SAFETY

freedom from unacceptable RISK of physical injury or damage to the health of people or
damage to property or the environment

NOTE Adapted from ISO 14971:2007, definition 2.24.

2.31

TOP MANAGEMENT
person or group of people who direct(s) and control(s) the RESPONSIBLE ORGANIZATION
accoun f

NOTE Apapted from ISO 9000:2005, definition 3.2.7.

2.32
VERIFICA[TION
confirmation through provision of objective evidence that specified requirements haye been
fulfilled

NOTE 1 |The term “verified” is used to designate the corresponding status.

NOTE 2 |[Confirmation can comprise activities such as:

— perfofming alternative calculations;

— comparing a new design specification with a similar proven design specification;
— undeiftaking tests and demonstrations; and

— reviewing documents prior to issue.

[ISO 14p71:2007, definition 2.28]

NOTE 3 |[In design and development, VERIFICATION concerns the PROCESS of examining the result of a given
activity to|determine conformity with the stated.requirement for that activity.

3 Roles and responsibilities

3.1 General

Incorpofation and mqdification of equipment or software of a MEDICAL IT-NETWORK ghall be
performed under a, framework of clearly defined responsibilities. At a minimum, the [parties,
responglibilities and requirements identified in subclauses 3.2 through 3.6 shall be defiped.

For the |particular MEDICAL IT-NETWORK being considered, the RESPONSIBLE ORGANIZATIPN shall
establispand maintain a MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

All documentation related to the requirements of this standard for RESPONSIBLE ORGANIZATIONS
as well as all supporting documentation shall be maintained in a MEDICAL IT-NETWORK RISK
MANAGEMENT FILE. This file shall contain the current CONFIGURATION MANAGEMENT information
for the MEDICAL IT-NETWORK.

NOTE The CONFIGURATION MANAGEMENT information can be included in the MEDICAL IT-NETWORK RISK MANAGEMENT
FILE either through explicit documentation or by reference, for example, to a live database.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

3.2 RESPONSIBLE ORGANIZATION

The overall responsibility for RISK MANAGEMENT for a MEDICAL IT-NETWORK shall stay within the
RESPONSIBLE ORGANIZATION.
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The RESPONSIBLE ORGANIZATION shall be the owner of the RISK MANAGEMENT PROCESS for the
MEDICAL IT-NETWORK, spanning planning, design, installation, device connection,
configuration, use/operation, maintenance, and device decommissioning.

Compliance is checked by assessment of the RESPONSIBLE ORGANIZATION.

3.3 TOP MANAGEMENT responsibilities
For RISK MANAGEMENT of MEDICAL IT-NETWORKS, TOP MANAGEMENT shall be accountable for:

a) establishing a policy for RISK MANAGEMENT for incorporating MEDICAL DEVICES;

c) ensuring the provision of adequate resources;

d) ensuring the assignment of qualified personnel for management, performance of work and
ass¢ssment activities; and

e) revigwing the results of RISK MANAGEMENT activities, including EVENT MANAGEMENT (see
4.6.R), at defined intervals to ensure the continuing suitability and the effectivenegs of the
RISKI MANAGEMENT PROCESS.

The abgve shall be documented in the MEDICAL IT-NETWORK\RISK MANAGEMENT FILE.

TOP MANAGEMENT shall appoint a MEDICAL IT-NETWORK*RISK MANAGER, who has the negcessary
qualifications, knowledge and competence for RISK MANAGEMENT applied to MED|CAL IT-
NETWORKS (see 3.4).

Top MANAGEMENT shall identify the people fesponsible for the following tasks and ensjure that
they co{operate with the MEDICAL IT-NETWORK RISK MANAGER:

f) gatHering, analysis, assessmentland storage of information needed for RISK MANAGEMENT;
g) lifeclycle management of MEDICAL DEVICES incorporated in IT-NETWORKS;

h) revigwing and acceptingRESIDUAL RISK on behalf of TOP MANAGEMENT;

i) maiptenance of MEDICAL IT-NETWORKS; and

j) choice of and.procurement of MEDICAL DEVICES.

Top MANAGEMENT shall ensure that participation in the RISK MANAGEMENT PROCESS for MEDICAL
IT-NETWORKS includes management responsible for:

k) MEDICAL IT-NETWORKS;
I) general IT activities;

m) life-cycle management of MEDICAL DEVICES connected to IT-NETWORKS;

EXAMPLE biomedical engineering, radiological engineering

n) the use of MEDICAL DEVICES; and

EXAMPLE  experienced users from clinical departments

0) maintenance and technical support for MEDICAL DEVICES.
EXAMPLE biomedical engineering department

TorP MANAGEMENT shall ensure:
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p) that all supervision, operation, installation and maintenance of MEDICAL IT-NETWORK(S)
throughout the life cycle is made according to the RISK MANAGEMENT plan and follows the
results of the IT-NETWORK RISK MANAGEMENT PROCESS, whoever performs these tasks;

q) that all parties performing supervision, operation, installation, service, troubleshooting and
maintenance of MEDICAL IT-NETWORK(S) are adequately informed about their responsibility
according to this standard, including their responsibility for maintaining the effectiveness
of RISK CONTROLS.

—16 —

NOTE The TOP MANAGEMENT responsibilities are illustrated in Figure 1.

ORGANIZATION
TN OMINTSAT TOTY

80001-1 © IEC:2010

LY

TOP MANAGEMENT responsibilities

\ 4

Policies for

RISK MANAGEMENT PROCESS

Risk acceptability criteria

Balancing the three KEY PROPERITIES with the
mission of the RESPONSIBLE ORGANIZATION

A

Resourcés

Provision of adequate resources
Assignment of qualified personnel
Appointment_gfithe MEDICAL IT-NETWORK RISK
MANAGER

Enforcement of RESPONSIBILITY AGREEMENTS

RISK MANAGEMENT PROCESS

Clear connection to other PROCESSES
Ensuring continuing suitability and
effectiveness

Reviewing results at defined intervals

Figure 1 — lllustration of TOP MANAGEMENT responsibilities

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

3.4 MEDICAL IT-NETWORK RISK MANAGER

The MEDICAL IT-NETWORK RISK MANAGER shall be responsible for the management of the RISK
MANAGEMENT PROCESS.

The MEDICAL IT-NETWORK RISK MANAGER shall supervise the execution of the RISK MANAGEMENT

PROCESS to maintain the KEY PROPERTIES of the MEDICAL IT-NETWORK.
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The MEDICAL IT-NETWORK RISK MANAGER shall be responsible for the following aspects of the
RISK MANAGEMENT of IT-NETWORKS incorporating MEDICAL DEVICES:

a) Overall management of the RISK MANAGEMENT PROCESS;
b) reporting on the RISK MANAGEMENT PROCESS to the TOP MANAGEMENT; and

c) managing the necessary communication between the internal and external participants in
RISK MANAGEMENT. Such participants may include, as appropriate:
1) MEDICAL DEVICE manufacturers;
2) other suppliers of IT equipment, software and services;

3) internal IT function and other facilities management functions;

4) ¢linical users; and

5) 1technical support function responsible for MEDICAL DEVICES (for example’ bigmedical
Engineering).

The MEDICAL IT-NETWORK RISK MANAGER shall be responsible for the performance of the RISK
MANAGEMENT PROCESS. This includes but is not limited to responsibilityfor:

d) collgction of all RISK-relevant information on the MEDICAL DEVICES]

e) planning the incorporation of the MEDICAL DEVICES in accordance with the instructions
proVided by the various MEDICAL DEVICE manufacturers.and’the policies of the RESAONSIBLE
ORGHQNIZATION;

f) the performance of the RISK MANAGEMENT PROCESS'\Whenever a MEDICAL DEVICE is gdded to
an IT-NETWORK;

g) the |performance of the RISK MANAGEMENT.PROCESS whenever an incorporated MEDICAL
DEVICE or the MEDICAL IT-NETWORK is chahged;

h) authorization to proceed with go-live following a change to the MEDICAL IT-NETWORK;

i) informing the RESPONSIBLE ORGANIZATION about unacceptable RISK related to the MEDICAL
IT-NETWORK and the associated HAZARDS arising from any changes in configuration| and

j)  monitoring all MEDICAL 1T-NETWORK projects or changes to the MEDICAL IT-NETWORK for
whigh the MEDICAL ITENETWORK RISK MANAGER is responsible.

These [tasks mayshe delegated, but the MEDICAL IT-NETWORK RISK MANAGER femains
responglible for ensuring their adequate performance.

Compligncelis checked by assessment of the RESPONSIBLE ORGANIZATION.

3.5 MEeDICAL DEVICE manufacturer(s)

Pursuant to applicable regulations and relevant standards, each MEDICAL DEVICE manufacturer
shall make available ACCOMPANYING DOCUMENTS to the RESPONSIBLE ORGANIZATION that
describe the INTENDED USE and give instructions necessary for the safe and effective use of
the MEDICAL DEVICE.

For a MEDICAL DEVICE that can be connected to an IT-NETWORK, the MEDICAL DEVICE
manufacturer shall make available, instructions for implementing such connection, including
but not limited to the following:

a) the purpose of the MEDICAL DEVICE’S connection to an IT-NETWORK;
b) the required characteristics for the IT-NETWORK incorporating the MEDICAL DEVICE;

c) the required configuration of the IT-NETWORK incorporating the MEDICAL DEVICE;
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d) the technical specifications of the network connection of the MEDICAL DEVICE including
security specifications;

e)

the intended information flow between the MEDICAL DEVICE, the MEDICAL IT-NETWORK and
other devices on the MEDICAL IT-NETWORK and, if relevant to the KEY PROPERTIES, the
intended routing through the MEDICAL IT-NETWORK; and

a list of the hazardous situations resulting from a failure of the IT-NETWORK to provide the
characteristics required to meet the purpose of the MEDICAL DEVICE connection to the IT-
NETWORK.

Compliance is checked by availability of the MEDICAL DEVICE manufacturer’'s ACCOMPANYING

DOCUMENTS and other available instructions for implementing such connection

NOTE 1
need, add

The RE
DEVICE
MEDICAL

The RES
DEVICE
MEDICAL
the RES
NETWOR

NOTE 2
manufact

Complig

3.6

P

Provide

a)

infrg
infrg
clier

serv

app

Where the content made available does not meet the RESPONSIBLE ORGANIZATION'S RISK MA
itional content can be made available under a RESPONSIBILITY AGREEMENT.

SPONSIBLE ORGANIZATION shall obtain the ACCOMPANYING DOCUMENTS for a
ncorporated in a MEDICAL IT-NETWORK. These documents shall-be maintaine
IT-NETWORK RISK MANAGEMENT FILE.

PONSIBLE ORGANIZATION shall obtain additional documentary information for a
ncorporated in an IT-NETWORK as necessary to perform RISK MANAGEMENT
IT-NETWORK, including any known hazardous situations that need to be man
PONSIBLE ORGANIZATION. These documents shal~be maintained in the MED
K RISK MANAGEMENT FILE.

A RESPONSIBILITY AGREEMENT between the RESPONSIBLE ORGANIZATION and a MEDICA
irer can be used to identify and share the documenftation needed.

roviders of other information-technology

's of other (not MEDICAL DEVICES) information technology may provide:
structure components;

structure services;

t devices notibeing MEDICAL DEVICES;

ers;

ication software; or

nce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

AGEMENT

MEDICAL
d in the

MEDICAL
for the
hged by
ICAL IT-

|l DEVICE

mid

leware.

Pursuant to applicable regulations and relevant standards, each provider of other information

technology (equipment and/or software) shall

applicable to the technology being supplied as follows:

tech

nical descriptions and technical manuals;

required IT-NETWORK characteristics;

recommended product configurations;

known incompatibilities and restrictions;

operating requirements;

product corrective actions and recalls; and

make available documentary information
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m) cyber security notices (warnings of known security vulnerabilities).

Compliance is checked by confirming the availability of the documentary information from
each provider of other information technology.

NOTE 1

Where the content made available does not meet the RESPONSIBLE ORGANIZATION'S RISK MANAGEMENT
need, additional content can be made available under a RESPONSIBILITY AGREEMENT.

The RESPONSIBLE ORGANIZATION shall obtain the documentary information specified above for
other information technology incorporated in a MEDICAL IT-NETWORK. This documentary
information shall be maintained in the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

The RES
informa
MEDICAL
MEDICAL

ion technology as necessary to further support the RISK MANAGEMENT actiyitig
IT-NETWORK. This supplementary documentary information shall be maintaing
IT-NETWORK RISK MANAGEMENT FILE.

Exampleg of supplementary information are:

— test
— disclg
—  syste|
— safet
- perfo

NOTE 2
technolog

Complig

trategies and test acceptance criteria;
sure of failure modes;
Im reliability statistics;
assurance cases; and
fmance.

A RESPONSIBILITY AGREEMENT between the RESPONSIBLE ORGANIZATION and a provider of other ir]
y can be used to identify and share the documentation needed.

4 Life cycle RISK MANAGEMENT in MEDICAL IT-NETWORKS

41 (

The RES
through

NOTE T

Complig

verview

PONSIBLE ORGANIZATION shall maintain the KEY PROPERTIES of the MEDICAL IT-N
put the life cycle.

he life cycle of MEDICAL' IT-NETWORKS including RISK MANAGEMENT is illustrated in Figure 2.

nce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

nce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

PONSIBLE ORGANIZATION Strattobtaimsupptementary documentary-infornrationfor other

s of the
d in the

formation

ETWORK
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Request for change to
> or creation of a

MEDICAL IT-NETWORK

/ CHANGE-RELEASE MANAGEMENT \

Applicable “Yes

HANGE PERMIT?

No

“Project”
- Project plan
- Execute RISK MANAGEMENT
- Update RISK MANAGEMENT FILE

v

RESIDUAL RISK
evaluation &
report

Unacceptable

Acceptable

v

CONFIGURATION

Go live
MANAGEMENT

. . L <
/ Live environment RISK MANAGEMENT \

v v

EVENT
MANAGEMENT

Monitoring

IEC 2389/10

NOTE A request for change can be a request to decommission a MEDICAL DEVICE or the MEDICAL IT-NETWORK. This
decommissioning requires planning and RISK MANAGEMENT similar to other changes.

Figure 2 — Overview of life cycle of MEDICAL IT-NETWORKS including RISK MANAGEMENT

4.2 RESPONSIBLE ORGANIZATION RISK MANAGEMENT
4.21 PoLICY FOR RISK MANAGEMENT for incorporating MEDICAL DEVICES

To support the MEDICAL IT-NETWORK life cycle, the TOP MANAGEMENT shall define and document
a RISK MANAGEMENT policy for incorporating MEDICAL DEVICES into an IT-NETWORK. The RISK
MANAGEMENT policy shall include:

a) balancing the three KEY PROPERTIES with the mission of the RESPONSIBLE ORGANIZATION;


https://iecnorm.com/api/?name=be6e66a6abe4f6cc03e3f8cb87adc2c6

80001-1 © IEC:2010 -21 -

b) a means to establish RISK acceptability criteria for each of the KEY PROPERTIES taking into
account relevant international standards and national or regional regulations; and

c) a description of or reference to PROCESSES applying to MEDICAL IT-NETWORKS including, at
least,

1) EVENT MANAGEMENT,

2) CHANGE-RELEASE MANAGEMENT,

3) CONFIGURATION MANAGEMENT, and

4)

monitoring.

NOTE MEDICAL IT-NETWORK life cycle activities can be captured in an IT service management policy (e.g. per

ISO 2000

The pdlicy shall be expressed in terms that can be interpreted throughout

MANAGE

Complignce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.2.2

The MEL
HAZARD$, estimating and evaluating the associated RISKS))“controlling these RIS

monitor

NETWORK into account.

NOTE Spubsequent changes to the MEDICAL IT-NETWORK ‘could introduce new RISKS and require

analyses.

Complignce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.3 MEDICAL IT-NETWORK RISK MANAGEMENT planning and documentation

4.3.1

The RE

providing

a) RISK-relevant asset’description,

NOT

b) IT-NETWORK:documentation, and

c) aRl

'1) rr_\rr-\\lirhnr-l there is-a clear rnlnfinnehirr_\ tothe RISK MANAGEMENT l_r_\r\lir«\]:

MENT activities.

RISK MANAGEMENT PROCESS

ng the effectiveness of the RISK CONTROLS, taking\the defined use of the MEQ

Overview

EPONSIBLE ORGANIZATION-shall plan RISK MANAGEMENT of the MEDICAL IT-NET

F 1 See 4.3:2\for a description and examples of RISK-relevant assets.

5K MANAGEMENT plan for the MEDICAL IT-NETWORK.

all RISK

ICAL IT-NETWORK RISK MANAGER shall establish and maintain a PROCESS for id¢ntifying

S, and
ICAL IT-

pdditional

ORK by

NOTE 2 Assessment and documentation of the structure of the network is essential to provide the necessary
information for RISK ANALYSIS and RISK EVALUATION.

Because of the nature of IT-NETWORKS, both the current state of the IT-NETWORK and planned
changes shall be considered.

Initial development of new MEDICAL IT-NETWORKS as well as changes to existing MEDICAL IT-
NETWORKS not covered by documented CHANGE PERMITS shall be managed by projects.

NOTE 3

NOTE 4

A MEDICAL IT-NETWORK can have multiple concurrent or sequential projects.

See also 4.5.2.3 for MEDICAL IT-NETWORK projects and 4.5.2.2 for CHANGE PERMITS.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.
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4.3.2 Risk-relevant asset description

The RESPONSIBLE ORGANIZATION shall establish a list of assets of IT-NETWORKS interfacing with
MEDICAL DEVICES. Typical assets include, but are not limited to hardware, software, and data
essential to the INTENDED USE of the MEDICAL DEVICE and the defined use of the MEDICAL IT-
NETWORK. The asset list may include for example:

a)

Complignce is checked by inspection of the MEDICGAL IT-NETWORK RISK MANAGEMENT FILE.

4.3.3 MEDICAL IT-NETWORK documentation

specific components of the MEDICAL IT-NETWORK and all incorporated MEDICAL DEVICES and
other equipment (e.g. image creating modalities, network components) of the IT
infrastructure;

operational characteristics of the IT infrastructure of the MEDICAL IT-NETWORK (e.qg.
performance properties such as bandwidth);

CONFIGURATION MANAGEMENT information;
medical application software;
datgq about configuration of hardware and software;

chanacterization of identifiable patient data on the MEDICAL IT-NETWORK or used by the
incorporated MEDICAL DEVICE including its nature, volume, and sensitivity;

healthcare procedure support information, including history“of use and OPERATOR/user
detqils; and

a sgcurity description and other materials relevant{ototal system SAFETY considgrations
(in gase security is an aspect of SAFETY).

The RHSPONSIBLE ORGANIZATION shall establish and maintain network documgntation
necess3gry to support the RISK MANAGEMENT of the MEDICAL IT-NETWORK for the inferfaces
between the MEDICAL DEVICE(S).ahd all network components (both software and hafdware).

This dogumentation shall include)but not be limited to:

a)

NOTE 1 |The network configuration includes defining the boundaries of the network.

physical and logical network configuration;

NOTE 2 |Documentation™can contain IT-NETWORK electrical properties that might impact the performarjce of the
MEDICAL |T-NETWORKyand incorporated devices. Examples include, but are not limited to, grounding] galvanic

(de)coupl|ng, stray\currents, and power over Ethernet.

appliedsstandards and conformance statements;

physical and logical client / server structure;
network security, reliability and data integrity;

network communication requirements for each MEDICAL DEVICE as specified by the
manufacturer; and

future (planned / reasonably foreseeable) changes / upgrades / enhancements.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.3.4 RESPONSIBILITY AGREEMENT

Whenever a MEDICAL DEVICE is incorporated into an IT-NETWORK, or the configuration of such a
connection is changed, the RESPONSIBLE ORGANIZATION shall determine the need for one or
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more documented RESPONSIBILITY AGREEMENTS that define (e.g. by contract) the
responsibilities of all relevant stakeholders.

A RESPONSIBILITY AGREEMENT may cover one or more projects or the maintenance of one or
more MEDICAL IT-NETWORKS, and shall identify responsibility for all aspects of the MEDICAL IT-
NETWORK life cycle and all activities that form part of that life cycle.

NOTE In order to support incorporating MEDICAL DEVICES into an IT-NETWORK, the MEDICAL DEVICE manufacturers
make available technical information appropriate to the creation of RESPONSIBLE ORGANIZATION RISK MANAGEMENT
documentation. Where the PROCESS requires information that a MEDICAL DEVICE manufacturer believes is sensitive
in nature, the provision of the information will be determined by the RESPONSIBILITY AGREEMENT and can be
protected by a confidentiality agreement.

The RE$PONSIBILITY AGREEMENTS shall contain (or refer to documents which contajn) at a
minimum:

a) the pame of the person responsible for RISK MANAGEMENT for the activities_covered by the
RESPONSIBILITY AGREEMENT;

b) the gcope of the activities covered by the RESPONSIBILITY AGREEMENT,-including a summary
of apd/or reference to the requirements;

c) a list of the MEDICAL DEVICES and other equipment which arexté/be incorporated into the IT-
NETWORK or changed, together with the names of MEDICAL\DEVICE manufacturers pr other
orggnizations responsible for the provision of technjcal” information necessary|for the
comjpletion of the project;

d) a ligt of documents to be supplied by the MEDICAL DEVICE manufacturers and other
equipment suppliers that contain instructions fer connection to or disconnection from an
IT-NETWORK;

e) tecrInicaI information to be supplied by-the MEDICAL DEVICE or IT manufacturers and other
equipment suppliers that is necessary to perform RISK ANALYSIS for the IT-NETWORK; and

f) definition of roles and responsibilities in managing potentially adverse events.

The REYPONSIBLE ORGANIZATION.shall provide a summary of responsibilities as approprjate.

NOTE 1 |The manufacturer of"a“\MEDICAL DEVICE is responsible for making available technical documentation on
how to uge the MEDICAL DEVIGE'S interfaces to connect to an IT-NETWORK, provided that such a conpection is
intended py the manufacturer. There is no such obligation on the supplier of other equipment, and it might be
necessary to make a specific arrangement to gain access to such technical documentation.

If the cd-operation of manufacturers of MEDICAL DEVICES, suppliers of other equipment jor other
organizations is necessary in addition to the listed documents supplied by the manufacturers
or organizations, a RESPONSIBILITY AGREEMENT shall:

g) identify the nature of the co-operation required; and
h) state:
e who is responsible for requesting such co-operation;
e who is responsible for responding to such requests; and

e what criteria will be used to judge the adequacy of such response.

NOTE 2 Since this information can change through the lifecycle of a MEDICAL IT-NETWORK, it is recommended that
it be updated periodically in the RESPONSIBILITY AGREEMENT.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.
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4.3.5 RISK MANAGEMENT plan for the MEDICAL IT-NETWORK

The RESPONSIBLE ORGANIZATION shall establish and maintain a RISK MANAGEMENT plan for each
MEDICAL IT-NETWORK. The RISK MANAGEMENT plan shall include:
a) a description of the MEDICAL IT-NETWORK, including:

1) identified stakeholders within the RESPONSIBLE ORGANIZATION that shall be informed
about HAZARDS to ensure their RISK awareness;

2) the defined use and expected benefits of the MEDICAL IT-NETWORK;

3) the reason for each MEDICAL DEVICE incorporation; and

4) the use of each MEDICAL DEVICE, due to its incorporation into the MEDICAL IT-NETWORK
{hatis notincluded I the manufacturer s INTENDED USE. |

b) a description of activities, roles and responsibilities for all partiesCinvolved in
operating/maintaining the MEDICAL IT-NETWORK, with respect to RISK MANAGEMENT.

c) requirements for monitoring the MEDICAL IT-NETWORK (refer to 4.6.1).

d) critgria for RISK acceptability, based on the RESPONSIBLE ORGANIZATION’S pqlicy for
detgrmining acceptable RISK, including criteria for accepting RISKS"when the probability of
occurrence of HARM cannot be estimated.

When a|project introduces changes to an existing MEDICAL ,IT-NETWORK, the RISK MANAGEMENT
plan for|the MEDICAL IT-NETWORK shall be updated.

Complignce is checked by inspection of the MEDICAL [-NETWORK RISK MANAGEMENT FILE.

4.4 MEDICAL IT-NETWORK RISK MANAGEMENT
441 Overview

This seftion describes RISK MANAGEMENT PROCESSES that support both the execution of a
MEDICAL IT-NETWORK project as well as:the decision to go live on any particular change|.

The RISK MANAGEMENT activities 0f RISK ANALYSIS, RISK EVALUATION, RISK CONTROL, RESIDUAL
RISK evaluation and reporting'and approval shall be documented. This documentation|may be
integral|to the RISK MANAGEMENT plan or exist as separate documents in the RISK MANAGEMENT
FILE associated with the. MEDICAL IT-NETWORK. Action plans arising from RISK ASSESSMENT shall
follow the CHANGE-RELEASE MANAGEMENT PROCESS.

NOTE There is a/sSingle set of RISK MANAGEMENT documents per MEDICAL IT-NETWORK, because RISK| CONTROL
measures for any 'given project or change must not conflict with existing RISK CONTROL measures for thé¢ MEDICAL
IT-NETWORK or/with RISK CONTROL measures proposed by a concurrent project.

Complianc€ is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FIL

4.4.2 RISK ANALYSIS

The RESPONSIBLE ORGANIZATION shall identify HAZARDS that are likely to arise from the MEDICAL
IT-NETWORK.

For each identified HAZARD, the RESPONSIBLE ORGANIZATION shall estimate the associated
RISKS using available information or data.

NOTE RIsKs to be analyzed cover the entire life cycle, especially including the implementation of the change and
the regular use of the MEDICAL IT-NETWORK.

If the probability of the occurrence of HARM cannot be estimated, the possible consequences
shall be listed for use in RISK EVALUATION and RISK CONTROL.
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The results of these activities shall be recorded in the MEDICAL IT-NETWORK RISK MANAGEMENT
FILE.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.4.3 RISK EVALUATION

For each identified HAZARD, the RESPONSIBLE ORGANIZATION shall decide, using the criteria
defined in the RISK MANAGEMENT plan, whether:

a) the estimated RISK(S) is so low that RISK reduction need not to be pursued. In this case the
rationale for this decision shall be documented in the MEDICAL IT-NETWORK RISK

MANKGEMENT FHE:

b) the festimated RISK(S) are not acceptable. In this case RISK CONTROL measures” ghall be
implemented according to 4.4.4.

Complignce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.4.4 RISK CONTROL
4.4.4.1 |RISK CONTROL option analysis

The REYPONSIBLE ORGANIZATION shall identify and document proposed RISK CONTROL measures
for each unacceptable RISK until the RESIDUAL RISK(S) is judged.acceptable.

One or more RISK CONTROL options shall be used in the priority order listed:

a) inherent control by design (e.g. physical isglation of a network from external threat

Uy
~

b) protective measures (e.g. including alarms);

c) information for assurance (e.g. warnings, user documentation, training).

NOTE 1 RISK CONTROL measures can inclade for example:

— instryctions and constraints documehted as a CHANGE PERMIT (see 2.3 and 4.5.2.2);
— netwgrk components;

— change of network configdration;

— orgarjizational considerations; or

— changes to the ineorporated MEDICAL DEVICES.

NOTE 2 |For each“RiskK, the design should carefully consider where to best implement the control [o ensure

sustainabjlity =~for example, by changes to the MEDICAL IT-NETWORK or manufacturer-authorized chandes to the
MEDICAL OEVACE-

To the extent that RISK CONTROL entails tradeoffs in KEY PROPERTIES, the KEY PROPERTIES shall
be considered in priority order of SAFETY, EFFECTIVENESS, and DATA AND SYSTEMS SECURITY.

If, during RISK CONTROL option analysis, the RESPONSIBLE ORGANIZATION determines that
required RISK reduction is not practicable, the RESPONSIBLE ORGANIZATION shall conduct and
document a RISK/benefit analysis of the RESIDUAL RISK (see 4.4.5).

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.4.4.2 RISK CONTROL measures

When a specific RISK CONTROL measure is selected that requires a change to the MEDICAL IT-
NETWORK, CHANGE-RELEASE MANAGEMENT PROCESSES shall be followed.
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The RISK CONTROL measures selected shall be recorded in the MEDICAL IT-NETWORK RISK
MANAGEMENT FILE.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.4.4.3 Implementation of RISK CONTROL measures

The selected RISK CONTROL measures shall be implemented.

RISK CONTROL measures within the MEDICAL DEVICE should only be implemented by the
MEDICAL DEVICE manufacturer or by the RESPONSIBLE ORGANIZATION following the instructions
for use or with the documented permission of the MEDICAL DEVICE manufacturer.

Any ch@nges to a MEDICAL DEVICE undertaken by the RESPONSIBLE ORGANIZATION [ without
documented consent of the MEDICAL DEVICE manufacturer are not recommended. Iff such a
change |is undertaken, the RESPONSIBLE ORGANIZATION shall notify the manufacturer and shall
follow al|l necessary regulatory steps for putting such a modified MEDICAL DEVACE into sgrvice.

Any REYIDUAL RISK shall be documented in the MEDICAL IT-NETWORK Ri8K'MANAGEMENT HILE.

Complignce is checked by inspection of the MEDICAL IT-NETWORK.RISK MANAGEMENT FILE.

4444 VERIFICATION of RISK CONTROL measures

The imglementation of all RISK CONTROL measures inxthe operational system shall be YERIFIED
and dogumented in the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

The efféctiveness of the RISK CONTROL meastres shall be VERIFIED and documentefl in the
MEDICAY IT-NETWORK RISK MANAGEMENT FILE.

NOTE Itmight be necessary to verify the effectiveness of RISK CONTROL measures in a test environmeft prior to
implementation in the operational system.

Complignce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.4.4.5 [New RISKS arising.from RISK CONTROL

The implemented RISK-CONTROL measures and the installed operational system shall be
reviewed for new,Sunacceptable RISKS (i.e. degraded KEY PROPERTIES or other important
attributgs essential’in realizing the defined use of the MEDICAL IT-NETWORK).

The evTuation shall be documented in the MEDICAL IT-NETWORK RISK MANAGEMENT FILE

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.4.5 RESIDUAL RISK evaluation and reporting

Based on a pre-release assessment of the effectiveness of the implemented RISK CONTROL
measures, the RESIDUAL RISK shall be evaluated.

Both the individual RESIDUAL RISKS and the overall RESIDUAL RISK shall be assessed for
acceptability.

NOTE See 4.4.3 for RISK EVALUATION.

If an individual RESIDUAL RISK or the overall RESIDUAL RISK is not determined to be acceptable,
additional RISK CONTROL measures shall be applied.
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The RESPONSIBLE ORGANIZATION shall define and document a RESIDUAL RISK summary
containing a list of all individual RESIDUAL RISKS and the overall RESIDUAL RISK remaining after
the RISK CONTROL measures have been implemented (see 4.4.4.3), including the RESIDUAL
RISKS associated with a particular MEDICAL IT-NETWORK project, and the MEDICAL IT-NETWORK
RESIDUAL RISK.

If reduction of RESIDUAL RISK to an acceptable level is not practicable, using the RESPONSIBLE
ORGANIZATION’S policy for determining acceptable RISK (see 3.3), the person identified by the
TOP MANAGEMENT (see 3.3) to review RESIDUAL RISKS (who may be the MEDICAL IT-NETWORK
RISK MANAGER) shall conduct and document a RISk/benefit analysis of the individual or overall
RESIDUAL RISK against the health benefit accrued from the incorporation of the MEDICAL DEVICE
into the IT-NETWORK, and decide whether to approve the MEDICAL IT-NETWORK RESIDUAL RISK.

NOTE Sge ISO 14971 [4] for RISK/benefit analysis.

Complignce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.5 CIHANGE-RELEASE MANAGEMENT and CONFIGURATION MANAGEMENT
4.51 CHANGE-RELEASE MANAGEMENT PROCESS

The RESPONSIBLE ORGANIZATION shall document and apply a ‘CHANGE-RELEASE MANAGEMENT
PROCESS.

The MEpPICAL IT-NETWORK RISK MANAGER shall ensure)that a CHANGE-RELEASE MANAGEMENT
PROCES$ exists for the MEDICAL IT-NETWORK and that the ' PROCESS includes RISK MANAGEMENT.

The MEDICAL IT-NETWORK RISK MANAGER shall use‘the results of the RISK MANAGEMENT RROCESS
to deterfmine approval and acceptability of changes during the CHANGE-RELEASE MANAGEMENT
PROCESS.

NOTE Upintended consequences can occut‘when two or more projects running in parallel are insufficiently
coordinated.

A CONFJGURATION MANAGEMENT PROCESS shall be documented and applied to corjtrol the
versiong of the MEDICAL IT-NETWORK across all RISK MANAGEMENT PROCESSES during MEDICAL
IT-NETWORK CHANGE-RELEASE'"MANAGEMENT.

Complignce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.5.2 Decision on how to apply RISK MANAGEMENT

4.5.2.1 Overview

For any new MEDICAL IT-NETWORK or a change to an existing MEDICAL IT-NETWORK, the
CHANGE-RELEASE MANAGEMENT PROCESS shall be initiated.

The RESPONSIBLE ORGANIZATION shall consider the nature of the change to decide whether the
requirements are met by an applicable CHANGE PERMIT. Where no applicable CHANGE PERMIT
exists, a MEDICAL IT-NETWORK project shall be initiated.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.5.2.2 CHANGE PERMITS

If the RESPONSIBLE ORGANISATION decides, as a result of RISK MANAGEMENT activities, that a
specified type of routine change may be performed with acceptable RISK, subject to specified
constraints, then the RESPONSIBLE ORGANISATION may define a CHANGE PERMIT which allows
such routine changes and specifies the constraints.
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NOTE 1 For example, a CHANGE PERMIT might allow varying the number of MEDICAL DEVICES of a specified type in
a MEDICAL IT-NETWORK within a specified range.

NOTE 2 Provided that the changes performed always conform to the CHANGE PERMIT and its limitations, no
CHANGE-RELEASE MANAGEMENT or RISK MANAGEMENT is needed each time the CHANGE PERMIT is used.

A CHANGE PERMIT shall specify what records are to be kept for each permitted change.
CHANGE PERMITS shall be maintained in the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.
NOTE 3 CHANGE PERMITS can only be established as an outcome of the RISK MANAGEMENT PROCESS (see 4.4.4.2).
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4.5.2.3 MEDICAL IT-NETWORK projects

The RHSPONSIBLE ORGANIZATION shall establish and maintain a project” plan |for the
incorpofation of a new type of MEDICAL DEVICE into an IT-NETWORK, for change to the MEDICAL
IT-NETWORK, for change to the MEDICAL DEVICES incorporated in the MERICAL IT-NETWPRK, for
decomnpissioning of a MEDICAL DEVICE or MEDICAL IT-NETWORK, or any other activity that has
the potgntial to introduce new RISK. The typical first project plan would be for develogment of
a new MEDICAL IT-NETWORK. The project plan shall provide:

a) requirements for RISK MANAGEMENT activities including:

1) activities to establish or update any RISK MANAGEMENT FILE documents needpd as a
esult of this project, such as the RISK MANAGEMENT plan or other RISK MANAGEMENT
jocuments;

2) a plan to meet the requirements stated.in’the RISK MANAGEMENT plan for the pffected
MEDICAL IT-NETWORK(S); and

3) Adctivities for VERIFICATION of RISK CONTROL measures.

b) a description of the project including:

1) identification of MEDICAL IT-NETWORK(S) developed or affected by the project;

2) requirements specification for the project; and

3) specification of minimum set of documents required for the MEDICAL IT-NETWORK
broject.
c) the scope of the planned changes to the MEDICAL IT-NETWORK, including but not limlited to:

1) physical-and logical configuration of the MEDICAL IT-NETWORK before and gfter the
blanned.ehanges;

2) iInfermation flow before and after the planned changes;

3) Wm—
4) specifications of non-medical network components where relevant; and

5) constraints on the extendibility of the existing MEDICAL IT-NETWORK.

The project plan shall be revised whenever necessary to reflect changes to the project.

The project plan shall be kept in the MEDICAL IT-NETWORK RISK MANAGEMENT FILE in accordance
with the life cycle PROCESSES of EVENT MANAGEMENT, CHANGE-RELEASE MANAGEMENT, AND
CONFIGURATION MANAGEMENT.

NOTE Where changes to the IT-NETWORK occur frequently, the project plan may be established as a reusable
protocol document containing all these essential elements.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.
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4.5.3 Go-live

The transition of the MEDICAL IT-NETWORK to the “live environment” (Figure 2) is the goal of all
project or change initiatives. Before going live, the RESPONSIBLE ORGANIZATION shall review the
MEDICAL IT-NETWORK RESIDUAL RISK.

The MEDICAL IT-NETWORK RISK MANAGER shall examine all project or change RESIDUAL RISK
summaries to determine acceptability of RISK associated with interactions with recent or
pending projects or changes (e.g., the incorporation of the MEDICAL DEVICE into an operational,
evolving IT-NETWORK).

The MEDICAL IT-NETWORK RISK MANAGER shall approve the specified change to the MEDICAL IT-
NETWORK prior 10 go-1ive.

The approval of the MEDICAL-IT NETWORK RESIDUAL RISK shall be documented and the
configunation information recorded in the MEDICAL IT-NETWORK RISK MANAGEMENT ‘FILE.

Complignce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.6 Ljve network RISK MANAGEMENT
4.6.1 Monitoring

The REBPONSIBLE ORGANIZATION shall establish and maintain a PROCESS to monitpr each
installed MEDICAL IT-NETWORK for emerging RISKS, efféctiveness of RISK CONTROL measures,
and accuracy of original estimations of RISK.

Requirements for monitoring shall be established”as part of the RISK MANAGEMENT plan of the
MEDICAL IT-NETWORK. Examples of what to manitor are:

a) environment changes (including localleonnected environment as well as relevant [network
or component DATA AND SYSTEMS SEGURITY vulnerabilities);

b) operational/performance feedback e.g., user feedback, speed problems, high errgr rates,
faildre, malicious software attacks;

c) information about the incorporated components;
d) infofmation about similar MEDICAL IT-NETWORKS;
e) repqgrted events;-and

f) auditing -6f~“non-technical RISK CONTROL measures such as organizational poligies and
prodedures.

If monitoring indicates actual or potential increase in RISK associated with the MEDICAL IT-
NETWORK or its components (potential or actual negative impact), the EVENT MANAGEMENT
PROCESS shall be initiated and significant findings reported to the appropriate party in the
RESPONSIBLE ORGANIZATION.

NOTE In some cases, the RESPONSIBLE ORGANIZATION might be required to report observations to regulatory
bodies.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

4.6.2 EVENT MANAGEMENT
The RESPONSIBLE ORGANIZATION shall establish EVENT MANAGEMENT to:

a) capture and document negative events;
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b) evaluate events and propose changes as appropriate through CHANGE-
AGEMENT;
k all corrective and preventive actions leading to closure; and

c) trac

RELEASE

d) report significant finds to the MEDICAL IT-NETWORK RISK MANAGER and/or others in the
RESPONSIBLE ORGANIZATION.

Compliance is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

5 Document control

5.1 Document control procedure

All rele
reviewe

Complig

5.2 MEDICAL IT-NETWORK RISK MANAGEMENT FILE

In addit
MANAGE

a) the
b) the
c) the

d) the

NOTE 1
part of ot
the recor

1, and approved in accordance with a document control procedure.

MENT FILE shall provide traceability for each identified HAZARD to:
RISK ANALYSIS;

RISK EVALUATION;

mplementation and VERIFICATION of the\RISK CONTROL measures; and

hssessment of the acceptability of\@Ay RESIDUAL RISK(S) with approval.

ds and other documents; however, it should contain at least references or pointers to al

nce is checked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE

bant documents in the MEDICAL IT-NETWORK life cycle shall be revised, amended,

on to the requirements of other clauses of this standard, the MEDICAL IT-NETWQRK RISK

The records and other documents that make up the MEDICAL IT-NETWORK RISK MANAGEMENT FILH can form
her documents and files. The MEDICAL IT-NETWORK RISK MANAGEMENT FILE need not physically gontain all

required

documenfation. The RESPONSIBLE ORGANIZATION should be able to assemble the information referenced in the

MEDICAL |

NOTE 2

NOTE 3
RISK MANA

Complig

I-NETWORK RISK MANAGEMENT FILE in a timely fashion.

The MEDICAL IT-NETWORK RISK MANAGEMENT FILE can be in any form or type of medium.

In those organizations where an “assurance case” is the means of organizing the MEDICAL IT
GEMENT FILE¢refer to ISO/IEC 15026-2 [5] (under development) for more information.

nce(isichecked by inspection of the MEDICAL IT-NETWORK RISK MANAGEMENT FILE.

NETWORK
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Annex A
(informative)

Rationale

A.1  General

The convergence of MEDICAL DEVICES and information management systems has resulted in a
need for changes in the way the SAFETY and EFFECTIVENESS of MEDICAL DEVICES is maintained
following—their plnr-nmnnf into—service—\While the raepnneihilify of the MEDICAL DEVICE
manufagturer (often referred to as an “MDM”) for placing a safe and effective MEDICAL DEVICE
on the |market has not changed, the environment (i.e. the IT-NETWORK) thatc~the MEDICAL
DEVICE is placed into is constantly changing. The MEDICAL DEVICE manufacturer cannot|foresee
all the potential changes and has no way of ensuring that the MEDICAL DEVICE will function
properly in all possible cases.

At the game time, the RESPONSIBLE ORGANIZATION (often referred to“as” a healthcare [delivery
organization or HDO) has requirements relating to their ability ta_deliver high quality health
care, aphd security and privacy of patient data that must belsachieved under the same
constantly changing environment. Achieving these requirenients cannot be accomplished
without [the proper functioning of MEDICAL DEVICES that/,are part of the environment, i.e
incorpofated in their IT-NETWORK.

This Intpernational Standard recognizes that co-operation is required between those involved
in supplying and connecting MEDICAL DEVICES "in IT-NETWORKS to achieve all these
requirements with today’s rapidly changing technology. It identifies the necessary rdles and
responsjibilities, and a PROCESS for managing, the RISK posed by the incorporation of MEDICAL
DEVICES]| into the information technology infrastructure of the healthcare delivery organization.
While the RESPONSIBLE ORGANIZATION takes responsibility for the decisions they make about
incorpofation of MEDICAL DEVICES into’ IT-NETWORKS, these decisions are partly based on
claims made and information shared by their suppliers. In some cases the documgntation
made ajvailable when products-‘are placed on the market will be sufficient to support the
RESPONSIBLE ORGANIZATION’S .decisions. In other cases, the RESPONSIBLE ORGANIZATION will
need tg obtain additional_information that might not normally be available. This dtandard
suggests using a RESPONSIBILITY AGREEMENT to identify what information is needed thrpughout
life of the MEDICAL IT-NETWORK and the responsibilities for providing and controlling a¢cess to
that infgrmation.

In ordef to maintain evidence of conformance to the requirements of this standard, it is
necessgry to collect and maintain documentation in a RISK MANAGEMENT FILE for each MEDICAL
IT-NETWOQRK,

A.2 Clause 3 — Roles and responsibilities

This clause identifies the roles and responsibilities that need to cooperate to manage the RISK
of incorporating MEDICAL DEVICES into IT-NETWORKS.

The healthcare delivery organization that owns and utilizes the MEDICAL IT-NETWORK has
overall responsibility for its functioning. It is the RESPONSIBLE ORGANIZATION. To ensure that
RISK MANAGEMENT is properly addressed for the MEDICAL IT-NETWORK, the TOP MANAGEMENT of
the RESPONSIBLE ORGANIZATION is required by this standard to establish policy, provide
resources, assign qualified people and review the results of RISK MANAGEMENT activities. It is
important that someone be assigned the responsibility for the execution of the RisK
MANAGEMENT PROCESS for the MEDICAL IT-NETWORK. A primary responsibility of TOP
MANAGEMENT is appointing a MEDICAL IT-NETWORK RISK MANAGER and ensuring that others in
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the RESPONSIBLE ORGANIZATION co-operate with the MEDICAL IT-NETWORK RISK MANAGER to
manage the RISK of incorporating MEDICAL DEVICES into IT-NETWORKS.

Because the concept of RISK depends on the clinical impact of the failure as well as the
probability of failure, the responsibilities of the MEDICAL DEVICE manufacturers are different
than those of providers of other information technology. MEDICAL DEVICE manufacturers have
an understanding of the clinical impact of a network failure which is based on the INTENDED
USE of the MEDICAL DEVICE, whereas IT providers can only offer information on failure modes,
probabilities, etc., of the IT equipment. For these reasons, these two roles are addressed
independently.

The MEDICAL DEVICE manufacturer is required to have ACCOMPANYING DOCUMENTS available.
These [ACCOMPANYING DOCUMENTS have to be made available o the RESHONSIBLE
ORGANIZATION as the content of these documents is essential for the RESHONSIBLE
ORGANIZATION'S RISK MANAGEMENT activities during incorporating MEDICAL DEVIGES)intp an IT-
NETWORK. It is noted that there can be different understandings in the content and the extent
of the ACCOMPANYING DOCUMENTS. For that reason, the requirements 3.5 a) through 3.5 f)
define the minimal content of such ACCOMPANYING DOCUMENTS as there.‘@re MEDICAL [DEVICES
which 3gre not required to demonstrate compliance with IEC 60601 (e.g. IVD |medical
devices). However, application of subclause 14.13 of IEC 60601-1:2005 [1] to satisfy these
requirements for MEDICAL DEVICE manufacturers is strongly encouraged.

NetworH failure modes and probabilities also depend on items outside the control of either the
MEDICAL DEVICE manufacturers or the providers of other-information technology such as the
system | design, configuration, topology, IT processesv/and procedures, actual yse (vs.
intendedl) of the MEDICAL DEVICE, etc. Therefore, only the RESPONSIBLE ORGANIZAT|ON has
ultimate] visibility of the RISKS of the MEDICAL IT-NETWORK and has the primary responsipility for
the RIS MANAGEMENT of the MEDICAL IT-NETWORK(

A.3 Clause 4 — Life cycle RISK MANAGEMENT in MEDICAL IT-NETWORKS

A basic|premise of this standard is that RISK must be considered for all changes befpre they
are made to a MEDICAL IT-NETWORK,'This standard requires RISK MANAGEMENT to be pdgrformed
on MED|CAL IT-NETWORKS. There can be multiple MEDICAL IT-NETWORKS per RESHONSIBLE
ORGANIZATION. The RISK MANAGEMENT activities required in this document are based lafgely on
those of ISO 14971 [4] but.go beyond SAFETY as defined in ISO 14971 to include mpnaging
RISK to EFFECTIVENESS ahd RISK to DATA AND SYSTEM SECURITY. This requires some changes to
defined|terms from 1SQJ/14971. For this standard, HARM is extended to include redyction in
EFFECTIVYENESS andsbreach of security. This requires SAFETY to specify what type of [HARM is
included in the RISK: So the definition of SAFETY becomes freedom from unacceptablg RISK of
physical injury~or’damage to the health of people or damage to property or the envirpbnment.
With the¢se (Changes, the RISK MANAGEMENT activities of 1ISO 14971 can be applied|for this
standarg.CBecause they are being applied to the life cycle management of a MED|CAL IT-
NETWORK—they—are—deseribed-in—the—contextefan-operational-MeEpteAHNEFAORK—Clause 4
is divided into sub-clauses that describe the RISK MANAGEMENT activities during the change of
a MEDICAL IT-NETWORK or during the operation of a MEDICAL IT-NETWORK. Table A.1 shows the
relationship of the RISK MANAGEMENT activities of ISO 14971 to those in this standard.

Subclause 4.2 — RESPONSIBLE ORGANIZATION RISK MANAGEMENT

Subclause 4.2 describes activities and deliverables that are required at the level of the
RESPONSIBLE ORGANIZATION. These deliverables apply to all MEDICAL IT-NETWORKS within the
RESPONSIBLE ORGANIZATION.

Subclause 4.3 — MEDICAL IT-NETWORK RISK MANAGEMENT planning and documentation
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Subclause 4.3 describes activities and deliverables needed on a per MEDICAL IT-NETWORK
basis that are required for RISK MANAGEMENT activities to commence.

Table A.1 — Relationship between ISO 14971 and IEC 80001-1

1SO 14971:2007 section IEC 80001-1 section
4 RISK ANALYSIS
4.1 RISK ANALYSIS PROCESS n/a
4.2 INTENDED USE and
identification of
characteristics related to
SAFETY
4.3 Identification of HAZARDS 449 RISK ANALYSIS
4.4 Estimation of the RISK(S) for | 4.4.2 “For each identified
each hazardous situation HAZARD, the RESPONSIBLE
— “Reasonably ORGANIZATION shall
foreseeable sequences estimate the associated
or combinations of RISKS...”
events that can result in
a hazardous situation
shall be considered and
the resulting hazardous
situation(s) shall be
recorded”
—  “For each identified
hazardous situation, the
associated RISK(S) shall
be estimated”
b RISK EVALUATION 423 RISK EVALUATION
b RISK CONTROL 4.4.4 RISK CONTROL
6.1 RISK reduction n/a
6.2 RISK CONTROL option analysis 4.4.4.1 RISK CONTROL option
analysis
4.4.4.2 RISK CONTROI measures
6.3 Implementation of RISK 4.4.4.3 Implementation of RISK
CONTROL measurées CONTROL measures
4.4.4.4 VERIFICATION of RISK
CONTROL measures
6.4 RESIDUAL-RISK evaluation (addressed in 4.4.4.1)
6.5 Risk/benefit analysis (addressed in both
4.4.4.1 and 4.4.5)
6.6 RISKs arising from RiIsK 4.4.4.5 New RISKS arising from
CONTROL measures RISK CONTROL
7 Evaluation of overall 4.45 RESIDUAL RISK
RESIDUAL RISK acceptability evaluation and
reporting
Subclalise 4.5°="CHANGE-RELEASE MANAGEMENT and CONFIGURATION MANAGEMENT
Subclayse. 4.5 describes RISK MANAGEMENT activities that are required when chanhging a

MEDICAL IT-NETWORK before it enters the live environment phase. This includes changing an
existing MEDICAL IT-NETWORK as well as initially building a MEDICAL IT-NETWORK or turning a
non-MEDICAL IT-NETWORK into a MEDICAL IT-NETWORK. In this stage, the traditional RISK
MANAGEMENT activities occur in the context of a project. The MEDICAL IT-NETWORK RISK
MANAGER is responsible for consolidating all project RISK MANAGEMENT activities into a single
RISK MANAGEMENT FILE for the MEDICAL IT-NETWORK.

Some RISK CONTROL measures defined for the MEDICAL IT-NETWORK can include activities
during the live environment phase, such as clinical procedures to mitigate network outage.

For activities that are performed frequently, it is desirable to avoid unnecessary repetition of
RISK MANAGEMENT. This standard mentions CHANGE PERMITS as one way to do this. If RISK
MANAGEMENT demonstrates that a routine change, for example adding a user, can be
performed with acceptable RISK, subject to specified constraints (for example a limit on the
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type and number of users), then the RESPONSIBLE ORGANISATION can define a CHANGE PERMIT
which allows such routine changes and specifies the constraints.

Subclause 4.6 — Live Network RISK MANAGEMENT

Subclause 4.6 describes RISK MANAGEMENT activities needed after the MEDICAL IT-NETWORK is
put into use (live environment).

Monitoring is the ongoing review of all RISK MANAGEMENT activities and RISK CONTROLS that
were put in place to achieve acceptable RISK in the use (live environment) of MEDICAL IT-
NETWORK(S). It delivers the evidence that overall RISK to KEY PROPERTIES in the MEDICAL IT-
NETWORK(S) is acceptable.

EVENT MANAGEMENT specifies those actions required when a real or potential negatie event
occurs dluring use of a MEDICAL IT-NETWORK in the live environment.
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Annex B
(informative)

Overview of RISK MANAGEMENT relationships

Figure B.1 provides an overview of the various roles and relationships involved in carrying out
a RISK MANAGEMENT effort that involves incorporation of MEDICAL DEVICES on IT-NETWORKS.

The RESPONSIBLE ORGANIZATION

TOP MANAGEMENT
Clinical area
of expertise
Biomedical
Policies engineering
area of
expertise
Processes
Procedures IT area of
expertise
MEDICAL
IT-NETWORK
RISK
MEDICAL IT= MANAGER Other...
NETWORK RISK
MANAGEMENT
FILE
o
5
Q.
<
8
°
B
o
[
Sub-
Medical Medical contractor
device device
manufacturer manufacturer
or provider of or provider of
other IT other IT
technology technology
A B
IEC 2390/10

Figure B.1 — Overview of roles and relationships
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Guidance on field of application

Overview

The field of application statement for IEC 80001-1 provides a starting point which describes
ocument provides additional

which IT-NETWORKS are in the scope
guidance- 3 p

C.2 hen to apply this standard
Table Cl1 provides guidance concerning various
encount

of the standard. This d

IT-NETWORK scenatios that
ered in a clinical environment and whether to apply IEC 80001-1.PROCESSES td them.

may be

Table C.1 — IT-NETWORK scenarios that can be encountered,in a clinical environment

System

N Scenario Network Network
config- d N Network IR Standard
R escription components respongpibility
uration
1 MEDICAL DEVICES from one MEDICAL DEVICE MEDRICAL and non- Physically MEDICAL DEVICE 14971
manufacturer and non-MEDICAL DEVICES MEDIGAL DEVICE(S) isolated manufactirer
ncorporated by the same MEDICAL DEVICE from single MEDICAL
manufacturer and installed as required by that DEVICE
EDICAL DEVICE manufacturer on an isolated 1T\ [ manufacturer
NETWORK.
MEDICAL DEVICES from multiple MEDICAL BEVICE MEDICAL DEVICES Physically MEDICAL DEVICE 14971
manufacturers and non-MEDICAL DEVICES and non-MEDICAL isolated manufactirer
ncorporated by one MEDICAL DEVICE DEVICES from
manufacturer and installed as(required by that multiple MEDICAL
EDICAL DEVICE manufacturer on an isolated IT- | DEVICE
NETWORK manufacturers
2 MEDICAL and non-MEDICAL DEVICES incorporated | Medical and non- Shared RESPONSIBLE 80001-1
py one MEDICAL DEVICE manufacturer and MEDICAL DEVICES ORGANIZATION
MEDICAL and non=MEDICAL DEVICES incorporated | from multiple
by other MEBICAL DEVICE manufacturers MEDICAL DEVICE
nterconnected on the same IT-NETWORK by a 3" | manufacturers
barty (such as a hospital).
MEDICAL and non-MEDICAL DEVICES incorporated | MEDICAL and non- Shared RESPONSIBLE 80001-1
by one MEDICAL DEVICE manufacturer and MEDICAL DEVICES ORGANIZATION
MEDICAL and non-MEDICAL DEVICES incorporated | from multiple
by other MEDICAL DEVICE manufacturers as well | MEDICAL DEVICE
as non-MEDICAL DEVICES and applications manufacturers plus
interconnected on a shared IT-NETWORK by a multiple non-
3 party. MEDICAL DEVICE
manufacturers
3 Installations with non-MEDICAL DEVICES from Multiple non- Shared RESPONSIBLE Out of
multiple manufacturers using the IT-NETWORK MEDICAL DEVICE ORGANIZATION 80001-1
for transmission of electronic Protected Health | manufacturers scope ?

Information (ePHI).

? Local national regulations on medical data security apply, however, the RESPONSIBLE ORGANIZATION can also choose to apply
IEC 80001-1.
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Some examples can assist in understanding the various network types listed in Table C.1:

e Configuration 1a — Patient monitoring devices on their own isolated network or the same
devices with a gateway to hospital IT-NETWORK for non-MEDICAL DEVICE uses.

e Configuration 1b — Patient monitoring devices from vendor A combined with network
attached infusion devices from vendor B provided as an integrated controlled solution by a
single vendor (A, B or C).

e Configuration 2a — Multiple MEDICAL DEVICES from different MEDICAL DEVICE manufacturers
placed on a common IT-NETWORK by a hospital.

e Configuration 2b — Network attached infusion devices on shared IT-NETWORK with other
hospital applications, and/or patient monitoring devices on an isolated network with a
gateway to the hospital IT-NETWORK for MEDICAL DEVICE uses such as alarm reporting.

e Configuration 3 — Hospital systems communicating patient demographics and| related
electronic Protected Health Information (ePHI).
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Annex D
(informative)

Relationship with ISO/IEC 20000-2:2005, /Information technology
Service management — Part 2: Code of practice

D.1 General

IEC 80001-1 applies the concept of life cycle RISK MANAGEMENT to an IT-N
incorporating MEDICAL DEVICES. As with general IT- NETWORKS, MEDICAL IT-NETWORKS
highly cemple S\ . S 2
Implemntmg these changes reqwres careful preparat|on In most cases, because
regulatipn under law for quality systems and validation, MEDICAL DEVICE manufactu

ETWORK
can be

change.

of their
ers are

less ablle to rapidly change their MEDICAL DEVICES. Per regulation, changes and mairgtenance

require |strictly formal strategies and procedures that often require the direct.involv
the MEPICAL DEVICE manufacturer. For MEDICAL IT-NETWORKS, both “the RESH

ment of
ONSIBLE

ORGANIZATION and MEDICAL DEVICE manufacturer need to recognize theSe-inherently different
constraints on service management. In addition, the incorporationcof’MEDICAL DEVICES can
lead to |co-dependency of the MEDICAL IT-NETWORK and MEDICAL DEVICES, so that change to

one leadls to the need for change of the other.

Life cycle RISK MANAGEMENT in a MEDICAL IT-NETWORK needs to be done in the conte
specificloperating conditions required to support effectivé healthcare delivery. For this
the concepts of IT-service management as described in ISO/IEC 20000-2 [10] ha
reviewefd for their ability to meet the requirements.of IEC 80001-1. This annex prg

t of the
reason,
e been
vides a

simple ¢verview of the relationship between IEC 80001-1 and ISO/IEC 20000-2 to aid in the

investightion of service strategies that could.address the service needs of a MED
NETWORK. This information also aims to assist in the communication between the

ICAL IT-
parties

responsiible for IT-NETWORKS and MEDICALDEVICES (i.e. RESPONSIBLE ORGANIZATION, MEDICAL

DEVICE manufacturer, and providers of other IT technology).

Complignce with ISO/IEC 20000-2,[10] is not equivalent to compliance with IEC 80001

D.2 Terminology and definitions

Where |MEDICAL DEVICES require maintenance, repair or modifications and eV
replacement, IT-NEFWORKS have incidents and problems that must be handled and
changes that require careful implementation. There are many similarities in the servicq
MEDICALl DEVICE(S) and IT-NETWORK(S). For reference, Figure D.1, take
ISO/IEQ 20000-1:2005 [10] indicates the relationship between service processes
NETWORKS.

T
—_

entually
(major)
to both
h  from
for IT-
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Service delivery processes

Capacity management Service level management Information security
management
Service continuity and Service reporting Budgeting and
availability accounting
management for IT services

Control Processes

Configuration Management
\ Change Management /

NG ]
\/ . .
Release Relationship
processes Resolution processes
processes

Release management Business relationship
Incident management mahagement

Problem management Supplier management

IEC 239110

Figure D.1 — Service management processes
(ISO/IEC 20000-1:2005, Figure 1)

Table D|1 relates terminology and sections;;of IEC 80001-1 to those in ISO/IEC 20000-1 and
ISO/IEQ 20000-2. The numbers indicate-the section in the subsequent standards.
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Table D.1 — Relationship between IEC 80001-1 and ISO/IEC 20000-1:2005 or

ISO/IEC 20000-2:2005

IEC 80001-1

ISO/IEC 20000-1:2005 or ISO/IEC 20000-2:2005

2.4 CONFIGURATION MANAGEMENT

In IEC 80001-1, CONFIGURATION
MANAGEMENT is a PROCESS that stores in
the CMDB.

2.5 configuration management database
The CMDB is the database used for configuration management.

[ISO/IEC 20000-1:2005]

2.7 EVENT MANAGEMENT

The nature of events is not defined in
80001-1. They relate to both the IT-
NETWORK and the MEDICAL DEVICE

2.7 incident
Incident and problem both relate to events that are managed by EVENT
MANAGEMENT in I[EC 80001-1.

[ISO/IEC 20000-1:2005]

2.21 RESPONSIBILITY AGREEMENT

An agregment between e.g. suppliers,
manufacjurers, service provider, system
integrator and the RESPONSIBLE
ORGANIZATION

2.13 service level agreement (SLA);
2.14 service management

Defines the relation between owner of an IT networkyand the service
provider.

[ISO/IEC 20000-1:2005]

2.22 RESPONSIBLE ORGANIZATION

2.15 service provider

The RESPONSIBLE ORGANIZATION shall certifythe IT-NETWORK service
provider as part of its policy.

[ISO/IEC 20000-1:2005]

2.29 RISK MANAGEMENT FILE

2.9 record; 2.3 change record; 211 request for change
element(s) of the RISK MANAGEMENT FILE

2.5 configuration management database (CMDB)
element of the RISK MANAGEMENT FILE (asset description).

NOTE The RISK MANAGEMENT FILE can be stored in a|database that
includes the CMDB:

[ISO/IEC 20000-4.2005]

3.3 TOP MANAGEMENT responsibilities

3.1 Management responsibility
Both standards address senior management responsibilities|
ISO/IEC20000-1:2005 and ISO/IEC 20000-2:2005 leave mdre
organizational freedom.

3.4 MEDICAL IT-NETWORK RISK MANAGER

The RISKlmanager is responsible for the
RISK MANIAGEMENT PROCESS.

3.1"Management responsibility
RISK MANAGEMENT is not specifically assigned as a task for fnanagement.
6.6.7 Documents and records

Records should be analyzed. In IEC 80001-1, this is the responsibility of
the MEDICAL IT-NETWORK RISK MANAGER.

[ISO/IEC 20000-2:2005]

3.5 MEDICAL DEVICE manufacturer(s);
3.6 Provjiders of other Information
Technolpgy

These sgctions specifytinformation to be

provided|via the suppliers to the
RESPONS|BLE ORGANIZATION

7.1 Relationship process — general
6.6.5 Security and availability of information [ISO/IEC 200000-2:2005]
7.3 Supplier management

Both standards require relationships to be formalized via coptract.
Sections 6.6.5 and 7.3 relate to suppliers of components of the MEDICAL
IT-NETWORK.

4.2.1 Policy for RISK MANAGEMENT for
incorpoilating-MEDICAL DEVICES

3.1 Management responsibility

4.2.2 RISK-MANAGEMENT PROCESS

Covers SAFETY, EFFECTIVENESS and DATA
AND SYSTEM SECURITY

6.6.3 cnrurify risk assessment Ir_\ranfirne [IQﬁIH:(‘ 20000 22005]

Security is a subset of the KEY PROPERTIES of a MEDICAL IT-NETWORK. |IEC
80001-1 provides the general RISK MANAGEMENT PROCESS for the IT-
NETWORK.
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Table D.1 — Relationship between IEC 80001-1 and ISO/IEC 20000-1:2005 or ISO/IEC 20000-2:2005

(continued)

IEC 80001-1

ISO/IEC 20000-1:2005 or ISO/IEC 20000-2:2005

4.3 MEDICAL IT-NETWORK RISK
MANAGEMENT planning and
documentation

4.1 Plan service management (Plan);

4.4.2 Management of improvements;

5.1 Topics for consideration

ISO/IEC 20000 can include RISK MANAGEMENT. IEC 80001-1

defines the

requirements to service management for MEDICAL IT-NETWORKS.

4.3.2 Risk-relevant asset description

6.6.2 Identifying and classifying information assets
The scope should include all KEY PROPERTIES

4.3.3 MEDICAL IT-NETWORK
documentation

4.1.1 Scope of service management; 6.6.2 Identifying an
information asset

d classifying

stakeholders.

This secfion specifies information relating | The content of the information has overlap with 4.3.3 of I[EC{ 80001-1.
to the RI$K MANAGEMENT PROCESS.
4.3.4 REBPONSIBILITY AGREEMENT 7.3 Supplier management (1st paragraph)

Both sections aim to clarify the intentions of collaboration tg all relevant

4.3.5 RI§K MANAGEMENT plan for the
MEDICAL IT-NETWORK

6.6.3 Security risk assessment practices

Security is a subset of the KEY PROPERTIES of a MEDICAL IT-NETWORK. |IEC

80001-1 provides the general RISK MANAGEMENT PROCESS fo
NETWORK.

I the IT-

4.4.4 RI§K CONTROL

9.1.5 Configuration verificationiand audit; 9.2.1 Planning and

implementation

ISO/IEC 20000 covers a brodd)scope of items that require VERIFICATION.

VERIFICATION of RISK CONTROL measures is elaborated in IE

C 80001-1.

4.5 CHANGE-RELEASE MANAGEMENT and
CONFIGURATION MANAGEMENT

9 Control processes;+10/Release process

Change and configuration management as well as release gnd go-live are
covered in Clauses 9'and 10. Clause 4 of IEC 80001-1 desdribes the RISK

MANAGEMENT activities as included in these PROCESSES.

4.5.2.3 MIEDICAL IT-NETWORK projects
Major chpnges need a project to assess

9.2.1 Planning-and implementation
ISO/IEC 20000 indicates all changes to be planned before i

mplementation.

NETWORK RISK MANAGER.

RISK priof to implementing change. IEC 8000:1-1 requires all changes to be risk managed which|includes
planning.

4.5.3 Goj-live 9.2.1 Planning and implementation; 10.1.6 Release verification and
acceptance
IEC 80001-1 assigns the responsibility for sign-off to the MEpPICAL IT-

4.6.1 Magnitoring

10.1.8 Roll-out, distribution and installation; 10.1.9 Post|
roll-out

Monitoring can relate to both organizational or technical RIS
measures.

release and

K CONTROL

5.1 Doctrment control procedure

3.2 Documentation requirements

5.2 MEDI:t:AL IT-NETWORK RISK
MANAGENENT FILE

5.2 Change records; 6.6.7 Documents and records;
10.1.7 Documentation
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

APPLICATION DE LA GESTION DES RISQUES
AUX RESEAUX DES TECHNOLOGIES DE L'INFORMATION
CONTENANT DES DISPOSITIFS MEDICAUX -

Partie 1: Fonctions, responsabilités et activités

AVANT-PROPQS

1) La Cpmmission Electrotechnique Internationale (CEI) est une organisation mondiale de. norfalisation
compg¢sée de l'ensemble des comités électrotechniques nationaux (Comités nationaux de |a‘CEl). [La CEIl a
pour pbjet de favoriser la coopération internationale pour toutes les questions de nonmalisation|dans les
domaines de I'électricité et de I'électronique. A cet effet, la CEl — entre autres activités > publie deg Normes
interngationales, des Spécifications techniques, des Rapports techniques, des Spécifications accegsibles au
public| (PAS) et des Guides (ci-aprés dénommés "Publication(s) de la CEI"). Leur élaboration est confiée a des
comitgs d'études, aux travaux desquels tout Comité national intéressé par le sujet traité peut parti¢iper. Les
organ|sations internationales, gouvernementales et non gouvernementales, en ligison avec la CEl, garticipent
également aux travaux. La CEI collabore étroitement avec I'Organisation Intefnationale de Normalisatjon (ISO),
selon des conditions fixées par accord entre les deux organisations.

2) Les d¢cisions ou accords officiels de la CEIl concernant les questions techniques représentent, dans [a mesure
du popsible, un accord international sur les sujets étudiés, étant donné’ que les Comités nationaux de la CEI
intéregsés sont représentés dans chaque comité d’études.

3) Les Ppublications de la CEl se présentent sous la forme de reCommandations internationales et sonft agréées
commeg telles par les Comités nationaux de la CEI. Tous les«gfforts raisonnables sont entrepris afin que la CEl
s'assyre de I'exactitude du contenu technique de ses publications; la CEl ne peut pas étre tenue regponsable
de I'éyentuelle mauvaise utilisation ou interprétation qui en est faite par un quelconque utilisateur final.

4) Dans |e but d'encourager I'uniformité internationale, les ‘Comités nationaux de la CEIl s'engagent, dars toute la
e possible, a appliquer de fagon transparénte les Publications de la CEIl dans leurs pyblications
les et régionales. Toutes divergences centre toutes Publications de la CEl et toutes publications
les ou régionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

5) La CHI elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indg¢pendants
fournigsent des services d'évaluation.de conformité et, dans certains secteurs, accedent aux mgrques de
confolmité de la CEIl. La CEIl n'est(responsable d'aucun des services effectués par les organjsmes de
certifitation indépendants.

6) Tous

7) Aucurle responsabilité ne-doit étre imputée a la CEIl, a ses administrateurs, employés, auxiliaires ou

mandataires, y compris,.ses’ experts particuliers et les membres de ses comités d'études et de§ Comités
ux de la CEIl, pour/tout préjudice causé en cas de dommages corporels et matériels, ou de fout autre
dommlage de quelque‘nature que ce soit, directe ou indirecte, ou pour supporter les colts (y comprig les frais
de judtice) et les dépenses découlant de la publication ou de I'utilisation de cette Publication de la €EIl ou de
toute futre Publication de la CEI, ou au crédit qui lui est accordé.

s utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publicafion.

8) L'atteption eSt-attirée sur les références normatives citées dans cette publication. L'utilisation de publications
référepcées_est obligatoire pour une application correcte de la présente publication.

9) L’attemtion”est attirée sur le fait que certains des éléments de la présente Publication de la CEIl peuvent faire
I'objet de droits de proprieté intellectuelle ou de droits analogues. La CEIl ne saurait étre tenue pour
responsable de ne pas avoir identifié de tels droits de propriété et de ne pas avoir signalé leur existence.

La Norme internationale CEI 80001-1 a été établie par un groupe de travail mixte du sous-
comité 62A: Aspects généraux des équipements électriques utilisés en pratique médicale, du
comité d’études 62 de la CEIl: Equipements électriques dans la pratique médicale, et du
comité technique 215 de I'lSO: Informatique médicale.

La présente publication est une norme double logo.

Le texte de la présente norme est issu des documents suivants:

FDIS Rapport de vote
62A/703/FDIS 62A/718/RVD
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Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a 'approbation de cette norme. A I'ISO, la norme a été approuvée par 17 membres P
sur 18 ayant voté.

Cette publication a été rédigée selon les Directives ISO/CEI, Partie 2.

Les termes définis a I'Article 2 de la présente norme sont imprimés en PETITES MAJUSCULES.

Pour les

besoins de la présente norme:

e “devoir” mis au présent de lindicatif signifie que la satisfaction & une exigence est

obligatoire pour la conformité & la présente norme;

e ‘il ¢onvient/il est recommandé” signifie que la satisfaction a une _éxigemnce est

recdmmandée mais n’est pas obligatoire pour la conformité a la présente nonme;

e “poyvoir” mis au présent de l'indicatif est utilisé pour décrire un moyen” admissible pour

satigfaire a une exigence; et.

o “étaplir’ signifie définir, documenter et mettre en application.
Une listg de toutes les parties de la série CElI 80001, publiées sgus e titre général Ap

de la gestion des risques aux réseaux des technologies de"l’information conten
dispositffs médicaux, peut étre consultée sur le site web de |a-CEl.

Le comité a décidé que le contenu de cette publication/ne sera pas modifié avant la

stabilité
relativey

* reconduite,

* supprimée,

* remplacée par une édition révisée, ou
+ amepdée.

blication
ant des

date de

indiquée sur le site web de la CEIl sous, "hitp://webstore.iec.ch"” dans les données

a la publication recherchée. A cette date, la publication sera

IMPORTANT - Le logo *colour inside" qui se trouve sur la page de couverture d
ion indique qu’elle contient des couleurs qui sont considérées comme u
ne compréhension de son contenu. Les utilisateurs devraient, par conséquent,
r cette publication en utilisant une imprimante couleur.

une bo

publica£
imprim

b cette
tiles a
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INTRODUCTION

De plus en plus de DISPOSITIFS MEDICAUX sont congus afin d’échanger des informations
électroniquement avec d’autres appareils de I'’environnement utilisateur, y compris d'autres
DISPOSITIFS MEDICAUX. Ces informations sont fréquemment échangées par l'intermédiaire d’un
réseau de technologies de l'information (RESEAU TIl) également capable de transférer des
données de nature plus générale.

Parallélement, les RESEAUX Tl se révelent de plus en plus vitaux pour I'environnement clinique
et doivent désormais supporter des trafics de plus en plus diversifiés, allant des données
essentielles a la vie du PATIENT nécessitant une livraison et une réaction immédiates a des
données générales relatives aux actions d’entreprise et aux courriels dont le contenu est

potentigllement malveillant (ex. les virus).

Pour dd nombreuses collectivités publiques, la conception et la production des DISPOSITIFS
MEDICAUX sont soumises a des réglementations et & des normes reconnues 'par les gutorités

de réglgmentation. En général, les autorités de réglementation accordent“leur attenfion aux

fabricants de DISPOSITIFS MEDICAUX, en exigeant des caractéristiques“de concepti
qu'un PROCESSUS documenté pour la conception et la fabrication. Les DISPOSITIFS MEDI

DN ainsi
CAUX ne

peuveni pas étre mis sur le marché de ces collectivités publiques=s'il n'a pas été clgirement

établi qlie ces exigences ont été remplies.

L’utilisafion des DISPOSITIFS MEDICAUX par le personnel médical est également soumigde a des
réglemgntations. Les membres du personnel médical doivent étre correctement formés et
qualifiég, et sont de plus en plus sujets a des PROCESSUS spécifiques, congus afin de protéger

les PATIENTS d’un RISQUE inacceptable.

Par coptre, l'incorporation des DISPOSITIFS('"MEDICAUX au sein de RESEAUX Tl dans
I’enviromnement clinique est beaucoup moins réglementée. Il est stipulé dans la
CEI 60601-1:2005 [1]") que les fabricantstde DISPOSITIFS MEDICAUX doivent fournir certaines
informafions dans les DOCUMENTS D’ACCOMPAGNEMENT si le DISPOSITIF MEDICAL est destiné a
étre copnecté a un RESEAU TI. Il *existe également des normes relatives aux gactivités
associéps aux technologies de l'information telles que la planification, la conception ajnsi que
la maintenance des RESEAUX~TI: C'est le cas par exemple de I'ISO 20000-1:2005 [9].
Cependpant, avant la publication-de la présente norme, il n’existait aucune norme indifjuant la
maniérg dont les DISPOSITIES\MEDICAUX peuvent étre connectés aux RESEAUX Tl, y compris aux
RESEAUX Tl généraux, afinyd’obtenir 'INTEROPERABILITE sans compromettre I'organisatfon et la
délivrance des soins e€n termes de SECURITE, EFFICACITE, et de SECURITE DES DONNEE$ ET DES

SYSTEMES.

Il subsi$te un_certain nombre de problemes potentiels liés a I'incorporation des DISPOSITIFS

MEDICAUX au sein des RESEAUX Tl, tels que:

"

eaux TI

I'absence de soutien des fabricants de DISPOSITIFS MEDICAUX dans l'incorporation de leurs
produits au sein des RESEAUX TI, (ex. I'indisponibilité ou I'inadéquation des informations
fournies par le fabricant a 'OPERATEUR du RESEAU TI);

le fonctionnement incorrect ou les performances altérées (ex. incompatibilité ou
configuration incorrecte) résultant de I'association de DISPOSITIFS MEDICAUX et d’autres
appareils sur le méme RESEAU TlI;

le fonctionnement incorrect résultant de I'association de LOGICIELS DE DISPOSITIFS
MEDICAUX et d’autres applications logicielles (ex. systémes ouverts de messagerie
électronique ou jeux sur ordinateur) au sein du méme RESEAU TI;

Les chiffres entre crochets se référent a la Bibliographie.
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— l'absence de contrbéles de sécurité sur de nombreux DISPOSITIFS MEDICAUX; et

— le conflit entre le besoin de contrble strict des modifications apportées aux DISPOSITIFS
MEDICAUX et le besoin d’une réaction rapide face a la menace des cyberattaques.

Lorsque ces problemes se manifestent, des conséquences indésirables surviennent
fréquemment.

La présente norme s’adresse aux ORGANISMES RESPONSABLES, aux fabricants de DISPOSITIFS
MEDICAUX, ainsi qu’aux fournisseurs en technologies de I'information.

La présente norme adopte les principes suivants en tant que base pour les sections
normatiyes—etinformatives:

— L’ingorporation ou la suppression d’un DISPOSITIF MEDICAL ou autres composants dans un
RESEAU Tl est une tadche nécessitant la conception de I'action; ceci pourrait.se-révéler hors
de gontrdle du fabricant du DISPOSITIF MEDICAL.

— Il esft recommandé que la GESTION DES RISQUES soit utilisée avant qu un)DISPOSITIF MEDICAL
ne goit incorporé au sein d’'un RESEAU TI, et pour toute modificationndurant le cycle de vie
entigr du RESEAU Tl contenant le DISPOSITIF MEDICAL, afin) d'éviter les RISQUES
inacceptables, y compris le RISQUE pouvant affecter Jles) PATIENTS, résuljant de
I'incprporation du DISPOSITIF MEDICAL au sein du RESEAU TINPlusieurs critéres renftrent en
ligng de compte lors d’une décision relative au RISQUE~¢omme la fiabilité, le [colt ou
I'impact sur la mission. Il convient qu’ils soient pris en Compte lors de la détermination des
RISQUES acceptables tout comme les exigences décrites dans la présente norme.

— Il cgnvient que les aspects relatifs a la suppression, a la maintenance, au changement ou
a lal modification des appareils, des élémentsiou des composants soient correctement
abordés en plus de I'incorporation des DISPQSITIFS MEDICAUX.

— Le flabricant d’'un DISPOSITIF MEDICAL es}\responsable de la GESTION DES RISQUEP de ce
DISPOSITIF MEDICAL lors de sa conception, de son implémentation et de sa fabricdtion. La
prédente norme ne couvre pas le PROCESSUS DE GESTION DES RISQUES pour le DISPOSITIF
MED|CAL.

— Le fabricant d’'un DISPOSITIF. MEDICAL destiné a étre incorporé au sein d’'un RESEAU TI
pourrait étre amené a fournir des informations relatives au DISPOSITIF MEDICAL,
infofmations se révélant .nécCessaires afin de permettre a 'ORGANISME RESPONSABLE de
confrdler les RISQUES..conformément a la présente norme. Ces informations peuvent
inclygre, dans les( DOCUMENTS D’ACCOMPAGNEMENT, les instructions s’adressant
spé¢ifiquement a_la_personne incorporant un DISPOSITIF MEDICAL dans un RESEAU T]|.

— Il cpnvient que~tes DOCUMENTS D’ACCOMPAGNEMENT communiquent les instrugtions a
suivfe lors de™'incorporation du DISPOSITIF MEDICAL au sein du RESEAU TI, ains| que la
maniére donhtle DISPOSITIF MEDICAL transfére les informations sur le RESEAU TI, et|fassent
état| des_caractéristiques minimales du RESEAU Tl nécessaires afin d'assurer |'EMPLOI
PREYU.‘dU DISPOSITIF MEDICAL lorsque ce dernier est incorporé au sein du RESEAU TI. |
convient que Tes DOCUMENTS D ACCOMPAGNEMENT averiissent des situations dangereuses
possibles associées a la défaillance ou aux interruptions du RESEAU Tl et a la mauvaise
utilisation de la connexion au RESEAU Tl ou des informations qui sont transférées sur le
RESEAU TI.

— Des ACCORDS DE RESPONSABILITE peuvent établir les fonctions et responsabilités des
acteurs impliqués dans l'incorporation d'un DISPOSITIF MEDICAL au sein d’'un RESEAU TI,
tous les aspects du cycle de vie du RESEAU Tl MEDICAL qui en résulte ainsi que toutes les
activités faisant partie de ce cycle de vie.

— L’ORGANISME RESPONSABLE doit affecter les personnes a certaines fonctions définies dans
la présente norme. La présente norme définit les responsabilités inhérentes a ces
fonctions. La plus importante de ces fonctions est celle de GESTIONNAIRE DES RISQUES DU
RESEAU Tl MEDICAL. Cette fonction peut étre attribuée a une personne de I'ORGANISME
RESPONSABLE ou a un fournisseur externe.
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Le GESTIONNAIRE DES RISQUES DU RESEAU Tl MEDICAL est chargé de s’assurer que la
GESTION DES RISQUES est incluse au cours des PROCESSUS suivants:

e la planification et la conception des nouvelles incorporations de DISPOSITIFS MEDICAUX
ou les modifications apportées a ces incorporations;

e la mise en service du RESEAU T| MEDICAL et son utilisation; et

e |a GESTION DU DECLENCHEMENT DES MODIFICATIONS et la gestion des modifications du
RESEAU Tl durant le cycle de vie entier du RESEAU TI.

Il convient que la GESTION DES RISQUES s’applique afin d’aborder les PROPRIETES CLES
suivantes appropriées au RESEAU Tl comportant un DISPOSITIF MEDICAL:

e SECURITE (absence de RISQUE inacceptable d’'une blessure physique ou d’une atteinte
T ta sante des persormes uu de dommTages Sur fes bierTs ou P enviToTTeEnTeTTt);

EFFICACITE (capacité a obtenir le résultat prévu pour le patient et ["ORGANISME
RESPONSABLE);

SECYRITE DES DONNEES ET DU SYSTEME (un état de fonctionnement d’'un, RESEAU T| MEDICAL
dang lequel les éléments d’actif informationnel (données et systemes), sont suffisamment
protegés de I'altération en matiére de confidentialité, d'intégrité et de.disponibilité)
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APPLICATION DE LA GESTION DES RISQUES
AUX RESEAUX DES TECHNOLOGIES DE L’INFORMATION
CONTENANT DES DISPOSITIFS MEDICAUX -

Partie 1: Fonctions, responsabilités et activités

1 Domaine d'application

Etant dgnné que les DISPOSITIFS MEDICAUX sont incorporés dans des RESEAUX Tl afip~d’en tirer
des bénéfices (par exemple, 'INTEROPERABILITE), la présente norme internationale.d¢finit les
fonctionfs, responsabilités et activités nécessaires a la GESTION DES RISQUES des- REYEAUX TI
compor{ant des DISPOSITIFS MEDICAUX afin de traiter la SECURITE, L'EFFICACITE_ et la S|ECURITE
DES DOINNEES ET DU SYSTEME (les PROPRIETES CLES). La présente normé. internationale ne
spécifie|pas les niveaux de RISQUES acceptables.

NOTE 1 |Les activités de GESTION DES RISQUES décrites dans la présente mormie sont tirées de [celles de
I'ISO 14971 [4]. La relation entre I'lSO 14971 et la présente norme est décrite &’|’Annexe A.

La prégente norme s’applique dés lors qu'un DISPOSITIF~MEDICAL a été acquis |par un
ORGANI94ME RESPONSABLE et qu’il est envisagé de I'incorporéer dans un RESEAU IT.

NOTE 2 |La présente norme ne couvre pas la GESTION DES RISQUES ‘avant mise sur le marché.

La présente norme s’applique tout au long du cycle de vie des RESEAUX Tl comporfant des
DISPOSITIFS MEDICAUX.

NOTE 3 |Les activités de gestion du cycle de vie:décrites dans la présente norme sont trés proches de|celles de
I'ISO/CEI|20000-2 [10]. La relation entre I'|SO/CEL,20000-2 et la présente norme est décrite a I’Annexe D|.

La présente norme s’applique lorsgu’il n’existe aucun fabricant de DISPOSITIFS MEDICAUX se
portant [responsable de la définition des PROPRIETES CLES du RESEAU Tl compoftant un
DISPOSITIF MEDICAL.

NOTE 4 |Si un fabricant individuel décrit un DISPOSITIF MEDICAL complet comportant un réseau, l'instdllation ou
I'assemblpge du DISPOSITIFMEBICAL conformément aux DOCUMENTS D’ACCOMPAGNEMENT du fabricant |n’est pas
soumis alix spécifications de-la présente norme quelle que soit la personne installant ou assemblant le PISPOSITIF
MEDICAL.

NOTE 5 |Si un fabficant individuel décrit un DISPOSITIF MEDICAL complet comportant un réseau, les ajouts|effectués
a ce DISHOSITIF MEDICAL ou les modifications apportées a la configuration de ce DISPOSITIF MEDICAL, autres que
ceux décifits par le' fabricant, sont soumis aux spécifications de la présente norme.

La présenternerme—sapphade—ath ORGANSMES RESPONSABLES—aux—fabricants—deBISPOSITIFS
MEDICAUX et aux fournisseurs d’autres technologies de l'information pour les besoins de la
GESTION DES RISQUES d’'un RESEAU IT incorporant des DISPOSITIFS MEDICAUX tels que spécifiés

par ’ORGANISME RESPONSABLE.

La présente norme ne s’applique pas aux applications d’utilisation personnelle ou le PATIENT,
I’OPERATEUR et 'ORGANISME RESPONSABLE ne désignent qu’une seule et méme personne.

NOTE 6 Lorsqu’un DISPOSITIF MEDICAL est utilisé a domicile sous la surveillance et/ou dans le respect des
instructions du fournisseur, ce fournisseur est considéré comme L'ORGANISME RESPONSABLE. L'’utilisation a titre
personnel ou le patient acquiert et utilise un DISPOSITIF MEDICAL sans la surveillance ou les instructions d’un
fournisseur ne reléve pas du domaine d'application de la présente norme.

La présente norme ne couvre pas les exigences réglementaires ou légales.
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2 Termes et définitions

Pour les besoins du présent document, les termes et définitions suivants s’appliquent:

2.1
DOCUME

NT D’ACCOMPAGNEMENT

document accompagnant un DISPOSITIF MEDICAL ou un accessoire et contenant des
informations pour I'ORGANISME RESPONSABLE ou I'OPERATEUR, en particulier en matiére de

SECURIT

E

NOTE Adapté de la CEIl 60601-1:2005, définition 3.4.

2.2

GESTION
PROCES
approuy
sont eff
maniérg
CONFIGU

NOTE A
déclenchd

2.3
AUTORIS
résultat

DU DECLENCHEMENT DES MODIFICATIONS

EUS garantissant que toutes les modifications apportées au RESEAU Tl sont é
ees, implémentées et revues de maniere contrélée et que toutes les."modif

bctuées, réparties et suivies, le résultat étant un déclenchement de. la modific
controlée avec des éléments d’entrée et de sortie appropriésia la GESTIQ
RATION

Hapté de I'ISO/CEI 20000-1:2005, Paragraphes 9.2 (gestion des jgnodifications) et 10.1 (g
ment).

ATION DE MODIFICATIONS
du PROCESSUS DE GESTION DES RISQUES se présentant sous la forme d’un dq

autorisgnt une modification spécifique ou un type desmodification sans activités ultérig

GESTION

2.4

GESTION
PROCES
du RESH
mécanig

NOTE A

2.5

SECURITE
état dsg
informa
de conf

NOTE 1

DES RISQUES soumises a des contraintes precises

DE LA CONFIGURATION

BUS garantissant que les informations relatives a la configuration des compo
AU TI sont définies et conservées de maniere précise et contrélée et qui fo
me pour identifier, controleriet assurer la tracabilité des versions d’un RESEAU

Hapté de I'lSO/CEI 20000-1:2005, Paragraphe 9.1.

F DES DONNEES ET DES SYSTEMES

fonctionnement d’'un RESEAU Tl MEDICAL dans lequel les éléments
ionnels (données et systémes) sont suffisamment protégés de l'altération en
dentialité,) d'intégrité et de disponibilité

ll<convient que la sécurité, lorsqu’elle est mentionnée dans la présente norme, inclue la SEC

DONNEES

aluées,
ications
ation de
N DE LA

pstion du

cument
ures de

sants et
urnit un
IT

d’actifs
matiere

URITE DES

ET DES SYSTEMES.

NOTE 2 LA SECURITE DES DONNEES ET DES SYSTEMES est garantie par un systéme de politiques, de directives,
d’infrastructures et de services congu afin de protéger les éléments d’actifs informationnels et les systémes qui
obtiennent, transmettent, stockent et utilisent des informations dans le cadre de la mission de 'organisme.

2.6

EFFICACITE
capacité a obtenir le résultat prévu pour le patient et 'ORGANISME RESPONSABLE

2.7

GESTION DES EVENEMENTS
PROCESSUS garantissant que tous les événements pouvant ou susceptibles d'influencer
négativement le fonctionnement du RESEAU Tl sont saisis, évalués et gérés de maniére
contrélée

NOTE Adapté de [I'ISO/CEI 20000-1:2005, Paragraphes 8.2 (gestion des incidents) et 8.3 (gestion des
problémes).


https://iecnorm.com/api/?name=be6e66a6abe4f6cc03e3f8cb87adc2c6

80001-1

2.8

© CEl:2010 - 53 -

DOMMAGE
blessure physique ou atteinte a la santé des personnes ou dommage touchant les biens ou
I’environnement ou réduction de L'EFFICACITE ou bréche dans la SECURITE DES DONNEES ET DES
SYSTEMES

NOTE Adapté de la CEl 14971:2007, définition 2.2.

2.9

PHENOMENE DANGEREUX
source potentielle de DOMMAGE

[1ISO 14p

ZA4:-20N07 AAfi it O D
LA A4 1 U .

2.10

1
y ACTITITUYU J]

EMPLOI AREVU

DESTINAT
utilisatid
spécific

[1SO 14

2.1
INTEROP
propriét
précis

2.12
RESEAU ]
un ou
transmi
deux ng

NOTE 1

NOTE 2

RESPONSA
I'utilisatio
ainsi que

2.13

PROPRIH
trois ca
SECURIT

ION PREVUE
n a laquelle un produit, un PROCESSUS ou un service est destin€\conforménm
ptions, aux instructions et aux informations fournies par le fabricant

PD71: 2007, définition 2.5]

ERABILITE
e permettant a divers systémes ou composants/dé fonctionner ensemble dan

[| (RESEAU DE TECHNOLOGIES DE L'INFORMATION)

plusieurs systémes composés .de*nceuds de communication et de liaig
bsion afin de garantir une transmission a liaison physique ou sans fil entre a
buds de communication précis

Adapté de la CEl 61907:2009, définition 3.1.1.

Le domaine d’application .du RESEAU Tl MEDICAL de la présente norme est défini par 'O
BLE en s’appuyant sur.\*emplacement des DISPOSITIFS MEDICAUX dans le RESEAU Tl MEDIC|
h définie du réseau.(ll peut comporter des contextes d’infrastructures informatiques, de soins 4§
des contextes non cliniques. Voir également 4.3.3.

TES CLES
ractéristiques faisant I'objet d’une gestion des risques (SECURITE, EFFICA
£ DES.DONNEES ET DES SYSTEMES) des RESEAUX T| MEDICAUX

ent aux

5 un but

ons de
U moins

RGANISME
AL et sur
domicile

CITE et

2.14

DISPOSITIF MEDICAL
désigne tout instrument, appareil, équipement, machine, dispositif, implant, réactif in vitro ou

calibreu

r, logiciel, matériau ou tout autre article similaire ou associé:

a) destiné par son fabricant a étre utilisé, seul ou en association, au profit de personnes
pour un ou plusieurs des besoin(s) spécifique(s) suivant(s):

— diagnostic, prévention, contréle, traitement ou atténuation d'une maladie,

— diagnostic, contrdle, traitement, atténuation ou compensation d'une blessure,

— étude, remplacement, modification ou support en liaison avec I'anatomie ou d'un processus
physiologique,

— assistance ou maintien de la vie,
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— maitrise de la conception,désinfection des dispositifs médicaux,communication
d'informations a des fins de traitement ou de diagnostic par un examen in vitro de
prélévements provenant du corps humain; et

b) et dont I'action principale voulue dans ou sur le corps humain, n'est pas obtenue par des
moyens pharmacologiques ou immunologiques ni par métabolisme mais dont la fonction
prévue peut étre assistée par de tels moyens.

NOTE 1

séparées.

La définition d’un dispositif pour un examen in vitro inclut, par exemple, les réactifs, les calibreurs, les
dispositifs pour la collecte et le stockage des échantillons, les matériaux de contrdle ainsi que les instruments ou
appareils associés. Les informations fournies par un tel dispositif de diagnostic in vitro peuvent étre pour des
besoins de diagnostic, de surveillance ou de compatibilité. Dans certaines collectivités publiques, des dispositifs
de diagnostic in vitro, y compris les réactifs et dispositifs similaires, peuvent étre couverts par des réglementations

NOTE 2
collectivit

— aideq
— dispd
— acce
—  subs

— dispd
dess

NOTE 3
avec un d
procédure

Les produits suivants peuvent étre considérés comme des dispositifs médicaux daps
s publiques mais il n’existe pas encore d’approche harmonisée les concernant:

pour les personnes invalides/handicapées;

sitifs pour le traitement/diagnostic des maladies et des blessures chez les animaux;
Esoires pour les dispositifs médicaux (voir Note 3);

ances désinfectantes;

Is mais soumis a des contrdles différents.

Il convient que les accessoires spécifiquement prévus par les fabricants pour étre utilisés en a

certaines

sitifs incorporant des tissus animaux et humains pouvant satisfaire aux-exigences de la définition ci-

bsociation

ispositif médical “parent” afin que ce dispositif médical atteigne sa destination prévue soient soumis gux mémes
GHTF que celles qui s’appliquent au dispositif médical lui méme, Par exemple, un accessoire sdqra classé

comme ¢dil était un dispositif médical de plein droit. Ceci peut entrainer une classification différ¢nte pour

I’accesso

NOTE 4
qualité dy

re et le dispositif ‘parent’.

publiques| les composants sont inclus dans la définition d’'up’dispositif médical’.

[GHTF

2.15
LOGICIEL
systemg
destiné

[CEI 62

2.16
réseau
RESEAU

217

5G1/N29R16:2005]

DE DISPOSITIFS MEDICAUX

3 étre utilisé comme unDISPOSITIF MEDICAL a part entiére

B04:2006, définition:3.12, modifiée]

Tl médical
Tl incorperant au moins un DISPOSITIF MEDICAL

GESTION

NAIRE DES RISQUES DU RESEAU Tl MEDICAL

Les composants des dispositifs médicaux sont généralement contrélés par le systéme de gesfion de la
fabricant et les procédures d’évaluation de la confermité pour ce dispositif. Dans certaines cdllectivités

logiciel qui a été développé pour étre incorporé dans le DISPOSITIF MEDICAL oU qui est

personne responsable de la GESTION DES RISQUES D'UN RESEAU T MEDICAL

2.18

OPERATEUR
personne manipulant un appareil

[CEI 60601-1:2005, définition 3.73]

2.19

PROCESSUS
ensemble d’activités corrélées ou interactives liées qui transforme des éléments d'entrée en
éléments de sortie

[ISO 14971:2007, définition 2.13]
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NOTE Le terme “activités” couvre I'utilisation des ressources.

2.20
RISQUE RESIDUEL
RISQUE subsistant aprés que des mesures de MAITRISE DU RISQUE ont été prises

[ISO 14971:2007, définition 2.15]

2.21

ACCORD DE RESPONSABILITE

un ou plusieurs documents définissant entierement les responsabilités de tous les
intervenants concernés

NOTE Clt accord peut étre un document Iégal, ex. un contrat.

2.22
ORGANISME RESPONSABLE
entité rgsponsable de l'utilisation et de la maintenance d’un RESEAU Tl MEDPICAL

NOTE 1 |[L'entité responsable peut étre par exemple un hépital, un médecin a titretindividuel ou un organisme de
télésanté

NOTE 2 |Adapté de la CEIl 60601-1:2005, définition 3.101.

2.23
RISQUE
combingison de la probabilité d’'un DOMMAGE et de sa.gravité

[ISO 14p71:2007, définition 2.16]

2.24
ANALYSH DU RISQUE
utilisatign des informations disponiblesypour identifier les PHENOMENES DANGEREUX et|estimer
le RISQUE

[ISO 14Pp71:2007, définition 2.17]

2.25
APPRECIATION DU RISQUE
PROCESBUS englobant'une ANALYSE DU RISQUE et une EVALUATION DU RISQUE

[ISO/CHI Guidew51:1999, définition 3.12]

2.26
MAITRISE DU RISQUE

PROCESSUS au cours duquel les décisions sont prises et les mesures visant a réduire les
RISQUES ou a les maintenir dans les limites spécifiques sont mises en place

[ISO 14971:2007, définition 2.19]

2.27

EVALUATION DU RISQUE

PROCESSUS de comparaison des RISQUES estimés avec les critéres de RISQUE donnés afin de
déterminer I'acceptabilité du RISQUE

[ISO 14971:2007, définition 2.21]
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2.28

GESTION DES RISQUES

application systématique des politiques de gestion, des procédures et des pratiques a des
taches d’analyse, d’évaluation, de contrble et de maitrise des RISQUES

[ISO 14971:2007, définition 2.22]

2.29
DOSSIER DE GESTION DES RISQUES
ensemble des enregistrements et d’autres documents produits par la GESTION DES RISQUES

[ISO 14971:2007, définition 2.23]

2.30
SECURITE
absence de RISQUE inacceptable d’'une blessure physique ou d’une atteinte™a la sgnté des
personnes ou de dommages sur les biens ou I’environnement

NOTE Apapté de I'lSO 14971:2007, définition 2.24.

2.31
DIRECTION
personne ou groupe de personnes dirigeant et contrélant ’'ORGANISME RESPONSABLE chargé du
RESEAU [Tl MEDICAL au plus haut niveau

NOTE Apapté de la CEIl 9000:2005, définition 3.2.7.

2.32
VERIFICA[TION
confirmation par des preuves tangibles que les exigences spécifiées ont été satisfaiteq

NOTE 1 |Le terme “vérifié“ désigne I'état correspondant.

NOTE 2 |La confirmation peut couvrir des activités telles que:
— la rédlisation d’autres calculs,

— la comparaison d’'une spécification’ de conception nouvelle avec une spécification de conception similaire
éproyvée,

— larédlisation d’essais et de"demonstrations, et

— lareue de documents ‘avant diffusion.

[ISO 14p71:2007, définition 2.28]

NOTE 3 |Lors dexla conception et du développement, la VERIFICATION concerne le PROCESSUS d’examen du
résultat dlune activité donnée en vue de déterminer sa conformité aux exigences fixées pour ladite activit¢.

3 Fonctions et responsabilités

3.1 Généralités

L’incorporation et la modification des appareils ou des logiciels d’'un RESEAU Tl MEDICAL
doivent étre effectuées selon un ensemble de responsabilités clairement définies. Au
minimum, les parties, responsabilités et exigences identifiées de 3.2 a 3.6 doivent étre
définies.

L’ORGANISME RESPONSABLE doit établir et maintenir un DOSSIER DE GESTION DES RISQUES DU
RESEAU Tl MEDICAL pour le RESEAU Tl MEDICAL considéré.

Toute la documentation associée aux exigences de la présente norme pour les ORGANISMES
RESPONSABLES ainsi que la documentation d'aide doivent étre conservées dans un DOSSIER DE
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GESTION DES RISQUES DU RESEAU T| MEDICAL. Ce dossier doit contenir les informations relatives
a la GESTION DE LA CONFIGURATION actuelle du RESEAU T| MEDICAL.

NOTE Les informations relatives a la GESTION DE LA CONFIGURATION peuvent étre incluses dans le DOSSIER DE
GESTION DES RISQUES DU RESEAU Tl MEDICAL sous la forme d’'une documentation explicite ou sous forme de
références, par exemple, a une base de données existante.

La conformité est vérifiée par inspection du DOSSIER DE GESTION DES RISQUES DU RESEAU Tl
MEDICAL.

3.2 ORGANISME RESPONSABLE

La responsabilité globale de LA GESTION DES RISQUES pour un RESEAU T| MEDICAL doit rester au
sein de ’ORGANISME RESPONSABLE.

L’'ORGANISME RESPONSABLE doit étre le propriétaire du PROCESSUS DE GESTION DES RISQUES
pour le|] RESEAU Tl MEDICAL, comprenant la planification, la conception, Vinstallgtion, la
connexipn du dispositif, la configuration, I'utilisation/le fonctionnement, la"maintenance et la
mise hofs service du dispositif.

La confprmité est vérifiée par I’évaluation de 'ORGANISME RESPONSABLE.

3.3 esponsabilités de la DIRECTION

En ce qui concerne la GESTION DES RISQUES des RESEAUX\TI MEDICAUX, LA DIRECTION dloit étre
responsjable pour:

a) met{re en place une politique pour la GESTION DES'RISQUES pour incorporer des DISPOSITIFS
MED|CAUX;

b) définir la politique pour déterminer les_RISQUES acceptables, en prenant en compte les
normes internationales ainsi que les réglementations nationales ou régionales en Vigueur;

c) gargntir la fourniture de ressources-appropriées;

d) gargntir l'attribution de personnel qualifié pour la gestion, les performances de tfavail et
les activités d’évaluation; et

e) revdqir les résultats des activités liées a la GESTION DES RISQUES, y compris la GESTION DES
EVENEMENTS (voir 4.672) a intervalle défini afin de garantir la conformité continue et
I’efficacité du PROCESSUS DE GESTION DES RISQUES.

Les infprmationsy‘ci-dessus doivent étre documentées dans le DOSSIER DE GEST|ON DES
RISQUEY DU RESEAU T| MEDICAL.

LA DIRECTION GENERALE doit désigner un GESTIONNAIRE DES RISQUES DU RESEAU Tl WEDICAL,
suffisamment qualifié, et possédant les connaissances et compétences nécessaires a la
GESTION DES RISQUES appliquée aux RESEAUX Tl MEDICAUX (voir 3.4).

LA DIRECTION doit identifier les personnes responsables des tdches suivantes et s’assurer
qu'elles coopérent avec le GESTIONNAIRE DES RISQUES DU RESEAU T| MEDICAL:

f) collecte, analyse, évaluation et stockage des informations requises pour la GESTION DES
RISQUES;

g) gestion du cycle de vie des DISPOSITIFS MEDICAUX incorporés dans les RESEAUX TI;
h) révision et acceptation du RISQUE RESIDUEL au hom de la DIRECTION;
i) maintenance des RESEAUX Tl MEDICAUX; et

j) choix et achat des DISPOSITIFS MEDICAUX.
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LA DIRECTION doit garantir que la participation au PROCESSUS DE GESTION DES RISQUES pour LES
RESEAUX Tl MEDICAUX inclut la gestion responsable:

k) des RESEAUX Tl MEDICAUX;
I) des activités Tl générales;

m) de la gestion du cycle de vie des DISPOSITIFS MEDICAUX connectés aux RESEAUX TI;
EXEMPLE ingénierie biomédicale, ingénierie radiologique

n) lutilisation de DISPOSITIFS MEDICAUX; et

EXEMPLE utilisateurs expérimentés provenant de services cliniques

H o 5 o I} . 1 -
0) maltemance  ersupporttecnmque pour tes DISPOSITIFS MEDITCAUX

EXEMPLE département d’ingénierie biomédicale
LA DIRECTION doit garantir:

p) quella surveillance, le fonctionnement, l'installation et la maintenance.du(es) RESHAU(X) Tl
MED|CAUX pendant leur cycle de vie soient effectués conformémeént“au plan de [GESTION
DES|RISQUES et selon les résultats du PROCESSUS DE GESTION ,DES’RISQUES DU RE$EAU TI,
quelle que soit la personne en charge de ces taches;

g) que|toutes les équipes chargées de la surveillance, du fonctionnement, de l'installation,
de llentretien, du dépannage et de la maintenance du(es) RESEAU(X) TI MEDICAL(AUX) sont
correctement informées de leur responsabilité cofiformément a la présente nprme, y
comlpris de leur responsabilité pour maintenir I'efficacité des CONTROLES DES RISQUES.

NOTE Lgs responsabilités de la DIRECTION sont illustrées aa Figure 1.
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Responsabilités de la DIRECTION
DE L’ORGANISME RESPONSABLE

\ 4

Politiques pour

e LE PROCESSUS DE GESTION DES RISQUES

e les critéres d’acceptabilité des RISQUES

e ['équilibre entre les trois PROPRIETES CLES et la
mission de 'ORGANISME RESPONSABLE

A

Ressources

e Fourniture de ressources appropriées

e Attribution de personnel qualifié

e Désignation du GESTIONNAIRE DES RISQUES-DU
RESEAU T| MEDICAL

e Mise en application d’ACCORDS RESPONSABILITE

PROCESSUS DE GESTIONDES RISQUES

e Connexion claire avecjes autres PROCESSUS

e Garantie d’'une conformité et d’'une efficacité
continues

e Révision des résultats a intervalles définis

IEC 2388/10

Figure1 - lllustration des responsabilités de la direction

La confprmité estvérifiée par inspection du DOSSIER DE GESTION DES RISQUES DU RHSEAU Tl
MEDICAL|.

3.4 GESTIONNAIRE DES RISQUES DU RESEAU T| MEDICAL

Le GESTIONNAIRE DES RISQUES DU RESEAU Tl doit étre responsable de la gestion du PROCESSUS
DE GESTION DES RISQUES.

Le GESTIONNAIRE DES RISQUES DU RESEAU T| MEDICAL doit superviser I'exécution du PROCESSUS
DE GESTION DES RISQUES afin de maintenir les PROPRIETES CLES du RESEAU T| MEDICAL.

Le GESTIONNAIRE DES RISQUES DU RESEAU Tl MEDICAL doit étre responsable des aspects
suivants relatifs a la GESTION DES RISQUES des RESEAUX TI incorporant des DISPOSITIFS
MEDICAUX:

a) Gestion globale du PROCESSUS DE GESTION DES RISQUES;

b) compte-rendu du PROCESSUS DE GESTION DES RISQUES & la DIRECTION; et
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c) gestion de la communication nécessaire entre les participants internes et externes a la
GESTION DES RISQUES. Parmi ces participants, il peut y avoir selon ce qui est approprié:

171
2) 1

es fabricants de DISPOSITIFS MEDICAUX;
es autres fournisseurs d'appareils informatiques, de logiciels et de services;

3) la fonction informatique interne et les autres fonctions de gestion des installations;

4) |

es utilisateurs cliniques; et

5) la fonction de support technique responsable des DISPOSITIFS MEDICAUX (par exemple

e service de bioingénierie).

Le GESTIONNAIRE DES RISQUES DU RESEAU Tl doit étre responsable des performances du

sabilité

concer

PROCESSUS DE GESTION DES RISQUES Ceci comprend mais ne se limite pas a la respo
ant:
bllecte de toutes les informations concernant les RISQUES relatives aux-DIS

d) lac
MED
e) lap
four
I'OR

f) les

CAUX;

POSITIFS

anification de I'incorporation des DISPOSITIFS MEDICAUX conformément aux instructions

nies par les différents fabricants de DISPOSITIFS MEDICAUX\et les politig
5ANISME RESPONSABLE;

pberformances du PROCESSUS DE GESTION DES RISQUES lorsqu'un DISPOSITIF MED]

ajouté a un RESEAU TlI;

g) les
app

ues de

ICAL est

performances du PROCESSUS DE GESTION DES.RISQUES lorsqu’une modification est

brtée au DISPOSITIF MEDICAL incorporé ou au RESEAU Tl MEDICAL;

h) l'auforisation de procéder a la mise en service ‘a‘a suite d’'une modification sur un

TIm
i) info
con

j) sury
MED

Ces tac
T1 MEDIC

La conf

3.5 F

EDICAL;

mer ’ORGANISME RESPONSABLE des;RISQUES inacceptables liés au RESEAU Tl

ainsil que des PHENOMENES DANGEREUX associés émanant des modifications

iguration; et

eiller tous les projets de(RESEAU Tl MEDICAL ou les modifications des RES
CAUX dont le GESTIONNAIRE DES RISQUES DU RESEAU Tl est responsable.

hes peuvent étre-déleguées, cependant c’est le GESTIONNAIRE DES RISQUES DU
AL qui demeurgresponsable de la garantie des performances appropriées.

brmité estiverifiée par I’évaluation de 'ORGANISME RESPONSABLE.

abricant(s) de DISPOSITIFS MEDICAUX

RESEAU

MEDICAL
dans la

EAUX TI

RESEAU

Conformément aux réglementations applicables et aux normes pertinentes, chaque f

de DISPOSITIFS MEDICAUX doit fournir des DOCUMENTS D’ACCOMPAGNEMENT a

abricant

I’ORGANISME

RESPONSABLE décrivant I'EMPLOI PREVU et comportant des instructions a suivre pour une
utilisation slre et efficace du DISPOSITIF MEDICAL.

Pour un DISPOSITIF MEDICAL qui peut étre connecté a un RESEAU TI, le fabricant de DISPOSITIFS

MEDICAUX doit fournir des

comprenant mais ne se limitant pas a:

a) l'obj

et de la connexion du DISPOSITIF MEDICAL a un RESEAU Tl;

b) les caractéristiques requises pour le RESEAU Tl incorporant le DISPOSITIF MEDICAL,;

c) la configuration requise pour le RESEAU Tl incorporant le DISPOSITIF MEDICAL;

instructions pour la mise en ceuvre d’une telle connexion,

d) les spécifications techniques de la connexion réseau du DISPOSITIF MEDICAL comprenant
les spécifications relatives a la sécurité;
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e) le flux d’informations voulu entre le DISPOSITIF MEDICAL, le RESEAU T| MEDICAL et les autres
ositifs sur le RESEAU Tl MEDICAL, et si cela concerne les PROPRIETES CLES,
I'acheminement prévu au sein du RESEAU TI MEDICAL; et

disp

f) une liste des situations dangereuses lorsque le RESEAU Tl n’offre pas les caractéristiques
requises pour satisfaire aux besoins de la connexion du DISPOSITIF MEDICAL au RESEAU TI.

La conformité est vérifiée par la disponibilité des DOCUMENTS D’ACCOMPAGNEMENT du fabricant
de DISPOSITIF MEDICAL et d’autres instructions pour la mise en ceuvre d’une telle connexion.

NOTE 1

Lorsque le contenu mis a disposition ne satisfait pas aux besoins de la GESTION DES RISQUES de
I’ORGANISME RESPONSABLE, un contenu supplémentaire peut étre mis a disposition dans le cadre d’'un ACCORD DE
RESPONSABILITE.

L’ORGAN
MEDICAL
dans le

L’ORGAN
un DISP
la GEST
connue

assuré fans le DOSSIER DE GESTION DES RISQUES DU RESEAU T| MEBICAL.

NOTE 2
DISPOSITI

La conf

MEDICAL.

3.6 F

Les fol
DISPOSIT

a) des
b) des
c) des
d) des

e) des

ISME RESPONSABLE doit obtenir les DOCUMENTS D’ACCOMPAGNEMENT pour un\Di
incorporé dans un RESEAU Tl MEDICAL. Le suivi de ces documents doit-étre
DOSSIER DE GESTION DES RISQUES DU RESEAU T| MEDICAL.

ISME RESPONSABLE doit obtenir des informations documentaires(stipplémentai
DSITIF MEDICAL incorporé dans un RESEAU IT selon ce qui est-nécessaire pour
ION DES RISQUES pour un RESEAU IT MEDICAL, incluant toute situation dan
qui doit étre gérée par 'ORGANISME RESPONSABLE. Le suivi de ces documents

Un ACCORD DE RESPONSABILITE peut étre utilisé entre I'ORGANISME RESPONSABLE et un fal
MEDICAL pour identifier et partager la documentation nécgssaire.

brmité est vérifiée par inspection du DOSSIER DE GESTION DES RISQUES DU RH

ournisseurs d’autres équipementside technologies de I'information

rnisseurs d’autres équipements de technologies de l'information (autres
[IFS MEDICAUX) peuvent fournir:

composants d’infrastrugture;

services d'infrastructure;

dispositifs de ¢lient n'étant pas considérés comme des DISPOSITIFS MEDICAUX;
serveurs;

logiciels.d’application; ou

f) des

SPOSITIF
assureé

es pour
assurer
gereuse
Hoit étre

ricant de

SEAU TI

que les

logiciels médiateurs.

Conformément aux réglementations applicables et aux normes pertinentes,

fourniss

chaque

eur d’autre technologie de linformation (appareil et/ou logiciel) doit mettre a
disposition des informations documentaires applicables a la technologie fournie comme suit:

g) les descriptions et les manuels techniques;

h) les caractéristiques des RESEAUX Tl MEDICAUX;

i) les configurations recommandées des produits;

i) lesi

ncompatibilités et les restrictions connues;

k) les exigences relatives au fonctionnement;

I) les actions de correction et les rappels des produits; et
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m) notices de cybersécurité (avertissements concernant les vulnérabilités de sécurité
connues).

La conformité est vérifiée en s'assurant de la disponibilité des informations documentaires de
tout fournisseur d'autres technologies de l'information.

NOTE 1 Lorsque le contenu mis a disposition ne satisfait pas aux besoins de la GESTION DES RISQUES de
I’ORGANISME RESPONSABLE, un contenu supplémentaire peut étre mis a disposition dans le cadre d’un ACCORD DE
RESPONSABILITE.

L’ORGANISME RESPONSABLE doit obtenir les informations documentaires spécifiées ci-dessus
pour toutes les technologies de I'information incorporées dans un RESEAU Tl MEDICAL. Ces
informations documentaires doivent étre maintenues dans le DOSSIER DE GESTION DES RISQUES
DU RESEAU TI MEDICAL.

L’ORGANISME RESPONSABLE doit obtenir des informations documentaires supplémentaires pour
les autfes technologies de linformation selon ce qui est nécessaire pour encdre plus
alimentgr les activités de GESTION DES RISQUES du RESEAU Tl MEDICAL, “\Ces informations
documelntaires supplémentaires doivent étre maintenues dans le DOSSIER DE GESTJON DES
RISQUEY DU RESEAU TI MEDICAL.

Exempleg| d’informations supplémentaires:

— les sfratégies d’essai et les critéres d’acceptation des essais;
— laréyélation des modes de défaillances;

— les statistiques relatives a la fiabilité du systéme;

— les c4gs d’assurance de la sécurité; et

— les pg¢rformances.

NOTE 2 |Un ACCORD DE RESPONSABILITE peut étre utilisé entre 'ORGANISME RESPONSABLE et un fqurnisseur
d’autres tpchnologies de I'information pour identifier et\partager la documentation nécessaire.

La conformité est vérifiee par examen~du DOSSIER DE GESTION DES RISQUES DU RHSEAU Tl
MEDICAL,

4 GESTION DES RISQUES du'cycle de vie des RESEAUX Tl MEDICAUX

4.1 Vlue d’ensemble

L’ORGANISME RESPONSABLE doit maintenir les PROPRIETES CLES du RESEAU T| MEDICAL pendant
le cycle|de vie.

NOTE Lg cycleé de vie des RESEAUX TI MEDICAUX y compris la GESTION DES RISQUES est illustré a la Figurg 2.

La conforniité est vérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RHSEAU Tl
MEDICAL.
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NOTE Une demande de modification peut étre une demande de mise hors service d’un DISPOSITIF MEDICAL ou du
réseau Tl MEDICAL. Cette mise hors service exige une planification et une gestion des RISQUES similaires a celles
des autres modifications.

Figure 2 — Vue d’ensemble du cycle de vie des RESEAUX TI MEDICAUX
y compris la gestion des risques

4.2 GESTION DES RISQUES DE L’ORGANISME RESPONSABLE
4.21 POLITIQUE DE GESTION DES RISQUES pour I’incorporation des DISPOSITIFS MEDICAUX

Afin de soutenir le cycle de vie du RESEAU Tl MEDICAL, la DIRECTION doit définir et documenter
une politique de GESTION DES RISQUES pour l'incorporation des DISPOSITIFS MEDICAUX dans un
RESEAU TI. La politique de GESTION DES RISQUES doit comprendre
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a) l'équilibre entre les trois PROPRIETES CLES et la mission de 'ORGANISME RESPONSABLE;

b) un moyen d'établir des critéres d'acceptabilité des RISQUES pour chacune des PROPRIETES
CLES, en prenant en compte les normes internationales et les réglementations nationales
ou régionales applicables; et

c) une description ou une référence aux processus appliqués aux réseaux Tl médicaux,
comportant, au minimum,

1) LA GESTION DES EVENEMENTS,

2) LA GESTION DU DECLENCHEMENT DES MODIFICATIONS,
3) LA GESTION DE LA CONFIGURATION, et

4) la surveillance.

NOTE Legs activités relatives au cycle de vie du RESEAU Tl MEDICAL peuvent étre conservées dans_le_cadre d’'une
politique fle gestion des services informatiques (par ex. conformément a I'lSO 20000) a conditien_gu'elles soient
intimement liées a la politique de GESTION DES RISQUES.

La politigue doit étre exprimée dans des termes qui peuvent étre interprétés tout au Ipng des
activitéq de GESTION DES RISQUES.

La conformité est vérifiee par examen du DOSSIER DE GESTION,DES RISQUES DU RHSEAU Tl
MEDICAL|.

4.2.2 PROCESSUS DE GESTION DES RISQUES

Le GESTIONNAIRE DES RISQUES DU RESEAU Tl MEDICAL dOIt établir et entretenir un PRQCESSUS
afin d’identifier les PHENOMENES DANGEREUX, d’estimer et d’évaluer les RISQUES apsociés,
contrélegr ces RISQUES, et surveiller I'efficacité_des CONTROLES DES RISQUES, en prenant en
compte |'utilisation définie du RESEAU Tl MEDICAL:

NOTE Lgs modifications ultérieures apportées au*RESEAU Tl MEDICAL pourraient introduire de nouveau} RISQUES
et nécessjter des analyses supplémentaires.

La conformité est vérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RHSEAU TI
MEDICAL|.

4.3 Planification et documentation de la GESTION DES RISQUES DU RESEAU Tl MEDIGAL
4.3.1 Vue d’ensemble

L’'ORGANISME RESRPONSABLE doit planifier LA GESTION DES RISQUES du RESEAU Tl MEDICAL en
fournissfant

a) la description des avantages liés aux RISQUES,

NOTE 1 Voir 4.3.2 pour trouver une description et des exemples d’avantages liés aux RISQUES.
b) la documentation relative au RESEAU T, et

c) un plan de GESTION DES RISQUES pour le RESEAU T| MEDICAL.

NOTE 2 L’évaluation et la documentation de la structure du réseau sont essentielles afin de fournir les
informations nécessaires a ’ANALYSE DU RISQUE et a I'EVALUATION DU RISQUE.

En raison de la nature des RESEAUX Tl, I'état actuel du RESEAU Tl et les modifications prévues
doivent étre pris en considération.

Le développement initial de nouveaux RESEAUX Tl MEDICAUX ainsi que les modifications
apportées a des RESEAUX Tl MEDICAUX non prises en charge par des AUTORISATIONS DE
MODIFICATIONS doivent étre gérés par des projets.

NOTE 3 Un RESEAU Tl MEDICAL peut étre doté de plusieurs projets simultanés ou séquentiels.
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NOTE 4 Voir aussi 4.5.2.3 pour les projets de RESEAU Tl MEDICAL et 4.5.2.2 pour les AUTORISATIONS DE
MODIFICATION.

La conformité est vérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RESEAU Tl
MEDICAL.

4.3.2 Description des avantages liés aux RISQUES

L’ORGANISME RESPONSABLE doit établir une liste des avantages des RESEAUX Tl connectés aux
DISPOSITIFS MEDICAUX. Les avantages typiques incluent, mais ne se limitent pas au matériel,
au logiciel et aux données essentiels & 'EMPLOI PREVU du DISPOSITIF MEDICAL et a l'utilisation
définie du RESEAU Tl MEDICAL. La liste des avantages peut comprendre par exemple:

a) les
incofporés ainsi que les autres appareils (ex. modalités de création d’images, comjposants
du rgseau) de l'infrastructure de technologie de I'information;

b) les |caractéristiques relatives au fonctionnement de [linfrastructure Tl “*du RE$EAU TI
MED|CAL (ex. propriétés des performances telles que la longueur d’onde);

c) les informations relatives a la GESTION DE LA CONFIGURATION;
d) le logiciel d’application médicale;
e) les données relatives a la configuration du matériel et des.logiciels;

f) la ca@ractérisation des données patient identifiables~sur le RESEAU Tl MEDICAL ou ytilisées
par |e DISPOSITIF MEDICAL incorporé y compris leurnature, leur volume et leur sensibilité;

g) les |nformations appuyant la procédure de santé, incluant I'historique d'utilisatipn ainsi
que|les détails OPERATEUR/utilisateur; et

h) une|description de la sécurité et des @utres matériels concernant les considérafions de
SECYRITE du systéme dans son ensemble (dans ce cas, la protection est un aspgct de la
SECURITE).

La conformité est vérifiée par~examen du DOSSIER DE GESTION DES RISQUES DU RHSEAU Tl
MEDICALL

4.3.3 Documentation.relative au RESEAU Tl MEDICAL

L’'ORGANISME RESPONSABLE doit rédiger et conserver la documentation relative aul réseau
nécessgire pour-la_GESTION DES RISQUES du RESEAU T| MEDICAL pour les interfaces enfre le(s)
DISPOSITIF(S) MEDICAL(AUX) et I'ensemble des composants du réseau (logiciels et mgtériels).
Cette documentation doit comprendre mais ne pas se limiter:

a) a lalcgnfiguration physique et logigue du réseau:
~ Lad J 1 b Bl | 7

NOTE 1 La configuration du réseau inclut la définition des limites du réseau.

NOTE 2 La documentation peut contenir les propriétés électriques du RESEAU Tl qui pourraient avoir un impact
sur les performances du RESEAU Tl MEDICAL et sur les dispositifs incorporés. On peut donner comme exemples, la
liste n’étant pas exhaustive, la mise a la terre, le (dé)couplage galvanique, les courants parasites et la puissance
transmise par le réseau Ethernet (PoE).

b) aux normes appliquées et aux déclarations de conformité;
c) a la structure physique et logique client / serveur;
d) ala sécurité, la fiabilité et I'intégrité des données du réseau;

e) aux exigences relatives a la communication avec le réseau pour chacun des DISPOSITIFS
MEDICAUX comme spécifié par le fabricant; et
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f) aux prochaines modifications / mises a niveau / améliorations (prévues / relativement
prévisibles).

La conformité est vérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RESEAU Tl
MEDICAL.

4.3.4 ACCORD DE RESPONSABILITE

Lorsqu’un DISPOSITIF MEDICAL est incorporé au sein d'un RESEAU Tl, ou lorsque la configuration
d’une telle connexion est modifiée, 'ORGANISME RESPONSABLE doit déterminer le besoin d’un
ou de plusieurs ACCORDS DE RESPONSABILITE documentés définissant (ex. par contrat) les
responsabilités des intervenants concernés.

Un ACCORD DE RESPONSABILITE peut s’appliquer a un ou plusieurs projets ou a la mainlenance
d'un ou|de plusieurs RESEAUX Tl MEDICAUX, et doit identifier la responsabilité pour fous les
aspects|du cycle de vie du RESEAU Tl MEDICAL ainsi que toutes les activités faisant partie du
cycle dq vie.

NOTE Afin de prendre en charge I'incorporation des DISPOSITIFS MEDICAUX au sein-d‘un RESEAU TI, les fabricants
de DISPOBITIFS MEDICAUX mettent des informations techniques appropriées a disposition afin d'élpborer la
documenfation relative a la GESTION DES RISQUES DE L’ORGANISME RESPONSABLE ,L'orsque le PROCESSUS refjuiert des
informatigqns qu’un fabricant de DISPOSITIFS MEDICAUX juge sensibles, la fodrniture de ces informatjons sera
déterminde par ’ACCORD DE RESPONSABILITE et peut étre protégée par un acéord de confidentialité.

Les AC[CORDS DE RESPONSABILITE doivent comporter{{(ou se référer a des dog¢uments
comporfant) au minimum:

a) le npm de la personne responsable de la GESTION DES RISQUES pour les activités cguvertes
par |'ACCORD DE RESPONSABILITE;

b) le qomaine d’application des activitésicouvertes par '’ACCORD DE RESPONSAHILITE, Yy
comjpris un résumé de et/ou des références aux exigences;

c) unel|liste des DISPOSITIFS MEDICAUX.et des autres appareils destinés a étre incorporés dans
le RESEAU Tl ou modifiés, ainsi,que les noms des fabricants de DISPOSITIFS MEDICAUX ou
des|autres organismes charges de fournir des informations techniques nécessaifes a la
réal{sation du projet;

d) unelliste des documents a fournir par les fabricants de DISPOSITIFS MEDICAUX et| par les
autrgs fournisseurs_d’appareils comportant des instructions pour la connexion [a ou la
déconnexion d'un'RESEAU TI;

e) les |informations techniques a fournir par les fabricants de DISPOSITIFS MEDIGAUX ou
infofmatiques et par les autres fournisseurs d’appareils qui sont nécessaifes afin
d‘efllectuer ’ANALYSE DU RISQUE du RESEAU TI; ET

f) la définition des fonctions et des responsabilités dans la gestion des événements
potentiellement indésirables.

L’'ORGANISME RESPONSABLE doit fournir un résumé des responsabilités selon ce qui est
approprié.

NOTE 1 Le fabricant d’'un DISPOSITIF MEDICAL est chargé de mettre a disposition la documentation technique
expliquant comment utiliser les interfaces du DISPOSITIF MEDICAL pour la connexion a un RESEAU TI, a condition
qu’'une telle connexion soit prévue par le fabricant. Cette obligation ne s’applique pas au fournisseur d’un autre
appareil, et il pourrait étre nécessaire de conclure un arrangement spécifique afin d'accéder a une telle
documentation technique.

Si la coopération des fabricants de DISPOSITIFS MEDICAUX, des fournisseurs d’autres appareils
ou d’autres organismes est nécessaire en plus des documents listés fournis par les fabricants
Ou organismes, un ACCORD DE RESPONSABILITE doit:

g) identifier la nature de la coopération requise; et
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h) établir:
e la personne responsable de la demande d’une telle coopération;
e la personne en charge de répondre a de telles demandes; et
e quels critéres seront utilisés afin de juger de I'adéquation d’une telle réponse.

NOTE 2 Dans la mesure ou cette information peut changer au cours du cycle de vie d’'un RESEAU Tl MEDICAL, il est
recommandé qu’elle soit périodiquement mise a jour dans ’ACCORD DE RESPONSABILITE.

La conformité est vérifiee par examen du DOSSIER DE GESTION DES RISQUES DU RESEAU Tl
MEDICAL.

4.3.5 [Plan de GESTION DES RISQUES pour Ie RESEAU TT MEDICAL

L’'ORGANISME RESPONSABLE doit élaborer et maintenir un plan de GESTION DES.RISQUES pour
chacun des RESEAUX Tl MEDICAUX. Le plan de GESTION DES RISQUES doit comprendre:

a) une|description du RESEAU Tl MEDICAL, comportant:

1) les intervenants identifiés au sein de I'ORGANISME RESPONSABLE qui doivgnt étre
nformés des PHENOMENES DANGEREUX afin de s’assurer qulils sont conscignts des
RISQUES;

2) [Nutilisation définie et les bénéfices attendus du RESEAUT I'MEDICAL;
3) laraison de chaque incorporation de DISPOSITIF MEDICAL; et

4) Tutilisation de chaque DISPOSITIF MEDICAL due @ soOn incorporation dans le RHSEAU TI
WEDICAL lorsqu’elle n’est pas incluse dans I'EMRLOI PREVU par le fabricant.

b) une|description des activités, des fonctions et des responsabilités de toutes les |gquipes
impliqguées dans le fonctionnement/la maintenance du RESEAU Tl MEDICAL, en| ce qui
congerne la GESTION DES RISQUES.

c) les g¢xigences relatives a la surveillance du RESEAU T| MEDICAL (se référer a 4.6.1).

d) les |critéres d’acceptabilité des RISQUES, basés sur la politique de I'ORGANISME
RESPONSABLE pour déterminer les RISQUES acceptables, y compris les |[critéres
d'acpeptabilité des RISQUES Ilorsque la probabilité de survenue d'un PHENOMENE
DANGEREUX ne peut pas_étre estimée.

Lorsqu’lin projet introduit des modifications d’un RESEAU Tl MEDICAL existant, le plan de
GESTION DES RISQUES\pour le RESEAU T| MEDICAL doit étre mis a jour.

La conformité ést vérifiee par examen du DOSSIER DE GESTION DES RISQUES DU RHSEAU Tl
MEDICAL|.

4.4 GESTION DES RISQUES DU RESEAU Tl MEDICAL

4.4.1 Vue d’ensemble

La présente section décrit les PROCESSUS DE GESTION DES RISQUES prenant en charge a la fois
la réalisation d’un projet de RESEAU Tl MEDICAL et la décision d’effectuer une modification
particuliére.

Les activités de GESTION DES RISQUES nécessaires a I’ANALYSE DU RISQUE, a L'EVALUATION DU
RISQUE, au MAITRISE DU RISQUE ainsi qu’a I’évaluation, au compte-rendu et a I'approbation des
RISQUES RESIDUELS doivent étre documentés. Cette documentation peut faire partie intégrante
du plan DE GESTION DES RISQUES ou exister sous forme de documents séparés dans le
DOSSIER DE GESTION DES RISQUES associé au RESEAU T| MEDICAL. Les plans d’actions résultant
de L’APPRECIATION DU RISQUE doivent suivre le PROCESSUS DE GESTION DU DECLENCHEMENT DES
MODIFICATIONS.


https://iecnorm.com/api/?name=be6e66a6abe4f6cc03e3f8cb87adc2c6

- 68— 80001-1 © CEI:2010

NOTE |l existe un seul ensemble de documents de GESTION DES RISQUES par RESEAU T| MEDICAL car les mesures
DE MAITRISE DU RISQUE pour un projet ou une modification donnée ne doivent pas entrer en conflit avec les mesures
de MAITRISE DU RISQUE existantes pour le RESEAU Tl MEDICAL ou avec les mesures de MAITRISE DU RISQUE proposées
par un projet concomitant.

La conformité est vérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RESEAU TI
MEDICAL.

4.4.2 ANALYSE DU RISQUE

L’ORGANISME RESPONSABLE doit identifier les PHENOMENES DANGEREUX susceptibles de provenir
du RESEAU T| MEDICAL.

Pour chaque identifie, Juer les

RISQUEY associés a I'aide des informations ou des données disponibles.

NOTE LEs RISQUES a analyser couvrent le cycle de vie entier, particuliérement ceux comprenant I mise en
application de la modification et I'utilisation réguliére du RESEAU Tl MEDICAL.

Si la probabilit¢é d’'un PHENOMENE DANGEREUX ne peut pas étre estimée, une liste des
conséquyences possibles doit étre établie et utilisée lors de L’EVALUATION DU RISQUE et du
MAITRISE DU RISQUE.

Les résultats de ces activités doivent étre enregistrés dans le DOSSIER DE GEST|ON DES
RISQUEY DU RESEAU TI MEDICAL.

La conformité est vérifiée par examen du DOSSIERNDE GESTION DES RISQUES DU RHSEAU Tl
MEDICAL

4.4.3 EVALUATION DU RISQUE

Pour chpcun des PHENOMENES DANGEREUX-\jdentifiés, 'ORGANISME RESPONSABLE doit dgcider, a
I’aide dgs critéres définis dans le plan de GESTION DES RISQUES, si:

a) le(s] RISQUE(S) estimé(s) est(sont) si faible(s) que la poursuite de la réductjon des
RISQUES ne s’avere pas nécessaire. Dans ce cas, la justification de cette décision goit étre
doclimentée dans le DOSSIER' DE GESTION DES RISQUES DU RESEAU TI.

b) le(s) RISQUE(S) estimé(s) n'est (ne sont) pas acceptable(s). Dans ce cas, les megures de
MAIT[RISE DU RISQUErdpivent étre mises en application conformément a 4.4.4.

La conformité est)veérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RHSEAU TI
MEDICAL|.

4.4.4 MAITRISE DU RISQUE

4.4.41 Analyse optionnelle de MAITRISE DU RISQUE

L’ORGANISME RESPONSABLE doit identifier et documenter les mesures de MAITRISE DU RISQUE
proposées pour chacun des RISQUES inacceptables jusqu’a ce que le(s) RISQUE(S) RESIDUEL(S)
soi(en)t jugés acceptable(s).

Une ou plusieurs options de MAITRISE DU RISQUE doivent étre utilisées dans I'ordre de priorité
listé:

a) le contréle implicite par la conception (ex. isolation physique d'un réseau de toutes
menaces externes);

b) les mesures de protection (ex. y compris des alertes);

c) les informations pour [Il'assurance (ex. avertissements, documentation utilisateur,
formation).
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NOTE 1 Les mesures de MAITRISE DU RISQUE peuvent par exemple inclure:

— des instructions et des contraintes documentées comme AUTORISATION DE MODIFICATION (voir 2.3 et 4.5.2.2);

— les composants du réseau;

— la modification de la configuration du réseau;

— les considérations liées a I'organisation; ou

— les modifications apportées aux DISPOSITIFS MEDICAUX incorporés.

NOTE 2 Il est recommandé pour chacun des RISQUES, que la conception prenne soigneusement en compte le

meilleur endroit pour implémenter le contréle afin de garantir la viabilité — par exemple, par des modifications du
RESEAU T| MEDICAL ou des modifications autorisées du DISPOSITIF MEDICAL.

Etant donné que le MAITRISE DU RISQUE nécessite des compromis dans le domaine des
PROPRIHTES CLES, CES dernieres doivent eire prises en consideration dans rordre de| priorité
suivant BECURITE, EFFICACITE, et SECURITE DES DONNEES ET DES SYSTEMES.

Si, durgnt I’analyse optionnelle de MAITRISE DU RISQUE, 'ORGANISME RESPONSABLE dgtermine
que la réduction des RISQUES n’est pas réalisable, 'ORGANISME RESPONSABLE doit mener a
bien et locumenter une analyse RISQUE/bénéfice du RISQUE RESIDUEL (v@ir4.4.5).

La conformité est vérifiée par examen du DOSSIER DE GESTION (DES RISQUES DU RHSEAU TI
MEDICAL|.

4.4.4.2 Mesures de MAITRISE DU RISQUE

Lorsqu'line mesure de MAITRISE DU RISQUE spécifiquetest sélectionnée et que celle-ci exige
une mddification du RESEAU Tl MEDICAL, les PROCESSUS DE GESTION DU DECLENCHEMENT DES
MODIFICATIONS doivent étre suivis

Les megures de MAITRISE DU RISQUE sélectionnées doivent étre enregistrées dans le pOSSIER
DE GEST|ON DES RISQUES DU RESEAU T| MEDJCAL.

La conformité est vérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RHSEAU Tl
MEDICAL|.

4443 Mise en place des mesures de MAITRISE DU RISQUE

Les megures de MAITRISE DU RISQUE choisies doivent étre mises en application.

Il convignt que lesymesures de MAITRISE DU RISQUE au sein du DISPOSITIF MEDICAL ng¢ soient
implémgntées qUe“par le fabricant de DISPOSITIFS MEDICAUX ou par I'ORGANISME RESPONSABLE
en suivant les-instructions d’utilisation ou avec I'autorisation écrite du fabricant de DISPOSITIFS
MEDICAUX.

Des modifications du DISPOSITIF MEDICAL entreprises par 'ORGANISME RESPONSABLE sans le
consentement documenté du fabricant du DISPOSITIF ne sont pas recommandées. Si une telle
modification est entreprise, 'ORGANISME RESPONSABLE doit notifier le fabricant et doit suivre
toutes les étapes réglementaires nécessaires pour mettre ne service un tel DISPOSITIF MEDICAL
modifié.

Tout RISQUE RESIDUEL doit étre documenté dans le DOSSIER DE GESTION DES RISQUES DU
RESEAU TI| MEDICAL.

La conformité est vérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RESEAU TI
MEDICAL.
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4444 VERIFICATION des mesures de MAITRISE DU RISQUE

La mise en application de toutes les mesures de MAITRISE DU RISQUE dans le systéme
opérationnel doit étre VERIFIEE et documentée dans le DOSSIER DE GESTION DES RISQUES DU
RESEAU TI| MEDICAL.

L’efficacité de toutes les mesures de MAITRISE DU RISQUE doit étre VERIFIEE et documentée
dans le DOSSIER DE GESTION DES RISQUES DU RESEAU Tl MEDICAL.

NOTE Il pourrait s’avérer nécessaire de vérifier I'efficacité des mesures de MAITRISE DU RISQUE dans un
environnement d’essai avant la mise en application dans un systéme opérationnel.

La conformité est vérifiée par examen du DOSSIER DE GESTION DES RISQUES DU RESEAU Tl
MEDICAL,.

4.4.4.5 Nouveaux RISQUES décelés suite a la MAITRISE DU RISQUE

Les me$ures de MAITRISE DU RISQUE mises en application et le systéme operationnel|installé
doivent |étre revus pour de nouveaux RISQUES inacceptables (c’est-a-dire une dégradation des
PROPRIHTES CLES ou d’autres attributs importants essentiels dans la ¢galisation de I'ufilisation
définie glu RESEAU TI MEDICAL).

L’évalugtion doit étre documentée dans le DOSSIER DE GESTION DES RISQUES DU RESEAU TI
MEDICAL.

La conformité est vérifiée par examen du DOSSIER\DE GESTION DES RISQUES DU RHSEAU TI
MEDICAL|.

4.4.5 Evaluation et compte-rendu du RISQUE RESIDUEL

Le RISQUE RESIDUEL doit étre évalué en sg’fondant sur I'’évaluation avant déclenchement de
I’efficac|té des mesures de MAITRISE DU.RISQUE mises en application.

Les RISQUES RESIDUELS individuels_ainsi que le RISQUES RESIDUEL global doivent étre [évalués
en termgs d’acceptabilité.

NOTE Vpir 4.4.3 pour 'EVALUATION DU RISQUE.

Si un RISQUE RESIDUEL“individuel ou si LE RISQUE RESIDUEL global n’est pas jugé|comme
acceptaple, des mesures de MAITRISE DU RISQUE supplémentaires doivent étre appliquées.

L’ORGANISME *RESPONSABLE doit établir et documenter un résumé des RISQUES RHSIDUELS
comporfant 'une liste de tous les RISQUES RESIDUELS individuels et du RISQUE RESIDUHEL global
demeuraniiaprés la mise en application des mesures de MAITRISE DU RISQUE (voir 4.4.4.3), y
compris les RISQUES RESIDUELS associes a un projet particulier de RESEAU Tl MEDICAL et le
RISQUE RESIDUEL DU RESEAU T| MEDICAL.

Si la réduction du RISQUE RESIDUEL a un niveau acceptable n’est pas réalisable, dans le cadre
de la politique de L’'ORGANISME RESPONSABLE pour déterminer le RISQUE acceptable (voir 3.3),
la personne identifiée par la DIRECTION (voir 3.3) pour revoir les RISQUES RESIDUELS (il peut
s’agir du GESTIONNAIRE DES RISQUES DU RESEAU Tl MEDICAL) doit mener a bien et documenter
une analyse RISQUE/bénéfice du RISQUE RESIDUEL individuel ou global par rapport a
laugmentation des bénéfices santé depuis l'incorporation du DISPOSITIF MEDICAL dans le
RESEAU TI, et décider d’approuver ou non le RISQUE RESIDUEL DU RESEAU Tl MEDICAL.

NOTE Voir I'I|SO 14971 [4] pour I'analyse RISQUE/bénéfice.

La conformité est vérifiee par examen du DOSSIER DE GESTION DES RISQUES DU RESEAU Tl
MEDICAL.


https://iecnorm.com/api/?name=be6e66a6abe4f6cc03e3f8cb87adc2c6
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