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Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

The structure and editorial rules used in this publication reflect the practice of the organization
which submitted it.

This document was developed in accordance with ISO/IEC Directives, Part 1 and ISO/IEC
Directives, IEC Supplement available at www.iec.ch/members_experts/refdocs. The main
document types developed by IEC are described in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remain unchanged until the
stability tate—ndicated—onrthetEC—websitetnder—webstoretecch—mthe—data—retated to the
specificldocument. At this date, the document will be

e recdnfirmed,
e withdrawn, or

e reviged.
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DISCLAIMER

The information contained herein is believed to be accurate as of the date of publication,
but is provided “as is” and may contain errors. The Wireless Power Consortium makes no
warranty, express or implied, with respect to this document and its contents, including any
warranty of title, ownership, merchantability, or fitness for a particular use or purpose.
Neither the Wireless Power Consortium, nor any member of the Wireless Power
Consortium will be liable for errors in this document or for any damages, including indirect
or consequential, from use of or reliance on the accuracy of this document. For any further
explanation of the contents of this document, or in case of any perceived inconsistency or ambiguity

of interpretation, contact: info@wirelesspowerconsortium.com.

RELEASE HISTORY

Spegification Version

Release Date

Description

v2.0

April 2023

Initial release of the v2.0.Qi-Specification.
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1 General

1.1

The Wireless Power Consortium (WPC) is a worldwide organization that aims to develop and
promote global standards for wireless power transfer in various application areas. A first
application area comprises flat-surface devices such as mobile phones and chargers in the
Baseline Power Profile (up to 5 W) and Extended Power Profile (above 5 W).

Structure of the Qi Specification

zaneral documents
e af

L
T—orocoTT >

Introduction

Glossary, Acronyms, and Symbols

Bystem description documents

Mechanical, Thermal, and User Interface
Power Delivery

Communications Physical Layer
Communications Protocol

Foreign Object Detection

NFC Tag Protection

Authentication Protocol
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1.2

1.3

1.4

Scope

The Qi Specification, Authentication Protocol (this document) defines the architecture and
application-level messaging for the Authentication of a Power Transmitter Product by a Power
Receiver to ensure that the Power Transmitter Product is both Qi certified and the product of a
registered manufacturer.

Compliance

All provisions in the Qi Specification are mandatory, unless specifically indicated as recommended,

ptional, Tote, example, O Informative. Verbal expression of provisions in this Specificatiopn follow
the rules provided in ISO/IEC Directives, Part 2.

Table 1: Verbal forms for expressions of provisions

Provision Verbal form
requirement “shall” or “shall not”
recommendation “should” or “should not”
permission “may” or “may not”
capability “can” or “cannot”

For undated references, the most recenly published document applies. The most recent WPC
publications can be downloaded from hittp: //www.wirelesspowerconsortium.com.



http://www.wirelesspowerconsortium.com
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1.5 Conventions

1.5.1 Notation of numbers

Real numbers use the digits 0 to 9, a decimal point, and optionally an exponential part.

Integer numbers in decimal notation use the digits 0 to 9.

Integer numbers in hexadecimal notation use the hexadecimal digits 0 to 9 and A to F, and are

prefixed by "0x" unless explicitly indicated otherwise.

Single bit values use the words ZERO and ONE.

1.5.2 [Tolerances

hot have any implied tolerance.

1.5.3 Fields in a data packet

provide examples of the interpretation of such fields.

Table 2: Example of fields in a data packet

[Unless indicated otherwise, all numeric values in the Qi Specification are exactly as)specifie

cignificant are stored at a lower byte offset than bits that dpe less significant. Table 2 and

b, bg b, b, b, b, b, b,
B, (msb)
16:bit Numeric Data Field
B, (Isb)
B, Other Field (msb)
B, 10-bit Numeric Data Field (Isb) | Field

Figure 1. Examples of fields in a data packet

16-bit Numeric Data Field

b15 b14 b13 blZ b11 b10 b9 b8 b7 bG b5 b4 b3 bZ bl bO

By B,

1 and do

A numeric value stored in a field of a data packet uses a big-endian format. Bits that are nore

Figure 1

10-bit Numeric Data Field

by by b,

by b; b, by b, b, b,

B, B,
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1.5.4 Notation of text strings

Text strings consist of a sequence of printable ASCII characters (i.e. in the range of 0x20 to 0x7E)
enclosed in double quotes ("). Text strings are stored in fields of data structures with the first
character of the string at the lowest byte offset, and are padded with ASCII NUL (0x00) characters
to the end of the field where necessary.

EXAMPLE: The text string “WPC” is stored in a six-byte fields as the sequence of characters 'W', 'P', 'C', NUL,
NUL, and NUL. The text string “M:4D3A” is stored in a six-byte field as the sequence 'M', "', '4",'D’,
'3',and A'.

1.5.5 Short-hand notation for data packets

n many instances, the Qi Specification refers to a data packet using the following shorthand
hotation:

<MNEMONIC>/<modifier>

n this notation, <MNEMONIC> refers to the data packet's mnemonic defin€d in the Qi Specification,
Communications Protocol, and <modifier> refers to a particular value ifha field of the data|packet.
The definitions of the data packets in the Qi Specification, Communjeations Protocol, list the
neanings of the modifiers.

For example, EPT/cc refers to an End Power Transfer data packet having its End Power Transfer
rode field set to 0x01.
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1.6 Power Profiles

A Power Profile determines the level of compatibility between a Power Transmitter and a Power
Receiver. Table 3 defines the available Power Profiles.

BPP PTx: A Baseline Power Profile Power Transmitter.

EPP5 PTx: An Extended Power Profile Power Transmitter having a restricted power transfer
capability, i.e. PPV =5 W.

EPP PTx: An Extended Power Profile Power Transmitter.

BPP PRx: A Baseline Power Profile Power Receiver.

EPP PRx: An Extended Power Profile Power Receiver.

Table 3: Capabilities included in a Power Profile

Feature BPP PTx EPPS PTx EPP PTx BPP-PRx EPP|PRx
Ax or Bx design Yes Yes No N/A N/A
MP-Ax or MP-Bx design No No Yes N/A N/A
Baseline Protocol Yes Yes Yes Yes Yes
Extended Protocol No Yes Yes No Yes
Authentication N/A Optional Yes N/A Optlonal
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2 Overview

The Qi Specification, Authentication Protocol (this document) defines a protocol for a Power
Receiver to authenticate a Power Transmitter. In this context, Authentication is a tamper-resistant
method to establish and verify the identity of the Power Transmitter, enabling the Power Receiver
to trust the Power Transmitter to operate within the bounds of the Qi Specification. This
Authentication protocol version 1.0 makes use of Data Transport Streams between the Power
Receiver and Power Transmitter as defined in the Qi Specification, Communications Protocol.

Authentication allows an organization to set and enforce a policy with regard to acceptable
products. This will permit useful security assurances in real world situations. For example, a mobile

phone manufacturer concerned about product damage or safety hazards resulting from
substandard wireless charging devices can seta policy limiting the power drawn fromanuntrusted
wireless charger.

This document aims to be closely aligned with the USB Authentication specification, particpilarly as
tis likely that products will exist in the market that support both.

n addition to this document, the WPC Manufacturer Agreement coverslegal and implementation
Fequirements, including secure storage and handling of secrets (Afitex A) and revocation rples and
procedure (Annex B). For further information or to obtain a cépy*of this agreement, contdct:

nfo@wirelesspowerconsortium.com.
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2.2 Cryptographic methods

This specification targets a 128-bit security level for all cryptographic primitives. The
cryptographic methods used by this specification are shown in Table 5 (in Section 3.1).

2.2.1 Random number generators

The generation of cryptographic keys and the cryptographic protocol exchanges rely on
cryptographic quality random numbers. Random numbers are defined as numbers that are
distinguishable from random by no algorithm with an algorithmic complexity of less than 0(2'%).

Tl 4. 4 £ NICT CDhONN A 1: L DD N dadd sila 20 lose .11 C
1 11T UL{LlJuL Ul'diN1IOoT oI OUU™JUn LUlllPlldllL T ININUO STTUCTU WILIT A 40U UIL TUIT O

6B-gntropy
value is sufficient to meet this standard.

2.3 Security overview

ot

Security of the Authentication protocol depends on the protection of private keys, and th3
protection is supported by security evaluation.

2.3.1 Methodology

This specification defines a Certificate-based method4erAuthentication that allows a Powyer
Receiver to authenticate a Power Transmitter and, by policy, choose how to interact with fhat
Power Transmitter. For example, a Power Recejvel may choose not to use the full advertided
Capabilities of an unauthenticated Power Transmitter.

2.3.2 Periodic re-Authentication

The Power Receiver can optionpally perform periodic re-Authentications to verify that an
huthenticated Power Trangmitter has not been replaced by a different one.

2.4 Impact toexisting ecosystem

The impactfo.existing Power Transmitter Products depends largely on individual Policy decisions
regardinglegacy Power Transmitters (i.e. Power Transmitters that predate this specificatjon). For
exandple, a Power Receiver with a Policy that allows full functioning of legacy Power Trangmitters
will have a minimal impact on the current ecosystem, while a Power Receiver with a Polidy that

imits or refuses to use functionalities exposed by a legacy Power Transmitter will have a more
significant impact.
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2.5

Support for revocation

If the Power Receiver supports Authentication functionality, then the Power Receiver should
support Revocation.

Revocation Lists are normally updated off line, e.g. as part of a software or firmware update or
during Product manufacturing. Manufacturers are not required to provide on-line maintenance of
Revocation Lists or to make Revocation Lists field-updatable in their Products, however, the Power
Receiver should frequently update its revocation list and not only during firmware updates. For
some Power Receiver Products with Internet connectivity (e.g. smartphones), frequent Revocation
List updates should be relatively easy. Other Power Receiver Products without direct Internet

connactivity ool Ao Ot acctranlrnpe s marbha ahlo o s dara thate Dagyacation T ict oo O uentl
FOHR e ey SHEaSHtREe S5 traeker ST Hay ot Beapreto-Hpaate e revotattoAStasS 16 f

but manufacturers should consider ways to keep the Revocation List current in theirproquct
Hesigns.

NOTE: Support for updatable Revocation Lists implies field-updatable non-volatile merory.

NOTE: The WPC Authentication License Administrator (WPC-ALA) will issue Reyo¢ation Lists fror time to
time. The format of Revocation Lists and how they are communicated.is ‘outtside the scope df this
specification.
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3 Certificates and private keys

3.1 Certificate Chains

The requirements in this section apply to Certificate Chains that are populated in slots 0 and 1. The
Power Transmitter Product manufacturer determines the requirements for Certificates that are
populated in slots 2 and 3. For further information about slots, see Section 3.3, Certificate Chain
slots.

A Certificate Chain consists of three Certificates; see Table 4. The first Certificate in the chain is the

votCertificate identifying the WPE€ Root Certificate Authority- Tt s asetf-signedCertificate (i.e.
cigned by the WPC Root Certificate Authority). As an optimization, the Certificate Chain egntains a
hash of the Root Certificate rather than the Root Certificate itself. The second Certifieate if a
Manufacturer CA Certificate identifying the product's manufacturer. It is signed-by the WPC Root
Certificate Authority. The last Certificate in the chain is a Product Unit Certificate identify|ng the
ndividual Power Transmitter product. It is signed by the Manufacturerc€értificate Authofyity.

n addition to identification data, the Manufacturer CA Certificate contains a public key for yerifying
the authenticity of the Product Unit Certificate. The Product Unif\Certificate contains a public key
for verifying the authenticity of the Power Transmitter Produet\Unit. See Section 4, Authentication
brotocol, for details.

The following requirements apply to the Certificates in‘a Certificate Chain.

Each Product Unit Certificate shall identify a unhique Power Transmitter Product Unit by using,
for example, the product unit's RSID numbér (wpc-qi-rsid).

Each Power Transmitter Product Unitishall have a unique public key.

Product Unit Certificates contained in different slots of the same Power Transmitter Product
Unit may contain the same idéntity and public key, provided that this does not introdjice a
security vulnerability.

A manufacturer may have multiple Manufacturer CA Certificates to identify, for example,
different production facilities or product families. Each of these Manufacturer CA Cerfificates
shall contain,a‘'upique public key relating to a unique private key.

NOTE: Usingmultiple Manufacturer CA Certificates is encouraged to partition volumes of product units
to-limit the collateral impact caused in the event that a Manufacturer CA Certificate is rgvoked
(collateral impact of revoking all product units signed by that Manufacturer CA Certificpte).

A manufacturer shall use the private key associated with a Manufacturer CA Certificatp to sign

Product Unit Certificates.

- The WPC Root Certificate Authority shall ensure that all Manufacturer CA Certificates contain
unique public keys.
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Table 4: Certificate Chain (X.509 Certificates)

-19-

The Certificate Chains populated in slots 0 and 1 shall use X.509 Certificates. See Section 3.3,

Certificate Chain slots, for further information about slots 0 and 1.

b, b b b, b, b, b, b,
By...B; msb
Length
Isb
By--Bien rH) Root Certificate Hash (length N_RH)
B(2+N_RH) RS Manufacturer CA Certificate (lpngfh N_I\/I(‘)
B
(AN RO Product Unit Certificate (length N_PUC)
B(1+N_RH+ | MC+N_PUC)

Note: The Root Certificate is not included in the chain, only its hash is included in the chain.

Manufacturer CA Certificate This Certificate identifies the manufacturer.

Product Unit Certificate This Certificate identifiesthe.individual product unit.

Length The length is the total number of bytes in the Certificate Chaipdncluding the Length field.
Root Certificate Hash A SHA-256 hash of the Root Certificate. The length of N_RH is 32 bytes.
See Section 2, Overview.
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Certificates

Format of Certificates

All Certificates shall use:
the X.509 v3 ASN.1 structure,
binary DER encoding for ASN.1, and

the cryptographic methods listed in Table 5.

Table 5: Summary of cryptographic methods

IEC 63563-9:2025 © IEC 2025

Method

Use

X.509 v3, DER encoding

Certificate format

ECDSA using the NIST P256, secp256r1 curve,
uncompressed point OR compressed point for-
mat as specified by SEC1 (see Section 2, Over-
view)

Digital signing of Certifieates and Authentjication
Messages

SHA-256

Hash algorithm, used in the ECDSA calculation
and in ereating digests of Certificates and
Certificate Chains.

Certificate terminology.

3.2.1.1 Textual format

3.2.1.2 Attributes and Extensions

NOTE: Certificates and the fields, attributes,atid extensions defined therein are Big Endian.

chall not exceed MaxManufacturerCertSize in length.

All textual ASN.1 oljects contained within X.509 Certificates, including DirectoryString,
GeneralName, and DisplayText, shall be specified as a UTF8String. The length of any textual object
chall not exceed 64 bytes excluding the DER type and DER length encoding.

The further description of the Certificate format dssumes that the reader is familiar with X.509 v3

Product unit Certificates shall not exceed MaxProdCertSize in length. A Manufacturer CA Cdrtificate

Basic Constraints (OID 2.5.29.19)

ATl 1 11 1 yas il 13 o LOIDN - CR . |
VIICTT dPPILdDIC, UIT UDJCLL TUTIIUIICT {UVIU IS PIOVIUCU.

Manufacturer CA Certificates contain this extension. (The extension is marked as critical, its cA

component is set to true, and its pathLenConstraint component set to zero). Product Unit

Certificates do not contain this extension.
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Validity

The notBefore and notAfter fields indicate the time interval during which information regarding a
Certificate's validity is maintained. For Product Units, the validity times should be ignored.

Certificate notBefore and notAfter validity times shall be specified using ASN.1 GeneralizedTime
for any year, or ASN.1 UTCTime for years prior to 2050.

For a Manufacturer CA Certificate it is recommended that the notBefore field be
"19700101000000Z" (for 00:00 on 01-Jan-1970 UTC, which is POSIX epoch time). It is
recommended that the notAfter field be "99991231235959Z" (for 23:59:59 on 31-Dec-9999 UTC,
which is used for an unknown expiration time as defined in IETF-RFC-5280, Section 4.1.2.5). Use of
the recommended notBefore and notAfter values will maximize compatibility with Certificate

processing stacks.

Qi policy extension (wpc-qi-policy)

The WPC Qi policy extension is a custom Manufacturer CA Certificate extensioi for use wjth
products compliant to this specification. The value is a binary object and i§reserved in thigversion
bf the specification. The value of wpc-qi-policy is listed on The Qi Spe(ifieations page of the WPC
members’ website.

The binary object is encoded as an ASN.1 DER OCTET STRINGéwith a fixed size of QiPolicySize
bytes.

Manufacturer CA Certificates shall contain this extension/Product Unit Certificates shall rjot
contain this extension.

Qi RSID extension (wpc-qi-rsid)

The WPC Qi revocation sequential identifier (RSID) extension is a custom Product Unit Cejrtificate
extension for use with products compliant to this specification. The value is a binary obje¢t and is
provided to store a sequential identifier unique to each product unit that enables range-bjpsed

Fevocation of batches. The valuetof wpc-qi-rsid is listed on The Qi Specifications page of the WPC
members’ website.

The binary object is DER encoded as an ASN.1 OCTET STRING with a maximum size of
MaxQiRSIDSize bytes) The RSID value is unique to each product unit, from a minimum of |l up to
MaxQiRSIDSize bytes.

Product Unit‘Certificates shall contain this extension. Manufacturer CA Certificates shall jot
contain-this extension.
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ASN.1 schema for WPC Object identifiers

The ASN.1 module below defines the WPC administered object identifiers and the schema for the
certificate extensions used for WPC Qi authentication.

-- WPC OID allocation
wpc INTEGER ::= 148
id-wpc OBJECT IDENTIFIER
::= {joint-iso-ccitt(2) international-organizations(23) wpc}

-- Qi Authentication certificate extensions

giAuth INTEGER ::= 1

id-wpc-giAuth OBJECT IDENTIFIER ::= {id-wpc giAuth}

policy INTEGER ::= 1

id-wpc-giAuth-policy OBJECT IDENTIFIER ::= {id-wpc-giAuth policy}
rsid INTEGER ::= 2

id-wpc-giAuth-rsid OBJECT IDENTIFIER ::= {id-wpc-giAuth rsig}

-- WPC Qi Authentication size constants
wpcQiAuthPolicySize INTEGER ::= 4
wpcQiAuthRsidMaxSize INTEGER ::= 9

-- WPC Qi Authentication certificate extengion schema

policy ::= OCTET STRING (SIZE (wpcQiAuthPolicySize))

rsid ::= OCTET STRING (SIZE (l..wpcQiAUthRsidMaxSize))

3.2.1.3 Manufacturer CA'Certificate

A Manufacturer CA Certificate uses the ASN.1 structure defined in Rec. ITU-T X.509 (10/20016),
Section 7.2 Public-Key Certificate.

The TBSCertificate’component of a Manufacturer CA Certificate only implements the ASN}1 fields
shown in Table®.
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Table 6: Certificate profile for a Manufacturer CA Certificate

TBSCertificate

Field oiD Data type Value Example
Version INTEGER 0x02 {=X.509v3} 0x02
SerialNumber INTEGER A unique 1- to 72-bit | 0x01 10 20 30 40 50

positive integer value

60 70

Note: The maximum length of 9 bytes refers to the “baseband” original value, before
DER encoding. The encoded value can have an additional zero byte if the top bit of the
original value is set. Be aware that this can be 10 bytes after encoding.

signature 1.2.840.10045.4.3.2 N/A
{ecdsa-with-SHA256}
issuper 2.54.3 UTF8String “WPCCA“+ one AWPCCAL"
{Common Name} character suffix
denoting different
root CA instances
valiglity.notBefor Either Any value 2000-01401
e Generalized (not used by\PRx) 00:00:00
Time for any
year, or
UTCTime for
years prior
to 2050
valiglity.notAfter Either Any value 9999-12{31
Generalized (not used by PRx) 23:59:59
Timefor any
y€ear, or
UTCTime for
years prior
to 2050
subject 2.5.43 UTF8String | 7 byte string “CACA-1A”
{Common Name} consisting of:
four upper-case
characters
containing a PTMC
hex value
one character
containing a dash
two arbitrary

atpha-numeric
characters
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Table 6: Certificate profile for a Manufacturer CA Certificate (Continued)

Field oiD Data type Value Example
subjectPublicKey 1.2.840.10045.2.1 N/A
Info.algorithm {ecPublicKey}
1.2.840.10045.3.1.7 N/A
{secp256r1}
subjectPublicKey BIT STRING (Public Key value; 0x04:64:68:34:24:4e
Info.subjectPubli optionally may use :1a:37:b2:f8:3a:d5:3
cKey compressed point 0:68:73:8a:65:9b:e2:
TEpresentation) a6d2e6:f3+¢9:3f:90:
5e:8c:7d:a3:49:79:2
7:6b:a%:fb?d4:30:83:
42:a9:90:a7:c[1:92:90
:98:20:7d:90477:f2:9
7-f3:f5:3a:77:5:01:3
€:55:44:19:p8:4a
[0
3| Extgnsions.1 2.5.29.19 N/A
g {basicConstraints}
Q
§ Extgnsions.1. BOOLEAN TRUE TRUE
critical
Extgnsions.1. BOOLEAN TRUE TRUE
extpValue.cA
Extgnsions.1. INTEGER 0 0x00
extpValue.pathL
enCpnstraint
Extgnsions.2 2.23.148.1.1 N/A
{wpc-qiAuth-policy}
Extgnsions.2. BOOLEAN TRUE TRUE
critilcal
Extgnsions.2. OCTET 4 octets (bytes) re- 0x00 00 0P 01
extnValue STRING served for future use

1J2.840.10045vefers to the named curve defined equivalently by three organizations as:
N|ST (FIPS186-4): "P-256", SECG (SEC 2): "secp256r1", and IETF (RFC 3279): "prime256v1"
A
e

Ceftificate verifier can unambiguously distinguish compressed from uncompressed point representatior{s by

::In:xfing the value of the first h\’IfP (ﬂyn? and Qx03 far rnmprnccpd points and Ox04 for an uncompresse )]

point).
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3.2.1.4 Product Unit Certificate

A Product Unit Certificate uses the ASN.1 structure defined in Rec. ITU-T X.509 (10/2016),
Section 7.2 Public-Key Certificate.

The TBSCertificate component of a Product Unit Certificate only implements the ASN.1 fields shown
in Table 7.

Table 7: Certificate profile for a Product Unit Certificate

Field oID Data Type Value Example
Version INTEGER 0x02 0x02
{=X.509v3}
sefialNumber INTEGER A unique 1- to 72-bit 0x01 10 20.30°40/50 60
positive integer value 70

Note: The maximum length of 9 bytes refers to the “baseband? original valud,
before DER encoding. The encoded value can have an additignal zero byte if the top
bit of the original value is set. Be aware that this can be 10’bytes after encoding.

signature 1.2.840.10045. N/A
4.3.2
{ecdsa-with-
SHA256}
issuer 2543 UTF8String | 7 bytes string "CACA-1A"
{Common consisting of:
Name} = Four upper-case
characters
containing a PTMC
hex value

one character
containing a dash
two arbitrary
alpha-numeric
characters

this matches
exactly byte-for-
byte the value from
the Manufacturer
CA Certificate
Subject common

TBSCertificate

name
validity.notBefo Either Should use the 2020-10-01 00:00:00
re Generalized current time when
Timeforany | issuing the Certificate
year, or (not used by PRx)
UTCTimefor
years prior

to 2050



https://iecnorm.com/api/?name=12769f7a84d288c700665d944ca2ed56

- 26 - IEC 63563-9:2025 © IEC 2025

Table 7: Certificate profile for a Product Unit Certificate (Continued)

Field oD Data Type Value Example
validity.notAfte Either Should use one day 2020-10-02 00:00:00
r Generalized after NotBefore
Timeforany (not used by PRx)
year, or
UTCTimefor
years prior
to 2050
subject.attribut 2.54.3 UTF8String | String consisting of: "006386-Model5"
el {Common . The Qi ID encoded
Name} as a six-character

text string, left-
padded with UTF-8
“0” (zero)
characters as
necessary. For
example, the
Subject ID for 4
product with Qi ID
6386 is encoded as
“006386¢
Optionally one
character
containing a dash
followed by up to
28 arbitrary
characters to
improve readability
e.g. product name

TBSCertificate

supject.attribut 2.5.4.92 OCTET Optional: up to 32 0x20 2009 23/ F4
e2l{optional} {tagAFI} STRING arbitrary bytes
supject.attribut | 0.9,2342.1920 UTF8String Optional: up to 32 “SEPT-23“
e3|{optional} 0300.100.1.1 arbitrary characters
{userld}

supjectPublje 1.2.840.10045. N/A
KelyInfo.algarith 2.1
m {ecPublicKey}

1:2-840-16645: NFA

3.1.7

{secp256r1}
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Table 7: Certificate profile for a Product Unit Certificate (Continued)

Field oD Data Type Value Example
subjectPublic 0x04:64:68:34:24:4e:1a:
KeylInfo.subject 37:b2:f8:3a:d5:30:68:73
Publickey . :8a:65:9b:e2:a6:d2:c6:f
Public K lue;
cfp;or:;lf%\;a\l/l:;e 3:¢9:3f:90:5e:8c:7d:a3:5
BIT STRING comoressed point 9:79:27:6b:a7:fb:d4:30:
P . t_p " | 83:42:29:90:a7:¢1:92:90
. representation) :98:20:7d:90:77:f2:97:f3
§ :f5:3a:77:25:01:3c:55:4
E 4:19:e8:4a
@
S | Extensions.1 2.23.148.1.2
o
= {wpc-qiAuth- N/A
rsid}
Exgensions.1.
{. BOOLEAN TRUE TRUE
criftical
Exgensions.1. OCTET RSID 0x00 00 00 00j00
exfnValue STRING 00 00 00 01
1§.840.10045 refers to the named curve defined equivalently by three organizations as:

=

ST (FIPS186-4): "P-256"
SECG (SEC 2): "secp256r1"
ETF (RFC 3279): "prime256v1"
Certificate verifier can unambiguously distinguish compressed from uncompressed point representationp by
aluating the value of the first byte (0x02 and 0x03 for compressed points and 0x04 for an uncompressedl
int).

+
T ® > T
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3.2.1.5 Root CA Certificate

A Root CA Certificate uses the ASN.1 structure defined in Rec. ITU-T X.509 (10/2016), Section 7.2
Public-Key Certificate.

The TBSCertificate component of a Root Certificate only implements the ASN.1 fields shown in
Table 8.

Table 8: Certificate profile for a Root CA Certificate

Field OoID Data Type Value Example
. 0x02
Versien INFEGER 002
{=X.509v3}
A unique numberup | 0x01 10,2030 40 50 60
IN INTEGER .
serfalNumber G to 9 bytes in length 70
1.2.840.10045.
. 4.3.2
sighature . N/A
{ecdsa-with-
SHA256}
2.5.4.3 hWPCCtA ) o
issyer {Common UTF8String ¢ ar'flc er.su X "WPCCA1]|
N denoting different
ame} rogt CA instances
o) Either
S Generalized
b= Time,for
Y Any value
% | validity.notBefore anygya" of Y 2000-01-01 00{00:00
@ UTCTime (not used by PRx)
for years
prior to
2050
Either
Generalized
Time for
: any year, or Any value
validity.notAfter . 9999-12-31 23159:59
Y UTCTime (not used by PRx)
for years
prior to
2050
2.5.4.3
subject {Common UTF8String Same as "issuer" "WPCCA1"
Name}
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Table 8: Certificate profile for a Root CA Certificate (Continued)

0]

int).

e

aluating the value of the/first byte (0x02 and 0x03 for compressed points and 0x04 for an uncompresse

3.2.1.6 Additional attributes and extensions

\dditional Certificate attributes and extensions defined in X.509 v3 are not allowed in a

Field oID Data Type Value Example
T 1.2.840.10045.
B 2.1 N/A
(S: subjectPublic {ecPublickey}
KeylInfo.algorith
o | Keyinfo.algorithm 19 5 840.10045.
r 3.1.7 N/A
t {secp256r1}
if
i 0x04:64:68:34:24:4e:1a
¢ :37:b2:¥8:3a2:d5:30:68:7
a ER
t . i (Public Key value; 8a:65:9h7e2:a6:d2:c6:f3
e SKUICJIE(fItPUkL!C ; BIT STRING optionally may use :¢9:3f190:5e:8c:[7d:a3:
Pi?a)l?czésu Jec compressed point 59:79:27:6b:a7:fb:d4:3
y representation)’ 0:83:42:29:90:a7%:¢1:92:
90:98:20:7d:90:f7:f2:9
7:f3:f5:3a:77:25[01:3c:
55:44:19:e8}4a
2.5.29.19
Extpnsions.1 {basicConstrain N/A
ts}
Ex.tan5|ons.1. BOOLEAN TRUE TRUE
critjcal
Extpnsions. 1. BOOLEAN TRUE TRUE
exthValue.cA
Extpnsions.1.
exthValue. not present N/A N/A N/A
pathLenConstraint
AlCertificate verifier can unambiguously distinguish compressed from uncompressed point representatior{s by

3.2.1.7 Constraints

QiPolicySize = 0x4 bytes

MaxQiRSIDSize = 0x9 bytes
MaxManufacturerCertSize = 0x200 bytes
MaxProdCertSize = 0x200 bytes

anufacturer CA Certificate or 1n a Product Unit CA Certificate.
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Certificate Chain slots

Certificate Chains reside in positions called slots. Each slot shall either be empty or contain one

complete Certificate Chain. A Power Transmitter shall not contain more than 4 slots. Slot 0 and slot
1 (optional) shall only be used for Certificate Chains rooted with a WPC Root Certificate and shall
not contain any other Certificate Chains. The manufacturer may use Slots 2 and 3 for any additional

Certificate Chains. If used, slots 2 and 3 shall be populated in order starting with slot 2.

Table 9: Certificate Chain slots

Slot # Usage
1 Optional; use only for Certificate Chain rooted with a WPC Root Certificate
2 Optional; additional Certificate Chain if needed by the manufacturer
3 Optional; additional Certificate Chain if needed by the manufacturer

n a manufacturer-dependent manner. Manufacturer-dependent Certificate Chains that sh

hnd the formats and protocol they use shall match or exceed the protection for Certificate

stored in slots 0 and 1.
Provisioning

Certificate Chains. Thisprocedure is outside the scope of the Qi Specification.

Provisioning is the process.by which a Power Transmitter private key acquires one or mofe

Manufacturer-dependent Certificate Chains do not need to be structured as defined in Tablle 4. For
example, they may be in an X.509v3 format with ASN.1 DER encoding, and/or they may b¢ signed

are a

public/private key pair with a Certificate Chain in one ox'more of slots 0 and 1 shall be congtructed
fo provide at least the same level of security to the public/private key pair as is required for the
Certificate Chains stored in slots 0 and 1. Protectian for manufacturer-dependent Certificate Chains

Chains,

formats, and protocols defined in the Qi Specification, Authentication Protocol (this document) and
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3.4

3.5

Power Transmitter private keys

Each Certificate Chain in a Power Transmitter corresponds to a Power Transmitter private key
whose corresponding public key is certified in the Product Unit Certificate of the slot associated
with the Certificate Chain. The Power Transmitter shall have access to that private key. The Power
Transmitter shall store private keys in a manner that adequately protects the confidentiality of the
key as outlined in Annex A of the WPC Manufacturer Agreement.

A manufacturer shall not use a private key associated with one Power Transmitter Product Unit in
any other Power Transmitter Product Unit or Manufacturer CA Certificate.

Other private keys

Fach Manufacturer CA Certificate is associated with a unique public/private key pair. The|private
key associated with a Manufacturer CA Certificate is used for signing the next Certificate r:E a
er that

hdequately protects the confidentiality of the key. See Section 2.4, Impactto existing ecosystem for

Certificate Chain. Manufacturers shall generate, provision, and store private(keys in a ma

detailed recommendations.

A Manufacturer shall not use a private key associated with one Manufacturer CA Certificate in any
pther Manufacturer CA Certificate or Product Unit Certificate.
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4 Authentication protocol

4.1

4.2

The Power Receiver can perform three operations:
Query a Power Transmitter for Certificate Chain digests
Read a Certificate Chain from a Power Transmitter

Challenge a Power Transmitter in order to verify its authenticity

A Power Receiver may initiate as many or as few of these operations as are needed to achieve the

desired Authentication latency. In addition, a Power Receiver may initiate the operations

in any

order. For example, a Power Receiver may first challenge a Power Transmitter, and then initiate a

rached. Chapter 7, Protocol flow examples, provides some flow examples.

Digest query

Dtherwise, the Power Transmitter shall respond with a DIGESTS response as defined in S

hny of the Power Transmitter's Certificate Chains cached. This allows the Power Receiver
potentially skip reading a Certificate Chain and thussave time.

Certificate Chain read

Fequest as defined in Section 5.2;2, GET_CERTIFICATE.

fa Power Transmitter receives a GET_CERTIFICATE request that targets an offset that is

Feturn an ERROR.résponse of INVALID_REQUEST.

Hefined«ih Section 5.3.4, Error. Otherwise, the Power Transmitter shall respond with a
CERTIEICATE response as described in Section 5.3.2, CERTIFICATE.

Certificate Chain read if the essential information from a target Certificate Chain is notalgjeady

To query a Power Transmitter for Certificate Chain digests, a Power Receiver sends a GET_IDIGESTS
Fequest as defined in Section 5.2.1, GET_DIGESTS. If an error condition is encountered, th¢ Power
Transmitter shall respond with the appropriate ERROR response‘as defined in Section 5.3.4, Error.

Pction

b.3.1, DIGESTS. After receiving a DIGESTS response, thePower Receiver can check to see if it has

to

To read a Certificate Chain, or portion thereof, a Power Receiver shall send a GET_CERTIF[[CATE

butside

the Certificate Chain (ite. offset > length) or attempts to read beyond the length of the target
Certificate Chain (i€.(offset + length) > Certificate Chain length), then the Power Transmitter shall

The Powerdransmitter shall respond to error conditions with the appropriate ERROR response as
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4.3

4.4

4.4.1

4.4.2

4.4.3

4.4.4

Authentication challenge

To challenge a Power Transmitter, the Power Receiver sends a CHALLENGE request as defined in
Section 5.2.3, CHALLENGE. If an error condition is encountered, the Power Transmitter shall
respond with the appropriate ERROR response as defined in Section 5.3.4, Error. Otherwise, the
Power Transmitter shall respond with a CHALLENGE_AUTH response as described in Section
5.3.3, CHALLENGE_AUTH.

NOTE: A Power Receiver that supports Authentication Protocol Versions greater than 1 should ensure that
the version of the CHALLENGE request and the version of the response match. The purpose of this is
to resist a downgrade attack.

Errors and alerts

nvalid request

fa Power Transmitter receives an Authentication request with one or;more invalid fieldd it shall
respond to that Authentication request with an ERROR response of INVALID_REQUEST as
Hescribed in Section 5.3.4, Error.

Unsupported protocol version

f a Power Transmitter receives an Authentication request that contains an unsupported
Authentication Protocol Version in the Qi Authentication Protocol Version field, it shall re§pond to
fhat Authentication request with an ERRORtesponse of UNSUPPORTED_PROTOCOL that has the
Authentication Protocol Version set to theimaximum Authentication Protocol Version it siipports
hnd the Error Data field also set to the\maximum Authentication Protocol Version it suppprts as
Hescribed in Section 5.3.4, Error.

Busy

f a Power Transmitterreceives an Authentication request but is unable to meet the timinjg
requirements listed in Chapter 6, Timing requirements, it shall respond to that Authenticaftion

Fequest withan ERROR response of BUSY as described in Section 5.3.4, Error, within the fequired
Fesponse tithe.

Unspecified

If a Power Transmitter, upon receiving an Authentication request, encounters an error that is not
covered by the conditions above, it shall respond to that Authentication request with an ERROR
response of UNSPECIFIED as described in Section 5.3.4, Error.
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5 Authentication messages

Authentication messages are used to convey information related to Authentication. Neither a
Power Receiver nor a Power Transmitter shall add any padding after an Authentication message,
i.e. the first byte of the Authentication message shall be the first byte of the data transport stream
and the last byte of the Authentication message shall be the last byte of the data transport stream.

There are two types of Authentication messages: Authentication requests and Authentication
responses. Authentication requests are defined in Section 5.2, Authentication requests.
Authentication responses are defined in Section 5.3, Authentication responses.
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5.1

Authentication message header

All Authentication messages start with a one-byte header, which shall have the format shown in

Table 10. The header may be followed by a payload, as defined in Section 5.2, Authentication

requests, and Section 5.3, Authentication responses.

Table 10: Authentication message header

b, by by b, b, b, b, b,

Authentication Protocol Version Message Type

Authentication Protocol Version value corresponding to a specification revision that it do
support.

Table 11: Authentication Protocol Version 1.0

Authentication Protocol Version This field identifies which version of the Authenticat
Specification is being used. Table 11 shows the valid values for this field. A Product shallng

ion
tuse an
ES not

Name Value Meaning

Reserved 0x0 Reserved value

V1.0 0x1 Authentication Protocol Version 1.0
Reserved 0x2 - OxF Reserved value

The Power Receiver shall indicate the maximuny protocol version that it supports in the
Transmitter on a new connection. If thePower Receiver receives an ERROR response of

Fesponse in all subsequent Authentication requests. If a Power Transmitter receives an
Authentication request that'eontains an Authentication Protocol Version in the Authentic
Protocol Version field that islower than the highest version it supports, it shall use the lo
version in all Authentication responses.

n all cases, the format of the message shall match that specified for the version of the
Authentication'\Protocol Version given in the Authentication Protocol Version field.

Message(Type This field identifies Authentication Message type from one of the values
11 (authentication requests) or Table 16 (authentication responses).

Authentication Protocol Version field of the\first Authentication request that it sends to th

[UNSUPPORTED_PROTOCOL, it shalluse the version indicated in the Error Data field of thdg

e Power

ERROR

htion
ver

in Table
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Authentication requests

Authentication requests are used by a Power Receiver to send a command to a Power Transmitter
and/or to retrieve data. Authentication request types are listed in Table 12.

A Power Receiver shall not send another Authentication request until it has either received a
response for or timed out the previously-sent Authentication request.

Table 12: Authentication requests

Value Description

0x0 - 0x7 Lsed for Authentication respaonses
0x8 Reserved

0x9 GET_DIGESTS

0xA GET_CERTIFICATE

0xB CHALLENGE

0xC...OxF Reserved

5.2.1 GET_DIGESTS
This request is used to retrieve Certificate Chain digests. The Power Receiver may requesf any
humber of digests at a time. The format for a GET.DIGESTS request is defined in Table 13
Table 131 GET_DIGESTS request
b, bg b, b, b, b, b, b
By Authentication Message Header
B, Reserved Reserved Slot Mask

A Powgr Receiver shall set alkreserved bits to ZERO. A Power Transmitter shall ignore all reserved bits.

Authentication Message Header This field identifies the authentication protocol versjon and
message type,as defined in Section 5.1, Authentication message header. It shall be set to Ox19.

Blot Mask~ This field identifies the slots (see Section 3.3, Certificate Chain slots) in whiclh the
requested Certificate Chains are stored. b, is set to ONE to request the digest of the Certifjcate
Chain stored in slot 0, b, is set to ONE to request the digest of the Certificate Chain stored jn slot 1,
etc.

NOTE: Multiple Certificate Chain digests can be requested with a single command.
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5.2.2 GET_CERTIFICATE

This request is used to read a segment of a target Certificate Chain. The format for a
GET_CERTIFICATE request is defined in Table 14.

Table 14: GET_CERTIFICATE request

b, bs by b, by b, b, by
By Authentication Message Header
B, OffsetA8 LengthA8 Slot Number
B, Offset70
B, Length70

Authentication Message Header This field identifies the authentication prgtocol vers

DffsetA8, Offset70 These two fields combine to form the offset in.bytes from the start

hnd is denoted as GET_CERTIFICATE/Offset. Attempting to read beyond the end of a Cert
Chain shall result in the Power Transmitter returning an ERROR response of INVALID_RE

An offset value at or above 0x600 shall be adjusted by the PTx to return data relative to the f|
bf the Product Unit Certificate (i.e. as if the Product:Unit Certificate begins at 0x600).

An offset value in the range 0x600-0x7FF thus means the PTx sends bytes from the Certif
Chain at an offset of:

2+ N_RH + N_MC + GET_CERTIFICATE/Offset - 0x600
The above means that (in an example implementation) the offset value is adjusted as follg

if (GET_CERTIFICATE/offset>= 0x600)
offset= 2 + N_RH #N)MC +
GET_CERTIFICATEY offset - 0x600
else
offset = GET)CERTIFICATE/offset;

LengthA8,Length70 These two fields combine to form the length in bytes of the read j
The length value is LengthA8 x 256 + Length70 and is denoted as GET_CERTIFICATE/Len
Atterpting to read beyond the end of a Certificate Chain shall result in the Power Transm
retdrning an ERROR response of INVALID_REQUEST. A length value of 0x000 means the H

message type, as defined in Section 5.1, Authentication message header. 1tshall be set to 0

on and
X1A.

fthe

Certificate Chain to where the read request begins. The offset valtieis OffsetA8 x 256 + Offset70

ficate
QUEST.

rstbyte

cate

WS:

equest.
gth.
itter
Tx shall

‘send as many remaining bytes as possible.”

The above means that (in an example implementation) the length value is adjusted as follows:

if (length == 0)

length =2 + N_RH + N_MC + N_PUC - offset;
else

length = GET_CERTIFICATE/length - offset;

NOTE: This formula is not valid if GET_CERTIFICATE/offset >= 0x600.
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Slot Number This is the slot number in which the target Certificate Chain is stored. The value in
this field shall identify one of the Certificate Chains identified as being present in the DIGESTS
response message or in the CHALLENGE_AUTH response message.

5.2.3 CHALLENGE

This request is used to initiate Authentication of a Power Transmitter Product Unit. The format for

a CHALLENGE request is defined in Table 15.

Table 15: CHALLENGE request

h. b, b, b, b, b, b
B, Authentication Message Header
B, Reserved Reserved Slot Number
B,...By; Nonce
A Powef Receiver shall set all reserved bits to ZERO. A Power Transmitter shall igrore all reserved bitd.

NOTE: A Certificate Chain is always present in Slot 0.

Slot Number This is the Slot number in which the Ceytificate Chain that will be used fo
Authentication is stored. The value in this field shallidentify one of the Certificate Chains identified
bs being present in the DIGESTS response message-or the CHALLENGE_AUTH response njessage.

Authentication Message Header This field identifies the authentication protocol versjon and
nessage type, as defined in Section 5.1, Authentication messdge header. It shall be set to Ox1B.

Nonce This isa 128-bit binary Random Number chosen by the Power Receiver. The RN( used to
benerate the Nonce should meet the requirements of SP800-90A and SP800-90B (see Sectipn 2.2.1,
Random number generators).
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53

5.3.1

Authentication responses

Power Transmitters use the response types listed in Table 16 to respond to Authentication

requests.

Table 16: Authentication responses

Value Description

0x0 Reserved

Ox1 DIGESTS

0x2 CERTIFICATE

0x3 CHALLENGE_AUTH

0x4...0x6 Reserved

0x7 ERROR

0x8...0xF Used for Authentication requests
DIGESTS

Power Transmitters use the DIGESTS response to sendyCertificate Chain digests and to re
which slots contain valid Certificate Chain digests. The format for a DIGESTS response is d4
Table 17.

Table 17: DIGESTS response

bort
fined in

b, bg b b, b, b, b, b,
B, Authentication Message Header
B, Slots Populated Mask Slots Returned Mask
B
2+32x(n-1) Digests Returned
B33+32x(n»1)

Authentication Message Header This field identifies the authentication protocol vers
messagetype, as defined in Section 5.1, Authentication message header. It shall be set to 0

Slots Populated Mask The bit in position b, of this field shall be set to ONE if and onl

on and
x11.

y if slot

K contain Cartificata Chatn o tha pmpntasnl nitha Anthanticating,
=eFt ¥ ¥

a Ay Prat COl
HRe-AtttRehRtcat oot

nmbar c alua
B e CotaSa-certcate-caitor+the-protocorve

Version field.

NOTE: A Certificate Chain is always present for slot 0, and therefore bit b, in this mask is always set to ONE.
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Slots Returned Mask The bit in position by of this field shall be set to ONE if and only if:

slot number K contains a Certificate Chain for the protocol version in the Authentication
Protocol Version field, and

slot number K was set to 1 in the corresponding GET_DIGEST request.
If there are no such slots, then all bits in this mask shall be set to ZERO.

The number of digests returned shall be equal to the number of bits set in this byte. The digests
shall be returned in order of increasing slot number.

Digests Returned The sequence of 32-byte SHA-256 digests of the Certificate Chain(s) for which
the bit(s) in the Slots Returned Mask are non-zero, in order of increasing slot number. If all bits in

STots Returned are set to zero, then Digests Returned 1s not present. In the byte offsetin Iaple 17, n
represents the n™ digest returned.

CERTIFICATE

This response is used by a Power Transmitter to send the requested segment of a Certificage Chain.
The format for a CERTIFICATE response is defined in Table 18.

Table 18: CERTIFICATE response

b, b, b, b, b b, b, b,
B, AuthenticationMessage Header
By... % .
Certificate Chain Segment
B(l +length -1)

Authentication Message Header _This field identifies the authentication protocol versjon and
nessage type, as defined in Section’5.1, Authentication message header. It shall be set to Ox12.

Certificate Chain segment

The Certificate Chain segment shall contain a part of the requested segment (or the entirg
segment) of the requested Certificate Chain starting at the Offset requested in the corresponding
GET_CERTIFICATE request. The length of this Certificate Chain segment shall be less than pr equal
fo the length (LengthA8 x 256 + Length70) requested in the corresponding GET_CERTIFICATE

Fequest, and.greater than or equal to 1.
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5.3.3 CHALLENGE_AUTH

Power Transmitters use CHALLENGE_AUTH to respond to a CHALLENGE request. The format for a

CHALLENGE_AUTH response is defined in Table 19.

Table 19: CHALLENGE_AUTH response

b, b by b, b, b, b, by

Authentication Message Header

Maximum Authentication Protocol Version Slots Populated Mask

Certificate Chain Hash LSB

(msb)
Signature r value

(Isb)

B;s...Bed (msb)

Signature s value

(Isb)

Authentication Message Header This field identifies the authentication protocol vers
essage type, as defined in Section 5.1, Authentication messdge header. It shall be set to 0

Maximum Authentication Protocol Version The maximum Authentication Protocol V]
supported by the Power Transmitter.

Slots Populated Mask The bit in position by ef this byte shall be set to ONE if and only
humber K contains a Certificate Chain for the'‘protocol version in the Authentication Prot
Version field.

A Certificate Chain is always present for slot 0, and therefore bit b, in this mask is always
DNE.

Certificate Chain Hash LSB-\\The least significant byte (LSB) of the 32-byte SHA-256 haj
Certificate Chain for which'a’challenge response is being provided.

Bignature rvalue ~This field shall contain the 256-bit r value of a non-deterministic ECDS

005 for details.

Bignaturie svalue This field shall contain the 256-bit s value of a non-deterministic ECDS

D005, for details.

on and
x13.

ersion

f slot
col

set to

h of the

A digital

signature, generdted from the SHA-256 hash of TBSAuth as specified in Table 20. See ANSI X9.62-

A digital

signature, generated from the SHA-256 hash of TBSAuth as specified in Table 20. See ANSI X9.62-
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Table 20: TBSAuth (for signature calculation)
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b, bg by b, by b, by by

B, Prefix

B,...B3, Certificate Chain Hash

B;...Bgg Challenge Request

Bg;...Bgy Copy of By...B, fields in the CHALLENGE_AUTH response in Table 19

refix The Prefix field shall contain the ASCII representation of ‘A’ je (0x41
Certificate Chain Hash The Certificate Chain Hash field shall hold the SHA256 hash)jof the
Certificate Chain for which a challenge response is being provided.
Challenge Request The Challenge Request field shall contain BO ... B17 of;the CHALLENGE
Fequest message (see Table 15) to which the CHALLENGE_AUTH is a response.
5.3.4 Error
This response is used by a Power Transmitter to transmit ergor*information. The format for an
FRROR response is defined in Table 21.
Table 211 ERROR response
b, b b b, b, b, b, b

By Authentication Message Header

B, Error Code

B, Error Data
Authentication Message Header This field identifies the authentication protocol versjon and
nessage type, as defined in Section 5.1, Authentication message header. It shall be set to Ox17.
Error Code Defined in Table 22
Error Datal . Defined in Table 22
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Table 22: ERROR Codes and Data.
Error Code Value Description Error Data
Reserved 0x00 Reserved value Reserved
INVALID_REQUEST 0x01 One or more request fields are invalid 0x00
UNSUPPORTED_ 0x02 Requested protocol version is not Maximum
PROTOCOL supported supported version
BUSY 0x03 Power Transmitter cannot respond now | 0x00
but will be able to respond in the future
UNSPECIFIED 0x04 Unspecified error has occurred 0x00
Reserved 0x05...0xEF Reserved value Reserved
Manufacturer-defined (that is, defined NManufacturer
Manufgcturer defined O0xFO...0xFF by the owner of the Manufacturer Code . I
. e defined
in the Manufacturer Certificate)

Fable 23 gives the recommended behavior of a Power Receiver wher/it receives an ERROR
response to an Authentication request.

Table 231 Recommended ERROR Behavior

BUSY

Recei .
Error Cpde eceived in Recommended behavior
response to request
GET_DIGESTS Treat as Authentication failure
Reservgd -
INVALID_REQUEST GET_CERTIFICATE Treat as Authentication failure
UNSPEGIFIED CHALLENGE Treat as Authentication failure
Retry using protocol version not exceeding
GET_DIGESTS Maximum s.Lprﬁ)orted ve.rsion as repolrtei i.n
UNSUPPORTED_PROTOCOL GET_CERTIFICATE Error Data; if already using a protocol version
- - not exceeding Maximum supported vergion,
CHALLENGE then retry once, then treat as Authenticption
failure
GET_DIGESTS Retry after waiting tg,

GET_CERTIFICATE

Retry after waiting tg,,

CHALLENGE

Retryv after waiting t
¥ SRETY

Manufacturer defined

GET_DIGESTS
GET_CERTIFICATE
CHALLENGE

Manufacturer defined
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6 Timing requirements

6.1

Power Receiver timing requirements

Table 24 shows the timeout values a Power Receiver should apply for Authentication request
messages. For the data transport layer defined in the Qi Specification, Communications Protocol, the
timings start at the begin of the final ADC/end data packet sent in the data transport stream
carrying the Authentication request.

Table 24: Power Receiver wait time values

Parameter Wait Time Value Description
EoigestTimeout 43 seconds The timeout for a GET_DIGESTS Authenticatipn
request
tcertTimeout (Nx0.3+4) The timeout for a GET_CERMRICATE Authent|cation
seconds, with a request, where N represents the number of bytes
minimum of 5 requested
seconds
EehallengeAuthTimeout 23 seconds The timeout for.a CHALLENGE Authentication
request

Note: The timeout values are based on the following\considerations.
The Power Transmitter requires some timie'to prepare its response (see Section 6.2,|Power
Transmitter timing requirements) for the associated intervals
The Power Transmitter uses ADT/1, data packets to send its response

= The Power Receiver sends at legst'one DSR data packet every 250 ms
= The Authentication response-includes a 20% overhead for communications errors

f the Power Receiver does notreceive an Authentication response within the timeout of the first
Authentication request, it should retry that request up to five times. If a timeout still OCCLI-S after
the last retry, the PowerReéceiver should follow its policy corresponding to the Power Trapsmitter

hot supporting Authentication functionality.

f the Power Régeiver does not receive an Authentication response within the timeout of §
subsequent Authentication request (i.e. not a retry of the first Authentication request), it phould

ronsiderthat as an error. In this case, it should not retry the subsequent Authentication request but
jmmediately follow its policy corresponding to the Power Transmitter not supporting

Authentication.
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6.2 Power Transmitter timing requirements

A Power Transmitter shall meet the timing requirements defined in Table 25. For the data transport
layer defined in the Qi Specification, Communications Protocol, the timings start at the beginning of
the final ADC/end data packet sent in the data transport stream carrying the Authentication
request.

Table 25: Power Transmitter Timing Requirement

Wait Time -
Parameter Description
Value

UpigestReady 3 seconds The maximum time between sending a GET_DIGESTS
Authentication request and being ready to start sendin
DIGESTS Authentication response

T
Q

b

EeertReady 3 seconds The maximum time between sending a GEJ .CERTIFICATE
Authentication request and being ready(to-start sendin
CERTIFICATE Authentication response

e
Q

b

EehallengeAuthReady 3 seconds The maximum time between sehding a CHALLENGE
Authentication request and Being ready to start sendin
CHALLENGE_AUTH Authentication response

A
Q

A Power Receiver should not attempt to retrieve an Autheéntication response by sending a }SR/poll
Hata packet before the corresponding timing value has expired. Doing so can cause the Pqwer
fransmitter to send a BUSY Authentication response. The time it takes to send the latter delays
Fetrieval of the expected Authentication respénse.

NOTE: A Power Transmitter fails a timing requirement if it cannot complete sending its Authenticdtion
response within the associated Power Receiver timeout value defined in Section 6.1, Power|Receiver
timing requirements, provided the Power Receiver sends at least one DSR data packet every] 250 ms.
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This chapter provides informative examples of suitable high level flows. It is not intended to be
exclusive; other flows compliant with this specification are possible. These flows omit details such
as behavior on timeouts while waiting for an Authentication response and the handling of ERROR
responses. These examples also assume that the Power Receiver only processes the Certificate
Chain in the Power Transmitter's slot 0. If a manufacturer intends for the Power Receiver to
process Certificate Chains in other slots, the manufacturer should adapt these flows accordingly.

imple flow

digests.

PTx supports
Authentication?

Yes

A 4

Figure 2. Simple Power Receiver

v

Send CHALLENGE
forslot 0

Send
GET_CERTIFICATE
for slot 0

v

A 4

Receive
CHALLENGE_AUTH

Receive
CERTIFICATE

Certificate Chain
validly signed?

Yes

Challenge
Signature valid?

No Exit: Challe|

Yes

Exit: PTx
authenticated

Figure 2 illustrates the behavior of a Power Receiver that neither caches the digeststand gublic
keys of previously authenticated Power Transmitters nor supports Revocation,

NOTE: This Power Receiver does not send a GET DIGESTS Authentication request because it does mot cache

hge failed’
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7.2 Flow with caching

Figure 3 illustrates the behavior of a Power Receiver that caches (in non-volatile memory) the
digests and public keys of Power Transmitters that it has previously trusted. This allows the Power
Receiver to skip sending the GET CERTIFICATES Authentication request and proceed directly to
issuing the CHALLENGE Authentication request. If the Certificate Chain has been copied and
deployed in a counterfeit Power Transmitter, the challenge will fail even though a match will be

found in the cache.

Figure 3. Power Receiver with caching

‘ Start ’

PTx supports
Authentication?

Exit: Px does not N
supdort Auth
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v

Send GET_DIGESTS
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K\ for slot 0

Digest in cache?

No

¢ v
Send Receive
GET_CERTIFICATE CHALLENGE_AUTH
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A 4

Receive
CERTIFICATE

Exi Certificate Chain Yes
i No validly signed? l
Add digest and public
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key to cache if not
already present
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Signature valid?

Nor Exit: Challengp failed’

A 4
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authenticated
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7.3 Flow with caching and revocation

Figure 4 illustrates the behavior of a Power Receiver that caches (in non-volatile memory) the
digests and public keys of Power Transmitters that it has previously trusted and that support
Revocation. This information typically includes the Manufacturer Code, the product type, and the
Product Unit Serial Number.

Figure 4. Power Receiver with caching and revocation

( Start ’
Exit:PTx does not No PTx supports
port Auth Authentication?

Yes

v

Send GET_DIGESTS
for slot 0

%
=

Receive DIGESTS

v

Send CHALLENGE
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Digest in cache?

for slot 0
No
i v
Send Receive
GET_CERTIFICATE CHALLENGE_AUTH
for slot 0
\ 4
Receive
CERTIFICATE

Challenge
Signature valid?

No Exit: Challenge 59

Yes

Certificate Chain
validly signed?

EXit: Invalid No
(ertificate

Add digest and public
Yes key to cache if not
already present

A 4
Exit: PTx
authenticated

Certificate in
revocation list?

Exit: PTx revoked Yes

No
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7.4

Challenge first flow

Figure 5 illustrates an alternative behavior of a Power Receiver that caches (in non-volatile
memory) the digests and public keys of Power Transmitters that it has previously trusted and that
support Revocation. This behavior shares the assumptions made in Section 7.3, Flow with caching
and revocation, on the management of the cache and Revocation Lists.

This behavior starts when the Power Receiver issues a CHALLENGE Authentication request. The
CHALLENGE AUTH response contains the LSB of the hash of the Certificate Chain. The Power
Receiver examines its cache of digests to try to find a digest or digests that have a matching LSB. If
there are no such digests, the Power Receiver proceeds on the basis that this is a first encounter

anth tha rmasds sl o Davazase Taan ottt nse TEth v 3o o st thn Davaznr DAacsnivzne addaantc +o 'alidate
vreRthe-paFtctharrowerrraRShtceerHtRere IS aate, tHe roweF e eetverattemptsS+oqV

the CHALLENGE AUTH signature using the public key corresponding to the matched digegt. If this
validation succeeds, the Power Receiver checks that the Certificate has not been revoked.[If the

Certificate has not been revoked, the Power Receiver determines that the responder can bejtrusted.
f this validation fails, then the Power Receiver retries with the next digest that matches the hash
.SB returned in CHALLENGE AUTH response. If all such validations fail tlien the Power Receiver
proceeds on the assumption that this is the first encounter with the pafticular Power Trapsmitter.

When the Power Receiver determines that this is a first encountér'with the particular Poyer

Transmitter, it retrieves the Certificate Chain, validates it, checks that it has not been revoked, and
then attempts to validate the previously returned CHALLENGE AUTH signature with the pyblic key
rontained in the Product Unit Certificate.

The advantage of this method is that after the first encounter between the Power Receiverjand the
particular Power Transmitter; only one Authentication request and response communicatipn takes
place between the two devices.



https://iecnorm.com/api/?name=12769f7a84d288c700665d944ca2ed56

-50 - IEC 63563-9:2025 © IEC 2025

Figure 5. Challenge first Power Receiver
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8 Cryptographic examples (informative)

8.1

The examples in this section are included to help illustrate the concepts defined in this document
and are informative only.

To understand the following examples and use of them in the validation of a prototype
implementation of the authentication standard, the following text includes both the values of
various private keys and the value of k used in generating of each ECC signature. In any real
implementation, where it is crucial that the private keys kept secret, it is very important that none
of these details are exposed. As a reminder, all such values in the text are marked in either red text
or with a red background.

tis important to note that the subject of revocation is completely ignored in these exam]Lles.

X.509 Certificate basics

All the certificates involved in Authentication are X.509 certificates. The ASN.1, DER-encod¢d X.509
certificates are created by combining the ASN.1, DER-encoded “to be signed” component ¢f the

certificate (tbsCertificate), a cryptographic signature (signatureValue) of the tbsCertificate, along
with some information about the signature algorithm (signatukreAlgorithm) used for creafing the
Cryptographic signature.

The basic structure of an X.509 certificate is describe@ by the following ASN.1 schema.

Certificate := SEQUENCE {
tbsCertificate TBSCertificate,

signatureAlgorithm AlgorithmIdentifiexy

signatureValue BIT STRING }

ALl Qi Authentication certificates.use ECDSA with SHA256, so the AlgorithmlIdentifier section is
effectively constant.

The signature of an X.509 certificate can be verified by extracting the tbsCertificate portign of the
ASN.1, DER-encoded-certificate data (this is the ‘message’ that is signed), then testing the|validity
bf the signature ¢ontained in the certificate (the signatureValue data) using the verificati¢gn
method associated with the particular signature algorithm used (as defined by the value pf the
cignatureAlgorithm field of the certificate) using the public key of the “issuer CA” that the
certifieate claims signed the certificate.

Vetification of an ECDSA signature is the process of ‘decoding’ the s ‘proof component of|the
StgTature data back to tie originat point R USINg the pubtic Rey and tie nasitof the message. The
test of the signature is then whether the r component of the signature matches the x-coordinate of
the recovered point R.
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Verifying the ECDSA signature of an X.509 Certificate

The following steps summarize the process of attempting to verify the validity of the ECDSA
signature of an X.509 certificate. This process will be referred to throughout the examples
chapter.

1. Extract the following data from the certificate:

a) The raw bytes of the “tbsCertificate” portion (this is essentially the ‘message’ that is
signed)
b) The name of the “issuer” of the certificate (an identifier for the claimed ‘signatory’)

c) The “signature” data - and de-serialize this into its (1, s) components

P.  Establish the “public key” that is associated with the claimed “issuer”.

B. Check that the “signature” is a genuine ECDSA signature of the “tbsCertificate’rdata made with
the private key associated with the claimed “public key” by using the ECDSA/signatur
verification method (i.e. computing the SHA256 hash “digest” of the “thsCertificate” dpta then
checking that the r component of the “signature” is consistent withrthis combination pf

1%

» o«

“digest”, “public key” and the s component of the “signature”).

Dummy Root CA Certificate

To expose the private key of our example manufacturér CA in these examples without the
hssociated example Manufacturer CA Certificate being easily mistaken for a real one, the

14

certificates presented in this chapter are all rooted in the dummy WPC Root CA Certificatg
Hescribed here.

Dummy Root CA Certificate =DER-encoded

The raw bytes of the DER-encoded, ASN.1 dummy Root CA Certificate used in these examples are
shown here. A PEM-encodéd,version of this certificate is given in Section A:, Sample data.

30:82:01:2c:30:81:d3%a0:’03:02:01:02:02:08:2f:1b: 24:bd:ee:b0:32:bd:30:0a:06:08:2a:86:48:ce:3d:04:

03:02:30:11:31:Q%:30:0d:06:03:55:04:03:0c:06:57: 50:43:43:41:58:30:20:17:0d:30:30:30:31:30:31:30:

30:30:30:30:80%%a2:18:0£:39:39:39:39:31:32:33:31: 32:33:35:39:35:39:5a2:30:11:31:0£:30:0d:06:(3:55:

04:03:00Q6;57:50:43:43:41:58:30:59:30:13:06:07: 2a:86:48:ce:3d:02:01:06:08:2a:86:48:ce:3d:(3:01:

07:03¢42:00:04:52:aa:a0:fb:0c:4£:08:91:58:1e:0f: c6:b6:£9:a9:3d:ae:ea:8b:95:32:eb:9d:c9:c5:4£:98:

FaFd:80:d3:1c:8d:8e:17:7e:af:e3:da:53:8a:db:56: d9:5d:66:90:8f:2b:43:7c:59:3c:4c:34:ed:b7:d5:al:

. 22 Q EY 120 EUE B IR I 2 RS- L 2 2 — 8-d5:86:
o T==50 TSSO OO T=52ss CaAvE=n " g T U T U T o * g oo CAvzox * ~za: :

48:ce:3d:04:03:02:03:48:00:30:45:02:20:4c:79:ab: 6e:34:04:00:09:4d:a3:8b:1d:6d:£f4:02:73:c6:e5:09:

c8:08:fe:3a:b0:£ff:22:cc:e2:d9:b8:ab:c4:02:21:00: a6:96:00:09:2£:55:39:6£:62:5a:9f:6e:cf:44:35:a8:

3e:4a:53:52:91:ec:cd:69:a8:33:4b:95:11:08:ea:d2
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8.2.2

8.2.3

8.2.4

Dummy Root CA Certificate — hash

The SHA256 hash of the DER-encoded dummy Root CA Certificate data (shown above) is as follows:

‘ 0xcb290519¢c6526794c24dd53bcdl5¢c20£3996a8ac62b28£7591444677b39c0a9%¢ ‘

This value, the ‘Root digest), is used to identify the Root CA Certificate in Product Unit Certificate
Chains.

Dummy Root CA Certificate — data

H 4+l inYninl Jdod ACN 1 s O3 o Jdot 1. iald AVAlnlfaVal s O3 4+ o h
al Dllls LT DULINTTIICUUCTU, AOIN. 1T LTT UIILAtlT Udtid daUU VT leluD dlIl A.JOU 7 CTTULIICAlT CUIILA 1] ng t e

following tbsCertificate field values and signatureValue data.

serialNumber: 0x2flb24bdeeb032bd (8 bytes
issuer: 'WPCCAX' (commonName)
validity.notBefore: 2000-Jan-01 00:00:00 (UTCTime, ignored)
validity.notAfter: 9999-Dec-31 23:59:59 (GeneralizedTime, (¥gydred)
subject: 'WPCCAX' (commonName)
subjectPublicKey: 04:52:aa:a0:fb:0c:4£:08:91:58:1e:0f¥c6:b6:£9:a9:
3d:ae:ea:8b:95:32:eb:9d:c9:¢5:€H:98:5d:£d:80:d3:
lc:8d:8e:17:7e:af:e3:da:28n8a:db:56:d9:5d:66:90:
8f:2b:43:7c:59:3c:4c:3MNed:b7:c5:al:ed:98:11:08:
£3 (65 bytes)
basicConstraints: cA:True pathLen:Nene
signature: 30:45:02:20:4§:¥9%:ab:6e:34:04:0b:09:4d:a3:8b:1d:
6d:£4:02:7233C6:e5:09:c8:08:fe:3a:b0:£ff:22:cc:e2:
d9:b8:al:c4:02:21:00:a6:96:00:09:2£:55:39:6£:62:

Sa¥dfi6e:cf:44:35:a8:3e:4a:53:52:91:ec:cd:69:a8:

38:4b:95:11:08:ea:d2 (71 bytes)

A fuller, ‘byte -by-byte’ interpretation of the DER-encoded data is shown in Section A.2, Dummy Root
CA Certificate in ASN~INparser output.

Verification of the Root CA Certificate signature

The RootCA Certificate mustbe acquired using a secure channel as, being self-signed, itincludes no

nherent proof of authenticity. The signature can still be checked, however, as a test of the integrity

he ce ate (i.e to che hat the data of the “to be signed” portion of the ce 'exactly

the same data that the Root CA signed).

Using the procedure outlined in Section 8.1.1, Verifying the ECDSA signature of an X.509 Certificate
we can prepare the data for verification of the signature. We start by extracting three pieces if
information from the certificate: the “tbsCertificate” portion of the raw certificate, the claimed
“issuer” and the “signature” data (which we deserialize):
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tbsCertificate data

30:81:d3:20:03:02:01:02:02:08:2f:1b:24:bd:ee:b0: 32:bd:30:0a:06:08:2a2:86:48:ce:3d:04:03:02:30:11:
31:0£:30:04:06:03:55:04:03:0c:06:57:50:43:43:41: 58:30:20:17:0d4:30:30:30:31:30:31:30:30:30:30:30:
3035a318301E839:39339:39831832:83383183238339358398 3533985233081 831 30£83080cls 068033585804 303:0e3063
57:50:43:43:41:58:30:59:30:13:06:07:2a:86:48:ce: 3d:02:01:06:08:2a:86:48:ce:3d:03:01:07:03:42:00:
04:52:aa:a0:fb:0c:4£:08:91:58:1e:0f:c6:b6:£9:a9: 3d:ae:ea:8b:95:32:eb:9d:c9:c5:e£:98:5d:£d:80:d3:
1c:8d:8e:17:7e:af:e3:da:53:8a:db:56:d9:5d:66:90: 8f:2b:43:7c:59:3c:4c:34:ed:b7:c5:al:ed:98:11:08:

£3:23:13:30:11:30:0£:06:03:55:1d:13:01:01:££:04: 05:30:03:01:01:ff

ssuer

issuer q WPCCAX

Bignature

r = 0x4q79ab6e34040b094da38b1d6df40273c6e509c808fe3ab0ff22cce2d9b8abecd # &ignature.r (to be verified)

s = 0xap9600092£55396f625a9f6ecfd435a83e4a535291eccd69a8334b951108ead®’ # signature.s (to be verifled)

We then need to establish the “public key” of the claimed iSsuer. In this ‘self-signed’ case, where the
‘subject” and “issuer” of the certificate are the same,the “public key” is contained in the cefrtificate
[serialized as the data of the “subjectPublicKey’ field). To obtain the “public key” we theref¢re need
Lo extract the data of the “subjectPublicKey*field and deserialize it. Doing so yields the following
public key:

Public key

x = 0x5Paaalfb0c4f0891581e0fcbb6f9aI8dacea8n9532eb9dc9c5e£f985dfd80d31c # public_key.x

=

I
o

b
o)

8el77eafe3da538adb56d95d66908£2b437c593c4c34edb7c5aled981108£3 # public key.y

The full collection ¢f data values that we feed into an ECC signature verification routine are
therefore as shown'below (including z - the SHA256 hash of the “tbsCertificate” data).

Kighature verification details

z = 0xbpa8bel0b52955¢c783a7a6757142a29p75bd8889360cc96al30elc7feae9p68e0 message hash (digest)

x = 0x5pa2w0fb0c4£f0891581e0fcob6fla93daceadbd532eb9dc9c5e£985d£d80d31c public key.x

r = 0x4c79ab6e34040b094da38b1d6df40273c6e509c808fe3ab0ff22cce2d9b8abcd

#
#

y = 0x8d8el77eafe3da538adb56d95d66908f2b437c593c4c34edb7c5a1ed981108f3 # public key.y
# signature.r (to be verified)
#

s = 0xa69600092f55396f625a9f6ecfd4435a83e4a535291eccd69a8334b951108ead?2 signature.s (to be verified)
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8.3

Manufacturer CA Certificate Example

In these examples, we consider a fictitious device manufacturer, the ACME Charger Company, who

is amember of the WPC and has been assigned the Power Transmitter Product manufacturer code

(PTMC) 0xCACA.

In a real manufacturing scenario, the ACME Charger Company would set up a secure production

line complete with a hardware security module (HSM) that it would use to protect the private key

it uses to sign Product Unit Certificates. In this example, however, we reveal the private key in

order to expose all the inputs to the signature calculations. Here is that private ECC key, along with

the associated public key.

public key.x: 0xb3dlba7d2e614ff78cd663fa5070bcefba523c9d3ablc8f0c5da6cf503ded3e2

public key.y: 0x9c603050ec4b253eae640bcc38180aecf835¢c94£0bd8029211b5bb7aa7fa856f

As part of the process of becoming a Manufacturer CA, a manufacturer needstd obtain a
Manufacturer CA Certificate from the WPC that it can include in Product Unit-Certificate cli
pbtain this certificate, the manufacturer submits a Certificate Signing Request (CSR) to th
Root CA containing two pieces of information: a string to be used as an identifier for the

Manufacturer CA (the ‘subject’ of the certificate) and a copy of thépublic key of the publid
key pair that the Manufacturer CA will use to generate signattiyes.

The two values included in the CSR sent by our examplé manufacturer are as follows:

ains. To
e WPC

-private

subject: 'CACA-X1' (commonName)
subjectPublicKey: 04:b3:dl:ba:7d:2egpl:4f:£7:8c:d6:63:fa:50:70:bc:
ef:ba:52:3c:9d\Ja:bl:c8:£f0:c5:da:6c:£5:03:de:43:
e2:9c:60:3080:ec:4b:25:3e:ae:64:0b:cc:38:18:0a:
ec:f8:383C9:4£:0b:d8:02:92:11:b5:bb:7a:a7:fa:85:

6f %05/bytes)

The format of the subject string is defined in Table 6. The ACME Charger company must s
string with a copy of its PTMC hex value and has chosen ‘X1’ as the two suffix characters (th
the particular ACME-Charger Company Manufacturer CA Certificate to be identified).

F:CC public keys need to be serialized to be included as the value of the subjectPublicKey of]
(and in all the'Qi Authentication X.509 Certificates). This serialization can either use the g
point serialization format or the compressed point format. The compressed format is norj
preferred, as it required less storage and less transmission bandwidth and time. In this ey
however, we have used the uncompressed format for the Manufacturer CA key so that we

tart the
at allow

the CSR
lassic
mally
ample,
an later

generate an example or the iOHgESE p0551b1e Lertiricate Lnaln.
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Example Manufacturer CA Certificate — DER-encoded

The raw bytes of the DER-encoded, ASN.1 Manufacturer CA Certificate returned by the WPC Root
CA to ACME Charger Company (in response to the CSR) are shown here. See Annex A.3,
Manufacturer CA Certificate in PEM Format, for a PEM encoded version.

30:82:01:49:30:81:e£:20:03:02:01:02:02:0a:00:ef: fl:1d:6a:02:fe:al1:8£:d2:30:0a:06:08:2a:86:48:ce:
3d:04:03:02:30:11:31:0£:30:0d:06:03:55:04:03:0c: 06:57:50:43:43:41:58:30:22:18:0£:32:30:30:30:30:
31:30:31:30:30:30:30:30:30:5a2:18:0£:39:39:39:39: 31:32:33:31:32:33:35:39:35:39:5a:30:12:31:10:30:
0e:06:03:55:04:03:0c:07:43:41:43:41:2d:58:31:30: 59:30:13:06:07:22:86:48:ce:3d:02:01:06:08:2a:86:
48:ce:3d:03:01:07:03:42:00:04:b3:dl:ba:7d:2e:61: 4f:f7:8c:d6:63:fa:50:70:bc:ef:ba:52:3c:9d:3a:bl:

et STt 503 T4 ST 2 e 6630504 Serrertitree 3t faree 63546 d8::

02:92:11:b5:bb:7a:a7:fa:85:6f£:a3:2a:30:28:30:12: 06:03:55:1d:13:01:01:££:04:08:30:06:01 yO\l"ff:02:
01:00:30:12:06:05:67:81:14:01:01:01:01:££f:04:06: 04:04:00:00:00:01:30:0a:06:08:2a:86¢48uke:3¢:04:
03:02:03:49:00:30:46:02:21:00:90:6e:b5:64:05:aa: bl:bl:2e:af:£0:da:92:70:65:e6:df804:*37:06:84:45:
95:71:70:71:97:58:e9:a9:6c:da:02:21:00:£8:8a:2c: c4:d8:cl:bl:b6:9a:60:2d:£5:16:8a):7a:34:e4:8F:31:

3a:2a:48:4c:e6:63:62:07:1a:60:8:95:29

Example Manufacturer CA Certificate - data

Parsing this DER-encoded, ASN.1 data yields an X.509 certificate containing the following]
fbsCertificate field values and signatureValue data.

serialNumber: Oxefflld6al02feal8fd2
issuer: 'WPCCAX' (commonNarig)
validity.notBefore: 2000-Jan-01 00:0Q*00 (GeneralizedTime, ignored)
validity.notAfter: 9999-Dec-31~23:59:59 (GeneralizedTime, ignored)
subject: 'CACA-XI%) (commonName)
subjectPublicKey: 04:b3 e :ba:7d:2e:61:4f:£7:8c:d6:63:fa:50:70:bc:
gfiba:52:3c:9d:3a:bl:c8:£0:c5:da:6c:£5:03:de:43:
€2:9c:60:30:50:ec:4b:25:3e:ae:64:0b:cc:38:18:0a:
ec:f8:35:¢9:4f:00:d8:02:92:11:b5:bb:7a:a7:fa:85:
6f (65 bytes)
basi@Cohstraints: cA:True pathLen:0
wpc-gi-policy: 00:00:00:01
signature: 30:46:02:21:00:90:6e:05:64:05:aa:bl:bl:2e:af:£0:
da:92:70:65:e6:df:5d:37:06:84:45:95:71:70:71:97:

58:e9:a9:6c:da:02:21:00:£8:8a:2c:c4:d8:cl:bl:b6:

Q5:60:2d.£5.1¢6. cda34.0l.8F.37 .3 . A8 Ao .ol

63:62:07:1a:60:e8:95:29 (72 bytes)

A fuller, ‘byte -by-byte’ interpretation of the DER-encoded data is shown in Annex A.4,
Manufacturer CA Certificate in ASN.1 parser output.
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8.3.3 Verification of the Manufacturer CA Certificate signature

Assuming the manufacturer received the Manufacturer CA Certificate through a secure channel, it
has no reason to suspect the authenticity of this certificate. However, the manufacturer can check
the integrity of the certificate by verifying its signature. A Power Receiver Product makes the same
check for both integrity and authenticity. (Details of the verification of this signature are given in
later in Section 8.6.1.5 , Processing of the CERTIFICATE response data.)
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Example Product Unit Certificates

A manufacturer must provision each individual product unit with a unique Product Unit Certificate.
Here we generate two sample Product Unit Certificates. The first uses all possible fields and the
largest legal values for these fields, yielding a Product Unit Certificate of the maximum length
possible. The second example represents a more typical length containing a subset of fields and
non-maximum value lengths.

Example 1: maximum length Product Unit Certificate

In this first example, the values in the data fields will yield a Product Unit Certificate of maximum

ength. The Manufacturer CA Certificate generated earlier is also of the maximum length:; When
rombining these with the Root CA Certificate hash to create a Certificate Chain (see(Seetiqn 8.5,
Certificate Chain and digest of certificates example), the Certificate Chain will alse:have thg
maximum length possible.

n a compliant product, the private key that an individual product uses for. Authenticatior|is a
secret that would remain secure in its Secure Storage Subsystem. In these examples, howgver, we
Ieveal the private keys of the product units (just as we did with the, Manufacturer CA) to epose all
the inputs to the signature calculations. Here is that private key ECC key for our first exanpple
product unit, along with the associated public key.

FCC private-public keys

x = 0x77pb1£30e5d79a63fbcc35de8436e45d89c15£9998e898f2c6001lcaedae5£859 # public_key.x

y = 0x3a5076d2c7ad4aflbc56b479delbadall0cOaefd®30el1£04d0dd7657eb9321353 # public_key.y

ike the public key for the ManufacturérCA Certificate, the public key for this first Produgt Unit
Certificate is encoded with the uncompressed format to create a sample Product Unit Certificate
Chain of maximum length.

The following bytes are the serialized public key using the uncompressed point format

Fncoded public key

04:07:7b:1£:30\85%d7:9a:63:fb:cc:35:de:84:36:e4: 5d:89:c1:5£:99:98:e8:b8:£2:¢c6:00:1c:ae:da:ep:£8:
59:3a:50:068{d2:c7:a4:af:0b:c5:6b:47:9d:el:6a:da: 11:0c:0a:ef:d7:39:e1:£0:4d:0d:d7:65:7e:09:3%:13:

53

naddition to the public key, the Product Unit Certificate contains several other data valug¢s (as

defined in Table 7). Many of these (such as validity dates, serial numbers and RSIDs) would be
automatically generated by the HSM or the software that uses it, other values (such as the Qi ID)
would be static data for all units produced of the same type. The particular values used for these
other fields in this example are unimportant - except that they were chosen to generate the
maximum possible certificate length. These particular values can be seen later in the section Parser
output on page 55.
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Before we can assemble the full Product Unit Certificate, we need to bring the bytes of the encoded
public key together with all these other data fields of the tbsCertificate portion of the Product Unit
Certificate and DER-encode their ASN.1 representation so that we can generate the signature that
will be included in the certificate.

tbsCertificate data

30:82:01:5b:20:03:02:01:02:02:0a2:00:b0:9b:9f£:24: 00:a7:9e:a0:ae:30:0a:06:08:2a:86:48:ce:3d:04:03:
02:30:12:31:10:30:0e:06:03:55:04:03:0c:07:43:41: 43:41:2d:58:31:30:22:18:0£:32:30:32:31:30:38:32:
33:31:35:35:31:35:33:5a:18:0£:32:30:32:31:30:38: 32:34:31:35:35:31:35:33:5a2:30:81:8b:31:2c:30:2a:

06:03:55:04:03:0c:23:30:30:30:31:32:33:2d:52:61: 70:69:64:20:63:68:61:72:67:69:6e:67:20:62:61:67:

696Cc:20:/72:6L:61:73:74:605: t31:29:30: t06:03: 50:04:5C:04:20:53:58:40:67:64:47:068:70:63:]/9:42:
68:62:69:42:46:59:58:4e:30:5a:58:49:67:52:57:64: 6e:50:77:3d:3d:31:30:30:2e:06:0a:09:92326%[89:93:
£20:2c:64:01:01:0c:20:44:6£:20:6e:6£:74:20:75:73: 65:20:61:73:20:61:20:66:6c:6f:74:60174:69:[6f:6e:
200:64:65:76:69:63:65:30:59:30:13:06:07:22:86:48: ce:3d:02:01:06:08:2a:86:48:ce:3d%03:01:07:[03:42:
00:04:07:7b:1f:30:e5:d7:9a:63:fb:cc:35:de:84:36: e4:5d:89:c1:5£:99:98:e8:b8:f2:@6:00:1c:ae:da:e5:
£8:59:3a:50:76:d2:c7:a4:af:0b:c5:6b:47:9d:el:6a: da:11:0c:0a:ef:d7:39:elyf0:4d:0d:d7:65:7e:pp9:32:

13:53:23:1b:30:19:30:17:06:05:67:81:14:01:02:01: 01:££f:04:00:04:09:£f1:02.43:c4:15:06:e7:68:[19

We can now generate the signature that will be included in the Product Unit Certificate by
benerating an ECDSA signature of the tbsCertificate data with.the private key associated With the
Manufacturer CA Certificate. The resulting signature (1,8) values are shown here, togetherjwith all
the values required to re-generate them, including secdre random number (k) and the SHIA256

hash of the tbsCertificate data (z):

Kighature details

z = 0x74eb9%9e9389f3ae6343443660869ff9%1e57373170dc16800c9039e051b77cbla # message (digest)
r = 0xaB8290ec3c9%afdc085258cbb4ddb}023abcd5cd3678f41dce2f7cd4ccc9546fc56 # signature.r

s = 0xfaeb67f91479de6d31deelOb0c513e0a361dcd449f7faf4e933fe904957adecl0 # signature.s

The message digest (z) is theé SHA256 hash of the DER-encoded, tbsCertificate data.

The final step in creating the DER-encoded, ASN.1 sequence that represents the full X.509v3
Certificate requires @ssembling the tbsCertificate data along with encoded metadata descriping the
signature schenie and an encoded form of the signature itself according to the X.509 v3 s¢hema.
Doing so leads to the fully assembled, DER-encoded ASN.1 Product Unit Certificate showr] here:

Product Unit Certificate — example 1

T fatlho £.11 D 2 e Tl O e €3 o losas o ot £l Llicl £ 4+l 3 llth
TOSCTICT atCTHICTUIT T TUTUC T U T T G T U e ate, OT g I Uy tCS UT T P U OTTC RT y tUETTUTCT VIt a e

other data fields of the tbsCertificate portion of the Product Unit Certificate and assemble the
generated DER-encoded, ASN1 representation.
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30:82:01:06:30:82:01:5b:a0:03:02:01:02:02:0a:00: b0:9b0:9f:24:00:a7:9e:a0:ae:30:0a:06:08:2a:86:48:
ce:3d:04:03:02:30:12:31:10:30:0e:06:03:55:04:03: 0c:07:43:41:43:41:2d:58:31:30:22:18:0£:32:30:32:
31:30:38:32:33:31:35:35:31:35:33:5a2:18:0£:32:30: 32:31:30:38:32:34:31:35:35:31:35:33:5a:30:81:8b:
31:2c:30:22:06:03:55:04:03:0c:23:30:30:30:31:32: 33:2d:52:61:70:69:64:20:63:68:61:72:67:69:6e:67:
20:62:61:67:65:6c:20:74:6£:61:73:74:65:72:31:29: 30:27:06:03:55:04:5c:04:20:53:58:4d:67:64:47:68:
70:63:79:42:68:62:69:42:46:59:58:4e:30:5a:58:49: 67:52:57:64:6e:50:77:3d:3d:31:30:30:2e:06:0a:09:
92:26:89:93:£2:2¢c:64:01:01:0c:20:44:6£:20:6e:6f:  74:20:75:73:65:20:61:73:20:61:20:66:6c:6f:74:61:
74:69:6f:6€:20:64:65:76:69:63:65:30:59:30:13:06: 07:2a:86:48:ce:3d:02:01:06:08:2a:86:48:ce:3d:03:
01:07:03:42:00:04:07:7b:1£f:30:e5:d7:9a:63:fb:cc: 35:de:84:36:e4:5d:89:c1:5£:99:98:e8:b8:£2:c6:00:
lc:ae:da:e5:f8:59:3a:50:76:d2:c7:a4:af:0b:c5:6b: 47:9d:el:6a:da:11:0c:0a:ef:d7:39:e1:£0:4d:0d:d7:
65:[/€:09:32:13:53:a3:1b:30:19:30:17:06:05:67:81: 14:01:02:01:01:£f£:04:00:04:09:£1:02:d3:c%1p:06:
e7:p8:79:30:0a:06:08:2a:86:48:ce:3d:04:03:02:03: 49:00:30:46:02:21:00:a8:29:0e:c3:c9:afnd€:0B:52:
58:Fb:b4:7a:07:02:3a:bc:d5:cd:36:78:f4:1d:ce:2f: 7Tc:4c:cc:95:46:£c:56:02:21:00:fayel:67:£9:14:79:

:pd:31l:de:e7:0b:0c:51:3e:0a:36:1d:c4:49:f7:fa: f4:e9:33:fe:90:49:57:ad:ec:10

A PEM-encoded version of this certificate is given in Annex A.5, Product Jnit Certificate, eqample 1
in PEM format.

As we used the maximum sizes for all certificate fields values (andvalues thatlead to the mpximum
encoded lengths), the length of this certificate example (442 bytes) is the maximum possible length
for a Product Unit Certificate.

Parser output

Parsing this DER-encoded, ASN.1 data yields an X:509 certificate containing the following
[bsCertificate field values and signatureValug data.

serialNumber: 0xb0909f2400a79%ea 79 bytes, 10 when encoded)
issuer: 'CACA-X1' (coqﬂjnName)
validity.notBefore: 2021—Aug—bq:l5:51:53 (GeneralizedTime, ignored)
validity.notAfter: 2021 ‘394 15:51:53 (GeneralizedTime, ignored)
subject.attributel: '000}23—Rapid charging bagel toaster' (commonName, 35 chars [6+1+28]
b id: 123

(:) model: 'Rapid charging bagel toaster' (28 chars)

subject.at@%eZ: 53:58:4d:67:64:47:68:70:63:79:42:68:62:69:42:46:
(:) 59:58:4e:30:5a:58:49:67:52:57:64:6e:50:77:3d:3d (tagAFI, 32 bytes

s fé?%.attribute3: 'Do not use as a flotation device' (userId, 32 chars)

@ubjectPublicKey: 04:07:7b:1£:30:e5:d7:9a:63:fb:cc:35:de:84:36:e4:

od:gY:clior:yyivgiedibditzicob:U0:Iciaeida:edi1d:
59:3a:50:76:d2:c7:a4:af:0b:c5:6b:47:9d:el:6a:da:
11:0c:0a:ef:d7:39:e1:£0:4d:0d:d7:65:7e:b9:32:13:
53 (65 bytes)
wpc-gi-rsid: £1:02:d3:c4:15:06:e7:68:79 (9 bytes)
signature: 30:46:02:21:00:a8:29:0e:c3:c9:af:dc:08:52:58:cb:

b4:7a:b7:02:3a:bc:d5:cd:36:78:f4:1d:ce:2f:7c:4c:
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cc:95:46:£c:56:02:21:00:fa:eb:67:£9:14:79:de:6d:
3l:de:e7:0b:0c:51:3e:0a:36:1d:c4:49:f7:fa:f4:e9:

33:fe:90:49:57:ad:ec:10 (72 bytes

A fuller, ‘byte -by-byte’ interpretation of the DER-encoded data is shown in Annex A.6, Product
Unit Certificate, example 1 in ASN.1 parser output.

8.4.2 Example 2: typical length Product Unit Certificate

In this second example, the Product Unit Certificate omits some of the optional fields, uses less than
the maximum length for variable length fields, and uses the compressed point format for its public

key. This example is likely to be more typical of certificates encountered in real products\jhan the
first example.

Here is that private key ECC key that we will use for the second example productunit, alopg with
the associated public key.

FCC private-public keys

x = 0xefc57d5561496d90551e2£74c829520c360689d0f05bdef5f3d6e64aae39d71f # public_key.x

y = 0xdécbeaa0152853f7e2981ccff77928ba8055e416ad04£9725e7eba(l34d5a7cl4 # public_key.y

For details of the values used in the certificate other than‘the public key (shown above), seg parsed
butput. The DER-encoded, ASN.1 formatted tbsCertificate portion of the second certificate is shown
here.

tbsCertificate data

3¢:81:c5:20:03:02:01:02:02:09:00:£9:d5:c4:77:48: c4:eb:11:30:0a2:06:08:2a:86:48:ce:3d:04:03402:30:
12:31:10:30:0€:06:03:55:04:03:0c:07:48:41:43:41: 2d:58:31:30:22:18:0£:32:30:32:31:30:38:32934:31:
32:30:36:30:30:52:18:0f:32:30:32%31:30:38:32:35: 31:32:30:36:30:30:5a2:30:18:31:16:30:14:06303:55:
04:03:0c:0d:30:30:30:30:34:32:2d:4d:6f:64:65:6c: 33:30:39:30:13:06:07:2a:86:48:ce:3d:02:01406:08:
23:86:48:ce:3d:03:01:07:08:22:00:02:ef:c5:7d:55: 61:49:6d:90:55:1e:2f:74:¢c8:29:52:0c:36:06189:d0:
f¢:5b:de:£5:f3:d6:epidaka6:39:d7:1f:a3:12:30:18: 30:16:06:05:67:81:14:01:02:01:01:£f:04:0a304:08:

0¢:00:de:ad:be:efi: 1234

As with the first example, we generate the signature that will be included in the Product Ynit
Certificate by generating an ECDSA signature of the tbsCertificate data with the private kgy
hssocidted with the Manufacturer CA Certificate. The resulting signature (r,s) values are shown

ere-togetherwillall-the valuesreguired-tore-generate-themincludinesecurerandem-Hdumber
eretogether-Wwhtanrthe-vaibdesreqiredato-re-generate-thepshertdehg-secure ranaoem+

(k) and the SHA256 hash of the tbsCertificate data (z):
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signature details

N
[l

0xc348c7cb55p4039c96£d033685ef4aeaf56b648b2011d48fb164685806aa4f73 # message (digest)
r = 0x665001e260d662al0b757051146dbell0fcd5cf92b1£f££340b18896fca958569 # signature.r

s = 0Oxaac30f10cb8a4a0055a3ccec0c94d5e031ad45a919b5b28£29a63e58c7097b0f # signature.s

To create the DER-encoded, ASN.1 sequence to yield the following full X.509 v3 certificate, assemble
the tbsCertificate data along with encoded metadata describing the signature scheme and an
encoded form of the signature itself.

Assembling the tbsCertificate data along with encoded metadata describing the signature scheme
and an encoded form of the signature data according to the X.509 v3 schema yields the full, DER-

encoded, ASN.1 example 2 Product Unit Certificate shown here

Product Unit Certificate — example 2

w

:82:01:1e:30:81:c5:20:03:02:01:02:02:09:00:£9: d5:c4:77:48:c4:eb:11:30:0a06:08:2a:86:484ce:3d:
04:03:02:30:12:31:10:30:0€:06:03:55:04:03:0c:07: 43:41:43:41:2d:58:31:30¢22248:0£:32:30:32431:30:
394:32:34:31:32:30:36:30:30:5a2:18:0£:32:30:32:31: 30:38:32:35:31:32:30:36230:30:5a2:30:18:31416:30:
14:06:03:55:04:03:0c:0d:30:30:30:30:34:32:2d:4d: 6£:64:65:6c:33:30:39+30:13:06:07:2a:86:48]ce:3d:
04:01:06:08:2a:86:48:ce:3d:03:01:07:03:22:00:02: ef:c5:7d:55:61%49%6d:90:55:1e:2£:74:c8:29452:0c:
34:06:89:d0:f0:5b:de:f5:f3:d6:e6:4a:a6:39:d7:1f: a3:1a:30:18:30716:06:05:67:81:14:01:02:01401:Ff:
04:02:04:08:00:00:de:ad:be:ef:12:34:30:0a:06:08: 2a:86:48:ce:3d:04:03:02:03:48:00:30:45:02420:66:
5(0:b1:2:60:d6:62:21:0b:75:70:51:14:6d:be:11:0f: cd:3¢c:f9:2b:1f:ff:34:00:18:89:6f:€a:95:85469:02:
23:00:aa:c3:0f£:10:cb:8a:4a:00:55:a3:cc:ec:0c:94: dE%e0:31:ad:45:29:19:b5:02:8£:29:26:3e:584c7:09:

Tg:0f:

A PEM-encoded version of this certificatéis given in Annex A.7, Product Unit Certificate, edample 2
fn PEM format.

Parsing this DER-encoded, ASN.1 data yields an X.509 certificate containing the following]
tbsCertificate field values and\signatureValue data.
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parsed output
serialNumber: 0xf9d5c47748c4ebll (8 bytes, 9 when encoded)
issuer: 'CACA-X1' (commonName)

validity.notBefore: 2021-Aug-24 12:06:00 (GeneralizedTime, ignored)

validity.notAfter: 2021-Aug-25 12:06:00 (GeneralizedTime, ignored)

subject.attributel: '000042-Model3' (commonName, 13 chars [6+1+6])
gi_id: 42
model: 'Model3' (6 chars)

subject.attribute2: - not used -

subject.attribute3: - not used -

subjectPublicKey: 02:ef:c5:7d:55:61:49:6d:90:55:1e:2f:74:c8:29:52:
0c:36:06:89:d0:£f0:5b:de:£5:£3:d6:e6:4a:a6:39:d7: (1/%
1f (33 bytes) .(19
wpc-gi-rsid: 00:00:de:ad:be:ef:12:34 (8 bytes) 9
signature: 30:45:02:20:66:50:b1:e2:60:d6:62:al1:0b:75:70: l@rb

14:6d:be:11:0f:cd:5c:£9:2b:1f:£ff:34:0b:18:8 6
€a:95:85:69:02:21:00:aa:c3:0£:10:cb:8aj; @:55:
a3:cc:ec:0c:94:d5:e0:3l:ad:45:a9:19ég:8f:29:
a6:3e:58:c7:09:7b:0f (71 bytes) s\\

A fuller, ‘byte -by-byte’ interpretation of the DER-en
[/nit Certificate, example 2 in ASN.1 parser output.

@ ata is shown in Annex A.8, Pr

&\

¥

bduct
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8.5 Certificate Chain and digest of certificates example

As defined in Table 7 (in Section 3.1), assembling a Certificate Chain is the process of:

Concatenating the bytes of the Root CA Certificate hash together with the bytes of the DER-
encoded, Manufacturer CA Certificate, and those of the DER-encoded Product Unit Certificate

Prepending that whole sequence with two bytes that indicate the total sequence length
(including the two bytes of the length code itself)

8.5.1 Example 1: maximum length Certificate Chain

n this first example of generating a Certificate Chain, we assemble the chain for the first ¢xample
Product Unit Certificate we created.

Concatenating the 32 bytes of the Root CA Certificate hash (see Section 8.22, Déimmy|Root CA
Certificate - hash), the 333 bytes of our ACME Charger Co example Manufaeturer CA Certificate
(see Section 8.3.1, Example Manufacturer CA Certificate — DER-encodedyand the 442 |bytes of
the first example Product Unit Certificate (see Chapter 8, Examplé Product Unit Certif|cates)

yields a sequence of 807 bytes (32 + 333 + 442).

Prepending this with two bytes that indicate the final seqtierice length (809 = 2 + 807) yields
the following complete Certificate Chain byte sequence.
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Certificate’Chain digest

huthentication protocol. The SHA256 hash of this sample chain is:

example of a Certificate Chain of the maximum possible size (809 bytes).

As both the Manufactuter CA Certificate and the Product Unit Certificate in this chain are
maximum possible(lengths (and the lengths of the other two components are fixed), this i

The SHA256 hash “digest” of each Certificate Chain is used as an identifier in various part

of the
S an

s of the

0x4629653adlceb37c6a36f0ccl1b4291686392785f0f826dfded35eac5fcc50fc
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8.5.2 Example 2: typical length Certificate Chain

Our second example of generating a Certificate Chain assembles the chain for the second example
Product Unit Certificate we created. Other than which Product Unit Certificate is used (and
therefore the final length of the chain), this example is the same as the first one. The second chain
is shown here and has total length of 657 (2 + 32 + 333 + 290).

02:91:¢cb:29:05:19:¢6:52:67:94:c2:4d:d5:3b:cd:15:¢c2:0£:39:96:a8:ac:62:02:8£:75:91:44:46:77:b3:9c:

0a:9c:30:82:01:49:30:81:ef:20:03:02:01:02:02:0a:00:ef:f1:1d:6a:02:fe:al1:8£:d2:30:0a:06:08:2a:86:

48:ce:3d:04:03:02:30:11:31:0£:30:0d4:06:03:55:04:03:0c:06:57:50:43:43:41:58:30:22:18:0£:32:30:30:

30:30:31:30:31:30:30:30:30:30:30:52:18:0£:39:39:39:39:31:32:33:31:32:33:35:39:35:39:5a:30:12:31:

10:30:0e:06:03:55:04:03:0c:07:43:41:43:41:2d:58:31:30:59:30:13:06:07:2a:86:48:ce:3d:02:01:06:/08:

2a:86:48:ce:3d:03:01:07:03:42:00:04:b3:dl:ba:7d:2e:61:4£:£7:8c:d6:63:fa:50:70:bc:ef:bas92§3c:[9d:

3a:bl:c8:f0:c5:da:6c:£5:03:de:43:2:9c:60:30:50:ec:4b:25:3e:ae:64:0b:cc:38:18:0a:ec:f8;85:c9:[4f:

0b:d8:02:92:11:b5:bb:7a:a7:fa:85:6£:a3:2a:30:28:30:12:06:03:55:1d:13:01:01:££:04y 08%¥30:06:01:{01:

££:02:01:00:30:12:06:05:67:81:14:01:01:01:01:££:04:06:04:04:00:00:00:01:30:05M08:08:2a:86:48:|ce:

3d:04:03:02:03:49:00:30:46:02:21:00:90:6e:b5:64:05:aa:bl:bl:2e:af:£f0:da@:0:65:e6:df:5d:37:[06:

84:45:95:71:70:71:97:58:e9:a9:6c:da:02:21:00:£8:8a:2c:c4:d8:cl:bl:bg:0a)60:2d:£5:16:8a:7a:34:fe4:

8f:31:3a:2a:48:4c:e6:63:62:07:1a:60:€8:95:29:30:82:01:1e:30:81:¢5:90¢03:02:01:02:02:09:00:£9:|d5:

c4:77:48:c4:eb:11:30:0a:06:08:2a:86:48:ce:3d:04:03:02:30:12:31N.0:30:0e:06:03:55:04:03:0c:07:43:

41:43:41:2d:58:31:30:22:18:0£:32:30:32:31:30:38:32:34:31:82%30:36:30:30:5a:18:0£:32:30:32:31:30:

38:32:35:31:32:30:36:30:30:5a:30:18:31:16:30:14:06:03355%04:03:0c:0d:30:30:30:30:34:32:2d:4d:|6f:

64:65:6c:33:30:39:30:13:06:07:22:86:48:ce:3d:02:01800r08:22:86:48:ce:3d:03:01:07:03:22:00:02:fef:

c5:7d:55:61:49:6d:90:55:1e:2£:74:¢c8:29:52:0c:36,08:89:d0:£0:5b:de:£5:£3:d6:e6:4a:a6:39:d7:1£:[a3:

12:30:18:30:16:06:05:67:81:14:01:02:01:01:£§:04:0a:04:08:00:00:de:ad:be:ef:12:34:30:0a:06:08:2a:

86:48:ce:3d:04:03:02:03:48:00:30:45:02;@L)66:50:bl:e2:60:d6:62:a1:0b:75:70:51:14:6d:be:11:0£f:fcd:

5c:£9:2b:1£f:£f£:34:0b0:18:89:6f:ea:95¢85:69:02:21:00:aa:c3:0£:10:cb:8a:4a:00:55:a3:cc:ec:0c:94:[d5:

e0:31:ad:45:a9:19:b5:02:8£:RB:a6:3e:58:¢7:09:7b:0f

Certificate Chain digest
The SHA256 hash of'this example chain is:

0xe36091fafl13080874ce8656c28e23376e8ba29bdfbcfaf3cb34a81dd48847£22
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8.6

8.6.1

Table 261 GET_DIGESTS request

Authentication examples

Here we demonstrate the details of the authentication of Power Transmitter Products by
Receiver Products using the Authentication Protocol. The Power Transmitter Products in
examples use the example Certificate Chains that we generated earlier in the chapter.

Test of example 1, maximum length Certificate Chain

Power
these

In this first authentication exchange example, a Power Receiver Product is going to use the “Flow
with caching” behavior (described in Section 7.2, Flow with caching) to test the authenticity of a

Power Transmitter Product that has the long Certificate Chain (described in Section 8.5.1, Example

1: maximum length Certificate Chain) loaded in Certificate Chain slot 0.

B.6.1.1 GET_DIGESTS request

PDnce the Power Receiver Product has confirmed that the Power Transmitter’Product sup
huthentication, the exchange of messages begins with a GET_DIGESTS request from the P
Receiver Product. The Power Receiver Product chooses to ask for the digests of all slots and
Power Transmitter Product for chain digests by sending a GET_BIGESTS request messagg
romposed as defined in Table 26.

borts
bwer
queries

b, by by b, b, b, b, b

0x19 (GET_BIGESTS Message Header)

0x0 (Reserved) OxF (Slot Mask)

The concatenated hex form of this request is:

19:0f ‘

B.6.1.2 DIGESTS response

Hefinition given in Table 17 (in Section 5.1). As the Power Transmitter Product only has 4
Certificate Chain (populated in slot 0) it sets both slot masks of the message to 0x1 and ir
the32-byte SHA256 digest of its slot 0 Certificate Chain as the ‘digests returned’ data (i.e

The Power Transmitter Product returns a DIGESTS response message composed according to the

single
cludes
the

digest value given 1n Section 6.5. 1, Example 1 maximuim length certijicate Lhain.
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Table 27: DIGESTS response

Fequest message shown in Table 28 (see this also described in Table 14 (in Section 5.1).

Table 28: GET_CERTIFICATE request message - example 1

b, bg b; b, b, b, b, by
B, 0x11 (DIGESTS Message Header)
B, 0x1 (Slots Populated Mask) 0x1 (Slots Returned Mask)
B,... By 0x4629653ad1ceb37c6a36f0cc11b4291686392785f0f826dfded35eac5fcc50fc
(Digests Returned)

The concatenated hex form of this DIGESTS response message is:
11:11:46:29:65:3a:dl:ce:b3:7c:6a:36:£0:cc:11:b4: 29:16:86:39:27:85:£0:£8:26:df:defd8#5e:ac:5Ff:cc:
50:fc

8.6.1.3 GET_CERTIFICATE request

After discovering that it does not have cached Certificate Chaih data associated with the digest

value returned in the DIGESTS response, the Power ReceiverProduct then requests the whole of
the Certificate Chain in slot 0 of the Power Transmitter®roduct by sending a GET_CERTIFICATE

b, bg b b, b, b, b, bo
By OxTa (GET_CERTIFICATE Message Header)
B, to B,, 0x0 (OffsetA8) 0x0 (LengthA8) 0x0 (Slot Nimber)
B;; to By, 0x00 (Offset70)
Bs, to By 0x00 (Length70)

The concatenated hex form of this GET_CERTIFICATE request message is:

1a:00400%00

.6.1.4 CERTIFICATE response

On receipt of this GET_CERTIFICATE request, the Power Transmitter responds with a

CERTIFICATE response using the format defined in Table 18 (in Section 5.3). As the request is for
the full slot 0 Certificate Chain, the message is simply composed of the CERTIFICATE Message

Header byte (0x12) followed by the bytes of the entire Certificate Chain held in slot 0. Th
concatenated hex form of this response is:

e
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12:

86:

30:

31:

08:

9d:

4f:

01:

ce:

06:

ed:

b0:

:(07:43:41:43:41:2d:58:31:30:22:18:0£:32:30:32: 31:30:38:32:33:31:35:35:31:35B3aba:18:0£:32:30:

32:

33:

30:

67:

74z

07:

353

47:

14:

49:

T@s

f4:

03:29:cb:29:05:19:¢c6:52:67:94:c2:4d:d5:3b:cd: 15:c2:0£:39:96:a8:ac:62:02:8£:75:91:44:46:77:b3:

:0a:9¢:30:82:01:49:30:81:ef:a20:03:02:01:02:02: 0Qa:00:ef:fl:1d:6a:02:fe:al:8£:d2:30:0a:06:08:2a:

48:ce:3d:04:03:02:30:11:31:0£:30:0d4:06:03:55: 04:03:0c:06:57:50:43:43:41:58:30:22:18:0£:32:30:

30:30:31:30:31:30:30:30:30:30:30:52:18:0£:39: 39:39:39:31:32:33:31:32:33:35:39:35:39:5a:30:12:

10:30:0€:06:03:55:04:03:0c:07:43:41:43:41:2d: 58:31:30:59:30:13:06:07:2a:86:48:ce:3d:02:01:06:

3a:bl:c8:f0:c5:da:6c:£5:03:de:43:2:9¢c:60:30: 50:ec:4b:25:3e:ae:64:0b:cc:38:18:0a:ec:£8:35:¢9:

0b:d8:02:92:11:b5:bb:7a:a7:fa:85:6f:a3:2a:30: 28:30:12:06:03:55:1d:13:01:01:££:04:08:30:06:01:

££:02:01:00:30:12:06:05:67:81:14:01:01:01:01: F££:04:06:04:04:00:00:00:01:30:02:06:08:22:86:48:

d:04:03:02:03:49:00:30:46:02:21:00:90:6e:b5: 64:05:aa:bl:bl:2e:af:£0:da:92:70:65:e6:df:5d43/7)

4:45:95:71:70:71:97:58:e9:29:6c:da:02:21:00: f£8:8a:2c:c4:d8:cl:bl:b6:9%9a:60:2d:£5:16:8ax\a):34:

f£:31:3a:2a:48:4c:e6:63:62:07:1a:60:8:95:29: 30:82:01:b6:30:82:01:5b:a0:03:02:01:0292:0a:00:

b:9f:24:00:a7:9e:a0:2e:30:0a:06:08:2a:86:48: ce:3d:04:03:02:30:12:31:10:30:0ey06:03:55:04:03:

1:30:38:32:34:31:35:35:31:35:33:5a:30:81:8b: 31:2c:30:2a:06:03:55:04:03:0€423:30:30:30:31:32:

d:52:61:70:69:64:20:63:68:61:72:67:69:6e:67: 20:62:61:67:65:6c:20: ML 0L:61:73:74:65:72:31:29:

7:06:03:55:04:5c:04:20:53:58:4d:67:64:47:68: 70:63:79:42:68:62:69%42:46:59:58:4e:30:5a:58:49:

2:57:64:6e:50:77:3d:3d:31:30:30:2e:06:0a:09: 92:26:89:93:£2N2€:64:01:01:0c:20:44:6£:20:6e:6f:

0:75:73:65:20:61:73:20:61:20:66:6c:6£:74:61: 74:69:6f:6€ PO 64:65:76:69:63:65:30:59:30:13:06:

a:86:48:ce:3d:02:01:06:08:2a2:86:48:ce:3d:03: 01:07:03N:00:04:07:7b:1£:30:e5:d7:9a:63:fb:cc:

©:84:36:e4:5d:89:c1:5£:99:98:e8:0b8:£2:¢c6:00: lc:ae:da:e5:£8:59:3a:50:76:d2:c7:a4:af:0b:c5:6b:

d:el:6a:da:11:0c:0a:ef:d7:39:el:£0:4d:0d:d7: ¥3N7e:b9:32:13:53:a3:1b:30:19:30:17:06:05:67:81:

1:02:01:01:££:04:00:04:09:£1:02:d3:¢c4:15:08"e7:68:79:30:0a:06:08:2a:86:48:ce:3d:04:03:02:03:

0:30:46:02:21:00:a8:29:0e:c3:c9:af:dc:08352: 58:cb:b4:7a:b7:02:3a:bc:d5:cd:36:78:f4:1d:ce:2f:

B.6.1.5 Processing-of the CERTIFICATE response data

PDn receiving the Certificate Chain, the Power Receiver Product needs to split the chain info the
Root CA Certificate digest, the Manufacturer CA Certificate, and the Product Unit Certificatg¢. It then
starts thé process of verifying the authenticity of the Product Unit Certificate by checking|that the
Root/CA.Certificate Digest is the digest of a Root CA Certificate that it implicitly trusts. If if is, the
Power Receiver Product then verifies that Manufacturer CA Certificate was signed by the private

€y assoclated with that Root CA Certiiicate, and finally that the Product Unit Certiiicate was
signed by the private key associated with the Manufacturer CA Certificate.

Verification of the Root CA Certificate

The Power Receiver Product implicitly trusts one or more WPC Root CA Certificates. The process of
checking the Root CA Certificate portion of the Certificate Chain is simply to test if the Root CA
Certificate hash included in the chain is the hash of one of the WPC Root CA Certificates that the
Power Receiver Product trusts. This is a simple numerical comparison.
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Verification of the Manufacturer CA Certificate

To check the authenticity and integrity of the Manufacturer CA Certificate, the Power Receiver
Product checks the validity of the ECDSA signature of the certificate following the process outlined
earlier in Section 8.1.1, Verifying the ECDSA signature of an X.509 Certificate. We begin the process
by extracting three pieces of information from the certificate: the “tbsCertificate” portion of the
DER-encoded certificate, the claimed “issuer” and the “signature” data (which we deserialize):

tbsCertificate data

30:81:ef:a0:03:02:01:02:02:0a:00:ef:f1:1d:6a:02: fe:al:8£f:d2:30:0a:06:08:2a:86:48:ce:3d:04:03:02:

30:11:31:0£:30:0d:06:03:55:04:03:0c:06:57:50:43: 43:41:58:30:22:18:0£:32:30:30:30:30:31:30:31:30:

30:30:3p4+30+30+55+18+0£:30:30.39:390.231 . - 231 . 2.232.23c.230.23C0.230. 0 .230.79.27.710.30.0..0c.023.00C

04:03:0£:07:43:41:43:41:2d:58:31:30:59:30:13:06: 07:2a:86:48:ce:3d:02:01:06:08:2a:86:48:ce:3a:03
01:07:0B:42:00:04:b3:dl:ba:7d:2e:61:4f:£7:8c:d6: 63:fa:50:70:bc:ef:ba:52:3c:9d:3a:bl:c8:£4%ch:da
6c:f5:0B:de:43:2:9c:60:30:50:ec:4b:25:3e:ae:64: Ob:cc:38:18:0a:ec:£8:35:c9:4f:0b:d8:02189¢:11:b5
bb:7a:af:fa:85:6£:a3:2a:30:28:30:12:06:03:55:1d: 13:01:01:££:04:08:30:06:01:01:£f£302%091:00:30:12

06:05:6f:81:14:01:01:01:01:££:04:06:04:04:00:00: 00:01

ssuer

WPCCAX

sighature

r = 0x9p6eb56405aablbl2eaff0da927065e6df5d370684459571707LM9F58e9a96cda # signature.r (to be verifled)

s = 0xfpB8a2cc4dB8clblb69a602df5168a7a34e48f313a2a484ce66862071a60e89529 # signature.s (to be verifled)

We then need to establish the “public key*of the claimed issuer. Unlike the earlier, self-signfed, Root
CA example, the claimed “issuer” of thé, Manufacturer CA Certificate (the party that is mear) to have
signed it) is a second party (in thiscase “WPCCAX”"). If the Power Receiver Product alreadytrusts a
CA called “WPCCAX” it will alspknow its “public key”. In this case, “WPCCAX” represents the WPC
Root CA - a party that the Power Receiver Product would implicitly trust and for which itjwould

hlready know the “public key”.

Starting the ECDSA(verification process by generating the SHA256 hash of the “tbsCertificqte” data
then bringing thisvalue (z) together with the “public key” of “WPCCAX” (as given in the Rpot CA
Certificate andishown in serialized form in Section 8.2.3, Dummy Root CA Certificate - data) and the
fwo components of the signature that is to be validated yields the full collection of data vglues
[shown.below) that we can then feed into an ECC signature verification routine.

z = 0x8ad00ca5997f7effc86£315245ca3b460bbdb228721a63dfcf2a2b5a709£355b # message hash (digest)

x = 0x52aaa0fb0c4£0891581e0fcbb6f9a93daceadb9532eb9dc9c5e£985dfd80d31c # public key.x

y = 0x8d8el77eafe3da538adb56d95d66908£2b437c593c4c34edb7cb5aled981108£f3 # public key.y

r = 0x906eb56405aablbl2eaff0da927065e6df5d37068445957170719758e9%a96cda # signature.r (to be verified)

s = 0xf88a2cc4dB8clblb69a602df5168a7a34e48£313a2a484ce66362071a60e89529 # signature.s (to be verified)
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On verifying this signature, the Power Receiver Products assumes that it can trust the contents of

the Manufacturer CA Certificate and caches the “public key” serialized in the certificate
“subjectPublicKey” field as the trusted public key of Manufacturer CA “CACA-X1".

Verification of the Product Unit Certificate

Now that the Power Receiver Product is satisfied with the integrity and authenticity of the

Manufacturer CA Certificate, the Power Receiver Product then verifies the Product Unit Certificate

following the same process. Once again, we extract and hash the tbsCertificate data and then, in this

case, test the signature with respect to the public keys of CACA-X1—the claimed issuer of this

certificate. The extracted values and the full collection of data input to the ECC signature verification

algorithm are shown below.

tbsCertificate data
30:82:0):5b:a0:03:02:01:02:02:0a:00:00:9b:9f:24: 00:a7:9e:a0:ae:30:0a:06:08:2a:86:48:¢e4x3d:04:03
02:30:1pP:31:10:30:0e:06:03:55:04:03:0c:07:43:41: 43:41:2d:58:31:30:22:18:0£:32:30:302481:30:38:32
33:31: :35:31:35:33:52:18:0£:32:30:32:31:30:38: 32:34:31:35:35:31:35:33:5a:30:88bH:31:2c:30:2a
06:03:5p:04:03:0c:23:30:30:30:31:32:33:2d:52:61: 70:69:64:20:63:68:61:72:67:6996€:67:20:62:61:67
65:6Cc:2P:74:6£:61:73:74:65:72:31:29:30:27:06:03: 55:04:5c:04:20:53:58:4d:67:064:47:68:70:63:79:42
68:62: :42:46:59:58:4e:30:5a:58:49:67:52:57:64: 6e:50:77:3d:3d:31:30:3QMe:06:0a:09:92:26:89:93
£2:2c:6$:01:01:0c:20:44:6£:20:6e:6£:74:20:75:73: 65:20:61:73:20:61:20266:6c:6£:74:61:74:69:6f:6e
20:64:6p:76:69:63:65:30:59:30:13:06:07:22:86:48: ce:3d:02:01:067Q8:2a:86:48:ce:3d:03:01:07:03:42
00:04:0f:7b:1£:30:e5:d7:9a:63:fb:cc:35:de:84:36: e4:5d:89:c1%H£:99:98:e8:b8:£2:c6:00:1c:ae:da:eb
£8:59:3p:50:76:d2:c7:a4:af:0b:c5:6b:47:9d:el:6a: da:ll:0ca:ef:d7:39:e1:£0:4d:0d:d7:65:7e:09:32
13:53:aB:1b:30:19:30:17:06:05:67:81:14:01:02:01: 01:ff»04:00:04:09:£1:02:d3:c4:15:06:e7:68:79

ssuer
CACA-X1

Kignature verification details

z = 0x74eb9e9389f3ae6343443660869ff561e57373170dc16800c9039e051b77cbla # message hash (digest)

O0xb3dlba7d2e614ff783d663fa5070bcefba523c9d3ablc8f0c5dabcf503ded3e2

public_key.x

«

T

haDraduct Tnit Cartificata
HeHedauct ot seraHeate

T

nd-cachesthe
aha-caenesS—+tie

‘Bublickay” that ic
PHBeRey—natiS

ha cartificat
He-certHeate

y = 0x9c603050ec4bR58eaec640bcc38180aecf835¢c94£f0bd8029211b5bb7aa7fa856f # public key.y

r = 0xaB8290ee888afdc085258cbb47ab7023abcd5cd3678f41dce2f7cd4ccc9546fc56 # signature.r (to be veyified)
s = O0xfagh67f91479de6d31dee70b0c513e0a361dc449f7faf4e933fe904957adecl0 # signature.s (to be vegified)
Dn'yerifying this signature, the Power Receiver Product assumes that it can trust the confents of

“subjectPublicKey” field as the trusted, “public key” of this individual product unit. (Securely
caching this “public key” along with the SHA256 hash “digest” of the full Certificate Chain allows
the parsing of this particular Certificate Chain to be skipped in the future.)
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When the Power Receiver Product is satisfied that the Certificate Chain is genuine, it continues the
process of authentication by challenging the Power Transmitter Product to show that it has the
private key associated with the Product Unit Certificate.

To do so, the Power Receiver Product sends a CHALLENGE request message asking for a signature
to be generated using the private key associated with the slot that this Certificate Chain is held in
(slot 0). The message, shown below in Table 29, includes some random data from the Power

Receiver Product and is composed as defined in Table 15 (in Section 5.1).

Table 29: CHALLENGE request

b, bg by b, b, b, b, by
B, 0x1b (CHALLENGE Message Header)
B, 0x0 (Reserved) 0x0 (Slot Number)
B,...B;; 0x3c2f44d265e340a5ccac0f724d792c4a (Nonce)

The concatenated hex form of this is:

1b:00:3c:2£:44:d2:65:e3:40:a5:cc:ac:0£:72:4d:79:

2c:4a

Table 30: TBSAuth data - example 1

B.6.1.7 Processing of the CHALLENGE request message

The Power Transmitter Product parses the CHALLENGE request message to recover the slot index
then composes the full “TBSAuth” data (the ‘message’ that is to be signed) as defined in Thble 20
in Section 5.1). The assembled “TBSAuth” data for this challenge is shown in Table 30.

b, bg b, b, b, b, b, b,
By 0x41 (Prefix 'A'")
B, to B, 0x4629653ad1ceb37c6a36f0cc11b4291686392785f0f826dfded35eac5fcc0fc
(Certificate Chain Hash)
B,; to By 0x1b003c2f44d265e340a5ccac0f724d792c4a (Challenge Request)
B¢, to/Bg; 0x1311fc (Copy of BO to B2 of a CHALLENGE_AUTH response)

The concatenated hex form of this TBSAuth data is:

41:46:29:65:3a:dl:ce:b3:7c:6a:36:£0:cc:11:b4:29:

fc:1b:00:3c:2£:44:d2:65:e3:40:a5:cc:ac:0£:72:4d:

79:2c:4a:13:11:fc

16:86:39:27:85:£0:£8:26:df:de:d3:5e:ac:5f:cc:50:



https://iecnorm.com/api/?name=12769f7a84d288c700665d944ca2ed56

IEC 63563-9:2025 © IEC 2025 -73-

The Power Transmitter Product then computes the SHA256 hash of the “TBSAuth” data:

0x4cle51e60cab65107e212293a7586d5b87e7cd05a2ead43dda331£477%ae8e5bb ‘

and then securely generates an ECC signature using its private key. The resulting signature (r,s)
values are shown here, together will all the values required to re-generate them - including the
secure random number (k) and the SHA256 hash “digest” of the “TBSAuth” data (z):

signature details

z = 0x4cle51e60cab65107e212293a7586d5b87e7cd05a2ea43dda331£4779%ae8e5bb # message (digest)

= 0x01°0046fo3340100a8d7a1ohn0c4000800836884084dd dhe746226370h06c8ah # signature »

K
|

s = 0xec3e9c8£8c773115b5861308b6b8ea9901cb66f6£2£8e110d£697559535feb81 # signature.s

8.6.1.8 CHALLENGE_AUTH response

The Power Transmitter Product then composes a CHALLENGE_AUTH response message ipcluding
the signature data, as shown inTable 31 (composed as defined by Tableyt9 (in Section 5.1))).

Table 31] CHALLENGE_AUTH response message — example 1

b, b b b, b, b, b, b
B, 0x13 (CHALLENGE_AUTH Message Header)
B, 0x1 (Maximum Auth Protocol Version) 0x1 (Slots Populated Mask)
B, Oxfc (Certificate Chain Hash LSB)
B;...Bs, 0x91:59:94:6f;€3:4c:19:6a:8d:7a:1e:b5:0c:4e:06:e6:

53:68:8d08:dd:87:22:db:e7:46:2a:63:7b:06:c5:ab
(Signature r value)

Bss...Bgg Oxec:3e:9c:8f:8¢:77:31:15:b5:86:13:08:b6:b8:ea:99:
01:cb:66:f6:f2:f8:€1:10:df:69:75:59:53:5f:eb:81
(Signature s value)

The concatenated hex form of this response is:

13:11;:f8M4:59:94:6f:e3:4c:19:6a:8d:7a:1le:b5:0c: 4e:06:€6:53:68:8d:08:dd:87:22:db:e7:46:2a:6}:7b:
06:85:Bb:ec:3e:9c:8£:8c:77:31:15:05:86:13:08:b6: b8:ea:99:01:cb:66:£6:£2:£8:1:10:df:69:75:59:53:

N Mb:81
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8.6.1.9 Processing the CHALLENGE_AUTH response message

On receipt of the CHALLENGE_AUTH response, the Power Receiver Product parses the data and
assembles what should be a facsimile of the “TBSAuth” bytes that the Power Transmitter Product
signed (using the definition given in Table 20 (in Section 5.1)).

41:46:29:65:3a:dl:ce:b3:7c:6a:36:£f0:cc:11:b4:29: 16:86:39:27:85:£0:£8:26:df:de:d3:5e:ac:5f:cc:50:

fc:1b:00:3c:2f:44:d2:65:e3:40:a5:cc:ac:0£:72:4d: 79:2c:4a:13:11:fc

The Power Receiver then calculates the SHA256 hash of this data:

Ox4cle51e60cab65107e212293a7586d5b87e7cd05a2ea43dda331£477%ae8e5bb

Kighature verification details

The Power Receiver Product then verifies that the signature data returned in the
CHALLENGE_AUTH response is consistent with the private key associated with the publid key of

the Product Unit Certificate in slot 0. The full list of inputs required to be-féd into an ECC signature
verification routine to test this signature are summarized here:.

z = 0Ox4cle51e60cab65107e212293a7586d5b87e7cd05a2ea43dda331£477%9ag888bb # message hash (digest

X
Il

0x77b1£30e5d79a63fbcc35de8436€45d89c15£9998e8b8£f2c6001cagdakdf859 # public key.x

y = 0x3a5076d2c7a4af0bc56b479delb6adall0c0aefd739e1£04d0ddq65Y&b9321353 # public key.y

=
Il

0x9159946fe34cl196a8d7aleb50c4e06e653688d08dd8722dkhe7862a637b06c5ab # signature.r (to be vdrified)

s = 0xec3e9c8£8c773115b5861308b6b8ea%901cb66f6f2f84IN0df697559535feb81 # signature.s (to be v¢rified)

After successfully verifying the signature, the:Power Receiver Product considers that the [Power
Transmitter Product has passed the authentication test.

8.6.2 [lest of example 2, typical length Certificate Chain

This authentication examplejtests the Certificate Chain we created in Section 8.5.2, Example 2:
typical length Certificate Chain. In addition, it also differs from the first example in terms of flow, as
the Power ReceiverProduct breaks the “certificate request” process into two steps.

8.6.2.1 GET DIGESTS request

PDnce the'Power Receiver Product has confirmed that the Power Transmitter Product supports
huthentication, the exchange of messages begins with a GET_DIGESTS request from the Ppwer

3 PDoaod o TL oD R H Do d..or o1 'S 1§, £l A3 foafall clot 3
ACLUIVET T TUUULL TITIC T UVWUT INCLUIVUT T TUUULLUIIUUSTS LU AdOINVIUT UIIUT ULSCDLD Ul dilr sS1uls dIrt querles
Power Transmitter Product for chain digests by sending the GET_DIGESTS request message
detailed in Table 32(composed following the definition in Table 13 (in Section 5.1))
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Table 32: GET_DIGESTS request message — example 1

b, by bs b, b, b, b, b,

0x19 (GET_DIGESTS Message Header)

0x0 (Reserved) OxF (Slot Mask)

The concatenated hex form of this is:

19:0f |

8.6.2.2 DIGESTS response

The Power Transmitter Product returns a DIGESTS response message compb6séd accordir
Hefinition given in Table 17 (in Section 5.1).

As the Power Transmitter Product only has a single Certificate Chajn (populated in slot 0}
both slot masks of the message to 0x1 and includes the 32-byte SHA256 digest of its slot

Certificate Chain as the ‘digests returned’ data (i.e. the digest value given in Table 8.5.1). 1
message is shown in Table 33

Table 33: DIGESTS response

g to the

it sets

his

b, by by b, b, b, b, b

B, 0x11°(DIGESTS Message Header)

B, 0x1 (Slots Populated Mask) 0x1 (Slots Returned Mask

(Digests Returned)

B, to By 0xe36b91faf190e0874ce8656c28e23376e8ba29bdfbcfaf3cb34a81dd48847f22

The concatenated hex form of this DIGESTS response message is:

11:11:e3:6b: QL \Ra%£1:90:e0:87:4c:e8:65:6c:28:e2: 33:76:e8:ba:29:bd:fb:cf:af:3c:b3:4a:81:dd:4

7£:22

:84:

B8.6:2.3 GET_CERTIFICATE request

Not recognizing the digest data returned in the last message, the Power Receiver Product needs to

retrieve a copy of the full Certificate Chain from the Power Transmitter Product. Rather than

asking for the entire Certificate Chain in one request, the Power Receiver Product starts by asking
the Power Transmitter Product for the first 512 bytes of the Certificate Chain in slot 0 by sending

the GET_CERTIFICATE request described in Table 34 (composed as defined by Table 14).
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Table 34: GET_CERTIFICATE request message — example 2

b, bg by b, by b, b, by
B, Oxla (GET_CERTIFICATE Message Header)
B, 0x0 (OffsetA8) 0x2 (LengthA8) 0x0 (Slot Number)
B, 0x00 (Offset70)
B, 0x00 (Length70)

The concatenated hex form of this is:

1a:08:00:00 ‘

B8.6.2.4 First CERTIFICATE response

The Power Transmitter Product responds with a CERTIFICATE respense message that incliides the
first 512 bytes of the Certificate Chain in slot 0 composed as definéd in Table 18 (in Sectign 5.1).

Dn receipt of this GET_CERTIFICATE request, the Power Transmitter responds with a
CERTIFICATE response using the format defined in Tabte,/18 (in Section 5.1). As the requgst is for
the full slot 0 Certificate Chain, the message is simply composed of the CERTIFICATE Message
Header byte (0x12) followed by the bytes of the éntire Certificate Chain held in slot 0. Th
roncatenated hex form of this response is:

3%

12:Pp2:91:¢cb:29:05:19:¢c6:52:67:94:c2:4d:d5™8b:cd: 15:¢c2:0£:39:96:a8:ac:62:b2:8£:75:91:44:46:[/7:0b3:
9c:Pa:9¢c:30:82:01:49:30:81:ef:20:03:0201:02:02: 0a:00:ef:fl:1d:6a:02:fe:al:8£:d2:30:0a:06:P8:2a:
86:B8:ce:3d:04:03:02:30:11:31:0£480£0d:06:03:55: 04:03:0c:06:57:50:43:43:41:58:30:22:18:0f:B2:30:
30:B0:30:31:30:31:30:30:30:30830:30:5a:18:0£:39: 39:39:39:31:32:33:31:32:33:35:39:35:39:5a:p0:12:
31:010:30:0e:06:03:55:04:03\N0c?07:43:41:43:41:2d: 58:31:30:59:30:13:06:07:2a:86:48:ce:3d:02:P1:06:
08:Pa:86:48:ce:3d:03:00:07:03:42:00:04:b3:dl:ba: 7d:2e:61:4f:£7:8c:d6:63:fa:50:70:bc:ef:ba:p2:3c:
9d:Ba:bl:c8:f0:c5:da%ec:£5:03:de:43:e2:9c:60:30: 50:ec:4b:25:3e:ae:64:0b:cc:38:18:0a:ec:£8:B5:c9:
4f:Pb:d8:02:92 ;MND5:bb:7a:a7:fa:85:6f:a3:2a:30: 28:30:12:06:03:55:1d:13:01:01:££:04:08:30:P6:01:

01:ff£:02:01:003%30:12:06:05:67:81:14:01:01:01:01: £ff:04:06:04:04:00:00:00:01:30:0a:06:08:2a:B6:48:

ce:Bd:04408:02:03:49:00:30:46:02:21:00:90:6e:b5: 64:05:aa:bl:bl:2e:af:£f0:da:92:70:65:e6:df:pd:37:
06:B44€45:,95:71:70:71:97:58:e9:a9:6c:da:02:21:00: £f8:8a:2c:c4:d8:cl:bl:b6:9%9a:60:2d:£5:16:8a:[/a:34:
e4:8TT3IT3a:2a3874C C0:03:062:07:18:00: €8 90:29° SUT82T0ITIe 30 8 Co a0 030201027027 09700:£9:

d5:c4:77:48:c4:eb:11:30:0a:06:08:2a:86:48:ce:3d: 04:03:02:30:12:31:10:30:0e:06:03:55:04:03:0c:07:

43:41:43:41:2d:58:31:30:22:18:0£:32:30:32:31:30: 38:32:34:31:32:30:36:30:30:52:18:0£:32:30:32:31:

30:38:32:35:31:32:30:36:30:30:5a2:30:18:31:16:30: 14:06:03:55:04:03:0c:0d:30:30:30:30:34:32:2d:4d:

6£:64:65:6c:33:30:39:30:13:06:07:2a:86:48:ce:3d: 02:01:06:08:2a:86:48:ce:3d:03:01:07:03:22:00:02:

ef
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