IEC 63240-1:2024-11 RLV(en)

IEC 63240-1

INTERNATIONAL
STANDARD

Edition 2.0 2024-11
REDLINE VERSION

Act
Par

ve assisted living (AAL) reference archit

t 1: Reference architecture Q

&
‘],b‘
Q
I T
(lzb‘
65
@)
A\
o

re and architecture model



https://iecnorm.com/api/?name=e986f8740fa1b9f16b3dedbbdc396930

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2024 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

IEC Secretariat

your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11

3, rue de Varembé info@iec.ch

CH-1211 Geneva 20 www.iec.ch

Switzerland
About|the IEC
The International Electrotechnical Commission (IEC) is the leading global organization that prepares and.publishes
International Standards for all electrical, electronic and related technologies.
About IEC publications
The technical content of IEC publications is kept under constant review by the IEC. Please make Sure that you hgve the
latest gdition, a corrigendum or an amendment might have been published.
IEC pyblications search - webstore.iec.ch/advsearchform IEC Products & Services Portal > products.iec.ch
The adlvanced search enables to find IEC publications by a Discover our powerful searchvengine and read freely|all the
variety] of criteria (reference number, text, technical publications previews, gfaphical symbols and the glpssary.
commiftee, ...). It also gives information on projects, replaced  With a subscription you\will"always have access to up o date
and wifhdrawn publications. content tailored to youryneeds.
IEC Jyst Published - webstore.iec.ch/justpublished Electropedia « wwW.electropedia.org
Stay.t}a to date on all new IEC publications. Just Published  The world's feading online dictionary on electrotechpology,
details|all new publications released. Available online andonce  containing’ more than 22 500 terminological entries in English
a month by email. and French, with equivalent terms in 25 additional languages.

Alsa/known as the International Electrotechnical Vocabulary

IEC Cuyistomer Service Centre - webstore.iec.ch/csc

If you
further]
Centre

Vish to give us your feedback on this publication or need
assistance, please contact the Customer Service
[ sales@iec.ch.

(IEV)online.



mailto:info@iec.ch
https://www.iec.ch/
https://webstore.iec.ch/advsearchform
https://webstore.iec.ch/justpublished
https://webstore.iec.ch/csc
mailto:sales@iec.ch
https://products.iec.ch/
http://www.electropedia.org/
https://iecnorm.com/api/?name=e986f8740fa1b9f16b3dedbbdc396930

IEC 63240-1

Edition 2.0 2024-11
REDLINE VERSION

INTERNATIONAL
STANDARD

“ colour
inside

Actjve assisted living (AAL) reference architecture and architecture model |-
Part 1: Reference architecture

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 11.020.99; 11.180 ISBN 978-2-8327-0027-3

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission


https://iecnorm.com/api/?name=e986f8740fa1b9f16b3dedbbdc396930

CONTENTS
L0 T T ] I PP
INTRODUGCTION ...ttt ettt et et e e e et e et e e enr e et e e et e en e eneees
1 1T o 1= S
2 NOrmMative refereNCES ... e
3  Terms, definitions and abbreviated terms ...
3.1 Terms and definitioNS .. ...
3.2 ADDIEVIAtEd tOIMIS ...
L= 1T = R
5 Relationship between 10T and AAL ...
AAL reference architecture ..o W
6. Purpose of AAL reference architecture..............coooiiiiiin i W
6.pP Users of AAL reference architecture ..........c.ccooviiiiiiiniin i N .
6.p Description of AAL reference architecture ... B
5.3.1 Description of conceptual AAL reference architecturen..............cocoeeeni.
5.3.2 Cloud and edge COmMPULING ..o e
5.3.3 Body area network (BAN) ...
7 Security requirements in the context of AAL ... S
71 GENETAL. ..
7. Privacy requirements ........coooovveninnin Y
7.B SECUNTY rEQUITEMENTS ...t et e e e e e e e e e e ens
7.4 Areas relating to AAL security for consideration.............ccoooooiiiiiiiii
7.p Use of Al for cyberthreats ... ... o
7.6 AAL privacy risk eXamples ...
y.6.1 Monitoring 10Cation ...
y.6.2 Monitoring health and/well-being ..o
y.6.3 o T S PP
y.6.4 Frame risks foryjthe AAL system ........cooiiiiii i
Anngx A (informative) Examples referring to the conceptual level of AAL reference
=] 1] =] (U PP
Afl Personal thealth check with wearable sensors (Use case 1:
IEC T863134:2020 and IEC TS 63134:2020/AMD1:2022) and with
SMAREPIONE SUP PO L. e e e
AR Personal trainer (Use case 8: IEC TS 63134:2020 and
IEC TS 63134:2020/AMD1:2022) without smartphone support ...............cooeenees
7] o] [T Yo T =Y o1 0 V2 PP RPPRN

Figure 1 — Conceptual-tevel-of AAL reference architecture
Figure 2 — Cloud and edge computing (conceptual)
Figure 3 — AAL reference architecture: Home computing
Figure 4 — AAL reference architecture: Cloud computing
Figure 5 — AAL reference architecture: Edge computing
Figure 6 — Cross-domain solution
Figure 7 — Scalability and potential for savings

Figure 8 — Example of a BAN system (cloud computing at home)

-2 - IEC 63240-1:2024 RLV © IEC 2024

Figure 9 — Example of a BAN system (cloud computing outside the home environment,

e.g.,

in the NeighbOUrNOOd) .. ..iin e


https://iecnorm.com/api/?name=e986f8740fa1b9f16b3dedbbdc396930

IEC 63240-1:2024 RLV © IEC 2024 -3-

Figure 10 — Security process within the context of AAL standards
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ACTIVE ASSISTED LIVING (AAL) REFERENCE
ARCHITECTURE AND ARCHITECTURE MODEL -

Part 1: Reference architecture
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FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization comy
allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote interns
coloperation on all questions concerning standardization in the electrical and electronic fields|/ o this er]
in pddition to other activities, IEC publishes International Standards, Technical Specifications,"Pechnical Rq
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEG, Publication(s)").

rising
tional
d and
ports,
Their

preparation is entrusted to technical committees; any IEC National Committee interested in the subject deqt with

may participate in this preparatory work. International, governmental and non-governmental organizations |
with the IEC also participate in this preparation. IEC collaborates closely with thé\lnternational Organizat
Standardization (ISO) in accordance with conditions determined by agreement.betWween the two organizati

Thie formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical Committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for internatiohal use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to ensure that the technical content
Publications is accurate, IEC cannot be held responsible_forythe way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National? Committees undertake to apply IEC Publid
transparently to the maximum extent possible in their national and regional publications. Any divergence b¢
anly IEC Publication and the corresponding national dr’regional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certificatioh bodies.

Alllusers should ensure that they have the latest edition of this publication.

Nd liability shall attach to IEC or its(directors, employees, servants or agents including individual exper
mgmbers of its technical committeés)and IEC National Committees for any personal injury, property dam
othher damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feeg
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to the)yNormative references cited in this publication. Use of the referenced publicati
indispensable for the coefrect application of this publication.

IEC draws attentioh ‘to the possibility that the implementation of this document may involve the use
patent(s). IEC{dakes no position concerning the evidence, validity or applicability of any claimed patent rig
regpect thergof."As of the date of publication of this document, IEC had not received notice of (a) patent(s),
may be required to implement this document. However, implementers are cautioned that this may not rep
the¢ latest information, which may be obtained from the patent database available at https://patents.iec.c
shplléhotbe held responsible for identifying any or all such patent rights.
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This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition IEC 63240-1:2020. A vertical bar appears in the margin
wherever a change has been made. Additions are in green text, deletions are in
strikethrough red text.
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IEC 63240-1 has been prepared by IEC systems committee AAL: Active Assisted Living. It is
an International Standard.

This second edition cancels and replaces the first edition published in 2020. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a)
b)
c)
d)

clarifying the Introduction;

npw-terms—and-definitions-have-been-added-in-3-4;
afaption of terms according to the IEV in the whole document;

reference to ethical considerations of Al when applied in the AAL context has b&en 3
in Clause 5;

O

arifying the description of AAL reference architecture in 6.3.1;

rocess to identify the needs on BAN, edge and cloud computing.in the archite
prspective has been added in 6.3.2 and 6.3.3;

© T

>

ew figures have been added in 6.3.2 and 6.3.3;

—

g¢ference to standards inventory has been added in 7.1;

arification of 7.5;

(¢

Annex A has been added:;

C

pdated bibliography.

The fext of this International Standard is based pn.the following documents:

Full i

Draft Report on voting

SyCAAL/322/CBV SyCAAL/362A/RVC

the apove table.

The language used for the development of this International Standard is English.

This [document was(drafted in accordance with ISO/IEC Directives, Part 2, and develop
accofdance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, ava

at w

descfibed in (greater detail at www.iec.ch/publications.

A listjof.all'parts in the IEC 63240 series, published under the general title Active assisted

refer

dded

cture

hformation on the voting for its-approval can be found in the report on voting indicated in

ed in
{lable

vw.iec.chimembers_experts/refdocs. The main document types developed by IECQ are

iving
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e reconfirmed,

e withdrawn, or

e revised.

IMPORTANT=The"cotour-inside"togoomthe cover page of this document-ndicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

IEC Systems Committee for Active Assisted Living (SyC AAL) is developing an architecture
model and a reference architecture for AAL to guide the development and deployment of AAL
services and technologies. |[EC 63240 consists of the following parts, under the general title
Active assisted living (AAL) reference architecture and architecture model:

e Part 1: Reference architecture;

e Part 2: Architecture model.

This
of dg¢sign and provides guidance to developers on how to incorporate these requirem
ifional requirements such as security, privacy, and trustworthiness are introduced
cons|dered.

The |[first edition of IEC 63240-1 was published in 2020. Since the publication of
IEC $3240-1:2020, IEC SyC AAL has been collecting issues from a variety of sources inclfiding
comments from IEC National Committees. At\the September 2021 online meeting of IEC| SyC
AAL, |it was decided to set up a process to_identify the needs of body area network (BAN), ledge
and ploud computing in the architectuse® perspective. These items are considered in this
document.

The farget audience for this docdment includes the following stakeholders who have an interest
in theg AAL system:

AAL users and service provider personnel who can learn about AAL user needs and hpw to
operate AAL systems;
c
W

bnsumer electronics and information and communication technology device manufacturers
ho want to~tinderstand AAL device interface and interoperability requirements;

e slakeholders who are interested in the usability, accessibility and performance of the] AAL
system'as well as AAL operators who need to understand the system requirements;

e rggulators who are responsible for developing and supervising AAL systems and the rellated
regutations:
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ACTIVE ASSISTED LIVING (AAL) REFERENCE
ARCHITECTURE AND ARCHITECTURE MODEL -

Part 1: Reference architecture

2024

s for

1 Scope

This document specifies the AAL reference architecture.

This [document defines concepts and introduces terminology. It provides generic rule
designers of AAL systems and services with the aim to facilitate systems design and efable

interpperability between components.

This
as ug
ident

archifecture perspective.

2 Normative references

Ther

3 1

3.1

For t

Hocument identifies safety, security, privacy, and other requirements.for AAL systems
ability, accessibility, and trustworthiness (reliability, resilience).‘@rid sets up a proce
fy the needs on the body area network (BAN), edge agd-cloud computing in

b are no normative references in this document:

'erms, definitions and abbreviated terms

Terms and definitions

ne purposes of this document, the following terms and definitions apply.

ISO Ind IEC maintain terminpology databases for use in standardization at the follg

addr

SSses:

EC Electropedia: available at https://www.electropedia.org/

bO Online browsing platform: available at https://www.iso.org/obp

such
ss to
the

wing

device (IEV 151-11-20) used in an AAL system

EXAM

Note 1

PLE Examples are sensors and actuators that contain one or more components (functionality).

to entry: External conditions and events include measurements of temperature, motion, and ele

conditions.

ctrical
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Note 2 to entry: There are 1) medical devices (IEV 871-06-06), as defined by regulatory agencies, 2) pe
health devices and sensors (IEV 871-04-29) for fitness, wellbeing, personal comfort, and personal security and 3)
devices that can serve as aggregators of personal data produced by the user of the device.

[SOURCE: IEC 60050-871:2023, 871-07-01]

3.1.2
AAL

gateway

rsonal

functional unit that connects two computer networks with different network architectures and

proto

Note

Note 4

[SOU
by "A
adde|

3.1.3
AAL
AAL
systeg
from
also

cols used in an AAL service (IEV 871-01-04)

to entry: Examples of gateways are a LAN gateway, a mail gateway used in an AAL service.

RCE: IEC 60050-732:2010, 732-01-17, modified — The term "gateway" has been rep
AL gateway". In the definition and in Note 2 to entry, "used in an AAL setvice" has
d.]

platform backend system
backend system
m that houses a number of components (and functionaliti€s) in order to collect the

aced
been

data

IAAL gateways or AAL devices directly over a wide area.hétwork connection, and thajt can

mplement components for the remote management ofsthe AAL gateways or AAL de

vices

(e.g.| firmware update) and components for interfacing “with AAL information systems or
other- information systems

[SOYRCE: IEC 60050-871:2023, 871-07-04]

3.1.4

AAL japplication

AAL japplication and services

progfam or application that interacts. with the AAL users or within the network infrastructyre to
transmit or exchange data and information in the network

[SOYRCE: IEC 61907:2009( 3:1.13, modified — The term in the source entry is "(network)
servige function". In the definition, "network users" has been replaced by "AAL users" anfd the

note

3.1.5
AAL

activie assisted living user

pers(

to entry has been_gmitted.]

user

[SOL

vices

3.1.6
AAL

n whae-uses or benefits from, or uses and benefits from, AAL devices, systems or ser
REE: IEC 60050-871:2018, 871-02-05]
service

active assisted living service
action or function of an AAL system creating an added value for customers

EXAM

PLE An AAL service could comprise, for example

— configuration and maintenance of AAL systems,

— assistant systems to support the home-and-tiving environment.

Note 1 to entry: An AAL service can consist of several individual services.

[SOURCE: IEC 60050-871:2018, 871-01-04]
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3.1.7

AAL information system

collection of technical and human resources that provide the storage, computing, distribution,
and communication for the information required by an AAL service (IEV 871-01-04)

Note 1 to entry: An AAL information system can contain various types of personal information.

SOL ROC. 1A oNNEN O074.90N090 074 N7 NND1
UL T UUUJUUTUT T 2029, UT TTUT U]

3.1.8
consumer electronics, pl
CE
electfonic devices designed to be purchased and used by end users or consumers for daily and
non-¢ommercial/non-professional purposes

Note 1 to entry: Consumer electronics are among the most commonly used form lof electronic, computing and
commpnication devices.

3.1.9
information and communication technology
ICT
technology that comprises all devices, networking components, applications and systemg that
combined allow people and organizations to interactsinithe digital world

3.1.1)0
netwlork connection
conngction that comprises both local and wide area networks

EXAMPLE Network connection can comprise, for example LAN or internet.

3.1.111

interface
boundary between two fanctional units, defined by functional characteristics, dignal
characteristics, or other characteristics as appropriate

Note {1 to entry: This concept includes the specification of the connection of two devices having different fung¢tions.

[SOURCE: IEC,60050-871:2018, 871-04-18]

3.1.1]2
othef-information system
<in AAL> collection of technical and human resources that provide the storage, computing,
distribution, and communication for the information not specific to AAL services (IEV 871-01-04)

a a o o m—An other-information

Note 1 to entry: e ;
les include:

system can include in part a health information system (HIS), of which examp
+ electronic health records (IEV 871-06-01);

* primary care practice electronic medical records (EMRs);

+ pharmacy systems; or

* laboratory information systems.

Note 2 to entry: It is possible that AAL care recipients' data need be shared with-etherinfermation these systems.
For example, in the context of an AAL care recipient who is suffering from chronic diseases and is monitored at home
by a telemonitoring system, it is possible that a vital signs summary report need be shared with the primary care
physician's EMRs.
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[SOURCE: IEC 60050-871:2023, 871-05-12]

3.1.13

edge computing

distributed computing (3.1.14) in which processing and storage takes place at or near the edge
(3.1.15) where the nearness is defined by the system's requirements

[SOURCE: ISO/IEC TR 23188:2020, 3.1.3]

3.1.14 A

distrjbuted computing Qy
modgl of computing in which a set of nodes (3.1.16) coordinates its activities by mdans of digital
mesgages passed between the nodes (3.1.16) (éﬁ/
[SOYRCE: ISO/IEC TR 23188:2020, 3.1.1] Qj\

™

3.1.15 %(bq/

edge

boungdary between pertinent digital and physical entities, deIirééd by networked sensor$ and

actugtors s\\
O

Note 1 to entry: Pertinent digital entities means that the digita tities which need to be considered cap vary
depending on the system under consideration and the context i h those entities are used.

(SOURCE: ISO/IEC TR 23188:2020, 3.1.2] s\\\}\
3.1.16 \\\Q)
nod¢

netwprked machine with processing a&{?ﬁ)rage capabilities

[SOYRCE: ISO/IEC TR 23188:2%’6:03.1 .5]
‘\\O

3.1.4[7 O

cloud service .

one ¢r more capabilit@fered via cloud computing invoked using a defined interface

.

[SOYURCE: IEC (@50-741:2020, 741-01-08]

3.1.18
cloud c@ting
. al or

[SOURCE: IEC 60050-741:2020, 741-01-07]

3.1.19

AAL home platform

IT platform offering AAL services, which is integrated in an existing home environment
infrastructure

[SOURCE: IEC 60050-871:2018, 871-05-01]



https://iecnorm.com/api/?name=e986f8740fa1b9f16b3dedbbdc396930

3.1.2

-12 - IEC 63240-1:2024 RLV © IEC

0

home environment
environment within a home, including the totality of appliances [e.g. household technology,
home network, furnishings]

[SOURCE: IEC 60050-871:2018, 871-03-02]

2024

3.1.21
IT platform
hardware and software system in which application software is executed
EXAMPLE A combination of an operating system and hardware on which software is executed, a certa,j&t
compyter or computers of a certain architecture. \/
Note 1 to entry: In the AAL context an AAL IT platform is the interaction between hardwarb‘a;d SO
compgnents used by an AAL application. Q
[SOYRCE: IEC 60050-871:2018, 871-05-07] ;\q’

Q/
3.1.2 ™

home service

servi

3.1.2

home¢ and neighbourhood service

servi

3.1.2
AAL
AAL

3.1.2
AAL
AAL

2
&
&
@)
ce which is offered in home environments and n@ﬁ)ourhood environments

! S
cloud application and service S\
software application and service offerq@gé cloud computing

5 o . Q’\Q
edge application and service
software application and servk@offered via edge computing

ce which is offered in home environments

3

IT pl

3.1.2

3.1.2
AAL [cloud platform .

S
tform offering Aé&r’vices, offered via cloud computing

. O

AAL

edge pla %

IT platform o@ ing AAL services, offered via edge computing

3.1.2
devi
mate

Note 1

pe of

ftware

&

rial element or assembly of such elements intended to perform a required function

to entry: A device may form part of a larger device.

[SOURCE: IEC 60050-151:2001, 151-11-20]

3.1.29

gateway

functional unit that connects two computer networks with different network architectures and
protocols

Note 1 to entry: The computer networks may be local area networks, wide area networks, or other types of networks.

Note 2 to entry: Examples of gateways are a LAN gateway, a mail gateway.
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[SOURCE: IEC 60050-732:2010, 732-01-17]

3.1.30

personal health record

PHR

representation of information regarding or relevant to the health, including wellness,
development, and welfare of a subject of care, which may be stand-alone or integrating health
information from multiple sources, and for which the individual, or their authorized
representative, manages and controls the PHR content and grants permissions for access by
and/or sharing with other parties

[SOYRCE: ISO/TR 14639-2:2014, 2.60]

3.1.311
elecfronic health record
EHR
reposgitory of information regarding the health status of a person, in computer'prfocessable form,
storeld and transmitted securely, and accessible by multiple authorized ysers

Note 1 to entry: An electronic health record has a standardized or commonly agreedtogical information model{which
is ind¢pendent of electronic health record systems. Its primary purpose is the support of continuing, efficiept and
quality integrated healthcare.

Note 7 to entry: An electronic health record contains information which i§retrospective, concurrent, and prosgective.

[SOYRCE: IEC 60050-871:2018, 871-06-01]

3.2 Abbreviated terms

AAL active assisted living

ADL activities of daily living

Al artificial intelligence

BAN body area network

IADL] instrumental activities.of daily living
loT Internet of Things

4 General

AAL [active assisted living) was lacking an International Standard on a reference architerture
to serve as-ancabstraction a concept of the domain. The objective of this document is tq give
an oyerview-ofthe-basis for implementing concrete architectures for different families off AAL
applifations=>The-propoesed reference architecture defines design and implementation of, for
exanjple,.communication and data flow between AAL components and how the architecture
shou|d\bé constructed.

5 Relationship between loT and AAL

AAL and IoT share a common technical architecture model and a technical
"thing"-services-based framework with the emphasis on the AAL user who consumes or applies
assisted living "thing"-related services. AAL is a specific use of loT, where 10T is understood
as being the possibility of connecting things to each other. 10T is an enabler for other application
systems and application domains. More specifically, it is an enabler for other "thing"-related
services in these application systems and application domains.

AAL can be considered as one instance of a "human-centric 10T" approach. This means that
the base for AAL is the loT technical architecture, but specific or different requirements exist
due to the user-centricity of AAL. In AAL, users include lay operators who are not IT



https://www.sciencedirect.com/topics/computer-science/software-architecture
https://iecnorm.com/api/?name=e986f8740fa1b9f16b3dedbbdc396930

- 14 - IEC 63240-1:2024 RLV © IEC 2024

professionals—as-users. There are also other loT application domains that are human-centric
such as the patient-centric medical thing-related services or healthcare thing-related services.

AAL is a human-centric use of loT to create adapted localities (e.g., homes, points-of-care) with
the aim of assisting humans. AAL is a human-centric domain at the point-of-care where services
to people based on technical, 10T services are most commonly applied.

AAL utilizes 10T and designs "thing"-related services that serve the needs of an AAL user when
interacting with the AAL cyber-physical system.

The keyv-~AAL—reguirements—are—safetyv—securityvy—privacy—technical-assistance—and—additional
J 1 J PN PA 7

requirements (e.g., resilience and reliability of the system).

Also,| ethical considerations of Al when applied in the AAL context are requiréd ‘esperially
becalise of the human-centric approach (see IEC SRD 63416:2023).

Thesk requirements can also apply to other domains where people play an.important role|such
as the healthcare and medical domain.

Smait home and smart energy are domains in which domain-specifie.smart thing-based seryices
are applied. "Smart services" of these and other domains should'be interoperable and commined
in processes which serve the needs of the user-of such-"smarkConnected-services. AAL lisers
can henefit from "smart", connected services in which AAL services are combined with seryices
of other domains.

AAL pystems are designed-and-implemented to assist people who need AAL services-reglized
by mgeans of "things”.

6 AAL reference architecture

6.1 Purpose of AAL reference architecture

The reference architecture defines concepts and introduces terminology on an abstract level.
The feference architecture provides generic rules for designers of AAL systems and seryices
with the aim to facilitate systems design and enable interoperability between components| The
AAL reference architecture enables secure and interoperable AAL services (all AAL serVices,
inclugling end-to-end (services) by describing the generic architecture. The purpose of the
reference architecture is to develop a framework that provides an overall view on compomfents
and how they relate to each other, which enables users to fit use cases for AAL withip the
framg¢work. Components—could can be actors, devices, and other building blocks. Thus, it
descfibes connections between technical entities and associations of people to the technical
entitips.

The referencearchitecture s specific to AAL however,itis ot timitedtocurrent technotogical
solutions and use scenarios.

6.2 Users of AAL reference architecture

Potential users of the AAL reference architecture are designers and developers of AAL systems
and services, as well as manufacturers, procurers and all other stakeholders that are interested
in an abstract framework that allows them to map their use cases.

Users should use the reference architecture during the development of use cases, AAL services,
systems, or components, and to better understand how different components can be
interconnected.

Users can develop guidelines for secure interoperability based on the reference architecture.
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6.3 Description of AAL reference architecture

6.3.1 Description of conceptual AAL reference architecture
< e >
I . 4
AAL
A/_'\L application
deviees AT SETVITES
x AAL Other
information information
Y systems systems
AAL AAL
gateway +— (platform)
backend

PP E——.

| |

-

Network connection

+—+ Interface
IEC.

C AAbuser :
A I
AAL /-\_AL_
devices application
and services
A 7'y
AAL Other-
y \ information information
systems systems
AAL
AAL platform
gateway ”| backend
system

: ‘ ,
- D

Figure 1 — Conceptual-level-of AAL reference architecture

Network connection

<+—» Interface IEC

Figure 1 depicts the AAL reference architecture on a conceptual level. There can be a user
interface in every building block. It shows the flow of information from one building block to the
next over defined interfaces of the reference architecture.
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The AAL reference architecture consists of several building blocks. Building blocks are entities
which are on their own or in combination with other entities capable of delivering AAL services.
Building blocks are connected to each other by interfaces.

The four building blocks on the left hand-side of Figure 1, i.e., "AAL devices", "AAL gateway",
"AAL platform backend system" and "AAL application and services", are intended for local AAL
services. The other two building blocks on the right hand-side of Figure 1, i.e., "AAL information
systems" and "other-information systems" are intended for remote services.

Therefore, AAL application and services (or AAL applications) refer to local services whereas
AAL information systems are more of a cloud driven remote service.

"Network connection" connects the local services and remote services via a networks*Ne{work
conngction" can be the Internet connection or connection via telephone. In somecdses, it can
be thle intranet connection within a private network service.

See Annex A for examples referring to the conceptual level of AAL reference ‘architecture

6.3.2 Cloud and edge computing

In the future, solutions must be able to work even more closgly together in order to reuse
solutlons that have already been purchased and installed and/t¢ combine data for completely
new ppplications. This requires open platforms that can reatt dynamically to changes. In prder
to bg able to dynamically add, update or exchange third-party offerings, whether hardwgre or
software, as cost-effectively as possible, it is recommended that solutions be implementgd on
open| semantic platforms (such as AAL backend systems). For this purpose, architectures
shou|d be set up in such a way that they can be implemented either without cloud servicgs, or
be cpmbined with cloud services, or be purely*implemented on the cloud side. As shoyn in
Figude 2, AAL applications can be impleménhted on open platforms either in the home
envirpnment (3.1.20 / IEV 871-03-02) and/or\ising cloud services (3.1.17 / IEV 741-01-08)} The
latte] implementation is known as cloud.€omputing (3.1.18 / IEV 741-01-07). Edge compjuting
(3.1.13) can be important in AAL applications where remote management of data and/or cgntrol
is ingdequate, for example, in terms-of response time, privacy, security, and safety.

Other=information Other-information Other-information
systems systems systems
AAL-information AAL information AAL information
systems systems systems
Cloud service :"A"'If";_""‘: :"A"'I_'"t'_""‘:
(IEV 741-04-08) pplicaton| . pplication | :
! i i '
1| Platform | i | Platform |
L L

! [Application] ! ! [Application .
Home . ! :
environment i | Platform | Platform |:

1
1
1

L e L e

(IEV871-03-02) Gateway Gateway
Devices Devices

Home platform Cloud computing Edge computing
IEC

L
L

|
i

Figure 2 — Cloud and edge computing (conceptual)
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Figure 3 — AAL reference architecturfe: Home computing

IEC

Figude 3 depicts the AAL reference architecture for home computing. In this case, AAL home

platfq

rm (3.1.19 / IEV 871-05-01) is the AAL platform backend system shown in Figure 1.
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Figure 4 — AAL reference architecture: Cloud computing
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Figure 4 depicts the AAL reference architecture for cloud computing. In this case, the AAL cloud
platform (3.1.26) is the AAL platform backend shown in Figure 1 and implemented in the cloud
service. AAL cloud application and services (3.1.24) are the AAL application and services
shown in Figure 1 and implemented on the AAL cloud platform in cloud service. The AAL
gateway is directly connected to the internet. In this cloud computing reference architecture,
AAL devices and AAL gateway are not necessarily implemented only in a home environment
(3.1.20) but can be part of a home and neighbourhood service (3.1.23).

AAL user )
T
v

]
| v v [ v v

l AAL Lo AAL Q Y
! AAL edge o cloud !
i devices application | ! 1 application (lb‘ l
' and services| | | |and services Q ro
Homeand ! 7y 3 3 AAL Otﬁil/ !
npighbourhood P information ermation 3 Cloud
service ! A Do systems ystems | Servied
| b opY !
; AAL AAL L AAL ©1 |
! gateway edge : ; cloud C) ;
: platform P platform \Q/ |
| o S i
! A A | : A Q U [y !
Interl{\t§<
Q)
<«— |Interface \\'QQ e

Figure 5 — AAL refe&&ce architecture: Edge computing

Figune 5 depicts the AAL refere é\aorchitecture for edge computing. In this case, an AAL fedge
platfgrm (3.1.27) is used as t E\&L platform backend system in the home and neighbourhood
servite. AAL edge applicati nd services (3.1.25) are implemented on the AAL edge plajform
and [used as the AAL.dpplication and services defined in Figure 1 in the home| and
neighbourhood serv@% the edge computing (3.1.13) architecture, AAL edge application and

serviges coordinate activities with AAL cloud application and services.

As shown in @e 6, it shall be possible to connect AAL devices, including sensorq and
actugtors, @ ifferent protocols so that products from different manufacturers cap be
integrate *é an AAL gateway (including controller function, e.g., for protocol conversion).

In s IONBns that are implemented together hoth on the client and server sides the data is
mirrored via a server-side AAL gateway and can thus be evaluated on both sides, and services
can also be implemented on both sides. On both the server and client side, it should be possible
to connect several platforms with each other in order to implement cross-domain solutions (see
Figure 6).

In addition, the architecture should enable scaling from the connected home to other buildings,
and to the neighbourhood. Between the boundaries of these different domains, at the gateway
and at all cloud connections, requirements particularly for a high level of security, for privacy
protection, and for IT security shall be implemented (see Figure 7). See Clause 7 for security
requirements in the context of AAL as well as further standards and national and international
regulations in the context of security requirements (see also the "standards inventory mapping",
a work in progress https://mapping.iec.ch/#/maps/97).
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are architectures should be built in such aﬁ\b\éy that they allow data to be merged a
m boundaries in order to enable remote nitoring and interoperability. As societal
e, it is possible that remote mon|tor| and interoperability will be required due t
5sity for social distancing caused by
d also link with other domams\g@h as transport, energy and water supply to e
al reusability, extensibility anddm roperability (see Figure 7).
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In the configuration shown in Figure 7, the user is considered to embody the body space. The
body space (user) is mobile and can move within the home (see Figure 7) or outside home (see
number 1 in Figure 7). The user can also go to another mobile space such as their car or public
transport (see number 2 in Figure 7) and be on the move in other spaces (see number 3 in
Figure 7). Here, too, there is a sharp distinction between the spaces due to privacy and IT
protection. In this sense, a robot is also a mobile space that shall be able to communicate with
the sensors and actuators of other spaces, such as the building or individual apartments (see
number 4 in Figure 7), but also with the users. Otherwise, data across domain boundaries
cannot be delimited in a secure way.

6.3.3

Body area network (BAN)

A bofly area network (BAN), also referred to as a wireless body area network (WBAN);
senspr network (BSN) or a medical body area network (MBAN), is a wireless

wear
can
posit

Whilg there is a trend towards the miniaturization of devices, body a

seve
centr
an in

interflace to view and manage BAN applications, in-situ.

pe attached to the body in a fixed position, or they can be devices ca in diff]
ons, such as in clothes pockets, by hand, or in various bags. (1/

/\.

networks cons
al miniaturized body sensor units (BSUs) called sensor nodes ther with a single
al unit (BCU) called a hub. Larger decimetre (tab and pad) smart devices still
portant role in terms of acting as a data coordinator or dat@a eway and providing a

@Wo
hble computing devices. BAN devices can be embedded inside the body a%aiyp nts,
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Figure 9 — Example of a BAN system (cloud computing outside
the home environment, e.g., in the neighbourhood)

Figu

e 8 and Figure 9 depict examples of BAN systems in¢the”cloud computing environi

nent.

The BAN can be operated both in the home environment (§ge Figure 8) and outside the home

envirpnment. As shown in Figure 9, it is possible to leav€ the home environment.

7

7.1

Secufrity and cybersecurity threats affect organizations, products, and services. Se
meagures now focus on response time“from the time of the attack rather than on the risk

ecurity requirements in the context of AAL

General

curity
of an

attack. This need for a proactive response strategy is not likely to change in the foreseg¢able

future. The traditional security defence strategy to layer one point-product tool over anothe]

had

The
toge
orga
shall
mapq

be rethought.

Hevelopment of intelligent immune systems in which enterprise security solutions
her to prevent and/repair the damage cyberattacks can impose on an individual or g
ization is essential. The essence of this comprehensive approach to security-nee
be capturedrin the IEC SyC AAL standards inventory (see also "standards inve
ing", workistill in progress, available at https://mapping.iec.ch/#/maps/97). The IEC

AAL

of th¢ IEC SyC AAL home page:
https‘[//www.iec.ch/dyn/www/f?p=1 03:252:114389371635500::::FSP_ORG_ID,FSP_LANG|

standards’inventory can also be found in tabular form in the supporting documents sg

r has

work
n an
ds to
ntory
SyC
ction

ID:

11827;25-

Figure 10 shows the security process within the context of AAL standards.
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Figure 10 — Security process within the context of AAL standards

Privacy requirements

Conduct privacy assessments and document privacy policies as required in
national/regional regulations;
A

ssess data subject rights to consent, access, correct, delefe/ and transfer personal data;
Discover and classify personal data assets and affectedsystems;

Identify access risks, supporting privacy by design.

Security requirements

ssess the current state of security practices<in’AAL standards and identify gaps and désign
pcurity controls;

stems to design appropriate controls;

ssess the current state of security, identify gaps, benchmark maturity, estgblish

A

S

Find and prioritize security vulnerabilities, as well as any personal data assets and affe¢cted
S

A

cpnformance roadmaps;

Identify vulnerabilities, supporting security by design.

Areas relating to‘AAL security for consideration

obile — transaction) protection, device management, content security;

etwork —network forensics, firewalls and sandboxing, virtual patching, network vis|bility

M
Aldvanced fraud = criminal detection, identity fraud;
N
ahd segmentation;

ata =_data protection, data access and control;

Services — trustworthiness, security, privacy and accessibility.

Use of Al for cyberthreats

Developers can manage cybersecurity threats in AAL systems by the implementation of Al,
intelligent orchestration, and cloud capabilities. These solutions will support future AAL
standards.
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7.6

7.6.

1

AAL privacy risk examples

Monitoring location

There are several AAL-previsions monitoring applications that can detect a person's location
through GPS, motlon detectors pressure sensors, etc., WhICh can be either body-worn or—stat4e

earemereaseeﬂsk%emieer—sepf Other appllcat|ons such as smart meters smart I|ghtbulbs and

similar devices connected to the internet, can also be used to detect a user's location. These
monitoring applications can increase the privacy risk to the user.

7.6.

Provi
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7.6.
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2

q

3

Nn
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Ij Frame risks for the AAL system

Monitoring health and well-being

sions-Monitoring applications range from self-monitoring of physical activity-afd-physical
5 to medical monitoring-ef such-aspeects as blood sugar levels, home dialysis;heart function,
etection, weight monitoring. All of these are vulnerable to accidental or deliberate

psure, leading to such things as targeted advertising for health and weight loss prod
King advantage of loneliness via internet dating sites. There can @lso be vulnerabll
g from capture of information concerning behaviours and interests:

loT

ucts
ities

tonnection of everyday devices enables them to send.and receive data without the|user
aware. Security of information can be compromised by)weak protections, lack of updating,
es being used as proxy vehicles for the corruption-of information and passing on computer

bs that lead to malicious activity affecting function.

isk assumptions (e.g., assumptions about the threats, vulnerabilities, consequencg
npact, and likelihood of occurrence that affect how risk is assessed, responded to
onitored over time);

s or
and

Riisk constraints (e.g., constraints on the risk assessment, response, and monitpring

alternatives under considerationy;

Riisk tolerance (e.g., levelsyof risk, types of risk, and degree of risk uncertainty thj‘t are
afceptable); and priorities and trade-offs (e.g., the relative importance of missions or
blusiness functions, trade-offs among different types of risk that organizations face,|time
frames in which organizations-need-to address risk, and any factors of uncertainty that
ofganizations cansider in risk responses).
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Examples referring to the conceptual level of AAL reference architecture

A1

Personal health check with wearable sensors (Use case 1:
IEC TS 63134:2020 and IEC TS 63134:2020/AMD1:2022) and with
smartphone support

| devices: wearable sensors:

|
Q >30T > > > >

AL gateway: body area network hub (can be within the smartphone); \/A
AL platform backend: smartphone platform; Q‘

&

AL application and services: application software in the smartphone as A re reci

ipport system; (1/
AL information systems: doctor/chemist support system supported %ﬁdud services

Personal trainer (Use case 8: IEC TS 63134:2020 arg?q/
IEC TS 63134:2020/AMD1:2022) without smartphtr} upport

AL gateway: gateway software in the TV set-top bo O
AL platform backend: edge local server in the T -top box;

AL application and services: application softm@' for activity determination and suppd
hysical training; S\Q

AL information systems: Personal healtz@cord (PHR);
ther-information systems: Electroni@ealth record (HER) / Health information systen

¥

AL devices: body area sensors, training (e.g., bicycle g\r’g{@heter) and gaming devicefs;

pient

rting

—
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ACTIVE ASSISTED LIVING (AAL) REFERENCE
ARCHITECTURE AND ARCHITECTURE MODEL -

Part 1: Reference architecture
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FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization comy
allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote interns
coloperation on all questions concerning standardization in the electrical and electronic fields| o this er]
in pddition to other activities, IEC publishes International Standards, Technical Specifications,"Pechnical Rq
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEG, Publication(s)").

rising
tional
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ports,
Their

preparation is entrusted to technical committees; any IEC National Committee interested in the subject deqt with

may participate in this preparatory work. International, governmental and non-governmental organizations |
with the IEC also participate in this preparation. IEC collaborates closely with thé\nternational Organizat
Standardization (ISO) in accordance with conditions determined by agreement.betWeen the two organizati

Thie formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical Committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for internatiohal use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to ensure that the technical content

Publications is accurate, IEC cannot be held responsible_forythe way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National? Committees undertake to apply IEC Publid
transparently to the maximum extent possible in their national and regional publications. Any divergence b¢
anly IEC Publication and the corresponding national dr’regional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certificatioh bodies.

Alllusers should ensure that they have the latest edition of this publication.

Nd liability shall attach to IEC or its(directors, employees, servants or agents including individual exper
mgmbers of its technical committeés)and IEC National Committees for any personal injury, property dam
othher damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feeg
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to the)yNormative references cited in this publication. Use of the referenced publicati
indispensable for the coefrect application of this publication.

IEC draws attentioh ‘to the possibility that the implementation of this document may involve the use
patent(s). IEC{dakes no position concerning the evidence, validity or applicability of any claimed patent rig
regpect thergof."As of the date of publication of this document, IEC had not received notice of (a) patent(s),
may be required to implement this document. However, implementers are cautioned that this may not rep
the¢ latest information, which may be obtained from the patent database available at https://patents.iec.c
shplléhotbe held responsible for identifying any or all such patent rights.
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IEC 63240-1 has been prepared by IEC systems committee AAL: Active Assisted Living. It is
an International Standard.

This second edition cancels and replaces the first edition published in 2020. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) clarifying the Introduction;

b) new terms and definitions have been added in 3.1;

c) adaption of terms according to the IEV in the whole document;
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d) reference to ethical considerations of Al when applied in the AAL context has been added
in Clause 5;

e) clarifying the description of AAL reference architecture in 6.3.1;

f) process to identify the needs on BAN, edge and cloud computing in the architecture

p
g) n

erspective has been added in 6.3.2 and 6.3.3;
ew figures have been added in 6.3.2 and 6.3.3;

h) reference to standards inventory has been added in 7.1;

i) clarification of 7.5;

i) Annex A has been added;

k) u

The fext of this International Standard is based on the following documents:

Full i
the 4

The |

This
acco

bdated bibliography.

Draft Report on voting

SyCAAL/322/CDV SyCAAL/362A/RVC

bove table.
anguage used for the development of this International Standard is English.

document was drafted in accordance with ISQAEC Directives, Part 2, and develop

hformation on the voting for its approval can be found in the feport on voting indicated in

ed in

dance with ISO/IEC Directives, Part 1 and ISQ/IEC Directives, IEC Supplement, avalilable

at wyvw.iec.ch/members_experts/refdocs. The main document types developed by IEQ are
descfibed in greater detail at www.iec.ch/publications.
A list|of all parts in the IEC 63240 series,published under the general title Active assisted living
refergnce architecture and architecture™model, can be found on the IEC website.
The ¢ommittee has decided that\the contents of this document will remain unchanged unfil the
stability date indicated on the:}EC website under webstore.iec.ch in the data related tp the
speclfic document. At this date, the document will be
e rgconfirmed,
e wlithdrawn, or
e rgvised.

IMPORTANT — The "colour inside"” logo on the cover page of this document indicates

that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Part 1: Reference architecture;

Part 2: Architecture model.

Addifional requirements such as security, privacy, and trustworthiness are introduced
cons|dered.

The [first edition of IEC 63240-1 was published in 2020. Since thg -publicatio
3240-1:2020, IEC SyC AAL has been collecting issues from a variety of sources inclliding
comments from IEC National Committees. At the September 2021 onlinéymeeting of IEC]
AAL,|it was decided to set up a process to identify the needs of body area network (BAN),

cloud computing in the architecture perspective. These items“are considered in

document.

The target audience for this document includes the following«stakeholders who have an int
in the AAL system:

AL users and service provider personnel who canfearn about AAL user needs and h
berate AAL systems;

ho want to understand AAL device interface and interoperability requirements;

akeholders who are interested in thé usability, accessibility and performance of the

A

o]

cpnsumer electronics and information and communication technology device manufact
W

]

system as well as AAL operators who'need to understand the system requirements;

—

regulations.

2024

IEC Systems Committee for Active Assisted Living (SyC AAL) is developing an architecture
model and a reference architecture for AAL to guide the development and deployment of AAL
services and technologies. |[EC 63240 consists of the following parts, under the general title
Active assisted living (AAL) reference architecture and architecture model:

n of

SyC
edge
this

erest

bw to

urers

AAL

ggulators who are responsiblesfor developing and supervising AAL systems and the rejated
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ACTIVE ASSISTED LIVING (AAL) REFERENCE
ARCHITECTURE AND ARCHITECTURE MODEL -

Part 1: Reference architecture

1 Scope

This document specifies the AAL reference architecture.

This [document defines concepts and introduces terminology. It provides generic rules for
designers of AAL systems and services with the aim to facilitate systems design and efable

interpperability between components.

This

Hdocument identifies safety, security, privacy, and other requirements.for AAL systems

as ugability, accessibility, and trustworthiness (reliability, resilience).‘@nd sets up a proce
identjfy the needs on the body area network (BAN), edge and-cloud computing ir
architecture perspective.

2

Normative references

Ther¢ are no normative references in this document:

3

3.1

Terms, definitions and abbreviated terms

Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO

addr

3.1.1

Ind IEC maintain terminpology databases for use in standardization at the follg
sses:

EC Electropedia: @vailable at https://www.electropedia.org/

$0 Online browsing platform: available at https://www.iso.org/obp

AAL |[device
devide (IEVA151-11-20) used in an AAL system

such
ss to
the

wing

EXAMPHE—E ! ol 4 4 ook b te i 4 b
CC - CXampresare SensSorsSantactuatorsS—urat contat one o motre CcomponentS(Tunctomatty):

Note 1 to entry:

conditions.

Note 2 to entry: There are 1) medical devices (IEV 871-06-06), as defined by regulatory agencies, 2) pe
health devices and sensors (IEV 871-04-29) for fitness, wellbeing, personal comfort, and personal security and 3)
devices that can serve as aggregators of personal data produced by the user of the device.

[SOURCE: IEC 60050-871:2023, 871-07-01]

External conditions and events include measurements of temperature, motion, and electrical

rsonal
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3.1.2

AAL gateway

functional unit that connects two computer networks with different network architectures and
protocols used in an AAL service (IEV 871-01-04)

Note 1 to entry: The computer networks may be local area networks, wide area networks, or other types of networks.

Note 2 to entry: Examples of gateways are a LAN gateway, a mail gateway used in an AAL service.

[SOURCE: IEC 60050-732:2010, 732-01-17, modified — The term "gateway" has been replaced
by "AAL gateway". In the definition and in Note 2 to entry, "used in an AAL service" has been
added.]

3.1.3
AAL |platform backend system
AAL |backend system

systgm that houses a number of components (and functionalities) in order to‘collect the|data
from JAAL gateways or AAL devices directly over a wide area network connection, and that can
also Jmplement components for the remote management of the AAL gateways or AAL deyices
(e.g.| firmware update) and components for interfacing with AALinformation systems or
other- information systems

[SOYRCE: IEC 60050-871:2023, 871-07-04]

3.1.4
AAL japplication

AAL |[application and services
progfam or application that interacts with the AAL users or within the network infrastructyre to
transmit or exchange data and information in the\network

[SOYRCE: IEC 61907:2009, 3.1.13, modified — The term in the source entry is "(netyork)
servite function". In the definition, "network users" has been replaced by "AAL users" and the
note fto entry has been omitted.]

3.1.5
AAL |user

activle assisted living user
pers¢n who uses or benefits from, or uses and benefits from, AAL devices, systems or seryices

[SOYURCE: IEC 60050-871:2018, 871-02-05]

3.1.6
AAL |service

activi:: assisted living service

actioh“arfunction of an AAL system creating an added value for customers

EXAMPLE An AAL service could comprise, for example
— configuration and maintenance of AAL systems,

— assistant systems to support the home environment.

Note 1 to entry: An AAL service can consist of several individual services.

[SOURCE: IEC 60050-871:2018, 871-01-04]
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3.1.7
AAL

information system

collection of technical and human resources that provide the storage, computing, distribution,
and communication for the information required by an AAL service (IEV 871-01-04)

Note 1 to entry: An AAL information system can contain various types of personal information.

[SOURCE: IEC 60050-871:2023, 871-07-02]

3.1.8

consumer electronics, pl

CE
elect
non-

Note 1
comm

3.1.9
infor
ICT

techr
combi

3.1.1

ronic devices designed to be purchased and used by end users or consumers for dail
ommercial/non-professional purposes

to entry: Consumer electronics are among the most commonly used form of electrahicy’computin
Linication devices.

mation and communication technology

ology that comprises all devices, networking components, -applications and systems
ined allow people and organizations to interact in the digitalworld

0

netwjork connection

conn

bction that comprises both local and wide areadetworks

EXAM

3.1.1
inter
boun

Note

[SOU

3.1.1
othe
<in A
distri

Note

PLE Network connection can comprise, for example AN or internet.

1
face

and

g and

that

dary between two functional whits, defined by functional characteristics, signal
characteristics, or other characteristics as appropriate

to entry: This concept includes.the specification of the connection of two devices having different fun

RCE: IEC 60050-871:2018, 871-04-18]

2
r-information system

bution, and-~communication for the information not specific to AAL services (IEV 871-0

to’ entry: An other-information system can include in part a health information system (HIS), of
lestinclude:

tions.

AL> collection of technical and human resources that provide the storage, computing,

1-04)

which

examyf

+ electronic health records (IEV 871-06-01);

* pri

mary care practice electronic medical records (EMRs);

« pharmacy systems; or

« laboratory information systems.

Note 2 to entry:

It is possible that AAL care recipients' data need be shared with these systems. For example, in

the context of an AAL care recipient who is suffering from chronic diseases and is monitored at home by a
telemonitoring system, it is possible that a vital signs summary report need be shared with the primary care
physician's EMRs.

[SOURCE: IEC 60050-871:2023, 871-05-12]
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computing

2024

distributed computing (3.1.14) in which processing and storage takes place at or near the edge
(3.1.15) where the nearness is defined by the system's requirements

[SOURCE: ISO/IEC TR 23188:2020, 3.1.3]

3.1.1

4

distributed computing
model of computing in which a set of nodes (3.1.16) coordinates its activities by means of digital
messages passed between the nodes (3.1.16)

5 and

h vary

al or

[SOYRCE: ISO/IEC TR 23188:2020, 3.1.1]

3.1.15

edge

boundary between pertinent digital and physical entities, delineated by networked sensors
actugtors

Note 1 to entry: Pertinent digital entities means that the digital entities whichneed to be considered ca
depending on the system under consideration and the context in which those entities are used.

[SOURCE: ISO/IEC TR 23188:2020, 3.1.2]

3.1.1l6

node

netwprked machine with processing and storage capabilities

[SOURCE: ISO/IEC TR 23188:2020, 3.1.5]

3.1.1f7

cloud service

one ¢r more capabilities offered via‘cloud computing invoked using a defined interface
[SOYRCE: IEC 60050-741:2020, 741-01-08]

3.1.18

cloud computing

paradligm for enahling network access to a scalable and elastic pool of shareable physid
virtugl resources with self-service provisioning and administration on-demand
[SOURCESEC 60050-741:2020, 741-01-07]

3.1.189

AAL home platform

IT platform offering AAL services, which is integrated in an existing home environment
infrastructure

[SOURCE: IEC 60050-871:2018, 871-05-01]

3.1.2

0

home environment
environment within a home, including the totality of appliances [e.g. household technology,
home network, furnishings]

[SOURCE: IEC 60050-871:2018, 871-03-02]
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3.1.21
IT platform
hardware and software system in which application software is executed

EXAMPLE A combination of an operating system and hardware on which software is executed, a certain type of
computer or computers of a certain architecture.

Note 1 to entry: In the AAL context an AAL IT platform is the interaction between hardware and software
components used by an AAL application.

[SOURCE: IEC 60050-871:2018, 871-05-07]

3.1.2
home service
servite which is offered in home environments

3.1.2
home and neighbourhood service
servite which is offered in home environments and neighbourhood envirooments

3.1.24
AAL cloud application and service
AAL poftware application and service offered via cloud computing

3.1.25
AAL |edge application and service
AAL poftware application and service offered via edge computing

3.1.26
AAL [cloud platform
IT platform offering AAL services, offered via’cloud computing

3.1.2¢7
AAL |edge platform
IT plelltform offering AAL services; offered via edge computing

3.1.28
devigce
material element or assembly of such elements intended to perform a required function

Note 1 to entry: A~device may form part of a larger device.

[SOYRCE: IE€ 60050-151:2001, 151-11-20]

3.1.29
gateway
functional unit that connects two computer networks with different network architectures and
protocols

Note 1 to entry: The computer networks may be local area networks, wide area networks, or other types of networks.

Note 2 to entry: Examples of gateways are a LAN gateway, a mail gateway.

[SOURCE: IEC 60050-732:2010, 732-01-17]
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3.1.30

personal health record

PHR

representation of information regarding or relevant to the health, including wellness,
development, and welfare of a subject of care, which may be stand-alone or integrating health
information from multiple sources, and for which the individual, or their authorized
representative, manages and controls the PHR content and grants permissions for access by
and/or sharing with other parties

[SOURCE: ISO/TR 14639-2:2014, 2.60]

3.1.3]1
elecfronic health record
EHR
repository of information regarding the health status of a person, in computer proeessable form,
store[d and transmitted securely, and accessible by multiple authorized users

Note 1to entry: An electronic health record has a standardized or commonly agreed logiealinformation modellwhich
is ind¢pendent of electronic health record systems. Its primary purpose is the suppori,of continuing, efficiepnt and
quality integrated healthcare.

Note 2 to entry: An electronic health record contains information which is retrospeetive, concurrent, and prospective.

[SOYRCE: IEC 60050-871:2018, 871-06-01]

3.2 | Abbreviated terms

AAL active assisted living

ADL activities of daily living

Al artificial intelligence

BAN body area network

IADL] instrumental activities of daily living
loT Internet of Things

4 General

AAL [active assisted living) was lacking an International Standard on a reference architegture
to sefve as a conceptiof the domain. The objective of this document is to give an overview for
implgmenting congcrete architectures for different families of AAL applications. The referlence
architecture defines design and implementation of, for example, communication and datg flow
betwgen AAL-ecomponents and how the architecture should be constructed.

5 elationship between loT and AAL

AAL and IloT share a common technical architecture model and a technical
"thing"-services-based framework with the emphasis on the AAL user who consumes or applies
assisted living "thing"-related services. AAL is a specific use of IoT, where 10T is understood
as being the possibility of connecting things to each other. 10T is an enabler for other application
systems and application domains. More specifically, it is an enabler for other "thing"-related
services in these application systems and application domains.

AAL can be considered as one instance of a "human-centric loT" approach. This means that
the base for AAL is the loT technical architecture, but specific or different requirements exist
due to the user-centricity of AAL. In AAL, users include lay operators who are not IT
professionals. There are also other lIoT application domains that are human-centric such as the
patient-centric medical thing-related services or healthcare thing-related services.


https://www.sciencedirect.com/topics/computer-science/software-architecture
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AAL is a human-centric use of loT to create adapted localities (e.g., homes, points-of-care) with
the aim of assisting humans. AAL is a human-centric domain at the point-of-care where services
to people based on technical, loT services are most commonly applied.

AAL utilizes 10T and designs "thing"-related services that serve the needs of an AAL user when
interacting with the AAL cyber-physical system.

The key AAL requirements are safety, security, privacy, technical assistance, and additional
requirements (e.g., resilience and reliability of the system).

Al ethicalconsiderations—of-Al-when—applied—inthe-AAL context-are—reguired—especiall
SO, 130 o | 104 lally

becapse of the human-centric approach (see IEC SRD 63416:2023).

Theske requirements can also apply to other domains where people play an important role|such
as the healthcare and medical domain.

Smalit home and smart energy are domains in which domain-specific smart thing-based seryices
are applied. "Smart services" of these and other domains should be intergpéerable and comIined
in processes which serve the needs of the user. AAL users can benefijt from "smart", conngcted
servites in which AAL services are combined with services of other-domains.

AAL pystems are designed to assist people who need AAL sétvices.

6 AAL reference architecture

6.1 Purpose of AAL reference architecture

The reference architecture defines conceptsCand introduces terminology on an abstract level.
The feference architecture provides generic rules for designers of AAL systems and seryices
with the aim to facilitate systems designzand enable interoperability between components| The
AAL reference architecture enables secure and interoperable AAL services (all AAL serVices,
inclugling end-to-end services) by<‘describing the generic architecture. The purpose of the
reference architecture is to develep a framework that provides an overall view on componfents
and how they relate to each."other, which enables users to fit use cases for AAL withip the
framg¢work. Components can-be actors, devices, and other building blocks. Thus, it describes
conngctions between technical entities and associations of people to the technical entities.

The feference architecture is specific to AAL; however, it is not limited to current technoldgical
solutlons and use.scenarios.

6.2 Users.of AAL reference architecture

Potential users of the AAL reference architecture are designers and developers of AAL sy
and serviees; weH-a
in an abstract framework that allows them to map their use cases.

Users should use the reference architecture during the development of use cases, AAL services,
systems, or components, and to better understand how different components can be
interconnected.

Users can develop guidelines for secure interoperability based on the reference architecture.
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6.3 Description of AAL reference architecture

6.3.1 Description of conceptual AAL reference architecture

- —
i i i I

AAL AAL
e application
R and services
A A
AAL Other-
v Y information information
systems systems
AAL
AAL platform
gateway < 7| backend
system

I 4 A
Q Network'€onnection )

Figure 1 — Conceptual AAL reference architecture

<+—» Interface IEC

Figu“e 1 depicts the AAL reference architecture on a conceptual level. There can be afuser
interflace in every building block. It shows the flow of information from one building block tp the
next pver defined interfaces of thesxteference architecture.

The PAL reference architecture consists of several building blocks. Building blocks are entities
whiclr are on their own or in combination with other entities capable of delivering AAL serVices.
Building blocks are conneeted to each other by interfaces.

The {our building bloeks on the left hand-side of Figure 1, i.e., "AAL devices", "AAL gateyway",
"AAL|platform backéend system" and "AAL application and services", are intended for local AAL
servites. The-other two building blocks on the right hand-side of Figure 1, i.e., "AAL informjation
systgms" and"other-information systems" are intended for remote services.

Thergfare, AAL application and services (or AAL applications) refer to local services whereas
AAL information systems are more of a cloud driven remote service.

"Network connection" connects the local services and remote services via a network. "Network
connection" can be the Internet connection or connection via telephone. In some cases, it can
be the intranet connection within a private network service.

See Annex A for examples referring to the conceptual level of AAL reference architecture.
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6.3.2

Cloud and edge computing

In the future, solutions must be able to work even more closely together in order to reuse
solutions that have already been purchased and installed and to combine data for completely
new applications. This requires open platforms that can react dynamically to changes. In order
to be able to dynamically add, update or exchange third-party offerings, whether hardware or
software, as cost-effectively as possible, it is recommended that solutions be implemented on
open semantic platforms (such as AAL backend systems). For this purpose, architectures
should be set up in such a way that they can be implemented either without cloud services, or
be combined with cloud services, or be purely implemented on the cloud side. As shown in
Figure 2, AAL applications can be implemented on open platforms either in the home
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Figure 2 — Cloud and edge computing (conceptual)
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