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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPEN SYSTEMS DEPENDABILITY

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization

comprising

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international

co-operation on all questions concerning standardization in the electrical and electronic fields. To this
addition to other activities, IEC publishes International Standards, Technical Specifications, Technic

end and in
al Reports,

Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication
prepardtion is entrusted to technical committees; any IEC National Committee interested in the subjeq
may pafticipate in this preparatory work. International, governmental and non-governmental organizati
with thgq IEC also participate in this preparation. IEC collaborates closely with the Internatiohal Orga
Standafgdization (ISO) in accordance with conditions determined by agreement between the-two orga

The forfnal decisions or agreements of IEC on technical matters express, as nearly as(possible, an ir|
consengus of opinion on the relevant subjects since each technical committee.has representati
interestled IEC National Committees.

IEC Puplications have the form of recommendations for international use and-are accepted by IH
Commiftees in that sense. While all reasonable efforts are made to ensure ‘that the technical con
Publications is accurate, IEC cannot be held responsible for the way.in which they are used
misintefpretation by any end user.

In ordey to promote international uniformity, IEC National Commiitteeés undertake to apply IEC H
transpafrently to the maximum extent possible in their national andwregional publications. Any divergen
any IEQ Publication and the corresponding national or regionalhpublication shall be clearly indicated i

IEC its¢lf does not provide any attestation of conformity. Independent certification bodies provide
assessinent services and, in some areas, access to |IEC¢marks of conformity. IEC is not responsi
service$ carried out by independent certification bodies,

All users should ensure that they have the latest edition of this publication.

No liabl|lity shall attach to IEC or its directors, .employees, servants or agents including individual 4
membefs of its technical committees and IEG-National Committees for any personal injury, property
other ddgmage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) an
arising put of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publicat

Attentigdn is drawn to the Normative references cited in this publication. Use of the referenced puf
indispefpsable for the correct application of this publication.

Attentign is drawn to the possibility that some of the elements of this IEC Publication may be the subje]
rights. |EC shall not be held(responsible for identifying any or all such patent rights.
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Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under “http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORT A he—€ i : he—cove e i eation—indicates
that it cgntains colours wh|ch are considered to be useful for the correct under tanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Open systems are systems whose boundaries, functions and structure change over time and
which are recognized and described differently from various points of view. The dependability of
open systems is a key attribute for the life cycle of a system that operates for an extended period
of time in a real-world environment. Open systems dependability is the ability of open systems to
accommodate changes in purpose, objectives, environment and actual performance and to
continuously maintain accountability from stakeholders, in order to provide expected services as
and when required. The attributes of dependability, including availability, reliability,
maintainability and supportability, are the same for open systems as conventional systems but
they have to be considered in the context that no single stakeholder has a full understanding of
the system or its risks.

For open systems, security is especially important since the systems are much e>Jposed to
attack by malware. Since an open system changes continuously through its life, the design
process, |e.g. modelled by the spiral product development model, will to some extent|continue
during the whole lifetime of the system.

This doctiment elaborates on IEC 60300-1 by providing additional guidance for depg¢ndability
management of open systems.

This docpment provides guidance on open systems dependability by using the four process
views, edch of which selects and combines system life cyclédprocesses, activities and tasks of
ISO/IEC/|EEE 15288: 2015.

e Chanpge Accommodation process view;
. Acco:lmtability Achievement process view;

o Failune Response process view;

e Consensus Building process view.

A dependability case that assures theseprocess views is crucial for stakeholders to understand
and agree on the boundaries of theirresponsibilities, to assign accountability for implementation
and to ddly manage changes in achieving open systems dependability.

The intepded audience for this document ranges from users, owners and custpmers to
organizalions involved ¢in—and responsible for ensuring that open systems depé¢ndability
requiremgnts are being met. Organizations include all types and sizes of corporations, public
and private institutions such as government agencies, business enterprises and mon-profit
associatipns.
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OPEN SYSTEMS DEPENDABILITY

1 Scope

This document provides guidance in relation to a set of requirements placed upon system life
cycles in order for an open system to achieve open systems dependability.

This document elaborates on IEC 60300-1 by providing details of the changes needed to
accommodate the characteristics of open systems. It defines process views based on
ISO/IEC/|EEE 15288:2015, which identifies the set of system life cycle processes.

This docyment is applicable to life cycles of products, systems, processes or seryices|involving
hardwarg, software and human aspects or any integrated combinations of these elemgents.

For open|systems, security is especially important since the systems are particularly exposed to
attack.

This document can be used to improve the dependability of"open systems and t¢ provide
assurance that the process views specific to open systems_achieve their expected outcomes. It
helps an|organization define the activities and tasks that.need to be undertaken tq achieve
dependability objectives in an open system, including dependability related communication,
dependability assessment and evaluation of dependabijlity throughout system life cycles.

2 Normative references

The folloywing documents are referred to in the text in such a way that some or all of the|r content

constitutes requirements of this document. For dated references, only the edition cited applies.
For undEted references, the latest edition of the referenced document (incluging any
amendments) applies.

IEC 600490-192, InternationalElectrotechnical Vocabulary — Part 192: Dependability (available
at http://www.electropedia.org/)

IEC 603(00-1, Dependability management — Part 1: Guidance for management and application

ISO/IEC/|[EEE-15288:2015, Systems and software engineering — System life cycle pracesses

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-192 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
3.1

accountability

state of being answerable for decisions and activities to the organization’s governing bodies,
legal authorities and, more broadly, its stakeholders


http://www.electropedia.org/
http://www.electropedia.org/
http://www.iso.org/obp
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Note 1 to entry: Accountability includes answerability to society in general.

Note 2 to entry: Description in 1ISO 26000:2010 [1]: Accountability involves an obligation on management to be
answerable to the controlling interests of the organization and on the organization to be answerable to legal
authorities with regard to laws and regulations. Accountability for the overall impact of its decisions and activities on
society and the environment also implies that the organization’s answerability to those affected by its decisions and
activities, as well as to society in general, varies according to the nature of the impact and the circumstances.

Note 3 to entry: The definition in ISO 15489-1:2001 [2]: principle that individuals, organizations and the community
are responsible for their actions and may be required to explain them to others.

[SOURCE: ISO 26000:2010, 2.1, modified — Notes to entry have been added.]

3.2

assurance case
reasoned, auditable artefact created that supports the contention that its top-level clalm (or set
of claimq) is satisfied, including systematic argumentation and its underlying evid¢nce and
explicit apsumptions that support the claim(s)

Note 1 to entry: An assurance case contains the following and their relationships:

— one or|more claims about properties;

— arguments that logically link the evidence and any assumptions to the claim(s);

— a body|of evidence and possibly assumptions supporting these arguments forithe claim(s);
— justifichtion of choice of top-level claim and the method of reasoning.

Note 2 to eptry: An assurance case can be understood as a reasoned,andicompelling argument, supporteld by a body

of evidencg¢, that a system, service or organization will operate as intended for a defined application in a defined
environment and defined lifetime.

[SOURCE: ISO/IEC 15026-1:2013 [3], 3.1.3, modified — Note 2 to entry has been added.]

3.3
change accommodation
set of agtivities which modify and adapt a system to changes in its purpose, objectives,
environment or actual performance that require re-establishment of stakeholders’ conslensus on
the syste

3.4
consensus
general dgreement, characterized by the absence of sustained opposition to substant|al issues
by any important part of the concerned interests and by a process that involves seeking to take
into account the views of all parties concerned and to reconcile any conflicting arguments

Note 1 to eptry: ~Consensus need not imply unanimity.

[SOURCE>MSO/IEC Guide 2:2004 [4], 1.7]

3.5

dependability case

evidence-based, reasoned, traceable argument created to support the contention that a defined
system does and/or will satisfy the dependability requirements

Note 1 to entry: A dependability case is an assurance case whose top-level claim is about dependability.

[SOURCE: IEC 62741:2015, 3.1.1, modified — Note 1 to entry has been added.]

3.6

dependability communication

continual and iterative process that a stakeholder conducts to provide, share or obtain
information, and to engage in dialogue with other stakeholders regarding the management of
dependability
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Note 1 to entry: The role of dependability communication in the management of open systems dependability is not
unlike that of risk communication in risk management.

Note 2 to entry: See the definition of the term “communication and consultation” in ISO Guide 73:2009 [5], 3.2.1.

3.7
environment
<system> context determining the setting and circumstances of all influences upon a system

[SOURCE: ISO/IEC/IEEE 42010:2011 [6], 3.8]

3.8

failure response
set of aciirities—rit ¥ D prevent
the failurp or minimize its effect, to analyse its causes and prevent its recurrence ‘and to fulfil
accountapility

3.9
frame of|reference
set of cgnventions for the construction, interpretation and use of documents desfribing a
common [understanding of and explicit agreements on a system, Jits purpose, objectives,
environmlent, actual performance, life cycle and changes thereof

3.10
interactipn error
error that occurs due to the interactions between items despite each item’s performance
meeting the specification

3.1
monitoring
determin|ng the status of a system, a process or an activity

Note 1 to eptry: To determine the status there may be a need to check, supervise or critically observe.

[SOURCE: [SO 22301:2012 [7]; 3:29]

3.12
open system
system whose boundaries, functions and structure change over time and is recogrized and
described differently from various points of view

Note 1 to gntry: .‘Changes include not only adaptation with specific purpose but also spontaneous evéglution. For
example, they,include spontaneous and uncoordinated changes within a system that spans multiple ddmains with
different aythofities.

Note 2 to entry: An open system’s boundaries, functions and structure are not only changing with time but can be
vague at any point in time and recognized differently by different stakeholders. This refines the definition of system in
IEC 60050-192 for a given level of abstraction and a given viewpoint. A boundary can have a clear definition at one
level of abstraction, but it could become more vague at a more detailed level. The level of details necessary for a
purpose or for a stakeholder need not be predetermined nor guaranteed to be attainable.

Note 3 to entry: An open system exchanges resources over its boundary with other systems or the environment,
possibly changing the boundary itself.

Note 4 to entry: Every substantial system has aspects of both an open system and of a conventional system. The
term open system is not used for classification of systems. The term applies to a system when its open aspects are
significant for the discussion at hand about the system.

Note 5 to entry: The fact that a software system can be “open source” is irrelevant to being an open system, except
that being open source software necessarily brings in aspects of open systems such as lack of centralized authority.
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3.13

open systems dependability

ability to accommodate changes in purpose, objectives, environment and actual performance
and to achieve accountability continually, so as to provide expected services as and when
required

3.14
process
set of interrelated or interacting activities that use inputs to deliver an intended result

Note 1 to entry: Whether the “intended result” of a process is called output, product or service depends on the
context of the reference.

Note 2 to gntry: INpuUtsS 10 a process are generaly the outputs of Other processes and outputs of a fjrocess are
generally the inputs to other processes.

Note 3 to entry: Two or more interrelated and interacting processes in series can also be referfed-to as|a process.

Note 4 to entry: Processes in an organization are generally planned and carried out undef\controlled cgnditions to
add value.

Note 5 to eptry: A process where the conformity of the resulting output cannot be readily or economically validated
is frequently referred to as a “special process”.

Note 6 to entry: This constitutes one of the common terms and core definitions for ISO managempnt system
standards given in Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives, Part 1. The original
definition hps been modified to prevent circularity between process and-output, and Notes 1 to 5 to entryl have been
added.

[SOURCE: [SO 9000:2015 [8], 3.4.1]

3.15
process [view
collection of processes, activities and tasks.that provides a focus for a stakeholder’s particular
concern about a system in a manner that cuts across all or parts of the life cycle

3.16
resilience
adaptive [capacity in a complex and changing environment

Note 1 to gntry: The definition of resilience in UNISDR Terminology on Disaster Risk Reduction [9]: the| ability of a
system, cojnmunity or society ‘exposed to hazards to resist, absorb, accommodate to and recover from thle effects of
a hazard ir] a timely and‘efficient manner, including through the preservation and restoration of its essgntial basic
structures and function's¢

Note 2 to eptry: _The definition in [10]: the persistence of service delivery that can justifiably be trusted, when facing
changes.

SOURC_ e e SN | Za. 0000 0 4.7 (HH ! Ti (D ST 1 I} l IH bl
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items other than organizations and Notes to entry have been added.]

3.17

stakeholder

individual or organization having a right, share, claim, or interest in a system or in its possession
of characteristics that meet their needs and expectations

EXAMPLE End users, end user organizations, supporters, developers, producers, trainers, maintainers, disposers,
acquirers, supplier organizations and regulatory bodies.

Note 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.
Note 2 to entry: The term ‘interested party’ constitutes one of the common terms and core definitions for

ISO management system standards given in Annex SL of the Consolidated ISO Supplement to the ISO/IEC Directives,
Part 1. This document uses the admitted term ‘stakeholder’, following ISO/IEC/IEEE 15288:2015.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.44, modified — Note 2 to entry has been added.]


https://www.iso.org/obp/ui/#iso:std:iso:9000:ed-4:v1:en:term:3.7.6
https://www.iso.org/obp/ui/#iso:std:iso:9000:ed-4:v1:en:term:3.7.7
https://www.iso.org/obp/ui/#iso:std:iso:9000:ed-4:v1:en:term:3.2.1
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4 Open systems dependability

4.1 Open systems
Open systems have the following characteristics [11].

— They are large, complex and interconnected.
— They can include black box components.

NOTE 1 A black box component is a component whose users do not know its implementation details and cannot
control its functionality and interface.

— Their purpose, objectives, environment and actual performance are not determined and
change through their lives. Unpredictable changes of user requirements, service objectives,
serviges received via network, black box components, technological basis)-letc., are
comnjonplace.

— Their[boundaries, functions and structure are ever-evolving and percejved’ diffgrently by
differeént stakeholders. Preventing them from becoming vague requires particular ¢ffort.

— Accolintability is vital in their system life cycle and for risk control,‘but it needs particular
effort|to establish because of lack of effective central control.

— Undefstanding of the systems and their risks by their stakehalders is neither complete nor
certain at any given time.

— The possibility of failures due to an incomplete understanding of the systems, unanticipated
events and changes cannot be eliminated or predicted- Systems need to be resilienf, need to
have risk controls including error proofing, need to be‘able to recover from failures pnd need
to beable to adapt to prevent recurrence.

— Achigvement of dependability requires an iterative approach and depends on integration of
the system operation and development. Performing dependability activities throughout the
system life cycle and iterating them as often as needed is particularly important|{for open
systemns.

NOTE 2 Yome of these features are shared with'so-called “system of systems” [12], [13] and “unboundefl or weakly
bounded systems”.

NOTE 3 Depending on a particular point' of view, most systems have these features to some, possibly| negligible,
degree. A gystem is an open system ‘when these features of the system are significant for the discussion at hand
regardless jof its being a system of.systems.

A systemq necessarily (exchanges services with a wide variety of other intercqnnected,
independently managed-‘systems. These surrounding systems are managed accordinjg to their
own pringiples and<takeholders, and their interfaces are subject to change for various|reasons.
The system must_serve diverse stakeholders. Each stakeholder has different objeclives and
there might be no single authority over the system; moreover, the objectives of the syptem and
the surropnding systems change with time. The conditions for the system, such as reqyirements
and congtraints, change frequently and unpredictably. Thus, there are uncertdinty and
incompleteness about these conditions and they cannot be understood completely at any given
time.

Since an open system changes continuously through its life, the design process, as modelled by
the spiral product development model, will to some extent continue during the whole lifetime of
the system.

Moreover, uncertainty and incompleteness are also present within the system itself, such as
with respect to its functions, internal structure, and the boundary. Its subsystems are often
managed by different parties and those involved in integration and coordination of the system
boundaries might not have complete knowledge and control of them. Services and components
might be added to or removed from the system during its operation by/for various stakeholders.
This dynamic nature makes the system boundary, functions and structure ambiguous in practice,
even if there is no ambiguity in theory at any specific time from a specific point of view.
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For these reasons, as well as the sheer complexity and scale of the system, it is very difficult for
any stakeholder to specify, comprehend or control the system and its management to any
sufficient completeness and certainty. Unanticipated changes and failures of various degrees
are a part of the system’s nature. The use of the term open systems emphasises this aspect of
systems.

The true, implicit expectations for the system are always relative to the context of other
surrounding systems and stakeholders. The objectives of the various levels of systems
surrounding the target system should be taken into account. As the context changes, and as
incompleteness and uncertainty are resolved in one way or the other, the system should adapt
to the corresponding changes in the requirements and assumptions. These changes cannot be
fully anticipated or specified in advance.

4.2 deendability issues specific to open systems

Open sygtems dependability aims to achieve service continuity over extended periods of time
notwithstanding changes and failures. Achieving service continuity places requiremerjts on the
entire lifd cycle of the system and iteration thereof aided by enhancementjactivities.

document shall be used together with IEC 60300-1. IEC 60300¢1 requires that sustained
improvement be ensured via planning and control of enhancement activities and appropriate
reviews ¢f progress. Open systems dependability elaborates on this for open systems where
dependability directly depends on improvement with respectio frequent unpredictable changes.
An iterat|ve approach to the life cycle can be applied{to“accommodate such changes; see
Annex A,

Dependif)ility management provided by IEC 60300-1 generally appli€sto open systems and this

The scope of dependability management ofan” open system is not trivial betause of
characteristics explained in 4.1. Merely conforming to explicit agreements is not sufficient
because jagreements cannot adequately coverall aspects of the system of interest, a§ no open
systems |[can be completely defined. Stakeholders need to be prepared to act belyond the
agreements based on a common understanding of the system and its environmgnt. As a
principle | open systems dependability-strives for confidence and trust in the system eVen under
broken agsumptions, requirementsiinvalidated by changes, and eventual system failufes.

The argument above highlights the importance of processes that continually review and revise
the scople of dependability *‘management and that provide explicit documentation and an
agreemenpt on the scope._The agreement on the scope by stakeholders needs to be blacked by
agreemenpts on accountability.

Unanticigated causes cannot be prevented. What can be done is to identify key functions,
anticipate possible consequences of losing the key functions and protect the key funictions so
that they|can./be recovered quickly or covered by redundancy.

4.3 Objective

The objective of open systems dependability is to sustain a degree of service continuity of a
system in the context of surrounding systems, stakeholders and the environment, so far as
practicable under unanticipated events and changes due to incompleteness and uncertainty of
knowledge by stakeholders.

Systems are no longer taken as definite, but as open systems of which our knowledge cannot be
complete or certain. A system with open systems dependability should have the ability:

— to continuously remove factors which have the potential to cause failures and hence improve
itself;
— to take quick and appropriate action when a failure occurs;

— to prevent, minimize and mitigate damage;
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— to continuously provide the services anticipated by stakeholders as much as possible
(graceful degradation);

— to maintain the activities and tasks to achieve accountability for the system operations and
processes;

— to help understand and communicate the assumptions made when describing the system,
documenting these assumptions explicitly, and determining the system’s dependability
through the documentation and the authority for accepting it.

These abilities are expected for any dependable system even though they have particular
importance for an open system that has increased likelihood of being affected by changes in
other systems connected to it. Specificity of open systems dependability arises from the
incompleteness and uncertainty under which the stated abilities are to be attained. The
characteristic-ef-epen—systemsdependabiity Hesinthe processefachieving-thestated ability,

and the gpen systems dependability is not different from conventional dependability.

4.4 Adhieving open systems dependability

For an open system to be dependable, its life cycle should enable stakeholders fo do the
following

a) Establish a frame of reference understood by all stakeholders.fof addressing the system, its
purpdse, its operation, its environment and changes thereofiand then establish alcommon
undefstanding and explicit agreements on those matters/in that frame of reference.

b) Make| transparent the relationship between a failureo fulfil an item in the stgkeholder
agregment and its implications for stakeholders<and society in general, [including
accoyntable stakeholders’ obligations to providecrémedies, so as to motivate best|efforts to
honodir the agreement and to secure availability, of remedies for potential damage

c) Plan and execute immediate actions against‘failures to provide expected services|as much
as popsible, with least possible disruption-and damage, in the manner most expedignt in the

contejxt

d) Orgar[<ize activities that arise whenadapting the system to changes in its environment,
purpdse, agreement, etc., and to-gain from experience with failures, so as to| improve
dependability continuously.

These folr practices work together and each depends on the others. Item a) provides fthe basis
of b), ¢) and d). Item b) helps‘to enforce the agreement in a) and promotes public confidence and
trust in the system by communicating the plans and activities executed according to ¢) and d).
Iltem c) gives necessary information to b), and triggers item d) for prevention of failure
recurrenge. Item d)nestarts a) to reflect time-dependent changes in the common undefstanding
and expl{cit agreements of a), which is always a provisional snapshot in need of cgntinuous
updating

The ways | ) ) ed in life
cycle models. Annex A prowdes examples An example of applymg open systems dependability
to a concrete open system is given in Annex C.

4.5 Relationship to resilience and fault tolerance

The concept of resilience is very similar for open and conventional systems. Traditional
resilience (3.16 and its Note 1 to entry) emphasizes the ability to get back to normal operation
after disturbances, while open systems dependability embraces the fact that even the definition
of “normal operation” varies from time to time or from one point of view to another. A more recent
concept of resilience (Note 2 to entry in 3.16) considers a broader range of changes and
adaptations and shares the goal with open systems dependability. The difference is that open
systems dependability focuses on cases where changes and a need to adapt stem from
openness of systems, and hence on consensus and accountability in a system life cycle
approach.
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The idea of fault tolerance, on the other hand, differs between conventional and open systems.
In a conventional system, it is assumed possible, at least in principle, to enumerate all
significant potential faults. A fixed, concrete procedure for getting back from deviation to normal
operation is given to achieve fault tolerance, where deviation and normal operation are explicitly
defined. Open systems dependability concerns the situation where those cannot be explicitly
defined.

5 Conformance

For a system life cycle to support open systems dependability, a dependability case [14], [15]
demonstrating the following should be provided:

a) that the system life cycle achieves the requirements of all the process views specified in
Clauge 6;

b) that the adequacy of these requirements for achieving open systems dependability for the
target system has been considered.

NOTE 1 The dependability case is required in order to ensure that stakeholders understand and agree on the
boundaries| of their responsibilities, assign accountability for implementation and)management qf changes
appropriatgly.

NOTE 2 By its nature, open systems dependability is not shown by a fixed“\set of sufficient condifions. Each
application|of this document is assessed for conformance considering the quality*of additional consideratign in b) with
respect to fhe specifics of the target at hand.

An informative template of a dependability case that demonstrates the above claims i$ given in
Annex B,

6 Progess views for achieving open systems dependability

6.1 Gégneral

Clause 6|describes the four process«views that address the four practices of the open systems
dependability 4.4 a) to d). Some-.ef-the activities and tasks required for implementing these
processejs are selected from ISQ/IEC/IEEE 15288:2015.

Each pragtice of open systems dependability needs a set of activities and tasks that cut across
many lifg cycle processes." The concept of a process view is introduced in order to|gather a
group of related activities in a single place as described in ISO/IEC/IEEE 15288:2015, Annex E.

Clause g specifies’ the four process views conforming to the process viewpoint prpvided in
ISO/IEC/|[EEE 15288. A process view is defined by providing the following information:

a) procdss:view name:

b) process view purpose;
c) process view outcomes;

d) identification and description of the processes, activities and tasks that implement the
process view and references to the sources for these processes, activities and tasks in other
standards.

Clause 6 specifies each of the four process views by providing the above items a) to d).

The four process views work together to achieve the objective of open systems dependability.
Together with other system life cycle processes and process views, they form a system life cycle
model as is required for each application of ISO/IEC/IEEE 15288:2015 as indicated in Annex A.

NOTE 1 ISO/IEC/IEEE 15288 details processes and their activities and tasks. Selected sets of these processes can
be applied throughout the life cycle for managing and performing the stages of a system’s life cycle.
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NOTE 2 The penultimate paragraph of 4.4 outlines the relationship among the four process views. Clause A.2
provides the detailed relationship in an example life cycle model.

In the rest of Clause 6, each subclause (i.e. 6.i) provides a process view and is organized as
follows.

The title of 6.i is the name of the process view (a).

6.i.1 “Purpose” provides the process view purpose (b). The first paragraph is the core statement
of the purpose and the following paragraphs add some explanation.

6.i.2 “Outcomes” lists the process outcomes (c). In some cases, outcomes are arranged
hierarchically. Annex B provides a template argument structure for a dependability case using
the outcdmes. This provides some rationale for the selection of outcomes.

6.i.3 “Prdcesses, activities and tasks” constitutes the principal part of this document. The list of
ISO/IEC/JEEE 15288 processes, activities and tasks (d) that implement the)procesp view is
provided] together with advice specific to realization of open systems dependability. [For each
ISO/IEC/|EEE 15288 process, an optional paragraph that describes its relevance to th¢ process
view is fgllowed by a list of more detailed descriptions of the related activities and tgdsks, with
indications of the related outcome of the process view. Descriptions in 6.i.3 shall|be used
together with those in ISO/IEC/IEEE 15288:2015 that provide definitions and contexts of the
related pfocesses, activities and tasks.

In 6.i.3, dlauses of ISO/IEC/IEEE 15288:2015 and clauses{of this document are both referred to.
They arqg distinguished in the following way. Angle ‘brackets (<>) are used to refer to the
subclause number of a process in ISO/IEC/IEEE 15288:2015 and the list item label of gn activity
or a tasK within that process. For example, “<6:472> Stakeholder Needs and Reqyirements
Definition) process” refers to 6.4.2 of ISO/IEC/TEEE 15288:2015 and, within the cpntext of
<6.4.2>, |'<a)1)>" refers to the task “1) Identify the stakeholders who have an interIst in the
system tproughout its life cycle” within the activity “a) Prepare for Stakeholder N¢eds and
Requirenpents Definition”. For a two-levegllist, a reference to a level-1 list item, say “<a)p”, refers
to all of the level-2 items <a)1)>, <a)2)>, ..., <a)n)> that make up the level-1 item <a)3. Square
brackets|([]) are used to refer to.the’list item label of a process view outcome in 6.4.2 of this
documentt.

6.2 Cqgnsensus Building process view
6.2.1 Purpose

The purpose of the ‘Consensus Building process view is to establish and maintain alcommon
understapdingwith explicit agreements about the system, its purpose, objectives, envlfronment,
actual pelrformance, life cycle and changes thereof.

NOTE 1 Unlike explicit agreements, the common understanding of the system is not necessarily documented
explicitly and includes the attitude, beliefs, perceptions and values shared among stakeholders.

The Purpose should be achieved with the following understanding.

It should be ensured that the same understanding is shared by all stakeholders so that the
inevitably remaining discrepancy of interpretations is acceptable. Explicit agreements include
those covering stakeholders’ benefits and responsibilities in developing and operating the
system, as well as those on assumptions made.

Establishment of the common understanding and explicit agreements provide a generic
preventive measure against unanticipated events.

NOTE 2 For some stakeholders, it might be sufficient to understand that other stakeholders ensure the desired
outcomes, without the need to understand the technical details involved.
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Achievement of the Purpose consists of the following:

establishment of a common understanding and explicit agreements among stakeholders
[6.2.2 outcomes a)1) to a)7)];

maintenance of the understanding and agreements [b)1) to b)5)].

The relationship between the purpose and the outcomes is described in Clause B.2.

6.2.2 Outcomes

a)

b)

A common understanding and explicit agreements among stakeholders are established.
1) Stakeholders of the system are identified.

NOTE|1 The list of stakeholders changes with time and points of view.

2) Afframe of reference understood by all stakeholders is established. The framg includes
thf vocabulary and basic assumptions on the environment of the system)

3) The system’s purpose, objectives, environment, actual performatce, life dycle and
changes thereof are understood in the frame of reference by each-stakeholder in a same
way. This includes the assumptions concerning the system’ and stakgholder’s
responsibilities.

4) An arbitration process is pre-agreed for situations when consensus cannot be reached so
thpt conflicts of interest can be resolved.

NOTE|2 Conflicts of interest can include those related to intellectual property rights.

5) Explicit agreements are developed based on“the understanding in 3) [and are
dgcumented. The records include accounts of:their development and the reasgning why
the various components of the agreements@re considered appropriate and fegsible.

6) The differences of interpretation of the agreement documents are within an agceptable
rapge.

7) The outcomes above are achieved in a way that is fair and equitable for all stakgholders.

NOTE|3 Fairness and mindfulness contfibute to resilience against unanticipated events. Lack of fairness and
mindfdiness eventually leads to problems that affect all stakeholders.

NOTE|4 Extortion of opinions and requirements, for instance, is not fair nor mindful, and has disprpportionate
long-tgrm impact on the failure'of large open systems to achieve their objectives.

The qommon understanding and explicit agreement among stakeholders is maintgined.
1) The policy on_change management of agreements is established.

NOTE|5 The policy applies in all phases, including initial identification of service requirements and| revision of
them.

2) Sfakeholder consensus is maintained when the business objectives, stakeholdgr needs,
system or environment changes.

NOTE 6 Such changes might be necessitated by post-failure treatment.

NOTE 7 Maintaining stakeholder consensus means revising, validating and renewing it so that it reflects the
new objectives, needs, system and environment after a change.

3) Processes for achieving consensus are reviewed when the business objectives,
stakeholder needs, system or environment changes.

NOTE 8 Consensus can be limited to a part of the activities, or some of the stakeholders, while the rest of the
activities or stakeholders are not influenced. Stakeholders can also by passive acceptance choose not to involve
themselves in matters that are of no or limited importance to them. Often an activity is controlled by a small group
of dedicated stakeholders while the rest of the stakeholders accept this as long as the performance is acceptable
and their vital interests are not affected.

NOTE 9 Actions for stakeholder involvement are described in IEC 60300-1:2015, 5.3 (the third item of the
itemized list).

4) Responsibility for producing and approving the dependability case is defined.


https://iecnorm.com/api/?name=a1a576a42394fd8ee12e6086bc569def

IEC 62853:2018 © IEC 2018 - 17 -

5) The achievement of consensus, an account of its development and the reasoning why
the consensus is considered appropriate and feasible are recorded in the dependability
case (see IEC 62741 [15]).

6.2.3 Processes, activities and tasks

The Consensus Building process view should be implemented using the activities and tasks of
the following processes provided by ISO/IEC/IEEE 15288.

NOTE 1 In the following, angle brackets (<>) are used to refer to subclause numbers and list item labels in
ISO/IEC/IEEE 15288:2015. Square brackets ([]) are used to refer to the list item label of a process view outcome in
this document. See the last paragraph of 6.1 for details.

<6.1.1> The Acquisition process establishes and maintains an agreement between an acquirer
and a supplier, which is a part of the explicit agreements referred to in [a), b)]. The Iacquirers
should take into account the concerns of parties other than the acquirers and the suppliers such
as end users, the local community and regulators [a)].

— <a)1)p: The acquisition strategy should clarify tactics to achieve the common undefstanding
and explicit agreements in [a)].

— <c)1)| c)4)>: Development and change negotiation of the agreement between the acquirer
and tihe supplier should be done in a fair and mindful manner [@)7)].

— <d)>:[Monitoring of the agreement is a part of the policy and aims to maintain the explicit
agregment [b)1), b)2), b)3)].

— <d)1)p: Assessment of the execution of the agreement should include assessmgnt of its
fairngdss and mindfulness [a)7)].

<6.1.2> The Supply process establishes and maintains an agreement between the acquirer and
the supplier, which is a part of the explicit agreements in [a), b)]. The suppliers should|take into
account ¢oncerns of parties other than the acquirer and the suppliers such as end usgrs, local
community and regulators [a)].

— <a)1)p: ldentification of the acquirers‘is a part of stakeholder identification [a)1)].

— <a)2)p: The supply strategy shaodld clarify tactics to achieve [a)].

— <c¢)1)| ¢)4), d)1)>: Negotiation‘on an agreement and its execution should be dong in a fair
and npindful manner [a)7)}

— <d)2)p: Assessment _of the execution of the agreement should include assessmgnt of its
fairngss and mindfulness [a)7)].

<6.2.1> The Life cyele'model management process should specify the linkages among|life cycle
processels that enable achievement of all outcomes of this process view [a), b)].

<6.2.5>
and expl ;
understanding and explicit agreements [a), b)].

rstanding
common

he  Quality management process formulates aspects of the common unde

— <a)1)>: The quality management policies, objectives and procedures should address the
extent of the common understanding and the extent of consent to the explicit agreements [a),
b)]. Stakeholders should develop a common understanding and explicit agreements on
quality management taking into account that, in general, there is no central organization that
manages quality of the whole system [a), b)].

— <a)2), a)3)>: The common understanding of quality management should recognize that
definitions of responsibilities and evaluation criteria are not perfect and are subject to
change, and that stakeholders should be prepared to act, when necessary, beyond their
defined responsibility for the sake of total quality [b)].

— <a)3)>: Evaluation criteria should be fair and mindful [a)7)].
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<6.2.6> The Knowledge management process provides a source of the common understanding.

<a)1), b)1), c)1)>: The knowledge management strategy, classification for sharing
knowledge and a taxonomy to organize knowledge should provide a frame of reference
understood by all stakeholders [a)2)].

<d)>: Maintenance of knowledge should be integrated with maintenance of the common
understanding and explicit agreements [b)].

<6.3.1> The Project planning process embodies the common understanding and explicit
agreements as plans [a), b)].

<a), b)1) to b)6)>: Definition and planning of the project (objectives, constraints, scope, life
cycle model, work breakdown structure, schedule, achievement criteria for life cycle stages,
costs[and budget, roles, responsibilities, accountabllliies, etc.) should reflect the] common
undetstanding and explicit agreements and in turn deepen and clarify thempfofming the
basis|of their maintenance [a)2), a)3), a)5), a)6), b)1), b)2), b)3)].
<b)4)p: Responsibility for the dependability case should be defined in‘ the project plans
[b)4)]
<b)7)p: Communicating and reviewing plans should form a part” of developing and

maintaining explicit agreements; the review should provide and tecord the rationalle for the
agredments [a)5), b)2), b)5)].

<6.3.2> The Project assessment and control process governs the maintenance of thefcommon

understapding and explicit agreements when changes occdr,.

<b), ¢)>: Assessment and control of the projectiincludes assessment and confrol of (i)
stakeholder consensus with respect to its changihg context and (ii) the performance of
relevant processes with respect to the required)outcomes of this process view [b)1), b)2),
b)3)].

<6.3.3> [The Decision management process resolves conflicts arising in establishing and
maintaining the common understanding and explicit agreements, and also manages degisions to

accept upopposed opinion [a), b)].

<a)1)p: The decision management strategy should include a pre-agreed arbitration process
[a)4)]
<a)3)p: Besides stakeholders with conflicting interests, those affected by the|decision
should be identified and’/involved [a)1), a)7)].

<b)2)p: The desired: outcome and selection criteria should be determined in a| fair and
mindful mannerby'recursive application of the Consensus Building process view [a)6), a)7)].

<c)2)| ¢)3)=A’record of resolutions, decisions rationale and assumptions, tragking and
evaluption should provide an account of consensus building and evidence for its faifness and
mindfPIness [a)7), b)5)].

NOTE 2 |Invocations of the Consensus Building process view and those of Decision Management process are
mutually recursive. Consensus building requires decisions to be made and each decision requires consensus on the
desired outcomes and selection criteria.

<6.3.6> The Information management process generates, obtains, confirms, transforms, retains,
retrieves, disseminates and disposes of information about the common understanding, the
explicit agreements and their management.

<a)1), a)5)> The strategy for information management and information maintenance actions
should include the policy on the change management of agreements [b)1)], maintenance of
stakeholder consensus [b)2)], review of processes for achieving consensus [b)3)]. They
should reduce differences of interpretations [a)6)] and support the fairness and equitability
for all stakeholders [a)7)].
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<a)2)>: Information items to be managed should include the list of identified stakeholders
[a)1)], the frame of reference [a)2)], the understanding of the system’s purpose, etc. [a)3)],
the agreed arbitration process [a)4)], the explicit agreements [a)5)], the dependability case
[b)4)] and the account of development of consensus and the reasoning behind it [b)5)].

<a)3)>: Designation of authorities and responsibilities for information management includes
that for the dependability case [b)4)].

<a)4)>: The formats and structure of information items are parts of the frame of reference
[a)2)] and their contents should reflect the common understanding [a)3),a)5)].

<b)1)>: Development of information on explicit agreements should adopt the agreed
arbitration process to resolve conflicts of interest [a)4)]. The frame of reference established
in [a)2)] should be used for transforming information into useable information for
stakeholders.

<b)5)p: Disposal of information, particularly the account of the development{df explicit
agregments and the reasoning behind it [b)5)], should be done only™after careful
consifleration of the value it has for change accommodation and accountability achjevement
at a later time, including when those arise from failure response.

<6.3.8> The Quality assurance process provides confidence that theccommon undefstanding
and expl|cit agreements are established and maintained with sufficient quality and fhat their

contents represented as quality requirements are fulfilled.

<b), d)>: Evaluation of product or service and process should)form a part of the maiptenance
of thg common understanding and explicit agreements {bj1), b)2)].

<d)>:| A record of quality assurance activities sholld provide an account of consensus
buildipng [b)5)].

<e)>:|The treatment of problems should consider, whether their causes require update of the
comnjon understanding and explicit agreements and that of the processes [b)1), b)2), b)3)].

<6.4.1> The Business or mission analysis-process provides the frame of reference gdnd starts
building the common understanding of environments, etc., in that frame. Applicatipn of the
process |should take into consideration that the system might lack an orggnization

encompassing all stakeholders.

<a)2)| b)2)>: The analysis strategy and the problem space definition should clarify the frame
of reference and the common understanding in that frame to be shared; they should also be
fair apd mindful [a)2), a@)3), a)7)].

<b)1)p: After the proeblem analysis, confirmation should be obtained that all stakeholders
sharelthe same understanding of the scope, basis or drivers of the problems or oppprtunities
addrgssed in <b)T) NOTE 1> [a)2), a)3), a)6)].

<c)1)p: Identification of major stakeholder groups should take into account that stakeholders
might/change with time and that each stakeholder may perceive differently which entities are
the miajor’stakeholder groups of the system; each stakeholder should be identified together
with his/her roles [a)1)]; preliminary operational concepts should include policies on services
that express the common understanding [a)2)].

<c)2)>: The solution classes identified should be shared among all stakeholders and each
stakeholder should be able to examine the solutions from his/her own viewpoint for fairness
and mindfulness [a)3), a)7)].

<d)>: The evaluator and the method of evaluation should be identified and agreed among the
stakeholders [a)7)].

<e)1)>: The traceability between the analysis results before and after changes should be
maintained, in addition to traceability between the analysis result and other artefacts in one
iteration of a life cycle [b)2), b)5)] (cf. <6.4.1.1 NOTE 2>).
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<6.4.2> The Stakeholder needs and requirements definition process develops the common
understanding and explicit agreements on the system purpose, etc., as stakeholder needs and
requirements definitions [a)3), a)5)].

— <a)1)>: Identification of stakeholders should take into account that stakeholders might
change with time and that each stakeholder may perceive differently which entities are the
stakeholders of the system; each stakeholder should be identified together with his/her roles

[a)1)].

— <a)2)>: The stakeholder needs and requirements definition strategy should provide for fair
and mindful resolution of different opinions and conflicts that help ensure system assurance
and integrity [a)4), a)7)] (cf. <6.4.2.3 a)2) NOTE>); the strategy should address how to
achieve the common understanding of policies on the system’s service [a)3)].

<b 1 Th afinition ~f Aot ot Ff o cbhoanld rac ol Affar
T OCTIT O OT OT COTITC AT OT oot oTToUTa T CoSOUTV C O TeT CTIC

stakeholders in a fair and mindful manner [a)2), a)3), a)7)].

i#Hens held by

— <b)2)| b)3), b)4)>: Elicitation of explicit and implicit needs should pay particular atfention to
<b)2)|NOTE 1>; stakeholders needs should be elicited together with their. pfesuppositions
abouf the system and its environment; it should be taken into account thatdifferen¢es in the
presuppositions might become apparent only after some period of(eperation; differences
hinder dependability communication among stakeholders, can be_an obstacle to consensus
building and can lead to inappropriate decisions [a)2), a)3)]}_élicitation, identification,
selecfion and definition of stakeholder needs should be fair and“mindful [a)7)].

— <c)>:[The operational concept should include policies on the system’s service that reflects
the common understanding [a)2)].

— <f)>: Changes to the stakeholder needs and requirements definition should be managed [b)].

<6.4.3> TThe System requirements definition process transforms stakeholder consensus to
concrete|system requirements. This facilitates.myaintenance as well as assessmept of the
outcomes of this process view [a), b)].

— <b), ¢)>: Before a particular set of technical requirements is chosen, stakeholdefs should
reachl consensus on the anticipated consequences and risks of the choice in their gwn terms
[2)5),|a)6), a)7)].

<6.4.4> Pefinition of architectdre: provides a part of the frame of reference and explicit
agreements [a)2), a)5)].

— <b)1)p: The architecture) viewpoint should form the frame of reference in [a)2)].
— <f)2)3: Explicit acceptance of the architecture should form a part of the explicit agreements
[2)5)]

<6.4.9> The Verification process is a part of assessment of the explicit agreement [a)6), b)2)].

— <c¢)3)pidhe stakeholder agreement that the system meets requirements is a p:frt of the
explicitagreementsTeferredtoim{a)y5)t:

<6.4.11> The Validation process is a part of assessment of the explicit agreements [a)6), b)2)].

6.3 Accountability Achievement process view
6.3.1 Purpose

The purpose of the Accountability Achievement process view is to establish the relationship
between a breach of an explicit agreement and its implications for stakeholders and society in
general. This includes accountable stakeholders’ obligations to provide remedies, so as to
improve the chance of realizing consensus on the system, to sustain confidence and trust in the
system and to secure the availability of remedies for potential damage.

NOTE 1 A breach of agreement includes the case where a stakeholder is unable to keep the agreement because of
an unforeseeable harmful event.
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NOTE 2 Agreements need to be explicit to the extent necessary to clarify for what each stakeholder is to be held
accountable. The explicit agreement needs to refer to implicit agreements such as industry codes of practice when
necessary.

The Purpose should be achieved taking the following into account.

The Accountability Achievement process view provides accountability to society in general.
Accountability is the overall responsibility for decisions and actions taken in any part of the life
cycle of a system. Accountability includes outward responsibility for providing information to the
users and other stakeholders, and inward responsibility for monitoring and maintaining controls
over identified risks. Since there is no central control for open systems, it is difficult to identify
the party that is accountable for a decision, an action or a particular control.

Accountgbitity tras—am immediatempact o peopte’ s confidenceamd—trustmthe—system, and
such subjective properties of the system are essential for dependability. Lack of accojuntability
prevents|some systems from resuming services after technical recovery from a faiture [because
of regulajory requirements, public opinion and other social reasons.

Accountdbility is necessary to achieve dependability of the system and_strengthens the overall
dependability of interconnected, independently managed systems, Impacts of failfres of a
system cpn be mitigated by the surrounding interconnected systems.that share information on
the failurg.

Achievement of the Purpose consists of the following:

— establishment of the relationship between a breach of an agreement and its implications,
whicH include accountable stakeholders’ obligations to provide remedies, before gvents for
whicH accountability is required [6.3.2 outcomes, a) to e)];

— the pérformance of actions that anticipate and'respond to events for which accountability is
requifed [f) to h)];

— provigion of adequate information to stakeholders and society in general [i)1) to i)

OT

)1-

The relatjonship between the purpose-and the outcomes is described in Clause B.3.

6.3.2 Dutcomes
a) Key decisions controlling:the system life cycle and risks in the system life cycle are jdentified,

incluging those controlling the outcomes of the processes and process views.
NOTE 1 Hey decisions.include those decisions made at the life cycle stage decision gates and those that have a

large influgince on latef\progress of the system life cycle.

b) A person or.anh‘entity accountable for each key decision controlling the system life ¢ycle and
risks [in the system life cycle is identified.

c) For epch’item of each explicit agreement, the key decisions that can cause its failure or
breach are identified.

NOTE 2 For a breach of an agreement caused by factors outside the system, contributing key decisions include
acceptance of the risk and acceptance of risk analysis result that is insufficient.

NOTE 3 The stakeholders accountable for a breach of agreement are those who are accountable for the key
decisions identified as possible causes of the breach.

d) For each breach of each explicit agreement, its impacts on the non-accountable
stakeholders and society in general are assessed.

NOTE 4 Assessment includes analysis of the controllability of impacts by the accountable stakeholders with given
authority and resources.

NOTE 5 Each item of each explicit agreement is formulated so that such examination is possible.

e) For each breach of each explicit agreement, its implications for the accountable
stakeholders and the remedies for the non-accountable stakeholders and society in general
are agreed.
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NOTE 6 The implications for the accountable stakeholders include obligations to provide the agreed remedies for the
non-accountable stakeholders and society in general. The Consensus Building process view is invoked to revise the
original agreement so that accountable stakeholders’ control is sufficient for fulfilling the obligations.

NOTE 7 The agreement on the implications and remedies for a breach of the base agreement includes consideration
of the case where it is caused by disruptive changes not considered in a) to d).

f) Anticipated and unanticipated outcomes from decisions broadly across the system are
monitored and assessed. This includes monitoring of breach of agreements.

g) Feedback loops that inform decision makers and other stakeholders about the outcomes of
decisions and actions are established.

NOTE 8 Feedback loops recognize unintended outcomes and initiate actions to address them.

NOTE 9 Feedback loops improve understanding of system behaviour and interactions among decision makers
responsiblgTor aifferent parts of the system. Good Teedback loops are crucial since partes making decisjions do not
have a full pnderstanding of the whole system; hence decisions can have unintended consequences in-other parts of
the system

NOTE 10 |Decision management is particularly difficult for open systems. It relates to both the.Consensfus Building
process vigw and the Accountability Achievement process view. Issues arise when implementing a|consensus
decision, fdeding back the results of the decision and addressing its unintended outcomes.inther parts of the system.
The feedbgck loops help resolve these issues.
h) Wher a breach of an agreement occurs, the stakeholders accountable for it prgvide in a
timely manner the remedies for the non-accountable stakeholdérs and society in general.

i) Adequate and pertinent information is provided by the)accountable stakeholders to
non-gccountable stakeholders and society in general in-altimely manner.

NOTE 11 [There are some cases where information from multiple life‘cycle processes needs to be integfated.

NOTE 12 |Information is adequate and pertinent when (1) it is comprehensive; (2) the recipients undersftand it with
ease; (3) il enables each recipient’s own mitigation of the hHarm from failure and (4) the recipients hayve justified
confidence|and trust in its adequateness and validity.
1) Pompt, valid and adequate responses-are given to legitimate requests by a stgkeholder

for information about the system.

2) TfLe stakeholders have justifiable-confidence and trust in the information proviged about
the system.

3) Following a failure, adéquate and pertinent information is chosen and [given to
sthkeholders of the system, stakeholders of the interconnected systems and general
public.

NOTE|13 Information is.given by the Failure Response process view.

4) Information enichanges to requirements of the system, to expectations of the system, to
dgscriptions‘of the system and to performance of the system is chosen and| given to
stpkeholders of the system, stakeholders of the interconnected systems and general
public{

5) Information on gaps between requirements, expectations, descriptions and performance

of the system, when found, is chosen and given to stakeholders of the system,
stakeholders of the interconnected systems and general public.

6.3.3 Processes, activities and tasks

The Accountability Achievement process view should be implemented using the activities and
tasks of the following processes provided by ISO/IEC/IEEE 15288.

<6.1.1> Acquisition process

— <c¢)>: The establishment of the agreement between the acquirer and the supplier (including
acceptance criteria and the acquirer’s obligations) involves key decisions controlling the
system life cycle [a)]; its non-fulfilment is a breach of the agreement and key decisions
leading to it, etc., should be identified [b), c), d), e)].

— <d)>: Monitoring of the agreement is a part of the feedback loops [f), g)].
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<6.1.2> Supply process

<c)>: The establishment of the agreement between the acquirer and the supplier including
acceptance criteria and the acquirer obligations involves key decisions controlling the
system life cycle [a)]; its non-fulfiiment is a breach of the agreement and key decisions
leading to it, etc., should be identified [b), c), d), e)]. Maintenance of the agreement should
enable outcomes [f), g)], too.

<e)4)>: Responsibility for the product or service should be transferred in a manner that
ensures continuous achievement of outcomes [f), g), h), i)].

<6.2.1> Life cycle model management process

<a)3)>: Establishment of the roles, etc., should include the identification of a person or an
entityfaccountable Tor each Key decision [D)].

<a)4)p: Definition of the business criteria and how it controls life cycle stages inyolve key
decis|ons [a), b)]. Accounts of their development should be documented [i)].

<a)5)p: The established standard life cycle models should specify the dinkages among life
cycle|processes that enables all outcomes of the Accountability Achievement progess view

[a) to]i)].

<6.2.3> [The Portfolio management process should identify kéy, decisions contrglling the

interface|between the system life cycle of a system and that of other systems [a)].

<6.2.5> Quality management process

<6.2.6>

<a)3)p: Definition of accountabilities and authority is aspart of achieving [a), b)] and should
consifler [c), d), e)] together.

<a)5)p: Allocation of resources to a person or anventity accountable for it invglves key
decis|ons [a), b)].

<c)1)p: Cancellation and suspension of the project should be accounted in a timely manner

[)]-

<a)1)} a)3)>: Establishment of quality management policies, etc., and the definition [of quality
evaluption criteria and methods»involve key decisions [a)] and outcomes [b), c¢), d), e), h)]
should be considered together. Each identification or definition should be accompanied by
assighment of its accountability.

<a)2)p: Defining responsibilities and authority for quality management implementgtion is a
part df achieving [b)]:

<b)>:|Customer satisfaction assessment is a part of achieving [d), f), g)].

<c)>:| Planning corrective and preventive actions is a part of the obligations of
accoyntable=stakeholders [e), h)]; this is a part of the feedback loops [g)].

knowledge is to be shared among multiple organizations [f), g), i)]. Adequate information in [i)]
should include the ‘lessons learned’ from past experiences that accountable stakeholders
utilized in their decisions.

<6.3.1> Project planning process: All definitions and identifications made in this process involve
key decisions [a)] and should be considered together with [b), c), d), e), h)].

<a)4)>: The work breakdown structure should be accompanied by assignment of
accountability and identification of pertinent information to be disseminated [b), i)].

<b)4)>: The defined accountability should include identification of information to be
disseminated in the case of system failure [i)].

<b)6)>: Planning acquisition involves key decisions [a)] and should be considered together
with [b), c), d), e), h)].
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<6.3.2> Project assessment and control process

<a)1)>: Definition of the project assessment and control strategy involves key decisions [a)]
and should be considered together with [b), c), d), e), h)].

<b)>: Project assessment should include the assessment in [d)]. The result should be
provided in accountability information [i)].

<c)>: The controls over the project should include the feedback loops referred to in [g)],
initiation of corrective actions [h)] and provision of accounting information [i)].

<6.3.3> Decision management process: The accountability for making and managing decisions
includes responsibility to show that accountable stakeholders considered all relevant
information and followed the Decision management process properly.

<a)1)| ¢)3)>: The decision management strategy should provide good feedbackdopps [g)].

<c)2)| ¢)3)>: The record of decisions should include evidence that accountahility for making
and mpanaging decisions is achieved [i)].

<6.3.4> Risk management process: The accountability for managing“identified risks, i.e.
monitoring and maintaining control of them, is particularly important;~lt'needs to He clearly

defined gven for risks that are not well understood [b), e), f), h)].

<6.3.5> Configuration management process

<a)1)} d)>: Definition of the risk management strategy and decisions on risk {reatment
involJe key decisions [a)] and should be considered together with [b), c), d), e), h]].

<b), d)>: Identification of configuration items and¢heir change management in Configuration
manajgement process involve key decisions [a);and should be considered togethef with [b),

c), d)| e), h)l.
<d), €)>: The configuration status, accounting, and configuration evaluation should provide a

part df adequate information in [i)] that.helps to gain the trust and confidence of stakeholders
in information given about the system)[i)2)].

<e)4)} e)5)>: Assessment of configuration should be performed as a part of monlfitoring of
breadh of agreements [f)] and-the feedback loops that inform decision makers [g)]]

<6.3.6> |The Information management process should manage and provide adequate
informatipn referred to in [i)]+In particular, justifiable confidence and trust by the stakeholders
should b¢ achieved [i)2)]. Cooperation of multiple life cycle processes should be congidered in

providing the information.

<a)1)p: The information management strategy should support provision of feedback loops
abouf the outeome of decisions to decision makers [g)].

<a)2)> AIl processes should mvoke the Information Management process in orderfto collect
and = 3-da A C e-adeguateness
and val|d|ty of the accountab|l|ty mformatlon the objectlve representahon of justification
should be provided [i)2)].

<b)1)>: Information items should be collected and utilized together with evidence of their
authenticity in a form verifiable by receivers of information [i)2)].

<b)3)>: Publication, distribution or provision of access to information should be done so as to
realize [i)].

<b)5)>: Disposal of information involves key decisions. It should be done only after careful
consideration of its effect in future on accountability achievement [a) to i)].

<6.3.7> The Measurement process should form a part of the feedback loops [g)].

<a)3)>: Information needs for monitoring unanticipated outcomes should be considered for
the feedback loops [f), 9)].
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<6.3.8> Quality assurance process

<a)1)>: Definition of the quality assurance strategy involves key decisions [a)] and should be
considered together with [b), c), d), e), h)].

<6.4.1> Business or mission analysis process

<c)>: Characterization of solution space should include accountability for each identified
major stakeholder [b)].

<6.4.2> Stakeholder needs and requirements definition process

<6.4.3> $ystem requirements definition process

<a)1), b), c¢), d)>: Identification of stakeholders, definition of stakeholder needs, definition of
the operational concept and other life cycle concepts and definition of stakeholder
requifements involve key decisions [a)] and should be considered together with [b),[c), d), e),
h)].
<b)2)} d)3)>: Needs of stakeholders should be identified together with their aceountability [b),
c), d)| e), h)l.

<c)>:|The operational concept and other life cycle concepts should jinclude defiinition of
accoyntability of major stakeholder groups identified in <6.4.1>CAnalysis of $cenarios
should identify key decisions taken by stakeholders within the’ scenarios and analyse
potenftial impacts and consequences of those decisions [a), b)y.¢), d), e), h)].

<e)>:|Accepting the result of stakeholder needs analysis as appropriate is a key dedision and
the pgrson responsible for the Stakeholder needs and~requirements definition process is
accoyntable for the decision [a), b), ¢), d), e), h)].

<e)3)p: Feeding back the analysed requirements terapplicable stakeholders is a pjart of the
feedblack loops [g)].

<f)1)3: The explicit agreement on stakeholder requirements should ideptify the
accoyntability for each item of the agreement [c), d), e), h)].

<f)2)3: Assignment of accountability shquld be traced [b)]. Traceability should be mpintained
in a manner suitable to achieve [c),.d)) e), i)]. Stakeholder requirements should beftraced to
requifements for system monitoriag [f), g)].

<f)3)3: An account of the setection of the key information items for baselines ghould be
recorfled for use in achievingi)].

<a)1)} b)2), b)4), d)3)>: Definition of the functional boundary, implementation copstraints,
system requirements and selection of the key information for baselines involve key gecisions
[a)] aphd should)be considered together with [b), c), d), e), h)].

<a)1)p: The functional boundary should be defined together with the boundary of
accoyntability [a), b), c), d), e), h)].
<b)1)>: Functions should be defined together with accountability for their fulfilment [a), b), c),
d), e), h)].

<b)3)>: Risk-related and critical system requirements should be identified together with
accountability for them [c), d), e)].

<b)4)>: Definition of stakeholder requirements and rationale should clarify the key decisions
that influenced the definition and accountability for the requirements [a), b), c), d), e), h)].

<c)>: Accepting the result of the system requirements analysis as appropriate is a key
decision and the person responsible for the System requirements definition process is
accountable for this decision [a), b), c), d), e), h)].

<c)3)>: Feeding back the analysed requirements to applicable stakeholders is a part of the
feedback loops [g)].

<d)2)>: Assignment of accountability should be traced [b)]. Traceability should be
maintained in a manner suitable to achieve [c), d), e), i)].
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<6.4.4> Architecture definition process

<6.4.5> Design definition process

<a)1), a)2), a)4), b), d)1), d)2), e)3), f)2)>: The following involve key decisions [a)] and
should be considered together with [b), c), d), e), h)]: identification of key drivers,
identification of stakeholder concerns, definition of evaluation criteria, definition of
architecture viewpoint, identification of system elements, definitions of the interfaces and
interactions between the system elements and with external entities, selection of the
architecture and acceptance of the architecture.

<a)4)>: The evaluation criteria for architectures should include that of the accountability
described in candidate architectures.

<c)>: Models and views that clarify how outcomes [a), b), ¢), d), e), h)] are achieved should
be developed.

<d)>:| The relation between architecture and design should include mapping of
accoyntability.

<f)6)3: Assignment of accountability should be traced [b)]. Traceability should be mpintained
in a npanner suitable to achieve [c), d), e), i)].

<f)7)3: An account of the selection of the key information items forn baselines should be
recor¢led for use in achieving [i)].

<b)1)} b)2), b)5), ¢), d)4)>: The following involve key decisions [a)] and should be cqnsidered
togetiher with [b), c), d), e), h)]:

e allocation of system requirements to system elements;
o transformation of architectural characteristicstinto design characteristics;
o dgfinition of the interface between the system elements and with external entitjes;

o identification of Non-Developmental-ltems (assessment of alternatives for pbtaining
system elements);

o sglection of the key information*items for baselines.

<b)1)p: Allocation of system reguirements to system elements should allocate accofuntability
as wdqll [b), c), d), e), h)].

<b)2)p: When architectaral characteristics are transformed to design chardcteristics
accoyntabilities for these should also be assigned. [b), c), d), e), h)].

<b)5)p: Interfaces, of’system elements should be defined together with the pcope of
accoyntabilities foersthem [b), c), d), e), h)].

<c¢)>:|The accountability for Non-Developmental-ltems should be clarified [b), c), q), €), h)].
<d)3)p: Traceability of accountabilities should also be maintained [b), c), d), €), h), i)].

<d)4)psAn account of the selection of the key information items for baselines ghould be
recorded for use in achieving [1)]-

<6.4.6> System analysis process: Accounts of the following should be recorded for use as
adequate information in [i)]:

<a)1)>: identification of the problem that requires system analysis;

A

)
a)2)>: identification of the stakeholders of the system analysis;
<a)3)>: definition of the scope, objectives, and level of fidelity of the system analysis;
<b)1)>: identification of assumptions;
<b)4)>: establishment of analysis conclusion(s);
<c)2)>: selection of key information item for baselines.
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<6.4.7> Implementation process

<a)1), a)2)>: Definition of the implementation strategy, identification of implementation
constraints and implementation technology involve key decisions [a)] and should be
considered together with [b), c), d), e), h)].

<c)>: Accounts of establishment of the criteria used to discern anomalies and selection of
key information items for baselines should be recorded for use in achieving [i)].

<c)2)>: Traceability of the accountability for implemented system elements should also be

maint

ained [b), ), d), e), h), i)].

<6.4.8> Integration process

<a)b)
syste
<c)1)
selec
[i)].

<c)2)

>: The system constraints to accommodate integration should be incorporate

d into the

M requirements, architecture or design as a part of the feedback [g)].
¢)3)>: Accounts of how the criteria used to discern anomalies were establi

maintgined [b), c), d), e), h), i)].

<b)1)
check
toget

<6.4.9>

b)3)>: Accepting the implemented system elements and judging that res
ner with [b), c), d), e), h)].

erification process

Accolints of the following should be recorded foriuse as adequate information in [

° <4
o <[
° <(
° <(

)>: performance of verification;

)1)>: how the criteria used to discern anomalies were established;

the specified requirement;

° <(
<a)d)
syste

<c)3)
key d

<c)4)

)5)>: selection of key information items for baselines.

>: The system constraints to accommodate verification should be incorporate
M requirements, @rchitecture or design as a part of the feedback [g)].

ecision [a)hand should be considered together with [b), c¢), d), e), h)].
> Traceability of the accountability for verified system elements should

mainfpined [b), c), d), e), h), i)].

<6.4.10>

Transition process

shed and

ion of the key information items for baselines should be recorded for-use in @achieving

> Traceability of the accountability for integrated system eléments should also be

ults from

ing interfaces, etc., are satisfactory, are key decisions<[a)] and should be cgnsidered

)I:

)1)>: identification of the verification scope and corresponding verification aftions;

)3)>: obtaining the stakeholder’agreement that the system or system elemegnt meets

d into the

>: Confirmingithat the system or system element meets the specified requirements is a

also be

The following involve key decisions [a)] and should be considered together with [b), ¢), d), e),

h)]:

e <a)1)>: definition of the transition strategy;

e <a)2)>: identification of needed facility or site changes;

e <a)3)>: identification of necessary training of operators, users and other stakeholders;

e <b)10)>: the decision to commission the system for operation.

Accounts of the following should be recorded for use as adequate information in [i)]:

e <Db)4)>: judgement that the system is properly installed;

e <b)6)>: judgement that the check-out of the installed system validates the fulfilment of
stakeholder requirements in the operational environment;

e <b)7)>:judgement that the capability of the installed system to deliver required functions

is

demonstrated;
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e <b)8)>: judgement that the sustainability of the installed system by the enabling systems

is

demonstrated;

e <b)9)>: judgement that the operational readiness is demonstrated by the review;

e <c)1), c)2)>: establishment of the criteria used to discern anomalies, operational
incidents and problems;

e <c)3)>: selection of key information items for baselines.

their accountability [b), c), d), e), h)].

<a)1)>: The transition strategy should include assignment of accountability [b), c), d), e), h)].
<a)3)>: Identification of necessary training of operators, etc., should include identification of

<a)4)>: The system constraints to accommodate transition should be incorporated into the

syste

- <b)5)
), d)

— <b)9)
achie

- <0)3)

n loid n ! : PR 2N} £ ) [P SN |
MTTCTYUITTITITITLS, alCUITIicULIUuTT Ul UToIlyll as ad pJalt Ul U1Ic TCTUUdURN 1Y) ].

>: Training of operators, etc., should include communication of their accolints
e), h)].

>: Review of the operational readiness should review the prospect_of acco
vement in the installed environment [b), ¢), d), e), h)].

>: Traceability of the accountability for transitioned system_elements shoul

maintgined [b), c), d), e), h), i)].

<6.4.11>

) <4
o <[
° <(
° <(

Validation process

Accolints of the following should be recorded for use as‘adequate information in [

)1)>: identification of the validation scope and corresponding validation acti
)>: performance of validation;
)1)>: establishment of the criteria usedto discern anomalies;

)3)>: obtaining the stakeholder agreement that the system or system elemg

the stakeholder needs;

) <(

- <b)3)
a key

- <b)3)
achie

~ <o)

)5)>: selection of key information items for baselines.

¢)3)>: Confirming that thelsystem or system element meets the stakeholden
decision [a)] and should be considered together with [b), ¢), d), e), h)];

>: Review of the_validation results should review the prospect of acco
vement [b), c), d);e), h)].

>: Traceability 'of the accountability for transitioned system elements shoul

mainfined [b), c)-d), e), h), i)].

<6.4.12>
— Thef

The Operation process is at the core of the Accountability Achievement [f),

bllowing involve key decisions [a)] and should be considered together with [b),

h)]:

bility [b),
untability

1 also be

PNS;

nt meets

needs is

untability

1 also be

), h), i)].
c).d),e),

e <a)1)>: definition of the operation strategy;

e <a)2)>: identification of system constraints from operation to be incorporated in the
system requirements, architecture, or design;

e <a)3)>: identification of and planning for the necessary enabling systems or services
needed to support operation;

e <a)6)>: assignment of trained, qualified personnel to be operators;

e <Db)3)>: definition of monitored data-items;

e <b)5)>: decision whether or not to perform contingency operations.

e <b)4)>: definition of the acceptable parameter ranges of service performance;

Accounts of the following should be recorded for use as adequate information in [i)]:

e <c)1), c)2)>: establishment of the criteria used to discern anomalies, operational
incidents and problems;
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<c)4)>: selection of the key information items for baselines;

<d)3)>: determination of the degree to which delivered system services satisfy the needs
of the customers.

— <a)1)>: The operation strategy should clarify the assignment of accountability for monitoring
and customer support [b), c), d), e), ), g), h), i)].

— <a)3)>: Identification of the enabling systems for operation should include identification of
the boundary of accountability between the system and enabling systems [b), c), d), e), h)].

— <a)6)>: Training and qualification of operators includes their awareness of accountability
[h)].

— <b)3)>: Monitoring of system operation should cover anticipated and unanticipated
outcomes from decisions broadly across the system [f)]. Monitoring should form a part of the
feedback loops [g)]. Monitoring should enable prompt identification of acgountable
stakeholders and provision of accountability information upon anomalies and failures [h), i)].
Tracdability between monitoring actions and breach of agreement in [6:8:2] should be
established through the chain of accountability maintained in <6.4.5 d)3)}.6°4.7 c)2), 6.4.8

c)2), 5.4.9 ¢)4), 6.4.10 c)3), 6.4.13 d)4)>.

— <b)4)p: Operational anomalies in relation to agreements, stakeholdér requiremients and
organjizational constraints should be identified, analysed and recorded using th¢ System

analypis process [h), i)].

— <b)5)p: Contingency operations should include initiatign of corrective actions by
accoyntable stakeholders [h)] and a timely provision of decountability information {[i)3)].

— <c)2)p: Resolution of operational incidents and probléms should be tracked to acgountable

stakeholders and actions they took [h), i)].

— <c)3)p: Traceability of accountability for operations elements should also be maintained [b),

c), d)| e), h), i)].

— <d)1)} d)2)>: Customer support should.sprovide trustworthy information upon request
promptly [i)1), i)2)], upon failures [i)3)], when changes occur [i)4)], and when a performance

gap i$ found [i)5)].

— <d)3)p: Determination of the degree of customer satisfaction should be performed|as a part
of thg feedback loops. Satisfaction of stakeholders should be monitored together with the

degrde of their accountability. achievement [f), g)].

<6.4.13>|Maintenance process

— The fopllowing involyekey decisions [a)] and should be considered together with [b),|c), d), e),

h)l:

<g)1)>: definition of the maintenance strategy;

<3)2)%: identification of the system constraints from maintenance;

<Bp)4)s: identification of future corrective, adaptive, perfective and preventive
maintenance needs;

<b)5)>: decision whether or not to perform preventive maintenance;
<b)6)>: identification of failures;
<b)7)>: identification of needs for adaptive or perfective maintenance;

<c¢)5)>: confirmation that logistics actions include supportability requirements that are
planned, resourced, and implemented;

<d)3)>: identification of trends of incidents, problems, and maintenance and logistics
actions.

— Accounts of the following should be recorded for use as adequate information in [i)]:

<a)3)>: identification of trades for the system, maintenance and logistics actions;

<d)1), d)2)>: establishment of the criteria used to discern anomalies, operational
incidents and problems;
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e <d)6)>: determination of the degree of customer satisfaction with system and
maintenance support;

e <d)5)>: selection of key information items for baseline.

— <a)2)>: The system constraints to accommodate maintenance should be incorporated into
the system requirements, architecture or design as a part of the feedback [g)].

— <b)1)>: Review of incidents and problems for identification of future maintenance needs
should examine obtained degree of achievement for [b), c), d), e), h)].

— <b)2), d)2)>: Resolution of maintenance and operational incidents should be tracked to
accountable stakeholders and their actions [h), i)].

— <d)4)>: Traceability of the accountability for maintenance elements should also be
maintained [b), ¢), d), e), h), i)].

— <d)6)p: Determination of the degree of customer satisfaction should be performed|as a part
of thg feedback loops; satisfaction of stakeholders should be monitored together with the
degree of their accountability achievement [f), g)].

<6.4.14>|Disposal process

— The following involve key decisions [a)] and should be consideredtogether with [b),[c), d), e),
h)]:
e <3)1)>: definition of the disposal strategy;

e <3)2)>: identification of system constraints from ,disposal to be incorporated in the
system requirements, architecture, or design;

e <a)5)>: specification of containment facilities, storage locations, inspection criteria and
stprage periods (if the system is to be stored);

e <3)6)>: definition of preventive methods<to preclude disposed elements and materials
thpt should not be repurposed, reclaimed or reused from re-entering the supplly chain;

e <h)1)>: decision to deactivate the system or system element to prepare it for removal,

o <)3)>: selection, in order to be-recorded, of operating knowledge relevant {o safety,
sgcurity, privacy and environmental standards, directives and laws;

e <¢)1)>: confirmation that_ho detrimental health, safety, security and envirpnmental
fagtors will exist following disposal.

— <¢)3)p: An account of the'selection of information to be archived should be recordgd for use
in adg¢quate information in [i)].

— <c)>:|Finalizationvof disposal should confirm that no accountability issues rema|n for the
dispoped system [i)].

6.4 Fajilure Response process view
6.4.1 aL««-peee

The purpose of the Failure Response process view is to continue the provision of the service as
much as possible, with the least possible disruption and damage, in the manner most expedient
in the context.

The Purpose should be achieved taking the following into account.

Failures might be unforeseen, or foreseen but deemed too improbable or costly to prevent, or
foreseen and dealt with but not prevented due to unanticipated events.

No remedies specific to unanticipated events causing failures can be prepared. However,
generic measures can be prepared in advance to enable their expeditious execution. These
include procedures to quickly form countermeasures specific to the failure in the context at hand,
changing the context if necessary. Guarding against conceivable forms of failures, regardless of
their causes, also leads to such generic measures.


https://iecnorm.com/api/?name=a1a576a42394fd8ee12e6086bc569def

IEC 62853:2018 © IEC 2018 - 31 -

Human intervention plays a key role since not all failures can be prevented or mitigated by
preprogramed means. For quick and appropriate response, human intervention should be
supported by computers for decision-making and implementation of decided actions.

The Failure Response process view prepares ex post facto means to manage damaging
consequences of system operations. These post-failure actions include measures against
identified consequences for which no causes can be imagined at the time of identifying the
consequences. Preparation for such consequences is possible but only through preparing what

to do afte

r such consequences manifest themselves.

The Failure Response process view identifies actions taken against faults, errors, failures and
their precursors. Fa|Iure response mcludes fallure preventlon foIIowmg detect|on of precursors,

—  prepa
— perfo

— achieying accountability regarding failures and failure response [c)1) to ¢)4)];

— imprgving the system life cycle with experience from failures [d)4), d)2)].

The relat

6.4.2 Dutcomes

a) Failu

1) Key functions to be protected in order to,ghsure service continuity are identifie

2) Gpals for protection of the key functiohs necessary for continuous provision ¢
are identified.

3) Faults, errors, failures and their.precursors that impact the key functions are ig

NOTE
and hg

NOTE

precurgors.

4) Consequence analysis and likelihood analysis of the identified faults, errors, fai
their precursorstare performed.

NOTE
failure

5) Fqd
ne

NOTE
6) Di
i)
i)

ration for failure response [6.4.2 outcomes a)1) to a)8)];

mance of failure response upon failures [b)1) to b)8)];

onship between the purpose and the outcomes is described in Clause B.4.

e response is prepared.

1 There are unidentified faults, ‘errors, failures and their precursors including those that are n
ve not been recognized by any,'of the stakeholders.

2 Interaction errors areraddressed in the identification and detection of faults, errors, failure

3 Assunmptions made for the analysis at the preparation time are checked before respondir
5, etc. See b)2) below.

d.
f service

entified.

bt foreseen

s and their

ures and

g to actual

r dhe“identified faults, errors, failures and their precursors, the goals of

4 The goals include those of damage prevention.

reatment

sposition towards the treatment of each identified fault, error, failure and their
precursors is chosen from the following classes:

to be monitored and to be prepared for in design;
to be monitored but not to be prepared for in design;

iii) not to be monitored and not to be prepared for in design.

NOTE

5 “prepared for in design” means that the system is designed to provide a set of specific responses to it
that enables service continuity.
7) Specific responses that protect the key functions from faults, errors, failures and their
precursors in class a)6)i) and default responses to those in class a)6)ii) and a)6)iii) are
developed.

NOTE 6 The specific responses will be based on the result of consequence analysis and likelihood analysis.
These responses are to be performed by the system, as well as by personnel relating to the system life cycle.
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NOTE 7 The specific responses include post-failure actions.

NOTE 8 Failures of the post-failure actions are considered. Post-failure actions for such failures can be

provided in several layers and applicable recursively to their own failures.

8) Generic measures to reduce the harm from failures with unidentified causes are
developed.

NOTE 9 Generic measures include identification of faulty parts of the system promptly, isolation of the
malfunctioning parts in order to protect other normally operating parts, sustainment of surviving services at a
level agreed by stakeholder consensus, and recovery from failure.

b) Failure response is performed when necessary.

c)

1) Faults, errors, failures and their precursors are detected.

2) Cause analysis and consequence analysis of the actual fault, error, failure or their
precursor are performed.

NOTE|10 The consequence analysis after detection of failures, etc., examines the assumptions made in the
analys]s before detection against the actual situation at hand and confirm or modify the analysis resplts.

3) The goal of treatment for the detected faults, errors, failures andvtheir predursors is
refined for the situation at hand.

4) The specific responses to the faults, errors, failures and their precursors in the class a)6)i)
and the default responses to those in the class a)6)ii) and_a)6)iii) are performed when
dgtected.

5) Responses to the actual faults, errors, failures and their precursors in the clgss a)6)ii)
and a)6)iii) are devised after the event.

NOTE|11 Monitoring in the class a)6)ii) enables more prompt\recognition of failures, etc., with mqgre detailed
data fqr formation of responses compared to the case of no<monitoring in the class a)6)iii).

6) The responses to the faults, errors, failures’and their precursors do not aggravate the
hgrm and do not increase the risk of further harm.

NOTE|12 In some cases, mitigating activities cause new harm. It is to be expected that such activjties do not
cause [more harm than would have occurred in the absence of such intervention.

7) Harm to the system of interestiand the systems connected to it is reduced as a whole.

8) The responses to the detected failures are assessed with respect to the goal fefined in
b)B3).

Failune response is accounted by the Accountability Achievement process view.
1) Damage caused by failures is compensated according to the established agre¢ment.
2) Confidence andtrust in the system is sustained.

NOTE[13 For«example, this is achieved by dissemination, after each failure response, of (1) an assyrance case
assuring thatthe' response achieved or will achieve its goals and (2) the revised assurance case forfthe system
life cy¢le (Claluse 5) assuring that future recurrences are prevented.

3) Stakeholders and society in general are informed of the account of the failure response.

This information includes:

i) justification of the scope of the identified set of faults, errors, failures and their
precursors;

ii) justification of the response plan for the detected faults, errors, failures and their
precursors;

iii) the result of consequence analysis of detected fault, errors, failures or their
precursors;

iv) the result of the failure response and its assessment.
4) Necessary information is provided to the Accountability Achievement process view.

NOTE 14 Disruptive changes can cause failures that have no accountable stakeholders as well as those that are
impossible to respond to. Provision of the necessary information to the Accountability Achievement process view
enables such disruptive changes to be recognized promptly and to be relayed to the Change Accommodation
process view that addresses the disruptive changes.


https://iecnorm.com/api/?name=a1a576a42394fd8ee12e6086bc569def

IEC 62853:2018 © IEC 2018 - 33 -

d) The system life cycle is improved based on the experience from the actual failures after the
failure response by the Change Accommodation process view.

1) The goal of improvement is defined and agreed.

NOTE 15 The goal includes prevention of recurrence of failure, improvement of the operation strategy,
refinement of the system purposes, improvement of processes for fault identification and risk management.
Defining the goal involves identification of actual failure consequences according to the consequence analysis,

evalua

tion of harm, and that of value of the system’s services.

2) Necessary information is provided to the Change Accommodation process view.

6.4.3

Processes, activities and tasks

The Failure Response process view should be implemented using the activities and tasks of the

following

<6.1.1> 4

<6.1.2> §

<6.2.1> |

<6.2.4> K

<6.2.5> (

<c)1)
to be
<d)1)
<c)1)

<c)1)
to be
<d)2)
<c)1)

<a)b)
proce
[a). b

<a)>:
and s
interv

<b)>:
faults

processes—provided-byIlSOHECHEEE16288-

Acquisition process

> The agreement between the acquirer and the supplier should identify key
protected from failures and the goals of protection [a)1), a)2), a)5)].

> and outcomes [b), ¢)] are achieved and assured.
bupply process

> The agreement between the acquirer and the_supplier should identify key
protected from failures and the goals of protection [a)1), a)2), a)5)].

> and outcomes [b), ¢)] are achieved and@ssured.
ife cycle model management process

>: The established life cycle models should specify the linkages among
sses that enables achievement.of all outcomes of the Failure Response prog
, ¢), d)].

Human resource management process

Skills to be identified include the skills necessary to understand the system
Kills necessary to-apply the understanding of the system’s purpose to devisirn
ention that achieves outcomes [a)7), a)8), b)].

Duality management process

functions

> Assessment of the agreement execution should confirm thatthe protection goals in

functions

>: Assessment of the agreement execution¢should confirm that the protection goals in

ife cycle
ess view

purpose
g human

errors, failures and their precursors identified in [a)3)] as anticipated [b), ¢

Assessment of quality management should review whether it detects and freats the
)

<6.3.2> Project assessment and control process

<a)>: The project assessment and control strategy should reflect the common understanding

estab

lished in [6.2.2 a)] to support

o development of the generic measures against failures not prepared for in design and

fa

e Je

ilures with unidentified causes [a)8)],

finement of the failure treatment goals [b)3)],

e devising of responses to failures not prepared for in design [b)5)].

<c)>: The project control should include adoption of the Change accommodation process
view to adapt the system for failure recurrence prevention [d)].
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<6.3.4> Risk management process

<6.4.2> $takeholder needs and requirements definition process

IEC 2018

<a)1), a)2), b)2), c), d)1), d)2), d)4), e)>: Processes and procedures for managing and
assessing risk are given in ISO 31000 [16] and IEC 31010 [17]. In addition, the following

shoul

d be identified [a), b)8)]:

e means to communicate and consult about risks and their controls and treatments;

° m

eans to reduce the harm from failures with unidentified causes;

e means to reduce harm from the system as well as other systems connected to it;

¢ results of consequence analysis and likelihood analysis in an objective written form;

e a list of harmful events that could happen, a list of harmful events that are judged to be

e obhjective description of the justification of the adequacy of the set of méans

fa

e m

<b)2)

failurgs [a)1), a)2)]. Stakeholder needs should include the feed not to cause ha

syste

<c)1)
prote
from

syste

<d)2)

the key functions to be protected from failures [a)1)] and the goal of protection [3

stake

not cause harm to itself and the systems connected to it as a whole [b)7)].

<e)1)
analy
consi
the h
analy
functi

<e)2)

the key functions [a)2)] and of treatment for failures, etc. [a)5)].

<f)1)3
prote
for fa

improbable but decided to be monitored, and a list of harmful events that are jud
improbable and decided not to be monitored,;

ged to be

ults, errors, failures and their precursors;

cans to adapt the system to the changes with regard to failures.

>: Stakeholder needs should be identified together with‘the' needs for proted

M of interest and the systems connected to it as a whole [a)8), b)7)].

>: Analysis of the representative scenarios shouldvhelp identifying key functi
cted [a)1)]. It includes risk analysis of failures in.order to define the needs for g
failures [a)2)] and to analyse harm that thersystem of interest might cau
ms connected to it [b)7)].

>: Identification of the stakeholder requirements and functions includes desid

holder requirements should include the requirements that the system of inte

>: Analysis of the completeset of the stakeholder requirements should ind
5is of key function failuresin order to define the goals for their protection
Her generic measures. against failures with unidentified causes [a)8)] and to
hrm that the system of interest might cause to any system connected to it [
5is should identify) faults, errors, failures and their precursors that impac
ons and their consequences [a)4), a)5)].

>: Critical petformance measures should include measures of degrees of prot

: The“agreement on the stakeholder requirements should list the key functi

to detect

tion from
rm to the

bns to be
rotection
se to the

nation of
)2)]. The
rest does

lude risk
[2)2)], to
consider
)7)]. The
the key

ection for

bns to be

lures. etc.. that impact the key functions [a)5)]

cted [a)1)], the goals of protection of the key functions [a)2)] and the goals of 1reatment

<6.4.3> System requirements definition process

<b)1)

>: Definition of the key functions should include the following:

e goals of protection from failures [a)2)];

e identification of faults, errors, failures and their precursors that impact the function,
including interaction errors [a)3)];

e goals of treatment for the identified faults, etc. [a)5)];

o classification of treatment for each identified fault, etc. [a)6)].

<b)3)>: Identification of system requirements that relate to risks, etc., should enable
identification of key functions to be protected from failures [a)1)]. The following should be

identi

e Je

fied:

quirements for protection of the key functions [a)2)];
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e requirements for the treatment of relevant failures, etc. [a)5)];

e requirements that failure responses do not aggravate the harm from failures and do not
increase the risk of further harm [b)6)];

e requirements for monitoring of failures, etc., to be detected [b)1)];

e requirements for any reduction of harm which the system of interest might cause to the
systems connected to it [b)7)].

— <b)4)>: Definition of the system requirements and rationale should clarify the following:

o requirements for the key function protection [a)2)] and those for the treatment of failures,
etc. [a)5)];

e traceability between the above requirements and their source functional requirements

[e]T

— <c¢)1)p: Analysis of the complete set of system requirements should include-Cengequence

analypis of potential failures of the key functions [a)4)] that enables the following:

o d¢gfinition of the goals for key function protection [a)2)] and the goals’/for treatment of
identified faults, etc. [a)5)];

o dgvelopment of generic measures against failures with unidentified causes [a)B)];

e ayoiding aggravation of the harm and the increase of risK to further harm by failure
rejsponses [b)6)];

e relduction of harm that the system of interest might catise to any system conngcted to it
[b)8)].

— <c)2)p: The critical performance measures should include measures of the degree of
protegtion for the key functions [a)2)] and of treatment for failures, etc. [a)5)].

— <d)1)p: The agreement on system requirements should list the key functions to be protected
[a)1)]} the goals of protection of the key.functions [a)2)] and the goals of treafment for
failurgs, etc., that impact the key functiofis [a)5)].

— <d)2)p: Traceability between the requirements for monitoring and the requiremenits for the
key functions should be maintained te enable the accountability of failure response [b)1), c)].

<6.4.4> Architecture definition process

— <a)2)p: The identified stakeholder concerns should be reflected in the goals of profection of
the ke¢y functions [a)2)] and the goals of treatment for faults, etc. [a)5)] in iteratigns of the
Archifecture Definition process with the Stakeholder Needs and Requirements Definition
proceiss and the«System Requirements Definition process. The stakeholders’ [concerns
regarfling harm‘to-the system connected to the system of interest should be identified [b)7)].

— <c)>:[Models:and views should be developed that address the treatment of failures, |etc. [a)5),
a)6)],| their) detection [b)1)], and specific and generic failure responses [a)f), a)8)].
Interdctions among failure responses and other system functions should be addfessed to
avoid aggravation of the harm Dy failure responses [D)7)].

— <c)2)>: Key architectural entities that relate to the key functions and to their protection
should be identified [a)1), a)7)].

— <d)1)>: Key system elements that relate to key architectural entities for key function
protection should be identified [a)1), a)7)].

— <d)2), d)3)>: Interaction errors, their detection, and specific and generic responses to them
should be taken into consideration when defining interfaces between system elements and
with external entities and when partitioning requirements to system elements [a)3), b)1), a)7),
a)8)]. Interactions between failure responses and other system functions should be
considered to avoid aggravation of the harm by failure responses [b)6)].

— <f)2)>: Acceptance of the architecture by stakeholders should include that of architecture for
the treatment of failures, etc. [a)6)], specific failure responses [a)7)], generic responses [a)8)]
and detection [b)1)].

— <f)6)>: Traceability between the goals of treatment for failures, etc. [a)5)] and the
architecture for the treatment of failures, etc. [a)6)], specific failure responses [a)7)], generic
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responses [a)8)] and detection [b)1)] to the goals of protection [a)2)] should be maintained
for accounting of failure response [c)].

<6.4.5> Design definition process

<6.4.6> $ystem analysis process

<6.4.7> Implementation process

<6.4.8> Integration process

<a)2)>: Design characteristics related to the generic measures against failures with
unidentified causes [a)8)] should be determined.

<a)3)>: The principles for evolution of the design should provide guidance as to the Change
Accommodation process view after failure response [d)].

<b)1)>: The requirements for protection of the key functions [a)2)] and for treatment of faults,
etc. [a@)5)] should be allocated to system elements.

<d)3)>: Traceability from design characteristics for the treatment of failures, etc. [a)6)],
specitle_t_l—[_ﬁ'ﬂ_—[_m_dﬂ_l_l_[ﬁ)’qlc ailure responses [a ,_generic responses [a an etection )] to the
archifectural entities for key function protection [a)2)] and the goals of fault treatment [a)5)]

should be maintained for accounting purposes [c)].

<c)1)p: Traceability of the system analysis results should be maintained in a mahner that
enables timely accounting of failure response [c)].

<c)2)p: Traceability from the following to design characteristics should be maintained for
accoynting of failure response [c)]:

o inplemented system elements for the treatment of faults, errors, failures gnd their
precursors [a)6)];

o specific failure responses [a)7)];
e g@neric responses [a)8)];

e dgtection of faults errors, failures-and their precursors [b)1)];

<a)1)p: The check points for the correct operation and integrity of the assembled ipterfaces
the selected system functions should include the following:

e inferfaces of the key/functions identified in [a)1)];
e injerfaces of functions to protect the key functions [a)2), a)5), a)7), b)1), b)5)];
e checking efiinteraction errors between system elements [a)2), a)8), b)7)];

e checkjng of system-wide generic measures against failures [a)8), b)6), b)7)];

e checking that failure responses do not aggravate the harm and do not increase t]he risk of
furthrertrarmr{b)6)t;

e checking of potential harm that the system of interest might cause to any systems
connected to it [b)8)].

<b)3)>: Checking of the interfaces, selected functions, and critical quality characteristics
includes the following:

e identification of potential interaction errors [a)3), a)7), b)7)];
e checking effectiveness of the generic measures against failures [a)8)];

e checking that failure responses do not aggravate the harm and not increase the risk of
further harm [b)6)];

e checking the potential harm which the system of interest might cause to any systems
connected to it [b)8)].

<c)2)>: Traceability of the integrated system elements should be maintained in a manner
that enables prompt failure responses [b)] and timely accounting of failure responses [c)].
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<6.4.9> Verification process

<a)1)>: The verification scope and actions should include verification of achievement of the
goals of key function protection [a)2)] and treatment for failures, etc. [a)5)].

<c)2)>: Operational incidents should be recorded and tracked to resolutions in a manner that
enables timely accounting of failure response [c)].

<c)3)>: The agreement among stakeholders that the specified requirements are met should
include an agreement that the goals of treatment for failures, etc., are met [a)5)].

<c)4)>: Traceability of the verification results should be maintained in a manner that enables
prompt failure response [b)] and timely accounting of failure response [c)].

<6.4.10> Transition process

<6.4.11>|Validation process

<6.4.12>|Operation process

<b)5)p: Training of operators, etc., should be planned as a part of the generic responses and
measpres against failures [a)7), a)8)]. Training should also develop skills of stakeholders to
achiepe [b)] through human intervention.

<b)9)p: Review of the operational readiness should confirm that the achievement of goals in
[a)2),/|a)5), a)8), b)1) to b)7)] has been demonstrated.

<c)2)p: Operational incidents should be recorded and tracked to nésolutions in a mgnner that
enables timely accounting of failure response [c)].

<c)3)p: Traceability of the transitioned system elements should be maintained in @ manner
that gnables prompt failure response [b)] and timely accbunting of failure responsg [c)].

<a)1)p: The validation scope and actions should'include the following:

<
Q

lidation of the key function protection with respect to their goals [a)2)];

<
Q

lidation of the treatment for failures;;etc., with respect to their goals [a)5)];

o vdlidation of the generic measures against failures with unidentified causes [4)8), b)1),
b)4) to b)7)].

<c)2)p: Operational incidents should be recorded and tracked to resolutions in a mgnner that
enables timely accounting of\failure response [c)].

<c)4)p: Traceability of the\validated system elements should be maintained in a mgnner that
enables prompt failure response [b)] and timely accounting of failure response [c)].

<a)1)p: The dperation strategy should include the following procedures for [b)]:

e procedures for detection of failures, etc. [b)1)] and for prediction of failures from their
precursors;

e procedures for monitoring failures, etc., in classes i) and ii) of [a)6)];

e procedures for [b)3)] and [b)5)] that ensure readiness for prompt human intervention
upon detection of failures, etc.

<a)5)>: Training of personnel should be planned as part of the generic measures in [a)8)]
and should develop the ability of stakeholders to achieve [b)] through human intervention
that reflects understanding of the system purpose. The qualification requirements should
include those for the aforementioned ability.

<b)3)>: Monitoring of system operation should include monitoring of the faults, errors,
failures and their precursors in class i) and ii) of [a)6)] so as to enable their detection [b)1)].
When failures, etc., are detected, procedures in the operation strategies that achieve
outcomes [b)2) to b)7)] should be performed and the result should be assessed [b)8)].

<b)4)>: Identification of unacceptable performance should include assessment of failure
response [b)8)] and should invoke the Change Accommodation process view for system
improvement [d)].
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<b)5)>: Goals of system contingency operations necessary for continuous provision of
services and the condition that triggers the contingency operations should be included in the
goals of key function protections in [a)2)] and the goals of treatment for failures, etc., in
[a)3)]-

<c)1)>: Results of operations and anomalies should be recorded in a manner that enables
accounting of failure response [c)] and system improvement [d)].

<c)2)>: Operational incidents and problems should be recorded and tracked in a manner that
enables accounting of failure response [c)] and system improvement [d)].

<c)3)>: Traceability of the operations elements should be maintained in a manner that
enables prompt failure response [b)] and timely accounting of failure response [c)].

<d)>: Customer support should actively provide accounts of failure response [c)].

<a)1)p: The maintenance strategy should reflect the goals of key function protectjon [a)2)]
and tihe goals of treatment of failures, etc. [a)5), b)].

<b)1)p: Identification of future maintenance needs should be integrated with identification
and detection of faults, etc. [a)3), b)1)].

<b)2)p: Maintenance incidents and problems should be recorded-and tracked in @ manner
that gnables accounting of failure response [c)] and system improvement [d)].

<b)3)} b)4)>: Treatment of random faults should be integrated in the Failure Response
process view [a), b), ¢), d)].

<b)5)p: Preventive maintenance may be chosen as a means to achieve the goal of freatment
for identified faults, etc. [a)5), a)7)].

<b)6)p: Failure identification actions are a partlof achieving [b)1), b)2)].

<c)>:|Logistics support should be included in specific responses to failure precursofs in [a)7),
b)4)].
<d)1)p: Maintenance results, logistics.results and anomalies should be recorded in p manner
that gnables accounting of failure response and system improvement [c), d)].

<d)2)p: Operational incidents and’problems should be recorded and tracked in a mgnner that
enables accounting of failureurésponse and system improvement [c), d)].

<d)3)p: ldentification of.drends of incidents and problems should be performed tol promote
improgvement of the system life cycle [d)].

<d)4)p: Traceability of the maintenance elements should be maintained in a mapner that
enables promptAfailure response [b)] and timely accounting of failure response [c)].

<d)6)p: Monitoring of customer satisfaction should be integrated with assessment|of failure
response [0)8)] and improvement of the system life cycle [d)].

<a)1)>: The disposal strategy should be defined so as to enable [b)7)].

Change Accommodation process view

A Purpose

The purpose of the Change Accommodation process view is to maintain the fit for purpose’
status of the system despite changes in requirements, environments, objectives and/or purpose.

The Purpose should be achieved with the following understanding.

The process view sustains the ability to continue services by genuine solutions to problems
caused by changes and focuses on ensuring that failures of the same kind will not recur.
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There are many kinds of changes that require adaptations. Changes occur in other systems
connected to the system. Changes in technological, business, and social environments are
more frequent now with the rapid pace of innovation. Any detection of unanticipated events
signals a change in the assumptions, which are always incomplete and uncertain. Changes
might not be explicitly evident; often they must be actively sought out by, for example, periodic
reviews. Required adaptations need not necessarily be about the system itself. The whole set of
life cycle processes needs to be reviewed and adapted when necessary. Even influencing and
changing the environment could be an adaptation.

The Change Accommodation process view organizes activities that arise when adapting the
system to changes including: detecting changes; analysing them; forming and performing
actions so as to continue possibly changed services and, where changes cause failures, to
prevent manifestation or recurrence of failures.

Care shquld be taken that plans are not so rigid that an organization loses the, ability to be
flexible in the event of an unplanned situation.

Achievement of the Purpose consists of the following:

— perfofmance and assessment of adaptation when changes occur[6.5.2 outcomes|a) to d)];
— continual improvement of the system life cycle and achievement of accountability with
respect to adaptation to changes [e), f)].

The relatjonship between the purpose and the outcomes, are described in Clause B.5

6.5.2 Dutcomes
a) Changes are recognized and identified.
1) Changes in context, assumptions, risks,\etc., that might require adaptation of the system
are identified.

NOTE| 1 Items subject to such changes) include: stakeholder requirements; connected systems; the
technglogical, business and social «envifonment; stakeholders’ perception of services; stakeholders’
underdtanding of the consensus.

NOTE|2 Changes might not be evident; often they are actively sought out by, for example, periodidal reviews.

2) Upon detection of unanticipated events including failures, the change in thg system
and/or environment.that caused them is identified. This identification may be triggered by
the Failure Response process view.

NOTE|3 Any detéection of unanticipated events including failures is a detection of a change. The change might
be facjual or that of understanding of assumed facts.

3) Disruptive changes are recognized and managed.

NOTE AL ] 3 eholders is
impossible or |mpract|cable ThIS includes the case where the cost of necessary adaptatlon exceeds the
sustainable business parameters of stakeholders held accountable in the agreement currently in effect. Orderly
management of such cases can be pre-planned as much as possible in advance in terms of, for example,
introduction of new stakeholders, ejection of non-performing stakeholders, rebuilding consensus anew or early
disposal of the system.

b) Adaptation of the system is prepared.

1) The changes’ impacts on the ‘fit for purpose’ status of the system are assessed and the
relationship between the changes and their impacts is documented.

NOTE 5 Assessment includes causal analysis.

2) The goal of adaptation to maintain the ‘fit for purpose’ status of the system is defined.
This includes the following.

i) Stakeholders are informed of the needs for adaptation, the choices for adaptation and
their consequences.

ii) Stakeholders obtain necessary support in the negotiation of agreements under the
changed circumstances.
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iii) Adaptation triggered by the Failure Response process view prevents recurrence of
the failures.

iv) The goal of adaptation is defined.

3) The goal of adaptation is agreed and is reflected in the updated stakeholder agreement
by invoking the Consensus Building process view.

NOTE 6 This includes making the decision to adapt the system.

NOTE 7 Particular care is taken in case of adaptation to disruptive changes.

c) Adaptation of the system is performed.

NOTE 8 Adaptation can be technical or non-technical. The whole set of life cycle processes is reviewed and adapted
when necessary. Adaptation is not necessarily about the system itself. Even influencing and changing the

environmert could be an adaptation.

NOTE 9 onsideration of adaptations includes prevention of interaction errors between the parts of gystem that

would charjge after adaptations and the parts that would be left unchanged.

d) The qdapted system is assessed with respect to the 'goal of adaptation.

e) The gystem life cycle is improved continually.

1) Technical support for needed adaptation is available.

The knowledge obtained from the past experience is used effectively.
An adaptation that realizes the goal is defined.

The adaptation is developed.

The adaptation is deployed so that disruptions to,the system’s existing service in
operation and to other connected systems are kepttota minimum.

NOTE 10 [Continual improvement is expected on the system fife cycle’s ability to maintain the ‘fit for purgose’ status

of the system. This is distinct from pursuit of ever higher system performance, etc.

f) Adaptation is accounted by adopting thelAccountability Achievement process view.

6.5.3 Processes, activities and tasks

1) Traceability from changes in context, etc., to the adaptation is maintained.

2) SlEkehoIders and society in general are informed of the account of the development and
the result of the adaptation:

The Chanpge Accommodatien process view should be implemented using the activities and tasks

of the following processes provided by ISO/IEC/IEEE 15288.

<6.1.1> Acquisition process

<c)1)| ¢)4)>: Necessary support should be provided to stakeholders in the negqtiation of
agregment between the acquirer and the supplier under the changed context [b)2]ii)].

<c)2), c)5)>: Necessary changes to the agreement should be identified from the goal of
adaptation. The goal of adaptation should be represented as an updated agreement [b)3)].

<c)3)>: Evaluation results of impact of changes to the agreement should be fed back to the
definition of adaptation goal [b)].

<d)1)>: A large deviation of the actual progress of the agreement execution from the planned
should be identified as a change that might require adaptation [a)1)].

<6.1.2> Supply process

<c)1), c)4)>: Necessary support should be provided to stakeholders in the negotiation of the
agreement between the acquirer and the supplier under the changed context [b)2)ii)].

<c)2), ¢)5)>: The necessary changes to the agreement should be identified from the goal of
adaptation. The goal of adaptation should be represented as an update to the agreement

[0)3)1.
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<c)3)>: Evaluation results of impact of changes to the agreement should be fed back to the
definition of adaptation goal [b)].

<d)2)>: A large deviation of the actual progress of agreement execution from the planned
should be identified as a change that might require adaptation [a)1)].

<6.2.1> Life cycle model management process

<a)5)>: The established life cycle models should specify the linkages among life cycle
processes that enables achievement of all outcomes of the Change Accommodation process
view [a) to f)].

<c)2)>: ‘Lessons learned’ in one iteration of change accommodation should be incorporated
in the process improvement to enable application to future changes [e)].

<6.2.2> |Infrastructure management process: Changes in the project infrastrocfure and
infrastrugture requirements should be identified as changes that might require adaptatjon of the

system [3)].

<6.2.3> Rortfolio management process

<6.2.5> Quality management process

<a)1)p: ldentification of potential new or modified capabilities,or missions should be
perfofmed as part of change identification and assessment of its,impact [a)1), b)1

—_

<a)2)p: Prioritizing, selecting and establishing new business opportunities, etc|, should
inform assessment of the ‘fit for purpose’ status of the system and definition of aflaptation
goals|in relation to other projects in the organization’sportfolio [b)1), b)2)].

<a)3)p: Definition of the project concerning the system, accountabilities and althorities
shoulfd be consistent with the goal of adaptation ‘of’the system [b)2), b)3)].

<a)4)p: The anticipated goals, objectives and.outcomes of the project should provide a basis
for agsessment of the *fit for purpose’ status ‘of the system and the definition of tHe goal of
adapfation in relation to other projects in-the portfolio [b)1), b)2)].

<a)8)p: Authorization to commence adaptation of the system with the defined goal $hould be
given|taking into account its impacts‘on other projects within the organization’s portfolio [b)3),

c)].
<b)1)p: Evaluation of viability) of the project should be performed as a part of change
identification and assessment of the ‘fit for purpose’ status of the system [a)1), b)])].

<b)2)p: Actions to continue or redirect the project concerning the system includg making
decis|ons as to whetherto adapt the system or not and defining the goal of adaptation [b)3),
b)2)].

<a)>:|Quality management should be planned taking into account that quality marjagement
objectives change when the purpose of the system, etc., changes [a) to d)].

<b)1)>: Gathering and analysing quality assurance evaluation results should be performed
as a part of recognition and identification of relevant changes [a)].

<b)2)>: Assessment of customer satisfaction should be used in assessment of the ‘fit for
purpose’ status of the system [b)1)].

<b)4)>: Monitoring the status of quality improvements should be performed as part of
recognition and identification of relevant changes [a)] and assessment of the adapted
system [d)].

<c)1), ¢)2)>: Planning of corrective and preventive actions on quality management should be
integrated with the definition of the goal of adaptation [b)2)].

<c)3)>: Monitoring of corrective and preventive actions should be used in the assessment of
the adapted system with respect to the goal of adaptation [d)].

<6.2.6> The Knowledge management process should maintain ‘lessons learned’ information
from one iteration of change accommodation in order to enable application to future changes

[c)2), e)].
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<6.3.1> Project planning process

<a)1)>: The project objectives should be identified together with their rationale that provides
a basis for assessment of the ‘fit for purpose’ status upon changes [b)1)] and definition of the
goal of adaptation [b)2)].

<a)2)>: The project scope should include activities to achieve all outcomes of this process
view [a) to f)]. Planning of actions for controlling the project (see <a)2) NOTE>) should
address the case where the project objectives change [a)]. Changes in activities within the
scope should be recognized and identified [a)].

<a)3)>: The life cycle model defined for the project should specify the linkages among life
cycle processes that enables achievement of all outcomes of Change Accommodation
process view [a) to f)].

<b)2)p: The achievement criteria for the life cycle stage decision gates shauld include
criterfa for an exit decision gate from the utilization stage that initiates| Change
Accommodation process view [a)].

<b)4)p: The roles, responsibilities, accountabilities and authority ' for the| Change
Accofnmodation process view should be defined in a manner that efables accounting of
change accommodation [f)].

<b)5)p: Changes in the infrastructure and services required for the project should be
recognized and identified [a)].

<b)7)p: Communication of the plan for adaptation should,enable the agreement on the goal
of adaptation [b)3)] and should be used in accounting of;adaptation [f)].

<6.3.2> The Project assessment and control process should govern and enable all oufcomes of
Change Accommodation process view [a) to f)]. In particular, the process should| address
changes |in the technical objectives, the requirements and overall business objectiyes. This
includes |support to developers to devise possible adaptations, identification of chlanges in
context, assumptions, risks and others that require adaptation of the system, identif{cation of

technicallor non-technical means for adaptation required for each change.

<b)>:|Assessment of the project should include recognition and identification of chapges [a)].
The Iroject should be assessed:with respect to the possibly changed project| context,

objectives and plans in order to.assess the ‘fit for purpose’ status of the system [b)[l)] and to
defing the goal of adaptation“[b)2)].

<b)7)p: The project management, technical review, audits and inspection should determine
the n¢cessity and readiness to proceed to adaptation of the system [a), b)].

<b)8)p: Monitoring‘af the critical processes and new technologies should be performed as a
part df recognition~and identification of changes [a)].

<b)9)p: Analysis of measurement results should identify changes and make
recompmendations for the goal of adaptation [a), b)2)].

<b)11)>:A large deviation of the actual progress from the plan should be identified as a
change that might require adaptation [a)1)].

<c)>: The project controls include initiation of system adaptation as needed [b), c)].

<c)1)>: The actions to be initiated for the project control include definition of the adaptation
goal [b)2)].

<c)2)>: The project should be re-planned reflecting the agreed adaptation goals and the
updated agreement [b)3)].

<c)4)>: The project should be authorized to proceed to adaptation of the system with the
defined goals [b)3), c)].

<6.3.3> Decision management process

<a)1), c)>: The decision management strategy should address changes in decision criteria
due to changes in context, assumptions, risks, etc. Management of decisions should review
past decisions when changes are recognized and identified [b)1), b)2)].
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<6.3.4> Risk management process: Procedures and processes for managing and assessing risk
in general are given in ISO 31000 [16] and IEC 31010 [17]. In addition, the following should be
considered.

<a)1)>: The risk management strategy should address changes in the risk management
context and include procedures to review current risk controls when changes are recognized
and identified [a), b)1), b)2)].

<a)2)>: The risk management context and risk identification process should consider the
risks associated with changes in the following [a)]:

o stakeholder requirements;

e connected systems;

° teuhllu:uy;ua:, bUO;IIUOO GIIGI OU\;;O: UIIV;IUIIIIIUIIt,
o sthkeholders’ perception of services;
o sthkeholders’ understanding of the consensus.

<b)1)p: The risk thresholds and acceptance criteria for the risk associated with|changes
should reflect the impact of the changes on the fit for purpose’ status of the system [b)1)].

<b)3)p: Provision of the risk profile to stakeholders should be péerformed as g part of
negofiation on the goal of adaptation and accounting of adaptdtion [b)2), f)2)].

<c)1)p: Identification of the risk associated with changes should be performed as|a part of
recognition and identification of changes [a)1)].

<c)2)| c)3)>: Estimation of the consequences of the“risk associated with chapges and
evaluption against the risk thresholds should be performed as a part of assessment of the fit
for pyrpose’ status of the system [b)1)].

<c)4)p: Defining recommended treatment strategies and measures for the risks agsociated
with dhanges that do not meet their risk threshold is a part of defining the goal of aflaptation
[b)2)]|and defining the adaptation to be performed [c)3)].

<d)1)p: Identification of recommended alternatives for treatment of the risk associated with
changes is a part of defining the goalof adaptation [b)2)].

<d)2)p: Determination by stakeholders that actions on the risk associated with|changes
shoulg be taken should be jrecorded in the updated stakeholder agreement [b)3)].
Implementing the treatment of the risk associated with changes is a part of the adaptation to
be performed [c)3)] andiits performance [c)4)].

<e)1)p: Continual monitoring of all risks and the risk management context for change and
re-evaluation of risks'when changes occur should be performed as a part of recognfizing and
identifying changes [a)1)] and assessment of the fit for purpose’ status of the system [b)1)].

<e)2)p: Thexmeasures to evaluate the effectiveness of risk treatments should enable
assegsment of the adapted system [d)]. Monitoring the measures is a part of recognition and
identification of changes [a)].

<6.3.5> Configuration management process

<b)1)>: Identification of configuration items is crucial for recognition and identification of
changes within the system [a)]. System elements whose change might require system
adaptation should be identified as configuration items. Configuration items might be black
box components.

<b)2)>: Identification of the structure of system information should take into account the
likelihood that the system structure itself might change unintentionally due to uncertainty and
incompleteness within the system or deliberately by adaptation [a), f)].

<b)3)>: Establishment of configuration item identifiers should enable the traceability
between the configuration items introduced or modified for adaptation and the change that
required the adaptation [f)].

<b)4)>: Baselining should enable recognition and identification of changes within the system
throughout the system life cycle [a)].
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<b)5)>: The agreement between the acquirer and the supplier that establishes a baseline
should be used to define the goal of adaptation for future changes as an update to the
baseline [b)3)].

<c)>: Configuration change management should include the following:
e analysis of the changes’ impact to ‘fit for purpose’ status of the system [b)1)];
e informing relevant stakeholders of possible adaptations [b)2)i)];

e supporting stakeholders in negotiating and agreeing on the goal of adaptation [b)2)ii),
b)3)].

<c)4)>: Tracking and managing approved changes should support accounting of adaptation
[()]. The rationale for adaptation should be recorded as ‘lessons learned’ to be used in future
adaptations [c)2)].

<d)>:| Configuration status accounting should include maintenance of tragegbility of
configuration items together with rationales for items’ changes [f)].

<e)2)p: Verification of the product configuration should support recognitiomand identification
of un|ntentional changes within the system due to uncertainty and incémpleteness of the
system [a)].

<f)1)3: Approval of a system release should confirm that the release will be done in f manner
that minimizes disruptions to the system’s existing service afnd, other connected| systems

[c)5)]

recognition and identification of changes by making.available past and present information
on items subject to changes [a)];

provigion of information on possible adaptations’of the system to the stakeholderg [b)2)i)];
provigion of information on past experience\in developing adaptations [c)2)];
provigion of accounting of adaptation tostakeholders [f)].

<a)3)p: Information needs should be identified for recognition and identification offchanges
[a)] ahd assessment of the ‘fitfor purpose’ status of the system [b)1)].

<b)4)p: Measurement results should inform stakeholders of the significance of chgnges [a),

b)].

<b)>:|Evaluatien of products and services should be performed as part of assessmgnt of the
adapted system with respect to the goal of adaptation [d)].

<c)1)p:Evaluation of project life cycle processes should enable continuous improyement of
the system life cycle [e)].

<e)>: For each treated incident and problem, consideration should be given to whether or not
there is a change that might require system adaptation [a)2)].

<6.4.1> Business or mission analysis process

<a) to e)>: The Business or mission analysis process should be adopted whenever
necessary to achieve [a), b)] (cf. <6.4.1.1 NOTE 2>). The conditions for adoption include the
following:

e when changes are detected in Operation process and Maintenance process;

o when the Failure Response process view defines the goal of life cycle improvement after
failure response;

e when changes in inputs to this process are identified.
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<6.4.2> $takeholder needs and requirements definition process

NOTE 1 Inputs to the Business or mission analysis process that might change include organization strategy,
identified problems and opportunities therein, organization goals and objectives, enabling systems or services to
be used [a)1) NOTE 1].

The result of the Business or mission analysis process should include explicit agreements
among stakeholders as to whether or not to initiate system adaptation and the possible goals
of adaptation as in [b)3), b)2)].

<a)1)>: The organization strategy should define triggers for periodical reviews of problems
and opportunity in order to recognize changes, especially on the occasion of relevant
organizational events [a)].

<b), c)>: Definition of the problem and opportunity space and characterization of the solution
space should form a basis for the analysis of the impact of changes on the ‘fit for purpose’
status of the system and should be a part of the possible goals of adaptation [b)1), b)2)].

<d)>:|Evaluation of the alternative solution classes should provide information for|deciding
whether or not to initiate system adaptation [b)3)] and for defining possible’|goals of
adapfation as preferred alternative solution class(es) [b)2)].

<e)1)p: Traceability between the business or mission analysis results ‘before and after
changes should be maintained, in addition to traceability between the)business of mission
analypis results and the artefacts in later life cycle stages [d), ), f)].

<a) tg f)>: The stakeholder needs and requirements definition process should bg adopted
whengver necessary. The conditions for adoption are.the same as Business of mission
analypis process.

NOTE 2 Ipputs to the Stakeholder needs and requirements definition process that might change includg the output
from the Blusiness or Mission Analysis process, the set of identified stakeholders, stakeholders’ neefls and the

environment considered for defining the representative scenarios.

<a)1)p: Identification of the stakeholders should support management of disruptive|changes
where the existing list of stakeholders might need to be changed [a)3)].

<a)2)p: Stakeholder needs and requirements definition strategy should include g4 plan for
reviews that recognizes changes in‘the identified stakeholders and the defined stgkeholder
needs and requirements. Suchcreviews should be triggered periodically and ywhenever
necegsary [a)].

<b), ¢)>: Definition of the,stakeholder needs and rationale (<b)>) and development of the

opergdtional and other life*cycle concepts (<c)>) should take into consideration fhat their

outpLLs form a basis-of-the following when changes occur in future:
h

o t
e dgcision gmwhether or not to proceed to system adaptation [b)3)];

analysis of .change’s impact on the ‘fit for purpose’ status of the system [b)1)];

e the definition and agreement on the goal of adaptation [b)2), b)3)].

The gtaKeholder needs and rationale should be recorded in a manner that helps future
adaptatfonas—tessons fearned [cJ2)T-

<e)2)>: Critical performance measures that support the assessment of adaptation should be
defined [d)].

<e)4), f)1)>: The goal of adaptation and the agreement on it should be represented as
updates to the definition of stakeholder requirements and the explicit agreement on the
stakeholder requirements [b)3)].

<f)2)>: Traceability between the system requirements before adaptation and the ones after
should be maintained [f)1)].

<6.4.3> System requirements definition process

<a) to d)>: The System requirements definition process should be adopted whenever
necessary. The conditions for adoption are the same as those for Business or mission
analysis process.
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NOTE 3 Inputs to the System requirements definition process that might change include the stakeholder
requirements, the context of use and operational scenarios, environment behaviour and the implementation
constraints.

<6.4.4> The Architecture definitioh process develops the adaptation to changes [c)4)].

<a)1), a)2), b), c)>: Definition of the functional boundary (<a)1)>), the system requirements
definition strategy (<a)2)>), the system requirements (<b)>) and analysis of the system
requirements (<c)>)should be performed such that their outputs support readily the analysis
of the impact of future change on the ‘fit for purpose’ status of the system [b)1)] and the
definition of the goal of adaptation [b)2)].

<b)2)>: The implementation constraints should be monitored for changes in their status as a
part of recognition of potential changes in Project assessment and control process [a)].

<b)3)>: The system requirements that relate to the risk associated with changes should be
identified [a), b)1)].

<b)4)p: The goal of adaptation should be represented as an update to the definition of
system requirements and rationale that reflects changes in the environment including the
systems connected to the system of interest [b)2)]. The rationale should be\recorded in a
mannker that supports assessment of the ‘fit for purpose’ status of the system’[b)1)] and that
helps|future adaptation as ‘lessons learned’ [c)2)].

<c)1)p: The goal of adaptation should be analysed together with the original set ¢f system
requifements in terms of potential disruption to the system’s existing service and to the
systems connected to the system of interest [c)5)] and <«ffectiveness in pfeventing
recurfence of failures [b)3)].

<c)2)p: Critical performance measures that enable the asséssment of the adapted system
with respect to the goal should be defined [d)].

<c)3)p: Feeding back the analysed requirements to.applicable stakeholders shou|d enable
comnunication with stakeholders, support tesstakeholders in the negotiatjon, and
accoynting of the adaptation [b)2)i), b)2)ii), f)].

<d)1)p: The agreement to the goal of adaptation should be represented as an update to the
explidit agreement on the system requirements [b)3)].

<d)2)p: Traceability between the system requirements before the adaptation and|after the
adapfation should be maintained [f)].

<a) tq f)>: The Architecture definition process should be adopted whenever necesgary. The
conditions for adoption-are the same as those for Business or mission analysis prpcess.

NOTE 4 |Ipputs to the Architecture definition process that might change include the system requiremepts, market
environment, regulatory.and*legal constraints, mission or business concept of operations, technology|roadmaps,
stakeholdef concerns, interfaces of connected systems, and any other factors that impact the suitability of[the system

through its [life cycle!

<a)1)| a)2), b), c)>: Identification of key drivers of the architecture and stakeholder concerns
(<a)1),.&a)2)>), development of architecture viewpoints and models of ¢andidate
architeetares—{<br—errshewdbeperformed—such—thatthetr—outpuis—suppert+eadily the

analysis of future change’s impact on the ‘fit for purpose’ status of the system [b)1)].

<a)4), b), c¢), e)>: The defined evaluation criteria for architectures, the developed
architecture viewpoints and models of candidate architectures, and the assessment result of
architecture candidates should enable the definition of the goal of adaptation and agreement
on it [b)2), b)3)].

<6.4.5> The Design definition process develops the adaptation to changes [c)4)].

<a) to d)>: The Design definition process should be adopted whenever necessary. The
conditions for adoption are the same as that for Business or mission analysis process.

NOTE 5 Inputs to the Design definition process that might change include the result of Architecture Definition
processes, available technologies, stakeholder concerns, forecasting of obsolescence of system elements, interfaces
with external entities, and available Non-Developmental-ltems.
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<a)1), a)2), c)>: Determination of required technologies and necessary design
characteristics types (<a)1), a)2)>) and assessment of alternatives for obtaining system
elements (<c)>) should be performed such that their outputs support readily the analysis of
future changes’ impact on the fit for purpose’ status of the system [b)1)].

<b), c)>: The established design characteristics and design enablers and the result of
assessment of alternatives for obtaining system elements should enable the definition of the
goal of adaptation and agreement on it [b)2)].

<6.4.6> The System analysis process should be used for the assessment of the ‘fit for purpose’
status of the system [b)1)] and that of the adapted system with respect to the goal of the
adaptation [d)].

4)]. The
updated

design after changes and when implementation errors are identified after failures-in-the Failure

Responsg process view.

<6.4.8> The Integration process realizes the adaptation to changes [¢)4)]. The Irtegration
process |s commenced when system elements implementation is updated after chapges and

when intg¢gration errors are identified after failures in the Failure ReSponse process.

<6.4.9> The Verification process should be used for the assessment of the adapted sygtem with
respect tp the goal of adaptation [d)] and for recognition afid identification of changgs [a)] in
reviews qone periodically or upon other events in the Project assessment and controllprocess.

<6.4.10>| The Transition process deploys the adapted service or system [c)5)], assgsses the
adapted pystem with respect to the goal of adaptation [d)] and accounts for the afaptation
before operation [f)]. This includes identification of the responsible persons or| entities,
deployment of the revised service with least disruptions to existing service in operatipn and to
other connected systems. The Transition précess is commenced when the adapted $ystem is
integratefl after changes, and when re-installation of the system is required after changes in the

site of ogeration and other environment.

<6.4.11>|The Validation processishould be used for the assessment of the adapted sy$tem with
respect tp the goal of adaptation [d)] and for recognition and identification of changgs [a)] in
reviews dlone periodically ar-as the result of other events in Project assessment and control

process.

<6.4.12>|The Operation process monitors the system operation and the environment sluch as to
ensure recognition)and identification of changes that might require system adaptation [a)] and
initiation jof adaptation [b), c), d), e)] by adopting appropriate processes. This process [accounts

for the aqaptation by adopting the Accountability Achievement process view [f)].

<6.4.13> The Maintenance process assists the Project Assessment and Control process in
governing the Change Accommodation process view when the system design is stable and
changes are largely predictable.

The following should be performed as a part of recognition and identification of changes [a)]:

e <a)2)>: identifying the system constraints to accommodate maintenance;

e <b)1)>: reviewing incident and problem reports to identify future maintenance needs;

e <b)6)>: failure identification actions, when a non-compliance has been detected;

e <b)7)>: identifying when adaptive or perfective maintenance is required;

¢ <d)1)>: identifying anomalies in maintenance and logistics results;

e <d)3)>: identifying trends of incidents, problems. and maintenance and logistics actions;
e <d)6)>: monitoring customer satisfaction with system and maintenance support.
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The following should be performed as a part of preparation for adaptation [b)]:

e <a)2)>: identifying the system constraints to accommodate maintenance;

e <a)3)>: identifying trade-offs for the system, maintenance and logistics actions;

e <b)1)>: reviewing incident and problem reports to identify future maintenance needs;

o <d)3)>: identifying trends of incidents, problems, and maintenance and logistics actions;

<b)2), d)2)>: Maintenance problems and operational problems should be resolved by
adopting appropriate processes [b), c), d), e)l.

<6.4.14> Disposal process

<b)3)>: The record of operating knowledge should be used in future change accommodation
[c)2)][and for improvement of the life cycle [e)].

<c)1)p: The confirmation that no detrimental health factors, etc., exist after“disposal of
obsolgete system elements should be included in accounting of adaptation [f)].

<c)3)p: The archived information gathered through the lifetime of thé-system should be
included in accounting of adaptation [f)] and recorded to be usgd in futurg change
accommodation [c)2)].
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Annex A
(informative)

Example life cycle models with open systems dependability

A.1 General

This document provides four life cycle process views, but does not provide any life cycle models
using these process views. Annex A suggests two example life cycle models: DEOS life cycle

model an

d WCM life cycle model.

In Annex|
ISO/IEC/

A2 D

DEOS i
stakeholq

— users

A, angle brackets (<>) are used to refer to the subclause number of a-p
EEE 15288:2015.

ppendable Engineering for Open Systems (DEOS) life cycle’mode

fe cycle model ([11], therein called DEOS Process) considers the cl
ers such as

of services or products (the whole society in the“case of systems f

infra

ructure),

— providers of services or products,

— certifiers (authorizers) of services or products, and

—  provi
o de
e m
[ pr

The DEO
(Figure A
(inner log
order of
Consens
accommyg
Operatio

a) The(
chan
Cons

ers of systems including
signers and developers,
pintainers, and

oviders of hardware.

S life cycle model is organized into two iterative flows of works, called “cycle
.1): the Change Accommodation Cycle (outer loop) and the Failure Respon
p). Each cycle implements the same-named process view by specifying the flq
works necessary,for'that process view. The two cycles also implement thg
s Building and—/Accountability Achievement process views regarding
dation and failure response, respectively. Both cycles are initiated from the
n Stage.

hange:Accommodation Cycle begins when the system is to be modified in reg
jes in its purpose, objectives, environment or actual performance, and it comg

focess in

asses of

por social

s”in [11]
se Cycle
w and/or
parts of
change
Ordinary

ponse to
rises the

ensus Building Stage, the Development Stage, and the Accountability Achrevement

Stage-

b) The Failure Response Cycle begins when a failure has occurred or is predicted, and it
consists of the Failure Response Stage and the Accountability Achievement Stage.

c) If deemed necessary after the cause of the failure has been analysed, the Failure Response
Cycle can initiate the Change Accommodation Cycle in order to modify the system.

d) The agreement description database stores dependability cases and scripts (programs) that
automate monitoring, failure response and accountability achievement based on the current
dependability cases. Dependability cases and scripts are utilized in system operation. The
system operation is integrated into the development processes and dependability cases are
updated on an ongoing basis.


https://iecnorm.com/api/?name=a1a576a42394fd8ee12e6086bc569def

The DEQ
documen
stage.

Change Accommodation Cycle

— 50 -

IEC 62853:2018 © IEC 2018

Consensus Building Development
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.7 6.4.8
Business | Stakeholder System Architecture Design |[Implementa]| Integration
or Mission] Needs and Requirements Definition Definition tion
/ Analysis | Requirements Definition
Definition 6.4.9 6.4.10 6.4.11
Verification || Transition Validation

6.1 Agreement Processes Il

$

a0 Deos
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> | 6.3.4 Risk Mgmt.
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: |6.3.3 Decision Managementl
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[6.3.6 Information Management |

6.4.13 Maintenance
6.4.12 Operation
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Responsive Action
Failure Prevention
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-
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Anomaly
Detection /
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Ordinary Operation
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6.4.13 Maintenan‘ce

6.3.7 Measu@ment

6.4.12 Operation/~\ I

6.3.8 QualitysAssurance

_/

(VW

Figure A.1 — DEOS life'cycle model ([11], adjusted)

Consgensus Building Stage encompasses the following:

e the Consensus Building process view (6.2.2 a), b));

S life cycle model has five stages. The following lists the process view outcon]
it and the life cycle processes in ISO/IEC/IEEE 15288:2015 most relevan

e the initial parfsiof the Accountability Achievement process view (6.3.2 a) to e),

o the initiakparts of the Failure Response process view (6.4.2 a)1), a)2)) and reb
cqgnsensus after failures (6.4.2 d));

e thpninitial parts of the Change Accommodation process view (6.5.2 a), b)).

N

Accountability Achievement

IEC

es in this
to each

9));
uilding of

The relevant life cycle processes include <6.1.1> Acquisition Process, <6.1.2> Supply
Process, <6.4.1> Business or Mission Analysis Process, <6.4.2> Stakeholder Needs and
Requirements Definition Process, <6.4.3> System Requirements Definition Process.

NOTE 1 The life cycle processes of ISO/IEC/IEEE 15288:2015 are applied concurrently, iteratively and
recursively to a system and incrementally to its elements (see <1.3> and <5.7>). This point is particularly
pertinent to open systems. Since an open system is continuously updated and changed, the processes mentioned
above need to be repeated several times after the system has been taken into use.

The Development Stage encompasses the following:

¢ maintenance and monitoring of accountability as more detailed decisions are made and
outcomes of decisions become available (6.3.2 all);

o development of failure response (6.4.2 a)3) to a)8));

o development and assessment of adaptation (6.5.2 c), d)).
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The relevant life cycle processes include <6.4.4> Architecture Definition Process, <6.4.5>
Design Definition Process, <6.4.7> Implementation Process, <6.4.8> Integration Process,
<6.4.9> Verification Process, <6.4.10> Transition Process, <6.4.11> Validation Process.

— The Accountability Achievement Stage encompasses the following:

e collection of necessary information including that on failure response and adaptation to
changes (6.3.2 f), g), 6.4.2 ¢), 6.5.2 f));

o fulfilment of accountable stakeholders’ obligations to provide agreed remedies for
non-accountable stakeholders (6.3.2 €), h));

e provision of accounting information to stakeholders and society in general (6.3.2 i)).
The relevant life cycle processes include <6.3.6> Information Management Process.

Th (\ A H O ' (a¥ +ho £all H
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e dgtection of failures (6.4.2 b)1));
e dgtection of changes (6.5.2 a));

e mpnitoring for accountability (6.3.2 f)).

The [relevant life cycle processes include <6.4.12> Operation” Process, |<6.4.13>
Maintenance Process, <6.3.7> Measurement Process, <6.3.8> Quality Assurance|Process.

— The Hailure Response Stage encompasses:
e injmediate response to detected failures (6.4.2 b));

e provision of failure information for accountabijlity) achievement and for continual
imMprovement (6.4.2 c¢), d)2)).

The relevant life cycle processes include <6.3.23%Rroject Assessment and Control|Process,
<6.3.4> Risk Management Process, <6.4.12>(Operation Process, <6.4.13> Maintenance
Procgss.

NOTE 2 The listing above is a simplification and ndt exhaustive. Each stage affects process view oufcomes not
explicitly agsociated with the stage and each outcome depends on performance of stages not explicitly|associated
with the oufcome.

Conformance by a concrete example' of the DEOS life cycle model to this document can be
established by a dependability (case demonstrating that the four process views propvided in
Clause 6| are implemented hy'the set of relevant processes, activities and tasks ghown in
Figure A|1.

A.3 Warranty Chain Management (WCM) life cycle model

Warranty] Chain-Management (WCM) is management of a cyclic business process. Ong round of
the cycle| starts when a product fails, continues through analysis of all feedback dataj and root
cause anglysis (RCA), provides the customer with a revised product that fulfils expecta|tions and
restarts for the next round. Bes| iTares, C ider rev occur in the field
as well as in the development stage for starting a round, since an open system is continuously

updated and changed. WCM includes proactive activities, which is intended to reduce future
failures.

The life cycle processes subject to WCM are classified into four groups: Customer service,
Failure analysis, Engineering and Supply chain.

Customer service is the continual operation of product maintenance services, which accepts
claims from the customer, delivers repair service to the customer and records field information
for further analysis. Failure analysis processes monitor field information and manage the
identification of root causes and corrective actions. Engineering processes cover the technical
management of the product, including product development, manufacturing technology and
portfolio management. The Supply Chain covers sourcing, manufacturing and distribution and is
responsible for producing and delivering products to the customer.
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WCM connects the four life cycle processes by means of Shewhart/Deming’s Circle:
Plan-Do-Study-Act.
Supply chain >
Supply chain
<6.4.8> Integration process ) Custom_ers .
<6.4.12> Operation process (customer satisfaction)
- E -_é
= Customer service -
Plan Do = 1 | <6.4.13> Maintenance process ©
<6.1.1> Acquisition process
Act  Stud <6.1.2> Supply process
[<6.3.6> Information management
8
Engineering Failure analysis
<6.3> Technical management <6.1.1> Acquisition process
<6.4> Technical process <6.4.13> Maintenance process.
<6.2.3> Portfolio management
< Warranty chain
IEC
Figure A.2 — WCM life cycle model
The Cus{omer service (the inner cycle of CLAIM-REPAIR) describes the parts of the Failure
Responsg process view and the Accountability Achievement process view that [face the
customen directly (6.4.2 b), 6.4.2 c¢), 6.3.2 h) and 6.3:2)). The Failure analysis corregponds to

the initia] part of the Change Accommodation process view where changes in thg

unanticip
Engineer
(6.5.2 ¢)d
supplier

targets tg

Conform
establish
Clause 6
in Figure

ated failures are detected, analysed and corrective action identified (6.5.2 a)2
ng develops adaptation (6.5.2 c)4)). The supply chain deploys the a
)) as well as realizing the Consensus Building process view (6.2.2) bet
and customer for the new adaptéd service. Similarly, the life cycle model
which other process view outeomes are mapped.

nce by a concrete example of WCM life cycle model to this documen
d by a dependability.case demonstrating that the four process views pr
are implemented-by‘the set of relevant processes, activities and tasks show|
A.2.

form of
) and b)).
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Annex B
(informative)

An example template for dependability cases

B.1 Overview

The following is an example template argument structure for a dependability case claiming
achievement of open systems dependability required in Clause 5. The argument structure is
given in Goal Structuring Notation (GSN 0).

NOTE In Annex B, goals with dashed borders in some figures are those goals that are developed further fin separate
diagrams.

Process View outcomes are goals in the template structure; all goals that are not decpmposed
(leaf goals) are outcomes. Where outcomes have a hierarchical structure, higher level gutcomes
become intermediate goals. An intermediate goal that is not a higher-levehoutcome describes
intended|significance of the group of goals beneath it. Strategies describe’the rationale of goal
decomposition.

A concrdte example of argument on a given target system life. cycle is obtained Ry further
developing and concretizing goals and providing evidence (s¢lutions) to the resulting Ig¢af goals.
The desdription of goals and strategies should be examinegd for adequacy and sufficie}cy in the
situation jat hand and the argument structure should be modified and augmented as ng¢cessary.
This example does not contain templates for context nodes and evidence, which also nged to be
added ag necessary.

The top-lgvel goal “Service continuity and accountability in an ever-changing system isjachieved”
is decomposed according to the four processviews provided by this document. Decoinposition
of a goal means identification of a set*of sub-goals, the achievement of whiclh implies
achievement of the goal. See Figure B*}-below.

Service continuity and accountability in
an ever-changing system is achieved

A 4

Decomposition to
the four process views
and target specific requirements

Consensus l: Accountability '; Failure :: Change Taraet ii
Building '1 Achievement h Response 11 Accommodation arget specilic

process view | | process view is ! process view Il process view is achieved

is achieved |: achieved ' is achieved :: achieved 1ev

1

T

1

1 ;

| requirements are
1

1

1

IEC

Figure B.1 — Overall argument
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B.2 Consensus Building argument

The goal description “Consensus Building process view is achieved” means that the purpose of
this process view is met, and thus expanded to the following statement, according to the first
paragraph of 6.2.1.

A common understanding with explicit agreements about the system, its purpose,
objectives, environment, actual performance, life cycle and changes thereof are
established and maintained.

The argument is divided into the establishment of understanding and agreements, and their
maintenance (Figure B.2). Establishment is argued for from the viewpoint of preparation
[6.2.2 a)T), a)Z), a)4)], contents 1o be established [a)3), a)o)], and assessment of resylts [a)6),
a)7)] (Figure B.3). Maintenance goals are divided into a group of those relatingtp actions
necessally for maintenance [b)1), b)2), b)3)] and another of those securing linkages|between
maintengnce action and maintenance of dependability case [b)4), b)5)] (Figuse B.4).

The Consensus Building
process view is achieved.

v

Expansion according to the
purpose statement

y
A common understanding with explicit agreements about the system, its
purpose, objectives, environment, actual performance, life cycle and
changes thereof are established and maintained.

A

Decomposition to establishment of
consénsus and its maintenance

b) The common 1
1and explicit agreements understanding and explicit |
1among.stakeholders are agreement among |
lestablished. | |Stakeholders is maintained. !

IEC

Figure B.2 — Consensus Building 1
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a) A common understanding and
explicit agreements among
stakeholders are established.

A

Argument over preparation,
establishment and assessment

) y

Basis for consensus Consensus specific to the |Consensus is assessed.
building is prepared. system is established. ¢

Decomposition to
/ assessment of ambiguity

A

Decomposition by items to /

Decomposition to
ba-dafinad

[

Ccormimon UHUelbldﬂdThg
o — | ——0 / and explicit agreement / / mindfulness
a)l) a)2) A frame of e,
StakeHolders of reference under§tood by /_‘/,\ — - a)6)The-differgnces of
ffhe sygtem are all sta[(eholders is a)3) The system's purpose, objectives, environment, ifiterpretation df the
identifipd. established. The frame actual performapce, life cycle and changes thereof agreement doduments
includes the vocabulary are understood in the frame of reference by each Sre within an
and basic assumptions stakehol_der ina same way. This includes the acceptable ranige.
on the environment of assumptions concerning the system and
the system. stakeholder's responsibilities.
a)7) The
J outcomeq above
y a)5) Explicit agreements are developédibased on the are achie ed_in a
a)4) An grbitration process is pre-agreed understanding in a)3) and are documented. The records way that' fair
for situajons when consensus cannot be include accounts of their development and the and equitpble for
reached|so that conflicts of interest can reasoning why the various ¢ompénents of the all stakehplders.
be resolyed. agreements are considered appropriate and feasible.
IEC
Figure B.3 — Consensus Building 2
b) The common
understanding and explicit
agreement among
stakeholders is maintained.
Decomposition to performance
and accounting
4 N
Maintenance actionsare-performed when the Maintenance actions are accounted in
business objectives, stakeholder needs, the dependability case.
system or envirenment changes.
/ Decemposition by necessary actions /
‘/\ N
b)1) The policy b)2) Stakeholder b)3) Processes for b)4) Responsibility for | |b)5) The achievement of
on theiange COTTSETTSUS 1S Tevi producigard coTTsensus; amraccount of
management of | [maintained when the are reviewed when approving the its development and the
agreements is business objectives, the business dependability case is reasoning why the
established. stakeholder needs, objectives, defined. consensus is considered
system or environment ||stakeholder needs, appropriate and feasible
changes. system or are recorded in the
environment changes. dependability case.
IEC

Figure B.4 — Consensus Building 3
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B.3 Accountability Achievement argument

The goal “Accountability Achievement process view is achieved.” is expanded to the following
statement, according to the purpose of the process view, i.e. the first paragraph of 6.3.1.

The relationship is established between a breach of an explicit agreement and its
implications for stakeholders and society in general. This includes accountable
stakeholders’ obligations to provide remedies, so as to improve the chance of
realizing consensus on the system, to sustain confidence and trust in the system and
to secure the availability of remedies for potential damage.

This goal is argued for from the viewpoint of the preparation that occurs before events that need

to be afcounte

(Figure
identifica
performa
(Figure
)5)] (Fig

onitoring

.5). The preparation, which determines what the relationship should bej. amounts to

ion and definition of necessary elements [6.3.2 a) to e)] (Figure B.6).The| goals of
ce are divided into two groups: goals to be achieved within theysystem ([f) to h)]

.7) and goals to be obtained with respect to outside of the system [i);yi)1), i)2),[i)3), i)4),

re B.8).

The Accountability Achievement
process view is achieved.

Expansion according te_the
purpose statement

The relationship is established between a breach of an explicit agreement and its
implications for stakeholders and society in'general. This includes accountable
stakeholders’ obligations to provide remedies, so as to improve the chance of
realizing consensus on the system;.to sustain confidence and trust in the system and
to secure the availability of remedies for potential damage.

I

/ Decomposition to preparation and /

performance
_____ 4{ B_ —_—————,
|Accountab|I|tyAchlevement is | 1Accountability Achievement is |
|prepared. " 1performed. "

IEC

Figure B.5 — Accountability Achievement 1
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L Be==

a) Key decisions controlling the
system life cycle and risks in the
system life cycle are identified,
including those controlling the
outcomes of the processes and
process views.

[

— 57 —

Accountability Achievement is
prepared.

Decomposition by items to
be defined

/

[

A

c) For each item of each
explicit agreement, the key
decisions that can cause its
failure or breach are identified

[

e) For each breach of each explicit
agreement, its implications for the
accountable stakeholders and the
remedies for the non-accountable
stakeholders and society in
general are agreed.

v

v

identified.

b) A person or an entity
accountable for each key
decision controlling the
system life cycle and risks in
the system life cycle is

assessed.

d) For each breach of each
explicit agreement, its
impacts on the non-
accountable stakeholders and
society in general are

Figure B.6 — Accountability Achievement'2

Accountability Achievement is

performed.

[

Decomposition to goals internal to the

system and ones‘external

/

are achieved.

System-internal goals of
Accountability Achievement

System-external goals of
Accountability Achievement
are achieved.

A

y

[

Decomposition by actions
taken within system

/

/\

IEC

L

(statement refinement)

f) Antic
outcom
across
and as
monito|

pated and unanticipated

es from decisions broadly
the system are mohitored
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i) Adequate and pertinent information is
provided by the accountable stakeholders to
non-accountable stakeholders and society in
general in a timely manner.

A
/ Decomposition by timing and /

nature of information
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i)1) Prompt, valid and adequate . i)3) Eollovying El fa.ilure, adequate and
responses are given to !)2)_The stakeholders have pertinent information is chosen and
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stakeholder for information trust in the information stakeholders of the interconnected
about the system. / provided about the system. systems and general public.

i)4) Information on changes to requirements of the i)5) Information on gaps between requirements,

syptem, to expectations of the system, to descriptions expectations, descriptions and performance ©f

of|the system and to performance of the system is the system, when found, is chosen and given to

cHosen and given to stakeholders of the system, stakeholders of the system, stakeholders/of the

stakeholders of the interconnected systems and interconnected systems and generatpublic.

gqneral public.
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Figure B.8 — Accountability Achievement 4

B.4 Failure Response argument

The goal|“Failure Response process view is achieved™ is expanded to the following sfatement,
according to the purpose, i.e. the first paragraphof6.4.1.

The provision of the service is continued as much as possible, with the leas{ possible
disruption and damage, in the manner most expedient in the context.

The goallis decomposed into the goal of mitigating immediate harm from failures and that of
mitigating longer-term harm front failures (Figure B.9). Mitigation of immediate harm [s argued
for from the viewpoint of preparation before failure events [6.4.2 a)] and the actual performance
when thely occur [b)]. The preparation consists of the goal-setting of failure responses and the
development of responses jthat achieve the goals set. The goal-setting of failure response
includes jdentification of.targets for protection, identification of failure causes, and definition of
their goals for treatment [a)1) to a)5)] (Figure B.10). The development of failure r¢sponses
considerg both the.ease where failure causes are identified and the case where they arg¢ not. For
the former case,-development includes the decision for each identified failure cayse as to
whether @ spéecific response to it is warranted or generic response is sufficient, and development
proceed accordlngly [a)6), a)7)] (Flgure B.11). For the case where failure cause$ are not
identified veloped — of failure
response is decomposed to the goal that responses are mdeed performed and the goals on
assessment of the responses. The performance of response is demonstrated from the following:
failure detection, analysis, refinement of response for the situation at hand and actual
responding [b)1) to b)5)]. The goals on assessment of the responses consider both the general
assessment with respect to the purpose of the process view [b)6), b)7)] and the specific
assessment with respect to the goal, set in the preparation [b)8)] (Figure B.12). The goal of
mitigating longer-term harm from failures decomposes to sustainment of public confidence and
trust in the system, which is an instance of accountability achievement [c)] and to continual
improvement of the system life cycle, which is an instance of Change Accommodation [d)]
(Figure B.9). The former is necessary for the process view purpose as explained in 6.3.1, fourth
paragraph, and consists of accountability goals after failure events [c)1) to ¢)4)] (Figure B.13).
The latter consists of definition of improvement goals including failure recurrence prevention
and appropriate invocation of the Change Accommodation process view [d)1), d)2)]
(Figure B.14).
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The Failure Response
process view is achieved.

v

Expansion according to the
purpose statement

The provision of the service is continued as much as
possible, with the least possible disruption and damages, in
the manner most expedient in the context.
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Decomposition to immediate
goals and longer-term goals
— —

4 \

Immediate‘harm of Longer-term harm ;f failures is mitigated:
failures are mitigated. public confidence in the system and continual

improvement are sustained,

y
Decomposition to preparation Decomposition to accounting
before failures and performance and recurrence prevention
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1a) Failufe response is | |b) Failure response is : Ic) Failure response is accounted ! Fﬂ) The system life cycle is improved |
| preparef. I | performed when by the Accountability Achievement I 'based on the experience frojm the |
T ~ |necessary. | yProcess view. ! actual failures after the failurp I
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IEC
Figure B.9 — Failur&’Response 1
a), Failure response is
prepared.
Decomposition to goal definition and
response development
Goals of failure response Responses to failures that
are defined. achieve the defined goals are
* developed.
/ Decomposition\by-items to be defined / *
= \ / Decomposition by failure causes'
a)1) Key function$ to be identifiability
protected in order to a)2) Goals for protection of /\
ensufe seryice continuity the key functions necessary a)8) Generic measures to reduge the
are identified- for continuous provision of harm from failures with unident{fied
service are identified. / causes are developed.
i Y JR— ,
a)3) Faults, errors, failures a)5) For the identified faults, errors, Responses to failures
and their precursors that failures and their precursors, the goals with identified causes are |
impact the key functions are of treatment necessary for continuous Ideveloped. 1
identified. provision of service are definedand | TTTTTT T T T <
agreed.
a)4) Consequence analysis
and likelihood analysis of the
identified faults, errors, failures
and their precursors are
performed.
IEC

Figure B.10 — Failure Response 2
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Responses to failures
with identified causes are
developed.

v

Decomposition by
necessary actions

/\

a)6) Disposition towards the a)7) Specific responses that protect the key
treatment of each identified fault| functions from faults, errors, failures and their
error, failure and their precursors in class a)6)i) and default
precursors is chosen from the responses to those in class a)6)ii) and a)6)iii)
following classes: are developed.

Possible disposition towards
treatment of failures etc.

i) to be monitored and to be
prepared for in design,

i) to be monitored but not to be
prepared for in design,

i) not to be monitored and not to
be prepared for in design.

Figure B.11 — Failure Response 3
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Figure B.12 — Failure Response 4
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c) Failure response is accounted by
the Accountability Achievement
process view.

Decomposition to goals of
accountability achievement after

failures
c)1) Damage caused by ¢)2) Confidence and ¢)3) Stakeholders and society| |c)4) Necessar?l information is
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agreement. response.
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Figure B.13 — Failure Response 5

d) The system life cycle is improved based on
the experience from the actual failures after the
failure response by the Change Accommodation
process view.

I Decomposition by necessary actions I

/\

d)1) The goal of improvement is d)2) Necessary information is provided to the
defined and agreed. Change’/Accommodation process view.

IEC

Figure B.14 —(Failure Response 6

B.5 Change Accommodation argument

The goal “Change Accommodation process view is achieved” is expanded to the [following
statement according to the purpose given in 6.5.1.

The ffit for, purpose’ status of the system is maintained despite changes in
requiremefts, environments, objectives and/or purpose.

longer-tefm, goal of sustaining continual improvement of the system life cycle apd public
confideng¢e‘ahd trust in the system. The direct goal is argued for from the vieypoint of
identification of changes [6.5.2 a)], preparation for adaptation [b)], performance of adaptation [c)]
and assessment [d)] (Figure B.15). The goal of change identification is decomposed to goals
identifying the types of changes to watch for [a)1) to a)3)] (Figure B.16). The goal of preparation
for adaptation is argued for from the viewpoint that necessary actions are taken [b)1) to b)3)]
(Figure B.17). The goal of performing adaptation is examined from two viewpoints: whether the
necessary support is available [c)1), ¢)2)] and whether the necessary adaptation actions are
taken [c)3) to c)5)] (Figure B.18). Of the two parts of the longer-term goal, the goal of continual
improvement is left undeveloped here but should be developed in the context of a concrete life
cycle model detailing how one iteration of the Change Accommodation process view achieves
lasting effects for future improvement. The other part of the longer-term goal, sustaining public
confidence and trust in the system, is an instance of the accountability achievement for the
adaptation [f)] and is argued for from the availability of inputs to the Accountability Achievement
process view and that it achieves accounting of adaptation [f)1), f)2)] (Figure B.15).

This goa] is deeomposed to the direct goal of adapting the system to changes aid to the
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process view is achieved.

v
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IEC
Figure B.15 — Change Accommodation 1
|a) Changes are reeognized and identified. |
/ Décomposition by types of changes
a)1)Changesin context 2) Upon detection of unanticipated events a)3) Disruptiv'e changes afe
assyimptions, risks, etc., that |nclud|ng failures, the change in the system and/or recognized and managed
might require adaptation of the environment that caused them is identified. This
system are identified. identification may be triggered by the Failure
Response process view.
IEC

Figure B.16 — Change Accommodation 2
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Ib) Adaptation of the system is prepared. |
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Figure B.17 — Change Accommodation 3
|c) Adaptation of the system is performed. |
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other connected systems are
kept to a minimum.
IEC
Figure B.18 — Change Accommodation 4
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Annex C
(informative)

Smart Grid

C.1 General

Annex C describes a “smart grid” as an example of an open system and illustrates how open
systems dependability can be achieved. The DEOS life cycle model given in Clause A.2 is taken
as the basis of illustration. Clause C.3 exemplifies construction of a smart grid dependability
case to satisfy Clause 5. Clause C.4 describes the Change Accommodation Cycle in the DEOS
life cycle[ofthesmartgrid;, which imptements the Change Accommodation process viaw of 6.5,
and Claupe C.5 describes the Failure Response Cycle, which implements the Failuré_.Response
process yiew of 6.4. The two cycles also implement the Accountability Achievement process
view of 6|3 and the Consensus Building process view of 6.2 regarding adaptations of the smart
grid and fegarding failure responses, respectively. The example is based onythe Danish power
grid system.

C.2 Background

A stable pnd reliable power supply is of vital importance in& modern society. Furthef, energy
saving measures and renewable power sources like wind turbines and solar cells have
complicated the operation and administration of a power grid. The most important reqyirements
of a power grid are dependability (availability andyits contributing factors of neliability,
maintainability and supportability) and safety.

In the Eufopean Union the ownership of the power distribution system has been separated from
the prodyction and trade of electricity. Distributors pay to use the power grid system fo supply
electricity that they buy from suppliers. Together with a few large coal fuelled power pJants and
nuclear gower plants, there are now a\large number of small power plants producing district
heating gnd selling electricity. The consumers of electricity are also, in many cases, groducers
of electrigity through wind turbines or solar cells. The variation of the supply and demand over
day and |night has caused the price of electricity to vary from hour to hour. Thergfore, the
concept of smart grid has been introduced. This includes electric meters for each cpnsumer,
which cap be read remotely by the operator of the grid. At the same time the consumenmay pay
a price for the power that depends on the current price on the market, varying from hodr to hour.
The congumer may also‘sell surplus electricity to the market.

Electrical poweriis-very difficult to store. This means that the price can be negative in periods of
excessive supply, i.e. the supplier has to pay to supply electricity.

The software that controls a smart grid is part of an open system since the system is constantly
changing, with new consumers, distributers and producers coming in. Further the software is
connected to thousands of consumers, many of whom operate software to control their wind
turbines and solar cells. Since these systems will be connected to public consumer networks the
whole smart grid is an open system that might be influenced by malware within the network.
Therefore, a “firewall” is required towards the consumers, but also towards the power suppliers.

C.3 Construction of a smart grid dependability case

C.3.1 General

For the life cycle of a smart grid to support open systems dependability, a dependability case
satisfying Clause 5 should be constructed and maintained. Clause C.3 exemplifies a possible
set of steps for this work together with specific issues to be considered in each step in the case
of a smart grid. The nine steps below are adopted from a dependability case description
guideline in [11].
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C.3.2 Steps for construction of a smart grid dependability case

C.3.21 Step 1: Clearly define the system’s life cycle and identify the input and output
documents for each phase

The documents that are input and output throughout the life cycle of a smart grid form the basis
of its dependability case. They include the legal text, regulatory rules and company statutes and
contracts.

The operator of the grid will have some sort of concession or ownership of the power grid (high
power pylons, cables, transformer stations and low voltage distribution networks). The
ownership can be based on law or ownership through a public or privately owned company.

The operptor of the grid will have contracts with many suppliers and distributors of power. It can
be large power plants (coal fuelled, nuclear powered or water power plants) in its owndountry or
in foreign countries. It can also have contracts with grid operators in different countries. Further
the grid dperator can, through the distributors, buy electricity from privately owned wind turbines
and solal cell parks. The supplier can be a consumer or a consortium> All these fontracts
contain requirements that have to be implemented in the software. For example, who can supply
power, when and at which price. This price might vary over the day and night as well ag over the
year.

The operptor of the grid also has contracts with distributors buying power on the open market (at
fixed pride or at a varying price) and selling the power to-ttie consumers. Also this has to be
implemented in the smart grid software.

The life dycle of the smart grid software is as follows:

— Consensus Building Stage takes inputs fromrconsultation with concession granting bodies,
regul@tory agencies, suppliers and  consumers and outputs requirement fefinition
documents and contracts before the_lintelligent meters are installed at the copsumers’
addrgsses. The stage is initiated again after a failure response or detection of envirpnmental
changes for improving and adaptingthe grid.

— Development Stage involves-the following.

e Ajchitecture design is_ made after the requirement definition has been approved. The
sdftware is dividedsinto a subsystem that keeps the power grid stable (within
specifications), a-'subsystem that buys and sells power and handles payments, a
sybsystem that_handles the contracts and a subsystem that monitors the safety and
sgcurity of thetsystem.

o Wjith the.input of requirement definition and architecture design, the subsystems are
implemented and tested separately and integrated into the power grid software system
by asstep-by- step integration and mtegratron test process The software system is tested

1 by a ] security

and overload tests (surge tests) are performed on the software Software codes,

development logs, test results, and other artefacts are output.

— Accountability Achievement Stage provides assurance before the licence to operate is
granted. The assurance arguments and evidence to regulatory agencies, suppliers and
consumers assure that the developed smart grid will satisfy requirements and that contracts
will continue to be honoured. The life cycle enters this stage again after a failure or an
adaptation on the grid to account for responses and improvements, to enact compensational
clauses of contracts and to assure the improved grid.

— Operation Stage implements the final software first on a small “island” before it is
implemented on the “mainland”. The grid and environment are monitored for failures and
changes that might require rebuilding of consensus.
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— Failure Response Stage provides immediate responses to detected failures according to
the plan that is required and/or specified in the regulations and contracts. The plan specifies
interfaces with emergency actions of many services depending on the grid. The plan is not
considered perfect and the stage has built-in flexibility to adapt to the situation and to
escalate responses requiring unplanned involvement of higher authorities. The stage
records the results of responses for use in Accountability Achievement Stage and the next
iteration of Consensus Building Stage.

C.3.2.2 Step 2: Categorize the input and output documents

How the documents identified in Step 1 are used in construction of the dependability case is
considered next and the documents are categorized accordingly. The following is a possible set
of document categories and International Standards that are relevant to documents in those
categorigs-

— Standards on issues specific to a smart grid include IEC 61850, (all parts),
IEC 61000-4-30 and IEC TR 62351-12.

— Results from risk analysis on a smart grid are obtained through application of IEIC 60812,
IEC 61025 and IEC 62551.

— Dependability requirements for a smart grid are formulated on the basis of IEC 60050-192
[EC 60050-692 for vocabulary, and for contents, IEC-62853 (this dqcument),

— Life |cycle documents that specify the smart grid tife cycle are develpped on
853 (this document), IEC 60300-1, ISO/IEC/IEEE 15288, ISO/IEC TR 24774 and

in ISO/IEC TS 24748-1, ISO/IEC TR« 24748-2, ISO/IEC TR |24748-3,
ISO/IEC/IEEE 24748-4, ISO/IEC/IEEE 24748-5 and\ISO/IEC TS 24748-6.

— Systgm architecture models are formulated>on the basis of ISO/IEC/IEEE 4R010 [6],
IEC 6[1078 and others.

— Operation-related information is communicated following IEC 61850, IEC 61(000-4-30,
and IEC TR 62351-12.

— Environmental related information-is classified using IEC 60721 (all parts).
— Test and verification results afe'managed according to IEC 62741.

— Program code: Software programs are coded using some specific language. The code is
softwhre modules to keepithe voltage and frequency constant, control loads and rgspond to
netwqrk failures as well' as software to operate “firewalls” towards the copsumers,
distributors and the(suppliers, and monitor unusual activities in the network (gxcessive
consymption variations, unusual payments, unusual data traffic and possible [malware
code).

Cc.3.2.3 Step-3: Set “Service continuity and accountability in the ever-changihg
system is achieved” as the top-level claim

After the preparation of Steps 1 and 2, the main body of a dependabilily case construction starts
with the definition of the top-level claim. The wording shown is suggested as a stylized opener
signifying that the case is about open systems dependability. To define it is to establish its
interpretation for the smart grid through defining terms (such as “the system”, “service
continuity”) and making contextual information explicit. The power grid must have the least
possible down time, recover quickly after failure and stay within the specified voltage and
frequency under all load conditions. These goals are codified through the definition of the
top-level claim.

C.3.24 Step 4: Attach dependability requirements, environmental information, and
term definitions to the top-level claim as explicit context

The details established in Step 3 and its association with the top-level claim are recorded
explicitly in the dependability case. When GSN is used as in Annex B, this is achieved by
attaching to the claim a context node containing references to the documentation of the details.
For the smart grid, the details might be: “the power grid is required to have an availability of
0,99997”; “98 % of the down time has to be less than 1h”; “further the voltage, frequency,
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transients and disturbances must be within the specifications 99,8 % of the time”; “definitions of
terms are according to IEC 60050-192 and IEC 60050-692”; “the geographical area covered by
the power grid is Northern Europe with temperature, precipitation, wind and sun radiation as
defined in IEC 617217,

C.3.2.5 Step 5: Plan the overall argument structure of the dependability case

Planning of the overall argument structure begins with the template provided in Annex B.
Instantiation of the template for the smart grid, i.e. making the template into a concrete
structured argument, involves decomposition of goals in the template to detailed subgoals
specific to the smart grid and forming and/or refining of argument strategies for the new and old
goals. The following lists examples of argument strategies suitable to topics of the goals specific
to smart grid.

a) ArguvLent strategies based on life cycle are suitable for goals involving
1) cgncession (legal text),
) ownership of power grid, deeds and land charges registry certificates,-contracts,
3) transformer stations — specifications and drawings,
)

vqltage distribution networks — maps of cable and power lines(locations, connections and
cgpacity, and

5) cqntracts with wind turbine farms and solar cell farms.
b) Argument strategies based on system functionality aressiitable for goals involving
1) cgpacity of the suppliers, stiffness of grid.
c) Argument strategies based on workflow are suitable for goals involving
1) v4griations in load and supplies, and
2) vdriations in prices.
d) Argument strategies based on failure and risk reduction are suitable for goals invglving
1) prognosis on load and supply,
2) rejserve capacity and redundancy,
3) procedure for uncouplingte reduce load,
4) procedure for re-connection after uncoupling,
5) procedure for “island” operation,
6) procedure against malware in control system, and

7) procedure against malware in price negotiation and accounting system.

NOTE Prqgnosis ©of consumption can be based on historical data for the load variation over day and night, working
days and hplidays, summer and winter. Prognosis on supply can be based on the time of the day (solar ¢ells do not
produce at|night). Weather forecasts can predict cloud cover for solar cells and wind speed for wind turbines. For
example, in a major storm the Danish wind turbines were producing electricity to cover the consumption of the whole
country. But after a short time the wind turbines dropped out one by one because of too high wind speed.

C.3.2.6 Step 6: Attach the necessary documents as contexts and evidence

After the overall structure of the arguments has been determined, the documents required for
each argument should be attached as contexts and evidence. Categorization of the documents
input and output throughout the smart grid’s life cycle guides this step.

C.3.2.7 Step 7: Develop those dependability subcases derivable from the documents

The arguments should now be developed in the context of the documents attached using the
context in Step 6. Argument strategies often involve routine procedural examinations of the
complicated context and evidence. Indicating what strategy is used is often not sufficient for
readers of the case to fill the gap between the goal of the strategy and its subgoals and/or
evidence. If so, the argument strategy is expanded to a dependability subcase that explains the
execution result of the procedure in the given context and evidence based on the contents of the
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documents. These subcases are often derivable (semi-)automatically, provided the documents
are well-structured.

C.3.2.8 Step 8: Use established argument structures for non-derivable dependability
subcases and complete the dependability case

The remaining parts of the planned overall argument structure not realized as derived subcases
communicate arguments for, or supported by, expert judgments, accepted norms, agreed
assumptions and opinions, unavoidable influences, etc. These subcases are developed
manually on a case by case basis. However, it is good practice to seek and adopt argument
structures for those that have been applied successfully in situations similar to the one at hand.
Rationales behind relevant standards and regulations might be turned into successful argument
structures. Use of established argument structures avoids difficulties in evaluating too diverse
ad hoc afguments.

C.3.2.9 Step 9: Repeat the above steps as many times as necessary

The depgndability case needs to be updated frequently since the system is‘an open gystem.

The configuration of the grid will change as new cables are laid, new power ljnes and
transformer stations are built, modified or decommissioned.

Changes|will occur in the number and capacity of the suppliers; especially wind turb[ne farms
and solall panels. The consumers (factories, offices and heuseholds) will change freqdiently, as
well as tIe distributors that they choose for their supply{ The operator of the grid will usually
have a cpncession which requires them to deliver to, any customer within a geographigal area.

Supply apd price agreement will change, often frem hour to hour, day and night over the year.

In the following the Change Accommodatief¥ Cycle and Failure Response cycle as shown in
Figure A]1 are discussed.

These nine steps are introduced and’further discussed in [11].

C.4 The Change Accommodation cycle

The Chaange Accommodation Cycle in the DEOS life cycle of the smart grid as|a whole
implements the Change Accommodation process view specified in 6.5 and, with réspect to
adaptatigns made to the smart grid, the Accountability Achievement process view in 6.3 and the
Consensls Building process view in 6.2 (See Clause A.2). After Requirement elicitation and risk
analysis therstakeholder’s agreements are obtained according to Figure A.1. After that[the initial
version df'the open system software is developed, compiled, verified and tested acdording to
C.3.2.1. After a laboratory test and a test on a limited geographical area (an island), the software
is put into use. The achievements and accountability are made explicit in the dependability case
that accompanies the application for the licence to operate the smart grid. During ordinary
operation, results and problems are monitored. Problems and events are divided into anomalies
and failures that are treated through the Failure Response Cycle (Clause C.5), and changes in
objectives and/or environments that are treated through the Change Accommodation Cycle.
Changes in objectives can for example be a higher emphasis on renewable energy, a lowered
target for CO, emission, more transparency in concessions and subvention price policy.
Changes in environment can be caused by changes in supply structure like for example
decommissioning of nuclear power plants, introduction of new international connections
(cables), energy storage facilities (water reservoirs or air pressure caves) or conversion of
surplus electricity to liquid fuel. Change in environment can also be drought and less snowfall in
regions with major water power stations. The Change Accommodation Cycle is closed by new
requirement elicitations and updated risk analysis leading to updated stakeholder agreements
that together start a new design, implementation, verification and test process. In this respect
open systems dependability is similar to the spiral model for software development with the
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difference that for open systems the spiral processes continue for the whole operational life of
the open system and not just during the initial software development.

C.5 The Failure Response Cycle

The Failure Response Cycle in the DEOS life cycle of the smart grid as a whole implements the
Failure Response process view specified in 6.4 and, with respect to failure response, the
Accountability Achievement process view in 6.3 and the Consensus Building process view in 6.2
(See Clause A.2). The Failure Response Cycle is initiated by a failure or an anomaly detection.
A failure can, for example, be loss of power in an area due to a short circuit, for example, in the
power network or a transformer station. The cause can be lightning strikes, overload of high
tension wires from wind or ice damage to cables through excavation work or damage to
undersed cables from the anchor of a ship. Failures like these tend to happen at randgm times,
even thopgh it is possible to predict the failure probability of a transformer based\.on age and
condition|.

For a power outage the first activity is to isolate the problem so that it does)not propagpte in the
system. It might be necessary to uncouple part of the system to reduce the load. In extreme
cases it I/might be necessary to change to “island operation”, i.e.-operate the system as a
conventignal system with no supply from or delivery outside a closed-area. The purpdse of the
failure refsponse is to re-establish the power supply to all consumeérs in the shortest| possible
time.

This requires a controlled re-connection of suppliers and“consumers. A major part| of these
activities| is handled automatically or semi-automatically by the operation control |software
modules| Failure detection (or failure prediction) triggers the Failure Response Siage that
consists pf failure prevention, failure response andicause analysis. Failure response has been
described above. Cause analysis is the activity'to determine the cause of the oufage; see
IEC 62740 [19]. Some typical causes were described above. Failure prevention comgrises, for
example| changing from power lines on\masts to cables and preventive maintepance of
transformer stations. Activities like maps of cable locations for excavation activjties and
prohibitign of anchoring near undersea cables will also assist failure prevention.

For an open system, anomaly detection is a very important activity. The software sufveillance
module should continuously watch for abnormal activities. This is primarily to detect atfempts to
infiltrate gnd control software with malware. This might happen through consumers which have
network gonnections to(the” Internet, to the domestic power consuming and power groducing
devices as well as connection to the price supply and delivery negotiation and ag¢counting
subsystem. Anomaly_detection also has to look for abnormal accounting like excessiye money
transfer and sudden changes in consumption or supply from a consumer. This cg@ntinuous
anomaly fetection is also very important for open systems while it is less important for hon-open
systems |ike embedded software.

The operators of the open system have to maintain an around the clock preparedness to isolate
potential malware and analyse and remove the threat. This can include placing some addresses,
for example consumer addresses, in quarantine until the problem has been analysed and solved.
The solution can include connection to the Change Accommodation Cycles through the
requirement elicitation, risk analysis, stakeholder agreement and software development boxes
(design, implementation, verification and test).
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

SURETE DE FONCTIONNEMENT DES SYSTEMES OUVERTS

AVANT-PROPOS

1) La Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation composée
de I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'IlEC). L’IEC a pour objet de

2)

3)

4)

La Norm

favoriser la coopération internationale pour toutes les questions de normalisation dans les do

maines de

I’électricité et de I’électronique. A cet effet, I'|EC — entre autres activités — publie des Normes internationales, des

Spécifigations techniques, des Rapports techniques, des Spécifications accessibles au public (P
Guides|(ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée a des comités d’s
travaux| desquels tout Comité national intéressé par le sujet traité peut participer. les “or
internafionales, gouvernementales et non gouvernementales, en liaison avec I'lEC, participent éga
travaux] L’IEC collabore étroitement avec I’'Organisation Internationale de Normalisatien(1SO),
conditiqns fixées par accord entre les deux organisations.

Les dédisions ou accords officiels de I'lEC concernant les questions techniques représentent, dans la
possiblg, un accord international sur les sujets étudiés, étant donné que les Comités‘nationaux de I'lEQ
sont représentés dans chaque comité d’études.

Les Publications de I'|EC se présentent sous la forme de recommandations intermationales et sont agré
telles ppr les Comités nationaux de I'lEC. Tous les efforts raisonnables spnt entrepris afin que I'lEC
I’exactifjude du contenu technique de ses publications; I'lEC ne peut pas ‘étre tenue responsable de
mauvaipe utilisation ou interprétation qui en est faite par un quelconque utilisateur final.

Dans I but d’encourager I'uniformité internationale, les Comitéssnationaux de I'l[EC s’engagent, dg
mesure|possible, a appliquer de fagon transparente les Publications de I'l[EC dans leurs publications n
régionajes. Toutes divergences entre toutes Publications ded1EC et toutes publications nationales ou
corresppndantes doivent étre indiquées en termes clairs dans ces derniéres.

L’IEC dlle-méme ne fournit aucune attestation de conformité. Des organismes de certification in
fournisgent des services d’évaluation de conformité, et, dans certains secteurs, accedent aux nj

y complis ses experts particuliers et lesmrembres de ses comités d’études et des Comités nationaux d¢g
tout prdjudice causé en cas de dommages corporels et matériels, ou de tout autre dommage de que
que ce|soit, directe ou indirecte, ‘ou pour supporter les colts (y compris les frais de justice) et les
découlgnt de la publication ousdeV utilisation de cette Publication de I'l[EC ou de toute autre Publicati
ou au cfédit qui lui est accofdé.

L’attention est attirée sur\es références normatives citées dans cette publication. L'utilisation de ¢
référengées est obligatoiré pour une application correcte de la présente publication.

L’attention est attir€€ sur le fait que certains des éléments de la présente Publication de I'l|EC peuvent
de droi
et de n¢ pas,avoir signalé leur existence.
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intérnationale IEC 62853 a été établie par le comité d’études 56 de I'l[EC: $

dreté de

fonctionnement.

Le texte de cette norme internationale est issu des documents suivants:

FDIS Rapport de vote
56/1772/FDIS 56/1776/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette norme internationale.

Ce document a été rédigé selon les Directives ISO/IEC, Partie 2.
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Le comité a décidé que le contenu de ce document ne sera pas modifié avant la date de stabilité
indiquée sur le site web de 'lEC sous "http://webstore.iec.ch" dans les données relatives au
document recherché. A cette date, le document sera

e reconduit,

e supprimé,

e remplacé par une édition révisée, ou

e amendé.

IMPORT A : H H tH—a—pe H Hre—fle cette
publication indique qu’elle contient des couleurs qui sont considérées comme|utiles a
une bonhe compréhension de son contenu. Les utilisateurs devraient, par(congéquent,
imprimef cette publication en utilisant une imprimante couleur.
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INTRODUCTION

Les systémes ouverts sont des systémes dont les frontiéres, les fonctions et la structure
changent avec le temps et qui sont envisagés et décrits différemment selon le point de vue. La
sareté de fonctionnement des systémes ouverts est un attribut clé du cycle de vie d’'un systéme
qui fonctionne pendant une période prolongée dans un environnement réel. La sdreté de
fonctionnement des systémes ouverts est la capacité des systémes ouverts a s’adapter aux
changements apportés a leur objet, leurs objectifs, leur environnement et leurs performances
réelles et a maintenir la redevabilité continue des parties prenantes de maniere a fournir les
services attendus au moment requis et lorsque cela est exigé. Les attributs de la sOreté de
fonctionnement, tels que la disponibilité, la fiabilité, la maintenabilité et la supportabilité, sont
les mémes pour les systémes ouverts que pour les systémes conventionnels, mais ils doivent
étre envisagés dans un cantexte oli aucune partie prenante ne comprend pleinement le systéme
et ses rigques.

La sécurnité des systemes ouverts est particulierement importante, car ces systémes sont
fortemenf exposés aux attaques des logiciels malveillants. Etant donné quun systéme ouvert
évolue cpntinuellement au cours de sa vie, le processus de conceptioh (éventdellement
modélisé| par le modeéle en spirale de développement de produits) se\poursuivra, glans une
certaine mesure, pendant toute sa durée de vie.

Le présent document précise [I'I[EC 60300-1 en fournjssant des recommandations
supplémentaires sur la gestion de la sGreté de fonctionnemeént des systémes ouverts

Le présent document contient des recommandations\sur la sdreté de fonctionnement des
systémeg ouverts qui s’appuient sur les quatre vues derprocessus, dont chacune sélegtionne et
combine | des processus, activités et tdches duw,cycle de vie du systéme déctits dans
''SO/IEQ/IEEE 15288: 2015.

e vue de processus d’adaptation aux changements;

e vue de processus d’'établissement dejla redevabilité;
e vue de processus de réponse auxtdéfaillances;

e vue de processus de recherche'd’'un consensus.

Il est crycial de réaliser une*étude de slreté de fonctionnement a I'appui de ces|vues de
processuls pour que les parties prenantes comprennent et s’accordent sur les limiteg de leurs
responsabilités, attribuent la redevabilité relative a la mise en ceuvre et gérent diment les
changemients nécessaires a I'assurance de la sUreté de fonctionnement des systémeg ouverts.

Le présg¢nt decument s’adresse aux utilisateurs, aux propriétaires, aux clientg et aux
organismess impliqués dans la conformité aux exigences de sOreté de fonctionnement des
systémeg oWerts, et chargés de la garantir. On entend par "organismes" les entreT:rises, et
institutions publiques ou privées de tous types et de toutes tailles, telles que les administrations
publiques, les entreprises commerciales et les associations a but non lucratif.
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SURETE DE FONCTIONNEMENT DES SYSTEMES OUVERTS

1 Domaine d’application

Le présent document fournit des recommandations relatives a un ensemble d’exigences portant
sur les cycles de vie des systémes et visant a assurer la slreté de fonctionnement des systémes
ouverts.

Le présent document précise I'lEC 60300-1 en fournissant des détails sur les changements
nécessaifes pour s’adapter aux caractéristiques des systémes ouverts. Il définit leg vues de
processuls basées sur 'I|SO/IEC/IEEE 15288:2015, qui identifie 'ensemble des-processus du
cycle de yie du systéme.

Le présept document est applicable au cycle de vie des produits, des systemes, des pfrocessus
ou des sgrvices impliquant des aspects matériels, logiciels et humains,ou toute conpbinaison
intégrant|ces éléments.

La sécurnité des systemes ouverts est particulierement importante, car ces systémes sont
fortemenf exposés aux attaques des logiciels malveillants.

Le présent document peut étre utilisé pour améliorer lassUreté de fonctionnement des $ystémes
ouverts gt pour garantir que les vues de processus specifiques aux systémes ouverty donnent
les résulfats escomptés. Il aide les organismes a définir les activités et les tadches qui doivent
étre entrpprises pour atteindre les objectifs delsireté de fonctionnement dans un|systeme
ouvert, ylcompris en matiére de communicationirelative a la sGreté de fonctionnement, [ainsi que
d’appréciation et d’évaluation de la sdreté.de fonctionnement tout au long du cycle ge vie du
systéme.

2 Réfdrences normatives

Les documents suivants cités\dans le texte constituent, pour tout ou partie de leur contenu, des
exigencep du présent document. Pour les références datées, seule I’édition citée s’applique.
Pour les|références non)datées, la derniére édition du document de référence sfapplique
(y compris les éventuels’amendements).

IEC 60090-192,~-Vocabulaire électrotechnique international - Partie 192: S{reté de
fonctionnement (disponible a I'adresse http://www.electropedia.org/)

IEC 60300-1, Gestion de la sareté de fonctionnement — Partie 1: Lignes directrices pour la
gestion et I'application

ISO/IEC/IEEE 15288:2015, Systems and software engineering — System life cycle processes
(disponible en anglais seulement)

3 Termes et définitions

Pour les besoins du présent document, les termes et définitions de I'|EC 60050-192 ainsi que
les suivants s’appliquent.

L'ISO et I'lEC tiennent a jour des bases de données terminologiques destinées a étre utilisées
en normalisation, consultables aux adresses suivantes:

e |EC Electropedia: disponible a I'adresse http://www.electropedia.org/
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e |SO Online browsing platform: disponible a I’'adresse http://www.iso.org/obp

3.1

redevabilité

état consistant, pour une organisation, a étre en mesure de répondre de ses décisions et
activités a ses organes directeurs, ses autorités constituées et, plus largement, a ses parties
prenantes

Note 1 a l'article: La redevabilité inclut I'obligation de rendre des comptes a la société en général.

Note 2 a I'article: Description dans I'I|SO 26000:2010 [1]: La redevabilité implique une obligation de la direction a
rendre des comptes aux détenteurs de participations de contrdle de 'organisme et une obligation de I'organisme a
rendre des comptes aux autorités judiciaires aux niveaux législatif et réglementaire. La redevabilité vis-a-vis de
I'impact global des décisions et activités de I'organisme sur la société et I’environnement implique également que son
obligation e tendre des compies aux personnes aifeciees ainsi qu a la socieie en general varie selon Ia nature de
I'impact et fes circonstances.

Note 3 a I'grticle: Définition de I'|ISO 15489-1:2001 [2]: principe selon lequel les personnes physigques pt morales,
ainsi que 19 collectivité, sont responsables de leurs actions et peuvent étre tenus d’en rendrefcompte.

[SOURCE: I1ISO 26000:2010, 2.1, modifiée — Les notes a l'article ont étérajoutées.]

3.2
argumentaire
artefact raisonné et auditable créé a I'appui d’une affirmatian“générale (ou d’'un g¢nsemble
d’affirmations), et qui comprend une argumentation systématique, les preuves et les hypothéses
expliciteqd qui I'étayent (ou qui les étayent)

Note 1 a I'grticle: Un argumentaire contient les éléments suivants’et les liens entre ceux-ci:
— une oul plusieurs affirmations sur les propriétés;
— les arguments qui lient logiqguement les preuves et toute hypothése relative a la/aux affirmations;

— un engemble de preuves et, potentiellement; les hypothéses étayant les arguments & l'appuil de la/des
affirmgtions;

— lajustification du choix de I'affirmation générale et la méthode de raisonnement.
Note 2 a I'grticle: Un argumentaire peut étre-compris comme une argumentation raisonnée et concluante ) étayée par

un ensembl|e de preuves, selon laquellelun systéme, un service ou un organisme fonctionnera comme préyu pour une
application|définie, dans un environnement défini et sur une durée de vie définie.

[SOURCE: In English, ISONEC 15026-1:2013 [3], 3.1.3, modifiée — La Note 2 a l'article a été
ajoutée.]

3.3
adaptatipn aux’‘changements

ensemble d’dctivités qui modifient et adaptent un systéme aux changements apporf{és a son
objet, s quiert le
rétablissé

3.4

consensus

accord général caractérisé par I’'absence d’opposition ferme a I'encontre de I'essentiel du sujet
émanant d’'une partie importante des intéréts en jeu et par un processus de recherche de prise
en considération des vues de toutes les parties concernées et de rapprochement des positions
divergentes éventuelles

Note 1 a I'article: Le consensus n'implique pas nécessairement 'unanimité.

[SOURCE: Guide ISO/IEC 2:2004 [4], 1.7]
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3.5

étude de sireté de fonctionnement

argument basé sur des preuves, raisonné et tragable créé pour soutenir I'affirmation selon
laquelle un systéme défini satisfait et/ou satisfera aux exigences de sdreté de fonctionnement

Note 1 a l'article: Une étude de sireté de fonctionnement est un argumentaire dont I'affirmation générale porte sur
la sGreté de fonctionnement.

[SOURCE: I[EC 62741:2015, 3.1.1, modifiée — La Note 1 a l'article a été ajoutée.]

3.6

communication relative a la sireté de fonctionnement
processus continu et itératif mené par une partie prenante afin de fournir, de partager ou
d’obtenir[des Informations, et d’engager un dialogue avec les aufres parties prenanies sur la
gestion de la sOreté de fonctionnement

Note 1 a I'grticle: Le réle de la communication relative a la sdreté de fonctionnement dans le(¢adre de |4 gestion de
la sGreté d¢ fonctionnement des systémes ouverts n’est pas différent de celui de la communication relativie au risque
dans le cadre de la gestion des risques.

Note 2 a I'prticle: Voir la définition des termes "communication et concertation"dans le Guide ISO 7]3:2009 [5],
3.2.1.

3.7
environrjement
<systémg> contexte déterminant le cadre et les circonstances de tous les facteurs d’influence
sur un syisteme

[SOURCE: ISO/IEC/IEEE 42010:2011 [6], 3.8]

3.8
réponselaux défaillances
ensemble¢ d’activités initiées immédiatement aprés qu’une défaillance a été prédite ou|détectée
afin de grévenir la défaillance ou d’en“réduire le plus possible les effets, d’en anglyser les
causes, d’en prévenir la récurrencelet de répondre aux exigences de redevabilité

3.9
cadre de référence
ensembleé de conventiofis—applicables a I'élaboration, a l'interprétation et a l'utiligation de
documer:ﬁs décrivant une compréhension commune d’un systéme, de son objet, de seq objectifs,
de son epvironnemeént, de ses performances réelles, de son cycle de vie et des changements
afférents| ainsi qle des accords explicites sur ces questions

3.10
erreur dlinteraction
erreur qui se produit en raison des interactions entre les éléments, et ce bien que chaque
élément satisfasse aux spécifications de performances

3.1
supervision
détermination de I’état d’un systéme, d’'un processus ou d’'une activité

Note 1 a I'article: Pour déterminer cet état, il peut étre nécessaire de vérifier, surveiller ou observer avec une vision
critique.

[SOURCE: [S0O 22301:2012 [7], 3.29]

3.12

systéme ouvert

systéme dont les frontiéres, les fonctions et la structure changent avec le temps et qui est
envisagé et décrit différemment selon le point de vue
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Note 1 a I'article: Par "changement”, on entend non seulement I'adaptation a un objet spécifique, mais aussi toute
évolution spontanée. Les changements spontanés et non coordonnés au sein d’'un systéme qui couvre plusieurs
domaines relevant d’autorités différentes sont par exemple inclus.

Note 2 a l'article: Non seulement les frontiéres, les fonctions et la structure d’'un systéme ouvert varient dans le
temps, mais elles peuvent également étre imprécises a tout instantt et étre envisagées difféeremment par les
différentes parties prenantes. Ces éléments précisent la définition du systéme proposée dans I'lEC 60050-192 pour
un niveau d’abstraction et un point de vue donnés. Une frontiére peut avoir une définition claire a un certain niveau
d’abstraction, et perdre en précision a un niveau plus détaillé. Il n’est pas nécessaire de prédéterminer le niveau de
détail nécessaire pour un objet ou une partie prenante ni de garantir qu’il peut étre atteint.

Note 3 a l'article: Un systéme ouvert échange les ressources au-dela de ses frontieres, avec d’autres systémes ou
avec I'environnement, ce qui modifie potentiellement la frontiere elle-méme.

Note 4 a [l'article: Chaque systéme substantiel combine des aspects d'un systéeme ouvert et d’un systéme
conventionnel. L’expression "systéme ouvert" n’est pas utilisée pour la classification des systemes. Elle s’applique a
un SyStémt 10TSquUe S€S dSpecls OuUveTts SOOIt illlpUlldlllb ddlls Id Uibbubbiull Ieldlive du sSystlelre.

Note 5 a I'grticle: Le fait qu’un systéme logiciel puisse étre "open source" n’a aucun rapport avec le~fait qli’il s’agisse
d’un systéme ouvert, en dehors du fait qu’étre un logiciel open source lui confére nécessaireméent eertalns aspects
propres auk systémes ouverts, tels que I'absence d’autorité centralisée.

3.13
slreté de fonctionnement des systémes ouverts
capacité p s’adapter aux changements d’objet, d’objectifs, d’environnement et de perfgrmances
réelles ef a assurer une redevabilité continue, de maniére a fournir les services attendus au
moment fequis et de la maniére requise

3.14
processuys
ensemblé¢ d’activités corrélées ou en interaction qui utilise des éléments d’entrée pour produire
un résultat escompté

Note 1 a I'article: La désignation du "résultat escompté™ d’un processus par élément de sortie, produit| ou service
dépend du [contexte de la référence.

Note 2 & llarticle: Les éléments d’entrée d’un processus sont généralement les éléments de sortje d’autres
processus pt les éléments de sortie d’'un processus sont généralement les éléments d’entrée d’autres prpcessus.

Note 3 a I'grticle: Deux processus, ou plus; corrélés et en interaction en série peuvent également étre qualifiés de
processus.

Note 4 a I'grticle: Les processus d*un organisme sont généralement planifiés et mis en ceuvre dans deqg conditions
maitrisées pfin d’apporter une-valeur ajoutée.

Note 5 & lfarticle: Lorsquéesla conformité de I'élément de sortie résultant ne peut pas étre immédiatement ou
économiquement validée, le processus est souvent qualifié de "procédé spécial”.

Note 6 a I'article:«llS’agit de I'un des termes communs et définitions de base pour les normes de systemes de
managemept de(T'lSO, donnés dans I’Annexe SL du Supplément ISO consolidé aux Directives ISO/IEC, Partie 1. La
définition ofiginale’a été modifiée afin d’éviter toute circularité entre processus et élément de sortie, et les Notes 1 a 5
a l'article opt'été ajoutées.

[SOURCE: 1SO 9000:2015 [8], 3.4.1]

3.15
vue de processus
ensemble de processus, d’activités et de taches qui met I'accent sur une préoccupation

particuliere d’une partie prenante quant a un systéme, d’'une maniére transversale sur
I’ensemble du cycle de vie ou sur des parties de celui-ci

3.16
résilience
capacité d’adaptation dans un environnement complexe et changeant

Note 1 a I'article: Définition de la résilience dans la Terminologie de 'UNISDR sur la Réduction des risques de
catastrophe [9]: capacité d’'un systéme, d’'une communauté ou d’une société exposée a des dangers a résister, a
absorber, a s’adapter et a se remettre des effets d’'un danger de maniére rapide et efficace, y compris a travers la
préservation et le rétablissement de ses structures et fonctions de base essentielles.
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Note 2 a l'article: Définition de [10]: persistance de I'aptitude a délivrer un service de confiance justifiée en cas de
changements.

[SOURCE: Guide 1SO 73:2009, 3.8.1.7, modifiée — La définition a été révisée pour ne pas
s’appliquer qu’aux organismes, et les notes a I'article ont été ajoutées.]

3.17

partie prenante

personne ou organisme ayant un droit, une participation, une revendication ou un intérét a
I’égard d’'un systéme ou du fait qu’il présente des caractéristiques répondant a ses besoins et a
ses attentes

EXEMPLE Utilisateurs finaux, organismes utilisateurs finaux, logisticiens, développeurs, producteurs, formateurs,

agents de mpathrtenance - e —aeatéretrsorganismes . ganismes de
réglementati

Note 1 a I'grticle: Certaines parties prenantes peuvent avoir des intéréts contraires entre elles gu‘contrdires a ceux
du systemd.

Note 2 a I'drticle: Le terme "partie intéressée" fait partie des termes et définitions de base‘e¢ommuns appljcables aux
systéemes fle management normalisés par I'lSO, définis dans I’Annexe SL du Supplément ISO corfsolidé aux
Directives |SO/IEC, Partie 1. Le présent document utilise le terme admis de "partie‘prenante", conformément a
I'ISO/IEC/IEEE 15288:2015.

[SOURCE: InEnglish, ISO/IEC/IEEE 15288:2015, 4.1.44, modifiée — La Note 2 a I'arficle a été
ajoutée.]

4 Sargté de fonctionnement des systémes ouverts

4.1 Systémes ouverts
Les syst@mes ouverts présentent les caractéristiques suivantes (voir [11]).

— lls sopt larges, complexes et interconnectés.

— lls peuvent inclure des composants de boite noire.

NOTE [ Un composant de boite naire est un composant dont les utilisateurs ne connaissent pas ley détails de
mise eh ceuvre et ne peuvent pas contrdler la fonctionnalité et I'interface.

— Leur pbjet, leurs objectifs, leur environnement et leurs performances réelles ne|sont pas
déterminés et ils varient’au cours de leur vie. Les changements imprévisibles des gxigences
des utilisateurs, dés objectifs de service, des services recgus via le réseau, des composants
de baoite noire, des bases technologiques, etc., sont fréquents.

— Leurg| frontiéres, leurs fonctions et leur structure ne cessent d’évoluer et sonfl pergues
différemment par les différentes parties prenantes. Les empécher de devgnir trop
imprécises requiert un effort particulier.

— Laredevabllite est vitale dans leur cycle de vie et pour assurer la maitrise des risques, mais
son établissement nécessite un effort particulier en raison de 'absence de contrble central
efficace.

— La compréhension des systémes et de leurs risques par les parties prenantes n’est ni
compléte ni certaine, a aucun moment donné.

— Les défaillances potentielles dues a une compréhension incompléte des systémes, a des
changements et a des événements non anticipés ne peuvent pas étre éliminées ni prévues.
Les systémes doivent étre résilients, comporter des dispositifs de maftrise des risques
(notamment des dispositifs antierreur) et de récupération aprés ces défaillances, et
s’adapter afin d’empécher qu’elles ne se reproduisent.

— Garantir la s0reté de fonctionnement requiert une approche itérative et dépend de
I'intégration du fonctionnement et du développement du systéme. La réalisation des
activités de sdreté de fonctionnement tout au long du cycle de vie du systeme et leur
itération aussi souvent que nécessaire revét une importance particuliére pour les systémes
ouverts.
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NOTE 2 Certaines de ces fonctionnalités sont partagées avec ce que I'on appelle les "systemes de systemes" [12],
[13] et les "systémes non limités ou faiblement limités".

NOTE 3 Selon le point de vue, la plupart des systémes disposent de ces fonctionnalités a un certain degré, méme
négligeable. Un systéme est appelé ouvert lorsque ces fonctionnalités du systeme sont importantes dans la
discussion en cours, qu’il s’agisse d’'un systéme de systémes ou non.

Un systéme échange nécessairement des services avec de nombreux autres systémes
interconnectés et gérés indépendamment. Ces systémes environnants sont gérés selon leurs
propres principes et parties prenantes, et leurs interfaces sont susceptibles d’étre modifiées
pour diverses raisons. Le systéme doit servir a diverses parties prenantes. Chaque partie
prenante a des objectifs différents, et il se peut que le systéme ne reléve pas d’une seule
autorité; par ailleurs, les objectifs du systéme et les systémes environnants changent avec le
temps. Les conditions appllcables au systeme telles que les exigences et contralntes changent
fréquemrper taines et
incompléetes et elles ne peuvent pas etre compnses complétement a tout moment donné.

Etant dopné qu’un systéme ouvert évolue continuellement au cours de sa vie,’ l€ processus de
conception (modélisé par le modéle en spirale de développement de produits) se pqursuivra,
dans un€ certaine mesure, pendant toute sa durée de vie.

En outre | il existe des incertitudes et des lacunes au niveau du systéme lui-méme, parexemple
en ce quilconcerne ses fonctions, sa structure interne et ses frontieéres. Ses sous-systgmes sont
souvent gérés par des parties différentes et les personnes participant a l'intégratign et a la
coordinafion des frontieres du systéme peuvent ne pas _€r avoir une connaissande et une
maitrise gomplétes. Les services et les composants peuyent/'étre ajoutés ou retirés du systéme
pendant $on fonctionnement par et pour différentes parties prenantes. Cette nature dynamique
rend les ffontiéres, les fonctions et la structure du systéme ambigués dans la pratique, méme s’il
n'y a en fhéorie aucune ambiguité, a aucun momept, d’aucun point de vue.

Pour ces|motifs, et en raison de la complexitéiet de la taille du systéme, il est trés diffjcile pour
toute partie prenante de spécifier, d’appréhender ou de maitriser le systeme et sa gpstion de
maniére suffisamment compléte et certaine. Les changements et défaillances non anficipés de
différentd degrés font partie de la nature du systéme. L’utilisation du terme "systémeg ouverts"
met en Iymiére cet aspect.

Les vérifables attentes implicites vis-a-vis du systeme dépendent toujours du fontexte,
c’est-a-dire des systémes-environnants et des parties prenantes. Il convient que les|objectifs
des divers niveaux de systémes qui entourent le systeéme cible soient pris en compte. A mesure
que le conptexte change et'que les lacunes et incertitudes sont résolues d’'une maniére|ou d’'une
autre, il gonvient que\le systéme s’adapte aux changements correspondants des exigences et
des hypgthéses.(Ces changements ne peuvent étre totalement anticipés ou spégifiés par
avance.

4.2 Prpblémes de sireté de fonctionnement spécifiques aux systémes ouverts

La sdreté de fonctionnement des systémes ouverts vise a assurer la continuité du service sur
des périodes prolongées en dépit des changements et défaillances. Le maintien de la continuité
de service impose des exigences tout au long du cycle de vie du systéme et de ses itérations,
avec le soutien des activités d’amélioration.

La gestion de la slreté de fonctionnement décrite dans I'lEC 60300-1 s’applique généralement
aux systémes ouverts et le présent document doit étre utilisé comme un complément a
I'IEC 60300-1. L’IEC 60300-1 requiert que I’'amélioration continue soit assurée au moyen de la
planification et du controle des activités d’amélioration ainsi que des revues d’avancement
appropriées. La slreté de fonctionnement des systémes ouverts s’appuie sur cette base, car
elle dépend directement des améliorations liées aux changements imprévisibles fréquents. Une
approche itérative du cycle de vie peut étre appliquée pour permettre I'adaptation a ces
changements (voir 'Annexe A).
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Le domaine d’application de la gestion de la sreté de fonctionnement d’un systéme ouvert n’est
pas ftrivial en raison des caractéristiques expliqguées en 4.1. Le simple respect d’accords
explicites ne suffit pas, car aucun accord ne peut couvrir de maniére adéquate tous les aspects
du systéme considéré, et aucun systéme ouvert ne peut étre complétement défini. Les parties
prenantes doivent étre préparées a agir au-dela des accords, dans une compréhension
commune du systéme et de son environnement. En principe, la sGreté de fonctionnement des
systémes ouverts vise a renforcer la confiance dans le systtme méme en cas d’hypothéses
infirmées, d’exigences invalidées par des changements et d’éventuelles défaillances du

systéme.

L’argument ci-dessus met en lumiére I'importance des processus qui revoient et révisent en
continu le domaine d’application de la gestion de la sireté de fonctionnement et qui fournissent
une documentation explicite et un accord relatif audit domaine d’application. L’accord relatif au
domaine |d’application conclu par les parties prenantes doit reposer sur des accordstelatifs a la
redevabilité.

Les causgs non anticipées ne peuvent pas étre prévenues. Il est néanmoins possible dfidentifier
les fonctions principales, d’anticiper les possibles conséquences de la perte de ces fonctions
principal¢s et de protéger ces fonctions principales afin qu’elles (puissent étre [rétablies
rapidemgnt ou couvertes par la redondance.

4.3 Objectif

La slOret¢ de fonctionnement des systémes ouverts a pour objectif de maintenir up certain
niveau dI continuité de service pour un systéme dans le.contexte des systémes envifonnants,
des partigs prenantes et de I’environnement, dans la mesure du possible, en cas d’événements
non antidipés et de changements dus a la nature incompléte et incertaine des conndissances
des partigs prenantes.

Les systémes ne sont plus considérés comme définitifs, mais comme des systémeg ouverts,
impossibles a connaitre de maniére compléte ou certaine. Il convient qu’un systéme infégrant la
slreté dg fonctionnement des systémes.ouverts ait la capacité:

— d’éliminer de maniére continue:les facteurs susceptibles de provoquer des défaillances, et
donc de s’améliorer lui-méme;

— de préndre des mesures.rapides et appropriées en cas de défaillance;

— de prévenir, de réduire-et d’atténuer les dommages;

— de foprnir de maniére continue les services anticipés par les parties prenanteg dans la
mesufe du possible (dégradation progressive);

— de maintenif\les activités et les taches de maniére a assurer une redevabilité quant aux
opérjtions et processus du systéme;

— d’aidgr'acomprendre et a communiquer les hypothéses formulées lors de la descfyiption du
systéme, a documenter explicitement ces hypothéses et a déterminer le niveau de sdreté de
fonctionnement du systéme a travers la documentation et I'autorité chargée de 'accepter.

Ces capacités sont attendues de la part de tout systeme qualifié de sGr au sens de la slreté de
fonctionnement, bien qu’elles aient une importance particuliére pour les systémes ouverts, plus
susceptibles d’étre affectés par des changements observés dans d’autres systémes qui lui sont
reliés. Le niveau de slreté de fonctionnement spécifique des systémes ouverts tient aux
lacunes et aux incertitudes en dépit desquelles ces capacités doivent étre établies. Elle ne
différe donc pas de la slreté de fonctionnement conventionnelle, mais elle se définit comme un
processus permettant d’atteindre la capacité en question.

4.4 Garantie de la sareté de fonctionnement des systémes ouverts

Pour qu’un systéme ouvert soit sdr, il convient que son cycle de vie permette aux parties
prenantes:
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a) d’établir un cadre de référence compris par toutes les parties prenantes et traitant du
systéme, de son objet, de son fonctionnement, de son environnement et des changements
afférents, puis d’établir une compréhension commune et des accords explicites sur ces
questions dans ce cadre de référence;

b) de rendre transparente la relation entre une incapacité a exécuter une partie de I'accord
entre les parties prenantes et ses implications pour les parties prenantes et la société en
général, y compris I'obligation, pour les parties prenantes redevables, de trouver des
solutions, afin que les efforts nécessaires soient déployés pour honorer I’accord et garantir
I’existence de solutions en cas de dommages potentiels;

c) de planifier et d’appliquer des mesures immédiates contre les défaillances afin de fournir les
services attendus, dans la mesure du possible, avec le moins de perturbations et de
dommages possible, de la maniéere la plus opportune dans le contexte;

d) d’organiser les activités découlant de I'adaptation du systéme aux changements de son
envirpnnement, de son objet, de l'accord, etc., et de tirer profit de I'expérignce des
défaillances précédentes afin d’améliorer la slreté de fonctionnement en continu.

Ces quatfe pratiques sont applicables concomitamment et chacune dépend'des autres| Le point
a) établit|/les bases de b), ¢) et d). Le point b) contribue a appliquer les_accords mentipnnés en
a) et promeut la confiance du public dans le systéme en communiquantles plans et leq activités
exécutés| conformément a c) et d). Le point ¢) donne les informatibns nécessaires a b) et
déclenchg le point d) pour prévenir la récurrence des défaillangces. Le point d) relance le
processuls a) afin de refléter les changements dépendants du~temps dans la comprghension
commung et les accords explicites de a), qui est toujours ufizinstantané provisoire nécessitant
une mise| a jour continue.

La manigre dont ces quatre pratiques sont combinéesret se complétent peut étre regrésentée
sous forme de modéles de cycle de vie. L’Annexe A en donne des exemples. Un|exemple
d’application de la sireté de fonctionnement desisystéemes ouverts a un systéme ouveft concret
est donng¢ a I'’Annexe C.

4.5 Redlation avec la résilience et la‘tolérance aux pannes

Le concelpt de résilience pour les systémes ouverts est trés similaire a celui qui s’applique aux
systémeg conventionnels. La résilience traditionnelle (voir 3.16 et Note 1 a I'article) sguligne la
capacité [d’un systéme a reprendre un fonctionnement normal aprés des perturbations, tandis
que la sfireté de fonctionnement des systémes ouverts tient compte du fait que [méme la
définition/du "fonctionnement normal" varie dans le temps ou suivant le point de vue. Un concept
plus récent de résilience-(voir 3.16, Note 2 a I'article) tient compte d’'une gamme plug large de
changemients et d’adaptations et partage I'objectif de la sireté de fonctionnement des systemes
ouverts. La seule-différence est la suivante: la sGreté de fonctionnement des systémep ouverts
se concqntre sur-fes cas ou les changements et les adaptations nécessaires découlent de
I'ouvertute dés;systémes, et donc sur les notions de consensus et de redevabilité gdans une
approchd axeée sur le cycle de vie du systéme.

L’'idée de tolérance aux pannes, en revanche, différe entre les systémes conventionnels et les
systémes ouverts. Dans un systéme conventionnel, il est présumé possible, au moins en
principe, d’énumérer toutes les pannes importantes potentielles. Une procédure fixe et concréte
visant a réduire I’écart par rapport au fonctionnement normal est donnée pour obtenir la
tolérance aux pannes; les notions d’écart et de fonctionnement normal y sont définies de
maniére explicite. La slreté de fonctionnement des systémes ouverts, quant a elle, concerne
une situation ou ces notions ne peuvent pas étre définies de maniére explicite.

5 Conformité

Pour que le cycle de vie d’'un systéme prenne en charge la sireté de fonctionnement des
systémes ouverts, il convient de fournir une étude de slreté de fonctionnement [14], [15]
démontrant ce qui suit:
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a) le cycle de vie du systéme satisfait aux exigences de toutes les vues de processus
spécifiées a I'Article 6;

b) I'adéquation de ces exigences a garantir la sGreté de fonctionnement des systémes ouverts
pour le systéme cible a été prise en compte.

NOTE 1 L’étude de sireté de fonctionnement est nécessaire pour s’assurer que les parties prenantes comprennent
et s’accordent sur les limites de leurs responsabilités, et attribuent la redevabilité relative a la mise en ceuvre et a la
gestion des changements de maniére appropriée.

NOTE 2 De par sa nature, la slreté de fonctionnement des systémes ouverts n’est pas démontrée par un ensemble
de conditions suffisantes fixes. La conformité de chaque application du présent document est évaluée au regard des
considérations supplémentaires mentionnées en b) et compte tenu des spécificités de I'objectif.

Un modéle d’étude de sareté de fonctionnement qui démontre les affirmations ci-dessus est

donné emAnmmexeBatitredinformation:

6 Vues de processus visant a assurer la slreté de fonctionnement|des
systémes ouverts

6.1 Gdédnéralités

L’Article b décrit les quatre vues de processus qui traitent des quatre pratiques de slreté de
fonctionnement des systémes ouverts exposées en 4.4 a) a d). Certaines des activités et taches
requises [pour mettre en ceuvre ces processus sont tirées de’)/'ISO/IEC/IEEE 15288:2015.

Chaque pratique de s(Oreté de fonctionnement des systémes ouverts nécessite un eénsemble
d’activitép et de taches recoupant de nombreux processus de cycle de vie. Le concept ¢le vue de
processuls est introduit afin de regrouper au méme, endroit un ensemble d’activités gdssociées
décrit daps I'lSO/IEC/IEEE 15288:2015, Annexe E:

L’Article b spécifie les quatre vues de proeessus qui sont conformes au point de¢ vue de
processuls décrit dans I'I|SO/IEC/IEEE 15288. Une vue de processus est définie a partir des
informatipns suivantes:

a) nom g¢le la vue de processus;

b) objet|de la vue de processus;

c) résullats de la vue de(pnocessus;

d) identification et description du processus, des activités et des taches qui mettent ¢n ceuvre
la vu¢ de processus et les références aux sources pour ces processus, activités pt taches
dans|d’autresnérmes.

L’Article p spécifie chacune des quatre vues de processus en donnant les éléments a) a d)
ci-dessus.

Les quatre vues de processus fonctionnent ensemble pour atteindre I'objectif de slreté de
fonctionnement des systémes ouverts. Avec les autres processus de cycle de vie du systéme et
vues de processus, elles forment un modéle de cycle de vie du systéme conforme aux
exigences pour chaque application de [I'ISO/IEC/IEEE 15288:2015 comme indiqué en
Annexe A.

NOTE 1 L’ISO/IEC/IEEE 15288 décrit les processus, ainsi que les activités et les taches correspondantes. Des
ensembles sélectionnés de ces processus peuvent étre appliqués tout au long du cycle de vie pour gérer et réaliser
les phases du cycle de vie d’'un systéme.

NOTE 2 L’avant-dernier alinéa du Paragraphe 4.4 souligne les relations entre les quatre vues de processus.
L’Article A.2 décrit ces relations a travers un exemple de modéle de cycle de vie.

Dans le reste de 'Article 6, chaque paragraphe (par exemple le Paragraphe 6.i) décrit une vue
de processus et est organisé comme suit.
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Le titre de 6./ est le nom de la vue de processus (a).

Le Paragraphe 6.i.1, "Objet", précise I'objet de la vue de processus (b). Le premier paragraphe
correspond au message clé de I'objet; les paragraphes suivants ajoutent quelques explications.

Le Paragraphe 6.i.2, "Résultats", établit la liste des résultats du processus (c). Dans certains
cas, les résultats sont triés hiérarchiquement. L’Annexe B contient une structure de modéle
d’argumentation pour les études de sireté de fonctionnement utilisant les résultats, qui permet
d’apporter des éléments de justification pour la sélection des résultats.

Le Paragraphe 6.i.3 "Processus, activités et tdches" constitue la partie principale du présent
document. |l établit la liste des processus, activités et taches (d) de I ISO/IEC/IEEE 15288 qui
mettent jon de la
fonctionnement des systémes ouverts. Pour chaque processus pconforme a
I'ISO/IEQ/IEEE 15288, un paragraphe facultatif décrit sa pertinence vis-a-vis(de la vue de
; il est suivi d’'une liste de descriptions détaillées des activités et taches agsociées,
avec des|indications du résultat de la vue de processus. Les descriptions_au,6.;.3 dojvent étre
utilisées |comme des compléments a celles de I'I|SO/IEC/IEEE 15288:2015, qui contient les

Le Paragraphe 6.i.3 contient des références a des articles de I'|SO/IEC/IEEE 15288:2015 et a
s du présent document. Elles se distinguent de la manjére suivante. Des crochets en
chevron {<>) sont utilisés pour faire référence au numéro dé’paragraphe d’un procesisus dans
I'ISO/IEQ/IEEE 15288:2015 et a I’étiquette d’élément de liste’d’'une activité ou d’une tche dans
le cadre|de ce processus. Par exemple, "<6.4.2> Processus de définition des bésoins et
exigencep des parties prenantes" fait référence au Paragraphe 6[4.2 de
I'ISO/IEQ/IEEE 15288:2015 et, dans le contexte de<6.4.2>, "<a)1)>" fait référence a Ig tdche "1)
Identifier|les parties prenantes qui ont un intérétdans le systéme tout au long de son| cycle de
vie" dang le cadre de l'activité "a) Préparer la'déefinition des besoins et exigences dgs parties
prenantep". Pour une liste a deux niveaux, uie référence a un élément de liste de niveau 1, par
exemple ['<a)>", fait référence a I’ensemble-des éléments de niveau 2 <a)1)>, <a)2)>, .|., <a)n)>
qui consgituent I’élément de niveau 1x<a)>. Les crochets droits ([]) sont utilisés gour faire
référencg a I’étiquette d’élément de liste du résultat d’'une vue de processus au Paragrdphe 6.i.2
du présept document.

6.2 Ve de processus de'recherche d’un consensus

6.2.1  Pbjet

La vue dge processUs-de recherche d’'un consensus a pour objet d’établir et de maintenir une
compréhgnsion commune et des accords explicites sur le systéme, son objet, ses objectifs, son
environngmept,ses performances réelles, son cycle de vie et les changements afférgnts.

NOTE 1 GCen . . compo A Commun stdmen NS
documentée de maniére epr|C|te et |nc|ut I’ attltude Ies croyances Ies percept|ons et Ies valeurs partagees par les
parties prenantes.

Il convient de parvenir a cette fin (I'objet) en tenant compte des points suivants.

Il convient de s’assurer que la méme compréhension est partagée par I’ensemble des parties
prenantes de maniére a ce que |'écart inévitable qui demeure entre les interprétations soit
acceptable. Les accords explicites incluent les accords couvrant les avantages et
responsabilités des parties prenantes en matiére de développement et d’exploitation du
systéme, ainsi que les accords qui portent sur les hypothéses formulées.

L’établissement de la compréhension commune et des accords explicites constitue une mesure
préventive générique contre les événements non anticipés.

NOTE 2 Certaines parties prenantes peuvent se contenter de comprendre que les autres parties prenantes
garantissent les résultats souhaités, sans exprimer le besoin de comprendre tous les détails que cela implique.
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La réalisation de la finalité de cette vue de processus passe par:

I’établissement d’'une compréhension commune et d’'un accord explicite entre les parties
prenantes [6.2.2 résultats a)1) a a)7)];

la maintenance de la compréhension et de I'accord [b)1) a b)5)].

La relation entre I'objectif et les résultats est décrite a I’'Article B.2.

6.2.2 Résultats

a)

b)

Une compréhension commune et des accords explicites sont établis entre les parties
prenantes.

1) Les parties prenantes du systéme sont identifiées.

NOTE|1 La liste des parties prenantes évolue avec le temps et selon le point de vue.

2) Un cadre de référence compris par toutes les parties prenantes est établi. Ce cadre
cgmprend le vocabulaire et les hypothéses de base sur I'environnemeént du sygtéme.

3) L’pbjet, les objectifs, I'environnement, les performances réelles;Cle cycle de vie du
systéme et les changements afférents sont compris de la mémeé-maniére dang le cadre
dg référence par chaque partie prenante. Il en va de méme des hypothéses relatives au
syistéme et aux responsabilités des parties prenantes.

4) Un processus d’arbitrage est préconvenu pour les situations dans lesquellg¢s aucun
cgnsensus ne peut étre atteint, afin que les conflits diintéréts puissent étre réqolus.

NOTE|2 Les conflits d’intéréts peuvent inclure les conflits qui ont trait aux droits de propriété intellectuelle.

5) Dés accords explicites sont développés a partir'de la compréhension visée e 3), puis
sgqnt consignés. Les enregistrements camprennent des comptes-rendus| de leur
dédveloppement et le raisonnement qui*explique pourquoi les différentes pafties des
agcords sont considérées comme appropriées et réalisables.

6) Lgs différences d’interprétation des>documents de I'accord restent dans dgs limites
agceptables.

7) Las résultats ci-dessus sont atteints de maniére juste et équitable pour toutes Igs parties
prenantes.

NOTE|[3 L’équité et la bonnetfoi‘contribuent a la résilience face aux événements non anticipés.| L’absence
d’équifé et de bonne foi entraine