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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 7:-EDl Communication devices

FOREWORD

2021

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comy
national electrotechnical committees (IEC National Committees). The object of IEC is")to/pr

end and in addition to other activities, IEC publishes International Standards, Technical Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National'Committee inte
in [the subject dealt with may participate in this preparatory work. International, governmental and
gojernmental organizations liaising with the IEC also participate in this preparationy{EC collaborates d
with the International Organization for Standardization (ISO) in accordance withyconditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as néarly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical cdmmittee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content
Publications is accurate, IEC cannot be held responsible for’the way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirynational and regional publications. Any diver
befween any IEC Publication and the corresponding pational or regional publication shall be clearly indicg
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, agcess to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have,the latest edition of this publication.

Nd liability shall attach to IEC or its\directors, employees, servants or agents including individual exper
megmbers of its technical committees and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to-the/Normative references cited in this publication. Use of the referenced publicati
indispensable for the.correct application of this publication.

At{ention is drawn-to the possibility that some of the elements of this IEC Publication may be the sub
pafent rights..IEC-shall not be held responsible for identifying any or all such patent rights.
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International Standard |IEC 62769-7 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) support for generic protocol extension for faster adoption of other technologies;

b) support of new protocols;
c) generic protocol extension to allow adoption of other communication protocols;

d) bpsed on generic protocol extension: Modbus RTU.

The fext of this International Standard is based on the following documents;

FDIS Report on voting
65E/764/FDIS 65E/774/RVD

Full information on the voting for the approval of this Internmational Standard can be foupd in
the r¢port on voting indicated in the above table.

This document has been drafted in accordance withthe/ISO/IEC Directives, Part 2.

A lisfj of all parts in the 62769 series, published under the general title Field Device Integnation
(FDI), can be found on the IEC website.

The ¢gommittee has decided that the contents of this document will remain unchanged untjl the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date,the document will be

—

g¢confirmed,
e withdrawn,

—

gplaced by a revised-edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
tha{ it - contains colours which are considered to be useful for the corfect
und . . . . .

colour printer.
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INTRODUCTION

Attadtion is drawihte tha nossibility that came of tha elemants of this document mav hb the
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The IEC 62769 series has the general title Field Device Integration (FDI) and the following
parts:

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:
Part 6:
Part 7:

Overview

FDI Client

FDI Server

FDI Packages

FDI Information Model

FDI Technology Mapping
FDI Communication Devices
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— Part 100: Profiles — Generic Protocol Extensions

— Part101-1:
— Part101-2:
— Part 103-1:
— Part 103-4:
— Part 109-1:
— Part115-2:
— Part 150-1:

Profiles — Foundation Fieldbus H1

Profiles — Foundation Fieldbus HSE

Profiles — PROFIBUS

Profiles — PROFINET

Profiles — HART and WirelessHART

Profiles — Protocol-specific Definitions for Modbus RTU
Profiles — ISA 100.11a
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FIELD DEVICE INTEGRATION (FDI) -

Part 7:-EDI Communication devices

1 Scope

This

IEC 62769-7:2021 RLV © IEC 2021

part of IEC 62769 specifies the elements implementing communication capabilities called

Compmunication Devices (IEC 62769-5).

The
withi

bverall FDI architecture is illustrated in Figure 1. The architectural components that are
h the scope of this document have been highlighted in this illustration. (fhe document

scopg with respect to FDI Packages is limited to Communication Devices. The.Communicjation

Serv

User Interface
Description

FDI Elient

uiD
Interpreter

pr shown in Figure 1 is an example of a specific Communication Device.

[d
[EDI Package
FDI Package
; Useér . User
Device Business
Definition i Cf Logic Interface
Description 9 Plug-in

T

\.
| J

FDI Server X
UIP [ -
Services Jlnfor ation Model Managgefment
(%]
(%]
Q0 /  Business Logic
8 o
User Interface < 8 Processor
Plug-in 85 OPCWA. 8 o Y
3 < Ed
i =5 G 58 )
= | 3 2 8 Business
B .OEJ % Logic
% =
g 3
User Interface Services
\ eooo=
C Platform Ul Servicés )
(Drawing, Input Devices) | System Services |
A
) opPc YA
4 Servicps
QRCUA Client OPC UA o
System
1 Communication <—| Communicati
Hardware Server
:l Specified by this part of this International Standard

:l Specified by other parts of this International Standard
:l Not specified by this International Standard

Data
Store

Figure 1 — FDI architecture diagram

IEC
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61804-3, Function blocks (FB) for process control and Electronic Device Description
Language (EDDL) — Part 3: EDDL syntax and semantics

IEC $2769-1, Field Device Integration (FDI) — Part)1: Overview

IEC 62769-2, Field Device Integration (EDI) — Part 2: FDI Client

IEC 62769-3, Field Device Integration (FDI) — Part 3: FDI Server

IEC $2769-4:201452020, Field Device Integration (FDI) — Part 4: FDI Packages

IEC 62769-5, Field Device Integration (FDI) — Part 5: FDI Information Model

NOTE IEC 82780 8 ic tnnhninally identicalto-FDl-R20R5

3 Terms, definitions, abbreviated terms,-acronyms and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62769-1 as well as
the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
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3.11
gateway
communication device that enables to bridge between different physical networks or different
protocols
3.2 Abbreviated terms-and-acronyms

For the purposes of this document, the abbreviated terms-and-acronyms given in IEC 62769-1
and the following apply.

HTTP Hypertext Transfer Protocol

IP

Internet Protocol

PHY Physical communication hardware

SNMP Simple Network Management Protocol

TCP Transmission Control Protocol

URI

3.3

Uniform Resource Identifier

Conventions-fer-graphical-notation

For the purposes of this document, the conventions given in IEC_62769-1 apply.

This document uses the graphical notation defined in IEC 62769-5.

4

General

The |abstract term "FDI Communication (Device" represents an entity implementing
communication functions over a network\using a specific protocol. The group of
Communication Devices splits into two main groups.

a)

b)

Tlhe FDI Communication Server is~a dedicated OPC UA Server providing access to o
more field device networks. The:FDI Communication Server is specified in Clause 7.

The FDI Communication Gateway enables to bridge between different physical nety
of different protocols. The bridging business logic is implemented in the—EED
cpmponent that is provided with an FDI Communication Package. The FDI Communid
Jateway is specifiediin Clause 8.

NOTE| The main differences between a Gateway and a Communication Server
in terms of FDI, the.FDI' Communication Server is a dedicated OPC UA Server providing access to one of
field device networks: A Gateway is a communication device that enables to bridge between different ph
netwolks or different protocols. The logical representation of a Gateway device within the FDI Server |
Information Model enables the FDI Server to process communication in heterogeneous network topologies.

FDI

ne or

vorks
EDD
ation

are:

more
ysical
osted
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FDI Server

Information Model

CommunicationServerType:
CommunicationServerName

’ SubDevices

FDI »
icati OPE UA® ServerCommunicationDeviceType.
o\

Communication
Server . T *e Network_B_Channel

Communication
Services

ServerCommunicationService Type:
CommunicatidbnServiceProvider_B

Hardware Driver .

.. ConnectionF’BintType:
PrY CP_B_Master
|

: t‘ NetworkType:
—T_ﬁ: Network & Network_B
éJteway B1 t‘ Connection'Poin(Type:

c = CP_B1

-| o c -

ol o [ I

g g g CommunicationGatewayType.
§° Eo §° Gateway (B1,

. |

§ubDevices

[1.n]

GatewayCommur;bationDevice Type!
Module 1

GatewayCommunicationService Type:
CommunicationServiceProvider_G

h ee e, ) -
Communication . -
Relation L ConnectlonPomtType:
CP_G_Modute
L NetworkType;
Network_G-
< t} ConnectionPoir;tfype:. L DeviceType:
o CP_Gt ") Fl G101

IEC

Figure 2 — FDI communication infrastructure architecture

n Cft e naotwaork tan !Ogy.

TCTVWOoOTIT—toP

The FBH-Serverhosted ati S e A
(see also IEC 62769 -5). The Informat|on Model shown in Figure 2 is an example excerpt to
illustrate how the used elements of the Information Model reflect the actual network topology.

1) The instance of CommunicationServerType (named CommunicationServerName)
represents the FDI Communication Server. The FDI Communication Server implements
physical communication network access (Communication hardware). Clause 7 describes
related Information Model specifics, required FDI Communication Package content and
handling of elements therein. For sub-devices, see IEC 62769-5.

2) The instance of ServerCommunicationDeviceType and ServerCommunication-ServiceType
(named Network_B_Channel) maps to the FDI Communication Server implemented
communication services. The ServerCommunicationDeviceType is specified in 7.3.3. The
ServerCommunicationServiceType is specified in 7.3.4.
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5)

6)

7)

5.1
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The instance of CommunicationGatewayType (named Gateway B1) represents the
physical Gateway. Clause 8 describes the related Information Model specifics, the
required FDI Package content and the handling of elements therein.

The instance of GatewayCommunicationDeviceType (named Module 1) maps to a physical
or logical module enabling communication to the network to which this module is
connected. The GatewayCommunicationDeviceType is specified in 8.3.2.3. The related
Gateway specifics are described in Clause 8.

The instance of GatewayCommunicationServiceType (named
CommunicationServiceProvider_G) represents the Gateways' ability to process
communication services. The Gateway-specific implementation of

ale\ ommunicationSe lce pe | based on B ne aYall nNa enaples ) run

cpmmunication services in heterogeneous communication networks.

A communication relation (more details are described in Clause 6) between{a-physical
device and the device representation managed by the FDI Server is always_associated to
cpmmunication service objects that are instances of a
GatewayCommunicationServiceType or ServerCommunicationServiceType. The abillty of
instantiating multiple communication service objects supports protocols enablds to
operate multiple logical connections between a bus master and a device.

he Information Model represents the connections between the physical devices shown on
the left side of Figure 2 based on instances of ConnectionPointType NetworkType anfd the
epicted relations. ConnectionPointType and NetworkType are specified in IEC 62769-5.

EDI Communication Package

General

The FDI Server imports the FDI CommunicationcPackage like any other FDI Device Package.

Clausge 5 specifies the FDI Communication Package details.

5.2

5.2.1 General rules

EDD

The FDI Communication Package contained EDD is not restricted, but bound to a profocol-

specific annex (IEC 62769-4:20152020, Annex F).

The EDD elements as-specified in IEC 62769-4:20452020, Annex F, and provided with an FDI

Communication Package shall describe:

a)

b)

c)

d)

Farameter .and parameter structures. Mandatory protocol-specific parameter definitions
are foundy\iin IEC 62769-4:20452020, Annex F. The parameters shall contain| any
parameterthat requires adjustment for proper communication service operation.

Physical Layer identification. Protocol-specific definitions are found in IEC 62769-
4[28152020, Annex F.

Communication devices' modularity: The modularity information shall be based on using
the EDDL constructs COMPONENT (see IEC 61804-3).

FDI envisions communication device modularity to cope with communication hardware
providing multiple physical or logical communication channels to access multiple logical or
physical communication networks. Each module element of the whole communication
device shall be described by a separate EDD element.

The COMPONENT definition shall be used to support the system implemented topology
configuration. Protocol-specific definitions are found in IEC 62769-4:20452020, Annex F.
The related COMPONENT definitions are described in 5.2.2, 5.2.3, 5.2.4, and 5.2.7.

The Business Logic shall contain a method enabled to validate the network (see 5.2.8).
The validation function considers the elements only directly connected to the network. The
validation function shall be referred by the EDDL specified CHECK_CONFIGURATION
attribute.
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e)

g)

5.2.2 Device component

Each| FDI Communication Package shall contain an EDD efement describing the device.

COMPOPNENT <DeviceComponentId>

COMPONENT RELATION <CommuhicationDeviceRelationId>

The Business Logic can contain a method enabled to validate the module configuration
(see 5.2.9) or the network configuration (see 5.2.8). The validation function considers the
elements only directly connected to the related parent element in the topology. The
validation function shall be referred by the EDDL specified CHECK_CONFIGURATION
attribute.

Connection Point data: The Connection Point (see 5.2.4 and 5.2.6) shall be described
through EDDL constructs COMPONENT, COLLECTION and VARIABLE. The
COMPONENT definition associates the Connection Point element to the Communication
Device. The VARIABLE definitions represent the properties of a specific Connection Point.
The COLLECTION represents the Connection Point structure as such. Protocol-specific
definitions are found in IEC 62769-4:20452020 Annex F.

MENU:

The Menu structure shall follow the Menu conventions for PC-based appli¢ations in
apcordance with IEC 61804-4, which enables access to:
1

FDI Communication Device Type (Bus) parameters: These parameters shall be made
accessible by means of "offline_root_menu".

2) Topology Configuration Dialogs shall be made available by means of the menu entry

point "topology_configuration".—Preotocel-specific-definitions—dre foundinEC 63769~

1ABEL "<Label>";

AN DELETE TRUE;

HECK CONFIGURATION <ValidateModules>g
LASSIFICATION NETWORK COMPONENT;
OMPONENT RELATIONS

<CommunicationDeviceRelatienId>

LABEL "Relation type.description";
ELATION TYPE CHILD» COMPONENT;
DRESSING {<Addxé&ssVar>}

MPONENTS

~ QP x

<CommumrhcationDeviceComponentId>
{
AUTO_CREATE <autoCreate>;
REQUIRED RANGES
{
<AddressVar>{ MIN VALUE <AddrMin>; MAX VALUE <AddrMax>;}
}

}

}
MINIMUM NUMBER <minNumber>;
MAXIMUM NUMBER <maxNumber>;

<DeviceComponentId>: The COMPONENT identifier identifies the component description for
the device type.

<Label>: The string value shall contain a string that allows a human user to determine the
function of the FDI Communication Server object.
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<ValidateModules>: The Value refers to the METHOD implementing the module topology
configuration validation function. Implementation details are specified in 5.2.9.

The attribute COMPONENT RELATIONS allows to describe how modules can be connected. The
definition of the COMPONENT RELATIONS is optional. If used, it shall describe the relations to
the CommunicationDevice definitions. The construct enables generic FDI Server-driven
(device) topology configuration to be performed. Syntax details are described in IEC 61804-3.
The subsequent text describes the semantic use of the COMPONENT RELATION construct.

<CommunicationDeviceRelationId>: The attribute value identifies the
COMPONENT—RELATION definition—deseribi . .
and the CommunicationDevice component.

<CommunicationDeviceComponentId>. The attribute value has to match with a
COMPONENT identifier used in a COMPONENT declaration that~ |describes a
CompmunicationDevice (see 5.2.3).

<autpCreate>: The attribute value describes the number of(CommunicationDgevice
components that can be automatically instantiated with the Device component.

<minNumber>/<maxNumber>/<autoCreate>: The attribute yalues define the instantiation
consfraints. The definition of these attributes is optional.. The attribute values can contain
cond|tional expressions.

The RELATION TYPE shall be set to CHILD COMPONENTZCHILE,

<Addlressvar>: The attribute value is a reference to a VARIABLE declaration. This VARI]ABLE
holdg the address value for a CommunicationDevice instance. The definition of this attriblite is
optiopal.

<AddlrMin>/<AddrMax>: Values define the address value range for a CommunicationDgvice

instapce. The value-may can for example correspond to a physical slot number. Usage of
attributes ADDRESSING and REQUIRED_RANGES enables generic configuration routings.

5.2.3 CommunicationDevice component

Each| FDI Communigcation Package shall contain at least one EDD element describing at [least
one CommunicatignBevice component. A modular communication hardware structure shall be
descfibed by multiple CommunicationDevice COMPONENT descriptions:

COMPPNENT «CommunicationDeviceComponentId>
{
1LAREL"<Label>";

ANVYDELETE <CanDelete>;
CLASSIFICATION NETWORK COMPONENT;
COMPONENT_RELATIONS

{

<CommunicationServiceProviderRelationId>
}
}

COMPONENT RELATION <CommunicationServiceProviderRelationId>
{
LABEL "Relation between CommunicationDevice and communication service provider";
RELATION TYPE CHILD COMPONENT;
ADDRESSING {<AddressVar>}
COMPONENTS
{
<CommunicationServiceProviderId>

{
AUTO_CREATE <autoCreate>;
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}

}

MINIMUM NUMBER 1;
MAXIMUM NUMBER <maxNumber>;

<CommunicationDeviceComponentId>: The COMPONENT identifier identifies
CommunicationDevice component.

the

<Label>: The string value shall contain a human-readable string that allows a user to easily
determine the function of the CommunicationDevice component.

<Canpelete>: Allowed values are TRUE or FALSE. It depends on wheth(lar a

CommunicationDevice needs explicit configuration or whether the related comniunic
servite provider object shall be automatically instantiated with the CommunicatienDevi
the afttribute CAN DELETE is set to FALSE, the CommunicationDevice configuration is stati

The Hdefinition of the COMPONENT RELATIONS is mandatory. It describes’ the relation t

ation
ce. If

h
.

b the

comrpunication service provider definition. The construct enables the/FDI Server to instantiate

comrhunication service provider components in accordance with-communication proce

demd
sems3

<CommunicationServiceProviderRelationId>: The “Yattribute value identifies
COMPONENT_RELATION definition as such.

nds. Syntax details are described in IEC 61804-3. The subsequent text describe
ntic use of the COMPONENT RELATION construct.

5sing
5 the

the

<CommunicationServiceProviderId>: The .. attribute value has to match with a

COMPONENT identifier used in a COMPONENT declaration that describes a communic
servite provider (5.2.4).

<autfoCreate>: The attribute value describes the number of communication service provj

that ¢

The 1

The PROTOCOL attribute_shall not be set.

5.2.4
Each

one EDD element describing the communication service provider. The EDD component
not define any configuration parameter.

COMP

an be automatically instantiated with the CommunicationDevice component.

ELATION TYPE shall be.sétto CHILD COMPONENT—CHILE.

Communication service provider component

FDI Comimunication Package describing a Communication Device shall contain at

ation

iders

least
shall

NENT <CommunicationServiceProviderId>

{

LABEL "<Label>";

BYTE ORDER <byteOrder>;

CAN DELETE <CanDelete>;

CLASSIFICATION NETWORK COMMUNICATION SERVICE PROVIDER;

COMPONENT RELATIONS <CommunicationServiceProvidersConnectionPointRelationId>

{

}
}

<ConnectionPointRelationId>

COMPONENT RELATION <CommunicationServiceProvidersConnectionPointRelationId>

{

LABEL "Relation between communication service provider and connection point";
RELATION TYPE CHILD COMPONENT;

ADDRESSING {<AddressVar>}

COMPONENTS
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< ConnectionPointId>
{
AUTO CREATE 1;
}

MINIMUM NUMBER 1;
MAXIMUM NUMBER 1;

}

<CommunicationServiceProviderId>: The COMPONENT identifier identifies
communication service provider.

2021

the

<Lab

1>: The string value shall contain a human-readable string that allows a usenrto g

deteimine the function of the communication service provider object.

<Can
servi
demd
provi
attrib
capa

<byt]
into
shall

The

Conn
topol
desc

The
provi
comr
AUT
capa

<Com|
ident

<Con
for a

Delete>: Allowed values are TRUE or FALSE. It depends on whethercasecommunic
ce provider can be flexibly instantiated according to the communijcation proce

der component instantiations is static. The instantiation constraints’ declared throug
utes AUTO_CREATE, MINIMUM_NUMBER and MAXIMUM_NUMBER correspond t
bilities of currently supported protocols.

Order>: The value enables generic integration of n-byte data types (e.g. 4-byte int
he communication message payload. The attribute value describes the byte orde
be either BIG_ENDIAN or LITTLE_ENDIAN.

definition of the COMPONENT RELATIONS is. ‘nandatory. It describes the relation t
ection Point definition. The construct epables to perform generic, FDI Server-d
pgy configuration. Syntax details are.described in IEC 61804-3. The subsequent
ibes the semantic use of the COMPONENT RELATION construct.

der and there shall be exactly one (1) Connection Point instance connected tq
hunication service provider.,The instantiation constraints declared through the attril
D CREATE, MINIMUM ;NUMBER and MAXIMUM_NUMBER correspond to
bilities of currently supported protocols.

municationSefvi¥ceProvidersConnectionPointRelationId>: the attribute
fies the COMPONENT_RELATION declaration as such.

nectienPointId>: the attribute value has to match with a COMPONENT identifier
COMPONENT declaration that describes a Connection Point (see 5.2.5).

asily

ation
5sing

nds. If the attribute CAN DELETE is set to FALSE, the number of éommunication sdrvice

h the
b the

Bger)
and

b the
riven
text

Connection Point shall automatically be instantiated with the communication sedrvice

the
butes
the

alue

used

The

ELATION TYPE stattbesetto CHITD COMPONENT—CEISD

The PROTOCOL attribute shall not be set.

5.2.5

Connection Point component

Each FDI Communication Package describing a Communication Device shall contain one
EDD element describing one Connection Point for each of the protocols that are supported by
the Communication Device:

COMPONENT <ConnectionPointId>

{

LABEL "<Label>";
CAN_DELETE FALSE;
CLASSIFICATION NETWORK CONNECTION POINT;
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PROTOCOL <ProtocolId>;
CONNECTION POINT <ConnectionPointCollectionId>;
}

<ConnectionPointId>:
component declaration.

the COMPONENT identifier identifies the Connection Point

<Label>: the string value shall contain a string that allows a human user to determine the
function of the Connection Point component.

<ProtocolID>: the value of this attribute indicates the communication capability, which
allows—the-EDl-Serverto-find-other-device bes—that-can—-be—connectedto-the—-netwe sing
the dame type of protocol. For standardized protocols, the value is defined by the.related
fieldhus organization.
<ConpnectionPointCollectionId>: the attribute value is a reference to a. COLLECTION
decldration that describes the data structure of the Connection Point as described in 5.2.6.
5.2.6 Connection Point collection
Eachl EDD describing the Connection Point of a communication~dévice shall describg¢ the
COLLECTION element that describes the attributes that shall appear in the Information Model
reprgsentation of the Connection Point. The protocol specific‘data exposed by the Conngction
Poin{ identifies the device type and its network address.
COLLECTION <ConnectionPointCollectionId>
{

1ABEL "<Label>";

YEMBERS

<AddressAttributeName>, <AddresgsAftributeVariableId>;
VALID <VALID VariableId>;

}
<ConphectionPointCollectionId*) the identifier of the COLLECTION is referred by the
CONNECTION_POINT attribute value defined in 7.7.3.5.
<Labe1>: the label identifies the Connection Point in a human readable way.
<AddressAttributeName>/<AddressAttributevVariableId>: the MEMBER section refers
to the VARIABLE«définitions describing the address attributes implemented by a Conndction
Poin{. The content*of the MEMBER section is protocol-specific.
<VALID>/<VALID VariableId> is a Collection member referring a Boolean VARIABLE
holdipg/the’ validation status that shall be set by the ValidateNetwork Action (see 5.2.8).

5.2.7

Network component

Each FDI Communication Package describing a Communication Device shall contain one
EDD element describing one Network for each of the protocols that are supported by the
Communication Device. The definition supports the network topology engineering:

COMPONENT <NetworkComponentId>

{
LABEL "<Label>";
CAN DELETE TRUE;
CHECK_ CONFIGURATION <Validate>;
CLASSIFICATION NETWORK;
PROTOCOL <ProtocolId>;
COMPONENT RELATIONS
{

<NetworksConnectionPointRelationId>
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COMPONENT RELATION <NetworksConnectionPointRelationId>

{

LABEL "Relation between network and connection point";
RELATION TYPE CHILD COMPONENT;

ADDRESSING {<AddressVar>}

COMPONENTS

{

<ConnectionPointId>

{
REQUIRED RANGES

2021

M4

<Net]
decls

<Lab

{
<BusAddressVar>{ MIN VALUE <BusAddrMin>; MAX VALUE <BusAddrMax>;}

}
}

NIMUM NUMBER 1;
AXIMUM NUMBER <maxNumber>;

workComponentId>: the COMPONENT identifier identifies(jthe Network compq
ration.

1>: the string value shall contain a human-readabletstring that allows a user to g

detemine the function of the Network component.

<Val
confi

<Pro|
can |
the v|

The

Conn
gene
desc
COMP

<Net
COM

<Con
for a

idate>: the value refers to the METHOD implementing the network top
juration validation function (see 5.2.8).

tocolID>: the value of this attribute allews the FDI Server to find other device types
e connected to the network using thessame type of protocol. For standardized protg
plue is defined by the related fieldbds organization.

definition of the COMPONENT_RELATIONS is mandatory. It describes the relation t
ection Point definition and_by that the capabilities of a network. The construct en
ric FDI Server-driven network topology configuration to be performed. Syntax detail
ibed in IEC 61804-3. The subsequent text describes the semantic use of
ONENT RELATION-CONstruct.

worksConnedtionPointRelationId>: the attribute value identifies
PONENT<RELATION definition.

nectionPointId>: The attribute value has to match with a COMPONENT identifier

nent

asily

blogy

that
cols,

b the
hbles

5 are
the

the

used

CO@MPONENT declaration that describes a Connection Point (see 5.2.4).

<maxNumber>: The attribute value limits the number of Connection Points that can be
connected to the network. The attribute values can contain conditional expressions.

The RELATION TYPE shall be set to CHILD COMPONENT—CHILD,

<BusAddressVar>: The attribute value is a reference to a VARIABLE declaration. This
VARIABLE holds the network address value for any device that is connected to the network.

<BusAddrMin>/<BusAddrMax>: Values define the network address value range.
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5.2.8

ValidateNetwork

The method ValidateNetwork represents the Communication Device implemented Business
Logic that validates a current network topology. The ValidateNetwork method handles any
necessary dependencies related to bus parameters. The implementation of related EDDL
logic is based on the EDDL Built-in function ObjectReference, which enables the analysis of a
set of child instances (Connection Point instances). The validation logic shall set the <VALID>

attrib

ute of the Connection Point instance that has passed the validation.

The implementation of ValidateModules is optional if the module setup is either static or if the
configuration rules defined in the COMPONENT construct are sufficient to configure the

moduy

Table 1 shows the ValidateNetwork Action Arguments.

Sigr:’Eture
lidateNetwork (

fesetup:

[out] Integer ServiceError,
[out] String ErrorMessage);

Table 1 — ValidateNetwork Action argunients

Argument Description

Sery|

ceError 0: OK

-1: Failed / the Connection Point that did not pass the validation is indicated by
<VALID> attribute () value set o false.

Remark: The argument values correspond to the error codes specified in
IEC 61804-3 named BI~SUCCESS (value = 0) and BI_ERROR (value = -1). Thg
Action returns the ServieeError result using the "return" statement.

the

ErrofMessage If the method retunfis ‘an empty string (NULL), the Action call succeeded. In the

case of an error, \the Action can return a description of the problem.

5.2.9
The

relatgd EDDL logic isg/based on the EDDL Built-in function ObjectReference, which enab

set o
mody
cons

NOTE|

ValidateModules

method ValidateModules validates the current module setup. The implementation @
f child instances to be analyzed. The implementation of ValidateModules is optional

le setup is \either static or if the configuration rules defined in the COMPON
ruct are sdfficient to configure the module setup.

The~decision whether ValidateModules is needed or not is vendor-specific.

Tablg 2 shows the ValidateModules Action Arguments.

f the
les a
f the
ENT
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Signature

ValidateModules (

[out] Integer serviceError,
[out] String ErrorMessage);

Table 2 — ValidateModules Action arguments

2021

Argument Description

ServiceError 0: OK
-1: Failed / the Connection Point that did not pass the validation is indicated_by the
<VALID> attribute () value set to false.
Remark: The Argument values correspond to the error codes specified in
IEC 61804-3 named BI_SUCCESS (value = 0) and BI_ERROR (value'= -1). The
Action returns the ServiceError result using the "return" statement.

ErrofMessage If the Action returns an empty string (NULL), the method call succeeded. In the
case of an error, the Action can return a problem description.

5.2.110 UIP specifics

The

and parameterization.

5.2.1

The
matc
IEC ¢

6 (

The

Serv
estal]
betw
Com
conn

FDI Communication Package can contain the UIP to stpport, for example, diagng

1 Deployment
FDI Server imports the FDI Communication Package. The handling of EDD and UIP

hes with the import procedure performedfor the FDI Package (see IEC 62769-2
2769-3).

Communication relations

pr. The information exchange is managed via communication relations, see Figure

ben the FDI Server=managed device representation and the physical device. The use
munication Relation allows abstracting from protocol specifics typically used to ma
pctions.

stics

parts
and

purpose of a communication device and its communication services is to exchiange
information between the physical device and the device representation managed by the

FDI
8. An

lished communication relation represents the capability to exchange informjation

of a
nage
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FDI Server
k e, .)
Information Model
Communication
Relation CommunicationServerType:
CommunicationServerName
‘ SubDevices
FDI
Communication A . T
QOPC'UA . — - -
Server / . ServerCommunicationDevice Type.
Communication L v . commuanicationoevicenarrie
Services . "o
0 LS
Hardware Driver : ServerCommunicationService Type:
CommunmicationServiceProvider_B
PHY . .
stwork B CoznectionPointType:
: CP_B_Master
* .
k NetworkType:
Network_B
< L[]
l‘ ConnecﬂoanintType: DeviceType:
FI B101 GP BT *..| ,) FI B101
ConnectionPointType: DeviceType:
CP_B2 FI B102
X

NOTE|
the col

The
comr
invok

The
The
spec
when
scan

Figure 3 —@€ommunication relation

1 The core of information exchange-happens between the device connected to the physical netwo
Fresponding instance within the Infoermation Model but does not cover the complete device application.

following state chartl (Figure 4) describes the general state flow for a s
hunication relation.. The diagram also shows which communication services ca
ed during a "CR Qnline" state.

Abortindication” shown in Figure 4 can be detected in different protocol-specific
bne specified for any communication device is bound to the serviceErrors returned b
fied communication services. Even the Scan method can determine a connection
the-device for which a communication relation has been activated does not appea
result.

IEC

k and

ingle
n be

vays.
y the
loss,

in a



https://iecnorm.com/api/?name=7f31b71599e502c98978f4873c65b267

- 24 — IEC 62769-7:2021 RLV © IEC 2021

Scan() SetAddress()

CR Offline

Connect()  pisconnect() Abortindication

CR Online

NOTE

7 F
7.1
In te

acce
a Mg
repre

The

IEC

Figure 4 - Communication relation state chart

2 The management of communication relations is optional.
‘DI Communication Server definition

General

dular Device where each module (also./called CommunicationDevice in the sequ
sents the access point to one network.

Modular Device itself represents the FDI Communication Server as a whole.

General characteristics

FDI Communication—’ Server implements characteristics for each of
municationDevices_‘specified in 7.3.3. Additionally, an FDI Communication S
ments the following-characteristics:

he FDI Seryér always synchronizes (see 7.5, 7.8.8, and 7.8.11) the FDI Communic
erver hostéd Information Model from the FDI Server hosted Information Model conte

ommunicationDevices can be statically instantiated or they can be created/deleted bj
Dl Server.

rms of FDI, the FDI Communication Serverlis a dedicated OPC UA Server progding

5s to one or more field device networks. Each FDI Communication Server is modell¢d as

nce)

its
erver

ation
nt.

y the

ommunication between the FDI Server and the FDI Communication Server is basq

d on

OPC UA. OPC UA specifies a wire protocol for its services that can be implemented on
arbitrary platforms and runtime environments.

e To avoid race conditions, the FDI Communication Server only allows one FDI Server being
connected at a time. With this restriction an FDI Communication Server can refrain from
any synchronization (locking) mechanism. The FDI specification does not enforce FDI
Communication Servers implementing any interlocking mechanism to manage concurrent
access to a single device connected to the physical network.

7.3
7.3.1

Information Model

General

Subclause 7.3 specifies the FDI Communication Server hosted Information Model.
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An FDI Communication Server is an OPC UA Server that encapsulates communication
hardware and provides standardized communication ability. The FDI Server connects to the
FDI Communication Server as an OPC UA Client and accesses the networks supported by the
FDI Communication Server via the FDI Communication Server information model. The task of
the FDI Communication Server is to expose this information model. The FDI Communication
Sever shall not maintain Device Instances or network topology information. All interaction with
FDI devices is done through the FDI Server and just transferred by the FDI Communication
Server.

For the FDI Server, an FDI Communication Server looks like a device that supports FDI
Communication Services and uses OPC UA to communicate. The FDI Communication Server
may fun Tocally on the same PC as the FDI Server (loop-back adapter) or remote in the] field
(e.g.|embedded into a controller). Like a device, each FDI Communication Server-hgs an
assogiated FDI Package. This FDI Package is used to create communication devices ip the
Inforination Model of the FDI Server that represent access to the networks implemented by
the FIDI Communication Server.

The |nformation Model of an FDI Communication Server is based on the‘Information Model
defined in IEC 62769-5. Figure 5 replicates the Modular Device structure-and illustrates How it
mapg into the overall AddressSpace. The modules represent the cemmunication channgls of
the DI Communication Server.
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’ Root ‘

’ Objects ‘

CommunicationServerType:
CommunicationServer MethodSet

) tarO ot

et rott

\

Initialize

FolderType:
SubDevices AddComponent
RemoveComponent
ServerCommunication
DeviceType: MethodSet

ServerCommbDevice

‘ ParameterSet

SetAddress:

ResetScan

1

AddComponent

RemoveComponent

ServerCommunication

ServiceType: ) MethodSet
ServiceProvider
‘ ParameterSet

GetPublishedData

i

IEC

Figure 5 — FDI Communication Server AddressSpace

The CommunicationServerType (the root of the Modular Device) is a subtype of the
DeviceType. The MethodSet contains the methods Initialize, Reset, AddComponent and
RemoveComponent. The methods AddComponent and RemoveComponent are optionally
present if the FDI Communication Server supports the dynamic instantiation of elements in
the folder SubDevices.

All sub-devices are instances of the ServerCommunicationDeviceType defined in 7.3.3. The
instances of the ServerCommunicationDeviceType (ServerCommDevice) have a MethodSet
that can implement the methods SetAddress, Scan, AddComponent, RemoveComponent.
AddComponent and RemoveComponent are optionally present if the FDI Communication
Server supports a variable number of instances of the ServerCommunicationServiceType.

~

Formal definitions are found in 7.3.2, 7.3.3 and 7.3.4.
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7.3.2 CommunicationServerType

7.3.21 General

The CommunicationServerType is a subtype of the DeviceType and provides the methods
needed to manage the instances ServerCommunicationDeviceType. Figure 6 shows the
CommunicationServerType definition that is formally defined in Table 3 and Table 4.

DeviceType
CommunicationServer
Type
‘
| ParameterSet
. ‘
FolderType:
SubDevices ‘
IEC
Figure 6 — CommunicationServerType
Table 3 — CommunicationServerType definition
Attribute Value
BrowseName CommunicationServerlype
IsAbptract False
Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtlype of the DeviceType«defined in IEC 62541-100.
Has@omponent Object MethodSet BaseObjectType Mandatory
Has@omponent Object ParameterSet BaseObjectType Optional
Has@omponent Object SubDevices FolderType Mandatory
Table 4 — MethodSet of CommunicationServerType
Attribute Value
BrowseName MethodSet
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasComponent Method Initialize Mandatory
HasComponent Method Reset Mandatory
HasComponent Method AddComponent Optional
HasComponent Method RemoveComponent Optional
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The CommunicationServerType and each instance of this Type share the same Methods. The
Nodeld of these Methods will be fixed and defined in this document (see Annex B). FDI
Communication Server clients therefore do not have to browse for these Methods. They can
use the fixed Nodeld as the Methodld of the Call Service.

The additional Methods AddComponent and RemoveComponent add the ability to add or
remove instances of ServerCommunicationDeviceType according to the communication
hardware's structure. These services are not applicable if the FDI Communication Server
implements a static communication hardware structure.

The SubDevices folder contains instances of ServerCommunicationDeviceType that represent
the communication modules.

NOTE| The indication for a static communication hardware layout is indicated in the FD| Packagg with
COMHONENT attribute CAN_DELETE set to FALSE in COMPONENT declarations.

7.3.2.2 Reset Method

Reset is used to reset the communication hardware and related driver-software. Any ongoing
communication will be stopped immediately. All communication channels enter the closed
statup.

The Method Reset shall not be present in the FDI Server-haested Information Model. Theg FDI
Server shall be able to handle the shut-down procedure automatically according to
comrmunication demands.

Typigally, the FDI Communication Server operation includes some hardware and prdgtocol
drivef handling that can be independent fromiany modular structure. Because of| this
poss|bility, the Reset method is arranged undgrneath the CommunicationServerType. Fdr the
purpose of reducing the complexity of FDI ,€emmunication Server operation, only one Reset
methpd has been specified.

The gignature of this Method is specified below. Table 5 and Table 6 specify the arguments
and AddressSpace representation,‘tespectively.

Sig:Eture
set (
[out] Integer serviceError) ;

Table 5 — Reset Method arguments

Argument Description

serviceErrot 0: OK

=t Faited

Table 6 — Reset Method AddressSpace definition

Attribute Value
BrowseName Reset

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable OutputArguments Argument[] | PropertyType Mandatory



https://iecnorm.com/api/?name=7f31b71599e502c98978f4873c65b267

IEC 62769-7:2021 RLV © IEC 2021 - 29 -

7.3.2.3 Initialize Method

Initialize is used to initialize the communication hardware. The initialization function of the FDI
Communication Server shall use the parameterization data hosted by the ParameterSet that is
contained within the instance of the CommunicationServerType and all instances of
ServerCommunicationDeviceType.

In order to enable parameter changes during operation, the Initialize method can be re-
invoked. If the FDI Communication Server needs to reset its communication hardware, it shall
automatically restore any communication relation that existed. A modular FDI Communication
Server can flexibly initialize only those ServerCommunicationDeviceType instances for which
configuratiormrciranges trave beem detected:

The Method Initialize shall not be present in the FDI Server-hosted Information Moedel] The
FDI Berver shall be able to handle the start procedure automatically according. to human-
driven communication requests.

The FDI Communication Server operation can include some hardware -and protocol driver
hand]ing that can be independent from any modular structure. Because)of this possibility, the
Initialize method is arranged underneath the CommunicationServerype. For the purpoge of
reduging the complexity of the FDI Communication Server's opération, only one Init|alize
methpd has been specified.

The gignature of this Method is specified below. Table 7 @nd Table 8 specify the arguments
and AddressSpace representation, respectively.

Signpture
Initialize (
[out] Integer serviceEreor)
Table 7 - Initialize Method arguments
Argument Description
serviceError 0: OK
-1: Failed
Table 8 — Initialize Method AddressSpace definition
Attribute Value
BrowseName Initialize
Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable OutputArguments Argument[] | PropertyType Mandatory

7.3.2.4 AddComponent Method

AddComponent shall be used to configure the modular setup of an FDI Communication Server
when the FDI Communication Server has no statically defined communication hardware setup.
This method shall be used to add a module (Instance of ServerCommunicationDeviceType).

The signature of this Method is specified below. Table 9 and Table 10 specify the arguments
and AddressSpace representation, respectively.
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Signature

AddComponent (

[in] String ModuleTypeName,
[in] String InstanceName,
[in] String Instancelabel,
[out] NodeId InstanceNodelId,
[out] Integer ServiceError) ;

Table 9 — AddComponent Method arguments

RIQUIIIEIII UEerIpIIDII

ModdileTypeName Type of module to be created as defined in the FDI Package. The modulestype
name shall correspond to one of the COMPONENT identifier definitions{(see 5.P.3).

InstgnceName Non-localized name of the module's Device Node of the created element. This
name has to be unique within the scope of the FDI Communication“Sérver's
Information Model.

InstancelLabel Human-readable label for the root Node of the created module:
InstgnceNodeld Callee-assigned identifier for the module's Device Node.
Serv|ceError 0-0K

-1 — E_InvalidType — a module for the specified\Type can not (not anymore) be
added

-2 — E_DuplicateName — there exists already a module with the same name as
specified with the InstanceName argument

-3 — E_UnknownType — an unknown\ModuleTypeName has been specified

-4 — E_LimitExceeded — the totaknumber of modules is exceeded
(this might be caused by poweér’constraints or other resource limitations)

Table 10 - AddComponent Method AddressSpace definition

Attribute Value
BrowseName AddComponent
Reéferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable InputArguments Argument[] | PropertyType Mandatory
HasRroperty Variable OutputArguments Argument[] | PropertyType Mandatory

7.3.2.5 RemoveComponent Method

RemgpveComponent  shall be used to remove a module (Instance of
ServerCommunicationDeviceType). Implementation of RemoveComponent is optional ilf the
comrmurticatiom trardware setup isstatic:

The signature of this Method is specified below. Table 11 and Table 12 specify the arguments
and AddressSpace representation, respectively.
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Signature

RemoveComponent (
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[in] NodeId ModuleNodeId,
[out] Integer ServiceError) ;

Table 11 — RemoveComponent Method arguments
Argument Description

ModuleNodeld

The value is the identification of the existing instance in the Information Model.

ServieeErrof -0
-1: Failed, the specified node does not exist
Table 12 - RemoveComponent Method AddressSpace definjtion

Attribute Value
BrowseName RemoveComponent

Rgferences NodeClass BrowseName DataType TypéeDefinition ModellingRule
HasRroperty Variable InputArguments Argument[] | PropertyType Mandatory
HasRroperty Variable OutputArguments Argument[] |“PropertyType Mandatory
7.3.3 ServerCommunicationDeviceType
7.3.311 General
The BerverCommunicationDeviceType represents a communication channel for a particular
netwprk. The ServerCommunicationDeviceType is a subtype of the DeviceType.| The
ParameterSet for each instance of a“ServerCommunicationDevice will contain Paramgters

necepsary to configure the operation of the network.-Fheprotocel-specific,—mandatont-bus
paraineters—are—specified—in—1EC—62769-4:2015,—AnnexF. Figure 7 shows| the
ServerCommunicationDeviceType definition that is formally defined in Table 13| and
Figude 14.
DeviceType
ServerCO{nmunication ’—‘Metho iSet
DeviceType
‘ "oonsien
- ParameterSet
} Scan
ServerCommunication }
ServiceType:
ServiceProvider
IEC

Figure 7 — ServerCommunicationDeviceType
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Table 13 — ServerCommunicationDeviceType definition

Attribute Value
BrowseName ServerCommunicationDeviceType
IsAbstract True
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the DeviceType defined in OPC UA Part DI.
HasComponent Object MethodSet BaseObjectType Optional
HasComponent Object ParameterSet BaseObjectType Optional
Has@omponent Object ServiceProvider ServerCommunicatio | Mandatory
nServiceType
HasRroperty Variable ListOfCommunicati String[] PropertyType Mandatory
onProfiles

The

Property ListOfCommunicationProfiles contains a list of communicatign profiles suppprted

by the ServerCommunicationDevice. Valid strings are defined in IEC£62769-4:2020, Annex F.

Table 14 — MethodSet of ServerCommunicationDeviceType

Attribute Value
BrowseName MethodSet
IsAbptract True

Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasComponent Method Scan Optional
Has@omponent Method ResetScan Optional
Has@omponent Method SetAddress Optional
Has@omponent Method AddComponent Optional
Has@omponent Method RémoveComponent Optional

7.3.3.2

Scan

Scan Method

shall be used to start discovering devices connected to the physical network.

The

assogiations ,between the method Scan and the corresponding physical network connection
enabjes thesEDI Communication Server to access the correct physical network connegtion.

The

Bcan method is implemented by the Communication Server runtime module.

The signature of this Method IS speciiied below. Table 15 and Table 16 Specity the arguments

and AddressSpace representation, respectively.

NOTE 1

Scan will return cached network scan results.

NOTE 2

Communication Servers can run the network scan in a background task, so the invocation of the function

If the SCAN takes very long, the FDI Communication Server might return an empty TopologyScanResult

and the ServiceError 1 identifying that the scan is still running.
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Signature
Scan (
[out] XmlElement TopologyScanResult,
[out] Integer ServiceError)
Table 15 — Scan Method arguments
Argument Description
TopologyScanResult The argument value is an XML formatted string representing a list of devices
connected to the physical network. Each of the devices connected to the physical
NEIWOTK 1S TEpresented Dy a data structure matching with a connection Point ngde.
Connection Point attributes are protocol-specific. The corresponding
topologyScanResult schema is specified in IEC 62769-4:2061452020, Annex\F,
Returns an empty string for TopologyScanResult in the case of any ercor.
Serv|ceError 0: OK / scan completed
1: OK / get complete scan result by calling Scan again
-1: Failed / not initialized
-2: Failed / not connected to a network
-3: Failed / no device found, the topologyScanResultlis empty
Table 16 — Scan Method AddressSpace definition
Attribute Value
BrowseName Scan
Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable OutputArguments Argument[] | PropertyType Mandatory
7.3.3.3 ResetScan Method
ResgtScan shall be used to-reset the internal cache of scan results. It will also cangel a
running scan if the FDI Communication Server scan mechanism supports this.
The gignature of this Method is specified below. Table 17 and Table 18 specify the arguments
and AddressSpace tepresentation, respectively.
Signpture
setScan (
Mont] Tnteger ServiceFrror)
Table 17 — ResetScan Method arguments
Argument Description
ServiceError 0: OK / scan reset

-1: Failed / not initialized

-2: Failed / not connected to a network
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Table 18 — ResetScan Method AddressSpace definition

2021

Attribute Value
BrowseName ResetScan
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable OutputArguments Argument[] | PropertyType Mandatory

7.3.3.4 SetAddress Method

SetAfdress shall be used to change the network address (communication address)
devide. The Communication Device shall ensure unique network address values. ™l

argu
netw

Faile

It de

comrunication relation is already established.

The
desc

ent value of newAddress is already assigned to a device connected to the-phy
brk, the Communication Device shall return the argument serviceError value
d/duplicate Address error".

bends on the protocol whether the address assignment service shall work even wh

of a
f the
sical

"-4:

en a

signature of this Method is specified below. The arguments*for SetAdress Method are

ibed in Table 19.
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Signature
SetAddress
[in] taType] <0ldAddress>,
[in] Basebatalypetit <NewAddress>,
[out] ServiceError) ;
Table 19 — SetAddress Method arguments
Argument
B Eane
Plospeldoce
e
Argument Description
<OldAddress> This is,a-pfaceholder for a 1..n protocol-specific arguments representing the
exististg\protocol-specific network address of the device connected to the physigal
network. Values that represent a network address are specified in IEC 62769-4
2020, Annex F.
<NeWAddress> \This is a placeholder for 1..n protocol-specific arguments representing the new
protocol-specific network address that shall be assigned to a device connected|to
the physical network. Values that represent a network address's arguments are
specified in IEC 62769-4:2020, Annex F.
Serv|ceError 0: OK/execution finished successfully
Other values that represent ServiceErrors are specified in IEC 62769-4:2020,
Annex F.

7.3.4

7.3.4

ServerCommunicationServiceType

A General

Communication services provide the means to communicate with a Device or to, for example,
execute a Scan on a Network. Communication services are represented through Methods in
the Information Model (see IEC 62769-5).

The formal definition of ServerCommunicationServiceType is found in Figure 8, Table 20 and
Table 21.
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do not have to browse for these Methods. They can use the fixed Nodeld as the Methodld of

the Call Service.

Communication methods that include their Nodelds are uniquely defined in this document. FDI
Clients can use the Methods directly (without browsing). The OPC UA Call Service shall be

used as follows:

o the Methodld argument shall contain the fixed Nodeld of the Method;
o the Objectld argument shall contain the Nodeld of the MethodSet.

The [OPC UA StatusCode Bad_Methodlnvalid shall be returned from the Call Servic

elements where the communication methods are not supported.

ServerCommunication
ServiceType

- ParameterSet

MethodSet

GetPublishedData

IEC
Figure 8 — ServerCommunicationServiceType
Table 20 — ServerCommunicationServiceType definition
Attribute Value

BrowseName ServerCommunicationServiceType
IsAbptract

Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtlype of the DeviceType defined in OPC UA Part DI.
Has@omponent Object MethodSet BaseObjectType Mandatory
Has@omponent Object ParameterSet BaseObjectType Optional

Table-24—MethodSet-of-S - cationServiceT

Attribute Value

BrowseName MethodSet
IsAbstract

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasComponent Method Connect Optional
HasComponent Method Disconnect Optional
HasComponent Method Transfer Mandatory
HasComponent Method GetPublishedData Optional

e for
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7.3.4.2 Connect Method

Connect shall be used to establish a communication relation to a device that is physically
connected to the Network. Establishing the communication relation may imply checks of
identification data that are part of the addressData with data inside the physical device. The
Communication Device performs this DeviceType match verification in accordance with a
corresponding network protocol standard. Related details are specified in IEC 62769-
4:20452020, Annex F.

The devices' address is contained in the Connection Point of the corresponding Device
Instance within the Information Model (Device Connection Point). The communication relation
betwge ' = i ' icat i ite is
furthér on identified by the communication relation identifier. Details about how to managg the
statup of a communication relation is described in Clause 6. Connection Point désefiptions
may pe layered as described in Annex A.

NOTE|1 As the Nodeld is a unique identifier within the Information Model scope, the Nodeld of the Device
Conngction Point can be a unique identifier for any communication relation in the scépe‘of a communication
devicq.

NOTE|2 The term communication relation is introduced to describe the status of an infrastructure that epables
data gxchange between Information Model hosted data and a physical device(-fithe communication relation is
establjshed, data exchange is possible.

The sgignature of this Method is specified below. Table 22 specifies the arguments.

Signpture

Clonnect (

[in] ByteString CommunicationRelationId,
[in] Basebatalypetit <AddressData>,

[out] Zasebeafes— <DeviceInformation>,
[out] Int32 SexwiceError) ;

Table 22— Connect Method arguments

Argument Description

ComnpunicationRelationld Lhis is a client generated ID that is used to uniquely identify this connection.

This could be an index (e.g. a Nodeld) that the client (= FDI Server) needs in drder
to identify entries in its topology.

<AddfessData> This is a placeholder for a protocol-specific argument list that is used for the
address and optional device identification data (details described in IEC 62769
4:20152020, Annex F).

<Devicelnformration> This is a placeholder for a protocol-specific argument list in which the connect fesult
data are stored.

ServiceError 0: OK/execution finished, connection established successfully
5. ¢ Fai . ) .
3. ¢ Fai . ) L fioati

Other values that represent ServiceErrors are specified in IEC 62769-4:2020,
Annex F.

7.3.4.3 Disconnect method

Disconnect shall be used to terminate a communication relation to a Device.
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The signature of this Method is specified below. Attributes of the Disconnect method are
specified in Table 23. Disconnect is a synchronous method call.

Signature
Disconnect (
[in] ByteString CommunicationRelationId,
[out] Int32 ServiceError) ;

Table 23 — Disconnect Method arguments

Argument Description

ComnpunicationRelationld |Same ID as used in method Connect specified in 7.3.4.2.

Servi¢eError 1: OK/disconnect finished successfully
D Eai L - .
> Di Eai . . R Lo i

Other values that represent ServiceErrors are specified in-NE€ 62769-4:2020,
Annex F.

7.3.4.4 Transfer method

Trangfer shall be used to perform information exchange with a Device.
The gignature of this Method is specified below. All arguments are specified in Table 24.

Signpture

Transfer (

[in] ByteString CommunicationRelationId,
[in] Basebatalype] <SendData>,
[out] Basebatalypel] <ReceiveData>,
[out] Int32 ServiceError) ;

Table 24 — Transfer Method arguments
Argument Description

ComnpunicationRelationld |See 7.3.4.2.

<SendData> This is a placeholder for a protocol-specific list of-values arguments as describefl in
IEC 62769-4:20152020, Annex F. The argument values represent the protocol-
specific communication service request that is sent to the device.

<RecgiveData> This is a placeholder for a protocol-specific list of-values arguments as describefl in
IEC 62769-4:20452020, Annex F. The argument values represent the protocol-
specific communication service response that is received from the device.

ServiceError 0: OK / execution finished, ReceivedData contains the result
T for Eai _ L ion.

o T for Eai ) L L i
T for Eai . iveD :

Other values that represent ServiceErrors are specified in IEC 62769-4:2020,
Annex F.
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7.3.4.5 GetPublishedData Method

The FDI Server sends GetPublishedData requests to the FDI Communication Server to
receive data that is submitted by unsolicited data messages. The data contained in the
argument SendData prepares the exchange of "unsolicited" data messages from the device.

The content of SendData is protocol-specific. The FDI Communication Server qu
GetPublishedData requests in a queue associated with the Communication Relation de
through the argument CommunicationRelationld. The argument Publishld identifies the re
queue entry. Each time the FDI Communication Server receives unsolicited data messag

eues
fined
lated
es, it

saves the received data in association with the existing queue entry that has been created for
the GetPubllshedData Dependmg on the underlylng network technology (performance) the

Subsequent pulling of data that is submitted by unsolicited data messages works, throug
samg method GetPublishedData. In this case, the argument SendData is|,empty.

In order to stop the device sending the "unsolicited" data, the method GetPublishedData
be used again but the argument SendData contained data(terminates the exchang

~ data

h the
The
call
data

shall
e of

"unsglicited" data messages from the device. Table 25 shows’ the GetPublishedData M¢thod

Arguments.
Singture
tPublishedData (
[in] ByteString CommunfcationRelationId,
[in] Basebatalypetit <SendData>,
[out] Basebatalypel] <RetceiveData>,
[out] DateTime TimeStamp
[in] UInt32 PublishiId,
[out] Int32 ServiceError) ;
Table 25 — GetPublishedData Method arguments
Argument Description
ComnpunicationRelationld/ |See 7.3.4.2.
<SendData> This is a placeholder for a protocol-specific list of-values arguments as describefl in
IEC 62769-4:20152020, Annex F. The argument values control the exchange of
unsolicited messages.
<RecgiveData> This is a placeholder for a protocol-specific list of-values arguments as describefl in
IEC 62769-4:20452020, Annex F. The argument values convey data that comes [from
uIIOU:;\;;tUd IIIUODGyUO.
TimeStamp Time when the data was published by the device.
Publishld The number identifies an established subscription that conveys data that comes from

unsolicited messages.
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ServiceError 0: OK / execution finished

- GetPubli Data Eai i I ion.

Other values that represent ServiceFrrors are specified in IFC 62769-4:2020

Annex F.

7.4

Profi

IEC 62541-7. The term "Facet" in the title of a Profile indicates that this-Profile is expect

be p
term
comg
Profi

The
Com

OPC UA Server Profile for FDI Communication Server

es are named groupings of ConformanceUnits as defined injg‘lEC 62541-6
brt of another larger Profile or concerns a specific aspect of ORPCyUA. Profiles wit

lete functionality of an OPC UA Server or Client. The minimum“required OPC UA S
e is the "Micro Embedded Device Server Profile".

following table specifies the facet for an OPC (UJA Server that acts as an
munication Server. Table 26 describes Conformanc¢e Units included in this facet.

Table 26 — FDICommunicationServer_Facet definition

and
ed to
h the

"Facet" in their title are expected to be combined with other Profiles to defing the

erver

FDI

Gonformance Unit Des'cription Optional/Mandd

tory

FDI
Infor

Comunication Server Support at least one_instance of M
mation Model CommunicationServerType.

7.5
7.5.1

The
almo
in pa

Nodgs in thesFDI Server are built from the device description imported via the

Com

7.5.2

Beca

Information Model is a subset of the FDI Server-hosted Information Model.

Mapping the FDI Server 1M to the FDI Communication Server IM
General
epresentation of-an-FDI Communication Server in the AddressSpace of an FDI Ser

5t identical to the~AddressSpace that exists in the FDI Communication Server. This r
rticular to the.Modular Device hierarchy and the Parameters of all Devices. Howeve

Mmunication*Package.

Information Model differences

eris
efers
, the

FDI

use of their different tasks, however, there are a few differences and a set of
synchronization rules. The Information Model example shown in Figure 9 depicts the
commonalities and the differences between the Information Models hosted by the FDI
Communication Server and the FDI Server. In general, the FDI Communication Server-hosted

The Device

Instances in the FDI Server and the FDI Communication Server adhere to the same type
definitions. Thus, browse names of common Information Model elements shall have the same

brow

Se name.
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FDI Communication Server hosted Information Model

CommunicationServerType:

FDI Server hosted Information Model

CommunicationServerType:
Communication Server

FunctionalGroupType:
Parameterize

Communication Server

UlDescriptionType:
£ Inifialize > [ Ul_Parameterize ]
MethodSet Reset
] SubDevices
5 ServerCommunication
ServerCommunication A
| DeviceType: LT .
ServerCommbevice ServerCommDevice
[ parmetrser |
[ wetroaset | [ mtnoaset |
P Sen o
P Resersean__2
£ Setaddress
< AddComponent > {5 RemoveComponent >
‘ Servgrecr;_/;rr_li_ungaﬁon ConnectionPointType:
ServerCommunication ServicePr}t;pvivder CP_B_Master
ServiceType:
ServiceProvider v
» NetworkType: ¢
A
< Disconnect
ConnectionPointType: ConnectionPointType: ConnectionPoinfType:
: CcP_B1 CcP_B2 CP_Bn
S Transfer
< GetPublishedData
IEC
Figure 9 - Information Model differences (example)

The list of differences in_the IMs is as follows:

e The FDI Servef supports online and offline versions of the Modular Device; the FDI
Communication. Server supports just an online version. The online version of theg FDI
Server represents the version in the FDI Communication Server, i.e. if Parameter Values
afe read'or written to the online model of the FDI Server, these operations are pgssed

Plarameters.

through<to the FDI Communication Server. This happens both for public and for private

NOTE The key is a match between the browse names present in the FDI Server-hosted Information Model
and the FDI Communication Server-hosted Information Model. This allows generic synchronization of both

information models.

e UIPs, UIDs, Actions and Functional Groups exist only in the FDI Server.

e Modules in the FDI Server-hosted Information Model have a Connection Point component
that is used to connect this module to a network when creating the Device Topology. The

Information Model does not show Connection Point

elements. The Device Topology is managed by the FDI Server only (see IEC 62769-5).

FDI Communication Server-hosted

e The FDI Server can represent the ServiceProvider without exposing the MethodSet in
order to prevent an FDI Client from invoking communication services.

The mapping of the Module Management functionality is as follows:
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AddComponent and RemoveComponent are exposed in the FDI Communication Server
Information Model via the FDI Communication Server Object (the root of the Modular
Device). They exist only if there are modules to be configured, i.e. they will not be
available if the Communication Server does not support modular communication hardware
configuration. AddComponent and RemoveComponent replace the generic Node
Management service defined by OPC UA.

The FDI Server handles module topology related configuration based on the Node
Management Service Set (see IEC 62769-3 and IEC 61804-4). On any module-configuration
related activity, the FDI Server first calls the ValidateModules Action. The EDD Action can run
through various states and even perform user dialogs (see descrlptlon about Actlons in

IEC 6 )
global to the Modular DeV|ce The EDD Actlon can access the moduIe that shaII be created.

7.6

at is

Installer

The |Installer for the FDI Communication Server executable is optional’)Since the| FDI
specffication does not prescribe the implementation platform for FDI Communication Sgrver
execlitables, the FDI Communication Server executable can be also preinstalled on dedi¢ated

hardyvare.

The |nstaller used for the FDI Communication Server executabte,shall be separated from the

FDI Package. Importing the FDI package is a separate procedure (see 7.7.1).

7.7

7.71 General

FDI Communication Package

The [FDI Server imports the FDI Communication Package like any other FDI Package.

Subcjause 7.7 specifies the FDI Communication Package details.

With|respect to the EDD element ofcthe Package, FDI differentiates between a simple
(lightweight) CommunicationServer (see 7.7.2) and a regular (multi-channel) Communication

Server (see 7.7.3).

7.7.2 EDD for Lightweight.€Communication Server

A lightweight Communication Server provides access to a single field device network. It|shall
provide all configuration“capabilities in its main EDD, not in the sub-modules used to eﬂpose

the gonnection points; This allows FDI hosts not supporting modular devices to parame
an FDI Communication Server using the standard FDI user interface mechanisms.

erize

The [EDD _describing a "lightweight" Communication Server shall follow the IEC 61804-3
specified(profile for the Communication Server. But it shall not use the following EDDL syntax

consfructs:

COMPONENT,
COMPONENT_RELATION,
COMPONENT_FOLDER,
COMPONENT_REFERENCE,

EDDL Built-in function ObjectReference
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7.7.3 EDD for Multi-Channel Communication Server
7.7.3.1 General
The required content for an FDI Communication Package EDD element describing an FDI

Communication Device is specified in Clause 5. Specific EDD element content for an FDI
Communication Server is described in 7.7.3.

The rules defined in 5.2.2 apply.

The PROTOCOL attribute shall not be set.

The [COMPONENT declaration shall have an additional attribute PRODUCT _WRI.| The
attribute value holds a string describing the FDI Communication Server's product URI that
enables the FDI Server to identify the FDI Communication Server based omythe OPC UA
Discgvery service (see IEC 61804-3). The attribute value corresponds to the RégisterServer
argument RegisteredServer:serverUri. The product URI shall contain the company namg and
the product name.

Example: PRODUCT_URI "urn:Company:ProductName".

7.7.3,.2 CommunicationDevice component

The fules defined in 5.2.3 apply.

7.7.3.3 Communication Service component

The fules defined in 5.2.4 apply.

7.7.314 Connection Point component

The fules defined in 5.2.5 apply.

7.7.3.5 Connection Point collection

The fules defined in 5.2.6 apply.

7.7. COMMANDs(in*EDDs for FDI Communication Servers

An EPDD for an ER{ Communication Server shall follow the communication profile CS deffined
in IEC 61804<3.> Because the synchronization between the VARIABLEs of the |[EDD
reprgsented @s parameters in the FDI servers information model and the actual configuration
of th¢ FDIs<cOdmmunication server (represented as parameters in the information model qf the
FDI gopymudnication server) is done by the FDI server, there is no need to define COMMANDSs
in thg EPD in order to access the data of the FDI communication server.

However, the communication profile CS allows the definition of COMMANDSs in an EDD. This
allows an EDD developer to explicitly trigger communication to the FDI communication server.
This may be needed in complex EDD methods that require to directly write to the FDI
communication server or directly read the actual value before proceeding with the method
execution.

The COMMAND does not require addressing information (like NUMBER, SLOT, INDEX, see
IEC 61804-3) since the addressing is done via the BrowseName of the FDI communication
server and the EDD identifier of the VARIABLE. Instead, the RESPONSE of a READ
COMMAND shall contain the VARIABLEs to be read and the REQUEST of a WRITE
COMMAND shall contain all the VARIABLESs to be written.
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If such a COMMAND is called by ReadCommand or WriteCommand built-ins in the EDD, the
FDI server shall read or write respectively all the VARIABLEs defined in the COMMAND.

Since COMMANDSs also group access to VARIABLEs, an FDI server shall always handle
VARIABLEs defined in a COMMAND as a unit. For example, when a WRITE COMMAND
contains the two VARIABLEs, VarA and VarB, and the FDI server needs to write VarA
because it was changed by the user, the FDI server also needs to write VarB in the same
OPC UA service call, although VarB might not have been changed. The same applies for

readi

ng VARIABLEs.

OPC UA READ and WRITE service calls return different status codes (see IEC 62541-4).

First,
code
RES

The first status code that is not GOOD shall be used as RESPONSE_CODEwith the follg
ordef:

1)
2) in
g

I

If all

7.7.5

The

a) the software installation related environment requirements and procedures;

b) th
7.8

7.8.1
Subd
lifecy

servi
Com

they return one service result code per call. Then, they return one operation level
per parameter to be read or written. Since an EDD COMMAND only supporty
PONSE_CODE per call, the following mapping applies.

vestigate the service result code, then

vestigate the operation level result codes in the order the~VARIABLEs appear i
OMMAND definition.

status codes are GOOD, the RESPONSE_CODE is GQOD"

Documentation

FDI Communication Package shall provide documentation describing:

e OPC UA Server configuration if needed.
Handling and behavior
General

lause 7.8 defines the FDN ' Communication Server handling and behavior rules alon
cle beginning with the déployment, start up, bus commissioning, until the communic
Ces' processing. The diagram (see Figure 10) shows the FDI Server-maintained
munication Server status.

esult
one

wing

h the

j the
ation
FDI
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Object Communication Server state machine /

’ Instatiation (power up)

Startup

OPC Offline —

Configure, Parameterize (Offline)

OPC Connection

established OPC Connection

terminated

OPC Online

Configure, Parameterize (Offline, @nline)

OPC Connection
terminated Initialize()

Reset()

Operate
Connect()yDisconnect(), Transfer(), Scan()

IEC

Figure 10 — FDI Communication Server state machine

7.8.2 Deployment

The FDI Server imports the FDI Communication Package. The handling of EDD and UIP parts
matches with the imparti\procedure performed for the FDI Package (see IEC 62769-2 and
IEC 62769-3). The FDI"Communication Package represents the Communication Server Type.

The |installationsprocedure described in the following is optional. (An embedded| FDI
Communicatien{Server need not provide an installation procedure.)

The FDI\Communication Server Installer (see 7.6) is a separate element. The installation
procedure is started manually.

Depending on the operating systems, the execution of installation programs could require
administration rights.

7.8.3 Server configuration

The FDI Communication Server shall implement the means enabling the OPC UA Server-
specific configuration setting the link to the Discovery Server and the name of the FDI
Communication Server. In accordance with 7.8.4, the FDI Communication Server needs to
know the address information about the Discovery Server. The document does not prescribe
the way of how to do this.
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The bootstrap process needed to establish the connection between an OPC UA Client and an
OPC UA Server requires some administration work. A simple plug and play does not seem
possible.

7.8.4 Start up

The following definitions about the Server discovery mechanism refer to the definitions found
in IEC 62541-4.

The FDI Communication Server executable shall be started in accordance with one of the
following described ways:

a) The FDI Communication Server executable is loaded by means of the configured
operating system function. If the FDI Communication Server is installed on a‘hardware
separated from the FDI Server, the FDI Communication Server executable shall be loaded
by means of the configured operating system function (auto-start).

b) The FDI Server invokes the FDI Communication Server executable proc€ss. The refated
nctions are specific to the operating system and the system vendorimplementationg.

—h

The ptarting FDI Communication Server process shall register itself at a Discovery Sgrver
using the service RegisterServer. This enables OPC UA Clients(to"obtain information about
the ¢onnected FDI Communication Server including the application description, existing
endppints and security information. The related OPC UA Services are FindServers| and
GetEhdPoints. The Discovery Server is a process running. outside the FDI Communication
Server.

After|starting up, the FDI Communication Server has‘the status "OPC Offline".

7.8.5 Shutdown

The following definitions about the Serveridiscovery mechanism refer to the definitions found
in IEC 62541-4.

The |shutdown of the FDI Communication Server process shall unregister itself a{ the
Discovery Server using the service RegisterServer by setting argument isOnline value FALSE.

7.8.6 Watchdog

The following definitions about the Server discovery mechanism refer to the definitions found
in IEC 62541-4.

The FDI Communication Server shall periodically use the service RegisterServer to stafe its
ability to-receive a connection from the FDI Server. The frequency is 10 min. The|l FDI
Communication Server can envision a VARIABLE for configuration purposes.

7.8.7 Establish the OPC UA connection

The FDI Server connects as an OPC UA Client to the FDI Communication Server in
accordance with the IEC 62541 series.

The FDI Server (OPC UA Client) establishes a secure connection to the FDI Communication
Server (OPC UA Server) using the SecureChannel service set defined in IEC TR 62541-1.
The functional principles are defined in IEC TR 62541-1.

The communication between the FDI Server (OPC UA client) and the FDI Communication
Server (OPC UA server) shall be based on the OPC UA TCP transport protocol with the OPC
UA Binary Encoding and OPC UA Secure Conversation.
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After successfully establishing the OPC UA connection, the FDI Communication Server enters
the status "OPC Online".

7.8.8 Instantiate the Communication Server

The creation of a CommunicationServer instance in the FDI Server-hosted Information Model
works the same way as the instantiation of a Device.

7.8.9 Configure the communication hardware

As described in 7.3.1 the FDI Communication Server can support the configuration of modular
comrpiunication hardware. The modular communication hardware configuration shal|l be
perfgrmed via the services AddComponent and RemoveComponent (7.3.2.4, 7.3.2.5),

If thg Action ValidateModules (see 5.2.9) is implemented, the FDI Server shallvinvokg this
methpd. If the Action result is OK, the FDI Server shall then perform the synchronization-fsing

the—$ub device—browse name—matchina—and—the-invocation—ofthe EDl“Communication
tHe—sdb—aevece—prowse—hRame—matehHhRg—aha th SOMMUH HO

Sew#hested#méui&maﬂagmmnpsemees by matching the sub-device's‘browse namg and

by inpoking the FDI Communication Server-hosted module's manageméq¥services.

If thg FDI Communication Server supports modular communication hardware configurafions,
the [correct communication hardware configuration is a \.prerequisite for succgssful
initialization, as described in 7.8.12.

7.8.10 Configuring the Network

The COMPONENT declaration defined in 5.2.2, 5:2.3, 5.2.4, and 5.2.7 enables a description-
based approach for the FDI Server to configure the network connections. The| FDI
Communication Server's ValidateNetwork Action (see 5.2.8) can be added to support the
netwprk topology validation function as déscribed in 5.2.8. The network topology is|only
pres¢nt in the FDI Server-hosted Information Model (see 7.5).

7.8.11 Parameterize

The FDI Communication Server,can require proper bus parameter adjustment prior tq any
communication service procéssing. The FDI Communication Package-contained user diglogs
(UIP [or UID) enable interactive bus parameter adjustment. The FDI Communication Padkage
can ¢ontain additional Business Logic for bus parameterization purposes. The editing of FDI
Communication Seryer parameters changes the content of the FDI Server-hosted Informfation
Model. The FDI Server shall perform synchronization using the parameters' browse—fiame
matching namesy\The FDI Server copies the modified values from the FDI Server-h¢sted
Information Maodel to the FDI Communication Server-hosted Information Model.

A simple\EDI Communication Server shall provide all its configuration capabilities in its [main
EDD| notin the sub-modules used to expose the Connection Points. This allows FDI host|s not
supporting modular devices 10 parameierize an FDI Communication Server using the standard
FDI user interface mechanisms.

NOTE The FDI Server can change Parameter values in an arbitrary order.
7.8.12 Initialize

On invocation of the method Initialize (see 7.3.2.3), the FDI Communication Server shall use
the current parameter settings and communication hardware configuration for communication
hardware initialization purposes.

After successful Initialization, the FDI Communication Server enters the status "Operate".
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7.8.13 Create the communication service object

Prior to running any data exchange, at |least one instance of type
ServerCommunicationServiceType has to be present or created. One instance of
ServerCommunicationServiceType shall be always present. Further instances of
ServerCommunicationServiceType can be created if the instance of
ServerCommunicationDeviceType implements the method AddComponent.

7.8.14 Communication relation

The definitions of Clause 6 apply. The FDI Communication Server specifics are defined in the
subsegtenttext

The $tate chart in Figure 11 describes the state flow of a single communication rélation with
addefd status changes that are related to OPC UA specifics. Beside the specifichaspectsg, the
definjtions in Clause 6 apply as well.

Scan() SetAddress()

CR Offline

OPC Disconnect
Connect()  pisconnect() Abortindication Reset()

CR Online

Transfer()

IEC

Figure-11+= Communication relation state chart

On irfvocation of the method Reset or the OPC Connection termination (OPC Connection [loss)
the ADI Communication)Server shall terminate all communication relations.

The FDI Commuhnication Server shall reject any parameterization or configuration change
attenppt in thestatus "Operate".

The FDI1,'Gommunication Server shall reject any communication relation related operatfon if
the FIDL€Communication Server status is different than "Operate".

If the Communication Server supports multiple instances of
ServerCommunicationServiceType, these instances need to share information about existing
communication relations.

7.8.15 Connect

Prior to running any information exchange related communication, the FDI Communication
Server requires the establishment of a communication relation between the device application
and the device connected to the physical network. This happens through invocation of the
method Connect.
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The FDI Communication Server shall be able to manage multiple communication relations.
After successful execution of the method Connect the corresponding communication relation
enters the status "CR Online".

Because of the direct association of method Connect to a single communication service
provider instance the communication device knows the corresponding physical network
connection.

7.8.16 Disconnect

Invocation of the method Disconnect terminates a communication relation, which inhibits
furthér information exchange related communication with the device connected to the physical
netwprk.

After| execution of the method Disconnect, the corresponding communication relation enters
the sfatus "CR Offline". The communication relation becomes invalid.

7.8.17 Abort Indication

Depdnding on protocol specifics, the FDI Communication Server.€an detect communidation
aborfs. Such communication abort indications are returned as communication service rgsults
durinlg processing of the methods Transfer or Scan. After the/FDI Communication Servef has
returned an Abort Indication, the current communication“relation enters the status|"CR
Offlirle". The communication relation becomes invalid.

7.8.18 Scan

The fopology scan function can be invoked independently from an existing communication
relation. Scan service details are specified in 723.3.2.

7.8.19 SetAddress
It depends on the protocol whether-the address assignment service shall work even when a

communication relation is already established.

8 EDI Communication Gateway definition

8.1 General

A Gateway is _.a-communication device that enables bridging between different physical
netwprks or different protocols. The logical representation of a Gateway device within th¢ FDI
Server-hosted” Information Model enables the FDI Server to process communicatign in
hetejogeneous network topologies.

8.2 Information Model
8.2.1 General

The Information Model of a Gateway is based on the Information Model defined in
IEC 62769-5. Figure 12 replicates the Modular Device structure and its integration in the
overall FDI Server-hosted Information Model.
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DeviceType

ConnectionPointType:

CP_B1

CommunicationGateway Type:

Gateway

\—{ ParameterSet ‘

! SubDevices ‘

GatewayCommunicationDeviceType:

Module _Name

GatewayCommunicationService Type:
ServiceProvider

ConnectionPoihtType:

‘ eP ‘61

‘ + MethodSet

} BeginCennect
} CancelConnect
BeginTransfer
CancelTransfer

The
Conn

Figure 12 —.Gateway information model

IEC $2769-5) identification (name).

The
IEC
inter

The
medi
(see

Gateway is connected to the-”Network (see IEC 62769-5) through an instance
ectionPointType (CP_B1)-CP_B"1

represents the FDI Server-assigned object

Gateway is an instance of DeviceType. The optionally available ParameterSet
2769-5) shall ~contain all device parameters that parameterize the communic
ace used for,Gateway-initiated communication service requests.

lements underneath SubDevices represent the physical or logical access to the nef
b of the~Gateway. The attribute Module_Name represents the FDI Server-assigned o
IEC'\62769-5) identification (browse name).

IEC

of a
(see

(see
ation

work
bject

The Gateway's communication service processing capabilities are accessible through multiple
communication service provider instances created from GatewayCommunicationServiceType.
The Business Logic behind the service methods implements the protocol translation function
that is associated with the communication service interface.

NOTE Compared to the FDI CommunicationServer, the Gateway does not support the transport of unsolicited
messages, see 7.3.4.5.

8.2.2

CommunicationGatewayType

The CommunicationGatewayType is a subtype of the DeviceType. Figure 13 shows the
CommunicationGatewayType definition. It is formally defined in Table 27.
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DeviceType

Communication
Gateway
Type

n ParapactarQ
aratRetet t

FolderType:
SubDevices

IEC
Figure 13 — CommunicationGatewayType
Table 27 — CommunicationGatewayType“definition
Attribute Value
BrowseName CommunicationGatewayType
IsAbptract False
Reéferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtlype of the DeviceType defined in IEC 62541-100:
Has@omponent Object SubDevices FolderType Mandatory
Has@omponent Object ParameterSet Optional
The [module management “\needed to support a configurable communication hardware

struc
Com
run t

NOTE
CAN_

8.2.3

fure is based on the COMPONENT definitions for the €
municationGatewayType. The COMPONENT definitions provide sufficient informati
ne generic modulg’setup configuration.

The indicatien for a static communication hardware layout is present with the COMPONENT at
DELETE set)to FALSE for all COMPONENT declarations related to the sub-devices of the entire device

GatewayCommunicationDeviceType

ntire
bn to

ribute

8.2.3

A~ Generat

The GatewayCommunicationDeviceType represents a communication module or channel
connected to a particular network. The GatewayCommunicationDeviceType is a subtype of
the DeviceType. The ParameterSet for each GatewayCommunicationDeviceType will contain
Parameters necessary to configure the operation of the network. The protocol-specific,
mandatory bus parameters are specified in IEC 62769-4:20452020, Annex F. Figure 14 shows
the GatewayCommunicationDeviceType definition that is formally defined in Table 28 and
Table 29.
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Figure 14 — GatewayCommunicationDeviceType

Table 28 — GatewayCommunicationDeviceType definition

IEC

Attribute Value
BrowseName GatewayCommunicationDeviceType
IsAbptract True
Reéferences NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtlype of the DeviceType defined in OPC UA Part DI.

Has@omponent Object MethodSet BaseObjectType Optional
Has@omponent Object ParameterSet BaseObjectType Optional
Has@omponent Object ServieeProvider Gateway Mandatory
Communication
ServiceType
Table 29 — MethodSet of GatewayCommunicationDeviceType
Attribute Value
BrowseName MethodSet
IsAbptract True

Reéferences

Nndaﬂass_‘_ammﬂame_‘_naulpr‘_'LypaDaﬂniﬁm_l_Mndanngﬂule

HasComponent Method Scan Optional

HasComponent Method ScanNext Optional

HasComponent Method SetAddress Optional
8.2.3.2 Scan method

Scan shall be used to start discovering devices connected to the physical network. The
associations between the method Scan and the corresponding physical network connection
enables the FDI Communication Server to access the correct physical network connection.
The Scan method is implemented by an EDDL-based method.
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Because EDDL logic is not designed to handle XML documents, the Scan service signature
deviates from the definition given in 7.3.3.2. The scan service implementation returns the
discovered devices using the LIST construct containing the COLLECTION instances. Details
are specified in 8.2.3.4. The COLLECTION instances represent the Connection Point
instances.

The signature of this Method is specified below. Table 30 and Table 31 specify the arguments
and AddressSpace representation, respectively.

Signature

Slcan ([out] Integer ServiceError)

Table 30 — Scan Method arguments

Argument Description

Serv|ceError 0: OK
1: OK/get complete scan result by calling ScanNext
-1: Failed/not initialized

-2: Failed/not connected to a network

-3: Failed/no device found the topologyScanResult is empty

Table 31 — Scan Method AddressSpace definition

Attribute Value
BrowseName Scan
Régferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable OutputArgumnients Argument[] | PropertyType Mandatory

8.2.3.3 ScanNext method

ScanNext shall be used. to .continue discovering devices connected to the physical netyork.
The |associations between the method Scan and the corresponding physical nefwork
conngction enablesthe FDI Communication Server to access the correct physical nefwork
conngction. The Scan’ method is implemented by an EDDL-based method.

Because EDDL‘logic is not designed to handle XML documents. the Scan service signpture
devidtes from the definition given in 7.3.3.2. The scan service implementation returng the
discqvered/devices using the LIST construct containing COLLECTION instances. Details are
specf|fied’in 8.2.3.4. The COLLECTION instances represent the Connection Point instancegs.

The signature of this Method is specified below. Table 32 and Table 33 specify the arguments
and AddressSpace representation, respectively.
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Signature

S

canNext ([out] Integer ServiceError)

Table 32 — ScanNext Method arguments

Argument Description

ServiceError 0: OK

1: OK/get complete scan result by recalling ScanNext

-1: Failed/not initialized

-2: Failed/not connected to a network

-3: Failed/no device found the topologyScanResult is empty

Table 33 — ScanNext Method AddressSpace definition

Attribute Value
BrowseName ScanNext
Reéferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable OutputArguments Argument[] | RrepertyType Mandatory
8.2.314 Scan List
Each| EDD describing the Connection Point of a, Gateway shall describe the LIST element that
holdg the list of discovered devices after the successful execution of the Scan service.
LIST|<Id>
{
'YPE <ListEntry>;
}
<1D>f The identifier shall match with the SCAN _LIST attribute value described in 8.3.2.4
<ListEntry>: The attribute value shall refer to the COLLECTION definition that describejs the

Conn

8.2.3,

For d

ection Point as defined in 8.3.2.4.

5 SetAddress Method

efinitions,See 7.3.3.4.

8.2.4 , GatewayCommunicationServiceType

8.24

t+—Generat

Communication services provide the means to communicate with a Device or to, for example,
execute a Scan on a Network. Communication services are represented through EDDL-based
methods (business logic) provided with the FDI Device Package-contained EDD.

The implementation of all communication services except the Disconnect service follows an
asynchronous pattern. This implies that each communication service is split into three
methods. This allows the FDI Server to execute communication services in parallel as well as
cancel operations that last too long.

Begin<name>: this method starts the execution of the service. The method returns either the
execution state of <name> or the result if it is immediately present.
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End<name>: this methods checks, if the result of the service is already available, that it was
started using a preceding Begin<name> call. Like Begin<name>, this method returns either
the execution state or the result if available.

Cancel<name>: this method cancels a started service execution.

A service identification number (Serviceld) enables the Communication Gateway to keep track
of the relation between the method calls that belong to a single communication service
process. If the Communication Gateway  supports multiple instances  of
GatewayCommunicationServiceType, these instances share information about currently used
Servicelds. Thus, a communication service has to be executed on a single instance of
GatefvayCommunicationServiceType.

To reduce unnecessary poll cycles both methods Begin<name> End<name> return a ¢elay
time |value (DelayForNextCall). The method caller shall delay the invocation (of the method
End<4name> according to the returned argument value.

Gateway
Communication MethodSet
ServiceType
\
ParameterSet
:
IEC
Figure15— GatewayCommunicationServiceType
Table 34~ GatewayCommunicationServiceType definition
Attribute Value
BrowseName GatewayCommunicationServiceType
IsAbptract
Régferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtipe of the DeviceType defined in OPC UA Part DI
HasComponent Object MethodSet BaseObjectType Mandatory
HasComponent Object ParameterSet BaseObjectType Optional



https://iecnorm.com/api/?name=7f31b71599e502c98978f4873c65b267

- 56 - IEC 62769-7:2021 RLV © IEC 2021
Table 35 — MethodSet of GatewayCommunicationServiceType
Attribute Value
BrowseName MethodSet
IsAbstract
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasComponent Method BeginConnect Optional
HasComponent Method CancelConnect Optional
Has@omponent Method EndConnect Optional
HasGomponent Method Disconnect Optignal
Has@omponent Method BeginTransfer Mandatory
Has@omponent Method CancelTransfer Mandatory
Has@omponent Method EndTransfer Mandatory

8.2.4.2 Connect service

The

phys|cally connected to the Network. Establishing the cemmunication relation may
checks of identification data that are part of the addressData with data inside the physical
devide. The service performs this DeviceType matech verification in accordance w
corrgsponding network protocol standard. Related “details are specified in IEC 62769-
4:20152020, Annex F.

The

devices' address is contained in theC"ConnectionPoint of the corresponding D

Instapce within the Information Model (Device Connection Point). The communication rel
betwgen the Information Model assogiated-device application and the physical devi
furthér on identified by the communication-relation identifier. Details about how to manag
statup of a communication relationxare described in Clause 6.

Connect service shall be used to establish a communication relation to a device that is

mply
th a

bvice
ation
Ce is
E the

NOTE|1 As the Nodeld is a unjque:identifier within the Information Model scope, the Nodeld of the Device
Conngction Point can be a unique/identifier for any communication relation in the scope of a communi

devicq.

NOTE|2 The term "communication relation" is introduced to describe the status of an infrastructure that e

data

gxchange between\the information model-hosted data and a physical device. If the communication rela

establjshed, data exchange is possible.

The

signatunes,of the connect service methods are specified below. Table 36 specifie

argumentss

cation

ables
tion is

5 the
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Signature

BeginConnect (

[in] ByteString

[in] Basebatalypelt
[out] BaesebataTvypett
[in] UInt32

[out] UInt32

[out] Int32

EndConnect (

[in] BvteString

— 57—

CommunicationRelationId,
<AddressData>,
<DeviceInformation>,
ServicelD,
DelayForNextCall,
ServiceError) ;

CommunicationRelationId,

[out] BesebataFvyeet]

in] UInt32

<DevicelInformation>,
ServicelD,

DelayForNextCall,

[
[out] Uint32
[ Servicekrror) ;

out] Int32

ClancelConnect (

[in] ByteString
[in] Uint32
[out] Int32

CommunicationRelationId,
ServicelD,
ServiceError) ;

Table 36 — Connect Method arguments

Argument Description

CommpunicationRelationld |This is a client generated ID that is used'to uniquely identify this connection.

This could be an index (e.g. a Nodeld) that the client (= FDI Server) needs in ordgr to
identify entries in its topology.

<AddfessData> This is a placeholder for a ppetocol-specific argument list that is used for the addfess
and optional device identification data (details are described in IEC 62769-

4:20152020, Annex F.

<Devicelnformation> A protocol-specific-atgument list in which the connect routine stores the resulting|data.

Servigeld The service transaction code establishes the relation between the service requesf and
the corresponding response.

DelayForNextCall The valuespecifies a delay time in ms the caller shall wait before the next invocation

of EndCannect.

Servi¢eError 04, OK/function started asynchronously, result has to be polled with EndConnect
1+ OK/execution finished, connection established successfully

-1: Connect Failed/cancelled by caller

-2: Call Failed/unknown service 1D

-3: Connect Failed/device not found

-4: Connect Failed/invalid device address

-5: Connect Failed/invalid device identification

8.2.4.3 Disconnect method
Specified in 7.3.4.3.

8.2.4.4 Transfer service

Transfer shall be used to perform information exchange with a Device.

The signatures of the Transfer service methods are specified below. All arguments are
specified in Table 37.
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Signature

BeginTransfer (
[in] ByteString
[in] Basebatalypetit
[out] BaesebataTvypett
[in] UInt32
[out] UInt32
[out] Int32

EndTransfer (
[in] BvteString
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CommunicationRelationId,
<SendData>,
<ReceiveData>,
Serviceld,
DelayForNextCall,
ServiceError) ;

CommunicationRelationId,

[out] BesebataFvyeet]

in] UInt32

<ReceiveData>,
Serviceld,

DelayForNextCall,

[
[out] UInt32
[ ServiceError) ;

out] Int32

ClancelTransfer (

[in] ByteString
[in] UInt32
[out] Int32

CommunicationRelationId,
Serviceld,
ServiceError) ;

Table 37 — Transfer Method arguments

Argument Description

CompmunicationRelationld | See 8.2.4.2.

<SendData> This is a placeholder for a protocol-specific list of-values arguments as describgd in
IEC 62769-4:20152020, Annex.E» The argument values represent the protocol-

specific communication service‘request that is sent to the device.

<RegeiveData> This is a placeholder for@.protocol-specific list of-values arguments as described in
IEC 62769-4:20152020,"Annex F. The argument values represent the protocol-

specific communication service response that is received from the device.

Servjceld The service transaction code establishes the relation between the service request
and the corresponding response.

DelayForNextCall The value\specifies a delay time in ms the caller shall wait before the next

invocation of EndTransfer.

Serv|ceError 0: OK/function started asynchronously, result has to be polled with EndTransfdr
1. OK/execution finished, ReceivedData contains the result
-1: Transfer Failed/cancelled by caller

-2: Call Failed/unknown service 1D

-3: Transfer Failed/no existing communication relation

-4: Transfer Failed/invalid communication relation identifier

-5: Transfer Failed/invalid sendData content

- £ [T TS e : et 4
0. 1TTdalrere! Tdaieurimivdadiiu TELTIVE U ala TUTITIAal

8.3 FDI Communication Package
8.3.1 General

Subclause 8.3 specifies the FDI Communication Package details that are specific for
Gateways. The definitions given in 5.1 apply also.
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8.3.2

8.3.2.

EDD

1 General

The definitions in 5.2 apply. Additionally, the EDD elements as specified in IEC 62769-4 and
provided with a Gateway-specific FDI Communication Package shall contain:

a) A PROFILE (IEC 61804-3):
p

b) A Business Logic: the communication service provider related EDD COMPONENTSs shall
|mpIement the methods speC|f|ed in IEC 61804 3. These methods |mplement the protocol

<Pro
regaf
sameg
the v

8.3.2
Each

rotocol used for communication service requests.

the PROFILE Definition shall be chosen according to the

a the EDDL Built-in library funct|on |nvocat|on or the writing of data |nto an online\node
he set of usable EDDL Built-in library functions is bound to the PROFILE.

Module management: the Gateway related Component can implement| the
alidateModules (see 5.2.9). The implemented logic shall validate individgal-changeg and
Andle any parameter-related dependencies for the whole Gateway device.| The
hplementation of ValidateModules is optional when the actual product-spgcific
OMPONENT declaration is sufficient to configure the module? setup without| any
dditional Business Logic.

.2 Gateway Component

FDI Communication Package describing a Gateway “shall contain an EDD elegment
ibing the Gateway, as defined in 5.2.2. Gateway specifics are described in the following:
NENT <DeviceComponentId>
LABEL "<Label>";

AN DELETE TRUE;

HECK CONFIGURATION <ValidateModuleg>Y
LASSIFICATION NETWORK COMPONENT;
OMPONENT RELATIONS

<CommunicationDeviceRelationId>
ROTOCOL <ProtocolId>;
tocolID>: the existence of this attribute indicates the connectivity of the Gatpway
ding outbound _communication. It allows the FDI Server to find the network using the

type of protocol to which this Gateway can be connected. For standardized protqgcols,
plue is defined by the related fieldbus organization.
.3 Gateway CommunicationDevice Component
FBJ} Communication Package describing a Gateway shall contain at least one |EDD
nt dacer: ihina ot laact Ana O i o bHanPDaviecea comnanan + o daoafinad i~ E 9 2

elem

CTSTTTomTyg atreastofhe-comMmuHeat oo evHeEe COTTTPOTICTIG oS UCTeUTT O Z-o-

NOTE A Gateway is sometimes referred to as "Remote 10". Remote 10 is a Modular Device supporting multiple
various module types that can be flexibly assigned to any slot. Thus it is possible to create multiple different
Remote 10 configurations (n — slots x m — module types).
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The rules about COMPONENT attribute settings shown in 5.2.3 apply. Gateway specifics are
described in the following:

COMPONENT <CommunicationDeviceComponentId>
{
LABEL "<Label>";
CAN_DELETE <CanDelete>;
CLASSIFICATION NETWORK COMPONENT;
COMPONENT RELATIONS
{
<CommunicationServiceProviderRelationId>
}
CAN <Scan>;
CAN LIST <ScanList>;

}

<Scan>: the attribute refers to the METHOD implementing the device discovery,service| The
reference works because the identifier value of the METHOD matches with the attribute vjalue.
Implgmentation details are specified in 8.2.3.2.

<ScanList>: the attribute value refers to the LIST describing the topoelegy scan results.| This
list ghall contain all devices discovered during execution of the device discovery sefvice.
Implgmentation details are specified in 8.2.3.4.

8.3.214 Communication Service component

The fules defined in 5.2.4 apply.

Additionally, the file describing the component contains the implementations of the meﬂhods
defined in 8.2.4.2, 8.2.4.3 and 8.2.4.4. The identifier used for the related METHOD consfructs
matches with the method names specified in Tabte 35.

8.3.2|5 Connection Point Component

The fules defined in 5.2.5 apply.

8.3.2.6 Connection Point-Collection

The fules defined in 5.2.6 apply.

8.4 | Handling and-behavior
8.4.1 General

ateway\provides functionality to communicate between two communication protdcols.
Gateways are used to communicate from one network of the automation system to anpther
(subgrdinated) network. Figure 16 shows a typical example where a HART devige is
connk RPROHEB RemeteHO—In—orderteo—communicate—to—the viee, the
Remote 1/O receives a communication request via the PROFIBUS network (see Figure 16,
key 1). The communication request contains the necessary information that allows the
gateway to create the according HART Command and send it to the HART device (see
Figure 16, key 2). The way the HART Command is wrapped into the PROFIBUS
communication request may be standard or Gateway-specific. The HART response (see
Figure 16, key 3) from the device is embedded as a PROFIBUS communication response (see
Figure 16, key 4). The way the Gateway wraps the response may either be standard or
Gateway-specific.
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Figure 16 — Nested Communication

Subdause 8.4 defines the Gateway handling and behavior rules along the lifecycle begifning
with [the deployment, start up, bus.commissioning, until the processing of communidation
serviges.

8.4.2 Deployment
The definitions of 5.2.1%:apply.

8.4.3 Start up

The |nformation Model and the FDI Package EDD element-based Gateway representation
does|not require any start-up procedures.

8.4.4 Configure the communication hardware

The handling and behavior matches with the specification in 7.8.9. The only difference is in
the channel setup that is represented in the FDI Server-hosted Information Model only.

8.4.5 Configure the Network

The handling and behavior matches with the specification in 7.8.10.

8.4.6 Parameterize

The Gateway can require proper parameter adjustment prior to any communication service
processing. The FDI Communication Package-contained user dialogs (UID or UIP) enable
interactive bus parameter adjustment. The FDI Communication Package can provide
additional Business Logic for bus parameterization purposes.
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8.4.7 Communication relation

The status machine definitions in Clause 6 apply.

If the Communication Gateway supports multiple instances of
GatewayCommunicationServiceType, these instances need to share information about
existing communication relations.

8.4.8 Connect

Prior to running any information exchange-related communication, the Gateway requires the
estalflishment of a communicaiion relation between the device application and the Fvice

conngcted to the physical network. This happens through the invocation of the ‘megthod
Conrject. This enables the Gateway to perform an optional outbound communication”sdrvice
request, which might be needed for a specific Gateway device to establish a cammunication
relatipn.

The |Gateway shall be able to manage multiple communication relations. After succgssful
execption of the method Connect the corresponding communication relation enters the status
"CR Dnline".

Invogation of the services Transfer and Scan is allowed in the,status "Online" only.

8.4.9 Disconnect

Invogation of the method Disconnect terminates @a“communication relation, which inhibits
furth¢r information exchange related communication with the device connected to the physical
netwprk.

After| execution of the method Disconnect,“the corresponding communication relation enters
the sfatus "CR Offline". The communicatien relation becomes invalid.

8.4.10 Abort indication

Depgnding on protocol specifics, the Gateway can detect communication aborts. Such
comrmunication abort indications are returned as communication service results during the
procgssing of the methods Transfer or Scan. After the Gateway has returned an Abort
Indicption, the currenat;® communication relation enters the status "CR Offline". | The
comrunication relationbecomes invalid.

8.4.11 Scan

Gateays.“declare their device discovery service capability based on the EDDL construct
COMPONENT - the attributes SCAN and SCAN_LIST. Related definitions are defingd in
IEC 4»1804-3. The SCAN attribute setting is mandatory within the EDD element describing the
Gateway CommunicationDevice. The attribute value refers to the METHOD executing the
topology scan function. The SCAN_LIST attribute setting is mandatory within the Gateway
CommunicationDevice COMPONENT. The attribute value refers to the element that contains
the topology scan result created by the method referenced by the attribute value SCAN. The
SCAN_LIST shall refer to a LIST containing COLLECTION elements describing the detected
devices (Scan-List-ltem). The protocol-specific content of a Scan-List-ltem is described in
IEC 62769-4:20452020, Annex F.

The invocation of the functions Scan and ScanNext results in outbound communication
service requests.
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8.4.12 Communication Error Handling

The communication service processing shall use the EDDL Built-in function provided for
aborting in accordance with the EDDL Profiles:

e during the creation of communication messages,

e during the processing of the response from the communication request.

The communication service processing does not trigger communication errors based on
communication timeouts.
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Annex A
(informative)

Layered protocols

General

2021

Ethernet-based protocols commonly consist of a stack of different protocols based on the
ISO/OSI model. Looking at the growing number of Ethernet-based fieldbus protocols, it is

Cruci
ISO/

DS| model also.

Conrlection Points are the elements that contain the address information accessed b

Com

of Cgnnection Point attributes need to be standardized.

The
diffe

infor
lowe

The
cons

A.2

PROFINET device may concurrently support PROFINET, SNMP and HTTP.

nt application layers. The information for layers 1 to 4 shall;eonsistently hold the
ation. Therefore, Connection Points shall inherit Connegtion Point information
network layers.

infor’]:ation stored in the Connection Point of a device is different for each protocol d
e

Il to-hava a9 cammaon lavarad madelina concent for Connaction Painte hacad aon the
pH—t Baca aS—coHHReR—arerea—HeaeHy Reep+—+64 oHHRecHOH—T—0H ts—a58a—0+h

the

munication Devices to collect the information needed for communication~The semdntics

The
e to
same
from

broblem is about how to ensure that address information from lower layers is named in a

stent way throughout all protocols that are built-Gpon the lower layers.

Convention for protocol-specific annex creation

Sincg¢ Connection Point description issbased on EDDL, an actual inheritance approach k

from
desc
that

he address value attribute“names defined for a "lower-level" protocol are reused i

hown

object-oriented programming. languages doesn't seem applicable. The approach
ibed in Clause A.2 is based-more on conventions. The naming convention shall efsure

h the

Conrlection Point definitions’ for higher-level protocols. The same holds true fon the

COL

LECTION referred VVARIABLES. VARIABLE declarations for higher-level protocols

shall

be dopies from the/~VARIABLE declarations for lower-level protocols. The convelntion

descfibed here is @pplicable for the creation of protocol-specific annexes. The follqwing
shows some EDDL examples of how Connection Point declarations follow this naming
convention.

COLLECTION-~EonnectionPoint MAC

{

1ABEL "<Label>";

EMRERC
Jhezmpaes

}

p=pavey

{
MAC,
VALID

COLLECTION ConnectionPoint IPv4

{

LABEL "<Label>";
MEMBERS
{

MAC,
Ipv4,
VALID
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COLLECTION ConnectionPoint TCPUDP

{

LABEL "<Label>";
MEMBERS

}

{
MAC,
1P,
PORT,
VALID

COLLECTION ConnectionPoint PROFINET

{
]

1

}

COLL]
{

N

}

A3

A.3.1

The
proto
spec
Serv
one

diffen
Serv

LABEL "<Label>";
EMBERS

MAC,

1P,
PORT,
DNSNAME,
VALID

L[CTION ConnectionPoint HTTP

LABEL "<Label>";
[EMBERS

MAC,
1P,
PORT,
URL,
VALID

FDI Communication Package definition

Communication services

actual communigation service is always implemented in accordance with the sp

fied by the, - protocol-specific annexes. So, the actual implementation

prCommuuicationDeviceType or GatewayCommunicationDeviceType can support
protocal( Thus, if an FDI Communication Server or Gateway is able to support my
ent -protocols, it shall describe separate GatewayCommunicationDeviceType
prCommunicationDeviceTypes. The need to define protocol-specific service

repre

beific

col. This is reflected by the different semantic of the communication service argunpents

bf a
just
Itiple
5 or
sets

sents the demand to separate the Connection Point and Network-related COMPON

ENT

defin

itions described in A.3.2 and A.3.3.

A.3.2 Connection Point

The FDI Communication Package shall contain separate Connection Point descriptions for

each

supported protocol.

A.3.3 Network

The relation between the COMPONENT describing the network and the COMPONENT
describing the Connection Point enables generic communication path detection and generic
topology configuration. Thus, the FDI Communication Package shall contain a separate

COM

PONENT definition for each supported Network (protocol).
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A.4 Representation in the IM

Connection Points sharing a certain set of address formation may contain redundant address
information, for example the IP address is the same for the SNMP and PROFINET 1/0.

If a Device and an FDI Communication Server share a set of protocols, then that Device and
FDI Communication Server are associated through multiple separate networks.

A Device supporting multiple protocols can be connected to different FDI Communication
Devices that support only one protocol.
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Annex B
(normative)

Namespace and mappings

This annex defines the numeric identifiers for all of the numeric Nodelds defined in this
document. The identifiers are specified in a CSV file with the following syntax:

<SymbolName>, <Identifier>, <NodeClass>

Whe e tte—SyrmboiName s either the BrowseNameof a—fype Nodeor the BrowsePathifpr an
Instapce Node that appears in the specification and the Identifier is the numeric value-fgr the
Nodgld.

The BrowsePath for an Instance Node is constructed by appending the BrowseName df the
instance Node to the BrowseName for the containing instance or type./An undersgcore
character is used to separate each BrowseName in the path.

The [NamespaceUri http://fdi-cooperation.com/OpcUa/FDI7/ is applied to Nodelds defined
here

The €SV released with this version of ifie' document is provided by FieldComm Group™)| see
httpsf//www.fieldcommgroup.org. An “electronic version of the complete Information Model
defingd in this document is alsoxprovided. It follows the XML Information Model Schema
syntgx defined in IEC 62541-6.

The Jnformation Model Schéma released with this version of the document is providgd by
FieldComm Group™.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 7: Communication devices

FOREWORD

2021

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comy
national electrotechnical committees (IEC National Committees). The object of IEC is")to/pr

end and in addition to other activities, IEC publishes International Standards, Technical Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National'Committee inte
in [the subject dealt with may participate in this preparatory work. International, governmental and
gojernmental organizations liaising with the IEC also participate in this preparationy{EC collaborates d
with the International Organization for Standardization (ISO) in accordance withyconditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as né€arly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical cdmmittee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content

Publications is accurate, IEC cannot be held responsible for’the way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirynational and regional publications. Any diver
befween any IEC Publication and the corresponding pational or regional publication shall be clearly indicg
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, aecess to |IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have,the latest edition of this publication.

Nd liability shall attach to IEC or its\directors, employees, servants or agents including individual exper
mgmbers of its technical committees and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to-the/Normative references cited in this publication. Use of the referenced publicati
indispensable for the.correct application of this publication.

Atfention is drawn-to the possibility that some of the elements of this IEC Publication may be the sub
patent rights..IEC-shall not be held responsible for identifying any or all such patent rights.
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This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) support for generic protocol extension for faster adoption of other technologies;

b) support of new protocols;

c) generic protocol extension to allow adoption of other communication protocols;

d) based on generic protocol extension: Modbus RTU.
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The text of this International Standard is based on the following documents:

FDIS Report on voting
65E/764/FDIS 65E/774/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A lisfj of all parts in the 62769 series, published under the general title Field Device Integnation
(FDI), can be found on the IEC website.

The ¢gommittee has decided that the contents of this document will remain unch@nged untjl the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the-data related to
the specific document. At this date, the document will be

e rgconfirmed,

—

e withdrawn,

-

¢placed by a revised edition, or

e amended.

IMPIORTANT - The 'colour inside' logo on the.cover page of this publication indicates
thal it contains colours which are considered to be useful for the corfect
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

The |IEC 62769 series has the general title Field Device Integration (FDI) and the following
parts:

— Part 1: Overview

— Part 2: FDI Client

— Part 3: FDI Server

— Part 4: FDI Packages

Pert-5—FBtinformatiomvtodet

Plart 6: FDI Technology Mapping

Plart 7: FDI Communication Devices

Plart 100: Profiles — Generic Protocol Extensions

Plart 101-1: Profiles — Foundation Fieldbus H1

— Pprt 101-2: Profiles — Foundation Fieldbus HSE

Plart 103-1: Profiles — PROFIBUS

Plart 103-4: Profiles — PROFINET
Plart 109-1: Profiles — HART and WirelessHART
Plart 115-2: Profiles — Protocol-specific Definitions for Medbus RTU
Plrt 150-1: Profiles — ISA 100.11a
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FIELD DEVICE INTEGRATION (FDI) -

Part 7: Communication devices

1 Scope

This

part of IEC 62769 specifies the elements implementing communication capabilities called

Compmunication Devices (IEC 62769-5).

The

bverall FDI architecture is illustrated in Figure 1. The architectural components that are

withih the scope of this document have been highlighted in this illustration. (he document
scopg with respect to FDI Packages is limited to Communication Devices. The.Communicjation
Server shown in Figure 1 is an example of a specific Communication Devige.

User Interface
Description

FDI Elient

uiD
Interpreter

uIP
Services

User Interface
Plug-in

Device Access
ervices

oSt SETvIeES

User Interface Services

Platform Ul Servicés
(Drawing, Input Devices)

K OPC UA

C

QRC.UA Client

[d
[EDI Package
FDI Package
; Useér . User
Device Business
Definition i Cf Logic Interface
Description 9 Plug-in

T

FDI Server

\.
| J

OPC UA/Services

Business Logic
Interface

4 Jlnfor ation Model Managgefment

4 Business Logic

Processor
\ 4

Business

Logic

| System Services

System
Communication <—

OPC UA

Services

OPC JA
Servicps

:l Specified by this part of this International Standard
:l Specified by other parts of this International Standard
:l Not specified by this International Standard

Hardware

Data
Store

Figure 1 — FDI architecture diagram
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and
are indispensable for its application. For dated references, only the edition cited applies. For
undated references, the Ilatest edition of the referenced document (including any
amendments) applies.

IEC 61804-3, Function blocks (FB) for process control and Electronic Device Description
Language (EDDL) — Part 3: EDDL syntax and semantics

IEC 62541 (all parts), OPC Unified Architecture

IEC 62769-1, Field Device Integration (FDI) — Part 1: Overview

IEC €2769-2, Field Device Integration (FDI) — Part 2: FDI Client

IEC ©2769-3, Field Device Integration (FDI) — Part 3: FDI Server

IEC ©2769-4:2020, Field Device Integration (FDI) — Part 4: EDI Packages

IEC $2769-5, Field Device Integration (FDI) — Part 5. FDI Information Model

3 Terms, definitions, abbreviated terms“and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62769-1 as w¢ll as
the following apply.

ISO Ind IEC maintain terminplogical databases for use in standardization at the follqwing
addresses:

e |EC Electropedia: (@vailable at http://www.electropedia.org/

e |30 Online brewsing platform: available at http://www.iso.org/obp

3.1.1

protgcols

gateway
com;Funication device that enables to bridge between different physical networks or different

3.2 Abbreviated terms

For the purposes of this document, the abbreviated terms given in IEC 62769-1 and the
following apply.

HTTP Hypertext Transfer Protocol
IP Internet Protocol
PHY Physical communication hardware

SNMP Simple Network Management Protocol
TCP Transmission Control Protocol
URI Uniform Resource ldentifier
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3.3

Conventions

For the purposes of this document, the conventions given in IEC 62769-1 apply.

This document uses the graphical notation defined in IEC 62769-5.
4 General
The abstract term "FDI Communication Device" represents an entity impleme

nting

communication functions over a network using a specific protocol. The group of FDI

Comfnunication DEVICes Splits Into tTwo main groups.

a)

b) The FDI Communication Gateway enables to bridge between different physical nety

o

—

S

NOTE| The main differences between a Gateway and a Carmmunication Server
in terrhs of FDI, the FDI Communication Server is a dedicated OPC UA Server providing access to one of
field device networks. A Gateway is a communication device that enables, ‘to’ bridge between different ph

netwo

Informjation Model enables the FDI Server to process communication in heterogeneous network topologies.

Rat is provided with an FDI Communication Package. The FDI Communication Gatew

he FDI Communication Server is a dedicated OPC UA Server providing accessS.te’ o
ore field device networks. The FDI Communication Server is specified in Clause 7.

[ different protocols. The bridging business logic is implemented in the [EDD compq

becified in Clause 8.

ks or different protocols. The logical representation of a Gateway‘device within the FDI Server |

ne or

vorks
nent
ay is

are:

more
ysical
osted
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FDI Server

Information Model

CommunicationServerType:
CommunicationServerName

’ SubDevices

FDI »
icati OPE UA® ServerCommunicationDeviceType.
o\

Communication
Server . T *e Network_B_Channel

Communication
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ServerCommunicationService Type:
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|

: t‘ NetworkType:
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g g g CommunicationGatewayType.
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o CP_Gt ") Fl G101

IEC

Figure 2 — FDI communication infrastructure architecture

n Cft e naotwaork tan !Ogy.

TCTVWOoOTIT—toP

The FBH-Serverhosted ati S e A
(see also IEC 62769 -5). The Informat|on Model shown in Figure 2 is an example excerpt to
illustrate how the used elements of the Information Model reflect the actual network topology.

1) The instance of CommunicationServerType (named CommunicationServerName)
represents the FDI Communication Server. The FDI Communication Server implements
physical communication network access (Communication hardware). Clause 7 describes
related Information Model specifics, required FDI Communication Package content and
handling of elements therein. For sub-devices, see IEC 62769-5.

2) The instance of ServerCommunicationDeviceType and ServerCommunication-ServiceType
(named Network_B_Channel) maps to the FDI Communication Server implemented
communication services. The ServerCommunicationDeviceType is specified in 7.3.3. The
ServerCommunicationServiceType is specified in 7.3.4.
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3)

4)

5)

6)

7)

5.1

The instance of CommunicationGatewayType (named Gateway B1) represents the
physical Gateway. Clause 8 describes the related Information Model specifics, the
required FDI Package content and the handling of elements therein.

The instance of GatewayCommunicationDeviceType (named Module 1) maps to a physical
or logical module enabling communication to the network to which this module is
connected. The GatewayCommunicationDeviceType is specified in 8.3.2.3. The related
Gateway specifics are described in Clause 8.

The instance of GatewayCommunicationServiceType (named
CommunicationServiceProvider_G) represents the Gateways' ability to process
communication services. The Gateway-specific implementation of

ale\ ommunicationSe ice pe | based on B ne aYall nNa enaples ) run

cpmmunication services in heterogeneous communication networks.

A communication relation (more details are described in Clause 6) between{a-physical
device and the device representation managed by the FDI Server is always_associated to
cpmmunication service objects that are instances of a
GatewayCommunicationServiceType or ServerCommunicationServiceType: The abillty of
instantiating multiple communication service objects supports protocols enablds to
operate multiple logical connections between a bus master and a device.

he Information Model represents the connections between the physical devices shown on
the left side of Figure 2 based on instances of ConnectionPointType NetworkType an{d the
epicted relations. ConnectionPointType and NetworkType are specified in IEC 62769-5.

EDI Communication Package

General

The FDI Server imports the FDI CommunicationcPackage like any other FDI Device Package.

Clausge 5 specifies the FDI Communication Package details.

5.2

5.2.1 General rules

EDD

The FDI Communication Package contained EDD is not restricted, but bound to a profocol-

specific annex (IEC 62769-4:2020, Annex F).

The EDD elements as.specified in IEC 62769-4:2020, Annex F, and provided with an FDI

Communication Package shall describe:

a)

b)

c)

d)

Parameter .and parameter structures. Mandatory protocol-specific parameter definitions
are foundimIEC 62769-4:2020, Annex F. The parameters shall contain any parametef that
requires-adjustment for proper communication service operation.

Physical Layer identification. Protocol-specific definitions are found in IEC 62769-4:2020,
nex F.

Communication devices' modularity: The modularity information shall be based on using
the EDDL constructs COMPONENT (see IEC 61804-3).

FDI envisions communication device modularity to cope with communication hardware
providing multiple physical or logical communication channels to access multiple logical or
physical communication networks. Each module element of the whole communication
device shall be described by a separate EDD element.

The COMPONENT definition shall be used to support the system implemented topology
configuration. Protocol-specific definitions are found in IEC 62769-4:2020, Annex F. The
related COMPONENT definitions are described in 5.2.2, 5.2.3, 5.2.4, and 5.2.7.

The Business Logic shall contain a method enabled to validate the network (see 5.2.8).
The validation function considers the elements only directly connected to the network. The
validation function shall be referred by the EDDL specified CHECK_CONFIGURATION
attribute.
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e)

g)

5.2.2 Device component

Each| FDI Communication Package shall contain an EDD element describing the device.

COMPPNENT <DeviceComponentId>

COMPPNENT RELATION <Communic@tionDeviceRelationId>
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The Business Logic can contain a method enabled to validate the module configuration
(see 5.2.9) or the network configuration (see 5.2.8). The validation function considers the
elements only directly connected to the related parent element in the topology. The
validation function shall be referred by the EDDL specified CHECK_CONFIGURATION
attribute.

Connection Point data: The Connection Point (see 5.2.4 and 5.2.6) shall be described
through EDDL constructs COMPONENT, COLLECTION and VARIABLE. The
COMPONENT definition associates the Connection Point element to the Communication
Device. The VARIABLE definitions represent the properties of a specific Connection Point.
The COLLECTION represents the Connection Point structure as such. Protocol-specific
definitions are found in IEC 62769-4:2020 Annex F.

MENU:

The Menu structure shall follow the Menu conventions for PC-based appli¢ations in
apcordance with IEC 61804-4, which enables access to:
1

FDI Communication Device Type (Bus) parameters: These parameters shall be made
accessible by means of "offline_root_menu".

2) Topology Configuration Dialogs shall be made available by means of the menu gentry
point "topology_configuration”.

1ABEL "<Label>";

AN DELETE TRUE;

HECK CONFIGURATION <ValidateModules>;
LASSIFICATION NETWORK COMPONENT;
OMPONENT RELATIONS

<CommunicationDeviceRelationftd>

LABEL "Relation type .description";
ELATION TYPE CHILD\COMPONENT;
DRESSING {<AddressVar>}

MPONENTS

~ QP x

<CommuniegtionDeviceComponentId>
{
AUTO-CREATE <autoCreate>;
REQUIRED RANGES
{
<AddressVar>{ MIN VALUE <AddrMin>; MAX VALUE <AddrMax>;}
}

}
}
MINIMUM NUMBER <minNumber>;
MAXIMUM NUMBER <maxNumber>;

<DeviceComponentId>: The COMPONENT identifier identifies the component description for
the device type.

<Label>: The string value shall contain a string that allows a human user to determine the
function of the FDI Communication Server object.
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<ValidateModules>: The Value refers to the METHOD implementing the module topology
configuration validation function. Implementation details are specified in 5.2.9.

The attribute COMPONENT RELATIONS allows to describe how modules can be connected. The
definition of the COMPONENT RELATIONS is optional. If used, it shall describe the relations to
the CommunicationDevice definitions. The construct enables generic FDI Server-driven
(device) topology configuration to be performed. Syntax details are described in IEC 61804-3.
The subsequent text describes the semantic use of the COMPONENT RELATION construct.

<CommunicationDeviceRelationId>: The attribute value identifies the
COMPONENT—RELATION definition—deseribi . .
and the CommunicationDevice component.

<CommunicationDeviceComponentId>. The attribute value has to match with a
COMPONENT identifier used in a COMPONENT declaration that~ ldescribes a
CompmunicationDevice (see 5.2.3).

<autpCreate>: The attribute value describes the number of(CommunicationDevice
components that can be automatically instantiated with the Device component.

<minNumber>/<maxNumber>/<autoCreate>: The attribute yalues define the instantiation
consfraints. The definition of these attributes is optional.. The attribute values can contain
cond|tional expressions.

The RELATION TYPE shall be set to CHILD COMPONENT:

<Addlressvar>: The attribute value is a reference to a VARIABLE declaration. This VARI]RBLE
holdg the address value for a CommunicationDevice instance. The definition of this attribiite is
optiopal.

<AddlrMin>/<AddrMax>: Values define the address value range for a CommunicationDgvice
instahce. The value can for example correspond to a physical slot number. Usage of attriputes
ADDRESSING and REQUIREDCRANGES enables generic configuration routines.

5.2.3 CommunicationDevice component

Each| FDI Communication Package shall contain at least one EDD element describing at |least
one CommunicatignDevice component. A modular communication hardware structure shall be
descfibed by multiple CommunicationDevice COMPONENT descriptions:

COMPPNENT «CommunicationDeviceComponentId>
{
1LAREL"<Label>";

ANVYDELETE <CanDelete>;
CLASSIFICATION NETWORK COMPONENT;
COMPONENT_RELATIONS

{

<CommunicationServiceProviderRelationId>

}
}

COMPONENT RELATION <CommunicationServiceProviderRelationId>
{
LABEL "Relation between CommunicationDevice and communication service provider";
RELATION TYPE CHILD COMPONENT;
ADDRESSING {<AddressVar>}
COMPONENTS
{
<CommunicationServiceProviderId>

{
AUTO_CREATE <autoCreate>;
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}
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}

MINIMUM NUMBER 1;
MAXIMUM NUMBER <maxNumber>;

<CommunicationDeviceComponentId>: The COMPONENT identifier identifies
CommunicationDevice component.

2021

the

<Label>: The string value shall contain a human-readable string that allows a user to easily

deter

mine the function of the CommunicationDevice component.

<Canpelete>: Allowed values are TRUE or FALSE. It depends on wheth(lar a

CommunicationDevice needs explicit configuration or whether the related comniunig
servite provider object shall be automatically instantiated with the CommunicatienDevi
the afttribute CAN DELETE is set to FALSE, the CommunicationDevice configuration is stati

The Hdefinition of the COMPONENT RELATIONS is mandatory. It describes’ the relation t

ation
ce. If

h
.

b the

comrpunication service provider definition. The construct enables the/FDI Server to instantiate

comrhunication service provider components in accordance with-communication proce

demd
sems3

<CommunicationServiceProviderRelationId>: The “Yattribute value identifies

COM

nds. Syntax details are described in IEC 61804-3. The subsequent text describe
ntic use of the COMPONENT RELATION construct.

PONENT_RELATION definition as such.

5sing
5 the

the

<CommunicationServiceProviderId>: The .. attribute value has to match with a

COM

servite provider (5.2.4).

<autfoCreate>: The attribute value desecribes the number of communication service prov

that

The 1

The PROTOCOL attribute_shall not be set.

5.2.4 Communication service provider component

Each

one EDD element describing the communication service provider. The EDD component
not define any configuration parameter.

COMP

PONENT identifier used in a COMPONENT declaration that describes a communid

an be automatically instantiated with the CommunicationDevice component.

ELATION TYPE shall be.$étto CHILD COMPONENT.

FDI Communication Package describing a Communication Device shall contain at

ation

iders

least
shall

NENT <CommunicationServiceProviderId>

{

LABEL "<Label>";

BYTE ORDER <byteOrder>;

CAN DELETE <CanDelete>;

CLASSIFICATION NETWORK COMMUNICATION SERVICE PROVIDER;

COMPONENT RELATIONS <CommunicationServiceProvidersConnectionPointRelationId>
{

<ConnectionPointRelationId>

}

}

COMPONENT RELATION <CommunicationServiceProvidersConnectionPointRelationId>

{

LABEL "Relation between communication service provider and connection point";
RELATION TYPE CHILD COMPONENT;

ADDRESSING {<AddressVar>}

COMPONENTS
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{

}

< ConnectionPointId>
{
AUTO CREATE 1;
}

MINIMUM NUMBER 1;
MAXIMUM NUMBER 1;

}

<CommunicationServiceProviderId>: The COMPONENT identifier identifies
communication service provider.

the

<Lab

deteimine the function of the communication service provider object.

<Can
servi
demd
provi
attrib
capa

<byt]
into
shall

The
Conn
topol
desc

The

provi
comr
AUT
capa

<Com|
ident

<Con
for a

1>: The string value shall contain a human-readable string that allows a usenrto g

Delete>: Allowed values are TRUE or FALSE. It depends on whethercasecommunic
ce provider can be flexibly instantiated according to the communijcation proce

der component instantiations is static. The instantiation constraints’ declared throug
utes AUTO_CREATE, MINIMUM_NUMBER and MAXIMUM_NUMBER correspond t
bilities of currently supported protocols.

Order>: The value enables generic integration of n-byte data types (e.g. 4-byte int
he communication message payload. The attribute value describes the byte orde
be either BIG_ENDIAN or LITTLE_ENDIAN.

definition of the COMPONENT RELATIONS is. ‘nandatory. It describes the relation t
ection Point definition. The construct enables to perform generic, FDI Server-d
pgy configuration. Syntax details are.described in IEC 61804-3. The subsequent
ibes the semantic use of the COMPONENT RELATION construct.

der and there shall be exactly one (1) Connection Point instance connected tq
hunication service provider.,The instantiation constraints declared through the attril
D CREATE, MINIMUM ;NUMBER and MAXIMUM_NUMBER correspond to
bilities of currently supported protocols.

municationSefvi¥ceProvidersConnectionPointRelationId>: the attribute
fies the COMPONENT_RELATION declaration as such.

nectienPointId>: the attribute value has to match with a COMPONENT identifier
COMPONENT declaration that describes a Connection Point (see 5.2.5).

asily

ation
5sing

nds. If the attribute CAN DELETE is set to FALSE, the number of éommunication sdrvice

h the
b the

bger)
and

b the
riven
text

Connection Point shall automatically be instantiated with the communication sedrvice

the
butes
the

alue

used

The

ELATION TYPE Shattbesetto cHITD COMPONENT:

The PROTOCOL attribute shall not be set.

5.2.5

Connection Point component

Each FDI Communication Package describing a Communication Device shall contain one
EDD element describing one Connection Point for each of the protocols that are supported by
the Communication Device:

COMPONENT <ConnectionPointId>

{

LABEL "<Label>";
CAN_DELETE FALSE;
CLASSIFICATION NETWORK CONNECTION POINT;
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PROTOCOL <ProtocolId>;
CONNECTION POINT <ConnectionPointCollectionId>;
}

<ConnectionPointId>:
component declaration.

the COMPONENT identifier identifies the Connection Point

<Label>: the string value shall contain a string that allows a human user to determine the
function of the Connection Point component.

<ProtocolID>: the value of this attribute indicates the communication capability, which
allows—the-EDl-Serverto-find-otherdevice bes—that-can-be—connected—to-the—-netwe sing
the dame type of protocol. For standardized protocols, the value is defined by the.related
fieldhus organization.
<ConjnectionPointCollectionId>: the attribute value is a reference to a. COLLECTION
decldration that describes the data structure of the Connection Point as described in 5.2.6.
5.2.6 Connection Point collection
Each| EDD describing the Connection Point of a communication~dévice shall describ¢ the
COLLECTION element that describes the attributes that shall appear in the Information Model
reprgsentation of the Connection Point. The protocol specific‘data exposed by the Conngction
Poin{ identifies the device type and its network address.
COLLECTION <ConnectionPointCollectionId>
{

1ABEL "<Label>";

YEMBERS

<AddressAttributeName>, <AddresgsAftributeVariableId>;
VALID <VALID VariableId>;

}
<ConphectionPointCollectionId*) the identifier of the COLLECTION is referred by the
CONNECTION_POINT attribute value defined in 7.7.3.5.
<Labe1>: the label identifies the Connection Point in a human readable way.
<AddressAttributeName>/<AddressAttributeVariableId>: the MEMBER section refers
to the VARIABLE«definitions describing the address attributes implemented by a Conndction
Poin{. The content*of the MEMBER section is protocol-specific.
<VALID>/<VALID VariableId> is a Collection member referring a Boolean VARIABLE
holdipg/the’ validation status that shall be set by the ValidateNetwork Action (see 5.2.8).

5.2.7

Network component

Each FDI Communication Package describing a Communication Device shall contain one
EDD element describing one Network for each of the protocols that are supported by the
Communication Device. The definition supports the network topology engineering:

COMPONENT <NetworkComponentId>

{
LABEL "<Label>";
CAN DELETE TRUE;
CHECK_ CONFIGURATION <Validate>;
CLASSIFICATION NETWORK;
PROTOCOL <ProtocolId>;
COMPONENT RELATIONS
{

<NetworksConnectionPointRelationId>
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}

COMPONENT RELATION <NetworksConnectionPointRelationId>

{

LABEL "Relation between network and connection point";
RELATION TYPE CHILD COMPONENT;

ADDRESSING {<AddressVar>}

COMPONENTS

{

<ConnectionPointId>

{
REQUIRED RANGES

M4

<Net]
decls

<Lab

detemine the function of the Network component.

<Val
confi

<Pro|
can |
the v|

The
Conn
gene
desc
COMH|

<Net
COM

<Con
for a

{
<BusAddressVar>{ MIN VALUE <BusAddrMin>; MAX VALUE <BusAddrMax>;}

}
}

NIMUM NUMBER 1;
AXIMUM NUMBER <maxNumber>;

workComponentId>: the COMPONENT identifier identifies(jthe Network compq
ration.

1>: the string value shall contain a human-readabletstring that allows a user to g

idate>: the value refers to the METHOD implementing the network top
juration validation function (see 5.2.8).

tocolID>: the value of this attribute allews the FDI Server to find other device types
e connected to the network using thessame type of protocol. For standardized prota
plue is defined by the related fieldbds organization.

definition of the COMPONENT_RELATIONS is mandatory. It describes the relation t
ection Point definition and_by that the capabilities of a network. The construct en
ric FDI Server-driven network topology configuration to be performed. Syntax detail
ibed in IEC 61804-3. The subsequent text describes the semantic use of
ONENT RELATION-CONstruct.

worksConnedtionPointRelationId>: the attribute value identifies
PONENT<RELATION definition.

nectionPointId>: The attribute value has to match with a COMPONENT identifier

nent

asily

blogy

that
cols,

b the
hbles

5 are
the

the

used

CO@MPONENT declaration that describes a Connection Point (see 5.2.4).

<maxNumber>: The attribute value limits the number of Connection Points that can be
connected to the network. The attribute values can contain conditional expressions.

The RELATION TYPE shall be set to CHILD COMPONENT.

<BusAddressVar>: The attribute value is a reference to a VARIABLE declaration. This
VARIABLE holds the network address value for any device that is connected to the network.

<Bus

AddrMin>/<BusAddrMax>: Values define the network address value range.
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ValidateNetwork

The method ValidateNetwork represents the Communication Device implemented Business
Logic that validates a current network topology. The ValidateNetwork method handles any
necessary dependencies related to bus parameters. The implementation of related EDDL
logic is based on the EDDL Built-in function ObjectReference, which enables the analysis of a
set of child instances (Connection Point instances). The validation logic shall set the <VALID>

attrib

ute of the Connection Point instance that has passed the validation.

The implementation of ValidateModules is optional if the module setup is either static or if the
configuration rules defined in the COMPONENT construct are sufficient to configure the

moduy

Table 1 shows the ValidateNetwork Action Arguments.

Sigr:’Eture
lidateNetwork (

fesetup:

[out] Integer ServiceError,
[out] String ErrorMessage);

Table 1 — ValidateNetwork Action argunients

Argument Description

Sery|

ceError 0: OK

-1: Failed / the Connection Point that did not pass the validation is indicated by
<VALID> attribute () value set o false.

Remark: The argument values correspond to the error codes specified in
IEC 61804-3 named BI~SUCCESS (value = 0) and BI_ERROR (value = -1). Thg
Action returns the ServieeError result using the "return" statement.

the

ErrofMessage If the method retunfis ‘an empty string (NULL), the Action call succeeded. In the

case of an error,'the Action can return a description of the problem.

5.2.9
The

relatgd EDDL logic isg/based on the EDDL Built-in function ObjectReference, which enab

set o
mody
cons

NOTE|

ValidateModules

method ValidateModules validates the current module setup. The implementation @
f child instances to be analyzed. The implementation of ValidateModules is optional

le setup is \either static or if the configuration rules defined in the COMPON
ruct are safficient to configure the module setup.

The~decision whether ValidateModules is needed or not is vendor-specific.

Tablg 2 shows the ValidateModules Action Arguments.

f the
les a
f the
ENT
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Signature

ValidateModules (

[out] Integer serviceError,
[out] String ErrorMessage);

Table 2 — ValidateModules Action arguments

Argument Description

ServiceError 0: OK

-1: Failed / the Connection Point that did not pass the validation is indicated_by
<VALID> attribute () value set to false.

Remark: The Argument values correspond to the error codes specified in

IEC 61804-3 named BI_SUCCESS (value = 0) and BI_ERROR (value's -1). Th
Action returns the ServiceError result using the "return" statement.

—

he

1

ErrofMessage If the Action returns an empty string (NULL), the method call succeeded. In the

case of an error, the Action can return a problem description.

5.2.1
The

0 UIP specifics

and parameterization.

5.2.1

The
matc
IEC ¢

6 (

The

1 Deployment

FDI Server imports the FDI Communication Package. The handling of EDD and UIP
2769-3).

flommunication relations

purpose of a communication device and its communication services is to exch

FDI Communication Package can contain the UIP to stpport, for example, diagngstics

parts

hes with the import procedure performedfor the FDI Package (see IEC 62769-2 and

ange

information between the physical device and the device representation managed by the FDI

Serv
estal]
betw
Com
conn

pr. The information exchange is managed via communication relations, see Figure
lished communication relation represents the capability to exchange inform

Bctions.

8. An
lation

ben the FDI Server=managed device representation and the physical device. The use of a
munication Relation allows abstracting from protocol specifics typically used to manage
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FDI Server
k e, .)
Information Model
Communication
Relation CommunicationServerType:
CommunicationServerName
‘ SubDevices
FDI
Communication A . T
QOPC'UA . — - -
Server / . ServerCommunicationDevice Type.
Communication L v . commuanicationoevicenarrie
Services . "o
0 LS
Hardware Driver : ServerCommunicationService Type:
CommunmicationServiceProvider_B
PHY . .
stwork B CoznectionPointType:
: CP_B_Master
* .
k NetworkType:
Network_B
< L[]
l‘ ConnecﬂoanintType: DeviceType:
FI B101 GP BT *..| ,) FI B101
ConnectionPointType: DeviceType:
CP_B2 FI B102
X

NOTE|
the col

The
comr
invok

The
The
spec
when
scan

Figure 3 —@€ommunication relation

1 The core of information exchange-happens between the device connected to the physical netwo
Fresponding instance within the Infoermation Model but does not cover the complete device application.

following state chartl (Figure 4) describes the general state flow for a s
hunication relation.. The diagram also shows which communication services ca
ed during a "CR Qnline" state.

Abortindication” shown in Figure 4 can be detected in different protocol-specific
bne specified for any communication device is bound to the serviceErrors returned b
fied communication services. Even the Scan method can determine a connection
the-device for which a communication relation has been activated does not appea
result.

IEC

k and

ingle
n be

vays.
y the
loss,

in a
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Scan() SetAddress()

CR Offline

Connect()  pisconnect() Abortindication

CR Online

NOTE

7 F
7.1
In te

acce
a Ma
repre

The

IEC

Figure 4 - Communication relation state chart

2 The management of communication relations is optional.
‘DI Communication Server definition

General

dular Device where each module (also./Called CommunicationDevice in the sequ
sents the access point to one network.

Modular Device itself represents the FDI Communication Server as a whole.

General characteristics

FDI Communication—’ Server implements characteristics for each of
municationDevices_‘specified in 7.3.3. Additionally, an FDI Communication S
ments the following-characteristics:

he FDI Seryér always synchronizes (see 7.5, 7.8.8, and 7.8.11) the FDI Communic
erver hosted Information Model from the FDI Server hosted Information Model conte

ommunicationDevices can be statically instantiated or they can be created/deleted bj
D| Server.

rms of FDI, the FDI Communication Serverlis a dedicated OPC UA Server progding

5s to one or more field device networks. Each FDI Communication Server is modell¢d as

nce)

its
erver

ation
nt.

y the

ommunication between the FDI Server and the FDI Communication Server is basq

d on

OPC UA. OPC UA specifies a wire protocol for its services that can be implemented on
arbitrary platforms and runtime environments.

e To avoid race conditions, the FDI Communication Server only allows one FDI Server being
connected at a time. With this restriction an FDI Communication Server can refrain from
any synchronization (locking) mechanism. The FDI specification does not enforce FDI
Communication Servers implementing any interlocking mechanism to manage concurrent
access to a single device connected to the physical network.

7.3
7.3.1

Information Model

General

Subclause 7.3 specifies the FDI Communication Server hosted Information Model.


https://iecnorm.com/api/?name=7f31b71599e502c98978f4873c65b267

- 24 — IEC 62769-7:2021 © IEC 2021

An FDI Communication Server is an OPC UA Server that encapsulates communication
hardware and provides standardized communication ability. The FDI Server connects to the
FDI Communication Server as an OPC UA Client and accesses the networks supported by the
FDI Communication Server via the FDI Communication Server information model. The task of
the FDI Communication Server is to expose this information model. The FDI Communication
Sever shall not maintain Device Instances or network topology information. All interaction with
FDI devices is done through the FDI Server and just transferred by the FDI Communication
Server.

For the FDI Server, an FDI Communication Server looks like a device that supports FDI
Communication Services and uses OPC UA to communicate. The FDI Communication Server
may fun Tocally on the same PC as the FDI Server (loop-back adapter) or remote in the| field
(e.g.|embedded into a controller). Like a device, each FDI Communication Server~hgs an
assogiated FDI Package. This FDI Package is used to create communication devi¢es ip the
Infornation Model of the FDI Server that represent access to the networks implementad by
the FIDI Communication Server.

The [nformation Model of an FDI Communication Server is based on the‘Information Model
defined in IEC 62769-5. Figure 5 replicates the Modular Device structufe-and illustrates How it
mapg into the overall AddressSpace. The modules represent the communication channgls of
the ADI Communication Server.
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’ Root ‘

’ Objects ‘

CommunicationServerType:
CommunicationServer MethodSet

) tarO ot
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Initialize

FolderType:
SubDevices AddComponent
RemoveComponent
ServerCommunication
DeviceType: MethodSet

ServerCommbDevice

‘ ParameterSet

SetAddress:

ResetScan

1

AddComponent

RemoveComponent

ServerCommunication

ServiceType: ) MethodSet
ServiceProvider
‘ ParameterSet

GetPublishedData

i

IEC

Figure 5 — FDI Communication Server AddressSpace

The CommunicationServerType (the root of the Modular Device) is a subtype of the
DeviceType. The MethodSet contains the methods Initialize, Reset, AddComponent and
RemoveComponent. The methods AddComponent and RemoveComponent are optionally
present if the FDI Communication Server supports the dynamic instantiation of elements in
the folder SubDevices.

All sub-devices are instances of the ServerCommunicationDeviceType defined in 7.3.3. The
instances of the ServerCommunicationDeviceType (ServerCommDevice) have a MethodSet
that can implement the methods SetAddress, Scan, AddComponent, RemoveComponent.
AddComponent and RemoveComponent are optionally present if the FDI Communication
Server supports a variable number of instances of the ServerCommunicationServiceType.

~

Formal definitions are found in 7.3.2, 7.3.3 and 7.3.4.
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7.3.2 CommunicationServerType

7.3.21 General

The CommunicationServerType is a subtype of the DeviceType and provides the methods
needed to manage the instances ServerCommunicationDeviceType. Figure 6 shows the
CommunicationServerType definition that is formally defined in Table 3 and Table 4.

DeviceType
CommunicationServer
Type
‘
| ParameterSet
. ‘
FolderType:
SubDevices ‘
IEC
Figure 6 — CommunicationServerType
Table 3 — CommunicationServerType definition
Attribute Value
BrowseName CommunicationServerlype
IsAbptract False
Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtlype of the DeviceType«defined in IEC 62541-100.
Has@omponent Object MethodSet BaseObjectType Mandatory
Has@omponent Object ParameterSet BaseObjectType Optional
Has@omponent Object SubDevices FolderType Mandatory
Table 4 — MethodSet of CommunicationServerType
Attribute Value
BrowseName MethodSet
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasComponent Method Initialize Mandatory
HasComponent Method Reset Mandatory
HasComponent Method AddComponent Optional
HasComponent Method RemoveComponent Optional
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The CommunicationServerType and each instance of this Type share the same Methods. The
Nodeld of these Methods will be fixed and defined in this document (see Annex B). FDI
Communication Server clients therefore do not have to browse for these Methods. They can
use the fixed Nodeld as the Methodld of the Call Service.

The additional Methods AddComponent and RemoveComponent add the ability to add or
remove instances of ServerCommunicationDeviceType according to the communication
hardware's structure. These services are not applicable if the FDI Communication Server
implements a static communication hardware structure.

The SubDevices folder contains instances of ServerCommunicationDeviceType that represent
the communication modules.

NOTE| The indication for a static communication hardware layout is indicated in the FD| Packagg with
COMHONENT attribute CAN_DELETE set to FALSE in COMPONENT declarations.

7.3.2.2 Reset Method

Reset is used to reset the communication hardware and related driver-software. Any ongoing
communication will be stopped immediately. All communication channels enter the closed
statup.

The Method Reset shall not be present in the FDI Server-haested Information Model. Theg FDI
Server shall be able to handle the shut-down procedure automatically according to
comrmunication demands.

Typigally, the FDI Communication Server operation includes some hardware and prdgtocol
drivef handling that can be independent fromiany modular structure. Because of| this
poss|bility, the Reset method is arranged undgrneath the CommunicationServerType. Fdr the
purpose of reducing the complexity of FDI ,€emmunication Server operation, only one Reset
methpd has been specified.

The gignature of this Method is specified below. Table 5 and Table 6 specify the arguments
and AddressSpace representation,‘tespectively.

Sig:Eture
set (
[out] Integer serviceError) ;

Table 5 — Reset Method arguments

Argument Description

serviceErrot 0: OK

=t Faited

Table 6 — Reset Method AddressSpace definition

Attribute Value
BrowseName Reset
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable OutputArguments Argument[] | PropertyType Mandatory
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7.3.2.3 Initialize Method

Initialize is used to initialize the communication hardware. The initialization function of the FDI
Communication Server shall use the parameterization data hosted by the ParameterSet that is
contained within the instance of the CommunicationServerType and all instances of
ServerCommunicationDeviceType.

In order to enable parameter changes during operation, the Initialize method can be re-
invoked. If the FDI Communication Server needs to reset its communication hardware, it shall
automatically restore any communication relation that existed. A modular FDI Communication
Server can flexibly initialize only those ServerCommunicationDeviceType instances for which
configuratiormrciranges trave beem detected:

The Method Initialize shall not be present in the FDI Server-hosted Information Moedel] The
FDI Berver shall be able to handle the start procedure automatically according. to human-
drivepn communication requests.

The FDI Communication Server operation can include some hardware -and protocol driver
hand]ing that can be independent from any modular structure. Because)of this possibility, the
Initialize method is arranged underneath the CommunicationServerype. For the purpoge of
reduging the complexity of the FDI Communication Server's opé@ration, only one Init|alize
methpd has been specified.

The $ignature of this Method is specified below. Table 7 @nd Table 8 specify the arguments
and AddressSpace representation, respectively.

Signpture
Initialize (
[out] Integer serviceEreor)
Table 7 - Initialize Method arguments

Argument Description

serviceError 0: OK
-1: Failed
Table 8 — Initialize Method AddressSpace definition
Attribute Value
BrowseName Initialize
Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule

HasProperty Variable OutputArguments Argument[] | PropertyType Mandatory

7.3.2.4 AddComponent Method

AddComponent shall be used to configure the modular setup of an FDI Communication Server
when the FDI Communication Server has no statically defined communication hardware setup.
This method shall be used to add a module (Instance of ServerCommunicationDeviceType).

The signature of this Method is specified below. Table 9 and Table 10 specify the arguments
and AddressSpace representation, respectively.
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Signature

AddComponent (

[in] String ModuleTypeName,
[in] String InstanceName,
[in] String Instancelabel,
[out] NodeId InstanceNodelId,
[out] Integer ServiceError);

Table 9 — AddComponent Method arguments

RIQUIIIEIII UEerIpIIDII

ModdileTypeName Type of module to be created as defined in the FDI Package. The modulestype
name shall correspond to one of the COMPONENT identifier definitions{(see 5.P.3).

InstgnceName Non-localized name of the module's Device Node of the created element. This
name has to be unique within the scope of the FDI Communication*Sérver's
Information Model.

InstancelLabel Human-readable label for the root Node of the created module:
InstgnceNodeld Callee-assigned identifier for the module's Device Node.
Serv|ceError 0-0K

-1 — E_InvalidType — a module for the specified\Type can not (not anymore) be
added

-2 — E_DuplicateName — there exists already a module with the same name as
specified with the InstanceName argument

-3 — E_UnknownType — an unknown\ModuleTypeName has been specified

-4 — E_LimitExceeded — the totaknumber of modules is exceeded
(this might be caused by poweér’constraints or other resource limitations)

Table 10 - AddComponent Method AddressSpace definition

Attribute Value
BrowseName AddComponent
Reéferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable InputArguments Argument[] | PropertyType Mandatory
HasRroperty Variable OutputArguments Argument[] | PropertyType Mandatory

7.3.2.5 RemoveComponent Method

RemgpveComponent  shall be used to remove a module (Instance of
ServerCommunicationDeviceType). Implementation of RemoveComponent is optional ilf the
comrmurticatiom trardware setup isstatic:

The signature of this Method is specified below. Table 11 and Table 12 specify the arguments
and AddressSpace representation, respectively.
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Signature
RemoveComponent (
[in] NodeId ModuleNodeId,
[out] Integer ServiceError) ;
Table 11 — RemoveComponent Method arguments
Argument Description

ModuleNodeld

The value is the identification of the existing instance in the Information Model.

ServieeErrof -0
-1: Failed, the specified node does not exist
Table 12 - RemoveComponent Method AddressSpace definjtion
Attribute Value
BrowseName RemoveComponent
Rgferences NodeClass BrowseName DataType TypéeDefinition ModellingRule
HasRroperty Variable InputArguments Argument[] | PropertyType Mandatory
HasRroperty Variable OutputArguments Argument[] |“PropertyType Mandatory
7.3.3 ServerCommunicationDeviceType
7.3.311 General
The BerverCommunicationDeviceType represents a communication channel for a particular
netwprk. The ServerCommunicationDeviceType is a subtype of the DeviceType.| The
ParameterSet for each instance of a“ServerCommunicationDevice will contain Paramgters
necepsary to configure the _operation of the network. Figure 7 shows| the
ServerCommunicationDeviceType “definition that is formally defined in Table 13| and
Figurde 14.
DeviceType
ServerCO{nmunication ’W‘
DeviceType
‘ e
- ParameterSet
} Scan
ServerCommunication }
ServiceType:
ServiceProvider
o
IEC

Figure 7 — ServerCommunicationDeviceType
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Table 13 — ServerCommunicationDeviceType definition

Attribute Value
BrowseName ServerCommunicationDeviceType
IsAbstract True
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the DeviceType defined in OPC UA Part DI.
HasComponent Object MethodSet BaseObjectType Optional
HasComponent Object ParameterSet BaseObjectType Optional
Has@omponent Object ServiceProvider ServerCommunicatio | Mandatory
nServiceType
HasRroperty Variable ListOfCommunicati String[] PropertyType Mandatory
onProfiles

The Property ListOfCommunicationProfiles contains a list of communication profiles supp
by the ServerCommunicationDevice. Valid strings are defined in IEC62769-4:2020, Anne

Table 14 — MethodSet of ServerCommunicationDeviceType

orted
X F.

Attribute Value
BrowseName MethodSet
IsAbptract True

Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasComponent Method Scan Optional
Has@omponent Method ResetScan Optional
Has@omponent Method SetAddress Optional
Has@omponent Method AddComponent Optional
Has@omponent Method RémoveComponent Optional

7.3.3.2 Scan Method

Scan| shall be used to start discovering devices connected to the physical network.
assogiations ,between the method Scan and the corresponding physical network conne
enabjes thenEDI Communication Server to access the correct physical network conne
The $can method is implemented by the Communication Server runtime module.

The
ction
ttion.

The signature of this Method IS specified below. Table 15 and Table 16 specily the argun
and AddressSpace representation, respectively.

1ents

NOTE 1 Communication Servers can run the network scan in a background task, so the invocation of the function
Scan will return cached network scan results.

NOTE 2 If the SCAN takes very long, the FDI Communication Server might return an empty TopologyScanResult
and the ServiceError 1 identifying that the scan is still running.
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[out] XmlElement TopologyScanResult,

[out] Integer

ServiceError)

Table 15 — Scan Method arguments

Argument

Description

TopologyScanResult

The argument value is an XML formatted string representing a list of devices
connected to the physical network. Each of the devices connected to the physi

cal

NEIWOrK 1S represented Dy a data structure matching with a connection Pomtn
Connection Point attributes are protocol-specific. The corresponding
topologyScanResult schema is specified in IEC 62769-4:2020, Annex F,

Returns an empty string for TopologyScanResult in the case of any ercor.

de.

Serv|ceError

0: OK / scan completed

1: OK / get complete scan result by calling Scan again
-1: Failed / not initialized

-2: Failed / not connected to a network

-3: Failed / no device found, the topologyScanResultlis empty

Table 16 — Scan Method AddressSpace definition

Attribute Value
BrowseName Scan
Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable OutputArguments Argument[] | PropertyType Mandatory

7.3.3.3 ResetScan Method

ResgtScan shall be used to-reset the internal cache of scan results. It will also can

running scan if the FDI Communication Server scan mechanism supports this.

cel a

The gignature of this Method is specified below. Table 17 and Table 18 specify the arguments
and AddressSpace tepresentation, respectively.

Signpture

setScan (

fout] Tnteger

ServiceFrror)

Table 17 — ResetScan Method arguments

Argument

Description

ServiceError

0: OK / scan reset

-1: Failed / not initialized

-2: Failed / not connected to a network
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Table 18 — ResetScan Method AddressSpace definition

Attribute Value
BrowseName ResetScan
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable OutputArguments Argument[] | PropertyType Mandatory
7.3.3.4 SetAddress Method

SetAfddress shall be used to change the network address (communication address)|of a
devide. The Communication Device shall ensure unique network address values.  If the
argument value of newAddress is already assigned to a device connected to the-physical
netwprk, the Communication Device shall return the argument serviceError. value| "-4:
Failed/duplicate Address error".
It depends on the protocol whether the address assignment service shall work even when a
comrunication relation is already established.
The pignature of this Method is specified below. The argumepntsfor SetAdress Method are
descfibed in Table 19.
Signpture
SletAddress (
[in] <0ldAddxess>,
[in] <NewAddress>,
[out] Int32 ServiceError) ;
Table 19 — SetAddress Method arguments
Argument Description
<OldAddress> Thisss a placeholder for a 1..n protocol-specific arguments representing the
existing protocol-specific network address of the device connected to the physigal
network. Values that represent a network address are specified in IEC 62769-4
2020, Annex F.
<NeWAddress> This is a placeholder for 1..n protocol-specific arguments representing the new
protocol-specific network address that shall be assigned to a device connected|to
the physical network. Values that represent a network address's arguments are
specified in IEC 62769-4:2020, Annex F.
Serv|ceError 0: OK/execution finished successfully
Other values that represent ServiceErrors are specified in IEC 62769-4:2020,
Annex F.
7.3.4 ServerCommunicationServiceType
7.3.4.1 General

Communication services provide the means to communicate with a Device or to, for example,
execute a Scan on a Network. Communication services are represented through Methods in
the Information Model (see IEC 62769-5).

The formal definition of ServerCommunicationServiceType is found in Figure 8, Table 20 and
Table 21.
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do not have to browse for these Methods. They can use the fixed Nodeld as the Methodld of

the Call Service.

Communication methods that include their Nodelds are uniquely defined in this document. FDI
Clients can use the Methods directly (without browsing). The OPC UA Call Service shall be

used as follows:

o the Methodld argument shall contain the fixed Nodeld of the Method;
e the Objectld argument shall contain the Nodeld of the MethodSet.

The [OPC UA StatusCode Bad_Methodlnvalid shall be returned from the Call Servic

elements where the communication methods are not supported.

ServerCommunication
ServiceType

MethodSet

- ParameterSet

GetPublishedData

Figure 8 — ServerCommunicationServiceType

Table 20 — ServerCommunicationServiceType definition

IEC

Attribute Value
BrowseName ServerCommunicationServiceType
IsAbptract
Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtlype of the DeviceType defined in OPC UA Part DI.

Has@omponent

Object

MethodSet

BaseObjectType

Mandatory

HasComponent

Object

ParameterSet

BaseObjectType

Optional

Attribute Value

BrowseName MethodSet
IsAbstract

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasComponent Method Connect Optional
HasComponent Method Disconnect Optional
HasComponent Method Transfer Mandatory
HasComponent Method GetPublishedData Optional

e for
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7.3.4.2 Connect Method

Connect shall be used to establish a communication relation to a device that is physically
connected to the Network. Establishing the communication relation may imply checks of
identification data that are part of the addressData with data inside the physical device. The
Communication Device performs this DeviceType match verification in accordance with a
corresponding network protocol standard. Related details are specified in IEC 62769-4:2020,
Annex F.

The devices' address is contained in the Connection Point of the corresponding Device
Instance within the Information Model (Device Connection Point). The communication relation
betwgemthe—informatiom—Modet=associated—device appticatiom—and—the—physicat—deyvite is
furthér on identified by the communication relation identifier. Details about how to managg the
statup of a communication relation is described in Clause 6. Connection Point désefiptions
may pe layered as described in Annex A.

NOTE|1 As the Nodeld is a unique identifier within the Information Model scope, the Nodeld of the Device
Conngction Point can be a unique identifier for any communication relation in the scépe‘of a communication
devicq.

NOTE|2 The term communication relation is introduced to describe the status of an infrastructure that epables
data gxchange between Information Model hosted data and a physical device(-fithe communication relation is
establjshed, data exchange is possible.

The sgignature of this Method is specified below. Table 22 specifies the arguments.

Signpture

Clonnect (

[in] ByteString CommunicationRelationId,
[in] <AddressData>,

[out] <DewviceInformation>,
[out] Int32 SexwiceError) ;

Table 22— Connect Method arguments

Argument Description

ComnpunicationRelationld Lhis is a client generated ID that is used to uniquely identify this connection.

This could be an index (e.g. a Nodeld) that the client (= FDI Server) needs in drder
to identify entries in its topology.

<AddgessData> This is a placeholder for a protocol-specific argument list that is used for the
address and optional device identification data (details described in IEC 62769
2020, Annex F).

4:

<Devicelnformration> This is a placeholder for a protocol-specific argument list in which the connect fesult
data are stored.

ServiceError 0: OK/execution finished, connection established successfully

Other values that represent ServiceErrors are specified in IEC 62769-4:2020, Annex
F.

7.3.4.3 Disconnect method

Disconnect shall be used to terminate a communication relation to a Device.

The signature of this Method is specified below. Attributes of the Disconnect method are
specified in Table 23. Disconnect is a synchronous method call.
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Signature
Disconnect (
[in] ByteString CommunicationRelationId,

[out] Int32

ServiceError) ;

Table 23 — Disconnect Method arguments

Argument

Description

CommunicationRelationld

Same ID as used in method Connect specified in 7.3.4.2.

ServigeErrot +-Okraisconneetfinishedsuceessfuty
Other values that represent ServiceErrors are specified in IEC 62769-4:2020,"Arjnex
F.
7.3.44 Transfer method
Trangfer shall be used to perform information exchange with a Device.
The gignature of this Method is specified below. All arguments are\specified in Table 24.
Signpture
TiIransfer (
[in] ByteString CommunicafionRelationId,
[in] <SendData>,
[out] <ReceiveData>,
[out] Int32 ServicekError) ;
Table 24 — Transfer Method arguments
Argument Description
ComnpunicationRelationld |See 7.3.4.2.
<Sen¢Data> This is-a placeholder for a protocol-specific list of arguments as described in
IEC 62769-4:2020, Annex F. The argument values represent the protocol-specific
communication service request that is sent to the device.
<Recg¢iveData> This is a placeholder for a protocol-specific list of arguments as described in
IEC 62769-4:2020, Annex F. The argument values represent the protocol-specific
communication service response that is received from the device.
ServigeError 0: OK / execution finished, ReceivedData contains the result
Other values that represent ServiceErrors are specified in IEC 62769-4:2020, Arjnex
F.
7.3.4.5 GetPublishedData Method

The FDI Server sends GetPublishedData requests to the FDI Communication Server to
receive data that is submitted by unsolicited data messages. The data contained in the
argument SendData prepares the exchange of "unsolicited" data messages from the device.
The content of SendData is protocol-specific. The FDI Communication Server queues
GetPublishedData requests in a queue associated with the Communication Relation defined
through the argument CommunicationRelationld. The argument Publishld identifies the related
queue entry. Each time the FDI Communication Server receives unsolicited data messages, it
saves the received data in association with the existing queue entry that has been created for
the GetPublishedData. Depending on the underlying network technology (performance), the
method GetPublishedData can immediately return with data coming from an "unsolicited" data
message.
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Subsequent pulling of data that is submitted by unsolicited data messages works through the
same method GetPublishedData. In this case, the argument SendData is empty. The
argument Publishld matches with the value that has been provided with the initial call
GetPublishedData that has established the transmission of exchange of "unsolicited" data
messages.

In order to stop the device sending the "unsolicited" data, the method GetPublishedData shall
be used again but the argument SendData contained data terminates the exchange of
"unsolicited" data messages from the device. Table 25 shows the GetPublishedData Method
Arguments.

Sigriture
tPublishedData (

[in] ByteString CommunicationRelationId,
[in] <SendData>,

[out] <ReceiveData>,

[out] DateTime TimeStamp

[in] UInt32 PublishId,

[out] Int32 ServiceError) ;

Table 25 — GetPublishedData Method-arguments

Argument Description

ComnpunicationRelationld |See 7.3.4.2.

<Sen¢Data> This is a placeholder for a protogol-specific list of arguments as described in
IEC 62769-4:2020, Annex F. The argument values control the exchange of unsolicited
messages.

<RecgiveData> This is a placeholder for a'protocol-specific list of arguments as described in

IEC 62769-4:2020, Anhex F. The argument values convey data that comes from
unsolicited messages.

Time$tamp Time when thedata was published by the device.

Publighld The number-identifies an established subscription that conveys data that comes|from
unsolicited’messages.

Servi¢eError 0: OKV"execution finished

Other values that represent ServiceErrors are specified in IEC 62769-4:2020, Arjnex
F.

7.4 | OPC UA'Server Profile for FDI Communication Server

Profiles, (ase named groupings of ConformanceUnits as defined in IEC 62541-6| and
IEC 62541-7. The term "Facet" in the title of a Profile indicates that this Profile is expected to
be partofanothertarger Profiteorconcerms—aspecific aspectof- OPCHA—Profites—with the
term "Facet" in their title are expected to be combined with other Profiles to define the
complete functionality of an OPC UA Server or Client. The minimum required OPC UA Server

Profile is the "Micro Embedded Device Server Profile".

The following table specifies the facet for an OPC UA Server that acts as an FDI
Communication Server. Table 26 describes Conformance Units included in this facet.

Table 26 — FDICommunicationServer_Facet definition

Conformance Unit Description Optional/Mandatory

FDI Comunication Server Support at least one instance of M
Information Model CommunicationServerType.
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7.5 Mapping the FDI Server IM to the FDI Communication Server IM
7.5.1 General

The representation of an FDI Communication Server in the AddressSpace of an FDI Server is
almost identical to the AddressSpace that exists in the FDI Communication Server. This refers
in particular to the Modular Device hierarchy and the Parameters of all Devices. However, the
Nodes in the FDI Server are built from the device description imported via the FDI
Communication Package.

7.5.2 Information Model differences

Because of their different tasks, however, there are a few differences and a.s¢t of
synchronization rules. The Information Model example shown in Figure 9 depiety the
commonalities and the differences between the Information Models hosted, by the| FDI
Compmunication Server and the FDI Server. In general, the FDI Communication”Server-hosted
Information Model is a subset of the FDI Server-hosted Information Medel. The Device
InstaFces in the FDI Server and the FDI Communication Server adherg 'to’ the same|type
definjtions. Thus, browse names of common Information Model elements)shall have the $ame
browpe name.

FDI Cqgmmunication Server hosted Information Model FDI Server hosted Information Model
CommunicationServerType: FunctionalGroupType:
CommunicationServerType: Communication Server Parameterize
Communication Server
¢ UlDescriptionType:
| Ul_Parameterize
MethédSet
MethodSet :
AddComponent
} AddComponent
‘
1 ParameterSet
ParameterSet ‘

SubDevices

ServerCommunication
DeviceType:
ServerCommbDevice

ServerCommunication
DeviceType:
ServerCommbDevice

‘ | ParameterSet ParameterSet

gl

| MethodSet MethodSet
X >
| SetAddress
\
! —t AddComponent
ServerCommunication c ctionPointType:
: S onnectionPointType:
ServerCommunication ServiceProvider CP_B_Master
ServiceType:
ServiceProvider v
NetworkType:
————————— »| Metuork B <
MethodSet i =

ConnectionPointType:

CP_B1

ConnectionPointType:

CP_B2

ConnectionPointType:

CP_Bn

GetPublishedData

IEC

Figure 9 — Information Model differences (example)
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The list of differences in the IMs is as follows:

The FDI Server supports online and offline versions of the Modular Device; the

FDI

Communication Server supports just an online version. The online version of the FDI
Server represents the version in the FDI Communication Server, i.e. if Parameter Values
are read or written to the online model of the FDI Server, these operations are passed
through to the FDI Communication Server. This happens both for public and for private

Parameters.

NOTE The key is a match between the browse names present in the FDI Server-hosted Information

Model

and the FDI Communication Server-hosted Information Model. This allows generic synchronization of both

information models.

dIPs, UIDs, Actions and Functional Groups exist only in the FDI Server.

Modules in the FDI Server-hosted Information Model have a Connection Point.<ompg
that is used to connect this module to a network when creating the Device Tiepology
FDI Communication Server-hosted Information Model does not show Cennection

e
The FDI Server can represent the ServiceProvider without exposing‘the MethodS
ofder to prevent an FDI Client from invoking communication services,

The mapping of the Module Management functionality is as follows:

>

ddComponent and RemoveComponent are exposed in‘the FDI Communication S
formation Model via the FDI Communication Servef: Object (the root of the Mo
evice). They exist only if there are modules to,be’configured, i.e. they will ng
vailable if the Communication Server does not support modular communication hard
bnfiguration. AddComponent and RemoveCGoniponent replace the generic
anagement service defined by OPC UA.

=

S0 90 0

The [FDI Server handles module topology’srelated configuration based on the
Manggement Service Set (see |IEC 62769-3 and IEC 61804-4). On any module-configun

thro

IEC

gh various states and even petform user dialogs (see description about Actio
2769-2 and IEC 62769-5). The,EDD Methods can maintain (private) information th

relafId activity, the FDI Server first calls-the ValidateModules Action. The EDD Action ca

global to the Modular Device. The EDD Action can access the module that shall be create

7.6

Installer

The |Installer for the-FDlI Communication Server executable is optional. Since the

spe
exe

clfication does not-prescribe the implementation platform for FDI Communication S
cpitables, the RDICommunication Server executable can be also preinstalled on dedi

hardyvare.

The |nstaller*used for the FDI Communication Server executable shall be separated fron

FDI

7.7

7.7.

fPackage. Importing the FDI package is a separate procedure (see 7.7.1).

ements. The Device Topology is managed by the FDI Server only (see [EC 62769-5).

nent
The
Point

et in

erver
dular
t be
ware
Node

Node
ation
n run
NS in
at is
d.

FDI
erver
ated

n the

FDI Communication Package

1 General

The FDI Server imports the FDI Communication Package like any other FDI Package.
Subclause 7.7 specifies the FDI Communication Package details.

With respect to the EDD element of the Package, FDI differentiates between a simple
(lightweight) CommunicationServer (see 7.7.2) and a regular (multi-channel) Communication
Server (see 7.7.3).
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EDD for Lightweight Communication Server

2021

A lightweight Communication Server provides access to a single field device network. It shall
provide all configuration capabilities in its main EDD, not in the sub-modules used to expose
the connection points. This allows FDI hosts not supporting modular devices to parameterize
an FDI Communication Server using the standard FDI user interface mechanisms.

The EDD describing a "lightweight" Communication Server shall follow the IEC 61804-3
specified profile for the Communication Server. But it shall not use the following EDDL syntax
constructs:

o
e (C
e (C
e (C

e E
7.7.3

7.7.3,

The
Com
Com

The 1

The

The
attrib
enab
Discd

argument RegisteredServer:serverUri. The product URI shall contain the company namse

the p

Example: PRODUCT (URI "urn:Company:ProductName".

7.7.3

The 1

7.7.3,

OMPONENT_RELATION,
OMPONENT_FOLDER,
OMPONENT_REFERENCE,

DDL Built-in function ObjectReference.

EDD for Multi-Channel Communication Server
1 General
required content for an FDI Communication Package ‘\EDD element describing an

munication Device is specified in Clause 5. Specific:EDD element content for an
munication Server is described in 7.7.3.

ules defined in 5.2.2 apply.
PROTOCOL attribute shall not be set.

COMPONENT declaration shall rave an additional attribute PRODUCT_URI.
ute value holds a string describing the FDI Communication Server's product URI
es the FDI Server to identify"the FDI Communication Server based on the OP(
very service (see IEC 61804-3). The attribute value corresponds to the RegisterS

roduct name.

.2 CommunicationDevice component

ules defined in 5.2.3 apply.

3 Communication Service component

FDI
FDI

The
that
C UA
erver
and

The rules defined in 5.2.4 apply.

7.7.3

4 Connection Point component

The rules defined in 5.2.5 apply.

7.7.3

.5 Connection Point collection

The rules defined in 5.2.6 apply.
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7.7.4

COMMANDSs in EDDs for FDI Communication Servers

An EDD for an FDI Communication Server shall follow the communication profile CS defined
in IEC 61804-3. Because the synchronization between the VARIABLEs of the EDD
represented as parameters in the FDI servers information model and the actual configuration
of the FDI communication server (represented as parameters in the information model of the
FDI communication server) is done by the FDI server, there is no need to define COMMANDSs
in the EDD in order to access the data of the FDI communication server.

However, the communication profile CS allows the definition of COMMANDSs in an EDD. This
allows an EDD developer to explicitly trigger communication to the FDI communication server.

mm&aa—mmme—mmm—mj FDI
hunication server or directly read the actual value before proceeding with the~mgthod

This
comr
exec

The

IEC ¢
serve
COM
COM

If su
FDI g

ition.

COMMAND does not require addressing information (like NUMBER, SLOJY INDEX
1804-3) since the addressing is done via the BrowseName of the FDl .communic
r and the EDD identifier of the VARIABLE. Instead, the RESPQONSE of a R
MAND shall contain the VARIABLEs to be read and the REQUEST of a W
MAND shall contain all the VARIABLESs to be written.

h a COMMAND is called by ReadCommand or WriteCommand built-ins in the EDDO
erver shall read or write respectively all the VARIABLEs.defined in the COMMAND.

see
ation

EAD
RITE

, the

Since COMMANDSs also group access to VARIABLESY an FDI server shall always handle

VAR

conta
beca
OPC
readi

OPC
First,
code
RES

ABLEs defined in a COMMAND as a unit. For.example, when a WRITE COMM
ins the two VARIABLEs, VarA and VarB,;and the FDI server needs to write

lse it was changed by the user, the FDIlserver also needs to write VarB in the

UA service call, although VarB might not have been changed. The same applie
ng VARIABLES.

UA READ and WRITE service_c¢alls return different status codes (see IEC 6254
they return one service resultceode per call. Then, they return one operation level
per parameter to be read, or written. Since an EDD COMMAND only supports|
PONSE_CODE per call, the following mapping applies.

The first status code that.s-not GOOD shall be used as RESPONSE_CODE with the follg

ordet:

1) in
2) in
g

If all

vestigate the.sefvice result code, then

vestigatedthe operation level result codes in the order the VARIABLEs appear i
OMMAND definition.

status’codes are GOOD, the RESPONSE_CODE is GOOD.

AND
VarA
same
s for

1-4).
esult
one

wing

h the

7.7.5

Documentation

The FDI Communication Package shall provide documentation describing:

a) the software installation related environment requirements and procedures;
b) the OPC UA Server configuration if needed.

7.8
7.8.1

Handling and behavior

General

Subclause 7.8 defines the FDI Communication Server handling and behavior rules along the
lifecycle beginning with the deployment, start up, bus commissioning, until the communication
services' processing. The diagram (see Figure 10) shows the FDI Server-maintained FDI
Communication Server status.
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Object Communication Server state machine /

’ Instatiation (power up)

Startup

OPC Offline —

Configure, Parameterize (Offline)

OPC Connection

established OPC Connection

terminated

OPC Online

Configure, Parameterize (Offline, @nline)

OPC Connection
terminated Initialize()

Reset()

Operate
Connect()yDisconnect(), Transfer(), Scan()

IEC

Figure 10 — FDI Communication Server state machine

7.8.2 Deployment

The FDI Server imports the FDI Communication Package. The handling of EDD and UIP parts
matches with the imparti\procedure performed for the FDI Package (see IEC 62769-2 and
IEC 62769-3). The FDI"Communication Package represents the Communication Server Type.

The |installationsprocedure described in the following is optional. (An embedded| FDI
Communicatien{Server need not provide an installation procedure.)

The FDI\Communication Server Installer (see 7.6) is a separate element. The installation
procedure is started manually.

Depending on the operating systems, the execution of installation programs could require
administration rights.

7.8.3 Server configuration

The FDI Communication Server shall implement the means enabling the OPC UA Server-
specific configuration setting the link to the Discovery Server and the name of the FDI
Communication Server. In accordance with 7.8.4, the FDI Communication Server needs to
know the address information about the Discovery Server. The document does not prescribe
the way of how to do this.
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The bootstrap process needed to establish the connection between an OPC UA Client and an
OPC UA Server requires some administration work. A simple plug and play does not seem
possible.

7.8.4 Start up

The following definitions about the Server discovery mechanism refer to the definitions found
in IEC 62541-4.

The FDI Communication Server executable shall be started in accordance with one of the
following described ways:

a) The FDI Communication Server executable is loaded by means of the configured
operating system function. If the FDI Communication Server is installed on a/hardware
separated from the FDI Server, the FDI Communication Server executable shall be loaded
bly means of the configured operating system function (auto-start).

b) The FDI Server invokes the FDI Communication Server executable proc€ss. The refated
nctions are specific to the operating system and the system vendorimplementationg.

=+

The ptarting FDI Communication Server process shall register itself. at a Discovery Sgrver
using the service RegisterServer. This enables OPC UA Clients(to"obtain information about
the ¢onnected FDI Communication Server including the application description, existing
endppints and security information. The related OPC UA Services are FindServers| and
GetEhdPoints. The Discovery Server is a process running. outside the FDI Communication
Server.

After|starting up, the FDI Communication Server has‘the status "OPC Offline".

7.8.5 Shutdown

The following definitions about the Serveridiscovery mechanism refer to the definitions found
in IEC 62541-4.

The |shutdown of the FDI Communication Server process shall unregister itself ai the
Discovery Server using the service RegisterServer by setting argument isOnline value FALLSE.

7.8.6 Watchdog

The following definitions about the Server discovery mechanism refer to the definitions found
in IEC 62541-4.

The FDI Comimunication Server shall periodically use the service RegisterServer to stafe its
ability to-receive a connection from the FDI Server. The frequency is 10 min. The|l FDI
Communication Server can envision a VARIABLE for configuration purposes.

7.8.7 Establish the OPC UA connection

The FDI Server connects as an OPC UA Client to the FDI Communication Server in
accordance with the IEC 62541 series.

The FDI Server (OPC UA Client) establishes a secure connection to the FDI Communication
Server (OPC UA Server) using the SecureChannel service set defined in IEC TR 62541-1.
The functional principles are defined in IEC TR 62541-1.

The communication between the FDI Server (OPC UA client) and the FDI Communication
Server (OPC UA server) shall be based on the OPC UA TCP transport protocol with the OPC
UA Binary Encoding and OPC UA Secure Conversation.
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After successfully establishing the OPC UA connection, the FDI Communication Server enters
the status "OPC Online".

7.8.8 Instantiate the Communication Server

The creation of a CommunicationServer instance in the FDI Server-hosted Information Model
works the same way as the instantiation of a Device.

7.8.9 Configure the communication hardware

As described in 7.3.1 the FDI Communication Server can support the configuration of modular
comrpunication hardware. The modular communication hardware configuration shal|l be
perfgrmed via the services AddComponent and RemoveComponent (7.3.2.4, 7.3.2.5),

If the Action ValidateModules (see 5.2.9) is implemented, the FDI Server shallNinvokg this
methpd. If the Action result is OK, the FDI Server shall then perform the syhchronizatign by
matching the sub-device's browse name and by invoking the FDI Communication Sdrver-
hosted module's management services.

If thg FDI Communication Server supports modular communication)hardware configurafions,
the [correct communication hardware configuration is a _prerequisite for succgssful
initialization, as described in 7.8.12.

7.8.10 Configuring the Network

The COMPONENT declaration defined in 5.2.2, 5.2:3)\5.2.4, and 5.2.7 enables a description-
based approach for the FDI Server to configure the network connections. The| FDI
Communication Server's ValidateNetwork Action)>(see 5.2.8) can be added to support the
netwprk topology validation function as described in 5.2.8. The network topology is|only
presgnt in the FDI Server-hosted Information\Model (see 7.5).

7.8.11 Parameterize

The FDI Communication Server can require proper bus parameter adjustment prior tq any
comrunication service processing. The FDI Communication Package-contained user dialogs
(UIP[or UID) enable interactive bus parameter adjustment. The FDI Communication Padkage
can ¢ontain additional Business Logic for bus parameterization purposes. The editing of FDI
Communication Server<parameters changes the content of the FDI Server-hosted Informjation
Modgl. The FDI Server shall perform synchronization using the parameters' browse names.
The FDI Server copies the modified values from the FDI Server-hosted Information Model to
the DI Communieation Server-hosted Information Model.

A simple FBLCommunication Server shall provide all its configuration capabilities in its jmain
EDD|] not.in the sub-modules used to expose the Connection Points. This allows FDI hosfs not
suppprting modular devices to parameterize an FDI Communication Server using the standard
FDI user interface mechanisms.

NOTE The FDI Server can change Parameter values in an arbitrary order.
7.8.12 Initialize

On invocation of the method Initialize (see 7.3.2.3), the FDI Communication Server shall use
the current parameter settings and communication hardware configuration for communication
hardware initialization purposes.

After successful Initialization, the FDI Communication Server enters the status "Operate”.
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7.8.13 Create the communication service object

Prior to running any data exchange, at Ileast one instance of type
ServerCommunicationServiceType has to be present or created. One instance of
ServerCommunicationServiceType shall be always present. Further instances of
ServerCommunicationServiceType can be created if the instance of
ServerCommunicationDeviceType implements the method AddComponent.

7.8.14 Communication relation

The definitions of Clause 6 apply. The FDI Communication Server specifics are defined in the
subsegtenttext:

The $tate chart in Figure 11 describes the state flow of a single communication rélation with
added status changes that are related to OPC UA specifics. Beside the specifichaspectsg, the
definjtions in Clause 6 apply as well.

Scan() SetAddress()

CR Offline

OPC Disconnect
Connect()  pisconnect() Abortindication Reset()

CR Online

Transfer()

IEC

Figure-11+= Communication relation state chart

On irfvocation of the method Reset or the OPC Connection termination (OPC Connection [loss)
the ADI Communication)Server shall terminate all communication relations.

The FDI Commuhnication Server shall reject any parameterization or configuration change
attenppt in thestatus "Operate".

The FDI1,'Gommunication Server shall reject any communication relation related operatfon if
the FIDL€Communication Server status is different than "Operate".

If the Communication Server supports multiple instances of
ServerCommunicationServiceType, these instances need to share information about existing
communication relations.

7.8.15 Connect

Prior to running any information exchange related communication, the FDI Communication
Server requires the establishment of a communication relation between the device application
and the device connected to the physical network. This happens through invocation of the
method Connect.
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The FDI Communication Server shall be able to manage multiple communication relations.
After successful execution of the method Connect the corresponding communication relation
enters the status "CR Online".

Because of the direct association of method Connect to a single communication service
provider instance the communication device knows the corresponding physical network
connection.

7.8.16 Disconnect

Invocation of the method Disconnect terminates a communication relation, which inhibits
furthér information exchange related communication with the device connected to the physical
netwprk.

After| execution of the method Disconnect, the corresponding communication relation enters
the sfatus "CR Offline". The communication relation becomes invalid.

7.8.17 Abort Indication

Depdnding on protocol specifics, the FDI Communication Server.€an detect communidation
aborfs. Such communication abort indications are returned as communication service rgsults
durinlg processing of the methods Transfer or Scan. After the/FDI Communication Servef has
returned an Abort Indication, the current communication“relation enters the status|"CR
Offlirle". The communication relation becomes invalid.

7.8.18 Scan

The fopology scan function can be invoked independently from an existing communication
relation. Scan service details are specified in 723.3.2.

7.8.19 SetAddress
It depends on the protocol whether-the address assignment service shall work even when a

communication relation is already established.

8 EDI Communication Gateway definition

8.1 General

A Gateway is _.a-communication device that enables bridging between different physical
netwprks or different protocols. The logical representation of a Gateway device within the¢ FDI
Server-hosted~ Information Model enables the FDI Server to process communicatign in
hetejogeneous network topologies.

8.2 Information Model
8.2.1 General

The Information Model of a Gateway is based on the Information Model defined in
IEC 62769-5. Figure 12 replicates the Modular Device structure and its integration in the
overall FDI Server-hosted Information Model.
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Figure 12 —.Gateway information model
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Gateway is connected to the-”Network (see IEC 62769-5) through an instance
ectionPointType (CP_B1)-CP_B1

represents the FDI Server-assigned object

Gateway is an instance of DeviceType. The optionally available ParameterSet
2769-5) shall ~contain all device parameters that parameterize the communic
ace used for,Gateway-initiated communication service requests.

lements underneath SubDevices represent the physical or logical access to the nef
b of the~Gateway. The attribute Module_Name represents the FDI Server-assigned o
IEC'\62769-5) identification (browse name).

IEC

of a
(see
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bject

The Gateway's communication service processing capabilities are accessible through multiple
communication service provider instances created from GatewayCommunicationServiceType.
The Business Logic behind the service methods implements the protocol translation function
that is associated with the communication service interface.

NOTE Compared to the FDI CommunicationServer, the Gateway does not support the transport of unsolicited
messages, see 7.3.4.5.

8.2.2

CommunicationGatewayType

The CommunicationGatewayType is a subtype of the DeviceType. Figure 13 shows the
CommunicationGatewayType definition. It is formally defined in Table 27.
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Figure 13 — CommunicationGatewayType
Table 27 — CommunicationGatewayType“definition
Attribute Value
BrowseName CommunicationGatewayType
IsAbptract False
Reéferences NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtlype of the DeviceType defined in IEC 62541-100:

Has@omponent Object SubDevices FolderType Mandatory

Has@omponent Object ParameterSet Optional
The [module management “\needed to support a configurable communication hardware

struc
Com
run t

NOTE
CAN_

8.2.3

fure is based on the COMPONENT definitions for the €
municationGatewayType. The COMPONENT definitions provide sufficient informati
ne generic modulg’setup configuration.

The indicatien for a static communication hardware layout is present with the COMPONENT at
DELETE set)to FALSE for all COMPONENT declarations related to the sub-devices of the entire device

GatewayCommunicationDeviceType

ntire
bn to

ribute

8.2.3

A~ Generat

The GatewayCommunicationDeviceType represents a communication module or channel
connected to a particular network. The GatewayCommunicationDeviceType is a subtype of
the DeviceType. The ParameterSet for each GatewayCommunicationDeviceType will contain
Parameters necessary to configure the operation of the network. The protocol-specific,
mandatory bus parameters are specified in IEC 62769-4:2020, Annex F. Figure 14 shows the
GatewayCommunicationDeviceType definition that is formally defined in Table 28
Table 29.

and
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Figure 14 — GatewayCommunicationDeviceType

Table 28 — GatewayCommunicationDeviceType definition

IEC

Attribute Value
BrowseName GatewayCommunicationDeviceType
IsAbptract True
Reéferences NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtlype of the DeviceType defined in OPC UA Part DI.

Has@omponent Object MethodSet BaseObjectType Optional
Has@omponent Object ParameterSet BaseObjectType Optional
Has@omponent Object ServieeProvider Gateway Mandatory

Communication
ServiceType

Table 29 — MethodSet of GatewayCommunicationDeviceType

Attribute Value
BrowseName MethodSet
IsAbptract True

Reéferences

Nndaﬂass_‘_ammﬂame_‘_naulpr‘_'LypaDaﬂniﬁm_l_Mndanngﬂule

HasComponent Method Scan Optional

HasComponent Method ScanNext Optional

HasComponent Method SetAddress Optional
8.2.3.2 Scan method

Scan shall be used to start discovering devices connected to the physical network. The
associations between the method Scan and the corresponding physical network connection
enables the FDI Communication Server to access the correct physical network connection.
The Scan method is implemented by an EDDL-based method.


https://iecnorm.com/api/?name=7f31b71599e502c98978f4873c65b267

- 50 - IEC 62769-7:2021 © IEC 2021

Because EDDL logic is not designed to handle XML documents, the Scan service signature
deviates from the definition given in 7.3.3.2. The scan service implementation returns the
discovered devices using the LIST construct containing the COLLECTION instances. Details
are specified in 8.2.3.4. The COLLECTION instances represent the Connection Point
instances.

The signature of this Method is specified below. Table 30 and Table 31 specify the arguments
and AddressSpace representation, respectively.

Signature

Slcan ([out] Integer ServiceError)

Table 30 — Scan Method arguments

Argument Description

Serv|ceError 0: OK
1: OK/get complete scan result by calling ScanNext
-1: Failed/not initialized

-2: Failed/not connected to a network

-3: Failed/no device found the topologyScanResult is empty

Table 31 — Scan Method AddressSpace definition

Attribute Value
BrowseName Scan
Régferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable OutputArgumnients Argument[] | PropertyType Mandatory

8.2.3.3 ScanNext method

ScanNext shall be used. to .continue discovering devices connected to the physical netyork.
The |associations between the method Scan and the corresponding physical nefwork
conngction enablesthe FDI Communication Server to access the correct physical nefwork
conngction. The Scan’ method is implemented by an EDDL-based method.

Because EDDL‘logic is not designed to handle XML documents. the Scan service signpture
devidtes from the definition given in 7.3.3.2. The scan service implementation returng the
discqvered/devices using the LIST construct containing COLLECTION instances. Details are
specf|fied’in 8.2.3.4. The COLLECTION instances represent the Connection Point instancegs.

The signature of this Method is specified below. Table 32 and Table 33 specify the arguments
and AddressSpace representation, respectively.
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Signature

S

canNext ([out] Integer ServiceError)

Table 32 — ScanNext Method arguments

Argument Description

ServiceError 0: OK

1: OK/get complete scan result by recalling ScanNext

-1: Failed/not initialized

-2: Failed/not connected to a network

-3: Failed/no device found the topologyScanResult is empty

Table 33 — ScanNext Method AddressSpace definition

Attribute Value
BrowseName ScanNext
Reéferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable OutputArguments Argument[] | RrepertyType Mandatory
8.2.314 Scan List
Each| EDD describing the Connection Point of a, Gateway shall describe the LIST element that
holdg the list of discovered devices after the successful execution of the Scan service.
LIST|<Id>
{
'YPE <ListEntry>;
}
<1D>f The identifier shall match with the SCAN _LIST attribute value described in 8.3.2.4
<ListEntry>: The attribute value shall refer to the COLLECTION definition that describejs the

Conn

8.2.3,

For d

ection Point as defined in 8.3.2.4.

5 SetAddress Method

efinitions,See 7.3.3.4.

8.2.4 , GatewayCommunicationServiceType

8.24

t+—Generat

Communication services provide the means to communicate with a Device or to, for example,
execute a Scan on a Network. Communication services are represented through EDDL-based
methods (business logic) provided with the FDI Device Package-contained EDD.

The implementation of all communication services except the Disconnect service follows an
asynchronous pattern. This implies that each communication service is split into three
methods. This allows the FDI Server to execute communication services in parallel as well as
cancel operations that last too long.

Begin<name>: this method starts the execution of the service. The method returns either the
execution state of <name> or the result if it is immediately present.
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End<name>: this methods checks, if the result of the service is already available, that it was
started using a preceding Begin<name> call. Like Begin<name>, this method returns either
the execution state or the result if available.

Cancel<name>: this method cancels a started service execution.

A service identification number (Serviceld) enables the Communication Gateway to keep track
of the relation between the method calls that belong to a single communication service
process. If the Communication Gateway  supports multiple instances  of
GatewayCommunicationServiceType, these instances share information about currently used
Servicelds. Thus, a communication service has to be executed on a single instance of
GatefvayCommunicationServiceType.

To reduce unnecessary poll cycles both methods Begin<name> End<name> return a ¢elay
time |value (DelayForNextCall). The method caller shall delay the invocation (of the method
Endgname> according to the returned argument value.

Gateway
Communication MethodSet
ServiceType
\
ParameterSet
:
IEC
Figure15— GatewayCommunicationServiceType
Table 34~ GatewayCommunicationServiceType definition
Attribute Value
BrowseName GatewayCommunicationServiceType
IsAbptract
Régferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtipe of the DeviceType defined in OPC UA Part DI
HasComponent Object MethodSet BaseObjectType Mandatory
HasComponent Object ParameterSet BaseObjectType Optional
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Table 35 — MethodSet of GatewayCommunicationServiceType

Attribute Value
BrowseName MethodSet
IsAbstract

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasComponent Method BeginConnect Optional
HasComponent Method CancelConnect Optional
Has@omponent Method EndConnect Optional
HasGomponent Method Disconnect Optignal
Has@omponent Method BeginTransfer Mandatory
Has@omponent Method CancelTransfer Mandatory
Has@omponent Method EndTransfer Mandatory

8.2.4.2 Connect service

The

phys|cally connected to the Network. Establishing the cemmunication relation may
checks of identification data that are part of the addressData with data inside the physical
devide. The service performs this DeviceType matech verification in accordance w
corrgsponding network protocol standard. Related details are specified in IEC 62769-4:2020,
Annex F.

The

devices' address is contained in the("ConnectionPoint of the corresponding D

Instapce within the Information Model (Device Connection Point). The communication rel
betwgen the Information Model assogiated-device application and the physical devi
further on identified by the communication-relation identifier. Details about how to manag
statup of a communication relationxare described in Clause 6.

Connect service shall be used to establish a communication relation to a device that is

mply
th a

bvice
ation
ce is
e the

NOTE[1 As the Nodeld is a unjque:identifier within the Information Model scope, the Nodeld of the [Device

Conn
devic

dction Point can be a unique/identifier for any communication relation in the scope of a communi
q.

NOTE|2 The term "communication relation" is introduced to describe the status of an infrastructure that e

data

gxchange betweenl\the information model-hosted data and a physical device. If the communication rela

establjshed, data exchange is possible.

The

signatunes,of the connect service methods are specified below. Table 36 specifie

argumentss

cation

ables
tion is

5 the
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[in] ByteString CommunicationRelationId,
[in] <AddressDbata>,

[out] <DeviceInformation>,
[in] UInt32 ServicelD,

[out] UInt32 DelayForNextCall,

[out] Int32 ServiceError) ;

EndConnect (

2021

[in] BvteString CommunicationRelationId,
[out] <DeviceInformation>,

[in] UInt32 ServicelD,

[out] Uint32 DelayForNextCall,

[out] Int32 ServiceError) ;

ClancelConnect (

[in] ByteString CommunicationRelationId,
[in] Uint32 ServicelD,
[out] Int32 ServiceError) ;

Table 36 — Connect Method arguments
Argument Description

ComnpunicationRelationld

This is a client generated ID that is used*to uniquely identify this connection.

This could be an index (e.g. a Nodeld) that the client (= FDI Server) needs in ord
identify entries in its topology.

Br to

<AddfessData>

This is a placeholder for a pretocol-specific argument list that is used for the add
and optional device identification data (details are described in IEC 62769-4:202(
Annex F.

ess

<Devicelnformation>

A protocol-specific-atgument list in which the connect routine stores the resulting

data.

Servig¢eld

The service transaction code establishes the relation between the service reques
the corresponding response.

I and

DelayfForNextCall

The valuespecifies a delay time in ms the caller shall wait before the next invocation

of EndCannect.

Servi¢eError

04, OK/function started asynchronously, result has to be polled with EndConnect
1+ OK/execution finished, connection established successfully

: Connect Failed/cancelled by caller

-2: Call Failed/unknown service 1D

-3: Connect Failed/device not found

-4: Connect Failed/invalid device address

-5: Connect Failed/invalid device identification

8.2.4.3

Specified in 7.3.4.3.

8.2.4.4

Disconnect method

Transfer service

Transfer shall be used to perform information exchange with a Device.

The signatures of the Transfer service methods are specified below. All arguments are

specified in Table 37.
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Signature
BeginTransfer (

[in] ByteString CommunicationRelationId,
[in] <SendData>,
[out] <ReceiveData>,
[in] UInt32 Serviceld,
[out] UInt32 DelayForNextCall,
[out] Int32 ServiceError) ;

EndTransfer (

[in] BvteString CommunicationRelationId,
[out] <ReceiveData>,

[in] UInt32 Serviceld,

[out] UInt32 DelayForNextCall,

[out] Int32 ServiceError) ;

ClancelTransfer (

[in] ByteString CommunicationRelationId,
[in] UInt32 Serviceld,
[out] Int32 ServiceError) ;

Table 37 — Transfer Method arguments

Argument Description

CompmunicationRelationld | See 8.2.4.2.

<SendData> This is a placeholder for a protacol-specific list of arguments as described in
IEC 62769-4:2020, Annex F. Thesargument values represent the protocol-specific
communication service requést/that is sent to the device.

<RegeiveData> This is a placeholder for@.protocol-specific list of arguments as described in
IEC 62769-4:2020, Annex F. The argument values represent the protocol-specific
communication service response that is received from the device.

Servjceld The service transaction code establishes the relation between the service request
and the corresponding response.

DelayForNextCall The value\specifies a delay time in ms the caller shall wait before the next
invocation of EndTransfer.

Serv|ceError 0: OK/function started asynchronously, result has to be polled with EndTransfdr

1. OK/execution finished, ReceivedData contains the result
-1: Transfer Failed/cancelled by caller

-2: Call Failed/unknown service 1D

-3: Transfer Failed/no existing communication relation

-4: Transfer Failed/invalid communication relation identifier

-5: Transfer Failed/invalid sendData content

- £ [T TS e : et .
0. 1TTdalrere! Tdaieurinivdaiiu TELTIVEU ala TUTITIal

8.3 FDI Communication Package
8.3.1 General

Subclause 8.3 specifies the FDI Communication Package details that are specific for
Gateways. The definitions given in 5.1 apply also.
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8.3.2 EDD
8.3.2.1 General

The definitions in 5.2 apply. Additionally, the EDD elements as specified in IEC 62769-4 and
provided with a Gateway-specific FDI Communication Package shall contain:

a) A PROFILE (IEC 61804-3): the PROFILE Definition shall be chosen according to the
protocol used for communication service requests.

b) A Business Logic: the communication service provider related EDD COMPONENTSs shall
implement the methods specified in IEC 61804-3. These methods implement the protocol
brdeireteagte—Hhretranstationpreceduresoeperrottinteoottbourdccommurication—re

a the EDDL Built-in library function invocation or the writing of data into an online

he set of usable EDDL Built-in library functions is bound to the PROFILE.

v
T

c) Al Module management: the Gateway related Component can implement| the
V
h
n

ode.

alidateModules (see 5.2.9). The implemented logic shall validate individaal-changeg and
Andle any parameter-related dependencies for the whole Gateway device.| The
hplementation of ValidateModules is optional when the actual product-spgcific
COMPONENT declaration is sufficient to configure the module? setup without| any
aflditional Business Logic.

8.3.2.2 Gateway Component

Each| FDI Communication Package describing a Gateway “shall contain an EDD element
descfibing the Gateway, as defined in 5.2.2. Gateway specifics are described in the following:

COMPONENT <DeviceComponentId>

1ABEL "<Label>";

AN DELETE TRUE;

HECK CONFIGURATION <ValidateModuleg>¥
LASSIFICATION NETWORK COMPONENT;
OMPONENT RELATIONS

<CommunicationDeviceRelationId>

ROTOCOL <ProtocolId>;

<ProftocolID>: the existence of this attribute indicates the connectivity of the Gatpway
reganding outbound_communication. It allows the FDI Server to find the network using the
samg type of profocol to which this Gateway can be connected. For standardized protqdcols,
the vplue is defined by the related fieldbus organization.

8.3.2.3 Gateway CommunicationDevice Component

Eac ED|l Communication Package r‘lner\rihing a—Gatewayv-shall contain-—at least oneIEDD

J J
element describing at least one CommunicationDevice component, as defined in 5.2.3.

NOTE A Gateway is sometimes referred to as "Remote 10". Remote 10 is a Modular Device supporting multiple
various module types that can be flexibly assigned to any slot. Thus it is possible to create multiple different
Remote 10 configurations (n — slots x m — module types).
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The rules about COMPONENT attribute settings shown in 5.2.3 apply. Gateway specifics are
described in the following:

COMPONENT <CommunicationDeviceComponentId>
{
LABEL "<Label>";
CAN_DELETE <CanDelete>;
CLASSIFICATION NETWORK COMPONENT;
COMPONENT RELATIONS
{
<CommunicationServiceProviderRelationId>
}
CAN <Scan>;
CAN LIST <ScanList>;

}

<Scan>: the attribute refers to the METHOD implementing the device discovery,service| The
reference works because the identifier value of the METHOD matches with the attribute vjalue.
Implgmentation details are specified in 8.2.3.2.

<ScanList>: the attribute value refers to the LIST describing the topoelegy scan results.| This
list ghall contain all devices discovered during execution of the device discovery sefvice.
Implgmentation details are specified in 8.2.3.4.

8.3.214 Communication Service component

The fules defined in 5.2.4 apply.

Addifionally, the file describing the component contains the implementations of the meﬂhods
defined in 8.2.4.2, 8.2.4.3 and 8.2.4.4. The identifier used for the related METHOD consfructs
matches with the method names specified in Table 35.

8.3.2|5 Connection Point Component

The fules defined in 5.2.5 apply.

8.3.2.6 Connection Point-Collection

The fules defined in 5.2.6 apply.

8.4 | Handling and-behavior
8.4.1 General

ateway\provides functionality to communicate between two communication protdcols.
Gateways are used to communicate from one network of the automation system to anpther
(subgrdinated) network. Figure 16 shows a typical example where a HART devige is
connk RPROHB RemeteHOIn—orderto—communicate—to—the viee, the
Remote 1/O receives a communication request via the PROFIBUS network (see Figure 16,
key 1). The communication request contains the necessary information that allows the
gateway to create the according HART Command and send it to the HART device (see
Figure 16, key 2). The way the HART Command is wrapped into the PROFIBUS
communication request may be standard or Gateway-specific. The HART response (see
Figure 16, key 3) from the device is embedded as a PROFIBUS communication response (see
Figure 16, key 4). The way the Gateway wraps the response may either be standard or
Gateway-specific.
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Figure 16 — Nested Communication

Subdause 8.4 defines the Gateway handling and behavior rules along the lifecycle begifning
with [the deployment, start up, bus.commissioning, until the processing of communidation
serviges.

8.4.2 Deployment
The definitions of 5.2.1%:apply.

8.4.3 Start up

The |nformation Model and the FDI Package EDD element-based Gateway representation
does|not require any start-up procedures.

8.4.4 Configure the communication hardware

The handling and behavior matches with the specification in 7.8.9. The only difference is in
the channel setup that is represented in the FDI Server-hosted Information Model only.

8.4.5 Configure the Network

The handling and behavior matches with the specification in 7.8.10.

8.4.6 Parameterize

The Gateway can require proper parameter adjustment prior to any communication service
processing. The FDI Communication Package-contained user dialogs (UID or UIP) enable
interactive bus parameter adjustment. The FDI Communication Package can provide
additional Business Logic for bus parameterization purposes.
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8.4.7 Communication relation

The status machine definitions in Clause 6 apply.

If the Communication Gateway supports multiple instances of
GatewayCommunicationServiceType, these instances need to share information about
existing communication relations.

8.4.8 Connect

Prior to running any information exchange-related communication, the Gateway requires the
estaljflishment of a communicafion relafion befween the device application and the dgvice
conngcted to the physical network. This happens through the invocation of the ‘megthod
Conrlect. This enables the Gateway to perform an optional outbound communicatien”service
request, which might be needed for a specific Gateway device to establish a cammunication
relatipn.

The |Gateway shall be able to manage multiple communication relations. After succgssful
execption of the method Connect the corresponding communication relation enters the status
"CR PDnline".

Invogation of the services Transfer and Scan is allowed in the,status "Online" only.

8.4.9 Disconnect

Invogation of the method Disconnect terminates @a“communication relation, which inhibits
furth¢r information exchange related communication with the device connected to the physical
netwprk.

After| execution of the method Disconnect,“the corresponding communication relation enters
the sfatus "CR Offline". The communicatien relation becomes invalid.

8.4.10 Abort indication

Depgnding on protocol specifics, the Gateway can detect communication aborts. Such
comrmunication abort indications are returned as communication service results during the
procgssing of the methods Transfer or Scan. After the Gateway has returned an Abort
Indicption, the currenat;® communication relation enters the status "CR Offline". | The
comrunication relationbecomes invalid.

8.4.11 Scan

Gateays.“declare their device discovery service capability based on the EDDL construct
COMPONENT - the attributes SCAN and SCAN_LIST. Related definitions are defingd in
IEC 4»1804-3. The SCAN attribute setting is mandatory within the EDD element describing the
Gateway CommunicationDevice. The attribute value refers to the METHOD executing the
topology scan function. The SCAN_LIST attribute setting is mandatory within the Gateway
CommunicationDevice COMPONENT. The attribute value refers to the element that contains
the topology scan result created by the method referenced by the attribute value SCAN. The
SCAN_LIST shall refer to a LIST containing COLLECTION elements describing the detected
devices (Scan-List-ltem). The protocol-specific content of a Scan-List-ltem is described in
IEC 62769-4:2020, Annex F.

The invocation of the functions Scan and ScanNext results in outbound communication
service requests.
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8.4.12 Communication Error Handling

The communication service processing shall use the EDDL Built-in function provided for
aborting in accordance with the EDDL Profiles:

e during the creation of communication messages,

e during the processing of the response from the communication request.

The communication service processing does not trigger communication errors based on
communication timeouts.
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A1

Annex A
(informative)

Layered protocols

General

Ethernet-based protocols commonly consist of a stack of different protocols based on the
ISO/OSI model. Looking at the growing number of Ethernet-based fieldbus protocols, it is

Cruci
ISO/

Conrlection Points are the elements that contain the address information accessed b

Com

The
diffe

infor
lowe

The
cons

A.2

Since Connection Point description is based on EDDL, an actual inheritance approach k

from
desc
that
Conn
COL
be d
desc
show
conv

COLL]
{

]
]

infor’]:ation stored in the Connection Point of a device is different for each protocol d
e

DS| model also.

PROFINET device may concurrently support PROFINET, SNMP and HTTP.

nt application layers. The information for layers 1 to 4 shall;eonsistently hold the
ation. Therefore, Connection Points shall inherit Connegtion Point information
network layers.

stent way throughout all protocols that are built-Gpon the lower layers.

Convention for protocol-specific annex creation

object-oriented programming languages doesn't seem applicable. The appn

he address value attribute names defined for a "lower-level" protocol are reused i
ection Point definitions far higher-level protocols. The same holds true fon
LECTION referred VARIABLES. VARIABLE declarations for higher-level protocols
opies from the VARIABLE declarations for lower-level protocols. The conve
ibed here is applicable for the creation of protocol-specific annexes. The follg

ention.
L[CTION ConhectionPoint MAC

LABEL '<T'abel>";
EMBERS
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munication Devices to collect the information needed for communication~The semdntics
of Cqnnection Point attributes need to be standardized.

The
e to
same
from

broblem is about how to ensure that address information from lower layers is named in a

hown
oach

ibed in Clause A.2 is based more on conventions. The naming convention shall ensure

h the

the
shall
ntion
wing

s some EDDL @xamples of how Connection Point declarations follow this ngming

MAC

}

VALID

COLLECTION ConnectionPoint IPv4

{

LABEL "<Label>";
MEMBERS
{

}

MAC,
I1Pv4,
VALID

COLLECTION ConnectionPoint TCPUDP
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LABEL "<Label>";
MEMBERS
{

}

MAC,
Ip,
PORT,
VALID

COLLECTION ConnectionPoint PROFINET

{

2021

]
1

}

COLL]
{

N

}

A3

A.3.1

The

proto
spec
Serv
one

diffen
Serv

LABEL "<Label>";
EMBERS

MAC,

1P,
PORT,
DNSNAME,
VALID

L[CTION ConnectionPoint HTTP

LABEL "<Label>";
EMBERS

MAC,
1P,
PORT,

URL,
VALID

FDI Communication Package definition

Communication services

actual communication service is always implemented in accordance with the sp

beific

col. This is reflected\by the different semantic of the communication service argunpents

fied by the protocol-specific annexes. So, the actual implementation

erCommunicationDeviceType or GatewayCommunicationDeviceType can support
protocol. Thus,'if an FDI Communication Server or Gateway is able to support my
ent protécoels, it shall describe separate GatewayCommunicationDeviceType
prCommunicationDeviceTypes. The need to define protocol-specific service

repre
defin

sents the demand to separate the Connection Point and Network-related COMPON
tions“described in A.3.2 and A.3.3.

bf a
just
Itiple
5 or
sets
ENT

A.3.2 Connection Point

The FDI Communication Package shall contain separate Connection Point descriptions for

each

supported protocol.

A.3.3 Network

The relation between the COMPONENT describing the network and the COMPONENT
describing the Connection Point enables generic communication path detection and generic
topology configuration. Thus, the FDI Communication Package shall contain a separate

COM

PONENT definition for each supported Network (protocol).
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A.4 Representation in the IM

Connection Points sharing a certain set of address formation may contain redundant address
information, for example the IP address is the same for the SNMP and PROFINET 1/0.

If a Device and an FDI Communication Server share a set of protocols, then that Device and
FDI Communication Server are associated through multiple separate networks.

A Device supporting multiple protocols can be connected to different FDI Communication
Devices that support only one protocol.
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Annex B
(normative)

Namespace and mappings

This annex defines the numeric identifiers for all of the numeric Nodelds defined in this
document. The identifiers are specified in a CSV file with the following syntax:

<SymbolName>, <Identifier>, <NodeClass>

Whe e tte—SyrmboiName s either the BrowseNameof a—fype Nodeor the BrowsePatifpr an
Instapce Node that appears in the specification and the Identifier is the numeric value-fgr the
Nodgld.

The BrowsePath for an Instance Node is constructed by appending the BrowseName df the
instance Node to the BrowseName for the containing instance or type./An undersgcore
character is used to separate each BrowseName in the path.

The [NamespaceUri http://fdi-cooperation.com/OpcUa/FDI7/ is applied to Nodelds defined
here

The €SV released with this version of the document is proyided by FieldComm Group™)| see
https//www.fieldcommgroup.org. An electronic version af)the complete Information Model
defined in this document is also provided. It followsithe XML Information Model Schema
syntgx defined in IEC 62541-6.

The |nformation Model Schema released with*this version of the document is providgd by
FieldComm Group™.



https://www.fieldcommgroup.org/
https://iecnorm.com/api/?name=7f31b71599e502c98978f4873c65b267
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

INTEGRATION DES APPAREILS DE TERRAIN (FDI) -
Partie 7: Appareils de communication

AVANT-PROPOS

2021

1) LalCommission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation composée
de| I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L'IEC a pour objet de
fayoriser la coopération internationale pour toutes les questions de normalisation dans les ‘domaings de
I'électricité et de I'électronique. A cet effet, 'IEC — entre autres activités — publie des Normeshinternationales,

2)

3)

4)

5)

6)
7)

8)

9)

dep Spécifications techniques, des Rapports techniques, des Spécifications accessibles au public (PAS)
ides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée a des eomités d'étud

aux desquels tout Comité national intéressé par le sujet traité peut participer.”/Les organis
rnationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, participent égaleme
aux. L’'IEC collabore étroitement avec I'Organisation Internationale de Normalisation (ISO), selo]
ditions fixées par accord entre les deux organisations.

décisions ou accords officiels de I'lEC concernant les questions techniques.représentent, dans la mes
sible, un accord international sur les sujets étudiés, étant donné que les Gomités nationaux de I'lEC inté
t représentés dans chaque comité d’études.

Lep Publications de I'lEC se présentent sous la forme de recommandations internationales et sont ag
comme telles par les Comités nationaux de I'lEC. Tous les efforts raisonnables sont entrepris afin qug
s'dssure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsa
I'éyentuelle mauvaise utilisation ou interprétation qui en est faite\par un quelconque utilisateur final.

D4ns le but d'encourager I'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans td
mesure possible, a appliquer de fagon transparente les Rublications de I'lEC dans leurs publications nati
et|régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications national
régionales correspondantes doivent étre indiquées en’termes clairs dans ces dernieres.

L'IEC elle-méme ne fournit aucune attestation de.*conformité. Des organismes de certification indépe
foyrnissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marqu
copformité de I'lEC. L’IEC n'est responsable djaucun des services effectués par les organismes de certifi
indépendants.

Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication|.

Audcune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou manda
y ¢ompris ses experts particuliers\et les membres de ses comités d'études et des Comités nationaux de
popr tout préjudice causé en cas de dommages corporels et matériels, ou de tout autre dommage de q
nafure que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les dép
défoulant de la publication-ou de I'utilisation de cette Publication de I'l[EC ou de toute autre Publication de]
oulau crédit qui lui est'accordé.

L'qttention est attirée-sur les références normatives citées dans cette publication. L'utilisation de public
référencées est.@bligatoire pour une application correcte de la présente publication.

L’gttention estattirée sur le fait que certains des éléments de la présente Publication de I'l[EC peuvent faire
de| droits_de“brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels drg
bre¢vets/et'de ne pas avoir signalé leur existence.
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Cette deuxiéme édition annule et remplace la premiére édition parue en 2015. Cette édition
constitue une révision technique.
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Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) prise en charge de I'’extension de protocoles génériques qui visent a accélérer I’adoption

d
b) p

‘autres technologies;

rise en charge de nouveaux protocoles;

c) extension de protocoles génériques qui permettent I'adoption d’autres protocoles de
communication;

d) d
Le te

‘aprés I’extension de protocoles génériques: Modbus RTU.
xte de cette Norme internationale est issu des documents suivants:

FDIS Rapport de vote
65E/764/FDIS 65E/774/RVD

Le ripport de vote indiqué dans le tableau ci-dessus donne toute information‘sur le vote ayant

abouti a I'approbation de cette Norme internationale.
Ce dpcument a été rédigé selon les Directives ISO/IEC, Partie 2.
Une |iste de toutes les parties de la série 62769, publiées sous\le titre général Intégration des
appayeils de terrain (FDI), peut étre consultée sur le site web de I'lEC.
Le cgmité a décidé que le contenu de ce document ne sefa pas modifié avant la date de stgbilité
indigpée sur le site web de I'lEC sous "http://webstofejiec.ch” dans les données relativgs au
document recherché. A cette date, le document sera
e rgconduit,
e suUpprimé,
e rgemplacé par une édition révisée, ou
e amendé.
IMPIORTANT - Le logo ‘colour inside’ qui se trouve sur la page de couverture de gette

pub
une

bonne compréhension de son contenu. Les utilisateurs devraient, par conséq

imprimer cette publication en utilisant une imprimante couleur.

lication indique qu'elle contient des couleurs qui sont considérées comme utiles a

Llient,
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INTRODUCTION

La série IEC 62769 est publiée sous le titre général "Intégration des appareils de terrain (FDI)"
et comporte les parties suivantes:

— Partie 1: Vue d'ensemble

— Partie 2: Client FDI

— Partie 3: Serveur FDI

— Partie 4: Paquetages FDI

artie 5: Modéle d'Information FDI

P
Plartie 6: Mapping de technologies FDI
Plartie 7: Appareils de Communication FDI
Plartie 100: Profils — Extensions de protocoles génériques
Plartie 101-1: Profils — Foundation Fieldbus H1
— Ppartie 101-2: Profils — Foundation Fieldbus HSE
Plartie 103-1: Profils — PROFIBUS
Plartie 103-4: Profils — PROFINET
Plartie 109-1: Profils — HART et WirelessHART
Plartie 115-2: Profils — Définitions spécifiques au protocale pour Modbus-RTU
Plartie 150-1: Profils — ISA 100.11a
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INTEGRATION DES APPAREILS DE TERRAIN (FDI) -

Partie 7: Appareils de communication

1 Domaine d'application

La présente partie de I'lEC 62769 spécifie les éléments de mise en ceuvre des fonctions de

O 2700 LN
LU U T UJITJI ).

comn

L'arc
relév
repré

H EH LA A H | <l o H FH
iurneatvlT, dypyTiCo MPYPPYAlTlio UT UUTTImuTrimeatirvrt

hitecture FDI compléte est représentée a la Figure 1. Les composants architeefurau
ent du domaine d'application du présent document ont été mis en évidence dans
sentation. Le domaine d'application du document relatif aux Paquetages FDI est limit
Appareils de Communication. Le Serveur de communication représenté a la‘\Eigure 1 e

X qui
cette
b aux
5t un

exenjple d'Appareil de Communication spécifique.
Description d’Interface I(
Utilisateur Paquetage FDI
Paquetage FDI
- Description o Plugiciel
Clieyt FDI (?:fmg':’e'?l d'Intecface Amﬂgi:’e d’Interface
HH wtilisateur i Utilisateur
Interpréteur
ulD \ X \ 7
Serveur DI ) /
@ J’;‘ i ation\ N\
£ 2
2 Plugiciel 8 —_— & f Processqurdela  \
Kt 8, . % Py Y > N 2 Logique Applicative
& d Ip_ten‘ace ° [ opquA « I ? F
P B Utilisateur 3 N v | o2
25 2 o 32
k-] (% \\_—__ o | | 3 § Log_iqule
o | (Appareil) | 8y Applicative
A =
@ - - 25
Services d Interface v | ("ObjetDevice Y | g
Utilisateur | (Appareil) |
\‘-._ ————— /
- . /
Services d'Interface
Utilisateur (Ul) de plate-forme - -
(Dessin, Appargils Entrée) [ Services Systeme |
A N
5 Servige
g oPC A
Client OPC UA (Amhnegnfr’ecugi'ligcpcj ° L
ol et e [ services |
- T L] Communication [4—] Serveur de T
= du Systéme - o ~ -
|:| Spécifié par la présente partie de la présente Norme internationale S’ Msg:slénege Communiccation _4{

I:l Spécifie par d'autres parties de la présente Norme internationale
l:l Mon spécifié par le présente Norme internaticnale

Figure 1 — Diagramme de l'architecture FDI
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2 Références normatives

Les documents ci-apres, dans leur intégralité ou non, sont des références normatives indispensables a
'application du présent document. Pour les références datées, seule I’édition citée s’applique.
Pour les références non datées, la derniére édition du document de référence s'applique (y
compris les éventuels amendements).

IEC 61804-3, Blocs Fonctionnels (FB) pour les procédés industriels et le Langage de
Description Electronique de Produit (EDDL) — Partie 3: Sémantique et syntaxe EDDL

IEC 61804-4, Blocs fonctionnels (FB) pour les procédés industriels et le langage de description

élect

ronique de produit (EDDL) — Partie 4: Interprétation EDD

IEC ¢
IEC §
IEC ¢
IEC ¢
IEC §
IEC ¢
3 1

3.1

Pour
suiva

L'1Sd
en ng

B

g
\

3.1.1

2541 (toutes les parties), Architecture unifiée OPC

2769-1, Intégration des appareils de terrain (FDI) — Partie 1: Vue d'ensempble
2769-2, Intégration des appareils de terrain (FDI) — Partie 2: Client FD}

2769-3, Intégration des appareils de terrain (FDI) — Partie 3: Servéuf FDI
2769-4:2020, Intégration des appareils de terrain (FDI) — Partie 4: Paquetages FDI
2769-5, Intégration des appareils de terrain (FDI) — Partie\5; Modéle d'Information R
'ermes, définitions, termes abrégés et conventions

Termes et définitions

les besoins du présent document, les termes.et définitions de I'lEC 62769-1, ainsi qu
nts s'appliquent.

et I''EC tiennent a jour des bases de 'données terminologiques destinées a étre util
rmalisation, consultables aux adresses suivantes:

EC Electropedia: disponible a I'adresse http://www.electropedia.org/

O Online browsing platform; disponible a I'adresse http://www.iso.org/obp

passrrelle
appareil de communication’ qui permet de relier différents réseaux physiques ou diffé

proto

3.2

Pour
suiva

coles

Termes abrégés

les besoins du présent document, les termes abrégés de I'lEC 62769-1, ainsi qu
nts s'appliquent.

DI

e les

sées

rents

e les

HTTH Hypertext Transfer Protocol (protocole de transfert hypertexte)

IP Internet Protocot (protocole nternet)

PHY Matériel de communication physique

SNMP Simple Network Management Protocol (protocole de gestion de réseau simple)
TCP Transmission Control Protocol (protocole de contrdle de transmission)

URI Uniform Resource Identifier (identificateur uniforme de ressource)

3.3 Conventions

Pour les besoins du présent document, les conventions de I'lEC 62769-1 s’appliquent.

Le présent document utilise la notation graphique définie dans I'lEC 62769-5.
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4 Généralités
Le terme abstrait "Appareil de Communication FDI" représente une entité qui met en ceuvre les

fonctions de communication sur un réseau au moyen d’un protocole spécifique. Le groupe des
Appareils de Communication FDI se divise en deux groupes principaux.

a) Le Serveur de Communication FDI est un Serveur dédié de l'architecture unifié¢e OPC
(OPC UA) qui fournit I'accés a un ou plusieurs réseaux d'appareils de terrain. Le Serveur
de Communication FDI est spécifié a I'Article 7.

b) La Passerelle de Communication FDI permet de relier différents réseaux physiques ou
différents protocoles. La logique applicative du pontage est mise en ceuvre dans le

cpmposant EDD qui est fourni avec un Paquetage de communication FDI. La Passerelle de

Jommunication FDI est spécifiée a I'Article 8.

NOTE| Les principales différences entre une Passerelle et un Serveur de Communication sont le§™suivantes:
En matiere de FDI, le Serveur de Communication FDI est un Serveur OPC UA dédié qui fournit faccés a [un ou
plusieprs réseaux d'appareils de terrain. Une Passerelle est un Appareil de Communication gui/permet de] relier
différgnts réseaux physiques ou différents protocoles. La représentation logique d'un appareil*\Passerelle dpns le
Modéle d'Information hébergé par le Serveur FDI permet au Serveur FDI de traiter la cammunication darns des

topologies hétérogeénes de réseau.

Serveur FDI N

CommunicationServerType:
CommunicationServerName

Modeéle d’Informatjon

SubDevices

Sefveur de \
Communication OPE UA® ServerCommunicationDeviceType,
Foll LN * . Network_B_Chanel
. .
Services de °
ommunication ServerCémymunieationService Type:
CommunicatidopServiceProvider_B

Pilote Matériel

° ConnectioanamtType:
L PHY :
CP_B_Master
o NetworkType:
. Network B t} .
- < Network_B
ﬁasse relle B1 t} ConnectionPointType:
- = | CP_Bj
-] N c L
ol o o
S| S > CommunicationGatewayType.
3le 8 ‘Gateway_B1
s S % = y_
Réseall G. S'ubDevices
.y °,
GatewayCommun-lbationDeviceType.‘
vioquare 1
{ FI G101 3

[ g GatewayCommunicationService Type:
CommunicationServiceProvider_G

[ | -
Relation de - - .’,
Communication ConnectionPointType:

CP_G_Module
t} NetworkTyp'e,‘
Network_G-

t} ConneclionPom.Ifype:. DeviceType:
CP_Gt ') Fl G101

Figure 2 — Architecture de l'infrastructure de communication FDI
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Le Modele d'Information hébergé par le Serveur FDI contient une représentation de la topologie
du réseau (voir également I'lEC 62769-5). Le Modéle d'Information représenté a la Figure 2 est
un exemple extrait pour représenter la maniére dont les éléments utilisés du Modéle
d'Information reflétent la topologie réelle du réseau.

1) L'instance de CommunicationServerType (dénommée CommunicationServerName)
représente le Serveur de Communication FDI. Le Serveur de Communication FDI met en
ceuvre l'accés au réseau de communication physique (matériel de communication).
L'Article 7 décrit les éléments spécifiques du Modele d'Information, le contenu exigé pour
le Paquetage de Communication FDI et le traitement des éléments qui s'y trouvent. Pour
les sous-appareils, voir I'lEC 62769-5.

(dénommeée Network_B_Channel) est mappée aux services de communication™mis en
uvre par le Serveur de Communication FDI. Le ServerCommunicationDeviceType est
spécifié en 7.3.3. Le ServerCommunicationServiceType est spécifié en 7.3.4.

3) Lllinstance de CommunicationGatewayType (dénommée Gateway_BJ1) réeprésenie la
asserelle physique. L'Article 8 décrit les éléments spécifiques associés du Modéle
diInformation, le contenu exigé pour le Paquetage FDI et le traitement des éléments qui s'y
touvent.

4) Llinstance de GatewayCommunicationDeviceType (dénommée-Module 1) est mappée|a un
odule physique ou logique, ce qui permet la communication au réseau auquel ce mgdule

ept connecté. Le GatewayCommunicationDeviceType est gpécifié en 8.3.2.3. Les éléments
spécifiques associés de la Passerelle sont décrits a I'Article 8.

5) Ljinstance de GatewayCommunicationServiceType (dénommée
ommunicationServiceProvider_G) représente lalcapacité des Passerelles a traitgr les
sprvices de communication. La mise en _deuvre spécifique de la Passerelle¢ de

atewayCommunicationServiceType est fondee sur la Logique Applicative qui pgrmet
djexécuter les services de communication dans’les réseaux hétérogénes de communication.

6) Une relation de communication (de plus.amples informations sont données a I'Artigle 6)
entre un appareil physique et la représentation de I'appareil gérée par le Serveur FQI est
tpujours associée aux objets du.‘service de communication qui sont des instgnces
dlun GatewayCommunicationServiceType ou d'un ServerCommunicationServiceTyp¢. La
cppacité d'instanciation de plusieurs protocoles de supports d'objets du servicg de
cpmmunication permet de traiter plusieurs connexions logiques entre un maftre bus et un
appareil.

7) Le Modele d'Information représente les connexions entre les appareils physiques
rgprésentés sur leSco6té gauche de la Figure 2 d'apres les instances du Network[Type
JonnectionPoin{Type et les relations décrites. ConnectionPointType et NetworkType|sont
s

bécifiés dans.|'TEC 62769-5.
5 PRaquetage de Communication FDI

5.1 Généralités

Le Serveur FDI importe le Paquetage de Communication FDI comme tout autre Paquetage
d'Appareil FDI. L'Article 5 spécifie les informations détaillées du Paquetage de
Communication FDI.

5.2 Description d'Appareil Electronique (EDD)
5.2.1 Régles générales

L'élément EDD contenu dans le Paquetage de Communication FDI n'est pas limité, mais est
associé a une annexe spécifique de protocole (IEC 62769-4:2020, Annexe F).
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Les éléments EDD tels que spécifiés dans I'lEC 62769-4:2020, Annexe F et fournis avec un
Paquetage de Communication FDI doivent décrire:

a) Le paramétre et les structures de paramétre. Les définitions des paramétres obligatoires

b)

d)

e)

g)

5.2

spécifiques au protocole se trouvent dans I'lEC 62769-4:2020, Annexe F. Les param

etres

doivent contenir tout parameétre qui exige un ajustement pour le fonctionnement approprié

du service de communication.

L'identification de la Couche Physique. Les définitions spécifiques au protocole se trouvent
dans I'lEC 62769-4:2020, Annexe F.

La modularité des Appareils de communication: Les informations de modularité doivent étre
f I 1 e . H H ) -

Lh FDI représente la modularité d'un Appareil de Communication susceptible de s'ad

all matériel de communication qui fournit plusieurs voies de communication physiquis ou

Idgiques pour accéder aux multiples réseaux de communication logiques ou physi
haque élément de module de I'ensemble de I'Appareil de Communication.doit étre ¢
par un élément EDD distinct.

L définition du COMPONENT doit étre utilisée pour prendre en charge la configuratic
topologie mise en ceuvre dans le systeme. Les définitions spécifiques au protoco
ouvent dans I'lEC 62769-4:2020, Annexe F. Les définitions duyCOMPONENT asso

apter
ues.
jécrit
n de
e se

Ciées

Seau

spnt décrites en 5.2.2, 5.2.3, 5.2.4 et 5.2.7.

Lp Logique Applicative doit contenir une méthode qui,permet de valider le ré
(

djrectement connectés au réseau. Elle doit étre référencée

attribut CHECK_CONFIGURATION spécifié par,.le langage de description d'ap
lectronique (EDDL).

— o

odule (voir 5.2.9) ou la configuration du réseau (voir 5.2.8). La fonction de validatig
prend en considération que les éléments directement connectés a I'élément p
cpncerné dans la topologie: Elle doit étre référencée
I'attribut CHECK_CONFIGURATION, spécifié par I'EDDL.

onnées relatives au Point de Connexion: Le Point de Connexion (voir 5.2.4 et 5.2.6
étre décrit par les constructions’ EDDL COMPONENT, COLLECTION et VARIABLH
dgfinition du COMPONENT~associe I'élément Point de Connexion a [|'Appare
Jommunication. Les définitions de la VARIABLE représentent les propriétés d'un Poi
Jonnexion spécifique.,La’ COLLECTION représente la structure du Point de Conn
cpmme telle. Les définitions spécifiques au protocole se trouvent dans I'lEC 62769-4:3
Annexe F.

ENU:

M
Lh structure’Menu doit suivre les conventions Menu pour les applications PC conformé
a|l'lEC 61804-4 qui permettent I'acces aux éléments suivants:

1

Parametres de type d'Appareil de Communication FDI (bus): Ces paramétres do
etre rendus accessibles par le biais de "offline_root_menu".

oir 5.2.8). La fonction de validation ne prend en considération que les élérlents

par
areil

A Logique Applicative peut contenir une méthede qui permet de valider la configuration du

n ne
arent
par

doit
. La
| de
nt de
bxion
0020,

ment

ivent

2) Les Dialogues de Configuration de Ta topologie doivent éifre rendus accessibles par le

biais du point d'entrée du menu "topology_configuration".

.2 Composant Appareil

Chaque Paquetage de Communication FDI doit contenir un élément EDD qui décrit I'appareil.

COMPONENT <DeviceComponentId>

{

LABEL "<Label>";

CAN DELETE TRUE;

CHECK_ CONFIGURATION <ValidateModules>;
CLASSIFICATION NETWORK COMPONENT;
COMPONENT RELATIONS

{

}

<CommunicationDeviceRelationId>
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}

COMPONENT RELATION <CommunicationDeviceRelationId>
{

LABEL "Relation type description";

RELATION TYPE CHILD COMPONENT;

ADDRESSING {<AddressVar>}

COMPONENTS

{

<CommunicationDeviceComponentId>

AUTO CREATE <autoCreate>;
REQUIRED RANGES

{
<AddressVar>{ MIN VALUE <AddrMin>; MAX VALUE <AddrMax>;}
1
}
1
MINIMUM NUMBER <minNumber>;
MAXIMUM NUMBER <maxNumber>;

<Dev|iceComponentId>: L'identificateur du COMPONENT identifie la)description du compgpsant
pourfle type d'appareil.

<Lablkl>: La chaine de valeur doit contenir une chaine qui permet a un utilisateur humajn de
déteminer la fonction de I'objet du Serveur de Communication FDI.

<VallidateModules>: La Valeur désigne la METHOD.-quj met en ceuvre la fonction de validation
de la|configuration de topologie du module. Les informations détaillées de mise en ceuvre| sont
spécifiées en 5.2.9.

L'attfibut COMPONENT RELATIONS permet de~décrire comment les modules peuvent| étre
connpctés. La définition de COMPONENT RELATIONS est facultative. Si elle est utilisée, ell¢ doit
décrife les relations avec les définitions de CommunicationDevice. La construction pgrmet
d'eff¢ctuer la configuration de topologie actionnée par le Serveur FDI (appareil).| Les
informations détaillées de syntaxe'sont décrites dans I'lEC 61804-3. Le texte suivant gécrit
'usage sémantique de la construction COMPONENT RELATION.

<CommunicationDeviceRelationId>: La valeur d'attribut identifie Ila définition
COMPONENT_RELATION qui décrit la relation entre le composant Device et le composant
CompmunicationDevice.

<CommunicationDeviceComponentId>: La valeur d'attribut doit correspondre a l'identificateur
du GOMPONENT utilisé dans une déclaration COMPONENT qui décrit un Apparejl de
Compnunication (voir 5.2.3).

<autjoCreate>: La valeur d'attribut décrit le nombre de composants CommunicationDevide qui
peuvgni‘étre automatiguement instanciés avec le composant Device.

<minNumber>/<maxNumber>/<autoCreate>. Les valeurs des attributs définissent les
contraintes d'instanciation. La définition de ces attributs est facultative. Les valeurs des
attributs peuvent contenir des expressions conditionnelles.

Le RELATION TYPE doit &tre défini sur CHILD COMPONENT.

<AddressVar>: La valeur d'attribut est une référence a une déclaration de VARIABLE.
Cette VARIABLE contient la valeur d'adresse pour une instance CommunicationDevice. La
définition de cet attribut est facultative.

<AddrMin>/<AddrMax>: Les valeurs définissent la plage de valeurs d'adresse pour une
instance CommunicationDevice. La valeur peut par exemple correspondre a un numéro de
position physique. L'utilisation des attributs ADDRESSING et REQUIRED_RANGES active les
routines de configuration générique.
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5.2.3

Composant CommunicationDevice

Chaque Paquetage de Communication FDI doit contenir au moins un élément EDD qui décrit
au moins un composant CommunicationDevice. La structure d’'un matériel de communication
modulaire doit étre décrite par des descriptions COMPONENT CommunicationDevice multiples:

COMPONENT <CommunicationDeviceComponentId>

{

LABEL "<Label>";

CAN DELETE <CanDelete>;
CLASSIFICATION NETWORK COMPONENT;
COMPONENT RELATIONS

{

}
}

COMP
{
LAj
RE]
AD
col
{

}

MINIMUM NUMBER 1;

MA}

<Comn
comg

<Lab
utilis

<Can
néce
com
Lorsg
ests

<CommunicationServiceProviderRelationId>

NENT RELATION <CommunicationServiceProviderRelationId>

LATION TYPE CHILD COMPONENT;
RESSING {<AddressVar>}
IPONENTS

<CommunicationServiceProviderId>
AUTO_CREATE <autoCreate>;

}

(IMUM NUMBER <maxNumber>;

osant CommunicationDevice.

1>: La chaine de valeur doit contenir une chaine en langage humain qui permet
hteur de déterminer facilement(a fonction du composant CommunicationDevice.

Delete>: Les valeurs permises sont TRUE ou FALSE selon qu'un CommunicationD
5site une  configuration) explicite ou que I'objet du fournisseur de services
hunication concerné.doit étre automatiquement instancié avec le CommunicationDe
ue l'attribut CAN BELETE est défini sur FALSE, la configuration de CommunicationD
atique.

EL "Relation between CommunicationDevice and communication senvi€e providex";

municationDeviceComponentId>: Lidentificateur du COMPONENT identifi¢ le

aun

bvice
5 de
vice.
bvice
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La définition de COMPONENT RELATIONS est obligatoire. Elle décrit la relation & la définition du
fournisseur de services de communication. La construction permet au Serveur FDI d'instancier
les composants du fournisseur de services de communication conformément aux demandes de
traitement de la communication. Les informations détaillées de syntaxe sont décrites dans
I''EC 61804-3. Le texte suivant décrit Il'usage sémantique de Ila construction
COMPONENT RELATION.

<CommunicationServiceProviderRelationId>: La valeur d'attribut identifie Ila
définition de COMPONENT_RELATION comme telle.

<CommunicationServiceProviderId>: La valeur d'attribut doit correspondre a l'identificateur

d OMDPDAOMNECMNT £ H 4 <l daal EH COMDOMNEMNT HEP= P-4 H £ i d
U JIVIT UTNLTN T UlimioT  UdiiTo Ulie UucTuidrduvult O UIvVIT UINLITN 1T Yuir ucoTuirmun IUUIIIIOOUkr e

services de communication (5.2.4).

<autfoCreate>: La valeur d'attribut décrit le nombre de fournisseurs de ,sérvices de
communication qui peuvent étre automatiquement instanciés avec _le, comp¢sant
CommunicationDevice.

Le RELATION TYPE doit étre défini sur CHILD COMPONENT.
L'attribut PROTOCOL ne doit pas étre défini.

5.2.4 Composant fournisseur de services de communication

Chadue Paquetage de Communication FDI qui décrit un. Appareil de Communication| doit
contgnir au moins un élément EDD qui décrit le fournisseur)de services de communication. Le
compgosant EDD ne doit définir aucun paramétre de configuration.

COMPQNENT <CommunicationServiceProviderId>
{

LABREL "<Label>";

BYTE ORDER <byteOrder>;

CAN DELETE <CanDelete>;

CLASSIFICATION NETWORK COMMUNICATION® SERVICE PROVIDER;

CONPONENT RELATIONS <CommunicatiotierviceProvidersConnectionPointRelationId>

{
<ConnectionPointRelationig>

}
}

COMPPNENT RELATION <CommunicationServiceProvidersConnectionPointRelationId>
{
LABEL "Relation Jbetween communication service provider and connection point";
RELATION TYPE CHILD COMPONENT;
ADPRESSING {<AddressVar>}
CONPONENTS
{

< ConnectionPointId>

AUTO CREATE 1;
i

}
MINIMUM NUMBER 1;
MAXIMUM NUMBER 1;

<CommunicationServiceProviderId>: L'identificateur du COMPONENT identifie le
fournisseur de services de communication.

<Label>: La chaine de valeur doit contenir une chaine en langage humain qui permet a un
utilisateur de déterminer facilement la fonction de I'objet du fournisseur de services de
communication.
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<CanDelete>: Les valeurs permises sont TRUE ou FALSE selon qu’un fournisseur de services
de communication peut étre instancié de fagon souple conformément aux demandes de
traitement de la communication ou non. Lorsque I'attribut CAN DELETE est défini sur FALSE, le
nombre d'instanciations du composant du fournisseur de services de communication est
statique. Les contraintes d'instanciation déclarées par les attributs AUTO_CREATE,
MINIMUM_NUMBER et MAXIMUM_NUMBER correspondent aux capacités des protocoles
actuellement pris en charge.

<byteOrder>: La valeur permet l'intégration générique des types de données de n octets (par
exemple, un nombre entier de 4 octets) dans les données utiles du message de communication.
La valeur d'attribut décrit I'ordre des octets et doit étre BIG_ENDIAN ou LITTLE_ENDIAN.

La degfinition de COMPONENT RELATIONS est obligatoire. Elle décrit la relation a la définitign du
Poinf de Connexion. La construction permet d'effectuer la configuration de topologie-actionnée
par lg¢ Serveur FDI. Les informations détaillées de syntaxe sont décrites dans I'lEC. 61804-3. Le
texte|suivant décrit 'usage sémantique de la construction COMPONENT RELATION.

Le Point de Connexion doit automatiquement étre instancié avec le fournisseur de services de
comrpunication et il doit y avoir exactement une (1) instance de Point de(€onnexion conngctée
au fournisseur de services de communication. Les contraintes d'instanciation déclarées par les
attributs AUTO_CREATE, MINIMUM_NUMBER et MAXIMUM_NUMBER corresponden{ aux
caparités des protocoles actuellement pris en charge.

<CommunicationServiceProvidersConnectionPointReldt¥onId>: La valeur d'atfribut
identjfie la déclaration de COMPONENT_RELATION comme-telle.

<ConhectionPointId>: la valeur d'attribut _dojt correspondre a l'identificateur
du COMPONENT utilisé dans une déclaration COMPONENT qui décrit un Point de Conngxion
(voir}5.2.5).

Le RELATION TYPE doit étre défini sur CHILD\COMPONENT.
L'attribut PROTOCOL ne doit pas étre définj:

5.2.5 Composant Point de Connexion

Chadue Paquetage de Commuhication FDI qui décrit un Appareil de Communication| doit
contgnir un élément EDD qui~décrit un Point de Connexion pour chacun des protocoles pilis en
charge par I'Appareil de Communication:

COMPONENT <ConnectignPointId>
{
LABEL "<Label>!;
CAN DELETE FALSE;
CLASSIFICATION NETWORK CONNECTION POINT;
PRPTOCOL \&ProtocolId>;
CONNECTTION POINT <ConnectionPointCollectionId>;
}

<ConnectionrPointra>: tidentificateur du COMPONENT dentifie tadéctaratiomde composant

du Point de Connexion.

<Label>: La chalne de valeur doit contenir une chaine qui permet a un utilisateur humain de
déterminer la fonction du composant de Point de Connexion.

<ProtocolID>: la valeur de cet attribut indique la capacité de communication qui permet au
Serveur FDI de trouver d'autres types d'appareils qui peuvent étre connectés au réseau au
moyen du méme type de protocole. Pour les protocoles normalisés, la valeur est définie par
I'organisation de bus de terrain concernée.

<ConnectionPointCollectionId>: la valeur d'attribut est une référence a la déclaration de
COLLECTION qui décrit la structure des données du Point de Connexion, comme décrit
en 5.2.6.
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5.2.6 Collection du Point de Connexion

Chaque EDD qui décrit le Point de Connexion d'un Appareil de Communication doit décrire
I'élément COLLECTION qui décrit les attributs qui doivent apparaitre dans la représentation du
Modele d'Information du Point de Connexion. Les données spécifiques a un protocole exposées
par le Point de Connexion identifient le type d'appareil et son adresse réseau.

COLLECTION <ConnectionPointCollectionId>
{
LABEL "<Label>";
MEMBERS
{
<AddressAttributeName>, <AddressAttributeVariableId>;
YALID <VALID VariableId>;

}

<ConphectionPointCollectionId>: l'identificateur de la COLLECTION est réferencé par la
valeyr d'attribut CONNECTION_POINT définie en 7.7.3.5.

<Labe1l>: I'étiquette identifie le Point de Connexion dans un langage humain.

<AddressAttributeName>/<AddressAttributeVariablelId>: lasection MEMBRE désigne
les dgfinitions de VARIABLE qui décrivent les attributs d'adresse mis'en ceuvre par un Point de
Conrlexion. Le contenu de la section MEMBRE est spécifique au protocole.

<VALJID>/<VALID VariableId> est un membre de Collegtion qui désigne une VARIABLE

booléenne qui contient I'état de validation qui doit étre défini par I'Action ValidateNe{work
(voir[5.2.8).

5.2.7 Composant réseau

Chadue Paquetage de Communication FDI gui décrit un Appareil de Communication| doit
contenir un élément EDD qui décrit un Réseau pour chacun des protocoles pris en chargg par
I'Apppreil de Communication. La définitioniprend en charge l'ingénierie topologique du réseau.

COMPONENT <NetworkComponentId>
{
LABEL "<Label>";
CAN DELETE TRUE;
CHECK CONFIGURATION <Validate>;
CLASSIFICATION NETWORK;
PRPTOCOL <ProtocolId>®y
COMPONENT_RELATIONS
{
NetworksCormneltionPointRelationId>
}
}

COMPONENT RELATION <NetworksConnectionPointRelationId>
{

LABEL ""Relation between network and connection point";
RELATION TYPE CHILD COMPONENT;

ADDRESSING {<AddressVar>}

COMPONENTS

{

<ConnectionPointId>

REQUIRED RANGES
{
<BusAddressVar>{ MIN VALUE <BusAddrMin>; MAX VALUE <BusAddrMax>;}
t
}
}
MINIMUM NUMBER 1;
MAXIMUM NUMBER <maxNumber>;
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<NetworkComponentId>: l'identificateur du COMPONENT identifie la déclaration du
composant Réseau.

<Label>: la chaine de valeur doit contenir une chaine en langage humain qui permet a un
utilisateur de déterminer facilement la fonction du composant Réseau.

<Validate>: la valeur désigne la METHOD qui met en ceuvre la fonction de validation de la
configuration de topologie du réseau (voir 5.2.8).

<ProtocolID>: la valeur de cet attribut permet au Serveur FDI de trouver d'autres types

n du
rmet
d'effgctuer la configuration générique de topologie réseau actionnée par le Sefyeur FDI| Les
informations détaillées de syntaxe sont décrites dans I'lEC 61804-3. Le texte) suivant décrit
l'usage sémantique de la construction COMPONENT RELATION.

<NetworksConnectionPointRelationId>: la valeur d'attribut ,(identifie la défipition
de COMPONENT_RELATION.

<ConnectionPointId>: La valeur d'attribut doit correspondre a [lidentificateuy du
COMPONENT utilisé dans une déclaration COMPONENT ,qui“décrit un Point de Conngxion
(voir|5.2.4).

<maxNumber>: La valeur d'attribut limite le nombre dé Points de Connexion qui peuven{ étre
connectés au réseau. Les valeurs des attribuis peuvent contenir des expresgions
condjtionnelles.

Le RELATION TYPE doit &tre défini sur CHILD~EOMPONENT.

<BusfpddressVar>: La valeur d'attributsest une référence a une déclaration de VARIABLE.
Cettd VARIABLE contient la valeur de.ladresse réseau pour tout appareil connecté au réseau.

<BuslpddrMin>/<BusAddrMax>:\lies valeurs définissent la plage de valeurs d'adresse résleau.

5.2.8 ValidateNetwork

La mgthode ValidateNetwork représente la Logique Applicative mise en ceuvre dans I'Appareil
de Cpmmunication qui'valide une topologie réseau réelle. La méthode ValidateNetwork|gére
toutefs les dépendances nécessaires relatives aux parameétres du bus. La mise en ceuvre [de la
logigue EDDL cencernée est fondée sur la fonction ObjectReference intégrée a I'EDDL, qui
permeet I'analyse~d’'un ensemble d'instances enfants (instances du Point de Connexion|). La
logique de validation doit définir I'attribut <VALID> de l'instance du Point de Connexion gui a
concluantea validation.

La mise”“en ceuvre de ValidateModules est facultative lorsque l'installation du modulg¢ est
statique ou lorsque les régles de configuration définies dans la construction COMPONENT sont
suffisantes pour configurer l'installation du module.

Le Tableau 1 présente les arguments de I'Action ValidateNetwork.
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Signature

ValidateNetwork (

[out] Integer ServiceError,
[out] String ErrorMessage);

Tableau 1 — Arguments de I'Action ValidateNetwork

Argument Description

ServiceError 0: OK
-1: Echec/le Point de Connexion qui n'a pas réussi la validation est indiqué par
:Cl VG:UUI () d'attl;but \V’I"\\L:D déf;ll;c Ul fcx:oc.
Remarque: Les valeurs d'argument correspondent aux codes d'erreur spécifiés
dans I'lEC 61804-3, dénommés BI_SUCCESS (valeur = 0) et BI_ERROR
(valeur = -1). L'Action retourne le résultat ServiceError au moyen de la
déclaration de "return".

ErrofMessage Lorsque la méthode retourne une chaine vide (NULL), I'appel dey[*Action a réussi.
En cas d'erreur, I'Action peut retourner une description du prebléme.

5.2.9 ValidateModules

La méthode ValidateModules valide l'installation actuelle du module. La mise en ceuvre de la
logique EDDL concernée est fondée sur la fonction ObjectReference intégrée a I'EDDLU, qui
permiet d'analyser un ensemble d'instances enfants. La mise en‘ceuvre de ValidateModulgs est
faculjative si I'installation du module est statique ou si les régles de configuration définies [dans
la copstruction COMPONENT sont suffisantes pour configurer I'installation du module.
NOTE| La décision qui consiste a déterminer si ValidateModules est nécessaire ou non dépend du fournissedr.
Le Tableau 2 présente les arguments de I'Action:ValidateModules.
Signpture
lidateModules (
[out] Integer serviceErrox,
[out] String ErrorMessage) ;
Tableau'\2)— Arguments de I'Action ValidateModules
Argument Description
Serv|ceError 0:'0K
-1*»Echec/le Point de Connexion qui n'a pas réussi la validation est indiqué par la valeur{()
d'attribut <VALID> définie sur false.
Remarque: Les valeurs d'argument correspondent aux codes d'erreur spécifiés dans
I''EC 61804-3 dénommés BI_SUCCESS (valeur = 0) et BI_ERROR (valeur = -1).
L'Action retourne le résultat ServiceError en utilisant la déclaration de "return".
ErrofMessage Lorsque I'Action retourne une chaine vide (NULL), I'appel de la méthode a réussi.
En cas d'erreur, I'Action peut retourner une description du probleme.
5.2.10 Eléments spécifiques de I'UIP

Le Paquetage de Communication FDI peut contenir I'UIP pour prendre en charge les
diagnostics et le paramétrage, par exemple.

5.2.1

1 Déploiement

Le Serveur FDI importe le Paquetage de Communication FDI. Le traitement d'éléments EDD
et UIP correspond a la procédure d'importation exécutée pour le Paquetage FDI (voir

I''EC

62769-2 et I''EC 62769-3).
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6 Relations de communication

L'objectif d'un Appareil de communication et de ses services de communication est d'échanger
les informations entre l'appareil physique et la représentation de I'appareil gérée par le
Serveur FDI. L'échange d'informations est géré par les relations de communication (voir la
Figure 3). Une relation de communication établie représente la capacité d'échanger des
informations entre la représentation de I'appareil gérée par le Serveur FDI et I'appareil physique.
L'utilisation de la Relation de Communication permet de faire abstraction des éléments
spécifiques du protocole généralement utilisés pour gérer les connexions.

Serveur FDI

PR

Relation de
Communication

Serveur de
Communication

Services de 3
Communication .

Pilote Matériel *

PHY .

Réseau B

FIB101

OPC'UA * §f .
FDI w—‘—\/ . ServerCommunicationDevice Type.
‘ ‘ CommunicationDeviceName

Modeéle d’'Information

CommunicationServerType:
CommunicationServerName

‘ SubDevices

.
L
.
.
.

ServerCommunicationServiceType:
CommunmicationServiceRrovider_B

Co;mectionPointType:

CP’ B_Master

o
t} Ne.tworkType.'

Network_B
t‘ ConnecﬁoanintType: DeviceType:
CP_BfT .. 3 FI B101
\c' ConnectionPointType: DeviceType:
CP_B2 |" | FIB102

Figure 3 — Relation de communication

NOTE|1 L'essentiel de\l'!échange d'informations a lieu entre I'appareil connecté au réseau physique et l'ingtance

corregpondante dans./esModéle d'Information, mais ne couvre pas |'application compléte de 'appareil.

Le dingramme-états-transitions suivant (Figure 4) décrit le flux d'état général d'une relation de
communication unique. Le diagramme représente également les services de communication

qui ppuvéniétre invoqués pendant un état "CR Online".

L'ét MAbhartlndication ronrdonntd S 1o i
elat—ABeruheatcaten te t

A - nont Atra AAtactA Ao AiffArantac fA-~
gons

o
T pPTUT O T OCTCotTT— O TG T oTIte o1

J
spécifiques au protocole. La fagon spécifiée pour un appareil de communication donné est liée
aux serviceError retournées par les services de communication spécifiés. Méme la méthode de
balayage (Scan) peut déterminer une perte de connexion quand l'appareil pour lequel une
relation de communication a été activée n'apparait pas dans le résultat du balayage.
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Scan() SetAddress()

CR Offline

Connect() Disconnect() Abortindication

CR Online
Transfer() Scan()
N

IEC

Figure 4 — Diagramme états-transitions de la relation de communication

NOTE|2 La gestion des relations de communication est facultative.
7 Définition du Serveur de Communication FDI

71 Généralités

En matiére de FDI, le Serveur de Communication FDI est un Sefveur OPC UA dédié qui fqurnit
l'accgs a un ou plusieurs réseaux d'appareils dey terrain. Chaque Serveurl de
Communication FDI est congu comme un Appareil Modulaire dans lequel chaque ma@dule
(appelé également CommunicationDevice dans la sg¢quence) représente le point d'accés|a un
résequ.

L'Appareil Modulaire lui-méme représente le, Serveur de Communication FDI commge un
ensemble.

7.2 | Caractéristiques générales

Le Serveur de Communication FDI met en ceuvre les caractéristiques de chacun dg ses
CommunicationDevice spécifiés en7.3.3. En outre, le Serveur de Communication FDI mgt en
ceuvie les caractéristiques suivantes:

. e Serveur FDI synchronise en permanence (voir 7.5, 7.8.8 et 7.8.11) le Mgdele
Information hébergé par le Serveur de Communication FDI depuis le contenu du Mgdéle

Information hébergé par le Serveur FDI.

éés/supprimés par le Serveur FDI.

h commiunication entre le Serveur FDI et le Serveur de Communication FDI est fondée
ir OPC.UA. OPC UA spécifie un protocole filaire pour ses services qui peuvent étr¢ mis

L

d

d

e Lps CommunicationDevice peuvent étre instanciés statiquement ou peuvent| étre
c

L

s

eh ceuvre sur les plates-formes arbitraires et les environnements d'exécution.

o our eviter fes accrochages, 1€ serveur de communication FDI permet la connexion d'un
seul Serveur FDI a la fois. Avec cette restriction, un Serveur de Communication FDI peut
s'abstenir de tout mécanisme de synchronisation (verrouillage). La spécification FDI
n'exécute pas les Serveurs de Communication FDI qui mettent en ceuvre un mécanisme de
verrouillage pour gérer l'accés concomitant a un appareil unique connecté au réseau
physique.

7.3 Modéle d'Information

7.3.1 Généralités

Le paragraphe 7.3 spécifie le Modele d'Information hébergé par le Serveur de
Communication FDI.

Un Serveur de Communication FDI est un Serveur OPC UA qui encapsule le matériel de
communication et fournit la capacité normalisée de communication. Le Serveur FDI se connecte
au Serveur de Communication FDI comme Client OPC UA et accéde aux réseaux pris en charge
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par le Serveur de Communication FDI par le biais du Modele d'Information du Serveur de
Communication FDI. La tache du Serveur de Communication FDI consiste a exposer ce Modéle
d'Information. Le Serveur de Communication FDI ne doit pas conserver les Instances d'Appareil
ni les informations de topologie du réseau. Toute interaction avec les appareils FDI a lieu par
le biais du Serveur FDI et est juste transférée par le Serveur de Communication FDI.

Pour le Serveur FDI, un Serveur de Communication FDI ressemble a un appareil qui prend en
charge les services de Communication FDI et utilise OPC UA pour communiquer. Le Serveur
de Communication FDI peut s'exécuter localement sur le méme PC que le Serveur FDI
(adaptateur de boucle de retour) ou a distance sur le terrain (par exemple, intégré a un
contréleur). Comme un appareil, chaque Serveur de Communication FDI a un Paquetage FDI

asso

ns le

Mod§
Serv

Le M
d'Infq
Modd
d’adr
Com

cié__Ce Paauetaae EDI est utilisé nour créer des annareils de communication da
| ~J L rr

le d'Information du Serveur FDI qui représentent I'accés aux réseaux mis en ceuvre\ |
pur de Communication FDI.

lodéle d'Information d'un Serveur de Communication FDI est fondé surle Mqd
rmation défini dans I'lEC 62769-5. La Figure 5 reproduit la structufe)de I'Ap
laire et représente la maniére dont elle est mappée dans I'AddressSpace (e
essage) complet. Les modules représentent les voies de communication du Serve
munication FDI.

arle

hdele
areil
pace
ir de
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Figure 5 — AddressSpace du Serveur de Communication FDI

ommuhnicationServerType (la racine de I'Appareil
eType. Le MethodSet contient les méthodes Initialize, Reset, AddCompone

bveComponent. Les méthodes AddComponent et RemoveComponent sont facultative

Modulaire) est un sous-typ

b de
nt et

ment

présentes lorsque le serveur de Lommunication FDI prend en charge lI'instanciation dynamique

des éléments dans le dossier SubDevices.

Tous les sous-appareils sont des instances de ServerCommunicationDeviceType définies
en 7.3.3. Les instances de ServerCommunicationDeviceType (ServerCommDevice) ont un
MethodSet qui peut mettre en ceuvre les méthodes SetAddress, Scan, AddComponent,
RemoveComponent. AddComponent et RemoveComponent sont facultativement présents
lorsque le Serveur de Communication FDI prend en charge un nombre variable des instances
de ServerCommunicationServiceType.

Les définitions formelles se trouvent en 7.3.2, 7.3.3 et 7.3.4.
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