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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) —
Part 6:-FBl Technology Mapping

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comprising

allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote“interngtional
cofoperation on all questions concerning standardization in the electrical and electronic fields. ,To this er|d and
in pddition to other activities, IEC publishes International Standards, Technical Specifications, Fechnical Rgports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)").| Their
preparation is entrusted to technical committees; any IEC National Committee interested i the subject deqlt with
may participate in this preparatory work. International, governmental and non-governmental organizations lifaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organizatfon for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizatipns.

The formal decisions or agreements of IEC on technical matters express, as néearly as possible, an interngtional
copsensus of opinion on the relevant subjects since each technical commitiee has representation from all

rested IEC National Committees.

IEC Publications have the form of recommendations for internationahtUsé and are accepted by IEC National
Cdmmittees in that sense. While all reasonable efforts are made to‘ensure that the technical content ¢f IEC
Publications is accurate, IEC cannot be held responsible for,the-way in which they are used or fqr any

miginterpretation by any end user.

In|order to promote international uniformity, IEC Nationak Committees undertake to apply IEC Publications
trgnsparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the(latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide confprmity
aspessment services and, in some areas, access \t0 IEC marks of conformity. IEC is not responsible for any

sefvices carried out by independent certification‘bodies.

Alllusers should ensure that they have the lateést edition of this publication.

Nd liability shall attach to IEC or its directors, employees, servants or agents including individual experfs and
megmbers of its technical committees and”IEC National Committees for any personal injury, property damage or
other damage of any nature whatseever, whether direct or indirect, or for costs (including legal feeg) and
expenses arising out of the publieation, use of, or reliance upon, this IEC Publication or any othgr IEC

Publications.

At{ention is drawn to the Normative references cited in this publication. Use of the referenced publicatipns is

indispensable for the correct application of this publication.

At{ention is drawn to(thepossibility that some of the elements of this IEC Publication may be the subject of patent

rights. IEC shall net be held responsible for identifying any or all such patent rights.

This|redline’version of the official IEC Standard allows the user to identify the chahges

madé¢ to the previous edition IEC 62769-6:2015. A vertical bar appears in the mTrgin

has been made. Additions are in green text, deletions are
4

in
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International Standard |IEC 62769-6 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) redesign of the security concept for UIP execution.

The 'Iext of this International Standard is based on the following documents:

FDIS Report on voting
65E/763/FDIS 65E/773/RVD

Full information on the voting for the approval of this International Stapndard can be found in the
repoft on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC-Directives, Part 2.

A list of all parts in the IEC 62769 series, published,under the general title Field Dgvice
Integration (FDI), can be found on the IEC website.

The ¢gommittee has decided that the contents of this' document will remain unchanged untjl the
stability date indicated on the IEC website under"http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e rgconfirmed,

—

e withdrawn,

—

gplaced by a revised edition,lor

e amended.

IMPORTANT - The-“colour inside' logo on the cover page of this publication indicates
that it contains'colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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The IEC 62769 series has the general title Field Device Integration (FDI) and the following

parts:

Part 1: Overview

Part 2: FDI Client
Part 3: FDI Server

Part 4: FDI Packages

Part 5: FDI Information Model

Part 6: FDI Technology Mapping

Part 7: FDI Communication Devices
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— Part 100: Profiles — Generic Protocol Extensions

— Part101-1:
— Part101-2:
— Part 103-1:
— Part 103-4:
— Part 109-1:
— Part 115-2:
— Part 150-1:

Profiles — Foundation Fieldbus H1

Profiles — Foundation Fieldbus HSE

Profiles — PROFIBUS

Profiles — PROFINET

Profiles — HART and WirelessHART

Profiles — Protocol-specific Definitions for Modbus RTU
Profiles — ISA 100.11a
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FIELD DEVICE INTEGRATION (FDI) -

Part 6:-FBl Technology Mapping

1 Scope

This part of IEC 62769 specifies the technology mapping for the concepts described in the Field
Devig¢e Integration (FDI) standard. The technology mapping focuses on implementation
regafding the components FDI Client and User Interface Plug-in (UIP) that are specific only to
the WORKSTATION platform/.NET as defined in IEC 62769-4:2045,-AnnexE.

2 Normative references

The following documents, in whole or in part, are normatively referenced-in this document and
are indispensable for its application. For dated references, only the,edition cited applies. For
undated references, the latest edition of the referenced document (including any amendmegnts)
applies.

IEC $1804 (all parts), Function blocks (FB) for proces® control and Electronic Dgvice
Desdription Language (EDDL)

IEC 62769-1, Field Device Integration (FDI) — Part\{:*Overview
IEC $2769-2, Field Device Integration (FDI).~Part 2: FDI Client
IEC 2769-4, Field Device Integration (E)1) — Part 4: FDI Packages

IEC 62541 (all parts), OPC Unified*Architecture

IEG 61804 (all-parts)Function-blocks{FB)for process-control

ISO/IEC 19505-1, Information technology — Object Management Group Unified Modeling
Language (OMG UML) — Part 1: Infrastructure
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ISO/IEC 29500, (all parts) Information technology — Document description and processing
languages — Office Open XML File Formats

3 Terms, definitions, abbreviated terms,-acronyms symbols and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62769-1 as well as
the following apply.

ISO Ina TEC mainiain terminological databases jor Use In standardization at the tollqwing
addré¢sses:

BEC Electropedia: available at http://www.electropedia.org/

e |30 Online browsing platform: available at http://www.iso.org/obp

3.11
Application Domain
isolated environment where applications execute

3.1.2
FDI Type Library
assembly that contains the interfaces and datatypes that are used for the data exchange and
interaction between a UIP and an FDI Client

3.1.3
Globjal Assembly Cache
maclline-wide code cache that stores Assemblies specifically designated to be shargd by
sevefal applications

3.1.4
Windows Registry
systgm-defined database in which applications and system components store and refrieve
configuration data

3.2 Abbreviated terms-and-acronyms

For the purposes of this document, the abbreviated terms-and-acronyms given in IEC 62769-1
as well as the following apply.

CLR Common Language Run-time
MSI Microsoft Installer
WPF Windows Presentation Foundation

UML Unified Modeling Language
3.3 Symbols

Figures in this document use graphical symbols in accordance with ISO/IEC 19505-1 (UML 2.0).
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3.4 Conventions

For the purposes of this document, the conventions given in IEC 62769-1 apply.

The description of Non-blocking service execution in 4.8.2 uses italics to identify a generic
operation name the internal function is being applied to.

4 Technical concepts

4.1 General

4.1.1 Overview

In 4.11.2, 4.2, 4.3, 4.4, and 4.5, this document describes first the technology base fo UIP
implgmentation, the hardware and software environment including the related.implemenfation
rules| Clause 4 follows a life-cycle (use case) oriented approach.

Subdause 4.6 describes the copy deployment procedures and related implementation rulgs for
the UIP and the FDI Client. UIP executable instantiation and termination is described ir] 4.7.
Subcjause 4.8 defines the rules about interaction between the FDIClient and the UIP. Seg¢urity
relat¢d definitions are written in 4.9. The service interface definitions for the FDI Client and the
UIP are found in Clause 5.

4.1.2 Platforms

The UIP and FDI Client shall be built upon the Microsoft .NET Framework and executgd in
the .INET Common Language Run-time.

The minimum set of workstation-supported /O devices is: mouse, keyboard, and color s¢reen
resolution of 1024 x 768 pixels.

The following Table 1 lists all the technologies and their editions that are consistent with FDI
compgonents.

Table 1 — Technology edition reference

Technology, Standard Edition
NET N/A CLR4 for UIP Implementation
EDDL IEC 61804 20142016
OPC|UA (Parts™1-8) IEC 62541 2015-e—sosnadioboa
Open Packaging Convention ISO/IEC 29500 | 20442016
Extepsiblee Markup Language (XML) N/A W3C, 1.0 (fifth edition)

41.3 FDI Type Library

The Device Access Services and the UIP Services can be modelled as .NET interfaces
passing .NET data type arguments. These interfaces and data types are used for the data
exchange and interaction between the UIP and the FDI Client. For runtime error handling
purposes during interface method calls, .NET exceptions classes are defined.
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The FDI .NET interfaces, data types, and exception classes are defined in a single FDI Type
Library. The FDI Type Library is a strong-named Assembly. The file name of this Assembly shall
be ‘fdi.dIl'. The fdi.dll shall be verS|oned as per IEC 62769 1 2020 8.1. The FDI Type L|brary is

NOTE The composite structure diagram shows only the core interfaces that implement the interfaces defined in
IEC 62769-2.

e 1 shows the FDI Type Library structure.

composite structure Internal Structure FDI.DLL_

"Type Library"

|DeviceModel

IDirectAccess

FDKDLL
"Namespace”
Fdi.otm.Ui —O
IDtmUiFunction
"Namespace" :
Fdi.DeviceAccess IAccessControl

IDeviceAccess

"Namespace"

IAuditTrail Fdi.Frame ITrace
IFrame IUserSettings
"Namespace"
Fdi.Frame.Uui —QO
IFrameUi

Figure 1 — FDI Type Library structure
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4.2 UIP representation

The UIP Variant can contain either a single or multiple runtime modules (.NET Assembly) and
their related supplementary files (for example: resource files). The runtime module of the-P
UIP Variant is called "UIP executable". The supplementary file(s) of the UIP Variant is/are called
"UIP supplement(s)".

UIP supplement(s) is/are stored under (a) subfolder(s) of the UIP executable installation
directory.

EXAMPLE Examplesof UIP-supplementary-datafiles-include Resource files and application configuration data.

The Runtimeld of a UIP Variant shall be ".NET Framework CLR4", see IEC 62769-4. FD+Clients
suppprting this Runtimeld shall support the .NET Framework 4.6.1 or higher using)thé CLR4
and WIPs with this Runtimeld shall use the .NET Framework 4.6.1 or lower supporting'the CLR4
(meaning .NET Framework 4.0 up to .NET Framework 4.6.1).

The UIP Variant shall be self-contained. All UIP required libraries (.NET_Assemblies) required
by a UIP Variant are stored within the same Folder.

4.3 | UIP executable representation

The [mplementation of the UIP depends on the type of userdnterface elements that cgn be
embgdded into the user interface hosting environment- of the FDI Client. UIP sha]l be
implgmented as a .NET System.Windows.Forms (£lass UserControl or a Winfdows
Presentation Foundation (WPF) System.Windows.Cghtrols class UserControl.

UIP ¢xecutables and their required libraries shallhave strong names. The signing of a stfong-
namgd Assembly can be done using a self-generated key.

NOTE| The identity of strong-named Assemblies .Consists of a name, version, culture, public key token and [digital
signatpre.

UIP g¢xecutables and their required:libraries shall be shipped with file containing the publi¢ key
in ordler to enable Assembly verifieation.

4.4 | UIP executable compatibility rules

LUUP dompanents usina-the same-identitv (UinldIEC 82760-5) that are showina g different '1alue
cH—¢ompoRets-usihgthe-sametaentty-HpraHeE oL ov-o)thatare-showihga-aiereftyatde
n-—ndsitioni<Maior> are - not compatible with each other Anv other difference-showed-ih-the
H—pgSHioR<tiajof are—hot-compativie—wWiHh—each—other—ARy—-other—aiterehrce—snowecH—tne
re } tion—between e _gsa 1P t ident e t those P
S HoR—betwe e—Sa H —aent € t tHoS€e T
B e nen =
0

The compatibility rules for different versions of the UIP component are specified in
IEC 62769-4.

The compilation target platform for the UIP shall be "anyCPU". If this is not feasible, the UIP
shall be shipped in two variants. One UIP variant shall be compiled for target platform "x86".
The second UIP variant shall be compiled for target platform "x64". The compilation platform
target shall be described in the catalog.xml file, which is defined in IEC 62769-4. This
catalog.xml file contains an xml element "Cpulnformation" that describes the User Interface
Plug-in variant. The allowed values that shall be used in the xml element "Cpulnformation" are
"anyCPU", "x86" or "x64".
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4.5

4.51

Allowed .NET Common Language Run-time versions

General

Specific CLR (Common Language Run-time) versions are released for the execution of software
components built with specific .NET Framework versions. The .NET CLR version 4.0 is used to
execute software components built with .NET Framework 4.0. .NET Components are built for
one CLR version only but can be capable to run also under a newer CLR version.

FDI Clients can be built based on CLR version 4.0 or future versions. An FDI Client has to
realize the following situations when starting a UIP.

e W
F

o W

c
th

Takin
versi
UIP

hen the UIP to be started was built for the same run-time, the UIP can be started.b
DI Client as usual.

hen the UIP to be started was built with another CLR version and is not compiled fg
irrent running CLR version, the FDI Client shall start the UIP in a surrogate/process
e adequate CLR version. (More details are described in 4.5.2.)

g this behavior in account, a UIP shall be developed for CLR version 4.0 or any f
bn. If the CLR versions do not match, the UIP shall be started in"'a*separate process

Client to realize the surrogate process.

4.5.2

In the

CLR compatibility strategy

future, FDI Clients and UIPs will be permitted to bebuilt on different incompatible ver

of the CLR.

If an
FDI
versi

The
deleg
CLR
FDIi
surrg

Client can use a proxy class that enables’interaction with the UIP built using a diff
bn of the CLR.

FDI Client loads a proxy UIP executable, creates an instance of the proxy class
ates the execution of the UIP\to this proxy. The proxy starts a process with the req
and executes the UIP in this“surrogate process. The proxy classes provide the star

gate process.

FDI Client Process
l:l «library»

UIP Interface Proxy

y the

r the
with

uture
The

vill then not be displayed as an integrated module within the EDIClient. It is up to th¢ FDI

sions

FDI Client detects that a UIP requires a CLR that is not compatible with the FDI Clienf, the

erent

and
uired
dard

hterfaces. The FDI Client)¢an use these interfaces to interact with the UIP executed in the

.NET CLR Surrogate Process

l «library»
ﬁ‘—‘ UIP Interface Stub
B

«executable»
uIP

-

IEC

Figure 2 — .NET surrogate process
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4.5.3 How to identify the .NET target platform of a UIP

The .NET target platform CLR version information for which a certain Assembly is compiled can
be extracted by means of .NET Framework library functions (see Figure 3).

clrVersion = Assembly.LoadFrom(<Assembly Path>).ImageRuntimeVersion;

IEC

Figure 3 — Identification of Run-time Version

NOTE| The Visual Studio® 2008 and 2010 IDE allow developers to select the .NET Framework target. Fheselection
of a .NET Framework target older than the base for the current Visual Studio IDE automatically creates a‘Configyration
file lisjed as "app.config" within the solution explorer. This file only reflects the current complier setting. The compiler
does not read that file.

4.6 | lnstalling UIP Deployment

The WP installation-is done nerfile convonlhy—The P aexecutable shall not be reaistered - Within
e PHH—HAStaHatHoR1S-Goheper+He-Copy-oy-—Re-orr—exectiadfe-Shar-Rotbefegistere - Whihnh
the Global Assemblv Cache he P ic inctalled within 3 folder<ctructure which is ealled the
e 100 ASSeMdoyache—ne i1 HSaHe WA a3 1o @t e WHCAIS CaHepgthne
LUP folder structure The EDI Client shall manaae the P $¥Slder structure The LJIP fhldar
o otGer—Sstictide—ne o oHehit-Sar—Mahage e oy Focel——SsStiuctdre—ne—oi=piGed

1 | /ariants fr ach i r name-co

H 1 HHHHSH G f €-G0O

h

chanhbes-o P of the me ne-sh be oported h h be_-done-b n ng newe
o+ O a e a D Spetsle a D &o D a g—a

LUP ihto 3 senarate folder The “stronainame” rule ensures that related Assemblies can ecdexist

o H—toa-SeparateHoice ——nRe——StoRg=iaherheensureSatFeiate G- ASSeMDHEeS CAR-CGexXiSt

The general UIP installationgules are outlined in IEC 62769-2. The UIP executable shall njot be
registered within the Global Assembly Cache.

The [strong-name" pule’/ ensures that related Assemblies of different versions of the UIR can
coex|st during runtime.

The FDI Client)implementation ensures that UIP deployment works independently from cyrrent
user [credentials. See the NOTE below.

NOTEL _Certain operating system managed folders require specific access rights. for example, modifications in|folder
"Program Files" require "Administrator" rights. The Windows operating system provides several means to allow an
application running with restricted user rights to execute actions with administrator privileges transparent to the user,
for example, special restriction handling for identified directories, services with administration rights, executables
that are configured to automatically run with administration rights. The alternative is to copy UIP executables into
folders writeable for "normal" users.

trade-name-holder- Visual Studio is an example of a suitable product available commercially. This information is
given for the convenience of users of this document and does not constitute an endorsement by IEC of this
product.
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4.7

UIP Lifecycle

4.71 General

The UIP state machine, outlined in IEC 62769-4, is composed of the Loaded, Created,
Operational, Deactivated and Disposed states. The mechanisms affecting state changes are
described in 4.7.

After the FDI Client has stored the UIP executable on the FDI Client, the FDI Client loads the
UIP Assemblies dynamically into the memory and executes the related logic by calling the
corresponding FDI-specified interface functions.

Subclause 4.7 describes rules about how the FDI Client shall activate and deactivate the

4.7.2 UIP Assembly activation steps

4.7.2)1 Load

The FDI Client shall load the UIP executables by using the LoadFrom-mechanism. The
framg¢work provides System.Reflection.Assembly.LoadFrom for this purpose:

The LoadFrom mechanism behaves as follows.

L

Alssemblies located within same directory. The argument string assemblyFile shall co
the file name of the UIP executable. The file nanie)yof the UIP executable represent
StartElementName described in IEC 62769-4.

Iff an Assembly is loaded with LoadFrom, <and later an Assembly in the "load corn
aftempts to load the same Assembly by display name, then this load attempt fails.

Ifflan Assembly with the same identity is already loaded (for example, by another UIP),
LpadFrom returns the Assembly that has been loaded before, even if a different file
wlas specified. Even a different file.name does not matter. Only the identity of the Assg
i relevant.

Iffan Assembly is loaded with*LoadFrom, and the probing path includes an Assembly
the same identity (for example, in the Global Assembly Cache or an application direc
then this Assembly is loaded, even if a different file path was specified.

LpadFrom requires the permissions FileIOPermissionAccess.Read
FlileIOPermissfonAccess.PathDiscovery, Or WebPermission, on the specified pa

LpadFrom loads the assembly into the default Application Domain.

Iffa nativé Assembly image (generated by ngen.exe) exists for the specified file path,
itlis nottused. The Assembly cannot be loaded as domain neutral, i.e. the Assembly c3
be shared between Application Domains.

UIP.

NET

badFrom loads the Assembly addressed with the file path and also the refergnced

ntain
5 the

text"

then
path
mbly

with
ory),

and
h.

then
nnot

This behavior enforces deployment rules as follows.

Rules regarding Assembly dependencies (see 4.7.2.4.2).

The FDI Client shall only use LoadFrom. The use of other .NET Assembly loading/object
creation means is not allowed.

Rules regarding shared Assemblies (see 4.7.2.4.3).
A pre-compiled processor-specific machine code cannot be used.

The security aspects regarding loading and execution of Assemblies are described in 4.9.
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4.7.2.2 Create

Creating an instance of the UIP Assembly works using the .net library functions
System.Reflection.Assembly.GetTypes and System.Activator.CreateInstance. The
FDI type library declares a "custom attribute" named UIPActivationClass. This attribute shall
only be added to the object implementing the interface IDtmUiFunction that actually
implements the UIP start-up function. The attribute UIPActivationClass shall be used once
only.

The FDI Client can now use System.Reflection services to clearly determine the UIP
implemented activation procedure.

NOTE[1 Function System.Reflection.Assembly.GetTypes can be used to query the interface IDtmUiFunction
NOTE|2 Function System.Attribute.GetCustomAttributes can be used for reading the additional custom attridutes.

NOTE|3 The result of function invocation System.Activator.Createlnstance is an object of type IBtmUiFunctipn.

A dafa-type cast is needed.

4.7.2.3 Activate

Invogation of function IDtmUiFunction.Init finally activates’the UIP for the user.

4.7.2.4 External libraries
4.7.2.4.1 General

UIP Assemblies can depend on external libraries (third-party libraries) and other Assemblies,
for example, specific user control libraries. FDI€lients do not perform installation of UIPs, rather
they dynamically load and execute the UIPxT0 support this usage, as well as the requirement
to pr¢vent possible problems of conflictingtAssemblies, rules are specified for external libraries.

Extefnal libraries shall:

e b contained within the FDI Package;

bt require Microsoft Installer (MSI) installation;

[}
=)

bt require entries in-the Windows Registry or the Global Assembly Cache;

[}
=}

e aflhere to the access restrictions described in 4.9.2;

o

. e compatibleswith the platforms described in 4.1.2.

4.7.2.4.2 Loading of external libraries

The FDI-Client loads the UIP Assembly, containing the UIP main class implementing intefface
IDtmliEunction,—by invocation of the NET framework function I.cadfFrom. Referadnced
Assemblies that are stored in the same directory are automatically loaded together with
this .NET Assembly. Referenced Assemblies that are stored in other locations (for example, in
a sub-directory) have to be loaded explicitly by the UIP itself.

The UIP shall load such Assemblies also by invocation of the .NET framework function
LoadFrom. Loading Assemblies with other .NET framework methods is not allowed.

Usage of external libraries shall not break the self-containment requirement for FDI Packages;
all external libraries shall be included in the FDI UIP Package.
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4.7.2.4.3 Loading of shared external libraries

An external library is a shared external library if a related .NET Assembly identity can be used
from different UIP executables. The identity of a .NET Assembly matters. Installation path and
Assembly filename are not relevant.

Usage of shared libraries shall not break the self-containment requirement for FDI Packages.
Each of the delivered FDI Packages shall be shipped with all required UIP related libraries. The
sharing mechanism comes from the .NET framework implemented optimization mechanism.

If a shared Assembly is used, then the following rules apply.

. y incompatible change to the shared Assembly shall lead to a new identity, for exallnple,
d|fferent version number.

e Shared Assemblies shall not presume to be loaded from a specific installation path, for
ekample, rely on the fact that some files are stored in the same directory or|in a
sptib-directory.

e Static variables in shared Assemblies are also shared if the Assembly is loaded intp the
same Application Domain. Thus, static variables shall not havue”side effects in |such
sgenarios. External shared libraries shall not declare static varjables.

e Blecause of the self-containment rule defined for the FDI Package, shared Assemblies|shall
b deployed with all FDI Packages using a shared Assenibly.

O

4.7.2.5 UIP Constructor invocation

Consgtructor and destructor implementation shall not throw exceptions. The constructor [logic
shall[be limited to instantiate the object in terms_of‘the internal data structure. The destructor
logic| shall be limited to destroy the object in“\terms of releasing memory resources.| The
constructor and the destructor shall not:

rvoke any call-back to the FDI Client;

e irlvoke any user interaction.

4.7.3 UIP Assembly deactivation steps
4.7.31 Deactivate

For UIP deactivation the<FDI Client shall call the interface IDtmUiFunction.BeginClosg¢ and
IDtmUiFunction.EndClose. On successful execution the UIP shall release all resources and
the FDI Client shalhdelete all references to the UIP instance. The .NET garbage collector f|nally
dispgses the U{P-runtime object.

4.7.3(2 Dispose

A MNET Assembly that is loaded into a process respectively into the related
ApplicationDomain is never unloaded, except if the ApplicationDomain itself is destroyed.
That means if the FDI Client loads a UIP Assembly into the default ApplicationDomain, then
these Assemblies and all dependent Assemblies are never unloaded unless the application is
closed.

The UIP Assemblies shall be developed with this .NET framework behavior in mind. To reduce
the memory consumption, the following rules apply.

e Minimize the use of static variables, because these increase the memory consumption of
the Assembly.

e Move UIP functionality that is not always (or rarely) needed to separate Assemblies. These
Assemblies are then only automatically or manually loaded when the corresponding code is
executed.
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e Use shared Assemblies whenever possible.

2021

e The FDI Client can execute .NET Assemblies in a separate Application Domain in order to

have the ability to unload them.
4.8 Interaction between an FDI Client and a UIP
4.8.1 Handling of standard Ul elements

UIPs shall delegate the presentation and handling of standard Ul elements to the FDI C
The standard Ul elements are:

. IP Specific status information.

To ensure a consistent user interface interaction across UIPs from different vendars, a UIA
delegate presentation and handling of additional UIP specific actions to (the” FDI C
Nondtheless, UIPs are allowed to implement non-standard Ul actions within their own Ul

The get of standard Ul actions and their respective semantics is fixed.,However, the availg
of th¢se actions may change at any time depending on the internal state of the UIP. The s
additjonal UIP specific actions and their individual availability is\@ot fixed. A UIP may
remojve, rename, enable or disable the UIP specific actions ‘at any time depending g
requirements. The UIP has to inform the FDI Client whenevet/the availability of its star
actiops or uipP specific actions changes (see e
IStandardActions.StandardActionItemSetChanged.and
IAppllicationSpecificActions. ApplicationSpecifiicActionItemSetChanged) .

An FDI Client may use dedicated Ul elements, é:g! button controls, to provide direct acce
the standard actions, as well as indirectly invoke them in the context of user interaction

lient.

may
lient.
area.

bility
et of
add,
n its
dard
ents

ss to
with

other FDI Client Ul elements. FDI Client shalllalways show all custom actions exposed by a UIP

with fledicated Ul elements.

4.8.2 Non-blocking service execution
4.8.2.1 FDI Client internal.functions

The [implementation of function BeginOperationName shall copy the content of Argu
asyncState into memberAsyncState of the returned IAsyncResult object.

The productive (time-Consuming) part of the function named OperationName shall be perfo
in a| different/thread. The synchronization with the calling thread is handled vig
AsynlcWaitHandle object (class WaitHandle), which is also a member of the IAsyncRe
objegt.

ment

rmed
the
sult

Whe
IAsyncResult objects attribute IsCompleted shall be set to True. If the AsyncCall

i, the
Back

argument value is valid (not equal NULL), the FDI Client notifies the UIP using the callback.

The implementation of CancelOperationName uses the argument ITAsyncResult to identify the
service that has been started with BeginOperationName. |If BeginOperationName started an

OPCUA service, the FDI Client shall call the OPCUA defined Cancel service.

4.8.2.2 UIP internal functions

The management of multiple asynchronous services in parallel shall be managed using the

AsyncState object.
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The IAsyncResult object returned by BeginOperationName contains the WaitHandle object.
The UIP shall perform its own thread synchronization using the WaitHandle object.

4.8.2.3 Non-blocking service execution sequence

The following shows the interaction sequence between the FDI Client and the UIP. The thread
management mechanisms implemented inside the FDI Client are not shown. The Interaction
between an FDI Client and an FDI Server is based on Request/Response pattern. The FDI
Client service request matches with the BeginOperationName. The AsyncCallback invocation
matches with receiving the Client service response. EndOperationName conveys the response
contained results. Implementation of the non-blocking service execution does not require any
thregd management inside the FDI Client. Figure 4 shows an example of an TAsyncP3attern
based Asynchronous service execution.

1P2 EDIClient2

T T
I |
I I
—— |
I
I

BeginRead()

‘[ ReadAsyncResult U N

L s A

[

I

! ReadAsyncCallback Service Read
EndRead() processing

ReadResult 1J
e ,,,,,,,,,,,,,,

IEC

Figure 4 — IAsyncPattern based asynchronous service execution example

4.8.3 Blocking service execution

The DI Client-provided interfaces allow performing synchronous Information Model access by
using the functionality described in 4.8.1 in a way shown in Figure 5.
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=
=
9

EDIClient1

|
|
BeginRead }
|

- |

ReadAsyncResult J ~

Service Read processing

I
|
|
EndRead }

| ReadResult /

IEG
ReadAlsyncResult is the object implementing the interface IAsyncResult.

Higure 5 — Blocking service execution example using IAsyncResult based patter

-

4.8.4 Cancel service execution

Somé services specified for the interface IDeviceModel (seesTable 3) support cancellng a
started service by means of the function CancelOperationName. The following Figure 6 will
illustrate the processing sequence based on the Read serviceexample.

ulp2 EDIClient2
T 1
| |
I T
™ |
BeginRead }
i ReadAsyncResult U RN
B e N ‘ Service Read
\ processing
— |
| I
| |
L \
CancelRead Vs
‘ 7
|
i
|
! ReadAsyncCallback Cancel
L e
: CancelRead
~ EndRead H
T ReadResult
e —— L

IEC

Figure 6 — Cancel service processing sequence example

The invocation of CancelRead triggers the FDI Client internal functions needed to cancel the
active read operation. The FDI Client may not be able to cancel the operation immediately, but
it should do so as soon as possible. Once the operation has been cancelled, the FDI Client
notifies the UIP through the ReadAsyncCallback. The UIP shall then call the EndRead function.

NOTE A general challenge implementing this pattern is to handle race conditions properly on both sides (UIP2 and
FDIClient2). If the FDI Client has forwarded the service execution via an OPC UA service, the actual service execution
will run inside the FDI Server.
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Depending on how the UIP is hosted, there may be three independently working processes.
Therefore, the cancel request (sent by the UIP) may appear right after the FDI Server has
already finished the service request. The related response sent by the FDI Server may have
arrived at the FDI Client (or not). The FDI Client may invoke the ReadAsyncCallBack while the
UIP invokes the CancelRead.

ReadAsyncResult is the object implementing the interface IAsyncResult.

4.8.5 Threading

4.8.5.1 Implementation rules

The

The UIP shall not block the calls coming from the FDI Client.

UIP shall be able to receive calls in any thread.

The UIP shall not use the FDI Client thread to signal back the callback to the FDI Client itself.

This |s to prevent deadlocks and endless loops.

The WIP shall not run synchronous operations as described in 4.8.3’in.the user interface thfead:
the user interface thread of a process shall be dedicated to receiving user inputs and pefform

draw|ng tasks only.

The UIP and FDI Client shall not block the user interfaces/hread. The user interface shall always
stay fesponsive. The user interface thread is shared between the different FDI user intefface
related objects for user input and drawing operations. If one object blocks this thread in prder

to pefform some processing, this would affect the«responsiveness of other user interfaces.

The [UIP and FDI Client shall not block a BeginOperationName method call: a
BeginOperationName method shall only start an asynchronous operation. The caller shal not

be blpcked.

4.8.6 Timeout

The |nterfaces referred in Clause 5 enable asynchronous service execution. The time far the
execption of such services depends on performance constraints related to: bus communication,

FDI

Client/FDI Server performance. The rules listed below target the system interopergbility

reganding the prevention of "Race Conditions". The general rule is that the component is allpwed
to manage timeout handling only for those processes that are completely under the contfol of
that component.«The following list shows which elements of the entire system are allowged to

implgment thetimeout detection function.

IP: The UIP shall not implement timeout detection.
Blusibess Logic: The Business Logic shall not implement timeout detection (FDI Packdge).

FDI Client: The FDI Client shall implement timeout detection. In the case of OPC UA, the
related support is built into the OPC UA communication stacks. Timeout detected during
operations performed on behalf of the UIP shall be forwarded as negative function result
codes.

FDI Server: The FDI Server shall implement timeout detection. In the case of OPC UA, the
related support is built into the OPC UA communication stacks.

Communication Server: The Communication Server implements timeout detection for the
OPC UA connection according to the OPC UA Specification. Related support is built into the
OPC UA communication stacks. Additionally, the Communication Server implements
timeout detection limited to the network directly connected to the physical port connected to
the Communication Server.
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4.8.7 Exception handling

An important specification goal is to make a clear distinction between software quality problems
and anticipated processing states. Therefore, the specification defines two general exception
categories:

a) Exceptions that indicate software states or events that have not been anticipated during the
software development are considered as software quality issues (Run-time error).

b) Exceptions indicating anticipated software operation failures.

Examples of software quality issues indicated by exceptions are:

e fynction argument type mismatch;
o fynction argument value range mismatch;
e d|vision by zero;

. ULL Pointer reference.
Examples of anticipated error handling are:

cpmmunication problem handling;
e general 10 data processing;
u

ser input errors.

uUIP FDI Client M FDI Server
.NET Interface
-

@IS _I— -

IEC

Figure 7 — Exception source

Accofding to the FDI_Architecture, exceptions can occur in different steps of the segrvice
procgssing, see Figure 7:

a) ppssing thédaequest from the UIP to the FDI Client:
b)
c) processing the response from the FDI Server;

—

quest-forwarding inside the FDI Client;

d) forwardingtheresponsetothetiP;
e) response processing inside the UIP.

Service processing problems detected inside the FDI Server and beyond are handled through
OPC UA defined service results.

Regarding the implementation of the IAsyncResult pattern, the following rules apply.

— Any failure occurring with step a) shall be reported by an exception thrown by the
BeginOperationName.

— Any failure occurring during steps b) to e) shall be handled by the corresponding component.
The execution of the EndOperationName shall then report the failure via an exception.
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4.8.8 Type safe interfaces

The Information Model hosts device variables of different types. The values of such variables
are transferred using the class DataValue (FDI Interfaces and Data Types.CHM).

The Device Access Services support writing or reading multiple variables within one service.
The data type chosen for data transport is Datavalue implementing the type safe transport
because of the Datavalue property Datatype describing the value data type by means of
Datatype enumeration. Because the Datavalue property Value get/set functions use data type
Object to convey the actual value, the data receiver (UIP) shall verify the data type before data
processing.

4.8.9 Globalization and localization

Optic

UIP Jocalization support can be implemented through resource files' (.res(x)) or safellite
Assemblies.

The FDI Client shall set the locale and country information that shall be used by the U|P by
means of the arguments currentRegion and currentCuilture that are submitted with the
invodation of method Fdi.Dtm.Ui.IDtmUiFunction.¥nit. The UIP shall not derive Ipcale
information via the Thread.CurrentUICulture. The data type for currentRegign is
RegijpnInfo defined in the .NET namespace System.Globalization. The data type for
currentCulture is CultureInfo defined in the \NET namespace System.Globalizatjon.

4.8.10 WPF Control handling

If a JIP implementation is based on WRE/UserControl, the UIP inherits the interface from the
clasq UserControl, which means there will be more methods attributes and events avajlable
for the FDI Client that are not covered by the FDI specification. Conversely, a UIP implements
the apcessibility function. The related rules affect, on the one hand-teuch, the quality of the UIP
prodlict and, on the other handy the interoperability.

4.8.11 Win Form handling

If a |UIP implementation is based on Windows Forms, the UIP inherits from the tlass
UserfControl, Mhich means there will be more methods attributes and events available fqr the
FDI Client thatare not covered by the FDI specification. Conversely, a UIP implements the
accessibilitysfunction. The related rules affect, on the one hand-teuch, the quality of the UIP
prod¥ct and; on the other hand, the interoperability. The FDI Client shall make thread-safe|calls

to theé Windows.Forms controls.

4.9 Security
4.9.1 General

The goal of security is to protect a system against threats compromising the system's stability,
integrity and sensitive data.

System-wide security begins with the design process, which is out of the scope of
standardization. From the system's perspective, security is about controlling access to
resources, such as application components, data, and hardware. The .NET framework provides
support for constraining access to resources. The system security is based on control over
access permissions.
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A different approach is based on certification and authentication. Since-any-FBl-Package-needs
all FDI Packages need compliance testing and certification, the presumption is that such
certified FDI Packages don’t pose any threats to a system. This means that a UIP could be
executed with fully trusted permissions.

While an over-constrained system could lead into functional problems—an—un-constrained,
unconstrained permissions can be seen as security threats. Subclause 4.9 represents a
compromise between both ways.

4.9.2 Access permissions

4.9.2/.1 General Q

Within 4.9.2, technology-specific permissions and restrictiq{} re specified in addition tp the
one $pecified in IEC 62769-2. The permissions and restrictions shall be enforced by thg FDI
Client. The implementation rules define how this shall implemented.

4.9.2.2 Technology specific UIP permission$§$1d restrictions
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The general UIP permissions and restrictions are specified in IEC 62769-2. The permissions
and restrictions specified in 4.9.2 are specific to .NET-based UIPs.

a) Launching of an Active-X component is not allowed.
b) A UIP shall not write to the operating system registry. Read access to registry is allowed.

The FDI Client shall restrict the UIP permissions in accordance with this list.

4.9.2.3 Implementation rules

d ] TR+ yDArmY aad AnT
a =

In order to restrict the permissions of a UIP, an FDI Client shall execute a UIP in a separate
process (not the FDI Client process) that should run with a separate user account (4.5.2
describes how an FDI Client can manage hosting a UIP in a different process). By restricting
the permissions of the separate user account, the FDI Client also restricts the permissions of
the UIP running under the separate user account.

How the separate user account is created and configured is host specific. That includes

— whether it is a local or a domain account;
— whether it is used only for UIP hosting or also for other purposes;

— whether it is reused for all UIP processes of the same FDI Client instance or several FDI
Clients;
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— how restrictions are implemented (e.g. limited access to the file system by mechanism of
the operating system, blocking network access by a firewall).

Whether the FDI Client executes each UIP instance in its own process, or executes several or

all Ul

P instances in the same process, is FDI Client-specific.

As UIPs run in a separate process, UIP developers need to be aware that opening a modal
dialog with operating system mechanisms will only provide modality within the Windows of that
process. To avoid this behavior, UIP developers can start the modal UIP or start a new modal

UIP.

The

4.9.31 Code identity concept

bility to uniquely identify UIP executables contributes to the system's security

As earlier described in 4.3, UIP executables shall be signed with strong names, Strong-rajmes-

name

c

(@]

NOTE
Assen|

5 |1

d signed .NET Assemblies enable:

nique identification of UIP executables;
bde integrity verification.

The benefit of strong-named UIP executables is lost if this Assembly dynamically loads other
blies that are not signed with strong names.

hterface definition

Tabl¢ 2 to Table 9 specify the mapping between the ‘abstract services specified in IEC 62

2 ang

the corresponding .NET implementation, which is found in the type library file "FDI,

and a related help file "FDI Interfaces and Data,Types.chm”.

NOTE
organ

The Files "FDI.DLL" and "FDI Interfaces*and Data Types.chm" can be obtained from the fi
zations. (See also http://www.fdi-cooperation.com).

Tablg 2 specifies the mapping of the-Base Property Services.

Table 2 — Base Property Services

ibrary

769-
DLL"

tldbus

Abstract Service .NET Implementation
GetQeviceAccesslnterfaceVYersion IDeviceAccess.Version
GetQnlineAccessAvailability IDeviceAccess.OnlineAccessAvailable

Tabl¢ 3, specifies the mapping of the Device Model Services.
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Table 3 — Device Model Services

Abstract Service

.NET Implementation

Browse

IDeviceModel.BeginBrowse
IDeviceModel.CancelBrowse
IDeviceModel.EndBrowse

Read

IDeviceModel.BeginRead
IDeviceModel.CancelRead
IDeviceModel.EndRead

Write

IDeviceModel.BeginWrite
IDeviceModel.CancelWrite

T H AMarabadtraet ALt
roevreeivroterTnGvv e

CreJteSubscription

IDeviceModel.BeginCreateSubscription
IDeviceModel.EndCreateSubscription

Subgcribe

IDeviceModel.BeginSubscribe
IDeviceModel.EndSubscribe

Unsybscribe

IDeviceModel.BeginUnsubscribe
IDeviceModel.EndUnsubscribe

DelefeSubscription

IDeviceModel.BeginDeleteSubscription
IDeviceModel.EndDeleteSubscription

DataChangeCallback

DataChangeCallback

Tabl¢ 4 specifies the mapping of the Access Control Sepvices.

Table 4 — Access Control Services

Abstract Service

.NET Implementation

InitLpck IAccessControl.BeginlnitLock
IAccessControl.EndlnitLock
Exitock [AccessControl.BeginExitLock

IAccessControl.EndExitLock

Tablg 5 specifies the mapping)of the Direct Access Services.

Table 5 — Direct Access Services

Abstract Service

.NET Implementation

InitDjrectAccess

IDirectAccess.BeginlnitDirectAccess
IDirectAccess.EndlnitDirectAccess

ExitDirectAccess

IDirectAccess.BeginExitDirectAccess
IDirectAccess.EndExitDirectAccess

Transfer

IDirectAccess.Begin Iransier
IDirectAccess.EndTransfer

Table 6 specifies the mapping of the Hosting Services.

Table 6 — Hosting Services

Abstract Service

.NET Implementation

GetClientTechnologyVersion

Fdi.Frame.lFrame.Version
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Abstract Service

.NET Implementation

OpenUserinterface?

Fdi.Frame.Ui.IFrameUi.BeginOpenDtmUiModal
Fdi.Frame.Ui.IFrameUi.EndOpenDtmUiModal

Fdi.Frame.Ui.IFrameUi.BeginOpenDtmUi
Fdi.Frame.Ui.IFrameUi.EndOpenDtmUi

CloseUserInterface?

Fdi.Dtm.Ui.CloseMeRequestHandler ©°)
Fdi.Frame.Ui.IFrameUi.BeginCloseDtmUi
Fdi.Frame.Ui.IFrameUi.EndCloseDtmUi

LogAuditTrailMessage

Fdi.Frame.lAuditTrail.Notify

SaveUderSettings

Fdi.Frame.lUserSettings.SaveUserSettings

LoadUderSettings

Fdi.Frame.lUserSettings.LoadUserSettings

Trace Fdi.Frame.ITrace.TraceData
Fdi.Frame.lTrace.TraceEvent
ShowMgssageBox Fdi.Frame.Ui.IFrameUi.ShowMessageBox

ShowProgressBar

Fdi.Frame.Ui.IFrameUi.ShowProgress

CancelCallback

Fdi.Frame.Ui.CancelEventHandler

UpdateShowProgressBar

Fdi.Frame.Ui.IProgressUi.UpdateProgress

EndShqwProgressBar

Fdi.Frame.Ui.IProgressUi.EndProgress

DefaultResult

System.Windows.MessageBoxRegult

ButtonJet

System.Windows.MessageBoxButton

AcknStjle

System.Windows.MessageBoxIimage

ExportHile

Fdi.Frame.ImportExport.IFileExport.BeginInitExport
Fdi.Frame.ImpoertExport.IFileExport.EndInitExport
Fdi.Frame.lmportExport.IFileExport.BeginWriteExport
Fdi.FramelImportExport.IFileExport.EndWriteExport
FdifFrame.ImportExport.IFileExport.BeginFinishExport
Bdi.Frame.ImportExport.IFileExport.EndFinishExport

CancelExportFile

Fdi.Frame.ImportExport.IFileExport.BeginFinishExport
Fdi.Frame.ImportExport.IFileExport.EndFinishExport

ImportHile

Fdi.Frame.ImportExport.IFileExport.BeginInitimport
Fdi.Frame.ImportExport.IFileExport.EndInitimport
Fdi.Frame.ImportExport.IFileExport.BeginReadImport
Fdi.Frame.ImportExport.IFileExport.EndReadlmport
Fdi.Frame.ImportExport.IFileExport.BeginFinishImport
Fdi.Frame.ImportExport.IFileExport.EndFinishImport

CancellmportFile

Fdi.Frame.ImportExport.IFileExport.BeginFinishImport
Fdi.Frame.ImportExport.IFileExport.EndFinishImport
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Abstract Service

.NET Implementation

OpenDefaultApplication

Fdi.Frame.DefaultApplication
pplication

Fdi.Frame.DefaultApplication
ultApplication

Fdi.Frame.DefaultApplication
Application

Fdi.Frame.DefaultApplication

||ItA'n'nIir~s\tinn

Fdi.Frame.DefaultApplication.|OpenDefaultApplication.BeginInitOpenDefault
Application

.I0penDefaultApplication.EndInitOpenDefaultA

.10penDefaultApplication.BeginWriteOpenDefa

.I0penDefaultApplication.EndWriteOpenDefault

.I0penDefaultApplication.BeginFinishOpenDefa

Fdi.Frame.DefaultApplication
tApplication

.I0penDefaultApplication.EndFinishOpéf

Defaul

GetEny

ronmentProperties

Fdi.Frame.HostProperty. GetHostingProperties

2)  Fun

the
b)__Fyun

) To

ctions OpenUserInterface,
operation pattern described in 4.8.2.3.

e used by the UIP to close itself.

CloseUserInterfaces

AM

5. =
PeRMeta

shallienly be starte

. L P

H using

Tabl¢ 7 specifies the mapping of the UIP Services.

Table 7 — UIP Services

Abstract Service

.NET Implementation

Activate Fdi.Dtm.UiliDtmUiFunction.Init

Deactiv3te Fdi.Dfth.Ui.IDtmUiFunction.BeginClose 2)
Fdi:Dtm.Ui.IDtmUiFunction.EndClose 2

SetSystémLabel Fdi.Dtm.Ui.IDtmUiFunction.SystemGuiLabel

SetTracglLevel Fdi.Dtm.Ui.IDtmUiFunction.TraceLevel

TracelLepel Fdi.Frame.TraceEventType

InvokeStandardAction{*1} Fdi.Dtm.Ui.IStandardActions.InvokeStandardAction

InvokeA

bplicationSpecificAction

Fdi.Dtm.Ui.
IApplicationSpecificActions.InvokeApplicationSpecificAction

GetStandardActionltems Fdi.Dtm.Ui.IStandardActions.ActionltemSet
GetAppl|cationSpecificActionltems Fdi.Dtm.Ui.
IApplicationSpecificActions.ApplicationSpecificActionltemSet
Standar¢lActionliemsChangeCallback Fdi.Dtm.Ui.IStandardActions.StandardActionltemSetChanged
ApplicatjonSpecificActionltemsChangeCallback | Fdi.Dtm.Ui.
IApplir‘ntianppr‘ifir‘Ar‘tian Aplnli(‘atinnqlnnrifir‘ArtinnItment ‘hanged
a) The Deactivate service specified response deactivateCancelled maps to the exception

FdiCannotCloseUiException to be thrown by the UIP if the UIP has problems with the deactivation.

Table 8 specifies the mapping of the base data types.
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Table 8 — Base Data Types

Base data type .NET Implementation
Boolean Fdi.DataTypes.BooleanValue enum DataType.Boolean
String Fdi.DataTypes.StringValue enum DataType.String
ByteString Fdi.DataTypes.BinaryValue enum DataType.Binary
UtcTime Fdi.DataTypes.DateTimeValue enum DataType.DateTime
Int8 Fdi.DataTypes.SByteValue enum DataType.SByte
Int16 Fdi.DataTypes.ShortValue enum DataType.Short
Int32 Fdi.DataTypes.IntValue enum DataType.Int

Int64 Fdi.DataTypes.LongValue enum DataType.Long
Byte Fdi.DataTypes.ByteValue enum DataType.Byte
Uint16 Fdi.DataTypes.UShortValue enum DataType.UShort
UInt$2 Fdi.DataTypes.UIntValue enum DataType.UInt
Uint$4 Fdi.DataTypes.ULongValue enum DataType.ULong
Floa Fdi.DataTypes.FloatValue enum DataType.Float
Doulyle Fdi.DataTypes.DoubleValue enum DataType.Double
Duraltion Fdi.DataTypes.TimeSpanValue enum DataType.TimeSpan

Tabl¢ 9 specifies the mapping of the special data typés.

Table 9 — Special Types

Special Data .NET Implementation
type
Attrilpute Ids Fdi.DeviceAccess.AttributeType
Varignt Fdi.DeviceAccess.DataValue

NodgSpecifier Fdi.DeviceAccess;NodeSpecifier

Data| Value Fdi.DeviceAccess.ReadResult

Localized Text Fdi. DataTypes.LocalizedTextValue enum DataType.LocalizedText
Range Fdi.(DataTypes.RangeValue enum DataType.Range

EU Ipformation Fdi”DataTypes.EUInfoValue enum DataType.EngineeringUnit
Enum Value Fdi. DataTypes.EnumValue enum DataType.Enumerator

InnefErrorinfo. Fdi.DeviceAccess.InnerErrorinfo

NumpricRange Fdi.DeviceAccess.ArraylndexRange

Data arrays can be conveyed using class Fdi.DataTypes.ArrayValue.

Detailed interface definition and interface documentation are available in:

— FDI.DLL (.NET Assembly)
— FDI Interfaces and Data Types.CHM (Help File)
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -

Part 6: Technology Mapping

FOREWORD
1) Thie International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comprising
all| national electrotechnical committees (IEC National Committees). The object of IEC isg")to/ prpmote

international co-operation on all questions concerning standardization in the electrical and electronic fielfls. To
end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as| "IEC
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National'Committee intefested
in [the subject dealt with may participate in this preparatory work. International, @overnmental and non-
gojernmental organizations liaising with the IEC also participate in this preparatiomy{EC collaborates dlosely
with the International Organization for Standardization (ISO) in accordance withyconditions determinfed by
agfeement between the two organizations.

2) Thee formal decisions or agreements of IEC on technical matters express, as n€arly as possible, an international
cohsensus of opinion on the relevant subjects since each technical cdmmittee has representation from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for international use and are accepted by IEC National
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content ¢f IEC
Publications is accurate, IEC cannot be held responsible for’the way in which they are used or fqr any
miginterpretation by any end user.

4) In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publidations
trgnsparently to the maximum extent possible in theirynational and regional publications. Any divergence
befween any IEC Publication and the corresponding pational or regional publication shall be clearly indicgted in
the latter.

5) IECL itself does not provide any attestation of conformity. Independent certification bodies provide confprmity
aspessment services and, in some areas, aecess to IEC marks of conformity. IEC is not responsible fpr any
sefvices carried out by independent certification bodies.

6) Alllusers should ensure that they have,the latest edition of this publication.

7) N(d liability shall attach to IEC or its\directors, employees, servants or agents including individual experfs and
megmbers of its technical committees and IEC National Committees for any personal injury, property damgge or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feeg) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othgqr IEC
Publications.

8) Atfention is drawn to-the/Normative references cited in this publication. Use of the referenced publicatipns is
indispensable for the.correct application of this publication.

9) At{ention is drawn-to the possibility that some of the elements of this IEC Publication may be the subject of
patent rights..IEC-shall not be held responsible for identifying any or all such patent rights.

Interpational"Standard |IEC 62769-6 has been prepared by subcommittee 65E: Deviced and
integration” in enterprise systems, of IEC technical committee 65: Industrial-prqcess
meagurement, control and automation

This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) redesign of the security concept for UIP execution.
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The text of this International Standard is based on the following documents:

FDIS Report on voting
65E/763/FDIS 65E/773/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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INTRODUCTION

The |IEC 62769 series has the general title Field Device Integration (FDI) and the following
parts:

— Part 1: Overview

— Part 2: FDI Client

— Part 3: FDI Server

— Part 4: FDI Packages

Pert-5—FBtinformatiomvtodet

Plart 6: FDI Technology Mapping

Plart 7: FDI Communication Devices

Plart 100: Profiles — Generic Protocol Extensions

Plart 101-1: Profiles — Foundation Fieldbus H1

— Pprt 101-2: Profiles — Foundation Fieldbus HSE

Plart 103-1: Profiles — PROFIBUS

Plart 103-4: Profiles — PROFINET
Plart 109-1: Profiles — HART and WirelessHART
Plart 115-2: Profiles — Protocol-specific Definitions for Medbus RTU
Part 150-1: Profiles — ISA 100.11a
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FIELD DEVICE INTEGRATION (FDI) -

Part 6: Technology Mapping

1 Scope

This part of IEC 62769 specifies the technology mapping for the concepts described in the

Field
regar
the V|

2 Normative references

The following documents, in whole or in part, are normatively referenced-in this documen

are i

undated references, the Ilatest edition of the referenced (document (including

amer

Device Integration (FDI) standard. The technology mapping focuses on implemen
ding the components FDI Client and User Interface Plug-in (UIP) that are specific’o
ORKSTATION platform/.NET as defined in IEC 62769-4.

ndispensable for its application. For dated references, only the,edition cited applies

dments) applies.

IEC
Des

IEC

IEC §

IEC ¢

IEC §

ISO/IEC 19505-1, Informatiom technology — Object Management Group Unified Moa

Lang

ISO/IEC 29500, (all”parts) Information technology — Document description and proce

langt

3 1

3.1

1804 (all parts), Function blocks (FB) for process control and Electronic D
iption Language (EDDL)

2769-1, Field Device Integration (FDI) — Part:1:*Overview
2769-2, Field Device Integration (FDI).-~Part 2: FDI Client
2769-4, Field Device Integration (EDI) — Part 4: FDI Packages

2541 (all parts), OPC Unified*Architecture

iage (OMG UML) — Part 1: Infrastructure

ages — Office.Open XML File Formats

'erms,-definitions, abbreviated terms, symbols and conventions

Terms and definitions

tion
ly to

t and
. For
any

bvice

eling

5Sing

For the purposes of this document, the terms and definitions given in IEC 62769-1 as well as
the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.11
Appl

ication Domain

isolated environment where applications execute
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3.1.2

FDI Type Library

assembly that contains the interfaces and data types that are used for the data exchange and
interaction between a UIP and an FDI Client

3.1.3

Global Assembly Cache

machine-wide code cache that stores Assemblies specifically designated to be shared by
several applications

314

Windows Registry J
systgm-defined database in which applications and system components store and, réfrieve
configuration data

3.2 | Abbreviated terms

For the purposes of this document, the abbreviated terms given in IEC 62769-1 as well als the
following apply.

CLR Common Language Run-time
MSI Microsoft Installer
WPF Windows Presentation Foundation

UML Unified Modeling Language

3.3 | Symbols

Figudes in this document use graphical*symbols in accordance with ISO/IEC 193%05-1
(umi 2.0).

3.4 | Conventions

For the purposes of this documént, the conventions given in IEC 62769-1 apply.

The fescription of Non-blocking service execution in 4.8.2 uses italics to identify a generic
operation name the internal function is being applied to.

4 Technicalconcepts

4.1 General

4.1.1 Overview

In 4.1.2, 4.2, 4.3, 4.4, and 4.5, this document describes first the technology base for UIP
implementation, the hardware and software environment including the related implementation
rules. Clause 4 follows a life-cycle (use case) oriented approach.

Subclause 4.6 describes the copy deployment procedures and related implementation rules
for the UIP and the FDI Client. UIP executable instantiation and termination is described in
4.7. Subclause 4.8 defines the rules about interaction between the FDI Client and the UIP.
Security related definitions are written in 4.9. The service interface definitions for the FDI
Client and the UIP are found in Clause 5.
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4.1.2

Platforms

The UIP and FDI Client shall be built upon the Microsoft .NET Framework and executed in
the .NET Common Language Run-time.

The minimum set of workstation-supported I/O devices is: mouse, keyboard, and color screen

resol

ution of 1024 x 768 pixels.

The following Table 1 lists all the technologies and their editions that are consistent with FDI

components.
Table 1 — Technology edition reference
Technology Standard Edition
NET N/A CLR4 for UIP Implementation
EDDL IEC 61804 2016
OPCJUA (Parts 1-8) IEC 62541 2015
Open Packaging Convention ISO/IEC 29500 | 2016
Extepsible Markup Language (XML) N/A W3C, 1.0 (fifth edition)

4.1.3 FDI Type Library

The
pass
exch

purp

The

Device Access Services and the UIP Services _can be modelled as .NET inter
ng .NET data type arguments. These interfacés and data types are used for the
bnge and interaction between the UIP andthe FDI Client. For runtime error han
bses during interface method calls, .NET exceptions classes are defined.

FDI .NET interfaces, data types, andvexception classes are defined in a single FDI

Library. The FDI Type Library is a sttohg-named Assembly. The file name of this Asse

shall

be ‘fdi.dll’. The fdi.dll shall be versioned as per IEC 62769-1:2020, 8.1. The FDI

Library is part of the FDI Core Technology as per IEC 62769-1:2020, 8.3.2.1 and ther

direc|
an in

tly influences the FDI Technology Version. All Compatible changes of the fdi.dll le
crease of the minor portion of the FDI Technology Version. Incompatible changes le

an increase of the major. portion of the FDI Technology Version (see IEC 62769-1:2
8.3.2.2).

The

FDI Type Library“is signed with a single unique key by the issuer of the file. The FDI

Library shall bejtinstalled separately as part of every FDI Client installation. User Inte
Plugdins (UIP)»and the FDI Client Application shall use this instance of the fdi.dll. UIPs
not garry arxdeploy the FDI Type Library. The FDI Client is responsible to provide mea
allow] updates of this type library over time.

aces
data
dling

Type
mbly
Type
efore
ad to
ad to
P020,

Type
rface
shall
ns to

Figure 1 shows the FDI Type Library structure.
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composite structure Internal Structure FDI.DLL/
"Type Library"
FDI.DLL
"Namespace"
Fdi.otm.Ui —O
IDtmUiFunction
"Namespace” :
IDeviceModel e |IAccessControl
IDirectAccess IDeviceAccess
"Namespace"
Q . Fdi.Frame O |
IAuditTrail ITrace f
IFrame IUserSettings~
"Namespace"
Fdi.Frame.Ui —©
IFrameUi

IEC

NOTE| The composite structure diagram shows_only the core interfaces that implement the interfaces defiped in
IEC 62769-2.

Figure*t—= FDI Type Library structure

4.2 | UIP representation

The UIP Variant can contain either a single or multiple runtime modules (.NET Assembly) and
their [related supplementary files (for example: resource files). The runtime module of the UIP
Varignt is called "UIP’ executable". The supplementary file(s) of the UIP Variant is/are dalled
"UIP [supplement(s)".

UIP pupplement(s) is/are stored under (a) subfolder(s) of the UIP executable installation
directory!

EXAMPLE Resource files and application configuration data.

The Runtimeld of a UIP Variant shall be ".NET Framework CLR4", see IEC 62769-4. FDI
Clients supporting this Runtimeld shall support the .NET Framework 4.6.1 or higher using the
CLR4 and UIPs with this Runtimeld shall use the .NET Framework 4.6.1 or lower supporting
the CLR4 (meaning .NET Framework 4.0 up to .NET Framework 4.6.1).

The UIP Variant shall be self-contained. All UIP required libraries (.NET Assemblies) required
by a UIP Variant are stored within the same Folder.
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4.3 UIP executable representation

The implementation of the UIP depends on the type of user interface elements that can be
embedded into the user interface hosting environment of the FDI Client. UIP shall be
implemented as a .NET System.Windows.Forms class UserControl or a Windows
Presentation Foundation (WPF) System.Windows.Controls class UserControl.

UIP executables and their required libraries shall have strong names. The signing of a strong-
named Assembly can be done using a self-generated key.

NOTE The identity of strong-named Assemblies consists of a name, version, culture, public key token and digital
signatfrre.

UIP executables and their required libraries shall be shipped with file containing-the gublic
key ip order to enable Assembly verification.

4.4 | UIP executable compatibility rules

The [compatibility rules for different versions of the UIP component are specifigd in
IEC 62769-4.

The ¢ompilation target platform for the UIP shall be "anyCPU"(If this is not feasible, thg UIP
shall[be shipped in two variants. One UIP variant shall be compiled for target platform "x86".
The $econd UIP variant shall be compiled for target platform "x64". The compilation plajform
targgt shall be described in the catalog.xml file, which”is defined in IEC 62769-4.|This
catalpg.xml file contains an xml element "Cpulnformation" that describes the User Inteyface
Plugd{in variant. The allowed values that shall be uséd in the xml element "Cpulnformation" are
"anyCPU", "x86" or "x64".

4.5 | Allowed .NET Common Language RUn-time versions
4.5.1 General

Spedific CLR (Common Language)Run-time) versions are released for the executign of
software components built with specific .NET Framework versions. The .NET CLR version 4.0
is used to execute software components built with .NET Framework 4.0. .NET Components
are built for one CLR version_only but can be capable to run also under a newer CLR vergion.

FDI Clients can be builtbased on CLR version 4.0 or future versions. An FDI Client hps to
realize the following sjtuations when starting a UIP.

hen the UIP to be started was built for the same run-time, the UIP can be started bly the
DI Client as usual.

irrent running CLR version, the FDI Client shall start the UIP in a surrogate procesg with

pu | 4 fal > + LM datarl l H~ P AL 2\
T AUTUYUAQIT UL\ VT STUIT. (IVIUTT UTAnS arT UToLTTUTUTIT . J. Z2%)

W\
F
o When the UIP to be started was built with another CLR version and is not compiled fgr the
c
t

Taking this behavior in account, a UIP shall be developed for CLR version 4.0 or any future
version. If the CLR versions do not match, the UIP shall be started in a separate process. The
UIP will then not be displayed as an integrated module within the FDI Client. It is up to the
FDI Client to realize the surrogate process.

4.5.2 CLR compatibility strategy

In the future, FDI Clients and UIPs will be permitted to be built on different incompatible
versions of the CLR.

If an FDI Client detects that a UIP requires a CLR that is not compatible with the FDI Client,
the FDI Client can use a proxy class that enables interaction with the UIP built using a
different version of the CLR.
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The FDI Client loads a proxy UIP executable, creates an instance of the proxy class, and
delegates the execution of the UIP to this proxy. The proxy starts a process with the required
CLR and executes the UIP in this surrogate process. The proxy classes provide the standard
FDI interfaces. The FDI Client can use these interfaces to interact with the UIP executed in
the surrogate process.

FDI Client Process

l:;j «library»

UIP Interface Proxy

.NET CLR Surrogate Process

! «library»

UIP Interface Stub

| «executable»
i

IEC

Figure 2 — .NET surrogate process

4.5.3 How to identify the .NET target platform of a UIP

The [NET target platform CLR version information for which a certain Assembly is compiled
can he extracted by means of .NET Framework library functions (see Figure 3).

clrVersion = Assembly.Lo@dFrom(<Assembly Path>) .ImageRuntimeVersion;

IEC
Figure 3 — Identification of Run-time Version

NOTE| The Visual.Studio! 2008 and 2010 IDE allow developers to select the .NET Framework targel. The
select|on of a .NET“Framework target older than the base for the current Visual Studio IDE automatically creptes a
configuration_file~listed as "app.config" within the solution explorer. This file only reflects the current complier
setting. The compiler does not read that file.

4.6 UIP Deployment

The general UIP installation rules are outlined in IEC 62769-2. The UIP executable shall not
be registered within the Global Assembly Cache.

The "strong-name" rule ensures that related Assemblies of different versions of the UIP can
coexist during runtime.

The FDI Client implementation ensures that UIP deployment works independently from current
user credentials. See the NOTE below.

1 Visual Studio is an example of a suitable product available commercially. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of this product.
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NOTE Certain operating system managed folders require specific access rights, for example, modifications in
folder "Program Files" require "Administrator" rights. The Windows operating system provides several means to
allow an application running with restricted user rights to execute actions with administrator privileges transparent
to the user, for example, special restriction handling for identified directories, services with administration rights,
executables that are configured to automatically run with administration rights. The alternative is to copy UIP
executables into folders writeable for "normal" users.

4.7 UIP Lifecycle
4.7.1 General

The UIP state machine, outlined in IEC 62769-4, is composed of the Loaded, Created,
Operational, Deactivated and Disposed states. The mechanisms affecting state changes are
descfibed in 4.7.

After|the FDI Client has stored the UIP executable on the FDI Client, the FDI Client Toads the
UIP Assemblies dynamically into the memory and executes the related logiccby: calling the
corrgsponding FDI-specified interface functions.

Subclause 4.7 describes rules about how the FDI Client shall activate and’deactivate the UIP.

4.7.2 UIP Assembly activation steps
4.7.211 Load

The FDI Client shall load the UIP executables by using thg'LoadFrom mechanism. The [NET
framg¢work provides System.Reflection.Assembly.LoadFrom for this purpose:

The lLoadFrom mechanism behaves as follows.

LpadFrom loads the Assembly addressed with the file path and also the refergnced
Alssemblies located within same directory: The argument string assemblyFile shall contain
the file name of the UIP executable.-The file name of the UIP executable representg the
StartElementName described in IEC%62769-4.

e Iffan Assembly is loaded with(DoadFrom, and later an Assembly in the "load context"
aftempts to load the same Assembly by display name, then this load attempt fails.

e Ifflan Assembly with the(same identity is already loaded (for example, by another UIP),
then LoadFrom returns: the Assembly that has been loaded before, even if a different file
ppth was specified«<Even a different file name does not matter. Only the identity df the
Alssembly is relevant.

o Ifflan Assembly.is loaded with LoadFrom, and the probing path includes an Assembly| with
the same identity (for example, in the Global Assembly Cache or an application direcjory),
then this Assembly is loaded, even if a different file path was specified.

e LpadFrom requires the permissions FileIOPermissionAccess.Read and
Flil€rOPermissionAccess.PathDiscovery, Or WebPermission, on the specified path.

e LoadFrom loads the assembly into the default Application Domain.

o |f a native Assembly image (generated by ngen.exe) exists for the specified file path, then
it is not used. The Assembly cannot be loaded as domain neutral, i.e. the Assembly
cannot be shared between Application Domains.

This behavior enforces deployment rules as follows.
e Rules regarding Assembly dependencies (see 4.7.2.4.2).

The FDI Client shall only use LoadFrom. The use of other .NET Assembly loading/object
creation means is not allowed.

¢ Rules regarding shared Assemblies (see 4.7.2.4.3).

e A pre-compiled processor-specific machine code cannot be used.
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e The security aspects regarding loading and execution of Assemblies are described in 4.9.
4.7.2.2 Create

Creating an instance of the UIP Assembly works using the .net library functions
System.Reflection.Assembly.GetTypes and System.Activator.CreatelInstance. The
FDI type library declares a "custom attribute” named UIPActivationClass. This attribute
shall only be added to the object implementing the interface IDtmUiFunction that actually
implements the UIP start-up function. The attribute UTPActivationClass shall be used once
only.

The [FDI Client can now use System.Reflection services to clearly determine the| UIP
implgmented activation procedure.

NOTE|1 Function System.Reflection.Assembly.GetTypes can be used to query the interface IDtmUiFunction
NOTE|2 Function System.Attribute.GetCustomAttributes can be used for reading the additional,custom attridutes.

NOTE|3 The result of function invocation System.Activator.Createlnstance is an object(oftype IDtmUiFunctipn.

A dafa-type cast is needed.

4.7.2.3 Activate

Invogation of function IDtmUiFunction.Init finally activates the UIP for the user.

4.7.2.4 External libraries
4.7.2.4.1 General

UIP Assemblies can depend on external libraries (third-party libraries) and other Assemblies,
for example, specific user control libraries. FDI Clients do not perform installation of UIPs,
rathegr they dynamically load and exec¢ute the UIP. To support this usage, as well a$ the
requirement to prevent possible problems of conflicting Assemblies, rules are specified for
external libraries.

Extefnal libraries shall:

e bg contained withinthe FDI Package;

[ ]
=}

bt require Microsoft Installer (MSI) installation;

°
>

bt require entries in the Windows Registry or the Global Assembly Cache;
e aflhere td the access restrictions described in 4.9.2;

e bge compatible with the platforms described in 4.1.2.

4.7.204.2  lLoading of external libraries

The FDI Client loads the UIP Assembly, containing the UIP main class implementing interface
IDtmUiFunction, by invocation of the .NET framework function LoadFrom. Referenced
Assemblies that are stored in the same directory are automatically loaded together with
this .NET Assembly. Referenced Assemblies that are stored in other locations (for example, in
a sub-directory) have to be loaded explicitly by the UIP itself.

The UIP shall load such Assemblies also by invocation of the .NET framework function
LoadFrom. Loading Assemblies with other .NET framework methods is not allowed.

Usage of external libraries shall not break the self-containment requirement for FDI Packages;
all external libraries shall be included in the FDI UIP Package.


https://iecnorm.com/api/?name=6135d9ef4c453c49801517bea6d9189b

IEC 62769-6:2021 © IEC 2021 - 15—

4.7.2.4.3 Loading of shared external libraries

An external library is a shared external library if a related .NET Assembly identity can be used
from different UIP executables. The identity of a .NET Assembly matters. Installation path and
Assembly filename are not relevant.

Usage of shared libraries shall not break the self-containment requirement for FDI Packages.
Each of the delivered FDI Packages shall be shipped with all required UIP related libraries.
The sharing mechanism comes from the .NET framework implemented optimization
mechanism.

If a shared Assembly is used, then the following rules apply.

. y incompatible change to the shared Assembly shall lead to a new identity, fer-example,
d|fferent version number.

e Shared Assemblies shall not presume to be loaded from a specific installation path, for
ekample, rely on the fact that some files are stored in the same-directory or|in a
stib-directory.

e Static variables in shared Assemblies are also shared if the Assembly is loaded intp the
same Application Domain. Thus, static variables shall notchave side effects in |such
sgenarios. External shared libraries shall not declare static variables.

e Because of the self-containment rule defined for the FDV Package, shared Asseniblies
shall be deployed with all FDI Packages using a shared~Assembly.

4.7.2.5 UIP Constructor invocation

Congtructor and destructor implementation shall .-not throw exceptions. The constructor |logic
shall[be limited to instantiate the object in terms\of the internal data structure. The destructor
logic| shall be limited to destroy the object\in terms of releasing memory resources.| The
consfructor and the destructor shall not:

rvoke any call-back to the FDI Client,

e invoke any user interaction.

4.7.3 UIP Assembly deactivation steps
4.7.31 Deactivate

For UIP deactivation the FDI Client shall call the interface IDtmUiFunction.BeginClosg¢ and
IDtmUiFunction®EndClose. On successful execution the UIP shall release all resources and
the EDI Client¢shall delete all references to the UIP instance. The .NET garbage collector
finally disposes the UIP runtime object.

4.7.3(.2 Dispose

A .NET Assembly that is loaded into a process respectively into the related
ApplicationDomain is never unloaded, except if the ApplicationDomain itself is destroyed.
That means if the FDI Client loads a UIP Assembly into the default ApplicationbDomain, then
these Assemblies and all dependent Assemblies are never unloaded unless the application is
closed.

The UIP Assemblies shall be developed with this .NET framework behavior in mind. To reduce
the memory consumption, the following rules apply.

e Minimize the use of static variables, because these increase the memory consumption of
the Assembly.

e Move UIP functionality that is not always (or rarely) needed to separate Assemblies.
These Assemblies are then only automatically or manually loaded when the corresponding
code is executed.
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Use shared Assemblies whenever possible.

2021

e The FDI Client can execute .NET Assemblies in a separate Application Domain in order to

4.8
4.8.

have the ability to unload them.
Interaction between an FDI Client and a UIP

1 Handling of standard Ul elements

UIPs shall delegate the presentation and handling of standard Ul elements to the FDI Client.

The

To epsure a consistent user interface interaction across UIPs from different vendors, 4
may |delegate presentation and handling of additional UIP specific actions ta~the FDI C
Nongtheless, UIPs are allowed to implement non-standard Ul actions within .their own Ul

The
ava
uipP
uipP
dep
of

ISt
IAp

An FDI Client may use dedicated Ul elements, é:g» button controls, to provide direct acce

the

otherl FDI Client Ul elements. FDI Client shall always show all custom actions exposed

uipP

4.8.
4.8.

The
asy

The

perfgrmed in a-different thread. The synchronization with the calling thread is handled vi

Asy

objeqt.

Whe . f 1t ucti f f : We onh. finis

standard Ul elements are:

t]IP Specific status information.

set of standard Ul actions and their respective semantics ,isyfixed. However
ilpbility of these actions may change at any time depending on the internal state g
.|The set of additional UIP specific actions and their individuahavailability is not fixe
may add, remove, rename, enable or disable the UIP{specific actions at any
ending on its requirements. The UIP has to inform the FDIClient whenever the availg
its standard actions or UIP specific aetions changes (see e
andardActions.StandardActionItemSetChanged,and
pllicationSpecificActions. ApplicationSpecificActionItemSetChanged) .

standard actions, as well as indirectly invoke them in the context of user interaction|

With dedicated Ul elements.

2 Non-blocking service execution

201 FDI Client internal functions
implementation of function BeginOperationName shall copy the content of Argu
nicState into memberAsyncState of the returned IAsyncResult object.

productive (time-consuming) part of the function named OperationName sha

ncWaitHéndle object (class WaitHandle), which is also a member of the IAsyncRe
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the IaAsyncResult objects attribute TsCompleted shall be set to True. If the AsyncCallBack
argument value is valid (not equal NULL), the FDI Client notifies the UIP using the callback.

The implementation of CancelOperationName uses the argument IAsyncResult to identify
the service that has been started with BeginOperationName. If BeginOperationName started
an OPCUA service, the FDI Client shall call the OPCUA defined Cancel service.

4.8.

2.2 UIP internal functions

The management of multiple asynchronous services in parallel shall be managed using the

Asy

ncState object.


http://msdn.microsoft.com/en-us/library/system.iasyncresult.aspx
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The IAsyncResult object returned by BeginOperationName contains the WaitHandle object.
The UIP shall perform its own thread synchronization using the WaitHandle object.

4.8.2.3 Non-blocking service execution sequence

The following shows the interaction sequence between the FDI Client and the UIP. The thread
management mechanisms implemented inside the FDI Client are not shown. The Interaction
between an FDI Client and an FDI Server is based on Request/Response pattern. The FDI
Client service request matches with the BeginOperationName. The AsyncCallback invocation

matches with receiving the Client service response.

EndOperationName conveys the

response contained results. Implementation of the non-blocking service execution does not

requIe any thread management inside the FDI Client. Figure 4 shows an example

IAsyncPattern based Asynchronous service execution.

1P2 EDIClient2

T
|
|

BeginRead()

T
|
I
] I
I
I

i ReadAsyncResult U N

ReadAsyncCallback
EndRead()

Service Read
processing

ReadRestuilt 1J
e ,,,,,,,,,,,,,,

4.8.3 Blocking service execution

IEC

Figure 4 — IAsyncPattern based asynchronous service execution example

bf an

The FDI Client-provided interfaces allow performing synchronous Information Model agcess

by uging the functionality described in 4.8.1 in a way shown in Figure 5.
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=
=
9

EDIClient1

S

BeginRead

ReadAsyncResult J N N
________________ N
| __ | Service Read processing

|

EndRead }

: ReadResult .
Ije **************** T
IEQ

ReadAlsyncResult is the object implementing the interface IAsyncResult.

Higure 5 — Blocking service execution example using IAsyncResult based patter

-

4.8.4 Cancel service execution

Somé services specified for the interface IDeviceModel (seesTable 3) support cancellng a
started service by means of the function CancelOperationName. The following Figure 6 will
illustrate the processing sequence based on the Read service‘example.

ulp2 FDIClient2

1
4
\
BeginRead }

».

Service Read

} processing
—J |
| |
| |
L \
CancelRead b
‘ 7
|
|
I
| ReadAsyncCallback Cancel
L e
} CancelRead
_______________ L
EndRead }
} ReadResult
e ——— L

IEC

Figure 6 — Cancel service processing sequence example

The invocation of CancelRead triggers the FDI Client internal functions needed to cancel the
active read operation. The FDI Client may not be able to cancel the operation immediately,
but it should do so as soon as possible. Once the operation has been cancelled, the FDI
Client notifies the UIP through the ReadAsyncCallback. The UIP shall then call the EndRead
function.
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NOTE A general challenge implementing this pattern is to handle race conditions properly on both sides (UIP2
and FDIClient2). If the FDI Client has forwarded the service execution via an OPC UA service, the actual service
execution will run inside the FDI Server.

Depending on how the UIP is hosted, there may be three independently working processes.
Therefore, the cancel request (sent by the UIP) may appear right after the FDI Server has
already finished the service request. The related response sent by the FDI Server may have
arrived at the FDI Client (or not). The FDI Client may invoke the ReadAsyncCallBack while the
UIP invokes the CancelRead.

ReadAsyncResult is the object implementing the interface IAsyncResult.

4.8.5 Threading
4.8.5/1 Implementation rules

The UIP shall be able to receive calls in any thread.
The WUIP shall not block the calls coming from the FDI Client.

The UIP shall not use the FDI Client thread to signal back the callback to the FDI Client itself.
This |s to prevent deadlocks and endless loops.

The UIP shall not run synchronous operations as described in 4.8.3 in the user intefface
thredd: the user interface thread of a process shall be dedicated to receiving user inputg and
perfgrm drawing tasks only.

The UIP and FDI Client shall not block the userinterface thread. The user interface [shall
always stay responsive. The user interface thread is shared between the different FDI|user
inteche related objects for user input and dfawing operations. If one object blocks this thread

in order to perform some processing, this would affect the responsiveness of other|user
interflaces.

The [UIP and FDI Client shalb” not block a BeginOperationName method call: a
BeginOperationName method.shall only start an asynchronous operation. The caller sha|l not
be blpcked.

4.8.6 Timeout

The Interfaces referred in Clause 5 enable asynchronous service execution. The time fdr the
execption of Such services depends on performance constraints related to:| bus
communicatieRn{FDI Client/FDI Server performance. The rules listed below target the syjstem
interpperability’ regarding the prevention of "Race Conditions". The general rule is that the
compgonent,*is allowed to manage timeout handling only for those processes thaf are
completely under the control of that component. The following list shows which elemer)ts of
the ItiIC bybtclll [=18+] d“UVVCd tU illlpiclllcllt thU t;IIIUUut UIUtUbtiUII fullbt;Ull.

e UIP: The UIP shall not implement timeout detection.
e Business Logic: The Business Logic shall not implement timeout detection (FDI Package).

e FDI Client: The FDI Client shall implement timeout detection. In the case of OPC UA, the
related support is built into the OPC UA communication stacks. Timeout detected during
operations performed on behalf of the UIP shall be forwarded as negative function result
codes.

e FDI Server: The FDI Server shall implement timeout detection. In the case of OPC UA, the
related support is built into the OPC UA communication stacks.
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e Communication Server: The Communication Server implements timeout detection for the
OPC UA connection according to the OPC UA Specification. Related support is built into
the OPC UA communication stacks. Additionally, the Communication Server implements
timeout detection limited to the network directly connected to the physical port connected
to the Communication Server.

4.8.7 Exception handling

An important specification goal is to make a clear distinction between software quality
problems and anticipated processing states. Therefore, the specification defines two general
exception categories:

a) Hxceptions that indicate software states or events that have not been anticipated dhring
the software development are considered as software quality issues (Run-time error).

b) Exceptions indicating anticipated software operation failures.
Examples of software quality issues indicated by exceptions are:

e fynction argument type mismatch;
e fynction argument value range mismatch;
e djvision by zero;

. ULL Pointer reference.
Examples of anticipated error handling are:

cpmmunication problem handling;
e general IO data processing;
u

ser input errors.

«\
uUIP FDI Client FDI Server
P .NET Interface P OPC UA
NSO ®|T
e =] o ____] L->
@ch O _

IEC

Figure 7 — Exception source

Accofrding“to the FDI Architecture, exceptions can occur in different steps of the Selrvice
processing see Figure 7:

a) passing the request from the UIP to the FDI Client:
b) request forwarding inside the FDI Client;

c) processing the response from the FDI Server;

d) forwarding the response to the UIP;

e) response processing inside the UIP.

Service processing problems detected inside the FDI Server and beyond are handled through
OPC UA defined service results.

Regarding the implementation of the TAsyncResult pattern, the following rules apply.
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— Any failure occurring with step a) shall be reported by an exception thrown by the
BeginOperationName.

— Any failure occurring during steps b) to e) shall be handled by the corresponding
component. The execution of the EndOperationName shall then report the failure via an
exception.

4.8.8 Type safe interfaces

The Information Model hosts device variables of different types. The values of such variables
are transferred using the class DataValue (FDI Interfaces and Data Types.CHM).

The Pevice Access Services support writing or reading multiple variables within one sefvice.
The fata type chosen for data transport is Datavalue implementing the type safe.trangport
becalise of the Datavalue property Datatype describing the value data type by meaps of
Datajtype enumeration. Because the Datavalue property Value get/set functions use|data
type [Object to convey the actual value, the data receiver (UIP) shall verify\the data|type
before data processing.

4.8.9 Globalization and localization

UIP Jocalization support can be implemented through resourcelfiles (.res(x)) or safellite
Assemblies.

The FDI Client shall set the locale and country information that shall be used by the U|P by
means of the arguments currentRegion and currea¥Culture that are submitted with the
invodation of method Fdi.Dtm.Ui.IDtmUiFunctignMnit. The UIP shall not derive Ipcale
information via the Thread.CurrentUICulturg) The data type for currentRegiqgn is
RegifonInfo defined in the .NET namespace*System.Globalization. The data typg for
currentCulture is CultureInfo defined in.the .NET namespace System.Globalizatjon.

4.8.10 WPF Control handling

If a UIP implementation is based«dn WPF UserControl, the UIP inherits the interface|from
the ¢lass UserControl, which\imeans there will be more methods attributes and eyents
available for the FDI Client that“are not covered by the FDI specification. Conversely, g UIP
implgments the accessibility*function. The related rules affect, on the one hand, the qualjty of
the YIP product and, on the‘other hand, the interoperability.

4.8.11 Win Form ‘handling

If a |UIP implementation is based on Windows Forms, the UIP inherits from the flass
UserlContrel,’ which means there will be more methods attributes and events available for
the ADI Client that are not covered by the FDI specification. Conversely, a UIP implements
the gdceessibility function. The related rules affect, on the one hand, the quality of thg UIP
prodiic d, ¢ e other hanc o | ili ient she ake cad-safe
calls to the Windows.Forms controls.

4.9 Security
4.9.1 General

The goal of security is to protect a system against threats compromising the system's stability,
integrity and sensitive data.

System-wide security begins with the design process, which is out of the scope of
standardization. From the system's perspective, security is about controlling access to
resources, such as application components, data, and hardware. The .NET framework
provides support for constraining access to resources. The system security is based on
control over access permissions.
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A different approach is based on certification and authentication. Since all FDI Packages need
compliance testing and certification, the presumption is that such certified FDI Packages don’t
pose any threats to a system. This means that a UIP could be executed with fully trusted
permissions.

While an over-constrained system could lead into functional problems, unconstrained
permissions can be seen as security threats. Subclause 4.9 represents a compromise
between both ways.

4.9.2 Access permissions

4.9.2|.1 General

Within 4.9.2, technology-specific permissions and restrictions are specified in addition tp the
one $pecified in IEC 62769-2. The permissions and restrictions shall be enforced by the FDI
Client. The implementation rules define how this shall be implemented.

4.9.2.2 Technology specific UIP permissions and restrictions

The general UIP permissions and restrictions are specified in IEC 682769-2. The permisgions
and flestrictions specified in 4.9.2 are specific to .NET-based UIPs(
a) Lpunching of an Active-X component is not allowed.

b) AlUIP shall not write to the operating system registry. Read access to registry is allowled.

The FDI Client shall restrict the UIP permissions in accordance with this list.

4.9.2.3 Implementation rules

In order to restrict the permissions of a UIP{an FDI Client shall execute a UIP in a sepprate
procgss (not the FDI Client process) that should run with a separate user account (#.5.2
descfibes how an FDI Client can manage hosting a UIP in a different process). By restricting
the permissions of the separate user-account, the FDI Client also restricts the permissions of
the UIP running under the separate‘user account.

How [the separate user account'is created and configured is host specific. That includes

- hether it is a local .orha domain account;
- hether it is used‘only for UIP hosting or also for other purposes;
- hether it is reused for all UIP processes of the same FDI Client instance or severa| FDI

- bw restrietions are implemented (e.g. limited access to the file system by mechanigm of

Dl Cliente Astance—in-Hsown process ral or
all UIP instances in the same process, is FDI Client-specific.

As UIPs run in a separate process, UIP developers need to be aware that opening a modal
dialog with operating system mechanisms will only provide modality within the Windows of
that process. To avoid this behavior, UIP developers can start the modal UIP or start a new
modal UIP.

4.9.3 Code identity concept

The ability to uniquely identify UIP executables contributes to the system's security.

As earlier described in 4.3, UIP executables shall be signed with strong names. Strong-named
signed .NET Assemblies enable:
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— unique identification of UIP executables;

— code integrity verification.

NOTE The benefit of strong-named UIP executables is lost if this Assembly dynamically loads other library

Assem

blies that are not signed with strong names.

5 Interface definition

Table 2 to Table 9 specify the mapping between the abstract services specified in IEC 62769-
2 and the corresponding .NET implementation, which is found in the type library file "FDI.DLL"

and a

related help file "FDI Interfaces and Data Types.chm".

NOTE|

The Files "FDI.DLL" and "FDI Interfaces and Data Types.chm" can be obtained from .the, fi

organizations. (See also http://www.fdi-cooperation.com).

Tabl¢ 2 specifies the mapping of the Base Property Services.

Table 2 — Base Property Services

tldbus

Abstract Service .NET Implementation
GetQeviceAccesslnterfaceVersion IDeviceAccess.Version
GetQnlineAccessAvailability IDeviceAccess.OnlineAccessAvailable

Tabl¢ 3 specifies the mapping of the Device Model Services.

Table 3 — Device‘Model Services

Abstract Service .NET Implementation

Bro

se }DeviceModel.BeginBrowse
IDeviceModel.CancelBrowse
IDeviceModel.EndBrowse

Reaq

IDeviceModel.BeginRead
IDeviceModel.CancelRead
IDeviceModel.EndRead

Writd

IDeviceModel.BeginWrite
IDeviceModel.CancelWrite
IDeviceModel.EndWrite

CreateSubscription IDeviceModel.BeginCreateSubscription

IDeviceModel.EndCreateSubscription

Subg

cribe IDeviceModel.BeginSubscribe
IDeviceModel.EndSubscribe

Unsu

bsCribe IDeviceModel.BeginUnsubscribe
IDeviceModel.EndUnsubscribe

DeleteSubscription IDeviceModel.BeginDeleteSubscription

IDeviceModel.EndDeleteSubscription

DataChangeCallback DataChangeCallback

Table 4 specifies the mapping of the Access Control Services.
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Table 4 — Access Control Services

Abstract Service .NET Implementation

InitLock IAccessControl.BeginlnitLock
IAccessControl.EndlInitLock

ExitLock IAccessControl.BeginExitLock
IAccessControl.EndExitLock

Table 5 specifies the mapping of the Direct Access Services.

Table 5 — Direct Access Services

Abstract Service .NET Implementation

InitDjrectAccess IDirectAccess.BeginlnitDirectAccess
IDirectAccess.EndlnitDirectAccess

ExitDirectAccess IDirectAccess.BeginExitDirectAccess
IDirectAccess.EndExitDirectAccess

Trangfer IDirectAccess.BeginTransfer
IDirectAccess.EndTransfer

Tabl¢ 6 specifies the mapping of the Hosting Services.

Table 6 — Hosting<Services

Abstract Service .NET Implementation
GetCligntTechnologyVersion Fdi.Frame.lFrameZVersion
OpenUserinterface? Fdi.Frame.Ui.IFrameUi.BeginOpenDtmUiModal

Fdi.Frame,Ui.IFrameUi.EndOpenDtmUiModal
Fdi.Erame.Ui.IFrameUi.BeginOpenDtmUi
Fdi.Frame.Ui.IFrameUi.EndOpenDtmUi

CloseUperInterface? Fdi.Dtm.Ui.CloseMeRequestHandler ?)
Fdi.Frame.Ui.IFrameUi.BeginCloseDtmUi
Fdi.Frame.Ui.IFrameUi.EndCloseDtmUi

LogAuditTrailMessage Fdi.Frame.lAuditTrail.Notify
SaveUgerSettings Fdi.Frame.lUserSettings.SaveUserSettings
LoadUgderSettings Fdi.Frame.lUserSettings.LoadUserSettings
Trace Fdi.Frame.lTrace.TraceData

Fdi.Frame.ITrace.TraceEvent

ShowMessageBox Fdi.Frame.Ui.IFrameUi.ShowMessageBox
ShowProgressBar Fdi.Frame.Ui.IFrameUi.ShowProgress
CancelCallback Fdi.Frame.Ui.CancelEventHandler
UpdateShowProgressBar Fdi.Frame.Ui.IProgressUi.UpdateProgress
EndShowProgressBar Fdi.Frame.Ui.IProgressUi.EndProgress
DefaultResult System.Windows.MessageBoxResult
ButtonSet System.Windows.MessageBoxButton

AcknStyle System.Windows.MessageBoxImage
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Abstract Service

.NET Implementation

ExportFile

Fdi.Frame.ImportExport.IFileExport.BeginInitExport
Fdi.Frame.ImportExport.IFileExport.EndInitExport
Fdi.Frame.lmportExport.IFileExport.BeginWriteExport
Fdi.Frame.ImportExport.IFileExport.EndWriteExport
Fdi.Frame.ImportExport.IFileExport.BeginFinishExport
Fdi.Frame.ImportExport.IFileExport.EndFinishExport

CancelExportFile

Fdi.Frame.ImportExport.IFileExport.BeginFinishExport

Edi Frame Impnrﬂ:ylhnrf IFilnFylhnrf Fnrﬂ:iniehl:ylhnrf

ImportH

ile

Fdi.Frame.ImportExport.IFileExport.BeginInitimport
Fdi.Frame.ImportExport.IFileExport.EndInitimport
Fdi.Frame.lmportExport.IFileExport.BeginReadlmport
Fdi.Frame.ImportExport.IFileExport.EndReadlmport
Fdi.Frame.ImportExport.IFileExport.BeginFinishImport
Fdi.Frame.ImportExport.IFileExport.EndFinishlmport

Cancel

mportFile

Fdi.Frame.lmportExport.IFileExport.BeginFinishimport
Fdi.Frame.ImportExport.IFileExport.Endkinishimport

OpenD

pfaultApplication

Fdi.Frame.DefaultApplication.|OpenDefaultApplication.BegininitOpen
Application

Fdi.Frame.DefaultApplicatiohndOpenDefaultApplication.EndInitOpenD4g
pplication

Fdi.Frame.DefaultApplication.|OpenDefaultApplication.BeginWriteOp4g
ultApplication

Fdi.Frame.DefaultApplication.|OpenDefaultApplication.EndWriteOpen
Application

Fdi.Frame:DefaultApplication.|OpenDefaultApplication.BeginFinishOp
ultApplication

FdiFrame.DefaultApplication.|OpenDefaultApplication.EndFinishOper
tApplication

Default

faultA

nDefa

Default

enDefa

Defaul

ronmentProperties

Fdi.Frame.HostProperty. GetHostingProperties

GetEny
a)  Fun
des

b To

Cribed in 4.8.2.3.
e used by the UIP_to close itself.

ctions OpenUserInterface,* CloseUserInterface shall only be started using the operation

pattern

Tabl¢ 7 specifies the mapping of the UIP Services.
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Table 7 — UIP Services

2021

Abstract Service

.NET Implementation

Activate Fdi.Dtm.Ui.IDtmUiFunction.Init

Deactivate Fdi.Dtm.Ui.IDtmUiFunction.BeginClose 2)
Fdi.Dtm.Ui.IDtmUiFunction.EndClose 2

SetSystemLabel Fdi.Dtm.Ui.IDtmUiFunction.SystemGuiLabel

SetTracelLevel Fdi.Dtm.Ui.IDtmUiFunction.TraceLevel

TracelLevel Fdi.Frame.TraceEventType

InvokgStandardAction Fdi.Dtm.Ui.IStandardActions.InvokeStandardAction

Invoke

ApplicationSpecificAction

Fdi.Dtm.Ui.

IApplicationSpecificActions.InvokeApplicationSpecificAction

GetStandardActionltems

Fdi.Dtm.Ui.IStandardActions.ActionltemSet

GetApplicationSpecificActionltems

Fdi.Dtm.Ui.
IApplicationSpecificActions.ApplicationSpecificActionltemSet

StandgrdActionltemsChangeCallback

Fdi.Dtm.Ui.IStandardActions.StandardActionltemSetChanged

ApplicationSpecificActionltemsChangeCallba

Fdi.Dtm.Ui.

ck IApplicationSpecificActions.Appli¢ationSpecificActionltemSet{Chan
ged
a) The Deactivate service specified response deactivateCancelled maps to the exception

FdjiCannotCloseUiException to be thrown by the UIP if the UIP has\problems with the deactivation.

Tabl¢ 8 specifies the mapping of the base data types:

Table 8 — Base Data Types

Bage data type .NET Implementation
Boolgan Fdi.DataTypes.BooleanValue enum DataType.Boolean
String Fdi.DataTypes.StringValue enum DataType.String
ByteBtring Fdi.DataTypes.BinaryValue enum DataType.Binary
UtcTjme Fdi.DataTypes.DateTimeValue enum DataType.DateTime
Int8 Fdi.DataTypes.SByteValue enum DataType.SByte
Int14 Fdi:DataTypes.ShortValue enum DataType.Short
Int32 Fdi.DataTypes.IntValue enum DataType.Int

Int64 Fdi.DataTypes.LongValue enum DataType.Long
Byte Fdi.DataTypes.ByteValue enum DataType.Byte
Uint]16 Fdi.DataTypes.UShortValue enum DataType.UShort
UInt32 Fdi.DataTypes.UlntValue enum DataType.UInt
Uint64 Fdi.DataTypes.ULongValue enum DataType.ULong
Float Fdi.DataTypes.FloatValue enum DataType.Float
Double Fdi.DataTypes.DoubleValue enum DataType.Double
Duration Fdi.DataTypes.TimeSpanValue enum DataType.TimeSpan

Table 9 specifies the mapping of the special data types.
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Table 9 — Special Types

Special Data
type

.NET Implementation

Attribute Ids

Fdi.DeviceAccess.AttributeType

Variant Fdi.DeviceAccess.DataValue

NodeSpecifier Fdi.DeviceAccess.NodeSpecifier

Data Value Fdi.DeviceAccess.ReadResult

Localized Text Fdi. DataTypes.LocalizedTextValue enum DataType.LocalizedText
Range Fdi—BatatypesRangeveatue entmBatatypeRange

EU Ipformation Fdi. DataTypes.EUInfoValue enum DataType.EngineeringUnit
Enurp Value Fdi. DataTypes.EnumValue enum DataType.Enumerator

InnefErrorinfo

Fdi.DeviceAccess.InnerErrorinfo

NumpricRange

Fdi.DeviceAccess.ArraylndexRange

Datalarrays can be conveyed using class Fdi.DataTypes.ArrayVadlue.

Detalled interface definition and interface documentation are dvailable in:

| |
T

DI.DLL (.NET Assembly)
Pl Interfaces and Data Types.CHM (Help File)
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

INTEGRATION DES APPAREILS DE TERRAIN (FDI) -
Partie 6: Mapping de technologies

AVANT-PROPOS

2021

1) LalCommission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation composée
de| I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L'IEC a pour ,objet de
fayoriser la coopération internationale pour toutes les questions de normalisation dans les ‘domaings de
I'électricité et de I'électronique. A cet effet, 'IEC — entre autres activités — publie des Normeshinternationales,

2)

3)

4)

5)

6)
7)

8)

9)

dep Spécifications techniques, des Rapports techniques, des Spécifications accessibles au public (PAS)
ides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée a des eomités d'étud

aux desquels tout Comité national intéressé par le sujet traité peut participer.”/Les organis
rnationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, patticipent égaleme
aux. L’'IEC collabore étroitement avec I'Organisation Internationale de Normalisation (ISO), selo]
ditions fixées par accord entre les deux organisations.

décisions ou accords officiels de I'lEC concernant les questions techniques.représentent, dans la mes
sible, un accord international sur les sujets étudiés, étant donné que les Gomités nationaux de I'lEC inté
t représentés dans chaque comité d’études.

Lep Publications de I'lEC se présentent sous la forme de recommandations internationales et sont ag
comme telles par les Comités nationaux de I'lEC. Tous les efforts raisonnables sont entrepris afin qug
s'dssure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsa
I'éyentuelle mauvaise utilisation ou interprétation qui en est faite\par un quelconque utilisateur final.

Dgns le but d'encourager I'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans td
mesure possible, a appliquer de fagon transparente les Rublications de I'lEC dans leurs publications nati
et|régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications national
régionales correspondantes doivent étre indiquées en’termes clairs dans ces dernieres.

L'IEC elle-méme ne fournit aucune attestation de.*conformité. Des organismes de certification indépe
fouyrnissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marqu
copformité de I'lEC. L’IEC n'est responsable djaucun des services effectués par les organismes de certifi
indépendants.

Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication|.

Audcune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou manda
y ¢ompris ses experts particuliers\et les membres de ses comités d'études et des Comités nationaux de
popr tout préjudice causé en cas de dommages corporels et matériels, ou de tout autre dommage de q
nafure que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les dép
défoulant de la publication-ou de I'utilisation de cette Publication de I'l[EC ou de toute autre Publication de]
oulau crédit qui lui est'accordé.

L'qttention est attirée-sur les références normatives citées dans cette publication. L'utilisation de public
référencées est.@bligatoire pour une application correcte de la présente publication.

L’gttention estattirée sur le fait que certains des éléments de la présente Publication de I'l[EC peuvent faire
de| droits_de“brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels drg
bre¢vets/et'de ne pas avoir signalé leur existence.

La Narme mternahonale IEC 62769 6 a ete etabhe par Ie sous- comlte 65E Les dlsp03|t

leur
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aires,
I'lEC,
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'objet
its de

commande et automat|on dans les processus mdustrlels

Cette deuxiéme édition annule et remplace la premiére édition parue en 2015. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a)

redéfinition du concept de sécurité pour I’exécution de I'UIP.


https://iecnorm.com/api/?name=6135d9ef4c453c49801517bea6d9189b

IEC 62769-6:2021 © IEC 2021 -31-

Le texte de cette Norme internationale est issu des documents suivants:

FDIS Rapport de vote
65E/763/FDIS 65E/773/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette Norme internationale.

Ce document a été rédigeé selon les Directives ISO/IEC, Partie 2.

Une

des 4

Le cd

iste-de toutes les parties - de la-série |EC 62769 _nublides sous-le titre général lntégration
e ™ ) T

ppareils de terrain (FDI), peut étre consultée sur le site web de I'lEC.

mité a décidé que le contenu de ce document ne sera pas modifié avant la date'de stq

bilité

indighée sur le site web de I'lEC sous "http://webstore.iec.ch" dans les données relatives au

document recherché. A cette date, le document sera

e rg¢conduit,

e supprimé,

e remplacé par une édition révisée, ou

e amendé.
IMPIORTANT - Le logo ‘colour inside’ qui se trouve sur la page de couverture de tette
publication indique qu'elle contient des couleurs qui sont considérées comme utiles a
une bonne compréhension de son contenu.ckLes utilisateurs devraient, par conséqlient,

im

rimer cette publication en utilisant unesimprimante couleur.
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INTRODUCTION

La série IEC 62769 est publiée sous le titre général "Intégration des appareils de terrain (FDI)"
et comporte les parties suivantes:

— Partie 1: Vue d'ensemble

— Partie 2: Client FDI

— Partie 3: Serveur FDI

— Partie 4: Paquetages FDI

artie 5: Modéle d'Information FDI

P
Plartie 6: Mapping de technologies FDI
Plartie 7: Appareils de Communication FDI
Plartie 100: Profils — Extensions de protocoles génériques
Plartie 101-1: Profils — Foundation Fieldbus H1
— Ppartie 101-2: Profils — Foundation Fieldbus HSE
Plartie 103-1: Profils — PROFIBUS
Plartie 103-4: Profils — PROFINET
Plartie 109-1: Profils — HART et WirelessHART
Plartie 115-2: Profils — Définitions spécifiques au protocale pour Modbus-RTU
Plartie 150-1: Profils — ISA 100.11a
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INTEGRATION DES APPAREILS DE TERRAIN (FDI) -

Partie 6: Mapping de technologies

1 Domaine d'application

La présente partie de I'lEC 62769 spécifie le mapping de technologies pour les concepts d
danS a—1o “‘G‘ G;G‘ cges—appa “G‘ - ;‘ =, “““‘G e ““GGG“

esseftiellement sur la mise en ceuvre relative aux composants: Client FDI et Rlu

ecrits
porte
piciel

d'Intgrface Utilisateur (UIP) qui ne sont spécifiques qu'a la plate-forme WORKSTATION (Poste

Les documents ci-apres, dans leur intégralité ou non, sont des références normatives indispensatrles a
[

1804 (toutes les parties), Blocs fonctionnels (FB) pouf.es procédés industriels
ge de Description Electronique de Produit (EDDL)

2769-1, Intégration des appareils de terrain (FD{) s+ Partie 1: Vue d'ensemble
IEC 62769-2, Intégration des appareils de terrain (FEDI) — Partie 2: Client FDI

IEC ©2769-4, Intégration des appareils de terrain (FDI) — Partie 4: Paquetages FDI
IEC 62541 (toutes les parties), Architecture unifiée OPC

ique.
e (y

et le

ISO/IEC 19505-1, Information technology — Object Management Group Unified Modeling

Language (OMG UML) — Part 1: Infrastructure (disponible en anglais seulement)

ISO/IEC 29500 (toutes les parties), Information technology — Document description| and

processing languages — Office Open XML File Formats (disponible en anglais seulement)

3 Termes, définitions, termes abrégés, symboles et conventions

3.1 Termes et définitions

Pour|les besoinsdu présent document, les termes et définitions de I'lEC 62769-1, ainsi qUe les

suivgnts s'appliquent.

L'ISQ el 'IEC tiennent a jour des bases de données terminologiques destinées a étre util
en narmalisation caonsultables aux adresses suivantes:

sées

o |EC Electropedia: disponible a I'adresse http://www.electropedia.org/
e |SO Online browsing platform: disponible a I'adresse http://www.iso.org/obp

3.1.1
Domaine d'Application
environnement isolé dans lequel s'exécutent les applications

3.1.2
Bibliothéque de Types FDI

assemblage qui contient les interfaces et les types de données qui sont utilisés pour I'échange

de données et l'interaction entre un UIP et un Client FDI
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3.1.3

Cache Global d'Assemblages

cache de codes a I'échelle de la machine qui stocke des Assemblages spécifiquement désignés
pour étre partagés par plusieurs applications

3.14

Registre Windows

base de données définie par le systéme dans laquelle les applications et les composants
systéme stockent et récupérent les données de configuration

3.2 Termes abrégés

Pour i s ; jols =t —=iTTsi e les
suivgnts s'appliquent.

CLR Common Language Run-time (moteur d'exécution du langage commun)
MSI Microsoft Installer (programme d'installation Microsoft)

WPF Windows Presentation Foundation (fondation de présentation Windows)
UML Unified Modeling Language (langage de modélisation-unifié)

3.3 | Symboles
Les |figures du présent document utilisent des symbolesv/graphiques conformémegnt a
I'ISOfIEC 19505-1 (UML 2.0).

3.4 | Conventions

Pour|les besoins du présent document, les conventions de I'|EC 62769-1 s’appliquent.

La dgscription de I'exécution d’'un service sans;blocage en 4.8.2 utilise des caractéres italiques
pour lidentifier le nom d’une opération générique a laquelle la fonction interne est appliquge.

4 Concepts techniques

4.1 Généralités
411 Vue d'ensemble

En4)1.2,4.2, 4.3, 4.4 et 4.5,]e présent document décrit tout d'abord la base de la techndlogie
pour(la mise en ceuvretde: I'UIP, I'environnement matériel et logiciel, y compris les regles
conngxes de mise eny\ceuvre. L'Article 4 suit une approche orientée cycle de vie|(cas
d'util{sation).

Le paragraphe4.6'décrit les procédures de déploiement des copies et les régles connexgs de
mise|en ceuvre, 'pour I'UIP et le Client FDI. L'instanciation et la terminaison de I'exécutable de
['UIP|sont decrites en 4.7. Le paragraphe 4.8 définit les régles d'interaction entre un Client FDI
et I'YIP, Les définitions relatives a la sécurité sont données en 4.9. Les définitions d'intefface
de s¢grvice pour le Client FDI et I'UIP sont spécifiées a I'Article 5.

4.1.2 Plates-formes
L'UIP et le Client FDI doivent étre construits sur le .NET Framework de Microsoft et exécutés
dans le Common Language Run-time .NET.

L'ensemble minimal des appareils d'E/S pris en charge par le poste de travail est le suivant:
une souris, un clavier et un écran couleur de résolution 1 024 x 768 pixels.

Le Tableau 1 suivant énumeére toutes les technologies et leurs éditions conformes aux
composants FDI.
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Tableau 1 — Référence de I'édition de technologie

Technologie Norme Edition
.NET N/A CLR4 pour la mise en ceuvre de I'UIP
EDDL IEC 61804IEC 61804 | 2016
OPC UA (Parties 1-8) IEC 62541 2015
Convention de Paquetage Ouvert (OPC) ISO/IEC 29500 2016
Langage de balisage extensible (XML) N/A W3C, 1.0 (cinquiéme édition)
4.1.3 Bibliothéque de Types FDI
Les Pervices d'Accés a I'Appareil et les Services d'UIP peuvent étre modélisés comme des

interfaces .NET conformes aux arguments de types de données .NET. Ces interfaces ef ces
typeqd de données sont utilisés pour I'échange de données et l'interaction entre I'UIP

Clie
méth

Les
Biblid
fort.
confg
Tech
influg
fichid
Tech

t FDI. Pour I'objet relatif au traitement des erreurs d'exécution durant-les appe
pdes d'interfaces, les classes d'exceptions .NET sont définies.

théque de Types FDI unique. La Bibliotheque de Types FDJ).‘est un Assemblage a

et le
s de

nterfaces, types de données et classes d'exception FDI .NEA ‘sont définis dans| une

nom

Le nom de fichier de cet Assemblage doit étre ‘fdi.dll’. Le fichier fdi.dll doit étre versionné

hique de Base FDI conformément a I'lEC 62769-1:2020,78.3.2.1. Par conséquent

hologie FDI. Les modifications incompatibles se\traduisent par une augmentation

portipn majeure de la Version de Technologie FDI(voir I'lEC 62769-1:2020, 8.3.2.2).

La B
Biblid
de C
utilis
Biblid
ajou

La Fi

I de cette bibliotheque de types-au fil du temps.

gure 1 représente la structure de Bibliothéque de Types FDI.

rmément a I'lEC 62769-1:2020, 8.1. La Bibliothéque de—-Types FDI fait partie de la

elle

directement sur la Version de Technologie FDI. Toutés les modifications compatiblg¢s du
r fdi.dll se traduisent par une augmentation deda portion mineure de la Version de

He |la

bliotheque de Types FDI est signée avec une clé unique par I'émetteur du fichigr. La
theque de Types FDI doit étre installég(séparément dans le cadre de chaque installation
ient FDI. Des Plugiciels d’'Interface Uiilisateur (UIP) et I’Application du Client FDI dqgivent
br cette instance du fichier fdi.dllZLes UIP ne doivent pas transporter ou déployjer la
théque de Types FDI. Il incombe au Client FDI de fournir des moyens d’autoriser les mises
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Structure composite/Structure interne FDI.DLL //J

"Bibliotheque de types"

FDI.DLL
"Espace de noms"
Fdi.Dtm.Ui —QO
IDtmUiFunction
EspacedeToms :
IDeviceModel Fdi.DeviceAccess IAccessControl
-0
IDirectAccess IDeviceAccess
"Espace de noms"
O Fdi.Frame O
IAuditTrail ITrace
—O \
IFrame IUserSettings” |}
"Espace de noms"
Fdi.Frame.Ui —Q
IFrameUi

LR

IEC

NOTE| Le diagramme de structure composite ne represente que les interfaces de base qui mettent en ceuyre les
interfgces définies dans I'lEC 62769-2.

Figure 1 — Structure de la Bibliothéque de Types FDI

4.2 | Représentation de I'UIP

La vdriante de I'UIP peut conténirun seul ou plusieurs modules exécutables (Assemblage .NET)
et leprs fichiers supplémentaires connexes (par exemple: fichiers ressources). Le mg¢dule
exéclitable de la Variante de I'UIP est appelé "exécutable de I'UIP". Le ou les fichiers
supp|émentaires de la Variante de I'UIP sont appelés "suppléments de I'UIP".

Le ou les suppléments de I'UIP sont stockés dans un ou plusieurs sous-dossiers du répeftoire
d'ins{allation del'exécutable de I'UIP.

EXEMPPLE Fichiers de ressources et données de configuration d'application.

Le Runtimeld d'une Variante de I'UIP doit étre ".NET Framework CLR4", voir I'lEC 62769-4. Les
Clients\FDI qui prennent en charge ce Runtimeld doivent prendre en charge le |[NET
Framework 4.6.1 ou supérieur utilisant le CLR4 et les UIP avec ce Runtimeld doivent utiliser
le .NET Framework 4.6.1 ou inférieur qui prend en charge le CLR4 (c’est-a-dire: de .NET
Framework 4.0 jusqu’a .NET Framework 4.6.1).

La Variante de I'UIP doit étre autonome. Toutes les bibliotheques exigées de I'UIP
(Assemblages .NET) exigées par une Variante de I'UIP sont stockées dans le méme Dossier.

4.3 Représentation de I'exécutable de I'UIP

La mise en ceuvre de I'UIP dépend du type d'éléments d'interface utilisateur qui peuvent étre
intégrés dans l'environnement d'hébergement de l'interface utilisateur du Client FDI. L'UIP doit
étre mis en ceuvre comme suit: NET System.Windows.Forms classe UserControl ou Windows
Presentation Foundation (WPF) System.Windows.Controls classe UserControl.
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