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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI®) -
Part 5: FDI® Information Model

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization, comyj
allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote’jnterna
coloperation on all questions concerning standardization in the electrical and electronic fields. o this er]
in pddition to other activities, IEC publishes International Standards, Technical Specifications, Technical Rq
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)").
préparation is entrusted to technical committees; any IEC National Committee interested in the subject deq
may participate in this preparatory work. International, governmental and non-governmental organizations |
with the IEC also participate in this preparation. IEC collaborates closely with the Intérhational Organizat

rising
tional
d and
ports,
Their
It with
aising
on for

Standardization (ISO) in accordance with conditions determined by agreement between the two organizatipns.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interna
copsensus of opinion on the relevant subjects since each technical commitiee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international\use and are accepted by IEC N3
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content
Pyblications is accurate, IEC cannot be held responsible for,the<“way in which they are used or fdg
miginterpretation by any end user.

In|order to promote international uniformity, IEC Nationak Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in their national and regional publications. Any divergence be
anl IEC Publication and the corresponding national or fegional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf|
aspessment services and, in some areas, access t0 IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certificationbodies.

Alllusers should ensure that they have the latést edition of this publication.

Nd liability shall attach to IEC or its directors, employees, servants or agents including individual exper
megmbers of its technical committees and’|IEC National Committees for any personal injury, property dam
othher damage of any nature whatsgever, whether direct or indirect, or for costs (including legal feeg
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othg
Pdyblications.

At{ention is drawn to the Normative references cited in this publication. Use of the referenced publicati
indispensable for the cortect application of this publication.

At{ention is drawn to(the possibility that some of the elements of this IEC Publication may be the subject of
rights. IEC shall nét be held responsible for identifying any or all such patent rights.

tional
pm all
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IEC 62769-5 has been prepared by subcommittee 65E: Devices and integration in enterprise
systems, of IEC technical committee 65: Industrial-process measurement, control and
automation. It is an International Standard.

This third edition cancels and replaces the second edition published in 2021. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) added INTERACTIVE_TRANSFER_TO_DEVICE ACTION.

The llext of this International Standard is based on the following documents:

Draft Report on voting

65E/858/CDV 65E/915/RVC

Full information on the voting for its approval can be found in the reporton voting indicated in
the apove table.

The llanguage used for the development of this International Standard is English.

This [document was drafted in accordance with ISO/IEC Directives, Part 2, and developgd in
accofdance with ISO/IEC Directives, Part 1 and ISO/IEC, Directives, IEC Supplement, avalilable
at wyvw.iec.ch/members_experts/refdocs. The main/document types developed by IECQ are
descfibed in greater detail at www.iec.ch/publications.

A lisy of all parts in the IEC 62769 series; published under the general title Field dgvice
integfation (FDI®), can be found on the IEC website.

The ¢ommittee has decided that the contents of this document will remain unchanged unfil the
stability date indicated on the IEC. website under webstore.iec.ch in the data related tp the
speclfic document. At this date,[fhe document will be

—

g¢confirmed,
e withdrawn,

—

gplaced by a revised edition, or

e amended.

IMPIORTANT — The "colour inside" logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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FIELD DEVICE INTEGRATION (FDI®) —

Part 5: FDI® Information Model

1 Scope

This part of IEC 62769 defines the FDI®! Information Model. One of the main tasks of the
Information Model is to reflect the topology of the automation system. Therefore, it represents
the devices of the automation system as well as the connecting communication networks
inclugling their properties, relationships, and the operations that can be performed on them| The
typeqd in the AddressSpace of the FDI® Server constitute-a some kind of catalogue’~Which is
built from FDI® Packages.

The fundamental types for the FDI® Information Model are well defined in @QPC UA for Deyices
(IEC|62541-100). The FDI® Information Model specifies extensions for afew’special cases and
othenwise explains how these types are used and how the contents are-puilt from elements of
Devi¢ePackages.

The pverall FDI® architecture is illustrated in Figure 1. The architectural components thdt are
withip the scope of this document have been highlighted in thisvillustration.

T FDI®is a registered trademark of the non-profit organization Fieldbus Foundation, Inc. This information is given
for the convenience of users of this document and does not constitute an endorsement by IEC of the trademark
holder or any of its products. Compliance does not require use of the trade name. Use of the trade name requires
permission of the trade name holder.
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IEC

The following documentssare referred to in the text in such a way that some or all of their conptent

cons
For undated references,
amendments) applies”

=] .

IEC §1%84-1-3:2023,

b it inatingy Denfilan Dapaili, 9

Industrial networks

itutes requiremenis;of this document. For dated references, only the edition cited applies.
the latest edition of the referenced document (including

any

Profiles — Part 1-3: Fieldbus profilés -

Comhkr

orTncauoTT T 1T oTnC T alttity o

IEC 61804-3, Devices and integration in enterprise systems — Function blocks (FB) for process
control and electronic device description language (EDDL) - Part 3: EDDL syntax and

semantics

IEC 61804-4, Devices and integration in enterprise systems — Function blocks (FB) for process
control and electronic device description language (EDDL) - Part 4: EDD interpretation

IEC 62541-3, OPC Unified Architecture — Part 3: Address Space Model

IEC 62541-4, OPC Unified Architecture — Part 4: Services

IEC 62541-5, OPC Unified Architecture — Part 5: Information Model
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IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

IEC 62541-8, OPC Unified Architecture — Part 8: Data Access

IEC 62541-100, OPC Unified Architecture — Part 100:-ORPC-UA-for-Devieces Device Interface
IEC 62769-1, Field Device Integration (FDI®) — Part 1: Overview

IEC 62769-2, Field Device Integration (FDI®) — Part 2: FDI-Client

IEC $2769-3, Field Device Integration (FDI®) — Part 3: Server

IEC 62769-4, Field Device Integration (FDI®) — Part 4: FDI® Packages

IEC 2769-6, Field Device Integration (FDI®) — Part 6: FDI® Technology Mappings
IEC 62769-7, Field Device Integration (FDI®) — Part 7: EDI-Communication Devices
IEC ¢2769-1xx (all parts), Field Device Integration (FDI®) — Part 1xx-y: Profiles

OPC|10000-19, OPC Unified Architecture — Part 19: Dictionah/Reference

3 Terms, definitions, abbreviated terms, acrényms and conventions

3.1 Terms and definitions

For the purposes of this document, the :terms and definitions given in IEC 62769-1 and
IEC ¢2769-3 apply.

ISO jand IEC maintain terminology- databases for use in standardization at the follqwing
addrgsses:

e |EC Electropedia: available at https://www.electropedia.org/

e |$0 Online browsing platform: available at https://www.iso.org/obp
3.2 | Abbreviatedterms and acronyms

For the purposes of this document, the abbreviated terms and acronyms given in I[EC 62169-1
and the following apply.

HMI Human Machine Interface

SCADA Supervisory Control and Data Acquisition

TCP Transmission Control Protocol

3.3 Conventions

3.31 Capitalization

Capitalization of the first letter of words is used in the IEC 62769 series to emphasize an FDI®
defined term.
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3.3.2 Conventions for graphical notation

OPC UA defines a graphical notation for an OPC UA AddressSpace. It defines graphical
symbols for all NodeClasses and how different types of References between Nodes can be
visualized. Figure 2 shows the symbols for the NodeClasses used in this document.
NodeClasses representing types always have a shadow.

Object ObjectType

Variable ( Variable Type \

DataType

< ReferenceType

IEC

Figure 2 — OPC UA graphical notation for/NodeClasses

Figune 3 shows the symbols for the ReferenceTypes used’ in this document. The Referlence
symiol is normally pointing from the source Node to the target Node. The only exception is the
HasSubType Reference. The most important References such as HasComponent, HasProperty,
HasTlypeDefinition and HasSubType have special symbols avoiding the name of the Referg¢nce.
For dther ReferenceTypes or derived ReferenceTypes, the name of the ReferenceType is|used
together with the symbol.

HasComponent f HasInputvVars ———+

HasProperty H

\4
v

HasTypeDefinition

HasSubType <k

Hierarchical

Reference

NonHierarchical

Reference
IEC

Figure 3 — OPC UA graphical notation for References

Figure 4 shows a typical example for the use of the graphical notation. Object_A and Object B
are instances of the ObjectType Y indicated by the HasTypeDefinition References. The
ObjectType_Y is derived from ObjectType X indicated by the HasSubType Reference. The
Object_A has the components Variable_1, Variable_2 and Method_1.

To describe the components of an Object on the ObjectType, the same NodeClasses and
References are used on the Object and on the ObjectType such as for ObjectType_Y in the
example. The Nodes used to describe an ObjectType are instance declaration Nodes.

To provide more detailed information for a Node, a subset or all Attributes and their values can
be added to a graphical symbol (see for example Variable_1, the component of Object_A in
Figure 4).
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Types
ObjectType_X

Object_A T

Object_B »»  ObjectType_ Y

Variable_1

H DataType = Int32
Value = -22
AccessLevel = Read

Variable_1

Variable_1

Variable_2 Variable_2

Variable_2

Figure 4 — OPC UA graphical notation exambple

il
]!

IEC

To improve readability, this document frequently includes thevtype name inside the insfance
box rather than displaying both boxes and a reference between them. This optimization is shown
in Figure 5.

ObjectType_Y:
Object_B

BaseVariableType:
Variable_1
BaseVariableType:
Variable_2

|

Figure 5 — Optimized Type Reference

4 (Qverview of OPC Unified Architecture

4.1 General

The main use case for OPC standards is the online data exchange between devices and HMI
or SCADA systems. In this use case, the device data is provided by an OPC server and is
consumed by an OPC client integrated into the HMI or SCADA system. OPC provides
functionality to browse through a hierarchical namespace containing data items and to read,
write and monitor these items for data changes.-Numeric-identifiersfor Nodelds-are-defined-in
Annex-A.

OPC UA incorporates features like Data Access, Alarms and Historical Data via platform
independent communication mechanisms and generic, extensible and object-oriented modelling
capabilities for the information a system wants to expose.

The current version of OPC UA defines an optimized binary TCP protocol for high performance
intranet communication as well as a mapping to Web Services. The abstract service model does
not depend on a specific protocol mapping and allows adding new protocols in the future.
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Features like security, access control and reliability are directly built into the transport
mechanisms. Based on the platform independence of the protocols, OPC UA servers and clients
can be directly integrated into devices and controllers.

The OPC UA information model provides a standard way for Servers to expose Objects to
Clients. Objects in OPC UA terms are composed of other Objects, Variables and Methods. OPC
UA also allows relationships to other Objects to be expressed.

The set of Objects and related information that an OPC UA Server makes available to Clients
is referred to as its AddressSpace. The elements of the OPC UA Object Model are represented
in the _AddressSpace as a_set of Nodes described by Attributes and interconnected by
Refefences. OPC UA defines various classes of Nodes to represent AddressSpace
components, most importantly Objects, Variables, Methods, ObjectTypes, DataTypes| and
RefefenceTypes. Each NodeClass has a defined set of Attributes.

Obje¢ts are used to represent components like folders, Devices or Networks) An Objgct is
assogiated to a corresponding ObjectType that provides definitions for that,Object.

Varigbles are used to represent values. Two categories of Variables ‘are defined, Properties
and DataVariables.

Properties are Server-defined characteristics of Objects, DdtaVariables and other Nodes.
Propgerties are not allowed to have Properties defined for them. An example for Propertiges of
Objects is the Manufacturer Property of a Device.

Data)ariables represent the contents of an Object.“DataVariables-may can have compgnent
Data)Variables. This is typically used by Servers, t0"expose individual elements of array§ and
strucfures. This document uses DataVariables-mainly to represent the Parameters of Devjces.

4.2 Overview of OPC UA Devices

The QPC Unified Architecture for Devices (DI) (IEC 62541-100) standard is an extension gf the
overall OPC Unified Architecture standard series and defines information models assocjated
with Devices. IEC 62541-100 describes three models which build upon each other as follgws:

. he (base) Device Modelis intended to provide a unified view of devices irrespective gf the

T
uhderlying device protocols.
T
t

he Device Communication Model adds Network and Connection information elemenits so
Rat communicatien topologies can be created.

The Devicellntegration Host Model finally adds additional elements and rules requirgd for
hpst systems to manage integration for a complete system. It allows reflecting the topplogy
of the-"automation system with the devices as well as the connecting communication
networks.

The Devices information model specifies different ObjectTypes and other AddressSpace
elements used to represent Devices and related components such as the communication
infrastructure in an OPC UA AddressSpace. The main use cases are Device configuration and
diagnostic but it allows a general and standardized way for any kind of application to access
Device related information.

Figure 6 shows an example for a temperature controller represented as Device Object. It is a
DeviceType Object that is a subtype of TopologyElementType and inherits all components of
this type. The component ParameterSet contains all Variables describing the Device. The
component MethodSet contains all Methods provided by the Device. Components of the
FunctionalGroupType are used to collect the Parameters and Methods of the Device into logical
groups. The FunctionalGroupType and the grouping concept are defined in IEC 62541-100 but
the groups are DeviceType specific, i.e., the groups ProcessData and Configuration are defined
by the TemperatureControllerType in this example.
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TemperatureControllerType:

Device1
BaseObjectType: )
ParameterSet '
L FunctionalGroupType:
ProcessData BaseObjectType: n
) MethodSet
Organlze54>( Temperature j—o—
Organize54>( TemperatureSetpoint j—o—
L Organizes > ChangeSetpoint f
FunctionalGroupType:
Configuration

Organizes—b( RunState }0—

Organizes P Start +

L Organizes » Stop t

IEC
Figure 6 — OPC UA Devices example: Functional Groups

Another IEC 62541-100 concept is illustrated in Figuré 7. The ConfigurableObjectType is|used
to prpvide a way to group sub components of a.Device and to indicate which types of sub
components can be instantiated. The allowed types are referenced from the SupportedTlypes
foldef. This information can be used by configuration clients to allow a user to select the|type
to ingtantiate as sub component of the Devige:

TopologyElement
Fype

o

Deviée Type BlockType

_;_ﬁ |FF|—|Proﬁ|
X I

Some .
Block Device rganizes
1.1, ConfigurableObjectType:

] Blocks FolderType:

SupportedTypes
1.1 _I_
o BlockType:
\_ "I <Blockidentifier> B'ch:/rilceented/

IEC

Figure 7 — OPC UA Devices example: Configurable components
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The SupportedTypes folder can contain different subsets of ObjectTypes for different instances
of the Block-oriented Device depending on their current configuration since the list contains
only types that can be instantiated for the current configuration.

5 Concepts

5.1 General

The FDI® Server provides FDI® Clients access to information about Device instances and
Device types regardless of where the information is stored, for example, in the Device itself or
i his—informationi j ie—OPGCUA-Services—and—is—ealled—the FDI®

N a [ rata—Stofre O et POV G Ea—v8a

The FDI® Information Model specifies the entities that-may can be accessed in the ' FDI® Sdrver,
inclugling their properties, relationships, and the operations that can be performed on them.
Which types of Devices or other topological elements are available in a givenFDI® Seryer is
drivep largely by the information in the FDI® Packages.

5.2 | Device topology

One |of the main tasks of the Information Model is to reflect the topology of the automfation
systgm. Therefore, the Information Model represents the devjeés of the automation system as
well as the connecting communication networks. The entry peoint Device Topology is the starting
pointf within the Information Model for the topology of the automation system. The entry jpoint
Compmunication Devices contains the communication deyvices that are used by the FDI® Server
to agcess the elements of the topology. Figure/8” and Figure 9 illustrate an example
configuration and the configured topology as it wilhappear in the FDI® Server AddressSpace
(detdils left out).

Network "A"
Station 1 Station 2
‘e o — B o —
P O P
ced cp cel!
Network "B"
(|
Device 2
IEC

Figure 8 — Example of an automation system
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| The PC in Figure 8 represents the FDI® Server box. The FDI® Server communicates with
devices connected to Network "A" via a Native Communication, and it communicates with
devices connected to Network "B" via a Nested Communication.

FolderType:

Objects Organizes
\— DeviceSet

—( Device Topology

Network "A" Card =+

ConnectsToParent

Network "A"
ConnectsTo B
Station 1
Network "B"
Device
— NetworkSet ConnectsToParent
ConnectsTo
l:'/— Eptry-Points 4 Network "B" J
[ }—=\DeVice W Statipn 2
:,,—— Network C°""e°‘5-r°\>,—‘
B_CP1
l:}/— ConnectionPoint

Figure 9 — Example of a Device topology
Colotlired boxes ate Used to easily recognize the various types of information.

Brown boxes.represent the networks. Light blue boxes represent the Devices and light yellow
is used for €onnection Points.

H S D 4l " Hy ook oo ]o H A4
L|ght MININ DUATS TCTUITOTITU UIT TIIYy PUITTLS UTdl dsSUTT CUTTITITUTT UTTTaviUul datluso Ullldrent

implementations:
o DeviceTopology: Starting node for the topology configuration.

e DeviceSet: All instantiated Devices are components of this Object, i.e., they exist in the
AddressSpace independently of the Device Topology.

e NetworkSet: All Networks are components of this Object.
5.3 Online/offline

Management of the Device Topology is a configuration task, i.e., the elements in the topology
(Devices, Networks, and Connection Points) are usually configured "offline" and — at a later
time — will be validated against their physical representative in a real network.
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To support explicit access to either the online or the offline information, each element is
represented by two instances that are schematically identical, i.e., there exists a ParameterSet,
FunctionalGroups, and so on. A Reference connects the online and offline representation and
allows navigating between them.

5.4 Catalogue (Type Definitions)

The supported (sub-types of) TopologyElements are organised as Type definitions in the OPC
UA AddressSpace forming some kind of a catalogue. These definitions typically are generated
based on descriptive information from FDI® Packages. The Type definitions contain the
Parameters, and default values for Parameters, Methods, Actions and Functional Groups

inclufmﬂmmm%@%manWWm—m—W‘el to
organise the types according to manufacturer or other criteria.

Type|definitions can then be used to create instances of Devices in the OPC UA AddressSpace.
Instapces can be created either offline or based on data determined by Scanning. Figure 10
illustrates an example of some Type definitions (details left out) as they [can exist in the
AddressSpace.

Basic Types defined in
$ OPC UA Cpompanion Standard for Devices
DeviceType ProtocolType
A R ‘
1
|
| HARTBusType ‘ | FrBusType | | PROFIBusType ‘
| | Catalogue
MfigMDevNO101 MfgADevBO101 MfgPDevQ0101
Type Type Type
N L
\! [ . T 3
: Blocks 1 Blocks

IEC
Figure 10 — Example Device Types representing a catalogue

5.5 | Communication

In orgler taJintegrate Devices, the FDI® Server needs to be able to communicate to them.| This
can he.done using Native Communication or Nested Communication.

The example in Figure 9 above for instance specifies that the FDI® Server has direct access to
the PROFINET Network using its PROFINET network card. In order to access "Station 2", the
FDI® Server-has-te shall go through Station 1, which provides the communication services for
the PROFIBUS DP Network (see IEC 61784-1-3, CPF 3). This can be achieved through Nested
Communication, which is specified inHEC-62769-4 |[EC 62769-3. Communication Devices and
Communication Servers are specified in IEC 62769-7.

5.6 Semantic Information

The Type System of OPC UA already provides means to express the semantic of an Object. As
an example, The Devices Companion Specification defines the DeviceType ObjectType
expressing that instances of this ObjectType represent devices. However, the detailed semantic
of the device is not specified further. Semantic information provides a means to represent that
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an Object has the semantic differential pressure transmitter for instance. This allows clients to
automatically retrieve and identify such devices.

Objects in OPC UA typically have Variables holding variable values. While the BrowseName or
DisplayName provide a "hint" regarding the semantic of the Variable, this cannot be used to
automatically identify the semantic of a Variable. As an example, the ParameterSet of a
DeviceType Object contains a flat list of the parameters of the device. Semantic information
provides means to represent that a Variable (e.g. in the ParameterSet) has a specific semantic
associated with it. This allows clients to automatically retrieve and identify such Variables.

The DictionaryEntryType Object, defined in OPC-10000-19, is used to add semantic information
to oljects in the FDI® Information Model. Subtypes of DictionaryEntryType shall define|their
22’§

own hamespace (e.g. http://iec.ch/cdd/iec61987). The Nodeld of Objects shall consis{ df the
corrgsponding namespace index and the value of the ID Property as the identifie rt.| This
allows direct access to the Semantic Object without further indirection. Anne efinep the
numgric identifiers for all of the numeric Nodelds used in this document. Q

-

The |[OPC UA Server shall create a concrete object type deriv f?rom the abgtract
DictipnaryEntryType for each dictionary referenced. Objects @n as DeviceType,
FunctionalGroupType, or VariableType can reference one or more&f) naryEntryType oljjects

the HasDictionaryEntry reference to indicate the semanti aning for the object| The
Dictipnaryld property of the DictionaryEntryType object coéﬁ the identifier value ¢f an
externnal dictionary entry. A client can use these referencg\& access device data with| only
needfng to know semantically what information is desired (i@»specific object BrowseNames are

not reéquired). Q

The following example provides an overview of thi{\ sign principle (Figure 11). This example
uses|the IEC Common Data Dictionary (CDD); I\s)/ever, it should be noted that any qualifying
dictignary can be used. The IEC Common @®ata Dictionary (CDD) describes classes| and
prop¢rties with the purpose to characteri quipment. The IEC 61987 series for insfance
descfibes process automation equipmentyEvery class and property provide a set of attriputes
such|as Version, Revision, Preferred‘fg’me, Definition, etc. Most importantly, it descrijes a
uniqye identifier for every class o@%perty. In the case of IEC CDD this is an Internafional
Registration Data Identifier (IRDI).™ this example, IEC61987DictionalEntryType is defing¢d as
a sybtype of DictionaryEntr sl'epe. The Object DifferentialPressureTransmitter of| this
Obje¢tType contains the IEC®§6 attribute values as its property values. The IRDI is set ds the
valug of the ID property. -

N

S amespace Array: DictionaryEntry Type

Qf% http://iec.ch/cdd/iec61987 $
C)éo IEC61987

DictionaryEntry Type

\Q/ Nodeld: ns=4,i=112/ Y

2N TO8THABAS33#003

112/2111
61987#ABA833#003

IEC
Figure 11 — Example of concrete DictionaryEntryType and Object

Variables can be enumerations. In such cases, the Variable can have a specific semantic as
well as each enumeration item of the Variable. As an example, a Variable can contain the units
of the measurement value that can be configured. So, the semantic of the Variable itself is
"measurement unit". The enumeration items of that Variable then stand for a specific unit of
measure. In case of temperature, the first enumeration item can represent degrees Celsius, the
second item represents degrees Fahrenheit, the third item represents degrees Kelvin and so
on. Associating enumeration items with a specific semantic allows clients to automatically
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retrieve information such as the currently configured measurement unit without requiring
interment knowledge of the particular unit code being used by the device.

Enumerated Variables contain an additional property DictionaryEntries, defined in 15.13, which
is an array of DataType Nodeld where each array item contains the Nodeld of the corresponding
DictionaryEntry Object. Figure 12 shows an example: The Variable Parameter2 has the
Property DictionaryEntries. The array items of the DictionaryEntries Property contain the
Nodelds of the corresponding DictionaryEntry Objects. In the example, Parameter2[0] is related
to the Semantic1 Object, Parameter2[1] is not related to any Semantic Object and
Parameter2[2] is related to the Semantic2 Object.

Server Namespace Array: Semanticﬁ&

AN S
V

( 4
(@l{manticTyp
+ I/
. A
A

[7]: hitp://MySemanticOrg

»

Nodeld: ns=4 i=Semantic1

Identifier \

Nodeld: ns=4 i=Semantic2

Identifier —— MyDictionnaryEntry Type
tic2
[ MultiptateSemanticDiscrete Type: J

Parameter2

MyDictionnaryEntrny\éo

Semantic
yo

[0] 12, "Enumitem No 4%, *Help for Enumitem No 1"
[1] 15, "Enumitem Noy2'/"Help for Enumitem No 2"
[2] 23, "Enumitem No.3", "Help for Enumitem No 3"

P
EnumValues

[0] "Localized Text for Enumitem No 1"
[1] "Localized'Text for Enumitem No 2"
[2] "Localized Text for Enumitem No 3"

ValueAsText

]

[O\Nodeld: ns=4,i=Semantic1ldentifier
(1] Empty
[2] Nodeld: ns=4,i=Semantic2ldentifier

DictionaryEntries

IEC

Figure 12 — Example of DictionaryEntries

The ¢ustom query megthod GetNodeldByDictionaryEntryld, defined in 15.14, can be used|by a
clienf to search for thé nodes that are referencing a specified dictionary entry id. This proyides
an efficient means\for finding data using semantic information.

6 AddressSpace organization

T 4 H S el falH 4+ ACNIR O 4+ £ O\l + 2l lat, h'
(o] pIUIIIUI.U mTCTOpPTTavuTimty v OIS adiTu T UT  OTTVTT S, a ST UT UUJeLio alrmu TTTatiulTt IpS

are defined in-Clauses 789, -and10 the following Clause 7. FDI® Servers can implement a
subset of these standard Nodes, depending on their capabilities.

Based on OPC UA rules, an OPC UA Server separates the AddressSpace in two parts:
e The Types-part contains information about all components that have been generated based
on descriptive information from FDI® Packages (see 5.4).

e The Objects-part contains the Device Topology with all instantiated components. All
instances of the AddressSpace are related to a type of the Types folder.

— The entry points DeviceSet, NetworkSet, and DeviceTopology are formally defined in
IEC 62541-100.

e DeviceTopology is used to aggregate the top level Networks that provide access to
all instances that constitute the Device Topology ((sub-)networks, devices and
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communication elements). Some example elements are shown here and highlighted

using the green colour.

e All instantiated Devices are components of the DeviceSet Object, i.e., they ex
the AddressSpace independent of the Device Topology. All Networks
components of the NetworkSet Object.

ist in
are

FDI® Servers can either automatically create Device Objects or they-may can only show the
available types (SupportedTypes folder) and leave it to the user to create proper instances.
When using Native Communication, the system will typically provide the Device Topology

witho

ut having to have it configured by the FDI® Client.

7 [Levice Model for FDI®

7.1

As m
Topo
briefl
types

7.2

General

entioned above, IEC 62541-100 specifies the fundamental types needed|for FDI® lik
logyElementType, the DeviceType and the ProtocolType (the fieldbus‘protocol). Cla
y repeats important design elements specified in IEC 62541-100 and specifies addi
that are not in IEC 62541-100.

Online/offline

e the
se 7
ional

All elements that appear in the Device Topology (Devices,"Networks, and Connection Pgints)

inclu

databhase. Management of these elements most commonly requires access to the phy

comy

of related data in a configuration database (called offline data).

To s
repre
Func
allow

Hing their relationship correspond to information stered in the FDI® Server’s configur

onent/device (called online data in this document) ‘and also the storage and administn

Lpport explicit access to either the online or the offline information, each elems
sented by two instances that are schematically identical, i.e., there exists a Paramete
tionalGroups, and so on. A Reference connects online and offline representation
s to navigate between them. This-is illustrated in Figure 13.

SomeType_A: | SomeType A~ 1
DeviceSet [ IsOnline '_’): Online _!
+ : Offline ] : Online
NetworkType: ; Parameters . Parameters

PN Network

ation
sical
ation

nt is
rSet,
and

\

H an
COMMECISTO ModureT O R ——
N N 7L——p
PN CP 1 3 ] l—

I:I— ConnectionPoint

IEC

Figure 13 — Online component for access to device data

Support of online/offline is mandatory for FDI® Servers. Detailed information of the model and
the formal definitions are specified in IEC 62541-100.
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7.3 Device health

7.3.1 DeviceHealth Mapping

The DeviceHealth Property indicates the status of a device as defined by NAMUR NE107. FDI®
Clients can read or monitor this Property to determine the device condition.

Servers determine the health status using the EDD METHOD GetHealthStatus defined in
IEC 62769-4. The frequency at which Servers actually examine the health status-may can vary

from several seconds up to minutes.

The fmapping of the GetHealthStatus return values to OPC UA is specified in Table 1.

Table 1 — DeviceHealth Mapping

GetHealthStatus

OPC UA

0 — Ipdeterminate Indeterminate is not defined in the the Devigetealth data type|in

IEC 62541-100. Servers that cannot determine the health statlis of
the device shall return the OPC UA Readyoperation for this
Property with an appropriate OPC UA 'status code, for examplé:

Bad_NotConnected
Bad_OutOfService
Bad_NoCommunicatioh

Bad_NotSupported

IEC $2541-100.

The following values can be mapped to corresponding values défined for the DeviceHealth data type in

GetHealthStatus

DeviceHealth data type values

1 — Hailure FAILURE

2 — Hunction Check CHECK_FUNCTION_2

3 — Qut of Specifications OFF_SPEC_3

4 — Maintenance Required MAINTENANCE_REQUIRED_4
5 - Good GOOD_0

Diffefent to OPC UA forDevices (IEC 62541-100), support of the DeviceHealth Propefty is
mandatory for Device'Objects in FDI®. This is illustrated in Table 2. The complete Device[Type

model and its formal-definition are in IEC 62541-100.

Table)2 — DeviceType definition (excerpt applicable for Subclause 7.3.1)

A{ttribute Value
BrowseName BeviceType
IsAbstract True
References NodeClass | BrowseName DataType TypeDefinition ModellingRule

Subtype of the TopologyElementType defined in IEC 62541-100

HasComponent |Variable DeviceHealth |DeviceHealth

BaseDataVariableType

Optienal > Mandatory
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7.3.2 DeviceHealth Diagnostics

In certain cases, a Device-may can have additional information associated with the health
status, e.g. the possible cause of an abnormal DeviceHealth status and suggested actions to
return to normal.

This additional information is available with the DeviceHealthDiagnostics Variable. It is formally
defined in Table 3.

Table 3 — DeviceType definition with DeviceHealth and DeviceHealthDiagnostics

Alttribute Value
BrowgeName DeviceType
IsAbsitract True
Relferences NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the TopologyElementType defined in [IEC 62541-100

HasClomponent |Variable DeviceHealth DeviceHealth |BaseDataVariableType | Mandatory
HasComponent |Variable DeviceHealthDia |LocalizedText |BaseRataVariableType | Mandatory
gnostics]]

DevigeHealthDiagnostics is an array of LocalizedText. Each array element contains refated
diagnostic information. The language shall match-the requested locale specified in the OPC UA
Sessjon. See 15.2.1 on how to select the proper language for the current OPC UA Session.

When DeviceHealth is requested, -the Server shall always also fetch the mat¢hing
Devi¢ceHealthDiagnostics. The Servéer shall assure that the values are synchronized by
execpiting GetHealthStatus first and:then reading the DeviceHealthDiagnostics. The Servgr will
cache the DeviceHealthDiagnostics as part of the OPC UA Session until DeviceHealth is
requégsted again.

If DeyiceHealthDiagnostics is read with a separate service request, the Server shall returp the
diagnostic information_associated with the most recently read DeviceHealth status. If the
DeviceHealth statushias not been read in the current OPC UA Session, the Server shall return
Bad_[NotReadahle:

If no|diagnestic information is available, the returned Value is Null.

See [E€E62769-4 on how DeviceHealthDiagnostics maps to the corresponding EDD information.

Example of a DeviceHealthInformation value with two array elements:

e [O
"Critical Power Failure\n
Possible cause: Critical Power failure has occurred\n
Suggested action: Please check device/surroundings/process.\n"

e [1]:
"Device Malfunction\n
Possible cause: The device has detected a serious hardware error or failure.\n
Suggested action: Check detailed device diagnosis if possible and/or replace device
hardware if necessary.\n"
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7.4 User interface elements
7.4.1 General

IEC 62541-100 defines in an abstract way, how Servers can expose user interface elements for
Clients to display a user interface specific to a FunctionalGroup of a TopologyElement.

Subclause 7.4 specifies two concrete user element types: descriptive user interface elements
(UIDs) and programmed (executable) user interface elements (UIPs). UIPs are never
referenced directly from a FunctionalGroup. They are always indirectly referenced from a UID
by means of their Uipld.

Figurls 14 illustrates the type hierarchy of the user interface elements defined in IEC 62541-100
and ih this document.

[Base VariabIeType]

o :

Defined in

: OPC UA for Devices C UIElementType )

UlDescriptionType UlIPluginType
(UID) (UID)

IEC
Figure 14 — Hierarchy of user interface Types

7.4.2 Ul Description Type

FDI®| Servers—may can provide a descriptive user interface element (a UID) for |each
FunctionalGroup. Such an element will be rendered by the FDI® Client. The UlDescription[Type
is formally specified in-Table 4.

Table 4 — UlDescriptionType Definition

Attribute Value
BrowgeName UlDescriptionType
DataType String
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Inherits the Properties of the UIElementType defined in IEC 62541-100.

The Value Attribute provides the UID as a String containing an XML Element. See IEC 62769-2
for the syntax of UID elements. The XML Schema for the UID Value of all exposed devices
adheres to the same FDI® Technology Version as indicated by the FDIServerVersion Property
(see Clause 14).
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A User Interface Plug-in (UIP) is a software module that is hosted and run by an FDI® Client. In
contrast to a User Interface Description (UID) it is an executable Ul element.

Details on hosting and running Plug-ins are specified in IEC 62769-2. The UIPlugIinType is
formally specified in Table 5.

Table 5 — UIPlugIinType Definition

Attribute Value

BrowgeName UIPlugIinType
DataType Byte
ValugRank 1 — one dimensional array

ArrayDimensions

Uint32[1] — the length (number of bytes) of the array

IsAbsltract

False

Relferences

NodeClass

BrowseName

DataType

TypeDefinition

ModellingRule

Inher|ts the Prope

rties of the UIElementType defined in IEC 62541-100.

HasPfoperty Variable UlIPVariantVersion String Property Type Mandatory
HasPfoperty Variable FDITechnologyVersion |String PropertyType Mandatory
HasPfoperty Variable Runtimeld String PropertyType Mandatory
HasPfoperty Variable Cpulnformation String PropertyType Mandatory
HasPfoperty Variable Platformld String PropertyType Mandatory
HasPfoperty Variable Style String PropertyType Mandatory
HasPfoperty Variable StartElementName String PropertyType Mandatory
HasClomponent |Object Documentation FolderType Optional

UlIPstmay can exist in multiple variants for different platforms or supporting different vergions.
The Uipld (a unique identifier:defined in the FDI® package) identifies the UIP, not a spgcific
variant.

UIPs|do not have to be exposed in the AddressSpace. With the Uipld, the FDI® Client can
retrigqve the Nodelds~ of UIP Variants and their Properties by calling the OPC( UA
TranglateBrowsePathToNodelds Service with the Device Nodeld as the startingNode angd the
following list of retative names:

NOTE

"WIPSet/<Uipld>",
"WIRSet/<Uipld >/Runtimeld"”,

"UIPSet/<Uipld >/Cpulnformation”,
"UIPSet/<Uipld >/Platformld",

"UIPSet/<Uipld >/FDITechnologyVersion",
"UIPSet/<Uipld >/Style",

"UIPSet/<Uipld >/StartElementName",
"UIPSet/<Uipld >/UIPVariantVersion".

"UIPSet" is an identifier for the Server and does not have to be a Node in the AddressSpace.

The FDI® Server returns arrays of Nodelds for each relative name. The number of entries in
each array matches the number of UIP Variants for the Uipld. The FDI® Client can read the
property values using the received Nodelds and choose the appropriate UIP Variant based on
FDITechnologyVersion, Runtimeld, Cpulnformation, and Platformld.
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The Value Attribute provides the UIP executable. The exact representation is technology
dependent (see IEC 62769-6). The ArrayDimensions Attribute shall specify the size (number of
bytes) of the UIP.

FDI® Clients need to be able to handle large UIPs. Reading large UIPs with a single Read
operation-may might not be possible due to configured limits in either the FDI® Client or the
FDI® Server stack. The default maximum size for an array of bytes is 1 MegaByte. FDI® Clients
can use the IndexRange in the OPC UA Read Service (see IEC 62541-4) to read a UIP in — for
instance — one megabyte chunks. It is up to the FDI® Client whether it starts without index and
repeats with an indexRange only after an error or whether it always uses an indexRange.

TheJoIIowing Properties help the FDI® Client to identify which UIP fits best to its environment:

IPVariantVersion:
The version of this UIP Variant.

FDITechnologyVersion:

FDI® Technology Version according to which the UIP is developed. A UlP shall always be
capable of running in a client/server system with the same majorCversion and different
nlinor/maintenance version.

. untimeld:
untime environment of the UIP as specified in IEC 62769-6.

. pulnformation:
Provides additional information about the executionCenvironment associated with the
untimeld. The allowed values are specified in IEC.62769-6.

Platfoprmld defines the type of platform on which thisCtUIP Variant is supported. An FDI® Client
can ¢hoose a particular UIP Variant if it matchesthe FDI® Client's platform (see IEC 627169-4
for the concrete definitions).

—| "Workstation"— with regular screen, resolution capabilities, memory capabilities, |input
devices available (like mouse andkeyboard),

"Mobile"— limited screen resolution, memory and input devices possible.

o Style:
efines whether the UIP_shdll be run "modal" or "modeless" as defined in IEC 62541-4.
urrently, the values "Dialog" and "Window" are defined. While "Dialog" requires a modal
indow, a UIP with style-"Window" will be invoked either in a modal or a non-modal wihdow
ap defined in IEC 62769-2.

e StartElementName:
Element needed to start this UIP Variant. IEC 62769-6 specifies how this information is|used
hen activating the UIP.

Documents: provided for a UIP Variant are exposed as Variables organized inl the
Documéntation folder. In most cases, they will represent a product manual, which can exist as

VN ; X . . ; alue
which is represented as a ByteString. The complete ByteString shall be interpreted as a PDF file.
FDI® Clients need to be aware that the contents that these variables represent-may can be
large. Reading large values with a single Read operation-may might not be possible due to
configured limits in either the FDI® Client or the FDI® Server stack. The default maximum size
for an array of bytes is 1 MegaByte. It is recommended that FDI® Clients use the IndexRange
in the OPC UA Read Service (see IEC 62541-4) to read these Variables in chunks, for example,
one megabyte chunks.

7.5 Type-specific support information

Each DeviceType-may can have a set of additional data. These are mainly images, documents,
or protocol-specific data. The various types of information are organized into different folders.

See IEC 62541-100 for the formal definition of support information.
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Actions

Overview

Actions are operations that are executed in the FDI® Server on behalf of a topology element.
Once invoked with the InvokeAction Method, Actions can make various state transitions until
completed. The actual state is accessible via a transient, non-browsable Variable the Nodeld
of which is returned by the InvokeAction Method.

FDI® Clients can subscribe to this Variable to receive updates concerning the Action execution
(Action data). Action data-may can report a state transition or a request to the FDI® Client that

[l mY Q)] L

input
Resp

Figude 15 illustrates how Actions are integrated into a TopologyElement.
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Figure 15 — Integration of Actions within a TopologyElement
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the

not

available on the Type and is only available in an instance if Actions exist for this
TopologyElement.

Actions can also be referenced from FunctionalGroup Objects.

7.6.2

Action Type

This ObjectType defines the structure of an Action. It is formally defined in Table 6.
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Table 6 — ActionType Definition

Attribute Value
BrowseName ActionType
IsAbstract True
References NodeClass | BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseObjectType is defined in IEC 62541-5.

The

7.6.
The
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3 ActionService Type

ActionServiceType defines the Methods to invoke and control Actions. lastances of this

type pggregate the Actions for a specific topology element. The ActionServiceType is formally

defi

ned in Table 7. Its use is illustrated in Figure 15.

Table 7 — ActionServiceType Definition

Attribute Value
BrowseName ActionServiceType
IsAbsitract False
Relferences NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the BaseObjectType defined in IEC 62541-5.

HasComponent |Method InvokeAction Mandatory
HasClomponent |Method RespondAction Mandatory
HasComponent |Method AbortAction Mandatory
HasClomponent |Object <Actionldentifier> ActionType Optional

The ActionServiceType and each instance of this Type share the same Methods. The Naodeld
of th¢se Methods will be fixed“and defined in this document. FDI® Clients therefore do not|have
to browse for these Methads' They can use the fixed Nodeld as the Methodld of the Call Sefvice.

The

<Actionldentifier> stands for one or several Actions. Actions (Objects of ActionType) exist
in ingtances of the ActionServiceType, i.e., when an instance of this ObjectType is addeg
TopologyElement. No Actions (Objects of ActionType) exist in the ActionServiceType itse

7.6.

4 ActionService Object

OPC UA StatusCode Bad_Methodlnvalid shall be returned from the Call Service for
elements where the ActionService Methods are not supported.

only
to a

bl

The support of the ActionService for an Object is declared by aggregating an instance of the
ActionService Type as illustrated in Figure 16.
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Dbject is used as container for the ActionService Methods and shall iave the BrowseN

logyElement (for example, a Device) to its "ActionService" Object.

ActionServiceType and each ActionSet Object share .the“same Methods. Actions
blly be shared by all instances of the same Device Type.

InvokeAction Method

eAction is used to start an Action. It immediately returns after the state machine has

n shall be invoked is specified via the Objectld argument of the Call Service.

cit locking is required. If the Devicg,;has not been locked, the FDI® Server will rejed

InvokeAction returns, the [ FDI® Client shall subscribe to the Value Attribute o
nNodeld. The Value Attribute contains an XML element (DataType = String)) that re
urrent state of the Action"as well as additional data (depending on state). The FDI® (

Servers'shall cache Action state data for an appropriate period of time (a few second

that ||\o state information is lost until the FDI® Client has-had a chance to subscribe.

lame

nSet. It is formally defined in Table 7. HasComponent is used to reference from a
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The signature of this Method is specified below. Table 8 and Table 9 specify the arguments and
AddressSpace representation, respectively.
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Signature
InvokeAction (
[in] String ActionName,
[in] String MethodArguments,
[out] NodelId ActionNodelId,
[out] Int32 InvokeActionError);
Table 8 — InvokeAction Method Arguments
Argument Description
ActignName String portion of the BrowseName of the Action as used in the ActionServiceType
instance.
MethodArguments XML document that contains the Action input arguments (if any). The
ListOfActionArguments XML Schema defined in IEC 62769-2 is used, for the
MethodArguments parameter.
ActignNodeld Non-browsable node of type Variable. This node is used bothto identify the

instance of the Action state machine and for access to the Action state informa

ion.

InvokeActionError 0 - OK.
-1 — E_LockRequired — the element is not lockedcas [required
-2 — E_UnknownAction — the passed name is fiotya valid action for this element
Table 9 — InvokeAction Method AddressSpace Definition
Attribute Value
Brow$eName InvokeAction
Refferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument[] |PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument[] |PropertyType Mandatory
7.6.6] RespondAction Method
RespondAction is used by the FDI® Client to provide the requested value or selection ofla Ul
functjon request (if applicable). The "ActionSet" component of the TopologyElement on behalf
of wHich the Action had"been invoked is specified via the Objectld argument of the Call Sefvice.
The gignature_of-this Method is specified below. Table 10 and Table 11 specify the arguments
and AddressSpace representation, respectively.
SignFture
RespondAction (
[in] NodeId ActionNodelId,
[in] String Response,
[out] Int32 RespondActionError) ;
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Table 10 — RespondAction Method Arguments

Argument Description

ActionNodeld

Nodeld of a transient Variable that represents and identifies the executing Action.
This Id is returned by the InvokeAction Method.

Response XML document that contains the response (value or selection). See IEC 62769-2

for the Xml Schema for the Response parameter.

RespondActionError 0-0OK

-1 — E_InvalidAction — the Nodeld does not refer to an existing action

-2 — E_InvalidResponse — the passed response data could not be interpreted

Table 11 — RespondAction Method AddressSpace Definition

Afttribute Value
BrowgeName RespondAction

Refferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument[] |PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument[] |PropertyType Mandatory
7.6.7 AbortAction Method
AborfAction is used by the FDI® Client to abortan Action execution. This Method call
immediately returns. The FDI® Client is informed wia a notification event on the ActionNodeld
Varigble when the Action enters the Aborting state.
The [ActionSet" component of the TopolegyElement on behalf of which the Action had peen
invoKed is specified via the Objectld argument of the Call Service.
The gsignature of this Method is specified below. Table 12 and Table 13 specify the arguments

and A

\ddressSpace representation, respectively.

Singture
ortAction (

[in] NodeTd ActionNodelId,
[out] Iat82 AbortActionError) ;

Table 12 — AbortAction Method Arguments

Argument Description

ActionNodeld Nodeld of a transient Variable that represents and identifies the executing Action.

This Id is returned by the InvokeAction Method.

AbortActionError 0-0K

-1 — E_InvalidAction — the Nodeld does not refer to an existing action



https://iecnorm.com/api/?name=ee0fd9da6378e85a2858f360fe2e7ea5

IEC 62769-5:2023 RLV © IEC 2023 - 33 -

Table 13 — AbortAction Method AddressSpace Definition

Attribute Value
BrowseName AbortAction
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
HasProperty Variable OutputArguments Argument[] |PropertyType Mandatory

8 Network and connectivity
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ork and connection information elements are required to create‘communication topolg

and wireless technologies. ConnectionPoints represent the interface (interface card
e to a Network. A specific sub-type shall be defined for each protocol.

e elements are described and formally defined‘in [EC 62541-100.

Jtility functions

Overview

e 9 provides specific servicesfor certain FDI® information elements.

Locking

ng is the means to. avoid concurrent modifications to a Device or Network and
onents. FDI® Clients'shall use the Locking Services for any changes (e.g., write opera
Action invocatiagns).

main purpose of locking a Device is avoiding concurrent device modifications. The
pse of locking a Network is avoiding concurrent topology changes.

Whe||1 [ecking a Device, the lock always applies to both the online and the offline version.

S no

gies.

work represents the communication means for Devices thiat'are connected to it. It includes

of a

their
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When locking a Modular Device, the lock applies to the complete device (including all modules).
Equally, when locking a Block Device, the lock applies to the complete device (including all
blocks).

If no lock is applied to the top-level Device (for Modular Device or for Block Device), the sub-
devices or blocks, respectively, can be locked independently.

When locking a Network, the lock applies to the Network and all connected Devices. If any of
the connected Devices provides access to a sub-ordinate Network (such as a Gateway), the
sub-ordinate Network and its connected Devices are locked as well.

The LockingService is fully described and formally defined in IEC 62541-100.
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9.3 EditContext
9.3.1 Overview

An EditContext can be used to make changes to Variable values visible to the Server without
applying them to the Device. The FDI® Server provides the EditContext concept to support
Clients in their editing task.

The EditContext is specified in IEC 62769-3. Following is the OPC UA Information Model
including the Methods to maintain EditContext instances.

found in some programming languages. The EditContext service is modelled as an ObjectType
and ihstances of this type are added to the Device with a pre-defined BrowseName{Addifional
AddIn examples are defined in IEC 62541-100.

Editgontexiis exposed as an AddIn capability which is comparable to the interface technFogy

When reading or subscribing to Variable values registered in an EditContext; the following FDI®-
specffic StatusCodes-may can occur (see Clause 11):

. ood_Edited distinguishes values that have been edited but have, not been written tp the
evice.

. ncertain_DominantValueChanged indicates that dependent-values are invalid and will be
recalculated after the dominant value has been applied te*the device. In the offline ¢ase,
the dependent value has to be written by the Client as well.

e (Jood_DependentValueChanged indicates that a dependent value has been changed but
the change has not been applied to the device.

9.3.2 EditContext Type

The EditContextType comprises the EditContext Methods. It is formally defined in Table 14.

Table 14 —EditContextType Definition

Attribute Value

BrowgeName EditContextType
IsAbsltract False

Relferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseQbjectType defined in IEC 62541-5.
HasClomponent Method GetEditContext Mandatory
HasComponent._/| Method RegisterNodesByld Mandatory
HasCompoénent |Method RegisterNodesByRelativePath Mandatory
HasClomponent |Method Apply Mandatory
HasComponent |Method Reset Mandatory
HasComponent |Method Discard Mandatory

The StatusCode Bad_Methodlnvalid shall be returned from the Call Service for elements where
the EditContext Methods are not supported. Bad _UserAccessDenied shall be returned if the
Client User does not have the permission to call the Methods.

9.3.3 EditContext Object

The support of EditContext for an Object is declared by aggregating an instance of the
EditContextType as illustrated in Figure 17.
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This Object is used as container for the EditContext Methods and,shall have the BrowseN
EditGontext. HasComponent is used to reference from a Device to its "EditContext" Objeg

The EditContextType and each instance-may can sharedthe same Methods.

9.3.4

Retufns an EditContext as specified in IEC 6254 1-3.

GetEditContext Method

Figure 17 — EditContext type and instance
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The gignature of this Method is specified-below. Table 15 and Table 16 specify the arguments

and AddressSpace representation, respéctively.

Singture
tEditContext (

[in] String
[in

[out] String
[out] Int3%2

Table 15 — GetEditContext Method Arguments

] WindowMoede TargetWindowMode,

ParentId,

EditContextId,
GetEditContextStatus) ;

Argument

Description

Parentld

I Null g root instance is requested
T o

Otherwise, the Client passes the identifier of a previously acquired EditContext,
indicating that it will create a sub-window.

TargetWindowMode

An enumeration that indicates the User Interface element used for this context.
1 — Modal Window

2 — NonModal Window

3-UIP

EditContextld

A string identifier created by the Server.

GetEditContextStatus

0-0OK

-1 — E_NotSupported — the element does not support the EditContext Service
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Table 16 — GetEditContext Method AddressSpace Definition

Attribute Value
BrowseName GetEditContext
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
HasProperty Variable OutputArguments Argument[] | PropertyType Mandatory
9.3.5—RegisterNodes-Method
This Method is used to register Nodes with an EditContext. It returns new Nodelds that hayve to
be uged to address this Node within the EditContext.
The gignature of this Method is specified below. Table 17 and Table 18 specify-the arguments
and AddressSpace representation, respectively.
Signptures
RegisterNodes (
[in] String EditContextId,
[in] RegistrationParameters[] NodesToRegister,
[out] RegisterNodesResult RegisterNodesStatus) ;
Table 17 — RegisterNodes Method Arguments
Argument Description
EditQontextld Identifier of an EditCentext that was previously acquired with a GetEditContext|call.
NodgsToRegister An array of structures for each node to register.
RegigterNodesStatus A structure with overall execution status and result data for each Node to regisfer.

Table 18 —-RegisterNodes Method AddressSpace Definition

Attribute Value
BrowseName RegisterNodes

Refferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty. Variable InputArguments Argument[] | PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument[] |PropertyType Mandatory

The RegistrationParameters DataType defines a single Node to be registered. Its elements are
defined in Table 19.
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Table 19 — RegistrationParameters DataType Structure

Name Type Description
RegistrationParameters | structure This structure specifies one of the nodes to register.
path RelativePath |RelativePath for this Node to register.
The RelativePath type is defined in IEC 62541-4.
selectionFlags Uint32 A bit mask that identifies the EditContext-specific Nodelds to be

returned in the RegisterNodesResult structure.

The value of this parameter shall contain at least one of the following
values. No value will be rejected with E_InvalidSelectionFlags.

Bit Value Nodeld to return
0x0000 0001 Online / ContextNodeld
0x0000 0002 Online / DeviceNodeld
0x0000 0004 Offline / ContextNodeld
0x0000 0008 Offline / DeviceNodeld

The RegisterNodesResult DataType includes overall status information and result data forjeach
Nodq to be registered. Its elements are defined in Table 20.

Table 20 — RegisterNodesResult DataType Structure

Name Type Description
RegigterNodesResult structure This structure specifies the registration result.
stajus Int32 0 — OK — the Tield registeredNodes contains a result for each Nqde to
register

-1 — Exlnvalidld — the specified EditContext is unknown,
the registeredNodes field is empty

reg|steredNodes RegisteredNode[] | The list contains EditContext-specific Nodelds for the registered
Node. The Client has to use these Nodelds for all subsequent QPC
UA Service calls

nodeStatus Int32 0-0K

-1 — E_InvalidNode — an invalid Node has been registered. See
IEC 62541-3 for details.

-2 — E_InvalidSelectionFlags — the RegistrationParameters for this
Node contained no value

onlineContextNodeld Nodeld This Nodeld shall be used to address the online representation pf the
Node in the EditContext. See IEC 62541-3 for details.

onlineDevieeNodeld Nodeld This Nodeld shall be used to address the online representation pf the
Node in the Device. See IEC 62541-3 for details.

offllneContextNodeld Nodeld This Nodeld shall be used to address the offline representation pf
the Node in the EditContext. See TEC 6254 1-3 for details.

offlineDeviceNodeld Nodeld This Nodeld shall be used to address the offline representation of
the Node in the Device. See IEC 62541-3 for details.

9.3.6 Apply Method

This Method is used to apply values that have been modified in the EditContext.

The signature of this Method is specified below. Table 21 and Table 22 specify the arguments
and AddressSpace representation, respectively.
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Signature
Apply (
[in] String EditContextId,
[out] ApplyResult ApplyStatus) ;
Table 21 — Apply Method Arguments
Argument Description

EditContextld Identifier of an EditContext that was previously acquired with a GetEditContext call.
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Variable.

ApplyStatds:

Table 22 — Apply Method AddressSpace Definition

Attribute Value
BrowgeName Apply

Refferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument[] |PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument[] NPropertyType Mandatory
The fApplyResult DataType includes overall Apply status information and status informatign for

each|Variable that could not be transmitted. lts elements are defined in Table 23.

Table 23 — ApplyResult DataType Structure

Name Type Description
ApplyResult structure This structure is returned in case of errors. No result data are
returned. Further calls with the same Transferld are not possible.
stajus Int32 0 — OK - the transferincidents field may include individual Variables

that failed

-1 — E_Invalidld — the specified EditContext is unknown

transferincidents

Transferincident[]

If the service returns normally and the Transferincidents list is enjpty,

all changes have been applied and the edited values are cleared.

Otherwise, the list contains Variables that could not be transferrefd
successfully. The edited Values are preserved.

cpntextNodeld Nodeld The Nodeld returned from RegisterNodesByld or
RegisterNodesByRelativePath.
sfatgsCode StatusCode OPC UA StatusCode as defined in IEC 62541-4 and in IEC 62541-8.

diagnostits

Dragnosticinfo

Dagnosticmformmation—This parameter s empty if dfagnostits
information was not requested in the request header or if no
diagnostic information was encountered in the processing of the
request. The Diagnosticlnfo type is defined in IEC 62541-4.

9.3.7

Reset Method

Clears all modified values in the EditContext.

The signature of this Method is specified below. Table 24 and Table 25 specify the arguments
and AddressSpace representation, respectively.
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Signature
Reset (
[in] String EditContextId,
[out] Int32 ResetStatus) ;
Table 24 — Reset Method Arguments
Argument Description

EditContextld Identifier of an EditContext that was previously acquired with a GetEditContext call.

0. Ol
A~ LAY

1Ot
ResgtStatus:

-1 — E_Invalidld — the specified EditContext is unknown

Table 25 — Reset Method AddressSpace Definition

Attribute Value
BrowseName Reset
References NodeClass BrowseName DataType TypeDefinition ModellingRule

HasRroperty Variable InputArguments Argument(] RPropertyType Mandatory

HasRroperty Variable OutputArguments Argument([] PropertyType Mandatory
9.3.8 Discard Method
This Method releases the EditContext. Any modified values that have not been applied are lost.
The gignature of this Method is specified below. Table 26 and Table 27 specify the arguments

and AddressSpace representation, respectively.

Signpture
Discard(
[in] String EditContextId,
[out] Int32 DiscardStatus) ;
Table 26 — Discard Method Arguments
Argument Description
EditContextld Identifier of an EditContext that was previously acquired with a GetEditContext call.

0-0OK

-1 — E_Invalidld — the specified EditContext is unknown

DiscardStatus

-2 — E_ChildExists — the specified EditContext cannot be discarded, because a child instance
exists

Table 27 — Discard Method AddressSpace Definition

Attribute Value
BrowseName Discard

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument([] PropertyType Mandatory
HasProperty Variable OutputArguments Argument][] PropertyType Mandatory
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9.4 DirectDeviceAccess
9.4.1 General

DirectDeviceAccess provides the means to communicate with a device in the Device Topology.
It will be used by UIPs for operations that cannot or at least not easily be performed through
Information Model access. Use cases include the transmission of large data buckets from or to
the device, for example, historical data or firmware. It is generally assumed that directly
accessed data will not be reflected in the Information Model as well. DirectDeviceAccess shall
not influence the structure and the data integrity of the Information Model. FDI® Servers-may
can be restrictive about when they enable the use of these Methods.

A DinectDeviceAccess Object shall exist for every Device where the FDI® Server allows\direct
access via a UIP.

The following behaviour applies when using DirectDeviceAccess:

e QOnly one FDI® Client can use DirectDeviceAccess at a given time.

o DlirectDeviceAccess requires a lock. If the Device has not been locked, the request wjill be
rejected.

°
(@)

ue to the lock, no write operations and no Method invocations from other FDI® Clients are
ermitted during DirectDeviceAccess. This includes the execution of Actions.

[ ]
= ©

Attribute values of Parameters might have changed due to DirectDeviceAccess, the UIP
shall set the InvalidateCache in the EndDirectAccess,argument to True.

9.4.2 DirectDeviceAccess Type

The PirectDeviceAccessType provides the Methods needed to open and close a connection
and fo transfer data. Figure 18 shows the.DitectDeviceAccessType definition. It is formally
defingd in Table 28.

‘ BaseObjectType ‘

%

DirectDeviceAccess
Type

f TransD
EndDirectAccess

IEC

Figure 18 — DirectDeviceAccessType
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Table 28 — DirectDeviceAccessType Definition

Attribute Value
BrowseName DirectDeviceAccessType Discard
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the Base

ObjectType defined in IEC 62541-5.

HasComponent Method InitDirectAccess Mandatory
HasComponent Method Transfer Mandatory
HasComponent Method EndDirectAccess Mandatory

The DirectDeviceAccessType and each instance of this Type share the same' Méthods
Nodgld of these Methods will be fixed and defined in this document. FDI® Clients therefo
not hlave to browse for these Methods. They can use the fixed Nodeld as{he Methodld ¢

Call Bervice.

The [OPC UA StatusCode Bad_Methodlnvalid shall be returned;-from the Call Servic

elempents where the DirectDeviceAccess Methods are not suppaorted.

9.4.3 DirectDeviceAccess Object

The support of DirectDeviceAccess for an Object is deClared by aggregating an instance d

DiredtDeviceAccess Type as illustrated in Figure 19t

TypeSpace

DirectDeviceAccess

Type

InitDirectAccess

L HCeEndDirectAccess

1 Com_41

InstanceSpace

DirectAccess

Figure 19 — DirectDeviceAccess instance

IEC

The
re do
f the

e for

f the

This Object is used as container for the DirectDeviceAccess Methods and shall have the
BrowseName DirectAccess. It is formally defined in Table 29. HasComponent is used to
reference from a TopologyElement (for example, a Device) to its "DirectDeviceAccess" Object.

The DirectDeviceAccessType and each DirectAccess Object share the same Methods.
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2023

Attribute Value
BrowseName DirectAccess

References NodeClass BrowseName DataType | TypeDefinition | ModellingRule
HasTypeDefinition |ObjectType |DirectDeviceAccessType Defined in 9.4.2.

9.4.4 InitDirectAccess Method

InitD

the Qbjectld argument of the Call Service.

It is

devide.

The

Sign

I

rectAccess opens a logic communication channel. The Device to access is specifig

ip to the FDI® Server whether this Method already opens a connection to the phy

pture
nitDirectAccess (

[in] String Context,
[out] Int32 InitDirectAccessErreX) ;

Table 30 — InitDirectAccess:Method Arguments

d via

sical

signature of this Method is specified below. Table 30 and Table 31 ©pecify the arguments
and AddressSpace representation, respectively.

Argument Description

Contd

xt A string used to provide context information about the current activity going on i
FDI® Client/UIP.

h the

InitDi

ectAccessError 0-0OK
-1 — E_NotSupported — the device cannot be directly accessed

-2 — E-LockRequired — the element is not locked as required

-3 - E_InvalidState — the device is already in DirectAccess mode

Table-31 — InitDirectAccess Method AddressSpace Definition

Attribute Value

Brow

eName InitDirectAccess

R
HasP

ferences NodeClass BrowseName DataType TypeDefinition ModellingRule

roperty Variable InputArguments Argument(] PropertyType Mandatory

HasP

roperty Variable OutputArguments Argument][] PropertyType Mandatory

9.4.5

EndDirectAccess Method

EndDirectAccess ends direct access. The directly accessed Device is specified via the Objectld
argument of the Call Service.

The signature of this Method is specified below. Table 32 and Table 33 specify the arguments
and AddressSpace representation, respectively.
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Signature
EndDirectAccess (
[in] Boolean InvalidateCache,
[out] Int32 EndDirectAccessError) ;

Table 32 — EndDirectAccess Method Arguments

Argument Description
InvalidateCache If True, the FDI® Server will invalidate any cached values for Device Parameters.
Thic maoanc that thoca Daramatarc aill ha ro rond hafora thov, ara ond Anain
Fhis-mean that-th Rarameters-wil-be—+e—read-befere-theoy-are—used-agaih-
EndDjirectAccessError 0-0K
-1 — E_InvalidState — the device is not in DirectAccess mode

Table 33 — EndDirectAccess Method AddressSpace Definition

Attribute Value
BrowseName EndDirectAccess
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument][] PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument(] PropertyType Mandatory

9.4.6| Transfer Method

Transfer is used to transfer data to and from(he Device. The format of send or receive data is
protdcol specific.

The gignature of this Method is specified below. Table 34 and Table 35 specify the arguments
and AddressSpace representation, tespectively.

Signpture

Tlransfer (

[in] String SendData,
[out] String ReceiveData,
[out] InEd2 TransferError) ;

Table 34 — Transfer Method Arguments

Argumeént Description

SendData XML document based on the TransferSendDataType as specified in the communication profile-
specific XML schema. See IEC 62769-4 and IEC 62769-1xx series.

ReceiveData XML document based on the TransferResultDataType as specified in the communication
profile-specific XML schema. See IEC 62769-4 and IEC 62769-1xx series.

TransferError 0-0OK

-1 — E_InvalidState — the device is not in DirectAccess mode.
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Attribute Value
BrowseName Transfer
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument(] PropertyType Mandatory
HasProperty Variable OutputArguments Argument][] PropertyType Mandatory

10 Parameter Types

10.1

General

IEC 62541-100 defines a Parameter as "a variable of the Device that cah“be usef for
configuration, monitoring or control purposes. In the Information Model it is_syhonymous fo an
OPC|UA DataVariable."

When discussing Parameter Types, we have to consider DataType.and VariableType.

EachlOPC UA DataVariable (Parameter) has a Value Attribute,swhich is of a certain DataType.
OPCJ|UA has already defined a set of built-in DataTypes, which are sufficient for the majorjity of
typeq needed for FDI®.

VarigbleTypes represent the type definition of (Data)Variables. Such a type definition typjcally
defines certain behaviours as well as mandatory oroptional Properties. The HasTypeDefinition
Refefence is used to define the VariableType fora Variable. OPC UA already defines a get of
VarigbleTypes as illustrated in Figure 20. BaséDataVariableType is the base type and can be
used|if no more specialized type information’is available (see IEC 62541-5). Analogltem[Type
and DiscreteltemTypes (see IEC 62541-8) are more concrete types.
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[ BaseDataVariableType ]
TimeZone::
PropertyType
DaylightSavingTime::
PropertyType

[ DataltemType ]

R

Not defined on the
TypeDefinition Node,
but can be applied on
each DataVariable

Definition::

Property Type

ValuePrecision::
PropertyType
|

AnalogltemType [ DiscreteltemType J
(DataType: Number) %

InstrumentRange::
PropertyType | i : |
TwoStateDiscrete Type MultiStateDiscrete Type
(DataType: Boolean) (DataType: Ulnteger)

EURange:: J

PropertyT -

PReTy vRe TrueState:: ] EnumStrings::
EngineeringUnits:: PropertyType PropertyType

PropertyType

EngineeringUnits”:
PropertyType

IEC
Figure 20 — OPC UA VariableTypes including OPC UA DataAccess
The mapping of EDD Data Types to OPC-UA DataTypes and VariableTypes is specified in[15.6.

10.2| ScalingFactor Property

The Value Attribute of Variables’' contains the raw value returned from the device. Howgver,
Servers can expose the Property ScalingFactor. It is suggested that the (raw) value is multiplied
by thjs factor before being displayed.

The Property shall be aggregated by each Variable that it applies to. It is formally defined in
Table 36.

Table 36 — ScalingFactor Property Definition

IIlame DataType Description

ScalingFactor |Double This Property specifies the scaling factor to be used when displaying the Variable
value.

10.3 Min_Max_Values Property

This Property specifies one or more ranges to which a Variable value shall be set. If there are
multiple ranges they shall not overlap. A "Null" for the MIN_Value or the MAX_Value indicates
that this boundary is not limited.

The Property shall be aggregated by each Variable that it applies to. It is formally defined in
Table 37.



https://iecnorm.com/api/?name=ee0fd9da6378e85a2858f360fe2e7ea5

— 46 - IEC 62769-5:2023 RLV © IEC 2023

Table 37 — Min_Max_Values Property Definition

Name DataType Description

Min_Max_Values |Variant_Range[] |This Property specifies the range or ranges to which a Variable Value shall
be set.

The Variant_Range structure specifies a single range (a MIN_Value and a MAX_Value). The
BaseDataType is used, because such a range can be applied to Variables of different
DataTypes — in particular integer, floating point, date and duration. The actual datatype used
has to match the DataType of the Variable value. It can also be Null, which means that this
boungdary is not defined.

Its elements are defined in Table 38.

Table 38 — Variant_Range DataType Structure

‘Jame Type Description

Varialﬂ_Range structure

MIN_Value BaseDataType |Specifies the upper bound of values to whieh a“Variable shall be set. Null
indicates that MIN_Value has no limit.

MAK_Value BaseDataType |Specifies the lower bound of values to which a Variable shall be set. Null
indicates that MAX_Value has no limit.

Its representation in the AddressSpace is defined:in. Table 39.

Table 39 — Varjant. Range Definition

Attributes Value

BrowseName Variant_Range

11 EKDI® StatusCodes

11.1| General

Clauge 11 defines:OPC UA StatusCodes that are specific to FDI® Servers.

11.2| Structiute of the StatusCode

The general structure of the StatusCode is specified in IEC 62541-4. The exact bit assignnpents

. = Ao 44 4 \ I RPN
basedtomtEC 6254 4=arestrowm i Table46:
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Table 40 — StatusCode Bit Assignments

Field Bit Range Description
Severity 30 .. 31 Indicates whether the StatusCode represents a good, bad or uncertain condition.
These bits have the following meanings:

Severity Bits |Description

Good 00 The operation was successful; results may be used.

Success

Uncertain 01 The operation was partially successful; results might not

Warning be suitable for some purposes.

Bad Failure |10 The operation failed and any associated results capnpt
be used.

Reserved 11 Reserved for future use. Should also be treated-as
"Bad".

Resefved 29 ..28 Reserved for future use. Shall always be zero.

SubClode 16 .. 27 The code is a numeric value assigned to represent differeft\conditions. Each
code has a symbolic name and a numeric value. All desgriptions in this
specification refer to the symbolic name. The numeriématues are defined within
the FDI® Type Libraries..

Resefved 12 .. 15 Reserved for future use. Shall always be zero,

InfoType 10 .. 11 The type of information contained in the info bits. These bits have the follow|ng
meanings:

Severity Bits |Description

NotUsed 00 The info bit9 are not used and shall be set to zero.

DataValue 01 The StatusCode and its info bits are associated with b
data‘value returned from the FDI® Server.

Reserved 1X Reserved for future use. The info bits shall be ignorefl.

InfoBjts 0..9 Additional informatiorr bits that depend on the Info Type field.

Tablg¢ 41 describes the structure of\the InfoBits when the Info Type is set to DataValue (0f1).

Table 41 — DataValue InfoBits

Inf¢ Type Bit Range Description
LimitBits 8..9 The limit bits associated with the data value. The limits bits have the following
meanings:
Limit Bits Description
None 00 The value is free to change.
Low 01 The value is at the lower limit for the data source.
High 10 The value is at the higher limit for the data source
Constant 11 The value is constant and cannot change.

Overflow 7 If this bit is set, not every detected change has been returned since the FDI®
Server’s queue buffer for the subscribed Variable reached its limit and had to purge
out data.

Reserved 0..6 Reserved for future use. Shall always be zero.

11.3 FDI® specific operation level result codes

IEC 62541-4 includes a set of common operational result codes which also apply to FDI®.
Table 42 contains Good (success) codes that are specifically defined for FDI®.
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Table 42 — Good operation level result codes

Symbolic Id Description

Good_Edited This status applies to Variable values that are part of an EditContext (see
9.3). It is returned with values that are read or received in a
DataChangeNotification from a Subscription.

It defines that it is an edited value that has not been transferred from the
EditContext to the Device.

Good_PostActionFailed The value of a Variable was successfully read or written but one of the post
actions failed.

Good This status applies to Variable values that are part of an EditContext (see

DepepdentValueChanged 9.3). It is delivered with a dominant Variable value when-any-ofits-deperdent

Variables-waschanged-and-notyetapplied all the following conditions~apply:

— the value of the Variable has not been changed;

— the value of the Variable is legal, i.e. it is within the réange or a valid
enumeration value;

— the value of any of its dependent Variables wa$/changed;

— all the changes have not been applied, yet:

Good| Edited This status applies to Variable values that arefpart of an EditContext (se
_DepgndentValueChanged 9.3). It is delivered with a dominant Variable\yalie when all the following
conditions apply:

114

— the value of the Variable has beén’changed;

— the value of the Variable is (égal, i.e. it is within the range or a valid
enumeration value;

— the value of any of it dependent Variables was changed;

— all the changes hawe not been applied, yet.

Good| Edited This status applies to Vfariable values that are part of an EditContext (se
_DonljinantValueChanged 9.3). It is deliveregh\with a dependent Variable value when all the followinjg
conditions apply:

114

— the valtre of the Variable has been changed;

— the“value of the Variable is legal, i.e. it is within the range or a vajid
ehumeration value;

=~ the value of its dominant Variable was changed;

— all the changes have not been applied, yet.

Good| Edited This status applies to Variable values that are part of an EditContext (se
9.3). It is delivered with a dependent Variable value when all the following
conditions apply:

1

DonjinantValueChanged

_DeppndentValueChanged — the value of the Variable has been changed;

— the value of the Variable is legal, i.e. it is within the range or a valid
enumeration value;

— the value of its dominant Variable was changed;

— the value of any of its dependent Variables was changed;

— all the changes have not been applied, yet.

Table 43 contains Uncertain codes that are specifically defined for FDI®.
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Table 43 — Uncertain operation level result codes

Symbolic Id

Description

Uncertain_DominantValueChanged

This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dependent Variable value when a dominant
value — e.g. an engineering unit — was changed and the dependent
Variable-may might have to be recalculated.

Uncertain_DependentValueChanged

This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dominant Variable value when any of its
dependent Variables was changed and not yet applied. The "uncertain"
status indicates that the dominant variable value itself has uncertain
quality.

Unceftain

NoQommunicationLastUsableValue

Communication to the data source has failed. The Variable value_i§ the
last value that had a good quality.

Unceftain_LastUsableValue

Whatever was updating this value will no longer be doing\s0)

Unceftain_SubstituteValue

The value is an operational value that was manually eyepwritten.

Unceftain_InitialValue

The value is an initial value for a Variable that nofwially receives its yalue
from another Variable.

Unceftain_SensorNotAccurate

The value is at one of the sensor limits.

Unceftain_EngineeringUnitsExceeded |The value is outside of the range of valué€s ‘defined for this parameter.

Unceftain_SubNormal

The value is derived from multiplegpetrCes and has less than the required
number of good sources.

Tabl¢ 44 contains Bad codes that are specifically defined for FDI®.

Table 44 — Bad operation level result codes

Symbolic Id

Description

Bad_|Edited_OutOfRange

This status\@pplies to Variable values that are part of an EditContext (se
9.3). It is~delivered with a Variable value when all the following condition

applys
<~ the value of the Variable has been changed;

T

— the value is not a legal value (e.g. out of range or an invalid
enumeration value).

Bad_[InitialValue_OutOfRange

This status applies to Variable values that are part of an EditContext (se
9.3). It is delivered with a Variable value when all the following condition

apply:

— the value is an initial value for a Variable that normally receives ifs
value from another Variable;

T D

— the value is not a legal value (e.g. out of range or an invalid
enumeration value).

Tht L thaot = partaof an DAt ANt + [

B d I mPNH \ /ol Ch A
ad_BemirantietueChanged

ot ool $ N ariahl el
Fris-status-apphes—to-MarablevalvesthatarepartofarEditContext{see
9.3). It is delivered with a dependent Variable value when a dominant value —
e.g. an engineering unit — was changed and the dependent Variable cannot
be accessed.

Bad_DependentValueChanged

This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dominant Variable value when any of its dependent
Variables was changed and not yet applied.-Fhe "uncertain"status-indicates

B e B

Bad_OutOfRange

_DominantValueChanged

This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dependent Variable when all the following
conditions apply:

— the value is not a legal value (e.g. out of range or an invalid
enumeration value);

— the value of its dominant Variable was changed;

— all the changes have not been applied, yet.
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Symbolic Id Description
Bad_Edited This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dependent Variable when all the following
_OutOfRange

_DominantValueChanged

conditions apply:
— the value of the Variable has been changed;

— the value is not a legal value (e.g. out of range or an invalid
enumeration value);

— the value of its dominant Variable was changed;

— all the changes have not been applied, yet.

Bad_OutOfRange This status applies to Variable values that are part of an EditContext (see
) 9.3). It is delivered with a dependent Variable when all the following
_DominantValueChanged conditions apply:
_DedendenValueChanged — the value is not a legal value (e.g. out of range or an invafid
enumeration value);
— the value of its dominant Variable was changed;
— all the changes have not been applied, yet.
Bad_|Edited This status applies to Variable values that are pagt of)an EditContext (sep
9.3). It is delivered with a dependent Variable when’all the following
_OutpfRange conditions apply:
_DorpinantValueChanged — the value of the Variable has beep~changed;
_DegendenValueChanged — the value is not a legal value (€'d,vout of range or an invalid
enumeration value);
— the value of its dominan{’Variable was changed;
— the value of any of jts'dgpendent Variables was changed;
— all the changes have not been applied, yet.
Bad_|ConfigurationError There is a problem with the configuration that affects the usefulness of the
value.
Bad_|DeviceFailure There has been a failure in the device/data source that generates the value.
Bad_|Nodelnvalid The identifiet’does not refer to a valid Node in the Device Model.
This reSult code is used both as service- and as operation-level result cqde.
Bad_|[NotConnected Thet¥ariable should receive its value from another Variable, but has nevpr
been configured to do so.
Bad_|OutOfService The source of the data is not operational.
Bad_[SensorFailure There has been a failure in the sensor from which the value is derived by the
device/data source.
Bad_|UIPHandlelnvalid The handle does not refer to a subscribed Node Attribute.
Bad_|WaitingForlitialData Waiting for the FDI® Server to obtain values from the underlying data soyrce.
After subscribing to Variables, it might take some time before values are
delivered. In such cases, an initial update might be sent with this status prior

to the Notification with the first valid value.

12 Specialized topology elements

Devices and other topology elements can be specialized using the modelling elements defined
in this document or in IEC 62541-100. No specific ObjectType is needed. A Communication
Device for instance will have the CommunicationServices capability (Communication Devices
and CommunicationServices are specified in [EC 62769-7).

Other specializations are possible applying the same techniques, for example, a Modular

Communication Device.

See IEC 62541-100 for the definition of Block Device and Modular Device.
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13 Auditing

13.1 General

Auditing is a requirement in many systems. It provides a means for tracking activities that occur
as part of the normal operation of the system. It also provides a means for tracking abnormal
behaviour. It is also a requirement from a security standpoint.

When an audit trail is maintained by the FDI® Server, all audit trail records related to services
invoked by FDI® Clients will be implicitly created. In addition, FDI® Clients have means for
providing additional audit context information as specified in 13.2 and 13.3.

FDI®[Servers shall generate AuditEvents as specified in IEC 62541-4 and |IEC 62544-5, These
standards define AuditEvents for the following OPC UA Services:

. ecure Channel Services;

. ession Services;

odeManagement Service Set (AddNode, DeleteNode);

S

S

N
e \Write Service;
Method Service ("Call").
oA

No AuditEvents are defined for reading and for subscriptiops.

The FDI® Server generates AuditEvents using the standard OPC UA event mechanism.| This
allows an external OPC UA Client to subscribe to and‘store the audit entries in a log file or pther
storajge location.

13.2| FDI® Client-provided context information
FDI®|Clients have various means for providing context information for the purpose of auditing:

e the ClientDescription and SessionName passed by the FDI® Client when creating the
Session;

—

e the context text from thelMethods to initialise Lock or Direct Device Access.

When an AuditUpdateMethodEvent is generated for the EnterLock and InitDirectAgcess
Methpds, the audit centext information will be used for the Message field of this event.

13.3 | LogAuditTrailMessage Method

LogAuditTrailMessage is used by the FDI® Client to insert information about the current agtivity
going on'in'the FDI® Client into the audit trail of the FDI® Server. Since it is a Method, it will be
also finsefted into the stream of AuditEvents. The message will be timestamped in the [FDI®
Server.

This Method shall be a component of the Server Object. The Objectld parameter of the Call
Service shall be the Nodeld of the Server Object.

FDI® Clients do not have to browse for the LogAuditTrailMessage Method. Rather they can use
the well known Nodeld of the Method declaration as the Methodld of the Call Service.

The signature of this Method is specified below. Table 45 and Table 46 specify the arguments
and AddressSpace representation, respectively.
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Signature

LogAuditTrailMessage (
[in] String Message) ;

Table 45 — LogAuditTrailMessage Method Arguments

Argument Description

Message Free text describing the context.

Table 46 — LogAuditTrailMessage Method AddressSpace Definition

Attribute Value
BrowseName LogAuditTrailMessage
Rpferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument[] PropertyType Mandatory

When an AuditUpdateMethodEvent is generated for the LogAuditTrailMessage Method, the
Mesqage argument will be used for the Message field of this €vent.

14 EDI® Server Version

The FDI® Technology Version supported by an FDI® Server is exposed via an FDI®-spgcific
Property. The version exposed with this Property~applies to

e the Information Model, and

e the XML Schema as used for UIDs and Actions.

The Property shall be aggregated.by the OPC UA Server Object. It is formally defingd in
Tablg 47.

Table 47 — FDIServerVersion Property Definition

Name DataType Description

FDISgrverVersion String This Property specifies the FDI® Technology Version that this FDI® Servef
supports. The syntax of the string is as defined in IEC 62769-4.

15 IYIapping FDI® Package information to the FDI® Information Model

15.1 General

Clause 15 defines the mapping of EDDL and other FDI® Package Information to the FDI®
Information Model and the underlying OPC UA and OPC UA Devices information models,
respectively.

The OPC UA Object Model provides a standard way for Servers to represent Objects to Clients.
In order to meet this objective, the OPC UA Object Model allows the definition of Objects in
terms of Variables and Methods. It also allows relationships to other Objects to be expressed.
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On the other hand, EDDL defines a set of language constructs that are used to describe
industrial field devices. Each construct supports its own set of attributes and references. EDD
information adds semantic contents to the raw data values read from and written to the field
devices.

The

primary objective of the EDDL-OPC UA information model is to describe

the

correspondence between the OPC UA Object Model elements and the EDDL elements when an

EDD

is used to populate the FDI® Server with Objects.

Completely meeting this objective means dealing both with enhanced data access through OPC

UA a

nd with Ul interactions between OPC UA clients and servers.

15.2
15.2.

In va

Localization
1 Localized text

rious definitions, EDDs—may can contain information in multiple ;language vari

Examples are the LABEL and HELP Attributes. The server has to select the proper lang

for e
local

supp

15.2.

Varig
COD
all E
the G

Chan

15.3
15.3.
Subc

hch client as follows: When creating an OPC UA Session, the OPGUA Client passe
B(s) that it requests to be used for all services within this Session. If the Server doe
brt any of the requested locales, it chooses an appropriate default locale.

2 Engineering units

bles with a UNIT CODE are represented in OPC YA as Analogltem Variables. The
F is exposed via the EngineeringUnit Property..€hanging the EngineeringUnit will g
DD Variables that depend on the associated UNIT CODE to be recalculated. As a rg
PC UA Variable values will be set as well.

ging the EngineeringUnit will affect all*Clients.

Device
1 General

lause 15.3 specifies the"mapping of FDI® Package elements to Device Types and D

Instahces.

Devi

15.3.

The

The

es-may can also.have Blocks (see 15.4).

2 Mapping to Attributes to a specific DeviceType Node

BrowseName and Nodeld Attributes are vendor specific.

ants.
uage
s the
S not

UNIT
ause
bsult,

Bvice

isplayName Attribute is created from the Package Catalog: DeviceType.Name.

The Description Attribute of a Device is information that serves to further identify, manage,
locate, and/or explain the device whose contents are defined by the user. For purely block-
oriented devices, this will appear only on blocks. For example, in HART the MESSAGE variable
can be used here.

15.3.

Type

3 Mapping to Properties

and instances share the same Properties.

Some of the Properties are created from information in the Package Catalog. Table 48 specifies
the mapping of Properties to Package Catalog elements.
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Table 48 — DeviceType Property Mapping
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Property Package Catalog element
Manufacturer ManufacturerName
Model ListOfDeviceTypes]i].ListOfInterfaces[j]l.DeviceModel.
DeviceRevision ListOfDeviceTypes]i]. ListOfInterfacesJj].Version.
FDITechnologyVersion FDITechnologyVersion.

The SeriaiNumber—Rewvisio —Software NS
corrgspond to the value of the protocol-specific "serial number", "revisio
revislon", and "hardware revision" Parameters, respectively.

n counter”,

The DeviceManual Property is an empty string. Documents can be found in the-attachmen

If a Ricture element is available in the FDI® Package, it can be mapped to’the OPC UA
Property (see IEC 62541-3). If multiple resolutions are available, the host’has to choose.

15.34 Mapping to ParameterSet

Some devices are strictly block-oriented with no kinds of Variables on the device-level. Maj

set.

Icon

bping

an EDD for these devices will result in an empty ParameterSet. When VARIABLE,

VALUE_ARRAY or LIST items exist on the device-level, the resulting Parameters are ke
the "ParameterSet" as a flat list of Parameters. FunctiohalGroups reflect the structure g
devide menus defined in the device’s EDD.

A ParameterSet with all Parameters exists on the Type, the offline and the online instanc
See 5.6 on how EDDL attributes are used*to create Parameter nodes.

15.3/5 Mapping to Functional Groups

The fop-level Functional Groups.that are referenced directly from the Device Object corres|

pt in
f the

pond

to thg root MENU items as défined in IEC 61804-4. Naming conventions are used to differentiate

betwgen Functional Groups.for handheld and for PC-based applications.
Therg¢ are no Functional Groups on the DeviceType.

15.3)6 Mapping to DeviceTypelmage

Devig¢edypesli].ListOfDevicelmages. BrowseName and DisplayName represent the file
from [the”Relationship Type.

The [Variables in the DeviceTypelmage folder are created from the Package Cajvalog:

ame

15.3.7 Mapping to Documentation
The Variables in the Documentation folder are created from the Package Cat

DeviceTypes][i].ListOfDocuments. BrowseName and DisplayName represent the file name
the Relationship Type.

15.3.8 Mapping to ProtocolSupport

The Variables in the ProtocolSupport folder are created from the Package Cat

alog:
from

alog:

DeviceTypesli].ListOfInterfaces[j].ListOfCommunicationProfileSupportFiles. BrowseName and

DisplayName represent the file name from the Relationship Type.
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15.3.

9 Mapping to ImageSet

The ImageSet contains Variable Nodes for all images from the EDD that are needed for UIDs.

15.3.

10 Mapping to ActionSet

The ActionSet references OPC UA Objects that represent all EDD Methods except for the abort
and the action methods as defined in IEC 61804-3. See 15.8 on how EDDL attributes are used
to create Action Nodes

15.3.

11 Mapping to MethodSet

The

15.4
Subc

As described in IEC 62769-4, a package for a modular device containg @head station EDL

one
ident

The

to th¢ mapping rules for single Devices.

The head station Device will show up as a modular Device as specified in IEC 62541-100

MethodSet (inherited from IEC 62541-100) is not used by the FDI®.

Modular Device

lause 15.4 specifies the mapping of a modular device’s package.

br more module EDDs. The head station EDD contains COMPONENT constructs
fy the module EDDs.

FDDs for head station Device and for each module shall be“individually mapped acco

EDD
orien

mod¢lled as block=oriented Device as specified in IEC 62541-100. The Block node insta
are kept in the'Blocks component. A Device that does not support EDDL defined Blocks w
have|the Blecks component.

The $upportedTypes folder in the Blocks component of a DeviceType references all BlockT

| supports the definition of devices that are block-oriented, and devices that are non-
ed. When blocKs (specifically, Block_A) exist in an EDD, the resulting device sh3

and
that

rding

he SubDevices component in the instance\of the head Device references instantjiated
odules.
he SupportedTypes folder in the SubDevices component references all DeviceTypgs for
odules that-may can appear in thednstance of the head Device.

Block
1 General
lause 15.5 specifies the mapping of EDDL elements to Block Types and instances.

block
Il be
nces
Il not

ypes

that—may can appear in a Device Instance. The Blocks component in a Device Instance
references instantiated Blocks.

15.5.

2 Mapping to Attributes

The BrowseName and DisplayName correspond to the EDD Identifier and LABEL Attribute of
the corresponding EDDL Block, respectively.

The Nodeld is vendor specific.

The HELP Attribute of the corresponding EDDL Block is mapped to the Description attribute of
the Block instance node. Bad_AttributeldInvalid shall be used if EDD contains no Help.
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15.5.3 Mapping to ParameterSet

All VARIABLE, VALUE_ARRAY, LIST items specified for a Block are used as Parameters in the
"ParameterSet". A ParameterSet with all Parameters exists on the Type, the offline and the
online instances.

See 15.6 on how EDDL attributes are used to create Parameter nodes.

15.5.4 Mapping to Functional Groups

A Block may have FunctionalGroups that expose its Parameters in an organized fashion,
refle¢ting tThe struciure of the block menus defined in the device’s EDD. The top-level Funclional
Groups that are referenced directly from the Block Object correspond to the root MENUW: jtems
as de¢fined in IEC 61804-4. Naming conventions are used to differentiate between{Fuhciional
Groups for handheld and for PC-based applications.

The BrowseName of a FunctionalGroup is the EDD identifier of the corresponding EDDL MENU
or COLLECTION.

Therg¢ are no Functional Groups on the BlockType.

15.5. Mapping to ActionSet

The ActionSet references OPC UA Objects that represent allEDD Methods defined for a spgcific
BLOCK except for the abort and the action methods as{defined in IEC 61804-3. See 15{8 on
how EDDL attributes are used to create Action Nodes.

15.5. Mapping to MethodSet
The MethodSet (inherited from IEC 62541-100) is not used by the FDI®.

15.5. Instantiation rules

The BrowseName of a Block is.generated by the FDI® Server from the EDD identifier df the
corrgsponding EDDL BLOCK /A by adding a numeric suffix that the OPC UA server generates
in order to make the BrowseName unique. For example, __analog_input_0, __analog_input_1,
___pid_control_0.

The DisplayName of a-BLOCK_B Block is the LABEL attribute.
The DisplayName of a BLOCK_A Block is defined in the protocol annex.

The |Description of a Block is the HELP Attribute of the corresponding EDDL BLPCK.
Bad_|AttfibuteldInvalid shall be used if the EDD contains no Help.

15.6 Parameter
15.6.1 General

EDDL Parameters (for devices or blocks) are mapped to OPC UA Variables. The VariableType
used-may can be of any sub-type of the abstract BaseVariableType. In most cases, they will be
mapped to the VariableTypes defined in IEC 62541-8, for example, DataltemType,
AnalogltemType or DiscreteltemType. This document includes additional VariableTypes for
more sophisticated EDDL types. See Table 50 for the mapping of EDDL types.

The BrowseName of a Parameter is the EDD identifier of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY.
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The DisplayName of a Parameter is the LABEL attribute of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY.

The Description of a Parameter is the HELP Attribute of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY. Bad_Attributeldinvalid shall be used if the EDD contains no Help.

Parameters have also a set of Attributes that are common to all VariableTypes. Table 49
summarizes the Variable Attributes and describes how they are set from the EDDL description

information.

Attributes Description
Valus The most recent value of the Variable that the FDI® Server has read.from the dgvice.
DataType The EDDL data type is translated into an OPC UA standard data-type according|to
Table 50.
ValugRank Either set to "Scalar" or — when the Parameter is an array jthe number of

dimensions.

ArrayPimensions

Specifies the length of each dimension if the Parameter,is an array. This attribu
not exposed if the length is unknown or dynamic,

eis

Accesslevel

The Accesslevel Attribute is set based on the(EDDL variable HANDLING attribyte

according to the following table:

Field Bit Description

CurrentRead |0 Set if EDDL variable HANDLING is defined as READ.
Reset otherwise.

N

CurrentWrite Set¢if EDDL variable HANDLING is defined as WRITE.

Reset otherwise.

If the HANDLING attribute is missing, the Parameter will be defined as readableland

writeable.

UserAccesslLevel The AccessLevel with possible restrictions based on client identity as defined by the
FDI® Server.

MinimumSamplingInterval | The MinimumSamplingInterval Attribute indicates how fast the FDI® Server can
reasonably sample the value for changes. It is suggested that the FDI® Server
checks the variable CLASS attribute to differentiate static variables from dynamjc
variables regarding the sampling interval. Static variables might be sampled onl
once and then only when the RevisionCounter changes. For static variables, thg
FDI® Server can use the MinimumSamplingInterval -1 (indeterminate).

The Value Attribute is the Parameter value, and — for the online representation — reflects the
devide datawalue.
The batatypeAttribute s am OPC YA DataType chosemtomatch—the EBBt—type—and-size.

Table 50 shows the correspondence between the EDDL types and sizes and the OPC UA
VariableTypes and standard DataTypes.
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EDDL Data Type OPC UA VariableType OPC UA Constraints
DataType
Arithmetic
INTEGER BaseDataVariableType, |SByte When the size specified in EDDL is 1 byte.
AnalogltemType - . -
Int16 When the size specified in EDDL is 2
bytes.
Int32 When the size specified in EDDL is 3 or 4
bytes.
Int64 When the size specified in EDDL is5,|6, 7
or 8 bytes.
UNSIGNED_INTEGER |BaseDataVariableType, |[Byte When the size specified in EDBL-is 1 pyte.
AnalogltemType ) e )
Uint16 When the size specified in EPDL is 2
bytes.
UInt32 When the size specified in EDDL is 3 pr 4
bytes.
Uint64 When the siz€ specified in EDDL is 5,6, 7
or 8 bytes.
DPUBLE BaseDataVariableType, |Double
AnalogltemType
FLOAT BaseDataVariableType, |Float
AnalogltemType
ENUMERATED See 15.6.5 Byte When the size specified in EDDL is 1 pyte.
Uint16 When the size specified in EDDL is 2
bytes.
Ulpt32 When the size specified in EDDL is 3 pr 4
bytes.
Ulnt64 When the size specified in EDDL is 5,|6, 7
or 8 bytes.
BIT_ENUMERATED See 15.6.6 Byte When the size specified in EDDL is 1 pyte.
Uint16 When the size specified in EDDL is 2
bytes.
UInt32 When the size specified in EDDL is 3 pr 4
bytes.
Uint64 When the size specified in EDDL is 5,6, 7
or 8 bytes.
Datedand-Time
DATE BaseDataVariableType |UtcTime The data type DATE consists of a cal¢ndar

(a 64-bit signed
integer which
represents the
number of 100

date. This data type has special
codification in the device. Conversion
UtcTime is necessary when reading it

to
from

the device. Conversion back to DATE

is

nanosecond
intervals since
January 1,
1601 (UTC))

necessary when writing it to the device. On
write, if invalid data is written, the service

returns an appropriate error in the

serviceResult and the diagnosticinfo data

members of the ResponseHeader and
does not accept the data.
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EDDL Data Type

OPC UA VariableType

OPC UA
DataType

Constraints

DATE_AND_TIME

BaseDataVariableType

UtcTime

The data type DATE_AND_TIME consists
of a calendar date and a time. This data
type has special codification in the device.
Conversion to UtcTime is necessary when
reading it from the device. Conversion
back to DATE_AND_TIME is necessary
when writing it to the device. On writing if
invalid data is written, the service returns
an appropriate error in the serviceResult
and the diagnosticInfo data members of
the ResponseHeader and does not accept

the ddid.

w]

URATION

BaseDataVariableType

Duration

(a Double that
defines an
interval of time
in milliseconds
(fractions can
be used to
define sub-
millisecond
values))

The DURATION data type is a time
difference that consists of a time-in
milliseconds and an optionahday cour
This data type has special todification
the device. Conversion.to\Time is
necessary when readingvit from the dgvice.
Conversion back to’\DURATION is
necessary when(writing it to the devicg.
writing, if invalid data is written, the
service returns. an appropriate error in the
serviceRésult' and the diagnosticinfo data
members of the ResponseHeader and
doeg’ not'accept the data. The OPC
Duration type is limited to approximate
49,7 days, which is less than the
thieoretical maximum of the EDDL
DURATION type. If the DURATION
exceeds the OPC maximum, the qualify
should be set to indicate this condition.

—

n

13
o
=}

y

TIME

BaseDataVariableType

UtcTime

The TIME data type consists of a timg and
an optional date. This data type has
special codification in the device.
Conversion to UtcTime is necessary when
reading it from the device. Conversior
back to TIME is necessary when writing it
to the device. On writing, if invalid dafa is
written, the service returns an appropfiate
error in the serviceResult and the
diagnosticlnfo data members of the
ResponseHeader and does not accepf the
data.

T[ME_VALUE[4]

BaseDataVariableType

Duration

TIME_VALUE is the "number of 1/32 ms".
The "Duration" is calculated by multiplying
the TIME_VALUE with 0,031 25 (which is

the float equivalent for 1/32 ms).

T|ME_VALUE{8]

BaseDataVariableType

UtcTime

The data type TIME_VALUE is used t
represent date and time in the required
precision for application clock
synchronization. This data type has special
codification in the device. Conversion|to

UtcTime-is-pecessarwhenteading-itlfrom

J
the device. Conversion back to
TIME_VALUE is necessary when writing it
to the device. On writing, if invalid data is
written, the service returns an appropriate
error in the serviceResult and the
diagnosticlnfo data members of the
ResponseHeader and does not accept the
data.
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EDDL Data Type

OPC UA VariableType

OPC UA
DataType

Constraints

String

ASCII

BaseDataVariableType

String

Conversion to String is necessary when

reading it from the device. Conversion

back to ASCII is necessary when writing it

to the device. On writing, if invalid

characters are written, the service returns
an appropriate error in the serviceResult
and the diagnosticInfo data members of
the ResponseHeader and does not accept

the string.

B|T_STRING

BaseDataVariableType

ByteString

Conversion to ByteString is necessary
when reading it from the device.
Conversion back to BIT_STRINGis
necessary when writing it to-the.devic
writing, if invalid characters are writte
the service returns an appropriate err
the serviceResult and‘the diagnosticlr
data members of the-ResponseHeade
does not accept the’ string.

On

14

s
brin
fo

I and

BaseDataVariableType

String

Conversion t0\String is necessary whg
reading it from'the device. Conversior
back to EUC is necessary when writin
to the(deyice. On writing, if invalid
chafatters are written, the service ret
an appropriate error in the serviceReg
and the diagnosticlnfo data members
the ResponseHeader and does not ac
the string.

n
p it

irns
ult
pf
cept

Y]

NCKED_ASCII

BaseDataVariableType

String

Conversion to String is necessary whg
reading it from the device. Conversior
back to PACKED_ASCII is necessary
writing it to the device. On writing, if
invalid characters are written, the ser
returns an appropriate error in the
serviceResult and the diagnosticlnfo g
members of the ResponseHeader and
does not accept the string.

=}

when

ice

ata

Y]

\SSWORD

BaseDataVariableType

String

Conversion to String is necessary whg
reading it from the device.

FDI® Servers shall allow PASSWORD
Variables to be read only when a sect

OPC UA channel has been created, i.¢.,

channel with encryption.

V|SIBLE

BaseDataVariableType

String

Conversion to String is necessary whg
reading it from the device. Conversior
back to VISIBLE is necessary when w
it to the device. On writing, if invalid

characters are written, the service ret
an appropriate error in the serviceReg
and the diagnosticInfo data members

=}

riting

irns
ult
pf

th Rocnancallanday and A o nat -
tHe—1~ —aH

EeSPpORSeeate H-60e5+Hetat

the string.

ept

OCTET

BaseDataVariableType

ByteString

INDEX

See 15.6.5

String

BOOLEAN

BaseDataVariableType

Boolean

As Table 50 shows, EDDL supports a variety of variable types. While that table shows the
correspondence between the EDDL data types and the OPC UA VariableType, it does not
provide any details on how other EDDL VARIABLE TYPE construct attributes are supported. It
does not provide any details on how other OPC UA BaseDataVariableType attributes should be
set either. Subclause 15.6 is intended to provide details for each EDDL data type.
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15.6.2 Private Parameters

The Parameters specified in an FDI® Package-may can be declared private using the PRIVATE
Attribute specified in IEC 61804-3. The FDI® Server shall create Nodes in the Information Model
for the private Parameters but they shall not be browsable. The FDI® Server shall return the
Nodelds of private Parameters when the name of such a Parameter is passed to
TranslateBrowsePathsToNodelds (the startingNode argument shall be the "ParameterSet"
Object). Once the FDI® Client has obtained the Nodeld, all Service requests for private
Parameters will be processed in the same way as for public (browsable) Parameters.

An example of private parameters is parameters that should only be modified through an Action.

Thespparametersshould ot bevisibte to FDteClientstopreventdirectaccessFDt*Clients

invoKe Actions to access these private parameters.

15.6.3 MIN_Value and MAX_Value

If on¢ or more MIN_VALUE and MAX_VALUE attributes are specified for a variable in EDDL,
they ghall be mapped to the Min_Max_Values Properties defined in 10.3.

15.6.4 Engineering units
The EngineeringUnits Property defined in IEC 62541-3 and IEC(62541-8 shall be used:

. the variable has the CONSTANT_UNIT defined forkitself in EDDL. In this casg¢ the
ngineeringUnits Property keeps the EDD CONSTANT UNIT variable attribute. The |FDI®

erver shall deal with the fact that CONSTANT _UNHK can be conditional;

if[the variable is involved in an EDD UNIT relation, it is the FDI® Server’s responsibility to
implement the unit code update mechanism.cAnR*EDD UNIT relation specifies a reference to
a|variable holding a unit code and a list of dependent variables. When the variable hdlding
the unit code is modified, the list of affect&d-variables using that unit code shall be refreghed.
When an affected variable is displayed) the value of its unit code shall also be displaygd.

0 m=

The gtandard OPC UA notifications can be used to report to the FDI® Clients that the unit|code
chanped.

15.6J5 Enumerated Parameters

If no gemantic map has been applied to an enumerated variable, an OPC UA DataVariablg with
the YariableType MultiStateValueDiscreteType (defined in IEC 62541-8) is used for |each
enumerator in the( EDDL enumerated variable definition — otherwise the Variable[Type
MultiBtateDictionatyEntryDiscreteType shall be used.

The Value Attribute of the DataVariable is the numeric value of the state, and corresponfds to
the vplueattribute of the EDDL ENUMERATED TYPE.

The ValueAsText Property of the DataVariable exposes the display value of the state, which
corresponds to the description attribute of the EDDL ENUMERATED TYPE.

The EnumValues Property of the DataVariable contains the complete list of enumerations, i.e.,
a table where each element is a structure consisting of EDDL ENUMERATED TYPE attributes
"value", "description”, and "help". If no HELP Attribute exists in the EDD, the value of the
description attribute will also be used for this purpose.

15.6.6 Bit-enumerated Parameters

A DataVariable of OPC UA OptionSet VariableType is used for each EDDL BIT ENUMERATED
VARIABLE definition. The OPC UA DataType is an array of Boolean where one Boolean is used
per bit in the EDDL BIT_ENUMERATED VARIABLE definition.
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The Boolean array of the DataVariable reflects the status of all bits. TRUE is used when a bit
is set and FALSE when a bit is reset.

The EnumValues Property of the DataVariable contains the complete list of bit enumerations,
i.e., a table where each element is a structure consisting of EDDL BIT ENUMERATED TYPE
attributes "bit position", "description", and "help". If no HELP Attribute exists in the EDD, the
value of the description attribute will also be used for this purpose.

15.6.7 Representation of records

A complex DataVariable is used to represent EDDL RECORD Parameters. The root
Data)/ariable represents the record itself. It will have component DataVariables that repr¢sent
the HDDL RECORD MEMBERS. (The MEMBERS of an EDDL RECORD are defined. in“EDDL
by means of a reference to an EDDL VARIABLE.)

See Figure 21 for an example of how records are represented in the OPC UA-AddressSpace.

PARAMETERS
{ BaseDataVariable Type’;
aram A, recl ; Param A
aram B, rec2 ; -
RECPRD recl RECORD rec2 X
(AccessLevel=CurrentRead
{ {
[LABEL "Rec"; LABEL "Rec";
VEMBERS MEMBERS
{ Y
X, x_member ; X, x_member ; (AccessLevel=CurrentWrite
Y, y member; Y, y member;
}
} }
BaseDataVariableType:
VARIABLE x member VARIABLE x menbger P B
{ { aram_
[ ABEL "X"; LABEL "X
['YPE FLOAT ; TYPE FLOAT ;
IANDLING READ ; HANDLING READ ;
) ) X
(AccessLevel=CurrentRead
VARIABLE y member VARTIABLE y member
{ {
LABEL  "Y"; LABEL  "Y"; Y
FYPE ENUM (1=} TYPE ENUM (1) (AccessLevel=CurrentWrite
IANDLING WRITE ; HANDLING WRITE ;
} }

IEC

Figure 21 — Example: Complex variable representing a RECORD

BrowseName and DisplayName of the root DataVariable are set to the EDD identifier of the
EDDL VARIABLE that implements this RECORD type. The DataType Attribute of the "root"
DataVariable is BaseDataType. The ValueRank Attribute is used to specify that the value
contains an array. The Value Attribute represents the values of all members in the order as
defined for the RECORD. According to the example in Figure 21, the first variant will contain a
floating point value and the second will be a numeric value representing the Enumeration.

For each component DataVariable that represents an EDDL RECORD MEMBER:

e The BrowseName is the identifier of the corresponding EDDL VARIABLE.
e The DisplayName is the LABEL attribute of the corresponding EDDL VARIABLE.

e The Description is the HELP Attribute of the corresponding EDDL VARIABLE.
Bad_Attributeldinvalid shall be used if the EDD contains no Help.
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e The AccesslLevel is derived from the HANDLING attribute. Readable and Writeable shall be
used if the EDD contains no HANDLING attribute.

15.6.8 Representation of arrays, and lists of Parameters with simple data types

A single DataVariable will represent an EDDL VALUE_ARRAY or LIST item when the data type
of the referenced array element has a simple data type.

The OPC UA DataVariable Attributes are set as follows:

e DataType is set to the type of the array element (see Table 50 for the data type mapping).

e The ValueRank Attribute is used to specify that the value contains an array. In case pf an
EDDL VALUE_ARRAY, the number of elements is exposed in the ArrayDimensions
tribute. In the case of an EDDL LIST, the ArrayDimensions Attribute is not exposed| The
npmber of elements is unspecific since the size can change dynamically.

15.6. Representation of values arrays, and lists of RECORD Parameters

Valug¢ arrays or lists of non-simple data types will be represented as OPCYUA array of complex
variaples. Figure 22 shows the EDDL sample code of a VALUE_ARRAY of RECORDs and the
corrgsponding complex variable in the OPC UA AddressSpace.

VALUE ARRAY v ar -
e _art BaseDataVariable Type
LABEL "N ArrTe v arr
TYPE va elem rec; —

NUMBER OF ELEMENTS 2;

\

I
—¢—< va_elem_rec_1 )
RECORD va_elem_rec

{
LABEL "VA Element";
MEMBERS
{
X, x_member;
Y, y_member;
)
}
}
VARIABLE x member
( va_elem_rec_2
LABEL b 4
TYPE FLOAT;

VARIABLE y mefber
{

LABEL Yr

T YA ENUM (1);
}

-

IEC

Figure 22 — Complex variable representing a VALUE_ARRAY of RECORDs

In the FDI® Server AddressSpace, a complex DataVariable is used to represent the entire
VALUE_ARRAY. Each VALUE_ARRAY element, which is in fact a RECORD, is represented as
a component complex DataVariable. The RECORD MEMBERS are also represented as
component DataVariables. The FDI® Client refers to the X member of the first record in the
array through the BrowseName v_arr.va_elem_1.x_member. Note that the index always begins
with “1°.

The DataType Attribute of all complex root DataVariables is BaseDataType. The ValueRank
Attribute is used to specify that the value contains an array. The Value Attribute represents all
VALUE_ARRAY entries. The first element corresponds to the first array entry and so on. Each
element in turn contains an array. This may either be an array of simple types or an array of
BaseDataType. A RECORD is always represented as an array of BaseDataType.
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15.6.10 Representation of COLLECTION and REFERENCE ARRAY

The EDDL constructs COLLECTION and REFERENCE ARRAY are mapped to Functional Group
Objects (see 15.7) when used for grouping only.

15.6.11 SCALING_FACTOR

If the EDD includes a SCALING_FACTOR attribute for an EDD VARIABLE, it shall be mapped
as follows.

e The Parameter value and associated Properties (like Ranges) shall be exposed in raw
y—the Hrg HoHity et (or

. he SCALING_FACTOR shall be provided in a Property with the BrowseName
"$calingFactor". The DataType shall be "Double". If the SCALING_FACTOR.imthe EDD is
ah expression, this expression will be computed by the EDD Interpreter.

e The SCALING_FACTOR is also included in UID documents.
15.6.12 EDDL CLASS Attributes on Parameters
The [EddIDictionary Object is a dictionary with the purpose of gpresenting EDDL CLASS

Attriqutes for Parameters. "HasDictionaryEntry" references are used to associate a parameter
with EDDL CLASS attributes.

Note|that only these EDDL CLASS attributes are mapged to the FDI® Information Model| that
are used in a consistent way by EDDL implementatiofis,

The DPC UA types and objects are defined in Table 51, Table 52, and Table 53.

Table 51 — Definition of EddIDictionaryType

\
Alttribute K\ Value
BrowgeName EddIDictionaryEntryType
IsAbdtract FALSE
A
Refferences NodeClass J(@rowseName | DataType TypeDefinition Modelling Ruje

SubTlpe of DictionaryEntry«défined in OPC UA for Devices (DI) Part 100

Table 52 — Definition of EddIDictionary Object

Attributﬁo Value
BrowseName EddIDictionary
R efstﬂ/nces NodeClass BrowseName DataType TypeDefinition Modelling Rule

Component of the DataDictionaries Object defined in IEC 62541-100

HasTypeDefinition | ObjectType |DictionaryFolderType

HasComponent Object ParameterClass DictionaryFolderType
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Table 53 — Definition of Parameter Class Attributes

Attribute Value
BrowseName ParameterClass
Modelling
References NodeClass BrowseName DataType TypeDefinition Rule
HasTypeDefinition | ObjectType DictionaryFolderType
HasComponent Object Alarm EddIDictionaryEntryType
HasComponent Object Contained EddIDictionaryEntryType
HasCmpotrent Shiect Correction EddctBiettoraryEntry Fype
HasClomponent Object Device EddIDictionaryEntryType
HasClomponent Object Diagnostic EddIDictionaryEntryType
HasClomponent Object Dynamic EddIDictionaryEntryType
HasClomponent Object Input EddIDictionaryEntryType
HasClomponent Object Local EddIDictionarygntryType
HasClomponent Object Operate EddIDictioharyEntryType
HasClomponent Object Output EddIDigtioharyEntryType
HasClomponent Object Service EddiDictionaryEntryType
HasClomponent Object Specialist EddIDictionaryEntryType
HasClomponent Object Temporary EddIDictionaryEntryType
HasClomponent Object Tune EddIDictionaryEntryType
To illustrate the model, an example is shown ifJFigure 23.
DataDictionaries 85ictiot_‘;_;;yeFolder <<
'y
DictionaryEntty
Device + EddIDictionary Type
] A
PafameterSet ParameterClasses | EC?'{'%%[;FI)‘PZIV
%
:\: Parameter1 L t Local
-
hasDictionaryEntry
Diagnostics
L hasDictionaryEntry
Dynamic
IEC

Figure 23 — Example of EDDL CLASS Attributes in the FDI® OPC UA Information Model
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15.7 Functional Groups

FunctionalGroups are used to group Variables (EDDL parameters) or Actions (EDDL methods).
They have a recursive definition, that is, FunctionalGroups may reference other
FunctionalGroups.

Both Devices and Blocks may have FunctionalGroups. EDDL MENUs, EDDL BLOCK_A
PARAMETERS, COLLECTIONs, and REFERENCE ARRAYS are the building blocks for
FunctionalGroups. The proper attributes of these EDDL constructs control which elements are
referenced by the Functional Group.

o \/’AR;ABLE, RECORD, Ul ‘V’ALUE ARRA‘I’ VVi“ vadustc d IUfUIUIIbU tU t:IU bUIIUDPUIIU‘iIIU FDI®

Plarameter. B

¢ METHODSs will be used to organise FDI® Action Objects.
E
S

ements that represent one of the building blocks again will cause a-reference|to a
Ibordinate Functional Group.

Root|[MENUs as defined in IEC 61804-4 will be top-level Functional Groups. The FDI® Sgerver
genefates the whole hierarchy of FunctionalGroups by browsing the \EDDL MENU and|their
ITEMS attribute definitions. The FunctionalGroups reproduce the same'structure of the MENUSs
as they are defined in EDD for the Device or Block.

All FunctionalGroups are instantiated in both the offline and“the online representation| of a
Devige. Naming conventions defined in IEC 61804-4 ‘can be used to determine |if a
FunctionalGroup is relevant for offline or online.

The BrowseName Attribute of a FunctionalGroup.is the EDD identifier of the menu or the
instapce identifier of the block. The naming conventions defined in IEC 61804-4 can be usked to
determine if a FunctionalGroup is relevant forPC or handheld.

The DisplayName Attribute of a FunctiohalGroup is the LABEL attribute of the correspomnding
build|ng block.

The Pescription Attribute of acFunctionalGroup is the value of the HELP Attribute of the
corrgsponding building block-Bad_Attributeldinvalid shall be used if the EDD contains no Help.

FunctionalGroups expoSing standard sets of Parameters such as diagnostic information wlill be
created for an EDD; 'which comply with the menu conventions for PC-based applicatign as
defined in IEC 61804<4.

15.8| AXIS élements in UIDs

AXIS| eleménts are not represented as instances in the FDI® information model. However, an
EDDLAXIS has writable VIEW_MIN/VIEW_MAX attributes. They shall be modified by the|FDI®
Client to inform the server about the zooming, scrolling or positioning.

To enable this modification, the FDI® Server shall create variable nodes for each of these
attributes in the Information Model. They need not be browsable. The Nodelds of these nodes
are included into the UID document as described in the UID schema.

15.9 Actions

FDI® Actions are used to represent EDD METHODs. Only EDD METHODs that are to be called
by the FDI® Client as part of a UID or a UIP shall be exposed as FDI® Actions. If METHODs
defined in IEC 61804-3, which include the pre or post read, edit and write actions are exposed
as Actions, they shall not be browsable. The names of these actions will be communicated to
the Client as part of a UID document. These names can be passed to
TranslateBrowsePathsToNodelds to get the matching Nodeld.
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All Actions are instantiated in both the offline and the online representation of a Device.
The BrowseName Attribute of an Action is the EDD identifier of the METHOD.
The DisplayName Attribute of an Action is the LABEL attribute of the EDDL METHOD.

The Description Attribute of an Action is the HELP Attribute of the EDDL METHOD.
Bad_AttributeldInvalid shall be used if the EDD contains no Help.

The execution of an Action causes the execution of the EDD Method implementation. This is
specfffedimdetaiimtEC 62769-2-

The METHODSs specified in an FDI® Package-may can be declared private using the/PRIVATE
AttriQute specified in IEC 61804-3. The FDI® Server shall create Action Objects in the
Inforation Model for the private METHODs but they shall not be browsable. The' FDI® Server
shall[return the Nodelds of private Actions when the name of such an Action is passé¢d to
TranglateBrowsePathsToNodelds (the startingNode argument shall be the ActionSet" Object).
Oncqg the FDI® Client has obtained the Nodeld, private Actions can becinvoked and procgssed
in the same way as public (browsable) Actions.

15.10 UIPs

UlPs|are specified in the FDI® Package via the SupportedUiPs element. Each UIP is uniguely
identjfied by a UUID.

UIPs|are not exposed in the FDI® AddressSpace.but they can be referenced and accgssed
usingd the UUID. This is specified in IEC 62769-2:

15.11 Protocols, Networks and Connection Points

The FDI® Server will create specific Pretocol Types (sub-type of the ProtocolType definged in
IEC $2541-100) for natively supported”Protocols. Additional Protocol Types might be created
for Communication Servers based on the Protocols they support.

Spedific ConnectionPoint (Types (sub-types of the ConnectionPointType defined in
IEC $2541-100) will be created for natively supported Protocols. Additional Types might be
creafled for Communication Servers based on the Protocols they support.

The fypes are created as specified in the protocol-specific series of standards IEC 6276911xx.

15.12 Semantic Identifies

Semanticsidentifiers based on the identification schema ISO/IEC 27005 are mapped to EDDL
conslructs (e.g. COLLECTION. VARIABLE) by the EDDL construct SEMANTIC_MAP [(see
IEC 61804-3). In the OPC-UA address space, the semantic identifiers are represented by
concrete object types derived from the abstract type DictionaryEntryType. The concrete
reference type HasDictionaryEntry binds the semantic object to the OPC-UA object
representing the EDDL construct (e.g. COLLECTION, VARIABLE). SEMANTIC_MAP can also
be used to map enumeration items to semantic identifiers (e.g. units).

The EDDL SEMANTIC_MAP construct maps a list (one or more) keys to a list (one or more)
values. The keys are data dictionary ids and the values are EDDL item identifier.

A DictionaryEntryType Object is created for each key term (data dictionary id) of the EDDL
SEMANTIC_MAP. The key value is mapped to the BrowseName and Nodeld property of the
DictionaryEntryType Object.
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A HasDictionaryEntry reference is created for each value listed in the EDDL SEMANTIC_MAP
construct with the SourceNode set to the Nodeld of the OPC UA object representing EDDL item
identified.

15.13 Dictionarylds Property

For enumerated Variables or Enumeration DataTypes (see IEC 61804-3), the enumeration
values may have a specific reference to a dictionary entry. To express this, Enumeration and
OptionSet DataTypes or Variables with VariableTypes like MultiStateDiscreteType,
MultiStateValueDiscreteType or OptionSetType reference an additional Property with the
BrowseName Dictionarylds which provides a Value with an array of DataType Nodeld where

eachwﬁmwmmﬁmmmw The
Dictipnarylds Property is formally defined in Table 54.
QY
Table 54 — Dictionarylds Definition 3o}
-
Attribute Value (1/
BrowseName Dictionarylds - 7
\O
IsAbdtract False n’\
TypebDefinition PropertyType _ Q)V
Datafype Nodeld[] o
N
o
15.14 MultiStateDictionaryEntryDiscreteType Q<<
This (ariableType defines the general characteris fa Discreteltem that can have more|than
two gtates including semantic definitions. The k@| iStateDictionaryEntryDiscreteType ddrives
from [the MultiStateDiscreteType. It is formal\lz\@efined in Table 55.
>
Table 55 — MuItiStateDi@%naryEntryDiscreteType definition
\\\
At{ribute \O Value
BrowgeName MuItiStateDictionaryE@b‘DiscreteType
ANY
Node[lass VariableType C)\
ValugRank Scalar ‘§~\ N
DataType UIntege/r_O
isAbdiract | FALSE
AN
Ref¢rences P@Class ‘ BrowseName DataType TypeDefinition | ModellingRule
Subtype of t&. ItiStateDiscreteType defined in IEC 62541-8; i.e the Properties of that type are inherited.
HasPfo /@\ Variable EnumDictionary Entries Nodeld[][] PropertyType Optional
HasP c&ﬁv Variable ValueAsDictionary Entries Nodeld[] PropertyType Mandatory

EnumDictionaryEntries is a two-dimensional array of Nodelds. The first dimension is used to
list all possible dictionary entry values for the related variable in a specific dictionary (e.g. CDD
or eCl@ss). The second dimension is used to reference this dictionary. The size of the first
array dimension shall be the same as the size of EnumStrings.

ValueAsDictionaryEntries provides a list of all dictionary entry values in the different dictionaries
related to the current value of the variable.

If an instance of this type is writeable, the property ValueAsDictionaryEntries shall be writeable
as well. Clients are allowed to write an array with only one entry and the server is responsible
to resolve additional appropriate entries. This will have the same result as writing the value
attribute, but the client does not need knowledge about the numeric values.
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represent the dictionary entries and can be generated with dictionary knowledge.

15.15 GetNodeldsByDictionaryEntryld

GetNodeldsBySemanticld is a custom query used to get the Nodelds for nodes that have a
HasDictionaryEntry Reference to a DictionaryEntryType Object matching the provided

DictionaryEn

tryld. The Method returns only nodes that are referenced by the StartingNode with

the defined ReferenceType.

Signature

[in

)7

The Method arguments and result codes are described in Table”56 and Table 57.

GetNodeIdsByDictionaryEntryld (
[in] NodeId StartingNode

[in] NodeId ReferenceType

[out] NodeId[] Nodes

] NodeId DictionaryEntryId

Table 56 — GetNodeldsByDictionaryEntryld Method arguments

Argument Description

StartihgNode

A Nodeld defining the starting node for the query.

ReferenceType

A Nodeld defining the Refereneé\Type to take into account for the query.

DictignaryEntryld A Nodeld defining the DictjoraryEntry Object that represents the queried dictionary entfy.

Nodep Contains an Array of Nodelds of the nodes that match the provided query parameters.
Table 57 — GetNpdeldsByDictionaryEntryld Method result codes
Result Code Description

Bad |InvalidArgument See IEC 62541-4 for a general description. Invalid file handle in call.

Bad |NotWritable See |IEC 62541-4 for a general description. File might be locked and thus not writab

e.

Bad |InvalidState See |IEC 62541-4 for a general description. File was not opened for write access.

Tabl¢ §8/specifies the AddressSpace representation for the GetNodeldsByDictionaryEntryld

Method.
Table 58 — GetNodeldsByDictionaryEntryld
Attribute Value
BrowseName GetNodeldsByDictionaryEntryld
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] |PropertyType Mandatory



https://iecnorm.com/api/?name=ee0fd9da6378e85a2858f360fe2e7ea5

- 70 - IEC 62769-5:2023 RLV © IEC 2023

16 Profiles

This chapter defines the profiles and conformance units for the OPC UA Information Model for
FDI® Clients and FDI® Servers. Profiles are named groupings of conformance units. Facets are
profiles that will be combined with other Profiles to define the complete functionality of an OPC
UA Server or Client.

FDI® Servers (FDI® Hosts) that implement a subset of the FDI® Information Model that is
relevant for generic OPC UA Clients shall implement as a minimum the
BaseDevice_Server_Facet specified in IEC 62541-100 (OPC UA for Devices).

TabIJe 59 specifies the facet for FDI® Servers (FDI® Hosts) that support FDI® Clients.

Table 59 — FDI® Server Facet Definition

Cgnformance Unit Description Optiorl];zll
Mandatory

FDI®|Information Model | Support Objects that conform to the Types specified in this;décument | M
and in IEC 62541-100.

Tablg 60 defines the facet for FDI® Clients that use the FDI® {nformation Model.

Table 60 — FDI® Client Facet/Definition

Conformance Unit Description Optional/
Mandatory
FDI®|Client Information Model | Consume Objects thaticonform to the Types specified in this M
document and in IEC 62541-100.
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Annex A
(normative)

Namespace and Mappings

This annex defines the numeric identifiers for all of the numeric Nodelds defined in this
document. The identifiers are specified in a CSV file with the following syntax:

<SymbolName>, <Identifier>, <NodeClass>

Wherﬁ—m%wmms-aﬁm—ﬂv&mﬁmhﬁp?mmrﬁFWJr an
Instance Node that appears in the specification and the Identifier is the numeric value-fqr the

Noddgld.

The BrowsePath for an Instance Node is constructed by appending the BrowseName df the
instapce Node to the BrowseName for the containing instance or type. An underscore charpcter
is used to separate each BrowseName in the path.

The [NamespaceUri http://FDI-cooperation.com/OpcUa/FDI5/ is applied to Nodelds defined
here

An electronic version of the complete Information Model,defined in this document is|also
provided. It follows the XML Information Model Schema syntax defined in IEC 62541-6.

The Information Model Schema released with this vérsion of the standard is in a separatg file
with hame:

JPCUA_Part5 Model V1.1\Opc.Ua.FDI5.N6deSet2.xml



http://fdi-cooperation.com/OpcUa/FDI5/
http://www.fdi-cooperation.com/tl_files/Specification/1.0/Schemas/FDi2025.NodeSet2.xml
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI®) -
Part 5: FDI® Information Model

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization, comyj
alllnational electrotechnical committees (IEC National Committees). The object of IEC is to promote’jnterna
coloperation on all questions concerning standardization in the electrical and electronic fields. o this er]
in pddition to other activities, IEC publishes International Standards, Technical Specifications, Technical Rq
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)").
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préparation is entrusted to technical committees; any IEC National Committee interested in the subject dedlt with

may participate in this preparatory work. International, governmental and non-governmental organizations |
with the IEC also participate in this preparation. IEC collaborates closely with the Intérhational Organizat
Standardization (ISO) in accordance with conditions determined by agreement between the two organizati

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interna
copsensus of opinion on the relevant subjects since each technical commitiee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international\use and are accepted by IEC N3
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content
Pyblications is accurate, IEC cannot be held responsible for,the<“way in which they are used or fd
miginterpretation by any end user.

In|order to promote international uniformity, IEC Nationak Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in their national and regional publications. Any divergence be
anl IEC Publication and the corresponding national or fegional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf|
aspessment services and, in some areas, access t0 IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certificationbodies.

Alllusers should ensure that they have the latést edition of this publication.

Nd liability shall attach to IEC or its directors, employees, servants or agents including individual exper
megmbers of its technical committees and’|IEC National Committees for any personal injury, property dam
othher damage of any nature whatsgever, whether direct or indirect, or for costs (including legal feeg
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othg
Pdyblications.

At{ention is drawn to the Normative references cited in this publication. Use of the referenced publicati
indispensable for the cortect application of this publication.

At{ention is drawn to(the possibility that some of the elements of this IEC Publication may be the subject of
rights. IEC shall nét be held responsible for identifying any or all such patent rights.

IEC 62769-5/has been prepared by subcommittee 65E: Devices and integration in enter
systgms, of1EC technical committee 65: Industrial-process measurement, control
automation.'It is an International Standard.
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This third edition cancels and replaces the second edition published in 2021. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) added INTERACTIVE_TRANSFER_TO_DEVICE ACTION.
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FIELD DEVICE INTEGRATION (FDI®) —

Part 5: FDI® Information Model

f the

1 Scope
This part of IEC 627 fines the FDI®! Information M . One of the main task
Information Model is to reflect the topology of the automation system. Therefore, it represents

the ¢
inclu
typegd
from

The fundamental types for the FDI® Information Model are well defined in\OPC UA for De
62541-100). The FDI® Information Model specifies extensions fon 'd few special cases and

(IEC

othenwise explains how these types are used and how the contents are built from elemer

Devi

The
withi

evices of the automation system as well as the connecting communication nety
jing their properties, relationships, and the operations that can be performed ond¢hem
in the AddressSpace of the FDI® Server constitute some kind of catalogue; which is
FDI® Packages.

ePackages.

pverall FDI® architecture is illustrated in Figure 1. Thetarchitectural components tha
n the scope of this document have been highlighted. in.this illustration.

orks
The
built

vices

ts of

t are

1

FDI® is a registered trademark of the non-profit organization Fieldbus Foundation, Inc. This information is given

for the convenience of users of this document and does not constitute an endorsement by IEC of the trademark
holder or any of its products. Compliance does not require use of the trade name. Use of the trade name requires

pe

rmission of the trade name holder.
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Figure 1 =\FDI® architecture diagram

0

IEC

2 Normative references

The following documentssare referred to in the text in such a way that some or all of their conptent
conslitutes requirements.of this document. For dated references, only the edition cited applies.
For pndated references, the latest edition of the referenced document (including| any
amendments) applies”

IEC $1784-13)2023, Industrial networks - Profiles — Part 1-3: Fieldbus profiles -
Cominunjeation Profile Family 3

Linntinn hinalra (ED) fAy Ny cess

IEC 19N4 2 Nnvinng An Adintoagratinn in nnfnrnricn cuvacfnpa
OToo—S—1oCVvICCoTanrt uuuyl a1 CTtCT T oSy SteTiTS T OO oTOCIHS (T O/ TO0T— 910

control and electronic device description language (EDDL) - Part 3: EDDL syntax and
semantics

IEC 61804-4, Devices and integration in enterprise systems — Function blocks (FB) for process
control and electronic device description language (EDDL) — Part 4: EDD interpretation

IEC 62541-3, OPC Unified Architecture — Part 3: Address Space Model
IEC 62541-4, OPC Unified Architecture — Part 4: Services
IEC 62541-5, OPC Unified Architecture — Part 5: Information Model

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings
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IEC 62541-8, OPC Unified Architecture — Part 8: Data Access

IEC 62541-100, OPC Unified Architecture — Part 100: Device Interface
IEC 62769-1, Field Device Integration (FDI®) — Part 1: Overview

IEC 62769-2, Field Device Integration (FDI®) — Part 2: Client

IEC 62769-3, Field Device Integration (FDI®) — Part 3: Server

IEC 62769-4, Field Device Integration (FDI®) — Part 4: FDI® Packages

IEC 62769-6, Field Device Integration (FDI®) — Part 6: FDI® Technology Mappings
IEC 62769-7, Field Device Integration (FDI®) — Part 7: Communication Devicés
IEC 62769-1xx (all parts), Field Device Integration (FDI®) — Part 1xx-y:-Profiles

OPC|10000-19, OPC Unified Architecture — Part 19: Dictionary Reférence

3 Terms, definitions, abbreviated terms, acronyms _and conventions

3.1 Terms and definitions

For the purposes of this document, the terms<and definitions given in IEC 62769-1 and
IEC 62769-3 apply.

ISO jand IEC maintain terminology databases for use in standardization at the follgwing
addresses:

o |EC Electropedia: available at hitps://www.electropedia.org/

e 130 Online browsing platforf: available at https://www.iso.org/obp

3.2 | Abbreviated terms and acronyms

For the purposes of this document, the abbreviated terms and acronyms given in I[EC 62169-1
and the following apply.

HMI Humran Machine Interface

SCADA Supervisory Control and Data Acquisition

TCP Transmission Control Protocol

3.3 Conventions
3.31 Capitalization

Capitalization of the first letter of words is used in the IEC 62769 series to emphasize an FDI®
defined term.

3.3.2 Conventions for graphical notation

OPC UA defines a graphical notation for an OPC UA AddressSpace. It defines graphical
symbols for all NodeClasses and how different types of References between Nodes can be
visualized. Figure 2 shows the symbols for the NodeClasses used in this document.
NodeClasses representing types always have a shadow.
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Object ObjectType

DataType

< ReferenceType

IEC
Figure 2 — OPC UA graphical notation for NodeClasses

Figune 3 shows the symbols for the ReferenceTypes used in this document. The Referlence
symiol is normally pointing from the source Node to the target Node. Theonly exception is the
HasSubType Reference. The most important References such as Has@omponent, HasProperty,
HasTlypeDefinition and HasSubType have special symbols avoiding.the name of the Referg¢nce.
For dther ReferenceTypes or derived ReferenceTypes, the name-of'the ReferenceType is[used
together with the symbol.

HasComponent f HasInputvVars ———+

HasProperty H

\4
v

HasTypeDefinition

HasSubType <k

Hierarchical

Reference

NonHierarchical
Reference

IEC

Figure 3 — OPC UA graphical notation for References

Figurle 4 shows.a-typical example for the use of the graphical notation. Object_A and Objgct B
are instances of the ObjectType_ Y indicated by the HasTypeDefinition References.| The
ObjectType.Y is derived from ObjectType X indicated by the HasSubType Reference| The
Object{A has the components Variable_1, Variable_2 and Method_1.

To describe the components of an Object on the ObjectType, the same NodeClasses and
References are used on the Object and on the ObjectType such as for ObjectType_Y in the
example. The Nodes used to describe an ObjectType are instance declaration Nodes.

To provide more detailed information for a Node, a subset or all Attributes and their values can
be added to a graphical symbol (see for example Variable_1, the component of Object_A in
Figure 4).
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Types
ObjectType_X

Object_A T

Object_B »»  ObjectType_ Y

Variable_1

H DataType = Int32
Value = -22
AccessLevel = Read

Variable_1

Variable_1

Variable_2 Variable_2

Variable_2

Figure 4 — OPC UA graphical notation exambple

il
]!

IEC

To improve readability, this document frequently includes thevtype name inside the insfance
box rather than displaying both boxes and a reference between them. This optimization is shown
in Figure 5.

ObjectType_Y:
Object_B

BaseVariableType:
Variable_1
BaseVariableType:
Variable_2

|

Figure 5 — Optimized Type Reference

4 (Qverview of OPC Unified Architecture

4.1 General

The main use case for OPC standards is the online data exchange between devices and HMI
or SCADA systems. In this use case, the device data is provided by an OPC server and is
consumed by an OPC client integrated into the HMI or SCADA system. OPC provides
functionality to browse through a hierarchical namespace containing data items and to read,
write and monitor these items for data changes.

OPC UA incorporates features like Data Access, Alarms and Historical Data via platform
independent communication mechanisms and generic, extensible and object-oriented modelling
capabilities for the information a system wants to expose.

The current version of OPC UA defines an optimized binary TCP protocol for high performance
intranet communication as well as a mapping to Web Services. The abstract service model does
not depend on a specific protocol mapping and allows adding new protocols in the future.
Features like security, access control and reliability are directly built into the transport
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mechanisms. Based on the platform independence of the protocols, OPC UA servers and clients
can be directly integrated into devices and controllers.

The OPC UA information model provides a standard way for Servers to expose Objects to
Clients. Objects in OPC UA terms are composed of other Objects, Variables and Methods. OPC
UA also allows relationships to other Objects to be expressed.

The set of Objects and related information that an OPC UA Server makes available to Clients
is referred to as its AddressSpace. The elements of the OPC UA Object Model are represented
in the AddressSpace as a set of Nodes described by Attributes and interconnected by
References. OPC UA defines various classes of Nodes to represent AddressSpace
compgonents, most importantly Objects, Variables, Methods, ObjectTypes, DataTypés| and
RefefenceTypes. Each NodeClass has a defined set of Attributes.

Obje¢ts are used to represent components like folders, Devices or Networks’) Anh Objgct is
assogiated to a corresponding ObjectType that provides definitions for that OQbject.

Varigbles are used to represent values. Two categories of Variables dre defined, Properties
and DataVariables.

Properties are Server-defined characteristics of Objects, DataVariables and other Nodes.
Properties are not allowed to have Properties defined for them. An example for Propertiges of
Obje¢ts is the Manufacturer Property of a Device.

Datalariables represent the contents of an Object.)DataVariables can have compgnent
Data)ariables. This is typically used by Servers to‘expose individual elements of array§g and
structures. This document uses DataVariables mainly to represent the Parameters of Devjces.

4.2 Overview of OPC UA Devices

The OPC Unified Architecture for Devicegs (DI) (IEC 62541-100) standard is an extension ¢f the
overall OPC Unified Architecture standard series and defines information models assocjated
with Pevices. IEC 62541-100 describes three models which build upon each other as follgws:

The (base) Device Model-isiintended to provide a unified view of devices irrespective of the
uphderlying device protocols.
T
t

he Device Communication Model adds Network and Connection information elemenits so
Rat communication.topologies can be created.

The Device Integration Host Model finally adds additional elements and rules requirgd for
hpst systems-to manage integration for a complete system. It allows reflecting the topplogy
of the automation system with the devices as well as the connecting communication
networks:

The [Devices information model specifies different ObjectTypes and other AddressSpace
elements used to represent Devices and related components such as the communication
infrastructure in an OPC UA AddressSpace. The main use cases are Device configuration and
diagnostic but it allows a general and standardized way for any kind of application to access
Device related information.

Figure 6 shows an example for a temperature controller represented as Device Object. It is a
DeviceType Object that is a subtype of TopologyElementType and inherits all components of
this type. The component ParameterSet contains all Variables describing the Device. The
component MethodSet contains all Methods provided by the Device. Components of the
FunctionalGroupType are used to collect the Parameters and Methods of the Device into logical
groups. The FunctionalGroupType and the grouping concept are defined in IEC 62541-100 but
the groups are DeviceType specific, i.e., the groups ProcessData and Configuration are defined
by the TemperatureControllerType in this example.
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TemperatureControllerType:
Device1
BaseObjectType: )
ParameterSet '
L FunctionalGroupType:
ProcessData BaseObjectType: N
Organize54>( Temperature j—o— MethodSet
Organize54>( TemperatureSetpoint j—o—
L Organizes > ChangeSetpoint f
FunctionalGroupType:
—H Configuration
Organizes—b( RunState }0—
Organizes P Start +
L Organizes | Stop t
IEC

Anot
to pr
comy
folde

to ing

tantiate as sub component of the Devige:

Figure 6 — OPC UA Devices example: Functional Groups

ner IEC 62541-100 concept is illustrated in Figuré 7. The ConfigurableObjectType is
bvide a way to group sub components of a Device and to indicate which types o
onents can be instantiated. The allowed types are referenced from the SupportedTlypes
. This information can be used by configuration clients to allow a user to select the

used
sub

type

TopologyElement
Fype

o

DeviceType

7

BlockType

|FF

|—| Profi |

/

~

Some .
Block Device rganizes
1.1, ConfigurableObjectType:

] Blocks FolderType:

SupportedTypes
1.1 _I_
o BlockType:
\_ "I <Blockidentifier> B'ch:/rilceented/

Figure 7 — OPC UA Devices example: Configurable components

IEC
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The SupportedTypes folder can contain different subsets of ObjectTypes for different instances
of the Block-oriented Device depending on their current configuration since the list contains
only types that can be instantiated for the current configuration.

5 Concepts

5.1 General

The FDI® Server provides FDI® Clients access to information about Device instances and
Device types regardless of where the information is stored, for example, in the Device itself or
i his—informationi j ie—OPGCUA-Services—and—is—ealled—the FDI®

N a [ rata—Stofre O et POV G Ea—v8a

The FDI® Information Model specifies the entities that can be accessed in the(FDI® Sqrver,
inclugling their properties, relationships, and the operations that can be performed on them.
Which types of Devices or other topological elements are available in a givenFDI® Seryer is
drivep largely by the information in the FDI® Packages.

5.2 | Device topology

One |of the main tasks of the Information Model is to reflect the topology of the automfation
systgm. Therefore, the Information Model represents the devjeés of the automation system as
well as the connecting communication networks. The entry peint Device Topology is the starting
pointf within the Information Model for the topology of the automation system. The entry jpoint
Communication Devices contains the communication devices that are used by the FDI® Server
to agcess the elements of the topology. Figure/8” and Figure 9 illustrate an example
configuration and the configured topology as it wilkappear in the FDI® Server AddressSpace
(detdils left out).

Network "A"
Station 1 Station 2
‘e o — B o —
P O P
ced cp cel!
Network "B"
(|
Device 2

IEC

Figure 8 — Example of an automation system
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The PC in Figure 8 represents the FDI® Server box. The FDI® Server communicates with
devices connected to Network "A" via a Native Communication, and it communicates with
devices connected to Network "B" via a Nested Communication.

FolderType:

Objects Organizes
\— DeviceSet

—( Device Topology

Network "A" Card =+

ConnectsToParent

Network "A"
ConnectsTo B
Station 1
Network "B"
Device
— NetworkSet ConnectsToParent
ConnectsTo
l:'/— Eptry-Points 4 Network "B" J
[ }—=\DeVice W Statipn 2
:,,—— Network C°""e°‘5-r°\>,—‘
B_CP1
l:}/— ConnectionPoint

Figure 9 — Example of a Device topology
Colotlired boxes ate Used to easily recognize the various types of information.

Brown boxes.represent the networks. Light blue boxes represent the Devices and light yellow
is used for €onnection Points.

H S D 4l " Hy ook oo H A4
L|ght MINIRN DUATS TCTUITOTITU UIT TIIYy PUITTLS Uidl dsSUTT CUTTITITUTT UTTTIaviUul datluso Ullldrent

implementations:
o DeviceTopology: Starting node for the topology configuration.

e DeviceSet: All instantiated Devices are components of this Object, i.e., they exist in the
AddressSpace independently of the Device Topology.

o NetworkSet: All Networks are components of this Object.
5.3 Online/offline

Management of the Device Topology is a configuration task, i.e., the elements in the topology
(Devices, Networks, and Connection Points) are usually configured "offline" and — at a later
time — will be validated against their physical representative in a real network.
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To support explicit access to either the online or the offline information, each element is
represented by two instances that are schematically identical, i.e., there exists a ParameterSet,
FunctionalGroups, and so on. A Reference connects the online and offline representation and
allows navigating between them.

5.4 Catalogue (Type Definitions)

The supported (sub-types of) TopologyElements are organised as Type definitions in the OPC
UA AddressSpace forming some kind of a catalogue. These definitions typically are generated
based on descriptive information from FDI® Packages. The Type definitions contain the
Parameters, and default values for Parameters, Methods, Actions and Functional Groups

inclur'mgmﬁm—amwﬁw—ﬁ@—smrmtmﬁe—mm—m—ma to
organise the types according to manufacturer or other criteria.

Type|definitions can then be used to create instances of Devices in the OPC UA AddressSpace.
Instapces can be created either offline or based on data determined by Scanning. Figure 10
illustrates an example of some Type definitions (details left out) as they [can exist in the
AddressSpace.

Basic Types defined in
$ OPC UA Cpompanion Standard for Devices
DeviceType Protocol Type
1
|
| HARTBusType ‘ | FrBusType | | PROFIBusType ‘
| | Catalogue
MfigMDevNO101 MfgADevBO101 MfgPDevQ0101
Type Type Type

‘—4— Blocks L’— Blocks

IEC
Figure 10 — Example Device Types representing a catalogue

5.5 | Communication

In orgler toJintegrate Devices, the FDI® Server needs to be able to communicate to them /| This
can he.done using Native Communication or Nested Communication.

The example in Figure 9 above for instance specifies that the FDI® Server has direct access to
the PROFINET Network using its PROFINET network card. In order to access "Station 2", the
FDI® Server shall go through Station 1, which provides the communication services for the
PROFIBUS DP Network (see IEC 61784-1-3, CPF 3). This can be achieved through Nested
Communication, which is specified in IEC 62769-3. Communication Devices and
Communication Servers are specified in IEC 62769-7.

5.6 Semantic Information

The Type System of OPC UA already provides means to express the semantic of an Object. As
an example, The Devices Companion Specification defines the DeviceType ObjectType
expressing that instances of this ObjectType represent devices. However, the detailed semantic
of the device is not specified further. Semantic information provides a means to represent that
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an Object has the semantic differential pressure transmitter for instance. This allows clients to
automatically retrieve and identify such devices.

Objects in OPC UA typically have Variables holding variable values. While the BrowseName or
DisplayName provide a "hint" regarding the semantic of the Variable, this cannot be used to
automatically identify the semantic of a Variable. As an example, the ParameterSet of a
DeviceType Object contains a flat list of the parameters of the device. Semantic information
provides means to represent that a Variable (e.g. in the ParameterSet) has a specific semantic
associated with it. This allows clients to automatically retrieve and identify such Variables.

The DictionaryEntryType Object, defined in OPC-10000-19, is used to add semantic information
to oljects in the FDI® Information Model. Subtypes of DictionaryEntryType shall define|their
own hamespace (e.g. http://iec.ch/cdd/iec61987). The Nodeld of Objects shall consist qf the
corrgsponding namespace index and the value of the ID Property as the identifier{part.| This
allows direct access to the Semantic Object without further indirection. Annex-ADdefineg the
numaeric identifiers for all of the numeric Nodelds used in this document.

The [OPC UA Server shall create a concrete object type derived”from the abgtract
DictionaryEntryType for each dictionary referenced. Objects 4,sUch as Devicelype,
FunctionalGroupType, or VariableType can reference one or more DictionaryEntryType oljects
the HasDictionaryEntry reference to indicate the semantic meaning for the object| The
Dictipnaryld property of the DictionaryEntryType object contains the identifier value ¢f an
extennal dictionary entry. A client can use these references\to access device data with| only
needjng to know semantically what information is desired (ice> specific object BrowseNamejs are
not r¢quired).

The following example provides an overview of this.design principle (Figure 11). This example
uses|the IEC Common Data Dictionary (CDD); however, it should be noted that any qualifying
dictignary can be used. The IEC Common_@ata Dictionary (CDD) describes classes| and
properties with the purpose to characterize. equipment. The IEC 61987 series for insfance
descfibes process automation equipmentiEvery class and property provide a set of attrithutes
such|as Version, Revision, Preferred n@me, Definition, etc. Most importantly, it descrihes a
unigue identifier for every class of property. In the case of IEC CDD this is an Internafional
Registration Data Identifier (IRDI)."ln this example, IEC61987DictionalEntryType is defingd as
a sybtype of DictionaryEntryType. The Object DifferentialPressureTransmitter of| this
Obje¢tType contains the IEGCDD attribute values as its property values. The IRDI is set as the
valug of the ID property.

Sefver Namespace Array: DictionaryEntry Type
[4]: http://iec.ch/cdd/iec61987 é$
IEC61987
DictionaryEntry Type
Nodeld: ns=4,i=112/ 'y

ZIITOTIS I #FABASSSHUUS

112/2111
61987#ABA833#003

IEC
Figure 11 — Example of concrete DictionaryEntryType and Object

Variables can be enumerations. In such cases, the Variable can have a specific semantic as
well as each enumeration item of the Variable. As an example, a Variable can contain the units
of the measurement value that can be configured. So, the semantic of the Variable itself is
"measurement unit". The enumeration items of that Variable then stand for a specific unit of
measure. In case of temperature, the first enumeration item can represent degrees Celsius, the
second item represents degrees Fahrenheit, the third item represents degrees Kelvin and so
on. Associating enumeration items with a specific semantic allows clients to automatically
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retrieve information such as the currently configured measurement unit without requiring
interment knowledge of the particular unit code being used by the device.

Enumerated Variables contain an additional property DictionaryEntries, defined in 15.13, which
is an array of DataType Nodeld where each array item contains the Nodeld of the corresponding
DictionaryEntry Object. Figure 12 shows an example: The Variable Parameter2 has the
Property DictionaryEntries. The array items of the DictionaryEntries Property contain the
Nodelds of the corresponding DictionaryEntry Objects. In the example, Parameter2[0] is related
to the Semantic1 Object, Parameter2[1] is not related to any Semantic Object and
Parameter2[2] is related to the Semantic2 Object.

Server Namespace Array: SemanticT)s&

ANYS

=
(@kmanticTyp
+ I/

A

A

[7]: hitp://MySemanticOrg

»

Nodeld: ns=4 j=Semantic1

Identifier \

Nodeld: ns=4 j=Semantic2

Identifier —— MyDictionnaryEntry Type
tic2
{ MultiptateSemanticDiscrete Type: }

MyDictionnaryEntryﬁf\éo

Semantic
c

Parameter2

[0] 12, "Enumitem No 4%, *Help for Enumitem No 1"

( EnumValues [1] 15, "Enumitem Noy2'/"Help for Enumitem No 2"
[2] 23, "Enumitem No.3", "Help for Enumitem No 3"

[0] "Localized Text for Enumitem No 1"

ValueAsText ]7 [1] "Localized’ Text for Enumltem No 2"

[2] "Localized Text for Enumitem No 3"

-~

[O\Nodeld: ns=4,i=Semantic1ldentifier
(1] Empty
[2] Nodeld: ns=4,i=Semantic2ldentifier

DictionaryEntries
A\

IEC

Figure 12 — Example of DictionaryEntries

The ¢ustom query method GetNodeldByDictionaryEntryld, defined in 15.14, can be used|by a
client to search for the nodes that are referencing a specified dictionary entry id. This proyides
an efficient means\for finding data using semantic information.

6 AddressSpace organization

To premote erabitityo :
are defined in the following Clause 7. FDI®
Nodes, depending on their capabilities.

1 s ers;ase cTeta ships
Servers can implement a subset of these standard

Based on OPC UA rules, an OPC UA Server separates the AddressSpace in two parts:
e The Types-part contains information about all components that have been generated based
on descriptive information from FDI® Packages (see 5.4).

e The Objects-part contains the Device Topology with all instantiated components. All
instances of the AddressSpace are related to a type of the Types folder.

— The entry points DeviceSet, NetworkSet, and DeviceTopology are formally defined in
IEC 62541-100.

e DeviceTopology is used to aggregate the top level Networks that provide access to
all instances that constitute the Device Topology ((sub-)networks, devices and
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communication elements). Some example elements are shown here and highlighted

using the green colour.

e All instantiated Devices are components of the DeviceSet Object, i.e., they ex
the AddressSpace independent of the Device Topology. All Networks
components of the NetworkSet Object.

ist in
are

FDI® Servers can either automatically create Device Objects or they can only show the available
types (SupportedTypes folder) and leave it to the user to create proper instances. When using
Native Communication, the system will typically provide the Device Topology without having to

have

it configured by the FDI® Client.

7 Device Model for FDI®

7.1

As mientioned above, IEC 62541-100 specifies the fundamental types needed|for FDI® lik

Topo
briefl
types

7.2

General

logyElementType, the DeviceType and the ProtocolType (the fieldbus‘protocol). Cla
y repeats important design elements specified in IEC 62541-100 and specifies addi
that are not in IEC 62541-100.

Online/offline

e the
se 7
ional

All elements that appear in the Device Topology (Devices,"Networks, and Connection Pgints)

inclu

datapase. Management of these elements most commonly requires access to the phy

comy

of related data in a configuration database (called ¢ffline data).

To s
repre
Func
allow

ing their relationship correspond to information stered in the FDI® Server’s configur

onent/device (called online data in this document) ‘and also the storage and administrn

Lpport explicit access to either the online or the offline information, each elems

tionalGroups, and so on. A Reference connects online and offline representation
s to navigate between them. This:is illustrated in Figure 13.

SomeType_A: | SomeType A~ 1
DeviceSet [ IsOnline '_’): Online _!
+ : Offline ] : Online
NetworkType: ; Parameters . Parameters

PN Network

ation
sical
ation

nt is

sented by two instances that are schematically identical, i.e., there exists a ParameterSet,

and

\

H an
COMMECISTO ModureT O R ——
N N 7L——p
PN CP 1 3 ] l—

I:I— ConnectionPoint

IEC

Figure 13 — Online component for access to device data

Support of online/offline is mandatory for FDI® Servers. Detailed information of the model and
the formal definitions are specified in IEC 62541-100.
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7.3 Device health
7.3.1 DeviceHealth Mapping

The DeviceHealth Property indicates the status of a device as defined by NAMUR NE107. FDI®
Clients can read or monitor this Property to determine the device condition.

Servers determine the health status using the EDD METHOD GetHealthStatus defined in
IEC 62769-4. The frequency at which Servers actually examine the health status can vary from
several seconds up to minutes.

The mapping of the GetHealthStatus return values to OPC UA'is specified in Table T.

Table 1 — DeviceHealth Mapping

GetHealthStatus OPC UA

0 — Ipdeterminate Indeterminate is not defined in the the Devigetealth data type|in

IEC 62541-100. Servers that cannot determine the health statlis of
the device shall return the OPC UA Readyoperation for this
Property with an appropriate OPC UA 'status code, for examplé:

Bad_NotConnected
Bad_OutOfService
Bad_NoCommunicatioh

Bad_NotSupported

The following values can be mapped to corresponding values défined for the DeviceHealth data type in
IEC $2541-100.

GetHealthStatus DeviceHealth data type values
1 — Hailure FAILURE
2 — Hunction Check CHECK_FUNCTION_2
3 — Qut of Specifications OFF_SPEC_3
4 — Maintenance Required MAINTENANCE_REQUIRED_4
5 - Good GOOD_0

Diffefent to OPC UA forDevices (IEC 62541-100), support of the DeviceHealth Propefty is
mandatory for Device'\Objects in FDI®. This is illustrated in Table 2. The complete Device|Type
model and its formal-definition are in IEC 62541-100.

Table)2 — DeviceType definition (excerpt applicable for Subclause 7.3.1)

A{ttribute Value
BrowseName BeviceType
IsAbstract True
References NodeClass | BrowseName DataType TypeDefinition ModellingRule

Subtype of the TopologyElementType defined in IEC 62541-100

HasComponent |Variable DeviceHealth |DeviceHealth |BaseDataVariableType |Optional > Mandatory
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7.3.2

DeviceHealth Diagnostics

In certain cases, a Device can have additional information associated with the health status,
e.g. the possible cause of an abnormal DeviceHealth status and suggested actions to return to

norm

al.

This additional information is available with the DeviceHealthDiagnostics Variable. It is formally
defined in Table 3.

Table 3 — DeviceType definition with DeviceHealth and DeviceHealthDiagnostics

Alttribute Value
BrowgeName DeviceType
IsAbsitract True

Relferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the TopologyElementType defined in [IEC 62541-100
HasClomponent |Variable DeviceHealth DeviceHealth |BaseDataVariableType | Mandatory
HasComponent |Variable DeviceHealthDia |LocalizedText |BaseRataVariableType | Mandatory

gnostics]]

DevigeHealthDiagnostics is an array of LocalizedText. Each array element contains refated
diagnostic information. The language shall match-the requested locale specified in the OPC UA
Sessjon. See 15.2.1 on how to select the proper language for the current OPC UA Session.
When DeviceHealth is requested, -the Server shall always also fetch the mat¢hing
Devi¢ceHealthDiagnostics. The Servéer shall assure that the values are synchronized by
execpiting GetHealthStatus first and:then reading the DeviceHealthDiagnostics. The Servgr will
cache the DeviceHealthDiagnostics as part of the OPC UA Session until DeviceHealth is
requégsted again.
If DeyiceHealthDiagnostics is read with a separate service request, the Server shall returp the
diagnostic information_associated with the most recently read DeviceHealth status. If the
DeviceHealth statushias not been read in the current OPC UA Session, the Server shall return
Bad_[NotReadahle:

If no

diagnestic information is available, the returned Value is Null.

See [E€E62769-4 on how DeviceHealthDiagnostics maps to the corresponding EDD information.

Example of a DeviceHealthInformation value with two array elements:

[0]:

"Critical Power Failure\n

Possible cause: Critical Power failure has occurred\n

Suggested action: Please check device/surroundings/process.\n"

I
"Device Malfunction\n
Possible cause: The device has detected a serious hardware error or failure.\n

Suggested action: Check detailed device diagnosis if possible and/or replace device

hardware if necessary.\n"
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7.4 User interface elements
7.4.1 General

IEC 62541-100 defines in an abstract way, how Servers can expose user interface elements for
Clients to display a user interface specific to a FunctionalGroup of a TopologyElement.

Subclause 7.4 specifies two concrete user element types: descriptive user interface elements
(UIDs) and programmed (executable) user interface elements (UIPs). UIPs are never
referenced directly from a FunctionalGroup. They are always indirectly referenced from a UID
by means of their Uipld.

Figurls 14 illustrates the type hierarchy of the user interface elements defined in IEC 62541-100
and ih this document.

[Base VariabIeType]

R — ff

Defined in
 OPC UA for Devices C UIElementType )

UlDescriptionType UlIPluginType
(UID) (UID)

IEC
Figure 14 — Hierarchy of user interface Types

7.4.2 Ul Description Type
FDI®| Servers can provide)a descriptive user interface element (a UID) for |each

FunctionalGroup. Such an element will be rendered by the FDI® Client. The UlDescription[Type
is formally specified in-Table 4.

Table 4 — UlDescriptionType Definition

Attribute Value
BrowgeName UlDescriptionType
DataType String
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Inherits the Properties of the UIElementType defined in IEC 62541-100.

The Value Attribute provides the UID as a String containing an XML Element. See IEC 62769-2
for the syntax of UID elements. The XML Schema for the UID Value of all exposed devices
adheres to the same FDI® Technology Version as indicated by the FDIServerVersion Property
(see Clause 14).
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7.4.3 Ul Plug-in Type

A User Interface Plug-in (UIP) is a software module that is hosted and run by an FDI® Client. In
contrast to a User Interface Description (UID) it is an executable Ul element.

Details on hosting and running Plug-ins are specified in IEC 62769-2. The UIPlugIinType is
formally specified in Table 5.

Table 5 — UIPlugIinType Definition

Attribute Value

BrowgeName UIPlugIinType
DataType Byte
ValugRank 1 — one dimensional array

ArrayDimensions |Uint32[1] — the length (number of bytes) of the array

IsAbsltract False

Relferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Inherlts the Properties of the UIElementType defined in IEC 62541-100.
HasPfoperty Variable UlIPVariantVersion String Property Type Mandatory
HasPfoperty Variable FDITechnologyVersion |String PropertyType Mandatory
HasPfoperty Variable Runtimeld String PropertyType Mandatory
HasPfoperty Variable Cpulnformation String PropertyType Mandatory
HasPfoperty Variable Platformld String PropertyType Mandatory
HasPfoperty Variable Style String PropertyType Mandatory
HasPfoperty Variable StartElementName String PropertyType Mandatory
HasClomponent |Object Documentation FolderType Optional

UIPs|can exist in multiple variants for different platforms or supporting different versions| The
Uipld (a unique identifier definedin the FDI® package) identifies the UIP, not a specific variant.

UIPs|do not have to betexposed in the AddressSpace. With the Uipld, the FDI® Client can
retrigve the Nodelds~of UIP Variants and their Properties by calling the OPQ UA
TranglateBrowsePathToNodelds Service with the Device Nodeld as the startingNode angd the
following list of relative names:

e "UIPSet/<Uipld>",

° JIPSet/<Uipld >/Runtimeld",

. JIPSet/<Uipld >/Cpulnformation”,

e "UIPSet/<Uipld >/Platformld",

e "UIPSet/<Uipld >/FDITechnologyVersion",
e "UIPSet/<Uipld >/Style",

o "UIPSet/<Uipld >/StartElementName",

e "UIPSet/<Uipld >/UIPVariantVersion".

NOTE "UIPSet" is an identifier for the Server and does not have to be a Node in the AddressSpace.

The FDI® Server returns arrays of Nodelds for each relative name. The number of entries in
each array matches the number of UIP Variants for the Uipld. The FDI® Client can read the
property values using the received Nodelds and choose the appropriate UIP Variant based on
FDITechnologyVersion, Runtimeld, Cpulnformation, and Platformld.
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The Value Attribute provides the UIP executable. The exact representation is technology
dependent (see IEC 62769-6). The ArrayDimensions Attribute shall specify the size (number of
bytes) of the UIP.

FDI® Clients need to be able to handle large UIPs. Reading large UIPs with a single Read
operation might not be possible due to configured limits in either the FDI® Client or the FDI®
Server stack. The default maximum size for an array of bytes is 1 MegaByte. FDI® Clients can
use the IndexRange in the OPC UA Read Service (see IEC 62541-4) to read a UIP in — for
instance — one megabyte chunks. It is up to the FDI® Client whether it starts without index and
repeats with an indexRange only after an error or whether it always uses an indexRange.

The following Properties help the FDI® Client to identify which UIP fits best to its environment:

° IPVariantVersion:
The version of this UIP Variant.

e FPpITechnologyVersion:
FDI® Technology Version according to which the UIP is developed. A UlP shall always be
capable of running in a client/server system with the same majorCvérsion and different

inor/maintenance version.

e Runtimeld:
Runtime environment of the UIP as specified in IEC 62769-6.

e Clpulnformation:
Provides additional information about the executionCenvironment associated with the
Runtimeld. The allowed values are specified in IEC.62769-6.

Platfprmld defines the type of platform on which thisCUIP Variant is supported. An FDI® (lient
can ¢hoose a particular UIP Variant if it matches‘the FDI® Client's platform (see IEC 627169-4
for the concrete definitions).

—| "Workstation"— with regular screen, resolution capabilities, memory capabilities, [input
devices available (like mouse and keyboard),

—| "Mobile"- limited screen resolution, memory and input devices possible.

Diefines whether the UIP_shall be run "modal” or "modeless" as defined in IEC 625¢41-4.
Clurrently, the values "Dialog" and "Window" are defined. While "Dialog" requires a modal

indow, a UIP with style-"Window" will be invoked either in a modal or a non-modal wihdow
ap defined in IEC 62769-2.

e StartElementName:
Element needed to start this UIP Variant. IEC 62769-6 specifies how this information is|used
hen activating the UIP.

Documents:. provided for a UIP Variant are exposed as Variables organized inl the
Doc mentatlon folder In most cases, they WI|| represent a product manual which can ex st as
yalue
which is represented asa ByteStrmg The complete ByteString shall be mterpreted as a PDF file.
FDI® Clients need to be aware that the contents that these variables represent can be large.
Reading large values with a single Read operation might not be possible due to configured
limits in either the FDI® Client or the FDI® Server stack. The default maximum size for an array
of bytes is 1 MegaByte. It is recommended that FDI® Clients use the IndexRange in the OPC
UA Read Service (see IEC 62541-4) to read these Variables in chunks, for example, one
megabyte chunks.

7.5 Type-specific support information

Each DeviceType can have a set of additional data. These are mainly images, documents, or
protocol-specific data. The various types of information are organized into different folders.

See IEC 62541-100 for the formal definition of support information.


https://iecnorm.com/api/?name=ee0fd9da6378e85a2858f360fe2e7ea5

IEC 62769-5:2023 © |IEC 2023 - 27 -

7.6 Actions
7.6.1 Overview

Actions are operations that are executed in the FDI® Server on behalf of a topology element.
Once invoked with the InvokeAction Method, Actions can make various state transitions until
completed. The actual state is accessible via a transient, non-browsable Variable the Nodeld
of which is returned by the InvokeAction Method.

FDI® Clients can subscribe to this Variable to receive updates concerning the Action execution
(Action data). Action data can report a state transition or a request to the FDI® Client that input
iS NEEesSSs a O ““-;;‘ € =® ten cean ESTHME € - “-G‘ wh the

RespondAction Method and submit the requested data.

Figude 15 illustrates how Actions are integrated into a TopologyElement.
R ~ % G [
| ‘ BaseObjectType l |
|| TopologyElementType ﬁ :
: |

[
: ‘ ActionServiceType ‘ |
| <SpecificType> ActionType |
| (Device or Block) # |
| A [
R S I I - [
g\ horosion >
Device or Block —+
Instance
-
0..n ActionType:
<Actionldentifier> Organizes
<Parameterldentifier> %
+  <Groupldentifier> e ,,
' T —Tl—o— <UI Element>
- SR .
IEQ
Figure 15 — Integration of Actions within a TopologyElement
ACti ISUt ;D UOCd tU ayylcyatc thc A\Jt;ullb fUI =] O}JU\J;I‘;\J TU}JU:UB_YE:UIIIUIIt. Th;o Objcbt ; nOt

available on the Type and is only available in an instance if Actions exist for this
TopologyElement.

Actions can also be referenced from FunctionalGroup Objects.

7.6.2 Action Type

This ObjectType defines the structure of an Action. It is formally defined in Table 6.
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Table 6 — ActionType Definition

IEC 62769-5:2023 © |EC 2023

Attribute Value
BrowseName ActionType
IsAbstract True

References NodeClass | BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseObjectType is defined in IEC 62541-5.
The FHE-Clentdetermines-thereguired-rvocatiorargomentsforanAetionfromthe D
7.6.3 ActionService Type
The ActionServiceType defines the Methods to invoke and control Actions. lastances of this
type pggregate the Actions for a specific topology element. The ActionServiceType is formally
defined in Table 7. Its use is illustrated in Figure 15.

Table 7 — ActionServiceType Definition
Afttribute Value

BrowseName ActionServiceType
IsAbsitract False

Relferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseObjectType defined in IEC 62541-5.
HasComponent |Method InvokeAction Mandatory
HasClomponent |Method RespondAction Mandatory
HasComponent |Method AbortAction Mandatory
HasClomponent |Object <Actionldentifier> ActionType Optional
The ActionServiceType and each instance of this Type share the same Methods. The Naodeld
of thgse Methods will be fixed“and defined in this document. FDI® Clients therefore do not|have
to browse for these Methads' They can use the fixed Nodeld as the Methodld of the Call Sefvice.
The IOPC UA StatusCode Bad_MethodInvalid shall be returned from the Call Service for
elements where the ActionService Methods are not supported.
<Actionldentifier> stands for one or several Actions. Actions (Objects of ActionType) exis{ only
in ingtances of the ActionServiceType, i.e., when an instance of this ObjectType is added to a
TopologyElement. No Actions (Objects of ActionType) exist in the ActionServiceType itself.

7.6.4

ActionService Object

The support of the ActionService for an Object is declared by aggregating an instance of the

Actio

nService Type as illustrated in Figure 16.
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7.6.5

Invok

created. The "ActionSet" component of the TopelogyElement (Device) on behalf of whic

Actio
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request.

After
Actiol
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thergfore will get a DataChange notification whenever the state of the Action changes.

See IEC 62769-2 forthe Action state diagrams as well as the XML Schema of the ActionNg
valug.

FDI®

L AbortAction

IEC
Figure 16 — Action Service

Dbject is used as container for the ActionService Methods and shall iave the BrowseN

logyElement (for example, a Device) to its "ActionService" Object.

ActionServiceType and each ActionSet Object share .the“same Methods. Actions
blly be shared by all instances of the same Device Type.

InvokeAction Method

eAction is used to start an Action. It immediately returns after the state machine has

n shall be invoked is specified via the Objectld argument of the Call Service.

cit locking is required. If the Device ;has not been locked, the FDI® Server will rejed

InvokeAction returns, the FDI® Client shall subscribe to the Value Attribute o
nNodeld. The Value Attribute contains an XML element (DataType = String)) that re
urrent state of the Action"as well as additional data (depending on state). The FDI® (

Servers'shall cache Action state data for an appropriate period of time (a few second

that ||\o state information is lost until the FDI® Client has a chance to subscribe.

lame

nSet. It is formally defined in Table 7. HasComponent is used to reference from a

will

been
h the

t the

f the
lects
Client

deld

S) SO

The signature of this Method is specified below. Table 8 and Table 9 specify the arguments and
AddressSpace representation, respectively.
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Signature
InvokeAction (
[in] String ActionName,
[in] String MethodArguments,
[out] NodelId ActionNodelId,
[out] Int32 InvokeActionError);
Table 8 — InvokeAction Method Arguments
Argument Description
ActignName String portion of the BrowseName of the Action as used in the ActionServiceType
instance.
MethodArguments XML document that contains the Action input arguments (if any). The
ListOfActionArguments XML Schema defined in IEC 62769-2 is used, for the
MethodArguments parameter.
ActignNodeld Non-browsable node of type Variable. This node is used bothto identify the
instance of the Action state machine and for access to the Action state information.
InvokeActionError 0 - OK.
-1 — E_LockRequired — the element is not lockedcas [required
-2 — E_UnknownAction — the passed name is fiotya valid action for this element
Table 9 — InvokeAction Method AddressSpace Definition
Attribute Value
Brow$eName InvokeAction
Refferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument[] |PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument[] |PropertyType Mandatory
7.6.6] RespondAction Method
RespondAction is used by the FDI® Client to provide the requested value or selection ofla Ul
functjon request (if applicable). The "ActionSet" component of the TopologyElement on behalf
of wHich the Action had"been invoked is specified via the Objectld argument of the Call Sefvice.
The gignature_of-this Method is specified below. Table 10 and Table 11 specify the arguments
and AddressSpace representation, respectively.
SignFture
RespondAction (
[in] NodeId ActionNodelId,
[in] String Response,
[out] Int32 RespondActionError) ;
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Table 10 — RespondAction Method Arguments

Argument Description

ActionNodeld Nodeld of a transient Variable that represents and identifies the executing Action.

This Id is returned by the InvokeAction Method.

Response XML document that contains the response (value or selection). See IEC 62769-2

for the Xml Schema for the Response parameter.

RespondActionError 0-0OK

-1 — E_InvalidAction — the Nodeld does not refer to an existing action

-2 — E_InvalidResponse — the passed response data could not be interpreted

Table 11 — RespondAction Method AddressSpace Definition

Afttribute Value
BrowgeName RespondAction

Refferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument[] |PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument[] |PropertyType Mandatory
7.6.7 AbortAction Method
AborfAction is used by the FDI® Client to abortan Action execution. This Method call
immgdiately returns. The FDI® Client is informed wia a notification event on the ActionNagdeld
Varigble when the Action enters the Aborting state.
The [ActionSet" component of the TopolegyElement on behalf of which the Action had peen
invoKed is specified via the Objectld argument of the Call Service.
The gsignature of this Method is specified below. Table 12 and Table 13 specify the arguments

and A

\ddressSpace representation, respectively.

Singture
ortAction (

[in] NodeTd ActionNodelId,
[out] Iat82 AbortActionError) ;

Table 12 — AbortAction Method Arguments

Argument Description

ActionNodeld Nodeld of a transient Variable that represents and identifies the executing Action.

This Id is returned by the InvokeAction Method.

AbortActionError 0-0K

-1 — E_InvalidAction — the Nodeld does not refer to an existing action
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Table 13 — AbortAction Method AddressSpace Definition

Attribute Value
BrowseName AbortAction
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
HasProperty Variable OutputArguments Argument[] |PropertyType Mandatory

The {unctionality to transfer data to the online Device including user interaction is provide¢d as

INTE
argu

8 Network and connectivity

Netw]

A Ne
wired
Devi

Thes|

9.1

Clau

9.2

Lock
com
and /

The
purp

RACTIVE_TRANSFER_TO_DEVICE ACTION by the FDI® Server. This actién hg
ents. It is started using the InvokeAction method.

ork and connection information elements are required to create‘communication topolg

S no

gies.

work represents the communication means for Devices thiat'are connected to it. It includes

and wireless technologies. ConnectionPoints represent the interface (interface card
e to a Network. A specific sub-type shall be defined for each protocol.

e elements are described and formally defined‘in [EC 62541-100.

Jtility functions

Overview

e 9 provides specific servicesfor certain FDI® information elements.

Locking

ng is the means to. avoid concurrent modifications to a Device or Network and
onents. FDI® Clients'shall use the Locking Services for any changes (e.g., write opera
Action invocatiagns).

main purpose of locking a Device is avoiding concurrent device modifications. The
pse of locking a Network is avoiding concurrent topology changes.

Whe||1 [ecking a Device, the lock always applies to both the online and the offline version.

of a

their
tions

main

When locking a Modular Device, the lock applies to the complete device (including all modules).
Equally, when locking a Block Device, the lock applies to the complete device (including all
blocks).

If no lock is applied to the top-level Device (for Modular Device or for Block Device), the sub-
devices or blocks, respectively, can be locked independently.

When locking a Network, the lock applies to the Network and all connected Devices. If any of
the connected Devices provides access to a sub-ordinate Network (such as a Gateway), the
sub-ordinate Network and its connected Devices are locked as well.

The LockingService is fully described and formally defined in IEC 62541-100.
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9.3
9.3.1

EditContext

Overview

An EditContext can be used to make changes to Variable values visible to the Server without
applying them to the Device. The FDI® Server provides the EditContext concept to support

Clien

The

ts in their editing task.

EditContext is specified in IEC 62769-3. Following is the OPC UA Information Model

including the Methods to maintain EditContext instances.

EditJontext s exposed as an AddIn capability which Is comparable to the interiace technplogy

foun

in some programming languages. The EditContext service is modelled as an Objeef{Type

and ihstances of this type are added to the Device with a pre-defined BrowseName{Addifional

Addl

Whe

specffic StatusCodes can occur (see Clause 11):

examples are defined in IEC 62541-100.

reading or subscribing to Variable values registered in an EditContext; the following FDI®-

ood_Edited distinguishes values that have been edited but have, not been written tp the
evice.

ncertain_DominantValueChanged indicates that dependentwalues are invalid and wfill be
calculated after the dominant value has been applied to*the device. In the offline ¢ase,
e dependent value has to be written by the Client as well.

ood_DependentValueChanged indicates that a dependent value has been changegd but

the change has not been applied to the device.
9.3.2 EditContext Type
The EditContextType comprises the EditContext Methods. It is formally defined in Table 14.

Table 14 - EditContextType Definition
Attribute Value

BrowgeName EditContextType
IsAbsltract False

Relferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseQbjectType defined in IEC 62541-5.
HasComponent Method GetEditContext Mandatory
HasComponent._/| Method RegisterNodesByld Mandatory
HasCompoénent |Method RegisterNodesByRelativePath Mandatory
HasClomponent |Method Apply Mandatory
HasComponent |Method Reset Mandatory
HasComponent |Method Discard Mandatory

The StatusCode Bad_Methodlnvalid shall be returned from the Call Service for elements where
the EditContext Methods are not supported. Bad _UserAccessDenied shall be returned if the

Clien

9.3.3
The

t User does not have the permission to call the Methods.

EditContext Object

support of EditContext for an Object is declared by aggregating an instance of the

EditContextType as illustrated in Figure 17.
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Figure 17 — EditContext type and instance

This Pbject is used as container for the EditContext Methods and,shall have the BrowseName
EditGontext. HasComponent is used to reference from a Device to its "EditContext" Objegd

—

The EditContextType and each instance can share the same Methods.

9.3.4 GetEditContext Method

Retufns an EditContext as specified in IEC 6254 1-3.

The gignature of this Method is specified-below. Table 15 and Table 16 specify the arguments
and AddressSpace representation, respéectively.

Singture
tEditContext (

[in] String ParentId,

[in] WindowMoede TargetWindowMode,

[out] String EditContextId,

[out] Int3%2 GetEditContextStatus) ;

Table 15 — GetEditContext Method Arguments

Argument Description

Parehtld If N||||’ aroot instanceis rnqllncfnd

Otherwise, the Client passes the identifier of a previously acquired EditContext,
indicating that it will create a sub-window.

TargetWindowMode An enumeration that indicates the User Interface element used for this context.
1 — Modal Window
2 — NonModal Window

3-UIP
EditContextld A string identifier created by the Server.
GetEditContextStatus 0-0OK

-1 — E_NotSupported — the element does not support the EditContext Service
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Table 16 — GetEditContext Method AddressSpace Definition

— 35 —

Attribute Value
BrowseName GetEditContext

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
HasProperty Variable OutputArguments Argument[] | PropertyType Mandatory
9.3.5—RegisterNodes-Method
This Method is used to register Nodes with an EditContext. It returns new Nodelds that have to
be uged to address this Node within the EditContext.

The

signature of this Method is specified below. Table 17 and Table 18 specify-the arguments
and AddressSpace representation, respectively.

Signptures
RegisterNodes (

[in] String EditContextId,

[in] RegistrationParameters/|] NodesToRegister,

[out] RegisterNodesResult RegisterNodesStatus) ;

Table 17 — RegisterNodes Method Arguments
Argument Description

EditQontextld Identifier of an EditCentext that was previously acquired with a GetEditContext|call.
NodgsToRegister An array of structures for each node to register.
RegigterNodesStatus A structure with overall execution status and result data for each Node to regisfer.

Table 18 —-RegisterNodes Method AddressSpace Definition

Attribute Value
BrowseName RegisterNodes

Refferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty. Variable InputArguments Argument[] | PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument[] |PropertyType Mandatory

The RegistrationParameters DataType defines a single Node to be registered. Its elements are
defined in Table 19.
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Table 19 — RegistrationParameters DataType Structure

Name

Type

Description

RegistrationParameters

structure

This structure specifies one of the nodes to register.

path

RelativePath

RelativePath for this Node to register.

The RelativePath type is defined in IEC 62541-4.

selectionFlags

UInt32

A bit mask that identifies the EditContext-specific Nodelds to be
returned in the RegisterNodesResult structure.

The value of this parameter shall contain at least one of the following
values. No value will be rejected with E_InvalidSelectionFlags.

Bit Value

0x0000 0001
0x0000 0002
0x0000 0004
0x0000 0008

Nodeld to return

Online / ContextNodeld
Online / DeviceNodeld

Offline / ContextNodeld
Offline / DeviceNodeld

The K
Noddg

RegisterNodesResult DataType includes overall status information and result data for
to be registered. Its elements are defined in Table 20.

Table 20 — RegisterNodesResult DataType Structure

each

Name Type Description
RegigterNodesResult structure This structure specifies the registration result.
stajus Int32 0 — OK — the Tield registeredNodes contains a result for each Nqde to
register
-1 — Exlnvalidld — the specified EditContext is unknown,
the registeredNodes field is empty
reg|steredNodes RegisteredNode[] | The list contains EditContext-specific Nodelds for the registered
Node. The Client has to use these Nodelds for all subsequent QPC
UA Service calls
nodeStatus Int32 0-0OK
-1 — E_InvalidNode — an invalid Node has been registered. See
IEC 62541-3 for details.
-2 — E_InvalidSelectionFlags — the RegistrationParameters for this
Node contained no value
onlineContextNodeld Nodeld This Nodeld shall be used to address the online representation pf the
Node in the EditContext. See IEC 62541-3 for details.
onlineDevieeNodeld Nodeld This Nodeld shall be used to address the online representation pf the
Node in the Device. See IEC 62541-3 for details.
offllneContextNodeld Nodeld This Nodeld shall be used to address the offline representation pf
the Node in the EditContext. See TEC 6254 1-3 for detalils.
offlineDeviceNodeld Nodeld This Nodeld shall be used to address the offline representation of

the Node in the Device. See IEC 62541-3 for details.

9.3.6

Apply Method

This Method is used to apply values that have been modified in the EditContext.

The signature of this Method is specified below. Table 21 and Table 22 specify the arguments
and AddressSpace representation, respectively.
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Signature
Apply (
[in] String EditContextId,
[out] ApplyResult ApplyStatus) ;
Table 21 — Apply Method Arguments
Argument Description

EditContextld

Identifier of an EditContext that was previously acquired with a GetEditContext call.

ApplyStatds:

Aot s HAN 1 'y tot At
St etatre—witr-ov-eramexXxeeutiori-—StatuS—ara—Sta

£

H~% 3 FH £ bt £ <l
Arormatof—Tor—eCatritransSrerrea

Variable.

oS

Table 22 — Apply Method AddressSpace Definition

Attribute Value
BrowgeName Apply

Refferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument[] |PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument[] NPropertyType Mandatory
The fApplyResult DataType includes overall Apply status information and status informatign for

each|Variable that could not be transmitted. lts elements are defined in Table 23.

Table 23 — ApplyResult DataType Structure

Name Type Description
ApplyResult structure This structure is returned in case of errors. No result data are
returned. Further calls with the same Transferld are not possible.
stajus Int32 0 — OK - the transferincidents field may include individual Variables

that failed

-1 — E_Invalidld — the specified EditContext is unknown

transferincidents

Transferincident[]

If the service returns normally and the Transferincidents list is en
all changes have been applied and the edited values are cleared.

Otherwise, the list contains Variables that could not be transferre
successfully. The edited Values are preserved.

pty,

cpntextNodeld Nodeld The Nodeld returned from RegisterNodesByld or
RegisterNodesByRelativePath.
sfatgsCode StatusCode OPC UA StatusCode as defined in IEC 62541-4 and in IEC 62541-8.

diagnostits

Dragnosticinfo

Dagnosticmformmation—This parameter s empty if dfagnostits
information was not requested in the request header or if no
diagnostic information was encountered in the processing of the
request. The Diagnosticlnfo type is defined in IEC 62541-4.

9.3.7

Reset Method

Clears all modified values in the EditContext.

The signature of this Method is specified below. Table 24 and Table 25 specify the arguments
and AddressSpace representation, respectively.
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Signature
Reset (
[in] String EditContextId,
[out] Int32 ResetStatus) ;
Table 24 — Reset Method Arguments
Argument Description

EditContextld

Identifier of an EditContext that was previously acquired with a GetEditContext call.

1Ot
ResgtStatus:

0. Ol
A~ LAY

-1 — E_Invalidld — the specified EditContext is unknown

Table 25 — Reset Method AddressSpace Definition

Attribute Value
BrowseName Reset
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable InputArguments Argument(] RPropertyType Mandatory
HasRroperty Variable OutputArguments Argument([] PropertyType Mandatory

9.3.8

This

The

Discard Method

Method releases the EditContext. Any modified values that have not been applied are

and AddressSpace representation, respectively.

lost.

signature of this Method is specified below. Table 26 and Table 27 specify the arguments

Signpture
Discard(
[in] String EditContextId,
[out] Int32 DiscardStatus) ;
Table 26 — Discard Method Arguments
Argument Description
EditContextld Identifier of an EditContext that was previously acquired with a GetEditContext call.

DiscardStatus

0-0OK

-1 — E_Invalidld — the specified EditContext is unknown

exists

-2 — E_ChildExists — the specified EditContext cannot be discarded, because a child instance

Table 27 — Discard Method AddressSpace Definition

Attribute Value
BrowseName Discard

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument([] PropertyType Mandatory
HasProperty Variable OutputArguments Argument][] PropertyType Mandatory
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9.4
9.4.1

DirectDeviceAccess

General

DirectDeviceAccess provides the means to communicate with a device in the Device Topology.
It will be used by UIPs for operations that cannot or at least not easily be performed through
Information Model access. Use cases include the transmission of large data buckets from or to
the device, for example, historical data or firmware. It is generally assumed that directly
accessed data will not be reflected in the Information Model as well. DirectDeviceAccess shall
not influence the structure and the data integrity of the Information Model. FDI® Servers can be
restrictive about when they enable the use of these Methods.

A DinectDeviceAccess Object shall exist for every Device where the FDI® Server allows\(

acce

The following behaviour applies when using DirectDeviceAccess:

e Qnly one FDI® Client can use DirectDeviceAccess at a given time.

o DlirectDeviceAccess requires a lock. If the Device has not been locked, the request w
rejected.

e Due to the lock, no write operations and no Method invocations from other FDI® Client|

9.4.2

The
and
defin

5s via a UIP.

ermitted during DirectDeviceAccess. This includes the execution of Actions.

Attribute values of Parameters might have changed due to DirectDeviceAccess, the
nall set the InvalidateCache in the EndDirectAccess,argument to True.

DirectDeviceAccess Type
DirectDeviceAccessType provides the Methods needed to open and close a conne
o transfer data. Figure 18 shows the DitectDeviceAccessType definition. It is for
Eed in Table 28.
‘ BaseObjectType ‘
DirectDeviceAccess
Type

f TransD
EndDirectAccess

IEC

lirect

ill be

S are

uipP

ction
mally

Figure 18 — DirectDeviceAccessType
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Table 28 — DirectDeviceAccessType Definition

Attribute Value
BrowseName Discard
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the Base

ObjectType defined in IEC 62541-5.

HasComponent Method InitDirectAccess Mandatory
HasComponent Method Transfer Mandatory
HasComponent Method EndDirectAccess Mandatory

The DirectDeviceAccessType and each instance of this Type share the same' Méthods
Noddld of these Methods will be fixed and defined in this document. FDI® Clients therefo
not hlave to browse for these Methods. They can use the fixed Nodeld as{he Methodld ¢

Call Bervice.

The [OPC UA StatusCode Bad_Methodlnvalid shall be returned;-from the Call Servic

elempents where the DirectDeviceAccess Methods are not suppaorted.

9.4.3 DirectDeviceAccess Object

The support of DirectDeviceAccess for an Object is deClared by aggregating an instance ¢

DiredtDeviceAccess Type as illustrated in Figure 19t

TypeSpace

DirectDeviceAccess

Type

H InitDirectAccess

L HCeEndDirectAccess

—L Com_41

InstanceSpace

DirectAccess

Figure 19 — DirectDeviceAccess instance

IEC

The
re do
f the

e for

f the

This Object is used as container for the DirectDeviceAccess Methods and shall have the
BrowseName DirectAccess. It is formally defined in Table 29. HasComponent is used to
reference from a TopologyElement (for example, a Device) to its "DirectDeviceAccess" Object.

The DirectDeviceAccessType and each DirectAccess Object share the same Methods.



https://iecnorm.com/api/?name=ee0fd9da6378e85a2858f360fe2e7ea5

IEC 62769-5:2023 © |IEC 2023 -41 -

Table 29 — DirectDeviceAccess Instance Definition

Attribute Value
BrowseName DirectAccess

References NodeClass BrowseName DataType | TypeDefinition | ModellingRule
HasTypeDefinition |ObjectType |DirectDeviceAccessType Defined in 9.4.2.

9.4.4 InitDirectAccess Method

InitD

the Qbjectld argument of the Call Service.

It is

devide.

The

Sign

I

rectAccess opens a logic communication channel. The Device to access is specifig

ip to the FDI® Server whether this Method already opens a connection to the phy

pture
nitDirectAccess (

[in] String Context,
[out] Int32 InitDirectAccessErreX) ;

Table 30 — InitDirectAccess:Method Arguments

d via

sical

signature of this Method is specified below. Table 30 and Table 31 ©pecify the arguments
and AddressSpace representation, respectively.

Argument Description

Contd

xt A string used to provide context information about the current activity going on i
FDI® Client/UIP.

h the

InitDi

ectAccessError 0-0OK
-1 — E_NotSupported — the device cannot be directly accessed

-2 — E-LockRequired — the element is not locked as required

-3 - E_InvalidState — the device is already in DirectAccess mode

Table-31 — InitDirectAccess Method AddressSpace Definition

Attribute Value

Brow

eName InitDirectAccess

R
HasP

ferences NodeClass BrowseName DataType TypeDefinition ModellingRule

roperty Variable InputArguments Argument(] PropertyType Mandatory

HasP

roperty Variable OutputArguments Argument][] PropertyType Mandatory

9.4.5

EndDirectAccess Method

EndDirectAccess ends direct access. The directly accessed Device is specified via the Objectld
argument of the Call Service.

The signature of this Method is specified below. Table 32 and Table 33 specify the arguments
and AddressSpace representation, respectively.
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Signature
EndDirectAccess (
[in] Boolean InvalidateCache,
[out] Int32 EndDirectAccessError) ;

Table 32 — EndDirectAccess Method Arguments

Argument Description
InvalidateCache If True, the FDI® Server will invalidate any cached values for Device Parameters.
Thic maoanc that thoca Daramatarc aill ha ro rond hafora thov, ara ond Anain
Fhis-mean that-th Rarameters-wil-be—+e—read-befere-theoy-are—used-agaih-
EndDjirectAccessError 0-0K
-1 — E_InvalidState — the device is not in DirectAccess mode

Table 33 — EndDirectAccess Method AddressSpace Definition

Attribute Value
BrowseName EndDirectAccess
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument][] PropertyType Mandatory
HasPfoperty Variable OutputArguments Argument(] PropertyType Mandatory

9.4.6| Transfer Method

Transfer is used to transfer data to and from(he Device. The format of send or receive data is
protdcol specific.

The gignature of this Method is specified below. Table 34 and Table 35 specify the arguments
and AddressSpace representation, tespectively.

Signpture

Tlransfer (

[in] String SendData,
[out] String ReceiveData,
[out] InEd2 TransferError) ;

Table 34 — Transfer Method Arguments

Argumeént Description

SendData XML document based on the TransferSendDataType as specified in the communication profile-
specific XML schema. See IEC 62769-4 and IEC 62769-1xx series.

ReceiveData XML document based on the TransferResultDataType as specified in the communication
profile-specific XML schema. See IEC 62769-4 and IEC 62769-1xx series.

TransferError 0-0OK

-1 — E_InvalidState — the device is not in DirectAccess mode.
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Table 35 — Transfer Method AddressSpace Definition

Attribute Value
BrowseName Transfer
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument(] PropertyType Mandatory
HasProperty Variable OutputArguments Argument][] PropertyType Mandatory

10 Parameter Types

10.1| General

IEC 62541-100 defines a Parameter as "a variable of the Device that cah“be use
configuration, monitoring or control purposes. In the Information Model it is_syhonymous
OPC|UA DataVariable."

When discussing Parameter Types, we have to consider DataType.and VariableType.

Each/OPC UA DataVariable (Parameter) has a Value Attributeg,swhich is of a certain Data’
OPC|UA has already defined a set of built-in DataTypes, which are sufficient for the major
typeq needed for FDI®.

VarigbleTypes represent the type definition of (Data)Variables. Such a type definition typ

d for
fo an

[ype.
ity of

cally

defines certain behaviours as well as mandatory oroptional Properties. The HasTypeDefinition

Refefence is used to define the VariableType fora Variable. OPC UA already defines a s
VarigbleTypes as illustrated in Figure 20. BaséDataVariableType is the base type and ca
used|if no more specialized type information’is available (see IEC 62541-5). Analogltem
and DiscreteltemTypes (see IEC 62541-8) are more concrete types.

et of
n be

Type
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Not defined on the
TypeDefinition Node,
. but can be applied on
TimeZone:: each DataVariable
PropertyType

DaylightSavingTime::
PropertyType

[ DataltemType

)

R

Definition::

The mapping of EDD Data Types to OPC-UA DataTypes and VariableTypes is specified in

10.2

The
Serv
by th

The

Property Type

ValuePrecision::
PropertyType

AnalogltemType
(DataType: Number)

H{

InstrumentRange:: ]

|
[ DiscreteltemType J

i

[

EURange::

TwoStateDiscreteType
(DataType: Boolean)

MultiStateDiserete Type ]

PropertyType
PropertyType J

EngineeringUnits::
PropertyType

4{
4{

ScalingFactor Property

Figure 20 — OPC UA VariableTypes including OPC UA DataAccess

] [ (DataType: Ulnteger)

EnumStrings::
PropertyType

EngineeringUnits”:
PropertyType

TrueState::
PropertyType

IEC

15.6.

Value Attribute of Variables' contains the raw value returned from the device. Howgver,

|s factor before being displayed.

Property shall be aggregated by each Variable that it applies to. It is formally defin

Table 36.

Table 36 — ScalingFactor Property Definition

brs can expose the Property ScalingFactor. It is suggested that the (raw) value is multiplied

ed in

IIlame

DataType

Description

ScalingFactor

Double
value.

This Property specifies the scaling factor to be used when displaying the Variable

10.3

Min_Max_Values Property

This Property specifies one or more ranges to which a Variable value shall be set. If there are
multiple ranges they shall not overlap. A "Null" for the MIN_Value or the MAX_Value indicates
that this boundary is not limited.

The Property shall be aggregated by each Variable that it applies to. It is formally defined in
Table 37.
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Table 37 — Min_Max_Values Property Definition

Name DataType Description

Min_Max_Values |Variant_Range[] |This Property specifies the range or ranges to which a Variable Value shall
be set.

The Variant_Range structure specifies a single range (a MIN_Value and a MAX_Value). The
BaseDataType is used, because such a range can be applied to Variables of different
DataTypes — in particular integer, floating point, date and duration. The actual datatype used
has to match the DataType of the Variable value. It can also be Null, which means that this
boungdary is not defined.

Its elements are defined in Table 38.

Table 38 — Variant_Range DataType Structure

Name Type Description

Variaht_Range |structure

MIN_Value BaseDataType |Specifies the upper bound of values to whieh a“Variable shall be set. Null
indicates that MIN_Value has no limit.

MAK_Value BaseDataType |Specifies the lower bound of values to which a Variable shall be set. Null
indicates that MAX_Value has no limit.

Its representation in the AddressSpace is defined:in. Table 39.

Table 39 — Varjant. Range Definition

Attributes Value

BrowseName Variant_Range

11 EKDI® StatusCodes

11.1| General

Clause 11 defines\OPC UA StatusCodes that are specific to FDI® Servers.

11.2| Structure of the StatusCode

The general structure of the StatusCode is specified in IEC 62541-4. The exact bit assignnpents

. A Ao E a4 4 . s = 4
basedtomtEC 6254 t4are shrowmim Table40-
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Table 40 — StatusCode Bit Assignments

Field Bit Range Description
Severity 30 .. 31 Indicates whether the StatusCode represents a good, bad or uncertain condition.
These bits have the following meanings:
Severity Bits |Description
Good 00 The operation was successful; results may be used.
Success
Uncertain 01 The operation was partially successful; results might not
Warning be suitable for some purposes.
Bad Failure |10 The operation failed and any associated results cannpt
be used.
Reserved 11 Reserved for future use. Should also be treated-as
"Bad".
Resefved 29 .. 28 Reserved for future use. Shall always be zero.
SubClode 16 .. 27 The code is a numeric value assigned to represent differehtyconditions. Each

code has a symbolic name and a numeric value. All desgcriptions in this
specification refer to the symbolic name. The numerjé/vatues are defined with
the FDI® Type Libraries..

n

Resefved 12 .. 15 Reserved for future use. Shall always be zero,
InfoType 10 .. 11 The type of information contained in the info bits. These bits have the follow|ng
meanings:
Severity Bits |Description
NotUsed 00 The info_bits are not used and shall be set to zero.
DataValue 01 The StatusCode and its info bits are associated with g

data‘value returned from the FDI® Server.

j=n

Reserved 1X Reserved for future use. The info bits shall be ignore

InfoB|ts 0..9 Additional information’bits that depend on the Info Type field.

Tabl¢ 41 describes the structure ofithe InfoBits when the Info Type is set to DataValue (0f1).

Table 41 — DataValue InfoBits

Infg Type Bit Range Description
LimitBits 8..9 The limit bits associated with the data value. The limits bits have the following
meanings:
Limit Bits Description
None 00 The value is free to change.
Low 01 The value is at the lower limit for the data source.
High 10 The value is at the higher limit for the data source
Constant 11 The value is constant and cannot change.

Overflow 7 If this bit is set, not every detected change has been returned since the FDI®
Server’s queue buffer for the subscribed Variable reached its limit and had to purge
out data.

Reserved 0..6 Reserved for future use. Shall always be zero.

11.3 FDI® specific operation level result codes

IEC 62541-4 includes a set of common operational result codes which also apply to FDI®.
Table 42 contains Good (success) codes that are specifically defined for FDI®.
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Table 42 — Good operation level result codes

Symbolic Id

Description

Good_Edited

This status applies to Variable values that are part of an EditContext (see
9.3). It is returned with values that are read or received in a
DataChangeNotification from a Subscription.

It defines that it is an edited value that has not been transferred from the
EditContext to the Device.

Good_PostActionFailed

The value of a Variable was successfully read or written but one of the post

actions failed.

Good_DependentValueChanged

This status applies to Variable values that are part of an EditContext (see

9.3). It is delivered with a dominant Variable value when all the following
conditions apply:

— the value of the Variable has not been changed;

— the value of the Variable is legal, i.e. it is within the range or a valid

enumeration value;
— the value of any of its dependent Variables was/changed;

— all the changes have not been applied, yet:

Good| Edited
_DeppendentValueChanged

This status applies to Variable values that are/part of an EditContext (se
9.3). It is delivered with a dominant Variable\yalue when all the following
conditions apply:

14

— the value of the Variable has been’changed;

— the value of the Variable is (égal, i.e. it is within the range or a valid

enumeration value;
— the value of any of it dependent Variables was changed;

— all the changes have not been applied, yet.

Good| Edited
_DonjinantValueChanged

This status applies to Viariable values that are part of an EditContext (se

9.3). It is delivered\with a dependent Variable value when all the following

conditions apply:

— the value of the Variable has been changed;

14

— the“value of the Variable is legal, i.e. it is within the range or a valid

ehumeration value;
=~ the value of its dominant Variable was changed;

— all the changes have not been applied, yet.

Good| Edited
DonjinantValueChanged

DepgendentValueChanged

This status applies to Variable values that are part of an EditContext (se

9.3). It is delivered with a dependent Variable value when all the following

conditions apply:

— the value of the Variable has been changed;

— the value of the Variable is legal, i.e. it is within the range or a vaji

enumeration value;

— the value of its dominant Variable was changed;

— the value of any of its dependent Variables was changed;

— all the changes have not been applied, yet.

1

Table 43 contains Uncertain codes that are specifically defined for FDI®.
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Table 43 — Uncertain operation level result codes

Symbolic Id Description

Uncertain_DominantValueChanged This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dependent Variable value when a dominant
value — e.g. an engineering unit — was changed and the dependent
Variable might have to be recalculated.

Uncertain_DependentValueChanged This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dominant Variable value when any of its
dependent Variables was changed and not yet applied. The "uncertain"
status indicates that the dominant variable value itself has uncertain
quality.

Unceftain Communication to the data source has failed. The Variable value_is the

L last value that had a good quality.
NoQommunicationLastUsableValue

Unceftain_LastUsableValue Whatever was updating this value will no longer be doing.s0)
Unceftain_SubstituteValue The value is an operational value that was manually oyverwritten.
Unceftain_InitialValue The value is an initial value for a Variable that normally receives its yalue

from another Variable.

Unceftain_SensorNotAccurate The value is at one of the sensor limits.

Unceftain_EngineeringUnitsExceeded |The value is outside of the range of valués ‘defined for this parameter.

Unceftain_SubNormal The value is derived from multiplesSources and has less than the required
number of good sources.

Tabl¢ 44 contains Bad codes that are specifically defined for FDI®.

Table 44 — Bad operation level result codes

Symbolic Id Description
Bad_|Edited_OutOfRange This status.@pplies to Variable values that are part of an EditContext (sep
9.3). It is~delivered with a Variable value when all the following conditionp
apply:

=~ the value of the Variable has been changed;

— the value is not a legal value (e.g. out of range or an invalid
enumeration value).

Bad_|InitialValue_OutOfRange This status applies to Variable values that are part of an EditContext (sep
9.3). It is delivered with a Variable value when all the following conditionp
apply:

— the value is an initial value for a Variable that normally receives ifs
value from another Variable;

— the value is not a legal value (e.g. out of range or an invalid
enumeration value).

[ MV AW Ch =i Thi oty ool $ N ariahl el that = oartaof an EditCoant + [
Bad_'BemirantValueGhanged Hhis-status-apphes-to-Yariable-values-that-are-partofan-Editcontext{ses
9.3). It is delivered with a dependent Variable value when a dominant value —
e.g. an engineering unit — was changed and the dependent Variable cannot

be accessed.

Bad_DependentValueChanged This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dominant Variable value when any of its dependent
Variables was changed and not yet applied.

Bad_OutOfRange This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dependent Variable when all the following

_DominantValueChanged conditions apply:

— the value is not a legal value (e.g. out of range or an invalid
enumeration value);

— the value of its dominant Variable was changed;

— all the changes have not been applied, yet.
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Symbolic Id Description
Bad_Edited This status applies to Variable values that are part of an EditContext (see
9.3). It is delivered with a dependent Variable when all the following
_OutOfRange

_DominantValueChanged

conditions apply:
— the value of the Variable has been changed;

— the value is not a legal value (e.g. out of range or an invalid
enumeration value);

— the value of its dominant Variable was changed;

— all the changes have not been applied, yet.

Bad_OutOfRange This status applies to Variable values that are part of an EditContext (see
] 9.3). It is delivered with a dependent Variable when all the following
_DominantValueChanged conditions apply:
_DependenValueChanged — the value is not a legal value (e.g. out of range or an invalid
enumeration value);
— the value of its dominant Variable was changed;
— all the changes have not been applied, yet.
Bad_|Edited This status applies to Variable values that are part of)Jan EditContext (sep
9.3). It is delivered with a dependent Variable when-all the following
_OutpfRange conditions apply:
_DonpinantValueChanged — the value of the Variable has been-changed;
_DependenValueChanged — the value is not a legal value (€'d.-out of range or an invalid
enumeration value);
— the value of its dominant’Variable was changed;
— the value of any of its‘dependent Variables was changed;
— all the changes have not been applied, yet.
Bad_|ConfigurationError There is a problem with the configuration that affects the usefulness of the
value.
Bad_|DeviceFailure There has been a failure in the device/data source that generates the value.
Bad_[Nodelnvalid The identifier’does not refer to a valid Node in the Device Model.
This reSult code is used both as service- and as operation-level result cqde.
Bad_|[NotConnected TheVariable should receive its value from another Variable, but has never
been configured to do so.
Bad_|OutOfService The source of the data is not operational.
Bad_|SensorFailure There has been a failure in the sensor from which the value is derived by the
device/data source.
Bad_|UIPHandlelnvalid The handle does not refer to a subscribed Node Attribute.
Bad_|WaitingForlnitialData Waiting for the FDI® Server to obtain values from the underlying data soyrce.
After subscribing to Variables, it might take some time before values are
delivered. In such cases, an initial update might be sent with this status prior

to the Notification with the first valid value.

12 Specialized topology elements

Devices and other topology elements can be specialized using the modelling elements defined
in this document or in IEC 62541-100. No specific ObjectType is needed. A Communication
Device for instance will have the CommunicationServices capability (Communication Devices
and CommunicationServices are specified in IEC 62769-7).

Other specializations are possible applying the same techniques, for example, a Modular

Communication Device.

See |IEC 62541-100 for the definition of Block Device and Modular Device.



https://iecnorm.com/api/?name=ee0fd9da6378e85a2858f360fe2e7ea5

- 50 - IEC 62769-5:2023 © |EC 2023

13 Auditing

13.1 General

Auditing is a requirement in many systems. It provides a means for tracking activities that occur
as part of the normal operation of the system. It also provides a means for tracking abnormal
behaviour. It is also a requirement from a security standpoint.

When an audit trail is maintained by the FDI® Server, all audit trail records related to services
invoked by FDI® Clients will be implicitly created. In addition, FDI® Clients have means for
providing additional audit context information as specified in 13.2 and 13.3.

FDI®|Servers shall generate AuditEvents as specified in IEC 62541-4 and IEC 625445, Tlhese
standards define AuditEvents for the following OPC UA Services:

. ecure Channel Services;

. ession Services;
[ )

odeManagement Service Set (AddNode, DeleteNode);

S

S

N
e \Write Service;
Method Service ("Call").
oA

No AuditEvents are defined for reading and for subscriptions.

The FDI® Server generates AuditEvents using the stapdard OPC UA event mechanism.| This
allows an external OPC UA Client to subscribe to and‘store the audit entries in a log file or pther
storalge location.

13.2| FDI® Client-provided context information
FDI®|Clients have various means for providing context information for the purpose of auditing:

e the ClientDescription and SessionName passed by the FDI® Client when creating the
Slession;

—

¢ the context text from thelMethods to initialise Lock or Direct Device Access.

When an AuditUpdateMethodEvent is generated for the EnterLock and InitDirectAdcess
Methpds, the audit context information will be used for the Message field of this event.

13.3 | LogAuditTrailMessage Method

LogAuditTrailMessage is used by the FDI® Client to insert information about the current agtivity
going onlinthe FDI® Client into the audit trail of the FDI® Server. Since it is a Method, it will be
also fingerted into the stream of AuditEvents. The message will be timestamped in the [FDI®
Server.

This Method shall be a component of the Server Object. The Objectld parameter of the Call
Service shall be the Nodeld of the Server Object.

FDI® Clients do not have to browse for the LogAuditTrailMessage Method. Rather they can use
the well known Nodeld of the Method declaration as the Methodld of the Call Service.

The signature of this Method is specified below. Table 45 and Table 46 specify the arguments
and AddressSpace representation, respectively.
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Signature

LogAuditTrailMessage (

- 51—

[in] String Message) ;
Table 45 — LogAuditTrailMessage Method Arguments

Argument Description

Message Free text describing the context.
Table 46 — LogAuditTrailMessage Method AddressSpace Definition
Attribute Value
BrowseName LogAuditTrailMessage
Rpferences NodeClass BrowseName DataType TypeDefinition ModellingRule

HasPfoperty Variable InputArguments Argument[] PropertyType Mandatory

When an AuditUpdateMethodEvent is generated for the LogAuditTrailMessage Method
age argument will be used for the Message field of this €vent.

Mes¢g

14 F

The
Prop

e tH
o th

The

'DI® Server Version

FDI® Technology Version supported by an FDI® Server is exposed via an FDI®-sp

e Information Model, and

brty. The version exposed with this Property~applies to

e XML Schema as used for UIDs and Actions.

Property shall be aggregated.by the OPC UA Server Object. It is formally defin
Table 47.

Table 47 — FDIServerVersion Property Definition

, the

beific

ed in

Name

DataType

Description

FDIS

brverVersion

String

This Property specifies the FDI® Technology Version that this FDI® Serve
supports. The syntax of the string is as defined in IEC 62769-4.

3

15 IYIapping FDI® Package information to the FDI® Information Model

15.1

General

Clause 15 defines the mapping of EDDL and other FDI® Package Information to the FDI®
Information Model and the underlying OPC UA and OPC UA Devices information models,
respectively.

The OPC UA Object Model provides a standard way for Servers to represent Objects to Clients.
In order to meet this objective, the OPC UA Object Model allows the definition of Objects in
terms of Variables and Methods. It also allows relationships to other Objects to be expressed.
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On the other hand, EDDL defines a set of language constructs that are used to describe
industrial field devices. Each construct supports its own set of attributes and references. EDD
information adds semantic contents to the raw data values read from and written to the field
devices.

The

primary objective of the EDDL-OPC UA information model is to describe

the

correspondence between the OPC UA Object Model elements and the EDDL elements when an

EDD

is used to populate the FDI® Server with Objects.

Completely meeting this objective means dealing both with enhanced data access through OPC

UA a

nd with Ul interactions between OPC UA clients and servers.

15.2

15.2.

In various definitions, EDDs can contain information in multiple language, vatiants. Exan

are t
clien

that it requests to be used for all services within this Session. If the Server does not su

any g

15.2.

Varig
COD
all E
the G

Chan

15.3
15.3.
Subgc

Instahces.

Devi

15.3.

The

The

Localization
1 Localized text

he LABEL and HELP Attributes. The server has to select the proper-fanguage for
as follows: When creating an OPC UA Session, the OPC UA Client’passes the loca

f the requested locales, it chooses an appropriate default localg’

2 Engineering units

bles with a UNIT CODE are represented in OPC YA as Analogltem Variables. The
F is exposed via the EngineeringUnit Property.-€hanging the EngineeringUnit will g

DD Variables that depend on the associated UNIT CODE to be recalculated. As a rg
PC UA Variable values will be set as well.

ging the EngineeringUnit will affect all*Clients.

Device
1 General

lause 15.3 specifies the-mapping of FDI® Package elements to Device Types and D

es can also have-Blocks (see 15.4).

2 Mapping to Attributes to a specific DeviceType Node

BrowseName and Nodeld Attributes are vendor specific.

hples
each
le(s)
pport

UNIT
ause
bsult,

Bvice

isplayName Attribute is created from the Package Catalog: DeviceType.Name.

The Description Attribute of a Device is information that serves to further identify, manage,
locate, and/or explain the device whose contents are defined by the user. For purely block-
oriented devices, this will appear only on blocks. For example, in HART the MESSAGE variable
can be used here.

15.3.

Type

3 Mapping to Properties

and instances share the same Properties.

Some of the Properties are created from information in the Package Catalog. Table 48 specifies
the mapping of Properties to Package Catalog elements.
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Table 48 — DeviceType Property Mapping

Property Package Catalog element
Manufacturer ManufacturerName
Model ListOfDeviceTypes]i].ListOfInterfaces[j]l.DeviceModel.
DeviceRevision ListOfDeviceTypes]i]. ListOfInterfacesJj].Version.
FDITechnologyVersion FDITechnologyVersion.

The SeriaiNumber—Rewvisio —Software NS
corrgspond to the value of the protocol-specific "serial number", "revisio
revislon", and "hardware revision" Parameters, respectively.

n counter”,

The DeviceManual Property is an empty string. Documents can be found in the-attachmen

If a Ricture element is available in the FDI® Package, it can be mapped to’the OPC UA
Property (see IEC 62541-3). If multiple resolutions are available, the host’has to choose.

15.34 Mapping to ParameterSet

Some devices are strictly block-oriented with no kinds of Variables on the device-level. Maj

set.

Icon

bping

an EDD for these devices will result in an empty ParameterSet. When VARIABLE,

VALUE_ARRAY or LIST items exist on the device-level, the resulting Parameters are ke
the "ParameterSet" as a flat list of Parameters. FunctiohalGroups reflect the structure g
devide menus defined in the device’s EDD.

A ParameterSet with all Parameters exists on the Type, the offline and the online instanc
See 5.6 on how EDDL attributes are used*to create Parameter nodes.

15.3/5 Mapping to Functional Groups

The fop-level Functional Groups.that are referenced directly from the Device Object corres|

pt in
f the

pond

to thg root MENU items as défined in IEC 61804-4. Naming conventions are used to differentiate

betwgen Functional Groups.for handheld and for PC-based applications.
Therg¢ are no Functional Groups on the DeviceType.

15.3)6 Mapping to DeviceTypelmage

Devigedypesli].ListOfDevicelmages. BrowseName and DisplayName represent the file
from [the”Relationship Type.

The [Variables in the DeviceTypelmage folder are created from the Package Cajvalog:

ame

15.3.7 Mapping to Documentation
The Variables in the Documentation folder are created from the Package Cat

DeviceTypes[i].ListOfDocuments. BrowseName and DisplayName represent the file name
the Relationship Type.

15.3.8 Mapping to ProtocolSupport

The Variables in the ProtocolSupport folder are created from the Package Cat

alog:
from

alog:

DeviceTypesJi].ListOfInterfaces[j].ListOfCommunicationProfileSupportFiles. BrowseName and

DisplayName represent the file name from the Relationship Type.
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9 Mapping to ImageSet

2023

The ImageSet contains Variable Nodes for all images from the EDD that are needed for UIDs.

15.3.

10 Mapping to ActionSet

The ActionSet references OPC UA Objects that represent all EDD Methods except for the abort
and the action methods as defined in IEC 61804-3. See 15.8 on how EDDL attributes are used
to create Action Nodes

15.3.

11 Mapping to MethodSet

The

15.4
Subc

As described in IEC 62769-4, a package for a modular device containg @head station EDL

one
ident

The

to th¢ mapping rules for single Devices.

The head station Device will show up as a modular Device as specified in IEC 62541-100

MlethodSet (inherited from IEC 62541-100) is not used by the FDI®.

Modular Device

lause 15.4 specifies the mapping of a modular device’s package.

br more module EDDs. The head station EDD contains COMPONENT constructs
fy the module EDDs.

FDDs for head station Device and for each module shall be“individually mapped acco

EDD
orien

modelled as block=oriented Device as specified in IEC 62541-100. The Block node insta
are kept in the"Blocks component. A Device that does not support EDDL defined Blocks w
have|the Blecks component.

The $upportedTypes folder in the Blocks component of a DeviceType references all BlockT

| supports the definition of devices that are block-oriented, and devices that are non-
ed. When blocKs (specifically, Block_A) exist in an EDD, the resulting device sha

and
that

rding

he SubDevices component in the instance\of the head Device references instantjiated
odules.
he SupportedTypes folder in the SubDevices component references all DeviceTypgs for
odules that can appear in the instance of the head Device.

Block
1 General
lause 15.5 specifies the mapping of EDDL elements to Block Types and instances.

block
Il be
nces
Il not

ypes

that can appear in a Device Instance. The Blocks component in a Device Instance references
instantiated Blocks.

15.5.

2 Mapping to Attributes

The BrowseName and DisplayName correspond to the EDD Identifier and LABEL Attribute of
the corresponding EDDL Block, respectively.

The Nodeld is vendor specific.

The HELP Attribute of the corresponding EDDL Block is mapped to the Description attribute of
the Block instance node. Bad_Attributeldinvalid shall be used if EDD contains no Help.
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15.5.3 Mapping to ParameterSet

All VARIABLE, VALUE_ARRAY, LIST items specified for a Block are used as Parameters in the
"ParameterSet". A ParameterSet with all Parameters exists on the Type, the offline and the
online instances.

See 15.6 on how EDDL attributes are used to create Parameter nodes.

15.5.4 Mapping to Functional Groups

A Block may have FunctionalGroups that expose its Parameters in an organized fashion,
refle¢ting the struciure of the block menus defined in the device’s EDD. The top-level Funclional
Groups that are referenced directly from the Block Object correspond to the root MENW: jtems
as de¢fined in IEC 61804-4. Naming conventions are used to differentiate between{Fuhciional
Groups for handheld and for PC-based applications.

The BrowseName of a FunctionalGroup is the EDD identifier of the corresponding EDDL MENU
or COLLECTION.

Therg¢ are no Functional Groups on the BlockType.

15.5. Mapping to ActionSet

The ActionSet references OPC UA Objects that represent allEDD Methods defined for a spgcific
BLOCK except for the abort and the action methods as{defined in IEC 61804-3. See 15{8 on
how EDDL attributes are used to create Action Nodes.

15.5. Mapping to MethodSet
The MethodSet (inherited from IEC 62541-100) is not used by the FDI®.

15.5. Instantiation rules

The BrowseName of a Block is.generated by the FDI® Server from the EDD identifier df the
corrgsponding EDDL BLOCK /A by adding a numeric suffix that the OPC UA server generates
in order to make the BrowseName unique. For example, __analog_input_0, __analog_input_1,
___pid_control_0.

The DisplayName of a-BLOCK_B Block is the LABEL attribute.
The DisplayName of a BLOCK_A Block is defined in the protocol annex.

The |Description of a Block is the HELP Attribute of the corresponding EDDL BLPCK.
Bad_|AttfibuteldInvalid shall be used if the EDD contains no Help.

15.6 Parameter
15.6.1 General

EDDL Parameters (for devices or blocks) are mapped to OPC UA Variables. The VariableType
used can be of any sub-type of the abstract BaseVariableType. In most cases, they will be
mapped to the VariableTypes defined in IEC 62541-8, for example, DataltemType,
AnalogltemType or DiscreteltemType. This document includes additional VariableTypes for
more sophisticated EDDL types. See Table 50 for the mapping of EDDL types.

The BrowseName of a Parameter is the EDD identifier of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY.
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The DisplayName of a Parameter is the LABEL attribute of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY.

The Description of a Parameter is the HELP Attribute of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY. Bad_AttributeldInvalid shall be used if the EDD contains no Help.

Parameters have also a set of Attributes that are common to all VariableTypes. Table 49
summarizes the Variable Attributes and describes how they are set from the EDDL description

information.

Attributes Description
Valus The most recent value of the Variable that the FDI® Server has read.from the dgvice.
DataType The EDDL data type is translated into an OPC UA standard data-type according|to
Table 50.
ValugRank Either set to "Scalar" or — when the Parameter is an array jthe number of

dimensions.

ArrayPimensions

Specifies the length of each dimension if the Parameter,is an array. This attribu
not exposed if the length is unknown or dynamic,

eis

Accesslevel

The Accesslevel Attribute is set based on the(EDDL variable HANDLING attribyte

according to the following table:

Field Bit Description

CurrentRead |0 Set if EDDL variable HANDLING is defined as READ.
Reset otherwise.

N

CurrentWrite Set¢if EDDL variable HANDLING is defined as WRITE.

Reset otherwise.

If the HANDLING attribute is missing, the Parameter will be defined as readableland

writeable.

UserAccesslLevel The AccessLevel with possible restrictions based on client identity as defined by the
FDI® Server.

MinimumSamplingInterval | The MinimumSamplingInterval Attribute indicates how fast the FDI® Server can
reasonably sample the value for changes. It is suggested that the FDI® Server
checks the variable CLASS attribute to differentiate static variables from dynamjc
variables regarding the sampling interval. Static variables might be sampled onl
once and then only when the RevisionCounter changes. For static variables, thg
FDI® Server can use the MinimumSamplingInterval -1 (indeterminate).

The Value Attribute is the Parameter value, and — for the online representation — reflects the
devide datawalue.
The batatypeAttribute s am OPC YA DataType chosemtomatch—the EBBt—type—and-size.

Table 50 shows the correspondence between the EDDL types and sizes and the OPC UA
VariableTypes and standard DataTypes.
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Table 50 — Correspondence between EDDL and OPC UA standard data types

EDDL Data Type OPC UA VariableType OPC UA Constraints
DataType
Arithmetic
INTEGER BaseDataVariableType, |SByte When the size specified in EDDL is 1 byte.
AnalogltemType - . -
Int16 When the size specified in EDDL is 2
bytes.
Int32 When the size specified in EDDL is 3 or 4
bytes.
Int64 When the size specified in EDDL is,|6, 7
or 8 bytes.
UNSIGNED_INTEGER |BaseDataVariableType, |[Byte When the size specified in EDBL-is 1 pyte.
AnalogltemType ) e )
Uint16 When the size specified in EPDL is 2
bytes.
Uint32 When the size specified in EDDL is 3 pr 4
bytes.
Uint64 When the siz€ specified in EDDL is 5,6, 7
or 8 bytes.
DPUBLE BaseDataVariableType, |Double
AnalogltemType
FLOAT BaseDataVariableType, |Float
AnalogltemType
ENUMERATED See 15.6.5 Byte When the size specified in EDDL is 1 pyte.
Uint16 When the size specified in EDDL is 2
bytes.
Ulpt32 When the size specified in EDDL is 3 pr 4
bytes.
Ulnt64 When the size specified in EDDL is 5,|6, 7
or 8 bytes.
BIT_ENUMERATED See 15.6.6 Byte When the size specified in EDDL is 1 pyte.
Uint16 When the size specified in EDDL is 2
bytes.
UInt32 When the size specified in EDDL is 3 pr 4
bytes.
Uint64 When the size specified in EDDL is 5,6, 7
or 8 bytes.
Dateqand-Time
DATE BaseDataVariableType |UtcTime The data type DATE consists of a cal¢ndar
(a 64-bit signed |date. This data type has special
integer which codification in the device. Conversion|to
represents the |UtcTime is necessary when reading it|[from
number of 100 |the device. Conversion back to DATE[is

nanosecond
intervals since
January 1,
1601 (UTC))

necessary when writing it to the device. On
write, if invalid data is written, the service
returns an appropriate error in the
serviceResult and the diagnosticinfo data
members of the ResponseHeader and
does not accept the data.
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EDDL Data Type

OPC UA VariableType

OPC UA
DataType

Constraints

DATE_AND_TIME

BaseDataVariableType

UtcTime

The data type DATE_AND_TIME consists
of a calendar date and a time. This data
type has special codification in the device.
Conversion to UtcTime is necessary when
reading it from the device. Conversion
back to DATE_AND_TIME is necessary
when writing it to the device. On writing if
invalid data is written, the service returns
an appropriate error in the serviceResult
and the diagnosticInfo data members of
the ResponseHeader and does not accept

the ddid.

w]

URATION

BaseDataVariableType

Duration

(a Double that
defines an
interval of time
in milliseconds
(fractions can
be used to
define sub-
millisecond
values))

The DURATION data type is a time
difference that consists of a time-in
milliseconds and an optionahday cour
This data type has special todification
the device. Conversion.to\Time is
necessary when readingvit from the dgvice.
Conversion back to’\DURATION is
necessary when(writing it to the devicg.
writing, if invalid data is written, the
service returns. an appropriate error in the
serviceRésult' and the diagnosticinfo data
members of the ResponseHeader and
doeg’ not'accept the data. The OPC
Duration type is limited to approximate
49,7 days, which is less than the
thieoretical maximum of the EDDL
DURATION type. If the DURATION
exceeds the OPC maximum, the qualify
should be set to indicate this condition.

—

n

13
o
=}

y

TIME

BaseDataVariableType

UtcTime

The TIME data type consists of a timg and
an optional date. This data type has
special codification in the device.
Conversion to UtcTime is necessary when
reading it from the device. Conversior
back to TIME is necessary when writing it
to the device. On writing, if invalid dafa is
written, the service returns an appropfiate
error in the serviceResult and the
diagnosticlnfo data members of the
ResponseHeader and does not accepf the
data.

T[ME_VALUE[4]

BaseDataVariableType

Duration

TIME_VALUE is the "number of 1/32 ms".
The "Duration" is calculated by multiplying
the TIME_VALUE with 0,031 25 (which is

the float equivalent for 1/32 ms).

T|ME_VALUE{8]

BaseDataVariableType

UtcTime

The data type TIME_VALUE is used t
represent date and time in the required
precision for application clock
synchronization. This data type has special
codification in the device. Conversion|to

UtcTime-is-pecessarwhenteading-itlfrom

J
the device. Conversion back to
TIME_VALUE is necessary when writing it
to the device. On writing, if invalid data is
written, the service returns an appropriate
error in the serviceResult and the
diagnosticlnfo data members of the
ResponseHeader and does not accept the
data.
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EDDL Data Type

OPC UA VariableType

OPC UA
DataType

Constraints

String

ASCII

BaseDataVariableType

String

Conversion to String is necessary when
reading it from the device. Conversion
back to ASCII is necessary when writing it
to the device. On writing, if invalid
characters are written, the service returns
an appropriate error in the serviceResult
and the diagnosticInfo data members of
the ResponseHeader and does not accept
the string.

B|T_STRING

BaseDataVariableType

ByteString

Conversion to ByteString is necessary
when reading it from the device.
Conversion back to BIT_STRINGis
necessary when writing it to-the.devic
writing, if invalid characters are written
the service returns an appropriate error in
the serviceResult and‘the“diagnosticlnfo
data members of the-ResponseHeadef and
does not accept the’ string.

On

14

BaseDataVariableType

String

Conversion t6\String is necessary whg¢n
reading it from'the device. Conversior
back to EUC is necessary when writinp it
to the(deyice. On writing, if invalid
chafatters are written, the service retlirns
an appropriate error in the serviceReqult

and the diagnosticlnfo data members pf
the ResponseHeader and does not acfept
the string.

Y]

NCKED_ASCII

BaseDataVariableType

String

Conversion to String is necessary whg
reading it from the device. Conversior
back to PACKED_ASCII is necessary when
writing it to the device. On writing, if
invalid characters are written, the ser
returns an appropriate error in the
serviceResult and the diagnosticInfo data
members of the ResponseHeader and
does not accept the string.

=}

ice

Y]

\SSWORD

BaseDataVariableType

String

Conversion to String is necessary whg¢n
reading it from the device.

FDI® Servers shall allow PASSWORD
Variables to be read only when a secyre

OPC UA channel has been created, i.¢., a
channel with encryption.

V|SIBLE

BaseDataVariableType

String

Conversion to String is necessary whg
reading it from the device. Conversior
back to VISIBLE is necessary when wfiting
it to the device. On writing, if invalid
characters are written, the service retlirns
an appropriate error in the serviceReqult

and the diagnosticInfo data members pf

=}

th Rocnaoncaollaadar and d o naot o et
the-ResponseHeaderand-does-net-aecep

the string.

OCTET

BaseDataVariableType

ByteString

INDEX

See 15.6.5

String

BOOLEAN

BaseDataVariableType

Boolean

As Table 50 shows, EDDL supports a variety of variable types. While that table shows the
correspondence between the EDDL data types and the OPC UA VariableType, it does not
provide any details on how other EDDL VARIABLE TYPE construct attributes are supported. It
does not provide any details on how other OPC UA BaseDataVariableType attributes should be
set either. Subclause 15.6 is intended to provide details for each EDDL data type.
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15.6.2 Private Parameters

The Parameters specified in an FDI® Package can be declared private using the PRIVATE
Attribute specified in IEC 61804-3. The FDI® Server shall create Nodes in the Information Model
for the private Parameters but they shall not be browsable. The FDI® Server shall return the
Nodelds of private Parameters when the name of such a Parameter is passed to
TranslateBrowsePathsToNodelds (the startingNode argument shall be the "ParameterSet"
Object). Once the FDI® Client has obtained the Nodeld, all Service requests for private
Parameters will be processed in the same way as for public (browsable) Parameters.

An example of private parameters is parameters that should only be modified through an Action.
Thesgparametersshoutd ot bevisibteto FDteClientsto prevent ditectaccess—FDteClients
invoKe Actions to access these private parameters.

15.6.3 MIN_Value and MAX_Value

If on¢ or more MIN_VALUE and MAX_VALUE attributes are specified for a variable in EDDL,
they ghall be mapped to the Min_Max_Values Properties defined in 10.3.

15.6.4 Engineering units
The EngineeringUnits Property defined in IEC 62541-3 and IEC(62541-8 shall be used:
. the variable has the CONSTANT_UNIT defined forxitself in EDDL. In this cas¢ the

if
EhgineeringUnits Property keeps the EDD CONSTANTZUNIT variable attribute. The [FDI®
Skerver shall deal with the fact that CONSTANT_UNHK can be conditional;

e if|the variable is involved in an EDD UNIT relation, it is the FDI® Server’s responsibiljty to
implement the unit code update mechanism.cAn*EDD UNIT relation specifies a reference to
a|variable holding a unit code and a list of dependent variables. When the variable hqglding
the unit code is modified, the list of affected-variables using that unit code shall be refreghed.
When an affected variable is displayed) the value of its unit code shall also be displaygd.

The gtandard OPC UA notifications can be used to report to the FDI® Clients that the unit|code
chanped.

15.6/5 Enumerated Parameters

If no semantic map has_been applied to an enumerated variable, an OPC UA DataVariablg with
the YariableType MultiStateValueDiscreteType (defined in IEC 62541-8) is used for |each
enunmerator in the( EDDL enumerated variable definition — otherwise the VariableType
MultiStateDictionaryEntryDiscreteType shall be used.

The Value Attribute of the DataVariable is the numeric value of the state, and corresponds to
the vplueattribute of the EDDL ENUMERATED TYPE.

The ValueAsText Property of the DataVariable exposes the display value of the state, which
corresponds to the description attribute of the EDDL ENUMERATED TYPE.

The EnumValues Property of the DataVariable contains the complete list of enumerations, i.e.,
a table where each element is a structure consisting of EDDL ENUMERATED TYPE attributes
"value", "description", and "help". If no HELP Attribute exists in the EDD, the value of the
description attribute will also be used for this purpose.

15.6.6 Bit-enumerated Parameters

A DataVariable of OPC UA OptionSet VariableType is used for each EDDL BIT ENUMERATED
VARIABLE definition. The OPC UA DataType is an array of Boolean where one Boolean is used
per bit in the EDDL BIT_ENUMERATED VARIABLE definition.
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The Boolean array of the DataVariable reflects the status of all bits. TRUE is used when a bit
is set and FALSE when a bit is reset.

The EnumValues Property of the DataVariable contains the complete list of bit enumerations,
i.e., a table where each element is a structure consisting of EDDL BIT ENUMERATED TYPE
attributes "bit position", "description", and "help". If no HELP Attribute exists in the EDD, the
value of the description attribute will also be used for this purpose.

15.6.7 Representation of records

A complex DataVariable is used to represent EDDL RECORD Parameters. The root
Data)/ariable represents the record itself. It will have component DataVariables that repr¢sent
the HDDL RECORD MEMBERS. (The MEMBERS of an EDDL RECORD are defined. in“§EDDL
by means of a reference to an EDDL VARIABLE.)

See Figure 21 for an example of how records are represented in the OPC UAAddressSpace.

PARAMETERS
{ BaseDataVariable Type’;
aram A, recl ; Param A
aram B, rec2 ; -
RECPRD recl RECORD rec2 X
(AccessLevel=CurrentRead
{ {
[LABEL "Rec"; LABEL "Rec";
VEMBERS MEMBERS
{ Y
X, x_member ; X, x_member ; (AccessLevel=CurrentWrite
Y, y member; Y, y member;
}
} }
BaseDataVariableType:
VARIABLE x member VARIABLE x menbger P B
{ { aram_
[ ABEL "X"; LABEL "X
['YPE FLOAT ; TYPE FLOAT ;
IANDLING READ ; HANDLING READ ;
) ) X
(AccessLevel=CurrentRead
VARIABLE y member VARTIABLE y member
{ {
LABEL  "Y"; LABEL  "Y"; Y
FYPE ENUM (1=} TYPE ENUM (1) (AccessLevel=CurrentWrite
IANDLING WRITE ; HANDLING WRITE ;
} }

IEC

Figure 21 — Example: Complex variable representing a RECORD

BrowseName and DisplayName of the root DataVariable are set to the EDD identifier of the
EDDL VARIABLE that implements this RECORD type. The DataType Attribute of the "root"
DataVariable is BaseDataType. The ValueRank Attribute is used to specify that the value
contains an array. The Value Attribute represents the values of all members in the order as
defined for the RECORD. According to the example in Figure 21, the first variant will contain a
floating point value and the second will be a numeric value representing the Enumeration.

For each component DataVariable that represents an EDDL RECORD MEMBER:

e The BrowseName is the identifier of the corresponding EDDL VARIABLE.
e The DisplayName is the LABEL attribute of the corresponding EDDL VARIABLE.

e The Description is the HELP Attribute of the corresponding EDDL VARIABLE.
Bad_Attributeldinvalid shall be used if the EDD contains no Help.
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e The AccesslLevel is derived from the HANDLING attribute. Readable and Writeable shall be
used if the EDD contains no HANDLING attribute.

15.6.8 Representation of arrays, and lists of Parameters with simple data types

A single DataVariable will represent an EDDL VALUE_ARRAY or LIST item when the data type
of the referenced array element has a simple data type.

The OPC UA DataVariable Attributes are set as follows:

e DataType is set to the type of the array element (see Table 50 for the data type mapping).

e The ValueRank Attribute is used to specify that the value contains an array. In case pf an
EDDL VALUE_ARRAY, the number of elements is exposed in the ArrayDimensgions
tribute. In the case of an EDDL LIST, the ArrayDimensions Attribute is not exposed| The
nbimber of elements is unspecific since the size can change dynamically.

15.6. Representation of values arrays, and lists of RECORD Parameters

Valu¢ arrays or lists of non-simple data types will be represented as ORCYUA array of complex
variaples. Figure 22 shows the EDDL sample code of a VALUE_ARRAY/of RECORDs anf the
corrgsponding complex variable in the OPC UA AddressSpace.

VALUE ARRAY v ar .

e _art BaseDataVariable Type
LABEL nYy: ArrT: v arr
TYPE va elem rec; —

NUMBER OF ELEMENTS 2;

\

I
—¢—< va_elem_rec_1 )
RECORD va_elem_rec

{
LABEL "VA Element";
MEMBERS
{
X, x_member;
)
}
}
VARIABLE x member
( va_elem_rec_2
LABEL  "X";
TYPE FLOAT;

VARIABLE y m¢gnber
{

LABEL\\ *"Y";

T YRR ENUM (1);
}

-

IEC

Figure 22 — CompleXx variable representing a VALUE_ARRAY of RECURDs

In the FDI® Server AddressSpace, a complex DataVariable is used to represent the entire
VALUE_ARRAY. Each VALUE_ARRAY element, which is in fact a RECORD, is represented as
a component complex DataVariable. The RECORD MEMBERS are also represented as
component DataVariables. The FDI® Client refers to the X member of the first record in the
array through the BrowseName v_arr.va_elem_1.x_member. Note that the index always begins
with “1°.

The DataType Attribute of all complex root DataVariables is BaseDataType. The ValueRank
Attribute is used to specify that the value contains an array. The Value Attribute represents all
VALUE_ARRAY entries. The first element corresponds to the first array entry and so on. Each
element in turn contains an array. This may either be an array of simple types or an array of
BaseDataType. A RECORD is always represented as an array of BaseDataType.
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15.6.10 Representation of COLLECTION and REFERENCE ARRAY

The EDDL constructs COLLECTION and REFERENCE ARRAY are mapped to Functional Group
Objects (see 15.7) when used for grouping only.

15.6.11 SCALING_FACTOR

If the EDD includes a SCALING_FACTOR attribute for an EDD VARIABLE, it shall be mapped
as follows.

e The Parameter value and associated Properties (like Ranges) shall be exposed in raw
v Hrg HoHity fent (or

. he SCALING_FACTOR shall be provided in a Property with the BrowseName
"$calingFactor". The DataType shall be "Double". If the SCALING_FACTOR.imthe EDD is
ah expression, this expression will be computed by the EDD Interpreter.

e The SCALING_FACTOR is also included in UID documents.
15.6[12 EDDL CLASS Attributes on Parameters
The [EddIDictionary Object is a dictionary with the purpose of representing EDDL CLASS

AttriQutes for Parameters. "HasDictionaryEntry" references are (used to associate a parameter
with EDDL CLASS attributes.

Note[that only these EDDL CLASS attributes are mapped to the FDI® Information Model| that
are used in a consistent way by EDDL implementatiofis,

The OPC UA types and objects are defined in Table 51, Table 52, and Table 53.

Table 51 — Definition of EddIDictionaryType

Afttribute Value

BrowgeName EddIDictionaryEntryType
IsAbsltract FALSE

Relferences NodeClass BrowseName DataType TypeDefinition Modelling Rufe
SubType of DictionaryEntry.defined in OPC UA for Devices (DI) Part 100

Table 52 — Definition of EddIDictionary Object

Attribute Value
BrowgeName EddIDictionary
References NodeClass BrowseName DataType TypeDefinition Modelling Rule

Component of the DataDictionaries Object defined in IEC 62541-100

HasTypeDefinition |ObjectType |DictionaryFolderType

HasComponent Object ParameterClass DictionaryFolderType
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Table 53 — Definition of Parameter Class Attributes

Attribute Value
BrowseName ParameterClass
Modelling
References NodeClass BrowseName DataType TypeDefinition Rule
HasTypeDefinition | ObjectType DictionaryFolderType
HasComponent Object Alarm EddIDictionaryEntryType
HasComponent Object Contained EddIDictionaryEntryType
HaSC III'JUIICIIt Clﬁjc\.t CUIIU\Jt;UII Edd:Dl\;tlUllGlyEIItIyTy'JU
HasComponent Object Device EddIDictionaryEntryType
HasComponent Object Diagnostic EddIDictionaryEntryType
HasClomponent Object Dynamic EddIDictionaryEntryType
HasComponent Object Input EddIDictionaryEntryType
HasClomponent Object Local EddIDictionaryEntryType
HasComponent Object Operate EddIDictionharyEntryType
HasComponent Object Output EddIDictioharyEntryType
HasClomponent Object Service EddiDictionaryEntryType
HasComponent Object Specialist EddIDictionaryEntryType
HasClomponent Object Temporary EddIDictionaryEntryType
HasComponent Object Tune EddIDictionaryEntryType
To illustrate the model, an example is shown ifFigure 23.
DataDictionaries DIctIot_',l_aryFolder
ype
A
A
DictionaryEntty
Device Type
+ EddIDictionary
] R
PafameterSet ParameterClasses EddiDictionary
L EntryType
7'y
'y
- Parameter1 L t Local
-
hasDictionaryEntry
Diagnostics
~ hasDictionaryEntry
Dynamic
IEC

Figure 23 — Example of EDDL CLASS Attributes in the FDI® OPC UA Information Model
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15.7 Functional Groups

FunctionalGroups are used to group Variables (EDDL parameters) or Actions (EDDL methods).
They have a recursive definition, that is, FunctionalGroups may reference other
FunctionalGroups.

Both Devices and Blocks may have FunctionalGroups. EDDL MENUs, EDDL BLOCK_A
PARAMETERS, COLLECTIONs, and REFERENCE ARRAYS are the building blocks for
FunctionalGroups. The proper attributes of these EDDL constructs control which elements are
referenced by the Functional Group.

o \/’AR:ABLE, RECORD, Ul ‘V’ALUE ARRA‘I’ VVi“ caustS d IUfUIUIIbG tU tilU L;UIIUDIJUIIUIiII\d FDI®

Plarameter. Bl

¢ METHODs will be used to organise FDI® Action Objects.
E
S

ements that represent one of the building blocks again will cause a-reference|to a
Ibordinate Functional Group.

Root|MENUSs as defined in IEC 61804-4 will be top-level Functional Groups. The FDI® Sgrver
genefates the whole hierarchy of FunctionalGroups by browsing the \EDDL MENU and|their
ITEMS attribute definitions. The FunctionalGroups reproduce the same'structure of the MENUSs
as they are defined in EDD for the Device or Block.

All FunctionalGroups are instantiated in both the offline and“the online representation| of a
Devige. Naming conventions defined in IEC 61804-4 (can be used to determine |if a
FunctionalGroup is relevant for offline or online.

The BrowseName Attribute of a FunctionalGroup.is the EDD identifier of the menu or the
instapce identifier of the block. The naming conventions defined in IEC 61804-4 can be usked to
determine if a FunctionalGroup is relevant forPC or handheld.

The DisplayName Attribute of a FunctioghalGroup is the LABEL attribute of the correspomnding
build|ng block.

The Pescription Attribute of acFunctionalGroup is the value of the HELP Attribute of the
corrgsponding building block:-Bad_Attributeldinvalid shall be used if the EDD contains no Help.

FunctionalGroups expoSing standard sets of Parameters such as diagnostic information wlill be
created for an EDD;'which comply with the menu conventions for PC-based applicatign as
defingd in IEC 61804<4.

15.8| AXIS élements in UIDs

AXIS| eleménts are not represented as instances in the FDI® information model. Howevdr, an
EDDL"AXIS has writable VIEW_MIN/VIEW_MAX attributes. They shall be modified by the|FDI®
Client o inform the server about the zooming, scrolling or positioning.

To enable this modification, the FDI® Server shall create variable nodes for each of these
attributes in the Information Model. They need not be browsable. The Nodelds of these nodes
are included into the UID document as described in the UID schema.

15.9 Actions

FDI® Actions are used to represent EDD METHODs. Only EDD METHODSs that are to be called
by the FDI® Client as part of a UID or a UIP shall be exposed as FDI® Actions. If METHODs
defined in IEC 61804-3, which include the pre or post read, edit and write actions are exposed
as Actions, they shall not be browsable. The names of these actions will be communicated to
the Client as part of a UID document. These names can be passed to
TranslateBrowsePathsToNodelds to get the matching Nodeld.
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All Actions are instantiated in both the offline and the online representation of a Device.
The BrowseName Attribute of an Action is the EDD identifier of the METHOD.
The DisplayName Attribute of an Action is the LABEL attribute of the EDDL METHOD.

The Description Attribute of an Action is the HELP Attribute of the EDDL METHOD.
Bad_Attributeldinvalid shall be used if the EDD contains no Help.

The execution of an Action causes the execution of the EDD Method implementation. This is
specfffedimdetairimtEC62769-2-

The METHODs specified in an FDI® Package can be declared private using thé/PRIVATE
AttriQute specified in IEC 61804-3. The FDI® Server shall create Action Objects in the
Inforation Model for the private METHODs but they shall not be browsable. The' FDI® Server
shall[return the Nodelds of private Actions when the name of such an Action is passéd to
TranglateBrowsePathsToNodelds (the startingNode argument shall be the 'ActionSet" Object).
Oncqg the FDI® Client has obtained the Nodeld, private Actions can becinvoked and procgssed
in the same way as public (browsable) Actions.

15.10 UIPs

UlIPs|are specified in the FDI® Package via the SupportedUiPs element. Each UIP is uniguely
identjfied by a UUID.

UIPs|are not exposed in the FDI® AddressSpace.but they can be referenced and accgssed
usingd the UUID. This is specified in IEC 62769-2:

15.11 Protocols, Networks and Connection Points

The FDI® Server will create specific Pretocol Types (sub-type of the ProtocolType definged in
IEC $2541-100) for natively supported”Protocols. Additional Protocol Types might be created
for Communication Servers based on the Protocols they support.

Spedific ConnectionPoint (Types (sub-types of the ConnectionPointType defined in
IEC $2541-100) will be created for natively supported Protocols. Additional Types might be
creafled for Communication Servers based on the Protocols they support.

The fypes are created as specified in the protocol-specific series of standards IEC 6276911xx.

DDL
.g. (see
IEC 61804-3). In the OPC-UA address space, the semantic identifiers are represented by
concrete object types derived from the abstract type DictionaryEntryType. The concrete
reference type HasDictionaryEntry binds the semantic object to the OPC-UA object
representing the EDDL construct (e.g. COLLECTION, VARIABLE). SEMANTIC_MAP can also
be used to map enumeration items to semantic identifiers (e.g. units).

The EDDL SEMANTIC_MAP construct maps a list (one or more) keys to a list (one or more)
values. The keys are data dictionary ids and the values are EDDL item identifier.

A DictionaryEntryType Object is created for each key term (data dictionary id) of the EDDL
SEMANTIC_MAP. The key value is mapped to the BrowseName and Nodeld property of the
DictionaryEntryType Object.
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A HasDictionaryEntry reference is created for each value listed in the EDDL SEMANTIC_MAP
construct with the SourceNode set to the Nodeld of the OPC UA object representing EDDL item
identified.

15.13 Dictionarylds Property

For enumerated Variables or Enumeration DataTypes (see IEC 61804-3), the enumeration
values may have a specific reference to a dictionary entry. To express this, Enumeration and
OptionSet DataTypes or Variables with VariableTypes like MultiStateDiscreteType,
MultiStateValueDiscreteType or OptionSetType reference an additional Property with the
BrowseName Dictionarylds which provides a Value with an array of DataType Nodeld where

eachwmmﬁmm—mmmﬁm—ﬁmm The
Dictionarylds Property is formally defined in Table 54.

Table 54 — Dictionarylds Definition

Attribute Value
BrowseName Dictionarylds
IsAbdtract False
TypebDefinition PropertyType
DataType Nodeld[]

15.14 MultiStateDictionaryEntryDiscreteType
This VariableType defines the general characteristics of a Discreteltem that can have more{than

two gtates including semantic definitions. The MultiStateDictionaryEntryDiscreteType derives
from [the MultiStateDiscreteType. It is formally(defined in Table 55.

Table 55 — MultiStateDictionaryEntryDiscreteType definition

Atf{ribute Value

BrowgeName |MultiStateDictionaryEniryDiscreteType

Node[lass VariableType
ValugRank Scalar
DataType Ulnteger

IsAbdtract FALSE

Ref¢rences |NodeClass BrowseName DataType TypeDefinition | ModellingRule

Subtype of the.MultiStateDiscreteType defined in IEC 62541-8; i.e the Properties of that type are inherited.

HasPfoperty) |Variable EnumDictionary Entries Nodeld[][] PropertyType Optional

HasProperty Variable ValueAsDictionary Entries Nodeld]] PropertyType Mandatory

EnumDictionaryEntries is a two-dimensional array of Nodelds. The first dimension is used to
list all possible dictionary entry values for the related variable in a specific dictionary (e.g. CDD
or eCl@ss). The second dimension is used to reference this dictionary. The size of the first
array dimension shall be the same as the size of EnumStrings.

ValueAsDictionaryEntries provides a list of all dictionary entry values in the different dictionaries
related to the current value of the variable.

If an instance of this type is writeable, the property ValueAsDictionaryEntries shall be writeable
as well. Clients are allowed to write an array with only one entry and the server is responsible
to resolve additional appropriate entries. This will have the same result as writing the value
attribute, but the client does not need knowledge about the numeric values.
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The Nodelds represent the dictionary entries and can be generated with dictionary knowledge.

15.15 GetNodeldsByDictionaryEntryld

GetNodeldsBySemanticld is a custom query used to get the Nodelds for nodes that have a
HasDictionaryEntry Reference to a DictionaryEntryType Object matching the provided
DictionaryEntryld. The Method returns only nodes that are referenced by the StartingNode with
the defined ReferenceType.

Signature

GetNodeIdsByDictionaryEntryId (
[in] NodeId StartingNode
[in] NodeId ReferenceType
[in] NodelId DictionaryEntryId

[out] NodeId[] Nodes

) ;
The Method arguments and result codes are described in Table”56 and Table 57.

Table 56 — GetNodeldsByDictionaryEntryld Method arguments

Argument Description

StartingNode A Nodeld defining the starting node for the query.

ReferenceType A Nodeld defining the Referenee\Type to take into account for the query.

DictignaryEntryld A Nodeld defining the DictionaryEntry Object that represents the queried dictionary entfy.

Nodep Contains an Array of Nodelds of the nodes that match the provided query parameters.
Table 57 — GetNodeldsByDictionaryEntryld Method result codes
Result Code Description
Bad_|InvalidArgument See IEC 62541-4 for a general description. Invalid file handle in call.
Bad_[NotWritable See |IEC 62541-4 for a general description. File might be locked and thus not writable.
Bad |InvalidState See IEC 62541-4 for a general description. File was not opened for write access.

Tablg 8/ specifies the AddressSpace representation for the GetNodeldsByDictionaryEntryld
Method.

Table 58 — GetNodeldsByDictionaryEntryld

Attribute Value
BrowseName GetNodeldsByDictionaryEntryld
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
HasProperty Variable OutputArguments |[Argument[] |PropertyType Mandatory
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16 Profiles

This chapter defines the profiles and conformance units for the OPC UA Information Model for
FDI® Clients and FDI® Servers. Profiles are named groupings of conformance units. Facets are
profiles that will be combined with other Profiles to define the complete functionality of an OPC
UA Server or Client.

FDI® Servers (FDI® Hosts) that implement a subset of the FDI® Information Model that is
relevant for generic OPC UA Clients shall implement as a minimum the
BaseDevice_Server_Facet specified in IEC 62541-100 (OPC UA for Devices).

TabIJe 59 specifies the facet for FDI® Servers (FDI® Hosts) that support FDI® Clients.

Table 59 — FDI® Server Facet Definition

Cgnformance Unit Description Optiorl];zll
Mandatory

FDI®|Information Model | Support Objects that conform to the Types specified in this;décument | M
and in IEC 62541-100.

Tablg 60 defines the facet for FDI® Clients that use the FDI®{nformation Model.

Table 60 — FDI® Client Facet/Definition

Conformance Unit Description Optional/
Mandatory
FDI®|Client Information Model | Consume Objects thaticonform to the Types specified in this M
document and in IEC 62541-100.
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Annex A
(normative)

Namespace and Mappings

This annex defines the numeric identifiers for all of the numeric Nodelds defined in this
document. The identifiers are specified in a CSV file with the following syntax:

<SymbolName>, <Identifier>, <NodeClass>

Instapce Node that appears in the specmcatlon and the Identifier is the numeric value fgr the
Nodgqgld.

The BrowsePath for an Instance Node is constructed by appending the BrowseName df the
instapce Node to the BrowseName for the containing instance or type. An underscore charpcter
is used to separate each BrowseName in the path.

The [NamespaceUri http://FDI-cooperation.com/OpcUa/FDI5/ is applied to Nodelds defined
here

An electronic version of the complete Information Model¢defined in this document is|also
provided. It follows the XML Information Model Schema syftax defined in IEC 62541-6.

The Information Model Schema released with this version of the standard is in a separate file
with hame:

QPCUA_Part5_Model V1.1\Opc.Ua.FDI5 ,NédeSet2.xml



http://fdi-cooperation.com/OpcUa/FDI5/
http://www.fdi-cooperation.com/tl_files/Specification/1.0/Schemas/FDi2025.NodeSet2.xml
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

INTEGRATION DES APPAREILS DE TERRAIN (FDI®) —
Partie 5: Modéle d'Information FDI®
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Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation com
I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L'IEC a pour’ob
oriser la coopération internationale pour toutes les questions de normalisation dans les_domain
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systémes de l'entreprise, du comité d'études 65 de I'lEC: Mesure, commande et automation
dans les processus industriels. |l s'agit d'une Norme internationale.

Cette troisieme édition annule et remplace la deuxiéme édition parue en 2021. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) ajout d'INTERACTIVE_TRANSFER_TO_DEVICE ACTION.
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INTEGRATION DES APPAREILS DE TERRAIN (FDI®) -

Partie 5: Modéle d'Information FDI®

1 Domaine d'application

La pré
objed atig

consgquent, il représente les appareils du systeéme d'automatisation ainsi que les réseadix de
comrunication connectés, y compris leurs propriétés, leurs relations et les opérations dgnt ils
peuvent faire I'objet. Les types présents dans I'AddressSpace du Serveur FDI®constituent un
catalpgue, qui est créé a partir des Paquetages FDI®.

-

Les types fondamentaux pour le Modéle d'Information FDI® sont définisydans I'OPC UA|pour
les Appareils (IEC 62541-100). Le Modeéle d'Information FDI® spécifie) des extensions |pour
quelques cas spéciaux et explique la fagon dont ces types sont utilisés et dont les confenus
sont ponstruits a partir des éléments de DevicePackages.

L'architecture FDI® compléte est représentée a la Figure 1.4 es composants architecturaux qui
relévent du domaine d'application du présent document ént été mis en évidence dans [cette
reprdsentation.

1 FDI® est une marque déposée de I'organisation a but non lucratif Fieldbus Foundation, Inc. Cette information est
donnée a l'intention des utilisateurs du présent document et ne signifie nullement que I'lEC approuve le détenteur
de la marque ou I'emploi de ses produits. La conformité n'exige pas l'utilisation de la marque. L'utilisation de la
marque exige l'autorisation du détenteur de la marque.
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Matériel de-

i

Figure 1 — Diagramme de I'architecture FDI®

2 Reéférences normatives

Les documents suivants sont cités dans le texte de sorte qu'ils constituent, pour tout ou partie
de lgur contenu, des~exigences du présent document. Pour les références datées, seule
I'éditlon citée s'applique. Pour les références non datées, la derniére édition du documept de
référence s'applique(y compris les éventuels amendements).

IEC ©61784-1-3)2023, Réseaux industriels — Profils — Partie 1-3: Profils de bus de terrgin —
Famifle de profils de communication 3

IEC 1904 2 |l o dicona

Qf
OT oo, CoUropPooT

dao |'nptranrian IOCS

aAQ
Tt 1Co - oyotCTmCoGC— T CTtTr C oot

escription électronique de

Q

fonctionnels (FB) pour les proc 2dés lndustriels et le langage de
produits (EDDL) — Partie 3: Sémantique et syntaxe EDDL

IEC 61804-4, Les dispositifs et leur intégration dans les systéemes de [l'entreprise — Blocs
fonctionnels (FB) pour les procédés industriels et le langage de description électronique de
produits (EDDL) — Partie 4: Interprétation EDD

IEC 62541-3, Architecture unifiée OPC — Partie 3: Modele d'espace d'adressage
IEC 62541-4, Architecture unifié¢e OPC — Partie 4: Services

IEC 62541-5, Architecture unifie¢e OPC — Partie 5: Modele d'information
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IEC 62541-6, Architecture unifiée OPC — Partie 6: Mappings

IEC 62541-8, Architecture unifiée OPC — Partie 8: Accés aux données

IEC 62541-100, Architecture unifiée OPC — Partie 100: Interface d'appareils

IEC 62769-1, Intégration des appareils de terrain (FDI®) — Partie 1: Vue d'ensemble

IEC 62769-2, Intégration des appareils de terrain (FDI®) — Partie 2: Client

IEC 62769-3, Intégration des appareils de terrain (FDI®) — Partie 3: Serveur
IEC 62769-4, Intégration des appareils de terrain (FDI®) — Partie 4: Paquetages EDI®

IEC 62769-6, Intégration des appareils de terrain (FDI®) — Partie 6: Mappings de technolpgies
FDI®

IEC 62769-7, Intégration des appareils de terrain (FDI®) — Partie 7: Appareils de communidation

IEC 6$2769-1xx (toutes les parties), Intégration des appareils de terrain (FDI®) — Partie 1xx-y:
Profils

OPC| 10000-19, OPC Unified Architecture — Part 195(Dictionary Reference (disponible an
anglgise seulement

3 Termes, définitions, abréviations, acronymes et conventions

3.1 Termes et définitions

Pour| les besoins du présent document, les termes et définitions de I'lEC 62769-1 ¢t de
I'"EC|62769-3 s'appliquent.

L'ISQ et I'IEC tiennent a jouf des bases de données terminologiques destinées a étre utilsées
en ngrmalisation, consultables aux adresses suivantes:

o |EC Electropedia:'disponible a I'adresse https://www.electropedia.org/

e 130 Online bréwsing platform: disponible a I'adresse https://www.iso.org/obp
3.2 | Abréviations et acronymes

Pour|les (besoins du présent document, les abréviations et acronymes de I'lEC 62769-1 |ainsi
que |FS suivants s'appliquent.

IHM Interface homme-machine

SCADA (Supervisory Control and Data Commande de surveillance et d'acquisition de
Acquisition) données

TCP (Transmission Control Protocol) Protocole de contrble de transmission

3.3 Conventions
3.3.1 Utilisation de majuscules

La mise en majuscules de la premiere lettre des mots est utilisée dans la série IEC 62769 pour
souligner un terme défini spécifique a la FDI®.
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3.3.2 Conventions pour la notation graphique

L'OPC UA définit une notation graphique pour un AdressSpace de I'OPC UA. Elle définit des
symboles graphiques pour l'ensemble des NodeClasses et concernant la fagon dont les
différents types de Références entre les Noceuds peuvent étre visualisés. La Figure 2 représente
les symboles pour les NodeClasses utilisés dans le présent document. Les types qui
représentent des NodeClasses comportent toujours une ombre.

Objet ObjectType

Variable ( Variable Type )
Méthode DataType

< ReferenceType

IEC
Figure 2 — Notation graphique de I'OPC UA pour'les NodeClasses

La Higure 3 représente les symboles pour les RefefenceTypes utilisés dans le présent
document. Le symbole de Référence pointe généralement du Nceud d'origine vers le Noeud
cible| La seule exception est la Référence HasSubType. Les Références les plus importantes,
telled que HasComponent, HasProperty, HasTypeDefinition et HasSubType comportent des
symioles spécifiques qui permettent de ne pasiindiquer le nom de la Référence. Pour les autres
RefefenceTypes ou ReferenceTypes dérivés, le nom du ReferenceType est utilisé avec le
symbole.

HasComponent f HasInputvVars ———+

HasProperty H

\4
v

HasTypeDefinition

HasSubType <

Référence
hiérarchique

Référence

non-hiérarchigue.
hl

IEC
Figure 3 — Notation graphique de I'OPC UA pour les Références

La Figure 4 représente un exemple type de l'utilisation de la notation graphique. Object_A et
Object_B sont des instances d'ObjectType_Y indiquées par les Références HasTypeDefinition.
L'ObjectType_Y est dérivé de ['ObjectType X indiqué par la Référence HasSubType.
L'Object_A comporte les composants Variable_1, Variable_2 et Method_1.

Afin de décrire les composants d'un Object sur I'ObjectType, les mémes NodeClasses et
Références sont utilisées sur I'Object et sur I'ObjectType, comme cela est indiqué dans
I'exemple pour I'ObjectType_Y. Les Nodes utilisés pour décrire un ObjectType sont des Nodes
de déclaration d'instance.
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Afin de fournir des informations plus détaillées pour un Node, un sous-ensemble ou I'ensemble
des Attributs et leurs valeurs peuvent étre ajoutés a un symbole graphique (voir, par exemple,
Variable_1, le composant de I'Object_A a la Figure 4).

Types
ObjectType_X

Object_A T

Object_B »»  ObjectType_ Y

Variable_1

H DataType = Int32
Value = -22
AccessLevel = Read

Variable_1

Variable -4

Variable_2 Variable_2

Variable_2

Figure 4 — Exemple de notation graphique de I'OPC UA

i
i

IEC

Afin d'améliorer la lisibilité, le présent document inclut fréquemment le nom de type a l'intgrieur
de la|boite d'instance, plutét que d'afficher les deux bofites et la référence entre celles-ci. Cette
optinjisation est représentée a la Figure 5.

ObjectType_Y:
Qbject_B

BaseVariableType:
Variable_1
BaseVariableType:
Variable_2

|

Figure 5 — Référence de Type optimisée

4 Vue d'ensemble de I'Architecture Unifiée OPC

4.1 Généralités

Le principal cas d'utilisation pour les normes OPC est I'échange de données en ligne entre des
appareils et des systemes IHM ou SCADA. Dans ce cas d'utilisation, les données de I'appareil
sont fournies par un serveur OPC et sont consommées par un client OPC intégré au systéme
IHM ou SCADA. L'OPC fournit une fonctionnalité qui permet de naviguer dans des espaces de
nom hiérarchiques qui contiennent des éléments de données afin de lire, d'écrire et de surveiller
ces éléments pour les modifications de données.

L'OCP UA comprend des fonctionnalités telles que I'Accés aux Données, les Alarmes et les
Données Historiques, par l'intermédiaire de mécanismes de communication indépendants de la
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plateforme et des capacités de modélisation génériques, extensibles et orientées objet, pour
les informations qu'un systéme souhaite exposer.

La version actuelle de I'OPC UA définit un protocole TCP binaire optimisé pour la
communication intranet haute performance ainsi qu'un mapping aux Services web. Le modeéle
de service abstrait ne dépend pas d'un mapping a un protocole spécifique et permet d'ajouter
de nouveaux protocoles ultérieurement. Des fonctionnalités telles que la sécurité, le contrdle
de l'accés et la fiabilité sont directement incluses dans les mécanismes de transport. Selon
I'indépendance des protocoles vis-a-vis de la plateforme, les serveurs et les clients OPC UA
peuvent étre directement intégrés dans les appareils et les contréleurs.

Le mpdéle d'information OPC UA apporte aux serveurs une méthode normalisée pour exposer
des Dbjets aux Clients. Dans les termes de I'OPC UA, les Objets sont composés, d"autres
Objets, de Variables et de Méthodes. L'OPC UA permet également d'exprimer dés reldtions
avec|d'autres Objets.

L'endemble des Objets et des informations connexes qu'un Serveur OPC UA met|a la
dispgsition des Clients est appelé son AdressSpace. Les éléments d'un Modele
d'Objet OPC UA sont représentés dans I'AdressSpace par un ensemhle)de Noeuds décritg par
des Attributs et interconnectés par des Références. L'OPC UA définit différentes classes de
Nceufds pour représenter les composants de I'"AddressSpace, notarmment les Objets (Objects),
Varigbles, Méthodes (Methods), ObjectTypes (Types d'Objets)sDataTypes (Types de Données)
et R¢ferenceTypes (Types de Références). Chaque NodeClass posséde un ensemble défini
d'Attfibuts.

Les Objets (Objects) sont utilisés pour représenter desv-composants tels que des dossiers|, des
Appareils ou des Réseaux. Un Objet est associé awun*ObjectType correspondant qui fournit les
définjtions de cet Objet.

Les Yariables sont utilisées pour représenter des valeurs. Deux catégories de Variables|sont
définjes, les Propriétés et les DataVariabtes.

Les Propriétés (Properties) sont des)caractéristiques définies par un Serveur pour les Objets,
les DlataVariables et d'autres Noeuds. Il n'est pas admis de définir des Propriétés pour d'autres
Propriétés. La Propriété Manufacturer (Fabricant) d'un Appareil est un exemple de Propriété
d'un PDbjet.

Les DataVariables représentent le contenu d'un Objet. Les DataVariables peuvent avoif des
Data)Variables comme composants. Elles sont utilisées généralement par les Serveurs|pour
expoper des éléments individuels de matrices et de structures. Le présent document utilige les
Data)ariablesprincipalement pour représenter les Paramétres des Appareils.

4.2 | Vue d'ensemble des Appareils OPC UA

ORC oy Annaoratle (MIN /IEA A9E A4 1000\ ot i yvional n d
T pPUUT P pParcisS (o) (TEC UZ 0T - TUU ) CST UTTCCATCTIST e

La norme-Arehitecture—uhifiée
la série globale de normes pour I'Architecture Unifiée OPC et définit les modéles d'information
associés aux Appareils. L'IEC 62541-100 décrit trois modéles qui s'appuient les uns sur les
autres, comme suit:

e L'objet du Modéle d'appareil (de base) est de fournir une vue unifiée des appareils, quels
que soient les protocoles d'appareil sous-jacents.

e Le Modéle de Communication d'Appareil ajoute des éléments d'information de Réseau et
de Connexion afin de pouvoir créer les topologies de communication.

e Enfin, le Modéle Device Integration Host (Hote d'Intégration d'Appareil) ajoute des éléments
et des régles supplémentaires exigés pour que les systémes hdtes gérent I'intégration pour
un systeme complet. Il permet également de refléter la topologie du systéme
d'automatisation avec les appareils ainsi qu'avec les réseaux de communication connectés.
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Le modéle d'information des Appareils spécifie les différents ObjectTypes et d'autres éléments
de I'AddressSpace utilisés pour représenter les Appareils et les composants liés, comme
I'infrastructure de communication dans un AddressSpace de I'OPC UA. Les principaux cas
d'utilisation sont la configuration et le diagnostic d'Appareil, mais ce modéle fournit une
méthode générale et normalisée pour permettre aux applications d'accéder aux informations
liees a un Appareil.

La Figure 6 représente un exemple de contréleur de température représenté sous forme d'Objet
d'Appareil. Il s'agit d'un Objet DeviceType qui a un sous-type de TopologyElementType et hérite
de tous les composants de ce type. Le composant ParameterSet contient toutes les Variables
qui décrivent I'Appareil. Le composant MethodSet contient toutes les Méthodes fournies par
I'Appgrell. Les Composanis du type FunctionalGrouplype sont UllliSeES pour regroupgr les
Parametres et les Méthodes de I'Appareil dans des groupes logiques. Le FunctionalGroup[Type
et le| concept de regroupement sont définis dans I'lEC 62541-100, mais les groupés|sont
spécifiques au DeviceType, c'est-a-dire que les groupes ProcessData et Configuration|sont
définjs par le TemperatureControllerType dans cet exemple.

TemperatureControllerType:
Device1
BaseObjectType: )
RarameterSet '
L FunctionalGroupType:
ProcessData BaseObjectType: ]
. MethodSet
Organise 4>( Temperatdre ]—o—
—— Organise 4{ TemperatureSetpoint j—o—
L Organise ChangeSetpoint —
FunctionalGroupType:
Configuration
Organise 4}[ RunState j—bi
Orgdanise P Start +
L Organise » Stop t

IEC
Figure 6 — Exemples d'Appareils OPC UA: Groupes Fonctionnels

Un putre _“concept défini dans [I'IEC 62541-100 est représenté a la Figure 7] Le
ConflgurableObjectType est utilisé pour fournir une méthode de regroupement des sous-
compgasants d'un Appareil et pour indiquer quels types de sous-composants peuvent| étre
instahcrés—tes types attorisés—sont——référencés dcpuib te—dosstet Suppurtchypca. Ces
informations peuvent étre utilisées par des clients de configuration pour permettre a un
utilisateur de choisir le type a instancier en tant que sous-composant de I'Appareil.
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TopologyElement
Type

7

DeviceType

R

BlockType

| FF |_| Profi |

Appareil Bloc
Organise

quelconque

1.1, ConfigurableObjectType:

' Blocks FolderType:
SupportedTypes
1.1 +
0-n BlockType:
_ "l <Blockidentifier> Appargl"o‘;”e”‘e

Figure 7 — Exemples d'Appareils OPC UA: Composants configurables

Le dossier SupportedTypes peut contenir différents sous-ensembles d'ObjectTypes [pour
différlentes instances de I'Appareil orienté'\Bloc en fonction de leur configuration acfuelle
puisdue la liste contient uniquement des types qui peuvent étre instanciés pour la configuration
actuglle.

5 Concepts

5.1 Généralités

Le Sprveur FDI® founnit*aux Clients FDI® un accés aux informations relatives aux instgnces
d'Appareils et aux ‘types d'Appareils, indépendamment de I'emplacement de stockagq des
informations, pat.exemple dans I'Appareil lui-méme ou dans un magasin de données.| Ces
informations sont fournies par les Services OPC UA et sont appelées Modele d'Informfation

dans un Serveur FDI® donné dépend en grande partie des informations contenues dans les
Paquetages FDI®.

5.2 Topologie d'Appareils

L'un des principaux objectifs du Modéle d'Information est de refléter la topologie du systeme
d'automatisation. Le Modeéle d'Information représente donc les Appareils du systéme
d'automatisation ainsi que les réseaux de communication de connexion. Le point d'entrée
Topologie d'Appareils est le point de départ au sein du Modéle d'Information pour la topologie
du systéme d'automatisation. Le point d'entrée Appareils de Communication contient les
appareils de communication utilisés par le Serveur FDI® pour accéder aux éléments de la
topologie. La Figure 8 et la Figure 9 représentent un exemple de configuration et de la topologie
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configurée telle qu'elle apparait dans I'AddressSpace du Serveur FDI® (omission des
informations détaillées).

Le P
les a
conn

Réseau "A"

Station 1 Station 2 é

Réseau "B"

O
D
\(</C)

O
A

&
&
S

K

IEC

X
Appareil\\&QQ
N

: @ . o
Figure 8 — Exemple d&ysteme d'automatisation

C de la Figure 8 représente le boitier du Serveur FDI®. Le Serveur FDI® communiquelavec

[ppareils connectés au RéseqblgA' par une Communication Native et avec les appareils

bctés au Réseau "B" par ur@\~
.\0

mmunication Imbriquée.

O

.

OQ‘
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FolderType:

Obj ects Organise
\— DeviceSet

> Topologie d’Appareil

Carte Réseau "A"

A_CPO

ConnectsToParent

Réseau "A"

ConnectsTo

Réseau "B"
Appareil

ConnectsTo

> NetworkSet

ConnectsToParent

l:'/— Point d’entrée HH Réseau "B" J
[ | Avparei W Statipn 2
:/_ Réseau ConnectsTo\»,—‘
B_CP1
D/— ConnectionPoint

Figure 9 —"Exemple de topologie d'appareils

Des fectangles de couleur(sont utilisés afin de reconnaitre facilement les différents {ypes
d'infgrmations.

Les rlectangles en marron représentent les réseaux. Les rectangles en bleu clair représentent
les Appareils et letjaune clair est utilisé pour les Points de Connexion.

Les fectangles’ en rose clair représentent les points d'entrée qui assurent un comportement
comrmun & travers différentes mises en ceuvre:

. DevicaTopoloay: neeud de dé la confiqurati I log

e DeviceSet: tous les Appareils instanciés sont des composants de cet Objet, c'est-a-dire
qu'ils existent dans I'AddressSpace indépendamment de la Topologie d'Appareils.

e NetworkSet: tous les Réseaux sont des composants de cet Objet.
5.3 En ligne/Hors-ligne

La gestion de la Topologie d'Appareils est une tdche de configuration, c'est-a-dire que les
éléments dans la topologie (Appareils, Réseaux et Points de Connexion) sont généralement
configurés "hors-ligne" et sont validés ultérieurement par rapport a leur représentation physique
dans un réseau réel.
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Afin de prendre en charge l'accés explicite aux informations en ligne ou hors-ligne, chaque
élément est représenté par deux instances schématiquement identiques, c'est-a-dire qu'il existe
un ParameterSet, des FunctionalGroups, et ainsi de suite. Une Référence relie les
représentations en ligne et hors-ligne et permet de naviguer entre elles.

5.4 Catalogue (Définitions de Type)

Les (sous-ensembles de) TopologyElements pris en charge sont organisés en définitions de
Type dans I'AddressSpace OPC UA, et forment ainsi un type de catalogue. Ces définitions sont
généralement générées a partir d'informations descriptives qui proviennent des Paquetages
FDI®. Les définitions de Type contiennent les Paramétres et les valeurs par défaut des
Parafme Ve ; i i ; i 5te i face
utilisgteur. Le Serveur FDI® peut inclure des dossiers dans le modéle de type afin d'orgalni
les types selon le fabricant ou d'autres critéres.

Les définitions de type peuvent alors étre utilisées pour créer des instances(d'Appareil [dans
I'AddressSpace OPC UA. Les instances peuvent étre créées soit hors-lignes soit selorn des
donnges déterminées par un Balayage. La Figure 10 représente un exemple de certaines
définjtions de Type (dont les détails sont omis) telles qu'elles c;;peuvent exister |[dans
I'AddressSpace.

Jypes de base définis dans la Norme
$ d’accompagnement OPC UA pour les Appareils
DeviceType Protocol Type \
1
|
| HARTBusType j | FrausType | | PROFIBusType ‘
| | Catalogue
MfigMDevNO101 MfgADevB0101 MfgPDevQ0101
Type Type Type

IEC
Figure,10 — Exemples de Types d'appareils qui représentent un catalogue

5.5 | Communication

Afin d'intégrer des Appareils, le Serveur FDI® nécessite d'étre capable de communiquer avec
eux. Cette communication est possible au moyen d'une Communication Native ou d'une
Communication Imbriquée.

L'exemple donné a la Figure 9 ci-dessus spécifie que le Serveur FDI® a un accés direct au
Réseau PROFINET en utilisant sa carte réseau PROFINET. Afin d'accéder a la "Station 2", le
Serveur FDI® doit passer par la Station 1 qui fournit les services de communication pour le
réseau PROFIBUS DP (voir I'lEC 61784-1-3, CPF 3). Cette procédure peut étre effectuée avec
une Communication Imbriquée, qui est spécifiée dans I'lEC 62769-3. Les Appareils de
Communication et les Serveurs de Communication sont spécifiés dans I'lEC 62769-7.
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5.6 Informations sémantiques

Le Systéme de types de I'OPC UA fournit un moyen d'exprimer la sémantique d'un Objet. Par
exemple, la Spécification associée des Appareils définit I'ObjectType DeviceType, qui indique
que les instances de cet ObjectType représentent des appareils. Toutefois, la sémantique
détaillée de 'appareil n'est pas davantage spécifiée. Les informations sémantiques fournissent
un moyen d'indiquer qu'un Objet a la sémantique Transmetteur de pression différentielle, par
exemple. Cela permet aux clients de retrouver et d'identifier automatiquement les appareils de
ce type.

Dans I'OPC UA, les Objets comportent généralement des Variables qui contiennent des valeurs
de variabtes—véme site BrowseName oute DisptayNamefourmitumimdice*concermant a la
sémgntique de la Variable, cette méthode ne peut pas étre utilisée pour identifier
autornatiquement la sémantique d'une Variable. Par exemple, le ParameterSetd'un QObjet
Devi¢ceType contient une liste plate des parameétres de I'appareil. Les informations'sémantiques
fournissent un moyen d'indiquer qu'une Variable (dans le ParameterSet, par.e€xemple) 4 une
sémgntique particuliére qui lui est associée. Cela permet aux clients de retrolyver et d'identifier
automatiquement les Variables de ce type.

L'Objet DictionaryEntryType défini dans I'OPC-10000-19 est utilisé pour ajouter| des
inforIla’uons sémantiques aux objets dans le Modéle d'Information FDI®. Les sous-typgs de
DictipnaryEntryType doivent définir leur propre espace de noms (http://iec.ch/cdd/iec61987, par
exeniple). Le Nodeld des Objets doit comporter, en tant que‘partie de l'identificateur, I'indice
d'esface de noms correspondant ainsi que la valeur de la Property ID. Cela permet d'acg¢éder
direcilement a I'Objet Semantic sans indirection supplémentaire. L'Annexe A définit les
identjficateurs numériques de lI'ensemble des Nodelds numériques utilisés dans le prg¢sent
document.

Le Serveur OPC UA doit créer un type d'objet concret dérivé du DictionaryEntryType abgtrait
pour [chaque dictionnaire référencé. Les objets’comme DeviceType, FunctionalGroupType ou
VarigbleType peuvent faire référence a un\ou plusieurs objets DictionaryEntryType a l'aide de
la référence HasDictionaryEntry pour.indiquer la valeur sémantique de l'objet. La progriété
Dictipnaryld de I'objet DictionaryEntryIype contient la valeur d'identificateur d'une entrde de
dictignnaire externe. Un client peutiutiliser ces références pour accéder a des donnégs de
I'appgreil sans qu'il soit nécessaire, d'un point de vue sémantique, de connaitre autre ghose
que |es informations souhaitées (autrement dit, aucun objet BrowseName particulier [n'est
exigq).

L'exgmple suivant fodrhit une vue d'ensemble de ce principe de conception (Figure 11)). Le
Dictipnnaire de données communes (CDD, Common Data Dictionary) de I'lEC est utilisé [dans
cet gxemple, mais il convient de noter que tout dictionnaire éligible peut étre utilisg. Le
Dicticlmnaire de.données communes (CDD) de I'lEC décrit des classes et des propriétés aflin de
définjr les<‘\équipements. Par exemple, la série |EC 61987 décrit les eéquipements
d'autpmatisation de processus. Chaque classe et chaque propriété fournit un ensemble
d'attribdts-(Version, Révision, Nom préférentiel, Définition, etc.). Plus important encore| elle
décritun_identificateur prapre a r‘hzqup classe de Inmlnriétéq Dans le cas du CDD de '|FC, il
s'agit d'un Identificateur international de données d'enregistrement (IRDI, International
Registration Data Identifier). Dans cet exemple, IEC61987DictionalEntryType est défini comme
un sous-type de DictionaryEntryType. Les valeurs d'attributs du CDD de I'lEC contenues dans
I'Objet DifferentialPressureTransmitter de cet ObjectType sont ses valeurs de propriétés. L'IRDI
est défini comme étant la valeur de la propriété ID.
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Matrice de I'espace de noms du .
serveur - DictionaryEntry Type
[4]: http://iec.ch/cdd/iec61987 é$
IEC61987

DictionaryEntry Type

Nodeld: ns=4,i=112/ 4
2/1161987#ABA833#003 \
112/2/11

61987#ABA833#003

IEC

Les

sémdg
exen
La s
d'ény

Figure 11 — Exemple de DictionaryEntryType et d'Objet concrets

Variables peuvent étre des énumérations. Dans ce cas, la Variable peut avoir
ntique particuliére, tout comme chaque élément d'énumération de a)Variable,
ple, une Variable peut contenir les unités de la valeur de mesure qui peut’étre config

Emantique de la Variable proprement dite est donc "unité de mesure". Les élénLents

mération de cette Variable représentent alors une unité de mesur€e spécifique. Da

cas

degre¢s Celsius, le deuxiéme élément des degrés Fahrenheit, le treisieme élément des d¢
Kelviph, et ainsi de suite. L'association d'éléments d'énumération. @ une sémantique particuliére
t aux clients de récupérer automatiquement des informations, comme ['unité de megsure

perm
actue
utilis

Les

DictiopnaryEntries, qui est une matrice de Nodeld. de DataType dans laquelle chaque élé
ent le Nodeld de I'Objet DictionaryEntry correspondant. La Figure 12 donne un exemple:

conti
le P4
Prop
corre
n'est

'une Variable de température, le premier élément d'énumération peut représente

llement configurée, sans qu'il soit nécessaire de cennaitre le code d'unité spéci
E par I'appareil.

Variables énumérées contiennent une propriété supplémentaire définie en 1

rameter2 de la Variable a la Propriété DictionaryEntries. Les éléments de matrice
ieté DictionaryEntries contiennent les Nodelds des Objets Dictionary
spondants. Dans cet exemple, Parameter2[0] est lié a I'Objet Semantic1, Parametg
lié a aucun Objet Semantic, et Parameter2[2] est lié a I'Objet Semantic2.

une
Par
urée.

s le
des
bgrés

ique
5.13,
ment
de la

Entry
r2[1]
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Matrice de I'espace de noms du .
. SemanticType
serveur :
[7]: hitp://MySemanticOrg %
MySemanticType

Nodeld: ns=4 j=Semantic1 Fy

Identificateur \

Nodeld: ns=4 j=Semantic2
Identificateur —

MyDictionnaryEntry Type
Semantic1

MyDictionnaryEntry Type

[ Multi§

o P
oemanticz

BtateSemanticDiscrete Type:
Parameter2

[0] 12, "Enumitem n° 1", "Aide pour Enumltem n°® 1"
[1] 15, "Enumitem n° 2", "Aide pour Enumltem n° 2"

EnumValues

[2] 23, "Enumitem n° 3", "Aide pour Enumltem n°® 3"

[0] "Texte localisé pour Enumltem n° 1"
ValueAsText

[1] "Texte localisé pour Enumltem n° 2"
[2] "Texte localisé pour Enumltem n° 3"

| ]

[0] Nodeld: ns=4,i=Semantic1ldentifier

La methode d'interrogation personnalisée GetNadeldByDictionaryEntryld définie en 15.14

étre
dictidg
d'infg

6 (

Afin

d'Objets et des relations sont’définis a I'Article 7 ci-aprés. Les Serveurs FDI® peuvent m

en og

Selon les regles de FOPC UA, un Serveur OPC UA divise I'AddressSpace en deux partieg:

DictionaryEntries
.

[1] Vide
[2] Nodeld: ns=4,i=Semantic2ldentifier

Figure 12 — Exemple de DictionaryEntries

utilisée par un client pour chercher les snceuds qui font référence a un Id d'entré
nnaire spécifié. Cette méthode permet de trouver efficacement des données a
rmations sémantiques.

Drganisation de I'AddressSpace

de promouvoir l'interopérabilité des Clients FDI® et des Serveurs FDI®, un ense

uvre un sous-ensemble de ces Nceuds normalisés, en fonction de leurs capacités.

Enéréshen fonction des informations descriptives qui proviennent des Paquetages
oir 5.4).

L
9
(

L
T

h pdrtie "Objets" contient la Topologie d'Appareils avec tous les composants instan

outes les instances de I'AddressSpace sont reliées a un type du dossier Types.

IEC

peut
e de
'aide

mble
ettre

h partie“Fypes" contient les informations relatives a tous les composants qui ont été

FDI®

ciés.

Les points d'entrée DeviceSet, NetworkSet et DeviceTopology sont formellement définis

dans I'lEC 62541-100.

e DeviceTopology est utilisé pour agréger les Réseaux du niveau supérieur qui
fournissent un accés a toutes les instances qui constituent la Topologie d'Appareils
((sous-)réseaux, appareils et éléments de communication). Des exemples

d'éléments sont donnés ici et sont affichés en vert.

e Tous les Appareils instanciés sont des composants de I'Objet DeviceSet, c'est-a-dire

gu'ils existent dans I'AddressSpace indépendamment de la Topologie d'Appa
Tous les Réseaux sont des composants de I'Objet NetworkSet.

reils.
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Les Serveurs FDI® peuvent soit créer des Objets d'Appareil automatiquement, soit montrer
uniquement les types disponibles (dossier SupportedTypes) et laisser I|'utilisateur créer ses

propres instances. Lors de l'utilisation d'une Communication Native,

géné

ralement la Topologie d'Appareils sans devoir configurer le Client FDI®.

7 Modéle d'Appareil pour FDI®

7.1

Généralités

le systéeme fournit

Comme cela est |nd|que précédemment, I'lEC 62541-100 specme les types fondamentaux

néce
(prot
impo

7.2

Tous|
de C

bcole de bus de terraln) L'Article 7 rappelle brlevement Ies elements de conce
tants spécifiés dans I'lEC 62541-100 et spécifie des types supplémentaires guiwne
pas rhentionnés dans I'lEC 62541-100.

En ligne/Hors-ligne

les éléments qui apparaissent dans la Topologie d'Appareils (Appareils, Réseaux et B
bnnexion), y compris leur relation, correspondent aux informations-stockées dans la

de dgnnées de configuration du Serveur FDI®. La gestion de ces éléments exige dans la pl

des
docu
donn

Afin
élém

ment), ainsi que le stockage et I'administration des données’connexes dans une bas
pes de configuration (appelées données hors-ligne).

He prendre en charge l'acces explicite aux informations en ligne ou hors-ligne, ch
bnt est représenté par deux instances schématiquement identiques, c'est-a-dire qu'il €

un FRarameterSet, des FunctionalGroups, et ainsi de suite. Une Référence relig
reprdsentations en ligne et hors-ligne et permet“de naviguer entre elles. Cela est représenté a

oints
base
upart

Cas l'accés au composant/appareil physique (appelé données’ en ligne dans le prégsent

e de

aque
xiste
les

la Figure 13.
SomeType_A: - _SJne_Typ_e A1
DeviceSet [ IsOnline — >| Online I
\D i Paramétres i Parametres
NetworkType: : Horsligne : ._Enligne
Réseau PN

ConnectsTo Module: CP _———

\ --r

PN CP 1 E

I:I— ConnectionPoint Module Gy —_— _|

IEC

Figure 13 — Composant en ligne pour I'accés aux données d'appareil

La prise en charge en ligne/hors-ligne est obligatoire pour les Serveurs FDI®. Des informations

detai

Ilées sur le modele et les définitions formelles sont spécifiées dans I'lEC 62541-100.
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7.3 Santé de I'Appareil
7.3.1 Mapping DeviceHealth

La Propriété DeviceHealth indique le statut d'un appareil comme cela est défini par le
document NAMUR NE107. Les Clients FDI® peuvent lire et surveiller cette Propriété afin de
déterminer I'état de I'appareil.

Les Serveurs déterminent le statut de santé a I'aide de la METHOD GetHealthStatus de I'EDD,
qui est définie dans I'lEC 62769-4. La fréquence a laquelle les Serveurs examinent
effectivement le statut de santé peut varier de quelques secondes a quelques minutes.

Le riapping des valeurs de retour de GetHealthStatus a I'OPC UA est spécifié dans le
Tablg¢au 1.

Tableau 1 — Mapping DeviceHealth

GetHealthStatus OPC UA

o
|

hdeterminate (Indéterminé) "Indéterminé" (Indeterminate) n'est pas‘défini dans le type de
données DeviceHealth défini dans I'lEC 62541-100. Les Servqurs
qui ne peuvent pas déterminer le 'statut de santé de I'appareil
doivent renvoyer une opération QPC UA Read (Lecture) pour gette
Propriété avec un code de statut OPC UA, par exemple:

Bad_NotConnected
Bad_OutOfService
Bad_NoCommmunication

Bad_NotSupported

Les yaleurs suivantes peuvent étre mappées aux valeurs, correspondantes définies pour le type de données
DevifeHealth défini dans I'lEC 62541-100.

GetHealthStatus Valeurs du type de données DeviceHealth
1 — Hailure (Défaillance) FAILURE_1
2 — Hunction Check (Vérification CHECK_FUNCTION_2

foncfionnelle)

3 — Qut of Specifications (Hors des OFF_SPEC_3
spécjfications)

4 — Nlaintenance Required (Maintenance MAINTENANCE_REQUIRED_4
exigge)

5 — Good (Correct) GOOD_0

A la|différence de I'OPC UA pour les Appareils (IEC 62541-100), la prise en charge ¢e la
Proptiété.DeviceHealth est obligatoire pour les Objets Device dans la FDI®. Cela est représenté
au Thbleau 2. Le modéle DeviceType complet et sa définition formelle sont spécifiés |[dans
I"'"EC 62541-100.
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Tableau 2 — Définition de DeviceType (extrait applicable au 7.3.1)

Attribut Valeur
BrowseName DeviceType
IsAbstract True
Références NodeClass | BrowseName DataType TypeDefinition ModellingRule

Le sous-type du TopologyElementType est défini dans I'lEC 62541-100

HasClomponent |Variable DeviceHealth |DeviceHealth |BaseDataVariableType |Facultatif >
Obligatoire

7.3.2 DeviceHealthDiagnostics

Dang certains cas, un Appareil peut comporter des informations supplémentaires associégs au
statut de santé, comme la cause possible d'un statut DeviceHealth anormal et des agtions
sugggrées pour rétablir des conditions normales.

Ces lnformations supplémentaires sont disponibles avec, laVariable DeviceHealthDiagnosgtics.
Elle ¢st définie de maniére formelle dans le Tableau 3.

Tapleau 3 — Définition de DeviceType avecDeviceHealth et DeviceHealthDiagnost|cs

Attribut Valeur
BrowgeName DeviceType
IsAbsltract True
Rélférences NodeClass BrowseName DataType TypeDefinition ModellingRule

Le sous-type du TopologyElementType-est défini dans I'lEC 62541-100

HasComponent |Variable DeviceHealth DeviceHealth |BaseDataVariableType | Obligatoire

HasComponent | \lariable DeviceHealthDia |LocalizedText |BaseDataVariableType | Obligatoire
gnostics]]

DeviceHealthBiagheostics—est—une—matrice—de—tLoecalizedFext—Chagque—élément—de—matrice

contient des informations de diagnostic associées. La
régional demandé, spécifié dans la Session OPC UA. Voir le 15.2.1 relatif au choix du langage
approprié pour la Session OPC UA actuelle.

Lorsque DeviceHealth est demandé, le Serveur doit toujours extraire les
DeviceHealthDiagnostics correspondants. Le Serveur doit s'assurer que les valeurs sont
synchronisées en exécutant GetHealthStatus dans un premier temps et en lisant ensuite
DeviceHealthDiagnostics. Le Serveur met en cache DeviceHealthDiagnostics dans le cadre de
la Session OPC UA jusqu'a une nouvelle demande de DeviceHealth.

Si DeviceHealthDiagnostics est lu avec une demande séparée de service, le Serveur doit
renvoyer les informations de diagnostic associées avec le statut DeviceHealth lu derniérement.
Si le statut DeviceHealth n'a pas été Iu dans la Session OPC UA actuelle, le Serveur doit
retourner Bad_NotReadable.
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cune information de diagnostic n'est disponible, la Valeur retournée est Null (nulle).

2023

Voir I'lEC 62769-4 concernant la méthode de mapping de DeviceHealthDiagnostics aux
informations EDD correspondantes.

Exemple de valeur DeviceHealthinformation avec deux éléments de matrice:

[0]:

"Panne d'Alimentation critique\n

Cause possible: Une panne d'Alimentation critique s'est produite\n

Action suggeérée: Vérifier I'équipement/les environnements/le processus.\n"

7.4
7.4.1

L'lEQ
élém

[1]:

"Dysfonctionnement de I'Appareil\n

Cause possible: L'appareil a détecté une erreur ou défaillance matérielle majey
Action suggérée: Vérifier le diagnostic détaillé de 'appareil si possible €t/ou remp
le matériel de I'appareil si nécessaire.\n"

Eléments de l'interface utilisateur
Généralités

62541-100 définit de maniere abstraite la fagon dont les Serveurs peuvent expose
ents d'interface utilisateur aux Clients afin d'afficher unelinterface utilisateur spécifig

un FunctionalGroup d'un TopologyElement.

Le Paragraphe 7.4 spécifie deux types concrets d'éléments utilisateur: les éléments d'inte

utilis
(les \
toujo

La Fi
I'"EC

hteur descriptive (les UID) et les éléments d'intefface utilisateur programmée (exécut
JIP). Les UIP ne sont jamais référencés directement a partir d'un FunctionalGroup. lIs
urs référencés indirectement a partir d'un-UID au moyen de leur Uipld.

gure 14 représente la hiérarchie de types des éléments d'interface utilisateur définis
62541-100 et dans le présent document.

[Base VariabIeType]

Défipidans 'OPC UA éF

polrles Appareils C UIElementType )

re.\n
lacer

r des
ue a

rface
able)
sont

dans

UlDescriptionType ) ( UlIPluginType 1
(UID) (UID)

7.4.2

IEC
Figure 14 — Hiérarchie des Types d'interfaces utilisateur

Type Ul Description

Les Serveurs FDI® peuvent fournir un élément d'interface utilisateur descriptif (un UID) pour
chaque FunctionalGroup. Un tel élément est fourni par le Client FDI®. L'UIDescriptionType est
formellement spécifié dans le Tableau 4.
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Tableau 4 — Définition de I'UIDescriptionType

Attribut Valeur
BrowseName UlDescriptionType
DataType String
IsAbstract False
Références NodeClass BrowseName DataType TypeDefinition ModellingRule

Hérite des Propriétés de I'UIElementType défini dans I'lEC 62541-100.

L'Att
I'NEC
les a

ibut de Valeur fournit I'UID sous forme de Chaine qui contient un élément XMLE.
62769-2 pour la syntaxe des éléments UID. Le Schéma XML pour la Valeur YJB"de
bpareils exposés respecte la méme Version de Technologie FDI® que celle quiest indi

par la Propriété FDIServerVersion (voir Article 14).

7.4.3
Un P

Type Plugiciel d'interface utilisateur

ugiciel d'Interface Utilisateur (UIP) est un module logiciel qui gst.hébergé et exécut

un Client FDI®. Contrairement a une Description d'interface utilisateur (UID), il s'agit

élém

Des
L'UIRA

ent d'Ul exécutable.

Hétails sur I'nébergement et I'exécution des Plugiciels;sont donnés dans I'lEC 627
luginType est formellement spécifié dans le Tableau 5.

Tableau 5 — Définition de 1'UIPluginType

Voir
tous
queée

e par
d'un

Attribut Valeur
BrowgeName UIPlugIinType
DataType Byte
ValugRank 1 — matrice unidimensiopnelle
ArrayPimensions | Uint32[1] — la longuelr (nombre d'octets) de la matrice
IsAbsitract False

Rélférences NodeClass BrowseName DataType TypeDefinition ModellingRule

Hérit¢ des Propriétés de I'UlElementType défini dans I'lEC 62541-100.
HasPfoperty Variable UlIPVariantVersion String PropertyType Obligatoire
HasPfoperty Variable FDITechnologyVersion | String PropertyType Obligatoire
HasPfoperty Variable Runtimeld String PropertyType Obligatoire
HasPfopefty Variable Cpulnformation String PropertyType Obligatoire
HasPfopefrty Variable Platformld String PropertyType Obligatoire
HasProperty Variable Style String PropertyType Obligatoire
HasProperty Variable StartElementName String PropertyType Obligatoire
HasComponent |Objet Documentation FolderType Facultatif

Les UIP peuvent exister dans de nombreuses variantes pour différentes plateformes ou pour
prendre en charge différentes versions. L'Uipld (un identificateur unique défini dans le
Paquetage FDI®) identifie I'UIP, pas une variante spécifique.
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Les UIP n'ont pas a étre exposés dans I'AddressSpace. Avec I'Uipld, le Client FDI® peut
récupérer les Nodeld des Variantes d'UIP et leurs Propriétés en appelant le Service
TranslateBrowsePathToNodelds de I'OPC UA avec un Nodeld d'Appareil en tant que
StartingNode et la liste suivante de noms relatifs:
o "UIPSet/<Uipld>";

o "UIPSet/<Uipld >/Runtimeld";

e "UIPSet/Uipld /Cpulnformation";

e "UIPSet/<Uipld >/Platformld";

° "JHRSeti<] |ip|rl BIII:nITnhhnnlngy\/nreinn“;

o "UIPSet/<Uipld >/Style";

. JIPSet/<Uipld >/StartElementName";

o "UIPSet/<Uipld >/UIPVariantVersion".

NOTE| "UIPSet" est un identificateur du Serveur et ne doit pas forcément étre un Noeud dans 1'AddressSpacé.

Le S¢rveur FDI® renvoie des matrices de Nodelds pour chaque nom relatif”"Le nombre d'entrées
dans|chaque matrice correspond au nombre de Variantes d'UIP pour I'Uipld. Le Client|FDI®
peut|lire les valeurs de propriété en utilisant les Nodeld regus¥et choisir la Variantg UIP
appropriée en fonction des FDITechnologyVersion, Runtimeldy Epulnformation et Platformld.

L'Attribut Value fournit I'exécutable de I'UIP. La représentation exacte dépend de la techndlogie
(voir|I'lEC 62769-6). L'Attribut ArrayDimensions doit spécifier la taille (en nombre d'octetp) de
'UIP

Il est] nécessaire que les Clients FDI® soient capables de manipuler des UIP de grande faille.
Une simple opération Read peut ne pas suffiregour lire des UIP de grande taille, en raison des
limitgs configurées soit dans le Client FDI®, seit dans la pile du Serveur FDI®. La taille maximale
par défaut d'une matrice d'octets est des#'Mo. Les Clients FDI® peuvent utiliser I'IndexRange
dans|le Service Read de I'OPC UA (voirl'lEC 62541-4) pour lire un UIP en fragments de 1 Mo,
par gxemple. Le choix de démarrer sans indice et de répéter avec un indexRange uniquement
apré$ une erreur ou de toujours-utiliser un indexRange reléve du Client FDI®,

Les Propriétés suivantes aident le Client FDI® a identifier I'UIP le plus adéquat pouf son
envirpnnement:

e UlPVariantVersion:
Lpa version de cetie Variante UIP.

PDITechneologyVersion:
ersion ‘de’la Technologie FDI® en fonction de laquelle I'UIP est développé. Un UIR doit
tqujours étre capable de fonctionner dans un systéme client/serveur avec la méme version
majeure et une version mineure/de maintenance différente.

< M

e Runtimeld:
Environnement d'exécution de I'UIP, comme cela est spécifié dans I'lEC 62769-6.

e Cpulnformation:
Fournit les informations supplémentaires a propos de I'environnement d'exécution associé
avec le Runtimeld. Les valeurs admises sont spécifiées dans I'lEC 62769-6.

Platformld définit le type de plateforme qui prend en charge cette Variante d'UIP. Un Client FDI®
peut choisir une Variante d'UIP particuliére si elle correspond a la plateforme du Client FDI®
(voir I''EC 62769-4 pour les définitions concrétes).

— "Workstation" — avec les résolutions d'écran, les capacités de mémoire et les
périphériques d'entrée disponibles (souris et clavier) les plus courants

— "Mobile" — résolution d'écran, mémoire et périphériques d'entrée possibles limités
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Style:

Détermine si I'UIP doit s'exécuter de maniére "modale" ou "non modale", comme cela est
défini dans I'lEC 62541-4. Actuellement, les valeurs "Dialog" et "Window" sont définies.
"Dialog" exige une fenétre modale, tandis qu'un UIP de type "Window" est appelé dans une

fenétre modale ou non modale, comme cela est défini dans I'lEC 62769-2.

e StartElementName:

E

Iément nécessaire pour démarrer cette Variante d'UIP. L'IEC 62769-6 spécifie la fagon

dont ces informations sont utilisées lors de I'activation de I'UIP.

Les documents fournis pour une Variante d'UIP sont exposés sous la forme de Variables
organisées dans un dossier Documentation. Dans la plupart des cas, ils constituent un manuel

de p
peuv
d'une
Il est
peuv
de gn
Serv

rodult, qui peut exister sous la forme d'un ensemble de documents. Ces informations
ent étre récupérées par la lecture de la valeur Variable qui est représentée sous la‘*fprme
ByteString. La ByteString compléte doit étre interprétée sous la forme d'un fichier PDF.
nécessaire que les Clients FDI® sachent que les contenus représentés par./ces variables
bnt étre volumineux. Une simple opération Read peut ne pas suffire pourlire des valeurs
ande taille, en raison des limites configurées, soit dans le Client FDI®, soit dans la pile du
pur FDI®. La taille maximale par défaut d'une matrice d'octets est ' de 1 Mo. || est

recolnmandé que les Clients FDI® utilisent I'lndexRange dans le Seryvice Read de I'OPC UA

(voir

7.5

Chad
princ
diffeén

Voir

7.6
7.6.1

Les

topol
nomfk
l'inte
Méth

Les (
I'exé
d'éta
conti
soum

I''EC 62541-4) pour lire ces Variables en fragments de 1 Mo, par\exemple.

Informations de prise en charge spécifiques au type

ue DeviceType peut comporter un ensemble de données complémentaires. Il $'agit
palement d'images, de documents ou de données-spécifiques a un protocole| Les

ents types d'informations sont organisés en difféfents dossiers.
'IEC 62541-100 pour la définition formelle des informations de prise en charge.

Actions
Vue d'ensemble

A\ctions sont des opérations ‘exécutées dans le Serveur FDI® au nom d'un élément de
pgie. Aprés leur appel avec:-la Méthode InvokeAction, les Actions peuvent effectu¢r de
reuses transitions d'étatijusqu'a la fin de la procédure. L'état réel est accessiblg¢ par
mediaire d'une Variable-transitoire et non consultable dont le Nodeld est retourné par la
pde InvokeAction.

[lients FDI® peuvent s'abonner a cette Variable pour recevoir les mises a jour concefnant
cution de I'Action (données d'Action). Les données d'Action peuvent indiquer une trangition

ou uneidemande vers le Client FDI® pour lequel I'entrée est nécessaire popr la
huation.\ke Client FDI® peut reprendre I'exécution avec la Méthode RespondAction et
ettre’'les données demandées.

La Fi

gure TS5 represente la maniere dont les Actions sont integrees dans un TopologyElement.
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Figure 15 — Intégration d'Actions.dans un TopologyElement
ActionSet est utilisé pour agréger les Actions\pour un TopologyElement spécifique. Cet Dbjet
n'est|pas disponible pour le Type et est uniguement disponible dans une instance lorsqu'il gxiste
des Actions pour ce TopologyElement.
Les Actions peuvent également étre-référencées a partir des Objets FunctionalGroup.
7.6.2 Type Action
Cet DObjectType définitelas structure d'une Action. Il est défini de maniére formelle daps le
Tablgau 6.
Tableau 6 — Définition de I'ActionType
Attribut Valeur
BrowseName ActionType
IsAbstratt Froe
Références NodeClass | BrowseName DataType TypeDefinition ModellingRule
Le sous-type du BaseObjectType est défini dans I'lEC 62541-5.

Le Client FDI® détermine les arguments d'appel exigés pour une Action depuis I'UID.

7.6.3

Type ActionService

L'ActionServiceType définit les Méthodes pour appeler et commander les Actions. Les
instances de ce type agrégent les Actions pour un élément de topologie spécifique.
L'ActionServiceType est défini de maniere formelle dans le Tableau 7. Son utilisation est
représentée a la Figure 15.
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Tableau 7 — Définition de I'ActionServiceType

Attribut Valeur
BrowseName ActionServiceType
IsAbstract False
Références NodeClass BrowseName DataType TypeDefinition ModellingRule

Sous-type du BaseObjectType défini dans I'lEC 62541-5.

HasComponent |Méthode InvokeAction Obligatoire

HasComponent |Méthode RespondAction Obligatoire

HasComponent |Méthode AbortAction Obligatoire

HasComponent |Objet <Actionldentifier> ActionType Facultatif

L'Act
de ce

onServiceType et chaque instance de ce Type partagent les mémes Méthodes. Le Ng
s Méthodes est établi et défini dans le présent document. Les Clients EDI® n'ont don

a redhercher ces Méthodes. lls peuvent utiliser les Nodeld fixés commeZMethodld du Se

d'apq

el.

Le S{atusCode de I'OPC UA, Bad_MethodlInvalid, doit étre retourné depuis le Service Call

les é

éments pour lesquels les Méthodes ActionService ne sofit/pas prises en charge.

<Actionldentifier> désigne une ou plusieurs Actions..lkes Actions (Objets de I'Action’
existent uniquement dans des instances de I'ActienServiceType, c'est-a-dire lorsq
instapce de cet ObjectType est ajoutée a un TopologyElement. Il n'existe pas d'Actions (O

de I'/

7.6.4’|
Lap

du Ty

ctionType) dans I'ActionServiceType lui-méme.

Objet ActionService

deld
C pas
rvice

pour

[ype)
I'une
bjets

ise en charge d'ActionService pourcun Objet est déclarée par I'agrégation d'une instance

pe ActionService, comme cela-est représenté a la Figure 16.

TypeSpace InstanceSpace

| ActionSet

—H InvokeAction

-t RespondAction f L[ Action A
L = 1

L AbortAction

IEC

Figure 16 — Service Action

Cet Objet est utilisé en tant que conteneur pour les Méthodes ActionService et doit avoir le
BrowseName ActionSet. Il est défini de maniére formelle dans le Tableau 7. HasComponent
est utilisé comme référence d'un TopologyElement (par exemple, un Appareil) a son Objet
"ActionService".

L'ActionServiceType et chaque Objet ActionSet partagent les mémes Méthodes. Les Actions
sont généralement partagées par toutes les instances du méme Type d'Appareil.
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7.6.5 Méthode InvokeAction

InvokeAction est utilisé pour lancer une Action. Il retourne immeédiatement un résultat aprées la
création du diagramme d'états. Le composant "ActionSet" du TopologyElement (Appareil) au
nom duquel I'Action doit étre appelée est spécifié par I'argument Objectld du Service Call.

Un verrouillage explicite est exigé. Si I'Appareil n'a pas été verrouillé, le Serveur FDI® rejette
la demande.

Lorsque que la Méthode InvokeAction retourne un résultat, le Client FDI® doit s'abonner a
I'Attribut Value de I'ActionNodeld. L'Attribut Value contient un élément XML (DataType = String
(Chajne)) qui reflete I'état actuel de I'Action, ainsi que des données supplémentaire$ (en
fonctjon de I'état). Le Client FDI® obtient alors une notification DataChange a chaque variation
d'état de I'Action.

Voir ['IEC 62769-2 pour les diagrammes d'états de I'Action ainsi que pour le-S¢héma XML de
la valeur ActionNodeld.

Les $erveurs FDI® doivent mettre en mémoire cache les données d'états de I'Action pendant
une dlurée appropriée (quelques secondes) afin qu'aucune informdtion d'états ne soit pgrdue
jusgy'a ce que le Client FDI® ait I'occasion de s'abonner.

La signature de cette Méthode est spécifiée ci-dessous. Le Tableau 8 et le Tableau 9 spédifient
les afguments et la représentation AddressSpace, respectivement.

Signpture

InvokeAction (

[in] String ActionName,,

[in] String MethodArguments,
[out] NodeId ActionNedeId,

[out] Int32 InvokeActionError);

Tableau 8 —"Arguments de la Méthode InvokeAction

Argument Description

ActignName Rortion String (chaine) du BrowseName de I'Action qui est utilisée dans l'instar|jce
ActionServiceType.

MethodArguments Document XML qui contient les arguments d'entrée de I'Action (le cas échéant)| Le
Schéma XML ListOfActionArguments défini dans I'lEC 62769-2 est utilisé pour |e
paramétre MethodArguments.

ActignNodeld Noeud non consultable du type Variable. Ce noeud est utilisé a la fois pour identifier
I'instance du diagramme d'état de I'Action et pour accéder aux informations d'éfats
de I'Action.

InvoKeATHONETTOT 0—OK:

-1 — E_LockRequired — I'élément n'est pas verrouillé comme cela est exigé

-2 — E_UnknownAction — le nom transmis n'est pas une action valide pour cet
élément
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Tableau 9 — Définition de I'AddressSpace de la Méthode InvokeAction

Attribut Valeur
BrowseName InvokeAction
Références NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Obligatoire
HasProperty Variable OutputArguments Argument[] |PropertyType Obligatoire

7.6.6L—Mé4-hede—ReqpcndActicn
La Miéthode RespondAction est utilisée par le Client FDI® pour fournir la valeur demandée ou

la sélection d'une demande de fonction de I'UI (le cas échéant). Le composant "ActionSdt" du

TopologyElement au nom duquel I'Action a été appelée est spécifié par I'argument-Objectld du
Service Call.

La s|gnature de cette Méthode est spécifiée ci-dessous. Le TableaW10 et le Tablegu 11
spécffient les arguments et la représentation AddressSpace, respectivement.

Sigr;Eture
spondAction (

[in] NodeId ActionNodeId,
[in] String Response,
[out] Int32 RespondActionErZo¥) ;
Tableau 10 — Arguments de la-Méthode RespondAction
Argument Description

ActignNodeld Nodeld d'une Variable transitoire qui représente et identifie I'Action en cours

d'exécution. Cet-ld est retourné par la Méthode InvokeAction.

Response Document XML qui contient la réponse (valeur ou sélection). Voir I'lEC 62769-4

pour le Schéma XML du paramétre Response.

0 - OK

RespondActionError
*1 — E_InvalidAction — le Nodeld ne fait pas référence a une action existante

-2 — E_InvalidResponse — les données de réponse transmises n'ont pas pu étre
interprétées

Tableau 11 — Définition de I'AddressSpace de la Méthode RespondAction

Attribut Valeur
BrowseName RespondAction

Références NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Obligatoire
HasProperty Variable OutputArguments Argument[] |PropertyType Obligatoire
7.6.7 Méthode AbortAction

AbortAction est utilisé par le Client FDI® pour abandonner I'exécution d'une Action. L'appel de
cette Méthode retourne immédiatement un résultat. Le Client FDI® est informé par un
événement de notification sur la Variable ActionNodeld lorsque I'Action se met dans I'état
Aborting (Abandon).
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Le composant "ActionSet" du TopologyElement au nom duquel I'Action a été appelée est
spécifié par I'argument Objectld du Service Call.

La signature de cette Méthode est spécifiée ci-dessous. Le Tableau 12 et le Tableau 13
spécifient les arguments et la représentation AddressSpace, respectivement.

Signature

AbortAction (

[in] NodeId
[out] Int32

ActionNodelId,
AbortActionError) ;

Tableau 12 — Arguments de la Méthode AbortAction

Argument Description
ActignNodeld Nodeld d'une Variable transitoire qui représente et identifie I'Action”en cours
d'exécution. Cet Id est retourné par la Méthode InvokeActiont
AbortActionError 0-0OK

-1 — E_InvalidAction — le Nodeld ne fait pas référencejasune action existante

Tableau 13 — Définition de I'AddressSpace de la‘Méthode AbortAction

Attribut Valeur
Brow$eName AbortAction
Références NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments Argument[] |PropertyType Obligatoire
HasPfoperty Variable OutputArguments Argument[] |PropertyType Obligatoire
7.6.8 Transfert interactif vers'liappareil

La fo

8 H

Les €
comr

huhication.

utilisateur; est

Réseau et)connectivité

fournie

sous forme

nctionnalité qui permet detransférer des données vers I'Appareil en ligne, ce qui incl

d'AC

it les
TION

interactions
INTEII?ACTIVE_TRANSFER_TO_DEVICE par le Serveur FDI®. Cette action ne comporte aucun
argu

ent. Elle est démarrée a l'aide de la méthode InvokeAction.

Iéments d'information de réseau et de connexion sont exigés pour créer les topologi¢s de

Un Réseau représente les moyens de communication pour les Appareils auxquels il est
connecté. Il comprend les technologies filaires et sans fil. Les ConnectionPoints représentent
I'interface (carte d'interface) d'un Appareil a un Réseau. Un sous-type spécifique doit étre défini
pour chaque protocole.

Ces éléments sont décrits et formellement définis dans I'lEC 62541-100.

9 Fonctions utilitaires

9.1

Vue d'ensemble

L'Article 9 fournit des services spécifiques pour certains éléments d'information de FDI®,
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9.2

Locking

Le Locking (verrouillage) est le moyen d'éviter des modifications simultanées sur un Appareil
ou un Réseau et leurs composants. Les Clients FDI® doivent utiliser les Services de
Verrouillage pour toute modification (opérations d'écriture ou appels d'Actions, par exemple).

L'objectif principal du verrouillage d'un Appareil est d'éviter les modifications d'appareil
simultanées. L'objectif principal du verrouillage d'un Réseau est d'éviter les modifications de

topol

ogie simultanées.

Lors du verrouillage d'un Appareil, le verrou s'applique toujours aux versions en ligne et
hors{ligne.

Lors
comy

du verrouillage d'un Appareil Modulaire, le verrou s'applique a I'Appareil compl

verrdu s'applique a I'Appareil complet (y compris tous les blocs).

Si aycun verrou n'est appliqué a I'Appareil de niveau supérieur (pour Appareil Modulai
Appareil Bloc), les sous-appareils ou les blocs, respectivement, ,peuvent étre verro
indépendamment.

Lors
conn
une K

Le LgckingService est entierement décrit et formellement défini dans I'EC 62541-100.

et (y

ris tous les modules). De la méme maniére, lors du verrouillage d'un Appareil Blagc, le

e ou
illés

du verrouillage d'un Réseau, le verrou s'applique au Reseau et a tous les Appareils
bctés. Si un des Appareils connectés fournit un accésa un Réseau subordonné (comme
Passerelle), le Réseau subordonné et ses Appareils,connectés sont également verrodillés.

9.3 | EditContext
9.3.1 Vue d'ensemble
Un Editcontext peut étre utilisé pour -apporter des modifications aux valeurs Variable vidibles

du S

brveur sans les appliquer a I'Appareil. Le Serveur FDI® fournit le concept EditContext

prendire en charge les Clients dans leur tache d'édition.

L'Edi
Méth

EditQ
d'intq
modé
avec
I'EC

[Context est spécifié dans I'lEC 62769-3. Le Modéle d'Information OPC UA, y compr
pdes pour gérer les instances EditContext, est défini ci-dessous.

un BrowseName prédéfini. Des exemples d'Addin supplémentaires sont définis
62541+100.

pour

s les

ontext est expose€ sous la forme d'une capacité AddIn, qui est comparable a la technglogie
rface présénte dans certains langages de programmation. Le service Editcontext est
lisé sous.Ja forme d'un ObjectType et des instances de ce type sont ajoutées a I'Appareil

dans

Lors de Ta Tecture ou de Tabonnement aux valeurs Variable enregistrées dans un EditContext,
le StatusCode suivant spécifique au FDI® peut se produire (voir Article 11):

e Good_Edited distingue les valeurs qui ont été éditées, mais qui n'ont pas été écrites sur
I'Appareil.

e Uncertain_DominantValueChanged indique que des valeurs dépendantes ne sont pas
valides et sont recalculées aprés application de la valeur dominante a I'appareil. Dans le
cas d'un appareil hors-ligne, la valeur dépendante doit également étre écrite par le Client.

e Good_DependentValueChanged indique qu'une valeur dépendante a été modifiée, mais
sans appliquer la modification a l'appareil.
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