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This|redline version of the official IEC Standard allows the user to identify the cha

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 5:-ED| Information Model

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comy
national electrotechnical committees (IEC National Committees). The object of IEC is")to/pr

end and in addition to other activities, IEC publishes International Standards, Technical Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National'Committee inte
in [the subject dealt with may participate in this preparatory work. International, governmental and
gopernmental organizations liaising with the IEC also participate in this preparationy{EC collaborates d
with the International Organization for Standardization (ISO) in accordance withyconditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as néarly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical cdmmittee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content
Publications is accurate, IEC cannot be held responsible for’the way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirynational and regional publications. Any diver
befween any IEC Publication and the corresponding pational or regional publication shall be clearly indicg
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, agcess to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have,the latest edition of this publication.

Nd liability shall attach to IEC or its\directors, employees, servants or agents including individual exper
mgmbers of its technical committees and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to-the/Normative references cited in this publication. Use of the referenced publicati
indispensable for the.correct application of this publication.

At{ention is drawn-to the possibility that some of the elements of this IEC Publication may be the sub
patent rights..IEC-shall not be held responsible for identifying any or all such patent rights.
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International Standard |IEC 62769-5 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) support for generic protocol extension for faster adoption of other technologies;

b) support of new protocols;
c) generic protocol extension to allow adoption of other communication protocols;

d) bpsed on generic protocol extension: Modbus RTU.

The fext of this International Standard is based on the following documents:

FDIS Report on voting
65E/762/FDIS 65E/772/RVD

Full information on the voting for the approval of this Internmational Standard can be foupd in
the r¢port on voting indicated in the above table.

This document has been drafted in accordance withthe/ISO/IEC Directives, Part 2.

A list of all parts in the IEC 62769 series, published under the general title Field Dgvice
Integration (FDI), can be found on the IEC website.

This lstandard contains attached files in-the form of XML schema. These files are intendpd to
be uged as a complement and do notform an integral part of the standard.

The ¢gommittee has decided thatthe contents of this document will remain unchanged untjl the
stability date indicated on the(EC website under "http://webstore.iec.ch" in the data related to
the specific document. At this“date, the document will be
e rg¢confirmed,

e withdrawn,

o regplaced by a-revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.
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The IEC 62769 series has the general title Field Device Integration (FDI) and the following

parts:

- Part1:
— Part2:
- Part3:
- Part4:
— Parth:
— Part6:
- Part7:

Overview

FDI Client

FDI Server

FDI Packages

FDI Information Model

FDI Technology Mapping
FDI Communication Devices
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Part 100: Profiles — Generic Protocol Extensions

Part 101-1:
Part 101-2:

Part 103-1

Part 103-4:
Part 109-1:
Part 115-2:
Part 150-1:

Profiles — Foundation Fieldbus H1

Profiles — Foundation Fieldbus HSE

: Profiles — PROFIBUS

Profiles — PROFINET

Profiles — HART and WirelessHART

Profiles — Protocol-specific Definitions for Modbus RTU
Profiles — ISA 100.11a
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FIELD DEVICE INTEGRATION (FDI) -

Part 5:-ED| Information Model

1 Scope

This part of IEC 62769 defines the FDI Information Model. One of the main tasks of the
Information Model is to reflect the topology of the automation system. Therefore, it repregents
the devices of the automation system as well as the connecting communication net\forks
inclugling their properties, relationships, and the operations that can be performed~en them.
The fypes in the AddressSpace of the FDI Server constitute a catalogue, which“is built|from
FDI Packages.

The fundamental types for the FDI Information Model are well defined iny@PC UA for Deyices
(IEC62541-100). The FDI Information Model specifies extensions for,afew special cases and
othenwise explains how these types are used and how the contents are built from elements of
Devi¢cePackages.

The pverall FDI architecture is illustrated in Figure 1. Thecarchitectural components thgt are
withip the scope of this document have been highlighted, in(this illustration.
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Figure 1 — FDI architecture diagram

Normative references

following documeénts are referred to in the text in such a way that some or all of
nt constitutes' requirements of this document. For dated references, only the e

OPC YA
Servicks

IEC

their
dition

applies,.Forundated references, the latest edition of the referenced document (inclyiding

mendments) applies.

IEC €P1 784-1, Industrial communication networks — Profiles — Part 1: Fieldbus profiles

IEC 61804-3*, Function blocks (FB) for process control and Electronic Device Description
Language (EDDL) — Part 3: EDDL syntax and semantics

IEC 61804-4, Function blocks (FB) for process control and electronic device description
language (EDDL) — Part 4: EDD interpretation

IEC 62541-3, OPC unified architecture — Part 3: Address Space Model

IEC 62541-4, OPC unified architecture — Part 4: Services

4+__To bepublished.
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IEC 62541-5, OPC unified architecture — Part 5: Information Model

IEC 62541-6, OPC unified architecture — Part 6: Mappings

IEC 62541-8, OPC unified architecture — Part 8: Data Access

IEC 62541-1002, OPC unified architecture — Part 100: OPC UA for Devices

IEC 62769-1, Field Device Integration (FDI) — Part 1: Overview

NOTEFTEC 565, . — S RTRTAY
IEC 62769-2, Field Device Integration (FDI) — Part 2: FDI Client

NoTEl 1EC 827602 | . N ED1-2022
IEC 62769-4, Field Device Integration (FDI) — Part 4: FDI Packages

noTel iec 8276945 . I ED1-202
IEC 62769-7, Field Device Integration (FDI) — Part 7: FDI Commwunication Devices

notel 1ec 62769.7 . S ED12027

3 Terms, definitions, abbreviated terms,-acrenyms and conventions

3.1

For the purposes of this document, the terms’and definitions given in IEC 62769-1 apply.

ISO
addr

3.2

For the purposes of\this document, the abbreviated terms-and-acrenyms given in IEC 627

as w

HMI
SCA
TCP

3.3

EC Electropedia: available atthttp://www.electropedia.org/

30 Online browsing platform: available at http://www.iso.org/obp

Terms and definitions

Ind IEC maintain terminological \databases for use in standardization at the follg
sses:

Abbreviated terms-and-acronyms

|l as the follewing apply.

Human Machine Interface
DA Supervisory Control and Data Acquisition

Transmission Control Protocol

Conventions

For the purposes of this document, the conventions given in IEC 62769-1 apply.

3.4

Conventions for graphical notation

wing

69-1

OPC UA defines a graphical notation for an OPC UA AddressSpace. It defines graphical
symbols for all NodeClasses and how different types of References between Nodes can be
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NodeClasses representing types always have a shadow.

Object ObjectType

Variable Variable Type

(i
i

DataType

ReferenceType

Figude 3 shows the symbols for the ReferenceTypes used in this document. The Refer

symb

the HasSubType Reference. The most important Referencesi-suich as HasCompo
roperty, HasTypeDefinition and HasSubType have special’symbols avoiding the name of
[ the

HasH

the Reference. For other ReferenceTypes or derived ReferenceTypes, the name o

Refe

EC

Figure 2 — OPC UA Graphical Notation for NodeClasses

ol is normally pointing from the source Node to the target Node."The only excepti

enceType is used together with the symbol.

HasComponent : HasInputVars——+

HasProperty

HasTypeDefiniton ————»»

HasSubType <Kl

Hierarchical
Reference

NonHierarchical
Reference

IEC

Figure 3 — OPC UA Graphical Notation for References

Figune'4“shows a typical example for the use of the graphical notation. Object A

in this document.

ence
pn is
nent,

and

Object_B are instances of the ObjectType_Y indicated by the HasTypeDefinition References.
The ObjectType_ Y is derived from ObjectType X indicated by the HasSubType Reference.
The Object_A has the components Variable_1, Variable_2 and Method_1.

To describe the components of an Object on the ObjectType the same NodeClasses and
References are used on the Object and on the ObjectType such as for ObjectType_Y in the
example. The Nodes used to describe an ObjectType are instance declaration Nodes.

To provide more detailed information for a Node, a subset or all Attributes and their values
can be added to a graphical symbol (see for example Variable_1, the component of Object_A
in Figure 4).
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ObjectType_X w
Object_A
Object_B »» ObjectType_Y
Variable_1
DataType = Int32
Value = -22
AccesslLevel = Read 4{ Variable_1 ‘ Variable_1
{ Variaoe 2 % Variable_2 ‘ \aiidble_2
¢ Wethod 1 Method_1

Figure 4 — OPC UA Graphical Notation Example

To improve readability, this document frequentlylincludes the type name inside the inst

box

shown in Figure 5.

ObjecCtType_Y:
Object_B

BaseVariableType:
Variable_1

AnalogltemType:
Variable_2

Ll

|

IEC

Figure 5 — Optimized Type Reference

ather than displaying both boxes and a reference between them. This optimizati

IEC

ance
bn is

4 Overview of OPC Unified Architecture

4.1 General

The main use case for OPC standards is the online data exchange between devices and HMI
or SCADA systems. In this use case, the device data is provided by an OPC server and is
consumed by an OPC client integrated in the HMI or SCADA system. OPC provides
functionality to browse through a hierarchical namespace containing data items and to read,
write and monitor these items for data changes. Numeric identifiers for Nodelds are defined in
Annex A.
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OPC UA incorporates features like Data Access, Alarms and Historical Data via platform
independent communication mechanisms and generic, extensible and object-oriented
modelling capabilities for the information a system wants to expose.

The current version of OPC UA defines an optimized binary TCP protocol for high-
performance intranet communication as well as a mapping to Web Services. The abstract
service model does not depend on a specific protocol mapping and allows adding new
protocols in the future. Features like security, access control and reliability are directly built
into the transport mechanisms. Based on the platform independence of the protocols, OPC
UA servers and clients can be directly integrated into devices and controllers.

The PPC UA information model provides a standard way for Servers to expose Objedts to
Clients. Objects in OPC UA terms are composed of other Objects, Variables and Methods.
OPCJ|UA also allows relationships to other Objects to be expressed.

The $et of Objects and related information that an OPC UA Server makes ayailable to Clients
is regferred to as its AddressSpace. The elements of the OPC UA¢Object Model are
reprgsented in the AddressSpace as a set of Nodes describedy’by Attributes| and
inter¢onnected by References. OPC UA defines various classes,ofy'Nodes to reprgsent
AddressSpace components, most importantly Objects, Variables) Methods, ObjectTypes,
Data[lypes and ReferenceTypes. Each NodeClass has a defined.sét of Attributes.

Objegts are used to represent components like folders, Devices or Networks. An Object is
assogiated to a corresponding ObjectType that provides, définitions for that Object.

Varigbles are used to represent values. Two categoriés of Variables are defined: Properties
and DataVariables.

Properties are Server-defined characteristics”of Objects, DataVariables and other Nodes.
Propgrties are not allowed to have Properties defined for them. An example for Properties of
Obje¢ts is the Manufacturer Property of @ Device.

Dataplariables represent the contents of an Object. DataVariables may have compagnent
Data)ariables. This is typicallycused by Servers to expose individual elements of arrayg and
strucfures. This document uses*DataVariables mainly to represent the Parameters of Devjces.

4.2 Overview of OPC-UA Devices

The PPC Unified Architecture for Devices (DI) (IEC 62541-100) standard is an extensipn of
the pverall OPE\'Unified Architecture standard series and defines information models
assogiated with{ Devices. IEC 62541-100 describes three models that build upon each pther
as fo|lows:

e Thedbase) Device Model is intended to provide a unified view of devices irrespectiyve of

tr‘ avmndarh/i davica nratacalc
E—onaeryT SEVTHEEPTrotocoiss

e The Device Communication Model adds Network and Connection information elements so
that communication topologies can be created.

e The Device Integration Host Model finally adds additional elements and rules required for
host systems to manage integration for a complete system. It allows reflecting the
topology of the automation system with the devices as well as the connecting
communication networks.

The Devices information model specifies different ObjectTypes and other AddressSpace
elements used to represent Devices and related components such as the communication
infrastructure in an OPC UA AddressSpace. The main use cases are Device configuration and
diagnostic, but it allows a general and standardized way for any kind of application to access
Device-related information.
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Figure 6 shows an example for a temperature controller represented as Device Object. It is a
DeviceType Object that is a subtype of TopologyElementType and inherits all components of
this type. The component ParameterSet contains all Variables describing the Device. The
component MethodSet contains all Methods prowded by the DeV|ce %ethwnpe;wnMe

Components of the FunctlonaIGroupType are used togpeep collect
the Parameters and Methods of the Device into logical groups. The FunctionalGroupType and
the grouping concept are defined in IEC 62541-100, but the groups are DeviceType-specific,
i.e. the groups ProcessData and Configuration are defined by the TemperatureControllerType
in this example.

TemperatureControllerType:

Device1
BaseObjectType: .
ParameterSet '
FunctionalGroupType:
] ProcessData
BaseObjectType: n
! MethodSet
Organizes Temperature
Organize54>( Temperature Setpoint j—t—
LOrganizes Change Setpoint ]
FunctionalGroupType:
Configuration

4Organize54>( RunState ]—07

Organizes: » Start

“Organizes » Stop

IEC

Figure 6 —'\OPC UA Devices Example: Functional Groups

Another IEC 62541-100yconcept is illustrated in Figure 7. The ConfigurableObjectType is|used
to prpvide a way td_group sub-components of a Device and to indicate which types of|sub-
compgonents can.be-instantiated. The allowed types are referenced from the SupportedTypes
foldef. This information can be used by configuration clients to allow a user to select the|type
to ingtantiate.as sub-component of the Device.
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TopologyElement
Type
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DeviceType BlockType

FF Profi
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Some
Block Device

Organizes-

1.1, ConfigurableObjectType:
[ Blocks FolderType:
‘ SupportedTypes
1.1

BlockType: )
<Blockldentifier> Block-oriented
Device /

IEC

Figure 7 — OPC UA Devices example; Configurable components

SupportedTypes folder can contain different subsets of ObjectTypes for diff

ins only types that can be instantiated for the current configuration.

foncepts

General

FDI Server provides® FDI Clients access to information about Device instances
e types regardlessiof where the information is stored, for example, in the Device its
data store. Thisw.information is provided via OPC UA Services and is called theg

Information Model.

The
inclu
Whic|

FDI Infarmation Model specifies the entities that may be accessed in the FDI Se

h types of Devices or other topological elements are available in a given FDI Sery

drive

hlargely by the information in the FDI Packages.

erent

hces of the Block-oriented Device depending on their current configuration, since the list

and
elf or
FDI

rver,

jing their properties, relationships, and the operations that can be performed on them.

er is

5.2

Device topology

One of the main tasks of the Information Model is to reflect the topology of the automation
system. Therefore, the Information Model represents the devices of the automation system as
well as the connecting communication networks. The entry point Device Topology is the
starting point within the Information Model for the topology of the automation system. The
entry point Communication Devices contains the communication devices that are used by the
FDI Server to access the elements of the topology. Figure 8 and Figure 9 illustrate an
example configuration and the configured topology as it will appear in the FDI Server
AddressSpace (details left out).
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O

Device 2
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S
Figure 8 — Example o&;\ automation system
&
PC in Figure 8 represents the FD.SServer box. The FDI Server communicates

es connected to Network "A" vi: ‘?a Native Communication, and it communicates
es connected to Network "B" {6 Nested Communication.
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Colotred boxes are usedito’easily recognize the various types of information.

FolderType: " .
Objects
DeviceSet

Device Topology
Network “A” Card

L—{ A_CPO
ConnectsToParent

T~ Network “A”

ConnectsTo

Station 1
ACP1
*’T ™ Network “B”
Device |
CPU

B_CPO \ B_CP2 }—o—
NetworkSet ConnectsToParent
ConnectsTo

_— Entry Points Network “B” / 1

) Device Y ‘ Statior| 2
B ConnectsTo
‘:},, — Network \5’ B_CP1 ‘ —’j
:l’i ConnectidonPoint f
1 QPU

IEC

Figure'9 — Example of a Device topology

Brown boxes represent the networks. Light blue boxes represent the Devices and light yellow

is used for Connection Points.

Light| pink Jbexes represent the entry points that assure common behaviour across different

implgmentations:

evice Topotogy—Starting node for thetopotogy configuration:

e DeviceSet: All instantiated Devices are components of this Object, i.e. they exist in the
AddressSpace independently of the Device Topology.

e NetworkSet: All Networks are components of this Object.

5.3

Online/offline

Management of the Device Topology is a configuration task, i.e. the elements in the topology

(Dev
time

ices, Networks, and Connection Points) are usually configured "offline" and — at a later
— will be validated against their physical representative in a real network.
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To support explicit access to either the online or the offline information, each element is
represented by two instances that are schematically identical, i.e., there exists a
ParameterSet, FunctionalGroups, and so on. A Reference connects the online and offline
representation and allows navigating between them.

5.4 Catalogue (Type Definitions)

The supported (sub-types of) TopologyElements are organised as Type definitions in the OPC
UA AddressSpace, forming a kind of catalogue. These definitions typically are generated
based on descriptive information from FDI Packages. The Type definitions contain the
Parameters, and default values for Parameters, Methods, Actions and Functional Groups

inclufm—m—m—mm—mm—m—mel to
organise the types according to the manufacturer or other criteria.

Type| definitions can then be used to create instances of Devices in the OPQ UA
AddrgssSpace. Instances can be created either offline or based on data~determined by
Scanjning. Figure 10 illustrates an example of some Type definitions (details|left out) as|they
may fan exist in the AddressSpace.

Basic Types defined in
ﬁ OPC UA Companion Standard for Devices

u]
®
s,
)
@
\'
3
@
)
3
S
Q
S
\'
3
@

‘HARTBusType‘ ‘ RRBUSType ‘ \ PROFIBusType ‘
I | ’ Catalogue |
|
MfgMDevN0107 MfgADevBOI0 1 MfgPDevQ01071
Type Type Type

|
|
|
|
Blocks Blocks |
|

EC

Figure 10 — Example Device Types representing a catalogue

5.5 | Communication

In orgder(to integrate Devices, the FDI Server needs to be able to communicate to them.| This
can be done using Native Communication or Nested communication.

The example in Figure 9 above for instance specifies that the FDI Server has direct access to
the PROFINET Network using its PROFINET network card. In order to access "Station 2", the
FDI Server has to go through Station 1, which provides the communication services for the
PROFIBUS DP Network (see IEC 61784-1, CPF 3). This can be achieved through Nested
Communication, which is specified in IEC 62769-4. Communication Devices and
Communication Servers are specified in [IEC 62769-7.

6 AddressSpace organization

To promote interoperability of FDI Clients and FDI Servers, a set of Objects and relationships
are defined in Clauses 7, 8, 9, and 10. FDI Servers can implement a subset of these standard
Nodes, depending on their capabilities.
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d on OPC UA rules, an OPC UA Server separates the AddressSpace into two parts:

2021

e The Types-part contains information about all components that have been generated
based on descriptive information from FDI Packages (see 5.4).

e The Objects-part contains the Device Topology with all instantiated components. All
instances of the AddressSpace are related to a type of the Types folder

The entry points DeviceSet, NetworkSet, and DeviceTopology are formally defined in

IEC 62541-100.

e DeviceTopology is used to aggregate the top level Networks that provide acce
all instances that constitute the Device Topology ((sub-)networks, devices

ss to
and

FDI
avail

communication elements). Some example elements are shown In Clause
highlighted using the green colour.

e All instantiated Devices are components of the DeviceSet Object, i.e.,.they ex
the AddressSpace independently of the Device Topology. All (Networks
components of the NetworkSet Object.

Servers can either automatically create Device Objects or theymay only show
bble types (SupportedTypes folder) and leave it to the user to create proper insta

When using native communication, the system will typically prowvide the Device Top

withg

7 [

7.1

As
like t
Clau
addit

7.2

ut having to have it configured by the FDI Client.

Device Model for FDI

General

entioned in Clause 6, IEC 62541-100 specifies the fundamental types needed for
he TopologyElementType, the DeviceType ‘and the ProtocolType (the fieldbus protq
be 7 briefly repeats important design elements specified in IEC 62541-100 and spe
onal types that are not in IEC 62541-400.

Online/offline

and

ist in
are

the
hces.

blogy

FDI,
col).
Cifies

All elements that appear in the Bevice Topology (Devices, Networks, and Connection Pgints)

inclu

jing their relationship cerrespond to information stored in the FDI Server’s configun

datapase. Management of these elements most commonly requires access to the phy

comy
admi

To s
repre
Para
repre

onent/device (called ‘online data in this standard) and also the storage
nistration of relatéd“data in a configuration database (called offline data).

Lpport explicitr 'access to either the online or the offline information, each elems
sented by~ two instances that are schematically identical, i.e. there exis

ation
sical
and

nt is
ts a

meterSet,” FunctionalGroups, and so on. A Reference connects online and offline

sentation and allows navigation between them. This is illustrated in Figure 11.
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NetworkSet

SomeType_A: [~ “SomeType A~ 1
ype_A:
Station 1 IsOnline——>" oniine !

—_——— ——— 4
L Offline Online

Parameters Parameters

NetworkType:
PN Network

\
ConnectsTo Module: CP ——
AN -
PN CP 1 L=
} ConnectionPoint Module: CPU _— _|

Figure 11 — Online component for access to device data

IEC

Support of online/offline is mandatory for FDI Servers. Detailed information of the mode| and
the formal definitions are specified in IEC 62541-100.

7.3 | Device health

7.3.1 DeviceHealth Mapping

The DeviceHealth Property indicates the status of a device as defined by NAMUR NE107]. FDI
Clients can read or monitor this Propertyto determine the device condition.

Servers determine the health status using the EDD METHOD GetHealthStatus defingd in
IEC 62769-4. The frequency at-which Servers actually examine the health status may|vary
from|several seconds up to minutes.

Sundort-ofthe DeviceHeaalth Pronertv ic mandatorvfor Device Obiecte Detailed-informatibn-of
Support-of the DeviceHealth-Property-is- mandatory for Device ObjectsDetailed-informatipn-of

The fnapping ofithe GetHealthStatus return values to OPC UA is specified in Table 1.



https://iecnorm.com/api/?name=f94b46a2f881d28d07f51f1f04b03c80

- 24 — IEC 62769-5:2021 RLV © IEC 2021

Table 1 — DeviceHealth Mapping

GetHealthStatus OPC UA

0 — Indeterminate Indeterminate is not defined in the the DeviceHealth data type in IEC 62541-100.
Servers that cannot determine the health status of the device shall return the
OPC UA Read operation for this Property with an appropriate OPC UA status
code, for example:

Bad_NotConnected
Bad_OutOfService

Bad_NoCommunication

Bad_NotSUpported

The following values can be mapped to corresponding values defined for the DeviceHealth data type in
IEC $2541-100.

GetHealthStatus DeviceHealth data type values
1 — Hailure FAILURE_1

2 — Hunction Check CHECK_FUNCTION_2

3 — Qut of Specifications OFF_SPEC_3

4 — Nlaintenance Required MAINTENANCE_REQUIRED_4

5 — Good GOOD_0

Diffefent to OPC UA for Devices (IEC 62541-100), support of the DeviceHealth Propefty is
mandatory for Device Objects in FDI. This is illustratéd)in Table 2. The complete Device[Type
modgl and its formal definition are in IEC 62541-1Q0

Table 2 — DeviceType definition (excerpt applicable to this clause)

Atfribute Value

BrowgeName [DeviceType

IsAbsfract True

Refprences NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the TopologyElementType defined in IEC 62541-100

HasCpmponent Variablg DeviceHealth DeviceHealth BaseDataVariableType |Mandatory

7.3.2 DeviceHealth Diagnostics

In certain cases, a Device may have additional information associated with the health status,
e.g. the possible cause of an abnormal DeviceHealth status and suggested actions to return
to normal.

This additional information is available with the DeviceHealthDiagnostics Variable. It is
formally defined in Table 3.
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Table 3 — DeviceType definition with DeviceHealth and DeviceHealthDiagnostics

Attribute Value

BrowseName [DeviceType

IsAbstract True

References |NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the TopologyElementType defined in IEC 62541-100

HasComponent [Variable DeviceHealth DeviceHealth |BaseDataVariableType [Mandatory

HasCpmponent [Variable DeviceHealthDiagnostics[]|LocalizedText |BaseDataVariableType |Mandatory

DevigeHealthDiagnostics is an array of LocalizedText. Each array element |cOntains refated
diagnjostic information. The language shall match the requested locale_spécified in the |OPC
UA $ession. See 15.2.1 on how to select the proper language forithe current OP¢ UA
Sessjon.

Whep DeviceHealth is requested, the Server shall always) also fetch the matghing
DevigeHealthDiagnostics. The Server shall ensure that th€,/values are synchronized by
execliting GetHealthStatus first and then reading the DeviceHealthDiagnostics. The Sgrver
will dache the DeviceHealthDiagnostics as part of the @PC UA Session until DeviceHea|th is
requésted again.

If DepiceHealthDiagnostics is read with a separatg'service request, the Server shall returp the
diagnostic information associated with the most recently read DeviceHealth status. If the
Devi¢geHealth status has not been read in thgcurrent OPC UA Session the Server shall return
Bad_[NotReadable.

If no|diagnostic information is availakle, the returned Value is Null.

See |[IEC 62769-4 on how <DeviceHealthDiagnostics maps to the corresponding [EDD
informnation.

Example of a DeviceHealthInformation value with two array elements:

o [q:

Critical Peweér Failure\n

Plossible-eause: Critical Power failure has occurred\n
Sjuggested action: Please check device/surroundings/process.\n"
e [MI

"Device Malfunction\n

Possible Cause: The device has detected a serious hardware error or failure.\n

Suggested action: Check detailed device diagnosis if possible and/or replace device
hardware if necessary.\n"

7.4 User interface elements
7.4.1 General

IEC 62541-100 defines, in an abstract way, how Servers can expose user interface elements
for Clients to display a user interface specific to a FunctionalGroup of a TopologyElement.
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Subclause 7.4 specifies two concrete user element types: descriptive user interface elements
(UIDs) and programmed (executable) user interface elements (UIPs). UIPs are never
referenced directly from a FunctionalGroup. They are always indirectly referenced from a UID
by means of their Uipld.

Figure 12 illustrates the type hierarchy of the user interface elements defined in
IEC 62541-100 and in this document.

Defined in

OPC UA for Devices :( UlElementType )

UlDescriptionType [ UIPluginType J

(UID)

(UIP)

. . . . . L ]

Figure 12 — Hierarchy of user-interface Types

7.4.2 Ul Description Type
FDI |Servers may provide a descriptive.duser interface element (a UID) for [each

FunctionalGroup. Such an element will be rendered by the FDI Client. The UlDescriptionType
is formally specified in Table 4.

Table 4,£ UlDescriptionType Definition

Attribute Value
BrowseName UlDescriptionType
Data|Type String
IsAbptract False
Rleferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Inhefits the Rroperties of the UIElementType defined in IEC 62541-100.

The Vatue—Attribute—provides—the—Hb—as—=—Strmg—contaming—am—AME—Efement— See
IEC 62769-2 for the syntax of UID elements. The XML Schema for the UID Value of all
exposed devices adheres to the same FDI Technology Version as indicated by the
FDIServerVersion Property (see Clause 14).

7.4.3 Ul Plug-in Type

A User Interface Plug-in (UIP) is a software module that is hosted and run by an FDI Client. In
contrast to a User Interface Description (UID), it is an executable Ul element.

Details on hosting and running Plug-ins are specified in IEC 62769-2. The UIPlugIinType is
formally specified in Table 5.
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Table 5 — UIPlugIinType Definition

Attribute Value
BrowseName UIPluginType
DataType Byte
ValueRank 1 — one dimensional array

ArrayDimensions |Uint32[1] — the length (number of bytes) of the array

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition ModellingRule
Inherits the Properties of the UIElementType defined in IEC 62541-100.
HasPfoperty Variable UIPVariantVersion String PropertyType Mandatety
HasPfoperty Variable FDITechnologyVersion |[String PropertyType Mandatory
HasPfjoperty Variable Runtimeld String PropertyType Mandatory
HasPfoperty Variable Cpulnformation String PropertyType Mandatory
HasPfoperty Variable Platformld String PropertyType Mandatory
HasPfoperty Variable Style String PropertyType Mandatory
HasPfoperty Variable StartElementName String PropertyType Mandatory
HasCpmponent |Object Documentation FolderType Optional
UIPs|may exist in multiple variants for different platferm’s or supporting different versions| The
Uipld (a unique identifier defined in the FDI package)-identifies the UIP, not a specific variant.
UlIPs| do not have to be exposed in the AddressSpace. With the Uipld, the FDI Clien{ can
retrigqve the Nodelds of UIP Variants ‘and their Properties by calling the OPC( UA
TranglateBrowsePathToNodelds Service-With the Device Nodeld as the startingNode angd the
following list of relative names:

. (

. (

. |

° "\

° "\

JIPSet/<Uipld>"

JIPSet/<Uipld >/Runtimeld
JIPSet/<Uipld >/Cpulnformation”
JIPSet/<Uipld >/PtatformId"
JIPSet/<Uipld >/FDITechnologyVersion"
JIPSet/<Uipld >/Style"

JIPSet/<Uipld >/StartElementName"
JIPSet/<Uipld >/UIPVariantVersion"

NOTE

UlIPSet” Is an identitier Tor the server and does not have 1o be a Node In the AddressSpace.

The FDI Server returns arrays of Nodelds for each relative name. The number of entries in
each array matches the number of UIP Variants for the Uipld. The FDI Client can read the
property values using the received Nodelds and choose the appropriate UIP Variant based on

FDIT

echnologyVersion, Runtimeld, Cpulnformation, and Platformld.

The Value Attribute provides the UIP executable. The exact representation is technology
dependent (see IEC 62769-6). The ArrayDimensions Attribute shall specify the size (number

of by

tes) of the UIP.
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FDI Clients need to be able to handle large UIPs. Reading large UIPs with a single Read
operation may not be possible due to configured limits in either the FDI Client or the FDI
Server stack. The default maximum size for an array of bytes is 1 MegaByte. FDI Clients can
use the IndexRange in the OPC UA Read Service (see IEC 62541-4) to read a UIP in — for
instance — one-megabyte chunks. It is up to the FDI Client whether it starts without index and
repeats with an indexRange only after an error or whether it always uses an indexRange.

The following Properties help the FDI Client to identify which UIP fits best to its environment:

e UlPVariantVersion:
The version of this UIP Variant.

DITechnologyVersion:

bpable of running in a client/server system with the same major version,and different

F

FDI Technology Version according to which the UIP is developed. A UIP shalkalways be
c

minor/maintenance version.

untimeld:

untime environment of the UIP as specified in IEC 62769-6.
pulnformation:

Provides additional information about the execution environment associated with the
untimeld. The allowed values are specified in IEC 627698,

o Platformld defines the type of platform on which this~UIP Variant is supported. Arl FDI
lient can choose a particular UIP Variant if it matches the FDI Client's platform|(see
IEC 62769-4 for the concrete definitions).

"Workstation"— with regular screen resolutien capabilities, memory capabilities, finput
devices available (like mouse and keyboard)

"Mobile"- limited screen resolution, mémory and input devices possible

efines whether the UIP shall be-run "modal" or "modeless" as defined in IEC 62541-4.
urrently, the values "Dialog" and "Window" are defined. While "Dialog" requires a nhodal
indow, a UIP with style "Window" will be invoked either in a modal or a non-nmodal
indow as defined in IEC.62769-2.

e StartElementName:

Element needed to-start this UIP Variant. IEC 62769-6 specifies how this informatipn is
used when activating the UIP.

Documents provided for a UIP Variant are exposed as Variables organized inl the
Documentation,folder. In most cases, they will represent a product manual, which can exist as
a sef] of individual documents. The information can be retrieved by reading the Variable yalue
is represented as a ByteString. The complete ByteString shall be interpreted as a|PDF
Bl Clients need to be aware that the contents that these variables represent mgy be
large. Reading large values with a single Read operation may not be possible due to
configured limits in either the FDI Client or the FDI Server stack. The default maximum size
for an array of bytes is 1 MegaByte. It is recommended that FDI Clients use the IndexRange
in the OPC UA Read Service (see IEC 62541-4) to read these Variables in chunks, for
example, one-megabyte chunks.

7.5 Type-specific support information

Each DeviceType may have a set of additional data. These are mainly images, documents, or
protocol-specific data. The various types of information are organized into different folders.

See IEC 62541-100 for the formal definition of support information.
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7.6 Actions
7.6.1 Overview

Actions are operations that are executed in the FDI Server on behalf of a topology element.
Once invoked with the InvokeAction Method, Actions can make various state transitions until
completed. The actual state is accessible via a transient, non-browsable Variable the Nodeld
of which is returned by the InvokeAction Method.

FDI Clients can subscribe to this Variable to receive updates concerning the Action execution
(Action data). Action data may report a state transition or a request to the FDI Client that input

iS neeess ary—Fo cortaaton- B 8 v i et P the

tion Method and submit the requested data.

Figune 13 illustrates how Actions are integrated into a TopologyElement.-Hisformallydefined
R o 1
: ‘ BaseObjectType ‘ :
| | TopologyElementType |
| |
| |
| ‘ ActionServiceType ‘ |
' <specificType> & ActionType :
: (Device or Block) O 1
| 4 |

e
Device or Block ~—r
Instance
i
Q.n ActionType:
<Actionldentifier> [ . .nizes
—+ ParameterSet
\—0— <Parameterldentifier>
<Groupldentifier>
T W <UI Element>
Organizes
IEQ

Figure 13 — Integration of Actions within a TopologyElement
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Table 3T A El ‘T it} Iditi g Acti
Sbbribute alae
BrowseName FopologyElementiype
IsAbstract True
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
- = - ftho B SbiootT 0 n [IEC 62541-5]
HasComponent | Object ParameterSet Eeoobinaines oebiead
HasComponent | Object MethodSet BaseObjectType Optional
HasComiponent | Object Lock LockingServicesType Optional
ActionSet is used to aggregate the Actions for a specific TopologyElement.df is-added-tp-the
TopologyElementType-so-that-it-can-be used-on-any-sub-type-as—well- This Object is not
availpble on the Type and is only available in an instance if Actions exist for| this
TopologyElement.
Acti related-extensions to-the FunctionalGroun-ObiectTvpne-arg formallvdefined-in-Tablk 4
Actionrelatea-extensionsto-theFunctionalGroup-Objecttype-areformally-detneatntanip4-
Tabled —F . IG T i) 1ot £ Acti
e telue
BrowsgName e
IsAbstrpct False
Referehces NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
- = - ftho F T ; ' [IEC 625448]
Organifes Variable <Parameterldentifier> BasebDataVariableType OptionalPlacgHolder
HasCofponent | Variable UlElement BaseDataType UlElementType Optional
Actions can also begreferenced from FunctionalGroup Objects.
7.6.2 Action/Type
This ObjectFype defines the structure of an Action. It is formally defined in Table 6.
Tah_l_e_ﬁ;Ar'l‘ionTypp Definition
Attribute Value
BrowseName | ActionType
IsAbstract True
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseObjectType is defined in IEC 62541-5.

The FDI Client determines the required invocation arguments for an Action from the UID.
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3 ActionService Type

The ActionServiceType defines the Methods to invoke and control Actions. Instances of this
type aggregate the Actions for a specific topology element. The ActionServiceType is formally

defi

ned in Table 7. Its use is illustrated in Figure 13.

Table 7 — ActionServiceType Definition

Attribute Value
BrowseName ActionServiceType
IsAbgtract Fatse

References NodeClass BrowseName DataType TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in IEC 62541-5.
Has@omponent | Method InvokeAction Mandatory
HasComponent | Method RespondAction Mandatory
Has@omponent | Method AbortAction Mandatory
Has@omponent | Object <Actionldentifier> ActionType Optional

The ActionServiceType and each instance of this Type share'the same Methods. The Ngdeld

of thése Methods will be fixed and defined in this documenti\FDI Clients therefore do not

to brpwse for these Methods. They can use the fixed/ Nodeld as the Methodld of the
Service.
The OPC UA StatusCode Bad_MethodInvalid¢shall be returned from the Call Servic

elemgnts where the ActionService Methods are not supported.

<Actipnldentifier> stands for one or several Actions. Actions (Objects of ActionType)

have
Call

e for

exist

only Jn instances of the ActionServiceType, i.e. when an instance of this ObjectType is added

to a|TopologyElement. No Actions~(Objects of ActionType) exist in the ActionService)

itse

7.6.

The $upport of the ActionService for an Object is declared by aggregating an instance g

Acti

If

4 ActionService Object

onService Type as-illustrated in Figure 14.

TypeSpace InstanceSpace

I— ————————————————————— -

Type

f the

I‘ ActionServiceType M XYZ-DeviceType |
|

| t Bev—59

AvE FEvEvEyEvEyEosvEn ByRvEeneRyRenomomens J

ActionSet

—+ InvokeAction
I+ RespondAction f
— AbortAction

IEC

Figure 14 — Action Service

This Object is used as container for the ActionService Methods and shall have the
BrowseName ActionSet. It is formally defined in Table 29. HasComponent is used to
reference from a TopologyElement (for example, a Device) to its "ActionService" Object.


https://iecnorm.com/api/?name=f94b46a2f881d28d07f51f1f04b03c80

-32 - IEC 62769-5:2021 RLV © IEC 2021

The ActionServiceType and each ActionSet Object share the same Methods. Actions will
typically be shared by all instances of the same Device Type.

7.6.5

InvokeAction Method

InvokeAction is used to start an Action. It immediately returns after the state machine has
been created. The "ActionSet" component of the TopologyElement (Device) on behalf of
which the Action shall be invoked is specified via the Objectld argument of the Call Service.

Explicit locking is required. If the Device has not been locked, the FDI Server will reject the
request.

After| InvokeAction returns, the FDI Client shall subscribe to the Value Attribute, of the
ActionNodeld. The Value Attribute contains an XML element (DataType = String)) that reflects
the current state of the Action as well as additional data (depending on state). djhe FDI Client

ther

See

ore will get a DataChange notification whenever the state of the Action.changes.

ActionNodeld value.

FDI §

The

and /

Sign

I

pture

nvokeAction (
[in] String
[in] String
[out] NodeId
[out] Int32

IEC 62769-2 for the Action state diagrams as well as the XML Schema of the

bervers shall cache Action state data for an appropriate period of time (a few seconds) so
that po state information is lost until the FDI Client has had a<hance to subscribe.

signature of this Method is specified below. Table’8 and Table 9 specify the arguments
\ddressSpace representation, respectively.

ActionName’,
Method&rguments,
ActiehNodelId,
InviockeActionError) ;

Tabte 8 — InvokeAction Method Arguments

Argument

Description

ActignName

String portion of the BrowseName of the Action as used in the ActionServiceType
instance.

MethodArguments

XML document that contains the Action input arguments (if any). The
ListOfActionArguments XML Schema defined in IEC 62769-2 is used for the
MethodArguments parameter.

ActignNodeld

Non-browsable node of type Variable. This node is used both to identify the
instance of the Action state machine and for access to the Action state information.

InvokeActionError

0 - OK.
-1 - E_LockRequired — the element is not locked as required

-2 - E_UnknownAction — the passed name is not a valid action for this
element.
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Table 9 — InvokeAction Method AddressSpace Definition

Attribute Value
BrowseName InvokeAction
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments |Argument[] |PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] |PropertyType Mandatory

7.6.6—RespondAetionMethed————————————————————————————

RespondAction is used by the FDI Client to provide the requested value or selection offa Ul
functjon request (if applicable). The "ActionSet" component of the TopologyElement.on behalf
of which the Action had been invoked is specified via the Objectld argument “of the| Call
Service.

The gignature of this Method is specified below. Table 10 and Table 11.(specify the arguments
and AddressSpace representation, respectively.

Sig:Eture
spondAction (

[in] NodeId ActionNodelId,
[in] String Response,
[out] Int32 RespondActionEr£o¥) ;

Table 10 — RespondAction Method Arguments

Argument Description

ActignNodeld Nodeld of a transient Variable that represents and identifies the executing Actign.
This Id is returned by the InvokeAction Method.

Response XML document that contains the response (value or selection). See IEC 627692
for the, XML"Schema for the Response parameter.

ResfgondActionError 0 - OK

*1 = E_InvalidAction — the Nodeld does not refer to an existing action

-2 — E_InvalidResponse — the passed response data could not be interpreted

Table 11 — RespondAction Method AddressSpace Definition

Attribute Value
BrowseName RespondAction
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument][] PropertyType Mandatory
HasProperty Variable OutputArguments Argument[] PropertyType Mandatory

7.6.7 AbortAction Method

AbortAction is used by the FDI Client to abort an Action execution. This Method call
immediately returns. The FDI Client is informed via a notification event on the ActionNodeld
Variable when the Action enters the Aborting state.

The "ActionSet" component of the TopologyElement on behalf of which the Action had been
invoked is specified via the Objectld argument of the Call Service.
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The signature of this Method is specified below. Table 12 and Table 13 specify the arguments
and AddressSpace representation, respectively.

Signature
AbortAction (
[in] NodeId ActionNodeId,
[out] Int32 AbortActionError) ;
Table 12 — AbortAction Method Arguments
Argument Description
ActignNodeld Nodeld of a transient Variable that represents and identifies the executing“Actipn.
This Id is returned by the InvokeAction Method.
AbortActionError 0-0OK
-1 — E_InvalidAction — the Nodeld does not refer to an existing.action

Table 13 — AbortAction Method AddressSpace Definition

Attribute Value
BrowgeName AbortAction

Ré¢ferences NodeClass BrowseName DataTypée TypeDefinition ModellingRule
HasPfoperty Variable InputArguments  |Argument] PropertyType Mandatory
HasPfoperty Variable OutputArguments |Argument[] PropertyType Mandatory
8 Network and connectivity
Network and connection information elements are required to create communidation
topolpgies.
A Network represents the eommunication means for Devices that are connected to|it. It
inclugles wired and wireléss’ technologies. ConnectionPoints represent the interface (intefface
card) of a Device to a'Network. A specific sub-type shall be defined for each protocol.
Thesg elements are described and formally defined in IEC 62541-100.

9

9.1

Jtility functions

—Overview

Clause 9 provides specific services for certain FDI information elements.

9.2

Locking

Locking is the means to avoid concurrent modifications to a Device or Network and their

components.

operations and Action invocations).

FDI Clients shall use the Locking Services for any changes (e.g. write

The main purpose of locking a Device is to avoid concurrent device modifications. The main
purpose of locking a Network is to avoid concurrent topology changes.

When locking a Device, the lock always applies to both the online and the offline versions.
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When locking a Modular Device, the lock applies to the complete Device (including all
modules). Equally, when locking a Block Device, the lock applies to the complete Device
(including all blocks).

If no lock is applied to the top-level Device (for Modular Device or for Block Device), the sub-
devices or blocks, respectively, can be locked independently.

When locking a Network, the lock applies to the Network and all connected Devices. If any of
the connected Devices provides access to a sub-ordinate Network (such as a Gateway), the
sub-ordinate Network and its connected Devices are locked as well.

The

9.3
9.3.1

An E
apply

L ockingService is fully described and formally defined in IEC 62541-100.

EditContext
Overview

ditContext can be used to make changes to Variable values visible t6 the Server wi
ing them to the Device. The FDI Server provides the EditContéxt concept to su

Clients in their editing task.

The
inclu

Editd
techr
Obje
Brow

ling the Methods to maintain EditContext instances.

ontext is exposed as an AddIn capability, #which is comparable to the inte
ology found in some programming languages. ‘thé EditContext service is modelled
ctType and instances of this type are added to the Device with a pre-d
seName. Additional AddIn examples are defined in IEC 62541-100.

Whe

thout
bport

EditContext is specified in IEC 62541-3. Following is the“OPC UA Information Model

rface
s an
ined

reading or subscribing to Variable\values registered in an EditContext, the follqwing
FDI-gpecific StatusCodes may occur (sge Clause 11):

ood_Edited distinguishes values that have been edited but have not been written t
evice.

calculated after the dominant value has been applied to the device. In the offline
e dependent value:has to be written by the Client as well.

ood_DependentValueChanged indicates that a dependent value has been change
e change has.not been applied to the device.

EditContext Type

EditContextType comprises the EditContext Methods. It is formally defined in Table 1

b the

ncertain_DominantValueChanged indicates that dependent values are invalid and wfill be

rase,

d but
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Table 14 — EditContextType Definition

Attribute Value

BrowseName EditContextType
IsAbstract False

References NodeClass BrowseName DataType TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in IEC 62541-5.
HasComponent |Method GetEditContext Mandatory
HasComponent [Method RegisterNodesByld Mandatory
HasCpmponent |Method RegisterNodesByRelativePath Mandatary
HasCpmponent [Method Apply Mandatory
HasCpmponent [Method Reset Mandatory
HasCpmponent |Method Discard Mandatory

The

if the

9.3.3
The

EditContext Object

EditGontextType as illustrated in Figure 15.

support of EditContext for an Object is declared. by aggregating an instance o

StatusCode Bad_MethodInvalid shall be returned from the Call“Service for elements
wherg the EditContext Methods are not supported. Bad_UserAccessDenied shall be retu
Client User does not have the permission to call the Methods:

rned

f the

TypeSpace, | InstanceSpace |
l_______________________'i
| ’ BaseObjectType ‘ DeviceType I
| -
| ﬁ N\ ﬁ :
|
|

: ‘ EditContextType |44 ‘ XYZ-Device Type M
e R 't mDo02

GetEditContext

Enregistrer... EditContext

Réinitialiser ‘
S e
IEC
= LA+

This Object is used as container for the EditContext Methods and shall have the BrowseName
EditContext. HasComponent is used to reference from a Device to its "EditContext" Object.

The EditContextType and each instance may share the same Methods.

9.3.4

GetEditContext Method

Returns an EditContext as specified in IEC 62541-3.

The signature of this Method is specified below. Table 15 and Table 16 specify the arguments
and AddressSpace representation, respectively.
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Signature
GetEditContext (
[in] String ParentId,
[in] WindowMode TargetWindowMode,
[out] String EditContextId,
[out] Int32 GetEditContextStatus) ;
Table 15 — GetEditContext Method Arguments
Argument Description
Parentld If Null, a root instance is requested.

Otherwise, the Client passes the identifier of a previously acquired EditContext

indicating that it will create a sub-window.

TargptWindowMode

An enumeration that indicates the User Interface element used for.this context.

1 — Modal Window
2 — NonModal Window
3-UIP

EditContextld

A string identifier created by the Server.

GetHditContextStatus

0-0OK

-1 — E_NotSupported — the element does not'support the EditContext Service

Table 16 — GetEditContext Method{AddressSpace Definition

Attribute Value
BrowseName GetEditContext
Rgferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable InputArguments Argument[] PropertyType Mandatory
HasRroperty Variable OutputArguments | Argument(] PropertyType Mandatory
9.3.5 RegisterNodes.Method
This [Method is used-to/register Nodes with an EditContext. It returns new Nodelds that [have

to be| used to address’'this Node within the EditContext.

The gignature of this Method is specified below. Table 17 and Table 18 specify the arguments
and AddressSpace representation, respectively.
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Signatures
RegisterNodes (
[in] String EditContextId,
[in] RegistrationParameters/|] NodesToRegister,
[out] RegisterNodesResult RegisterNodesStatus) ;
Table 17 — RegisterNodes Method Arguments
Argument Description
EditContextld Identifier of an EditContext that was previously acquired with a GetEditConteXxt|call.
Nod¢sToRegister An array of structures for each node to register.
RegigterNodesStatus A structure with overall execution status and result data for each Node,to regisfer.
Table 18 — RegisterNodes Method AddressSpace Definition
Attribute Value
BrowseName RegisterNodes
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable InputArguments ArgumentT} PropertyType Mandatory
HasRroperty Variable OutputArguments | Argument|[] PropertyType Mandatory

The RegistrationParameters DataType defines a single Node to be registered. Its elements
are defined in Table 19.

Table 19 — RegistrationParameters DataType Structure

Name Type Description
RegisfrationParameters [structure This structure specifies one of the nodes to register.
pat RelativePath |RelativePath for this Node to register.

The RelativePath type is defined in IEC 62541-4.

selgctionFlags Ulnt82 A bit mask that identifies the EditContext-specific Nodelds to be
returned in the RegisterNodesResult structure.

The value of this parameter shall contain at least one of the follow|ng
values. No value will be rejected with E_InvalidSelectionFlags.

Bit Value Nodeld to return
0x0000 0001 Online / ContextNodeld

OX0000 0002 Onithe 7 DeviceNoderd
0x0000 0004 Offline / ContextNodeld
0x0000 0008 Offline / DeviceNodeld

The RegisterNodesResult DataType includes overall status information and result data for
each Node to be registered. Its elements are defined in Table 20.
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Table 20 — RegisterNodesResult DataType Structure

representation of thé Node in the Device. See IEC 62541-3 for
details.

Name Type Description
RegisterNodesResult structure This structure specifies the registration result.

status Int32 0 — OK - the field registeredNodes contains a result for each Node to
register
-1 — E_Invalidld — the specified EditContext is unknown

the registeredNodes field is empty

registeredNodes RegisteredNode[] |The list contains EditContext-specific Nodelds for the registered
Node. The Client has to use these Nodelds for all subsequent OPC
UA Service calls

nodeStatus Int32 0-0OK
-1 — E_InvalidNode — an invalid Node has been registeréed~See
IEC 62541-3 for details.
-2 — E_InvalidSelectionFlags — the RegistrationPatameters for this
Node contained no value

onliheContextNodeld Nodeld This Nodeld shall be used to address the online representation pf the
Node in the EditContext. See IEC 62541+3-for details.

onliheDeviceNodeld Nodeld This Nodeld shall be used to address'the online representation pf the
Node in the Device. See IEC 6254 13)for details.

offlineContextNodeld Nodeld This Nodeld shall be used to address the-entine offline
representation of the Node in\the EditContext. See IEC 62541-3|for
details.

offlineDeviceNodeld Nodeld This Nodeld shall be us€d to address the-entire offline

9.3.6
This

The
and /

Apply Method

Method is used to apply values that’have been modified in the EditContext.

signature of this Method is spécified below. Table 21 and Table 22 specify the arguments
AddressSpace representation; respectively.

Signpture
A[vply(

[in] String EditContextId,
[out] ApplyResult ApplyStatus) ;

Table 21 — Apply Method Arguments
Argument Description

EditContextld

Identifier of an EditContext that was previously acquired with a GetEditContext call.

ApplyStatus

A structure with overall execution status and status information for each transferred

Variable.

Table 22 — Apply Method AddressSpace Definition

Attribute Value
BrowseName Apply
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument][] PropertyType Mandatory
HasProperty Variable OutputArguments Argument[] PropertyType Mandatory
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The ApplyResult DataType includes overall Apply status information and status information for
each Variable that could not be transmitted. Its elements are defined in Table 23.

Table 23 — ApplyResult DataType Structure

Name Type Description
ApplyResult structure This structure is returned in case of errors. No result data are returned.
Further calls with the same Transferld are not possible.
status Int32 0 - OK -the transferincidents field may include individual Variables

that raited
-1 — E_Invalidld — the specified EditContext is unknown

trangferincidents

Transferincident[]

If the service returns normally and the Transferincidents listis emp
all changes have been applied and the edited values are ‘cleared.

Otherwise, the list contains Variables that could not-be_transferred
successfully. The edited Values are preserved.

ty,

bxtNodeld

cont Nodeld The Nodeld returned from RegisterNodesByld-er.
RegisterNodesByRelativePath.
StatusCode OPC UA StatusCode as defined in IEC 62541-4 and in IEC 62541-§.
statysCode
Diagnosticlnfo Diagnostic information. This parameter is empty if diagnostics
diagpostics information was not requested in the request header or if no diagngstic
information was encountered in the processing of the request. The
Diagnosticinfo type is defined.in IEC 62541-4.
9.3.7 Reset Method
Cleats all modified values in the EditContext,

The
and A

signature of this Method is specified,below. Table 24 and Table 25 specify the arguments
\ddressSpace representation, respectively.

Sigr;Eture
set (

[in] String EditContextId,
[out] Int32 ResetStatus) ;
Table 24 — Reset Method Arguments

Argument Description
EditContextld Identifier of an EditContext that was previously acquired with a GetEditContext|call.
ResdtStatus 0 — OK

-1 — E_Invalidld — the specified EditContext is unknown
Table 25 — Reset Method AddressSpace Definition
Attribute Value
BrowseName Reset
References NodeClass BrowseName DataType TypeDefinition ModellingRule

HasProperty Variable InputArguments Argument([] PropertyType Mandatory
HasProperty Variable OutputArguments Argument(] PropertyType Mandatory
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9.3.8

Discard Method

41 -

This Method releases the EditContext. Any modified values that have not been applied are

lost.

The signature of this Method is specified below. Table 26 and Table 27 specify the arguments

and AddressSpace representation, respectively.

Signature

D

iscard (

(1] String
[out] Int32

rditConteXxtld,
DiscardStatus) ;

Table 26 — Discard Method Arguments

gument

Description

Edit

ontextld

Identifier of an EditContext that was previously acquired with a GetEditContext call.

Disc

brdStatus

0-0OK

-1 — E_Invalidld — the specified EditContext is unknown

-2 — E_ChildExists — the specified EditContext cannot be’discarded, because a child instanpce

exists.

Table 27 — Discard Method AddressSpace Definition

Attribute

Value

Browg

eName

Discard

References

NodeClass

BrowséName

DataType

TypeDefinition

Modelling

Rule

HasP

operty

Variable

InputArguments

Argument[]

PropertyType

Mandatory

HasP

operty

Variable

OutputArguments

Argument[]

PropertyType

Mandatory

9.4
9.4.1

Dired
Topo
perfa
data
assu

Dired

Direct Device Access

General

tDeviceAccess® provides the means to communicate with a device in the D
logy. It wil-be used by UIPs for operations that cannot, or at least not easily, be
rmed through Information Model access. Use cases include the transmission of
buckets from or to the device, for example, historical data or firmware. It is geng¢rally
med ‘that directly accessed data will not be reflected in the Information Model as
tDeviceAccess shall not influence the structure and the data integrity of the Infor

Bvice

arge

well.
tion

Model. FDI Servers may be restrictive about when they enable the use of these Methods.

A DirectDeviceAccess Object shall exist for every Device where the FDI Server allows direct
access via a UIP.

The following behaviour applies when using DirectDeviceAccess:

e Only one FDI Client can use DirectDeviceAccess at a given time.

e DirectDeviceAccess requires a lock. If the Device has not been locked, the request will be
rejected.

¢ Due to the lock, no write operations and no Method invocations from other FDI Clients are
permitted during DirectDeviceAccess. This includes the execution of Actions.
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o |f Attribute values of Parameters might have changed due to DirectDeviceAccess, the UIP
shall set the InvalidateCache in the EndDirectAccess argument to True.

9.4.2 DirectDeviceAccess Type

The DirectDeviceAccessType provides the Methods needed to open and close a connection
and to transfer data. Figure 16 shows the DirectDeviceAccessType definition. It is formally
defined in Table 28.

‘ BaseObjectType |

DirectDeviceAccess
Type

InitDirectAccess
% @
EndDirectAccess

IEC

Figure 16 — DirectDeviceAccessType

Table 28 — DirectDeviceAccessType Definition

Attribute Value

BrowseName DirectDeviceAccessType
IsAbptract False

Reeferences NodeClass BrowseName DataType TypeDefinition ModellingRple
Subtlype of the BaseObjectType defined in IEC 62541-5.
Has@omponent Method InitDirectAccess Mandatory
Has@omponent Method Transfer Mandatory
Has@omponent Method EndDirectAccess Mandatory

The PirectDeviceAccessType and each instance of this Type share the same Methods] The
Nodgld of thesesMethods will be fixed and defined in this document. FDI Clients therefofe do
not hlave to browse for these Methods. They can use the fixed Nodeld as the Methodld qf the
Call ervice:

The [OPC UA StatusCode Bad_Methodlinvalid shall be returned from the Call Servicg for
elements where the DirectDeviceAccess Methods are not supported.

9.4.3 DirectDeviceAccess Object

The support of DirectDeviceAccess for an Object is declared by aggregating an instance of
the DirectDeviceAccess Type as illustrated in Figure 17.
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TypeSpace InstanceSpace

DirectDeviceAccess < XYZ-DeviceType 44
Type |

DirectAccess

InitDirectAccess
EndDirectAccess

IEC

Figure 17 — DirectDeviceAccess instance

This [Object is used as container for the DirectDeviceAccess Methods)and shall have the
BrowiseName DirectAccess. It is formally defined in Table 29. HasComponent is used to
reference from a TopologyElement (for example, a Device) to. lits "DirectDeviceAcgess"
Objett.
The DirectDeviceAccessType and each DirectAccess Object.share the same Methods.
Table 29 — DirectDeviceAccess.Instance Definition

Attribute Value
BrowgeName DirectAccess

References NodeClass BrowseName DataType | TypeDefinition | ModellingRule
HasTypeDefinition |ObjectType |[DirectDeviceAccessType Defined in 9.4.2.
9.4.4 InitDirectAccess Method
InitD{rectAccess opens a logic communication channel. The Device to access is specified via
the Qbjectld argument.&fithe Call Service.
It is up to the FDJ _Server whether this Method already opens a connection to the physical
devide.
The gignature of this Method is specified below. Table 30 and Table 31 specify the arguments
and AddressSpace representation, respectively.
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Signature

InitDirectAccess (
[in] String
[out] Int32

—44 —

Context,
InitDirectAccessError);

Table 30 — InitDirectAccess Method Arguments

IEC 62769-5:2021 RLV © IEC 2021

Argument

Description

Context

A string used to provide context information about the current activity going on in
the FDI Client/UIP.

InitDjrectAccessError

0-0OK

-1 — E_NotSupported — the device can not be directly accessed

-2 — E_LockRequired — the element is not locked as required

-3 — E_InvalidState — the device is already in DirectAccess mode

Table 31 — InitDirectAccess Method AddressSpace.Deéfinition

Atgribute Value
BrowgeName [InitDirectAccess
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty |Variable InputArguments Argumentf] PropertyType Mandatory
HasPfoperty Variable OutputArguments |Argument[] PropertyType Mandatory
9.4.5 EndDirectAccess Method
the

EndDirectAccess ends direct access.(The directly accessed Device is specified via

Obje¢tld argument of the Call Service:

The

and AddressSpace representation, respectively.

signature of this Method iscspecified below. Table 32 and Table 33 specify the arguments

Signpture
EndDirectAccess (
[in] Boolean InvalidateCache,
[out] ~Fnt32 EndDirectAccessError) ;
Table 32 — EndDirectAccess Method Arguments
Argument Description

InvalidateCache

This means that these Parameters will be re-read before they are used again.

If True, the FDI Server will invalidate any cached values for Device Parameters.

EndDirectAccessError

0-0OK

-1 — E_InvalidState — the device is not in DirectAccess mode.
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Table 33 — EndDirectAccess Method AddressSpace Definition

Attribute Value
BrowseName EndDirectAccess
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] PropertyType Mandatory
HasProperty Variable OutputArguments Argument[] PropertyType Mandatory

Transgfer is used to transfer data to and from the Device. The format of send or receive-data is

protgcol-specific.

The

and AddressSpace representation, respectively.

ignature of this Method is specified below. Table 34 and Table 35 specify-the arguments

Signpture

Tlransfer (
[in] String SendData,
[out] String ReceiveData,
[out] Int32 TransferError) ;

Table 34 — Transfer Method Arguments
Argument Description
SendData XML document based on the TransferSendDataType as specified in the communication profile-

specific XML schema. See |IEC 62769-4:2045-AnnexF and IEC 62769-40== 10x.

RecgiveData

XML document based on the\FransferResultDataType as specified in the communication
profile-specific XML schema: See IEC 62769-4:2015,-AnnexF and IEC 62769-10*-* 10x.

TranpferError 0-0OK
-1 — E_InvalidStaté.=~'the device is not in DirectAccess mode.
Table' 35 — Transfer Method AddressSpace Definition
Attribute Value
BrowseName Transfer
References NodeClass BrowseName DataType TypeDefinition ModellingRule

HasRroperty Variable InputArguments Argument(] PropertyType Mandatory
HasProperty Variable OutputArguments Argument(] PropertyType Mandatory

10 Parameter Types

10.1 General

IEC 62541-100 defines a Parameter as "a variable of the Device that can be used for
configuration, monitoring or control purposes. In the Information Model it is synonymous with
an OPC UA DataVariable."

When discussing Parameter Types, we have to consider DataType and VariableType.
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Each OPC UA DataVariable (Parameter) has a Value Attribute, which is of a certain
DataType. OPC UA has already defined a set of built-in DataTypes, which are sufficient for
the majority of types needed for FDI.

VariableTypes represent the type definition of (Data)Variables. Such a type definition typically
defines certain behaviour as well as mandatory or optional Properties. The HasTypeDefinition
Reference is used to define the VariableType for a Variable. OPC UA already defines a set of
VariableTypes as illustrated in Figure 18. BaseDataVariableType is the base type and can be
used if no more specialized type information is available (see IEC 62541-5). AnalogltemType
and DiscreteltemTypes (see IEC 62541-8) are more concrete types.

BaseDataVariableType | Not defined o the
- - TypeDefinition Nod€)
I ) . " butcan be applied'én

[ TimeZone:: | each DataVariable

Property Type

. ‘ DaylightSavingTime::
PropertyType

DataltemType

[
Definition::

\_ PropertyType |

| ‘ValuePrecision:: |
| PropertyType |

‘ AnalogltemType | ‘ DisgtételtemType ‘
. (DataType: Number) | -/

) ! InstrumentRange:: ‘ %
Property Type -

i« TvoStateDiscrete Type ‘ ‘ MultiStateDiscreteType |
(DataType: Boolean) _ ([l)ataTypet Ulnteger) |

) ! EURange:: ‘
PropertyType-~ "\

v ‘ TrueState:: | ) ‘ ~ EnumStrings::
Property Type PropertyType

% 'EngineeringUnits::“‘
PropertyType

% EngineeringUnits:: |
Property Type

IEC

Figure 18 — OPC UA VariableTypes including OPC UA DataAccess

The mapping of EDD Data Types to OPC UA DataTypes and VariableTypes is specified in
15.6.

10.2 ScalingFactor Property

The Value Attribute of Variables contains the raw value returned from the device. However,
Servers can expose the Property ScalingFactor. It is suggested that the (raw) value is
multiplied by this factor before being displayed.

The Property shall be aggregated by each Variable that it applies to. It is formally defined in
Table 36.
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Table 36 — ScalingFactor Property Definition

Name DataType Description

ScalingFactor | Double This Property specifies the scaling factor to be used when displaying the Variable
value.

10.3 Min_Max_Values Property

This Property specifies one or more ranges to which a Variable value shall be set. If there are
multiple ranges, they shall not overlap. A "Null" for the MIN Value or the MAX Value
indicgtes that this boundary is not limited.

The Property shall be aggregated by each Variable that it applies to. It is formally<defined in
Tablg 37.

Table 37 — Min_Max_Values Property Definition

Name DataType Description

Min_[Max_Values | Variant_Range]] This Property specifies the range or ranges’to which a Variable Valug
shall be set.

The Variant_Range structure specifies a single range (@ MIN_Value and a MAX_Value)| The
BaseDataType is used, because such a range can)be applied to Variables of different
Dataetlrypes — in particular integer, floating point, date and duration. The actual datatype |used
has o match the DataType of the Variable value.\t can also be Null, which means that this
boungdary is not defined.

Its elements are defined in Table 38.

Table 38 — Variant_Range DataType Structure

Name Type Description

Varignt_Range structure

MIN_Value BaseDatalype | Specifies the upper bound of values to which a Variable shall be set. N§
indicates that MIN_Value has no limit.

MAX_Value BaseDataType | Specifies the lower bound of values to which a Variable shall be set. Ny
indicates that MAX_Value has no limit.

Its relpresentation in the AddressSpace is defined in Table 39.

Table 39 — Variant_Range Definition

Attributes Value

BrowseName Variant_Range

11 FDI StatusCodes
Clause 11 defines OPC UA StatusCodes that are specific to FDI Servers.

The general structure of the StatusCode is specified in IEC 62541-4. It includes a set of
common operational result codes, which also apply to FDI.
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Table 40 contains Good (success) codes that are specifically defined for FDI.

Table 40 — Good operation level result codes

Symbolic ID Description

Good_Edited This status applies to Variable values that are part of an EditContext (see 9.3). It
is returned with values that are read or received in a DataChangeNotification
from a Subscription.

It defines that it is an edited value that has not been transferred from the
EditContext to the Device.

Goo The value of 3 \ariable was successfully read orwritten- but one of the post
24 L

PostActionFailed actions failed.
Goog_ This status applies to Variable values that are part of an EditContext (see9.3).It
Depg¢ndentValueChanged is delivered with a dominant Variable value when any of its dependent\Variahles
was changed and not yet applied.
Tablg¢ 41 contains Uncertain codes that are specifically defined for FDI.
Table 41 — Uncertain operation level resultcodes
Symbolic ID Description
Uncgrtain_ This status applies to Variable values that are part of an EditContext (see 9.3).1t
Dom|nantValueChanged is delivered with a dependent Variable value when a dominant value — e.g. ap
engineering unit — was changed and\the dependent Variable may have to be
recalculated.
Uncqrtain_ This status applies to Variable\walues that are part of an EditContext (see 9.3).It
Depg¢ndentValueChanged is delivered with a dominantVariable value when any of its dependent Varialjles
was changed and not yePapplied. The "uncertain" status indicates that the
dominant variable valderitself has uncertain quality.
Tablg 42 contains Bad codes that are specifically defined for FDI.
Table:42 — Bad operation level result codes
Symbolic ID Description
Bad | This status applies to Variable values that are part of an EditContext (see 9.3).1t
Dom|nantValueChanged is delivered with a dependent Variable value when a dominant value — e.g. ap
engineering unit — was changed and the dependent Variable cannot be
accessed.
Bad | This status applies to Variable values that are part of an EditContext (see 9.3).It
Depg¢ndentWalueChanged is delivered with a dominant Variable value when any of its dependent Varialjles
was changed and not yet applied. The "uncertain" status indicates that the
dominant variable value itself has bad quality.

12 Specialized topology elements

Devices and other topology elements can be specialized using the modelling elements
defined in this document or in IEC 62541-100. No specific ObjectType is needed. A
Communication Device for instance will have the CommunicationServices capability
(Communication Devices and CommunicationServices are specified in IEC 62769-7).

Other specializations are possible applying the same techniques, for example, a Modular
Communication Device.

See IEC 62541-100 for the definition of Block Device and Modular Device.
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13 Auditing

13.1 General

Auditing is a requirement in many systems. It provides a means for tracking activities that
occur as part of the normal operation of the system. It also provides a means for tracking
abnormal behaviour. It is also a requirement from a security standpoint.

When an audit trail is maintained by the FDI Server, all audit trail records related to services
invoked by FDI Clients will be implicitly created. In addition, FDI Clients have means for
providing additional audit context information as specified in 13.2 and 13.3.

FDI $ervers shall generate AuditEvents as specified in IEC 62541-4 and IEC 62541~5, Tlhese
standards define AuditEvents for the following OPC UA Services:
ecure Channel Services,

ession Services,

odeManagement Service Set (AddNode, DeleteNode),

S
S
N

e \Write Service,
Method Service ("Call").
A

uditEvents are defined for reading and for subscriptions.

The FDI Server generates AuditEvents using the standard OPC UA event mechanism.| This
allows an external OPC UA Client to subscribe to_and store the audit entries in a log f|le or
othel storage location.

13.2| FDI Client-provided context information
FDI Clients have various means for providing context information for the purpose of auditng:

o the ClientDescription and SessionName passed by the FDI Client when creating the
Skession,

e the context text from thelMethods to initialise Lock or Direct Device Access.

When an AuditUpdateMethodEvent is generated for the EnterLock and InitDirectAdcess
Methpds, the audit centext information will be used for the Message field of this event.

13.3 | LogAuditTrailMessage Method

LogAuditTrailMessage is used by the FDI Client to insert information about the current aqgtivity
going on\ip' the FDI Client into the audit trail of the FDI Server. Since it is a Method, it will be
also |inserted into the stream of AuditEvents. The message will be timestamped in thg FDI
Server.

This Method shall be a component of the Server Object. The Objectld parameter of the Call
Service shall be the Nodeld of the Server Object.

FDI Clients do not have to browse for the LogAuditTrailMessage Method. Rather, they can
use the well known Nodeld of the Method declaration as the Methodld of the Call Service.

The signature of this Method is specified below. Table 43 and Table 44 specify the arguments
and AddressSpace representation, respectively.
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Signature

LogAuditTrailMessage (
[in] String Message) ;

Table 43 — LogAuditTrailMessage Method Arguments

Argument Description

Message Free text describing the context.

Table 44 — LogAuditTrailMessage Method AddressSpace Definition

Attribute Value
BrowseName LogAuditTrailMessage
Rpferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument(] PropertyType Mandatdry

When an AuditUpdateMethodEvent is generated for the LogAuditTrailMessage Method, the
Mesqage argument will be used for the Message field of this €vent.

14 KDI Server Version

The [FDI Technology Version supported by an £DI| Server is exposed via an FDI-spgcific
Propgerty. The version exposed with this Property~applies to

e the Information Model, and

e the XML Schema as used for UIDs and Actions.

The Property shall be aggregated.by the OPC UA Server Object. It is formally defingd in
Tablg 45.

Table 45 — FDIServerVersion Property Definition

Name DataType Description

FDIgerverVersion String This Property specifies the FDI Technology Version that this FDI Server
supports. The syntax of the string is as defined in IEC 62769-4.

15 IYIapping FDI Package information to the FDI Information Model

15.1 General

Clause 15 defines the mapping of EDDL and other FDI Package Information to the FDI
Information Model and the underlying OPC UA and OPC UA Devices information models,
respectively.

The OPC UA Object Model provides a standard way for Servers to represent Objects to
Clients. In order to meet this objective, the OPC UA Object Model allows the definition of
Objects in terms of Variables and Methods. It also allows relationships to other Objects to be
expressed.
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On the other hand, EDDL defines a set of language constructs that are used to describe
industrial field devices. Each construct supports its own set of attributes and references. EDD
information adds semantic contents to the raw data values read from and written to the field
devices.

The primary objective of the EDDL-OPC UA information model is to describe the
correspondence between the OPC UA Object Model elements and the EDDL elements when
an EDD is used to populate the FDI Server with Objects.

Completely meeting this objective means dealing both with enhanced data access through
OPC UA and with Ul interactions between OPC UA clients and servers.

15.2| Localization
15.21 Localized text

In vafrious definitions, EDDs may contain information in multiple language, variants. Examples
are the LABEL and HELP attributes. The server has to select the proper-fanguage for jeach
client as follows: when creating an OPC UA Session, the OPC UA Client'passes the locale(s)
that it requests to be used for all services within this Session. If the Server does not support
any ¢f the requested locales, it chooses an appropriate default localg”

15.22 Engineering units

Varigbles with a UNIT CODE are represented in OPC WA as Analogltem Variables. The UNIT
CODE is exposed via the EngineeringUnit Property..€hanging the EngineeringUnit will qause
all EDD Variables that depend on the associated UNIT CODE to be recalculated. As a r¢sult,
the QPC UA Variable values will be set as well.

Charjging the EngineeringUnit will affect all>Clients.

15.3| Device
15.31 General

Subdause 15.3 specifies the  mapping of FDI Package elements to Device Types and Degvice
Instapces.

Devi¢es may also have-Blocks (see 15.4).

15.3.2 Mapping to Attributes to a specific DeviceType Node

The BrowseName and Nodeld Attributes are vendor-specific.

The DisplayName Attribute is created from the Package Catalog: DeviceType.Name.

The Description Attribute of a Device is the information that serves to further identify,
manage, locate, and/or explain the device whose contents are defined by the user. For purely
block-oriented devices, this will appear only on blocks. For example, in HART, the MESSAGE
variable can be used here.

15.3.3 Mapping to Properties

Type and instances share the same Properties.

Some of the Properties are created from information in the Package Catalog. Table 46
specifies the mapping of Properties to Package Catalog elements.
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Table 46 — DeviceType Property Mapping

Property Package Catalog element
Manufacturer ManufacturerName
Model ListOfDeviceTypes]i].ListOfInterfaces[j]l.DeviceModel.
DeviceRevision ListOfDeviceTypes]i]. ListOfInterfacesJj].Version.
FDITechnologyVersion FDITechnologyVersion.

2021

The
corre
revis

The
set.

If a K
Prop

15.3.

SerialNumbar PRgviciaonCaountar  SaoftwargPRavicion and HaordwargPgyvicinn Dran
Ha+HARB-8—~8YHSHoH HHHeH FWeH-B 8 \HSHoR—aR a—Fa-e W88 \HSHoR——O P

spond to the value of the protocol-specific "serial number", "revision counter", "soff
on", and "hardware revision" Parameters, respectively.

DeviceManual Property is an empty string. Documents can be found in-~the attach

Picture element is available in the FDI Package, it can be mapped-to the OPC UA
erty (see IEC 62541-3). If multiple resolutions are available, the host has to choose.

4 Mapping to ParameterSet

Som¢ devices are strictly block-oriented with no kinds -0f Variables on the device

Mapy
VALL
the "
devig

A Pa
See

15.3.

The
corre

JE__ ARRAY or LIST items exist on the device-level, the resulting Parameters are ke
ParameterSet" as a flat list of Parameters. FunctionalGroups reflect the structure g
e menus defined in the device’s EDD.

rameterSet with all Parameters exists on'the Type, the offline and the online instanc
5.6 on how EDDL attributes are used to create Parameter nodes.

5 Mapping to Functional Groups

top-level Functional Groups that are referenced directly from the Device O
spond to the root MENU items, as defined in IEC 61804-4. Naming conventions are

to differentiate betweenFunctional Groups for handheld and for PC-based applications.

Ther

15.3.

The

e are no Funétional Groups on the DeviceType.

6 Mapping to DeviceTypelmage

rties
ware

ment

Icon

evel.

ing an EDD for these devices will result in an empty ParameterSet. When VARIABLE,

pt in
f the

bject
used

Devi
from

15.3.
The

the Relationship Type.

7 Mapping to Documentation

Variables in the Documentation folder are created from the Package Cat

Variables in the DeviceTypelmage folder are created from the Package Cafalog:
T il.ListOfDevicelm . BrowseNam nd DisplayName repr nt the file mame

alog:

DeviceTypes[i].ListOfDocuments. BrowseName and DisplayName represent the file name

from

15.3.
The

the Relationship Type.

8 Mapping to ProtocolSupport

Variables in the ProtocolSupport folder are created from the Package Cat

alog:

DeviceTypes][i].ListOfInterfaces]j].ListOfCommunicationProfileSupportFiles. BrowseName and

Displ

ayName represent the file name from the Relationship Type.
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15.3.

9 Mapping to ImageSet

The ImageSet contains Variable Nodes for all images from the EDD that are needed for UIDs.

15.3.

10 Mapping to ActionSet

The ActionSet references OPC UA Objects that represent all EDD Methods except for the
abort and the action methods as defined in IEC 61804-3. See 15.8 on how EDDL attributes

are u

15.3.

sed to create Action Nodes

11 Mapping to MethodSet

The

15.4

Subg

As d

MethodSet (inherited from IEC 62541-100) is not used by the FDI.

Modular Device

lause 15.4 specifies the mapping of a modular device’s package.

bscribed in IEC 62769-4, a package for a modular device contains“a head station

and ¢ne or more module EDDs. The head station EDD contains COMRONENT constructg

ident

The
acco

fy the module EDDs.

EDDs for head station Device and for each module ‘siall be individually mapp4
dance with the mapping rules for single Devices.

The head station Device will show up as a modular Bevice as specified in IEC 62541-100

EDD
blocK

L supports thesdefinition of devices that are block-oriented, and devices that are
oriented. When“blocks (specifically, Block_A) exist in an EDD, the resulting device

be modelled as“a block-oriented Device as specified in IEC 62541-100. The Block

insta
Bloch

s willsnot have the Blocks component.

EDD
that

ed in

he SubDevices component in the instance\of the head Device references instanfiated
odules.
he SupportedTypes folder in the SubDevices component references all DeviceTypgs for
odules that may appear in the instgfjtce of the head Device.

Block
1 General
lause 15.5 specifies the mapping of EDDL elements to Block Types and instances.

non-
shall
node

hces are Kept in the Blocks component. A Device that does not support EDDL-defined

The

SupportedTypes folder in the Blocks component of a DeviceType reference

5 all

BlockTypes that may appear in a Device Instance. The Blocks component in a Device

Insta

15.5.

nce references instantiated Blocks.

2 Mapping to Attributes

The BrowseName and DisplayName correspond to the EDD Identifier and LABEL Attribute of
the corresponding EDDL Block, respectively.

The Nodeld is vendor-specific.

The Help attribute of the corresponding EDDL Block is mapped to the Description attribute of
the Block instance node. Bad_Attributeldinvalid shall be used if EDD contains no Help.
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15.5.3 Mapping to ParameterSet

All VARIABLE, VALUE_ARRAY, LIST items specified for a Block are used as Parameters in
the "ParameterSet". A ParameterSet with all Parameters exist on the Type, the offline and the
online instances.

See 15.6 on how EDDL attributes are used to create Parameter nodes.

15.5.4 Mapping to Functional Groups

A Block may have FunctionalGroups that expose its Parameters in an organized fashion,
refle¢ting the sirucfure of the block menus defined in the device’s EDD. The topjlevel
Functional Groups that are referenced directly from the Block Object correspond to theg root
MENU items, as defined in IEC 61804-4. Naming conventions are used to differentiate
betwgen Functional Groups for handheld and for PC-based applications

The BrowseName of a FunctionalGroup is the EDD identifier of the corresponding EDDL
MENU or COLLECTION.

Therg¢ are no Functional Groups on the BlockType.

15.5/5 Mapping to ActionSet

The ActionSet references OPC UA Objects that represent all EDD Methods defined for a
speclfic BLOCK, except for the abort and the action méthods as defined in IEC 61804-3] See
15.8 jon how EDDL attributes are used to create Action.Nodes.

15.5)6 Mapping to MethodSet
The MethodSet (inherited from IEC 62541-100) is not used by the FDI.

15.5]7 Instantiation rules

The BrowseName of a Block is.generated by the FDI Server from the EDD identifier df the
corrgsponding EDDL BLOCK ;Alby adding a numeric suffix that the OPC UA server generates
in  order to make thé )"BrowseName unique. For example, _ analog_input O,
anplog_input_1, _ pid, cantrol_0.

The DisplayName of a-BLOCK_B Block is the LABEL attribute.
The DisplayName of a BLOCK_A Block is defined in the protocol annex.

The |Description of a Block is the HELP attribute of the corresponding EDDL BLOCK.
Bad_[Attfibuteldinvalid shall be used if the EDD contains no Help.

15.6 Parameter
15.6.1 General

EDDL Parameters (for devices or blocks) are mapped to OPC UA Variables. The
VariableType used may be of any sub-type of the abstract BaseVariableType. In most cases,
they will be mapped to the VariableTypes defined in IEC 62541-8, for example, DataltemType,
AnalogltemType or DiscreteltemType. This document includes additional VariableTypes for
more sophisticated EDDL types. See Table 48 for the mapping of EDDL types.

The BrowseName of a Parameter is the EDD identifier of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY.
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The DisplayName of a Parameter is the LABEL attribute of the corresponding EDDL
VARIABLE, RECORD or VALUE_ARRAY.

The Description of a Parameter is the HELP attribute of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY. Bad_Attributeldinvalid shall be used if the EDD contains no

Help.

Parameters have also a set of Attributes that are common to all VariableTypes. Table 47
summarizes the Variable Attributes and describes how they are set from the EDDL description
information.

Table 47 — Setting OPC UA Variable Attributes from EDDL variable attributes

Attributes

Description

Valu

w

The most recent value of the Variable that the FDI Server has reathftom the de

ice.

Datal

Type

The EDDL data type is translated into an OPC UA standard data type in
accordance with Table 48.

Valu

ERank

Either set to "Scalar" or — when the Parameter is an apray * the

number—OF ELEMENTS specified for the EDDL VALUE-ARRAY item of

dimensions.

Arra

Dimensions

Specifies the length of each dimension if the Parameter is an array. This attriby
not exposed if the length is unknown or dynarmig”

te is

Accs

ssLevel

The AccessLevel Attribute is set based onthe EDDL variable HANDLING attrib
according to the following table:

Lte

Field Bit Description

CurrentRead 0 Set if"\EDDL variable HANDLING is defined as READ.
Reset otherwise.

CurrentWrite 1 Set if EDDL variable HANDLING is defined as WRITE
Reset otherwise.

If the HANDLING-attribute is missing, the Parameter will be defined as readabl{
and writeable.

User

AccesslLevel

The AccesslLevel with possible restrictions based on client identity as defined b
the FD| Sérver.

Mini

humSamplinglnterval

The(MinimumSamplinginterval Attribute indicates how fast the FDI Server can
reasonably sample the value for changes. It is suggested that the FDI Server
checks the variable CLASS attribute to differentiate static variables from dynani
variables regarding the sampling interval. Static variables might be sampled on
once and then only when the RevisionCounter changes. For static variables, th
FDI Server can use the MinimumSamplinginterval -1 (indeterminate).

C

T

The
devid

e data value.

Value<Attribute is the Parameter value, and — for the online representation — reflect

5 the

The DataType Attribute is an OPC UA DataType chosen to match the EDDL type and size.
Table 48 shows the correspondence between the EDDL types and sizes and the OPC UA
VariableTypes and standard DataTypes.
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Table 48 — Correspondence between EDDL and OPC UA standard data types

EDDL Data Type OPC UA VariableType OPC UA Constraints
DataType
Arithmetic
INTEGER BaseDataVariableType, |SByte When the size specified in EDDL is 1 byte.
AnalogltemType . e .
Int16 When the size specified in EDDL is 2 bytes.
Int32 When the size specified in EDDL is 3 or 4
bytes.
Int64 When the size specified in EDDL is 5, 6, 7 or
8 bytes.
UN$IGNED_INTEGER |BaseDataVariableType, [Byte When the size specified in EDDL jis\1 byfe.
AnalogltemType ) e {
Uint16 When the size specified in EDBL is 2 byfes.
UInt32 When the size specified in(EDDL is 3 or
bytes.
Ulnt64 When the size specified’in EDDL is 5, 6,|7 or
8 bytes.
DOUBLE BaseDataVariableType, |Double
AnalogltemType
FLQAT BaseDataVariableType, |Float
AnalogltemType
ENUMERATED See 15.6.5 Byte WHhen the size specified in EDDL is 1 byfe.
Ulnt16 When the size specified in EDDL is 2 byfes.
UInt32 When the size specified in EDDL is 3 or 4
bytes.
Ulnt64 When the size specified in EDDL is 5, 6,|7 or
8 bytes.
BIT| ENUMERATED |[See 15.6.6 Byte When the size specified in EDDL is 1 byfte.
Uint16 When the size specified in EDDL is 2 byfes.
UInt32 When the size specified in EDDL is 3 or
bytes.
Uint64 When the size specified in EDDL is 5, 6,|7 or
8 bytes.
Date and Time
DATE BaseDataVariableType |UtcTime The data type DATE consists of a calendar

(a 64-bit signed
integer which
represents the
number of 100
nanosecond
intervals since
January 1, 1601
(UTC))

date. This data type has special codification
in the device. Conversion to UtcTime is
necessary when reading it from the devige.

Conversion back to DATE is necessary when
writing it to the device. On write, if invalifd
data is written, the service returns an
appropriate error in the serviceResult and the
diagnosticlnfo data members of the

ResponseHeader and does not accept the
data.

DATE_AND_TIME

BaseDataVariableType

UtcTime

The data type DATE_AND_TIME consists of a
calendar date and a time. This data type has
special codification in the device. Conversion
to UtcTime is necessary when reading it from
the device. Conversion back to
DATE_AND_TIME is necessary when writing
it to the device. On writing, if invalid data is
written the service returns an appropriate
error in the serviceResult and the
diagnosticInfo data members of the
ResponseHeader and does not accept the
data.
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EDDL Data Type

OPC UA VariableType

OPC UA
DataType

Constraints

DURATION BaseDataVariableType

Duration

(a Double that
defines an
interval of time
in milliseconds
(fractions can be
used to define
sub-millisecond
values))

The DURATION data type is a time difference
that consists of a time in milliseconds and an
optional day count. This data type has special
codification in the device. Conversion to TIME
is necessary when reading it from the device.
Conversion back to DURATION is necessary
when writing it to the device. On writing, if
invalid data is written, the service returns an
appropriate error in the serviceResult and the
diagnosticinfo data members of the
ResponseHeader and does not accept the

data. The OPC Duration type 1s imited t
approximately 49,7 days, which is less\t
the theoretical maximum of the EBDL

DURATION type. If the DURATION excegds
the OPC maximum, the quality 'should bg set
to indicate this condition.

an

TIME BaseDataVariableType

UtcTime

The TIME data type consists of a time and an
optional date. This data_ type has specia
codification in the.device. Conversion to
UtcTime is necessary when reading it frgm
the device. Conversion back to TIME is
necessary when writing it to the device. Pn
writing, ifinvalid data is written, the servjce
returng’ an-appropriate error in the
seryiceResult and the diagnosticInfo dat
members of the ResponseHeader and d
not-accept the data.

1\

es

TIME_VALUE[4] BaseDataVariableType

Duration

Numberof 1132 ms-

TIME_VALUE is the "number of 1/32 ms].
"Duration" is calculated by multiplying th
TIME_VALUE by 0,031 25 (which is the
equivalent for 1/32 ms).

The

[]

loat

TIME_VALUE[8] BaseDataVariableType

UtcTime

The data type TIME_VALUE is used to
represent date and time in the required
precision for application clock
synchronization. This data type has speq
codification in the device. Conversion to
UtcTime is necessary when reading it frgm
the device. Conversion back to TIME_VALUE
is necessary when writing it to the devic¢. On
writing, if invalid data is written, the servjce
returns an appropriate error in the
serviceResult and the diagnosticInfo dat
members of the ResponseHeader and d
not accept the data.

al

1\

es

String

ASCII BaseDataVariableType

String

Conversion to String is necessary when
reading it from the device. Conversion back to
ASCII is necessary when writing it to the
device. On writing, if invalid characters gre

written, the service returns an appropriate
error in the serviceResult and the
diagnosticinfo data members of the
ResponseHeader and does not accept the
string.

BIT_STRING BaseDataVariableType

ByteString

Conversion to ByteString is necessary when
reading it from the device. Conversion back to
BIT_STRING is necessary when writing it to
the device. On writing, if invalid characters
are written, the service returns an appropriate
error in the serviceResult and the
diagnosticinfo data members of the
ResponseHeader and does not accept the
string.
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EDDL Data Type

OPC UA VariableType

OPC UA
DataType

Constraints

EUC

BaseDataVariableType

String

Conversion to String is necessary when
reading it from the device. Conversion back to
EUC is necessary when writing it to the
device. On writing, if invalid characters are
written, the service returns an appropriate
error in the serviceResult and the
diagnosticinfo data members of the
ResponseHeader and does not accept the
string.

PACKED_ASCII

BaseDataVariableType

String

Conversion to String is necessary when

~H o i =i H fal H I
reachrgH-fromthe—deviee—Conpversionback to

PACKED_ASCII is necessary when writing it

to the device. On writing, if invalid charafters
are written, the service returns afizappropriate
error in the serviceResult and the

diagnosticinfo data members$ of the
ResponseHeader and does.not accept the
string.

PASSWORD

BaseDataVariableType

String

Conversion to Strin@yis necessary when
reading it from the device.

FDI Servers,shall allow PASSWORD
Variables_to‘be read only when a secure]OPC
UA chanhel has been created, i.e. a chahnel

with efcryption.

VISIBLE

BaseDataVariableType

String

Conversion to String is necessary when
reading it from the device. Conversion back to
VISIBLE is necessary when writing it to the
device. On writing, if invalid characters gre
written, the service returns an appropriate
error in the serviceResult and the
diagnosticlnfo data members of the
ResponseHeader and does not accept the
string.

OCTHT

BaseDataVariableType

ByteString

INDE

see 15.6.5

String

BOOLEAN

BaseDataVariableType

Boolean

As Thble 48 shows, EDBL -supports a variety of variable types. While that table show
corrgspondence between' the EDDL data types and the OPC UA VariableType, it doe

the
not

U7

provide any details on-how other EDDL VARIABLE TYPE construct attributes are supportgd. It
does|not provide any details on how other OPC UA BaseDataVariableType attributes should

be sat either. Subclause 15.6 is intended to provide details for each EDDL data type.

15.6]2 Private Parameters

The Parameters specified in an FDI Package may be declared private using the PRIVATE

Attribute specified in IEC 61804-3. The FDI Server shall create Nodes in the Information
Model for the private Parameters but they shall not be browsable. The FDI Server shall return
the Nodelds of private Parameters when the name of such a Parameter is passed to
TranslateBrowsePathsToNodelds (the startingNode argument shall be the "ParameterSet"
Object). Once the FDI Client has obtained the Nodeld, all Service requests for private
Parameters will be processed in the same way as for public (browsable) Parameters.

An example of private parameters is parameters that should only be modified through an
Action. These parameters should not be visible to FDI Clients to prevent direct access. FDI
Clients invoke Actions to access these private parameters.
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15.6.3 MIN_Value and MAX_Value

If one or more MIN_VALUE and MAX_VALUE attributes are specified for a variable in EDDL,
they shall be mapped to the Min_Max_Values Properties defined in 10.3.

15.6.4 Engineering units
The EngineeringUnits Property defined in IEC 62541-3 and IEC 62541-8 shall be used:

e |If the variable has the CONSTANT_UNIT defined for itself in EDDL. In this case, the
EngineeringUnits Property keeps the EDD CONSTANT_UNIT variable attribute. The FDI
S i i -

the variable is involved in an EDD UNIT relation, it is the FDI Server’s responsibiljty to
nplement the unit code update mechanism. An EDD UNIT relation specifies a/reference
a variable holding a unit code and a list of dependent variables. When"“the vaijiable
blding the unit code is modified, the list of affected variables using that uqit'code shall be
refreshed. When an affected variable is displayed, the value of its unit code shall al§o be
d[splayed.

—_ = —
j(‘\j—h

The standard OPC UA notifications can be used to report to the FDI1/Clients that the unit|code
has ghanged.

15.6J5 Enumerated Parameters

An PPC UA DataVariable with the—OPRPC—UA Datatype—Enumeration VariablegType

MultiftateValueDiscreteType (defined in IEC 62541-8),\is used for each enumerator in the
EDDL enumerated variable definition.

The Value Attribute of the DataVariable is the.numeric value of the state, and corresponfds to
the vplue attribute of the EDDL ENUMERATED TYPE.

The ValueAsText Property of the DataVariable exposes the display value of the state, which
corrgsponds to the description attribute of the EDDL ENUMERATED TYPE.

The EnumValues Property of the/DataVariable contains the complete list of enumerations, i.e.
a table where each element(is)a structure consisting of EDDL ENUMERATED TYPE attributes
"valug", "description", and "help". If no help attribute exists in the EDD, the value of the
descfiption attribute willkalso be used for this purpose.

15.6/6 Bit-enumerated Parameters

ENUMERATED VARIABLE definition. The OPC UA DataType is an array of Boolean where

A DEtaVariable of OPC UA OptionSet VariableType is used for each EDDL| BIT
one Boolean is used per bit in the EDDL BIT_ENUMERATED VARIABLE definition.

The Boolean array of the DataVariable reflects the status of all bits. TRUE is used when a bit
is set and FALSE when a bit is reset.

The EnumValues Property of the DataVariable contains the complete list of bit enumerations,
i.e. a table where each element is a structure consisting of EDDL BIT ENUMERATED TYPE
attributes "bit position", "description”, and "help". If no help attribute exists in the EDD, the
value of the description attribute will also be used for this purpose.

15.6.7 Representation of records

A complex DataVariable is used to represent EDDL RECORD Parameters. The root
DataVariable represents the record itself. It will have component DataVariables that represent
the EDDL RECORD MEMBERS. (The MEMBERS of an EDDL RECORD are defined in EDDL
by means of a reference to an EDDL VARIABLE.).
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See Figure 19 for an example of how records are represented in the OPC UA AddressSpace.

PARAMETERS
{ o N ) ‘ BaseDataVariable Type:
aram ;, rec H
Param B, rec2 ; fParam_A
RECORD recl RECORD rec2 4,{ X
(AccessLevel=CurrentRead)
{ {
LABEL "Rec"; LABEL "Rec";
MEMBERS MEMBERS ~z
{ ‘ Y
X, x_member; X, x_member; (AccessLevel=CurrentWrite)
Y, y member; Y, y _member;
}
} }
] BaseDataVariable Type:
VARJABLE x member VARIABLE x member =) B
{ ( aram_|
1ABEL "X"; LABEL "X";
TYPE FLOAT; TYPE FLOAT;
HANDLING READ; HANDLING READ;
) ) X
(AccessLevel=CurrentRead)
VARJABLE y member VARIABLE y member
{ {
JABEL  "Y"; LABEL  "Y"; Y
TYPE ENUM (1) ; TYPE ENUM (1) ; = :
JANDLING WRITE; HANDLING WRITE; (AccessLevel=CurrentWrite)
} }

Brow
EDD
Data
contd

Figure 19 — Example: Complex variable representing a RECORD

seName and DisplayName of:the root DataVariable are set to the EDD identifier g
. VARIABLE that implements this RECORD type. The DataType Attribute of the '
Variable is BaseDataType.;”The ValueRank Attribute is used to specify that the

ins an array. The Value/Attribute represents the values of all members in the ord

IEC

f the
root"
alue
Br as

defingd for the RECORD%According to the example in Figure 19, the first variant will contain a

hg-point value andythe second will be a numeric value representing the Enumeration

ach component DataVariable that represents an EDDL RECORD MEMBER:

he BrowseName is the identifier of the corresponding EDDL VARIABLE.
he DisplayName is the LABEL attribute of the corresponding EDDL VARIABLE.

floati
For g
e T
e T
e T

B

ad_Attributeldinvalid shall be used if the EDD contains no Help.

ev" Description is the HFIP atiribute of the corresponding FDDI  VARIABILE.

e The AccesslLevel is derived from the HANDLING attribute. Readable and Writeable shall
be used if the EDD contains no HANDLING attribute.

15.6.

8 Representation of arrays, and lists of Parameters with simple data types

A single DataVariable will represent an EDDL VALUE_ARRAY or LIST item when the data

type

of the referenced array element has a simple data type.
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The OPC UA DataVariable Attributes are set as follows:

e DataType is set to the type of the array element (see Table 48 for the data type mapping).

e The ValueRank Attribute is used to specify that the value contains an array. In case of an
EDDL VALUE_ARRAY the number of elements is exposed in the ArrayDimensions
Attribute. In the case of an EDDL LIST, the ArrayDimensions Attribute is not exposed. The
number of elements is unspecific since the size can change dynamically.

15.6.9 Representation of values arrays, and lists of RECORD Parameters

Value arrays or lists of non-simple data types will be represented as OPC UA array of
comptex—variabtes—Figure 20—shows—the—EDDt—sampte—Ttode—of—aVALUEARRA)Y of
RECPDRDs and the corresponding complex variable in the OPC UA AddressSpace.

B e NGt BaseDataVariableType
. v arr

i IMBEER OF ELEMENTSE
—f—( va_elem \rec_1 )
RECORD va elem rec

-

—4—( va_elem_rec_2 )

VARIABLE y_ member

oy,
TYPE ENUM (1);

-

IEC

Figure 20.—Complex variable representing a VALUE_ARRAY of RECORDs

In the FDI Server AddressSpace, a complex DataVariable is used to represent the gntire
VALUE_ARRAY. Each VALUE_ARRAY element, which is in fact a RECORD, is represe¢nted
as alcomponent complex DataVariable. The RECORD MEMBERS are also representgd as
compgonent DataVariables. The FDI Client refers to the X member of the first record in the
array through the BrowseName v_arr.va_elem_1.x_member. Note that the index always
begins with ‘1°.

The DataType Attribute of all complex root DataVariables is BaseDataType. The ValueRank
Attribute is used to specify that the value contains an array. The Value Attribute represents all
VALUE_ARRAY entries. The first element corresponds to the first array entry and so on. Each
element in turn contains an array. This may either be an array of simple types or an array of
BaseDataType. A RECORD is always represented as an array of BaseDataType.

15.6.10 Representation of COLLECTION and REFERENCE ARRAY

The EDDL constructs COLLECTION and REFERENCE ARRAY are mapped to Functional
Group Objects (see 15.7) when used for grouping only.
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15.6.11 SCALING_FACTOR

If the EDD includes a SCALING_FACTOR attribute for an EDD VARIABLE, it shall be mapped
as follows.

15.7| Functional Groups

The Parameter value and associated Properties (like Ranges) shall be exposed in raw
format (not scaled by the FDI Server). Any scaling is responsibility of the FDI Client (or
UIP, respectively).

The SCALING_FACTOR shall be provided in a Property with the BrowseName
"ScalingFactor". The DataType shall be "Double". If the SCALING_FACTOR in the EDD is
an expression, this expression will be computed by the EDD Interpreter.

The SCALING_FACTOR is also included in UID documents.

FunctionalGroups are used to group Variables (EDDL parameters) or (Actions (EDDL
methpds). They have a recursive definition, that is, FunctionalGroups mayireference pther

FunctionalGroups.

Both| Devices and Blocks may have FunctionalGroups. EDDL _MENUs, EDDL BLOCK_A
PARAMETERS, COLLECTIONs, and REFERENCE ARRAYS _ afe” the building blocks for
FunctionalGroups.The proper attributes of these EDDL construets control which elementg are

referenced by the Functional Group.

VIARIABLE, RECORD, or VALUE_ARRAY will caus€ a reference to the corresponding FDI
arameter.

P
METHODSs will be used to organise FDI Action\©bjects.
E
s

ements that represent one of the building blocks again will cause a reference(to a
Ibordinate Functional Group.

Root|MENUs as defined in IEC 61804-4 will be top-level Functional Groups. The FDI Server
genefates the whole hierarchy of FunctionalGroups by browsing the EDDL MENU and|their
ITEMS attribute definitions. The, FunctionalGroups reproduce the same structure of the

MENUs as they are defined in EDD for the Device or Block.

All FunctionalGroups are instantiated in both the offline and the online representation| of a
Devige. Naming conventions defined in IEC 61804-4 can be used to determine|if a

FunctionalGroup is relevant for offline or online.

The BrowseName\Attribute of a FunctionalGroup is the EDD identifier of the menu or the
instapce identifier of the block. The naming conventions defined in IEC 61804-4 can be |used

to deftermine.if’a FunctionalGroup is relevant for PC or handheld.

The DPisptayName Attribute of a FunctionalGroup is the LABEL attribute of the corresporpding
building block-

The Description Attribute of a FunctionalGroup is the value of the HELP attribute of the
corresponding building block. Bad_Attributeldinvalid shall be used if the EDD contains no
Help.

FunctionalGroups exposing standard sets of Parameters such as diagnostic information will
be created for an EDD, which comply with the menu conventions for PC-based application as
defined in IEC 61804-4.
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15.8 AXIS elements in UIDs

AXIS elements are not represented as instances in the FDI information model. However, an
EDDL AXIS has writable VIEW_MIN/VIEW_MAX attributes. They shall be modified by the FDI
Client to inform the server about the zooming, scrolling or positioning.

To enable this modification, the FDI Server shall create variable nodes for each of these
attributes in the Information Model. They need not be browsable. The Nodelds of these nodes
are included into the UID document as described in the UID schema.

15.9 Actions

FDI Actions are used to represent EDD METHODs. Only EDD METHODs that are to.be-dalled
by the FDI Client as part of a UID or a UIP shall be exposed as FDI Actions. If{METHODs
defined in IEC 61804-3, which include the pre or post read, edit and write hactions| are
expoped as Actions, they shall not be browsable. The names of these cactions will be
comrpunicated to the Client as part of a UID document. These names can be passg¢d to
TranslateBrowsePathsToNodelds to get the matching Nodeld.

All Agtions are instantiated in both the offline and the online representation of a Device.
The BrowseName Attribute of an Action is the EDD identifier of,the METHOD.
The DisplayName Attribute of an Action is the LABEL attribute of the EDDL METHOD.

The [Description Attribute of an Action is the HELP attribute of the EDDL METHOD.
Bad_[Attributeldinvalid shall be used if the EDD contains no Help.

The e¢xecution of an Action causes the exegution of the EDD Method implementation. This is
specffied in detail in IEC 62769-2.

The METHODs specified in an FDI Package may be declared private using the PRIVATE
AttriQute specified in IEC 61804-37” The FDI Server shall create Action Objects in the
Information Model for the private"METHODs but they shall not be browsable. The FDI Server
shall|return the Nodelds ofsprivate Actions when the name of such an Action is passé¢d to
TranglateBrowsePathsToNodelds (the startingNode argument shall be the "ActiopSet"
Objegt). Once the FDI<«Client has obtained the Nodeld, private Actions can be invokedq and
procgssed in the same way as public (browsable) Actions.

15.10 UIPs

UlIPs|are speeified in the FDI Package via the SupportedUIPs element. Each UIP is uniquely
identjfied by a UUID.

UIPs are not exposed in the FDI AddressSpace but they can be referenced and accessed
using the UUID. This is specified in IEC 62769-2.

15.11 Protocols, Networks and Connection Points

The FDI Server will create specific Protocol Types (sub-type of the ProtocolType defined in
IEC 62541-100) for natively supported Protocols. Additional Protocol Types might be created
for Communication Servers based on the Protocols they support.

Specific ConnectionPoint Types (sub-types of the ConnectionPointType defined in
IEC 62541-100) will be created for natively supported Protocols. Additional Types might be
created for Communication Servers based on the Protocols they support.

The types are created as specified in the protocol-specific series of standards IEC 62769-1xx.
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This clause defines the profiles and conformance units for the OPC UA Information Model for
FDI Clients and FDI Servers. Profiles are named groupings of conformance units. Facets are
profiles that will be combined with other Profiles to define the complete functionality of an

OPC UA Server or Client.

FDI Servers (FDI Hosts) that implement a subset of the FDI Information Model that is relevant
for generic OPC UA Clients shall implement as a minimum the BaseDevice Server_Facet

specified in IEC 62541-100 (OPC UA for Devices).

TabIJe 49 specifies the facet for FDI Servers (FDI Hosts) that support FDI Clients.

Table 49 — FDI Server Facet Definition

Q}/

N

3

Cqgnformance Unit Description ,(1)) OptioIII

<O Mandatpry

FDI Information Model Support Objects that conform to the Types specified in tb\s(&wument M

and in IEC 62541-100.
C)‘O
Tabl¢ 50 defines the facet for FDI Clients that use the FDI kn\?b mation Model.
Table 50 — FDI Client Fa@@efmltlon
Conformance Unit s\\§~scrlpt|on Optional/
Q,’ Mandagory
FDI €lient Information Model Consume Objects that conform to the Types specified in this M

document and i@gc 62541-100.

¥
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Annex A
(normative)

Namespace and Mappings

This annex defines the numeric identifiers for all of the numeric Nodelds defined in this
document. The identifiers are specified in a CSV file with the following syntax:

<SymbolName>, <Identifier>, <NodeClass>

wherﬁwmmmmwm—wm—mmn an
Instance Node that appears in the specification and the Identifier is the numeric value-fqr the

Noddgld.

The BrowsePath for an Instance Node is constructed by appending the BrowseName df the
instapnce Node to the BrowseName for the containing instance or type./An undersgcore
character is used to separate each BrowseName in the path.

The [NamespaceUri http://fdi-cooperation.com/OpcUa/FDI5/ is applied to Nodelds defined
here

T h S\ rel | with_thi . n | ‘ | :

An e€lectronic version of the complete InformationfModel defined in this document is|also
provided. It follows the XML Information Model Schema syntax defined in IEC 62541-6.

The |nformation Model Schema released with this version of the document is in a separate file
namegd:

OPCUA _Parts_Model \¥4#1\Opc.Ua.Fdi5.NodeSet2.xml
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9)

Interpational Standard |IEC 62769-5 has been prepared by subcommittee 65E: Devices
integration” in enterprise systems, of IEC technical committee 65: Industrial-prd
meagurement, control and automation

INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 5: Information Model

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comy
national electrotechnical committees (IEC National Committees). The object of IEC is")to/pr

end and in addition to other activities, IEC publishes International Standards, Technical Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National'Committee inte
in [the subject dealt with may participate in this preparatory work. International, governmental and
gojernmental organizations liaising with the IEC also participate in this preparationy{EC collaborates d
with the International Organization for Standardization (ISO) in accordance withyconditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as néarly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical cdmmittee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to’ensure that the technical content

Publications is accurate, IEC cannot be held responsible for’the way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirynational and regional publications. Any diver
befween any IEC Publication and the corresponding pational or regional publication shall be clearly indicg
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, agcess to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have,the latest edition of this publication.

Nd liability shall attach to IEC or its\directors, employees, servants or agents including individual exper
megmbers of its technical committees and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to-the/Normative references cited in this publication. Use of the referenced publicati
indispensable for the.correct application of this publication.

At{ention is drawn-to the possibility that some of the elements of this IEC Publication may be the sub
patent rights..IEC-shall not be held responsible for identifying any or all such patent rights.

rising
pmote
fis. To
tions,
"[EC
rested

non-
losely
ed by

tional
bm all

tional
bf IEC
r any

ations
gence
ted in

prmity

br any

s and
hge or
) and
r IEC

bns is

ect of

and
cess

This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) support for generic protocol extension for faster adoption of other technologies;

b) support of new protocols;

c) generic protocol extension to allow adoption of other communication protocols;

d) based on generic protocol extension: Modbus RTU.
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The text of this International Standard is based on the following documents:
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INTRODUCTION

The |IEC 62769 series has the general title Field Device Integration (FDI) and the following
parts:

— Part 1: Overview

— Part 2: FDI Client

— Part 3: FDI Server

— Part 4: FDI Packages

Pert-5—FBtinformatiomvtodet

Plart 6: FDI Technology Mapping

Plart 7: FDI Communication Devices

Plart 100: Profiles — Generic Protocol Extensions

Plart 101-1: Profiles — Foundation Fieldbus H1

— Pprt 101-2: Profiles — Foundation Fieldbus HSE

Plart 103-1: Profiles — PROFIBUS

Plart 103-4: Profiles — PROFINET
Plart 109-1: Profiles — HART and WirelessHART
Plart 115-2: Profiles — Protocol-specific Definitions for Medbus RTU
Part 150-1: Profiles — ISA 100.11a
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FIELD DEVICE INTEGRATION (FDI) -

Part 5: Information Model

1 Scope

IEC 62769-5:2021 © IEC 2021

This part of IEC 62769 defines the FDI Information Model. One of the main tasks of the

the devices of the automation system as well as the connecting communication \nét

Information Model is to reflect the topology of the automation system. Therefore, it repre\fents

orks

inclugling their properties, relationships, and the operations that can be performed~en them.

The
FDI Packages.

ypes in the AddressSpace of the FDI Server constitute a catalogue, which“is built|from

The fundamental types for the FDI Information Model are well defined iny@PC UA for Deyices
(IEC[62541-100). The FDI Information Model specifies extensions for,afew special cases and
othenwise explains how these types are used and how the contents are built from elements of

Devi¢cePackages.

The pverall FDI architecture is illustrated in Figure 1. Thecarchitectural components thdt are
within the scope of this document have been highlighted, in(this illustration.
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uiD
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Plug-in
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Usérinterface Services

FP| Package
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|:| Specified by this part of this International Standard
[] specified by other parts of this International Standard
|:| Not specified by this International Standard
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Figure 1 — FDI architecture diagram

OPC UA
Services
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 61784-1, Industrial communication networks — Profiles — Part 1: Fieldbus profiles

IEC 61804-3, Function blocks (FB) for process control and Electronic Device Description

L LOO) yA=inYaY M) Daoet 2. TNVNI _ aovinfase and coopmaanting
an (=T AN g =1 =4 =4 =y } T alt 9. CODT OSyTtaA—anna—SCTimarittcso

IEC $1804-4, Function blocks (FB) for process control and electronic device «desScription
langyage (EDDL) — Part 4: EDD interpretation

IEC 62541-3, OPC unified architecture — Part 3: Address Space Model
IEC §2541-4, OPC unified architecture — Part 4: Services

IEC 62541-5, OPC unified architecture — Part 5: Information Model

IEC ©2541-6, OPC unified architecture — Part 6: Mappings

IEC $2541-8, OPC unified architecture — Part 8: Data‘A¢cess

IEC $2541-100, OPC unified architecture — Part.100: OPC UA for Devices
IEC 62769-1, Field Device Integration (FDI)*= Part 1: Overview

IEC ©2769-2, Field Device Integration<(FDI) — Part 2: FDI Client

IEC 62769-4, Field Device Integration (FDI) — Part 4: FDI Packages

IEC 62769-7, Field Device Integration (FDI) — Part 7: FDI Communication Devices

3 Terms, definitions, abbreviated terms and conventions

3.1 Terms-and definitions

For the purposes of this document, the terms and definitions given in IEC 62769-1 apply.

ISO and TEC maintain terminological databases for use in standardizaiion af the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp
3.2 Abbreviated terms

For the purposes of this document, the abbreviated terms given in IEC 62769-1 as well as the
following apply.


http://www.iso.org/obp
https://iecnorm.com/api/?name=f94b46a2f881d28d07f51f1f04b03c80
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Human Machine Interface

SCADA Supervisory Control and Data Acquisition

TCP

3.3

Transmission Control Protocol

Conventions

For the purposes of this document, the conventions given in IEC 62769-1 apply.

3.4

Conventions for graphical notation

OPC
symb
visug
Nod¢g

Figurd
symb

the HasSubType Reference. The most important References such as HasCompo

HasH

the Reference. For other ReferenceTypes or derived ReferenceTypes, the name o

Refe

UA defines a graphical notation for an OPC UA AddressSpace. It defines .grap
ols for all NodeClasses and how different types of References between Nodes’ c3
lized. Figure 2 shows the symbols for the NodeClasses used in thjs\ docun
Classes representing types always have a shadow.

Object ObjectType

Variable Variable Type

(i
A

DataType

ReferenceType

EC

Figure 2 — OPC UA Graphical Notation for NodeClasses

e 3 shows the symbols for the ReferenceTypes used in this document. The Refen
ol is normally pointing from the source Node to the target Node. The only excepti

roperty, HasTypeDefinjtionand HasSubType have special symbols avoiding the nar

enceType is used_ together with the symbol.

HasComponent : HasInputVars——

HasProperty

HasTypeDefiniton —————————————»»

hical
n be
nent.

ence
on is
nent,
ne of
f the

HasSubType <

Hierarchical
Reference

NonHierarchical
Reference

IEC

Figure 3 — OPC UA Graphical Notation for References
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Figure 4 shows a typical example for the use of the graphical notation. Object_ A and
Object_B are instances of the ObjectType_Y indicated by the HasTypeDefinition References.
The ObjectType_Y is derived from ObjectType_ X indicated by the HasSubType Reference.
The Object_A has the components Variable_1, Variable_2 and Method_1.

To describe the components of an Object on the ObjectType the same NodeClasses and
References are used on the Object and on the ObjectType such as for ObjectType_Y in the
example. The Nodes used to describe an ObjectType are instance declaration Nodes.

To provide more detailed information for a Node, a subset or all Attributes and their values
can be added to a graphical symbol (see for example Variable 1, the component of Object A

in Figure 4).
Types
ObjectType_X P
Dbject_A
Object_B »». ‘ObjectType_Y
Variable_1
DataType = Int32
Value = -22 (
AccessLevel = Read Variable_1 = Variable_1

: } Variable_2

Variable_2

’ —{ Variablge, 2

To in
box
show

nin Figure 5.

% Method_1

nprove readability, this document frequently includes the type name inside the insf
ather thaf~displaying both boxes and a reference between them. This optimizati

Method_1

é

Figure 4 — OPC UA Graphical Notation Example

ObjectType_Y:

IEC

ance
bn is

Obhiact B

L= A=A ~d =4

BaseVariableType:
Variable_1

AnalogltemType:
Variable_2

Ll

|

IEC

Figure 5 — Optimized Type Reference


https://iecnorm.com/api/?name=f94b46a2f881d28d07f51f1f04b03c80

- 14 - IEC 62769-5:2021 © IEC 2021

4 Overview of OPC Unified Architecture

4.1 General

The main use case for OPC standards is the online data exchange between devices and HMI
or SCADA systems. In this use case, the device data is provided by an OPC server and is
consumed by an OPC client integrated in the HMI or SCADA system. OPC provides
functionality to browse through a hierarchical namespace containing data items and to read,
write and monitor these items for data changes. Numeric identifiers for Nodelds are defined in
Annex A.

OPC| UA incorporates features like Data Access, Alarms and Historical Data via plalform
independent communication mechanisms and generic, extensible and object-orignted
modglling capabilities for the information a system wants to expose.

The |current version of OPC UA defines an optimized binary TCP protocol for high-
perfgrmance intranet communication as well as a mapping to Web Services. The abgtract
service model does not depend on a specific protocol mapping and,/allows adding| new
protgcols in the future. Features like security, access control and reliability are directly|built
into the transport mechanisms. Based on the platform independence of the protocols, [OPC
UA sgrvers and clients can be directly integrated into devices and ‘€ontrollers.

The PPC UA information model provides a standard wayc¢for”Servers to expose Objedts to
Clients. Objects in OPC UA terms are composed of othén Objects, Variables and Metlods.
OPCJ|UA also allows relationships to other Objects to bedexpressed.

The $et of Objects and related information that annOPC UA Server makes available to Clients
is regferred to as its AddressSpace. The elements of the OPC UA Object Model are
reprgsented in the AddressSpace as a,'set of Nodes described by Attributes| and
inter¢onnected by References. OPC UA ‘defines various classes of Nodes to reprg¢sent
AddrgessSpace components, most importantly Objects, Variables, Methods, ObjectTypes,
DatafTypes and ReferenceTypes. Each/NodeClass has a defined set of Attributes.

Obje¢ts are used to represent €omponents like folders, Devices or Networks. An Objgct is
assogiated to a corresponding.©ObjectType that provides definitions for that Object.

Varigbles are used to represent values. Two categories of Variables are defined: Properties
and DPataVariables.

Properties are_-Server-defined characteristics of Objects, DataVariables and other Nodes.
Properties aresnot allowed to have Properties defined for them. An example for Propertiges of
Obje¢ts is the-Manufacturer Property of a Device.

Data)ariables represent the contents of an Object. DataVariables may have compgnent
DataVariables. This is typically used by Servers to expose individual elements of arrays and
structures. This document uses DataVariables mainly to represent the Parameters of Devices.

4.2 Overview of OPC UA Devices

The OPC Unified Architecture for Devices (DI) (IEC 62541-100) standard is an extension of
the overall OPC Unified Architecture standard series and defines information models
associated with Devices. IEC 62541-100 describes three models that build upon each other
as follows:

e The (base) Device Model is intended to provide a unified view of devices irrespective of
the underlying device protocols.

e The Device Communication Model adds Network and Connection information elements so
that communication topologies can be created.
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e The Device Integration Host Model finally adds additional elements and rules required for
host systems to manage integration for a complete system. It allows reflecting the
topology of the automation system with the devices as well as the connecting
communication networks.

The Devices information model specifies different ObjectTypes and other AddressSpace
elements used to represent Devices and related components such as the communication
infrastructure in an OPC UA AddressSpace. The main use cases are Device configuration and
diagnostic, but it allows a general and standardized way for any kind of application to access
Device-related information.

Figure 6 shows anm exampie for a temperature controffer represented as Device Object 1t is a
Devi¢geType Object that is a subtype of TopologyElementType and inherits all components of
this fype. The component ParameterSet contains all Variables describing the Dg€vice.| The
compgonent MethodSet contains all Methods provided by the Device. Components of the
FunctionalGroupType are used to collect the Parameters and Methods of the Device into
logical groups. The FunctionalGroupType and the grouping concept()are defingd in
IEC 62541-100, but the groups are DeviceType-specific, i.e. the groups)ProcessData and
Conflguration are defined by the TemperatureControllerType in this example.

‘ TemperatureControllerType:
‘ Device1

BaseObjectType:
ParameterSet

FunctionalGroupType:
ProcessData BaseObjectType: L]
! MethodSet
Organizes JTemperature
Organize54>( Temperature Setpoint ]—¢—

LOrganizes ChangeSetpoint ]

FunctionalGroupType:
Configuration

4Organize54>( RunState ]—07

Organizes » Start

L Organizes » Stop

IEC

Figure 6 — OPC UA Devices Example: Functional Groups

Another IEC 62541-100 concept is illustrated in Figure 7. The ConfigurableObjectType is used
to provide a way to group sub-components of a Device and to indicate which types of sub-
components can be instantiated. The allowed types are referenced from the SupportedTypes
folder. This information can be used by configuration clients to allow a user to select the type
to instantiate as sub-component of the Device.
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TopologyElement
Type

i

DeviceType BlockType

FF Profi

2021

Some
Block Device

Organizes-

1.1 } ConfigurableObjectType:

Blocks FolderType:
‘ SupportedTypes
1.1

BlockType: )
<Blockldentifier> Block-oriented
Device /

IEC

Figure 7 — OPC UA Devices example; Configurable components

SupportedTypes folder can contain different subsets of ObjectTypes for diff]

ins only types that can be instantiated for the current configuration.

foncepts

General
FDI Server provides® FDI Clients access to information about Device instances

e types regardlessiof where the information is stored, for example, in the Device its
data store. Thisw.information is provided via OPC UA Services and is called thsg

FDI Infarmation Model specifies the entities that may be accessed in the FDI Se

h types of Devices or other topological elements are available in a given FDI Sery

drive

erent

hces of the Block-oriented Device depending on their current configuration, since the list

and
elf or
FDI

rver,

jing their properties, relationships, and the operations that can be performed on them.

er is

hlargely by the information in the FDI Packages.

5.2

Device topology

One of the main tasks of the Information Model is to reflect the topology of the automation
system. Therefore, the Information Model represents the devices of the automation system as
well as the connecting communication networks. The entry point Device Topology is the
starting point within the Information Model for the topology of the automation system. The
entry point Communication Devices contains the communication devices that are used by the
FDI Server to access the elements of the topology. Figure 8 and Figure 9 illustrate an
example configuration and the configured topology as it will appear in the FDI Server
AddressSpace (details left out).
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Figure 8 — Example o&;\ automation system
&
PC in Figure 8 represents the FD.SServer box. The FDI Server communicates

es connected to Network "A" vi: ‘?a Native Communication, and it communicates
es connected to Network "B" {6 Nested Communication.

c}\c\}‘
C)O@
&
3
D
S

NS

with
with


https://iecnorm.com/api/?name=f94b46a2f881d28d07f51f1f04b03c80

- 18 — IEC 62769-5:2021 © IEC 2021

FolderType: " .
Objects
DeviceSet

Device Topology
Network “A” Card

L—{ A_CPO
ConnectsToParent

T~ Network “A”

ConnectsTo

Station 1
ACP1
*’T ™ Network “B”
Device |
CPU

B_CPO \ B_CP2 }—o—
NetworkSet ConnectsToParent
ConnectsTo

_— Entry Points Network “B” / 1

) Device Y ‘ Statior| 2
B ConnectsTo
‘:},, — Network \5’ B_CP1 ‘ —’j
:l’i ConnectidonPoint f
1 QPU

IEC

Figure'9 — Example of a Device topology
Colotred boxes are usedito’easily recognize the various types of information.

Brown boxes represent the networks. Light blue boxes represent the Devices and light yellow
is used for Connection Points.

Light| pink Jbexes represent the entry points that assure common behaviour across different
implgmentations:

. evice Topotogy—Starting node for thetopotogy configuration:

e DeviceSet: All instantiated Devices are components of this Object, i.e. they exist in the
AddressSpace independently of the Device Topology.

o NetworkSet: All Networks are components of this Object.

5.3 Online/offline

Management of the Device Topology is a configuration task, i.e. the elements in the topology
(Devices, Networks, and Connection Points) are usually configured "offline" and — at a later
time — will be validated against their physical representative in a real network.
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To support explicit access to either the online or the offline information, each element is
represented by two instances that are schematically identical, i.e., there exists a
ParameterSet, FunctionalGroups, and so on. A Reference connects the online and offline
representation and allows navigating between them.

5.4 Catalogue (Type Definitions)

The supported (sub-types of) TopologyElements are organised as Type definitions in the OPC
UA AddressSpace, forming a kind of catalogue. These definitions typically are generated
based on descriptive information from FDI Packages. The Type definitions contain the
Parameters, and default values for Parameters, Methods, Actions and Functional Groups

inclufm—m—nm—ammﬁm—ﬁmﬁm—mm—mﬁwrm—m—m—mel to
organise the types according to the manufacturer or other criteria.

Type| definitions can then be used to create instances of Devices in .the OPQ UA
AddrgssSpace. Instances can be created either offline or based on data~determined by
Scanjning. Figure 10 illustrates an example of some Type definitions (details|left out) as|they
can gxist in the AddressSpace.

Basic Types defined in
ﬁ OPC UA Companion Standard for Devices

u]
®
s,
)
@
\'
3
@
)
3
S
Q
S
\'
3
@

‘HARTBusType‘ ‘ RRBUSType ‘ \ PROFIBusType ‘
I | ’ Catalogue |
|
MfgMDevN0107 MfgADevBOI0 1 MfgPDevQ01071
Type Type Type

|
|
|
|
Blocks Blocks |
|

EC

Figure 10 — Example Device Types representing a catalogue

5.5 | Communication

In orgder(to integrate Devices, the FDI Server needs to be able to communicate to them.| This
can be done using Native Communication or Nested communication.

The example in Figure 9 above for instance specifies that the FDI Server has direct access to
the PROFINET Network using its PROFINET network card. In order to access "Station 2", the
FDI Server has to go through Station 1, which provides the communication services for the
PROFIBUS DP Network (see IEC 61784-1, CPF 3). This can be achieved through Nested
Communication, which is specified in IEC 62769-4. Communication Devices and
Communication Servers are specified in IEC 62769-7.

6 AddressSpace organization

To promote interoperability of FDI Clients and FDI Servers, a set of Objects and relationships
are defined in Clauses 7, 8, 9, and 10. FDI Servers can implement a subset of these standard
Nodes, depending on their capabilities.
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d on OPC UA rules, an OPC UA Server separates the AddressSpace into two parts:

2021

e The Types-part contains information about all components that have been generated
based on descriptive information from FDI Packages (see 5.4).

e The Objects-part contains the Device Topology with all instantiated components. All
instances of the AddressSpace are related to a type of the Types folder

The entry points DeviceSet, NetworkSet, and DeviceTopology are formally defined in

IEC 62541-100.

e DeviceTopology is used to aggregate the top level Networks that provide acce
all instances that constitute the Device Topology ((sub-)networks, devices

ss to
and

FDI
avail

communication elemenis). Some example elements are shown In Clause
highlighted using the green colour.

e All instantiated Devices are components of the DeviceSet Object, i.e. they ex
the AddressSpace independently of the Device Topology. All (Networks
components of the NetworkSet Object.

Servers can either automatically create Device Objects or they-may only show
bble types (SupportedTypes folder) and leave it to the user to create proper insta

When using native communication, the system will typically prowide the Device Top

withg

7 [

7.1

As n
like t
Clau
addit

7.2

ut having to have it configured by the FDI Client.

Device Model for FDI

General

entioned in Clause 6, IEC 62541-100 specifies the fundamental types needed for
he TopologyElementType, the DeviceType ‘and the ProtocolType (the fieldbus protq
5e 7 briefly repeats important design elements specified in IEC 62541-100 and spe
onal types that are not in IEC 62541-100.

Online/offline

and

ist in
are

the
hces.

blogy

FDI,
col).
Cifies

All elements that appear in the BDevice Topology (Devices, Networks, and Connection Pgints)

inclu

jing their relationship correspond to information stored in the FDI Server’s configun

datapase. Management of these elements most commonly requires access to the phy

comg
admi

To s
repre
Para
repre

onent/device (called ‘ online data in this standard) and also the storage
nistration of related data in a configuration database (called offline data).

Lpport explicit'access to either the online or the offline information, each elems
sented by~ two instances that are schematically identical, i.e. there exis

ation
sical
and

nt is
ts a

meterSet,” FunctionalGroups, and so on. A Reference connects online and offline

sentation and allows navigation between them. This is illustrated in Figure 11.
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NetworkSet

SomeType_A: ™ “SomeType A- )
ype_A:
Station 1 IsOnIlne—%l Online |

—_——— ——— 4
L Offline Online

Parameters Parameters

NetworkType:
PN Network

\
ConnectsTo Module: CP ——
\ .
PN CP 1 L=
} ConnectionPoint Module: CPU _— _I

Figure 11 — Online component for access todevice data

IEC

Support of online/offline is mandatory for FDI Servers. Detailed information of the mode| and
the formal definitions are specified in IEC 62541-100.

7.3 | Device health
7.31 DeviceHealth Mapping

The DeviceHealth Property indicates the status of a device as defined by NAMUR NE107]. FDI
Clients can read or monitor this Propertyto determine the device condition.

Servers determine the health status using the EDD METHOD GetHealthStatus defingd in
IEC 62769-4. The frequency at-which Servers actually examine the health status may|vary
from|several seconds up to minutes.

The fnapping of the GetHealthStatus return values to OPC UA is specified in Table 1.
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Table 1 — DeviceHealth Mapping

GetHealthStatus OPC UA

0 — Indeterminate Indeterminate is not defined in the the DeviceHealth data type in IEC 62541-100.
Servers that cannot determine the health status of the device shall return the
OPC UA Read operation for this Property with an appropriate OPC UA status
code, for example:

Bad_NotConnected
Bad_OutOfService

Bad_NoCommunication

Bad_NotSupported

The following values can be mapped to corresponding values defined for the DeviceHealth data type in
IEC $2541-100.

GetHealthStatus DeviceHealth data type values
1 — Hailure FAILURE_1

2 — Hunction Check CHECK_FUNCTION_2

3 — Qut of Specifications OFF_SPEC_3

4 — Naintenance Required MAINTENANCE_REQUIRED_4
5 — Good GOOD_0

Diffefent to OPC UA for Devices (IEC 62541-100), support of the DeviceHealth Propefty is
mandatory for Device Objects in FDI. This is illustrated)in Table 2. The complete DeviceType
model and its formal definition are in IEC 62541-100:

Table 2 — DeviceType definition (excerpt applicable to this clause)

Attribute Value

BrowgeName |[DeviceType

IsAbs}ract True

Refprences NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the TopologyElementType defined in IEC 62541-100

HasCpmponent [Variablge DeviceHealth DeviceHealth BaseDataVariableType |Mandatory

7.3.2 DeviceHealth Diagnostics

In certain cases, a Device may have additional information associated with the health status,
e.g. the possible cause of an abnormal DeviceHealth status and suggested actions to return
to normal.

This additional information is available with the DeviceHealthDiagnostics Variable. It is
formally defined in Table 3.
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Table 3 — DeviceType definition with DeviceHealth and DeviceHealthDiagnostics

Attribute Value

BrowseName |DeviceType

IsAbstract True

References |NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the TopologyElementType defined in IEC 62541-100

HasComponent |Variable DeviceHealth DeviceHealth |BaseDataVariableType |Mandatory

HasC

bmponent [Variable DeviceHealthDiagnostics[]|LocalizedText |BaseDataVariableType |Mandatory

Devi
diagn
UA {
Sess

When DeviceHealth is requested, the Server shall always) also fetch the mat

Devi
exec
will d

requégsted again.

If De
diagn
Devi
Bad |

If no

See

information.

Exanpple of a DeviceHealthinformation value with two array elements:

° [(

P
S

eHealthDiagnostics is an array of LocalizedText. Each array element |contains re
ostic information. The language shall match the requested locale spécified in the
bession. See 15.2.1 on how to select the proper language forthe current OP(
on.

eHealthDiagnostics. The Server shall ensure that thé-values are synchronize
iting GetHealthStatus first and then reading the DeviceHealthDiagnostics. The S
ache the DeviceHealthDiagnostics as part of the @PC UA Session until DeviceHea

viceHealthDiagnostics is read with a separatg'service request, the Server shall retur,

eHealth status has not been read in thé'current OPC UA Session the Server shall r
NotReadable.

diagnostic information is available, the returned Value is Null.

IEC 62769-4 on how «<DeviceHealthDiagnostics maps to the corresponding

1:
Critical Power Failure\n
ossible-cause: Critical Power failure has occurred\n

uggested action: Please check device/surroundings/process.\n"

lated
OPC
b UA

ching
d by
erver
Ith is

n the

ostic information associated with the most recently read DeviceHealth status. If the

eturn

EDD

e

I:

"Device Malfunction\n

P

ossible Cause: The device has detected a serious hardware error or failure.\n

Suggested action: Check detailed device diagnosis if possible and/or replace device
hardware if necessary.\n"

7.4

7.4.1

User interface elements

General

IEC 62541-100 defines, in an abstract way, how Servers can expose user interface elements
for Clients to display a user interface specific to a FunctionalGroup of a TopologyElement.


https://iecnorm.com/api/?name=f94b46a2f881d28d07f51f1f04b03c80

- 24 — IEC 62769-5:2021 © IEC 2021

Subclause 7.4 specifies two concrete user element types: descriptive user interface elements
(UIDs) and programmed (executable) user interface elements (UIPs). UIPs are never
referenced directly from a FunctionalGroup. They are always indirectly referenced from a UID
by means of their Uipld.

Figure 12 illustrates the type hierarchy of the user interface elements defined in
IEC 62541-100 and in this document.

Defined in

OPC UA for Devices :( UlElementType )

UlDescriptionType [ UIPluginType J

(UID)

(UIP)

. . . . . L ]

Figure 12 — Hierarchy of user-interface Types

7.4.2 Ul Description Type
FDI |Servers may provide a descriptive.duser interface element (a UID) for [each

FunctionalGroup. Such an element will be rendered by the FDI Client. The UlDescriptionType
is formally specified in Table 4.

Table 4,£ UlDescriptionType Definition

Attribute Value
BrowseName UlDescriptionType
Data|Type String
IsAbptract False
Rleferences NodeClass BrowseName DataType TypeDefinition ModellingRule
Inhefits the Rroperties of the UIElementType defined in IEC 62541-100.

The Vatue—Attribute—provides—the—Hb—as—=—Strmg—contaming—am—AME—Efement— See
IEC 62769-2 for the syntax of UID elements. The XML Schema for the UID Value of all
exposed devices adheres to the same FDI Technology Version as indicated by the
FDIServerVersion Property (see Clause 14).

7.4.3 Ul Plug-in Type

A User Interface Plug-in (UIP) is a software module that is hosted and run by an FDI Client. In
contrast to a User Interface Description (UID), it is an executable Ul element.

Details on hosting and running Plug-ins are specified in IEC 62769-2. The UIPlugIinType is
formally specified in Table 5.
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Table 5 — UIPlugIinType Definition

Attribute Value
BrowseName UIPluginType
DataType Byte
ValueRank 1 — one dimensional array

ArrayDimensions |Uint32[1] — the length (number of bytes) of the array

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition ModellingRule
Inherits the Properties of the UIElementType defined in IEC 62541-100.
HasPfoperty Variable UIPVariantVersion String PropertyType Mandatety
HasPfoperty Variable FDITechnologyVersion |[String PropertyType Mandatory
HasPfjoperty Variable Runtimeld String PropertyType Mandatory
HasPfoperty Variable Cpulnformation String PropertyType Mandatory
HasPfoperty Variable Platformld String PropertyType Mandatory
HasPfoperty Variable Style String PropertyType Mandatory
HasPfoperty Variable StartElementName String PropertyType Mandatory
HasCpmponent |Object Documentation FolderType Optional
UIPs|may exist in multiple variants for different platferm’s or supporting different versions| The
Uipld (a unique identifier defined in the FDI package)-identifies the UIP, not a specific varniant.
UlIPs| do not have to be exposed in the AddressSpace. With the Uipld, the FDI Clien{ can
retrigqve the Nodelds of UIP Variants ‘and their Properties by calling the OPC( UA
TranglateBrowsePathToNodelds Service-with the Device Nodeld as the startingNode ang the
following list of relative names:

. (

. (

° "l

° "\

JIPSet/<Uipld>"

JIPSet/<Uipld >/Runtimeld
JIPSet/<Uipld >/Cpulnformation”
JIPSet/<Uipld >/PtatformId"
JIPSet/<Uipld >/FDITechnologyVersion"
JIPSet/<Uipld >/Style"

JIPSet/<Uipld >/StartElementName"
JIPSet/<Uipld >/UIPVariantVersion"

NOTE

UlIFSetl” Is an identitier Tor the server and does not have 10 be a Node In the AddresssSpace.

The FDI Server returns arrays of Nodelds for each relative name. The number of entries in
each array matches the number of UIP Variants for the Uipld. The FDI Client can read the
property values using the received Nodelds and choose the appropriate UIP Variant based on

FDIT

echnologyVersion, Runtimeld, Cpulnformation, and Platformld.

The Value Attribute provides the UIP executable. The exact representation is technology
dependent (see IEC 62769-6). The ArrayDimensions Attribute shall specify the size (number

of by

tes) of the UIP.
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FDI Clients need to be able to handle large UIPs. Reading large UIPs with a single Read
operation may not be possible due to configured limits in either the FDI Client or the FDI
Server stack. The default maximum size for an array of bytes is 1 MegaByte. FDI Clients can
use the IndexRange in the OPC UA Read Service (see IEC 62541-4) to read a UIP in — for
instance — one-megabyte chunks. It is up to the FDI Client whether it starts without index and
repeats with an indexRange only after an error or whether it always uses an indexRange.

The following Properties help the FDI Client to identify which UIP fits best to its environment:

e UlPVariantVersion:
e version of this UIP Variant.

DITechnologyVersion:

hpable of running in a client/server system with the same major version,and different

T
F

FDI Technology Version according to which the UIP is developed. A UIP shalkalways be
c

minor/maintenance version.

Rluntimeld:

Runtime environment of the UIP as specified in IEC 62769-6.

Clpulnformation:

Provides additional information about the execution envifonment associated with the
Runtimeld. The allowed values are specified in IEC 627698,

o Platformld defines the type of platform on which this~UIP Variant is supported. Arl FDI
Client can choose a particular UIP Variant if it matches the FDI Client's platform|(see
IEC 62769-4 for the concrete definitions).

—| "Workstation"— with regular screen resolution capabilities, memory capabilities, |input
devices available (like mouse and keyboard)

"Mobile"- limited screen resolution, memory and input devices possible

Diefines whether the UIP shall belrun "modal" or "modeless" as defined in IEC 62541-4.
Clurrently, the values "Dialog" ahd "Window" are defined. While "Dialog" requires a modal
indow, a UIP with style "Window" will be invoked either in a modal or a non-nmodal
indow as defined in IEC.62769-2.

e StartElementName:

Element needed te-start this UIP Variant. IEC 62769-6 specifies how this informatipn is
uged when activating the UIP.

Documents provided for a UIP Variant are exposed as Variables organized inl the
Documentation,folder. In most cases, they will represent a product manual, which can exist as
a sef| of indixidual documents. The information can be retrieved by reading the Variable yalue
is tepresented as a ByteString. The complete ByteString shall be interpreted as a|PDF
8} CI|ents need to be aware that the contents that these vanables represent mgy be

nay due to
conflgured Ilmlts in elther the FDI Cllent or the FDI Server stack. The default maximum size
for an array of bytes is 1 MegaByte. It is recommended that FDI Clients use the IndexRange
in the OPC UA Read Service (see IEC 62541-4) to read these Variables in chunks, for
example, one-megabyte chunks.

7.5 Type-specific support information

Each DeviceType may have a set of additional data. These are mainly images, documents, or
protocol-specific data. The various types of information are organized into different folders.

See IEC 62541-100 for the formal definition of support information.
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7.6 Actions
7.6.1 Overview

Actions are operations that are executed in the FDI Server on behalf of a topology element.
Once invoked with the InvokeAction Method, Actions can make various state transitions until
completed. The actual state is accessible via a transient, non-browsable Variable the Nodeld
of which is returned by the InvokeAction Method.

FDI Clients can subscribe to this Variable to receive updates concerning the Action execution
(Action data). Action data may report a state transition or a request to the FDI Client that input

is neeess 3 v, v Araate D 3= d i etHHo e the

RespondAction Method and submit the requested data.

Figude 13 illustrates how Actions are integrated into a TopologyElement.
R SR 1
: ‘ BaseObjectType ‘ :
| | TopologyElementType |
| |
| |
| ‘ ActionServiceType ‘ |
' <specificType> ActionType :
: (Device or Block) 1
[ 4 |

e

Device or Block ——r

Instance
0 i
— [ i
0.n ActionType:
<Actionldentifier> [ . .nizes
—+ ParameterSet

\—0— <Parameterldentifier>

<Groupldentifier>

T W <UI Element>
Organizes
IEQ
Figure 13 — Integration of Actions within a TopologyElement

ActionSet is used to aggregate the Actions for a specific TopologyElement. This Object is not
available on the Type and is only available in an instance if Actions exist for this
TopologyElement.

Actions can also be referenced from FunctionalGroup Objects.

7.6.2 Action Type

This ObjectType defines the structure of an Action. It is formally defined in Table 6.
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Table 6 — ActionType Definition
Attribute Value
BrowseName | ActionType
IsAbstract True
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseObjectType is defined in IEC 62541-5.
The FBH-Ghentdetermines-thereguirednvecationargumenisforanActonfremthe-HD
7.6.3 ActionService Type
The ActionServiceType defines the Methods to invoke and control Actions. |astances of this
type pggregate the Actions for a specific topology element. The ActionServiceType is formally
defined in Table 7. Its use is illustrated in Figure 13.
Table 7 — ActionServiceType Definition
Attribute Value
BrowseName ActionServiceType
IsAbptract False
References NodeClass BrowseName DataType TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in IEC 62541-5.
Has@omponent | Method InvokeAction Mandatory
Has@omponent | Method RespondAction Mandatory
Has@omponent | Method AbortAction Mandatory
Has@omponent | Object <Actionldentifier> ActionType Optional
The ActionServiceType and each instance of this Type share the same Methods. The Ngdeld
of thegse Methods will be fixed’and defined in this document. FDI Clients therefore do not [have
to brpwse for these Methods. They can use the fixed Nodeld as the Methodld of the| Call
Service.
The [OPC UA StatusCode Bad_Methodlinvalid shall be returned from the Call Servicg for
elemgnts whergthe ActionService Methods are not supported.
<Actipnldentifier> stands for one or several Actions. Actions (Objects of ActionType) |exist

only Jnnnstances of the ActionServiceType, i.e. when an instance of this ObjectType is ajdded
to a TopologyElement. No Actions (Objects of ActionType) exist in the ActionServiceType

itse

7.6.

If.

4 ActionService Object

The support of the ActionService for an Object is declared by aggregating an instance of the

Acti

onService Type as illustrated in Figure 14.
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IEC

Figure 14 — Action Service

Object is used as container for the ActionService Methods _and shall havs
seName ActionSet. It is formally defined in Table 29. HasComponent is ussg
ence from a TopologyElement (for example, a Device) to its "AgtionService" Object.

ActionServiceType and each ActionSet Object share the_same Methods. Actions
blly be shared by all instances of the same Device Typg:

InvokeAction Method

eAction is used to start an Action. It immediately returns after the state machine

cit locking is required. If the Devicethas not been locked, the FDI Server will rejeq

requ

After| InvokeAction returns, the(FDI Client shall subscribe to the Value Attribute o
ActionNodeld. The Value Attribute contains an XML element (DataType = String)) that re
the current state of the Actian)as well as additional data (depending on state). The FDI (

ther

See
Actiol

FDI 3

that mo state information is lost until the FDI Client has had a chance to subscribe.

st.

ore will get a DataGhange notification whenever the state of the Action changes.

IEC 62769-2 for the Action state diagrams as well as the XML Schema o
nNodeld value.

berversishall cache Action state data for an appropriate period of time (a few second

the
d to

will

has

created. The "ActionSet" component of¢the TopologyElement (Device) on behalf of

e.

t the

f the
lects
Client

the

The

Signature or this Viethod IS specified below. Table 6 and lable Y specity the argun

and AddressSpace representation, respectively.

ents
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[in] String ActionName,
[in] String MethodArguments,
[out] NodelId ActionNodelId,
[out] Int32 InvokeActionError);
Table 8 — InvokeAction Method Arguments
Argument Description
ActignName String portion of the BrowseName of the Action as used in the ActionServiceType
instance.
MethodArguments XML document that contains the Action input arguments (if any). The

ListOfActionArguments XML Schema defined in IEC 62769-2 is used for the
MethodArguments parameter.

ActignNodeld

Non-browsable node of type Variable. This node is used bothto identify the

instance of the Action state machine and for access to the Action state information.
InvokeActionError 0 - OK.
-1 - E_LockRequired — the element is not locked as required
-2 - E_UnknownAction — the passed namelis not a valid action for this
element.
Table 9 — InvokeAction Method AddressSpace Definition
Attribute Value
BrowgeName InvokeAction
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] |PropertyType Mandatory
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatory

7.6.6 RespondAction Method

RespondAction is used. by the FDI Client to provide the requested value or selection offa Ul
functjon request (if applicable). The "ActionSet" component of the TopologyElement on behalf
of which the Action~had been invoked is specified via the Objectld argument of the| Call

Service.

The gignature of this Method is specified below. Table 10 and Table 11 specify the arguments
and AddressSpace representation, respectively.
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Signature
RespondAction (
[in] NodeId ActionNodelId,
[in] String Response,
[out] Int32 RespondActionError) ;
Table 10 — RespondAction Method Arguments
Argument Description

ActionNodeld

Nodeld of a transient Variable that represents and identifies the executing Action.

This Id is returned by the InvokeAction Method.

Respgonse

XML document that contains the response (value or selection). See |IEC 6276942
for the XML Schema for the Response parameter.

RespondActionError

0-0OK

-1 — E_InvalidAction — the Nodeld does not refer to an existing action

-2 — E_InvalidResponse — the passed response data could.not-be interpreted

Table 11 — RespondAction Method AddressSpace’ Definition

Attribute Value
BrowseName RespondAction
Reflerences NodeClass BrowseName DataType TypeDefinition ModellingRdile
HasRroperty Variable InputArguments Argument([] PropertyType Mandatory
HasRroperty Variable OutputArguments Argument[] PropertyType Mandatory

7.6.7 AbortAction Method

AborfAction is used by the FDIxClient to abort an Action execution. This Method call
immgdiately returns. The FDI Client is informed via a notification event on the ActionNg¢deld
Varigble when the Action enters-the Aborting state.

The [ActionSet" component of the TopologyElement on behalf of which the Action had peen
invoKed is specified viathe Objectld argument of the Call Service.

The gignature of‘this Method is specified below. Table 12 and Table 13 specify the arguments
and AddressSpace representation, respectively.

Signpture
AbortActionT
[in] NodeId ActionNodeId,
[out] Int32 AbortActionError) ;
Table 12 — AbortAction Method Arguments
Argument Description

ActionNodeld

Nodeld of a transient Variable that represents and identifies the executing Action.
This Id is returned by the InvokeAction Method.

AbortActionError

0-0OK

-1 — E_InvalidAction — the Nodeld does not refer to an existing action
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Table 13 — AbortAction Method AddressSpace Definition

Attribute Value
BrowseName AbortAction
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments  |Argument(] PropertyType Mandatory
HasProperty Variable OutputArguments |Argument]] PropertyType Mandatory

8 Network and connectivity

Netwjork and connection information elements are required to create caommunic
topolpgies.

A Ngtwork represents the communication means for Devices that aretconnected to

inclu
card

Thes|

9 Utility functions

9.1

Clau

9.2

Lock
compg
operations and Action invocations).

The
purp

When locking a Device, the lock always applies to both the online and the offline versions.

When lockingya Modular Device, the lock applies to the complete Device (includin

mod
(incl

Hes wired and wireless technologies. ConnectionPoints represent.the interface (inte
of a Device to a Network. A specific sub-type shall be defined for‘each protocol.

e elements are described and formally defined in IEC 62541+100.

Overview

be 9 provides specific services for certain FDVinformation elements.

Locking

ng is the means to avoid concurrent modifications to a Device or Network and
onents. FDI Clients shall uSe the Locking Services for any changes (e.g.

main purpose of locking-a Device is to avoid concurrent device modifications. The

pse of locking a Network is to avoid concurrent topology changes.

ules). <Equally, when locking a Block Device, the lock applies to the complete D
yding_ all blocks).

ation

it. It
rface

their
write

main

g all
Bvice

If no lock is applied to the top-level Device (for Modular Device or for Block Device), the sub-
devices or blocks, respectively, can be locked independently.

When locking a Network, the lock applies to the Network and all connected Devices. If any of
the connected Devices provides access to a sub-ordinate Network (such as a Gateway), the

sub-

The

ordinate Network and its connected Devices are locked as well.

LockingService is fully described and formally defined in IEC 62541-100.
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9.3
9.3.1

EditContext

Overview

An EditContext can be used to make changes to Variable values visible to the Server without
applying them to the Device. The FDI Server provides the EditContext concept to support
Clients in their editing task.

The EditContext is specified in IEC 62541-3. Following is the OPC UA Information Model
including the Methods to maintain EditContext instances.

Editgontext 1s exposed as an AddIn capability, which 1S comparable to the inf{
technology found in some programming languages. The EditContext service is modelled

Obje¢tType and instances of this type are added to the Device with a pre<d

efface

is an
ined

BrowjseName. Additional AddIn examples are defined in IEC 62541-100.

When reading or subscribing to Variable values registered in an EditContext, the follgwing

FDI-gpecific StatusCodes may occur (see Clause 11):

. ood_Edited distinguishes values that have been edited but have, not been written tp the

evice.

. ncertain_DominantValueChanged indicates that dependentvalues are invalid and will be
recalculated after the dominant value has been applied te‘the device. In the offline ¢ase,
the dependent value has to be written by the Client as well.

e (Qood_DependentValueChanged indicates that a dependent value has been changed but
the change has not been applied to the device.

9.3.2 EditContext Type

The EditContextType comprises the EditContext Methods. It is formally defined in Table 14.

Table 14 — EditContextType Definition
Aftribute Value
BrowgeName EditContextType,
IsAbsfract False
Reflerences NodeClass BrowseName DataType TypeDefinition | ModellingRule

Subtype of the BaseQbjectType defined in IEC 62541-5.

HasCpmponent [Mgthod GetEditContext Mandatory

HasCpmponent\_|Method RegisterNodesByld Mandatory

HasCpmpanent [Method RegisterNodesByRelativePath Mandatory

HasCpmpeonent [Method Apply Mandatory

HasComponent |Method Reset Mandatory

HasComponent [Method Discard Mandatory

The StatusCode Bad_Methodlnvalid shall be returned from the Call Service for elements
where the EditContext Methods are not supported. Bad_UserAccessDenied shall be returned
if the Client User does not have the permission to call the Methods.

9.3.3

EditContext Object

The support of EditContext for an Object is declared by aggregating an instance of the
EditContextType as illustrated in Figure 15.
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B T 't mDo02

t GetEditContext

} Enregistrer... EditContext

Réinitialiser
b R

This Object is used as container for the EditContext Methods and shall have the BrowseN
EditGontext. HasComponent is used to reference from a Devicerto its "EditContext" Objeg

The EditContextType and each instance may share the same Methods.

9.3.4 GetEditContext Method

Retufns an EditContext as specified in IEC 6254 1%3.

IEC

Figure 15 — EditContext type and instance

lame

—

The gignature of this Method is specified belew. Table 15 and Table 16 specify the arguments

and AddressSpace representation, respectively.

Singture
tEditContext (

[in] String

[out] String
[out] Int32

[in] WindowMode TargetWindowMode,

ParentId,

EditContextId,
GetEditContextStatus) ;

Table 15 — GetEditContext Method Arguments

Argument

Description

Parentld

If Null, a root instance is requested.

Othrerwise; theCtienmt passes-thedentifier of @ previousty acquitedEditComtext,

indicating that it will create a sub-window.

TargetWindowMode

An enumeration that indicates the User Interface element used for this context.
1 — Modal Window

2 — NonModal Window

3-UIP

EditContextld

A string identifier created by the Server.

GetEditContextStatus

0-0OK

-1 — E_NotSupported — the element does not support the EditContext Service
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Table 16 — GetEditContext Method AddressSpace Definition

— 35 —

Attribute Value
BrowseName GetEditContext
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] PropertyType Mandatory
HasProperty Variable OutputArguments | Argument]] PropertyType Mandatory
9.3.5—RegisterNodesMethod

This
to be

The

and AddressSpace representation, respectively.

Signptures

RegisterNodes (

Method is used to register Nodes with an EditContext. It returns new Nodelds-that
used to address this Node within the EditContext.

have

signature of this Method is specified below. Table 17 and Table 18 specify-the arguments

[in] String EditContextId,
[in] RegistrationParameters[] NodesToRegister,
[out] RegisterNodesResult RegisterNodesStatus) ;
Table 17 — RegisterNodes Method Arguments
Argument Description
EditQontextld

Identifier of an EditCentext that was previously acquired with a GetEditContext

call.

NodgsToRegister

An array of structures for each node to register.

RegigterNodesStatus

A structure with overall execution status and result data for each Node to regis

Table 18 —-RegisterNodes Method AddressSpace Definition

Attribute Value
BrowseName RegisterNodes
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty. Variable InputArguments Argument][] PropertyType Mandatory
HasRroperty Variable OutputArguments | Argument|] PropertyType Mandatory

The RegistrationParameters DataType defines a single Node to be registered. Its elements
are defined in Table 19.
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Table 19 — RegistrationParameters DataType Structure

2021

Name

Type

Description

RegistrationParameters

structure

This structure specifies one of the nodes to register.

path

RelativePath

RelativePath for this Node to register.

The RelativePath type is defined in IEC 62541-4.

selectionFlags

Uint32

A bit mask that identifies the EditContext-specific Nodelds to be
returned in the RegisterNodesResult structure.

The value of this parameter shall contain at least one of the following
values. No value will be rejected with E_InvalidSelectionFlags.

Bit Value

0x0000 0001
0x0000 0002
0x0000 0004
0x0000 0008

Nodeld to return
Online / ContextNodeld
Online / DeviceNodeld
Offline / ContextNodeld
Offline / DeviceNodeld

The
each

RegisterNodesResult DataType includes overall status information and result dat
Node to be registered. Its elements are defined in Table 20.

Table 20 — RegisterNodesResult DataType Structure

a for

Node in the Device. See IEC 62541-3 for details.

Name Type Description
RegisferNodesResult structure This structure specifies the registration result.

status Int32 0 — OK — the field registeredNodes contains a result for each Nqde to
register
-1 — Exlnvalidld — the specified EditContext is unknown

the registeredNodes field is empty

registeredNodes RegisteredNode[] |The list contains EditContext-specific Nodelds for the registered
Node. The Client has to use these Nodelds for all subsequent QPC
UA Service calls

nodeStatus Int32 0-0OK
-1 — E_InvalidNode — an invalid Node has been registered. See
IEC 62541-3 for details.
-2 — E_InvalidSelectionFlags — the RegistrationParameters for this
Node contained no value

onliheContextNodeld Nodeld This Nodeld shall be used to address the online representation pf the
Node in the EditContext. See IEC 62541-3 for details.

onliheDevieeNodeld Nodeld This Nodeld shall be used to address the online representation pf the
Node in the Device. See IEC 62541-3 for details.

offlineContextNodeld Nodeld This Nodeld shall be used to address the offline representation pf the
Node in the EditContext. See ITEC 62541-3 for detalls.

offlineDeviceNodeld Nodeld This Nodeld shall be used to address the offline representation of the

9.3.6

Apply Method

This Method is used to apply values that have been modified in the EditContext.

The signature of this Method is specified below. Table 21 and Table 22 specify the arguments
and AddressSpace representation, respectively.
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Signature
Apply (
[in] String EditContextId,
[out] ApplyResult ApplyStatus) ;
Table 21 — Apply Method Arguments
Argument Description

EditContextld

Identifier of an EditContext that was previously acquired with a GetEditContext call.

A + + H ™ Ll ' ot <l + H~% 3 FH £ bt £
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Variable.

Table 22 — Apply Method AddressSpace Definition

Attribute Value
BrowseName Apply
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable InputArguments Argument(] PropertyType Mandatory
HasRroperty Variable OutputArguments Argument][] RropertyType Mandatory

The

\pplyResult DataType includes overall Apply status information and status informatidg

n for

each|Variable that could not be transmitted. Its elements are defined in Table 23.
Table 23 — ApplyResult DataType Structure
Name Type Description
ApplyResult structure This-structure is returned in case of errors. No result data are returped.
Further calls with the same Transferld are not possible.
statds Int32 0 — OK —the transferincidents field may include individual Variableg

that failed
-1 — E_Invalidld — the specified EditContext is unknown

trangferincidents

Transferlneident[]

If the service returns normally and the Transferincidents list is emp
all changes have been applied and the edited values are cleared.

Otherwise, the list contains Variables that could not be transferred
successfully. The edited Values are preserved.

ty,

cont¢xtNodeld

Nodeld The Nodeld returned from RegisterNodesByld or
RegisterNodesByRelativePath.
StatusCode OPC UA StatusCode as defined in IEC 62541-4 and in IEC 62541-§.
statLisCode
I Didyllubtibillfu Diayllubtib ;IIfUIIIIatiUII. T:I;D }JdldlllUtUl ib Ulllpty If d;dyllubtibb
diagnostics information was not requested in the request header or if no diagnostic
information was encountered in the processing of the request. The
Diagnosticinfo type is defined in IEC 62541-4.
9.3.7 Reset Method

Clears all modified values in the EditContext.

The signature of this Method is specified below. Table 24 and Table 25 specify the arguments
and AddressSpace representation, respectively.
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Signature
Reset (
[in] String EditContextId,
[out] Int32 ResetStatus) ;
Table 24 — Reset Method Arguments
Argument Description

EditContextld

Identifier of an EditContext that was previously acquired with a GetEditContext call.

1Ot
ResgtStatus:

0. Ol
A~ LAY

-1 — E_Invalidld — the specified EditContext is unknown

Table 25 — Reset Method AddressSpace Definition

Attribute Value
BrowseName Reset
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable InputArguments Argument(] RPropertyType Mandatory
HasRroperty Variable OutputArguments Argument([] PropertyType Mandatory

9.3.8 Discard Method

This [Method releases the EditContext. Any modified values that have not been applied are

lost.

The gignature

and AddressSpace representation, respectively.

of this Method is specified,below. Table 26 and Table 27 specify the arguments

Signpture
Discard (
[in] String EditContextId,
[out] Int32 DiscardStatus) ;
Table 26 — Discard Method Arguments
Arngument Description

EditContextid

Identifier of an EditContext that was previously acquired with a GetEditContext call.

P Aoy
DiscardStatus

-1 — E_Invalidld — the specified EditContext is unknown

-2 — E_ChildExists — the specified EditContext cannot be discarded, because a child instance

exists.
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Table 27 — Discard Method AddressSpace Definition

Attribute Value
BrowseName Discard
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument[] PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] PropertyType Mandatory
9.4 DbireetbBeviceAceess
9.4.1 General

DiredtDeviceAccess provides the means to communicate with a device in ‘the D
Topollogy. It will be used by UIPs for operations that cannot, or at least not easily
perfgrmed through Information Model access. Use cases include the transmission of
data |buckets from or to the device, for example, historical data or firmware. It is gens

ass

umed that directly accessed data will not be reflected in the Information Model as

DiredtDeviceAccess shall not influence the structure and the data integrity of the Inform
Modg¢l. FDI Servers may be restrictive about when they enable thexuse of these Methods.

A DirlectDeviceAccess Object shall exist for every Device where the FDI Server allows {

acc

ess via a UIP.

The following behaviour applies when using DirectDéviceAccess:

9.4.

Only one FDI Client can use DirectDeviceAccess at a given time.

DirectDeviceAccess requires a lock. If thexDevice has not been locked, the request w
rejected.

Due to the lock, no write operations.@nd no Method invocations from other FDI Client
permitted during DirectDeviceAceess. This includes the execution of Actions.

fl Attribute values of Parameters might have changed due to DirectDeviceAccess, thg
shall set the InvalidateCache’in the EndDirectAccess argument to True.

2 DirectDeviceAccess Type

The PirectDeviceAceessType provides the Methods needed to open and close a conng

and
defi

o transfer data~ Figure 16 shows the DirectDeviceAccessType definition. It is for
ned in Table,28.

‘ BaseObjectType |

bvice
, be
arge
erally
well.
ation

lirect

ill be

5 are

uipP

ction
mally

A

DirectDeviceAccess
Type

InitDirectAccess
% @
EndDirectAccess

IEC

Figure 16 — DirectDeviceAccessType
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Table 28 — DirectDeviceAccessType Definition

Attribute Value
BrowseName DirectDeviceAccessType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseObjectType defined in IEC 62541-5.
HasComponent Method InitDirectAccess Mandatory
HasComponent Method Transfer Mandatory
Has@omponent Method EndDirectAccess Mandatory,
The PirectDeviceAccessType and each instance of this Type share the same' Methods] The
Nodgld of these Methods will be fixed and defined in this document. FDI Clienis therefofe do
not hlave to browse for these Methods. They can use the fixed Nodeld as{he Methodld gf the
Call Bervice.
The [OPC UA StatusCode Bad_Methodlnvalid shall be returned;from the Call Servicg for
elempents where the DirectDeviceAccess Methods are not suppaorted.
9.4.3 DirectDeviceAccess Object
The support of DirectDeviceAccess for an Object is<eclared by aggregating an instange of

the O

irectDeviceAccess Type as illustrated in FiguréA7.

TypeSpace

DirectDeviceAccess

Type

InitDirectAccess

InstanceSpace

DirectAccess

EhdDirectAccess

Figure 17 — DirectDeviceAccess instance

IEC

This Object is used as container for the DirectDeviceAccess Methods and shall have the
BrowseName DirectAccess. It is formally defined in Table 29. HasComponent is used to
reference from a TopologyElement (for example, a Device) to its "DirectDeviceAccess"

Object.

The DirectDeviceAccessType and each DirectAccess Object share the same Methods.
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Table 29 — DirectDeviceAccess Instance Definition

Attribute Value
BrowseName DirectAccess

References NodeClass BrowseName DataType | TypeDefinition | ModellingRule
HasTypeDefinition |ObjectType |[DirectDeviceAccessType Defined in 9.4.2.

9.4.4

InitDirectAccess Method

InitD
the @

It is
devide.

The

and AddressSpace representation, respectively.

Signpture

InitDirectAccess (

[in]
[out]

String
Int32

Context,

InitDirectAccessErreX) ;

rectAccess opens a logic communication channel. The Device to access is specifig
bjectld argument of the Call Service.

up to the FDI Server whether this Method already opens a connection to the phy

Table 30 — InitDirectAccess:Method Arguments

d via

sical

signature of this Method is specified below. Table 30 and Table 31 ©pecify the arguments

Argument

Description

Context

A string used to provide context information about the current activity going on
the FDI Client/UIP(

in

InitD

rectAccessError

0-0OK

-1 — E_NotSupported — the device can not be directly accessed

-2 — ExhockRequired — the element is not locked as required

-3— E_InvalidState — the device is already in DirectAccess mode

Table-31 — InitDirectAccess Method AddressSpace Definition

Attribute

Value

BrowgeName

InitDirectAccess

Refg¢rences

HasProperty

NodeClass

Variable

BrowseName

InputArguments

DataType
Argument[]

TypeDefinition
PropertyType

ModellingR

Mandatory

ule

HasProperty

Variable

OutputArguments

Argument[]

PropertyType

Mandatory

9.4.5

EndDirectAccess Method

EndDirectAccess ends direct access. The directly accessed Device is specified via the
Objectld argument of the Call Service.

The signature of this Method is specified below. Table 32 and Table 33 specify the arguments
and AddressSpace representation, respectively.
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Signature

EndDirectAccess (
[in] Boolean InvalidateCache,
[out] Int32 EndDirectAccessError) ;

Table 32 — EndDirectAccess Method Arguments

Argument Description
InvalidateCache If True, the FDI Server will invalidate any cached values for Device Parameters.
Thic maoanc that thoca Daramatarc aill ha ro rond hafora thov, ara ond Anain
Fris—reah that-th Rarameters—wil-be-re—read-before-theyareusedagain-
EndDirectAccessError 0-0OK
-1 — E_InvalidState — the device is not in DirectAccess mode.

Table 33 — EndDirectAccess Method AddressSpace Definition

Attribute Value
BrowseName EndDirectAccess
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasRroperty Variable InputArguments Argument[] PropertyType Mandatory
HasRroperty Variable OutputArguments Argument(] PropertyType Mandatory

9.4.6| Transfer Method

Transfer is used to transfer data to and from(he Device. The format of send or receive data is
protdcol-specific.

The gignature of this Method is specified below. Table 34 and Table 35 specify the arguments
and AddressSpace representation,‘tespectively.

Signpture

Tlransfer (

[in] String SendData,
[out] String ReceiveData,
[out] InEd2 TransferError) ;

Table 34 — Transfer Method Arguments

Argumeént Description

SendData XML document based on the TransferSendDataType as specified in the communication profile-
specific XML schema. See IEC 62769-4 and IEC 62769-10x.

ReceiveData XML document based on the TransferResultDataType as specified in the communication
profile-specific XML schema. See IEC 62769-4 and IEC 62769-10x.

TransferError 0-0OK

-1 — E_InvalidState — the device is not in DirectAccess mode.
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Table 35 — Transfer Method AddressSpace Definition

Attribute Value
BrowseName Transfer

References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument(] PropertyType Mandatory
HasProperty Variable OutputArguments Argument][] PropertyType Mandatory
10 Parameter Types
10.1| General
IEC $2541-100 defines a Parameter as "a variable of the Device that cah”be usef for
configuration, monitoring or control purposes. In the Information Model it is synonymoug with
an OPC UA DataVariable."

When discussing Parameter Types, we have to consider DataType.and VariableType.

Each
Data

Varidg

defings certain behaviour as well as mandatory or:optional Properties. The HasTypeDefi

Refe
Varig
used
and [

OPC UA DataVariable (Parameter) has a Value Aitribute, which is of a ce

bleTypes represent the type definition of (Data)Variables. Such a type definition typ

ence is used to define the VariableType fora Variable. OPC UA already defines a g
bleTypes as illustrated in Figure 18. BaséDataVariableType is the base type and c3

DiscreteltemTypes (see IEC 62541.8) are more concrete types.

rtain

[ype. OPC UA has already defined a set of built-in DataTypes, which are sufficient for
the npajority of types needed for FDI.

cally

nition

et of
n be

if no more specialized type information’is available (see IEC 62541-5). Analogltem[Type
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BaseDataVariableType ‘ Not defined on the
. - TypeDefinition Node,
, - butcan be applied on
( TimeZone:: |_—— each DataVariable
Property Type .
. ‘ DaylightSavingTime::
g Property Type
DataltemType
2 1
N Definition::
\_ PropertyType |

| ‘ValuePrecision::
| PropertyType |

. |,
. |"¥
=

‘ AnalogltemType
. (DataType: Number)

InstrumentRange:: |
PropertyType

EURange: ‘
Property Type

EngineeringUnits::""
Property Type

‘ DiscreteltemType ‘

B

(" TwoStateDiscreteType ‘ (" MultiStateDiscreteType |
(DataType: Boolean) A (['T)ataType: Ulnteger) /|

‘ TrueState:: “‘" EnumsStrings::

| PropertyType PropertyType

( EngineefingUnits::

Property Type

Figure 18 — OPC UA VariableTypes including OPC UA DataAccess

IEC

The mapping of EDD Data(Types to OPC UA DataTypes and VariableTypes is specified in

15.6.

10.2| ScalingFactor Property

The Malue Attribute of Variables contains the raw value returned from the device. Howgver,
Servers can(expose the Property ScalingFactor. It is suggested that the (raw) valle is
multiplied_bysthis factor before being displayed.

The Preperty shall be aggregated by each Variable that it applies to. It is formally defined in

Table 36.
Table 36 — ScalingFactor Property Definition
Name DataType Description
ScalingFactor | Double This Property specifies the scaling factor to be used when displaying the Variable

value.

10.3 Min_Max_Values Property

This Property specifies one or more ranges to which a Variable value shall be set. If there are
multiple ranges, they shall not overlap. A "Null" for the MIN_Value or the MAX Value
indicates that this boundary is not limited.
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The Property shall be aggregated by each Variable that it applies to. It is formally defined in

Table 37.

Table 37 — Min_Max_Values Property Definition

Name

DataType

Description

Min_Max_Values | Variant_Range[]

shall be set.

This Property specifies the range or ranges to which a Variable Value

The
Bas

Dataflypes — in particular integer, floating point, date and duration. The actual datafype
has o match the DataType of the Variable value. It can also be Null, which means that this
boungdary is not defined.

Its elements are defined in Table 38.

Table 38 — Variant_Range DataType Structure

The
erent
used

Name

Type

Description

Varignt_Range structure

MIN_Value

BaseDataType

Specifies the upper bound of values to which a Variable shall be set. N
indicates that MIN_Value has.no limit.

1]

MAX_Value BaseDataType

Specifies the lower bound\of values to which a Variable shall be set. N

indicates that MAX_Value has no limit.

Its representation in the AddressSpace is defined in Table 39.

Table 39 = Variant_Range Definition

Attributes

Value

BrowseName

Variant_Range

11 EKDI StatusCodes

Clauge 11 defines OPC UA StatusCodes that are specific to FDI Servers.

The genheral structure of the StatusCode is specified in IEC 62541-4. It includes a 3|et of
common’operational result codes, which also apply to FDI

Table 40 contains Good (success) codes that are specifically defined for FDI.
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Table 40 — Good operation level result codes

Symbolic ID Description

Good_Edited This status applies to Variable values that are part of an EditContext (see 9.3). It
is returned with values that are read or received in a DataChangeNotification
from a Subscription.

It defines that it is an edited value that has not been transferred from the
EditContext to the Device.

Good_ The value of a Variable was successfully read or written but one of the post
PostActionFailed actions failed.
Goo This status applies to Variable values that are part of an EditContext (see 9.3).1t
DepgndentValueChanged is delivered with a dominant Variable value when any of its dependent Variahles
was changed and not yet applied.
Tablg 41 contains Uncertain codes that are specifically defined for FDI.
Table 41 — Uncertain operation level result codes
Symbolic ID Description
Uncgqrtain_ This status applies to Variable values that aré part of an EditContext (see 9.3).1t
Dom|nantValueChanged is delivered with a dependent Variable valuerwhen a dominant value — e.g. ap
engineering unit — was changed and thecdepéndent Variable may have to be
recalculated.
Uncgrtain_ This status applies to Variable values that are part of an EditContext (see 9.3).1t
Depg¢ndentValueChanged is delivered with a dominant Variable value when any of its dependent Variahles
was changed and not yet applied. The "uncertain" status indicates that the
dominant variable value itself\shas uncertain quality.
Tabl¢ 42 contains Bad codes that are specifically defined for FDI.
Table 42 — Bad operation level result codes
Symbolic ID Description
Bad | This/status applies to Variable values that are part of an EditContext (see 9.3).1t
Dom|nantValueChanged is delivered with a dependent Variable value when a dominant value — e.g. ap
engineering unit — was changed and the dependent Variable cannot be
accessed.
Bad | This status applies to Variable values that are part of an EditContext (see 9.3).1t
Depg¢ndentValueChanged is delivered with a dominant Variable value when any of its dependent Variahles
was changed and not yet applied. The "uncertain" status indicates that the
dominant variable value itself has bad quality.

12 Specialized topology elements

Devices and other topology elements can be specialized using the modelling elements
defined in this document or in IEC 62541-100. No specific ObjectType is needed. A
Communication Device for instance will have the CommunicationServices capability
(Communication Devices and CommunicationServices are specified in IEC 62769-7).

Other specializations are possible applying the same techniques, for example, a Modular
Communication Device.

See IEC 62541-100 for the definition of Block Device and Modular Device.
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13 Auditing

13.1 General

Auditing is a requirement in many systems. It provides a means for tracking activities that
occur as part of the normal operation of the system. It also provides a means for tracking
abnormal behaviour. It is also a requirement from a security standpoint.

When an audit trail is maintained by the FDI Server, all audit trail records related to services
invoked by FDI Clients will be implicitly created. In addition, FDI Clients have means for
providing additional audit context information as specified in 13.2 and 13.3.

FDI $ervers shall generate AuditEvents as specified in IEC 62541-4 and IEC 62541~5, Tlhese
standards define AuditEvents for the following OPC UA Services:

ecure Channel Services,
ession Services,

odeManagement Service Set (AddNode, DeleteNode),

S
S
N

e \Write Service,
Method Service ("Call").
A

uditEvents are defined for reading and for subscriptions.

The FDI Server generates AuditEvents using the standard OPC UA event mechanism.| This
allows an external OPC UA Client to subscribe to_and store the audit entries in a log file or
otherl storage location.

13.2| FDI Client-provided context information
FDI Clients have various means for providing context information for the purpose of auditng:

o the ClientDescription and SessionName passed by the FDI Client when creating the
Session,

e the context text from thelMethods to initialise Lock or Direct Device Access.

When an AuditUpdateMethodEvent is generated for the EnterLock and InitDirectAdcess
Methpds, the audit context information will be used for the Message field of this event.

13.3 | LogAuditTrailMessage Method

going on'in the FDI Client into the audit trail of the FDI Server. Since it is a Method, it will be
also |insefted into the stream of AuditEvents. The message will be timestamped in thg FDI
Server.

LogquditTrailMessage is used by the FDI Client to insert information about the current agtivity

This Method shall be a component of the Server Object. The Objectld parameter of the Call
Service shall be the Nodeld of the Server Object.

FDI Clients do not have to browse for the LogAuditTrailMessage Method. Rather, they can
use the well known Nodeld of the Method declaration as the Methodld of the Call Service.

The signature of this Method is specified below. Table 43 and Table 44 specify the arguments
and AddressSpace representation, respectively.
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Signature

LogAuditTrailMessage (
[in] String Message) ;

Table 43 — LogAuditTrailMessage Method Arguments

Argument Description

Message Free text describing the context.

Table 44 — LogAuditTrailMessage Method AddressSpace Definition

Attribute Value
BrowseName LogAuditTrailMessage
Rpferences NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument(] PropertyType Mandatdry

When an AuditUpdateMethodEvent is generated for the LogAuditTrailMessage Method, the
Mesqage argument will be used for the Message field of this €vent.

14 KDI Server Version

The [FDI Technology Version supported by an £DI Server is exposed via an FDI-spgcific
Propgerty. The version exposed with this Property~applies to

e the Information Model, and

e the XML Schema as used for UIDs:afnd Actions.

The Property shall be aggregated.by the OPC UA Server Object. It is formally defingd in
Table 45.

Table 45 — FDIServerVersion Property Definition

Name DataType Description

FDIYerverVersion String This Property specifies the FDI Technology Version that this FDI Server
supports. The syntax of the string is as defined in IEC 62769-4.

15 IYIapping FDI Package information to the FDI Information Model

15.1 General

Clause 15 defines the mapping of EDDL and other FDI Package Information to the FDI
Information Model and the underlying OPC UA and OPC UA Devices information models,
respectively.

The OPC UA Object Model provides a standard way for Servers to represent Objects to
Clients. In order to meet this objective, the OPC UA Object Model allows the definition of
Objects in terms of Variables and Methods. It also allows relationships to other Objects to be
expressed.
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On the other hand, EDDL defines a set of language constructs that are used to describe
industrial field devices. Each construct supports its own set of attributes and references. EDD
information adds semantic contents to the raw data values read from and written to the field
devices.

The primary objective of the EDDL-OPC UA information model is to describe the
correspondence between the OPC UA Object Model elements and the EDDL elements when
an EDD is used to populate the FDI Server with Objects.

Completely meeting this objective means dealing both with enhanced data access through
OPC UA and with Ul interactions between OPC UA clients and servers.

15.2| Localization
15.21 Localized text

In vafrious definitions, EDDs may contain information in multiple language, variants. Examples
are the LABEL and HELP attributes. The server has to select the proper-fanguage for jeach
client as follows: when creating an OPC UA Session, the OPC UA Client'passes the locale(s)
that it requests to be used for all services within this Session. If the Server does not support
any ¢f the requested locales, it chooses an appropriate default localg”

15.22 Engineering units

Varigbles with a UNIT CODE are represented in OPC WA as Analogltem Variables. The UNIT
CODE is exposed via the EngineeringUnit Property..€hanging the EngineeringUnit will qause
all EDD Variables that depend on the associated UNIT CODE to be recalculated. As a r¢sult,
the QPC UA Variable values will be set as well.

Charjging the EngineeringUnit will affect all>Clients.

15.3| Device
15.31 General

Subdause 15.3 specifies the mapping of FDI Package elements to Device Types and Degvice
Instapces.

Devi¢es may also have-Blocks (see 15.4).

15.3.2 Mapping to Attributes to a specific DeviceType Node

The BrowseName and Nodeld Attributes are vendor-specific.

The DisplayName Attribute is created from the Package Catalog: DeviceType.Name.

The Description Attribute of a Device is the information that serves to further identify,
manage, locate, and/or explain the device whose contents are defined by the user. For purely
block-oriented devices, this will appear only on blocks. For example, in HART, the MESSAGE
variable can be used here.

15.3.3 Mapping to Properties

Type and instances share the same Properties.

Some of the Properties are created from information in the Package Catalog. Table 46
specifies the mapping of Properties to Package Catalog elements.
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Table 46 — DeviceType Property Mapping

Property Package Catalog element
Manufacturer ManufacturerName
Model ListOfDeviceTypes]i].ListOfInterfaces[j]l.DeviceModel.
DeviceRevision ListOfDeviceTypes]i]. ListOfInterfacesJj].Version.
FDITechnologyVersion FDITechnologyVersion.

2021

The
corre
revis

The
set.

If a K
Prop

15.3.

SerialNumbar PRgviciaonCaountar  SaoftwargPRavicion and HaordwargPgyvicinn Dran
Ha+HARB-8—~8YHSHoH HHHeH FWeH-B 8 \HSHoR—aR a—Fa-e W88 \HSHoR——O P

spond to the value of the protocol-specific "serial number", "revision counter", "soff
on", and "hardware revision" Parameters, respectively.

DeviceManual Property is an empty string. Documents can be found in-~the attach

Picture element is available in the FDI Package, it can be mapped-to the OPC UA
erty (see IEC 62541-3). If multiple resolutions are available, the host has to choose.

4 Mapping to ParameterSet

Som¢ devices are strictly block-oriented with no kinds -0f Variables on the device

Mapy
VALL
the "
devig

A Pa
See

15.3.

The
corre

JE__ARRAY or LIST items exist on the device-level, the resulting Parameters are ke
ParameterSet" as a flat list of Parameters. FunctionalGroups reflect the structure g
e menus defined in the device’s EDD.

rameterSet with all Parameters exists on'the Type, the offline and the online instancs
5.6 on how EDDL attributes are used to create Parameter nodes.

5 Mapping to Functional Groups

top-level Functional Groups that are referenced directly from the Device O
spond to the root MENU items, as defined in IEC 61804-4. Naming conventions are

to differentiate betweenFunctional Groups for handheld and for PC-based applications.

Ther

15.3.

The

e are no Funétional Groups on the DeviceType.

6 Mapping to DeviceTypelmage

rties
ware

ment

Icon

evel.

ing an EDD for these devices will result in an empty ParameterSet. When VARIABLE,

pt in
f the

bject
used

Devi
from

15.3.
The

the Relationship Type.

7 Mapping to Documentation

Variables in the Documentation folder are created from the Package Cat

Variables in the DeviceTypelmage folder are created from the Package Cafalog:
T il.ListOfDevicelm . BrowseNam nd DisplayName repr nt the file mame

alog:

DeviceTypes[i].ListOfDocuments. BrowseName and DisplayName represent the file name

from

15.3.
The

the Relationship Type.

8 Mapping to ProtocolSupport

Variables in the ProtocolSupport folder are created from the Package Cat

alog:

DeviceTypes][i].ListOfInterfaces]j].ListOfCommunicationProfileSupportFiles. BrowseName and

Displ

ayName represent the file name from the Relationship Type.
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15.3.

9 Mapping to ImageSet

The ImageSet contains Variable Nodes for all images from the EDD that are needed for UIDs.

15.3.

10 Mapping to ActionSet

The ActionSet references OPC UA Objects that represent all EDD Methods except for the
abort and the action methods as defined in IEC 61804-3. See 15.8 on how EDDL attributes

are u

15.3.

sed to create Action Nodes

11 Mapping to MethodSet

The

15.4
Subc

As d

and ¢ne or more module EDDs. The head station EDD contains COMPONENT constructs

ident

The
acco

The head station Device will show up as a modular Device as specified in IEC 62541-100

EDD
blocK

be modelled as“a block-oriented Device as specified in IEC 62541-100. The Block
nces are Kept in the Blocks component. A Device that does not support EDDL-defined

insta
BlocH

MethodSet (inherited from IEC 62541-100) is not used by the FDI.

Modular Device

lause 15.4 specifies the mapping of a modular device’s package.

pscribed in IEC 62769-4, a package for a modular device contains“a head station

fy the module EDDs.

EDD
that

EDDs for head station Device and for each module ‘shall be individually mappgd in

dance with the mapping rules for single Devices.

| supports thesdefinition of devices that are block-oriented, and devices that are
oriented. When'blocks (specifically, Block_A) exist in an EDD, the resulting device

s willsnet have the Blocks component.

he SubDevices component in the instance\of the head Device references instantiated
odules.
he SupportedTypes folder in the SubDevices component references all DeviceTypgs for
odules that may appear in the instance of the head Device.

Block
1  General
lause 15.5 specifies the mapping of EDDL elements to Block Types and instances.

non-
shall
node

The

SupportedTypes folder in the Blocks component of a DeviceType reference

5 all

BlockTypes that may appear in a Device Instance. The Blocks component in a Device

Insta

15.5.

nce references instantiated Blocks.

2 Mapping to Attributes

The BrowseName and DisplayName correspond to the EDD Identifier and LABEL Attribute of

the c

orresponding EDDL Block, respectively.

The Nodeld is vendor-specific.

The Help attribute of the corresponding EDDL Block is mapped to the Description attribute of
the Block instance node. Bad_AttributeldInvalid shall be used if EDD contains no Help.
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15.5.3 Mapping to ParameterSet

All VARIABLE, VALUE_ARRAY, LIST items specified for a Block are used as Parameters in
the "ParameterSet". A ParameterSet with all Parameters exist on the Type, the offline and the
online instances.

See 15.6 on how EDDL attributes are used to create Parameter nodes.

15.5.4 Mapping to Functional Groups

A Block may have FunctionalGroups that expose its Parameters in an organized fashion,
refle¢ting the sirucfure of the block menus defined In the device’s EDD. The topjlevel
Functional Groups that are referenced directly from the Block Object correspond tQ the root
MENU items, as defined in IEC 61804-4. Naming conventions are used to differentiate
betwgen Functional Groups for handheld and for PC-based applications

The BrowseName of a FunctionalGroup is the EDD identifier of the corresponding EDDL
MENU or COLLECTION.

Therg¢ are no Functional Groups on the BlockType.

15.5/5 Mapping to ActionSet

The ActionSet references OPC UA Objects that represent all EDD Methods defined for a
speclfic BLOCK, except for the abort and the action méthods as defined in IEC 61804-3] See
15.8 jon how EDDL attributes are used to create Action.Nodes.

15.5)6 Mapping to MethodSet
The MethodSet (inherited from IEC 62541-100) is not used by the FDI.

15.5]7 Instantiation rules

The BrowseName of a Block is.generated by the FDI Server from the EDD identifier df the
corrgsponding EDDL BLOCK ;Alby adding a numeric suffix that the OPC UA server generates
in  order to make thé )"BrowseName unique. For example, _ analog_ input O,
anplog_input_1, _ pid, cantrol_0.

The DisplayName of a-BLOCK_B Block is the LABEL attribute.
The DisplayName of a BLOCK_A Block is defined in the protocol annex.

The |Description of a Block is the HELP attribute of the corresponding EDDL BLOCK.
Bad_[AttfibuteldInvalid shall be used if the EDD contains no Help.

15.6 Parameter
15.6.1 General

EDDL Parameters (for devices or blocks) are mapped to OPC UA Variables. The
VariableType used may be of any sub-type of the abstract BaseVariableType. In most cases,
they will be mapped to the VariableTypes defined in IEC 62541-8, for example, DataltemType,
AnalogltemType or DiscreteltemType. This document includes additional VariableTypes for
more sophisticated EDDL types. See Table 48 for the mapping of EDDL types.

The BrowseName of a Parameter is the EDD identifier of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY.
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The DisplayName of a Parameter is the LABEL attribute of the corresponding EDDL
VARIABLE, RECORD or VALUE_ARRAY.

The Description of a Parameter is the HELP attribute of the corresponding EDDL VARIABLE,
RECORD or VALUE_ARRAY. Bad_Attributeldinvalid shall be used if the EDD contains no
Help.

Parameters have also a set of Attributes that are common to all VariableTypes. Table 47
summarizes the Variable Attributes and describes how they are set from the EDDL description
information.

Table 47 — Setting OPC UA Variable Attributes from EDDL variable attributes
Attributes Description

Valug The most recent value of the Variable that the FDI Server has regd\ftom the deyice.

Data[Type The EDDL data type is translated into an OPC UA standard data type in
accordance with Table 48.

ValugRank Either set to "Scalar" or — when the Parameter is an apray > the number of
dimensions.

ArrayDimensions Specifies the length of each dimension if the Parameter is an array. This attribdte is
not exposed if the length is unknown or dynamig.

AccgsslLevel The AccessLevel Attribute is set based ontthe-EDDL variable HANDLING attriblite
according to the following table:

Field Bit Description
CurrentRead | O Set if EDDL variable HANDLING is defined as READ.
Reset\otherwise.
CurrentWrite | 1 Set if EDDL variable HANDLING is defined as WRITE
Reset otherwise.
If the HANDLING attribute is missing, the Parameter will be defined as readabl¢
and writeable.

UserfAccesslLevel The AccessLevel with possible restrictions based on client identity as defined by
the FDI Server.

MinijnumSamplinglnterval | The MinimumSamplinglnterval Attribute indicates how fast the FDI Server can
reasonably sample the value for changes. It is suggested that the FDI Server
checks the variable CLASS attribute to differentiate static variables from dynanjic
variables regarding the sampling interval. Static variables might be sampled on|y
once and then only when the RevisionCounter changes. For static variables, th¢
FDI Server can use the MinimumSamplingInterval -1 (indeterminate).

The Value Attribute is the Parameter value, and — for the online representation — reflects the
devide datawvalue.
The Batafype-Attribute—is—an—ORCUADatalype—chosentomatech—theEBBLtype—and-size.

Table 48 shows the correspondence between the EDDL types and sizes and the OPC UA
VariableTypes and standard DataTypes.
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Table 48 — Correspondence between EDDL and OPC UA standard data types

EDDL Data Type OPC UA VariableType OPC UA Constraints
DataType
Arithmetic
INTEGER BaseDataVariableType, |SByte When the size specified in EDDL is 1 byte.
AnalogltemType . e .
Int16 When the size specified in EDDL is 2 bytes.
Int32 When the size specified in EDDL is 3 or 4
bytes.
Int64 When the size specified in EDDL is 5, 6, 7 or
8 bytes.
UN$IGNED_INTEGER |BaseDataVariableType, [Byte When the size specified in EDDL jis\1 byfe.
AnalogltemType ) e {
Uint16 When the size specified in EDBL is 2 byfes.
UInt32 When the size specified in(EDDL is 3 or
bytes.
Ulnt64 When the size specified’in EDDL is 5, 6,|7 or
8 bytes.
DOUBLE BaseDataVariableType, |Double
AnalogltemType
FLQAT BaseDataVariableType, |Float
AnalogltemType
ENUMERATED See 15.6.5 Byte WHhen the size specified in EDDL is 1 byfe.
Ulnt16 When the size specified in EDDL is 2 byfes.
UInt32 When the size specified in EDDL is 3 or 4
bytes.
Ulnt64 When the size specified in EDDL is 5, 6,|7 or
8 bytes.
BIT| ENUMERATED |[See 15.6.6 Byte When the size specified in EDDL is 1 byfte.
Uint16 When the size specified in EDDL is 2 byfes.
UInt32 When the size specified in EDDL is 3 or
bytes.
Uint64 When the size specified in EDDL is 5, 6,|7 or
8 bytes.
Date and Time
DATE BaseDataVariableType |UtcTime The data type DATE consists of a calendar

(a 64-bit signed
integer which
represents the
number of 100
nanosecond
intervals since
January 1, 1601
(UTC))

date. This data type has special codification
in the device. Conversion to UtcTime is
necessary when reading it from the devige.

Conversion back to DATE is necessary when
writing it to the device. On write, if invalifd
data is written, the service returns an
appropriate error in the serviceResult and the
diagnosticlnfo data members of the

ResponseHeader and does not accept the
data.

DATE_AND_TIME

BaseDataVariableType

UtcTime

The data type DATE_AND_TIME consists of a
calendar date and a time. This data type has
special codification in the device. Conversion
to UtcTime is necessary when reading it from
the device. Conversion back to
DATE_AND_TIME is necessary when writing
it to the device. On writing, if invalid data is
written the service returns an appropriate
error in the serviceResult and the
diagnosticInfo data members of the
ResponseHeader and does not accept the
data.
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EDDL Data Type

OPC UA VariableType

OPC UA
DataType

Constraints

DURATION

BaseDataVariableType

Duration

(a Double that
defines an
interval of time
in milliseconds
(fractions can be
used to define
sub-millisecond
values))

The DURATION data type is a time difference
that consists of a time in milliseconds and an
optional day count. This data type has special
codification in the device. Conversion to TIME
is necessary when reading it from the device.
Conversion back to DURATION is necessary
when writing it to the device. On writing, if
invalid data is written, the service returns an
appropriate error in the serviceResult and the
diagnosticinfo data members of the
ResponseHeader and does not accept the

data. The OPC Duration type 1s imited t
approximately 49,7 days, which is less\than
the theoretical maximum of the EBDL
DURATION type. If the DURATION excegds
the OPC maximum, the quality 'should bg set
to indicate this condition.

TIME

BaseDataVariableType

UtcTime

The TIME data type consists of a time and an
optional date. This data_ type has specia
codification in the.device. Conversion to
UtcTime is necessary when reading it frgm
the device. Conversion back to TIME is
necessary when writing it to the device. Pn
writing, ifinvalid data is written, the servjce
returng’ an-appropriate error in the

seryiceResult and the diagnosticInfo dat
members of the ResponseHeader and dges
not-accept the data.

1\

TIME_VALUE[4]

BaseDataVariableType

Duration

TIME_VALUE is the "number of 1/32 ms{. The
"Duration" is calculated by multiplying th
TIME_VALUE by 0,031 25 (which is the float
equivalent for 1/32 ms).

[

TIME_VALUE[8]

BaseDataVariableType

UteTime

The data type TIME_VALUE is used to
represent date and time in the required
precision for application clock
synchronization. This data type has speq
codification in the device. Conversion to
UtcTime is necessary when reading it frgm
the device. Conversion back to TIME_VALUE
is necessary when writing it to the devic¢. On
writing, if invalid data is written, the servjce
returns an appropriate error in the
serviceResult and the diagnosticInfo dat
members of the ResponseHeader and dges
not accept the data.

al

1\

String

AYCII

BaseDataVariableType

String

Conversion to String is necessary when
reading it from the device. Conversion back to
ASCII is necessary when writing it to the]
device. On writing, if invalid characters gre
written, the service returns an appropria
error in the serviceResult and the

]

diagnosticinfo data members of the
ResponseHeader and does not accept the
string.

BIT_STRING

BaseDataVariableType

ByteString

Conversion to ByteString is necessary when
reading it from the device. Conversion back to
BIT_STRING is necessary when writing it to
the device. On writing, if invalid characters
are written, the service returns an appropriate
error in the serviceResult and the
diagnosticInfo data members of the
ResponseHeader and does not accept the
string.
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EDDL Data Type

OPC UA VariableType

OPC UA
DataType

Constraints

EUC

BaseDataVariableType

String

Conversion to String is necessary when
reading it from the device. Conversion back to
EUC is necessary when writing it to the
device. On writing, if invalid characters are
written, the service returns an appropriate
error in the serviceResult and the
diagnosticinfo data members of the
ResponseHeader and does not accept the
string.

PACKED_ASCII

BaseDataVariableType

String

Conversion to String is necessary when

~H o i =i H fal H I
reachrgH-fromthe—deviee—Conpversionback to

PACKED_ASCII is necessary when writing it

to the device. On writing, if invalid charafters
are written, the service returns afizappropriate
error in the serviceResult and the

diagnosticinfo data members$ of the
ResponseHeader and does.not accept the
string.

PASSWORD

BaseDataVariableType

String

Conversion to Strin@yis necessary when
reading it from the device.

FDI Servers,shall allow PASSWORD
Variables_to‘be read only when a secure]OPC
UA chanhel has been created, i.e. a chahnel

with efcryption.

VISIBLE

BaseDataVariableType

String

Conversion to String is necessary when
reading it from the device. Conversion back to
VISIBLE is necessary when writing it to the
device. On writing, if invalid characters gre
written, the service returns an appropriate
error in the serviceResult and the
diagnosticlnfo data members of the
ResponseHeader and does not accept the
string.

OCTHT

BaseDataVariableType

ByteString

INDE

see 15.6.5

String

BOOLEAN

BaseDataVariableType

Boolean

As Thble 48 shows, EDBL -supports a variety of variable types. While that table show
corrgspondence between' the EDDL data types and the OPC UA VariableType, it doe

the
not

U7

provide any details on-how other EDDL VARIABLE TYPE construct attributes are supportgd. It
does|not provide any details on how other OPC UA BaseDataVariableType attributes should

be sat either. Subclause 15.6 is intended to provide details for each EDDL data type.

15.6]2 Private Parameters

The Parameters specified in an FDI Package may be declared private using the PRIVYATE

Attribute specified in IEC 61804-3. The FDI Server shall create Nodes in the Information
Model for the private Parameters but they shall not be browsable. The FDI Server shall return
the Nodelds of private Parameters when the name of such a Parameter is passed to
TranslateBrowsePathsToNodelds (the startingNode argument shall be the "ParameterSet"
Object). Once the FDI Client has obtained the Nodeld, all Service requests for private
Parameters will be processed in the same way as for public (browsable) Parameters.

An example of private parameters is parameters that should only be modified through an
Action. These parameters should not be visible to FDI Clients to prevent direct access. FDI
Clients invoke Actions to access these private parameters.
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15.6.3 MIN_Value and MAX_Value

If one or more MIN_VALUE and MAX_VALUE attributes are specified for a variable in EDDL,
they shall be mapped to the Min_Max_Values Properties defined in 10.3.

15.6.4 Engineering units
The EngineeringUnits Property defined in IEC 62541-3 and IEC 62541-8 shall be used:

e |If the variable has the CONSTANT_UNIT defined for itself in EDDL. In this case, the
EngineeringUnits Property keeps the EDD CONSTANT_UNIT variable attribute. The FDI

o AN A o eV aVa an

hplding the unit code is modified, the list of affected variables using that uniticode sha
refreshed. When an affected variable is displayed, the value of its unit code shall al§o be
d|splayed.

The $tandard OPC UA notifications can be used to report to the FDI/Clients that the unit|code
has ghanged.

15.6J5 Enumerated Parameters

An QPC UA DataVariable with the VariableType MultiStateValueDiscreteType (defingd in
IEC 62541-8) is used for each enumerator in the EDDLenumerated variable definition.

The Yalue Attribute of the DataVariable is the numeric value of the state, and correspongds to
the vplue attribute of the EDDL ENUMERATED, TYYPE.

The ValueAsText Property of the DataVariable exposes the display value of the state, which
corrgsponds to the description attributeof the EDDL ENUMERATED TYPE.

The EnumValues Property of the DataVariable contains the complete list of enumerationg, i.e.
a table where each element is.a_structure consisting of EDDL ENUMERATED TYPE attributes
"valug", "description", and Chelp". If no help attribute exists in the EDD, the value of the
descfiption attribute will also be used for this purpose.

15.6/6 Bit-enumerated Parameters

ENUMERATED“WARIABLE definition. The OPC UA DataType is an array of Boolean where

A DEtaVariable of OPC UA OptionSet VariableType is used for each EDDL| BIT
one Boolean:is used per bit in the EDDL BIT_ENUMERATED VARIABLE definition.

The Boolean array of the DataVariable reflects the status of all bits. TRUE is used when|a bit
is set and FALSE when a bit is reset.

The EnumValues Property of the DataVariable contains the complete list of bit enumerations,
i.e. a table where each element is a structure consisting of EDDL BIT ENUMERATED TYPE
attributes "bit position", "description”, and "help". If no help attribute exists in the EDD, the
value of the description attribute will also be used for this purpose.

15.6.7 Representation of records

A complex DataVariable is used to represent EDDL RECORD Parameters. The root
DataVariable represents the record itself. It will have component DataVariables that represent
the EDDL RECORD MEMBERS. (The MEMBERS of an EDDL RECORD are defined in EDDL
by means of a reference to an EDDL VARIABLE.).
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See Figure 19 for an example of how records are represented in the OPC UA AddressSpace.

PARAMETERS
{ o N ) BaseDataVariable Type:
aram ;, rec H
Param B, rec2 ; fParam_A
RECORD recl RECORD rec2 4,{ X
(AccessLevel=CurrentRead)
{ {
LABEL "Rec"; LABEL "Rec";
MEMBERS MEMBERS ~z
{ ‘ Y
X, x_member; X, x_member; (AccessLevel=CurrentWrite)
Y, y member; Y, y _member;
}
} }
] BaseDataVariable Type:
VARJABLE x member VARIABLE x member =) B
{ ( aram_|
1ABEL "X"; LABEL "X";
TYPE FLOAT; TYPE FLOAT;
HANDLING READ; HANDLING READ;
) ) X
(AccessLevel=CurrentRead)
VARJABLE y member VARIABLE y member
{ {
JABEL  "Y"; LABEL  "Y"; Y
TYPE ENUM (1) ; TYPE ENUM (1) ; = :
JANDLING WRITE; HANDLING WRITE; (AccessLevel=CurrentWrite)
} }

Brow
EDD
Data
contd

Figure 19 — Example: Complex variable representing a RECORD

seName and DisplayName of:the root DataVariable are set to the EDD identifier g
. VARIABLE that implements this RECORD type. The DataType Attribute of the '
Variable is BaseDataType.;”The ValueRank Attribute is used to specify that the

ins an array. The Value/Attribute represents the values of all members in the ord

IEC

f the
root"
alue
Br as

defingd for the RECORD%According to the example in Figure 19, the first variant will contain a

hg-point value andythe second will be a numeric value representing the Enumeration

ach component DataVariable that represents an EDDL RECORD MEMBER:

he BrowseName is the identifier of the corresponding EDDL VARIABLE.
he DisplayName is the LABEL attribute of the corresponding EDDL VARIABLE.

ev Description is the HFIP atiribute of the corresponding FDDI VARIABLE.

floati
For g
e T
e T
e T

B

ad_Attributeldinvalid shall be used if the EDD contains no Help.

e The AccesslLevel is derived from the HANDLING attribute. Readable and Writeable shall
be used if the EDD contains no HANDLING attribute.

15.6.

8 Representation of arrays, and lists of Parameters with simple data types

A single DataVariable will represent an EDDL VALUE_ARRAY or LIST item when the data

type

of the referenced array element has a simple data type.
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The OPC UA DataVariable Attributes are set as follows:

o DataType is set to the type of the array element (see Table 48 for the data type mapping).

e The ValueRank Attribute is used to specify that the value contains an array. In case of an
EDDL VALUE_ARRAY the number of elements is exposed in the ArrayDimensions
Attribute. In the case of an EDDL LIST, the ArrayDimensions Attribute is not exposed. The
number of elements is unspecific since the size can change dynamically.

15.6.9 Representation of values arrays, and lists of RECORD Parameters

Value arrays or lists of non-simple data types will be represented as OPC UA array of
compgtex—vartabtes—Figure 26—shows—the—EDDt—sampte——code—of—=a—VALUEARRAY of
RECDRDs and the corresponding complex variable in the OPC UA AddressSpace.

"{".-"x:‘[.”-‘. ARRAY v arr BaseDafGVarIbeeType
v_arr

—f—( va_elem \rec_1 )
RECORD va elem rec

:
:
i é

—4—( va_elem_rec_2 )

-

IEC

Figure 20— Complex variable representing a VALUE_ARRAY of RECORDs

In the FDI Server AddressSpace, a complex DataVariable is used to represent the entire
VALUE_ARRAY. Each VALUE_ARRAY element, which is in fact a RECORD, is represe¢nted
as alcomponent complex DataVariable. The RECORD MEMBERS are also representgd as
componenht DataVariables. The FDI Client refers to the X member of the first record ip the
array through the BrowseName v_arr.va_elem_1.x_member. Note that the index always
begins with ‘1°.

The DataType Attribute of all complex root DataVariables is BaseDataType. The ValueRank
Attribute is used to specify that the value contains an array. The Value Attribute represents all
VALUE_ARRAY entries. The first element corresponds to the first array entry and so on. Each
element in turn contains an array. This may either be an array of simple types or an array of
BaseDataType. A RECORD is always represented as an array of BaseDataType.

15.6.10 Representation of COLLECTION and REFERENCE ARRAY

The EDDL constructs COLLECTION and REFERENCE ARRAY are mapped to Functional
Group Objects (see 15.7) when used for grouping only.
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15.6.11 SCALING_FACTOR

If the EDD includes a SCALING_FACTOR attribute for an EDD VARIABLE, it shall be mapped
as follows.

15.7 | Functional Groups

The Parameter value and associated Properties (like Ranges) shall be exposed in raw
format (not scaled by the FDI Server). Any scaling is responsibility of the FDI Client (or
UIP, respectively).

The SCALING_FACTOR shall be provided in a Property with the BrowseName
"ScalingFactor". The DataType shall be "Double". If the SCALING_FACTOR in the EDD is
an expression, this expression will be computed by the EDD Interpreter.

The SCALING_FACTOR is also included in UID documents.

FunctionalGroups are used to group Variables (EDDL parameters) or_(Actions (EDDL
methpds). They have a recursive definition, that is, FunctionalGroups mayireference pther

FunctionalGroups.

Both| Devices and Blocks may have FunctionalGroups. EDDL MENUs, EDDL BLOCK_A
PARAMETERS, COLLECTIONs, and REFERENCE ARRAYS _ afe” the building blocks for
FunctionalGroups.The proper attributes of these EDDL constructs control which elements are

referenced by the Functional Group.

VIARIABLE, RECORD, or VALUE_ARRAY will caus€/,a reference to the corresponding FDI
arameter.

P
METHODs will be used to organise FDI Action<©bjects.
E
s

ements that represent one of the building blocks again will cause a reference(to a
Ibordinate Functional Group.

Root|MENUs as defined in IEC 61804-4-will be top-level Functional Groups. The FDI Server
genefates the whole hierarchy of FunctionalGroups by browsing the EDDL MENU and|their
ITEMS attribute definitions. The, FunctionalGroups reproduce the same structure of the

MENUs as they are defined in EDD for the Device or Block.

All FunctionalGroups are instantiated in both the offline and the online representation| of a
Devige. Naming conventions defined in IEC 61804-4 can be used to determine |if a

FunctionalGroup is releyant for offline or online.

The BrowseName\Attribute of a FunctionalGroup is the EDD identifier of the menu or the
instapce identifier of the block. The naming conventions defined in IEC 61804-4 can be |used

to determineif’a FunctionalGroup is relevant for PC or handheld.

The DisptayName Attribute of a FunctionalGroup is the LABEL attribute of the corresporpding
buildmg bfock:

The Description Attribute of a FunctionalGroup is the value of the HELP attribute of the
corresponding building block. Bad_Attributeldinvalid shall be used if the EDD contains no
Help.

FunctionalGroups exposing standard sets of Parameters such as diagnostic information will
be created for an EDD, which comply with the menu conventions for PC-based application as
defined in IEC 61804-4.
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15.8 AXIS elements in UIDs

AXIS elements are not represented as instances in the FDI information model. However, an
EDDL AXIS has writable VIEW_MIN/VIEW_MAX attributes. They shall be modified by the FDI
Client to inform the server about the zooming, scrolling or positioning.

To enable this modification, the FDI Server shall create variable nodes for each of these
attributes in the Information Model. They need not be browsable. The Nodelds of these nodes
are included into the UID document as described in the UID schema.

15.9 Actions

FDI Actions are used to represent EDD METHODs. Only EDD METHODs that are to.be-dalled
by the FDI Client as part of a UID or a UIP shall be exposed as FDI Actions. If{METHODs
defined in IEC 61804-3, which include the pre or post read, edit and write hactions| are
expoped as Actions, they shall not be browsable. The names of these cactions will be
comrpunicated to the Client as part of a UID document. These names can be passg¢d to
TranslateBrowsePathsToNodelds to get the matching Nodeld.

All Agtions are instantiated in both the offline and the online representation of a Device.
The BrowseName Attribute of an Action is the EDD identifier of the METHOD.
The DisplayName Attribute of an Action is the LABEL attribute of the EDDL METHOD.

The [Description Attribute of an Action is the HELP attribute of the EDDL METHOD.
Bad_[Attributeldinvalid shall be used if the EDD contains no Help.

The e¢xecution of an Action causes the exegution of the EDD Method implementation. This is
specffied in detail in IEC 62769-2.

The METHODs specified in an FDI Package may be declared private using the PRIVATE
Attriqute specified in IEC 61804-37” The FDI Server shall create Action Objects in the
Information Model for the private"METHODs but they shall not be browsable. The FDI Server
shall|return the Nodelds ofsprivate Actions when the name of such an Action is passé¢d to
TranglateBrowsePathsToNodelds (the startingNode argument shall be the "ActiopSet"
Objegt). Once the FDI<Client has obtained the Nodeld, private Actions can be invoked and
procgssed in the same way as public (browsable) Actions.

15.10 UIPs

UlIPs|are speeified in the FDI Package via the SupportedUIPs element. Each UIP is uniquely
identjfied by a UUID.

UIPs are not exposed in the FDI AddressSpace but they can be referenced and accessed
using the UUID. This is specified in IEC 62769-2.

15.11 Protocols, Networks and Connection Points

The FDI Server will create specific Protocol Types (sub-type of the ProtocolType defined in
IEC 62541-100) for natively supported Protocols. Additional Protocol Types might be created
for Communication Servers based on the Protocols they support.

Specific ConnectionPoint Types (sub-types of the ConnectionPointType defined in
IEC 62541-100) will be created for natively supported Protocols. Additional Types might be
created for Communication Servers based on the Protocols they support.

The types are created as specified in the protocol-specific series of standards IEC 62769-1xx.
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16 Profiles

This clause defines the profiles and conformance units for the OPC UA Information Model for
FDI Clients and FDI Servers. Profiles are named groupings of conformance units. Facets are
profiles that will be combined with other Profiles to define the complete functionality of an
OPC UA Server or Client.

FDI Servers (FDI Hosts) that implement a subset of the FDI Information Model that is relevant
for generic OPC UA Clients shall implement as a minimum the BaseDevice_Server_Facet
specified in IEC 62541-100 (OPC UA for Devices).

Talez 49 specifies the facet for FDI Servers (FDI Hosts) that support FDI Clients.

Table 49 — FDI Server Facet Definition

Cgnformance Unit Description OptioIII
Mandatpry
FDI Information Model Support Objects that conform to the Types specified in thisidocument M
and in IEC 62541-100.

Tablg 50 defines the facet for FDI Clients that use the FDI Infermation Model.

Table 50 — FDI Client Facet, Definition

Conformance Unit Description Optional/
Mandatory
FDI Client Information Model Consume Objects that conform to the Types specified in this M
document and intlEC 62541-100.
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Annex A
(normative)

Namespace and Mappings

This annex defines the numeric identifiers for all of the numeric Nodelds defined in this
document. The identifiers are specified in a CSV file with the following syntax:

<SymbolName>, <Identifier>, <NodeClass>

wherﬁwmmmwmm—mm
Instapce Node that appears in the specification and the Identifier is the numeric value-fg

Nodsg

The
insta

Id.

BrowsePath for an Instance Node is constructed by appending the BrowseName g
hce Node to the BrowseName for the containing instance or type. An under;s

character is used to separate each BrowseName in the path.

The
here

An ¢
provi

lectronic version of the complete Information Modelcdefined in this document is
ded. It follows the XML Information Model Schema syntax defined in IEC 62541-6.

DI an
r the

f the
score

NamespaceUri http://fdi-cooperation.com/OpcUa/FDI5/ is applied to Nodelds defined

also

The Information Model Schema released with this version of the document is in a separate file

name

d:
OPCUA_Part5_Model V1.1\Opc.Ua.Fdi5.NodeSet2.xml



http://fdi-cooperation.com/OpcUa/FDI5/
http://www.fdi-cooperation.com/tl_files/Specification/1.0/Schemas/FDi2025.NodeSet2.xml
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

INTEGRATION DES APPAREILS DE TERRAIN (FDI) -
Partie 5: Modéle d'Information

AVANT-PROPOS

1) LalCommission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisation composée
de| I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L'IEC a pour objet de
fayoriser la coopération internationale pour toutes les questions de normalisation dans les ‘domaings de
I'électricité et de I'électronique. A cet effet, 'IEC — entre autres activités — publie des Normeshinternationales,

2)

3)

4)

5)

6)
7)

8)

9)

dep Spécifications techniques, des Rapports techniques, des Spécifications accessibles au public (PAS)
ides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée a des eomités d'étud

aux desquels tout Comité national intéressé par le sujet traité peut participer.”Les organis
rnationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, participent égaleme
aux. L’'IEC collabore étroitement avec I'Organisation Internationale de Normalisation (ISO), selo]
ditions fixées par accord entre les deux organisations.

décisions ou accords officiels de I'lEC concernant les questions techniques.représentent, dans la mes
sible, un accord international sur les sujets étudiés, étant donné que les Gomités nationaux de I'lEC inté
t représentés dans chaque comité d’études.

Lep Publications de I'lEC se présentent sous la forme de recommandations internationales et sont ag
comme telles par les Comités nationaux de I'lEC. Tous les efforts raisonnables sont entrepris afin qug
s'dssure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsa
I'éyentuelle mauvaise utilisation ou interprétation qui en est faite\par un quelconque utilisateur final.

Dgns le but d'encourager I'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans td
mesure possible, a appliquer de fagon transparente les Rublications de I'lEC dans leurs publications nati
et|régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications national
régionales correspondantes doivent étre indiquées en’termes clairs dans ces dernieres.

L'IEC elle-méme ne fournit aucune attestation de.*conformité. Des organismes de certification indépe
fouyrnissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marqu
copformité de I'lEC. L’IEC n'est responsable djaucun des services effectués par les organismes de certifi
indépendants.

Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication|.

Audcune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou manda
y ¢ompris ses experts particuliers\et les membres de ses comités d'études et des Comités nationaux de
popr tout préjudice causé en cas de dommages corporels et matériels, ou de tout autre dommage de q
nafure que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les dép
défoulant de la publication-ou de I'utilisation de cette Publication de I'l[EC ou de toute autre Publication de]
oulau crédit qui lui est'accordé.

L'qttention est attirée-sur les références normatives citées dans cette publication. L'utilisation de public
référencées est.@bligatoire pour une application correcte de la présente publication.

L’gttention estattirée sur le fait que certains des éléments de la présente Publication de I'lEC peuvent faire
de| droits_de“brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels drg
bre¢vets/et'de ne pas avoir signalé leur existence.
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Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a)

b)
c)

d)

prise en charge de I'’extension de protocoles génériques qui vise a accélérer 'adoption

d’autres technologies;

prise en charge de nouveaux protocoles;

extension de protocoles génériques qui permet l'adoption d’autres protocoles de

communication;

d’aprés I'extension de protocoles génériques: Modbus RTU.

Le texte de cette Norme internationale est issu des documents suivants:

Ler
abou

FDIS Rapport de vote
65E/762/FDIS 65E/772/RVD

i a I'approbation de cette Norme internationale.

Ce dpcument a été rédigé selon les Directives ISO/IEC, Partie 2.

Une

des gppareils de terrain (FDI), peut étre consultée sur le site web de 'lEC.

Lap
sont

intégrante de la norme.

Le cd
indiq

1pport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant

iste de toutes les parties de la série IEC 62769, publiées sous le titre général Intégration

ésente norme contient des fichiers joints sous la forme d’'un schéma XML. Ces fichiers
destinés a étre utilisés comme des fichiers complémentaires et ne forment pas une partie

mité a décidé que le contenu de ce documentne sera pas modifié avant la date de stgbilité

e sur le site web de I'lEC sous "http://webstore.iec.ch” dans les données relatives au
document recherché. A cette date, le document sera
reconduit,
slipprimé,

-
D

mplacé par une édition révisée, ou

amendé.

IMPIORTANT - Le'logo ‘colour inside’ qui se trouve sur la page de couverture de
publlication indique qu'elle contient des couleurs qui sont considérées comme uti
unel bonne,compréhension de son contenu. Les utilisateurs devraient, par conséq
imprimer.cette publication en utilisant une imprimante couleur.

cette
les a
lient,
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INTRODUCTION

La série IEC 62769 est publiée sous le titre général "Intégration des appareils de terrain (FDI)"
et comporte les parties suivantes:

— Partie 1: Vue d'ensemble

— Partie 2: Client FDI

— Partie 3: Serveur FDI

— Partie 4: Paquetages FDI

artie 5: Modéle d'Information

P
Plartie 6: Mapping de technologies FDI
Plartie 7: Appareils de Communication FDI
Plartie 100: Profils — Extensions de protocoles génériques
Plartie 101-1: Profils — Foundation Fieldbus H1
— Ppartie 101-2: Profils — Foundation Fieldbus HSE
Plartie 103-1: Profils — PROFIBUS
Plartie 103-4: Profils — PROFINET
Plartie 109-1: Profils — HART et WirelessHART
Plartie 115-2: Profils — Définitions spécifiques au protocale pour Modbus-RTU
Plartie 150-1: Profils — ISA 100.11a
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INTEGRATION DES APPAREILS DE TERRAIN (FDI) -

Partie 5: Modéle d'Information

1 Domaine d'application

La presente partle de IIEC 62769 def|n|t Ie Modele d' Informat|on FDI

objegt
cons

com umcatlon connectés, y compris leurs propriétés, leurs relations et les opérations.do
Les types présents dans I'AddressSpace (Espace d'adressage
Serveur FDI constituent un catalogue, construit a partir des FDI Packages (Paquetages H

peuvent faire l'objet.

Les t
Appa
cas

cons

L'arc
relév

reprdsentation.

Description
d’'Interface
Utilisateur

Client FDI

Interpréte UID

™

Lun des pr|n0|paux
. Par
x de
nt ils
) du
DI).

pes fondamentaux pour le Modele d'Information FDI sont définis dansJ'OPC UA polr les
reils (IEC 62541-100). Le Modéle d'Information FDI spécifie des extensions pour que
Epéciaux et explique la fagon dont ces types sont utilisés etqdont les contenus
ruits a partir des éléments de DevicePackages.

ques
sont

hitecture FDI compléte est représentée a la Figure 1. Les ‘composants architecturaux qui
ent du domaine d'application du présent document ont\ét€¢ mis en évidence dans

cette

[
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Figure 1 — Diagramme de l'architecture FDI


https://iecnorm.com/api/?name=f94b46a2f881d28d07f51f1f04b03c80

IEC 62769-5:2021 © IEC 2021 - 75—

2 Références normatives

Les documents suivants sont cités dans le texte de sorte qu’ils constituent, pour tout ou partie
de leur contenu, des exigences du présent document. Pour les références datées, seule
I’édition citée s’applique. Pour les références non datées, la derniére édition du document de
référence s'applique (y compris les éventuels amendements).

IEC 61784-1, Réseaux de communication industriels — Profils — Partie 1: Profils de bus de
terrain

IEC 61804-3, Blocs Fonctionnels (FB) pour les procédés industriels et le Langage de
Description Electronique de Produit (EDDL) — Partie 3: Sémantique et syntaxe EDDL

IEC ©1804-4, Blocs fonctionnels (FB) pour les procédés industriels et le langage de description
électronique de produit (EDDL) — Partie 4: Interprétation EDD

IEC 62541-3, Architecture unifiée OPC — Partie 3: Modeéele d’Espace d'Adressage
IEC ¢2541-4, Architecture Unifiée OPC — Partie 4: Services

IEC §2541-5, Architecture unifiée OPC — Partie 5: Modeéle d'informations

IEC 62541-6, Architecture unifiée OPC — Partie 6: Correspondances

IEC $2541-8, Architecture unifiée OPC — Partie 8: Acces aux‘données

IEC 62541-100, Architecture unifiée OPC — Partie 100: dnterface d'appareils

IEC €2769-1, Intégration des appareils de terrain (FRI) — Partie 1: Vue d'ensemble
IEC 62769-2, Intégration des appareils de terraih’(FDI) — Partie 2: Client FDI

IEC 62769-4, Intégration des appareils de tetrain (FDI) — Partie 4: Paquetages FDI

IEC 62769-7, Intégration des appareils de terrain (FDI) — Partie 7: Appareil§ de
Communication FDI

3 Termes, définitions, termes abrégés et conventions

3.1 | Termes et définitions
Pourl|les besoins du présent document, les termes et définitions de I'lEC 62769-1 s’appliguent.

L'ISQ et I'lEC tiennent a jour des bases de données terminologiques destinées a étre util{sées
en ngrmalisationeonsultables aux adresses suivantes:

o |HC Electropedia: disponible a I'adresse http://www.electropedia.org/

e |$0Q/Online browsing platform: disponible a I'adresse http://www.iso.org/obp

3.2 L TFermes—abrégés

Pour les besoins du présent document, les termes abrégés de I'lEC 62769-1, ainsi que les
suivants s'appliquent.

IHM Interface Homme Machine

SCADA Supervisory Control and Data Acquisition (Systéme de supervision, contrdle
et acquisition de données)

TCP Transmission Control Protocol (Protocole de contrdle de transmission)

3.3 Conventions

Pour les besoins du présent document, les conventions données dans I'lEC 62769-1
s’appliquent.
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3.4 Conventions pour la notation graphique

L'OPC UA définit une notation graphique pour un AdressSpace de I'OPC UA. Elle définit des
symboles graphiques pour tous les NodeClasses et pour la fagon dont les différents types de
références entre les Nodes peuvent étre visualisés. La Figure 2 représente les symboles pour
les NodeClasses utilisés dans le présent document. Les types qui représentent des
NodeClasses comportent toujours une ombre.

Objet ObjectType

Variable Variable Type

Méthode DataType

ReferenceType

Figure 2 — Notation graphique de I'OPC UA pour les NodeClasses

La Higure 3 représente les symboles pour les ReferenceTypes 4filisés dans le présent
document. Le symbole de Référence pointe généralement du Neeud d'origine vers le Ncoeud
cible| La seule exception est la Référence HasSubType. Les Références les plus importantes,
telle§ que HasComponent, HasProperty, HasTypeDefinition €t ’HasSubType comporteni des
symioles spécifiques qui permettent de ne pas indiquer le nemde la Référence. Pour les aptres
RefefenceTypes ou ReferenceTypes dérivés, le nom du‘ReferenceType est utilisé avec le
symiole.

HasComponent | HasinputVars—— -

HasProperty H

HasTypeDefinition ———~~————»»

HasSubType <

Référence

hiérarchique

Référence
non hiérarchique

Figure 3 — Notation graphique de I'OPC UA pour les Références

La Figure4.représente un exemple typique de l'utilisation de la notation graphique. Objgct_A
et Object B sont des instances d'ObjectType_Y indiquées par les Référgnces
HasTypnnn‘Finifinn I'ﬂhjnr‘fT\llpn Y _est dérivé de I'ﬁhJinr‘nylr_\n X indiqué par la _Réfépgence

HasSubType. L'Object_A comporﬁa les composants Variable_1, Variable_Z et Method_1.

Afin de décrire les composants d'un Object sur I'ObjectType, les mémes NodeClasses et
Références sont utilisées sur I'Object et sur I'ObjectType, comme indiqué dans I'exemple pour
I'ObjectType_Y. Les Nodes utilisés pour décrire un ObjectType sont des Nodes de déclaration
d'instance.

Afin de fournir des informations plus détaillées pour un Node, un sous-ensemble ou I'ensemble
des Attributs et leurs valeurs peuvent étre ajoutés a un symbole graphique (voir, par exemple,
Variable_1, le composant de I'Object_A a la Figure 4).
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Types
ObjectType_X
Object_A
Object_B »» ObjectType_Y
Variable_1
DataType = Int32
AccessLevel = Read | Variable_1 ‘ Variable_1
| Variable 2 H Variable_2 a Variable_2
q »
(" Method_1 Method_t

Figure 4 — Exemple de notation graphique.de 'OPC UA

Afin d'améliorer la lisibilité, le présent document inclut fréquemment le nom de type a l'intgrieur
de la|bofte d'instance, plutét que d'afficher les deux boites et la référence entre celles-ci. Cette
optinjisation est représentée a la Figure 5.

ObjectType_Y:
Object_B

BaseVariableType:
Variable_1

AnalogltemType:
Variable_2

L

|

Figure 5 — Référence de Type optimisée
4 VYue d’ensemble de I'Architecture Unifiée OPC

4.1 Généralités

incipalicas d'utilisation pour les normes OPC est I'échange de données en ligne entre
€ils et des systéemes IHM ou SCADA. Dans ce cas d'utilisation, les données de I'ap

systéme IHM ou SCADA. L'OPC fournit une fonctionnalité qui permet de naviguer dans des
espaces de nom hiérarchiques qui contiennent des éléments de données afin de lire, d'écrire
et de surveiller ces éléments pour les modifications de données. Les identifiants numériques
des Nodelds sont définis a ’Annexe A.

L'OCP UA comprend des fonctionnalités telles que I'Accés aux Données, les Alarmes et les
Données Historiques, par I'intermédiaire de mécanismes de communication indépendants de
la plate-forme et des capacités de modélisation génériques, extensibles et orientées objet, pour
les informations qu'un systéme souhaite exposer.
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La version actuelle de I'OPC UA définit un protocole TCP binaire optimisé pour la
communication intranet haute performance ainsi qu'un mapping aux Services Web. Le modéle
de service abstrait ne dépend pas d'un mapping a un protocole spécifique et permet d'ajouter
de nouveaux protocoles ultérieurement. Des fonctionnalités telles que la sécurité, le contréle
de l'accés et la fiabilité sont directement incluses dans les mécanismes de transport. Sur la
base de l'indépendance des protocoles vis-a-vis de la plate-forme, les serveurs et les
clients OPC UA peuvent étre directement intégrés dans les appareils et les contrbleurs.

Le modéle d'information OPC UA apporte aux serveurs une méthode normalisée pour exposer
des Objets aux Clients. Dans les termes de I'OPC UA, les Objets sont composés d'autres Objets,

de Variables et de Méthodes. L'OPC UA permet également d'exprimer des relations avec
d'autres ﬁhjnfe

L'endemble des Objets et des informations connexes qu'un Serveur OPC UA_met|a la
dispgsition des Clients est appelé son AdressSpace. Les éléments d'un~ Modele
d'Objet OPC UA sont représentés dans I'AdressSpace par un ensemble de Noeuds décrits par
des Attributs et interconnectés par des Références. L'OPC UA définit diverses classgs de
Nceufds pour représenter les composants de I'AddressSpace, surtout les: Objets (Objects),
Varigbles, Méthodes (Methods), ObjectTypes (Types d’Objets), DataTypes(Types de Données)
et R¢ferenceTypes (Types de Références). Chaque NodeClass posséde un ensemble défini
d’Attributs.

Les QPbjets (Objects) sont utilisés pour représenter des composants tels que des dossiers|, des
Appareils ou des Réseaux. Un Objet est associé a un ObjectType correspondant qui fournit les
définjtions de cet Objet.

Les Yariables sont utilisées pour représenter des valeurs. Deux catégories de Variables|sont
définjes, les Propriétés et les DataVariables.

Les Rropriétés (Properties) sont des caractéristiQues définies par un Serveur pour les Objets,
les DlataVariables et d'autres Nceuds. Il n'est pas admis de définir des Propriétés pour d'autres
Propfiétés. La Propriété Manufacturer (Fabricant) d'un Appareil est un exemple de Propriété
d'un Pbjet.

Les DataVariables représentent le contenu d'un Objet. Les DataVariables peuvent avoif des
Data)Variables comme composants.Elles sont utilisées généralement par les Serveurs|pour
expoper des éléments individuets:de matrices et de structures. Le présent document utilige les
Data)ariables principalement pour représenter les Paramétres des Appareils.

4.2 | Vue d’ensemble.des Appareils OPC UA

La norme Architecture’ unifite OPC pour Interface d'Appareils (IEC 62541-100) est| une
exterjsion de la série-globale de normes pour I'Architecture Unifiée OPC et définit les modléles
d'infgrmation associés aux Appareils. L'IEC 62541-100 décrit trois modéles qui s'appuient les
uns qur les autres, comme suit:

e Lp Modele d'Appareil (de base) a pour but de fournir une vue unifiée des appareils, quels
qlbesoient les protocoles d'appareil sous-jacents.

e Le Modéele de Communication d'Appareil ajoute des éléments d'information de Réseau et
de Connexion afin de pouvoir créer les topologies de communication.

e Enfin, le Modéle Device Integration Host (Ho6te d’Intégration d’Appareil) ajoute des éléments
et des régles supplémentaires exigés pour que les systémes hdtes gérent l'intégration pour
un systeme complet. 1l permet également de refléter la topologie du systéme
d'automatisation avec les appareils ainsi qu'avec les réseaux de communication connectés.

Le modéle d'information des Appareils spécifie les différents ObjectTypes et d'autres éléments
de I'AddressSpace utilisés pour représenter les Appareils et les composants liés, comme
I'infrastructure de communication dans un AddressSpace de I'OPC UA. Les principaux cas
d'utilisation sont la configuration et le diagnostic d'Appareil, mais ce modéle permet d'apporter
une méthode générale et normalisée pour permettre aux applications d'accéder aux
informations liées a un Appareil.
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La Figure 6 représente un exemple de contréleur de température représenté sous forme d'Objet
d’Appareil. Il s’agit d’'un Objet DeviceType qui a un sous-type de TopologyElementType et hérite
de tous les composants de ce type. Le composant ParameterSet contient toutes les Variables
qui décrivent I'Appareil. Le composant MethodSet contient toutes les Méthodes fournies par
I'Appareil. Les Composants du type FunctionalGroupType sont utilisés pour regrouper les
Parametres et les Méthodes de I'Appareil dans des groupes logiques. Le FunctionalGroupType
et le concept de regroupement sont définis dans I'lEC 62541-100, mais les groupes sont
spécifiques au DeviceType, c'est-a-dire que les groupes ProcessData et Configuration sont
définis par le TemperatureControllerType dans cet exemple.

Temperature CantrollerTyne -

Device1
BaseObjectType:
ParameterSet
FunctionalGroupType:
] ProcessData
BaseObjectlype: L]
! MethodSet
Organise Temperature
Organiseg}( Temperature Setpoint j—o—
LOrganise Change Setpoint ]
FunctionalGroupType:
Configuration

Organisegb( RunState ]—o—

Organise » Start

LOrganise P Stop

Figure 6 — Exemple d'Appareils OPC UA: Groupes Fonctionnels

Un fautre concept défini dans™I'IEC 62541-100 est représenté a la Figure 7| Le
ConflgurableObjectType est utilisé pour fournir une méthode de regroupement des s$ous-
compgosants d'un Appareil €typour indiquer quels types de sous-composants peuvent| étre
instahciés. Les types autarisés sont référencés depuis le dossier SupportedTypes.| Ces
informations peuvent étre utilisées par des clients de configuration pour permettre @ un
utilispteur de sélectionner le type a instancier en tant que sous-composant de I’Appareil.
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TopologyElement
Type

i

DeviceType

BlockType

FF

Profi

~

Apparell Bloc
quelconque

Organis:

1.1, ConfigurableObjectType:
' Blocks FolderType:
‘ SupportedTypes
1.1

BlockType: ) ) .
<Blockldentifier> Appareil orienté
Bloc

Figure 7 — Exemple d'Appareils OPC UA: Composants configurables

Le dossier SupportedTypes peut contenir différents<sous-ensembles d'ObjectTypes [pour
diffélentes instances de I'Appareil orienté Bloc, en.fonction de leur configuration actielle,
puisdue la liste contient uniquement des types qui petuvent étre instanciés pour la configuration
actuglle.

5 Concepts

5.1 Généralités

Le Serveur FDI fournit aux Clients EDI'lI'accés aux informations sur les instances d'Appareil et
les types d'Appareils, indépendamment du lieu de stockage des informations, par exemnple,
dans|l'Appareil lui-méme ou dans-un magasin de données. Ces informations sont fourniep par
les Seervices OPC UA et sont appelées Modéle d'Information FDI.

Le Modéle d'Information\ FDI spécifie les entités qui peuvent étre accessibles dans le
Serveur FDI, y compris‘eurs propriétés, leurs relations et les différentes opérations dont|elles
peuvent faire I'objet, Le fait de savoir quels types d'Appareil ou autres éléments topologiques
sont [disponibles.dans un Serveur FDI donné dépend en grande partie des informations
contgnues dans‘les Paquetages FDI.

5.2 | Topologie d'appareil

L'un
d'aut ation- v o 5
d'automatisation ainsi que les réseaux de communication de connexion. Le point d'entrée
Topologie d'Appareil est le point de départ au sein du Modéle d'Information pour la topologie
du systéme d'automatisation. Le point d'entrée Appareils de Communication contient les
appareils de communication utilisés par le Serveur FDI pour accéder aux éléments de la
topologie. La Figure 8 et la Figure 9 représentent un exemple de configuration et de la topologie
configurée telle qu'elle apparait dans I'AddressSpace du Serveur FDI (omission des
informations détaillées).

dés principaux objectifs du Modele d'Information est de refléter la topologie du sysité

c wiviviie C atio CPTeST c GO RPParce C Y
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Network "A”
Station 1 Station 2
"%
Network "B”
O
Device 2

Le P
les a
les a

Figure 8 — Exemple de syst&ﬂe d'automatisation

Q IEC

C dans la Figure 8représente le boitier du é&/eur FDI. Le Serveur FDI communique|avec
bpareils connectés au Réseau "A" par

bpareils connectés au Réseau "B" p@ﬁne Communication Imbriquée.

N

Communication Native, et il communique |avec
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FolderType:

Objects Organise
DeviceSet

— Topologie d'Appareil

L
=

ConnectsToParent

Carte Réseau “A” ‘

Réseau “A”

ConnectsTo

Station 1

Réseau “B”
Appareil

B_CP2

— NetworkSet ConnectsToParent
ConnectsTo

\-

Réseau “B”

I:F-/f Points d’entrée

\:’,/r Appareil Statfon 2
- . ConnectsTo
I:l// Réseau \Lw
l:l,,/r ConnectienPoint
CPU

IEC
Figure 9 — Exemple de Topologie d'un Appareil

Des fectangles de couleur sent utilisés afin de reconnaitre facilement les différents {ypes
d'infgrmations.

Les rlectangles en marron représentent les réseaux. Les rectangles en bleu clair représentent
les Appareils et le jaune clair est utilisé pour les Points de Connexion.

Les fectangles-en‘rose clair représentent les points d'entrée qui assurent un comportement
comrmun a travers différentes mises en ceuvre:

. eviceTopology: Noeud de départ pour la configuration de la topologie.

I-dire

qu'ils existent dans I'"AddressSpace indépendamment de la Topologie d'Appareil.
e NetworkSet: Tous les Réseaux sont des composants de cet Objet.
5.3 En ligne/Hors ligne

La gestion de la Topologie d'Appareil est une tache de configuration, c'est-a-dire que les
éléments dans la topologie (Appareils, Réseaux et Points de connexion) sont généralement
configurés "hors ligne" et seront validés, ultérieurement, sur la base de leur représentation
physique dans un réseau réel.

Afin de prendre en charge I'accés explicite aux informations en ligne ou hors ligne, chaque
élément est représenté par deux instances schématiquement identiques, c'est-a-dire qu'il existe
un ParameterSet, des FunctionalGroups, et ainsi de suite. Une Référence relie les
représentations en ligne et hors ligne et permet de naviguer entre elles.
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5.4 Catalogue (Définitions de Type)

Les (sous-ensembles de) TopologyElements pris en charge sont organisés en tant que
définitions de Type dans I'AddressSpace OPC UA, et forment ainsi une sorte de catalogue. Ces
définitions sont généralement générées a partir d'informations descriptives qui proviennent des
Paquetages FDI. Les définitions de Type contiennent les Paramétres et les valeurs par défaut
des Parametres, Méthodes, Actions et Groupes Fonctionnels, y compris les éléments de
I'interface utilisateur. Le Serveur FDI peut inclure des dossiers dans le modéle de type, afin
d'organiser les types selon le fabricant ou d'autres critéres.

Les définitions de type peuvent alors étre utilisées pour créer des instances d'Appareil dans
I'AddressSpace OPC UA. Les instances peuvent étre créées soit hors ligne, soit selon des

donnﬁ‘l—m—rl-_ro__l—ﬂ_res eterminees par un Balayage. La Figure represente un exemple de ceripgines
définjtions de Type (omission des informations détaillées) telles qu'elles peuvent exister |dans

I'AddressSpace.
IF Types de base définis'dans la Norme :
I ﬁ d'accompagnement OPC UA<pourles Appareils |
| |
| DeviceType ProtocolType |
| |
| |
el _____Tr___ - - rT.—.,.eeeeay |
[ \ \
‘ HARTBusType \ ‘ FFBusType ‘ ] PROFIBusType ‘
: | \ Catalogue |
|
: MigMDevN0101 MfgADevB0101 MfgPDevQ0101 |
| Type Type Type :
[ L
|
: L Blocs Blocs |
|
i___ LNl ]

Figure 10 — Exemple de.Types d'Appareils représentant un catalogue

5.5 | Communication

Afin ¢'intégrer des Appareils, il est nécessaire que le Serveur FDI soit capable de communjquer
avec|eux. Cette communication est possible au moyen d’une Communication Native ou ¢’une
Communication Imbriquée.

L'exdmple donné-dans la Figure 9 ci-dessus spécifie que le Serveur FDI a un acces dirert au
Résgau PROEINET en utilisant sa carte réseau PROFINET. Afin d'accéder a la "Station R", le
Serveur FDKNdoit passer par la Station 1 qui fournit les services de communication pdur le
résequ PROFIBUS DP (voir I'lEC 61784-1, CPF 3). Cette procédure peut étre effectuée|avec
une [Communication Imbriquée, qui est spécifiee dans I'lEC 62769-4. Les Appareils de
Comi L R (g s . \

6 Organisation de I'AddressSpace

Afin de prendre en charge l'interopérabilité des Clients FDI et des Serveurs FDI, un ensemble
d'Objets et des relations sont définis dans les Articles 7, 8, 9 et 10. Les Serveurs FDI peuvent
mettre en ceuvre un sous-ensemble de ces Noeuds normalisés, en fonction de leurs capacités.
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Selon les regles de I'OPC UA, un Serveur OPC UA sépare I'AddressSpace en deux parties:

Les

La partie "Types" contient les informations relatives a tous les composants qui ont été
générés en fonction des informations descriptives qui proviennent des Paquetages FDI
(voir 5.4).

La partie "Objets" contient la Topologie d'Appareil avec tous les composants instanciés.
Toutes les instances de I'AddressSpace sont reliées a un type du dossier Types.

— Les points d'entrée DeviceSet, NetworkSet et DeviceTopology sont formellement définis
dans I'lEC 62541-100.

e DeviceTopology est utilisé pour agréger les Réseaux du niveau supérieur qui
fournissent un accés a toutes Tes instances qui constituent la Topologie d'Appareil
((sous-)réseaux, appareils et éléments de communication). Certains éléments| sont
donnés en exemple a I’Article 7 et sont signalés par la couleur verte.

e Tous les Appareils instanciés sont des composants de I'Objet DeviceSet, c'est-3-dire
qu'ils existent dans I'AddressSpace indépendamment de la Topelogie d'Appgreil.
Tous les Réseaux sont des composants de I'Objet NetworkSet.

Serveurs FDI peuvent soit créer des Objets d'Appareil automatiqglement, soit mqgntrer

uniguement les types disponibles (dossier SupportedTypes) et laisser’I'utilisateur créef ses
propiles instances. Lors de I'utilisation d'une communication native, le systéme fqurnit

typighement la Topologie d'Appareil sans devoir la faire configurer par le Client FDI.
7 Modéle d'Appareil pour FDI
7.1 | Généralités

Comme mentionné a I'Article 6, I'lEC 62541-100 spécifie les types fondamentaux nécesslaires
pourJle FDI comme le TopologyElementType, le DeviceType et le ProtocolType (le protocdle de

bus

de terrain). L’Article 7 reprend brievement Iese€léments de conception importants spécifiés

dans|I'lEC 62541-100 et spécifie des types, supplémentaires qui ne sont pas présents |[dans

I'"EC|62541-100.

7.2

En ligne/Hors ligne

Tous|les éléments qui apparaissent'dans la Topologie d'Appareil (Appareils, Réseaux et Points
de Cpnnexion), y compris leur rélation, correspondent aux informations stockées dans la jpase
de dgnnées de configuration.dixServeur FDI. La gestion de ces éléments exige dans la plupart
des ¢as l'accés au composant/appareil physique (appelé données en ligne dans la présente

nor

donnges de configuration (appelées données hors ligne).

mee), ainsi que le stockage et I'administration des données connexes dans une bage de

Afin e prendre en charge I'acceés explicite aux informations en ligne ou hors ligne, chiaque

élément est representé par deux instances schématiquement identiques, c'est-a-dire qu'il g
un PRarametérSet, des FunctionalGroups, et ainsi de suite. Une Référence relig
reprgsentations en ligne et hors ligne, et permet de naviguer entre elles (représentation
Figune 11\

xiste
les
ala
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+

SomeType_A: ™ “SomeType A- )
ype_A:
Station 1 IsOnIlne—%l En ligne |

_—— L _ 4
Parameétres Parameétres

Hors ligne En ligne

NetworkSet

NetworkType:
Réseau PN
ConnectsTo Module: CP ——

\ r— 5
PNCP1 | |
|

} ConnectionPoint

Figure 11 — Composant en ligne pour I'accés aux données d'appareil

La piise en charge en ligne/hors-ligne est obligatoire pour les Serveurs‘FDI. Des informdtions
détaillées sur le modéle et les définitions formelles sont spécifiées dans-I'lEC 62541-100.
7.3 | Santé de I'Appareil

7.31 Mapping DeviceHealth

La Propriété DeviceHealth indique le statut d'un cappareil tel que défini pdr le
document NAMUR NE107. Les Clients FDI peuvent lire’ et surveiller cette Propriété afin de
déteqminer I’état de I'appareil.

Les $erveurs déterminent le statut de santé a I'aide'de la METHOD GetHealthStatus de I'EDD,
qui est définie dans I'IEC 62769-4. La fréquence a laquelle les Serveurs examjinent
effectivement le statut de santé peut varier dé-quelques secondes a quelques minutes.

Le mppping des valeurs de retour de GetHealthStatus a 'OPC UA est spécifié dans le Tablg¢au 1.

Tableaw 1 — Mapping DeviceHealth

GetHealthStatus OPC UA
0 — Ihdeterminate "Indéterminé" (Indeterminate) n’est pas défini dans le type de données
(Indgterminé) DéviceHealth défini dans I'lEC 62541-100. Les Serveurs qui ne peuvent

pas déterminer le statut de santé de I'appareil doivent renvoyer une
opération OPC UA Read (Lecture) pour cette Propriété avec un code
de statut OPC UA, par exemple:

Bad_NotConnected
Bad_OutOfService
Bad_NoCommunication

Bad_NotSupported

Les valeurs suivantes peuvent étre mappées aux valeurs correspondantes définies pour le type de données
DeviceHealth défini dans I'lEC 62541-100.

GetHealthStatus Valeurs du type de données DeviceHealth
1 — Failure (Echec) FAILURE_1

2 — Function Check CHECK_FUNCTION_2

(Vérification fonctionnelle)

3 — Out of Specifications OFF_SPEC_3

(Hors des spécifications)

4 — Maintenance Required MAINTENANCE_REQUIRED_4
(Maintenance exigée)

5 — Good (Correct) GOOD_0
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A la différence de I'OPC UA pour les Appareils (IEC 62541-100), la prise en charge de la
Propriété DeviceHealth est obligatoire pour les Objets Appareil dans la FDI (représentation
dans le Tableau 2). Le modéle DeviceType complet et sa définition formelle sont spécifiés dans
I'"EC 62541-100.

Tableau 2 — Définition de DeviceType (extrait applicable au présent article)

Attribut Valeur

BrowseName |[DeviceType

IsAbstract True

Réfm—mmr’—hwm—'—hﬁm—HWﬁmﬁm—’—MUIe

Le sops-type du TopologyElementType est défini dans I'lEC 62541-100

HasCpmponent [Variable DeviceHealth DeviceHealth BaseDataVariableType~{Mandatory

7.3.2 Diagnostics de DeviceHealth

Dang certains cas, un Appareil peut avoir des informations supplémentaires associées au gtatut
de santé, par exemple, la cause éventuelle d’un statut DeyviceHealth anormal et les mesgures
sugggrées pour un retour a la normale.

Ces Informations supplémentaires sont disponibles avec¢ la Variable DeviceHealthDiagnogtics.
Elles|sont définies formellement dans le Tableau 3.

Tapleau 3 — Définition de DeviceType avec DeviceHealth et DeviceHealthDiagnost|cs

Aftribut Valeur

BrowgeName |[DeviceType

IsAbs}ract True

Réferences |NodeClass BrowseName DataType TypeDefinition ModellingRule

Le solis-type du TopologyElementType est défini dans I'lEC 62541-100

HasCpmponent |Variable DeviceHealth DeviceHealth |BaseDataVariableType |Mandatory

HasCpmponent |Variable DeviceHealthDiagnostics[]|LocalizedText [BaseDataVariableType [Mandatory

Devi¢ceHealthDiagnostics est une matrice de LocalizedText. Chaque élément de matrice
contient” des informations de diagnostic associées. le langage doit QQ[[QSQQDd[J aux

parameétres régionaux spécifiés dans la Session OPC UA. Voir 15.2.1 concernant la maniére
de sélectionner le langage correct pour la Session OPC UA actuelle.

Lorsque DeviceHealth est demandé, le Serveur doit toujours extraire les
DeviceHealthDiagnostics correspondants. Le Serveur doit assurer que les valeurs sont
synchronisées par l'exécution de GetHealthStatus en premier lieu, et par la lecture de
DeviceHealthDiagnostics ensuite. Le Serveur met en cache DeviceHealthDiagnostics dans le
cadre de la Session OPC UA jusqu’a une nouvelle demande de DeviceHealth.

Si DeviceHealthDiagnostics est lu avec une demande séparée de service, le Serveur doit
renvoyer les informations de diagnostic associées avec le statut DeviceHealth lu derniérement.
Si le statut DeviceHealth n'a pas été lu dans la Session OPC UA actuelle, le Serveur doit
retourner Bad_NotReadable.

Si aucune information de diagnostic n’est disponible, la Valeur retournée est Null (Nulle).
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Voir I'lEC 62769-4 concernant la méthode de mapping de DeviceHealthDiagnostics aux
informations EDD correspondantes.

Exemple de valeur DeviceHealthinformation avec deux éléments de matrice:

e [O]
“Panne d’alimentation critique\n

C

ause possible: Une panne d’alimentation critique s’est produite\n

Mesure suggérée: Priere de vérifier 'appareil/l’environnement/le processus.\n”

e I

u[
G

M
m

7.4
7.4.1

L'1EQ
elém

Le P
utilis
(les |
toujo

La Fi
I"EC

Dysfonctionnement de I’Appareil\n
ause possible: L'appareil a détecté une grave erreur ou panne matérielle.\n

esure suggérée: Vérifier le diagnostic détaillé de I'appareil si possible et/ou remplag
atériel de I'appareil si nécessaire.\n”

Eléments de l'interface utilisateur

Généralités
62541-100 définit, de maniére abstraite, la fagon dont les Serveurs peuvent expose
ents d'interface utilisateur aux Clients, afin d'afficher une interface utilisateur spécifig

un FtnctionaIGroup d'un TopologyElement.

ragraphe 7.4 spécifie deux types concrets d'éléments utilisateur: les éléments d'inte
hteur descriptive (les UID) et les éléments d'interfacé utilisateur programmeée (exécut
JIP). Les UIP ne sont jamais référencés directement a partir d’'un FunctionalGroup. lIs
urs référencés indirectement a partir d’'un UID.au moyen de leur Uipld.

gure 12 représente la hiérarchie de types-des éléments d'interface utilisateur définis
62541-100 et dans le présent document.

BaseVariable Type

| Défini dans IGPCUA
pour les Appareils ( UlElementType )

(UID — Description (UIP — Plugiciel

‘ UlDescriptionType ‘ [ UlPluginType }
d’Interface Utilisateur) d’Interface Utilisateur)

. . .

erle

r des
ue a

rface
able)
sont

dans

Figure 12 — Hiérarchie des Types d’interfaces utilisateur

7.4.2

Type Ul Description

Les Serveurs FDI peuvent fournir un élément d'interface utilisateur descriptif (un UID) pour
chaque FunctionalGroup. Un tel élément est fourni par le Client FDI. L’UIDescriptionType est
formellement spécifié dans le Tableau 4.
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Tableau 4 — Définition de I’UIDescriptionType

Attribut Valeur
BrowseName UlDescriptionType
DataType String
IsAbstract False
Références NodeClass BrowseName DataType TypeDefinition ModellingRule

Hérite des Propriétés de I'UIElementType défini dans I'lEC 62541-100.

L'Attfibut de Valeur fournit I'UID sous forme de Chaine qui contient un élément XMb.[ Voir
I'"EC|62769-2 pour la syntaxe des éléments UID. Le Schéma XML pour la Valeur YIDvde| tous
les appareils exposés respecte la méme Version de Technologie FDI que celle quirest indiquée

par la Propriété FDIServerVersion (voir Article 14).

7.4.3 Type Ul Plug-in

Un Plugiciel d'Interface Utilisateur (UIP) est un module logiciel qui estthébergé et exécutg par
un CQlient FDI. Contrairement a une Description d'Interface Utilisateur (UID), il s'agit{d'un

élément d'Ul exécutable.

Les ipformations détaillées sur I'hébergement et I'exécution des’ Plugiciels sont spécifiées |dans

I'"EC(62769-2. L'UIPluginType est formellement spécifié danhs le Tableau 5.

Tableau 5 — Définition de PUIPluginType

Attribut Valeur

BrowgeName UIPluginType

DataTlype Byte

ValueRank 1 — matrice unidimensionnelle

ArrayDimensions (Uint32[1] — la longueur (nombre d'octets) de la matrice

IsAbs}ract False

Références NodeClass BrowseName DataType TypeDefinition

ModellingRule

Héritd des Propriétés de I'UIElementType défini dans I'lEC 62541-100.

HasPfoperty Variable UIPVariantVersion String PropertyType Mandatory
HasPfoperty Variable FDITechnologyVersion |String PropertyType Mandatory
HasPfoperty \ariable Runtimeld String PropertyType Mandatory
HasPfoperty Variable Cpulnformation String PropertyType Mandatory
HasPfoperty Variable Platformld String PropertyType Mandatory
HasPjoperty Variable Style String PropertyType Mandatory
HasProperty Variable StartElementName String PropertyType Mandatory
HasComponent |Object Documentation FolderType Optional

Les UIP peuvent exister dans de nombreuses variantes pour différentes plates-formes ou pour
prendre en charge différentes versions. L'Uipld (un identificateur unique défini dans le

Paquetage FDI) identifie I'UIP, pas une variante spécifique.


https://iecnorm.com/api/?name=f94b46a2f881d28d07f51f1f04b03c80
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