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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 1: Overview

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comprising

allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote“interngtional
cofoperation on all questions concerning standardization in the electrical and electronic fields. ,To this er|]d and
in pddition to other activities, IEC publishes International Standards, Technical Specifications, Fechnical Rgports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)").| Their
preparation is entrusted to technical committees; any IEC National Committee interested i the subject deqlt with
may participate in this preparatory work. International, governmental and non-governmental organizations lifaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organizatfon for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizatipns.

The formal decisions or agreements of IEC on technical matters express, as néearly as possible, an interngtional
copsensus of opinion on the relevant subjects since each technical commitiee has representation from all

rested IEC National Committees.

IEC Publications have the form of recommendations for internationahtUsé and are accepted by IEC National
Cdmmittees in that sense. While all reasonable efforts are made to‘ensure that the technical content ¢f IEC
Publications is accurate, IEC cannot be held responsible for,the-way in which they are used or fqr any

miginterpretation by any end user.

In|order to promote international uniformity, IEC Nationak Committees undertake to apply IEC Publications
trgnsparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the(latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide confprmity
aspessment services and, in some areas, access \t0 IEC marks of conformity. IEC is not responsible for any

sefvices carried out by independent certification‘bodies.

Alllusers should ensure that they have the lateést edition of this publication.

Nd liability shall attach to IEC or its directors, employees, servants or agents including individual experfs and
megmbers of its technical committees and”IEC National Committees for any personal injury, property damage or
other damage of any nature whatseever, whether direct or indirect, or for costs (including legal feeg) and
expenses arising out of the publieation, use of, or reliance upon, this IEC Publication or any othgr IEC

Publications.

At{ention is drawn to the Normative references cited in this publication. Use of the referenced publicatipns is

indispensable for the correct application of this publication.

At{ention is drawn to(thepossibility that some of the elements of this IEC Publication may be the subject of patent

rights. IEC shall net be held responsible for identifying any or all such patent rights.

This|redline’version of the official IEC Standard allows the user to identify the chahges

madé¢ to the previous edition IEC 62769-1:2015. A vertical bar appears in the mTrgin

has been made. Additions are in green text, deletions are
4

in
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International Standard |IEC 62769-1 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This second edition cancels and replaces the first edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) support for generic protocol extension for faster adoption of other technologies;

b) d|gital signature now include trusted timestamping for long term validation of FDI Pagckage;
c) sppport of new protocols.

The fext of this International Standard is based on the following documents:

FDIS Report on voting
65E/758/FDIS 65E/768/RVD

Full information on the voting for the approval of this International Standard can be found in the
repoft on voting indicated in the above table.

This document has been drafted in accordance with theASO/IEC Directives, Part 2.

A lisf of all parts in the IEC 62769 series, published under the general title Field Dgvice
Integration (FDI), can be found on the IEC websité,

The ¢gommittee has decided that the contents of this document will remain unchanged untjl the
stability date indicated on the IEC websité under "http://webstore.iec.ch" in the data related to
the specific document. At this date, thexdocument will be
e rg¢confirmed,

e withdrawn,

e r¢placed by a revised edition, or

e amended.

IMPIORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its«contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

The IEC-62657 62769 series has the general title Field Device Integration (FDI) and the

following parts:

Part 1: Overview

Part 2: FDI Client
Part 3: FDI Server

Part 4: FDI Packages
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FIELD DEVICE INTEGRATION (FDI) -

Part 1: Overview

1 Scope

This part of IEC 62769 describes the concepts and overview of the Field Device Integration

(FDI) specifications. The detailed motivation for the creation of this technology is also desc
(see[4.1). Reading this document is helpful to understand the other parts of this muit

standard.

2 Normative references

The following documents are referred to in the text in such a way that somé’or all of their co

constitutes requirements of this document. For dated references, only the edition cited ap

For pndated references, the latest edition of the referenced~document (including

amendments) applies.

. - .
04 a 2 on—blo B 'a [a¥dla ontro a¥a

IEC TR 62541-1, OPC Unified Architectare — Part 1: Overview and concepts
IEC 62541-3, OPC Unified Architecture — Part 3: Address Space Model
IEC 62541-4, OPC Unified Architecture — Part 4: Services

IEC 62541-5, OPC Unified Architecture — Part 5: Information Model

IEC $2541-100, ORC Unified Architecture — Part 100: Device Interface

ribed
-part

ntent
blies.
any
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3 Terms, definitions, abbreviated terms and-acronyms conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions given inflEC TR 62541-1,
IEC 62541-3, IEC 62541-4, IEC 62541-5, IEC 62541-100, as well as the folowing apply.

ISO Ind IEC maintain terminological databases for use in standardization at the follqwing
addresses:

e |EC Electropedia: available at http://www.electropedia.orgé

e |30 Online browsing platform: available at http://www.isd.org/obp

3.1.1
Field Device Integration
FDI
devide integration and device management “technology, combining base concepts| and
technology aspects of the Electronic Devieg’ Description Language (EDDL) according to
IEC 61804 and Field Device Tool (FDT®) according to IEC 62453, as well as in IEC 62541-1
(OPQ UA)

Note {1 to entry: The combination of those different proven technologies ensures a secure life cycle and the Jability
to address all challenges of Device Integration and Device Management in a scalable manner.

Note 3 to entry: This note applies to the French language only-.

3.1.2
Actign
procgdure that'requires collaboration between an FDI Client and an FDI Server

3.1.3
Business Logic

descriptive element of an FDI Package that specifies the device-specific behavior and/or
mapping logic for a Nested Communication

314
Business Logic Interface
interface through which Business Logic is integrated with the Information Model

3.1.5
Communication Device
physical device that provides access to networks and devices

Note 1 to entry: Gateways and routers are examples of communication devices.
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Connection Point
logical representation of a connection of a communication end point to a communication
network

3.1.7

Device Access Services
set of services through which a User Interface Plug-in accesses the Information Model of an

2021

FDI Server

3.1.8

Devige Definition

required element of an FDI Package that provides the core definition of a device
3.1.9

Device Instance

reprgsentation of a specific device in the Information Model of an FDI Server
3.1.1)0

Devige Tool

standalone application that contains both an FDI Client and an FDI*Server
3.1.111

Devite Topology

arrarjgement of communication networks and devices¢hat forms a network
3.1.12

Devitce Type

reprgsentation of a type of device in the Information Model of an FDI Server
3.1.13

FDI Client

software component that uses the Information Model, interprets user interface descriptions), and
hostg user interface plug-ins

3.1.14

FDI ommunication Server

OPCJ|UA server that-is.used by an FDI Server to access non-native networks
3.1.1|f'>

FDI Package

collegtion.of-eomponents that provide all the information necessary to integrate a type of device

into 4

system

3.1.1

6

FDI Server
software component that implements the Information Model, executes Business Logic, and
communicates with device via Native Communication and/or Nested Communication

3.1.1

7

FDI Technology Version
version number that identifies to a specific revision of the overall FDI technology

3.1.1
Host

8
ing Services

set of services through which a User Interface Plug-in interacts with an FDI Client


https://iecnorm.com/api/?name=a39190a68f29d5520ac5c5ec96663512

IEC 62769-1:2021 RLV © IEC 2021 -1 -

3.1.19
Information Model
set of objects, variables, and methods exposed by an FDI Server

3.1.20
Modular Device
device that is composed of one or more subdevices

3.1.21
Native Communication
communication with devices that are an integral part of the system

devide information maintained by an FDI Server that is stored in\an FDI Server-spgcific

Online Data
devide information maintained by an FDI Server that is retrieved from a physical device

3.1.25

User|Interface Services

Ul S¢rvices

set of services through which a User Interfage-Plug-in accesses the operating system

3.1.26
Platform User Interface Services
platfprm Ul services

user [nterface services provided.natively by the operating system

action

3.1.29

User Interface Plug-In

uipP

executable element of an FDI package that is executed by an FDI Client

3.1.30

User Interface Plug-In UIP Services

UIP services

set of services through which an FDI Client interacts with a user interface plug-in
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For the purposes of this document, the following terms and definitions given in IEC TR 62541-1

apply.
AddressSpace
Attribute
Client
Method
Node

NlodeClass
Nlotification

Slubscription
riable

3.3 | IEC 62541-3 (OPC UA) terms

For the purposes of this document, the folowing terms and definitions given in IEC 62541-3

apply.

gregates

rayDimensions
ditEvent
ditUpdateMethodEvent
BrowseName
BlyteString

asComponent

HasProperty
HasSubType
HasTypeDefinition
ModellingRule
Nodeld

Property
UserAccesslevel
UserExecutable
Value

ValueRank
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3.4

IEC 62541-4 (OPC UA) terms

For the purposes of this document, the following terms and definitions given in IEC 62541-4

{ORPC-UA} apply.

A
B
B
C
C

ddReferences
rowse
rowseNext

all

reateSession

3.5

For t

apply.

-

3.6

For t

apply.

odeManagement

ead

equest Header

esponse Header

tatusCode
ranslateBrowsePathsToNodelds
serldentityToken

rite
IEC 62541-5 (OPC UA) terms

he purposes of this document, the following terms "and definitions given in IEC 625

BlaseObjectType

ropertyType
IEC 62541-100 (OPC UA for Devices) terms

ne purposes of this documenty the following terms and definitions given in IEC 62541

B

-

3.7
DTM
EDD

ock

evice
eviceType
arameter

Abbreviated terms-and-acronyms

Device Type Manager

Electronic Device Description

EDDL Electronic Device Description Language

FB
FDI

Function blocks
Field Device Integration

FDT®2 Field Device Tool (see IEC 62453)

GUI

n/a

Graphical User Interface
Not applicable

41-5

-100

2 FDT logo is a trade name of the non-profit organization FDT Group AISBL. This information is given for the
convenience of users of this part of IEC 62769 and does not constitute an endorsement by IEC of the trade names
holder or any of its products. Compliance does not require use of the registered trade name. Use of the trade

na

mes requires permission of the trade name holder.
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OPC Open packaging conventions
OPC UA OPC Unified Architecture (see IEC 62541)
PC Personal computer
PNO PROFIBUS Nutzerorganisation e. V. (is a regional organization of the
PROFIBUS and PROFINET International consortium)
RPC Remote Procedure Call
ul User Interface
uib User Interface Description
uiP YsertnterfacePag-in
uulb Universally unique identifier
XML Extensible markup language
ZVEI Zentralverband Elektrotechnik- und Elektronikindustrie e. Vg

3.8 Conventions

Capifalization of the first letter of words beyond those defined in ISO/IEC Directives Par
used|in the IEC 62769 series to emphasize an FDI-specific meahing. It is used for the follg
cases:

. efined terms
. ames of Services defined in IEC 62769-2
o ames of FDI Package elements defined in |JEC62769-4

¢ Names of Information Model elements defined in IEC 62769-5

EDD|language elements are written with all letters in uppercase.

4 Background

4.1 Motivation

In today’s automation systems, field devices from many different suppliers have to be integ
into the system, which)results in additional effort for installation, version management
operation of these devices. This challenge is best met with an open and standardized d
integration solution:

t 2 is
wing

rated
and
pvice

Two fifferent device integration technologies exist: the Electronic Device Description Lang
(EDOL),in accordance with IEC 61804 and the Field Device Tool (FDT®) in accordance
IEC 62453. While these technologies take different approaches to solve the problem, ther
lot of T i i i
each-other instead of complementing each other. As a result, system suppliers have taken
positions, device suppliers have had to double their efforts in order to support EDDL and F

uage
with
b is a
-with
their
DT®,

and the end users have become frustrated because they want the best of both technologies.

For all parties involved, the ideal solution looks different. System suppliers want to achieve
robustness while assuring a high level of technology and platform independence. Device
suppliers want to support only one technology instead of two in order to reduce cost and effort,
and they want to provide the optimal means for operating their devices. End users want to avoid

false investments and therefore demand only one future-proof solution that offers al
advantages of the competing technologies.

| the
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4.2 Electronic Device Description Language (EDDL)

The Electronic Device Description Language (EDDL) is a language for describing the behavior
of field devices. It enables systems to configure, calibrate, troubleshoot, and operate a field
device without any prior knowledge of the device.

Device descriptions written in EDDL describe the capabilities of the field device; it is up to the
system to determine how to utilize these capabilities. These device descriptions enable systems
to access all the data and properties of all devices, which simplifies the maintenance, support,
and operation of the devices. It works well for small handheld applications and large integrated
automation systems. It works well for embedded systems and systems running on commercial
opergtimgsystenTs:

With [EDDL, the device supplier can organize the device's data, properties, and procedurgs for
acceps by the end user. This provides the system guidance in dynamically creating a|user
interflace for the device. The capabilities of this user interface can vary significantly for different
clasdes of devices, and it can be as simple or complex as the device being described.

In the early 1990s, the first version of EDDL was created and was usedto’describe HART] field
devides. In 1996, the EDDL was used to describe FOUNDATION Fieldbus devices. Then in 2000,
it wap used to describe PROFIBUS devices. All three versions of EDDL can trace their lineage
back(to the original HART version. Therefore, all three versions.are largely the same, with gome
diffenrences due to differences in the underlying communication protocols. EDDL | was
standardized first as part of IEC 61804-3 and IEC 61804-4,in. March 2004.

4.3 | Field Device Tool (FDT®)

FDT(IIis an interface specification that standardizes the interface between the device soffware
and the systems. It provides independence from the communication protocol and establishes a
clear[boundary between the software provided by the device supplier and the software proyided
by the system supplier.

In FOT®, field devices are deliveredwith a device-specific software component called a Device
Type|Manager (DTM), which is only functional when used in conjunction with an FDT®-spgcific
envirpnment called a "frame_application". A frame application interacts with a DTM through a
set of standard FDT® interfaces.

A deyice supplier can develop a DTM for each of its devices, or it can develop a DTM [for a
group of devices. AIDTM can be used to access Device Parameters, configure and operate the
devide, and diagnose problems. A DTM can range from a simple Graphical User Interface (GUI)
for sptting Device Parameters to a highly sophisticated application for performing complex
calcylations.for diagnosis.

DTMg.can be nested in order to support Modular Devices. The nesting of DTMs also a
multidevetcommunicationhierarchies—tobe—supported: evicesrouted—through—differen
protocols can be connected through standard interfaces. A device DTM just has to support its
own communication protocol. Gateway DTMs that connect to the device DTM handle protocol
transformation.

The FDT® specification supports a variety of bus protocols, for example: PROFIBUS, HART,
FOUNDATION Fieldbus, Interbus, AS-interface, IO-Link, DeviceNet, and PROFINET |O.

In 1998, the specification phase started in the context of the Zentralverband Elektrotechnik und
Elektronikindustrie e. V. (ZVEI). In 1999, completion of the technology was accelerated when
the specification was adopted by PROFIBUS Nutzerorganisation e. V. (PNO), which later
transferred the rights to the FDT Group AISBL. FDT® was standardardized as IEC 62453-1 in
May 2009.
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OPC Unified Architecture (OPC UA)

2021

OPC Unified Architecture (OPC UA) is a platform-independent standard through which various
kinds of systems and devices can communicate by sending messages between clients and
servers over various types of networks. It supports robust, secure communication that assures

the

identity of clients and servers and resists attacks.

OPC UA defines standard sets of services that servers can provide, and individual servers
specify to clients what service sets they support. The services act on an object model which is
managed by the server and discoverable by a client. Information is conveyed using standard
and vendor-defined data types, and servers define object models that clients can dynamically
discqver—Serverstam provide access to bothrcurrentand-historicatdata; as wettas—atarms and

eve

OPC|UA can be mapped onto a variety of communication protocols and data can\be end|
in vafious ways to trade off portability and efficiency. Transports and encodings\for XML b
Web [Services as well as a high-performance binary are defined for OPC UA//The abstra
of th¢ OPC UA standard from any particular technology provides future-proofing allowing

nfs to notify clients of important changes.

oded
ased
ction
OPC

UA to be mapped onto future technologies.
The |integration of system components includes a "how" factorCand a "what" factor.| The
comprehensive set of services provided by OPC UA enables the)"how" of system integration.

OPCJUA also provides the basic building blocks of the "what“of’system integration by def
an extensible object model. Other standards bodies, vendears, and end users can extenq
objegt model to achieve a tight integration between system components.

OPCJ|UA is standardized in I[EC 62541.

5

5.1
The

Figune 1.

Architecture

Overview

FDI architecture consists of KDl Packages, FDI Clients, and FDI Servers as shoy

ining
this

vn in
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Figure 1 — FDI architecture diagram

5.2 | FDI Packages

FDI Packages are.the’ means by which device vendors provide information about their deyices
to system vendors. FDI Packages collect all of the device information required by a sylstem
vendpr in one~place. FDI Packages are system independent, i.e. device vendors providge the
samg FDI RPackage to all system vendors.

An FDNPackage includes the following:

e Device Definition — Core definition of the device that is used by an FDI Server to create the
Information Model.

e Business Logic — Ensures the integrity of the Information Model.

e User Interface Description — Declarative user interface that is rendered by an FDI Client via
a UID Interpreter.

e User Interface Plug-in — Optional programmed user interface that is hosted by an FDI Client.

The Device Definition and Business Logic are used exclusively by an FDI Server. The User
Interface Description is processed by the FDI Server and transferred to the FDI Client. User
Interface Plug-ins are not processed by the FDI Server, beyond what is necessary to deliver
them to the FDI Client.
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The Device Definition, Business Logic, and User Interface Description are completely platform
independent. User Interface Plug-ins shall be targeted at a specific run-time environment.
Distinct User Interface Plug-ins can be developed for different run-time environments, but a
specific User Interface Plug-in will only run on a single run-time environment.

The content of an FDI Package is specified in IEC 62769-4.

5.3 FDI Client

FDI Clients interpret and render descriptive user interface contents (UID, Device Parameter
values and so on) that are delivered to an FDI Client via the Information Model of an FDI Server
in a gpecified format and through defined services. Interpretation of the EDD portion of an FDI
Packpge however is only done in the FDI Server. In addition, FDI Clients also host |User
Interface Plug-ins.

The pnvironment for hosting User Interface Plug-ins consists of four sets-'of 'services|: the
Hosting Services, the UIP Services, the User Interface Services, and the”Device Adcess
Services.

e The Hosting Services provide the means by which a User Interface Plug-in interacts with
the FDI Client.

e The UIP Services provide the means by which an FDI Client can activate, control] and
shutdown the User Interface Plug-in.

e The User Interface Services provide the means by which a User Interface Plug-in accgsses
the operating system specific Platform Ul Services) ‘which provide access to the scfeen,
byboard, mouse, and so on.

=

e The Device Access Services provide the means by which a User Interface Plug-in accgsses
the Information Model in an FDI Server.

The behavior of an FDI Client is specifiedtin IEC 62769-2.

5.4 FDI Server

FDI Bervers provide FDI Clients:access to information about Device Instances and Device
Typep regardless of where thé'information is stored, for example, in the device itself of in a
data [store. This information can be provided via OPC UA services.

The Information Model-specifies the entities that can be accessed in an FDI Server, incliiding
their [properties, their relationships, and the operations that can be performed on them] The
Inforination Maodelis driven largely by the Device Definitions in FDI Packages. The Informjation
Modg¢l is basgd'on the Information Model specified in the OPC UA Devices Specification.

The kDI Server invokes the Business Logic in FDI Packages as entities in the Information Mlodel
are alccessed. One of the main purposes of the Business Logic is to keep the Information Model
consistent.

The Business Logic Interface is the means by which Business Logic is integrated with the
Information Model. This interface consists of a set of well-defined Business Logic entry points,
which can be used by the Information Model to invoke Business Logic, and a set of well-defined
Information Model entry points, which can be used by the Business Logic to access the
Information Model.

An FDI Server shall support all elements of an FDI Package.

Some of the information managed by an FDI Server shall be stored persistently. The means by
which this data is stored is server-specific.
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The behavior of an FDI Server is specified in IEC 62769-3, and the Information Model is
specified in IEC 62769-5.

5.5 FDI Communication Server

An FDI Server inherently knows how to communicate with devices via the communication
hardware it natively supports. In addition, an FDI Communication Server can be used to extend
the devices that the FDI Server can communicate with. An FDI Server communicates with an
FDI Communication Server via standard communication services that are specified in
IEC 62769-7.

5.6 | User Interface tiering

There are three tiers of user interfaces that can be developed using FDI.

The lowest tier is a User Interface Description based user interface. This kind.0f User intefface
is copnpletely defined by a User Interface Description. It is the easiest user, interface to create,
but if also has the most limitations. This kind of user interface is sufficient.for relatively simple
devides.

The $econd tier is a User Interface Plug-in based user interface. TFhis kind of user interfgce is
defined via the combination of a User Interface Description and’ one or more User Intefface
Plug{ins. This is a more complicated user interface to build\since it involves some soffware
development, but it also can produce a more sophisticated user interface. This kind of|user
interflace is required for some complex devices.

Descriptions and User Interface Plug-ins may énly access a single device. This kind of|user

The%hird tier is an FDI Client. An FDI Client may access multiple devices, while User Intefface
interface is required when access to multiple déevices is required.

5.7 | FDI security considerations

FDI is used between components inthe operation of an industrial facility at multiple levels:{from
high-Jevel enterprise management- applications accessing device data to low-level direct
proceéss control of a device. Suc¢h'a system may be an attractive target for industrial espiojhage
or sapotage, and may also beyexposed to threats through untargeted malware such as wjorms
circulating on public networks. Corrupted device configurations could result in financial logses,
affect employee and public safety, or cause environmental damage.

FDI relies on many. other systems within the industrial facility. The FDI Clients and Serverg are
installed on IT/systems. Standard communication protocols such as OPC UA and field bus
protdcols arg used for communication between the FDI Clients and the FDI Server as wg¢ll as
between the-FDI Server and the devices. Therefore, FDI security should work within the oyerall
Cybdr Security Management System (CSMS) of a site. A CSMS typically addresses threats,
analyses’the security risks and determines what security controls the site needs.

Resulting security controls commonly implement a "defence-in-depth" strategy that provides
multiple layers of protection and recognizes that no single layer can protect against all attacks.
Boundary protections may include firewalls, intrusion detection and prevention systems,
controls on dial-in connections, and controls on media and computers that are brought into the
system. Protections in components of the system may include hardened configuration of the
operating systems, security patch management, anti-virus programs, and not allowing email in
the control network. Standards that may be followed by a site include the IEC 62443 series and
IEC TR 62351-10.

The system owner that installs FDI Clients or Servers should analyse its security risks and
provide appropriate mechanisms to mitigate those risks to achieve an acceptable level of
security.
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Developers of FDI Clients and Servers should analyse security threats to the system and
implement appropriate countermeasures. The threats and appropriate countermeasures
depend on the technologies used for implementation and fall outside the scope of the FDI
specification.

5.8 Redundancy

Redundancy is system specific and managed by the automation system. FDI Packages are
specified without regard to redundancy. User Interface Descriptions and User Interface Plug-ins
have no knowledge about the redundancy of the devices they are associated with.

6 Deployment

6.1 Overview

The FDI specification does not mandate a specific deployment strategy. However, a typical
deplgyment scenario is shown in Figure 2. The shaded boxes correspond*to the components
descfibed in 5.2, 5.3, 5.4, and 5.5.

ERP CMMS
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Generic Third-party Handheld Device Tool /
OPC Client Tool Tool Handheld Tool FDI
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_ MES
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Client Client Client Client Server

Connects directly to devices.
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Figure 2 — Typical deployment scenario
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6.2 Engineering, operator and maintenance stations

The engineering, operator and maintenance stations are part of an automation system through
which users engineer, operate and maintain their plant. One or more FDI Clients can be running
on these stations. These FDI Clients are full-featured clients that can interpret User Interface
Descriptions and execute User Interface Plug-ins.

6.3 FDI Server

An FDI Server is provided as part of the automation system. FDI Packages are installed on the
FDI Server. The FDI Server serves up information from the FDI Packages to the FDI Clients.

The $upplier of the automation system can provide both an FDI Server and one or morg FDI
Clients. These FDI Clients can communicate with the FDI Server through proprietary_ protgcols;
howgver, if the FDI Server supports third-party FDI Clients it shall support OPC UA.

The FDI Server is usually distinct from the servers that provide run-time datato the operator,
engineering, and maintenance stations.

6.4 FDI Communication Servers

An FDI Communication Server can be embedded within a Comrunication Device or cgn be
provided via a separate server as shown in Figure 2.

6.5 Device Tools

A De)ice Tool is a standalone application that contains both an FDI Client and an FDI Sgrver.
The DI Packages supported by the Device Tool-are installed along with the Device Tool,

6.6 | Third-party Tools

Third-party Tools are applications that’contain an FDI Client and communicate with the
automation system’s FDI Server. While these tools can be provided by the supplier of the
autornation system, they are often ‘provided by other vendors.

6.7 Handheld Tools

Handheld Tools are applications running on handheld devices. Handheld Tools cap be
implgmented as a Device Tool, where an FDI Client, an FDI Server, and FDI Package$ are
installed on the handheld device. Handheld Tools can also be implemented as a third-party tool
wherg only an EDRClient is installed on the handheld device.

6.8 Genetric OPC UA Clients

WhenanFDI Server is an OPC UA Server (see 6.3), generic OPC UA Clients with no knowledge
of F&ﬂm_msﬂt the

Information Model. In particular, the lack of understanding of User Interface Descriptions and
User Interface Plug-ins prevents them from rendering an FDI-based user interface.

7 FDI Host

71 Overview

FDI Hosts are combinations of FDI Client and FDI Server applications capable of consuming
FDI Packages. FDI Hosts are used to access Device data (typically Field Device and
Communication Device Parameters) through User Interfaces or directly and may allow the
modification of the Device data. FDI Hosts are subjected to FDI Host Conformance Tests.
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There are several possibilities of how FDI Hosts may be structured. Subclauses 7.2 and 7.3 list
the different FDI Host Variants, Entities and so-called Facets.

7.2

FDI Host Variants and Entities

There are different ways to implement and structure an FDI Host:

F
A
S
a
FDI Host (Multi User) variant.
F
T
n
v

FDI Host (Single User)
Deployed to a single device (e.g. notebooks, mobile computer). Only a single user can

management applications and handheld devices.
FDI Host (Multi User)

afchitecture). Multiple users are allowed to use the FDI Host at a time. Concurrent aqg
tq device data and the concurrent use of User Interfaces is normal to those-hosts. Ty
ekamples are distributed host systems and asset management systems.

DI Client (OPC UA)
h FDI aware client application usually provided separately from a DCS’(Distributed Cqg
ystem) and typically provided from a different vendor. This FDI Client application req
h FDI Host supporting the FDI Information Model Facet (see 7.3),and is only possiblg

DI Communication Server
his server application is used to connect communication hardware to a communic
btwork (as so called network entry point). The FDI Communication Servers are integ
a FDI Communication Packages but the softwvare as such comes separately
implemented embedded into the communication‘hardware. The FDI Communication S
requires an FDI Host supporting the FDI Communication Server Facet.

FDI Host Facets

work

with the host at a time. Typical examples are so called Device Tools, standalone device

Installed on a single device but potentially also on several devices (e.g. Client/Server

cess
pical

ntrol
uires
with

ation
rated
or is
erver

Optignal aspects can be added to FDI Hostlimplementations, extending the host with addifional

capapilities (see Table 1 and Table 2).

DI Information Model Facet

EC 62769-5 and to supportOPC UA as a communication mechanism between FDI Se
nd Client applications: The host therefore allows using FDI Client (OPC UA) applicat

I

a

FDI CommunicatiomServer Facet

The capabilities (0f;this facet allow the FDI Host to use FDI Communication Servers. T
gfant access_to.communication networks, via Communication Devices that can no
integrated into an FDI Host via FDI Communication Packages as per IEC 62769-7
IEC 62769-4.

Table 1 — FDI Host Variants and possible Facets

F
Ah FDI Host implementing_this facet is required to provide an FDI Information Model as per
B

rvers
ons.

hose
W be
and

FDI Host Variants Information Model Facet Communication Server Facet
Single User — X
FDI Host
Multi User X X
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Table 2 — FDI Host Facets and related FDI Entities

FDI Entities Information Model Facet Communication Server Facet

FDI Client — X —

(OPC UA)

FDI — — X

Communication
Server

8

8.1

The [FDI life-cycle model defines how different versions of FDI Clients, FBI] Servers
Packpges, and devices can co-exist within a given system over time. The médel is focuse

the

The model supports the life-cycle model of devices, which includes adding, upgrading
replaicing devices in a system.

The life-cycle model is based on the following principles.

A summary of the FDljtife-cycle concept is given in Annex A.

8.2

Univérsally~unique identifiers (UUID) shall be used to uniquely identify entities within the
see ISQ/HEC 11578.

Overview

apility to add FDI Packages to a system without having to update FDI Clients or FDI Ser

Every FDI Client, FDI Server, and FDI Package shall have an FDI version number.
version number shall be the version of the FDI specification to which the client, servg
package was built. The major revision of all clients/servers, and packages in a given sy
shall be the same.

fl any specification referenced by the FDI specification changes, the revision of thg
becification shall change.

he version of the underlying technology-shall be independent of the FDI version.

he FDI version supported by a spécific FDI Client, FDI Server, or FDI Package c3
Leried.

DI Package can be queried.Version queries can be used to determine interoperability

S
T
T
q
The version of the underlying technology supported by a specific FDI Client, FDI Serv
E)mpatibility between FDI Clients, FDI Servers, and FDI Packages.

T

Identification mechanism

he algorithm for associating an FDI Package with a physical device is protocol-specif

FDI
bd on
vVers.
and

This
Br, or
stem

FDI

n be

Br, or
and

C.

FDI,

A UUID is a 16-byte number that is usually expressed as a sequence of 32 hexadecimal digits,
displayed in 5 groups separated by hyphens, in the following form:

XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

The following regular expression more precisely specifies the format of a UUID:

~(\{{0,1}[0-%9a-fA-F]{8}-[0-%9a-fA-F]{4}-[0-%9a-fA-F]{4}-[0-9a-fA-F] {4}-[0-9a-fA-
F1{12}\}{0,1})$
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8.3 Versioning mechanism
8.3.1 Version levels
8.3.1.1 Overview

The following pattern shall be used for all version numbers:

<major release>.<minor release>.<revision>-<build nhumber>

Subc
versipns. Some installations, for example in regulated industries, may require different handgling.

8.3.1.2 Major release

Significant changes have been made that are not compatible with previous majern releases| The
necepsity for those changes can be technology motivated, for example, an in¢compatible change
of inferfaces. They can also be strategically motivated, for example, the-introduction of g new
genefation of existing elements.

A majjor release coexists with other major releases of the same entity. The increment of a major
release requires the UUID of the affected entity to be changed,

8.3.1(3 Minor release (element upgrade)

A fully backward compatible functional extension fias” been made, for example, by adding
features or functionality. No actions have to be taken to use the updated entity in the existing
envirponment. The entity fully interoperates with already deployed entities that might have lower
minof release numbers.

A minor release overwrites an already>deployed previous version of the same entity| The
increment of a minor version number shall not impact the UUID of the affected entity.

8.3.1[4 Revision (element update)

A fully backward compatible correction or editorial change has been made, i.e. a changg that
does|not include any functional extensions. No actions have to be taken to use the updated
entity in the existing environment. The entity fully interoperates with already deployed entities
that might have lowérrevision numbers.

A redision overwrites an already deployed previous version of the same entity. The increment
of a flevision.number shall not impact the UUID of the affected entity.

8.3.1|.5 Build number

The build number shall not be exposed to the end user and shall only be used for internal
development purposes.

8.3.2 FDI Technology Version
8.3.21 General

The FDI technology as such has to be versioned to make sure that all individually developed
and provided elements are able to interoperate. The above described versioning mechanisms
and principles shall be applied to the FDI Technology Version.

The FDI Technology Version is directly and indirectly influenced by several factors such as
interface changes/adjustments, behavior changes/adjustments, and changes of underlying
technologies (referenced specifications).
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FDI components shall check the FDI Technology Version of connected components or FDI
Packages to be consumed to ensure that both have the necessary FDI specific capabilities and
are therefore able to interoperate.

An FDI Server, for example, is implemented following a specific FDI Technology Version and
therefore supports all FDI Packages following the same version or lower. FDI Clients can
typically be connected to FDI Servers that are implemented following the same FDI Technology
Version or higher.

The following indicate the FDI Technology Version they support:

FDI Client (see IEC 62769-2);
FDI Server (see IEC 62769-3);
e FPI Package (see IEC 62769-4);
User Interface Plug-in (see IEC 62769-4).

FDI Technology Version

NS

FDI &re
Technology technology and
mapping O cepts
Implementation technologies \\Qnterfaces
Operating system 0 State machines
N

.
H\“*-H
™

Referenced .
technologies

Descriptive technologies (EDDL)
Packaging technology (OPC)
Data structure and communication (OPC UA)

IEC

Figure 3 — FDI Technology Version dependencies

Figune 3 (shows the influencing factors on the FDI Technology Version which are fyrther
described-below in 8.3.2.2 to 8.3.2.4.

8.3.2.2 FDI core technology and concepts

The FDI core technology and concepts are defined in all referenced parts of this specification.
The specified interfaces, behaviors, state machines, and concepts have to be implemented in
accordance with this specification to ensure interoperability of FDI components.

Changes to the specification documents, such as fixing typographical errors, rephrasing to
increase the clarity of the document, and other similar changes shall lead to an increment of
the revision of the FDI Technology Version.

Changes to the FDI core technology and concepts to improve the technology or to extend the
feature set that are fully backward compatible shall lead to an increment of the minor release
of the FDI Technology Version.
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If non-backward compatible changes are necessary, a new generation of the FDI technology

shall

be created by incrementing the major release of the FDI Technology Version.

Issue reporting processes concerning FDI core technologies are described in Annex B.

8.3.2

3 Technology mapping

FDI components can be implemented using different implementation technologies and can also
run on multiple platforms and operating systems. The details of those technologies are specified

in IEC 62769-6.

Upddtes to mapped technologies shall not lead to an increment of the revision of.thg FDI
Techhology Version.

The [minor release of the FDI Technology Version shall be incremented-‘when majpped
technologies are upgraded without disturbing the interoperability and the proper executipn of
FDI |components, for example, fully backward compatible operating system changgs or
introdluction of additional implementation technologies, platforms, or opetating system vergions
suppprted.

Incompatible changes or the discontinuing of mapped technologies shall lead to a|new

gene

8.3.2

The
spec
the s

IEC ¢
comy

Updg
Tech

Ifar

also
techr

Gene
gene
incre

ration of FDI and an increment to the major release of the/EDI Technology Version.

.4 Referenced technologies

FDI technology references technologies whichc/are used to make possible and support

onents using different versions is not permitted.

tes to referenced technologies~shall not lead to an increment of the revision of the
hology Version.

FDI

fied functions and concepts of FDI. Those referenced technologies are maintained outside
cope of FDI.
2769-6 lists the versions of the .specifications referenced. Implementation of

FDI

cferenced technology specification is changed, the new version of the specification|shall
be atfopted into FDI if those changes are fully backward compatible and those improvements

ncrease the value-of FDI. The decision to adopt a new specification version of a refergnced

ology shall lead-to an increment of the minor release of the FDI Technology Version

rationsis fully compatible with the previous generation. These changes shall lead fo

ment.of the minor release of the FDI Technology Version but not to the major reIeasT.

Table 3 summarizes influences on the FDI Technology Version.

ration ¢changes of referenced technologies shall only be adopted by the FDI if this

an
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Table 3 — Summary of influences on the FDI Technology Version

Influence

FDI Technology Version — Version level

Revision

Minor

Major

FDI core technology and
concepts

Editorial

Extend interfaces
Extend functionalities

Generation change by
introducing non
backward compatible
functions or by removing
existing aspects

technology fully
backward compatible
and increasing value

Technology mapping n/a Upgrade, fully Incompatible changes or
compatible extensions or | discontinuing of mapped
3UIIUIat;UIIO Uf III(J'J'JUGI tUUhIIU:UH;UO
technologies

Referenced technologies n/a Change if new reference | n/a

At legst two succeeding major FDI Technology Versions (the latest and'thé previous genenation
of F}I) shall be supported in parallel as part of a single FDI Host installation. Support means
that FDI Server(s) and FDI Client(s) implement the specifics_ofithe supported technology
versipns and also accept the import of FDI Packages based onthose FDI Technology Verdions.

8.3.3 Forward compatibility

8.3.3.1

Version combinations to be handled

FDI Packages are designed to a specific FDL.Technology Version that is reflected in the
FdiVérsionSupported property of the respective FDI Package (see IEC 62769-6). FDI Servers

and KFDI Clients are also designed to a specific FDI Technology Version.

Tabl¢ 4 specifies the combinations of“FDI Package and FDI Client/Server that shall be

suppprted. Subclauses 8.3.3.2 to 8.3.3.6 describe how each use case shall be handled.

Table 4 — Combinations of Minor Versions that require special handling

FDI Technology Version — Minor version

Component
< FDI Package = FDI Package > FDI Package
FDI Berver Deployment No special handling Rules of backward
. needed compatibility, no spgcial
IM Creation handling needed
Business Logic
Execution
User Interface
Description
FDI Client Visualization (UID) No special handling Rules of backward
. needed compatibility, no special
UIP Execution handling needed
8.3.3.2 Deployment

FDI Packages can be deployed to FDI Servers even if the FDI Package’s FDI Technology
Version is higher than the FDI Server’'s FDI Technology Version. An automatic blocking
mechanism for such FDI Packages is prohibited. During the deployment process the user shall
be clearly informed when an FDI Package with a higher version than is supported by the FDI

Server is being deployed.
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8.3.3.3 Information Model creation

The Information Model nodes are created on the basis of the EDD provided by the FDI Package.
If there are EDD constructs that are not known to the FDI Server, the creation of the Information
Model shall be cancelled since it cannot be ensured that the FDI Package can be properly
imported and that a consistent Information Model can be created. The FDI Server shall provide
mechanisms to inform the user about the incompatibility.

8.3.34 Business Logic execution

Busmess Log|c |s executed by the FDI Server to create nodes in the Informatlon Model and to

functjons) that are not known to the FDI Server the execution of the Busmess Loglc shall be
canceglled since it cannot be ensured the Business Logic will not endanger the integrity qf the
Infornation Model. The FDI Server shall provide mechanisms to inform the user“about the
incompatibility.

8.3.3l5 User Interface Description/Visualization

User|Interface Descriptions are created from EDD information and sentto the FDI Client by the
FDI $erver. If the FDI Client’s UID Interpreter is not able to interpret,and/or visualize a pgrt of
the UID the user shall be informed, for example, by showing an empty control with an embejdded
question mark.

8.3.3.6 UIP execution

The forward compatibility of User Interface Plug-insvdepends on the forward compat|bility
capapilities of the underlying implementation technelogy, see IEC 62769-6.
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Annex A
(informative)

FDI life-cycle concept summary

A.1 General

All aspects of the FDI technology supporting a stable and secure life cycle of FDI-based
products are essential part of the technology itself. Therefore, the different parts that can be

called—anFEDl life-cycleconceptare——spread—around-the different specificationparts—Angex A
summarizes the most relevant aspects as a reference.
A.2 | Life-cycle relevant topics (references)
Tablge A.1 and Table A.2 provide the life-cycle aspects.
Table A.1 - Life-cycle aspects as part of the FDI technology
Aspect FDI specification"document Reference
FDI Package Version and dependencies IEC 62769-4:20452020\(FDI Packages) Clause 6
FDI Packages scale with the described devices | IEC 62769-4:20452020 (FDI Packages) Clause 4
FDI Technology Version IEC 62769-1:20452020 (Overview) Clause 8§
Open and defined Information Model IEC 62769-5:20452020 (FDI Information Clause 7]
Model)
Refefenced technologies IEC 62769-6:206452020 (FDI Technology Table 1
Mapping)
Supported Firmware revisions of the FDI IEC 62769-4:20452020 (FDI Packages) Annex E
PacKage
Supported UIP revisions of the FDI Package IEC 62769-4:20152020 (FDI Packages) Annex E
Technologies directly used by FDI IEC 62769-6:206452020 (FDI Technology Clause 4
Mapping)
Versjoning concept for FDI components IEC 62769-1:20452020 (Overview) Clause 8§
FDI Package Registration_Cettification and IEC 62769-4:20152020 (FDI Packages) Clause 7]
signing mechanisms
Typigal Use Cases during the life cycle IEC 62769-4:20452020 (FDI Packages) Annex G
Table A.2 — Life-cycle aspects as part of products and services
provided with the FDI technology
Aspect Product & Service
FDI Package Conformance Testing FDI Conformance testing services provided by protocol foundations
FDI Host Conformance Testing FDI Conformance testing services provided by protocol foundations
FDI common EDD binary format EDDL Encoded File Format specification implemented in FDI
Common Host Components
FDI Standard Host components FDI Common Host Components provided by the protocol foundations
Single registered FDI Package per Ensured via FDI Conformance testing services provided by the
firmware revision supported protocol foundations
FDT® Interoperability FDI.dIl provided by the protocol foundations
Harmonized EDDL IEC 61804
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Annex B
(informative)

Issue reporting

FieldcommGroup strives to maintain the highest quality standards for its published
specifications; hence they undergo constant review and refinement. Readers are encouraged

to report any issues here:

http://go.fieldcommgroup.org/support
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

FIELD DEVICE INTEGRATION (FDI) -
Part 1: Overview

FOREWORD

2021

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_comy
allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote“interna
cofoperation on all questions concerning standardization in the electrical and electronic fields. ,Jo this er
in pddition to other activities, IEC publishes International Standards, Technical Specifications, Fechnical Rq
Pdblicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC Publication(s)").
preparation is entrusted to technical committees; any IEC National Committee interested in the subject deg
may participate in this preparatory work. International, governmental and non-governmental organizations |
with the IEC also participate in this preparation. IEC collaborates closely with the International Organizat
Standardization (ISO) in accordance with conditions determined by agreement between the two organizati

The formal decisions or agreements of IEC on technical matters express, as néearly as possible, an interna
copsensus of opinion on the relevant subjects since each technical commitiee has representation fr
rested IEC National Committees.

IEC Publications have the form of recommendations for internationahtUsé and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to‘ensure that the technical content

Publications is accurate, IEC cannot be held responsible for,the-way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC Nationak Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in their national and regional publications. Any divergence be
anly |IEC Publication and the corresponding national or regional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf|
aspessment services and, in some areas, access \t0 IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification‘bodies.

Alllusers should ensure that they have the lateést edition of this publication.

Nd liability shall attach to IEC or its directors, employees, servants or agents including individual exper
megmbers of its technical committees and”IEC National Committees for any personal injury, property dam
other damage of any nature whatseever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publieation, use of, or reliance upon, this IEC Publication or any othg
Pyblications.

At{ention is drawn to the Normative references cited in this publication. Use of the referenced publicati
indispensable for the correct application of this publication.

At{ention is drawn to(thepossibility that some of the elements of this IEC Publication may be the subject of
rights. IEC shall net be held responsible for identifying any or all such patent rights.

Interpational /Standard |IEC 62769-1 has been prepared by subcommittee 65E: Devices
integration_Nin” enterprise systems, of |IEC technical committee 65: Industrial-prg
meagurement, control and automation.
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This second edition cancels and replaces the first edition published Iin 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) support for generic protocol extension for faster adoption of other technologies;

b) digital signature now include trusted timestamping for long term validation of FDI Package;

c) support of new protocols.
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The text of this International Standard is based on the following documents:

FDIS Report on voting
65E/758/FDIS 65E/768/RVD

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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of all parts in the IEC 62769 series, published under the general title Field D
ration (FDI), can be found on the IEC website.

bvice

ommittee has decided that the contents of this document will remain unch@anged untjl the

ity date indicated on the IEC website under "http://webstore.iec.ch" in the-data relat
pecific document. At this date, the document will be
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INTRODUCTION

The |IEC 62769 series has the general title Field Device Integration (FDI) and the following
parts:

— Part 1: Overview

— Part 2: FDI Client

— Part 3: FDI Server

— Part 4: FDI Packages

Pert-5—FBtinformatiomvtodet

Plart 6: FDI Technology Mapping

Plart 7: FDI Communication Devices

Plart 100: Profiles — Generic Protocol Extensions

Plart 101-1: Profiles — Foundation Fieldbus H1

— Pprt 101-2: Profiles — Foundation Fieldbus HSE

Plart 103-1: Profiles — PROFIBUS

Plart 103-4: Profiles — PROFINET
Plart 109-1: Profiles — HART and WirelessHART
Plart 115-2: Profiles — Protocol-specific Definitions for Medbus RTU
Plrt 150-1: Profiles — ISA 100.11a



https://iecnorm.com/api/?name=a39190a68f29d5520ac5c5ec96663512

IEC 62769-1:2021 © IEC 2021 -7-

FIELD DEVICE INTEGRATION (FDI) -

Part 1: Overview

1 Scope

This part of IEC 62769 describes the concepts and overview of the Field Device Integration
(FDIY specifications. The detailed motivation for the creation of this technology is also descfibed
(see[4.1). Reading this document is helpful to understand the other parts of this mult|-part
standard.

2 Normative references

The following documents are referred to in the text in such a way that somé’or all of their conptent
conslitutes requirements of this document. For dated references, only the edition cited applies.
For pndated references, the latest edition of the referenced-document (including| any
amendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1: Overview and concepts
IEC 62541-3, OPC Unified Architecture — Part 3: Address Space Model

IEC §2541-4, OPC Unified Architecture — Part 45\Services

IEC 62541-5, OPC Unified Architecture — Rart 5: Information Model

IEC $2541-100, OPC Unified Architecture — Part 100: Device Interface

3 Terms, definitions, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of'this document, the following terms and definitions given in IEC TR 62541-1,
IEC §2541-3, IE€.62541-4, IEC 62541-5, IEC 62541-100, as well as the following apply.

ISO and IECmaintain terminological databases for use in standardization at the follqwing
addresses:

e |SO Online browsing platform: available at http://www.iso.org/obp

3.11

Field Device Integration

FDI

device integration and device management technology, combining base concepts and
technology aspects of the Electronic Device Description Language (EDDL) according to
IEC 61804 and Field Device Tool (FDT®) according to IEC 62453, as well as in IEC 62541-1
(OPC UA)

Note 1 to entry: The combination of those different proven technologies ensures a secure life cycle and the ability
to address all challenges of Device Integration and Device Management in a scalable manner.
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Action
procedure that requires collaboration between an FDI Client and an FDI Server

3.1.3

Business Logic
descriptive element of an FDI Package that specifies the device-specific behavior and/or
mapping logic for a Nested Communication

3.1.4

Business Logic Interface

2021

interface through which Business Logic is integrated with the Information Model

3.1.5
Com

phys
Note 1

3.1.6

Connection Point

logic
netw

3.1.7
Devi
set o
FDI §

3.1.8
Devi
requi

3.1.9
Devi
repre

3.1.1
Devi
stang

3.1.1
Devi
arran

munication Device
cal device that provides access to networks and devices

to entry: Gateways and routers are examples of communication devices.

bl representation of a connection of a communication end point to a communic
Drk

ce Access Services
f services through which a User Interface Plug-in accesses the Information Model
berver

ce Definition
red element of an FDI Package that'provides the core definition of a device

ce Instance
sentation of a specific device in the Information Model of an FDI Server

0
ce Tool
alone applieation that contains both an FDI Client and an FDI Server

1
Ce Topology
gément of communication networks and devices that forms a network

ation

Of an

3.1.1

2

Device Type
representation of a type of device in the Information Model of an FDI Server

3.1.1

3

FDI Client
software component that uses the Information Model, interprets user interface descriptions, and
hosts user interface plug-ins

3.1.1

4

FDI Communication Server

OPC

UA server that is used by an FDI Server to access non-native networks
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3.1.15
FDI Package

collection of components that provide all the information necessary to integrate a type of device

into a system

3.1.16

FDI Server

software component that implements the Information Model, executes Business Logic
communicates with device via Native Communication and/or Nested Communication

3.1.17

, and

FDI Technology Version
versipn number that identifies to a specific revision of the overall FDI technology

3.11
Hosting Services
set of services through which a User Interface Plug-in interacts with an FDLClient

3.1.1
Information Model
set of objects, variables, and methods exposed by an FDI Server

3.1.2
Modular Device
devide that is composed of one or more subdevices

3.1.211
Native Communication
communication with devices that are an integral part of the system

3.1.22
Nestpd Communication
communication with devices through-a series of communication devices

3.1.23
Offline Data

devide information maintained by an FDI Server that is stored in an FDI Server-sp
database

3.1.24
Online Data
devide information maintained by an FDI Server that is retrieved from a physical device

3.1.25

beific

User Interface Services
Ul Services
set of services through which a User Interface Plug-in accesses the operating system

3.1.26
Platform User Interface Services
platform Ul services

user interface services provided natively by the operating system

3.1.27
User Interface Description
uiD

descriptive element of an FDI package that is used by an FDI Client to render user interface
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3.1.28

User Interface Description Interpreter

UID interpreter

software component in an FDI Client that renders user interface descriptions and invokes
actions

3.1.29

User Interface Plug-In

uIP

executable element of an FDI package that is executed by an FDI Client

For the purposes of this document, the following terms and definitions,given in [IEC TR 62541-1

tribute

Subscription
riable

3.3 | IEC62541-3 (OPC UA) terms

For the purposes of this document, the following terms and definitions given in IEC 62541-3
apply.

Aggregates

ArrayDimensions

AuditEvent

AuditUpdateMethodEvent

BrowseName

ByteString

DataType

DataVariable
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Folder
HasComponent
HasProperty
HasSubType
HasTypeDefinition
ModellingRule
Nodeld

Property

serAccesslLevel

serExecutable
lue
lueRank

reateSession
NlodeManagement
ead

equest Header
esponse Header
StatusCode

TranslateBrowsePathsToNodelds

sa0OhiectTuyne

ooT ooty T

PropertyType
3.6 IEC 62541-100 (OPC UA for Devices) terms

41-4

41-5

For the purposes of this document, the following terms and definitions given in IEC 62541-100

apply.
Block
Device
DeviceType

Parameter
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3.7 Abbreviated terms

DTM Device Type Manager

EDD Electronic Device Description

EDDL Electronic Device Description Language

FB Function blocks

FDI Field Device Integration

FDT®1 Field Device Tool (see IEC 62453)

GuUI Graphical User Interface

n/a Not applicable

OPC Open packaging conventions

OPC|UA OPC Unified Architecture (see IEC 62541)

PC Personal computer

PNO PROFIBUS Nutzerorganisation e. V. (is a regional ordganization of the
PROFIBUS and PROFINET International consortium)

RPC Remote Procedure Call

ul User Interface

uib User Interface Description

uiP User Interface Plug-in

uulb Universally unique identifier

XML Extensible markup language

ZVEI Zentralverband Elektrotechnik~~und Elektronikindustrie e. V.

3.8 | Conventions

Capifalization of the first letter of wiords beyond those defined in ISO/IEC Directives Parf 2 is

used|in the IEC 62769 series to emphasize an FDI-specific meaning. It is used for the follqwing

cases:

e Defined terms

) ames of Services defined in IEC 62769-2
o ames of FD| Rackage elements defined in IEC 62769-4

. ames of Information Model elements defined in IEC 62769-5

EDD|language elements are written with all letters in uppercase.

4 Background

4.1 Motivation

In today’s automation systems, field devices from many different suppliers have to be integrated
into the system, which results in additional effort for installation, version management and
operation of these devices. This challenge is best met with an open and standardized device
integration solution.

1 FDT logo is a trade name of the non-profit organization FDT Group AISBL. This information is given for the
convenience of users of this part of IEC 62769 and does not constitute an endorsement by IEC of the trade names
holder or any of its products. Compliance does not require use of the registered trade name. Use of the trade
names requires permission of the trade name holder.
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Two different device integration technologies exist: the Electronic Device Description Language
(EDDL) in accordance with IEC 61804 and the Field Device Tool (FDT®) in accordance with
IEC 62453. While these technologies take different approaches to solve the problem, there is a
lot of overlap between them. This has led to a situation where the technologies compete instead
of complementing each other. As a result, system suppliers have taken their positions, device
suppliers have had to double their efforts in order to support EDDL and FDT®, and the end
users have become frustrated because they want the best of both technologies.

For all parties involved, the ideal solution looks different. System suppliers want to achieve
robustness while assuring a high level of technology and platform independence. Device
suppliers want to support only one technology instead of two in order to reduce cost and effort,
and they want to provide the optimal means for operating their devices. End users want to fvoid
false| investments and therefore demand only one future-proof solution that offers “all the
advantages of the competing technologies.

4.2 | Electronic Device Description Language (EDDL)

The Electronic Device Description Language (EDDL) is a language for describing the behjavior
of figld devices. It enables systems to configure, calibrate, troubleshget; and operate a|field
devide without any prior knowledge of the device.

Devige descriptions written in EDDL describe the capabilities of\the field device; it is up tp the
systgm to determine how to utilize these capabilities. These deviCe descriptions enable systems
to acpess all the data and properties of all devices, which simplifies the maintenance, support,
and gperation of the devices. It works well for small handheld applications and large integrated
automation systems. It works well for embedded systems and systems running on commercial
operating systems.

With [EDDL, the device supplier can organize the device's data, properties, and procedurgs for
accegs by the end user. This provides thé system guidance in dynamically creating a|user
interJace for the device. The capabilities of'this user interface can vary significantly for different
clasdes of devices, and it can be as simple or complex as the device being described.

In thg early 1990s, the first versiogn 6f EDDL was created and was used to describe HART] field
devides. In 1996, the EDDL was-used to describe FOUNDATION Fieldbus devices. Then in 2000,
it was used to describe PROFIBUS devices. All three versions of EDDL can trace their linage
back(|to the original HART, version. Therefore, all three versions are largely the same, with gome
diffenrences due to differences in the underlying communication protocols. EDDL | was
standardized first as-part of IEC 61804-3 and IEC 61804-4 in March 2004.

4.3 | Field Device Tool (FDT®)

and the’systems. It provides independence from the communication protocol and establishes a
clearlboundary between the software provided by the device supplier and the software proyided
by the system supplier.

FDT?is aniinterface specification that standardizes the interface between the device soffware

In FDT®, field devices are delivered with a device-specific software component called a Device
Type Manager (DTM), which is only functional when used in conjunction with an FDT®-specific
environment called a "frame application". A frame application interacts with a DTM through a
set of standard FDT® interfaces.

A device supplier can develop a DTM for each of its devices, or it can develop a DTM for a
group of devices. A DTM can be used to access Device Parameters, configure and operate the
device, and diagnose problems. A DTM can range from a simple Graphical User Interface (GUI)
for setting Device Parameters to a highly sophisticated application for performing complex
calculations for diagnosis.
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DTMs can be nested in order to support Modular Devices. The nesting of DTMs also allows
multi-level communication hierarchies to be supported. Devices routed through different bus
protocols can be connected through standard interfaces. A device DTM just has to support its
own communication protocol. Gateway DTMs that connect to the device DTM handle protocol
transformation.

The FDT® specification supports a variety of bus protocols, for example: PROFIBUS, HART,
FOUNDATION Fieldbus, Interbus, AS-interface, |O-Link, DeviceNet, and PROFINET 10.

4.4
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rehensive set of setvices provided by OPC UA enables the "how" of system integration.

UA also provides the basic building blocks of the "what" of system integration by def
tensible object niodel. Other standards bodies, vendors, and end users can extend
t model to achieve a tight integration between system components.

UA is standardized in IEC 62541.

ining
this

5 Architecture

5.1

Overview

The FDI architecture consists of FDI Packages, FDI Clients, and FDI Servers as shown in
Figure 1.
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e Device Definition — Core definition of the device that is used by an FDI Server to create the
Information Model.

e Business Logic — Ensures the integrity of the Information Model.

e User Interface Description — Declarative user interface that is rendered by an FDI Client via

a

UID Interpreter.

e User Interface Plug-in — Optional programmed user interface that is hosted by an FDI Client.

The Device Definition and Business Logic are used exclusively by an FDI Server. The User
Interface Description is processed by the FDI Server and transferred to the FDI Client. User
Interface Plug-ins are not processed by the FDI Server, beyond what is necessary to deliver

them

to the FDI Client.
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The Device Definition, Business Logic, and User Interface Description are completely platform
independent. User Interface Plug-ins shall be targeted at a specific run-time environment.
Distinct User Interface Plug-ins can be developed for different run-time environments, but a
specific User Interface Plug-in will only run on a single run-time environment.

The content of an FDI Package is specified in IEC 62769-4.

5.3 FDI Client

FDI Clients interpret and render descriptive user interface contents (UID, Device Parameter
values and so on) that are delivered to an FDI Client via the Information Model of an FDI Server
in a gpecified format and through defined services. Interpretation of the EDD portion of an FDI
Packpge however is only done in the FDI Server. In addition, FDI Clients also host |User
Interface Plug-ins.

The pnvironment for hosting User Interface Plug-ins consists of four sets-'of 'services|: the
Hosting Services, the UIP Services, the User Interface Services, and the”Device Adcess
Services.

e The Hosting Services provide the means by which a User Interface Plug-in interacts with
the FDI Client.

e The UIP Services provide the means by which an FDI Client can activate, control{ and
shutdown the User Interface Plug-in.

e The User Interface Services provide the means by which a User Interface Plug-in accgsses
the operating system specific Platform Ul Servic€s) ‘which provide access to the scfeen,
byboard, mouse, and so on.

=

e The Device Access Services provide the means by which a User Interface Plug-in accgsses
the Information Model in an FDI Server.

The behavior of an FDI Client is specifiedsin IEC 62769-2.

5.4 FDI Server

FDI Bervers provide FDI Clientsiaccess to information about Device Instances and Device
Typep regardless of where thée'information is stored, for example, in the device itself of in a
data [store. This information can be provided via OPC UA services.

The Information Mogdel-specifies the entities that can be accessed in an FDI Server, inclliding
their |properties, their' relationships, and the operations that can be performed on them) The
Inforination Maodel:is driven largely by the Device Definitions in FDI Packages. The Informjation
Modg¢l is basgd on the Information Model specified in the OPC UA Devices Specification.

The EDF Server invokes the Business Logic in FDI Packages as entities in the Information Model
are alccessed. One of the main purposes of the Business Logic is to keep the Information Model
consistent.

The Business Logic Interface is the means by which Business Logic is integrated with the
Information Model. This interface consists of a set of well-defined Business Logic entry points,
which can be used by the Information Model to invoke Business Logic, and a set of well-defined
Information Model entry points, which can be used by the Business Logic to access the
Information Model.

An FDI Server shall support all elements of an FDI Package.

Some of the information managed by an FDI Server shall be stored persistently. The means by
which this data is stored is server-specific.
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The behavior of an FDI Server is specified in IEC 62769-3, and the Information Model is
specified in IEC 62769-5.

5.5 FDI Communication Server

An FDI Server inherently knows how to communicate with devices via the communication
hardware it natively supports. In addition, an FDI Communication Server can be used to extend
the devices that the FDI Server can communicate with. An FDI Server communicates with an
FDI Communication Server via standard communication services that are specified in
IEC 62769-7.

5.6 | User Interface tiering

There are three tiers of user interfaces that can be developed using FDI.

The lowest tier is a User Interface Description based user interface. This kind.0f, User intefface
is completely defined by a User Interface Description. It is the easiest user, interface to create,
but if also has the most limitations. This kind of user interface is sufficient.for relatively simple
devides.

The $econd tier is a User Interface Plug-in based user interface. This kind of user interfgce is
defingd via the combination of a User Interface Description and’ one or more User Intefface
Plug{ins. This is a more complicated user interface to build\since it involves some soffware
development, but it also can produce a more sophisticated*user interface. This kind of|user
interflace is required for some complex devices.

Descriptions and User Interface Plug-ins may énly access a single device. This kind of|[user

The;}hird tier is an FDI Client. An FDI Client may access multiple devices, while User Intefface
interface is required when access to multiple déevices is required.

5.7 | FDI security considerations

FDI is used between components inthe operation of an industrial facility at multiple levels:{from
highHJevel enterprise management- applications accessing device data to low-level direct
procegss control of a device. Suc¢h'a system may be an attractive target for industrial espiojnage
or sapotage, and may also beyexposed to threats through untargeted malware such as wjorms
circulating on public networks. Corrupted device configurations could result in financial logses,
affect employee and public safety, or cause environmental damage.

FDI relies on many. other systems within the industrial facility. The FDI Clients and Serverg are
installed on IT/systems. Standard communication protocols such as OPC UA and field bus
protdcols arg used for communication between the FDI Clients and the FDI Server as wg¢ll as
between the-FDI Server and the devices. Therefore, FDI security should work within the oyerall
Cybdr Security Management System (CSMS) of a site. A CSMS typically addresses threats,
analyses’the security risks and determines what security controls the site needs.

Resulting security controls commonly implement a "defence-in-depth" strategy that provides
multiple layers of protection and recognizes that no single layer can protect against all attacks.
Boundary protections may include firewalls, intrusion detection and prevention systems,
controls on dial-in connections, and controls on media and computers that are brought into the
system. Protections in components of the system may include hardened configuration of the
operating systems, security patch management, anti-virus programs, and not allowing email in
the control network. Standards that may be followed by a site include the IEC 62443 series and
IEC TR 62351-10.

The system owner that installs FDI Clients or Servers should analyse its security risks and
provide appropriate mechanisms to mitigate those risks to achieve an acceptable level of
security.
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Developers of FDI Clients and Servers should analyse security threats to the system and
implement appropriate countermeasures. The threats and appropriate countermeasures
depend on the technologies used for implementation and fall outside the scope of the FDI
specification.

5.8 Redundancy

Redundancy is system specific and managed by the automation system. FDI Packages are
specified without regard to redundancy. User Interface Descriptions and User Interface Plug-ins
have no knowledge about the redundancy of the devices they are associated with.

6 Deployment

6.1 Overview

The FDI specification does not mandate a specific deployment strategy. However, a typical
deplgyment scenario is shown in Figure 2. The shaded boxes correspond*to the components
descfibed in 5.2, 5.3, 5.4, and 5.5.
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Figure 2 — Typical deployment scenario
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6.2 Engineering, operator and maintenance stations

The engineering, operator and maintenance stations are part of an automation system through
which users engineer, operate and maintain their plant. One or more FDI Clients can be running
on these stations. These FDI Clients are full-featured clients that can interpret User Interface
Descriptions and execute User Interface Plug-ins.

6.3 FDI Server

An FDI Server is provided as part of the automation system. FDI Packages are installed on the
FDI Server. The FDI Server serves up information from the FDI Packages to the FDI Clients.

The $upplier of the automation system can provide both an FDI Server and one or morg FDI
Clients. These FDI Clients can communicate with the FDI Server through proprietary_ protgcols;
howgver, if the FDI Server supports third-party FDI Clients it shall support OPC UA.

The FDI Server is usually distinct from the servers that provide run-time datato the operator,
engineering, and maintenance stations.

6.4 FDI Communication Servers

An FDI Communication Server can be embedded within a Comrunication Device or cgn be
provided via a separate server as shown in Figure 2.

6.5 Device Tools

A De)ice Tool is a standalone application that contains both an FDI Client and an FDI Sgrver.
The DI Packages supported by the Device Tool-are installed along with the Device Tool,

6.6 | Third-party Tools

Third-party Tools are applications that’contain an FDI Client and communicate with the
automation system’s FDI Server. While these tools can be provided by the supplier of the
autormnation system, they are often ‘provided by other vendors.

6.7 Handheld Tools

Handheld Tools are applications running on handheld devices. Handheld Tools cap be
implgmented as a Device Tool, where an FDI Client, an FDI Server, and FDI Package$ are
installed on the handheld device. Handheld Tools can also be implemented as a third-party tool
wherg only an EDRClient is installed on the handheld device.

6.8 Genetric OPC UA Clients

WhemnanFDI Serveris an OPC UA Server (see 6.3), generic OPC UA Clients with no knowledge
of F%mmmmmw the

Information Model. In particular, the lack of understanding of User Interface Descriptions and
User Interface Plug-ins prevents them from rendering an FDI-based user interface.

7 FDI Host

71 Overview

FDI Hosts are combinations of FDI Client and FDI Server applications capable of consuming
FDI Packages. FDI Hosts are used to access Device data (typically Field Device and
Communication Device Parameters) through User Interfaces or directly and may allow the
modification of the Device data. FDI Hosts are subjected to FDI Host Conformance Tests.
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There are several possibilities of how FDI Hosts may be structured. Subclauses 7.2 and 7.3 list
the different FDI Host Variants, Entities and so-called Facets.

7.2

FDI Host Variants and Entities

There are different ways to implement and structure an FDI Host:

e FDI Host (Single User)
Deployed to a single device (e.g. notebooks, mobile computer). Only a single user can work
with the host at a time. Typical examples are so called Device Tools, standalone device

m

anagement applications and handheld devices.

e FPI Host (Multi User)
stalled on a single device but potentially also on several devices (e.g. Client/Server

In

1q

afchitecture). Multiple users are allowed to use the FDI Host at a time. Concurrent aqg

ekamples are distributed host systems and asset management systems.
DI Client (OPC UA)

device data and the concurrent use of User Interfaces is normal to those-hosts. Ty

F
A
S
a
FDI Host (Multi User) variant.
F
T
n
v

h FDI aware client application usually provided separately from a DCS"(Distributed Cqg

h FDI Host supporting the FDI Information Model Facet (see 7.3),and is only possiblg

DI Communication Server

requires an FDI Host supporting the FDI Communication Server Facet.

FDI Host Facets

cess
pical

ntrol

ystem) and typically provided from a different vendor. This FDI Client application requires

with

his server application is used to connect communication hardware to a communication
ptwork (as so called network entry point). The FDI £ommunication Servers are integfated
a FDI Communication Packages but the software as such comes separately pr is
implemented embedded into the communication“hardware. The FDI Communication Server

Optignal aspects can be added to FDI Host'implementations, extending the host with addifional

capapilities (see Table 1 and Table 2).

DI Information Model Facet

F
Ah FDI Host implementing.this facet is required to provide an FDI Information Model as per
B

EC 62769-5 and to support OPC UA as a communication mechanism between FDI Se
nd Client applications: The host therefore allows using FDI Client (OPC UA) applicat

I

a

FPI Communication\Server Facet

The capabilities ©f'this facet allow the FDI Host to use FDI Communication Servers. T
gfant access_to.communication networks, via Communication Devices that can no
integrated into"an FDI Host via FDI Communication Packages as per IEC 62769-7
IEC 62769-4.

Table 1 — FDI Host Variants and possible Facets

rvers
ons.

hose
W be
and

FDI Host Variants Information Model Facet Communication Server Facet
Single User — X
FDI Host
Multi User X X
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Table 2 — FDI Host Facets and related FDI Entities

FDI Entities Information Model Facet Communication Server Facet
FDI Client — X —
(OPC UA)
FDI — — X
Communication
Server

8

8.1

Overview

The [FDI life-cycle model defines how different versions of FDI Clients, FBI] Servers
Packpges, and devices can co-exist within a given system over time. The médel is focuse

the

apility to add FDI Packages to a system without having to update FDI Clients or FDI Ser

The model supports the life-cycle model of devices, which includes adding, upgrading
replaicing devices in a system.

The life-cycle model is based on the following principles.

Every FDI Client, FDI Server, and FDI Package shall have an FDI version number.
version number shall be the version of the FDI specificdation to which the client, serv¢
package was built. The major revision of all clients/servers, and packages in a given sy
shall be the same.

flany specification referenced by the FDI specification changes, the revision of thg
becification shall change.

he version of the underlying technology-shall be independent of the FDI version.

he FDI version supported by a spécific FDI Client, FDI Server, or FDI Package c3
Leried.

Pl Package can be queried._Version queries can be used to determine interoperability

s
T
T
q
The version of the underlying technology supported by a specific FDI Client, FDI Serv
E)mpatibility between FDI Clients, FDI Servers, and FDI Packages.

T

A summary of the FDItife-cycle concept is given in Annex A.

8.2

Identification mechanism

Universallysunique identifiers (UUID) shall be used to uniquely identify entities within the
see ISQ/EC 11578.

he algorithm for associating an FDI Package with a physical device is protocol-specii

FDI
bd on
vVers.
and

This
Br, or
stem

FDI

n be

Br, or
and

Cc

FDI,

A UUID is a 16-byte number that is usually expressed as a sequence of 32 hexadecimal digits,
displayed in 5 groups separated by hyphens, in the following form:

XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

The following regular expression more precisely specifies the format of a UUID:

~(\{{0,1}[0-%9a-fA-F]{8}-[0-9a-fA-F]{4}-[0-9a-fA-F]{4}-[0-%9a-fA-F] {4}-[0-9a-fA-

F]{

123\}{0,1}1)$
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8.3 Versioning mechanism
8.3.1 Version levels
8.3.1.1 Overview

The following pattern shall be used for all version numbers:

<major release>.<minor release>.<revision>-<build number>

Subc
versipns. Some installations, for example in regulated industries, may require different handling.

8.3.1.2 Major release

necepsity for those changes can be technology motivated, for example, an incompatible change
of inferfaces. They can also be strategically motivated, for example, the-introduction of g new
genefation of existing elements.

Sign:Ecant changes have been made that are not compatible with previous majer releases| The

A majjor release coexists with other major releases of the same entity. The increment of a major
release requires the UUID of the affected entity to be changed,

8.3.1(3 Minor release (element upgrade)

A fully backward compatible functional extension ©1ias” been made, for example, by adding
features or functionality. No actions have to be taken to use the updated entity in the existing
envirponment. The entity fully interoperates with already deployed entities that might have lower
minof release numbers.

A minor release overwrites an already>deployed previous version of the same entity.,| The
increment of a minor version number shall not impact the UUID of the affected entity.

8.3.1[4 Revision (element update)

A fully backward compatiblescorrection or editorial change has been made, i.e. a changg that
does|not include any functional extensions. No actions have to be taken to use the updated
entity in the existing environment. The entity fully interoperates with already deployed entities
that might have lowérrevision numbers.

A redision overwrites an already deployed previous version of the same entity. The increment
of a flevision.number shall not impact the UUID of the affected entity.

8.3.1|.5 Build number

The build number shall not be exposed to the end user and shall only be used for internal
development purposes.

8.3.2 FDI Technology Version
8.3.21 General

The FDI technology as such has to be versioned to make sure that all individually developed
and provided elements are able to interoperate. The above described versioning mechanisms
and principles shall be applied to the FDI Technology Version.

The FDI Technology Version is directly and indirectly influenced by several factors such as
interface changes/adjustments, behavior changes/adjustments, and changes of underlying
technologies (referenced specifications).
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FDI components shall check the FDI Technology Version of connected components or FDI
Packages to be consumed to ensure that both have the necessary FDI specific capabilities and
are therefore able to interoperate.

An FDI Server, for example, is implemented following a specific FDI Technology Version and
therefore supports all FDI Packages following the same version or lower. FDI Clients can
typically be connected to FDI Servers that are implemented following the same FDI Technology
Version or higher.

The following indicate the FDI Technology Version they support:

e FPI Client (see IEC 62769-2);

e FPI Server (see IEC 62769-3);

e FPI Package (see IEC 62769-4);

. ser Interface Plug-in (see IEC 62769-4).

FDI Technology Version

N

FDI e
Technology technology and

mapping O cepts

Implementation technologies \\Qnterfaces
Operating system :::% State machines

a8
h\‘*-"
b

Referenced
technologies

Descriptive technologies (EDDL)
Rackaging technology (OPC)
Data structure and communication (OPC UA)

IEC

Figure 3 — FDI Technology Version dependencies

Figude 3 (shows the influencing factors on the FDI Technology Version which are fyrther
descfibed in 8.3.2.2 to 8.3.2.4.

8.3.2.2 FDI core technology and concepts

The FDI core technology and concepts are defined in all referenced parts of this specification.
The specified interfaces, behaviors, state machines, and concepts have to be implemented in
accordance with this specification to ensure interoperability of FDI components.

Changes to the specification documents, such as fixing typographical errors, rephrasing to
increase the clarity of the document, and other similar changes shall lead to an increment of
the revision of the FDI Technology Version.

Changes to the FDI core technology and concepts to improve the technology or to extend the
feature set that are fully backward compatible shall lead to an increment of the minor release
of the FDI Technology Version.
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If non-backward compatible changes are necessary, a new generation of the FDI technology

shall

be created by incrementing the major release of the FDI Technology Version.

Issue reporting processes concerning FDI core technologies are described in Annex B.

8.3.2

3 Technology mapping

FDI components can be implemented using different implementation technologies and can also
run on multiple platforms and operating systems. The details of those technologies are specified

in IEC 62769-6.

Upddtes to mapped technologies shall not lead to an increment of the revision of .thg FDI
Techhology Version.

The |minor release of the FDI Technology Version shall be incremented-‘wWhen mapped
technologies are upgraded without disturbing the interoperability and the proper executipn of
FDI |components, for example, fully backward compatible operating system changgs or
introdluction of additional implementation technologies, platforms, or opetating system vergions
suppprted.

Incompatible changes or the discontinuing of mapped technologies shall lead to a|new

gene

8.3.2

The
spec
the s

IEC ¢
comy

Updg
Tech

Ifar

also
techn

Gene
gene
incre

ration of FDI and an increment to the major release of the/EDI Technology Version.

.4 Referenced technologies

FDI technology references technologies whichc/are used to make possible and support

onents using different versions is not permitted.

tes to referenced technologies~shall not lead to an increment of the revision of the
hology Version.

fied functions and concepts of FDI. Those referenced technologies are maintained outside
cope of FDI.
2769-6 lists the versions of the .specifications referenced. Implementation of

FDI
FDI

cferenced technology specification is changed, the new version of the specification|shall
be atfopted into FDI if those changes are fully backward compatible and those improvements

ncrease the value-of FDI. The decision to adopt a new specification version of a refergnced

ology shall lead-to an increment of the minor release of the FDI Technology Version

rationsis fully compatible with the previous generation. These changes shall lead fo

ment.of the minor release of the FDI Technology Version but not to the major reIeasT.

Table 3 summarizes influences on the FDI Technology Version.

ration ¢changes of referenced technologies shall only be adopted by the FDI if this

an
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Table 3 — Summary of influences on the FDI Technology Version

Influence

FDI Technology Version — Version level

Revision

Minor

Major

FDI core technology and
concepts

Editorial

Extend interfaces
Extend functionalities

Generation change by
introducing non
backward compatible
functions or by removing
existing aspects

technology fully
backward compatible
and increasing value

Technology mapping n/a Upgrade, fully Incompatible changes or
compatible extensions or | discontinuing of mapped
3UIIUIat;UIIO Uf III(J'J'JUGI tUUhIIU:UH;UO
technologies

Referenced technologies n/a Change if new reference | n/a

At legst two succeeding major FDI Technology Versions (the latest and'thé previous genenation
of F}I) shall be supported in parallel as part of a single FDI Host installation. Support means
that FDI Server(s) and FDI Client(s) implement the specifics_ofithe supported technology
versipns and also accept the import of FDI Packages based onthose FDI Technology Verdions.

8.3.3 Forward compatibility

8.3.3.1

Version combinations to be handled

FDI Packages are designed to a specific FDL.Technology Version that is reflected in the
FdiVérsionSupported property of the respective FDI Package (see IEC 62769-6). FDI Servers

and KFDI Clients are also designed to a specific FDI Technology Version.

Tabl¢ 4 specifies the combinations of“FDI Package and FDI Client/Server that shall be

suppprted. Subclauses 8.3.3.2 to 8.3.3.6 describe how each use case shall be handled.

Table 4 —- Combinations of Minor Versions that require special handling

FDI Technology Version — Minor version

Component
< FDI Package = FDI Package > FDI Package
FDI Berver Deployment No special handling Rules of backward
. needed compatibility, no spgcial
IM Creation handling needed
Business Logic
Execution
User Interface
Description
FDI Client Visualization (UID) No special handling Rules of backward
. needed compatibility, no special
UIP Execution handling needed
8.3.3.2 Deployment

FDI Packages can be deployed to FDI Servers even if the FDI Package’s FDI Technology
Version is higher than the FDI Server’'s FDI Technology Version. An automatic blocking
mechanism for such FDI Packages is prohibited. During the deployment process the user shall
be clearly informed when an FDI Package with a higher version than is supported by the FDI

Server is being deployed.
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8.3.3.3 Information Model creation

The Information Model nodes are created on the basis of the EDD provided by the FDI Package.
If there are EDD constructs that are not known to the FDI Server, the creation of the Information
Model shall be cancelled since it cannot be ensured that the FDI Package can be properly
imported and that a consistent Information Model can be created. The FDI Server shall provide
mechanisms to inform the user about the incompatibility.

8.3.34 Business Logic execution

Busmess Log|c is executed by the FDI Server to create nodes in the Informatlon Model and to

functjons) that are not known to the FDI Server the execution of the Busmess Loglc shall be
canceglled since it cannot be ensured the Business Logic will not endanger the integrity af the
Inforination Model. The FDI Server shall provide mechanisms to inform the user“about the
incompatibility.

8.3.3l5 User Interface Description/Visualization

User|Interface Descriptions are created from EDD information and sentto the FDI Client by the
FDI $erver. If the FDI Client’s UID Interpreter is not able to interpret,and/or visualize a pgrt of
the UID the user shall be informed, for example, by showing an empty control with an embejdded
question mark.

8.3.3.6 UIP execution

The forward compatibility of User Interface Plug-iosvdepends on the forward compat|bility
capapilities of the underlying implementation technology, see IEC 62769-6.
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A.1 General
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Annex A
(informative)

-cycle concept summary

All aspects of the FDI technology supporting a stable and secure life cycle of FDI-based
products are essential part of the technology itself. Therefore, the different parts that can be

called—anFEDl life-cycleconceptare——spread—around-the different specificationparts—Angex A
summarizes the most relevant aspects as a reference.
A.2 | Life-cycle relevant topics (references)
Tablge A.1 and Table A.2 provide the life-cycle aspects.
Table A.1 - Life-cycle aspects as part of the FDI technology
Aspect FDI specification"document Reference
FDI Package Version and dependencies IEC 62769-4:2020 (FDNPackages) Clause 6
FDI Packages scale with the described devices | IEC 62769-4:2020 (EDI Packages) Clause 4
FDI Technology Version IEC 62769-1:2020 (Overview) Clause 8§
Open and defined Information Model IEC 62769-5:2020 (FDI Information Model) Clause 7]
Refefenced technologies IEC 62769-6:2020 (FDI Technology Mapping) | Table 1
Supported Firmware revisions of the FDI IEC62769-4:2020 (FDI Packages) Annex E
PacKage
Supported UIP revisions of the FDI Package IEC 62769-4:2020 (FDI Packages) Annex E
TecHhnologies directly used by FDI IEC 62769-6:2020 (FDI Technology Mapping) | Clause 4
Versjoning concept for FDI components IEC 62769-1:2020 (Overview) Clause 8§
FDI Package Registration Certification and IEC 62769-4:2020 (FDI Packages) Clause 7]
signing mechanisms
Typigal Use Cases during the\life cycle IEC 62769-4:2020 (FDI Packages) Annex G
Table A.2 — Life-cycle aspects as part of products and services
provided with the FDI technology
Aspect Product & Service
FDI Rackage Conformance Testing FDI Conformance testing services provided by protocol foundatiohs

FDI Host Conformance Testing

FDI Conformance testing services provided by protocol foundations

FDI common EDD binary format

EDDL Encoded File Format specification implemented in FDI

Common Host Components

FDI Standard Host components

FDI Common Host Components provided by the protocol foundations

Single registered FDI Package per
firmware revision supported

Ensured via FDI Conformance testing services provided by the

protocol foundations

FDT® Interoperability

FDI.dll provided by the protocol foundations

Harmonized EDDL
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Annex B
(informative)

Issue reporting

FieldcommGroup strives to maintain the highest quality standards for its published
specifications; hence they undergo constant review and refinement. Readers are encouraged

to report any issues here:

http://go.fieldcommgroup.org/support
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

INTEGRATION DES APPAREILS DE TERRAIN (FDI) -
Partie 1: Vue d'ensemble
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FC elle-méme ne fournit aucune attestation.)de conformité. Des organismes de certification indépe
rnissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marqu
hformité de 'lEC. L’IEC n'est responsabled'aucun des services effectués par les organismes de certifi
épendants.

cune responsabilité ne doit étreNimputée a I'lEC, a ses administrateurs, employés, auxiliaires ou manda
ompris ses experts particulier§ et les membres de ses comités d'études et des Comités nationaux de
ur tout préjudice causé en’cas de dommages corporels et matériels, ou de tout autre dommage de q
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I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L'IEC a paour’objet de
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La N X
leur intégration dans les systémes de l'entreprise, du comité d'études 65 de I''lEC: Mesure,
commande et automation dans les processus industriels.

itifs et

Cette deuxiéme édition annule et remplace la premiére édition parue en 2015. Cette édition
constitue une révision technique.
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Cette

édition inclut les modifications techniques majeures suivantes par rapport a I'édition

précédente:

a) prise en charge de I'extension de protocoles génériques qui vise a accélérer I'adoption

d!
b) la

autres technologies;

signature numérique comprend désormais un horodatage de confiance pour la validation

sur le long terme du paquetage FDI;

c) prise en charge de nouveaux protocoles.

Le texte de cette Norme internationale est issu des documents suivants:

FDIS Rapport de vote
65E/758/FDIS 65E/768/RVD

Le ralpport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant

abou

Ce dpcument a été rédigé selon les Directives ISO/IEC, Partie 2.

Une
des 4

Le cd

e supprimé,

e amendé.

i a I'approbation de cette Norme internationale.

iste de toutes les parties de la série IEC 62769, publiées, sous le titre général Intégnation

ppareils de terrain (FDI), peut étre consultée sur le sitesweb de I'lEC.

mité a décidé que le contenu de ce document ne sera pas modifié avant la date de stgbilité
indigpée sur le site web de I'lEC sous "http://webstoresiec.ch” dans les données relativg
document recherché. A cette date, le document sera

conduit,

mplacé par une édition révisée, ou

bor

cett

IMPORTANT - Le logo ‘colour inside’ qui se trouve sur la page de couverture de cette

lication indique quielle contient des couleurs qui sont considérées comme utiles a une
nhe compréhension de son contenu. Les utilisateurs devraient, par conséquent, imprir
e publication‘en utilisant une imprimante couleur.

S au

ner
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INTRODUCTION

La série IEC 62769 est publiée sous le titre général "Intégration des appareils de terrain (FDI)"
et comporte les parties suivantes:

— Partie 1: Vue d'ensemble

— Partie 2: Client FDI

— Partie 3: Serveur FDI

— Partie 4: Paquetages FDI

Partre-5Modetedinformation bt
Plartie 6: Mapping de technologies FDI
Plartie 7: Appareils de Communication FDI
Plartie 100: Profils — Extensions de protocoles génériques
Plartie 101-1: Profils — Foundation Fieldbus H1
— Ppartie 101-2: Profils — Foundation Fieldbus HSE
Plartie 103-1: Profils — PROFIBUS
Plartie 103-4: Profils — PROFINET
Plartie 109-1: Profils — HART et WirelessHART
Plartie 115-2: Profils — Définitions spécifiques au protocole pour Modbus-RTU
Plartie 150-1: Profils — ISA 100.11a
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INTEGRATION DES APPAREILS DE TERRAIN (FDI) -

Partie 1: Vue d'ensemble

1 Domaine d'application

La présente partie de I'lEC 62769 décrit les concepts et donne une vue d'ensemble des
spéc{fications d'intégration des appareils de terrain (FDI). La motivation détaillée por.ur la

créafion de cette technologie est également décrite (voir 4.1). La lecture du présent document

est utile pour comprendre les autres parties de cette norme en plusieurs parties.

2 Reéférences normatives

Les documents suivants sont cités dans le texte de sorte qu’ils constitGent, pour tout ou partie
de lgur contenu, des exigences du présent document. Pour lescréférences datées, seule
I’éditlon citée s’applique. Pour les références non datées, la dernieré édition du documept de
référence s'applique (y compris les éventuels amendements).

IEC TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts (disponible en
anglais seulement)

IEC 62541-3, Architecture unifiée OPC — Partie 3xModéle d’espace d'adressage
IEC ©2541-4, Architecture unifie¢e OPC — Pautie’4: Services
IEC ©€2541-5, Architecture unifiee OPC.&Partie 5: Modele d'Informations

IEC 62541-100, Architecture unifiee-OPC — Partie 100: Interface d'appareils

3 Termes, définitions, termes abrégés et conventions

3.1 Termes et définitions

Pour| les besoins\*du présent document, les termes et définitions de I'lEC TR 62541-1,
I'EC|62541-3,-(IMEC 62541-4, [I'lEC 62541-5, I'lEC 62541-100, ainsi que les suivfants,
s'appliquent.

L'ISQ et/IEC tiennent a jour des bases de données terminologiques destinées a étre util{sées
en normalisation, consultables aux adresses suivanies.

e |EC Electropedia: disponible a I'adresse http://www.electropedia.org/

e |SO Online browsing platform: disponible a I'adresse http://www.iso.org/obp

3.11

intégration des appareils de terrain

FDI

technologie d'intégration d'appareils et de gestion d'appareils, qui combine les concepts et les
aspects technologiques fondamentaux du langage de description d'appareil
électronique (EDDL — Electronic Device Description Language) conformément a I'lEC 61804 et
de I'outil des appareils de terrain (FDT® - Field Device Tool) conformément a I'lEC 62453, ainsi
que dans I'lEC 62541-1 (OPC UA — Open Packaging Conventions Unified Architecture)
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La combinaison de ces différentes technologies éprouvées assure un cycle de vie sécurisé et la

capacité de répondre a tous les défis relatifs a I'intégration d'appareils et a la gestion d'appareils d'une maniére
évolutive.

Note 2 a l'article:

Integration".

3.1.2

action
procédure qui exige une collaboration entre un client FDI et un serveur FDI

élém
map

3.1.
inter
inter

3.1.5
app
appa

Note 1
3.1.6

poin
repré

L'abréviation "FDI" est dérivée du terme anglais développé correspondant "Field Device

nt descriptif d'un paquetage FDI qui spécifie la logique de comportement et/o
ing, spécifique a un appareil pour une Communication Imbriquée

ace de logique applicative
ace a travers laquelle la Logique Applicative est intégrée au Modele d'information

reil de communication
eil physique qui donne l'accés aux réseaux et aux appareils

a l'article: Les passerelles et les routeurs sont des exemples dlappareils de communication.

de connexion
sentation logique d'une connexion entre un:point d'extrémité de communication g

réseau de communication

3.1.7
serv
ense
d'Infd

3.1.8
défin

elém

3.1.9

ces d'accés a l'appareil
mble de services a travers lesquels un Plugiciel d'Interface Utilisateur accéde au M
rmation d'un serveur FDI

ition d'appareil
ent exigé d'un Paquetage FDI qui fournit la définition de base d'un appareil

instgnce d'appareil

repré

3.1.1

sentatiomd'un appareil spécifique dans le Modele d'Information d'un Serveur FDI

0

u de

bt un

bdéle

outil

d'appareil

application autonome qui contient un Client FDI et un Serveur FDI

3.1.1

1

topologie d'appareils
agencement de réseaux de communication et d'appareils qui forme un réseau

3.11
type

2
d'appareil

représentation d'un type d'appareil dans le Modéle d'Information d'un Serveur FDI
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3.1.13

client FDI

composant logiciel qui utilise le Modéle d'Information, interpréte les descriptions d'interface

utilisateur et héberge les plugiciels d'interface utilisateur

3.1.14
serveur de communication FDI
serveur OPC UA utilisé par un serveur FDI pour accéder aux réseaux non natifs

3.1.15
paquetage FDI
ensemble de composants qui fournit toutes les informations nécessaires a l'intégration| d'un

type d'appareil dans un systéme

3.1.1
serveur FDI

com

posant logiciel qui met en ceuvre le Modéle d’Information, exécute la Logique Applidative

et cqmmunique avec l'appareil par I'intermédiaire d’'une Communication Native et/oul une

Communication Imbriquée

3.1.1f7
version de technologie FDI

num

3.1.18
services d'hébergement

¢ro de version qui s'identifie a une révision spécifique de Fensemble de la technologi¢ FDI

ensemble de services a travers lesquels un Plugiciel d'Interface Utilisateur interagit avec un

Client FDI

3.1.19
modele d'information
ensemble d'objets, de variables et de-méthodes exposé par un Serveur FDI

3.1.2
appareil modulaire
appareil qui se compose d'un‘ou plusieurs sous-appareils

3.1.20
communication native

com

3.1.22
comrFunication imbriquée

com

munication.avec des appareils qui font partie intégrante du systéme

uniCation avec des appareils a travers une série d'appareils de communication

3.1.23

donnée hors ligne

information d'un appareil maintenue par un serveur FDI qui est stockée dans une base de
données spécifique a un Serveur FDI

3.1.24

donnée en ligne

information d'un appareil maintenue par un Serveur FDI qui est récupérée a partir d'un appareil
physique
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3.1.25

serv
serv

ices d'interface utilisateur
ices d'Ul

2021

ensemble de services a travers lesquels un Plugiciel d'Interface Utilisateur accéde au systéme
d'exploitation

Note 1 a I'article: L'abréviation "UI" est dérivée du terme anglais développé correspondant "User Interface".

3.1.26

serv
serv
servi

3.1.27

ices d'interface utilisateur de la plate-forme
ices d'Ul de la plate-forme

cac dlintarfaca utilicataner forlirnic nativamant nar In cvcotima d'avinlaitatian
eSOt o Ce—utmoat e U o U roratry oot par 1oy oteTr e CXproratTom

desclription d'interface utilisateur

uiD
élém
utilis

ent descriptif d'un paquetage FDI qui est utilisé par un Client FDI pour restituer I'inte
hteur

Note 1 a l'article: L'abréviation "UID" est dérivée du terme anglais développé-corfespondant "User int
Description".

3.1.2

interpréteur de description d'interface utilisateur
interpréteur d'UID

composant logiciel dans un Client FDI qui restitue les¢descriptions d'interface utilisateur et
invoque des actions

3.1.2

plug|ciel d'interface utilisateur

UIP

élément exécutable d'un paquetage FDI gqui est exécuté par un Client FDI

Note 1 a l'article: L'abréviation "UIP" est"dérivée du terme anglais développé correspondant "User Int
Plug-ip".

3.1.30

services de plugiciel d'interface utilisateur

services d'UIP

ensemble de services a‘travers lesquels un Client FDI interagit avec un plugiciel d'inte
utilisgteur

3.2 | Termes-de I'lEC TR 62541-1 (OPC UA)

Pour| les™ besoins du présent document, les termes et définitions suivants, tiré
I''EC|TR’'62541-1, s'appliquent.

rface

erface

erface

rface

AddressSpace (Espace d'adressage)
Attribute (Attribut)

Client

Method (Méthode)

Node (Nceud)

NodeClass (Classe de nceud)
Notification

Object (Objet)

ObjectType (Type d'objet)

Reference (Référence)
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3.3

Pour

s'apq

3.4

Pour

ReferenceType (Type de référence)
Server (Serveur)

Service Set (Ensemble de services)
Session

Subscription (Abonnement)
Variable

Termes de I'lEC 62541-3 (OPC UA)

liquent.

Aggregates (Agrégats)

ArrayDimensions (Dimensions de matrice)
AuditEvent (Evénement d'audit)
AuditUpdateMethodEvent (Evénement de méthode de mise a jout)d'audit)
BrowseName (Nom d'exploration)

ByteString (Chaine d'octets)

DataType (Type de données)

DataVariable (Variable de données)

Folder (Dossier)

HasComponent (Posséde le composant)
HasProperty (Posséde la propriété)

HasSubType (Posséde le sous-type)
HasTypeDefinition (Posséde la définition de type)
ModellingRule (Régle de modélisation)

Nodeld (ID nceud)

Property (Propriété)

UserAccesslevel (Nivelau d'accés utilisateur)
UserExecutable {Exécutable utilisateur)

Value (Valeur)

ValueRank\(Rang de valeur)

Termes de I'lEC 62541-4 (OPC UA)

les besoins du présent document, les termes et définitions suivants, tirés de I'lEC 625

s'apq

liguent.

41-4,

AddReferences (Ajout de références)
Browse (Explorer)

BrowseNext (Explorer le suivant)

Call (Appel)

CreateSession (Créer une session)
NodeManagement (Gestion de nceud)
Read (Lecture)

Request Header (En-téte de demande)
Response Header (En-téte de réponse)
StatusCode (Code de statut)
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UserldentityToken (Jeton identité utilisateur)
Write (Ecriture)

Termes de I'lEC 62541-5 (OPC UA)

Pour les besoins du présent document, les termes et définitions suivants, tirés de I'lEC 62541-5,

s'appliquent.

BaseObjectType (Type d'objet de base)

3.6

Pour
I''EC

3.7

DTM
EDD
EDD

FB
FDI
FDTS
GUI
n/a
OPC
OPC
PC
PNO

RPC

ul

PrnpnrtyTypn (Typn de prnpriété)
Termes de I'lEC 62541-100 (OPC UA pour Appareils)

les besoins du présent document, les termes et définitions suivants, tiré
62541-100, s'appliquent.

Block (Bloc)

Device (Appareil)
DeviceType (Type d'appareil)
Parameter (Parameétre)

Termes abrégés

UA

Device Type Manager (gestionnaire de type d'appareil)
Electronic Device Description (description d'appareil électronique)

de

Electronic Device Description Language (langage de description d'appareil

électronique)

Function Blocks (blocs fonctionnels)

Field Device Integration-(intégration des appareils de terrain)

Field Device Tool (outil d'appareil de terrain, voir I'lEC 62453)
Graphical User Interface (interface utilisateur graphique)

Non applicable

Open Packaging Conventions (conventions paquetages ouverts)
OPC Unified Architecture (architecture unifiée OPC, voir I''EC 62541)
Personal Computer (ordinateur personnel)

PROFIBUS Nutzerorganisation e. V. (est une organisation régionalg
consortium international PROFIBUS et PROFINET)

Remote Procedure Call (appel de procédure distante)

User Interface (interface utilisateur)

uiD
uIP

uulID

XML
ZVEI

User Interface Description (description d'interface utilisateur)
User Interface Plug-in (plugiciel d'interface utilisateur)
Universally Unique IDentifier (identificateur unique universel)
Extensible Markup Language (langage de balisage extensible)
Zentralverband Elektrotechnik- und Elektronikindustrie e. V.

du

Le logo FDT est une appellation commerciale de I'organisation a but non lucratif FDT Group AISBL. Cette

information est donnée a l'intention des utilisateurs de la présente partie de I'lEC 62769 et ne signifie nullement
que I'lEC approuve ou recommande le détenteur des appellations commerciales ou I'emploi exclusif de ses
produits. La conformité n'exige pas lI'utilisation de I'appellation commerciale enregistrée. L'utilisation des
appellations commerciales exige 'autorisation du détenteur des appellations commerciales respectives.
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3.8

Conventions

La mise en majuscules de la premiere lettre des mots au-dela de ceux définis dans les
Directives ISO/IEC, Partie 2 est utilisée dans la série IEC 62769 afin d'insister sur une
signification spécifique FDI. Elle est utilisée dans les cas suivants:

o T
e N
e N
e N

Les 4

4 (

4.1

Dang

fournisseurs différents doivent étre intégrés dans le systéme,-ce qui implique un

supp
résol

d'intégration des appareils.

Deuy technologies différentes d'intégration d'appareils: existent: le langage de descri
d'appareil électronique (EDDL) conformément a<VIEC 61804 et l'outil des appareil

terra

diffélentes pour résoudre le probléme, elles se‘recoupent largement, ce qui a provoqué

situa
cons

d0 rgdoubler leurs efforts afin de prendre*en charge les technologies EDDL et FDT®, ¢

utilis

technologies.

Pour

systg§mes souhaitent parvenir’a une certaine robustesse tout en assurant un haut nives

ermes définis

oms des Services définis dans I'lEC 62769-2

oms des éléments de Paquetage FDI définis dans I'lEC 62769-4

oms des éléments de Modéle d'Information définis dans I'lEC 62769-5

Iéments de langage EDD sont écrits en majuscules.

fontexte
Motivation
les systémes d’automatisation actuels, les appareils de terrain‘preposés par nomb

émentaire pour l'installation, la gestion des versions et I'exploitation de ces appareil
ution de ce probleme est facilitée en appliquant une¢sofution ouverte et normg

n (FDT®) conformément a I'lEC 62453. Bien que ces technologies adoptent des apprd

ion de concurrence entre elles et non une situation de complémentarité réciproqug
pquence, les fournisseurs de systémesvont pris position, les fournisseurs d'appareil

hteurs finaux se sont sentis 1ésésy car ils souhaitaient bénéficier du meilleur des

toutes les parties concernées, la solution idéale semble différente. Les fournisseu

e de
bffort
s. La
lisée

ption
5 de
ches
une
2. En
5 ont
t les
deux

s de
u de

technjologie ainsi que tindépendance entre plates-formes. Les fournisseurs d'appareils

souh
|'effo
appa
cons
conc

4.2

bitent prendre en-e¢harge une seule technologie au lieu de deux, afin de réduire le cqg
[t engagés. lls@Sauhaitent par ailleurs proposer les moyens optimaux pour exploiter

pquent qu’'une seule solution pérenne qui offre tous les avantages des technol
irrentes.

Kangage de description d'appareil électronique (EDDL)

at et
leurs

reils. Les utilisateurs finaux souhaitent éviter les faux investissements et n'exigent par

bgies

Le langage de description d'appareil électronique (EDDL) est un langage destiné a décrire le
comportement d'appareils de terrain. Il permet aux systémes de configurer, d'étalonner, de
dépanner et d'exploiter un appareil de terrain sans aucune connaissance préalable de
I'appareil.

Les descriptions d'appareils rédigées en langage EDDL décrivent les capacités de I'appareil de
terrain; il incombe au systéme de déterminer comment utiliser ces capacités. Ces descriptions
d'appareils permettent aux systémes d'accéder a toutes les données et les propriétés de tous
les appareils, ce qui simplifie la maintenance, la prise en charge et I'exploitation des appareils.
Cette méthode s’applique parfaitement aux petites applications nomades et aux larges
systémes d’automatisation intégrés, ainsi qu’aux systémes embarqués et aux systémes

fonct

ionnant sur les systémes d'exploitation commerciaux.
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Avec EDDL, le fournisseur d'appareils peut organiser les données, les propriétés et les
procédures des appareils pour I'accés par l'utilisateur final. Des recommandations relatives au
systéme sont ainsi fournies par la création dynamique d’une interface utilisateur pour 'appareil.
Les fonctionnalités de cette interface utilisateur peuvent varier considérablement d'une classe
d'appareils a une autre, et elle peut étre aussi simple ou aussi complexe selon la description
de l'appareil.

Au début des années 1990, la premiére version du langage EDDL a été créée et a été utilisée
pour décrire les appareils de terrain HART. En 1996, le langage EDDL a été utilisé pour décrire
les appareils FOUNDATION Fieldbus. Puis en 2000, il a été utilisé pour décrire les
appareils PROFIBUS. Les trois versions du langage EDDL peuvent toutes retracer leur lignée
a la version HART originale. Par consequent, Ces trois versions sont en grande parie les
mémepes, avec quelques différences dues a des différences dans les protocoles de
communication sous-jacents. EDDL a été normalisé tout d’abord comme une)partie de
I''EC(61804-3 et de I'lEC 61804-4 en mars 2004.

O 77

4.3 | Outil des appareils de terrain (FDT®)

FDTY est une spécification d'interface qui normalise I'interface entre le;logiciel de I'appareil et
les systémes. Cet outil offre une indépendance par rapport au protocole de communicatipn et
établjt une ligne de démarcation claire entre le logiciel proposé par,lle fournisseur d'appareils
et le Jogiciel proposé par le fournisseur du systéme.

Avec| la technologie FDT®, les appareils de terrain sont-livrés avec un composant logiciel
spécifique a l'appareil appelé "Gestionnaire de type d'appareil (DTM)", qui ne fonctionng que
lorsqu'il est utilisé avec un environnement spécifique FDT® appelé "application-cadre".| Une
applitation-cadre interagit avec un DTM a travers unensemble d'interfaces FDT® normalisées.

Un fournisseur d'appareils peut développer up,DTM pour chacun de ses appareils ou il|peut
développer un DTM pour un groupe d'appareils. Un DTM peut étre utilisé pour accédef aux
Parametres de I'Appareil, configurer et_exploiter I'appareil et diagnostiquer les problgmes.
Un DITM peut aller d'une simple Interface Utilisateur Graphique (GUI) pour le réglagd des
Parametres de I'Appareil a une application hautement sophistiquée pour effectuer des cglculs
complexes a des fins de diagnostic.

Les DTM peuvent étre imbriqués afin de prendre en charge les Appareils Modulaires.
L'imbrication de DTM permet également la prise en charge de hiérarchies de communicfation
multiniveaux. Les appareils acheminés a travers différents protocoles de bus peuvent| étre
connectés au moyen'd/interfaces normalisées. Le DTM d'un appareil doit juste prendie en
charge son propre protocole de communication. Les DTM de passerelles qui se connelctent
au DM de I'appareil traitent de la transformation de protocole.

PROFIBUS, HART, FOUNDATION Fieldbus, Interbus, AS-interface, |O-Link, DeviceNet et
PROFNNET IO.

La s;Ecification FDT® prend en charge un grand nombre de protocoles de bus, par exefple:

En 1998, la phase de spécification a commencé dans le cadre de la "Zentralverband
Elektrotechnik und Elektronikindustrie e. V."(ZVEI). En 1999, I'achévement de la technologie a
été accéléré lorsque la spécification a été adoptée par PROFIBUS Nutzerorganisation e. V.
(PNO), qui a plus tard transféré les droits au "FDT Group AISBL". La technologie FDT® a été
normalisée en tant que norme IEC 62453-1 en mai 2009.

4.4 Architecture unifiée OPC (OPC UA)

L'architecture unifiée OPC (OPC UA) est une norme indépendante de la plate-forme a travers
laquelle différents types de systemes et d'appareils peuvent communiquer par I'envoi de
messages entre les clients et les serveurs sur différents types de réseaux. Elle prend en charge
une communication robuste et sécurisée qui assure l'identité des clients et des serveurs et
résiste aux attaques.
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L'architecture unifiée OPC définit des ensembles normalisés de services que les serveurs
peuvent fournir, et les serveurs individuels spécifient aux clients les ensembles de services
qu'ils prennent en charge. Les services agissent sur un modeéle d'objet qui est géré par le
serveur et susceptible d’étre découvert par un client. L'information est transmise en utilisant
des types normalisés de données et des types de données définis par le fournisseur, et les
serveurs définissent des modéles d'objets que les clients peuvent découvrir dynamiquement.
Les serveurs peuvent fournir un acces a des données aussi bien actuelles qu'anciennes, ainsi
que des alarmes et des événements pour signaler aux clients des modifications importantes.

L'architecture unifiée OPC peut étre mappée a une variété de protocoles de communication et
les données peuvent étre encodées de différentes fagons pour assurer un compromis entre

portgbilite et efficaciie. Des ransporis et des codages relatifs aux services Web 1ondes 3
langage XML, ainsi qu'un format binaire de haute performance sont définis pour I'archite
unifide OPC. L'abstraction de la norme de [l'architecture unifiée OPC a partifide
technjologie particuliére offre une pérennité qui permet le mappage de I'architecturé.unifiée
sur des technologies futures.

L'intégration des composants systéme comprend un facteur "comment” et*un facteur "g
L'endemble complet de services fourni par [I'architecture unifiée OPC assur
facteur "comment" de I'intégration du systéme. L'architecture unifiee-ORPC fournit égaleme
blocq de construction de base du facteur "quoi" de l'intégration du-systéme en définissa

ur le
cture
toute
OPC

uoi".
b e
ht les
nt un

modé&le d'objet extensible. D'autres organismes de normalisation, fournisseurs et utilisateurs

finauk peuvent étendre ce modéle d'objet pour parvenir aune intégration étroite entr
composants du systéme.

L'OPC UA est normalisée dans I'lEC 62541.

5

5.1

L'architecture FDI est constituée de~Paquetages FDI, Clients FDI et Serveurs FDI, co
reprdsenté a la Figure 1.

Architecture

Vue d'ensemble

B |es

mme
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User Interface Description

Description d'Interface Utilisateur

FDI Client

Client FDI

UID Interpreter

Interpréteur d'UID

UIP Services

Services d'UIP

User Interface Plug-in

Plugiciel d'Interface Utilisateur

User Interface Services

Services d'Interface Utilisateur

Hosting Services

Services d'Hébergement

Device Actess Services
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PlatfermUl Services (Drawing, Input Devices)

Services d'Interface Utilisateur (Ul) de
plate-forme (Dessin, Appareils d'Entrée)

EDI Package

Paquetage FDI

Device Definition

Définition d'Appareil

User Interface Description

Description d'Interface Utilisateur

Business Logic

Logique Applicative

FDI Server

Serveur FDI

Information Model Management

Gestion du Modéle d'Information

Information Model

Modéle d'Information

Device Object

Objet d'Appareil

Business Logic Interface

Interface de la Logique Applicative

Business logic Processor

Processeur de la Logique Applicative

System Services

Services systéme
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