IEC 62766-7:2017-07(en)

IEC IEC 62766-7

o
®

Edition 1.0 2017-07

INTERNATIONAL
STANDARD

X\
Q
AP
o colour
,\(b inside
SV
<</O
g\\
Consymer terminal function for access to IPTQQ\d open internet

multimedia services — &
Part 7} Authentication, content protectioQ:énd service protection



https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

THIS PUBLICATION IS COPYRIGHT PROTECTED
Copyright © 2017 IEC, Geneva, Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized in any form
or by any means, electronic or mechanical, including photocopying and microfilm, without permission in writing from
either IEC or IEC's member National Committee in the country of the requester. If you have any questions about IEC
copyright or have an enquiry about obtaining additional rights to this publication, please contact the address below or

IEC Central Office
3, rue de Varembé

your local IEC member National Committee for further information.

Tel.: +41 22 919 02 11
Fax: +41 22 919 03 00

CH-1211 Geneva 20 info@iec.ch
Switzerland www.iec.ch
About thedEC
The Interpational Electrotechnical Commission (IEC) is the leading global organization that prepares and|publishes
International Standards for all electrical, electronic and related technologies.
About IECG publications
The technfcal content of IEC publications is kept under constant review by the IEC. Please make Sure’that yoy have the
latest editlon, a corrigenda or an amendment might have been published.
IEC Catalggue - webstore.iec.ch/catalogue Electropedia - www.electropédia.org
The stanf-alone application for consulting the entre  The world's leading online, (dictionary of elecjronic and

bibliograpHhlical information on IEC International Standards,

electrical terms containing 20 000 terms and ddfinitions in

Technical | Specifications, Technical Reports and other  English and French, with/equivalent terms in 16 additional
documentg. Available for PC, Mac OS, Android Tablets and  languages. Also knewi/as the International Electrotechnical
iPad. Vocabulary (IEV) online.

IEC publigations search - www.iec.ch/searchpub
The advarjced search enables to find IEC publications by a

IEC Glossary - std.iec.ch/glossary

65 000 electrotechnical terminology entries in Epglish and

variety of criteria (reference number, text, technical  French extracted from the Terms and Definitiony clause of

committeel...). It also gives information on projects, replaced IEC publications issued since 2002. Some entries |have been

and withdrpwn publications. collected from earlier publications of IEC TC 37, Y7, 86 and
CISPR.

IEC Just Rublished - webstore.iec.ch/justpublished

Stay up td date on all new IEC publications. Just Published IEC Customer Service Centre - webstore.iec.ch/gsc

details all
also once

new publications released. Available online and
b month by email.

If you wish to give us your feedback on this publication or

need further assistance, please contact the Custon
Centre: csc@iec.ch.

er Service



mailto:info@iec.ch
http://www.iec.ch/
http://webstore.iec.ch/catalogue
http://www.iec.ch/searchpub
http://webstore.iec.ch/justpublished
http://www.electropedia.org/
http://std.iec.ch/glossary
http://webstore.iec.ch/csc
mailto:csc@iec.ch
https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

IEC 62766-7

Edition 1.0 2017-07

INTERNATIONAL
STANDARD

colour
inside

Consuymer terminal function for access to IPTV and open internet
multimedia services —
Part 7t Authentication, content protectior,and service protection

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 33.170 35.240.95 ISBN 978-2-8322-4555-2

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

-2- IEC 62766-7:2017 © IEC 2017

CONTENTS

FOREWORD ...ttt et et e e e et et e e et et e e e e e e e e e e e e e e e e e eanaeenns 6
INTRODUGCTION ..ottt et et e e e e e e e e e e e e et et e e e e e aa e e et e e an s e et e an e eenaeeneeen 8
1 S ToTo] o 1 S 9
2 NOIMALIVE FEFEIENCES ... et 9
3  Terms, definitions and abbreviated terms ..o 11
3.1 Terms and definitioNs. .. ... 11
3.2 Abbreviated termM S ... 13

4 Content and Service ProteCHiON ... . ..cc.iiiii i 15
4.1 GENETAL . e L 15
4.2 Terminal-centric approach ... NS e e 15
4.2(1 General oo A 15
4.2|2 Interfaces for CSP and CSP-T server .......cooccovveiveeineeinece e e 16
4.2|3 Protected content USages ........ccovviiiiiiiiiiii e A e 25
4.2|4 Content encryption ........cooiiiiiiiii SO 28
4.2|5 Protected file formats.........cooooiii N 29
4.2|6 Protection of MPEG-2 transport streams.......... 4.5 30
4.2\7 Operation of Marlin technologies ................z, e 34
4.2|8 DRM data ...oeveiiiiieieee e e e 35

4.3 Gateway-centric approach .........oooiiiii i e 39
4.3[1 General oo LB 39
4.3(2 Capabilities. ..o 39
4.3|3 CSPG-DAE interface ..o el 39
4.34 Cl+ based gateway ..........iif o 40
4.35 DTCP-IP based gateway .. ....ccccoeiiiiiiiie e, 55

5 User identification, authentication, authorisation and service access protection....]........ 60
5.1 General PrinCiPIES ... e 60
5.2 I ACES . e i e, 61
5.2|1 7= 1T T PP NP 61
5.2|2 L LV Yt PRSP SRR 61
5.2|3 L PP NP 62
5.2[4 CamMON reQUITEMENTS ... ..iuiiii e e e e 62

5.3 Service access Protection ... ... 62
5.3|1 SAA co-located with Service .......ccoooiiiiiiiiiiiii 62
5.312 SAA standalone 63

5.4 OITF authentication MechaniSms ..o 64
5.4.1 HTTP basic and digest authentication..............oooi 64
5.4.2 Network-based authentication ... 65
5.4.3 Web-based authentication ... 65
5.4.4 HTTP digest authentication — Using IMS gateway ..........c.ccooiiiiiiiiiniinnennn. 67
5.4.5 GBA authentication — Using IMS gateway ...........ccooviiiiiiiiii e 72

5.5 IMS registration — Ol F ... e 75
5.5.1 GBNEIAL .. 75
5.5.2 Relevant functional entities and reference points..............ccoooiiiiiiinn. 75
5.5.3 P QUISITES e 76
5.5.4 SIP digest message flOWS ..o 77

5.5.5 IMS AKA MeSSage fIOWS ...cuuiiii e 78


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

IEC 62766-7:2017 © IEC 2017 -3-

5.6 Session management and single Sign ON ..o
5.6.1 GENEIAL ..t
5.6.2 COOKIE SESSION ...ttt
5.6.3 URL parameters ...
5.6.4 HTTP authentication SESSION .........cocouiiiiiii e
5.6.5 SAML Web-based SSO ...

6 Forced play-out using media ZONES .......c.oiuiiiiniiii e
Annex A (informative) Link of user authentication and DRM device authentication .......
Annex B (normative) XML SChemas ......cc.iiiiiiiii e

B.1 GENEIAN ittt

B.2 XML schema for MarlinPrivateDataType structure...........cooooiiiin 20
B.3 XML schema for MIPPVControlMessage format ..............coooovviiien 0N
B.4 XML schema for HexBinaryPrivateDataType structure .................. AL
Annex ¢ (informative) DRM messages used in DAE...........ccoooivvi oy,
Annex D (informative) CSPG-Cl+ usage examples.........cooooiiiiiiiiicim e
D.1 GENETAL. . e
D.2 CSPG-Cl+ initial power-on .........cooooiiiiiiiiiiie ot T
D.3 CSPG-Cl+ normal POWEI-0N......couiiiiiiiiiieieiee e e aeeaas
D.4 Live session example.......c.ooooiiiiiiiie e e
D.5 Parental control management example ........ 82 i
D.6 No-rights event and purchase example ... 8. e
D.7 VoD SeSSion eXample ... e
Annex B (informative) CSPG-DTCP session setup sequence examples ......................|
E.1 GENETAL .. s
E.2 Multicast streaming with SIP session management ..............cooiiiiiiiiiiiennennn,
E.3 Unicast streaming with SIPxSession management ..o,
E.4 Unicast streaming with RT.SP session management...............ccooceiiiiiiininnn,
E.5 HTTP streaming and(download ........ ..o
Annex H (informative) Embedded CSPG ...
F.1 LT =T =Y
F.2 Application to_simple and secure streaming ..........ccoeiiiiiiiiiiini e,
BB Og AP Y . e

Figure 1 — CSP-T SYSTEM OVEIVIEW ..vuieiiiiiiii e e

Figure 4 ~Node acquisition SEQUENCE ... ittt ee e eeeeeee ]

Figure 3 — Link acquisition SEQUENCE ... ...
Figure 4 — Deregistration SEQUENCE ... ....iuiiiiii e
Figure 5 — Licence acquIisition SEQUENCE..........oiiiiiiii e
Figure 6 — Licence evaluation SEQUENCE ..........oiiuiiiiiiiiii e
Figure 7 — Scramble key decryption SEQUENCE .......c.iiiiiiiiiiiii e

Figure 8 — Content on demand encryption sequence using content key (for (P)DCF
OMArlin or Marlin IPMP Marlin FF) ..o

Figure 9 — Content on demand encryption sequence using content key (for MPEG-2
TS) 28

Figure 10 — Scheduled content encryption sequence using scramble key (for MPEG-2
TS) 29

Figure 11 — Conditional access descriptors signalling ECM and EMM messages ..........


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

-4 - IEC 62766-7:2017 © IEC 2017

Figure 12 — Outline of DRMControlinformationtype with MarlinPrivateData ........................... 37
Figure 13 — Outline of MIPPVCONIrOIMESSAQE ..vuiniieiiiiiiiei e 38
Figure 14 — CSPG-ClH OVEIVIEW ...eiiiiiiiiiii e e e e e e 40
Figure 15 — CSPG-ClH CONtEXE..cuniiii e 41
Figure 16 — CSPG-DTCP OVEIVIEW ....cuiiiiiiiiei ettt e et enees 56
Figure 17 — Overview of involved reference points ..........cooviiiiii i, 56
Figure 18 — General message flow for service access protection and user

AUENENTICATION ... e 60
Figure 19 — SAA co-located with requested Service...........ooiiiiiiiiiiii 63
Figure 20— Standalone SAA, TeaITeCtioNn MOUe .- Jreeenees 63
Figure 41 — HTTP basic and digest authentication ................cooi e e 64
Figure 42 — Network-based authentication ... 65
Figure 43 — Web-based authentication with form............c..co 66
Figure 24 — Initial proCedure ..o b e 68
Figure 45 — Authentication between an OITF and an SAA based on HTTP credentials

Stored iN IG . oo 69
Figure 36 — Authentication between an OITF and an SAA based on GBA credentials...|........ 71
Figure 37 — Initial GBA registration ........c..ccooviiiiiin n 73
Figure 48 — Authentication between an OITF and an SAA‘based on GBA keys ............}........ 74
Figure 49 — OIPF functional entities and reference painbts involved in IMS registration .|........ 76
Figure 30 — SIP digest message flow interlaced into IMS registration.............c..ccooo . 77
Figure 31 — User identification and authentication based on the IMS AKA procedure ...|........ 79
Figure 32 — Session management uUsing COBKIE...........c.oeviiiiiiiiiiiiiiiiiiieee e e, 81
Figure 33 — Session management using,URL parameters ..............coooviiiiiiiiiiin 82
Figure 34 — HTTP authentication S€8SioN..........coiiiiiiiiiiii e 83
Figure 35 — SAML Web-based SSO ... 84
Figure A.1 — User authentication for CSP, CSP-T server communication ..................... J....... 86
Figure .1 — CSPG-Cl+ firST POWEI-0N .....ovuiiiiiiiii e, 91
Figure .2 — CSPG-Gl+Normal POWEr-0N .....cc.iiiiiiiiiiiiieiieei e e e 92
Figure .3 — CSPG-Cl+ live session example ........ccoooiiiiiiiiiiiiiiiieeeeee 92
Figure [).4 — Parental control management example ........cccooieiiiiiiiiiiiiiiiiinieeeeee 93
Figure [).5~No-rights event and purchase example ............ccoeiiiiiiiiiiiiiiiiici e e, 94
Figure D-6——eb-sessienrexample——r e 95

Figure E.1 — Session setup sequence for multicast streaming with SIP session

= T =T 1= 4 1= 01 97
Figure E.2 — CSPG-DTCP initiated teardown sequence for multicast streaming with SIP

(oY= 1ST=Y Lo o T g = =T = 1.4 1= 1 N 98
Figure E.3 — Session setup sequence for unicast streaming with SIP session

(e =T aT=Te =T ¢ L= o | PP PP P 99
Figure E.4 — Session setup sequence for unicast streaming with RTSP session

L= T =T = 4 = 0 S 100
Figure E.5 — Session setup sequence for HTTP streaming and download ........................... 100
Figure F.1 — Possible CSPG deployments ... 101
Figure F.2 — CSPG embedded in the same device as OITF........coooiiiiiiiiiiee 102

Figure F.3 — Simple and secure streaming with CSPG ..........ccooiiiiiiiiii e 103


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

IEC 62766-7:2017 © IEC 2017 -5-

Table 1
Table 2
Table 3
Table 4
Table 5
Table 6
Table 7
Table 8

Table 9
Table 1
Table 1
Table 1
Table 1
Table 14
Table 1
Table 1
Table 1
Table 1
Table 1
Table 2
Table 2
Table 2
Table 2
Table 24
Table 2
Table 2
Table 2
Table 2
Table 2
Table 3

— Recording Control access_criteria_descriptor..........coooviiiiiiiiiiiiieeeee,
— Bit assignments of recording_control_information_byte .........................
— DNR and DNTS combinationS........oouiiiiiii e
— Parental_Control_URL parameter syntax...........coooiiiiiiiiiiiieee
— DRMControlinformation mapping for Marlin .............ccooiiiiiiiiiiiii e,
— DRMControlinformation mapping for Marlin simple secure streaming ............
— MarlinPrivateData structure ....... ..o
— MIPPVControlMessage format....... ..o
— OIPF private_host_application_ID ............cooiiiiiiiieeeee e A
) — SAS_async_msg() APDU syntax ........cooooviiiiiiiniiniiniieen OV

— Generic message_byte() syntax .......ccooveiviiiiiiiii A
P — OIPF specific messages and command_id values................... ]
B — OIPF specific datatype_id values..........c..cooveiiiiiiinc O
L — Mapping to DAE API Or events ... e,
b — send_msg message data types.....coveviiiiiiiiinc e S,
b — reply_msg message data types .......cooovvviiiie O,
 — resultCode and oipf_status mapping............. N i
B — parental_control_info message data typess.. ..o
D — oipf_access_status field and blocked attribute mapping.................c.ooi ]
) — rights_info message data types ...

— oipf_access_status field and errotStatte attribute mapping.........................]
P — system_info message data typPesS .......ociiiiiiiiii
B — can_play_content_req message data types ......ccoooiiiiiiiiii i
L — can_play_content_reply-message data types......coooeviiiiiiiiiiiiin e,
b — can_record_contentfeq message data types .......ccooiiiiii i
b — can_record_content _reply message data types .......coocoviiiiiiiiiiicii
[ — SCrambling(MOTES ... e
B — DRMCohtrolinformation mapping for CSPG-Cl+ ...
D — HexBinaryPrivateData structure............cooiiiiiiii e
) — G AN S I PO et

Table C

NDRM messages used in the DAE ...



https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

-6- IEC 62766-7:2017 © IEC 2017

INTERNATIONAL ELECTROTECHNICAL COMMISSION

CONSUMER TERMINAL FUNCTION FOR ACCESS
TO IPTV AND OPEN INTERNET MULTIMEDIA SERVICES -

Part 7: Authentication, content protection and service protection

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization, c
all ndtional electrotechnical committees (IEC National Committees). The object of IEC _.is\ to

intern
this e

Technfical Reports, Publicly Available Specifications (PAS) and Guides (hereafter. referred to
Publidation(s)”). Their preparation is entrusted to technical committees; any IEC National ‘Committee
in thd subject dealt with may participate in this preparatory work. International, “\governmental

gover
with t
agree

2) The fdrmal decisions or agreements of IEC on technical matters express, as‘péarly as possible, an int

conse
intere

3) IEC Publications have the form of recommendations for international use and are accepted by IE(Q
Comnlittees in that sense. While all reasonable efforts are made“to ensure that the technical conte
Publigations is accurate, IEC cannot be held responsible<for*the way in which they are used g

misint

4) In order to promote international uniformity, IEC Natignal Committees undertake to apply IEC Py
transparently to the maximum extent possible in their national and regional publications. Any d

betwe

the lafter.

5) IEC it
asses
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6) Allus
7) No lia
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expen
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8) Attent
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9) Attent

paten{ rights. NlEC shall not be held responsible for identifying any or all such patent rights.
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FOREWORD
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mental organizations liaising with the IEC also participate in this preparation.' IEC collaborat

ment between the two organizations.

hsus of opinion on the relevant subjects since each technical committee has representatiof
tted IEC National Committees.

erpretation by any end user.

en any IEC Publication and the corresponding\national or regional publication shall be clearly in

elf does not provide any attestation of-conformity. Independent certification bodies provide g
Ement services and, in some areas, @¢cess to IEC marks of conformity. IEC is not responsib
bs carried out by independent certification bodies.

brs should ensure that they have the latest edition of this publication.
bility shall attach to IEC or its/directors, employees, servants or agents including individual eX

damage of any natureswhatsoever, whether direct or indirect, or for costs (including legal
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ohdl Standard IEC 62766 has been prepared by |IEC technical committee 100

. Audio,

video and multimedia systems and equipment.

The text of this standard is based on the following documents:

CDV Report on voting
100/2551/CDV 100/2665/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts in the IEC 62766 series, published under the general title Consumer terminal
function for access to IPTV and open Internet multimedia services, can be found on the IEC
website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,

e withdrawn,

o replaced by a revised edition, or

e amepded.

A bilinglial version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this-publication indicates
that it| contains colours which are considered to be, (useful for the c¢orrect
undersfanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

The IEC 62766 series is based on a series of specifications that was originally developed by
the OPEN IPTV FORUM (OIPF). They specify the user-to-network interface (UNI) for
consumer terminals to access IPTV and open internet multimedia services over managed or
non-managed networks as defined by OIPF.
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CONSUMER TERMINAL FUNCTION FOR ACCESS
TO IPTV AND OPEN INTERNET MULTIMEDIA SERVICES -

Part 7: Authentication, content protection and service protectio

1 Scope

This part of IEC 62766 specifies functions for content protection, service protection,

n

service

access protection, user identification, user authentication, and user authorisation.

The following clauses contain features for which the criteria that determiné) under which

circumstances these features are implemented are out of the scope of the present dd
or contdin conditional normative statements referring to other parts of IEC.62766:
e 4.2 Terminal-centric approach

e 4.2.5% Protected file formats

o 4.2
e 4.3.
o 4.3.
e 4.3.
e 4.3.
o 4.3.
e 4.3.
e 54,
o 54

Protection of MPEG-2 transport streams

Cl+ based gateway

.7 Protected streaming and file formats

.8 Personal video recorder

.9 Time shifting

DTCP-IP based gateway

.6 Protected streaming and file formats

HTTP digest authentication using IMS gateway
GBA authentication using-IMS gateway

NOTE GBA authentication can be achieved using either the mechanism in 5.4.5 GBA authentication

gateway qr the, more general, mechanism in 5.4.4 HTTP digest authentication using IMS gateway. 5.4.4

use of different authentication_mechanisms in a way that is transparent to the OITF, including possi
authentication mechanisms, and)should preferably be used. It is expected that 5.4.5 GBA authentication
gateway Will be deprecatedfand removed in future versions of this specification.

2 Norfmative references

The follpwing’documents are referred to in the text in such a way that some or all

cument

sing IMS
bllows the
ble future
ising IMS

of their

content|constitutes requirements of this document. For dated references, only the

edition

cited applies. For undated references, the Tatest edition of the referenced document (including

any amendments) applies.

IEC 62455:2010, Internet protocol (IP) and transport stream (TS) based service access

IEC 62766-1:2017, Consumer terminal function for access to IPTV and open
multimedia services — Part 1:General

IEC 62766-2-1:2016, Consumer terminal function for access to IPTV and open
multimedia services — Part 2-1: Media Formats

IEC 62766-3:2016, Consumer terminal function for access to IPTV and open
multimedia services — Part 3: Content Metadata

Internet

Internet

Internet
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IEC 62766-4-1:2017, Consumer terminal function for access to IPTV and open Internet
multimedia services — Part 4-1: Protocols

IEC 62766-5-1:2017, Consumer terminal function for access to IPTV and open Internet
multimedia services — Part 5-1: Declarative Application Environment

ISO/IEC 13818-1, Information technology — Generic coding of moving pictures and associated
audio information: Systems

3GPP TS 24.109, Bootstrapping interface (Ub) and network application function interface (Ua);
Protocol details

3GPP TS 24.229, IP Multimedia Call Control Protocol based on Session Initiation, Protocol
(SIP) and Session Description Protocol (SDP) Stage 3 (Release 8)

3GPP T|S 33.203, Technical Specification Group Services and System Aspects; 3G s$ecurity;
Access [security for IP-based services (Release 8)

3GPP [IS 33.220, Generic Authentication Architecture (GAA);““Generic bootstrapping
architecture

ATIS-0800006, /IF Default Scrambling Algorithm (IDSA)

Consunler Electronics Assoviation CEA-2014-A (including the August 2008 Erratal), Web-
based RFrotocol Framework for Remote User Interface on UPnP Networks and the |Internet
(Web4dE)

Cl Plus| LLP, CI Plus Specification V1.3 (2011-01), Content Security Extensiony to the
Commoh Interface, available from:
http://wyww.Cl Plus.com/data/Cl Plus_spegification_V1.3.1.pdf

DTLA, DTCP Adopter Agreement, Digital Transmission Protection License Agreement,
available from:
http://wWww.dtcp.com/agreements.aspx

ETSI ETR 289, Digital-'lideo Broadcasting (DVB); Support for the use of scrambling and
Conditiqnal Access (CA) within digital broadcasting systems

ETSI EN 50221, )Common Interface Specification for Conditional Access and othef Digital
Video Bfoadcasting Decoder Applications

ETSI T8—404699 V1 1.1, nigifnl Video annrlr\noﬁng ‘/I')\/R/\; Extensions—to the dommon
Interface Specification

ETSI TS 103 197 V1.5.1, Digital Video Broadcasting (DVB); Head-end implementation of DVB
SimulCrypt

ETSI EN 300 468 V1.13.1, Digital Video Broadcasting (DVB); Specification for Service
Information (Sl) in DVB systems

ETSI TS 102 770 V1.1.1, Digital Video Broadcasting (DVB); System Renewability Messages
(SRM) in DVB Systems

Marlin Developer Community, Marlin Broadband Transport Stream Specification (BBTS),
Version 1.0, available from:
http://www.marlin-community.com/develop/downloads
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Marlin Developer Community, Marlin — Broadband Network Service Profile Specification

(BNSP),

Version 1.1, available from:

http://www.marlin-community.com/develop/downloads

Marlin Developer Community, Marlin — File Formats Specification (FF), Version 1.1, available
from: http://www.marlin-community.com/develop/downloads

Marlin Developer Community, Marlin —Simple Secure Streaming Specification (MS3), Version
1.1.1, available from:
http://www.marlin-community.com/develop/downloads

Marlin Developer Community. OMArlin Specification. Version 1.0. available from:

http://w
IETF RH
IETF RH
IETF RH

OASIS,
availabl
https://\

OASIS,
from:
https://v

3 Ter

31 T

For the
followin

ISO and
address

e |EC
e |SO

vw.marlin-community.com/develop/downloads

C 2109, HTTP State Management Mechanism

C 2617, HTTP Authentication: Basic and Digest Access Authentjcation

C 5746, Transport Layer Security (TLS) Renegotiation Indication Extension

Assertions and Protocols for the OASIS Security Markup Language (SAMI
e from:
ww.oasis-open.org/standards#samliv2.0

Profiles for the OASIS Security Assertion, Markup Language (SAML) V2.0, a

ww.oasis-open.org/standards#samliv2.Q

ms, definitions and abbreviated terms

erms and definitions

purposes of this documeént, the terms and definitions given in IEC 62766-1
g apply.

IEC maintain( terminological databases for use in standardization at the fi
es:

Electropedia: available at http://www.electropedia.org/

Online*browsing platform: available at http://www.iso.org/obp

) V2.0,

vailable

and the

bllowing

3.1.1

business token
collection of information defined in BNSP that contains the service-specific information for a
given business model

3.1.2

content and service protection gateway
optional gateway function that provides a conversion from a (proprietary) content and service
protection solution in the network to one that is supported by an OITF, as defined in
IEC 62766-7


http://www.marlin-community.com/develop/downloads
http://www.marlin-community.com/develop/downloads
http://www.marlin-community.com/develop/downloads
http://www.marlin-community.com/develop/downloads
https://www.oasis-open.org/standards#samlv2.0
https://www.oasis-open.org/standards#samlv2.0
http://www.iso.org/obp
https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a
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3.1.3

content and service protection gateway

optional gateway function that provides a conversion from a (proprietary) content and service
protection solution in the network to one that is supported by an OITF, as defined in this
document

314
client function
function that interacts with the Marlin client function in a content and service protection

3.1.5

content and service key management function
entity r(ﬁsponsmle for storing and providing service, programme, content keys ,ajd ECM
attached information

Note 1 tolentry: This function may be physically co-located with other functions (e.g. the content'delivery network
controller|for content on demand services), see Annex B of IEC 62766-1:2017.

Note 2 td entry: This entity has been identified to illustrate informatively the séparation betweep content
encryption, which is part of content preparation, and content delivery.

3.1.6
contenf on demand encryption management function
back office content on demand function in charge of launching content on demand encfyption

Note 1 td entry: This entity has been identified to illustrate dnformatively the separation betweep content
encryptiof, which is part of content preparation, and content delivery:

3.1.7
contenf and service protection
function| that handles service protection and content protection for the client in the OITF

3.1.8
CSP-G server
functionfal entity in the network that‘handles content protection and service protection for the
content[and service protection gateway (CSPG) in the residential network

3.1.9
CSP-T gerver
functional entity in the“network that handles service protection and content protection for the
CSP-T ¢lient in the,©OITF

3.1.10
Marlin action’/token
token defined either in BNSP or in Marlin MS3 that is used to trigger the Marlin protocpls from
the Marlin client function in CSP, and from which some information (e.g., business token) is
used in the Marlin protocols

Note 1 to entry: The mimeType attribute is used to qualify which Marlin token type is returned

3.1.11

Marlin client function

compliant implementation of the Marlin client that is defined in BNSP and that enables secure
communications (Marlin Protocols) with the Marlin server function in a CSP-T server

3.1.12

Marlin configuration token

token defined in BNSP that includes the location information of the Marlin server function in
CSP-T server with which the CSP communicates
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3.1.13

Marlin server function
compliant implementation of the Marlin server that is defined in BNSP and that enables
secure communications (Marlin protocols) with the Marlin client function in a CSP

3.1.14

output control information

output

3.1.15

control information as defined in BNSP and BBTS

programme key
symmetric key defined in IEC 62455 that encrypts an ECM

3.1.16

scramblje key
symmetfic key that is used to scramble the content

3.1.17

server function
function| that interacts with the Marlin server function in a CSP-T server

3.1.18

serviceBaseCID
part of the content ID that is the same for all content in alservice

3.1.19

servicelkey
symmetfic key defined in IEC 62455 that is used to encrypt an ECM or a programme k

3.1.20

single §ign on
method |of service access control that'enables the user to authenticate once and gain
to the rgsources of multiple services

3.2
3GPP
AES
AKE
APDU
ATIS
BBTS

BNS
BSF
bslbf
B-TID
CA
CAD
CAM
CAT
CBC

Abbreviated terms

Third Generation Partnership Project

Advanced Encryption Standard

Authentication and Key Exchange

Application Protocol Data Unit

Alliance for Telecommunications Industry Solutions

access

BBTS

Broadband Network Service
Bootstrapping Server Function

bit string, left bit first

Bootstrapping Transaction Identifier
Conditional Access

Content Access Descriptor
Conditional Access Module
Conditional Access Table
Cipher-Block Chaining

CE-HTML Consumer Electronics — HTML

—— Breoadbanrd—Transpert—Stream—MPREG2transpert—stream—as—defined by
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Cl Common Interface

CSKMF Content and Service Key Management Function

CSPG Content and Service Protection Gateway

CSPG-CI+ CSPG based on Cl+

CSPG-DTCP CSPG based on DTCP-IP

CSP-T Content and Service Protection — terminal-centric Approach
DCF DRM Content Format

DMZ Dynamic Media Zones

DNR Do Not Record

DNTS Do Not Time Shift

DTCP Digital Transmission Content Protection

DTLA Digital Transmission Licensing Administrator

DVB Digital Video Broadcasting

ECM Entitlement Control Message

EMM Entittement Management Message

ETSI European Telecommunications Standards Institate

FF File Format

FQDN Fully Qualified Domain Name

GAA Generic Authentication Architecture

HDCP High-bandwidth Digital Content Protection

HDD Hard Disk Drive

HNI-AMNI Home Network Interface —Additional Managed Network Interface
HNI-CSP Home Network Interface.~ Content and Service Protection
HNI-IGI Home Network Interface — IMS Gateway Interface

HNI-INI Home Network-Interface — ITF (IPTV Terminal Function) Network Intgrface
ID Identity

IDSA IIF Defadlt*Scrambling Algorithm

IETF Internef Engineering Task Force

IF IPTV Interoperability Forum

IPMC IP Multicast

IPMP Intellectual Property Management Protocol

v Initialization Vector

KDF Key Derivation Function

KSM Key Stream Message

M-CID Marlin Content ID

MIME Multipurpose Internet Mail Extensions

MP4 MPEG-4

MPEG Moving Pictures Experts Group

MS3 Marlin Simple Secure Streaming

NAF Network Application Function

NPI Network Provider Interface

OASIS Organization for the Advancement of Structured Information Standards

PCMCIA Personal Computer Memory Card International Association


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

IEC 62766-7:2017 © IEC 2017 -15 -

PCP Protected Content Packet

PDCF Packetized DRM Content Format

PES Packetized Elementary Stream

PID Packet Identifier

PIN Personal Identification Number

PKI Public Key Infrastructure

PMT Programme Map Table

SAML Security Assertion Markup Language

SAS Specific Application Support

SRM System Renewability Message

TEK Traffic Encryption Key

TISPAN Telecoms & Internet converged Services & Protocols\ for Advanced
Networks

TLS Transport Layer Security

TLV Type Length Value

TS Transport Stream

uimsbf unsigned integer most significant bit first

UNIS-CBP-G User Network Interface Specific — Content and Service Protection Ggteway

UPnP Universal Plug and Play

URI Usage Rules Information

4 Content and service protection

4.1 General

This clduse specifies the content and service protection (CSP) functionality. It consists of a
specification of:

e the terminal-centric approach, see 4.2, and
e the gateway-Centric approach, see 4.3.

4.2 Terminal-centric approach
4.2.1 General

Subclause, 4.2 specifies the functionality for the terminal-centric approach to content and
service [protection. In order to do this, a mapping is provided from all relevant functipns and
interfaces from Annex B of TEC 62766-1 to specific clauses of Marlin specifications BNSP and
Marlin MS3. The Marlin Core System Specification provides a specification for the parts of
Marlin DRM that are common for all Marlin delivery system specifications.

All normative statements in 4.2 apply only in case the terminal-centric approach is supported
by the OITF.

OITFs that support the OIPF terminal-centric approach to content and service protection shall
be compliant with BNSP and may be compliant with Marlin MS3.

NOTE 1 The criteria that determine under which circumstances the terminal-centric approach is implemented are
out of the scope of the present document.

NOTE 2 The criteria that determine under which circumstances the support for Marlin metering for content or
rights owner settlement is implemented in the OITF are out of the scope of the present document.
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4.2.2 Interfaces for CSP and CSP-T server
4.2.2.1 General

Subclause 4.2.2 describes the interfaces related to a CSP and CSP-T Server in the functional
architecture described in Annex B of IEC 62766-1:2017.

4.2.2.2 Overview

The main purpose of 4.2.2 is to describe CSP interfaces (CSP-1, UNIS-CSP-T) and CSP-T
Server interfaces (NPI-CSPTx, x = 1, 2, 3). CSP-1 is the interface between CSP and OITF
functions. NPI-CSPTx, x = 1, 2, 3, are the interfaces between the CSP-T server and providers
network _functions. Subclause 4.2.2 informatively touches upon the Marlin licence evaluation
and conftent encryption.

Only the UNIS-CSP-T interface and the interface to DAE in CSP-1 are normatiyve. The other
interfacgs are informatively described for comprehension. Figure 1 shows_the messgge flow
overview.

OITF Providers Network
i —
\V
CSP OITF Function CS Providers
@wer Network Functign
=\
CSP-1 NPI-CSPTx, x=1,2.3

l UNIS-CSP-T I

IEC

Figure 1 — CSP-T system overview

The four functional entitiessin*Figure 1 are described below.

e CSH in this document consists of Marlin client function and a part of the client function
that [deals with Marlin elements.

e CSBP-T serveériin this document consists of Marlin server function and a part of the server
funcfion that-deals with Marlin elements.

e OITFK function is the function in the OITF that interacts with the CSP. The OITF [function

aISO mtaracte wwith o NeravidAre Aatwwarle flanatian 0 AnAiea tha na~acoary inFnrmntion fOr
TCTatto—vv it o pPTroviGCTro—Ctw O o Co O o= o C— i C—/ e CCoSoSary ord

the CSP. How the providers network function is called in this document depends on the
process to be performed.

e Providers network function is the function in the providers network that interacts with the
CSP-T server. How the providers network function is called in this document depends on
the process to be performed.

NOTE The OITF function with which the CSP communicates is not limited as described in this document and may
vary depending on the implementation of the OITF.

4.2.2.3 Interface CSP — CSP-T server (UNIS-CSP-T)

When requested from a native application or from the DAE application to handle a Marlin
action token or a MIPPVControlMessage (see 4.2.8.3), the CSP shall act as a Marlin DRM
client and shall perform Marlin protocols as specified in BNSP or Marlin MS3 as applicable.
Furthermore, in the context of BNSP, if there are no available rights when trying to use


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

IEC 627

66-7:2017 © IEC 2017 -17 -

content, the CSP shall comply with BBTS and OMArlin and shall try to use the URL specified
in the content to acquire new rights.

In both cases, the CSP-T server shall comply with Marlin protocols as specified in BNSP.

These p

e Marl
e Marl
e Marl

If Marlin
MS3 prq

e MS3

Marlin p

4.2.2.4

The DA
a DRM

rotocols are:
in registration: node acquisition and link acquisition;
in de-registration;

in licence acquisition.

tocols as specified in Marlin MS3:
protocol.
rotocols are described in 4.2.2.5.

Interface CSP — OITF function (CSP-1)

E DRM agent API, as defined in 7.6.2 of IEC 62766-5-1.2017, triggers the har
message, for example a Marlin action token, MIPPVCantrolMessage or Marlin

ply with

dling of
licence.

When the sendDRMMessage API is called for a DRMSystemID set to the value defined for

Marlin,
sendDR

Typical
content
licence)
IEC 627
Marlin.

A DAE
extensiq

OITF shall forward the DRM message to the<{CSP function. The result of
MMessage is notified through the onDRMMessageResult event handler.

PDRM events shall be triggered by CSP to-DAE via A/V or video/broadcast obje
cannot be played, recorded or time shifted, due to a lack of rights (no licence]
or parental control locking. These, events are defined in 7.13.6 and 7

application or native application may use DRMControlinformation, defineq
n to purchaseltem in JEC 62766-3, present in the BCG and SD&S retrieveg

metadafa client.  SilentRightsURL, PreviewRightsURL and RightslssuerU

DRMCo
DRMCo
DRMPri
defined

All obje
defined
DRMCo

htrolinformation may be used to get updated rights. If the DRMSystg
htrolInformation_is set to the value defined for Marlin, the application shall fory

in 7.6.2.2 of {EC 62766-5-1:2017, to forward the DRMPrivateData.

cts defined in IEC 62766-5-1 that are requested to handle a content access de
in(_ JEC 62766-5-1, shall check if the content-access descriptor

calling

ct when
, invalid
14.7 of

66-5-1:2017. The DRMSystemID-of these events shall be set to the value defined for

as an
by the
RL in
mID in
vard the

vateData, if present, to the CSP. A DAE application shall use sendDRMMessage,

scriptor,
ncludes

htroinformation. These objects or the underlying functions shall forward the g

DRMPri

value defined for Marlin.

The DRMSystemID for Marlin is defined in 4.2.8.1.

42.2.5

Marlin protocol sequences

4.2.2.51 Marlin registration

4.2.2.51.1 General

vailable

vateData i the DRMControfinformation to the CSPif the DRMSystemtDisSet to the

Marlin registration provides functions which enable a Marlin client function in CSP to register
to a Marlin domain. Marlin registration consists of node acquisition and link acquisition.
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4.2.2.5.1.2 Node acquisition

Node acquisition provides an octopus node object from a Marlin server function in CSP-T
server to a Marlin client function in CSP.

Note that node acquisition is performed prior to the respective link acquisition to provide the
octopus node objects necessary for the link acquisition.

Marlin node acquisition protocol is triggered by a Marlin action token for node acquisition
(hereafter "node acquisition action token") from CSP. The OITF function acquires the node
acquisition action token and then the OITF function feeds it to CSP. After CSP acquires
corresponding Marlin configuration token from CSP-T Server, CSP executes Marlin node
acquisitjon protocot with CSP-T server. Note that Marfim node acquisition protocpl is to
provide |one octopus node object per its request and response. The message flow_in|case of
node acquisition is shown in Figure 2.

OITF Providers Network
qsp QITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications. Profile
1. UNIS-6 ~
= —
1. NPI-17 )
1. UNIS-6 < 7
« L4
2. UNIS-6
D 3. NPI-17
Node Acquiisition Action Token Acquisifi |_4. NPI-17 (Busihdss Tokeh,
ode Acquiisition Action Token cqu{sT lcm .NPl-CSPT]) P
6. UNIS-6(Node Acguisition 7 :
7 CSP-1 Action Token) ~
8. UNIS-CSP-T o~
Marlin Configuration Tpken AcquiSition )
8. UNIS-CSP-T (Marlin €onfiguration Token)
- Ny
9. UNIS-CSP-T
request] “= 10. NPI-CSPT1a (Business Tokeq)
Marlin Node Atquisitiop Protocol . . ; 11. Cleck
13. UNISSCSP-T Frecnnncel ) 42, NPI-CSPT1a Authenucatulrl: ult)gsinkss Token
NS

IEC

Figure 2 — Node acquisition sequence

In node acquisition sequence, the following steps are performed:

1)  The OITF function (e.g. DAE) communicates with IPTV applications and IPTV service
profile function via UNIS-6 and NPI-17 for node acquisition. Although NPI-17 is
assumed as the interface for communication between IPTV applications and IPTV
service profile, in the case of the managed network model, NPI-2 and NPI-6 may be
used instead.

2) Given the Marlin action token URL (e.g. embedded into the webpage obtained in step
1), the OITF function (e.g. DAE application) sends the request for the node
acquisition action token to the IPTV applications by UNIS-6.

3) When receiving the request from the OITF function, the IPTV applications sends a
request to the IPTV service profile function via NPI-17 to get the necessary
information to generate the node acquisition action token.
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6)
7)
8)
9)
10)
11)
12)

13)

4.2.2.5.

Receiving the request from IPTV applications, the IPTV service profile function sends
business token and user information to IPTV applications.

Given the information from the IPTV applications, when there is no octopus node for
the given user information, the CSP-T server generates octopus node and correlates
user information with the octopus node, so that CSP-T server can check for the
existence of the octopus node next time from the user information. Then the CSP-T
server correlates the business token with octopus node so that the CSP-T server can
provide the corresponding octopus node from the business token included in the
(Marlin node acquisition protocol) request.

IPTV applications sends the node acquisition action token to the OITF function by
UNIS-6.

gets the Marlin configuration token from the CSP-T server by referring-to the URL
specified in the node acquisition action token.

Given the node acquisition action token, the CSP sends a (Marlih node acquisition
protocol) request to CSP-T server by UNIS-CSP-T.

To check the request from the CSP, the CSP-T server sends(he business token (and
possibly other client data such as client version or model‘extracted from the fequest)
to the IPTV service profile function.

The IPTV service profile function validates the data received from the CSP-T gerver.

If validation succeeds, the IPTV service returns to'CSP-T server the data necessary
to fulfil the CSP request. If validation fails, an‘efror is returned to the CSP-T derver.

The CSP-T server sends a Marlin (node agquisition) response message to the CSP.
This response includes either the octopus node correlated to the business token sent
in the original CSP request, or an erroer\umessage as defined in BNSP.

1.3 Link acquisition

Link acquisition provides an octopus link from Marlin server function in CSP-T server tp Marlin

client fu

NOTE T
CSP and

Marlin |
(hereaft
acquisit

nhction in CSP.

his sequence assumes that the corresponding node acquisition has already been performed befween the
CSP-T server.

ink acquisition~protocol is triggered by a Marlin action token for link acguisition
er "link acquisition action token") from the CSP. The OITF function acquires|the link
on action~token, and then the OITF function feeds it to the CSP. After the CSP

acquires corresponding Marlin configuration token from the CSP-T server, the CSP gxecutes

Marlin li

The me

Ihk acquisition protocol with the CSP-T server.

psage flow in case of link acquisition is shown in Figure 3.
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In link a

1)

6)

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications Profile
1. UNIS-6 P
P ;
i 1. NPI-17
" 1. UNIS-6 4—:)—
“ A4
2. UNIS-6 Apl 3 NPI-17
ErmkAcquisitiom Action Tokem Acquisition 5. NPLCSPTI m L
6. UNIS-6 (Link 4 » user informatiord)
Acquisition Action Toker)) ~
_ 7.CSP-1
8. UNIS-CSP-T A~
Marlin Configuration Tpken Acquisition
8. UNIS-CSP-T (Marlin Configuration Token)
- S
9. UNIS-CSP-T N _
10. NPI-CSPT1a [Business Tokeay
[request] MessagelD)
P s 11. Check
Marlin Link Acquisitiom Protocol Businkss Token
12. NPI-CSPT1a [ Authentication rgsilt)
13. UNIS-CSP-T [response] 7

14. UNIS-CSP-T [confirmation] 15. Check Protocol Info
16. NPI-CSPT1a (resultCode, MessagelD)

.T 17. Stpre the
result

IEC

Figure 3 — Link acquisition sequence

cquisition sequence; the following steps are performed:

The OITF function (e.g. DAE) communicates with IPTV applications and IPTV| service
profile function via UNIS-6 and NPI-17 for link acquisition. Although NPI-17 is
assumed) as the interface for communication between IPTV applications and IPTV
seryice»profile, in the case of the managed network model, NPI-2 and NPI-6({may be
used/instead.

r‘l\lan fha |\/|ar||n Q/\hnn I'nlznn ||D| IQ n amb dd

|n|'r\ H'\n \unhnona nhfaunar in Step

ot

1), the OITF function (e.g. DAE appllcatlon) send
action token to IPTV applications by UNIS-6.

d
d age-obtai
s the request for the link acquisition

When receiving the request from the OITF function, the IPTV applications sends a
request to the IPTV service profile function by NPI-17 to get necessary information to
generate the link acquisition action token.

Receiving the request from IPTV applications, the IPTV service profile function sends
business token and user information to IPTV applications.

Given the user information from the IPTV applications, the CSP-T server finds the
information of octopus node which corresponds to "From Node" and "To Node". Then
the CSP-T server correlates the business token with "From Node" and "To Node" so
that the CSP-T server can check the information in the (Marlin link acquisition
protocol) request.

IPTV application sends the link acquisition action token to the OITF function by
UNIS-6.
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Given the link acquisition action token, the OITF function sends it to the CSP by
CSP-1.

When the CSP does not have a corresponding Marlin configuration token, the CSP
gets the Marlin configuration token from the CSP-T server by referring to the URL
specified in the link acquisition action token by UNIS-CSP-T.

Given the link acquisition action token, the CSP sends a (Marlin link acquisition
protocol) request to the CSP-T server.

To check the request from the CSP, when the request includes the correct
combination of business token, "From Node", and "To Node", the CSP-T server
sends a business token and MessagelD to the IPTV service profile function by NPI-
CSPT1a. The MessagelD is a unique id, and the same MessagelD is set among

13)

14)

15)

16)

17)

4.2.2.5.

Marlin

deregisfer from a Marlin.domain.

NOTE T
performedg

Marlin d
"deregis

FS Al £ 4+ ot 1DTN\/ H £:1 £ FH
F'CyutTol, TCOPUIIOT, diTu CUTITITTmaturt,  oU uiat 11 TV oTTVILT PYTUTITC TUTTUIUTUTT .;an Use

the MessagelD to correlate request, response, and confirmation.
The IPTV service profile function validates the data received from the ESP-T gerver.

If validation succeeds, the IPTV service profile function returns to CSP-T server the
data necessary to fulfil the CSP request. If validation fails, an errobis returngd to the
CSP-T server.

The CSP-T server sends a Marlin (Registration) response_méssage to the C$P. This
response includes either the registration agent correlated\.té the Business token sent
in the original CSP request, or a fault message as definéd’in BNSP.

The CSP sends a (Marlin link acquisition protocol) éonfirmation to the CSP-T server
by UNIS-CSP-T.

The CSP-T server checks the resultCode (i.e{ success or failure for registqation in
CSP), and then stores the "From Node", and "To Node" information by cofrelating
with the user information so that CSP-T server can manage Marlin [domain
information for the user.

The CSP-T server sends the resultCode and the MessagelD to the IPTV|service
profile function by NPI-CSPT1a.

The IPTV service profile function stores the resultCode in connection with the user
information from step 4).

p Marlin deregistration

Heregistration prowides functions which enable Marlin client function in [CSP to

his sequenceyassumes that the corresponding node acquisition and link acquisition have alrdady been
between the CSP and CSP-T server.

eregistration protocol is triggered by a Marlin action token for deregistration (hereafter
tration action token") from the CSP. The OITF function acquires the deregjstration

action t

pken and then the OITF function feeds it to the CSP After the CSP acquires the

corresponding Marlin configuration token from the CSP-T server, the CSP executes Marlin
deregistration protocol with the CSP-T server. The sequence of deregistration messages is
shown in Figure 4.
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OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service
(e.g. DAE) Server Applications Profile

1. UNIS-6 Oy

) 1. NPI-17 '
1. UNIS-6
N4
2. UNIS-6 | 3NPLIT

ess Token,

In this d
1)

g INPT-USTTT
-

" user information

o 0. UNIS-6
(Deregistration Action Token) ~
_ 7.CSP-1
8. UNIS-CSP-T A~
Marlin Configuration Tpken Acquisition )
8. UNIS-CSP-T (Marlin Configuration Token)
« A4
9. UNIS-CSP-T N |
_ P 10. NPI-CSPT1a|(Business o~ |
[request] Token;MessagellD)
Marlin Deregistration Protocol 11. Qeck
Busingss Token
12. NPI-CSPT1a [ Authentication rgsilt)
13. UNIS-CSP-T [response] \ W
14, UNIS-CSP-T confirmation l
[ ] 15. Check Protoco] Info
\J |16. NPI-CSPTIa (fesultCode, MessagbID)
17. Stgre the

result
IEC

Figure 4 — Deregistration sequence

eregistration sequence, the following steps are performed:

The OITF function (e.g. DAE) communicates with IPTV applications and the IPTV
service pnofile function via UNIS-6 and NPI-17 for Marlin deregistration. Although
NPI-17Cis*assumed as the interface for communication between IPTV applications
and_the IPTV service profile, in the case of the managed network model, NRI-2 and
NPI-6 may be used instead.

Given the Marlin action token URI (p g embedded into the web page abtained in

step 1), the OITF function (e.g. DAE application) sends the request for the
deregistration action token to the IPTV applications by UNIS-6.

When receiving the request from the OITF function, the IPTV applications sends a
request to the IPTV service profile function by NPI-17 to get necessary information to
generate the deregistration action token.

Receiving the request from IPTV applications, the IPTV service profile function sends
business token and user information to IPTV applications.

Given the user information from the IPTV applications, the CSP-T server finds the
information of octopus node which corresponds to "From Node" and "To Node". Then
the CSP-T server correlates the business token with "From Node" and "To Node" so
that the CSP-T server can check the information in (Marlin deregistration protocol)
request.

IPTV applications sends the deregistration action token to the OITF function by
UNIS-6.
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Given the deregistration action token, the OITF function sends it to the CSP by
CSP-1.

When the CSP does not have a corresponding Marlin configuration token, the CSP
gets the Marlin configuration token from the CSP-T server by referring to the URL
specified in the deregistration action token.

Given the deregistration action token, the CSP sends a (Marlin deregistration
protocol) request to the CSP-T server by UNIS-CSP-T.

To check the request from the CSP by the IPTV service profile function, when the
request includes the correct combination of business token, "From Node", and "To
Node", the CSP-T server sends a business token and MessagelD to the IPTV service
profile function by NPI-CSPT1a. The MessagelD is a unique id and the same

1DT\/

11)
12)

13)

14)

15)

16)

17)

4.2.2.5.

Licence
Marlin li

Marlin i
(hereaft
licence
acquires

W N n n o £ & L o4 R

wvressagerotS—SetamongTrequestTresponsSe—ana—contrmaton—So—tmat—r 1 v] Service
profile function can use the MessagelD to correlate request, response, and
confirmation.

The IPTV service profile function validates the data received from the CSP-T gerver.

If validation succeeds, the IPTV service profile function returns tag_the CSP-T server
the data necessary to fulfil the CSP request. If validation fails,”an”error is retyirned to
the CSP-T server.

The CSP-T server sends a Marlin (Deregistration) response message to the CSP.
This response includes either the deregistration agent.correlated to the Husiness
token sent in the original CSP request, or an error message as defined in BN$P.

The CSP sends a (Marlin deregistration protocel) confirmation to the CSP-T server
by UNIS-CSP-T.

The CSP-T server checks the resultCode,(ise* success or failure for deregistfation in
CSP) and MessagelD, and then stores the™From Node" and "To Node" infgrmation
by correlating it with the user information, so that CSP-T server can manage Marlin
domain information for the user.

The CSP-T server sends the resultCode and the MessagelD to the IPTV|service
profile function by NPI-CSPT1a.

The IPTV service profile function stores the resultCode in connection with the user
information from step 4).

] Marlin licence acquisition

acquisition praovides functions which enable Marlin client function in CSP to pbtain a
cence.

cence acquisition protocol is triggered by a Marlin action token for licence acquisition
er "liecenCe acquisition action token") from CSP. The OITF function acqujres the
hcquisition action token, and then the OITF function feeds it to the CSP. After {he CSP
b the’ corresponding Marlin configuration token from CSP-T server, CSP execptes the

Marlin |

cence acquisition protocol with CSP-1 server. Ihe sequence of licence acquisition

messages is shown in Figure 5.
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In this s

1)

OITF Providers Network
CSP OITF Function CSP-T IPTV IPTV Service CSKMF
(e.g. DAE) Server Applications Profile
1. UNIS-6 o~ -
) 1. NPI-17 ’
_l. UNIS-6 <+ -
« L4
2. UNIS-6 ,\\ INPLIT
License Acquisition Action Token Acquisition NPLCSPTI G NP7 £Bus%ﬂss Token,
6. UNIS-6 (License ;ﬁ" R ToTT)
“Acquisition Action Toket) e
_ 7.CSP-1
8. UNIS-CSP-T] —~

Marlin Configuratior} Token Acquisition )
8. UNIS-CSP-T|(Marlin Configuration foken)

4
9. UNIS-CSP-T|
TAVS 10. NPI-CSPTla (Business\Fokgq)
[request] '
11. NPI-CSPTla (M-CID, Usage I)fcrmalion)
I S
Marlin License Acquisition Protocol . y
arlin License Acquyisition rrotoco 12. NPI-CSPT3 (M'CID) —~
. 13. NRISCSPT3 (Content Key, M{CID) )
14. UNIS-CSP-T [response] <« e

Figure 5 — Licence acquisition sequence

equence, the following steps-are performed:

The OITF function (e.g..DAE) communicates with IPTV applications and IPTV|
profile function via,UNIS-6 and NPI-17 for licence acquisition. Although N

IEC

service
Pl1-17 is

assumed as the-~interface for communication between IPTV applications and IPTV

service profile; in“the case of the managed network model, NPI-2 and NPI-6
used instead.

Given the~Marlin action token URL (e.g. embedded into the webpage obt
step1),\the OITF function (e.g. DAE application) sends the request for the
acquisition action token to the IPTV applications by UNIS-6.

When receiving the request from the OITF function, the IPTV applications

may be

hined in
licence

sends a

fequest to the IPTV service proiile function by NPI-17 to get the inf
necessary to generate the licence acquisition action token.

Receiving the request from IPTV applications, the IPTV service profile functio

rmation

n sends

business token and user information to IPTV applications. This user information for

licence acquisition also indicates "Bound to Node" of the Marlin licence.

Given the information from the IPTV applications, the CSP-T server correlates the
business token with the "Bound to Node" so that the CSP-T server can check the

information in a (Marlin Licence acquisition protocol) request.

IPTV applications sends the licence acquisition action token to the OITF fun
UNIS-6.

Given the licence acquisition action token, the OITF function sends it to the
CSP-1.

ction by

CSP by
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8)

9)

10)

11)

When the CSP does not have a corresponding Marlin configuration token, the CSP
obtains the Marlin configuration token from the CSP-T server by referring to the URL
specified in the licence acquisition action token.

Given the licence acquisition action token, the CSP sends a (Marlin licence
acquisition protocol) request to the CSP-T server by UNIS-CSP-T.

To check the request from the CSP, when the request includes the correct
combination of business token and "Bound to Node", the CSP-T server sends a
business token to the IPTV service profile function by NPI-CSPT1a.

The IPTV service profile function validates the data received from the CSP-T server.
If validation fails, an error is returned to the CSP-T server. If validation succeeds, the
IPTV service profile function returns to CSP-T server the data necessary to generate

12)

13)

14)

4.2.3
4.2.31

Protectd

Protectd
A/V plug

Protectd
using vi

Protectd
video/br

Heo/broadcastobject as defined in IEC 62766-5-1.

oadcast object as defined in IEC 62766-5-1.

o | W] IH |H H 4+ HH £

Ure wiartimm T TrTive, UUIIOIDLIIIH alt a TrmrmmmmunTrTT UT.

. M-CID (Marlin Content ID);

e usage information, which includes the content usage rules.

To get the corresponding content key, the CSP-T server sends-the M-CID to the
CSKMF by NPI-CSPT3.

When receiving the information, the CSKMF looks for the corresponding content key
by M-CID, and then sends the content key and M-CID to"the CSP-T server [by NPI-
CSPT3. When the content is protected by scramble’,key and service [key (or
programme key), the service key (or programme keéy)“is provided from CSKMF to
CSP-T server instead of content key. See 4.2.4 for a brief explanation [of such
encryption scheme.

The CSP-T server sends a Marlin (licence) tesponse message to the CYP. This
response includes either the licence correlated to the business token senft in the
original CSP request, or an error message ‘as defined in BNSP.
Protected content usages

General

d content usages include: playback, recording, time shifting.

d content can be played from a native application or from a DAE applicatign using
-in or video/broadcast-object as defined in IEC 62766-5-1.

d content can(_be time-shifted from a native application or from a DAE application

d content can be recorded from a native application or from a DAE application

The CS

shall confrol protected conient usages as defined in BNSP for Ticence evaluation,

Marlin MS3 for evaluation of stream access statements, and BBTS for ECM control. See also
4.2.4 for an overview.

If usages are not allowed, the CSP shall block the consumption of programmes (i.e. stop
descrambling) and shall generate the appropriate event (no rights, parental control locking) to
the calling application, i.e. native application or DAE object. The DAE AV or video/broadcast
object shall trigger the event to the calling DAE application as specified in 4.2.2.4.

For MPEG-2 TS, usages shall be controlled at each ECM change. For other file formats,
usages are controlled only when requesting the usage.
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4.2.3.21 Licence evaluation (for (P)DCF OMArlin or Marlin IPMP Marlin FF)

Subclause 4.2.3.2 describes the informative overview of how Marlin data objects acquired via
Marlin protocols are used for consumption of protected contents, such as rendering or
exporting. Figure 6 shows the message flow of licence evaluation.

OITF

CSsp Stream Session
Mgmt. and Control

DAE

Decrypt

P 1. Content URL, (M-CID), Operation

2. Check license g M-CID. Operation )

<

3. Content Key, Attached Usage Information

.

4. Content, Content K

ey, Attached Usage Infgrmation

Figure 6 — Licence evaluation sequence

In order{to gain access to a protected content, steps.below are performed:

nformation:

¢ Content URL: the protected content to be accessed.

IEC 62766-5-1, BCG;-0rrSD&S (see |IEC 62766-3).

N
A
design of the OITF.
1

specification.

he Marlinscliént function in the CSP is required to check the following:

IEC

1) An OITF function such as DAE triggers;the evaluation of a corresponding Marlin
l[icence at CSP via stream session management and control by providing fpllowing
i

o Optionally, M-CID (Marlin €entent ID): ID of the protected content to be adcessed.
The M-CID can also pe- retrieved from the content,

ContentAccessDagscriptor
¢ Operation: operation to perform with the protected content (e.g. render, expprt).

OTE Although DAE=is.used as a function to trigger the licence evaluation, this is only for illustrative
urposes and other~OITF function can be used, such as OITF embedded application dependifg on the

¢ The“PKI signatures on the Marlin data objects related to the protected confent are
validated. For trust management of Marlin, see Clause 9 of the Marl|in core

e The usage rule specified in the Marlin data objects for the protected content is valid

for the CSP.

3) If the licence evaluation succeeds, the CSP returns the corresponding content key and
attached usage information such as output control information (if any) to the stream
session management and control. Otherwise, the CSP responds with an error.

4) The stream session management sends the received content, content key and

attached usage information, to the decrypt function.

4.2.3.2.2 Licence evaluation (for MPEG-2 transport stream)

Figure 7 shows the message flow of licence evaluation with scramble key decryption.
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2. Check licensq

5. Decrypt
Scramblg key C

OITF

CSP Stream Session DAE Decrypt
Mgmt. and Control

1. Content URL, (M-CID), Operation

1. M-CID, Operation

[

3. Attached Usage Information

Y

4. ECM
-

6. Scramble Key, Attached Usage and ECM
Information

7. Content, Scramble Key, Attached Us:we 4qnd
ECM information

IEC

Figure 7 — Scramble key decryption sequence

When the content is encrypted by scramble key, the licence evaluation and scramble key

decryption sequence below is followed:

1)

OITF function such as DAE triggers the evaluation{of a corresponding Marlin [Licence
gt CSP via stream session management and contfo) by providing following information:

¢ Content URL: the protected content to be accessed (Local or remote URL).

o Optionally, M-CID (Marlin Content ID):.ID of the protected content to be adcessed.
The M-CID can also be retrievedcfrom the content, ContentAccessDgscriptor
IEC 62766-5-1, BCG, or SD&S (see IEC 62766-3).

¢ Operation: operation to performwith the protected content (e.g. render, expprt).

NOTE Although DAE is used as a. function to trigger the licence evaluation, this is only for ijlustrative
purposes and other OITF function can be used, such as OITF embedded application dependipg on the
design of the OITF.
1

he Marlin client function jn the CSP is required to check the following:

¢ The PKI signatures on the Marlin data objects related to the protected confent are
validated (signature O.K. and certificate chain is successfully chained up to the
Marlin trust @anchors).

¢ The usage‘rule specified in the Marlin data objects for the protected conten{ is valid
for the~CSP.

If the-licence evaluation succeeds, the CSP returns attached usage informatipn such
gs output control information (if any) to the stream session management and|control.
Otherwise, the CSP responds with an error.

The stream session management and control provides an ECM to the CSP. The ECM
includes a scramble key encrypted by a service or programme key and attached ECM
information including the encryption algorithm type, parental control information,
recording control Information and output control information.

The CSP checks the ECM on integrity. If this is OK, the CSP decrypts encrypted
scramble key with the appropriate key, and, based on the combined output control
information in the ECM and licence, the CSP determines updated output control
information as specified in BBTS.

The CSP sends scramble key and attached usage and ECM information to the stream
session management and control.

The stream session management sends the received content, scramble key and
attached usage and ECM information to the decrypt.
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NOTE The sequence assumes that stream session management and control is trusted by the
that the scramble key, permission to perform the requested operation and attached usage inform
transferred over a secure channel.

Content encryption

CSP and
ation are

This subclause contains an informative overview of content encryption to clarify sequences
related to content key, service or programme key, and scramble key in 4.2.2.5.3 and 4.2.3.2.
Figure 8, Figure 9 and Figure 10 show the message flows of content encryption.

When

3. Cqntent
encryption

Content on Demand Encryption Content and Service Key Content Storage
Management Function Management Function
1. NP-U (M-CID) A

.
L

2. NP-U (Content Key)

) \J

4. NP-T (M-CID, protected content)

Y

and insertion,
possibly partial

IEC
Figure 8 — Content on demand encryption Sequence using content key
(for (P)DCF OMArlin or Marlin IPMP Marlin FF)
(P)DCF OMArlin or Marlin IPMP MarlincEF content on demand is encrypted [using a
content [key, the following steps are performed in the content encryption sequence:
The content on demand managément requests for a content specified by M-CID
(Marlin content ID), the conteni(key to use.
The content and service key'management function returns the content key.
The content on demand encryption management function launches encryption of the
dontent in the clear ‘using the M-CID (Marlin content ID) and content key. The
protected content istgénerated.
The content on demand management stores the protected content in the |content
dtorage.
Clpntent on'Déemand Encryption Content and Service Key Content Sforage
Management Function Management Function
1 NP-11 (M-CID) A
2. NP-U (Content Key, ECM attached infor'm'ati n)
3. ECM generationC ) \l
stream encryption 4. NP-T (M-CID, protected content)
IEC

Figure 9 — Content on demand encryption sequence using content key (for MPEG-2 TS)

When MPEG-2 TS content on demand is encrypted using a content key, the following steps
are performed in the content encryption sequence:


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

IEC 62766-7:2017 © IEC 2017 - 29 -

1)

2. ECM generation
etmion, stre@
encryptiop 3. UNIT-17M (protected scheduled content)

and ins

The content on demand management requests, for the content item specified by M-CID
(Marlin content ID), the content key and ECM attached information, including the
encryption algorithm, parental control information and output control information, to
use.

The content and service key management function returns the content key and ECM
attached information.

The content on demand encryption management function launches encryption of the
content in the clear. Scramble keys are generated and the content is encrypted using
these scramble keys. The scramble keys are encrypted using the content key. ECMs
that include scramble keys and provided ECM attached information are inserted into
the protected content.

kL 4 ES A A ' + £ ' £ 4+ ES ol

NS CUTTITTIU UTT UTITTariu Tl y puuilt TirarnidytTliiiciite TUTivciiulT otuTTo U1C PTUulcuiTUu Content
in the content storage.

Multicast Content Content and Service Key Trahsport Prqcessing

Delivery Function Management Function Functign

1. NP-K (M-CID, Service and Program key, ECM attached infformation)

IEC

Figure 10 — Scheduled content encryption sequence
using scramble key (forrMPEG-2 TS)

When MPEG-2 TS scheduled content is encrypted by scramble keys, then the scramble keys
are enclypted by a service or programme key, the following steps are performed in [Content

Encryptlon sequence:

1)

3)

4.2.5

he content and service key management function sends the M-CID (Marlin [Content
D), service key and possibly.a programme key, ECM attached information including
ncryption algorithm, parental control information and output control information to the
hulticast content delivery function.

1
I

€

n

The multicast content delivery function generates scramble keys and then g¢ncrypts
dlear content using)these scramble keys. Then the multicast content delivery function
gncrypts the stramble keys using the service key or programme key. When the
grogramme key‘is used for encryption of scramble keys, the multicast content |[delivery
fnction enerypts the programme key using the service key. An ECM that inclydes the
gncrypted_scramble keys and provided ECM attached information is inserted [into the
protected content.
F

rotected scheduled content is sent to the transport processing function through UNIT-
TV

Protected file formats

The protected file formats supported in the present specification are:

— the MP4 file format as defined in 5.3 of IEC 62766-2-1:2016

encrypted according to the OMA (P)DCF file formats, including Marlin specific
extensions in an OMA compatible way, as defined in clause 4 of OMArlin,

encrypted according to the Marlin IPMP file format as specified in 2.3 of Marlin FF,
encrypted as specified in ISO/IEC 23001-7,

— the MPEG-2 TS file format as specified in 4.2.6.

NOTE This clause lists four different protected file formats supported by this specification. The criteria that
determine under which circumstances which one or more of these is implemented are out of the scope of the
present document.
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4.2.6 Protection of MPEG-2 transport streams
4.2.6.1 General

If the OITF supports the unprotected MPEG-2 TS format, the OITF shall support the Marlin
protected MPEG-2 TS format, as defined in 4.2.6. Otherwise, the support of the Marlin
protected MPEG-2 TS format as defined in 4.2.6 is optional.

If the OITF supports the unprotected time stamped MPEG-2 TS format, the OITF shall support
the Marlin protected time stamped MPEG-2 TS format, as defined in 4.2.6. Otherwise, the
support of the Marlin protected time stamped MPEG-2 TS format as defined in 4.2.6 is
optional.

4.2.6.2 Context

Transpdrt of conditional access messages in MPEG-2 TS is defined by DVB, CA_degcriptors
(conditipnal access descriptor) are used to signal the presence of conditional | access
informafion in the stream. Conditional access messages are transportedin.short MPEG-2 TS
private ¢lause (clause_syntax_indicator = 0). Two types of messages are\considered:

e ECM messages, which are linked to descrambling, access criteria and control words (TEK).
Thegse messages are signalled in the CA_descriptor in the #MT. ECM messageg should
haveg a high repetition rate in order to allow quick programmeaccess.

e EMM messages, which are linked to rights management. These messages are signpalled in
the CA_descriptor in the CAT. These messages’ repgtition rate should be set at head end
leve| in order to comply with the operator QoS requirements.

Figure 11 provides an overview of the relevant signalling defined by DVB, using exanjple PID
values.

PAT (PID=0x00)
Program 1: PID=0x82 O

Program 2: PID=0x87 | .
PMT (PID=0x82)

ProgramID=144342

Video: PID=0x32 ECMs (PID=0x35)
Audio: PID=0x33

CA-Info1: PID=0x34. Not Specified
CA-Info2: PID=0x35

CAT (PID=0x01) > | EMMs (PID=0x74)

CA-Info1: PID=0x73
CA-INToZ PID=0XT4

Mat Sngeifiad
id

IEC

Figure 11 — Conditional access descriptors signalling ECM and EMM messages

Marlin is used to protect MPEG-2 transport streams and time stamped transport streams as
specified in BBTS. If an OITF supports Marlin protected MPEG-2 TS, the OITF shall
implement the functions of the DRM client as specified in BBTS. For Marlin protected MPEG-2
TS the content delivery function shall deliver transport streams or time-stamped transport
streams that are formatted as specified in BBTS.

If an OITF supports Marlin protected MPEG-2 TS, the OITF shall support the parental_rating
access_criteria_descriptor as  specified in IEC 62455, the recording control
access_criteria_descriptor as specified in 4.2.6.3 and shall support at least the rating_type 0
in these criteria, which maps to the parental rating system in DVB systems, as defined in
EN 300 468.


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

IEC 62766-7:2017 © IEC 2017 -31-

For the recording control, refer also to 4.2.6.3, the OITF shall compare the required operation
with the allowed operations (PVR and time shifting) in the recording control criteria and refuse
the requested operation to the calling application (native or DAE) if the requested operation is
not allowed.

For the parental rating control, the OITF shall compare the programme's rating from the
parental rating access_criteria_descriptor with the current parental rating criterion set in the
OITF by the application (either native application or DAE) and shall block the consumption of
programme (i.e. stop descrambling), if the parental rating system is supported by the OITF
and the programme’s rating does not meet the parental rating criterion (e.g. rating is at or
above a certain threshold, for a rating system that is ordered from lower viewer age to higher
viewer age). The OITF shall raise an event to the application controlling the playback or other
operati ; whenever—a palcllta= |at;||9 is—discoveredfor-the-ANVcontentthat-doesmotmeet the
parental rating criterion that is set for the parental system in use, which has led to,blocking of
the consumption of the content. The event shall provide the programme's rating:\In gase the
applicatjon is a native application and if the MPEG-2 TS provides a parental,control URL, as
defined|in 4.2.6.5, the native application should launch the DAE with the Parental Confrol URL
for the [management of parental control. In case the application is a DAE applicatjon, the
event |s called onParentalRatingChange and is defined in 7136 and 7.14.6 of
IEC 627/66-5-1:2017.

If the O|TF does not support the particular parental rating systemvised in the progranime, the
OITF shall raise an event to the application controlling the playback or other operatijon. The
event shall provide the programme's rating. In the casSe that the application is|{a DAE
applicatjon, the event is called onParentalRatingError and is defined in 7.13.6 and 7/.14.6 of
IEC 627/66-5-1:2017. The event may be managed Via the DAE application (seg| 4.6 of
IEC 627/66-5-1:2017 for more information). In the\case that the application is g native
applicatjon, the event is managed through an OITF vendor-dependent user interface.| In both
cases, fonsumption may be unblocked by sétting a new parental rating threshold. This
threshold setting is usually restricted to privileged users, e.g. parents and a succesgful PIN
input byl a user may be used to control thezparental rating threshold setting. The OITK should
continu¢ monitoring the MPEG-2 TS, taking into account parental rating criteria chgnges in
ECM streams or new settings for thexparental rating threshold in the OITF, and shall junblock
consumption (i.e. re-start descrambling) if the current programme's rating becomes lower than
the currgnt parental rating threshold.

When np valid rights are available for the MPEG-2 TS, the OITF shall block the consumption
of the [programme (i.e(stop descrambling) and shall raise an event to the application
controlling the playback or other operation. In case the application is a DAE applicafion, the
event is| called onDRMRightsError and is defined in 7.13.7 and 7.14.7 of IEC 62766-511:2017.
The OITF should‘eontinue monitoring the MPEG-2 TS, taking into account criteria changes in
ECM sr:[eams or’ rights changes in OITF and shall unblock consumption (i.e. rejstarting
descranmbling)nf there are valid rights for the requested operation.

For the avoidance of doubt; theOtTF straltsupportthepresenceof descriptorsfora general
description of descriptors, see ISO/IEC 13818-1 which are not defined in this specification)
but shall ignore these descriptors. In particular, to allow DVB-SimulCrypt with other CA
systems as defined in TS 103 197 and gateway-centric approach, the presence of the
following descriptors shall be supported: CA descriptor for other CA systems than Marlin and
than CA systems supported in a CSPG, scrambling descriptor EN 300 468, and copyright
descriptor ISO/IEC 13818-1.

4.2.6.3 Recording control access criteria

This clause defines an access_criteria_descriptor that may be present in the IEC 62455 ECM
as defined in BBTS, as shown in Table 1.
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Table 1 — Recording Control access_criteria_descriptor

recording control information Tag Length Type
access_criteria_descriptor (in bits)
recording_control_information_byte 0x010 8 Bslbf

Table 2

shows the syntax of the recording_control_information_byte.

Table 2 — Bit assignments of recording_control_information_byte

Bit # 7 6 5 4 3 2 1 0

The DN
The OI
after re
access |

The OIT
receipt
control
which tH

The DN
shifting.
after re
access |

The OIT|
of a BH
access |
DNTS b

The tim
setto 0

The con
should 1

For an d

Assignment | rsvd | rsvd | rsvd | rsvd | rsvd | rsvd | DNTS | DNR

[F shall not store for the PVR function the TS packets of a BBTS~that are 1
teipt of a BBTS packet carrying an IEC 62455 ECM that includes.a recording
criteria_descriptor in which the DNR bit is set to 1.

F may store for the PVR function the TS packets of a<BBTS that are receiy
of a BBTS packet carrying an IEC 62455 ECM that. does not include a r¢g
access_criteria_descriptor or does include a recording control access crit
e DNR bit is set to 0.

TS (do not time shift) bit signals that a BBTS is not allowed to be stored
The OITF shall not store for time shifting the TS packets of a BBTS that are 1
teipt of a BBTS packet carrying an IEG~62455 ECM that includes a recording
criteria_descriptor in which the DNTS bit is set to 1.

F may store for time shifting the~TS packets of a BBTS that are received afte
TS packet carrying an IEC'62455 ECM that does not include a recording
criteria_descriptor or doesvinclude a recording control access criteria in w

R (do not record) bit signals that a BBTS is not allowed to be stored for-PVR function.

eceived
control

ed after
cording
erion in

for time
eceived
control

receipt
control
nich the

['S bit is

tis setto 0.

b shifting period shallnot exceed 90 min if the DNR bit is set to 1 and the DN]
nbination of DNR equals 0 (PVR allowed) and DNTS equals 1 (time shift not allowed)
ot be set

verview of the combinations, see Table 3.

Table 3 — DNR and DNTS combinations

DNR DNTS Description
0 0 Time shifting allowed for infinite period; PVR allowed
0 1 Should not occur
1 0 Time shift limited to 90 min; PVR not allowed
1 1 Time shift not allowed; PVR not allowed

The rsvd (reserved for future use) bits shall be set to 0.
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4.2.6.4 PMT table

When creating transport streams that are formatted as specified in BBTS, the content delivery
shall include a BBTS CA_descriptor BBTS in each PMT pointing to a stream protected by
Marlin and shall include the serviceBaseCID, see BBTS, into the BBTS CA_descriptor. The
soclD BBTS used by the content delivery shall be "marlin" (without the double quotes).

In case DVB-SimulCrypt is used with other CA systems as defined in TS 103 197 and/or with
the gateway-centric approach then the content_key index field in the IEC 62455 ECM as
defined in BBTS shall match the scrambling_mode of the other CA system. If the cipher_mode
field is 0x1 (CBC) then the initial_vector and next_initial_vector fields in the IEC 62455 ECM
shall be set to 0 as specified in ATIS-0800006.

4.2.6.5 CAT table

When cfeating transport streams that are formatted as specified in BBTS, the,content |delivery
function| may include a BBTS CA_descriptor BBTS in the CAT for streams protected by Marlin,
in orden to provide Marlin rights URLs. If several Marlin rights URL sets’are provjded for
different service operators, the content delivery shall include several BBTS CA_descriptor and
each BBTS CA_descriptor shall include a different serviceBaseCID.

The rights issuer URL clause, defined in BBTS, may contain’d parental control WRL, as
defined fin this subclause. Use of the parental control URL is described in 4.2.6.2.

The coding of the parental control URL parameter in the)TLV format is shown in Table |4.

Table 4 — Parental_Control_URL parameter syntax

Syntax Mnemonic No. of bits

Parental Control URL () {

Parental Control URL_ tag,&)0x05 uimsbf 8

Parental Control URL (Iength uimsbf 8

For (i=0; i<N; it

Parental @entrol URL data byte bslbf 8

}

}

Parenta] s\Control_URL_tag: this specification has defined the value of 0x05 for the parental
control URC parameter.

Parental_Control_URL_length: specifies the length of the Parental Control URL_data_byte in
bytes (N).

Parental_Control_URL_data_byte: the parental control URL for this content.

NOTE The syntax of Table 4 and similar tables in subsequent clauses follows conventions outlined in ISO/IEC
13818-1 (e.g. mnemonics, use of C-language like loop descriptors).

Before accessing the rights issuer URL specified in BBTS, the OITF, or the DAE application
that receives an "onDRMRightsError" event, as defined in 7.13.7 and 7.14.7 of IEC 62766-5-
1:2017, shall obtain user consent to access the web page. When a service receives an HTTP
request to the Rights Issuer URL, the service should respond with an HTML page and not with
a Marlin action token or with a Marlin licence. This HTML shall comply with CE-HTML. After
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user interaction via the HTML pages, the service may return a Marlin action token or Marlin
licence.

Before accessing the parental control URL specified in this clause, OITF shall obtain user
consent to access the web page. When receiving an HTTP request to the parental control
URL, the service should respond with an HTML page. This HTML shall comply with CE-HTML.

4.2.6.6 System renewability messages

In the scope of this specification, DTCP and HDCP system renewability messages (SRM) can
be transported in a Marlin protected MPEG-2 TS. The signalling and transport of SRM in
Marlin protected MPEG-2 TS shall comply with ETSI TS 102 770.

If an OIJTF supports HDCP output and receives Marlin protected MPEG2-TS format, the OITF
shall detect the presence of HDCP system renewability messages and install them) as|defined
in HDCR.

If an OI[TF supports DTCP output and receives Marlin protected MPEG2-FS format, the OITF
shall detect the presence of DTCP system renewability messages and.install them, as|defined
in DTCRH.

4.2.7 Operation of Marlin technologies
4.2.71 General

Subclause 4.2.7 specifies the operation of Marlin teehnologies to support certain typ¢ of use
cases.

4.2.7.2 Status of Marlin licence support

A usage rule which uses status information”(such as count) is supported in the Marlin| licence
(e.g. burn usage rule by allowing Export action to a certain target system). When the Marlin
licence |requires status management in the client, the corresponding Marlin licencqg should
also haye a 'not after' condition.specified in the absolute validity period. The value sppecified
by 'not after' should be no laterythan 1 month from the issuance of the Marlin licence. For
example, when the Marlin licence issued on 24 November 2008 00:00 allows some operation
to be pprformed 3 times,Sthis Marlin licence should only be valid until 24 Decembgr 2008
00:00.

4.2.7.3 Subscription support

A CSP functien~that implements this specification shall support BNS Extended topology for
Subscription.Nodes as defined in BNSP. It means that the CSP shall support following Marlin
protocolsfor subscription node, which are originally defined as optional functions in BNSP:

— Marlin licence acquisition to bind Marlin licence to subscription node;

— Marlin deregistration from a domain represented by subscription node where a
corresponding subscription link shall have the following properties:

e LinkFrom: personality node or user node;

e LinkTo: subscription node.

The CSP shall signal this support of the BNS Extended topology by using the mechanism
defined in 6.2 of BNSP.
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4.2.8 DRM data

4.2.8.1 DRMSystemID

DRMSystemID, used to signal the type of DRM, is defined in IEC 62766-3. DRMSystemID is
used in metadata structures, defined in IEC 62766-3, in APIs defined in IEC 62766-5-1 and in
protocols defined in IEC 62766-4-1. For Marlin, since the DVB CA_System_ID is assigned as
0x4AF4, the value for the DRMSystemID to signal Marlin shall be set to the following value:
"urn:dvb:casystemid:19188". In addition to the DRMSystemID "urn:dvb:casystemid:19188"
signaling Marlin, URN "urn:marlin:ms3:1-0" defined in 1.3.1 of Marlin MS3 may be used as a
second DRMSystemID to signal that Marlin Simple secure streaming feature is supported.

4.2.8.2 __ Metadata — DRM control information

A DRM [control Information structure to hold DRM dependant control parameters-is\dsg
IEC 627/66-3 as an extended element included in content access descriptor;” de
IEC 627/66-5-1 and extension of purchaseltem element of BCG and SD&S metadata,

in IEC 62766-3.

fined in
fined in
defined

For Maflin protected content, the element of DRMControlinformation”shall be mapped as

specified in Table 5.

Table 5 —- DRMControlinformation mapping for Marlin

Element|/ Attribute Name

Element / Attribute Mapping for Marlin

DRMCortroliInformation

DRMSystemID

Shall be set to the value defined for the Marlin System ID, in 4.2.8.1.

DRMCorltentID

Shall be set Marlin content\D. For Marlin protected MPEG-2 TS or times
MPEG2-TS, the content ID is derived from the soclD; together with
serviceBaseCID as defined in BBTS.

bamped

RightslsguerURL

Should be set to'the RightslssuerURL present in Marlin protected conten
formats, definédyin 4.2.5 and 4.2.6.

SilentRightsURL

Should be-set to the SilentRightsURL present in Marlin protected content]
formats, defined in 4.2.5 and 4.2.6. When accessing to this SilentRightsU
Marlin_action Token or MIPPVControlMessage may be returned.

PreviewRightsURL

Should be set to the PreviewRightsURL present in Marlin protected contg
formats, defined in 4.2.5 and 4.2.6.

DoNotRgcord

Should be set to the same value as the DNR (do not record) bit in record
control access criteria defined in 4.2.6.3.

DoNotTimeShift

Should be set to the same value as the DNTS (do not time shift) bit in re
control access criteria defined in 4.2.6.3.

ording

DRMGerjericData Placeholder element for which currently no mapping is defined.

DRMPrivateData DRMPrivateData shall be an instance of a MarlinPrivateDataType structufe, see
B.2.

mimeType Shall be set to the mime type of the DRMPrivateData. For Marlin, it shall

therefore be set to MIME type of a Marlin licence, see BNSP or to the MIME type

of a Marlin Token, see BNSP.

If Marlin Simple secure streaming feature is supported, in addition

DRMControlinformation structure given in Table 5, a second DRM control

structure may be present with parameters mapped as specified in Table 6.

to the

Information
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Table 6 — DRMControlinformation mapping for Marlin simple secure streaming

Element / Attribute Name

Element / Attribute Mapping for Marlin

DRMControlInformation

DRMSystemID

Shall be set to the value defined for the Marlin Simple secure streaming feature,
in4.2.8.1.

DRMContentID

Shall be set Marlin content ID. In the case of scheduled content over IP, the
content ID is derived from the soclID; together with serviceBaseCID as defined in
BBTS.

RightslssuerURL

Placeholder element for which currently no mapping is defined.

SilentRightsURL

Placeholder element for which currently no mapping is defined.

PreviewRightsURL

Placeholder element for which currently no mapping is defined.

DoNotRgcord

Should be set to the same value as the DNR (do not record) bit in recerd|ng
control access criteria defined in 4.2.6.3.

DoNotTimeShift

Should be set to the same value as the DNTS (do not time shift) bit in re¢ording
control access criteria defined in 4.2.6.3.

DRMGerjericData Placeholder element for which currently no mapping is\defined.
DRMPrivateData Placeholder element for which currently no mapping‘is defined.
mimeType Shall be set to the mime type of the DRMPrivateData. For Marlin Simple pecure

streaming feature, it shall be set to MIME type\of a Marlin Token, Marlin MS3.

Both MhparlinPrivateDataType and HexBinaryPrivateDataType extend DRMPrivateD4dtaType,
defined|in IEC 62766-3; and so the element DRMPrivateData can be substituted by either

MarlinPfivateData or HexBinaryPrivateData as defined in Figure 12.
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—|E::13:DRM5ystem}D
—|E tn=:DRMContentlD

l tn=:DRMPrivateDataTyps(

= sttributes

' mlmeType i

= MarlinTok

MarlinLice

Figure 12 — Outline of DRMControlinformationtype with MarlinPrivateData

The XML schema for the MarlinPrivateDataType is defined in B.2.

Table 7 specifies the format of the Marlin private data structure.

Table 7 — MarlinPrivateData structure

Element / Attribute Name

Element / Attribute description

MarlinPrivateData
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MarlinLicense A Baseb64 encoded XML Document containing an instance of a Marlin

licence, typically used for channel preview.

MarlinToken

to be used for triggering Marlin protocol.

A Base64 encoded XML document containing an instance of a Marlin token,

4.2.8.3
4.2.8.3.

DAE Marlin messages

1 General

The CSP shall support receiving the following messages via the sendDRMMessage API

defined

. Marltn action token, format and mime type defined in BNSP;

e MIP

e Marlin licence, format and mime type defined in BNSP.

For the
system

4.2.8.3.

This sul

is used
licence
to the

acquisit
view ca

1)

2)

3)

The MIRPVYControlMessage, as shown in Figure 13, includes Marlin licence, which is

\
(
J
\"
g
the pay per view pregramme.
H
N
f
A
{

in 7.6.2 of IEC 62766-5-1:2017:

PV ControlMessage, format and mime type defined in 4.2.8.3.2;

5e messages, the DRMSystemID shall be set to the value defined for the
Din 4.2.8.1.

p MIPPVControlMessage format

in a pay-per-view use case where a large ndmber of users try to acquire
ust before a pay-per-view programme begins:. To avoid such simultaneous a

on timing information. These three data’items are used as follows in a typical
e

DITF Function (e.g. DAE application) passes the MIPPVControlMessage to C§
ses common Marlin licence- embedded in MIPPVControlMessage to play a
iew programme until it@ets the Marlin licence that is valid only for that OITF.
ommon Marlin licence is valid for any OITF, the common Marlin licence expire

y following the~timing information in MIPPVControlMessage, the client exec
flarlin action token in MIPPVControlMessage, and then it acquires the Marlin
pbr the OITF.

rogramme even after the expiration of the common Marlin licence.

b Marlin

clause describes the usage of MIPPVControlMessage, which is used for pay-per-view
cases, and defines the message structure of MIPPVControlMessage. MIPPVControlN

lessage
h Marlin
ccesses

CSP-T (DRM server), a service can apply MIPPVControlMessage which includes
common Marlin licence (i.e. common for OITES), Marlin action token, and Marlin

licence
bay-per-

Vhen an OITF function (e.g. DAE application) receives a MIPPVControlMessage, the

P. CSP
pay per
Since a
5 during

ites the
licence

fter acquisition of the Marlin licence for the OITF, the OITF can play the pay-per-view

ommon

among clients, Marlin action token, which is used to acquire the unique Marlin licence, and
timing information, which indicates the timing to initiate Marlin licence acquisition protocols.

MIPPVControlMes=sage E]_(_'"_E

The XM

O
1}
g
or
5

Figure 13 — Outline of MIPPVControlMessage

L schema for the MIPPVControlMessage is defined in Clause B.2.

IEC
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Each element has the semantics as shown in Table 8.

Table 8 — MIPPVControlMessage format

Element / Attribute Name Element / Attribute description

MIPPVControlMessage

MarlinLicense A Base64 encoded XML Document containing an instance of a Marlin
licence.

MarlinActionToken A Base64 encoded XML document containing an instance of a Marlin
action token.

absoluteAcquisitionTiming Licence acquisition timing in absolute time

relativieAcquisitionTiming Licence acquisition timing in relative time from the start of the gontent

MIME type of MIPPVControlMessage is defined as follows:

application/vnd.oipf.mippvcontrolmessage+xml

4.3 (Jateway-centric approach
4.3.1 General

Subclause 4.3 specifies the functionality for the OIPF Gateway-centric approach to|content
and seryice protection. It elaborates on the CSPG functional entity and UNIS-CSP-G, HNI-
CSP, HNI-AGC reference points introduced in the functional architecture described in Annex
B of IEQ 62766-1:2017.

The gafeway-centric approach provides a content protection solution whereby the|service
provider is able to deploy any preferred protection system to deliver protected content to the
user, but the delivery protection is terminated in the CSP Gateway (CSPG) functio}r and a
common local protection solution is used to maintain protection of the content on the final link
between the CSPG and the OITF. CSPG are specified for Cl+ (4.3.4) and for DTCP-IP((4.3.5).

It is permitted that the CSPG and OITF functional entities are implemented in the sam¢ device.
In this ¢ase, the CA/DRM system used for content delivery will be terminated directly at the
terminal device. Also, the~@ITF-CSPG communication is a device-internal interface that does
not need to conform tothe€ HNI-CSP interface, i.e. there is a "virtual" CSPG embeddgd in the
terminal device. Thistis conceptually equivalent to the implementation of any chosen CA/DRM
in the device hosting-the OITF. This approach is documented informatively in Annex F

4.3.2 Capabilities

The DAE shall signal which CA_System ID values ISO/IEC 13818-1, and optionally the type
of CSP gateway, are supported in the OITF including those available via gateway-centric
approach as defined in Clause 9 of IEC 62766-5-1:2017.

The list of supported CA_System_ID values and optionally the type of CSP gateway shall also
be retrieved by the service platform provider using one of the following methods:
e the OITF remote management interface as defined in IEC 62766-4-1;

e as part of the service provider discovery subscribe message as defined in IEC 62766-4-1.
4.3.3 CSPG-DAE interface

When a DAE application uses the DRM agent APl and event, sendDRMMessage and
onDRMMessageResult, defined in 7.6.2 of IEC 62766-5-1:2017, to handle a DRM message
for a given CA_System_ID that is supported by a CSPG, the OITF shall forward these
messages to the appropriate function, CSP or CSPG.
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When protected content is used (played, time-shifted, recorded) from a DAE application, the
OITF shall forward events (no rights or parental control locking) from the CSPG to the DAE
application via the A/V or video/broadcast object. The DRM events onDRMRightsError,
onParentalRatingChange and onParentalRatingError are defined in 7.13.6, 7.13.7, 7.14.8 and
7.14.7 of IEC 62766-5-1:2017. The DRM events (no rights or parental control locking) shall
include the CA_System_ID information.

4.3.4 Cl+ based gateway
4.3.4.1 General

All normative statements in 4.3.4 apply only in case the Cl+ based gateway-centric approach
is supparted

NOTE The criteria that determine under which circumstances the Cl+ based gateway-centfic ‘approach is
implemented are out of the scope of the present document.

4.3.4.2 Overview

The CSPG-CI+ is an optional entity handling security for the OITF. ItShall make any|specific
content|protection solution transparent to the OITF. This is achieved‘by the use of a dtandard
secure [channel between the OITF and the CSPG-Cl+. The €SPG-Cl+ acts as g bridge
between a specific protection solution and one standard securé.channel. Once the O|TF and
the CSHG-CI+ are mutually authenticated, the OITF is seamlessly able to receive any|content
that wap initially secured by the different content protecCtion solutions that the C§PG-Cl+
handles| The incoming stream to the CSPG-CI+ is associated with the generic media format
label "PF", as defined in IEC 62766-2-1.

The protected content stream is sent from the QITF to the CSPG-CI+ and then sent|back to
the OITF protected in such a way that only authenticated OITF can gain access to it. Inpcoming
and outgoing streams format are based on:MPEG-2 transport stream. Protected file [formats
based gn MP4 file format (i.e. OMA (P)DCGF-and Marlin IPMP) are not supported.

The defjnition of the interfaces is based on the DVB CI specification (EN 50221 and|TS 101
699) and the Cl+ specification (CLPlus V1.3).

Figure 14 presents an overview of the functions and interfaces of the CSPG-CI+.

—— Key path

Scrambled once

for all terminals  pegcrambling keys stay in
CSP Gateway

—— «Usage Rules

— — =< ‘secure path
—=>% Media path

Incoming stream .
| UUO\JIGIIIUIIIIM
3 "
Desc. Key Liz= 1
Management 7 |
OITF Authentication ! 1
Scramb. Key :
Management S~ I
Outgoing stream %:}
- S Scrambling
/ CSPG-CI+

Scrambled for
authenticated OITF
IEC

Figure 14 — CSPG-CI+ overview

In order to provide seamless behaviour to the end user (e.g. for service selection operation),
the incoming stream in Figure 14 shall be delivered through the UNIT-17 reference point as
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for the terminal-centric approach. Figure 15 describes CSPG-Cl+ in the home network context
and maps interfaces from Figure 14 to home network interfaces defined in Annex B of
IEC 62766-1:2017.

HNLINI-AG | : HNI-INI
OITF . :
i AG i Incoming stream
HNI-CSP HNIFAGC
UNIS-CSP-G
OITF Authentication cspG-.Cl+ || X
<1 1
Outgoing striié'é'ﬁi I ' i
Wan Gateway; | G

IEC

Figure 15 — CSPG-CI+ context
The OIT|F and CSPG-CI+ shall comply with Cl+ specifications*(Cl Plus V1.3).

4.3.4.3 CSPG-CI+ connectivity

The physical interface is based on a PCMCIA slot-as specified by the DVB-CI spedification
(EN 50221 and TS 101 699) and the Cl+ specification (Cl Plus V1.3).

4.3.4.4 CSPG-CI+ discovery

The CSPPG-CIl+ discovery shall be performed at OITF start-up and CSPG-CI+ initiglization.
The setlip of the session to the Cl Rlus V1.3 Specific application Support (SAS) resoyrce and
the conpection to the Open IPT\AForum private application are described in 4.3.4.5.1.2. A
successfful connection means that a CSPG-CIl+ has been discovered.

4.3.4.5 Residential network interfaces
4.3.4.5.1 HNI-CSP.
4.3.4.5.1.1 General

HNI-CSP jis‘an interface to exchange control information and media between the C§PG-CIl+
and the [OLFF.

4.3.4.5.1.2 Control channel
4.3.4.5.1.2.1 General

OITF controls the CSPG-CI+ using resources defined in EN 50221 and TS 101 699 as well as
resources as defined in Clause 11 of Cl Plus V1.3.

OITF and CSPG-CI+ shall use the SAS resource, defined in 11.4 of Cl Plus V1.3, to handle
messages as specified in 4.3.4.5.1.2.

The OITF shall send a SAS_connect_rqst() APDU CI Plus V1.3 to the CSPG-CI+ with the
specific Open IPTV forum private_host_application_ID defined in Table 9. The CSPG-CIl+
shall acknowledge the connection by sending back a SAS_connect_cnf() APDU CI Plus V1.3.
The highest private_host_application_ID value known by the host shall be tried first. If the


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

-42 - IEC 62766-7:2017 © IEC 2017

SAS_session_status returned by the SAS_connect_cnf() APDU is not 0x00 ("Connection
established") then a lower value shall be tried and so on until success.

Table 9 — OIPF private_host_application_ID

private_host_application_ID Value (64 bits)
OIPF_APPLICATION_ID for legacy 0x0108113101190000
versions
OIPF_APPLICATION_ID for version 0x0108113101190001
compliant with the present part

Then arjy further exchanges between the OITF and the CSPG-CI+ are completed.thrqugh the
use of the SAS_async_msg() APDU. Syntax of this APDU is reminded in Table 10.

Table 10 - SAS_async_msg() APDU syntax

Syntax No. of Bits Mnemonjc
SAS aspnc msg() {
SAS psync_msg_tag 24 uimsbf
lengkh field()
messpge nb 8 uimsbf
messpge_length 16 uimsbf

for [(i=0; i<message length; i++) {

mefpsage byte 8 uimsbf

4.3.4.5.1.2.2 Specific messages

The OITF and CSPG:-CIl+ shall support the messages listed in Table 12. For each of the
messages the meéssage_ byte payload takes the generic syntax given in Table 1. The
message data may be broken into a number of records containing the same or differept types
of data [dentified by the datatype_id.

Table 11 = Generic message byte() syntax

Syntax No. of Bits Mnemonic
message _byte () {
command_id 8 uimsbf
ca_system id 16 uimsbf
transaction_id 32 uimsbf
send datatype nbr 8 uimsbf

for (i=0; i<send datatype nbr; i++) {
datatype id 8 uimsbf

datatype length 16 uimsbf
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Syntax

No. of Bits

Mnemonic

data_ type ()

8 * datatype length

bslbf

command_id: 8-bit value that identifies the message. The values are defined in Table 12.

ca_system_id: 16-bit integer that identifies the CA system being queried.

transacfion_id: 32-bit value, generated by the OITF, provided in a message to the C§PG-Cl+

that will

transac
request
The trar
Cl+ (i.e]

be returned

in any corresponding

reply message from the CSPG-C|+.

The

ion_id allows the OITF to match the CSPG-Cl+’'s replies with the'c¢orresponding

5. The OITF should increment the value, modulo 232, with every message i
saction_id should be ignored in messages sent spontaneously (events) by the
rights_info, parental_control_info, system_info).

sends.
CSPG-

send_datatype_nbr: 8-bit integer that gives the number of data(type items included in the

messag

datatyp
The val

datatyp¢_length: 16-bit integer that gives the length of the data_type() field in bytes.

a)
< -

es are defined in Table 13.

_id: 8-bit integer that identifies the type of the data contained in the data type loop.

data_type: data type payload. The data type loop shall only contain the specified dgta type,

but may
by comg

Table 12 — OIPF specific messages and command_id values

contain multiple records of the same type; the number of records may be determined
utation of the datatype_length field.

Message command_i_d value Direction
(hexadecimal)

OITF CSPG-Cl+
send_msg 0x01 >
reply_msg 0x02 <
parental/control_info 0x03 <
rights_info 0x04 <
system info 0x05 &
can_play_content_req 0x06 >
can_play_content_reply 0x07 <
can_record_content_req 0x08 >
can_record_content_reply 0x09 <
(reserved) 0x0A-0x7F
(user defined) 0x80-0xFF

Table 13 — OIPF specific datatype_id values

Data type

datatype_id value
(hexadecimal)

oipf_ca_vendor_specific_information

0x01
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oipf_country_code 0x02
oipf_parental_control_url 0x03
oipf_rating_type 0x04
oipf_rating_value 0x05
oipf_rights_issuer_url 0x06
oipf_access_status 0x07
oipf_status 0x08
oipf_drm_private_data 0x09
oipf_can_play_status 0x0A
oipf_can_record_status OX0B
(reserved) 0x0C-0x7F
(user defined) 0x80-0xFF

4.3.4.5.1.2.3 Mapping of messages to DAE API or events

The OITF shall map the specific messages listed in Table 12(to DAE API or events as
described in Table 14:

Table 14 — Mapping to DAE APKor events

Message DAE API or event
send_msg sendDRMMessage
reply_msg enDRMMessageResult

parental_control_info

onParentalRatingChange,
onParentalRatingError

rights_info

onDRMRightsError

system_info

onDRMSystemMessage

can_play_content_reg

canPlayContent

can_play_content_reply

canPlayContent

can_record_content_req

canRecordContent

can_record_content_reply

canRecordContent

The DRMSystemiD attribute in DAE API or events are mapped to the ca_system_id| field in
the SA§_async_msg APDU. The ca_system_id field is filled by extracting the numerjc value
from thg DRMSystemID string, such that "urn:dvb:casystemid:" is removed and the regmaining
numberH i =it : ; ; refixing
the 16-bit integer converted to a decimal number string with "urn:dvb:casystemid:" as
described in IEC 62766-3.

Private data are array of bytes encoded for DAE API or events attributes in a string using a
hexadecimal representation, as defined for xs:hexBinary type used in XML schemas. In Cl+
SAS_async_msg fields, the private data is encoded in bytes.

Precise mapping of DAE API or events and attributes are described in the following clauses.

4.3.4.51.2.4 send_msg

A native application or DAE application should use the send_msg message to provide DRM
specific messages to the CSPG-CI+.
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When requested by either a native or DAE application, the OITF shall send the send _msg
message to the CSPG-CI+ to exchange DRM messages. Examples of usage are:

e Service provider handles the purchase of content at the server side and then uses the
send_msg message via a DAE application to ask the CSPG-CI+ to retrieve the associated
licence.

e Service provider sends the send_msg message via a DAE application to the CSPG-CI+ to
force the CSPG-CI+ to purchase a specific programme.

The data types for the send_msg message are listed in Table 15.

oipf_ca|vendor_specific_information: vendor-specific information. The\ maximum Iqg
65000 Bbytes.

Table 15 — send_msg message data types

Syntax Occurrence number

oipf_ca_vendor_specific_information 1

ngth is

When a|DAE application calls the sendDRMMessage API with msgType set to the MIME type
"application/vnd.oipf.cspg-hexbinary" and a DRMSystemld set\to a ca system id supported by

the CSHG-CI+, the OITF shall send a send_msg message 40 the CSPG-CI+.
The profotype of the sendDRMMessage API defined in [EC 62766-5-1 is recalled here
String sendDRMMessage(String msgType, stringnsg, string DRMSystemID)

The OIT|F shall map the attributes of the cafled DAE API as follows:

e the

4.3.

e the

as defined for xs:hexBinary type used in XML schemas is decoded to bytes before
it to|send_msg messagetin the oipf_ca_vendor_specific_information field as desd
.4.5.1.2.3.

4.3

4.3.4.5.1.2.5 reply_msg

The CSPG-Cl+(shall send the reply msg message to the OITF to provide the statu
send_misg message.

The datatypesfertheroph—msg-rmessa

DRMSystemld attribute is smapped to the ca_system_id field as descy
45.1.2.3.

brivate data in msg attribute encoded in a string using a hexadecimal represg

ibed in

ntation,
passing
ribed in

Y

5 of the

Y ot eTopTy ST

Table 16 — reply_msg message data types

Syntax Occurrence number

oipf_status 1

oipf_ca_vendor_specific_information 0..1

oipf_status: if equal to 0, the send_msg message has been successfully handled by the
CSPG-CI+ and a oipf_ca_vendor_specific_information may be available.

If equal to 1, the send_msg message failed because an unspecified error occurred.

If equal to 2, the send_msg message failed because the CSPG-Cl+ was unable to

complete the necessary computations in the time allotted.
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o |If equal to 3, the send_msg message failed because
oipf_ca_vendor_specific_information has a wrong format.

o If equal to 4, the send_msg message failed because user consent is needed for that
action.

e If equal to 5, the send_msg message failed because the specified CA system in
ca_system_id is unknown.

Unspecified status values should be considered as, message failed because an unspecified
error occurs.

oipf_ca_vendor_specific_information: vendor specific information. The maximum length is
65000 kpres-

NOTE The service provider should not provide a DRM message in metadata (BCG, SD&S, CAD),and| expect a
response|in oipf_ca_vendor_specific_information of reply_msg message, if these metadata .are hanglled by a
native application. The native application sending the DRM message to the CSPG-CI+ will not know how|to handle
a responde.

When rgceiving a reply_msg message with a transaction_id mapping t0)a send_msg message

issued |from a DAE application call to sendDRMMessage, theOOITF shall issue an
onDRMMessageResult event to the DAE application

The profotype of the onDRMMessageResult event defined in [EC 62766-5-1 is recalled here:
function onDRMMessageResult( String msglD, string resultMsg, Integer resultCode )

The OIT|F shall set the attributes of the issued DAEevent as follows:

o the msglD attribute set to the value returned-to the called sendDRMMessage;

o the nesultCode attribute is mapped to eipf status field as shown in Table 17;

Table 17 — resultCode and oipf_status mapping

oipf_status field Description resultCode attribute Description

0 Succesful 0 Successful

1 Unspecified error 1 Unknown error

2 Out of time 2 Cannot proces
request

3 Wrong format 6 Wrong format

4 User Consent Needed 4 User Consent
Needed

5 Unknown DRM system 5 Unknown DRM
system

o the resultMsg attribute set to the private data in oipf_ca_vendor_specific_information
encoded in a string as described in 4.3.4.5.1.2.3.

4.3.4.5.1.2.6 parental_control_info

The CSPG-CI+ shall send a parental_control_info message to advise the OITF whenever the
selected programme’s rating changes. If the new rating does not meet the parental rating
criterion (e.g. rating is at or above a certain threshold for a rating system that is ordered from
lower viewer age to higher viewer age), the programme is not descrambled anymore. If the
new rating meets the parental rating criterion (e.g. rating is under a certain threshold for a
rating system that is ordered from lower viewer age to higher viewer age), the programme is
descrambled again.
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The data types for the parental _control_info message are listed in Table 18.

Table 18 — parental_control_info message data types

Syntax Occurrence number
oipf_access_status 1
oipf_rating_type 1
oipf_rating_value 1
oipf_country_code 0..n
oipf_parental_control_url 0..1

oipf_acgess_status: if equal to 0, the programme is no longer being descrambled,| access

conditions to the programme are no longer being met. A oipf_parental_control _url [may be

provided. If equal to 1, the programme is descrambled again.

oipf_rating_type: rating_type as defined in the parental_rating access, criteria_descriptor in

IEC 62455.

oipf_rating_value: 1-byte rating_value as defined in the parentdl_rating

access [criteria_descriptor in IEC 62455.

oipf_couyntry code: 2-byte optional country codes“cas defined in the parentdl _rating

access [criteria_descriptor in IEC 62455.

oipf_parnental_control_url: optional URL for cennécting to the service provider, for unlocking

the pargntal control.

The OIT|F shall support at least the parental rating system identified by the oipf_rating| type 0,

which maps to the parental rating system in DVB Systems, specified in EN 300 468.

If an oigf _parental_control_url is)provided and the event is raised to a native application, the

native ajpplication should launch the DAE with the oipf_parental_control_url that mightfallow to

unlock parental control in-the CSPG-CI+.

When the parental .control_info message is received and a DAE application is launched, the

OITF shall issue the-relevant event to the DAE application:

e onParentalRatingChange event, if the parental rating system specified [by the
oipf |rating type is supported by the OITF.

o onParentalRatingError—event—if—the—parental—rating——system——speeifited—by the

oipf_rating_type is not supported by the OITF.

The prototype of the onParentalRatingChange and onParentalRatingError events defined in
IEC 62766-5-1 are recalled here:

function onParentalRatingChange( String contentID, ParentalRatingCollection ratings, String
DRMSystemID, Boolean blocked );

function onParentalRatingError( String contentlD, ParentalRatingCollection ratings, String
DRMSystemlID).

The OITF shall set the attributes of the issued event as follows.

The

contentld attribute is set to null or undefined.
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The ratings attribute (ParentalRatingCollection object) is filled out with a single
ParentalRating object. This ParentalRating object is initialized as follows.

If the oipf_rating_type is supported by the OITF, the oipf_rating_type field is mapped
into the scheme property of the ParentalRating object. If the oipf_rating_type is not
supported by the OITF, the scheme is set to null or undefined.

The oipf_rating_value field is mapped into the value property of the ParentalRating
object. If the oipf_rating_type is supported by the OITF, the name property of the
ParentalRating object is filled with the string representation of the parental rating value.
If the oipf_rating_type is not supported by the OITF, the name property is set to null or
undefined.

The oipf_country_code field is mapped into the region property of the ParentalRating

bject J
— The| DRMSystemID attribute is mapped to the ca_system id field as.'defined in
4.3.4.5.1.2.3.
— The|blocked attribute is mapped to oipf_access_status as shown in Table, 19.
Table 19 — oipf_access_status field and blocked attribute\mapping
oipf_access_status field Description Blocked attribute Description
Programme not Trle Content blogked
descrambled
1 Programme False Content not
descrambled blocked
A DAE/|application should use a proprietary method using sendDRMMessage to unlock
parental control.
If the pjogramme is no longer being descrambled (oipf_access_status=0), the native|or DAE
applicatjon should not stop playing~the programme, as the programme may [become
descranpbled again later (access criteria change, parental unlocking, etc.).
4.3.4.5.1.2.7 rights_info
The CSPG-CI+ shall send.a‘rights_info message to advise the OITF that access condjtions or
rights changed and that:the CSPG-CI+ is no longer able or is able again to descramble all
requested elementary streams. Once this message is received and if a DAE appligation is
launchefd, the OITHF shall send the relevant event onDRMRightsError, as defined in 7.13.7 and
7.14.7 IEC 62766+5-1:2017, to the DAE application.
If the prlogfamme is descrambled again, the OITF should display the programme again. If the
programme”’is no longer being descrambled. the OITF may decide to stop the programime and

should use the oipf_rights_issuer_url, which may provide for the CSPG-CIl+ information to let
it retrieve missing rights.

The data types for the rights_info message are listed in Table 20.

Table 20 - rights_info message data types

Syntax Occurrence number

oipf_access_status 1

oipf_rights_issuer_url 0..1

oipf_access_status: if equal to 0, the programme is no longer being descrambled; access
conditions to the programme are no longer being met. An oipf rights_issuer_url may be
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provided.
If equal to 1, the programme is descrambled again.

oipf_rights_issuer_url: optional URL for connecting to the service provider.
The prototype of the onDRMRIightsError event defined in IEC 62766-5-1 is recalled here:

function onDRMRightsError( Integer errorState, string contentlD, string DRMSystemID, string
rightsissuerURL )

When the right_info message is received and a
issue th nnhDI\ADinI—:foErrC,r CVC.“.* taotha DAE a

OO TVt T grito=TT T toO—tr T c— o7 Y=

DAE application is launched, the OITF shall
p

Loatinn
ToatroTT

P
The OIT|F shall set the attributes of the issued event as follows.

e ThelerrorState attribute is mapped to oipf_access_status field as shown-in Table 2.

Table 21 — oipf_access_status field and errorStatte attribute mapping

oipf_access_status Description errorState attribute Description
field
0 Programme not 0 No licence

descrambled

1 Programme descrambled 2 Valid licence

e Thelcontentld attribute is set to null or undefined.

e The| DRMSystemID attribute is mapped.to the ca_system_id field as defined in
4.3.4.5.1.2.3.

e The|rightsissuerURL is mapped to-oipf_rights_issuer_url if this field is preseni. If the
oipf |rights_issuer_url is not present) rightlssuerURL is set to null or undefined.

If the pjogramme is no longer being descrambled (oipf_access_status=0), the native|or DAE
applicatjon should not stop ‘playing the programme, as the programme may [become
descranpbled again later (acecess criteria change, rights update etc).

4.3.4.5.1.2.8 system_info

The CSPG-Cl+ shalt send a system_info message to advise the OITF of any DRM| related
event, for example the removal of a smartcard. Once this message is received and if a DAE
applicatjon jsStaunched, the OIPF shall send the relevant event onDRMSystemMesgage, as
defined in/7.6:2 of IEC 62766-5-1:2017, to the DAE application.

The data types for the system_info message are listed in Table 22.

Table 22 — system_info message data types

Syntax Occurrence number

oipf_ca_vendor_specific_information 1

oipf_ca_vendor_specific_information: Vendor specific information. The maximum length is
65000 bytes.

When the system_info message is received and if a DAE application is launched, the OITF
shall issue the onDRMSystemMessage event to the DAE application.
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The prototype of the onDRMSystemMessage event defined in IEC 62766-5-1 is recalled here:
function onDRMSystemMessage( String DRMSystemID, string msg )

The OITF shall set the attributes of the issued event as follows:

e The DRMSystemID attribute is mapped to the ca_system id field as defined in
4.3.4.5.1.2.3.

e The msg attribute set to the private data in oipf_ca_vendor_specific_information encoded
in a string as described in 4.3.4.5.1.2.3.

4.3.4.5.1.2.9 can_play content req and can_play content reply

The follpwing messages are supported only for a private_host_application_ID greater pr equal
to 0x0108113101190001.

When requested by either a native or DAE application, the OITE) shall sgnd the
can_plaly content req message to the CSPG-CI+ to check the local”availability of|a valid
licence for playing content protected by a DRM integrated in the CSPG-CI+.

The datg types for the can_play content_req message are listed\ifyTable 23.

Table 23 — can_play_content_req message data types

Syntax Occurrence number

oipf_drm_private_data 1

oipf_drm_private_data: DRM proprietary private data. The maximum length is 16 384 bjytes.

When d DAE application calls the sanPlayContent APl with a DRMSystemld set fo a ca
system |d supported by the CSPG-Gi+, the OITF shall send a can_play content req message
to the CISPG-CI+ and wait for a-¢an”_play content_reply message from the CSPG-CI+.

The datg types for the canwplay content _reply message are listed in Table 24.

Table-24 — can_play_content_reply message data types

Syntax Occurrence number

oipf can_play status 1

oipf_can_play_status: if equal to 1, the CSPG_CI+ has a valid licence available that may
allow playing the content associated to the DRM metadata. If equal to 0, the CSPG-CI+ has
no licence available.

When the CSPG-CI+ receives a can_play content_req message, then it shall check whether it
owns a valid licence for playing the protected content which oipf_drm_private_data relates to
and reply to the OITF with a can_play content _reply message with an oipf_can_play_status
that indicates whether or not the CSPG-CI+ has a valid licence available.

The prototype of the canPlayContent API defined in IEC 62766-5-1 is recalled here:
Boolean canPlayContent (String DRMPrivateData, string DRMSystemID)

The OITF shall map the attributes of the called DAE API as follows:
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e The DRMSystemld attribute is mapped to the ca_system_id field as described in
4.3.4.5.1.2.3.

e The DRMPrivateData is mapped to oipf_drm_private_data.
e The returned Boolean is mapped from the oipf_can_play_status.

4.3.4.5.1.2.10 can_record_content_req and can_record_content_reply

The following messages are supported only for a private_host_application_ID greater or equal
to 0x0108113101190001.

When requested by either a native or DAE application, the OITF shall send the
can_record_content req message to the CSPG-Cl+ to check the local availability of a valid

licence for recording a content protected by a DRM integrated in the CSPG-CI+.

The data types for the can_record_content_req message are listed in Table 25.

Table 25 — can_record_content_req message data types

Syntax Occurrence _number

oipf drm private_data L

oipf_drm_private_data: DRM proprietary private data. The maximum length is 16 384 bjytes.

When al DAE application calls the canRecordContent APl with a DRMSystemld set|to a ca
system [id supported by the CSPG-CIl+, the OITF shall send a can_record conient req
message to the CSPG-Cl+ and wait for a can s«tecord _content_reply message from thg CSPG-
Cl+.

The datg types for the can_record_content _reply message are listed in Table 26.

Table 26 — can_record_content_reply message data types

Syntax Occurrence number

oipf_ can_record_status 1

oipf_canm_record_status: if equal to 1, the CSPG_CI+ has a valid licence available that may
allow repording:the content associated to the DRM metadata. If equal to 0, the CSPG-CI+ has
no licence available.

When the CSPG-CIl+ receives a can_record _content req message, then it shall check
whether it owns a valid licence for recording the protected content that oipf_drm_private_data
relates to and reply to the OITF with a can_record content reply message with an
oipf_can_record_status that indicates whether or not the CSPG-CI+ has a valid licence
available.

The prototype of the canRecordContent API defined in IEC 62766-5-1 is recalled here:
Boolean canRecordContent (String DRMPrivateData, string DRMSystemID)

The OITF shall map the attributes of the called DAE API as follows:

e the DRMSystemld attribute is mapped to the ca_system_id field as described in
4.3.45.1.2.3;

e the DRMPrivateData is mapped to oipf_drm_private_data;
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e the returned Boolean is mapped from the oipf_can_record_status.
4.3.4.51.3 Media channel

Media are exchanged as defined in the CI Plus V1.3 specification.

For streamed content, in either scheduled content case or content on demand case, the
transmission of the protected content from the OITF to the CSPG-CI+ is performed by using
MPEG-2 Transport stream.

For downloaded content, the OITF shall stream the content to the CSPG-CI+ at consumption
time.

4.3.4.5.2 UNIS-CSP-G

This refierence point is used to exchange with the network. Since the CSRG-Cl+ does not
have neftwork connectivity, it uses the OITF to reach the network.

4.3.4.5.2.1 Low-speed communication resource

The OITF shall support the low-speed communications resgurce with IP extengion as
specified in 14.2 of Cl Plus V1.3.

4.3.45.3 HNI-AGC

In case fthere is an application gateway, control flow is_handled through the OITF, via HNI-INI-
AG and| HNI-CSP control channel. The HNI-AGC«reference point introduced in Annex B of
IEC 627/66-1 is not used.

4.3.4.6 Provider network interfaces

The scrambler on network side shall have an interface with the CSP-G server functiongal entity
so that ECMs can be provided during content encryption. This interface is not describgd in the
present|specification.

4.3.4.7 Protected streaming and file formats
4.3.4.7 1 General

The CSPG-Cl+ supports the MPEG-2 transport stream format. The CSPG-CI+ suppprts the
MPEG-2 transperi<stream format. The generically protected incoming transport stream to the
CSPG-CI+ is associated with the media format label "PF", as defined in IEC 62766-2-1[.

The CSPG-CIl+ does not support the time stamped MPEG-2 Transport stream format.

However, in the case content is received by the OITF under a time stamped MPEG-2
transport stream format and if the OITF supports the unprotected time stamped MPEG-2 TS
format:

o the OITF may first use the timestamps provided through the 4 additional bytes of each
time stamped MPEG-2 TS packet as defined in IEC 62766-2-1 to eliminate network jitter
and restore the original packet arrival times before sending the content to the CSPG-CI+;
and

e the OITF shall remove the 4 additional bytes from each time stamped MPEG-2 TS packet
as defined in IEC 62766-2-1 before sending the content to the CSPG-ClI+.

If the OITF does not support the unprotected time stamped MPEG-2 TS format, the support of
the above two operations is optional.
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4.3.4.7.2 Protection of MPEG-2 transport streams

MPEG-2 transport stream can be streamed or downloaded. Based on the CA_descriptor found
in the PMT table, the OITF knows if it can handle the stream or if it has to send it to the
CSPG-CI+.

If the CA_descriptor found in the PMT is a Marlin CA_descriptor (with CA_system_ID value
assigned for Marlin) and the terminal-centric approach is supported by the OITF, then the

OITF sh

all manage the content with the CSP function described in 4.2.

If the CA_descriptor found in the PMT is a Marlin CA_descriptor and the terminal-centric
approach is not supported by the OITF, then the OITF shall ignore it unless Marlin is

Fd by a CSPG-Ci+, im which case the OfTF shalf provide the protected content to the

support
relevant

If the G
comparg
CSPG-(
then the

CSPG-Cl+.

A_descriptor found in the PMT is not a Marlin CA_descriptor, then, the Ol
b the CA_system_ID value with the CA_system_ID supported by;the CSPQ

[F shall
-Cl+. A

[+ may support more than one CA_system_ID. If a CA_systemOID value matches,

OITF shall provide the protected content to the CSPG-CI+.(Ih, 'case several

Cl+ gateways are connected to the OITF, the OITF shall provide the protected conten

one CS

If there
systems
granted
shall se

NOTE If
the gatew

The scr

PG-Cl+.

are several CA_descriptors in the PMT, i.e. referring to different content pr
(Marlin and/or those offered by the CSPG-CI+ _gateways), and if the user is
with a valid right or licence through one of these content protection systems, t
ect the corresponding content protection system as a priority.

simulcrypting with the terminal-centric solution jis{desired, the algorithm used for content eng
ay-centric approach has to be the same as for the terminal-centric approach.

ambling algorithm shall be signalled in the PMT at programme loop level

CSPG-
to only

otection
already
he OITF

ryption in

by the

scrambI'L:g_descriptor specified in EN*300 468. Within the scrambling descripfor, the

algorith
present

is specified by the scrambling’ mode field. The scrambling_modes reference
document are listed in Table27.

Table 27 — Scrambling modes

scrambling_mode Description
0x01 DVB-CSA1
0x02 DVB-CSA2
0x70 AES 128-bit key using the Cipher Block Chaining (CBC)
encryption mode with the IV setting and the residual termination
block process as specified in ATIS-0800006.

4 by the

4.3.4.7.3 Downloaded content usage

Downloaded content shall be stored locally as it is received by the OITF not going through the
CSPG-CI+.

Downloaded content shall be provided to the CSPG-CI+ at consumption tim
Consequently, any conversion e.g. from a time stamped MPEG-2 TS as defined in IEC 62766-

2-1to a

4.3.4.8

non-time-stamped TS is performed at consumption time as well.

Personal video recorder

e only.

PVR functionality is supported by using URI (Usage Rule Information) as defined in 5.7 of ClI
Plus V1.3.
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When the OITF is asked to store content, it shall send the content to CSPG-CI+. The content
is returned from CSPG-Cl+ and recorded in accordance with the URI associated with the

content.

4.3.4.9

Time shifting

Time shifting functionality is supported by using URI (usage rule information) as defined in 5.7
of Cl Plus V1.3.

When the OITF is asked to time shift content, it shall store the content returned from CSPG-
Cl+ before rendering in accordance with the URI associated to the content.

4.3.4.10
4.3.4.10
As the

optional
in the C

Cl+ specification usage
A Module deployment

hetwork offered in the OIPF context is a bi-directional communigation chan
registered service mode (RSM) in the Cl+ specification Cl Plus M3 is recom
SP specification. The RSM should be supported by CSPG-Cl+.

nel, the
mended

4.3.4.10.2 Host service shunning
As no OQVB-CI backward compatibility is needed, the OITF shall make the CSPG-CIl+ |operate
in a Cl+/mode CI Plus V1.3 only (thus preventing CSPG-C{# gateways from operating jwith the
unencrypted DVB-CI link). Cl+ protected service signalling defined in 10.1 of Cl Plus| V1.3 is
not used.
4.3.4.11 DRM data
4.3.4.11.1 DRMSystemID
DRMSystemID, used to signal the type of DRM, is defined in IEC 62766-3. DRMSysfemID is
used in| metadata structures in APIsidefined in IEC 62766-5-1 and in protocols defined in
IEC 627/66-4-1. For CSPG-Cl+, the"DVB CA_System_ID in DRMSystemID shall be th¢ one of
the spegific content protection solution in the CSPG-Cl+.
4.3.4.11.2 Metadata — DPRM control information
A DRM [control information structure to hold DRM dependant control parameters is dgfined in
IEC 627/66-3 as an.\extended element included in content access descriptor, defined in
IEC 627/66-5-1 and~extension of purchaseltem element of BCG and SD&S metadata,|defined
in [EC 62766-3.
For spegifically protected content, the element of DRMControlinformation shall be mapped as
specifiedimTablte28:

Table 28 — DRMControlinformation mapping for CSPG-CI+
Element / Attribute name Element / Attribute mapping for CSPG-Cl+
DRMControlInformation
DRMSystemID Shall be set to the value defined for the specific protection system in the CSPG-

Cl+,in 4.3.4.11.1

DRMContentID Vendor specific information.

RightslssuerURL

message defined in 4.3.4.5.1.2.7.

Should be set to the RightslssuerURL which is provided in the rights_info

SilentRightsURL May be set to an URL allowing retrieval of a message to be forwarded to

response shall be a hexadecimal string as described in 4.3.4.5.1.2.3.

the

CSPG-CI+ in order to silently get updated rights. The MIME type or the HTTP
response shall be "application/vnd.oipf.cspg-hexbinary" and the body of the HTTP
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PreviewRightsURL May be set to an URL allowing retrieval of a message to be forwarded to the
CSPG-CI+ in order to get preview rights. The MIME type or the HTTP response
shall be "application/vnd.oipf.cspg-hexbinary" and the body of the HTTP response
shall be a hexadecimal string as described in 4.3.4.5.1.2.3.

DoNotRecord Vendor specific mapping

DoNotTimeShift Vendor specific mapping

DRMPrivateData DRMPrivateData structure shall be substituted by the HexBinaryPrivateData
structure.

mimeType Shall be set to the mime type of the DRMPrivateData. For CSPG-CI+, it shall
therefore be set to the following MIME type: "application/vnd.oipf.cspg-hexbinary".

Both MaparlinPrivateDataType and HexBinaryPrivateDataType extend DRMPrivateD3

which i
either
outline i

The syntax of the HexBinaryPrivateData structure is shown in Table 29.\The XML sch

HexBin4

defined in IEC 62766-3, and so the element DRMPrivateData can be substi
arlinPrivateData or HexBinaryPrivateData as described in DRMControlinfg
Figure 12.

ryPrivateData is defined in B.4.

Table 29 — HexBinaryPrivateData structure

taType,
uted by
rmation

ema for

Element / Attribute name Element / Attribute description
HexBiparyPrivateData
Messdge A hexadecimal encoded sequence of bytes to be sent to the CSPG-Gl+
using send_msg message

4.3.5 DTCP-IP based gateway
4.3.5.1 General
All normative statements in 4.3.5.@pply only if the DTCP-IP based gateway-centric approach
is suppQqrted.
NOTE The criteria that detepmifte under which circumstances the DTCP-IP based gateway-centric approach is

implemen
4.3.5.2

The CS
the OIT
protecti

fed are out of the scope of the present document.
Overview.

P gateway based on DTCP-IP (CSPG-DTCP) is an optional entity handling seg
F. ThenCSPG-DTCP resides in the residential network and makes any specific
pndsolution transparent. This is achieved by transforming a service proprietary

urity for
content
content

protecti

bnformat into standard prntpr‘tinn formats _which are sent hy a secure chann

el. OITF

and CSPG-DTCP mutually authenticate each other, and the CSPG-DTCP transfers content
and its usage rule information to OITF in a secure manner. The definition of this interface is
based on DTCP (DTCP) and DTCP over IP (DTCP-IP). An overview of CSPG-DTCP is shown
in Figure 16. Figure 17 elaborates on the involved reference points.

Browsin

g interactions are executed between DAE and IPTV applications.

OITF discovers CSPG-DTCP in a home IP network by the use of the UPnP device discovery
protocol as specified in 11.4 of IEC 62766-4-1:2017.

For managed network relying on the IMS, CSPG-DTCP is co-located with the IG to share
session management information between the 1G and the CSPG-DTCP. If it supports multicast
IPTV services, it is co-located with WAN gateway to intercept IGMP messages from the OITF.
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CSPG-DTCP acts as an HTTP proxy or RTSP proxy. The CSPG-DTCP identifies the location

of the content through an input URL from the OITF.

The CSPG-DTCP

respectively.

transforms service-specific content
information format to DTCP over IP content protection format and usage information format

protection formats and usage

HNI-CSP

Figure 17 — Overview of involved reference points

NOTE HNIEAGC and HNI-AGI are not involved for the CSPG-DTCP.

UNIS-CSP-G

4.3.5.3

CSPG-DTCP connectivity

. IPTV
Applications
ITE ¢
o 4 & Content
DTCP-IP prce i
CSP-G Server
IEC
Figure 16 — CSPG-DTCP overview
OITE HNI-INI-AG AG HNI-INI
HNI-IGI IG/ HNI-AMNI
DTCP

IEC

The CSPG-DTCP is an IP connected device, and uses the same physical interface used for
other IP devices such as IG, AG or home router.

43.54
4.3.5.4.1

HNI-CSP

General

The main functionalities of the HNI-CSP are to provide:

e CSPG-DTCP discovery (as described in IEC 62766-4-1);
e content access through CSPG-DTCP;
e DTCP AKE, content stream and usage rule transmission.
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4.3.5.4.2 Content access through CSPG-DTCP

When an OITF determines, for example by inspecting the information in the DRMType
element (see IEC 62766-3), from the content guide, content access descriptor or SD&S, that
the content is protected by a service specific protection scheme, it shall access the content
through the CSPG-DTCP, which acts as an HTTP proxy or RTSP proxy. The CSPG-DTCP
receives content and shall transform the protection scheme to DTCP-IP. When the OITF
receives error code of 403 from the CSPG-DTCP, the error code is interpreted as a DRM
rights error. Then a DAE application accesses the error handling web page as an action of
onDRMRightsError event defined in IEC 62766-5-1, or a native application accesses the
RightsissuerURL described in BCG or SD&S metadata, as defined in IEC 62766-3.

Refer to

For HTTP streaming and download, the OITF shall send the HTTP GET request thrqugh the
HTTP ploxy in CSPG-DTCP. Note that other HTTP transactions shall not useithe’ HTT|P proxy
in CSPG-DTCP.

4.3.5.4.8 DTCP AKE, content streaming and usage rule transmission

DTCP AKE (Authentication and Key Exchange), DTCP content'\sfreams and DTCR usage
rules are defined in DTCP and DTCP-IP. The usage rule is,provided to the OITF from the
CSPG-DTCP considering appropriate mapping, which depends on the service provider’s
businesp models. Content type of HTTP response/request shall be set to DTCP application
media type as defined by DTCP-IP.

4.3.5.5 UNIS-CSP-G

This intérface is out of scope because of applied 'service-specific protection schemes.

4.3.5.6 Protected streaming and file formats
4.3.5.6.1 General

The CYPG-DTCP supports either or both of the following formats protected by DTCP-IP
encryption on HNI-CSP. The.supported format depends on the CA system supported by the
CSPG-DTCP. Media formation UNIS-CSP-G is out of scope of this specification.

e MPHG-2 TS and/or{time stamped MPEG-2 TS, or
e MP4 File format.
If the QITF supports the unprotected MPEG-2 TS, the OITF shall support the DTCP-IP

protectdd MPEG-2 TS format, as defined in 4.3.5.6. Otherwise, the support of the QTCP-IP
protectdd MPEG-2 TS format as defined in 4.3.5.6 is optional.

If the OITF supports the unprotected time stamped MPEG-2 TS format, the OITF shall support
the DTCP-IP protected time stamped MPEG-2 TS format, as defined in 4.3.5.6. Otherwise, the
support of the DTCP-IP protected time stamped MPEG-2 TS format as defined in 4.3.5.6 is
optional.

If the OITF supports the unprotected MP4 file format, the OITF shall support the DTCP-IP
protected MP4 file format, as defined in 4.3.5.6. Otherwise, the support of the DTCP-IP
protected MP4 file format as defined in 4.3.5.6 is optional.

4.3.5.6.2 Protection of MPEG-2 transport streams
4.3.5.6.2.1 General

An MPEG-2 Transport stream can be streamed or downloaded through CSPG-DTCP. CSPG-
DTCP shall transmit the content in the DTCP PCP format. The DTCP PCP format


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

- 58 - IEC 62766-7:2017 © IEC 2017

encapsulates the MPEG-2 Transport stream format, which is defined in IEC 62766-2-1. For
the avoidance of doubt, transport stream level scrambling or PES level scrambling are not
used. Both transport_scrambling_control bits and pes_scrambling control bits shall be set to
"OO"_

For content with parental rating control, CSPG-DTCP shall transmit MPEG-2 TS with CA
descriptor and KSM table as specified in 4.3.5.6.2.2 and 4.3.5.6.2.3. The
access_criteria_descriptor carries information for parental rating control.

If the OITF supports the DTCP-IP based gateway-centric approach, the OITF shall support the
parental rating access_criteria_descriptor, specified in IEC 62455, and shall support at least
the rating_type O within these criteria, which maps to the parental rating system in DVB
System$ EN 300 468. Other descriptors in the key stream message should be ignored

For the| parental rating control, the OITF shall compare the programme's rating ffom the
parental rating access_criteria_descriptor with the current parental rating criterion set in the
OITF by the application (either native application or DAE) and shall block the consuniption of
the programme if the parental rating system is supported by the OITF/and the progfamme’s
rating dpes not meet the parental rating criterion (e.g. rating is at or above a certain threshold,
for a rafing system that is ordered from lower viewer age to higher-viewer age). The OITF
shall raise an event to the application controlling the playback of,other operation whgnever a
parental rating for the A/V content is detected that does not meet'the parental rating griterion
that is det for the parental system in use, and which has lead)to blocking of the consumption
of the dontent. The event shall provide the programme's’rating. In case the applicafion is a
DAE application, the event is called onParentalRatingChange and is defined in 7.13.6 and
7.14.6 df IEC 62766-5-1:2017.

If the O|TF does not support the particular parental rating system used in the progranime, the
OITF shall raise an event to the application centrolling the playback or other operatijon. The
event shall provide the programme's rating;<In case the application is a DAE application, the
event ig called onParentalRatingError and”is defined in 7.13.6 and 7.14.6 of |IEC §2766-5-
1:2017.(The event may be managed via the DAE application (see 4.6 of IEC 62766-3-1:2017
for morg information). If the application is a native application, the event is managed |through
an OITH vendor dependent user:interface. In both cases, consumption may be unblocked by
setting § new parental rating threshold, the setting of which is usually restricted to pfivileged
users, flor example parents. ‘A successful PIN input by a user may be used to control the
parenta| rating threshold setting. The OITF should continue monitoring the MPEG-2 T, taking
into account parental rating criteria changes in ECM streams or new settings for the parental
rating threshold in the ©ITF, and shall unblock consumption if the current programme|s rating
becomep lower thanithe current parental rating threshold.

4.3.5.6.2.2 CA_descriptor

Content| 'with parental rating control shall include the CA descriptor in the PMT  with
restrictions as shown in Table 30.

Table 30 — CA_descriptor

Syntax No. of bits Mnemonic Value
CA descriptor() {
descriptor_tag 8 uimsbf 9
descriptor length 8 uimsbf
CA system ID 16 uimsbf 0x0007
MPEG2_Reserved 3 bslbf
CA PID 13 uimsbf
for (i=0; i<N; i++) {
private data byte 8 uimsbf
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descript

descript

or_tag: MPEG has defined the tag value of 9 for the CA-descriptor.

or_length: the length of the descriptor.

CA_system_ID: 0x0007

: the PID on which the KSM table can be found

CA_PID
MPEG2
private_|
4.3.5.6.
Content
(IEC 62
Key strg
shall be
e acce

cont
o traff
o traff
e next
e time
* prog
e serv
e cont

this
e 0dd]

field
e ciph

field

| reserved: bits reserved by ISO/IEC 13818-1.
data_byte: not used and shall be ignored.

p.3 Key stream message and KSM table

with parental rating control shall include key stream_message in KS
155, ETR 289).

am message is defined in 7.2 of IEC 62455:2010.and the following usage res
applied:

ssl_criteria_flag is set to KSM_FLAG_TRUE for the content with parentg
rol;

c protection protocol is set to KSM_ALGO_MPEG2_TS_CRYPT;
c_authentication_flag is set to KSMOFLAG_FALSE (traffic authentication is no
| traffic_key_flag is set to KSMcFLAG_FALSE;

stamp_flag is set to KSM_FLEAG_FALSE;

ramme_flag is set to KSM* FLAG_FALSE;

ce_flag is set to KSM_FLAG_FALSE;

ent_key index,may be set to any value defined in IEC 62455; the OITF sha
field;

leven_flag/may be set to any value defined in IEC 62455; the OITF shall ign

br_mode may be set to any value defined in IEC 62455; the OITF shall ign

M table

trictions

I rating

used);

| ignore

ore this

ore this

e encr
o traffi

ypted_traffic_key_material_length is set to O;
c_key_lifetime is set to 0.

For content with parental rating control, the access_criteria_descriptor loop in the key stream
message shall have at least one parental_rating access_criteria_descriptor. The OITF shall
ignore other access_criteria_descriptors.

4.3.5.6.3 Protection of MP4 file format

MP4 file format can be downloaded through CSPG-DTCP. CSPG-DTCP shall transmit the
content in DTCP PCP format which encapsulates MP4 file format, which is defined in

IEC 627

66-2-1.
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4.3.5.7 Downloaded content usage

For downloaded content, content shall be transformed to DTCP-IP protection by CSPG-DTCP
when content is being downloaded. Content shall be stored and played back by the OITF in a
manner compliant to DTCP compliance rules DTCP Adopter Agreement.

4.3.5.8 PVR usage

For PVR usage for scheduled content service, content shall be transformed to DTCP-IP
protection by CSPG-DTCP when content is being streamed or multicast. Content shall be
stored and played back by OITF in a manner compliant to DTCP compliance rules DTCP
Adopter Agreement.

5 Usjr identification, authentication, authorisation and service acces’s
protection

5.1 General principles

For the pyntax of the messages mentioned in Clause 5, see IEC 62766-4-1.

Clause |5 presents the general principles that govern serviceaccess protection ahd user
authentication. In Clause 5, the requested service represents, for example service provider
discovefy (SPD), service discovery (SD), or IPTV application.

Clause p also applies to services on the IG requested from the OITF over the HNI-IG]. In this
case, thie equivalent of SAA function and service fungtion are co-located on the IG.

Figure |18 shows the generic message flow for service access protection and user
authentication.

OITF SAA Sernvipe

1. HTTP Requestfor Service

Y

2. Senfice decides if Authentication is needed

3. The [Senvice checks for existing valid authentication session

4. Authentication (method selected by SAA)

5. HTTP Response with “200 OK” includina reauested Service Information
L

IEC

Figure 18 — General message flow for service access protection and user authentication

The steps are elaborated as follows:

1) The OITF requests a service.
2) The requested service decides whether the request needs to be authenticated or not.

e If not, the service directly serves the request, go to step 5).
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The req
needed

The SA
perform

5.2
5.2

Subclauy
service

5.2

The fol
interfacq

A

.2

If so, go on with step 3).

3) The requested service checks if the request is part of an existing valid authenticated

S
°

ervice session (see 5.6).
If so, it directly serves the request, go to step 5).

If not, go on with step 4).

4) The requested service triggers SAA authentication. There are two cases: the SAA
function is co-located with the requested service or the SAA function is standalone
(see 5.3). The SAA decides what authentication mechanisms it uses (see 5.2 and 5.4).

If the authentication is successful, go on with step 5.

If not. the OITF may, for example, retry step 4 or display an error message, or

5) 1

I

return an HTTP error.
he requested service serves the request.

or not, confidentiality needed (TLS/SSL) or not.

ed authentication: TLS/SSL or not.

terfaces

General

access protection on the HNI-INI and HNI-IGI interfaces.

HNI-INI

owing authentication mechanisms are supported for HTTP protocol on
e between OITF and the network (see 5.4 for their specification):

no ajuthentication;

HTT
netw
web

HTT
netw

GBA
see

P authentication, see 5.4.1;
ork based authentication (this requires no action on the OITF), see 5.4.2;

based authentication, see 5.4.3;

ork), see 5.4.4;

authentication using an IG (this requires an IG to be present in the home n
6. 4.5.

uested service decides what security is needed for the service delivery: authentication

\ decides what authentication mechanisms it uses and what security is needed for the

se 5.2 describes the impact of user identification, authentication, authorisafion and

HNI-INI

P digest authentication using an IG (this requires an IG to be present in the home

etwork),

The OITF shall support all the mechanisms listed above.

The SAA may use any of the mechanisms listed above.

Note that GBA authentication can be achieved using either the mechanism in 5.4.5, GBA
authentication using IMS Gateway or the, more general, mechanism in 5.4.4, HTTP digest
authentication using IMS gateway. 5.4.4 allows the use of different authentication
mechanisms in a way that is transparent to the OITF, including possible future authentication
mechanisms, and should preferably be used. It is expected that 5.4.5, GBA authentication
using IMS gateway, will be deprecated and removed in future versions of this specification.
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HNI-IGI

In this case, the equivalent of SAA function and service function are co-located on the IG. The
following authentication mechanisms are supported for HTTP protocol on HNI-IGI interface
between OITF and IG:

e no authentication;
e HTTP authentication, see 5.4.1;

e web-based authentication, see 5.4.3.

The OITF shall support all the mechanisms listed above.

On the |HNI-IGI interface, the IG shall support at least one of the following authentication
mechan[jms:
e no authentication;

e HTTP authentication, see 5.4.1.

The IG

or web-based authentication).

The OIfF and IG shall support and perform IMS registration as specified in
IEC 627/66-4-1:2017 and described in 5.5. They shall do so prior to any service
attempt|in a managed network relying on IMS.

5.24

Common requirements

On both HNI-INI and HNI-IGI interface, the OITE shall support all of the following mec
redirection, and security for the HTTP protocol and HTML support:

e standard HTTP requirements: HTTP redirection, HTTP cookies;

e URL parameters;
e HTML forms and HTTP Post-informs;
e TLSISSL — TLS 1.2 should be supported, if not then TLS 1.1 should be su

othe

Extelnsion as described in IETF RFC 5746.

NOTE

The requirements\above ensure the support of SAML web-based SSO, see 5.6.5.

To avoifl extra, message exchanges, the OITF shall provide in requests, when availa

5.6):

o HTTP adthentication header (authorization),

rwise TLS 1.0 shalt be supported. The OITF shall support TLS Reneg

may use any of the above-listed mechanisms (no authentication; HTTP authentication

5.4.6 in
access

hanisms,

pported,
otiation

ble (see

e HTTP cookie header (cookie).

5.3
5.3.1

Service access protection

SAA co-located with service

Figure 19 describes the sequences when the SAA function is co-located with the requested
service.
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OITF Service!
SAA
1. HTTP Request for Service
>

2. Authentication (method selected by SAA)

The ste

5.3.2

Figure
redirect

3. HTTP Response with “200 OK" including requested Service Information

Q)

=

<+

Figure 19 — SAA co-located with requested service

ps are as follows:

he OITF requests a service. Authentication is needed and there is r
uthenticated service session.
he service/SAA performs authentication.

he requested service serves the request.

SAA standalone

PO describes the sequences when the"SAA function is standalone, the
bd to the SAA for authentication.
TF SAA Service

1. HTTP Request for-Service

L J

2A. OITF regueasted to redirect to SAA

2B. HTTP Request (Request URL = SAA)

Y

IEC

o valid

DITF is

. Au.rlhenticalinn (method selected by SAA)

4A. The SAA redirects the OITF back to the service

e

4B. HTTP Request for Service

5. HTTP Response with “200 OK” including requested Service Information

il
-

Figure 20 — Standalone SAA, redirection mode

The steps are as follows:

IEC
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The OITF requests a service. Authentication is needed and there is no valid
authenticated service session.

A. The requested service triggers SAA authentication. The service redirects the OITF
to the SAA (e.g. using HTTP redirection (Location = SAA)).

B. The OITF connects to the SAA, using the redirection obtained in step 2A.
The SAA performs authentication.

A. The SAA redirects the OITF back to the service (e.g. by using SAML HTTP-POST
binding, SAML HTTP Post SimpleSign binding or HTTP redirection).

B.The OITF requests the service again, using the redirection obtained in step 4A.
The requested service checks that authentication succeeded and serves the request.

QITF authentication mechanisms

HTTP basic and digest authentication

The OITF shall support HTTP basic and digest authentication as specifi€d in RFC R617. A
possiblg message flow for HTTP basic and digest authentication is déscribed in Figure 21.

When

HTTP basic or digest authentication RFC 2617 is used, it is assumed that user identifier

and its secret information (e.g. password) are shared between OITF and Providers Network

(SAA) in advance of the described sequence.

OITF SAA

1. HTTP Request

>
P. HTTP Response with "401 Unauthotized” and www-Authenticate header
o
B. HTTP Request with Adthorization Header

>

. HTTP Regponse with Authenticationinfo header

IEC

Figure 21 — HTTP basic and digest authentication

The OITF requests a service co-located with the SAA function or has requested a
service and has been redirected to SAA function.

The SAA responds with a "401 Unauthorized" status code with a WWW-Authenticate
header defined in RFC 2617.

The OITF re-sends the request with an authorization header as defined in RFC 2617.
The user identifier and its secret information are used as username-value and
password for the generation of the authorisation header.

The SAA checks the authorisation header. If the verification succeeds, the SAA/service
serves the request or redirects the OITF to the service (e.g. by using SAML HTTP-
POST binding, SAML HTTP Post SimpleSign binding or HTTP redirection). The
response contains an AuthenticationIinfo header. The response may contain session
management information (cookie, URL parameter).
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If no user and password are available at the OITF, a window may be displayed to the user for
entering his credentials between steps 2 and 3. This is the standard working in a DAE
application. As described in general principles, this situation shall occur only if no valid
authentication session or credentials are available in the OITF. To protect the password that
is in the clear in HTTP basic authentication, the SAA may additionally require TLS/SSL as
stated in the general principles.

5.4.2 Network-based authentication

This subclause describes the message flows for network-based authentication. Network-
based authentication is a silent authentication based on network information. This
authentication is transparent to the OITF.

In the pase of a managed network, the SAA can rely on (proprietary) networkispecific
information, whose information is out of scope of this specification, to authenticate an
incominp request. The sequences are depicted in Figure 22.

L1

1| HTTP Request

h J

2. Retrieve network information
to identify user

HTTF Response

'“‘r_,q

IEC
Figure 22 — Network-based authentication
The steps are elaborated in the. following:

1) The OITF requeststa service co-located with the SAA function or has requested a
gervice and has-been redirected to an SAA function.

N
-~
=

he SAA links\the request to the user based on network information.

If the operation succeeds, the SAA/service serves the request or redirects the [OITF to
the service (e.g. by using SAML HTTP-POST binding, SAML HTTP Post SimpleSign
Rindihg® or HTTP redirection). The response may contain session mandgement
information (cookie, URL parameter).

5.4.3 Web-based authentication

The calling function in the OITF should support receiving a CE-HTML response for a service
HTTP request and should launch the DAE for displaying it. If the calling function does not
support receiving an CE-HTML, XHTML or HTML compatible response, it shall signal it to the
server by including its acceptable media types without "application/xhtml+xml",
"application/ce-html+xml", and "text/html" in the request's HTTP "accept" header explicitly,
and by also not including CE-HTML/1.0 as part of the User-Agent header. If the calling
function does not support receiving a CE-HTML, XHTML or HTML compatible response, the
SAA shall return a "403 Forbidden" HTTP error.

As described in general principles, this situation shall occur only if no valid authentication
session is available in the OITF (e.g. no cookie available).

The DAE within the OITF shall support CE-HTML forms and HTTP Post in forms.
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The remainder of this subclause describes the message flows for web based authentication.
Web based authentication can be explicit or implicit/silent.

o Explicit authentication: the user is prompted with a web page form to fill-in with a login and
password: the result of the authentication can be persistent for later re-use (implicit/silent
authentication).

e Implicit/silent authentication: the user is not prompted with any form but s/he is silently
authenticated based on persistent data (session management).

Web based authentication mechanisms do not add requirements to the OITF besides
supporting a DAE. They are based on optionally HTML forms and HTTP Post, HTTP
redirection and HTTP cookies. Figure 23 shows the message flow for we

HEY ™Y

b-based

authentieation-with-form-

- il

1. HTTP Request with accept header containing “application/ce-html+xm|™ or
User-Agent string that includes CE-HTMLM.0 (...} "
P

]

HTTP Response with "200 OK” (web form)

2.
4
-

3. Disglay form in DAE

4 Usef enters credentials and validates web form

5. HTTP Request (credentials posted in web form)

[
Ll

6. Check credentials

7. HTTP Response

-

Figure.23 — Web-based authentication with form

The OITF requests a service co-located with the SAA function or has requ
gervice and has.been redirected to SAA function.

If the HTTR Trequest to the SAA has a User-Agent string that includes CE-HTM
defined«in.CEA-2014-A, or the "accept" HTTP header includes (explicitly or imp
CE-HTML accept header ("application/ce-html+xml"), the SAA responds with
HTML™ compatible web form for requesting user credentials. User cre

IEC

ested a

| /1.0 as
licitly) a

a CE-
dentials

rn\/icinning are out of Scope of this cpnr\ifir\nfinn

The web form is displayed in the DAE.

The user enters his credentials and validates the form.

The form validation posts the user credentials to the SAA.

The SAA checks the credentials.

If verification is successful, the SAA/service serves the request or redirects the

OITF to

the service (e.g. by using SAML HTTP-POST binding, SAML HTTP Post SimpleSign
binding or HTTP redirection). The response may contain session management

information (cookie, URL parameter).
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5.4.4 HTTP digest authentication — Using IMS gateway
5.4.41 General

Subclause 5.4.4 specifies optional functionality by which an OITF can use HTTP digest
credentials in an IG, if present in the home network, for user authentication to HTTP services
relying on IMS credentials. The mechanism specified here allows the use of different types of
credentials, depending on the capabilities of the IG, and in a way transparent to the OITF,
including an extension mechanism to future authentication mechanisms. The OITF discovers
the authentication mechanisms supported by IG and the associated credentials stored in the
IG, and offers them towards an application server. The application server selects one of the
offered authentication mechanisms.

The IG ghall signal that it supports HTTP digest authentication in its description dufing UPnP
discovery as specified in 11.2 of IEC 62766-4-1:2017.

HTTP basic authentication shall not be used.

NOTE The criteria that determine under which circumstances the functionality by (which an OITF can use the
HTTP digest credentials in a gateway Function is implemented in an OITF are oGt~of the scope of the present
document.

5.4.4.2 Initial procedure

When the OITF is powered up and if the IG supports HT\FP digest authentication, the OITF
shall rejquest supported HTTP digest authentication sealms from the IG as descfibed in
6.4.6.3.2 of IEC 62766-4-1. Receiving this request:

o If the¢ IG supports GBA as defined in TS 33.220,"the IG shall perform a GBA bootsjrapping
for the current IMS registered user towards(the GBA Single Sign-On Function (acting like
a B$F in TS 33.220). The GBA registration is based on secrets shared between the ISIM
and [the network provider. The result. 6f) a successful GBA run is the establishmgnt of a
sesdion identifier, B-TID, and a shared key, Ks. The decision on running GBA U or
GBA_ME is based on subscriptien’ information (i.e. UICC capabilities) as descfibed in
TS 33.220. Thus if the ISIM suppoerts GBA, GBA_U bootstrap shall be run and in this case
the key Ks is computed by theISIM on the IG side and doesn’t leave the UICC. If 1he ISIM
doegn’t support GBA, GBA *ME shall be run. The support of GBA by the ISIM is indicated
in thie ISIM service tableras defined in 3GPP TS 31.103. This Ks key can later be|re-used
to derive server-sidefapplication (NAF) specific keys. These keys can also be papsed on
to trlusted applications in the home network, and can later be used for authentication
basgd on the GBA authentication, but without further need for IG-provider |network
communication.

e The|lG shall-provide the list of supported realms for HTTP digest authentication|— using
IMS | Gateway. If the IG supports GBA, it shall include in this list the realm for GBA
authlentication, as defined in TS 24.109.

e The IG may provide a token to append to the HTTP user-agent of the OITF for signalling
support of specific authentication scheme. The IG shall provide the token "3gpp-gba", as
specified in TS 24.109, if it supports GBA.

The OITF may check the returned User-Agent token. The OITF shall accept unknown User-
Agent tokens, in order to allow evolution of the authentication procedure.

The OITF shall append the returned user-agent token to its user-agent.

NOTE If the IG supports GBA authentication, as the IG adds "3gpp-gba" to the returned user-agent token, the
OITF acts as a user equipment in TS 24.109 and signals in its user agent that it supports GBA authentication.


https://iecnorm.com/api/?name=a48b89e063c119ce7118e23a7a23fa1a

1. Power-on

——

- 68 - IEC 62766-7:2017 © IEC 2017

- n

2. Parform IMS Registration as defined in section 5.5

3. HTTP Request “Fetch HTTP realms®

.
»

resulting in shared Ks. B-TID. Kev lifetime

4. If IG supports GBA, perform GBA Bootstrapping according to [3GPP33.220]

Figure
authent

= o =4 1

5)

—_—] = N (D D —

5.4.4.3
5.4.4.3.
If the O

OITF nd
authent

_ 5. HTTP Response 200 OK with list of supported realms for digest scheme and user-agent siring

-

Figure 24 - Initial procedure

24 shows the message sequence for initial procedure to“ensure HTTH
cation using IG. It contains the following steps:

he OITF is powered on.
he OITF performs a user registration as defined in 5.5

he OITF sends a Fetch HTTP realms request to |G¢as defined in IEC 62766-4
.4.6.3.2, step 1. The IG validates the request.~Fhe IG may require at that st
uthentication mechanism specified in 5.2.3 .and/or any mechanism and secu
LS/SSL) specified in 5.2.4. For simplification, none of this mechanism is s
igure 24.

f |G supports GBA, the IG performs, GBA Bootstrapping procedure accordin
3.220 towards the GBA Single Sign-on (BSF) function in the provider's nef
uccessful, this results in establishing a shared key Ks on both ends. The GBA
ign-on function also sends the-lifetime of the key Ks and a session identifier |
he IG.

he 1G returns the list of-supported realm and user-agent string to the OITF as
N 62766-4-1:2017, 6.4.6-3.2, step 2.

Authentication‘procedure
[ General

TF hasregistered to an IG which supports HTTP digest authentication, each
eds toraccess a service offered by an application server that requires HTT
cationy the OITF shall check the realm against the realms retrieved from I(

initial p

rocedure. If the realm matches to one of the IG supported realms, the OI]

IEC

digest

1:2017,
age any
rity (i.e.
hown in

g to TS
work. If
A\ Single
B-TID to

defined

ime the
P digest

5 in the
'F shall

retrieve HTTP credenttals and HT TP headers from the 1G, as specified In 0.4. .3.3 of

IEC 627

66-4-1:2017.

As a prerequisite to this procedure, the IMS registration shall have been successfully

complet

ed.

The IG may provide the following HTTP header:

e For 3GPP GBA authentication, a "X-3GPP-Intended-ldentity" containing the identity of the
current user, as specified in TS 24.109

e For HTTP digest authentication, a "X-OIPF-Intended-ldentity" containing the identity of the
current user.

The SAA may verify that the intended identity matches to the authenticated identity.
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The intended identity is used to identify the user when credentials are shared among users.
The service provider should define and enforce policies for sharing of credentials among

users.

The OITF may check the returned HTTP Headers. The OITF shall accept unknown User-
Agent tokens, in order to allow evolution of the authentication procedure.

The OITF shall use the returned credentials towards the application server, using HTTP digest
authentication as specified by RFC 2617 and shall add the returned HTTP headers to the
outgoing HTTP requests for this realm.

The service provider should define and enforce policies for sharing of credentials among
applicatjon servers.

5.4.4.3.2 Authentication procedure using stored credentials

The same credentials and realm as for SIP digest may be used, this is anoperator
and deplloyment choice (managed in the |G and the network). In this case:

o the diserid shall be set to the value of the private user identity, and

e the nealm shall be set to the domain name of the home netweork:

QITF IG SAA Uger
Datapase

|HTTP Request

L J

‘M

|HTTP Response with “401 Unauthorized” and www-Authénticate header

[~}

|HTTP Request Fetch-HTTP-Credentials with auihenﬁcation parameters
P

4 |HTTP Response with authentication erédentials, proprietary HTTP headers

w

|HTTP Request with Authogization (Digest) Header and proprietary HTTP headers

[

o

§'|HTTF‘ Response

security

» & Get HTTP Credentials for ufer-id

7. authentication vector, possijle identities
el

Figure 25 — Authentication between an OITF and an SAA based
on HTTP credentials stored in IG

IEC

Figure 25 shows the message sequence for authentication between an OITF function and an
SAA based on HTTP credentials retrieved from the IG. It contains the following steps:

1) OITF function sends a request for a resource (e.g. service) to the SAA. It is assumed

2)
3)

here that the resource requires authentication.
The SAA returns a 401 unauthorized message as defined in RFC 2617.

The OITF checks the realms. The realm is one of the realms supported by the IG for
HTTP digest authentication. The OITF sends a request including the IMPU, the auth-
scheme and realm and additional authentication parameters in case of digest
authentication to the IG to retrieve HTTP credentials for the registered user. The

request format is specified in IEC 62766-4-1:2017, 6.4.6.3.3, step 1.
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IG returns the authentication credentials and optionally HTTP headers. The nature of
the authentication credentials and the response format are specified in IEC 62766-4-
1:2017, 6.4.6.3.3, step 2. The IG may require at that stage any authentication
mechanism specified in 5.2.3 and/or any mechanism and security (i.e. TLS/SSL)
specified in 5.2.4 for access control and/or protection of the credentials. For
simplification, none of this mechanism is shown in Figure 25.

The OITF function repeats step 1 with an authorisation header, using returned
authentication credentials. The OITF adds the returned HTTP headers, if any, to the
request.

SAA requests from the User Database for the subscriber specified via its user-id, its
HTTP credentials (authentication vector) and possible identities.

7) hU SAA yUtO thc authcnt;uat;uu VUbtUI GII\‘..:II pUOOIb:U IdCIItItIUO fIUIII thc UOUI D
he SAA checks the user-id and password. The SAA may verify that thé\i
Hentity provided in the HTTP header belongs to the possible identities

tabase.
htended
of the

ubscriber.

= =

OTE It is assumed that there exists a trust relation between SAA and User Database. Details pre out of
ope of this specification.

&

Wpon successful authentication, the SAA/service serves the_request or redirgcts the
QITF to the service (e.g. by using SAML HTTP-POST binding, SAML HTTP Post
$impleSign binding or HTTP redirection). The response may contain [session
management information (cookie, URL parameter).

The mesgsage format for steps 3 and 4 are specified in the 6:4.6.3.3 of IEC 62766-4-1:2017.

5.4.4.3

B Authentication procedure using GBA credentials

The key Ks that was established during the GBA registration may be used latef on for
authentication between OITF functions and sefvices (i.e., application servers). Each|time an

OITF n

geds to access a service offered by an\AS (i.e., NAF) that requires GBA authenftication,

a specific key Ks_NAF in case of GBA-ME<or Ks_ext NAF in case of GBA-U shall be|derived

by the

IG or ISIM in IG respectively and-the server side GBA Single Sign-on function (acting

like a B[SF in TS 24.109). For claritysthis specific key is named in the rest of the document

Ks_(ex

t)_NAF and will refer to KstNAF in case of GBA_ME and Ks_ext NAF in [case of

GBA_U] This generated key shalkbe conveyed to the OITF function in the residential [network

by the
Ks_(ex

using HT' TP digest authentjcation as specified by TS 24.109.

G and to the AS by. the server side GBA Single Sign-on function (BSF). The key
t)_NAF shall then berused for authentication between the OITF function and [the AS,

When an SAA (acting' like a NAF in TS 24.109) requests GBA authentication (percgived as

regular

HTTP digest authentication by the OITF), the OITF shall retrieve HTTP credentials, in

this casp GBA ‘credentials, and HTTP Headers and shall perform HTTP digest authentication.

As a prerequisite to this procedure, the GBA registration shall have been sucgessfully
completed by the TG in the initial procedure (see 5.4.4.2).
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OITF IG SAA GBA Single
(NAF) Sign On

1. HTTP Request with User-Agent containing "3gpp-gba”

2.
-+

4 HTTP Response with authentication credentials, proprietary HTTP headers

-
-

HTTP Response with “401 Unauthorized™ and www-Authenticate header for GBA, with NAF FQDN

3. HTTP Request Fetch-HTTP-Credentials

>

Derive Ks_(ext)_MNAF

o

|HTTP Regquest with Authorization (Digest) Header and proprietary HTTF headers

B
>

%IHTTF‘ Response

6. NAF ID,B TID

-

Derive Ks_(gxt)_NAF

7.‘ Ks (exty NAK

IEC

Figufe 26 — Authentication between an OITF and an SAAbased on GBA credentials

Figure 26 shows the message sequence for authentication ‘between an OITF function and an
SAA based on the previously established GBA bootstrapping. It contains the following steps:

1)

QITF function sends a request for a resource (e.g., service) to the SAA (NAF). It is
gssumed here that the resource requires.a@uthentication. The User-Agent string in the
HTTP request contains "3gpp-gba" .indicating to the SAA that it supports GBA
guthentication.

OTE 1 The user-agent string has previously been sent from IG to OITF.

he SAA (NAF) returns a 404-"Unauthorized" message, the realm indicates that 3GPP
ootstrapping is used and.provides the NAF FQDN as defined in TS 24.109.

N

1

H

The OITF checks the realms. The realm is one of the realms supported by the IG for
HTTP digest authentication. The OITF sends a request including the IMPU, the auth-
gcheme and realm )and additional authentication parameters for digest authemntication
tp the IG to retrieve HTTP credentials for the registered user. The request format is
gpecified in<lEC 62766-4-1:2017, 6.4.6.3.3, step 1. The IG identifies from the realm
that GBA-authentication is requested. |G generates Ks_NAF in the event of GBA_ME
qr Ks_ext NAF with the co-operation of the ISIM in the event of [GBA_U
(Ks_(ext)_NAF).

NOTE 2 According to TS 33.220, the NAF D is constructed as follows: NAF ID = FQDN of the NAF || Ua
security protocol identifier. The FQDN of the NAF is included in the realm. The identifier for Ua security
protocol HTTP digest authentication according to TS 24.109 is (0x01,0x00,0x00, 0x00,0x02).

Ks_(ext)_NAF is computed as Ks_(ext)_NAF = KDF (Ks, "gba-me", RAND, IMPI, NAF_ID), where KDF is
the key derivation function as specified in Annex B of TS 33.220, and the key derivation parameters
consist of the user's IMPI, the NAF_ID and RAND.

IG returns the authentication credentials and optionally HTTP Headers. The B-TID is
used as username and Ks_(ext) NAF as password. The IG may return a "X-3GPP-
Intended-Identity" HTTP header containing the identity of the current user, as specified
in TS 24.109. The response format is specified in IEC 62766-4-1:2017, 6.4.6.3.3, step
2.

The OITF function repeats the request of step 1 with an authorisation header, using
authentication credentials returned from IG in step 4. The OITF adds the returned
HTTP headers, if any, to the request.
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The megsage format for steps 3 and 4 are specified in 6.4.6.3.3 of IEC 62766+-4-1:2017.
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SAA (NAF) sends B-TID and its NAF_ID to the GBA Single Sign-on function (BSF) in
provider network, the GBA single sign-on function retrieves Ks and calculates
Ks_(ext) NAF.

The GBA Single Sign-on function (BSF) in provider network returns Ks_(ext) NAF,
together with its lifetime, to SAA (NAF).
NOTE 3 The key lifetime returned by the GBA single Sign-on function (BSF) is equal to the lifetime of the

corresponding Ks. But the SAA (NAF) may choose a shorter key lifetime based on local policy and/or
application-specific needs.

If Ks_(ext)_NAF has expired, the SAA (NAF) shall send a suitable bootstrapping
renegotiation request to the OITF, according to TS 33.220 and TS 24.109. Otherwise,
the SAA (NAF) uses Ks_(ext)_NAF to authenticate the request. Upon successful
authentication, the SAA (NAF)/service serves the request or redirects the OITF to the
dervice (e.g. by using SAML HTTP-POST binding, SAML HTTP Post SinjpleSign
Rinding or HTTP redirection). The response may contain session nmandgement
information (cookie, URL parameter).

GBA authentication — Using IMS gateway
General

uthentication can be achieved using either the mechanism in 5.4.5 GBA authentication
MS Gateway or the more general mechanism in 5.4¢4 HTTP digest authentication using

IMS gateway. Subclause 5.4.4 allows the use of differeft authentication mechanism :E a way

that is
should
will be

ransparent to the OITF, including possible.future authentication mechanisms, and
breferably be used. It is expected that 5.4.5,GBA Authentication using IMS gateway
deprecated and removed in future versions, of this specification.

Subclause 5.4.5 specifies optional functionality by which an OITF can use the ISIM in pn IG, if
present|in the home network, for user authentication to services relying on IMS credentials.
Subclause 5.4.5 is based on the principles described in Annex B of IEC 62766-1:2017 but

extend

s|that annex.

The IG| shall signal that it supports GBA authentication in its description during UPnP

discovefly as specified in 11,2 of IEC 62766-4-1:2017.

NOTE
in a Gat

5.4.5.2 Initial . GBA registration

When

request

shall,

The criteria that determine under which circumstances the functionality by which an OITF can usg the ISIM
eyay Function is implemented in an OITF are out of the scope of the present document.

auser registration from the 1G, and if the IG supports GBA authentication, the OITF
tter the user registration from the 1G request a GBA Registration from the IG as

t¥e OITE is powered up or when the user initiates a registration, i.e. when the OITF

a

described in IEC 62766-4-1. Receiving this request, the IG shall perform a GBA registration
for the current IMS registered user towards the GBA single Sign-On function (acting like a

BSF),

ISIM a
sessio
server

according to TS 33.220. The GBA registration is based on secrets shared between the
nd the network provider. The result of a successful GBA run is the establishment of a
n identifier, B-TID, and a shared key, Ks. This key Ks can later be re-used to derive
side application (NAF) specific keys. These keys can also be passed on to trusted

applications in the home network, and can later be used for authentication based on the GBA
authentication, but without further need for IG-provider network communication.
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QITF IG GBA Single
Sign On
(BSF)

1. Power-on or User Request

—_—
2. Perform IMS Registration as defined in section 5.5
3. HTTP Request "“GEA Registration™ >
4. Validate request
5. Perform GBA according to [3GPP33.220] resulting in shared Ks, B-TID, Ke¥ lifgtime
6. Create a registration state
7, HTTP Response 200 OK

-
8. Indigation jo User

IEC

Figure 27 — Initial GBA registration

Figure 27 shows the message sequence for initial GBA registration. It contains the fpllowing
steps:

he OITF is powered on (automatic default registration) or the user requests a
ersonalised registration.

he OITF performs a user registration.as’'defined in 5.4.5.

1
A
1
3) The OITF sends a GBA registration’request to IG as defined in IEC 62766-4-1:2017
§.4.6.2.2, step 1.

1

M

S

he IG validates the request.“The IG may require at that stage any authentication
hechanism specified in . 5(2:3 and/or any mechanism and security (i.e. TLS/SSL)
pecified in 5.2.4. For simplification, none of this mechanism is shown in Figurg 27.

The IG performs GBA ‘bootstrapping procedure according to TS 33.220 towards the
GBA single Sign-onfunction (BSF) in the provider's network. If successful, thig results
ih establishing a shared key Ks on both ends. The GBA Single Sign-on function (BSF)
glso sends the lifetime of the key Ks and a session identifier B-TID to the IG.

6) The IG returns the outcome of the GBA registration process to the OITF as dgfined in
IEC 62766-4-1:2017, 6.4.6.2.2, step 2.

7) If the-result of the registration procedure is successful, a registration state is|created
gnd maintained in IG.

8) An indication is sent to the user that includes the outcome of the registration process.
5.4.5.3 Re-use of GBA authentication — Using HTTP digest authentication

The key Ks that was established during the GBA registration may be used later on for
authentication between OITF functions and services (i.e. application servers). Each time an
OITF needs to access a service offered by an AS (i.e. NAF) that requires GBA authentication,
a specific key Ks_(ext) NAF shall be derived by the IG and the server side GBA Single Sign-
on function (acting like a BSF in TS 24.109). This generated key shall be conveyed to the
OITF function in the residential network by the IG, and to the AS by the server side GBA
Single Sign-on function (BSF). The key Ks_(ext)_NAF shall then be used for authentication
between the OITF function and the AS, using HTTP digest authentication as specified by
TS 24.1009.
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If the OITF has registered to an IG which supports GBA authentication, the OITF shall act as

a Use

r Equipment in TS 24.109 and therefore shall signal in its User Agent that it supports

GBA authentication.

When

a SAA (acting like a NAF in TS 24.109) requests GBA authentication, the OITF shall

retrieve GBA Credentials for the specified SAA (NAF) from the |G as specified in IEC 62766-
4-1, and shall perform HTTP digest authentication as specified by TS 24.109.

If the

OITF retrieves an X-HNI-IGI-Intended-ldentity HTTP header from the IG, it shall use it

as intended user identity and shall add an "X-3GPP-Intended-ldentity" HTTP header to the
outgoing HTTP requests to the SAA (NAF), as specified in TS 24.109. The SAA may verify
that the intended identity belongs to the user (i.e. the identity matches one of the user’s public
identities indicated in the user security sefling that was refrieved from the GBA Single Sign-

On Fung¢tion (BSF)).

As a

successffully completed.

OITH IG SAA GBA Single
(NAF) Sign On|
(BSF)

pre-requisite to this procedure, the GBA registration (see 5.4.5.2) ‘shall haye been

1. HTTP Request with User-Agent containing "3gpp-gba"

B
>

]

' ¥

HTTP Response with “401 Unauthorized” and www-Authenticate header for GBA, with NAF FQDN

3. HTTP Request Fetch-GBA-Credentials with NAF FQDN

Derive Ks_(ext)_MNAF

4_HTTP Response B_TID, Ks_(ext) NAF; intended identity,

equest wi izati ig Header (ISing B 5
X-JGPP-Intended- Identity containing intended identity 6.NAF ID.B TID

>

Derive Ks_(gxt)_NAF

7. Ks (ext) NAF
-+

8 HTTP Response

IEC
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gure 28-=(Authentication between an OITF and an SAA based on GBA keys

Figure 28 shows the message sequence for authentication between an OITF functionf and an

SAA based.on the previously established GBA key. It contains the following steps:

1)

OITF function sends a request for a resource (e.g. service) to the SAA (NAF). It is
assumed here that the resource requires authentication. The User-Agent string in the
HTTP request contains "3gpp-gba" indicating to the SAA (NAF) that it supports GBA
authentication.

The SAA (NAF) returns a 401 unauthorized message, the realm indicates that 3GPP
bootstrapping is used and provides the NAF FQDN as defined in TS 24.109.

OITF sends a request including the NAF FQDN to the IG to retrieve GBA credentials,
and IG generates Ks_NAF in case of GBA_ME or Ks_ext_NAF with the co-operation of
the ISIM in case of GBA_U (Ks_(ext)_NAF).

NOTE 1 According to TS 33.220, the NAF_ID is constructed as follows: NAF_ID = FQDN of the NAF || Ua
security protocol identifier. The identifier for Ua security protocol HTTP digest authentication according to
TS 24.109 is (0x01,0x00,0x00, 0x00,0x02). The request format is specified in IEC 62766-4-1:2017,
6.4.6.2.3, step 1.
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Ks_(ext)_NAF is computed as Ks_(ext) NAF = KDF (Ks, "gba-me", RAND, IMPI, NAF_ID), where KDF is
the key derivation function as specified in Annex B of TS 33.220, and the key derivation parameters
consist of the user's IMPI, the NAF_ID and RAND.

4) IG returns Ks_(ext) NAF, B-TID, the lifetime of the key Ks_(ext) NAF and optionally
the intended identity to OITF. The lifetime indicates the expiry time of the key
Ks_(ext) NAF and is equal to the lifetime of the key Ks (which was specified by the
BSF during the GBA bootstrapping procedure). The response format is specified in
IEC 62766-4-1:2017, 6.4.6.2.3, step 2.

5) The OITF function repeats the request with an authorisation header, using B-TID as
username and Ks_(ext) NAF as password. If a non-empty intended identity is returned
from the IG, the OITF adds an X-3GPP-Intended-ldentity HTTP Header containing the
intended identity. If no mtended identity is returned from the IG, the OITF shall not add

M 20DD IntanAdad 1A~
oo rT—mtenRaea I\JUIII.I _y

AA (NAF) sends B-TID and its NAF_ID to the GBA Single Sign-on function*(BSF) in
rovider network, the GBA Single Sign-on function (BSF) retrieves Ks @nd cqlculates
(s _(ext)_NAF.

he GBA Single Sign-on function (BSF) in provider network retufns Ks_(ext) NAF,
bgether with its lifetime, to SAA (NAF).
OTE 2 The key lifetime returned by the GBA Single Sign-on function (BSK)\is equal to the lifetime of the

N

H

K

1

t

N

gorresponding Ks. But the SAA (NAF) may choose a shorter key lifetime based on local policy and/or
dpplication-specific needs.
I

r

U

N

u

M

¢

f Ks_(ext) NAF has expired, the SAA (NAF) shall:send a suitable bootsirapping
enegotiation request to the OITF, according to TS/ 337220. Otherwise the SAA (NAF)
ses Ks_(ext) NAF to authenticate the request.{Upon successful authenticafion, the
AA (NAF)/service serves the request or redirects the OITF to the service (e.g. by
sing SAML HTTP-POST binding, SAML HTTP Post SimpleSign binding or HTTP
edirection). The response may contain session management information (cookie, URL
arameter).

The megsage format for steps 3 and 4 are specified in 6.4.6.2.3 of IEC 62766-4-1:2017.

5.4.5.4 Binding between GBA usér authentication and DRM device authenticafion

GBA authenticates ISIM/IMPI, netithe device. On the other hand, DRM (e.g. Marlin) relies on
device puthentication; the device shall have a valid certificate issued by the DRM trust
authority. To avoid security, issues, for example allowing a legitimate device (from{a DRM
point of] view) that is not\in fact authorised by a user accessing services, the GBA (user)
authentication and the DRM device authentication need to be securely linked together,

5.5

MS registration — OITF

5.5.1 Geneéral

Subclause 5.5 specifies the message flows for IMS registration using SIP| digest
authentication or IMS AKA authentication by means of which service platform Providers and
IMS Gateways located in esidential Networks can authenticate each other. These message
flows are based on TS 33.203 and TS 24.229 (stage 3 specification).

NOTE Subclause 5.5 specifies authentication-related details of certain SIP messages. Elsewhere, for example at
ETSI TISPAN, this SIP authentication method is often called "HTTP digest" as SIP digest RFC 3261 is identical to
HTTP digest [RFC2617] — despite the fact that the protocol in question is SIP and not HTTP. The authentication
method treated in 5.5 is referred to as "SIP digest" since the name "HTTP digest" might lead to the wrong
impression that the protocol in question is HTTP.

5.56.2 Relevant functional entities and reference points

Figure 29 extracts the functional entities and reference points relevant for IMS Registration
from the OIPF provider and Residential Network Architectures (see Figures B.2 and B.4 in
Annex B of IEC 62766-1:2017).
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Residential Network Provider Network

OITF IG User
Database
HNI-IGI Auth/Session UNIS-8 NPI-12
Management
Client/Server

IEC

Figure 29 — OIPF functional entities and reference points involved in IMS regist

SIP digest authentication, and respectively IMS AKA authentication is interlacéd,into

registra

Session| Management (ASM) functional entities. IMS registration occurs either when t
powered up or when the IG receives a corresponding request from\'ah OITF. T
databasfe supplies the ASM with authentication vectors needed for SIP.digest authen
and respectively IMS AKA authentication.

5.5.3

Prerequisites

Prior to the first IMS Registration (and hence prior to the/first SIP Digest or IMS AKA)
executign, the following parameters shall be provisioned:

a) to thle I1G:
1) fpr SIP digest:

o« one or more IP Multimedia Privatetldentities (IMPI),

¢ one or more IP Multimedia Rublic Identities (IMPU), each associated to
more IMPls,

provisioned to the IG;

¢ a service platform.provider network domain name.

NOTE In case of IMS AKA)the above parameters are in a UICC with an ISIM or USIM application.

2) f

indicates-a‘collection of IMS security data and functions on a UICC.
¢ The&lSIM shall include:
<, one IMPI,

ration

the IMS

ion message exchange between the IMS Gateway (IG) and the althenticafion and

he IG is
he user
tication,

protocol

one or

¢ one or more passwords, each assigned to one and only one of the¢ IMPIs

br IMS AKA, an-ISIM or a USIM application shall always be used for authentication, as
described insFS 33.203. For the purpose of this document, the ISIM is a tgrm that

— one or more |IP Multimedia Public Identities (IMPU), associated with the

— a SPP network domain name referred as home network domain name i
specifications;

— support for sequence number checking in the context of IMS Domain;
— an authentication key;
— the same framework for algorithms as specified for USIM.

e There shall only be one ISIM for each IMPI.

b) and to the user database, the IMS subscription information comprising:
1) the IMPI(s) and IMPU(s) provisioned to the IG,
2) the association of the IMPU(s) to the IMPI(s),
3) for SIP digest, the password(s) provisioned to the IG. The user database stores each

password against the IMPI to which it is assigned,

MPI;
n 3GPP
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4) for IMS AKA, the authentication key contained and protected within the UICC in the IG.

The user database stores each authentication key against the IMPI to which it is
assigned.

Methods for provisioning these parameters to IG and user database functional entities are
outside the scope of this specification.

5.5.4

SIP digest message flows

Figure 30 shows the message flow for SIP digest authentication, which is interlaced into IMS
registration messages.

OITF 1G ASM User
Database
0. |G powered UE
| 1. Registration Request_
2. SIP REGISTER
Network Domain v
Name, IMPI, IMPU 3. DIAMETER MAR N
IMBL
~4 DIAMETER MAA
5. SIP 401 Unauthorized IMPI, qop. algorithm,

¥ 3

realm, H(A1)
IMPI, realm, nonce,

qop, algorithm

6. SIP REGISTER

h J

Netwerk Domain
Name, IMPI, realm,
fonce, response,
cnonce, qop, nonce-
count, algorithm

7. SIP 200 OK

8. Registration'\Response response digest

IEQ

Figure 30.~'SIP digest message flow interlaced into IMS registration

The IG is_.powered up. This can initiate the execution of steps 2 to 7.

QITK t9'IG: registration request
The{OITF sends a request for registration to the IMS gateway (IG), when needled (the
end userexplicitty togs o for personatizedservices):

IG to ASM: SIP REGISTER

This request contains the SPP network domain name of the I1G’s IMS home network, an
IMPI and an IMPU. If the ASM has a valid SIP digest authentication vector (SD-AV) for
the specific IMPI, steps 3, 4 and 5 are omitted.

ASM to user database: DIAMETER MULTIMEDIA AUTH REQUEST (MAR)
The ASM requests a SD-AV from the user database with respect to the IMPI received
in step 2.

User database to ASM: DIAMETER MULTIMEDIA AUTH ANSWER (MAA)
Along with the IMPI, the user database sends a SD-AV to the ASM containing the
following data: qop value (quality of protection), the authentication algorithm, realm,
and a hash value H(A1) of the IMPI, realm, and password. RFC 2617 provides
additional information on the values in the authentication vector for SIP digest-based
authentication. Upon reception of the MAA message, the ASM stores the H(A1) value
and generates the nonce value needed to challenge the IG.
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ASM to IG: SIP 401 unauthorized

The ASM denies the |G authentication but sends a SIP 401 unauthorized message to
the 1G in order to challenge the IG. This message contains the IMPI, the nonce, the
authentication algorithm, and the realm and qop values.

IG to ASM: SIP REGISTER

After reception of message 5, the IG generates a client nonce (cnonce) and calculates
an authentication response value using this cnonce and other values received in step 5
(see RFC 2617). The IG sends a new SIP REGISTER request to the ASM, this time
with the authentication response along with the parameters IMPI, realm, nonce,
response, cnonce, qop, nonce-count, and algorithm.

ASM to IG: SIP 200 OK (successful case)

After reception of the SIP REGISTER message containing the authentication response
Malue, the ASM calculates the expected response value using the previously stored
H(A1) and the stored nonce value together with other parameters (see RFC€'2617). If
the response value received from the IG equals the expected response)value], the IG
hHas been authenticated and the IMPU is registered in the ASM. In this success}l case,
t
t I
J

he ASM sends the SIP 200 OK from ASM to the IG, enabling the(dG to authenticate
he SPP Network. This SIP 200 OK message contains a response digest calculated
sing the cnonce value generated by the |G prior to sending message 6.

G to OITF: registration response
The IG informs the OITF about the result of the registration procedure (when step 1
Was executed).

IMS AKA message flows

To support IMS AKA, a UICC with an ISIM or AJSIM application shall be integrated |into the
IMS gateway (IG). From the IMS point of view, the IG thereby takes the role of |an IMS
subscriljer. The UICC stores a long-term secret key K which is shared between the|ISIM or
USIM application and a user database .belonging to the network operator that prov|des the
ISIM or|the USIM. Figure 31 shows the high-level message flows for user identification and

authentication based on the IMS AKA procedure.
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User
OITF IG ASM Database

- L Redisiration Reguest _ .
~2.SIPREGISTER _,,

To: <IMPU>
From: <IMPU=> MIEB.M&—’
Contact: <IP Address> <IMPI>
Authorization:
username=<|MPI>

< DIAMETERMAA
IP 401 Unauthorized <IMPI>
AV=<RAND, AUTN,

WWW-Authenticate: XRES, IK, CKs .Y
nonce=<RAND, AUTN>

LS. SIPREGISTER _,
To: <IMPU=
From: <IMPU>
Contact: <IP Address>
Authorization:
usemame=<IMPI=>
response=<RES>

&sie2oooKk
«-Registration Respanse. -

IEL

Figure 31 — User identification and authentication based on the IMS AKA procedure

The steps of the message flows are elaborated in the following manner:

he I1G is powered up. This can“initiate the execution of steps 2 to 7.

he OITF sends a request for registration to the IMS gateway (IG), when needdd (the

1
QITF to IG: Registration,Request

1

gnd user explicitly 1ogs on for personalized services).

G to ASM: SIP REGISTER
his request contains the SPP network domain name of the IG's IMS home network,
he IMPI andithe IMPU. All this data is read from the ISIM.

I
1
t
ASM to user database: DIAMETER MULTIMEDIA AUTH REQUEST (MAR)
ASM requests authentication data from the User Database with respect to the IMPI
received in step 2.

Userdatabase-te-ASMDIAMETER MULFIMEDIA-AUTH-ANSWER-(MAA)
The user database sends an Authentication Vectors (AV) to the ASM containing the
following data: random challenge RAND, answer XRES expected by the IG in step 6,
network authentication token AUTN, integrity key IK, and ciphering key CK. The
authentication token AUTN contains a Message Authentication Code (MAC) enabling
the IG to authenticate the SPP Network (see step 5).

ASM to IG: SIP 401 unauthorized

At this point in time, the ASM denies the IG authentication. Instead, it sends a SIP
Unauthorized message with a WWW-authenticate header to the 1G. This header
contains RAND and AUTN. After reception of this message, the IG verifies the
message authentication code contained in AUTN thereby authenticating its SPP
Network.

IG to ASM: SIP REGISTER

ISIM computes the value RES on input of its version of the secret key K stored on the
UICC of the IG. The IG sends a new SIP REGISTER request to the ASM, this time with
RES as response to the challenge the ASM initiated in step 5.
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7) ASM to IG: SIP 200 OK
If RES = XRES (successful case), ASM considers the IG as authenticated, and binds
IMPU to the IP address <IP address>.

8) IG to OITF: Registration Response
The IG informs the OITF about the result of the registration procedure (when step 1
was executed).

In case of success, the ISIM of the IG is able, based on its knowledge of the secret key K and
the authentication token AUTN, to calculate the same values of the integrity key IK and the
ciphering key CK as those that the ASM received in step 4 from the User Database. The IG
and the ASM use IK and CK to establish IPSec security Associations for protecting SIP
signaling messages over the IG — ASM reference point.

The detgils of the messages 2 to 7 are specified in TS 24.229.

5.6 Sgession management and single sign on
5.6.1 General

User authentication does not need to be performed with each request. In order to avoid re-
authentication at each request, a service (and/or SSA) can rely.dn authentication [session
management and single sign on. The following authentication\se€ssion management| can be
used: ¢ookies, URL parameters and HTTP authentication session, if HTTP or GBA
authentication has been used. SAML web-based single sighron can be used.

5.6.2 Cookie session

The OITF shall support HTTP session management using cookies as described in RFIC 2109.
The codkie is opaque data to the OITF.

Persistgnt cookies shall be stored in non-wolatile memory (Flash, HDD, etc.) in the OIT|F.

All OITEF applications using HTTP«(not only DAE) shall be able to create, read and delete
persistént cookies with respect.{e’ domain restriction as specified in RFC 2109. Pgrsistent
cookies|should be shared between all components in an OITF.

Users shall have the possibility to delete persistent cookies in OITF.

Figure 32 shows antexample of sequences based using a cookie session.
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The ste

4)

5)
6)

Steps 4

5.6.3

1
H
1
gtc.).
1
1
I,.

OITF SAA or
Service

1. HTTP Request

\ J

2. Authentication (method selected by SAA)

3. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") with Set-cookie Header
|

4. HTTP Request with Cockie Header

[

5. Check Cookie

6. HTTP Response with "200 OK" or “301 Moved Permanently” or "302 Found" with Set-cookie Header

-

Figure 32 — Session management using cookie

ps of the message flow are elaborated in the following manner:

he OITF requests a service with no valid cookie,

1
2) The service triggers the SAA authenticationand the SAA performs the

uthentication.

he service or SAA sets a cookie using(set-cookie response header as spe
RFC 21009.

he OITF requests a service. Applicable cookies are provided in each HTTP
s specified in RFC 2109 (domain-match, port-match, path-match, Max_Age

he service checks the cookie: Cookie checking is out of the scope of this speg

he service optionally refreshes the cookie and sets it again using set-cookie r¢
eader as specified in RFC 2109.

to 6 are performed for each new HTTP request according to cookie matching.

URL parameters

An alternative-te cookies for passing session data is the use of hidden input fields in 1

URL pa
OITF. F

wanted

cified in

request
-match,

ification.
psponse

orms or

rameters in requests passed to the server. These mechanisms are transpare
igute 33 shows an example message flow using URL parameters. The use o

t to the
hidden

input fields can also be achieved with HT TP POST. The mechanism of using HI TP POST is
not described in 5.6.3.
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QITF SAA or
Service

1. HTTP Reguest

A J

2. Authentication (method selected by SAA)

The ste

NOTE 1
another p

NOTE 2
responsib

NOTE 3
5.6.4

When
specifie

‘3. HTTP Response with "200 OK" or redirection (e.g. using "302 Found") with URL parameter

—— 4 HF P Requestwith-UREparameter —

5. Check URL parameter

ﬁﬁ' HTTP Response with "200 OK"

Figure 33 — Session management using URL parameters

ps of the message flow are elaborated in the following manner:

he OITF requests a service with no valid authentication session.

he service triggers the SAA authentication and the SAA performs the
uthentication.

he service or SAA redirects to the service with a new URL parameter for sess
he OITF requests a service with the URLparameter.

he service checks the session dataiin"the URL parameter. Session data is
ata and out of the scope of this specification.

he service serves the request,

URL parameters are often used-to-pass session information from an HTTP session to a sesq
fotocol (e.g. RTSP).

A web server (service or SAA) can maintain an HTTP session using this technique. But the
e for modifying every linkURL, so that the session data is posted in a form or appended to the

Passing information through URL parameters is highly insecure.
HTTP authentication session

sing HITTP authentication, a server can rely on HTTP authentication seg
d in ' RFC 2617.

EC

wanted

on data.

opaque

ion using

server is
equest.

sion as

The user may be prompted to allow OITF to store HTTP authentication parameters, i.e.
username and password, in non-volatile memory.

All OITF applications using HTTP (not only DAE) should have access to HTTP authentication
parameters, i.e. username and password.

All OITF applications using HTTP

(not only DAE) should share the current HTTP

authentication session (e.g. B-TID, Ks_NAF, nonce, cnonce, nonce-count and opaque values).

If username and password can be stored, the user shall have the possibility to change stored
username and passwords in OITF for a given protection space as specified in RFC 2617.

Figure 34 shows an example of sequences based on HTTP authentication session.
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OITF Service/
SAA

1. HTTP Request

A J

2. HTTP or GBA Authentication (method selected by SAA)

3. HTTP Response with "200 OK" with Authenticationinfo header

<

4. HTTP Request with Authorization Header

v

w T =

=

Step 4 ¢

5.6.5

Subclay
based s

SAML V|
a SAML

S Chetk AuthoriZation Headen

6. HTTP Response with "200 OK" with Authenticationinfo header

4
-

Figure 34 — HTTP authentication session

ps of the message flow are carried out in the following order:

he OITF requests a service with no valid HTTP authentication session.
he service/SAA performs HTTP or GBA authentigation.

pecified in RFC 2617.

he OITF requests again a service. Appropriate HTTP authorisation head
rovided in each HTTP request within*the protection space (specified by don
pecified in RFC 2617.

he service/SAA checks the autherisation header.

he service/SAA serves the request including an authenticationinfo header.

p 6 may be performed foreach new HTTP request within the protection space.

SAML Web-based.SSO

ngle sign-on.

/eb-based single sign-on shall adhere to 4.1 of OASIS SAML profiles, wherel

from thg
standar
POST b

function

EC

he service/SAA serves the request including an authenticationinfo header as

ers are
hain) as

se 5.6.5 specifie’s the functionality and possible message flows for basic SAML web-

y either

HTTRB"POST or a SAML HTTP SimpleSign binding of a SAML <Response> message

b\ SAA shall use MIME-type "application/ce-html+xml" as defined in CEA-20

14-A. A
ect and

indings defined in 5.6.5, without requiring any extensions to CEA-2014-A. This profile
of SAML therefore does not add requirements to the OITF besides supporting DAE

ality.

The remainder of 5.6.5 describes sequences of how SAML web-based single sign-on is
handled between the different relevant entities, i.e. the service, the SAA, and the OITF.

The sequences assume that the SAA and service provider share a logical identification of the
user in advance of the described sequence, which is shown in Figure 35. The user is known
to the SAA. The SAA maintains knowledge of the user’s authentication credentials.
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o

1. HTTP Request for Service

.
L

2. Redirect request using SAML HTTP Redirect binding (i.e. HTTP Response with HTTP "302 Found" or
“303 See Other” (Location = SAA), with a SAML <AuthnRequest> message).

2. HTTP Request (Request URL = SAA), with the SAML <AuthnRequest> message

3. Authentication (method selected by SAA). methods vary, details not shown.

4. HTTP Response with SAML HTTP POST or HTTP POST SimpleSign binding (Location = Service)) vlvith
§AML <Response> message

4. HTTP POST Request for Service, with SAML <Response> message

£

5. HTTP Response with “200 OK" including requested Service Information

IEC

Figure 35 - SAML Web-based SSO

The steps of the message flow are carried out in the follewing order:

1) The OITF requests a service. Authentication is needed and there is no valid
guthenticated service session.

2) The requested service triggers SAA authentication by issuing a redirect requept using
$AML HTTP redirect binding, i.e. an<HTTP response with HTTP "302 Found"|or "303
$ee Other" (Location = SAA) , withZa SAML <AuthnRequest> message (as dgfined in

3.4.1 of OASIS SAML).

he SAA authenticates the user. Various methods exist for this. Valid methods|include
ne authentication methods(as defined in 5.4.1 through 5.4.5 of this document.

1
t

The SAA responds witheither an SAML HTTP POST or HTTP POST SimpleSign
Rinding of a SAML <Response> message (as defined in 3.3.3 of OASIS SAML). Since
the browser of the"OITF is CE-HTML compliant, the SAA response message shall use
MIME-type "application/ce-html+xml" as defined in CEA-2014-A. The CE-HTML
hBrowser will_load the CE-HTML page with the SAML POST binding, after which it
issues an{HTITP POST request to the target service with the SAML <Regponse>
message as payload.
:
S

5) The requested service checks the SAML <Response> message to see if authenptication

ucceeded. If it did succeed, the service serves the request.

6 Forced play-out using media zones

Content may contain navigation constraints for forced play-out (see 5.2 and 5.3 of IEC 62766-
2-1:2016).

If an OITF supports DMZ navigation constraints signalled in zone maps within MP4 files or
MPEG-2 TS, it shall indicate this via the appropriate capability signalling as specified in
IEC 61766-5-1. If an OITF does not understand the navigation constraints, this capability
description is either absent or set to "false". If the capability description to support such DMZ
navigation constraints is set to "true", an OITF shall obey the signalled constrains and shall
not ignore the presence of navigation constraints.

NOTE 1 When this capability description is not sent or is set to "false", it is the choice of the service provider
whether the content shall be sent to the OITF as there is no guarantee whether the navigation constraints will be
obeyed.
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For navigation constraints pertaining to protected content, the zone map information may be
integrity protected using an included signature as described in [MRL_DMZ]. If the zone map is
integrity protected using a signature, and if the terminal-centric approach is used for content
protection, the key used for signature is derived as described in [MRL_DMZ] 2.1 and 2.3 for
MP4 (using a key derived from the content key), and as described in Marlin DMZ 7.2.2 for
MPEG-2 TS (using a signature key signalled in ECMs). Note that the Marlin DMZ specification
contains normative language on what should happen if the integrity of the signalled
constraints cannot be verified. If an OITF supports DMZ navigation constraints and if integrity
protection is used, the OITF shall verify the integrity of the signalled constraints. If the
integrity of the signalled constraints cannot be verified, the OITF shall not play the associated
content.

NOTE 2 srer-based—play-out—control—ts—described——r—2-3-3—0 C-62766-4-4-2047- he—concepi there is
applicablg to interactive streaming where the server may or may not grant requests for trick-mode cofmnnpands like
fast forward.
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Annex A
(informative)

Link of user authentication and DRM device authentication

This annex describes the generic mechanism to link user authentication result with device
authentication in OITF. Although the device authentication mechanism is provided by Marlin,
the user authentication mechanism varies depending on the system environment.

The mechanism described in this annex uses HTTP digest authentication RFC 2617 and
assumes that user identifier and its secret information (e.g. password, Ks_NAF) are shared
betweenqOffFamndproviders Network imadvance of thesequences betweem €SPanmg CSP-T
server.

Figure A.1 explains how the user authentication and device authentication."are securely
correlated with each other by Marlin action token acquisition and Marlin pratocol.

OITF Provider Network
CSP CSP-T
Server
1. Request FAY

2. Response incl. WWW-Authenticate header

Marlin Action T¢ken

3. Request incl. Authorization header ~ Acquisition
_ 4. Response incl. AuthenticationInfo header (Marlin Action Token) J
5. Request incl. Authorizatient lieader P
Marlin Protocol
| 6. Response incl. AuthenticationInfo header
A4

IEC

Figure A1 = User authentication for CSP, CSP-T server communication

The steps of-the message flow are carried out in the following order:

1) The*CSP requests a Marlin action token to the CSP-T server.

2) When the CSP-T server receives the request from CSP for the Marlin action token, the
CSP-T server responds with a "401 unauthorized" status code with a WWW-
authenticate header defined in RFC 2617.

3) When the CSP receives the response, the CSP sends the request which includes an
authorisation header defined in RFC 2617. The user identifier and its secret
information are used as username and password for generation of the authorisation
header.

4) When the CSP-T server receives the authorisation header:
e the CSP-T server verifies the authorisation header;

e if the verification succeeds, the CSP-T server generates user information to be
included into the business token, and stores the combination of user identifier from
the authorisation header and user information to be included into the business
token;
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