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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL NETWORKS -
COEXISTENCE OF WIRELESS SYSTEMS -

Part 2: Coexistence management

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization com
allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote interna
coloperation on all questions concerning standardization in the electrical and electronic fields/ 1o this er]
in pddition to other activities, IEC publishes International Standards, Technical Specifications,"Pechnical Rq
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC~Publication(s)").
preparation is entrusted to technical committees; any IEC National Committee interested in the subject deg
may participate in this preparatory work. International, governmental and non-goverpmental organizations |
with the IEC also participate in this preparation. IEC collaborates closely with théAnternational Organizat
Standardization (ISO) in accordance with conditions determined by agreement.betWeen the two organizati

Thie formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical .Committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for internatiohal use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to ensure that the technical content

Publications is accurate, IEC cannot be held responsible forythe way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National? Committees undertake to apply IEC Publid
transparently to the maximum extent possible in their national and regional publications. Any divergence b¢g
anly IEC Publication and the corresponding national dr'regional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf|
aspessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certificatioh bodies.

Alljusers should ensure that they have the latest edition of this publication.

Nd liability shall attach to IEC or its(directors, employees, servants or agents including individual exper
megmbers of its technical committeeés)and IEC National Committees for any personal injury, property dam
othher damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feeg
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to the)yNormative references cited in this publication. Use of the referenced publicati
indispensable for the coefrect application of this publication.

IEC draws attentioh ‘to the possibility that the implementation of this document may involve the use
pafent(s). IEC{dakes no position concerning the evidence, validity or applicability of any claimed patent rig
regpect thergof."As of the date of publication of this document, IEC had not received notice of (a) patent(s),
may be required to implement this document. However, implementers are cautioned that this may not rep
the¢ latest information, which may be obtained from the patent database available at https://patents.iec.c
shplléhotbe held responsible for identifying any or all such patent rights.
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This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition IEC 62657-2:2022. A vertical bar appears in the margin
wherever a change has been made. Additions are in green text, deletions are in
strikethrough red text.
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IEC 62657-2 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fourth edition cancels and replaces the third edition published in 2022. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) alignment of some definitions and specifications of coexistence parameters in order to

fq

O

b) a

The fext of this International Standard is based on the following.documents:

Full i
the 4

The |

This
acco
at w
desc

A lis
Coex

The
stabi
spec

y the IEC;

nd IEC 62657-4;

dition 3 of this document was published in June 2022. Some comments‘'were made i

ese comments was deferred until a next edition, which means this-edition.

Draft Report onwvoting
65C/1329/FDIS 65C/1337/RVD

bove table.
anguage used for the development ofithis International Standard is English.

document was drafted in accordance with ISO/IEC Directives, Part 2, and develop

vw.iec.ch/members_experts/refdocs. The main document types developed by IEC
ibed in greater detail at www.iec.ch/publications.

of all the partsofithe IEC 62657 series, under the general title Industrial netwo
istence of wirefess systems, can be found on the IEC website.

cilitate their future inclusion in the IEC Common Data Dictionary (IEC CDD) maintained

ignment of some definitions and specifications to be consistent with the new,IEC 6257-3

n the

dst development stages of this document asking for explanations on how the parts gf the
EC 62657 series were structured and how they were related to each other. Resoluti
r.

bn of

hformation on the voting for its approval can«be found in the report on voting indicated in

ed in

dance with ISO/IEC Directivesy Part 1 and ISO/IEC Directives, IEC Supplement, available

are

rks —

tommittee(has decided that the contents of this document will remain unchanged untjil the

ity date_indicated on the IEC website under webstore.iec.ch in the data related t
fic document. At this date, the document will be

—

€

b the

canfirmed,

e withdrawn, or

e revised.
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INTRODUCTION

The overall market for wireless communication solutions spans a range of diverse applications,
with differing performance and functional requirements. Within this overall market, the industrial
automation domain could include:

e process automation, covering for example the following industry branches:

oil and gas, refining,
chemical,

pharmaceutical

Indug
of, fo
autor

Indug
sourq

This
plant
syste
is int

Many

mining,
pulp and paper,
water and wastewater,
steel,
ectric power such as:
power generation (for example wind turbine),
power transmission and distribution (grid),
ctory automation, covering for example the following inddstry branches:
food and beverage,
automotive,
machinery,

semiconductor.

trial automation requirements for wireless communication systems are different from fhose

r example, the telecommunications, commercial and consumer markets. These indu
nation requirements are identified.and provided in IEC 62657-1.

trial premises can contain_a variety of wireless communication technologies and
es of radio emissions.

document is intended for designers and persons responsible for production and prd
5, system integratdrs ‘and mechanical engineers having to integrate and start up wir
ms in machines and plants, and producers of industrial wireless solutions. In particu
ended to motivate the exchange of information between automation and radio enging

wireless industrial automation applications are also located in physical environments

strial

bther

cess
bless
ar, it
ers.

over

and
wirel

peration of all radio emitting devices are under the control of a single entity. This alJlows
ss'management strategies to be employed which are not feasible for equipment insflalled

Whic{the operator/owner can exert control, that is, within a physical facility where the pres']ence

in pu

blic or other unmanaged areas.
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In industrial automation, many different wireless communication systems can operate in the
same premises. Examples of these communication systems are IEC 62591 [1]'
(WirelessHART®2) |EC 62601 [2] (WIA-PA) and IEC 62734 [3] (ISA100.11a). All these
communication systems use IEEE 802.15.4 [4] for the process automation applications. Other
examples of wireless communication systems are specified in the IEC 61784-1 series [5] and
IEC 61784-2 series [6] CP that use IEEE 802.11 [7] and IEEE 802.15.1 [8] for factory
automation applications. Different to wired fieldbuses, the wireless communication devices can
interfere with others on the same premises or environment, disturbing each other. Other sources
of radio energy in these bands, often at high energy levels, include radiated process heating,
plastic welding, plasma lamps, and microwave irradiation devices.

Cleatly, without a means to manage the coexistence of these varied emitters, it would be
problematic to ensure that wireless systems meet the time-criticality and other performance
requirements of industrial automation.

This [document describes the management of independent radio sources that)ise the same
transmission medium. The management within a wireless communication,'system is nqgt the
subjdct of this document. It is assumed that the standard of a wireless systém regulates |t, for
exanjple by a medium access control mechanism.

The |EC 62657 series has four parts:

e Plart 1: Wireless communication requirements and spectruny’considerations,
e Pprt 2: Coexistence management,

e Plart 3: Formal description of the automated ceexistence management and application
glidance,

o Plart 4: Coexistence management with centralcoordination of wireless applications.

IEC $2657-1 provides general requirements for industrial automation and speg¢trum
cons|derations that are the basis for_ndustrial communication solutions. This document
specifies the coexistence management of wireless devices to ensure predicable performance.
It is |ntended to facilitate harmonijzation of future adjustments to international, national| and
local|regulations.

This |document provides the_toexistence management concept and process. Based on the
coex|stence management process, a predictable assuredness of coexistence can be achieved
for algiven spectrum withcertain application requirements. This document describes pringiples
to manage the potential mutual interference that-might could occur due to the operatipn of
multiple wireless devices in a plant.

This document)provides guidance to the users of wireless systems on selection and proper use
of wifeless'systems. To provide suitable wireless devices to the market, it also serves vendors
in describing the behaviours of wireless devices to build wireless systems matching the
application requirements

This document is based on analyses of a number of International Standards, which focus on
specific technologies. The intention of this document is not to invent new parameters but to use
already defined ones and to be technology independent.

T Numbers in square brackets refer to the Bibliography.

2 WirelessHART® is the registered trade name of the FieldComm Group, see www.fieldcommgroup.org. This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results.
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INDUSTRIAL NETWORKS -
COEXISTENCE OF WIRELESS SYSTEMS -

Part 2: Coexistence management

Scope

part of IEC 62657
becifies the fundamental assumptions, concepts, parameters, and procedures forwir
bmmunication coexistence;

becifies coexistence parameters and how they are used in an applicationfrequiring wir
bexistence;

rovides guidelines, requirements, and best practices for wireless communica

ireless communication coexistence;

blps the work of all persons involved with the relevant £#esponsibilities to cope wit
itical aspects at each phase of life-cycle of the wireleSs communication coexist
anagement in an industrial automation plant. Life-cycle aspects include: planning, d¢
rstallation, implementation, operation, maintenance;{administration and training;

fovides a common point of reference for wireless.communication coexistence for indu
Litomation sites as a homogeneous guidelinesto help the users assess and gauge

pals with the operational aspects of wireless communication coexistence regarding

Re static human/tool-organization andithe dynamic network self-organization.

bless

bless

ion's
le of

h the
ence
sign,

strial
their

both

This

to fulffil the requirements using coexistence management.

2

The

constitutes-requirements of this document. For dated references, only the edition cited ap

For
ame

Hocument provides a m@j@r contribution to national and regional regulations by suppq

Normative references

flollowingdocuments are referred to in the text in such a way that some or all of their co

undated references, the latest edition of the referenced document (including

ntent
Dlies.
any

ndments) applies.

IEC 62443 (all parts),—trdustrial—ecommunication—networks—Network—and—system—security

Security for industrial automation and control systems

IEC 62657-1:2017, Industrial communication networks — Wireless communication networks —
Wireless communication requirements and spectrum considerations

IEC 62657-3:2022, Industrial networks — Coexistence of wireless systems — Part 3: Formal
description of the automated coexistence management and application guidance
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IEC 62657-4:—, Industrial networks — Coexistence of wireless systems — Part 4: Coexistence
management with central coordination of wireless applications3

3 Terms, definitions, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/ [9]
e |30 Online browsing platform: available at http://www.iso.org/obp
3.11

activie environmental influence
influgnce on the signal propagation through interfering of the wireless communication
applifation or wireless application

3.1.2
adja¢ent channel interference
interflerence that occurs from wireless devices using adjacent frequency channels

3.1.3

adja¢ent channel selectivity
ability of a radio receiver to respond to the désired signal and to reject signals in adjacent
frequency channels

3.1.4
antenna gain
meagure of the effectiveness of an.afifenna that expresses the ratio between the power required
at the input of a reference antenna-te and the power-supphed-te delivered at the input gf the
giver|] antenna-te-producein-a-given-direction; to achieve the same field strength at the game

distapce of a given direction

antehna radiation pattern
variafion ofithe field intensity of an antenna as an angular function with respect to the axig

3.1.
antenna type

kind of part of a radio transmitting or receiving system which is designed to provide the required
coupling between a transmitter or a receiver and the medium in which the radio wave
propagates

Note 1 to entry: In practice, the terminals of the antenna or the points to be considered as the interface between
the antenna and the transmitter or receiver should be specified.

Note 2 to entry: If a transmitter or receiver is connected to its antenna by a feed line, the antenna may be considered
to be a transducer between the guided waves of the feed line and the radiated waves in space.

3 Under preparation. Stage at the time of publication: IEC/FDIS 62657-4:2024.
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[SOURCE: IEC 60050-712:1992, 712-01-01, modified — "Addition of "type" after the term,
addition of "kind of" at front.] [10]

3.1.7

application communication requirements

quantitative requirements specifying the required conditions and the required characteristics of
wireless communication solutions at the communication interface that is met in order to achieve
the purpose of the automation application

3.1.8
area of operation
distirjguishing properties of the area where the wireless communication system is operate

o

3.1.9
automated collaborative coexistence management
tool §upported collaborative coexistence management with defined interfaces\between thg tool
and the wireless communication system

Note {1 to entry: The tool can be according to IEC 62657-4%.

3.1.10
automation application

indugtrial automation application

applifation of measurement and automatic control in the,industrial automation domain

3.1.111
automation application data length

user [data length

number of octets that are exchanged at the reférence interface

3.1.1]2
bit rate of the physical link
meagure of the number of binary digits transferred per second

3413
bleclkinefrecueney
bili : ; 'I ¢ .
[SOYRCE: ETSI TR-102 889-2: 2011, meodified Changed "blacklisting frequencieg" to
llIE ;; E':g f:EE E]a;]!"] [22]
3.1.18

blocked frequency list
list of thie’blocked frequencies to avoid part of the available spectrum

3.1.14

cellular topology

cellular network topology

network topology where the geographical area is divided in cells

Note 1 to entry: A device can move from one cell to another cell. Devices that are in a cell communicate through a
central hub. Hubs in different cells are interconnected.
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3.1.15
centre frequency
geometric mean of lower cut-off frequency and upper cut-off frequency of a frequency channel

3.1.16

channel number

unsigned integer number identifying a wireless communication channel in accordance with an
authoritative document or rule

3.1.17
channel occupation
time jnterval in which the medium is busy

to entry: Beyond the pure transfer of user data, this time includes all time slices necessary to,proceps the
ission protocol, for example to transfer an acknowledgement.

state|in which all wireless communication solutions of a plant using shared medium fulfil allftheir

Note 1 to entry: In IEEE 802.15.2-2003 [11], coexistence is defined as a characteristic of a device.
3.11
coexjistence management

istence planning
ss that describes the allocation of wireless communication resources (time, frequer|cies,
codirg, space) to-each wireless communication system in order to achieve coexistence

3.1.23
collaborative coexistence management
coex|stence management process in which data is exchanged between the wirgless
communication applications involved with the aim of influencing the wireless communication so
that all applications meet the requirements

3.1.24

communication availability

<wireless communication> ratio of the time interval of error free transmission (uptime) to an
observation time

3.1.25

communication availability

<performance> ability of an item to be in a state to perform as required function under given
conditions at a given instant of time or over a given time interval, assuming that the required
external resources are provided
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Note 1 to entry: This ability depends on the combined aspects of the reliability performance, the maintainability

performance, and the maintenance support performance.

Note 2 to entry: Required external resources, other than maintenance resources, do not affect the availability

performance of the item.

3.1.26

communication load

amount of user data to be transmitted from the automation application within a certain p
of time

3.1.27

eriod

cominunication reftabtiity
ability of a physical link and the related nodes to perform communication services under
condjtions for a given time interval

3.1.28
cut-qff frequency

frequency limit, nearest to the frequency where the spectral power density, drops below a ce
level| defining the frequency bandwidth

3.1.29
data|throughput

ratio |between the number of user data transferred to the application at the target refer
interface and the observation time

3.1.3
devige
piecq of hardware that provides connectivity and:functionality

Note 1 to entry: Does not exclude software using thé.hardware to perform functions or support connectivity.

3.1.311

devige type

shargd characteristics of a device ‘as’ specified so that the used devices build instances ¢
shargd characteristics

EXAMPLE The specification can be part of a catalogue from a manufacturer.

Note 1 to entry: These shared characteristics include: technology, design, area of application, parts or m
with r¢spect to safety, EMC;"performance, functionality, etc.

jiven

rtain

ence

f the

dules

Note 3 to entry: Thershared characteristics of a device type may be engineered, configured and parameteriged in

a devife instance.

3.1.32
distance between wireless devices

geogtaphical distance between devices within a three-dimensional space

3.1.33

distributed automation system

functions of the automation devices that are the spatial extent of a wireless indu
automation

3.1.34
duty cycle

strial

ratio of the transmitter sequence referenced to a given observation time for the used frequency

channel

3.1.35
dwell time
period spent at a particular frequency during any single hop of a frequency hopping syste

m
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3.1.36

equivalent isotropic radiated power
product of the power supplied to the antenna and the antenna gain in a given direction relative
to an isotropic antenna (absolute or isotropic gain)

Note 1

to entry: Reproduced with the permission of ITU.

2025

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.161, modified — Term modified
from isotropically to isotropic and definition reformatted according to the ISO/IEC Directives
Part 2] [12]

3.1.3[7
effecitive radiated power
prod

giver

Note

[SOU
giver

3.1.3

ct of the power supplied to the antenna and its gain relative to a half-wave@ip0lqg i

direction

to entry: Reproduced with the permission of ITU.

RCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.162, moedified — Deleted '

direction)" and definition reformatted according to the ISO/IEC Directives Part 2] [1]

eleclﬁomagnetic interference

EMI

degradation of the performance of equipment or transmission channel or system caused |
electromagnetic disturbance

Note

to entry: In French, the terms "perturbation électromagnétique" and "brouillage électromagn§

desigrate respectively the cause and the effect, and should\not be used indiscriminately.

Note 2

to entry: In English, the terms "electromagneétic disturbance" and "electromagnetic interference" des|

respegtively the cause and the effect, and should net be used indiscriminately.

[SOU

RCE: IEC 60050-161:2018, 161-01-06] [13]

3.1.3
frequency band
range in the frequency spectrum that is assigned by regulatory organizations for use for sp

applifations or a group.oftapplications

Note

to entry: The |TU._as international regulatory organization assigns only radio communication service|

speciflc range in thewfrequency spectrum.

3.1.

frequency*bandwidth

band

idth

(in a

2]

Dy an

tique"

gnate

beific

s to a

diffejence between upper cut-off frequency and lower cut-off frequency

3.1.41

frequency channel
span of the frequency spectrum which is characterized by lower cut-off frequency and upper
cut-off frequency or by centre frequency and frequency bandwidth

3.1.42
frequency hopping sequence
sequence of frequency channels used for transmission (hopping sequence) and dwell time

3.1.43

future expansion plan
possible installation of new wireless communication solutions and buildings that can affect
coexistence
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3.1.44

general plant characteristics

parameters that characterize the plant in general with respect to all wireless communication
applications

3.1.45
geographical dimension of the plant
length, width and height of the intended space of the wireless system

3.1.46
geolocation capability
capapility of equipment to determine its geographical location

3.1.

indusgtrial, scientific and medical application
operation of equipment or appliances designed to generate and use locally,radio freqyency
energy for industrial, scientific, medical, domestic or similar purposes, excluding applicdtions
in the field of telecommunications

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.15] [12]

3.1.
industrial communication network
data [communications sub-systems for industrial-process- measurement and control as wegll as
on instrumentation systems used for research, develepment or testing purposes

3.1.
infrastructure device

devide that is essential for building up.a ‘wireless communication system according
technology or standard, but not having an‘interface to an automation application

,_,,
(]
)

EXAMPLE Router or base stations without interfaces to the wired industrial network or without automation
applicption functions.

3.1.
initigtion of data transmission
methpd that specifies hew-the application initiates the data transfer

3.1.51

interference

radio| frequencyhinterference
effect of unwanted energy due to one or a combination of emissions, radiations, or indudtions
upon| reception in a wireless communication system, manifested by any performance
degradation, misinterpretation, or loss of information which could be extracted in the abqence
of such unwanted energy

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.166, modified — Deleted leading
"The" according to ISO/IEC Directives Part 2] [12]

3.1.52
interference type
kind of unwanted energy caused by a certain source or application

Note 1 to entry: Examples of interference types are: an EMI source, an ISM application, or a non-industrial wireless
application.
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3.1.53

intermodulation sensitivity

levels of out-of-band interfering signals that, when mixed in the receiver front-end, produce an
in-band third order non-linearity product

3.1.54

intervisibility

property of a logical link that describes a possible influence on radio signal propagation by
obstruction, refraction or reflection

EXAMPLE Line of Sight (LOS), Non Line of Sight (NLOS) and Obstructed Line of Sight (OLOS) between those
devicds are possible parameters.

3.1.
immsfnity

ability of an item to continue operating properly in the event of an interference,‘up”to a cgrtain
level|of interference, and to be resilient above this level

Note 1 to entry: Immunity of an item is achieved by adding to the robustness of the jtem the ability to be regsilient
to intgrference.

3.1.56
jitter
time yariation of an expected occurrence

Note 1 to entry: Examples are variation of transmission time and update time.

3.1.5[7
length of user data per transfer interval
number of the octets sent out during a transfer interval, where the octets that are added bedause
of thg¢ requirements of the wireless communication protocol are subtracted

Note 1 to entry: The application data length affects the communication load and might account for the terhporal
separation of the wireless communication systems.

3.1.58
life-qycle
length of time from the start of the development phase of a product type to the product
abandonment

[SOURCE: IEC 62890:2020, 3.1.22] [14]

3.1.
limitation from neighbours of the plant
descfiptiontof the neighbours of the plant that are likely to cause limitations for wirgless
communjeation

EXAMPLE High power radio source(s).

3.1.60

linear topology

linear network topology

topology where the nodes are connected in series, with two nodes connected to only one other
node and all others each connected to two other nodes (that is, connected in the shape of a
line)

Note 1 to entry: This topology corresponds to that of an open ring.

[SOURCE: IEC 61918:2018, 3.1.51, modified — Added an admitted term.] [15]
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3.1.61

line of sight

LOS

path of propagation of a radio frequency (RF) signal that is not obscured (partially or completely)
by obstacles

3.1.62

logical link

application oriented communication relationship which enables the transmission of user data
between one logical end point of the reference interface in a source device and one logical end
point of the reference interface in a target device

3.1.

lower cut-off frequency
frequency furthest below the frequency of maximum power where the power spectral dgnsity
drops$ below a certain level

3.1.

maximum number of retransmissions
upper limit of how many times the communication stack is allowéed to retransmit user|data
automatically because of transmission errors

3.1.6II;’)

mechanism for adaptivity
meagures to modify one or more of the systems operational parameters in order to improvg the
systgdms robustness against interferences and to minimize the medium utilization

3.1.
medijum access control mechanism
transjmission technique for how to access the'medium

Note {1 to entry: Examples are CSMA, TDMAs.or combination of both.

3.1.6/7
medium utilization factor
meagure to quantify the amount of resources (power and time) used by non-adaptive equipment

3.1.(18
messgage
ordefed series of octets intended to convey information

Note 1 to entry:\_During the transport of the conveyed information, the octets can be split in various packets.

[SOUREEJISO/IEC 2382-16:1996, 16.02.01, modified — Replaced "sequence of characterfs" by
"serigs\of octets", Note to entry added.] [16]

3.1.69

message loss ratio

ratio of number of messages, transferred from the application at the reference interface within
the producer, and the number of messages, transferred at the reference interface to the
application within the consumer

3.1.70

mesh topology

mesh network topology

network topology in which redundant physically-diverse routing paths are available between
each pair of network nodes
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Note 1 to entry: Wireless mesh topology is usable to extend coverage via multi-hop capability and/or to facilitate
communication reliability by providing redundant paths between devices.

[SOURCE: IEC 62734:2014, 3.1.2.95, modified — Added an admitted term.] [3]

3.1.71

modulation

process of varying one or more properties of a periodic waveform with a modulating signal that
contains information to be transmitted

3.1.72
naturat-environmentat-condition
cond|tion that surrounds the wireless device and wireless system

Note 1 to entry: Examples are temperature, humidity, air pressure.

3.1.73
network
all offthe media, connectors, repeaters, routers, gateways and associated node communication
elempents by which a given set of communicating devices are interconnécted

[SOURCE: IEC 61158-2:20442023, 3.1.30] [17]

3.1.74
network topology

topolpgy of a network
pattefrn of the relative positions and interconnections<f the individual elements of the network

[SOYRCE: IEC 61918:2018, 3.1.81, modified~ Deleted the "Note 1 to entry" and addgd an
admifted term.] [15]

3.1.75
nodi
addre¢ssable logical or physical device attached to the network

[SOURCE: IEC 62591:2016,3:2.75] [1]

3.1.716
non |ine of sight
NLOB
path |of propagation of a radio frequency (RF) signal that is obscured (partially or completely)
by olystacles( thus making it difficult for the radio signal to pass through

Note {1 ta’entry: Common obstacles between radio transmitters and radio receivers are tall buildings, trees, physical
landsqapevand high-voltage power conductors. While some obstacles absorb and others reflect the radio signg], they
all limit the transmission ability of signals.

3.1.77
number of consecutive lost messages
counted value of not correct received messages between two successfully received messages

3.1.78
obstructed line of sight
OLOS

path of propagation of a radio frequency (RF) signal that is obscured (partially or completely)
by obstacles, thus making it difficult for the radio signal to pass through
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Note 1 to entry: An intrusion into the inner most area of the first Fresnel zone will result in a decrease or fading of
the received signal level. At the point where the obstruction becomes tangent to the LOS path, signal losses will be
as much as 6 dB or more. Best practice is to maintain at least 60 % of the first Fresnel zone radius free of obstructions
to avoid fading of the received signal.

3.1.79

operating time between failures

sum of the operating time periods between two successive failures on a logical link where the
message is considered as a repairable item in the sense that a message can be repeated within
the survival time

3.1.80
othef frequency user
user which generates and uses radio energy without having the objective of telecommunication

Note ] to entry: Examples are welding machine, electrical drive and frequency converter.

3.1.811
out-¢f-band emission
emisgion on a frequency or frequencies immediately outside the necessary bandwidth which
results from the modulation process, but excluding spurious emissions

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.144] [12]

3.1.82
obje¢t movement
specffication of the trajectory of mobile assetsithat can significantly influence the padio
propagation conditions

Note 1 to entry: Examples for mobile objects are vehicCles, cranes or persons.

3.1.83
observation time
durafion of the supervision of events

Note 1 to entry: Examples are theureception of user data or the use of a transmission medium by a wireless device.
For them the observation timeqis the reference parameter to calculate the data rate and the duty cycle.

3.1.84
packet
formatted, aggregated bits that are transmitted together in time across the physical mediym

[SOURCEEC 62591:2016, 3.2.77] [1]

3.1.85
passive environmental influence

influence on the signal propagation through the characteristic of the area of operation, the
dimension of the space of operation, the intervisibility, mobile objects and natural environmental
conditions

3.1.86

performance requirements

requirements describing the time and error behaviour necessary to achieve the purpose of the
automation application

3.1.87
physical link
relation between radio transceivers (physical end points) of two wireless devices
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3.1.88

plant

managed facility, typically with a physically protected perimeter, hosting the physical process,
operation, personnel, equipment

3.1.89

point-to-point topology

point-to-point network topology

topology where two nodes are directly connected to each other

3.1.90
posiEon of wireless device

geographical position of the three-dimensional space in absolute or relative coordinates Where

the device is located

3.1.911
power spectral density
distripution as a function of frequency of the power per unit bandwidth of the spegctral
components of a signal or a noise having a continuous spectrum and_afinite mean power

[SOURCE: IEC 60050-713:1998, 713-09-12 modified — Deleted the admitted term and the
abbre¢viation.] [18]

3.1.9

purppse of the automation application
sumrmary of the automation application supported by.the wireless system to the extent needed
to prpvide a useful overview of the requirements immposed on the wireless system

3.1.93
radig channel
modg¢l-considers—radio propagation madgl that takes into account the characteristic of the
frequency channel, the environmentaliconditions, the distance between the wireless deyices,
the ajntenna characteristic

3.1.94
radig environment
reprgdsents-surroundings fer the-transmission-medium radio signal propagation with its pagsive
envirpnmental influences and active environmental influences

3.1.95

radiq resourc¢
means used. by multiple wireless communication solutions for the purpose of radio dignal
transjmission

3.1.96

radio robustness

attribute of wireless communication to fulfil the designated function despite the presence of
other active wireless applications interfering in the sphere of influence

Note 1 to entry: This term has the same meaning as the definition of the term coexistence in IEEE 802.15.2:2003,
3.1.2 [11].

3.1.97

received signal strength indication

relative number for the field strength at the receiver of wireless devices, depending on the
respective implementation of a radio technology
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3.1.98
receiver blocking

effect of a strong interfering signal on the receiver's ability to detect a low-level wanted signal

3.1.99
receiver maximum input level
maximum signal power that the system can tolerate without distortion of the signal

3.1.100
receiver sensitivity
minimal signal power to receive data with a defined bit error ratio

3.1.1j01
referfence interface
expoped interface between an automation application and the wireless communication fun

Note 1 to entry: There is no consistently defined interface for measurement and automation: The interface
devicg might be a serial or a parallel hardware interface, a fieldbus interface, a software.ihterface, or serial, pa
discrefe, and analog interface.

3.1.1j02

regignal radio regulation

regulation of important coexistence parameters such as frequency band and output p
relat¢d to the region where the wireless application is intended to be used

3.1.103
relatjve movement
positlon of a wireless device over time

3.1.104

requjrements influencing the characteristic of wireless solutions

application communication requirementsithat influence the performance of wireless solu
and thus the coexistence state

3.1.1j05
resppnse time

ction

of the
rallel,

ower

tions

time |nterval between the instant delivery of the first user data bit, or octet, of a message to the

refergence interface ofsai‘transmitter, and the instant when the last bit, or octet, o
confifmation message.is delivered at the reference interface of the same transmitter, whic
be agsigned to the request

3.1.1/06
ring topology

f the
h can

ring metwark topology
activTa network where each node is connected in series to two other nodes

[SOURCE: IEC 61918:2018, 3.1.71, modified — Changed "ring" to "ring topology" and added an

admitted term.] [15]

3.1.107
robustness

ability of an item to continue operating properly in the event of an interference, up to a certain

level of the interference

Note 1 to entry: The robustness of an item-may can be increased with measures that modify one or more
operational parameters.

3.1.108
security level
requirement category for cyber security

of its
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3.1.109

spatial extent of the application

cuboid defined by the positions and/or the maximum movement radius of the automation
devices of a distributed automation system

3.1.110
shared medium
resource of frequency band in particular area shared by several wireless applications

Note 1 to entry: In the industrial, scientific and medical (ISM)-bands, many wireless applications are used. Due to
this joint use, the term shared medium is used in this document. The frequency bands are used by diverse ISM

li o eamrd : " } "
applicgtromrsanawireresscommumeatiom appPicatons:

3.1.111

signtl-to-interference and noise ratio
quotient of the strength of the wanted signal and the strength of the unwanted signals,
cons|sting of noise and interference

3.1.112

spatijal coverage of the wireless communication system
spatipl coverage specified by length, width and height of a cuboid'that encloses the wirgless
communication system

3.1.1113

spurjous emission
emisgion on a frequency or frequencies which are outside the necessary bandwidth ang the
level| of which—may can be reduced without affecting the corresponding transmissigon of
information, including harmonic emissions, parasitic emissions, intermodulation products and
frequency conversion products, but exclude out-efband emissions

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.145] [12]

3.1.1114
spurjous response
receiver output due to unwanted signals

Note 1 to entry: That means having frequencies other than those of the tuned frequency channel.

3.1.1115

star topology

star metwork ¢opology
netwprk ofithree or more devices topology where all devices are connected to a central device

[SOURCE: |IEC 61918:2018, 3.1.77, modified — "topology" has been added, "point (whichl may
be active or passive)" has been replaced by "device", and an admitted term has been added]
[15]

3.1.116

survival time

time that an application, consuming a communication service, continues without receiving an
anticipated message

3.1.117

telecommunication

any transmission, emission or reception of signs, signals, writings, images and sounds or
intelligence of any nature by wire, radio, optical or other electromagnetic systems

Note 1 to entry: Reproduced with the permission of ITU.


https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

IEC 62657-2:2025 RLV © IEC 2025 - 25—

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.3] [12]

3.1.118
total radiated power
spatial power density integrated across the surface of the sphere

3.1.119

transfer interval

time difference between two consecutive transfers of user data from the automation application
via the reference interface to the wireless communication function

3.1.1]20
trangmission gap

gap hetween two successive channel usages by a transmitter

3.1.1121
trangmission-transmitter output power
total fadiated power reduced by losses between the transmitter output and the antenna

3.1.1)22

trangmission time
interyal from starting the delivery of the first application data octét of a message to the referlence
communication interface of a producer until the delivery of the last application data octet ¢f the
saméd message from the reference communication interface’of a consumer

3.1.123

trangmitter sequence
time fthat a transmitter uses a frequency channel without the possibility to be interrupted|by a
wirelgss device of the same system

3.1.1]24
trangmitter spectral mask
envelope of maximum values of power spectral density over a frequency range

3.1.1]25

tree topology

tree network topology
netwprk topology where/all nodes are connected in a combination of a linear and a star topplogy

3.1.1]26
upddte time
interyal from>the delivery of the last user data octet of the message of a producer, from the
refergnee.interface of a consumer to the automation application, until the delivery of the last
user |[data byte of the following message of the same producer T

3.1.127

upper cut-off frequency

frequency furthest above the frequency of maximum power where the power spectral density
drops below a certain level

3.1.128

wireless application

any use of electromagnetic waves with devices or equipment for the generation and use of radio
energy using radio environment with active and passive environmental influences

Note 1 to entry: The definition includes wireless communication systems with wireless communication functions
representing a set of spatially distributed automation functions, distributed automation system with local functions
and physical system with physical system functions.
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Note 2 to entry: The definition includes radio determination equipment.

3.1.129

wireless communication

communication in which electromagnetic radiations are used to transfer information without the
use of wires or optical fibers

3.1.130
wireless communication application
part of an industrial automation application that uses wireless communication

3.1.131

wireEss communication solution
parameters of wireless communication solutions which are implementations of-wirgless
comrunication systems and devices

3.1.132
wireless communication solution density
ratio |of the number of wireless communication solutions and the spatial-coverage of the plant

3.1.133

wireless communication system
set of wireless communication devices, infrastructure devices‘and physical links communigating
using radio frequencies using various topologies

3.1.134

wireless device

wireless automation device
equipment of wireless communication applications that uses radio waves for wirgless
comrhunication with other equipment of wireless communication applications

3.1.1135
wireless device density
number of wireless devices within the spatial coverage of the wireless communication sydtem

3.1.1]36

wireless device receiver parameters

wirelgss receiver parameters

specffication of wireless receiver characteristics

3.1.137

wirensss device solution
parametersirelated to individual nodes within a system implementing a wireless communication
solutjon

3.1.138

wireless device transmitter parameters

wireless transmitter parameters

specification of wireless transmitter characteristics

3.1.139
wireless device type
specification of a device according to the catalogue data

3.1.140

wireless network

wireless communication network

network consisting of at least two wireless devices that established wireless communication
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3.1.141

wireless network solution

parameters related to a network as a whole used implementing a wireless communic
solution

3.1.142

wireless solution

wireless communication solution

specific implementation or instance of a wireless communication system

Note 1 to entry: A wireless solution-may can be composed of products of one or more producers.

ation

3.1.143

wireless system

wireless communication system

set of interrelated elements providing wireless communication

Note 1to entry: A wireless system is a high-level representation of a system, while a wireless solution is a pr.
instange of a system.

3.1.144
wireless system type
parameters describing the kind of wireless communication system

3.1.145
wireless system type and wireless device type

hctical

parameters that characterize the model of a wireles§)system or a wireless device by providing

the parameters to specify a wireless system type and a wireless device type

3.1.146
wireless technology or standard

namihg the wireless technology or standard

EXAMPPLE Examples of standards specifying a wireless communication system are IEC 62591 [1], IEC 62401 [2]

and IHC 62734 [3].

3.2 | Abbreviated terms

AFH adaptive frequency hopping

BFWRA broadband_fixed wireless access

CEPT European conference of postal and telecommunications administrations

CP communication profile according to IEC 61784-2 series [6]

CSMA carrier sense multiple access

DAA detect and avoid

DAR detectandreduce

DAS detect and suppress

ECO European communications office (the electronic communications committee of
CEPT)

EIRP equivalent isotropic radiated power

EMC electromagnetic compatibility

EMI electromagnetic interference

ERP effective radiated power

oy 5 : : S~

IF intermediate frequency
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IP Internet protocol

ISM industrial, scientific and medical

IT information technology

ITU International telecommunication union

LAN local area network

LOS line of sight

MAC—— Medium-access control

MLR message loss ratio

NLO$ non line of sight

N/A not applicable

OLOB obstructed line of sight

PCB printed circuit board

PHY1 — Physicallayer

PSD power spectral density

RF radio frequency

RFID radio frequency identification

RSRP reference signal received power

RSRQ reference signal received quality

RSS received signal strength indication

SIR signal-to-interference ratio

TDMA time division multiple access

TRP total radiated power

WD wireless device

WIA-PA wireless network for.industrial automation — process automation

WLAN wireless local areanetwork

ZVEI Zentralverband Elektrotechnik- und Elektronikindustrie e.V.; the german eledgtrical
and electronic®manufacturers' association

3.3 | Conventions

NOTE| The graphical‘representations of flow charts in figures are based on ISO 5807 [19].

The following conventions for the coexistence management parameter templates in Clayse 8

apply:

e The column "Parameier” uses indeniafions o cluster certain parameters. The parameters

that are more to the right belong to the parameter above that is more left.

e The column "Usage" specifies whether the parameter is mandatory, optional, or selection,
if one out of several parameters is selected.

e The item "Value" can contain a range or a list of values if the parameters allow multiple
options. If a parameter does not have a unit, then the item "Unit" shall be marked with not
applicable (N/A).
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4 Coexistence concept in industrial automation

4.1 Overview

Wireless communication allows industrial processes to be implemented more cost-efficiently,
flexibly and reliably, as well as allowing the use of new automation concepts. Industrial
automation applications usually place stricter requirements on reliability and real-time capability
of wireless communication than applications in the domestic and office domain. Industrial
automation applications can also reside in industrial facilities with higher ambient
electromagnetic interference (EMI) levels than those in non-industrial domains.

Addifional sources of radio emissions will also need to be taken into account during coexisfence
management.

NOTE| In some industrial environments, other sources of radio emissions can be present within the same bapds as
used by the wireless communications systems. These emitters can include devices with uninteéntional emigsions,
such gs high-power welding devices which generate wideband electromagnetic energy.

Because of those requirements, different wireless systems are used?/\It is quite likely] that
sevefal wireless systems-may can operate simultaneously in one place! Since these wirgless
systgms share a common medium, interferences can be assumed-throughout their life-cycles.
This jmpacts system performance including reliability and its abjlity-to meet real-time response
requirements. This document is intended to help identify paetential risks and to recomllnend
meagures to control these risks, depending on the requirements of the industrial automfation
applifation. This document also illustrates that most often(the coexistence of several wirgless
systgms and simultaneously the efficient handling ofithe frequency spectrum as a limited
resolrce is feasible if an appropriate approach is chosen, taking into account the respdctive
requirements. In order to achieve this, a process“is needed in which all aspects of the
coex|stence of wireless systems during desighj)commissioning, and operation, as wegll as
maintenance, are considered. This processg,called coexistence management of wirgless
solut|ons, is the subject of this document. ‘Associated actions and decisions serve to cgmply
with the claimed limit values for the application over the whole life-cycle of the plant.

This [process can be more or less complex, depending on the relevance of the requirements
relategd to the wireless communication for the plant. This complexity depends, among pther
aspefts, on the characteristics_of the wireless communication application served by |each
wireless solution (for example control with strict real time requirements), the numben and
locat|on of the wireless solutions that can potentially interfere with each other, and the presence
of any other radio emitters'in the same bands.

If no| or just modest, requirements are made on the wireless system, a lower effort for the
coex|stence of/wireless solutions will be necessary than in the case of a wireless systenj that
is pgrt of a(control application with strict real-time requirements. However, it is stropngly
recor{1mended to consider that additional wireless systems-might could be implemented later or

that fhe’requirements on the present wireless system might change in the future (for example
due fonadditional applications). The plant design shall ensure that the applied coexisfence
measures match the requirements of the wireless system.

The state of coexistence is characterized by meeting the limit values of relevant parameters for
all wireless communication applications in the considered area. This state of coexistence is
accomplished with appropriate actions in planning and in operation. This clarifies that
coexistence is not a static attribute of a wireless solution, but rather a state within the life-cycle
of a plant. It is possible to leave this state temporarily or permanently due to certain events.
The parameter limit values are determined by the automation application in which the wireless
communication takes place. This also implies that the coexistence management shall be
evaluated and established contextually and in full accordance with the automation application.

From a general point of view, coexistence of two or more wireless solutions can be achieved
by making orthogonal the transmissions that come from different sources.
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There are three possibilities to manage coexistence, where a) means a higher amount of labor
hours to establish and maintain the coexistence management and b) and c) means an
increasing level of automation:

a) manual coexistence management (lowest level);

a) automated non-collaborative coexistence management;

b) automated collaborative coexistence management (highest level).

Automated techniques, and the algorithms on which they are based, are usually classified into
two broad categories: collaborative and non-collaborative.

4.2 | Objective

This [document is focused on measures to provide coexistence of wireless, systemp for
meagurement and automation applications. These industrial automation applications cgn be
clasdfified in various ways. For example, in Table 1 they are classified according 'to the dggree
of tf} application criticality. Efforts for coexistence management can vary @dccording tp the
classjification described in Table 1.

Tlable 1 — Example of a classification of application communication requirements

Class Application Application communication requirements
Fundtional Implementation of a safety-related system The communication protocol should suppoft
safefy whose failure could have an impact on the functional safety communication and the

safety of persons and/or the environment coéxistence management shall be established
and/or the plant in’order to fulfil all requirements of this
document.
Contfol Closed or open loop control The communication protocol should suppoit a

higher availability, reliability, and time-
criticality protocol than the one used for other
application domains like consumer industry or
telecommunication. The coexistence
management shall be established in order
fulfil most of the requirements of this
document.

o

Monitoring Process visualization and-alerting No specific add-ons required for the
communication protocol.

Typically, monitoring application can be
satisfied by a relaxed set of requirements.

The coexistence management shall be
established in order to fulfil these minimun
requirements.

NOTE The relative terms "most" and "minimum" are based on the graphical description in Figure 3.

The classification of automation applications provided with Table 1 refers to the funcfional
requirements of the process industry application to be satisfied. This classification can also be
adapted in other application domains.

However, the determination of the criticality and the associated application communication
requirements shall be determined on a case-by-case basis by the coexistence manager.

NOTE 1 Application communication requirements are described in IEC 62657-1.

Applications ranging from radio bar code readers to voice and video over IP applications can
be classified likewise and can be dealt with according to this document.

The applicability of this document is not confined to a specific frequency band, for example the
2,4 GHz ISM band. Both concurrent communication systems and other approved wireless
applications, such as microwave systems for drying or plastics welding, are considered as
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interferences. Moreover, further interferences might occur due to powerful low frequency

electromagnetic fields (for example transformers, powerful motors or other electromag
interferences (EMI), see Figure 1). The interference sources to be considered are detail
4.4,

NOTE 2 The analysis of EMI is outside of scope of this document but has been considered.

Wireless networks
of same technology

Wireless networks
of different technologies

netic
ed in

Considered wireless network
of an industrial
automation application

ISM-application,
e.g/microwave oven

IEC

Figure 1 — Issues)of consideration

In Figure 2, the relation between indusirial automation application, wireless communic
appligation, EMI, industrial, scientific and medical (ISM) application and non-industrial wir
applitation is depicted. Wireless application is used as generic term for wireless communic
application, ISM application and_non-industrial wireless communication (grey in Figu
Wire’fss communication applications are parts of an automation application. Other pa
automation applications may)use ISM spectrum e.g. for welding processes. Furthern

ation
bless
ation
e 2).
ts of
hore,

equigment of industrial automation applications can be source of electromagnetic interference

(EMI). In addition, non-industrial wireless applications (e.g. smart phones or laptops) may
the spectrum in an industrial environment.

use
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Non-Industrial wireless
application

Industrial automation application
(Automation application)

Wireless

communication

application

ISM
application

Figure 2 — Applications using frequency,'spectrum

IEC

This locument is aimed at addressing coexistence management at the location of an enterprise;

howgver, the manager shall take into consideration the~fact that some interference could
from|outside the location of the plant. The managep shall identify and characterize pot¢
external radio energy sources and their distancefrom the enterprise. Controls should

come
pntial
be in

placg to ensure that unauthorized or unaccoutnted mobile sources are not allowed in the
enterprise area.

It is|assumed that, in conditions without interference, a wireless communication sy
basidally meets the requirements of the'wireless automation application and that, in partic
the limit values for time and erfor behaviour are taken into account by planning

comrpunication requirements.

The measures described here’are to ensure the required performance even in the presen

othen wireless applications.

4.3 | Necessity to\implement a coexistence management

The frequency‘spectrum is a valuable limited resource which will be rapidly exhausted i

case|of unmanaged use.

The 1|ollowing list shows an example of wireless devices to be found in industrial environm

stem
ular,
the

ce of

n the

ents:

e wireless sensors and actuators;

e WLAN access points and clients;

e mobile panels;
e RFID devices and RFID readers.

There are also devices which can emit radiated power in the same bands as the wireless

devices:

e radio-frequency process heating;

e plastic welding;

e plasma lamps;
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e general welding; and

e other devices.

There is a high risk of interference whereby, under certain conditions, the assumed availability
and performance requirements cannot be observed. In order to avoid this, or rather to reduce
the risk of interference, a company-wide process for the administration of wireless applications
for all parties involved is strongly recommended, and if adopted, shall be implemented
according to this document. Coexistence management is an intra-company process which
should be adjusted to the structure and the internal processes of the enterprise. In each
individual company, the structure and the processes can be organized differently.

Morél?ver, the focus in defining the process or its sub-steps can vary according to the|user
groups concerned:

e wireless communication applications with a high data throughput, but relaXed realftime
requirements: the coexistence management puts the focus on the provjsion” of-adeguate
frequency bandwidth meeting the application requirements;

e wireless communication applications without specific requirements’\for performancg and
gal-time: the coexistence management aims at ensuring the spatial-coverage;

—

wlireless communication applications with strict real-time requirements: the coexisience
management safeguards against functional problems caused by the influence of pther
wlireless applications (application classes Functional Safety, or Control).

In agdition, the following basic measures to implement coexistence managemenf are
recommended:

L]
>

bmination of a company-wide coexistence manager;

e npmination of a location-specific coexistenge manager if the company has several facilities;

e eptablishment of a committee, consisting-of contact persons of all company divisions lsing
wlireless applications (task of the committee should be the issues shown in Figure 1 and
Fijgure 2);

ventory of all installed and, if poessible, all planned wireless applications including wirgless
bmmunication;

[ ]
O I

o eptablishment of a policy )to register new wireless applications or solutions and fof the
identification of existing ones;

cpordination and adoption of decisions regarding the approval and application of wirgless
systems within the committee;
e
n

stablishmentof a policy and enforceable consequences for non-authorized introductipn of
bw wireless applications or solutions.

Effegtive(Coexistence management is a concerted process with representation of all company
divisjons concerned (sub-divisions, departments, technologies). The divisions concerned are
thOS ;IIVU:VCd ;II p:allll;llu, plUbulUlllCllt, ;IIDta”at;Ull, bUIIIIII;OD;UII;IIH, upcn:t;un and
maintenance of wireless applications, for example process planning, IT, automation, plant
operation (production), development, purchasing, facility management.

Coexistence management offers various benefits:

e reduction or elimination of interferences leading to unplanned downtimes;

e reduction or elimination of laborious, cost-intensive and time-consuming fault
troubleshooting;

e reduction or elimination of disinvestments in wireless solutions that cannot be operated in
the present radio environment of the enterprise.

NOTE The term 'wireless solution' is used here instead of the term 'wireless system' because it takes into account
the distinct attributes of a product that are important for the coexistence management.
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4.4 Interference potential

For wireless communication applications, interference will occur at a point in space
(corresponding to an antenna location, received energy, antenna characteristics and
polarization) if the received signals:

e overlap in the frequency domain;

e overlap in the time domain; and

e overlap in coding.

NOTE 1 Inthe case of buildings and areas close to airports, harbors, transmitter masts and other places of powerful
wireleps systems, the interference potential is extremely high.

This Jeads to interferences between wireless solutions with the consequence of lost/paekgts so
that, [for example, a transferred packet-has needs to be repeated. The system reaction tp the
descfribed interference depends on several factors, for example on the wireless standarf, on
the hprdware and software implementation or on the application class (see Table“1) the wirgless
systgm uses for transfer.

The geparation of non-overlapping frequency channels is a methodto achieve coexist¢nce.
Howegver, there might be interference between wireless systems using different channels in the
samg frequency band, for example because of adjacent channel interference. This is qalled
crosg-channel interference. In particular, analog wireless systéms hold a high interfefence
potential for digital wireless systems due to their high chanfel*occupation.

Moreover, wireless systems using different frequencybands-may can interfere with each qther.
Bendath the main signal, a wireless system also emits outer band signals that might pengtrate
the flequency channel of the endangered wireless.system, thus affecting the wanted signal.

The neceived signal quality at a receiver as a‘function of interference by other wireless systems
is tyfically measured by the signal-to-interference ratio (SIR), which is the ratio of the power of
the wanted signal to the total residual power of the unwanted signals. The receiver can corfectly
interpret incoming data only if the SIR™is above a given threshold.

The palue of the threshold depends on the adopted modulation, while the actual SIR yalue
depehds on the superposition of interferers with respect to the intentional communication in the
following two domains: time_and frequency.

Diffefent performances’can be obtained if superposition (that means interference) in fhese
domains is completeor only partial.

For the timeldomain, since the traffic of victim and interferer(s) wireless system(s)-may can
chanpe each'time, the SIR evaluation should be preceded by the definition of a time interyal in
whicT the-interference is constant.

For the frequency domain, the SIR evaluation should consider at least the combined effect of
interfering transmitter(s) and receiver victim spectral masks. In fact, the interfering
transmitter(s) can have spurious emission even outside the adopted frequency channel. On the
other hand, the receiver blocking mask can reject the interferer(s) signal(s), mitigating its effect.

In order to foresee/estimate the effect of interferers, it is possible to use analytical models,
simulations and experimental test beds. These three approaches have different (increasing)
complexity and hence different (increasing) accuracy.

In order to assess whether there is a risk of interference or not, an interference risk should
always be assumed if wireless applications are operating in parallel in the same frequency band
without proof of their radio robustness.
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NOTE 2 This term wireless application is more comprehensive than the term wireless system, because in wireless
applications, the radiated power is not only used for information transfer.

NOTE 3 The use of the electromagnetic energy can be either intentional (as needed to serve the specific
application) or unintentional/accidental.

However, an interference risk does not mean that parallel operation of competing wireless
systems is unfeasible. They can co-exist if the requirements on the wireless solutions involved
are met. This criterion should be taken as a basis for decisions regarding the application of
wireless systems.

If possible, future changes in the requirements, implicating changes of the interference
potemtial, shoufd—atso be considered T maustrial—automation, the fife-cycte of @ witeless
solutlon typically lasts more than 5 years. During this time, new applications for the“existing
wirelgess system can be developed and deployed. Determination, coordination and control of
thesg changes are part of coexistence management.

One |more influence is radiated EMI. In particular, regional regulations can lallow significant
radiated power for specific wireless applications in unlicensed spectrum,potentially genenating
a high field strength in the proximity of a wireless system.

A wirgless solution shows a certain interference resistance against those radiated interferences.
This Jimit value can be exceeded by the signal of a powerful wireléss application.

EXAMPPLE RFID applications in Europe are allowed to use 4 W in th€y2,4 GHz band whereas other shortirange
devicds are limited to 100 mW.

Even| though wireless solutions often hold a higherdnterference resistance than normatively
claimed, and exceeding the limit value does not always result in harmful interference, the désign
of the wireless solutions shall be such that the neise level at the receiver does not exceed this
limit yalue. Interferences from the same frequéncy band are much more likely than from pther
frequency bands. Nevertheless, the interference potentials from other frequency bands| also
shall|be taken into account.

EMI ¢aused by defective devices and-exceeding the normal operating limits should not infll.1ence
the doexistence management. The defective device should instead be repaired to retufrn to
normfal operating conditions,

4.5 | Ancillary conditions

For wireless communication, there are only limited communication resources available,|thus
thordugh planning\is required. The higher the requirements of the application class on the
wireless systefm;-as to time behaviour, availability, dimension and others, the higher is the
techijical and’ organizational effort required to guarantee coexistence. The costs| rise
disprpportionately as shown in Figure 3. A certain span of expense results from the comp|exity
¢ wireless network solutions (for example simple point-to-point Ilnk or Imear- ring-,

considered (for example medium Ioad transmitter power). The span between the two curves
moves upwards the more efficiently the spectrum is used. This applies to both:

o the expenses for the coexistence management in the coexistence planning phase; and
e the costs of developing appropriate wireless solutions.

The bold arrow in Figure 3 shows that the curves will go higher as the coexistence management
efforts increase to gain a higher efficient use of the spectrum.

The effort might be reduced by strategic regulations for coexistence management. A possible
regulation is to confine the number of considered influencing factors, for example by exclusive
assignment of frequencies to specific wireless applications. It is essential to take into account
that strategic decisions in the coexistence planning phase have effects on the future
expenditures and therewith on the life-cycle costs of the plant. The technical and organizational
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expenses for coexistence management in the operating phase can multiply the coexistence
planning costs throughout the life-cycle of a plant.

It is therefore important to analyze whether the requirements of the planned application fit the
intended application requirements. In relaxing the requirements, a more efficient use of the
resource can be achieved. If the resource is exhausted, other solutions will need to be found.

Complex wireless
system

Efficiency of
spectrum use

Effort for coexistence fnanagement

Simple
wireless_system

Monitoring Control Functional safety

Application class
IEC

Figure 3 — Progression of expense to achieve coexistence
corresponding to the application classes

4.6 | Requirements to wireless devices for support of coexistence management

Wireless devices shall be capable to vary parameters that are specified in Clause 5 to achieve
the cpexistence management by reducing the interference potential as specified in 4.4.

EXAMPLE The device is_so constructed that certain frequencies can be blocked; power can be adjusted to be|below
the thfeshold of the incumbent services/applications.

4.7 | Concepts

4.71 Manual coexistence management

In the case of manual coexistence management, the coexistence manager (see 7.2.1) shall
define a fixed planning of the wireless solutions intended to prevent transmission overlaps. The
manager shall implement manual measures to react to modifications that change the wireless
coexistence state. This is the simplest management method, especially if multiple wireless
solutions of different technologies and from several vendors are involved, or if several frequency
bands-have need to be managed.

This method can be used if there are non-manageable radio emitters in the same bands as
used by wireless solutions.

However, the manual coexistence management capabilities are limited if some coexistence
management parameters cannot be configured.
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4.7.2 Automated non-collaborative coexistence management

In automated non-collaborative coexistence management, the different wireless solutions are
not capable of exchanging information. They are fully independent and rely only on interference
detection and estimation. In other words, each offended wireless solution classifies the
behaviour of the offending ones and tries consequently to adapt its own behaviour to the new
estimated situation. For this reason, non-collaborative techniques are more general but less
efficient than the collaborative ones. As an example, non-collaborative algorithms dynamically
modify the communication strategies (for example the frequency band, the timeslot/packet
scheduling, and so on) as a result of an assessment of the wireless application requirements

versus the wireless application solution capable of establishing the required communication
perf rmance

Suchmethods are being proposed to address coexistence in uncontrolled public areas, however
such|methods would not be effective for the management of industrial automation wirgless
devides which-have need to meet performance requirements.

NOTE| Some metrics are described in IEEE Std.802.15.2 [11].
4.7.3 Automated collaborative coexistence management
4.7.31 General

In automated collaborative coexistence management, the différent wireless solutions shall be
able fo exchange characteristic parameters.

The precondition for collaborative coexistence management for wireless systems using mdltiple
technjologies provided by multiple vendors is that.a_common standardized communication link
is avgilable amongst these solutions. This link canreither be:

e a|pilot channel between the collaborative eoexistence manager and the coordinated deyices
5ing a common standardized communication protocol and service set, as for example
pecified in IEC 62657-4, to make the task of the collaborative coexistence manager gasy;

n C

a|wireless solution of the coordinated devices that is also understood by the collabornative
cpexistence manager, whichymeans that the collaborative coexistence manager shalf talk
the language of all the coordinated devices that participate in the automated collabonative
bexistence management;

c
e a|wired link between the coordinated devices and the collaborative coexistence manager
uping a common standardized communication protocol and service set.

An aptomated callaborative coexistence management could result in some restrictions op the
adopfed hardware' since, for instance, collaborative methods are usually implemented by means
of a pentralized arbiter/scheduler. The exchanged information allows each offended wirgless
solut|on te effectively adapt its own behaviour to the real new situation, taking into account the
requirements of its own application and the applications of the other wireless systems. Tlhese
dynamie’modifications could influence the determinism or reliability of the communication and
can therefore be inappropriate for various wireless communication applications.

An example of such an automated collaborative coexistence management is a central
coordination point (CCP), see |IEC 62657-1:2017, 4.3.4.3. National, regional and regulatory
aspects are also described there.

IEC 62657-3 provides the formal description of the automated coexistence management and
application guidance.
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Three different application use cases for automated collaborative coexistence manager exist:

a) for sharing the same frequencies with other incumbent services/applications (see 4.7.3.2,

4.7.3.3 and 4.7.3.4);

b) for intra-system coexistence in a controlled environment;

c) for intra-system coexistence in a public area.

A possible approach of an automated collaborative coexistence management for industrial
automation is specified in IEC 62657-4.

4.7.

3.2 Simple-CCP

A callaborative coexistence manager is responsible for detecting the primary users
identjfying the devices which are coordinated. The CCP shall then inform the ‘Unde

coo

rdinated devices that they shall react to fulfil the requested mitigation techniques o

primary user. No reconfiguration of the assigned frequencies is requested. Examples of

the

4.7.

cpordinated devices could react are to lower the transmit power or stop\trahsmission.

3.3 Intra-system CCP

All of at least most radio equipment in space is known with their‘dynamic requirements

ass

umed that the installed devices are static. Nomadic devices’ are known and as such se

statig in configuration, for example if they have geolocatign” capability. The collabor

coe
Ccoo

x|stence manager is responsible for detecting primary users and for informing the unde
rdinated devices (incumbent services/applications) ifithey could interfere with primary u

The ¢ollaborative coexistence manager can decide whether the coordinated devices shall

can

to fulfil the requested mitigation techniques of the primary user, or the coexistence mar

ssign different spectrum to the coordinated devices. Some additional alternatives

be that the collaborative coexistence managey, organizes time synchronization or influg
othell parameters specified in 4.4.

4.7.

3.4 Public CCP

All béhaviours described in 4.7.1 and 4.7.2 as well as 4.7.3.2 and 4.7.3.3 could be suppd

In addition, unknown devices «can ask the collaborative coexistence manager to als
managed.

The ¢oordinated coexistence management increases the spectrum efficiency and the qual
servife.

4.8 | Best practices to achieve coexistence

The ¢stablishment of coexistence is a combination of technical and/or organizational meas
to ensuré_the correct operation of wireless communication applications in their environm|
The [main criteria in the selection of appropriate actions to achieve coexistenc

effectiveness, Tfeasibility, economic efficiency and the l0oSs of performance accepiable for the
application if the wireless solution-has needs to share the medium with other wireless systems.
Future developments of the wireless communication application in the enterprise should be

con

and
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ents.
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sidered here as well.

Technically, signals of wireless communication at a point in space (corresponding to an antenna
location, received energy, antenna characteristics and polarization) can be separated by:

frequency;

time;

coding.
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The
loss

extent and should therefore be reserved forspecific application classes used in the plant

as fu

comrmunication request with respect to.the application communication requirements.

For applications with a certain dynamic, the communication cycle should be set as lor

poss

autormnatic adaptive medium §haring mechanisms should also be used.

A sp
Radi

examnple large steel feinforced concrete walls) and the reduction of the radiated powe
adjudting the output power of the radio transmitter and the choice of the antenna radi
pattern) can be 'used for spatial separation. For larger facilities, the control of power level

be a

exaniple base stations, repeaters, and end devices) should be adjusted accordingly.

|
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Figure 4 — Separation of wireless systems
according to frequency and time

eparation in the frequency domain (see Figure 4) usually causes the least perform
and initially the lowest expense. Howeverythese measures occupy the medium to a

Inctional safety and control. A separation in time can be accomplished by configurin

ble and/or event driven.€Communication should be used. Wireless technologies

b propagation can-only be restricted spatially with great efforts. Structural condition

viable-approach. If the power is reduced, the power of all related wireless devices

ance
great
such
g the

g as
with

htial separation js\rarely possible in the case of a wireless communication application.

5 (for
r (by
ation
5 can
5 (for

If the transceivers have multiple antennas, then it would be possible to utilize spatial processing,
such as interference rejection techniques, to separate simultaneous transmissions in space.

Separation via polarization involves the specific attribute of an antenna to subdue radio waves
with an orthogonal polarization (cross polarization). For example, a horizontally polarized
antenna of a signal receiver can attenuate a vertically polarized interference signal. However,
inside buildings or in other highly reflective surroundings, the effects of a polarization separation
are relatively small.

In addition, directional pillbox antennas or other emerging antenna concepts can be used to
restrict the radio propagation within a certain area.
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The organizational measures apply to the operation of the wireless system and they have
indirect implications for the uncoupling mechanism described in Figure 4. Hence the application
of a wireless system can, for example, be restricted in space or time, or just services of a
wireless solution meeting the coexistence requirements can be approved. The organizational
measures (in particular those for wireless systems related to business process or safety) should
evaluate in advance to what extent compliance with the specifications can be ensured and
controlled.

Impact of the typically non-ideal radio propagation characteristics found in many industrial
environments can impact the time and error behaviour of a wireless solution. Therefore, suitable
allowances shall be made in the planning of wireless systems.

In trje operation phase, investigation of mechanisms to enhance the agility of\ wirgless
communication applications against the appearance of unexpected interferencés—shall be
cons|dered, for example diversity techniques and cognitive radio medium access,methodg.

In ordler to define adequate measures and to evaluate their efficiency, the assistance of wirgless
expefts is recommended.

4.9 | Coexistence conceptual model

resources can-interfere with-other wireless communication systems. In this example,

wirelgess communication applications (A, B and C):are assumed. According to the definitipn of
wirelgss coexistence, all three wireless communieation applications shall fulfill their appligation
comrhunication requirements. Each wireless communication system in a wirgless
communication application has certain imfunity against interference from other wirgless
communication systems and the utilizatigh of its resources can interfere with other wirgless
comrmunication systems.

The ponceptual model of coexistence can be seen as a closed loop control process.| This
procgss of coexistence management is not just one activity during the system planning; it]is an
iterafive process throughout(the entire life cycle of the system.

NOTE| IEC 62890 provides-more details about a life-cycle management.

An inyvestigation of the requirements, the characteristics of the wireless communication systems
and the mediumtutilization factor shall be reported in an inventory. According to the life pycle
phasge (see 7-4), the resulting coexistence planning or maintenance shall be carried out.| This
results in aveurrent resource allocation plan, which shall be the basis for configuring or
implgmenting the wireless communication applications.

The coexistence staie is achieved if the robusiness to inferference in a wireless communication
system is better than the interference produced by the resource, and if the wireless
communication applications fulfill their application communication requirements.
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Figure 6 shows some of the contents of Figure 5 as a flow chart to provide the relations to
Figure 7, Figure 29 and Figure 30. The coexistence management system specification is shown
in Figure 6 only at the start to keep the figure simple. The documentation shall be extended and
updated at each phase. If the requirements of a certain phase are not fulfilled, then the process
should restart from the beginning, see lines in Figure 6 going from the output of a phase to the
return path. The documentation is specified in 7.1.2.

Coexistence
management

process
—
v

Coexistence
management system
specification
(see 7.1)

—

Investigation phase
(see 7.4.1)

—

Planning phase
(see 7.4.2)

7

Implementation
phase (see 7.4.3)

P

Operation phase
(see 7.4.4)

Ny

A

A

A

A
Maintaining coexistence.management system
(see 7,3)

A

IEC
Figure 6 — Flow chart of the coexistence conceptual model

4.10| Coexistence management and selection of a wireless solution

The ¢farting point and precondition for the implementation phase is that the wireless solutfon is
suitable for the requirements made on it. The investigation phase begins by reviewing the
wireless system requirements and making a determination as to whether or not the system is
able to fulfil application communication requirements. As part of this process, new wireless
systems can be evaluated against application communication requirements. Figure 7 maps
decisions and actions into the flowchart shown in Figure 6.

While investigating whether a wireless solution meets the requirements of an automation
application, radio transmission shall be analyzed to see whether it is a reasonable approach
when considering the efforts that are required to be taken to achieve coexistence. In this
respect, the selection process of a wireless solution is already part of the coexistence
management process.

The decision to install a wireless system shall be followed by the decision to implement a
coexistence management process (see 6.8). The coexistence management process includes
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coexistence planning, installation, operation and maintenance of wireless systems. The
coexistence planning phase (see 7.4.2.2) begins with the inventory of all wireless applications,
because they can be regarded as potential interferers (see 7.3).

In the coexistence planning phase, it might become apparent that a chosen wireless solution
cannot be integrated into the existing plant. Another wireless solution might be chosen or the
idea of a wireless system might be abandoned. If, in the coexisting planning phase, it is ensured
that all wireless communication applications meet the respective requirements, the coexistence
management process for the operating phase can be initiated (see 7.4.4).

NOTE 1 Processes in the planning phase and in the operating phase are specified in more detail later in this
docunfent.
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Figure 7 — Selection of a wireless system
in the coexistence management process

NOTE 2 Figure 7 does not show the box "Maintaining coexistence management system (see 7.3)" as it is shown in

Figure 6, to avoid making Figure 7 too complicated.

4.11 Coexistence management system

The coexistence management system consists of an organizational structure and procedural

documents. The execution of the coexistence management brings the system into a state of
The coexistence management system

"coexistence management in operating phase".
specification shall include the following information:
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e scope of the coexistence management;
e commitment of the organization to coexistence management;
e procedure for maintaining the coexistence management system specification;

e organizational issues including structure of the organization, roles of personnel,
communication with external organizations and personnel education;

e procedures for coexistence management.

The coexistence management system specification shall be documented, see 7.1.2 and
maintained, see 7.3.

5 (Coexistence management parameters

5.1 General
5.1.1 Definition and usage of parameters

Clause 5 specifies the parameters of a coexistence management proéess. These paramgters
are relevant to the automation communication requirements and conditions within the arpa of
operation and characterize wireless devices and systems.

Thein usage is specified in Clause 6. Clause 8 contains the d¢emplates related to some of fhese
parameters.

The parameters are listed in alphabetical order. All parameters also have a definition in 3./1. As
therg are more definitions than parameters, the nombering is different.

The data types of the parameters can be defined in the Common Data Dictionary (CDD) or pther
tools|where the parameters are part of the\electronic repository.

Anngx A shows the parameter usage i the IEC 62657 series.

5.1.2 Physical link

The ¢oncept of physical link is used in the definition of several coexistence parameters.

A physical link is the-relation between radio transceivers (physical end points) of two wirgless
devides. The set of physical links of a wireless system forms its physical topology. A physical
link may use djfferent frequency channels for transmissions. Wireless transmission conditions
can Qe described with a radio channel model. Such a model considers the characteristic ¢f the
frequency channel, the environmental conditions, the distance between the wireless deyices,
the antenna‘characteristic, etc. Because the antenna systems of the wireless devices-ma¥ can
be different and the propagation conditions depend on the position of the wireless devices, the
radio

Where wireless devices have redundant wireless modules, for example for different frequency
channels, the related physical links shall be counted separately. It is not required that a wireless
device has a physical link to all other wireless devices. There can be physical, technological or
application related reasons. The communication load of a physical link is determined by the
logical links which use this physical link. A logical link may use more than one physical link, in
sequence (via repeater) or in parallel (for redundancy). More than one logical link may use one
physical link (different communication services).

5.2 Adjacent channel selectivity

Adjacent channel selectivity is the lower value (of the upper and lower adjacent channels) of
the ratios, in decibels, of the levels of the unwanted signal level, expressed as field strength to
a specified wanted signal level expressed as field strength producing a data signal with a bit
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error ratio of 10-2. Adjacent channel selectivity is suitable to estimate the immunity of the
equipment against systems in adjacent channels.

NOTE This is in line with the specification of adjacent channel selectivity in ETSI TR 100 027 [20].

The unit of this parameter shall be the decibel (dB) over the intended frequency range.

5.3 Antenna gain

The antenna gain is a value that describes the focusing of a transmitted or received signal. The
values are given in relation to a half-wave dipole or a theoretical isotropic radiator. Since the

isotrgpfcgaim of @ hatf~-wave dipote 15 2, 15 daB1, the antenna gainm of a maif-wave-dipgle is

2,15 [dBi lower than the antenna gain of an isotropic radiator.

The @ntenna gain together with transmit power values, the receiver sensitivity and taking into
accolint the propagation conditions can be used to optimize the location and_grientation ¢f the
wirelgss device or antenna.

The dinit of this parameter shall be the decibel relative to isotropic (dBiY:

5.4 | Antenna radiation pattern

A radiation pattern illustrates the directional (angular) dependence of the strength of the fadio
waves of an antenna. It is usually represented graphicallycfor the far-field conditions in gither
the Horizontal or vertical plane. This information can bé«sed to optimize the location anfd the
orientation of the wireless device or antenna.

This parameter shall be represented as a figure*or'a table.

5.5 | Antenna type

Wireless devices can use different kinds of antennas to collect or radiate electromagnetic
wavegs. Examples include omni-directional antennas, directional antennas, antenna arrays,
smarf antennas and PCB antennas” The antennas can be integrated into the wireless dgvice
(intefnal) or antenna connectars_are available to mount antennas externally. If a device has an
antenna connector, special @ntenna systems such as radio coaxial radiating cables or slptted
waveguide antennas can also be connected. In addition, the antenna can be mouynted
independently of the .device in a position that is favorable for error-free transmission| If a
wirelgss device can,only be used with one certain antenna, it is called dedicated antenna| The
information concerning the antenna type can be used to estimate the quality of the physicdl link
and the sensitivityto interferences.

The parameter shall be an indexed list with the items omni-directional antennas, direcfional
antenpnasi-antenna arrays, smart antennas and PCB antennas extensible with entries off new
antepnavypes.

5.6 Communication availability

Communication availability is a measure to quantify the dependability of wireless
communication. Requirements for availability of wireless communication shall be specified.

Other wireless solutions could cause degradation of availability of target wireless
communication application. Tolerable availability levels to achieve the target of the application
should be clarified. Depending on the granularity of coexistence management, the parameter
can refer to a logical link or, more generally, to a local application or wireless communication
application. The communication availability is the ratio between the up time to the observation
time. This can also be expressed by the ratio of successful transmitted messages and all
messages.


https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

IEC 62657-2:2025 RLV © IEC 2025 - 47 -

The unit of this parameter shall be the percent (%).

5.7 Communication reliability

The communication reliability of a physical link and the related nodes is a measure to quantify
the dependability of wireless communication. Requirements for reliability of wireless
communication shall be specified for a given time interval that the communication services

under given conditions shall perform without an error.

The unit of this parameter shall be the second (s).

5.8 | Bit rate of physical link

The pit rate of the physical link is a measure of the number of binary digits transferre
secofpd. Since data is often combined by modulation or coding, the time utilization '0f a tele
cannpt always be calculated by simply dividing the number of bits of the telegram by th
rate. (It has also to be mentioned that the bit rate of the physical link is normally not identi
the bjt rate of the reference interface. A high bit rate of the physical link does not automat
mean a high quality of service.

The dinit shall be the bit per second (bit/s).

5.9 | Blocked frequency list

Avoiding the use of the same radio frequency ranges<for different wireless communic
systgms is the first measure to prevent interference/For wireless communication systems
use frequency Hopping Spread Spectrum (FHSS)“technology, this means that frequ
ranges in the hopping sequence that are used byrother wireless communication system
bloced and with that, not used. A list of frequency channels that shall not be used, o
blocKed frequency list, shall be specified forihe wireless system.

Bloekingfrequencies—A blocked frequéenty list can also be used in non-FHSS systems
dynamic frequency allocation.

The parameter shall be a list.efifrequency channels according to 5.22.

5.10| Centre frequency

Somé wireless standards define frequency channels using centre frequency and frequ

i per
gram
e bit
cal to
cally

ation
that
ency
5 are
alled

with

ency

bandwidth. Thus, the centre frequency indicates the position of a frequency channel within the
frequency spectrum. The centre frequency shall be calculated based on the relevant ¢
frequencies. (The centre frequency is the geometric mean of lower cut-off frequency and
cut-off frequency.

Lt-off
pper

5.11 Area of operation
The following areas of operation shall be considered:

e indoor;
e outdoor;

e indoor and outdoor.

For indoor areas of operation, it is reasonable to define whether the communication is
concentrated in a machine or manufacturing cell or if it operates all over the entire factory hall

or plant.
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The content of this parameter shall be text expressed with a multiple octet string.

5.12 Communication load

The communication load describes the requirement of the automation application to transfer a
certain amount of user data within a certain period of time as shown in Figure 8. The
communication load is the ratio of-user automation application data length and transfer interval.
The communication load (L) is determined as follows:

wherg

DL, | is the number of user data transferred per device i;

T is the transfer interval per device i.

Depgnding on the granularity of coexistence management, the comimunication load and its
parameters can refer to a logical link or, more generally, to an application.
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Figure 8 — Communication load in case of two wireless devices

Howegver, the actual medium utilization depends on the applied wireless solution. In the example
in FiZurg 9. the communication load is indicated for more than two wireless devices. |

The unit of this parameter shall be the bit per second (bit/s).
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Figure 9 — Communication load in the case of several wireless devices
5.13 | Cut-off frequency

In principle, there are two cut-off frequencies. The upper cut-off frequency is the highest
relevant frequency of the spectrum envelope. The lower cut-off frequency is the lowest relevant
frequency of the spectrum envelope. However, it depends on the wireless technology or
standard as to what relevant means.

There are two principal approaches:

e The first approach is shown in Figure 10 with the help of a wireless LAN system. The
reference level is the maximum transmitted power spectral density. From this maximum
level, a certain value is subtracted. An example of this value is 20 dB. The frequency furthest
above the frequency, where the power spectral density drops below the resulting level, is
called the lower cut-off frequency. Accordingly, the frequency furthest below the frequency,
where the power spectral density drops below this level, is called the upper cut-off
frequency.
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e The second approach defines the cut-off frequencies with respect to a certain spurious
emission level.

The cut-off frequencies determine the frequency bandwidth of a system and thus the medium
utilization in the frequency domain. Furthermore, the cut-off frequencies can be used to
calculate the centre frequency.

The dinit of this parameter shall be the hertz\(Hz).
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Figure 10 — Cut-off frequencies derived from maximum power level

Data throughput

data throughput is relevant to-the transfer of large amounts of data (for exampls
mission of huge parameter data sets to drives or the downloading of programs into con
devices). Depending on-'the granularity of coexistence management, the paramete
to a logical link or, more-generally, to an application.

Jata throughput is the number of user data bytes, or user data bits, transferred wit
imer from the reference interface to the application per time unit.

e the
hplex
F can

hin a

Valuate the coexistence, the average value of a series of measurements can be (ised,

ared with"a value given by the automation application.

The dnitvof this parameter shall be the bit per second (bit/s).

5.15

Distance between wireless devices

The distance between wireless devices determines attenuation and fading, an important
influence on the characteristic of the frequency channel. It depends on the positions of the
wireless devices which are mainly determined by the automation application. Figure 11 shows
the distances of wireless devices within a three-dimensional space. This distance can vary
dynamically in the case of moving or mobile wireless devices.
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Q

If fealsible, the distance between the wireless de‘vi§ of a wireless system should be choslen in

a waly leading to optimal signal power levels; improves the robustness of the wirgless
systgm. The distance to wireless devices of o@ wireless systems should be chosen in g4 way
that results in interference signal power Iel(és being as low as possible. This reduce$ the
interference of the other wireless system$
R\

At legst the maximum distance witp\ba wireless system should be provided.

The ¢init of this parameter shca}\ the meter (m).

-

5.16| Duty cycle @ :

The duty cycle is trggio of the transmitter sequence referenced to a given observation|time
for the used fre ncy channel. The way the observation time is chosen influences the|duty
cyclg value. T@Ilustrated in Figure 12. For system 1 with observation time 1, the duty pycle
is greater t z@ r system 2. However, it is lower for system 1 with observation time 2.

&
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Figure 12 — Duty cycle
It is reasomabtetospecify the observationm timewithr respecttotheappticatiomprofites. The

observation time should be ten times the typical transfer interval of an application profile, as
shown in Table 2. The transfer interval is herewith the time difference between two transfers of
user data from the automation application. The observation time for duty cycle specifications is
sometimes dictated by standards.

Table 2 — Application profile dependent observation time values

Application profile Machine Factory hall Process plant

Transfer interval 100 ms 250 ms 4s

Observation time 1s 2,5s 40 s
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duty cycle is the key parameter to assess the medium utilization in time. A small duty cycle

results in small medium utilization and therewith a smaller influence on other frequency users.

The

content of this parameter shall be expressed in %.

5.17 Dwell time

The

dwell time specifies the agility of a frequency hopping system. The dwell time together with

the number of frequency channels can be used to estimate how often the system appears in a
certain channel. The number of frequency hopping channels is implicitly given with the
parameter frequency hopping sequence, see 5.23.

The

jwell time is the period of time a system is assigned to a certain channel. If the system

requires an immediate response, this and the idle time shall be considered. It is suitable for
frequency hopping systems only. In order to consider a worst-case scenario, the maximum gdwell

time

shown in Figure 13 with max rp,,.

Dwell
time Tow

shall be declared for a wireless device or a wireless system. The maximum dwell time is

Radio Radio Radio Radio Radio Radie Radio
channel 1 channel 2 channel 3 channel 4 channel 5 channel 8 channel 7

F———
L —

AL

Transmitter >
sequence W\ -t

A4

=
G N
Transmission (| I

gap

Maximum dwell
time max ¢ W

Dwell
time

-
L

Frequency
IEC

Figure 13 — Maximum dwell time

The unit of this parameter shall be the second (s).
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5.18 Equivalent isotropic radiated power

The equivalent isotropic radiated power (EIRP) is the product of the power supplied to the
antenna (total radiated power) and the antenna gain G, in a given direction relative to an

isotropic antenna (absolute or isotropic gain), see ITU-R BS.561-2 [21].

As the isotropic gain of a half wave dipole is 2,15 dBi, the EIRP values are 2,15 dB larger than
the ERP values.

EIRP is one of the fundamental parameters in order to estimate the power level at a certain
position.

EXAMPLE Assuming an antenna with an antenna gain of 3 dBi is used (see also 5.3), then to meet the-requirement
of <20 dBm EIRP, the total radiated power at the antenna input cannot exceed 17 dBm.

The dinit of this parameter shall be the watt (W).

5.19| Equivalent radiated power

The g¢quivalent radiated power (ERP) is the product of the power supplied to the antenna [total
radiated power) and its gain relative to a half-wave dipole in @ygiven direction, see|also
ITU-R BS.561-2 [21]. If the direction of an antenna is not specified, the direction of maximum
gain [is assumed. The ERP takes into account the losses_of the transmission line| and
conngctors.

The dinit of this parameter shall be the watt (W).

5.20| Frequency band

A frelquency band is a segment of the frequéency spectrum that is assigned to one or more
wirelgss applications by radio regulations.sFhe regulations characterize the wireless application
and describe conditions of utilization elg. power or medium access. A given frequency [pand
may can be divided into frequency channels. Wireless specifications or standards specify the
number of channels in the frequency band, its frequency bandwidth, and the channel
sepafation. Depending on the wirgless technology and the implementation of a wireless device
type,| a frequency band and\'one or more frequency channels can be selected during
configuration. Furthermore, there is the possibility to change a frequency band or a freqyency
chanpel during operation\~\So-called frequency hopping systems use more than one freqyency
chanpel per definition. JThe frequency band and the number of frequency channels thﬂt are
seledted, or that are actually used, are part of the essential parameters of coexistence
management.

The WUinit of.this parameter shall be the hertz (Hz).

5.21| ‘Frequency bandwidth

The frequency bandwidth is the range of frequencies occupied by a modulated carrier signal.
The frequency bandwidth value depends on the spectral power level referred to (see 5.46). The
bit rate of a communication channel is proportional to the frequency bandwidth of the signal
used for the communication. From the point of view of coexistence management, the frequency
bandwidth indicates the utilization of the frequency spectrum by the wireless equipment.
Systems can also unintentionally radiate outside the defined frequency bandwidth. This could
lead to so-called adjacent channel interference (for the next) or even alternate channel
interference (for the next but one).

The unit of this parameter shall be the hertz (Hz).
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5.22 Frequency channel

The (radio) frequency channel is a part of the frequency band and the physical part of a logical
link. Thus, it is used to transmit a radio wave between two wireless communication modules.
Within a wireless device, this parameter-may can be used as:

e range of frequency channels: all possible;

e operational frequency channels: configured for current use;

e blocked frequency channels: configured not to be used.

The frequency channel shall be expressed as a number represented as an unsigned infeger
valug without a unit according to a specification or standard. If no channel number is spédified,
combinations of centre frequency and frequency bandwidth or lower and upper cut-off freqyency
shall|be given in hertz (Hz).

Table¢ 3 shows the selection of units.

Table 3 — Parameter options for frequency channel

Option name Parameter Unit
ChannelNumber ChannelNumber —
CutoffFrequency UpperCutOffFrequency Hz

LowerCutOffFrequency Hz
CentreFrequency CentreFrequency Hz
FrequencyBandwidth Hz

The presentation in IEC CDD could

o bve the structure frequency channgel
ChannelNumber>, <UpperCutOffFrequency, LowerCutOffFrequency>, <CentreFrequency,
requencyBandwidth>, wherg only one of the three options can be used and the remaining

yo options shall have thevalue 0, or

[ )
O T AT

b expressed with relations of parameters, or

e upe polymorphism_to\describe the selection of the different optional description forms in
Thble 3.

5.23| Frequency-hopping sequence

The fescription of the frequency hopping sequence shall include the sequence of freqyency
chanpelscused for transmission (hopping sequence) and dwell time. The procedure cgn be
descfibed”in accordance with the reIevant wrreless standard for example by means|of a

mechamsms such as a I|st of frequency channels not to be used named bIocked frequency list.

The parameter can be expressed in different ways depending on the used wireless technology.

a) The frequency channels shall be according to 5.22 and the dwell time shall be according to
5.17. These two parameters could

e be expressed in a value list of the two parameters: frequency channel and dwell time, or
e be expressed with relations of parameters, or

e use polymorphism to describe the selection of the two different optional description
forms.

b) Formula, that includes frequency channels and dwell time.
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5.24 Future expansion plan
Future expansion plans should be taken into account. Installation of new wireless solutions and
changes to the physical environment (e.g., buildings) can affect conditions for wireless

communications. For example, reserving resources could avoid changes in the installed base
when adding more wireless devices. The parameter shall be a multiple octet string with text.

The content of this parameter shall be text expressed with a multiple octet string.

5.25 Geographical dimension of the plant

For the purpose of the wireless communication coexistence, the geographical dimension of the
plant| shall be specified by the length, width and height of the space in which the wirgless
systgms can be installed. The area of operation, for example the factory hall for @-mafachine,
shou|d be considered.

Within this space, several wireless systems with different spatial coveragel(see 5.55)| may
operate. The geographical dimension of the plant determines the passive.influences on radio
propagation, for example by reflections.

The ¢ontent of this parameter shall be length, width and height; thetunit shall be the metef (m).

5.26 | Infrastructure device

Infragtructure devices are devices such as routers orbase stations without interface tp the
autornation application, for example via wired industrial networks. Infrastructure deviceg are
necepsary to build up the wireless system according to the wireless technology or stanfard.
Theyjmay can improve the robustness of a network, however they can also interfere with pther
wirelgss systems. Thus, infrastructure devicescare not part of the automation application ut of
the wireless system.

Router or base stations that have an interface to wired industrial networks or which implement
autornation application functions areynot counted among infrastructure devices. They arqg part
of the wireless automation application and with that counted among wireless automiation
devides.

The ¢ontent of this parameter shall be text expressed with a multiple octet string.

5.27 | Initiation of data transmission

This [parametef’ specifies how the application initiates the data transfer for a logical] link:
periodically, (aperiodically or stochastically. A periodic transfer might result in a hjgher
communication load than an aperiodic transfer because the same values might be frequently
transjmitied. The initiation of data transmission influences the communication load and can
contrlibute to a temporal separation of the wireless systems.

The parameter shall be a multiple octet string with text.

5.28 Interference type

This parameter describes spectrum users that emit energy due to emissions, radiation,
induction, or combinations thereof, resulting in degradation, misinterpretation, or loss of
information at the receiver of a wireless device that would not occur in the absence of such
energy. According to Figure 2, these frequency users are electromagnetic interfering (EMI)
sources, industrial, scientific, medical (ISM) applications or non-industrial wireless applications.
The type of interference and its medium utilization factor shall be known.

The content of this parameter shall be text expressed with a multiple octet string.
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5.29 Intervisibility

This parameter describes the logical link between two implemented logical automation devices.
The intervisibility considers Line of Sight (LOS), Non Line of Sight (NLOS) and Obstructed Line
of Sight (OLOS) between those devices. The intervisibility influences the radio signal
propagation. The specification of this parameter is important to specify the conditions for radio
channel measurements and modelling.

The required value considers the logical topology of the automation application. The promised
value can require specific measures of the wireless communication system. This can be
differences in the positions of communication devices compared to the required positions of the

autongratiomdevicestimked—by cabtesdifferentamtenmapositions; specificantenmatypgs, or

wirelgss devices with wireless communication functions (for example access points).

The fontent of this parameter shall be text expressed with an indexed list: LOS, NLOES, or
OLOS§.

5.30| ISM application

This parameter describes frequency users emitting radio waves withoQt transmitting data|such
as welding machines, microwave oven operating in the same area. The type of the pther
frequency user and its medium utilization factor shall be known!

The ¢ontent of this parameter shall be text expressed with@ 'multiple octet string.

5.31| Length of user data per transfer interval

The-yser automation application data length is the.number of octets that is carried in the payload
of a yireless packet. Normally user data are transferred via the reference interface. Howgver,
therg are cases where an event at the reference interface initiates the transmission of a certain
number of user data. The user data lengthidetermines the medium utilization. However, there
can pe a complex or non-linear relation between user data length and medium utilization.
Depgnding on the granularity of coexistence management, the parameter can refer to a Idgical
link gr, more generally, to an appli¢ation.

The WUinit of this parameter shall be the bit (bit).

5.32| Limitation from~neighbours of the plant

Neighbours of thewplant might cause limitations for wireless communication. Examples arg high
powdr radio soufce(s) and sensitive equipment.

of potential constraints placed upon the wireless systems by the neighbours.

Docno.].menting the possible interfering elements from neighbours will make the designer gware

The content of this parameter shall be text, expressed with a multiple octet string.

5.33 Maximum number of retransmissions

This parameter describes how many times user data are retransmitted automatically by the
communication stack because of transmission errors. It is possible that retransmissions are
initiated by different protocol layers. Therefore, the maximum number of retransmissions shall
be specified for each relevant layer. If possible, details of the mechanism, for example waiting
times, should be explained. This parameter can have a significant influence on medium
utilization.

Depending on the use case, the maximum number of retransmissions of the device (wireless
device type) or the configured maximum number of retransmissions (wireless communication
solution) shall be specified.
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The content of this parameter shall be expressed with an unsigned number.

5.34 Mechanism for adaptivity

One or more mechanisms for adaptivity can be used to modify one or more of a system's
operational parameters in order to improve a system's robustness against interferences and to
minimize medium utilization factor. Adaptive communication mechanisms—may can use
automatically feedback information obtained from a system itself or from the signals carried by
a system to modify dynamically a system's operational parameters. It is also possible to plan
the operational parameters in advance and configure the systems appropriately.

Mechanisms for adaptivity are as follows:

Depgnding on how many systems are using mechanisms for adaptivity and which parar
they pdapt, these measures can help improving coexistence oramay can lead to unstablg
unreliable system behaviour.

The ¢ontent of this parameter shall be text expressed with 'a multiple octet string.

5.35| Medium access control mechanism

The

The ¢ontent of this parameter’shall be text expressed with a multiple octet string.

5.36 | Medium utilization factor

The Medium Utilization (MU) factor is a measure to quantify the amount of resources (P
and Time) used{by non-adaptive equipment. The MU factor is defined by Formula (1).

detect and avoid (DAA): if the channel is occupied, change the channel (for example A
detect and suppress (DAS): if the channel is occupied, don't transmit (for @xample

before talk);
d
u

sage.

MU = (Fyyt / 100 mW) x DC

FH);

isten

btect and reduce (DAR): if the channel is occupied, reduce the output power and/or channel

neter
and

medium access control ensures, for example, that a communication request is served as
long jas the medium is free (see CSMA for example in IEEE Std.802.3 [22]) or it allocate
requg¢st to well defined time slots (see “TDMA for example in IEEE Std.802.15.4
Combinations of these two as well as other access mechanisms are possible. The purpo
thesg mechanisms is primarily to centrol the medium access within one wireless sys
Howgver, it also influences the immiunity and the medium utilization characteristic of a sy
and ghall be considered, therefore, in the coexistence management process.

s the

[4]).
se of
stem.
stem

ower

(1)

where

MU is medium utilization factor in %;

Pyt is the transmitter output power in mW;
DC is the duty cycle expressed in %.

The equipment may have a dynamic behaviour with regard to duty cycle and corresponding
power level.
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For devices using frequency hopping spread spectrum that blocks one or more hopping
frequencies, these blocked frequencies are considered as active transmitting for the calculation
of the MU factor.

The parameter value shall be given in %.

5.37

Message

Based on the OSI layer model, a packet denotes the data unit that is used in the network layer.
User data of the application should therefore not be called a packet. In addition to the term user
data, the term message is therefore used, for example, for the parameter message loss ratio.

Dep¢g
can
mess

The
meag
is the
0 if th
pack

5.38
A sig
is ddg
modJ
the p

The

5.39

Natu
the p

The

5.40

The fopology desgcribes the structure and composition of a wireless communication netwg

a wir

NOTE|
IEC 6

pbe transmitted in one packet, multiple messages can be combined into one pack
ages can be split into multiple packets.

ontent of this parameter shall be expressed by an array type with two eJements of in
ure type; the first element is the number of octets of the message and/the’second ele
number of packets in that the message is divided. The number of pacKets shall be 5
e message transport doesn't use packets. The number of packets‘shall be set to -1,
bt length is variable.

Modulation

hal gets its information content by changing amplitude;frequency or phase of a wave,
ne by modulating the wave. Both analog and <digital modulations are used. D
lations can be combined with spreading schemes/in order to improve the robustne
hysical signal.

ontent of this parameter shall be text expressed with a multiple octet string.

Natural environmental condition

ropagation conditions.
ontent of this parameter’shall be text expressed with a multiple octet string.

Network topology

bless communication application.

See~ [EC 62657-1 for use cases of different topologies. Definitions of these topologies are gi
918, 145].

nding on the wireless technology and the length of the application's user data, messages

t, or

eger
ment
et to
if the

This
igital
ss of

al environmental conditions such as temperature, humidity or air pressure can influence

rk in

en in

Appli

cable topologies are:

e point-to-point;

e linear;
e ring;

e star;

o tree;

e mesh;

e cellular.

Combinations of these topologies are possible. This information can be used to assess the

inten

ded coverage of a wireless solution.
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The content of this parameter shall be an indexed list with the topologies: point-to-point, linear,

ring,

5.41

star, tree, mesh, cellular, other.

Number of consecutive lost messages

This parameter specifies how many messages of a logical link delivered for transmission were
not received correctly between the correct reception of two messages. This means that between
two messages received successfully, one or a sequence of messages had their reception
completely or partially failed.

The content of this parameter shall be expressed with an unsigned number.

5.42
Mobi

radio
inter

The movement shall be specified as a trajectory for a worst-case sCenario with respect t

sign3

to the target position.

The dinit for position is m for each dimension, the unit for speed is m/s.

5.43

The
betw

the

The dinit shall be the second (s).

5.44

The
appli

interflace to the application within the consumer.

prop]agation conditions. Mobile objects cause temporal and frequency-selective)fluctuatio

thatrI message can be repeated within the survival time. A measure to assess a logical |

Object movement
e objects such as forklifts or loads on moving cranes can significantly influence the

signal power. This has consequences for the reception of the wanted signal a
erence.

| propagation. The specification of a trajectory is a list of pajrs‘of target position and s

Operating time between failures

bperating time between failures of a logicaklink is the sum of the operating time pe

ean operating time between failures.

Message loss ratio

radio
ns in
nd/or

o the
peed

riods

ben two successive failures. The logical link is considered as a repairable item in the sense

nk is

message loss ration(MLR) reveals how many of the messages, transferred from the

cation to the reference interface within the producer, are transmitted from the refer

ence

The MLR is determined as follows:
MLR = 2Vt =N
AL
1
where
N is the number of transmitted messages;

N, i

r

s the number of regularly received messages.
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Assuming that an application expects a message by a time ¢, at the latest, all messages with
a transmission time greater than ¢p, shall be counted as lost and assigned to the number of not
received messages (N; — N,). For the evaluation of coexistence, it shall be proved how many

consecutive message losses are tolerated before a wireless communication application fails.
Depending on the granularity of coexistence management, the parameter can refer to a logical
link or, more generally, to an application. The accumulated downtime of wireless communication
application per observation interval defines the communication availability which is the focal

quali

ty criterion of wireless communication.

The parameter value shall be given in %.

5.45

The

char
prop
posit

be chosen in order to achieve optimal propagation conditions for, wireless transmis

Ther

the implementation of the wireless communication functions and coennect the devices via
communication. Another option is to separate the antenna only,~e.g. when the autom
devide is mounted in an electrical cabinet. For moving or mobilé wireless devices, the traje
of theé movement is important.

The position of a wireless device is specified in a three=dimensional space.

The @init of each dimension of this parameter shall.be the meter (m).

5.46

The

frequency. Colloquially, the area below‘the PSD curve is often called the spectrum of the si

The
provi

Position of wireless devices

cteristic. Nearby obstacles, moving equipment or narrow corridors |.can wq
gation conditions. This is valid for the absolute position of one wireléss’ device ¢
on relative to other wireless devices. That means, the position of wireless devices

pfore, it could be advantages to separate the implementation of automation functions

Power spectral density
power spectral density (PSD) deséribes how the power of a signal is distributed

measurement unit of the power’spectral density is in watts per hertz. The PSD sha
ded for example as shown in-Figure 14 for an IEEE Std.802.15.4 [4] system.

-

A

position of wireless devices (or their antennas) influences the frequency channel

rsen
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Figure 14 — Power spectral density of an IEEE Std.802.15.4 system
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The PSD as shown in Figure 14 provides a comprehensive picture of the signal power in the
frequency spectrum for the coexistence management.

The unit of this parameter shall be the decibel-milliwatt per hertz (dBm/Hz) over the intended
frequency range.

5.47 Purpose of the automation application

The description of the automation application supported by the wireless system shall be
summarized to the extent needed to provide a useful overview of the requirements imposed on
the wireless system.

The ¢ontent of this parameter shall be text expressed with a multiple octet string.

5.48 | Receiver blocking

The fleceiver blocking is an indicator of the correct receiver operation in the présence of oyit-of-
chanhel signals.

Recdiver blocking response (or performance level) is defined as the_maximum interfering signal
levellexpressed in dBm reducing the specified receiver sensitiyity by a certain number ¢f dB
(usually 3 dB). Consequently, the receiver blocking response is/normally evaluated at a wanted
signdl level, which is 3 dB above the receiver sensitivity and at frequencies differing from that
of th¢ wanted signal (see additional information in the ZVEldocument [23]).

Recseliver blocking considers effects like spurious ‘cesponse, intermodulation sensitivity] and
adjadent channel selectivity.

The ¢init of this parameter shall be the decibel-milliwatt (dBm).

5.49| Receiver maximum input level

Recdived signals with levels aboveithe receiver maximum input level can disturb or disrupt the
data |reception. The receiver maximum input level shall be used to estimate or asses§ the
minirhum recommended distance to other wireless devices. For this purpose, the transmit power
valugs of wireless devices and of interferers, as well as the propagation conditions shall be
taken into account.

The dinit of this parameter shall be the decibel-milliwatt (dBm).

5.50| Receiver-sensitivity

Recdiver(sensitivity determines how well a receiver can accept wanted signals in the abs
of inrference (see aIso ETSI TR 100 027 [20]) It defmes the minimum recelved S|gnal power
that tt '
implementation. Together W|th transmlt power values of the system and of mterferers and
considering the propagation conditions, the power margin of the system can be estimated and
assessed.

The unit of this parameter shall be the decibel-milliwatt (dBm).

5.51 Regional radio regulations

Regional radio regulations specify important coexistence parameters such as frequency band
and output power. These specifications-shall-be are taken into account within the coexistence
management process.

NOTE This list of coexistence parameters can be shortened by listing the regional radio regulation standards with
which the system/device is compliant, for example ETSI EN 300 328 [24].
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The content of this parameter shall be text expressed with a multiple octet string.

5.52 Relative movement

The trajectory of a wireless device's movement changes the distance to other wireless devices
and interferers. This can increase or decrease the wanted signal value or the interference. The
movement itself and the relative speed between the communicating wireless devices can
worsen the propagation conditions and thus increase the interference.

The movement of a wireless device shall be specified as a trajectory. The specification of a
trajectory is a list of pairs of target position and speed to the target position.

The Wdinit for position is m for each dimension, the unit for speed is m/s.

5.53| Response time

The fesponse time is primarily important in confirmed services, for examplé in application-
oriented transmission of process data or parameter data, and also real<time communicafions,
also |EC 62657-1:2017, 5.3.1.

The esponse time is the time interval between the instant delivery-of the first user data hit, or
byte,|of a message to the reference interface of a transmitter,and the instant when the last bit,
or byte, of the confirmation message is delivered at the. reference interface of the same
transmitter, which can be assigned to the request.

This |means that the response time is composed of/at least one transmission time betveen
transjmitter and receiver and one transmission time between receiver and transmitter| The
procgssing time within the receiver shall be added.

The ¢gommunication between transmitter and receiver can be affected directly via infrastrulcture
devide (for example base station) or viadfurther network nodes (for example sensor netwofrks).

Interferences influence response time values. Coexistence exists as long as a limit value given
by the automation application ds met. Otherwise, the corresponding transmission shdll be
assefsed as a message loss:

The fesponse time is_awrandom variable. This is important because response times dejpend
more{ highly on externaltransmission conditions compared to wire-bound communication. $ince
the response time ‘is’ essentially determined by the time values of two transmissions) the
distripution of thesrandom values corresponds to Figure 17.

The dinit ofithis parameter shall be the second (s).

5.54 | Security level

Requirements for cyber security could affect coexistence management. Some sensitive wireless
solutions might need to be physically separated from some other kind of wireless systems, or
might need to have clearance from the boundary of the site. The definition and the usage of
security levels shall be according to the IEC 62443 series.

A system can require technical and organizational measures in order to ensure a certain
security level. Technical measures can increase the processing time, introduce additional
transmissions, and increase the packet length. Thus, the transmission time and the medium
utilization time could be increased. The communication system could become more prone to
interferences if the coexistence management does not take into account these measures.

The content of this parameter shall be expressed with an unsigned number.
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5.55 Spatial coverage of the wireless communication system

The spatial coverage of the wireless communication system depends on the application
communication requirements. However, it is also decisive for the feasibility of spatial separation
of wireless applications. In positioning the several wireless devices, the antenna mounting
height shall be regarded. The spatial coverage is specified by length, width and height of a
cuboid that encloses the wireless communication system.

The content of this parameter shall be the length, width and height; the unit shall be
the meter (m).

5.56 | Spatial extent of the application

The gpatial extent of an application is determined by the automation devices that Helond to a
distriputed automation system. Automation devices define with its positions a cuboid that|is to
be cqvered by a wireless communication solution. For mobile automation devices,/the maximum
movgment radius is to be considered.

The [content of this parameter shall be the length, width and height; the unit shall be
the npeter (m).

5.57| Spurious response

Spurfous response is a receiver parameter that indicates~the robustness against unwanted
signgls, which means having frequencies other than<{he tuned frequency channel. It[is a
respgnse in the receiver intermediate frequency (IF) stage produced by an undesired emigsion
in which the fundamental frequency (or harmonics ‘above the fundamental frequency) df the
undepired emission mixes with the fundamental.orharmonic of the receiver local oscillatoy.

The dinit of this parameter shall be the decibgel*(dB).

5.58| Survival time

The $urvival time provides a time that an application that consumes communication seryices
can gontinue without receiving @nanticipated message.

The init of this parameter shall be the second (s).

5.59| Total radiated power

The fotal radiatéd power (TRP) is the power supplied to an antenna reduced by antenna logses.
TRP |is often(specified in more recent standards. It can be measured with a three-dimensgional
turn {able.which allows integrating the spatial power density over 360°.

The wnit of this parameter shall he the watt (\l\/)

5.60 Transfer interval

The transfer interval has an effect on the communication load and can contribute to temporal
separation. For aperiodic transfer, the minimum value is of interest as the worst case. For
stochastic transfers, the parameters of the distribution function are relevant. Depending on the
granularity of coexistence management, the parameter can refer to a logical link or, more
generally, to an application.
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In Figure 15, the relations between machine cycle or plant cycle, transfer interval and
communication cycle are depicted. Usually, the industrial automation applications follow cycles
of the production process. During such a machine cycle or plant cycle, a number of events occur
which shall be transmitted via a wireless communication medium. In the case of a periodic
transmission, the communication cycle shall be faster than the transfer interval. If an aperiodic
data transmission is involved, the transfer interval is the least possible time between two
transfer requests.

The unit of this parameter shall be the second (s).
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Figure 15 — Communication cycle, application event interval and machine cycle

5.61 Transmission gap

The transmission gap is the time between two successive channel usages by a transmitter. If a
request requires an immediate response, the idle time is not considered. In Figure 16, the
transmission gap is depicted with tg.
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Figure 16 — Transmission gap
For frequency hopping systems, the transmission gap is related to one of the used channels
and not betweentransmissions of different channels. The minimum transmission gap gives an
imprgssion of\the minimum available time for other wireless devices to transmit. [Real
applications>ray can leave larger gaps. Therefore, additionally the duty cycle should be
cons|dered:

The unit of this parameter shall be the second (s).

5.62 Transmission time

The transmission time is an adequate instrument to evaluate the coexistence in terms of
automation application with event-driven transfer. An example is the transmission of a state
change in a proximity sensor and real-time applications, see IEC 62657-1:2017, 5.3.1.2.3.1.

The transmission time is the interval from starting the delivery of the first user data byte of a
message to the reference interface of a producer until the delivery of the last user data byte of
the same message from the reference interface of a consumer.
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The interferences described in 4.4 entail longer transmission time. Coexistence exists as long
as the transmitted messages keep a limit value given by the automation application. Otherwise,
the corresponding transmission shall be assessed as a message loss (see also 5.44).

The transmission time is a random variable. This is important because transmission times
depend more highly on external transmission conditions compared to wire-bound
communication.

Figure 17 exemplifies density functions of the transmission times of wireless solutions resulting
from measurements with large samples. The density functions represent the number of
messages needing a certain transmission time.

Usuglly, the number of messages with a greater transmission time, for example trroninergases
from|N, to N', if other wireless solutions interfere. On the other hand, the number/of messages
with B smaller transmission time, for example r114, decreases from N, to N’y df other wirgless

solutlons interfere. The causes might be, for example, waiting times for, alfree mediuym or
retrapsmissions due to message losses.

A

Without interferers

Number of packets

@y <N’2 <N’1 <N,

<
rTT 1 rTT2

With interferers

rTT1 rTT2 Transmission tithe
IEC

Figure 17 — Example of the density functions of transmission time

Figure 18 shows an example of the distribution functions of the transmission time. The two
curves show the number of received messages that arrive within a certain transfer time.
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analytically by taking the maximum value for all time segments. This maximum value is not
suitable to evaluate coexistence because, in this case, for the time segments influenced by
other wireless applications, the maximum value shall be taken as well. Depending on the
granularity of coexistence management, the parameter can refer to a logical link or, more
generally, to an application.

Med
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ium access delay should also be considered in the transmission time.

unit of this parameter shall be the second (s).
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5.63 Transmitter output power

The parameter transmitter output power is an indicator for transmission range. It can be
constant or configurable. The transmitter output power reduced by losses between the
transmitter output and the antenna is the total radiated power.

The unit of this parameter shall be the watt (W).

5.64 Transmitter sequence

The transmitter sequence trg is the time that a transmitter uses a frequency channel without

the possibility to be interrupted by a wireless device of the same wireless system. If a request
requires an immediate response, and during the idle time the medium cannot be used|by a
devide of the same wireless system, the entire time shall be considered (see max7Tqg, in
Figune 19). This is a reasonable simplification, even though devices of other systems could|start
a trapsmission. For coexistence management, the maximum value of the transmitter sequence
of a |wireless communication system is of interest. In the example shows in Figure 19, the
relevant transmitter sequence of system 1 is max7g4 and the relevant transmitter sequence of

systgm 2 is maxTrg,.
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Figure 19 — Transmitter sequence

For ftegliency hopping

en halnnel.

Depending on the use case, the maximum transmitter sequence of the device (wireless device
type) or the maximum transmitter sequence of wireless communication solution (wireless
communication solution) shall be specified. The maximum transmitter sequence gives an
impression of the maximum occupied time. Real applications-may can use a small portion only.
Therefore, additionally the duty cycle should be considered.

The unit of this parameter shall be the second (s).


https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

-72 - IEC 62657-2:2025 RLV © IEC 2025

5.65 Transmitter spectral mask

The power spectral density envelope can be characterized by a number of specific points
creating the transmitter spectral mask as shown in Figure 20 for an IEEE Std.802.15.4 [4]
system. This is a reasonable simplification for the coexistence management. Specific
transmitter spectral masks are defined by a standard document. This document considers not
only the power in the intended channel but also in the adjacent and alternate channels. The
power spectral density shall be less than the limits specified through the transmitter spectral
mask. The spectral profile of the transmitter radiated power can be used to emphasize the
quality of equipment with respect to coexistence if the transmitter spectral mask is markedly
smaller than required by the related standard.

Therg is no unit for this parameter. The parameter shall represent a figure.

A

] )

Max — 3 dB /
Max — 20 dB

Spectral power density

Max — 40 dB \/\/

-

f|_4o fLZO fc szo fH40
Frequency
IEC

Figure 20 — Transmitter spectral mask of an IEEE Std.802.15.4 system

5.66| Update time

The update time can be-used for evaluation in case of automation application with cyclic trapsfer
and rneal-time applications, see IEC 62657-1:2017, 5.3.1.2.3.2. The cyclic transfer of a position
detegtion system might serve as an example.

The xpdate time is the interval from the delivery of the last user data byte of the messagég of a
produicers~from the reference interface of a consumer to the automation application, untjl the
delivery of‘the last user data byte of the following message of the same producer.

The interferences described in 4.4 result in distributions of the transmission time. Coexistence
exists as long as the transmitted messages keep a limit value for the distribution of the update
time given by the automation application.

The update time is a random variable. Figure 21 shows an example of distribution functions of
the update time. For a relative assessment, which means whether a wireless application
interferes more or less, the standard deviation can be consulted as a distribution parameter.
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Figure 21 — Example of distribution functions of the update time
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This parameter shall be expressed as a number represented as an unsigned integer value and

the u

5.68

nit shall be the number of devices per m2.

Wireless device type information

For each device, the typical device type information, such as model type, manufacturer,
hardware version, shall be provided.

The content of this parameter shall be text expressed with a multiple octet string.
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Wireless communication solution density

2025

This parameter describes wireless communication solutions operating in the same area. All
wireless solutions shall be considered, independently of technology or used frequency band.
The medium utilization factor of these wireless solutions shall be described.

Wireless communication solution density is the number of wireless communication solutions
within the geographical dimension of the plant (see 5.25).

This parameter shall be expressed as a number represented as an unsigned integer value and

the u
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Table 4 — Hierarchy of the characteristic parameters

Hierarchy

Explanation or references

Industrial communication network

Part of the automation
application; super class of the
class wireless industrial
automation and wired industrial
automation

Wireless industrial automation

Contains one or more physical
system interface

Distributed automation system

Elements, relations, and

nterfaces-that-exchanae-dat

through physical links where the
dependable communication
availability of the data atthe
logical target endpgints of th¢
reference interface determing
the correct operation of the
application

2

General plant characteristic

See 6.27and Table 22

Application communication requirements

See(6:3and Table 23

solutions

Requirements influencing the characteristic of wireless

See”6.3.2 and Table 23

Performance requirements

See 6.3.3 and Table 23

Radio environment

Has one or more physical layler
interfaces and the relevant
elements are passive

environmental influences and
active environmental influendes

Passive environmental influences

See 6.2.3

Active environmental influences

See 6.2.4

Interference type

See 5.28 and Table 30

W

ireless communication system

See 6.4 and 6.5

Wireless system type and wireless device type

See 6.4

Wireless system type

See 6.4.2 and Table 24

Wireless device type

See 6.4.3 and Table 25

Wireless device transmitter parameters

See 6.4.3.2 and Table 25

Wirelgss-device receiver parameters

See 6.4.3.3 and Table 25

W

ireless.solution

See 6.5

Wireless system solution

See 6.5.2 and Table 26

Wireless device solution

See 6.5.3 and Table 27

Wireless device solution general parameters

See 6.5.2 and Table 27

vwireless device solution transmitter parameters

o€e 0.50.5 and lable Z7

Wireless device solution receiver parameters

See 6.5.3 and Table 27

Wired industrial automation

Out of the scope of this
document but shown as a
possibility

The structures provided in Clause 6 are used in the templates given in Clause 8. Parameters
to describe the relevant information shall be provided and the parameter can be a value range

or a list of values.

The templates given in Clause 8 shall be used to describe a specific object of the items relevant
for the coexistence management by assigning values or value ranges to the parameters. Thus,

the information can be deployed within the wireless coexistence management process.
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Figure 22 — Principle for use of coexistence parameters
Four(sets of parameters are specified for the wireless coexistence management'process. [They

are used to describe

e the characteristics of each wireless system and device-type/(see 6.4),

—

He characteristics of each wireless solution (see 6.5).

e general characteristics of plants common to all wireless .cGmmunication systems
see 6.2),

e the application communication requirements of each automation application (see 6.3),

6.2 | General plant characteristic
6.2.1 General
Subcdause 6.2 specifies the set of parameters that characterizes the plant in general| with
respégct to all wireless communication applications. For the description of a plant charactefistic,
the templates given in Clause 8 shalldbe used. The definitions and specifications of the
coex|stence management parameters* are according to the descriptions in Clause 5. The
descfiption of the plant characteristic shall be used in the coexistence management progess,
whicl is defined in 6.8. Figure 23 shows the relation between the definition and specification in
this Jocument and the use of-theém in a coexistence management system specification.
y_
IEC.62657-2 IEC 626512
. Coexistence
Copxistence n?:ﬁ:'i?:r?t Coexistence Description management
mahagement ( gl ger s parameter of plant process
pJ’lameters information templates With characteristic Used
structures se
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Figure 23 — Parameters to describe the general plant characteristic

6.2.2

General plant characteristic

The parameters in Table 5 shall be used to describe the propagation conditions and the

interference potential within a plant to describe the general plant characteristic.
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Table 5 — List of parameters used to describe the general plant characteristic

Parameter name Reference Content
Regional radio regulations 5.51 List of relevant regional radio regulations
Future expansion plan 5.24 Informal specification of the potential possible future expansions of

the plant

6.2.3 Passive environmental influences

erence potential within a plant for the passive environmental influences.

the

Table 6 — List of parameters used to describe the passive environmental influences

Parameter name Reference Content
Area pf operation 5.11 Informal specification of the area of operation/with respect to |ts
influences on the passive environmental effects
Objeg¢t movement 5.42 Specifies the mobility of assets (e.g:obstacles)
Geogfaphical dimension of the [5.25 Specification of the geographical dimension of the plant using
plant length, width and height
Natunal environmental condition |5.39 Informal specification of expected natural environmental condj|tions

with respect to its influences on the passive environmental effects

Inter\isibility 5.29 Informal specification‘of the radio propagation conditions with
respect to its influenCes onto the passive environmental effecis or
formal specification of the transition factor

Freqyency band 5.20 The frequengy band used by the planned wireless system has|a

significant,nfluence on radio propagation

6.2.4 Active environmental influences

Examples of devices that can cause active environmental influence are welding machines,

electrical drives or frequency cgnverters.

Othef sources of active environmental influences are wireless communication devices thajt use

the same frequency range or the same or nearby frequency channels.

The jparameters_in.-Table 7 shall be used to describe the propagation conditions and the

interflerence patential within a plant for the active environmental influences.

Thable7'- List of parameters used to describe the active environmental influences

s $
raramererhame

£
nererence

Fal $ $
SORtTentT

Wireless communication solution | 5.69 List of wireless solutions (including all relevant parameters

density according to 6.5.2) in the plant (active environmental influences)

Interference type 5.28 List of frequency users including detailed description with respect
to its influences on the active environmental effects

Limitation from neighbours of 5.32 Informal specification of limitations from neighbours of the plant

the plant with respect to their influences on the active environmental effects

Frequency band 5.20 To take interference into account, the frequency band used by the

planned wireless system shall be known

Most of the parameter values can be provided by the plant owner. However, for some
parameters, expertise of wireless experts is required. If such expertise is not available within
the organization of the plant, it is strongly recommended to consult external expertise.



https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

- 78 — IEC 62657-2:2025 RLV © IEC 2025

Textual descriptions can be used for these parameters if it is not feasible to provide quantitative
values. In these cases, the textual description should be as specific as possible. Graphics and
pictures can support such descriptions.

Additional information-may could be needed.

For example, a wireless system can be tagged by an identifier referring to such additional
information.

Table 8 provides the list of parameters used to describe an interference type.

Table 8 — List of parameters used to describe the interference type

P3arameter name Reference Content

Interference type 5.28 List of frequency users including detailed description withrespect to its
influences on the active environmental effects

Fregyency band 5.20 To take interference into account, the frequency band used by the plapned
wireless system shall be known

Freqyency channel 5.22 Declaration of frequency channel values that)are used or that can be
selected, specified by centre frequency and)frequency bandwidth (seel5.10
and 5.21), cut-off frequencies (see 5.13),o0r numbers of frequency
channels (see 5.22).

Total|radiated power 5.59 Possible total radiated power values

Powdr spectral density |5.46 Description of power spectrakdensity

Trangfer interval 5.60 Declaration of minimum<ransfer interval value
Trangmission gap 5.61 Declaration of minimum transmission gap value
Trangmitter sequence 5.64 Declaration of maximum transmitter sequence value
Duty pycle 5.16 Declaration of maximum duty cycle value

Dwell time 5.17 Declaration of maximum dwell time value

pﬂe?i m utilization 5.36 Declaration of the MU factor

acto

6.3 | Application communication requirements
6.3.1 Overview

Application communication requirements are mostly quantitative requirements specifying the
requifed conditions and the required characteristics of wireless solutions at the reference
interface. These requirements shall be met in order to achieve the purpose of the automjation
application;,

By defimitiom, toexistence s thestatemwhich—atappticationmsusimg—wiretesstommumication
fulfil their requirements. These requirements are usually related to business goals and take into
account, in addition, a number of conditions such as safety of persons, efficient use of resources
or hazard conditions.

In order to fulfil these goals, the wireless solution shall meet the application communication
requirements in terms of communication availability and real time capability, considering the
industrial conditions and the characteristics of wireless systems that influence those
requirements.

Figure 24 shows the relationship between the definition and specification of parameters in this
document and its use to describe the application communication requirements in a coexistence
management system specification.
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communication requirements

Application communication requirements can be divided into requirements thatdnfluence the
behayiour of a wireless device or system and performance requirements thatcshall be met by

the wireless solution in order to ensure the purpose of the automation application.

6.3.2

The get of parameters in Table 9 are application communication requjréments that influenc
perfgrmance of wireless solutions and thus the coexistence state. The values of fhese

parafmeters shall be collected.

Requirements influencing the characteristic of wireless solutions

Table 9 — List of parameters used to describe the requirements
influencing the characteristic of wireless solutions

Parameter name

Reference

Content

Comrhunication load

5.12

Specification of the required communication load at a referepce

interface using user data length and-transmission transfer
interval

Initiafion of data transmission 5.27 Specification of the required initiation of data transmission gt a
reference interface

Length of user data per transfer 5.31 Specification of the required length of user data at a reference

interval interface

Maxifhum number of 5.33 Specifies how many times user data are acceptable to be

retrafjsmissions retransmitted automatically by the communication stack becpuse
of transmission errors

Positlon of wireless deviees 5.45 Specification of the required position of a wireless device uging
three dimensions according to the spatial coverage of the
wireless communication system

Distapce between‘wireless 5.15 Specification of the length of a physical link

devices

Purpgse, of the automation 5.47 Description of the purpose of the automation application

appligation

Relative movement 5.52 Specification of the trajectory of a device and its moving profile
or the length of a physical link, the relative acceleration and
speed

Security level 5.54 Specification of the required security level

Spatial coverage of the wireless 5.56 Specification of the required spatial coverage of the wireless

communication communication system using length, width and height

Transfer interval 5.60 Specification of the required transfer interval at a reference
interface

Wireless device density 5.67 Specification of the required wireless device density according to

the spatial coverage of the wireless communication system

e the
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Performance requirements
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Performance requirements describe the time and error behaviour necessary to achieve the
purpose of the automation application.

The set of parameters in Table 10 shall be used to describe the required performance including

the a

cceptable maximum number of retransmissions and MLR.

Table 10 — List of characteristic parameters

Parameter name Reference Content
Data fthroughput 5.14 Specification of the required values for data throughput
Comrmunication availability 5.6 Specification of the required values for communication

availability

Trangmission time 5.62 Specification of the required values for transmission time
Updale time 5.66 Specification of the required values for update’time
Resppnse time 5.53 Specification of the required values for kesponse time
NOTE| The parameters given in Table 10 are random variables. These parameters are specified in terms dof their
mean jvalue, percentile, standard deviation or span (jitter).
6.4 | Wireless system type and wireless device type
6.4.1 Overview
Subcjause 6.4 specifies sets of parameters that characterize the model of a wireless system or
a wirgless device by providing the parameters to'specify a wireless system type and a wirgless
devide type.
Depdnding on the life cycle, the content©an change for example from
e what is required from the point*:ofview of a planner;
e what is specified in a standard including options and recommendations?
NOTE| These parameters are not those of a particular implementation of a wireless system or device; that is|called
a wire|ess solution.

Addifional informatioh,could be useful. For example, the parameter in 5.68 can be listed.

Figure 25 shows-the relationship between the definition and specification in this documen

I and

its uge in a coexistence management system specification.
Wireless
network
specification/
standard
|EC 62657-2 ¢ IEC 62657-2
" Coexistence
Coexistence Coexistencet Coexistence [;f \j/Trneﬁz(s)g management
management * managemen * arameter rocess
parargneters information It)emplates With system type Used ’
structures value and device type ;
in
User of
IEC 62657-2

Figure 25 — Parameters to describe wireless system type and device type
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Almost all parameters are specified in standards or specifications for wireless systems.
However, a particular wireless communication system or device might have better or worse
performance than specified. Furthermore, specifications sometimes allow value ranges for
parameters. The values and value ranges of the parameters in Table 11, Table 12 and Table 13
shall be provided together with the wireless product. References can be used for parameters
whose values or value ranges can be found in specifications or standards.

Subclause 6.4 differentiates between common wireless system parameters and specific device
parameters.

6.4.2 Wireless system type

The fype of a wireless system shall be characterized using the parameters given in Table|11.

Table 11 — List of parameters used to describe the wireless systemtype

Parameter name Reference Content

Wire|ess technology or standard 5.70 Reference to specifications or standards with which the
wireless system is compliant

Regipnal radio regulations 5.51 List of regional radio regulations with which the wirelesg
system is compliant

Network topology 5.40 Topologies of the wiréléss network

Wire|ess device density 5.67 Declaration of maximum possible number of active deviges
in the spatial coverage

Infraptructure device 5.26 Descriptiomyof possible or required infrastructure deviceps

Freqpency band 5.20 Description of possible frequency band

Lowgr cut-off frequency 5.13 Lowervfrequency limit of the frequency band

Upp¢r cut-off frequency 5.13 Upper frequency limit of the frequency band

Frequency hopping sequence 5.23 Description of possible or required frequency hopping
sequences

Moddilation 5.38 Description of possible or required modulations

Communication reliability 5.7 Description of possible or required bit rate value of a
physical link or a list from which can be selected

Tranpfer interval 5.60 Declaration of minimum transfer interval value

Tranpmission gap 5.61 Declaration of minimum transmission gap value

Tranpmitter sequence 5.64 Declaration of maximum transmitter sequence value

Dwell time 5.17 Declaration of maximum dwell time value

Medijum acces§ ¢ontrol mechanism | 5.35 Description of possible or required medium access contfol
mechanisms

Medijum‘utilization factor 5.36 Declaration of the MU factor dependent of 5.35

Mechanism-foradaptivity 5.34 Description-of-possible-orreguired-mechanisms-for
adaptivity

Security level 5.54 Description of functions for ensuring security levels

6.4.3 Wireless device type
6.4.3.1 General

A wireless device type can be characterized by the specification of transmitter and receiver
parameters. For a device implementing both transmitting and receiving functions, both sets of
parameters shall be specified.
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6.4.3.2 Wireless device transmitter parameters

The spectral energy radiated by a device can be measured with a spectrum analyzer. An
example of a measurement is shown in Figure 26. The blue line illustrates the power spectral
density of a transmitter. A simplified representation is the transmitter spectral mask, see 5.65,
which is overlaid in Figure 26 (see red colored line).

NOTE Depending on the specific technology or standard, different parameters are used to describe the frequency
spectrum and the power level.

Key
solid |

solid |

Whil¢ frequency andpower are originally determined by the wireless device or system
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ne (blue) the power spectral density.

Figure 26— Example of power spectral density
and transmitter spectral mask

htion of the spectrum in time also depends on the communication requests o
Cation. In Figure 27, the principle of medium utilization in time and frequency is depi
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Figure 27 — Example of medium utilization in time andfrequency

alues or value ranges of a wireless device type-may can be’better than the values spe
e wireless system type. Therefore, the transmitter pafameters in Table 12 shall be

cified
used

Table 12 - List of parameters used to describe. the transmitter of a wireless device type
Parameter name Reference Content

Wirelpss device density 5.67 Declaration of maximum possible number of active devicgs in
the spatial coverage

Anterjna type 5.5 Description of antenna types that are used, or that can bg
selected

Anterjna gain 5.3 Declaration of antenna gain

Anterjna radiation pattern 5:4 Declaration of antenna radiation pattern

Equivalent radiated power 5:19 Declaration of maximum ERP value

Equivalent isotropic radiated power | 5.18 Declaration of maximum EIRP value

Rece|ver maximum input level 5.49 Declaration of radiated power value or a list from which cpn
be selected

Total|radiated power 5.59 Possible total radiated power value

Trangmitter output power 5.63 Description of transmitter output power in case the antenpa is
external or the ERP/EIRP-has needs to be adjusted by th
parameter transmitter output power

Trangmitter spectral mask 5.65 Description of transmitter spectral mask

Power spectral density 5.46 Description of power spectral density

Frequency channel 5.22 Declaration of frequency channel values that are used or that
can be selected, specified by centre frequency and frequency
bandwidth (see 5.10 and 5.21), cut-off frequencies (see 5.13),
or numbers of frequency channels (see 5.22)

Communication reliability 5.7 Declaration of communication reliability

Transfer interval 5.60 Declaration of minimum transfer interval value

Transmission gap 5.61 Declaration of minimum transmission gap value

Transmitter sequence 5.64 Declaration of maximum transmitter sequence value

Duty cycle 5.16 Declaration of maximum duty cycle value

Dwell time 5.17 Declaration of maximum dwell time value

Medium utilization factor 5.36 Declaration of the MU factor dependent of 5.35
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6.4.3.3 Wireless device receiver parameters

The receiver parameters in Table 13 shall be used to characterize a wireless device type.

Table 13 — List of parameters used to describe the receiver of a wireless device type

Parameter name Reference Content
Adjacent channel selectivity 5.2 Description of adjacent channel selectivity value
Receiver sensitivity 5.50 Description of receiver sensitivity value
Receiver maximum input level 5.49 Description of maximum receiver input level value
Recdiver blocking 5.48 Declaration of receiver blocking response value
Spurjous response 5.57 Declaration of receiver spurious response value

6.5 | Wireless solution
6.5.1 Overview

Subdause 6.5 describes the characterization of wireless solutions-which are implementdtions
of wifeless systems and device types. In contrast to the descrjption of wireless systemg and
devide types, here the parameter values refer to a certain instaltation within a plant.

Figune 28 shows the relationship between the definition and specification of parameters in this
document and their use. Based on a type description*of a certain wireless system and its
wirelgss devices (see 6.4), with respect to the coexistence management information strugture,
and fhe description of wireless solution given in 6.5, the wireless communication solution and
its wireless device solutions can be described.

Wireless
system type
and device type

IEC 62657-2 ¢ IEC 62651-2
Cokxistence Coexglgnce Coexistence Description g:ﬁ:g;i:::t
maJ:nagement = management s parameter e— of wireless process
pafameters information templates With commun_lcatlon Used
structures value solution in
User of
IEC 62657-7
IEC

Figure 28 — Parameters to describe a wireless communication solution

6.5.2 Wireless system solution

The wireless system solution shall be characterized using the parameters in Table 14, in
addition to the parameters of the wireless system type and wireless device type according to
6.4.
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Table 14 - List of parameters used to describe a wireless solution

Parameter name Reference Content
Wireless system type 6.4.2 Reference to a wireless system type described with
parameters according to 6.4.2
Network topology 5.40 Description of network topologies
Wireless device density 5.67 Declaration of maximum possible number of active
devices in the spatial coverage
Position of wireless devices 5.45 List of positions of wireless devices
Relative movement 5.52 List of descriptions of movement of wireless devices
Infradtructure device 5.26 List of positions of infrastructure devices
Freqyency channel 5.22 Declaration of frequency channel values that dare used or
that can be selected, specified by centre frequency apd
frequency bandwidth (see 5.10 and 5.21)( cut-off
frequencies (see 5.13), or numbers of ffequency charnels
(see 5.22)
Fregyency hopping 5.23 Configured frequency hopping sequences
Modulation 5.38 Configured modulations
Bit rafe of physical link 5.8 Configured bit rates of physical link
Trangfer interval 5.60 Declaration of minimum_transfer interval value
Trangmission gap 5.61 Declaration of minimum transmission gap value
Trangmitter sequence 5.64 Declaration of maximum transmitter sequence value
Dwell time 5.17 Declaration 0f maximum dwell time value
Mediyim access control mechanism 5.35 Description of configured medium access control
méchanisms
Mechfanism for adaptivity 5.34 Description of configured mechanisms for adaptivity
Medidyim utilization factor 5.36 Declaration of the MU factor dependent of 5.35
Secufity level 5.54 Description of configured functions for ensuring secufity
level
6.5.3] Wireless device solution
The wireless device selution shall be characterized using the parameters in Table 1§ and
Tablg 16, in addition_fo the parameters of the wireless device type according to 6.4.3.
Tdble 15 - List'of general parameters used to describe the wireless device solution
Parameter name Reference Content
Wirelpss system type 6.4.2 Reference to a wireless system type described with
parameters according to 6.4.2
Wireless device type 6.4.3 Reference to a wireless device type described with

parameters according to 6.4.3
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Table 16 — List of parameters used to describe the transmitter
of a wireless device solution

2025

Parameter name Reference Content

Antenna type 5.5 Description of antenna types

Antenna gain 5.3 Declaration of antenna gain

Antenna radiation pattern 5.4 Declaration of antenna radiation pattern

Equivalent radiated power 5.19 Declaration of effective radiated power values

Equivalent isotropic radiated power |5.18 Declaration of EIRP value

Total[radrated power 5.59 Declaration of total radiated power values

Trangmitter output power 5.63 Description of transmitter output power in case the antenpa is
external or the ERP/EIRP-has needs to be adjusted-by the
parameter transmitter output power

Powdr spectral density 5.46 Description of power spectral density

Freqyency channel 5.22 Declaration of frequency channel values)that are used or|that
can be selected, specified by centrefrequency and frequéncy
bandwidth (see 5.10 and 5.21), cut-off frequencies (see §.13),
or numbers of frequency channelsy(see 5.22)

Bit rafe of physical link 5.8 Declaration of minimum bit rate

Trandfer interval 5.60 Declaration of minimum/transfer interval value

Trangmission gap 5.61 Declaration of minimum*transmission gap value

Trangmitter sequence 5.64 Declaration of nfaximum transmitter sequence value

Duty pycle 5.16 Declaration/of'maximum duty cycle value

Dwell time 5.17 Declaration of maximum dwell time value

Mediym utilization factor 5.36 Declaration of the MU factor dependent of 5.35

The feceiver parameters of a device ate‘mostly specified by the wireless device type. Onl
receijver sensitivity can be configured, see Table 17.

y the

Table 17 — List of parameters‘used to describe the receiver of a wireless device sollition

Parameter name Reference Content
Adjadent channel selectivity 5.2 Description of adjacent channel selectivity value
Rece|ver sensitivity 5.50 Configured values of receiver sensitivity
Rece|ver maximum)input level 5.49 Description of maximum receiver input level value
Rece|ver blocking 5.48 Declaration of receiver blocking response value
Spuripus, flesponse 5.57 Declaration of receiver spurious response value

6.6 Application related characteristic parameters

Characteristic parameters allow a quantitative assessment of a wireless communication
systems solution, see Table 18. A set of required values are part of application communication
requirements. A set of promised values are part of the capability description of a wireless
communication-system solution. The characteristic parameters refer to the interfaces between
the logical wireless communication devices and the assumed logical automation device, called

reference interface.
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Table 18 — List of relevant characteristic parameters of wireless solutions

Parameter name Reference Content

Transmission time 5.62 Specification of the required values for transmission time

Update time 5.66 Specification of the required values for update time

Response time 5.53 Specification of the required values for response time

Data throughput 5.14 Specification of the required values for data throughput

Communication availability 5.6 Specification of the required values for communication
availability

Messpgetoss—ratio Sl Speeifies-the-acceptableMER

Comrunication reliability 5.7 Applied to the function of a wireless communication.systgm,
communication reliability is the ability of a logicaldinkvto
transmit messages under stated conditions for a_specifie
period of time. The communication reliability Can-be
determined using the operating time betweén\failures

Operating time between failures 5.43 The operating time between failures of(a logical link is the¢
sum of the operating time periods bgtweén two successivie
failures. The logical link is consideted as a repairable itefn in
the sense that a message can berepeated within the suryival
time. A measure to assess a/odical link is the mean operating
time between failures

Surviyal time 5.58 A time that an application,,Consuming a communication
service, can continue without an anticipated message

Releyant statistical values of the characteristic parameters are listed in Table 19. There is the

mentjon of minimum, mode, mean and percentilexP95 values. The minimum, mode, mean,

standard deviation, and percentile statistical valtues are the most relevant ways to expresfs the

characteristic parameters. For evaluation of /message transmission, all proposed values|from

each

parameter name are relevant.

Table 19 — List of relevant statistical values of characteristic parameters

Parameter name Reference Statistical values

Trangmission time 5:62 Minimum, mode, percentile P95

Updale time 5.66 Mean, standard deviation

Resppnse time 5.53 Minimum, mode, percentile P95

Data fhroughput 5.14 Capacity of a communications channel

Comrpunication avaitability 5.6 The ratio of the time interval of error free transmission
(uptime, #) to an observation time 7,

Messpge less,ratio 5.44 The ratio, expressed as a percentage, of the number of
messages not delivered divided by the total number of
messages during a time interval 7, where the number of
messages not detivered s the difference betweem the murnber
of messages arriving at the ingress flow point and the number
of messages delivered at the egress flow point in a point-to-
point connection

Survival time 5.58 A time that an application, consuming a communication

service, can continue without an anticipated message

6.7

Radio environment related performance parameters

Radio environment related performance parameters allow a quantitative assessment of passive
and active environmental influences on radio signal propagation. The values of these
parameters can be measured and/or calculated during the operation of wireless communication
solutions by their wireless devices or by special devices for determining the use of the radio
spectrum.
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In general, radio environment related performance parameters are not part of the application
communication requirements and are not part of the capability description of a wireless
communication solution. Therefore, usually the required values are not of interest. Promised
values could be specified in terms of reference values or thresholds for initiating coexistence
measures. The current values of radio environment related performance parameters can be
considered for calculating the coexistence state. In this way, problems due to shadowing or
interference can be detected before the values of the application related characteristic
parameters exceed relevant threshold values.

The radio environment related performance parameters refer to the interfaces between the
logical wireless communication device and the radio environment, called physical layer

interface: Q
Therg¢ is no common standard for radio environment related performance paramete nd|their
detefmination. They depend on the wireless technology, the various wireless munigation
standards and/or their implementations. Table 20 lists a non-exhaustive surpﬁy of pogsible
parafneters. .
/\aﬂ/
Table 20 - List of radio environment related performan%:p rameters
QV
Parameter name C,o,nsat
Duty| cycle Ratio of the transmitter se@{e referenced to a given
observation time for the us requency channel
Link|quality Quality of a physicaIQn etween two Bluetooth devices with p
value from 0 to 25@\
Powpr spectral density (PSD) Power of a m@lestrlbuted over a frequency range
ANY
Recgive signal level Estimated @ve signal level according to IEC 62591 [1]
Refgrence signal received power (RSRP) Recei (@ower level, parameter is used in cellular mobile
com ications

Refgrence signal received quality (RSRQ) | Si | level and quality, parameter is used in cellular mobile
munications considering RSRP, RSSI and used resource

\§>Iocks

e
N4
Recg¢ived signal strength indication (Rg\éh’ Relative value that represents the power of a received radio

R signal, sometimes also called received signal strength indicatr
N>
Signfl-to-interference ratio (SIR)C) Power of a certain signal of interest divided by the sum of the
“’ . interference power
Transmitter sequence § Time that a transmitter uses a frequency channel without the
Q possibility to be interrupted by a wireless device of the same
A\ wireless communication system

Transmission ga@y Time between two successive channel usages by a transmittef

%

D

The 1y@4 value (mean value, instantaneous value) depends on the respective definitions of
m

the pa eters for the rncpnr-’ri\/n implnmnn’rn’rinn If pnecihln, statistical values should be

calculated based on these values for a well-defined and system-wide uniform observation time.

6.8 Wireless communication solution related performance parameters

Wireless communication solution related performance parameters allow a quantitative
assessment of the wireless communication in a wireless communication solution. The values of
these parameters can be measured and/or calculated during the operation of wireless
communication solutions by their wireless devices.
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In general, wireless communication solution related performance parameters are not part of the
application communication requirements. Therefore, usually the required values are not of
interest. These parameters can be part of the capability description of a wireless communication
solution. Promised values could be specified in terms of reference values or thresholds for
initiating coexistence measures. The current values of wireless communication solution related
performance parameters can be considered for calculating the coexistence state. In this way,
problems with the wireless communication solution can be detected before the values of the
application related characteristic parameters exceed relevant threshold values.

The interface, the wireless communication solution related performance parameters refer to,
depends on the implementation.

Ther¢ is no common standard for wireless communication solution related performance
parafneters and their determination. They depend on the wireless technology, the vafious
wireless communication standards and/or their implementations. Table 21~4Vists a |non-
exhapstive summary of possible parameters.

Table 21 - List of wireless communication solution related performance parametdrs

Parameter name Contenit

Bit rate Number of bits transmitted by @ wireless device during a givel
observation time

Datd rate Number of bytes transmitted by a wireless device during a given
observation time

Numper of received octets Number of octets §ugcCessful received by a wireless device

Numper of received packets Number of pagkets successful received by a wireless device

Numper of retry packets Number of packets retransmitted by a wireless device becausg of
transmisgign failures

Numper of transmission failures Number'of non-successful transmissions by a wireless device

Numper of transmitted octets Ndmber of octets transmitted by a wireless device

Numper of transmitted packets Number of packets transmitted by a wireless device

The fype of value (mean valug, instantaneous value) depends on the respective definitions of
the garameters for the gespective implementation. If possible, statistical values should be
calcylated based on thesg values for a well-defined and system-wide uniform observation ftime.

7 Coexistence:management process

7.1 General

7.1.1 Overview

A coexistence management process represents the activities of the coexistence management
system.

The coexistence management process includes technical and organizational activities in order
to establish and to maintain the coexistence state of all wireless solutions in a plant. The
coexistence parameters specified in Clause 5, and organized as described in Clause 6, are
used in different phases of the coexistence management process. The overall process starting
from the decision to establish such a process is depicted in Figure 7. The coexistence
management process consists of the following phases:

e investigation phase (see 7.4.1);
e planning phase (see 7.4.2);

e implementation phase (see 7.4.3);



https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

- 90 - IEC 62657-2:2025 RLV © IEC

operation phase (see 7.4.4).
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NOTE As all these phases belong to the coexistence management, in the following text the term 'coexistence
management' is omitted in front of the phase names.

The investigation phase shall be initiated when changes are discovered or when a new wireless
system or other radio emitter in the managed band(s) are planned to be installed.

In the planning phase, the resource allocation plan is developed or modified based on the
coexistence parameter values.

In the—mplementation—phase—nrew—wireless—solutions—are—installed—and—the—eenfiguration of
exist|ng wireless solutions is modified in accordance with the resource allocation plan.

In thg operation phase, the status of wireless communication applications is monitored to detect
probllems related to coexistence and to initiate maintenance procedures.

B = e e IR na
e e

7.1.2 Documentation

The poexistence management system shall be documented<in a coexistence management
systgm specification and maintained as part of the coexistence management process.

The $cope of the documentation should correspond to‘the application class.

Somg¢ elements that should be part of the coexisténce management system specification that
are mentioned in this document are listed below:

e sgtope;

(@}

—

q

< ©

o

bmmitment of the organization;

rocedure for maintaining;

ructure of the organization;

les of personnel;

bmmunication withnexternal organizations;
rocedures for, coexistence management;
sualization2of the interference risk;
Ccupationrof the frequency bands;

cation and positions of the wireless applications;

4 o
veTnury 1TCoUlto,

commissioning of external or internal service providers;

information on the wireless applications;

results of analyses and measurements;

particulars of installation and approval;

establishment of communication channels;

establishment of a committee;

establishment of an obligation to register wireless systems;
release or rejection of newly registered wireless applications;

document management and coordination of specifications;
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e training;

e procedure of the audit;

e audit results;

e results of analysis and metrological examination;

e action plan;

e general plant characteristic;

e automation communication requirements;

e wireless system type;

e W
e W
e W

NOTE

ireless device type;
ireless system solution;

ireless device solution.

The order of the bullet list above is not mandatory. The organization of a document-structure can be

on different points of view like life cycle, hierarchical structure, etc., referring to the samg content. This is out

scope

of this document.

The following documents contain the elements listed above and shall be part of the coexist

manag

°
«Q

—

q

It is
requi

gement system specification:

bneral plant characteristic (see 6.2, Table 22 and Table 30);
bplication communication requirements (see 6.3 and Table 23)
requirements influencing the characteristic of-wireless solutions (see 6.3.2);
performance requirements (see 6.3.3, Table)28 and Table 29);
ireless communication system (see 6.4, 6,5)
wireless system type and wireless device type (see 6.4)
i) wireless system type (see 6.422'and Table 24);
ii) wireless device type (see-6.4.3 and Table 25)
a) wireless device transmitter parameters (see 6.4.3.2);
b) wireless device réceiver parameters (see 6.4.3.3);
wireless solution (see 6.5) (this represents the resource allocation plan)
i) wireless system solution (see 6.5.2 and Table 26);
ii) wireless_device solution (see 6.5.3 and Table 27);
source alloeation plan (see 6.3, 6.4, and 6.5).

recomimended to support the documentation by a suitable documentation method,
rements on such a method are described in 7.1.3.

based
of the

ence

The

71.3

Suitable documentation method

For an efficient processing of coexistence management, related to the complexity of the local
situation, the application of a suitable documentation method is advisable. The documentation
should at least include the following content:

e storage of information about numerous wireless systems and devices, including information
about their spatial position and their radio parameters (for example in a data base);

o plausibility check of the recorded data;

e administration of information concerning the status of the known wireless applications;

e access to the documentation and their administration for all parties involved in the project
(if necessary, even for those located in other countries) subject to access authorizations;
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visualization of the interference risk and the occupation of the frequency bands in an intuitive

comprehensible form (for human beings);
experiences of the company in handling the wireless applications;

optionally, visualization of the positions of the wireless applications.

7.1.4 Application of tools

The essential steps to administer radio frequencies can be supported with suitable tools.

Software tools can be used to administer the documentation specified in 7.1.3.

Othef tools can support the concepts specified in 4.7.

7.2
7.21 Nomination of a coexistence manager

For

One pr more central contact persons (coexistence managers) Shall be assigned. The ar
responsibility of the coexistence manager shall be determined<individually for each enterprise.
Thus) a coexistence manager-may could be responsible for the whole company, for one orI'n
locat|ons, or for business divisions and departments, depending on the company organiz

The ¢rucial factor is to ensure the efficiency of the process.

Establishment of a coexistence management system

fective control of the coexistence management process, a central responsibility is required
at the appropriate level.

ca of

ore
tion.

Wha‘:ver the approach adopted by the specificceompany, it could be considered as belofpging

to on

In the first case, the coexistence manager is chosen from the divisions mostly affectg
potential interferences. Often the/IT and the automation divisions are the ones concerned|

In the second case, the_ neutrality of the responsible division is emphasized. Hence
exanjple, the coexistence manager could be chosen from the "facility management" diV
admihistrating the company resources, because the frequency spectrum is to be conside
limitdd and thereforea valuable resource.

Interpal processes and the organization of a company are the decisive factors to choose ¢
of the two strategies In each individual case, the decision shaII be made subject t

of two main options:

O

ased on the relevance of the problem;

rldependent of the relevance of the problem.

d by

, for
ision
red a

ither
the
The

the

characteristics of wwelesssystems A The coeX|stence managershall havethe authorltyto take
the necessary measures to fulfil the defined tasks.

This document describes the coexistence manager as a person. However, this does not imply
that some of the sub-functions of the coexistence manager could not be allocated to an
automated process. Clearly, the final responsibility of the overall coexistence manager function
shall remain with an individual.
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7.2.2

Responsibility of a coexistence manager

The coexistence manager shall be responsible for the following activities:

e establishment of communication channels within the company;

o establishment of a committee, consisting of contact persons of all company divisions using

w

ireless systems;

e establishment of an obligation to register wireless systems in the location(s) of interest in
the company;

e inventory of wireless applications and, if necessary, commissioning of external or internal

7.2.

[3})

A cogxistence manager shall have basic knowledge of wireless technologies, associated
atibilities and protocol expertise. Specialist knowledge is required to promote qudlified

comg
decis
coex
be ag

Ervice proviaers to accomplish the inventory,

lease or rejection of newly registered wireless applications and, where neces
bneration of requirements for the use of wireless applications based on the ag
bcisions of the internal committee;

bvelopment and coordination of specifications and regulations to implement and op
ireless applications;

bcumentation of information about the operational wireless applic¢ations, of the deci
the coexistence management committee and of the accomplished examinatior
bcessary, commissioning external or internal service providers_to get these documen

hsure the existence of a policy with enforcement for nofQ+authorized introduction of
ireless applications or solutions.

Support by wireless experts

ions regarding the use of wireless apptlications which involve considerable risks
stence manager does not have the spécialist knowledge, the coexistence manager
sisted by a wireless expert.

ollowing typical tasks are examples that require the assistance of a wireless expert:

erforming inventory;

nalysis of radio robustness;

etrological testing«efradio robustness;

bsigning the architecture of the wireless solution;

reparation of-a draft decision memo for the use of wireless technologies;
btermination of strategies for the use of wireless technologies in the future;

bntrolling the adherence to the agreed specifications;

sary,
reed

erate

5ions
s (if
ts);

new

radio

If a
shall

becifying the values of the parameters for the selected solutions.

7.2.4

Training

The coexistence manager and, if necessary, other members of the committee shall be trained
at regular intervals. This training serves to update the knowledge of the persons concerned and

to co

mmunicate the following information:

e requisite professional background (basics of radio robustness);

e basic knowledge about modern wireless technologies;

e impact of potential problems with practical examples;

e handling of the coexistence management process;

e available tools and monitoring technology.
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The training content should be adjusted to the actual situation in the company. Due to the
extremely dynamic nature of technology development, it is advisable to organize these trainings
at regular intervals (for example once a year or every two years).

7.3 Maintaining coexistence management system

The coexistence management system shall be appropriately maintained so that it can keep
those wireless solutions within its scope in conditions of coexistence, even after requirements
and/or environment change.

The coexistence manager within the organization, for example of a company or a hospital, shall
be regsponsible for maintaining the coexistence management system.

Documents in the management system shall be modified appropriately in the following cages:

e when inconsistency of the coexistence management system is detected;

o if|the organization is changed.

Audif of the coexistence management system should be conducted torcheck consistency of the
coex|stence management system. The procedure of the audit shall-be.documented.

7.4 | Phases of a coexistence management process

7.4.1 Investigation phase

7.4.11 Overview

The investigation phase shall be initiated when one' of the following events occurs:

new wireless system needs to be installéd or upgrades/modifications of existing soldtions

afe going to be realized;

e ehvironment of wireless system changes;
p

roblem related to coexistencexoccurs.
The investigation aims to

e apcertain the actual state in respect of operating wireless applications;

e identify free and occupied frequency resources.

The investigation.provides a basis for the coexistence management and is an important step in
its implementation. A crucial premise to implement coexistence management successfully is
that fhe results’of the investigation are complete and correct.

7.4.1].2 Practical tips to accomplish an investigation

7.4.1.21 General

Depending on the application, the investigation can be a complex task so that assistance by
skilled and qualified wireless experts is recommended.

In order to accomplish an investigation efficiently, the interrogation of specialist departments
(operators and planners of manufacturing plants and building equipment) and radio
measurements is essential.

Tools (for example suitable questionnaires) for the investigation shall be provided, allowing the
registration of operating wireless systems. It is important to define which responsible parties in
the company are able to provide reliable and up-to-date information. Therefore, an agreement
within the coexistence management committee is necessary.
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Subject to the application requirements (particularly in the application classes "safety" to
"control", see Table 1), the investigation shall be supported by measurements. These
measurements serve to verify the plausibility of the interrogation results and, in addition, to
ascertain unknown and external wireless applications (for example from the vicinity or from
outside sources). In order to reduce the measuring effort, the results of the interrogation can
be used as input data to determine the measuring method. The operating procedures shall also
collect information about the runtimes of the wireless systems. The measurements shall be
carried out under the realistic conditions of an application.

Further information can be gathered with the aid of automatic monitoring systems. Several
modern wireless systems (for example controller-based WLANs) allow the recording of
inforfmngswmsammich
autornatically gather information concerning the occupation of the frequency spectrum=in the
scopg of a measurement, the information provided by these systems shall be analyzed,-or rather
shalllbe metrologically checked.

If thig specific knowledge is not available in-house, the companies can use theexternal sdrvice
providers.

7.4.112.2 Accomplishment of metrological investigations

Spedtrum and protocol analyzers can be used for metrological examinations of the coexistg¢nce.
Protqcol analyzers are based on an end device or on specialized hardware.

The end device-based protocol analyzer is a softwdre“solution, processing the data recqgrded
by an end device (for example network adapter, specialized end device).

Protqcol analyzers, based on specialized hardware, are specialized measurement or monitpring
systgms, particularly used by large systems for the development of hardware, control, and|fault
finding. Usually, these devices are faster‘than end-device-based solutions. They are afjle to
recond and analyze more parameters,-but they are significantly more expensive and some{imes
difficllt to transport.

As a:Ladditional function, wireless solutions can continuously ascertain the actual values ¢f the
parameters and provide them-to the automation application.

The ghoice of a tool to\perform simulations, measurements or tests should consider its suitgbility
for the planned application and its economic efficiency.

7.4.1.2.3 Evaluation of coexistence

7.4.11.2.3(1 Digital wireless systems

Th H ] £ <l 1™ FS H Y AP P | alaot: Al d'
e WITCTIT OO OyDLUIIID dooulitcyu 1TeTT dalr'c OyOLUIIIO VVILT UIHI[GI mouulratiurt [<1R AV} \av) Ing

mechanisms.

Typically, industrial automation applications use digital wireless solutions. Coexistence exists
if all wireless solutions involved fulfil the communication requirements of their applications.
Therefore, the evaluation of coexistence requires application related characteristic parameters.
The characteristic parameters related to the reference interfaces of the wireless solution shall
be derived from values provided with the characteristic of the wireless solution according to 6.5.
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7.4.1.2.3.2 Analog wireless systems

Analog wireless systems are primarily used for the transmission of video and voice data.

A crucial factor for the orderly operation of analog systems is compliance with the required
signal-to-interference ratio (SIR), or rather signal-to-(interference + noise) ratio (RSSI). The
non-compliance with this ratio leads to a reduction in the received signal quality. Depending on
the transmitted information, the following negative effects might result:

e reduction in speech quality in the case of voice transmission;

e reduction in image quality in the case of picture/video transmission.

NOTE| The values of the signal-to-(interference + noise) ratio range from about 14 dB to 60 dB. They~dan be
ascerfained from the respective ITU or ECO/CEPT recommendations or from the device manual.

7.4.1.2.4 Analysis and measurement

Durirlg the implementation of a new wireless system, or in the inventory, the'interferenc¢ risk
shou|d be analyzed. The interference risk should be analyzed in two steps«

In the first step, analyze whether interference potentials as described,in 4.4 do exist. If there is
an inferference risk between the wireless systems, in the second-step a thorough analysis|shall
follow. The coexistence manager, if necessary, with assistance from a wireless specialist, can
preliminarily analyze the interference risk.

The $econd step is an in-depth analysis, taking into account the particularities of the wirgless
systgms, the radio surroundings and if needed of the' automation application and the wirgless
devides. This analysis shall determine the influences to be expected, the degree of interfenence
risk gnd the potential measures to be taken in order to ensure coexistence.

In many cases, this analysis will turn out to,be very complex so that a metrological examinjation
will e necessary. In this case, the analysis serves to systematically prepare the metrolggical
exanjination.

The metrological examination shall determine to what extent the requirements on the wirgless
systgm are answered and what.influences-have need to be faced. The result of the metroldgical
test is a draft decision memo’ for the application of the wireless system and shall be agreed
upon| by the coexistencexmanagement committee. According to this agreement, a wirgless
solut|on will be releasged (if needed with requirements) or rejected.

The fesults of aalysis and metrological examination shall be documented and auditable. [They
can Qe furtherused in the scope of coexistence management, for example in the consideration
of similar situations.

The etrological examination can take place either in the physical (application) world or ynder
laboratory conditions. Tn this confext, Taboratory conditions mean an environment where several
practice-relevant situations can be examined in a comprehensible and reproducible (and if
possible standardized) way.

Normally an investigation in real surroundings is preferred, because transmitter-specific
realities can be considered here. This cannot be achieved in laboratory studies. The
measurement process to be determined should simulate typical, potential operational scenarios
of the wireless system and of already existing wireless systems, taking into account the
particularities of the automation application. The parameters to be ascertained should be
chosen in such a way as to allow one to evaluate whether the requirements for the wireless
system are met. Moreover, the examination shall not disturb operating wireless communication
applications. If, for that reason, the parameters at the user interface listed in 7.4.1.2.3 are
indeterminate in particular cases, the analysis can be accomplished by use of specific wireless
protocol analyzers or by indicators (such as plant failure, bus error).
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Realistic investigations under laboratory conditions can provide repeatable and thus valuable
information concerning the reaction of the wireless system to different interferences. This
information might be useful to analyze coexistence and to prepare the approval. The
investigation results might be provided to the contractor accompanied by the documentation of
the wireless solution.

Examinations under laboratory conditions can also be useful to prepare the implementation of
a wireless system, in cases where the target environment is not yet available (for example

durin

g the construction of a new production hall).

Measurements can also be used as examples to verify the analytical results, if the analysis is
meant to allow authoritative statements for the coexistence of wireless systems.

metr
predi

7.4.2

7.4.2,

In th
upda

The
solut

The
coex

7.4.2

plogical examination can also be used as a basis for further analyses, for examp
ct interferences in the case of an increasing number of wireless devices.

Planning phase
1 Overview

e planning phase, the resource allocation plan is developedefomodified based o
fed inventory.

resource allocation plan describes how to allocate radio resources to each wir
on.

resource allocation plan shall be documented @ppropriately. It shall be reviewed b

.2 Coexistence management in the-planning phase

Figune 29 shows a sub-process of Figure 6 and Figure 7. Figure 29 gives a review 0

decis

stence management committee and shall be-authorized by the coexistence manager.

The
le to

h the

bless

y the

f the

ions and actions of the coexistence'management process essential in the planning phase.
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Figure 29 =Planning of a wireless system in
the coexistence management process
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Even| if there are no operating wireless applications, it should be considered that wirgless
applifations can be intreduced after the initial planning.

If thgre are working.wireless applications already, it shall be ascertained whether they afe all
undef the control'of the coexistence manager. On the one hand, it might be that external
systgms irradiate; on the other hand, it might be that for example existing wireless solutions or
wirelgss sotutions of critical application classes (for example classes functional safety and
control)-are prioritized and cannot be modified. In these cases, the realities shall be accepted
and {he‘remaining degrees of freedom (for example frequency, time, space) can be ustd to
achieve coexistence. It is easier If all wireless applications are under one’s own control. It is
also best if existing or concurrently planned wireless applications can be optimized to operate
together with regard to radio robustness.

7.4.2.3 Radio field planning

Itis recommended to use software tools to accomplish radio field planning. The following groups
can be distinguished:

o system-specific software tools;

¢ system-independent software tools.

System-specific software (for example for IEEE Std.802.11 [7]) can factor in several features
of the wireless standard and facilitates measurement with an end device.
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System-independent software is usually a product that simulates radio wave propagation and
hence can be used for nearly any system. However, only physical variables are simulated (for
example signal level or signal propagation delay). The planner shall deduce site specific-related
parameters from physical variables.

In the implementation of a wireless system, radio field planning should be performed assisted
by the described software products.

Planning (at least for the application classes safety and control) should be accomplished by
measurement and simulation. Simulation as a support for planning is advisable because exact
measurements over a wide area are laborious and they often only represent a snapshot (for
exanjple for varying surroundings such as tall bay warehouses or production halls) and|they
rarely allow for optimization.

The g$imulations should, if possible, be specified with measurements. A pure simulation-based
planning is only advisable for environments where measurements are not perceivable dr not
feasiple (for example for not yet constructed or equipped buildings).

In radlio field planning, other wireless applications should also be takeninto account.

If thefre is no reliable information concerning the frequency occupation in the relevant range and
in the immediate area, an environmental analysis should be‘aecomplished in each planing.
For that purpose, spectrum and protocol analyzers can be used. If spectrum analyzers are
applied, antennas with known directional characteristics’ should be used to ascertain abslolute
levellvalues.

7.4.214 Coexistence management measures

Coexistence measures shall be considered inthe resource allocation plan.

7.4.3 Implementation phase
7.4.311 Overview

In the implementation phase, new wireless solutions are installed and configuration of existing
wirelgss solutions is modified.in accordance with the resource allocation plan.

The fadio resource allocation is achieved by configuring options and parameters relatgd to
utilization of the radiojresource to the wireless systems.

Implgmentatien<shall be validated in order to ensure that the resource allocation plan has peen
implgmented. appropriately.

NOTE| ~I'he investigation phase, planning phase and implementation phase together are called development phase

in IEC-62896-

7.4.3.2 Installation and approval

In order to meet the specifications of coexistence management, it is crucial to implement these
specifications when the considered wireless system and other wireless applications are
installed and commissioned. The internal or external service providers accomplishing the
installations shall be informed about the requirements. It is advisable to implement the
specifications of the coexistence management, for example intra-company regulations, at least
for services related to the business process or to safety. If necessary, these requirements can
be integrated into the work plan.
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The validation of installation shall ensure that it is in accordance with the resource allocation
plan developed in the planning phase and the specifications of coexistence management. Aside
from a function test and a visual inspection of the installation, the suitable acceptance controls
should at least imply registration of the relevant performance parameters of the system and
controlling the frequency bands.

7.4.4 Operation phase
7.4.41 Overview

In the operation phase, the condition of wireless solutions shall be monitored in order to detect
problefms—re i e

Monitoring to check the condition of coexistence shall be conducted continuously or en-a’regular
basig. Results shall be recorded appropriately.

Detalled specification of methods and tools used for monitoring is out of-the scope of this
document.

If evegnts listed below are detected, then the investigation phase shall be initiated:

e ploblem related to coexistence occurs;

>

bw wireless system needs to be installed;

e ehvironment of wireless system changes.
7.4.4.2 Coexistence management in the operating phase

Figure 30 presents the implementation and operation of a wireless system in the coexisfence
management process of the operating phase~After a wireless solution has been selecteqd and
coex|stence established due to planning, installation and commissioning can be initiated.
Subsgequently, all information relevant to;coexistence shall be documented.

A vital part of coexistence management during operation is to establish the obligation to register
intermal wireless applications. This applies to the report of interferences as well as fof the
information that further wirelessapplications are scheduled. If new wireless systems are fo be
installed, the selection process with add-on planning and evaluation shall be initiated. Ip the
case|of interferences, theteasons shall be understood via measurements and analyses and the
required function shall"be re-established.

Interferences in wireless communication become apparent when something in the plant fajils or
does|not reacf\@s planned. These situations should be avoided. Therefore, it is advisahle to
control the sempliance with the specifications of coexistence management regularly. Fof this
purpose,@n-automatic system for the permanent monitoring of the frequency spectrum and the
chargcteristic parameters (see 6.6), which might locate irregularities even if the plant openation
is not—y a & a B irstalHed—In -:::- o RH- S +HHReasSuHfrermren houwld—beperfermed
periodically in order to identify variances in the propagation conditions and the existence of
other frequency users.

These measures can also help identify an interferer outside the responsibility and control of the
coexistence manager that shall not be disturbed. The coexistence manager can take immediate
actions to incorporate the interferer outside of his/her control into the coexistence management
plan.

EXAMPLE To achieve the compatibility of the industrial wireless communication solutions with the Broadband Fixed
Wireless Access (BFWA) in the band of 5 725 MHz to 5 875 MHz in Europe (BFWA link can be affected within a
radius around the industrial wireless communication solutions between 3 km and 10 km), an efficient way could be a
sensing antenna to be installed on top of the industrial plant to detect the BFWA signal and react immediately to stop
using this band beyond the normal energy. Such an antenna would have the advantage of a better propagation
condition to the victim link and the possibility to choose a higher gain antenna for the sensing purpose.
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The coexistence manager shall create an action plan, enabling a quick response to events and
initiation of the necessary actions without delay.

'

Installation, commissioning,
acceptance test

1

Documentation

New wireless
system intended or problems
occurred?

Yes

No

Problems occurred?

Scheduled audits done?

Measuring and investigations Problem investigation

\j
Go to Decision:

Establish required behaviour New wireless
communication
system

|
IEC

Figure 30 — Implementation and operation of a wireless system
in the coexistence management process

For this purpose, the coexistence manager shall work closely with the other company divisions
to be informed about the acquisition of wireless applications. The coexistence manager shall
approve them. For the acceptance of coexistence management, it is important to adopt and
integrate the process into the internal regulations.
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The operational phase includes a maintenance process to preserve the coexistence state.
Wireless communication applications using coexistence management can be considered as a
system with renewal possibilities. This means that if the probability of coexistence decreases,
maintenance measures shall be initiated to retain the required probability of coexistence.
Besides the identification of the coexistence problem, according to Figure 5 the medium
resource allocation can be adjusted. This can be done by frequency channel separation, by
reducing the data traffic volume or by local separation of the applications using for example
beam forming. For details, see 4.7 and 4.8. Maintenance should consider temporarily
installations of additional devices or changing the position of a devices.
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Table 22 — Template used to describe the general plant characteristic

- 103 -

Parameter name

Value

Unit

Usage

Remark

General plant characteristics

Regional radio regulations

Future expansion plan

Passive environmental influences

Area of operation

Object movement

Gdographical dimension of the plant

Natural environmental condition

Intervisibility

Fréquency band

Actiye environmental influences

Wireless communication solution density

Interference type

Li

rhitation from neighbours of the plant

Fréquency band

The template in Table 23 shall be used to describe the'application communication requirements

for epch wireless communication system. The contént is specified in Table 9, Table 10

Table 11.

and
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Table 23 — Template used to describe the application communication requirements

Parameter name

Value

Unit

Usage

Remark

Influ

encing parameters

Communication load

Initiation of data transmission

Length of user data per transfer interval

Maximum number of retransmissions

Position of wireless devices

Di

Etance between wireless devices

Py

rpose of the automation application

R4

lative movement

S¢

curity level

Sy

atial extent of the application

Le

hgth

W

dth

Heg

ight

Tr.

hnsfer interval

W

reless device density

Cha

acteristic parameters

ta throughput

Cd

mmunication availability

Tr

hnsmission time

up

date time

R4

sponse time

Mé

ssage loss ratio

The
desc

templates in Table 24%and Table 25 shall be provided with a wireless solution.
ibe the options of the wireless system or device. The content of Table 24 is specifi
Tabl¢ 11. The contentrofiTable 25 is specified in Table 12 and in Table 13.

They
ed in
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Table 24 — Template used to describe the wireless system type

Parameter name Value Unit Usage Remark

Wireless technology or standard

Regional radio regulations

Network topology

Wireless device density

Infrastructure device

Frequency band

Lowgr cut-off frequency

Upp¢r cut-off frequency

Frequency hopping

Modulation

Compmunication reliability

Tranpfer interval

Tranpmission gap

Tranpmitter sequence

Dwell time

Medijum access control mechanism

Mechanism for adaptivity

Secyrity level

Table 25 — Template used to describe a wireless device type

Parameter name Value Unit Usage Remark

Transmitter

Regional radio regulations

An‘enna gain

An‘enna radiation pattern

Eqdivalent radiated power

Eqdiivalent isotropic radjated power

Total radiated power

Transmitter qutput power

Transmittenspectral mask

Poyerdéspectral density

Frequency channel

Medium access control mechanism

Communication reliability

Transfer interval

Transmission gap

Transmitter sequence

Duty cycle

Dwell time

Medium utilization factor
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Parameter name

Value

Unit

Usage

Remark

Receiver

Adjacent channel selectivity

Receiver sensitivity

Receiver maximum input level

Receiver blocking

Spurious response

The femplates in Table 26 and Table 27 shall be used to document the current configunation

and o¢peration of each implemented wireless solution. The content of Table 26 is specifi
Tabl¢ 14. The content of Table 27 is specified in Table 12 and in Table 13.

Table 26 — Template used to describe the wireless system solution

din

Parameter name

Value

Unit

Usage

Remark

Wire|ess system type

Network topology

Wire|ess device density

Posifion of wireless devices

Relafjive movement

Infraptructure device

Freqguency channel

Frequency hopping

Moddilation

Bit rgte of physical link

Tranpgfer interval

Tranpmission gap

Tranpmitter sequence

Dwell time

Medium access control meehahism

Mechanism for adaptivity

Secyrity level



https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

IEC 62657-2:2025 RLV © IEC 2025

- 107 -

Table 27 — Template used to describe a wireless device solution

Parameter name

Value

Unit

Usage

Remark

General

Wireless system type

Wireless device type

Tran

smitter

Antenna type

Antenna gain

An

enna radiation pattern

Eq

ivalent radiated power

Eq

ivalent isotropic radiated power

Tof

Al radiated power

Tra

nsmitter output power

Po

ver spectral density

Fre

quency channel

Bit

rate of physical link

Trgnsfer interval

T

=

3

nsmission gap

Transmitter sequence

Du

y cycle

Dwj|

ell time

Recg

iver

Adj

acent channel selectivity

Re

eiver sensitivity

Re

eiver maximum input level

Re

eiver blocking

Sp

rious response

The

Table 28 — Template used to describe the relevant characteristic
parameters of wireless solutions

emplates in Table/28 and Table 29 shall be used to describe the relevant charactgristic
parameters for the.coexistence management. The content is specified in Table 18 und Tabl

e 19.

Parameter name

Value

Unit

Usage

Remark

Transmission time

Update time

Response time

Data

throughput

Communication availability

Message loss ratio

Communication reliability

Operating time between failures

Survival time
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Table 29 — Template used to describe the relevant statistical
values of characteristic parameters

Parameter name

Value

Unit

Usage

Remark

Transmission time

Update time

Resp

onse time

Data

throughput

Communication availability

Mes

age Ioss ratio

Sury|

val time

The
spec

fied in Table 8.

Table 30 — Template used to describe an interference type

emplates in Table 30 shall be provided to describe an interference type:JThe contgnt is

Parameter name

Value

Unit

Usage

Remark

Inter|

erence type

Freq

lency band

Freq

Lency channel

Tota

radiated power

Pow

br spectral density

Tran

sfer interval

Tran

Emission gap

Tran

Emitter sequence

Duty|

cycle

Dwe

| time

NOTE|

2 The content of thedemplates could be used as a property definition-set in IEC 61360 series.
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A1

Annex A
(normative)

Parameter usage in the IEC 62657 series

General

Figure A.1 shows the use of the parameters in the IEC 62657 series. Wireless automation

device

inten
coex

A.2

IEC $2657-1 describes use cases and motivations for wireless in@trial automation.

docu
cons

chargcteristic parameters of wireless communication via refer\Q} interface.

stence management. 93
Qv

Outline of the IEC 62657 series (1:1’
4

ment provides general requirements for industrial autom ﬂn in terms of speq
derations. Performance of wireless industrial automation gan-be evaluated with val

seto
char
provi

IEC }2657-2 (this document) specifies coexistence para@e@rs and provides its descriptio

N

characteristic parameters, influencing paramet nd statistics parameters is defin
cterize the wireless industrial automation for xistence management. The docu
des coexistence management process utiliz@a set of parameters.

IEC

automated coexistence management sys . The document specifies the system elem
propgrties, interfaces and relationshipg;between influencing parameters and characte
parameters specified in IEC 62657-1 e)n\d IEC 62657-2.

appli
to IE
coor(
coex

xO
IEC $2657-4 specifies a conc and methods for central coordination (CC) of autom
Cations using wireless unications to extend the coexistence management acco
C 62657-2. It establishes system elements, interfaces, and relationships for a ce
ination. Functio data, and data exchange for assessing and maintaining
stence state are@ cified.

A3

The
cons

2657-3 provides the formal descripti N(@coexistence system that helps to establig

Param@usage in coexistence management process in IEC 62657-2

ch teristic parameters and influencing parameters are derived from pra

s and systems implement many parameters that can be used to improve the dependability

ded to provide an overview of parameter usage among the IEC 62657@‘_&9@5 for

The
trum
ue of

ns. A
ed to
ment

h an
ents,
ristic

ation
rding
entral
the

Ctical
play

an i

IEC 62657-2.

{@ ons of coexistence management. As illustrated in Figure A.1, the parameter

td in
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Dete

See

paral

Each
maksg
a cul
requi
singlg
spec
value

Char
syst¢g
devid

Alred

for a
by its

parameter values. C)

The

trans
effec
shou

rmination of Investigation P Reconflguratlon of
Configuration,  influencing parameters
the coeX|stence state Implementation .

jon

bas 7 S— . See7431m
charfcteristic Maintenance phase and Table 9 — gf
Requirements, Resource parameters used to ribe

parameters values

phage and Table 10 — solutions (1/
Listkcharacteristics Resource allocation based on the coexistence state and Q

Wireless communication Wireless communication Wireless communication
application A application B application C
Application Application Application
communication communication communication
requi requi requirements 1
Utilization of resource Interference Rig?:;g::rfcs;;o Interference Utilization of resources
Wireless communication Wireless communication Wireless communication
system A system B system C
Robustness to Tnterference ot T torference Robustness to
interference Interference Utilization of resources Interference interference
[ ]
e ————————————————

Wireless resource

Robustness, allocation plan

Utilization

the requireme uer
the charactefistic of wirg

7.4.1 Investigation

eters the current values of the influencing parameters .(l/
See 7.4.2 Planning phase 51/

&

Figure A.1 — Usage of parameters in IEC 6@% 2

parameter can be used for different purposes. In pr a parameter can be us
three different statements: to formulate a reqmreme%\to make a promise or to des|
rent state. Consequently, for each parameter, a déstmctlon shall be made betwee
ired value, the assured value and the current va t a certain point in time. Insteag

value, a value range can be relevant. If a ameter is a random variable, it shd

or the maximum value.

RS

hcteristic parameters and influencingparameters of wireless communication deviceg

es and systems.
y \O

dy in the design phase fﬁﬁireless automation device, target values or ranges of v

specific device type,Sometimes not all parameter values of a wireless module are pro
manufacturer. T e@l‘anufacturers of the wireless automation device should request

for thie device-specific influe@ g parameters according to 6.4.3 are specified and implemInted

er, the frequency range, and/or the time of use of the radio resource, the

2025

cing
less

IEC

ed to
icribe
h the
of a
Il be

fied which statistical parameter the glvens\ e corresponds to, for example the mean

and

ms, defined in IEC 62657-2, sr& be considered throughout the life cycle of fhese

hlues

ided
hose

ore opti e wireless device provides for adjusting influencing parameters such as the

more

five a e opportunities for coexistence management. Wherever possible, adjustments

In addition to the influencing parameters, manufacturers should also provide values for
characteristic parameters according to 6.3.3, to be determined by performance tests. For an

automated coexistence management,

the provision of characteristic parameter values

according to 6.3.3 in the wireless devices is of decisive importance. There are various
possibilities to provide the characteristic values, for example, per logical link or per device,
individually or in pre-processed form.

For coexistence management, the manufacturer of a wireless automation device should provide
the assured values of a device type for the characteristic parameters according to 6.3.3 and for
the influencing parameters according to 6.4.3 in a suitable manner.
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The designer of a distributed automation system, interconnected with a wireless communication
system, specifies required values for the system and its devices. The system is then designed
according to 7.4.2 based on the assured values of the parameters provided for the distributed
automation system, the radio environment and the wireless communication system and its
devices. The assured values for the parameters of the radio environment should be determined
according to 7.4.1.

Table A.1 shows an example of parameter usage in coexistence management process where a
coexistence state below the margin during operation and then the maintenance process is
initiated. Relevant parameters are used in each phase of the coexistence management process

shown in Table A.1.

Fable A.1 — Example for parameters usage in coexistence management processj

(2]

pexistence management
process

Coexistence management parameters

Distributed
automation system

Radio environment

Wireless

cgmmnication sysitem

Investigate actual state
in respect of operating
wireless applications

— General plant
characteristic
parameters (see

parameters (see

parameters (see

6.2.2, and
Table 22)
Identify free and — Active
= occupied spectrum enviroamental
5 resources influences
= parameters (see
6.2.4 , Table 22
and Table 30)
— Passive
environmental
influences
parameters (see
6.2.3, and
Table 22)
Select wireless — Apglication — Wireless system type
communication system communication and wireless device
and investigate requirements type parameters (dee
capabilities against the parameters (see 6.4, Table 25 and
requirements 6.3, and Table 23) Table 26)
Radio field planningi@nd | — Application — Active Wireless
profile developnient communication environmental communication sy$tem
requirements influences parameters

(see 6.4, 6.5,

: 6.3 and Table 23) 6.2.4, Table 22 and Table 25, Table 24,
~ Table 30) Table 27 and Tabl¢ 28)
=
3 — Passive
g environmental
ke influences
o parameters (see
@ 6.2.3, and
Table 22)

Planning of the radio

resource allocation

Installing and — Application Wireless
@ commissioning wireless communication communication system
3 applications requirements parameters (see 6.4,
T parameters (see 6.5, Table 25,
S 6.3, and Table 23) Table 26, Table 27 and
o Table 28)
=
a2 Approve radio resource — Application Wireless
g allocation plan and communication communication system
- implement spectrum requirements parameters (see 6.4,
g resource allocation parameters (see 6.5, Table 25,
o 6.3, and Table 23) Table 26, Table 27 and

Table 28)
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Coexistence management parameters
Coexistence management — -
process Distributed erTE e, Wireless
automation system communication system
Monitoring radio — Active
environment environmental
influences
parameters (see
6.2.4, Table 22 and
Table 30)
— Passive
environmental
influences
parameters (see
6.2.3, and
Table 22)
Monitoring — Performance
characteristic requirements
parameters parameters (see
6.3.3, and
Table 23)
— Statistical
values of
characteristic
parameters (see
6.6 and Table 29)
Initiate maintenance — Wireless solution
process or go to parameters (see 6|5,
investigation phase Table 27 and Tabl¢ 28)
A.4 | Parameters usage among the IEC(62657 series
Figune A.2 illustrates the use of coexistence parameters defined in some of the partq and
clauges of the IEC 62657 series.
Part 2 Part 3
Coexistence Coexistence Coexistence Method of Architecture
parameter management management coexistence of central
templates information parameters > description coordination
structures point
Clause 8 Clause 6 Clause 5 Clause 5 Clause 6
Part 4 y N
Parameter for Parameter for
coexistence coexistence
assessment control
Clause 6 Clause 7
Management
and control
services
Clause 8
IEC

Figure A.2 — Parameter usage among the IEC 62657 series
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In IEC 62657-2:2024:

Clause 5 lists characteristic and influencing parameters relevant in a coexistence
management process in alphabetic order and describes them in detail. These parameters
are relevant to specify the automation communication requirements, to describe conditions
within the area of operation and to characterize wireless devices and systems.

Clause 6 specifies the structuring of coexistence management parameters according to
usage dimensions. This describes which parameters are applied in which context.

Clause 8 provides templates for coexistence parameters defined in Clause 5 and structured
in Clause 6 from a coexistence management point of view. These templates can be used to

describe—a—specific—obiect—of the items—relevantfor the coexistence—management by
Lad J J

apsigning values or value ranges to the parameters. Q
Q

In IEf 62657-3:2022: QD

e (lause 5 provides a class model for wireless coexistence managem he rel¢vant
classes of the model and their relationships are described. The parameférs describgd in
IEC 62657-2 are attributes of the classes. ’

e (Jause 6 gives guidance on how to use the class model defined in q%ase 5 for implemejnting
ah automated collaborative coexistence management with centralleoordination point ag one

O
In IEE 62657-4:—: S\\Q/
O

ppssible implementation.

Clause 6 summarises the characteristic para rs to be used by an automated
cpllaborative coexistence management system wj ntral coordination point (CCP sygtem)

tq assess the wireless coexistence state. N\

Clause 7 summarises influencing parameter&% be used by the CCP system to contrgl the
wlireless coexistence state. QO

Clause 8 defines management a@ control services for exchanging coexisfence
0

anagement data between the e@nts of a CCP system. The parameters describpd in
IFC 62657-2 are attributes of th% rvice primitives.

x$
<

O
Q
C)O
C)%O
&
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL NETWORKS -
COEXISTENCE OF WIRELESS SYSTEMS -

Part 2: Coexistence management

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization com
allnational electrotechnical committees (IEC National Committees). The object of IEC is to promote interna
coloperation on all questions concerning standardization in the electrical and electronic fields/ 1o this er]
in pddition to other activities, IEC publishes International Standards, Technical Specifications,"Pechnical R4
Publicly Available Specifications (PAS) and Guides (hereafter referred to as "IEC+Publication(s)").
preparation is entrusted to technical committees; any IEC National Committee interested in the subject deg
may participate in this preparatory work. International, governmental and non-goverpmental organizations |
with the IEC also participate in this preparation. IEC collaborates closely with théAnternational Organizat
Standardization (ISO) in accordance with conditions determined by agreement.betWeen the two organizati

Thie formal decisions or agreements of IEC on technical matters express, as nearly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical .Committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for internatiohal use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to ensure that the technical content

Pyblications is accurate, IEC cannot be held responsible_forythe way in which they are used or fdg
miginterpretation by any end user.

In|order to promote international uniformity, IEC National? Committees undertake to apply IEC Publid
transparently to the maximum extent possible in their national and regional publications. Any divergence b¢g
anly IEC Publication and the corresponding national dr'regional publication shall be clearly indicated in the

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf|
aspessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certificatioh bodies.

Alljusers should ensure that they have the latest edition of this publication.

Nd liability shall attach to IEC or its(directors, employees, servants or agents including individual exper
megmbers of its technical committeeés)and IEC National Committees for any personal injury, property dam
othher damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feeg
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to the)yNormative references cited in this publication. Use of the referenced publicati
indispensable for the coefrect application of this publication.

IEC draws attentioh ‘to the possibility that the implementation of this document may involve the use
pafent(s). IEC{dakes no position concerning the evidence, validity or applicability of any claimed patent rig
regpect thergof."As of the date of publication of this document, IEC had not received notice of (a) patent(s),
may be required to implement this document. However, implementers are cautioned that this may not rep
the¢ latest information, which may be obtained from the patent database available at https://patents.iec.c
shplléhotbe held responsible for identifying any or all such patent rights.
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IEC 62657-2 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement, control and automation. It is an International
Standard.

This fourth edition cancels and replaces the third edition published in 2022. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) alignment of some definitions and specifications of coexistence parameters in order to
facilitate their future inclusion in the IEC Common Data Dictionary (IEC CDD) maintained

by the IEC;
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b) alignment of some definitions and specifications to be consistent with the new IEC 62657-3
and IEC 62657-4;

c) edition 3 of this document was published in June 2022. Some comments were made in the
last development stages of this document asking for explanations on how the parts of the
IEC 62657 series were structured and how they were related to each other. Resolution of
these comments was deferred until a next edition, which means this edition.

The text of this International Standard is based on the following documents:

Draft Report on voting
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bove table.
anguage used for the development of this International Standard is Efglish.

document was drafted in accordance with ISO/IEC Directives,.Part 2, and develop

vw.iec.ch/members_experts/refdocs. The main document types developed by IEC
ibed in greater detail at www.iec.ch/publications.

of all the parts of the IEC 62657 series, under the general title Industrial netwo
istence of wireless systems, can be found on thelIEC website.

ity date indicated on the IEC website under webstore.iec.ch in the data related t
fic document. At this date, the documeni'will be

confirmed,

ithdrawn, or

vised.

hformation on the voting for its approval can be found in the report on voting indicated in

ed in

dance with ISO/IEC Directives, Part 1 and ISO/IEC Directives,~|EC Supplement, avalilable

are

rks —

ommittee has decided that the contents ofcthis document will remain unchanged untjl the
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INTRODUCTION

The overall market for wireless communication solutions spans a range of diverse applications,
with differing performance and functional requirements. Within this overall market, the industrial
automation domain could include:
e process automation, covering for example the following industry branches:

— oil and gas, refining,

— chemical,

—__pharmaceutical

—| mining,
—| pulp and paper,
—| water and wastewater,
—| steel,
e electric power such as:
—| power generation (for example wind turbine),
—| power transmission and distribution (grid),
e fdctory automation, covering for example the following inddsfry branches:
—| food and beverage,
—| automotive,
—| machinery,
—| semiconductor.
Indugtrial automation requirements for wirelegss communication systems are different from fhose

of, fgr example, the telecommunications, commercial and consumer markets. These industrial
autorpation requirements are identified.and provided in IEC 62657-1.

Indugtrial premises can contain_a variety of wireless communication technologies and pther
sourges of radio emissions.

This [document is intended for designers and persons responsible for production and prgcess
plantg, system integrators ‘and mechanical engineers having to integrate and start up wirgless
systgms in machines-and plants, and producers of industrial wireless solutions. In particular, it
is intended to motivate the exchange of information between automation and radio engingers.

Many wireless industrial automation applications are also located in physical environments|over
whic{the operator/owner can exert control, that is, within a physical facility where the preilence

and ¢peration of all radio emitting devices are under the control of a single entity. This ajlows
wirelessvmanagement strategies to be employed which are not feasible for equipment installed
in public or other unmanaged areas.
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In industrial automation, many different wireless communication systems can operate in the
same premises. Examples of these communication systems are IEC 62591 [1]1
(WirelessHART®2) |EC 62601 [2] (WIA-PA) and IEC 62734 [3] (ISA100.11a). All these
communication systems use IEEE 802.15.4 [4] for the process automation applications. Other
examples of wireless communication systems are specified in the IEC 61784-1 series [5] and
IEC 61784-2 series [6] CP that use IEEE 802.11 [7] and IEEE 802.15.1 [8] for factory
automation applications. Different to wired fieldbuses, the wireless communication devices can
interfere with others on the same premises or environment, disturbing each other. Other sources
of radio energy in these bands, often at high energy levels, include radiated process heating,
plastic welding, plasma lamps, and microwave irradiation devices.

Cleatly, without a means to manage the coexistence of these varied emitters, it would be
problematic to ensure that wireless systems meet the time-criticality and other performance
requirements of industrial automation.

This [document describes the management of independent radio sources that)ise the same
transmission medium. The management within a wireless communication,'system is nqgt the
subjgct of this document. It is assumed that the standard of a wireless systém regulates |t, for
exanjple by a medium access control mechanism.

The |EC 62657 series has four parts:

e Plart 1: Wireless communication requirements and spectruny’considerations,
e Plrt 2: Coexistence management,

e Pprt 3: Formal description of the automated coexistence management and applidation
glidance,

o Plart 4: Coexistence management with central’coordination of wireless applications.

IEC 62657-1 provides general requirements for industrial automation and spec¢trum
cons|derations that are the basis for _.ifdustrial communication solutions. This document
specifies the coexistence management\of wireless devices to ensure predicable performJance.
It is |ntended to facilitate harmonization of future adjustments to international, national| and
local|regulations.

This |document provides the_toexistence management concept and process. Based on the
coex|stence management process, a predictable assuredness of coexistence can be achieved
for algiven spectrum with*certain application requirements. This document describes pringiples
to manage the potential mutual interference that could occur due to the operation of multiple
wirelgss devices in aplant.

This document)provides guidance to the users of wireless systems on selection and propef use
of wifeless systems. To provide suitable wireless devices to the market, it also serves vendors
in describing the behaviours of wireless devices to build wireless systems matching the
application requirements

This document is based on analyses of a number of International Standards, which focus on
specific technologies. The intention of this document is not to invent new parameters but to use
already defined ones and to be technology independent.

T Numbers in square brackets refer to the Bibliography.

2 WirelessHART® is the registered trade name of the FieldComm Group, see www.fieldcommgroup.org. This
information is given for the convenience of users of this document and does not constitute an endorsement by
IEC of the product named. Equivalent products may be used if they can be shown to lead to the same results.
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Part 2: Coexistence management

1 Scope

This
to ful

2 Normative references

The following documents are referred to in the text in such a way that some or all of their co

cons
For

amendments)-applies.

IEC 62443 (all parts), Security for industrial automation and control systems

the static human/tool-organization andithe dynamic network self-organization.

part of IEC 62657
becifies the fundamental assumptions, concepts, parameters, and procedures forwir
bmmunication coexistence;

pecifies coexistence parameters and how they are used in an applicationrequiring wir
bexistence;

rovides guidelines, requirements, and best practices for wireless communica

ireless communication coexistence;

blps the work of all persons involved with the relevant 4£esponsibilities to cope wit

S
c
S
c
p
ayailability and performance in an industrial automation plant;it.covers the life-cygle of
W
h
c
m

LItomation sites as a homogeneous guideline\to help the users assess and gauge
ant efforts;

als with the operational aspects of wireless communication coexistence regarding

document provides a major contribution to national and regional regulations by suppq
fil the requirements using coeXistence management.

itutes requirements of this document. For dated references, only the edition cited ap
undated references, the latest edition of the referenced document (including

bless

bless

ion's

h the

itical aspects at each phase of life-cycle of the wireleSs communication coexistence
anagement in an industrial automation plant. Life-cycle aspects include: planning, design,
installation, implementation, operation, maintenance{administration and training;

rovides a common point of reference for wireless.communication coexistence for industrial

their

both

rting

ntent
plies.
any

IEC 62657-1:2017, Industrial communication networks — Wireless communication networks —
Wireless communication requirements and spectrum considerations

IEC 62657-3:2022, Industrial networks — Coexistence of wireless systems — Part 3: Formal
description of the automated coexistence management and application guidance

IEC 62657-4:—, Industrial networks — Coexistence of wireless systems — Part 4: Coexistence
management with central coordination of wireless applications?3

3 Under preparation. Stage at the time of publication: IEC/FDIS 62657-4:2024.
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3 Terms, definitions, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/ [9]

ation

antephna gain
meagure of the effectiveness of an antenna that'expresses the ratio between the power required
at the¢ input of a reference antenna and the\power delivered at the input of the given antenpa to
achigve the same field strength at the same distance of a given direction

3.1.5
antenna radiation pattern
variation of the field intensity-of*an antenna as an angular function with respect to the axi$

3.1.6]
antenna type
kind pf part of a radie-transmitting or receiving system which is designed to provide the required
coupling betweénsa transmitter or a receiver and the medium in which the radio wave
propggates

Note 1 to,entfy: In practice, the terminals of the antenna or the points to be considered as the interface bgtween
the antenna and the transmitter or receiver should be specified.

Note 2 to entry: If a transmitter or receiver is connected to its antenna by a feed line, the antenna may be considered
to be a transducer between the guided waves of the feed line and the radiated waves in space.

[SOURCE: IEC 60050-712:1992, 712-01-01, modified — "Addition of "type" after the term,
addition of "kind of" at front.] [10]

3.1.7

application communication requirements

quantitative requirements specifying the required conditions and the required characteristics of
wireless communication solutions at the communication interface that is met in order to achieve
the purpose of the automation application
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http://www.iso.org/obp
https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

IEC 62657-2:2025 © |IEC 2025 -13 -

3.1.8
area

of operation

distinguishing properties of the area where the wireless communication system is operated

3.1.9

automated collaborative coexistence management
tool supported collaborative coexistence management with defined interfaces between the tool

and t

he wireless communication system

Note 1 to entry: The tool can be according to IEC 62657-4.

3.1.1
auto
indus
appli

3.11
auto
user
numfk

3.1.1

mation application
trial automation application
cation of measurement and automatic control in the industrial automation domain

1
mation application data length

data length

er of octets that are exchanged at the reference interface

2

bit rate of the physical link

meas

3.1.1
bloc
list o

3.1.1

ure of the number of binary digits transferred per second

3
ked frequency list
the blocked frequencies to avoid part of the available spectrum

4

cellular topology

cellu
netw

Note 1
centrg

3.1.1
cent

ar network topology
brk topology where the geographical area is divided in cells

to entry: A device can move.ftem one cell to another cell. Devices that are in a cell communicate thrg
| hub. Hubs in different cellslare interconnected.

5
'e frequency

geometric mean of lawer cut-off frequency and upper cut-off frequency of a frequency cha

3.1.1

6

channel number

unsig
authd

ned.integer number identifying a wireless communication channel in accordance wi
ritative document or rule

ugh a

nnel

th an

3.1.1
chan
time

Note 1

7
nel occupation
interval in which the medium is busy

to entry: Beyond the pure transfer of user data, this time includes all time slices necessary to proce

transmission protocol, for example to transfer an acknowledgement.

3.1.1
coex

8
istence

wireless communication coexistence
state in which all wireless communication solutions of a plant using shared medium fulfil all their
application communication requirements

Note 1

to entry: In IEEE 802.15.2-2003 [11], coexistence is defined as a characteristic of a device.

ss the
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3.1.19

coexistence management

process to establish and to maintain coexistence that includes technical and organizational
measures

3.1.20
coexistence management information
parameters for the wireless coexistence management process

3.1.21
coexistence manager
role ¢f a nominated person to manage coexistence

3.1.2

coexjistence planning
procgss that describes the allocation of wireless communication resources (time, frequer]cies,
codirlg, space) to each wireless communication system in order to achieverco€xistence

3.1.23
collaborative coexistence management
coex|stence management process in which data is exchanged between the wirgless
communication applications involved with the aim of influencing the wireless communicatipn so
that all applications meet the requirements

3.1.24
communication availability
<wirgless communication> ratio of the time interval of error free transmission (uptime) fo an
obsefvation time

3.1.2E

communication availability
<performance> ability of an item to be.in a state to perform as required function under given
cond|tions at a given instant of timé_or over a given time interval, assuming that the required
external resources are provided

Note 1 to entry: This ability depends on the combined aspects of the reliability performance, the maintairjability
performnance, and the maintenance support performance.

Note 4 to entry: Required_external resources, other than maintenance resources, do not affect the availability
performance of the item.

3.1.26
communication load
amount of user data to be transmitted from the automation application within a certain period

of tinre

3.1.27

communication reliability

ability of a physical link and the related nodes to perform communication services under given
conditions for a given time interval

3.1.28

cut-off frequency

frequency limit, nearest to the frequency where the spectral power density drops below a certain
level, defining the frequency bandwidth

3.1.29

data throughput

ratio between the number of user data transferred to the application at the target reference
interface and the observation time
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3.1.30
device
piece of hardware that provides connectivity and functionality

Note 1 to entry: Does not exclude software using the hardware to perform functions or support connectivity.

3.1.31

device type

shared characteristics of a device as specified so that the used devices build instances of the
shared characteristics

EXAMPTE—Thespecificatiom cam be part of @ catatogue (TonT a manufacturer.

Note 1 to entry: These shared characteristics include: technology, design, area of application, parts,’ar,m¢dules
with r¢spect to safety, EMC, performance, functionality, etc.

Note 3 to entry: The shared characteristics of a device type may be engineered, configured and parameteriged in
a devipe instance.

distrjbuted automation system
functjons of the automation devices that are the spatial extent of a wireless industrial
autornation

3.1.34
duty|cycle
ratio jof the transmitter sequence referenced.io given observation time for the used frequency
chanpel

3.1.3F
dwell time
period spent at a particular frequéncy during any single hop of a frequency hopping system

3.1.3

equifalent isotropic radiated power
produict of the power supplied to the antenna and the antenna gain in a given direction relative
to an|isotropic antenna (absolute or isotropic gain)

Note 1 to entry: ~Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.161, modified — Term modified
from |isotropically to isotropic and definition reformatted according to the ISO/IEC Diregtives
Part P1{12]

3.1.37

effective radiated power

product of the power supplied to the antenna and its gain relative to a half-wave dipole in a
given direction

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.162, modified — Deleted "(in a
given direction)" and definition reformatted according to the ISO/IEC Directives Part 2] [12]
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3.1.38

electromagnetic interference

EMI

degradation of the performance of equipment or transmission channel or system caused by an
electromagnetic disturbance

Note 1 to entry: In French, the terms "perturbation électromagnétique" and "brouillage électromagnétique”
designate respectively the cause and the effect, and should not be used indiscriminately.

Note 2 to entry: In English, the terms "electromagnetic disturbance" and "electromagnetic interference" designate
respectively the cause and the effect, and should not be used indiscriminately.

[SOURCETEC60050-16 12018, 16 -0 1=-061{13]

3.1.3

freqfency band
range in the frequency spectrum that is assigned by regulatory organizations foruse for specific
applifations or a group of applications

Note 1 to entry: The ITU as international regulatory organization assigns only radio ‘eommunication servicefs to a
speciflc range in the frequency spectrum.

3.1.
frequency bandwidth
bandwidth

diffeflence between upper cut-off frequency and lower cut-6ff frequency

3.1.41

frequency channel
span|of the frequency spectrum which is characterized by lower cut-off frequency and Upper
cut-off frequency or by centre frequency andfrequency bandwidth

3.1.412
freqyency hopping sequence
sequence of frequency channels used for transmission (hopping sequence) and dwell tim

W

3.1.443

futurle expansion plan
poss|ble installation ofsnew wireless communication solutions and buildings that can affect
coex|stence

3.1.

general plant-characteristics
parameters-tfrat characterize the plant in general with respect to all wireless communidation
applicatians

3.1.45
geographical dimension of the plant
length, width and height of the intended space of the wireless system

3.1.46
geolocation capability
capability of equipment to determine its geographical location
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3.1.47

industrial, scientific and medical application

operation of equipment or appliances designed to generate and use locally radio frequency
energy for industrial, scientific, medical, domestic or similar purposes, excluding applications
in the field of telecommunications

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.15] [12]

3.1.48

industrial communication network
data [communications sub-systems for industrial-process measurement and control as well as
on ingtrumentation systems used for research, development or testing purposes

3.1.
infrastructure device

devide that is essential for building up a wireless communication system”according
technjology or standard, but not having an interface to an automation application

,_..
(o]
O]

EXAMPPLE Router or base stations without interfaces to the wired industrial(network or without autofnation
applicption functions.

3.1.
initigtion of data transmission
methpd that specifies how the application initiates the data.fransfer

3.1.511

interference

radiol frequency interference
effect of unwanted energy due to one or a cembination of emissions, radiations, or indugtions
upon| reception in a wireless communication system, manifested by any performance
degradation, misinterpretation, or loss, of information which could be extracted in the absence
of sugh unwanted energy

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.166, modified — Deleted leading
"Thel according to ISO/IEC Directives Part 2] [12]

3.1.52
interference type
kind pf unwanted.energy caused by a certain source or application

Note 1 to entry: ~Examples of interference types are: an EMI source, an ISM application, or a non-industrial wireless
applichtiony

3.1.58
intermodulation sensitivity

levels of out-of-band interfering signals that, when mixed in the receiver front-end, produce an
in-band third order non-linearity product

3.1.54

intervisibility

property of a logical link that describes a possible influence on radio signal propagation by
obstruction, refraction or reflection

EXAMPLE Line of Sight (LOS), Non Line of Sight (NLOS) and Obstructed Line of Sight (OLOS) between those
devices are possible parameters.
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5

immunity
ability of an item to continue operating properly in the event of an interference, up to a certain

2025

level of interference, and to be resilient above this level

Note 1 to entry: Immunity of an item is achieved by adding to the robustness of the item the ability to be resilient
to interference.

3.1.56

jitter

time variation of an expected occurrence

Note 1 to entry: Examples are variation of transmission time and update time.

3.1.57

length of user data per transfer interval

number of the octets sent out during a transfer interval, where the octets that aré. added begause
of the¢ requirements of the wireless communication protocol are subtracted

Note 1 to entry: The application data length affects the communication load and might account for the terpporal
separation of the wireless communication systems.

3.1.58

life-qycle

length of time from the start of the development phase *of'a product type to the product
abandonment

[SOURCE: IEC 62890:2020, 3.1.22] [14]

3.1.

limitation from neighbours of the plant

descfiption of the neighbours of the plant*that are likely to cause limitations for wirgless
comrmunication

EXAMPLE High power radio source(s).

3.1.

linedr topology

linea[ network topology

topolpgy where the nodes are connected in series, with two nodes connected to only one pther
node| and all othersceach connected to two other nodes (that is, connected in the shapd of a
line)

Note 1 to entry:{_This topology corresponds to that of an open ring.

[SOYRECEJIEC 61918:2018, 3.1.51, modified — Added an admitted term.] [15]

3.1.61

line of sight

LOS

path of propagation of a radio frequency (RF) signal that is not obscured (partially or completely)
by obstacles

3.1.6

2

logical link
application oriented communication relationship which enables the transmission of user data
between one logical end point of the reference interface in a source device and one logical end

point

of the reference interface in a target device
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3.1.63
lower cut-off frequency

frequency furthest below the frequency of maximum power where the power spectral density

drops below a certain level

3.1.64

maximum number of retransmissions

upper limit of how many times the communication stack is allowed to retransmit user
automatically because of transmission errors

3.1.65

data

mechanism for adaptivity
meagures to modify one or more of the systems operational parameters in order to improv
systgms robustness against interferences and to minimize the medium utilization

3.1.
medijum access control mechanism
transjmission technique for how to access the medium

Note 1 to entry: Examples are CSMA, TDMA, or combination of both.

3.1.67
medium utilization factor
meagure to quantify the amount of resources (power and time) used by non-adaptive equip

3.1.68
messgage
ordefed series of octets intended to convey infokrmation

Note 1 to entry: During the transport of the conveyed.nformation, the octets can be split in various packets.

[SOURCE: ISO/IEC 2382-16:1996, 16.02/01, modified — Replaced "sequence of character
"serig¢s of octets", Note to entry added:] [16]

3.1.
messgage loss ratio
ratio [of number of messageés, transferred from the application at the reference interface V

e the

ment

by

vithin

the groducer, and theSnumber of messages, transferred at the reference interface t¢ the

application within the ‘consumer

3.1.7

mesh topology

mesh netwaork topology

netwprk topology in which redundant physically-diverse routing paths are available bet

ween

each|pair of network nodes

Note 1 to entry: Wireless mesh topology is usable to extend coverage via multi-hop capability and/or to facilitate

communication reliability by providing redundant paths between devices.

[SOURCE: IEC 62734:2014, 3.1.2.95, modified — Added an admitted term.] [3]

3.1.71

modulation

process of varying one or more properties of a periodic waveform with a modulating signa
contains information to be transmitted

| that
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3.1.72
natural environmental condition
condition that surrounds the wireless device and wireless system

Note 1

3.1.7
netw

to entry: Examples are temperature, humidity, air pressure.

3
ork

2025

all of the media, connectors, repeaters, routers, gateways and associated node communication
elements by which a given set of communicating devices are interconnected

[SOU

3.1.7

RUETEC 01T106-£2.2UZ5, 5. 1T.9U] ['17]

4

network topology

topol
patte

[SOU
admi

3.1.7
nod

[sou

3.1.7
non
NLO
path
by ol

Note
landsd
all lim

3.1.7
num
coun

3.1.7
obst
OoLO

pgy of a network
rn of the relative positions and interconnections of the individual elements of the net

RCE: IEC 61918:2018, 3.1.81, modified — Deleted the "Note 1-t0) entry" and addg
ted term.] [15]

addr{ssable logical or physical device attached to the network

RCE: IEC 62591:2016, 3.2.75] [1]

6
ine of sight

3

D

work

d an

of propagation of a radio frequency,(RF) signal that is obscured (partially or complegtely)

stacles, thus making it difficult for the radio signal to pass through

to entry: Common obstacles between radio transmitters and radio receivers are tall buildings, trees, pH
ape and high-voltage power conductors. While some obstacles absorb and others reflect the radio signa
t the transmission ability of sighals.

7
ber of consecutive lost messages

ed value of not-eorrect received messages between two successfully received mess
8

ructed-line of sight

5

ysical
|, they

ages

path

of propagation of a radio frequency (RF) signal that is obscured (partially or complgtely)

by obstacles, thus making it difficult for the radio signal to pass through

Note 1 to entry: An intrusion into the inner most area of the first Fresnel zone will result in a decrease or fading of
the received signal level. At the point where the obstruction becomes tangent to the LOS path, signal losses will be
as much as 6 dB or more. Best practice is to maintain at least 60 % of the first Fresnel zone radius free of obstructions

to avo

3.1.7

id fading of the received signal.

9

operating time between failures
sum of the operating time periods between two successive failures on a logical link where the
message is considered as a repairable item in the sense that a message can be repeated within

the s

urvival time
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3.1.80
other frequency user
user which generates and uses radio energy without having the objective of telecommunication

Note 1 to entry: Examples are welding machine, electrical drive and frequency converter.

3.1.81

out-of-band emission

emission on a frequency or frequencies immediately outside the necessary bandwidth which
results from the modulation process, but excluding spurious emissions

Note ftoemtry—Reproduced withthepermissiomof 1T U-
[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.144] [12]

3.1.82
obje¢t movement
specffication of the trajectory of mobile assets that can significantly ‘influence the padio
propagation conditions

Note 1 to entry: Examples for mobile objects are vehicles, cranes or persons.

3.1.83
observation time
durafion of the supervision of events

Note 1 to entry: Examples are the reception of user data or the{us€ of a transmission medium by a wireless device.
For them the observation time is the reference parameter to calculate the data rate and the duty cycle.

3.1.8
packlet
formatted, aggregated bits that are transmitted together in time across the physical mediym

[SOURCE: IEC 62591:2016, 3.2.77H1]

3.1.2'5

passjive environmental influence
influgnce on the signal propagation through the characteristic of the area of operation, the
dimepsion of the space-of‘operation, the intervisibility, mobile objects and natural environmental
condjtions

3.1.8

perfgrmance requirements
requirements*describing the time and error behaviour necessary to achieve the purpose of the
autornation application

3.1.87

physical link

relation between radio transceivers (physical end points) of two wireless devices
3.1.88

plant

managed facility, typically with a physically protected perimeter, hosting the physical process,
operation, personnel, equipment

3.1.89

point-to-point topology

point-to-point network topology

topology where two nodes are directly connected to each other
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3.1.90

position of wireless device

geographical position of the three-dimensional space in absolute or relative coordinates where
the device is located

3.1.91

power spectral density

distribution as a function of frequency of the power per unit bandwidth of the spectral
components of a signal or a noise having a continuous spectrum and a finite mean power

[SOURCE: IEC 60050-713:1998, 713-09-12 modified — Deleted the admitted term and the
abbreviation.] [18]

3.1.9

purppse of the automation application
sumrpary of the automation application supported by the wireless system to theJextent neleded
to prpvide a useful overview of the requirements imposed on the wireless systém

3.1.9

radiq channel
radiol propagation model that takes into account the characteristie of‘the frequency channe|, the
envirpnmental conditions, the distance between the wireless déevices, the antenna characteristic

3.1.9

radig environment
surrdundings for the radio signal propagation with<its“passive environmental influenceg and
active environmental influences

3.1.9

radiq resource
means used by multiple wireless communication solutions for the purpose of radio signal
transjmission

3.1.96
radiqg robustness
attribjute of wireless communication to fulfil the designated function despite the presenge of
othen active wireless applications interfering in the sphere of influence

Note 1 to entry: This term has the same meaning as the definition of the term coexistence in IEEE 802.15.2}2003,
3.1.2 |11].

3.1.97
recejved signal strength indication
relative’number for the field strength at the receiver of wireless devices, depending on the
respgctive implementation of a radio technology

3.1.98
receiver blocking
effect of a strong interfering signal on the receiver's ability to detect a low-level wanted signal

3.1.99
receiver maximum input level
maximum signal power that the system can tolerate without distortion of the signal

3.1.100
receiver sensitivity
minimal signal power to receive data with a defined bit error ratio
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3.1.1

01

reference interface
exposed interface between an automation application and the wireless communication function

Note 1 to entry: There is no consistently defined interface for measurement and automation. The interface
device might be a serial or a parallel hardware interface, a fieldbus interface, a software interface, or serial, parallel,

discre

3.1.1

te, and analog interface.

02

regional radio regulation
regulation of important coexistence parameters such as frequency band and output power
related to the region where the wireless application is intended to be used

3.1.1
relat
posit

3.11
requ
appli

and thus the coexistence state

3.1.1
resp
time
refer
confi

be agsigned to the request

3.1.1
ring

ring metwork topology

of the

03
ve movement
on of a wireless device over time

04
rements influencing the characteristic of wireless solutions
Cation communication requirements that influence the performance of wireless solu

05
bnse time

bnce interface of a transmitter, and the instant;\when the last bit, or octet, o
'mation message is delivered at the reference interface of the same transmitter, whic

06
fopology

tions

nterval between the instant delivery of the first user data bit, or octet, of a message fo the

f the
h can

active network where each node is connected in series to two other nodes

[SOURCE: IEC 61918:2018, 3.1-%1, modified — Changed "ring" to "ring topology" and adde¢d an
admifted term.] [15]

3.1.107

robulstness

ability of an item to ‘eentinue operating properly in the event of an interference, up to a cg¢rtain
level|of the interference

Note 1 to entrys ™ The robustness of an item can be increased with measures that modify one or more|of its
operafional parameters.

3.1.108

security level
requirement category for cyber security

3.1.1

09

spatial extent of the application
cuboid defined by the positions and/or the maximum movement radius of the automation
devices of a distributed automation system
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3.1.110
shared medium
resource of frequency band in particular area shared by several wireless applications

Note 1 to entry: In the industrial, scientific and medical (ISM)-bands, many wireless applications are used. Due to
this joint use, the term shared medium is used in this document. The frequency bands are used by diverse ISM
applications and wireless communication applications.

3.1.111

signal-to-interference and noise ratio

quotient of the strength of the wanted signal and the strength of the unwanted signals,
consisting of noise and interference

3.1.1112

spatial coverage of the wireless communication system
spatipl coverage specified by length, width and height of a cuboid that encloses -the wirgless
comrpunication system

3.1.1113

spurjous emission
emisgion on a frequency or frequencies which are outside the necessary bandwidth angd the
level|of which can be reduced without affecting the corresponding transmission of information,
inclugling harmonic emissions, parasitic emissions, intermodulation products and frequency
conversion products, but exclude out-of-band emissions

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 Art.1 §1.145] [12]

3.1.114
spurjous response
receiver output due to unwanted signals

Note 1 to entry: That means having frequehties other than those of the tuned frequency channel.

3.1.1115

star fopology

star metwork topology
netwprk of three or more-devices topology where all devices are connected to a central device

[SOYRCE: IEC 61918:2018, 3.1.77, modified — "topology" has been added, "point (whichl may
be ac¢tive or passive)" has been replaced by "device", and an admitted term has been added]
[15]

3.1.1116
survival'time
time that an application, consuming a communication service, continues without receiving an
anticipated message

3.1.117

telecommunication

any transmission, emission or reception of signs, signals, writings, images and sounds or
intelligence of any nature by wire, radio, optical or other electromagnetic systems

Note 1 to entry: Reproduced with the permission of ITU.

[SOURCE: ITU Radio Regulations, edition of 2020 — Art.1 §1.3] [12]
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3.1.118
total radiated power
spatial power density integrated across the surface of the sphere

3.1.119

transfer interval

time difference between two consecutive transfers of user data from the automation application
via the reference interface to the wireless communication function

3.1.120
transmission gap
gap hetween two successive channel usages by a transmitter

3.1.1121
trangmitter output power
total fadiated power reduced by losses between the transmitter output and the\antenna

3.1.1]22

trangmission time
interyal from starting the delivery of the first application data octet of ajmessage to the referlence
communication interface of a producer until the delivery of the last application data octet ¢f the
samg message from the reference communication interface of’a-consumer

3.1.123

trangmitter sequence
time that a transmitter uses a frequency channel without the possibility to be interrupted|by a
wirelgss device of the same system

3.1.124
trangmitter spectral mask
envelope of maximum values of power. spectral density over a frequency range

3.1.1]25

tree topology

tree network topology
netwprk topology where all.nodes are connected in a combination of a linear and a star topplogy

3.1.1]26

upddte time
interyal from thevdelivery of the last user data octet of the message of a producer, from the
refergnce interface of a consumer to the automation application, until the delivery of the last
user |data byte“of the following message of the same producer

3.1.1127

upper cut-off frequency
frequency furthest above the frequency of maximum power where the power spectral density
drops below a certain level

3.1.128

wireless application

any use of electromagnetic waves with devices or equipment for the generation and use of radio
energy using radio environment with active and passive environmental influences

Note 1 to entry: The definition includes wireless communication systems with wireless communication functions
representing a set of spatially distributed automation functions, distributed automation system with local functions
and physical system with physical system functions.

Note 2 to entry: The definition includes radio determination equipment.
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3.1.129

wireless communication

communication in which electromagnetic radiations are used to transfer information without the
use of wires or optical fibers

3.1.130
wireless communication application
part of an industrial automation application that uses wireless communication

3.1.131

wireless communication solution
parafeters of wireless communication solutions which are implementations of wirgless
comrunication systems and devices

3.1.132
wireless communication solution density
ratio |of the number of wireless communication solutions and the spatial coverdge of the plant

3.1.133

wireless communication system
set of wireless communication devices, infrastructure devices and physical links communigating
using radio frequencies using various topologies

3.1.134

wireless device

wirelgss automation device
equipment of wireless communication applications that uses radio waves for wirgless
comrhunication with other equipment of wireless‘Ccommunication applications

3.1.135
wireless device density
number of wireless devices within the-spatial coverage of the wireless communication sydtem

3.1.1]36

wireless device receiver parameters

wirelgss receiver parameters

specffication of wireless.receiver characteristics

3.1.137

wirelsss device'solution
parameters refated to individual nodes within a system implementing a wireless communication
solutjon

3.1.138

wireless device transmitter parameters

wireless transmitter parameters

specification of wireless transmitter characteristics

3.1.139
wireless device type
specification of a device according to the catalogue data

3.1.140

wireless network

wireless communication network

network consisting of at least two wireless devices that established wireless communication
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3.1.141

wireless network solution

parameters related to a network as a whole used implementing a wireless communic
solution

3.1.142

wireless solution

wireless communication solution

specific implementation or instance of a wireless communication system

Note 1 to entry: A wireless solution can be composed of products of one or more producers.

ation

3.1.143

wireless system

wireless communication system

set of interrelated elements providing wireless communication

Note 1to entry: A wireless system is a high-level representation of a system, while a wireless solution is a pr.
instange of a system.

3.1.144
wireless system type
parameters describing the kind of wireless communication system

3.1.145
wireless system type and wireless device type

hctical

parameters that characterize the model of a wireles§)system or a wireless device by providing

the parameters to specify a wireless system type and a wireless device type

3.1.146
wireless technology or standard

namihg the wireless technology or standard

EXAMPPLE Examples of standards specifying a wireless communication system are IEC 62591 [1], IEC 62401 [2]

and IHC 62734 [3].

3.2 | Abbreviated terms

AFH adaptive frequency hopping

BFWA broadband_fixed wireless access

CEPT European conference of postal and telecommunications administrations

CP communication profile according to IEC 61784-2 series [6]

CSMA carrier sense multiple access

DAA detect and avoid

DAR detectandreduce

DAS detect and suppress

ECO European communications office (the electronic communications committee of
CEPT)

EIRP equivalent isotropic radiated power

EMC electromagnetic compatibility

EMI electromagnetic interference

ERP effective radiated power

IF intermediate frequency

IP Internet protocol

ISM industrial, scientific and medical
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IT information technology

ITU International telecommunication union
LAN local area network

LOS line of sight

MLR message loss ratio

NLOS non line of sight

N/A not applicable

OLOS obstructed line of sight

PCB printed circuit board

PSD power spectral density

RF radio frequency

RFID radio frequency identification
RSRP reference signal received power
RSRQ reference signal received quality
RSS received signal strength indication
SIR signal-to-interference ratio

TDMA time division multiple access

TRP total radiated power

WD wireless device

WIA-PA wireless network for industrial automation — process automation
WLAN wireless local area network

ZVEI Zentralverband Elektrotechnik-und Elektronikindustrie e.V.; the german eledgtrical
and electronic manufacturers!tassociation

3.3 | Conventions
NOTE| The graphical representations of flow charts in figures are based on ISO 5807 [19].

The following conventions for)the coexistence management parameter templates in Clayse 8

e The column "Parameter" uses indentations to cluster certain parameters. The paramgeters
that are more to the right belong to the parameter above that is more left.

e The column X Usage" specifies whether the parameter is mandatory, optional, or selegtion,
iflone out.of several parameters is selected.

e The, item "Value" can contain a range or a list of values if the parameters allow myltiple
optians. If a parameter does not have a unit, then the item "Unit" shall be marked with not

nnnnnn

4 Coexistence concept in industrial automation

4.1 Overview

Wireless communication allows industrial processes to be implemented more cost-efficiently,
flexibly and reliably, as well as allowing the use of new automation concepts. Industrial
automation applications usually place stricter requirements on reliability and real-time capability
of wireless communication than applications in the domestic and office domain. Industrial
automation applications can also reside in industrial facilities with higher ambient
electromagnetic interference (EMI) levels than those in non-industrial domains.
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Additional sources of radio emissions will also need to be taken into account during coexistence
management.

NOTE In some industrial environments, other sources of radio emissions can be present within the same bands as
used by the wireless communications systems. These emitters can include devices with unintentional emissions,
such as high-power welding devices which generate wideband electromagnetic energy.

Because of those requirements, different wireless systems are used. It is quite likely that
several wireless systems can operate simultaneously in one place. Since these wireless
systems share a common medium, interferences can be assumed throughout their life-cycles.
This impacts system performance including reliability and its ability to meet real-time response
requirements. This document is intended to help identify potential risks and to recommend
meagures to control these risks, depending on the requirements of the industrial automfation
applifation. This document also illustrates that most often the coexistence of several wirgless
systgms and simultaneously the efficient handling of the frequency spectrum as’a limited
resolrce is feasible if an appropriate approach is chosen, taking into account thé respdctive
requirements. In order to achieve this, a process is needed in which allCaspects of the
coex|stence of wireless systems during design, commissioning, and operation, as wegll as
maintenance, are considered. This process, called coexistence management of wirgless
solut|ons, is the subject of this document. Associated actions and decisions serve to cdmply
with the claimed limit values for the application over the whole life-cyele of the plant.

This [process can be more or less complex, depending on the ‘relevance of the requirements
relat¢d to the wireless communication for the plant. This cemplexity depends, among pther
aspefts, on the characteristics of the wireless communijcation application served by [each
wireless solution (for example control with strict real{time requirements), the numben and
locat|on of the wireless solutions that can potentially interfere with each other, and the pregence
of any other radio emitters in the same bands.

If no| or just modest, requirements are made’on the wireless system, a lower effort for the
coex|stence of wireless solutions will be necessary than in the case of a wireless systen) that
is pgrt of a control application with strict real-time requirements. However, it is strongly
recolnmended to consider that additionalwireless systems could be implemented later of that
the requirements on the present wireléss system might change in the future (for example due
to adfitional applications). The plantdesign shall ensure that the applied coexistence meagures
match the requirements of the.wiréless system.

The gtate of coexistence is’'characterized by meeting the limit values of relevant parametefs for
all wjreless communication applications in the considered area. This state of coexistence is
acconplished with ~appropriate actions in planning and in operation. This clarifies| that
coex|stence is not.a‘static attribute of a wireless solution, but rather a state within the life-cycle
of a plant. It ispassible to leave this state temporarily or permanently due to certain evients.
The parameterlimit values are determined by the automation application in which the wirgless
communication takes place. This also implies that the coexistence management shgll be
evalyated and established contextually and in full accordance with the automation applicgtion.

From a general point of view, coexistence of two or more wireless solutions can be achieved
by making orthogonal the transmissions that come from different sources.

There are three possibilities to manage coexistence, where a) means a higher amount of labor
hours to establish and maintain the coexistence management and b) and c) means an
increasing level of automation:

a) manual coexistence management (lowest level);

b) automated non-collaborative coexistence management;

c) automated collaborative coexistence management (highest level).

Automated techniques, and the algorithms on which they are based, are usually classified into
two broad categories: collaborative and non-collaborative.
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4.2 Objective

This document is focused on measures to provide coexistence of wireless systems for
measurement and automation applications. These industrial automation applications can be
classified in various ways. For example, in Table 1 they are classified according to the degree
of the application criticality. Efforts for coexistence management can vary according to the
classification described in Table 1.

Table 1 — Example of a classification of application communication requirements

Class Application Application communication requirements

Fundtional
safefy

Implementation of a safety-related system
whose failure could have an impact on the
safety of persons and/or the environment

and/or the plant

The communication protocol should suppo
functional safety communication and the
coexistence management shall be gstablis
in order to fulfil all requirements of this

t

hed

document.

Contfol Closed or open loop control The communication protocél)should suppoit a
higher availability, reliability,”and time-
criticality protocol than the”one used for other
application domains{like consumer industry or
telecommunicatiofFhe coexistence
management shall,be established in order fo
fulfil most of.therequirements of this

document.

Monitoring Process visualization and alerting No specifi¢ add-ons required for the

communication protocol.

Typically, monitoring application can be
satisfied by a relaxed set of requirements.

The coexistence management shall be
established in order to fulfil these minimun
requirements.

NOTE The relative terms "most" and "minimum" are-based on the graphical description in Figure 3.

The flassification of automation applications provided with Table 1 refers to the funciional
requirements of the process industry application to be satisfied. This classification can also be
adapted in other application domains.

Howegver, the determination of the criticality and the associated application communidation
requirements shall beldetermined on a case-by-case basis by the coexistence manager.

NOTE|1 Applicatienncommunication requirements are described in IEC 62657-1.

Applications\ranging from radio bar code readers to voice and video over IP application$ can
be clpssified likewise and can be dealt with according to this document.

The applicability of this document Is not coniined 10 a Speciic irequency band, for example the
2,4 GHz ISM band. Both concurrent communication systems and other approved wireless
applications, such as microwave systems for drying or plastics welding, are considered as
interferences. Moreover, further interferences might occur due to powerful low frequency
electromagnetic fields (for example transformers, powerful motors or other electromagnetic
interferences (EMI), see Figure 1). The interference sources to be considered are detailed in
4.4,

NOTE 2 The analysis of EMI is outside of scope of this document but has been considered.
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Wireless networks
of same technology

Wireless networks
of different technologies

Considered wireless network
of an industrial
automation application
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Wirerss communication applications are parts™of an automation application. Other pa
ation applications may use ISM speectfum e.g. for welding processes. Furthermore,
ment of industrial automation applications can be source of electromagnetic interfefqence
. In addition, non-industrial wireless-applications (e.g. smart phones or laptops) may use

auto
equif
(EMI
the s

ISM application,
e.g. microwave oven

IEC

Figure 1 — Issues of consideration

cation, EMI, industrial, scientific and medical (ISM)yapplication and non-industrial wir

cation, ISM application and non-industrial wireless communication (grey in Figu

pectrum in an industrial environmgnt.

Non-Industrial wireless
application

Industrial automation application
(Automation application)

Wireless

gure 2, the relation between industrial automation,application, wireless communiciation
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application
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Figure 2 — Applications using frequency spectrum
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This document is aimed at addressing coexistence management at the location of an enterprise;
however, the manager shall take into consideration the fact that some interference could come
from outside the location of the plant. The manager shall identify and characterize potential
external radio energy sources and their distance from the enterprise. Controls should be in
place to ensure that unauthorized or unaccounted mobile sources are not allowed in the
enterprise area.

It is assumed that, in conditions without interference, a wireless communication system
basically meets the requirements of the wireless automation application and that, in particular,
the limit values for time and error behaviour are taken into account by planning the
communication requirements.

The ||neasures described here are to ensure the required performance even in the presenice of
othel wireless applications.

4.3 | Necessity to implement a coexistence management

The frequency spectrum is a valuable limited resource which will be rapidly exhausted ih the
case|of unmanaged use.

The following list shows an example of wireless devices to be found-in industrial environments:

e wlireless sensors and actuators;
e VWLAN access points and clients;
e mobile panels;

e RFFID devices and RFID readers.

Therg are also devices which can emit radiated power in the same bands as the wirgless
devides:

e radio-frequency process heating;

astic welding;

p

e plasma lamps;
general welding; and
o]

her devices.

Therg is a high risk'oflinterference whereby, under certain conditions, the assumed availgbility
and performance.requirements cannot be observed. In order to avoid this, or rather to reduce
the rj;k of intefference, a company-wide process for the administration of wireless applications
for gll parties’/ involved is strongly recommended, and if adopted, shall be implemented
accofding-to this document. Coexistence management is an intra-company process which

shou|d<be”adjusted to the structure and the internal processes of the enterprise. In Jeach
individual company., the structure and the processes can be nrgnni7nr1 diffnrnnfly

Moreover, the focus in defining the process or its sub-steps can vary according to the user
groups concerned:

e wireless communication applications with a high data throughput, but relaxed real-time
requirements: the coexistence management puts the focus on the provision of frequency
bandwidth meeting the application requirements;

e wireless communication applications without specific requirements for performance and
real-time: the coexistence management aims at ensuring the spatial coverage;

e wireless communication applications with strict real-time requirements: the coexistence
management safeguards against functional problems caused by the influence of other
wireless applications (application classes Functional Safety or Control).
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In addition, the following basic measures to implement coexistence management are
recommended:

e nomination of a company-wide coexistence manager;

e nomination of a location-specific coexistence manager if the company has several facilities;

o establishment of a committee, consisting of contact persons of all company divisions using
wireless applications (task of the committee should be the issues shown in Figure 1 and
Figure 2);

e inventory of all installed and, if possible, all planned wireless applications including wireless
communication;

e eptablishment of a policy to register new wireless applications or solutions and.for the
identification of existing ones;

pordination and adoption of decisions regarding the approval and applicationyof wirgless
stems within the committee;

c
S

e eptablishment of a policy and enforceable consequences for non-authorized introductipn of
new wireless applications or solutions.

Effegtive coexistence management is a concerted process with representation of all company
divisjons concerned (sub-divisions, departments, technologies). The divisions concerned are
thos¢ involved in planning, procurement, installation, commissioning, operation| and
maintenance of wireless applications, for example process.planning, IT, automation, [plant
operation (production), development, purchasing, facility management.

CoeXistence management offers various benefits:

[ ]
—

g¢duction or elimination of interferences leading to unplanned downtimes;

gduction or elimination of Ilaboriousy’ cost-intensive and time-consuming [fault
troubleshooting;

L]
-

e reduction or elimination of disinvestfments in wireless solutions that cannot be operated in
the present radio environment of the enterprise.

NOTE| The term 'wireless solution' is used here instead of the term 'wireless system' because it takes into a¢gcount
the digtinct attributes of a product that'are important for the coexistence management.

4.4 | Interference potential

For wireless communication applications, interference will occur at a point in gpace
(corresponding to “an antenna location, received energy, antenna characteristics| and
polarjzation) if the\received signals:

o]

verlap in.the frequency domain;

(o]

verlap)in the time domain; and

e olerlap in coding
T ~J

NOTE 1 Inthe case of buildings and areas close to airports, harbors, transmitter masts and other places of powerful
wireless systems, the interference potential is extremely high.

This leads to interferences between wireless solutions with the consequence of lost packets so
that, for example, a transferred packet needs to be repeated. The system reaction to the
described interference depends on several factors, for example on the wireless standard, on
the hardware and software implementation or on the application class (see Table 1) the wireless
system uses for transfer.

The separation of non-overlapping frequency channels is a method to achieve coexistence.
However, there might be interference between wireless systems using different channels in the
same frequency band, for example because of adjacent channel interference. This is called
cross-channel interference. In particular, analog wireless systems hold a high interference
potential for digital wireless systems due to their high channel occupation.
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Moreover, wireless systems using different frequency bands can interfere with each other.
Beneath the main signal, a wireless system also emits outer band signals that might penetrate
the frequency channel of the endangered wireless system, thus affecting the wanted signal.

The received signal quality at a receiver as a function of interference by other wireless systems
is typically measured by the signal-to-interference ratio (SIR), which is the ratio of the power of
the wanted signal to the total residual power of the unwanted signals. The receiver can correctly
interpret incoming data only if the SIR is above a given threshold.

The value of the threshold depends on the adopted modulation, while the actual SIR value
depends on the superposition of interferers with respect to the intentional communication in the
following two domains: time and frequency.

Diffefent performances can be obtained if superposition (that means interference) in fhese
domains is complete or only partial.

For the time domain, since the traffic of victim and interferer(s) wireless system(s) can change
each|time, the SIR evaluation should be preceded by the definition of & time interval in Which
the interference is constant.

For the frequency domain, the SIR evaluation should consider @at,least the combined effg¢ct of
intertlering transmitter(s) and receiver victim spectral masks. In fact, the interfering
transmitter(s) can have spurious emission even outside the ‘adopted frequency channel. OIP the
otherlhand, the receiver blocking mask can reject the interferer(s) signal(s), mitigating its effect.

In orger to foresee/estimate the effect of interferers, it is possible to use analytical mgdels,
simulations and experimental test beds. These three approaches have different (increajsing)
complexity and hence different (increasing) accuracy.

In orfder to assess whether there is a risk\of interference or not, an interference risk should
always be assumed if wireless applications are operating in parallel in the same frequency pand
withdut proof of their radio robustness:

NOTE|2 This term wireless applicatiof js more comprehensive than the term wireless system, because in wireless
applicptions, the radiated power is/not'only used for information transfer.

NOTE|3 The use of the electromagnetic energy can be either intentional (as needed to serve the specific
applicption) or unintentional/aceidental.

Howegver, an interference risk does not mean that parallel operation of competing wirgless
systgms is unfeasible. They can co-exist if the requirements on the wireless solutions invplved
are met. This~ctiterion should be taken as a basis for decisions regarding the applicatipn of
wirelgss systems.

If pagssible, future changes in the requirements, implicating changes of the interference
potential, should also be considered. In industrial automation, the Tife-cycle of a wireless
solution typically lasts more than 5 years. During this time, new applications for the existing
wireless system can be developed and deployed. Determination, coordination and control of
these changes are part of coexistence management.

One more influence is radiated EMI. In particular, regional regulations can allow significant
radiated power for specific wireless applications in unlicensed spectrum, potentially generating
a high field strength in the proximity of a wireless system.

A wireless solution shows a certain interference resistance against those radiated interferences.
This limit value can be exceeded by the signal of a powerful wireless application.

EXAMPLE RFID applications in Europe are allowed to use 4 W in the 2,4 GHz band whereas other short-range
devices are limited to 100 mW.
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Even though wireless solutions often hold a higher interference resistance than normatively
claimed, and exceeding the limit value does not always result in harmful interference, the design
of the wireless solutions shall be such that the noise level at the receiver does not exceed this
limit value. Interferences from the same frequency band are much more likely than from other
frequency bands. Nevertheless, the interference potentials from other frequency bands also

shall

be taken into account.

EMI caused by defective devices and exceeding the normal operating limits should not influence
the coexistence management. The defective device should instead be repaired to return to

norm

al operating conditions.

4.5

For
thorg
wirel
techr
dispr|

Ancillary conditions

vireless communication, there are only limited communication resources available,
ugh planning is required. The higher the requirements of the application‘class o
bss system, as to time behaviour, availability, dimension and others, thelhigher i
ical and organizational effort required to guarantee coexistence. [The costs
pportionately as shown in Figure 3. A certain span of expense results from the comp

of the wireless network solutions (for example, simple point-to-point link, or linear-, ring-,

cellu
(for

upwdg
e th
e tH

ar-, tree-, mesh- topology) and from the number of influencing'factors to be consig
bxample medium load, transmitter power). The span betwéen the two curves m
rds the more efficiently the spectrum is used. This applies o, both:

e expenses for the coexistence management in the coexistence planning phase; and

e costs of developing appropriate wireless solutions.

thus
n the
5 the
rise
exity
star-,
ered
oves

The bold arrow in Figure 3 shows that the curves will*)go higher as the coexistence management

effortf

The

regul
assig
that

expe
expe
plann

s increase to gain a higher efficient use of the-spectrum.

pffort might be reduced by strategic regulations for coexistence management. A pos
ation is to confine the number of considered influencing factors, for example by excl
nment of frequencies to specific wireless applications. It is essential to take into ac
strategic decisions in the coexistence planning phase have effects on the f

sible
isive
count
uture

nditures and therewith on the life-cycle costs of the plant. The technical and organizaﬂional

nses for coexistence management in the operating phase can multiply the coexis
ing costs throughout the fife-cycle of a plant.

inten
reso

ed application-requirements. In relaxing the requirements, a more efficient use o

It is }rjwerefore importantitoranalyze whether the requirements of the planned application fl

ence

t the
f the

rce can be achieved. If the resource is exhausted, other solutions will need to be folind.
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Figure 3 — Progression of expense to achieve coexistence
corresponding to the application classes

4.6 | Requirements to wireless devices for support of coexistence management

Wireless devices shall be capable to vary parameters that are specified in Clause 5 to achieve
the cpexistence management by reducing the interference potential as specified in 4.4.

EXAMPLE The device is so constructed that cértain frequencies can be blocked; power can be adjusted to be|below
the threshold of the incumbent services/applications.

4.7 | Concepts
4.7.1 Manual coexistence’management

In the case of manual“coexistence management, the coexistence manager (see 7.2.1)[shall
define a fixed planning of the wireless solutions intended to prevent transmission overlaps| The
manager shall implement manual measures to react to modifications that change the wirgless
coex|stence state: This is the simplest management method, especially if multiple wirgless
solut|ons of different technologies and from several vendors are involved, or if several freqyency
bandks need to be managed.

This mathad can ho vecad if thara
et oa—Gcat—oe—+ S——tHere

2R€S as

However, the manual coexistence management capabilities are limited if some coexistence
management parameters cannot be configured.
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4.7.2 Automated non-collaborative coexistence management

In automated non-collaborative coexistence management, the different wireless solutions are
not capable of exchanging information. They are fully independent and rely only on interference
detection and estimation. In other words, each offended wireless solution classifies the
behaviour of the offending ones and tries consequently to adapt its own behaviour to the new
estimated situation. For this reason, non-collaborative techniques are more general but less
efficient than the collaborative ones. As an example, non-collaborative algorithms dynamically
modify the communication strategies (for example the frequency band, the timeslot/packet
scheduling, and so on) as a result of an assessment of the wireless application requirements

versus the wireless application solution capable of establishing the required communication
perf rmance.

Suchmethods are being proposed to address coexistence in uncontrolled public areas, however
such|methods would not be effective for the management of industrial automation wirgless
devides which need to meet performance requirements.

NOTE| Some metrics are described in IEEE Std.802.15.2 [11].
4.7.3 Automated collaborative coexistence management
4.7.31 General

In automated collaborative coexistence management, the différent wireless solutions shall be
able fo exchange characteristic parameters.

The precondition for collaborative coexistence management for wireless systems using mdltiple
technjologies provided by multiple vendors is that.a_common standardized communication link
is avgilable amongst these solutions. This link canreither be:

. pilot channel between the collaborative eoexistence manager and the coordinated depices
5ing a common standardized communication protocol and service set, as for example

a
u
specified in IEC 62657-4, to make the task of the collaborative coexistence manager gasy;
a
c
t

wireless solution of the coordinated devices that is also understood by the collaborative
bexistence manager, which.means that the collaborative coexistence manager shall talk
He language of all the coordinated devices that participate in the automated collabonative
bexistence management;

c
e a|wired link betweenthe coordinated devices and the collaborative coexistence manager
uping a common standardized communication protocol and service set.

An aptomated callaborative coexistence management could result in some restrictions op the
adopted hardwate since, for instance, collaborative methods are usually implemented by mleans
of a tentralized arbiter/scheduler. The exchanged information allows each offended wirgless
solut|on te ‘effectively adapt its own behaviour to the real new situation, taking into account the
requirements of its own application and the applications of the other wireless systems. Tlhese
dynamie’modifications could influence the determinism or reliability of the communication and
can therefore be inappropriate for various wireless communication applications.

An example of such an automated collaborative coexistence management is a central
coordination point (CCP), see |IEC 62657-1:2017, 4.3.4.3. National, regional and regulatory
aspects are also described there.

IEC 62657-3 provides the formal description of the automated coexistence management and
application guidance.


https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

- 38 - IEC 62657-2:2025 © |IEC

2025

Three different application use cases for automated collaborative coexistence manager exist:

a) for sharing the same frequencies with other incumbent services/applications (see 4.7.3.2,

b)
c)

4.7.3.3 and 4.7.3.4);
for intra-system coexistence in a controlled environment;

for intra-system coexistence in a public area.

A possible approach of an automated collaborative coexistence management for industrial
automation is specified in IEC 62657-4.

4.7.

3.2 Simple-CCP

A callaborative coexistence manager is responsible for detecting the primary users
identjfying the devices which are coordinated. The CCP shall then inform the ‘Unde

COO

rdinated devices that they shall react to fulfil the requested mitigation techniques o

primary user. No reconfiguration of the assigned frequencies is requested. Examples of

the

4.7.

cpordinated devices could react are to lower the transmit power or stop\trahsmission.

3.3 Intra-system CCP

All of at least most radio equipment in space is known with their‘dynamic requirements

ass

umed that the installed devices are static. Nomadic devices’ are known and as such se

statig in configuration, for example if they have geolocation” capability. The collabor

coe
coo

x|stence manager is responsible for detecting primary users and for informing the unde
rdinated devices (incumbent services/applications) ifithey could interfere with primary u

The ¢ollaborative coexistence manager can decide whether the coordinated devices shall

can

to fulfil the requested mitigation techniques of the _primary user, or the coexistence mar

ssign different spectrum to the coordinated devices. Some additional alternatives

be that the collaborative coexistence managey, organizes time synchronization or influg
othell parameters specified in 4.4.

4.7.

3.4 Public CCP

All béhaviours described in 4.7.1 and 4.7.2 as well as 4.7.3.2 and 4.7.3.3 could be suppd
In addition, unknown devices «can ask the collaborative coexistence manager to als
managed.

The ¢oordinated coexistence management increases the spectrum efficiency and the qual
servipe.

4.8

Best practices to achieve coexistence

The ¢stablishment of coexistence is a combination of technical and/or organizational meas
to ensure _the correct operation of wireless communication applications in their environm
The |main criteria in the selection of appropriate actions to achieve coexistence
effectiveness, feasibility, economic efficiency and ihe 0SS of performance acceptable for the
application if the wireless solution needs to share the medium with other wireless systems.
Future developments of the wireless communication application in the enterprise should be

con
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sidered here as well.

Technically, signals of wireless communication at a point in space (corresponding to an antenna
location, received energy, antenna characteristics and polarization) can be separated by:

frequency;
time;

coding.
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Figure 4 — Separation of wireless systems
according to frequency and time

separation in the frequency domain (see Figure 4) usually causes the least perform
and initially the lowest expense. Howeverythese measures occupy the medium to a
t and should therefore be reserved forspecific application classes used in the plant

nunication request with respect to.the application communication requirements.

pplications with a certain dynamic, the communication cycle should be set as lor
ble and/or event driven.Communication should be used. Wireless technologies

b propagation can-only be restricted spatially with great efforts. Structural condition
ple large steel Teinforced concrete walls) and the reduction of the radiated powe
ting the output power of the radio transmitter and the choice of the antenna radi
rn) can be used for spatial separation. For larger facilities, the control of power level
viable-approach. If the power is reduced, the power of all related wireless devices
ple base stations, repeaters, and end devices) should be adjusted accordingly.

ance
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htial separation js\rarely possible in the case of a wireless communication application.
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If the transceivers have multiple antennas, then it would be possible to utilize spatial processing,
such as interference rejection techniques, to separate simultaneous transmissions in space.

Separation via polarization involves the specific attribute of an antenna to subdue radio waves
with an orthogonal polarization (cross polarization). For example, a horizontally polarized
antenna of a signal receiver can attenuate a vertically polarized interference signal. However,
inside buildings or in other highly reflective surroundings, the effects of a polarization separation
are relatively small.

In addition, directional pillbox antennas or other emerging antenna concepts can be used to

restri

ct the radio propagation within a certain area.
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The organizational measures apply to the operation of the wireless system and they have
indirect implications for the uncoupling mechanism described in Figure 4. Hence the application
of a wireless system can, for example, be restricted in space or time, or just services of a
wireless solution meeting the coexistence requirements can be approved. The organizational
measures (in particular those for wireless systems related to business process or safety) should
evaluate in advance to what extent compliance with the specifications can be ensured and

cont

rolled.

Impact of the typically non-ideal radio propagation characteristics found in many industrial
environments can impact the time and error behaviour of a wireless solution. Therefore, suitable
allowances shall be made in the planning of wireless systems.

In tf]e operation phase, investigation of mechanisms to enhance the agility of\ wir

comri

In ordler to define adequate measures and to evaluate their efficiency, the assistance of wir
expefts is recommended.

4.9

Figu

Coexistence conceptual model

ne 5 shows the coexistence conceptual model. In /this example, three wir

comrunication applications (A, B and C) are assumed. According to the definition of wir
coex|stence, all three wireless communication applications shall fulfill their applic
communication requirements. Each wireless communication system in a wir
comrhunication application has certain immunity against interference from other wir
comrmunication systems and the utilization of its.resources can interfere with other wir
comrmunication systems.

The
proc
itera

conceptual model of coexistence can“be seen as a closed loop control process.
iss of coexistence management is net'just one activity during the system planning; it
ive process throughout the entireilife cycle of the system.

NOTE| IEC 62890 provides more detailsiabout a life-cycle management.

An inyvestigation of the requirements, the characteristics of the wireless communication sys

and

phas

resu

(see 7.4), the resulting coexistence planning or maintenance shall be carried out.

Fe medium utilization*factor shall be reported in an inventory. According to the life
s in a curreni-tesource allocation plan, which shall be the basis for configurir

implgmenting the wireless communication applications.

The

¢oexistence state is achieved if the robustness to interference in a wireless communid|

systgm is<better than the interference produced by the resource, and if the wir
communication applications fulfill their application communication requirements.

bless

hunication applications against the appearance of unexpected interferencés—shall be
cons|dered, for example diversity techniques and cognitive radio medium access,methodg.

Bless

bless
bless
ation
bless
bless
bless

This
is an

tems
cycle
This
g or

ation
Bless
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Figure 5 — Coexistence conceptual model
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Figude 6 shows some of the contents of Figure 5xas a flow chart to provide the relatiops to
Figurde 7, Figure 29 and Figure 30. The coexistence management system specification is shown
in Figure 6 only at the start to keep the figuresimple. The documentation shall be extended and
updated at each phase. If the requirements of a certain phase are not fulfilled, then the prqcess
should restart from the beginning, see lines in Figure 6 going from the output of a phase tp the
returp path. The documentation is spegified in 7.1.2.
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Figure 6 — Flow_chart of the coexistence conceptual model

4.10 | Coexistence management and selection of a wireless solution

The gtarting point and_precondition for the implementation phase is that the wireless solutfjon is
suitaple for the requirements made on it. The investigation phase begins by reviewing the
wireless system requirements and making a determination as to whether or not the systém is
able [to fulfil application communication requirements. As part of this process, new wirgless
systgms can-be evaluated against application communication requirements. Figure 7 maps
decidions and-actions into the flowchart shown in Figure 6.

Whilg “investigating whether a wireless solution meets the requirements of an automjation
application, radio transmission shall be analyzed to see whether it is a reasonable approach
when considering the efforts that are required to be taken to achieve coexistence. In this
respect, the selection process of a wireless solution is already part of the coexistence
management process.

The decision to install a wireless system shall be followed by the decision to implement a
coexistence management process (see 6.8). The coexistence management process includes
coexistence planning, installation, operation and maintenance of wireless systems. The
coexistence planning phase (see 7.4.2.2) begins with the inventory of all wireless applications,
because they can be regarded as potential interferers (see 7.3).
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In the coexistence planning phase, it might become apparent that a chosen wireless solution
cannot be integrated into the existing plant. Another wireless solution might be chosen or the

idea of a wireless system might be abandoned. If, in the coexisting planning phase, it is ensured
that all wireless communication applications meet the respective requirements, the coexistence

management process for the operating phase can be initiated (see 7.4.4).
Processes in the planning phase and in the operating phase are specified in more detail later in this

NOTE 1
document.
|
- Decision-
k New wireless communication system ) =
) 4

Coexistence

management
process

Coexistence
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specification
(see 7.1)

Selection of a

No
wireless solutio
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Figure 7 — Selection of a wireless system
in the coexistence management process
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NOTE 2 Figure 7 does not show the box "Maintaining coexistence management system (see 7.3)" as it is shown in
Figure 6, to avoid making Figure 7 too complicated.

4.11 Coexistence management system

The coexistence management system consists of an organizational structure and procedural
documents. The execution of the coexistence management brings the system into a state of
"coexistence management in operating phase". The coexistence management system
specification shall include the following information:

e scope of the coexistence management;

o commitment of the organization to coexistence management:

. focedure for maintaining the coexistence management system specification;

p
e ofganizational issues including structure of the organization, roles of “Pérsonnel,
cpmmunication with external organizations and personnel education;

p

rocedures for coexistence management.
The [coexistence management system specification shall be documénted, see 7.1.2| and
maintained, see 7.3.

5 (Coexistence management parameters

5.1 | General
511 Definition and usage of parameters

Clause 5 specifies the parameters of a coexistenge management process. These paramgters
are relevant to the automation communicationsrequirements and conditions within the arga of
operation and characterize wireless devicesand systems.

Theirl usage is specified in Clause 6. Cladse 8 contains the templates related to some of these
parameters.

The parameters are listed in alphabetical order. All parameters also have a definition in 3./1. As
therg are more definitions than parameters, the numbering is different.

The data types of the parameters can be defined in the Common Data Dictionary (CDD) or pther
tools|where the paraméters are part of the electronic repository.

Annex A showsdhe parameter usage in the IEC 62657 series.

5.1.2 Physical link

The L,uuuspt of phyaibai Hnkisused-inthedefinitronof-severatcoexistence parameters:
A physical link is the relation between radio transceivers (physical end points) of two wireless
devices. The set of physical links of a wireless system forms its physical topology. A physical
link may use different frequency channels for transmissions. Wireless transmission conditions
can be described with a radio channel model. Such a model considers the characteristic of the
frequency channel, the environmental conditions, the distance between the wireless devices,
the antenna characteristic, etc. Because the antenna systems of the wireless devices can be
different and the propagation conditions depend on the position of the wireless devices, the

radio channel is normally different for both directions of a physical link.
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Where wireless devices have redundant wireless modules, for example for different frequency
channels, the related physical links shall be counted separately. It is not required that a wireless
device has a physical link to all other wireless devices. There can be physical, technological or
application related reasons. The communication load of a physical link is determined by the
logical links which use this physical link. A logical link may use more than one physical link, in
sequence (via repeater) or in parallel (for redundancy). More than one logical link may use one
physical link (different communication services).

5.2 Adjacent channel selectivity

Adjacent channel selectivity is the lower value (of the upper and lower adjacent channels) of
TOS; 7 i ; i ; i gth to
cified wanted signal level expressed as field strength producing a data signal with|a bit
error| ratio of 10-2. Adjacent channel selectivity is suitable to estimate the immunity of the
equigment against systems in adjacent channels.

NOTE| This is in line with the specification of adjacent channel selectivity in ETSI TR 100 027 [20].

The @init of this parameter shall be the decibel (dB) over the intended fréquency range.

5.3 | Antenna gain

The g@ntenna gain is a value that describes the focusing of a transmitted or received signall The
valugs are given in relation to a half-wave dipole or a theoktetical isotropic radiator. Since the
isotropic gain of a half-wave dipole is 2,15 dBi, the antenna gain of a half wave-dipgle is
2,15 [dBi lower than the antenna gain of an isotropic radiator.

The antenna gain together with transmit power yvalues, the receiver sensitivity and taking into
accolint the propagation conditions can be used'to optimize the location and orientation ¢f the
wirelgss device or antenna.

The dinit of this parameter shall be the:decibel relative to isotropic (dBi).

5.4 | Antenna radiation pattern

A radiation pattern illustrates the directional (angular) dependence of the strength of the fadio
waves of an antenna. It is-usually represented graphically for the far-field conditions in gither
the Horizontal or vertical plane. This information can be used to optimize the location anfd the
orientation of the wireless device or antenna.

This parameter-shall be represented as a figure or a table.

5.5 | Antenna type

Wireless/devices can use different kinds of antennas to collect or radiate electromagnetic
waves. Examples include omni-directional antennas, directional antennas, antenna arrays,
smart antennas and PCB antennas. The antennas can be integrated into the wireless device
(internal) or antenna connectors are available to mount antennas externally. If a device has an
antenna connector, special antenna systems such as radio coaxial radiating cables or slotted
waveguide antennas can also be connected. In addition, the antenna can be mounted
independently of the device in a position that is favorable for error-free transmission. If a
wireless device can only be used with one certain antenna, it is called dedicated antenna. The
information concerning the antenna type can be used to estimate the quality of the physical link
and the sensitivity to interferences.

The parameter shall be an indexed list with the items omni-directional antennas, directional
antennas, antenna arrays, smart antennas and PCB antennas extensible with entries of new
antenna types.
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5.6 Communication availability

Communication availability is a measure to quantify the dependability of wireless
communication. Requirements for availability of wireless communication shall be specified.

Other wireless solutions could cause degradation of availability of target wireless
communication application. Tolerable availability levels to achieve the target of the application
should be clarified. Depending on the granularity of coexistence management, the parameter
can refer to a logical link or, more generally, to a local application or wireless communication
application. The communication availability is the ratio between the up time to the observation
time. This can also be expressed by the ratio of successful transmitted messages and all
mesgaygeEs:

The dinit of this parameter shall be the percent (%).

5.7 | Communication reliability

The gommunication reliability of a physical link and the related nodes is,a.measure to quantify
the Hdependability of wireless communication. Requirements for {reliability of wirgless
comrunication shall be specified for a given time interval that the'communication seryices
undef given conditions shall perform without an error.

The dinit of this parameter shall be the second (s).

5.8 | Bit rate of physical link

The pit rate of the physical link is a measure of.the number of binary digits transferred per
secofpd. Since data is often combined by modulation or coding, the time utilization of a telegram
cannpt always be calculated by simply dividing the number of bits of the telegram by the bit
rate.[Ilt has also to be mentioned that the bitrate of the physical link is normally not identi¢al to
the bjit rate of the reference interface. A high bit rate of the physical link does not automatjcally
mean a high quality of service.

The init shall be the bit per second*(bit/s).

5.9 | Blocked frequency list

Avoiding the use of ther'same radio frequency ranges for different wireless communigation
systgms is the first measure to prevent interference. For wireless communication systems that
use frequency Hopping Spread Spectrum (FHSS) technology, this means that frequyency
ranges in the hopping sequence that are used by other wireless communication systemg are
bloced and with that, not used. A list of frequency channels that shall not be used, dalled
blocKed frequency list, shall be specified for the wireless system.

A blecked frequency list can also be used in non-FHSS systems with dynamic frequency
allocation.

The parameter shall be a list of frequency channels according to 5.22.

5.10 Centre frequency

Some wireless standards define frequency channels using centre frequency and frequency
bandwidth. Thus, the centre frequency indicates the position of a frequency channel within the
frequency spectrum. The centre frequency shall be calculated based on the relevant cut-off
frequencies. The centre frequency is the geometric mean of lower cut-off frequency and upper
cut-off frequency.

The unit of this parameter shall be the hertz (Hz).
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5.11

Area of operation

The following areas of operation shall be considered:

e indoor;

e outdoor,;

e indoor and outdoor.

For indoor areas of operation, it is reasonable to define whether the communication is
concentrated in a machine or manufacturing cell or if it operates all over the entire factory hall

or plant.
The ¢ontent of this parameter shall be text expressed with a multiple octet string.
5.12| Communication load
The ¢gommunication load describes the requirement of the automation application to trang
certain amount of user data within a certain period of time as shown in Figure 8.
communication load is the ratio of automation application data length @nd transfer interval
communication load (L.) is determined as follows:
DL,
L =Y—"\u
LT

wherp
DL, | is the number of user data transferred per‘device i;
T is the transfer interval per device i.
Depgnding on the granularity of coexistence management, the communication load ar

parameters can refer to a logical link,or, more generally, to an application.

fer a
The
The

d its
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Figure 8 — Communication load in case of two wireless devices

Howegver, the actual medium utilization depends on the applied wireless solution. In the example
in FiZurg 9. the communication load is indicated for more than two wireless devices. |

The unit of this parameter shall be the bit per second (bit/s).
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Figure 9 — Communication load in the case of several wireless devices
5.13 | Cut-off frequency

In principle, there are two cut-off frequencies. The upper cut-off frequency is the highest
relevant frequency of the spectrum envelope. The lower cut-off frequency is the lowest relevant

frequency of the spectrum envelope. However, it depends on the wireless technology or
standard as to what relevant means.

There are two principal approaches:

e The first approach is shown in Figure 10 with the help of a wireless LAN system. The
reference level is the maximum transmitted power spectral density. From this maximum
level, a certain value is subtracted. An example of this value is 20 dB. The frequency furthest
above the frequency, where the power spectral density drops below the resulting level, is
called the lower cut-off frequency. Accordingly, the frequency furthest below the frequency,
where the power spectral density drops below this level, is called the upper cut-off
frequency.
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e The second approach defines the cut-off frequencies with respect to a certain spurious

e

mission level.

The cut-off frequencies determine the frequency bandwidth of a system and thus the medium
utilization in the frequency domain. Furthermore, the cut-off frequencies can be used to
calculate the centre frequency.
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Figure 10 — Cut-off frequencies derived from maximum power level

The dinit of this parameter shall be the hertz\(Hz).

5.14

The
trans|
field
refer

The
cons

To e

Data throughput

Hata throughput is relevant to-the transfer of large amounts of data (for exampls
Imission of huge parameter data sets to drives or the downloading of programs into con
devices). Depending on-the granularity of coexistence management, the paramete
to a logical link or, more-generally, to an application.

Jata throughput is the number of user data bytes, or user data bits, transferred wit
imer from the reference interface to the application per time unit.

compared with”a value given by the automation application.

e the
hplex
F can

hin a

valuate the coexistence, the average value of a series of measurements can be U(sed,

The unitvof this parameter shall be the bit per second (bit/s).

5.15

Distance between wireless devices

The distance between wireless devices determines attenuation and fading, an important
influence on the characteristic of the frequency channel. It depends on the positions of the
wireless devices which are mainly determined by the automation application. Figure 11 shows
the distances of wireless devices within a three-dimensional space. This distance can vary

dyna

mically in the case of moving or mobile wireless devices.
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Q

a waly leading to optimal signal power levels; improves the robustness of the wir

If fealsible, the distance between the wireless de‘vi§ of a wireless system should be chosen in

IEC

bless

systgm. The distance to wireless devices of o@ wireless systems should be chosen in g4 way

that results in interference signal power Iel(és being as low as possible. This reduce

interference of the other wireless system$
R\

At legst the maximum distance witp\ba wireless system should be provided.

The ¢init of this parameter shca}\ the meter (m).

-

5.16| Duty cycle @ :

The duty cycle is trggio of the transmitter sequence referenced to a given observation
for the used fre ncy channel. The way the observation time is chosen influences the
cyclg value. T@Ilustrated in Figure 12. For system 1 with observation time 1, the duty
is greater t z@ r system 2. However, it is lower for system 1 with observation time 2.

&S

5 the

time
duty
cycle
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Figure 12 — Duty cycle
It is reasomabtetospecify the observationm timewithr respecttotheappticatiomprofites. The

observation time should be ten times the typical transfer interval of an application profile, as
shown in Table 2. The transfer interval is herewith the time difference between two transfers of
user data from the automation application. The observation time for duty cycle specifications is
sometimes dictated by standards.

Table 2 — Application profile dependent observation time values

Application profile Machine Factory hall Process plant

Transfer interval 100 ms 250 ms 4s

Observation time 1s 2,5s 40 s
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duty cycle is the key parameter to assess the medium utilization in time. A small duty cycle

results in small medium utilization and therewith a smaller influence on other frequency users.

The

content of this parameter shall be expressed in %.

5.17 Dwell time

The

dwell time specifies the agility of a frequency hopping system. The dwell time together with

the number of frequency channels can be used to estimate how often the system appears in a
certain channel. The number of frequency hopping channels is implicitly given with the
parameter frequency hopping sequence, see 5.23.

The
requ

jwell time is the period of time a system is assigned to a certain channel. If the system
ires an immediate response, this and the idle time shall be considered. It is suitable for

frequency hopping systems only. In order to consider a worst-case scenario, the maximum gdwell

time

shown in Figure 13 with max rp,,.
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Figure 13 — Maximum dwell time

The unit of this parameter shall be the second (s).


https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

- 54 — IEC 62657-2:2025 © |IEC 2025

5.18 Equivalent isotropic radiated power

The equivalent isotropic radiated power (EIRP) is the product of the power supplied to the
antenna (total radiated power) and the antenna gain G, in a given direction relative to an

isotropic antenna (absolute or isotropic gain), see ITU-R BS.561-2 [21].

As the isotropic gain of a half wave dipole is 2,15 dBi, the EIRP values are 2,15 dB larger than
the ERP values.

EIRP is one of the fundamental parameters in order to estimate the power level at a certain
position.

EXAMPLE Assuming an antenna with an antenna gain of 3 dBi is used (see also 5.3), then to meet the-requirement
of <20 dBm EIRP, the total radiated power at the antenna input cannot exceed 17 dBm.

The dinit of this parameter shall be the watt (W).

5.19| Equivalent radiated power

The g¢quivalent radiated power (ERP) is the product of the power supplied to the antenna [total
radiated power) and its gain relative to a half-wave dipole in @ygiven direction, see|also
ITU-R BS.561-2 [21]. If the direction of an antenna is not specified, the direction of maximum
gain [is assumed. The ERP takes into account the losses_of the transmission line| and
conngctors.

The dinit of this parameter shall be the watt (W).

5.20| Frequency band

A frelquency band is a segment of the frequéency spectrum that is assigned to one or more
wirelgss applications by radio regulations.sFhe regulations characterize the wireless application
and ¢lescribe conditions of utilization elg. power or medium access. A given frequency pand
can pe divided into frequency channels. Wireless specifications or standards specify the
number of channels in the frequency band, its frequency bandwidth, and the channel
sepafation. Depending on the wirgless technology and the implementation of a wireless device
type,| a frequency band and\‘one or more frequency channels can be selected during
configuration. Furthermore, there is the possibility to change a frequency band or a frequyency
chanpel during operation\~\So-called frequency hopping systems use more than one freqyency
chanpel per definition. jThe frequency band and the number of frequency channels thajt are
seledted, or that _are actually used, are part of the essential parameters of coexisfence
manggement.

The dinit of this parameter shall be the hertz (Hz).

5.21| ‘Fréequency bandwidth

The frequency bandwidth is the range of frequencies occupied by a modulated carrier signal.
The frequency bandwidth value depends on the spectral power level referred to (see 5.46). The
bit rate of a communication channel is proportional to the frequency bandwidth of the signal
used for the communication. From the point of view of coexistence management, the frequency
bandwidth indicates the utilization of the frequency spectrum by the wireless equipment.
Systems can also unintentionally radiate outside the defined frequency bandwidth. This could
lead to so-called adjacent channel interference (for the next) or even alternate channel
interference (for the next but one).

The unit of this parameter shall be the hertz (Hz).
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5.22 Frequency channel

The (radio) frequency channel is a part of the frequency band and the physical part of a logical
link. Thus, it is used to transmit a radio wave between two wireless communication modules.
Within a wireless device, this parameter can be used as:

e range of frequency channels: all possible;

e operational frequency channels: configured for current use;

e blocked frequency channels: configured not to be used.

The frequency channel shall be expressed as a number represented as an unsigned integer
valug without a unit according to a specification or standard. If no channel number is spécdified,
combinations of centre frequency and frequency bandwidth or lower and upper cut-off freqyency
shall|be given in hertz (Hz).

Table 3 shows the selection of units.

Table 3 — Parameter options for frequency channel

Option name Parameter Unit
ChannelNumber ChannelNumber —
CutoffFrequency UpperCutOffFrequency Hz

LowerCutOffFrequency Hz
CentreFrequency CentreFrequency Hz
FrequencyBandwidth Hz

The presentation in IEC CDD could

bve the structure frequency channgel
ChannelNumber>, <UpperCutOffFrequency, LowerCutOffFrequency>, <CentreFrequency,
requencyBandwidth>, wherg only one of the three options can be used and the remaining
yo options shall have thevalue 0, or

T AT

—
=

b expressed with relations of parameters, or

b
e upe polymorphism_te.describe the selection of the different optional description forms in
Thble 3.

5.23| Frequency-hopping sequence

The fescription of the frequency hopping sequence shall include the sequence of freqyency
chanpelssused for transmission (hopping sequence) and dwell time. The procedure cgn be
descfibed~in accordance with the relevant wireless standard, for example by means|of a

parameter table or a mathematical rule.The description can include adaptation mechadisms

such as a list of frequency channels not to be used, named blocked frequency list.

The parameter can be expressed in different ways depending on the used wireless technology.

a) The frequency channels shall be according to 5.22 and the dwell time shall be according to
5.17. These two parameters could

e be expressed in a value list of the two parameters: frequency channel and dwell time, or
e be expressed with relations of parameters, or

e use polymorphism to describe the selection of the two different optional description
forms.

b) Formula, that includes frequency channels and dwell time.
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5.24 Future expansion plan
Future expansion plans should be taken into account. Installation of new wireless solutions and
changes to the physical environment (e.g., buildings) can affect conditions for wireless

communications. For example, reserving resources could avoid changes in the installed base
when adding more wireless devices. The parameter shall be a multiple octet string with text.

The content of this parameter shall be text expressed with a multiple octet string.

5.25 Geographical dimension of the plant

For the purpose of the wireless communication coexistence, the geographical dimension of the
plant| shall be specified by the length, width and height of the space in which the wirgless
systgms can be installed. The area of operation, for example the factory hall for @-afachine,
shou|d be considered.

Within this space, several wireless systems with different spatial coveragel(see 5.55)| may
operate. The geographical dimension of the plant determines the passive.influences on radio
propagation, for example by reflections.

The ¢ontent of this parameter shall be length, width and height; thetunit shall be the metef (m).

5.26 | Infrastructure device

Infrastructure devices are devices such as routers or ase stations without interface tp the
autorhation application, for example via wired industrial networks. Infrastructure devices are
necepsary to build up the wireless system according to the wireless technology or stanfard.
They| can improve the robustness of a network; however they can also interfere with pther
wirelgss systems. Thus, infrastructure devicescare not part of the automation application hut of
the wireless system.

Router or base stations that have an interface to wired industrial networks or which implement
automnation application functions areynot counted among infrastructure devices. They arq part
of the wireless automation application and with that counted among wireless automfation
devides.

The ¢ontent of this parameter shall be text expressed with a multiple octet string.

5.27 | Initiation of data transmission

This [parametef ) specifies how the application initiates the data transfer for a logical] link:
periodically, (aperiodically or stochastically. A periodic transfer might result in a hjgher
communigeation load than an aperiodic transfer because the same values might be frequently
transmitied. The initiation of data transmission influences the communication load and can
contrlibute to a temporal separation of the wireless systems.

The parameter shall be a multiple octet string with text.

5.28 Interference type

This parameter describes spectrum users that emit energy due to emissions, radiation,
induction, or combinations thereof, resulting in degradation, misinterpretation, or loss of
information at the receiver of a wireless device that would not occur in the absence of such
energy. According to Figure 2, these frequency users are electromagnetic interfering (EMI)
sources, industrial, scientific, medical (ISM) applications or non-industrial wireless applications.
The type of interference and its medium utilization factor shall be known.

The content of this parameter shall be text expressed with a multiple octet string.
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5.29 Intervisibility

This parameter describes the logical link between two implemented logical automation devices.
The intervisibility considers Line of Sight (LOS), Non Line of Sight (NLOS) and Obstructed Line
of Sight (OLOS) between those devices. The intervisibility influences the radio signal
propagation. The specification of this parameter is important to specify the conditions for radio
channel measurements and modelling.

The required value considers the logical topology of the automation application. The promised
value can require specific measures of the wireless communication system. This can be
differences in the positions of communication devices compared to the required positions of the

autongratiomrdevicestimked—by cabtesdifferentamtenmapositions;specificantenma—typgs, or

wirelgss devices with wireless communication functions (for example access points).

The fontent of this parameter shall be text expressed with an indexed list: LOS, NLOE, or
OLOS§.

5.30| ISM application

This parameter describes frequency users emitting radio waves witholt transmitting data|such
as welding machines, microwave oven operating in the same area. The type of the pther
frequency user and its medium utilization factor shall be known!

The ¢ontent of this parameter shall be text expressed with@ 'multiple octet string.

5.31| Length of user data per transfer interval

The @qutomation application data length is the number of octets that is carried in the paylopd of
a wineless packet. Normally user data are transferred via the reference interface. Howgver,
therg are cases where an event at the reference interface initiates the transmission of a certain
number of user data. The user data lengthidetermines the medium utilization. However, there
can be a complex or non-linear relation between user data length and medium utilization.
Depgnding on the granularity of coexistence management, the parameter can refer to a Idgical
link gr, more generally, to an application.

The @init of this parameter shall' be the bit (bit).

5.32| Limitation from~neighbours of the plant

Neighbours of thewplant might cause limitations for wireless communication. Examples arg high
powdr radio source(s) and sensitive equipment.

of potential constraints placed upon the wireless systems by the neighbours.

Docu].menting the possible interfering elements from neighbours will make the designer aware

The content of this parameter shall be text, expressed with a multiple octet string.

5.33 Maximum number of retransmissions

This parameter describes how many times user data are retransmitted automatically by the
communication stack because of transmission errors. It is possible that retransmissions are
initiated by different protocol layers. Therefore, the maximum number of retransmissions shall
be specified for each relevant layer. If possible, details of the mechanism, for example waiting
times, should be explained. This parameter can have a significant influence on medium
utilization.

Depending on the use case, the maximum number of retransmissions of the device (wireless
device type) or the configured maximum number of retransmissions (wireless communication
solution) shall be specified.
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The content of this parameter shall be expressed with an unsigned number.

5.34

Mechanism for adaptivity

2025

One or more mechanisms for adaptivity can be used to modify one or more of a system's
operational parameters in order to improve a system's robustness against interferences and to
minimize medium utilization factor. Adaptive communication mechanisms can use automatically
feedback information obtained from a system itself or from the signals carried by a system to
modify dynamically a system's operational parameters. It is also possible to plan the operational
parameters in advance and configure the systems appropriately.

MecH

d
d
b
d
u

Depd
they
unrel
The

5.35

adapt, these measures can help improving coexistencesor can lead to unstable
iable system behaviour.

ontent of this parameter shall be text expressed with ‘@ multiple octet string.

Medium access control mechanism

anisms for adaptivity are as follows:

ptect and avoid (DAA): if the channel is occupied, change the channel (for exatmple AFH);
btect and suppress (DAS): if the channel is occupied, don't transmit (for @xample listen
efore talk);

btect and reduce (DAR): if the channel is occupied, reduce the output power and/or channel
sage.

nding on how many systems are using mechanisms for adaptivity and which parameter

and

The medium access control ensures, for example, that a communication request is served as

long

request to well defined time slots (see “TDMA for example in IEEE Std.802.15.4

Com
these

Howgver, it also influences the immunity and the medium utilization characteristic of a sy

and s

as the medium is free (see CSMA for example in IEEE Std.802.3 [22]) or it allocate

binations of these two as well as other access mechanisms are possible. The purpo
mechanisms is primarily to centrol the medium access within one wireless sys

hall be considered, thereforg, in the coexistence management process.

s the

[4]).
se of
stem.
stem

ower

(1)

The ¢ontent of this parameter’shall be text expressed with a multiple octet string.

5.36| Medium utilization factor

The Medium Utilization (MU) factor is a measure to quantify the amount of resources (P

and Time) used{by non-adaptive equipment. The MU factor is defined by Formula (1).
MU = (B / 100 mW) x DC

where

MU is medium utilization factor in %;

Pyt is the transmitter output power in mW;

DC is the duty cycle expressed in %.

The equipment may have a dynamic behaviour with regard to duty cycle and corresponding
power level.
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For devices using frequency hopping spread spectrum that blocks one or more hopping
frequencies, these blocked frequencies are considered as active transmitting for the calculation
of the MU factor.

The parameter value shall be given in %.

5.37

Message

Based on the OSI layer model, a packet denotes the data unit that is used in the network layer.
User data of the application should therefore not be called a packet. In addition to the term user
data, the term message is therefore used, for example, for the parameter message loss ratio.
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5.40

The fopology desgcribes the structure and composition of a wireless communication netwg

a wir

NOTE|
IEC 6

pbe transmitted in one packet, multiple messages can be combined into one pack
ages can be split into multiple packets.

ontent of this parameter shall be expressed by an array type with two elJements of in
ure type; the first element is the number of octets of the message and/the’second ele
number of packets in that the message is divided. The number of pacKets shall be 5
e message transport doesn't use packets. The number of packets‘shall be set to -1,
bt length is variable.

Modulation

hal gets its information content by changing amplitude;frequency or phase of a wave,
ne by modulating the wave. Both analog and <digital modulations are used. D
lations can be combined with spreading schemes/in order to improve the robustne
hysical signal.

ontent of this parameter shall be text expressed with a multiple octet string.

Natural environmental condition

ropagation conditions.
ontent of this parameter’shall be text expressed with a multiple octet string.

Network topology

bless communication application.

See~ [EC 62657-1 for use cases of different topologies. Definitions of these topologies are gi
918, 145].

nding on the wireless technology and the length of the application's user data, messages

t, or

eger
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et to
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al environmental conditions such as temperature, humidity or air pressure can influence

rk in
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Appli

cable topologies are:

e point-to-point;

e linear;
e ring;

e star;

o tree;

e mesh;

e cellular.

Combinations of these topologies are possible. This information can be used to assess the

inten

ded coverage of a wireless solution.
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The content of this parameter shall be an indexed list with the topologies: point-to-point, linear,

ring,

5.41

star, tree, mesh, cellular, other.

Number of consecutive lost messages

This parameter specifies how many messages of a logical link delivered for transmission were
not received correctly between the correct reception of two messages. This means that between
two messages received successfully, one or a sequence of messages had their reception
completely or partially failed.

The content of this parameter shall be expressed with an unsigned number.

5.42
Mobi

radio
inter

Object movement

e objects such as forklifts or loads on moving cranes can significantly influence the

signal power. This has consequences for the reception of the wanted signal a
erence.

prop]:gation conditions. Mobile objects cause temporal and frequency-selective)fluctuatio

The movement shall be specified as a trajectory for a worst-case sCenario with respect t

sign3

| propagation. The specification of a trajectory is a list of pairs‘of target position and s

to the target position.

The dinit for position is m for each dimension, the unit for speed is m/s.

5.43

The
betw

the

Operating time between failures

bperating time between failures of a logicaklink is the sum of the operating time p
ben two successive failures. The logical link is considered as a repairable item in the

thatrI message can be repeated within the survival time. A measure to assess a logical |

ean operating time between failures.

The dinit shall be the second (s).

5.44

The
appli

Message loss ratio

Cation to the reference interface within the producer, are transmitted from the refer

interflace to the application within the consumer.

radio
ns in
nd/or

o the
peed

riods
ense
nk is

message loss ration(MLR) reveals how many of the messages, transferred from the

ence

The MLR is determined as follows:
MLR:M
AL
B
where
N; is the number of transmitted messages;

N,

|

s the number of regularly received messages.
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Assuming that an application expects a message by a time ¢, at the latest, all messages with
a transmission time greater than ¢p, shall be counted as lost and assigned to the number of not
received messages (N; — N,). For the evaluation of coexistence, it shall be proved how many
consecutive message losses are tolerated before a wireless communication application fails.
Depending on the granularity of coexistence management, the parameter can refer to a logical
link or, more generally, to an application. The accumulated downtime of wireless communication
application per observation interval defines the communication availability which is the focal
quality criterion of wireless communication.

The parameter value shall be given in %.

5.45

The
char
prop
posit
be c
Ther
the i
comr
devid

of theé movement is important.
The position of a wireless device is specified in a three=dimensional space.

The @init of each dimension of this parameter shall.be the meter (m).

5.46

The

frequency. Colloquially, the area below‘the PSD curve is often called the spectrum of the si

The
provi

Position of wireless devices

on relative to other wireless devices. That means, the position of wireless devices
pfore, it could be advantages to separate the implementation of automation functions
hplementation of the wireless communication functions and cennect the devices via

hunication. Another option is to separate the antenna only,~e.g. when the autom
e is mounted in an electrical cabinet. For moving or mobilé - wireless devices, the traje

Power spectral density
power spectral density (PSD) deséribes how the power of a signal is distributed

measurement unit of the power’spectral density is in watts per hertz. The PSD sha
ded for example as shown in-Figure 14 for an IEEE Std.802.15.4 [4] system.

-

A

position of wireless devices (or their antennas) influences the frequency channel
cteristic. Nearby obstacles, moving equipment or narrow corridors |,Can wgrsen
gation conditions. This is valid for the absolute position of one wireless’ device or the

shall

hosen in order to achieve optimal propagation conditions for, Wireless transmigsion.
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Figure 14 — Power spectral density of an IEEE Std.802.15.4 system
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The PSD as shown in Figure 14 provides a comprehensive picture of the signal power in the
frequency spectrum for the coexistence management.

The unit of this parameter shall be the decibel-milliwatt per hertz (dBm/Hz) over the intended
frequency range.

5.47 Purpose of the automation application

The description of the automation application supported by the wireless system shall be
summarized to the extent needed to provide a useful overview of the requirements imposed on
the wireless system.

The ¢ontent of this parameter shall be text expressed with a multiple octet string.

5.48 | Receiver blocking

The rfleceiver blocking is an indicator of the correct receiver operation in the presence of oyt-of-
chanpel signals.

Recdiver blocking response (or performance level) is defined as the.maximum interfering signal
levellexpressed in dBm reducing the specified receiver sensitiyity by a certain number ¢f dB
(usually 3 dB). Consequently, the receiver blocking response is/normally evaluated at a wanted
signdl level, which is 3 dB above the receiver sensitivity and at frequencies differing from that
of thg¢ wanted signal (see additional information in the ZVEldocument [23]).

Receliver blocking considers effects like spurious ‘tesponse, intermodulation sensitivity] and
adjadent channel selectivity.

The dinit of this parameter shall be the decibel-milliwatt (dBm).

5.49| Receiver maximum input level

Recdived signals with levels aboveithe receiver maximum input level can disturb or disrupt the
data |reception. The receiver maximum input level shall be used to estimate or asses§ the
minirhum recommended distance to other wireless devices. For this purpose, the transmit power
valugs of wireless devices and of interferers, as well as the propagation conditions shall be
taken into account.

The dinit of this parameter shall be the decibel-milliwatt (dBm).

5.50| Receiver-sensitivity

Recdiver{sensitivity determines how well a receiver can accept wanted signals in the abs
of inrference (see aIso ETSI TR 100 027 [20]) It defmes the minimum recelved S|gnal power
that tf '
implementation. Together W|th transmlt power values of the system and of mterferers and
considering the propagation conditions, the power margin of the system can be estimated and
assessed.

The unit of this parameter shall be the decibel-milliwatt (dBm).

5.51 Regional radio regulations

Regional radio regulations specify important coexistence parameters such as frequency band
and output power. These specifications are taken into account within the coexistence
management process.

NOTE This list of coexistence parameters can be shortened by listing the regional radio regulation standards with
which the system/device is compliant, for example ETSI EN 300 328 [24].
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The content of this parameter shall be text expressed with a multiple octet string.

5.52 Relative movement

The trajectory of a wireless device's movement changes the distance to other wireless devices
and interferers. This can increase or decrease the wanted signal value or the interference. The
movement itself and the relative speed between the communicating wireless devices can
worsen the propagation conditions and thus increase the interference.

The movement of a wireless device shall be specified as a trajectory. The specification of a
trajectory is a list of pairs of target position and speed to the target position.

The Wdinit for position is m for each dimension, the unit for speed is m/s.

5.53| Response time

The fesponse time is primarily important in confirmed services, for examplé in application-
oriented transmission of process data or parameter data, and also real<time communicafions,
also |EC 62657-1:2017, 5.3.1.

The esponse time is the time interval between the instant delivery-of the first user data hit, or
byte,|of a message to the reference interface of a transmitter,and the instant when the last bit,
or byte, of the confirmation message is delivered at the. reference interface of the same
transmitter, which can be assigned to the request.

This |means that the response time is composed of/at least one transmission time betveen
transjmitter and receiver and one transmission time between receiver and transmitter| The
procgssing time within the receiver shall be added.

The ¢gommunication between transmitter and receiver can be affected directly via infrastrulcture
devide (for example base station) or viadfurther network nodes (for example sensor netwofrks).

Interferences influence response time values. Coexistence exists as long as a limit value given
by the automation application ds met. Otherwise, the corresponding transmission shdll be
assefsed as a message loss:

The fesponse time is_awrandom variable. This is important because response times dejpend
more{ highly on externaltransmission conditions compared to wire-bound communication. $ince
the response time ‘is’ essentially determined by the time values of two transmissions) the
distripution of thesrandom values corresponds to Figure 17.

The dinit ofithis parameter shall be the second (s).

5.54 | Security level

Requirements for cyber security could affect coexistence management. Some sensitive wireless
solutions might need to be physically separated from some other kind of wireless systems, or
might need to have clearance from the boundary of the site. The definition and the usage of
security levels shall be according to the IEC 62443 series.

A system can require technical and organizational measures in order to ensure a certain
security level. Technical measures can increase the processing time, introduce additional
transmissions, and increase the packet length. Thus, the transmission time and the medium
utilization time could be increased. The communication system could become more prone to
interferences if the coexistence management does not take into account these measures.

The content of this parameter shall be expressed with an unsigned number.
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5.55 Spatial coverage of the wireless communication system

The spatial coverage of the wireless communication system depends on the application
communication requirements. However, it is also decisive for the feasibility of spatial separation
of wireless applications. In positioning the several wireless devices, the antenna mounting
height shall be regarded. The spatial coverage is specified by length, width and height of a
cuboid that encloses the wireless communication system.

The content of this parameter shall be the length, width and height; the unit shall be
the meter (m).

5.56 | Spatial extent of the application

The gpatial extent of an application is determined by the automation devices that Hélong to a
distriputed automation system. Automation devices define with its positions a cuboid that|is to
be cqvered by a wireless communication solution. For mobile automation devices,/the maximum
movgment radius is to be considered.

The [content of this parameter shall be the length, width and height; the unit shalll be
the meter (m).

5.57| Spurious response

Spurjous response is a receiver parameter that indicates~the robustness against unwanted
signgls, which means having frequencies other than{he tuned frequency channel. It[is a
respgnse in the receiver intermediate frequency (IF) stage produced by an undesired emigsion
in which the fundamental frequency (or harmonics “‘above the fundamental frequency) df the
undepired emission mixes with the fundamental .orharmonic of the receiver local oscillatoy.

The dinit of this parameter shall be the decibel*(dB).

5.58| Survival time

The $urvival time provides a time that an application that consumes communication seryices
can gontinue without receiving @nanticipated message.

The init of this parameter shall be the second (s).

5.59| Total radiated power

The fotal radiatéd power (TRP) is the power supplied to an antenna reduced by antenna logses.
TRP |is often(specified in more recent standards. It can be measured with a three-dimensgional
turn {able.which allows integrating the spatial power density over 360°.

The wnit of this parameter shall be the watt (\l\/)

5.60 Transfer interval

The transfer interval has an effect on the communication load and can contribute to temporal
separation. For aperiodic transfer, the minimum value is of interest as the worst case. For
stochastic transfers, the parameters of the distribution function are relevant. Depending on the
granularity of coexistence management, the parameter can refer to a logical link or, more
generally, to an application.
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In Figure 15, the relations between machine cycle or plant cycle, transfer interval and
communication cycle are depicted. Usually, the industrial automation applications follow cycles
of the production process. During such a machine cycle or plant cycle, a number of events occur
which shall be transmitted via a wireless communication medium. In the case of a periodic
transmission, the communication cycle shall be faster than the transfer interval. If an aperiodic
data transmission is involved, the transfer interval is the least possible time between two
transfer requests.

The unit of this parameter shall be the second (s).
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Figure 15 — Communication cycle, application event interval and machine cycle

5.61 Transmission gap

The transmission gap is the time between two successive channel usages by a transmitter. If a
request requires an immediate response, the idle time is not considered. In Figure 16, the
transmission gap is depicted with .
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Figure 16 — Transmission gap

For frequency hopping systems, the transmission gap is related to one of the used channels
and not betweentransmissions of different channels. The minimum transmission gap gives an
imprgssion of\the minimum available time for other wireless devices to transmit. [Real
applifations:can leave larger gaps. Therefore, additionally the duty cycle should be considered.

The @nif+vof this parameter shall be the second (s).

5.62 Transmission time

The transmission time is an adequate instrument to evaluate the coexistence in terms of
automation application with event-driven transfer. An example is the transmission of a state
change in a proximity sensor and real-time applications, see IEC 62657-1:2017, 5.3.1.2.3.1.

The transmission time is the interval from starting the delivery of the first user data byte of a
message to the reference interface of a producer until the delivery of the last user data byte of
the same message from the reference interface of a consumer.

The interferences described in 4.4 entail longer transmission time. Coexistence exists as long
as the transmitted messages keep a limit value given by the automation application. Otherwise,
the corresponding transmission shall be assessed as a message loss (see also 5.44).
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The transmission time is a random variable. This is important because transmission times
depend more highly on external transmission conditions compared to wire-bound
communication.

Figure 17 exemplifies density functions of the transmission times of wireless solutions resulting
from measurements with large samples. The density functions represent the number of
messages needing a certain transmission time.

Usually, the number of messages with a greater transmission time, for example t11,, increases
from N, to N', if other wireless solutions interfere. On the other hand, the number of messages

with p-smeatter-transmission-timefor-exampte—trrr—decreasestfremA—te N ifotherwirgless
solutlons interfere. The causes might be, for example, waiting times for a free medium or
retrapsmissions due to message losses.

b
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Number of packets

N, <N’2 <N’1 <N,

<
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rTT1 rTT2 Transmission tithe
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Figure 17 — Example of the density functions of transmission time

Figune #8.shows an example of the distribution functions of the transmission time. The two
curvgs show the number of received messages that arrive within a certain transfer time.



https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

Probability

In a
asce

other
For this relative evaluation, distribution parameters are adequate instruments, for exampl

- 68 — IEC 62657-2:2025 © |IEC 2025

A Without interferer
/

95 % L
/ With interferer

P95)

tTD1 ( tTD2 (

Figure 18 — Example of the distribution functions of transmission time

metrological ascertainment of transmission time values, the statistical parameter c3
tained from the sample. Changes in statistical parameters, depending on the presen

percentile. The percentile P95 is a common value (see Figure 18). In 95 % of all transmis

this

alue is not exceeded. Experience shows that the P95-value is a sensible compr

betwgen the required sample sizeCand significant information. Other statistical distri

para
perc

A mgximum value of transmission time would be necessary in order to get an absolute 1
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analytically by taking the maximum value for all time segments. This maximum value is not
suitable to evaluate coexistence because, in this case, for the time segments influenced by
other wireless applications, the maximum value shall be taken as well. Depending on the
granularity of coexistence management, the parameter can refer to a logical link or, more
generally, to an application.

Med

The

ium access delay should also be considered in the transmission time.

unit of this parameter shall be the second (s).
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5.63 Transmitter output power

The parameter transmitter output power is an indicator for transmission range. It can be
constant or configurable. The transmitter output power reduced by losses between the
transmitter output and the antenna is the total radiated power.

The unit of this parameter shall be the watt (W).

5.64 Transmitter sequence

The transmitter sequence trg is the time that a transmitter uses a frequency channel without

the possibility to be interrupted by a wireless device of the same wireless system. If a request
requires an immediate response, and during the idle time the medium cannot be used|by a
devide of the same wireless system, the entire time shall be considered (see max7Tqg, in
Figune 19). This is a reasonable simplification, even though devices of other systems could|start
a trapsmission. For coexistence management, the maximum value of the transmitter sequence
of a |wireless communication system is of interest. In the example shows in Figure 19, the
relevant transmitter sequence of system 1 is max7g4 and the relevant transmitter sequence of

systgm 2 is maxTrg,.



https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

- 70 - IEC 62657-2:2025 © |IEC 2025

Radio Radio Radio Radio Radio Radio Radio
channel 1 channel 2 channel 3 channel 4 channel 5 channel 6 | | channel 7
Transmitter
sequence 7.7
A,
| |
Transmission | :— :
gap v | |
ESY %
EEES
p=]
S558
=wn
I A4
|
e— ~—, I
1o b
| [0}
/ E
°
| Z
| |
P §
P =
P =
| ©
=
L '
T O
22 ] -
pl D =53 5
b\ EE e
\(\@ §23%
oo
$’\. =EgE
‘\@ A 4
Frequency

IEC

Key
Light grey transmission of wireless system 1

Dark grey transmission of wireless system 2

Figure 19 — Transmitter sequence

For ftegliency hopping ) len halnnel.
Depending on the use case, the maximum transmitter sequence of the device (wireless device
type) or the maximum transmitter sequence of wireless communication solution (wireless
communication solution) shall be specified. The maximum transmitter sequence gives an
impression of the maximum occupied time. Real applications can use a small portion only.
Therefore, additionally the duty cycle should be considered.

The unit of this parameter shall be the second (s).
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5.65 Transmitter spectral mask

The power spectral density envelope can be characterized by a number of specific points
creating the transmitter spectral mask as shown in Figure 20 for an IEEE Std.802.15.4 [4]
system. This is a reasonable simplification for the coexistence management. Specific
transmitter spectral masks are defined by a standard document. This document considers not
only the power in the intended channel but also in the adjacent and alternate channels. The
power spectral density shall be less than the limits specified through the transmitter spectral
mask. The spectral profile of the transmitter radiated power can be used to emphasize the
quality of equipment with respect to coexistence if the transmitter spectral mask is markedly
smaller than required by the related standard.

Ther¢ is no unit for this parameter. The parameter shall represent a figure.

A

] )

Max — 3 dB /
Max = 20 dB |-+

Max — 40 dB \/\/

Spectral power density

-

f|_4o fLZO fc szo fH40
Frequency
IEC

Figure 20 — Transmitter spectral mask of an IEEE Std.802.15.4 system

5.66| Update time

The update time can be-used for evaluation in case of automation application with cyclic trapsfer
and real-time applications, see IEC 62657-1:2017, 5.3.1.2.3.2. The cyclic transfer of a position
detegtion system might serve as an example.

The xpdate time is the interval from the delivery of the last user data byte of the message of a
prodlicers~from the reference interface of a consumer to the automation application, untjl the
delivery ofthe last user data byte of the following message of the same producer.

The interferences described in 4.4 result in distributions of the transmission time. Coexistence
exists as long as the transmitted messages keep a limit value for the distribution of the update
time given by the automation application.

The update time is a random variable. Figure 21 shows an example of distribution functions of
the update time. For a relative assessment, which means whether a wireless application
interferes more or less, the standard deviation can be consulted as a distribution parameter.


https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

A mgximum span of the update time, also called jitter, would be necessary in order to g

abso

appli
abso

be cglculated if the functional equations ofthe curves in Figure 21 are known. The reliabi
the galculation depends on the samplé’ size of the measurement on which the func

equa

can refer to a logical link or, more generally, to an application.

The WUinit of this parameter shaljl be the second (s).

5.67

The
The
the p

Wire
of th

-72 - IEC 62657-2:2025 © |IEC

Without interferer

Number of packets

2025

With interferer

-
|

Update time
IEC

Figure 21 — Example of distribution functions of the update time
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This parameter shall be expressed as a number represented as an unsigned integer value and

the u

5.68

nit shall be the number of devices per m2.

Wireless device type information

For each device, the typical device type information, such as model type, manufacturer,
hardware version, shall be provided.

The content of this parameter shall be text expressed with a multiple octet string.
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5.69

Wireless communication solution density

This parameter describes wireless communication solutions operating in the same area. All
wireless solutions shall be considered, independently of technology or used frequency band.
The medium utilization factor of these wireless solutions shall be described.

Wireless communication solution density is the number of wireless communication solutions
within the geographical dimension of the plant (see 5.25).

This parameter shall be expressed as a number represented as an unsigned integer value and

the u

nit shall be the number of devices per m3.
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Table 4 — Hierarchy of the characteristic parameters
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Hierarchy

Explanation or references

Industrial communication network

Part of the automation

application; super class of the

class wireless industrial
automation and wired industr
automation

ial

Wireless industrial automation

Contains one or more physical

system interface

Distributed automation system

Elements, relations, and

nterfaces-that-exchanae-dat

through physical links where
dependable communication
availability of the data atthe
logical target endpgints of th
reference interface determing
the correct operation of the
application

the

2

General plant characteristic

See 6.27and Table 22

Application communication requirements

See(6:3and Table 23

Requirements influencing the characteristic of wireless
solutions

See”6.3.2 and Table 23

Performance requirements

See 6.3.3 and Table 23

Radio environment

Has one or more physical lay
interfaces and the relevant
elements are passive
environmental influences and

active environmental influendes
Passive environmental influences See 6.2.3
Active environmental influences See 6.2.4

Interference type

See 5.28 and Table 30

Wireless communication system

See 6.4 and 6.5

Wireless system type and wireless device type

See 6.4

Wireless system type

See 6.4.2 and Table 24

Wireless device type

See 6.4.3 and Table 25

Wireless device transmitter parameters

See 6.4.3.2 and Table 25

Wirelgss-device receiver parameters

See 6.4.3.3 and Table 25

Wireless.solution

See 6.5

Wireless system solution

See 6.5.2 and Table 26

Wireless device solution

See 6.5.3 and Table 27

Wireless device solution general parameters

See 6.5.2 and Table 27

vwireless device solution transmitter parameters

o€e 0.50.5 and lable Z7

Wireless device solution receiver parameters

See 6.5.3 and Table 27

Wired industrial automation

Out of the scope of this
document but shown as a
possibility

The structures provided in Clause 6 are used in the templates given in Clause 8. Parameters
to describe the relevant information shall be provided and the parameter can be a value range

or a list of values.

The templates given in Clause 8 shall be used to describe a specific object of the items relevant
for the coexistence management by assigning values or value ranges to the parameters. Thus,
the information can be deployed within the wireless coexistence management process.
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Figure 22 — Principle for use of coexistence parameters
Four(sets of parameters are specified for the wireless coexistence management'process. [They

are u
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6.2
6.2.1
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sed to describe

ee 6.2),
e application communication requirements of each automation application (see 6.3),
e characteristics of each wireless system and device-type/(see 6.4),

e characteristics of each wireless solution (see 6.5).
General plant characteristic
General

lause 6.2 specifies the set of parameters that characterizes the plant in general
ct to all wireless communication applications. For the description of a plant characte
mplates given in Clause 8 shalldbe used. The definitions and specifications of
stence management parameters® are according to the descriptions in Clause 5.

e general characteristics of plants common to all wireless .cGmmunication systems

with
istic,

the
The

iption of the plant characteristic shall be used in the coexistence management progess,

whicl is defined in 6.8. Figure 23'shows the relation between the definition and specification in
this Jocument and the use of-them in a coexistence management system specification.
V-
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Figure 23 — Parameters to describe the general plant characteristic
6.2.2 General plant characteristic

The parameters in Table 5 shall be used to describe the propagation conditions and the
interference potential within a plant to describe the general plant characteristic.
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Table 5 — List of parameters used to describe the general plant characteristic

Parameter name Reference Content
Regional radio regulations 5.51 List of relevant regional radio regulations
Future expansion plan 5.24 Informal specification of the potential possible future expansions of

the plant

6.2.3 Passive environmental influences

erence potential within a plant for the passive environmental influences.

the

Table 6 — List of parameters used to describe the passive environmental influences

Parameter name Reference Content
Area pf operation 5.11 Informal specification of the area of operation/with respect to |ts
influences on the passive environmental effects
Objeg¢t movement 5.42 Specifies the mobility of assets (e.g:obstacles)
Geogfaphical dimension of the [5.25 Specification of the geographical dimension of the plant using
plant length, width and height
Natunal environmental condition |5.39 Informal specification of expected natural environmental condj|tions

with respect to its influences on the passive environmental effects

Inter\isibility 5.29 Informal specification‘of the radio propagation conditions with
respect to its influenCes onto the passive environmental effecis or
formal specification of the transition factor

Freqyency band 5.20 The frequengy band used by the planned wireless system has|a

significant,nfluence on radio propagation

6.2.4 Active environmental influences

Examples of devices that can cause active environmental influence are welding machines,

electrical drives or frequency cgnverters.

Othef sources of active environmental influences are wireless communication devices thajt use

the same frequency range or the same or nearby frequency channels.

The jparameters_in.-Table 7 shall be used to describe the propagation conditions and the

interflerence patential within a plant for the active environmental influences.

Thable7'- List of parameters used to describe the active environmental influences

s $
raramererhame

£
nererence

Fal $ $
SORtTentT

Wireless communication solution | 5.69 List of wireless solutions (including all relevant parameters

density according to 6.5.2) in the plant (active environmental influences)

Interference type 5.28 List of frequency users including detailed description with respect
to its influences on the active environmental effects

Limitation from neighbours of 5.32 Informal specification of limitations from neighbours of the plant

the plant with respect to their influences on the active environmental effects

Frequency band 5.20 To take interference into account, the frequency band used by the

planned wireless system shall be known

Most of the parameter values can be provided by the plant owner. However, for some
parameters, expertise of wireless experts is required. If such expertise is not available within
the organization of the plant, it is strongly recommended to consult external expertise.



https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

IEC 62657-2:2025 © |IEC 2025 -77 -

Textual descriptions can be used for these parameters if it is not feasible to provide quantitative
values. In these cases, the textual description should be as specific as possible. Graphics and
pictures can support such descriptions.

Additional information could be needed.

For example, a wireless system can be tagged by an identifier referring to such additional
information.

Table 8 provides the list of parameters used to describe an interference type.

Table 8 — List of parameters used to describe the interference type

P3arameter name Reference Content

Interference type 5.28 List of frequency users including detailed description withrespect to its
influences on the active environmental effects

Fregyency band 5.20 To take interference into account, the frequency band used by the plapned
wireless system shall be known

Freqyency channel 5.22 Declaration of frequency channel values that)are used or that can be
selected, specified by centre frequency and)frequency bandwidth (seel5.10
and 5.21), cut-off frequencies (see 5.13),o0r numbers of frequency
channels (see 5.22).

Total|radiated power 5.59 Possible total radiated power values

Powdr spectral density |5.46 Description of power spectrakdensity

Trangfer interval 5.60 Declaration of minimum<ransfer interval value
Trangmission gap 5.61 Declaration of minimum transmission gap value
Trangmitter sequence 5.64 Declaration of maximum transmitter sequence value
Duty pycle 5.16 Declaration of maximum duty cycle value

Dwell time 5.17 Declaration of maximum dwell time value

pﬂe?i m utilization 5.36 Declaration of the MU factor

acto

6.3 | Application communication requirements
6.3.1 Overview

Application communication requirements are mostly quantitative requirements specifying the
requifed conditions and the required characteristics of wireless solutions at the reference
interface. These requirements shall be met in order to achieve the purpose of the automjation
application;,

By defimitiom, toexistence s thestatemwhich—atappticationmsusimg—wiretesstommumication
fulfil their requirements. These requirements are usually related to business goals and take into
account, in addition, a number of conditions such as safety of persons, efficient use of resources
or hazard conditions.

In order to fulfil these goals, the wireless solution shall meet the application communication
requirements in terms of communication availability and real time capability, considering the
industrial conditions and the characteristics of wireless systems that influence those
requirements.

Figure 24 shows the relationship between the definition and specification of parameters in this
document and its use to describe the application communication requirements in a coexistence
management system specification.
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communication requirements
Application communication requirements can be divided into requirements thatdnfluence the

behayiour of a wireless device or system and performance requirements thatcshall be m
ireless solution in order to ensure the purpose of the automation application.

the W

6.3.2

The {
perfa

Requirements influencing the characteristic of wireless solutions

et of parameters in Table 9 are application communication requjréments that influenc
rmance of wireless solutions and thus the coexistence state. The values of these
paraineters shall be collected.

Table 9 - List of parameters used to describe the requirements
influencing the characteristic of wireless solutions

et by

e the

Parameter name

Reference

Content

Comr

hunication load

5.12

Specification of the required communication load at a referepce

interface using user data length and transfer interval

the spatial coverage of the wireless communication system

Initiafion of data transmission 5.27 Specification of the required initiation of data transmission gt a
reference interface

Length of user data per transfer 5.31 Specification of the required length of user data at a reference

interval interface

Maxifhum number of 5.33 Specifies how many times user data are acceptable to be

retrafsmissions retransmitted automatically by the communication stack bechuse
of transmission errors

Positjon of wireless devices 5.45 Specification of the required position of a wireless device uging
three dimensions according to the spatial coverage of the
wireless communication system

Distaphce between wireless 5.15 Specification of the length of a physical link

devicpes

Purpgse of the“automation 5.47 Description of the purpose of the automation application

appli¢ation

Relatjvesmovement 5.52 Specification of the trajectory of a device and its moving prdfile
or the length of a physical link, the relative acceleration and
speed

Security level 5.54 Specification of the required security level

Spatial coverage of the wireless 5.56 Specification of the required spatial coverage of the wireless

communication communication system using length, width and height

Transfer interval 5.60 Specification of the required transfer interval at a reference
interface

Wireless device density 5.67 Specification of the required wireless device density according to
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6.3.3

Performance requirements

Performance requirements describe the time and error behaviour necessary to achieve the
purpose of the automation application.

The set of parameters in Table 10 shall be used to describe the required performance including

the a

cceptable maximum number of retransmissions and MLR.

Table 10 — List of characteristic parameters

Parameter name Reference Content

Data

throughput 5.14 Specification of the required values for data throughput

Comr

hunication availability 5.6 Specification of the required values for communication
availability

Trang

mission time 5.62 Specification of the required values for transmission time

Upda

e time 5.66 Specification of the required values for update’time

Resp

bnse time 5.53 Specification of the required values for kesponse time

NOTE
mean

6.4

6.4.1
Subc
a wir
devid
Depdg
o W
o W

NOTE|
a wire

Addifional informatioh,could be useful. For example, the parameter in 5.68 can be listed.

Figune 25 shows-the relationship between the definition and specification in this documen

its usg

The parameters given in Table 10 are random variables. These parameters are specified in terms o
value, percentile, standard deviation or span (jitter).

Wireless system type and wireless device type
Overview

lause 6.4 specifies sets of parameters that characterize the model of a wireless systg
eless device by providing the parameters to'specify a wireless system type and a wir
e type.

nding on the life cycle, the content©an change for example from

hat is required from the point:of’'view of a planner;

hat is specified in a standard including options and recommendations?

These parameters are not those of a particular implementation of a wireless system or device; that is
ess solution.

e in a coexistence management system specification.
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Almost all parameters are specified in standards or specifications for wireless systems.
However, a particular wireless communication system or device might have better or worse
performance than specified. Furthermore, specifications sometimes allow value ranges for
parameters. The values and value ranges of the parameters in Table 11, Table 12 and Table 13
shall be provided together with the wireless product. References can be used for parameters
whose values or value ranges can be found in specifications or standards.

Subclause 6.4 differentiates between common wireless system parameters and specific device
parameters.

6.4.2 Wireless system type

The fype of a wireless system shall be characterized using the parameters given in Table|11.

Table 11 — List of parameters used to describe the wireless systemtype

Parameter name Reference Content

Wire|ess technology or standard 5.70 Reference to specifications or standards with which the
wireless system is compliant

Regipnal radio regulations 5.51 List of regional radio regulations with which the wirelesg
system is compliant

Network topology 5.40 Topologies of the wiréléss network

Wire|ess device density 5.67 Declaration of maximum possible number of active deviges
in the spatial coverage

Infraptructure device 5.26 Descriptiomyof possible or required infrastructure deviceps

Freqpency band 5.20 Description of possible frequency band

Lowgr cut-off frequency 5.13 Lowervfrequency limit of the frequency band

Upp¢r cut-off frequency 5.13 Upper frequency limit of the frequency band

Frequency hopping sequence 5.23 Description of possible or required frequency hopping
sequences

Moddilation 5.38 Description of possible or required modulations

Communication reliability 5.7 Description of possible or required bit rate value of a
physical link or a list from which can be selected

Tranpfer interval 5.60 Declaration of minimum transfer interval value

Tranpmission gap 5.61 Declaration of minimum transmission gap value

Tranpmitter sequence 5.64 Declaration of maximum transmitter sequence value

Dwell time 5.17 Declaration of maximum dwell time value

Medijum acces§ ¢ontrol mechanism | 5.35 Description of possible or required medium access contfol
mechanisms

Medijum‘utilization factor 5.36 Declaration of the MU factor dependent of 5.35

Mechanism-foradaptivity 5.34 Description-of-possible-orreguired-mechanisms-for
adaptivity

Security level 5.54 Description of functions for ensuring security levels

6.4.3 Wireless device type
6.4.3.1 General

A wireless device type can be characterized by the specification of transmitter and receiver
parameters. For a device implementing both transmitting and receiving functions, both sets of
parameters shall be specified.
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6.4.3.2 Wireless device transmitter parameters

The spectral energy radiated by a device can be measured with a spectrum analyzer. An
example of a measurement is shown in Figure 26. The blue line illustrates the power spectral
density of a transmitter. A simplified representation is the transmitter spectral mask, see 5.65,
which is overlaid in Figure 26 (see red colored line).

NOTE Depending on the specific technology or standard, different parameters are used to describe the frequency
spectrum and the power level.

-

A

Power spectral density

! IS

Frequency
IEC

»
!

Key
solid ljne (red) spectral mask

solid l[ne (blue) the power spectral density.

Figure 26— Example of power spectral density
and transmitter spectral mask

Whil¢ frequency andpower are originally determined by the wireless device or system, the
utilization of the spectrum in time also depends on the communication requests of the
appligation. In Figure 27, the principle of medium utilization in time and frequency is depicted.
It cap also be<ecorded using a spectrum analyzer. The yellow color in Figure 27 showp the
area [of the centre frequencies with the highest power level. Relevant parameters describe the
time |of a“{ransmission and the time between two consecutive transmissions. In certain
circumstances, it is of interest as to whether the time refers to one or several freqyency
chanpels.



https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

Time

- 82— IEC 62657-2:2025 © |IEC

EEEY O (YO

0 T AN 70 AT

2025

e, o

IR

Frequency
IEC

Figure 27 — Example of medium utilization in time and frequency

The yalues or value ranges of a wireless device type can be bétter than the values specifig
the wireless system type. Therefore, the transmitter parameters in Table 12 shall be us
characterize a wireless device type.

d for
bd to

Table 12 - List of parameters used to describe thé transmitter of a wireless device type
Parameter name Reference Content

Wirelpss device density 5.67 Declaration of maximum possible number of active devicgs in
the spatial coverage

Anterjna type 5.5 Description of antenna types that are used, or that can bg
selected

Anterjna gain 5.3 Declaration of antenna gain

Anterjna radiation pattern 5:4 Declaration of antenna radiation pattern

Equivalent radiated power 5:19 Declaration of maximum ERP value

Equivalent isotropic radiated power | 5.18 Declaration of maximum EIRP value

Rece|ver maximum input level 5.49 Declaration of radiated power value or a list from which cpn
be selected

Total|radiated power 5.59 Possible total radiated power value

Trangmitter output power 5.63 Description of transmitter output power in case the antenpa is
external or the ERP/EIRP needs to be adjusted by the
parameter transmitter output power

Trangmitter spectral mask 5.65 Description of transmitter spectral mask

Power spectral density 5.46 Description of power spectral density

Frequency channel 5.22 Declaration of frequency channel values that are used or that
can be selected, specified by centre frequency and frequency
bandwidth (see 5.10 and 5.21), cut-off frequencies (see 5.13),
or numbers of frequency channels (see 5.22)

Communication reliability 5.7 Declaration of communication reliability

Transfer interval 5.60 Declaration of minimum transfer interval value

Transmission gap 5.61 Declaration of minimum transmission gap value

Transmitter sequence 5.64 Declaration of maximum transmitter sequence value

Duty cycle 5.16 Declaration of maximum duty cycle value

Dwell time 5.17 Declaration of maximum dwell time value

Medium utilization factor 5.36 Declaration of the MU factor dependent of 5.35
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6.4.3.3 Wireless device receiver parameters

The receiver parameters in Table 13 shall be used to characterize a wireless device type.

Table 13 - List of parameters used to describe the receiver of a wireless device type

Parameter name Reference Content
Adjacent channel selectivity 5.2 Description of adjacent channel selectivity value
Receiver sensitivity 5.50 Description of receiver sensitivity value
Receiver maximum input level 5.49 Description of maximum receiver input level value
Recdiver blocking 5.48 Declaration of receiver blocking response value
Spurjous response 5.57 Declaration of receiver spurious response value
6.5 | Wireless solution
6.5.1 Overview
Subdause 6.5 describes the characterization of wireless solutions-which are implementdtions

of wi

devide types, here the parameter values refer to a certain instaltation within a plant.

reless systems and device types. In contrast to the descrjption of wireless systemg and

Figune 28 shows the relationship between the definition and specification of parameters in this

docu
wirel

ment and their use. Based on a type description,*of a certain wireless system and its
pss devices (see 6.4), with respect to the coexistence management information strugture,

and fhe description of wireless solution given in 6.5, the wireless communication solution and

its w

reless device solutions can be described.

Wireless
system type
and device type

Co|

Existence Coexglgnce Coexistence Description

managem

management of wireless
mafagement g - _ s parameter e— 1esS rocesd
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Figure 28 — Parameters to describe a wireless communication solution

IEC

Wireless system solution

The wireless system solution shall be characterized using the parameters in Table 14, in
addition to the parameters of the wireless system type and wireless device type according to

6.4.
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Table 14 - List of parameters used to describe a wireless solution

2025

Parameter name Reference Content
Wireless system type 6.4.2 Reference to a wireless system type described with
parameters according to 6.4.2
Network topology 5.40 Description of network topologies
Wireless device density 5.67 Declaration of maximum possible number of active
devices in the spatial coverage
Position of wireless devices 5.45 List of positions of wireless devices
Relative movement 5.52 List of descriptions of movement of wireless devices
Infradtructure device 5.26 List of positions of infrastructure devices
Freqyency channel 5.22 Declaration of frequency channel values that dare used or
that can be selected, specified by centre frequency apd
frequency bandwidth (see 5.10 and 5.21)( cut-off
frequencies (see 5.13), or numbers of ffequency charnels
(see 5.22)
Fregyency hopping 5.23 Configured frequency hopping sequences
Modulation 5.38 Configured modulations
Bit rafe of physical link 5.8 Configured bit rates of physical link
Trangfer interval 5.60 Declaration of minimum_transfer interval value
Trangmission gap 5.61 Declaration of minimum transmission gap value
Trangmitter sequence 5.64 Declaration of maximum transmitter sequence value
Dwell time 5.17 Declaration 0f maximum dwell time value
Mediyim access control mechanism 5.35 Description of configured medium access control
méchanisms
Mechfanism for adaptivity 5.34 Description of configured mechanisms for adaptivity
Medidyim utilization factor 5.36 Declaration of the MU factor dependent of 5.35
Secufity level 5.54 Description of configured functions for ensuring secufity
level
6.5.3] Wireless device solution
The wireless device selution shall be characterized using the parameters in Table 1§ and
Tablg 16, in addition_fo the parameters of the wireless device type according to 6.4.3.
Tdble 15 - List'of general parameters used to describe the wireless device solution
Parameter name Reference Content
Wirelpss system type 6.4.2 Reference to a wireless system type described with
parameters according to 6.4.2
Wireless device type 6.4.3 Reference to a wireless device type described with

parameters according to 6.4.3
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Table 16 — List of parameters used to describe the transmitter
of a wireless device solution

Parameter name Reference Content

Antenna type 5.5 Description of antenna types

Antenna gain 5.3 Declaration of antenna gain

Antenna radiation pattern 5.4 Declaration of antenna radiation pattern

Equivalent radiated power 5.19 Declaration of effective radiated power values

Equivalent isotropic radiated power |5.18 Declaration of EIRP value

Total[radrated power 5.59 Declaration of total radiated power values

Trangmitter output power 5.63 Description of transmitter output power in case the antenpa is
external or the ERP/EIRP needs to be adjusted by the
parameter transmitter output power

Powdr spectral density 5.46 Description of power spectral density

Freqyency channel 5.22 Declaration of frequency channel values)that are used or|that
can be selected, specified by centrefrequency and frequéncy
bandwidth (see 5.10 and 5.21), cut-off frequencies (see §.13),
or numbers of frequency channelsy(see 5.22)

Bit rafe of physical link 5.8 Declaration of minimum bit rate

Trandfer interval 5.60 Declaration of minimum/transfer interval value

Trangmission gap 5.61 Declaration of minimum*transmission gap value

Trangmitter sequence 5.64 Declaration of nfaximum transmitter sequence value

Duty pycle 5.16 Declaration/of'maximum duty cycle value

Dwell time 5.17 Declaration of maximum dwell time value

Mediym utilization factor 5.36 Declaration of the MU factor dependent of 5.35

The feceiver parameters of a device ate‘mostly specified by the wireless device type. Onl
receijver sensitivity can be configured, see Table 17.

y the

Table 17 — List of parameters‘used to describe the receiver of a wireless device sollition

Parameter name Reference Content
Adjadent channel selectivity 5.2 Description of adjacent channel selectivity value
Rece|ver sensitivity 5.50 Configured values of receiver sensitivity
Rece|ver maximum)input level 5.49 Description of maximum receiver input level value
Rece|ver blocking 5.48 Declaration of receiver blocking response value
Spuripus, flesponse 5.57 Declaration of receiver spurious response value

6.6 Application related characteristic parameters

Characteristic parameters allow a quantitative assessment of a wireless communication
solution, see Table 18. A set of required values are part of application communication
requirements. A set of promised values are part of the capability description of a wireless
communication solution. The characteristic parameters refer to the interfaces between the
logical wireless communication devices and the assumed logical automation device, called

reference interface.
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Table 18 — List of relevant characteristic parameters of wireless solutions

Parameter name Reference Content

Transmission time 5.62 Specification of the required values for transmission time

Update time 5.66 Specification of the required values for update time

Response time 5.53 Specification of the required values for response time

Data throughput 5.14 Specification of the required values for data throughput

Communication availability 5.6 Specification of the required values for communication
availability

Messpgetoss—ratio Sl Speeifies-the-acceptableMER

Comrunication reliability 5.7 Applied to the function of a wireless communication.systgm,
communication reliability is the ability of a logicaldinkvto
transmit messages under stated conditions for a_specifie
period of time. The communication reliability Can-be
determined using the operating time betweén\failures

Operating time between failures 5.43 The operating time between failures of(a logical link is the¢
sum of the operating time periods bgtweén two successivie
failures. The logical link is consideted as a repairable itefn in
the sense that a message can berepeated within the suryival
time. A measure to assess a/odical link is the mean operating
time between failures

Surviyal time 5.58 A time that an application,,Consuming a communication

service, can continue without an anticipated message

Releyant statistical values of the characteristic parameters are listed in Table 19. There is the
mentjon of minimum, mode, mean and percentilexP95 values. The minimum, mode, mean,
standard deviation, and percentile statistical valtues are the most relevant ways to expresfs the
characteristic parameters. For evaluation of /message transmission, all proposed values|from
each|parameter name are relevant.

Table 19 — List of relevant statistical values of characteristic parameters

Parameter name Reference Statistical values

Trangmission time 5:62 Minimum, mode, percentile P95

Updale time 5.66 Mean, standard deviation

Resppnse time 5.53 Minimum, mode, percentile P95

Data fhroughput 5.14 Capacity of a communications channel

Comrpunication avaitability 5.6 The ratio of the time interval of error free transmission
(uptime, #,) to an observation time ¢4

Messpge less,ratio 5.44 The ratio, expressed as a percentage, of the number of
messages not delivered divided by the total number of
messages during a time interval 7, where the number of
messages not detivered s the difference betweem the murnber
of messages arriving at the ingress flow point and the number
of messages delivered at the egress flow point in a point-to-
point connection

Survival time 5.58 A time that an application, consuming a communication

service, can continue without an anticipated message

6.7 Radio environment related performance parameters

Radio environment related performance parameters allow a quantitative assessment of passive
and active environmental influences on radio signal propagation. The values of these
parameters can be measured and/or calculated during the operation of wireless communication
solutions by their wireless devices or by special devices for determining the use of the radio

spectrum.
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In general, radio environment related performance parameters are not part of the application
communication requirements and are not part of the capability description of a wireless
communication solution. Therefore, usually the required values are not of interest. Promised
values could be specified in terms of reference values or thresholds for initiating coexistence
measures. The current values of radio environment related performance parameters can be
considered for calculating the coexistence state. In this way, problems due to shadowing or
interference can be detected before the values of the application related characteristic
parameters exceed relevant threshold values.

The radio environment related performance parameters refer to the interfaces between the
logical wireless communication device and the radio environment, called physical layer
interflace.

Ther¢ is no common standard for radio environment related performance parameters-and|their
detefmination. They depend on the wireless technology, the various wireless eommunication
standards and/or their implementations. Table 20 lists a non-exhaustive sumfary of pogsible
parafneters.

Table 20 - List of radio environment related performancé parameters

Parameter name Content

Duty| cycle Ratio of the transmitter sequence referenced to a given
observation time for the used*frequency channel

Link|quality Quality of a physical fink-between two Bluetooth devices with p
value from 0 to 255

Powgr spectral density (PSD) Power of a signal’distributed over a frequency range

Recgive signal level Estimated receive signal level according to IEC 62591 [1]

Refdrence signal received power (RSRP) Receiveddpower level, parameter is used in cellular mobile

communications

Refgrence signal received quality (RSRQ) Signal level and quality, parameter is used in cellular mobile
communications considering RSRP, RSSI and used resource
blocks

Recg¢ived signal strength indication (RSSI) |Relative value that represents the power of a received radio
signal, sometimes also called received signal strength indicatp

=

Signpl-to-interference ratio (SIR) Power of a certain signal of interest divided by the sum of the
interference power

Transmitter sequence Time that a transmitter uses a frequency channel without the
possibility to be interrupted by a wireless device of the same
wireless communication system

Transmission gap, Time between two successive channel usages by a transmittef

The {ype of value (mean value, instantaneous value) depends on the respective definitions of
the parameters for the rncpnr-’ri\/n implnmnn’rn’rinn If pneeihln, statistical values should be

calculated based on these values for a well-defined and system-wide uniform observation time.

6.8 Wireless communication solution related performance parameters

Wireless communication solution related performance parameters allow a quantitative
assessment of the wireless communication in a wireless communication solution. The values of
these parameters can be measured and/or calculated during the operation of wireless
communication solutions by their wireless devices.
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In general, wireless communication solution related performance parameters are not part of the
application communication requirements. Therefore, usually the required values are not of
interest. These parameters can be part of the capability description of a wireless communication
solution. Promised values could be specified in terms of reference values or thresholds for
initiating coexistence measures. The current values of wireless communication solution related
performance parameters can be considered for calculating the coexistence state. In this way,
problems with the wireless communication solution can be detected before the values of the
application related characteristic parameters exceed relevant threshold values.

The interface, the wireless communication solution related performance parameters refer to,
depends on the implementation.

Therg¢ is no common standard for wireless communication solution related performance
parameters and their determination. They depend on the wireless technology, the vafious
wireless communication standards and/or their implementations. Table 21~Vists a |non-
exhapstive summary of possible parameters.

Table 21 - List of wireless communication solution related performance parametdrs
Parameter name Content

Bit rate Number of bits transmitted by @ wireless device during a giver
observation time

Datg rate Number of bytes transmitted by a wireless device during a given
observation time

Numpber of received octets Number of octets Sugcessful received by a wireless device

Numper of received packets Number of packets successful received by a wireless device

Numper of retry packets Number of ‘packets retransmitted by a wireless device becausg of
transmission failures

Numper of transmission failures Numpber of non-successful transmissions by a wireless device

Numpber of transmitted octets Number of octets transmitted by a wireless device

Numpber of transmitted packets Number of packets transmitted by a wireless device

The {ype of value (mean value, instantaneous value) depends on the respective definitions of
the parameters for the respective implementation. If possible, statistical values should be
calcylated based on these values for a well-defined and system-wide uniform observation ftime.

7 Coexistence:management process

7.1 General

7.1.1 Overview

A coexistence management process represents the activities of the coexistence management
system.

The coexistence management process includes technical and organizational activities in order
to establish and to maintain the coexistence state of all wireless solutions in a plant. The
coexistence parameters specified in Clause 5, and organized as described in Clause 6, are
used in different phases of the coexistence management process. The overall process starting
from the decision to establish such a process is depicted in Figure 7. The coexistence
management process consists of the following phases:

e investigation phase (see 7.4.1);
e planning phase (see 7.4.2);
e implementation phase (see 7.4.3);
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operation phase (see 7.4.4).

NOTE As all these phases belong to the coexistence management, in the following text the term 'coexistence
management' is omitted in front of the phase names.

The investigation phase shall be initiated when changes are discovered or when a new wireless
system or other radio emitter in the managed band(s) are planned to be installed.

In the planning phase, the resource allocation plan is developed or modified based on the
coexistence parameter values.

In the—mples o 5
exist|ng wireless solutions is modified in accordance with
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In the operation phase, the status of wireless communication applications is monitored to d
problems related to coexistence and to initiate maintenance procedures.

7.1

.2 Documentation

The foexistence management system shall be documented in a, coexistence manage
systgm specification and maintained as part of the coexistence mahagement process.

The $cope of the documentation should correspond to the application class.

Somé elements that should be part of the coexistence.management system specificatior

are

entioned in this document are listed below:

sgope;
cpmmitment of the organization;

pfocedure for maintaining;

sfructure of the organization;

roles of personnel;

cpmmunication with external_organizations;

rocedures for coexistence management;

©

sualization of the.interference risk;

<

ofcupation of the frequency bands;

o

cation and-positions of the wireless applications;

=

ventoryiresults;

cpmmissioning of external or internal service providers;

riformation on the wireless applications:

etect

ment

that

results of analyses and measurements;

particulars of installation and approval;

establishment of communication channels;

establishment of a committee;

establishment of an obligation to register wireless systems;
release or rejection of newly registered wireless applications;
document management and coordination of specifications;
training;

procedure of the audit;

audit results;
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results of analysis and metrological examination;
action plan;

general plant characteristic;

automation communication requirements;
wireless system type;

wireless device type;

wireless system solution;

wireless device solution.

NOTE| The order of the bullet list above is not mandatory. The organization of a document structure can be pased
on different points of view like life cycle, hierarchical structure, etc., referring to the same content. Thisjis\out|of the

scope|of this document.

The following documents contain the elements listed above and shall be part of.thé coexis{ence

management system specification:

general plant characteristic (see 6.2, Table 22 and Table 30);

application communication requirements (see 6.3 and Table 23)

requirements influencing the characteristic of wireless salutions (see 6.3.2);

performance requirements (see 6.3.3, Table 28 and Table 29);
wlireless communication system (see 6.4, 6.5)
—| wireless system type and wireless device type(see 6.4)
i) wireless system type (see 6.4.2 and Table 24);
ii) wireless device type (see 6.4.3 and Table 25)
a) wireless device transmitter parameters (see 6.4.3.2);
b) wireless device receiver parameters (see 6.4.3.3);
—| wireless solution (see 6.5) (this-represents the resource allocation plan)
i) wireless system solution'(see 6.5.2 and Table 26);
ii) wireless device solution (see 6.5.3 and Table 27);

r@source allocation plan (see 6.3, 6.4, and 6.5).

It is fecommended to_support the documentation by a suitable documentation method| The

requirements on such’a method are described in 7.1.3.

7.1.3 Suitable documentation method

For gn effigient processing of coexistence management, related to the complexity of the|local
situafion,/the application of a suitable documentation method is advisable. The documenqation
shourd—atteastinctudethefottowimgTomntent:

storage of information about numerous wireless systems and devices, including information
about their spatial position and their radio parameters (for example in a data base);

plausibility check of the recorded data;
administration of information concerning the status of the known wireless applications;

access to the documentation and their administration for all parties involved in the project
(if necessary, even for those located in other countries) subject to access authorizations;

visualization of the interference risk and the occupation of the frequency bands in an intuitive
comprehensible form (for human beings);

experiences of the company in handling the wireless applications;

optionally, visualization of the positions of the wireless applications.
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71.4

Application of tools

The essential steps to administer radio frequencies can be supported with suitable tools.

Software tools can be used to administer the documentation specified in 7.1.3.

Other tools can support the concepts specified in 4.7.

7.2
7.2.1

Establishment of a coexistence management system

Nomination of a coexistence manager

One
respq
Thus
locat
The

What

O

o N

In th

potential interferences. Often the IT and the_automation divisions are the ones concerned|

In th

exaniple, the coexistence manager could be chosen from the "facility management" diy

admi

limitdd and therefore a valuable resource.

Inter

of thf two strategies. An\each individual case, the decision shall be made subject t

resp
coex
char
the n

This
that

For élrfective control of the coexistence management process, a central responsibility is required
at the appropriate level.

a coexistence manager could be responsible for the whole company, for one or

rucial factor is to ensure the efficiency of the process.

hsed on the relevance of the problem;

dependent of the relevance of the problem.

b first case, the coexistence manager is ¢hosen from the divisions mostly affects

e second case, the neutrality ofcthe responsible division is emphasized. Hence

nistrating the company resourges, because the frequency spectrum is to be conside

nal processes and the.organization of a company are the decisive factors to choose ¢

ctive conditions. \Here it is important to ensure the efficiency of the process.
stence managden shall have basic knowledge about automation applications ang
cteristics of wireless systems. The coexistence manager shall have the authority to
cessary measures to fulfil the defined tasks.

document describes the coexistence manager as a person. However, this does not

or more central contact persons (coexistence managers) shall be assigned. The arga of
nsibility of the coexistence manager shall be determined individuallyfor'€ach enterprise.

ore

ons, or for business divisions and departments, depending on thé-gcompany organization.

ever the approach adopted by the specific company, it could be considered as belonging
to onfe of two main options:

d by

, for
ision
red a

ither
the
The
the
take

automatedpro s—Clearh—the-finatrespons v ' PN

shall remain with an individual.
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Responsibility of a coexistence manager

The coexistence manager shall be responsible for the following activities:

establishment of communication channels within the company;

2025

establishment of a committee, consisting of contact persons of all company divisions using

w

ireless systems;

establishment of an obligation to register wireless systems in the location(s) of interest in
the company;

inventory of wireless applications and, if necessary, commissioning of external or internal

ervice providers to accomplisn the nventory,

lease or rejection of newly registered wireless applications and, where neces
eneration of requirements for the use of wireless applications based on the ag
bcisions of the internal committee;

evelopment and coordination of specifications and regulations to implement and op
ireless applications;

bcumentation of information about the operational wireless applications, of the deci
the coexistence management committee and of the accomplished examination
bcessary, commissioning external or internal service providers'to get these documen

hsure the existence of a policy with enforcement for non-adthorized introduction of
ireless applications or solutions.

Support by wireless experts

A cogxistence manager shall have basic knowledge of wireless technologies, associated

com
decig
coex
be ag

ions regarding the use of wireless applications which involve considerable risks
stence manager does not have the spgcialist knowledge, the coexistence manager
sisted by a wireless expert.

The following typical tasks are examplées that require the assistance of a wireless expert:

erforming inventory;

nalysis of radio robustness;

etrological testing«of'radio robustness;

Bsigning the architecture of the wireless solution;

reparation of-a-draft decision memo for the use of wireless technologies;
btermination of strategies for the use of wireless technologies in the future;

bntrolling the adherence to the agreed specifications;

sary,
reed

erate

5ions
s (if
ts);

new

radio

atibilities and protocol expertise. Specialist ‘knowledge is required to promote qudlified

If a
shall

P
a
g
d
P
d
c
s

becifying the values of the parameters for the selected solutions.

7.2.4

Training

The coexistence manager and, if necessary, other members of the committee shall be trained
at regular intervals. This training serves to update the knowledge of the persons concerned and
to communicate the following information:

requisite professional background (basics of radio robustness);

basic knowledge about modern wireless technologies;

impact of potential problems with practical examples;

handling of the coexistence management process;

available tools and monitoring technology.
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The training content should be adjusted to the actual situation in the company. Due to the
extremely dynamic nature of technology development, it is advisable to organize these trainings
at regular intervals (for example once a year or every two years).

7.3 Maintaining coexistence management system

The coexistence management system shall be appropriately maintained so that it can keep
those wireless solutions within its scope in conditions of coexistence, even after requirements
and/or environment change.

The coexistence manager within the organization, for example of a company or a hospital, shall
be regsponsible for maintaining the coexistence management system.

Documents in the management system shall be modified appropriately in the following cages:

e when inconsistency of the coexistence management system is detected;

o if|the organization is changed.

Audif of the coexistence management system should be conducted torcheck consistency ¢f the
coex|stence management system. The procedure of the audit shall.be.-documented.

7.4 | Phases of a coexistence management process

7.41 Investigation phase

7.4.11 Overview

The investigation phase shall be initiated when one' of the following events occurs:

new wireless system needs to be installed or upgrades/modifications of existing soldtions

afe going to be realized;

e epvironment of wireless system changes;
p

roblem related to coexistencexoccurs.
The investigation aims to

e apcertain the actual state in respect of operating wireless applications;
e identify free and occupied frequency resources.
The investigation.provides a basis for the coexistence management and is an important step in

its implementation. A crucial premise to implement coexistence management successfully is
that the resulis’ of the investigation are complete and correct.

7.4.112 Practical tips to accomplish an investigation

7.4.1.2.1 General

Depending on the application, the investigation can be a complex task so that assistance by
skilled and qualified wireless experts is recommended.

In order to accomplish an investigation efficiently, the interrogation of specialist departments
(operators and planners of manufacturing plants and building equipment) and radio
measurements is essential.

Tools (for example suitable questionnaires) for the investigation shall be provided, allowing the
registration of operating wireless systems. It is important to define which responsible parties in
the company are able to provide reliable and up-to-date information. Therefore, an agreement
within the coexistence management committee is necessary.
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Subject to the application requirements (particularly in the application classes "safety" to
"control", see Table 1), the investigation shall be supported by measurements. These
measurements serve to verify the plausibility of the interrogation results and, in addition, to
ascertain unknown and external wireless applications (for example from the vicinity or from
outside sources). In order to reduce the measuring effort, the results of the interrogation can
be used as input data to determine the measuring method. The operating procedures shall also
collect information about the runtimes of the wireless systems. The measurements shall be
carried out under the realistic conditions of an application.

Further information can be gathered with the aid of automatic monitoring systems. Several
modern wireless systems (for example controller-based WLANs) allow the recording of
inforFmIWWWgWWmich
autornatically gather information concerning the occupation of the frequency spectrum=in the
scopg of a measurement, the information provided by these systems shall be analyzed,-or rather
shalllbe metrologically checked.

If thig specific knowledge is not available in-house, the companies can use the.external sdrvice
provigders.

7.4.12.2 Accomplishment of metrological investigations

Spedtrum and protocol analyzers can be used for metrological examinations of the coexist¢nce.
Protgcol analyzers are based on an end device or on specialized hardware.

The e€nd device-based protocol analyzer is a softwdre“solution, processing the data recqrded
by an end device (for example network adapter, specialized end device).

Protqcol analyzers, based on specialized hardware, are specialized measurement or monitpring
systgms, particularly used by large systems for the development of hardware, control, and|fault
finding. Usually, these devices are faster‘than end-device-based solutions. They are afjle to
reconld and analyze more parameters,-but they are significantly more expensive and some{imes
difficllt to transport.

As a:rnadditional function, wireless solutions can continuously ascertain the actual values ¢f the
parameters and provide them-to the automation application.

The ghoice of a tool to\perform simulations, measurements or tests should consider its suitgbility
for the planned application and its economic efficiency.

7.4.1.2.3 Evaluation of coexistence

7.4.1.2.31 Digital wireless systems

Th + ] F <l I F H Y AP P | aalot: Al d'
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mechanisms.

Typically, industrial automation applications use digital wireless solutions. Coexistence exists
if all wireless solutions involved fulfil the communication requirements of their applications.
Therefore, the evaluation of coexistence requires application related characteristic parameters.
The characteristic parameters related to the reference interfaces of the wireless solution shall
be derived from values provided with the characteristic of the wireless solution according to 6.5.
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7.4.1.2.3.2 Analog wireless systems

Analog wireless systems are primarily used for the transmission of video and voice data.

A crucial factor for the orderly operation of analog systems is compliance with the required
signal-to-interference ratio (SIR), or rather signal-to-(interference + noise) ratio (RSSI). The
non-compliance with this ratio leads to a reduction in the received signal quality. Depending on
the transmitted information, the following negative effects might result:

e reduction in speech quality in the case of voice transmission;

e reduction in image quality in the case of picture/video transmission.

NOTE| The values of the signal-to-(interference + noise) ratio range from about 14 dB to 60 dB. They~gan be
ascertained from the respective ITU or ECO/CEPT recommendations or from the device manual.

7.4.1.2.4 Analysis and measurement

Durirlg the implementation of a new wireless system, or in the inventory, the'interferenc¢ risk
should be analyzed. The interference risk should be analyzed in two steps:

In the first step, analyze whether interference potentials as described,in 4.4 do exist. If there is
an inferference risk between the wireless systems, in the second-step a thorough analysis|shall
follow. The coexistence manager, if necessary, with assistance from a wireless specialisf, can
preliminarily analyze the interference risk.

The $econd step is an in-depth analysis, taking into account the particularities of the wirgless
systgms, the radio surroundings and if needed of the' automation application and the wirgless
devides. This analysis shall determine the influences to be expected, the degree of interference
risk gnd the potential measures to be taken in order to ensure coexistence.

In many cases, this analysis will turn out to,be very complex so that a metrological examinjation
will Be necessary. In this case, the analysis serves to systematically prepare the metroldgical
exanjination.

The metrological examination shall determine to what extent the requirements on the wirgless
systgm are answered and whatiinfluences need to be faced. The result of the metrological test
is a draft decision memo for the application of the wireless system and shall be agreed upon by
the cpexistence management committee. According to this agreement, a wireless solutioh will
be released (if needed with requirements) or rejected.

The fesults of agalysis and metrological examination shall be documented and auditable. [They
can Qe furthertsed in the scope of coexistence management, for example in the consideration
of sirilar situations.

The etrological examination can take place either in the physical (application) world or ynder
laboratory conditions. In this coniext, Taboratory conditions mean an environment where several
practice-relevant situations can be examined in a comprehensible and reproducible (and if
possible standardized) way.

Normally an investigation in real surroundings is preferred, because transmitter-specific
realities can be considered here. This cannot be achieved in laboratory studies. The
measurement process to be determined should simulate typical, potential operational scenarios
of the wireless system and of already existing wireless systems, taking into account the
particularities of the automation application. The parameters to be ascertained should be
chosen in such a way as to allow one to evaluate whether the requirements for the wireless
system are met. Moreover, the examination shall not disturb operating wireless communication
applications. If, for that reason, the parameters at the user interface listed in 7.4.1.2.3 are
indeterminate in particular cases, the analysis can be accomplished by use of specific wireless
protocol analyzers or by indicators (such as plant failure, bus error).
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Realistic investigations under laboratory conditions can provide repeatable and thus valuable
information concerning the reaction of the wireless system to different interferences. This
information might be useful to analyze coexistence and to prepare the approval. The
investigation results might be provided to the contractor accompanied by the documentation of
the wireless solution.

Examinations under laboratory conditions can also be useful to prepare the implementation of
a wireless system, in cases where the target environment is not yet available (for example
during the construction of a new production hall).

Measurements can also be used as examples to verify the analytical results, if the analysis is
meant to allow authoritative statements for the coexistence of wireless systems.

metr

predi

logical examination can also be used as a basis for further analyses, for examp
ct interferences in the case of an increasing number of wireless devices.

7.4.2 Planning phase

7.4.2\1 Overview

In th
upda

The

solut

The

coex

e planning phase, the resource allocation plan is developedofomodified based o
fed inventory.

resource allocation plan describes how to allocate radio resources to each wir
on.

resource allocation plan shall be documented @ppropriately. It shall be reviewed b

7.4.2.2 Coexistence management in the-planning phase

Figune 29 shows a sub-process of Figure 6 and Figure 7. Figure 29 gives a review 0

decis

stence management committee and shall be-authorized by the coexistence manager.

The
le to

h the

bless

y the

f the

ions and actions of the coexistence'management process essential in the planning phase.
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Figure 29 =Planning of a wireless system in
the coexistence management process
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Even| if there are no operating wireless applications, it should be considered that wirgless
applifations can be intreduced after the initial planning.

If thgre are working.wireless applications already, it shall be ascertained whether they afe all
undef the control'of the coexistence manager. On the one hand, it might be that external
systgms irradiate; on the other hand, it might be that for example existing wireless solutions or
wirelgss sofutions of critical application classes (for example classes functional safety and
control)-are prioritized and cannot be modified. In these cases, the realities shall be accepted
and {he‘remaining degrees of freedom (for example frequency, time, space) can be ustd to
achieve coexistence. It is easier If all wireless applications are under one’s own control. It is
also best if existing or concurrently planned wireless applications can be optimized to operate
together with regard to radio robustness.

7.4.2.3 Radio field planning

Itis recommended to use software tools to accomplish radio field planning. The following groups
can be distinguished:

o system-specific software tools;

e system-independent software tools.

System-specific software (for example for IEEE Std.802.11 [7]) can factor in several features
of the wireless standard and facilitates measurement with an end device.
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System-independent software is usually a product that simulates radio wave propagation and
hence can be used for nearly any system. However, only physical variables are simulated (for
example signal level or signal propagation delay). The planner shall deduce site specific-related
parameters from physical variables.

In the implementation of a wireless system, radio field planning should be performed assisted
by the described software products.

Planning (at least for the application classes safety and control) should be accomplished by
measurement and simulation. Simulation as a support for planning is advisable because exact
measurements over a wide area are laborious and they often only represent a snapshot (for
exanjple for varying surroundings such as tall bay warehouses or production halls) and|they
rarely allow for optimization.

The g$imulations should, if possible, be specified with measurements. A pure simulation-based
planning is only advisable for environments where measurements are not perceivable dr not
feasiple (for example for not yet constructed or equipped buildings).

In radlio field planning, other wireless applications should also be taken into account.

If thefe is no reliable information concerning the frequency occupation in the relevant range and
in the immediate area, an environmental analysis should be‘aecomplished in each planfing.
For that purpose, spectrum and protocol analyzers can be used. If spectrum analyzers are
applipd, antennas with known directional characteristics’ should be used to ascertain absplute
levellvalues.

7.4.204 Coexistence management measures

Coexistence measures shall be considered inthe resource allocation plan.

7.4.3 Implementation phase
7.4.31 Overview

In the implementation phase, new wireless solutions are installed and configuration of existing
wireless solutions is modified.in accordance with the resource allocation plan.

The fadio resource allocation is achieved by configuring options and parameters relatgd to
utilization of the radiojresource to the wireless systems.

Implgmentation<shall be validated in order to ensure that the resource allocation plan has peen
implgmented. appropriately.

NOTE| ~I'he investigation phase, planning phase and implementation phase together are called development phase

in IEC-62896-

7.4.3.2 Installation and approval

In order to meet the specifications of coexistence management, it is crucial to implement these
specifications when the considered wireless system and other wireless applications are
installed and commissioned. The internal or external service providers accomplishing the
installations shall be informed about the requirements. It is advisable to implement the
specifications of the coexistence management, for example intra-company regulations, at least
for services related to the business process or to safety. If necessary, these requirements can
be integrated into the work plan.
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The validation of installation shall ensure that it is in accordance with the resource allocation
plan developed in the planning phase and the specifications of coexistence management. Aside
from a function test and a visual inspection of the installation, the suitable acceptance controls
should at least imply registration of the relevant performance parameters of the system and
controlling the frequency bands.

7.4.4 Operation phase
7.4.41 Overview

In the operatlon phase, the condition of wireless solut|ons shall be monitored in order to detect
problen

Monitoring to check the condition of coexistence shall be conducted continuously or en-a’regular
basig. Results shall be recorded appropriately.

Detalled specification of methods and tools used for monitoring is out of-the scope of this
document.

If evegnts listed below are detected, then the investigation phase shall be initiated:

e ploblem related to coexistence occurs;

>

bw wireless system needs to be installed;

e efhvironment of wireless system changes.
7.4.4.2 Coexistence management in the operating phase

Figure 30 presents the implementation and operation of a wireless system in the coexisfence
management process of the operating phase~After a wireless solution has been selecteq and
coex|stence established due to planning, installation and commissioning can be initiated.
Subsequently, all information relevant toscoexistence shall be documented.

A vital part of coexistence management during operation is to establish the obligation to register
intermal wireless applications. This applies to the report of interferences as well as fof the
information that further wireless-applications are scheduled. If new wireless systems are fo be
installed, the selection process with add-on planning and evaluation shall be initiated. Ip the
case|of interferences, theéxreasons shall be understood via measurements and analyses and the
required function shall"be re-established.

Interferences in_wireless communication become apparent when something in the plant falils or
does|not reacf\@s planned. These situations should be avoided. Therefore, it is advisahle to
control the eempliance with the specifications of coexistence management regularly. Fof this
purpose,@n-automatic system for the permanent monitoring of the frequency spectrum and the
charcterlstlc parameters (see 6. 6) which might locate irregularities even if the plant operation
. . ermed
per|od|cally in order to |dent|fy variances in the propagatlon cond|t|ons and the eX|stence of
other frequency users.

These measures can also help identify an interferer outside the responsibility and control of the
coexistence manager that shall not be disturbed. The coexistence manager can take immediate
actions to incorporate the interferer outside of his/her control into the coexistence management
plan.

EXAMPLE To achieve the compatibility of the industrial wireless communication solutions with the Broadband Fixed
Wireless Access (BFWA) in the band of 5 725 MHz to 5 875 MHz in Europe (BFWA link can be affected within a
radius around the industrial wireless communication solutions between 3 km and 10 km), an efficient way could be a
sensing antenna to be installed on top of the industrial plant to detect the BFWA signal and react immediately to stop
using this band beyond the normal energy. Such an antenna would have the advantage of a better propagation
condition to the victim link and the possibility to choose a higher gain antenna for the sensing purpose.
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The coexistence manager shall create an action plan, enabling a quick response to events and
initiation of the necessary actions without delay.

'

Installation, commissioning,
acceptance test

1

Documentation

New wireless
system intended or problems
occurred?

Yes

No

Problems occurred?

Scheduled audits done?

Measuring and investigations Problem investigation

\j
Go to Decision:

Establish required behaviour New wireless
communication
system

|
IEC

Figure 30 — Implementation and operation of a wireless system
in the coexistence management process

For this purpose, the coexistence manager shall work closely with the other company divisions
to be informed about the acquisition of wireless applications. The coexistence manager shall
approve them. For the acceptance of coexistence management, it is important to adopt and
integrate the process into the internal regulations.
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The operational phase includes a maintenance process to preserve the coexistence state.
Wireless communication applications using coexistence management can be considered as a
system with renewal possibilities. This means that if the probability of coexistence decreases,
maintenance measures shall be initiated to retain the required probability of coexistence.
Besides the identification of the coexistence problem, according to Figure 5 the medium
resource allocation can be adjusted. This can be done by frequency channel separation, by
reducing the data traffic volume or by local separation of the applications using for example
beam forming. For details, see 4.7 and 4.8. Maintenance should consider temporarily
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Table 22 — Template used to describe the general plant characteristic

Parameter name Value Unit Usage Remark

General plant characteristics

Regional radio regulations

Future expansion plan

Passive environmental influences

Area of operation

Object movement

Gdographical dimension of the plant

Natural environmental condition

Intervisibility

Fréquency band

Actiye environmental influences

Wireless communication solution density

Interference type

Li

rhitation from neighbours of the plant

Fréquency band

The template in Table 23 shall be used to describe the'application communication requirements

for epch wireless communication system. The contént is specified in Table 9, Table 10 and
Tablg 11.
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Table 23 — Template used to describe the application communication requirements

Parameter name

Value

Unit

Usage

Remark

Influ

encing parameters

Communication load

Initiation of data transmission

Length of user data per transfer interval

Maximum number of retransmissions

Position of wireless devices

Di

Etance between wireless devices

Py

rpose of the automation application

R4

lative movement

S¢

curity level

Sy

atial extent of the application

Le

hgth

W

dth

Heg

ight

Tr.

hnsfer interval

W

reless device density

Cha

acteristic parameters

ta throughput

Cd

mmunication availability

Tr

hnsmission time

up

date time

R4

sponse time

Mé

ssage loss ratio

The
desc

templates in Table 24%and Table 25 shall be provided with a wireless solution.
ibe the options of the wireless system or device. The content of Table 24 is specifi
Tabl¢ 11. The contentrofiTable 25 is specified in Table 12 and in Table 13.

They
ed in
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Table 24 — Template used to describe the wireless system type

Parameter name

Value

Unit

Usage Remark

Wireless technology or standard

Regional radio regulations

Network topology

Wireless device density

Infrastructure device

Frequency band

Lowgr cut-off frequency

Upp¢r cut-off frequency

Frequency hopping

Modulation

Compmunication reliability

Tranpfer interval

Tranpmission gap

Tranpmitter sequence

Dwell time

Medijum access control mechanism

Mechanism for adaptivity

Secyrity level

Table 25 — Template used to describe a wireless device type

Parameter name

Value

Unit

Usage Remark

Transmitter

Regional radio regulations

An‘enna gain

An‘enna radiation pattern

Eqdivalent radiated power

Eqdiivalent isotropic radjated power

Total radiated power

Transmitter qutput power

Transmittenspectral mask

Poyerdéspectral density

Frequency channel

Medium access control mechanism

Communication reliability

Transfer interval

Transmission gap

Transmitter sequence

Duty cycle

Dwell time

Medium utilization factor
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Parameter name

Value

Unit

Usage

Remark

Receiver

Adjacent channel selectivity

Receiver sensitivity

Receiver maximum input level

Receiver blocking

Spurious response

The femplates in Table 26 and Table 27 shall be used to document the current configunation

and o¢peration of each implemented wireless solution. The content of Table 26 is specifi
Tabl¢ 14. The content of Table 27 is specified in Table 12 and in Table 13.

Table 26 — Template used to describe the wireless system solution

din

Parameter name

Value

Unit

Usage

Remark

Wire|ess system type

Network topology

Wire|ess device density

Posifion of wireless devices

Relafjive movement

Infraptructure device

Freqguency channel

Frequency hopping

Moddilation

Bit rgte of physical link

Tranpgfer interval

Tranpmission gap

Tranpmitter sequence

Dwell time

Medium access control meehahism

Mechanism for adaptivity

Secyrity level
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Table 27 — Template used to describe a wireless device solution

Parameter name

Value

Unit

Usage

Remark

General

Wireless system type

Wireless device type

Tran

smitter

Antenna type

Antenna gain

An

enna radiation pattern

Eq

ivalent radiated power

Eq

ivalent isotropic radiated power

Tof

Al radiated power

Tra

nsmitter output power

Po

ver spectral density

Fre

quency channel

Bit

rate of physical link

Trgnsfer interval

T

=

3

nsmission gap

Transmitter sequence

Du

y cycle

Dwj|

ell time

Recg

iver

Adj

acent channel selectivity

Re

eiver sensitivity

Re

eiver maximum input level

Re

eiver blocking

Sp

rious response

The

Table 28 — Template used to describe the relevant characteristic
parameters of wireless solutions

emplates in Table/28 and Table 29 shall be used to describe the relevant charactgristic
parameters for the.coexistence management. The content is specified in Table 18 und Tabl

e 19.

Parameter name

Value

Unit

Usage

Remark

Transmission time

Update time

Response time

Data

throughput

Communication availability

Message loss ratio

Communication reliability

Operating time between failures

Survival time
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Table 29 — Template used to describe the relevant statistical
values of characteristic parameters

Parameter name Value Unit Usage Remark

Transmission time

Update time

Response time

Data throughput

Communication availability

Mesg$age 1oss ratio

Survjval time

The {emplates in Table 30 shall be provided to describe an interference type:.JThe contgnt is
specflfied in Table 8.

Table 30 — Template used to describe an interference type

Parameter name Value Unit Usage Remark

Interference type

Freqpency band

Freqguency channel

Tota| radiated power

Power spectral density

Trangfer interval

Tranpmission gap

Tranpmitter sequence

Duty|cycle

Dwell time

NOTE|2 The content of thedemplates could be used as a property definition-set in IEC 61360 series.
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Annex A
(normative)

Parameter usage in the IEC 62657 series

General

2025

Figure A.1 shows the use of the parameters in the IEC 62657 series. Wireless automation
deV|ces and systems |mplement many parameters that can be used to |mprove the dependab|l|ty

inten
coex

A.2

IEC 62657-1 describes use cases and motivations for wireless industrial automation.

docu
cons

characteristic parameters of wireless communication via reference interface.

Are used in various contexts in the other parts of the IEC 62657 series. Th|s ann
ded to provide an overview of parameter usage among the IEC 62657 sserie
stence management.

Outline of the IEC 62657 series

ment provides general requirements for industrial automation  in terms of speq
derations. Performance of wireless industrial automation can-be evaluated with val

seto
char
provi

IEC }2657-2 (this document) specifies coexistence parameters and provides its descriptio

characteristic parameters, influencing parametersyand statistics parameters is defin
cterize the wireless industrial automation for<{coexistence management. The docu
des coexistence management process utilizing.a set of parameters.

IEC

autornated coexistence management system. The document specifies the system elem
propgrties, interfaces and relationships’,;between influencing parameters and characte
parameters specified in IEC 62657-1 and IEC 62657-2.

IEC $2657-4 specifies a concept-and methods for central coordination (CC) of autom

appli
to IE
coorg
coex

A3

The
cons

2657-3 provides the formal descriptioncef coexistence system that helps to establis

Cations using wireless communications to extend the coexistence management acco|
C 62657-2. It establishes system elements, interfaces, and relationships for a ce
ination. Functions,\data, and data exchange for assessing and maintaining
stence state are(specified.

Parameter usage in coexistence management process in IEC 62657-2

characteristic parameters and influencing parameters are derived from pra
dérations of coexistence management. As illustrated in Figure A.1, the parameters
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See 7.4 3 Implementation
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See |7.4.1 Investigation the characteristic of wirgless

phage and Table 10 — solutions

List1:characteristics Resource allocation based on the coexistence state and

parameters the current values of the influencing parameters

See 7.4.2 Planning phase
IEC
Figure A.1 — Usage of parameters in IEC 62657-2

Each| parameter can be used for different purposes. In principle, a parameter can be usgd to
make three different statements: to formulate a requirement;.to make a promise or to desfcribe
a cufrent state. Consequently, for each parameter, a distinction shall be made between the
required value, the assured value and the current valtie)at a certain point in time. Instead of a
singlg value, a value range can be relevant. If a parameter is a random variable, it shall be
speci|fied which statistical parameter the given, value corresponds to, for example the mmean

value
Char
syste
devid

Alred

or the maximum value.

bcteristic parameters and influencingparameters of wireless communication devices

es and systems.

dy in the design phase of.a wireless automation device, target values or ranges of v

for thie device-specific influeficing parameters according to 6.4.3 are specified and implem

for a
by its

manufacturer. The:manufacturers of the wireless automation device should request

parameter values.

The

trans
effec
shou

ission(power, the frequency range, and/or the time of use of the radio resource, the

d also be made possible during the active operating phase of the wireless devices.

nted
specific device type., Sometimes not all parameter values of a wireless module are pro}ided

and

ms, defined in IEC 62657-2, should be considered throughout the life cycle of these

hlues

hose

ore optionsi\the wireless device provides for adjusting influencing parameters such as the

more

live aresthe opportunities for coexistence management. Wherever possible, adjustments

In addition to the influencing parameters, manufacturers should also provide values for
characteristic parameters according to 6.3.3, to be determined by performance tests. For an

automated coexistence management,

the provision of characteristic parameter values

according to 6.3.3 in the wireless devices is of decisive importance. There are various
possibilities to provide the characteristic values, for example, per logical link or per device,
individually or in pre-processed form.

For coexistence management, the manufacturer of a wireless automation device should provide
the assured values of a device type for the characteristic parameters according to 6.3.3 and for
the influencing parameters according to 6.4.3 in a suitable manner.
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The designer of a distributed automation system, interconnected with a wireless communication
system, specifies required values for the system and its devices. The system is then designed
according to 7.4.2 based on the assured values of the parameters provided for the distributed
automation system, the radio environment and the wireless communication system and its
devices. The assured values for the parameters of the radio environment should be determined
according to 7.4.1.

Table A.1 shows an example of parameter usage in coexistence management process where a
coexistence state below the margin during operation and then the maintenance process is
initiated. Relevant parameters are used in each phase of the coexistence management process
shown in Table A.1.

Fable A.1 — Example for parameters usage in coexistence management procesej

Coexistence management parameters
Cpexistence management
process Distributed Radio environment Wireless
automation system communication system
Investigate actual state — General plant
in respect of operating characteristic
wireless applications parameters (see
6.2.2, and
Table 22)
Identify free and — Active
= occupied spectrum environmental
5 resources influences
S parameters (see
6.2.4 , Table 22
and Table 30)
— Passive
environmental
influences
parameters (see
6.2.3, and
Table 22)
Select wireless — Application — Wireless system type
communication system communication and wireless device
and investigate requirements type parameters (4ee
capabilities against the parameters (see 6.4, Table 25 and
requirements 6.3, and Table 23) Table 26)
Radio field planning.;and | — Application — Active — Wireless
profile development communication environmental communication system
requirements influences parameters
N parameters (see parameters (see (see 6.4, 6.5,
3 6.3 and Table 23) 6.2.4, Table 22 and Table 25, Table 24,
~ Table 30) Table 27 and Tablg 28)
=
3 — Passive
a environmental
k= influences
- parameters (see
) 6.2.3, and
Table 22)
Planning of the radio
resource allocation
Installing and — Application — Wireless
@ commissioning wireless communication communication system
3 applications requirements parameters (see 6.4,
=2 parameters (see 6.5, Table 25,
g 6.3, and Table 23) Table 26, Table 27 and
o Table 28)
2
2 Approve radio resource — Application — Wireless
< allocation plan and communication communication system
- implement spectrum requirements parameters (see 6.4,
5 resource allocation parameters (see 6.5, Table 25,
o 6.3, and Table 23) Table 26, Table 27 and
Table 28)
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Coexistence management

Coexistence management parameters

Distributed
automation system

process

. . Wireless
Radio environment

communication system

Monitoring radio
environment

— Active
environmental
influences
parameters (see
6.2.4, Table 22 and
Table 30)

Passive
environmental
influences

parameters (see
6.2.3, and
Table 22)

Performance
requirements
parameters (see
6.3.3, and
Table 23)

Monitoring
characteristic
parameters

Statistical

values of
characteristic
parameters (see
6.6 and Table 29)

Initiate maintenance

— Wireless solution

process or go to parameters (see 6|5,
investigation phase Table 27 and Tablg 28)
A.4 | Parameters usage among the IEC(62657 series
Figune A.2 illustrates the use of coexistence parameters defined in some of the part§ and
clauges of the IEC 62657 series.
Part 2 Part 3
Coexistence Coexistence Coexistence Method of Architecture
parameter management management coexistence of central
templates information parameters > description coordination
structures point
Clause 8 Clause 6 Clause 5 Clause 5 Clause 6
Part 4 / \

Parameter for Parameter for

coexistence coexistence

assessment control

Clause 6 Clause 7
Management
and control
services
Clause 8
IEC

Figure A.2 — Parameter usage among the IEC 62657 series
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In IEC 62657-2:2024:

e Clause 5 lists characteristic and influencing parameters relevant in a coexistence
management process in alphabetic order and describes them in detail. These parameters
are relevant to specify the automation communication requirements, to describe conditions
within the area of operation and to characterize wireless devices and systems.

e Clause 6 specifies the structuring of coexistence management parameters according to
usage dimensions. This describes which parameters are applied in which context.

e Clause 8 provides templates for coexistence parameters defined in Clause 5 and structured
in Clause 6 from a coexistence management point of view. These templates can be used to

describe—a—specific—obiectof the items—relevant for the coexistence—management by
Lig p) g

agsigning values or value ranges to the parameters.

In IEC 62657-3:2022:

e (lause 5 provides a class model for wireless coexistence management)“The rel¢vant
classes of the model and their relationships are described. The parametéers describpd in
IEC 62657-2 are attributes of the classes.

e (lause 6 gives guidance on how to use the class model defined in Clause 5 for implemelnting
ah automated collaborative coexistence management with central/coordination point as$ one
ppssible implementation.

In IEC 62657-4:—:

e (lause 6 summarises the characteristic parameéters to be used by an automated
cpllaborative coexistence management system with.central coordination point (CCP sygtem)
tq assess the wireless coexistence state.

Clause 7 summarises influencing parameters.to be used by the CCP system to contrgl the
wireless coexistence state.
C
0

lause 8 defines management and control services for exchanging coexisfence
anagement data between the elements of a CCP system. The parameters describged in
IEC 62657-2 are attributes of the service primitives.
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AVANT-PROPOS

Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normalisafighi-com
I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). L'IEC ‘apour ob
oriser la coopération internationale pour toutes les questions de normalisation dans. les domain
ectricité et de I'électronique. A cet effet, I'lEC — entre autres activités — publie des Norrmes internatio
5 Spécifications techniques, des Rapports techniques, des Spécifications accessiblesyau“public (PAS)
ides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée a,des/comités d'étude
vaux desquels tout Comité national intéressé par le sujet traité peut participer. Les organis
Ernationales, gouvernementales et non gouvernementales, en liaison avec I'lECs/participent égaleme
vaux. L'IEC collabore étroitement avec I'Organisation Internationale de.‘Naormalisation (ISO), selo
hditions fixées par accord entre les deux organisations.

5 décisions ou accords officiels de I'lEC concernant les questions techhiques représentent, dans la mes
5sible, un accord international sur les sujets étudiés, étant donné que‘tes/Comités nationaux de I'lEC inté
ht représentés dans chaque comité d'études.

5 Publications de I'lEC se présentent sous la forme de rec@mmandations internationales et sont ag
mme telles par les Comités nationaux de I'lEC. Tous les_€fforts raisonnables sont entrepris afin qug
ssure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsa
entuelle mauvaise utilisation ou interprétation qui en est faite par un quelconque utilisateur final.

ns le but d'encourager 'uniformité internationale, les*Comités nationaux de I'lEC s'engagent, dans tg
sure possible, a appliquer de fagon transparente_le's Publications de I'lEC dans leurs publications nati
régionales. Toutes divergences entre toutesxRublications de I'lEC et toutes publications national
ionales correspondantes doivent étre indiquées en termes clairs dans ces derniéres.

FC elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indéper
rnissent des services d'évaluation de™eonformité et, dans certains secteurs, accédent aux marqu
hformité de I'lEC. L'IEC n'est responsable d'aucun des services effectués par les organismes de certifi
épendants.

cune responsabilité ne doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou manda
ompris ses experts particuliers et les membres de ses comités d'études et des Comités nationaux de
ur tout préjudice cause\en cas de dommages corporels et matériels, ou de tout autre dommage de q
ure que ce soit, directe ou indirecte, ou pour supporter les colts (y compris les frais de justice) et les dép
coulant de la publication ou de I'utilisation de cette Publication de I'lEC ou de toute autre Publication de|
au crédit qui lui\est accordé.

ttention est attirée sur les références normatives citées dans cette publication. L'utilisation de publid
érencées'est obligatoire pour une application correcte de la présente publication.

FC aftire I'attention sur le fait que la mise en application du présent document peut entrainer I'utilisatio
de plusieurs brevets. L'IEC ne prend pas position quant a la preuve, a la validité et a I'applicabilité d

us les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication|.
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it\de brevet revendiqué a cet égard. A la date de publication du présent document, I''EC n'avait pa

5 regu

notification qu'un ou plusieurs brevets pouvaient étre nécessaires a sa mise en application. Toutefois, il y a lieu
d'avertir les responsables de la mise en application du présent document que des informations plus récentes
sont susceptibles de figurer dans la base de données de brevets, disponible a I'adresse https://patents.iec.ch.
L'IEC ne saurait étre tenue pour responsable de ne pas avoir identifié tout ou partie de tels droits de brevet.

L'IEC 62657-2 a été établie par le sous-comité 65C: Réseaux industriels, du comité d'études 65
de I'lEC: Mesure, commande et automation dans les processus industriels. Il s'agit d'une Norme
internationale.

Cette quatriéme édition annule et remplace la troisieme édition parue en 2022. Cette édition
constitue une révision technique.
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Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a)

b)

c)

Le telxte de cette Norme internationale est issu des documents suivants:

certaines définitions et spécifications des paramétres de coexistence ont été alignées afin
de faciliter ultérieurement leur ajout dans le dictionnaire de données communes de I'lEC
(CDD de I'IEC) géré par I'lEC;

certaines définitions et spécifications ont été alignées pour des raisons de cohérence sur
les nouvelles IEC 62657-3 et IEC 62657-4;

I'édition 3 du présent document a été publiée en juin 2022. Des commentaires ont été
formulés au cours des derniéres étapes d'élaboration du présent document pour demander
de icati i o1 iens qui
ekistent entre elles. Le traitement de ces commentaires a été reporté jusqu'a une prochaine
éfition, autrement dit la présente édition.

Projet Rapport de vote
65C/1329/FDIS 65C/1337/RVD

Le rgpport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant

abouti a son approbation.

La lapgue employée pour I'élaboration de cette Norme internationale est I'anglais.

Ce dpcument a été rédigé selon les Directives ISO/NEC, Partie 2, il a été développé selogn les
Diredtives ISO/IEC, Partie 1 et les Directives, ISO/IEC, Supplément IEC, disponibles [sous
www(iec.ch/members_experts/refdocs. Les principaux types de documents développésg par

I'lEC|sont décrits plus en détail sous www.iec:ch/publications.

Une |iste de toutes les parties de la sétie IEC 62657, publiées sous le titre général Rédeaux

indugtriels — Coexistence des systémes sans fil, se trouve sur le site web de I'lEC.

Le cgmité a décidé que le contenu'de ce document ne sera pas modifié avant la date de stgbilité
indiguée sur le site web de IIEC sous webstore.iec.ch dans les données relatives au document

rechgrché. A cette date, Je'document sera

slipprimé, ou

—

g¢conduit,

reviseé.
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INTRODUCTION

L'ensemble du marché des solutions de communication sans fil représente une vaste gamme
d'applications, dont les exigences de performances et de fonctionnement sont différentes. Au
sein de ce marché global, le domaine d'automatisation industrielle peut inclure:

e Je

contrbéle de procédés, par exemple dans les secteurs suivants de l'industrie:
hydrocarbures, raffinage;
chimie;

pharmacie;

Les ¢
diffén
comrf
ident

Les |
et d's

trans
et d
fabri
d'infd

De n

Energie électrique comme:

'automatisation d'usine, par exemple dans les secteurs industriels suivants:

Le plésent document s'adresse aux concepteurs et responsables d'usines de production

extraction miniéere;
pate et papier;
eaux et eaux usées;

acier;

la production électrique (par exemple: éolienne);

la transmission et la distribution de puissance (réseau);

alimentaire;

automobile;

machinerie;

semiconducteurs.
xigences d'automatisation industrielle;pour les systémes de communication sans fil
entes de celles, par exemple, des\ marchés des télécommunications, des mal

herciaux et des marchés grand public. Ces exigences d'automatisation industrielle
fiées et fournies dans I'lEC 6265%-1.

utres sources d'émission radioélectrique.

ormation, aux ntégrateurs systémes et aux ingénieurs-mécaniciens qui doivent int
marrer des systémes sans fil dans des machines et des installations, ainsi q
ants de seolutions sans fil pour l'industrie. Il vise en particulier a promouvoir I'éch
rmations~entre les ingénieurs d'automatisation et les ingénieurs de radiocommunica

bmbreuses applications d'automatisation industrielle sans fil se trouvent également

des ¢nvifonnements physiques sur lesquels I'exploitant/le propriétaire peut avoir le con

sont
chés
sont

bcaux industriels peuvent contenir une variété de technologies de communication sans fil

et de
Bgrer
'aux
ange
ion.

dans

trole,

c'est-a-dire au sein d'une installation physique contenant des appareils d'émission
radioélectrique dont le fonctionnement est contrélé par une seule entité. Cela permet de
développer des stratégies de gestion sans fil, ce qui s'avére impossible pour les équipements
installés dans les espaces publics ou d'autres zones non gérées.
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En automatisation industrielle, de nombreux systémes de communication sans fil peuvent
fonctionner dans un méme lieu. Des exemples de ces systémes de communication sont
spécifiés dans I'lEC 62591 [1]1 (WirelessHART®2), I'lEC 62601 [2] (WIA-PA) et I''EC 62734 [3]
(ISA100.11a). Tous ces systémes de communication utilisent I''EEE 802.15.4 [4] pour les
applications de contrble de procédés. D'autres exemples de systémes de communication sans
fil sont spécifiés dans les profils de communication de la série IEC 61784-1 [5] et de la série
IEC 61784-2 [6] qui s'appuient sur I'lEEE 802.11 [7] et I'lEEE 802.15.1 [8] pour les applications
d'automatisation d'usine. Contrairement aux bus de terrain filaires, les appareils de
communication sans fil peuvent interférer avec d'autres dans les mémes locaux ou le méme
environnement et se perturber mutuellement. D'autres sources d'énergie radioélectrique dans
ces bandes, souvent a des niveaux denergle élevés, sont les apparells de productlon de
Chal Ul IIquOLIIUIIC |ayun||cc, ICO appalclla UU OUUUGQU uu }JIGOLIL{UU, IUO IGIIIIJCO G }JICIOI a et

les appareils de rayonnement par microondes.

De tgute évidence, en l'absence de méthode de gestion de la coexistence de_ces différents
émetfeurs, il serait difficile de s'assurer que ces systémes sans fil satisfont aux exigencegs de
critic|té temporelle et de performances d'automatisation industrielle.

Le présent document décrit la gestion de radiosources indépendantes. qui utilisent le méme
suppprt de transmission. Il ne traite pas de la gestion dans un systéme de communication|sans
fil. Il pst admis par hypothése que celle-ci est réglementée par la nerme d'un systéme sans fil,
par exemple au moyen d'un mécanisme de contrdle d'accés au Support.

La série IEC 62657 se compose de quatre parties:

e Plrtie 1: Exigences de communication sans fil et eonsidérations relatives au spectre,
e Plartie 2: Gestion de coexistence,

e Prtie 3: Description formelle de la gestion automatisée de la coexistencg et
g¢commandations d'application,

—

e Plrtie 4: Gestion de coexistence avectcoordination centralisée des applications sans fil.

L'IEQ 62657-1 fournit les exigences générales en matiére d'automatisation industrielle et les
cons|dérations relatives au spectre'qui servent de fondement aux solutions de communication
indugtrielles. Le présent document-spécifie la gestion de coexistence des appareils sans fv afin
d'asqurer des performances-prévisibles. Il est destiné a faciliter I'narmonisation de futures
adaptations a des réglements“internationaux, nationaux et locaux.

Le piésent document(stipule le concept et le processus de gestion de coexistence. A partir du
procgssus de gestion) de coexistence, une assurance prévisible de la coexistence peuf étre
obtenue pour unsspéctre donné, avec certaines exigences d'application. Le présent document
décrif des pringipes de gestion des brouillages mutuels potentiels qui pourraient se produife en
raisop du fonctionnement de plusieurs appareils sans fil dans une installation.

Lep esent document fournit des recommandatlons aux utlllsateurs de systemes sans f|I pour
, elle
aide également les fournisseurs en decrlvant les comportements des appareils sans fil qui
composent les systemes sans fil conformes aux exigences de I'application.

Le présent document s'appuie sur des analyses de nombreuses Normes internationales
consacrées a des technologies particuliéres. L'objet du présent document n'est pas d'inventer
de nouveaux paramétres, mais d'utiliser ceux déja définis et de s'affranchir de la technologie.

1 Les chiffres entre crochets renvoient a la Bibliographie.

2 WirelessHART® est I'appellation commerciale d'un produit distribué par FieldComm Group (voir
www.fieldcommgroup.org.). Cette information est donnée a I'intention des utilisateurs du présent document et ne
signifie nullement que I'lEC approuve I'emploi du produit ainsi désigné. Des produits équivalents peuvent étre
utilisés s'il est démontré qu'ils aboutissent aux mémes résultats.
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RESEAUX INDUSTRIELS -
COEXISTENCE DES SYSTEMES SANS FIL -

Partie 2: Gestion de coexistence

1 Domaine d'application

La prlésente partie de I'lEC 62657:

. bécifie les hypothéses, concepts, paramétres et procédures de base qui permettgnt la

pexistence de communications sans fil;

S
c

e spécifie les paramétres de coexistence et comment ils sont utilisés dans une-applicatign qui
ekige une coexistence sans fil;

°
—h

qurnit les lignes directrices, exigences et meilleures pratiques en{matiére de disponibilité
el de performance des communications sans fil dans une installation d'automatisfation
industrielle. Elle couvre le cycle de vie de la coexistence de communications sans fil;

.
—h
D)

dcilite la tache des personnes appelées a faire face aux aspects fondamentaux a chaque
hase du cycle de vie de la gestion de coexistence deccommunications sans fil dang une
stallation d'automatisation industrielle. Les aspects’ du cycle de vie incluent: la
anification, la conception, l'installation, la misg en oceuvre, le fonctionnement, la
aintenance, I'administration et la formation;

5 T

3O

e fqurnit une référence commune sur la coexistence de communications sans fil pour des|sites
automatisation industrielle sous la forme “de ligne directrice homogéne aidanf les
ilisateurs a évaluer et mesurer les efforts“de leur installation;

C Qo

o trpite des aspects fonctionnels de la.coexistence de communications sans fil concefnant
tgnt I'organisation statique homme-@util que 'autoorganisation dynamique du réseau.

Le pnésent document apporte une ¢ontribution majeure aux réglements nationaux et régignaux
en folurnissant un appui pour respecter les exigences en utilisant la gestion de coexistenge.

2 Références normatives

Les dJocuments suivants sont cités dans le texte de sorte qu'ils constituent, pour tout ou partie
de lgur contenus..dées exigences du présent document. Pour les références datées, seule
I'éditlon citée-s‘applique. Pour les références non datées, la derniére édition du documept de
référence s'applique (y compris les éventuels amendements).

IEC 62443 (toutes les parties), Sécurité des systémes d'automatisation et de commande
industriefs

IEC 62657-1:2017, Réseaux de communication industriels — Réseaux de communication sans
fil — Exigences de communication sans fil et considérations relatives au spectre

IEC 62657-3:2022, Réseaux industriels - Coexistence des systemes sans fil -
Partie 3: Description formelle de la gestion automatisée de la coexistence et recommandations
d'application
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IEC 62657-4:—, Réseaux industriels — Coexistence des systémes sans fil — Partie 4: Gestion
de coexistence avec coordination centralisée des applications sans fil3

3

3.1

Termes, définitions, abréviations et conventions

Termes et définitions

Pour les besoins du présent document, les termes et définitions suivants s'appliquent.

L'ISO et I'lEC tiennent a jour des bases de données terminologiques destinées a étre utilisées

en ngrmalisation, consultables aux adresses sulvantes:

3.1

3.1

3.1

aptity

3.1

3.1

A
influpnce environnementale active

influgnce sur la propagation du signal par brouillage de I'application de.communication s3
ou d¢ l'application sans fil

.2
broufllage dans le canal adjacent
brouillage qui se produit lorsque des appareils sans fil utilisent des canaux de fréque
adjagents

.3
sélegtivité pour le canal adjacent
de d'un récepteur radioélectrique a répondre au signal utile et a renvoyer des signhaux
dans|des canaux de fréquences adjacents

4
gain|d'antenne

mesyre de l'efficacité d'une antenné qui exprime le rapport de la puissance exigée en e
d'ung antenne de référence \str la puissance fournie en entrée de I'antenne donnée
atteindre la méme intensité de'champ a la méme distance dans une direction donnée

.5
caragtéristique de(rayonnement de I'antenne
variafion de l'intensité de champ d'une antenne comme une fonction angulaire par rapp
I'axe

EC Electropedia: disponible a I'adresse http://www.electropedia.org/ [9]

$0 Online browsing platform: disponible a I'adresse http://www.iso.org/obp

ns fil

nces

ntrée
pour

ort a

3 En cours d'élaboration. Stade au moment de la publication: IEC/FDIS 62657-4:2024.
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3.1.6
type

d'antenne

type de partie d'une installation d'émission ou de réception d'ondes radioélectriques destinée
a assurer le couplage entre un émetteur ou un récepteur et le milieu ou se propagent les ondes

radio

Note 1 a l'article:

électriques

ou comme sa jonction avec I'émetteur ou le récepteur.

Dans chaque cas particulier, il convient de spécifier le point considéré comme accés de I'antenne

Note 2 a l'article: SilI'émetteur ou le récepteur est relié a I'antenne par une ligne d'alimentation, I'antenne peut étre
considérée comme un dispositif qui permet de passer d'un régime d'ondes guidées a un régime d'ondes libres et
inversement.

[SOURCE: IEC 60050-712:1992, 712-01-01, modifié — Le terme "antenne" a été remplac
"typel d'antenne" et "partie d'une installation" a été remplacé par "type de partie
installation" au début de la définition.] [10]

3.1.7

exigénces de communication de I'application
exiggnces quantitatives qui spécifient les conditions exigées et les caractéristiques de sol
de cpmmunication sans fil exigées au niveau de l'interface de_(@emmunication qui

resp

3.1.8

ctées afin d'atteindre I'objectif de I'application d'automatisation

zone| de fonctionnement

e par
i'une

ution
sont

5t en

inies

lation

propliétés distinctives de la zone dans laquelle le systéme de communication sans fil e
fonctjonnement

3.1.9

gestion de coexistence collaborative automatisée

gestipn de coexistence collaborative prise eéf*charge par un outil avec des interfaces dé
entre I'outil et le systéme de communication sans fil

Note 1 a I'article: L'outil peut étre conforme . a I'lEC 62657-4.

3.1.10

application d'automatisation

application d'automatisation‘industrielle

application de mesure_ét de commande automatique dans le domaine de l'automatis
indugtrielle

3.1.111

longieur des.données d'application d'automatisation

longyeur des données utilisateur

nombre d'octets échangés au niveau de l'interface de référence

3.1.12

débit binaire de la liaison physique
mesure du nombre d'éléments binaires transférés par seconde

3.1.1
liste

3
de fréquences bloquées

liste des fréquences bloquées afin d'éviter une partie du spectre disponible


https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

- 128 - IEC 62657-2:2025 © |IEC 2025

3.1.14

topologie cellulaire

topologie de réseau cellulaire

topologie de réseau dans laquelle la zone géographique est divisée en cellules

Note 1 a l'article: Un appareil peut étre déplacé d'une cellule a l'autre. Les appareils qui se trouvent dans une
cellule communiquent par l'intermédiaire d'un concentrateur central. Les concentrateurs présents dans différentes
cellules sont interconnectés.

3.1.15

fréquence centrale
moyenne géométrique des fréquences de coupure inférieure et supérieure d'un canal de
fréquences

nombre entier non signé qui identifie un canal de communication sans fil conformément|a un

a l'article: En plus du pur transfert de données utilisateur, cette durée comprend toutes les péfiodes

e la coexistence de communications sans {il
dans|lequel toutes les solutions de communigation sans fil d'une installation qui utilisept un
suppprt commun satisfont a toutes les exigences de communication de leur application

Note 1 a l'article: Dans I'lEEE 802.15.2-2003.f41], la coexistence est définie comme une caractéristiqu¢ d'un
appareil.

3.1.19
gestion de coexistence
procgssus visant a établir etumaintenir la coexistence qui comporte des mesures techniqules et
orgafnisationnelles

gestionnaire de coexistence
réle & -

3.1.22

planification de coexistence

processus qui décrit I'allocation de ressources de communication sans fil (périodes, fréquences,
codage, espaces, etc.) pour chaque systéme de communication sans fil afin d'obtenir la
coexistence

3.1.23

gestion de coexistence collaborative

processus de gestion de coexistence dans lequel des données sont échangées entre les
applications de communication sans fil impliquées afin d'influencer la communication sans fil
de sorte que toutes les applications respectent les exigences
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3.1.24

disponibilité de communication

<communication sans fil> rapport de l'intervalle de temps d'une transmission sans erreur (durée
de fonctionnement) sur la période d'observation

3.1.25

disponibilité de communication

<performance> aptitude d'une entité a étre en état d'accomplir une fonction exigée dans des
conditions données, a un instant donné ou pendant un intervalle de temps donné, en admettant
que les ressources externes exigées soient disponibles

Note 1 al'article: La disponibilité dépend des aspects combinés de la fiabilité, de la maintenabilité et de la logistique
de majntenance.

Note 4 a l'article: Les ressources externes exigées, autres que les ressources de maintenance, n‘influencept pas
la disgonibilité de I'entité.

3.1.2

charge de communication
quantité de données utilisateur a transmettre depuis I'application d'autofmatisation en un certain
laps fe temps

3.1.2)7
fiabilité des communications
capafgité d'une liaison physique et des nceuds correspendants a fournir des services de
comrhunications dans les conditions données pour un intervalle de temps donné

3.1.2118

fréquence de coupure
limitg de fréquence, la plus proche de la fréquence a laquelle la densité spectrale de puisslance
passg au-dessous d'un certain niveau, définissant la largeur de bande de fréquences

3.1.29
débit de données
rapport entre le nombre de données utilisateur transférées vers I'application sur l'interfage de
référgnce cible et la période d'gbservation

3.1.3JO
appareil

matéfiel qui fournit uhe’connectivité et des fonctions

Note 1 a Il'article:{_N’exclut pas les logiciels qui utilisent le matériel pour assurer des fonctions ou renforcer la
connegtivité.

3.1.31
type|diappareil
caracteristiques partagees d'Un appareit, qui sont specifiées de tefie sorte que 1es appareils
utilisés créent des instances de ces caractéristiques partagées

EXEMPLE Une spécification peut faire partie d'un catalogue d'un fabricant.

Note 1 a l'article: Ces caractéristiques partagées sont notamment les suivantes: technologie, conception, domaine
d'application, parties ou modules relatifs a la sécurité, CEM, performances, fonctionnalité, etc.

Note 2 a l'article: Les caractéristiques partagées d'un type d'appareil peuvent étre congues, configurées et
paramétrées dans une instance d'appareil.

3.1.32
distance entre des appareils sans fil
distance géographique entre les appareils dans un espace tridimensionnel
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3.1.33

systéme d'automatisation réparti

fonctions des appareils d'automatisation qui constituent I'étendue spatiale d'une automatisation
industrielle sans fil

3.1.34

cycle de service

rapport de la séquence de I'émetteur référencée sur une période d'observation donnée pour le
canal de fréquences utilisé

3.1.35

temgs de tenue
tempk passé a une fréquence lors d'un saut de fréquence simple d'un systéme assauis de
fréguence

3.1.3

puissance isotrope rayonnée équivalente
produiit de la puissance fournie a I'antenne par son gain dans une directiogn donnée par rapport
a ung antenne isotrope (gain isotrope ou absolu)

Note 1 a I'article: Cette définition est reproduite avec I'autorisation de I'UIT.

[SOURCE: Reglement des radiocommunications de I'UIT, éditioh 2020 — Art.1 §1.161, maodifié
— La] modification de la version anglaise pour cette définition ne concerne pas la vefsion
francgaise.] [12]

3.1.3/7
puissance apparente rayonnée
produdiit de la puissance fournie a I'antenne par, son gain par rapport a un doublet demi-onde
dans|une direction donnée

Note 1 a l'article: Cette définition est reproduite’avec I'autorisation de I'UIT.

[SOURCE: Réglement des radiocommunications de I'UIT, édition 2020 — Art.1 §1.162, modifié
— L'ekpression "(dans une direction donnée)" a été supprimée et la définition a été reformulée
confgrmément aux Directives ISO/IEC Partie 2.] [12]

3.1.3

brouﬁlage électromagnétique
EMI
détéiioration du~fohctionnement d'un appareil, d'une voie de transmission ou d'un systéme¢ due
a ung perturbation électromagnétique

Note 1 a,l'article: En francais, les termes "perturbation électromagnétique" et "brouillage électromagndtique”
désigrjentrespectivement la cause et I'effet et il convient de ne pas les utiliser indistinctement.

Note 2 a l'article: En anglais, les termes "electromagnetic disturbance" et "electromagnetic interference" désignent
respectivement la cause et I'effet et il convient de ne pas les utiliser indistinctement.

Note 3 a l'article: L'abréviation "EMI" est dérivée du terme anglais développé correspondant "electromagnetic
interference".

[SOURCE: IEC 60050-161:2018, 161-01-06] [13]

3.1.39

bande de fréquences

plage du spectre de fréquences, affectée par les organisations de réglementation a des
applications spécifiques ou a un groupe d'applications

Note 1 a l'article: L'UIT, en tant qu'organisation internationale de réglementation, attribue uniquement les services
de radiocommunication a une plage spécifique dans le spectre de fréquences.
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3.1.40

largeur de bande de fréquences

largeur de bande

différence entre la fréquence de coupure supérieure et la fréquence de coupure inférieure

3.1.41

canal de fréquences

plage du spectre des fréquences, définie par une fréquence de coupure inférieure et une
fréquence de coupure supérieure ou par une fréquence centrale et une largeur de bande de
fréquences

3.1.

séquence de saut de fréquence
séquence des canaux de fréquences utilisés pour la transmission (séquence de“saut) |et le
tempp de tenue

3.1.43
plan|d'extension future
installation possible de nouvelles solutions de communication sans fil et construction de
nouveaux batiments qui peuvent avoir une incidence sur la coexistence

3.1.44
caracgtéristiques générales de l'installation
parameétres qui caractérisent l'installation en général par tapport a toutes les applications de
communication sans fil

3.1.35
dimensions géographiques de l'installation
longudeur, largeur et hauteur de I'espace prévu<du systéme sans fil

3.1.:I§
capacité de géolocalisation
capagité d'un équipement a déterminer sa position géographique

3.1.47
application industrielle, scientifique et médicale
fonctjonnement d'un équipement ou d'appareils congus pour générer et utiliser en local I'éngrgie
radioglectrique pour (les' besoins industriels, scientifiques, médicaux, domestiques ou des
beso|ns similaires, a_l'exclusion des applications dans le domaine des télécommunicationis

Note 1 a I'article: { Cette définition est reproduite avec I'autorisation de I'UIT.

[SOURCE:xReglement des radiocommunications de I'UIT, édition 2020 — Art.1 §1.15] [12]

3.1.48

réseau de communication industriel

sous-systemes de communication de données utilisés pour le mesurage et la commande de
processus industriel, ainsi que sur les systémes d'instrumentation utilisés a des fins de
recherche, développement ou essai

3.1.49

appareil d'infrastructure

appareil essentiel a la construction d'un systéeme de communication sans fil conformément a
une technologie ou a une norme, mais sans interface avec l'application d'automatisation

EXEMPLE Routeur ou stations de base sans interface avec des réseaux industriels filaires ni fonction d'application
d'automatisation.
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3.1.50
initiation de la transmission de données
méthode qui spécifie de quelle maniére I'application lance le transfert de données

3.1.51

brouillage

brouillage radioélectrique

effet, sur la réception dans un systéme de communication sans fil, d'une énergie non dé

2025

sirée

due a une émission, a un rayonnement ou a une induction (ou a une combinaison de ces
émissions, rayonnements ou inductions), se manifestant par une dégradation de la qualité de
transmission, une déformation ou une perte de l'information que I'on aurait pu extraire en

I'abs@nce de cetie energie non desiree

Note 1 a I'article: Cette définition est reproduite avec I'autorisation de I'UIT.

[SOURCE: Reglement des radiocommunications de I'UIT, édition 2020 — Art.1_§1.466, m
— La] modification de la version anglaise pour cette définition ne concerne\pas la ve
francgiaise.] [12]

3.1.52
type|de brouillage
type d'énergie indésirable causé par une certaine source ou application

Note 1 a l'article: Une source EMI, une application industrielle, scientifique”et médicale (ISM) ou une appli
sans fjl non industrielle sont des exemples de types de brouillages.

3.1.53
sensjibilité d'intermodulation
nivedux de signaux brouilleurs hors bande qui, mélangés dans I'extrémité frontale du réce
donngent un produit non linéaire de troisieme ordre dans la bande

3.1.
interpisibilité

bdifié
rsion

cation

teur,

proptiété d'une liaison logique qui déerit une possible influence sur la propagation du gignal

réquence par obstruction, réfraction ou réflexion

EXEMPLE La ligne visuelle (LOS); laligne sans visibilité directe (NLOS) et la ligne visuelle obstruée (OLOS
les appareils sont des paramétres possibles.

3.1.
immunité

capafité d'une entité a continuer a fonctionner correctement en cas de brouillage, jusqu
certalin niveau de brouillage, et a résister lorsque ce niveau est dépassé

Note 1 & I'article: L'immunité d'une entité est obtenue en ajoutant a la robustesse de I'entité la capacité a rg
aux broujlages.

entre

aun

sister

3.1.56

gigue
variation temporelle d'une occurrence attendue

Note 1 a I'article: Les variations de la durée de transmission et du temps d'actualisation en sont des exemples.

3.1.57

longueur des données utilisateur par intervalle de transfert

nombre d'octets envoyés au cours d'un intervalle de transfert, les octets ajoutés compte
des exigences du protocole de communication sans fil étant soustraits

tenu

Note 1 a I'article: La longueur des données de I'application a une incidence sur la charge de communication et peut

causer la séparation temporelle des systémes de communication sans fil.
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3.1.58

cycle de vie

période entre le début de la phase de développement d'un type de produit et I'abandon du
produit

[SOURCE: IEC 62890:2020, 3.1.22] [14]

3.1.59

restrictions imposées par les voisins de l'installation

description des voisins de l'installation susceptibles d'imposer des limites a la communication
sans fil

EXEMPPLE Une ou plusieurs radiosources a forte puissance.

3.1.

topologie linéaire
topolpgie de réseau linéaire
topolpgie dans laquelle les nceuds sont connectés en série, deux nceuds étant connectés|a un
seul putre nceud et tous les autres étant connectés a deux autres nceuds (en d'autres tenqmes,
la copnexion forme une ligne)

Note 1 a I'article: Cette topologie correspond a celle d'un anneau ouvert.

[SOYRCE: IEC 61918:2018, 3.1.51, modifié — Un terme admis-a été ajouté.] [15]

3.1.61
lignd visuelle
LOS
chenjin de propagation d'un signal radiofréquence’(RF) qui n'est pas masqué (partiellement ou
total¢ment) par des obstacles

Note 1 a l'article: L'abréviation "LOS" est dérivée du terme anglais développé correspondant "line of sight".

3.1.6)2
n logique
relation de communication orientée application qui permet de transmettre des données
utilisateur entre un point d'ektpémité logique de I'interface de référence d'un appareil source et
un point d'extrémité logiqué.de l'interface de référence d'un appareil cible

3.1.
fréquence de coupure inférieure
premijiére fréquéence sous la fréquence de puissance maximale a laquelle la densité spegtrale
de puissance€ chute sous un niveau donné

3.1.
nom
nombre maximal de fois que la pile de communication peut retransmettre les données utilisateur
automatiquement en raison d'erreurs de transmission

nsmissions

3.1.65

mécanismes d'adaptabilité

mesures visant a modifier un ou plusieurs des paramétres fonctionnels des systémes afin
d'améliorer leur insensibilité aux brouillages et de réduire le plus possible I'utilisation du support

3.1.66
mécanisme de contréle d'accés au support
technique de transmission pour I'accés au support

Note 1 a I'article: Le CSMA et/ou le AMRT constituent des exemples d'un tel mécanisme.
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3.1.67

facteur d'utilisation moyen,

mesure visant a évaluer la quantité de ressources (puissance et temps) utilisées par des
équipements non adaptatifs

3.1.68
message
suite ordonnée d'octets destinée a communiquer des informations

Note 1 a l'article: Lors du transport des informations communiquées, les octets peuvent étre répartis dans plusieurs
paquets.

[SOURCE: ISO/IEC 2382-16:1996, 16.02.01, modifié — L'expression "suite de caractéres' [a été
remplacée par "suite d'octets", une Note a I'article a été ajoutée.] [16]

3.1.

fact%r de pertes de messages
rapport du nombre de messages, transférés de l'application vers l'interface de référence |chez
le producteur, et du nombre de messages transférés de l'interface de référence a I'applidation
chezlle client

3.1.70
topojogie maillée

topolpgie de réseau maillée
topolpgie de réseau dans laquelle des chemins redondants d'acheminement physiquement
diffénents sont disponibles entre chaque paire de noceyds'du réseau

Note 1 a l'article: La topologie maillée sans fil est utilisablé,pour étendre la couverture par une fonctionnalité de
sauts multiples et/ou pour faciliter la fiabilité des communications par la fourniture de chemins redondants enfre les
appareils.

[SOYRCE: IEC 62734:2014, 3.1.2.95, modifié — Un terme admis a été ajouté.] [3]

3.1.11
modulation
procgssus de variation d'une gu.de plusieurs propriétés d'une forme d'onde périodique avg¢c un
signdl de modulation contenant les informations a transmettre

3.1.72
condition environnementale naturelle
condj|tion d'envirofinement de I'appareil sans fil et du systéme sans fil

Note 1 a l'article:_J Il s'agit, par exemple, de la température, de I'humidité, de la pression atmosphérique.

3.1.73
résequ
tous les supports, connecteurs, répéteurs, routeurs, passerelles et éléments de communication
du nceud associés permettant d'interconnecter un ensemble donné d'appareils de
communication

[SOURCE: IEC 61158-2:2023, 3.1.30] [17]

3.1.74

topologie de réseau

topologie d'un réseau

configuration des positions relatives et des interconnexions des différents éléments du réseau

[SOURCE: IEC 61918:2018, 3.1.81, modifié — La "Note 1 a I'article" a été supprimée et un terme
admis a été ajouté.] [15]
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3.1.75
nceud
appareil physique ou logique adressable attaché au réseau

[SOURCE: IEC 62591:2016, 3.2.75] [1]

3.1.76

sans visibilité directe

NLOS

chemin de propagation d'un signal radiofréquence (RF) qui est masqué (partiellement ou
totalement) par des obstacles, ce qui rend le passage du signal radiofréquence difficile

Note 1 a l'article: Les obstacles courants entre les émetteurs radioélectriques et les récepteurs radidoélectriques
sont Igs grands batiments, les arbres, le paysage physique et les conducteurs électriques a haute tension: Alofs que
certaifps obstacles absorbent le signal radiofréquence, d'autres le reflétent, mais tous limitent\ta capacjté de
transnpission des signaux.

Note 4 a l'article: L'abréviation "NLOS" est dérivée du terme anglais développé correspondant”'non-line of s|ght".

3.1.77
nombre de messages perdus consécutifs
nombre de messages qui n'ont pas été recus dans l'intervalle ‘entre la réception de [deux
mesdages

3.1.78
ligng visuelle obstruée
OLOB
chenjin de propagation d'un signal radiofréquence®(RF) qui est masqué (partiellement ou
total¢ment) par des obstacles, ce qui rend le passage du signal radiofréquence difficile

Note 1 a l'article: Une intrusion dans la zone la plustintérieure de la premiére zone Fresnel entraine une dimihution
ou ung atténuation du niveau du signal recu. Au pointou I'obstruction devient tangente au chemin de la ligne viguelle,
les peftes de signal atteignent 6 dB ou plus. La meilleure pratique consiste a maintenir au moins 60 % du rayon de
la preiére zone de Fresnel exempt d'obstructions afin d'éviter I'atténuation du signal regu.

Note 3 a I'article: L'abréviation "OLOS" est"dérivée du terme anglais développé correspondant "obstructed |ine of
sight”

3.1.79
durép de fonctionnement entre défaillances
somrhe des durées de\fonctionnement entre deux défaillances successives sur une ligison
logiqhe ou le message-est considéré comme un élément réparable dans le sens ou il peut étre
répéfé dans la dufée de survie

3.1.8
autre utilisateur de fréquence

utilispteur= qui génére et utilise I'énergie radioélectrique sans aucun objectil de
télécommunication

Note 1 a l'article: |l s'agit, par exemple, d'une soudeuse, d'un moteur électrique ou d'un convertisseur de fréquence.

3.1.81

émission hors bande

émission sur une ou des fréquences situées en dehors de la largeur de bande nécessaire, mais
en son voisinage immédiat, due au processus de modulation, a I'exclusion des rayonnements
non essentiels

Note 1 a I'article: Cette définition est reproduite avec I'autorisation de I'UIT.

[SOURCE: Réglement des radiocommunications de I'UIT, édition 2020 — Art.1 §1.144] [12]
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3.1.82

mouvement des objets

spécification de la trajectoire des biens mobiles qui peuvent avoir une influence significative
sur les conditions de propagation radioélectrique

Note 1 a I'article: Des véhicules, des grues ou des personnes sont des exemples d'objets mobiles.

3.1.83
période d'observation
durée de la supervision des événements

Note f=tarticte—taTeceptiomdedonmees utitisateur ou tutitisatiom o supportdetrarsmissiom par amr appareil
sans f]l sont des exemples pour lesquels la période d'observation est le paramétre de référence utilisé pour calculer
la vitepse de transfert de données et le cycle de service.

3.1.84
paqyet
bits regroupés et formatés émis simultanément a travers le support physique

[SOURCE: IEC 62591:2016, 3.2.77] [1]

3.1.85

influpnce environnementale passive
influgnce des caractéristiques de la zone de fonctionnement;ydes dimensions de l'espage de
fonctjonnement, de l'intervisibilité, des objets mobiles et(des conditions environnementales
naturelles sur la propagation du signal

3.1.8f

exigences de performances
exiggnces qui décrivent la réactivité et les defaillances nécessaires pour remplir I'obj¢t de
I'application d'automatisation

3.1.87
liaison physique
relation entre les émetteurs-récépteurs radioélectriques (points limites physiques) de [deux
appareils sans fil

3.1.8
installation
aménagement géré) gui comporte en général un périmetre de protection physique, hébergeant
le prgcedé physigue; le fonctionnement, le personnel et les équipements

3.1.89
topologié point a point

topolpgié-de réseau point a point

tOpOI yIU ddllb Iaquc”c dcu;\ ||u::udb bUIIt d;lUthlllUllt bUIIIIUbtU’D I'UII c‘l I'au‘uc

3.1.90

position de I'appareil sans fil

position géographique de I'espace tridimensionnel dans les coordonnées absolues ou relatives
dans lesquelles se trouve l'appareil
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3.1.9

1

densité spectrale de puissance
répartition en fonction de la fréquence de la puissance par unité de largeur de bande des
composantes spectrales d'un signal ou d'un bruit & spectre continu et de puissance moyenne

finie

[SOURCE: IEC 60050-713:1998, 713-09-12, modifié — Le terme admis et I'abréviation ont été

supp

3.1.9

rimés.] [18]

2

objet de l'application d'automatisation
récapitulatif de I'application d'automatisation prise en charge par le systéme sans fil dahs la

mesu
sans

3.1.9

canall radioélectrique
le de propagation radioélectrique qui tient compte des caractéristiques du canal de

modéd

fréguences, des conditions environnementales, de la distance entre les appareils sans fil
caragtéristiques d'antenne

3.1.9
envi

envir
envir

3.1.9
ress

moygn utilisé par de nombreuses solutions.de’communication sans fil pour leur transmi

de si

3.1.9
robu

aptitude d'une communication sans fil a accomplir la fonction prévue malgré la préseng

broui

Note
I'lEEE]

3.1.9

indidation de puissance du signal regu
valeJr relativede l'intensité de champ au niveau du récepteur des appareils sans fil, qui dé

de la

3.1.9

fil

3

4
onnement radioélectrique
pnnement de propagation du signal radiofféquence avec ses influg
pnnementales passives et ses influences environnementales actives

15
burce radioélectrique

pnal radiofréquence

Etesse radioélectrique

[lage d'autres applications\sans fil actives dans sa sphére d'influence

a l'article: La signification de ce terme est identique a celle du terme "coexistence" défini
802.15.2:2003, 3.1.2°[M1.

7

mise«eh Ceuvre correspondante d'une technologie de radiocommunication

re nécessaire pour donner une vue d'ensemble utile des exigences imposées au sysréme

, des

nces

Esion

e du

dans

pend

B

blocage de récepteur
effet d'un fort signal brouilleur sur la capacité du récepteur a détecter un signal utile faible

3.1.99
niveau d'entrée maximal du récepteur
puissance de signal maximale que le systéme peut tolérer sans distorsion du signal

3.1.1

00

sensibilité de récepteur
puissance de signal minimale pour recevoir des données avec un taux d'erreur sur les bits

donn

é
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3.1.101
interface de référence
interface visible entre une application d'automatisation et la fonction de communication sans fil

Note 1 a l'article: Il n'existe pas d'interface unanimement définie pour le mesurage et I'automatisation. L'interface
de l'appareil est susceptible d'étre une interface matérielle série ou paralléle, une interface de bus de terrain, une
interface logicielle ou une interface série, paralléle, discréte et analogique.

3.1.102

réglement régional des radiocommunications
réglement relatif aux paramétres de coexistence importants, comme la bande de fréquences et
la puissance de sortie, en fonction de la région dans laquelle il est prévu d'utiliser I'application
sansifil

3.1.103
déplacement relatif
positlon d'un appareil sans fil dans le temps

3.1.1j04

exigénces influengant les caractéristiques des solutions sans fil
exiggnces de communication de l'application qui ont une incidence sur les performances des
solutjons sans fil et, donc, sur I'état de la coexistence

3.1.1/05

tempgs de réponse
interyalle de temps entre l'instant ou le premier bit ou octet de données utilisateur d'un meslsage
est ttansmis a l'interface de référence d'un émettedr &t I'instant ou le dernier bit ou octet du
mesgage de confirmation est transmis a l'interfacexde communication du méme émetteuf, qui
peut gtre affecté a la demande

3.1.1/06

topojogie en anneau

topolpgie de réseau en anneau

réseau actif dans lequel chaque negud est connecté en série a deux autres nceuds

[SOURCE: IEC 61918:2018,3*+.71, modifié — Le terme "anneau" a été remplacé par "topdlogie
en apneau" et un terme admis a été ajouté.] [15]

3.1.1/07
robuFtesse
i

capacgité d'une ehntite a continuer a fonctionner correctement en cas de brouillage, jusqufa un
certalin niveau~de brouillages

Note 1 a l'article: La robustesse d'une entité peut étre accrue en modifiant un ou plusieurs de ses paramétres
fonctignne€ls.

3.1.108
niveau de sécurité
catégorie d'exigences pour la cybersécurité

3.1.109

étendue spatiale de I'application

cuboide défini par les positions et/ou le rayon de mouvement maximal des appareils
d'automatisation d'un systéme d'automatisation réparti
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3.1.110

support partagé

ressource de bande de fréquences dans une zone particuliere partagée par plusieurs
applications sans fil

Note 1 a l'article: Dans les bandes industrielle, scientifique et médicale (ISM), de nombreuses applications sans fil
sont utilisées. En raison de ces utilisations conjointes, le terme "support partagé" est employé dans le présent
document. Les bandes de fréquences sont utilisées par différentes applications ISM et applications de
communication sans fil.

3.1.111

rapport signal a I'interférence plus bruit
quotient de Ta puissance du signal ufile et de Ta puissance des signaux non desirés, qui
comporte le bruit et le brouillage

3.1.1112

couVerture spatiale du systéme de communication sans fil
couverture spatiale spécifiée par la longueur, la largeur et la hauteur d'un cuboide qui englobe
le systéme de communication sans fil

3.1.1113

rayohnement non essentiel
rayomnement sur une ou des fréquences situées en dehors de’ Jalargeur de bande néceslsaire
et dont le niveau peut étre réduit sans affecter la transmission.dé I'information corresponclnte,
y cdmpris les rayonnements harmoniques, les rayonnements parasites, les prqgduits
d'intgrmodulation et de conversion de fréquence, a I'exclusion des émissions hors bande

Note 1 a I'article: Cette définition est reproduite avec I'autorisation de I'UIT.

[SOURCE: Réglement des radiocommunicatiops de I'UIT, édition 2020 — Art.1 §1.145] [14]

3.1.1114
répopse parasite
sorti¢ du récepteur en raison de signaux non désirés

Note 1 a l'article: Cela signifie que.les_fréquences sont en dehors du canal de fréquences réglé.

3.1.1115

topojogie en étoile
topolpgie de réseau en étoile
topolpgie de réseau.composé d'au moins trois appareils, chacun étant connecté a un appareil
central

[SOYRCE=IEC 61918:2018, 3.1.77, modifié — Le terme "topologie" a été ajouté, "point central
(qui peut étre actif ou passif)" a été remplacé par "appareil central" et un terme admis pa été
ajoutgy]15]

3.1.116

durée de survie

durée pendant laquelle une application qui utilise un service de communication continue sans
recevoir de message anticipé

3.1.117

télécommunication

toute transmission, émission ou réception de signes, de signaux, d'écrits, d'images, de sons ou
de renseignements de toute nature, par fil, radioélectricité, optique ou autres systémes
électromagnétiques

Note 1 a I'article: Cette définition est reproduite avec I'autorisation de I'UIT.

[SOURCE: Réglement des radiocommunications de I'UIT, édition 2020 — Art.1 §1.3] [12]
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18

puissance totale rayonnée
densité de puissance spatiale intégrée sur la surface de la sphére

3.1.1

19

intervalle de transfert
différence temporelle entre deux transferts consécutifs de données utilisateur depuis
I'application d'automatisation par le biais de l'interface de référence vers la fonction de
communication sans fil

3.1.1

20

écar
écart

3.1.1

puissance de sortie de I'émetteur

puisg

3.1.1
duré
inter
mesy
octet
référ

3.1.1

d'émission
entre deux utilisations successives de canal par un émetteur

21

ance totale rayonnée diminuée des pertes entre la sortie de I'émetteur,et’l'antenne

22

p de transmission

alle de temps entre le début de la livraison du premier octet-de-données d'application
age a l'interface de communication de référence d'un praducteur et la livraison du dg
de données d'application du méme message depuis linterface de communicatio
ence d'un client

23

duré
par

3.1.1

gabdrit spectral d'émetteur

séq}ence d'émetteur

d'un
rnier
n de

pendant laquelle un émetteur utilise un canal de fréquences sans pouvoir étre interrompu

n appareil sans fil du méme systéme

24

e de

n de

d'un
et la

enveloppe des valeurs maximales‘de la densité spectrale de puissance sur une plag
fréquences

3.1.125

topologie en arbre

topolpgie de réseau en arbre

topolpgie de réseau. dans laquelle tous les nceuds sont connectés dans une combinaisg
topolpgie linéaire-et'de topologie en étoile

3.1.1]26

temps d'actualisation

interyallé-de temps entre la livraison du dernier octet de données utilisateur du message
producteur;, depuistimterface dereference d'unmrchient vers tappticatiom d'automatisation,;
livraison du dernier octet de données utilisateur du message suivant du méme producteur
3.1.127

fréquence de coupure supérieure
premiéere fréquence au-dessus de la fréquence de puissance maximale a laquelle la densité
spectrale de puissance chute sous un niveau donné


https://iecnorm.com/api/?name=38a333dd290d4ba13ea7fbc5a08b4bea

IEC 62657-2:2025 © |IEC 2025 - 141 -

3.1.1

28

application sans fil
toute utilisation d'ondes électromagnétiques par des appareils ou des équipements pour
générer et utiliser I'énergie radioélectrique dans un environnement radioélectrique avec des
influences environnementales actives et passives

Note 1 a l'article: La définition inclut les systemes de communication sans fil avec des fonctions de communi
sans fil qui représentent un ensemble de fonctions d'automatisation réparties dans I'espace, les systémes
d'automatisation répartis avec des fonctions locales et les systémes physiques avec des fonctions systémes
physiques.

Note 2 a I'article: La définition inclut les équipements de localisation radioélectrique.

cation

3.1.1]3|9
communication sans fil

comr
élect

3.1.1
appl

parti¢ d'une application d'automatisation industrielle qui utilise une cémmunication sans f

3.1.1
solu

hunication dans laquelle le transfert d'information se fait au moyen de gayonne
romagnétique, sans utilisation de cables ni de fibres optiques

30

cation de communication sans fil

31
ion de communication sans fil

para

et appareils de communication sans fil

3.1.132

densité de solutions de communication sansfil

rapp¢rt entre le nombre de solutions de communication sans fil et la couverture spatia
I'installation

3.1.133

systéme de communication sans fil

ense
phys

3.1.1
app
appa
équif
pour
sans

3.1.1

etres des solutions de communication sans fil qui sont‘des mises en ceuvre des syst¢

mble d'appareils de communication sans fil, d'appareils d'infrastructure et de lia
ques qui communiquent par;radiofréquences a l'aide de différentes topologies

34

reil sans fil

eil d'automatisation sans fil

ement des applications de communication sans fil qui utilise les ondes radioélectr

la communication sans fil avec un autre équipement des applications de communid
fil

35

densité 'd'appareils sans fil

ment

Emes

e de

sons

ques
ation

nombre d'appareils sans fil dans la couverture spatiale du systéme de communication sans fil

3.1.1

36

parameétres de réception de l'appareil sans fil
parametres de réception sans fil
spécification des caractéristiques du récepteur sans fil

3.1.1

37

solution a appareils sans fil
parameétres relatifs aux différents nceuds d'un systéme qui mettent en ceuvre une solution de
communication sans fil
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3.1.138

paramétres d'émission de I'appareil sans fil
paramétres d'émission sans fil

spécification des caractéristiques de I'émetteur sans fil

3.1.139
type d'appareil sans fil
spécification d'un appareil selon les données de catalogue

3.1.140

réseau sans fil

réseiu de communication sans fil J
réseau composé d'au moins deux appareils sans fil qui établissent une communication sdns fil

3.1.141

solution réseau sans fil
parameétres relatifs a un réseau utilisé dans son ensemble exécutant .ine solution de
comrpunication sans fil

3.1.142

solution sans fil

solutjon de communication sans fil
misel|en ceuvre particuliere ou exemple particulier d'un systéme de communication sans fil

Note 1 a 'article: Une solution sans fil peut se composer de produits.issus d'un ou de plusieurs fabricants.

3.1.143

systéme sans fil

syst§me de communication sans fil

ensemble d'éléments interdépendants qui permettent une communication sans fil

Note 1 a I'article: Un systéme sans fil est une(représentation générique d'un systéme, tandis qu'une solutiof sans
fil est une mise en ceuvre pratique d'un systéme.

3.1.144
type[de systéme sans fil
parameétres qui décrivent le type de systéme de communication sans fil

3.1.145

type[de systéme san’s fil et type d'appareil sans fil
pararlnétres qui_caractérisent le modéle d'un systéme sans fil ou d'un appareil sans fil en
fournissant les parametres qui permettent de spécifier un type de systéme sans fil et un|type
d'appareil sans fil

3.1.146
norme ou technologie sans fil
dénomination de la norme ou de la technologie sans fil

EXEMPLE L'IEC 62591 [1], I'lEC 62601 [2] et I'lEC 62734 [3] sont des exemples de normes qui spécifient un
systéme de communication sans fil.
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3.2 Abréviations
AFH (Adaptive Frequency Hopping)
BFWA (Broadband Fixed Wireless

Access)
CEPT

CP (Communication Profile)

CSMA (Carrier Sense Multiple Access)

— 143 -

saut de fréquence adaptatif
accés sans fil fixe a large bande

conférence européenne des administrations des
postes et des télécommunications

profil de communication conformément a la série
IEC 61784-2 [6]

acces multiple avec détection de porteuse

DAA (Detect And Avoid)
DAR (Detect And Reduce)
DAS (Detect And Suppress)

ECQ (European Communications Office)

PIRE
CEM
EM
PAR
Fl
IP (Ipternet Protocol)
ISM
TI
uiT
LAN|(Local Area Network)
LOS|(Line Of Sight)

MLR (Message Loss Ratio)
NLOS (Non-Line Of Sight)
N/A
OLQS (Obstructed Line Of Sight)
PCBl (Printed Circuit Board)

DSP
RF
RFID (Radio Frequency Identification)

(Electromagnetic Interference)

détection et évitement
détection et réduction
détection et suppression

bureau européen des radiocommunications du
comité des communications électroniques de Ja
CEPT

puissance isotrope rayonfiée équivalente
compatibilité électromagnétique
brouillage électromagnétique

puissance appafente rayonnée
fréquence intermédiaire
protocole/Internet

industriel, scientifique et médical
te¢hnologie de I'information

Union Internationale des Télécommunications
réseau local

ligne visuelle

facteur de pertes de messages

sans visibilité directe

non applicable

ligne visuelle obstruée

carte de circuit imprimé

densité spectrale de puissance
radiofréquence

identification par radiofréquence

RSRP (Reference Signal Received
Power)

RSRQ (Reference Signal Received
Quality)

RSSI (Received Signal Strength
Indication)

SIR (Signal-to-Interference Ratio)
AMRT

PTR

WD

WIA-PA (Wireless Network for Industrial

Automation — Process Automation)

puissance de reference du signal recu
qualité de référence du signal regu
indication de puissance du signal regu

rapport signal sur brouillage

acces multiple par répartition temporelle
puissance totale rayonnée

appareil sans fil

réseau sans fil pour automatisation industrielle —
contréle de procedés
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WLAN (Wireless Local Area Network) réseau local sans fil

ZVEI (Zentralverband Elektrotechnik- und association des fabricants allemands de produits
Elektronikindustrie e.V.) électriques et électroniques

3.3 Conventions

NOTE Les représentations graphiques des organigrammes dans les figures reposent sur I'lSO 5807 [19].

Les conventions suivantes pour les modéles de paramétres de gestion de coexistence
de I'Article 8 s'appliquent:

°
a

colonne "Parameétre” utilise des indentations pour catégoriser certains parametres| Les
hrametres les plus a droite appartiennent au paramétre le plus a gauche immeédiatement
I-dessus;

O T

°
Q.

colonne "Utilisation" spécifie si le paramétre est obligatoire, facultatif puun choix, |si un
pul parametre sur plusieurs est choisi;

2]

°
a

colonne "Valeur" peut contenir une plage ou une liste de valeurs¢,sile parameétre pgrmet
usieurs options. Si un parameétre n'a pas d'unité, la case de la.golonne "Unité" doit jalors
diquer "non applicable" (N/A).

5 T

4 Concept de coexistence en automatisation industrielle

4.1 Vue d'ensemble

La communication sans fil permet une mise en ceuvre plus économique, souple et fiable de
l'autgmatisation industrielle, tout en permettant ['utilisation de nouveaux cong¢epts
d'autpmatisation. Les exigences en matiére»de fiabilité et d'aptitude en temps réel des
communications sans fil des applications diautomatisation industrielle sont généralement plus
strictes que celles des applications «domestiques ou bureautiques. Les applications
d'autpmatisation industrielle peuvent également se trouver dans des installations industr|elles
qui grésentent des niveaux de brouiltages électromagnétiques (EMI) ambiants supérietirs a
ceux|des domaines non industriels:

Il esf également nécessaire de prendre en compte les sources d'émission radioélectrique
supplémentaires lors de |la*gestion de coexistence.

NOTE| Dans certains environnements industriels, d'autres sources d'émission radioélectrique peuvent étre
présemtes dans les mémes bandes que celles utilisées par les systémes de communication sans fil. Ces émgtteurs
peuvept inclure les appareils a émissions involontaires (les appareils a souder a puissance élevée, qui génerent de
I'énergie électromagnétique a large bande, par exemple).

Du fait de<ces exigences, différents systémes sans fil sont utilisés. Il est fort probablg que
plusipurs.systémes sans fil puissent fonctionner simultanément en un méme lieu. Etant donné
que g¢es'systémes sans fil partagent un support commun, il peut étre admis par hypothése que
des brouillages se produisent tout au Tong de Teur cycle de vie. Cela a une incidence sur les
performances du systéme, y compris sa fiabilité et son aptitude a satisfaire aux exigences de
réponse en temps réel. Le présent document a pour objet de faciliter I'identification des risques
potentiels, et de recommander des mesures de maitrise des risques en fonction des exigences
de I'application d'automatisation. Le présent document montre également que, le plus souvent,
la coexistence de plusieurs systémes sans fil et paralléelement la gestion efficace du spectre
des fréquences qui constitue une ressource limitée sont possibles sous réserve d'adopter une
approche adaptée en tenant compte des exigences applicables. Pour cela, un processus qui
tient compte de tous les aspects de la coexistence de systémes sans fil, depuis la conception
jusqu'a I'exploitation, en passant par la mise en service et la maintenance, est nécessaire. Ce
processus, appelé "gestion de coexistence des solutions sans fil", fait I'objet du présent
document. Des actions et décisions associées permettent de satisfaire aux valeurs limites
revendiquées pour l'application sur I'ensemble du cycle de vie de l'installation.
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Ce processus peut étre plus ou moins complexe, selon la pertinence des exigences de
communication sans fil pour [l'installation. Cette complexité dépend notamment des
caractéristiques de I'application de communication sans fil desservie par chaque solution sans
fil (commande accompagnée d'exigences strictes de réactivité en temps réel, par exemple), du
nombre et de I'emplacement des solutions sans fil qui peuvent potentiellement interférer entre
elles, et de la présence d'autres émetteurs radioélectriques dans les mémes bandes.

S'il n'y a pas ou peu d'exigences relatives au systéme sans fil, la coexistence des solutions
sans fil impose un effort plus modéré comparativement a celui nécessaire pour un systéme
sans fil qui fait partie d'une application de commande accompagnée d'exigences strictes de
réactivité en temps réel. Il est toutefois fortement recommandé d'envisager que d'autres
systg§mes sans il soient suscepuibles detre ajoutes ulteriearement ou que les exiggnces
relatives au systéme sans fil présent évoluent a I'avenir (en raison d'appliedtions
supplémentaires, par exemple). La conception de l'installation doit assurer que les mesurg¢s de
coex|stence appliquées correspondent aux exigences du systéme sans fil.

L'étaf de coexistence se caractérise par le respect, par toutes les lapplications de
communication sans fil dans la zone étudiée, des valeurs limites de certains paramétres|. Cet
état ge coexistence est obtenu par des actions appropriées en planification et exploitatipn. Il
apparait ainsi que la coexistence n'est pas une propriété immuable d‘une solution sans fil,|mais
pluté} un état dans le cycle de vie d'une installation. A |a suite de certdins événements, ce} état
peut [étre quitté temporairement ou définitivement. Les valeurs |imites des paramétres|sont
détenminées par l'application d'automatisation dans laquelle s'ifiscrit la communication sans fil.
Une autre implication est que la gestion de coexistence doit:étre évaluée et établie en contexte
et en|plein accord avec l'application d'automatisation.

En régle générale, la coexistence de plusieurs solutions sans fil peut étre obtenue en rendant
orthdgonales les transmissions qui proviennent déysources différentes.

Il existe trois possibilités de gestion de coexistence, a) impliquant une quantité d'heurgs de
travaljil plus importante pour établir et maintenir la gestion de coexistence, et b) et ¢) impliquant
un niveau plus élevé d'automatisation:

a) ggestion de coexistence manuelfe-(niveau le plus bas);
b) gpstion de coexistence automatisée non collaborative;
c) gestion de coexistence, collaborative automatisée (niveau le plus élevé).
Les {echniques automatisées, ainsi que les algorithmes sur lesquels elles s'appuient,|sont

généfalement réparties en deux grandes catégories: les techniques collaboratives et les
techniques non collaboratives.

4.2 | Objectif

Le présent document porte sur les moyens qui permettent d'assurer la coexistence| des
systdmes sans fil pour des applications d'automatisation et de mesure. Ces applicdtions
d'automatisation industrielle peuvent étre classées de différentes maniéres. Par exemple, dans
le Tableau 1, elles sont classées selon le degré de criticité de I'application. Les efforts de
gestion de coexistence peuvent varier en fonction de la classification décrite dans le Tableau 1.
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Tableau 1 — Exemple de classification des exigences de communication de I'application

Classe Application Exigences de communication de I'application
Sécurité Mise en ceuvre d'un systéeme lié a la Il convient que le protocole de communication prenne
fonctionnelle | sécurité dont la défaillance peut avoir en charge la communication de sécurité fonctionnelle,

des conséquences sur la sécurité des et la gestion de coexistence doit étre établie de
personnes et/ou de I'environnement maniere a satisfaire a toutes les exigences du présent
et/ou des installations document.

Commande Commande en boucle ouverte Il convient que le protocole de communication prenne

ou fermée en charge plus de disponibilité, fiabilité et criticité
temporelle que dans d'autres secteurs comme celui
des biens de consommation et des
terecomimunicdtions. La gestol de coexisielnce it
étre établie de maniéere a satisfaire a la plupart.deg
exigences du présent document.

Survgillance | Visualisation de processus et alerte Aucune extension particuliére exigée podr, le protocole

de communication.

En régle générale, I'application de'surveillance pepit
reposer sur un ensemble d'exigénces moins strictgs.
La gestion de coexistence doit\étre établie de maniere
a satisfaire a toutes ces exigences minimales.

NOTE Les termes relatifs "la plupart” et "minimales" reposent sur la description(graphique donnée a la Figure 3.
La clpssification des applications d'automatisation fournielavec le Tableau 1 s'appuie sur les
exiggnces fonctionnelles de l'application de l'industriede transformation a respecter. Cette
clasdification peut également étre adaptée dans d'autres domaines d'application.

Cepgndant, la criticité et les exigences de communication de l'application associées ddivent
étre ¢léterminées au cas par cas par le gestionfaire de coexistence.

NOTE|1 Les exigences de communication de |'application sont décrites dans I'lEC 62657-1.

Des applications, allant du lecteur.radioélectrique de code a barres aux applications de voix et
vidéq par IP, peuvent étre classégs de la méme maniére, et peuvent étre traitées conformément
au présent document.

L'applicabilité du présentidocument ne se limite pas a une bande de fréquences particuliefe (la
bande ISM 2,4 GHz, parexemple). Les systémes de communication concurrents et les autres
applifations sans fil@pprouvées, comme les faisceaux hertziens pour le séchage ou le soudage
du pllastique, sonficonsidérés comme des brouillages. En outre, d'autres brouillages pelivent
étre générés par.de puissants champs électromagnétiques basse fréquence (transformateurs,
moters puissants ou autres brouillages électromagnétiques [EMI], par exemple; voir Figufe 1).
Les qources-de brouillages a prendre en considération sont décrites en 4.4.

NOTE|2 »L'analyse des brouillages électromagnétiques (EMI) est hors du domaine d'application du présent

document, mais a néanmoins été prise en considération.
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Figure 1 — Problémes pris en compte

gure 2 décrit la relation entre I'application d'automatisation industrielle, I'applicatid
hunication sans fil, les brouillages électromagngétiques (EMI), I'application industh
tifique et médicale (ISM) et I'application sans\fil 'non industrielle. Le terme "applic
fil" est utilisé comme terme générique pour désigner 'application de communication
pplication ISM et la communication sans fiknon industrielle (en gris sur la Figure 2)
cations de communications sans . filY font partie intégrante d'une applic
bmatisation. Les autres parties des, applications d'automatisation peuvent utilis
re ISM (pour les processus de souidage, par exemple). De plus, les équipements
cations d'automatisation industrielle peuvent étre une source de brouil
romagnétiques (EMI). En outré) les applications sans fil non industrielles (les mg
fonctions ou les ordinateursiportables, par exemple) peuvent utiliser le spectre dar
pnnement industriel.
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Figure 2 — Applications qui utilisent le spectre de fréquences
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Le présent document traite de la gestion de coexistence a I'emplacement d'une entreprise.
Toutefois, le gestionnaire doit tenir compte du fait qu'un brouillage peut provenir de I'extérieur
de l'installation. Le gestionnaire doit identifier et caractériser les sources externes potentielles
d'énergie radioélectrique et leur distance par rapport a l'entreprise. Il convient que des
commandes soient en place pour assurer que des sources mobiles non autorisées ou non

recensées ne sont pas admises dans la zone de I'entreprise.

Le postulat de départ est qu'en I'absence de brouillages, un systéme de communication sans
fil satisfait aux exigences de l'application d'automatisation sans fil et que, en particulier, la
réactivité et les défaillances sont prises en compte en planifiant les exigences de
communication.

Les mesures ici décrites doivent assurer les performances exigées, méme en présence d'al.utres
applifations sans fil.

4.3 | Nécessité de mettre en ceuvre une gestion de coexistence

Le spectre des fréquences est une ressource limitée précieuse qui s'épuise'fapidement ep cas
d'util{sation non gérée.

La liste suivante présente un exemple d'appareils sans fil classique des environnements
indugtriels:

capteurs et actionneurs sans fil;

ppints d'accés WLAN et clients;
e ppAnneaux mobiles;

appareils RFID et lecteurs RFID.
Des gppareils peuvent également émettre de la puissance rayonnée dans les mémes bandes
que ¢elles des appareils sans fil:
e appareils de production de chaleur industrielle par radiofréquence;
appareils de soudage du plastique;
e Igmpes a plasma;

appareils de soudage\général; et
e altres appareils,
Il existe un risqueimportant de brouillages ou, dans certaines conditions, les exigencgs de
dispgnibilité et'de performances présumées ne peuvent pas étre respectées. Pour prévenir ce
cas ¢e figure,.ou plutdt pour réduire le risque de brouillage, un processus d'entreprise|pour
l'adnlinistration des applications sans fil de toutes les parties impliquées est vivement
recommandeé et, s'il est adopté, doit étre mis en ceuvre conformément au présent document. La
gestibn:de coexis e e , i ontreprise qu'il convient d' a la structure
et aux processus internes de l'entreprise. D'une entreprise a l'autre, la structure et les
processus peuvent étre organisés différemment.

En outre, la définition du processus ou de ses phases peut varier en fonction des groupes
d'utilisateurs concernés:

e applications de communication sans fil avec un débit de données élevé, mais avec des
exigences de réactivité en temps réel moins strictes: la gestion de coexistence s'attache a
la mise a disposition de la largeur de bande de fréquences conforme aux exigences de
I'application;

e applications de communication sans fil sans exigence particuliere de performance et de
réactivité en temps réel: la gestion de coexistence vise a assurer la couverture spatiale;
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e applications de communication sans fil avec des exigences strictes de réactivité en temps
réel: la gestion de coexistence protége des problémes de fonctionnement générés par
I'influence d'autres applications sans fil (classes d'applications "sécurité fonctionnelle" ou
"commande").

En outre, les mesures élémentaires suivantes sont recommandées pour mettre en ceuvre la
gestion de coexistence:

e désignation d'un gestionnaire de coexistence pour I'ensemble de I'entreprise;

o désignation d'un gestionnaire de coexistence local si I'entreprise posséde plusieurs sites;

e constitution d'un comité compasé d'interlocuteurs pour chaque service de |'entreprise qui
utilise une application sans fil (il convient que les activités du comité réponden{ aux
roblemes de la Figure 1 et de la Figure 2);

©

e irlventaire de toutes les applications sans fil installées et, le cas échéant{planifiégs, y
cpmpris la communication sans fil;

e ¢éjablissement d'une politique d'enregistrement des nouvelles applications ou solutions|sans
fil et d'identification des applications ou solutions sans fil existantes;

pordination et adoption de décisions concernant I'approbation (et-la mise en oceuvie de
stémes sans fil au sein du comité;

c
S

e ¢éjablissement d'une politique et des conséquences applicables pour l'introduction| non
alitorisée de nouvelles applications ou solutions sans fil,

La gegstion efficace de coexistence est un processus corcerté impliquant des représentanits de
toutels les parties de l'entreprise concernées (divisions," services, technologies). Ces parties
concernées sont celles qui sont impliquées dans la planification, ['approvisionnement,
I'installation, la mise en service, I'exploitation et lasmaintenance des applications sans fil. Par
exenple: la planification de processus, les TI, Mautomatisation, I'exploitation (production), le
développement, les achats, la gestion des lacaux.

La g¢stion de coexistence présente de.ivmbreux avantages:

gduction ou élimination des brouillages menant a des indisponibilités fortuites;

L]
—

g¢duction ou élimination des_pecherches de panne pénibles, colteuses et chronophaggs;

L]
—

gduction ou élimination des désinvestissements dans les solutions sans fil qui ne pelivent
pas étre exploitées dans I'environnement radioélectrique actuel de I'entreprise.

[ ]
-

NOTE| Ici, le terme "sofutien sans fil" est utilisé a la place du terme "systéme sans fil" afin de tenir compfe des
différgntes propriétés d'un’produit qui sont importantes pour la gestion de coexistence.

4.4 | Potentiel de brouillage
Pour|les applications de communication sans fil, des brouillages se produisent en un poipt de

I'espace’ (correspondant a un emplacement d'antenne, a de I'énergie recgue, a| des
caradteristiques et une polarisation d'nntpnnp) siles Qignqlly regus:

e se chevauchent dans le domaine fréquentiel;
e se chevauchent dans le domaine temporel; et

e se chevauchent pour le codage.

NOTE 1 Dans le cas des batiments et zones proches d'aéroports, de ports, de pylénes émetteurs et d'autres lieux
ou sont installés des systémes sans fil puissants, le potentiel de brouillage est trés élevé.

Cela entraine des brouillages entre les solutions sans fil ayant pour conséquence une perte de
paquets, ce qui nécessite par exemple la répétition d'un paquet transféré. La réaction du
systéme a de tels brouillages dépend de plusieurs facteurs, par exemple de la norme sans fil,
de la mise en ceuvre du matériel et des logiciels ou de la classe d'application que le systéme
sans fil utilise pour le transfert (voir Tableau 1).
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La séparation des canaux de fréquences qui ne se chevauchent pas est une méthode qui
permet d'assurer la coexistence. Des brouillages peuvent toutefois se produire entre des
systémes sans fil utilisant des canaux différents dans une méme bande de fréquences, a cause
d'un brouillage dans le canal adjacent, par exemple. Il s'agit d'un brouillage intercanal. En
particulier, les systémes sans fil analogiques présentent un fort potentiel de brouillage avec les
systémes sans fil numériques compte tenu de leur forte occupation de canal.

De plus, les systémes sans fil utilisant des bandes de fréquences différentes peuvent interférer
les uns avec les autres. Au-dessous du signal principal, un systéme sans fil émet aussi des
signaux hors bande susceptibles de pénétrer dans le canal de fréquences du systéme sans fil
menacé et de perturber ainsi le signal utile.

La qualité du signal recu par un récepteur en fonction des brouillages d'autres systémes|sans
fil egt généralement mesurée par le rapport signal sur brouillage (SIR) qui correspond au
rapport de la puissance du signal utile sur la puissance résiduelle totale desVvsignauX non
désirgs. Le récepteur ne peut correctement interpréter les données entrantés,que si lg SIR
dépapse un seuil défini.

La valeur de ce seuil dépend de la modulation adoptée, tandis que. I3 valeur réelle dJ SIR
dépend de la superposition des brouilleurs sur la communication -désirée dans les |[deux
domgines suivants: temporel et fréquentiel.

Les performances peuvent varier en fonction du degré de supérposition compléte ou pafrtielle
(c'est-a-dire des brouillages) dans ces deux domaines.

Pour|le domaine temporel, étant donné que le trafic des'systémes sans fil victimes et brouilleurs
peut arier trés rapidement, il convient de définir unnintervalle de temps sur lequel le broulllage
est cpnstant avant de déterminer le SIR.

Pour(le domaine fréquentiel, il convient que\la’détermination du SIR prenne au moins en compte
les effets combinés des gabarits spectraux des émetteurs brouilleurs et du récepteur victime.
En effet, les émetteurs brouilleurs peuvent avoir des rayonnements non essentiels ménje en
dehors du canal de fréquences adopté. Par ailleurs, le gabarit de blocage du récepteur|peut
rejeter les signaux brouilleurs, limitant ainsi les effets.

Pour|prévoir/estimer les effets’des brouilleurs, des modéles analytiques, des simulations €t des
bancpk d'essai expérimentaux peuvent étre utilisés. Ces trois approches présentent| des
comgplexités (croissantes) différentes et, donc, des niveaux d'exactitude différents (croissants).

Afin de déterminer s'il existe un risque de brouillage ou non, sans preuve de la robus{esse
radioglectrique ‘des applications sans fil, il convient de toujours admettre par hypothéde un
risque de brouillage si elles fonctionnent en paralléle dans la méme bande de fréquences|

NOTE| 2\ Ll terme "application sans fil" est plus exhaustif que le terme "systéme sans fil", car la puissance raypnnée
ne sertpasumguementau transfertdimformationsdanstesappticationssams it

NOTE 3 L'utilisation de I'énergie électromagnétique peut étre soit intentionnelle (pour alimenter I'application
spécifique) soit involontaire/accidentelle.

Toutefois, un risque de brouillage ne signifie pas que le fonctionnement en paralléle de
systémes sans fil concurrents soit impossible. lIs peuvent coexister si les exigences relatives
aux solutions sans fil impliquées sont respectées. Il convient de s'appuyer sur ce critére pour
prendre des décisions concernant I'application des systémes sans fil.

Si possible, il convient également d'envisager les modifications ultérieures des exigences qui
induiront des variations du potentiel de brouillage. En automatisation industrielle, le cycle de
vie d'une solution sans fil est généralement supérieur a 5 ans. Pendant cette période, de
nouvelles applications pour le systéme sans fil existant peuvent étre développées et diffusées.
La détermination, la coordination et la maitrise de ces changements font partie de la gestion
de coexistence.
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Les brouillages électromagnétiques (EMI) rayonnés sont une autre influence a prendre en
compte. Les réglements régionaux, en particulier, peuvent autoriser une puissance rayonnée
significative pour les applications sans fil particuliéres dans le spectre sans licence, générant
potentiellement de fortes intensités du champ a proximité d'un systéme sans fil.

Une solution sans fil présente une certaine résilience aux brouillages par rapport a ces
brouillages rayonnés. Cependant, cette valeur limite peut étre dépassée par le signal d'une
application sans fil puissante.

EXEMPLE En Europe, les applications RFID sont autorisées a utiliser 4 W dans la bande de 2,4 GHz, tandis que
les autres appareils de courte portée sont limités a 100 mW.
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e si les solutions sans fil possédent souvent une résilience aux brouillages supérie
revendiquée par les normes et qu'un dépassement de la valeur limite ne provoqug
urs de brouillages dangereux, les solutions sans fil doivent étre congues de,sorte

méme bande de fréquences sont bien plus probables que ceux provenant'd'autres b

étre pris en compte.

stence. Il convient plutdt de réparer I'appareil défectueux(pour revenir a des conditio
onnement normal.

Conditions annexes

la communication sans fil, les ressources de:¢ommunication disponibles sont limitée
Kige une planification soigneusement réfléchie. Plus les exigences (réactivité, disponi
nsions, etc.) de la classe d'application.di’systéme sans fil sont élevées, plus les e
iques et organisationnels exigés pour assurer la coexistence sont importants. Les
entent de facon disproportionnée,-.comme cela est représenté a la Figure 3. lls so

imputables a la complexité des solutions réseau sans fil (une liaison simple de pg
ou bien une topologie linéaire;en anneau, en étoile, cellulaire, en arbre ou maillég
ple), ainsi qu'au nombre de facteurs d'influence a prendre en considération (la charg

'‘écart entre les deux caurbes s'accroit. Cette regle est valable pour:
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prt, la puissance de I'émeiteur, par exemple). Plus le spectre est exploité efficacement,
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out &tre réduit au-moyen de régulations stratégiques pg a—gestion de coexisténce.
s régulations possibles consiste a limiter le nombre de facteurs d'influence pri

S en

compte, par exemple par l'assignation exclusive de fréquences a des applications sans fil
précises. Il est essentiel de tenir compte du fait que les décisions stratégiques dans la phase
de planification de coexistence ont des conséquences sur les dépenses ultérieures et, par la
méme, sur les codts du cycle de vie de linstallation. Les dépenses techniques et
organisationnelles pour la gestion de coexistence lors de la phase d'exploitation peuvent
multiplier les colts de planification de la coexistence sur I'ensemble du cycle de vie d'une
installation.

Il est par conséquent important d'analyser si les exigences de l'application planifiée
correspondent a celles nécessaires pour l'application. En allégeant les exigences, un emploi
plus efficace de la ressource peut étre obtenu. Si la ressource est épuisée, il est nécessaire de
trouver d'autres solutions.
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Figure 3 — Evolution des dépenses pour atteindre
la coexistence en fonction des classes d'applications

coexistence

ppareils sans fil doivent étre en mesure.de varier les paramétres comme cela est sp
ticle 5 afin d'assurer la gestion de;coexistence en réduisant le potentiel de brouil
he cela est spécifié en 4.4.

tre réglée sous le seuil des services/applications titulaires.
Concepts
Gestion de coexistence manuelle

le cas d'ung'gestion de coexistence manuelle, le gestionnaire de coexistence (voir 1

Exigences relatives aux appareils sans filpour la prise en charge de la gestion de

Bcifie
lage,

PLE L'appareil est construit desprte que certaines fréquences peuvent étre bloquées ou que la puigsance

2.1)

de tr

éfinir une_planification fixe des solutions sans fil destinées a prévenir les recouvre

ents

nsmissions. Le gestionnaire doit mettre en ceuvre les mesures manuelles pour réagir aux

modificatiens qui influencent I'état de coexistence sans fil. |l s'agit de la méthode de gestion la
imple, en particulier si plusieurs solutions sans fil employant des technologies différ¢ntes
et prpbvenhant de plusieurs fournisseurs entrent en jeu ou si plusieurs bandes de fréquédnces

plus

doivent étre gérées.

Cette méthode peut étre utilisée si des émetteurs radioélectriques ingérables sont utilisés dans
les mémes bandes que les solutions sans fil.

Cependant, les fonctionnalités de la gestion de coexistence manuelle sont limitées si certains
parameétres de gestion de coexistence ne peuvent étre configurés.
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4.7.2 Gestion de coexistence automatisée non collaborative

Dans une gestion de coexistence automatisée non collaborative, les différentes solutions sans
fil sont incapables d'échanger des informations. Elles sont totalement indépendantes et ne
reposent que sur la détection et I'estimation des brouillages. En d'autres termes, chaque
solution sans fil touchée classe le comportement des solutions qui ont une incidence et essaye
en conséquence d'adapter son propre comportement a la nouvelle situation estimée. C'est la
raison pour laquelle les techniques non collaboratives sont plus généralistes, mais moins
efficaces que les collaboratives. Par exemple, les algorithmes non collaboratifs modifient de
fagcon dynamique les stratégies de communication (la bande de fréquences, I'ordonnancement
des durées par lot/paquet, etc.) a la suite d'une évaluation des exigences d'application sans fil
par rapport a_la solution d'nplnlirnfinn sans fil r‘nlnnhln d'établir la pnrfnrmnnr\n de

communication exigée.

Ces |méthodes sont proposées pour traiter la coexistence dans des espaces/publics| non
contrplés. Toutefois, elles ne sont pas efficaces pour la gestion des appareils d'automatisfation
indugtrielle sans fil qui doivent satisfaire a des exigences de performances.

NOTE| Certaines métriques sont décrites dans I'lEEE Std.802.15.2 [11].
4.7.3 Gestion de coexistence collaborative automatisée
4.7.31 Généralités

Dang une gestion de coexistence collaborative automatisée; les différentes solutions salns fil
doivgnt étre capables d'échanger des paramétres caractéristiques.

La condition préalable pour qu'une gestion de coéexistence collaborative de systémes salns fil
utilisant différentes technologies proposées pat::des fournisseurs différents soit collaborative
est que, parmi ces solutions, il existe une liaisom,de communication normalisée commune. Cette
liaisgn peut étre:

e up canal pilote établi entre le gestionnaire de coexistence collaborative et les appareils
cpordonnés a l'aide d'un protocole de communication et d'un ensemble de seryices
nprmalisés communs, comme, Cela est par exemple spécifié dans I'lEC 62657-4, en vie de
fgciliter la tache du gestionnaire de coexistence collaborative;

uhe solution sans fil d'appareils coordonnés également comprise par le gestionnaire de
cpexistence collaborative, ce qui signifie que ce dernier doit parler le langage de tods les
appareils coordonnes-qui participent a la gestion de coexistence collaborative automatisée;

e upe liaison filaire_établie entre les appareils coordonnés et le gestionnaire de coexistence
cpllaborative«a™l'aide d'un protocole de communication et d'un ensemble de seryices
nprmalisés‘eommuns.

Une |gestion 'de coexistence collaborative automatisée peut imposer un certain nombire de
restrictions’ sur le matériel adopté; par exemple parce que les méthodes collaboratives|sont
généralement mi n vr m n d'un arbitre/ordonnan r centralisé. Les informations
échangées permettent a chaque solution sans fil touchée d'adapter efficacement son propre
comportement a la nouvelle situation réelle, en tenant compte des exigences de sa propre
application et des applications des autres systémes sans fil. Ces modifications dynamiques
peuvent influencer le déterminisme ou la fiabilité de la communication et peuvent donc étre
inadaptées aux différentes applications de communication sans fil.

Un point de coordination central (CCP, Central Coordination Point) est un exemple de ce type
de gestion de coexistence collaborative automatisée (voir I'lEC 62657-1:2017, 4.3.4.3). Les
aspects nationaux, régionaux et reglementaires sont également décrits.

L'IEC 62657-3 fournit la description formelle de la gestion automatisée de la coexistence et des
recommandations d'application.
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Il existe trois cas d'utilisation d'application différents pour le gestionnaire de coexistence
collaborative automatisée:

a) pour le partage des mémes fréquences avec d'autres services/applications titulaires
(voir 4.7.3.2,4.7.3.3 et 4.7.3.4);

b) pour la coexistence interne au systéme dans un environnement commandé;

c) pour la coexistence interne au systéme dans un espace public.

Une approche possible de la gestion de coexistence collaborative automatisée pour
I'automatisation industrielle est spécifiée dans I'lEC 62657-4.

4.7.3.2 Point de coordination central simple

Un gestionnaire de coexistence collaborative est chargé de détecter les utilisateurs'principaux
et d'ldentifier les appareils qui sont coordonnés. Le point de coordination central doit jalors
informer les appareils coordonnés sous-jacents qu'ils doivent réagir pour)répondrel aux
techniques d'atténuation exigées de |I'utilisateur principal. Aucune reconfiguration| des
fréguences assignées n'est exigée. Pour savoir comment les appareils goordonnés pourraient
réagir, il suffit de diminuer la puissance transmise ou d'arréter la transmission.

4.7.3(3 Point de coordination central interne au systéme

La totalité ou au moins la plupart des équipements radioélectrigles dans I'espace sont connus
avec| leurs exigences dynamiques. Les appareils installés' sont par hypothése considérés
comme étant statiques. Les appareils nomades sont connus et, en tant que tels, considérés
comme étant statiques dans la configuration, par exemple s'ils possédent une capaciié de
géolqcalisation. Le gestionnaire de coexistence. collaborative est chargé de détecter les
utilispteurs  principaux et d'indiquer aux,> appareils coordonnés sous-jagents
(servjices/applications titulaires) s'ils sont susceptibles d'interférer avec eux. Le gestionnaire de
coex|stence collaborative peut décider si les:appareils coordonnés doivent réagir pour répgndre
aux fechniques d'atténuation exigées dell'utilisateur principal ou peut attribuer un spectre
diffélent aux appareils coordonnés.- e gestionnaire de coexistence collaborative |peut
égalgment organiser la synchronisation temporelle ou influencer d'autres parametres spécifiés
en44.

4.7.3.4 Point de coordination central public

Tous|les comportements\décrits en 4.7.1 et en 4.7.2 ainsi qu'en 4.7.3.2 et en 4.7.3.3 peyivent
étre pris en charge. De plus, les appareils inconnus peuvent demander au gestionnaife de
coex|stence collaborative d'étre également gérés.

La ggstion de-coexistence coordonnée augmente |'efficacité du spectre et la qualité de sepvice.

4.8 | Meilleures pratiques pour atteindre la coexistence

L'établissement de la coexisience est une combinaison de mesures techniques et/ou
organisationnelles qui permet d'assurer un fonctionnement sans brouillages des applications
de communication sans fil dans leurs environnements. Les principaux critéres pris en compte
lors du choix des mesures appropriées pour atteindre la coexistence sont I'efficacité, la
faisabilité, I'efficacité économique et la perte de performance acceptable pour I'application si la
solution de communication sans fil doit partager son support avec d'autres systémes sans fil. |
convient également de prendre en considération les développements futurs d'applications de
communication sans fil dans I'entreprise.
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D'un point de vue technique, les signaux de communication sans fil en un point de I'espace
(correspondant a un emplacement d'antenne, a de I'énergie recue, a des caractéristiques et
une polarisation d'antenne) peuvent étre séparés en fonction:

e de la fréquence;

e dutemps;

e du codage.

Systéme sans fil a saut
de fréquence et controle
dynamique de puissance

A Systéme sans fil
a étalement de
spectre direct

L

Niveau de
duissance

Systéme sans fil a bande
étroite avec transmission

2/ de données cyclique

>
5

«3“‘/

Collision
potentielle

IEC
Figure 4 — Séparation des systémes sans fil selon la fréquence et le temps

La sdparation dans le domaine\fréquentiel (voir Figure 4) cause généralement moins de pertes
de performance et au départ/moins de frais. Toutefois, ces mesures occupant fortemgnt le
suppprt, il convient de les réserver a des classes d'applications spécifiques de l'installatign (la
sécufité fonctionnelle et\la commande, par exemple). Une séparation dans le temps peuf étre
réaligée en configurantila demande de communication selon les exigences de communication
de I'gpplication.

Pour|les applications avec une certaine dynamique, il convient que le cycle de communidation
soit qussitong que possible et/ou qu'une communication événementielle soit utilisée. Il convient
que fes-technologies sans fil avec des mécanismes automatiques adaptatifs de partage de
supphbrhSoient également utilisées

Une séparation spatiale est rarement possible avec une application de communication sans fil.
La propagation radioélectrique ne peut étre limitée dans l'espace que difficilement. La
séparation spatiale peut s'obtenir par des conditions structurelles (murs de béton armé de
grandes dimensions, par exemple) et une réduction de la puissance rayonnée (en réglant la
puissance de sortie de I'émetteur radioélectrique et en choisissant bien la caractéristique de
rayonnement de I'antenne). Pour les installations plus importantes, la commande des niveaux
de puissance peut étre une approche viable. Si la puissance est réduite, il convient d'ajuster
en conséquence la puissance de tous les appareils sans fil connexes (station de base,
répéteurs, appareils terminaux, par exemple).

Si les émetteurs-récepteurs possédent plusieurs antennes, il est alors possible d'utiliser un
traitement spatial (des techniques de rejet des bruits, par exemple) pour séparer dans I'espace
des transmissions simultanées.
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La séparation par polarisation met en jeu l'aptitude particuliére d'une antenne a soumettre ses
ondes radioélectriques a une polarisation orthogonale (transpolarisation). Par exemple, une
antenne a polarisation horizontale d'un récepteur de signal peut affaiblir un signal brouilleur a
polarisation verticale. Cependant, a l'intérieur des batiments ou dans d'autres environnements
fortement réfléchissants, les effets d'une séparation de polarisation sont relativement limités.

En outre, des antennes pill-box ou d'autres nouveaux types d'antennes peuvent permettre de
restreindre la propagation radioélectrique a une certaine zone.

Les mesures organisationnelles s'appliquent au fonctionnement du systéme sans fil et ont des
conséquences indirectes sur le mécanisme de séparation deécrit a la Figure 4. Il s'ensuit que
l'application d'un systeme sans fil peut, par exemple, étre limitée dans I'espace ou_dans le
temps ou que seuls les services d'une solution sans fil satisfaisant aux exigences de
coex|stence peuvent étre approuvés. Il convient que les mesures organisationnelleg (en
parti¢ulier celles concernant les systéemes sans fil liés au processus métier oun@la séclrité)
évalyent par avance dans quelle mesure la conformité aux spécifications peuf étfe assurge et
contrdlée.

L'incidence des caractéristiques de propagation radioélectrique non jdéale classiques dans la
plupgdrt des environnements industriels peut avoir des conséquences’sur la réactivité et les
défaijlances d'une solution sans fil. Cela doit étre pris en comptéJlors de la planificatign de
systgmes sans fil.

Pour|la phase d'exploitation, les mécanismes d'amélioration de I'agilité des applications de
communication sans fil en réponse a I'apparition de breuillages inattendus doivent étre étudiés
(au moyen de techniques de diversité et de méthodes cognitives d'accés au support
radioglectrique, par exemple).

Afin e définir des mesures adéquates et d'évaluer leur efficacité, I'assistance d'experts de la
comrmunication sans fil est recommandée.

4.9 | Modéle conceptuel de coexistence

La Figure 5 montre le modéle conceptuel de coexistence. Dans cet exemple, trois applic
de cqmmunication sans fil (A,:B.et C) sont prises pour hypothése. Conformément a la défi
de lg coexistence sans fil, les trois applications de communication sans fil doivent resppcter
leurs| exigences de communication respectives. Chaque systéme de communication saps fil
d'ung application de eemmunication sans fil présente une certaine immunité aux brouillages
des gutres systémes de’communication sans fil et I'utilisation de ses ressources peut intefférer
avec|d'autres systémes de communication sans fil.

Le mpdéle conceptuel de coexistence peut étre considéré comme un processus de contrdle en
bouc|e fermée. Ce processus de gestion de coexistence ne se limite pas a une activité rédlisée
lors deda*planification du systéme; il s'agit d'un processus itératif tout au long du cycle de vie
du sy\istéme

NOTE L'IEC 62890 donne des détails supplémentaires relatifs a la gestion du cycle de vie.

Une investigation des exigences, des caractéristiques des systémes de communication sans fil
et du facteur d'utilisation du support doit étre consignée dans un inventaire. Selon la phase du
cycle de vie (voir 7.4), la planification ou la maintenance de la coexistence qui en résulte doit
étre effectuée. En découle un plan d'allocation des ressources actuelles, ce qui doit constituer
la base de la configuration ou de la mise en ceuvre des applications de communication sans fil.

L'état de coexistence est atteint si la robustesse aux brouillages d'un systéme de
communication sans fil est supérieure aux brouillages produits par la ressource, et si les
applications de communication sans fil respectent leurs exigences de communication
respectives.
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Figure 5 — Modéle conceptuel de coexistence

La Figure 6 représente une partie du contenu de_ la-Figure 5 sous la forme d'un organigramme
pour[indiquer les relations a la Figure 7, a la Figure 29 et a la Figure 30. La spécificatign du
systgme de gestion de coexistence n'est representée a la Figure 6 qu'au début afin de n¢ pas
surcharger la figure. A chaque phase, la documentation doit &étre complétée et mise a jolir. Si
les gxigences d'une phase donnée ne>sont pas respectées, il convient que le procgssus
recommence depuis le départ (voir les-traits de la Figure 6 qui vont de la sortie d'une phase au
chenjin de retour). La documentatiohest spécifiée en 7.1.2.
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Figure 6 — Organigramme du modéle conceptuel de coexistence

4.10| Gestion de coexistehce et choix d'une solution sans fil

La conformité de la solttion sans fil aux exigences constitue le point de départ et la condlition
préalable pour la phase/de mise en ceuvre. La phase d'investigation commence par un exagmen
des ¢xigences dusystéme sans fil et par une enquéte afin de déterminer si le systéme est en
mesyre de satisfaire aux exigences de communication de l'application. Dans le cadre de ce
procegssus, de~nouveaux systémes sans fil peuvent étre évalués par rapport aux exigencgs de
communication de I'application. La Figure 7 met en correspondance les décisions et les agtions
avec|l'organigramme représenté a la Figure 6.

Tout en vérifiant si une solution sans fil satisfait aux exigences d'une application
d'automatisation, la transmission radioélectrique doit étre analysée pour voir s'il s'agit d'une
approche raisonnable compte tenu des efforts exigés pour atteindre la coexistence. A cet égard,
le processus de sélection d'une solution sans fil fait déja partie du processus de gestion de
coexistence.

La décision d'installer un systéme sans fil doit étre suivie de la décision de mettre en ceuvre un
processus de gestion de coexistence (voir 6.8). Le processus de gestion de coexistence
comprend la planification, l'installation, I'exploitation et la maintenance de la coexistence de
systemes sans fil. La phase de planification de coexistence (voir 7.4.2.2) commence avec
I'inventaire de toutes les applications sans fil, car elles peuvent étre considérées comme étant
des brouilleurs potentiels (voir 7.3).
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Lors de la phase de planification de coexistence, il peut apparaitre qu'une solution sans fil
choisie ne peut pas étre intégrée a l'installation existante. Une autre solution sans fil peut étre
choisie ou bien I'idée d'un systéme sans fil peut tout simplement étre abandonnée. Si, lors de
il est établi que toutes les applications de
communication sans fil satisfont a leurs exigences respectives, le processus de gestion de
coexistence de la phase d'exploitation peut étre initié (voir 7.4.4).

la phase de planification de coexistence,

NOTE 1 Les processus dans la phase de planification et dans la phase d'exploitation sont spécifiés plus en détail

plus loin dans le présent document.
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Figure 7 — Choix d'un systéme sans fil dans le processus de gestion de coexistence
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NOTE 2 La case "Maintenance d'un systeme de gestion de coexistence (voir 7.3)" représentée a la Figure 6
n'apparait pas dans la Figure 7 afin de ne pas surcharger la figure.

4.11 Systéme de gestion de coexistence

Le systeme de gestion de coexistence consiste en une structure organisationnelle et en des
documents procéduraux. L'exécution de la gestion de coexistence améne le systéme dans un
état de "gestion de coexistence en phase d'exploitation”. La spécification du systéme de gestion
de coexistence doit inclure les informations suivantes:

e |e périmeétre de la gestion de coexistence;

e |'engagement de l'organisation en faveur de la gestion de coexistence:

d procédure de maintenance des spécifications du systéme de gestion de coexisténce;

gs questions organisationnelles, notamment la structure de I'organisation, les, fonctions du
pgrsonnel, la communication avec des organisations externes et la formatiomdu personnel;

e |gs procédures de gestion de coexistence.

La spécification du systéme de gestion de coexistence doit étre documentée (voir 7.1)2) et
tenug¢ a jour (voir 7.3).

5 PRarameétres de gestion de coexistence

5.1 Généralités
511 Définition et utilisation des parameétres

L'Article 5 spécifie les parametres d'un processus)de gestion de coexistence. Ces paramgtres
ont rapport aux exigences de communication de'l'automatisation et aux conditions existantes
dans|la zone de fonctionnement et caractérisent les appareils et systémes sans fil.

Leur |utilisation est spécifiée a I'Article 6-L'Article 8 contient, quant a lui, les modeéles relatifs a
certajins de ces parametres.

ont
s, la

Les paramétres sont énuméres.dans l'ordre alphabétique anglais. Tous les parametre
égalgment une définition en'3.1. Etant donné qu'il y a plus de définitions que de parametrs
numgrotation est différente.

O—0

Les fypes de données des paramétres peuvent étre définis dans le dictionnaire de données
comrpunes (CDD,\Common Data Dictionary) ou dans d'autres outils, ou les paramétreg font
parti¢ du réperfaire électronique.

L'Annexe A décrit I'utilisation des paramétres dans la série IEC 62657.

5.1.2—tratson physique

Le concept de liaison physique est utilisé dans la définition de plusieurs parameétres de
coexistence.

Une liaison physique est la relation entre les émetteurs-récepteurs radioélectriques (points
limites physiques) de deux appareils sans fil. L'ensemble des liaisons physiques d'un systéme
sans fil constitue sa topologie physique. Une liaison physique peut utiliser des canaux de
fréquences différents pour assurer les transmissions. Les conditions de transmission sans fil
peuvent étre décrites avec un modele de canal radioélectrique. Ce modeéle tient compte des
caractéristiques du canal de fréquences, des conditions environnementales, de la distance
entre les appareils sans fil, des caractéristiques d'antenne, etc. Dans la mesure ou les systémes
d'antenne des appareils sans fil peuvent étre différents et ou les conditions de propagation
dépendent de la position des appareils sans fil, le canal radioélectrique est en principe différent
pour les deux directions d'une liaison physique.
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Si les appareils sans fil disposent de modules sans fil redondants (pour des canaux de
fréquences différents, par exemple), les liaisons physiques correspondantes doivent étre
comptées séparément. Il n'est pas exigé qu'un appareil sans fil dispose d'une liaison physique
vers tous les autres appareils sans fil. Il peut y avoir des raisons physiques, technologiques ou
liees a l'application pour cela. La charge de communication d'une liaison physique est
déterminée par les liaisons logiques qui utilisent cette liaison physique. Une liaison logique peut
utiliser plusieurs liaisons physiques, en séquence (par l'intermédiaire d'un répéteur) ou en
parallele (pour la redondance). Plusieurs liaisons logiques peuvent utiliser une seule liaison
physique (services de communication différents).

5.2 Sélectivité pour le canal adjacent

La sélectivité pour le canal adjacent est la plus basse valeur (des canaux adjacents supérieur
et infgrieur) des rapports, en décibels, des niveaux du signal non désiré, exprimés saUs‘a fprme
d'intgnsité du champ, sur un niveau de signal utile spécifié, exprimé aussi sous la fprme
d'intgnsité du champ, qui produit un signal de données avec un taux d'erreur surles bits de [10-2.
La sélectivité pour le canal adjacent permet d'estimer I'immunité de I'équipement par rapgort a
des gystémes dans des canaux adjacents.

NOTE| Cela concorde avec la spécification de la sélectivité pour le canal adjacent.de I'ETSI TR 100 027 [20]

L'unité de ce parameétre doit étre le décibel (dB) sur la plage de/fréquences considérée.

5.3 Gain d'antenne

Le gain d'antenne est une valeur qui décrit la concenfration d'un signal émis ou recu| Les
valedrs sont données par rapport a un doublet demi-ornde ou une antenne isotrope théorique.
Puisque le gain isotrope d'un doublet demi-onde estde 2,15 dBi, le gain d'antenne d'un doublet
demitonde est de 2,15 dBi inférieur au gain d'antenne d'une antenne isotrope.

Le gain d'antenne associé aux valeurs de puissance d'émission, la sensibilité du réceptdqur et
la prise en compte des conditions de propagation peuvent servir a optimiser I'emplacemegnt et
I'orieptation de 'appareil sans fil ou de\l'antenne.

L'unité de ce parameétre doit étre'le décibel par rapport a une antenne isotrope (dBi).

5.4 | Caractéristique de rayonnement de I'antenne

Une faractéristique _de )rayonnement représente la dépendance directionnelle (angulairg¢) de
I'intepsité des ondes radioélectriques d'une antenne. Elle est généralement représé¢ntée
graphiqguement peur'les conditions de champ lointain, soit dans le plan horizontal, soit dans le
plan |vertical -;Cette information peut servir a optimiser I'emplacement et I'orientation de
I'appareil sans/fil ou de I'antenne.

Ce pprametre doit étre représenté sous la forme d'une figure ou d'un tableau.

5.5 Type d'antenne

Les appareils sans fil peuvent utiliser différents types d'antennes pour recueillir ou rayonner
des ondes électromagnétiques. Il s'agit, par exemple, des antennes omnidirectionnelles, des
antennes directionnelles, des batteries d'antennes, des antennes intelligentes et des antennes
PCB. Les antennes peuvent étre intégrées a I'appareil sans fil (internes) ou étre montées de
facon externe au moyen de connecteurs. Si l'appareil dispose d'un connecteur d'antenne, des
systémes d'antennes particuliers, comme des cables radioélectriques rayonnants coaxiaux ou
des antennes a guide d'ondes fendu, peuvent également étre connectés. De plus, I'antenne
peut étre montée indépendamment de I'appareil dans une position favorable a une transmission
sans erreur. Si un appareil sans fil peut uniquement étre utilisé avec un seul type d'antenne, il
s'agit alors d'une antenne dédiée. Les informations relatives au type d'antenne peuvent servir
a estimer la qualité de la liaison physique et la sensibilité aux brouillages.
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Le parameétre doit étre une liste indexée des éléments suivants: antennes omnidirectionnelles,
antennes directionnelles, batteries d'antennes, antennes intelligentes et antennes PCB; la liste
est extensible par des entrées de nouveaux types d'antennes.

5.6 Disponibilité de communication

La disponibilité de communication est une mesure qui permet de quantifier la slreté de
fonctionnement de la communication sans fil. Les exigences en matiére de disponibilité de la
communication sans fil doivent étre spécifiées.

D'autres solutions sans fil peuvent dégrader la disponibilité de I'application de communication
sans| fil ciblée. 1l convient donc de clarifier les niveaux de disponibilité tolérables |pour
I'application. Selon la granularité de la gestion de coexistence, le paramétre peut faire reférence
a ung¢ liaison logique ou, plus généralement, a une application locale ou a une applieatign de
communication sans fil. La disponibilité de communication est le rapport entrésla durde de
fonctjonnement et la période d'observation. Elle peut également étre exprimée, par le rapport
des messages transmis avec succeés sur tous les messages.

L'unifé de ce paramétre doit étre le pourcentage (%).

5.7 Fiabilité des communications

La fiabilité des communications d'une liaison physique et des'riceuds correspondants es} une
mesyre qui permet de quantifier la s(reté de fonctionnementi*de la communication sans fil. Les
exiggnces en matiere de fiabilité de la communication_sans fil doivent étre spécifiées popr un
interyalle de temps donné pendant lequel les services de communication doivent fonctignner
sans|erreur dans les conditions données.

L'unifé de ce paramétre doit étre la seconde (s):

5.8 | Débit binaire de la liaison physique

Le d¢bit binaire de la liaison physique est le nombre d'éléments binaires qu'elle transferg par
secophde. Les données étant souvent combinées par modulation ou codage, ['utilisfation
tempprelle d'un télégramme ne peut pas toujours étre calculée en divisant le nombre de chjffres
binaires (ou bits) du télégramme par le débit binaire. |l est aussi a préciser que le débit bipaire
de Ig liaison physique n'est en principe pas identique a celui de l'interface de référence¢. Un
débit|binaire élevé de lailiaison physique n'implique pas nécessairement une qualité de sgrvice
élevde.

L'unifé doit étrelle bit par seconde (bits/s).

5.9 | Liste.de fréquences bloquées

La ptemiere mesure de prévention des brouillages consiste a éviter I'utilisation des mémes
plages de radiofréquences pour plusieurs systémes de communication sans fil. Pour les
systémes de communication sans fil qui utilisent la technologie de modulation par étalement de
spectre a saut de fréquence (FHSS), cela signifie que les plages de fréquences de la séquence
de saut qui sont utilisées par d'autres systemes de communication sans fil sont bloquées et ne
sont donc pas utilisées. Une liste des canaux de fréquences qui ne doivent pas étre utilisés,
appelée liste de fréquences bloquées, doit étre spécifiée pour le systéme sans fil.

Une liste de fréquences bloquées peut également étre utilisée dans des systemes sans FHSS
avec l'allocation dynamique de fréquences.

Le paramétre doit étre une liste de canaux de fréquences conformément au 5.22.
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5.10

Fréquence centrale

Certaines normes pour appareils sans fil définissent les canaux de fréquences au moyen de la
fréquence centrale et de la largeur de bande de fréquences. Ainsi, la fréquence centrale indique
la position d'un canal de fréquences dans le spectre des fréquences. Cette fréquence centrale
doit étre calculée a partir des fréquences de coupure correspondantes. Il s'agit de la moyenne
géométrique de la fréquence de coupure inférieure et de la fréquence de coupure supérieure.

L'uni

5.11

Les Zones de fonctionnement suivantes doivent étre examinées:

e €
e €
e €

Pour

est cpncentrée dans une machine ou cellule de production ou si gllese fait sur la totali

I"atel

Le cqgntenu de ce paramétre doit étre du texte exprimé par une chaine a plusieurs octets.

5.12

Lac
une

reprdsenté a la Figure 8. Il s'agit du rapport de la longueur des données d'applic
d'autpmatisation sur l'intervalle de transfert.\La charge de communication (L) est détern

comrhe suit:

ou
DLy
T,

Selo
para

appli

té de ce parametre doit étre le hertz (Hz).

Zone de fonctionnement

h intérieur;
h extérieur;

h intérieur et en extérieur.

les zones de fonctionnement en intérieur, il est judicieux de définir si la communic

er de production ou de l'usine de transformation.

Charge de communication

harge de communication désigne I'exigence.que l'application d'automatisation tran
certaine quantité de données utilisateur™~sur une période donnée, comme celg

DL,
L=y

li

est le nombre(de données utilisateur transférées par appareil i;

est l'intervalle de transfert par appareil i.

etres peuvent faire référence a une liaison logique ou, plus généralement, a

ation
é de

sfére

est
ation
hinée

ses
une

T:Ia granularité de la gestion de coexistence, la charge de communication et

ation.
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L'unité de ce parameétre doit étre le bit par seconde (bits/s).

Figure 8 — Charge de communication avec deux appareils sans fil

fais;-I'utilisation effective du support dépend de la solution sans fil employée.
Egle de la Figure 9, la charge de communication est représentée pour plus de

EC
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Figure 9 — Charge de communication avec plusieurs appareils sans fil
g g
5.13| Fréquence de coupure

En principe, il y a deux fréquences de coupure. La fréquence de coupure supérieure est la
fréquence impliquée la plus élevée de la partie du spectre concernée. La fréquence de coupure
inférieure est la fréquence impliquée la plus basse de la partie du spectre concernée. Toutefois,
la signification du mot "impliquée" dépend de la norme ou de la technologie sans fil.
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Il existe deux approches principales:

e la premiére approche est représentée a la Figure 10 a l'aide d'un systéme LAN sans fil. Le
niveau de référence est la densité spectrale de puissance émise maximale. Une certaine
valeur est retranchée de ce niveau maximal (20 dB, par exemple). La fréquence
immédiatement au-dessus de la fréquence a laquelle la densité spectrale de puissance
chute sous le niveau résultant est appelée "fréquence de coupure inférieure". De la méme
maniére, la fréquence immédiatement au-dessous de la fréquence a laquelle la densité
spectrale de puissance chute sous le niveau résultant est appelée "fréquence de coupure
supérieure";

e |a seconde approche définit les fréquences de coupure par rapport a un niveau donné de
rgyonnements non essentiels.

Les fréquences de coupure déterminent la largeur de bande de fréquences d'un §ysteme et
ainsi| l'utilisation du support dans le domaine fréquentiel. En outre, elles peuvent sernvir a
calcyler la fréquence centrale.

Max
Max — 3 dB

Max — 20 dB

Densité spectrale de puissance

[
'

fL2O fH2O

Fréquence
IEC

Figure 10 — Fréquences de coupure déduites du niveau de puissance maximal
L'unifé de ce paramétre doit étre le hertz (Hz).

5.14| Débit de<données

Le debit(de données est important pour le transfert de grandes quantités de donnégs (la
mission de lourds ensembles de données de paramétrage a des variateurs qu le

la granularité de la gestion de coexistence, le paramétre peut faire référence a une liaison
logique ou, plus généralement, a une application.

Le débit de données est le nombre d'octets ou de bits de données utilisateur transférés chez
un client, de l'interface de référence vers |'application, par unité de temps.

La valeur moyenne d'une série de mesures peut étre utilisée pour évaluer la coexistence, en la
comparant a une valeur donnée par I'application d'automatisation.

L'unité de ce paramétre doit étre le bit par seconde (bits/s).
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