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ternational Electrotechnical Commission (IEC) is a worldwide organization for standardization c|
tional electrotechnical committees (IEC National Committees). The object of IEG\is to|
htional co-operation on all questions concerning standardization in the electrical and-electronic
hd and in addition to other activities, IEC publishes International Standards, Technital Sped
ical Reports, Publicly Available Specifications (PAS) and Guides (hereafterCreferred to
ation(s)”). Their preparation is entrusted to technical committees; any IEC National Committee
subject dealt with may participate in this preparatory work. Internatiohal,” governmental
mental organizations liaising with the IEC also participate in this preparation. IEC collaboratg

ment between the two organizations.

rmal decisions or agreements of IEC on technical matters express,‘as nearly as possible, an int
hsus of opinion on the relevant subjects since each technigal \committee has representatior
tted IEC National Committees.

ublications have the form of recommendations for international use and are accepted by IEQ
ittees in that sense. While all reasonable efforts are «thade to ensure that the technical contg
ations is accurate, IEC cannot be held responsible for the way in which they are used o
Erpretation by any end user.

er to promote international uniformity, IEC National Committees undertake to apply IEC Py
arently to the maximum extent possible in\their national and regional publications. Any d
bn any |IEC Publication and the corresponding national or regional publication shall be clearly in
ter.

5elf does not provide any attestation( of conformity. Independent certification bodies provide d
Ement services and, in some areas, access to IEC marks of conformity. IEC is not responsib
s carried out by independent ceftification bodies.

ers should ensure that they have the latest edition of this publication.

bility shall attach to IECyor its directors, employees, servants or agents including individual eX
ers of its technical committees and IEC National Committees for any personal injury, property d
damage of any nature whatsoever, whether direct or indirect, or for costs (including legal
ses arising out of_the publication, use of, or reliance upon, this IEC Publication or any
ations.

on is drawnto the Normative references cited in this publication. Use of the referenced publi
ensable for the correct application of this publication.

on ig"drawn to the possibility that some of the elements of this IEC Publication may be the
rights”IEC shall not be held responsible for identifying any or all such patent rights.
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International Standard IEC 62608-2 has been prepared by technical area 8: Multimedia home
systems and applications for end-user network, of IEC technical committee 100: Audio, video
and multimedia systems and equipment.

The text of this International Standard is based on the following documents:

CbhV Report on voting
100/2812/CDV 100/2902/RVC

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all parts in the IEC 62608 series, published under the general title Multimedia home
network configuration, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingtial version of this publication may be issued at a later date.
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INTRODUCTION

Network connectivity is necessary for using electronic devices at home as well as electronic
power. Some applications running on the devices do not work without a home network and the
Internet. When a device connects to the home network, it is required that an appropriate
network service be already provided. Sometimes, applications need to change the
configuration of the device, the gateway, and so on. Since it is too difficult to change the
configuration of the device manually, an automatic configuration mechanism is needed for
home networks.

This document specifies the basic reference model to configure the devices connected to the
home network. The purpose of this document is to provide the configuration framework for
network|applications running on the devices.

Part 1 |specifies the basic reference model. Part 2 specifies the protocol ‘betwegn each
componjent. Part 3 specifies the metadata and data model exchanged on the |ptotoco|. Part 4
provide$ security guidelines for the reference model.

The refgrence model is structured by existing protocols and web techinologies.

The nefjwork service designed as a distributed system works ‘inva coordinated manper with
each system. It is difficult to manage whole systems bhecause each system qperates
indepenidently with different managers. The configurator manages the home network to
provide |Ja stable network service for consumer electronies,

Various| protocols for cable, data link, and IP networks are specified by each stpndards
organizrzrtion. This document adopts existing protecols to manage configurations for cansumer
electronfics.
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MULTIMEDIA HOME NETWORK CONFIGURATION -
BASIC REFERENCE MODEL

Part 2: Operational model

1 Scope

This document specifies the operational model for home network configuration.

In the h
shared
network

This dd
typical
requiren

2 Nol

There a

3 Terms and definitions

For the

ISO and IEC maintain terminological\databases for use in standardization at the f
addressles:

e |EC
e |[SO

3.1

home network
that copnécts equipment to be configured in the model; the network is built nmpainly in

network
a home

3.2
home g

hetwork. However, there is no manager in the home network. Thus, a) stang
management procedure is required for suitable network operation.

cument specifies the management procedure as sequences'(OThe sequen
procedures of management. This document also describes implem
nents, and the protocols between each component.

mative references

re no normative references in this document.

purposes of this document, the following terms and definitions apply.

Electropedia: available at http://www.electropedia.org/
Online browsing platform: available at http://www.iso.org/obp

ome network, various CE devices that have distinctive functions are connected on a

ardized

ces are
entation

bllowing

ateway

equipment that relays communication from target equipment to the outside of the home

network

3.3

configurator

entity th

3.4

at configures equipment

configured agent
entity that sends configuration information to the configurator
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3.5

cloud server
server that collaborates with the configurator to accomplish the required function located
outside of the home

Note 1 to entry: Cloud servers include a service server, a quality check server, a service failure in
server and a diagnosis server.

4 Sequences

4.1

This do
sequen(

The cor
need to

4.2

Sequen
to the h

Actors:

Sequen

General

CE:
HG:
conf

serv

The
The
The
If ng
If ng
If re
If ng

Slequence 1: new device connection

es are addressed under TTC TR-1062.

figurator serves to configure the IP network environment when dewvjce app

use the IP network. Clause 4 describes configurator use cases andjséquences.

ce 1 shown in Figure 1 is the IP network configuration when new device is co
pme network. This sequence is 1-1.A in TTC TR-1062:2096.

consumer electronics device,

home gateway,

gurator,

ce server (equipment and configuration management server).

Ces:

configured agent on the device discovers the configurator.

configurator replies its 1D to the configured agent.

configured agent.registers its information to the configurator.

eded, the configurator registers the configured agent information to the servic
eded, the configurator requests the configuration information to the service se

Huested( the service server replies the configuration information to the configuf
eded, the configurator configures the device running on the configured agent.

formation

tes and

ications

hnected

e server.
ver.

ator.
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cfgr HG

service
server

configurator search re

..... »

configurator search reply

quest

registration

configuration information request

configuration informationireply

Double-h¢aded arrow

An area enclosed in a dashed outline

Long-dashed short-dashed line

CE (cfgr 4gt)

function\ffom source to destination
function with source and destination
optional sequence

broadcast sequence

consumer electronics device (configured agent)

cfgr configurator
HG home gateway
Figure 1 — Sequence 1: new device connection
4.3 Skequence 2: IP network configuration when device connection is changed
Sequencer2 shown in Figure 2 is the IP network configuration when a device conn

IEC

ction is

changed. It is assumed that the device is moving in the home network, changing its
connection media (e.g. from wired LAN to wireless LAN). It is when there is no need to
discover the configuration because the device has information for access to the configuration.
If the device cannot establish a connection with the configurator, the sequence will switch to
4.2. This sequence is 1-1.C in TTC TR-1062:2016.

Actors:

e CE: consumer electronics device,

e HG: home gateway,

e configurator,

e service server: equipment and configuration management server.
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Sequences:

1) If needed, configuration information is registered with the service server.

2) Configured agent on the device requests re-registration on the configurator.

3) The configurator replies its ID to the configured agent.

4) The configured agent re-registers its information to the configurator.

5) If needed, the configurator re-registers the configured agent information to the service

server.

6) If needed, the configurator requests the configuration information to the service server.

7) If requested, the service server replies the configuration information to the configurator.

8) If ndeded, the configurator re-configures the device running on the configured agerht.

CH(cfgr agt)

service

cfgr HG server

configurator search re

—

:configurator search reply

quest

re-registration

re-configuration information request

re-configuration information reply

o -

~ e —————

Key

Arrow

Double-headed arrow

An area enclosed in a dashed outline
Long-dashed short-dashed line

CE (cfgr agt)

cfgr

HG

IEC

function from source to destination

function with source and destination

optional sequence

broadcast sequence

consumer electronics device (configured agent)
configurator

home gateway

Figure 2 — Sequence 2: device connection change
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4.4 Sequence 3: access from a mobile device to CE device on the home network

Sequence 3 shown in Figure 3 is the establishment, through the configurator, of a connection
between a mobile device outside the home network and a CE device on the home network.
This sequence is 2-1.B in TTC TR-1062:2016.

Actors:

e CE: consumer electronics device,
e HG: home gateway,

e configurator,

e servfce server: equipment and configurafion management server,

e mobjle device: mobile device and application to access the configurator.

Sequenges:

1) The| mobile device requests to the service server to establish a.connection With the
confligurator.

2) The(service server requests to control to configurator.

3) Thelconfigured agent replies to the configurator.

4) If ngeded, the configurator configures the home gateway.

5) Thelconfigurator replies to the service server.

6) Thelservice server replies to the mobile device.

7) The|connection is established between the mobile device and the CE device.
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service mobile
server device

CE(cfgr agt) cfgr HG

_remote control

remote control

remote control |« request
request request
remote R
T ,- - - T
control reply | configuration |
I\ II remote
remote

» control reply

control reply

service establishment

IEC

Key

Arrow function, from source to destination

An area enclosed in a dashed outline optional sequence

CE (cfgr ggt) consumer electronics device (configured agent)
cfgr tonfigurator

HG home gateway

Figure 3 — Sequence 3: access from a mobile device to CE device

4.5 Slequence 4:xaccess with other home network

Sequenge 4 shown in Figure 4 is the connection being established between a CE device A on
a home|[network and a CE device B on the other home network through the configurator. This
sequengeds 2-2.B in TTC TR-1062:2016.

Actors:

e CE: consumer electronics device,
e HG: home gateway,
e configurator,

e service server: configuration and connection management server.


https://iecnorm.com/api/?name=bcff5638a48b924df759dc97798f5186

-12 - IEC 62608-2:2017 © IEC 2017

Sequences:

1) The configured agent on CE device A requests to configurator A the establishment of a
connection with CE device B.

2) Configurator A negotiates with the service server.

3) Configured agent on CE device B requests to configurator B the establishment of a
connection with CE device A.

4) Configurator B negotiates with the service server.

5) Configured agent A and configured agent B request the establishment of a connection to
the service server.

6) If needed caonfigurator A configures CF device A_configurator B configures CF device B.

7) Configured agent A and configured agent B establish a connection.

cfgr service cfgr
CE(cfgr agt)A A HG server HG B CE(cfgnagt)B

regjistration request
registration to service server

registration reply

registration requiest

registration to service servgr

regjstration reply

connection request

v

connection request s

________________ g™ .

“FT-" T T T T ~ ) R \
i | gonfiguration request |-} ,’ configuration reqyest:
! . o ) 7 le

! configuratiom . configuration :
s Bl it el iy ’ connection reply

A

connection reply

service establishment
I ) I I I I I

IEC
Key
Arrow fomctiom from source to destimation
Double-headed arrow function with source and destination
An area enclosed in a dashed outline optional sequence
CE (cfgr agt) consumer electronics device (configured agent)
cfgr configurator
HG home gateway

Figure 4 — Sequence 4: access with other home network

4.6 Troubleshooting for IP network
4.6.1 General

The configurator provides support for fixing the IP network configuration when an application
on the CE device does not work because of network trouble.
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There are three types of trouble on the IP network.

4.6.2 CE device configuration trouble

When the CE device is misconfigured, the CE device should show the problem to the user.

4.6.3 Sequence 5: network-level connection trouble

Sequence 5 shown in Figure 5 is used to troubleshoot the network-level connection. When
there is a network connection problem on the home network, the configurator checks that the
CE device is physically connected properly and that the networking cables are not damaged
by using an HTIP protocol and checks the IP connection outside of the home network. This

OoTh 4Anan.ondan

sequengeTs 2 AT T T CTR=1062:2016-

Actors:

e CE: consumer electronics device,
e HG:|home gateway,
e confljgurator,

e servjce server: equipment and configuration management server:
Sequenges:

1) The|service server requests to the configurator to check reachability.

2) Thelconfigurator requests the configured agent to.eheck reachability.

3) Thelconfigurator checks reachability with the HTIP collector.

4) The|configurator checks IP reachability in ¢allaboration with the service server.
5) The|configured agent checks IP reachabijlity in collaboration with home gateway.
6) Thelconfigured agent checks IP reachability in collaboration with service server.
7) Configurator replies the result to/the service server.
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cfgr HG

service
server

reachability test

reachability test

request

reachability test

reachability test

—

reachability test reques

reachability test

reachability test

Key
Arrow

An area ¢
Long-das
CE (cfgr 4
cfgr
HG

4.6.4

Sequen
the CE
configun
the con

reachability test reply

nclosed in a dashed outline

hed short-dashed line

gt)

reachability test reply -

function from®source to destination

optional s€quence

broadcast sequence

consumer electronics device (configured agent)

configurator

home gateway

Figure 5 — Sequence'5: network-level troubleshooting in the home network

Sequence_6: application-level connection trouble

IEC

Ce 6 shown in Figure 6 is used to troubleshoot the application-level connection. When
device—application cannot reach the target service outside the home netwprk, the
ator\tries to access the reference server that has guaranteed access at any|time. If
figrator cannot access the target service but can access the reference serpyer, the

target service has a problem. In this case, there is no trouble on the home network. This
sequence is 3-3.Ain TTC TR-1062:2016.

Actors:

e CE: consumer electronics device,

e HG:

e conf

home gateway,

igurator,

e service server: equipment and configuration management server.
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Sequences:

- 15—

1) The service server requests the configurator to check reachability.

2) The configurator requests the configured agent to check reachability of the application.

3) The configurator checks application reachability in collaboration with the service server.

4) The configurator replies the result to the service server.

CE(cfgr Agt)

cfgr

HG

service
server

application

application

reachability test
request

reachability test
request

application reachability test

Key

Arrow
CE (cfgr 4
cfgr
HG

application

reachability test
reply

function fronr setirce to destination

consumen electronics device (configured agent)

configdrator

home gateway

application

reachability test
reply

Figure 6 — Sequence 6: application-level troubleshooting

outside-the-home network

5 Architecture of the configurator and the configured agent

IEC

This specification requires the following precondition: the CE device and related devices are
switched on, all cables are physically connected, and the link layer network is active. The
configurator should operate as an HTIP collector because the configurator checks the link
layer connection using HTIP.

NOTE HTIP is specified by Recommendation ITU-T G.9973.

The following functions should be installed in the configurator:

e an HTIP collector,

e a management database,
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