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International Standard IEC 62601 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial process measurement, control and
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The text of this standard is based on the following documents:

FDIS Report on voting
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -
WIA-PA COMMUNICATION NETWORK
AND COMMUNICATION PROFILE

1 Scope

This International Standard specifies the system architecture and the communication protocol
PATA-RAS, built on

of Wirelgss—nroetworks—fortndustrial-Automation Process—Automatiod

IEEE ST 802.15.4-2006.

2 Normative references

The folloving documents, in whole or in part, are normativ arercedvin thi ment and
are indispensable for its application. For dated references, De editi i plies. For
undated | references, the Ilatest edition of the 9 ing any
amendments) applies.

IEC/TS g1804-2: 2006, Function bloc on of FB

concept
IEEE ST nications
and info and metropolitan area nefworks -

Specific 4 Access Control (MAC) and|Physical
Layer (P ( 4 ersonal Area Networks (WPANSs)

3 Tern

3.1 Te

3.11
absolute ti
start of the network, generally denoting the current timeslot. Its
nd does not decrease. Its current value is always the $equence
number ¢ slot. Its maximum value is (2*%-1). After the maximum value, it re-

counts fr

3.1.2
active leaving

process by which an online field device is allowed to leave the network through applying to its
routing device or by which an online routing device is allowed to leave the network through
applying to the gateway device

3.1.3

adaptive frequency hopping

change of communication channels according to actual condition of channels in every timeslot
during the intra-cluster period of WIA-PA superframe

3.1.4

adaptive frequency switch

change of communication channels according to the actual condition of channels during the
beacon frame and active period in a superframe cycle, and using different channels in
different superframe cycles


http://www.standardcn.com/standard_plan/list_standard_content.asp?stand_id=IEC/TS@61804-1-2003
http://www.standardcn.com/standard_plan/list_standard_content.asp?stand_id=IEC/TS@61804-1-2003
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3.1.5

aggregation

merging of data from multiple user application objects or merging of several packets from
cluster members into one packet

3.1.6
application sub-layer

protocol sub-layer that provides data and management services for the application layer

3.1.7
beacon
special frame broadcast by the routing devices or the gateway device in th/e"AL@\-PA network

NOTE Toljoin the WIA-PA network, a new routing device or field device should first ligten'to <§\

3.1.8
broadcaIt
sending ¢ne packet to all WIA-PA devices simultaneously

3.1.9
channel
RF medigm used to convey a packet from a sender to a(eteive

3.1.10
cluster

logical gnoup of devices that is comprised~of a deviceand field devices

3.1.11
cluster Head
manager

3.1.12
cluster n
data sou

3.1.13
coexiste
ability of
being di

NOTE Th

3.1.14
communication resources
channels and timeslots used to transport frames

3.1.15
WIA-PA configuration software
software tools for configuring the WIA-PA network and devices

3.1.16

data link sub-layer

upper layer of the IEEE STD 802.15.4-2006 MAC layer, used to handle the aspects of network
topology and communication resources in the WIA-PA network

3.1.17
disaggregation
dividing the merged packet into data of user application objects
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3.1.18
field device
device installed in the field, which is connected to or controls the process

3.1.19

frame

format of aggregated bits from the medium access control (MAC) entity that are transmitted
together in time

[[EEE STD 802.15.4-2006]

3.1.20
frequency hopping RN
change df transmitting/receiving frequency to combat interference and fading

3.1.21
gateway|device
device cgnnecting the WIA-PA network to other plant networks

3.1.22
handheld device
portable flevice used for provisioning, firmware upda

s monitoring

3.1.23
hop

movement of a packet dlrectly betweexr ) =ie i i network
transacti

NOTE Muti
obstructionp.

s or avoid

3.1.24
host confi
device th
the WIA-

ctions on

3.1.25

interope
ability of
informatsy

se of the

[ISO/IEC T

3.1.26
joining
process by which a WIA-PA device is authenticated and allowed to participate in the WIA-PA
network

3.1.27

link

set of communication parameters necessary to transport a frame between adjacent devices in
the network

NOTE It includes source/destination address, timeslot, channel, direction, and link type.

3.1.28
mesh
topology formed by routing devices and the gateway device in the WIA-PA network

NOTE One routing device may connect to the gateway device and more than one other routing device.
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3.1.29
multicast
sending one packet to a group of WIA-PA devices simultaneously

3.1.30

network address

16-bit unsigned integer uniquely identifying the device in the WIA-PA network; also called
short address

NOTE The most significant 8 bits of the network address, assigned by the network manager, identify different
clusters.

3.1.31 S~

network [manager
logical role for configuring the network, allocating the communication rgsour ,}Knaging the
routing tgbles, and monitoring and reporting the health of the netwo

3.1.32
packet

formatted, aggregated bits that are transmitted together indime’s sical medium

[IEEE ST|D 802.15.4-2006, 3.31]

3.1.33
packet lifecycle
maximal packet survival time from being

3.1.34
passive |eaving
process by which an onlirie fi ice is ) network
or by which an online rguti i § hetwork

3.1.35
physicalladdres
EUI-64 bjts uniquel 3 ' i dress

NOTE A

3.1.36
routing
device fog

3.1.37

security lmanager
logical role for configuring the security strategies of the whole network, managing keys, and

authenticating devices

3.1.38
superframe
collection of timeslots repeating over time

NOTE It specifies the transmitting or receiving time of periodic communication.

3.1.39
timeslot
basic time unit of data exchange

NOTE Its duration is configurable in the WIA-PA network.
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3.1.40

timeslot hopping
regular change of transmitting/receiving frequency per timeslot to avoid interference and

fading

3.1.41
unicast

sending one packet to a single device in the WIA-PA network

3.1.42

virtual communication relation
communication paths and communication resources between two user ap%n objects

3.1.43

WIA-PA device
device in| the WIA-PA network, e.g. the host configuration compute
device, field device or handheld device

3.2 ARhbreviations

ACK
AFH
AFS
AIO

AL

AOO
ASDU
ASL
ASLDE
ASLDE-S
ASLME
ASLME-S
ASLPDU
ASN
cap 9
CFP
cIs

Acknowledge

Adaptive Frequency Hopping
Adaptive Frequency Switch
Analog Input Object

Application Layer

iion Access Period
ion Free Period

erver

'cee>routing

CSMA
CSMA-CA
DAGO
DGO

DIO

DLDE
DLDE-SAP
DLL

DLME
DLME-SAP
DLPDU
DLSL

Carrier Sense Multiple Access

Carrier Sense Multiple Access with Collision Avoidance
Data AggreGation Object
DisaGgregation Object

Digital Input Object

Data Link Sub-Layer Data Entity

DLDE Service Access Point

Data Link Layer

Data Link Sub-Layer Management Entity
DLME Service Access Point

Data Link Sub-Layer Protocol Data Unit
Data Link Sub-Layer
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DMAP
DOO
ENC
EUI-64
FCS
FDMA
FFD
FH
GTS

- 20 -

Device Management Application Process
Digital Output Object

ENCryption

Extended Unique Identifier-64 bits
Frame Check Sequence

Frequency Division Multiple Access
Full-Function Device

Frequency Hopping

Guaranteed Time Slot

62601 © IEC:2011(E)

GW

ID

IDS
KED
KEK

KJ

KP
LME-SAHR
LSB

LQl
MAC
MCPS
MHR
MIB

MIC
MLDE
MLDE-SA
MLME
MLME-S
MPDU ¢
MSB

NL

GateWaydevice

IDentifier

Intrusion Detection System
Data Encryption Key

Key Encryption Key

Join Key

Provision Key
Layer Management Entity Service
Least Significant Bit

Link Quality Indication
Medium Access Control

NLDE L — NetworklayerData Entity

NLDE-SAP
NLME
NLME-SAP
NM

NPDU
NSDU
PAGO

PAN

PHY

PIB

P/S

NLDE Service Access Point
Network Layer Management Entity
NLME Service Access Point
Network Manager

Network Protocol Data Unit
Network Service Data Unit
Packet AGgregation Object
Personal Area Network
PHYsical layer

PAN Information Base
Publisher/Subscriber


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

62601 © IEC:2011(E) -21-

RFD Reduced-Function Device

R/S Report source/Sink

SAP Service Access Point

SM Security Manager

SMK Symmetric Master Key

TDMA Time Division Multiple Access

TH Timeslot Hopping

UAO User Application Object

UAP User Application Process

UAPME-$AP—OAP Mamagement Entity SAP VAN
uTcC Universal Time Coordinated

VCR Virtual Communication Relationship

VCR_ID Virtual Communication Relationship IDentifier

WIA-PA Wireless network for Industrial Automation —F ess-Autdmation

4 Speg¢ification of data types

4.1 Répresentation of boolean type

Boolean |: = BOOLEAN -.no E
ALSE

4.2 Representation o

Unsigneg integer range: 0 < =i < = 2%-1
Unsigned integer range: 0 < = i < = 2'°-1
Unsigneg integer range: 0 < =i < = 2**-1

Unsigneg integer range: 0 < = i < = 2%-1

4

Unsigneg integer range: 0 < =i < = 2*°-1

Unsigned 2%8.1) integer range: 0 < = i < = 2*8-1

Unsigned64 :: = INTEGER(0.. 2%%-1) -- integer range: 0 < = i < = 2°%-1

4.3 Representation of octet type

Octetstring :: = OCTET STRING -- 8-bit string

4.4 Representation of floating point number type

Float :: = BIT STRING SIZE (4) -- single precision, range references to

IEEE STD 754 Short Real Number (32 Bit)
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5 WIA-PA overview

5.1 Device types

The document specifies five types of WIA-PA devices:

D

host configuration computer;

O

gateway device (GW);

o O

)
)
) routing device;
) field device; and
)

handheld device.

D

To imprgve reliability, there may be redundant gateway devices ahx

devices in the WIA-PA network. A primary device connects its redund gvise, in
manner. [The start-up time of a redundant device is not later than that\okthe‘\prima
Redundapt devices do not start up their radio modules. Whet 3

devices [s changed, the primary devices should timely backiyp thesgsharnged. info
their redundant devices in the wired manner. The wired man i

documenlij.

5.2 NTwork topology

WIA-PA network supports two differen

a) a hidrarchical network topology tha
b) a stgar-only network topology.

The hierd
first leve
deployed
devices,

Y primary
ation to

ied in this

re 1. The
vices are
ces, field
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Host
configuratio
ncomputer

Btar

9,

Gateway
device

! Redundant
! gateway
! device

Mesh
connection

Star
connection
Other
networks

device

GaM

&)

o

Redundant
gateway device

device

Handhe
device

Star connection

e ()ther networks

[CV)]
6 Field device

@ Handheld device

NOTE 1 The star-only network is a special case of the hierarchical network. In the rest of this document, the
specification of the hierarchical network covers that of the star-only network. Therefore, the specification of the

Figure 2 — Example of WIA-PA physical topology (star-only)

8)

star-only network will not be specially described.

In order to facilitate management, this document specifies five kinds of logical roles:

a) Gateway

Gateway handles protocol-translation and data-mapping between the WIA-PA network and

other networks.

b) Network manager

esh)
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Network Manager (NM) manages and monitors the entire network (see 6.2). There should be
one and only one network manager per WIA-PA network.
c) Security manager

Security Manager (SM) deals with security key management and security authentication of
gateway devices, routing devices, field devices, and handheld devices (if they exist).

d) Cluster head

Cluster head manages and monitors field devices and handheld devices (if they exist). Cluster
head also merges and securely forwards packets from local cluster members and other
cluster heads.

VAN

e) Clusfer member

Cluster member collects field data and sends the data to its cluster Hea

The NM and the SM that are used for system management sho(ld reside y device.
One physical device may perform the functions of severa al ©S. rarchical
network that combines star and mesh, a gateway dévi i roles of

gateway,| NM, SM, and cluster head. A routing device . A field
device/handheld device should only act as a cluste i

NOTE 2 Tlhe primary device is marked by the\para \ marked by
the paramgter “RedundantDevFlag” in Table 19.

5.3 Prptocol architecture

The WIA{PA protocol archi ich\ C 7498-1.
The WIAFPA protocol architectyre defihes rk Layer
(NL) and|Application Layer ' p 5 Control
sub-layerl (MAC) are based’on Ik 2

oSl Iayer<\
2\

WIA-PA

rovid th\e\Wnetwork capable AL
Applicatign AN P (Provides the user with network capable
applicatio -
application)
AN )2
\ € verts\ag@ication data between
esaenta .
4 N netwqrk and local machine formats
AN
- Y Connection management services for
Sessign -
applications
Provides network independent,
Transport or
transparent message transfer
End d i f pack NL
Network n 't?' end routing of packets. (Power-optimized redundant path, star
resolving network addresses and mesh networking)
DLSL
) Establishes data packet structure, (Hybrid CSMA and TDMA, AFS, AFH, TH)
Data link . . T
framing, error detection, bus arbitration
IEEE STD 802.15.4-2006 MAC
Physical Mechanical / electrical connection. PHY
4 Transmits raw bit stream (IEEE STD 802.15.4-2006-based radios)

Figure 3 — OSI basic reference model mapped to WIA-PA
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54 Interconnection

The WIA-PA network interconnects with other networks through the WIA-PA gateway. Besides
the communication to the WIA-PA NM and SM, the WIA-PA gateway may communicate with
other WIA-PA devices in order to exchange information between devices. Meanwhile, the
WIA-PA gateway may connect other networks, such as wired fieldbuses. The architecture of
the WIA-PA gateway is shown in Figure 4.

Other networks

—_— ~
-~ ~
N

/ Data image \ Security A
IWIA-PA module \ manager

[
‘ gatewa H l H’\ \
\\ y Disaggregation <:ﬁL )g:g;rk \

I

\ WIA-PA access /
N point s
~ ~

S~
~——_ - -

The WIA{PA gateway i
a) WIA{PA acc@ '
The WIA vork and

transmisgi
b) Virtu

4 .
The virtu e is used
to map to fulfil
communi

c) Disaggregation object

This object is used to disaggregate the packets that are aggregated within routing devices
and field devices.

d) Data image module
The data image module stores the data of devices in the WIA-PA network and provides an

access interface for other networks.

6 System management

6.1 General

The system management in the WIA-PA network includes both network management and
security management. The functions of system management are implemented by the Device
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Management Application Process (DMAP) in each device. The DMAP, as a system
management entity, includes the network management module, the security management
module, and the Management Information Base (MIB) module. DMAP is shown as the grey
area in Figure 5. The white blocks within the grey area are the function components in the
DMAP.

DMAP

Network Security
management management

ASLDE-SAP ASLME-SAP ]?ul/\

Application sub-layer

z
—
<
m
%)
>
T

44 NLDE-SAP \

Network layer

L
Data link sub-layer \
AN »@ A

i NLME-S
R e TR &

/IQEE STD 80\2\.15. -2 6I\3\?KW
N

N
AP\in em management

agement of device attributes and attributes that

Q

-

0
Z

—q DLDE-SAP ‘

The netw

are relat configuration. The network management ffunctions
are acco M, cluster heads, and cluster members. Thg network
manage olowing actions

a) Joini

A routiné
routing d
device of

in or leave the network through the gateway device or an online
vice should join or leave the network through an onling routing
the ga way device. The new joining device should be authenticated by the[SM.

b) Network—address—atocation

Each device in the WIA-PA network has a 64-bit Extended Unique ldentifier (EUI-64) address
and a 16-bit network address. The EUI-64 address is also called long address. The long
address of each device is assigned by vendors according to the IEEE EUI-64 address. The
16-bit network address is also called short address. The short address of each routing device
is assigned by the NM. The short address of each field device is assigned by the routing
device.

¢) Routing configuration

Static routing is implemented in the WIA-PA network. The routing table in each routing device
is configured by the NM.

d) Communication resource configuration

Communication resources of the WIA-PA network are organized as superframes (see 8.4.4).
When a routing device has successfully joined the network, it should be allocated
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communication resources by the NM. After a field device has successfully joined a cluster, the
cluster head should allocate communication resources to it.

e) Time source configuration and services of system time

The WIA-PA network sets one base time source, which is performed by the gateway device.
In order to recognize the order of occurring events, the WIA-PA devices relatively synchronize
with the gateway device.

f)  Performance monitoring

Performance monitoring is necessary to collect the performance of the WIA-PA network,
which includes device status, path failure, and channel condition.

/N

g) MIB maintenance

The MIB module should configure the MIB of the WIA-PA protocol s{&

h) Interfaces for plant operators and maintenance personnel

The NM qaintengnce pergonnel to
monitor and control the performance/activities of the n gvices. The definition of
this intert

i) Firm

Firmwarg X devices. Because on-line
firmware ~RANJoes not recommend this mode and
does not ine firmware upgrading through

handheld
wireless
Wireless

The secdrity manage
security manage

cluster heads a
whole nf

manage

The MIB
attributes

6.2 Fram

The WIA

at are to be upgraded by wire or
the serial communication methods.

enksh ge th ibutes associated with network security. The
[ M and by the security management mpdules in

upports the hybrid centralized and distributed management scrreme.

The hybrid centralized and distributed management framework is illustrated in Figure 6. The
system management is implemented by the NM, the SM, and cluster heads. Cluster heads are
directly managed by the NM and the SM. In addition, they are provisioned with the privilege of
managing cluster members.
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___ Management information
NM stream to routing device
- Management information

********* 1 stream to field device

Cluster
head

Cluster
head

3 Routing device i

Cluster Cluster Cluster
member member J***\ member

Field | }riﬁFieIdﬁii T Field""i
| device | | device ! ! device

Fijgure 6 — Hybrid centralized 4n e

The NM s
a) Cong ,|and star
topo
b) AIIoc er’ heads in mesh topology, and allocating
to the cluster heads in star topology;
c¢) Monitoring t | 3 PA network, including device status, path failure,

and ‘hanne

The SM s

a) Authprizi ads and cluster members that are attempting to join thg WIA-PA
netw|

b) Maragi i entire network, including key generation, key distribution, key
reco vgcation;

The clusterhead should perform the following tasks:

a) Constructing and maintaining the star topology; allocating communication resources that
are allocated to the star topology by the NM to cluster members in the cluster; providing
the monitoring results of the star topology to the NM;

b) Storing and forwarding keys used in the star topology; authorizing the communication
relationship among cluster heads; authorizing the communication relationship between a
cluster head and cluster members.

6.3 Joining process

6.3.1 Joining process of routing device

When a routing device intends to join the network, it should be provisioned a Join Key by a
handheld device. See clause 11 for the detailed provisioning process.

The joining process of a routing device includes the following actions:
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A routing device scans the available channels to get beacons from either the online

The routing device chooses an online routing device or the gateway device as the

temporal parent and synchronizes with the network according to the received beacon.

The routing device sends a joining request to its temporal parent, which will then forward

When receiving a joining request, the NM should communicate with the SM to complete

the authentication process. Then the NM returns a joining response.

a)
routing devices or the gateway device.
b)
c)
the request to the NM.
d)
e)

joining process should be finished.

The routing device receives the joining response relayed by its temporal parent. If the
response is negative, the routing device should restart this joining process; otherwise, the

/N

The joini||1g process of a routing device through the gateway device is s

New

routing device

Gateway device

n&wa 7.

Network discovery and

Beacon

time synchronization

Joining request

Figure @bi i
The joining procﬁ\o\

Forwardihg joi@
esponse )

N

Authenti-
cation

through an online routing device is shown in R
M \ﬂu? . . Mesh NM SM
</\ \r\utin A0S Onljpe routing device network
tw&kx \
dfscoveryan con
time \)
sypchronization
Joining request Forwarding joining
request Forwarding joining
request
Authenti-
cation
Forwarding joining | Joining response
Forwarding joining response ——
response Not specified
] | | | ||

Figure 8 — Joining process of routing device through an online routing device

See 9.5.8 for the allocation of communication resources.

igure 8.
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6.3.2 Joining process of field device

When a field device intends to join the network, it should be provisioned a Join Key by a
handheld device. See Clause 11 for the detailed provisioning process.

The joining process of a field device includes the following actions:

A field device scans the available channels to get beacons from the online routing

devices or the gateway device;

The field device chooses one online routing device or the gateway device as the cluster

head and synchronizes with the network according to the received beacon;
The field device sends the joining request to the cluster head,; S~

Wheh receiving the joining request, the cluster head forwards it to t

Aften receiving the joining response from the NM, the cluster R
resppnse to the field device according to the type of network
comiunication resources of the cluster head. If the netwo

The joining processes of a field devigé throu
device afe shown in Figure 9 and Figur

communigation resources<\(-\

NOTE 1

. Ga vky\
New field devise >
devi
Netwo@ry % 8Bea§»\ \/
I
Forwarding joining request

time synehrpfization \>
Q\/\*‘Qng request
_ L
Authentication
Joining response

ipihg response Not specified

- m= ==

e joining
ayailable
rhed, the
types of
ccessful,

Iusﬁ
us in the

g device
ponse is
status in

B routing
cation of

Eigure Joining process of field device through a gateway device
i i Mesh
New field device Onllg:vzgstlng network NM SM
Network Beacon
discovery and
time
SynChronization Joining request Forwarding joining request

Forwarding joining request

. Forwarding joining response Joining response -
Joining response Not SpeCIerd

- - - == ==

Figure 10 — Joining process of field device through a routing device

<:> Authenti
-cation

A WIA-PA handheld device connects to the WIA-PA network via the gateway device or a routing device.

The joining process of the handheld device is the same as other WIA-PA devices. After joining in the network, the
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WIA-PA handheld device configures the WIA-PA devices and collects the network performance/health information
during the Contention Access Period (CAP) period of the WIA-PA superframe.

NOTE 2 See clause 11 for detailed information about security.
6.3.3 Addressing and address assignment

In the WIA-PA network, each routing device or field device has a global unique 64—bit “long
address” and a 16-bit “short address”. The long address, as shown in Figure 11, is set by
manufacturers according to the IEEE EUI-64 address.

MSB LSB
Organization ID Device type Device ID
/N
3 Octets 2 Octets 3 Octets

Figure 11 — Long address structure of dev

The shoift address is 16-bit long. The most significant 8 bits xhort address| that are
assigned|by the NM are used to identify different clusters.

The “shoft address” of a routing device is shown i e short address of the

routing dgvice, the least significant 8 bits are set to

Cluster addre

8(bits

ructyre of routing device

The “sho igure 13. The least significant 8-hit part of
the field g-cluster address. The intra-cluster adldress is
assigned

LSB

E[Trst/er address

8 bits 8 bits

Intra-cluster address

13 — Short address structure of field device

6.4 Virtual Communication Relationship (VCR)

6.4.1 Definition

Access to the User Application Objects (UAOs) is defined by the VCRs and the endpoints of a
VCR are two UAOs. VCRs distinguish the routing and communication resources among
different UAOs. Each VCR is identified by a VCR IDentifier (VCR_ID). The attributes of a VCR
include UAO ID at source side, UAO ID at destination side, addresses of source
device/destination device, VCR type, valid scope, etc (see Table 20).

VCRs are classified into three types according to the application modes:

a) Publisher/Subscriber (P/S) VCR, which is used to publish periodic data;

b) Report source /Sink (R/S) VCR, which is used to support aperiodic events and trend
reports;

c) Client/Server (C/S) VCR, which is used to transfer aperiodic and dynamic paired unicast
messages.
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VCRs are classified into three types according to its aggregation functions:
a) Non-aggregation VCR

If the aggregation is not supported by a cluster member, the non-aggregation VCR is used by
the cluster member to send non-aggregation packets to its cluster head. If the cluster head
does not support the aggregation function, it will forward the non-aggregation packets to the
gateway through the non-aggregation VCR.

b) Data aggregation VCR

If the aggregation is supported by a cluster member, the data aggregation VCR is used by the
cluster member to send the aggregated data from the UAOs to its cluster head. If the cluster

head doe ed data to the
gateway aggregation
VCR originates from the Data Aggregatlon Object (DAGO) of to the
DisaGgrggation Object (DGO) of the gateway.
c) PacKet aggregation VCR
If the agg bd by the
cluster head to send aggregated packets to the gatew = PeGtive Tatep e packet
aggregat ' bter head
to the DigaGgregation Object (DGO) of the gateway.
NOTE PAGOs, DGOs, and DAGOs are three Spectial UA
6.4.2 Protocol support for VCR
The protgcol supports for VCRs are listed i
Table 1 -
VCR types
Protocol layersupport
R/S VCR C/§ VCR
WC data | Aperiodic report e.g. | Attribute getting and
User appllc thgnsmission of UAO alarm or event setting operation in
UAO
do nicatio odes
AL APP'M\?&> P/S R/S ¢/s
3|d|re | No No es
End\-r%rh\ret\a\nMon No Optional es
Placket.agg at/ir>n supporting Yes No No
edundant Intra-cluster No No No
path
NL supporting Inter-cluster Yes Yes Yes
Unicast/Broadcast Broadcast/Unicast Broadcast/Unicast Unicast
Periodic Yes No No
Real-time Yes Optional No
Contention Free Period
(CFP), exclusive
DLSL Intra-cluster timeslots in intra- CAP CAP
Communication cluster communication
resource period
Exclusive timeslots in
Inter-cluster inter-cluster Shared timeslots Shared timeslots
communication period
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6.4.3 VCR establishment
The processes of R/S VCR and C/S VCR establishment are as follows:

a) The NM obtains the UAOs of the field devices when they have joined the WIA-PA network.
The UAOs are obtained by the NLME-INFO_GET primitives during the CAP (see 9.5.13
and 9.6.4).

b) Once the NM obtains the UAOs, it allocates reserved R/S VCRs and C/S VCRs for each
UAO to field devices.

The process of P/S VCR establishment (if it is needed) is as follows:

a) The NM establlshes one P/S VCR for each UAO by using the NLME-I SET primitives
(see[g5: b ach UAO
has bne non- aggrega’uon P/S VCR, and dlfferent VCRs may use utihg paths.
Oth i device
supplorts packet aggregation, one packet aggregation VCR is S outing
devige

See Table 20 for the VCR information.

6.4.4 €[/CR release

VCRs ar

6.5 Ra

6.5.1

Routing i i j ‘ ige . e routing

algorithm fi i Ehown in

Table 14. and use the same RoutelD. The routing

configurgtion i i all ' (see 9.5.7).

6.5.2

Commun unication

resource

The proc

4

a) Inth cated by
the . icati [ is in the
mes those allocated by cluster heads to cluster members.

b) Int heads to

cluster members. That is, communication resources are bound to cluster members.

An example of the resource allocation in the hierarchical network topology that combines star
and mesh is shown in Figure 14. First, the NM residing in the GW allocates communication
resources to the routing devices R1, R2 and R3. These communication resources are used for
communication among R1, R2 and R3, for communication between routing devices and the
GW, and for communication between intra-cluster field devices and routing devices. Second,
after receiving communication resources from the NM, routing devices allocate some of the
communication resources to their intra-cluster field devices, which are used for intra-cluster
communications among field devices and their corresponding routing devices. As shown in
Figure 14, after the NM allocates communication resources for R1, R2 and R3, R1 allocates
communication resources for F1 and F2; R2 allocates communication resources for F5; and
R3 allocates communication resources for F3 and F4.
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R Routing device F Field devw
Communication resource allocation <\ x
| Timeslot
g GW=>R1 R1=>(?'1\ R1§\> .
- GW=>R2 | GW=>R2 R/ZE\?‘S\ \ \ Sleeding
G R2=>R3 | /R3= >F‘3\\R\3 >F4
| < Communication resource allocation ! tion
h in Mesh topology
6.5.3
Four priofi
a) Com
Any pac network-related diagnostics, configuratior|, control
informati 8 classified with a priority of “Command”.
b) Proce
Any pack ata should be classified as secondary priority level, [‘Process
Data”.
4
c) Normal
DLPDUs meet the criteria of “Command”, “Process data”, or “Alarm” slhould be
classified-as—Neormat—priority-
d) Alarm (lowest priority)

Packets containing only non-emergent alarm and event payload should assume a priority of
“Alarm”. Devices should buffer no more than one DLPDU having “Alarm” priority.

The following scheduling rules are employed for allocating communication resources:

situations;

First allocating channels to the beacon frame and active period;
First allocating timeslots to the devices with the fastest update rate;
First allocating resources to the packet with the earliest generating time in multi-hop

First allocating resources to the highest priority packet prior to other packets.
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6.5.4 Communication resource allocation to routing device

The WIA-PA network applies the integrated management strategy of centralized and
distributed schemes. After the routing device joins the network, it should scan its neighbor
devices on each channel and report the neighbor information to the NM. After receiving the
neighbor information, the NM should allocate paths, a superframe, and a block of links to the
routing device by using the communication resource allocation services (see 9.5.8). The
information of every routing device superframe is broadcast to its field devices in the beacon
frame. The allocation process of routing device communication resources is illustrated in
Figure 15.

Routing device Online routing Mesh NM
to join device network /7 )
h Forwarding neighbor i . &
Neighbor report request report request Forwarding neig <

Forwarding routing

Forwarding routing configuration request

configuration request

Routing configuration Forward routing
———fesponse | configuration response |

Forward channel

F h, |
orward channe attribute setting reque

attribute setting request
Channel attribute setting

response :

Forward superfram
configuration request

Superframe

configuration response

Forward sy

onfiguration request

Forward superframe
configuration response

Link configuration request
%

Forward link
configuration response s
] [
Fig of routing device’s communication resourges

6.5.5

After V(| d devwce are established successfully, either the routing devi¢e or the
gateway i Imeslots to its field devices by using the communication |resource
allocatior ) .5.8), which are used in communication between the routing device
and the f i r between the gateway device and the field devices. If the sugerframes

of the roufing device and the gateway device are affected by the joining field dewices, the
routing device and the gateway device should update their RouteTable, Superframe and Link
attributes (see 6.9.1.2.2 and 9.5.8).

When a field device joins the network through an online routing device, the communication
resource allocation process of the field device is illustrated in Figure 16.
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the field
sets the

The WIA-PA network supports a two-level aggregation mechanism in order to reduce the

number of the forwarding

a)

packets.

Data aggregation. If a field device has more than one User Application Object (UAQ), it

should decide whether or not to invoke the data aggregation mechanism according to the
AGGEnableFlag. This mechanism should reduce the data communication frequency and
enhance network efficiency.

Packet aggregation. If a routing device receives packets from more than one field device,

it should decide whether invoking packet aggregation mechanism or not according to the
AGGEnableFlag. This mechanism should reduce the number of packets from the routing
device to the gateway device and enhance network efficiency.

The aggregation function is implemented by the DAGOs in field devices and PAGOs in routing
devices. The operation parameters of DAGOs and PAGOs are configured by the NM.
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The aggregation function supported by the WIA-PA network includes the following four
situations:

a) A field device supports the aggregation function, while its routing device does not.
b) A routing device supports the aggregation function, while its field device does not.
c) Both, a field device and its routing device support the aggregation function.

d) Neither a field device nor its routing device supports the aggregation function.

Relations between the VCRs and the aggregation functions supported by field device, routing
device and gateway device are shown in Table 2.

Table 2 — Relations between VCR and aggregation func(;tl’ﬁn\

Field device Routing device
DAGO PAGO
(Aggregation function) (Aggregation funetion)
Disenable Enable Disenable Ena\g& Dis ble Enable
Non-aggregation VCR X X \ \ > - —
~N
X /5 X
Data aggrggation VCR
X L ) x> X
A
Packet aggregation VCR - - \ x / ( > X
X indicfites the aggregation/disaggregation™unction in the c rresp\@syvice is enabled or disablgd.
— indidates the VCR is independent of the a gation/disaggregation Tunction.
* The dpta aggregation VCR starts with DAGO of(afiled vk\a@ends at DGO of the gateway devjce.
" The dpta aggregation VCR/staxts wj of a d devicg and ends at PAGO of a routing devicg.
‘ Field Hevices have no P{cke ggr ga}i@ fungtiog.
The aggrgegation znfi cess is\listed as follows:
a) should r ppoxtFlag to verify whether devices support the agg@regation
b) e routing
jregation
s. The aggregation duration of a routing device should be
bdaterate
duration
d packet
c) the field

devices support the aggregation function. The NM should allocate the data ag
VCRs to the field devices. The aggregation duration of a field device should be indicated
by attribute AggPeriod (see 6.9.1.2.1) and set to the minimum Dataupdaterate attribute
(see Table 20) of its UAOs. When the aggregation duration expires, the field device
aggregates all its packets and sends the aggregated packet to the routing device.

gregation

According to whether the aggregation is embedded or not, a field device or a routing device

operates as follows:

a)

If the AGGEnableFlag attribute of a field device is set to 0, this field device does not

support the aggregation function. Field devices that have no aggregation function send
their data to the routing device through the non-aggregation VCR and the related RoutelD
(see Table 20). If the aggregation flag AGGEnableFlag attribute of the routing device is
also set to 0, the routing device should forward this aggregated packet to the DGO of the
gateway device through the original RoutelD.
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b) If a field device has more than one UAO and its AGGEnableFlag attribute is set to 1, the
DAGO of the field device calculates the length of the P/S data from the UAOs and
aggregates these data. The format of the aggregated data is shown in Table 3. The
aggregated data is sent to the ASL by the DAGO and is encapsulated with the ASL
header. The field of the packet type in the ASL header is set to Ob11, which is used to
indicate the aggregated packet (see 10.4.2). The aggregation packet in the ASL is sent to
the routing device through the data aggregation VCR and the related RoutelD; if the
AGGEnableFlag attribute of the routing device is 0, the routing device should forward this
aggregated packet to the DGO of the gateway device through the original RoutelD.

c) If the aggregation function embedded in a routing device is enabled (AGGEnableFlag = 1)
and receives packets from its field devices, it reads the NL packet headers. The routing
device should aggregate the packet according to the P/S flags and the Flagment flat in
the NL packet headers (see 9.6.3). The aggregation rules are as follows: ™

— |f the received packet is P/S type and the Flagment flag is hould be

hggregated.
—  Pther types should not be aggregated.

If the packet can be aggregated, its source address and NL Rayloa < ne PAGO
of thg DMAP. The PAGO uses the time when the fifst pa ired to be
aggregated) as the start time of a superframe cyele, AggPeriod (see $.9.1.2.1)
expirgs, the PAGO aggregates the packets acgording ™Mo is $hown in
Table| 4, and searches the RoutelD related|(to (the pa tNag i CR. The
aggrepated packet, packet aggregation VCR,/and\the : nt to the
NL; tHe NL should send this aggregated paCket ydevice through thle related
RoutelD. The format of the aggregated packet in in 9.6.3. If the length of the

aggregated packet is longer than thexmaxim S owed by the NL, the NL should
fragment the packet and send the” packeto~the ‘gateway device by using thie packet
aggregation VCR and the related Route

Table 3 - Formw data f
AN N

Length in 1 1 riable 1 Varigble
octpt(s) /\ lehgth length

M \sz\ D Ie}gg/ Data Data length Data
Field|name algg2 gate

abl\ \al\\ofgregated packet followed by routing device’s PAGPD

owed by field device’s DAGO

T
Length 1 2 1 Variable 2 1 Variable
octet(s) length Igngth

Numb\r/ of| Source Data Data Source Data [I)ata

Field anic asslcyatcd GddIUOD :Ulluth GddIUOD :Ullyt:‘l

packet

6.6.2 Disaggregation

The disaggregation function is optional for the gateway device and is indicated by the
aggregation and disaggregation support flag AGGSupportFlag (see Table 19). If the gateway
device supports the disaggregation mechanism, the NM sets the aggregation and
disaggregation enable flag AGGEnableFlag to 1 (see Table 19).

The disaggregation function is implemented by the DGO in the gateway device. The gateway
device decides whether to disaggregate the received packet according to the NL header and
the ASL header. If the value of packet type in the NL header is 1, the gateway device
disaggregates the NL aggregated packet; if the value of the packet type in the ASL header is
ob11, the gateway device continues disaggregating the ASL aggregated packet.


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

62601 © IEC:2011(E) -39 -

The operation parameters of the DGO are configured by the NM.

The process of disaggregation is as follows:

a) After the gateway device receives the aggregated packets from field devices and routing
devices, it will notify the DGO in its DMAP to disaggregate the packets.

b) The DMAP sends the disaggregated packets to UAOs.
6.6.3 An example of the two level aggregation process

The following example illustrates the aggregation and disaggregation processes. The example
is based on a network that consists of two field devices, one routing device, the GW, and the
host configuration computer. As shown in Figure 17, the routing device R7acts as the cluster
head of field device A and field device B; there are two UAOs named regsiding in
field device A and two UAOs named b1 and b2 residing in field device

This example supposes that field device A does not support the jrey n, while
field device B and routing device R do. The data update rates ) a e configured to
1s, and the data update rates of b1 and b2 are configured . figld device
B is respjonsible for aggregating the packets from b1 and b srates\packet |p_b. The
routing device R has one PAGO and the aggregatior tion is™Y update
rates of p1, a2, b1, and b2, whose value is 1s. The reuting i O, which

aggregatps the packets from a1, a2 and packet
disaggreg@ates packets from field device~A and

&

O, which
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Figure 17 — Example of aggregation and disaggregation

The aggregation and disaggregation process is listed below:

a) After the network is established, the NM allocates the non-aggregation VCRs to a1, a2,
b1, and b2 for the transmissions of non-aggregation packets. The non-aggregation VCRs
of a1 and a2 in field device A are indicated by A_vcr1 and A vcr2. The endpoints of
A_vcr1 are a1 and the UAP of the GW, and the endpoints of A_vcr2 are a2 and the UAP
of the GW. Because the data transmissions of field device B do not use the non-
aggregation VCRs, the non-aggregation VCRs of b1 and b2 in field device B are not
indicated in this example.

b) After constructing the non-aggregation VCRs, the NM configures the aggregation duration
and data aggregation VCR for field device B and configures the aggregation duration and
packet aggregation VCR for routing device R. The aggregation durations are the minimum
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d)

e)

6.6.4 Management of aggregation and disaggrégation object

The attriputes of the DAGO class are

data update rate among all UAOs in a field device or the minimum data update rate
among all field devices for a routing device. Because the data update rates of b1 and b2
are 4s, the aggregation duration of DAGO in field device B is four seconds; the data
aggregation VCR of field device B is indicated by DAG_vcr and its endpoints are DAGO
in field device B and the DGO in the GW. The aggregation duration of routing device R is
set to the minimum data update rate in a cluster. Because the minimum data update rate
among a1, a2, b1, and b2 is one second, the aggregation duration of routing device R is
set to 1s. The packet aggregation VCR of routing device R is indicated by PAG_vcr and
its endpoints are PAGO in the routing device R and DGO in the GW.

After A_vcr1, A vcr2, DAG_vcer, and PAG_vcr are established, the DAGO, PAGO and
DGO begin to work. The DAGO in field device B uses the time when the first packet
comes (required to be aggregated) as the start time, and aggregates the packets and
sends them to routing device R through DA at the configured aggregation timeslot.
The PAGO in routing device R uses the time when the first packet somes (reguifed to be
aggregated) as the start time, and aggregates the packets in DMAP apd\sendg them to

Afterl the DGO of the GW receives the aggregated packetsy it disaggregates thg packets
and [finds the corresponding UAOs according to the packet so kce address and UAO
idenfifiers.

The PMAP in GW sends the disaggregated packetsc 2 ing’UAOs.

Table 5 — GO class. attribute

Attribute D au \gj Lo
D Name /\Ktat a Description mekhod

Supporting
va e

0 DagolD Unsigneds datory | The identifier of READ
O\ the DAGO

1 Dago Uni ed8 \(9 Optional The version READ
defined by the

DAGO

The attriputes of We shown in Table 6.

able 6 — DAGO instance attributes

Attribut%\ Default L Supporting
D Data type value Usage Description mbthod
0 Dag&hs\) Unsigneds 0 Mandatory | The identifier of | READ

the DAGO
Hstanre
1 DagoPeriod Unsigned8 1 Mandatory The aggregation | READ/WRITE
cycle (in seconds)
2 DagoMemNum | Unsigned8 1 Mandatory Count of the | READ/WRITE
aggregated UAOs
3 DagoMemLst MEM_STRUCT Optional List of the | READ/WRITE
structure  (see aggregated UAOs
Table 7)
4 DagoMembData | Unsigned8 0 Optional Length of the | READ/WRITE
Size aggregated data
DagoMemData (in
octets)
5 DagoMemData | Octetstring Mandatory Data of the | READ/WRITE

aggregated UAOs

The methods supported by the DAGOs are shown in 10.2.3 Table 165.
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The definition of the MEM_STRUCT structure is shown in Table 7.

Table 7 — MEM_STRUCT structure

Attribute ID Name Data type Description
0 AppObjlD Unsigned8 The identifier of the UAO
1 AppObjlnsID Unsigned8 The identifier of the UAO instance
2 AppObjAttriD Unsigned8 The attribute identifier of the UAO
instance

The attributes of the PAGO class are shown in Table 8.

Table 8 — PAGO class attributes /\<\ “
Attribut Default AW ti
rllDu 9 Name Data type vealauue Usage (\Déwp\\on \Wf&:)ldng
0 PagolD Unsigned8 1 Mandatory<\7\2§{1@ é\the READ
P
1 PagoRevision Unsigned8 0 Optiopal v&ion e\fl'he/d by READ
A~ | e PAco

The attrijutes of the PAGO instance are shown i \{yJe> . G

Table 9 — GO instance attribute's

Attribute Defa L Supporting
D Name Data type Qvahf;\ \%ge\> Description ethod
0 PagolnsID u@g@s “Mandagdry | The identifier of the | READ
aggregation object
instance
1 PagoPe Unsign Mandatory The aggregation cycle | READ/WRITE
(in seconds)

2 PagoMem K igneds8 \/ Mandatory Count of the aggregated | READ/WRITE

cluster members

3 e Lst Oct stri\ng-/ Optional List of the aggregated | READ/WRITE
cluster members

4 ag Da S Unsigned8 0 Optional Length of the | READ/WRITE
<\ aggregated packet (in
octets)
5 Pag Dat Octetstring Mandatory Data of the aggregated | READ/WRITE

cluster members

The methods supported by the PAGOs are shown in 10.2.3 Table 165.
The attributes of the DGO class are shown in Table 10.

Table 10 — DGO class attributes

Attribute Default Lo Supporting
D Name Data type value Usage Description method
0 DgolD Unsigned8 2 Mandatory The identifier of the | READ
DGO
1 DgoRevision Unsigned8 0 Optional The revision defined | READ
by the DGO

The attributes of the DGO instance are shown in Table 11.
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Table 11 — DGO instance attributes

Attribute Default Lo Supporting
D Name Data type value Usage Description method
0 DgolnsID Unsigned8 0 Mandatory The identifier of the | READ
DGO instance

The methods supported by the DGOs are shown in 10.2.3 Table 165.

6.7 Performance monitoring

6.7.1 Path failure report
The patt]

through th

9.5.12 fof more details.
6.7.2 PDevice status re
After recgiving device [sta
its own health a

diagnoses the n
of netwofk environm

device, s
is realize
of the fie

See 9.54

failure report is used by routing devices to report path fail

Routing device

Mesh network

Path failure report request

Field device

Routing device

e WIA-PA devices. The device status report p
ng device are shown in Figure 19 and Figure 20.

the NM
18. See

ice reports
tises and

change
WIA-PA
ices. This
rocesses

Device status report request

Figure 19 — Device status report process of field device
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Routing device Mesh network NM

Device status report request

Forwarding device

status report request

Figure 20 — Device status report process of routing device

6.7.3 Channel-conditionreport
The charlnel condition report is used for the WIA-PA field devices or, i W to report
the channel condition remotely to the NM. The process of channel i i own in
Figure 21. See 9.5.11 for more details.
Network device Mesh network < \N
Channel condition report Q
request
\/%wardi cha >
condition refort request
[
ondition report
6.8 Le
6.8.1
The leav 2 g includes the abnormal leaving process, the active
leaving process ' §Si ing process. The abnormal leaving process is cpused by
device fajlure, ice\nvglidation;~and energy depletion, which should be judged by the Keep-
alive con ) The active leaving is requested by field devices ffom their
routing devi uting”devices from the gateway device. The passive Ig¢aving is
requeste ewaydevice from routing devices or by routing devices from their field
devices.
6.8.2 | eaving process of routing device

The WIA-PA network specifies two leaving processes for routing devices: active leaving and
passive leaving. The active leaving process of a routing device is shown in Figure 22.

a) A routing device sends the leaving request to the NM.

b) The NM gives a leaving response to the routing device.

c) After receiving a positive response, the routing device notifies the leaving to its field
devices. After passive leaving of field devices, the routing device leaves the network.

d) The NM releases the network address, VCR and the communication resources of the
departing routing device, and updates the network topology.

e) The NM notifies the routing devices that have communication relationships with the
departed routing device to release the related communication resources.
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to field devices

Forwarding resource

Forwarding leaving

request
—_—>

Leaving response
%

Resource
Jeleasing request

communication

network topology

/N

releasing request
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Figure 22 — Active leaving proces

The pasdlive leaving process of a routing device is show

a) The NM sends the leaving reque

b) The |routing device sends a leaving r
request.

c) The fouting device notifies its leaving
deviges, the routing d

d) The NM releases
the rletwork topol

e) The

dep3

NM nofifres
rted ro 2\

lated communication resources.

¢

Online routing Leaving routing
device device
. Forwarding leaving
Legving réquest request Forwarding leaving
request
—_— s . .
Routing device
) notifying its leavihg
Forwarding leaving Leaving response to field device
%
network topology response
Forwarding leaving
response
Resource releasing
request
Forwarding resource
releasing request
| I | |

Figure 23 — Passive leaving process of routing device

Releasing network
address, VCR and
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of field
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6.8.3 Leaving process of field device

The WIA-PA network specifies two leaving process for field devices: active leaving and
passive leaving.

The active leaving process of a field device is shown in Figure 24 andFigure 25.

A field device sends the leaving request to the routing device or the gateway device in a

cluster.

The routing device or the gateway device returns a leaving response to the leaving field

device.

The routing device or the gateway device releases the intra-cluste/fn{twork address,

VCRpamd—commumicationm resources and updates the cluster membe
the fleld device that has left the network.

Aften receiving the response, the field device leaves the networK.

If thg field device leaves the routing device, the routing devi
member list and UAO list to the NM.

Leaving field Gateway
device device

Leaving reques

Field device
leaving network

eporting updated
cluster member list
and UAO list

9,

fist dY«O list of

d cluster

Figure 24 — e leavi s of field device (leaving from gateway deyice)
N_e ving ld Routing device Mesh NM
davice network
) \/
Leaving request
_—
Releasing intra-cluster
) network address, VCR,
Leaving response and communication
Field device resource, updating

cluster member list and

leaving network ;
UAO list

Reporting updated
cluster member list Forwarding
and UAO list updated cluster
member list and
UAQO list reportting
—_—

Figure 25 — Active leaving process of field device (leaving from routing device)
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The passive leaving process of a field device is shown in Figure 26 and Figure 27.
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a) The routing device or the gateway device sends the leaving request to a field device.
b) The field device returns the leaving response to the routing device or the gateway device.
c) The field device leaves the cluster.

d) The routing device or the gateway device releases the intra-cluster network address,
VCR and communication resources of the departing field device and updates the cluster
member list and UAO list.

e) |If the field device leaves the routing device, the routing device reports the cluster member
and its UAO list to the NM.

NM Gateway Leaving field TN
device device
Leaving request
_
Reporting cluster Leaving response
. i
member list and
UAO list 4
Releases member
address and
communication
resources, updates
cluster member list
and UAO Jist
|
Figune 26 — Passive leaving process %ﬂd (leaving from gateway ddvice)
qu\ Routing device Leaving field
orl \/ device
y Leaving request
—_—
eporting cluster Leaving response Field device
; member list and leaving
¢ UAO list network
4 x UAD list Releases member
address and
eWmember communication
address, updates resources, updates
cluster member list cluster member list
and UAO list and UAO list
| | | |
Figure 27 — Passive leaving process of field device (leaving from routing device)

6.9 Management information base and services

6.9.1 Management information base

6.9.1.1 General

Items stored in the MIB are called attributes and are used for monitoring and configuring the
WIA-PA network parameters. These attributes can be accessed and updated by the NM.

According to the storage types, the attributes in the MIB are classified into three categories:

a)

Constant attribute,


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

- 48 - 62601 © IEC:2011(E)

b) Static attribute, and
c) Dynamic attribute.

A constant attribute, such as the serial number of a wireless device, is unchangeable with
time. The constant attribute is set when devices leave manufacturers and should not be
modified.

A static attribute, such as an alarm limit, changes its value infrequently. The value of the
static attribute should be preserved after the warm restart/reset/ power-failure.

A dynamic attribute changes its value frequently without any external command. The value of

the dynamic attrlbute will be Iost after the warm restart/reset/power -failur arm restart is a
sequence g after an
unintenti er-faliure
indicates

According to the attribute data types, the attributes in the MIE » i wnstructured

attributeqd and structured attributes.

According to the implementation requirements, the a are divjded into

mandatofy attributes and optional attributes.

There arg two types of the access righis\to the th
a) R (Read), which means the values qf the 5 ices in WIA-
PA nletwork; and

b) W (Write), which means the valu
PA network.

b in WIA-

6.9.1.2 MIB attribugtes

6.9.1.2.1 {} Y
The unstfuctured attpi

are ident|cal in th
specific.

pable 12. The values of attributes numberefd 0 to 20
e values of attributes numbered 21 to 28 afe device

e 12 — Unstructured attributes

ID e a type | Valid range Access | Storage | Default Descriptioh
type type value

0 |NetwolkiD BﬁgnedS 0 to 255 RIW  |[Static 0 Network identifier, | used for
multiple networks cogxisting

1 |StatisticsDuratiom—TUnsigned 60— to 65535 [RIW Static ) Conffgurimg—the——ctycle of the
statistic collection (in seconds).
After this duration, WIA-PA
devices update the statistic
data in the neighbor tables.

2 |MaxNSDUSize Unsigned8 |0 to 255 R Static N/A Maximum size of service data
unit supported by the NL

3 |BitMap?® Unsigned32 |32 bits R/W Dynamic 0 Indicating if a channel can be
used:
0 = Not used;
1 = Used.

The value of bit j indicates the
usage status of channel i. i is
related to the IEEE 802.15.4
channel number.

4 |KeepAliveDuration |Unsigned24 [0 to (2%4-1) R/W Static 0 Duration between two keep-
alive frames (in milliseconds)
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Name

Data type

Valid range

Access
type

Storage
type

Default
value

Description

TimeSynDuration

Unsigned24

0 to (224-1)

R/W

Static

time
(in

between two
frames

Duration
synchronization
milliseconds)

ChannelThreshold

Unsigned8

0 to
(macMaxFram
e-Retries 2

R/W

Static

The channel switch threshold
in adaptive frequency hopping,
indicated as retry count; See
IEEE STD 802.15.4, 7.4.2 for
macMaxFrameRetries

SecEnableFlag

Boolean

0,1

R/W

Static

o

Security enable flag:

network needs

does not

KeyupglataDur®

Unsigned32

0 to (2°%-1)

R/W

Dynamic

of key (in

igatian.
he updati cyele
mith§gconds)

MaxAt{ackedCnt®

Unsigned16

0 to 65535

R/W

Static

Thesmaxinym count

of attacks

EtoEACKTimeOut

Unsigned24

0 to (22*-1)

R/W

aiting time
wledge (in

IThe upp\{Iimit of W
for end to end ackng
milliseconds)

11

TimeS|otDuratioin

Unsigned16

D

0 to 655

VAN

t duration.
ration is

pindicating the timesl
The timeslot du
calculated by:

(aBaseSlotDuration
2TimeS|otDurati0in)_ See

802.15.4, 7.4.
aBaseSlotDuration.

IEEE STD
for

12

PLRThreshold

<

Unsigne

A

0\b 100 \\

The threshold of ppcket loss
rate, which is PLRThreshold
divided by 100 and |s used for
adaptive frequency qwitch. See
8.4.5 for adaptive | frequency

switch.

13

CmemRptCycle®

ign}%

to 65535

Static

Configuring the repd
of cluster member
(in seconds)

rting cycle
nformation

14

Neilnfq

4

rRpt&ycle®

%ig ed1\6\

yo 65 535

Static

Configuring the repd
of neighbor inforn
seconds)

rting cycle
hation  (in

15

ChaSt

Eﬁign 416

0 to 65535

Static

Configuring the repd
of channel
information (in secon

rting cycle
condition
ds)

16

DevStaRptCycle

Unsigned16

0 to 65535

Static

Configuring the reporting cycle
of device status information (in
seconds)

17

PathFailRptCycle®

Unsigned16

0 to 65535

R/W

Static

Configuring the reporting cycle
of failure path information (in
seconds)

18

MaxEtoERetry

Unsigned8

0 to 255

R/W

Static

The maximum number of end-
to-end retry

19

NetworkTopology

Boolean

0,1

R/W

Static

Indicating the network

topology:

0 = hierarchical network that is
the combination of star and
mesh;

1 = star-only network topology.
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ID Name Data type | Valid range Access Storage| Default Description

type type value

20 |UTCTime Unsigned32 |0 to (2%%-1) R/W Dynamic 0 Universal Time Coordinated
(UTC). The octets from 0 to 2
are used to indicate the data,
and the octet 3 is used to
indicate the time.

21 [SecMode® Unsigned8 |(0to 3 R/W Static 0 Bit 0 represents whether the
DLSL uses security service:

0 = Not used;
hether the
ice:

22 [SecLeyel® Unsigned8 |0 to 63 R/W Static Fesent the

the DLSL
G 010 = MIC-64;
011 = MIC-128;
100 = Encryption;
101 = Encription-MI1{J-32;
110 = Encription-MI(-64;
\/ 111 = Encription-MI(d-128;
Bit 3, 4 and 5 repfesent the
security levels ofl the AL
packets.
000 = None;
001 = Encryption;
010 = MIC-32;
x 011 = Encription-MId-32;
< \ Others are reserved.

23 |AutherStatete - |Baoleard. |0, 1 RW  [Dynamic| 0  |A flag that marks if|a WIA-PA
device has been authenticated
to be a legal device:

U = Not authenticated;
1 = Authenticated.

24 |AuthenTime" Unsigned32 |0 to (2°%-1) R/W  |Dynamic 0 Time of a device being
authenticated (in UTC time)

25 |AttackedCount® Unsigned16 |0 to 65535 |R/W Dynamic 0 The count of attacks, see
Annex A for the detailed
attacks.

26 AggPeriodb Unsigned8 |0 to 255 R/W Static 1 The aggregation duration (in
seconds)

27 |ObjectNumber Unsigned8 |0 to 255 R/W Static N/A The number of UAOs.

a

b

[

Attributes are optional for the field device/handheld device.

Attributes are optional for all devices in the WIA-PA networks.

Attributes are not chosen by the field device/handheld device.
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Structured attributes

The structured attributes are listed in Table 13.

Table 13 — Structured attributes

ID Name Data type A::cess Storage Description
ype type
100 |RouteTable NLRoute_Struct structure [R/'W Dynamic Including the route ID, destination
(see Table 14) address, next-hop address, VCR_ID,
and retry counter
Each array member is identified by
storage index. TN
101 |Supeiframe Superframe_Struct structure [R/W Dynamic Describing thenguperfra information
(see Table 15) o\ -
Each ar member (8, idgntified by
storage {ndex.
102 |Link Link_Struct structure R/W Dynamic i infor tﬁ
(see Table 16) . -
ember idgntified by
103 |NeigHbor? Neighbor_Struct structure R/W Dynaniic Mmation of neighbor
(see Table 17)
member is idgntified by
104 |ChanpelCondition |ChanCon_Struct structdre R/ ynam cording the statistic infofmation of
(see Table 18) chapinel condition
Each array member is idgntified by
storage index.
105 |DeviceStruct Device e W D M:/ Describing the information ¢f WIA-PA
(see Table constant/ |devices
tic
\/ I Each array member is idgntified by
Q storage index.
106 |VCRIist Q ucture B}W Dynamic  [Recording the VCR informatign
) Each array member is idgntified by
A storage index.
107 |DevCpnRep evEonR SWture R/W Dynamic Recording the information |of device
(s ble 29) condition
\ Each array member is idgntified by
storage index.
108 |KeyThble® \ Wt structure R/W Dynamic Including the key type, key Iength, key
ee Téble 22) update time, key using time, |key value,
and count of key attack
Each array member is idgntified by
Storage mdex.
109 |ObjList ObjList_Struct structure R/W Static The list of UAO identifiers
see Table 23
( ) Each array member is identified by
storage index.

a

b

Attributes are not chosen by the field device/handheld device.

Attributes are optional for all devices in the WIA-PA networks.

NOTE The sizes of all the arrays listed in Table 13 are implementation dependent.

The data type of routing attributes RouteTable is shown in Table 14.
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Table 14 — NLRoute_Struct structure

Attribute
member Name Data type Valid range Description
identifier
0 RoutelD Unsigned16 | 0 to 65 535 A unique routing identifier
1 SourceAddress Unsigned16 | 0 to 65 535 The short address of source device
2 DestinationAddress Unsigned16 | 0 to 65 535 The short address of destination device
3 NextHop Unsigned16 | 0 to 65 535 The short address of next-hop device
4 RetryCounter Unsigned8 0 to 255 A counter to record end-to-end retries

The data type of superframe attributes Superframe is shown in Table 15. —

Table 15 — Superframe_Struct structure/\<\ &

superframe begins active

Attribute
member Name Data type Valid range schiptio
identifier
0 SuperframelD Unsigned16 | 0 to 65 535 uUni i ifier of the duperframe,
\u@li byXheNM
1 SuperframeMultiple Unsigned8 0 to 255 eMultiple = maximum data
up! ra / minimum dgta update
8 is used for restricting the WIA-
A supetframe length and is| also used
S cessing the long ¢ycle data
trangmission. See 8.4.6 for details.
2 NumberSiots Unsigne/d’f(‘)\ 0 to\6\5\§Q5 Superframe size (counts of tinpeslots )
3 ActiveFlag Boolea 0, \/ Superframe active flag:
0 = Inactive;
[\ ~ / 1 = Active.
4 Uns}gn\e\dg to (2 -1) Absolute timeslot number (A§N) when a

Activ% g\/x

The data

type ofM

s 1

kWn in Table 16.
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Table 16 — Link_Struct structure

Attribute
member Name Data type Valid range Description
identifier
0 LinklD Unsigned16 0 to 65 535 Unique identifier of the link
1 NeighborlD Unsigned16 0 to 65 535 Reference to a neighbor table entry,
which is empty when the NM allocates
links to a routing device for intra-cluster
communication.
2 LinkType Unsigned8 0 to 31 Bit O represents the link type:
0 = Unicast;
AN
1 = Broadcast;
haracter of
imeslot:
bn
character:
0 = Timeslot for non-aggregatpd packet;
( 1 = Timeslot for aggregated packet.
3 RelativeSlotNumpér W\Q \Q%as 53 Relative timeslot number
4 LinkSuperframeNu nsigned 0 to 25 LinkSuperframeNum = data update rate
of this device/ the minimum data update
rate. It is used for processing [the long
/\ cycle data transmission.
5 Activeh&({ oo&n\> 0,1 Indicating if a link is being usgd:
0 = Not used;
1 = Being used.
6 anne \ nsigned8 0 to 31 The channel sequence numbgrs for this
| link, namely, the sequence numbers of
< the main channels.
7 p\}kam \/ Unsigned16 0 to 65 535 Reference to an superframe in the
superframe table

The data

type of n%bor attributes Neighbor is shown in Table 17.
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Table 17 — Neighbor_Struct structure

Attribute Name Data type Valid range Description
member
identifier
0 NeighborAddr Unsigned16 | 0 to 65 535 The short address of neighbor device
1 NeighborStatus Unsigned8 0to3 Bit 0 represents whether this neighbor
device is a main time source:
0 = No;
1= Yes;
Bit 1 represents the status of neighbor
device: /7N
0 = Normal,
1 = Abng \ “
2 BackoffCounter Unsigned8 0 to 31 Backaff @nﬁ!\r \
3 BackoffExponent Unsigned8 0to 15 Ba&(offép}\&eh\ >
. . . 64 N M .
4 LastTimeCommunicated | Unsigned64 | 0 to (2°-1) < Time WhexNlast communicateq with the
\%igh f devi
5 AveRSL Unsigned8 0 to 255 e fage level of signals received
fromnthe ™ meighbor device in
"\ /§tatis icsDuration
6 PacketsTransmitted Unsigriedd6 t0N65 535 @e upber of un-broadcast ffames
sends to the neighbor device n
StafisticsDuration
7 AckPackets Unsigned16 | 0 to\65535 The number of expected ACK{NACK
(‘ packets received in StatisticsDyration
8 PacketsReceive nsigneqd 16 @ 655 The number of good packets feceived
from the neighbor node StatisticsDuration
9 BroadcastPadkets Unsi ed%\w 535 The number of good broadcast packets
received from the neighbor ndde in
/\ StatisticsDuration
The data|type of OMapth ditian \N@Pkes ChannelCondition is shown in Table 18.
Q ble ChanCon_Struct structure
Attribute N\
member< ame Data type Valid range Description
identifier|N
N
0 MShort ddress Unsigned16 | 0 to 65 535 16-bit address of device
1 ChannemB\/ Unsigned8 0 to 255 The sequence number of chapnel
I
2 NeighborAddr Unsigned16 | 0 to 65 539 T6-bit address of neighbor device
3 LinkQuality Unsigned8 0 to 255 Link Quality Indication (LQI) value of
every channel
4 PacketLossRate Unsigned16 | 0 to 65 535 Packet loss rate of every channel,
which is percentage and calculated
through received ACKs and total sent
packets
5 RetryNum Unsigned8 0to The count of retransmission of every
MaxFrameRetries | channel

The data type of device attributes DeviceStruct is shown in Table 19.
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Table 19 — Device_struct structure

Attribute Valid Storage |Access
member Name Data type range t eg type Description
identifier 9 yp yp
0 LongAddress Unsigned64 |0 to (264-1) Constant |R 64-bit global unique address
As for the DeviceType field as
defined in 6.3.3:
0 = Gateway device;
1 = Routing device;
2 = Field device;
o = T'TdlTurici Jcviv
Othersgéﬁe&se(ved\.
1 RedundantDevFlag |Boolean 0,1 Static R/W indi \?er this
2 PrimaryDevAddr Unsigned16 |0 to 65 535 |Static T of related
/ privgary device
3 NetAddressAssign |Boolean 0,1 Static £Q/ flagl\hdj'{ating whether the network
address (see 6.3.3) pas been
assignied:
= No;
1= Yes.
4 DeviceShortAddress |Unsigned16 |0 to 65 Static @N Short address of WIA-PA device
) The most significant 8 bits|are cluster
address and the least significant 8
[\ a bits are intra-cluster address
5 ManufactureriD L Bﬁ§ig}re\dZ4 0t 22‘%1\}\ Constant |R Manufacturer’s identifier
6 DeviceS 'aIN>m < Unsi@ed@d\ ONM Constant R Device serial number
7 PowerSupply attk\ n ignédgj\ o Static R/W Power condition:
0 = Fix power supply;
1 = Highest power;
2 = Second highest power;
10= lowest power
8 iouterCW Boolean 0,1 Static R/W A flag to indicate if the Hevice has
routing function:
0 = No;
1=Yes.
9 Devicestate Unsigned8 |0 to 16 Static R/W Bit 0-1 represent device joining state:

00 = Not joined;

01 = Joining;

10 = Security authentication;
11 = Joined.

Bit 2-3
state:

represent device

00 = Inactive;
01 = Active;
10 = Failed.

Others are reserved.

running
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Attribute Storage |Access
member Name Data type |Valid range t eg type Description
identifier yp yp

10 DeviceMemorytotal Unsigned32 (0 to (232-1) Consta- [R Total memory in a device (in octets),

nt including RAM, ROM, Flash...

11 DeviceUsedMemory [Unsigned32 |0 to (232-1) Dynamic |R Memory used by device (in octets)

12 ClockMasterRole Boolean 0, 1 Static R/W The device is a time source or not
(see 8.3.2.1):

0 = No;
1= Yes.
13 ClockUpdate Unsigned32 |0 to (2%2-1) |Dynamic|R The last Justme of| clock (in
seconds
14 PacketsMACToDLSL [Unsigned32 |0 to (2°%-1) |Dynamic|R Cou pasket fro MAC to
OASL
15 PacketsFromDLSL- |Unsigned32|0 to (232-1) Dynamic |R Coun the aw the DLSL
Rejected b\at aefr ctad by the NU

16 PacketsFromDLSL- [Unsigned32 |0 to (232-1) Dynamic R\ t e packets fronmp the DLSL
Accepted J@t re acceptéd by the NLL

17 PacketsFromASL Unsigned32 |0 to (2%-1) Dynz{mic Rv QON@ packets from [the ASL

18 PacketsFromASL- Unsigned32 (0 to (232-1) y \u( Coutat of the packets frojm the ASL
Rejected / that dre dropped by the NU

19 PacketsOutToDLSL [Unsigned32 [0Mo (27%1)\|Dynamie Q\/ﬁiount of the packets from the ASL
that are forwarded by thg NL to the
DLSL

20 IAGGSupportFlag oolean 1 \Sta ic EJW Aggregation and disgggregation
support flag (whether |a routing
device supports gggregation
mechanism ):

Q 0 = Not support;
(x 1 = Support.

21 AGGEnabIE!-/I (e} ooléaQ/\@ Static R/W Aggregation and disgggregation
enable flag (whether a rodting device
enables aggregation mechnism ):

0 = Disenable;
1 = Enable.

22 intra Unsigned8 |0 to 31 Static R/W The number of usable channels for
intra-cluster communicatiop

23 IntraCha Unsigned8 |0 to 31 Static R/W An array to store all communication
channels, which is aIIocTed by the
GW_to routing devices| and field
devices. The size of the array is
IntraChannelNum. See 8.4.5 for
details.

24 SuperframelD Unsigned16 |0 to 65 535 |Static R/W Unique identifier of the superframe,

supplied by the NM

The data type of VCR attributes VCR_Struct is shown in Table 20.
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Table 20 — VCR_Struct structure
Attribute
member Name Data type Valid range Description
identifier
0 VcerlD Unsigned16 | 0 to 65 535 VCR identifier
The VCR is invalid if its identifier is OXFFFF.
1 VcerType Unsigned8 0to 16 Bit 0-1 represent VCR type:
00 = P/S VCR;
01 = R/S VCR;
10 = C/S VCR; TN
i ot:
2 SrcObjID Unsigned8 | 0 to 255 SMCN \ )
3 SrcObjinsID Unsigned8 0 to 255 ID o so%o ct ms\gnce
4 DesObjID Unsigneds | 010255 D;&ti/(atﬂn &);gct D
5 DesObjlnsID Unsigned8 o 23}8’\ A 1D o&de@ibat'on bject instance
6 DataUpdateRate Unsigned32 \0 to Dataypdate yate (in milliseconds)
T data has no cycle if this| value is
~ OXxFREFFFFF.
7 VerStatus oolea 0, Q VBF{status:
A\f—\\)\ 0 = Inactive;
[\ (\\ 1 = Active.
8 VerActivafl Tiha; U}/s@\edB @3 -1) | The activation time of VCR (in millisec¢nds)
9 ServiceT \ UW t0(2°-1) | The valid service duration of [VCR (in
A(\ milliseconds)
10 SourceC{Ad\Qe s \Qné?ngmy 0 to 65 535 The cluster head address of the sourcq device
11 SOM&*QSS\ \ U%Qnedm 0 to 65 535 The network address of the source deice
12 estipation re Mnedm 0 to 65 535 The network address of the destination| device
13 §£P§i¥ Unsigned8 0 to 255 Security level of packets (see Annex A
14 RoutelD>  \ Unsigned16 | 0 to 65535 | Route identifier
NOTE Thedime unwin this table is the timeslot used by the superframe.

The data type of device condition attributes DevConRep is shown in Table 21.
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Table 21 — DevConRep_Struct structure

Attribute Description
member Name Data type Valid range
identifier
0 DevShortAddr Unsigned16 | 0 to 65 535 16-bit short address of device
1 NumPktSent Unsigned16 | 0 to 65 535 The total number of packet sent after the last
report
2 NumPktRcvd Unsigned16 | 0 to 65 535 The total number of packet terminated in the
device after the last report
3 NumMacMicFailure | Unsigned16 | 0 to 65 535 The total number of Message Integrity Code (MIC)
failure after the last report
4 BatLevel Unsigned8 1to 10 Residual power level
5 RestartCount Unsigned8 0 to 255 Restart count of de)n'és\
6 Uptime Unsigned32 | 0 to (2°%-1) Time from the last est\a\rt\(\'Q s&x{n}s\{

The data|type of key attributes KeyTable is shown in Tab|e§\$\>
Table 22 - Key_Structytuc\ e

Attribute \DQS)}iption
member Name Data type Valid ran
identifier /ie'\ /\

0 KeylD Unsigned16 0N5<5\35 Key&j\enti er)\/
o 3

1 KeyType Unsigned8 type:
= Jojning key;

% > ey encryption key;
\ = DLSL encryption key;

3 = AL encryption key.

2 KeyLegt}> i Uréw O%o 25 (KeyLength+1) is the valid length of {he key (in
bits)

3 KeyActive/]' me %Qsig}ng{ \9/?0 (2%2-1) Active time of key updating (in milliseconds)
4 KeyDat< \ \({cte tring Key value.
5 K%/A\wk\(im\\s N Un}»g\nedB 0 to 255 The total number of key attack
6 Ke tate\ Uhgigned8 Oto7 The using state of a key:
<\ 0 = Backup;
1 = Using;
2 = Invalid;

Ol o
ot eTrS—are—TeStrvea-

The data type of object list attributes ObjList is shown in Table 23.
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Table 23 — ObjList_Struct structure

Attribute
member Name Data type Valid range Description
identifier
0 ObjectID Unsigned8 0 to 255 The unique identifier of the UAO
1 InstancelD Unsigned8 0 to 255 The unique identifier of an object instance
2 ProfileID Unsigned16 | 0 to 65 535 The profile ID for the UAO
3 ParameterNumber | Unsigned8 0 to 255 Number of parameters of the UAO

NOTE ObjectID and InstancelD in ObjList_Struct are identical with Object Identifier and Instance ID (see
Annex C). DAGO, PAGO, and DGO are three special UAOs. Therefore, the attributes of DAGO, PAGO, or DGO are

included in_the Objlist if such object is implemented in the device. In addition, DagolD afid olnsID of DAGO,
PagolD anfl PagolnsID of PAGO as well as DgolD and DgolnsID of DGO are respecfiviely corresponding to the
ObjectID and InstancelD in ObijList_Struct. N\
6.9.2 MIB services
6.9.2.1 Remote MIB services
The attributes in the MIB can be read and written remot th h atthbute-ggtting and
attribute-petting services provided by the NL.
6.9.2.2 Local MIB services
6.9.2.2.1 General
The attriputes in the MIB can be read a (it callythrough the attribute-gefting and
attribute-petting services provided by the local DMA
6.9.2.2.2
DMAP-M|B-GET.reques
The semantics o@
DMAP-M|B-GET.r,
4
Table 24
Name Data type Valid range Description
AttributelD Unsigned8 0 to 255 Attribute ID in the MIB
AttributeMemID Unsigned8 0 to 255 The identifier of attribute member, which is used to
get the structured MIB attributes
The value 255 means that all attributes should be
read.
FirstValueStorindex Unsigned16 0 to 65 535 The first storage index of multiple attribute values,
which is used to get the structured MIB attributes
Count Unsigned8 0 to 255 Number of attribute values or attributes member
values, which is used to get the structured MIB
attributes;  Getting all attribute values from
FirstValueStorindex if Count = 0

DMAP-MIB-GET.confirm is used to return the result of DMAP-MIB-GET.request.
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The semantics of DMAP-MIB-GET.confirm are as follows:

DMAP-MIB-GET.confirm (

Status,

AttributelD,
AttributeMemID,
FirstValueStorindex,
Count,
AttributeValue

)

Table 25 specifies the parameters for DMAP-MIB-GET.confirm.

Tahle 25 - DMAP-MIB-GET confirm parameters VAN
A\

Name Data type Valid range Desyﬂﬁst\io‘n (\
Status Unsigned8 0 to 255 Attribute getting results:
0 = SUCCESS; s
1 = UNSUPP TE\
Others are res ved. \
AttibutelD Unsigned8 0 to 255 The r uestedéﬁ\lb
AttributgMemID Unsigned8 0 to 255 | ent ief of attr ute\%ber

<\ he alue 25 eans that all attributes sHould be
rea

FirstVallieStorIndex

Unsigned16 0to %’)5 \\‘zg\l\ﬁ\stﬁﬂgs/index of multiple read pgttribute
alues

Count

Unsigned8 Oto§5 Q\\l:lu bex_of/ attribute values or attributes |member
alue

AttributgValue

O'{:teétking\( \ Thevalue of the attribute

If the opgration of gettjng i i sful, the “Status” should be “SUCCESS[" and the

“AttributdValue”
“Status” $hould r

6.9.2.2.3 DM
DMAP-M

IB does not have the needed attriblites, the
TRIBUTE” and the “AttributeValue” is inyalid.

d\pe used by the protocol layers to write attributes to the MIB.

AttributelD,

L HNET N V| (ImY

Attt 1 am.
7Yt roote v e Ty

FirstValueStorindex,
Count,
AttributeValue

)

Table 26 specifies the parameters for DMAP-MIB-SET.request.
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Table 26 — DMAP-MIB-SET.request parameters

Name Data type Valid range Description
AttributelD Unsigned8 0 to 255 Attribute ID in the MIB
AttributeMemID Unsigned8 0 to 255 Identifier of attribute member

The value 255 means that all attributes should be
read.

FirstValueStorindex Unsigned16 0 to 65 535 The first storage index of multiple attribute values,
which is used to get the structured MIB attributes

Count Unsigned8 0 to 255 Number of attributes

AttributeValue Octetstring Value of the attribute RN

DMAP-M|B-SET.confirm is used to return the result of DMAP-MIB-SET . fegyu

The semantics of DMAP-MIB-SET.confirm are as follows:

DMAP-M|B-SET.confirm (

Status,

AttributelD,
AttributeMemID,
FirstValueStorindex

)

Table 27|specifies the parameters for

Name Dat}/tg(pe Description

Status Unsi edN 0to \We setting result:
0 7 SUCCESS;

1 = UNSUPPORTED_ATTRIBUTE;
2 = INVALID_PARAMETER;

Others are reserved.

ﬁ@ @

AttributgID Uhsigned8 \0}2/255 Attribute ID in the MIB
AttributdMe s@h@ 0 to 255 Identifier of attribute member
\ The value 255 means that all attributes stould be
4 read.
FirstValyieS In&( Unsigned16 0 to 65 535 Thle first storage index of multiple written pttribute
values

If the opgration of setting attributes is successful, the “Status” should be “SUCCESJS”; if the
MIB  does not have the needed attributes, the “Status”  should be
“UNSUPPORTED_ATTRIBUTE”; otherwise, if the set attributes are not conformable to the
specified attributes, the “Status” should be “INVALID PARAMETER”.

7 Physical Layer

The PHY is responsible for activation and deactivation of the radio transceiver, energy
detection, link quality indicator, channel selection, clear channel assessment, transmitting and
receiving packets across the physical medium.

The PHY specification of WIA-PA is based on the IEEE STD 802.15.4-2006 compliant radio.
The PHY should support a minimum of sixteen channels, i.e. channels 11-26 specified in
IEEE STD 802.15.4-2006. The PHY should support a basic air data rate of 250 kbit/s.

WIA-PA supports all mandatory items in IEEE 802.15.4-2006 PHY.
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8 Data link layer

8.1 General

The WIA-PA Data Link Layer (DLL) is designed to guarantee communication among WIA-PA
devices in a reliable and secure way in real-time. The DLL of WIA-PA extends the IEEE STD
802.15.4-2006 superframe structure. The WIA-PA DLL supports certain key functions,
including frequency hopping, retransmission, and Time Division Multiple Access (TDMA) and
Carrier Sense Multiple Access (CSMA) hybrid channel access mechanisms. These
mechanisms are used to guarantee reliability and real-time transmission in communication.
The WIA-PA DLL is designed to use MIC mechanism and encryption technology to guarantee
the integrity and confidentiality of the communication process.

8.2 Prptocol stack

The WIA
requiremg

Data link

The WIA

a) The
rece

b) The

ding and

8.3 Ma

8.3.1

The follo C ; FEE STD
802.15.4 2006 MACN the IEEE
STD 80 4 ystcal radio

channel and is responS|bIe for the foIIowmg tasks

[WV)

generating network beacons if the device is a gateway device or a routing device,

O

synchronizing to network beacons,

o o

)
)
) supporting network one-hop association and disassociation,
) supporting device security,

)

D

employing the CSMA-CA mechanism for device joining,

f)  handling and maintaining the GTS mechanism, and

g) providing a reliable link between two peer MAC entities.

Field devices and handheld devices correspond to the Reduced-Function Device (RFD), and
routing devices and gateway devices correspond to the Full-Function Device (FFD). None of

the optional functions of RFD and FFD in IEEE STD 802.15.4-2006 are required in this
standard.
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8.3.2 MAC function extension
8.3.2.1 General

This standard extends one MAC PIB attribute, primitives and command frames of Keep-alive
and time synchronization. The extended PIB attribute is listed in Table 28. The identifiers,
users and descriptions of the keep-alive command frame and the time synchronization
command frame are listed in Table 28.

Table 28 — MAC extended PIB attributes

Attribute Identifier Type Range Description Default
macBeaconNum Ox5e Integer 1-15 The number _/of \ beaco 1

transmissions i '}\ene time\s{)t

macBeadonNum is used to indicate the number of beacon transmissij in one m\s>.
Table 29 — MAC extended command ra
Commang x
frame Command name escrlptlon
identifie

10 Keep-alive command frame Gatew yd vice/Routing /i%dicating an | existing
deyice/Kie evy;e device

11 Time synchronization command/fra Ga de |ceU Realizing time
outln deV| e synchronization| of the
whole network

The Keep-alive command frame facilitates f{mne tion maintenance between neighbor devices.

After deices join the netwerk, their DMA nd ke live command frame with fhe keep-
aIive request primitive Te g8 i ds the keep- aIive command frame uring the

the keep -cluster communication period in|order to
indicate {hat they are ali embers; in addition, routing devices send keep-
alive compmand sfér communication period in order to ind|cate that
they are|alive to e J devises and to the gateway device. Field devices |send the
keep-alive command i weMhtra-cluster communication period in order t¢ indicate

In order [0 giaranteg bility of the TDMA communication mode, devices in 4 network
should sy i2% e time source. Time errors among devices are inevitable ip spite of
any hardware S . In order to overcome time clock drifting, the WIA-PA network
' e synchronization: IEEE STD 802.15.4-2006 beacon and specifically
designed| time_synchrgnization frame. In the mesh network, the gateway device is|the UTC
time soufcev/All routing devices synchronize with the gateway device. In the star|network,
each routing device is the time source for its field devices, which synchronize with their
routing devices.

0

NOTE This document specifies that the maximum synchronization error is less than 10 % of the basic timeslot
length of the maximum superframe duration.

8.3.2.2 Extended primitives
8.3.2.2.1 MLME-KEEP-LIVE.request

MLME-KEEP-LIVE.request is used to send the Keep-alive command frame requested by the
DLSL.

The semantics of MLME-KEEP-LIVE.request are as follows:

MLME-KEEP-LIVE.request (
)
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8.3.2.2.2 MLME-KEEP-LIVE.confirm

MLME-KEEP-LIVE.confirm is used to respond to MLME-KEEP-LIVE.request.
The semantics of MLME-KEEP-LIVE.confirm are as follows:

MLME-KEEP-LIVE.confirm (
Status

)

Table 30 specifies the parameters for MLME-KEEP-LIVE.confirm.

/N

Table 30 — MLME-KEEP-LTVE.confirm paramet%

Name Data type Valid range

Status Unsigned8 0 to 255

8.3.2.2.3 MLME-KEEP-LIVE.indication

MLME-KEEP-LIVE.indication is used
has been successfully received.

The semantics of MLME-KEEP-LIVE.ind

MLME-KEEP-LIVE.indicat{on

Table 31 specifi@

<\ le 31%< KEEP-LIVE.indication parameters

LME<KEEP-LIVE.indication.

Nan({ \Qata\glpe Valid range Description

d N
m‘b@é\ ¢ \UnMedw 0 to 65 535 The source address

8.3.2.24 m WYN.request

MLME-THME-SY ) est is used to send the time synchronization command frame requested

by the DILSL:

The semantics of MLME-TIME-SYN.request are as follows:

MLME-TIME-SYN.request (
TimeValue

)
Table 32 specifies the parameters for MLME-TIME-SYN.request.

Table 32 — MLME-TIME-SYN.request parameters

Name

Data type

Valid range

Description

TimeValue

Unsigned32

0 to (2%-1)

Current time of

microsecond)

device (in
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8.3.2.2.5 MLME-TIME-SYN.confirm

MLME-TIME-SYN.confirm is used to respond to MLME-TIME-SYN.request.
The semantics of MLME-TIME-SYN.confirm are as follows:

MLME-TIME-SYN.confirm (

)

Status

Table 33 specifies the parameters for MLME-TIME-SYN.confirm.

Table 55 — MLME-TIME-SYN.contirm paramete%

Name Data type Valid range /\\B{scr%&\

Status Unsigned8 0 to 255 \nexsync or}&,ﬁén:

8.3.2.2.6 MLME-TIME-SYN.indication

MLME-TIME-SYN.indication is used
commang

onization

The sem

MLME-TI

Table 34 ME-TIME-SYN.indication.

-TIME-SYN.indication parameters

Valid range Description

\QAd\k\\ \ \}Jnsigned16 0 to 65 535 The source address

TineVatue Unsigned32 0 to (2%2-1) Current time of devlce (in
microsecond)

8.3.2.3.1 Beacon payload

8.3.2.3

The WIA-PA network uses the IEEE STD 802.15.4-2006 MAC beacon payload to distribute
superframe information. See 7.2.2.1 in IEEE STD 802.15.4-2006 for the frame format of the
MAC beacon.

The beacon payload is shown in Table 35.

Table 35 — Beacon payload

Length in
octet(s) 1 6 4 1
Field name ClusterID ASN Timevalue NextBcnChannel

The subfields in Table 35 are defined as follows:
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a) ClusterID indicates the identifier of the cluster;

b) ASN indicates the absolute timeslot number;

c) Timevalue indicates the time reference; and

d) NextBcnChannel indicates the channel used to transmit the next beacon.
8.3.2.3.2 Keep-alive command frame

The format of the keep-alive command frame is shown in Table 36.

Table 36— Format of keep-alive command frame

Length in octet(s) See IEFFF STD 802 15 4-2006 722 4
Field name MHR (IEEE STD 802.15.4-2006 MAC ran%\
header) f|er

The subflelds in Table 36 are listed as follows:

a) See |EEE STD 802.15.4-2006 7.2.1 for MHR;
b) Command frame identifier is 10.

8.3.2.3.3 Time synchronization command franie

The timg synchronization command frame is
gateway |[device and the routing device

periodically. The gateway device sends
inter-clugter communication period. Ro

The formpt of the time

@

ork. The
H frames
uring the
ommand
orks and
work.

Length in octet(jz)\ \ée\ls%\sﬁ’o\%vm-zooe, 7.2.2.4 1 4
Figld name EE~STD 802.15.4-2006 MAC | Command frame | Calibrated value
(n\ ea identifier of TimeVajue

The subg re}/efmed as follows:

.4-2006, 7.2.1 for MHR;
b) Commadnd-fra identifier is 11; and

a) See

c) See Tabte 32 fortimecatibratiomvatue:
8.4 DLSL function description
8.4.1 General

The DLSL provides a service interface between the NL and the MAC. The DLSL conceptually
includes a Data Link Sub-Layer Data Entity (DLDE) and a Data Link Sub-Layer Management
Entity (DLME). The DLDE provides data service interfaces. The DLME provides layer
management services such as the configuration of the parameters of DLSL and the monitoring

of the operation status of DLSL.

Figure 29 depicts the components and interfaces of the DLSL.
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— DLDE-SAP ——  DLME-SAP
(=9
Data link sub-layer Data link sub-layer ?,F;
data entity management entity E
(DLDE) (DLME) =

——  MLDE-SAP | MLME-SAP

VAN
Figure 29 — WIA-PA DLSL reference model

The DLYL provides two services, which are accessed throughk_the ing\ t Service

Access Hoints (SAPs):

a) The |DLSL data service, which is accessed throug ss Point
(DLOE-SAP);

b) The PLSL management service, which is accesged th

In this document, the main function esources

among dompetitive users in order increase

bandwidth utilization. The main concep and link,
which ar¢ defined as follows:

a) Timgslot is the basic ration is
configurable.

b) Sups umber of
time WIA-PA
devi

c) Link ses a set
of s types include transmitting, receiving and [transmit-
shar ore than one device to contend this link for packet
exch he transmitting and receiving links should oply allow
desif ge packets.

8.42 <

The WIA{PA network should consider the following coexistence strategies:

a) The WIA-PA network extends the IEEE STD 802.15.4-2006 superframe structure

b) The WIA-PA DLSL together with the NM achieves coexistence with other wireless
networks. The WIA-PA DLSL incorporates several strategies to optimize coexistence:

- timeslot communication,
- low duty-cycle,
- multi-channel,
- frequency Hopping (FH), and
- collision avoidance.
8.4.3 Timeslot communication

The key requirement of timeslot communication is to guarantee that all transactions occur in a
timeslot according to specific timing requirements. That is to say, all packets should be
exchanged in a prescriptive timeslot and not be delayed. The timeslot length of WIA-PA DLSL
is fully compatible with the timeslot length of IEEE STD 802.15.4-2006.
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The timeslot duration is configured by the NM after devices join the network.

8.4.4 WIA-PA superframe

In order to guarantee real-time and reliable communication, this standard only takes account
of the beacon-enabled IEEE STD 802.15.4-2006 superframe structure.

The WIA-PA superframe structure is shown in Figure 30.

Intra-cluster Inter-cluster
communication communication

“ 1= cap— |~ crp
ok

<Active period—»

~

Beacon Sleeping

The periqds of the WIA-PA superfram
a) The |[CAP period defined in the IEE 2 Dr device

b) The |CFP period def
communication b
sup€rframe; and

c) The jnactive i
cluster co i

used for
WIA-PA

TD 802.15.4-2006 superframe is used|for intra-
ommunication, and sleeping in the| WIA-PA

sup
The NM A supérframes. The superframe lengths of routing dejices are
different, owest data update rate of all the members in a clugter. The
timeslot erframe includes shared timeslots and dedicated fimeslots.
Shared sed fof transmission of aperiodic data, and dedicated timeslots are

used for ter transmission of periodic data.

Because ive period defined in the IEEE STD 802.15.4-2006 superframe is|used for
intra-clugtérv’communication, inter-cluster communication, and sleeping in the| WIA-PA
superframe, the WIA-PA basic superframe duration is defined as thirty-two timeslots. The
duration of the WIA-PA superframe is defined as 2N (N is a natural integer) times the WIA-PA
basic superframe duration.

8.4.5 Frequency hopping

The WIA-PA network supports frequency hopping, and the hopping sequence is designated by
the NM. Frequency hopping in the WIA-PA network includes three mechanisms: AFS, AFH,
and TH.

Adaptive Frequency Switch (AFS): in the WIA superframe, the beacon, CAP and CFP use the
same channel in the same superframe cycle, and change the channel according to the
channel conditions in different superframe cycles. That is to say, bad channel condition, which
means that the packet drop rate is above “PLRThreshold”, triggers the operation of changing
channels. See 6.9.1.2.1 for “PLRThreshold".
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Adaptive Frequency Hopping (AFH): irregularly changes communication channels per timeslot
of the WIA superframe according to actual channel condition. The channel conditions are
measured in retry times. If the channel condition is bad and the retry times of the sender
reaches the value of “ChannelThreshold’, the sender chooses the next channel in sequence
from “IntraChanel[ ]’ and notifies the receiver during the next retry timeslot by using the main
channel (see Table 62). If the receiver does not receive the notification, it counts its retry
times continuously. When the retry times of the receiver reach the value of
“ChannelThreshold’, the receiver chooses the next channel from “IntraChanel[]’ during the
(ChannelThreshold+2)th timeslot. If the receiver receives the notification of a channel switch,
it changes the communication channel and returns ACK; otherwise, it does not change the
communication channel and retry data by using the main channel. If the retry times of the
sender reach “macMaxFrameRetries”, the sender discards the current packet and transmits
the next packet by using the main channel If the communlcatlon between ““ sender and the

receiver Retries”,
the sendgr transmits the next packet by using the standby channel er perlod
adopts the AFH mechanism. See 6.9.1.2.1 for “ChannelThreshold/ s I[T’; See
IEEE ST >

NOTE The , while other
channels in “

Timeslot the WIA
superfrar the TH
mechanigm. i is: <ti nan 1>«timeslot 2, channel 2>...
<timesloft|i, i

The spedfi 38.

IEEE STD WMAC mechanism DLSL Hoppirg
802]15.4-2006 mechanism

Beacon Bea TOMA
/ Frequency
CAP CAP CSMA Division Multiple AFS

CFP ,\\ C}\K \/\ TDMA Access (FDMA)
Notrageluster period” TDMA AFH

Ihactive \be te|>er|od TDMA TH

N \%Ieeplng - -

Different|routi g\ev Me different channels in the active period. If the number of channels
is not emough;,>he WIA-PA network uses the TDMA mechanism to enhance th¢ system
capacity.| The starf™ime of a superframe is configured by the NM. For example, {here are
three ro Lilly devices R RZ—andR3I-inthe WHA-PAetwork—he eupclflalllc :Ullst s of R1,
R2 and R3 are respectively one, two and four WIA-PA basic superframe duration(s), as shown
in Figure 31. According to the superframe definition, the active period of R1 cannot be
multiplexed with the active periods of R2 and R3. However, the active periods of R2 and R3
may be multiplexed with each other. The active periods of R2 and R3 may use the same
channel, while the active period of R1 should use a different channel from that of the active
periods of R2 and R3.
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©

E Intra-cluster period - CAP I:I CFP

8.4.6
The long ater than
the maxi the data
update rg
To indicqte the transmission of the long cycle data, (thi a parameter termed
Transmit
Trar fiple
Absolute ctive Slot
See 6.9.1.
In every end data
in this su follows:
o IfO um, then
the fi
o If Trg Id device
transz
See Tabl
Figure 32 istan example of long cycle data transmission.
AbsoluteSlotNumber
rfrfofaafeofaafr[2T2]2]2T2]2]2]2]212]3]313[3]3]3[3[3[3]3
OLTR2B 1418713 % o1 2134l 6] 7]8 o]0l 1]2]3]4]5]6]7]8 9]0l 1]2]3]4]5]6]7]8]0
ActiveSlot=3 |0 1|2[3|4[5]|6[7]|0[1]|2(3]4|5]6|7[0|1|2]3|4|5|6[7|0|1|2[3|4|5|6|7[0|1|2|3|4
(¢——Period | —»<¢—Pecriod 2 —»¢—7Period 3 —»«—Pecriod 4 —»¢—-Period 5
Figure 32 — An example of long cycle data transmission
In Figure 32, ActiveSlot=3, NumberSlots = 8, SuperframeMultiple = 4, and

LinkSuperframeNum = 4.
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If the current absolute slot of a beacon is 27 (AbsoluteSlotNumber = 27), TransmitFlag is
calculated as follows:

TransmitFlag = [(27-3+1)/8]%4=0

According to the calculation result, it can be concluded that TransmitFlag = 0 and that
SuperframeMultiple = LinkSuperframeNum, which indicates that the packet should be sent
during the current superframe cycle.

8.4.7 Retry strategy

The NM in_the mesh network and the routing devices in the star network sho allocate some
timeslots| for retries. The retry strategy supports the frequency hoppi nigms (see
8.4.5).

NOTE The number of retry timeslots is bound by the constant “macMaxFramg i %02.15.4-
2006 MAC PAN Information Base (PIB).

8.4.8 Management service

The WIAFPA DLSL provides management services t0 the : and the DMAP with
DLME-SAP. The services include network discov JeviceN]oi i resource
allocation and operations of management databa ik

8.4.9 Radio link quality and chan

Radio link quality and channel conditio 3 i i i surement
of each i p nel. The
collected|information may te y AP. Link

quality apd channel conditiQ ally Ces.

Generally, the radio following

performance ind'

a) Aver| i e neighbor devices in the statistics duration

b) Non- 2 neighbor devices in the statistics duration;

c) Cou ived in the statistics duration; and

d) Cou dcast packets received from the neighbor devices in the [statistics
durayi

The chan iti easurement is performed according to the following performgnce data:

a) LQI perlink;

b) Packet loss rate per link, which is determined by the count of received ACK and packets
that are sent; and

c) Average count of retries per link.
8.4.10 Security

The WIA-PA DLSL applies the MIC mechanism and encryption technology to guarantee the
integrity and confidentiality of the communication. See Clause 11 for details.

8.4.11 DLSL state machine

The WIA-PA DLSL state machine is shown inFigure 33.
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4)} R3: R2&Timeslot timeout
.’&
% S
(8 4 ‘\é\\e
&
. . N
Ro- (Link == Receive) << /
© &&Timeslot timeout ——

Ve Transmit success &&
s5: DLDE-DATA.confirm
/g2  Noframe (SUCCESS)

4 ~_received
AN

7
/

3: . /
Receive success

Receive " DLDE-DATA.indication

S1:
Synchronization
finished

Beacon frame or
time synchronization
command frame
receives

R4:

Synchro-

nizati

Figure 33 — DLSh sta nachine

The DLSL state transitiong’are s
L\/\ abIQQ\— dte transitions
Sequence @re t stat M or condition = > actions Next state
numbgdgr #
L~
R1 Joip A\ Slgesssfully join Idle
%eslot timeout

R2 e Receive

and Link = Receive
N\ . .

Timeslot timeout

R3 </\ Igle Transmit
and Link = Transmit

R4 Reveive Beacon frame or time synchronization Synchronizdtion
command frame receives

R5 Ceave SuccessTully Teave Tdle

S1 Synchronization Synchronization finished Idle

S2 Receive No frame received Idle
Receive success = >

S3 Receive Idle
DLDE-DATA. indication()

S4 Transmit Transmit failed Idle
Transmit success = >

S5 Transmit Idle
DLDE-DATA. confirm()

The states in DLSL state machine are specified as follows:

a) Join

This state handles the joining procedure of a device. After a device joins the network, the

DLSL state machine runs.
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b) Leave
This state handles the leaving procedure of a device.
c) Idle state

After a device joins the network, the DLSL enters the “Idle” state. The following transitions
may occur while the DLSL is in the “Idle” state:

- When a timeslot arrives, the DLSL enters either the “Transmit” state or the “Receive”
state according to the link options (transmitting or receiving).
d) Transmit state

When thg
state. Th

er. This
ndicates that message propagation has beer ; frame’s
puffer is then released.

- f a failure confirmation is received fromn
etried.

- f a response with an error ar no_re i d be re-
scheduled or retried.

e) Recsgive state
The frames that a devic icl%ame whose final destination addrgsses are

this devige and frames whose firnal destinatioh addPeSses are not this device. The functions of
the “Recg¢ive” state are i ess the frame. The following transifions may

occur whjle the DSL is F j N
- f there i 0 i DLSL will evaluate the link and return to the “ldle”

¢’ synchronization command frame is received,|then the
a.is entered.

& reception, the DLSL will process the frame according| to frame
prioti ive okdiscard), and then the device returns directly to the the “Ifile” state.

f)  Syng

In this st]aate, time synchronization is executed after a device receives a beacon frame or a
time syn ; :

8.5 Data link sub-layer data services

8.5.1 General
The DLDE-SAP supports the point-to-point transmission of DLSL Protocol Data Units

(DLPDUs) between devices. The primitives supported by DLSL data services include DLDE-
DATA.request, DLDE-DATA.confirm, and DLDE-DATA.indication.

8.5.2 DLDE-DATA.request

The DLDE receives the payload from the NL through a DLDE-DATA.request and adds it to the
message queue of the DLSL.

The semantics of DLDE-DATA.request are as follows:
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Priority,
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Payload,
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Table 40 specifies the parameters for DI DE-DATA.request
Table 40 — DLDE-DATA.request paramete<s\<
Name Data type Valid range (\\\Be\s&}%
NetworklD Unsigneds 0 to 255 /N{Nrk&\hﬂer
SrcAddrMode Unsigned8 0to3 odeefisource.address:
SrcAddr Unsigned16/64 /ﬁo 65 r(2%1) Source address
64-bit long address is used only in
device joining process, and 16-bit
(\ /\ % N short address is used generally.
DstAddrMode nsig d8\‘ t\o\?\j Mode of destination address:
s 0 = No address;
Q 1 = Reserved;
2 = 16-bit short address;
(\ 3 = 64-bit long address.
DstAddr U}signe 6/64 0 to 65 535 or (2%-1) Destination address, 16- or 6§-bit
Priority \ \ l)x{sign d 0to 15 Priority of the payload
Data ty \ @nedS 0to1 0 = Intra-cluster transmission
DG\ x 1 = Inter-cluster transmission
PayloadLength Unsigned8 <MaxMACFrameSize Length of payload
Payload Oetetstrng Peytoad
PayloadHandle Unsigned8 0 to 255 Handle allocated when call DLDE-
DATA.request

8.5.3

DLDE-DATA.confirm

The semantics of DLDE-DATA.confirm are as follows:

DLDE-DATA.confirm (

)

PayloadHandle,
Status

Table 41 specifies the parameters for DLDE-DATA.confirm.
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Table 41 — DLDE-DATA.confirm parameters

Name Data type Valid range Description
PayloadHandle Unsigned8 0 to 255 Handle allocated when call DLDE-
DATA.confirm
Status Unsigned8 0 to 255 Result of the data transmission of
DLSL:
0 = SUCCESS;
1 = TRANSACTION_OVERFLOW;
2 = TRANSACTION_EXPIRED;
3 = NO_ACK;
4= CHANNEL | URE;
for myre detail
Table 42 - Statu( \>
10 Value /\ '\ k) R/;crlptlon
0 SUCCESS The queWatlon is completed succepsfully.
r @ fransmissi request, this value indidates a
\s\u essfi| transmission.
1 TRANSACTng_OVERFLoW Q Nch\@ space for storing transactions
2 TRANSAC ON}%{RED Drransattion has expired and its information is
A dis¢arded
3 NO_AC ‘Ng acknowledgement message is received after
macMaxFrameRetries

4 WDU:‘QCCI%S\S N_Uhf\ Can not transmit due to channel access failuie

5 Ul\y\ ILA LE EY No valid key in access control list

6 EC w Received packet makes a security checking érror in

security mode
7 \ INV D, AR A parameter in the primitive is out of value range
ﬁ\ \NWCON A scan operation failed to find any network b¢acons
9 to P55\ teserved
8.5.4 DINDFE-DATA indication

The semantics of DLDE-DATA.indication are as follows:

DLDE-DATA.in

dication (
NetworkID,
ScrAddrMode,
SrcAddr,
Type,
Priority,
PayloadLength,
Payload,
PayloadLinkQuality,

)

Table 43 specifies the parameters for DLDE-DATA.indication.



https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

- 76 - 62601 © IEC:2011(E)

Table 43 — DLDE-DATA.indication parameters

Name Data type Valid range Description
NetworkID Unsigned8 0 to 255 Network identifier
SrcAddrMode Unsigned8 0to3 The source address mode. Four

options are available:

0 = No address;

1 = Reserved;

2 = 16-bit short address;
3 = 64-bit long address.

SrcAddr Unsigned16/64 0 to 65 535 or (264-1) Source addresg; using 64-bit long

address only ip devicé join|process,
and usin -bjt_ short\| address
generally/\

Type Unsigned8 0to1 0 = Intraxclustenrans i%
1% stex transmission

Priority Unsigneds Oto15 “RQ&K’\W 0{\p§wa
Payloadlength Unsigned8 <MaxMACFrameSj \Lgng fba\yr&@)
Payload Octetstring / ayl
PayloadlinkQuality Unsigned8 0 to 255 \) LQIalue Measured during feception
3 PDU
(o] values represent Igwer link
qu
8.5.5 [lime sequence of DLSL dat se% s
Figure 3 duence transporting one data packet [from the
source d

. ) L . Destination Dbestination
Source devi urce device Destination device \ A
NL cl MAC device device
INORPPT DLSL NL
DLDE-DAPA g&f R
\XPS-D A.request |
4 \> "] Data packet MCPS-DATA .indication
e —
ACK (if needed) - DLDE-DATA.indicatipn
MCPS-DATA confirm |~ .
DLDE-DATA-eonti
— — —— —— —— ——

Figure 34 — Time sequence of data service

DLDE-DATA.request is generated by a local Network Layer Data Entity (NLDE) when a
Network Protocol Data Unit (NPDU) is to be transferred to a peer NLDE.

On receipt of DLDE-DATA.request, DLDE inserts the message into the sending buffer and
begins sending the supplied DLPDU.

DLDE-DATA.indication is generated by the DLDE of a destination device and issued to the
NLDE on receipt of a data frame at the local DLDE that passes the appropriate message
filtering operations.
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DLDE-DATA.confirm is generated by the DLDE of a source device in response to DLDE-
DATA.request. DLDE-DATA.confirm returns a status indicating the result of the transmission.

NOTE Refer to IEEE STD 802.15.4-2006 for the detailed message sequence chart between peer MAC entities.
This note is also available for other time sequences.

8.6 Data link sub-layer management services
8.6.1 General

The upper layer uses the DLME-SAP to send management commands to the DLSL. The DLSL

management services include subnet discovery, device joining and leaving, channel condition

collection and report, neighbor information collection and report, and time synchronization.
VAN

8.6.2 Network discovery services

8.6.2.1 General

The DLYL network discovery services are used to scan unication
channels| One device may use the network discovery sepwi Jer heads
sending beacon frames within its communication scope. T¥ he DLSL
network discovery services include DLME-

DISCOVIERY .confirm.

8.6.2.2 DLME-DISCOVERY.reque
DLME-DISCOVERY.request is used to

The semantics of DLME-DISCOVERY. equ@e

DLME-DISCOVERY.request (

Table 44(specifies

E-DISCOVERY.request parameters

TN

ScanC nel Unsigned32 32-bit Bits-Map Higher 27 bits indicate IEEE STD
802.15.4-2006 channels f 2.4G

frequency band; others arg set up
based on real field frequency channel
(if less than 32-bit, the remaj|ning bits
are filled \with n) SeelEEE-802.15.4-
2006, 7.1.11.1.1 for the definition of
higher 27 bits.

A value used to calculate the length of
time to spend scanning each channel
of ED, active, and passive scans

This parameter is ignored for orphan
scans. The time spent scanning each
channel is:

aBaseSuperframeDuration X (2" +
1) symbols, where n is the value of
ScanDuration parameter.

Iz
o
{
T
o

Valid range Description

ScanDuration Unsigned8 0 to 14

NOTE The definition and value set of aBaseSuperframeDuration refer to the parameters of PIB in the IEEE
STD 802.15.4-2006 standard.
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DLME-DISCOVERY.confirm is used to respond to DLME-DISCOVERY.request.

The semantics of DLME-DISCOVERY.confirm are as follows:

DLME-DISCOVERY.confirm(

Status,

NetworkCount,
NetworkDescriptor

)

Table 45 specifies the parameters for DLME- DISCOVERY.confirm.

Table 45 — DLME- DISCOVERY.confirm para;\rs &

Name Data type Valid range b\}c\rlp\i‘o\
Status Unsigneds 0 to 255 - \)
ETER;
3 N’
thers are reserved.
SgeJable 42 for more detail
NetworkGount Unsigned8 to 255 \\g?/ count of active network found
ring scan
NetworkDescriptor Network etwo unt Network Descriptor list ¢f every
desc);{tor list network found, refer to Table|46
\leeqssNi ork descriptor list
Name /\ Dat%{y\\ Ild range Description
LogicalChannel ed8 >‘o 31 Logic channel wused for| joining,
chosen from valid channels qupported
/\ by PHY
BeaconQfrder U}s'gne 0to 15 The frequency sending beacdn frame
Superfra neokker \U signed8 0to 15 Active period length of the superframe
PermitJéning Boolgan 0,1 Whether routing device perfits field
device to join:
0 = At least one device is pefmitted to
join;
‘I Ik‘llU Pvllll;t.

If the scan is successful,

errors or invalid parameters

returns “INVALID_PARAMETER”.

8.6.2.4

DLME-DISCOVERY.confirm returns “SUCCESS”;
beacons are found, DLME-DISCOVERY.confirm returns “NO_BEACON”;
in DLME-DISCOVERY.request,

Time sequence of subnet discovery

however if no
if there are some
DLME-DISCOVERY.confirm

The time sequence for subnet discovery is shown in Figure 35. See IEEE STD 802.15.4-2006
for the primitives of MLME-SCAN.request and MLME-SCAN.confirm.
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DMAP

DLME-DISCOVERY .request
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DLSL

(SUCCESS)

DLME-DISCOVERY .confirm

MLME-SCAN.request

MAC

MLME-SCAN.confirm
(SUCCESS)

I

8.6.3 PDevice joining services
8.6.3.1 General
There arg

by DLSL|device joining services include

JOIN.response, and DLME-JOIN.confifm.

8.6.3.2 DLME-JOIN.request

DLME-J(Q

The sem

DLME-J(Q

Table 47
4

two instances requiring device joining s
star network or (2) a new routing device joining

Figure 35 — Time sequence of network discd

ble 47 — DLME-JOIN.request parameters

gld device jgining the
e primitives qupported
e@ DLME-JOIN.indicatiop, DLME-

rk (star or mesh).

Name Data type Valid range Description

LogicalChannel Unsigned8 0 to 31 Logic channel used for joining,
chosen from valid channels supported
by PHY

JoinAddr Unsigned16 0 to 65535 The short address of routing device
or gateway device that accepts
joining request

PhyAddr Unsgned64 0 to (2%*-1) Physical address of the new device
waiting to join

DeviceType Unsigned8 0 to 255 Type of the new device waiting to

join:

0 = Gateway device;
1 = Routing device;
2 = Field device;

3 = Handheld device;

Others are reserved.
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DLME-JOIN.indication is used to inform the NLME of a routing device or to inform the
gateway device that the joining request from one device has been successfully received.

The semantics of DLME- JOIN.indication are as follows:

DLME-JOIN.indication (

PhyAddr,
DeviceType

)
Table 48 specifies the parameters for DLME-JOIN.indication.

/N

Table 48 — DLME-JOIN.indication parameters

AN Ox
TN

Name Data type Valid range
PhyAddr Unsigned64 0 to (2°-1) Aq{rés\\f\ne dé\ G)agtmgtojoin
DeviceType Unsigned8 0 to 255

w |t|ng\to/10|n:

8.6.3.4
DLME-JQ

The sem

DLME-J(Q

Table 49

DLME-JOIN.response

Table 49 — DLME-JOIN.response parameters

Name Batatype——T—Vatidrange Bescription

PhyAddr Unsigned64 0 to (2°*-1) Address of device waiting to join

ShortAddr Unsigned16 0 to 65 535 Short address allocated by the NM to
device waiting to join

TimeSource Unsigned8 0to1 Whether this device is set as time
source:
0 = Not time source;
1 = Time source.

Status Unsigned8 0 to 255 Result of joining request:

0 = SUCCESS;
1 = FAILURE_TOP_DISMATCH;
2 = FAILURE_ELSE;

Others are reserved.
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8.6.3.5 DLME-JOIN.confirm

DLME-JOIN.confirm reports the joining result to the DMAP.

The semantics of DLME-JOIN.confirm are as follows:

DLME-JOIN.confirm (
ShortAddr,
Status

)
Table 50 specifies the parameters for DLME-JOIN.confirm.

/\

o

A/\
Name Data type Valid range /\\Qescs"w\n\
ShortAddr Unsigned16 0 to 65 535 Short_atidres “alloca d\Q{/QM for
de cenya |ng 0]
Status Unsigned8 0 to 255 It OfJOI

8.6.3.6

See 9.5.]

8.6.4
8.6.4.1

There ar
network

LEAVE.c

8.6.4.2
The send

DLME-LH
ShortAddr

)

the star
by DLSL
d DLME-

Table 51 specifies the parameters for DLME-LEAVE.request.

Table 51 — DLME-LEAVE.request parameters

Name Data type Valid range

Description

ShortAddr Unsigned16 0 to 65 535

The short address of the device

asking to leave

8.6.4.3 DLME-LEAVE.indication

DLME-LEAVE.indication is used to indicate to the upper layer that a device leaving request

has been received.

The semantics of DLME-LEAVE.indication are as follows:

DLME-LEAVE.indication (
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ShortAddr
)

Table 52 specifies the parameters for DLME-LEAVE.indication.

Table 52 - DLME-LEAVE.indication parameters

Name Data type Valid range Description

ShortAddr Unsigned16 0 to 65 535 The short address of the device
asking to leave

8.6.4.4 DLME-LEAVE.confirm
VAN

DLME-LBAVE.confirm is used to report the result of DLME-LEAVE.requ

The semantics of DLME-LEAVE.confirm are as follows:

DLME-LBAVE.confirm (

)
Table 53|specifies the parameters for DLME-LEAVE.gonfirm:

Table 53 — DL%—LE%\S ; ameters
Name Data type Md ré&ge \ / Description

Status Unsigned8 AN to\2585 Result of leaving request:
< Q 0 = SUCCESS;

1 = FAILURE;

Status

Others are reserved.

8.6.4.5

See |EE llowing primitives: MLME-DISASSOCIATH.request,
MLME-D E qfi and MLME-DISASSOCIATE.indication.

a) Theqi

Routing
process
network
process of routing devices leaving the network mcludes active leaving and passive leaving.

b) The time sequence for field devices leaving the network

According to the leaving source, the process of field devices leaving the network includes
active leaving and passive leaving.

See 9.5.4 for detailed process of device leaving.

8.6.5 DLME-CHANNEL-CONDITION.indication
DLME-CHANNEL-CONDITION.indication is used by DLSL to report channel condition

information to DMAP. The reported performance data includes LQI, packet loss rate, and
count of retries.

The semantics of DLME-CHANNEL-CONDITION.indication are as follows:
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DLME-CHANNEL-CONDITION.indication (

Table 54

NeighborAddr,
ChannellD,
LinkQuality,
PacketLossRate,
RetryNum

)
specifies the parameters for DLME-CHANNEL-CONDITION.indication.

Table 54 - DLME-CHANNEL-CONDITION.indication parameters

Name Data type Valid range DWtion
NeighborAddr Unsigned16 0 to 65 535 16-bit short a/d\c{ress ofh{ight or device
N
Channellp Unsigneds 0 to 31 Channeli}\&wﬁer O

LinkQual

ty Unsigned8 0 to 255 LQl perQ\ha}rQé}\ \

2

PacketLdssRate Unsigned8 0 to 100 Pié(m\\rat\ipéryha\ﬁgel

RetryNun Unsigned8 0to ount of\retryNpe chaM
macMaxFrameRetrie< \
X

8.6.6

DLME-NEIGHBOR-INFO.indication is used to report\the d_neighbor informati
DMAP and is used to update the neighlor attripy

The sem

DLME-NEIGHBOR-INFO.indication (

DLME-NEIGHBOR-INFO.indication

on to the

Table 55 specifiethe S NEIGHBOR-INFO.indication.
Tdhle ‘ EIGHBOR-INFO.indication parameters
A\
Name \ l}a@w Valid range Description
NeighborfCou ngl\ngd\Pg 0 to 65 535 Count of neighbor devices

strugture

8.6.7
DLME-C

Neighbo< i tﬁi \x Néﬁshb&*_/Struct Information of Neighbors
C

-STATUS.indication

DMM-STATUS.indication is used to report the joining status to the DMAP.

The semantics of DLME-COMM-STATUS.indication are as follows:

DLME-COMM-STATUS.indication (

Table 56

PhyAddr,
Status

)
specifies the parameters for DLME-COMM-STATUS.indication.



https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

-84 —

62601 © IEC:2011(E)

Table 56 - DLME-COMM-STATUS.indication parameters

Name Data type Valid range Description
PhyAddr Unsigned64 0 to (2%-1) Address of new device that has just
joined the network
Status Unsigned8 0 to 255 The joining status of a device:
0 = SUCCESS;
1 = FAILURE_TOP_DISMATCH;
2 = FAILURE_ELSE;
Others are reserved..
8.6.8 [Kwep-ativeservices -
8.6.8.1 DLME-KEEP-LIVE.request
DLME-KEEP-LIVE.request is used to send Keep-alive comman hat are\ce gsted by
the DMAP.
The semantics of DLME-KEEP-LIVE.request are as follows:
DLME-KEEP-LIVE.request (
)
8.6.8.2 DLME-KEEP-LIVE.confirm
DLME -KEEP-LIVE.confirm is used to fespond to\D EEP-LIVE.request.
The sem 'r& as follows:
DLME -K
Table 57 DLME -KEEP-LIVE.confirm.
DLME -KEEP-LIVE.confirm parameters
A\
’q . ..
ame tat Valid D t
N\ \\ >a a type alid range escription
Status Unsigned8 0 to 255 The result of the keep alive:
0 = SUCCESS;
I'=FAILURE,
Others are reserved.
8.6.8.3 DLME-KEEP-LIVE.indication

DLME-KEEP-LIVE.indication is used to inform the DMAP that the keep-alive command frame

has been successfully received.
The semantics of DLME -KEEP-LIVE.indication are as follows:

DLME -KEEP-LIVE.indication (

SrcAddr
)

Table 58 specifies the parameters for DLME -KEEP-LIVE.indication.
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Table 58 — DLME -KEEP-LIVE.indication parameters

Name Data type Valid range Description

SrcAddr Unsigned16 0 to 65 535 The source address

8.6.9 Time synchronization services
8.6.9.1 DLME-TIME-SYN.request

DLME-TIME-SYN.request is used to send time synchronization command frames that are
requested by the DMAP.

The semantics of DLME-TIME-SYN.request are as follows: TN

DLME-TIME-SYN.request (
TimeValue

)
Table 59(specifies the parameters for DLME-TIME-SYN.reque

Table 59 — DLME-TIME-SYN.request\paramet

Name Data type Valid ra scrlptlon

TineValue Unsigned32 0 to/(2 \/ rre t time dev|ce (in
crose ond)

8.6.9.2 DLME-TIME-SYN.confirm

DLME-TIME-SYN.confirm is used to respond to E-SYN.request.
The sem

DLME-TI

Table 60 DLME-TIME-SYN.confirm.

DLME -TIME-SYN.confirm parameters

<Na\me \\ >ata type Valid range Description
Status N Unsigned8 0 to 255 The result of time synchronizdtion:
0 = SUCCESS;
I'=FAILURLE,
Others are reserved.

8.6.9.3 DLME-TIME-SYN.indication

DLME-TIME-SYN.indication is used to inform the DMAP that the time synchronization
command frame has been successfully received.

The semantics of DLME-TIME-SYN.indication are as follows:

DLME-TIME-SYN.indication (
SrcAddr,
TimeValue

)

Table 61 specifies the parameters for DLME-TIME-SYN.indication.
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Table 61 — DLME-TIME-SYN.indication parameters

Name Data type Valid range Description
SrcAddr Unsigned16 0 to 65 535 The source address
TimeValue Unsigned32 0 to (2°%-1) Current time of device (in
microsecond)

8.7 DLSL frame formats
8.7.1 General frame format

The DLSL general frame format is illustrated in Figure 36.

L
MAC Protocol Data Unit (MPDU) {
N

MHR (IEEE STD 802.15.4- DLPDU RS cS
2p06 MAC header) DLSL frame control DLSL paﬁ)ak\ )

Figure 36 — General frame format

The DLSL frame is composed of:

IEEF STD 802.15.4-2006 MAC Header (MHR) ($

) .4-2006);
b) DLSL frame control (see Table 62);

)

)

DLSL payload; and
Frame Check Sequence (FCS).

NOTE Sep 11.3.3 for the content of security.

The form

Length in bitQ 5
Subfield name /\< Wpe\\/\ \QMK source Index of main channel
The subflelds in Ii\s}&iazs]follows:

a) The
is a
b) The ipten field has 1-bit length and is used to indicate whether this|device is

a clgck source. If the device is a clock source, this subfield is set to 0; otheryise, this
subfield is’se

1-bit length and is used to specify the frame type. If a frame
bfi€ld is set to 0; otherwise, this subfield is set to 1.

c) The securityemabtesubfietdtras—t=bittengthrand-susedtomstruct BESt—whether or not
to use the security mechanism. A value of 0 means that the security mechanism is
disabled, and a value of 1 means that the security mechanism is enabled.

d) The index of the main channel is used to indicate the current communication channel.

NOTE All multiple octet fields should be transmitted or received with the least significant octet first and each octet
should be transmitted or received with the Least Significant Bit (LSB) first. The same transmission order should
apply to data fields transferred between layers.

8.7.2 Date frame format

The format of the DLSL data frame is shown in Table 63.
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Table 63 — Date frame format

Length in octet(s) 1 Variable length

Field name DLSL frame control Data payload

The subfields in Table 63 are listed as follows:

a) The DLSL frame control is defined in Table 62; and
b) The data payload has variable length and is filled with the DLSL data.

8.7.3 Command frame format

8.7.3.1 General command frame format TN
The gengral command frame format is shown in Table 64. x
Table 64 — General command frame f}@ x
Lenigth in octet(s) 1 1 \\%ri le length
Field name DLSL frame control Command W\ many payload
identifier
The subflelds in Table 64 are listed as follows: \)

a) The PLSL frame control is defined
b) The fommand frame identifier is d
c) The pommand payload has variablg

8.7.3.2 DLSL command\frame

The DLSL command frames.areMo be e

Con_lman{%{\ex/\ M ame User Description
identjfier

1Yo 2\5§\ \Resérved Reserved To be extended

provides
ontrol.

9.2 Protocol stack

The protocol stack of the WIA-PA network layer is shown in Figure 37.

Application sub-layer
NLDE-SAP |——— - NLME-SAP

Network

Network layer
layer

DMAP

NLME-SAP

_ DLME-SAP
Data link layer

Figure 37 — WIA-PA network layer protocol stack


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

- 88 - 62601 © IEC:2011(E)

The layers and entities in Figure 37 are defined as follows:

a) The NL defines the NLDE and the Network Layer Management Entity (NLME);

b) The NLDE provides the service interface through which the ASL transmits and receives
data; and

¢) The NLME provides the service interfaces through which the layer management functions
are invoked by the upper layer and DMAP.

/# NLDE-SAP NLME-SAP

Network Layer . Network Layer Q"
Data Entity <;:{> Management Entity
(NLDE) (NLME)

\—‘ DLDE-SAP

The NL provides two kinds of services that are accessed t 9 i \Ps:

a) The petwork layer data service, 3
b) The

=
(]
~
=
o
-
=~
o

<
(]
=
3
L
>S5
D

«Q
(]
3
(]
=)
-
%]
(]
=

F-SAP).
9.3 Function description
9.3.1 General

The NL is

a) addrpessing,

O

routipg,

)
)
c) cominunicati
)
)

9.3.2 r\ddressin

Each device has a global unique 64-bit “long address” and a 16-bit “short address”. Each
device joins the network by using the long address and communicates with other devices by
using the short address after joining the network. The 16-bit short address is indicated as x.y,
where x and y are 8-bit integers. The most significant 8-bit in the 16-bit short address is the
cluster address, and the least significant 8-bit is the intra-cluster address. The range of the
cluster address is 0 to 255, and the range of the intra-cluster address is 0 to 255. The number
255 is used for the broadcast address. A routing device’s intra-cluster address is 0.

The classifications of the short address are as follows:

a) Unicast addresses: each device’s address is the unicast address, which includes the
following types.

- The gateway device’s address is 0.y, where y is 0 to 254;

- The routing device’s address is x.0, where x is 1 to 254;
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- The field device’s address is x.y, where x is 1 to 254 and y is 1 to 254;

b) Broadcast address: according to the different broadcast domains, there are four types of
broadcast addresses.

- The intra-cluster broadcast address is x.255, where x is 0 to 254;
- The global broadcast address is 255.255;
- The mesh network’s broadcast address is 255.0;

- The gateway device’s broadcast address is 0.255.
9.3.3 Routing
9.3.3.1 General

relationship of all routing devices. On the basis of the connec 'on r
generatep and writes the routing information to each routing

table. Each route in the table is assigned a route ID. Multiple p9
including| the main path and the redundant path. The mai
the sam¢ route ID.

path use

9.3.3.2 Routing table

Each royting device maintains a routihg\tablé i ed . e routing
table is Used for the path selection in outelD is
the identifier of a route. SourceAddress i S the start point of |a route,

DestinatipnAddress is the end point address of NextHop is the address of| the next
hop devige in a route, and RetryCounter récords mber of end-to-end retries ip a route
which rellects the status @ eIDs of’paths with same source address and
destinatipn address are san

An example of a rftin tableNs
<\ abl ample of a routing table
RoutelD \?o rce&@l&{/ DestinationAddress NextHop RetryGounter
i ¢ \OX N N1 N3 h
d LM\ F2 Ng N2 h

NOTE Ngd in thetable indicates a gateway address; N1, N2 and N3 indicate routing devices’ addressgs; F1 and
F2 indicatg field devi " addresses.

9.3.4 PacketTifecycle management

Each packet has a lifecycle in the WIA-PA network. The lifecycle is expressed as a maximum
surviving time. The NL records the generation time of packets by using timestamps. The
surviving time is computed according to the generation time. When the surviving time of a
packet exceeds its lifecycle, the packet should be discarded.

9.3.5 Joining and leaving network of device

The WIA-PA NL supports the joining and leaving processes of devices. The joining and
leaving processes include the joining and leaving of field devices and of routing devices.

9.3.6 End-to-end network performance monitoring

The WIA-PA network layer monitors each path’s health status. The NLME records the number
of retries of each path to estimate the path failures. If there is a path failure, the NLME sends
an indication to the DMAP (see 9.5.12).
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9.3.7 Fragmentation and reassembly

Fragmentation and reassembly are handled at the NL. If the length of an NPDU is longer than
the maximum DLSL payload, the NPDU should be fragmented at the NL of the sender. When
the fragmented NPDUs reach the receiver, they are reassembled at the NL. See 9.6.2 for
detailed packet format.

9.3.8 Network layer state machine

The NL defines the following states: Idle, Transmitting, and Receiving, as shown in Table 67.

Table 67 — Network layer states

AN
State Description A
Iqle Do nothing, wait for events to occur /\\ &
Transmitting Pack the packets from ASL, and pass them to the DL%L\ \ \
Receiving Unpack the packets, and pass them to the ASL < \ \ >
~N

State transitions are shown in Figure 39:

g 39 — Network layer state machine

Table 68— NL state transitions

Event or conditions = >

Sequence
num1 " Current state Next dtate

Actions

R1 Receive NL invokes = > Idle

NLDE-DATA. indication()

R2 Transmit NL invokes = > Idle

NLDE-DATA.confirm ()

S1 Idle DLSL invokes = > Receive
DLDE-DATA. Indication()

S2 Idle ASL invokes = > Transmit
NLDE-DATA. Request()

The states in the NL state machine are specified as follows:
a) Idle state

The following transitions may occur while in the “Idle” state:
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- When the DLSL invokes DLDE-DATA.indication, the NL enters the “Receive” state.
- When the ASL invokes NLDE-DATA.request, the NL enters the “Transmit” state.

b) Transmit state

In the “Transmit” state, if the NL receives NLDE-DATA.confirm, it enters the “ldle” state.

c) Receive state

When in the “Receive”’ state, the NL enters the “ldle” state after the NL issues NLDE-

DATA.indication to the upper layer.

9.4 Network layer data services

9.4.1 eneral

NL dat services include

DATA.indication.

9.4.2 NLDE-DATA.request

The NLDE receives the payload from the ASL throug

message|queue of the NL.

The semantics of NLDE-DATA.requeshare de

NLDE-DATA.request (

VcrlD,

9

specifies

N

Table 69

The NLDE-SAP is used by the ASL to receive and transmit data. T
NLDE-DATA.request, A

DE-DATA.request.

LDE-DATA.request parameters

poyted by

NLDE- NLDE-

est and adds it to the

W N \Daﬁ\type Valid range Description
VerlD \(O\Unsignelite | 0to 65 535 The VCR identifier
SrcAddr \%signedm 0 to 65 535 The 16-bit short address of the NSDU{s source
(Unicast address)
Priority Urrsigredd Otot5 Priority of thisNSBU
PayloadLength Unsigned16 0 to 65 535 The length of NSDU to be transmitted
Payload Octetstring NSDU
PayloadHandle Unsigned8 0 to 255 The handle associated with the NSDU to be
transmitted

9.4.3 NLDE-DATA.confirm

NLDE-DATA.confirm reports the results of NLDE-DATA.request.

The semantics of NLDE-DATA.confirm are described as follows:

NLDE-DATA.confirm (
PayloadHandle,
Status

)
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Table 70 specifies the parameters for NLDE-DATA.confirm.

Table 70 — NLDE-DATA.confirm parameters

Name Data type Valid range Description
PayloadHandle Unsigned8 0 to 255 Handle of the NSDU, which is used to
indicate the NL payload.
Status Unsigned8 0 to 255 Result of NLDE-DATA.request:
0 = SUCCESS;
1 = FAILURE;
Others are reser}ed.\

9.4.4 NLDE-DATA.indication

NLDE-DATA.indication informs the ASL when the NL receives a pae

The semantics of NLDE-DATA.indication are described as follo\

NLDE-DATA.indication (

SrcAddr,
Priority,
NSDULength,
NSDU

Table 71(specifies the parameters of NLRE-

Table 71 — NL parameters

Name D,\ata pe\( \(alld range/ Description

SrcAddr Unsignod16 0\to, 65535’ (Unicast | The 16-bit short address| of the
ddress) NSDU'’s source

Priority U}i/g\r{a@s & 0 to\tg Priority of this NSDU
NSDULefgth %.@grkd\\(e\ ro\W535 Length of the NSDU

NSDU / Data of the NSDU
9.4.5 Wata services
Figure 44 i6, procedures of packet sending and receiving. NLDE-DATA.request
is generg lication Sub-Layer Data Entity (ASLDE) when a data Application

Sub-Lays
NLDE-DATA:requ

ta Unit (ASLPDU) is to be transferred to a peer NLDE. On regeipt of a
e NLDE begins transmitting of the NPDU.

NLDE-DATA.confirm is generated by the NLDE of a source device in response to NLDE-
DATA.request. NLDE-DATA.confirm returns a status indicating the result of the transmission.

NLDE-DATA.indication is generated by the NLDE of a destination device and is issued to the
ASLDE on receipt of a data packet at the local NLDE.
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Source Source Destination Destination
device ASL device NL device NL device ASL
NLDE-DATA.request
Packets
NLDE-

NLDE-DATA.confirm

<

DATA.indication

9.5 Nedtwork layer management services
9.5.1 General
The DMAP uses the interface supplied by NLME-SAP the NL
operatior].
9.5.2
9.5.21
The sem d/as follows:
NLME-C
Table 72
COMM-STATUS.request parameters
Nam€ Valid range Description
ProxyA(z r M Un igneﬁ/16 0 to 65 535 The address of the routing device
selected by the new device| (unicast
address)
PhyAddr Unsigned64 0 to (26“-1) 64-bit physical address of |the new
device
DeviceType Unsigned8 0 to 255 The type of the new device:
0 = Gateway device;
1 = Routing device;
2 = Field device;
3 = Handheld device;
Others are reserved.
Status Unsigned8 0 to 255 Results of the joining process of a
new device:
0 = SUCCESS;
1 = FAILURE;
Others are reserved.
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9.5.2.2

—94 —

NLME-COMM-STATUS.indication

The semantics of NLME-COMM-STATUS.indication are described as follows:

NLME-COMM-STATUS.indication (

ProxyAddr,
PhyAddr,
DeviceType,

Sta
)

tus

Table 73 specifies the parameters for NLME-COMM-STATUS.indication.

62601 © IEC:2011(E)

Name Data type Valid range Q)esc |p
ProxyAdgr Unsigned16 0 to 65 535 The addres th rchw;?device
sel d y the vicey(unicast
ress
PhyAddr Unsigned64 0 to (2°%-1) < | a dress of [the new
dev
DeviceType Unsigned8 0 to 255 pe oft e new dewce.
evice;
ing device;
ield device
l < Handheld device;
~ Others are reserved.
Status Unsigned8 0t§2\53> Results of the joining procgss of a
new device:
0 = SUCCESS;
s 1 = FAILURE;
<> Others are reserved.
On receipt of NL ication Wrequest packet, the NL of the gateway de¢vice will
invoke NLME-C ATHS.indicatjon and inform the DMAP
9.5.2.3 <STATUS.confirm
The sent E-COMM-STATUS.confirm are described as follows
NLME-C
PhyAddr,
Status
)
Table 74 specifies the parameters for NLME-COMM-STATUS.confirm.
Table 74 — NLME-COMM-STATUS.confirm parameters
Name Data type Valid range Description
PhyAddr Unsigned64 0 to (2%4-1) 64-bit physical address of the new
device
Status Unsigned8 0 to 255 Execution result of the request:

0 = SUCCESS;
1 = FAILURE;

Others are reserved.
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NLME-COMM-STATUS.confirm is generated by the NL in response to NLME-COMM-
STATUS.request. NLME-COMM-STATUS.confirm returns a status of either SUCCESS,
indicating that the requested transmission has been successful, or FAILURE, indicating that
the transmission has failed.

9.5.3 Network joining services
9.5.3.1 NLME-JOIN.request
The semantics of NLME-JOIN.request are described as follows:

NLME-JOIN.request (

ProxyAddr,

Bty VAN
SecMaterial,

DeviceType

)
Table 75(specifies the parameters for NLME-JOIN.request.

Table 75 — NLME-JOIN.request ameter

Name Data type Valid ra scription
ProxyAddr Unsigned16 0to655 \) ddress of the routing device
Iecte by the new device|(Unicast
PhyAddr Unsigned64 |t physical address of [the new
deV|ce
SecMatefial Unsigned32 \ 0 32 =1) ) The identity information of a device

DeviceType U ing\ to\Z\‘ﬁg The type of the new device:
0 = Gateway device;
s 1 = Routing device;
Q 2 = Field device;

3 = Handheld device;

/\ Others are reserved.

m@)n
-JOIN.Indication are described as follows:

ProxyAddr,
PhyAddr,

DeviceType

NLME-JQ

Table 76 specifies the parameters for NLME-JOIN.indication.
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Table 76 — NLME-JOIN.indication parameters

Name Data type Valid range Description
ProxyAddr Unsigned16 0 to 65 535 Short address of the routing device
that generates NL join request
PhyAddr Unsigned64 0 to (2°%-1) Device’s physical address
SecMaterial Unsigned32 0 to (232-1) The identity information of a device
DeviceType Unsigned8 0 to 255 The type of the new device:

0 = Gateway device;

1 = Routing device;

3 = Handhetd deviges;
Others dre rve&

JOIN.ind|cation and inform the DMAP.

On receipt of NL joining request packet, the NL of the gatewaydaeyic \w@o\ke NLME-

9.5.3.3

The semantics of NLME-JOIN.response are describ

NLME-JQIN.response (

Table 77|specifies the parawet

(x Jable

~

NLME-JOIN.response

ProxyAddr,
PhyAddr,

ShortAddr,
Status

Name / \/DQta e/\ Valid range Description
ProxyAdpr Unsigned 6 0 to 65 535 Short address of the routing device
\ that generates NL join requegt
PhyAddr < Unéiqmc}% 0 to (2%-1) Physical address of new device
ShortAd< T N Uhsigned16 0 to 65 535 Allocated network address |(Unicast
\ address) of new device
Status \\> h‘n/signedS 0 to 255 Execution result of the requept

0 = SUCCESS;

Others are reserved.

The DMAP invokes NLME-JOIN.response to assign a network address to the new device.

9.5.3.4

NLME-JOIN.confirm

The semantics of NLME-JOIN.confirm are described as follows:

NLME-JOIN.confirm (

)

Table 78 specifies the parameters for NLME-JOIN.confirm.

ShortAddr,
Status
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Table 78 — NLME-JOIN.confirm parameters

Name Data type Valid range Description
ShortAddr Unsigned16 0 to 65 535 Network address (Unicast address)
Status Unsigned8 0 to 255 Execution result of the request:

0 = SUCCESS;
1 = FAILURE;
Others are reserved.

NLME-JOIN.confirm is generated by the NL in response to NLME-JOIN.request. NLME-
JOIN.confirm returns a status of either SUCCESS, indicating that the requested transmission

has been successful, or FAIL URFE, indicating that the transmission has failéd

9.5.3.5 Time sequence for device joining

9.5.3.5.1 The time sequence for field device joining

To join the star network, a field device should initiate a joini AC| layer by
DMAP tg the routing device or the gateway device. A fis W) ould join thg network
either thrpugh the gateway device or through a routing devi

When the¢ gateway device receives a Jomlng reque - i ice, it should indicate the
joining tol the NM and then return a joi device receives|the MAC

associate

joining rg
receives

Figure 4

response from the gateway

way device. If the new fig

a field device, it should produce a

Id device

igrarchical
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9.5.3.5.2 The time sequence for routing device joining

If a routing device wants to join the mesh network, it should send a joining request to the
gateway device, and the request includes the long address of this routing device. There are
two kinds of joining processes for routing devices: one-hop joining and multi-hop joining. If the
new routing device sends a joining request to the gateway device, the one-hop joining
process is used; if the new routing device joins the mesh network through another existing
routing device, the multi-hop joining process is used.

The gateway device receives the joining request and informs the NM. The NM should return a
response. If the new routing device receives the response, its joining process is completed.

Figure 43

A\
New routihg New routing New routing Gateway device Ga devi ateway device
device DMAP device DLSL device MAC MAC L DMAP
DLME-JOIN.request
I ” MLME-

ASSOCIATE.request Association reques
command pack
SSO TE indicatio
DLME-JOIN.ind|cation

ACK
\/ DLME-
macResponseWaitTi JOIN.resporke
a reque \ASSOCI Eresponse
comnjand pack
ME; P MLME-COMM

ML -
CK S DLME-COMM-
DLME-JOIN.confirm @Tm J \ STATUS.indication STATUS.indidation

- LT

p Jeining process for routing device
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9.5.4 Network leaving services
9.5.4.1 NLME-LEAVE.request
The semantics of NLME-LEAVE.request are described as follows:

NLME-LEAVE.request (
SrcAddr,
ShortAddr

)
Table 79 specifies the parameters for NLME-LEAVE.request.

Table79—NLME-LEAVE request-parameters—/~
A

Name Data type Valid range /\\Qesc&@ho\n

SrcAddr Unsigned16 0 to 65 535 Source\divic\e\’s\xddN

ress)

When a |[device wants to leave the network, the DMAP Srvok -L

requests|its NL to start the leaving process.

9.5.4.2 NLME-LEAVE.indication
The semantics of NLME-LEAVE.indicdtion

NLME-LBAVE.indication (
ShortAddr

Table 80(specifies the parame for {

N%ﬁ VE.indication parameters

ShortAddr Unsigned16 0 to 65 535 NSQNork\ad{Res (uﬁ'«gs}dc
N

VE.req

uest and

Name \Rata\(xpe Valid range Description

ShortAdd UNg%@ GV\ 0 to 65 535 Network address (unicast addiress)
On recei i que tMand packet, the NL will invoke NLME-LEAVE.indication
and infor
9.5.4.3 q sponse
The sem - LEAVE.response are described as follows:
NLME-LBAME+esponse—{

ShortAddr,
Status
)
Table 81 specifies the parameters for NLME-LEAVE.response.
Table 81 — NLME-LEAVE.response parameters
Name Data type Valid range Description
ShortAddr Unsigned16 0 to 65 535 Network address of the device
Status Unsigned8 0 to 255 Execution result of the request
0 = SUCCESS;
1 = FAILURE;
Others are reserved.
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NLME-LEAVE.response is used by DMAP or NM to inform the leaving device whether or not
the leaving request has been accepted.

9.54.4 NLME-LEAVE.confirm
The semantics of NLME-LEAVE.confirm are described as follows:

NLME-LEAVE.confirm (
ShortAddr,
Status

)

Table 82 specifies the parameters for NLME-LEAVE.confirm.
VAN

Table 82 — NLME-LEAVE.confirm parameters

Ox
Name Data type Valid range & \\s{cr ion >

ShortAddf Unsigned16 0 to 65 535 SQNB\\& sp(Unicast

Status Unsigned8 0 to 255

(\ '\cher are reserved.
NLME-LBRAVE.confirm is generated b in respo se\'g ME-LEAVE.request. NLME-
LEAVE.cpnfirm returns a status of eithe windi that the request to tqansmit is

successfpl, or “FAILURE”, indicating th tto ransm|t is failed.

9.5.4.5 Time sequen
9.5.4.51 The time[seq

The leaving processes\of fieldhgdevi irclude, the following two types.

a) Active Ieavi@ i heDMAP invokes DLME-LEAVE.request tp send a
leaving requestdo t iNg iceor the gateway device that is its cluster hgad. After
recefving the & : and packet from the field device, the NL of the routing
devig ay-davicednforms the DMAP with NLME-LEAVE.indication. I{ the field

devig evice, the routing device sends NLME—RPT—CLRMEIII.request

's active



https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

- 103 -

62601 © IEC:2011(E)

‘Bul JIABpP pldl) B JOo 8ouanbas awi) ay) sajedisn||l Gy ainbi4 "aarreg Aemajeb ayj o0} }senbal yuodal
Jaquiaw Ja2)sn|o B Spuas } ‘wdiu a saAleoal adinap Bunnold ayy §| (MOV) abpaimounoysuinial aoinep pialy ayl ‘ysenbau sy}
Buinleoal Jayy “1senbal JAVI - } ©AB9| 0} 92IASpP p|al} S} Jo) sisenbal aoinep BUlinos e Jo dYING 9yl ‘Buines| aaissed (g
) @21A9p pJol} 4o ssoo0ud Buiaea| aAldY — ¥ 24nbi4
[ [ [ L [ I I I [ [
—
WIBUO'WINYTO
-1d4-3NIN
wijuody1va R
3070 WIU09'Y 1Y | -3d
“SdON #ov s “SdOI
| slaquiaw m
1| sasnpbupodaljo
1sanbaIy [vq asuodsal plemio4 A
3 “SdOW SI8JSUBJ} 9IASP
Jsenbary 1va Buinos suluo
asuodsarNINY 1D -3d1d
-1dd-3NIN
3 wiyuody1ya
UOREIPUININYT) [ WiuooYIVa -3nna
~1d4-3NIN uonedlpul'y LYa < NV ..wn_o_>_
-3a7a uoRedlpury1ya WU IAYTT
“SdOW siaquIsW A S | -N1d
sanbdl 'y V- . >
Jaisnp Buodaijo ~fF VLVQ-SON | 1sanberyyq sonbo W w031y
1senbau ay) premiod -3070 [00SSvysId
SIgjsuel} a9lnep -1d4-3WIN oo
Bunnou auud A MOV
1ooed ———
1s9nbar3ly
Pnbe, | 100SSVSID | ¥omborIvY
- -3N1d
ugierossesiq I
dviNa S o OV 1510 dvina
N 1510 VW OV 201ep 1810 N 2019p S01Aap conep So1ap
aolnap Aemaien) 20IAap Aemajen) 92IA3p Aemaien 32IA9p Aemalen Buinoy d01nap Bunnoy 921Aep Buiinoy Bunnoy Bunnoy mc_wsom Dol 90IASP pial4 90IASP plol4



https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

62601 © IEC:2011(E)

~ 104 —

'sadA} om] Buimoj|o} ay) apnjoul sadiAap Bulinol Jo sassasold Buines| ay |
BuiAea| aoiaap Buinou 1o0j asuanbas awiy ay 2’SV'S6

‘Buinea| s}l Jo S92IABP P|Bl} S}l pue
901Aep Aemaleb ay) yjog wiojul plndys 201A8pguijnol ay) ‘elojalay] "YIOM}BU Jels 8y} pue JJomjau yssuwi oyl yjoq o) }09UU0D S82IASP Bunnoy

9oMap p|al} Jo Bulaea| aAalssed — G 3.anbi4

] [ [ | [ | [ [ | i [ | i [ [
S
wayuod WINY 10
-LdY-3WIN
wijuod'y1v¥a
-301d W00y
-SdOW Hov
| N
W
150nbaly 1y slequiaw
| 1senbaryLyq )
asuodser Wang10 a0 SdOW Jaisnpp a:__“_toae
L deININ Jo asuodsai

9y} pJemio4 »

SI9JSuBJ} B0IASP
Bugnol aulluo uLyueay | v

| IN1a
W0’y 1y
UORBIIPU IO AV “Sdon
-1dy-ININ uonedlpuI'y 1y
-307d ) slaquis T
SdOW Jeisnp Bugiodasjo | 1s8NBABYIVA-SON _

1senbau 8y} piemio 1snbary1yQ
SETSIENERTET] -301d Wu0d
Bunno. auluQ ALYIOQSSYSKA-IN

uopealpurIAY1-INTG
\ AV UOREDIpUl
"31VI00SSVSIa
\ 19)0e¢l puewwod QTN
npol
1$enbal
ALYIDOSSYBIa uongiossesig
IsenbarIAYIT-INTA = i ’
dviNd N 1870 VI OVIN 921ASp 1810 N dVING 8dnap s1qeomep | | ovi eanep OVIN 1870 dvina

aoinep femaien Q01Aap Aemalen d01nap Aemajen 901Aap Aemalen Bunnoy 9a1nap Bunnoy da1nap Bunnoy Bunnoy Buanoy Bunnoy 801A8p pjal4 0IASP plol4 S0IA3p pjal4



https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

- 105 -

62601 © IEC:2011(E)

‘Buineg| anlssed s ,801Aap Bullnold e Jo aouanbas awiy 8y} sajesisn|Ly [eanbi4 -Buiaes| sy Jo siaquiawl
191SN|o Sl ||e swJojul ad1aap Buiin apsAemaleb ay) wouy 19)0ed 1sanbau Buiaes| ay) Bulaleoai 18}y [901Aep Buinol pajeubisep ay)
0} }l spuas pue ‘}19)oed jsenbai 6 ue gd9onpoud 1l ‘YJomi}au ay} aAea| 0} a2IAap Buiinol e sjuem@dinap Aemaleb ayj j| ‘Buines| anissed (g
IAap Hullnod Jo ssasouad Buiaea| aAlldy — 9 ainhig
[ . [ . [ 1 | [ | i | |
Wu0d
‘JUVIO0SSYSIA-3NT UOREOPUIAYET
e 0¥ oI -3na
Wwiueay1ya-307a 31YI008SVSIa
. d R
wu09 Y 1Ya-SdON 1sanbal Eowmﬂﬁ_gs e
O . y ‘31YI008SYSIa uoilelo0sses|
Wuod3AYIT-3ININ 593 IAYITIA -JNIN d
UoRedlpuI'y1va-Sdow
N asuodsal buinea v
——————— |1senbary1v¥a-Sdom
| isenbarviya-aaid
8su0dsarIAYIT-ININ
[
UORBJIPUIrIAYIT-3NIN [ wiyuooy 1va-ania
uonedlpur'y1¥a-3a10 | udneaipur'y LYa-Sdow oy ULu00'yLYa-SdON
19enbau Buiaes| premio N
slajsues) A
boinap Bunnol auluo 150nb3)] V384N ¢
1senbal'y1v¥Q-3070
m%aﬂ»dm._?%/\ \
dvia dvia 510 Vi 2affep VN 870 N dving 110 7mep ovi samep VI 1 dvna
oalsp Q0IAep Aemajen) 20Inep Aemajen) femarg do1Aep Bunnoy 9o1Aap Bunnoy do1nep Bunnoy do1nep Bunnoy Bufnoy Buhinoy Q0IA8p plal4 B0IASP pjolq 90IASp plolq
Kemayen) N
‘Buines| aAlloe $-osmnop-BuRo+-e1o-0suonbosotH-oH-SoteRSHHgo+HRBI .ns.o;_.n.\.c\.& F+9ISAHD S SWJOLUI } “WIIJUOD AV T
-JWTIN S©Ale2al aoinap bBuipnos Bulaes] a8yl Jo JVINA 24l Usypn -asuodsal Buiaes| e suunjal aoinap Aemajeb ay) ‘isenbas Buineg|
ay) Buinaleoal Jayy "1senbal gAVYIT-IINTIN Aq @o1nep Aemajeb ay) o0} 1senbau Buiaea| s} spuas a2inap Buninos e Jo dvING @Yl "Buiaes| ananjoy (e


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

62601 © IEC:2011(E)

~ 106 —

Qo uiAea| anissed — /i 2anbi4

[ | | | | . | | | | I . . I
UOREOIPUYIAYIT wiyuoo'3AVIT-3G
-307Q >\
A Wuod
uoneaIpul "31VIO0SSYSId
"ALYIO0SSYSIa NN AV
-GN AoV L WLBU0 IAYT
-JNIN
wiyuod'y1va
1exoed Wiy 1va -3d7a
puewwod jsenba. 1senbai < A -SdOW
uoperoossesig "31VI00SSYSId 1sanbar3AYIT uonedlpurIAYI
SN -301a -3NIN
1senbary1va
) —
SdON 1s8nbaiy1va
-3a7a
1sanbar3aAyI]
-3NIN
dvINa dva S1d 1810 N dvind
dviANd 1s1a OV OV 181d s0Inep 30IABP 301D 301A9p 301A9p 20INap 901A9p 30IA8p
901A9p pjal4 901A9p pjal4 901A3p pjal4 201Aap Bunnoy 201Aap Bunnoy Sunoy Bugnoy Butnoy Bunoy feneen femores femaren femaren



https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

62601 © IEC:2011(E) -107 -

9.5.5 Cluster member report services

9.5.5.1 NLME-RPT-CLRMEM.request

NLME-RPT-CLRMEM.request is used by routing devices to report the information of the
cluster members to the gateway device.

The semantics of NLME-RPT-CLRMEM.request are described as follows:

NLME-RPT-CLRMEM.request (

SrcAddr,
DstAddr,
ClrMemFlagq,
ClrMemAddr

Table 83

N

/N
IS

)
specifies the parameters for NLMERPTCLRMEM.reC&
Table 83 - NLME-RPT-CLRMEM.requ?t\ ram

Name Data type Valid range \ \\De{c/&ption
SrcAddr Unsigned16 0 to 65 535 / A~ Mce address
DstAddr Unsigned16 0to 65 5;&\\ )/ ,\The\gstiMon address
CirMemF|ag Unsigned8 to 2 \Qwe flag of the cluster | member
odification:
N < Add:
1 = Delete;
m Others are reserved.
ClrMemA The network address of the|modified
cluster member

9.5.5.2

NLME-RH return the result of NLME-RPT-

CLRMEM.

y the NL to

The sem

NLME-R

Table 84

Table 84 — NLME-RPT-CLRMEM.confirm parameter

Name Data type Valid range Description

Status Unsigned8 0 to 255 The result of the cluster member
report:
0 = SUCCESS;
1 = FAILURE;

Others are reserved.

9.5.5.3 NLME-RPT-CLRMEM.indication

NLME-RPT-CLRMEM.indication is used by the NL to report the successful receipt of cluster
member report request packets.

The semantics of NLME-RPT-CLRMEM.indication are described as follows:
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NLME-RPT-CLRMEM.indication (
SrcAddr,
CirMemfFlag,
CirMemAddr

)
Table 83 specifies the parameters for NLME-RPT-CLRMEM.indication.

9.5.5.4 NLME-RPT-CLRMEM.response

NLME-RPT-CLRMEM.response is used to respond to NLME-RPT-CLRMEM.indication.

The semantics of NLME-RPT-CLRMEM.response are described as foIIowsz/\

NLME-RPT-CLRMEM.response (
DstAddr,
Status

)
Table 85(specifies the parameters for NLME-RPT-CLRMEM tesponse.

Table 85 - NLME-RPT-CLRMEM.}e{ﬁ?ms\ ar e

Name Data type Valid/[\arkgeﬁ / . \ASescription
DstAddr Unsigned16 \Qto GMS > / %ve de}tination address
Status Unsigned8 0 to2 The/ result returned from| cluster
ber report:
0 = SUCCESS;

Q 1 = FAILURE;
<\(—\ Others are reserved.
e \B&L-Fé/

C

9.5.5.5 Time sequen clustegkme porting
The time sequea am fef reporti er member is shown in Figure 48.
/\ A

0
Routjng device }') outing device Routing Gateway Gateway Gateway
DMAP NE evice DLSL device DLSL device NL device QMAP
NLMBE-RPT- }f\(v Cluster member
< unit DLDE- reporting
\ DATA.request request
command
packet NLME-RPT:
DLDE- - -
DLDE-
DATAconfirm ¢ ACK | e ation CLRMEM.
: indication
Cluster
member NLME-RPT-
reporting DLDE- CLRMEM.
response DATA.request response
command
packet
DLDE-DATA. ACK DLDE-
NLME-RPT-CLRMEM indication "> DATA.confirm
confirm
| | | | | |

Figure 48 — Cluster member reporting process
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9.5.6 Neighbor information report services

9.5.6.1 NLME-NEIGHBOR-INFO.request

NLME-NEIGHBOR-INFO.request is used for a routing device to report its one-hop neighbors’

information to the gateway device.

The semantics of NLME-NEIGHBOR-INFO.request are desc

NLME-NEIGHBOR-INFO.request (
SrcAddr,
DstAddr,
NeighborCount,

ribed as follows:

NeighborStructure
)
Table 86

Table 86 — NLME-NEIGHBOR-INFO.requ

specifies the parameters for NLME-NEIGHBOR-INFO.req

S

est par texs

AN
Name Data type Valid range N escription
QR
SrcAddr Unsigned16 0to 655 1Mourcé\address
DstAddr Unsigned16 0to 65 5(35 §7 16 %it destioafion address
N\ A
NeighborlCount Unsigned16 0)@&55\\33\5/ / Nymb%of the neighbors
NeighborfStructure Neighbor_Struct \ nfoymation of the neighbors
structure (see Table N)

9.5.6.2 NLME-NEIGHBOR-INFO.indication w
NLME-NEIGHBOR-INFO.idisatio e thes DLSL to report the received NLME-
NEIGHBOR-INFO.request
The semantics of<:>M jcation are described as follows:
NLME-NEIGHBO

eighborCount,

NeighborStructure

)

Table 86] e parameters for NLME-NEIGHBOR-INFO.indication.
9.5.6.3
NLME-NEIGHBOR-INFO.confirm is used to report the successful sending of

information report request packets.

neighbor

The semantics of NLME-NEIGHBOR-INFO.confirm are described as follows:

NLME-NEIGHBOR-INFO.confirm (
Status

)

Table 87 specifies the parameters for NLME-NEIGHBOR-INFO.confirm.
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Table 87 — NLME-NEIGHBOR-INFO.confirm parameter

Name Data type Valid range Description

Status Unsigned8 0to 255 Reporting the result of the neighbor
information:
0 = SUCCESS;
1 = .FAILURE;

Others are reserved.

9.5.6.4 Time sequence for neighbor information reporting

The time sequence diagram for reporting neighbor information is shown in/Figu\re 49.
(

Rquting device Routing device Routing Gateway Gatewady Gatewa
DMAP NL device DLSL device DLSL device device DMAP

Neighbor
NLME-NEIGHBOR- information ™
INFO.request DLDE- reporting x
DATA request request
command
DLDE- packet NDMVE-NEIGHBOR-
DATA.confirm ACK INFO.
indication
NLME-RPT-CLRMEM.
confirm

9.5.7
9.5.71
9.5.71.1

NLME-AL

The sem
{

NLME-AL

DstAddr,
RoutingTableRecord

)
7

Table 88 specifies the parameters for NLME-ADD_ROUTE.request.

Table 88 — NLME-ADD_ROUTE.request parameters

Name Data type Valid range Description

DstAddr Unsigned16 0 to 65 535 The 16-bit short address of the
routing device

RoutingTableRecord NLRoute_Struct A routing table item
structure (see Table 14)

9.5.7.1.2 NLME-ADD_ROUTE.confirm

NLME-ADD_ROUTE.confirm reports the result of a NLME-ADD_ROUTE.request.

The semantics of NLME_ADD-ROUTE.confirm are described as follows:
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NLME-ADD_ROUTE.confirm (

Table 89

Status
)

specifies the parameters for NLME-ADD_ROUTE.confirm.

Table 89 — NLME-ADD_ROUTE.confirm parameters

Name Data type Valid range Description
Status Unsigned8 0 to 255 The result of a NLME-
ADD_ROUTE.request:
0 = SUCCESS;
1= EAILURE: /N
Others are {JQLV%\
On receipt of NLME-ADD_ROUTE.request, the NL should trans -fqut ?equest
packet tq the routing device and should return an NLME-ADD _ROUTE\confirm\toNgport the
result.
9.5.7.1.3 NLME-ADD_ROUTE.indication
NLME-ADD_ROUTE.indication is used to report to device has sugcessfully
received Ja route adding request packet.
The semantics of NLME_ADD-ROUTEY

NLME-AIDPD_ROUTE.indication (

Table 88

9.5.71.4

NLME-ADPD_ROUTE rés

The sem

NLME-AL
4

Table 89

9.5.7.1.5

specifies the

specifies the parameters for NLME-ADD_ROUTE.response.

The time sequence diagram for adding a record to the routing table of a routing device is

shown in

Figure 50.
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Gateway device Gateway device Gateway Routing device Routing device Routing device
DMAP NL device DLSL DLSL NL DMAP
NLME-
ADD_ROUTE. .
request DLDE- Route adding
DATA. request request
command
packet
NLME-
DLDE- ACK DLDE- ADD_ROUTE.
DATA.confirm DATA .indication indication
NLME-
) ADD_ROUTE.
Route adding DLDE- response
response DATA.request /7N
COIMTITIaria
packet
NLME- DLDE-DATA. ACK
e DLDE-
ndication
ADD—RQUTE- ndicatt DATA . .confirm
confirm
|| | | | .

9.5.7.2 Route update services
9.5.7.21 NLME-UPDATE_ROUTE.

NLME-UPDATE_ROUTE.request updates\a rego vice.

The semantics of NLME-UBDATE_RO TE.

NLME-UPDATE_ROUTE.requesy (

Table 90 IE-UPDATE_ROUTE.request.

UPDATE_ROUTE.request parameters

Napz{ Valid range Description

DstAddr q \ \@ig@dm 0 to 65 535 16-bit short address of rout|ng device

Y
RoutingTaljleRecstd LRoute_Struct A routing table item
stpucture (see Table 14)

The NM lrveke
routing devices.

g table of

®
p<
T
3
q
p
q

9.5.7.2.2 NLME-UPDATE_ROUTE.confirm

The NLME_UPDATE-ROUTE.confirm reports the execution result of an NLME-
UPDATE_ROUTE.request.

The semantics of NLME_UPDATE-ROUTE.confirm are described as follows:

NLME-UPDATE_ROUTE.confirm (
Status

)
Table 91 specifies the parameters for NLME-UPDATE-ROUTE.confirm.
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Table 91 — NLME-UPDATE_ROUTE.confirm parameter

Name Data type Valid range Description
Status Unsigned8 0 to 255 The result of NLME-
UPDATE_ROUTE.request:
0 = SUCCESS;
1 = FAILURE;
Others are reserved.

On receipt of NLME-UPDATE_ROUTE.request, the NL will transmit a route update request
packet to the routing device and return NLME-UPDATE_ROUTE.confirm to report the result.

VAN
9.5.7.2.3 NLME-UPDATE_ROUTE.indication
NLME-UPDATE_ROUTE.indication is used to report to the DMAR th depice has
successfylly received a route update request packet. >

The sem

NLME- U

Table 90

9.5.7.2.4

NLME-US S ME- UPDATE_ROUTE.indication.

The sem

NLME-UH

Table 91

9.5.7.2.5

The time device is

shown i
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Gateway device Gateway device Gateway Routing device Routing device Routing device
DMAP NL device DLSL DLSL NL DMAP
NLME-
UPDATE_ROUTE. i
request DLDE- Route updating
DATA.request request
command
DLDE packet NLME
. ACK DLDE- ;
DATA.confirm DATA indication UPDAT!E_ROUTE.
- indication
NLME-
Route updating DLDE.- UPDATE_ROUTE.
response |, DATA.request rosponse
command /TN
packet
NLME- DLDE-DATA. ACK DLDE-
UPDATE_ROUTE. indication — DATA.confirm
confirm
N I I
Figure 51 — Time sequence for rodte
9.5.7.3 Route deleting services
9.5.7.3.1 NLME-DELETE_ROUTE.request
The NM [nvokes NLME-DELETE_RO ords in the routing tpble of a
routing dgvice.
The semantics of NLME_DELETE-RO TE.m scribed as follows:
NLME-DE
Table 92 E-DELETE-ROUTE.request.
¢92 — NLME-UPDATE_ROUTE.request parameters
Kmx - N \DMpe Valid range Description
Ach‘r\ \ysignedm 0 to 65 535 The 16-bit short address| of the
destination routing device
RloutelD Unsigned16 0 to 65 535 Route ID
9.5.7.3.2 — Afirm
The NLME_DELETE-ROUTE.confirm reports the result of executing an NLME-

DELETE_ROUTE.request.

The semantics of NLME_DELETE-ROUTE.confirm are described as follows:

NLME-DELETE_ROUTE.confirm (

Status

)

Table 93 specifies the parameters for NLME-DELETE_ROUTE.confirm.
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Table 93 — NLME-DELETE_ROUTE.confirm parameters
Name Data type Valid range Description
Status Unsigned8 0 to 255 The result of a NLME-
DELETE_ROUTE.request:
0 = SUCCESS;
1 = FAILURE;

Others are reserved.

On receipt of NLME-DELETE_ROUTE.request, the NL should transmit a route deleting
request packet to the routing device and return a NLME-DELETE_ROUTE.confirm to report

the result. S~

9.5.7.3.3

NLME-D}
successf

The sem

NLME-DE

Table 92

9.5.7.3.4

The NI
_ROUTE

The sem

NLME-DE

Table 93

9.5.7.3.5
<

The time|
shown in

NLME-DELETE_ROUTE.indication

FL ETE_ ROUTE.indication is used to report to the D
illy received a route deleting request packet.

hntics of NLME- DELETE_ROUTE.confirm are de

FLETE _ROUTE.indication (
RoutelD

NLME-DELETE_ROUTE.ye

ME-NLME-DELE
indication.

ROUTE. response of NLME

hntics of NLM i ssponse are described as follows:

FLETE S

NLME-DELETE_ROUTE.response.

ce for route deleting

m for deleting records in the routing tables of routing d

thé en}e has

DELETE

levices is



https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

- 116 - 62601 © IEC:2011(E)

Gateway device Gateway device Gateway Routing device || Routing device Routing device
DMAP NL device DLSL DLSL NL DMAP
NLME-
DELETE_ROUTE. .
request DLDE- Route deleting
DATA request request
command
DLDE packet NLME
DATA.confirm ACK 5 ATE'.‘[L'.E' y DELETE_ROUTE.
-Indication indication
NLME-
DELETE_ROUTE.
Route deleting DLDE- response
response DATA.request /TN
L,UIIIIIIdIIU.
packet
_ DLDE-DATA.
NLME indication ACK DLDE_- f
DELETE_ROUTE. DATA.confir
confirm
| | | | |

Figure 52 — Time sequence fo

9.5.8 Communication resource allocation serv
9.5.8.1 General

Communjcation resource allocation incly
services provide the following primitives

f link and superframge. These

e Link adding services:
- NLME-ADD-LI
- NLME-ADD-L

-  NLME-RELEASE-LINK.request,

- NLME-RELEASE-LINK.confirm,

- NLME-RELEASE-LINK.response, and

- NLME-RELEASE-LINK.indication;
e Superframe adding services:

- NLME-ADD-SFR.request,

- NLME-ADD-SFR.confirm,

- NLME-ADD-SFR.response, and

-  NLME-ADD-SFR.indication;
e Superframe update services:

- NLME-UPDATE-SFR.request,
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- NLME-UPDATE-SFR.confirm,
- NLME-UPDATE-SFR.response, and
- NLME-UPDATE-SFR.indication;
e Superframe release services:
- NLME-RELEASE-SFR.request,
- NLME-RELEASE-SFR.confirm,
- NLME-RELEASE-SFR.response, and
-  NLME-RELEASE-SFR.indication.

9.5.8.2 Link adding services /N

link(s >hich is

a ‘routing\dejvice to a

9.5.8.2.1 NLME-ADD-LINK.request

NLME-ADD-LINK.request is used to add one or more record(s)
originated either from the gateway device to a routing device
field devige.

The semantics of NLME-ADD-LINK.request are describ

NLME-ADD-LINK.request (
DstAddr,
LinkCoun
LinkStructitie
)

Table 94 (specifies the parameters for

Table 94 —NLME< request parameters

N
Name l \Da{\Qper\\ N’aﬁd range Description

DstAddr ( Un |gned \0\}2?65 535 16-bit destination address

LinkCount 0 to 65 535 Count of added links {o support
adding multiple links each time

LinkStructdire N\b\\%&t{”e Information of the links
ee

9.5.8.2.2< ‘confirm

NLME-AI[ ports the results of NLME-ADD-LINK.request.

The semantics of E-ADD-LINK.confirm are described as follows:

NLME-ADD-LINK.confirm (

)
Table 95 specifies the parameters for NLME-ADD-LINK.confirm.

Status
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Table 95 — NLME-ADD-LINK.confirm parameters

Name Data type Valid range Description
Status Unsigned8 0 to 255 Results of link adding request:
0 = SUCCESS;

1 = TRANSACTION_OVERFLOW;
2 = TRANSACTION_EXPIRED;

3 = NO_ACK;

4 = CHANNEL_ACCESS_FAILURE;

5 = UNAVAI LAB%@Y;

6 = FAILED_SUCURITYN\CHECK;

7 = INVALJB,_PAR TER;
Others are resexved.

The detalls of the results are shown in the Table 42. \\>

9.5.8.2.3 NLME-ADD-LINK.indication

NLME-ADD-LINK.indication is used to report to th i ¢ deyice has sugcessfully
received ja link adding request packet.

The semantics of NLME-ADD-LINK.indj

NLME-ADD-LINK.indication (
LinkCount,

Table 94

9.5.8.2.4

NLME-AL

The sem

NLME-AL
4

Status

Table 95|specifiestheparameters for NLME-ADD-LINK.response.

9.5.8.2.5 Time sequence for link adding

The time sequence for adding a link originated from the gateway device to a routing device is
shown in Figure 53.


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

62601 © IEC:2011(E) - 119 -
Gateway device Gateway device || Gateway device Routing device Routing device Routing device
DMAP NL DLSL DLSL NL DMAP
NLME-ADD-LINK.
request DLDE- Link adding
DATA.request request
command
packet
DLDE- ACK DLDE- NLME-ADD-LINK.
DATA.confirm DATA.indication indication
NLME-ADD-LINK.
response
Link adding DLDE-
response ¢ DATA.request TN
packet
DLDE-DATA. ACK DLDE-
NLME-ADD-LINK. indication ]
confirm DATA.conflrrr/
| | | | |

Figure 53 — Adding a link originated from gatew g devige
The time[sequence for adding a link originated from field devicelis shown
in Figure|54. /\(\ “

Roufing device Routing device Routing vic%\ ield dgvice ield device Field dgvice
DMAP NL SL DLSD NL DMAP
NLME-ADD-LINK.
request DLDE-
N
DLDE “~ACK DLDE- NLME-ADD-LINK
) K e - - .
\/bQ confien DATA.indication indication
NLME-ADD-LINK.
Link adding DLDE- response
response DATA request
command
packet
LDE-DATA.
ihdication ACK DLDE-
DATA.confirm
N
—\>— [ I [ [ |

9.5.8.3
9.5.8.3.1

Link update services

NLME-UPDATE-LINK.request

NLME-UPDATE-LINK.request is used to update one or more record(s) of existing link(s),
which is originated either from the gateway device to a routing device or from a routing device

to a field device.

The semantics of NLME-UPDATE-LINK.request are described as follows:

NLME-UPDATE-LINK.request (

DstAddr,
LinkCount,
LinkStructure
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Table 96 specifies the parameters for NLME-UPDATE-LINK.request.

Table 96 — NLME-UPDATE-LINK.request parameters

Name Data type Valid range Description
DstAddr Unsigned16 0 to 65 535 16-bit destination address
LinkCount Unsigned16 0 to 65 535 Count of added links to support

updating multiple links each time

LinkStructure

Link_Struct structure

Information of the links

(See 0)

9.5.8.3.2

NLME-UPDATE-LINK.confirm

NLME-UE

The sem

DLME-UE

Table 97

PDATE-LINK.confirm reports the results of NLME-UPDATE-LI

hntics of NLME-UPDATE-LINK.confirm are described as fo

PDATA-LINK.confirm (
Status

)
specifies the parameters for NLME-UPDATE-LINK.

Name Data type Description

Status Unsigned8 Results of the link update req
0 = SUCCESS;

1 = TRANSACTION_OVERFL
2 = TRANSACTION_EXPIRE
3 =NO_ACK;

4 = CHANNEL_ACCESS_FAI
5 = UNAVAILABLE_KEY;

6 = FAILED_SUCURITY_CHH

7 = INVALID_PARAMETER,;

N

Others are reserved.

uest:

OoOW;

| URE;

CK;

The det4

9.5.8.3.3

e shown in Table 42.

NLME-UF

DIOVA T 1

H <l 4 4
1S UuSTU U rcpurt

JIDLLE o ol '
UM TLTLTIINTNITTUTCaAtiuri

successfully received a link update request packet.

The semantics of NLME-UPDATE-LINK.indication are described as follows:

NLME-UPDATE-LINK.indication (
LinkCount,
LinkStructure

)
Table 96 specifies the parameters for NLME-UPDATE-LINK.indication.

9.5.8.3.4 NLME-UPDATE-LINK.response

NLME-UPDATE-LINK.response is the response to NLME-UPDATE-LINK.indication.

The semantics of NLME-UPDATE-LINK.response are described as follows:

/ice has
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NLME-UPDATE-LINK.response (

-121 -

Status

)

Table 97 specifies the parameters for NLME-UPDATE-LINK.response.

9.5.8.3.5

Time sequence for link update

The time sequence for updating a link originated from the gateway device to a routing device
is shown in Figure 55.

Gateway device

Routing device

Routing device

Routing device

NLME-UPDATA-LINK.
confirm

DLDE-
DATA. indicati

command

pack \)
5 e(ég \ BL
§  BKTAc finﬂ\/

F

gure 55 — Updati

Gateway device Gateway device
DMAP NL DLSL DLSL NL DMAP
/N
NLME-UPDATA-LINK.
request Link update
DLDE-DATA.request| ~ "eduest
command
packet
DLDE- ACK DLDE-
DATA .confirm DATA.indication
UPD TE-LINK.
Link update DLDE- 2 nse
response DATA.requgst \>

v

The timel sequence for™ypd ted from a routing device to a field device is
shown in Flguref\

Routing device dewcé\ outingndevice Field device Field device Field deYice
DMAP DLSL DLSL NL DMAH
NLME-UP TA*X \)

reque DE-
TAdequest Link update
request
N | command packet
DLDE- ACK DLDE- | NLME-UPDATA-LINK.
DATA .confirm DATA.indication indication
NLME-UPDATE-LINK.
response
Link update DLDE-
response DATA.request
command
packet
NLME-UPDATA-LINK DLDEDATA. ACK DLDE-
g 3 i indication AR .
confirm DATA.confirm
I I [ I [ —

Figure 56 — Updating a link originated from routing device to field device
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9.5.8.4 Link release services
9.5.8.4.1 NLME-RELEASE-LINK.request
NLME-RELEASE-LINK.request is used to delete one or more existing link(s), which is

originated either from the gateway device to a routing device or from a routing device to a
field device.

The semantics of NLME-RELEASE-LINK.request are described as follows:
NLME-RELEASE-LINK.request (

DstAddr,
LinkCount, I~
LITTRTDTLITTIRKGOUTIL
)
Table 98(specifies the parameters for NLME-RELEASE-LINK.reque
Table 98 — NLME-RELEASE-LINK.request‘para €
AN
Name Data type Valid range N \\D{SCTI tion
DstAddr Unsigned16 0 to 65 595/ \@b&\d\éstin\a{ion address
. . Coont Med links to | support
LinkCount Unsigned16 0 to(5—5\5(%5}2 /\an&@ multiple links each {ime
LinkID[L{nkCount] Unsigned16 < @o\ts @35 & \IDs Puﬁe deleted links
9.5.8.4.2 NLME-RELEASE-LINK.confi \/
NLME-RELEASE-LINK.confirm reports\the LME-RELEASE-LINK.request.
The semantics of NLME-RE > p [ described as follows:
NLME-REELEASE-%IN 4
Table 99|specifies parame ME-RELEASE-LINK.confirm.
Nb € — NLME-RELEASE-LINK.confirm parameters
{Na \ " \Data type Valid range Description
Status \ \/ﬁnsignedS 0 to 255 Results of the link release request:
0 = SUCCESS;
1 = TRANSACTION_OVERFLOW;

2 = TRANSACTION_EXPIRED;

3 = NO_ACK;

4 = CHANNEL_ACCESS_FAILURE;
5 = UNAVAILABLE_KEY;

6 = FAILED_SUCURITY_CHECK;

7 = INVALID_PARAMETER;

Others are reserved.

The details of the results are shown in Table 42.

9.5.8.4.3 NLME-RELEASE-LINK.indication

NLME-RELEASE-LINK.indication is used to report to the DMAP that the device has
successfully received a link release request packet.
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The semantics of NLME-RELEASE-LINK.indication are described as follows:

NLME-RELEASE-LINK.indication (
LinkCount,
LinkID[LinkCount]

)
Table 98 specifies the parameters for NLME-RELEASE-LINK.indication.

9.5.8.4.4 NLME-RELEASE-LINK.response
NLME-RELEASE-LINK.response is the response to NLME-RELEASE-LINK.indication.

Th £ ENME DL CACE 1IN A ol £aU .
€ semaht eSS oOr NIV reAS I TeSpoRsSe—are—aesScroea—asS—Tommrows:

NLME-RELEASE-LINK.response (
Status

)
Table 99(specifies the parameters for NLME-RELEASE-LIN

9.5.8.4.5 Time sequence for link release

The time|sequence for releasing a link originated fram the) gatéway devite to a routing device

is shownlin Figure 57. A m O
N

Gatgway device Gateway device || Gateway device Routing devke\ uting device Routing dvice
DMAP NL DhSL NL DMAFp

—
NLME-RELEASE-LINK. >
request DLDE- ase
/}Q' freque
eomman
N acket )\/

N LDE'f. DLDE- NLME-RELEASE-LINH.
Q oniy DATA.indication indication

NLME-RELEASE-LINK

Link release DLDE- response
response DATA.request
command
packet
OLDEDATA. | < ek DLDE-
%ELEAS ication - DATA.confirm
onfi

[ [ [
Jure 57 — Releasing a link originated from gateway device to routing deqlce

The time sequence for releasing a link originated from a routing device to a field device is
shown in Figure 58.
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Routing device Routing device Routing device Field device Field device Field device
DMAP NL DLSL DLSL NL DMAP
NLME-RELEASE-LINK.
request DLDE-
DATA. .request Link release
request command
packet
DLDE- ACK DLDE- NLME-RELEASE-LINK
DATA.confirm | «———————| DATA.indication indication
NLME-RELEASE-LINK
response
Link release DLDE-
response DATA.request
L.UIIIIIIdIILi pd\.i’\L‘,l /\
DLDE-DATA. DLDE-
NLME'RELE_ASE'LINK' indication AC% DATA.confirm
confirm
| | | |
Figure 58 — Releasing a link originated from ro

9.5.8.5 Superframe adding services
9.5.8.5.1 NLME-ADD-SFR.request
NLME-AI[ riginated
either fro evice.
The sem
NLME-AL
Table 10
ME-ADD-SFR.request parameters
Nam& \ Dyz type Valid range Attribute description
DstAdd{ \ \ Un§'§.]ned16 0 to 65 535 16-bit.destination address
SuperframeS ct}e Merframe_Struct Information of Superframe atfribute
structure (See Table 15)
9.5.8.5.2_ ~"NI ME-ADD-SFR.confirm

NLME-ADD-SFR.confirm reports the result of NLME-ADD-SFR.request.

The semantics of NLME-ADD-SFR.confirm are described as follows:

NLME-ADD-SFR.confirm (

Status

Table 101 specifies the parameters for NLME-ADD-SFR.confirm.
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Table 101 — NLME-ADD-SFR.confirm parameters

Name Data type

Valid range

Description

Status Unsigned8

0 to 255

Results of superframe release

request:

0 = SUCCESS;
1 = TRANSACTION_OVERFLOW;
2 = TRANSACTION_EXPIRED;

3 = NO_ACK;

4 = CHANNEL_ACCESS_FAILURE;
5= LINAVAII ABIE KEY:

E|CK;

The detalls of the results are shown in Table 42.

9.5.8.5.3 NLME-ADD-SFR.indication

NLME-ADD-SFR.indication is used to report to the
cket.

received ja superframe adding request p

The sem

NLME-AL

Table 10

9.5.8.5.4
NLME-AL

The sem

NLME-AL
4

Table 10

6 = FAILED u }S&
7 = INVAL RAME
Othﬁ&\ar reseryad

the

Y%

ice has sugcessfully

9.5.8.5.5 Time sequence for superframe adding

The time sequence for adding a superframe originated from the gateway device to a routing

device is shown in Figure 59.
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Gateway device Gateway device || Gateway device Routing device Routing device Routing device
DMAP NL DLSL DLSL NL DMAP
NLME-ADD-SFR.
request -
au DA'IPALDE " Superframe
-reques adding request
command packet
DLDE- ACK DLDE- NLME-ADD-SFR.
DATA.confirm DATA.indication indication
NLME-ADD-SFR.
response
Superframe DLDE-
adding response | DATA.request
COMTand pcxu«E'l /\
DLDE-DATA. DLDE-
NLME'AD,D'SFR' indication %ACK DATA.confirm
confirm
| | | |
Figurg 59 — Adding a superframe originated from ga evice'to xouting device

The time[sequence for adding a superframe originatgd from™q routing device to a field device
is shownlin Figure 60.

Rout|ng device Routing device Routing, devic @ Id deyice 5 ield’device Field dgvice
DMAP NL DLS DLSk NL DMAP
k \/

NLME-ADD-SFR.
request DLDE-
DATA.request
\(DE_ DLDE- NLME-ADD-SFR.
ATA.COW DATA.indication indication

NLME-ADD-SFR.

response
DLDE-
Superframe DATA request
adding response
command packet
DMRE-DATA. [ | DLDE-
. . ACK
\'n ation Ak, _ DATA.confirm |
| | | | |

dding a superframe originated from routing device to field deyice

9.5.8.6 Superframe update services
9.5.8.6.1 NLME-UPDATA-SFR.request

NLME-UPDATA-SFR.request is used to modify a record of an existing superframe, which is
originated from the gateway device to a routing device or from a routing device to a field
device.

The semantics of NLME-UPDATA-SFR.request are described as follows:

NLME-UPDATA-SFR.request (
DstAddr,
SuperframeStructure

)
Table 102 specifies the parameters for NLME-UPDATA-SFR.request.
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Table 102 — NLME-UPDATA-SFR.request parameters

Name Data type Valid range Attribute description
DstAddr Unsigned16 0 to 65535 16-bit address of destination device
SuperframeStructure Superframe_Struct Information of Superframe attribute
structure (See Table 15)
9.5.8.6.2 NLME-UPDATE-SFR.confirm

NLME-UPDATE-SFR.confirm reports the results of NLME-UPDATA-SFR.request.

The semantics of NLME-UPDATE-SFR.confirm are described as follows:

VAN
NLME-UPDATE-SFR.confirm (
Status
)
Table 108 specifies the parameters for NLME-UPDATE-SFR.co
Table 103 - NLME-UPDATE-SFR.con@p\aﬂWs
Name Data type Valid ranpe/ 7 escription
Status Unsigned8 0 to ZM
> ow;
2 = TRANSACTION_EXPIRED;
Q 3= NO_ACK;
4 = CHANNEL_ACCESS_FAILURE;
5 = UNAVAILABLE_KEY;
s 6 = FAILED_SUCURITY_CHHECK;
Q 7 = INVALID_PARAMETER;
. Others are reserved.

The detalls of thé\results ar sWTable 42.
9.5.8.6.3 LM PDATE:SFR.indication
NLME-U? Jindication is used to report to the DMAP that the device has sugcessfully
received ja superframg update request packet.
The semantics of NLME-UPDATE-SFR.indication are described as follows:

NLME-UPDATE-SFR.indication (

SuperframeStructure

)

Table 102 specifies the parameters for NLME-UPDATE-SFR.indication.

9.5.8.6.4

NLME-UPDATE-SFR.response

NLME-UPDATE-SFR.response is the response to NLME-UPDATE-SFR.indication.

The semantics of NLME-UPDATE-SFR.response are described as follows:

NLME-UPDATE-SFR.response (

Status
)
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Table 103 specifies the parameters for NLME-UPDATE-SFR.response.

9.5.8.6.5

Time sequence for superframe update

:2011(E)

The time sequence for updating a superframe originated from the gateway device to a routing
device is shown in Figure 61.

Gateway device

Gateway device

Gateway device

Routing device

Routing device

Routing device

DMAP NL DLSL DLSL NL DMAP
NLME-UPDATE-SFR.
request DLDE-
DATA.request upsdua‘izr:;rgzst TN
command packet
DLDE- ACK DLDE- UP TE\-JQ
DATA.confrm |«———————| DATA.indication /\ indicati
LME-URDATI S\F‘K
espogse
Superframe % N
update response DATA request, Y
command packet \
DLDE-DATA. [=»
NLME-UPDATE-SFR. indication et DATA.cOrfirm
confirm \)

O

am gatewdy device to routing

re|61 — Updating a superframe device

sequence for updating a syperframe
shown in Figure{?\/\

Rout|ng device
DMAP

\NDA.F ulst
N

@w =

<®

Figu

The time eéd from a routing device fo a field

device is

Field dgvice
DMAP

Field device

}ield device
NL

DLSL

Superframe
update request
command packet

ACK
%

DLDE-

DATA.indication | N-ME-UPDATE-SFR.

indication

NLME-UPDATE-SFR.

Superframe DLDE- response
update response | pATA request
command packet
DLDE-DATA. DLDE-
NLME-UPDATE-SFR. indication _ ACK .| DATA.confirm
—_—

confirm

—

Figure 62 — Updating a superframe originated from routing device to field device

9.5.8.7 Superframe release services

9.5.8.7.1 NLME-RELEASE-SFR.request

NLME-RELEASE-SFR.request is used to delete a record of an existing superframe, which is
originated either from the gateway device to a routing device or from a routing device to a

field device.

The semantics of NLME-RELEASE-SFR.request are described as follows:
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NLME-RELEASE-SFR.request (
DstAddr,
SuperframelD

)
Table 104 specifies the parameters for NLME-RELEASE-SFR.request.

Table 104 — NLME-RELEASE-SFR.request parameters

Name Data type Valid range Descrition
DstAddr Unsigned16 0 to 65 535 16-bit.destination address
SuperframelD Unsigned16 0 to 65 535 ID of the deleted superframe

9.5.8.7.2 NLME-RELEASE-SFR.confirm

NLME-RELEASE-SFR.confirm reports the result of NLME-RELEAS
The semantics of NLME-RELEASE-SFR.confirm are described
NLME-RELEASE-SFR.confirm (

)
Table 10p specifies the parameters for NLME-R

Status

Name Data type = Va\ﬁ{r Description

Status Unsigned8 mo 5\/ Results of superframe releasg
request:
0 = SUCCESS;
1 = TRANSACTION_OVERFLPW;
2 = TRANSACTION_EXPIRED;

> 3 = NO_ACK;
4 = CHANNEL_ACCESS_FAILURE;
5 = UNAVAILABLE_KEY;

Q 6 = FAILED_SUCURITY_CHHCK;
4 N 7 = INVALID_PARAMETER;
x Others are reserved.
The detalls oftm\oﬁspts are shown in Table 42.

9.5.8.7.3 NLME-RELEASE-SFR.indication

NLME-RELEASE-SFR.indication is used to report to the DMAP that the device has
successfully received a superframe release request packet.

The semantics of NLME-RELEASE-SFR.indication are described as follows:

NLME-RELEASE-SFR.indication (
SuperframelD

)
Table 104 specifies the parameters for NLME-RELEASE-SFR.indication.

9.5.8.7.4 NLME-RELEASE-SFR.response

NLME-RELEASE-SFR.response is the response of NLME-RELEASE-SFR.indication.
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The semantics of NLME-RELEASE-SFR.response are described as follows:

NLME-RELEASE-SFR.response (
Status

)
Table 105 specifies the parameters for NLME-RELEASE-SFR.response.

9.5.8.7.5 Time sequence for superframe release

The time sequence for releasing a superframe originated from the gateway device to a routing
device is shown in Figure 63.

Gateway device Gateway device Gateway device Routing device Routing devi outing device
PMAP NL DLSL DLSL NL | \DMAP
N
NLME-RELEASE-SFR.
request DLDE- Superframe
DATA.request release request
command
acket
DLDE- ZCK LME‘RELEASE-SFR
DATA.confirm indication
Superframe LIME-RELEASE-SFR
relea response
respoqse
YP mand
acket
DLDE-DATA.
S N
NLME-RELEASE-SFR. indication ATA confirm
confirm
| ] ]
Figure |63 — Releasi | \ iginated from gateway device to routing|device
The time sequ or releaging\@ ,supexframe originated from a routing device o a field
device is shown |
Routihg device tmg vice Rguting device Field device Field device Field dgvice
OMAP [~ DLSL DLSL NL DMAP
)w -RELEA
4 reqﬁ&e{ DLDE-
DATA request Superframe
release request
command acke!/
DLDE- ACK < DLDE- NLME-RELEASE-SFR
DATA.confirm  |<————————— | DATA.indication indication
NLME-RELEASE-SFR
response
Superframe DLDE-
release response | DATA.request
command packet [ |
DLDE-DATA.
indication ACK DLDE-
NLME-RELEASE-SFR. ——— | DATA.confirm
confirm
] ] ] ] ] ]

Figure 64 — Releasing a superframe originated from routing device to field device
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9.5.9
9.5.9.1

NLME-AGG.indication is used for the NL to report to the DMAP that the received packets

NLME-AGG.indication

need to be aggregated.

-131 -

Aggregation and disaggregation services

The semantics of NLME-AGG.indication are described as follows:

NLME-AGG.indication (

SrcAddr,

)

NwkPayload

Table 106 specifies the parameters for NLME-AGG.indication.

Table 106 — NLME-AGG.indication parame eri&

Name Data type Valid range \De\ﬁ:rl\ﬂ\on>
SrcAddr Unsigned16 0 to 65 535 N\heﬁggegat‘wgn VCR
NwkPayload Octetstring Ioﬁ\ofw_\/
9.5.9.2 | NLME-AGO-SEND.request \>

NLME-AG
after the

The sem

NLME-AG

ed as follows:

eQ to~Send the aggregated packet

Table 1(27 ifies ra ers for NLME-AGO-SEND.request.
able 107 — NLME-AGO-SEND.request parameters
Ngme Data type Valid range Description
GatewayAu'u'u Hrrstgrred46 Oto 65535 Network—address—of—the gateway

device

AggPacketFlag Unsigned8 0,1 Indicating whether this packet is a
data packet or aggregation packet:
0 = Data packet;
1 = Aggregation packet.

Priority Unsigned8 0to 15 Priority of process data

AggNumber Unsigned8 0 to 255 Number of aggregated packets

AGGRoutelD Unsigned16 0 to 65 535 RoutelD of the aggregation

PSFlag Unsigned8 0,1 Indicating whether this packet is P/S

type:
0 = Not P/S type;
1 = P/S type.

AggPayload

Octetstring

DMAP aggregated packet
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9.5.9.3 NLME-DAG.indication

NLME-DAG.indication is used to send the aggregated packet to the DMAP for disaggregating
when the NL receives an aggregated packet.

The semantics of NLME-DAG.indication are described as follows:

NLME-DAG.indication (
AggNumber,
NwkPalyload

)

Table 108 specifies the parameters for NLME-DAG.indication.
VAN

Table 108 — NLME-DAG.indication parameter,

Name Data type Valid range & \E%s\cribf@n

AggNumber Unsigned8 0 to 255 N@%\{?\Qgg\gg}gd p\écske
A\

NwkPaylpad Octetstring NQ;N{ad \&fm

[

9.5.10 Pevice status report services

9.5.10.1 | NLME-DEVICE-STATUS.request

NLME-DEVICE-STATUS.request is uséd to [ e routing
devices By a field device or to the gate Vi evi

The semantics of NLME- DEVICE -STA
NLME-CHANNEL- DEVICE

Table 109 specifies’t

DEVICE -STATUS.request parameters

Nam\ \ \Qyz type Valid range Description
DstAdd(] Unéignedm 0 to 65 535 Destination address
DeviceC u}[\\ MnedB 0 to 255 Total number of reported ¢levices
DeviceC nditionl?fb\/ DevConRep_Struct Information of device Fondition
structure(see Table 21) attributes

9.5.10.2 NLME- DEVICE-STATUS.indication

NLME-DEVICE-STATUS.indication is used to report the receipt of a device condition report
command packet to the DMAP.

The semantics of NLME- DEVICE -STATUS.indication are described as follows:

NLME- DEVICE -STATUS.indication (
SrcAddr,
DeviceCount,
DeviceConditionInfo

)
Table 110 specifies the parameters for NLME- DEVICE -STATUS.indication.
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Table 110 — NLME- DEVICE -STATUS.indication parameters

Name Data type Valid range Description
SrcAddr Unsigned16 0 to 65 535 Source address
DeviceCount Unsigned8 0 to 255 Total number of reported devices
DeviceConditionInfo DevConRep_Struct Information of device condition
structure (see Table 21) attributes
9.5.10.3 NLME- DEVICE-STATUS.confirm
NLME-DEVICE-STATUS.confirm is used to return the results of NLME-DEVICE-
STATUS.request.
VAN
The semantics of NLME-DEVICE-STATUS.confirm are described as fo S:
NLME- DEVICE -STATUS.confirm (
Status
)
Table 11|l specifies the parameters for NLME- DEVICE -STA
Table 111 — NLME- DEVICE -STAW nara
Name Data type Vali(r\a\n\ge// /\ \ Description
bn report

Btatus Unsigned8 0 t\o 255 \Fges of the channel conditi
L reguest:

0 = SUCCESS;

< 1 = FAILURE;
(\ /-\ . Others are reserved.

9.5.10.4

The time

Time sequence fo d:\vi ta Wing
sequer@a am fo

vicesstatus information is shown in Figure 65 and R

igure 66.

Field device Fieldevice V/[\Eield device Routing Routing Roufing
DMAP DLSL device DLSL device NL device DMAP
NLMESDEWCE®
TAT Device status
quesh DLDE- reporting
\ DATA request request
command
packet NLME-DEVICE
DLDE- - .
DLDE-
DATAconfirm & AR s STATUS.
NLME-DEVICE- incication
STATUS.
confirm
I I ¢ I | I

Figure 65 — Device status reporting process from field device to routing device
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Routing device Routing device Routing Gateway Gateway Gateway
DMAP NL device DLSL device DLSL device NL device DMAP
NLME-DEVICE-
STATUS. Device status
request DLDE- reporting
DATA request request
command
packet NLME-DEVICE
DLDE- - -
: ACK DLDE-
DATA.confirm DATA.indication iz-(\;::(?n
NLME-DEVICE-
STATUS.
confirm
VAN
4 . . \+

Figur¢ 66 — Device status reporting process from routing

aev

k>vice

9.5.11 [Channel condition report services
9.5.11.1| NLME-CHANNEL-CONDITION.request
NLME-C} condition
either to ice.
The sem
NLME-CH
Table 11
EL-CONDITION.request parameters
Name \ b‘\taW Valid range Description

DstAddr \ U}Qign 1? 0 to 65 535 Destination address

Channely om\ \ ‘Unsﬁ@edB 0 to 255 Total number of channels

ChannelQontitioninfe Mon_Struct Information of channel [condition

tructure (See Table 18) attributes

9.5.11.2

NLM E-MNNEL-CONDITION.indication

NLME-CHANNEL-CONDITION.indication is used to report the receipt of a channel condition
report command packet to the DMAP.

The semantics of NLME-CHANNEL-CONDITION.indication are described as follows:

NLME-CHANNEL-CONDITION.indication (

SrcAddr,
ChannelCount,

ChannelConditionInfo

)

Table 113 specifies the parameters for NLME-CHANNEL-CONDITION.indication.
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Table 113 — NLME-CHANNEL-CONDITION.indication parameters

Name Data type Valid range Description
SrcAddr Unsigned16 0 to 65 535 Source address
ChannelCount Unsigned8 0 to 255 Total number of channels

ChannelConditionInfo

ChanCon_Struct
structure (see Table 18)

Information of channel condition

attributes

9.5.11.3

NLME-CHANNEL-CONDITION.confirm

NLME-CHANNEL-CONDITION.confirm is used to return the results of NLME-CHANNEL-

CONDITI

ON.request.

/N

The sem

NLME-C}

Table 11

TANNEL-CONDITION.confirm (

)
l specifies the parameters for NLME-CHANNEL-

hntics of NLME-CHANNEL-CONDITION.confirm are described, as\fo WR

Status

Table 114 — NLME-CHANNEL-COND, I%.c fihmy parameter

Name

Data type

Vali(r\.@ge/ /

/\ \ Description

Btatus

Unsigned8

AY
0 to 265 \
N

W

\Fges of the channel conditipn report
reguest:

0 = SUCCESS;
1 = FAILURE;

Others are reserved.

9.5.11.4

itio

reporting

The time condition information is shown in Figur¢ 67 and
Figure 6§. <\
Field device Id device )7'|eld device Routing Routing Routing
DMAP L B DLSL device DLSL device NL device DMAP
NLME-CHANNEL- \)
K ONDITNQN:
Y DLDE-
\ DATA.request Channel condition
reporting request
d packet
DLDE- commant pacie . NLME-CHANNEL-
. ACK LU
DATA.confirm DATA.ndication |~ “ONDI IOV
NLME-CHANNEL-
CONDITION.
confirm
[ [ ; [ [ [

Figure 67 — Channel condition reporting process from field device to routing device
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Routing device Routing device Routing device Gateway Gateway Gateway
DMAP NL DLSL device DLSL device NL device DMAP
NLME-CHANNEL-
CONDITION.
request DLDE-
DATA.request Channel condition
) reporting request
command packet
DLDE- —_— DLDE- NLME-CHANNEL-
DATA.confirm | ACK | b7 indication Cﬁ';'ilzgiﬁ'“'
NLME-CHANNEL-
CONDITION.
confirm
VAN
4 ] I I h

Figure 68 — Channel condition reporting process from routi

9.5.12 Failure path report services

9.5.12.1| General

path. If t
each pat
each retr
of the co

redundant path.
9.5.12.2 | NLME-PAT
NLME-PA

\TH_FAI:fR
hntics of ‘

The sem

NLME-PA
SrcAddr,
DstAddr,

4 RoutelD

Table 11p parameters for NLME-PATH_FAILURE.request.

%evice

gate

for each
cket. For
pne after
e number
is failed,
ising the

vices.

Name Data type Valid range Description
SrcAddr Unsigned16 0 to 65 535 16-bit source address of packets
DstAddr Unsigned16 0 to 65 535 16-bit destination address of packets
RoutelD Unsigned16 0 to 65 535 Route ID of failing path
9.5.12.3 NLME-PATH_FAILURE.indication

NLME-PATH_FAILURE.indication is used by the NL to report to the DMAP that the device has

successfully received a failed-path reporting request packet.

The semantics of NLME-PATH_FAILURE.indication are described as follows:

NLME-PATH_FAILURE.indication (
SrcAddr,
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RoutelD

)

Table 116 specifies the parameters for NLME-LEAVE.response.

Table 116 — NLME-PATH_FAILURE.indication parameters

Name Data type Valid range Description
SrcAddr Unsigned16 0 to 65 535 16-bit source address of packets
RoutelD Unsigned16 0 to 65 535 Route ID of failing path
9.5.12.4 NLME-PATH_FAILURE.confirm
VAN
NLME-PATH_FAILURE.confirm is used to return the results of NLME-
PATH_FAILURE.request.
The semantics of NLME-PATH_FAILURE.confirm are described as
NLME-PATH_FAILURE.confirm (
Status
)
Table 11} specifies the parameters for NLME-PATH/[ F
Table 117 — NLME-PA H_%{%E.c nl@- arameters
Name Data type »a\li}}\ranbe\ L/ Description
btatus Unsigned8 0.to2 The result of NLME-
Q PATH_FAILURE. request:
0 = SUCCESS;
1 = FAILURE ;
Others are reserved.
9.5.12.5 e pathreporting
The time path information is shown in Figure 69.
Rolting device utiw Routing Gateway Gateway Gatewgy
DMA \ NL device DLSL device DLSL device NL device DMAP
q PRTH.
FAINUR Failure path
uest DLDE- reporting
DATA.request request
command
packet NLME-PATH
DLDE- - -
. ACK DLDE-
DATA.confirm DATA.indication mtgﬁi
NLME-PATH-
FAILURE.
confirm
I ] ¢ ] ] ]

Figure 69 — Failure path reporting process

9.5.13 Network attribute getting services

9.5.13.1

NLME-INFO_GET.request

NLME-INFO_GET.request is used to remotely read the values of the attributes in the MIB.
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The semantics of NLME-INFO_GET.request are described as follows:

NLME-INFO_GET.request (

DstAddr,
AttributelD,
AttributeMemID,
FirstValueStorindex,
Count

)

Table 118 specifies the parameters for NLME-INFO_GET.request.

Table 118 — NLME-INFO_GET.request parameters

I/\
Name Data type Valid range ?éé&rip(tign
DstAddr] Unsigned16 0 to 65 535 16-bit shortﬁ\k\s\s of\@s\ﬁ@tiox\
AttributdiD Unsigneds 0 to 255 ID of atprigutdyin MIBL. “\
AttributgMemID Unsigned8 0 to 255 hich is

strdcture

[ e

that all attributes

d MIB

FirstValgeStorindex Unsigned16

0to655 \)/Th fir storage index of
atte vajues, which is used
thie

ubtutred MIB attributes

multiple
to read

Count Unsigned8

member values, which is used
the structured MIB attributes; Gg
attribute values from FirstValueS§
if Count = 0.

r
:&to 5 W of attribute values or attributes

to read
tting all
torindex

9.5.13.2 | NLME-INFQ

NLME-INFO_GET
attribute petting

The semantics of

NLME-IN

4

)

AttributelD,
AttributeMemID,
FirstValueStorindex,
Count

the DMAP of the successful rece

dication are described as follows:

rcAddr,

pt of an

Table 119 specifies the parameters for NLME-INFO_GET .indication.


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

62601 © IEC:2011(E)

- 139 -

Table 119 — NLME-INFO_GET. indication parameters

Name Data type Valid range Description
SrcAddr Unsigned16 0 to 65 535 16-bit short address of source
AttributelD Unsigned8 0 to 255 The ID of attribute in MIB
AttributeMemID Unsigned8 0 to 255 The ID of attribute member, which is
used to read the structured MIB
attributes
The value 255 means that all
attributes should be read.
FirstValueStorindex Unsigned16 0 to 65 535 The first storage index of multiple
attribute valueg. which is used to
B\Qttril utes
Count Unsigned8 0 to 255 les or
ich is
MIB
es from
= 0.
9.5.13.3| NLME-INFO_GET.response

NLME-INFO_GET.response is used to respond to N

The semantics of NLME-INFO_GET.re

NLME-INFO_GET.response (

Table 12p specifies

LME-INFO_GET.response parameters

blaQ\e \ \ DMpe Valid range Description
DstAddi Unsigned16 0 to 65 535 16-bit short address of the dejstination
N\

Status Unsigned8 0 to 255 Result of the attribute read rejquest:
0 = SUCCESS;
=—UONSUPPORTED_ATTRIBUTE;
2 to 255 = Reserved.

AttributelD Unsigned8 0 to 255 ID of attribute in MIB

AttributeMemID Unsigned8 0 to 255 ID of attribute member, which is used
to read the structured MIB attributes
The value 255 means that all
attributes should be read.

FirstValueStorIndex Unsigned16 0 to 65 535 The first storage index of multiple
attribute values, which is used to read
the structured MIB attributes

Count Unsigned8 0 to 255 Number of attribute values or
attributes member values, which is
used to read the structured MIB
attributes; all attribute values from
FirstValueStorindex if Count = 0.

AttributeValue Octetstring Value of the attribute to be read
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If the operation of getting attributes is successful, the “Status” should be “SUCCESS”; if the
MIB does not have the needed attributes, the “Status” should be
“UNSUPPORTED_ATTRIBUTE".

9.5.13.4 NLME-INFO_GET.confirm

NLME-INFO_GET.confirm is used to return the result of NLME-INFO_GET.request.

The semantics of NLME-INFO_GET.confirm are described as follows:

NLME-INFO_GET.confirm (

SrcAddr,
Status, /O
AttributelD,
AttributeMemID,
FirstValueStorindex,
Count,
AttributeValue

Table 12| specifies the parameters for NLME-INFO_GET.cow

Table 121 — NLME-INFO_GET.rffesponse para
N\ N
Name Data type V/a'fh&raﬁge ( ) N ) Description
SrcAddr Unsigned16 0 to\Q5\5\35 \ \ 16-9%t short address of the soprce
Status Unsigned8 /éto 25 \Rgsult of the attribute read refjuest:
0 = SUCCESS;
Q 1= UNSUPPORTED_ATTRIBUTE;
R Others are reserved.
Attributel]D [Unsigneds (-0t 255/ ID of attribute in MIB
AttributeMemID nsigne WS ID of attribute member, whic _is used
Q to read the structured MIB attfibutes
> The value 255 means |[that all
/\ attributes should be read.

FirstValugStorinde sign d1M 0 to 65 535 The first storage index of| multiple
attribute values, which is usefd to read
the structured MIB attributes

Count </\ @ne&é 0 to 255 Number of attribute vajues or
attributes member values, |which is

x used to read the structufed MIB
attributes; all attribute valjyes from

FirstValueStorindex if Count # 0.

Attribute\lalue ﬁr‘fnfefring Malue of the atiribute to bhe rehd

9.5.14 Network attribute setting services
9.5.14.1 NLME-INFO_SET.request

NLME-INFO_SET.request is used to remotely modify the values of attributes in the MIB.

The semantics of NLME-INFO_SET.request are described as follows:

NLME-INFO_SET.request (
DstAddr,
AttributelD,
AttributeMemID,
FirstValueStorindex,
Count,
AttributeValue
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Table 122 specifies the parameters for NLME-INFO_SET.request.

Table 122 — NLME-INFO_SET.request parameters

Name Data type Valid range Description
DstAddr Unsigned16 0 to 65 535 16-bit short address of the destination
AttributelD Unsigned8 0 to 255 ID of attribute in MIB
AttributeMemID Unsigned8 0 to 255 The ID of attribute member, which is
used to write the structured MIB
attributes

The value 255 means that all
attributes shoulcu)_e\written

FirstValyeStorIndex Unsigned16 0 to 65 535 The first sto /ge |ndé\§; multiple
hyNs
attri

attribute vafues, ic used to
write the/s\ ctured M utes

Count Unsigned8 0 to 255 ttribute \Q%s or

i s, Mihich is

readgtheN strustufed MIB

L 2
Attribute}alue Octetstring VMf Mribu to be wfitten
N

9.5.14.2 | NLME-INFO_SET.indication

NLME-INJFO_SET.indication is used to inform
attribute petting request command pa

successful rece|pt of an

The sem

NLME-IN

Table 12

LME-INFO_SET.indication parameters

/N}m\e\ \ /bata type Valid range Description
SrcAddr Unsigned16 0 to 65 535 16-bit short address of the sofirce
AttributelD Unsigned8 0 to 255 ID of attribute in MIB
AttributeMemID Unsigned8 0 to 255 ID of attribute member, which is used

to write the structured MIB attributes
The value 255 means that all
attributes should be written.

FirstValueStorIndex Unsigned16 0 to 65 535 The first storage index of multiple
attribute values, which is used to write
the structured MIB attributes

Count Unsigned8 0 to 255 Number of attribute values or
attributes member values, which is
used to read the structured MIB
attributes

AttributeValue Octetstring Value of the attribute to be written

9.5.14.3 NLME-INFO_SET.response

NLME-INFO_SET.response is used to respond to NLME-INFO_SET.indication.
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The semantics of NLME-INFO_SET.response are described as follows:

NLME-INFO_SET.response (
DstAddr,
Status,
AttributelD,
AttributeMemID,
FirstValueStorindex,

62601 © IEC:2011(E)

Count
)
Table 124 specifies the parameters for NLME-INFO_SET.response.
Table 124 — AN
Name Data type Valid range QQesc@({l
DstAddr Unsigned16 0 to 65 535 16-bit srh\t a\k\rs§s a\\ )}mtion
Status Unsigned8 0 to 255 request:
UTE;
}7 /che are réserved.
AttributeMemID Unsigned8 to 2 ID) of_atiibute member, whichlis used
wirité the structured MIB attfibutes
> The/value 255 means that all
attributes should be written.
FirstValupStorindex Unsigned16 0t 53 \> The first storage index of mulfiple
attribute values, which is used to write
(\ /-\ . the structured MIB attributes
AttributeYalue ) Value of the attribute to be wrltten

If the opération ofxsetti
MIB  dpes .@
“UNSUPPORTEDM\

specified|attribute

rwise,
e “INVALID_PARAMETER”.

9.5.14.4
NLME-I

The sem

NLME-INFOvSET.confirm (

i ccessful, the “Status” should be “SUCCESS”; if the
e attributes, the “Status” shopld be

if the set attributes do not conform to the

SrcAddr,

Status,

AttributelD,
AttributeMemID,
FirstValueStorindex,
Count

)
Table 125 specifies the parameters for NLME-INFO_SET.confirm.


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

62601 © IEC:2011(E)

— 143 -

Table 125 — NLME-SET.confirm parameters

Name Data type Valid range Description

SrcAddr Unsigned16 0 to 65 535 16-bit short address of the source

Status Unsigned8 0 to 255 Result of the attribute setting request:
0 = SUCCESS;
1 = FAILURE;
Others are reserved.

AttributeMemID Unsigned8 0 to 255 ID of attribute member, which is used
to write the structured MIB attributes
The value 255 means that all
attributes should ritten.

FirstValupStorindex Unsigned16 0 to 65 535 The first stor index of\pulfiple
attribute valdes, w ICh s 'used to write
the structdr tributes

AttributeYalue Octetstring Valty\f\k\e e}n\hke t\q\«{ptén

9.6 Network layer packet formats \ \)

9.6.1

The NL placket format is shown in Figure 70.

Common packet format

N\ Q A,
Netwthea}g’?& > <\> Y\> Network layer payload

Control
field

Routing field
Fragment Payload

Desttination

Time-stamp sequence

number length

Source
address

equenge W
mber fragment

RoutelD

address

Octet:1

2 2

> 0A 0A 1
N

The contfol field

mmon packet format

Length

1 1 1 3

Subfle/l’th{\e\ \\ﬁeck\e\t type”

Fragment flag P/S flag Authentication flag Ré¢served

W following subfields:

vhich includes:

engthi—the—valte rdicates—a—data—packet, 1
|nd|cates an aggregatlon packet 2 |nd|cates a command packet and others are
reserved;
Fragment flag: this subfield has 1-bit length and is used to indicate whether this
packet is a fragment packet; the valud 0 indicates no fragment and 1 indicates
fragment;

P/S flag: this subfield has 1-bit length, which is used to indicate whether the data in
this packet is P/S type; the valud 0 indicates non P/S type and 1 indicates P/S type;

Authentication flag: this subfield has 1-bit length; the valud 0 indicates that the
network does not need authentication and 1 indicates that the network needs
authentication;

Reserved: this subfield has 3-bit length and is used for extension.

b) Routing field, which includes:

Destination address: final destination address of a packet (16 bits);

Ntwork layer payload

Variable length
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9.6.2 Data packet format

The data|packet format is shown in Figure 71.
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- Source address: the address from which a packet originates (16 bits);

- RoutelD: unique identifier of the path (16 bits);

Timestamp: this subfield has 4-octet length and is labeled in microseconds;
Priority: this subfield has 1-octet length and indicates the priority of a packet;

Sequence number: this subfield has 1-octet length and indicates the sequence number of
the NL packet;

Number of fragment: this subfield has 0- or 1-octet length; it is used to indicate the
number of fragments; if the packet is a fragment packet, this subfield has 1-octet length
and its value is valid; otherwise, this subfield is 0-octet long.

Fragment sequence number: the fragment sequence number subfielcps\used to indicate
nnnnnnnnn f tha franmnantatinns ~onleAt f _thao nacleat is 2 fraoe entation

th racmant P
e tragmentsequence—ofthe—fragmentation—packet—H—the—paeke u§<

packlet, this field has 1-octet length and is valid; otherwise, this fiel

Paylpad length: this field has 1-octet length and is used to indicate the\le the NL
payload;

Network layer payload: this field has variable length and isSuse il ata.

Network layeg header /(\\// /\ \ Network layer payload

field

\&y
Routing field Fragment
Control Timestamp | Priagity ﬁ‘<"°e umbenof| Joedionce | PYI93d | Network layer payload

umkber: gment length

Destination| Source
addfess | address

RoutelD number

Octet:1 2 2 4

\ 1 M 0/1 1 Variable]length

NOTE Th

Wer header = 0, which indicates a data pagket.

The defin subf same as those in Figure 70 and Table 126.
9.6.3
The aggre 5 In this Figure, the value of packet type in confrol field of
Network Ie( which indicates an aggregation packet
Figure 73.
Netwo'k Fyer Neot k laver navliocad
header A
The first aggregated data The n'" aggregated data
Network layer Aggregated
head b
cader number Source Data length1 Data1 Source Data length Data n
address 1 address n n
Octet:14/16 1 2 1 Variable length 2 1 Variable length

NOTE In this Figure, the value of packet type in control field of Network layter header = 1, which indicates an
aggregation packet

Figure 72 — Aggregated packet format

The aggregated packet has the following fields or subfields:

a)

Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;
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b) Aggregated number: this subfield is used to record the number of packets that are
aggregated;

c) First aggregated data: this subfield is used to fill in the first aggregated data, which
includes:

- Source address 1: this field has 2—octet length and indicates the 16-bit address of
the first aggregated data;

- Data length 1: this field has 1-octet length, which is used to fill in the length of the
first aggregated data;

- Data 1: this field has variable length and is used to fill in the first aggregated data.

d) n" aggregated data: this subfield is used to fill in the n" aggregated data, which is the
same_as the first aggregated data. N\

9.6.4 Command packet format
9.6.4.1 Common format of command packet

The NL ¢gommand packets encapsulate the NL commands to accomplishyso anagement
functions| The format of the command packet is shown in kig 3.\
N

Network layer header / \ Network laypr payload

Routing field bér { Fragment Command | [Command
Control . .. [Sequenc Payload
Timestamp | Pxiqrity of sequence|> packet packet
er length

field Desthation Source RoutelD <>frag ent\n 7{V identifier payload

m
adgiress | address

\/ Variable

\% on 1 1 length

Octet:1 2 2 2 4 }
Mer = 2, which indicates a commar|d packe.

1
NOTE The value of packet type jn control field\of Network.lay

The data
a) Netw ' inition of the network layer header is the same as in
Figu

b) The fietd-includes the following subfields:

- i ifier: this subfield has 1-octet length and is used tq indicate

- payload: this subfield has variable length and is used to ffill in the
payload. of the NL command packet.

The NL command packets are listed in Table 127



https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

— 146 -

62601 © IEC:2011(E)

Table 127 — Network layer command packet

Com_man(_i _packet command User
identifier
0 Joining request Routing device
1 Joining response Gateway device
2 Communication status report request Routing device
3 Leaving request Routing device/ Gateway device
4 Leaving response Gateway device/ Routing device
5 Cluster member report request Routing device
& P — Sateway-device——
7 Neighbor information report request Routing device/\< N (‘\
8 Route adding request Gateway dev< \ \\
9 Route adding response Routing dewi \
10 Route update request Gat}«w\y\{ewc\ \
11 Route update response Ro \ >
12 Route deleting request Ga\@MICG \
13 Route deleting response . ( {R?uthg VI
14 Link adding request A X\/ #at{vﬁy de\V'ye/ Routing device
15 Link adding response\ \ \ }‘Quti\n'é dF/{ce / Field device
16 Link update request A GaMdevice/ Routing device
17 Link update response ( N }yuting device / Field device
18 Link reélre/ekg re(}ues{\\ \ \ \ Gateway device/ Routing device
19 L|n §~a\se\agponse\ V Routing device / Field device
P0 Su,pe e\@dmé\ ~— Gateway device/ Routing device
21 (& \?rframe%d}m\g r\q}s\) Routing device / Field device
D2 ﬁﬁbi}f(a(qe ulidate’ quét Gateway device/ Routing device
03 ’\é&eerf me ypdate %}sponse Routing device / Field device
P4 S\\péﬁ&lmkqelése/request Gateway device/ Routing device
D5 & \S\up rfra}i\g r@ease response Routing device / Field device
{6 D;vice\:ondition report request Field device/Routing device
P7 \ &Wcondition report request Field device/Routing device
P8 Fﬁ\aﬂure path report request Routing device
P9 Attribute getting request Gateway device/ Routing device
30 Attribute getting response Routing device / Field device
31 Attribute setting request Gateway device/ Routing device
32 Attribute setting response Routing device / Field device
33 to 255 Reserved Reserved

The execution results of command are shown in Table 128.
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Table 128 — Execution results of commands

Command implementing result Identifier Description
SUCCESS 0 Command execution succeeds
FAILURE 1 Command execution fails

9.6.4.2 Joining request and response

The joining request packet is used by a routing device to forward the joining request. The

format of the joining request packet is shown in Table 129.

Table 129 — Format of joining request packet T~

[
Length in|octet(s) 14/16 1 8 /\é4\\

~

Field name Network layer | Command ID = | Physical Securi

header 0 address of the aterial
new device /K

Vig

e\fype

The joining request packet has the following fields:

a) Network layer header: the definition of the ne
Figure 70 and Table 126;

b) Command ID: this field has 1-octet length and t

c) Phydical address of the new de
address of the device that is joining

d) Secdrity material: this field has 0/ or 4-oc
header is 0, the Security material is 0-
11 fdr the detailed info

e) Devige type: this field ) is used to indicate the type of tH
» device, 1 indicates a routing q

devi¢e. The value

ader 1

the same as in

physical

n the NL
e Clause

e joining
evice, 2

indicptes a field s a handheld device; otherwise, this field is

resefved.
The joinihg response G s&d to return the joining request result. The format of the
joining rgsponse ¢ able 130.

>— Format of joining response packet
.4
Length in bc@t 14/1 1 1 8 2
Network layer | Command ID = | Execution result | Physical Shor{ address
Field name eader 1 address of the | of [the new
new device devige

The joining response packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in

Figure 70 and Table 126;
b) Command ID: this field has 1-octet length and the value of it is 1;

c) Execution result: this field has 1-octet length. The value 0 indicates that the joining
process is “SUCCESS”; otherwise, 1 indicates that the joining process is “FAILURE” (see

Table 128);

d) Physical address of the new device: this field is used to indicate the 64-bit physical

address of the device that is joining the network;

e) Short address of the new device: this field has 2-octet length. If the value of the
Execution result field is 0, this field is valid and the value is the newly allocated 16-bit

short address for the joining device; otherwise, this field is invalid.
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The communication status report request packet is used by a routing device to forward the
communication status report request. The format of the communication status report request
packet is shown in Table 131.

Table 131 — Format of communication status report request packet

Length in octet(s) 14/16 1 8 1 1
Network layer | Command ID = | Physical Device type Status
Field name header 2 address of the
new device

The comfunication status report request packet has the following fields;

a) Network layer header:

Figufe 70 and Table 126;
b) Command ID: this field has 1-octet length and the value of

the definition of the network layer hg

c) Phydical address of the new device: this field is uséd
address of the device that has just joined the network;

d) Devipe type: this field has 1-octet length and is sed toN
devige. The value 0 indicates the gateway
indicates a field device, and 3 indicates

resefved;

e) Statys: this field has 1-octet leng

process; the value 0 indicates tha
the jpining process fails.

9.6.4.4

The leav
gateway
The form

e as in

physical

ly joined
evice, 2
field is

idates that

from the
network.

Leng}ﬁ\m\o\ct\et}‘s\)\\

14/16 1

1

Fi\e{d n\a\h& \

Mrk layer header Command ID = 3

Leaving reason

[q
The leavi réﬁgswms the following fields:

a) Network\lay
Figuren0 and Table 126;

header:

b) Command ID: this field has 1-octet length and the value of it is 3;

the definition of the network layer header is the savre as in

c) Leaving reason: this field is 1 octet, the valid value of which is shown in Table 133.

Table 133 — Value of leaving reason

Value Description
0 Active leaving of routing device
1 Gateway device requests routing device to leave
2 to 255 Reserved

The leaving response packet is used to return the execution results. The format of the leaving
response packet is shown in Table 134.
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Table 134 — Format of leaving response packet

Length in octet(s) 14/16 1

1

Field name Network layer header Command ID = 4

Execution result

The leaving response packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

b) Command ID: this field has 1-octet length and the value of it is 4;

c) Execution result: this field has 1-octet length and indicates the result of the departure
process. If the departure process is successful, the value of this field is8; otherwise, the
valu¢ of this field is 1 (see Table 128).

9.6.4.5 Cluster member report request and response

The clusfer member report request packet is used by routing d t clustef member
informatipn to the gateway device. The format of the cluster membe t request [packet is
described in Table 135.
Table 135 — Format of cluster mem?((r—wep\or\Q uestpacket
Length|in octet(s) 14/16 1 \/ 2
ANGANEN
Field name Network layer C nd ID\= 5 Clt}stér member | Cluster member
header odification flag address

The clusfer member report request packet has t llowing fields:

a) Netw e nstwork layer header is the same as in
Figufe 70 and Table

b) Command ID: thisfi the value of it is 5;

c) Cluster me d has 1-octet length and indicates thg kinds of
modification; dding action, and 1 indicates the deleting action;
othe

d) Clus s field has 2-octet length and indicates the 16-bit afidress of
the n

The clus egponse packet is used to return the execution results of the

cluster est command. The format of the cluster member report fesponse

packet is e 136.

Table~M36 — Format of cluster member report response packet

Length in octet(s) 14/16 1

1

Field name

Network layer header Command ID = 6

Execution result

The cluster member report response packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

b) Command ID: this field has 1-octet length and the value of it is 6;

c) Execution result: this field has 1-octet length and indicates the result of the cluster

member report process. If the report process is successful, the value of this field is 0;

otherwise, the value of this field is 1 (see Table 128).
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9.6.4.6 Neighbor information report request

The neighbor information report request packet is used by routing devices to report its one-
hop neighbor information to the NM. The format of the neighbor information report request
packet is described in Table 137.

Table 137 — Format of neighbor information report request packet

Length in octet(s) 14/16 1 1 Variable length
. Network layer Command ID =7 Number of | Items of neighbor
Field name )
header neighbors table

The neighbor information report request packet has the following fields: >~

a) Network layer header: the definition of the network layer header®i rLe as in
Figufe 70 andTable 126;

b) Com[:nand ID: this field has 1-octet length and the value of ijA

c¢) Numper of neighbors: this field has 1-octet length and ind t reported
neighbors;
d) Items of neighbor table: this field has variable leng ture ngighbor tpble item

is shpwn in Table 14.
9.6.4.7 Route adding request and responsé

The routp adding request packet is ‘genexate d is sent to the degstination
routing device for adding a new routing re

The form TGN trated in Table 138.

Lenpth in oc?e’ﬂs\) 1 9
Field nam\e\/ Command ID = 8 A record of routing| table
The rout¢ adding ré ¢ket has the following fields:
a) Netw J the_definition of the network layer header is the same as in
Figu $
b) Co Xhis fi has 1-octet length and the value of it is 8;

c) Aregor le: this field has 9-octet length; the detailed information is|shown in

Table

The routeaddingresponse packetisusedtoreturmtheexecutiomresuttsof thetoute adding
request command.

The format of the route adding response packet is illustrated in Table 139.

Table 139 — Format of route adding response packet

Length in octet(s) 14/16 1 1

Field name Network layer header Command ID =9 Execution result

The route adding response packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

b) Command ID: this field has 1-octet length and the value of it is 9;
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c) Execution result: this field has 1-octet length and indicates the results of the route adding
response process. If the response process is successful, the value of this field is 0;
otherwise, the value of this field is 1 (see Table 128).

9.6.4.8 Route update request and response

The route update request packet is generated by the NM, and is sent to the destination
routing device for modifying a routing table record in its routing table.

The format of the route update request packet is illustrated in Table 140.

Table 140 — Format of route update request packet
JAERN

Lellgth in octet(s) 14/16 1

9
Field name Network layer header Command ID = 10 /ﬂ(\\ésgrd o\f\ngth

The rout¢ update request packet has the following fields:

a) Network layer header: the definition of the network the”same as in

Figure 70 and Table 126;
b) Compmand ID: this field has 1-octet length and th

c) A reg¢ord of routing table: this field has 9-octet length; etai j shown in
Table 14.

The rout¢ update response packet is e update

request dJommand.

The formpt of the route update response p%is Nu
roe
Length)xﬁaﬁte%’(f)
FieIMBg‘\ \I\}e\twc}ﬁ\la%header Command ID = 11 Execution result
T

The routg update re acket has the following fields:

1 1

a) Netw L the_definition of the network layer header is the same as in

Figu §
b) Co
c) Exeg field has 1-octet length and indicates the result of the roufe update

resppnse._pr . If the response process is successful, the value of this fleld is 0;
othefwiseg, the value of this field is 1 (see Table 128).

9.6.4.9 Route deleting request and response

The route deleting request packet is generated by the NM, and is sent to the destination
routing device for deleting a routing record from its routing table.

The format of the route deleting request packet is illustrated as Table 142.

Table 142 — Format of route deleting request packet

Length in octet(s) 14/16 1 2

Field name Network layer header Command ID =12 Route ID

The route update request packet has the following fields:


https://iecnorm.com/api/?name=a3e447db1b8b7c3deaa967f53a9e0b9a

- 152 - 62601 © IEC:2011(E)

Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

Command ID: this field has 1-octet length and the value of it is 12;
Route ID: this field has 2-octet length and indicates the identifier of the deleted route.

The route deleting response packet is used to return the execution result of the Route
deleting request command.

The format of the route deleting response packet is illustrated as Table 143.

Table 143 — Format of route deleting response packet

JAERN
Length in octet(s) 14/16 1 A 1
Field name Network layer header Command ID = 13 /\E\\ecutl\\n}e{ult

The rout¢ update response packet has the following fields:

a) Network layer header: the definition of the network hea the”same as in
Figufe 70 and Table 126;

b) Command ID: this field has 1-octet length and th isA13;

c) Exedution result: this field has 1-octet length and indi¢atesthe r t of the routq deleting
resppnse process. he value of this fleld is 0;
othefwise, the value of this field ig

9.6.4.10

The link gdding request packet is used ¢ ink(s) to|a routing

device, a i d device.

After recElvmg this comma SVi i i record to

its link ta

The formht of th a

Length in
octel(s) 15\\ 1 2 12 12

Field{a twork Command ID | Number of | Link table LinK table
ta eade =14 links item 1 item N

The link addﬁve:q\u%t packet has the following fields:

Network” layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

Command ID: this field has 1-octet length and the value of it is 14;
Number of links: this field has 2-octet length and indicates the number of added links;

Link table item 1 to N (Number of links): each of these link table items has 12-octet length,
which indicates the detailed information of the added link. The structure of the link table
item is shown in Table 16.

The link adding response packet is used to return the execution results of link adding. The
format of the link adding response packet is shown in Table 145.

Table 145 — Format of link adding response packet

Length in octet(s) 14/16 1 1

Field name Network layer header Command ID = 15 Execution result
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The link adding response packet has the following fields:

Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

Command ID: this field has 1-octet length and the value of it is 15;

Execution result: this field has 1-octet length and indicates the result of the link adding
response process. If the response process is successful, the value of this field is O;
otherwise, the value of this field is 1 (see Table 128).

9.6.4.11 Link update request and response

The link update request packet is used by the NM to update one or more existing link(s) a
routing device, and is also used by the routing device to update one or mafe éxjsting link(s) to

a field dgvice. After receiving this command packet, the routing device
update alrecord in its link table.

The formpt of the link update request packet is shown in Table

vige should

Table 146 — Format of link update r@a\é&

Length in 1416 1 2 3 12

octef(s) m

The link fupdate
format of|the ki

Field name Network Command ID | Number B{/ tat}e\ LinK table
layer header /\ i |e item N

Network layer header:
Figufe 70 and Table 1

Com[:xand ID: this field
Numper of links: t

Link Jtable it 1
length, whic

link ble item’

12-octet
re of the

ate. The

N3
Lew o&gt(s) 14/16 1 1

Field Me Network layer header | Command ID = 17 Execution result

The route update response packet has the following fields:

Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

Command ID: this field has 1-octet length and the value of it is 17;

Execution result: this field has 1-octet length and indicates the result of the link update
response process. If the response process is successful, the value of this field is 0;
otherwise, the value of this field is 1 (see Table 128).

9.6.4.12 Link release request and response

The link release request packet is used by the NM to release one or more existing link(s) to a
routing device, and is also used by the routing device to release one or more existing link(s)
to a field device. After receiving this command packet, the routing device or field device
should release a record in its link table.
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The format of the link release request packet is shown in Table 148.

Table 148 — Format of link release request packet
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Length in
octet(s) 14/16 1 1 2 2
. Network Command ID | Number of | Link ID 1 Link ID N
Field name - .
layer header =18 links

The link release request packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126; S~
b) Com[wand ID: this field has 1-octet length and the value of it is 18; \ad
c) Numpe ease(d links;
d) Link|ID 1 to N (N = Number of links): each Link ID has2-octet ':>tes the
idenfifiers of the released links.
The link release response packet is used to return the exéc ase. The
format of|the link release response packet is shown in T
(\ P\
Length in octet(s) 1@6 (\ 8 ( 1 U ‘\/ 1
Field name Network Iay&{eaﬁh{ Co manw Execution result
The link i
a) Network layer headef: e nefwork layer header is the same as in
Figufe 70 and Table 1
b) Command ID: thisffi
c) Exedution r@ release
resppnse pr 5 esponseNprocess is successful, the value of this fleld is O;
othefwise, the y&
9.6.4.13
The sup > me to a
routing used by the routing device to add a new superframe Io a field
device. A command packet, the routing device or field device shollld add a
record in|i
The formetiof-the enpnrfrnmn ndding request pnhknf isshown in Table 150

Table 150 — Format of superframe adding request packet

Length in octet(s) 14/16 1

12

Field name Network layer header Command ID = 20

Superframe table item

The superframe adding request packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

b) Command ID: this field has 1-octet length and the value of it is 20;

c) Superframe table item: this field has 12-octet length and indicates the detailed

information of the added superframe (see Table 15).
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The superframe adding response packet is used to return the execution results of superframe
adding. The format of the superframe adding response packet is shown in Table 151.

Table 151 — Format of superframe adding response packet

Length in octet(s) 14/16 1

1

Field name Network layer header | Command ID = 21 Execution result

The superframe adding response packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in

Figure 70 and Table 126;
b) Com Tsfi

c) Exedqution result: this field has 1-octet length and indicates the
adding response process. If the response process is successfu
0; otherwise, the value of this field is 1 (see Table 128).

9.6.4.14 | Superframe update request and response
The supdrframe update request packet is used by the
a routing|device, and is also used by the routing devjce to u

field dev|ce. After receiving this command packet, (the routing
update alrecord in its superframe table.

The formpt of the superframe update r

rframe to
ame to a
e should

-

bngth in octet(s) 14/1

IN

Field name / Network laye hea\e\r \/éommand ID =22 Superframe table i

em

pagke }s\ty%following fields:

The supe

a) Netw

ioh of the network layer header is the same as in

Figu

b) Com : this\field-has 1-octet length and the value of it is 22;

c) Sups : is field has 12-octet length and indicates the| detailed
info( ted superframe (see Table 15).

The supe tupdate response packet is used to return the execution results of superframe

update. T ofthe superframe update response packet is shown in Table 153

Table 153 — Format of superframe update response packet

Length in octet(s) 14/16 1

1

Field name Network layer header Command ID = 23

Execution result

The superframe update response packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in

Figure 70 and Table 126;

b) Command ID: this field has 1-octet length and the value of it is 23;

c) Execution result: this field has 1-octet length and indicates the result of the superframe
update response process. If the response process is successful, the value of this field is

0; otherwise, the value of this field is 1 (see Table 128).
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9.6.4.15 Superframe release request and response

The superframe release request command frame is used by the NM to release an existing

superframe to a routing device, and is also used by the routing device to rel

ease an existing

superframe to a field device. After receiving this command packet, the routing device or field

device should release a record in its superframe table.
The format of the superframe release request packet is shown in Table 154.

Table 154 — Format of superframe release request packet

Length in octet(s) 14/16 1

2

Field name Network layer header Command ID = 24 /Q(Jperfrar?}e\lD

The supdrframe release request packet has the following fields:

a) Network layer header: the definition of the network laye
Figufe 70 and Table 126;

b) Command ID: this field has 1-octet length and the valug ofN
c) Supegrframe ID: this field has 2-octet length and indica ifier0
to bg the released (see Table 15).

The supdrframe release response packet is used to\retlry xesuytion resu

release. The format of the superfram is.shown in Table 15%.

thexsaie as in

f the superframe

Length in octet(s)

1

result

%
Field name NeMrk Iaye}k\éad\er Co‘Tm{and ID = 25 Execution
N
Dh

The supdrframe releas thefollowing fields:

a) Network Ia@
Figufe 70 and

b) Command ID/ thi length and the value of it is 25;

c) Exequti : thi d\has 1-octet length and indicates the result o
reled F the response process is successful, the val
0; 02 is field is 1 (see Table 128).

9.6.4.16 i ition report request

The devicecondition’ report request packet is used to report the condition
)

f the superframe
ue of thjis field is

s of thg devices

Th £ $ f i A H P~ + $ 3 A bad i Tk
remotely “Fheformatof-the-device-conditionreportrequestpacketisdeseribedin—table 156.

Table 156 — Format of device condition report request packet

Length in .
octet(s) 14/16 1 1 Variable length
Network layer | Command ID = 26 Number of devices Items of device
Field name header condition
information

The device condition report request packet has the following fields:

a) Network layer header: the definition of the network layer header is
Figure 70 and Table 126;

b) Command ID: this field has 1-octet length and the value of it is 26;

the same as in

c) Number of devices: this field has 1-octet length and indicates the number of reported

devices.
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d) Items of device condition information: the detailed format of the device condition
information field is described in Table 157. This field has NX 11 octet length, where N =
Number of devices.

Table 157 — Format of device condition information
Length in
octet(s) 2 2 2 2 1 2
Device short | Number of | Number of | Number of | Battery level Restart count
address packets packets packets with of device
Field name transmitted terminated in | MAC MIC after last
after last | this device | failure after report
report after last | last report
report

The devige condition information field includes the following subfields

a) Devipe short address: this subfield has 2-octet length and indicat i}ress of
the reported device;

b) Numper of packets transmitted after last report: this.su ngth and
indicptes the number of transmitted packets since the jevice;

c) Numper of packets terminated in this device afte s 2-octet
length and indicates the number of received pa reported
devige;

d) Numr)er of packets with MAC MIC et length
and |ndicates the number of packe

e) Battgry level: this subfield has 1-octeklength™s el;

f)  Restprt count of device after last re cates the
number of restarts singe the Ig

9.6.4.17 | Channel co

The chapnel condition s of the

communigation @ 5t packet

is descrifhed in Tabfte N

Tal@i hannel condition report request packet
L::t%tth i)“ \\\14N\/ 1 1 Variable fength
. twork er/header | Command ID =27 Number of channels Items of | channel
Field n‘k\\r%\ W quality inforrhation

The channél conWreport request packet has the following fields:

a) Network layer header: the definition of the network layer header is the same as in
Figure 70 and Table 126;

b) Command ID: this field has 1-octet length and the value of it is 27;

c) Number of channels: this field has 1-octet length and indicates the number of reported
channels;

d) Channel quality information: this field has variable length;

e) ltems of channel quality information: the detailed format of the channel quality information

is shown in Table 159. This field has Nx5 octet length, where N = Number of channels.

Table 159 — Format of channel quality information

Length in
octet(s) 1 ! 2 !
Field name Channel index Link quality Packet loss rate Number of retries
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The channel quality information field includes the following subfields:

a) Channel index: this field has 1-octet length and indicates the sequence number of
channels;

b) Link quality: this field has 1-octet length and indicates the LQI value of each channels;

c) Packet loss rate: this field has 2-octet length and indicates the packet loss rate of each
channel;

d) Number of retries: this field has 1-octet length and indicates the number of
retransmissions of each channel.

9.6.4.18 Path failure report request

The path[faiture Teport Tequest packet s used by Toutimgdevices to Teport the fajure]of a path.
The formpt of the path failure report request packet is described in Tabhte N60- d\

Table 160 — Format of path failure report req eQ&i

ength in octet(s) 14/16

1
Field name Network layer header Commané\lQ=\28\ ﬁyute ID
N

The path|failure report request packet has the following fieldss

-

a) Netw eader is the same as in
Figu

b) Com

c) Rou route.

9.6.4.19

The attribute getting r i < attributes
of its MIH i

Length in

octet(s) 1 2 1

Attribute ID Attribute First storage | Nymber  of
member 1D index of multiple | atfributes
attribute values

Field
name

The attril }ﬁﬁng st packet has the following fields:

a) Network laye ader: the definition of the network layer header is the sarre as in
Figu e 70 and Table 126:

b) Command ID: this field has 1-octet length and the value of it is 29;
c) Attribute ID: this field has 1-octet length and indicates the index of the requested attribute;

d) Attributed member ID: this field has 1-octet length and indicates the index of the
requested attribute member;

e) First storage index of multiple attribute values: this field has 2-octet length and indicates
the first storage index of multiple attribute values;

f)  Number of attributes: this field has 1-octet length and indicates either the number of
attribute values or the number of attribute member values.
9.6.4.20 Attribute getting response

The attribute getting response packet is used to respond to the attribute getting request,
which should return the values of the attributes. The format of the attribute getting response
packet is described in Table 162.
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