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FOREWORD

2020

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_com
national electrotechnical committees (IEC National Committees). The object of IEC is")to/ prf

end and in addition to other activities, IEC publishes International Standards, Technigalk.Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter reéferred to as
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National'Committee inte
in [the subject dealt with may participate in this preparatory work. International, governmental andg
gojernmental organizations liaising with the IEC also participate in this preparation, 1EC collaborates d
with the International Organization for Standardization (ISO) in accordance withe conditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as nearly as possible, an intern
cohsensus of opinion on the relevant subjects since each technical cammittee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to’ ensure that the technical content

Pyblications is accurate, IEC cannot be held responsible forthe way in which they are used or fdg
miginterpretation by any end user.

In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in their)national and regional publications. Any diver
befween any IEC Publication and the corresponding pational or regional publication shall be clearly indicg
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, aecess to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they haveithe latest edition of this publication.

Nd liability shall attach to IEC or its\directors, employees, servants or agents including individual exper
mgmbers of its technical committees and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.
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International standard IEC 62541-9 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This third edition cancels and replaces the second edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) added optional engineering units to the definition of RateOfChange alarms;
b)

—

q fulfill the IEC 62682 model, the following elements have been added:
¢| AlarmConditionType States: Suppression, Silence, OutOfService, Latched;
¢| AlarmConditionType Properties: OnDelay, OffDelay, FirstinGroup, ReAlarmTime;

o| New alarm types: DiscrepencyAlarm, DeviationAlarm, InstrumentDiagnosticAjarm,
SystemDiagnosticAlarm.

c) afded Annex that specifies how the concepts of this OPC UA part maps to IEC 62682 and
I$A 18.2;

d) aflded new ConditionClasses: Safety, HighlyManaged, Statistical, Testing, Training;

e) aflded CertificateExpiration AlarmType;

f) apded Alarm Metrics model.

The fext of this International Standard is based on the\following documents:

FDIS Report on voting
65E/709/FDIS 65E/727/RVD

Full information on the voting for the approval of this International Standard can be foupd in
the r¢port on voting indicated in the above table.

This document has been drafted_in accordance with the ISO/IEC Directives, Part 2.

Throtighout this document ‘and the other parts of the IEC 62541 series, certain document
conventions are used;

Italics are used.to®denote a defined term or definition that appears in the "Terms| and
definjtion" clause-in one of the parts of the IEC 62541 series.

Italics aré also used to denote the name of a service input or output parameter or the name of
a strtrcture or element of a structure that are usually defined in tables.

The italicized terms and names are, with a few exceptions, written in camel-case (the practice
of writing compound words or phrases in which the elements are joined without spaces, with
each element's initial letter capitalized within the compound). For example the defined term is
AddressSpace instead of Address Space. This makes it easier to understand that there is a
single definition for AddressSpace, not separate definitions for Address and Space.

A list of all parts of the IEC 62541 series, published under the general titte OPC Unified
Architecture, can be found on the IEC website.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
that | it contains colours which are considered to be useful for the{ correct
unddrstanding of its contents. Users should therefore print this document usirlg a
colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 9: Alarms and Conditions

1 Scope

This

part of IEC 62541 specifies the representation of Alarms and Conditions in the OPC

Unifi
Cond
philo
in do
in thi

2 Normative references

The

contg
cited
any g

IEC ]

IEC 62541-3, OPC unified architecture — Part 3%Address Space Model

IEC §

IEC 62541-5, OPC unified architecture:— Part 5: Information Model

IEC ¢

IEC ¢

IEC 62541-8, OPC unified architecture — Part 8: Data Access

IEC ¢

IEC ¢

bd  Architecture. Included is the Information Model representation of AIarmsl and
itions in the OPC UA address space. Other aspects of alarm systems such.as“glarm
sophy, life cycle, alarm response times, alarm types and many other details afe~capfured
cuments such as IEC 62682 and ISA 18.2. The Alarms and Conditions Infoiiiation Nodel
5 specification is designed in accordance with IEC 62682 and ISA 18.2.

following documents are referred to in the text in such a way"that some or all of|their
nt constitutes requirements of this document. For dated references, only the eﬂition
applies. For undated references, the latest edition of theteferenced document (inclgiding
mendments) applies.

'R 62541-1, OPC unified architecture — Part 1: @Qverview and concepts
2541-4, OPC unified architecture — Part 4: Services

2541-6, OPC unified architecture — Part 6: Mappings

2541-7, OPC unified ‘architecture — Part 7: Profiles

2541-11,C@PC unified architecture — Part 11: Historical Access

2682yManagement of alarms systems for the process industries

EEM

UA: 2nd Edition EEMUA 191 — Alarm System — A guide to design, management and

procurement (Appendixes 6, 7, 8, 9), available at

https

://Iwww.eemua.org/Products/Publications/Print/EEMUA-Publication-191.aspx

3 Terms, definitions, abbreviated terms and data types used

3.1

Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1,
IEC 62541-3, IEC 62541-4, and IEC 62541-5 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:
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e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1

Acknowledge
Operator action that indicates recognition of-a-rew an Alarm

2020

Note 1 to entry: This definition is copied from EEMUA. The term "Accept" is another common term used to describe

Ackno

3.1.2
Actiy
state

Note 1
the Cq

3.1.3
Adag
Alarr

Note
detect]
many

3.1.
Alar
cond

Note
are d¢g

3.1.5

wledge. They can be used interchangeably. This document uses Acknowledge.

e
for an Alarm that indicates that the situation the Alarm is representing currently_exis

to entry: Other common terms defined by EEMUA are "Standing" for an Active Alarm and\"Cleared"
ndition has returned to normal and is no longer Active.

tiveAlarm
h for which the set point or limits are changed by an algorithm

conditions in a plant and change setpoints or limits to keep alarms frem.accurring. These changes oc|
cases, without Operator interactions.

Flood
tion during which the alarm rate is greater tharn¢hé Operator can effectively manage

to entry: OPC UA does not define the conditions that would be considered alarm flooding, these con
fined in other specifications such as IEC 62682.0r43A 18.2.

AlarpnSuppressionGroup

grou

Note 1
Alarm
Alarm

Note 2
Referd

3.1.6]
Cong
Cong
used

b of Alarms that is used to suppress other Alarms

If any Alarm in the grolp,is active, then the AlarmSuppressionGroup is active. If all Alarms

.
SuppressionGroup are inactive then the AlarmSuppressionGroup is inactive

to entry: The Alarm~te\be affected references AlarmSuppressionGroups with a HasAlarmSuppression|

nceType.

itionClass
ition grouping that indicates in which domain or for what purpose a certain Condit

s

when

to entry: AdaptiveAlarms are alarms that are adjusted automatically py aftgorithms. These algorithn}js can

Cur, in

litions

to entry: An AlarmSuppressioqGroup is an instance of an AlarmGroupType that is used to suppresq other

n the

Group

on is

Note

to entry: Some top-level ConditionClasses are detined In this specification. Vendors or organisation

can derive more concrete classes or define different top-level classes.

3.1.7

ConditionBranch
specific state of a Condition

s-may

Note 1 to entry: The Server can maintain ConditionBranches for the current state as well as for previous states.

3.1.8

ConditionSource
element which a specific Condition is based upon or related to

Note 1 to entry: Typically, this will be a Variable representing a process tag (e.g. FIC101) or an Object representing
a device or subsystem.
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Note 2 to entry: In Events generated for Conditions, the SourceNode Property (inherited from the BaseEventType)
will contain the Nodeld of the ConditionSource.

3.1.9

confirm

Operator action informing the Server that a corrective action has been taken to address the
cause of the Alarm

3.1.10

disable
action configurating a system-is—configured such that the Alarm will not be generated even
though the base Alarm Condition is present

Note 1 to entry: This definition is copied from EEMUA and is further-deseribed defined in EEMUA.

Note 4 to entry: In IEC 62682, "disable" is referenced as "Out of Service".

3.1.11
LatchingAlarm
alarm that remains in alarm state after the process condition has nettrned to normal and
requires an Operator reset before the alarm returns to normal

Note 1 to entry: Latching alarms are typically discrepancy alarms, where an,dction does not occur within a specific
time. Pnce the action occurs the alarm stays active until it is reset.

3.1.12
Operlator
spec|al user who is assigned to monitor and control@ portion of a process

Note 1 to entry: "A Member of the operations team who is*assigned to monitor and control a portion of the pfocess
and is| working at the control system’s Console" as defined in EEMUA. In this document, an Operator is a gpecial
user. All descriptions that apply to general users also.apply to Operators.

3.1.13
Refré¢sh
act ¢f providing an update to an(_Event Subscription that provides all Alarms which are
cons|dered to be Retained

Note 1 to entry: This concept is further-described defined in EEMUA.

3.1.14
Retajn
Alarm in a state_that'is interesting for a Client wishing to synchronize its state of Conditions
with the Server's_state

3.1.1/5
Shelying

facilitywhere the Operafor is able to tempararily prevent an Alarm from being displayed tb the

Operator when it is causing the Operator a nuisance

Note 1 to entry: "A Shelved Alarm will be removed from the list and will not re-annunciate until un-shelved" as
defined in EEMUA.

3.1.16
Suppress
act of determining whether an Alarm should not occur

Note 1 to entry: "An Alarm is suppressed when logical criteria are applied to determine that the Alarm should not
occur, even though the base Alarm Condition (e.g. Alarm setting exceeded) is present" as defined in EEMUA. In
IEC62682 Suppressed Alarms are also described as being "Suppressed by Design", in that the system is designed
with logic to Suppress an Alarm when certain criteria exist. For example, if a process unit is taken offline then low-
level alarms are Suppressed for all equipment in the off-line unit.
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3.2 Abbreviated terms

A&E Alarm & Event (as used for OPC COM)

COM (Microsoft Windows) Component Object Model
DA data access

UA Unified Architecture

3.3 Data types used

Table 1 and Table 2 describe the data types that are used throughout this document. These
types are separated into two tables. Base data types defined in IEC 62541-3 are given in
Tabl¢ 1. The base types and data types defined in IEC 62541-4 are given in Table 2.

Table 1 — Parameter types defined in IEC 62541-3

Parameter Type

Argument

BaseDataType
Nodeld

LocalizedText

Boolean

ByteString
Double

Duration

String
Uint16
Int32
UtcTime

Table 2 — Rarameter types defined in IEC 62541-4

Parameter Type

Integerld
StatusCode

4 (Concepts

4.1 General

This document defines an Information Model for Conditions, Dialog Conditions, and Alarms
including acknowledgement capabilities. It is built upon and extends base Event handling
which is defined in IEC 62541-3, IEC 62541-4 and IEC 62541-5. This Information Model can
also be extended to support the add|t|onal needs of speC|f|c domalns —'I'—he—eleta#s—ef—whaie

Historical -Access framework (see [EC 62541-11). The detalls of which aspects of the

Information Model are supported are defined via Profiles (see IEC 62541-7 for Profile
definitions). Some systems may expose historical Events and Conditions via the standard
Historical Access framework (see IEC 62541-11 for Historical Event definitions).
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4.2

Conditions

Conditions are used to represent the state of a system or one of its components. Some
common examples are:

e a

e a

temperature exceeding a configured limit;

device needing maintenance;

e a batch process that requires a user to confirm some step in the process before
proceeding.

Each_Condition instance is of a specific ConditionType. The ConditionType and derived types

are qubtypes of the BaseEventType (see IEC 62541-3 and IEC 62541-5). This part ddfines

typeg that are common across many industries. It is expected that vendors:or
standardisation groups will define additional ConditionTypes deriving from the comimon
defined in this part. The ConditionTypes supported by a Server are exposed in the

typegq
Addr

Condition instances are specific implementations of a ConditionType. it“is up to the S

whet
provi

unique identifier to differentiate them from other instances. This‘is independent of wh

they

As

certain cases, however, previous states that still ,nged attention shall also

main

bssSpace of the Server.

her such instances are also exposed in the Server’s AddressSpace. Subclause
des additional background about Condition instances. Condition“instances shall h3

are exposed in the AddressSpace.

bther
base

erver
4.10
ve a
bther

entioned above, Conditions represent the state of a system or one of its componen

ained. ConditionBranches are introduced to deal with this requirement and distin

currgnt state and previous states. Each ConditionBranch has a Branchld that differentia

from

other branches of the same Condition instance. The ConditionBranch which repre

the durrent state of the Condition (the trunk)’has a NULL Branchld. Servers can gen

sepa

rate Event Notifications for each*branch. When the state represented k

ConditionBranch does not need further attention, a final Event Notification for this branc

have
case
optio

the Retain Property set to False® Subclause 4.4 provides more information and
5. Maintaining previous states-~and therefore—alse the support of multiple branch
hal for Servers.

Condeptually, the lifetime &f )the Condition instance is independent of its state. How

Serv

The

brs may provide access to Condition instances only while ConditionBranches exist.

Condition subtypes.defined in this document and may be further extended by vendors or
standardisation /groups. The primary states of a Condition are disabled and enabled.
Disabled state)is intended to allow Conditions to be turned off at the Server or beloy

Serv
the 4

pr (in-a device or some underlying system). The Enabled state is normally extended

s. In
be
uish
es it
bents
brate
y a
N will
use
Bs s

ever,

base Condition state model is illustrated in Figure 1. It is extended by the various

bther
The
v the
with

|ddition of substates.
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Disabled

( Enabled w

A trd
Even

Whe
resul

If Au
The

Meth
Notifi

the definition of AuditConditionEnableEventType.in5.10.2. AuditEvents are also generate

any d

4.3

Ackn
Ackn
ackn

An A
state
and

N y,

IEC

Figure 1 — Base Condition state model

nsition into the Disabled state results in a Condition Event, howéver no subseq
t Notifications are generated until the Condition returns to the Enabled state.

in Condition Events being generated by the Server.

diting is supported by a Server, the following Auditing-related action shall be perfor
Server will generate AuditEvents for Enable and({Disable operations (either throd
pd call or some Server / vendor — specific means)) rather than generating an Audith
cation for each Condition instance being enabled or disabled. For more information

ther Operator action that results in changes-to the Conditions.
Acknowledgeable Conditions
pwledgeableConditions are subtypes of the base Condition

pwledgeableConditions expose’ states to indicate whether a Condition has t
bwledged or confirmed.

ckedState and a ConfirmedState extend the EnabledState defined by the Condition
model is illustrated.in Figure 2. The enabled state is extended by adding the Acked
optionally) the ConfirmedState.

[ Disabled ]

uent

a Condition enters the Enabled state, that transition and~all subsequent transitions

med.
gh a
Event
see
d for

[ype.

The
State

T

/ Enabled
AckedState = );:.( _
( TRUE AckedState = False )

ConfirmedState o ConfirmedState
= TRUE ’l\ = False

IEC

Figure 2 — AcknowledgeableConditions state model
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Acknowledgment of the transition may come from the Client or may be due to some logic
internal to the Server. For example, acknowledgment of a related Condition may result in this
Condition becoming acknowledged, or the Condition may be set up to automatically

Ackn

owledge itself when the acknowledgeable situation disappears.

Two Acknowledge state models are supported by this document. Either of these state models
can be extended to support more complex acknowledgement situations.

The basic Acknowledge state model is illustrated in Figure 3. This model defines an
AckedState. The specific state changes that result in a change to the state depend on a
Server's_implementation. For example, in _typical Alarm models the change is limited to a

trans
howd
inact

A mo
in Fi
ackn
Cong
Ackn
Open
the t
corre

ition to the Active state or transitions within the Active state. More complex_m
ver can also allow for changes to the AckedState when the Condition transitiens
ve state.

AckedState = TRUE

Acknowledge g;k
Method Server

AckedState = False

IEC

Figure 3 — Acknowledge state model

re complex state model which adds a confirmation to the basic Acknowledge is illust
gure 4. The Confirmed Acknowledge model is typically used to differentiate bet
bwledging the presence;.©f a Condition and having done something to address
ition. For example, an Operator receiving a motor high temperature Nofification call
pwledge Method to inform the Server that the high temperature has been observed
ator then takes some action such as lowering the load on the motor in order to re

ctive action has-been taken.

" —
Acknowledged Acknowledge Method Unacknowledged

bdels
0 an

rated
veen
the
S the
The
duce

emperature. The.Operator then calls the Confirm Method to inform the Server that a

Acknowledge By Server

SGIVCI ICDtI;btb tU
Unconfirmed until
Acknowledged

/

Unconfirmed Confirm Method i Confirmed
4

A

Confirmed by Server

IEC

Figure 4 — Confirmed Acknowledge state model
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Previous states of Conditions

Some systems require that previous states of a Condition are preserved for some time. A
common use case is the acknowledgement process. In certain environments, it is required to
acknowledge both the transition into Active state and the transition into an inactive state.
Systems with strict safety rules sometimes require that every transition into Active state has
to be acknowledged. In situations where state changes occur in short succession there can be
multiple unacknowledged states and the Server has to maintain ConditionBranches for all
previous unacknowledged states. These branches will be deleted after they have been
acknowledged or if they reached their final state.

replaly capability since the Server is not required to maintain an/Event history.

{s of

f the
that

tate,
heral

Clients request a Refresh by calling the ConditionReffesh Method. The Server will resjpond
with |a—RefreshStartEvent RefreshStartEventType ~Event. This Event is followed by the
Retajned Conditions. The Server may also send new-Event Notifications interspersed with the
Refrgsh related Event Notifications. After the  Server is done with the Refresh, a
RefreshEndEvent is issued marking the completion of the Refresh. Clients shall chedk for
multiple Event Notifications for a ConditionBranch to avoid overwriting a new state deliyered
together with an older state from the Refresh process. If a ConditionBranch exists, thep the
currgnt Condition shall be reported. Thi§’is True even if the only interesting item regarding the
Condition is that ConditionBranches™exist. This allows a Client to accurately represent the

currgnt Condition state.

A Client that wishes to display the current status of Alarms and Conditions (known |as a
"current Alarm display") would use the following logic to process Refresh Event Notifications.
The [Client flags all Retained Conditions as suspect on reception of the Event of the
RefrgshStartEvent RefreshStartEventType. The Client adds any new Events that are recgived
durinlg the Refresh without flagging them as suspect. The Client also removes the suspect flag
from|any Retained Conditions that are returned as part of the Refresh. When the Client
receives a RefréshEndEvent, the Client removes any remaining suspect Events, since th¢y no

longegr apply-

The folléowing items should be noted with regard to ConditionRefresh:

As described in 4.4 some systems require that previous states of a Condition are
preserved for some time. Some Servers — in particular if they require acknowledgement of
previous states — will maintain separate ConditionBranches for prior states that still need
attention.

ConditionRefresh shall issue Event Notifications for all interesting states (current and
previous) of a Condition instance and Clients can therefore receive more than one Event
for a Condition instance with different Branchlds.

Under some circumstances a Server may not be capable of ensuring the Client is fully in
sync with the current state of Condition instances. For example, if the underlying system
represented by the Server is reset or communications are lost for some period of time the
Server may need to resynchronize itself with the underlying system. In these cases, the
Server shall send an Event of the RefreshRequiredEventType to advise the Client that a
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Refresh may be necessary. A Client receiving this special Event should initiate a
ConditionRefresh as noted in this subclause.

To ensure a Client is always informed, the three special EventTypes
(RefreshEndEventType, RefreshStartEventType and RefreshRequiredEventType) ignore
the Event content filtering associated with a Subscription and will always be delivered to
the Client.

ConditionRefresh applies to a Subscription. If multiple Event Notifiers are included in the

same Subscription, all Event Notifiers are refreshed.

4.6

Severity, quality, and comment

Com
will ¢

The
indic
relati

A Cd
Condg

Qual
Cong
thesgd
ques
is fro

appli
4.7

Dialg
when
Serv
for in
insp§
the S

4.8

Alarn
state
modé

ment, severity and quality are important elements of Conditions and any change.to them
ause Event Notifications.

Severity of a Condition is inherited from the base Event model defined in IEC 62541-5. It
btes the urgency of the Condition and is also commonly called "priority”, especially in
pn to Alarms in the-ProcessConditionClass ProcessConditionClassType:

mment is a user generated string that is to be associated with a certain state|of a
ition.

ty refers to the quality of the data value(s) upon which.this Condition is based. Sifce a
ition is usually based on one or more Variables, thé. Condition inherits the quallty of

Variables. E.g., if the process value is "Uncertain”, the "Level Alarm" Condition is| also
ionable. If more than one variable is represented by a given condition or if the condition
m an underlining system and no direct mapping to a variable is available, it is up tp the
cation to determine what quality is displayed-as part of the condition.

Dialogs

gs are ConditionTypes used by aServer to request user input. They are typically jused
a Server has entered some state' that requires intervention by a Client. For example a
br monitoring a paper machine'indicates that a roll of paper has been wound and is ready
spection. The Server would-activate a Dialog Condition indicating to the user that an
ction is required. Once-the’inspection has taken place, the user responds by infofming
erver of an accepted orunaccepted inspection allowing the process to continue.

Alarms

1s are specializations of AcknowledgeableConditions that add the concepts of an Active
and other~states like Shelving state and Suppressed state to a Condition. The [state
| is illustrated in Figure 5. The complete model with all states is defined in 5.8.
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Disabled

Enabled
Active = TRUE R Active = False
_/ _/
< 4
[Suppressed = TRUE] Jk Suppressed = False
Shelved <+ l Unshelved ]
, N &
OutOfService=TRUE /E » OutOfServite= False
[AckedState = TRUE E AckedState = False ]

ConfirmedState ;lfConf_irmedState]
L = False

»( SilenceState =
False

Figure 5 — Alarm state machine model

IEC

An Alarm in the Active state indicates that the situation the Condition is representing curfently
exists. When an _Alarm is an inactive state it is representing a situation that has returneq to a
normial state.

reprgsenting a temperature may provide a high-level state as well as a critically high [state
(See nlln\uing f‘lanen)_

Som{ Alarm subtypes introduce substates of the Active state. For example, an Alarm

The Shelving state can be set by an Operator via OPC UA Methods. The Suppressed state is
set internally by the Server due to system specific reasons. Alarm systems typically
implement the suppress, out of service and shelve features to help keep Operators from being
overwhelmed during Alarm "storms" by limiting the number of Alarms an Operator sees on a
current Alarm display. This is accomplished by setting the SuppressedOrShelved flag on
second order dependent Alarms and/or Alarms of less severity, leading the Operator to
concentrate on the most critical issues.

The shelved, out of service and suppressed states differ from the Disabled state in that
Alarms are still fully functional and can be included in Subscription Notifications to a Client.

Alarms follow a typical timeline, which is illustrated in Figure 6. They have a number of delay
times associated with them and a number of states that they might occupy. The goal of an
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alarming system is to inform Operators about conditions in a timely manner and allow the
Operator to take some action before some consequences occur. The consequences can be
economic (product is not usable and shall be discarded), can be physical (tank overflows),
can be safety related (fire or explosion could occur) or any of a number of other possibilities.
Typically, if no action is taken related to an alarm for some period of time, the process will
cross some threshold at which point consequences will start to occur. The OPC UA Alarm
model describes these states, delays and actions.

) n Alarm M
Normal T Acknowledged Alarm Normal >
N V
Allowable Response time No Action, Process has
consequences
Consegpences
L L) L) L] L] L L] L] L] L] L] L] L] L] L] L] L] L] [ 2 L] L] L] L] L] L] L] L] \J L]

start octurring

[0]
=
©
> Process
% Responds to
8 action
e
¢ N Alarn Limit
o Ack Operator Process Alarm Deagiband
Delay Response Delay
Dela
| l—P |
. M M v
Time OffDelay

IEC

Figure 6 — Typical®Alarm Timeline example

4.9 | Multiple active states

In sgme cases, it is desirable to_further define the Active state of an Alarm by providlng a
substate machine for the Active' State. For example, a multi-state level Alarm when in the
Active state may be in one'of the following substates: LowLow, Low, High or HighHigh] The
statelmodel is illustrated«in Figure 7.
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Figure 7 — Multiple active states example

With [the multi-state Alarm model, state transitions;among the substates of Active are allpwed
withqut causing a transition out of the Active state.

To agcommodate different use cases botha (mutually) exclusive and a non-exclusive model
are sjupported.

Exclysive means that the Alarm _can only be in one substate at a time. If for example a
tempgrature exceeds the HighHigh limit the associated exclusive level Alarm will be in the
HighHigh substate and not if the High substate.

Somé Alarm systems however, allow multiple substates to exist in parallel. This is called|non-
exclysive. In the previous example where the temperature exceeds the HighHigh limit ajnon-
exclysive level Alarm will be both in the High and the HighHigh substate.

4.10| Condition instances in the AddressSpace

Because €onditions always have a state (Enab/ed or Dlsab/ed) and p033|bly many subsftates

exposes Condition mstances they usually WI|| appear in the AddressSpace as components of
the Objects that "own" them. For example, a temperature transmitter that has a built-in high
temperature Alarm would appear in the AddressSpace as an instance of some temperature
transmitter Object with a HasComponent Reference to an instance of a LimitAlarmType.

The availability of instances allows Data Access Clients to monitor the current Condition state
by subscribing to the Attribute values of Variable Nodes. The values of the nodes may not
always correspond with the value that appear in Events, they may be more recent than what
was in the Event.

While exposing Condition instances in the AddressSpace is not always possible, doing so
allows for direct interaction (read, write and Method invocation) with a specific Condition
instance. For example, if a Condition instance is not exposed, there is no way to invoke the
Enable or Disable Method for the specific Condition instance.
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4.11 Alarm and Condition auditing

The-OPC UA -Standards The IEC 62541 series includes provisions for auditing. Auditing is an
important security and tracking concept. Audit records provide the "Who", "When" and "What"
information regarding user interactions with a system. These audit records are especially
important when Alarm management is considered. Alarms are the typical instrument for
providing information to a user that something needs the user’s attention. A record of how the
user reacts to this information is required in many cases. Audit records are generated for all
Method calls that affect the state of the system, for example, an Acknowledge Method call
would generate an-AuditConditionAek AuditConditionAcknowledgeEventType Event.

The stamdardAuditEvent fypes defimedmtEC 8254 t=5—=atready mctudethefietdsTequirgd for
Condition related audit records. To allow for filtering and grouping, this document defines a
number of subtypes of the AuditEventTypes but without adding new fields to them.

This |[document describes the AuditEventType that each Method is required to,generate. For
exanjple, the Disable Method has an AlwaysGeneratesEvent Reference to| an
AudiiConditionEnableEventType. An Event of this type shall be generated for every invodation
of thg¢ Method. The audit Event describes the user interaction with theysystem, in some qases
this ipteraction may affect more than one Condition or be related to more than one state.

5 Model

5.1 General

The Alarm and Condition model extends the OPC UA“base Event model by defining various
Event Types based on the BaseEventType. All ofithe Event Types defined in this document
can be further extended to form domain or Servér-specific Alarm and Condition Types.

Instapces of Alarm and Condition Types may be optionally exposed in the AddressSpage in
ordef to allow direct access to the state@f'an Alarm or Condition.

Subcjauses 5.5 to 5.8 define the*OPC UA Alarm and Condition Types. Figure 8 informally
descfibes the hierarchy of, these Types. Subtypes of the LimitAlarmType and| the
DiscieteAlarmType are notsshown. The full AlarmConditionType hierarchy can be foupd in
Figuje-4+ 8.
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Figure 8 = ConditionType hierarchy
Anngx C specifies how the modelfdescribed in this document maps to EEMUA.

Annegx D specifies a recommended mapping between OPC Classic Alarm & Events (A&E)
servgrs and the model described in this document.

5.2 | Two-state state machines
Most| states defined in this document are simple — i.e. they are either True or False| The

Two$tateVariableType is introduced specifically for this use case. More complex states are
modelled by-using a StateMachineType defined in IEC 62541-5.

o

The m/annfn\/nrinhlnTy’nn is derived from the anfn\/nrinhlnTy’nn defined in |IEC 62541-% and
formally defined in Table 3.
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Table 3 — TwoStateVariableType definition

Attribute Value

BrowseName TwoStateVariableType

DataType LocalizedText

ValueRank -1 (-1 = Scalar)

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition |Modelling

Rule

Subtype of the StateVariableType defined in IEC 62541-5.

Note that a Reference to this subtype is not shown in the definition of the StateVariableType

HasPrpperty Variable Id Boolean Property Type Mandator]

HasPrpperty Variable TransitionTime UtcTime PropertyType Optional

HasPrpperty Variable EffectiveTransitionTime |UtcTime PropertyType Optional

HasPrpperty Variable TrueState LocalizedText PropertyType Optional

HasPrpperty Variable FalseState LocalizedText PropertyType Optional

HasTrpeSubState |StateMachine or <Stateldentifier> Defined in Clause.5:42 Optional
TwoStateVariableType

HasFglseSubState |StateMachine or <Stateldentifier> Defined in Clause 5.4.3 Optional
TwoStateVariableType

The Value Attribute of-a—TweoStateariable an instanceof TwoStateVariableType contains the
currgnt state as a human readable name. The EnabledState for example, might contaip the
nameg "Enabled" when True and "Disabled" when_False.

Id is|inherited from the StateVariableType:and overridden to reflect the required DataType
(Boolean). The value shall be the current state, i.e. either True or False.

TrangitionTime specifies the time when the current state was entered.

Effedtive TransitionTime specifiés the time when the current state or one of its substateq was
entered. If, for example, a LevelAlarm is active and — while active — switches several {imes
betwgen High and HighHigh, then the TransitionTime stays at the point in time wher¢ the
Alarm became active-whereas the EffectiveTransitionTime changes with each shift |of a
substate.

The ¢ptional Property EffectiveDisplayName from the StateVariableType is used if a stat¢ has
substates. It(contains a human readable name for the current state after taking the stgte of
any |(SubStateMachines in account. As an example, the EffectiveDisplayName of the
EnalledState could contain "Active/HighHigh" to specify that the Condition is active and has
excegded the HighHigh limit.

Other optional Properties of the StateVariableType have no defined meaning for
TwoState\lariables TwoStateVariableType.

TrueState and FalseState contain the localized string for the—TwoState\lariable
TwoStateVariableType value when its Id Property has the value True or False, respectively.
Since the two Properties provide meta-data for the Type, Servers may not allow these
Properties to be selected in the Event filter for a Monitoredltem. Clients can use the Read
Service to get the information from the specific ConditionType.

A HasTrueSubState Reference is used to indicate that the True state has substates.

A HasFalseSubState Reference is used to indicate that the False state has substates.
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5.3 ConditionVariable

Various information elements of a Condition are not considered to be states. However, a
change in their value is considered important and supposed to trigger an Event Notification.
These information elements are called ConditionVariable.

ConditionVariables are represented by a ConditionVariableType, formally defined in Table 4.

Table 4 — ConditionVariableType definition

Attribute Value
BrowsleName ConditionVariableType
DataType BaseDataType
ValuelRank -2 (-2 = Any)
IsAbstract False
Refer¢nces NodeClass |(BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseDataVariableType defined in IEC 62541-5.
HasPrpperty Variable SourceTimestamp UtcTime PropertyFype Mandatory

SourgeTimestamp indicates the time of the last change of the Value of this ConditionVargable.
It shall be the same time that would be returned from the ‘Read Service inside the DataValue
structure for the ConditionVariable Value Attribute.

This lausa defines eferenceTvnes thathara noeaded bevond-those alreadv esnacified ad nart
+HHS HSe-GeHResS~elrerehiceypestnarareneecetoeyoRGmnoSeareaay-speciHecagpalt
of 1EIC 62541-3 and |IEC B82541-5 to0 - extend TwoState state machines with substates Tlhese
ottt oL -9 Rt b4 —o0to—exte Ra—+HWootateSsStateacrHRe S WHR-—SURStateS—HReSe
PReferences will onlvy axist whan substates are agvailable For examnle if a3 TwoState mathine
~erereAceS WOy eXAISt-WhReh-SERstatesSare aVatao e+ o xampreHa+—woostateRagHhe
s in EFalcsa State then anv substates referenced from - the rue state will not he gvailahle If
I5+hR S otate ey SsustatesfFererehceaiHomme e State WihrhRot e avahaqie-—
anE ant | aenerated-while ig-the 3 a ate and-information om-the e ate ub bta i

[ he-data-thatisto-be feported thanthis datawould be reportedasaNU ALith—th
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This [Clause defings* ReferenceTypes that are needed beyond those already specified ag part
of IHC 62541-3~and IEC 62541-5. This includes extending TwoStateVariableType [state
machines with substates and the addition of Alarm grouping.

The |TwoStateVariableType References will only exist when substates are available| For
eXaer!C :f & T Qtndt N /apinhla T ina nachin s 1o 1o o Dolo~ Ofds than Ny kntates
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referenced from the True state will not be available. If an Event is generated while in the
False state and information from the True state substate is part of the data that is to be
reported than this data would be reported as a NULL. With this approach,
TwoStateVariableTypes can be extended with subordinate state machines in a similar fashion
to the StateMachineType defined in IEC 62541-5.

5.4.2 HasTrueSubState ReferenceType

The HasTrueSubState ReferenceType is a concrete ReferenceType that can be used directly.
It is a subtype of the NonHierarchicalReferences ReferenceType.

The semantics indicate that the substate (the target Node) is a subordinate state of the True
super state. If more than one state within a Condition is a substate of the same super state
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(i.e. several HasTrueSubState References exist for the same super state) they are all treated
as independent substates. The representation in the AddressSpace is specified in Table 5.

The SourceNode of the Reference shall be an instance of a TwoStateVariableType and the
TargetNode shall be either an instance of a TwoStateVariableType or an instance of a
subtype of a StateMachineType.

It is not required to provide the HasTrueSubState Reference from super state to substate, but
it is required that the substate provides the inverse Reference (IsTrueSubStateOf) to its super

state.
Table 5 — HasTrueSubState ReferenceType

Attributes Value
BrowsgName HasTrueSubState
InverseName IsTrueSubStateOf
Symmetric False
IsAbstract False
Refer¢nces NodeClass BrowseName Comment
5.4.3 HasFalseSubState ReferenceType
The [HasFalseSubState ReferenceType is a conctete ReferenceType that can be |used
directly. It is a subtype of the NonHierarchicalReferences ReferenceType.
The $emantics indicate that the substate (the target Node) is a subordinate state of the False
supef state. If more than one state withinta Condition is a substate of the same super [state
(i.e. several HasFalseSubState References exist for the same super state) they are all trIated
as infependent substates. The representation in the AddressSpace is specified in Table
The BourceNode of the Reference shall be an instance of a TwoStateVariableType angl the
TargetNode shall be eithef an instance of a TwoStateVariableType or an instance |of a
subtype of a StateMachineType.
It is hot required to™provide the HasFalseSubState Reference from super state to substate,
but if is required that the substate provides the inverse Reference (IsFalseSubStateOf) fo its
supef state.

Table 6 — HasFalseSubState ReferenceType

Aftributes Value
BrowseName HasFalseSubState
InverseName IsFalseSubStateOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
5.4.4 HasAlarmSuppressionGroup ReferenceType

The HasAlarmSuppressionGroup ReferenceType is a concrete ReferenceType that can be

used

directly. It is a subtype of the HasComponent ReferenceType.


https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

This

- 30 - IEC 62541-9:2020 RLV © IEC

ReferenceType binds an AlarmSuppressionGroup to an Alarm.

2020

The SourceNode of the Reference shall be an instance of an AlarmConditionType or subtype

and t

he TargetNode shall be an instance of an AlarmGroupType.

Table 7 — HasAlarmSuppressionGroup ReferenceType

Attributes Value
BrowseName HasAlarmSuppressionGroup
InverseName IsAlarmSuppressionGroupOf
Symmietric False
IsAbstract False
Referg¢nces NodeClass BrowseName Comment
5.4.5 AlarmGroupMember ReferenceType
The [AlarmGroupMember ReferenceType is a concrete ReferefeeType that can be |used

direcfly. It is a subtype of the Organizes Reference Type.
This ReferenceType is used to indicate the Alarm instances\that are part of an Alarm Gropp.
The PourceNode of the Reference shall be an instapge/of an AlarmGroupType or subtypg of it
and the TargetNode shall be an instance of an AlaxmConditionType or a subtype of it.
Table 8 — AlarmGroupMember ReferenceType

Attributes Value
BrowsgName AlarmGroupMember
InverseName MemberOfAlarmGroup
Symmietric False
IsAbstract False
Referg¢nces NodeClass BrowseName Comment
5.5 | Condition Model
5.5.1 General
The Lcondition—model—extend he ort—model—by—defiring—the orditionype— The

ConditionType introduces the concept of states differentiating it from the base Event model.
Unlike the BaseEventTypes, Conditions are not transient. The ConditionType is further
extended into Dialog and AcknowledgeableConditionTypes, each of which-have-their has its
own subtypes.

The Condition model is illustrated in Figure 9 and formally defined in the subsequent tables. It
is worth noting that this figure, like all figures in this document, is not intended to be complete.
Rather, the figures only illustrate information provided by the formal definitions.
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Table 9 — ConditionType definition

IEC 62541-9:2020 RLV © IEC 2020

Attribute Value
BrowseName ConditionType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRul
e
Subtype of the BaseEventType defined in IEC 62541-5
HasSubtype ObjectType DialogConditionType Defined in 5.6.2
HasSubtype ObjectType  |AcknowledgeableConditionT |Defined in 5.7.2
ype
HasPrpperty Variable ConditionClassld Nodeld PropertyType Mandatpry
HasPrpperty Variable ConditionClassName LocalizedText PropertyType Mandatpry
HasPrpperty Variable ConditionSubClassld Nodeld[] Property Type Optiong
HasPrpperty Variable ConditionSubClassName LocalizedText[] PropertyType Optiong
HasPrpperty Variable ConditionName String PropertyType Mandatpry
HasPrpperty Variable Branchld Nodeld PropertyType Mandatpry
HasPrpperty Variable Retain Boolean PropertyType Mandatpry
HasCgmponent  |Variable EnabledState LocalizedText TwoStateVariableType Mandatpry
HasCgmponent  |Variable Quality StatusCode ConditionVariableType Mandatpry
HasCgmponent  |Variable LastSeverity uUint16 ConditionVariableType Mandatpry
HasCgmponent  |Variable Comment LocalizedText ConditionVariableType Mandatpry
HasPrpperty Variable ClientUserld String PropertyType Mandatpry
HasC¢mponent Method Disable Defined in 5.5.4 Mandatpry
HasC¢mponent  (Method Enable Defined in 5.5.5 Mandatpry
HasC¢mponent  (Method AddComment Defined in 5.5.6 Mandatpry
HasCgmponent Method ConditionRefresh Defined in 5.5.7 None
HasC¢mponent Method ConditlenRefresh2 Defined in 5.5.8 None
The ConditionType inherits all Properties of the BaseEventType. Their semantic is defingd in
IEC 62541-5. SourceNode Property identifies the ConditionSource. See 5.12 for more dgtails.
If thg ConditionSource is not a Node in the AddressSpace, the Nodeld is set to NULL]| The
SourgeNode Pigperty is the Node, which the Condition is associated with, it may be the sgame
as the InputNode for an Alarm, but it may be a separate node. For example, a motor, which is
a Varliable'with a Value that is an RPM, may be the ConditionSource for Conditions which are
relat¢d«to~the motor as well as a temperature sensor associated with the motor. In the fofmer,
the IEQutNode for the High RPM Alarm is the value of the Motor RPM. while in the latgr the

InputNode of the High Alarm would be the value of the temperature sensor that is associated

with the motor.

ConditionClassld specifies in which domain this Condition is used. It is the Nodeld of the
corresponding—CenditionClassTyype subtype of BaseConditionClassType. See 5.9 for the
definition of ConditionClass and a set of ConditionClasses defined in this document. When
using this Property for filtering, Clients-have-te shall specify all individual-CenditiecnClassType
subtypes of BaseConditionClassType Nodelds. The OfType operator cannot be applied.
BaseConditionClassType is used as class whenever a Condition cannot be assigned to a
more concrete class.

ConditionClassName provides the display name of the—CenditionClassType subtype of
BaseConditionClassType.
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ConditionSubClassld specifies additional class[es] that apply to the Condition. It is the Nodeld
of the corresponding subtype of BaseConditionClassType. See 5.9.6 for the definition of
ConditionClass and a set of ConditionClasses defined in this document. When using this
Property for filtering, Clients shall specify all individual subtypes of BaseConditionClassType
Nodelds. The OfType operator cannot be applied. The Client specifies a NULL in the filter, to
return Conditions where no sub class is applied. When returning Conditions, if this optional
field is not available in a Condition, a NULL shall be returned for the field.

ConditionSubClassName provides the display name[s] of the ConditionClassType[s] listed in
the ConditionSubClassld.

e

ConﬂitionName identifies the Condition instance that the Event originated from. It can be |used
tog

her with the SourceName in a user display to distinguish between different_Condition

instahces. If a ConditionSource has only one instance of a ConditionType, and the“Servef has

no instance name, the Server shall supply the ConditionType browse name.

Branghld is NULL for all Event Notifications that relate to the current state.'of the Condition
instaphce. If Branchld is not NULL, it identifies a previous state of this Gondition instancg that

still

needs attention by an Operator. If the current ConditionBrangh>is transformed ipto a

previpus ConditionBranch then the Server needs to assign a non¢NULL Branchid. An |nitial
Event for the branch will generated with the values of the ConditionBranch and the| new
Branghld. The ConditionBranch can be updated many timess before it is no longer negded.
When the ConditionBranch no longer requires Operator input'the final Event will have Retain
set td False. The retain bit on the current Event is True,cas long as any ConditionBrarjches
require Operator input. See 4.4 for more informatién about the need for creating| and
mainfaining previous ConditionBranches and Clause-B for an example using branches| The
Branghld DataType is Nodeld although the Server iS. not required to have ConditionBrarlches
in the Address Space. The use of a Nodeld allows the Server to use simple numeric

identjfiers, strings or arrays of bytes.

Retajn when True describes a Conditions(or ConditionBranch) as being in a state that is
intergsting for a Client wishing to synchtonize its state with the Server's state. The logic to
deteqmine how this flag is set is Server specific. Typically, all Active Alarms would havg the
Retajn flag set; however, it is alsp possible for inactive Alarms to have their Retain flag get to

TRUE.

In ngrmal processing when.a Client receives an Event with the Retain flag set to Falsg, the
Client should consider-this as a ConditionBranch that is no longer of interest, in the casqg of a

"current Alarm display“-the ConditionBranch would be removed from the display.

EnalfledState indicates whether the Condition is enabled. EnabledState/Id is True if endgbled,
Falsg otherwisge. EnabledState/TransitionTime defines when the EnabledState last champged.

Recdmmended state names are described in Annex A.

A Candition's EnabledState effects the gnnnrqfinn of Event Notifications-and-as-such-rdsults
in the following specific behaviour:

When the Condition instance enters the Disabled state, the Retain Property of this
Condition shall be set to False by the Server to indicate to the Client that the Condition
instance is currently not of interest to Clients. This includes all ConditionBranches if any
branches exist.

When the Condition instance enters the enabled state, the Condition shall be evaluated
and all of its Properties updated to reflect the current values. If this evaluation causes the
Retain Property to transition to True for any ConditionBranch, then an Event Notification
shall be generated for that ConditionBranch.

The Server may choose to continue to test for a Condition instance while it is Disabled.
However, no Event Notifications will be generated while the Condition instance is disabled.
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e For any Condition that exists in the AddressSpace the Attributes and the following
Variables will continue to have valid values even in the Disabled state; Eventld, Event
Type, Source Node, Source Name, Time, and EnabledState. Other Properties may no
longer provide current valid values. All Variables that are no longer provided shall return a
status of Bad_ConditionDisabled. The Event that reports the Disabled state should report
the Properties as NULL or with a status of Bad_ConditionDisabled.

When enabled, changes to the following components shall cause a ConditionType Event
Notification:

e Quality

o Sleverity (inherited from BaseEveniType)

e (Clomment

This may not be the complete list. Subtypes may define additional Variables that'trigger kvent
Notiflcations. In general, changes to Variables of the types TwoStateVariableType or
ConditionVariable Type trigger Event Notifications.

Qualjty reveals the status of process values or other resources that this Condition instarjce is
based upon. If, for example, a process value is "Uncertain", the| ,associated "LevelAlarm"
Condition is also questionable. Values for the Quality can be,any of the OPC StatusCodes
defined in IEC 62541-8 as well as Good, Uncertain and Bad as,defined in IEC 62541-4. Tlhese
StatysCodes are similar to but slightly more generic than the déscription of data quality ip the
variopus field bus specifications. It is the responsibility of ‘the Server to map internal status
information to these codes. A Server that supports noSquality information shall return Good.
This |quality can also reflect the communication status associated with the system thaj this
valug or resource is based on and from which this“Alarm was received. For communidation
errorg to the underlying system, especially those that result in some unavailable Event flelds,
the quality shall be Bad_NoCommunication error.

Evenits are only generated for Conditionsithat have their Retain field set to True and fdr the
initia] transition of the Retain field from\Ffue to False.

Last$everity provides the previous severity of the ConditionBranch. Initially this Vafiable
contgins a zero value; it will fetdrn a value only after a severity change. The new sevelity is
supplied via the Severity Property, which is inherited from the BaseEventType.

Compent contains theé\last comment provided for a certain state (ConditionBranch). It may
have| been provided )by an AddComment Method, some other Method or in some pther
manner. The initial\value of this Variable is NULL, unless it is provided in some other mapner.
If a NMlethod preyides as an option the ability to set a Comment, then the value of this Vafgiable
is reget to NULL if an optional comment is not provided.

ClientUserld is related to the Comment field and contains the identity of the user who inserted
a B4

the n oot racan + Commant Th loaietao-obiain tha Olinptllangld 1o Aafinad 1o IO o9
MmMoOSTTC T CTTITC OOTTITICTit. + TOgTCTo 0T T T o CTIToO ST 1o GC e U = O O

The Nodeld of the Condition instance is used as Conditionld. It is not explicitly modelled as a
component of the ConditionType. However, it can be requested with the following
SimpleAttributeOperand (see Table 10) in the SelectClause of the EventFilter:
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Table 10 — SimpleAttributeOperand

Name Type Description
SimpleAttributeOperand
typeld Nodeld Nodeld of the ConditionType Node
browsePath[] QualifiedName empty
attributeld Integerld Id of the Nodeld Attribute

5.5.3 Condition and branch instances

Conditions are Objects which have a state which changes over time. Each Condition insfance

has the Conditionld as identifier which uniquely identifies it within the Server.

A Candition instance may be an Object that appears in the Server Address.Space. If this is

the cpse the Conditionld is the Nodeld for the Object.

The ptate of a Condition instance at any given time is the set values*for the Variableq that
belong to the Condition instance. If one or more Variable values change the Server genefrates

an Eyent with a unique Eventld.

If a Qlient calls Refresh the Server will report the current state of a Condition instance Ry re-

send|ng the last Event (i.e. the same Eventld and Time is sent).

A ConditionBranch is a copy of the Condition instanice state that can change independenitly of
the current Condition instance state. Each Branchrhas an identifier called a Branchld which is
uniqye among all active Branches for a Conditiofr instance. Branches are typically not v|sible
in the Address Space and this document.doés not define a standard way to make [them
visible.

The Disable Method is used to change a Condition instance to the Disabled state. Normally,
the Nodeld«ef)the object instance as the Object/d is passed to the Call Service. Howgver,
somg Servers do not expose Condition instances in the AddressSpace. Therefore, all Sefvers
shall|alfew’ Clients to call the Disable Method by specifying Conditionld as the Objectld] The

Methhdi\éannot bhe called with an Ohjr-\r‘flrl of the CnnrlifinnTypp Node

Signature

Disable () ;

Method Result Codes in Table 11 (defined in Call Service).

Table 11 — Disable result codes

Result Code

Description

Bad_ConditionAlreadyDisabled

See Table 101 for the description of this result code.
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Table 12 specifies the AddressSpace representation for the Disable Method.

Table 12 — Disable Method AddressSpace definition
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Attribute Value
BrowseName Disable
References NodeClass BrowseName DataType TypeDefinition ModellingR
ule
AlwaysGeneratesEvent ObjectType AuditConditionEnableEv |Defined in 5.10.2
entType

Enable Method

The Enable Method is used to change a Condition instancedoMhe enabled state. Normally, the

Noddld of the object instance as the Objectl/d is passed to the Call Service. However,

bome

Servers do not expose Condition instances in the Addr&ssSpace. Therefore, all Servers|shall

Clients to call the Enable Method by specifying)Gonditionld as the Objectld. The M¢thod

cannpt be called with an Objectld of the Conditionlype Node. If the Condition instance is not
expoged, then it may be difficult for a Client«to" determine the Conditionld for a disabled

Condition.

Signpture

Enable () ;

Methpd result codes in Table-438-(defined in Call Service).

Table 13 — Enable result codes

Result Code

Description

Bad_({onditionAlreadyEnabled

See Table 101 for the description of this result code.

Tablg 14 specifies the AddressSpace representation for the Enable Method.

Tablet4—EnableMethod-Add S efiniti

Attribute Value
BrowseName Enable
References NodeClass |BrowseName DataType TypeDefinition ModellingRu
le
AlwaysGeneratesEvent |ObjectType |AuditConditionEnableEventType |[Defined in 5.10.2
5.5.6 AddComment Method
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The AddComment Method is used to apply a comment to a specific state of a Condition
instance. Normally, the Nodeld of the Object instance is passed as the Object/d to the Call
Service. However, some Servers do not expose Condition instances in the AddressSpace.
Therefore, all Servers shall also allow Clients to call the AddComment Method by specifying
Conditionld as the Objectld. The Method cannot be called with an Objectld of the
ConditionType Node.

Signpture

AlddComment (
[in] ByteString EventId
[in] LocalizedText Comment

) ;

The parameters are defined in Table 15.

Table 15 - AddComment arguments

Argument Description
Eventid Eventld identifying a particular Event Notification where a state was reported for a Condiffon.
Comnijent A localized text to be applied to the Candition.

Methpd result codes in Table 16 (defined in-CGall Service).

Table 16 —-AddComment result codes

Result Code Description

Bad Methodinvalid The Methedld provided does not correspond to the Objectld provided. See IEC 62541-4 for the
- general 'description of this result code.

Bad_HventldUnknown See Table 101 for the description of this result code.
N oo EC G625 ; — i )
Bad_NodeldInvalid Used to indicate that the specified-Cendition Object/d is not valid or that the Method was falled

on the ConditionType Node.

See |IEC 62541-4 for the general description of this result code.

Comments

Comments are added to Event occurrences identified via an Eventld. Eventlds where the
related EventType is not a ConditionType (or subtype of it) and thus does not support
Comments-at-all are rejected.

A ConditionEvent — where the Comment Variable contains this text — will be sent for the
identified state. If a comment is added to a previous state (i.e. a state for which the Server
has created a branch), the Branchld and all Condition values of this branch will be reported.

Table 17 specifies the AddressSpace representation for the AddComment Method.
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Attribute Value
BrowseName AddComment
References NodeClass BrowseName DataType TypeDefinition |ModellingRule
HasProperty Variable InputArguments Argument][] PropertyType Mandatory
AlwaysGenerates-Event |ObjectType AuditConditionComment [Defined in 5.10.4
AlwaysGeneratesEvent EventType

5.5.7

ConditionRefresh Method

ConditionRefresh allows a Client to request a Refresh of all Condition instances that-curiently

are ip an interesting state (they have the Retain flag set). This includes previpus) states

of a

Condition instance for which the Server maintains Branches. A Client would(typically irfvoke

this

comrpunication disruptions, in which it would require resynchronization, with the Server.

Method when it initially connects to a Server and following any situations, sugh as

This

Methpd is only available on the ConditionType or its subtypes. To invoke this Method, th¢ call

shall
shall

Signpture

[in]

) 7

ClonditionRefresh (
IntegerId SubscriptionId

The parameters are defined in Table 18.

Table 18 — ConditionRefresh parameters

pass the well-known Methodld of the Method on the ConditionType and the Objectld
be the well-known Objectid of the ConditionType Object.

Argument

Description

Subsdriptionld

A valid Subscription Id of the Subscription to be refreshed. The Server shall verify that thd
Subsgtiptionld provided is part of the Session that is invoking the Method.

Methpd result codes-in-Table 19 (defined in Call Service).

Table 19 — ConditionRefresh-ReturnCodes result codes

Resililt-Code

Description

Bad_gubseriptionldinvalid

See |IEC 62541-4 for the description of this result code

Bad_RefreshinProgress

See-TabtetOtforthedescriptionmof thisTesutttode

Bad_UserAccessDenied

The Method was not called in the context of the Session that owns the Subscription

See |IEC 62541-4 for the general description of this result code.

Comments

Subclause 4.5 describes the concept, use cases and information flow in more detail.

The input argument provides a Subscription identifier indicating which Client Subscription
shall be refreshed. If the Subscription is accepted the Server will react as follows:

1) The Server issues—a—RefreshStartEvent an event of RefreshStartEventType(defined in
5.11.2) marking the start of Refresh. A copy of the—RefreshStartEvent instance of
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2)

3)

4)

RefreshStartEventType is queued into the Event stream for every Notifier Monitoredltem
in the Subscription. Each of the Event copies shall contain the same Eventld.

The Server issues Event Notifications of any Retained Conditions and Retained Branches
of Condlt/ons that meet the Subscr/pt/ons content filter criteria. Nete%hat%h&éventld#e&
: ijon- Note
that the Eventld for such a refreshed Not/f/catlon shall be |dentlcal to the one for the
original Notification: the values of the other Properties are Server specific, in that some
Servers might be able to replay the exact Events with all Properties/Variables maintaining
the same values as originally sent, but other Servers might only be able to regenerate the
Event. The regenerated Event might contain some updated Property/Variable values. For
example, if the Alarm limits associated with a Variable were changed after the generation
of the Event without generating a change in the Alarm state, the new limit might be
r¢ported. In another example, if the HighLimit was 100 and the Variable is 120. If the limit

ere changed to 90, no new Event would be generated since no change” tq the

tateMachine, but the limit on a Refresh would indicate 90, when the original Evenf{ had
indicated 100.

he Server may intersperse new Event Notifications that have not been previously igsued
t¢ the Notifier along with those being sent as part of the Refreshjrequest. Clients |shall
check for multiple Event Notifications for a ConditionBranch to_ayvoid overwriting al new
sfate delivered together with an older state from the Refresh praocess.

he Server issues—a—RefreshEndEvent an instance of RefreshEndEventType (defingd in
5111.3) to signal the end of the Refresh. A copy of the—RefreshEndEvent instante of
efreshEndEventType is queued into the Event stream<for every Notifier Monitoredltém in
the Subscription. Each of the Events copies shall contain the same Eventld.

It is Important to note that if multiple Event Notifiersyave in a Subscription, all Event Nolifiers
are drocessed. If a Client does not want all Moniteredltems refreshed, then the Client slould
placd each Monitoredltem in a separate Subsckiption or call ConditionRefresh2 if the Sgerver

suppprts it.

If mire than one Subscription is to be“refreshed, then the standard call Service prray
proc

ssing can be used.

As mentioned above, ConditionRefresh shall also issue Event Notifications for prior states if
they [still need attention. In_particular, this is True for Condition instances where preyious

statep still need acknowledgement or confirmation.

Tabl¢ 20 specifies the AddressSpace representation for the ConditionRefresh Method.

Table 20 — ConditionRefresh Method AddressSpace definition

Attribute Value
BrowsFName ConditionRefresh
Referdnées  [NodeClass |BrowseName  |DataType  [TypeDefinition  [ModellingRule
HasProperty Variable InputArguments Argument][] PropertyType Mandatory

AlwaysGeneratesEvent |ObjectType |RefreshStartEvent |Defined in 5.11.2

AlwaysGeneratesEvent |ObjectType |RefreshEndEvent |Definedin 5.11.3

5.5.8 ConditionRefresh2 Method

ConditionRefresh2 allows a Client to request a Refresh of all Condition instances that
currently are in an interesting state (they have the Retain flag set) that are associated with the
given Monitored item. In all other respects it functions as ConditionRefresh. A Client would
typically invoke this Method when it initially connects to a Server and following any situations,
such as communication disruptions where only a single Monitoredltem is to be resynchronized
with the Server. This Method is only available on the ConditionType or its subtypes. To invoke
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this Method, the call shall pass the well-known Methodld of the Method on the ConditionType
and the Objectld shall be the well-known Object/d of the ConditionType Object.

This Method is optional and as such Clients must be prepared to handle Servers which do not
provide the Method. If the Method returns Bad_Methodinvalid, the Client shall revert to
ConditionRefresh.

Signature

ConditionRefresh2 (
[in] IntegerId SubscriptionId

[in] IntegerId MonitoredItemId
) ; A
Q
The parameters are defined in Table 21. Q(I,Q
Table 21 — ConditionRefresh2 parameters 9)
x
Argument Description (\63
Subsd}iptionld The identifier of the Subscription containing the Monitore(%%to be refreshed. The Server
shall verify that the Subscriptionld provided is part ojt@)Session that is invoking the Method.
Monitgredltemid The identifier of the Monitoreditem to be refresh d&é MonitoredItemld shall be in the
provided Subscription. j\\

Methpd result codes in Table 22 (defined in Call S{{ ice).
S

Table 22 - Conditig{n\@efreshZ result codes

X

Result Code n$ Description
Bad_Subscriptionldinvalid See IEC 62541-4@\%e description of this result code
Bad_Nlonitoredltemldinvalid See I[EC 625&\@ for the description of this result code
Bad_RefreshinProgress See quém for the description of this result code
Bad_UserAccessDenied The @od was not called in the context of the Session that owns the Subscription.

R Q\eéolEC 62541-4 for the general description of this result code.
Bad_NlethodInvalid déee IEC 62541-4 for the description of this result code
U‘.

Comments
OQ"

Subcla@i describes the concept, use cases and information flow in more detail.
AN

The input argument provides a Subscription identifier and Monitored/tem identifier indicating
which Monitoredltem in the selected Client Subscription shall be refreshed. If the Subscription
and Monitoredltem is accepted the Server will react as follows:

1) The Server issues a RefreshStartEvent (defined in 5.11.2) marking the start of Refresh.
The RefreshStartEvent is queued into the Event stream for the Notifier Monitoredltem in
the Subscription.

2) The Server issues Event Notifications of any Retained Conditions and Retained Branches
of Conditions that meet the Subscriptions content filter criteria. Note that the Eventld for
such a refreshed Notification shall be identical to the one for the original Notification: the
values of the other Properties are Server specific, in that some Servers may be able to
replay the exact Events with all Properties/Variables maintaining the same values as
originally sent, but other Servers might only be able to regenerate the Event. The
regenerated Event might contain some updated Property/Variable values. For example, if
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3)

the Alarm limits associated with a Variable were changed after the generation of the Event
without generating a change in the Alarm state, the new limit might be reported. In another
example, if the HighLimit was 100 and the Variable is 120. If the limit were changed to 90
no new Event would be generated since no change to the StateMachine, but the limit on a
Refresh would indicate 90, when the original Event had indicated 100.

The Server may intersperse new Event Notifications which have not been previously
issued to the notifier along with those being sent as part of the Refresh request. Clients
shall check for multiple Event Notifications for a ConditionBranch to avoid overwriting a
new state delivered together with an older state from the Refresh process.

The Server issues a RefreshEndEvent (defmed in 5. 11 3) to signal the end of the Refresh.

e Subscr:pt:on

If mgre than one Monitoredltem or Subscription is to be refreshed, then the stahdard call

Service array processing can be used.

As mlentioned above, ConditionRefresh2 shall also issue Event Notificatiops-for prior stafes if
thosg states still need attention. In particular, this is True for Conditj6bn instances where

previpus states still need acknowledgement or confirmation.

Tablg 23 specifies the AddressSpace representation for the ConpditionRefresh2 Method.

Table 23 — ConditionRefresh2 Method AddressSpace definition

Attribute Value
BrowseName ConditionRefresh2
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRple
HasPrpperty Variable InputArguments « ~Argument[] PropertyType Mandatory

AlwaygGeneratesEvent |ObjectType RefreshStartEyent™ |Defined in 5.11.2

AlwaygGeneratesEvent |ObjectType |RefreshEfdEvent |Defined in 5.11.3

5.6
5.6.1 General

Dialog Model

The Pialog Model is_@n ‘extension of the Condition model used by a Server to request|user
inputf It provides functionality similar to the standard Message dialogs found in most openating
systgms. The maedel can easily be customized by providing Server specific response options
in the ResponseOptionSet and by adding additional functionality to derived Condition Typles.

5.6.2 DialogConditionType

Th Daiel ya) PNH - + pu | 4+ + o) olits ol 1
e radivoyvwuriartauritT y;gooc 1o UotTU U TCOUITOTTIU  UUINTUTLIUITS  do UTdiUYyo. 1

Figure 10 and formally defined in Table 24.
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ConditionType

EnableState :

DialogConditionType

IsTrueSubState

TwoStateVariableType:
DialogState

C Prompt )44——%( LastResponse )

( ResponseOptionSet )44——%( OkResponse )

C DefaultResponse  +——"——+-  CancelResponse )

IEC
Figure 10 — DialogConditionType overview
Table 24 - DialogConditionType definition
Alttribute Value
BrowseName DialogConditionType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition Modeljing
Rule

Subtype of the ConditionType defined in clause 5.5.2
HasCgmponent Variable DialogState LocalizedText TwoStateVariableType Manddtory
HasPrpperty Variable Prompt LocalizedText PropertyType Manddtory
HasPrpperty Variable ResponseOptionSet LocalizedText [ ] PropertyType Manddtory
HasPrpperty Variable DefaultResponse Int32 PropertyType Mandgtory
HasPrpperty Variable LastResponse Int32 PropertyType Mandgtory
HasPrpperty Variable OkResponse Int32 PropertyType Manddtory
HasPrpperty Variable CancelResponse Int32 PropertyType Manddtory
HasCgmponent Method Respond Defined in Clause 5.6.3. Mandgtory
The DialogConditionType inherits all Properties of the ConditionType.

DialogState/Id when set to True indicates that the Dialog is active and waiting for a response.
Recommended state names are described in Annex A.

Prompt is a dialog prompt to be shown to the user.

ResponseOptionSet specifies the desired set of responses as array of LocalizedText. The
index in this array is used for the corresponding fields like DefaultResponse, LastResponse
and SelectedOption in the Respond Method. The recommended localized names for the
common options are described in Annex A.

Typical combinations of response options are

e OK
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e OK, Cancel

e Y
e A

es, No, Cancel

bort, Retry, Ignore

e Retry, Cancel

o Y

es, No

DefaultResponse identifies the response option that should be shown as default to the user. It
is the index in the ResponseOptionSet array. If no response option is the default, the value of
the Property is —1.

LastResponse contains the last response provided by a Client in the Respond Method.
previpus response exists, then the value of the Property is —1.

OkRé¢sponse provides the index of the OK option in the ResponseOptionSet array.

choide is the response that will allow the system to proceed with the operation describg

the

ompt. This allows a Client to identify the OK option if a special handling for this opt

available. If no OK option is available, the value of this Property is -1,

CandelResponse provides the index of the response in the RespofiseOptionSet array thg
causeg the Dialog to go into the inactive state without proceeding with the operation desc

by th
optio

5.6.3

Resp
retur

prompt. This allows a Client to identify the Cancel option if a special handling fo
h is available. If no Cancel option is available, the valye of this Property is —1.

Respond Method

ond is used to pass the selected response.option and end the dialog. DialogState/|
N to False.

Sigr;Eture
spond (

[in] Int32 SelectedRésponse
) 7

The parameters are defined'in) Table 25.

Table 25 — Respond parameters

If no

This
d by
on is

t will
ribed
r this

o will

Argument Description
SelectedResponse Selected index of the ResponseOptionSet array.
Methpd<tesult codes in Table 26 (defined in Call Service).

Table 26 — Respond Result Codes

Result Code Description
Bad_DialogNotActive See Table 101 for the description of this result code.
Bad_DialogResponselnvalid See Table 101 for the description of this result code.

Table 27 specifies the AddressSpace representation for the Respond Method.
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Table 27 — Respond Method AddressSpace definition

Attribute Value
BrowseName Respond
References NodeClass |BrowseName DataType TypeDefinition |ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
AlwaysGeneratesEvent |ObjectType [AuditConditionRespondEventType Defined in 5.10.5
5.7 | Acknowledgeable Condition Model
5.71 General
The | Acknowledgeable Condition Model extends the Condition model.” States| for

acknpwledgement and confirmation are added to the Condition model.

AcknpwledgeableConditions are represented by the AcknowledgeableConditionType which is

a suljtype of the ConditionType. The model is formally defined in 5.732-t0 5.7 .4.

5.7.2 AcknowledgeableConditionType

The AcknowledgeableConditionType extends the ConditionType by defining acknowledgement
charjcteristics. It is an abstract type. The AcknowledgeableConditionType is illustratgd in

Figu

e 11 and formally defined in Table 28.

ﬁ
EnableState :
)

HasTrueBSubState i

ConditionType

2

TwoStateVariableType:
ConfirmedState

Acknowledgeable
ConditionType
TwoStateVariableType:
AckedState Acknowledge

Figure 11 — AcknowledgeableConditionType overview

IEC


https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

IEC 62541-9:2020 RLV © IEC 2020 - 45—

Table 28 — AcknowledgeableConditionType definition

Attribute Value
BrowseName AcknowledgeableConditionType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRu

le

Subtype of the ConditionType defined in 5.5.2.
HasSubtype ObjectType AlarmConditionType Defined in 5.8.2
HasCgmponent  |Variable AckedState LocalizedText TwoStateVariableType Mandatpry
HasCgmponent  |Variable ConfirmedState LocalizedText TwoStateVariableType Qptiong|
HasC¢mponent Method Acknowledge Defined in 5.7.3 Mandatpry
HasC¢mponent Method Confirm Defined in 5.7.4 Optiond!

The AcknowledgeableConditionType inherits all Properties of the CopditionType.

AckeldState when False indicates that the Condition instance/requires acknowledgement for
the rgported Condition state. When the Condition instance_is acknowledged the AckedState is
set tp True. ConfirmedState indicates whether it requires-confirmation. Recommended [state
namgs are described in Annex A. The two states are substates of the True EnabledState| See
4.3 for more information about acknowledgement afd Confirmation models. The Eventld|used
in the Event Notification is considered the identifier of this state and-has—te shall be Jused
wher] calling the Methods for acknowledgement er' confirmation.

A Sdrver may require that previous states be acknowledged. If the acknowledgement|of a
previpus state is still open and a new. state also requires acknowledgement, the Server|shall
creafle a branch of the Condition instance as specified in 4.4. Clients are expected to |keep
track| of all ConditionBranches where AckedState/ld is False to allow acknowledgement of
thos¢. See also 5.5.2 for more\information about ConditionBranches and the examplgs in
Clause B.1. The handling of-the AckedState and branches also applies to the-CenfirmfState
ConflrmedState.

5.7.3 Acknowledge Method

Acknbwledae—is-1sed to-acknowledae an e
ACKApWeage1sSiSea—toacKkhowieage—ah €
wher AckedState was set to False Norm is
Vrefrp—AcKeaotateWasS—SettoraHSe—Norm S
the Condition—-instan i o
HUh the—-GCoRagHHoA—1RSta } O

n

RN

SR D
D

The Acknowledge Method is used to acknowledge an Event Notification for a Condition
instance state where AckedState is False. Normally, the Nodeld of the object instance is
passed as the Objectld to the Call Service. However, some Servers do not expose Condition
instances in the AddressSpace. Therefore, Servers shall allow Clients to call the Acknowledge
Method by specifying Conditionld as the Objectld. The Method cannot be called with an
Objectld of the AcknowledgeableConditionType Node.

Signature

Acknowledge (
[in] ByteString EventId
[in] LocalizedText Comment
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) ;
parameters are defined in Table 29.

Table 29 — Acknowledge parameters

2020

Argument Description

Eventld Eventld identifying a particular Event Notification.

Only Event Notifications where AckedState/ld was False can be acknowledged.

Comment A localized text to be applied to the Condition.

Methpd result codes in Table 30 (defined in Call Service).

Table 30 — Acknowledge result codes

Result Code Description

Bad_({onditionBranchAlreadyAcked See Table 101 for the description of this result code.
Bad_NlethodInvalid The method id does not refer to a method for thefSpecified object or Conditionld.
Bad_HventldUnknown See Table 101 for the description of this result code.

- - EC 625 ; — ™ .
Bad Nodeldinvalid Used to indicate that the specified-Cefdition Objectld is not valid or that the Mgthod

- was called on the ConditionType Node. See |IEC 62541-4 for the general descfiption

of this result code.

Comments

A Se

identjfy and acknowledge a particular Event Notification.

The
repo
with

ignor

the Eventld. If the comment field is NULL (both locale and text are empty) it w

empty text with a locale shall be provided.

A va
Com
ackn

id Eventld will\result in an Event Notification where AckedState/ld is set to True an

specifies the\AddressSpace representation for the Acknowledge Method.

Table 31 — Acknowledge Method AddressSpace definition

Fver is responsible to ensure that each Event has a unique Eventld. This allows Cliefpts to

Fventld identifies a specific ‘Event Notification where a state to be acknowledged was
fted. Acknowledgement and!the optional comment will be applied to the state idenfified

Il be

ed and any existing comments will remain unchanged. If the comment is to be resaqt, an

d the

ment Property contains the text of the optional comment argument. If a previous state is
bwledgedithe Branchld and all Condition values of this branch will be reported. Tabje 31

Attribute Value
BrowseName Acknowledge
References NodeClass BrowseName DataType TypeDefinition | ModellingRule
HasProperty Variable InputArguments Argument]] PropertyType Mandatory

Eve

AlwaysGenerates ObjectType AuditConditionAcknowledge | Defined in 5.10.5

nt EventType

5.7.4 Confirm Method
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The Confirm Method is used to confirm an Event Notifications for a Condition instance state
where ConfirmedState is False. Normally, the Nodeld of the object instance is passed as the
Objectld to the Call Service. However, some Servers do not expose Condition instances in the
AddressSpace. Therefore, Servers shall allow Clients to call the Confirm Method by specifying
Conditionld as the Objectld. The Method cannot be called with an Objectld of the
AcknowledgeableConditionType Node.

SignLture
Clonfirm (
[in] ByteString EventId
[in] LocalizedText Comment

) i
The parameters are defined in Table 32.

Table 32 — Confirm Method parameters

Argument Description

Eventid Eventld identifying a particular Event Notification.

Only Event Notifications where the Id préperty of the ConfirmedState/td-wasTRUE is Falpe can
be confirmed.

Comnijent A localized text to be applied to therConditions.

Methpd result codes in Table 33 (defined in<Call Service).

Table 33'= Confirm result codes

Result Code Description
Bad_({onditionBranchAlreadyConfirmed See Table 101 for the description of this result code.
Bad_NlethodInvalid The method id does not refer to a method for the specified object or Conditipnid.

See IEC 62541-4 for the general description of this result code.

Bad_HventldUnknown See Table 101 for the description of this result code.

Bad_NodeldUnknown L
Used to indicate that the specified-Cendition Objectld is not valid or that the|
Method was called on the ConditionType Node.

See IEC 62541-4 for the general description of this result code.

Comments

A Server is responsible to ensure that each Event has a unique Eventld. This allows Clients to
identify and confirm a particular Event Notification.

The Eventld identifies a specific Event Notification where a state to be confirmed was
reported. A Comment can be provided which will be applied to the state identified with the
Eventld.

A valid Eventld will result in an Event Notification where ConfirmedState/ld is set to True and
the Comment Property contains the text of the optional comment argument. If a previous state
is confirmed, the Branchld and all Condition values of this branch will be reported. A Client
can confirm only events that have a ConfirmedState/ld set to False. The logic for setting
ConfirmedState/ld to False is Server specific and may even be event or condition specific.
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Table 34 specifies the AddressSpace representation for the Confirm Method.

Table 34 — Confirm Method AddressSpace definition

Attribute

Value

BrowseName

Confirm

References

NodeClass

BrowseName

DataType

TypeDefinition

ModellingRule

HasProperty

Variable

InputArguments

Argument[]

PropertyType

Mandatory

AlwaysGeneratesEv
ent

ObjectType

AuditConditionConfi
EventType

Defined in 5.10.7

AuditConditionConfirmEventType

5.8 Alarm m

5.8.1 Gener

Figu
hiera

odel

al

ConditionType

N
N

‘ AcknowledgeableCondition Type ‘

2

AlarmConditionType

Discrepancy
AlarmType

e 12 informally describes the AlarmConditionType, its subtypestand where it is i
chy of Event Types.

‘ LimitAlarmType ‘

‘ DiscreteAlarmType ‘

ExclusiveLimit

AlarmType

!

-

‘ OffNormalAlarmType ‘
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The AlarmConditionType is an abstract type that extends the AcknowledgeableConditionType
by introducing an ActiveState, SuppressedState and ShelvingState. It also adds the ability to
set a delay time, re-alarm time, Alarm groups and audible Alarm settings The Alarm model is
illustrated in Figure 13. This illustration is not intended to be a complete definition. It is
formally defined in Table 35.
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Table 35 — AlarmConditionType definition

Attribute Value
BrowseName AlarmConditionType
IsAbstract False
References Node Class |BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the AcknowledgeableConditionType defined in clause 5.7.2
HasComponent Variable ActiveState LocalizedText |TwoStateVariableType Mandatory
HasProperty Variable InputNode Nodeld PropertyType Mandatory
HasC¢mponent Variable SuppressedState LocalizedText |TwoStateVariableType Optiond|
HasC¢mponent Variable OutOfServiceState LocalizedText |TwoStateVariableType Qptiond|
HasC¢mponent Object ShelvingState ShelvedStateMachineType, ) |Optiongl
HasPrpperty Variable SuppressedOrShelved Boolean PropertyType Mandatpry
HasPrpperty Variable MaxTimeShelved Duration PropertyType Optiond!
HasPrpperty Variable AudibleEnabled Boolean Property4ype Optiond|
HasC¢mponent Variable AudibleSound AudioDataType |AudioVariableType Optiond|
HasC¢mponent Variable SilenceState LocalizedText |FwoStateVariableType Optiond!
HasPrpperty Variable OnDelay Duration PropertyType Optiond|
HasPrpperty Variable OffDelay Duration PropertyType Optiond|
HasC¢mponent Variable FirstinGroupFlag Boolean BaseDataVariableType Optiond|
HasC¢mponent Object FirstinGroup AlarmGroupType Optiond|
HasC¢mponent Object LatchedState LocalizedText |TwoStateVariableType Optiond!
HasAlprmSuppress|Object <AlarmGroup® AlarmGroupType OptiongIPlac
ionGrqup eholder
HasPrpperty Variable ReAtafrmTime Duration PropertyType Optiond|
HasC¢mponent Variable ReAlarmRepeatCount Int16 BaseDataVariableType Optiond|
HasC¢mponent Method Silence Defined in 5.8.5 Optiond!
HasC¢mponent Method Suppress Defined in 5.8.6 Optiond|
HasC¢mponent Method Unsuppress Defined in 5.8.7 Optiond|
HasCempohent Method RemoveFromService Defined in 5.8.8 Optiond!
HasC¢mpohent Method PlacelnService Defined in 5.8.9 Optiondl
HasComponent Method Reset Defined in 5.8.4 Optional
HasSubtype Object DiscreteAlarmType
HasSubtype Object LimitAlarmType
HasSubtype Object DiscrepancyAlarmType

The AlarmConditionType inherits all Properties of the AcknowledgeableConditionType. The
following states are substates of the True EnabledState.
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ActiveState/ld when set to True indicates that the situation the Condition is representing
currently exists. When a Condition instance is in the inactive state (ActiveState/Id when set to
False) it is representing a situation that has returned to a normal state. The transitions of
Conditions to the inactive and Active states are triggered by Server specific actions. Subtypes
of the AlarmConditionType specified later in this document will have substate models that
further define the Active state. Recommended state names are described in Annex A.

The InputNode Property provides the Nodeld of the Variable the Value of which is used as
primary input in the calculation of the Alarm state. If this Variable is not in the AddressSpace,
a NULL Nodeld shall be provided. In some systems, an Alarm may be calculated based on
multiple Variables Values; it is up to the system to determine which Variable’s Nodeld is used.

SuppgressedState, OutOfServiceState and ShelvingState together allow the suppression of
Alarms on display systems. These three suppressions are generally used by —different
persgnnel or systems at a plant, i.e. automatic systems, maintenance personnel| and
Operptors.

SuppgressState SuppressedState is used internally by a Server to automatically suppress
Alarms due to system specific reasons. For example, a system may be\eonfigured to suppress
Alarms that are associated with machinery that is in a state such as"shutdown. For example, a
low-level Alarm for a tank that is currently not in use might be Suppressed. Recommejnded
state|names are described in Annex A.

OutQfServiceState is used by maintenance personnelDto suppress Alarms due [fo a
mainfenance issue. For example, if an instrument is taken out of service for maintenancejor is
remojved temporarily while it is being replaced¢ornserviced, the item would havqg the
OutdfServiceState set. Recommended state names _are described in Annex A.

ShelvingState suggests whether an Alarmshall (temporarily) be prevented from being
displpyed to the user. It is quite often used by Operators to block nuisance Alarms,| The
ShelvingState is defined in 5.8.10.

When an Alarm has_any or all of the SuppressedState, OutOfServiceState or Shelving[State
set tp True, thexSuppressedOrShelved property shall be set True and this Alarm is|then
typically not disptayed by the Client. State transitions associated with the Alarm do occuf, but
they |lare not\ypically displayed by the Clients as long as the Alarm remains in any df the
SuppgressedState, OutOfServiceState or Shelved state.

The optiomat—Property MaxTimeStetved s used—tosettheTmaximum—time—thrat—amAlarm
Condition may be shelved. The value is expressed as duration. Systems can use this Property
to prevent permanent Shelving of an Alarm. If this Property is present it will be an upper limit
on the duration passed into a TimedShelve Method call. If a value that exceeds the value of
this Property is passed to the TimedShelve Method, then a Bad_ShelvingTimeOutOfRange
error code is returned on the call. If this Property is present it will also be enforced for the
OneShotShelved state, in that an Alarm Condition will transition to the Unshelved state from
the OneShotShelved state if the duration specified in this Property expires following a
OneShotShelve operation without a change of any of the other items associated with the
Condition.

The optional Property AudibleEnabled is a Boolean that indicates if the current state of this
Alarm includes an audible Alarm.
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The optional Property AudibleSound contains the sound file that is to be played if an audible
Alarm is to be generated. This file would be play/generated as long as the Alarm is active and
unacknowledged, unless the silence StateMachine is included, in which case it may also be
silenced by this StateMachine.

The SilenceState is used to suppress the generation of audible Alarms. Typically, it is used
when an Operator silences all Alarms on a screen, but needs to acknowledge the Alarms
individually. Silencing an Alarm shall silence the Alarm on all systems (screens) that it is
being reported on. Not all Clients will make use of this StateMachine, but it allows multiple
Clients to synchronize audible Alarm states. Acknowledging an Alarm shall automatically
silence an Alarm.

The |OnDelay and OffDelay Properties can be used to eliminate nuisance Al .| The
OnDg¢lay is used to avoid unnecessary Alarms when a signal temporarily ov oofs its
setpqint, thus preventing the Alarm from being triggered until the signal remai the Alarm
state| continuously for a specified length of time (OnDelay time). The Off y is uséd to
reduge chattering Alarms by locking the Alarm indication for a certain holg%ﬁeriod aftgr the
cond|tion has returned to normal, i.e. the Alarm shall stay active for the~OffDelay timg and
shall[not regenerate if it returns to active in that period. If the Alar Tre ains in the ingctive
zone|for OffDelay, it will then become inactive. IZD

The pptional variable FirstinGroupFlag is used together wi G.he FirstinGroup object| The
FirstinGroup Object is an instance of an AlarmGroupTyp t groups a number of related
Alarms. The FirstinGroupFlag is set on the Alarm instanceé&at was the first Alarm to trigger in
a FirptInGroup. If this variable is present, then the FirstinGroup shall also be present. Tlhese
two rjodes allow an alarming system to determine v%z Alarm in the list was the trigger} It is
commonly used in situations where Alarms are. ihterrelated, and usually multiple Afarms
occuf. For example, usually all vibration senK in a turbine trigger if any one of them
trigggrs, but what is important for an Operator@ he first sensor that triggered.

b
The [atchedState Object, if present, inc&%ates that this Alarm supports being latched| The
Alarm will remain with a retain bit of 'I@le until it is no longer active, is acknowledge apd is
resefl The Reset Method, if called ile active has no effect on the Alarm and is ignoreq and
an efror of Bad_InvalidState is retdrn on the call. The Object indicates the current gtate,
latchpd or not latched. Recom ded state names are described in Annex A. If this Objgct is
provided, the Reset Method@ll also be provided.

-

ontain HasAlarmSuppressionGroup reference(s) to instance(s) of
ch instance is an AlarmSuppressionGroup. When an
up goes active, the Server shall set the SuppressedState of the Alarm

An Alarm instance
AlarmGroupType.
AlarmSuppressio

.

to Tque. Whe of referenced AlarmSuppressionGroups are no longer active, then the
Servér shall uppressedState to False. A single AlarmSuppressionGroup can be assigned
to mpiltipl rms. AlarmSuppressionGroups are used to control AlarmFloods and to|help

mandg @ﬂ ms.
&

ReAlarmTime if present sets a time that is used to bring an Alarm back to the top of an Alarm
list. If an Alarm has not returned to normal within the provided time (from when it last was
alarmed), the Server will generate a new Alarm for it (as if it just went into alarm). If it has
been silenced it shall return to an un-silenced state, if it has been acknowledged it shall return
to unacknowledged. The Alarm active time is set to the time of the re-alarm.

ReAlarmRepeatCount, if present, counts the number times an Alarm was re-alarmed. Some
smart alarming system would use this count to raise the priority or otherwise generate
additional or different annunciations for the given Alarm. The count is reset when an Alarm
returns to normal.

Silence Method may be used to silence an instance of an Alarm. It is defined in 5.8.5.
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Suppress Method may be used to suppress an instance of an Alarm. Most Alarm suppression
occurs via advanced alarming, but this method allows additional access to suppress a
particular Alarm instance. Additional details are provided in the definition in 5.8.6.

Unsuppress Method may be used to remove an instance of an Alarm from SuppressedState.
Additional details are provided in the definition in 5.8.7.

PlacelnService Method may be used to remove an instance of an Alarm from

OutOfServiceState. It is defined in 5.8.9.

RemeveEromService—iMethod —may—be—used—to—place—an—instance—of—an—Alax in

Out(fServiceState. It is defined in 5.8.8. Q)
Qo

Resdt Method is used to clear a latched Alarm. It is defined in 5.8.4. If this Objec@'s provided,

the LlatchedState Object shall also be provided. ‘l,

(19

details about the Alarm Model and the various states can be fg)ﬁd in 4.8 and in

More

Annegx E. %b:\

5.8.3 AlarmGroupType (bq/

The WlarmGroupType provides a simple manner of groupi larms. This grouping mgy be

used| for Alarm suppression or for identifying related rms. The actual usage of the
AlarmGroupType is specified where it is used. <<
The fAlarmGroupType is formally defined in Table @Q
QO
Table 36 — AIarms@oupType definition
X
Attribute $ Value
&
BrowsgName AlarmGroupType A\
IsAbstract False ) \O
Refer¢nces NodeClass . @TvseName DataType |TypeDefinition Modellinng
('\ﬁ\ Rule
Subtype of the FolderType define'g in.ké 62541-5.
Alarm{sroupMember Objf§\ <AlarmConditionInstance> AlarmConditionType OptionalPlace
P holder
\
RN
&
The |nst ﬁof an AlarmGroupType should be given a name and description that descfibes
the pur@gé of the Alarm group.

The AlarmGroupType instance will contain a list of instances of AlarmConditionType or
subtype of AlarmConditionType referenced by AlarmGroupMember references. At least one
Alarm shall be present in an instance of an AlarmGroupType.

5.8.4 Reset Method

The Reset Method is used reset a latched Alarm instance. It is only available on an instance
of an AlarmConditionType that exposes the LatchedState. Normally, the Nodeld of the Object
instance is passed as the Objectl/d to the Call Service. However, some Servers do not expose
Condition instances in the AddressSpace. Therefore, Servers shall allow Clients to call the
Reset Method by specifying Conditionld as the Objectld. The Method cannot be called with an
Objectld of the AlarmConditionType Node.
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Method result codes are given in Table 37 (defined in Call service).

Table 37 — Silence result codes

Result Code Description

Bad_MethodInvalid

The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the

general description of this result code.

Bad_NodeldInvalid

Used to indicate that the specified Objectld is not valid or that the Method was caIIe@lhe
ConditionType Node.

See IEC 62541-4 for the general description of this result code. QQ

Bad_lIpvalidState

The Alarm instance was not latched or still active or still required ackno@gment. Forjan
Alarm Instance to be reset, it must have been in Alarm, and returnedcgrj mal and have|been

Tabl¢ 38 specifies the AddressSpace representation for the Resetqw thod.

acknowledged prior to being reset.
b"\

Table 38 — Reset Method AddressSp &definition

qttribute V(algé
BrowsleName Reset QV
Referg¢nces NodeClass BrowseName QQ@‘ype TypeDefinition ModellingRulp
(7f]
- . " \ ) :
AlwaygGeneratesEv |Ob jectType AudltCondltlonRée Defined in 5.10.11
ent tEventType $
¥
. O
5.8.5 Silence Method \{:\
.\0

The [Bilence Method is use

silence a specific Alarm instance. It is only available dn an

instapce of an AlarmConditionType that also exposes the SilenceState. Normally, the Ngdeld
of thg¢ Object instance is\passed as the Objectld to the Call Service. However, some Sefvers

do njot expose

Co n instances in the AddressSpace. Therefore, Servers shall pllow

Clients to call th ence Method by specifying Conditionld as the Objectld. The M¢thod

cannpt be calle

SignatureéO
sxgégée ()

h an Objectld of the AlarmConditionType Node.

’

Method result codes in Table 39 (defined in Call service).

Table 39 — Silence result codes

Result Code Description

Bad_MethodInvalid

The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the
general description of this result code.

Bad_NodeldInvalid

Used to indicate that the specified Objectld is not valid or that the Method was called on the
ConditionType Node.

See IEC 62541-4 for the general description of this result code.
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Com

ments

If the instance is not currently in an audible state, the command is ignored.

Table 40 specifies the AddressSpace representation for the Silence Method.

Table 40 — Silence Method AddressSpace definition

Attribute Value
BrowseName Silence
Refer¢nces NodeClass |BrowseName DataType TypeDefinition gﬁlling
N
2
AlwaygGeneratesEvent  [ObjectType |AuditConditionSilenceEventType |Defined in 5.10.10 r\q>)
>
5.8.6f Suppress Method b"\
The Puppress Method is used to suppress a specific Alarm instan is only available ¢n an
instapce of an AlarmConditionType that also exposes the Supp dState. This Methoa may
be used to change the SuppressedState of an Alarm and oésite any suppression cdused
by an associated AlarmSuppressionGroup. This Met works in parallel with| any
suppfession triggered by an AlarmSupressionGroup, in thatif the Method is used to supjpress
an Alarm, an AlarmSuppressionGroup might clear the pression.
Normally, the Nodeld of the object instance is sed as the Objectld to the Call Sejqvice.
Howgver, some Servers do not expose Conditien/instances in the AddressSpace. Therdfore,
Servers shall allow Clients to call the Su, ss Method by specifying Conditionld a$ the
Objegtld. The Method may not be called gﬂ\. n Objectld of the AlarmConditionType Nodg.
. ’\Q)
SlgnEture N
O
Sjuppress () ; \{:\'
.\Q
Methpd Result Codes in Jable 41 (defined in Call Service).
C)O Table 41 — Suppress result codes
N\ -
Result C@ Description
Bad_l\’lethodl@d)‘ The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 {or the
C general description of this result code.
Bad_N c@h/valid Used to indicate that the specified Objectld is not valid or that the Method was called on the
ConditionTvpe Node
See IEC 62541-4 for the general description of this result code.
Comments

Suppress Method applies to an Alarm instance, even if it is not currently active.

Table 42 specifies the AddressSpace representation for the Suppress Method.
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Table 42 — Suppress Method AddressSpace definition

2020

Attribute Value
BrowseName Suppress
References NodeClass |BrowseName DataType TypeDefinition Modelling

Rule

AlwaysGeneratesEvent  [ObjectType  |AuditConditionSuppressionEventT [Defined in 5.10.4

ype

5.8.7 Unsuppress Method \%
The {Unsuppress Method is used to clear the SuppressedState of a specific Al instange. It
is oply available on an instance of an AlarmConditionType that als% xposes| the
SuppgressedState. This Method may be used to overwrite any suppress(@n cause by an
assogiated AlarmSuppressionGroup. This Method works in parallel with) ‘any suppregsion
trigggred by an AlarmSuppressionGroup, in that if the Method i§\'used to cleaf the
SuppgressedState of an Alarm, any change in an AIarmSuppr(e]/ onGroup might fgain
suppfess the Alarm.
Normally, the Nodeld of the Objectinstance is passed as (é/ObjectId to the Call Sepvice.
Howgver, some Servers do not expose Condition instance$.in the AddressSpace. Therdfore,
Servers shall allow Clients to call the Unsuppress Method by specifying Conditionld ap the
Objeftld. The Method may not be called with an Obj of the AlarmConditionType Nodg.
Sig:Eture g\Q\\

suppress () ; \\'QQ

. RN .
Methpd Result Codes in Table 43 (deﬂ)n\ed in Call Service).
xO
Ta®‘43 — Unsuppress result codes
N

Result Code L V Description

Bad_NlethodlInvalid ‘@E Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the
~ )general description of this result code.
Bad_NodeldInvalid \,J Used to indicate that the specified Objectld is not valid or that the Method was called on the
@ ConditionType Node.
R See IEC 62541-4 for the general description of this result code.

Com mé{

A\
Unsuppress Method applies to an Alarm instance, even if it is not currently active.
Table 44 specifies the AddressSpace representation for the Suppress Method.

Table 44 — Unsuppress Method AddressSpace definition

Attribute Value
BrowseName Unsuppress
References NodeClass |BrowseName DataType [TypeDefinition |ModellingRule

AlwaysGeneratesEvent |ObjectType [AuditConditionSuppressionEventType |Defined in 5.10.4
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5.8.8 RemoveFromService Method

The RemoveFromService Method is used to suppress a specific Alarm instance. It is only
available on an instance of an AlarmConditionType that also exposes the OutOfServiceState.
Normally, the Nodeld of the object instance is passed as the Objectld to the Call Service.
However, some Servers do not expose Condition instances in the AddressSpace. Therefore,
Servers shall allow Clients to call the RemoveFromService Method by specifying Conditionld
as the Objectld. The Method may not be called with an Objectld of the AlarmConditionType
Node.

Signature
RIemoveFromServi ce (); A
Methpd result codes in Table 45 (defined in Call Service). Q(I/Q
Table 45 - RemoveFromService result codes 9)
Resulf Code Description I\QDD‘
Bad_NlethodlInvalid The Methodld provided does not correspond to the Objec@kovided. See IEC 62541-4 {or the
general description of this result code. (')
Bad_NodeldInvalid Used to indicate that the specified Objectld is not «é@‘gr that the Method was called on the
ConditionType Node.
See |IEC 62541-4 for the general descriptio@f?is result code.
A
Compments \Q

N
Instahces that do not expose the OutOfServige State shall reject RemoveFromService talls.
RempveFromService Method applies to larm instance, even if it is not currently in the
Active State. 3

R\

Tablg 46 specifies the AddressSpa@ representation for the RemoveFromService Method|

-

Table 46 — Re %g'i:romService Method AddressSpace definition

Attrib|ite Valug \ °
BrowseName l;e@/\eFromService
Referg¢nces MeCIass BrowseName DataType |TypeDefinition Mot‘lIIIing

n@‘ Rul

N\

O
AIway;Gen?féiéEvent ObjectType |AuditConditionOutOfServiceEventType |Defined in 5.10.12
A\

5.8.9 A\ thod

The PlacelnService Method is used to set the OutOfServiceState to False of a specific Alarm
instance. It is only available on an instance of an AlarmConditionType that also exposes the
OutOfServiceState. Normally, the Nodeld of the Objectinstance is passed as the Objectld to
the Call Service. However, some Servers do not expose Condition instances in the
AddressSpace. Therefore, Servers shall allow Clients to call the PlacelnService Method by
specifying Conditionld as the Objectld. The Method may not be called with an Objectl/d of the
AlarmConditionType Node.

Signature

PlacelnService () ;
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od result codes in Table 47 (defined in Call Service).

Table 47 — PlacelnService result codes

2020

Resul

t Code Description

Bad_MethodInvalid

general description of this result code.

The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the

Bad_NodeldInvalid Used to indicate that the specified Objectld is not valid or that the Method was called on t

ConditionType Node.

See |IEC 62541-4 for the general description of this result code.

he

Com

The

Active State.

Tabl¢ 48 specifies the AddressSpace representation for the PlacelnSefvice Method.

ments

PlacelnService Method applies to an Alarm instance, even if it is notceurrently i

Table 48 — PlacelnService Method AddressSpacedefinition

h the

Attribpite Value
BrowseName PlacelnService
Refer¢nces NodeClass |BrowseName DataType TypeDefinition |ModellingRule
AlwaygGeneratesEvent [ObjectType  [AuditConditionOutOfSetviceE |Defined in 5.10.12
ventType

5.8.1
5.8.1
The

The
are i
vario

In O
This
(i.e.

state

0 ShelvedStateMachineType

0.1 Overview

btate model supports two types of Shelving: OneShotShelving and TimedShelving.

us substates.\Shelving is an Operator initiated activity.

neShotSheélving, a user requests that an Alarm be Shelved for its current Active s

ShelvedStateMachine Type-~defines a substate machine that represents an advgnced
Alarm filtering model. This model is illustrated in Figure 15.

They

llustrated in Figure 14. The illustration includes the allowed transitions between the

type of Shelving is typically used when an Alarm is continually occurring on a bou
B Condition is jumping between High Alarm and HighHigh Alarm, always in the

state. Another use for this type of Shelving is for a plant area that is shutdown i.e. a long
running Alarm such as a low-level Alarm for a tank that is not in use. When the tank starts
operation again, the Shelving state will automatically clear.

In TimedShelving, a user specifies that an Alarm be shelved for a fixed time period. This type
of Shelving is quite often used to block nuisance Alarms. For example, an Alarm that occurs
more than 10 times in a minute may get shelved for a few minutes.

In all states, the Unshelve can be called to cause a transition to the Unshelve state; this
includes Un-shelving an Alarm that is in the TimedShelve state before the time has expired
and the OneShotShelve state without a transition to an inactive state.
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All but two transitions are caused by Method calls as illustrated in Figure 14. The "Time
Expired" transition is simply a system generated transition that occurs when the time value
defined as part of the "Timed Shelved Call" has expired. The "Any Transition Occurs"
transition is also a system generated transition; this transition is generated when the
Condition goes to an inactive state.

Unshelved

Timed Shelve call

Timed
Shelved

UnShelve call

Time Expired

One Shot Shelve call

Any Transition Occurs

UnShelve call

One Shot Shelve call

Oneshot
Shelved

Figure 14 — Shelve state transitions

IEC

TheShelvedStateMachine ShelvedStateMachinelype includes a hierarchy of substategs. It

suppprts all transitions between Unshelved, OneShotShelved and TimedShelved.

The state machine is illustrated in Figure 15"and formally defined in Table 49.

UnshelveTime

FiniteStateMachine Type |:|
StateType

]

|:| TransitionType

ShelvedStateMachine

Type

TimedShelvedToUnshelved ‘ 4

Unshelved \—HasCause
OneShotShelvedToUnShelved ‘
TimedShelved
HasCause |

OneShotShelved

ﬁ{ UnShelvedToTimedShelved %

TimedShelvedToOneShotShelved

HasCause

‘ OneShotShelvedToTimedShelved }—o—

HasCause

NP

UnShelvedToOneShotShelved

\;HasCaus

HasCaus! ‘
TimedShelve >+

OneShotShelve

Figure 15 —Shelved -State- Machine ShelvedStateMachineType model

IEC


https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

— 60 -

IEC 62541-9:2020 RLV © IEC 2020

Table 49 —ShelvedStateMachine ShelvedStateMachineType definition

Attribute Value
BrowseName ShelvedStateMachineType
IsAbstract False
References NodeClass |BrowseName |DataType ‘TypeDefinition ModellingRule
Subtype of the FiniteStateMachineType defined in IEC 62541-5
HasProperty Variable UnshelveTime Duration Property Type Mandatory
HasC¢mponent Object Unshelved StateType Lhmasete e
HasC¢mponent Object TimedShelved StateType Mandatory
HasC¢mponent Object OneShotShelved StateType Mandatory
HasC¢mponent Object UnshelvedToTimedShelved TransitionType Lhmseiee
HasC¢mponent Object TimedShelvedToUnshelved TransitionType Mandatory
HasC¢mponent Object TimedShelvedToOneShotShelved TransijtionType Mandatory
HasC¢mponent Object UnshelvedToOneShotShelved TransitionType Mandatory
HasC¢mponent Object OneShotShelvedToUnshelved TransitionType Mandatory
HasC¢mponent Object OneShotShelvedToTimedShelved TransitionType Mandatory
HasC¢mponent Method TimedShelve Defined in 5.8.10.3 Mandatory
HasC¢mponent Method OneShotShelve Defined in 5.8.10.4 Mandatory
HasCg¢mponent Method Unshelve Defined in 5.8.10.2 Mandatory

UnshelveTime specifies the remaining“time in milliseconds until the Alarm automatjcally

transfitions into the Un-shelved state. For the TimedShelved state this time is initialised
the ShelvingTime argument of thexTimedShelve Method call. For the OneShotShelved
be . a, constant set to

the
Max1

This

UnshelveTime will
[imeShelved Property ig"provided.

FiniteStateMachifie:” supports three Active states;

with
state

the maximum Duration except [if a

Unshelved, TimedShelved| and

One$hotShelved. It-alsO supports six transitions. The states and transitions are describgd in

Table 50.

This

FiniteStateMachine

also

One$hotShelveyand Unshelve.

supports

three Methods; TimedSHelve,
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Table 50 —ShelvedStateMachine ShelvedStateMachineType transitions

BrowseName References BrowseName TypeDefinition

Transitions
UnshelvedToTimedShelved FromState Unshelved StateType

ToState TimedShelved StateType

HasEffect AlarmConditionType

HasCause TimedShelve Method
UnshgtvedFoEneShotShetved FromState Ynshetved StateFype

ToState OneShotShelved StateType

HasEffect AlarmConditionType

HasCause OneShotShelve Method
TimedShelvedToUnshelved FromState TimedShelved StateType

ToState Unshelved StateType

HasEffect AlarmConditionType
TimedShelvedToOneShotShelved FromState TimedShelved StateType

ToState OneShotShelved StateType

HasEffect AlarmConditionType

HasCause OneShotShelving Method
OneSihotShelvedToUnshelved FromState OneShotShelved StateType

ToState Unshelved StateType

HasEffect AlarmConditionType
OneShotShelvedToTimedShelved FromState OneShotShelved StateType

ToState TimedShelved StateType

HasEffect AlarmConditionType

HasCause, TimedShelve Method
5.8.10.2 Unshelve Method
The |Unshelve Megthod sets the instance of AlarmConditionType to the Unshelved gtate.
Normally, the Methodl/d found in the Shelving child of the Condition instance and the N¢deld
of th¢ Shelving®bject as the Objectld are passed to the Call Service. However, some Sefvers
do npt expose’ Condition instances in the AddressSpace. Therefore, all Servers shall|also
allow| Clients to call the Unshelve Method by specifying Conditionld as the Objectld| The
Methpddmay not be called with an Objectld of the ShelvedStateMachineType Node.

Signature
Unshelve( );
Method Result Codes in Table 51 (defined in Call Service).

Table 51 — Unshelve result codes

Result Code Description

Bad_ConditionNotShelved See Table 101 for the description of this result code.

Table 52 specifies the AddressSpace representation for the Unshelve Method.
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Table 52 — Unshelve Method AddressSpace definition

Attribute Value
BrowseName Unshelve
References NodeClass |BrowseName DataType |TypeDefinition |ModellingRule
AlwaysGeneratesEvent |ObjectType |AuditConditionShelvingEventType |Defined in 5.10.7

5.8.10.3 TimedShelve Method

The [imedShelve Method sets the instance of AlarmConditionType to the TimedShelved
(pargmeters are defined in Table 53 and result codes are described in Table\%4). Norn

the Methodld found in

the Shelving child of the Condition instance and_the Nodeld 9

Shelying object as the Object/d are passed to the Call Service. However, same Servers d
expope Condition instances in the AddressSpace. Therefore, all Sesvers shall also
Clients to call the TimedShelve Method by specifying Conditionld as.thg Objectld. The M¢
may hot be called with an Objectld of the ShelvedStateMachine Type\Node.

Signpture

TlimedShelve (

) ;

[in] Duration ShelvingTime

Table 53 — TimedShelve parameters

state
hally,
f the
0 not
Bllow
bthod

Argument

Description

ShelvingTime

Specifies a fixed time'for which the Alarm is to be shelved. The Server may refuse the pr
duration. If a MaxFirméShelved Property exist on the Alarm than the Shelving time shall b)
than or equal to(the value of this Property.

vided
B less

Methpd Result Codes (defined in Call Service).

Table 54 — TimedShelve result codes

Result Code

Description

Bad_({onditionAlreadyShelved

See Table 101 for the description of this result code.

The Alarm is already in TimedShelved state and the system does not allow a reset of {
shelved timer.

Bad_$helvingTimeOutOfRange

See Table 101 for the description of this result code.

Comments

Shelving for some time is quite often used to block nuisance Alarms. For example, an Alarm

that occurs more than 1

0 times in a minute may get shelved for a few minutes.

In some systems the length of time covered by this duration may be limited and the Server
may generate an error refusing the provided duration. This limit may be exposed as the
MaxTimeShelved Property.

Table 55 specifies the AddressSpace representation for the TimedShelve Method.
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Table 55 — TimedShelve Method AddressSpace definition

Attribute Value
BrowseName TimedShelve
References NodeClass |BrowseName DataType TypeDefinition |ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
AlwaysGeneratesEvent [ObjectType [AuditConditionShelvingEventType |Defined in 5.10.7

5.8.1

0.4 OneShotShelve Method

Oned

The
state
Nodd

Servers do not expose Condition instances in the AddressSpace. Thergfore, all Servers
also |allow Clients to call the OneShotShelve Method by specifyihg " Conditionld af
Objettld. The Method may not be called with an Objectld of the SheélvedStateMachine
Nodg.
Signpture

OneShotShelve ( );

Meth

ot Shol \armConditi he OneShotS | .

DneShotShelve Method sets the instance of AlarmConditionType to the OpeShotSh
Normally, the Methodld found in the Shelving child of the Condition ifstance an
Id of the Shelving object as the Object/d are passed to the Call Servicel/However,

Table 56 — OneShofShelve result codes

pd Result Codes are defined in Table 56 (statusicode field is defined in Call Service].

blved
1l the
Eome
shall

the

Type

Result Code Description
Bad AlreadyShelved See Table.101 for the description of this result code.
Bad_gonditionAlreadyShelved The Alarm is already in OneShotShelved state.

Tablg 57 specifies the AddressSpace representation for the OneShotShelve Method.

Table'57 — OneShotShelve Method AddressSpace definition

Attribute Value
BrowseName OneShotShelve
Refer¢nces NodeClass |BrowseName DataType |TypeDefinition |ModellingRule
AlwaypGeneratesEvent |ObjectType  [AuditConditionShelvingEventType |Defined in 5.10.7

5.8.1

1 LimitAlarmType

Alarms-ean may be modelled with multiple exclusive substates and assigned limits or they
may be modelled with nonexclusive limits that-ean may be used to group multiple states
together.

The LimitAlarmType is an abstract type used to provide a base Type for-AlarmCeonditions
AlarmConditionTypes with multiple limits. The LimitAlarmType is illustrated in Figure 16.
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AlarmCondition Type

;

LimitAlarmType

( BaselowLimit )+#——

LowLimit

i

kBa'SEtUWtUWLimi‘L/ &

(_ BaseHighLimit }-+——

(BaseHighHighLimit j-+——

ExclusiveLimit

AlarmType

NonExclusiveLimit
AlarmType

LowLowLimit
HighLimit
HighHighLimit
|

The LimitAlarmType is formally defined in Table 58.

Figure 16 — LimitAlarmType

Table 58 — LimitAlarmType definition

IEC

Altribute Value
BrowsgName LimitAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the AlarmConditionType defined-in 5.8.2.
HasSletype ObjectType ExclusiveLimitAlarmType Defined in 5.8.12.3
HasSLIbtype ObjectType NonExclusiveLimitAlarmType Defined in 5.8.13
HasPrpperty Variabte HighHighLimit Double PropertyType Optional
HasPrpperty Variable HighLimit Double PropertyType Optional
HasPrpperty Variable LowLimit Double PropertyType Optional
HasPrpperty Variable LowLowLimit Double PropertyType Optional
HasPrpperty. Variable BaseHighHighLimit Double PropertyType Optional
HasPrpperty Variable BaseHighLimit Double PropertyType Optional
HasProperty Variable BaselLowLimit Double PropertyType Optional
HasProperty Variable BaseLowLowLimit Double PropertyType Optional

Four optional limits are defined which configure the states of the derived limit Alarm Types.
These Properties shall be set for any Alarm limits that are exposed by the derived limit Alarm
types. These Properties are listed as optional but at least one is required. For cases where an
underlying system cannot provide the actual value of a limit, the limit Property shall still be
provided, but will have its AccessLevel set to not readable. It is assumed that the limits are
described using the same Engineering Unit that is assigned to the variable that is the source
of the Alarm. For Rate of change limit Alarms, it is assumed this rate is units per second

unless otherwise specified.
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Four optional base limits are defined which are used for AdaptiveAlarming. They contain the
configured Alarm limit. If a Server supports AdaptiveAlarming for Alarm limits, the
corresponding base Alarm limit shall be provided for any limits that are exposed by the
derived limit Alarm types. The value of this property is the value of the limit to which an
AdaptiveAlarm can be reset if any algorithmic changes need to be discarded.

The Alarm limits listed may cause an Alarm to be generated when a value equals the limit or it
may generate the Alarm when the limit is exceeded, (i.e. the Value is above the limit for
HighLimit and below the limit for LowLimit). The exact behaviour when the value is equal to
the limit is Server-specific.

The |Variable that is the source of the LimitAlarmType Alarm shall be a scala tI)This

LimitAlarmType can be subtyped if the Variable that is the source is an array. T 8.s type
shall| describe the expected behaviour with respect to limits and the array va . $ome
poss|ble options: (19

Q
o iflany element of the array exceeds the limit, an Alarm is generated, O;L
o iflall elements exceed the limit, an Alarm is generated, N
e the limits may also be an array, in which case if any arraylinit is exceeded by the

cprresponding source array element, an Alarm is generated. (b

5.8.12 Exclusive limit types <</C)
;\\

5.8.12.1 Overview @)

This clause describes the state machine and the b@larm Type behaviour for-Alarm-Types
AlarmCondition Types with multiple mutually exclu%’y limits.

QO
5.8.12.2 ExclusiveLimitStateMachineT
RE

The |ExclusiveLimitStateMachineType s@fines the state machine used by—Alarmiypes
AlarmConditionTypes that handle r&’t@iple mutually exclusive limits. It is illustratgd in

Figude 17. o)
\l\:\.
RS
FiniteStgtekléchine Type
N

\‘
N\ C) % |:| StateType
N .

ExclusiveLimit

é) StateMachineType
O

- TransitionType
N4

IEC

Figure 17 —ExelusiveLimitStateMachine ExclusiveLimitStateMachineType
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Table 59 — ExclusiveLimitStateMachineType definition

Attribute Value
BrowseName ExclusiveLimitStateMachineType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the FiniteStateMachineType
HasC¢mponent Object HighHigh StateType Optional
HasC¢mponent Object High StateType Optional
HasC¢mponent Object Low StateType Optional
HasC¢mponent Object LowLow StateType Optional
HasC¢mponent Object LowToLowLow TransitionType Optional
HasC¢mponent Object LowLowToLow TransitionType Optional
HasC¢mponent Object HighToHighHigh TransitionType Optional
HasCg¢mponent Object HighHighToHigh TransitionType Cunbiena]
Table 60 — ExclusiveLimitStateMachineType transitions
BrowseName References BrowseName TypeDefinition

Transjtions
HighHjghToHigh FromState HighHligh StateType

ToState High StateType

HasEffect AlarmConditionType
HighTpHighHigh FromState High StateType

ToState HighHigh StateType

HasEffect AlarmConditionType
LowLdqwToLow FromState LowLow StateType

ToState Low StateType

HasEffect AlarmConditionType
LowTqLowLow FromState Low StateType

ToState LowLow StateType

HasEffect AlarmConditionType

The—ExclusiveLimitStateMachine ExclusivelLimitStateMachineType defines the substate
machine that represents the actual level of a multilevel Alarm when it is in the Active state.
The substate machine defined here includes High, Low, HighHigh and LowLow states. This
model also includes in its transition state a series of transition to and from a parent state, the
inactive state. This state machine as it is defined shall be used as a substate machine for a
state machine which has an Active state. This Active state could be part of a "level" Alarm or
"deviation" Alarm or any other Alarm state machine.

The LowLow, Low, High, HighHigh are typical for many industries. Vendors-can may introduce
substate models that include additional limits; they may also omit limits in an instance. If a
model omits states or transitions in the StateMachine, it is recommended that they provide the
optional Property AvailableStates and/or Available Transitions (see IEC 62541-5).
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5.8.12.3 ExclusiveLimitAlarmType

The ExclusiveLimitAlarmType is used to specify the common behaviour for Alarm Types with
multiple mutually exclusive limits. The ExclusiveLimitAlarmType is illustrated in Figure 18.

EnableState ConditionType
T Acknowledgeable
IsTrueSubState CrorrE R EII6E
ActiveState AlarmConditionType
A
LowLowLimit
LimitAlarmType
HighLimit
IsTrueSubState
ﬁ HighHighLimit
ExclusiveLimit
AlarmType
ExclusiveLimitStateMachineType: |
LimitState ‘
CurrentState
[ [ |
ExclusivelLevel ExclusiveDeviation ExclusiveRateOfChange
AlarmType AlarmType AlarmType
IEC
Figure 18 — ExclusiveLimitAlarmType
The ExclusiveLimitAlarmType is formally defined in Table 61.
Table 61 — ExclusiveLimitAlarmType definition
Aqtribute Value
Browsk-Name ExclusiveLimitAlarmType
IsAbstl'act False
References NodeClass |BrowseName DataType |TypeDefinition Modelling

Rule

Subtype of the LimitAlarmType defined in 5.8.11.

HasSubtype ObjectType |ExclusiveLevelAlarmType Defined in 5.8.14.3

HasSubtype ObjectType | ExclusiveDeviationAlarmType |Defined in 5.8.15.3
Type

HasSubtype ObjectType |ExclusiveRateOfChangeAlarm |Defined in 5.8.16.3
Type

HasComponent |Object LimitState ExclusiveLimitStateMachineType |Mandatory



https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

- 68 — IEC 62541-9:2020 RLV © IEC 2020

The LimitState is a substate of the ActiveState and has—a—fsTrueSubstate an
IsTrueSubStateOf reference to the ActiveState. The LimitState represents the actual limit that
is violated in an—ExelusivelimitAarm instance of ExclusiveLimitAlarmType. When the
ActiveState of the AlarmConditionType is inactive the LimitState shall not be available and
shall return NULL on read. Any Events that subscribe for fields from the LimitState when the
ActiveState is inactive shall return a NULL for these unavailable fields.

5.8.13 NonExclusiveLimitAlarmType

The NonExclusiveLimitAlarmType is used to specify the common behaviour for Alarm Types
with multiple non-exclusive limits. The NonExclusiveLimitAlarmType is illustrated in Figure 19.

EnableState ConditionType

Acknowledgeable
ConditionType

ActiveState AlarmConditionType
ﬁ ¢ LowLimit

IsTrueSubState

'f

LowLowLimit
LimitAlarmType~* ——
HighLimit
ﬁ HighHighLimit
IsTrueSubStat j imii
slruesubstate NonExclusiveLimit
AlarmType

HighHighState
LowState
LowLowState

[ [ |
NonExclusivelLevel NonExclusiveDeviation NonExclusiveRateOfChange
AlarmType AlarmType AlarmType

IEC

Figure 19 — NonExclusiveLimitAlarmType

The NonExclusiveLimitAlarmType is formally defined in Table 62.
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Table 62 — NonExclusiveLimitAlarmType definition

Attribute Value
BrowseName NonExclusiveLimitAlarmType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the LimitAlarmType defined in 5.8.11.
HasSubtype ObjectType |NonExclusiveLevelAlarmType Defined in 5.8.14.2
HasSubtype ObjectType |NonExclusiveDeviationAlarmType |Defined in 5.8.15.2
HasSletype ObjectType |NonExclusiveRateOfChangeAlarmT |Defined in 5.8.16.2
ype
HasComponent |Variable HighHighState LocalizedText |TwoStateVariableType_ {Optiorjal
HasComponent |Variable HighState LocalizedText |TwoStateVariableType |Optional
HasC¢mponent |Variable LowState LocalizedText |TwoStateVariableType |Optional
HasC¢mponent |Variable LowLowState LocalizedText |TwoStateVariableType |Optional
HighHighState, HighState, LowState, and LowLowState represent’the non-exclusive sfates.
As ap example, it is possible that both HighState and HighHighState are in their True gtate.
Vendors may choose to support any subset of these states."\Recommended state namep are
descfibed in Annex A.
Four|optional limits are defined that configure thesevstates. At least the HighState or the
LowState shall be provided even though all states\are optional. It is implied by the defiIition
of a HighState and a LowState that these groupings are mutually exclusive. A value cannot
excegd both a HighState value and a LowStatéwalue simultaneously.

5.8.1
5.8.1

A leV
instry
valudg

5.8.1

The

exclu
activ
shou

4 Level Alarm
4.1 Overview

el Alarm is commonly used)to report when a limit is exceeded. It typically relates

is above a high limit or below a low limit.

4.2 NonExclusivelLevelAlarmType

WonExclusiveLevelAlarmType is a special level Alarm utilized with one or more

b at the.Same time-this—AlarmType then an instance of NonExclusiveLevelAlarm
d bé used.

O an

ment — e.g. a temperature meter. The level Alarm becomes active when the obsgrved

non-

sive states. If for example both the High and HighHigh states need to be maintaingd as

Type

The NonExclusiveLevelAlarmType is based on the NonExclusiveLimitAlarmType. It is formally
defined in Table 63.

Table 63 — NonExclusiveLevelAlarmType definition

Attribute Value
BrowseName NonExclusiveLevelAlarmType
IsAbstract False
References NodeClass ‘BrowseName ‘DataType |TypeDefinition |Model|ingRuIe

Subtype of the NonExclusiveLimitAlarmType defined in 5.8.13.
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No additional Properties to the NonExclusiveLimitAlarmType are defined.

5.8.14.3 ExclusiveLevelAlarmType

The ExclusiveLevelAlarmType is a special level Alarm utilized with multiple mutually exclusive
limits. It is formally defined in Table 64.

Table 64 — ExclusiveLevelAlarmType definition

Attribute Value
BrowseName Exclusivel evelAlarmType
IsAbstract False
Refer¢nces NodeClass |BrowseName |DataType |TypeDefinition ‘ModellingRule

Inherits the Properties of the ExclusiveLimitAlarmType defined in 5.8.12.3.

No aflditional Properties to the ExclusiveLimitAlarmType are defined.

5.8.15 Deviation Alarm
5.8.1/5.1 Overview

A deyiation Alarm is commonly used to report an excess‘deviation between a desired set |point
level| of a process value and an actual measurement of that value. The deviation Alarm
becomes active when the deviation exceeds or drops below a defined limit.

Eor dxamnle if 3 set noint had a2 valile of 10-5Ad the hiah deviation Alarm limit wara setlfor 2
oI ampie; a-Setpoihtata- vyade o et eHgR-Geviatioh—Aa-A+HHWere-Seior—=
and the low deviation Alarm limit had a3 vakie of -1 then the low sub state is antered If the
ahRG e—+1oWwW—-GeeVHateh—Aa-A—HHtRaG—a—Made—o6+ e e1owW-—sSsdo——Sstate1S—enterec—{—he
Nro e dronnad o haelow QO ha hiah a a i antarad ha Nnroce e begame
S e A e . s 4= e s S - S

arage han hea et nboin ara hanaged-to hen-the new deviation Hue ould e1“

For ¢xample, if a set point fiad”a value of 10, a high deviation Alarm limit of 2 and & low
devidtion Alarm limit of —1, then the low substate is entered if the process value drops RQelow
9; the high substate is_&ntered if the process value raises above 12. If the set point were
chanped to 11 then tlieynew deviation values would be 10 and 13 respectively. The set |point
may |be fixed by & c¢onfiguration, adjusted by an Operator or it may be adjusted by an
algonithm, the actual functionality exposed by the set point is application specific.| The
devidtion Alarip-inay also be used to report a problem between a redundant data squrce
wherge the difference between the primary source and the secondary source exceeds the
inclugled Jimit: In this case, the SetpointNode would point to the secondary source.

5.8.162—NoenExeclusivebDeviationAlarmType

The NonExclusiveDeviationAlarmType is a special level Alarm utilized with one or more non-
exclusive states. If for example both the High and HighHigh states need to be maintained as
active at the same time-this-AlarmType, then an instance of NonExclusiveDeviationAlarmType
should be used.

The NonExclusiveDeviationAlarmType is based on the NonExclusiveLimitAlarmType. It is
formally defined in Table 65.
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Table 65 — NonExclusiveDeviationAlarmType definition

Attribute Value
BrowseName NonExclusiveDeviationAlarmType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the NonExclusiveLimitAlarmType defined in 5.8.13.
HasProperty Variable SetpointNode Nodeld PropertyType Mandatory
HasProperty Variable BaseSetpointNode Nodeld PropertyType Optional

The [SetpointNode Property provides the Nodeld of the set point used in the)deviation
calcllation. In cases where the Alarm is generated by an underlying system, and if the
Varigble is not in the AddressSpace, a NULL Nodeld shall be provided.

The PBaseSetpointNode Property provides the Nodeld of the original or\base setpoint| The
valug of this node is the value of the setpoint to which an AdaptiveAlarm may be reset if any
algorithmic changes need to be discarded. The value of this ngd¢ usually containg the
originally configured set point.

5.8.15.3 ExclusiveDeviationAlarmType

The |ExclusiveDeviationAlarmType is utilized with multiple mutually exclusive limits. |It is
formally defined in Table 66.

Table 66 — ExclusiveDeviationAlarmType definition

Attribute Value
BrowseName ExclusiveDeviationAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition Modelling Rule
Inherits the Properties of the ExclusiveLimijtAlarmType defined in 5.8.12.3.
HasPrpperty Variable SetpointNode Nodeld PropertyType Mandatory
HasPrpperty Variable BaseSetpointNode Nodeld PropertyType Optional

The [SetpointNode- Property provides the Nodeld of the set point used in the Devijation
calcdlation. If this*Variable is not in the AddressSpace, a NULL Nodeld shall be provided.

The BasegSetpointNode Property provides the Nodeld of the original or base setpoint| The
any

5.8.16 Rate of change Alarms
5.8.16.1 Overview

A Rate of Change Alarm is commonly used to report an unusual change or lack of change in a
measured value related to the speed at which the value has changed. The Rate of Change
Alarm becomes active when the rate at which the value changes exceeds or drops below a
defined limit.

A Rate of Change is measured in some time unit, such as seconds or minutes and some unit
of measure, such as percent or metre. For example, a tank may have a High limit for the Rate
of Change of its level (measured in metres) which would be 4 metres per minute. If the tank
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level changes at a rate that is greater than 4 metres per minute, then the High substate is
entered.

5.8.16.2 NonExclusiveRateOfChangeAlarmType

The NonExclusiveRateOfChangeAlarmType is a special level Alarm utilized with one or more
non-exclusive states. If for example both the High and HighHigh states need to be maintained
as active at the same time this-AlarmFype AlarmConditionType should be used.

The NonExclusiveRateOfChangeAlarmType is based on the NonExclusiveLimitAlarmType. It
is formally defined in Table 67.

Table 67 — NonExclusiveRateOfChangeAlarmType definition

Attribute Value
BrowseName NonExclusiveRateOfChangeAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRulg

Subtype of the NonExclusiveLimitAlarmType defined in clause 5.8.13.

HasPrpperty Variable EngineeringUnits EUInformation Property Type Optional

No_aliditi 5 . NonExclusivelimitAlate) efined.

EngipeeringUnits provides the engineering unitscassociated with the limits values. If this is not
provided, the assumed Engineering Unit is tlpe same as the EU associated with the pprent
variaple per second e.qg. if parent is metersxthis unit is meters/second.

5.8.16.3 ExclusiveRateOfChangeAlarmType

ExclysiveRateOfChangeAlarmTypevis utilized with multiple mutually exclusive limits.|It is
formally defined in Table 68.

Table 68 — ExclusiveRateOfChangeAlarmType definition

Alttribute Value
BrowseName ExclusiveRateOfChangeAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRulp

InheritP the, Rroperties of the ExclusiveLimitAlarmType defined in 5.8.12.3.

HasPrl'\lnnrh/ \ariahle aninppringl Initg EllInformation Dmpn:rh/T\/pp ﬂptinnnl

\ i o . c volLimitAlarmT fined.

EngineeringUnits provides the engineering units associated with the limits values. If this is not
provided, the assumed Engineering Unit is the same as the EU associated with the parent
variable per second; e.qg. if parent is metres, this unit is metres/second.
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5.8.17 Discrete Alarms
5.8.17.1 DiscreteAlarmType

The DiscreteAlarmType is used to classify Types into Alarm Conditions where the input for the
Alarm may take on only a certain number of possible values (e.g. True/False,
running/stopped/terminating). The DiscreteAlarmType with subtypes defined in this document
is illustrated in Figure 20. It is formally defined in Table 69.

AlarmCondition
Ty;uc
| |
LimitAlarmType DiscreteAlarmType
OffNormalAlarmType
SystemOffNormalAlarmType TripAlarmType
CertificateExpirationType

IEC

Figure 20 — DiscreteAlarmType Hierarchy

Table(69 — DiscreteAlarmType definition

Aittribute Value
BrowsL-Name DiscreteAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition I\Rlloldelling
ule

Subtype of the AlarmConditionType defined in 5.8.2.

HasSLIbtype ObjectType OffNormalAlarmType Defined in 5.8.15

5.8.17.2 OffNormalAlarmType

The OffNormalAlarmType is a specialization of the DiscreteAlarmType intended to represent a
discrete Condition that is considered to be not normal. It is formally defined in Table 70. This
subtype is usually used to indicate that a discrete value is in an Alarm state, it is active as
long as a non-normal value is present.
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Table 70 — OffNormalAlarmType Definition

Attribute Value
BrowseName OffNormalAlarmType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the DiscreteAlarmType defined in 5.8.17.1
HasSubtype ObjectType TripAlarmType Defined in 5.8.17.4
HasSubtype ObjectType SystemOffNormalAlarmType Defined in 5.8.17.3
HasPrpperty Variable NormalState Nodeld PropertyType Mandatory
The [NormalState Property is a Property that points to a Variable which hasva valug that
corrgsponds to one of the possible values of the Variable pointed to-by the InputNode
Propgrty where the NormalState Property Variable value is the value that,/is considered o be
the normal state of the Variable pointed to by the InputNode PropertytWhen the value qf the

Varig
Prop

be provided.

5.8.1

This
Alarn
incorf

prty the Alarm is Active. If this Variable is not in the AddressSpace, a NULL Nodeld

7.3 SystemOffNormalAlarmType

h information is having a communication problem and that the Server may have inva

Table 71 — SystemOffNormalAlarmType definition

ble referenced by the InputNode Property is not equal to the~value of the NormalfState

shall

Condition is used by a Server to indicate thatian underlying system that is provliding

id or

hplete Condition state in the Subscription.~\Mts representation in the AddressSpate is
formally defined in Table 71.

Attribute Value
BrowseName SystemOffNormalAlarmType
IsAbstract True
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRule
HasSybtype ObjectType CertificateExpirationAlarmType |Defined in 5.8.17.7
Subtype of the OffNormalAlarmType, i.e. it has HasProperty References to the same Nodes.

5.8.1
The

7.4 TripAlarmType

equif

TripAlarmType is a specialization of the OffNormalAlarmType intended to represept an
meént trip Condition. The Alarm becomes active when the monitored piece of equipment

experiences some abnormal fault such as a motor shutting down due to an overload condition.

Itis f

ormally defined in Table 72. This Type is mainly used for categorization.

Table 72 — TripAlarmType definition

Attribute Value
BrowseName TripAlarmType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition I\Rlloldelling
ule

Subtype of the OffNormalAlarmType defined in 5.8.17.2.
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5.8.1

7.5 InstrumentDiagnosticAlarmType

The InstrumentDiagnosticAlarmType is a specialization of the OffNormalAlarmType intended
to represent a fault in a field device. The Alarm becomes active when the monitored device
experiences a fault such as a sensor failure. It is formally defined in Table 73. This Type is

main

ly used for categorization.

Table 73 — InstrumentDiagnosticAlarmType definition

Attribute Value
BrowseName InstrumentDiagnosticAlarmType
IsAbstract False A
Refer¢nces NodeClass BrowseName DataType TypeDefinition Mo@lﬁn@
Rule
Subtype of the OffNormalAlarmType defined in clause 5.8.17.2. ({ 7
O

o’q’

)
5.8.1[7.6 SystemDiagnosticAlarmType qﬁD
The bd to

reprgsent a fault in a system or sub-system. The Alarm be

SystemDiagnosticAlarmType is a specialization of the O @yrmalAIarmType intend
s active when the moni

fored

systdm experiences a fault. It is formally defined in Tablév . This Type is mainly used for
categorization. <<
Table 74 — SystemDiagnostQ\garmType definition
(,\:»

Attribute 0)\ Value
BrowseName SystemDiagnosticAlarmType \’{S\
IsAbstract False . 0,®
Referg¢nces NodeClass Browseh)af‘n'e DataType TypeDefinition Modelling

\O Rule
Subtype of the OffNormalAlarmType defin " 5.8.17.2.
N
| oY |

5.8.1[7.7 Certifict@pirationAlarmType
This |SystemOf; nalAlarmType is raised by the Server when the Server’s Certificdte is
within the E jionLimit of expiration. This Alarm automatically returns to normal whep the
certificate | dated.

The

Sy&émOffNormalAIarmType is formally defined in Table 75.
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Table 75 — CertificateExpirationAlarmType definition

Attribute Value

BrowseName CertificateExpirationAlarmType

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the SystemOffNormalAlarmType defined in 5.8.17.3

HasProperty Variable ExpirationDate DateTime PropertyType Mandatory
HasProperty Variable ExpirationLimit Duration PropertyType Optional
HasPrpperty Yartabte CertificateType Nodetet Propertytype ancatory
HasPrpperty Variable Certificate ByteString PropertyType Mandatory

ExpifationDate is the date and time this certificate will expire.

ExpifationLimit is the time interval before the ExpirationDate at which this”Alarm will trigger.
This ghall be a positive number. If the property is not provided, a default of 2 weeks shall be
used

CertificateType — See Part 12 for definition of Certificate Type«
Certificate is the certificate that is about to expire.

5.8.18 DiscrepancyAlarmType

The DiscrepancyAlarmType is commonly used_toTreport an action that did not occur within an
expefted time range.

The [DiscrepancyAlarmType is based:-@nh the AlarmConditionType. It is formally defingd in
Tablg 76.

Table 76 ~ DiscrepancyAlarmType definition

A\ttribute Value
BrowseName DiscrepancyAlarmType
IsAbstract False
Referg¢nces Node Class |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AlamnConditionType defined in 5.8.2.
HasPrpperty, Variable TargetValueNode Nodeld PropertyType Mandator
HasPrppérty, Variable ExpectedTime Duration PropertyType Mandator
HasProperty artabte Foterarce Boubte PropertyFype Sptiomat

The TargetValueNode Property provides the Nodeld of the Variable that is used for the target
value.

The ExpectedTime Property provides the Duration within which the value pointed to by the
InputNode shall equal the value specified by the TargetValueNode (or be within the Tolerance
range, if specified).

The Tolerance Property is a value that may be added to or subtracted from the
TargetValueNode’s value, providing a range that the value can be in without generating the
Alarm.
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A DiscrepancyAlarmType may be used to indicate a motor has not responded to a start
request within a given time, or that a process value has not reached a given value after a
setpoint change within a given time interval.

The DiscrepancyAlarmType shall return to normal when the value has reached the target
value.

5.9 ConditionClasses

5.9.1 Overview

Conditions are used in specific application domains lIke Mainienance, system or Process] The
ConditionClass hierarchy is used to specify domains and is orthogonal to the ConditionType
hierarchy. The ConditionClassld Property of the ConditionType is used to assign a/Condlition
to a ConditionClass. Clients-ean may use this Property to filter out essential classes. OPC UA
defings the base ObjectType for all ConditionClasses and a set of comman (classes |used
acrogs many industries. Figure 21 informally describes the hierarchy of ConditionClass Types
defined in this document.

Defined in-lEC 62541-5
Base ObjectType
A
%
BaseConditionClass
Type
ProcessConditionClass Maintenanhce ConditionClass SystemConditionClass
Type Type Type

IEC

Figure 21 — ConditionClass type hierarchy

ConditionClasses are(npt representations of Objects in the underlying system and, thergfore,
only exist as Type Nodes in the Address Space.

5.9.2 BaseConditionClassType

BaselConditionClassType is used as class whenever a Condition cannot be assigned|to a
if possible

Table 77 — BaseConditionClassType definition

Attribute Value
BrowseName BaseConditionClassType
IsAbstract True
References NodeClass ‘BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseObjectType defined in IEC 62541-5.
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5.9.3 ProcessConditionClassType

The ProcessConditionClassType is used to classify Conditions related to the process itself.
Examples of a process would be a control system in a boiler, or the instrumentation
associated with a chemical plant or paper machine. The ProcessConditionClassType is
formally defined in Table 78.

Table 78 — ProcessConditionClassType definition

Attribute Value
BrowseName ProcessConditionClassType
IsAbstract True
Refer¢nces NodeClass BrowseName DataType TypeDefinition goldelling
ule

Subtype of the BaseConditionClassType defined in 5.9.2.

5.9.4 MaintenanceConditionClassType

The MaintenanceConditionClassType is used to classify Conditions related to maintengnce.
Exanpples of maintenance would be Asset Management systems or conditions, which ocgur in
procgss control systems, which are related to galibration of equipment. | The
MainfenanceConditionClassType is formally defined in Table 79. No further definitipn is
provided here. It is expected that other standards deyelopment groups will define domain-
specific subtypes.

Table 79 — MaintenanceConditionClassType definition

Alttribute Value
BrowseName MaintenanceConditionClassType.
IsAbstract True
Refer¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClassType defined in 5.9.2.

5.9.5 SystemConditionClassType

The [SystemConditionClassType is used to classify Conditions related to the System.| It is
formally defiped in Table 80. System Conditions occur in the controlling or monitoring syjstem
procgss. Examples of System related items could include available disk space on a computer,
Archive,media availability, network loading issues or a controller error. No further definition is
provided /here. It is expected that other standards development groups or vendors will define
domain-specific subtypes.

Table 80 — SystemConditionClassType definition

Attribute Value
BrowseName SystemConditionClassType
IsAbstract True
References NodeClass | BrowseName ‘ DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClassType defined in 5.9.2.
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5.9.6

SafetyConditionClassType

The SafetyConditionClassType is used to classify Conditions related to safety. It is formally

defin

ed in Table 81.

Safety Conditions occur in the controlling or monitoring system process. Examples of safety
related items could include emergency shutdown systems or fire suppression systems.

Table 81 — SafetyConditionClassType definition

Attribute Value
BrowsleName SafetyConditionClassType
IsAbstract True
Referg¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule
Subtype of the BaseConditionClass Type defined in 5.9.2.
| |

5.9.7

In Al
Alarn
requi
spec
Cond

HighlyManagedAlarmConditionClassType

hrm systems some Alarms may be classified as highly shanaged Alarms. This cla
Fe individual acknowledgement or not allow suppre§sion or any of a number of

al behaviours. The HighlyManagedAlarmConditionClassType is used to clg
itions as highly managed Alarms. It is formally defined in Table 82.

Table 82 — HighlyManagedAlarmConditionClassType definition

5s of

h requires special handling that varies according to the“dividual requirements. It might

bther
ssify

Attribute Value
BrowsgName HighlyManagedAlarmConditionClassType
IsAbstract True
Refer¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule
Subtype of the BaseConditionClass Type defined in 5.9.2.

5.9.8

The

traini
traini
Cond

TrainingCoenditionClassType

TrainingConditionClassType is used to classify Conditions related to training systg
hg exercises. It is formally defined in Table 83. These Conditions typically occur|

itions” might be process or system conditions. It is expected that other stang

m or
in a

hg sysiem or are generated as part of a simulation for a training exercise. Trgining

ards

deve

apment groups or vendaors will define dnmnin-qppr‘ifir Quhfyppq

Table 83 — TrainingConditionClassType definition

Attribute Value
BrowseName TrainingConditionClassType
IsAbstract True
References NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClassType defined in 5.9.2.
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5.9.9 StatisticalConditionClassType
The StatisticalConditionClassType is used to classify Conditions related that are based on

statistical calculations. It is formally defined in Table 84. These Conditions are generated as
part of a statistical analysis. They might be any of an Alarm number of types.

Table 84 — StatisticalConditionClassType definition

Attribute Value
BrowseName StatisticalConditionClassType
IsAbstract True
Referg¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClassType defined in 5.9.2.

5.9.10 TestingConditionSubClassType

The [TestingConditionSubClassType is used to classify Conditions) related to testing ¢f an
Alarm system or Alarm function. It is formally defined in Table_88) Testing Conditions night
inclugle a condition to test an alarm annunciation such as a hekn)or other panel. It migh{ also
be uged to temporarily reclassify a Condition to check respon$€ times or suppression logic. It
is expected that other standards development groups or x&ndors will define domain-spgcific
subtypes.

Table 85 — TestingConditionSubClassType definition

Attribute Value
BrowsgName TestingConditionSubClassType
IsAbstract True
Referg¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClassType definedin 5.9.2.

5.10| Audit Events
5.101 Overview

Following arg subtypes of AuditUpdateMethodEventTypes that will be generated in response
to the Methods defined in this document. They are illustrated in Figure 22.
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Defined in IEC 62541-5
AuditEventType
Q
T
AuditUpdateMethod
EventType
\
AuditCondition
EventType
AuditConditionConfirm AuditConditionRespond
EventType EventType
AuditConditionEnable AuditCendifionSupress
EventType EventType
AuditConditionComment AuditConditionShelving.
EventType EventType
AuditConditionAcknowledge AuditConditionOutOf. AuditConditionSllence
EventType ServiceEventType EventType

IEC

Figure.22 — AuditEvent hierarchy

AudiiConditionEventTypes are.normally used in response to a Method call. However, fhese
Evenits shall also be notified_if‘the functionality of such a Method is performed by some pther
Server-specific means. n.this case, the SourceName Property shall contain a pfoper
descfiption of this interfial'means and the other Properties should be filled in as describgd for
the gliven EventType-

5.10.2 AuditConditionEventType

This |[EventFype is used to subsume all AuditConditionEventTypes. It is formally defingd in
TabIT 86"

Table 86 — AuditConditionEventType definition

Attribute Value
BrowseName AuditConditionEventType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditUpdateMethodEventType defined in IEC 62541-5

AuditConditionEventTypes inherit all Properties of the AuditUpdateMethodEventType defined
in IEC 62541-5. Unless a subtype overrides the definition, the inherited Properties of the
Condition will be used as defined.
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e The inherited Property SourceNode shall be filled with the Conditionld.

e The SourceName shall be "Method/" and the name of the Service that generated the Event
(e.g. Disable, Enable, Acknowledge, etc.).

This EventType can be further customized to reflect particular Condition related actions.

5.10.

3 AuditConditionEnableEventType

This EventType is used to indicate a change in the enabled state of a Condition instance. It is
formally defined in Table 87.

Table 87 — AuditConditionEnableEventType definition
Attribute Value
BrowsgName AuditConditionEnableEventType
IsAbsfract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclatations of that Node.
The $ourceName shall indicate Method/Enable or Method/Disable. If the audit Event is ngt the
resulf of a Method call, but due to an internal action of the' Server, the SourceName |shall
refle¢t Enable or Disable, it may be preceded by ,an-appropriate description such as
"Intefnal/Enable" or "Remote/Enable".
5.104 AuditConditionCommentEventType
This EventType is used to report an AddCommient action. It is formally defined in Table 88.
Table 88 — AuditConditionCommentEventType definition
Attribute Value
BrowseName AuditConditionCommentEventType
IsAbsfract False
Refer¢nces NodeClass ‘|BrowseName DataType TypeDefinition ModellingRule
HasPrpperty Variable ConditionEventld ByteString PropertyType Mandatory
HasPrpperty Variable Comment LocalizedText Property Type Mandatory
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.
The ConditionEventld field shall contain the id of the event for which the comment was added.

The Comment contains the actual comment that was added.

5.10.

5 AuditConditionRespondEventType

This EventType is used to report a Respond action (see 5.6). It is formally defined in
Table 89.
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Table 89 — AuditConditionRespondEventType definition

Attribute Value
BrowseName AuditConditionRespondEventType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable SelectedResponse Uint32 PropertyType Mandatory

Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

The

5.10.6 AuditConditionAcknowledgeEventType

belectedResponse field shall contain the response that was selected.

This | EventType is used to indicate acknowledgement or confirmationyof one or more
Conditions. It is formally defined in Table 90.
Table 90 — AuditConditionAcknowledgeEventType'definition

Attribute Value
BrowseName AuditConditionCommentEventType AuditConditionAckmewledgeEventType
IsAbstract False
Refer¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasPrpperty Variable ConditionEventld ByteString PropertyType Mandatory
HasPrpperty Variable Comment LocalizedText PropertyType Mandatory

Subtype of the AuditConditionEventType defined in 5.10.2that is, inheriting the InstanceDeclarations of that Node.

The

The
NULL.

5.107 AuditConditionConfirmEventType

This EventType is used to report a Confirm action. It is formally defined in Table 91.

ConditionEventld field shall contain-the id of the Event that was acknowledged.

Table 91 — AuditConditionConfirmEventType definition

Comment contains the actual-comment that was added; it may be a blank commen{ or a

Attribute Value
BrowsgName AuditConditionCommentEventType AuditConditionConfirmEventType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable ConditionEventld ByteString Property Type Mandatory
HasProperty Variable Comment LocalizedText PropertyType Mandatory

Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

The ConditionEventld field shall contain the id of the Event that was confirmed.

The Comment contains the actual comment that was added; it may be a blank comment or a

NULL.
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5.10.8 AuditConditionShelvingEventType

This EventType is used to indicate a change to the Shelving state of a Condition instance. It is
formally defined in Table 92.

Table 92 — AuditConditionShelvingEventType definition

Attribute Value
BrowseName AuditConditionShelvingEventType
IsAbstract False
Refergmces—NuodeClass—BrowseName————DataType—————————TypeDefinitiom—ModeltingRuje
HasPrpperty Variable ShelvingTime Duration PropertyType Optional
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

If the
for W

omitted or NULL.

5.10.

This
It is f

Method indicates a TimedShelve operation, the ShelvingTime field"shall contain dun
hich the Alarm is to be shelved. For other Shelving Methodsi~this parameter me

9 AuditConditionSuppressionEventType

prmally defined in Table 93.

Table 93 — AuditConditionSuppressionEventType definition

ation
y be

FventType is used to indicate a change to the Suppréssion state of a Condition instance.

Attribute Value
BrowsgName AuditConditionSuppressionEventType
IsAbstract False
Referg¢nces NodeClass |BrowseNamé DataType TypeDefinition ModellingRule
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

This
gene
syst¢g

5.10.
This

Event indicates ag)Alarm suppression operation. An audit Event of this type sh4d
rated, if audit _évents are supported for any suppression action, including auto
m-based suppression.

10 AuditConditionSilenceEventType

Evehtfype is used to indicate a change to the Silence state of a Condition instance

formz'ally defined in Table 94.

Il be
matic

It is

Table 94 — AuditConditionSilenceEventType definition

Attribute Value
BrowseName AuditConditionSilenceEventType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

This event indicates that an Alarm was silenced, but not acknowledged. An audit event of this
type shall be generated, if Audit events are supported for any silence action, including
automatic system-based silence.
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5.10.

11 AuditConditionResetEventType

This EventType is used to indicate a change to the Latched state of a Condition instance. It is
formally defined in Table 95.

Table 95 — AuditConditionResetEventType definition

Attribute Value
BrowseName AuditConditionResetEventType
IsAbstract False

Refergmees—Noteetass—{BrowseName—Patafype——Typebefimitiom——Modettimgia]

Subty

e of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

This pvent indicates that an Alarm was reset. An audit event of this type shall\bg’generated, if
Audif events are supported for any Alarm action.
5.10.12 AuditConditionOutOfServiceEventType
This |EventType is used to indicate a change to the OutOfSefuice State of a Condlition
instapce. It is formally defined in Table 96.
Table 96 — AuditConditionOutOfServiceEventType definition

Attribute Vidlue
BrowsgName AuditConditionOutOfServiceEventType
IsAbstract False
Refer¢nces NodeClass |BrowseName BDataType TypeDefinition ModellingRule
Subtype of the AuditConditionEventType defined in 5.1032'that is, inheriting the InstanceDeclarations of that Node.
An aydit Event of this type shall\be generated if audit Events are supported.
5.11| Condition Refresh related Events
5.111 Overview
Following are subtypes of SystemEventTypes that will be generated in response to a Refresh

Meth

pds call. They are illustrated in Figure 23.
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Defined in IEC 62541-5

/\
L

i

SystemEventType
RefreshStart RefreshEnd RefreshRequired
EventType EventType EventType

IEC

Figure 23 — Refresh Related Event Hierarchy

5.112 RefreshStartEventType

This [EventType is used by a Server to mark the beginning of.a,Refresh Notification cycle. Its
reprgsentation in the AddressSpace is formally defined in Table 97.

Table 97 — RefreshStartEventType definition

Attribute Value
BrowseName RefreshStartEventType
IsAbstract True
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the SystemEventType defined in IE€62541-5, i.e. it has HasProperty References to the same Nodes.

5.113 RefreshEndEventType

This [EventType is used by a Server to mark the end of a Refresh Notification cyclé. Its
reprgsentation in the_.AddressSpace is formally defined in Table 98.

Table 98 — RefreshEndEventType definition

Attribute Value
BrowsgName RefreshEndEventType
IsAbstract True
References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the SystemEventType defined in IEC 62541-5, i.e. it has HasProperty References to the same Nodes.

5.11.4 RefreshRequiredEventType

This EventType is used by a Server to indicate that a significant change has occurred in the
Server or in the subsystem below the Server that may or does invalidate the Condition state
of a Subscription. Its representation in the AddressSpace is formally defined in Table 99.
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Table 99 — RefreshRequiredEventType definition

Attribute Value

BrowseName RefreshRequiredEventType

IsAbstract True

References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the SystemEventType defined in IEC 62541-5, i.e. it has HasProperty References to the same Nodes.

The
a suk

Client after the Event queue is no longer in an overflow state.

HasCondition Reference type

HasCondition ReferenceType is a concrete ReferenceType and can be.used directly
type of NonHierarchicalReferences. The representation in the Addres§Space is spe

in Taple 100.

The

and its Conditions. Each ConditionSource shall be the target©f a HasEventSource Refel

or a
Clien
for th

Has(
case
one

decls

e a

W
if
re

Has(
avail
Obje
Cong

subtype of HasEventSource. The AddressSpace organisation that shall be provide
ts to detect Conditions and ConditionSources is defined in Clause 6. Various exan
e use of this Reference Type-can may be found in-Clause B.2.

the SourceNode of this ReferenceType shall be an ObjectType or VariableType No
of their InstanceDeclaration Nodes. Jhe TargetNode shall be a Condition insf
ration or a ConditionType. The following rules for instantiation apply:

| HasCondition References usedNin a Type shall exist in instances of these Typeé
ell;

the TargetNode in the Type-definition is a ConditionType, the same TargetNode W
ferenced on the instangé.

bble in Type definitions. In this case, the SourceNode of this ReferenceType shall k
Ct, Variable or Method Node. The TargetNode shall be a Condition instance
itionType.

Table 100 — HasCondition ReferenceType

have
Fvent

It is
cified

Eemantic of this ReferenceType is to specify the relationship between a ConditionS¢urce

ence
d for
ples

ondition References can be used in the Typée.definition of an Object or a Variable. I this

e or
ance

S as

ill be

ondition References may be used solely in the instance space when they ar¢ not

€ an
or a

Attributes Value
BrowseName HasCondition
InverseName IsConditionOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
5.13 Alarm and Condition status codes

Table 101 defines the StatusCodes defined for Alarm and Conditions (A&C).
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Table 101 — Alarm & Condition result codes

Symbolic Id Description
Bad_ConditionAlreadyEnabled The addressed Condition is already enabled.
Bad_ConditionAlreadyDisabled The addressed Condition is already disabled.
Bad_ConditionAlreadyShelved The Alarm is already in a shelved state.
Bad_ConditionBranchAlreadyAcked The Eventld does not refer to a state that needs acknowledgement.

Bad_ConditionBranchAlreadyConfirmed |The Eventld does not refer to a state that needs confirmation.

Bad_ConditionNotShelved The Alarm is not in the requested shelved state.

Bad_l: ;c\:uyNutA\.t;vU e Dl‘al’uyCuud’fﬁOﬁ:pre'mﬁce'imt‘iﬂ-A'mtc.

Bad_[DialogResponselnvalid The selected option is not a valid index in the ResponseOptionSet array.
Bad_HventldUnknown The specified Eventld is not known to the Server.

Bad_RefreshinProgress A ConditionRefresh operation is already in progress.

Bad_$§helvingTimeOutOfRange The provided Shelving time is outside the range allowed by the)Server for Shelying
5.14| Expected A&C server behaviours

5.141 General

This | subclause describes behaviour that is expected from” an OPC UA Server thjat is
implgmenting the A&C Information Model. In particular(this subclause describes spgcific

behayiours that apply to various aspect of the A&C Infermation Model.

5.14.

In so
an u
comr

o |If

2 Communication problems

communication fails to the underlying system,

For any Event field related information that is exposed in the address space
Value/StatusCode obtained when reading the Event fields that are associated wit
communication failure shall have a value of NULL and a StatusCod
Bad_CommunicationError.

Conditions,generate an Event, if the Retain field is set to True. These Events
have theic Event fields that are associated with the communication failure cont
StatusCaode of Bad_CommunicationError for the value.

A €ondition of the SystemOffNormalAlarmType shall be used to report

communication failure to Alarm Clients. The NormalState field shall contain the N¢

me implementation of an OPC UA A&C_Server, the Alarms and Condition are provid¢d by
hderlying system. The expected behaviour of an A&C Server when it is encount
hunication problems with the underlying system is:

ering

the
h the
b of

For Subscriptions that contain Conditions for which the failure applies, the effécted

shall
Hin a

the
deld

of/the Variable that indicates the status of the underlying system.

e For start-up of an A&C Server that is obtaining A&C information from an already running
underlying system:

If a value is unavailable for an Event field that is being reported due to a start-up of the

UA Server (i.e. the information is just not available for the Event) the Event field
contain a StatusCode set to Bad_WaitingForlnitialData for the value.

shall

If the "Time" field is normally provided by the underlying system and is unavailable, the

Time will be reported as a StatusCode with a value of Bad_WaitingForlnitialData.

5.14.3 Redundant A&C servers

In an OPC UA Server that is implementing the A&C Information Model and that is configured

to be

a redundant OPC UA Server, the following behaviour is expected:
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6

6.1

The Eventld is used to uniquely identify an Event. For an Event that is in each of the
redundant Servers, it shall be identical. This applies to all standard Events, Alarms and
Conditions. This may be accomplished by sharing of information between redundant
Server (such as actual Events) or it may be accomplished by providing a strict Eventld
generating algorithm that will generate an identical Eventld for each Event.

It is expected that for cold or warm failovers of redundant Servers, Subscription for Events
shall require a Refresh operation. The Client shall initiate this Refresh operation.

It is expected that for hot failovers of redundant Servers, Subscriptions for Events may
require a Refresh operation. The Server shall issue a RefreshRequiredEventType Event if
it is required.

br transparent redundancy, a Server shall not require any action be performed |by a
lient.

(@M

AddressSpace organisation

General

The AddressSpace organisation described in this clause allows Clients to detect Conditions

and

ConditionSources. An additional hierarchy of Object Nodes-'that are notifiers mgy be

estaljlished to define one or more areas; the Client can subscribe to specific areas to limjt the

Eventt Notifications sent by the Server. Additional examples can‘be found in Clause B.2.

6.2

EventNotifier and source hierarchy

HasNotifier and HasEventSource References are useéd1to expose the hierarchical organization
of Eyent notifying Objects and ConditionSources.” An Event notifying Object repregents
typically an area of Operator responsibility. The definition of such an area configuratipn is
outsifle the scope of this document. If areas.@re available, they shall be linked togethef and
with the included ConditionSources using the HasNotifier and the HasEventSource Refefjence

Typels. The Server Object shall be the roet of this hierarchy.

Figude 24 shows such a hierarchy. Note that HasNotifier is a subtype of HasEventSourca. |.e.

the

thrget Node of a HasNotifier_Reference (an Event notifying Object)-may can also |be a

ConditionSource. The HasEvehtSource Reference is used if the target Node |is a
ConditionSource but cannot be used as Event notifier. See |IEC 62541-3 for the formal

definjtion of these Reference Types.

Server
W HasEventSource
HasNotifier
HasNotifier- Area 1 +——HasNotifier
4 4
HasNotifier- Tank Farm Machine B
Tank A HasNotifier
HasEventSource
k.
[ LevelMeasurement } Device B Device C

IEC

Figure 24 — Typical-Event HasNotifier Hierarchy
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6.3 Adding Conditions to the hierarchy

HasCondition is used to reference Conditions. The Reference is from a ConditionSource to a
Condition instance or — if no instance is exposed by the Server — to the ConditionType.

Clients can locate Conditions by first browsing for ConditionSources following
HasEventSource References (including subtypes like the HasNotifier Reference) and then
browsing for HasCondition References from all target Nodes of the discovered References.

Figure 25 shows the application of the HasCondition Reference in—an—Event a HasNotifier
hierarchy. The Variable LevelMeasurement and the Object "Device B" Reference Condition

instahces. The Object "Tank A" References a ConditionType (MySystemAlarmType) indidating
that & Condition exists but is not exposed in the AddressSpace.
Server
HasNotifier
HasNotifier- Area 1 HasNatifier
HasNotifier- Tank Farm Machine B
Tank A HasNoifier
HasEventSource
HasCondition
Device B
LevelMeasurement ]
- MyAlarmTypeA:
HasCondition— MyLeveIAlarmType' Condition 1
LevelMonitoring
\ HasCondition
MyAlarmTypeA:
MySystemAlarmType Condition 2
IEC
Figure 25 — Use of HasCondition in-an-Event a HasNotifier hierarchy
6.4 | Conditions in InstanceDeclarations
Figune'26 shows the use of the HasCondition Reference and the HasEventSource Refefence

in an InstanceDeclaration. They are used to indicate what References and Conditions are
available on the instance of the ObjectType.

The use of the HasEventSource Reference in the context of InstanceDeclarations and
TypeDefinition Nodes has no effect for Event generation.
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TankType <<

HasEventSource

%

LevelMeasurement }

Tank A

HasEventSource

%

LevelMeasurement }

HasCondition HasCo‘ndition
v v
MyLevelAlarmType: MyLevelAlarmType:

LevelMonitoring

6.5 | Conditions in a VariableType

Use |of HasCondition in a VariableType is a special
Varigble Types) may not have Conditions as components. Figure 27 provides an examg
this yse case. Note that there is no component relationshipfor the "LevelMonitoring" Ala

LevelMonitoring

Figure 26 — Use of HasCondition in an InstanceDeclaration

use. case since Variables

is Server-specific whether and where they assign a HasComponent Reference.

BaseObjectType BaseVariable Type
JAN
R AN
AlarmType

ExclusivelLevel
AlarmType

A

HasCondition

ExclusiveLevelAlarmType:

LevelMonitoring

Tank A

HasEventSource

IEC

-

LevelMeasurementType:

LevelMeasurement

HasCondition

#

LevelMonitoring

ExclusiveLevelAlarmType:

Figure 27 — Use of HasCondition in a VariableType

7 System State and

7.1 Overview

alarms

The state of alarms is affected by the state of the process, equipment, system or plant.
example, when a tank is taken out of service, the level alarms associated with the tank would
be no longer used, until the tank is returned to service. This clause describes ReferenceTypes
that can be used by a StateMachine to indicate that a specific Effect on Alarms caused by the
transition of a StateMachine. StateMachines that describe the state of a process, system or
equipment can vary, but an example StateMachine is provided in Annex F.

IEC

For
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HasEffectDisable

The HasEffectDisable ReferenceType is a concrete ReferenceType and can be used directly.
It is a subtype of HasEffect.

The semantic of this ReferenceType is to point form a Transition to an Alarm that will be
disabled.

o If the Reference is to an Object then all Alarms in the HasNotifier hierarchy below that
Object are disabled,

e |f the target is an AlarmType then all instances of that AlarmType in the HasNotifier

[ )
= =

The
or on

The
in Ta

erarchy below the Object containing the StateMachine are disabled, A
the target is an Alarm instance then the given Alarm instance is disabled. Q}f

SourceNode of this ReferenceType shall be an Object of the ObjectTyp@Qﬂ[gnsition
e of its subtypes. The TargetNode can be of an Object or AlarmType. (l/

epresentation of the HasEffectDisable ReferenceType in the Adc&'é\ssSpace is spe

ble 102. @q/

Table 102 — HasEffectDisable Referz@Type

Type

Cified

X/
Attributes VaIqu\\
B 7
BrowsgName HasEffectDisable /\Q
InverseName MayBeDisabledBy O\)
N
Symmetric False i \\}
IsAbstract False Q,
Refer¢nces NodeClass Bro ame Comment
o
Y
xO

7.3 | HasEffectEnable c\},

The
It is 4

N\
HasEffectEnable Refer@eType is a concrete ReferenceType and may be used dir
subtype of HasEﬁi&t..

semantic of tk()QeferenceType is to point form a Transition to an Alarm that w

betly.

The Il be

enabjed. @

e |Iffthe R %ce is to an Object then all Alarms in the HasNotifier hierarchy below that
ije(&% enabled.

o I @ arget is an AlarmType then all instances of that AlarmType in the HasN@¢tifier
hlerarehy-below-the-Oblectcontairingthe—StateMachincare—enabled-

o If the target is an Alarm instance then the given Alarm instance is enabled.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType

or on

e of its subtypes. The TargetNode can be of any NodeClass.

The representation of the HasEffectenable ReferenceType in the AddressSpace is specified in
Table 103.
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Table 103 — HasEffectEnable ReferenceType

Attributes Value
BrowseName HasEffectEnable
InverseName MayBeEnabledBy
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
7.4 | HasEffectSuppress Q}/
The |HasEffectSuppress ReferenceType is a concrete ReferenceType and O&y be |used
direcfly. It is a subtype of HasEffect. (l/

The
sup

The

or onle of its subtypes. The TargetNode can b

The

semantic of this ReferenceType is to point form a Transition t%"an Alarm that w
pressed.

Iff the reference is to an Object then all Alarms in the Ev@f%ﬁfer hierarchy below
dbject are suppressed.

Iff the target is an AlarmType then all instance of é\at AlarmType in the HasN(
erarchy below the Object containing the StateMach are suppressed.

= =

the target is an Alarm instance then the given QQN instance is suppressed.

SourceNode of this ReferenceType shall b@ Object of the ObjectType Transition
any NodeClass.

representation of the HasEffect press ReferenceType in the AddressSpad

specified in Table 104. A\

Table 104\1\;’}4asEffectSuppress ReferenceType

Il be

that

tifier

Type

e is

\‘
Attributes C) Value

BrowseName Has@ctSuppress

InverseName Me:y}\eSuppressedBy

Sym

metric Fglse

IsAb

N
stfact Q} False

A3
Refer¢nces \U NodeClass BrowseName Comment

O

7.5

NS

HasEffectUnsuppressed

The HasEffectUnsuppressed ReferenceType is a concrete ReferenceType and may be used

dire

ctly. It is a subtype of HasEffect.

The semantic of this ReferenceType is to point form a Transition to an Alarm that will no
longer be suppressed.

If the Reference is to an Object then all Alarms in the HasNotifier hierarchy below that

Object are removed from being suppressed.

If the target is an AlarmType then all instance of that AlarmType are no longer suppressed

below the Object containing the StateMachine.



https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

- 94 — IEC 62541-9:2020 RLV © IEC

2020

e if the target is an Alarm instance then the given Alarm instance is no longer suppressed.

N

o errors are logged if the Alarm was not suppressed.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode can be of any NodeClass.

The representation of the HasEffectUnsuppress ReferenceType in the AddressSpace is
specified in Table 105.

Table 105 — HasEffectUnsuppress ReferenceType

Attributes Value \\
BrowsgName HasEffectUnsuppress N -
InverseName MayBeUnsuppressedBy A(\‘
Symmetric False (\Q l/
IsAbstract False o l/

Referg¢nces NodeClass BrowseName Comh\e'n.tj
X
PA%)

8.1

The
issug
mesS
perfg

Evalyating the performance of an alarr&fhﬁstem with regard to these design criteria requires

the d

alarm-related information.

This
multi
type
the
hierg
Alarri

8.2

This

O
8 Alarm metrics ;\\<</

Overview O<<

s, both critical and non-critical, but is overwhelmed by alarms/alerts or
rmance of the system at various level perator station, plant area, overall system

ollection of alarm metrics. Thess\ etrics provide summaries of alarm rates and

xO
clause defines a standa@structure for metrics. This structure may be implement
ntire Server. An j

hs that are pact.of the tank HasNotifier hierarchy.

Alar%@%icsType

Tablg¢

%éﬂype is used for metric information. The ObjectType is formally defingd in

joal of a well-designed alarm system is to gure that an Operator is made aware of

bther

ages. When designing an alarm system,(riteria are defined for alarm rates and geperal

etc.).

bther

bd at

ble levels allowing a Sder to collect metrics as needed. For example, an Object of this
might be added to thé-Server Object providing a summary of the Alarm performande for

@nce might also be provided on an Object that includes a HasNgtifier
chy, such as nk Object. In this case, it would provide the summary of all gf the
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Table 106 — AlarmMetricsType Definition

Attribute Value
BrowseName AlarmMetricsType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseObjectType defined in IEC 62541-5.
HasComponent |Variable AlarmCount Uint32 BaseDataVariableType Mandatory
HasComponent |Variable StartTime UtcTime BaseDataVariableType Mandatory
HasC¢mponent |Variable MaximumActiveState Duration BaseDataVariableType Mmﬁatory
HasC¢mponent |Variable MaximumUnAck Duration BaseDataVariableType Wdatory
HasC¢mponent |Variable CurrentAlarmRate Double AIarmRateVariabIeT}(@ Mandatory
HasC¢mponent |Variable MaximumAlarmRate Double AIarmRateVariat}l@[% Mandatory
HasC¢mponent |Variable MaximumReAlarmCount Uint32 BaseDataVar@sile‘(ype Mandatory
HasC¢mponent |Variable AverageAlarmRate Double AIarmRa*gp‘e?i;bleType Mandgtory
HasC¢mponent |Method Reset n@w Mandgtory
<'o"
An ipstance of AlarmMetricsType can be added, with a omponent reference, td any
Objeft that has its "SubscribeToEvents" bit set within the é‘entNotmer Attribute. 1t will cpllect
the Alarm metrics for all Alarm sources assigned to th|@ fier Object. For example, if Alarm
metrics are desired for Tank A Object (see Figure B, at is in the HasNotifier hierarchy|than
an irlstance of this object would be referenced the Tank A object. When this objgct is
assogiated with the Server Object it will report Q\ metrics for the entire Server.
AlarmCount is the total count of Alarms sr@e the last restart of the system or reset of this
counger.
Start[lime is the time at which U@%erver started or the time of the last Reset Mgthod
invodation, whichever is later.

Maxi

Maxi

8.3).
Rate

CurreentA/armR@’ the sum of Alarms that occurred in the last Rate number of minutes
This su@ ould not include nuisance Alarms (i.e. chattering alarms). It is updated ¢very

\C)

mumActiveState is the G.dxmum time for which an Alarm was in the active state.

num minutes.

O

mumUnAck is th@%dmum time for which an Alarm was in the unacknowledged stafe.

(see

Maxi

‘AlarmRate is the maximum Alarm rate detected since the start of the Server, W

here

the rate is calculated as for CurrentAlarmRate.

MaximumReAlarmCount is the maximum ReAlarmCount for any Alarm.

AverageAlarmRate is the average Alarm rate since the start of the Server or the last
invocation of Reset Method, where the rate is calculated as for CurrentAlarmRate.

Reset is a Method that will reset all of the counters, rates or times in this Object

8.3
This

AlarmRateVariableType

variable type provides a unit field for the rate for which the Alarm diagnostic applies.
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Table 107 — AlarmRateVariableType definition

Attribute Value
BrowseName AlarmRateVariableType
IsAbstract False
ValueRank Scalar
DataType Double
References NodeClass BrowseName DataType |TypeDefinition ModellingRule
HasProperty Variable Rate Uint16 PropertyType Mandatory

Ratelis the number of minutes over which the item is calculated.

8.4 Reset Method

The Reset Method is used to reset all of the counters, rates and time in th&JObject.

Sig:Eture
set () ;

Methpd Result Codes in Table 108 (defined in Call Servjce).

Table 108 — Suppress‘result codes

Result Code Description
Bad_NlethodInvalid The Methodld provided dogs, hot correspond to the Objectld provided. See IEC 62541-4 {or the
general description of thi§ result code.
Bad_NodeldInvalid Used to indicate that.thé specified Objectld is not valid. See IEC 62541-4 for the general
description of this result code.

Compments
The Reset Method will-gtear all setting in the diagnostic object and initialize them to zero.
Tablg 109 specifiés the AddressSpace representation for the Reset Method.

Table 109 — Reset Method AddressSpace definition

Attribute Value
BrowseName Reser
References NodeClass |BrowseName DataType TypeDefinition |ModellingRule

AlwaysGeneratesEvent  |ObjectType |AuditUpdateMethodEventType (Defined in IEC 62541-5.
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Annex A
(informative)

Recommended localized names

A.1 Recommended state names for TwoState variables
A.1.1 Localeld "en"
The “en" and
Tableg A.2.
Table A.1 — Recommended state names for Localeld "en"

Condition Type State Variable False State Name True State Name
CondifionType EnabledState Disabled Enabled
DialogConditionType DialogState Inactive Active
AcknowledgeableConditionType AckedState Unacknowledged Acknowledged

ConfirmedState Unconfirmed Confirmed
AlarmonditionType ActiveState Inactive Active
SuppressedState Unsuppressed Suppressed
OutOfServiceState I Service Out of Service
SilenceState Silenced Not Silenced
LatchedState Latched Unlatched
NonExclusiveLimitAlarmType HighHighState HighHigh inactive HighHigh active
HighState High inactive High active
LowState Low inactive Low active
LowLowState LowLow inactive LowLow active
Table A.2 - Recommended display names for Localeld "en"
Condition Type Browse Name display name
Unshelved Unshelved
Shelvgd TimedShelved Timed Shelved
OneShotShelved One Shot Shelved
Exclugive HighHigh HighHigh
High High
Low Low
LowLow LowLow
A.1.2 Localeld "de"

The recommended state display names for the Localeld "de" are listed in Table A.3 and
Table A.4.
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Table A.3 — Recommended state names for Localeld "de™

Condition Type

State Variable

False State Name

True State Name

ConditionType EnabledState Ausgeschaltet Eingeschaltet
DialogConditionType DialogState Inaktiv Aktiv
AcknowledgeableConditionType AckedState Unquittiert Quittiert
ConfirmedState Unbestatigt Bestatigt
AlarmConditionType ActiveState Inaktiv Aktiv
SuppressedState Nicht unterdriickt Unterdrickt
SilenceState Stumm Nicht Stumm
LatchedState Verriegelt Entriegelt
NonExclusiveLimitAlarmType HighHighState HighHigh inaktiv HighHigh-aktiv
HighState High inaktiv High-aktiv
LowState Low inaktiv Low aktiv
LowLowState LowLow inaktiv LowLow aktiv

Table A.4 — Recommended display names for-Localeld "de"

Condition Type Browse Name display name

Unshelved Nicht zuriickgestellt

Shelvgd TimedShelved Befristet zurtickgestellt
OneShotShelved Einmalig zurlickgestellt

Exclugive HighHigh HighHigh
High High
Low Low
LowLow LowLow

A.1.3 Localeld "fr"

The [fecommended state™display names for the Localeld "fr" are listed in Table A.5 and

Table A.6.
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Table A.5 — Recommended state names for Localeld "fr"

Condition Type State Variable False State Name True State Name
ConditionType EnabledState Hors Service En Service
DialogConditionType DialogState Inactive Active
AcknowledgeableConditionType AckedState Non-acquitté Acquitté
ConfirmedState Non-Confirmé Confirmé

AlarmConditionType ActiveState Inactive Active
SuppressedState Présent Supprimé
SilenceState Muette Non-Muette
LatchedState

NonExclusiveLimitAlarmType HighHighState Trés Haute Inactive Tres Haute Active
HighState Haute inactive Haute' active
LowState Basse inactive Basse active
LowLowState Treés basse inactive Tres basse active

Table A.6 — Recommended display names for-Localeld "fr"

Condition Type Browse Name display name

Unshelved Surveillée

Shelvgd TimedShelved Mise de coté temporelle
OneShotShelved Mise de coté unique

Exclugive HighHigh Trés haute
High Haute
Low Basse
LowLow Trés basse

A.2 | Recommended dialog response options

The fecommended Dijalog response option names in different locales are listed in Table A.7.

Table A.7 — Recommended dialog response options

Locale "en" Locale "de" Locale "fr"
Ok OK Ok
Cancdl Abbrechen Annuler
Yes Ja Oui
No Nein Non
Abort Abbrechen Abandonner
Retry Wiederholen Réessayer
Ignore Ignorieren Ignorer
Next Néachster Prochain
Previous Vorheriger Precedent
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Annex B
(informative)

Examples
B.1 Examples for Event sequences from Condition instances
B.1.1 Overview
The follauing -examples show the Fvent flow for typical Alarm situations Table B, and
Tablg B.2 list the value of state Variables for each Event Notification.
B.1.2 Server maintains current state only
This |example is for Servers that do not support previous states and therefore’ do not cfeate
and mhaintain Branches of a single Condition.
Figule B.1 shows an Alarm as it becomes active and then<ihactive and alsq the
acknpwledgement and confirmation cycles. Table B.1 lists the values of the state Varigbles.
All Hvents are coming from the same Condition instance and therefore have the $ame
Conditionld.
Confirmed | I | I
Acked | | L |
Active —I I I I
| ¢ » o ® ’ L ’ ® Time Axis
Event
Notifications e
IEC
Figure B.1 — Single state example
Table:B.1 — Example of a Condition that only keeps the latest state
Eventld Branchlid Active Acked Confirmed| Retain Description
- NULL False True True False Initial state of Condition.
NULL True Ealse True True Alarm goes active
2 NULL True True False True Condition acknowledged Confirm required
3 NULL False True False True Alarm goes inactive.
4 NULL False True True False Condition confirmed
5 NULL True False True True Alarm goes active.
6 NULL False False True True Alarm goes inactive.
7 NULL False True False True Condition acknowledged, Confirm required.
8 NULL False True True False Condition confirmed.
*) The first row is included to illustrate the initial state of the Condition. This state will not be reported by an
Event.
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B.1.3 Server maintains previous states

This example is for Servers that are able to maintain previous states of a Condition and
therefore create and maintain Branches of a single Condition.

Figure B.2 illustrates the use of branches by a Server requiring acknowledgement of all
transitions into Active state, not just the most recent transition. In this example no
acknowledgement is required on a transition into an inactive state. Table B.2 lists the values
of the state Variables. All Events are coming from the same Condition instance and have
therefore the same Conditionld.

Previous State
(Branchld 2)
Acked=false
Actve=true
Previous State
(Branchld 1) —
Actve=true
| I Confirmed
Current State _l_l
(Branchid Null) Ll | KON Acked
—l L | L I _l Active

\ () (] .

L
Event
Notifications e

(4 ® Time Axis>

(=)o
()

-

IEC

Figure B.2 — Previous state example
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Table B.2 — Example of a Condition that maintains previous states via branches

Eventld | Branchid Active Acked |Confirmed| Retain Description
? NULL False True True False Initial state of Condition.
1 NULL True False True True Alarm goes active.
2 NULL True True True True Condition acknowledged requires Confirm
3 NULL False True False True Alarm goes inactive.
4 NULL False True True False Confirmed
5 NULL True False True True Alarm goes active.
NUHE Fatse Froe Froe Froe Atarnrgoesinactive:

N

If
(H
re

TH

o)t

A gingle Condition can have many branch states active (Events #11).

tes on specific situations shown with this examplé:

the current state of the Condition is acknowledged then the Acked flag is set and the new state is ref
vent #2). If the Condition state changes. béfore it can be acknowledged (Event #6) then a branch st
borted (Event #7). Timestamps for the Events #6 and #7 is identical.

e branch state can be updated several'times (Events #9) before it is cleared (Event #12).

s recommended as in this table to leave Retain=True as long as there exist previous states (branches).

1 True False True True b)  |Prior state needs acknowledgment, Brangh #1
created.
NULL True False True True Alarm goes active again.
1 True True False True Prior state acknowledged;, Gonfirm required.
1P NULL False True True True ¥ Alarm goes inactive @gain.
1h 5 True False True True Prior state needs 'acknowledgment. Brangh #2
created.
1R 1 True True True False Prior state.confirmed. Branch #1 deleted
Prior state acknowledged, Auto Confirmgd by
system. Branch #2 deleted.
1B 2 True True True False e confirmation of the previous transition
allows the system to auto confirm this
transition
1@ NULL False True True Ealse No longer of interest.
a) THe first row is included to illustrate the initial state ofi.the Condition. This state will not be reported py an
Event.

orted
ate is

B.2

This
Has(
asso

Aggr

AddressSpace examples

clause _(provides additional examples for the use of HasNotifier, HasEventSource
ondjtion References to expose the organization of areas and sources with
ciated’/ Conditions. This hierarchy is additional to a hierarchy provided with Organize

and
their
b and

bgates References.

Figure B.3 illustrates the use of the HasCondition Reference with Condition instances.
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Server — HasNotifier \
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HasEventSource

—{ LevelMeasurement ]
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HasCondition
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MyLevelAlarmType:
LevelMonitoring

HasEventSource

v

Device-B $
H

Conditi
MyAlarmTypeA: ast-ondfion
Condition 1

MyAlarmTypeA:
Condition 2

IEC

Figure)B.3 — HasCondition used with Condition instances

In systems whefesConditions are not available as instances, the ConditionSource-ean| may
reference the-ConditionTypes instead. This is illustrated with the example in Figure B.4.
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Objects
Server | = HasNotifier \
Area 1
ProcessAlarm
Type
Organizes
Tank Farm Machine B
ExclusiveLimit /-
Atarmyoe: !
% > Tank A N
HasEventSource
Exclusive \
Level
—»—[ LevelMeasurement ]
MyLevelAlarmType HasCondition

\J

Figune B.5 provides an example where the HasCondition Reference is already defined i
system. The Reference—ean may point tova Condition Type or to an instance.
ts are shown in this example. A Referenée.to a Condition Type in the Type systen

in a Reference to the same Type Node in;the instance.

Type
varia
resulp

Figure B.4 — HasCondition reference to-a Condition type
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MyLevelAlarmType:
LevelMonitoring

MyLevelAlarmType:
LevelMonitoring

Figure B.5 — HasCondition used with an instance declaration
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Annex C
(informative)

Mapping to EEMUA

Table C.1 lists EEMUA terms and how OPC UA terms maps to them.

Table C.1 - EEMUA Terms

EEMUA Term

OPC UA Term

EEMUA Definition

Accepted

Acknowledged=True

An Alarm is accepted when the Operator has indicated awareness of.its
presence.

In OPC UA, this-eanr may be accomplished with the Acknowledge‘Method.

Active|Alarm

Active = True

An Alarm Condition which is on (i.e. limit has been exceeded/and Conditipn
continues to exist).

Alarm|Message

Message Property (defined

in IEC 62541-5.)

Test information presented to the Operator that describes the Alarm Confdlition.

Alarm|Priority

Severity Property (defined in

IEC 62541-5.)

The ranking of Alarms by severity and response'time.

Alert

A lower priority Notification than an Alarm that has no serious consequenge if
ignored or missed. In some Industries ‘also referred to as a "Prompt" or
"Warning".

No direct mapping! In UA the concept of Alerts-ear may be accomplished by
the use of severity. E.g., Alarms that have a severity below 50 may be
considered as Alerts.

Cleardgd

Active = False

An Alarm state that indicates the Condition has returned to normal.

Disable

Enabled = False

An Alarm is disabled when the system is configured such that the Alarm ill not

be generated gven though the base Alarm Condition is present.

Prompgt

Dialog

A request from the control system that the Operator perform some process
action that the system cannot perform or that requires Operator authority|to
perfofm.

Raisedl

Active = True

An Alarm is Raised or initiated when the Condition creating the Alarm ha
occurred.

Release

OneShotShelving

A "release" is a facility that-ean may be applied to a standing (UA = Rctive)
Alarm in a similar way to which Shelving is applied. A released Alarm is
temporarily removed from the Alarm list and put on the shelf. There| is no
indication to the Operator when the Alarm clears, but it is taken off thg shelf.
Hence, when the Alarm is raised again it appears on the Alarm list|in the
normal way.

Reset

Retain=False

An Alarm is Reset when it is in a state that can be removed from the Dispglay
list.

OPC UA includes Retain flag which as part of its definition states: "When a
Client receives an Event with the Retain flag set to False, the Client ghould
consider this as a Condition/Branch that is no longer of interest, in the dase of
a "current Alarm display" the Condition/Branch would be removed frgm the
display"

Shelving

Shelving

Shelving is a facility where the Operator is able to temporarily prevent an Alarm
from being displayed to the Operator when it is causing the Operator a
nuisance. A Shelved Alarm will be removed from the list and will not re-
annunciate until un-shelved.

Standing

Active = True

An Alarm is Standing whilst the Condition persists (Raised and Standing are
often used interchangeably).

Suppress

Suppress

An Alarm is suppressed when logical criteria are applied to determine that the
Alarm should not occur, even though the base Alarm Condition (e.g. Alarm
setting exceeded) is present.

Unaccepted

Acknowledged = False

An Alarm is accepted when the Operator has indicated awareness of its
presence. It is unaccepted until this has been done.
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Annex D
(informative)

Mapping from OPC A&E to OPC UA A&C

Overview

Serving as a bridge between COM and OPC UA components, the Alarm and Events proxy and
wrapper enable existing A&&E COM Clients and Servers to connect to UA Alarms and

Con
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UA §
Wrap
a UA
forw4
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A UA
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D.2

D.2.1

Even
Obje
Obje

The
Serv
allow

The
Meth
Disp

tions componaents
HHOAS-COPOREHtS-

ly stated, there are two aspects to the migration strategy. The first aspect enables
ns and Conditions Client to connect to an existing Alarms and Events COM"Server
berver wrapper. This wrapper is notated from this point forward as the~A&E CO

Alarms and Conditions Server via a COM proxy. This proxy is notated from this
rd as the A&E COM UA Proxy.

arms and Events COM Client is notated from this point forwatd 'as A&E COM Client.

Alarms and Conditions Server is notated from this pointforward as UA A&C Server.

a UA
via a

UA
per. The second aspect enables an existing Alarms and Events COM Clignt to connlllct to

point

mappings describe generic A&E COM interoperability components. It is recommended

vendors use this mapping if they develop («their own components; however,
cations may benefit from vendor-specific mappings.

Alarms and Events COM UA wrapper

Event Areas

t Areas in the A&E COM Server are represented in the A&E COM UA Wrapp
ts with a TypeDefinition~of BaseObjectType. The EventNotifier Attribute for
Cts always has the SubscribeToEvents flag set to True.

root Area is représented by an Object with a BrowseName that depends on th
br. It is always thetarget of a HasNotifier Reference from the Server Node. The root
s multiple A&E*€OM Servers to be wrapped within a single UA Server.

Area hierarchy is discovered with the BrowseOPCAreas and the GetQualifiedAreaN
pods. . The Area name returned by BrowseOPCAreas is used as the BrowseNameg
ayName for each Area Node. The QualifiedAreaName is used to construct the No

The

some

r as
hese

14

b UA
Area

lame
and
deld.

NamespaceURI qualifying the Nodeld and BrowseName is a unique URI assigned t

b the

combination of machine and COM Server.

Each Area is the target of HasNotifier Reference from its parent Area. It may be the source of
one or more HasNotifier References to its child Areas. It may also be a source of a
HasEventSource Reference to any sources in the Area.

The A&E COM Server may not support filtering by Areas. If this is the case, then no Area
Nodes are shown in the UA Server address space. Some implementations could use the
AREAS Attribute to provide filtering by Areas within the A&E COM UA Wrapper.
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D.2.2 Event sources

Event Sources in the A&E COM Server are represented in the A&E COM UA Wrapper as
Objects with a TypeDefinition of BaseObjectType. If the A&E COM Server supports source
filtering then the SubscribeToEvents flag is True and the Source is a target of a HasNotifier
Reference. If source filtering is not supported the SubscribeToEvents flag is False and the

Source is a target of a HasEventSource Reference.

The Sources are discovered by calling BrowseOPCAreas and the GetQualifiedSourceName
Methods. The Source name returned by BrowseOPCAreas is used as the BrowseName and
DisplayName. The QualifiedSourceName is used to construct the Nodeld. Event Source

Nod

cfererce fronmTam Ared:.

D.2. Event categories

Evenft Categories in the A&E COM Server are represented in the UA Servercas/Object]|
whicl are subtypes of BaseEventType. The BrowseName and DisplayName 'of.the Object
Nodd for Simple and Tracking Event Types are constructed by appending the text ‘Event]

ypes
Type
[ype’

to the Description of the Event Category. For Condition Event Typesthe text ‘AlarmType’ is

appended to the Condition Name.

Thesg ObjectType Nodes have a super type which depends(on the A&E Event Type
Evenjt Category Description and the Condition Name; howeYer, the best mapping req
knowledge of the semantics associated with the Event Categories and Condition Names.
A&E|COM UA Wrapper does not know these semantics then Simple Event Typeg
subtypes of BaseEventType, Tracking Event Types are subtypes of AuditEventType
Condition Event Types are subtypes of the AlarmType. Table D.1 defines mappings for
of "well known" Category description and Condition:Names to a standard super type.

Table D.1 — Mapping from standard ‘Event categories to OPC UA Event types

, the
uires
If an
are
and
A set

COM A&E Event Type Category Description Condition Name OPC UA EventType
Simplg - - BaseEventType
Simplg Device Failure - DeviceFailureEventType
Simplg System-Message --- SystemEventType
Trackihg - --- AuditEventType
Condifion . - AlarmType
Condifion Level - LimitAlarmType
Condifion Level PVLEVEL ExclusiveLevelAlarmType
Condifion Level SPLEVEL ExclusiveLevelAlarmType
Condifion Level HI HI NonExclusivelLevelAlarmType
Condifion Level HI NonExclusiveLevelAlarmType
Condilian | evel L0 NonExclusivel evelAlarmType
Condition Level LOLO NonExclusivelLevelAlarmType
Condition Deviation --- NonExclusiveDeviationAlarmType
Condition Discrete - DiscreteAlarmType
Condition Discrete CFN OffNormalAlarmType
Condition Discrete TRIP TripAlarmType

There is no generic mapping defined for A&E COM sub-Conditions. If an Event Category is
mapped to a LimitAlarmType then the sub Condition name in the Event-are shall be used to
set the state of a suitable State Variable. For example, if the sub-Condition name is "HI HI"

then that means the HighHigh state for the LimitAlarmType is active
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For Condition Event Types, the Event Category is also used to define subtypes of
BaseConditionClassType.

Figure D.1

Condition Names are placed in the standard OPC UA-Event HasNotifier hierarchy.

illustrates how ObjectType Nodes created from the Event Categories and

D.2.4

Even
are 1
Cate
The

cons

BaseEventType K
<CategoryA> <CategoryB> .
EventType EventType AuditEventType
<CategoryC>
EventType
<ConditionNameX> .
AlarmType —D AlarmType
DeviationAlarmType LevelAlarmJype
Lr
ExclusiveLimit
<ConditionNameY> AT
AlarmType %
r
ExclusivelLevel o <ConditionNameZ>
AlarmType B AlarmType

Figure D:1 — The type model of a wrapped COM A&E server

Event attributes

t AttributeS)in the A&E COM Server are represented in the UA Server as Variables
argets. 0f) HasProperty References from the ObjectTypes which represent the £
joriess-The BrowseName and DisplayName are the description for the Event Attr
Jata\type of the Event Attribute is used to set DataType and ValueRank. The Nods
ructed from the EventCategoryld, ConditionName and the Attributeld.

IEC

vhich
Fvent
bute.
b/d is

D.2.5

Event subscriptions

The A&E COM UA Wrapper creates a Subscription with the COM AE Server the first time a
Monitoredltem is created for the Server Object or one of the Nodes representing Areas. The
Area filter is set based on the Node being monitored. No other filters are specified.

If all MonitoredItems for an Area are disabled then the Subscription will be deactivated.

The Subscription is deleted when the last Monitoredltem for the Node is deleted.

When filtering by Area, the A&E COM UA Wrapper needs to add two Area filters: one based
on the QualifiedAreaName which forms the Nodeld and one with the text ‘/*’ appended to it.
This ensures that Events from sub areas are correctly reported by the COM AE Server.
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A simple A&E COM UA Wrapper will always request all Attributes for all Event Categories
when creating the Subscription. A more sophisticated wrapper may look at the EventFilter to
determine which Attributes are actually used and only request those.

Table D.2 lists how the fields in the ONEVENTSTRUCT which are used by the A&E COM UA
Wrapper are mapped to UA BaseEventType Variables.

Table D.2 — Mapping from ONEVENTSTRUCT fields to UA BaseEventType Variables

UA Event Variable

ONEVENTSTRUCT

Field

Notes

szSource

szConditionName

A ByteString constructed by appending the fields together.

Eventid ftTime

ftActiveTime

dwCookie

dwEventType The Nodeld for the corresponding ObjectType Node. The
Eventlype dwEventCategory szConditionName maybe omitted by|some implementations.

szConditionName
SourcgNode szSource The Nodeld of the corresponding Source Object Node.
SourcgName szSource -
Time ftTime -
ReceiyeTime - Set when the/Neotification is received by the wrapper.
LocalTlime - Set based on the clock of the machine running the wrapper.
Messdge szMessage "Localelis the default locale for the COM AE Server.
Severity dwSeverity -

Tablg D.3 lists how the fields in the GNEVENTSTRUCT which are used by the A&E COM UA

Wrapgper are mapped to UA AuditEventType Variables.
Table D.3 — Mapping from"ONEVENTSTRUCT fields to UA AuditEventType Variablps
JA Event Variable ONEVENTSTRUCT Notes
Field
ActionTimeStamp ftTime Only set for tracking Events.
Statug - Always set to True.
Servefld - Set to the COM AE Server NamespaceURI
ClientpAuditEntryld - Not set.
ClientUsérld szActorlD -

Table D.4 lists how the fields in the ONEVENTSTRUCT which are used by the A&E COM UA
Wrapper are mapped to UA AlarmType Variables.


https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

- 110 - IEC 62541-9:2020 RLV © IEC 2020

Table D.4 — Mapping from ONEVENTSTRUCT fields to UA AlarmType Variables

UA Event Variable ONEVENTSTRUCT Notes
Field

Set to the Nodeld of the ConditionClassType for the Event

ConditionClassld dwEventType Category of a Condition Event Type. Set to the Nodeld of
BaseConditionClass Type Node for non-Condition Event Types.
Set to the BrowseName of the ConditionClassType for the Event

ConditionClassName dwEventType Category of Condition Event Type. To set "BaseConditionClass"
non-Condition Event Types.

ConditionName szConditionName -

Branchtd - Always set to NULL.

Retairl wNewState Set to True if the OPC_CONDITION_ACKED bit is not set or
OPC_CONDITION_ACTIVE bit is set.

Enabl¢dState wNewState Set to "Enabled"” or "Disabled"

Enablg¢dState.ld wNewState Set to True if OPC_CONDITION_ENABLED-is\set
A string constructed from the bits in the WilNewState flag.
The following rules are applied in order to select the string:

Enabl¢dState. "Disabled" if OPC_CONDITION_ENABLED is not set.

| wNewState ) .
EffectiveDisplayName "Unacknowledged" if OPCXCONDITION_ACKED is not sdt.
"Active" if OPC_CONDITFION_ACKED is set.
"Enabled" if OPCLCONDITION_ENABLED is set.

Qualit wQuality The COM DA Quality’ converted to a UA StatusCode.
Set based onvthe last Event received for the Condition instange.

Severity dwSeverity
Set to the current value if the last Event is not available.

Commjent - The value of the ACK_COMMENT Attribute

ClientUserld szActorID -

AckedfState wNewState Set to "Acknowledged" or "Unacknowledged "

AckedState.ld wNewState Set to True if OPC_CONDITION_ACKED is set

ActiveBtate wNewState Set to "Active" or "Inactive "

ActiveBtate.ld wNewState Set to True if OPC_CONDITION_ACTIVE is set
This time is set when the ActiveState transitions from False td True.
NOTE Additional logic applies to exclusive limit alarms, in tHat the
LimitState. TransitionTime also needs to be set, but this is setfeach
time a limit is crossed (multiple limits might exist). For the initjal
transition to True the ftActiveTime is used for both
LimitState.TransitionTime and ActiveState.TransitionTime. F¢r
subsequent transition the ActiveState.Transition time does nof

) . - ) ) change, but the LimitState. TransitionTime will be updated with the

ActiveBtate.TransitiohTime ftActiveTime new ftActiveTime.
For example, if an alarm has Hi and HiHi limits, when the Hilimit is
crossed and the alarm goes active the FTActiveTime is used for
both times, but when the HiHi limit is later crossed, the
FTACUVE TTME 1S only DE USEd Tor the LimiiState. I ransion 1 1me.
NOTE The ftActiveTime is part of the key for identifying the
unique event in the A&E server and needs to be saved for
processing any commands back to the A&E Server.

The A&C Condition Model defines other optional Variables which are not needed in the A&E
COM UA Wrapper. Any additional fields associated with Event Attributes are also reported.

D.2.6 Condition instances

Condition instances do not appear in the UA Server address space. Conditions-ean may be
acknowledged by passing the Eventld to the Acknowledge Method defined on the
AcknowledgeableConditionType.
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Conditions-cannet may not be enabled or disabled via the COM A&E Wrapper.

D.2.7 Condition Refresh

The COM A&E Wrapper does not store the state of Conditions. When ConditionRefresh is
called the Refresh Method is called on all COM AE Subscriptions associated with the
ConditionRefresh call. The wrapper needs to wait until it receives the call back with the
bLastRefresh flag set to True in the OnEvent call before it can tell the UA Client that the
Refresh has completed.

D.3

D.3.1 General
As illustrated in the figure below, the A&E COM UA Proxy is a COM Server combined w

UA
app

Subdauses D.3.2 through D.3.9 identify the design guidelines,and constraints usq
develop the A&E COM UA Proxy provided by the OPC Foundation~ln" order to maintain a

deg

chooge to implement their own version of the A&E COM\ WA Proxy, follow these
guidglines and constraints.

The JA&E COM Client simply needs to address how) to connect to the UA A&C Se
Conrlectivity approaches include the one where A&E COM Clients connect to a UA

Ser

CLSID—ean may be considered virtual since: it is defined to connect to interme
components that ultimately connect to thexJA A&C Server. Using this approach, the
COM Client calls co-create instance with_a Vvirtual CLSID as described above. This con

to the A&E COM UA Proxy componentsz; The A&E COM UA Proxy then establishes a sgcure

cha

Evenit Server interface pointer.

D.3.2 Server status mapping

The A&E COM UA Proxy.reads the UA A&C Server status from the Server Object Va
Nodd. Status enumeration values that are returned in ServerStatusDataType structurg
may pbe mapped 1 fon1 to the A&E COM Server status values with the exception of UA

Ser
Ser

The Yendorinfo string of the A&E COM Server status is mapped from ManufacturerName

—Alarms-and-Events-COM-UA-proxy

Client. It maps the Alarms and Conditions address space of UA A&C) Server int
ropriate COM Alarms and Event Objects.

ree of consistency and interoperability, it is strongly recommended that vendors,

ver with a CLSID just as if the target Serverswere an A&E COM Server. However

nhel and session with the UA A&E\ Server. As a result, the A&E COM Client gets a

ver status values Unknown and Communication Fault. These both map to the A&E
ver status value of Failed.

ith a
b the

d to
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D.3.3 Event Type mapping

Since all Alarms and Conditions Events belong to a subtype of BaseEventType, the A&E COM
UA Proxy maps the subtype as received from the UA A&C Server to one of the three A&E
Event types: Simple, Tracking and Condition. Figure D.2 shows the mapping as follows:

those A&C Events which are of subtype AuditEventType are marked as A&E Event
Tracking;

those A&C Events which are ConditionType are marked as A&E Event type Condition;

type

those A&C Events which are of any subtype except AuditEventType or ConditionType are

marked as A&E Event type Simple.
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Note| that the Event type mapping described abeve also applies to the children of
subtype.

D.3.4 Event category mapping

Each| A&E Event type (e.g. Simple, \Fracking, Condition) has an associated set of £
categories which are intended to.define groupings of A&E Events. For example, Leve
DeviItion are possible Event categories of the Condition Event type for an A&E COM S¢
How

uses|A&C Event types to return A&E Event categories to the A&E COM Client. The A&E
UA Hroxy builds the collection of supported categories by traversing the type definitions i
addrégss space of the UASA&C Server. Figure D.3 shows the mapping as follows:
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UA Base Event

BaseEvent Types
Type
AuditEvent Condition SystemEvent BaseModelChangeEvent
Type Type Type Type

T T
I I N 7
| I N 4

Mapping of UA Events includes subtypes of each base event type |
: : N / A
| | N /
| | Sy 2
A 4 A A LV 4

Tracking Condition Simple

COM Alarm and
Event Types

Figure D.2 — Mapping UA Event Types to{COM A&E Event Types

ver, since A&C does nat'explicitly support Event categories, the A&E COM UA §

ARE Trackingcategories consist of the set of all Event types defined in the hierarc

ransitionEventType itself.

LIbtypes of ConditionType, including ConditionType itself.

IEC

each

Fvent

and
rver.
Proxy
COM
h the

hy of

Ibtypes of-AuditEventType and TransitionEventType, including AuditEventType itself and

hy of

s
T
AKE Gondition categories consist of the set of all Event types defined in the hierarc
s
A

subtypes of BaseEventType excluding AuditEventType and ConditionType and
respective subtypes.

1wy of
their
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UA Condition Type COM A&E Condition
Hierarchy Type
(partial)

BaseEvent

Type

v Condition Event Type

Condition L 1/_/—/_ |- '[Catergory 1 : ConditionType

Type

Catergory 2 : AcknowledgeableConditionType

\

Catergory 3 : AlarmConditionType

\
\
\
\
\
\
\

AcknowledgeableCondition | ~ 4
Type 7

AlarmCondition | ~
Type
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Figure D.3 — Example mapping of UA Event Types to COM A&E categories

jory name is derived from the display name Attribute of the Node type as discover,
pe hierarchy of the UA A&C Server.

jory description is derived from the description Attribute of the Node type as disco

in the type hierarchy of the UA A&C(Server.
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A&E COM UA Proxy assigns Category IDs.

Event Category attribute mapping

collection of Attributes associated with any given A&E Event is encapsulated withi
VENTSTRUCT." Therefore, the A&E COM UA Proxy populates the Attribute fields
NEVENTSTRUCT using corresponding values from UA Event Notifications either di
Source, Time, Severity) or indirectly (e.g. OPC COM Event category determined by
ne MAT Event type). Table D.5 lists the Attributes currently defined in
VENTSTRUCT in the leftmost column. The rightmost column of Table D.5 indicates

the
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Table D.5 — Event category attribute mapping table

A&E ONEVENTSTRUCT "attribute”

A&E COM UA Proxy Mapping

The following items are present for all A&E event types

szSource UA BaseEventType Property: SourceName
ftTime UA BaseEventType Property: Time
szMessage UA BaseEventType Property: Message
dwEventType See D.3.3

dwEventCategory See D.3.4

dwSevyerity HA-BaseEventhrpe-Rropert—Severty

dwNuinEventAttrs

Calculated within A&E COM UA Proxy

pEventAttributes

Constructed within A&E COM UA Proxy

The following items are pres

ent only for A&E Condition-Related Events

szConditionName

UA ConditionType Property: ConditionName

szSubConditionName

UA ActiveState Property: EffectiveDisplayName

wChangeMask

Calculated within Alarms and Events COM UA proxy.

wNewptate: OPC_CONDITION_ACTIVE

A&C AlarmConditionType Property: ActiveStaté

Note that events mapped as non-Condition-Events and those that do not derjve
from AlarmConditionType are set to ACTIVE by default.

wNewptate: OPC_CONDITION_ENABLED

A&C ConditionType Property: EnabledState

Note, Events mapped as non-Gondition Events are set to ENABLED (state Qi
mask = 0x1) by default.

=3

wNewptate: OPC_CONDITION_ACKED

A&C AcknowledgeableConditionType Property: AckedState

Note that A&C Events myapped as non-Condition Events or which do not deriye
from AcknowledgeableConditionType are set to UNACKNOWLEDGED and
AckRequired = False by default.

wQuality

A&C ConditianType Property: Quality

Note that(Events mapped as non-Condition Events are set to
OPC_QUALITY_GOOD by default.

In*general, the Severity field of the StatusCode is used to map COM status cpdes
OPC_QUALITY_BAD, OPC_QUALITY_GOOD and OPC_QUALITY_UNCERTAIN.
When possible, specific status' are mapped directly. These include (UA => COM):

Bad status codes
Bad_ConfigurationError => OPC_QUALITY_CONFIG_ERROR
Bad_NotConnected => OPC_QUALITY_NOT_CONNECTED
Bad_DeviceFailure => OPC_QUALITY_DEVICE_FAILURE
Bad_SensorFailure => OPC_QUALITY_SENSOR_FAILURE
Bad_NoCommunication => OPC_QUALITY_COMM_FAILURE
Bad_OutOfService => OPC_QUALITY_OUT_OF_SERVICE

Uncertain status codes

Uncertain_NoCommunicationLastUsableValue =>
OPC_QUALITY_LAST_USABLE

Uncertain_LastUsableValue => OPC_QUALITY_LAST_USABLE
Uncertain_SensorNotAccurate => OPC_QUALITY_SENSOR_CAL
Uncertain_EngineeringUnitsExceeded => OPC_QUALITY_EGU_EXCEEDED
Uncertain_SubNormal => OPC_QUALITY_SUB_NORMAL

Good status codes
Good_LocalOverride => OPC_QUALITY_LOCAL_OVERRIDE

bAckRequired

If the ACKNOWLEDGED bit (OPC_CONDITION_ACKED) is set then the Ack
Required Boolean is set to False, otherwise the Ack Required Boolean is set to
True. If the Event is not of type AcknowledgeableConditionType or subtype, then

the AckRequired Boolean is set to False.
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A&E ONEVENTSTRUCT "attribute™ A&E COM UA Proxy Mapping

ftActiveTime If the Event is of type AlarmConditionType or subtype and a transition from

ActiveState of False to ActiveState to True is being processed then the
TransitionTime Property of ActiveState is used. If the Event is not of type
AlarmConditionType or subtype then this field is set to current time.

Note: Additional logic applies to exclusive limit alarms, This value should be
mapped to the LimitState. TransitionTime.

dwCookie

Server.

Generated by the A&E COM UA Proxy. These unique Condition Event cookies are
not associated with any related identifier from the address space of the UA A&C

The following is used only for A&E tracking events and for A&E condition-relate events which are acknowledgement
notifications

szActqrID

Vendgr specific Attributes — ALL

ACK Gomment

AREAB All A&E Events are assumed to support the "Areas" Attribute, However, no
Attribute or Property of an A&C Event is available which provides this value.
Therefore, the A&E COM UA Proxy initializes the value of-the Areas Attribute
based on the Monitoredltem producing the Event. Ifithe.A&E COM Client has
applied no area filtering to a Subscription, the corfesponding A&C Subscriptipn will
contain just one Monitoredltem — that of the UA'A&C Server Object. Events
forwarded to the A&E COM Client on behalf of this Subscription will carry an Areas
Attribute value of empty string. If the A&E(COM Client has applied an area filfer to
a Subscription then the related UA A&E_Subscription will contain one or morg
Monitoreditems for each notifier Node idéntified by the area string(s). Events
forwarded to the A&E COM Client on behalf of such a Subscription will carry an
areas Attribute whose value isthe rélative path to the notifier which produced the
Event (i.e. the fully qualified@rea name).

Vendgr specific Attributes — based on category

SubtypeProperty1 All the UA A&C subtyperProperties that are not part of the standard set expoged by

SubtypePropertyn BaseEventType op-ConditionType

Condition Event instance records are\'stored locally within the A&E COM UA Proxy. [Each

reconld holds ONEVENTSTRUCT .data for each EventSource/Condition instance. When the

Cond
simp
Cond
sour(
simp
maskK
wher
(Ack

Cong

ition instance transitions te(the state INACTIVE|ACKED, where AckRequired = Tr

e/Condition pair) already exists in the proxy Condition Event store, the existing recq

accordingly and~producing an OnEvent callback to any subscribing Clients. In the
b the Clientvwapplication acknowledges an Event which is currently unacknowle
Required /5 \True), the UA A&C Server Acknowledge Method associated with
ition is calted and the subsequent Event produced by the UA A&C Server indicatin

trans

ition_te~acknowledged will result in an update to the current state of the local Con

recond, as_well as an OnEvent Notification to any subscribing Clients.

e or

y INACTIVE, where AckRequired = False, the local Condition record is deleted. When a
ition Event is received from the UA A&C Server and a record for this Event (identifi¢d by

rd is

y updated to reflect*the new state or other change to the Condition, setting the chiange

case
dged
the
j the
ition

The A&E COM UA Proxy maintains the mapping of Attributes on an Event category basis. An
Event category inherits its Attributes from the Properties defined on all supertypes in the UA
Event Type hierarchy. New Attributes are added for any Properties defined on the direct UA
Event type to A&E category mapping. The A&E COM UA Proxy adds two Attributes to each
category: AckComment and Areas. Figure D.4 shows an example of this mapping.
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(=8 Condition Evertts

& fttribute 0x00000000:
== Attribute 000000001 :
@ pttribute 0x00000047:
& pttribute 0x00000043:
== Attribute 0x00000046:
@ pttribute 0x00000002:

=i AcknowledgeableCanditionType (53)

AckCamment (YT_BSTR)
Arsas (WT_ARRAY : YT_ESTR)
Branchld (¥T_BSTR)
ClientlserId (YT_BSTR)
ConditionMame (WT_BSTR)
EventId (¥T_ARRAY : ¥T_UIL)

>

knowledgeableConditior

Type

?

AlarmCondition

Type

, } AlarmConditionType

fmm e
| Composite set of UA properties from

} BaseEventType +
| ConditionType +
AcknowleageableConditionType +

\I Composite set of UA properties from

\
)=

- Attribube O0x00000046:
== Afribute 0:00000002:
-.am Attribute 0x00000003:
- Attribube Ox00000008:
= Afribute 000000051 :
-.am Attribute 0:x00000009:
- Attribube Ox00000007:
- fttribube O0x00000048:

£ ConditionType(S1y

- Attribute 000000004,
- Attribube Ox00000005°
- ftribube Ox00000004 !
- Attribute Ox0@000050:
- Attribube G00000006:

- Attribute Ox00000000:
- AtFibube 0x00000001:
@B AFifube 0x00000047:
8 Attribute 0x00000043:

== Attribute 0x00000046:
@ ptrribute 0x00000002:
& pttribute 0x00000003:

1
UA Condition Type | BaseEventType + 1y -mm Attribute 0x00000003: EventType (VT_BSTR)
Hierarchy ! ConditionType + K‘ == attribute 0:00000008: LocalTime (WT_BSTR)
(partial) *AcknowleageabIeConditionType } e gtribute 0x0000000%: Message (VT_BSTR) A&E COM UA
1l - Attribute 000000007 ReceiveTime (WT_DATE) .
,’ ____________ Tt [~ ..a Attribute (x00000048: Retain (¥T_BOOL) Proxy : Mapped
h mm pttribute 0x00000004; Severity (vT_ULZ) Categories and
BaseEvent | & Aftribute 0x00000005: SourceName (¥T_ESTR) Associated
Type ! - jttribute 0x00000004: SourceMode (YT_BSTR) Attributes
\_ - Attribite Cx00000006: Time (4T _DATE)
| LJDF TSI o T e Lo%]
| o Athribute 0x00000000: AckComment (YT_BSTR)
| - Aftribite 000000001 : Areas (WT_ARRAY : WT_BSTR)
Condition @@ Attribute 000000047 Branchld (WT_BSTR)
Type @ Athribute 000000049 ClientUserId (WT_BSTR)

ConditionMame (¥T_BSTR)
Eventld (¥T_ARRAY : vTC U0
EventType (WT_BSTR)
LocalTime (4T_ESTR)

Max TimeShelyEd(WT “EMPTY)
Message (WT_ESTR)
ReceiveTime (¥T_DATE)
Rebain (4T_BOOL)

Severity (WT_LUTZ)
SourceMame (YT_BSTR)
SourceMode (WT_BSTR)
SuppressedOrshelved (WT_BOOLY
Time (YT_DATE)

AckCamment (YT_BSTR)
Arsas (WT_ARRAY ; YT_ESTR)
Branchld (¥T_BSTR)
ClientlserId (YT_BSTR)
ConditionMame (WT_BSTR)
EventId (¥T_ARRAY : ¥T_UIL)
EventType (YT_BSTR)

== Attribute 0x00000008:
@ ptribute 0x00000009:
& pttribute 0x00000007:

== Attribute 0x00000048:
e frribube 000000004
& Attribute 0x00000005:
o Attribube Ox00000004:
- ftribute 0x00000006:

P T R R

| BaseEventType +
ConditionType

e e

LocalTime (4T_BSTR)
Message (WT_BSTR)
ReceiveTime (WT_DATE)
Retain (YT_BOOL)
Severity (WT_12)
SourceMame (WT_BSTR)
SourceMode (VT_BSTR)
Time (¥T_DATE)

RS

IEC
Figure D.4 — Example mapping of UA Event Types to A&E categories with attributes
D.3.6 Event Condition mapping
Evenjts of any subtype of ConditionType are designated COM Condition Events and are
subjgct to additional processing due to the stateful nature of Condition Events. COM
Condition Events transition between states composed of the tfriplet
ENABLED|ACTIVE|JACKNOWLEDGED. In UA A&C, Event subtypes of ConditionType| only

carry| a value which can be mapped to ENABLED (DISABLED) and optionally, dependirjg on
furthe¢r<sub typing, may carry additional information which can be mapped to ACTIVE
(INAC - it 5sing
proceeds as described in Table D.5 (see A&E ONEVENTSTRUCT "Attribute" rows:

OPC_CONDITION_ACTIVE, OPC_CONDITION_ENABLED and OPC_CONDITION_ACKED).

D.3.7 Browse mapping

A&E COM browsing yields a hierarchy of areas and sources. Areas can contain both sources
and other areas in tree fashion where areas are the branches and sources are the leaves. The
A&E COM UA Proxy relies on the "HasNotifier" Reference to assemble a hierarchy of
branches/areas such that each Object Node which contains a HasNotifier Reference and
whose EventNotifier Attribute is set to SubscribeToEvents is considered an area. The root for
the—Event HasNotifier hierarchy is the Server Object. Starting at the Server Object,
eventNetifier HasNotifier References are followed and each HasNotifier target whose
EventNotifier Attribute is set to SubscribeToEvents becomes a nested COM area within the
hierarchy.
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Note—that The HasNotifier target-ean may also be a HasNotifier source. Further, any Node
which is a HasEventSource source and whose EventNotifier Attribute is set to
SubscribeToEvents is also considered a COM Area. The target Node of any HasEventSource
Reference is considered an A&E COM "source" or leaf in the A&E COM browse tree.

In general, Nodes which are the source Nodes of the HasEventSource Reference and/or are
the source Nodes of the HasNotifier Reference are always A&G&ECOM Areas. Nodes which are
the target Nodes of the HasEventSource Reference are always A&E COM Sources. Note
however that targets of HasEventSource which cannot be found by following the HasNotifier
References from the Server Object are ignored.

Giveh the above logic, the A&E COM UA Proxy browsing will have the following limitafions:
Only| those Nodes in the UA A&C Servers address space which are connected ,by the
HasNotifier Reference (with exception of those contained within the top level Objects fqlder)
are considered for area designation. Only those Nodes in the UA A&C Server's address gpace
which are connected by the HasEventSource Reference (with exception of those contgined
withip the top level Objects folder) are considered for area or source designation. To Qe an
areaf a Node shall contain a HasNotifier Reference and its EventNotifier Atfribute shall be set
to SybscribeToEvents. To be a source, a Node shall be the target Node. of a HasEventSgqurce
Refefence and shall have been found by following HasNotifier Reférences from the Server
Objert.

D.3.8 Qualified names
D.3.8.1 Qualified name syntax

From the root of any sub tree in the address space of the UA A&C Server, the A&E COM
Client may request the list of areas and/or sources contained within that level. The resultant
list of area names or source names will consist of'the set of browse names belonging to fhose
Nodgs which meet the criteria for area orssource designation as described above. These
namgs are "short" names meaning that they-are not fully qualified. The A&E COM Client may
requéest the fully qualified representation>of any of the short area or source names. In the|case
of solurces, the fully qualified source -name returned to the A&E COM Client will be the $tring
encofed value of the Nodeld as defined in IEC 62541-6 (e.g., "ns=10;i=859"). In the cape of
areas, the fully qualified area name returned to the COM Client will be the relative path tp the
notifier Node as defined in IEC 62541-4 e.g.,
"/6:Bpiler1/6:Pipe100X/1:Input/2:Measurement"). Relative path indices refer to the namespace
table|described in D.3.8.2.

D.3.§4.2 Namespace table

UA Server Namespace table indices may vary over time. This represents a problem for fhose
A&E |COM (Clients which cache and reuse fully qualified area names. One solution tq this
probIEm would be to use a qualified name syntax which includes the complete URIs fpr all

referenced’/table indices. This, however, would result in fully qualified area names which are
unwieldy”and impractical for use by A&E COM Clients. As an alternative, the A&E COM UA
Proxy will maintain an internal copy of the UA A&C Server's namespace table together with
the locally cached endpoint description. The A&E COM UA Proxy will evaluate the UA A&C
Server's namespace table at connect time against the cached copy and automatically handle
any re-mapping of indices if required. The A&E COM Client can continue to present cached
fully qualified area names for filter purposes and the A&E COM UA Proxy will ensure these
names continue to reference the same notifier Node even if the Server's namespace table
changes over time.

To implement the relative path, the A&E COM UA Proxy maintains a stack of INode interfaces
of all the Nodes browsed leading to the current level. When the A&E COM Client calls
GetQualifiedAreaName, the A&E COM UA Proxy first validates that the area name provided is
a valid area at the current level. Then looping through the stack, the A&E COM UA Proxy
builds the relative path. Using the browse name of each Node, the A&E COM UA Proxy
constructs the translated name as follows:
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QualifiedName translatedName = new QualifiedName(Name,(ushort)
ServerMapping Table[Namespacelndex]) where

Name - the unqualified browse name of the Node

Namespacelndex — the Server index

the ServerMappingTable provides the Client namespace index that corresponds to the

Server index.

gh the stack until the relative path is fully constructed.

Subscription filters
A1 General

A&E COM UA Proxy supports all of the defined A&E COM filter criteria.

e filter types are implemented using simple numeric cofaparisons. For Event filters
[;ed Event shall match the Event type(s) specified by‘the filter. For Category filterg
ed Event's category (as mapped from UA Event type) shall match the catego

h the range specified by the Subscription filter.

b case of source filters, the UA A&C, Server is free to provide any appropriate, Sg
fic value for SourceName. Theres* no expectation that source Nodes discovere
5ing can be matched to the SourceName Property of the Event returned by the UA
br using string comparisons., Further, the A&E COM Client may receive Events

rences. Thus, source filters will only apply if the source string can be matched t
ceName Property of an\Event as received from the target UA A & C Server. Source

se of wildcard characters.

A&E COM“UA Proxy implements Area filtering by adjusting the set of Monitored
Ciatedswith a Subscription. In the simple case where the Client selects no area filte
COM.UA Proxy will create a UA Subscription which contains just one Monitoredlten

loop

, the
, the
ry or
Il be

rver-
H via
A&C
from
urce
b the
filter

will use the patternymatching rules documented in the A&E COM specification, incliiding

tems
, the
, the

br\Object. In doing so, the A&E COM UA Proxy will receive Events from the entire S

erver

address space — that is, all Areas. The A&E COM Client will discover the areas associated

with

the UA Server address space by browsing. The A&E COM Client will

use

GetQualifiedAreaName as usual in order to obtain area strings which-ean may be used as
filters. When the A&E COM Client applies one or more of these area strings to the COM
Subscription filter, the A&E COM UA Proxy will create Monitoredltems for each notifier Node
identified by the area string(s). Recall that the fully qualified area name is in fact the
namespace qualified relative path to the associated notifier Node.
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The A&E COM UA Proxy calls the TranslateBrowsePathsToNodelds Service to get the Node
ids of the fully qualified area names in the filter. The Node ids are then added as
Monitoredltems to the UA Subscription maintained by the A&E COM UA Proxy. The A&E COM
UA Proxy also maintains a reference count for each of the areas added, to handle the case of
multiple A&E COM Subscription applying the same area filter. When the A&E COM
Subscriptions are removed or when the area name is removed from the filter, the ref count on
the Monitoredltem corresponding to the area name is decremented. When the ref count goes
to zero, the Monitoreditem is removed from the UA Subscription.

As with source filter strings, area filter strings-eanr may contain wildcard characters. Area filter
strings which contain wildcard characters require more processing by the A&&E COM UA

are
com Ietely specified. The partial path containing just those segments which are fully-spegified
reprgsents the root of the notifier sub tree of interest. From this sub tree root Node, the| A&E
COM UA Proxy will collect the list of notifier Nodes below this point. The Lrelative |path
assogiated with each of the collected notifier Nodes in the sub tree will be matched against
the Glient supplied relative path containing the wildcard character. A Monitoredltem is chated
for eqach notifier Node in the sub-tree whose relative path matches that,of\the supplied relative
path lusing established pattern matching rules. An area filter string{which contains wildcard
char:Icters may result in multiple Monitoredltems added to the UA-Subscription. By confrast,

an afea filter string made up of fully specified path segments and ho wildcard characterg will
resulf in one MonitoredItem added to the UA Subscription. Sogthe steps involved are:

1) check if the filter string contains any of these wild card(characters, "', '?', '#, ', 'T, "".["-}

2) skan the string for path elements that are completely specified by retrieving the substring
up to the last occurrence of the ‘/’ character;

3) optain the Nodeld for this path using TranslateBrowsePathsToNodelds;
4) browse the Node for all notifiers below it;

5) uping the ComUtils.Match() function match the browse names of these notifiers against
the Client supplied string containinghe wild card character;

6) afdd the Node ids of the notifiers-that match as Monitoreditems to the UA Subscription,.
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Annex E
(informative)

IEC 62682 Mapping

Overview

2020

This annex provides a description of how the IEC 62682 information model may be mapped to
OPC UA. It highlights term differences, concepts and other functionality. IEC 62682 provides

addit

anal infarmation ahaut manaanina and limitina alarme nat cavarad hy thic onanifinati
Far—H+eHHatHe e odtHaha g ga e gaa RSO+ Y-e e HeSpocHeat

n.

NOTE|
ISA 1

E.2

4
IEC 62682 defines a large number of terms that are covered by the%??’c
in the text. These IEC 62682 terms are listed in Table E.1 ﬁ/ include a description,

used
mapq

3

ISA 18.2 is not discussed by this mapping, but IEC 62682 and ISA 18.2 are related and mosQéﬁ»ﬁiti
.2 correspond to the definitions in IEC 62682. Q

Terms q,

-

9

ing or relationship to OPC UA Alarms and Events: (b

O
Table E.1 - IEC 62682 MapQ\hgf

ons in

UA model byt not

fa
N4
EC 62682 OPC UA Mapping / Related Q IEC 62682 Definition

Concept
P Q\) OPC UA Application of

absol

ite alarm ExclusiveDeviationAlarmType \alarm generated when the alarm set point is
NonExclusiveDeviationAlarmType ceeded.

\\S\ Both OPC UA models expose a set point and pro

’\\Q) (High, HighHigh...)

the Alarm as an absolute Alarm requires, the only
$ difference is the interaction between relative statgs

ess

adapt

ve alarm \O Alarm for which the setpoint is changed by an

algorithm (e.g. rate based).
o

N\
C)\ specific alarm application, but it would or could m|

change and deviation alarming. Vendors may eas
develop algorithms to adjust any of the limits that
. exposed.

@ : in this specification. OPC UA provides limit, rate

In OPC UA, adaptive alarming may be part of a v¢ndor

N use of a number of standard Alarm functions desdribed

bke

f

1%
are

adjus
opera

NLY
able alarm Q. ExclusiveLimitAlarmType An alarm for which the set point can be changed
or-set al NonExclusiveLimitAlarmType manually by the Operator.

Both OPC UA models allow Alarm limits to be wri

Q/C) and allow for an Operator to change the limit. Forl
\ changes to limits, an audit event should be gener

eable
all
hted

racCkKing tne change.

advanced alarming A collection of techniques that can help manage

annunciations during specific situations.

In OPC UA advanced alarming may be part of a v
specific alarm application, but it would or could m

in this specification, such as adaptive setting of a
setpoint for deviation Alarm. It might also require
definition of new Alarm subtypes.

use of a number of standard Alarm functions described

endor
ake

the
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IEC 62682

OPC UA Mapping / Related
Concept

IEC 62682 Definition

OPC UA Application of

Annunciation / Alarm
Annunciation

Retain

A function of the alarm system is to call the attention
of the Operator to an alarm.

OPC UA provides an Alarm model that includes
concepts such as re-alarming, Alarm silence and Alarm
delays, but it is up to the Client application to make
use of these features to generate both audible and
visual annunciation to the Operator. OPC UA does not
provide visual indication but it does provide priority
information on which the client can be configured to
provide the appropriate visual display. A key concept

for alarm display is the concept of Alarm states\and a
Retain bit (see Annex B for more details).

alarm

attribute

Various Alarm Properties

. - vV
The setting for an alarm within the procesQ@Ontrol
system. a

OPC UA defines a number of Pro %gthat reflgct
what would be termed alarm atiributés in IEC 62682
such as Alarm setpoint which s to the setpoint
property in an ExclusiveDequonAlarmType.

alarm

class

ConditionClass,

ConditionSubClass

U
A group of alarms with %mmon set of alarm
management require (e.g. testing, training,
monitoring, and avdi‘t quirements).

\ 4
OPC UA provi onditionClasses, but also proyides

other groupiﬁ%i, ike ConditionSubClass OPC UA also
specifies,a @ ber of predefined classes, but it i
expecte@i/that vendors, other standards group or ¢ven
end @. will define their own extensions to thes|
cladsts? The OPC concepts allow Alarms to be

c&egorized as needed.

L

alarm

Deadband

ExclusiveDeviationAlarmType
NonExclusiveDeviationAIarmTy%Q
N

N
¥
Ne 0

change in signal from the alarm setpoint necesgary
for the alarm to return to normal.

In OPC UA, the ExclusiveDeviationAlarmType an
NonExclusiveDeviationAlarmType contain an Alanm
deadband and can be used for the same functionglity
described in IEC 62682.

filtering(alarm)

&

Event Subscriptisql;\'

S

.

C)O®
&\ .

A function which selects alarm records to be displayed
according to a given element of the alarm record.

In OPC UA, Alarms are received by a Client accofding
to the specific filter requested by the Client. The
filtering can be very robust or very simple accordipg to
the needs of the client. It is up to the Client appligation
to generate and provide the appropriate filter to thhe
server. OPC UA’s Alarm model is a subscription-gased
model, not a push model that is configured on a
server. The choice of filter is a client’s responsibility.

alarm

N4
flood

P

Alarm diagnostics

A condition during which the Alarm rate is greater than
the Operator can effectively manage — (e.g. more|than
10 Alarms per 10 min).

OPC UA does not define Alarm flooding but it does
provide the capability to collect diagnostics that would
allow an engineer to review overall Alarm performance.

alarm

group

alarm group

A set of alarms with common association (e.g. process
unit, process area, equipment set, or service). Alarm
groups are primarily used for display purposes.

OPC UA allows the definition of Alarm groups and the
assignment of Alarms to these groups. In addition.
OPC UA allows Alarms to also be part of a category.
OPC UA also allows Alarms to be organized as a
HasNotifier hierarchy (see Clause 6). Groups,
categories and hierarchies can be used for filtering or
restricting Alarms that are being displayed.

alarm

history

historical events

long-term repository for alarm records.

IEC 62541-11 describes historical Events.
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IEC 62682

OPC UA Mapping / Related

IEC 62682 Definition

Concept

OPC UA Application of

alarm

log

short-term repository for alarm records.

This part does not specify repositories for Alarms.
Alarm logging is a Client function.

alarm

alarm
mana

management

system
gement

collection of processes and practices for determining,
documenting, designing, operating, monitoring, and
maintaining alarm systems.

OPC UA provides an infrastructure to allow vendors
and Operators to provide Alarm management, as such

HS L Lol b H .Y L 4 £ L t
—_—

system.

alarm

message

Events

text string displayed with the alarm indicagbkﬁa
provides additional information to the C@ tor (e}g.,
Operator action). q

Vi

\ 4

OPC UA provides an Event struct at include
many different pieces of informqs (see IEC 62941-5
for additional details). Clients canl subscribe for a
much of this information ash\desired and display tHis as
an Alarm message. All i¢al fields that would bg
associated with an A essage are available. [In
addition, OPC UA pr es significant additional
information. s C)

2

alarm

priority

Priority

relative imp t&% assigned to an alarm within tHe
alarm syste@ indicate the urgency of response|(e.qg.,
seriouerss of consequences and allowable resppnse

time’)‘O

(%N

v
Oi&UA provides a Priority Variable as part of th¢
'm Object that provides the same functionality

alarm

rate

Alarm diagnostics

&
% |

the number of alarm annunciation, per Operator, in a
specific time interval.

N\
R

OPC UA provides diagnostics allowing the collectjon of
Alarm rate information at any level in the system.

Recold (Alarm)

Events, Event filterinb\\
b\

—_

a set of information which documents an alarm st
change.

e

o
C)\\c)

>

In OPC UA all Alarms are generated as an Event and
the Client can select the fields that are to be inclyded
in the Events. This selection can be customized for

each AlarmConditionType, which allows a customjized
Alarm record to be generated.

alarm
limit,

setpoint, alarm

hlarm trip poi
<

S

hd
L@ Alarms, Discrete Alarms

the threshold value of a process variable or discr¢te
state that triggers the alarm indication.

OPC UA supports Alarm limits and setpoints for
multiple Alarm types, including limit Alarms and
discrete Alarms.

Cc.
Sorting\Qﬁ\Frjn)

a function which orders alarm records to be displdyed
according to a given element of alarm record

OPC UA does not provide Alarm sorting as part of an
event subscription. Multiple filtering options are
provided, but the Client is required to perform any
ordering of Alarms.

alarm
alarm

summary,
list

a display that lists alarm annunciations with selected
information (e.g. date, time, priority, and alarm type).

In OPC UA Alarm summaries and Alarm lists are Client
functionality and are not specified. Extensive filtering
capabilities are provided by the Server to allow easier
implementation of Alarm summaries or lists by a
Client.
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IEC 62682

OPC UA Mapping / Related
Concept

IEC 62682 Definition

OPC UA Application of

Alert

An audible and/or visible means of indicating to the
Operator an equipment or process condition that can
require evaluation when time allows.

Alerts are items that should be attended to, but are not
as urgent as Alarms. OPC UA does not differentiate
between Alarms and alerts, but it does provide a full
range of priorities for Alarms. It is up to the end users
to determine what range of priorities are considered an
alert vs an Alarm etc.

allow
time

Dle response

The maximum ime between the annunciation o ihe
alarm and when the Operator takes correctivesagtjon to
avoid the consequence.

OPC UA does not provide any specific fie|ds for
allowable response time, but it does_track the timgs at
which an Alarm occurs and when a{wy/ actions are [taken
on the Alarm.

annurjciator

device or group of devices that’call attention to
changes in process condjtions

OPC UA does not define annunciators, this is Clignt
functionality that can'he implemented using OPC JUA

Audit

comprehensivedasséssment that includes the

evaluation ofcalarm system performance and the
effectivenegsyof the work practices used to adminfster
the alarm, syStem.

OPGA/does provide a number of features that dan
facilitate an audit, including diagnostics and audit
events. Do not confuse OPC Audit Event with the|lEC
audit concept.

bad-nmeasurement

alarm

an alarm generated when the signal for a procesg
measurement is outside the expected range (e.g.|3.8
mA for a 4 mA to 20 mA signal).

A bad measurement Alarm is not defined in OPC JA,
but limit Alarms are defined and they could be us¢d
directly to represent a bad-measurement Alarm.
Alternatively, limit Alarms could be further subtypgd to
allow easier filtering on bad-measurement Alarm¢q if
desired.

bit-paftern alarm

Discrefe\alarm

an alarm that is generated when a pattern of digitpl
signals matches a predetermined pattern.

In OPC UA a bit pattern Alarm can be mapped top
DiscreteAlarmType.

calcullated alarpn An alarm generated from a calculated value instefd of
a direct process measurement.
In OPC UA any of the defined Alarm types can bg
applied to calculated values or to process values.
call-out alarm alarm that notifies and informs an Operator by means

other than, or in addition to, a console display (e.g.
pager or telephone)

OPC UA does not specify call-out alarms, since this is
client functionality. OPC UA does provide the ability to
categorize or group an Alarm such that it could be
easily identified as requiring a different type of
annunciation.

chattering alarm

OnDelay, OffDelay

alarm that repeatedly transitions between the alarm
state and the normal state in a short period of time.

The OPC UA features of OnDelay and OffDelay can be
used to help control chattering Alarms.



https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

—124 -

IEC 62541-9:2020 RLV © IEC 2020

IEC 62682

OPC UA Mapping / Related

IEC 62682 Definition

Concept

OPC UA Application of

classification

ConditionClasses

the process of separating alarms into alarm classes
based on common requirements (e.g. testing, training,
monitoring, and auditing requirements).

OPC defines a number of extensible ConditionClasses
that can be used for this purpose.

controller-output
alarm

alarm generated from the output signal of a control
algorithm (e.g. PID controller) instead of a direct
process measurement.

oo LIA _Jd H
o

ller-

4 ol Al 4 £ 4
eSO Provre e a7 rar ity peTo ot

output alarm, but a type could be created or
existing type could be used, depending on gl%

dynamic alarming

An automatic modification of alarm a bd on

process state or conditions. A

requirements.
tﬂl&)tes bas

our,

OPC UA does not define dynarqé’alérming beha
ints

but it allows programmatic agcess to limits, set pq
or other parameters that WB{I be required for a
dynamic alarming solup’.@g

enfor¢ement

enhanced alarming t{@lﬁque that can verify and
restore alarm attriputes in the control system to ti
values in the alarm database.

)

bles

OPC UA doém\ot provide enforcement, but it eng
at

enforcemrent-by providing an information model th
inclu %efault setting for Alarm types as well as
origi ettings for dynamic Alarms. These featu

g{ e used by a Client application to provide
N

es

fleetirlg alarm

Suppression, Shelving

&
6® Aqc

state
he.

rcement.
IAn alarm that transitions between an active alarm
and an inactive alarm state in a short period of tin

\Q)$

A\
)

OPC UA provides Alarm Suppression and Shelvir
which an Operator might use to control fleeting A

9
arms.

first-out alarm

first-up alarm

FirstinGroup

xO

An alarm determined (i.e. by first-out logic) to be fhe

first, in a multiple-alarm scenario.

FirstlnGroupFIa%j\~

N

art of
f the

OPC UA can support first-up/first-out Alarms as p|
the Alarm information model, including definition
group of Alarms.

instru
alarm

Mment diagnostic

1

&

In

An alarm generated by a field device to indicate g fault

(e.g. sensor failure).

&\C)

strc@\DiagnosticAlarmType

OPC UA provides support for InstrumentDiagnost
Alarms that can be used to represent a failed sen
an instrument diagnostic.

C
por or

monitpring

é\/
&

Alarm Diagnostics

measurement and reporting of quantitative (objecfive)

aspects of alarm system performance.

OPC UA provides diagnostic collection capabilitie that

can be used to measure and reports quantitative
information related to alarm system performance.

nuisance alarm

Alarm Diagnostics

An alarm that annunciates excessively, unnecessarily,
or does not return to normal after the Operator
response is taken. EXAMPLE: Chattering alarm,
fleeting alarm, or stale alarm.

The OPC UA model provides Alarm Diagnostics for
tracking the information needed to identify if an Alarm
is a nuisance Alarm (i.e. has been in an Alarm state
excessively or does not return to normal).

plant state

plant mode

StateMachines

defined set of operational conditions for a process
plant.

OPC UA provides an example StateMachine (see
Annex F) that can be customized or adapted to provide
process information. This StateMachine could also be
used to affect alarming.
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IEC 62682

OPC UA Mapping / Related
Concept

IEC 62682 Definition

OPC UA Application of

process area

Event Hierarchies

Object References (IEC 62541-5)

physical, geographical or logical grouping of resources
determined by the site.

OPC UA provides multiple manners in which an
information model can be displayed, this includes
grouping objects into process areas or any other
desired grouping. This is an inherent part of the OPC
UA information model.

re-alarming alarm,
re-triggering alarm

ReAlarmTime

alarm that is automatically re-annunciated to the
Operator under certain conditions.

RollorcoDonat ot
e e e pPeaT

OPC UA supports re-alarming as part of its ba%
AlarmConditionType. AL

recipg-driven alarm

StateMachines

Alarm Limits

—

alarm with setpoints that depend on the~e is

currently being executed.

ipe th

Gl Vi
\d

its.

OPC UA provides support for adju’?gle Alarm linj

It also provides support for prognan's and other

functionality that could be used-to drive recipes.
f a StateMachine

Annex F provides an exam bnd
how it could be used toh just Alarm settings.

Resef

LatchedState / Reset

Operator action that ﬁ@%ches a latched alarm.

icate
an Alarm is ca e of being latched and is in a
latched stat %\U also provides a Reset Method for
clearing@e tched state.

OPC UA provi(&};ﬂ optional StateMachine to ing

safety related alarm

safety] alarm

SafetyConditionClassType

an }hat is classified as critical to process sdfety
fo\r e protection of human life or the environmenit.

UA defines a safety ConditionClass for grou
'safety related alarms.

bing

stale plarm

Alarm Diagnostics

alarm that remains annunciated for an extended geriod

of time (e.g. 24 hours).

OPC UA Alarm Diagnostics can track the length of time

an Alarm is active.

based alarm —
based alarms

state-
mode

\\J
StateMachine \js‘
O

o
C)O®
\ .

alarm that has attributes modified or is suppresse
based on operating states or process conditions.

OPC UA can provide a system state StateMaching to
support process, device or system states (see

Annex F). With this StateMachine Servers can ad
Alarm attributes or just Suppress or Disable Alarn
based on the StateMachine. The StateMachine cg

applied at multiple levels in the system.

ust
hs
n be

oéo
N

statis

23

StatisticalConditionClassType

alarm generated based on statistical processing df a

process variable or variables.

OPC UA provides an Alarm Condition class that any of
the existing AlarmConditionTypes can be assignef to.
This allows any Alarm types, such as limit Alarms}, to

be generated by statistical analysis.

Suppress

SuppressedOrShelved

Any mechanism to prevent the indication of the alarm
to the Operator when the base alarm condition is
present (i.e. shelving, suppressed by design, out-of-
service).

OPC UA provides a flag SuppressedOrShelved that
matches this functionality.

suppressed by
design

SuppressedState

alarm annunciation to the Operator prevented based
on plant state or other conditions.

OPC UA provides a SuppressedState that matches this

functionality.
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IEC 62682 OPC UA Mapping / Related IEC 62682 Definition
Concept .
OPC UA Application of
system diagnostic SystemDiagnosticAlarmType alarm generated by the control system to indicate a
alarm fault within the system hardware, software or
components.

OPC UA defines a system diagnostic Alarm that can be
used to represent faults with system hardware,
software or components.,

The fnllnwing terms in IEC 82682 match the tprmqlrnnr‘pptq defined in the OPC UA
specffication and do not need any additional mapping or discussion: A

Y

Alcknowledge QQ‘
Alctive ‘l,

S
Alarm :,
Alarm OffDelay ™
e AJarm OnDelay qﬁD
Alarm Type

D

D

E

O
eviation Alarm \Q/

iscrepancy Alarm

vent <<
O

e Highly Managed Alarm N\

. N
e LptchingAlarm o
e (utofService \\S\
° ateofchange alarms . Q)$

4\
° eturn to normal \O
o Shelve
.\(\}r

e Sflence C)\
e Unacknowledged @

E.3 | Alarm re§€ds and State indications

OPCJUA pr(&ﬁ all of the items listed as both required and recommended as part pf its
alar defi%g s, but it is up to the client to subscribe for the information. In OPC UA the
Client %j} Is what alarm information is requested and obtained from the Server. The Skrver
does RO efine visual aspects of the alarm system, but does provide priority information|from
whiclrttrevistataspecttam be setom the Themntside:

OPC UA also supports all of the states described in IEC 62682. This includes tracking the
process states, system states and individual alarm states. OPC UA also provides a
StateMachine model that can be used in conjunction with an alarm system to alter alarm
behaviour based on the state of a system or process. For example, during start-up or
shutdown of a process or a system, some alarms might be suppressed.

The behaviour of an OPC UA alarm system also mimics that required by IEC 62682. All
behaviour described in IEC 62682 can easily be mapped to functionality define in OPC UA
Alarm & Conditions.
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Annex F
(informative)

System State

F.1 Overview

The state of alarms is affected by the state of the process, equipment, system or plant. For
example when a tank |s taken out of service, the Ievel alarms assouated with the tank would

rQ?’?em
for apy system, this sample is just an iIIustration. Q

The gurrent state from the StateMachine is applied to all items in the Ha;ﬂ&iﬁer hiergarchy
below the object with which the StateMachine is associated. The Systen@‘ate StateMaghine
can be used to automatically disable, enable, suppress or un-suppre Nlarms related tp the
Obje¢t (with in the hierarchy of alarms from the given object). The SI;%Machine can algo be
used|by advanced alarming software to adjust the setpoint, Iimitseglo her items related tp the
Alarms in the hierarchy. C)

Optignally, multiple SystemState StateMachines can be degp ed.
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Operating

Process
Shutdown

[ Startingup m
/ StartUp Emergency
Shutdown/
Other

Return to Shutdown
Service Initiate Complete
Isolate

Startup
Shutdown
System
OutofService
Hand to Hand to

Process Maintenance

Stabilized

Take Out
Qf Service

Maintenance

IEC

Eigure F.1 — SystemState transitions

F.2 | SystemStateStateMachineType

The [SystemStateStateMachineType includes a hierarchy of substates. It supports myltiple
transftions Wetween Operating, StartingUp, ShuttingDown, Shutdown, OutOfService| and
Mainfenanee®

The staté machine is illustrated in Figure F 2 and formally defined in Table F 1



https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

IEC 62541-9:2020 RLV © IEC 2020 - 129 -

Finite StateMachine Type

SystemState
StateMachine Type

Operating

ShuttingDown

|:| StateType
- TransitionType

QuickStart

StartingUp

Shutdown —OufOfService—.

<—Q—Gi6k_\

H

W%WA

m

Maintenance

Q}/

HasCause

HasCause

o
O\\O

.

< Start .
e
(\&
@’\" IEC
Figure F.2 - Systerr@&\eStateMachineType Model
N
xO
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Table F.1 — SystemStateStateMachineType definition

Attribute Value
BrowseName SystemStateStateMachineType
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling Rule

Class

Subtype of the FiniteStateMachineType defined in IEC 62541-5
HasComponent Object Operating StateType
HasC¢mponent Object ShuttingDown StateType
HasC¢mponent Object StartingUp StateType
HasC¢mponent Object Shutdown StateType
HasC¢mponent Object OutOfService StateType
HasC¢mponent Object Maintenance StateType
HasC¢mponent Object ShutdownToOperating Transitienlype
HasC¢mponent Object OperatingToShutdown TradsitionType
HasC¢mponent Object ShuttingdownToShutdown FransitionType
HasC¢mponent Object OperatingToShuttingdown TransitionType
HasC¢mponent Object StartingUpToOperating TransitionType
HasC¢mponent Object ShutdownToStartingUp TransitionType
HasC¢mponent Object OutofServiceToShutdown TransitionType
HasC¢mponent Object ShutdownToOutOfService TransitionType
HasC¢mponent Object OutofServiceToOperating TransitionType
HasC¢mponent Object OperatingToOutofService TransitionType
HasC¢mponent Object MaintenanceToOutOfService TransitionType
HasC¢mponent Object OutOfServiceToMaintenance TransitionType
HasC¢mponent Method Start Defined in Clause XXX Optional
HasC¢mponent Method Maintain Defined in Clause XXX Optional
HasC¢mponent Method Stop Defined in Clause XXX Optional
HasC¢mponent MetHod PlaceOutOfservice Defined in Clause XXX Optional
HasC¢mponent Method QuickShutdown Defined in Clause XXX Optional
HasC¢mponent Method QuickStart Defined in Clause XXX Optional
HasC¢mponefit Method OutOfServiceShutdown Defined in Clause XXX Optional

The actual selection of States and Transitions would depend on the deployment of the
StateMachine. If the StateMachine were being applied to a tank or other part of a process, it
might have a different set of States than if it were applied to a meter or instrument. The meter
may only have Operating, OutOfService and Maintenance, while the tank may have all of the
described States and Transitions.

The StateMachine supports six possible states including: Operating, ShuttingDown,
StartingUp, Shutdown, OutOfService, Maintenance. It supports 12 possible Transitions and 7
possible Methods.

The SystemStateStateMachine Type transitions are formally defined in Table F.2.
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Table F.2 — SystemStateStateMachineType transitions

BrowseName References BrowseName TypeDefinition
Transitions
ShutdownToOperating FromState Shutdown StateType
ToState Operating StateType
HasCause QuickStart Method
OperatingToShutdown FromState Operating StateType
FoStete Strrtetown StateFype
HasCause QuickShutdown Method
ShuttipgdownToShutdown FromState ShuttingDown StateType
ToState Shutdown StateType
OperafingToShuttingdown FromState Operating StateType
ToState ShuttingDown StateType
HasCause Stop Method
StartirjgUpToOperating FromState StartingUp StateType
ToState Operating StateType
ShutdpwnToStartingUp FromState Shutdown StateType
ToState StartingUp StateType
HasCause Start Method
Outof$erviceToShutdown FromState OutOfSErvice StateType
ToState Shutdown StateType
HasCause OutOfServiceShutdown Method
ShutdpwnToOutOfService FromState Shutdown StateType
ToState OutOfService StateType
HasCause OutOfServiceShutdown Method
OutOfBerviceToOperating FromState OutOfService StateType
ToState Operating StateType
HasCause PlaceOutOfService Method
OperafingToOutofService FromState Operating StateType
ToState OutOfService StateType
HasCause PlaceOutOfService Method
MaintgnanceToOutefService FromState Maintenance StateType
ToState OutOfService StateType
HasCause Maintain Method
OutOfperviee ToMaintenance FromState OutOfService StateType
ToState Maintenance StateType
HasCause Maintain Method

The system can always generate additional HasCause References, such as internal code. No
HasEffect References are defined, but an implementation might define HasEffect References
(such as HasEffectDisable) for disabling or enabling Alarms, suppressing Alarms or adjusting
setpoints or limits of Alarms. The targets of the reference might be an individual Alarm or
portion of a plant or piece of equipment. See Clause 7 for a list of HasEffect References that
could be used.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 9: Alarms and Conditions

FOREWORD

2020

International Electrotechnical Commission (IEC) is a worldwide organization for standardization_com
national electrotechnical committees (IEC National Committees). The object of IEC is")to/ prf

end and in addition to other activities, IEC publishes International Standards, Technigak.Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter reéferred to as
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National'Committee inte
in [the subject dealt with may participate in this preparatory work. International, governmental andg
gojernmental organizations liaising with the IEC also participate in this preparation, 1EC collaborates d
with the International Organization for Standardization (ISO) in accordance withe conditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as nearly as possible, an intern
cohsensus of opinion on the relevant subjects since each technical cammittee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made to’ ensure that the technical content

Publications is accurate, IEC cannot be held responsible for’the way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirjnational and regional publications. Any diver
befween any IEC Publication and the corresponding pational or regional publication shall be clearly indicg
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf]
aspessment services and, in some areas, agcess to |IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alljusers should ensure that they havethe latest edition of this publication.

Nd liability shall attach to IEC or its\directors, employees, servants or agents including individual exper
mgmbers of its technical committees’ and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othe
Publications.

At{ention is drawn to-the/Normative references cited in this publication. Use of the referenced publicati
indispensable for the.correct application of this publication.

At{ention is drawn-to the possibility that some of the elements of this IEC Publication may be the sub
patent rights..IEC-shall not be held responsible for identifying any or all such patent rights.

Interpational standard IEC 62541-9 has been prepared by subcommittee 65E: Devices
integration” in enterprise systems, of IEC technical committee 65: Industrial-prg
measurement, control and automation
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This third edition cancels and replaces the second edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) added optional engineering units to the definition of RateOfChange alarms;
b) to fulfill the IEC 62682 model, the following elements have been added:

e AlarmConditionType States: Suppression, Silence, OutOfService, Latched;
e AlarmConditionType Properties: OnDelay, OffDelay, FirstinGroup, ReAlarmTime;
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New alarm types: DiscrepencyAlarm, DeviationAlarm, InstrumentDiagnosticAlarm,

SystemDiagnosticAlarm.

c) added Annex that specifies how the concepts of this OPC UA part maps to IEC 62682 and
ISA 18.2;

d) added new ConditionClasses: Safety, HighlyManaged, Statistical, Testing, Training;

e) added CertificateExpiration AlarmType;

f) added Alarm Metrics model.

The text of this International Standard is based on the following documents:

Full i
ther

This

Thro
conv

Italic

definjtion" clause in one of the parts of the IEC 6254 1<seties.

Italic

a striicture or element of a structure that are usually defined in tables.

The
of wr
each
Addr
singl

A lis
Arch

The
stabi
the s

—

g¢confirmed,

FDIS Report on voting
65E/709/FDIS 65E/727/RVD

nformation on the voting for the approval of this International Standard,'can be fou
bport on voting indicated in the above table.

document has been drafted in accordance with the ISO/IEC Directives, Part 2.

ighout this document and the other parts of the IEC 62541 series, certain docu
bntions are used:

5 are used to denote a defined term or definition“that appears in the "Terms

5 are also used to denote the name of a service input or output parameter or the naf

talicized terms and names are, with-a‘few exceptions, written in camel-case (the prg
iting compound words or phrases:in which the elements are joined without spaces
element's initial letter capitalized within the compound). For example the defined te
pssSpace instead of Address ‘Space. This makes it easier to understand that thers
e definition for AddressSpace, not separate definitions for Address and Space.
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OPC UNIFIED ARCHITECTURE -

Part 9: Alarms and Conditions

1 Scope

This part of IEC 62541 specifies the representation of Alarms and Conditions in the OPC

Unifi

Cond

philo
in do
in thi

2 Normative references

The

contg

cited
any &

IEC ]

IEC 62541-3, OPC unified architecture — Part 3%Address Space Model

IEC §

IEC ¢

IEC ¢

IEC §

IEC ¢

IEC §

IEC ¢

bd  Architecture. Included is the Information Model representation of AIarmsl
itions in the OPC UA address space. Other aspects of alarm systems such.as
sophy, life cycle, alarm response times, alarm types and many other details afe-cap

5 specification is designed in accordance with IEC 62682 and ISA 18.2.

nt constitutes requirements of this document. For dated references, only the eﬂ
applies. For undated references, the latest edition of theteferenced document (incl
mendments) applies.

'R 62541-1, OPC unified architecture — Part 1: @Qverview and concepts

2541-4, OPC unified architecture — Part 4: Services

2541-5, OPC unified architecture\—~ Part 5: Information Model
2541-6, OPC unified architecture — Part 6: Mappings

2541-7, OPC unified architecture — Part 7: Profiles

2541-8, OPC unified architecture — Part 8: Data Access
2541-11,COPC unified architecture — Part 11: Historical Access

2682 Management of alarms systems for the process industries

EEM

UA: 2nd Edition EEMUA 191 — Alarm System — A guide to design, management

procurement (Appendixes 6, 7, 8, 9), available at

https

:/lwww.eemua.org/Products/Publications/Print/EEMUA-Publication-191.aspx

3 Terms, definitions, abbreviated terms and data types used

3.1

Terms and definitions

and
larm
ured

cuments such as IEC 62682 and ISA 18.2. The Alarms and Conditions Information Model

following documents are referred to in the text in such a way"that some or all of|their

ition
ding

and

For the purposes of this document, the terms and definitions given in IEC TR 62541-1,
IEC 62541-3, IEC 62541-4, and IEC 62541-5 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:


https://www.eemua.org/Products/Publications/Print/EEMUA-Publication-191.aspx
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e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1

Acknowledge
Operator action that indicates recognition of an Alarm

Note 1
Ackno

3.1.2

to entry: This definition is copied from EEMUA. The term "Accept" is another common term used to describe

wledge. They can be used interchangeably. This document uses Acknowledge.

Actiy
state

Note
the Cd

3.1.3
Adag
Alarn

Note 1
detect
many

3.1.
Alar
cond

Note
are d¢g

3.1.5
grou

Note
Alarm
Alarm

Note 2
Referd

3.1.6]
Cong
Cong
used

AlarrSuppressionGroup

(<]
for an Alarm that indicates that the situation the Alarm is representing currently exislts

to entry: Other common terms defined by EEMUA are "Standing" for an Active Alarm and\"Cleared"| when

ndition has returned to normal and is no longer Active.

tiveAlarm
h for which the set point or limits are changed by an algorithm

to entry: AdaptiveAlarms are alarms that are adjusted automatically by algorithms. These algorithn}s can
conditions in a plant and change setpoints or limits to keep alarms frem.occurring. These changes ocfur, in

cases, without Operator interactions.

Flood
tion during which the alarm rate is greater thanithe Operator can effectively manage

to entry: OPC UA does not define the conditions _that would be considered alarm flooding, these congitions

fined in other specifications such as IEC 62682.0r4SA 18.2.

of Alarms that is used to suppress other Alarms

to entry: An AlarmSuppressionGroup is an instance of an AlarmGroupType that is used to suppresq other
5. If any Alarm in the group,is active, then the AlarmSuppressionGroup is active. If all Alarms n the

SBuppressionGroup are inactive then the AlarmSuppressionGroup is inactive

to entry: The Alarmto\be affected references AlarmSuppressionGroups with a HasAlarmSuppression(Group

nceType.

itionClass

ition grouping that indicates in which domain or for what purpose a certain Condition is

Note
derive

3.1.7

to entry: Some top-level ConditionClasses are detined In this specitication. Vendors or organisations can

more concrete classes or define different top-level classes.

ConditionBranch
specific state of a Condition

Note 1 to entry: The Server can maintain ConditionBranches for the current state as well as for previous states.

3.1.8

ConditionSource
element which a specific Condition is based upon or related to

Note 1 to entry: Typically, this will be a Variable representing a process tag (e.g. FIC101) or an Object representing

a device or subsystem.
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Note 2 to entry: In Events generated for Conditions, the SourceNode Property (inherited from the BaseEventType)
will contain the Nodeld of the ConditionSource.

3.1.9

confirm

Operator action informing the Server that a corrective action has been taken to address the
cause of the Alarm

3.1.10

disable
action configurating a system such that the Alarm will not be generated even though the base
Alarm_Caondition is present

Note 1 to entry: This definition is copied from EEMUA and is further defined in EEMUA.

Note 7 to entry: In IEC 62682, "disable" is referenced as "Out of Service".

3.1.111
LatchingAlarm
alarnp that remains in alarm state after the process condition has returned to normal and
requires an Operator reset before the alarm returns to normal

Note 1 to entry: Latching alarms are typically discrepancy alarms, where an,dction does not occur within a specific
time. Once the action occurs the alarm stays active until it is reset.

3.1.12
Operlator
spec|al user who is assigned to monitor and control@ portion of a process

Note 1 to entry: "A Member of the operations team who is*assigned to monitor and control a portion of the pfocess
and is| working at the control system’s Console" as defined in EEMUA. In this document, an Operator is a gpecial
user. All descriptions that apply to general users also.apply to Operators.

3.1.13
Refré¢sh
act ¢f providing an update to an(_Event Subscription that provides all Alarms which are
cons|dered to be Retained

Note 1 to entry: This concept is further defined in EEMUA.

3.1.14
Retajn
Alarm in a state_that'is interesting for a Client wishing to synchronize its state of Conditions
with the Server’s state

3.1.1/5
Shelying

facilitywhere the Operafor is able to tempararily prevent an Alarm from being displayed tb the

Operator when it is causing the Operator a nuisance

Note 1 to entry: "A Shelved Alarm will be removed from the list and will not re-annunciate until un-shelved" as
defined in EEMUA.

3.1.16
Suppress
act of determining whether an Alarm should not occur

Note 1 to entry: "An Alarm is suppressed when logical criteria are applied to determine that the Alarm should not
occur, even though the base Alarm Condition (e.g. Alarm setting exceeded) is present" as defined in EEMUA. In
IEC62682 Suppressed Alarms are also described as being "Suppressed by Design", in that the system is designed
with logic to Suppress an Alarm when certain criteria exist. For example, if a process unit is taken offline then low-
level alarms are Suppressed for all equipment in the off-line unit.
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3.2 Abbreviated terms

A&E Alarm & Event (as used for OPC COM)

COM (Microsoft Windows) Component Object Model
DA data access

UA Unified Architecture

3.3 Data types used

Table 1 and Table 2 describe the data types that are used throughout this document. These
types are separated into two tables. Base data types defined in IEC 62541-3 are given in
Tabl¢ 1. The base types and data types defined in IEC 62541-4 are given in Table 2.

Table 1 — Parameter types defined in IEC 62541-3

Parameter Type

Argument

BaseDataType
Nodeld

LocalizedText

Boolean

ByteString
Double

Duration

String
Uint16
Int32
UtcTime

Table 2 — Rarameter types defined in IEC 62541-4

Parameter Type

Integerld
StatusCode

4 (Concepts

4.1 General

This document defines an Information Model for Conditions, Dialog Conditions, and Alarms
including acknowledgement capabilities. It is built upon and extends base Event handling
which is defined in IEC 62541-3, IEC 62541-4 and IEC 62541-5. This Information Model can
also be extended to support the additional needs of specific domains. The details of which
aspects of the Information Model are supported are defined via Profiles (see IEC 62541-7 for
Profile definitions). Some systems may expose historical Events and Conditions via the
standard Historical Access framework (see IEC 62541-11 for Historical Event definitions).

4.2 Conditions

Conditions are used to represent the state of a system or one of its components. Some
common examples are:

e atemperature exceeding a configured limit;
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device needing maintenance;

e a batch process that requires a user to confirm some step in the process before
proceeding.

Each Condition instance is of a specific ConditionType. The ConditionType and derived types
are subtypes of the BaseEventType (see IEC 62541-3 and IEC 62541-5). This part defines
types that are common across many industries. It is expected that vendors or other
standardisation groups will define additional ConditionTypes deriving from the common base
types defined in this part. The ConditionTypes supported by a Server are exposed in the
AddressSpace of the Server.

Cond

whether such instances are also exposed in the Server’s AddressSpace. Subclause

provi
uniqy
they

As
certa
Cond
and
bran
state
Notifi
need
set t
state

Cond
Serv

The
Cong
stang
Disal
Serv

the alddition of substates:

ition instances are specific implementations of a ConditionType. It is up to the 'S

des additional background about Condition instances. Condition instances_shall hg
e identifier to differentiate them from other instances. This is independent’ of wh
are exposed in the AddressSpace.

entioned above, Conditions represent the state of a system or oneof its componen
n cases, however, previous states that still need attention shall also be maint
itionBranches are introduced to deal with this requirement and distinguish current
brevious states. Each ConditionBranch has a Branchld that“differentiates it from
hes of the same Condition instance. The ConditionBranch-which represents the cU
of the Condition (the trunk) has a NULL Branchld. Servers can generate separate §
cations for each branch. When the state represented by a ConditionBranch doe
further attention, a final Event Notification for thiS¢branch will have the Retain Pro|
b False. Subclause 4.4 provides more information’ and use cases. Maintaining pre
5 and therefore the support of multiple branches-is optional for Servers.

eptually, the lifetime of the Condition .iastance is independent of its state. How
brs may provide access to Condition instances only while ConditionBranches exist.

crver
4.10
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s. In
ined.
state
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rrent
Fvent
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ever,

base Condition state model is-illustrated in Figure 1. It is extended by the vafrious

ition subtypes defined in this.document and may be further extended by vendors or
ardisation groups. The primary states of a Condition are disabled and enabled.
bled state is intended tosallow Conditions to be turned off at the Server or beloy
pr (in a device or some\underlying system). The Enabled state is normally extended

Disabled

bther
The
V the
with

Enabled

IEC

Figure 1 — Base Condition state model

A transition into the Disabled state results in a Condition Event, however no subsequent

Even

t Notifications are generated until the Condition returns to the Enabled state.
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When a Condition enters the Enabled state, that transition and all subsequent transitions
result in Condition Events being generated by the Server.

If Auditing is supported by a Server, the following Auditing related action shall be performed.
The Server will generate AuditEvents for Enable and Disable operations (either through a
Method call or some Server / vendor — specific means), rather than generating an AuditEvent
Notification for each Condition instance being enabled or disabled. For more information, see
the definition of AuditConditionEnableEventType in 5.10.2. AuditEvents are also generated for
any other Operator action that results in changes to the Conditions.

4.3 Acknowledgeable Conditions

AcknpwledgeableConditions are subtypes of the base ConditionType.
AcknpwledgeableConditions expose states to indicate whether a Condition has tp be
acknpwledged or confirmed.

An AckedState and a ConfirmedState extend the EnabledState defined by~the€ Condition| The
state|model is illustrated in Figure 2. The enabled state is extended by adding the Acked[State
and (optionally) the ConfirmedState.

[ Disabled )

/ Enabled
AckedState = );:.( _
[ TRUE AckedState = False ]

ConfirmedState »( ConfirmedState
= TRUE 1\ = False

IEC

Figure 2 — AcknowledgeableConditions state model

Acknpwledgmentiof the transition may come from the Client or may be due to some |logic
interpal to the~Server. For example, acknowledgment of a related Condition may result in this
Condition <becoming acknowledged, or the Condition may be set up to automatjcally
Acknpwlédge itself when the acknowledgeable situation disappears.

Two Acknowledge state models are supported by this document. Either of these state models
can be extended to support more complex acknowledgement situations.

The basic Acknowledge state model is illustrated in Figure 3. This model defines an
AckedState. The specific state changes that result in a change to the state depend on a
Server’'s implementation. For example, in typical Alarm models the change is limited to a
transition to the Active state or transitions within the Active state. More complex models
however can also allow for changes to the AckedState when the Condition transitions to an
inactive state.
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AckedState = TRUE

Acknowledge g;k
Method Server
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K AckedState = False

N
)

IEC

Figure 3 — Acknowledge state model

re complex state model which adds a confirmation to t
gure 4. The Confirmed Acknowledge model is typic

he basic Acknowledge is illust
ally used to, differentiate bet

bwledging the presence of a Condition and having done something to address
ition. For example, an Operator receiving a motor high température Notification call
pwledge Method to inform the Server that the high temperature has been observed
ator then takes some action such as lowering the load. @ the motor in order to re
emperature. The Operator then calls the Confirm Method to inform the Server that a

ctive action has been taken.

Ry >

Acknowledged ) Acknowledge*Method

Unacknowledged

/! Acknowledge By Server
Server restricts to

Unconfirmed until
Acknowledged

/

Unconfirmed Confirm Method

v

Confirmed

~ Confirmed by Server

IEC

Figure 4 — Confirmed Acknowledge state model

Previous states of Conditions

Som
com

sysiems require that previous states of a Conditio

rated
veen
the
S the
The
duce

n are preserved for some ti

e. A

on‘use case is the acknowledgement process. In certain environments, it is requirpd to

acknowledge both the transition into Active state and the transition into an inactive state.
Systems with strict safety rules sometimes require that every transition into Active state has
to be acknowledged. In situations where state changes occur in short succession there can be
multiple unacknowledged states and the Server has to maintain ConditionBranches for all
previous unacknowledged states. These branches will be deleted after they have been
acknowledged or if they reached their final state.

Multiple ConditionBranches can also be used for other use cases where snapshots of
previous states of a Condition require additional actions.
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4.5

Condition state synchronization

When a Client subscribes for Events, the Notification of transitions will begin at the time of the
Subscription. The currently existing state will not be reported. This means for example that
Clients are not informed of currently Active Alarms until a new state change occurs.

Clients can obtain the current state of all Condition instances that are in an interesting state,
by requesting a Refresh for a Subscription. It should be noted that Refresh is not a general
replay capability since the Server is not required to maintain an Event history.

Clients request a Refresh by calling the ConditionRefresh Method. The Server will respond

Server may also send new Event Notifications interspersed with the Refresh related

with B RefreshStartEventType Event. This Event is followed by the Retained Condition:}The

vent

Notiflcations. After the Server is done with the Refresh, a RefreshEndEvent is issued-mafrking
the ¢ompletion of the Refresh. Clients shall check for multiple Event Notifications for a
ConditionBranch to avoid overwriting a new state delivered together with an ©ldér state|from
the Refresh process. If a ConditionBranch exists, then the current Condition. shall be repqrted.
This| is True even if the only interesting item regarding the >Condition is | that
ConditionBranches exist. This allows a Client to accurately represent_the current Condition

state

A Client that wishes to display the current status of Alarms\and Conditions (known |as a
"current Alarm display") would use the following logic to procéss Refresh Event Notifications.
The [Client flags all Retained Conditions as suspect of. reception of the Event of the

Refrg@shStartEventType. The Client adds any new Events that are received during the ReLresh
withdut flagging them as suspect. The Client also removes the suspect flag from any Ret

ined

Conditions that are returned as part of the_ 'Refresh. When the Client receivgs a
RefreshEndEvent, the Client removes any remaining suspect Events, since they no lgnger

apply.

The following items should be noted with_regard to ConditionRefresh:

4.6

Als described in 4.4 some systems require that previous states of a Condition are
plteserved for some time. Someé&.Servers — in particular if they require acknowledgement of
previous states — will maintain- separate ConditionBranches for prior states that still jneed
aftention.

O

p

onditionRefresh shall .issue Event Notifications for all interesting states (curreny and
revious) of a Condition instance and Clients can therefore receive more than one kvent
fqr a Condition ipstance with different Branchlds.

nder some circumstances a Server may not be capable of ensuring the Client is fully in

rwver-shall send an Event of the RefreshRequiredEventType to advise the Client that a
fresh m n ry. A Client receiving thi ial Event should initidte a

ConditionRefresh as noted in this subclause.

To ensure a Client is always informed, the three special EventTypes
(RefreshEndEventType, RefreshStartEventType and RefreshRequiredEventType) ignore
the Event content filtering associated with a Subscription and will always be delivered to
the Client.

ConditionRefresh applies to a Subscription. If multiple Event Notifiers are included in the
same Subscription, all Event Notifiers are refreshed.

Severity, quality, and comment

Comment, severity and quality are important elements of Conditions and any change to them
will cause Event Notifications.
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The Severity of a Condition is inherited from the base Event model defined in IEC 62541-5. It
indicates the urgency of the Condition and is also commonly called "priority", especially in

relati

on to Alarms in the ProcessConditionClassType.

A Comment is a user generated string that is to be associated with a certain state of a
Condition.

Quality refers to the quality of the data value(s) upon which this Condition is based. Since a
Condition is usually based on one or more Variables, the Condition inherits the quality of
these Variables. E.g., if the process value is "Uncertain", the "Level Alarm" Condition is also
questionable. If more than one variable is represented by a given condition or if the condition

is fro
appli
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Dialg
when
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for in
insp§
the S

4.8

Alarn
state
modég

m an underlining system and no direct mapping to a variable is available, it is up\t
cation to determine what quality is displayed as part of the condition.

Dialogs

gs are ConditionTypes used by a Server to request user input. They,are typically
a Server has entered some state that requires intervention by a Chient. For exam
br monitoring a paper machine indicates that a roll of paper has been wound and is 1
spection. The Server would activate a Dialog Condition indicating to the user th

erver of an accepted or unaccepted inspection allowing the_process to continue.

Alarms

ns are specializations of AcknowledgeableCongditions that add the concepts of an A
and other states like Shelving state and Suppressed state to a Condition. The
| is illustrated in Figure 5. The complete model with all states is defined in 5.8.
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Disabled

Enabled
Active = TRUE R Active = False
_/
< 4

[Suppressed = TRUE] J\ Suppressed = False

Shelved <+ l Unshelved ]

. N &
OutOfService=TRUE j]: { OutOfServiée= False

[AckedState = TRUE E AckedState = False ]

ConfirmedState ;lfConf_irmedState]
= TRUE - False

SilenceState = [g= »( SilenceState =
TRUE False

Figure 5 — Alarm state machine model

IEC

An Alarm in the Active state indicates that the situation the Condition is representing curiently
exists. When an _Alarm is an inactive state it is representing a situation that has returneq to a
normfal state.

reprgsenting a temperature may provide a high-level state as well as a critically high [state
(See nlln\nling f‘lanen)_

Som{ Alarm subtypes introduce substates of the Active state. For example, an Alarm

The Shelving state can be set by an Operator via OPC UA Methods. The Suppressed state is
set internally by the Server due to system specific reasons. Alarm systems typically
implement the suppress, out of service and shelve features to help keep Operators from being
overwhelmed during Alarm "storms" by limiting the number of Alarms an Operator sees on a
current Alarm display. This is accomplished by setting the SuppressedOrShelved flag on
second order dependent Alarms and/or Alarms of less severity, leading the Operator to
concentrate on the most critical issues.

The shelved, out of service and suppressed states differ from the Disabled state in that
Alarms are still fully functional and can be included in Subscription Notifications to a Client.

Alarms follow a typical timeline, which is illustrated in Figure 6. They have a number of delay
times associated with them and a number of states that they might occupy. The goal of an
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alarming system is to inform Operators about conditions in a timely manner and allow the
Operator to take some action before some consequences occur. The consequences can be
economic (product is not usable and shall be discarded), can be physical (tank overflows),
can be safety related (fire or explosion could occur) or any of a number of other possibilities.
Typically, if no action is taken related to an alarm for some period of time, the process will
cross some threshold at which point consequences will start to occur. The OPC UA Alarm
model describes these states, delays and actions.

Normal

l n Alarm

Unacknowledged

%

Acknowledged Alarm

Normal >

N V

Allowable Response time

No Action, Process has
consequences

Consegpences
o o N
start ocpurring

(]
=]
©
i Process
7)) Respo_ndsto
8 / action
o o
) / Ack Operator Process Alarm Ié)-\tleaar.l::glt
Delay Response Delay
| . . ] Dela >
Time ' OffDelay
IEC
Figure 6 — Typical*Alarm Timeline example
4.9 | Multiple active states
In sgme cases, it is desirable to_further define the Active state of an Alarm by provid|ng a
substate machine for the Actijve State. For example, a multi-state level Alarm when ip the
Active state may be in one'of the following substates: LowLow, Low, High or HighHigh| The
statelmodel is illustrated«in Figure 7.
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Active = False

4

Active = TRUE
Low High
A
LowLow HighHigh

IEC

Figure 7 — Multiple active states example

With [the multi-state Alarm model, state transitions;among the substates of Active are allpwed
withqut causing a transition out of the Active state.

To agcommodate different use cases both:a (mutually) exclusive and a non-exclusive model
are sjupported.

Exclysive means that the Alarm _can only be in one substate at a time. If for example a
tempgrature exceeds the HighHigh limit the associated exclusive level Alarm will be in the
HighHigh substate and not in the High substate.

Somé Alarm systems however, allow multiple substates to exist in parallel. This is called|non-
exclysive. In the previous example where the temperature exceeds the HighHigh limit ajnon-
exclysive level Alarm will be both in the High and the HighHigh substate.

4.10| Condition instances in the AddressSpace

Because €onditions always have a state (Enab/ed or Dlsab/ed) and p033|bly many subsftates

exposes Condition mstances they usually WI|| appear in the AddressSpace as components of
the Objects that "own" them. For example, a temperature transmitter that has a built-in high
temperature Alarm would appear in the AddressSpace as an instance of some temperature
transmitter Object with a HasComponent Reference to an instance of a LimitAlarmType.

The availability of instances allows Data Access Clients to monitor the current Condition state
by subscribing to the Attribute values of Variable Nodes. The values of the nodes may not
always correspond with the value that appear in Events, they may be more recent than what
was in the Event.

While exposing Condition instances in the AddressSpace is not always possible, doing so
allows for direct interaction (read, write and Method invocation) with a specific Condition
instance. For example, if a Condition instance is not exposed, there is no way to invoke the
Enable or Disable Method for the specific Condition instance.
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Alarm and Condition auditing

2020

The IEC 62541 series includes provisions for auditing. Auditing is an important security and
tracking concept. Audit records provide the "Who", "When" and "What" information regarding
user interactions with a system. These audit records are especially important when Alarm
management is considered. Alarms are the typical instrument for providing information to a
user that something needs the user’s attention. A record of how the user reacts to this
information is required in many cases. Audit records are generated for all Method calls that
affect the state of the system, for example, an Acknowledge Method call would generate an
AuditConditionAcknowledgeEventType Event.

The

B =

Condition related audit records. To allow for filtering and grouping, this document defir

num

This

ber of subtypes of the AuditEventTypes but without adding new fields to them.

exanjple, the Disable Method has an AlwaysGeneratesEvent Reference to
AudiiConditionEnableEventType. An Event of this type shall be generated for every invoc
of thg¢ Method. The audit Event describes the user interaction with theysystem, in some g

this

5

5.1
The

ihteraction may affect more than one Condition or be related to more than one state.

Model

General

Alarm and Condition model extends the OPC UA"base Event model by defining v

Event Types based on the BaseEventType. All ofithe Event Types defined in this docu

can

e further extended to form domain or Servér-specific Alarm and Condition Types.

Instapces of Alarm and Condition Types may be optionally exposed in the AddressSpa
ordef to allow direct access to the state@f'an Alarm or Condition.

Subcjauses 5.5 to 5.8 define the*OPC UA Alarm and Condition Types. Figure 8 infor
descfibes the hierarchy of, these Types. Subtypes of the LimitAlarmType and
DiscneteAlarmType are notsshown. The full AlarmConditionType hierarchy can be fou
Figure 8.

document describes the AuditEventType that each Method is required_to,generate].
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BaseEvent Defined in IEC 62541-5
Type
StateMachine
‘ Type
SystemEvent
Type
Condition Type
A I B
: | RefreshStart
Acknowledgeable DialogCondition EventType
Condition Type Type -
;\ Shelved
AlarmCondition StateMachineType
Type RefreshEnd
EventType
i |
Py 3 ExclusiveLimit
LimitAlarm DiscreteAlarm ;
T Type StateMachineType
i RefreshRequired
OffNormalAlarm —EventTy pe
Type
L
2
SystemOffNormal
AlarmType

Anneg

Anneg
servg

5.2

Most
TwoS§
mode

Figure 8 =2 ConditionType hierarchy

x C specifies how the modeltdescribed in this document maps to EEMUA.

x D specifies a recommended mapping between OPC Classic Alarm & Events (A&E)

rs and the model déscribed in this document.

Two-state state-machines

states defined in this document are simple — i.e. they are either True or False|
btateVarniableType is introduced specifically for this use case. More complex state$
lled by~using a StateMachineType defined in IEC 62541-5.

The

f woStateVariable Type is derived from the StateVariable Type defined in IEC 62541-5

formally defined in Table 3.

IEC

The
are

and
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Table 3 — TwoStateVariableType definition

Attribute Value

BrowseName TwoStateVariableType

DataType LocalizedText

ValueRank -1 (-1 = Scalar)

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition |Modelling

Rule

Subtype of the StateVariableType defined in IEC 62541-5.

Note that a Reference to this subtype is not shown in the definition of the StateVariableType

HasPrpperty Variable Id Boolean Property Type Mandator]

HasPrpperty Variable TransitionTime UtcTime PropertyType Optional

HasPrpperty Variable EffectiveTransitionTime |UtcTime PropertyType Optional

HasPrpperty Variable TrueState LocalizedText PropertyTypée Optional

HasPrpperty Variable FalseState LocalizedText PropertyType Optional

HasTrpeSubState  |StateMachine or <Stateldentifier> Defined in Clause-5#42 Optional
TwoStateVariableType

HasFglseSubState |StateMachine or <Stateldentifier> Defined in Clause 5.4.3 Optional
TwoStateVariableType

The [Value Attribute of an instance of TwoStateVariableType contains the current state|as a

humg

n readable name. The EnabledState for example, might contain the name "Enapled"

wher True and "Disabled" when False.

Id is|inherited from the StateVariableType:;and overridden to reflect the required DataType
(Boolean). The value shall be the current state, i.e. either True or False.

TrangitionTime specifies the time when the current state was entered.

Effedtive TransitionTime specifiés the time when the current state or one of its substateq was
enterled. If, for example, a LevelAlarm is active and — while active — switches several {imes
betwgen High and HighHigh, then the TransitionTime stays at the point in time wher¢ the
Alarm became active-whereas the EffectiveTransitionTime changes with each shift [of a
substate.

The ¢ptional Property EffectiveDisplayName from the StateVariableType is used if a stat¢ has
substates. It(contains a human readable name for the current state after taking the stgte of
any |(SubStateMachines in account. As an example, the EffectiveDisplayName of the
EnalledState could contain "Active/HighHigh" to specify that the Condition is active and has
excegded the HighHigh limit.

Other optional Properties of the StateVariableType have no defined meaning for
TwoStateVariableType.

TrueState and FalseState contain the localized string for the TwoStateVariableType value
when its Id Property has the value True or False, respectively. Since the two Properties
provide meta-data for the Type, Servers may not allow these Properties to be selected in the
Event filter for a Monitoredltem. Clients can use the Read Service to get the information from

the s

A Ha

A Ha

pecific ConditionType.
sTrueSubState Reference is used to indicate that the True state has substates.

sFalseSubState Reference is used to indicate that the False state has substates.
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5.3

ConditionVariable

Various information elements of a Condition are not considered to be states. However, a
change in their value is considered important and supposed to trigger an Event Notification.
These information elements are called ConditionVariable.

ConditionVariables are represented by a ConditionVariableType, formally defined in Table 4.

Table 4 — ConditionVariableType definition

Attribute Value
BrowsleName ConditionVariableType
DataType BaseDataType
ValuelRank -2 (-2 = Any)
IsAbsfract False
Refer¢nces NodeClass |(BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the BaseDataVariableType defined in IEC 62541-5.
HasPrpperty Variable SourceTimestamp UtcTime PropertyFype Mandatory
SourgeTimestamp indicates the time of the last change of the Value of this ConditionVargable.
It shall be the same time that would be returned from the ‘Read Service inside the DataValue
structure for the ConditionVariable Value Attribute.
5.4 | ReferenceTypes
5.4.1 General
This [Clause defines ReferenceTypes that*are needed beyond those already specified ag part
of IHC 62541-3 and IEC 62541-5. This includes extending TwoStateVariableType |state
machines with substates and the addition of Alarm grouping.
The [TwoStateVariableType References will only exist when substates are available] For
exanjple, if a TwoStateVariableType machine is in a False State, then any substates
referenced from the True, state will not be available. If an Event is generated while in the
Falsg state and information from the True state substate is part of the data that is {o be

repof
Two§

to th¢ StateMachineType defined in IEC 62541-5.

5.4.2

ted than this) data would be reported as a NULL. With this appr
btateVariable Types can be extended with subordinate state machines in a similar fa

HasTrueSubState ReferenceType

bach,
hion

The

HasTrueSubState annrnnr\nTypn IS a concrete Qofnrnnr\nTypn that can be used dir

pctly.

It is a subtype of the NonHierarchicalReferences ReferenceType.

The semantics indicate that the substate (the target Node) is a subordinate state of the True
super state. If more than one state within a Condition is a substate of the same super state
(i.e. several HasTrueSubState References exist for the same super state) they are all treated
as independent substates. The representation in the AddressSpace is specified in Table 5.

The SourceNode of the Reference shall be an instance of a TwoStateVariableType and the
TargetNode shall be either an instance of a TwoStateVariableType or an instance of a
subtype of a StateMachineType.

It is not required to provide the HasTrueSubState Reference from super state to substate, but
it is required that the substate provides the inverse Reference (IsTrueSubStateOf) to its super

state
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Table 5 — HasTrueSubState ReferenceType

Attributes Value
BrowseName HasTrueSubState
InverseName IsTrueSubStateOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment

5.4.3 HasFalseSubState ReferenceType

The [HasFalseSubState ReferenceType is a concrete ReferenceType that(can be

direcfly. It is a subtype of the NonHierarchicalReferences ReferenceType.

The $emantics indicate that the substate (the target Node) is a subordinate state of the
supefl state. If more than one state within a Condition is a substate(ef the same super
(i.e. several HasFalseSubState References exist for the same super|state) they are all tr
as inflependent substates. The representation in the AddressSpace-is specified in Table

used

False
state
zated

The pourceNode of the Reference shall be an instance ofia’ TwoStateVariableType ang the

TargetNode shall be either an instance of a TwoStateVariableType or an instance

subtype of a StateMachineType.

of a

It is hot required to provide the HasFalseSubState Reference from super state to subsgtate,

but if is required that the substate provides the inverse Reference (IsFalseSubStateOf)

supef state.

Table 6 — HasFalseSubState ReferenceType

to its

Attributes Value
BrowseName HasFalseSubState
InverseName IsFalseSubStateOf
Symmietric False
IsAbstract Ealse
Refer¢nces NodeClass BrowseName Comment

5.4.41 HasAlarmSuppressionGroup ReferenceType

The HasAlarmSuppressionGroup ReferenceType is a concrete ReferenceType that can be
used directly. It is a subtype of the HasComponent ReferenceType.

This ReferenceType binds an AlarmSuppressionGroup to an Alarm.

The SourceNode of the Reference shall be an instance of an AlarmConditionType or subtype
and the TargetNode shall be an instance of an AlarmGroupType.
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Table 7 — HasAlarmSuppressionGroup ReferenceType

Attributes Value
BrowseName HasAlarmSuppressionGroup
InverseName IsAlarmSuppressionGroupOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
5.4.5 AlarmGroupMember ReferenceType
The [AlarmGroupMember ReferenceType is a concrete ReferenceType that')can be |used

direcfly. It is a subtype of the Organizes Reference Type.
This ReferenceType is used to indicate the Alarm instances that are part‘of an Alarm Gropp.
The PourceNode of the Reference shall be an instance of an AlarmGroupType or subtype of it
and the TargetNode shall be an instance of an AlarmConditionType or a subtype of it.
Table 8 — AlarmGroupMember ReferenceType

Attributes Value
BrowsgName AlarmGroupMember
InverseName MemberOfAlarmGroup
Symmietric False
IsAbstract False
Refer¢nces NodeClass BrowseName Comment
5.5 | Condition Model
5.5.1 General
The |[Condition model extends the Event model by defining the ConditionType.| The
ConditionType/ntroduces the concept of states differentiating it from the base Event model.
Unlike the BaseEventType, Conditions are not transient. The ConditionType is fyrther
extended «into Dialog and AcknowledgeableConditionType, each of which has its|own

subty

pes.

The Condition model is illustrated in Figure 9 and formally defined in the subsequent tables. It
is worth noting that this figure, like all figures in this document, is not intended to be complete.
Rather, the figures only illustrate information provided by the formal definitions.
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Figure 9 — Condition model

ConditionType

IEC

ConditionType defines all general characteristics of a Condition. All other ConditionTypes

e ffom it. It is formally defined in Table 9. The False state of the EnabledState sha’l not

be e

ended wWith a substate machnine.
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Table 9 — ConditionType definition

Attribute Value
BrowseName ConditionType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRul
e
Subtype of the BaseEventType defined in IEC 62541-5
HasSubtype ObjectType DialogConditionType Defined in 5.6.2
HasSubtype ObjectType  |AcknowledgeableConditionT |Defined in 5.7.2
ype
HasPrpperty Variable ConditionClassld Nodeld PropertyType Mandatpry
HasPrpperty Variable ConditionClassName LocalizedText PropertyType Mandatpry
HasPrpperty Variable ConditionSubClassld Nodeld[] PropertyType Optiong
HasPrpperty Variable ConditionSubClassName LocalizedText[] PropertyType Optiong
HasPrpperty Variable ConditionName String PropertyType Mandatpry
HasPrpperty Variable Branchld Nodeld PropertyType Mandatpry
HasPrpperty Variable Retain Boolean PropertyType Mandatpry
HasCgmponent  |Variable EnabledState LocalizedText TwoStateVariableType Mandatpry
HasCgmponent  |Variable Quality StatusCode ConditionVariableType Mandatpry
HasCgmponent  |Variable LastSeverity uUint16 ConditionVariableType Mandatpry
HasCgmponent  |Variable Comment LaocalizedText ConditionVariableType Mandatpry
HasPrpperty Variable ClientUserld String PropertyType Mandatpry
HasCgmponent Method Disable Defined in 5.5.4 Mandatpry
HasC¢mponent  |Method Enable Defined in 5.5.5 Mandatpry
HasC¢mponent  |Method AddComment, Defined in 5.5.6 Mandatpry
HasCgmponent Method ConditionRefresh Defined in 5.5.7 None
HasCgmponent Method ConditionRefresh2 Defined in 5.5.8 None
The ConditionType inherits all Properties of the BaseEventType. Their semantic is defingd in
IEC 62541-5. SourceNode Property identifies the ConditionSource. See 5.12 for more dgtails.
If thg ConditionSource is not a Node in the AddressSpace, the Nodeld is set to NULL]| The
SourgeNode Property is the Node, which the Condition is associated with, it may be the sgame
as the InputNode for an Alarm, but it may be a separate node. For example, a motor, which is
a Varliable'with a Value that is an RPM, may be the ConditionSource for Conditions which are
relat¢d«to~the motor as well as a temperature sensor associated with the motor. In the fofmer,
the IEQutNode for the High RPM Alarm is the value of the Motor RPM. while in the latdr the

InputNode of the High Alarm would be the value of the temperature sensor that is associated
with the motor.

ConditionClassld specifies in which domain this Condition is used. It is the Nodeld of the
corresponding subtype of BaseConditionClassType. See 5.9 for the definition of
ConditionClass and a set of ConditionClasses defined in this document. When using this
Property for filtering, Clients shall specify all individual subtypes of BaseConditionClassType
Nodelds. The OfType operator cannot be applied. BaseConditionClassType is used as class
whenever a Condition cannot be assigned to a more concrete class.

ConditionClassName provides the display name of the subtype of BaseConditionClassType.
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ConditionSubClassld specifies additional class[es] that apply to the Condition. It is the Nodeld
of the corresponding subtype of BaseConditionClassType. See 5.9.6 for the definition of
ConditionClass and a set of ConditionClasses defined in this document. When using this
Property for filtering, Clients shall specify all individual subtypes of BaseConditionClassType
Nodelds. The OfType operator cannot be applied. The Client specifies a NULL in the filter, to
return Conditions where no sub class is applied. When returning Conditions, if this optional
field is not available in a Condition, a NULL shall be returned for the field.

ConditionSubClassName provides the display name[s] of the ConditionClassType[s] listed in
the ConditionSubClassld.

ConiitionName identifies the Condition instance that the Event originated from. It can be [used
toge

her with the SourceName in a user display to distinguish between different_Caondition

instahces. If a ConditionSource has only one instance of a ConditionType, and the“Servef has

no instance name, the Server shall supply the ConditionType browse name.

Branghld is NULL for all Event Notifications that relate to the current state.'of the Condition
instahce. If Branchld is not NULL, it identifies a previous state of this Gondition instancg that

still

needs attention by an Operator. If the current ConditionBrangh>is transformed into a

previpus ConditionBranch then the Server needs to assign a nonéNULL Branchld. An |nitial
Event for the branch will generated with the values of the ConditionBranch and the| new
Branghld. The ConditionBranch can be updated many times’ pbefore it is no longer negded.
When the ConditionBranch no longer requires Operator input'the final Event will have Retain
set tp False. The retain bit on the current Event is True,cas long as any ConditionBrarjches
require Operator input. See 4.4 for more informatién about the need for creating| and
mainfaining previous ConditionBranches and Clause-B for an example using branches| The
Branghld DataType is Nodeld although the Server iS. not required to have ConditionBrarlches
in the Address Space. The use of a Nodeld allows the Server to use simple numeric

identjfiers, strings or arrays of bytes.

Retajn when True describes a Condition:(or ConditionBranch) as being in a state that is
intergsting for a Client wishing to synchtonize its state with the Server's state. The logic to
deteqmine how this flag is set is Server specific. Typically, all Active Alarms would havg the
Retajn flag set; however, it is alsp possible for inactive Alarms to have their Retain flag get to

TRUE.

In ngrmal processing when.a Client receives an Event with the Retain flag set to Falsg, the
Client should consider-this as a ConditionBranch that is no longer of interest, in the casqg of a

"current Alarm display“-the ConditionBranch would be removed from the display.

EnabledState indicates whether the Condition is enabled. EnabledState/Id is True if enabled,
Falsg otherwisge. EnabledState/TransitionTime defines when the EnabledState last chapged.

Recdmmended state names are described in Annex A.

A Candition's EnabledState effects the gnnnrqfinn of Event Notifications-and-as-such-rdsults
in the following specific behaviour:

When the Condition instance enters the Disabled state, the Retain Property of this
Condition shall be set to False by the Server to indicate to the Client that the Condition
instance is currently not of interest to Clients. This includes all ConditionBranches if any
branches exist.

When the Condition instance enters the enabled state, the Condition shall be evaluated
and all of its Properties updated to reflect the current values. If this evaluation causes the
Retain Property to transition to True for any ConditionBranch, then an Event Notification
shall be generated for that ConditionBranch.

The Server may choose to continue to test for a Condition instance while it is Disabled.
However, no Event Notifications will be generated while the Condition instance is disabled.
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e For any Condition that exists in the AddressSpace the Attributes and the following
Variables will continue to have valid values even in the Disabled state; Eventld, Event
Type, Source Node, Source Name, Time, and EnabledState. Other Properties may no
longer provide current valid values. All Variables that are no longer provided shall return a
status of Bad_ConditionDisabled. The Event that reports the Disabled state should report
the Properties as NULL or with a status of Bad_ConditionDisabled.

When enabled, changes to the following components shall cause a ConditionType Event

Notification:
e Quality
e Sleverity (inherited from BaseEventType)

e (Clomment

This
Notif]

may not be the complete list. Subtypes may define additional Variables that'trigger 4
cations. In general, changes to Variables of the types TwoStateVariableTyp

ConditionVariableType trigger Event Notifications.

Qual
base

ty reveals the status of process values or other resources that this Condition instan
d upon. If, for example, a process value is "Uncertain", the jassociated "LevelA

Condition is also questionable. Values for the Quality can be any of the OPC StatusC
defined in IEC 62541-8 as well as Good, Uncertain and Bad as,defined in IEC 62541-4. T
StatysCodes are similar to but slightly more generic than the\déscription of data quality i

vario

information to these codes. A Server that supports no‘quality information shall return G

This

quality can also reflect the communication status’ associated with the system tha

valug or resource is based on and from which this“Alarm was received. For communic

error

5 to the underlying system, especially those that result in some unavailable Event f

the quality shall be Bad_NoCommunication error.

Evenits are only generated for Conditionsithat have their Retain field set to True and fo

initia

transition of the Retain field from~\Frue to False.

Last$everity provides the previous severity of the ConditionBranch. Initially this Va

contd
supp

Com
have

ied via the Severity Property, which is inherited from the BaseEventType.

ment contains the\last comment provided for a certain state (ConditionBranch). It
been provided )by an AddComment Method, some other Method or in some

manner. The initial\value of this Variable is NULL, unless it is provided in some other ma
If a NMlethod preyides as an option the ability to set a Comment, then the value of this Va
is reget to NULL if an optional comment is not provided.

Fvent
e or

ce is
arm"
odes
hese
N the

us field bus specifications. It is the responsibility of"the Server to map internal status

ood.

this
ation
elds,

r the

iable

ins a zero value; it will return a value only after a severity change. The new sevelity is

may
bther
nner.
iable

erted

The Nodeld of the Condition instance is used as Conditionld. It is not explicitly modelled as a
component of the ConditionType. However, it can be requested with the following
SimpleAttributeOperand (see Table 10) in the SelectClause of the EventFilter:
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Table 10 — SimpleAttributeOperand

2020

Name Type Description

SimpleAttributeOperand

typeld Nodeld Nodeld of the ConditionType Node
browsePath[] QualifiedName empty
attributeld Integerld Id of the Nodeld Attribute

5.5.3 Condition and branch instances

Cong
has t

A Cd
the ¢

The
belor
an E

If a (
send

A Co
the c
uniqu
in th

visible.

5.5.4 Disable Method

The
the N
some
shall
Meth

Sign

D

Meth

itions are Objects which have a state which changes over time. Each Condition_insf
he Conditionld as identifier which uniquely identifies it within the Server.

ndition instance may be an Object that appears in the Server Address Space. If t
pse the Conditionld is the Nodeld for the Object.

state of a Condition instance at any given time is the set values*for the Variables

ent with a unique Eventld.

Llient calls Refresh the Server will report the current state of a Condition instance b
ng the last Event (i.e. the same Eventld and Time is sent).

urrent Condition instance state. Each Branchhas an identifier called a Branchld wh
e among all active Branches for a Condition’ instance. Branches are typically not v
e Address Space and this document.doés not define a standard way to make

Disable Method is used to €hange a Condition instance to the Disabled state. Norn
lodeld of the object instance as the Objectld is passed to the Call Service. How,
Servers do not expose_Condition instances in the AddressSpace. Therefore, all Se
allow Clients to callthe Disable Method by specifying Conditionld as the Objectld

pd cannot be calledcwith an Objectld of the ConditionType Node.
pture
isable () ;

pd Result Codes in Table 11 (defined in Call Service).

ance

his is

that

g to the Condition instance. If one or more Variable values ch@ange the Server genefates

y re-

nditionBranch is a copy of the Condition instanice state that can change independenitly of

ch is
sible
them

nally,
ever,
rvers

The

Table 11 — Disable result codes

Resul

t Code Description

Bad_ConditionAlreadyDisabled See Table 101 for the description of this result code.

Table 12 specifies the AddressSpace representation for the Disable Method.
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Table 12 — Disable Method AddressSpace definition

Attribute Value
BrowseName Disable
References NodeClass BrowseName DataType TypeDefinition ModellingR

ule

AlwaysGeneratesEvent ObjectType AuditConditionEnableEv |Defined in 5.10.2
entType

5.5.5_Enable Method

The Enable Method is used to change a Condition instance to the enabled state. Normally, the
Nodgld of the object instance as the Objectld is passed to the Call Service. However, $gome
Servers do not expose Condition instances in the AddressSpace. Therefore, allyServers|shall
allow| Clients to call the Enable Method by specifying Conditionld as the Objeétld. The M¢thod
cannpt be called with an Objectld of the ConditionType Node. If the Condition instance is not
expoped, then it may be difficult for a Client to determine the Conditionld for a disabled
Condition.

Signpture

Enable () ;

Methpd result codes in Table 13 (defined in Call Servijee).

Table 13 — Enable.result codes

Result Code Description

Bad_({onditionAlreadyEnabled See Table 101 for the\description of this result code.

Tabl¢ 14 specifies the AddressSpace, representation for the Enable Method.

Table 14 <= Enhable Method AddressSpace definition

Attribute Value
BrowseName Enable
Refer¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRu

le

AlwaygGeneratesEvent |ObjectType |AuditConditionEnableEventType |Defined in 5.10.2

5.5.6 AddComment Method

The AddComment Method is used to apply a comment to a specific state of a Condition
instance. Normally, the Nodeld of the Object instance is passed as the Object/d to the Call
Service. However, some Servers do not expose Condition instances in the AddressSpace.
Therefore, all Servers shall also allow Clients to call the AddComment Method by specifying
Conditionld as the Objectld. The Method cannot be called with an Objectld of the
ConditionType Node.

Signature

AddComment (
[in] ByteString EventId
[in] LocalizedText Comment

) ;
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Table 15 — AddComment arguments

Argument Description
Eventld Eventld identifying a particular Event Notification where a state was reported for a Condition.
Comment A localized text to be applied to the Condition.

Method result codes in Table 16 (defined in Call Service).

Table 16 — AddComment result codes

Result Code

Description

Bad_NlethodlInvalid The Methodld provided does not correspond to the Object/d provided. SeelEC 62541-4 {or the
general description of this result code.

Bad_HventldUnknown See Table 101 for the description of this result code.

Bad_NodeldInvalid Used to indicate that the specified Objectld is not valid or that the Method was called on the
ConditionType Node.
See IEC 62541-4 for the general description of this regult code.

Comments

Cominents are added to Event occurrences identified via an Eventld. Eventlds wher¢ the

relatgd EventType is not a ConditionType (or.'subtype of it) and thus does not su

Com

A Cd
ident
has ¢

ments are rejected.

nditionEvent — where the Comment:Variable contains this text — will be sent fog
fied state. If a comment is added{o a previous state (i.e. a state for which the S
reated a branch), the Branchld-and all Condition values of this branch will be reported.

Tablg 17 specifies the AddressSpace representation for the AddComment Method.

Table 17.- ‘AddComment Method AddressSpace definition

bport

I the
Brver

Attribute Value
BrowseName AddComment
Refer¢nces NodeClass BrowseName DataType TypeDefinition |ModellingRuje
HasPrpperty, Variable InputArguments Argument][] PropertyType Mandatory
AlwaysGéneratesEvent |ObjectType AuditConditionComment [Defined in 5.10.4
EventType
5.5.7 ConditionRefresh Method

ConditionRefresh allows a Client to request a Refresh of all Condition instances that currently
are in an interesting state (they have the Retain flag set). This includes previous states of a
Condition instance for which the Server maintains Branches. A Client would typically invoke
this Method when it initially connects to a Server and following any situations, such as
communication disruptions, in which it would require resynchronization with the Server. This
Method is only available on the ConditionType or its subtypes. To invoke this Method, the call
shall pass the well-known Methodld of the Method on the ConditionType and the Objectld
shall be the well-known Objectld of the ConditionType Object.
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Signature

The

ConditionRefresh (
[in] IntegerId SubscriptionId
)

parameters are defined in Table 18.

Table 18 — ConditionRefresh parameters

#IgtIIIIEm UEerIpIIDII

Subscyiptionld A valid Subscription |d of the Subscription to be refreshed. The Server shall verify that thg

Subscriptionld provided is part of the Session that is invoking the Method.

Met

hpd result codes in Table 19 (defined in Call Service).

Table 19 — ConditionRefresh result codes

Result Code Description

Bad_Subscriptionldinvalid See |IEC 62541-4 for the description of this result cade

Bad_RefreshinProgress See Table 101 for the description of this result code

Bad_UserAccessDenied The Method was not called in the context of the Session that owns the Subscription

See IEC 62541-4 for the general description of this result code.

Comments

Sub

The
sha

1)

2)

3)

4)

cdlause 4.5 describes the concept, usgcases and information flow in more detail.

nput argument provides a Swubscription identifier indicating which Client Subscription
lllbe refreshed. If the Subscription is accepted the Server will react as follows:

Tlhe Server issues an event of RefreshStartEventType(defined in 5.11.2) marking the|start
f Refresh. A copy of the instance of RefreshStartEventType is queued into the Event
fream for every Notifier Monitoredltem in the Subscription. Each of the Event copies|shall
bntain the samé Eventld.

(@)

— O »

he Server issues Event Notifications of any Retained Conditions and Retained Brariches
f Conditions that meet the Subscriptions content filter criteria. Note that the Eventld for
uch a_refreshed Notification shall be identical to the one for the original Notification: the
blues of the other Properties are Server specific, in that some Servers might be alle to
eplay the exact Events with all Properties/Variables maintaining the same valugs as
Okigiha sent—but—other—Servers—might—on be—ableto—regenerate—the vert] The
regenerated Event might contain some updated Property/Variable values. For example, if
the Alarm limits associated with a Variable were changed after the generation of the Event
without generating a change in the Alarm state, the new limit might be reported. In another
example, if the HighLimit was 100 and the Variable is 120. If the limit were changed to 90,
no new Event would be generated since no change to the StateMachine, but the limit on a
Refresh would indicate 90, when the original Event had indicated 100.

o< » o

The Server may intersperse new Event Notifications that have not been previously issued
to the Notifier along with those being sent as part of the Refresh request. Clients shall
check for multiple Event Notifications for a ConditionBranch to avoid overwriting a new
state delivered together with an older state from the Refresh process.

The Server issues an instance of RefreshEndEventType (defined in 5.11.3) to signal the
end of the Refresh. A copy of the instance of RefreshEndEventType is queued into the
Event stream for every Notifier Monitoreditem in the Subscription. Each of the Events
copies shall contain the same Eventld.
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It is important to note that if multiple Event Notifiers are in a Subscription, all Event Notifiers
are processed. If a Client does not want all MonitoredIltems refreshed, then the Client should
place each Monitoreditem in a separate Subscription or call ConditionRefresh2 if the Server

supp

orts it.

If more than one Subscription is to be refreshed, then the standard call Service array
processing can be used.

As mentioned above, ConditionRefresh shall also issue Event Notifications for prior states if
they still need attention. In particular, this is True for Condition instances where previous

state

Tabl¢ 20 specifies the AddressSpace representation for the ConditionRefresh Method.

s still need acknowledgement or confirmation.

Table 20 — ConditionRefresh Method AddressSpace definition

Attribute Value
BrowseName ConditionRefresh
Referg¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRyle
HasPrpperty Variable InputArguments Argument][] Property Type Mandatory
AlwaygGeneratesEvent |ObjectType |RefreshStartEvent |Defined in 5.11.2
AlwaysGeneratesEvent |ObjectType |RefreshEndEvent |Definedin 5.11.3

5.5.8

ConditionRefresh2 allows a Client to request*a Refresh of all Condition instances
currgntly are in an interesting state (they have the Retain flag set) that are associated wit
giver] Monitored item. In all other respects it functions as ConditionRefresh. A Client

ConditionRefresh2 Method

that
h the
vould

typically invoke this Method when it initially connects to a Server and following any situafions,
such|as communication disruptions where only a single Monitoredltem is to be resynchropized
with the Server. This Method is only.available on the ConditionType or its subtypes. To invoke
this Method, the call shall pass the well-known MethodId of the Method on the ConditionType
and the Objectld shall be the-well-known Object/d of the ConditionType Object.
This Method is optionakand as such Clients must be prepared to handle Servers which dp not
provide the Method.(If)'the Method returns Bad_MethodInvalid, the Client shall revqgrt to
ConditionRefresh,
Signpture
ClonditionRefresh2 (

Fin] IntegerId SubscriptionId

21 D =3 =T d DL oot = T+ Pt = |

Fa—Fategerid—Meonitoredi-temid

) ;
The parameters are defined in Table 21.

Table 21 — ConditionRefresh2 parameters

Argument Description

Subscriptionld The identifier of the Subscription containing the Monitoredltem to be refreshed. The Server

shall verify that the Subscriptionld provided is part of the Session that is invoking the Method.

Monitoreditemld The identifier of the Monitoredltem to be refreshed. The Monitoreditemld shall be in the

provided Subscription.
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Method result codes in Table 22 (defined in Call Service).

Table 22 — ConditionRefresh2 result codes

Result Code Description
Bad_Subscriptionldinvalid See IEC 62541-4 for the description of this result code
Bad_Monitoredltemldinvalid See IEC 62541-4 for the description of this result code
Bad_RefreshinProgress See Table 101 for the description of this result code
Bad_UserAccessDenied The Method was not called in the context of the Session that owns the Subscription.
I See |[EC 62541-4 for the general description of this result code
Bad_l\hethodlnvalid See IEC 62541-4 for the description of this result code
Compments

Subdause 4.5 describes the concept, use cases and information flow in more detail.

The |nput argument provides a Subscription identifier and Monitoréditem identifier indigating
Monitoredltem in the selected Client Subscription shall be.réfreshed. If the Subscription
onitoredltem is accepted the Server will react as follows:

he Server issues a RefreshStartEvent (defined in 5.4%.2) marking the start of Reffesh.
he RefreshStartEvent is queued into the Event stfeam for the Notifier Monitoredlt¢m in

he Server issues Event Notifications of any Retained Conditions and Retained Brariches
of Conditions that meet the Subscriptions content filter criteria. Note that the Eventld for
such a refreshed Notification shall be identical to the one for the original Notification: the
vhalues of the other Properties are Server specific, in that some Servers may be afjle to
replay the exact Events with all Properties/Variables maintaining the same valugs as
originally sent, but other Serversimight only be able to regenerate the Event.| The
regenerated Event might contain.some updated Property/Variable values. For example, if
the Alarm limits associated withva Variable were changed after the generation of the Fvent
ithout generating a change in the Alarm state, the new limit might be reported. In anpther
ekample, if the HighLimit'was 100 and the Variable is 120. If the limit were changed fo 90
np new Event would be generated since no change to the StateMachine, but the limitfon a
efresh would indicate 90, when the original Event had indicated 100.

3) The Server may intersperse new Event Notifications which have not been previpusly
igsued to the motifier along with those being sent as part of the Refresh request. Clients
shall check-for multiple Event Notifications for a ConditionBranch to avoid overwriting a

new state delivered together with an older state from the Refresh process.

he Server issues a RefreshEndEvent (defined in 5.11.3) to signal the end of the Reffesh.

he RefreshEndEvent is queued into the Event stream for the Notifier Monitoredltgm in
the Quhcnri,nfinn

If more than one Monitoreditem or Subscription is to be refreshed, then the standard call
Service array processing can be used.

As mentioned above, ConditionRefresh2 shall also issue Event Notifications for prior states if
those states still need attention. In particular, this is True for Condition instances where
previous states still need acknowledgement or confirmation.

Table 23 specifies the AddressSpace representation for the ConditionRefresh2 Method.
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Table 23 — ConditionRefresh2 Method AddressSpace definition

Attribute Value
BrowseName ConditionRefresh2
References NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument][] PropertyType Mandatory
AlwaysGeneratesEvent |ObjectType RefreshStartEvent |Defined in 5.11.2
AlwaysGeneratesEvent |ObjectType |RefreshEndEvent |Defined in 5.11.3

5.6
5.6.1

Dialog Model

General

The Pialog Model is an extension of the Condition model used by a Server(to“request|user
It provides functionality similar to the standard Message dialogs found inr most operfating
systgms. The model can easily be customized by providing Server specific response options
in the ResponseOptionSet and by adding additional functionality to derived Condition Typles.

input

5.6.2

DialogConditionType

The [DialogConditionType is used to represent Conditionsas dialogs. It is illustrated in
Figune 10 and formally defined in Table 24.

EnableState

IsTrueSubState

ConditionType

i

DialogConditionType

TwoStateVariableType:
DialogState

%

LastResponse

C DefaultResponse )44—

%
9!

)
OkResponse )
)

CancelResponse

rigure TU — DialogLonditionliype overview

IEC
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Table 24 — DialogConditionType definition

Attribute Value
BrowseName DialogConditionType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the ConditionType defined in clause 5.5.2
HasComponent Variable DialogState LocalizedText TwoStateVariableType Mandatory
HasProperty Variable Prompt LocalizedText PropertyType Mandatory
HasPrpperty Variable ResponseOptionSet LocalizedText [ ] PropertyType Manddtory
HasPrpperty Variable DefaultResponse Int32 PropertyType Manddtory
HasPrpperty Variable LastResponse Int32 PropertyType Mandgtory
HasPrpperty Variable OkResponse Int32 PropertyType Mandgtory
HasPrpperty Variable CancelResponse Int32 PropertyType Manddtory
HasC¢mponent Method Respond Defined in Clause 5.6.3. Manddtory
The DialogConditionType inherits all Properties of the ConditionType.
DialggState/Id when set to True indicates that the Dialog is\active and waiting for a response.
Recdmmended state names are described in Annex A.
Prompt is a dialog prompt to be shown to the user;
ResdonseOptionSet specifies the desired setvof responses as array of LocalizedText| The
indeX in this array is used for the corresponding fields like DefaultResponse, LastResgonse
and [SelectedOption in the Respond Method. The recommended localized names fo[ the
common options are described in AnnexA.
Typigal combinations of response-options are
e OK
¢ (K, Cancel
¢ Yies, No, Cancel
e Abort, Retry,<lgnore
e Retry, Cangel
e Yles, No
DefalltResponse identifies the response option that should be shown as default to the uder. It

is the index in the ResponseOptionSet array. If no response option is the default, the value of
the Property is —1.

LastResponse contains the last response provided by a Client in the Respond Method. If no
previous response exists, then the value of the Property is -1.

OkResponse provides the index of the OK option in the ResponseOptionSet array. This
choice is the response that will allow the system to proceed with the operation described by
the prompt. This allows a Client to identify the OK option if a special handling for this option is
available. If no OK option is available, the value of this Property is —-1.
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CancelResponse provides the index of the response in the ResponseOptionSet array that will
cause the Dialog to go into the inactive state without proceeding with the operation described
by the prompt. This allows a Client to identify the Cancel option if a special handling for this
option is available. If no Cancel option is available, the value of this Property is —1.

5.6.3 Respond Method

Respond is used to pass the selected response option and end the dialog. DialogState/Id will
return to False.

Signature

Rlespond (

[in] Int32 SelectedResponse
)

The parameters are defined in Table 25.

Table 25 — Respond parameters

Argument Description

SelectedResponse Selected index of the ResponseOptionSet array.

Methpd result codes in Table 26 (defined in Call Service).

Table 26 — Respond-Result Codes

Result Code Description
Bad_DialogNotActive See Table 101 for the description of this result code.
Bad_DialogResponselnvalid See Table 101 for the*description of this result code.

Tablg 27 specifies the AddressSpace representation for the Respond Method.

Table 27 — Respond Method AddressSpace definition

Attribute Value
BrowsgName Réespond
Refer¢nces NodeClass |BrowseName DataType TypeDefinition |ModellingRule
HasPrpperty Variable InputArguments Argument[] |PropertyType Mandatoryj|

AlwaypGeneratesEvent |ObjectType |AuditConditionRespondEventType |Defined in 5.10.5

5.7 Acknowledgeable Condition Model
5.71 General

The Acknowledgeable Condition Model extends the Condition model. States for
acknowledgement and confirmation are added to the Condition model.

AcknowledgeableConditions are represented by the AcknowledgeableConditionType which is
a subtype of the ConditionType. The model is formally defined in 5.7.2 to 5.7 .4.
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5.7.2

— 43—

AcknowledgeableConditionType

The AcknowledgeableConditionType extends the ConditionType by defining acknowledgement
characteristics. It is an abstract type. The AcknowledgeableConditionType is illustrated in
Figure 11 and formally defined in Table 28.

HasTrueBubState

ConditionType
— A
ikl |
Acknowledgeable
ConditionType

=

TwoStateVariableType:
ConfirmedState

TwoStateVariableType:
AckedState

Acknowledge

IEC
Figure 11 — AcknowledgeableConditionType overview
Table 28 — AcknowledgeableConditionType definition
Attribute Value
BrowseName AcknowledgeableConditionType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRu
le
Subtype of the ConditionType defined in 5.5.2.
HasSybtype ObjectType AlarmConditionType Defined in 5.8.2
HasCgmponent Variable AckedState LocalizedText TwoStateVariableType Mandatpry
HasC¢mponent Variable ConfirmedState LocalizedText TwoStateVariableType Optiond!
HasC¢mponent Method Acknowledge Defined in 5.7.3 Mandatpry
HasComponent Method Confirm Definedin 5.7.4 Optional

The AcknowledgeableConditionType inherits all Properties of the ConditionType.

AckedState when False indicates that the Condition instance requires acknowledgement for
the reported Condition state. When the Condition instance is acknowledged the AckedState is
set to True. ConfirmedState indicates whether it requires confirmation. Recommended state
names are described in Annex A. The two states are substates of the True EnabledState. See
4.3 for more information about acknowledgement and confirmation models. The Eventld used
in the Event Notification is considered the identifier of this state and shall be used when
calling the Methods for acknowledgement or confirmation.
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A Server may require that previous states be acknowledged. If the acknowledgement of a
previous state is still open and a new state also requires acknowledgement, the Server shall
create a branch of the Condition instance as specified in 4.4. Clients are expected to keep
track of all ConditionBranches where AckedState/ld is False to allow acknowledgement of
those. See also 5.5.2 for more information about ConditionBranches and the examples in
Clause B.1. The handling of the AckedState and branches also applies to the ConfirmedState.

5.7.3 Acknowledge Method
The Acknowledge Method is used to acknowledge an Event Notification for a Condition

pass
insta
Methpd by specifying Conditionld as the Objectld. The Method cannot be called™With an
Objettld of the AcknowledgeableConditionType Node.

Signpture

Alcknowledge (
[in] ByteString EventId
[in] LocalizedText Comment

) ;
The parameters are defined in Table 29.

Table 29 — Acknowledge parameters

Argument Description

Eventid Eventld identifying a particular Evient Notification.

Only Event Notifications where-AckedState/ld was False can be acknowledged.

Comnijent A localized text to be applied to the Condition.

Methpd result codes in Table 30 (defined in Call Service).

Table 30 — Acknowledge result codes

Result Code Description

Bad_({onditionBranchAlreadyAcked See Table 101 for the description of this result code.

Bad_NlethodInvalid The method id does not refer to a method for the specified object or ConditionId.

Bad_BventldUnknown See Table 101 for the description of this result code.

Bad_NodeldInvalid Used to indicate that the specified Objectld is not valid or that the Method was|called
on the ConditionType Node. See IEC 62541-4 for the general description of this
result code.

Comments

A Server is responsible to ensure that each Event has a unique Eventld. This allows Clients to
identify and acknowledge a particular Event Notification.

The Eventld identifies a specific Event Notification where a state to be acknowledged was
reported. Acknowledgement and the optional comment will be applied to the state identified
with the Eventld. If the comment field is NULL (both locale and text are empty) it will be
ignored and any existing comments will remain unchanged. If the comment is to be reset, an
empty text with a locale shall be provided.
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A valid Eventld will result in an Event Notification where AckedState/ld is set to True and the
Comment Property contains the text of the optional comment argument. If a previous state is
acknowledged, the Branchld and all Condition values of this branch will be reported. Table 31
specifies the AddressSpace representation for the Acknowledge Method.

Table 31 — Acknowledge Method AddressSpace definition

Attribute Value

BrowseName Acknowledge

References NodeClass BrowseName DataType TypeDefinition | ModellingRule

HasProperty Variable TNpUtArguments Argument][] Property Type Viandatary

AlwgysGenerates | ObjectType AuditConditionAcknowledge | Defined in 5.10.5

Event

EventType

5.7.4 Confirm Method
The Lonfirm Method is used to confirm an Event Notifications for a,Condition instance |state
wherp ConfirmedState is False. Normally, the Nodeld of the objectiinstance is passed ap the
Objettld to the Call Service. However, some Servers do not expose’Condition instances in the
AddressSpace. Therefore, Servers shall allow Clients to call the.Confirm Method by specifying
Conditionld as the Objectld. The Method cannot be ,called with an Objectld of the

AcknpwledgeableConditionType Node.
Signpture
Clonfirm (
[in] ByteString EventId
[in] LocalizedText Comment

The parameters are defined in Table 32.

) ;

Table 82 — Confirm Method parameters

Argument Description
Eventid Eventld identifying a particular Event Notification.
Only Event Notifications where the Id property of the ConfirmedState is False can be
confirmed.
Comnijent A localized text to be applied to the Conditions.
Methpd result codes in Table 33 (defined in Call Service).

Tahle 33 — Canfi It I

Result Code Description

Bad_ConditionBranchAlreadyConfirmed See Table 101 for the description of this result code.

Bad_MethodInvalid

See IEC 62541-4 for the general description of this result code.

The method id does not refer to a method for the specified object or Conditionld.

Bad_EventldUnknown See Table 101 for the description of this result code.

Bad_NodeldUnknown Used to indicate that the specified Objectld is not valid or that the Method w

called on the ConditionType Node.
See IEC 62541-4 for the general description of this result code.

as
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Comments

A Server is responsible to ensure that each Event has a unique Eventld. This allows Clients to
identify and confirm a particular Event Notification.

The Eventld identifies a specific Event Notification where a state to be confirmed was
reported. A Comment can be provided which will be applied to the state identified with the
Eventld.

A valid Eventld will result in an Event Notification where ConfirmedState/ld is set to True and
5....3. Drong contains-the-te a he-optiona omment-argument- -Dre\Vioy tate
is cohfirmed, the Branchld and all Condition values of this branch will be reported. ‘A
can ¢onfirm only events that have a ConfirmedState/ld set to False. The logic for/s¢
ConflrmedState/ld to False is Server specific and may even be event or condition-specifid.

Tablg 34 specifies the AddressSpace representation for the Confirm Method!

Table 34 — Confirm Method AddressSpace definition

Attribute Value
BrowseName Confirm
Refer¢nces NodeClass BrowseName DataType TypeDefinition |ModellingRule
HasPrpperty Variable InputArguments Argument|] PropertyType Mandatory

AlwaysGeneratesEv |ObjectType AuditConditionConfirmEventType_ < |Defined in 5.10.7
ent

5.8 Alarm model
5.8.1 General

Figurta 12 informally describes thelAlarmConditionType, its subtypes and where it is ip the
hierafchy of Event Types.
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Figure 12 — AlarmConditionType’Hierarchy Model

5.8.2 AlarmConditionType

The AlarmConditionType is an abstract typé.that extends the AcknowledgeableConditionType
by introducing an ActiveState, SuppressedState and ShelvingState. It also adds the abiljty to
set gl delay time, re-alarm time, Alarm\groups and audible Alarm settings The Alarm model is
illustrated in Figure 13. This illustration is not intended to be a complete definition.|It is
formally defined in Table 35.
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Table 35 — AlarmConditionType definition

Attribute Value
BrowseName AlarmConditionType
IsAbstract False
References Node Class |BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the AcknowledgeableConditionType defined in clause 5.7.2
HasComponent Variable ActiveState LocalizedText |TwoStateVariableType Mandatory
HasProperty Variable InputNode Nodeld PropertyType Mandatory
HasC¢mponent Variable SuppressedState LocalizedText |TwoStateVariableType Optiond|
HasC¢mponent Variable OutOfServiceState LocalizedText |TwoStateVariableType Optiond|
HasC¢mponent Object ShelvingState ShelvedStateMachineType, ) |Optiongl
HasPrpperty Variable SuppressedOrShelved Boolean PropertyType Mandatpry
HasPrpperty Variable MaxTimeShelved Duration PropertyType Optiond!
HasPrpperty Variable AudibleEnabled Boolean PropertyType Optiond!
HasC¢mponent Variable AudibleSound AudioDataType |AudioVariableType Optiond|
HasC¢mponent Variable SilenceState LocalizedText |FwoStateVariableType Optiond!
HasPrpperty Variable OnDelay Duration PropertyType Optiond|
HasPrpperty Variable OffDelay Duration PropertyType Optiond|
HasC¢mponent Variable FirstinGroupFlag Boolean BaseDataVariableType Optiond|
HasC¢mponent Object FirstinGroup AlarmGroupType Optiond|
HasC¢mponent Object LatchedState LocalizedText |TwoStateVariableType Optiond!
HasAlgrmSuppress|Object <AlarmGroup? AlarmGroupType OptiongIPlac
ionGrqup eholder
HasPrpperty Variable ReAlarmTime Duration PropertyType Optiond|
HasC¢mponent Variable ReAlarmRepeatCount Int16 BaseDataVariableType Optiond|
HasC¢mponent Method Silence Defined in 5.8.5 Optiond!
HasC¢mponent Method Suppress Defined in 5.8.6 Optiond|
HasC¢mponent Method Unsuppress Defined in 5.8.7 Optiond|
HasComponent Method RemoveFromService Defined in 5.8.8 Optiond!
HasC¢mpohent Method PlacelnService Defined in 5.8.9 Optiond|
HasComponent Method Reset Defined in 5.8.4 Optional
HasSubtype Object DiscreteAlarmType
HasSubtype Object LimitAlarmType
HasSubtype Object DiscrepancyAlarmType

The AlarmConditionType inherits all Properties of the AcknowledgeableConditionType. The
following states are substates of the True EnabledState.
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ActiveState/ld when set to True indicates that the situation the Condition is representing
currently exists. When a Condition instance is in the inactive state (ActiveState/Ild when set to
False) it is representing a situation that has returned to a normal state. The transitions of
Conditions to the inactive and Active states are triggered by Server specific actions. Subtypes
of the AlarmConditionType specified later in this document will have substate models that
further define the Active state. Recommended state names are described in Annex A.

The InputNode Property provides the Nodeld of the Variable the Value of which is used as
primary input in the calculation of the Alarm state. If this Variable is not in the AddressSpace,
a NULL Nodeld shall be provided. In some systems, an Alarm may be calculated based on
multiple Variables Values; it is up to the system to determine which Variable’s Nodeld is used.

SuppressedState, OutOfServiceState and ShelvingState together allow the suppressiln of
Alarms on display systems. These three suppressions are generally used by —different
persgnnel or systems at a plant, i.e. automatic systems, maintenance personnel| and
Operators.

SuppressedState is used internally by a Server to automatically suppress Alarms ddie to
systgm specific reasons. For example, a system may be configured,toxsuppress Alarmg that
are gssociated with machinery that is in a state such as shutdown’)For example, a lowqlevel
Alarm for a tank that is currently not in use might be suppressed. Recommended state ngmes
are described in Annex A.

OutdfServiceState is used by maintenance personnel)to suppress Alarms due [to a
mainfenance issue. For example, if an instrument is taken out of service for maintenance|or is
remoyved temporarily while it is being replaced(or/serviced, the item would havg the
OutdfServiceState set. Recommended state names are described in Annex A.

ShelyingState suggests whether an Alarm$Shall (temporarily) be prevented from Mbeing
displpyed to the user. It is quite often used by Operators to block nuisance Alarms.,| The
ShelyingState is defined in 5.8.10.

When an Alarm has any or all ofsthe SuppressedState, OutOfServiceState or Shelving[State
set tp True, the SuppressedOrShelved property shall be set True and this Alarm is|then
typically not displayed by the~Client. State transitions associated with the Alarm do occuf, but
they |are not typically displayed by the Clients as long as the Alarm remains in any of the
SuppdressedState, OutOfServiceState or Shelved state.

The loptional Propérty MaxTimeShelved is used to set the maximum time that an Alarm
Condition may be.shelved. The value is expressed as duration. Systems can use this Property

the OneShotShelved state |f the duratlon speC|f|ed in thls Property exp|res foIIowmg a
OneShotShelve operation without a change of any of the other items associated with the
Condition.

The optional Property AudibleEnabled is a Boolean that indicates if the current state of this
Alarm includes an audible Alarm.

The optional Property AudibleSound contains the sound file that is to be played if an audible
Alarm is to be generated. This file would be play/generated as long as the Alarm is active and
unacknowledged, unless the silence StateMachine is included, in which case it may also be
silenced by this StateMachine.
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The SilenceState is used to suppress the generation of audible Alarms. Typically, it is used
when an Operator silences all Alarms on a screen, but needs to acknowledge the Alarms
individually. Silencing an Alarm shall silence the Alarm on all systems (screens) that it is
being reported on. Not all Clients will make use of this StateMachine, but it allows multiple
Clients to synchronize audible Alarm states. Acknowledging an Alarm shall automatically
silence an Alarm.

The OnDelay and OffDelay Properties can be used to eliminate nuisance Alarms. The
OnDelay is used to avoid unnecessary Alarms when a signal temporarily overshoots its
setpoint, thus preventing the Alarm from being triggered until the signal remains in the Alarm
state continuously for a specified length of time (OnDelay time). The OffDelay is used to
redu§e chattering Alarms by locKing the Alarm indication 1or a certain holding period aiigr the
cond|tion has returned to normal, i.e. the Alarm shall stay active for the OffDelay.tim¢g and
shall[not regenerate if it returns to active in that period. If the Alarm remains in thetingctive
zonelfor OffDelay, it will then become inactive.

The pptional variable FirstinGroupFlag is used together with the FirstinGroup object| The
FirstinGroup Object is an instance of an AlarmGroupType that groups a~humber of refated
Alarms. The FirstinGroupFlag is set on the Alarm instance that was the\first Alarm to trigger in
a FirgtinGroup. If this variable is present, then the FirstinGroup shallCalso be present. These
two nodes allow an alarming system to determine which Alarm in(the list was the trigger} It is
commonly used in situations where Alarms are interrelated( and usually multiple Afarms
occuf. For example, usually all vibration sensors in a turbipe trigger if any one of them
triggers, but what is important for an Operator is the first sefsor that triggered.

The LatchedState Object, if present, indicates that-this Alarm supports being latched| The
Alarm will remain with a retain bit of True until it<isno longer active, is acknowledge and is
resefl The Reset Method, if called while active has no effect on the Alarm and is ignoreq and
an efror of Bad_lnvalidState is return on the call. The Object indicates the current gtate,
latchgd or not latched. Recommended stateXnames are described in Annex A. If this Object is
provided, the Reset Method shall also be provided.

An Alarm instance may contain HasAlarmSuppressionGroup reference(s) to instance(s) of
AlarmGroupType. Each instance is an AlarmSuppressionGroup. When an
AlarmSuppressionGroup goes. active, the Server shall set the SuppressedState of the Alarm
to Tque. When all of referenced AlarmSuppressionGroups are no longer active, then the
Server shall set SuppressedState to False. A single AlarmSuppressionGroup can be assigned
to mpltiple Alarms. AlarmSuppressionGroups are used to control AlarmFloods and to|help
mangge Alarms.

ReAlarmTime ifpresent sets a time that is used to bring an Alarm back to the top of an Alarm
Iist.nllf an Alarm has not returned to normal within the provided time (from when it lasf was
alarmed), the~Server will generate a new Alarm for it (as if it just went into alarm). If if has
been|silenced it shall return to an un-silenced state, if it has been acknowledged it shall return
to un|acknowledged. The Alarm active time is set to the time of the re-alarm.

ReAlarmRepeatCount, if present, counts the number times an Alarm was re-alarmed. Some
smart alarming system would use this count to raise the priority or otherwise generate
additional or different annunciations for the given Alarm. The count is reset when an Alarm
returns to normal.

Silence Method may be used to silence an instance of an Alarm. It is defined in 5.8.5.

Suppress Method may be used to suppress an instance of an Alarm. Most Alarm suppression
occurs via advanced alarming, but this method allows additional access to suppress a
particular Alarm instance. Additional details are provided in the definition in 5.8.6.

Unsuppress Method may be used to remove an instance of an Alarm from SuppressedState.
Additional details are provided in the definition in 5.8.7.
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PlacelnService Method may be used to remove an instance of an Alarm from
OutOfServiceState. It is defined in 5.8.9.

RemoveFromService Method may be used to place an instance of an Alarm in
OutOfServiceState. It is defined in 5.8.8.

Reset Method is used to clear a latched Alarm. It is defined in 5.8.4. If this Object is provided,
the LatchedState Object shall also be provided.

More details about the Alarm Model and the various states can be found in 4.8 and in
Annex-E-

5.8.3 AlarmGroupType

The AlarmGroupType provides a simple manner of grouping Alarms. This grouping may be
used| for Alarm suppression or for identifying related Alarms. The actualrusage of the
AlarmGroupType is specified where it is used.

The AlarmGroupType is formally defined in Table 36.

Table 36 — AlarmGroupType definition

Attribute Value
BrowseName AlarmGroupType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType |TypeDefinition Modelling
Rule
Subtype of the FolderType defined in IEC 62541-5.
Alarm{sroupMember Object <AlarmConditienInstance> AlarmConditionType hOpltjionaIF’Iace
older

The |nstance of an AlarmGroypType should be given a name and description that describes
the plurpose of the Alarm_group.

The |AlarmGroup Type-instance will contain a list of instances of AlarmConditionType or
subtype of Alarm€aonditionType referenced by AlarmGroupMember references. At leas{ one
Alarm shall be present in an instance of an AlarmGroupType.

5.8.4 Reset Method

The Resét Method is used reset a latched Alarm instance. It is only available on an insfance
of an AlarmConditionType that exposes the LatchedState. Normally, the Nodeld of the Object
instance is passed as the Objectld to the Call Service. However, some Servers do not expose
Condition instances in the AddressSpace. Therefore, Servers shall allow Clients to call the
Reset Method by specifying Conditionld as the Objectld. The Method cannot be called with an
Objectld of the AlarmConditionType Node.

Signature

Reset () ;

Method result codes are given in Table 37 (defined in Call service).
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Table 37 — Silence result codes

Result Code

Description

Bad_MethodInvalid

The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the
general description of this result code.

Bad_NodeldInvalid

Used to indicate that the specified Objectld is not valid or that the Method was called on the
ConditionType Node.

See IEC 62541-4 for the general description of this result code.

Bad_InvalidState

The Alarm instance was not latched or still active or still required acknowledgement. For an
Alarm Instance to be reset, it must have been in Alarm, and returned to normal and have been
acknowledged prior to being reset.

Tabl¢ 38 specifies the AddressSpace representation for the Reset Method.

Table 38 — Reset Method AddressSpace definition

qttribute Value
BrowsL-Name Reset
Referg¢nces NodeClass BrowseName DataType TypeDefinition ModellingRulp
AlwaygGeneratesEv [Ob jectType AuditConditionRese [Defined in 5.10.41
ent tEventType

5.8.5 Silence Method

The [Silence Method is used to silence a spegific Alarm instance. It is only available gn an
instapce of an AlarmConditionType that also.exposes the SilenceState. Normally, the N¢deld
of thg¢ Object instance is passed as the Qbjectld to the Call Service. However, some Sefvers
do npt expose Condition instances indthe AddressSpace. Therefore, Servers shall pllow
Clients to call the Silence Method.by specifying Conditionld as the Objectld. The Mé¢thod

cannpt be called with an Objectl/d of:the AlarmConditionType Node.

Signpture

Slilence () ;

Methpd result codes in Table 39 (defined in Call service).

Table 39 — Silence result codes

Result Code

Description

Bad_MethodInvalid

The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the
general description of this result code.

Bad_NodeldInvalid

Used to indicate that the specified Objectld is not valid or that the Method was called on the
ConditionType Node.

See |IEC 62541-4 for the general description of this result code.

Comments

If the instance is not currently in an audible state, the command is ignored.

Table 40 specifies the AddressSpace representation for the Silence Method.
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Table 40 - Silence Method AddressSpace definition

2020

Attribute Value

BrowseName Silence

References NodeClass |BrowseName DataType TypeDefinition Mod
Rule

elling

Alway

sGeneratesEvent |ObjectType |AuditConditionSilenceEventType |Defined in 5.10.10

5.8.6] Suppress Method

The
insta
be u

supp
an A

Normally, the Nodeld of the object instance is passed as the QObjectld to the Call Se
Howegver, some Servers do not expose Condition instances in(the AddressSpace. There

Serv
Obje

Sign

S

Meth

Suppress Method is used to suppress a specific Alarm instance. It is only availablé g
hce of an AlarmConditionType that also exposes the SuppressedState. This~Method

ression triggered by an AlarmSupressionGroup, in that if the Method (s used to sup
arm, an AlarmSuppressionGroup might clear the suppression.

brs shall allow Clients to call the Suppress Method by specifying Conditionld a
ctld. The Method may not be called with an Objectld ofithe AlarmConditionType Nod

Eture
ppress () ;

pd Result Codes in Table 41 (defined,in-Call Service).

Table 41— Suppress result codes

n an
may

ted to change the SuppressedState of an Alarm and overwrite any supptession caused
by an associated AlarmSuppressionGroup. This Method works in parallel with

any
Dress

vice.
fore,
5 the

Result Code Description

Bad_N

flethodInvalid The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4
general“description of this result code.

or the

Bad_N

odeldInvalid Used to indicate that the specified Object/d is not valid or that the Method was called on {
ConditionType Node.

See IEC 62541-4 for the general description of this result code.

he

Com

ments

Supp

ress Method applies to an Alarm instance, even if it is not currently active

Table 42 specifies the AddressSpace representation for the Suppress Method.
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Table 42 — Suppress Method AddressSpace definition

Attribute Value
BrowseName Suppress
References NodeClass |BrowseName DataType TypeDefinition Modelling
Rule
AlwaysGeneratesEvent |ObjectType |AuditConditionSuppressionEventT [Defined in 5.10.4
ype
5.8.7 Unsuppress Method
The {Unsuppress Method is used to clear the SuppressedState of a specific Alarimyinstance. It
is oply available on an instance of an AlarmConditionType that also\ lexposes| the
SuppressedState. This Method may be used to overwrite any suppression cause by an
assogiated AlarmSuppressionGroup. This Method works in parallel with) ‘any suppregsion
triggered by an AlarmSuppressionGroup, in that if the Method is™used to cleaq the

SuppressedState of an Alarm, any change in an AlarmSuppressionGroup might again
suppfess the Alarm.
Normally, the Nodeld of the Objectinstance is passed as thes Object/d to the Call Sepvice.

Howegver, some Servers do not expose Condition instances.in the AddressSpace. There

Serv
Obje

Meth

Sig:Eture
suppress () ;

brs shall allow Clients to call the Unsuppress Method by specifying Conditionld a
Ctld. The Method may not be called with an Obje¢tld of the AlarmConditionType Nod

pd Result Codes in Table 43 (defined in Call Service).

Table43 — Unsuppress result codes

fore,
5 the

UV,

Result Code Description

Bad_NlethodlInvalid The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the
general description of this result code.

Bad_NodeldInvalid Used to indicate that the specified Objectld is not valid or that the Method was called on the
ConditionType Node.
See IEC 62541-4 for the general description of this result code.

Comments

Unsuppress Method applies to an Alarm instance, even if it is not currently active.

Table 44 specifies the AddressSpace representation for the Suppress Method.

Table 44 — Unsuppress Method AddressSpace definition

Attribute Value

BrowseName Unsuppress

References NodeClass |BrowseName DataType [TypeDefinition |ModellingRule
AlwaysGeneratesEvent |ObjectType |AuditConditionSuppressionEventType |Defined in 5.10.4
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5.8.8 RemoveFromService Method

The RemoveFromService Method is used to suppress a specific Alarm instance. It is only
available on an instance of an AlarmConditionType that also exposes the OutOfServiceState.
Normally, the Nodeld of the object instance is passed as the Objectld to the Call Service.
However, some Servers do not expose Condition instances in the AddressSpace. Therefore,
Servers shall allow Clients to call the RemoveFromService Method by specifying Conditionld
as the Objectld. The Method may not be called with an Objectid of the AlarmConditionType
Node.

Signature

RIemoveFromServi ce ();

Methpd result codes in Table 45 (defined in Call Service).

Table 45 — RemoveFromService result codes

Result Code Description

Bad_NlethodlInvalid The Methodld provided does not correspond to the Object/d provided. See IEC 62541-4 {or the
general description of this result code.

Bad_NodeldInvalid Used to indicate that the specified Objectld is not valid’or that the Method was called on the
ConditionType Node.

See |IEC 62541-4 for the general description of this result code.

Comments

Instapces that do not expose the OutOfService State shall reject RemoveFromService galls.
RempveFromService Method applies to an“Alarm instance, even if it is not currently ip the
Active State.

Tablg 46 specifies the AddressSpace representation for the RemoveFromService Method|

Table 46 — RemoveFromService Method AddressSpace definition

Attribute Value

BrowseName RemoveFromService

Refer¢nces NodeClass |BrowseName DataType |TypeDefinition Motjalling
Rul

AlwaysGeneratesEvent |ObjectType |AuditConditionOutOfServiceEventType |Defined in 5.10.12

5.8.9—FPtaceinServiceMethod

The PlacelnService Method is used to set the OutOfServiceState to False of a specific Alarm
instance. It is only available on an instance of an AlarmConditionType that also exposes the
OutOfServiceState. Normally, the Nodeld of the Objectinstance is passed as the Objectid to
the Call Service. However, some Servers do not expose Condition instances in the
AddressSpace. Therefore, Servers shall allow Clients to call the PlacelnService Method by
specifying Conditionld as the Objectld. The Method may not be called with an Objectl/d of the
AlarmConditionType Node.

Signature

PlacelnService () ;
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Meth

od result codes in Table 47 (defined in Call Service).

Table 47 — PlacelnService result codes

Resul

t Code Description

Bad_MethodInvalid

general description of this result code.

The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the

Bad_NodeldInvalid Used to indicate that the specified Objectld is not valid or that the Method was called on t

ConditionType Node.

See |IEC 62541-4 for the general description of this result code.

he

Com

The

Active State.

Tabl¢ 48 specifies the AddressSpace representation for the PlacelnSefvice Method.

ments

PlacelnService Method applies to an Alarm instance, even if it is notceurrently i

Table 48 — PlacelnService Method AddressSpace’definition

n the

Attriblte Value
BrowseName PlacelnService
Refer¢nces NodeClass |BrowseName DataType TypeDefinition |ModellingRule
AlwaygGeneratesEvent [ObjectType  |AuditConditionOutOfSetviceE |Defined in 5.10.12
ventType

5.8.1
5.8.1
The

The
are i
vario

In O
This
(i.e.

state

0 ShelvedStateMachineType

0.1 Overview

btate model supports two types of Shelving: OneShotShelving and TimedShelving.

us substates.\Shelving is an Operator initiated activity.

neShotSheélving, a user requests that an Alarm be Shelved for its current Active s

ShelvedStateMachine Type-~defines a substate machine that represents an advgnced
Alarm filtering model. This model is illustrated in Figure 15.

They

llustrated in Figure 14. The illustration includes the allowed transitions between the

type of Shelving is typically used when an Alarm is continually occurring on a bou
B Condition is jumping between High Alarm and HighHigh Alarm, always in the

state. Another use for this type of Shelving is for a plant area that is shutdown i.e. a long
running Alarm such as a low-level Alarm for a tank that is not in use. When the tank starts
operation again, the Shelving state will automatically clear.

In TimedShelving, a user specifies that an Alarm be shelved for a fixed time period. This type
of Shelving is quite often used to block nuisance Alarms. For example, an Alarm that occurs
more than 10 times in a minute may get shelved for a few minutes.

In all states, the Unshelve can be called to cause a transition to the Unshelve state; this
includes Un-shelving an Alarm that is in the TimedShelve state before the time has expired
and the OneShotShelve state without a transition to an inactive state.
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All but two transitions are caused by Method calls as illustrated in Figure 14. The "Time
Expired" transition is simply a system generated transition that occurs when the time value
defined as part of the "Timed Shelved Call" has expired. The "Any Transition Occurs"
transition is also a system generated transition; this transition is generated when the

Condition goes to an inactive state.

Unshelved

Timed Shelve call

UnShelve call

Time Expired

Timed
Shelved

One Shot Shelve call

Timed Shelve cal

Any Transition Occurs

UnShelve call

One Shot Shelve call

Oneshot
Shelved

The

Figure 14 — Shelve state transitions

betwgen Unshelved, OneShotShelved and TimedShelved.

The state machine is illustrated in Figure 15%and formally defined in Table 49.

IEC

ShelvedStateMachine Type includes a hierarchy of substates. It supports all transitions

Finite StateMachine Type

|:| StateType

%

|:| TransitionType

Type

ShelvedStateMachine

UnshelveTime

I &elve
Y

TimedShelvedToUnshelved ‘

Unshelved

‘ HasCau

TimedShelved

OneShotShelvedToUnShelved

0

\—HasCause

oneshotshelved

H UnShelvedToTimedShelved F

TimedShelvedToOneShotShelved

HasCause

HasCause

‘ OneShotShelvedToTimedShelved }—o—

HasCause4

NN

UnShelvedToOneShotShelved

\;HasCause

TimedShelve

OneShotShelve

Figure 15 — ShelvedStateMachineType model

IEC
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Table 49 —ShelvedStateMachineType definition

Attribute Value
BrowseName ShelvedStateMachineType
IsAbstract False
References NodeClass |BrowseName |DataType ‘TypeDefinition ModellingRule
Subtype of the FiniteStateMachineType defined in IEC 62541-5
HasProperty Variable UnshelveTime Duration Property Type Mandatory
HasC¢mponent Object Unshelved StateType
HasCg¢mponent Object TimedShelved StateType
HasC¢mponent Object OneShotShelved StateType
HasC¢mponent Object UnshelvedToTimedShelved TransitionType
HasCg¢mponent Object TimedShelvedToUnshelved TransitionType
HasCg¢mponent Object TimedShelvedToOneShotShelved TransijtionType
HasC¢mponent Object UnshelvedToOneShotShelved TransitionType
HasC¢mponent Object OneShotShelvedToUnshelved TransitionType
HasCg¢mponent Object OneShotShelvedToTimedShelved TransitionType
HasC¢mponent Method TimedShelve Defined in 5.8.10.3 Mandatory
HasC¢mponent Method OneShotShelve Defined in 5.8.10.4 Mandatory
HasCg¢mponent Method Unshelve Defined in 5.8.10.2 Mandatory

UnshelveTime specifies the remaining“time in milliseconds until the Alarm automat
transftions into the Un-shelved state. For the TimedShelved state this time is initialised
the ShelvingTime argument of thexTimedShelve Method call. For the OneShotShelved
the maximum Duration except

the

UnshelveTime will

be . a, constant set to

MaxTimeShelved Property ig”provided.

This

Table 50.

This

also

One$hotShelveyand Unshelve.

supports

FiniteStateMachifie:” supports three Active states;
One$hotShelved. It-also supports six transitions. The states and transitions are describ
FiniteStateMachine

three

Unshelved, TimedShelved

Methods;

TimedSH

cally
with
state
if a

and
ed in
elve,
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BrowseName References BrowseName TypeDefinition
Transitions
UnshelvedToTimedShelved FromState Unshelved StateType
ToState TimedShelved StateType
HasEffect AlarmConditionType
HasCause TimedShelve Method
UnshgtvedFoEneShotShetved FromState Ynshetved StateFype
ToState OneShotShelved StateType
HasEffect AlarmConditionType
HasCause OneShotShelve Method
TimedShelvedToUnshelved FromState TimedShelved StateType
ToState Unshelved StateType
HasEffect AlarmConditionType
TimedShelvedToOneShotShelved FromState TimedShelved StateType
ToState OneShotShelved StateType
HasEffect AlarmConditionType
HasCause OneShotShelving Method
OneSihotShelvedToUnshelved FromState OneShotShelved StateType
ToState Unshelved StateType
HasEffect AlarmConditionType
OneShotShelvedToTimedShelved FromState OneShotShelved StateType
ToState TimedShelved StateType
HasEffect AlarmConditionType
HasCause, TimedShelve Method
5.8.10.2 Unshelve Method
The [Unshelve Method_sets the instance of AlarmConditionType to the Unshelved gtate.
Normally, the Methodld,found in the Shelving child of the Condition instance and the N¢deld

of thé Shelving objectyas the Object/d are passed to the Call Service. However, some Sefvers
do npt expose Condition instances in the AddressSpace. Therefore, all Servers shall| also
allow Clients to-call the Unshelve Method by specifying Conditionld as the Objectld| The
Methpd may not be called with an Objectl/d of the ShelvedStateMachineType Node.
Signrture

Unshelve( );

Method Result Codes in Table 51 (defined in Call Service).

Table 51 — Unshelve result codes

Result Code

Description

Bad_ConditionNotShelved

See Table 101 for the description of this result code.

Table 52 specifies the AddressSpace representation for the Unshelve Method.
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Table 52 — Unshelve Method AddressSpace definition

Attribute Value
BrowseName Unshelve
References NodeClass |BrowseName DataType |TypeDefinition |ModellingRule
AlwaysGeneratesEvent |ObjectType |AuditConditionShelvingEventType |Defined in 5.10.7

5.8.1
The

0.3 TimedShelve Method

H LQ o o) Adodlo L to—iblo H 4 £ Al o NH'H T 4 4lo e WiaY) L L
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(pardmeters are defined in Table 53 and result codes are described in Table 54). Net
the Methodld found in the Shelving child of the Condition instance and the Nodeld o

Shel
expo

ing object as the Objectld are passed to the Call Service. However, some Servers d
e Condition instances in the AddressSpace. Therefore, all Servers shall” also

Clients to call the TimedShelve Method by specifying Conditionld as the Objectld. The Mé

may

Sign

T

not be called with an Objectld of the ShelvedStateMachineType Nodec

pture

imedShelve (
[in] Duration ShelvingTime

) ;

Table 53 — TimedShelve parameters

tate
nally,
f the
0 hot
Bllow
bthod

Argument Description
ShelvingTime Specifies a fixed time for which.the Alarm is to be shelved. The Server may refuse the pr¢vided
duration. If a MaxTimeShelyed-Property exist on the Alarm than the Shelving time shall bg less
than or equal to the value 6f this Property.
Methpd Result Codes (defined in Call Service).

Table 54 — TimedShelve result codes

Result Code Description

Bad_({onditionAlreadyShelved ) [See Table 101 for the description of this result code.

The Alarm is already in TimedShelved state and the system does not allow a reset of
shelved timer.

Bad_ghelvingTime®utOfRange [See Table 101 for the description of this result code.

Com

ments

Shelving for some time is quite often used to block nuisance Alarms. For example, an Alarm
that occurs more than 10 times in a minute may get shelved for a few minutes.

In some systems the length of time covered by this duration may be limited and the Server
may generate an error refusing the provided duration. This limit may be exposed as the
MaxTimeShelved Property.

Table 55 specifies the AddressSpace representation for the TimedShelve Method.


https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

- 62— IEC 62541-9:2020 © |IEC 2020

Table 55 — TimedShelve Method AddressSpace definition

Attribute Value
BrowseName TimedShelve
References NodeClass |BrowseName DataType TypeDefinition |ModellingRule
HasProperty Variable InputArguments Argument[] |PropertyType Mandatory
AlwaysGeneratesEvent [ObjectType [AuditConditionShelvingEventType |Defined in 5.10.7

5.8.10.4 OneShotShelve Method

The
state
Nodsd

DneShotShelve Method sets the instance of AlarmConditionType to the OneShotSh
Normally, the Methodld found in the Shelving child of the Condition instance-"an¢l the
Id of the Shelving object as the Object/d are passed to the Call Service. However, $ome

plved

Servers do not expose Condition instances in the AddressSpace. Therefore, alllServers|shall
also |allow Clients to call the OneShotShelve Method by specifying Conditionld ag the
Objegtid. The Method may not be called with an Object/d of the ShelvedStateMachinelType
Nodg.
Signpture
OneShotShelve ( );

Methpd Result Codes are defined in Table 56 (status code field is defined in Call Service].

Table 56 — OneShotShelve result codes

Result Code Description
Bad_({onditionAlreadyShelved See Table 101 forthe description of this result code.
The Alarm is already in OneShotShelved state.
Tablg 57 specifies the AddressSpace representation for the OneShotShelve Method.
Table 57 —-OneShotShelve Method AddressSpace definition
Attribute Value

BrowseName OneShotShelve
Refer¢nces NodeClass |BrowseName DataType |TypeDefinition |ModellingRule
AlwaygGeneratesEvent |ObjectType [AuditConditionShelvingEventType |Defined in 5.10.7

5.8.1

AT

Alarms may be modelled with multiple exclusive substates and assigned limits or they may be
modelled with nonexclusive limits that may be used to group multiple states together.

The LimitAlarmType is an abstract type used to provide a base Type for AlarmConditionTypes

with

multiple limits. The LimitAlarmType is illustrated in Figure 16.
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( BaselLowLimit %7

AlarmConditionType

;

LimitAlarmType
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( BaseHighLimit +——
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ExclusiveLimit
AlarmType

A ==
HighLimit
HighHighLimit

NonExclusiveLimit
AlarmType

The LimitAlarmType is formally defined in Table 58.

Figure 16 — LimitAlarmType

Table 58 — LimitAlarmType definition

IEC

Altribute Value
BrowsgName LimitAlarmType
IsAbsfract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the AlarmConditionType defihed.in 5.8.2.
HasSLIbtype ObjectType ExclusiveLimitAlarmType Defined in 5.8.12.3
HasSLIbtype ObjectType NonExclusiveLimitAlarmType Defined in 5.8.13
HasPrpperty Variable HighHighLimit Double Property Type Optional
HasPrpperty Variable HighLimit Double PropertyType Optional
HasPrpperty Variable LowLimit Double PropertyType Optional
HasPrpperty Variable LowLowLimit Double PropertyType Optional
HasPrpperty Variable BaseHighHighLimit Double Property Type Optional
HasPrpperty Variable BaseHighLimit Double Property Type Optional
HasProperty Variable BaseLowLimit Double PropertyType Optional
HasProperty Variable BaseLowLowLimit Double PropertyType Optional

Four optional limits are defined which configure the states of the derived limit Alarm Types.
These Properties shall be set for any Alarm limits that are exposed by the derived limit Alarm
types. These Properties are listed as optional but at least one is required. For cases where an
underlying system cannot provide the actual value of a limit, the limit Property shall still be
provided, but will have its AccessLevel set to not readable. It is assumed that the limits are
described using the same Engineering Unit that is assigned to the variable that is the source
of the Alarm. For Rate of change limit Alarms, it is assumed this rate is units per second

unless otherwise specified.
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Four optional base limits are defined which are used for AdaptiveAlarming. They contain the
configured Alarm limit. If a Server supports AdaptiveAlarming for Alarm limits, the
corresponding base Alarm limit shall be provided for any limits that are exposed by the
derived limit Alarm types. The value of this property is the value of the limit to which an
AdaptiveAlarm can be reset if any algorithmic changes need to be discarded.

The Alarm limits listed may cause an Alarm to be generated when a value equals the limit or it
may generate the Alarm when the limit is exceeded, (i.e. the Value is above the limit for
HighLimit and below the limit for LowLimit). The exact behaviour when the value is equal to
the limit is Server-specific.

The |Variable that is the source of the LimitAlarmType Alarm shall be a scalar.LThis
LimitAlarmType can be subtyped if the Variable that is the source is an array. The_sultype
shall| describe the expected behaviour with respect to limits and the array values. $ome
poss|ble options:

o iflany element of the array exceeds the limit, an Alarm is generated,

flall elements exceed the limit, an Alarm is generated,

e the limits may also be an array, in which case if any array.limit is exceeded by the
cprresponding source array element, an Alarm is generated.

5.8.12 Exclusive limit types
5.8.12.1 Overview

This | clause describes the state machine and~the base Alarm Type behaviouf for
AlarmCondition Types with multiple mutually exclusive limits.

5.8.12.2 ExclusiveLimitStateMachineType

The ExclusiveLimitStateMachine Type defines the state machine used by
AlarmConditionTypes that handle multiple mutually exclusive limits. It is illustratgd in
Figure 17.

FiniteStateMachine Type

% |:| StateType

ExclusiveLimit E TransitionType
StateMachineType

HighHigh - | HighToHighHigh
| High | - HighHighToHigh
Low 1 1 LowTolLowlLow
LowLow |+ | LowLowTolLow

IEC

Figure 17 — ExclusiveLimitStateMachineType
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It is created by extending the FiniteStateMachineType. It is formally defined in Table 59 and

— 65 —

the state transitions are described in Table 60.

Table 59 — ExclusiveLimitStateMachineType definition

Attribute Value

BrowseName ExclusiveLimitStateMachineType

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the FiniteStateMachineType

HasC¢mponent Object HighHigh StateType

HasC¢mponent Object High StateType

HasC¢mponent Object Low StateType

HasC¢mponent Object LowLow StateType

HasC¢mponent Object LowToLowLow TransitionType

HasC¢mponent Object LowLowToLow TransitionType

HasC¢mponent Object HighToHighHigh TransitionType

HasCg¢mponent Object HighHighToHigh TransitionType

Table 60 — ExclusiveLimitStateMachineType transitions
BrowseName References BrowseName TypeDefinition

Transjtions

HighHjghToHigh FromState HighHligh StateType
ToState High StateType
HasEffect AlarmConditionType

HighTpHighHigh FromState High StateType
ToState HighHigh StateType
HasEffect AlarmConditionType

LowLdqwToLow FromState LowLow StateType
ToState Low StateType
HasEffect AlarmConditionType

LowTqLowLow FromState Low StateType
ToState LowLow StateType
HasEffect AlarmConditionType

The ExclusiveLimitStateMachine Type defines the substate machine that represents the actual
level of a multilevel Alarm when it is in the Active state. The substate machine defined here
includes High, Low, HighHigh and LowLow states. This model also includes in its transition
state a series of transition to and from a parent state, the inactive state. This state machine
as it is defined shall be used as a substate machine for a state machine which has an Active
state. This Active state could be part of a "level" Alarm or "deviation" Alarm or any other
Alarm state machine.

The LowLow, Low, High, HighHigh are typical for many industries. Vendors may introduce
substate models that include additional limits; they may also omit limits in an instance. If a
model omits states or transitions in the StateMachine, it is recommended that they provide the
optional Property AvailableStates and/or Available Transitions (see IEC 62541-5).
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The ExclusiveLimitAlarmType is used to specify the common behaviour for Alarm Types with
multiple mutually exclusive limits. The ExclusiveLimitAlarmType is illustrated in Figure 18.

EnableState

ConditionType

Acknowledgeable

IsTrueSubState ConditionType
ActiveState AlarmConditionType
A
LimitAlarmType
HighLimit
IsTrueSubState

A

HighHighLimit

ExclusiveLimit
AlarmType

ExclusiveLimitStateMachineType:
LimitState

CurrentState

ExclusiveLevel ExclusiveBeviation ExclusiveRateOfChange
AlarmType AlarmType AlarmType
IEC
Figure 18 — ExclusiveLimitAlarmType
The ExclusiveLimitAlarmType is formally defined in Table 61.
Table 61 — ExclusiveLimitAlarmType definition
Atltribute Value
BrowsleName ExclusiveLimitAlarmType
IsAbstract False
References NodeClass |BrowseName DataType |TypeDefinition Modelling
Rule
Subtype of the LimitAlarmType defined in 5.8.11.
HasSubtype ObjectType |ExclusiveLevelAlarmType Defined in 5.8.14.3
HasSubtype ObjectType |ExclusiveDeviationAlarmType |Defined in 5.8.15.3
Type
HasSubtype ObjectType |ExclusiveRateOfChangeAlarm |Defined in 5.8.16.3

Type

HasComponent |Object LimitState

ExclusiveLimitStateMachineType |Mandatory
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The LimitState is a substate of the ActiveState and has an IsTrueSubStateOf reference to the
ActiveState. The LimitState represents the actual limit that is violated in an instance of
ExclusiveLimitAlarmType. When the ActiveState of the AlarmConditionType is inactive the
LimitState shall not be available and shall return NULL on read. Any Events that subscribe for
fields from the LimitState when the ActiveState is inactive shall return a NULL for these
unavailable fields.

5.8.13 NonExc

lusiveLimitAlarmType

The NonExclusiveLimitAlarmType is used to specify the common behaviour for Alarm Types
with multiple non-exclusive limits. The NonExclusiveLimitAlarmType is illustrated in Figure 19.

IsTrueS

IsTrueS|

EnableState

ActiveState

ConditionType

ubState

Acknowledgeable
ConditionType

'f

AlarmConditionType

&

LowLimit

LimitAlarmType

LowLowLimit

i

HighLimit
HighHighLimit

ubState

NonExclusiveLimit
AlarmType

HighHighState
HighState

LowState

FowlLowState

g

NonExclusivelLevel
AlarmType

AlarmType

NonExclusiveDeviation

NonExclusiveRateOfChange
AlarmType

Figure 19 — NonExclusiveLimitAlarmType

The NonExclusiveLimitAlarmType is formally defined in Table 62.

IEC
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Table 62 — NonExclusiveLimitAlarmType definition

Attribute Value
BrowseName NonExclusiveLimitAlarmType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the LimitAlarmType defined in 5.8.11.
HasSubtype ObjectType |NonExclusiveLevelAlarmType Defined in 5.8.14.2
HasSubtype ObjectType |NonExclusiveDeviationAlarmType |Defined in 5.8.15.2
HasSletype ObjectType |NonExclusiveRateOfChangeAlarmT |Defined in 5.8.16.2
ype
HasComponent |Variable HighHighState LocalizedText |TwoStateVariableType_ {Optiorjal
HasComponent |Variable HighState LocalizedText |TwoStateVariableType |Optional
HasC¢mponent |Variable LowState LocalizedText |TwoStateVariableType |Optional
HasC¢mponent |Variable LowLowState LocalizedText |TwoStateVariableType |Optional
HighHighState, HighState, LowState, and LowLowState represent’the non-exclusive sfates.
As ap example, it is possible that both HighState and HighHighState are in their True state.
Vendors may choose to support any subset of these states."\Recommended state namep are
descfibed in Annex A.
Four|optional limits are defined that configure thesevstates. At least the HighState of the
LowState shall be provided even though all states\are optional. It is implied by the defiIition
of a HighState and a LowState that these groupings are mutually exclusive. A value cannot
exceged both a HighState value and a LowStatévalue simultaneously.
5.8.14 Level Alarm
5.8.14.1 Overview
A level Alarm is commonly used)to report when a limit is exceeded. It typically relates fo an

instry
valudg

5.8.1

The
exclu
activ

is above a high limjt or below a low limit.

4.2 NonExclusivelLevelAlarmType

WonExclusivelLevelAlarmType is a special level Alarm utilized with one or more

ment — e.g. a temperature meter. The level Alarm becomes active when the obsgrved

non-

sive states. If for example both the High and HighHigh states need to be maintaingd as
b at the:same time then an instance of NonExclusiveLevelAlarmType should be used.

The

NonExclusivelLevelAlarmType is based on the NonExclusiveLimitAlarmType. It is for

mally

defined in Table 63.

Table 63 — NonExclusiveLevelAlarmType definition

Attribute Value
BrowseName NonExclusiveLevelAlarmType
IsAbstract False
References NodeClass ‘BrowseName ‘DataType |TypeDefinition |Model|ingRuIe

Subtype of the NonExclusiveLimitAlarmType defined in 5.8.13.

No additional Properties to the NonExclusiveLimitAlarmType are defined.
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5.8.1

4.3 ExclusiveLevelAlarmType

The ExclusiveLevelAlarmType is a special level Alarm utilized with multiple mutually exclusive
limits. It is formally defined in Table 64.

Table 64 — ExclusiveLevelAlarmType definition

Attribute Value
BrowseName ExclusiveLevelAlarmType
IsAbstract False

Refergmees—Note€tass—BrowseName—PataType— Typebefinitiom—MoettimgRute]

Inheritls the Properties of the ExclusiveLimitAlarmType defined in 5.8.12.3.

No a

5.8.1
5.8.1

A de
level
beco

Hditional Properties to the ExclusiveLimitAlarmType are defined.

5 Deviation Alarm
5.1 Overview

iation Alarm is commonly used to report an excess deyviation between a desired set
of a process value and an actual measurement ofy'that value. The deviation A
mes active when the deviation exceeds or drops bélow a defined limit.

point
larm

For ¢xample, if a set point had a value of 10, axhigh deviation Alarm limit of 2 and @ low

devid
9: th
chan
may
algor
devis
wher
inclu

5.8.1

The
exclu
activ
used

tion Alarm limit of =1, then the low substateJis entered if the process value drops |
e high substate is entered if the process)value raises above 12. If the set point
ged to 11 then the new deviation values would be 10 and 13 respectively. The set
be fixed by a configuration, adjusted by an Operator or it may be adjusted b
ithm, the actual functionality expesed by the set point is application specific.
tion Alarm may also be used-to report a problem between a redundant data sq
e the difference between thevprimary source and the secondary source exceed
Hed limit. In this case, the SetpointNode would point to the secondary source.

5.2 NonExclusiveDeviationAlarmType

NonExclusiveDeviationAlarmType is a special level Alarm utilized with one or more

b at the same time, then an instance of NonExclusiveDeviationAlarmType shoul

The

formally defined in Table 65.

NonExclusiveDeviationAlarmType is based on the NonExclusiveLimitAlarmType.

elow
were
point
y an
The
urce
5 the

non-

sive states. If for example both the High and HighHigh states need to be maintaingd as

d be

It is

Table 65 — NonExclusiveDeviationAlarmType definition

Attribute Value
BrowseName NonExclusiveDeviationAlarmType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the NonExclusiveLimitAlarmType defined in 5.8.13.

HasProperty Variable SetpointNode Nodeld PropertyType Mandatory

HasProperty Variable BaseSetpointNode Nodeld PropertyType Optional
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The SetpointNode Property provides the Nodeld of the set point used in the deviation
calculation. In cases where the Alarm is generated by an underlying system and if the
Variable is not in the AddressSpace, a NULL Nodeld shall be provided.

The BaseSetpointNode Property provides the Nodeld of the original or base setpoint. The
value of this node is the value of the setpoint to which an AdaptiveAlarm may be reset if any
algorithmic changes need to be discarded. The value of this node usually contains the
originally configured set point.

5.8.15.3 ExclusiveDeviationAlarmType

The LExc/usiveDeviationAlarmType is utilized with multiple mutually exclusive limits.|It is
formally defined in Table 66.

Table 66 — ExclusiveDeviationAlarmType definition

Attribute Value
BrowsgName ExclusiveDeviationAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDéefinition Modelling Rulg¢
Inherits the Properties of the ExclusiveLimitAlarmType defined in 5.8.12.3.
HasPrpperty Variable SetpointNode Nodeld PropertyType Mandatory
HasPrpperty Variable BaseSetpointNode Nodeld PropertyType Optional

The [SetpointNode Property provides the Nodeld® of the set point used in the Devijation
calcylation. If this Variable is not in the AddressSpace, a NULL Nodeld shall be provided.

The BaseSetpointNode Property providesithe Nodeld of the original or base setpoint| The
valug of this node is the value of the set/point to which an AdaptiveAlarm may be reset if any
algorfthmic changes need to be discarded. The value of this node usually containg the
originally configured set point.

5.8.16 Rate of change Alarms
5.8.16.1 Overview

A Raffe of Change Alarm is commonly used to report an unusual change or lack of changg in a
meagured valuesrelated to the speed at which the value has changed. The Rate of Chlange
Alarm becomes{active when the rate at which the value changes exceeds or drops below a
defined limit.

e 0f Change is measured in some time unit, such as seconds or minutes and somg unit
; : ; i Ll Rate
of Change of its level (measured in metres) which would be 4 metres per minute. If the tank
level changes at a rate that is greater than 4 metres per minute, then the High substate is
entered.

5.8.16.2 NonExclusiveRateOfChangeAlarmType

The NonExclusiveRateOfChangeAlarmType is a special level Alarm utilized with one or more
non-exclusive states. If for example both the High and HighHigh states need to be maintained
as active at the same time this AlarmConditionType should be used.

The NonExclusiveRateOfChangeAlarmType is based on the NonExclusiveLimitAlarmType. It
is formally defined in Table 67.
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Table 67 — NonExclusiveRateOfChangeAlarmType definition

Attribute Value
BrowseName NonExclusiveRateOfChangeAlarmType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the NonExclusiveLimitAlarmType defined in clause 5.8.13.

HasProperty Variable EngineeringUnits EUlInformation PropertyType Optional

Engif

provided, the assumed Engineering Unit is the same as the EU associated with the p
variaple per second e.q. if parent is meters, this unit is meters/second.

5.8.16.3 ExclusiveRateOfChangeAlarmType

eeringUnits provides the engineering units associated with the limits values. |fithis iis not

Arent

ExclysiveRateOfChangeAlarmType is utilized with multiple mutually.“exclusive limits.|It is
formally defined in Table 68.
Table 68 — ExclusiveRateOfChangeAlarmType definition
Alttribute Value
BrowseName ExclusiveRateOfChangeAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRulp
Inherits the Properties of the ExclusiveLimitAlarmType definedin 5.8.12.3.
HasPrpperty Variable EngineeringUnits EUInformation PropertyType Optional
S not

provided, the assumed Endineering Unit is the same as the EU associated with the p

varia

5.8.1
5.8.1

The |
Alarn

EngirEeeringUnits provides theengineering units associated with the limits values. If this i

le per second; e.g.if parent is metres, this unit is metres/second.

7 Discrete Alarms
7.1 DiscreteAlarmType

DiscreteAlarmType is used to classify Types into Alarm Conditions where the input fg

Brent

r the
alse,

h omay take on only a certain number of possible values (e.g. True/H

runni

ng/stopped/terminating). The DiscreteAlarmType with subtypes defined in this docu

ment

is illustrated in Figure 20. Tt is formally defined in Table ©69.
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AlarmCondition
Type
| |
LimitAlarmType DiscreteAlarmType
OfNaormalAlarmTuna.
OfNormatAtarmType
SystemOffNormalAlarmType TripAlarmType

i

CertificateExpirationType

Figure 20 — DiscreteAlarmType‘Hierarchy

Table 69 — DiscreteAlarmType definition

IEC

Aittribute Value
BrowsleName DiscreteAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the AlarmConditionType defined,in 5.8.2.
HasSybtype ObjectType OffNormalAlarmType Defined in 5.8.15
5.8.1[7.2 OffNormalAlarmType
The DffNormalAlarmType is a specialization of the DiscreteAlarmType intended to represgnt a
discrpte Condition that is considered to be not normal. It is formally defined in Table 70.| This
subtype is usually used to indicate that a discrete value is in an Alarm state, it is actiye as
long ps a-nen-normal value is present.

Table70—OFN LAdarmTvneDefiniti

Attribute Value
BrowseName OffNormalAlarmType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the DiscreteAlarmType defined in 5.8.17.1
HasSubtype ObjectType TripAlarmType Defined in 5.8.17.4
HasSubtype ObjectType SystemOffNormalAlarmType Defined in 5.8.17.3
HasProperty Variable NormalState Nodeld PropertyType Mandatory
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The NormalState Property is a Property that points to a Variable which has a value that
corresponds to one of the possible values of the Variable pointed to by the InputNode
Property where the NormalState Property Variable value is the value that is considered to be
the normal state of the Variable pointed to by the InputNode Property. When the value of the
Variable referenced by the InputNode Property is not equal to the value of the NormalState
Property the Alarm is Active. If this Variable is not in the AddressSpace, a NULL Nodeld shall
be provided.

5.8.17.3 SystemOffNormalAlarmType

This Condition is used by a Server to indicate that an underlying system that is providing
Alarnqrimformation s ravinga commumnicationm probtermmand-that the—Server may have-invalid or
incomplete Condition state in the Subscription. lts representation in the AddressSpate is

formally defined in Table 71.

Table 71 — SystemOffNormalAlarmType definition

Attribute Value
BrowseName SystemOffNormalAlarmType
IsAbstract True
Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRule
HasSybtype ObjectType CertificateExpirationAlarmType |Defined in 5.8(17.7
Subtype of the OffNormalAlarmType, i.e. it has HasProperty References to the Same Nodes.

5.8.17.4 TripAlarmType

The [TripAlarmType is a specialization of thecOffNormalAlarmType intended to represept an
equipment trip Condition. The Alarm becomes active when the monitored piece of equipment
expefiences some abnormal fault such aswa motor shutting down due to an overload condjtion.
It is formally defined in Table 72. This Type is mainly used for categorization.

Table 72 — TripAlarmType definition

Attribute Value
BrowseName TripAlarmType
IsAbstract False!
Refer¢nces NodeClass BrowseName DataType TypeDefinition I\Rlloldelling
ule

Subtype of the OffNormalAlarmType defined in 5.8.17.2.

5.8.17.5 InstrumentDiagnosticAlarmType

The InstrumentDiagnosticAlarmType is a specialization of the OffNormalAlarmType intended
to represent a fault in a field device. The Alarm becomes active when the monitored device
experiences a fault such as a sensor failure. It is formally defined in Table 73. This Type is
mainly used for categorization.
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Table 73 — InstrumentDiagnosticAlarmType definition
Attribute Value
BrowseName InstrumentDiagnosticAlarmType
IsAbstract False
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the OffNormalAlarmType defined in clause 5.8.17.2.
5.8.1[7.6 SystemDiagnosticAlarmType
The [SystemDiagnosticAlarmType is a specialization of the OffNormalAlarmTypeintended to
reprgsent a fault in a system or sub-system. The Alarm becomes active when,the monitored

systgm experiences a fault. It is formally defined in Table 74. This Type_is|mainly use
categorization.

Table 74 — SystemDiagnosticAlarmType definition

d for

Attribute Value
BrowseName SystemDiagnosticAlarmType
IsAbstract False
Refer¢nces NodeClass BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the OffNormalAlarmType defined in 5.8.17.2.

5.8.1

This
withi

7.7 CertificateExpirationAlarmFype

SystemOffNormalAlarmType “is” raised by the Server when the Server’s Certificg
W the ExpirationLimit of expiration. This Alarm automatically returns to normal whe

certificate is updated.

The

bystemOffNormalAlarmType is formally defined in Table 75.

Table 75 — CertificateExpirationAlarmType definition

te is
h the

Attribute Value

BrowsgNameé CertificateExpirationAlarmType

IsAbstract False

References NodeClass IBrowseName IDataType ITypeDefinition IModeIIingRuIe
Subtype of the SystemOffNormalAlarmType defined in 5.8.17.3

HasProperty Variable ExpirationDate DateTime PropertyType Mandatory
HasProperty Variable ExpirationLimit Duration PropertyType Optional
HasProperty Variable CertificateType Nodeld PropertyType Mandatory
HasProperty Variable Certificate ByteString PropertyType Mandatory

ExpirationDate is the date and time this certificate will expire.

ExpirationLimit is the time interval before the ExpirationDate at which this Alarm will trigger.
shall be a positive number. If the property is not provided, a default of 2 weeks shall be

This
used
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CertificateType — See Part 12 for definition of Certificate Type.

Certificate is the certificate that is about to expire.

5.8.18 DiscrepancyAlarmType

The DiscrepancyAlarmType is commonly used to report an action that did not occur within an
expected time range.

The DiscrepancyAlarmType is based on the AlarmConditionType. It is formally defined in

Table 76
Table 76 — DiscrepancyAlarmType definition

Attribute Value
BrowsgName DiscrepancyAlarmType
IsAbstract False
Refer¢nces Node Class |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AlarmConditionType defined in 5.8.2.
HasPrpperty Variable TargetValueNode Nodeld PropertyType Mandatory
HasPrpperty Variable ExpectedTime Duration Property Type Mandatory
HasPrpperty Variable Tolerance Double BropertyType Optional

The JargetValueNode Property provides the Nodeld of'the Variable that is used for the t
valug.

The ExpectedTime Property provides the Duration within which the value pointed to b

Inpu
rang

The
Targ
Alarn

A Di

Node shall equal the value specified by“the TargetValueNode (or be within the Tolel
, if specified).

Tolerance Property is a Vwalue that may be added to or subtracted from
btValueNode’s value, providing a range that the value can be in without generatin
0.

screpancyAlarmType may be used to indicate a motor has not responded to a

arget

y the
ance

the
j the

start

request within a given_time, or that a process value has not reached a given value after a

brget

setpaint change within a given time interval.

The DiscrepancyAlarmType shall return to normal when the value has reached the t
valug.

5.9 [ ConditionClasses

5.9.1 Overview

Conditions are used in specific application domains like Maintenance, System or Process. The
ConditionClass hierarchy is used to specify domains and is orthogonal to the ConditionType
hierarchy. The ConditionClassld Property of the ConditionType is used to assign a Condition
to a ConditionClass. Clients may use this Property to filter out essential classes. OPC UA
defines the base ObjectType for all ConditionClasses and a set of common classes used
across many industries. Figure 21 informally describes the hierarchy of ConditionClass Types
defined in this document.
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Defined in IEC 62541-5
BaseObjectType
?
Base ConditionClass
Type

Cond
only

5.9.2

BaselConditionClassType is used as class whenever_@ Condition cannot be assigned
concrete class. Servers should use a more~specific ConditionClass, if possiblg
itionClass Types derive from BaseConditionClassType. It is formally defined in Tabl¢ 77.

more
Cond

ProcessConditionClass
Type

Type

Maintenance ConditionClass

SystemConditionClass
Type

Figure 21 — ConditionClass type hierarchy

BaseConditionClassType

Table 77 — BaseConditionClassType definition

IEC

itionClasses are not representations of Objects in the underlying’ system and, thergfore,
bxist as Type Nodes in the Address Space.

to a
. All

Attribute Value
BrowseName BaseConditionClassType
IsAbstract True
Referg¢nces NodeClass ‘BrowseName ‘DataType TypeDefinition ModellingRule
Subtype of the BaseObjectType defined jin IEC 62541-5.

5.9.3
The

asso

formally"defined in Table 78.

ProcessConditionClassType

ProcessiConditionClassType is used to classify Conditions related to the process
Examples-“of* a process would be a control system in a boiler, or the instrumen
Ciated’ with a chemical plant or paper machine. The ProcessConditionClassType is

tself.
tion

Table 78 — ProcessConditionClassType definition

Attribute Value
BrowseName ProcessConditionClassType
IsAbstract True
References NodeClass BrowseName DataType TypeDefinition goldelling
ule

Subtype of the BaseConditionClassType defined in 5.9.2.
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5.9.4 MaintenanceConditionClassType

The MaintenanceConditionClassType is used to classify Conditions related to maintenance.
Examples of maintenance would be Asset Management systems or conditions, which occur in
process control systems, which are related to calibration of equipment. The
MaintenanceConditionClassType is formally defined in Table 79. No further definition is
provided here. It is expected that other standards development groups will define domain-
specific subtypes.

Table 79 — MaintenanceConditionClassType definition

Aftrmute Value
BrowsL-Name MaintenanceConditionClassType
IsAbstract True
Refer¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClassType defined in 5.9.2.

5.9.5 SystemConditionClassType

The [SystemConditionClassType is used to classify Conditions_related to the System.| It is
formIIIy defined in Table 80. System Conditions occur in thé\gontrolling or monitoring syjstem
procgss. Examples of System related items could include available disk space on a computer,
Archive media availability, network loading issues or a €ontroller error. No further definition is
provided here. It is expected that other standards development groups or vendors will define
domain-specific subtypes.

Table 80 — SystemConditionClassType definition

A‘tribute Value
BrowsL-Name SystemConditionClassType
IsAbsfract True
Refer¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClassTypeydefined in 5.9.2.

5.9.6 SafetyConditionClassType

The [FafetyConditionClassType is used to classify Conditions related to safety. It is formally
defingd in.Table 81.

Safely Conditions occur in the controlling or maonitoring system process Examples of dafety
related items could include emergency shutdown systems or fire suppression systems.

Table 81 — SafetyConditionClassType definition

Attribute Value
BrowseName SafetyConditionClassType
IsAbstract True
References NodeClass | BrowseName ‘ DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClass Type defined in 5.9.2.
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5.9.7 HighlyManagedAlarmConditionClassType

In Alarm systems some Alarms may be classified as highly managed Alarms. This class of
Alarm requires special handling that varies according to the individual requirements. It might
require individual acknowledgement or not allow suppression or any of a number of other
special behaviours. The HighlyManagedAlarmConditionClassType is used to classify
Conditions as highly managed Alarms. It is formally defined in Table 82.

Table 82 — HighlyManagedAlarmConditionClassType definition

Attribute Value
BrowskName HighlyManagedAlarmConditionClassType
IsAbstract True
Refer¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModetlingRule

Subtype of the BaseConditionClassType defined in 5.9.2.

5.9.8 TrainingConditionClassType

The [TrainingConditionClassType is used to classify Conditions_related to training systgm or
training exercises. It is formally defined in Table 83. These‘Conditions typically occur|in a
training system or are generated as part of a simulation~for a training exercise. Trgining
Conditions might be process or system conditions.{Jt is expected that other standards
deve|lopment groups or vendors will define domain-specific subtypes.

Table 83 — TrainingConditionClassType definition

Attribute Value
BrowseName TrainingConditionClassType
IsAbstract True
Refer¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClass Type defined in 5.9.2.

5.9.9 StatisticalConditionClassType

The [StatisticalConditionClassType is used to classify Conditions related that are basgd on
statidtical calculations. It is formally defined in Table 84. These Conditions are generatgd as
part of a statistical analysis. They might be any of an Alarm number of types.

Table 84 — StatisticalConditionClassType definition

Attribute Value
BrowseName StatisticalConditionClassType
IsAbstract True
References NodeClass | BrowseName ‘ DataType TypeDefinition ModellingRule

Subtype of the BaseConditionClass Type defined in 5.9.2.
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5.9.10 TestingConditionSubClassType

79—

The TestingConditionSubClassType is used to classify Conditions related to testing of an
Alarm system or Alarm function. It is formally defined in Table 85. Testing Conditions might
include a condition to test an alarm annunciation such as a horn or other panel. It might also
be used to temporarily reclassify a Condition to check response times or suppression logic. It
is expected that other standards development groups or vendors will define domain-specific

subtypes.
Table 85 — TestingConditionSubClassType definition
A[tnbute Value
BrowsL-Name TestingConditionSubClassType
IsAbstract True
Refer¢nces NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule
Subtype of the BaseConditionClass Type defined in 5.9.2.

5.10| Audit Events

5.101 Overview

Following are subtypes of AuditUpdateMethodEventTypg that will be generated in respon

the Methods defined in this document. They are illustrated in Figure 22.

se to

Defined in IEC 62541-5

AuditEventType
N2

2
AuditUpdateMethod
EventType
A
\
AuditCondition
EventType
AuditConditionConfirm AuditConditionRespond
EventType EventType
AuditConditionEnable AuditConditionSupress
EventType EventType
AuditConditionComment AuditConditionShelving
EventType EventType
AuditConditionAcknowledge AuditConditionOutOf AuditConditionSllence
EventType ServiceEventType EventType

Figure 22 — AuditEvent hierarchy
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AuditConditionEventTypes are normally used in response to a Method call. However, these
Events shall also be notified if the functionality of such a Method is performed by some other

Server-specific means.

In this case, the SourceName Property shall contain a proper

description of this internal means and the other Properties should be filled in as described for

the g

5.10.

iven EventType.

2 AuditConditionEventType

This EventType is used to subsume all AuditConditionEventTypes. It is formally defined in

Table 86.
Table 86 — AuditConditionEventType definition
Attribute Value
BrowsgName AuditConditionEventType
IsAbstract False
Refer¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditUpdateMethodEventType defined in IEC 62541-5

Audit
in IE
Cond

e T

e T
(6

This

5.10.
This

formally defined in Table 87.

ConditionEventTypes inherit all Properties of the AuditUpdateMethodEventType deffi
C 62541-5. Unless a subtype overrides the definition,\the inherited Properties of
ition will be used as defined.

he inherited Property SourceNode shall be filled-with the Conditionld.

.g. Disable, Enable, Acknowledge, etc.).

FventType can be further customized toyreflect particular Condition related actions.

3 AuditConditionEnableEventType

FventType is used to indicate a change in the enabled state of a Condition instance

Table87— AuditConditionEnableEventType definition

ned
the

he SourceName shall be "Method/" and the name of the Service that generated the Event

It is

Attribute Value
BrowseName AuditConditionEnableEventType
IsAbstract False
Refer¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of,the’ AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

The SourceName shall indicate Method/Enable or Method/Disable. If the audit Event is not the
result of a Method call, but due to an internal action of the Server, the SourceName shall
reflect Enable or Disable, it may be preceded by an appropriate description such
"Internal/Enable" or "Remote/Enable".

5.10.
This

4 AuditConditionCommentEventType

EventType is used to report an AddComment action. It is formally defined in Table 88.

as
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Table 88 — AuditConditionCommentEventType definition

Attribute Value
BrowseName AuditConditionCommentEventType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable ConditionEventld ByteString PropertyType Mandatory
HasProperty Variable Comment LocalizedText Property Type Mandatory

Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

The

The

5.10/5 AuditConditionRespondEventType

Comment contains the actual comment that was added.

ConditionEventld field shall contain the id of the event for which the comment was-added.

This [EventType is used to report a Respond action (see 5.6)~lis formally defingd in
Tablg 89.
Table 89 — AuditConditionRespondEventType definition

Attribute Value
BrowsgName AuditConditionRespondEventType
IsAbstract False
Refer¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasPrpperty Variable SelectedResponse Uint32 Property Type Mandatory

Subtype of the AuditConditionEventType defined in$:0.2 that is, inheriting the InstanceDeclarations of that Node.

The

5.10.6 AuditConditionAcknowledgeEventType

belectedResponse field, shall contain the response that was selected.

This | EventType is{_used to indicate acknowledgement or confirmation of one or more
Conditions. It is formally defined in Table 90.
Table 90 — AuditConditionAcknowledgeEventType definition

Attfibute Value
BrowseName AuditConditionAcknowledgeEventType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable ConditionEventld ByteString PropertyType Mandatory
HasProperty Variable Comment LocalizedText Property Type Mandatory

Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

The ConditionEventld field shall contain the id of the Event that was acknowledged.

The Comment contains the actual comment that was added; it may be a blank comment or a

NULL.
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5.10.7 AuditConditionConfirmEventType

IEC 62541-9:2020 © |IEC 2020

This EventType is used to report a Confirm action. It is formally defined in Table 91.

Table 91 — AuditConditionConfirmEventType definition

Attribute Value
BrowseName AuditConditionConfirmEventType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasPrpperty Variable ConditionEventld ByteString PropertyType Mandatory
HasPrpperty Variable Comment LocalizedText Property Type Mandatery

Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Nede:

The

The
NULL.

5.10.8 AuditConditionShelvingEventType

ConditionEventld field shall contain the id of the Event that was confirmed.

Comment contains the actual comment that was added; it may-be a blank commen{ or a

This EventType is used to indicate a change to the Shelving state of a Condition instance|. It is
formally defined in Table 92.

Table 92 — AuditConditionShelyingEventType definition

Attribute Value
BrowsgName AuditConditionShelvingEventType
IsAbstract False
Referg¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRule
HasPrpperty Variable ShelvingTime Duration PropertyType Optional
Subtype of the AuditConditionEvéntType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

If thel Method indicates a TimedShelve operation, the ShelvingTime field shall contain durfation
for which the Afarm is to be shelved. For other Shelving Methods, this parameter mgy be
omitted or NULL.

5.10.9.5(AuditConditionSuppressionEventType

This EventType is used to indicate a change to the Suppression state of a Condition instance.
It is formally defined in Table 93.

Table 93 — AuditConditionSuppressionEventType definition

Attribute Value
BrowseName AuditConditionSuppressionEventType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.
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This Event indicates an Alarm suppression operation. An audit Event of this type shall be
generated, if audit events are supported for any suppression action, including automatic
system-based suppression.

5.10.10 AuditConditionSilenceEventType

This EventType is used to indicate a change to the Silence state of a Condition instance. It is
formally defined in Table 94.

Table 94 — AuditConditionSilenceEventType definition

Attribute Value
BrowseName AuditConditionSilenceEventType
IsAbstract False
Referg¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations-of that Node.

This pvent indicates that an Alarm was silenced, but not acknowledged. An audit event of this
type [shall be generated, if Audit events are supported for any’ silence action, inclliding
autornatic system-based silence.

5.10.11 AuditConditionResetEventType

This [EventType is used to indicate a change to the Latched state of a Condition instance] It is
formally defined in Table 95.

Table 95 — AuditConditionResetEventType definition

Attribute Value
BrowsgName AuditConditionResetEventType
IsAbstract False
Refer¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

This pvent indicates that an Alarm was reset. An audit event of this type shall be generated, if
Audif events are.supported for any Alarm action.

5.10.12 AuditConditionOutOfServiceEventType

This [EventType is used to indicate a change to the OutOfService State of a Condition
instahce 1t is fnrmally defined in Table 96

Table 96 — AuditConditionOutOfServiceEventType definition

Attribute Value
BrowseName AuditConditionOutOfServiceEventType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditConditionEventType defined in 5.10.2 that is, inheriting the InstanceDeclarations of that Node.

An audit Event of this type shall be generated if audit Events are supported.
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Condition Refresh related Events

.1 Overview

Following are subtypes of SystemEventType that will be generated in response to a Refresh
Methods call. They are illustrated in Figure 23.

5.112 RefreshStartEventType

This

reprgsentation in the AddressSpace is formally-defined in Table 97.

Defined in IEC 62541-5
BaseEventType
AN
/\
A
|
SystemEventType
RefreshStart RefreshEnd RefreshRequired
EventType EventType EventType

IEC

Figure 23 — Refresh Related Eyent Hierarchy

EFventType is used by a Server to mark thesbeginning of a Refresh Notification cycl

()

Its

Table 97 — RefreshStartEventType definition

Attribute Value
BrowsgName RefreshStartEventType
IsAbstract True
Referg¢nces NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the SystemEventType defined in IEC 62541-5, i.e. it has HasProperty References to the same Nodes.

5.11.
This

3 RefreshEndEventType

EventType is used by a Server to mark the end of a Refresh Notification cyclg. Its

representation in the AddressSpace Is tormally defined in Table 938.

Table 98 — RefreshEndEventType definition

Attribute Value
BrowseName RefreshEndEventType
IsAbstract True
References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the SystemEventType defined in IEC 62541-5, i.e. it has HasProperty References to the same Nodes.
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5.11.4 RefreshRequiredEventType

This EventType is used by a Server to indicate that a significant change has occurred in the
Server or in the subsystem below the Server that may or does invalidate the Condition state
of a Subscription. Its representation in the AddressSpace is formally defined in Table 99.

Table 99 — RefreshRequiredEventType definition

Attribute Value

BrowseName RefreshRequiredEventType

IsAbstract True

Refer¢nces NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the SystemEventType defined in IEC 62541-5, i.e. it has HasProperty References to the same Nodes.

When a Server detects an Event queue overflow, it shall track if any Condition Events

been

5.12
The

a suljtype of NonHierarchicalReferences. The representation in the AddressSpace is spe

in Ta

The
and i
or a

Clients to detect Conditions and ConditionSources is defined in Clause 6. Various exarn
for the use of this Reference Type may befound in Clause B.2.

case
one

HasCondition Reference type
1asCondition ReferenceType is a concrete Referencelyp€ and can be used directly

[ple 100.

ts Conditions. Each ConditionSource shall*be the target of a HasEventSource Refer
subtype of HasEventSource. The Addre§sSpace organisation that shall be provide

HasQondition References can be uséd in the Type definition of an Object or a Variable. IPthis

of their InstanceDeclaration Nodes. The TargetNode shall be a Condition ins

have

lost, if any Condition Events were lost, it shall issue a RefreshRequirédEventType Event
to thg Client after the Event queue is no longer in an overflow state.

It is
cified

Eemantic of this ReferenceType is to specify:the relationship between a ConditionSource

ence
d for
ples

the SourceNode of this ReferenceType shall be an ObjectType or VariableType Nope or

ance

declgration or a ConditionTypé. The following rules for instantiation apply:

e a|l HasCondition References used in a Type shall exist in instances of these Typégs as
well;

e iflthe TargetNade in the Type definition is a ConditionType, the same TargetNode will be
re¢ferenced‘en-the instance.

Has(Qondition References may be used solely in the instance space when they arg not

availpble‘in Type definitions. In this case, the SourceNode of this ReferenceType shall e an

ObjectVariable or Method Node, The TargetNode shall be a Condition instance lor a

ConditionType.

Table 100 — HasCondition ReferenceType

Attributes Value
BrowseName HasCondition
InverseName IsConditionOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
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5.13 Alarm and Condition status codes

Table 101 defines the StatusCodes defined for Alarm and Conditions (A&C).

Table 101 — Alarm & Condition result codes

Symbolic Id Description
Bad_ConditionAlreadyEnabled The addressed Condition is already enabled.
Bad_ConditionAlreadyDisabled The addressed Condition is already disabled.
Bad_ConditionAlreadyShelved The Alarm is already in a shelved state.
Bad_({onditionBranchAlreadyAcked The Eventld does not refer to a state that needs acknowledgement.

Bad_({onditionBranchAlreadyConfirmed |The Eventld does not refer to a state that needs confirmation.

Bad_(onditionNotShelved The Alarm is not in the requested shelved state.

Bad_[DpialogNotActive The DialogConditionType instance is not in Active state.

Bad_[DialogResponselnvalid The selected option is not a valid index in the ResponseOptionSet array.
Bad_HventldUnknown The specified Eventld is not known to the Server.

Bad_RefreshinProgress A ConditionRefresh operation is already in progress/

Bad_$§helvingTimeOutOfRange The provided Shelving time is outside the range allowed by the Server for Shelying
5.14| Expected A&C server behaviours

5.141 General

This | subclause describes behaviour that is expected from an OPC UA Server that is
implgmenting the A&C Information Model. In*particular this subclause describes spgcific

behayiours that apply to various aspect of the A&C Information Model.

5.142 Communication problems

In so

flcommunication fails_to.the underlying system,

—| For any Eventield related information that is exposed in the address space
Value/StatusCode obtained when reading the Event fields that are associated wit
communication failure shall have a value of NULL and a StatusCod
Bad_CammunicationError.

Conditions generate an Event, if the Retain field is set to True. These Events
have their Event fields that are associated with the communication failure cont

me implementation of an OPC UA A&C Server, the Alarms and Condition are provid¢d by
an upderlying system. The expected behaviour of an A&C Server when it is encount
comrunication problems with.the underlying system is:

ering

the
h the
b of

U

—| For_Subscriptions that contain Conditions for which the failure applies, the effécted

shall
Hin a

Racl

QLo L rav- o £ o H F'H | - £ +lo 1
Lidiuo LUUT UT DAdU__LUUTITuTinmeatulTLIiTul TUT 1S vAaidc.

— A Condition of the SystemOffNormalAlarmType shall be used to report

the

communication failure to Alarm Clients. The NormalState field shall contain the Nodeld

of the Variable that indicates the status of the underlying system.

For start-up of an A&C Server that is obtaining A&C information from an already running

underlying system:

— If a value is unavailable for an Event field that is being reported due to a start-up of the

UA Server (i.e. the information is just not available for the Event) the Event field shall
contain a StatusCode set to Bad_WaitingForlnitialData for the value.

If the "Time" field is normally provided by the underlying system and is unavailable, the
Time will be reported as a StatusCode with a value of Bad_WaitingForlInitialData.
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5.14.

3 Redundant A&C servers

In an OPC UA Server that is implementing the A&C Information Model and that is configured

to be

a redundant OPC UA Server, the following behaviour is expected:

e The Eventld is used to uniquely identify an Event. For an Event that is in each of the
redundant Servers, it shall be identical. This applies to all standard Events, Alarms and
Conditions. This may be accomplished by sharing of information between redundant
Server (such as actual Events) or it may be accomplished by providing a strict Eventld
generating algorithm that will generate an identical Eventld for each Event.

e |t is expected that for cold or warm failovers of redundant Servers, Subscription for Events

S

t
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F
q

6 AddressSpace organisation

6.1

The
and
estal
Even

6.2

HasN
of E
typic
outsi
with

Type

the
Cond
Cond

definjtion of these Reference Types.

hall require a ketresn operation. I'he Client shall initiate this Kerresh operation.

is expected that for hot failovers of redundant Servers, Subscriptions for Events
quire a Refresh operation. The Server shall issue a RefreshRequiredEventType Ev
is required.

br transparent redundancy, a Server shall not require any action bé|performed
lient.

General

AddressSpace organisation described in this clause @llows Clients to detect Cond
ConditionSources. An additional hierarchy of Object Nodes that are notifiers mg
lished to define one or more areas; the Client can)subscribe to specific areas to lim
t Notifications sent by the Server. Additional examples can be found in Clause B.2.

EventNotifier and source hierarchy

otifier and HasEventSource References are used to expose the hierarchical organiZ
vent notifying Objects and ConditionSources. An Event notifying Object repre
blly an area of Operator responsibility. The definition of such an area configurati
He the scope of this document”If areas are available, they shall be linked togethe
he included ConditionSources using the HasNotifier and the HasEventSource Refel
s. The Server Object shall:be the root of this hierarchy.

Figu:le 24 shows such_a:hierarchy. Note that HasNotifier is a subtype of HasEventSourcq.

arget Node of.'a HasNotifier Reference (an Event notifying Object) can also
itionSource. . The HasEventSource Reference is used if the target Node
itionSourcesbut cannot be used as Event notifier. See IEC 62541-3 for the fg
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ent if
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6.3

Has(
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Clien
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HasEventSource

[ LevelMeasurement

Figure 24 — Typical HasNotifier Hierarchy

Adding Conditions to the hierarchy

ondition is used to reference Conditions. The Reference is from a ConditionSourcHg
ition instance or — if no instance is exposed by the)Server — to the ConditionType.

ts

can locate

Conditions

first

HasNotifier

4

Device B

Device C

browsing for

ConditionSources
ventSource References (including subtypes like the HasNotifier Reference) and
sing for HasCondition References fromeall target Nodes of the discovered Reference

follg

IEC

to a

wing
then

Figune 25 shows the application of the“HasCondition Reference in a HasNotifier hieragrchy.

The
The
Cond

VVariable LevelMeasurement and the Object "Device B" Reference Condition insta

N1CeS.

Object "Tank A" References a ConditionType (MySystemAlarmType) indicating that a
ition exists but is not exposed in the AddressSpace.
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HasNotifier
HasNotifier Area 1 ——HasNotifier
HasNotifier Tank Farm Machine B
I
' |
Tank A HasNotifier
HasEventSource
HasCondition
Device B
LevelMeasurement
- MyAlarmTypeA:
HasCondition—| MyLeveIAIal"m'I"ype. d Condition 1
LevelMonitoring
HasCandition
MyAlarmTypeA:
MySystemAlarmType Condition 2

6.4

Figude 26 shows the use of the HasCondition Reference and the HasEventSource Refel
InstanceDeclaration. They are_used to indicate what References and Condition
bble on the instance of the ObjectType.

in ar
avail

The
Type|

Conditions in InstanceDeclarations

use of the HasEventSoeurce Reference
Definition Nodes has no-effect for Event generation.

TanKType

in the context of InstanceDeclarations

HasEventSource

A

Tank A

Figure 25 — Use of HasConditioniin'a HasNotifier hierarchy
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Figure 26 — Use of HasCondition in an InstanceDeclaration
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6.5 Conditions in a VariableType

Use of HasCondition in a VariableType is a special use case since Variables (and
VariableTypes) may not have Conditions as components. Figure 27 provides an example of
this use case. Note that there is no component relationship for the "LevelMonitoring" Alarm. It
is Server-specific whether and where they assign a HasComponent Reference.

BaseObjectType BaseVariableType
ﬁ JAN
/\

! | Tank A
AlarmType AnalogltemType
f% HasEventSource
ExclusiveLevel [ LevelMeasurementType }4
AlarmType / \
T A

A

HasCondition LevelMeasurementType: ‘

LlevelMeasurement

ExclusiveLevelAlarmType:

LevelMonitoring

HasCondition

ExclusiveLevelAlarmType:

LevelMonitoring

\

IEC

Figure 27 — Use of HasCondition in a VariableType

7

rd .Y

pystem State and alarms

71 Overview

The $tate of alarms is affected by the state of the process, equipment, system or plant,| For
example, when a tank is taken.©Qut of service, the level alarms associated with the tank would
be n¢ longer used, until the tank is returned to service. This clause describes Referencelypes
that ¢an be used by a StateMachine to indicate that a specific Effect on Alarms caused bly the
transftion of a StateMaehine. StateMachines that describe the state of a process, systgm or
equigment can vary,but an example StateMachine is provided in Annex F.

7.2 HasEffectDisable

The HasEffectDisable ReferenceType is a concrete ReferenceType and can be used dirgctly.
It is 3 subtype of HasEffect.

The semantic of this ReferenceType is to point form a Transition to an Alarm that will be
disabled.

e |If the Reference is to an Object then all Alarms in the HasNotifier hierarchy below that
Object are disabled,

o If the target is an AlarmType then all instances of that AlarmType in the HasNotifier
hierarchy below the Object containing the StateMachine are disabled,

e |If the target is an Alarm instance then the given Alarm instance is disabled.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode can be of an Object or AlarmType.

The representation of the HasEffectDisable ReferenceType in the AddressSpace is specified
in Table 102.
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Table 102 — HasEffectDisable ReferenceType

Attributes Value

BrowseName HasEffectDisable

InverseName MayBeDisabledBy

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment

7.3 | HasEffectEnable

The HasEffectEnable ReferenceType is a concrete ReferenceType and may be)used dirgctly.

It is 4 subtype of HasEffect.

The pemantic of this ReferenceType is to point form a Transition tq 'an Alarm that wjll be

enabled.

o Iflthe Reference is to an Object then all Alarms in the HasNotifier hierarchy below that
dbject are enabled.

o If| the target is an AlarmType then all instances of that AlarmType in the HasNagtifier
hlerarchy below the Object containing the StateMachine are enabled.

o Ifithe target is an Alarm instance then the given Afarm instance is enabled.

The BourceNode of this ReferenceType shall be.an Object of the ObjectType TransitionType

or onle of its subtypes. The TargetNode can be-of any NodeClass.

The 1

Table 103.

Table 103.—HasEffectEnable ReferenceType

epresentation of the HasEffectenablé*ReferenceType in the AddressSpace is specified in

Attributes Value
BrowseName HasEffectEnable
InverseName MayBeEnabledBy
Symmetric False
IsAbstract False
Refer¢nces NodeClass BrowseName Comment
7.4 HasEffectSuppress

The HasEffectSuppress ReferenceType is a concrete ReferenceType and may be used
directly. It is a subtype of HasEffect.

The semantic of this ReferenceType is to point form a Transition to an Alarm that will be
suppressed.

o If the reference is to an Object then all Alarms in the EventNotifer hierarchy below that
Object are suppressed.

e |If the target is an AlarmType then all instance of that AlarmType in the HasNotifier
hierarchy below the Object containing the StateMachine are suppressed.

o |f

the target is an Alarm instance then the given Alarm instance is suppressed.
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The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode can be of any NodeClass.

The representation of the HasEffectSuppress ReferenceType in the AddressSpace is
specified in Table 104.

Table 104 — HasEffectSuppress ReferenceType

Attributes Value
BrowseName HasEffectSuppress
InversgName VMayBeSuppressedBy
Symmetric False
IsAbstract False
Refer¢nces NodeClass BrowseName Comment
7.5 | HasEffectUnsuppressed

The
direc|

The
longs

o |f
o
If
b

o f
N

The

or onle of its subtypes. The TargetNode can be of any NodeClass.

The
spec

HasEffectUnsuppressed ReferenceType is a concrete ReferenceType and may be
Lly. It is a subtype of HasEffect.

semantic of this ReferenceType is to point form<a Transition to an Alarm that w
r be suppressed.

the Reference is to an Object then all Alarms in the HasNotifier hierarchy below
bject are removed from being suppressed,

the target is an AlarmType then all instance of that AlarmType are no longer supprg
elow the Object containing the StateMachine.

the target is an Alarm instance-then the given Alarm instance is no longer suppre
o errors are logged if the Alarmiwas not suppressed.

SourceNode of this RefetenceType shall be an Object of the ObjectType Transition

representation of\the HasEffectUnsuppress ReferenceType in the AddressSpa
fied in Table 105.

Table 105 — HasEffectUnsuppress ReferenceType

used

Il no

that

ssed

5sed.

Type

Ce is

Attributes Value
BrowsFName HasEffectUnsuppress
InverseName MayBeUnsuppressedBy
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
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8 Alarm metrics

8.1 Overview

The goal of a well-designed alarm system is to ensure that an Operator is made aware of
issues, both critical and non-critical, but is not overwhelmed by alarms/alerts or other
messages. When designing an alarm system, criteria are defined for alarm rates and general
performance of the system at various levels (Operator station, plant area, overall system etc.).
Evaluating the performance of an alarm system with regard to these design criteria requires
the collection of alarm metrics. These metrics provide summaries of alarm rates and other
alarm-related information.

This [clause defines a standard structure for metrics. This structure may be implemented at
multiple levels allowing a Server to collect metrics as needed. For example, an Object of this
type [might be added to the Server Object providing a summary of the Alarm performande for
the ertire Server. An instance might also be provided on an Object that includesa HasN¢tifier
hierarchy, such as a tank Object. In this case, it would provide the summary of all df the
Alarms that are part of the tank HasNotifier hierarchy.

8.2 | AlarmMetricsType

This | ObjectType is used for metric information. The ObjectType is formally defingd in
Tabl¢ 106.

Table 106 — AlarmMetricsTypé Definition

Attribute Value
BrowseName AlarmMetricsType
IsAbstract False
Refer¢nces NodeClass |BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in IEC 62541-5.
HasCgmponent |Variable AlarmCount Uint32 BaseDataVariableType |Mandatory
HasCgmponent |Variable StartTime UtcTime BaseDataVariableType |Mandatory
HasC¢mponent |Variable MaximumActiveState Duration BaseDataVariableType Mandatory
HasComponent |Variable MaximumUnAck Duration BaseDataVariableType Mandatory
HasCgmponent |Variable CurrentAlarmRate Double AlarmRateVariableType |Mandatory
HasCgmponent |Variable MaximumAlarmRate Double AlarmRateVariableType |Mandatory
HasCgmponent |Variable MaximumReAlarmCount Uint32 BaseDataVariableType Mandatory
HasComponent\ \Variable AverageAlarmRate Double AlarmRateVariableType |Mandatory
HasC¢mponent |Method Reset Mandatory

An instance of AlarmMetricsType can be added, with a HasComponent reference, to any
Object that has its "SubscribeToEvents" bit set within the EventNotifier Attribute. It will collect
the Alarm metrics for all Alarm sources assigned to this notifier Object. For example, if Alarm
metrics are desired for Tank A Object (see Figure B.3) that is in the HasNotifier hierarchy than
an instance of this object would be referenced by the Tank A object. When this object is
associated with the Server Object it will report Alarm metrics for the entire Server.

AlarmCount is the total count of Alarms since the last restart of the system or reset of this
counter.

StartTime is the time at which the Server started or the time of the last Reset Method
invocation, whichever is later.
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MaximumActiveState is the maximum time for which an Alarm was in the active state.

MaximumUnAck is the maximum time for which an Alarm was in the unacknowledged state.

CurrentAlarmRate is the sum of Alarms that occurred in the last Rate number of minutes (see
8.3). This sum should not include nuisance Alarms (i.e. chattering alarms). It is updated every

Rate

number of minutes.

MaximumAlarmRate is the maximum Alarm rate detected since the start of the Server, where
the rate is calculated as for CurrentAlarmRate.

MaximumReAlarmCount is the maximum ReAlarmCount for any Alarm.

AverggeAlarmRate is the average Alarm rate since the start of the Server or the| last

invodation of Reset Method, where the rate is calculated as for CurrentAlarmRate"

Resdt is a Method that will reset all of the counters, rates or times in this. Object

8.3 | AlarmRateVariableType

This yariable type provides a unit field for the rate for which the Alarm diagnostic applies.
Table 107 — AlarmRateVariableType definition

Attribute Value

BrowseName AlarmRateVariableType

IsAbstract False

ValueRank Scalar

DataType Double

Refer¢nces NodeClass BrowseName DataType |[TypeDefinition ModellingRule

HasPrpperty Variable Rate Uint16 PropertyType Mandatory

Rate|is the number of minutes over which the item is calculated.

8.4 | Reset Method

The Reset Method'is used to reset all of the counters, rates and time in the Object.

Signpture

Reset () ;

Method Result Codes in Table 108 (defined in Call Service).

Table 108 — Suppress result codes

Result Code Description

Bad_MethodInvalid

general description of this result code.

The Methodld provided does not correspond to the Objectld provided. See IEC 62541-4 for the

Bad_NodeldInvalid Used to indicate that the specified Objectld is not valid. See IEC 62541-4 for the general

description of this result code.
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Comments

The Reset Method will clear all setting in the diagnostic object and initialize them to zero.
Table 109 specifies the AddressSpace representation for the Reset Method.

Table 109 — Reset Method AddressSpace definition

Attribute Value
BrowseName Reset
Referg¢nces NodeClass BrowseName DataType TypeDefinition Modellinghule

AlwaygGeneratesEvent [ObjectType |AuditUpdateMethodEventType |Defined in IEC 62541-5.
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Annex A
(informative)

Recommended localized names

A.1 Recommended state names for TwoState variables
A.1.1 Localeld "en"
The “en" and
Tableg A.2.
Table A.1 — Recommended state names for Localeld "en"

Condition Type State Variable False State Name True State Name
CondifionType EnabledState Disabled Enabled
DialogConditionType DialogState Inactive Active
AcknowledgeableConditionType AckedState Unacknowledged Acknowledged

ConfirmedState Unconfirmed Confirmed
AlarmonditionType ActiveState Inactive Active
SuppressedState Unsuppressed Suppressed
OutOfServiceState I Service Out of Service
SilenceState Silenced Not Silenced
LatchedState Latched Unlatched
NonExclusiveLimitAlarmType HighHighState HighHigh inactive HighHigh active
HighState High inactive High active
LowState Low inactive Low active
LowLowState LowLow inactive LowLow active
Table A.2 - Recommended display names for Localeld "en"
Condition Type Browse Name display name
Unshelved Unshelved
Shelvgd TimedShelved Timed Shelved
OneShotShelved One Shot Shelved
Exclugive HighHigh HighHigh
High High
Low Low
LowLow LowLow
A.1.2 Localeld "de"

The recommended state display names for the Localeld "de" are listed in Table A.3 and
Table A.4.
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Table A.3 — Recommended state names for Localeld "de”

Condition Type

State Variable

False State Name

True State Name

ConditionType EnabledState Ausgeschaltet Eingeschaltet
DialogConditionType DialogState Inaktiv Aktiv
AcknowledgeableConditionType AckedState Unquittiert Quittiert
ConfirmedState Unbestatigt Bestatigt
AlarmConditionType ActiveState Inaktiv Aktiv
SuppressedState Nicht unterdriickt Unterdrickt
SilenceState Stumm Nicht Stumm
LatchedState Verriegelt Entriegelt
NonExclusiveLimitAlarmType HighHighState HighHigh inaktiv HighHigh-aktiv
HighState High inaktiv High-aktiv
LowState Low inaktiv Low aktiv
LowLowState LowLow inaktiv LowLow aktiv

Table A.4 — Recommended display names for-Localeld "de"

Condition Type

Browse Name

display name

Unshelved Nicht zuriickgestellt
Shelvgd TimedShelved Befristet zurtickgestellt
OneShotShelved Einmalig zurlickgestellt
Exclugive HighHigh HighHigh
High High
Low Low
LowLow LowLow
A.1.3 Localeld "fr"
The [fecommended state™display names for the Localeld "fr" are listed in Table A.5 and

Table A.6.
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Table A.5 — Recommended state names for Localeld "fr"

Condition Type

State Variable

False State Name

True State Name

ConditionType EnabledState Hors Service En Service

DialogConditionType DialogState Inactive Active

AcknowledgeableConditionType AckedState Non-acquitté Acquitté
ConfirmedState Non-Confirmé Confirmé

AlarmConditionType ActiveState Inactive Active
SuppressedState Présent Supprimé
SilenceState Muette Non-Muette
LatchedState

NonExclusiveLimitAlarmType HighHighState Trés Haute Inactive Tres Haute Active
HighState Haute inactive Haute' active
LowState Basse inactive Basse active
LowLowState Treés basse inactive Tres basse active

Table A.6 — Recommended display names for-Localeld "fr"

Condition Type Browse Name display name

Unshelved Surveillée

Shelvgd TimedShelved Mise de coté temporelle
OneShotShelved Mise de coté unique

Exclugive HighHigh Trés haute
High Haute
Low Basse
LowLow Trés basse

A.2 | Recommended dialog response options

The fecommended Dijalog response option names in different locales are listed in Table A.7.

Table A.7 — Recommended dialog response options

Locale "en" Locale "de" Locale "fr"
Ok OK Ok
Cancdl Abbrechen Annuler
Yes Ja Oui
No Nein Non
Abort Abbrechen Abandonner
Retry Wiederholen Réessayer
Ignore Ignorieren Ignorer
Next Néachster Prochain
Previous Vorheriger Precedent
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Annex B
(informative)

Examples
B.1 Examples for Event sequences from Condition instances
B.1.1 Overview
The me&wmwmwmm ' i i and
Tabl¢ B.2 list the value of state Variables for each Event Notification.
B.1.2 Server maintains current state only
This |example is for Servers that do not support previous states and therefore’ do not cfeate
and mhaintain Branches of a single Condition.
Figule B.1 shows an Alarm as it becomes active and then<{ihactive and alsq the
acknpwledgement and confirmation cycles. Table B.1 lists the values of the state Varigbles.
All Hvents are coming from the same Condition instance and therefore have the $ame
Conditionld.
Confirmed | I | I
Acked | | l |
Active —I I I I
) * o . . * ¢ Time Axis
Event
Notifications e
IEC
Figure B.1 — Single state example
Table:B.1 — Example of a Condition that only keeps the latest state
Eventld Branchlid Active Acked Confirmed| Retain Description
- NULL False True True False Initial state of Condition.
NULL True False True True Alarm goes active
2 NULL True True False True Condition acknowledged Confirm required
3 NULL False True False True Alarm goes inactive.
4 NULL False True True False Condition confirmed
5 NULL True False True True Alarm goes active.
6 NULL False False True True Alarm goes inactive.
7 NULL False True False True Condition acknowledged, Confirm required.
8 NULL False True True False Condition confirmed.
*) The first row is included to illustrate the initial state of the Condition. This state will not be reported by an
Event.
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B.1.3 Server maintains previous states

This example is for Servers that are able to maintain previous states of a Condition and
therefore create and maintain Branches of a single Condition.

Figure B.2 illustrates the use of branches by a Server requiring acknowledgement of all
transitions into Active state, not just the most recent transition. In this example no
acknowledgement is required on a transition into an inactive state. Table B.2 lists the values
of the state Variables. All Events are coming from the same Condition instance and have
therefore the same Conditionld.

Previous State
(Branchld 2) e
Actve=true
Previous State
(Branchld 1) —
Actve=true
I l Confirmed
Current State _l_l

(Branchld Null) | KOh | e
_l I l I I _I Active

\ () (] *

LA
Event
Notifications °

g

Oay

(4 ® Time Axis>

(=)o

CaGy,

IEC

Figure B.2 — Previous state example
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Table B.2 — Example of a Condition that maintains previous states via branches

Eventld | Branchid Active Acked |Confirmed| Retain Description
? NULL False True True False Initial state of Condition.
1 NULL True False True True Alarm goes active.
2 NULL True True True True Condition acknowledged requires Confirm
3 NULL False True False True Alarm goes inactive.
4 NULL False True True False Confirmed
5 NULL True False True True Alarm goes active.
Q NULL :_G:DU TIUU TIUU TIUU Al’allll 9\.’50 ;IIG\;t;VU.
1 True False True True b)  |Prior state needs acknowledgment, Brangh #1
created.
NULL True False True True Alarm goes active again.
1 True True False True Prior state acknowledged;, Gonfirm required.
1P NULL False True True True ¥ Alarm goes inactive @gain.
1h 5 True False True True Prior state needs 'acknowledgment. Brangh #2
created.
1R 1 True True True False Prior state.confirmed. Branch #1 deleted
Prior state acknowledged, Auto Confirmgd by
system. Branch #2 deleted.
1B 2 True True True False  IThe confirmation of the previous transition
allows the system to auto confirm this
transition
1@ NULL False True True Ealse No longer of interest.
a) THe first row is included to illustrate the initial state ofi.the Condition. This state will not be reported py an
Event.
N¢tes on specific situations shown with this example:
If the current state of the Condition is acknowledged then the Acked flag is set and the new state is reported
(Hvent #2). If the Condition state changes. before it can be acknowledged (Event #6) then a branch sfate is
reported (Event #7). Timestamps for the Evehts #6 and #7 is identical.
THe branch state can be updated several'times (Events #9) before it is cleared (Event #12).
A gingle Condition can have many branch states active (Events #11).
b) It fs recommended as in this table to leave Retain=True as long as there exist previous states (branches).

B.2

This
Has(
asso

Aggri

AddressSpace examples

clause _(provides additional examples for the use of HasNotifier, HasEventSource
ondjtion References to expose the organization of areas and sources with
ciated’/ Conditions. This hierarchy is additional to a hierarchy provided with Organize

and
their
b and

bgates References.

Figure B.3 illustrates the use of the HasCondition Reference with Condition instances.
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Objects

HasNotifier

> Server e \

A

Orgahizes
_— Tank Farm Machine B
Tank A
HasEventSource

—»—E LevelMeasurement }

\

HasCondition

»

MyLevelAlarmType:
LevelMonitoring

> Device-B $

HasConditi
MyAlarmTypeA: ast-ondition
Condition 1

HagEventSource

MyAlarmTypeA:
Condition 2

IEC

Figure)B.3 — HasCondition used with Condition instances

In systems wheére" Conditions are not available as instances, the ConditionSource|may
refergence the-ConditionTypes instead. This is illustrated with the example in Figure B.4.
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Objects
5 Server | HasNotifier \
Area 1
ProcessAlarm / \
Type
Organizes

% Tank Farm Machine B

ExclusiveLimit /-
Atarmyoe: ¥
% Mo TankA N
HasEventSource

Exclusive
Level

MyLevelAlarmType

Figune B.5 provides an example where the HasCondition Reference is already defined i
system. The Reference may point to a Condition Type or to an instance. Both va
hown in this example. A Reference to a Condition Type in the Type system will resul

rence to the same Type Node in the instance.

A-\

Type
are s
Refe

y

-~

HasCondition

J

—»—[ LevelMeasurement ]

Figure B.4 — HasCondition reference to-a Condition type

MySystemAlarmType

1

HasCondition

\

TankType

~~

HasCondition

N

HasEventSource

N

—»—E LevelMeasurement ]

\

HasCondition

F

/ Tank Farm
HasNotifier
Tank A N
HasEventSource

¥

—»—[ LevelMeasurement ]

\

HasCondition

F

MyLevelAlarmType:
LevelMonitoring

MyLevelAlarmType:
LevelMonitoring

Figure B.5 — HasCondition used with an instance declaration
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Annex C
(informative)

Mapping to EEMUA

Table C.1 lists EEMUA terms and how OPC UA terms maps to them.

Table C.1 - EEMUA Terms

EEMUA Term

OPC UA Term

EEMUA Definition

Accepted

Acknowledged=True

An Alarm is accepted when the Operator has indicated awareness of.its
presence.

In OPC UA, this may be accomplished with the Acknowledge Method.

Active|Alarm

Active = True

An Alarm Condition which is on (i.e. limit has been exceeded/and Conditipn
continues to exist).

Alarm|Message

Message Property (defined

in IEC 62541-5.)

Test information presented to the Operator that describes the Alarm Confdlition.

Alarm|Priority

Severity Property (defined in

IEC 62541-5.)

The ranking of Alarms by severity and response'time.

Alert

A lower priority Notification than an Alarm that has no serious consequenge if
ignored or missed. In some Industries ‘also referred to as a "Prompt" or
"Warning".

No direct mapping! In UA the concept of Alerts may be accomplished by the
use of severity. E.g., Alarnisthat have a severity below 50 may be considered
as Alerts.

Cleardgd

Active = False

An Alarm state that indicates the Condition has returned to normal.

Disable

Enabled = False

An Alarm is disabled when the system is configured such that the Alarm ill not

be generated gven though the base Alarm Condition is present.

Prompgt

Dialog

A request from the control system that the Operator perform some process
action that the system cannot perform or that requires Operator authority|to
perfofm.

Raisedl

Active = True

An Alarm is Raised or initiated when the Condition creating the Alarm ha
occurred.

Release

OneShotShelving

A "release" is a facility that may be applied to a standing (UA = active) Ajarm in
a similar way to which Shelving is applied. A released Alarm is temgorarily
removed from the Alarm list and put on the shelf. There is no indication|to the
Operator when the Alarm clears, but it is taken off the shelf. Hence, when the
Alarm is raised again it appears on the Alarm list in the normal way.

Reset

Retain=False

An Alarm is Reset when it is in a state that can be removed from the Dispglay
list.

OPC UA includes Retain flag which as part of its definition states: "When a
Client receives an Event with the Retain flag set to False, the Client phould
consider this as a Condition/Branch that is no longer of interest, in the dase of
a "current Alarm display" the Condition/Branch would be removed frgm the
display”

Shelving

Shelving

Stretvir 0 i Alarm
from being displayed to the Operator when it is causing the Operator a
nuisance. A Shelved Alarm will be removed from the list and will not re-

annunciate until un-shelved.

Standing

Active = True

An Alarm is Standing whilst the Condition persists (Raised and Standing are
often used interchangeably).

Suppress

Suppress

An Alarm is suppressed when logical criteria are applied to determine that the
Alarm should not occur, even though the base Alarm Condition (e.g. Alarm
setting exceeded) is present.

Unaccepted

Acknowledged = False

An Alarm is accepted when the Operator has indicated awareness of its
presence. It is unaccepted until this has been done.
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D.1

Annex D
(informative)

Mapping from OPC A&E to OPC UA A&C

Overview

Serving as a bridge between COM and OPC UA components, the Alarm and Events proxy and
wrapper enable existing A&&E COM Clients and Servers to connect to UA Alarms and
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ns and Conditions Client to connect to an existing Alarms and Events COM"Server

per. The second aspect enables an existing Alarms and Events COM Client to conn
Alarms and Conditions Server via a COM proxy. This proxy is notated from this
rd as the A&E COM UA Proxy.

arms and Events COM Client is notated from this point forwatd 'as A&E COM Client.
Alarms and Conditions Server is notated from this pointforward as UA A&C Server.

mappings describe generic A&E COM interoperability components. It is recomme]
vendors use this mapping if they develop («their own components; however,
cations may benefit from vendor-specific mappings.

Alarms and Events COM UA wrapper

Event Areas

t Areas in the A&E COM Server are represented in the A&E COM UA Wrapp
ts with a TypeDefinition~of BaseObjectType. The EventNotifier Attribute for
Cts always has the SubscribeToEvents flag set to True.

root Area is représented by an Object with a BrowseName that depends on th
br. It is always thetarget of a HasNotifier Reference from the Server Node. The root
s multiple A&E*€OM Servers to be wrapped within a single UA Server.

Area hierarchy is discovered with the BrowseOPCAreas and the GetQualifiedAreaN
pods. . The Area name returned by BrowseOPCAreas is used as the BrowseNamsg
ayName for each Area Node. The QualifiedAreaName is used to construct the No

The

ly stated, there are two aspects to the migration strategy. The first aspect enables p UA

via a

berver wrapper. This wrapper is notated from this point forward as the~A&E COIII UA

ct to
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NamespaceURI qualifying the Nodeld and BrowseName is a unique URI assigned t

b the

combination of machine and COM Server.

Each Area is the target of HasNotifier Reference from its parent Area. It may be the source of
one or more HasNotifier References to its child Areas. It may also be a source of a
HasEventSource Reference to any sources in the Area.

The A&E COM Server may not support filtering by Areas. If this is the case, then no Area
Nodes are shown in the UA Server address space. Some implementations could use the
AREAS Attribute to provide filtering by Areas within the A&E COM UA Wrapper.
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Event Sources in the A&E COM Server are represented in the A&E COM UA Wrapper as
Objects with a TypeDefinition of BaseObjectType. If the A&E COM Server supports source
filtering then the SubscribeToEvents flag is True and the Source is a target of a HasNotifier
Reference. If source filtering is not supported the SubscribeToEvents flag is False and the
Source is a target of a HasEventSource Reference.

The Sources are discovered by calling BrowseOPCAreas and the GetQualifiedSourceName
Methods. The Source name returned by BrowseOPCAreas is used as the BrowseName and
DisplayName. The QualifiedSourceName is used to construct the Nodeld. Event Source

Nod

D.2.

Evenft Categories in the A&E COM Server are represented in the UA Servercas/Object]|
which are subtypes of BaseEventType. The BrowseName and DisplayName 'of.the Object
Nodd for Simple and Tracking Event Types are constructed by appending the text ‘Event]

Event categories

cferernce fronTam Ared.

ypes
Type
[ype’

to the Description of the Event Category. For Condition Event Typesthe text ‘AlarmType’ is
appended to the Condition Name.

Thesg ObjectType Nodes have a super type which depends(on the A&E Event Type
Event Category Description and the Condition Name; howeYer, the best mapping req
knowledge of the semantics associated with the Event Categories and Condition Names.
COM UA Wrapper does not know these semantics then Simple Event Types
subtypes of BaseEventType, Tracking Event Types are subtypes of AuditEventType
Condition Event Types are subtypes of the AlarmType. Table D.1 defines mappings for

A&E

of "well known" Category description and Condition:Names to a standard super type.

Table D.1 — Mapping from standard ‘Event categories to OPC UA Event types

, the
uires
If an
are
and
A set

COM A&E Event Type

Category Description

Condition Name

OPC UA EventType

Simplg - - BaseEventType

Simplg Device Failure - DeviceFailureEventType
Simplg System-Message --- SystemEventType

Trackihg - --- AuditEventType

Condifion . - AlarmType

Condifion Level - LimitAlarmType

Condifion Level PVLEVEL ExclusiveLevelAlarmType
Condifion Level SPLEVEL ExclusiveLevelAlarmType
Condifion Level HI HI NonExclusivelLevelAlarmType
Condifion Level HI NonExclusiveLevelAlarmType
Condilian | evel L0 NonExclusivel evelAlarmType
Condition Level LOLO NonExclusivelLevelAlarmType
Condition Deviation --- NonExclusiveDeviationAlarmType
Condition Discrete - DiscreteAlarmType

Condition Discrete CFN OffNormalAlarmType
Condition Discrete TRIP TripAlarmType

There is no generic mapping defined for A&E COM sub-Conditions. If an Event Category is
mapped to a LimitAlarmType then the sub Condition name in the Event shall be used to set
the state of a suitable State Variable. For example, if the sub-Condition name is "HI HI" then

that means the HighHigh state for the LimitAlarmType is active
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For Condition Event Types, the Event Category is also used to define subtypes of
BaseConditionClassType.

Figure D.1

illustrates how ObjectType Nodes created from the Event Categories and
Condition Names are placed in the standard OPC UA HasNotifier hierarchy.

BaseEventType K
<CategoryA> <CategoryB> .
EventType EventType ABRHISETITEE
7
<CategoryC>
EventType
<ConditionNameX>
AlarmType —b AlarmType
DeviationAlarmType LevelAlarmJype
' T
ExclusiveLimit
<ConditionNameY> AR
AlarmType AN
&
ExclusiveLevel R <ConditionNameZ>
AlarmType N AlarmType
Figure D:1 — The type model of a wrapped COM A&E server
D.2.4 Event attributes
Eventt Attributesiin the A&E COM Server are represented in the UA Server as Variables
are fargets 0f) HasProperty References from the ObjectTypes which represent the #
Categoriesi-The BrowseName and DisplayName are the description for the Event Attri
The gata\type of the Event Attribute is used to set DataType and ValueRank. The Nods
consfjructed from the EventCategoryld, ConditionName and the Attributeld.

IEC

vhich
Event
bute.
b/d is

D.2.5

Event subscriptions

The A&E COM UA Wrapper creates a Subscription with the COM AE Server the first time a
Monitoredltem is created for the Server Object or one of the Nodes representing Areas. The
Area filter is set based on the Node being monitored. No other filters are specified.

If all MonitoredItems for an Area are disabled then the Subscription will be deactivated.

The Subscription is deleted when the last Monitorediltem for the Node is deleted.

When filtering by Area, the A&E COM UA Wrapper needs to add two Area filters: one based
on the QualifiedAreaName which forms the Nodeld and one with the text /** appended to it.
This ensures that Events from sub areas are correctly reported by the COM AE Server.
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A simple A&E COM UA Wrapper will always request all Attributes for all Event Categories
when creating the Subscription. A more sophisticated wrapper may look at the EventFilter to
determine which Attributes are actually used and only request those.

Table D.2 lists how the fields in the ONEVENTSTRUCT which are used by the A&E COM UA
Wrapper are mapped to UA BaseEventType Variables.

Table D.2 — Mapping from ONEVENTSTRUCT fields to UA BaseEventType Variables

UA Event Variable ONEVENTSTRUCT Notes
Field
szSource A ByteString constructed by appending the fields together.
szConditionName
Eventid ftTime
ftActiveTime
dwCookie
dwEventType The Nodeld for the corresponding ObjectType Node. The
Eventlype dwEventCategory szConditionName maybe omitted by|some implementations.
szConditionName
SourcgNode szSource The Nodeld of the corresponding Source Object Node.
SourcgName szSource -
Time ftTime -
ReceiyeTime - Set when the/Neotification is received by the wrapper.
LocalTlime - Set based on the clock of the machine running the wrapper.
Messdge szMessage "Localelis the default locale for the COM AE Server.
Severity dwSeverity -

Tablg D.3 lists how the fields in the GNEVENTSTRUCT which are used by the A&E COM UA
Wrapgper are mapped to UA AuditEventType Variables.

Table D.3 — Mapping fromONEVENTSTRUCT fields to UA AuditEventType Variablps

JA Event Variable ONEVENTSTRUCT Notes
Field
ActionTimeStamp ftTime Only set for tracking Events.
Statug - Always set to True.
Servefld - Set to the COM AE Server NamespaceURI
ClientpAuditEntryld - Not set.
ClientUsérld szActorlD -

Table D.4 lists how the fields in the ONEVENTSTRUCT which are used by the A&E COM UA
Wrapper are mapped to UA AlarmType Variables.
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Table D.4 — Mapping from ONEVENTSTRUCT fields to UA AlarmType Variables

UA Event Variable ONEVENTSTRUCT Notes
Field
Set to the Nodeld of the ConditionClassType for the Event
ConditionClassld dwEventType Category of a Condition Event Type. Set to the Nodeld of
BaseConditionClass Type Node for non-Condition Event Types.
Set to the BrowseName of the ConditionClassType for the Event
ConditionClassName dwEventType Category of Condition Event Type. To set "BaseConditionClass"
non-Condition Event Types.
ConditionName szConditionName -
Branchtd = Always set to NULL.
Retairl wNewState Set to True if the OPC_CONDITION_ACKED bit is not set or
OPC_CONDITION_ACTIVE bit is set.
Enabl¢dState wNewState Set to "Enabled"” or "Disabled"
Enablg¢dState.ld wNewState Set to True if OPC_CONDITION_ENABLEDris\set
A string constructed from the bits in the WlNewState flag.
The following rules are applied in order to select the string:
Enabl¢dState. "Disabled" if OPC_CONDITIGN_ENABLED is not set.
wNewState
EffectiveDisplayName "Unacknowledged" if OPCXCONDITION_ACKED is not sdt.
"Active" if OPC_CONDITFION_ACKED is set.
"Enabled" if OPCLCONDITION_ENABLED is set.
Qualit wQuality The COM DA Quality’ converted to a UA StatusCode.
Set based onvthe last Event received for the Condition instange.
Severity dwSeverity
Set to the current value if the last Event is not available.
Commjent - The value of the ACK_COMMENT Attribute
ClientUserld szActorlD -
AckedfState wNewState Set to "Acknowledged" or "Unacknowledged "
AckedState.ld wNewState Set to True if OPC_CONDITION_ACKED is set
ActiveBtate wNewState Set to "Active" or "Inactive "
ActiveBtate.ld wNewState Set to True if OPC_CONDITION_ACTIVE is set
This time is set when the ActiveState transitions from False td True.
NOTE Additional logic applies to exclusive limit alarms, in tHat the
LimitState. TransitionTime also needs to be set, but this is setfeach
time a limit is crossed (multiple limits might exist). For the initlal
transition to True the ftActiveTime is used for both
LimitState. TransitionTime and ActiveState.TransitionTime. For
subsequent transition the ActiveState.Transition time does not
) . - o change, but the LimitState. TransitionTime will be updated with the
ActiveBtate.TransitiohTime ftActiveTime new ftActiveTime.
For example, if an alarm has Hi and HiHi limits, when the Hillimit is
crossed and the alarm goes active the FTActiveTime is used for
both times, but when the HiHi limit is later crossed, the
FTACTive TTme s only DE USed Tor the LimitState. I ransiion 1 1me.
NOTE The ftActiveTime is part of the key for identifying the
unique event in the A&E server and needs to be saved for
processing any commands back to the A&E Server.

The A&C Condition Model defines other optional Variables which are not needed in the A&E
COM UA Wrapper. Any additional fields associated with Event Attributes are also reported.

D.2.6 Condition instances

Condition instances do not appear in the UA Server address space. Conditions may be
acknowledged by passing the Eventld to the Acknowledge Method defined on the
AcknowledgeableConditionType.
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Conditions may not be enabled or disabled via the COM A&E Wrapper.

D.2.7 Condition Refresh

The COM A&E Wrapper does not store the state of Conditions. When ConditionRefresh is
called the Refresh Method is called on all COM AE Subscriptions associated with the
ConditionRefresh call. The wrapper needs to wait until it receives the call back with the
bLastRefresh flag set to True in the OnEvent call before it can tell the UA Client that the
Refresh has completed.

D.3 —Alarms-and-Events COM-UA-prexy
D.3.1 General

As illustrated in the figure below, the A&E COM UA Proxy is a COM Server combined with a
UA Client. It maps the Alarms and Conditions address space of UA A&C) Server intp the
appropriate COM Alarms and Event Objects.

Subcjauses D.3.2 through D.3.9 identify the design guidelines_and constraints used to
devel|op the A&E COM UA Proxy provided by the OPC Foundation~In" order to maintain a[ high
degrg¢e of consistency and interoperability, it is strongly recommended that vendors,| who
choope to implement their own version of the A&E COM\WUA Proxy, follow these $ame
guidg¢lines and constraints.

The JA&E COM Client simply needs to address how) to connect to the UA A&C Sgrver.
Conrlectivity approaches include the one where A&E COM Clients connect to a UA|A&C
Server with a CLSID just as if the target Server were an A&E COM Server. Howevel, the
CLSID may be considered virtual since it is defined to connect to intermediary components
that diltimately connect to the UA A&C Server-Using this approach, the A&E COM Client|calls
co-crieate instance with a virtual CLSID as described above. This connects to the A&E COM
UA Proxy components. The A&E COM;UA Proxy then establishes a secure channel and
session with the UA A&C Server. As -aresult, the A&E COM Client gets a COM Event Server
interface pointer.

D.3.2 Server status mapping

The A&E COM UA Proxy.reads the UA A&C Server status from the Server Object Vafiable
Nodqg. Status enumeration values that are returned in ServerStatusDataType structure may be
mapped 1 for 1 to the A&E COM Server status values with the exception of UA A&C Sgrver
statup values Unkhown and Communication Fault. These both map to the A&E COM Sgrver
statup value of{Failed.

The Yendorinfo string of the A&E COM Server status is mapped from ManufacturerName

D.3.3 Event Type mapping

Since all Alarms and Conditions Events belong to a subtype of BaseEventType, the A&E COM
UA Proxy maps the subtype as received from the UA A&C Server to one of the three A&E
Event types: Simple, Tracking and Condition. Figure D.2 shows the mapping as follows:

o those A&C Events which are of subtype AuditEventType are marked as A&E Event type
Tracking;
o those A&C Events which are ConditionType are marked as A&E Event type Condition;

o those A&C Events which are of any subtype except AuditEventType or ConditionType are
marked as A&E Event type Simple.
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Table D.5 — Event category attribute mapping table

A&E ONEVENTSTRUCT "attribute" A&E COM UA Proxy Mapping
The following items are present for all A&E event types
szSource UA BaseEventType Property: SourceName
ftTime UA BaseEventType Property: Time
szMessage UA BaseEventType Property: Message
dwEventType See D.3.3
dwEventCategory See D.3.4
dwSeyerity HA-BaseEvenrthrpe-Rropert—Severty
dwNuinEventAttrs Calculated within A&E COM UA Proxy
pEventtAttributes Constructed within A&E COM UA Proxy

The following items are present only for A&E Condition-Related Events
szConditionName UA ConditionType Property: ConditionName
szSub[ConditionName UA ActiveState Property: EffectiveDisplayName
wChangeMask Calculated within Alarms and Events COM UA proxy.

wNewptate: OPC_CONDITION_ACTIVE |A&C AlarmConditionType Property: ActiveStaté

Note that events mapped as non-Condition-Events and those that do not derjve
from AlarmConditionType are set to ACTIVE by default.

wNewptate: OPC_CONDITION_ENABLED|A&C ConditionType Property: EnabledState

Note, Events mapped as non-Gondition Events are set to ENABLED (state Qi
mask = 0x1) by default.

=3

wNewftate: OPC_CONDITION_ACKED |A&C AcknowledgeableConditionType Property: AckedState

Note that A&C Events myapped as non-Condition Events or which do not deriye
from AcknowledgeableConditionType are set to UNACKNOWLEDGED and
AckRequired = False by default.

wQuality A&C ConditianType Property: Quality

Note that(Events mapped as non-Condition Events are set to
OPC_QUALITY_GOOD by default.

In*general, the Severity field of the StatusCode is used to map COM status cpdes
OPC_QUALITY_BAD, OPC_QUALITY_GOOD and OPC_QUALITY_UNCERTAIN.
When possible, specific status' are mapped directly. These include (UA => COM):

Bad status codes
Bad_ConfigurationError => OPC_QUALITY_CONFIG_ERROR
Bad_NotConnected => OPC_QUALITY_NOT_CONNECTED
Bad_DeviceFailure => OPC_QUALITY_DEVICE_FAILURE
Bad_SensorFailure => OPC_QUALITY_SENSOR_FAILURE
Bad_NoCommunication => OPC_QUALITY_COMM_FAILURE
Bad_OutOfService => OPC_QUALITY_OUT_OF_SERVICE

Uncertain status codes

Uncertain_NoCommunicationLastUsableValue =>
OPC_QUALITY_LAST_USABLE

Uncertain_LastUsableValue => OPC_QUALITY_LAST_USABLE
Uncertain_SensorNotAccurate => OPC_QUALITY_SENSOR_CAL
Uncertain_EngineeringUnitsExceeded => OPC_QUALITY_EGU_EXCEEDED
Uncertain_SubNormal => OPC_QUALITY_SUB_NORMAL

Good status codes
Good_LocalOverride => OPC_QUALITY_LOCAL_OVERRIDE

bAckRequired If the ACKNOWLEDGED bit (OPC_CONDITION_ACKED) is set then the Ack
Required Boolean is set to False, otherwise the Ack Required Boolean is set to
True. If the Event is not of type AcknowledgeableConditionType or subtype, then
the AckRequired Boolean is set to False.
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A&E ONEVENTSTRUCT "attribute" A&E COM UA Proxy Mapping
ftActiveTime If the Event is of type AlarmConditionType or subtype and a transition from

dwCookie

Server.

Generated by the A&E COM UA Proxy. These unique Condition Event cookies are
not associated with any related identifier from the address space of the UA A&C

The following is used only for A&E tracking events and for A&E condition-relate events which are acknowledgement
notifications

szActqrID

Vendgr specific Attributes — ALL

ACK Gomment

AREAB All A&E Events are assumed to support the "Areas" Attribute, However, no
Attribute or Property of an A&C Event is available which provides this value.
Therefore, the A&E COM UA Proxy initializes the value of-the Areas Attribute
based on the Monitoredltem producing the Event. Ifithe . A&E COM Client has
applied no area filtering to a Subscription, the corfesponding A&C Subscriptipn will
contain just one Monitoredltem — that of the UA'A&C Server Object. Events
forwarded to the A&E COM Client on behalf of this Subscription will carry an Areas
Attribute value of empty string. If the A&E(COM Client has applied an area filfer to
a Subscription then the related UA A&E_Subscription will contain one or morg
Monitoredltems for each notifier Node identified by the area string(s). Events
forwarded to the A&E COM Client on behalf of such a Subscription will carry an
areas Attribute whose value isthe rélative path to the notifier which produced the
Event (i.e. the fully qualified@rea name).

Vendgr specific Attributes — based on category

SubtypeProperty1 All the UA A&C subtyperProperties that are not part of the standard set expoged by

SubtypePropertyn BaseEventType op-ConditionType

Condition Event instance records are\'stored locally within the A&E COM UA Proxy. [Each

reconld holds ONEVENTSTRUCT .data for each EventSource/Condition instance. When the
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The A&E COM UA Proxy maintains the mapping of Attributes on an Event category basis. An
Event category inherits its Attributes from the Properties defined on all supertypes in the UA
Event Type hierarchy. New Aftributes are added for any Properties defined on the direct UA
Event type to A&E category mapping. The A&E COM UA Proxy adds two Attributes to each
category: AckComment and Areas. Figure D.4 shows an example of this mapping.
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Figure D.4 — Example mapping of UA Event Types to A&E categories with attributes

D.3.6 Event Condition mapping
Evenjts of any subtype of ConditionType are designated COM Condition Events and are
subjgct to additional processing due to the stateful nature of Condition Events. COM
Condition Events transition between states composed of the friplet
ENABLED|ACTIVE|JACKNOWLEDGED. In UA A&C, Event subtypes of ConditionType|only
carry| alvalue which can be mapped to ENABLED (DISABLED) and optionally, dependirjg on
furth i iti i i i TIVE
(INACTIVE) or ACKNOWLEDGED (UNACKNOWLEGED). Condition Event processing
proceeds as described in Table D.5 (see A&E ONEVENTSTRUCT "Afttribute" rows:

OPC_CONDITION_ACTIVE, OPC_CONDITION_ENABLED and OPC_CONDITION_ACKED).

D.3.7 Browse mapping

A&E COM browsing yields a hierarchy of areas and sources. Areas can contain both sources
and other areas in tree fashion where areas are the branches and sources are the leaves. The
A&E COM UA Proxy relies on the "HasNotifier" Reference to assemble a hierarchy of
branches/areas such that each Object Node which contains a HasNotifier Reference and
whose EventNotifier Attribute is set to SubscribeToEvents is considered an area. The root for
the HasNotifier hierarchy is the Server Object. Starting at the Server Object, HasNotifier
References are followed and each HasNotifier target whose EventNotifier Attribute is set to
SubscribeToEvents becomes a nested COM area within the hierarchy.
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The HasNotifier target may also be a HasNotifier source. Further, any Node which is a
HasEventSource source and whose EventNotifier Attribute is set to SubscribeToEvents is also
considered a COM Area. The target Node of any HasEventSource Reference is considered an
A&E COM "source" or leaf in the A&E COM browse tree.

In general, Nodes which are the source Nodes of the HasEventSource Reference and/or are
the source Nodes of the HasNotifier Reference are always A&G&ECOM Areas. Nodes which are
the target Nodes of the HasEventSource Reference are always A&E COM Sources. Note
however that targets of HasEventSource which cannot be found by following the HasNotifier
References from the Server Object are ignored.

Giveh the above logic, the A&E COM UA Proxy browsing will have the following limitafions:
Only| those Nodes in the UA A&C Servers address space which are connected ,by the
HasNotifier Reference (with exception of those contained within the top level Objects fqlder)
are considered for area designation. Only those Nodes in the UA A&C Server's address gpace
which are connected by the HasEventSource Reference (with exception of those contgined
withip the top level Objects folder) are considered for area or source designation. To Qe an
areaf a Node shall contain a HasNotifier Reference and its EventNotifier Atfribute shall be set
to SybscribeToEvents. To be a source, a Node shall be the target Node. of a HasEventSoqurce
Reference and shall have been found by following HasNotifier Reférences from the Sgrver
Objert.

D.3.8 Qualified names
D.3.8.1 Qualified name syntax

From the root of any sub tree in the address space of the UA A&C Server, the A&E [COM
Client may request the list of areas and/or sources contained within that level. The resyltant
list of area names or source names will consist of'the set of browse names belonging to fhose
Nodgs which meet the criteria for area orcsource designation as described above. These
namgs are "short" names meaning that they-are not fully qualified. The A&E COM Client may
requéest the fully qualified representation>of any of the short area or source names. In the|case
of solurces, the fully qualified source -name returned to the A&E COM Client will be the string
encofed value of the Nodeld as defined in IEC 62541-6 (e.g., "ns=10;i=859"). In the cape of
areas, the fully qualified area name returned to the COM Client will be the relative path tp the
notifier Node as defined in IEC 62541-4 e.g.,
"/6:Bpiler1/6:Pipe100X/1:Input/2:Measurement"). Relative path indices refer to the namespace
table|described in D.3.8.2.

D.3.§4.2 Namespace table

UA Server Namespace table indices may vary over time. This represents a problem for fhose
A&E |COM (Clients which cache and reuse fully qualified area names. One solution tq this
probIEm would be to use a qualified name syntax which includes the complete URIs fpr all

referenced’/table indices. This, however, would result in fully qualified area names which are
unwieldy”and impractical for use by A&E COM Clients. As an alternative, the A&E COM UA
Proxy will maintain an internal copy of the UA A&C Server's namespace table together with
the locally cached endpoint description. The A&E COM UA Proxy will evaluate the UA A&C
Server's namespace table at connect time against the cached copy and automatically handle
any re-mapping of indices if required. The A&E COM Client can continue to present cached
fully qualified area names for filter purposes and the A&E COM UA Proxy will ensure these
names continue to reference the same notifier Node even if the Server's namespace table
changes over time.

To implement the relative path, the A&E COM UA Proxy maintains a stack of INode interfaces
of all the Nodes browsed leading to the current level. When the A&E COM Client calls
GetQualifiedAreaName, the A&E COM UA Proxy first validates that the area name provided is
a valid area at the current level. Then looping through the stack, the A&E COM UA Proxy
builds the relative path. Using the browse name of each Node, the A&E COM UA Proxy
constructs the translated name as follows:
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D.3.9.4 Filter by area

The

asso
A&E
Serv

QualifiedName translatedName = new QualifiedName(Name, (ushort)
ServerMapping Table[Namespacelndex]) where

Name - the unqualified browse name of the Node

Namespacelndex — the Server index

the ServerMappingTable provides the Client namespace index that corresponds to the

Server index.

gh the stack until the relative path is fully constructed.

Subscription filters
A1 General

A&E COM UA Proxy supports all of the defined A&E COM filter criteria.

e filter types are implemented using simple numeric cofaparisons. For Event filters
[;ed Event shall match the Event type(s) specified by‘the filter. For Category filterg
ed Event’'s category (as mapped from UA Event type) shall match the catego

h the range specified by the Subscription filter.

b case of source filters, the UA A&C, Server is free to provide any appropriate, Sg
fic value for SourceName. Theres* no expectation that source Nodes discovere
5ing can be matched to the SourceName Property of the Event returned by the UA
br using string comparisons., Further, the A&E COM Client may receive Events

rences. Thus, source filters will only apply if the source string can be matched t
ceName Property of an\Event as received from the target UA A & C Server. Source

se of wildcard characters.

A&E COM“UA Proxy implements Area filtering by adjusting the set of Monitored
Ciatedswith a Subscription. In the simple case where the Client selects no area filte
COM-UA Proxy will create a UA Subscription which contains just one Monitoredlten

loop

, the
, the
ry or
Il be

rver-
H via
A&C
from
urce
b the
filter

will use the patternymatching rules documented in the A&E COM specification, incliiding

tems
, the
, the

pr\Object. In doing so, the A&E COM UA Proxy will receive Events from the entire S

erver

address space — that is, all Areas. The A&E COM Client will discover the areas associated

with

the UA Server address space by browsing. The A&E COM Client will

use

GetQualifiedAreaName as usual in order to obtain area strings which may be used as filters.
When the A&E COM Client applies one or more of these area strings to the COM Subscription
filter, the A&E COM UA Proxy will create Monitoredltems for each notifier Node identified by
the area string(s). Recall that the fully qualified area name is in fact the namespace qualified

relati

ve path to the associated notifier Node.
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The A&E COM UA Proxy calls the TranslateBrowsePathsToNodelds Service to get the Node
ids of the fully qualified area names in the filter. The Node ids are then added as
Monitoredltems to the UA Subscription maintained by the A&E COM UA Proxy. The A&E COM
UA Proxy also maintains a reference count for each of the areas added, to handle the case of
multiple A&E COM Subscription applying the same area filter. When the A&E COM
Subscriptions are removed or when the area name is removed from the filter, the ref count on
the Monitoredltem corresponding to the area name is decremented. When the ref count goes
to zero, the Monitoreditem is removed from the UA Subscription.

As with source filter strings, area filter strings may contain wildcard characters. Area filter
strings which contain wildcard characters require more processing by the A&E COM UA

char cters the A&E COM UA Proxy will scan the relative path for path elements thaft are
completely specified. The partial path containing just those segments which are fully-spegified
reprgsents the root of the notifier sub tree of interest. From this sub tree root Node, the| A&E
COM UA Proxy will collect the list of notifier Nodes below this point. The Lrelative |path
assogiated with each of the collected notifier Nodes in the sub tree will be matched against
the Qlient supplied relative path containing the wildcard character. A Monitoredltem is chated
for eqach notifier Node in the sub-tree whose relative path matches that,of\the supplied relative
path |using established pattern matching rules. An area filter string{which contains wildcard
characters may result in multiple Monitoredltems added to the UA.Subscription. By confrast,
an a1ea filter string made up of fully specified path segments and ho wildcard characterp will
resulf in one Monitoredltem added to the UA Subscription. Sogthe steps involved are:

heck if the filter string contains any of these wild card(characters, ™', '?', '#,'[', 'T", '"I',|'-";

1) c
2) sgan the string for path elements that are completely specified by retrieving the substring
up to the last occurrence of the ‘/’ character;

3) optain the Nodeld for this path using TranslateBrowsePathsToNodelds;
4) browse the Node for all notifiers below it;

5) uping the ComUtils.Match() function match the browse names of these notifiers against
the Client supplied string containingthe wild card character;

6) afdd the Node ids of the notifiers-that match as Monitoreditems to the UA Subscription,
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Annex E
(informative)

IEC 62682 Mapping

This annex provides a description of how the I[EC 62682 information model may be mapped to
OPC UA. It highlights term differences, concepts and other functionality. IEC 62682 provides

additjoralinformationabout-managingand Hmiting-alarmsnotcovered by this specificatign.
NOTE| ISA 18.2 is not discussed by this mapping, but IEC 62682 and ISA 18.2 are related and most/definitions in
ISA 18.2 correspond to the definitions in IEC 62682.
E.2 | Terms
IEC 62682 defines a large number of terms that are covered by the OPC UA model byt not
used|in the text. These IEC 62682 terms are listed in Table E.1 and include a description,
mapping or relationship to OPC UA Alarms and Events:
Table E.1 — IEC 62682 Mapping
EC 62682 OPC UA Mapping / Related IEC 62682 Definition
Concept R
OPC UA Application of
absolyte alarm ExclusiveDeviationAlarmType Anjalarm generated when the alarm set point is
NonExclusiveDeviationAlarmType *{exceeded.
Both OPC UA models expose a set point and progess
the Alarm as an absolute Alarm requires, the only
difference is the interaction between relative statgs
(High, HighHigh...)
adapt|ve alarm Alarm for which the setpoint is changed by an
algorithm (e.g. rate based).
In OPC UA, adaptive alarming may be part of a v¢ndor
specific alarm application, but it would or could mpke
use of a number of standard Alarm functions desdribed
in this specification. OPC UA provides limit, rate ¢f
change and deviation alarming. Vendors may easjly
develop algorithms to adjust any of the limits that|are
exposed.
adjus{able alarm 4 ExclusiveLimitAlarmType An alarm for which the set point can be changed
operator-set alarm NonExclusiveLimitAlarmType manually by the Operator.
Both OPC UA models allow Alarm limits to be wrifeable
and allow for an Operator to change the limit. Forall
changes to limits, an audit event should be generpted

raCkKing tne change.

advanced alarming

A collection of techniques that can help manage
annunciations during specific situations.

In OPC UA advanced alarming may be part of a vendor
specific alarm application, but it would or could make
use of a number of standard Alarm functions described

in this specification, such as adaptive setting of a
setpoint for deviation Alarm. It might also require
definition of new Alarm subtypes.

the
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IEC 62682

OPC UA Mapping / Related
Concept

IEC 62682 Definition

OPC UA Application of

Annunciation / Alarm
Annunciation

Retain

A function of the alarm system is to call the attention
of the Operator to an alarm.

OPC UA provides an Alarm model that includes
concepts such as re-alarming, Alarm silence and Alarm
delays, but it is up to the Client application to make
use of these features to generate both audible and
visual annunciation to the Operator. OPC UA does not
provide visual indication but it does provide priority
information on which the client can be configured to
provide the appropriate visual display. A key concept

for alarm display is the concept of Alarm states\and a
Retain bit (see Annex B for more details).

alarm|attribute

Various Alarm Properties

The setting for an alarm within the process{contrdl
system.

OPC UA defines a number of Properties that reflgct
what would be termed alarm attributés in IEC 62682
such as Alarm setpoint which maps to the setpoinit
property in an ExclusiveDeyiationAlarmType.

alarm|class

ConditionClass,

ConditionSubClass

A group of alarms witha'‘common set of alarm
management requirements (e.g. testing, training,
monitoring, and audit requirements).

ides
also

OPC UA provides ConditionClasses, but also pro
other groupings, like ConditionSubClass OPC UA
specifies,a iumber of predefined classes, but it i
expecte@/that vendors, other standards group or ¢ven
end users will define their own extensions to thes
classes. The OPC concepts allow Alarms to be
categorized as needed.

1

alarm|Deadband

ExclusiveDeviationAlarmType
NonExclusiveDeviationAlarmType

A change in signal from the alarm setpoint neces
for the alarm to return to normal.

ary

In OPC UA, the ExclusiveDeviationAlarmType an
NonExclusiveDeviationAlarmType contain an Alanm
deadband and can be used for the same functionality
described in IEC 62682.

filtering(alarm)

Event Subscription

A function which selects alarm records to be displayed
according to a given element of the alarm record.

In OPC UA, Alarms are received by a Client accofding
to the specific filter requested by the Client. The
filtering can be very robust or very simple accordipg to
the needs of the client. It is up to the Client appligation
to generate and provide the appropriate filter to the
server. OPC UA’s Alarm model is a subscription-gased
model, not a push model that is configured on a
server. The choice of filter is a client’s responsibility.

alarm|flood

Alarm diagnostics

A condition during which the Alarm rate is greater than
the Operator can effectively manage — (e.g. more|than
10 Alarms per 10 min).

OPC UA does not define Alarm flooding but it does
provide the capability to collect diagnostics that would
allow an engineer to review overall Alarm performance.

alarm group

alarm group

A set of alarms with common association (e.g. process
unit, process area, equipment set, or service). Alarm
groups are primarily used for display purposes.

OPC UA allows the definition of Alarm groups and the
assignment of Alarms to these groups. In addition.
OPC UA allows Alarms to also be part of a category.
OPC UA also allows Alarms to be organized as a
HasNotifier hierarchy (see Clause 6). Groups,
categories and hierarchies can be used for filtering or
restricting Alarms that are being displayed.

alarm history

historical events

long-term repository for alarm records.

IEC 62541-11 describes historical Events.
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IEC 62682

OPC UA Mapping / Related
Concept

IEC 62682 Definition

OPC UA Application of

alarm

log

short-term repository for alarm records.

This part does not specify repositories for Alarms.
Alarm logging is a Client function.

alarm

alarm
mana

management

system
gement

collection of processes and practices for determining,
documenting, designing, operating, monitoring, and
maintaining alarm systems.

OPC UA provides an infrastructure to allow vendors
and Operators to provide Alarm management, as such

HS 1™ Lol b et L 4 £ l t
H-sheuld-be-arintegratpartefaratermrmenagemen

system.

alarm

message

Events

text string displayed with the alarm indication‘\tha
provides additional information to the Operator (elg.,
Operator action).

OPC UA provides an Event structlre-that include
many different pieces of information (see IEC 62941-5
for additional details). Clients can subscribe for ag
much of this information as\desired and display tHis as
an Alarm message. All typical fields that would bg
associated with an Alarm,message are available. |In
addition, OPC UA provides significant additional
information.

alarm

priority

Priority

relative importance assigned to an alarm within tt
alarm systemto indicate the urgency of response|(e.g.,
seriousnéss of consequences and allowable resppnse

time)

[]

OPCAUA provides a Priority Variable as part of th¢
Alarm Object that provides the same functionality

alarm

rate

Alarm diagnostics

the number of alarm annunciation, per Operator, in a
specific time interval.

OPC UA provides diagnostics allowing the collectjon of
Alarm rate information at any level in the system.

Recoid (Alarm)

Events, Event filtering

a set of information which documents an alarm state
change.

In OPC UA all Alarms are generated as an Event pnd
the Client can select the fields that are to be inclyded
in the Events. This selection can be customized for
each AlarmConditionType, which allows a customijized
Alarm record to be generated.

alarm
limit,

setpoint, alarm
blarm trip point

Limit Alarms, Discrete Alarms

the threshold value of a process variable or discre¢te
state that triggers the alarm indication.

OPC UA supports Alarm limits and setpoints for
multiple Alarm types, including limit Alarms and
discrete Alarms.

Sorting, (afarm)

a function which orders alarm records to be displ3dyed
according to a given element of alarm record

OPC UA does not provide Alarm sorting as part of an
event subscription. Multiple filtering options are
provided, but the Client is required to perform any
ordering of Alarms.

alarm
alarm

summary,
list

a display that lists alarm annunciations with selected
information (e.g. date, time, priority, and alarm type).

In OPC UA Alarm summaries and Alarm lists are Client
functionality and are not specified. Extensive filtering
capabilities are provided by the Server to allow easier
implementation of Alarm summaries or lists by a
Client.
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IEC 62682

OPC UA Mapping / Related
Concept

IEC 62682 Definition

OPC UA Application of

Alert

An audible and/or visible means of indicating to the
Operator an equipment or process condition that can
require evaluation when time allows.

Alerts are items that should be attended to, but are not
as urgent as Alarms. OPC UA does not differentiate
between Alarms and alerts, but it does provide a full
range of priorities for Alarms. It is up to the end users
to determine what range of priorities are considered an
alert vs an Alarm etc.

allowd§ble response

time

The maximum time between the annunciation of the
alarm and when the Operator takes corrective-actjon to
avoid the consequence.

OPC UA does not provide any specific fields for
allowable response time, but it does_track the timgs at
which an Alarm occurs and when any actions are ftaken
on the Alarm.

annurjciator

device or group of devices that’call attention to
changes in process condjtions

OPC UA does not define annunciators, this is Clignt
functionality that canbe implemented using OPC JUA

Audit

comprehensived@sseéssment that includes the

evaluation of.alarm system performance and the
effectivenesgsyof the work practices used to adminjster
the alarm, system.

OPCG~UA/does provide a number of features that dan
facilitate an audit, including diagnostics and audit
events. Do not confuse OPC Audit Event with the|lEC
audit concept.

bad-njeasurement

alarm

an alarm generated when the signal for a process
measurement is outside the expected range (e.g.|3.8
mA for a 4 mA to 20 mA signal).

A bad measurement Alarm is not defined in OPC UA,
but limit Alarms are defined and they could be us¢d
directly to represent a bad-measurement Alarm.
Alternatively, limit Alarms could be further subtypgd to
allow easier filtering on bad-measurement Alarmg| if

desired.

bit-pa

tern alarm

Discrete\alarm

an alarm that is generated when a pattern of digitp
signals matches a predetermined pattern.

In OPC UA a bit pattern Alarm can be mapped top
DiscreteAlarmType.

calcu

ated alarm

An alarm generated from a calculated value instefd of
a direct process measurement.

In OPC UA any of the defined Alarm types can beg
applied to calculated values or to process values.

call-o

ut alarm

alarm that notifies and informs an Operator by means
other than, or in addition to, a console display (e.g.
pager or telephone)

OPC UA does not specify call-out alarms, since this is
client functionality. OPC UA does provide the ability to
categorize or group an Alarm such that it could be
easily identified as requiring a different type of
annunciation.

chattering alarm

OnDelay, OffDelay

alarm that repeatedly transitions between the alarm
state and the normal state in a short period of time.

The OPC UA features of OnDelay and OffDelay can be
used to help control chattering Alarms.
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IEC 62682

OPC UA Mapping / Related
Concept

IEC 62682 Definition

OPC UA Application of

classification

ConditionClasses

the process of separating alarms into alarm classes
based on common requirements (e.g. testing, training,
monitoring, and auditing requirements).

OPC defines a number of extensible ConditionClasses
that can be used for this purpose.

controller-output
alarm

alarm generated from the output signal of a control
algorithm (e.g. PID controller) instead of a direct
process measurement.

oRC- LA d 4 HA|
L~ -

A-doeshotprovide-anAtarmtypeforeontrpller-
output alarm, but a type could be created or an
existing type could be used, depending on the
requirements.

dynamic alarming

An automatic modification of alarm attributes bas¢d on
process state or conditions.

OPC UA does not define dynamig alarming behavjour,
but it allows programmatic agcess to limits, set pgints
or other parameters that would be required for a
dynamic alarming solution:

enfor¢ement

enhanced alarming technique that can verify and
restore alarm attributes in the control system to thje
values in the master alarm database.

OPC UA does\not provide enforcement, but it engbles
enforcement-by providing an information model thiat
includes default setting for Alarm types as well ag
original settings for dynamic Alarms. These featufes
may‘be used by a Client application to provide
enforcement.

fleetirlg alarm

Suppression, Shelving

An alarm that transitions between an active alarm| state
and an inactive alarm state in a short period of time.

OPC UA provides Alarm Suppression and Shelving
which an Operator might use to control fleeting Ajarms.

first-out alarm

first-up alarm

FirstinGroup
FirstinGroupFlag

An alarm determined (i.e. by first-out logic) to be the
first, in a multiple-alarm scenario.

OPC UA can support first-up/first-out Alarms as pjrt of
the Alarm information model, including definition ¢f the
group of Alarms.

instrument diagnostic
alarm

InstrumentDiagnosticAlarmType

An alarm generated by a field device to indicate 4 fault
(e.g. sensor failure).

OPC UA provides support for InstrumentDiagnost|c
Alarms that can be used to represent a failed senpor or
an instrument diagnostic.

monitpring

Alarm Diagnostics

measurement and reporting of quantitative (objective)
aspects of alarm system performance.

OPC UA provides diagnostic collection capabilitie that

can be used to measure and reports quantitative
information related to alarm system performance.

nuisance alarm

Alarm Diagnostics

An alarm that annunciates excessively, unnecessarily,
or does not return to normal after the Operator
response is taken. EXAMPLE: Chattering alarm,
fleeting alarm, or stale alarm.

The OPC UA model provides Alarm Diagnostics for
tracking the information needed to identify if an Alarm
is a nuisance Alarm (i.e. has been in an Alarm state
excessively or does not return to normal).

plant state

plant mode

StateMachines

defined set of operational conditions for a process
plant.

OPC UA provides an example StateMachine (see
Annex F) that can be customized or adapted to provide
process information. This StateMachine could also be
used to affect alarming.
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IEC 62682

OPC UA Mapping / Related
Concept

IEC 62682 Definition

OPC UA Application of

process area

Event Hierarchies

Object References (IEC 62541-5)

physical, geographical or logical grouping of resources
determined by the site.

OPC UA provides multiple manners in which an
information model can be displayed, this includes
grouping objects into process areas or any other
desired grouping. This is an inherent part of the OPC
UA information model.

re-alarming alarm,
re-triggering alarm

ReAlarmTime

alarm that is automatically re-annunciated to the
Operator under certain conditions.

RolAlaroaDona it o nt
e e Tr<epeat

OPC UA supports re-alarming as part of its base
AlarmConditionType.

recipg-driven alarm

StateMachines

Alarm Limits

alarm with setpoints that depend on the-tecipe that is
currently being executed.
OPC UA provides support for adjustable Alarm linpits.

It also provides support for prognanis and other
functionality that could be used-to drive recipes.
Annex F provides an example 'of a StateMachine and
how it could be used to_adjust Alarm settings.

Resef

LatchedState / Reset

Operator action that ufilatches a latched alarm.

OPC UA providgs ‘an optional StateMachine to indicate
an Alarm is capable of being latched and is in a
latched state\t also provides a Reset Method for
clearing the‘latched state.

safety related alarm

safety alarm

SafetyConditionClassType

an alarm that is classified as critical to process s3fety
for thie protection of human life or the environmeni.

OPC UA defines a safety ConditionClass for grouping
safety related alarms.

stale plarm

Alarm Diagnostics

alarm that remains annunciated for an extended geriod
of time (e.g. 24 hours).

OPC UA Alarm Diagnostics can track the length of time
an Alarm is active.

state-pased alarm —
modetbased alarms

StateMachine

alarm that has attributes modified or is suppressed
based on operating states or process conditions.

OPC UA can provide a system state StateMaching to
support process, device or system states (see
Annex F). With this StateMachine Servers can ad|ust
Alarm attributes or just Suppress or Disable Alarms
based on the StateMachine. The StateMachine cgn be
applied at multiple levels in the system.

statistical alarm

StatisticalConditionClassType

alarm generated based on statistical processing df a
process variable or variables.

OPC UA provides an Alarm Condition class that any of
the existing AlarmConditionTypes can be assignef to.
This allows any Alarm types, such as limit Alarms} to

be generated by statistical analysis.

Suppress

SuppressedOrShelved

Any mechanism to prevent the indication of the alarm
to the Operator when the base alarm condition is
present (i.e. shelving, suppressed by design, out-of-
service).

OPC UA provides a flag SuppressedOrShelved that
matches this functionality.

suppressed by
design

SuppressedState

alarm annunciation to the Operator prevented based
on plant state or other conditions.

OPC UA provides a SuppressedState that matches this
functionality.
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IEC 62682 OPC UA Mapping / Related IEC 62682 Definition
Concept .
OPC UA Application of
system diagnostic SystemDiagnosticAlarmType alarm generated by the control system to indicate a
alarm fault within the system hardware, software or
components.

OPC UA defines a system diagnostic Alarm that can be
used to represent faults with system hardware,
software or components.,

The following terms in IFC 62682 match the terms/concepts defined in the OPC UA
specffication and do not need any additional mapping or discussion:
cknowledge

ctive

arm

arm OffDelay

arm OnDelay

arm Type

e Deeviation Alarm

e Diiscrepancy Alarm

e FEjent

e Highly Managed Alarm

[ ]
—

htchingAlarm

e (QutofService

. ateofchange alarms
. eturn to normal
e Shelve

Sjlence

. nacknowledged
E.3 | Alarm records and State indications

OPC| UA provides all of the items listed as both required and recommended as part pf its
alar:l\ definitions, but it is up to the client to subscribe for the information. In OPC UA the
Client controls what alarm information is requested and obtained from the Server. The Sgerver
does|not define visual aspects of the alarm system, but does provide priority information|from

h' + H 1 + b + +l H + +al
whichme-vstaraspecrcanoe—Seroftme— CrrentSsStae:

OPC UA also supports all of the states described in IEC 62682. This includes tracking the
process states, system states and individual alarm states. OPC UA also provides a
StateMachine model that can be used in conjunction with an alarm system to alter alarm
behaviour based on the state of a system or process. For example, during start-up or
shutdown of a process or a system, some alarms might be suppressed.

The behaviour of an OPC UA alarm system also mimics that required by IEC 62682. All
behaviour described in IEC 62682 can easily be mapped to functionality define in OPC UA
Alarm & Conditions.
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Annex F
(informative)

System State

Overview

The state of alarms is affected by the state of the process, equipment, system or plant. For
example, when a tank is taken out of service, the level alarms associated with the tank would

The
beloy

m, process, equipment or item. A customized version of this model can be implemgnted
ny system, this sample is just an illustration.

current state from the StateMachine is applied to all items in the HasNotifier hierarchy
v the object with which the StateMachine is associated. The SystemState StateMaghine

can lbe used to automatically disable, enable, suppress or un-suppress"Alarms related tp the

Obje
used
Alarn

Optid

ct (with in the hierarchy of alarms from the given object). The StateMachine can algo be
by advanced alarming software to adjust the setpoint, limits arlother items related tp the
ns in the hierarchy.

nally, multiple SystemState StateMachines can be deployed.
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Operating

Process
Shutdown

Stabilized

Take Out

F.2

The [SystemStateStateMachineType includes a hierarchy of substates. It supports mu
transftions bh€tween Operating, StartingUp, ShuttingDown, Shutdown, OutOfService

Main

The 3

Startup

Isolate

Shutdown
System

OutofService
Hand to Hand to

Process Maintenance

Maintenance

Qlyttin AN A Of Service
/ b[ar‘[lngup UIIULLIIIUI—IUVVII
/ StartUp Emergency
Shutdown/
Return t
Seellrjvice0 Initiate Shutdown Oper
Complete

Figure F.1 — SystemState transitions

SystemStateStateMachineType

enance:

taté machine is illustrated in Figure F.2 and formally defined in Table F.1.

IEC

Itiple
and
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FiniteStateMachine Type
|:| StateType
- TransitionType
SystemState
StateMachineType

Operating - QuickStart

ShuttingDown

StartingUp

Shutdown utOfServic

— R Wf%
HasCau Q}’

Maintenance

|
mt%un/ ‘

HasCause

Maintain
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Figure F.2 — Systerrgf\h&\eStateMachineType Model
R\
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<
o
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Table F.1 — SystemStateStateMachineType definition

Attribute Value
BrowseName SystemStateStateMachineType
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling Rule

Class

Subtype of the Finite StateMachineType defined in IEC 62541-5
HasComponent Object Operating StateType
HasC¢mponent Object ShuttingDown StateType
HasCg¢mponent Object StartingUp StateType
HasC¢mponent Object Shutdown StateType
HasC¢mponent Object OutOfService StateType
HasC¢mponent Object Maintenance StateType
HasCg¢mponent Object ShutdownToOperating TransitionType
HasC¢mponent Object OperatingToShutdown TransitionType
HasC¢mponent Object ShuttingdownToShutdown TFransitionType
HasCg¢mponent Object OperatingToShuttingdown TransitionType
HasCg¢mponent Object StartingUpToOperating TransitionType
HasC¢mponent Object ShutdownToStartingUp TransitionType
HasC¢mponent Object OutofServiceToShutdown TransitionType
HasCg¢mponent Object ShutdownToOutOfService TransitionType
HasCg¢mponent Object OutofServiceToOperating TransitionType
HasCgmponent Object OperatingToOutofService TransitionType
HasCgmponent Object MaintenanceToOutOfService TransitionType
HasCg¢mponent Object OutOfService ToMaintenance TransitionType
HasC¢mponent Method Start Defined in Clause XXX Optional
HasC¢mponent Method Maintain Defined in Clause XXX Optional
HasC¢mponent Method Stop Defined in Clause XXX Optional
HasC¢mponent Method PlaceOutOfservice Defined in Clause XXX Optional
HasC¢mponent Method QuickShutdown Defined in Clause XXX Optional
HasC¢mponent Method QuickStart Defined in Clause XXX Optional
HasC¢mponent Method OutOfServiceShutdown Defined in Clause XXX Optional

The actual selection of States and Transitions would depend on the deployment of the
StateMachine. If the StateMachine were being applied to a tank or other part of a process, it
might have a different set of States than if it were applied to a meter or instrument. The meter
may only have Operating, OutOfService and Maintenance, while the tank may have all of the
described States and Transitions.

The StateMachine supports six possible states including: Operating, ShuttingDown,
StartingUp, Shutdown, OutOfService, Maintenance. It supports 12 possible Transitions and 7
possible Methods.

The SystemStateStateMachine Type transitions are formally defined in Table F.2.
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Table F.2 — SystemStateStateMachineType transitions

BrowseName References BrowseName TypeDefinition
Transitions
ShutdownToOperating FromState Shutdown StateType
ToState Operating StateType
HasCause QuickStart Method
OperatingToShutdown FromState Operating StateType
FoState Shutdown StateFype
HasCause QuickShutdown Method
ShuttipgdownToShutdown FromState ShuttingDown StateType
ToState Shutdown StateType
OperatingToShuttingdown FromState Operating StateType
ToState ShuttingDown StateType
HasCause Stop Method
StartingUpToOperating FromState StartingUp StateType
ToState Operating StateType
ShutdpwnToStartingUp FromState Shutdown StateType
ToState StartingUp StateType
HasCause Start Method
Outof$erviceToShutdown FromState OutOfService StateType
ToState Shutdown StateType
HasCause OutOfServiceShutdown Method
ShutdpwnToOutOfService FromState Shutdown StateType
ToState OutOfService StateType
HasCause OutOfServiceShutdown Method
OutOfBerviceToOperating FromState OutOfService StateType
ToState Operating StateType
HasCause PlaceOutOfService Method
OperafingToOutofService FromState Operating StateType
ToState OutOfService StateType
HasCause PlaceOutOfService Method
MaintgnanceToOutefService FromState Maintenance StateType
ToState OutOfService StateType
HasCause Maintain Method
OutOfBervice ToMaintenance FromState OutOfService StateType
ToState Maintenance StateType
HasCause Maintain Method

The system can always generate additional HasCause References, such as internal code. No
HasEffect References are defined, but an implementation might define HasEffect References
(such as HasEffectDisable) for disabling or enabling Alarms, suppressing Alarms or adjusting
setpoints or limits of Alarms. The targets of the reference might be an individual Alarm or
portion of a plant or piece of equipment. See Clause 7 for a list of HasEffect References that
could be used.
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

ARCHITECTURE UNIFIEE OPC -
Partie 9: Alarmes et Conditions

AVANT-PROPOS

2020

La] Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normali
composée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC)/D'IEC

objet de favoriser la coopération internationale pour toutes les questions de normalisation daps les don
de| I'électricité et de I'électronique. A cet effet, '|EC — entre autres activités — publie) des N
internationales, des Spécifications techniques, des Rapports techniques, des Spécifications”accessib
puplic (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confiée
comités d'études, aux travaux desquels tout Comité national intéressé par le sujet traité peut participe
organisations internationales, gouvernementales et non gouvernementales, en liaison avec I'lEC, parti
égplement aux travaux. L'IEC collabore étroitement avec I'Organisation Internationale de Normalisation
se|lon des conditions fixées par accord entre les deux organisations.

Lep décisions ou accords officiels de I'lEC concernant les questions techniqéés représentent, dans la n
du| possible, un accord international sur les sujets étudiés, étant donné(que les Comités nationaux dg
intéressés sont représentés dans chaque comité d’études.

Lep Publications de I'lEC se présentent sous la forme de recommandations internationales et sont ag
comme telles par les Comités nationaux de I'lEC. Tous les effortssraisonnables sont entrepris afin qug
s'dssure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsa
I'éyentuelle mauvaise utilisation ou interprétation qui en est faite/par un quelconque utilisateur final.

D4ns le but d'encourager I'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans tg
mesure possible, a appliquer de fagon transparente les.Publications de I'lEC dans leurs publications nati
et|régionales. Toutes divergences entre toutes Publications de I'IEC et toutes publications national
régionales correspondantes doivent étre indiquées,en-termes clairs dans ces derniéres.

L'IEC elle-méme ne fournit aucune attestation\de conformité. Des organismes de certification indéper
fouyrnissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marqu
copformité de I'lEC. L’IEC n'est responsablend‘aucun des services effectués par les organismes de certifi
indépendants.

Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication).

Adcune responsabilité ne doit\'eétre imputée a I'lEC, a ses administrateurs, employés, auxiliair
mandataires, y compris ses experts particuliers et les membres de ses comités d'études et des C
nationaux de I'lEC, pour tout préjudice causé en cas de dommages corporels et matériels, ou de tout
donmage de quelque nature que ce soit, directe ou indirecte, ou pour supporter les colts (y compris le
de| justice) et les dépenses découlant de la publication ou de I'utilisation de cette Publication de I'lEC
todite autre Publication d€ I'lEC, ou au crédit qui lui est accordé.

L'qttention est attirée sur les références normatives citées dans cette publication. L'utilisation de public
référencées estobligatoire pour une application correcte de la présente publication.

L’gttention.est/attirée sur le fait que certains des éléments de la présente Publication de I'lEC peuven
I'opjet de*droits de brevet. L'IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels
de|brevets et de ne pas avoir signalé leur existence.
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leur intégration dans les systémes de l'entreprise, du comité d'études 65 de I'lEC: Mesure,
commande et automation dans les processus industriels.
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Cette troisieme édition annule et remplace la deuxiéme édition parue en 2015. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) des unités techniques facultatives ont été ajoutées a la définition des ala

RateOfChange;

b) afin de respecter le modéle IEC 62682, les éléments suivants ont été ajoutés:

o états d'AlarmConditionType: Suppression, Silence, OutOfService, Latched;

rmes
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Propriétés d'AlarmConditionType: OnDelay, OffDelay, FirstinGroup, ReAlarmTime

nouveaux types d'alarmes: DiscrepencyAlarm, DeviationAlarm,

InstrumentDiagnosticAlarm, SystemDiagnosticAlarm;

c) ajout d'une annexe qui spécifie la maniére dont les concepts de cette partie dOPC UA
assurent la correspondance avec I'lEC 62682 et I'lSA 18.2;

d) nouvelles ConditionClasses ajoutées: Safety, HighlyManaged, Statistical, Testing,

T

raining;

e) ajout de I'AlarmType CertificateExpiration;

f) ajout d'un modéle de Mesures d'Alarme.

Le telxte de cette Norme internationale est issu des documents suivants:

FDIS Rapport de vote
65E/709/FDIS 65E/727/RVD

Le ripport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
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rendre qu'il existesune définition unique pour AddressSpace, et non deux définitions
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Le comité a décidé que le contenu de ce document ne sera pas modifié avant la date de
stabilité indiquée sur le site web de I'lEC sous "http://webstore.iec.ch" dans les données
relatives au document recherché. A cette date, le document sera

e reconduit,

e supprimé,

e remplacé par une édition révisée, ou

e amendé.

IMPORTANT - Le logo "colour inside” qui se trouve sur la page de couverturd de
cetfe publication indique qu’'elle contient des couleurs qui sont considérées comme
util}: a une bonne compréhension de son contenu. Les utilisateurs devraient, |par
conséquent, imprimer cette publication en utilisant une imprimante couleur.
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ARCHITECTURE UNIFIEE OPC -

Partie 9: Alarmes et Conditions

1 Domaine d'application

La présente partie de I'lEC 62541 spécifie la représentation des Alarmes et des Conditions
dans|l'Architecture unifiée OPC. Il comprend la représentation par le Modele d'information des
Alarmes et des Conditions dans l'espace d'adressage OPC UA. Les autres aspecty des
systg§mes d'alarme tels que la philosophie d'alarme, le cycle de vie, le temps de téponge de
I'alarme, les types d'alarmes et de nombreux autres détails figurent dans des documents tels
que I[IEC 62682 et I'lSA 18.2. Le Modele d'information sur les Alarmes et les Conditions de la
présgnte spécification est congu conformément a I'lEC 62682 et a I'lSA 18.2.

2 Reéférences normatives

Les documents suivants cités dans le texte constituent, pour,tout ou partie de leur contenu,
des [exigences du présent document. Pour les références datées, seule I’édition [citée
s’applique. Pour les références non datées, la derniére £&dition du document de réfénence
s'apdlique (y compris les éventuels amendements).

IEC TR 62541-1, OPC unified architecture — Part . Overview and concepts (disponible en
anglais seulement)

IEC $2541-3, Architecture unifiée OPC — Partie 3: Modéle d'espace d'adressage
IEC 62541-4, Architecture unifie OPC.+\Partie 4: Services

IEC §2541-5, Architecture unifiée-OPC — Partie 5: Modéle d'information

IEC ©2541-6, Architecture unifiée OPC — Partie 6: Mappings

IEC §2541-7, Architecture unifiée OPC — Partie 7: Profils

IEC $2541-8, Architecture unifiée OPC — Partie 8: Acces aux données

IEC 62541-11, Architecture unifié¢e OPC — Partie 11: Acces a I'historique

|EC laYaXeYe Pl oY ' ol P allal ol 1 HI | e ol 4 £ '
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EEMUA: 2nd Edition EEMUA 191 — Alarm System — A guide to design, management and
procurement (Appendixes 6, 7, 8, 9) (disponible en anglais seulement), disponible a I'adresse
https://www.eemua.org/Products/Publications/Print/EEMUA-Publication-191.aspx

3 Termes, définitions, termes abrégés et types de données utilisés

3.1 Termes et définitions

Pour les besoins du présent document, les termes et définitions donnés dans
I''EC TR 62541-1, I'lEC 62541-3, I'IEC 62541-4, I'l[EC 62541-5 ainsi que les suivants
s'appliquent.
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L'ISO et I'lEC tiennent & jour des bases de données terminologiques destinées a étre utilisées
en normalisation, consultables aux adresses suivantes:

o |EC Electropedia: disponible a I'adresse http://www.electropedia.org/

e |SO Online browsing platform: disponible a I'adresse http://www.iso.org/obp

3.11

Acquittement
action de I'Opérateur qui indique la reconnaissance d'une Alarme

Note 1 a l'article: Cette définition est tiree de 'EEMUA. Le terme "Acceptation" est un autre terme courant utilisé
Fésent

état d'une Alarme qui indique que la situation que I'Alarme représente existesactuellement

Note 1 a I'article: D'autres termes courants définis par 'EEMUA sont "en cours" pour unezAlarme active et "effacée"
lorsque la Condition est revenue a la normale et n'est plus Active.

3.1.3
AdaptiveAlarm
Alarme dont le point de consigne ou les limites sont modifiés\par un algorithme

Note {1 a I'article: Les AdaptiveAlarms sont des alarmes qui sont automatiquement ajustées par des algorifhmes.
Ces algorithmes peuvent détecter des conditions au sein d'une installation et modifier les points de consigne jou les
limiteq afin d'empécher les alarmes. Tres souvent, ces modifications se produisent sans interaction de I'Opérateur.

3.1.
AlarmFlood
cond|tion pendant laquelle le taux d'alarme.est supérieur a ce que |'Opérateur peut gérer
efficgcement

Note 1 a l'article: L'OPC UA ne définit pas,les conditions qui seraient jugées comme des afflux d'alarmef; ces
conditjons sont définies dans d'autres spgcifications telles que I'lEC 62682 ou I'ISA 18.2.

3.1.5
AlarmSuppressionGroup
groure d'Alarmes utilisé pour supprimer d'autres Alarmes

Note 1 & l'article: Un AlarmSuppressionGroup est une instance d'un AlarmGroupType utilisé pour supprimer
d'autr¢s Alarmes. Si_'‘me Alarme du groupe est active, alors I'"AlarmSuppressionGroup est actif. Si toutps les
Alarmgs de I'AlarmiSuppressionGroup sont inactives, alors I'AlarmSuppressionGroup est inactif.

Note 3 a larticte: L'Alarme a affecter référence les AlarmSuppressionGroups avec un ReferenceType
HasAlarmSuppressionGroup.

3.1.6]
ConditionClass

ensemble de Conditions qui indique le domaine ou le but pour lequel une certaine Condition
est utilisée

Note 1 a l'article: Un certain nombre de ConditionClasses de haut niveau sont définies dans la présente
spécification. Les fournisseurs ou les organisations peuvent obtenir des classes plus concrétes ou définir des
classes de haut niveau différentes.

3.1.7
ConditionBranch
état spécifique d'une Condition

Note 1 a l'article: Le Serveur peut maintenir des ConditionBranches pour I'état courant ainsi que pour des états
antérieurs.
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3.1.8
ConditionSource
élément sur lequel repose une Condition spécifique ou auquel celle-ci se rapporte

Note 1 a l'article: Il s'agit habituellement d'une Variable représentant un marqueur de processus (par exemple
FIC101) ou d'un Objet représentant un appareil ou un sous-systéme.

Note 2 a l'article: Dans des Evénements générés pour des Conditions, la Propriété SourceNode (héritée du
BaseEventType) contient le Nodeld de la ConditionSource.

3.1.9
confirmer

pour

actioh de configuration d'un systéme de telle maniere que I'Alarme n'est pas générée méme si
la Cdndition d'Alarme de base est présente

Note 1 a I'article: Cette définition est tirée de 'EEMUA et est décrite plus en détailydans 'EEMUA.

Note 3 a I'article: Dans I'lEC 62682, "désactiver" est référencé sous la dénomination "Hors service".

3.1.11
LatchingAlarm
alarnlwze qui reste a I'état d'alarme aprés que la condition de processus est revenue|a la

normfale et qui nécessite une réinitialisation de I'Operateur avant que l'alarme reviennd a la
normjale

Note 1 a Il'article: Les alarmes a enclenchement sont en/général des alarmes d'anomalie, lorsqu'une action|ne se
produit pas dans un délai spécifique. Lorsque I'actiorxse produit, I'alarme reste active jusqu'a sa réinitialisatign.

3.1.12
Opénateur
utilisateur spécial qui est affecté’a la surveillance et a la commande d'une partie|d'un
procgssus

Note 1 a l'article: "Un membre d‘un€ équipe opérations affecté a la surveillance et a la commande d'une paftie du
procegsus et travaillant au niveau de la Console du systéme de commande" selon la définition de 'EEMUA] Dans
le pr4sent document, un-Q@peérateur est un utilisateur spécial. Toutes les descriptions qui s'appliquernt aux
utilisajeurs généraux s'appliquent aussi aux Opérateurs.

3.1.13
Rafraichissement
action de mise a jour d'un Abonnement & des Evénements qui fournit toutes les Algrmes
jugées comme étant Retenues

Note 17a Tarticle: Cette notion est definie plus en detall dans TEEMUA-

3.1.14

Retain

Alarme dans un état intéressant pour un Client qui souhaite synchroniser son état de
Conditions a I'état du Serveur

3.1.15

Suspension

moyen par lequel I'Opérateur est capable d'empécher temporairement qu'une Alarme ne
s'affiche a l'attention de I'Opérateur lorsqu'elle cause une géne pour I'Opérateur

Note 1 a l'article: "Une Alarme suspendue est retirée de la liste et n'est pas annoncée de nouveau tant qu'elle sa
suspension n'est pas annulée" selon la définition de I'EEMUA.
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Note 1 a l'article: "Une Alarme est supprimée lorsque des critéres logiques sont appliqués pour déterminer qu'il
convient que I'Alarme ne se produise pas, méme si la Condition de base de I'Alarme (valeur de consigne d'Alarme
dépassée par exemple) est présente" selon la définition de 'EEMUA. Dans I'lEC 62682, les Alarmes Supprimées
sont également décrites comme étant "Supprimées par Conception"”, le systéme étant congu pour Supprimer une
Alarme en présence de certains criteres. Par exemple, si une unité de traitement est déconnectée, les alarmes de
niveau bas sont Supprimées pour tous les équipements de I'unité déconnectée.

3.2
A&E
COM
DA
UA

3.3

Les 1
docu
dans
donn

Termes abrégés

Types de données utilisés

Alarme et Evénement (comme utilisé pour le COM OPC)
(Microsoft Windows) Component Object Model (Modéle d'objet composant)
data access (accés aux données)

Unified Architecture (Architecture unifiée)

Tableau 1 — Types de paramétres définis dans I'lEC 62541-3

Type de parametre

Argument

BaseDataType

Nodeld

LocalizedText

Booléen

ByteString

Double

Durée

Chaine

Uint16

Int32

UtcTime

Type de paramétre

Integerld

StatusCode

[ableaux 1 et 2 décrivent les types de données qui sont utiliséstout au long du pré¢sent
ment. Ces types sont répartis en deux tableaux. Les types de données de base dg¢finis
I'lEC 62541-3 sont consignés dans le Tableau 1. Les/types de base et les typds de
pes de base définis dans I'lEC 62541-4 sont consignés dans le Tableau 2.
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4 Concepts

4.1 Généralités

Le présent document définit un Modeéle d'information pour les Conditions, les Conditions de
dialogue et les Alarmes, y compris les fonctionnalités d'acquittement. Ce modeéle s'appuie sur
la gestion d'Evénements de base définie dans I'|EC 62541-3, IEC 62541-4 et I'lEC 62541-5 et
les compléte. Ce Modele d'information peut aussi étre étendu pour prendre en charge les
autres besoins de domaines spécifiques. Les détails des aspects du Modéle d'information pris
en charge sont définis par le biais des Profils (voir I'lEC 62541-7 pour la définition des
Profils). Certains systémes peuvent présenter les Evénements et Conditions historiques par le

biais[du Cadre d"Acces a IIilstorlque (Vvoir I'MEC 6254 1-T1 pour [a definition des £venements

histofiques).

4.2 Conditions

Les |Conditions sont utilisées pour représenter I'état d'un systéme ou de Il'un de| ses
composants. Certains exemples communs sont:

e upe température dépassant une limite configurée;
e up appareil présentant la nécessité d'une maintenance;

e up processus par lots qui exige que I'utilisateur confirme ang certaine étape du procgssus
apant de se poursuivre.

Chadue instance de Condition est d'un ConditionTypelspécifique. Le ConditionType 4t les
typeq résultants sont des sous-types du BaseEventType (voir I'lEC 62541-3 et I'|EC 62541-5).
La présente partie définit les types qui sont comimuns a de nombreux secteurs. Il est prévu
que Jes fournisseurs ou autres groupes de normalisation définissent des ConditionTypes
supp|émentaires obtenus a partir des types de’base communs définis dans la présente phprtie.
Les ConditionTypes pris en charge par un<Serveur sont présentés dans I'AddressSpage du
Serveur.

incombe au Serveur de décider si, 6ui ou non, ces instances sont également présentées|dans
I'AddressSpace du Serveur..le 4.10 fournit un contexte supplémentaire concernanf les
instapnces de Condition. Leslinstances de Condition doivent avoir un identificateur unique|pour
les d|fférencier des autres instances, qu'elles soient présentées ou non dans I'AddressSpjace.

Les |nstances de Condition sont ,des mises en ceuvre spécifiques d'un ConditionTy;[e. [l

Comme mentionné (Ci;dessus, les Conditions représentent I'état d'un systeme ou de I'yn de
ses qomposants, Cependant, dans certains cas, les états antérieurs qui nécessitent encofe de
I'atteption doivént également étre maintenus. Les ConditionBranches sont introduites afjn de
traiter de cette ‘exigence et établir la distinction entre I'état courant et les états antérieurs.
Chadue ConditionBranch a un Branchld qui la différencie des autres branches de la mpiéme
instapce,'de Condition. La ConditionBranch qui représente I'état courant de la Conditign (le
tronc)) 'avun Branchld NULL. Les Serveurs peuvent générer des Notifications d'Evénements
pour chaque branche. Lorsqu'il n'est pas nécessaire que I|'état représenté par une
ConditionBranch fasse I'objet d'attention supplémentaire, une Notification d'Evénement finale
pour cette branche a sa Propriété Retain définie sur False. Le 4.4 fournit plus d'informations
et des cas d'utilisation. La conservation d'états antérieurs et donc la prise en charge de
plusieurs branches sont facultatives pour les Serveurs.

D'un point de vue conceptuel, la durée de vie de l'instance de Condition est indépendante de
son état. Cependant, les Serveurs peuvent fournir lI'accés a des instances de Condition
uniquement tant qu'il existe des ConditionBranches.
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Le modéle d'état de base d'une Condition est représenté a la Figure 1. Il est étendu par les
divers sous-types de Conditions définis dans le présent document et peut étre étendu
davantage par les fournisseurs ou autres groupes de normalisation. Les états principaux
d'une Condition sont "Disabled" et "Enabled". L'état Disabled est destiné a permettre la
désactivation des Conditions au niveau du Serveur ou en dessous du Serveur (dans un
appareil ou un certain systéme sous-jacent). L'état Enabled est normalement étendu par
I'ajout de sous-états.

Disabled

Un passage a l'état Disabled se traduit par un Evénmement de Condition, mais il n'es
généré de Notifications d'Evénements consécutivesitant que la Condition n'est pas rever

I'état

Lorsd

se traduisent par la création d'Evénements de Condition par le Serveur.

Lorsd
réalig
invod
que
désa
en 5.

entrdine des changenments des Conditions.

4.3

Les
Ackn
acqu

y
\

Enabled

IEC

Figure 1 — Modéle d'état de base d'une. Condition

Enabled.

u'une Condition entre dans I'état Enabled, ce passage et tous les passages consé

ue I'Audit est pris en charge par'un Serveur, I'action suivante liée a un Audit doit

pas
ue a

cutifs

étre

ation d'une Méthode ou paticertains moyens spécifiques au Serveur/fournisseur),
He créer une Notification-d'AuditEvent pour chaque instance de Condition activé
ctivée. Pour plus d'informations, voir la définition d'AuditConditionEnableEvent
10.2. Les AuditEvents sont également générés pour toute autre action de I'Opératel

Conditions-acquittables

AcknowledgeableConditions sont des sous-types du ConditionType de base.
pwledgeableConditions présentent les états pour indiquer qu'une Condition doit
ttée ou confirmée.

ée. Le Serveur crée des AuditEvents pour les opérations Enable et Disable (so:t par

lutét
e ou
Type
r qui

Les
étre

Un AckedState et un ConfirmedState étendent I'état Enabled défini par la Condition. Le
modéle d'état est représenté a la Figure 2. L'état activé est étendu en ajoutant I'AckedState et

(facu

Itativement) le ConfirmedState.
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[ Disabled ]

/ Enabled
AckedState = _
[ TRUE _’l AckedState = False ]

ConfirmedState o ConfirmedState
= TRUE 7|\ = False

Figure 2 — Modéle d'état des AcknowledgeableConditions

IEC

interme au Serveur. Par exemple, I'acquittement d'une Conditioi connexe peut faire que [cette
Condition devienne acquittée, ou la Condition peut étre réglée pour s'Acquitter elle-méme
autommatiquement lorsque la situation acquittable disparait.

L'acquittement de la transition peut venir du Client ou peut étre-dd a une certaine IorFque

Deux modeles d'états d'Acquittement sont pris en charge dans le présent document. Chacun
de des modéles d'états peut étre étendu afin{de prendre en charge des situgtions
d'acquittement plus complexes.

Le modéle d'état de base d'Acquittement est*représenté a la Figure 3. Ce modeéle définit un
AckedState. Les changements d'état spécifiques qui se traduisent par un changement|vers
I'état| dépendent de la mise en ceuvre.du Serveur. Par exemple, dans les modéles d'Alarme
typeq, le changement se limite a une transition vers |'état Active ou a des transitions au| sein
de I'gtat Active. Cependant, des.modéles plus complexes peuvent aussi admettre| des
chanpgements vers I'AckedStatedarsque la Condition passe a un état inactif.

AckedState = TRUE

Méthode Aoquitice
par le
Acknowledge Serveur

AckedState = False

IEC

Figure 3 — Modéle d'état d'Acquittement

Un modéle d'état plus complexe qui ajoute une confirmation a I'Acquittement de base est
représenté a la Figure 4. Le modéle d'Acquittement confirmé est habituellement utilisé pour
établir une différence entre le fait d'acquitter la présence d'une Condition et le fait d'avoir
entrepris une action pour traiter la Condition. Par exemple, un Opérateur recevant une
Notification de température élevée du moteur appelle la Méthode Acknowledge pour signaler
au Serveur qu'une température élevée a été observée. L'Opérateur entreprend ensuite une
certaine action, comme diminuer la charge sur le moteur afin de faire baisser la température.
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L'Opérateur appelle ensuite la Méthode Confirm pour signaler au Serveur qu'une action
corrective a été entreprise.

Ry >

) Méthode Acknowledge

Acquittéee Non acquittée

Acquittement par le Serveur

Serveur restreint a
"Non confirmé"
jusqu'a I'Acquittement

4.4

Certs
un ce
envir|
a l'ét
que (
d'éta
main
sont

Les
d'util
supp

4.5

Lorsq
mom
que

nouv

Les

un éll:t intéressant en demandant le Rafraichissement d'un Abonnement. Il convient de

que |
pas t

K Non confirme Méthode g Confirmé )

" Confirmé par le Serveur

IEC

Figure 4 — Modéle d'état d'un Acquittement confirmé

Etats antérieurs des Conditions

ins systémes exigent que les états antérieurs d'une Condijtion’soient conservés pe

se succedent rapidement, il peut exister plusieurs états non acquittés, et le Serveu
enir les ConditionBranches pour tous les états* antérieurs non acquittés. Ces bran
supprimées des qu'elles ont été acquittéestou si elles ont atteint leur état final.

ConditionBranches multiples peuvent' également étre utilisées pour d'autres
sation ou des états antérieurs instantanés d'une Condition exigent des ad
émentaires.

Synchronisation des états-d'une condition

u'un Client s'abonne a_des Evénements, la Notification des transitions commend
ent de I'Abonnement. L:'état courant existant n'est pas signalé. Cela signifie par exe
es Clients ne sent*pas informés des Alarmes actuellement Actives jusqu'a ce
eau changement d'état se produise.

Clients peQvent obtenir I'état courant de toutes les instances de Condition qui sont

Rafrafchissement n'est pas un moyen de réitération systématique, car le Serveur
enU de conserver un historique des Evénements.

dant

rtain temps. Un cas d'utilisation commun est le processus“d'acquittement. Dans ceftains
pnnements, tant l'acquittement du passage a I'état Active’que I'acquittement du pagsage
at inactif sont exigés. Les systémes avec des régles(de sécurité strictes exigent parfois
haque transition vers I'état Active soit acquittée. Dans les situations ou les changements

I doit
ches

cas
tions

e au
mple
ju'un

dans
hoter
n'est

Les Clients demandent un Rafraichissement en appelant la Méthode ConditionRefresh. Le
Serveur répond par un Evénement de RefreshStartEventType. Cet Evénement est suivi des
Conditions Retenues. Le Serveur peut aussi envoyer de nouvelles Notifications d'Evénements
parsemées de Notifications d'Evénements de Rafraichissement. Lorsque le Serveur en a
terminé avec le Rafraichissement, un RefreshEndEvent est produit et marque la fin du
Rafraichissement. Les Clients doivent vérifier toutes les Notifications d'Evénements pour
détecter une ConditionBranch afin d'éviter d'écraser un nouvel état délivré en méme temps
qu'un état plus ancien par le processus de Rafraichissement. Si une ConditionBranch existe,
la Condition courante doit alors étre consignée. Ceci est vrai méme si le seul élément
intéressant concernant la Condition est que des ConditionBranches existent. Cela permettre a
un Client de représenter avec précision I'état courant de la Condition.
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Un Client souhaitant afficher le statut courant des Alarmes et des Conditions (appelé
"affichage d'Alarmes courantes") utiliserait la logique suivante pour traiter les Notifications
d'Evénements de Rafraichissement. A la réception de I'Evénement du
RefreshStartEventType, le Client marque toutes les Conditions Retenues comme suspectes.
Le Client ajoute tous les éventuels nouveaux Evénements qui ont été recus pendant le
Rafraichissement sans les marquer comme suspects. Le Client enléve également le fanion
"suspect" de toutes les éventuelles Conditions Retenues qui sont renvoyées comme partie
intégrante du Rafraichissement. Lorsque le Client regoit un RefreshEndEvent, il retire tous les
éventuels Evénements suspects restants, car ils ne s'appliquent plus.

Il convient de noter les éléments suivants en ce qui concerne ConditionRefresh:

e cpmme décrit en 4.4, certains systémes exigent que les états antérieurs d'une Condition
spient conservés pendant un certain temps. Certains Serveurs, en particulier-ceuk qui
ekigent I'acquittement des états antérieurs, maintiennent des ConditionBranches distipctes
ppur les états antérieurs qui nécessitent encore de I'attention.

ConditionRefresh doit produire des Notifications d'Evénements ppuri/tous les |états
iNtéressants (courants et antérieurs) d'une instance de Condition, etles Clients pelivent
phr conséquent recevoir plusieurs Evénements pour une méme \instance de Condlition
ayec des Branchlds (identificateurs de branche) différents;

dbans certaines circonstances, un Serveur peut ne pas étre capable de garantir que le
Jlient est totalement synchronisé avec |'état courant d€s-instances de Condition| Par
ekemple, si le systéme sous-jacent représenté par le Serveur est réinitialisé ou qug les
cpmmunications sont perdues pendant un certain temps, il peut étre nécessaire pqur le
Serveur de se resynchroniser au systéme sous-jacent. Dans de tels cas, le Serveuf doit
ephvoyer un Evénement de type RefreshRequiredEventType pour annoncer au Client qu'un
Rafraichissement peut étre nécessaire. |l convient qu'un Client recevant cet Evénement
bécial déclenche un ConditionRefresh comtmerindiqué dans le présent paragraphe;

n

in de s'assurer qu'un Client est toujours informé, les trois EventTypes spéfiaux
RefreshEndEventType, RefreshStartEventType et RefreshRequiredEventType) ignprent
filtrage de contenu d'Evénement associé a un Abonnement et sont toujours délivres au
lient;

onditionRefresh s'applique as\un Abonnement. Si plusieurs Notifications d'Evéngment
bnt incluses dans le mémge Abonnement, toutes les Notifications d'Evénement|sont
3fraichies.

DO O —9

—

4.6 | Sévérité, qualité et commentaire

Commentaire, sévérité et qualité sont des éléments importants de Conditions, et| tout
chanpement qui leur est apporté engendre des Notifications d'Evénement.

La Jévéritéd'une Condition est héritée du modeéle d'Evénement de base défini [dans
I''EC|62541-5. Elle indique l'urgence de la Condition et elle est également communément
appelées, "priorité", notamment en rapport avec les Alarmes appartenant| au

Ot o1

Un Commentaire est une chaine créée par l'utilisateur qui doit étre associée a un certain état
d'une Condition.

La Qualité se réfere a la qualité de la ou des valeurs de données sur lesquelles cette
Condition est fondée. Etant donné qu'une Condition est habituellement fondée sur une ou
plusieurs Variables, la Condition hérite de la qualité de ces Variables. Par exemple, si la
valeur de processus est "Uncertain", la Condition "Level Alarm" est également douteuse.
Lorsque deux variables ou plus sont représentées par une condition donnée ou si la condition
provient d'un systéme sous-jacent, et lorsqu'aucun mapping direct avec une variable n'est
disponible, il revient a I‘application de déterminer le niveau de qualité affiché comme partie
intégrante de la condition.
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4.7 Dialogues

Les Dialogues sont des ConditionTypes utilisés par un Serveur pour demander des données
d'utilisateur. lls sont habituellement utilisés lorsqu'un Serveur est entré dans un état qui exige
I'intervention d'un Client. Par exemple, un Serveur surveillant une machine a papier indique
qu'un rouleau de papier a été enroulé et est prét a l'inspection. Le Serveur activerait une
Condition de Dialogue indiquant a I'utilisateur qu'une inspection est exigée. Lorsque
I'inspection a eu lieu, l'utilisateur répond en informant le Serveur que l'inspection est acceptée
ou n'est pas acceptée, permettant au processus de se poursuivre.

4.8 Alarmes

Les Alarmes sont des spécialisations des AcknowledgeableConditions qui ajoutent.d une
Condition les concepts d'état Active et d'autres états tels que Shelving et Suppresseq. Le
modé&le d'état est représenté a la Figure 5. Le modéle complet avec tous les états est @éfini

en 58.
Disabled

Enabled
Active = TRUE N\ Active = False
< 4
Suppressed = TRUE J\ Suppressed = False

[AckedState = TRUE ; AckedState = False ]
lConfirmedState L ;lfConfirmedStatej
= TRLIEC at = False

\ Yo 7

SilenceState = [ —»( SilenceState =
TRUE False

Figure 5 — Modéle de diagramme d'états des alarmes

IEC

Une Alarme a l'état Active indique que la situation décrite par la Condition est actuellement
présente. Lorsqu'une Alarme est dans I'état inactif, elle indique une situation qui est revenue
a un état normal.
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Certains sous-types d'Alarmes introduisent des sous-états de I'état Active. Par exemple, une
Alarme représentant une température peut fournir aussi bien un état de niveau élevé qu'un
état de niveau élevé critique (voir le paragraphe suivant).

L'état Shelving peut étre établi par un Opérateur par le biais des Méthodes OPC UA. L'état
Suppressed est établi en interne par le Serveur pour des raisons spécifiques au systéme. Les
systémes d'Alarme mettent habituellement en ceuvre les fonctionnalités de suppression, de
mise hors service et de suspension pour éviter que les Opérateurs ne soient submergés par
des flots d'Alarmes en limitant le nombre d'Alarmes qu'un Opérateur voit sur I'affichage des
Alarmes en cours. Cela est accompli par le réglage du fanion SuppressedOrShelved sur des
Alarmes dépendantes de second ordre et/ou des Alarmes de moindre sévérité, amenant
I'Opdrateur a se concentrer sur les questions Ies plus Critiques.

Les gtats "Shelved", "Out of Service" et "Suppressed” difféerent de I'état Disabled; cdr les
Alarmes sont encore totalement fonctionnelles et peuvent étre incluses dans des\Notificdtions
d'Abonnement adressées a un Client.

Les plarmes suivent une chronologie type représentée a la Figure 6: Plusieurs tempgs de
retard et états qu'elles peuvent occuper leur sont associés. Le but dun<systéme d'alarmg est
d'infgrmer les Opérateurs des conditions dans le temps prévu et _de-permettre a I'Opérateur
de prendre des mesures avant que des conséquences se produisent. Les conséqugnces
peuvent étre économiques (le produit n'est pas utilisable et\doit étre éliminé), physiques
(débordement de réservoir), liées a la sécurité (un incendie ou une explosion peyt se
proddiire) ou toute autre possibilité. Habituellement, si augune mesure n'est prise par rapport
a unge alarme aprés un certain temps, le processusispasse un point au-dela duquel des
consgquences commencent a se produire. Le modeéele d'Alarme OPC UA décrit ces ¢tats,
retarls et mesures.

— A —
Normal U arme non Alarme acquittée Normal
B acquittée

Aucune action, le
traitement a des
conséquences

Temps de réponse admissible

- Des conséqugnces
o o o o o fle o W\Y o ¢ o o o o o o o 76 o o o o o o o od o commencertt a

-
aC> se produife
IS
2
© Le traitement
= . N
S répond a
© / I'action
=
>
) o\ BalaT Limite de I'aldrme
© o élai de
- / ) D9t|ta| t réponse de Délai de B BanTieI morte|de
acquittemen I'opérateyr traitement ‘alarme
| = P nie
Temps OffDelay
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Figure 6 — Exemple de Chronologie d'Alarme type

4.9 Etats actifs multiples

Dans certains cas, il est souhaitable de définir plus en détail I'état Active d'une Alarme en
fournissant un diagramme de sous-états pour I'état Active. Par exemple, une Alarme de
niveau a états multiples lorsque son état est Active peut s'inscrire dans I'un des sous-états
suivants: LowLow, Low, High ou HighHigh. Le modéle d'état est représenté a la Figure 7.


https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

- 154 — IEC 62541-9:2020 © |IEC

Active = False

2020

Avec
sont

Pour
mod§

Excly
exent
estd

Certas
paral
dépa
état'

4.10

Active = TRUE
Low High
A
LowLow HighHigh

IEC

Figure 7 — Exemple d'états actifs multiples

le modele d'Alarme a états multiples, les transitions d'états parmi les sous-états d'A
pdmises sans entrainer de transition hors-de I'état Active.

prendre en charge différents cas d'utilisation, un modéle (mutuellement) exclusif
le non exclusif sont pris en charges

sif signifie que I'Alarme ne peut étre que dans un seul sous-état a la fois. Si
ple, la température dépasse la limite HighHigh, I'Alarme de niveau exclusive ass
pns le sous-état "HighHigh" et non dans le sous-état "High".

ins systemes d'Afarme autorisent, toutefois, la coexistence de plusieurs sous-éta
[eéle. Cela est(qualifié de "non exclusif'. Dans I'exemple précédent ou la tempér
sse la limite '\HighHigh, une Alarme de niveau non exclusive est a la fois dans le §
High" et dans le sous-état "HighHigh".

Instances de Condition dans I'AddressSpace

Sach

ctive

bt un

par
Dciée
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n | ndition n jour: n_é Enabl Di /i dven 1l

ment

plusieurs sous-états, il est logique que des instances de Condition soient présentes dans
I'AddressSpace. Si le Serveur présente des instances de Condition, celles-ci apparaissent
habituellement dans I'AddressSpace comme composants des Objets qui les "possedent". Par
exemple, un transmetteur de température qui comporte une Alarme intégrée de température
élevée apparaitrait dans I'AddressSpace comme une instance d'un certain Objet transmetteur

de te

mpérature avec une Référence HasComponent a une instance d'un LimitAlarmType.

La disponibilité d'instances donne la possibilité a des Clients d'accés aux données de
surveiller I'état courant de la Condition en s'abonnant aux valeurs d'Attributs des Nceuds de
Variables. Les valeurs des nceuds peuvent ne pas toujours correspondre a la valeur qui
apparait dans les Evénements, elles peuvent étre plus récentes que celles de I'Evénement.


https://iecnorm.com/api/?name=9e4c6732e7c00fad48d3fc46018a1f87

IEC 62541-9:2020 © |IEC 2020 - 155 -

Alors que le fait de présenter des instances de Condition dans I'AddressSpace n'est pas
toujours possible, le faire permettre l'interaction directe (lecture, écriture et invocation de
Méthode) avec une instance spécifique de Condition. Par exemple, si une instance de
Condition n'est pas présentée, il n'y a aucun moyen d'invoquer la Méthode Enable ou Disable
pour l'instance de Condition spécifique.

4.11 Conduite d'audits pour les Alarmes et les Conditions

La série IEC 62541 inclut des dispositions pour la conduite d'audits. La conduite d'audits est
un concept important de sécurité et de suivi. Les enregistrements d'audit fournissent les
informations de type "Qui", "Quand" et "Quoi" concernant les interactions utilisateur avec un
systgmre: i i TCUTE i ion des
Alarmes est envisagée. Les Alarmes constituent I'instrument type pour informer un utilispteur
uelque chose exige son attention. Un enregistrement de la maniére dont dlutilispteur
a ces informations est indispensable dans de nombreux cas. Les enregistrements
d'audit sont générés par tous les appels de Méthode qui ont une incidence sur I'état du
syst§me, par exemple un appel de la Méthode Acknowledge généré) un Evénement
AudiiConditionAcknowledgeEventType.

Les AuditEventTypes normalisés définis dans I'lEC 62541-5 incluentvdéja les champs ekigés
pour|les enregistrements d'audit relatifs a la Condition. Pour(pefmettre le filtrage et le
regrqupement, le présent document définit un certain fombre de sous-types| des
AudilEventTypes, mais sans leur ajouter de nouveaux champs¢

Le présent document décrit I'AuditEventType que chaque Méthode est tenue de générer. Par
exeniple, la Méthode Disable comporte une Référence AlwaysGeneratesEvent L un
AudilConditionEnableEventType. Un Evénement del ce type doit étre généré pour chiaque
invodation de la Méthode. L'Evénement d'audit\décrit l'interaction de ['utilisateur avec le
systdme; dans certains cas, cette interaction peut affecter plusieurs Conditions ou étre ljée a
plusigurs états.

5 Modeéle

5.1 Généralités

Le modele d'Alarme et de“Condition étend le modéle d'Evénement de base OPC UA en
définjssant divers Types d'Evénements fondés sur le BaseEventType. Tous les Types
d'Evénements définisdans le présent document peuvent étre étendus davantage pour fgrmer
des Types d'AlarmeS et'de Conditions spécifiques au domaine ou au Serveur.

Des Instances‘des Types d'Alarmes et de Conditions peuvent étre facultativement présentées
dans| I'AddressSpace afin de permettre un accés direct a I'état d'une Alarme ou {'une
Condition-

Les 34 % dAfarnres—etde—Conditionrs—setom OPEHASonttefimsdu5-5=au58+t= Fig re 8
décrit de maniére informelle la hiérarchie de ces Types. Les sous-types du LimitAlarmType et
du DiscreteAlarmType ne sont pas représentés. La hiérarchie compléte d'AlarmConditionType
est disponible a la Figure 8.
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Défini dans T'NEC 62541-5
BaseEvent
Type
StateMachine
‘ Type
SystemEvent
Type
Condition Type
A \
‘ | RefreshStart
Acknowledgeable DialogCondition EventType
Condition Type Type
/\
~ Shelved
A
AlarmCondition StateMachineType
Type RefreshEnd
AN EventType
7AN
‘ | ExclusiveLimit
LimitAlarm DiscreteAlarm .
Type Type StateMachineType
j; RefreshRequired
OffNormalAlarm EventType
Type
T
SystemOffNormal
AlarmType

L'An
I'EE

exe C spécifie comment ‘mapper le modéle décrit dans le présent document

UA.

Figure 8 — Hiérarchie du ConditionType

IEC

avec

L'Anpexe D spécifie un.mapping recommandé entre les serveurs OPC A&E et le modéle décrit
le présent document.

dans

5.2

Diagrammes d'états a deux états

La pl

upart_des’états définis dans le présent document sont simples: soit True, soit Fals
Two$tateVariableType est introduit spécialement pour ce cas d'utilisation. Des états
complexes sont modélisés en utilisant un StateMachineType défini dans I'lEC 62541-5.

v

b, Le
plus

Le TwoStateVariableType est obtenu a partir du StateVariableType défini dans I'|EC 62541-5
et défini de fagon formelle dans le Tableau 3.
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Tableau 3 — Définition de TwoStateVariableType

Attribut Valeur

BrowseName TwoStateVariableType

DataType LocalizedText

ValueRank -1 (-1 = Scalar)

IsAbstract False

Références NodeClass BrowseName DataType TypeDefinition |Modelling

Rule

Sous-type du StateVariableType défini dans I'lEC 62541-5.

Noter pu'une Reference a ce sous-type n'apparait pas dans la définition du StateVariableType.

HasPrpperty Variable Id Booléen Property Type Qbligatoire

HasPrpperty Variable TransitionTime UtcTime PropertyType Kacultative

HasPrpperty Variable EffectiveTransitionTime |UtcTime PropertyType Facultative

HasPrpperty Variable TrueState LocalizedText PropertyType Facultativp

HasPrpperty Variable FalseState LocalizedText PropertyType Facultative

HasTrpeSubState |StateMachine ou <Stateldentifier> Définien 5.4.2 Facultativp
TwoStateVariableType

HasFdlseSubState |StateMachine ou <Stateldentifier> Défini en 5.4.3 Facultativp
TwoStateVariableType

L'Attfibut Valeur d'une instance de TwoStateVariable Type contient I'état courant sous la fprme
d'un [nom lisible par I'homme. L'EnabledState, ‘par exemple, pourrait contenir le |nom
"Enapled” lorsqu'il est True et "Disabled" lorsqu'il-est False.

Id esft hérité du StateVariableType et remplacé pour refléter le DataType (Booléen) exigg. La
valedr doit étre I'état courant, a savoir soit\True, soit False.

TrangitionTime spécifie I'heure de I'entrée dans I'état courant.

EffedtiveTransitionTime spécifieI'heure de I'entrée dans I'état courant ou dans l'un dg ses
soustétats. Si, par exemple|_uhe LevelAlarm est active et, alors qu'elle est active, commute
plusigeurs fois entre High. et HighHigh, la TransitionTime reste a l'instant auquel I'Alarmg est
devehue active alors que‘la EffectiveTransitionTime change a chaque changement d'un gous-
état.

La Pyopriété fdcultative EffectiveDisplayName issue du StateVariableType est utilisée pi un
état comporte )Jdes sous-états. Elle contient un nom lisible par I'homme pour I'état coprant
aprés prisé;en compte de I'état de tous les éventuels SubStateMachines. A titre d'exe;lnple,

I'EffectiveDisplayName de I'EnabledState pourrait contenir "Active/HighHigh" pour spécifier
que lp Condition est active et a dépassé la limite HighHigh.

D'autres Propriétés facultatives du StateVariableType n'ont pas de signification définie pour
TwoStateVariableType.

TrueState et FalseState contiennent la chaine Ilocalisée pour Ila valeur de
TwoStateVariableType lorsque sa Propriété Id a respectivement la valeur True ou False.
Sachant que les deux Propriétés fournissent des métadonnées pour le Type, les Serveurs
peuvent ne pas offrir la possibilité de choisir ces Propriétés dans le filtre d'Evénements pour
un Monitoredltem. Les Clients peuvent utiliser le Service Read pour récupérer des
informations a partir du ConditionType spécifique.

La Référence HasTrueSubState est utilisée pour indiquer que I'état True comporte des sous-
etats.
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La Référence HasFalseSubState est utilisée pour indiquer que |'état False comporte des
sous-états.

5.3 ConditionVariable

Les divers éléments d'information d'une Condition ne sont pas jugés comme étant des états.
Cependant, une modification de leur valeur est jugée importante et censée déclencher une
Notification d'Evénement. Ces éléments d'information sont appelés ConditionVariable.

Les ConditionVariables sont représentées par un ConditionVariableType défini de fagon
formelle dans le Tableau 4.

Tableau 4 — Définition de ConditionVariableType

Attribut Valeur
BrowseName ConditionVariableType
DataType BaseDataType
ValueRank -2 (-2 = Any)
IsAbstract False
Référ¢nces NodeClass |BrowseName DataType TypeDefinition Modelling
Rule
Sous-{ype du BaseDataVariable Type défini dans I''EC 62541-5.
HasPrpperty Variable SourceTimestamp UtcTime PropertyType Obligatoire

Le $ourceTimestamp indique I'heure du derhier changement de la Valeur de [cette
ConditionVariable. 1l doit s'agir de la méme heure qui serait renvoyée par le Service Regd au
sein fe la structure de DataValue pour I'Attribut Valeur de la ConditionVariable.

5.4 | ReferenceTypes
5.4.1 Généralités

Le présent paragraphe défipitlles ReferenceTypes qu'il est nécessaire de connaitre en| plus
de cg¢ux déja spécifiés dans-le cadre de I'lEC 62541-3 et de I'|EC 62541-5. Cela comprend
I'extgnsion des diagrammes d'états de TwoStateVariableType avec des sous-états et Ifajout
d'un groupement d'Alarmes.

Les | Références-\‘TwoStateVariableType n'existent que lorsque des sous-états [sont
dispgnibles. Ratexemple, si un diagramme TwoStateVariableType a un état False, alorg tout
soustétat dont la référence est I'état True n'est pas disponible. Lorsqu'un Evénement est
généré alors que son état est False et lorsque les informations issues du sous-état de |I'état

True(font partie des données a consigner, ces données sont alors consignées comme NULL.

AVGC catta anpnroacha lac T aQftatn\/apriablaT v nac natinan + Adtra Atandiic oo dAac Aioaaes hmes
T CapPpPT ot C o7 wootatCvarnaoiCT y oCopCuv et Tttt oSav e T—UC o~ Ctragrar

d'états subordonnés, d'une maniére similaire au StateMachineType défini dans I'|EC 62541-5.

5.4.2 ReferenceType HasTrueSubState

Le ReferenceType HasTrueSubState est un ReferenceType concret qui peut étre directement
utilisé. Il s'agit d'un sous-type du ReferenceType NonHierarchicalReferences.

La sémantique indique que le sous-état (le Nceud cible) est un état subordonné au super état
True. Si plusieurs états au sein d'une Condition sont des sous-états du méme super état (a
savoir, plusieurs Références HasTrueSubState existent pour le méme super état), ils sont
tous traités comme des sous-états indépendants. La représentation dans I'AddressSpace est
spécifiée dans le Tableau 5.
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Le SourceNode de la Référence doit étre une instance d'un TwoStateVariableType et le
TargetNode doit étre soit une instance d'un TwoStateVariableType, soit une instance d'un
sous-type d'un StateMachineType.

Il n'est pas nécessaire que la Référence HasTrueSubState d'un super état a un sous-état soit
fournie, mais il est exigé que le sous-état fournisse la Référence inverse (IsTrueSubStateOf)
a son super état.

Tableau 5 — ReferenceType HasTrueSubState

; Attributs Valeur
BrowsL-Name HasTrueSubState
InverseName IsTrueSubStateOf
Symmetric False
IsAbsfract False
Référe¢nces NodeClass BrowseName Commentaire
5.4.3 ReferenceType HasFalseSubState
Le ReferenceType HasFalseSubState est un ReferenceType concret qui peut | étre
directement utilisé. Il s'agit d'un sous-type du ReferenceType NonHierarchicalReferences,
La sgmantique indique que le sous-état (le Noeud.cible) est un état subordonné au supef état
Falsg. Si plusieurs états au sein d'une Condition~sont des sous-états du méme super éfat (a
savolr, plusieurs Références HasFalseSubState* existent pour le méme super état), ils|sont
tous [traités comme des sous-états indépendants. La représentation dans I'AddressSpacge est
spécifiée dans le Tableau 6.
Le SourceNode de la Référence doit étre une instance d'un TwoStateVariableType et le
TargetNode doit étre soit une instahce d'un TwoStateVariableType, soit une instance|d'un
sousttype d'un StateMachineType:
Il n'est pas nécessaire que la Référence HasFalseSubState d'un super état a un soug-état
soit [fournie, mais lS-est exigé que le sous-état fournisse la Référence inyerse

(IsFelseSubStateOf)-a.son super état.

Tableau 6 — ReferenceType HasFalseSubState

Attributs Valeur
BrowsFName HasFalseSubState
Invelalcwame ISEarseSupSateorn
Symmetric False
IsAbstract False
Références NodeClass BrowseName Commentaire
5.4.4 ReferenceType HasAlarmSuppressionGroup

Le ReferenceType HasAlarmSuppressionGroup est un ReferenceType concret qui peut étre
directement utilisé. Il s'agit d'un sous-type du ReferenceType HasComponent.

Ce ReferenceType lie un AlarmSuppressionGroup a une Alarme.
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Le SourceNode de la Référence doit étre une instance d'un AlarmConditionType ou d'un
sous-type, et le TargetNode doit étre une instance d'un AlarmGroupType.

Tableau 7 — ReferenceType HasAlarmSuppressionGroup

Attributs Valeur
BrowseName HasAlarmSuppressionGroup
InverseName IsAlarmSuppressionGroupOf
Symmetric False
IsAbstract False
Référe¢nces NodeClass BrowseName Commentaire
5.4.5 ReferenceType AlarmGroupMember
Le ReferenceType AlarmGroupMember est un ReferenceType concret qui peut| étre
directement utilisé. Il s'agit d'un sous-type du ReferenceType Organizes.
Ce ReferenceType permet d'indiquer les instances d'Alarme$ qui font partie d'un Groupe
d'Alaymes.
Le SpurceNode de la Référence doit étre une instance,d'un AlarmGroupType ou d'un $ous-
type |de celui-ci et le TargetNode doit étre une instance d'un AlarmConditionType ou|d'un
sousttype de celui-ci.

Tableau 8 — ReferenceType AlarmGroupMember

Attributs Valeur
BrowsgName AlarmGroupMember
InverseName MemberOfAlarmGreup
Symmietric False
IsAbsfract False
Référ¢nces NodeClass BrowseName Commentaire
5.5 | Modéle.de Condition
5.5.1 Généralités
Le modé&le de Condition étend le modéle d'Evénement en définissant le ConditionTypé. Le

ConditionType introduit le concept d'états qui le différencie du modéle d'Evénement de base.
Contrairement aux BaseEventType, les Conditions ne sont pas transitoires. Le ConditionType
est davantage étendu en Dialogue et AcknowledgeableConditionType, chacun de ceux-ci
ayant leurs propres sous-types.

Le modéele de Condition est représenté a la Figure 9 et défini de fagon formelle dans les
tableaux suivants. Il est utile de préciser que cette figure, comme toutes les figures du
présent document, est volontairement incompléte. Les figures représentent uniquement des
informations fournies par les définitions formelles.
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Figure 9 — Modéle de Condition

ConditionType

onditionType définit toutes les caractéristiques générales d'une Condition. Tou
s\ConditionTypes en sont issus. Il est défini de fagon formelle dans le Tableau 9.

Falsede T"EmabledState ne doit pas etre etendu avec un diagramme de sous-ears.

IEC

5 les
| 'état
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Tableau 9 — Définition de ConditionType

Attribut Valeur
BrowseName ConditionType
IsAbstract True
Références NodeClass |BrowseName DataType TypeDefinition ModellingRul
e
Sous-type du BaseEventType défini dans I'lEC 62541-5
HasSubtype ObjectType DialogConditionType Défini en 5.6.2
HasSubtype ObjectType  |Acknowledgeable Défini en 5.7.2
ConditionType
HasPrpperty Variable ConditionClassld Nodeld PropertyType Obligatgire
HasPrpperty Variable ConditionClassName LocalizedText PropertyType Obligatgire
HasPrpperty Variable ConditionSubClassld Nodeld PropertyType Faculta]ive
HasPrpperty Variable ConditionSubClassName LocalizedText PropertyType Faculta*ive
HasPrpperty Variable ConditionName Chaine PropertyType Obligatgire
HasPrpperty Variable Branchld Nodeld PropertyType Obligatgire
HasPrpperty Variable Retain Booléen PropertyType Obligatgire
HasCgmponent  |Variable EnabledState LocalizedText TwoStateVariableType Obligatgire
HasCgmponent  |Variable Quality StatusCode ConditionVariableType Obligatgire
HasCgmponent  |Variable LastSeverity uUint16 ConditionVariableType Obligatgire
HasCgmponent  |Variable Commentaire LocalizedText ConditionVariableType Obligatgire
HasPrpperty Variable ClientUserld Chaine PropertyType Obligatgire
HasC¢mponent Méthode Disable Défini en 5.5.4 Obligatgire
HasC¢mponent  |Méthode Enable Défini en 5.5.5 Obligatgire
HasC¢mponent  |Méthode AddComment Défini en 5.5.6 Obligatgire
HasCgmponent Méthode ConditionRefresh Défini en 5.5.7 Aucune|
HasCgmponent Méthode ConditionRefresh2 Défini en 5.5.8 Aucune|
Le QonditionType hérite: de toutes les Propriétés du BaseEventType. Leur sémantique est
définje dans I'lEC 62541-5. La Propriété SourceNode identifie la ConditionSource. Voir|5.12
pour|plus de détails. Si la ConditionSource n'est pas un Nceud dans I'AddressSpade, le
Nodgld est définisur NULL. Le SourceNode est le Nceud auquel la Condition est associge; il
peut|étre identique a I'lnputNode pour une Alarme, mais peut étre un nceud distinct| Par
exenjple i "moteur, qui est une Variable dont la Valeur est r/min (RPM), peut étfe la
ConditionSource pour les Conditions associées au moteur, tout comme un capteyr de
tempgrature également associé au moteur. Dans le premier cas. I'InputNode de I'Alarme |IRPM

High est la valeur de r/min du moteur, tandis que dans le dernier cas, I'InputNode de I'Alarme
High serait la valeur du capteur de température associé au moteur.

Le ConditionClassld spécifie le domaine dans lequel cette Condition est utilisée. Il s'agit du
Nodeld du BaseConditionClassType correspondant. Voir 5.9 pour la définition de Ia
ConditionClass et un jeu de ConditionClasses définies dans le présent document. Lorsqu'ils
utilisent cette Propriété a des fins de filtrage, les Clients doivent spécifier tous les Nodelds
des sous-types individuels de BaseConditionClassType. L'opérateur OfType ne peut pas étre
appliqué. Le BaseConditionClassType est utilisé comme une classe chaque fois qu'une
Condition ne peut pas étre affectée a une classe plus concreéte.

Le ConditionClassName fournit le nom d'affichage du sous-type de BaseConditionClassType.
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Le ConditionSubClassld spécifie la ou les classes supplémentaires qui s'appliquent a la
Condition. |l s'agit du Nodeld du BaseConditionClassType correspondant. Voir 5.9.6 pour la
définition de la ConditionClass et un jeu de ConditionClasses définies dans le présent
document. Lorsqu'ils utilisent cette Propriété a des fins de filtrage, les Clients doivent
spécifier tous les Nodelds des sous-types individuels de BaseConditionClassType.
L'opérateur OfType ne peut pas étre appliqué. Le Client spécifie NULL dans le filtre, pour
renvoyer les Conditions pour lesquelles aucune sous-classe ne s'applique. Lors du renvoi des
Conditions, si ce champ facultatif n'est pas disponible dans une Condition, une valeur NULL
doit étre renvoyée pour le champ.

Le ConditionSubClassName fournit le ou les noms d'affichage des ConditionClassTypes
répeffories dans le ConditionSubClassIa.

Le CpnditionName identifie I'instance de Condition qui est a l'origine de I'Evénement. |l| peut
étre ptilisé avec le SourceName dans un affichage utilisateur pour distinguer des différgntes
instapces de Condition. Si une ConditionSource n'a qu'une seule instance d'un\ConditionType
et que le Serveur n'a pas de nom d'instance, le Serveur doit fournir le nom de navigatign du
ConditionType.

Le Branchld est NULL pour toutes les Notifications d'Evénements\qui se rapportent a [I'état
courant de l'instance de Condition. Si le Branchld n'est pas NULL,ll identifie un état antgrieur
de gette instance de Condition qui nécessite encore I'attention d'un Opérateur. Bi la
ConditionBranch courante est transformée en une ConditionBranch antérieure, i| est
nécepsaire que le Serveur affecte un Branchld non NULL. Un Evénement initial pour la
bran¢che est généré avec les valeurs de la ConditionBranch et du nouveau Branchld. La
ConditionBranch peut étre mise a jour plusieurs fois;avant que cela ne soit plus nécesgaire.
Lorsque la ConditionBranch n'exige plus d'entrée.de |I'Opérateur, Retain est défini sur False
pour| I'Evénement final. Le bit "Retain" sur {'Evénement courant est True tant qu¢ les
ConditionBranches exigent une entrée de I'Opérateur. Voir 4.4 pour plus d'informations gur la
nécepsité de créer et de maintenir des ConditionBranches antérieures, et I'Article B.1 polr un
exenjple utilisant des branches. Le DataType Branchld est le Nodeld, bien que le Servelr ne
soit pas tenu d'avoir des ConditionBraiches dans I'AddressSpace. L'utilisation d'un N?deld
permet au Serveur d'utiliser de simples identificateurs numériques, chaines ou mafrices
d'octets.

La deinition de Retain sur True permet a une Condition (ou une ConditionBranch) d'étre [dans
un éfat intéressant pour un Client souhaitant synchroniser son état avec I'état du Servedr. La
logigue permettant de«déterminer la maniére dont le fanion est réglé est spécifique au
Serveur. Habituellemeént, le fanion Retain de toutes les Alarmes Actives est défini; cependant,
il est|également possible que le fanion Retain des Alarmes inactives soit défini sur TRUE

En trpitementmormal, lorsqu'un Client regoit un Evénement dont le fanion Retain est défipi sur
False, il cenvient que le Client voie cela comme une ConditionBranch qui n'a plus d'injérét;
dans| le (cas d'un "affichage d'Alarmes courantes", la ConditionBranch serait retirép de
I'affighage.

EnabledState indique si, oui ou non, la Condition est activée. EnabledState/Id est True si elle
est activée, False autrement. EnabledState/TransitionTime définit le moment ou
I'EnabledState a changé pour la derniére fois. Les noms d'états recommandés sont décrits
dans I'Annexe A.

L'EnabledState d'une Condition effectue la création de Notifications d'Evénements et, a ce
titre, se traduit par le comportement spécifique suivant:

e lorsque l'instance de Condition entre dans |'état Disabled, la Propriété Retain de cette
Condition doit étre définie sur False par le Serveur afin d'indiquer au Client que l'instance
de Condition ne présente pas actuellement d'intérét pour les Clients. Cela comprend
toutes les ConditionBranches si des branches existent;
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lorsque l'instance de Condition entre dans I'état activé, la Condition doit étre évaluée et
toutes ses Propriétés mises a jour pour refléter les valeurs actuelles. Si cette évaluation
fait passer la Propriété Retain a True pour une ConditionBranch, une Notification
d'Evénement doit étre générée pour la ConditionBranch en question;

le Serveur peut choisir de continuer a effectuer des essais pour une instance de Condition
pendant qu'elle est Désactivée. Cependant, aucune Notification d'Evénement n'est
générée pendant que l'instance de Condition est désactivée;

pour n'importe quelle Condition qui existe dans |'AddressSpace, les Attributs et les
Variables suivantes continuent a étre valides, méme dans I'état Disabled: Eventld, Event
Type, Source Node, Source Name, Time et EnabledState. D'autres Propriétés peuvent ne
-’ waw A i’v;’-’v;G” cotufrantes- OtteS S-S v;;G” G-" "Gv" Sde
valeurs doivent renvoyer le statut Bad_ConditionDisabled. Il convient que I'Evéneme
signale I'état Disabled signale les Propriétés comme étant NULL ou ayant)le sgtatut
Blad_ConditionDisabled.

Dang I'état Enabled, les changements apportés aux composants suivants deivent entrpiner

une INotification d'Evénement de ConditionType:

Cet
sup
cha

ConditionVariableType déclenchent des Notifications{d’'Evénements.

Quality (qualité);

Severity (sévérité, héritée de BaseEventType);
Comment (commentaire).

tg liste peut ne pas étre exhaustive. Les sous-types peuvent définir des Variables

p|émentaires qui déclenchent des Notifications, d'Evénements. En général,| les
npements  apportés  aux Variables  des< )types TwoStateVariableType | ou

Qualjty révéle le statut des valeurs de processus ou autres ressources sur lesquelles [cette

inst

aphce de Condition est fondée. Si, par exemple, une valeur de processus est "Uncerfain”,

la Cqndition "LevelAlarm" associée est également douteuse. Les valeurs de Quality pefyivent
étre fous les StatusCodes OPC définis.dans I'lEC 62541-8 ainsi que Good, Uncertain et|Bad,

défi

donn

bus

infor
statu

et
sou

d'Evénement, la.qualité doit étre I'erreur Bad_NoCommunication.

Les
défi

an dans I'lEC 62541-4. Ces StatusCodes sont semblables a la description de la qualité de
2es, mais légérement plus géneériques que celle des diverses spécifications relative$ aux
e terrain. Il est de la responsabilité du Serveur de de réaliser le mapping entrg les

ation relative a la qualité doit renvoyer Good. Cette qualité peut également refléfer le
de communication‘associé au systéme sur lequel est fondée cette valeur ou ressoprce,
duquel cette Alafme a été regue. Pour les erreurs de communication du systéme
stjacent, notamment celles donnant lieu a [l'indisponibilité de certains champs

infor:Fations de statut internenavec ces codes. Un Serveur qui ne prend en charge aucune

Fvénements sont uniquement générés pour les Conditions dont le champ Retaih est
nj sur True et pour la transition initiale du champ Retain de True a False.

Last everity tournit la severite anterieure de la Conditionbranchn. Initialement, cette Va iable

con
sév

tient une valeur nulle; elle renvoie une valeur uniquement aprés un changement de
érité. La nouvelle sévérité est fournie dans la Propriété Severity qui est héritée du

BaseEventType.

Comment contient le dernier commentaire fourni pour un état donné (ConditionBranch). |l peut

avo

ir été fourni par une Méthode AddComment, une autre Méthode ou d'une tout autre

maniére. La valeur initiale de cette Variable est NULL, a moins qu'elle ne soit fournie d'une
tout autre maniére. Si une Méthode fournit comme option la possibilité de définir Comment, la
valeur de cette Variable est alors réinitialisée a NULL si un commentaire facultatif n'est pas
fourni.
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Le ClientUserld est lié au champ Comment et contient l'identité de I'utilisateur qui a inséré le
Commentaire le plus récent. La logique pour obtenir le ClientUserld est définie dans
I'"EC 62541-5.

Le Nodeld de l'instance de Condition est utilisé comme Conditionld. Il n'est pas explicitement
modélisé comme un composant du ConditionType. 1l peut toutefois faire I'objet d'une
demande avec le SimpleAttributeOperand suivant (voir Tableau 10) dans la SelectClause de
I'EventFilter.

Tableau 10 — SimpleAttributeOperand

Nom Type Description
SimplgAttributeOperand
typqld Nodeld Nodeld du Neceud de ConditionTypg
browsePath[] QualifiedName vide
attriputeld Integerld Identificateur de-'Attribut Nodeld

5.5.3 Instances de Condition et de branche

Les Conditions sont des Objets qui ont un état qui change au, fil du temps. Chaque insfance
de Cpndition a un Conditionld qui l'identifie de maniére uniquerau sein du Serveur.

Une linstance de Condition peut étre un Objet qui apparait dans I'Espace d'Adressage du
Serveur. Si tel est le cas, le Conditionld est le Node{d de I'Objet.

L'étaf d'une instance de Condition a un instant\donné correspond aux valeurs établies|pour
les Variables qui appartiennent a l'instance~dé Condition. En cas de changement d'urle ou
plusieurs valeurs des Variables, le Serveur génére un Evénement avec un Eventld unique.

Si ur] Client appelle le Rafraichissement, le Serveur signale I'état courant d'une instange de
Condition en envoyant de nouveau le dernier Evénement (a savoir, les mémes vdleurs
d'Eventld et de Time).

Une |ConditionBranch est -une copie de I'état de l'instance de Condition qui peut chgnger
indépendamment de kétat courant de l'instance de Condition. Chaque Branche @ un
identjficateur appelé (Branchld, qui est unique parmi toutes les Branches actives poul une
instapce de Conditien. De maniére générale, les Branches ne sont pas visibles dans I'Egdpace
d'Adfessage et le-présent document ne définit pas de moyen normalisé de les rendre visibles.

5.5.4 Méthode Disable

sthode Disable est utilisée pour faire passer une instance de Condition a I'état Dis

; rvice
d'Appel. Cependant, certains Serveurs ne présentent pas d'instances de Condition dans
I'AddressSpace. Par conséquent, tous les Serveurs doivent autoriser les Clients a appeler la
Méthode Disable en spécifiant le Conditionld en tant qu'Object/d. La Méthode ne peut pas
étre appelée avec un Objectld du Neeud de ConditionType.

Signature

Disable () ;

Le Tableau 11 présente les codes de résultats de la Méthode (définis dans le Service
d'Appel).
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Tableau 11 — Codes de résultats de la Méthode Disable

Code de résultat

Description

Bad_ConditionAlreadyDisa

bled Voir Tableau 101 pour la description de ce code de résultat.

Le Tableau 12 spécifie la représentation de I'AddressSpace pour la Méthode Disable.

Tableau 12 — Définition de I'AddressSpace pour la Méthode Disable

Attribut Valeur
BrowseName Disable
Référgnces NodeClass BrowseName DataType TypeDefinition ModellingRul¢
AlwaypGeneratesEvent ObjectType AuditConditionEnableEv |Défini en 5.10.2

entType

5.5.5 Méthode E

nable

La Méthode Enable est utilisée pour faire passer une instance de Condition a I'état Enapled.
Géndralement, le Nodeld de l'instance d'objet est transmis en tant qu'Objectld au Sqrvice
d'Appel. Cependant, certains Serveurs ne présentent pas dlinstances de Condition |dans
I'AddressSpace. Par conséquent, tous les Serveurs doivent auteriser les Clients a appeler la
Méthpde Enable en spécifiant le Conditionld en tant qu'Objectld. La Méthode ne peut pag étre
appejée avec un Objectld du Neeud de ConditionType, Sil'instance de Condition n'es| pas
présg¢ntée, il peut alors étre difficile pour un Cliept{de déterminer le Conditionld ¢'une
Condition désactivée.

Signpture

Enable () ;

Le Tlableau 13 présente les codes -de résultats de la Méthode (définis dans le Sdrvice

d'Appel).

Tableau 13'=Codes de résultats de la Méthode Enable

Code de résultat

Description

Bad_(onditionAlreadyEnabled

Voir Tableau 101 pour la description de ce code de résultat.

Le Tableau 14Specifie la représentation de I'AddressSpace pour la Méthode Enable.

Tableau 14 — Définition de I'AddressSpace pour la Méthode Enable

Attribut Valeur
BrowseName Enable

Références NodeClass |BrowseName DataType TypeDefinition (ModellingRule
AlwaysGeneratesEvent |ObjectType |AuditConditionEnableEventType |Défini en 5.10.2

5.5.6 Méthode AddComment

La Méthode AddComment permet d'associer un commentaire a un état spécifique d'une
instance de Condition. Généralement, le Nodeld de l'instance d'Objet est transmis en tant
qu'Objectld au Service d'Appel. Cependant, certains Serveurs ne présentent pas d'instances
de Condition dans I'AddressSpace. Par conséquent, tous les Serveurs doivent également
autoriser les Clients a appeler la Méthode AddComment en spécifiant le Conditionld en tant
qu'Objectld. La Meéthode ne peut pas étre appelée avec un Objectld du Nceud de

ConditionType.
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AddComment (
[in]
[in]

)
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ByteString EventId
LocalizedText Commentaire

Les paramétres sont définis dans le Tableau 15.

Tableau 15 — Arguments de la Méthode AddComment

Argument Description
Eventlid Eventld identifiant une Notification d'Evénement particuliére ou un état a été consigne pour une
Condition.
Comnijent Texte localisé a appliquer a la Condition.

Le Tlableau 16 présente les codes de résultats de la Méthode (définis dans le Sdrvice

d'Appel).

Tableau 16 — Codes de résultats de la Méthode-AddComment

Code de résultat

Descrtiption

Bad_NlethodInvalid

Le Methodld fourni ne correspond pas ad'Opjectld fourni. Voir I''EC 62541-4 pour la description
générale de ce code de résultat.

Bad_HventldUnknown

Voir Tableau 101 pour la description\de ce code de résultat.

Bad_NodeldInvalid

Utilisé pour indiquer que I'Objectld spécifié n'est pas valide ou que la Méthode a été app4g
sur le Nceud de ConditionType:

Voir I''EC 62541-4 pour la description générale de ce code de résultat.

ée

Commentaires

Des

ci) et

Commentaires sont ajouiés aux occurrences d'Evénements identifiées par un Eventld.
Les Eventlds ou I'EventType concerné n'est pas un ConditionType (ou un sous-type de
qui ne prennent denc pas en charge les Commentaires sont rejetés.

celui-

Un (QonditionEvent, ou la Variable Comment contient ce texte, est envoyé pour I'état identifié.

Si un
créé

cons|gnés.

Le Té

commentaire est ajouté a un état antérieur (a savoir un état pour lequel le Serveur a
une branche), le Branchld et toutes les valeurs de Condition pour cette branche

sont

Tableau 17 — Définition de I'AddressSpace pour la Méthode AddComment

Attribut Valeur
BrowseName AddComment
Références NodeClass BrowseName DataType TypeDefinition |ModellingRule
HasProperty Variable InputArguments Argument PropertyType Obligatoire
AlwaysGeneratesEvent |ObjectType AuditConditionComment [Défini en 5.10.4
EventType
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5.5.7 Méthode ConditionRefresh

ConditionRefresh permet a un Client de demander un Rafraichissement de toutes les
instances de Condition qui sont actuellement dans un état intéressant (leur fanion Retain est
défini). Cela inclut les états antérieurs d'une instance de Condition pour lesquels le Serveur
maintient des Branches. Un Client invoque généralement cette Méthode lorsqu'il se connecte
initialement a un Serveur et a la suite de toutes les situations, telles que les interruptions de
communication, dans lesquelles il exige la resynchronisation au Serveur. Cette Méthode n'est
disponible qu'avec le ConditionType ou ses sous-types. Pour invoquer cette Méthode, 'appel
doit transmettre le Methodld notoire de la Méthode au ConditionType et I'Objectid doit étre
I'Objectld notoire de I'Objet de ConditionType.

SignLture

ClonditionRefresh (
[in] IntegerId SubscriptionId
)

Les garameétres sont définis dans le Tableau 18.

Tableau 18 — Paramétres de la Méthode ConditionRefresh

Argument Description

Subsdfiptionld Identificateur d'’Abonnement valide pour I'Abonnement a rafraichir. Le Serveur doit vérifief que
le Subscriptionld fourni fait partie de la S€ssion qui invoque la Méthode.

Le Tlableau 19 présente les codes de résultats de la Méthode (définis dans le Sdrvice
d'Appel).

Tableau 19 — Codes de résultats de la Méthode ConditionRefresh

Code de résultat Description
Bad_Jubscriptionldinvalid Voir I''EC,_62541-4 pour la description de ce code de résultat
Bad_RefreshinProgress Voir Tableau 101 pour la description de ce code de résultat
Bad_UserAccessDenied La.Méthode n'a pas été appelée dans le contexte de la Session qui possede I'Abonnement.
Voir I''EC 62541-4 pour la description générale de ce code de résultat.

Commentaires

Le 4.5 décrit plus précisément le concept, les cas d'utilisation et le flux d'informations.

L'argument d'entrée fournit un identificateur d'Abonnement indiquant I'Abonnement Client qui
doit étre rafraichi. Si I'Abonnement est accepté, le Serveur réagit comme suit:

1) le Serveur émet un événement de RefreshStartEventType (défini en 5.11.2) marquant le
début du Rafraichissement. Une copie de l'instance du RefreshStartEventType est mise
en file d'attente dans le flux d'Evénements pour chaque Monitoreditem Notificateur dans
I'Abonnement. Chacune des copies de I'Evénement doit contenir le méme Eventld,;

2) le Serveur émet des Notifications d'Evénements de n'importe quelles Conditions Retenues
et Branches Retenues des Conditions qui satisfont aux critéres du filtre de contenu des
Abonnements. Noter que I'Eventld de cette Notification rafraichie doit étre identique a
celui de la Notification originale: les valeurs des autres Propriétés sont spécifiques au
Serveur, car certains Serveurs peuvent étre capables de réitérer les Evénements exacts
avec toutes les Propriétés/Variables conservant les mémes valeurs que celles envoyées a
l'origine, mais d'autres Serveurs peuvent étre seulement capables de régénérer
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I'Evénement. L'Evénement régénéré peut contenir des valeurs de Propriété/Variable
mises a jour. Par exemple, si les limites de I'Alarme associées a une Variable ont été
modifiées aprés la génération de I'Evénement sans générer de modification de I'état de
I'Alarme, la nouvelle limite peut étre consignée. Dans un autre exemple, si HighLimit
est 100 et la Variable 120: si la limite est modifiée pour 90, aucun nouvel Evénement n'est
généré puisqu'aucune modification du StateMachine ne s'est produite, mais la limite sur
un Rafraichissement indiquerait 90 alors que I'Evénement original indiquait 100;

3) le Serveur peut intercaler de nouvelles Notifications d'Evénements qui n'ont pas été
émises précédemment a I'attention du Notificateur avec celles envoyées dans le cadre de
la demande de Rafraichissement. Les Clients doivent vérifier toutes les Notifications
d'Evénements pour détecter une ConditionBranch afin d'éviter d'écraser un nouvel état
delivre en méme temps qu'un etat plus ancien par le processus de Rafraichissement;

4) lg Serveur émet une instance du RefreshEndEventType (défini en 5.11.3) pour signz;'er la

fin du Rafraichissement. Une copie de l'instance du RefreshEndEventType est mise en file
dlattente dans le flux d'Evénements pour chaque Monitoreditem Notifieateur |dans
I'Abonnement. Chaque copie des Evénements doit contenir le méme Eventld.

I eqt important de noter que si plusieurs Notifications d'Evénements sont dang un
Abonnement, toutes les Notifications d'Evénements sont traitées. Si unClient ne souhait¢ pas
que fous les Monitoredltems soient rafraichis, il convient alors que-le Client place chaque
Moniforedltem dans un Abonnement distinct ou appelle ConditionRefresh2 si le Servgur le
prend en charge.

Si plusieurs Abonnements doivent étre rafraichis, le traitement de matrice de Service d'appel
normjalisé peut alors étre utilisé.

Comme mentionné ci-dessus, ConditionRefresh. doit aussi émettre des Notificdtions
d'Evgénements pour les états antérieurs qui *nécessitent encore de I'attention. Celqd est
partiguliérement vrai pour les instances de(Condition dans lesquelles il existe des [états
antéfieurs pour lesquels il est encore nécessaire de donner un acquittement ou| une
confifmation.

Le [Tableau 20 spécifie la représentation de [I'AddressSpace pour la Meéthode
ConditionRefresh.

Tableau 20 — Définition de I'AddressSpace pour la Méthode ConditionRefresh

Attribut Valeur
BrowseName ConditionRefresh
Référ¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRyle
HasPrpperty Variable InputArguments Argument Property Type Obligatoire

AlwaysGengratesEvent [ObjectType |RefreshStartEvent |Défini en 5.11.2

AlwaysGeneratesEvent [ObjectType |RefreshEndEvent |Définien 5.11.3

5.5.8 Méthode ConditionRefresh2

ConditionRefresh2 permet a un Client de demander un Rafraichissement de toutes les
instances de Condition qui sont actuellement dans un état intéressant (leur fanion Retain est
défini) et associées a I'élément surveillé donné. Cette méthode fonctionne a tous autres
égards comme ConditionRefresh. Un Client invoque généralement cette Méthode lorsqu'il se
connecte initialement a un Serveur et a la suite de toutes les situations, telles que les
interruptions de communication, dans lesquelles un seul Monitoredltem doit étre
resynchronisé avec le Serveur. Cette Méthode n'est disponible qu'avec le ConditionType ou
ses sous-types. Pour invoquer cette Méthode, 'appel doit transmettre le Methodld notoire de
la Méthode au ConditionType et I'Objectld doit étre I'Objectld notoire de 1'Objet de
ConditionType.
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Cette Méthode est facultative et, en tant que telle, les Clients doivent étre préts a traiter des
Serveurs qui ne fournissent pas la Méthode. Si la Méthode renvoie Bad MethodInvalid, le
Client doit revenir a ConditionRefresh.

Signature

ConditionRefresh?2 (
[in] IntegerId SubscriptionId
[in] IntegerId MonitoredItemId
)i

Les paramétres sont définis dans le Tableau 21.

Tableau 21 — Paramétres de la Méthode ConditionRefresh2

Argument Description
Subsdfiptionld Identificateur de I'Abonnement qui contient le Monitoredltem a rafraichir. Le Serveur doit
vérifier que le Subscriptionld fourni fait partie de la Session qui invoque la Méthode.
MonitqreditemlId Identificateur du Monitoredltem a rafraichir. Le Monitoredltemid)doit étre dans I'Abonnerient
fourni.

Le Tlableau 22 présente les codes de résultats de la Méthode (définis dans le Sdrvice
d'Appel).

Tableau 22 — Codes de résultats de la‘Méthode ConditionRefresh2

Code de résultat Description

Bad_Jubscriptionldinvalid Voir IEC 62541-4 pour |la‘description de ce code de résultat

Bad_Nlonitoredltemldinvalid Voir I''EC 62541-4 pourila description de ce code de résultat

Bad_RefreshinProgress Voir Tableau 101+pour la description de ce code de résultat

Bad_serAccessDenied La Méthode n'apas été appelée dans le contexte de la Session qui posséde I'Abonnemgpnt.
Voir I'"EC62541-4 pour la description générale de ce code de résultat.

Bad_NlethodInvalid Voir l'IEC 62541-4 pour la description de ce code de résultat

Commentaires

Le 4.5 décrit plds précisément le concept, les cas d'utilisation et le flux d'informations.

L'argument ™ d'entrée fournit un identificateur d'Abonnement et un identificateuy de
Moniforédltem qui indique quel Monitoredltem de |'Abonnement Client choisi doit| étre
. ABOITETENT BT Te A — - A —

oredad O d eple agd O

1) le Serveur émet un RefreshStartEvent (défini en 5.11.2) marquant le début du
Rafraichissement. Le RefreshStartEvent est mis en file d'attente dans le flux
d'Evénements pour le Monitoreditem Notificateur dans I'Abonnement.

2) le Serveur émet des Notifications d'Evénements de n'importe quelles Conditions Retenues
et Branches Retenues des Conditions qui satisfont aux critéres du filtre de contenu des
Abonnements. Noter que I'Eventld de cette Notification rafraichie doit étre identique a
celui de la Notification originale: les valeurs des autres Propriétés sont spécifiques au
Serveur, car certains Serveurs peuvent étre capables de réitérer les Evénements exacts
avec toutes les Propriétés/Variables conservant les mémes valeurs que celles envoyées a
l'origine, mais d'autres Serveurs peuvent étre seulement capables de régénérer
I'Evénement. L'Evénement régénéré peut contenir des valeurs de Propriété/Variable
mises a jour. Par exemple, si les limites de I'Alarme associées a une Variable ont été
modifiées aprés la génération de I'Evénement sans générer de modification de I'état de
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3)

4)

I'Alarme, la nouvelle limite peut étre consignée. Dans un autre exemple, si HighLimit
est 100 et la Variable 120: si la limite est modifiée pour 90, aucun nouvel Evénement n'est
généré puisqu'aucune modification du StateMachine ne s'est produite, mais la limite sur
un Rafraichissement indiquerait 90 alors que I'Evénement original indiquait 100.

le Serveur peut intercaler de nouvelles Notifications d'Evénements qui n'ont pas été
émises précédemment a l'attention du notificateur avec celles envoyées dans le cadre de
la demande de Rafraichissement. Les Clients doivent vérifier toutes les Notfifications
d'Evénements pour détecter une ConditionBranch afin d'éviter d'écraser un nouvel état
délivré en méme temps qu'un état plus ancien par le processus de Rafraichissement.

le Serveur émet un RefreshEndEvent (défini en 5.11.3) pour signaler la fin du

nfrn?ﬁhieenmnnf; Le RefreshEndEventest mis en file d'attente dans le flux d'Evénements

ppur le Monitoreditem Notificateur dans I'Abonnement.

Si pluisieurs Monitoreditems ou Abonnements doivent étre rafraichis, le traitement'dé matrice

de Service d'appel normalisé peut alors étre utilisé.

Comme mentionné ci-dessus, ConditionRefresh2 doit aussi émettre)des Notfificdtions
d'Evgnements pour les états antérieurs qui nécessitent encore dell'attention. Celg est
partigulierement vrai pour les instances de Condition dans lesquellés il existe des |états
antéfieurs pour lesquels il est encore nécessaire de donner.‘un” acquittement ou| une

confifmation.

Le

ConditionRefresh?2.

Tableau 23 spécifie la représentation de |I'AddressSpace pour la Méthode

Tableau 23 — Définition de I'AddressSpace _pour la Méthode ConditionRefresh2

Attribut Valeur
BrowseName ConditionRefresh2
Référ¢nces NodeClass |BrowseName DataType TypeDefinition ModellingRyle
HasPrpperty Variable InputArguments Argument PropertyType Obligatoire

AlwaygGeneratesEvent |[ObjectType |RefreshStartEvent |Définien 5.11.2

AlwaygGeneratesEvent |ObjectType .|RefreshEndEvent |Définien 5.11.3

5.6

5.6.1 Généralités

Modéle de Dialogue

Le miodele de Pralogue est une extension du modéle de Condition utilisé par un Serveur|pour
demgnder des/données d'utilisateur. Il fournit une fonctionnalité semblable aux dialogugs de
Mesgages normalisés rencontrés dans la plupart des systémes d'exploitation. Le modéle|peut
étre facilement personnalisé en fournissant des options de réponse spécifiques au Sefveur

danslle Dnepnnennphannf et en ajnnfanf une fonctionnalitd cnpplnmnnfawa aux Typ S de

Conditions résultants.

5.6.2 DialogConditionType

Le DialogConditionType permet de représenter des Conditions sous la forme de dialogues. Il
est représenté a la Figure 10 et défini de fagon formelle dans le Tableau 24.
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Figure 10 — Vue d'ensemble du DialogConditionType

Tableau 24 — Définition de DialogConditionType

Attribut Vateur
BrowsgName DialogConditionType
IsAbstract False
Référ¢nces NodeClass BrowseName DataType TypeDefinition Modellihg

Rule

Sous-{ype du ConditionType défini en 5.5.2.
HasCgmponent Variable DialogState LocalizedText TwoStateVariableType Obligatqire
HasPrpperty Variable Prompt LocalizedText PropertyType Obligatciire
HasPrpperty Variable ResponseOptionSet LocalizedText [ ] PropertyType Obligatciire
HasPrpperty Variable DefaultResponse Int32 PropertyType Obligatciire
HasPrpperty Variable LastResponse Int32 PropertyType Obligatciire
HasPrpperty Variable OkResponse Int32 PropertyType Obligatciire
HasPrpperty Varjable CancelResponse Int32 PropertyType Obligatciire
HasC¢mponent Methode Respond Défini en 5.6.3 Obligatc]ire
Le DjalogConditionType hérite de toutes les Propriétés du ConditionType.

Lorsqu'il est défini sur True, le DialogState/Id indique que le Dialogue est actif et attend une
réponse. Les noms d'états recommandés sont décrits dans I'Annexe A.

Prompt est une invite de dialogue a montrer a l'utilisateur.

ResponseOptionSet spécifie le jeu souhaité de réponses sous la forme d'une matrice de
LocalizedText. L'indice dans cette matrice est utilisé pour les champs correspondants tels que
DefaultResponse, LastResponse et SelectedOption dans la Méthode Respond. Les noms
localisés recommandés pour les options communes sont décrits dans I'Annexe A.
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Les combinaisons types d'options de réponse sont:

e O
e O
e O
e A
e R
e O

Last
Sia

OkR¢

la ré
comr
dispd
Prop

Cang
pass
comr
dispd
Prop

5.6.3

La M
dialo

Sign

Les

Respond (

K;

K, Annuler;

ui, Non, Annuler;

bandonner, Réessayer, Ignorer;
éessayer, Annuler;

ui, Non.

- par
ption

esponse contient la derniére réponse fournie par un Client dans la Méthode Respond.

cune réponse antérieure n'existe, la valeur de la Propriété est "-1".

sponse fournit I'indice de I'option OK dans la matrice ResponseQptionSet. Ce choi

X est

ponse qui permet au systéme de poursuivre avec l|'opération” décrite par l'invite de

hande. Cela permet au Client d'identifier I'option OK si‘luhe gestion spécialg
nible pour cette option. Si aucune option OK n'est _disponible, la valeur de
riété est "—-1".

elResponse fournit l'indice de réponse dans laXmatrice ResponseOptionSet qu
er le Dialogue a I'état inactif sans procéderva lI'opération décrite par linvit
hande. Cela permet au Client d'identifier I'gption Annuler si une gestion spécial

nible pour cette option. Si aucune option:Annuler n'est disponible, la valeur de
riété est "—-1".

Méthode Respond

gue. Le DialogState/Id revient'a False.

ature

[in] Int32-\SelectedResponse
) ;

arametres/sont définis dans le Tableau 25.

Tableau 25 — Paramétres de la Méthode Respond

est
cette

i fait
b de
b est
cette

éthode Respond permet de transmettre I'option de réponse choisie et de terminer le

+ D HYH
tHhReht DeSerpton

Select

edResponse Indice choisi dans la matrice ResponseOptionSet.

Le Tableau 26 présente les codes de résultats de la Méthode (définis dans le Service

d'Appel).
Tableau 26 — Codes de résultats de la Méthode Respond
Code de résultat Description
Bad_DialogNotActive Voir Tableau 101 pour la description de ce code de résultat.
Bad_DialogResponselnvalid Voir Tableau 101 pour la description de ce code de résultat.
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Le Tableau 27 spécifie la représentation de I'AddressSpace pour la Méthode Respond.

Tableau 27 — Définition de I'AddressSpace pour la Méthode Respond

Attribut Valeur
BrowseName Respond
Références NodeClass [BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument PropertyType Obligatoire

AlwaysGeneratesEvent |ObjectType

AuditConditionRespondEventType

Défini en 5.10.5

5.7 Modéle de Condition
5.7.1 Généralités
Le 1

l'acq

Les
estu

5.7.2

L'Ach
d'acd
la Fig

acquittable

nodéle de Condition acquittable étend
hittement et la confirmation sont ajoutés au modéle de Condition,

AcknowledgeableConditionType

le modéle de Condition:

AcknowledgeableConditions sont représentées par I'AcknowledgeableConditionTypke q
h sous-type du ConditionType. Le modéle est défini de fagon formelle du 5.7.2 au 5.} .4.

Des états [pour

nowledgeableConditionType étend le ConditiofiType en définissant des caractéristiques
uittement. Il s'agit d'un type abstrait. L'AcknowledgeableConditionType est représepté a
ure 11 et défini de fagon formelle dans le Tableau 28.

EnableState :

ConditionType

)

i

Acknowledgeable
ConditionType

HasTruepubState TwoStateVariableType:

AckedState

TwoStateVariableType:
ConfirmedState

F
F

Acknowledge

IEC

Figure 11 — Vue d'ensemble de I'AcknowledgeableConditionType
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Tableau 28 — Définition d'AcknowledgeableConditionType

Attribut Valeur
BrowseName AcknowledgeableConditionType
IsAbstract False
Références NodeClass BrowseName DataType TypeDefinition ModellingRu

le

Sous-type du ConditionType défini en 5.5.2.
HasSubtype ObjectType AlarmConditionType Défini en 5.8.2
HasCgmponent  |Variable AckedState LocalizedText TwoStateVariableType Obligatpire
HasC¢mponent Variable ConfirmedState LocalizedText TwoStateVariableType Facdltafive
HasC¢mponent Méthode Acquittement Définien 5.7.3 Obligatpire
HasC¢mponent Méthode Confirm Définien 5.7.4 Facultafive
L'AchknowledgeableConditionType hérite de toutes les Propriétés du_ConditionType.
Lorsqu'il est False, AckedState indique que l'instance de Cendition exige l'acquittement|pour
I'état|de Condition consigné. Lorsque l'instance de Condition est acquittée, I'AckedState est
définj sur True. ConfirmedState indique si, oui ou nonycela nécessite une confirmation| Les
nomg d'états recommandés sont décrits dans I'"Annexe"A. Les deux états sont des sous-états
d'EngbledState True. Voir 4.3 pour plus d'informations sur les modeéles d'acquittement gt de
confifmation. L'Eventl/d utilisé dans la Notification\d'Evénement est vu comme l'identifichteur
de det état et doit étre utilisé pour appeler-les Méthodes pour l'acquittement qu la
confifmation.
Un Serveur peut exiger que des états antérieurs soient acquittés. Si I'acquittement d'ur| état
antélfieur est encore ouvert et un nouvel état exige également un acquittement, le Sefveur
doit ¢réer une branche de l'instaneé-de Condition comme spécifié en 4.4. Il est prévu que les
Clients gardent une trace de toutes les ConditionBranches ou AckedState/ld est False|pour
permiettre leur acquittement-Voir également 5.5.2 pour plus d'informations sun les
ConditionBranches et les, exemples de [I'Article B.1. La gestion de I'AckedState ef| des
branches s'applique aussi.au ConfirmedState.
5.7.3 Méthode Acknowledge
La Méthode Acknowledge est utilisée pour acquitter une Notification d'Evénement polir un
état [de l'instance de Condition ou AckedState est False. Généralement, le Nodeld de
I'instance~d'objet est transmis en tant qu'Objectld au Service d'Appel. Cependant, ceftains
Serveurs'ne présentent pas d'instances de Condition dans I'AddressSpace. Par conséquent,
les . . ; ; . scifidnt le

Conditionld en tant qu'Object/d. La Méthode ne peut pas étre appelée avec un Objectld du

Neeud d'AcknowledgeableConditionType.

Signature

Acknowledge (
[in] ByteString EventId
[in] LocalizedText Commentaire
)

Les parameétres sont définis dans le Tableau 29.
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Tableau 29 — Parameétres de la Méthode Acknowledge

Argument Description
Eventld Eventld identifiant une Notification d'Evénement particuliére.
Seules les Notifications d’Evénements ou AckedState/ld était False peuvent étre acquittées.
Comment Texte localisé a appliquer a la Condition.

Le Tableau 30 présente les codes de résultats de la Méthode (définis dans le Service

d'Appel).

Tableau 30 — Codes de résultats de la Méthode Acknowledge
Code de résultat Description

Bad_({onditionBranchAlreadyAcked Voir Tableau 101 pour la description de ce code de résultat.

Bad_NlethodlInvalid L'identificateur de la méthode ne se référe pas a une méthode pour l'objet ou I¢
Conditionld spécifié.

Bad_BventldUnknown Voir Tableau 101 pour la description de ce code de/résultat.

Bad_NodeldInvalid Utilisé pour indiquer que I'Objectld spécifié n'est-pas valide ou que la Méthode|a été
appelée sur le Noeud de ConditionType. Vairl'|EC 62541-4 pour la description
générale de ce code de résultat.

Commentaires

Un Serveur est chargé de s'assurer que chaque Evénement a un Eventld unique. Cela pgrmet

aux (

L'Evsd
cons
I'Eve
il est

a réinitialiser, un texte vide aveg'un parameétre de lieu doit étre fourni.

Un £
True
état

sont
Ackn

Ulients d'identifier et d'acquitter une Notification d'Evénement particuliere.

entld identifie une Notification d'Evénement spécifique ou un état a acquitter ava
gné. L'acquittement et le commentaire facultatif sont appliqués a I'état identifid
ntid. Si le champ de commentaire' est NULL (le paramétre de lieu et le texte sont vi
ignoré et les commentaires existants éventuels restent inchangés. Si le commentair

t été

par
des),
e est

ventld valide se traduit par une Notification d'Evénement ou I'AckedState/ld est défi
et la Propriété Cominent contient le texte de I'argument de commentaire facultatif.

consignés. Le Tableau 31 spécifie la représentation de I'AddressSpace pour la Mé
pwledge.

Tableau 31 — Définition de I'AddressSpace pour la Méthode Acknowledge

i sur
i un

antérieur est acquitté, le Branchld et toutes les valeurs de Condition de cette branche

ode

Attribut Valeur
BrowseName Acquittement
Références NodeClass BrowseName DataType TypeDefinition ModellingRule
HasProperty Variable InputArguments Argument PropertyType Obligatoire

AlwaysGenerates | ObjectType AuditConditionAcknowledge | Défini en 5.10.5
Event

EventType
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5.7.4 Méthode Confirm

La Méthode Confirm est utilisée pour confirmer une Notification d'Evénement pour un état de
I'instance de Condition ou le ConfirmedState est False. Généralement, le Nodeld de l'instance
d'objet est transmis en tant qu'Object/d au Service d'Appel. Cependant, certains Serveurs ne
présentent pas d'instances de Condition dans I'AddressSpace. Par conséquent, les Serveurs
doivent autoriser les Clients a appeler la Méthode Confirm en spécifiant le Conditionl/d en tant
qu'Objectld. La Méthode ne peut pas étre appelée avec un Objectld du Nceud
d'AcknowledgeableConditionType.

Signature

Clonfirm (
[in] ByteString EventId
[in] LocalizedText Commentaire

) 7
Les garameétres sont définis dans le Tableau 32.

Tableau 32 — Parametres de la Méthode Confirm

Argument Description

Eventiid Eventld identifiant une Notification d’Evénement particuliere.

Seules les Notifications d’Evénement dont la propriéte |d du ConfirmedState est False pduvent
étre confirmées.

Comnijent Texte localisé a appliquer aux Conditions:

Le Tlableau 33 présente les codes de résultats de la Méthode (définis dans le Sdrvice
d'Appel).

Tableau 33 — Codes .de résultats de la Méthode Confirm

Code de résultat Description
Bad_(onditionBranchAlreadyConfirmed Voir Tableau 101 pour la description de ce code de résultat.
Bad_NlethodInvalid L'identificateur de la méthode ne se référe pas a une méthode pour I'objet du le
Conditionld spécifié.
Voir I'EC 62541-4 pour la description générale de ce code de résultat.
Bad_BventldUnknown Voir Tableau 101 pour la description de ce code de résultat.
Bad_NodeldUnknown Utilisé pour indiquer que I'Objectld spécifié n'est pas valide ou que la Méthdde a

été appelée sur le Noeud de ConditionType.

Voir I''EC 62541-4 pour la description générale de ce code de résultat.

Commentaires

Un Serveur est chargé de s'assurer que chaque Evénement a un Eventld unique. Cela permet
aux Clients d'identifier et de confirmer une Notification d'Evénement particuliére.

L'Eventld identifie une Notification d'Evénement spécifique ol un état a confirmer avait été
consigné. Un Commentaire qui est appliqué a I'état identifié par I'Eventld peut étre fourni.

Un Eventld valide se traduit par une Notification d'Evénement ou le ConfirmedState/ld est
défini sur True, et la Propriété Comment contient le texte de l'argument de commentaire
facultatif. Si un état antérieur est confirmé, le Branchld et toutes les valeurs de Condition pour
cette branche sont consignés. Un Client peut confirmer uniqguement les événements qui ont
un ConfirmedState/ld défini sur False. La logique de définition du ConfirmedState/ld sur False
est spécifique au Serveur et peut méme étre spécifique a I'événement ou a la condition.
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Le Tableau 34 spécifie la représentation de I'AddressSpace pour la Méthode Confirm.

Tableau 34 — Définition de I'AddressSpace pour la Méthode Confirm

Attribut Valeur
BrowseName Confirm
Références NodeClass BrowseName DataType TypeDefinition |ModellingRule
HasProperty Variable InputArguments Argument PropertyType Obligatoire

AlwaysGeneratesEv |ObjectType AuditConditionConfirmEventType |Défini en 5.10.7
ent

5.8 Modéle d'Alarme
5.8.1 Généralités

La Figure 12 décrit de maniére informelle I'AlarmConditionType, ses sous-types et sa position
dans|la hiérarchie des Types d'Evénements.

ConditionType

N
JAN

‘ AcknowledgeableConditionType, %

2

AlarmConditionType

é#,,

|
Discrepancy ‘ LimitAlarmType ‘ ‘ DiscreteAlarmType ‘
AlarmType

T

‘ OffNormalAlarmType ‘
\ | %
ExclusiveLimit NonExclusiveLimit
AlarmType AlarmType
} % éf ‘ SystemOffNormalAlarmTyfe
| [ \ |
Exclusive Exclusive Exclusive NonExclusive NonExclusive NonExclusive
Level MultiDeviation RateOfChange Level MultiDeviation RateOfChange

IEC

Figure 12 — Modéle de la hiérarchie d'AlarmConditionType

5.8.2 AlarmConditionType

L'AlarmConditionType est un type abstrait qui étend I'AcknowledgeableConditionType en
introduisant un ActiveState, un SuppressedState et un ShelvingState. |l ajoute également la
possibilité de définir un temps de retard, un temps de nouvelle alarme, des groupes d'Alarmes
et des paramétres d'Alarme sonore. Le modéle d'Alarme est représenté a la Figure 13. Cette
représentation est une définition volontairement incompléte. Il est défini de fagon formelle
dans le Tableau 35.
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Tableau 35 — Définition d'AlarmConditionType

Attribut Valeur
BrowseName AlarmConditionType
IsAbstract False
Références Node BrowseName DataType TypeDefinition ModellingRu
Class le
Sous-type de I'AcknowledgeableConditionType défini en 5.7.2
HasComponent Variable ActiveState LocalizedText |TwoStateVariableType Obligatoire
HasProperty Variable InputNode Nodeld PropertyType Obligatoire
HasC¢mponent Variable SuppressedState LocalizedText |TwoStateVariableType Facultafive
HasC¢mponent Variable OutOfServiceState LocalizedText |TwoStateVariableType Facdltafive
HasC¢mponent Objet ShelvingState ShelvedStateMachineType, \|Facultajive
HasPrpperty Variable SuppressedOrShelved Booléen PropertyType Obligatpire
HasPrpperty Variable MaxTimeShelved Durée PropertyType Facultafive
HasPrpperty Variable AudibleEnabled Booléen PropertyType Facultafive
HasC¢mponent Variable AudibleSound AudioData AudioVariableType Facultafive
Type
HasC¢mponent Variable SilenceState LocalizedText , “\'woStateVariableType Facultafive
HasPrpperty Variable OnDelay Durée PropertyType Facultajive
HasPrpperty Variable OffDelay Duree PropertyType Facultafive
HasC¢mponent Variable FirstinGroupFlag Booléen BaseDataVariableType Facultafive
HasC¢mponent Objet FirstinGroup AlarmGroupType Facultafive
HasCg¢mponent Objet LatchedState LocalizedText |TwoStateVariableType Facultafive
HasAlarmSuppress |Objet <AlarmGroup> AlarmGroupType OptiongIPlac
ionGrqup eholder
HasPrpperty Variable ReAlarmTime Durée PropertyType Facultafive
HasC¢mponent Variable ReAlarmRepeatCount Int16 BaseDataVariableType Facultafive
HasC¢mponent Meéthode Silence Défini en 5.8.5 Facultafive
HasC¢mponent Méthode Supprimer Défini en 5.8.6 Facultafive
HasComponent Méthode Unsuppress Défini en 5.8.7 Facultafive
HasCemponent Méthode RemoveFromService Défini en 5.8.8 Facultafive
HasComponent Méthode PlacelnService Défini en 5.8.9 Facultative
HasComponent Méthode Reset Défini en 5.8.4 Facultative
HasSubtype Objet DiscreteAlarmType
HasSubtype Objet LimitAlarmType
HasSubtype Objet DiscrepancyAlarmType

L'AlarmConditionType hérite de toutes les Propriétés de I'AcknowledgeableConditionType.
Les états suivants sont des sous-états d'EnabledState True.
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Lorsqu'il est défini sur True, I'ActiveState/ld indique que la situation représentée par la
Condition est actuellement présente. Lorsqu'une instance de Condition est dans I'état inactif
(I'ActiveState/ld défini sur False), cela représente une situation qui est revenue a un état
normal. Les transitions de Conditions vers les états inactif et Active sont déclenchées par des
actions spécifiques au Serveur. Les sous-types de I'AlarmConditionType spécifiés plus loin
dans le présent document ont des modeles de sous-états qui définissent I'état Active de fagon
plus approfondie. Les noms d'états recommandés sont décrits dans I'Annexe A.

La Propriété InputNode fournit le Nodeld de la Variable dont la Valeur est utilisée comme
donnée d'entrée primaire dans le calcul de I'état d'Alarme. Si cette Variable n'est pas dans
I'AddressSpace, un Nodeld NULL doit étre fourni. Dans certains systemes, une Alarme peut

étre rrl—l_m_l_ﬁ_v_lﬂ_l_b—l_ca Culee sur la base de plusieurs valeurs de variables, Il Incombe au systeme de
détenminer quel Nodeld de Variable est utilisé.

L'asqociation de SuppressedState, OutOfServiceState et ShelvingState permetyde suppfimer
les Alarmes sur les systémes d'affichage. Ces trois suppressions sont généralement util|sées
par |[différents personnels ou systémes d'une installation, c'est-a-direl”des systémes
autornatiques, du personnel de maintenance et des Opérateurs.

SuppressedState est utilisé en interne par un Serveur afin de supprimer automatiquemenit des
Alarmes pour des raisons spécifiques au systéme. Par exemple, un systeme peut| étre
configuré pour supprimer des Alarmes associées a des machines qui sont a l'arrét| Par
exenjple, une Alarme de niveau bas pour un réservoir qui n'est’pas en cours d'utilisation| peut
étre supprimée. Les noms d'états recommandés sont décrits*dans I'Annexe A.

OutQfServiceState permet au personnel de maintenanee de supprimer des Alarmes dues|a un
probléme de maintenance. Par exemple, si un instrument est mis hors service a des figs de
maintenance ou est temporairement retiré pour‘étre remplacé ou entretenu, I'état de I'élgment
est féfini sur OutOfServiceState. Les noms d'états recommandés sont décrits [dans
I'Annexe A.

ShelyingState suggére si, oui ou non,\une Alarme doit (temporairement) ne pas étre affichée
a l'attention de I'utilisateur. Cela estytrés souvent utilisé par les Opérateurs pour bloqugr les
Alarmes injustifiées. Le ShelvingState est défini en 5.8.10.

Lorsqu'une Alarme a l'un-ou tous les états SuppressedState, OutOfServiceStat¢ ou
ShelyingState définis sur\True, la propriété SuppressedOrShelved doit étre définie sur True et
cette] Alarme n'est ators généralement pas affichée par le Client. Les transitions dlétats
assogiées a I'Alarme ;ont effectivement lieu, mais elles ne sont généralement pas affighées
par |les Clients\\ tant que I'Alarme reste dans I|'un des états Suppressed$3tate,
OutdfServiceState ou Shelved.

La Rropriete facultative MaxTimeShelved est utilisée pour attribuer la durée max|male
pendpni/laquelle une Condition d'Alarme peut étre suspendue. La valeur est exprimée sdus la
formé—dune durée.Les systémes peuvent utiliser cette Propricté pour empécheér la
Suspension permanente d'une Alarme. Si cette Propriété est présente, elle représente une
limite supérieure pour la durée passée dans un appel de Méthode TimedShelve. Si une valeur
supérieure a la valeur de cette Propriété est transmise a la Méthode TimedShelve, un code
d'erreur Bad_ShelvingTimeOutOfRange est alors renvoyé lors de l'appel. Si cette Propriété
est présente, elle est également en vigueur pour I'état OneShotShelved, ainsi une Condition
d'Alarme passe a I'état Unshelved a partir de I'état OneShotShelved si la durée spécifiée dans
cette Propriété expire a la suite d'une opération OneShotShelve sans changement des autres
éléments éventuels associés a la Condition.

La Propriété AudibleEnabled facultative est un Booléen qui indique si I'état courant de cette
Alarme inclut une Alarme sonore.
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La Propriété AudibleSound facultative contient le fichier son qui doit étre joué si une Alarme
sonore doit étre générée. Ce fichier est joué/généré tant que I'Alarme est active et non
acquittée, sauf si le StateMachine silence est inclus, auquel cas il peut également étre réduit
au silence par ce StateMachine.

Le SilenceState permet de supprimer la génération d'Alarmes sonores. Généralement, il est
utilisé lorsqu'un Opérateur réduit au silence toutes les Alarmes sur un écran, mais qu'il est
nécessaire qu'il acquitte les Alarmes de maniére individuelle. Réduire une Alarme au silence
doit réduire I'Alarme au silence sur tous les systémes (écrans) sur lesquels elle est signalée.
Tous les Clients ne font pas appel a ce StateMachine, mais il permet a plusieurs Clients de
synchroniser des états d'Alarme sonore. Acquitter une Alarme doit automatiquement la
réduife au silence.

Les |Propriétés OnDelay et OffDelay peuvent étre utilisées pour éliminer les—~Algrmes
injustifiées. OnDelay permet d'éviter les Alarmes inutiles lorsqu'un signal dépasse
tempprairement son point de consigne, empéchant ainsi I'Alarme d'étre déclenchée avant que
le signal reste a I'état d'Alarme en continu pour une période spécifiée -(durée OnDglay).
OffDglay permet de réduire les Alarmes intermittentes en verrouillant llindication de I'Afarme
pour|une certaine durée aprés que la situation est revenue a la normale. C'est-a-dird que
I'Alanme doit rester active pendant la durée OffDelay et ne doit~pas se régénérer s| elle
redeyient active pendant cette période. Si I'Alarme reste dans layZone inactive penddgnt le
tempg OffDelay, elle devient alors inactive.

La Variable FirstinGroupFlag facultative est utilisée avec I'objet FirstinGroup. L'Objet
FirstinGroup est une instance d'un AlarmGroupType qui regroupe plusieurs Alarmes
assoctiées. Le FirstinGroupFlag est défini sur l'instance’ d'Alarme qui était la premiére Alarme
a se|déclencher dans un FirstinGroup. En présence de cette variable, le FirstinGroug doit
auss| étre présent. Ces deux nceuds permettent. 3 un systéme d'alarme de déterminer quelle
Alarme de la liste a été le déclencheur. lls sopt communément utilisés dans les situatio:[.‘s ou

les Alarmes sont corrélées et ou généralemént plusieurs Alarmes se produisent. En général,
tous |les capteurs de vibrations d'une turbine, par exemple, se déclenchent si I'un se
déclgnche, mais I'important, pour un Opérateur, est le premier capteur a s'étre déclenché|

L'Objet LatchedState, s'il est présent, indique que le verrouillage de cette Alarme est pifis en
charge. Le bit "retain" de I'Alarme reste True jusqu'a ce qu'il ne soit plus actif, soit acquifté et
réinitialisé. Si la Méthode Reset est appelée alors qu'elle est active, elle n'a pas d'effgt sur
I'Alanme et est ignorée, et Ta réponse a l'appel est une erreur Bad_lInvalidState. L'Dbjet
indigue I'état courant, verrouillé ou non verrouillé. Les noms d'états recommandés sont dgcrits
dans|l'Annexe A. Si cet)Objet est fourni, la Méthode Reset doit aussi étre fournie.

Une |nstance d*Alarme peut contenir une ou plusieurs références HasAlarmSuppressionGroup
a dgs instances d'AlarmGroupType. Chaque instance est un AlarmSuppressionGloup.
Lorsqu'un AlarmSuppressionGroup devient actif, le Serveur doit définir le SuppressedStafe de
I'Alaime (sur True. Lorsque plus aucun AlarmSuppressionGroup référencé n'est actjf, le
Serveuridoit alors définir le SuppressedState sur False. Un seul AlarmSuppressionGroup| peut
étre attribue a plusieurs Alarmes. Les AlarmsuppressionGroups sont utilises pour contrdler
les AlarmFloods et pour mieux gérer les Alarmes.

ReAlarmTime, le cas échéant, définit un temps utilisé pour ramener une Alarme au sommet
d'une liste d'Alarmes. Si une Alarme n'est pas revenue a la normale dans le temps donné (a
partir du dernier moment ou elle a été activée), le Serveur génére une nouvelle Alarme
(comme s'il s'agissait de la premiere). Si elle a été réduite au silence, elle doit revenir a un
état non silencieux, et si elle a été acquittée, elle doit revenir a un état non acquitté. La durée
d'activité de I'Alarme est fonction du temps de nouvelle alarme.

ReAlarmRepeatCount, le cas échéant, comptabilise le nombre de fois qu'une Alarme est
réactivée. Certains systémes d'alarme intelligents utiliseront ce décompte pour élever le
degré de priorité ou pour générer des indications supplémentaires ou différentes pour
I'Alarme donnée. Le décompte est réinitialisé lorsqu'une Alarme revient a la normale.
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La Méthode Silence peut étre utilisée pour réduire une instance d'Alarme au silence. Elle est
définie en 5.8.5.

La Méthode Suppress peut étre utilisée pour supprimer une instance d'Alarme. Le plus
souvent, la suppression d'une Alarme se produit par l'intermédiaire de la programmation
avancée des alarmes, mais cette méthode permet de bénéficier d'un acces supplémentaire ou
de supprimer une instance d'Alarme particuliére. De plus amples détails sont fournis dans la
définition en 5.8.6.

La Méthode Unsuppress peut étre utilisée pour retirer une instance d'Alarme de ['état
SuppressedState. De plus amples détails sont fournis dans la définition en 5.8.7.

La Méthode PlacelnService peut étre utilisée pour retirer une instance d'Alarme“de [I'état
OutQfServiceState. Elle est définie en 5.8.9.

La Méthode RemoveFromService peut étre utilisée pour placer une instance-d'Alarme [dans
I'état| OutOfService State. Elle est définie en 5.8.8.

La Méthode Réinitialiser est utilisée pour effacer une Alarme vefrouillée. Elle est dgfinie
en 58.4. Si cet Objet est fourni, I'Objet LatchedState doit aussi étre,fourni.

Plus [de détails concernant le modele d'Alarme et les divers”états peuvent étre condultés
en 48 et a I'Annexe E.

5.8.3 AlarmGroupType

L'AlaymGroupType fournit une maniére simplecde*regrouper les Alarmes. Ce regroupement
peut |étre utilisé pour supprimer une Alarme ow pour identifier les Alarmes associées. L'Usage
réel de I'AlarmGroupType est spécifié lorsqu'ilest utilisé.

L'AlaymGroupType est défini de fagon formelle dans le Tableau 36.

Tableau(36 — Définition d'AlarmGroupType

Attribut Valeur

BrowsgName AlarmGroupType

IsAbstract False

Référénces NodeClass BrowseName DataType |TypeDefinition Modelling
Rule

Sous-{ype du FolderType défini dans I'NEC 62541-5.

Alarm{GroupMember Objet <AlarmConditionInstance> AlarmConditionType Optional
Placeholder

Il convient de nommer l'instance d'un AlarmGroupType et de décrire I'objectif du groupe
d'Alarmes.

L'instance d'AlarmGroupType contient un liste d'instances d'AlarmConditionType ou d'un
sous-type d'AlarmConditionType référencé par des références d'AlarmGroupMember. Au
moins une Alarme doit étre présente dans une instance d'AlarmGroupType.
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5.8.4 Méthode Reset

La Méthode Reset est utilisée pour réinitialiser une instance d'Alarme verrouillée. Elle n'est
disponible que sur une instance d'un AlarmConditionType présentant le LatchedState.
Généralement, le Nodeld de l'instance d'Objet est transmis en tant qu'Objectld au Service
d'Appel. Cependant, certains Serveurs ne présentent pas d'instances de Condition dans
I'AddressSpace. Par conséquent, les Serveurs doivent autoriser les Clients a appeler la
Méthode Reset en spécifiant le Conditionld en tant qu'Objectid. La Méthode ne peut pas étre
appelée avec un Objectld du Nceud d'AlarmConditionType.

Signature

Rleset();

Le Tlableau 37 présente les codes de résultats de la Méthode (définis dans’ le Sdrvice
d'Appel).

Tableau 37 — Codes de résultats de la Méthode Reset

Code de résultat Description

Bad_NlethodInvalid Le Methodld fourni ne correspond pas a I'Objectld fourniy Voir I'NEC 62541-4 pour la description
générale de ce code de résultat.

Bad_NodeldInvalid Utilisé pour indiquer que I'Objectld spécifié n'est\pas valide ou que la Méthode a été appglée

sur le Nceud de ConditionType.

Voir I''EC 62541-4 pour la description générale de ce code de résultat.

Bad_lpvalidState L'instance d'Alarme n'a pas été verrouillée, est encore active ou exige encore d'étre acqyittée.
Pour qu'une instance d'Alarme soit'téinitialisée, elle doit auparavant avoir été en état d'Afarme,
étre revenue a la normale et avoirété acquittée.

Le Tableau 38 spécifie la représentation’de I'AddressSpace pour la Méthode Reset.

Tableau 38 — Définition de I'AddressSpace pour la Méthode Reset

Attribut Valeur
BrowseName Reset
Référ¢nces NodeClass BrowseName DataType TypeDefinition ModellingRulp
AlwaygGeneratesEv{ObjectType AuditCondition Défini en 5.10.11
ent ResetEventType

5.8.5 Méthode Silence

La Méthode Silence est utilisée pour réduire une instance d'Alarme spécifique au silence. Elle
n'est disponible que sur une instance d'un AlarmConditionType présentant aussi le
SilenceState. Généralement, le Nodeld de l'instance d'Objet est transmis en tant qu'Objectld
au Service d'Appel. Cependant, certains Serveurs ne présentent pas d'instances de Condition
dans I'AddressSpace. Par conséquent, les Serveurs doivent autoriser les Clients a appeler la
Méthode Silence en spécifiant le Conditionld en tant qu'Objectld. La Méthode ne peut pas
étre appelée avec un Objectld du Naeud d'AlarmConditionType.

Signature

Silence () ;
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Le Tableau 39 présente les codes de résultats de la Méthode (définis dans le service

d'Appel).
Tableau 39 — Codes de résultats de la Méthode Silence
Code de résultat Description
Bad_MethodInvalid Le Methodld fourni ne correspond pas a I'Objectld fourni. Voir I'lEC 62541-4 pour la description

générale de ce code de résultat.

Bad_NodeldInvalid

sur le Nceud de ConditionType.

Utilisé pour indiquer que I'Objectld spécifié n'est pas valide ou que la Méthode a été appelée

Voir NEC 62541-4 pour |a description générale de ce code de résultat

Com

Si I'in

mentaires

stance n'est pas actuellement dans un état sonore, la commande est ignorée.

Le Tableau 40 spécifie la représentation de I'AddressSpace pour la Méthode Silence.

Tableau 40 — Définition de I'AddressSpace pour la. Méthode Silence

Attribut Valeur

BrowsgName Silence

Référ:

bnces NodeClass |BrowseName DataType TypeDefinition |Modelling

Rule

Alway

5GeneratesEvent |ObjectType |AuditConditionSilenceEveniType Défini en 5.10.10

5.8.6)

Méthode Suppress

La Méthode Suppress est utilisée peur supprimer une instance d'Alarme spécifique. Elle
nible que sur une instance d'un AlarmConditionType présentant aussgi le

dispd
Supp
Alarn
Cette
Alarn
Alarn

Géné

ressedState. Cette Méthode peut étre utilisée pour modifier le SuppressedState
he et écraser toute sUppression provoquée par un AlarmSuppressionGroup ass

Méthode fonctionne en parallele avec toute suppression déclenchée paf

hSupressionGroups:al sens que si la Méthode est utilisée pour supprimer une Alarm
hSuppressionGroup peut effacer la suppression.

d'Ap

ralement,/le-'Nodeld de l'instance d'objet est transmis en tant qu'Objectld au Sg
el. Cepéendant, certains Serveurs ne présentent pas d'instances de Condition

n'est

i'une
ocié.
un
e, un

rvice
dans

I'AddyessSpace. Par conséquent, les Serveurs doivent autoriser les Clients a appel
Méthpde\Suppress en spécifiant le Conditionld en tant qu'Objectld. La Méthode ne peu
étre appelée avec un Objectld du Noeud d'AlarmConditionType.

r la
Fpas

Signature

Suppress () ;

Le Tableau 41 présente les codes de résultats de la Méthode (définis dans le Service
d'Appel).
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Tableau 41 — Codes de résultats de la Méthode Suppress

Code de résultat Description

Bad_MethodInvalid Le Methodld fourni ne correspond pas a I'Objectld fourni. Voir I''EC 62541-4 pour la description
générale de ce code de résultat.

Bad_NodeldInvalid Utilisé pour indiquer que I'Objectld spécifié n'est pas valide ou que la Méthode a été appelée
sur le Nceud de ConditionType.

Voir I''EC 62541-4 pour la description générale de ce code de résultat.

Co:fe_ma'u_es
La Mgthode Suppress s'applique a une instance d'Alarme, méme si elle n'est pas active.

Le Tableau 42 spécifie la représentation de I'AddressSpace pour la Méthode Suppress.

Tableau 42 — Définition de I'AddressSpace pour la Méthode Suppress

Attribut Valeur
BrowpeName Supprimer
Réféfences NodeClass |BrowseName DataType TypeDefinition |Modelling

Rule

AlwaysGeneratesEvent |[ObjectType  |AuditConditionSuppressionEventT |Défini en 5.10.4
ype

5.8.7 Méthode Unsuppress

La Méthode Unsuppress est utilisée pour effacer le SuppressedState d'une instance d'Alarme
spécifique. Elle n'est disponible que~sur une instance d'un AlarmConditionType présenptant
auss| le SuppressedState. Cette Méthode peut étre utilisée pour écraser toute suppregsion
provoquée par un AlarmSuppressionGroup associé. Cette Méthode fonctionne en parglléle
avec| toute suppression déclenchée par un AlarmSuppressionGroup, au sens que [si la
Méthpde est utilisée pour.effacer le SuppressedState d'une Alarme, toute modification|d'un
AlarmSuppressionGroup_peut supprimer a nouveau I'Alarme.

Géndralement, le, Nodeld de I'Objectinstance est transmis en tant qu'Objectld au Segrvice
d'Appel. Cependant, certains Serveurs ne présentent pas d'instances de Condition |dans
I'AddressSpacel. Par conséquent, les Serveurs doivent autoriser les Clients a appeler la
Méthpde Unsuppress en spécifiant le Conditionld en tant qu'Object/d. La Méthode ne|peut
pas étre appelée avec un Objectld du Neeud d'AlarmConditionType.

Signature

Unsuppress () ;

Le Tableau 43 présente les codes de résultats de la Méthode (définis dans le Service
d'Appel).
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Tableau 43 — Codes de résultats de la Méthode Unsuppress

Code de résultat Description

Bad_MethodInvalid Le Methodld fourni ne correspond pas a I'Objectld fourni. Voir I''EC 62541-4 pour la description

générale de ce code de résultat.

Bad_NodeldInvalid Utilisé pour indiquer que I'Objectld spécifié n'est pas valide ou que la Méthode a été appelée

sur le Nceud de ConditionType.

Voir I''EC 62541-4 pour la description générale de ce code de résultat.

Com

La

Le Tableau 44 spécifie la représentation de I'AddressSpace pour la Méthode Unsuppress

3thode Unsuppress s'applique a une instance d'Alarme, méme si elle n'est pas activ

Tableau 44 — Définition de I'AddressSpace pour la Méthode Unsuppress

AY%

Attribut Valeur
BrowseName Unsuppress
Référ¢nces NodeClass |BrowseName DataType |TypeDefinition |ModellingRule

AlwaygGeneratesEvent |ObjectType [AuditConditionSuppressionEventType |Défini en 5.10.4

5.8.

La

8 Méthode RemoveFromService

//léthode RemoveFromService est utilisée pour supprimer une instance d'A

arme

spécifique. Elle n'est disponible que suriune instance d'un AlarmConditionType préseptant

auss| I'OutOfServiceState. Généralement, le Nodeld de I'instance d'objet est transmis er
qu'Objectld au Service d'Appel. Cependant, certains Serveurs ne présentent pas d'instg
de Cpndition dans I'AddressSpaceiPar conséquent, les Serveurs doivent autoriser les C
a appeler la Méthode RemoveFromService en spécifiant le Conditionld en tant qu'Object
Méthpde peut ne pas étre appelée avec un Object/d du Noeud d'AlarmConditionType.

Sig

Le

d'Appel).

:Eture
moveFromSexvice ()

Tlableau45 présente les codes de résultats de la Méthode (définis dans le Sqg

tant
nces
ients
d. La

rvice

— Tabteau 45— Codes de résuitats de ta Méthode RemoveFromService

Code de résultat Description

générale de ce code de résultat.

Bad_MethodInvalid Le Methodld fourni ne correspond pas a I'Objectld fourni. Voir I'lEC 62541-4 pour la description

sur le Noeud de ConditionType.

Voir I'"EC 62541-4 pour la description générale de ce code de résultat.

Bad_NodeldInvalid Utilisé pour indiquer que I'Objectld spécifié n'est pas valide ou que la Méthode a été appelée
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Commentaires

Les instances qui ne présentent pas I'Eftat OutOfService doivent rejeter les appels de
RemoveFromService. La Méthode RemoveFromService s'applique a une instance d'Alarme,
méme si elle n'est pas actuellement a I'Etat Active.

Le Tableau 46 spécifie la représentation de [I'AddressSpace pour la Méthode
RemoveFromService.

Tableau 46 — Définition de I'AddressSpace pour la Méthode RemoveFromService

Attribut Valeur
BrowsgName RemoveFromService
Référ¢nces NodeClass |BrowseName DataType |TypeDefinition Mo:rlling
Rul

AlwaygGeneratesEvent |ObjectType |AuditConditionOutOfServiceEventType |Défini en 5.10.12

5.8.9 Méthode PlacelnService

La Meéthode PlacelnService est utilisée pour définir I'QutOfServiceState d'une insfance
d'Alayme spécifique sur False. Elle n'est disponible® que sur une instance |d'un
AlarmConditionType présentant aussi 1'OutOfServiceéState. Généralement, le Nodelf de
I'Obje¢ctinstance est transmis en tant qu'Object/d an/Service d'Appel. Cependant, ceftains
Serveurs ne présentent pas d'instances de Condition dans I'AddressSpace. Par conséqguent,
les Serveurs doivent autoriser les Clients a appeler la Méthode PlacelnService en spédifiant
le Canditionld en tant qu'Objectld. La Méthode,ne peut pas étre appelée avec un Objectfd du
Neceud d'AlarmConditionType.

Signpture

HlacelnService () ;

Le Tlableau 47 présente les codes de résultats de la Méthode (définis dans le Sdrvice
d'Appel).

Tableau 47 — Codes de résultats de la Méthode PlacelnService

Code de résultat Description

Bad_Nlethodinvalid Le Methodld fourni ne correspond pas a I'Objectld fourni. Voir I''EC 62541-4 pour la desciption
générale de ce code de résultat.

Bad_Nodeldlnvalid | lée

sur le Noeud de ConditionType.

Voir I''EC 62541-4 pour la description générale de ce code de résultat.

Commentaires

La Méthode PlacelnService s'applique a une instance d'Alarme, méme si elle n'est pas
actuellement a I'Etat Active.

Le Tableau 48 spécifie la représentation de I'AddressSpace pour la Méthode PlacelnService.
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Tableau 48 — Définition de I'AddressSpace pour la Méthode PlacelnService

Attribut Valeur
BrowseName PlacelnService
Références NodeClass |BrowseName DataType TypeDefinition |ModellingRule

AlwaysGeneratesEvent [ObjectType |AuditConditionOutOfServiceE |Défini en 5.10.12
ventType

5.8.1 ShelvedStateMachineType
5.8.110.1 Vue d'ensemble

Le ShelvedStateMachineType définit un diagramme de sous-états qui représente un modéele
avangé de filtrage d'Alarmes. Ce modele est représenté a la Figure 15.

Le modele d'état prend en charge deux types de Suspensions; “OneShotShelvirlg et
TimeldShelving. lls sont représentés a la Figure 14. La représentation-comporte les transitions
admipes entre les divers sous-états. La Suspension est une. lactivité déclenchéeg par
I'Opdrateur.

En QneShotShelving, un utilisateur demande qu'une Alarme. soit suspendue pendant son état
Active. Ce type de Suspension est habituellement utilisé” lorsqu'une Alarme se proddyit en
continu sur une limite (a savoir, une Condition @scille entre I'Alarme High et I'Alarme
HighHigh, toujours dans [I'état Active). La Sihspension en une seule fois s'egfface
automnatiquement lorsqu'une Alarme revient a un_etat inactif. Une autre utilisation pour ce type
de Suspension concerne une zone d'installation qui est arrétée, a savoir une Afarme
fonctjonnant longtemps telle qu'une Alarme.dé’niveau bas pour un réservoir qui n'est pas en
courg d'utilisation. Lorsque le réservoir recommence a fonctionner, I'état Shelving s'efface
automatiquement.

En TimedShelving, un utilisateur spécifie qu'une Alarme soit suspendue pendant une dqurée

donn£e. Ce type de Suspension est trés souvent utilisé pour bloquer les Alarmes injustifiées.

Par ¢xemple, une Alarme quizse produit plus de 10 fois en une minute peut étre suspendue
pendgnt quelques minutes,

Dang tous les états, la méthode Unshelve peut étre appelée pour entrainer une transition| vers
I'état|Unshelve; cela.inclut le Un-shelving d'une Alarme qui est dans I'état TimedShelve @vant
que lpa durée n'expire et I'état OneShotShelve sans transition vers un état inactif.

Toutés les transitions, a I'exception de deux d'entre elles, sont causées par des appe|s de
Méthpdes représentés a la Figure 14. La transition "Time Expired" est simplement| une
transfition, générée par le systéme qui se produit lorsque la valeur de temps définie cgmme
part i " - I e . ment
une transition générée par le systéme; cette transition est générée lorsque la Condition passe
a un état inactif.
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