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INTERNATIONAL ELECTROTECHNICAL COMMISSION
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2020

FOREWORD
The International Electrotechnical Commission (IEC) is a worldwide organization for standardization com
all| national electrotechnical committees (IEC National Committees). The object of IEC is_to pr

end and in addition to other activities, IEC publishes International Standards, Technical “Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter reféerred to as
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National €emmittee inte
in |[the subject dealt with may participate in this preparatory work. International, govefnmental ang
governmental organizations liaising with the IEC also participate in this preparation. [EC collaborates d
with the International Organization for Standardization (ISO) in accordance with' eonditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as mearly as possible, an intern
cohsensus of opinion on the relevant subjects since each technical committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international 'uSe and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made toyensure that the technical content
Publications is accurate, IEC cannot be held responsible forthe way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National*Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirational and regional publications. Any diver
between any IEC Publication and the corresponding national or regional publication shall be clearly indica
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf
aspessment services and, in some areas, accéss to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have the latest edition of this publication.

Nd liability shall attach to IEC or its (diréctors, employees, servants or agents including individual exper
megmbers of its technical committe€s,'and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othd
Pyblications.

At{ention is drawn to théyNormative references cited in this publication. Use of the referenced publicati
indispensable for the"correct application of this publication.

At{ention is drawn\to the possibility that some of the elements of this IEC Publication may be the sub
patent rights. lEC shall not be held responsible for identifying any or all such patent rights.
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International Standard |IEC 62541-6 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This third edition cancels and replaces the second edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Encodings:

¢| added JSON encoding for PubSub (non-reversible);
¢| added JSON encoding for Client/Server (reversible);
e| added support for optional fields in structures;

e| added support for Unions.

b) Transport mappings:

added WebSocket secure connection — WSS;

o| added support for reverse connectivity;

added support for session-less service invocation in HITPS.

\22
)

eprecated Transport (missing support on most platforms):
SOAP/HTTP with WS-SecureConversation (all encodings).

d) Added mapping for JSON Web Token.

e) Added support for Unions to NodeSet Schema.

f) Aldded batch operations to add/delete nodes to/from NodeSet Schema.

g) Aldded support for multi-dimensional arkays outside of Variants.

h) Added binary representation for Decimal data types.

i) Added mapping for an OAuth2*Authorization Framework.

The fext of this International Standard is based on the following documents:
FDIS Report on voting

65E/718/FDIS 65E/734/RVD

Full information’on the voting for the approval of this International Standard can be foupd in
the r¢port onlvoting indicated in the above table.

This doeument has been drafted in accordance with the ISO/IEC Directives, Part 2.

Throughout this document and the other parts of IEC 62541, certain document conventions
are used:

Italics are used to denote a defined term or definition that appears in Clause 3 in one of the
parts of the series.

Italics are also used to denote the name of a service input or output parameter or the name of
a structure or element of a structure that are usually defined in tables.

The italicized terms and names are also, with a few exceptions, written in camel-case (the
practice of writing compound words or phrases in which the elements are joined without
spaces, with each element's initial letter capitalized within the compound). For example the
defined term is AddressSpace instead of Address Space. This makes it easier to understand
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that there is a single definition for AddressSpace, not separate definitions for Address and
Space.

A list of all parts of the IEC 62541 series, published under the general titlte OPC Unified
Architecture, can be found on the IEC website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

—

¢placed by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this\publication indigates
that| it contains colours which are considered to be . useful for the cofrect
undérstanding of its contents. Users should therefore print'this document using a
colopr printer.
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1

OPC UNIFIED ARCHITECTURE -

Part 6: Mappings

Scope

This part of IEC 62541 specifies the OPC Unified Architecture (OPC UA) mapping between
the decurity model described in IEC TR 62541-2, the abstract service definitions,—desg
specffied in IEC 62541-4, the data structures defined in IEC 62541-5 and the physical ne
protdcols that can be used to implement the OPC UA specification.

2

Normative references

The following documents, in whole or in part, are normatively referencéd in this documen

undafed references, the Ilatest edition of the referenced (@document (including
amendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts

IEC TR 62541-2, OPC Unified Architecture — Part 2:Security Model

IEC 62541-3, OPC Unified Architecture — Part 3" Address Space Model

IEC 62541-4, OPC Unified Architecture — Rart 4: Services

IEC 62541-5, OPC Unified Architecture — Part 5: Information Model

IEC 62541-7, OPC Unified Architecture — Part 7: Profiles

IEC 2541-12, OPC Unjfted'Architecture — Part 12: Discovery and Global Services

ISO $601-1:2019, Date and time — Representations for information interchange — P
Basig rules

e e see IR basalo e o e L

Fibed
work

I and
are indispensable for its application. For dated references, only theédition cited applies.

For
any

brt 1:

SOAP Part 1-SOAP Version 12 Part - Messaging-Framework
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XML
http:

SOA
http:

SSL/
http:

X.50
Inter:

HTTH
http:

HTTH
http:

http:

X690

Sped

Distipguished Encoding Rules (DER)

IEEE

HMA

X
Basep4: RFC 3548 — The Bas\%&BaseSZ and Base64 Data Encodings

Schema Part 2: XML Schema Part 2: Datatypes (19
www.w3.org/TR/xmlschema-2/ (LQ
(6.
P Part 1: SOAP Version 1.2 Part 1: Messaging Framework b"\'
www.w3.org/TR/soap12-part1/ (ﬁb
©
TLS: RFC 5246 — The TLS Protocol Version 1.2 C)
tools.ietf.org/html/rfc5246.txt s\\Q/
b v3: ISO/IEC 9594-8 (ITU-T Rec. X.509), Infor t%n technology — Open Sys
tonnection — The Directory: Public-key and attri, certificate frameworks
N\
P: RFC 2616 — Hypertext Transfer Protocol@TTPM A
www.ietf.org/rfc/rfc2616.txt %)
)

PS: RFC 2818 — HTTP Over TLS | ®$
www.ietf.org/rfc/rfc2818.txt AN

O

www.ietf.org/rfc/rfc354

ISO/IEC 8825-1 @U'-T Rec. X.690), Information technology — ASN.1 encoding
ification of B @ Encoding Rules (BER), Canonical Encoding Rules (CER)

X

-754: S Q‘ard for Floating-Point Arithmetic

CWAC — Keyed-Hashing for Message Authentication
etf.org/rfc/rfc2104.txt

http:

tems

ules:
and

PKCS #1: PKCS #1 — RSA Cryptography Specifications Version 2.0

http:/

/www.ietf.org/rfc/rfc24 37 .txt

PKCS #12: PKCS #12 — Personal Information Exchange Syntax v1.1

http:/

FIPS
https

FIPS
https

/www.ietf.org/rfc/rfc7292.txt

180-4: Secure Hash Standard (SHS)

:/lcsrc.nist.gov/publications/detail/fips/180/4/final

197: Advanced Encryption Standard (AES)

:/lcsrc.nist.gov/publications/detail/fips/197/final
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UTF-8: UTF-8, a transformation format of ISO 10646
http://www.ietf.org/rfc/rfc3629.txt

RFC 3280: RFC 3280 — X.509 Public Key Infrastructure Certificate and CRL Profile
http://www.ietf.org/rfc/rfc3280.txt

RFC 4514: RFC 4514 — LDAP: String Representation of Distinguished Names
http://www.ietf.org/rfc/rfc4514.txt

NTP: RFC 1305 — Network Time Protocol (Version 3) Specification, Implementation and
Analysis
http:Jwww.ietf.org/rfc/rfc1305.txt A

Q}/

Kerbgros: Web Services Security — Kerberos Token Profile 1.1
http:/docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-KerberosToken Profile.pél/

RFC|1738: RFC 1738 — Uniform Resource Locators (URL) ,Q)
http:f/www.ietf.org/rfc/rfc1738.txt b:\

RFC[2141: RFC 2141 — URN Syntax
http:www.ietf.org/rfc/rfc2141 txt O
N4

RFC|6455: RFC 6455 — The WebSocket Protocol @)
http:f/www.ietf.org/rfc/rfc6455.txt Q<<

RFC|7159: The JavaScript Object Notation (JSO@Data Interchange Format
http:/www.ietf.org/rfc/rfc7159.txt @‘\

RFC|7523: JSON Web Token (JWT)@%%Ie for OAuth 2.0 Client Authentication| and
Autherization Grants Q@
https//tools.ietf.org/rfc/rfc7523.txt  ~\*

xO
RFC|[6749: The OAuth 2.0 Auth@‘lzation Framework
http: www.ietf.org/rfc/rfc674€;&

OperjID-Core: OpenlD @\r{ect Core 1.0
http:/openid.net/sp penid-connect-core-1_0.html

Oper ID-Disco@OpenlD Connect Discovery 1.0
https //openi@ t/specs/openid-connect-discovery-1_0.html

&N

RFC 6%&" RFC 6960 — X.509 Internet Public Key Infrastructure Online Certificate Sgtatus
Protacal’— QCSP

https://www.ietf.org/rfc/rfc6960.txt

3 Terms, definitions, abbreviated terms and symbols

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1,
IEC TR 62541-2, IEC 62541-3 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
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e |SO Online browsing platform: available at http://www.iso.org/obp

3.1.1
Certi
short

Note 1

3.1.2

ficateDigest
identifer used to uniquely identify an X.509 v3 Certificate

to entry: This is the SHA1 hash of DER encoded form of the Certificate.

DataEncoding
way to serialize OPC UA Messages and data structures

3.1.3
Deve
suite

3.1.
Map
oo

Note 1
data s

3.1.5
Secy
protg
OPC

3.1.6
Stac
comh

Note 1
UA ap

3.1.7

lopmentPlatform
of tools and/or programming languages used to create software

ing
fies specification on how to implement an OPC UA feature with a specific technology

to entry: For example, the OPC UA Binary Encoding is a Mapping that specifies how to serialize OFf
tructures as sequences of bytes.

rityProtocol
col which ensures the integrity and privacy of UA-Messages that are exchanged bet
UA applications

kProfile
ination of DataEncodings, SecurityProtecol and TransportProtocol Mappings

to entry: OPC UA applications implement one or more StackProfiles and can only communicate wit
plications that support a StackProfile that they support.

Tran

full-duplex communication {ink established between OPC UA applications

Note

3.1.8

TrangportPretocol
way {o exchange serialized OPC UA Messages between OPC UA applications

3.2

portConnection

to entry: A TCP#AP-sOcket is an example of a TransportConnection.

C UA

veen

OPC

Abbreviated terms and symbols

API
ASN.

application programming interface
1 Abstract Syntax Notation #1 (used in X690)

Bp WS- | Basie Profile Versi
BSP WS Basic S 4 Peofi

CSVv
ECC

comma separated value (file format)
elliptic curve cryptography

HTTP Hypertext Transfer Protocol

HTTPS  Secure Hypertext Transfer Protocol

IPSec Internet Protocol Security

RST — Request Security Token
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object identifier (used with ASN.1)

RSTR — Request Security Token Response

SCT— Security Context Token

PRF pseudo random function

RSA Rivest, Shamir and Adleman [public key encryption system]
SHA1 secure hash algorithm

SOAP Simple Object Access Protocol

SSL

Secure Sockets Layer (defined in SSL/TLS)

2020

TCP
TLS

UA
UAC
UAS

Othe
implg
be a
poss
throu

This
can
Data

Transmission Control Protocol

Transport Layer Security (defined in SSL/TLS)

Uni . : ion E 8 bit) (Defi in UTES
Unified Architecture

P OPC UA Connection Protocol

OPC UA Secure Conversation

CJ

XML Web Services specifications
WS Security

bC— WS Secure-Conversation
eXtensible Markup Language

Dverview

[ parts of the IEC 62541 series are written to be independent of the technology ussd
mentation. This approach means OPGC_ UA is a flexible specification that will contin
bplicable as technology evolves. Ontvthe other hand, this approach means that it i
ble to build an OPC UA applicatioh with the information contained in IEC TR 624
gh to IEC 62541-5 because important implementation details have been left out.

document defines Mappings between the abstract specifications and technologies
be used to implemént' them. The Mappings are organized into three gr
Fncodings, SecurityProtocols and TransportProtocols. Different Mappings are com

together to create StackProfiles. All OPC UA applications shall implement at least

Stac
same

This

Profile and can‘only communicate with other OPC UA applications that implemen
StackProfile.

documeht)defines the DataEncodings in Clause 5, the SecurityProtocols in-Clause

and the TransportProtocols in 6.7.6. The StackProfiles are defined in IEC 62541-7.

d for
e to
5 not
41-1

that
DUpPS:
bined
one
t the

All cd

mmunication hetween QPC IUA :llnlnlinai'inne is hased on the nyrhnngn of I\/hneengne

The

parameters contained in the Messages are defined in IEC 62541-4; however, their format is
specified by the DataEncoding and TransportProtocol. For this reason, each Message defined
in IEC 62541-4 shall have a normative description which specifies exactly what shall be put

on th

e wire. The normative descriptions are defined in the annexes.

A Stack is a collection of software libraries that implement one or more StackProfiles. The
interface between an OPC UA application and the Stack is a non-normative API which hides
the details of the Stack implementation. An API depends on a specific DevelopmentPlatform.
Note that the datatypes exposed in the API for a DevelopmentPlatform may not match the
datatypes defined by the specification because of limitations of the DevelopmentPlatform. For
example, the Java programming language does not support an unsigned integer which means
that any Java API will need to map unsigned integers onto a signed integer type.

Figure 1 illustrates the relationships between the different concepts defined in this document.
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UA Application -~ — — — Jent
Development Platforms
NET Framework o7 TS
C+H/ANSIC — — — — — > API e N
Java /‘ v 4 \\
T Data Encodi
Serialization Layer ~ - —,L UABinary \
! UAXML \
A / UA JSON \
Encoded Message /! \
v
/ Security Protocols ) \\
Stackﬁ Secure Channel tayer < O oecoreconversatiom \
Security Transforms 4 ( !
Signng — — - — — — » Secured Message |
Encryption | /
\ Transport Protocols h
UA TCP |
Transport Layer < — — — HFIPS /
K * ‘\ WebSocket |
Wire Protocol < — — — — — — _ X~ WSDL and XML Schema| /
‘ \ UA Binary Schema /
4
/ \\
§ :Z / o .
Mappi N
appings _ e
Figure 1 — The OPC UA Stack Overview
The l|ayers described in this document do not ¢orrespond to layers in the OSI 7-layer model
[X200]. Each OPC UA StackProfile should.‘be treated as a single Layer 7 (applicgtion)
protgcol that is built on an existing Layer 5,6 or 7 protocol such as TCP/IP, TLS or HTTP| The
SecureChannel layer is always present evien if the SecurityMode is None. In this situatioh, no

secu
with
Secu

operating on a physically securé network or a low-level protocol such as IPSec is being u

5.1
5.1.1

This
XML

a unique identifier. Users _and administrators are expected to understand th
reChannel with SecurityMode“set to None cannot be trusted unless the applicati

Data encoding

General
Overview

document defines-twe three data encodings: OPC UA Binary, OPC UA XML and OP
JSON. It describes how to construct Messages using each of these encodings.

ity is applied but the SecurityProtocol implementation shall maintain a logical channel

at a
bn is
sed.

C UA

5.1.2

Built-in Types

All OPC UA DataEncodings are based on rules that are defined for a standard set of built-in
types. These built-in types are then used to construct structures, arrays and Messages. The

built-

in types are described in Table 1.
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Table 1 — Built-in Data Types

ID Name Description
1 Boolean A two-state logical value (true or false).
2 SByte An integer value between —-128 and 127 inclusive.
3 Byte An integer value between 0 and 256 255 inclusive.
4 Int16 An integer value between —32 768 and 32 767 inclusive.
5 Uint16 An integer value between 0 and 65 535 inclusive.
6 Int32 An integer value between -2 147 483 648 and 2 147 483 647 inclusive.
7 Uint32 An integer value between 0 and 4 294 967 295 inclusive.
8 Int64 An integer value between —9 223 372 036 854 775 808 and 9 223 372 036 854 775,807 inclusive.
9 Uint64 An integer value between 0 and 18 446 744 073 709 551 615 inclusive.
10 Float An |IEEE single precision (32 bit) floating point value.
11 Double An IEEE double precision (64 bit) floating point value.
12 String A sequence of Unicode characters.
13 DateTime An instance in time.
14 Guid A 16-byte value that can be used as a globally unique identifier.
15 ByteString A sequence of octets.
16 XmlElement An XML element.
17 Nodeld An identifier for a node in the address space-oféan OPC UA Server.
18 ExpandedNodeld |A Nodeld that allows the namespace URNO be specified instead of an index.
19 StatusCode A numeric identifier for an error or condition that is associated with a value or an operation.
20 QualifiedName A name qualified by a namespace:
21 LocalizedText Human readable text with an optional locale identifier.
22 ExtensionObject A str‘ucture that contains'an application specific data type that may not be recognized by the
receiver.
23 DataValue A data value with an associated status code and timestamps.
24 Variant A union of all'of the types specified above.
25 DiagnosticInfo A structure‘that contains detailed error and diagnostic information associated with a StatusGode.
Most| of these data‘types are the same as the abstract types defined in IEC 62541-3 and
IEC $2541-4. However, the ExtensionObject and Variant types are defined in this document.
In addition, thisidocument defines a representation for the Guid type defined in IEC 62541-3.
5.1.3 Guid

Table 2 — Guid structure

Component Data Type
Data1 Uint32
Data2 UInt16
Data3 Uint16
Data4 Byte [8]

Guid values may be represented as a string in this form:
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<Datal>-<Data2>-<Data3>-<Datad4[0:1]>-<Datad[2:7]>

where Data1 is 8 characters wide, Data2 and Data3 are 4 characters wide and each Byte in
Data4 is 2 characters wide. Each value is formatted as a hexadecimal number with padded
zeros. A typical Guid value would look like this when formatted as a string:

C496578A-0DFE-4B8F-870A-745238C6AEAE

5.1.4 ByteString

A ByteString is structurally the same as a one-dimensional array of Byte. It is represented as
a digtinct built-in data type because it allows encoders to optimize the transmission\df the
valudg. However, some DevelopmentPlatforms will not be able to preserve the disfinction
betwgen a ByteString and a one-dimensional array of Byte.

If a decoder for DevelopmentPlatform cannot preserve the distinction it shali\convert alllone-
dimepsional arrays of Byte to ByteStrings.

Each[ element in a one-dimensional array of ByteString can have {aVdifferent length which
means is structurally different from a two-dimensional array of Byte \where the length of [each
dimepsion is the same. This means decoders shall preserve the“distinction between two or
more{ dimension arrays of Byte and one or more dimension arrays of ByteString.

If a |[DevelopmentPlatform does not support unsigned  integers, then it will-have neg¢d to
reprgsent ByteStrings as arrays of SByte. In this cas€) the requirements for Byte would|then
apply to SByte.

5.1.5 ExtensionObject

An BxtensionObject is a container for any—EemplexData—types Structured DataTypes which
cannpt be encoded as one of the other built-in data types. The ExtensionObject contajns a
complex value serialized as a sequence of bytes or as an XML element. It also contaifs an
identjfier which indicates what data (b contains and how it is encoded.

ComplexDatatypes StructuredsDataTypes are represented in a Server address space as|sub-
typeq of the Structure DataType. The DataEncodings available for any given-ComplexiData
type |Structured DataTypes are represented as a DataTypeEncoding Object in the Server
AddressSpace. The Nodeld for the DataTypeEncoding Object is the identifier stored in the
ExtepsionObject. IEC)62541-3 describes how DataTypeEncoding Nodes are related to pther
Nodgs of the AddressSpace.

Server implementers should use namespace qualified numeric Nodelds for | any
DatallypeEncoding Objects they define. This will minimize the overhead introduced by

packings—Complex—Data  Structured DataType values into—ExtensionObjects| an

Extebkstorntsieet

ExtensionObjects and Variants allow unlimited nesting which could result in stack overflow
errors even if the message size is less than the maximum allowed. Decoders shall support at
least 100 nesting levels. Decoders shall report an error if the number of nesting levels
exceeds what it supports.

5.1.6 Variant

A Variant is a union of all built-in data types including an ExtensionObject. Variants can also
contain arrays of any of these built-in types. Variants are used to store any value or
parameter with a data type of BaseDataType or one of its subtypes.

Variants can be empty. An empty Variant is described as having a null value and should be
treated like a null column in a SQL database. A null value in a Variant may not be the same



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

- 20 - IEC 62541-6:2020 RLV © IEC 2020

as a null value for data types that support nulls such as Strings. Some DevelopmentPlatforms
may not be able to preserve the distinction between a null for a DataType and a null for a
Variant; therefore, applications shall not rely on this distinction. This requirement also means
that if an Attribute supports the writing of a null value it shall also support writing of an empty
Variant and vice versa.

Variants can contain arrays of Variants but they cannot directly contain another Variant.

DataValue—and Diagnosticinfo types only have meaning when returned in a response
message with an associated StatusCode and table of strings. As a result, Variants cannot
contain instances of-DataValteor Diagnosticlnfo.

Valugs of Attributes are always returned in instances of DataValues. Therefore, thesBatgType
of ar| Attribute cannot be a DataValue. Variants can contain DataValue when pséed in pther
contgxts such as Method Arguments or PubSub Messages. The Variant im)& DataVYalue
cannpt, directly or indirectly, contain another DataValue.

Varigbles with a DataType of BaseDataType are mapped to a Variant, however| the
ValugRank and ArrayDimensions Attributes place restrictions on{what is allowed in the
Varignt. For example, if the ValueRank is Scalar then the Variant,may only contain scalar
valugs.

ExtepsionObjects and Variants allow unlimited nesting which could result in stack ovdrflow
errorp even if the message size is less than the maximum“allowed. Decoders shall suppprt at
least| 100 nesting levels. Decoders shall report anCerror if the number of nesting Igvels
excegds what it supports.

5.1.7 Decimal

A Dgcimal is a high-precision signed degimal number. It consists of an arbitrary predision
integer unscaled value and an integer. g€ale. The scale is the power of ten that is applipd to
the uhscaled value.

A Defcimal has the fields describ&d in Table 3.

Table 3 — Layout of Decimal

Field Type Description
Typel Noteld The identifier for the Decimal DataType.
Encoding Byte This value is always 1.
Lengtf Int32 The length of the Decimal.

If the length is less than or equal to 0 then the Decimal value is 0.

Scale Int16 A signed integer representing the power of ten used to scale the value.

i.e. the decimal number of the value multiplied by 107sc@le

The integer is encoded starting with the least significant bit.

Value Byte [*] A 2-complement signed integer representing the unscaled value.
The number of bits is inferred from the length of the length field.
If the number of bits is 0 then the value is 0.

The integer is encoded with the least significant byte first.

When a Decimal is encoded in a Variant, the built-in type is set to ExtensionObject. Decoders
that do not understand the Decimal type shall treat it like any other unknown Structure and
pass it on to the application. Decoders that do understand the Decimal can parse the value
and use any construct that is suitable for the DevelopmentPlatform.
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If a Decimal is embedded in another Structure then the DataTypeDefinition for the field shall
specify the Nodeld of the Decimal Node as the DataType. If a Server publishes an OPC
Binary type description for the Structure then the type description shall set the DataType for
the field to ExtensionObject.

5.2 OPC UA Binary
5.2.1 General

The OPC UA Binary DataEncoding is a data format developed to meet the performance needs
of OPC UA applications. This format is designed primarily for fast encoding and decoding,

h k. H £ 4+l dad-dat +h H ] +al +1
OW VvOT, UTC OolcT UT UTC TITUUUTU Udldad UIT UTC WITT Wdo dioUu d UUTToTUuTTAatlivrlt.

The PPC UA Binary DataEncoding relies on several primitive data types with clearly“defined
encofling rules that can be sequentially written to or read from a binary stream, A\structure is
encofded by sequentially writing the encoded form of each field. If a given-field is al|so a
strucfure, then the values of its fields are written sequentially before writing/the next figld in
the dontaining structure. All fields shall be written to the stream even \if)they contain null
valugs. The encodings for each primitive type specify how to encode either a null or a d¢fault
valug for the type.

The |OPC UA Binary DataEncoding does not include any type or field name informfation
becapise all OPC UA applications are expected to have advance knowledge of the seryices
and ptructures that they support. An exception is an ExtensionObject which providgs an
identjfier and a size for the-Complex—Data Structured DataType structure it represents.| This
allows a decoder to skip over types that it does not reCognize.

5.2.2 Built-in Types
5.2.211 Boolean

A Boplean value shall be encoded as acsingle byte where a value of 0 (zero) is false and any
non-zero value is true.

Encoders shall use the value of'\t-to indicate a true value; however, decoders shall treat any
non-zero value as true.

5.2.2.2 Integer

All integer types shall be encoded as little endian values where the least significant|byte
appefprs first in the'stream.

Figune 2 illustrates how value 1 000 000 000 (Hex: 3B9ACAQ0)-should-be is encoded as p 32-
bit infeger in the stream.

00 CA 9A 3B

IEC
Figure 2 — Encoding Integers in a binary stream

5.2.2.3 Floating Point

All floating-point values shall be encoded with the appropriate IEEE-754 binary representation
which has three basic components: the sign, the exponent, and the fraction. The bit ranges
assigned to each component depend on the width of the type. Table 4 lists the bit ranges for
the supported floating point types.
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Table 4 — Supported Floating Point Types

Name Width (bits) Fraction Exponent Sign
Float 32 0to 22 23 to 30 31
Double 64 0to 51 52 to 62 63

In addition, the order of bytes in the stream is significant. All floating point values shall be
encoded with the least significant byte appearing first (i.e. little endian).

Figurde 3 illustrates how the value -6,5 (Hex: COD00000)-shewte—be Is encoded as a Float

The
IEEE
pres
(000
shall
alwa

5.2.2,

All §

loating-point type supports positive and negative infinity and not-a-number (NaN)
specification allows for multiple NaN variants; however, the encoders/decoders ma
rve the distinction. Encoders shall encode a NaN value as an JEEE quiet

also be encoded as an IEEE quiet-NAN. Any test for equality ;between NaN v
s fails.

00 00 DO Cco

IEG,
Figure 3 — Encoding Floating Points in a binary stream

4 String

fring values are encoded as a sequence of UTF-8 characters without a null termi

and preceded by the length in bytes.

The length in bytes is encoded as /nt32. A value of —1 is used to indicate a 'null' string.

The
iy not
NAN

00000000F8FF) or (00O00COFF). Any unsupported types such as denormalized nunpjbers

hlues

hator

Figune 4 illustrates how the multilingual string "7KBoy"-sheuld-be is encoded in a byte stream.

K
06 (00 (00|00 |E6|BO|(B4]|42 | 6F
0 1 2 3 4 5 6 7 8 9

Length B|lo]l|y

79

10
IEC

Figure 4 — Encoding Strings in a binary stream

5.2.2

.5 DateTime

A DateTime value shall be encoded as a 64-bit signed integer (see 5.2.2.2) which represents

the n

umber of 100 nanosecond intervals since January 1, 1601 (UTC).

Not all DevelopmentPlatforms will be able to represent the full range of dates and times that
can be represented with this DataEncoding. For example, the UNIX time_t structure only has
a 1 second resolution and cannot represent dates prior to 1970. For this reason, a number of
rules shall be applied when dealing with date/time values that exceed the dynamic range of a
DevelopmentPlatform. These rules are:

a) A date/time value is encoded as 0 if either

1

) The value is equal to or earlier than 1601-01-01 12:00AM UTC.
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2) The value is the earliest date that can be represented with the DevelopmentPlatform's
encoding.

a) A date/time is encoded as the maximum value for an Int64 if either
1) The value is equal to or greater than 9999-04-0412-31 11:59:59PM UTC,

2) The value is the latest date that can be represented with the DevelopmentPlatform's
encoding.

b) A date/time is decoded as the earliest time that can be represented on the platform if
either

1) The encoded value is 0,

2) The encoded value represents a time earlier than the earliest time that_caph be
represented with the DevelopmentPlatform's encoding.

c) Aldate/time is decoded as the latest time that can be represented on the platferm if either
1) The encoded value is the maximum value for an Int64,

N

The encoded value represents a time later than the latest time thatccan be represgnted
with the DevelopmentPlatform's encoding.

Thesg rules imply that the earliest and latest times that can be)represented on a given
platform are invalid date/time values and should be treated that way) by applications.

A degoder shall truncate the value if a decoder encounters @ ‘PateTime value with a resolution
that iis greater than the resolution supported on the DevelopmentPlatform.

5.2.2.6 Guid

A Guid is encoded in a structure as shown ‘inJTable 2. Fields are encoded sequentially
accofding to the data type for field.

Figure 5 illustrates how the Guid "72962B91-FA75-4AE6-8D28-B404DC7DAF63"-should{be is
encofded in a byte stream.

Data1 Data2 Data3 Data4

91 (2B |96 | 72-{ 75 |FA|E6|(4A |8D |28 | B4 | 04 |[DC| 7D | AF | 63

0 1 283 4 5 6 7 8 9 10 11 12 13 14 15 16
IEC

Figure 5 — Encoding Guids in a binary stream

5.2.217 ByteString

A ByteString is encoded as sequence of bytes preceded by its length in bytes. The length is
encoded as a 32-bit signed integer as described above.

If the length of the byte string is —1 then the byte string is 'null’.

5.2.2.8 XmlIElement

An XmlElement is an XML fragment serialized as UTF-8 string and then encoded as
ByteString.

Figure 6 illustrates how the XmlElement "<a>Hot/K</A>"-sheouldbe is encoded in a byte
stream.
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Length <A> Hot 7K </A>
oD|[{o0O|00|00(|3C|41|3E|72|6F |74 |E6|B0|B4|3C|3F |41 |3E
0 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

Figure 6 — Encoding XmlIElement in a binary stream

IEC

A decoder may choose to parse the XML after decoding; if an unrecoverable parsing error
occurs then the decoder should try to continue processing the stream. For example, if the

XmlGgfermertisthebody of @ Vararmt oramretement mamarray wiich s thebody of = V3riant
then|[this error can be reported by setting the value of the Variant to the Status[Code
Bad |DecodingError.
5.2.2.9 Nodeld
The ¢gomponents of a Nodeld are described the Table 5.
Table 5 — Nodeld components
Name Data Type Description
Namegpace Uint16 The index for a namespace URL.
An index of 0 is used for OPC UA defined Nodelds.
IdentiflerType Enumeration The format and data type of the identifier.
The value may be one of the following:

NUMERIC *the value is an Ulnteger;

STRING - the value is String;

GUIR: - the value is a Guid;

OPAQUE - the value is a ByteString;
Value * The identifier for a node in the address space of an OPC UA Server.
The PDataEncoding of a Nodeéld varies according to the contents of the instance. For that
reason, the first byte of\the encoded form indicates the format of the rest of the encoded
Nodgld. The possiblel DataEncoding formats are shown in Table 6. Table 6 through Taple 9
descfibe the structure of each possible format (they exclude the byte which indicate$ the

format).
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Table 6 — Nodeld DataEncoding values

Name Value Description
Two Byte 0x00 A numeric value that fits into the two-byte representation.
Four Byte 0x01 A numeric value that fits into the four-byte representation.
Numeric 0x02 A numeric value that does not fit into the two or four byte representations.
String 0x03 A String value.
Guid 0x04 A Guid value.
ByteString 0x05 An opaque (ByteString) value.
NamegpaceUri Flag 0x80 See discussion of ExpandedNodeld in 5.2.2.10.
Servefindex Flag 0x40 See discussion of ExpandedNodeld in 5.2.2.10.

The |standard Nodeld DataEncoding has the structure shown in Table‘7,” The stan
DataFEncoding is used for all formats that do not have an explicit format defihed.

Table 7 — Standard Nodeld Binary DataEncoding

dard

Name Data Type Description
Namegpace Uint16 The Namespacelndex.
Identifler * The identifier which is encoded aceording to the following rules:

NUMERIC Uint32
STRING String
GUID Guid
OPAQUE ByteString

An example of a String Nodeld/with Namespace = 1 and ldentifier = "Hot/Kk" is shov

Figure 7.

Encaoding Byte

VN in

Namespace
/ / Length Hot 7K
0301|0006 (00|00 |00|72|6F|74|E6|BO|B4
0 1 2 3 4 5 6 7 8 9 10 11 12 13

IEC

Figure 7 — A String Nodeld

The Two Byte Nodeld DataEncoding has the structure shown in Table 8.
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Table 8 — Two Byte Nodeld Binary DataEncoding

2020

Name Data Type Description

Identifier Byte The Namespace is the default OPC UA namespace (i.e. 0).

The Identifier Type is 'Numeric'.

The Identifier shall be in the range 0 to 255.

An example of a Two Byte Nodeld with Identifier = 72 is shown in Figure 8.

Encoding Identifier

00 72

IEC

Figure 8 — A Two Byte Nodeld

The Four Byte Nodeld DataEncoding has the structure shown in Tahlée 9.
Table 9 — Four Byte Nodeld Binary DataEncoding
Name Data Type Description
Namegpace Byte The Namespace shall be in the range 0 to 255.
Identifler Uint16 The Identifier Type is 'Numieric'.
The Identifier shall be-an‘integer in the range 0 to 65 535.
An ekample of a Four Byte Nodeld with’ Namespace = 5 and ldentifier = 1 025 is shoyn in
Figure 9.
Encoding Byte Namespace
/ Identifier
01[05(01]40
o 1 2 3 4
IEC
Figure 9 — A Four Byte Nodeld
5.2.2.10 ExpandedNodeld

An ExpandedNodeld extends the Nodeld structure by allowing the NamespaceUri to be
explicitly specified instead of using the Namespacelndex. The NamespaceUri is optional. If it
is specified, then the Namespacelndex inside the Nodeld shall be ignored.

The ExpandedNodeld is encoded by first encoding a Nodeld as described in 5.2.2.9 and then
encoding NamespaceUri as a String.

An instance of an ExpandedNodeld may still use the Namespacelndex instead of the
NamespaceUri. In this case, the NamespaceUri is not encoded in the stream. The presence of
the NamespaceUri in the stream is indicated by setting the NamespaceUri flag in the encoding
format byte for the Nodeld.
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If the NamespaceUri is present, then the encoder shall encode the Namespacelndex as 0 in
the stream when the Nodeld portion is encoded. The unused Namespacelndex is included in
the stream for consistency.

An ExpandedNodeld may also have a Serverindex which is encoded as a UInt32 after the
NamespaceUri. The Serverindex flag in the Nodeld encoding byte indicates whether the
Serverindex is present in the stream. The Serverindex is omitted if it is equal to zero.

The ExpandedNodeld encoding has the structure shown in Table 10.

Tablo 10— E lodNodoeld Bi DataE ’

Name Data Type Description
Nodelfl Nodeld The NamespaceUri and Serverindex flags in the Nodeld encoding indicate whether
those fields are present in the stream.
NamegpaceUri String Not present if null or Empty.
Servefindex UiInt32 Not present if 0.

5.2.2l11 StatusCode

A StatusCode is encoded as a UInt32.

5.2.20112 Diagnosticinfo

A Diagnosticlnfo structure is described in IEC 62541-4. It specifies a number of fieldq that
could be missing. For that reason, the encoding uses a bit mask to indicate which fieldg are
actuglly present in the encoded form.

As déscribed in IEC 62541-4, the Symbglicld, NamespaceUri, LocalizedText and Locale f{ields
are indexes in a string table which is.returned in the response header. Only the index qf the
corrgsponding string in the string table is encoded. An index of —1 indicates that there fjs no
valug for the string.

Diaghposticinfo allows unlimited nesting which could result in stack overflow errors even |f the
mesgage size is less than the maximum allowed. Decoders shall support at least 100 ngsting
level$. Decoders shalfreport an error if the number of nesting levels exceeds what it supgorts.
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Table 11 — Diagnosticinfo Binary DataEncoding

Name Data Type Description
Encoding Mask Byte A bit mask that indicates which fields are present in the stream.
The mask has the following bits:

0x01 Symbolic Id

0x02 Namespace

0x04 LocalizedText

0x08 Locale

0x10 Additional Info

0x20 InnerStatusCode

0x40 InnerDiagnosticinfo
Symbglicld Int32 A symbolic name for the status code.
NamegpaceUri Int32 A namespace that qualifies the symbolic id.
Localg Int32 The locale used for the localized text.
LocalizedText Int32 A human readable summary of the status code.
Additignal Info String Detailed application specific diagnostic information.
Inner $tatusCode StatusCode A status code provided by an underlying&ystem.

Inner

Diagnosticinfo

Diagnosticlnfo

Diagnostic info associated with the inner status code.

5.2.2
A Qu

.13  QualifiedName

alifiedName structure is encoded as shown'in Table 12.

The abstract QualifiedName structure is defined in IEC 62541-3.

Table 12 — QualifiedName Binary DataEncoding

Name Data Type Description
Namegpacelndex Uint16 The namespace index.
Name String The name.
5.2.2014 LocalizedText
A LocalizedText structure contains two fields that could be missing. For that reason| the
encofding(uses a bit mask to indicate which fields are actually present in the encoded forn.

The abstract Localized Text structure is defined in [EC 62541-3.



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 RLV © IEC 2020 - 29 -

Table 13 — LocalizedText Binary DataEncoding

Name Data Type Description

EncodingMask Byte A bit mask that indicates which fields are present in the stream.

The mask has the following bits:

0x01 Locale
0x02 Text
Locale String The locale.

Omitted is null or empty.

Text

String The text in the specified locale.

Omitted is null or empty.

5.2.2

.15 ExtensionObject

An [kxtensionObject is encoded as sequence of bytes prefixed by “the Nodeld ¢

Data

TypeEncoding and the number of bytes encoded.

An HxtensionObject may be encoded by the application which~means it is passed

Byte

String or an XmlElement to the encoder. In this case, the{encoder will be able to writ

number of bytes in the object before it encodes the bytes. However, an ExtensionObject

know

bytegq before it encodes the object or it shall be able~t0 seek backwards in the streanm

upda

ke the length after encoding the body.

When a decoder encounters an ExtensionObject it shall check if it recognizes

Data

TypeEncoding identifier. If it does, then it¢¢an call the appropriate function to decod

objegt body. If the decoder does not recegnize the type it shall use the—Encoding
Encoding to determine if the body is as;ByteString or an XmlElement and then decod
objegt body or treat it as opaque data.and skip over it.

The serialized form of an ExtensionObject is shown in Table 14.

f its

as a
e the
may

how to encode/decode itself which means the encoder shall calculate the numbler of

and

the
e the

b the
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Table 14 — Extension Object Binary DataEncoding

Name Data Type Description

Typeld Nodeld The identifier for the DataTypeEncoding node in the Server's AddressSpace.
ExtensionObjects defined by the OPC UA specification have a numeric node identifier
assigned to them with a Namespacelndex of 0. The numeric identifiers are defined in
A3.

Decoders use this field to determine the syntax of the Body. For example, if this field
is the Nodeld of the JSON Encoding Object for a DataType then the Body is a
ByteString containing a JSON document encoded as a UTF-8 string.

Encoding Byte An enumeration that indicates how the body is encoded.

The parameter may have the following values:

0x00 No body is encoded.

0x01 The body is encoded as a ByteString.

0x02 The body is encoded as a XmlElement.
Length Int32 The length of the object body.

The length shall be specified if the body is encoded.
Body Byte [*] The object body.

This field contains the raw bytes for ByteString bédies.

For XmlIElement bodies this field contains the~XML encoded as a UTF-8 string wWithout
any null terminator.

Some binary encoded structures may‘have a serialized length that is not a multiple of
8 bits. Encoders shall append 0 bitg"to ensure the serialized length is a multiple pf 8
bits. Decoders that understand‘the serialized format shall ignore the padding bitp.

ExtepsionObjects are used in two contexts: as values contained in Variant structures or as
parameters in OPC UA Messages.

A dejcoder may choose to parse an_XmlElement body after decoding; if an unrecovefable
parsing error occurs then the degoder should try to continue processing the stream| For
exanjple, if the ExtensionObject is the body of a Variant or an element in an array that is the
body| of Variant then this errofucan be reported by setting the value of the Variant tp the
StatysCode Bad_DecodingError.

5.2.2.16 Variant

A Variant is a unian of the built-in types.

The $tructuré of a Variant is shown in Table 15.
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Table 15 — Variant Binary DataEncoding

Name

Data Type

Description

EncodingMask

Byte

The type of data encoded in the stream.
A value of 0 specifies a NULL and that no other fields are encoded.
The mask has the following bits assigned:

0:5 Built-in Type Id (see Table 1).
6 True if the Array Dimensions field is encoded.
7 True if an array of values is encoded.

The Built-in Type Ids 26 through 31 are not currently assigned but may be used in

l.iIC i’uluIC. DCbUU‘CIb bildii alltpul l; 1ICST iDb, dSSUTTIE l; < 'val'uc bUIILd;IIb d Bylt Str’ng
and pass both onto the application. Encoders shall not use these IDs.

Arraylength

Int32

The number of elements in the array.
This field is only present if the array bit is set in the encoding mask.

Multi-dimensional arrays are encoded as a one-dimensional array and this fiel
specifies the total number of elements. The original array gan bé reconstructed from
the dimensions that are encoded after the value field.

Higher rank dimensions are serialized first. For example, an array with dimensfons
[2,2,2] is written in this order:

[0,0,0], [0,0,1], [0,1,0], [0,1,1], [1,0,0], [1,0,1}-[1,1,01, [1,1,1]

Value

The value encoded according to its built<indata type.

If the array bit is set in the encoding mask, then each element in the array is
encoded sequentially. Since many types have variable length encoding each
element shall be decoded in ordef,

The value shall not be a Variant but it could be an array of Variants.

Many implementationplatforms do not distinguish between one dimensional Afrays
of Bytes and ByteStrings. For this reason, decoders are allowed to automatically
convert an Array, of Bjtes to a ByteString.

ArraylDimensions
Lengtf

Int32

The number gf\dimensions.

=

This fieldiisé@nly present if the ArrayDimensions flag is set in the encoding mag

ArrayDimensions

Int32[*]

The length of each dimension encoded as a sequence of Int32 values

This field is only present if the ArrayDimensions flag is set in the encoding magk.
The lower rank dimensions appear first in the array.

All dimensions shall be specified and shall be greater than zero.

If ArrayDimensions are inconsistent with the ArrayLength then the decoder sh3ll stop
and raise a Bad_DecodingError.

The fypes and-their identifiers that can be encoded in a Variant are shown in Table 1.

5.2.2.17 \_DataValue

A DataValue 1s always preceded by a mask that mdicates which fields are present in the

stream.

The fields of a DataValue are described in Table 16.
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Table 16 — Data Value Binary DataEncoding

Name Data Type Description

Encoding Mask Byte A bit mask that indicates which fields are present in the stream.

The mask has the following bits:

0x01 False if the Value is Null.
0x02 False if the StatusCode is Good.
0x04 False if the Source Timestamp is Date Time.MinValue.
0x08 False if the Server Timestamp is Date Time.MinValue.
0x10 False if the Source Picoseconds is 0.
0x20 False if the Server Picoseconds is 0.

Value Variant The value.

Not present if the Value bit in the EncodingMask is False.

Statug StatusCode The status associated with the value.

Not present if the StatusCode bit in the EncodingMask s False.

SourcgTimestamp DateTime The source timestamp associated with the value.

Not present if the SourceTimestamp bit in the EfcodingMask is False.

SourcgPicoSeconds Uint16 The number of 10 picosecond intervals fof the’ SourceTimestamp.
Not present if the SourcePicoSeconds:bit'in the EncodingMask is False.

If the source timestamp is missing,the picoseconds are ignored.

ServefTimestamp DateTime The Server timestamp associated with the value.

Not present if the ServerTimestamp bit in the EncodingMask is False.

ServefPicoSeconds Uint16 The number of 10 picosecond intervals for the ServerTimestamp.

Not present if the'ServerPicoSeconds bit in the EncodingMask is False.

If the Servertimestamp is missing the picoseconds are ignored.

The |Picoseconds fields store the difference between a high-resolution timestamp wjth a
resolution of 10 picosecondsxand the Timestamp field value which only has a 100 ns
resolution. The Picoseconds-fields shall contain values less than 10 000. The decoder |shall
treat|values greater thantor equal to 10 000 as the value '9999'.

5.2.3 Decimal

Decimals are epedbded as described in 5.1.7.

A Defcimdl does not have a NULL value.

5.2.4 Enumerations

Enumerations are encoded as /nt32 values.
An Enumeration does not have a NULL value.

5.2.5 Arrays

One dimensional Arrays—that-eoccur—ouiside—of a—Variant are encoded as a sequence of
elements preceded by the number of elements encoded as an Int32 value. If an Array is null,
then its length is encoded as -1. An Array of zero length is different from an Array that is null
so encoders and decoders shall preserve this distinction.

Multidl : e -
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Multi-dimensional Arrays are encoded as an Int32 Array containing the dimensions followed
by a list of all the values in the Array. The total number of values is equal to the product of the
dimensions. The number of values is 0 if one or more dimensions are less than or equal to 0.
The process for reconstructing the multi-dimensional array is described in 5.2.2.16.

5.2.6 Structures

Structures are encoded as a sequence of fields in the order that they appear in the definition.
The encoding for each field is determined by the built-in type for the field.

All fields specified in the-complex—type structure shall be encoded. If optional fields exist in
the sfructure then see 5.2.7.

Strudtures do not have a null value. If an encoder is written in a programming language that
allows structures to have null values, then the encoder shall create a newninstance| with
defadlt values for all fields and serialize that. Encoders shall not generate an_encoding lerror
in thip situation.

The following is an example of a structure using C/C++ syntax:

Inqt32 A;
Int32 B;

stru¢t Typel

Int32 X;
Byjte NoOQflY;
Type2*. X5
Iqt32\2/

}i

In the C/C++ example above, the Y field is a pointer to an array with a length stored in NoOfY.
When encoding an array, the length is part of the array encoding so the NoOfY field is not
encoded. That said, encoders and decoders use NoOfY during encoding.

An instance of Type? which contains an array of two Type2 instances would be encoded as
37-28-byte sequence. If the instance of Type1 was encoded in an ExtensionObject it would
have-the-encoeded-form an additional prefix shown in Table 17 which would make the total
length 37 bytes The Typeld, Encoding and the Length are fields defined by the
ExtensionObject. The encoding of the Type2 instances do not include any type identifier
because it is explicitly defined in TypeT.
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Table 17 — Sample OPC UA Binary Encoded structure

Field Bytes Value
Type Id 4 The identifier for the Type1 Binary Encoding Node
Encoding 1 0x1 for ByteString
Length 4 28
X 4 The value of field 'X'
NeOFf¥ Y.Length 4 2
Y.A 4 The value of field "Y[0].A'
Y.B 4 The value of field 'Y[0].B'
Y.A 4 The value of field "Y[1].A'
Y.B 4 The value of field 'Y[1].B'
z 4 The value of field 'Z'
The Yalue of the DataTypeDefinition Attribute for a DataType Node deséribing Type1 is:
Name] Type Description
defaulfEncodingld Nodeld Nodeld of the "Type1_Encoding, Qé&faultBinary" Node.
baselataType Nodeld "i=22" [Structure]
structyreType StructureType Structure_0 [Structure without optional fields]
fields 0] StructureField
napme String X"
depcription LocalizedText Description 0f;X
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1(Sealar)
isQptional Boolean false
fields 1] StructureField
name String "y
depcription LocalizédText Description of Y-Array
dafaType Nodeld Nodeld of the Type2 DataType Node (e.g. "ns=3; s=MyType2")
valueRank Int32 1 (OneDimension)
is(ptional Boolean false
fields |2] StructureField
napme String "zZ"
depCription LocalizedText Description of Z
dataType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isOptional Boolean false

IEC 62541-6:2020 RLV © IEC 2020
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The Value of the DataTypeDefinition Attribute for a DataType Node describing TypeZ2 is:

5.2.7| Structures with optional fields

Strudtures with optional fields are encoded wit
fieldq in the order that they appear in the defi

by the data type for the field.

Name Type Description
defaultEncodingld Nodeld Nodeld of the "Type2_Encoding_DefaultBinary" Node.
baseDataType Nodeld "i=22" [Structure]
structureType StructureType Structure_0 [Structure without optional fields]
fields [0] StructureField

name String "A"

description LocalizedText Description of A

dafaType Nodeld "i=6" [Int32] \\

valueRank Int32 -1 (Scalar) O\/

isQptional Boolean false r\Q\
fields [1] StructureField nQV

name String "B" g

\I

depcription LocalizedText Description of B N

dajaType Nodeld i=6" [Int32] ,.q',

valueRank Int32 -1 (Scalar) C,

T
isQptional Boolean false \Q/
L

& O
encoding mask preceding a sequen

&

The EncodingMask is a 32-bit unsigne@integer. Each optional field is assigned exactly

bit. Tlhe first optional field is assign
so onm until all optional fields are

within a single Structure. Unas

error|if unassigned bits are

The following is an e

O

stru¢t TypeA @’
{

Irt32*

Int32 X; Q~
Y

SHyt @
Irt@ 02;

@ :

@e of a structure with optional fields using C++ syntax:

bit '0', the second optional field is assigned bit 1
igned bits. A maximum of 32 optional fields can af
ed bits are set to 0 by encoders. Decoders shall repg

ce of

%I n. The encoding for each field is determined

one
and
pear
rt an

}i

01 and O2 are optional fields which are NULL if not present.

An instance of TypeA which contains two mandatory (X and Y) and two optional (O1 and O2)
fields would be encoded as a byte sequence. The length of the byte sequence depends on the
available optional fields. An encoding mask field determines the available optional fields.

An instance of TypeA where field O2 is available and field O1 is not available would be
encoded as a 13-byte sequence. If the instance of TypeA was encoded in an ExtensionObject
it would have the encoded form shown in Table 18 and have a total length of 22 bytes. The
length of the Typeld, Encoding and the Length are fields defined by the ExtensionObject.
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Field Bytes Value
Type Id 4 The identifier for the TypeA Binary Encoding Node
Encoding 1 0x1 for ByteString
Length 4 13
EncodingMask 4 0x02 for O2
X 4 The value of X
Y 1 The value of Y
02 4 The value of 02
If a $tructure with optional fields is subtyped, the subtypes extend the EncodingMask defined

for tHe parent.

The Yalue of the DataTypeDefinition Attribute for a DataType Node deschibing TypeA is:
Name] Type Description
defaulfEncodingld Nodeld Nodeld of the "TypeA_Encoding_Dé&faultBinary" Node.
baselataType Nodeld "i=22" [Structure]
structyreType StructureType StructureWithOptionalFields \/[Structure without optional fields]
fields |0] StructureField

napme String X"

depcription LocalizedText Description of X

dafaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scatar)

isQptional Boolean false
fields |1] StructureField

name String "o1"

depcription LocalizedText Description of O1

dajaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalar)

is(ptional Boolean true
fields |2] StructureField

napme String "

depcription LocalizedText Description of Z

dateFp Nodeld H=2"{SByie]

valueRank Int32 -1 (Scalar)

isOptional Boolean false
fields [3] StructureField

name String "02"

description LocalizedText Description of O2

dataType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalar)

isOptional Boolean true



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 RLV © IEC 2020 - 37 -

5.2.8

Unions

Unions are encoded as a switch field preceding one of the possible fields. The encoding for
the selected field is determined by the data type for the field.

The switch field is encoded as a UInt32.

The switch field is the index of the available union fields starting with 1. If the switch field is 0
then no field is present. For any value greater than the number of defined union fields the
encoders or decoders shall report an error.

A Unl'on with no fields present has the same meaning as a NULL value. A Union with aQy
presént is not a NULL value even if the value of the field itself is NULL. Q},
The following is an example of a union using C/C++ syntax: Q(I,Q

0

0

ruct Type?2 6()/

Int32 A;

Int32 B; b‘
W

ruct Typel C)
Byte Selector; (g)\\Q/
union Q
{ Int3§ Field;; QO
Type2 Field2;
Yatues N
\\S\Q)

In the C/C++ example above, the Selector and Value are semantically coupled to fo
union}. The order of the fields does noQ?Natter.

xO

field

rm a

An instance of Type1 would be oded as a byte sequence. The length of the byte sequence
depehds on the selected fiee.)\\

An instance of Type1 V\@re field Field1 is available would be encoded as 8-byte sequen

the in

Length are fiel

stance of Typ @was encoded in an ExtensionObject it would have the encoded

fined by the ExtensionObject.

shown in Table 1§ it would have a total length of 17 bytes. The Typeld, Encoding an

C§ Table 19 — Sample OPC UA Binary Encoded Structure
2\

ce. If
form
d the

{</ Field Bytes Value
Type Id 4 The identifier for Type1
Encoding 1 0x1 for ByteString

Length

8

Field1

4
SwitchValue 4 1 for Field1
4

The value of Field1
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The Value of the DataTypeDefinition Attribute for a DataType Node describing Type1 is:

Name Type Description
defaultEncodingld Nodeld Nodeld of the "Type1_Encoding_DefaultBinary" Node.
baseDataType Nodeld "i=22" [Union]
structureType StructureType Union_2 [Union]
fields [0] StructureField
name String "Field1"
description LocalizedText Description of Field1
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isQptional Boolean true
fields 1] StructureField
name String "Field2"
depcription LocalizedText Description of Field2
dajaType Nodeld Nodeld of the Type2 DataType Node (e.g-yns=3; s=MyType2")
valueRank Int32 -1 (Scalar)
isQptional Boolean true

The Value of the DataTypeDefinition Attribute for a DataType Node describing TypeZ2 is:

Name] Type Description
defaulfEncodingld Nodeld Nodeld of tHe/'Type2_Encoding_DefaultBinary" Node.
baselataType Nodeld "i=22" [Structure]
structyreType StructureType Strécture 0 [Structure without optional fields]
fields |0] StructureField

napme String "A"

depcription Localizedfext Description of A

dajaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalar)

isQptional Boolean false
fields |1] StructureField

name String "B"

depcription. LocalizedText Description of B

dajatype Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalar)

isOptional Boolean false

5.2.9 Messages

IEC 62541-6:2020 RLV © IEC 2020
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Messages are Structures encoded as sequence of bytes prefixed by the Nodeld of for the

OPC

UA Binary DataTypeEncoding defined for the Message.

Each OPC UA Service described in IEC 62541-4 has a request and response Message. The

Data

5.3
5.3.1

5.3.1

Most
spec
typegq
XML

The prefix xs: is used to denote a symbol defined by the XML Schema spegification.

5.3.1
A Bo

5.3.1

Integ
betw

5.3.1

TypeEncoding IDs assigned to each Service are specified in Clause A.3.
OPC UA XML
Built-in Types

| General

built-in types are encoded in XML using the formats defined in XML Schema\R

have an XML Schema defined for them using the syntax . define
Schema Part 42.

.2 Boolean

blean value is encoded as an xs:boolean value.

.3 Integer

er values are encoded using one of the subtypes‘oef the xs:decimal type. The map
ben the OPC UA integer types and XML schemaydata types are shown in Table 20.

Table 20 — XML Data Type'‘Mappings for Integers

Name XML Type
SByte xs:byte
Byte xs:unsignedByte
Int16 xs:short
Uint16 xs:unsignedShort
Int32 xs:int
Uint32 xs:unsignedint
Int64 xs:long
Uint64 xs:unsignedLong

.4 Floating Point

fication. Any special restrictions or usages are discussed below. Some of the b];ilt-in

art 2

n

Dings

Floa

ng point vdliues dre encoadea using one o1 the ANL T0aliing pPoInt types. The IMdap

ings

between the OPC UA floating point types and XML schema data types are shown in Table 21.

Table 21 — XML Data Type Mappings for Floating Points

Name XML Type

Float xs:float

Double xs:double

The XML floating point type supports positive infinity (INF), negative infinity (-INF) and not-a-
number (NaN).



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

—-40 - IEC 62541-6:2020 RLV © IEC 2020

5.3.1.5 String

A String value is encoded as an xs:string value.

5.3.1.6 DateTime

A DateTime value is encoded as an xs:dateTime value.
All DateTime values shall be encoded as UTC times or with the time zone explicitly specified.

Correct:

2002110-10T00:00:00+405:00
2002410-09T19:00:00%Z

Incorfect:

2002410-09T19:00:00

It is Lecommended that all xs:dateTime values be represented in UT€ format.

The garliest and latest date/time values that can be represented on a DevelopmentPlafform
have|special meaning and shall not be literally encoded in XML

The ¢arliest date/time value on a DevelopmentPlatform.Shall be encoded in XML as '000{1-01-
01T00:00:00Z".

The |atest date/time value on a DevelopmentPlatform shall be encoded in XML as '999p-12-
31T1131T723:59:59Z'

If a| decoder encounters a xs:.datefime value that cannot be represented on| the
DevdlopmentPlatform it should convert the value to either the earliest or latest date/timg that
can be represented on the DevelepmentPlatform. The XML decoder should not generaje an
error|if it encounters an out of range date value.

The ¢arliest date/time value on a DevelopmentPlatform is equivalent to a null date/time value.

5.3.1.7 Guid

A Guid is encodédiusing the string representation defined in 5.1.3.

The XML sehema for a Guid is:

<xs:coplexType name="Guid">
<XTTrscguernce
<xs:element name="String" type="xs:string" minOccurs="0" />
</xs:sequence>
</xs:complexType>

5.3.1.8 ByteString

A ByteString value is encoded as an xs:base64Binary value (see Base64).

The XML schema for a ByteString is:

<xs:element name="ByteString" type="xs:base64Binary" nillable="true"/>
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5.3.1.

9 XmlIElement

An XmlElement value is encoded as an xs:complexType with the following XML schema:

<xs:complexType name="XmlElement">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="1" processContents="lax" />
</xs:sequence>
</xs:complexType>

XmlElements may only be used inside Variant or ExtensionQObject values

5.3.1.10 Nodeld

A Nogeld value is encoded as an xs:string with the syntax:

ns=<1

The ¢lements of the syntax are described in Table 22.

amespaceindex>; <type>=<value>

Table 22 — Components of Nodeld

Field

Data Type

Description

<namg

spaceindex>

Uint16

The Namespacelndex formatted as.a base 10 number.

If the index is 0 then the entireyns=0;' clause shall be omitted.

<type:

Enumeration

A flag that specifies the IdentifierType.
The flag has the following values:
i NUMERIC*(UlntegerUInt32)
s STRING (String)
g GUID (Guid)
b OPAQUE (ByteString)

<valug

\

The' Identifier encoded as string.
The Identifier is formatted using the XML data type mapping for the IdentifierTyj

Note that the Identifier may contain any non-null UTF-8 character including
whitespace.

o

Examples of Nedelds:

i
n
n

=13

s¥L05i=-1
s=10;s=Hello:World

g=09087e75-8e5e-499b-954f-£f2a9603db28a
ns=1;b=M/RbKBsRVkePCePcx240RA==

The XML schema for a Nodeld is:

<xs:complexType name="NodeId">
<xXs:sequence>
<xs:element name="Identifier" type="xs:string" minOccurs="0" />
</xs:sequence>
</xs:complexType>
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5.3.1.11 ExpandedNodeld
An ExpandedNodeld value is encoded as an xs:string with the syntax:

svr=<serverindex>;ns=<namespaceindex>;<type>=<value>
or
svr=<serverindex>;nsu=<uri>;<type>=<value>

The possible fields are shown in Table 23.

Table 25 — Components of ExpandedNodeld

Field Data Type Description

<servg¢rindex> UInt32 The Serverindex formatted as a base 10 number.

If the Serverindex is 0 then the entire 'svr=0;' clause shall be omitted.

<namg¢spaceindex> Uint16 The Namespacelndex formatted as a base 10 number.
If the Namespacelndex is 0 then the entire 'ns=0;' clause:shall be omitted.

The Namespacelndex shall not be present if the JRIis present.

<uri> String The NamespaceUri formatted as a string.

Any reserved characters in the URI shall béréplaced with a '%' followed by its 8|bit
ANSI value encoded as two hexadecimal digits (case insensitive). For example, [the
character '} would be replaced by '%3B"

The reserved characters are ";' and '%'.

If the NamespaceUri is nulhor empty, then 'nsu=;' clause shall be omitted.

<typej Enumeration A flag that specifies the*ldentifierType.
This field is described'in Table 22.

\Y
*

<valug The Identifier encoded as string.

This field is'described in Table 22.

The XML schema for an ExpandedNodeld is:

<xs:complexType name="ExpandedNodeId">
<¥s:sequence>

<xs:elementrname="Identifier" type="xs:string" minOccurs="0" />
</]Jxs:sequenege>

</xd:complexlype>

5.3.1}12 ~ StatusCode

A StatusCode is encoded as an xs:unsignedint with the following XML schema:

<xs:complexType name="StatusCode">
<xs:sequence>
<xs:element name="Code" type="xs:unsignedInt"™ minOccurs="0" />
</xs:sequence>
</xs:complexType>


https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 RLV © IEC 2020 - 43 -

5.3.1

.13 Diagnosticinfo

An Diagnosticinfo value is encoded as an xs:complexType with the following XML schema:

<xXs:

complexType name="DiagnosticInfo">

<Xs:sequence>

<xs:element name="SymbolicId" type="xs:int" minOccurs="0" />
<xs:element name="NamespaceUri" type="xs:int" minOccurs="0" />

1l ement —n7 o213 aT PR Sy | e i N iy 1ra="0
+ S5 S

</Xx3

Diag
mesg
level

5.3.1
A Qu

<xXSs

</x9

5.3.1

Alo

<xXs:
<

<
</x9

lcomplexType name="QualifiedName">

srelement nam
<xs:element name="Locale" type="xs:int" minOccurs="0/>
<xs:element name="LocalizedText" type="xs:int" minOccurs="0/>
<xs:element name="AdditionallInfo" type="xs:string" minOccurs="0

e Evp s+iat—min grs="0

"/>

<xs:element name="InnerStatusCode" type="tns:StatusCode"
minOccurs="0" />

<xs:element name="InnerDiagnosticInfo" type="tns:Diagnosti&dnfo
minOccurs="0" />

XS:sequence>

:complexType>

hosticInfo allows unlimited nesting which could result in stack oyepflow errors even
age size is less than the maximum allowed. Decoders shall sapport at least 100 ng
5. Decoders shall report an error if the number of nesting leveld exceeds what it supg

.14 QualifiedName

alifiedName value is encoded as an xs:complexTypé with the following XML schema

Xs:sequence>

<xs:element name="NamespacelIndex" type="xs:int" minOccurs="0"
<xs:element name="Name" types'Xs:string" minOccurs="0" />
/xs:sequence>

:complexType>

.15 LocalizedText
calizedText value is encoded as an xs:complexType with the following XML schema:

complexType name="LocalizedText">

S:sequence>

<xs:element -hame="Locale" type="xs:string" minOccurs="0" />
<xs:elemelrt name="Text" type="xs:string" minOccurs="0" />
XS:sequence>

rcomplexType>

5.3.1

il

f the
sting
orts.

.16 ExtensionObject

An ExtensionObject value is encoded as an xs:complexType with the following XML schema:

<xXSs:

complexType name="ExtensionObject">

<Xs:sequence>

</

</xs

<xs:element name="Typeld" type="tns:NodeId" minOccurs="0" />
<xs:element name="Body" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:any minOccurs="0" processContents="lax"/>
</xs:sequence>
</xs:complexType>
</xs:element>
Xs:sequence>
:complexType>
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The body of the ExtensionObject contains a single element which is either a ByteString or
XML encoded Structure. A decoder can distinguish between the two by inspecting the top-
level element. An element with the name tns:ByteString contains an OPC UA Binary encoded
body. Any other name shall contain an OPC UA XML encoded body. The Typeld specifies the
syntax of a ByteString body which could be UTF-8 encoded JSON, UA Binary or some other
format.

The Typeld is the Nodeld for the DataTypeEncoding Object.

5.3.1.17 Variant

A Variant value is encoded as an xs:complexType with the following XML schema:

<xs:complexType name="Variant">
<¥s:sequence>
<xs:element name="Value" minOccurs="0" nillable="true">
<xs:complexType>
<xs:sequence>
<xs:any minOccurs="0" processContents="1lax"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</|[xs:sequence>
</xdq:complexType>

If thg Variant represents a scalar value, then it shall.contain a single child element with the
name of the built-in type. For example, the single precision floating point value 3,141 5 would
be encoded as:

<tns|:Float>3.1415</tns:Float>

If th¢ Variant represents a single dimensional array, then it shall contain a single |child
element with the prefix 'ListOf' and the<hame built-in type. For example, an Array of sfrings
would be encoded as:

<tng:ListOfString>
<fns:String>Hello</gmns:String>
<tIns:String>World</tns:String>

</trs:ListOfString>

If thg Variant represents a multidimensional Array, then it shall contain a child elemenf with
the name 'Matrix:with the two sub-elements shown in this example:

<tnd:Matnix>
<fns:Pimensions>
<fns:Int32>2</tns:Int32>
<tENns:Int32>2</tns:Int32>
</tns:Dimensions>
<tns:Elements>
<tns:String>A</tns:String>
<tns:String>B</tns:String>
<tns:String>C</tns:String>
<tns:String>D</tns:String>
</tns:Elements>
</tns:Matrix>

In this example, the array has the following elements:

[0,0J = "A"; [0,1} = "B"; [1,01 = "Cc"; [l,l] = np"
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The elements of a multi-dimensional Array are always flattened into a single dimensional
Array where the higher rank dimensions are serialized first. This single dimensional Array is
encoded as a child of the 'Elements' element. The 'Dimensions' element is an Array of Int32
values that specify the dimensions of the array starting with the lowest rank dimension. The
multi-dimensional Array can be reconstructed by using the dimensions encoded. All
dimensions shall be specified and shall be greater than zero. If the dimensions are
inconsistent with the number of elements in the array, then the decoder shall stop and raise a
Bad_DecodingError.

The complete set of built-in type names is found in Table 1.

5.3.1.18 DataValue
A DafaValue value is encoded as a xs:complexType with the following XML schema;

<xs:complexType name="DataValue">
<Xs:sequence>

<xs:element name="Value" type="tns:Variant" minOccurss¥"0"
nillable="true" />

<xs:element name="StatusCode" type="tns:StatusCod&"
minOccurs="0" />

<xs:element name="SourceTimestamp" type="xs:ydateTime"
minOccurs="0" />

<xs:element name="SourcePicoseconds" type="Xs:unsignedShort"
minOccurs="0"/>

<xs:element name="ServerTimestamp" typé="xs:dateTime"
minOccurs="0" />

<xs:element name="ServerPicoseconds™ type="xs:unsignedShort"
minOccurs="0"/>
</]Jxs:sequence>

</xdq:complexType>

5.3.2 Decimal
A Degimal Value is a encoded as afhr xs:complexType with the following XML schema:

<xs:complexType name={"ecimal">
<{s:sequence>
<xs:element name="TypelId" type="tns:NodeId" minOccurs="0" />
<xs:element_fane="Body" minOccurs="0">
<xs:complexType>
<xs:sedltence>
<xX¥/re¢lement name="Scale" type="xs:unsignedShort" />
x&:element name="Value" type="xs:string" />
%/ xs:sequence>
£)%s:complexType>
L :element
</xs:sequence>
</xs:complexType>

The Nodeld is always the Nodeld of the Decimal DataType. When encoded in a Variant the
Decimal is encoded as an ExtensionObject. Arrays of Decimals are Arrays of
ExtensionObjects.

The Value is a base-10 signed integer with no limit on size. See 5.1.7 for a description of the
Scale and Value fields.

5.3.3 Enumerations

Enumerations that are used as parameters in the Messages defined in |IEC 62541-4 are
encoded as xs:string with the following syntax:
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<symbol> <value>

The elements of the syntax are described in Table 24.

Table 24 — Components of Enumeration

Field Type Description
<symbol> |String The symbolic name for the enumerated value.
<value> UiInt32 The numeric value associated with enumerated value.

For gxample, the XML schema for the NodeClass enumeration is:

<xs:simpleType name="NodeClass">
<Ys:restriction base="xs:string">
<xs:enumeration value="Unspecified 0" />
<xs:enumeration value="Object 1" />
<xs:enumeration value="Variable 2" />
<xs:enumeration value="Method 4" />
<xs:enumeration value="ObjectType 8" />
<xs:enumeration value="VariableType 16" />
<xs:enumeration value="ReferenceType 32" />
<xs:enumeration value="DataType 64" />
<xs:enumeration value="View 128" />
</]Jxs:restriction>
</xq:simpleType>

Enumerations that are stored in a Variant are encoded as an Int32 value.

For gxample, any Variable could have a value with a DataType of NodeClass. In this casg, the
corrgsponding numeric value is placed in~the Variant (e.g. NodeClass Object would be sfored
asafl).

5.3.4  Arrays

One |[dimensional Array parameters are always encoded by wrapping the elements|in a
contginer element and inserting the container into the structure. The name of the contpiner
elempent should be the-name of the parameter. The name of the element in the array shall be
the type name.

For gxample, the-Read service takes an array of ReadValuelds. The XML schema would| look
like:

<xs:complexType name="ListOfReadValueId">
<¥sw.Sequence>
<xs:element name="ReadValuelId" type="tns:ReadValueId"
minOccurs="0" maxOccurs="unbounded" nillable="true" />
</xs:sequence>
</xs:complexType>

The nillable attribute shall be specified because XML encoders will drop elements in arrays if
those elements are empty.

Multi-dimensional Array parameters are encoded using the Matrix type defined in 5.3.1.17.

5.3.5 Structures

Structures are encoded as a xs:complexType with all of the fields appearing in a sequence.
All fields are encoded as an xs:element-and-havexs:maxOeccurs-set-to—1. All elements have
minOccurs set 0 to allow for compact XML representations. If an element is missing the
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default value for the field type is used. If the field type is a structure, the default value is an
instance of the structure with default values for each contained field.

Types which have a NULL value defined shall have the nillable="true" flag set.

For example, the Read service has a ReadValueld structure in the request. The XML schema
would look like:

<xs
<x

:complexType name="ReadValueId">

S:sequence>
<xs:element name="NodelId" type="tns:Nodeld"-minbeecurs="1"

<
</x3

5.3.6)

Strud

appepring in a sequence. The first element is a bit mask’ that specifies what fieldq

encofded. The bits in the mask are sequentially assigned“to optional fields in the order
appefpr in the Structure. QO
To allow for compact XML, any field can be o@\ed from the XML so decoders shall a
defaylt values based on the field type for any @a datory fields.
$
For ¢xample, the following Structure ha&one mandatory and two optional fields. The
schema would look like: A\Q)
<xs:complexType name="Optfé9alType">
<Hs:sequence> .
<xs:element name="B$godingMask" type="xs:unsignedLong" />
<xs:element name="X" type="xs:int" minOccurs="0" />
<xs:element n ="01" type="xs:int" minOccurs="0" />
<xs:element e="Y" type="xs:byte" minOccurs="0" />
<xs:elemen ame="02" type="xs:int" minOccurs="0" />
</IXs: seque%&
</xdq:compl pe>
In the e@le above, the EncodingMask has a value of 3 if both O1 and O2 are encq
Enco

minOccurs="0" nillable="true" />
<xs:element name="AttributeId" type="xs:int" minOccurs="3+0" %S;
<xs:element name="IndexRange" type="xs:string"

tures with optional fields are encoded as an xs:con@exType with all of the

minOccurs="0" nillable="true" /> Q
<xs:element name="DataEncoding" type="tns:NodeId" i e
minOccurs="0" nillable="true" /> ,(b
Xs:sequence> g)’
:complexType> ¢§;\
Structures with optional fields Q)q/

ields
are
they

5sign

XML

ded.

c@, hall set unused bits to 0 and decoders shall ignore unused bits.

If a Structure with optional fields is subtyped, the subtypes extend the EncodingMask defined
for the parent.

5.3.7

Unions

Unions are encoded as an xs:complexType containing an xs:sequence with two entries.

The first entry in the sequence is the SwitchField xs:element and specifies a numeric value
which identifies which element in the xs:choice is encoded. The name of the element may be
any valid text.

The second entry in the sequence is an xs:choice which specifies the possible fields. The
order in the xs:choice determines the value of the SwitchField when that choice is encoded.
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The first element has a SwitchField value of 1 and the last value has a SwitchField equal to
the number of choices.

No additional elements in the sequence are permitted. If the SwitchField is missing or 0 then
the union has a NULL value. Encoders or decoders shall report an error for any SwitchField
value greater than the number of defined union fields.

For example, the following union has two fields. The XML schema would look like:

<xs:complexType name="Typel">
<xs:sequence>

<xs:element name="SwitchField" A
type="xs:unsignedInt" minOccurs="0"/>

<xs:choice> Qy
<xs:element name="Fieldl" type="xs:int" minOccurs="0"/
<xs:element name="Field2" type="tns:Field2" minOccur@' "/ >

</xs:choice> q/

</|[xs:sequence> Q)

</xd:complexType> b‘ ’
o)
v

5.3.8 Messages

Mesgages are encoded as an xs:complexType. The pa@;ce)ters in each Messagq are
serialized in the same way the fields of a Structure are serialized.

5.4 | OPC UA JSON Q<<
\\Q
5.4.1 General S\\)

The JSON DataEncoding was developed t ow OPC UA applications to interoperate| with
web pnd enterprise software that use thi format. The OPC UA JSON DataEncoding dgfines
standard JSON representations for aII’O@% UA Built-In types.

4\
The JSON format is defined in RF@159. It is partially self-describing because each field has
a name encoded in addition to eb-value; however, JSON has no mechanism to qualify ngames
with pamespaces. C)\\

The JSON format doe t have a published standard for a schema that can be us¢d to
descfibe the content @ JSON document. However, the schema mechanisms defined if this
document can be d to describe JSON documents. Specifically, the DataTypeDescrlption
strucfure defin%‘ ‘IEC 62541-3 can define any JSON document that conforms to the Jrules
descfibed be6 .

Servers @ﬁsupport the JSON DataEncoding shall add DataTypeEncoding Nodes dalled
"Defs SON" to all DataTypes which can be serialized with the JSON encoding.| The
Nodetfasof these Nodes are defimed Dy e Trormaton moaer WNICh deTmes e Datal ype.
These Nodelds are used in ExtensionObjects as described in 5.4.2.16.

There are two important use cases for the JSON encoding: Cloud applications which consume
PubSub messages and JavaScript Clients (JSON is the preferred serialization format for
JavaScript). For the Cloud application use case, the PubSub message needs to be self-
contained which implies it cannot contain numeric references to an externally defined
namespace table. Cloud applications also often rely on scripting languages to process the
incoming messages, so artefacts in the DataEncoding that exist to ensure fidelity during
decoding are not necessary. For this reason, this DataEncoding defines a 'non-reversible'
form which is designed to meet the needs of Cloud applications. Applications, such as
JavaScript Clients, which use the DataEncoding for communication with other OPC UA
applications use the normal or 'reversible' from. The differences, if any, between the
reversible and non-reversible forms are described for each type.
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5.4.2 Built-in Types
5.4.21 General

Any value for a Built-In type that is NULL shall be encoded as the JSON literal 'null' if the
value is an element of an array. If the NULL value is a field within a Structure or Union, the
field shall not be encoded.

5.4.2.2 Boolean

A Boolean value shall be encoded as the JSON literal 'true' or 'false’.

5.4.2.3 Integer Q
Q
Integler values other than Int64 and UInt64 shall be encoded as a JSON number.Q

Int64and Ulnt64 values shall be formatted as a decimal number encoded as'a,JSON string

/

(Seel|the XML encoding of 64-bit values described in 5.3.1.3). <O
34

Nornjal Float and Double values shall be encoded as a JSQ\ mber.

5.4.2.4 Floating point

Spedjal floating-point numbers such as positive mﬂm%ﬁdNF) negative infinity (-INF) and not-
a-number (NaN) shall be represented by the valuesq ", "-Infinity" and "NaN" encodg¢d as

nity",
a JSON string. See 5.2.2.3 for more mformatlon e different types of special floatingpoint
numbers.

@
5.4.25  String A\

N

String values shall be encoded as JSQ&trings.

Any tharacters which are not aHQwed in JSON strings are escaped using the rules definged in
RFC|7159. C)\\

5.4.2,6 DateTime @ :
Date[lime values sl-@'ﬁe formatted as specified by ISO 8601-1:2019 and encoded as a JSON

string. .
N

Datellime s which exceed the minimum or maximum values supported on a plajform
shall| be coded as "0001-01-01T00:00:00Z" or "9999-12-31T23:59:59Z", respect|vely.
Durirk oding, these values shall be converted to the minimum or maximum values

SUpPpPBE

donthe Ir_\lai'fnrm

DateTime values equal to "0001-01-01T00:00:00Z" are considered to be NULL values.

5.4.2.7 Guid

Guid values shall be formatted as described in 5.1.3 and encoded as a JSON string.

5.4.2.8 ByteString

ByteString values shall be formatted as a Base64 text and encoded as a JSON string.

Any characters which are not allowed in JSON strings are escaped using the rules defined in
RFC 7159.
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5.4.2.9 XmlIElement

XmlElement value shall be encoded as a String as described in 5.3.1.9.

5.4.2.10 Nodeld
Nodeld values shall be encoded as a JSON object with the fields defined in Table 25.

The abstract Nodeld structure is defined in IEC 62541-3 and has three fields: Identifier,
IdentifierType and Namespacelndex. The representation of these abstract fields is described
in Table 25.

Table 25 — JSON Object Definition for a Nodeld

Name Description AQ,Q
IdType The IdentifierType encoded as a JSON number. ’(l>)v
Allowed values are: '\,Q)
0 — UInt32 Identifier encoded as a JSON number. b‘
1 — A String ldentifier encoded as a JSON string. ©qi3

2 — A Guid Identifier encoded as described in 5.4.2.7. C)
3 — A ByteString Identifier encoded as described in 5. !

O

This field is omitted for UInt32 identifiers. Q
- ag

Id The Identifier.

The value of the id field specifies the enco‘dir&of this field.

N4
Namejspace The Namespacelndex for the Nodeld. Q\
The field is encoded as a JSON nums&or the reversible encoding.
The field is omitted if the Namgs Index equals 0.

For the non-reversible encodiré\the field is the NamespaceUri associated with the
Namespacelndex, encodegk@ a JSON string.

A Namespacelndex qu“{s'always encoded as a JSON number.

5.4.2111 ExpandedN@el’d

ExpandedNodeld Valties shall be encoded as a JSON object with the fields defingd in
Tablé 26. .

The abstr%}pExpandedNode/d structure is defined in IEC 62541-3 and has five flelds:
Identfi IdentifierType, Namespacelndex, NamespaceUri and Serverindex. | The
repr tion of these abstract fields is described in Table 26.
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Table 26 — JSON Object Definition for an ExpandedNodeld

Name

Description

IdType

The IdentifierType encoded as a JSON number.
Allowed values are:
0 — UInt32 Identifier encoded as a JSON number.
1 — A String ldentifier encoded as a JSON string.
2 — A Guid Identifier encoded as described in 5.4.2.7.
3 — A ByteString Identifier encoded as described in 5.4.2.8.

This field is omitted for UInt32 identifiers. A

AN
The Identifier. Qy

Namejspace

The value of the 't' field specifies the encoding of this field. (]Q
N '/
The Namespacelndex or the NamespaceUri for the ExpandedNodeld. ’(l>)
If the NamespaceUri is not specified, the Namespacelndex is encoded with,qaése rules:
The field is encoded as a JSON number for the reversible encodi&%‘
The field is omitted if the Namespacelndex equals 0. ‘],

For the non-reversible encoding the field is the Namespac@i associated with the
Namespacelndex encoded as a JSON string.

A Namespacelndex of 1 is always encoded as a JS number.

If the NamespaceUri is specified it is encoded as 9&0'\‘ string in this field.

ServerUri

The Serverindex for the ExpandedNodeld.
This field is encoded as a JSON number f0r§ reversible encoding.
This field is omitted if the Serverindex e@a 0.

For the non-reversible encoding, this’&j is the ServerUri associated with the Serverindex p

of the ExpandedNodeld, encoded @a JSON string.

rtion

¥

O
5.4.2l12 StatusCode b
N~

S
StatysCode values shall be @}s\oded as a JSON number for the reversible encoding.

.

For the non-reversibl , StatusCode values shall be encoded as a JSON object wit
fieldq defined in Ta

Q.@Table 27 — JSON Object Definition for a StatusCode

h the

b4

N
amer‘v\

N

" Description

Code \Q/V

The numeric code encoded as a JSON number.

The Code is omitted if the numeric code i1s 0 (Good).

Symbol

The string literal associated with the numeric code encoded as JSON string.
e.g. 0x8B0AB000O has the associated literal "BadlnvalidArgument".

The Symbol is omitted if the numeric code is 0 (Good).

A StatusCode of Good (0) is treated like a NULL and not encoded. If it is an element of an

JSON array i

54213 D

t is encoded as the JSON literal 'null'.

iagnosticinfo

Diagnosticinfo values shall be encoded as a JSON object with the fields shown in Table 28.
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colurhn. q/

The

numbers which reference the StringTable contained in the Response der.

5.4.2.14 QualifiedName C)

QualjfiedName values shall be encoded as a JSON object é‘{m the fields shown in Table |

The

Namegspacelndex. The Namespacelndex is repres& by the Uri field in the JSON objeq

.

Symbolicld, NamespaceUri, Locale and LocalizedText fields are.’encoded as J

©

abstract QualifiedName structure is defined in | 2541-3 and has two fields Namd

QO

Table 29 — JSON Object D@nition for a QualifiedName
X

- 52 - IEC 62541-6:2020 RLV © IEC 2020
Table 28 — JSON Object Definition for a Diagnosticinfo
Name Data Type Description
Symbolicld Int32 A symbolic name for the status code.
NamespaceUri Int32 A namespace that qualifies the symbolic id.
Locale Int32 The locale used for the localized text.
LocalizedText Int32 A human readable summary of the status code.
Additionallnfo String Detailed application-specific diagnostic information.
InnerStatusCode StatusCode A status code provided by an underlying system.
Innerpiagnosticinfo Diagnosticlnfo Diagnostic info associated with the inner status code. \\
Q
Each| field is encoded using the rules defined for the built-in type specified |%‘[1}Q Data [Type

SON

9.

and

—

Al
Name $ Description

Name| The Name component of the (&MiedName.

Uri

The Namespacelndex com@ent of the QualifiedName encoded as a JSON number.
The Uri field is omittedq'\sh’he Namespacelndex equals 0.

For the non-rever@ form, the NamespaceUri associated with the Namespacelndex portion
QualifiedName is encoded as JSON string unless the Namespacelndex is 1 or if Namespacel
unknown. In e cases, the Namespacelndex is encoded as a JSON number.

bf the
ri is

O
5.4.2115 Loczzl&iﬁext

-

Loca ized@alues shall be encoded as a JSON object with the fields shown in Table 3.
The at&(act LocalizedText structure is defined in IEC 62541-3 and has two fields Tex{ and
Locale:
Table 30 — JSON Object Definition for a LocalizedText
Name Description
Locale The Locale portion of LocalizedText values shall be encoded as a JSON string
Text The Text portion of LocalizedText values shall be encoded as a JSON string.

For the non-reversible form, LocalizedText value shall be encoded as a JSON string
containing the Text component.
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5.4.2.16 ExtensionObject

ExtensionObject values shall be encoded as a JSON object with the fields shown in Table 31.

Table 31 — JSON Object Definition for an ExtensionObject

Name Description
Typeld The Nodeld of a DataTypeEncoding Node formatted using the rules in 5.4.2.10.
Encoding The format of the Body field encoded as a JSON number.

This value is 0 if the body is Structure encoded as a JSON object (see 5.4.6).

This value is 1 if the body is a ByteString value encoded as a JSON string (see 5.4.2.8).

This field is omitted if the value is 0. Q
0D

This value is 2 if the body is an XmIElement value encoded as a JSON string (see 5.4@}){

Body Body of the ExtensionObject. The type of this field is specified by the Encodinflk

If the Body is empty, the ExtensionObject is NULL and is omitted or encod%

a JSON null.

/

™

For {he non-reversible form, ExtensionObject values shall be géazded as a JSON gbject
ing fields are dropped.

contgdining only the value of the Body field. The Typeld and Enc,

5.4.217 Variant O‘\\
Varignt values shall be encoded as a JSON object wi@ﬁe fields shown in Table 32.

Table 32 - JSON Object%%nition for a Variant

-

Name Q(\‘o Description

omitted or replaced by the»ﬁo literal 'null' (when an element of a JSON array).

Type The Built-in type for the value con.@wd in the Body (see Table 1) encoded as a JSON number.
If type is O (NULL) the Varian ’&ains a NULL value and the containing JSON object shall b

uy

Body If the value is a scalar i\t’a\éncoded using the rules for type specified for the Type.

If the value is a o ensional array it is encoded as a JSON array (see 5.4.5).

using the va@of the Dimensions field (see 5.2.2.16).

Multi-dimensignal arrays are encoded as a one dimensional JSON array which is reconstructg¢d

)
Dimensions The dim ions of the array encoded as a JSON array of JSON numbers.

ensions are omitted for scalar and one-dimensional array values.

The@m
&

@)

For the

only
dime

5.4.2.18 DataValue

@-reversible form, Variant values shall be encoded as a JSON object contg
alue of the Body field. The Type and Dimensions fields are dropped.

DataValue values shall be encoded as a JSON object with the fields shown in Table 33.
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Table 33 — JSON Object Definition for a DataValue

Name Data Type Description
Value Variant The value.
Status StatusCode The status associated with the value.
SourceTimestamp DateTime The source timestamp associated with the value.
SourcePicoSeconds Uint16 The number of 10 picosecond intervals for the SourceTimestamp.
ServerTimestamp DateTime The Server timestamp associated with the value.
ServerPicoSeconds Uint16 The number of 10 picosecond intervals for the ServerTimestamp.

A

If a fleld has a null or default value it is omitted. Each field is encoded using the rtﬂ%s deffined
for the built-in type specified in the Data Type column. q/
Q

5.4.3 Decimal Q)q’

Decimal values shall be encoded as a JSON object with the fields in Zje&'é 34.

Table 34 — JSON Object Definition for a@ |maI

Name Description k\‘</
Scale A JSON number with the scale applied to the Value( (o)
Valug] A JSON string with the Value encoded as a bas |gned integer.
(See the XML encoding of Integer values des@éd in 5.3.1.3).
Nd
%

See $.1.7 for a description of the Scale a&g%/ue fields.
R\
O

Enumperation values shall be enon\e'd as a JSON number for the reversible encoding.

5.4.4 Enumerations

For the non-reversible forrg,) Enumeration values are encoded as literals with the Yyalue
appepded as a JSON s@\qf

The format of th(@tﬁdg literal is:

<nams>_<va]§~

wherg Q;C.Aame is the enumeration literal and the value is the numeric value.

If the literal is not known to the encoder, the numeric value is encoded as a JSON string.

5.4.5 Arrays

One dimensional Arrays shall be encoded as JSON arrays.
If an element is NULL, the element shall be encoded as the JSON literal 'null'.
Otherwise, the element is encoded according to the rules defined for the type.

Multi-dimensional Arrays are encoded as nested JSON arrays. The outer array is the first
dimension and the innermost array is the last dimension. For example, the following matrix
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023
134

is encoded in JSON as

5.4.6

Structures

Structures shall be encoded as JSON objects.

If the

For ¢

0

arer

}
wher

5.4.7

Strud

value of a field is NULL it shall be omitted from the encoding.

xample, instances of the structures: Q(I/Q
Fruct Type2 6(1/
Int32 A; N’

e "
Fruct Typel %C)
N

Int32 X;
Int32 NoOfY;

Type2* Y; Q
Int32 Z; QQ

>
bpresented in JSON as: O
&
"X":1234, N $
uYu:[ { uAu:l’ "B":2, "C":"Hell&'\q, { "A"IB, "RY .4 } ]’

"Z":5678 \O
e "C" is omitted from the{\ﬁ\o%nd Type2 instance because it has a NULL value.

Structures wi@iptional fields
tures with optiqpfields shall be encoded as JSON objects as shown in Table 35.

Tale§— JSON Object Definition for a Structure with Optional Fields

\Iam?-‘e Description

Encoq

"\
i@ask A bit mask indicating what fields are encoded in the structure (see 5.2.7)

This mask is encoded as a JSON number.

The bits are sequentially assigned to optional fields in the order that they are defined.

<FieldName> The fields' structure is encoded according to the rules defined for their DataType.

For the non-reversible form, Structures with optional fields are encoded like Structures.

If a Structure with optional fields is subtyped, the subtypes extend the EncodingMask defined

for the parent.

The following is an example of a structure with optional fields using C++ syntax:
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struct TypeA
{
Int32 X;
Int32* O1;
SByte Y;
Int32* 02;

01 and O2 are optional fields where a NULL indicates that the field is not present.

Assume that O1 is not specified and the value of O2 is 0.

The feversible encoding would be:

"EncodingMask": 2, "x": 1, "y": 2 } ()
wherp decoders would assign the default value of 0 to O2 since the maw is set,
though the field was omitted (this is the behaviour defined for the Int32 DatalFype). Decq
woulfl mark O1 as 'not specified'. ol

™
5.4.8 Unions qﬁD
encodi

Uniohs shall be encoded as JSON objects as shown in Table2<§fpr the reversible
N

Table 36 — JSON Object Definitiorébr a Union

&

even
ders

=

g.

N\
Name Desg&)on
N\
SwitcphField The identifier for the field in the Union which&encoded as a JSON number.
O
Value] The value of the field encoded using the&tﬁbs that apply to the data type.
N
&

For the non-reversible form, Union val&@ are encoded using the rule for the current valug.

O
For gxample, instances of the uag}r

0

{ *

Fruct Unionl C)\\C)
Byte Selector; @ .

{

Int32 A; (:)
Double B; ®~
Char* C;Q~

<
)
=
]
@

H taod
woul8-be-represented—reve

{ "SwitchField":2, "Value":3.1415 }

In non- reversible form, it is represented as:

3.1415

5.4.9 Messages

Messages are encoded ExtensionObjects (see 5.4.2.16).
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6 Message SecurityProtocols

6.1 Security handshake

All SecurityProtocols shall implement the OpenSecureChannel and CloseSecureChannel
services defined in IEC 62541-4. These Services specify how to establish a SecureChannel
and how to apply security to Messages exchanged over that SecureChannel. The Messages
exchanged and the security algorithms applied to them are shown in Figure 10.

SecurityProtocols shall support three SecurityModes: None, Sign and SignAndEncrypt. If the
SecurityMode is _None then no_security is _used and the security handshake shown in
Figufe 10 is not required. However, a SecurityProtocol implementation shall still mainthin a
logical channel and provide a unique identifier for the SecureChannel.

Client Server

OpenSecureChannel Request

\

AsymmetricSignatureAlgorithm

N - — Signed with Client Private Key AsymmetricEncryptionAlgorittjm
or
\ . . —_— - . .
N Encrypted with Server Public Key g%%zﬁz;‘ﬁil&"“)’tﬁzﬁf\'lggm:1
AN
7/
N s
N OpenSecureChannel Response
N
7/

Signed with Server Private Key s

Encrypted with Client Public Key

CreateSessionyRequest

-
|

. ) . - - — o )
Sylnmetric EncryptionAlgortam Signed with Client’'Signing Key —| = iér;&flt\;:tﬁ)lg;?;zrrﬁﬁgonthm
Kel De”"""“°”A'g°Thm T T T — = Encrypted.with Server Encryption Key DerivedSignatureKeyLength
7
N
N Ve
N ) 7
N CreateSession Response s

N |-

»
N Signed with Server Signing Key

A Encrypted with Client Encryption Key

Figure 10 — Security handshake

Each| SecurityProtocol mapping specifies exactly how to apply the security algorithms tp the
MesgageA.set of security algorithms that shall be used together during a security handg
lled a SecurityPolicy.

A Stack is expected to have built in knowledge of the SecurityPolicies that it supports.
Applications specify the SecurityPolicy they wish to use by passing the URI to the Stack.

Table 37 defines the contents of a SecurityPolicy. Each SecurityProtocol mapping specifies
how to use each of the parameters in the SecurityPolicy. A SecurityProtocol mapping may not
make use of all of the parameters.
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Table 37 — SecurityPolicy

Name Description

PolicyUri The URI assigned to the SecurityPolicy.
SymmetricSignatureAlgorithm Fhe-URlLefThe symmetric signature algorithm to use.
SymmetricEncryptionAlgorithm Fhe-URlef The symmetric key-encryption algorithm to use.
AsymmetricSignatureAlgorithm Fhe-URlefThe asymmetric signature algorithm to use.
AsymmetricEncryptionAlgorithm Fhe-URlef-The asymmetric key-encryption algorithm to use.
MinAsl,/mmetricKeyLength The minimum length, in bits, for an asymmetric key.
MaxAg$ymmetricKeylLength The maximum length, in bits, for an asymmetric key.
KeyDgrivationAlgorithm The key derivation algorithm to use.

DerivgdSignatureKeyLength The length in bits of the derived key used for Message authentigation.
CertifigateSignatureAlgorithm The asymmetric signature algorithm used to sign certificates.
SecurgChannelNoncelLength The length, in bytes, of the Nonces exchanged when creating a SecureChanpnel.

The KeyDerivationAlgorithm(is>'used to create the keys used to secure Messages sent|over
the [SecureChannel. The* length of the keys used for encryption is implied by the
SymmetricEncryptionAlgorithm. The length of the keys used for creating Signaturgs is
speclfied by the DerivedSignatureKeyLength.

The MinAsymmetiicKeyLength and MaxAsymmetricKeyLength are constraints that apply o all
Certificates (ifcluding Issuers in the chain). In addition, the key length of issued Certifigates
shalllbe lesssthan or equal to the key length of the issuer Certificate. See 6.2.3 for informjation
on Certificate chains.

The CertificateKeyAlgorithm and EphemeralKeyAlgorithm are used to generate new
asymmetric key pairs used with Certificates and during the SecureChannel handshake.
IEC 62541-7 specifies the bit lengths that need to be supported for each SecurityPolicy.

The CertificateSignatureAlgorithm applies to the Certificate and all Issuer Certificates. If a
CertificateSignatureAlgorithm allows for more than one algorithm then the algorithms are
listed in order of increasing priority. Each Issuer in a chain shall have an algorithm that is the
same or higher priority than any Certificate it issues.

The SecureChannelNoncelLength specifies the length of the Nonces exhanged when
establishing a SecureChannel (see 6.7.4).
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6.2 Certificates
6.2.1 General

OPC UA applications use Certificates to store the Public Keys needed for Asymmetric
Cryptography operations. All SecurityProtocols use X.509 v3 Certificates (see X.509 v3)
encoded using the DER format (see X690). Certificates used by OPC UA applications shall
also conform to RFC 3280 which defines a profile for X.509 v3 Certificates when they are
used as part of an Internet based application.

The  ServerCertificate and  ClientCertificate  parameters used in the abstract
Oper SUUUIUChGIlIlU/ OUIV;UU arc ;IIOtGIIUUO Uf thU AI\JI\JI’I’UC’tI‘UI! I’Il\)tC”IUU CUI l‘l‘fl‘batc Data -ype.
6.2.2] describes how to create an X.509 v3 Certificate that can be used as an Appligation
Instapce Certificate.

H

ha

A>3
ron
o Ca

Data
a-Sig

6.2.2 Application Instance Certificate

An Application Instance Certificate is a ByteString containing,the DER encoded form|(see
X69() of an X.509 v3 Certificate. This Certificate is issued by certifying authority| and
identjfies an instance of an application running on a single*host. The X.509 v3 fields contained
in an Application Instance Certificate are described\in Table 38. The fields are defined
completely in RFC 3280.

Tablg 38 also provides a mapping from the REC*3280 terms to the terms used in the abgtract
definjtion of an Application Instance Certificate defined in IEC 62541-4.
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Table 38 — Application Instance Certificate

Name IEC 62541-4 Description
Parameter Name
Application Instance Certificate An X.509 v3 Certificate.
version version shall be "V3"
serialNumber serialNumber The serial number assigned by the issuer.
signatureAlgorithm signatureAlgorithm | The algorithm used to sign the Certificate.
signature signature The signature created by the Issuer.
issuet fSStret The-distingtished-name-of-the-Certificate-used-tocreate-the
signature.

The issuer field is completely described in RFC 3280.

valiglity validTo, validFrom |When the Certificate becomes valid and when it expires.

subject subject The distinguished name of the application Instance.

The Common Name attribute shall be specified and should be the
productName or a suitable equivalent. The’Organization Name
attribute shall be the name of the Organization that executes th
application instance. This organization'is usually not the vendor of the
application.

4

Other attributes may be specifiéd.
The subject field is completely described in RFC 3280.

subjectAltName applicationUri, The alternate names fer the application Instance.

hostnames Shall include a‘uniformResourceldentifier which is equal to the
applicationUri The URI shall be a valid URL (see RFC 1738) o a
valid URN\{see RFC 2141).

Servers'shall specify a partial or a fully qualified dNSName or g|static
IRAddress which identifies the machine where the application
Instance runs. Additional dINSNames may be specified if the machine

has multiple names. The-lPAddress-should-net-be-specified-if-tfe
—omenshe e el

The subjectAltName field is completely described in RFC 3280.

publicKey publickey The public key associated with the Certificate.

keyUsage keyUsage Specifies how the Certificate key may be used.

Shall include digitalSignature, nonRepudiation, keyEnciphermept and
dataEncipherment.

Other key uses are allowed.

extgndedKeyUsage keyUsage Specifies additional key uses for the Certificate.
Shall specify 'serverAuth and/or clientAuth.

Other key uses are allowed.

authorityKeyldentifier (no mapping) Provides more information about the key used to sign the Certiffcate.
It shall be specified for Certificates signed by a CA. It should b

el £ T2 bl i
SPETUINTUTUT STIT=SIYNcUu UCTUNtaitco.
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6.2.3 Certificate Chains .\Q,$

Any [X.509 v3 Certificate may beysigned by CA which means that validating the signpture
requifes access to the X.509*@. Certificate belonging to the signing CA. Whenevgr an
appligation validates a signa s&s}ﬁht shall recursively build a chain of Certificates by finding the
issugr Certificate, validatiné) e Certificate and then repeating the process for the igsuer
Certificate. The chain e@s’ with a self-signed Certificate.

The pumber of CAs@}ed in a system should be small so it is common to install the necegsary
CAs pn each m ine with an OPC UA application. However, applications have the optipn of
inclugling a p or complete chain whenever they pass a Certificate to a peer during the
SecureCha @ negotiation and during the CreateSession/ActivateSession handshakg. All
OPC UA@%ications shall accept partial or complete chains in any field that contains a|DER
enco :I\ rtificate.

Chains are stored in a ByteString by simply appending the DER encoded form of the
Certificates. The first Certificate shall be the end Certificate followed by its issuer. If the root
CA is sent as part of the chain, the last Certificate is appended to the ByteString.

Chains are parsed by extracting the length of each Certificate from the DER encoding. For
Certificates with lengths less than 65 535 bytes, it is an MSB encoded Ulnt16 starting at the
third byte.

6.3 Time synchronization

All SecurityProtocols require that system clocks on communicating machines be reasonably
synchronized in order to check the expiry times for Certificates or Messages. The amount of
clock skew that can be tolerated depends on the system security requirements and
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applications shall allow administrators to configure the acceptable clock skew when verifying
times. A suitable default value is 5 minutes.

The Network Time Protocol (NTP) provides a standard way to synchronize a machine clock
with a time server on the network. Systems running on a machine with a full featured
operating system like Windows or Linux will already support NTP or an equivalent. Devices

runni

ng embedded operating systems should support NTP.

If a device operating system cannot practically support NTP then an OPC UA application can
use the Timestamps in the ResponseHeader (see IEC 62541-4) to synchronize its clock. In

this s

cenario, the OPC UA application will-have need to know the URL for a Discovery Server

on a
back
the R
drift

6.4

machine known to have the correct time. The OPC UA application or a sep
ground utility would call the FindServers Service and set its clock to the time specifi
YesponseHeader. This process will need to be repeated periodically because®“clocks
bver time.

UTC and International Atomic Time (TAIl)

All times in OPC UA are in UTC, however, UTC can include discontinuities due to

seco
Serv
this

discd
mach

6.5
6.5.1

Kerb
body
Kerb

Serv
what
Kerb

brs that have access to source for International Atomic Timé (TAIl) may choose tg
nstead of UTC. That said, Clients—must always need \{0 be prepared to deal
ntinuities due to the UTC or simply because the systemfclock is adjusted on the S
ine.

Issued User Identity Tokens
Kerberos

eros UserldentityTokens can be passed(to'the Server using the IssuedldentityToken
of the token is an XML element that contains the WS-Security token as defined i
bros Token Profile (Kerberos) specification.

brs that support Kerberos authentication shall provide a UserTokenPolicy which spe
version of the KerberosToken Profile is being used, the Kerberos Realm ang
eros Principal Name forvthe Server. The Realm and Principal name are com

together with a simple syntax and placed in the issuerEndpointUri as shown in Table 39.

Table 39 — Kerberos UserTokenPolicy

brate
ed in
can

leap

nds or repeating seconds added to deal with variations in the earth's orbit and rotation.

use
with
brver

The
h the

Cifies
the
bined

Name Description
tokenType ISSUEDTOKEN_3
issuedTypeType http://docs.oasis-open.org/wss/oasis-wss-kerberos-token-profile-1.1
issuerghdpointUri A string with the form \\<realm>\<server principal name> where

<realm> is the Kerberos realm name (e.g. Windows Domain);

<server principal name> is the Kerberos principal name for the OPC UA Server.

The interface between the Client and Server applications and the Kerberos Authentication
Service is application specific. The realm is the DomainName when using a Windows Domain

contr

oller as the Kerberos provider.
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6.5.2

JSON Web Token (JWT)

— 63 —

JSON Web Token (JWT) UserldentityTokens can be passed to the Server using the
IssuedldentityToken. The body of the token is a string that contains the JWT as defined in

RFC

7159.

Servers that support JWT authentication shall provide a UserTokenPolicy which specifies the
Authorization Service which provides the token and the parameters needed to access that
service. The parameters are specified by a JSON object specified as the issuerEndpointUrl.
The contents of this JSON object are described in Table 41. The general UserTokenPolicy
settings for JWT are defined in Table 40.

Table 40 — JWT UserTokenPolicy

Y
Name Description (\Q
QY
tokenType ISSUEDTOKEN_3 (9
A V‘
issuedTokenType http://opcfoundation.org/UA/UserToken#JWT ,Q) ¢
issuergndpointUrl For JWTs this is a JSON object with fields defined in Table 41. , b"\
9’
Table 41 — JWT IssuerEndpointUrl I:diition
— AN\
Name Type Description . O
IssuerndpointUrl JSON object |Specifies the parameteg‘é(a JWT Userldentity Token.
N
ua:resourceld String The URI identifying,the{ Server to the Authorization Service.
If not specified, &Ner’s ApplicationUri is used.
ua:guthorityUrl String The base UR(Zfor the Authorization Service.
This U s%‘ay be used to discover additional information about the authgrity.
Th'Q\%Id is equivalent to the "issuer" defined in OpenlD-Discovery.
~8
ua:gquthorityProfileUri String \:T)he profile that defines the interactions with the authority.
N- [If not specified, the URI is
,.K\O "http://opcfoundation.org/UA/Authorization#OAuth2".
ua:tpkenEndpoint Strjn}-) A path relative to the base URL used to request Access Tokens.
,s\& This field is equivalent to the "token_endpoint" defined in OpenID-Disco\ery.
ua:g uthorizationEndpoirc)U String A path relative to the base URL used to validate user credentials.
@* This field is equivalent to the "authorization_endpoint" defined in
Q~ OpenlD-Discovery.
N\ S
ua:raquest'l'é JSON array |The list of request types supported by the authority.
C) String The possible values depend on the authorityProfileUri.
® IEC 62541-7 specifies the default for each authority profile defined.
ua:scopes JSON array  |A list of Scopes that are understood by the Server.
String If not specified, the Client may be able to access any Scope supported by the
Authorization Service.
This field is equivalent to the "scopes_supported” defined in OpenlD-
Discovery.
6.5.3 OAuth2
6.5.3.1 General

The OAuth2 Authorization Framework (see RFC 6749) provides a web based mechanism to
request claims based Access Tokens from an Authorization Service (AS) that is supported by
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many major companies providing cloud infrastructure. These Access Tokens are passed to a
Server by a Client in a UserldentityToken as described in IEC 62541-4.

The OpenID Connect specification (see OpenlD) builds on the OAuth2 specification by
defining the contents of the Access Tokens more strictly.

The OAuth2 specification supports a number of use cases (called 'flows') to handle different
application requirements. The use cases that are relevant to OPC UA are discussed below.

6.5.3.2 Access Tokens

The tIASON Web Token is the Access Token format which this document requires wh% sing
OAuth2. The JWT supports signatures using asymmetric cryptography which i ies| that
Servers which accept the Access Token need to have access to the Certificate.used bl the
Authgrization Service (AS). The OpenID Connect Discovery specification is @ment d by
many AS products and provides a mechanism to fetch the AS Certificate via‘e)é TP request.
If thg AS does not support the discovery specification, then the signing C ate will negd to
be provided to the Server when the location of the AS is added to the Se& configuration.

>

Accelss Tokens expire and all Servers should revoke any privil %gb granted to the Sepsion
wher| the Access Token expires. If the Server allows for anony users, the Server slould
allow| the Session to stay open but treat it as an anonymous & If the Server does not pllow
anonymous users, it should close the Session immediately. ;\

O

Clierlts know when the Access Token will expire and Id request a new Access Token and
call ActivateSession before the old Access Token eQi

A\

N
The [JWT format allows the Authorization sérvice to insert any number of fields.| The
mandatory fields are defined in RFC 7159. e additional fields are defined in Table 42[(see
RFC|7523). $

.\Q)
Table04'2\— Access Token Claims
Field ‘x('\)j“ Description

sub The subject for the tokﬁ)\\

Usually the cIient@v‘vhich identifies the Client.
If returned frg_n‘@ Identity Provider it may be a unique identifier for the user.

aud The audi r the token

Usuall@.&esource_id which identifies the Server or the Server ApplicationUri.
name A&u)r: readable name for the Client application or user.
@kt of Scopes granted to the subject.

scp
\Qécopes apply to the Access Token and restrict how it may be used.
Usually permissions or other restriction which limit access rights.
nonce A nonce used to mitigate replay attacks.

Shall be the value provided by the Client in the request.

groups A list of groups which are assigned to the subject.
Usually a list of unique identifiers for platform-specific security groups.

For example, Azure AD user account groups may be returned in this claim.

roles A list of roles which are assigned to the subject.
Roles apply to the requestor and describe what the requestor can do with the resource.

Usually a list of unique identifiers for roles known to the Authorization Service.

These values are typically mapped to the Roles defined in IEC 62541-3.
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6.5.3

.3 Authorization Code

The authorization code flow is available to Clients which allow interaction with a human user.
The Client application displays a window with a web browser which sends an HTTP GET to
the Identity Provider. When the human user enters credentials that the Identity Provider

validates, the Identity Provider returns an authorization code which

is passed to the

Authorization Service. The Authorization Service validates the code and returns an Access
Token to the Client.

The complete flow is described in RFC 6749, 4.1.

A ré¢
Auth

6.5.3

The
retur
appli
flow
valid
shall

unaufhorized parties.

The

resp(

6.5.3,

The
input

appli
Auth

The

A rd
Auth

6.6

A requestType is not defined since support for \)ré\(gsh token is determined by checkin

questType of "authorization_code" in the UserTokenPolicy (see 6.5.2) meﬂs
brization Service supports the authorization code flow. Q}/

4 Refresh Token (19

hed in a previous response to an authorization code request. Thq}e esh token a
Cations to skip the step that requires human interaction with the ntity Provider.
is initiated when the Client sends the refresh token to Av%brization Service
htes it and returns an Access Token. A Client that saves théy&fresh token for late
use encryption or other means to ensure the refreshQ/@ben cannot be accessg

;\\

O
omplete flow is described in RFC 6749, Clause 60<(

nse to an authorization code request. S\

%]
5 Client Credentials $\\S\

This flow requires a secretyknown to the Authorization Service which the (
Cation can protect. This f V,V\'IS initiated when the Client sends the client_secr
brization Service which v% tes it and returns an Access Token.

omplete flow is deg\r’ibed in RFC 6749, 4.4.

questType ofC")C:Rent_credentials" in the UserTokenPolicy (see 6.5.2) meang
brization S e supports the client credentials flow.

WS @re Conversation

Q
refresh token flow applies when a Client application has access Ao la refresh lloken

the

lows
This
vhich
F use
d by

j the

Client credentials flow applies wh&@a Client application cannot prompt a human usé¢r for

Client
et to

the
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WS Secure Conversation 1.3

WS Security 1.1 WS Trust 1.3

XML Signature 1.0 | XML Encryption 1.0 | WS Addressing 1,0

SOAP 1.2

HTTP or HTTPS (SSL/TLS)

2’1 Ao1j0d Aundag S

The JecurityContextToken
contalns a secret'created
from the entropy,provided in
the RBT and\RSTR.

Client

OpenSecure€hannel Request
RST/SCT (WS-Trust)

BinarySecurityToken (contains Client Public Key)
SecurityToken (encrypted with Server Private Key) v
DefivedKeyToken (signing) =~
DerivedKeyToken (encrypting)

OpenSecureChannel Response
RSTR/SCT (WS-Trust)

A

~

~

DerivedKeyToken (signing)
DerivedKeyToken (encrypting)

CreateSession Request

<————7T—————- » SecurityContextToken (identifier only)

N

DerivedKeyToken (signing.)

Contains a secret thjat is
used to create the derived
keys.

N

~ DerivedKeyToken (encrypting) ~~_

N =~
R

S CreateSession Response -

~

'

™ SecurityContextToken (identifier only) -
DerivedKeyToken (signing) A
DerivedKeyToken (encrypting)

~

e

Each DerivedKeyToken
contains a Nonce that is
used to derived the key
from the shared secret

IEC
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NOTE Deprecated in Version 1.03 because WS-SecureConversation has not been widely adopted by industry.
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6.7 OPC UA Secure Conversation

6.7.1 Overview

OPC UA Secure Conversation (UASC)-is—a—binrary—version—of WS-Secure—Conversation—H
allows secure communication—ever—transporis—that-do—net-use-SOAP or XML using binary

encoded Messages.

UASC is designed to operate with different TransportProtocols that may have limited buffer
sizes. For this reason, OPC UA Secure Conversation will break OPC UA Messages into
several p|eces (called MessageChunks) that are smaller than the buffer size aIIowed by the
Tran; -

byteq.

All s¢curity is applied to individual MessageChunks and not the entire OPC UA"Message. A
Stack that implements UASC is responsible for verifying the security on each-MessageQhunk
received and reconstructing the original OPC UA Message.

All MessageChunks will have a 4-byte sequence assigned to them. Thiese sequence nunbers
are used to detect and prevent replay attacks.

UASC requires a TransportProtocol that will preserve the order.of MessageChunks, howgver,
a UASC implementation does not necessarily process the ‘Messages in the order that|they
were(received.

6.7.2 MessageChunk structure
6.7.2|1 Overview

Figune 11 shows the structure of a MessageChunk and how security is applied tq the
Mesgage.

/ Message Header

Security Header

Sequence Header )
Data To Sign <
Body
> Data To Encrypt
\ Padding
Signature
J

IEC

Figure 11 — OPC UA Secure Conversation MessageChunk

6.7.2.2 Message Header

Every MessageChunk has a Message header with the fields defined in Table 43.
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Table 43 — OPC UA Secure Conversation Message header
Name Data Type Description
MessageType Byte [3] A three byte ASCII code that identifies the Message type.
The following values are defined at this time:
MSG A Message secured with the keys associated with a channel.
OPN OpenSecureChannel Message.
CLO CloseSecureChannel Message.
IsFinal Byte ﬁ,one byte ASCII code that indicates whether the MessageChunk is the final chunk in a
The following values are defined at this time:
C An intermediate chunk.
F The final chunk.
A The final chunk (used when an error occurred and the Message’is aborted).
This field is only meaningful for MessageType of 'MSG'
This field is always 'F' for other MessageTypes.
MessdgeSize Uint32
The length of the MessageChunk, in bytes.
The length starts from the beginning of thelMessageType field.
SecurgChannelld Uint32 A unique identifier for the SecureChannel assigned by the Server.
If a Server receives a SecureChannelld which it does not recognize it shall return ah
appropriate transport layer ertor.
When a Server starts the fifst-SecureChannelld used should be a value that is likely to be
unique after each restart/This ensures that a Server restart does not cause previodsly
connected Clients to,dccidently 'reuse' SecureChannels that did not belong to them|.

6.7.2.3 Security Header

The Message header is followed by a security header which specifies what cryptogn
operations have been applied;to the Message. There are two versions of the security he
whiclh depend on the type-of security applied to the Message. The security header use
asynimetric algorithms ds\defined in Table 44. Asymmetric algorithms are used to secur

aphy
ader
d for
b the

OpenSecureChannel Messages. PKCS #1 defines a set of asymmetric algorithms that may be

used| by UASC

implementations. The AsymmetricKeyWrapAlgorithm element of
SecurityPolicy structure defined in Table 37 is not used by UASC implementations.

the
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Table 44 — Asymmetric algorithm Security header

2020

Name

Data Type

Description

SecurityPolicyUriLength

Int32

The length of the SecurityPolicyUri in bytes.
This value shall not exceed 255 bytes.
If a URI is not specified this value may be 0 or —1.

Other negative values are invalid.

SecurityPolicyUri

Byte [*]

The URI of the Security Policy used to secure the Message.

This field is encoded as a UTF-8 string without a null terminator.

SenddgrCertificateLength

Int32

The length of the SenderCertificate in bytes.

This value shall not exceed MaxCettificateSize MaxSenderCeltificate
bytes.

If a certificate is not specified this value may be 0 or —1.

Other negative values are invalid.

ize

SenddrCertificate

Byte [*]

The X.509 v3 Certificate assigned to the sending application Instance.
This is a DER encoded blob.

The structure of an X.509 v3 Certificate:is defined in X.509 v3.

The DER format for a Certificate is(defined in X690

This indicates what Private Key*was used to sign the MessageChunk.

The Stack shall close the,channel and report an error to the applicatiol

SenderCertificate is too large for the buffer size supported by the trangport

layer.
This field shall be\null if the Message is not signed.

If the Certificate'is signed by a CA, the DER encoded CA Certificate m
appended after the Certificate in the byte array. If the CA Certificate is
signed by.another CA this process is repeated until the entire Certifical
chain s in the buffer or if MaxSenderCertificateSize limit is reached (th
progess stops after the last whole Certificate that can be added withod
exceeding the MaxSenderCertificateSize limit).

Receivers can extract the Certificates from the byte array by using the
Certificate size contained in DER header (see X.509 v3).

Receivers that do not handle Certificate chains shall ignore the extra 4

if the

ay be
also
e

e
t

ytes.

ReceiyerCertificateThumbprintLe
ngth

Int32

The length of the ReceiverCertificate Thumbprint in bytes.
If encrypted the length of this field is-always 20 bytes.
If not encrypted the value may be 0 or —1.

Other negative values are invalid.

ReceiyerCertificate Thumbprint

Byte [']

The thumbprint of the X.509 v3 Certificate assigned to the receiving
application Instance.

The thumbprint is the-SHA1-digest CertificateDigest of the DER encod
form of the Certificate.

ed

This indicates what public key was used to encrypt the MessageChunk.

This field shall be null if the Message is not encrypted.

The receiver shall close the communication channel if any of the fields in the security header

have invalid lengths.

The SenderCertificate, including any chains, shall be small enough to fit into a single
MessageChunk and leave room for at least one byte of body information. The maximum size
for the SenderCertificate can be calculated with this formula:
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MaxSenderCertificateSize =

MessageChunkSize -

12 - // Header size

4 - // SecurityPolicyUrilLength
SecurityPolicyUri - // UTF-8 encoded string

4 - // SenderCertificatelLength

4 - // ReceiverCertificateThumbprintLength
20 - // ReceiverCertificateThumbprint
8 - // SequenceHeader size

1 - // Minimum body size

1 - // PaddingSize if present
Padding - // Padding if present
ExtraPadding - // ExtraPadding if present

The

byteg
Send
alwa

The
are U

AsymmetricSignatureSize // If present

. The AsymmetricSignatureSize depends on the number of bits in the public,key fq
erCertificate. The Int32FieldLength is the length of an encoded Int32~value and
s 4 bytes.

sed to secure all Messages other than the OpenSecureChannel Messages. FIP§

define symmetric encryption algorithms that UASC implementations may use. FIPS 18

and |

IMAC define some symmetric signature algorithms.

Table 45 — Symmetric algorithm Security header

\lessageChunkSize depends on the transport protocol but shall be at least-8496 § 192

r the
it is

becurity header used for symmetric algorithms defined in Table 4524Symmetric algor{thms

197
D-2-4

Npame Data Type Description

Token|

d Uint32 A unique identifier for the SecureChannel SecurityToken used to secure the Message.

This identifier is returned by thexServer in an OpenSecureChannel response Message.
Server receives a Tokenld-which it does not recognize it shall return an appropriate tra
layer error.

If a
sport

6.7.2

The
The
chan

.4 Sequence header

security header is always followed by the sequence header which is defined in Tabl
sequence header ensures that the first encrypted block of every Message sent o
nel will start with different data.

Table 46 — Sequence header

46.
er a

D

Name Data Type Description

Sequ¢g

nceNumber./ |UInt32 A monotonically increasing sequence number assigned by the sender to each
MessageChunk sent over the SecureChannel.

s for

Requeistld Uint32 An identifier assigned by the Client to OPC UA request Message. All MessageChun

the rnqllncf and-the associated [SSPONSS LSS the same identifier

A SequenceNumbers may not be reused for any Tokenld. The SecurityToken lifetime should
be short enough to ensure that this never happens; however, if it does the receiver-should
treat it as a transport error and force a reconnect.

shall
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The SequenceNumber shall start at 1 023 and monotonically increase for all Messages and
shall wrap around when it is equal to 4 294 966 271 (UInt32.MaxValue - 1 024). The first
number after the wrap around shall be less than 1 024. Note that this requirement means that
a SequenceNumber does not reset when a new Tokenld is issued. The SequenceNumber
shall be incremented by exactly one for each MessageChunk sent. For backward
compatibility, receivers shall accept SequenceNumbers less than 1 023 and greater than
4 294 966 271 provided they are in sequence. Administrators shall be able to disable this
backward compatibility. Receivers shall log a warning when a rollover does not conform to the
curregnt speciication.

The gequence header is followed by the Message body which is encoded with the OPC UA
Binaly encoding as described in 5.2.9. The body may be split acress mudltiple
MesgageChunks.

6.7.2,5 Message footer

Each| MessageChunk also has a footer with the fields defined in Tablg-47.

Table 47 — OPC UA Secure Conversation Message footer

Name Data Type Description
PaddipgSize Byte The number of padding bytes (not in€luding the byte for the PaddingSize).
Paddifg Byte [*] Padding added to the end of.the Message to ensure length of the data to encrypt is gn

integer multiple of the engryption block size.

The value of each byte.of the padding is equal to PaddingSize.

ExtraHaddingSize |Byte The most significant'byte of a two-byte integer used to specify the padding size whep the
key used to encrypt the message chunk is larger than 2 048 bits. This field is omitteq if the
key length is\less than or equal to 2 048 bits.

Signafure Byte [*] The signature for the MessageChunk.

The'signature includes the all headers, all Message data, the PaddingSize and the
Padding.

The {formula to calculate the amount of padding depends on the amount of data that needs to
be s¢nt (called BytesToWrite). The sender shall first calculate the maximum amount of gpace
availgble in thedMessageChunk (called MaxBodySize) using the following formula:

MaxBodySize = PlainTextBlockSize * Floor ((MessageChunkSize -
HeaderSize - SigratureSt —1) /CipherTextBlockSize) -
Qaqnahr‘aﬁ@:—\r‘]@rQw' e — SignatnreSizes

The HeaderSize includes the MessageHeader and the SecurityHeader. The
SequenceHeaderSize is always 8 bytes.

During encryption a block with a size equal to PlainTextBlockSize is processed to produce a
block with size equal to CipherTextBlockSize. These values depend on the encryption
algorithm and may be the same.

The OPC UA Message can fit into a single chunk if BytesToWrite is less than or equal to the
MaxBodySize. In this case the PaddingSize is calculated with this formula:

PaddingSize = PlainTextBlockSize -
((BytesToWrite + SignatureSize + 1) % PlainTextBlockSize);
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If the BytesToWrite is greater than MaxBodySize the sender shall write MaxBodySize bytes
with a PaddingSize of 0. The remaining BytesToWrite — MaxBodySize bytes shall be sent in
subsequent MessageChunks.

The PaddingSize and Padding fields are not present if the MessageChunk is not encrypted.

The Signature field is not present if the MessageChunk is not signed.

6.7.3 MessageChunks and error handling
Mesdage shall be sent sequentially. If an error occurs creating a MessageChunk then the
sendpr shall send a final MessageChunk to the receiver that tells the receiver thatan [error
occufred and that it should discard the previous chunks. The sender indicates tha} the
MesdageChunk contains an error by setting the IsFinal flag to 'A' (for Abort). Table 48
specifies the contents of the Message abort MessageChunk.
Table 48 — OPC UA Secure Conversation Message abort’body
Name Data Type Description

Error UiInt32 The numeric code for the error.

This shall be one of the values listed in Table 57.
Reasdn String A more verbose description of the error.

This string shall not be more than 4 096-eharacters bytes.

A Client shall ignore strings that are londer than this.
The receiver shall check the security on ‘the abort MessageChunk before processing|it. If
everything is ok, then the receiver shall ignore the Message but shall not closq the
SecureChannel. The Client shall report.the error back to the application as StatusCode fqr the
request. If the Client is the sender, then it shall report the error without waiting for a response
from|the Server.
6.7.4 Establishing a SecureChannel
Most| Messages requiresa"SecureChannel to be established. A Client does this by sending an
OpenSecureChannel tequest to the Server. The Server shall validate the Message angd the

Clien

defined for the .OpenSecureChannel service are specified in the security header (see §.

inste
the—¢
the b

Ad of the-body of the Message.

-For-this-reason,-the OpenSecureChannel-Service
ame-as-the-one-specifiedin1EC62541-4. Table 49 lists the parameters that appe
ody (of,the Message.

tCertificate and” return an OpenSecureChannel response. Some of the paramgters

7.2)
5-not
ar in

Note that TEC 6254 71-4 is an absiract specification which defines interfaces that can work with
any protocol. This document provides a concrete implementation for specific protocols. This
document is the normative reference for all protocols and takes precedence if there are
differences with IEC 62541-4.
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Table 49 — OPC UA Secure Conversation OpenSecureChannel Service

The
IEC ¢
Secu

greafer than the latest version that they-support. The receiver with the higher version nu

is ex

If OR
versi
versi

receiver shall close the thannel and report a Bad_ProtocolVersionUnsupported error if

is ar

The
with

The

Name Data Type
Request
RequestHeader RequestHeader
ClientProtocolVersion UInt32
RequestType SecurityTokenRequestType
SecurityMode MessageSecurityMode
ClientNonce ByteString
RequestedLifetime at32 UInt32
Response
ResponseHeader ResponseHeader
ServerProtocolVersion UInt32
SecurityToken ChannelSecurityToken
SecureChannelld UInt32
Tokenld Uint32
CreatedAt DateFime UtcTime
RevisedLifetime 32 UInt32
ServerNonce ByteString

2541-4 and are added to the Message’to allow backward compatibility if OPC
reConversation needs to be updated in the future. Receivers always accept nu

bected to ensure backward compatibility.

bn numbers specified, in“the OPC UA-TCP protocol Hello/Acknowledge Messages

nismatch.

Server shallkreturn an error response as described in IEC 62541-4 if there are any ¢
he parameters specified by the Client.

Oper
recei

ClientProtocolVersion and ServerProtocelVersion parameters are not defingd in

UA-
bers
ber

C UA-SecureConversationyis used with the OPC UA-TCP protocol (see 7.1) thep the
bn numbers specified jasthe OpenSecureChannel Messages shall be the same ag the

The
here

rrors

RevisedLifetime tells the Client when it shall renew the SecurityToken by sending anpther

SecureChannel request. The Client shall continue to accept the old SecurityToken until it
WMWWWWWM@HWured

with the old SecurityToken until that SecurityToken expires or until it receives a Message from
the Client secured with the new SecurityToken. The Server shall reject renew requests if the
SenderCertificate is not the same as the one used to create the SecureChannel or if there is a
problem decrypting or verifying the signature. The Client shall abandon the SecureChannel if
the Certificate used to sign the response is not the same as the Certificate used to encrypt the
request. Note that datatype is a UInt32 value representing the number of milliseconds instead
of the Double (Duration) defined in IEC 62541-4. This optimization is possible because sub-

millis

econd timeouts are not supported.

The OpenSecureChannel Messages are signed and encrypted if the SecurityMode is not
None (even if the SecurityMode is Sign).
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The Nonces shall be cryptographic random numbers with a length specified by the
SecureChannelNonceLength of the SecurityPolicy.

See IEC TR 62541-2 for more information on the requirements for random number generators.
The OpenSecureChannel Messages are not signed or encrypted if the SecurityMode is None.
The Nonces are ignored and should be set to null. The SecureChannelld and the Tokenld are
still assigned but no security is applied to Messages exchanged via the channel. The
SecurityToken shall still be renewed before the RevisedLifetime expires. Receivers shall still
ignore invalid or expired Tokenlds.

If the_communication channel breaks the Server shall maintain the SecureChannel long
enough to allow the Client to reconnect. The ReviselLifetime RevisedLifetime parametern also
tells the Client how long the Server will wait. If the Client cannot reconnect within that perniod it
shalllassume the SecureChannel has been closed.

The AuthenticationToken in the RequestHeader shall be set to null.

If an|error occurs after the Server has verified Message security it shall*return a ServiceFault
instepd of a OpenSecureChannel response. The ServiceFault Message is describgd in
IEC $2541-4.

If thg SecurityMode is not None then the Server shall verify<that a SenderCertificate gnd a
RecdiverCertificate Thumbprint were specified in the SecurityHeader.

6.7.5 Deriving keys

Oncq the SecureChannel is established the Messages are signed and encrypted with |keys
derived from the Nonces exchanged in the OpenSecureChannel call. These keys are defrived
by passing the Nonces to a pseudo-random.function which produces a sequence of bytes
from|a set of inputs. A pseudo-random function is represented by the following function
declgration:

Byte|] PRF(

Byte[] secret,
Byte[] seed,
Int32 length,
Int32 offset)

Whete length is the‘number of bytes to return and offset is a number of bytes from the
beginning of the sequence.

The lengths of\the keys that need to be generated depend on the SecurityPolicy used fqr the
chanpel. The:following information is specified by the SecurityPolicy:

a) SigringKeyLength (from the DerivedSignatureKeylLength);

b) EncryptingKeyLength (implied by the SymmetricEncryptionAlgorithm);
c) EncryptingBlockSize (implied by the SymmetricEncryptionAlgorithm).
The pseudo random function requires a secret and a seed. These values are derived from the

Nonces exchanged in the OpenSecureChannel request and response. Table 50 specifies how
to derive the secrets and seeds when using RSA based SecurityPolicies.
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Name

Derivation

ClientSecret

The value of the ClientNonce provided in the OpenSecureChannel request.

ClientSeed The value of the ClientNonce provided in the OpenSecureChannel request.
ServerSecret | The value of the ServerNonce provided in the OpenSecureChannel response.
ServerSeed The value of the ServerNonce provided in the OpenSecureChannel response.

The parameters pneend tothe pcmlr‘ln random function are Qpnrifind in Tabhle 51

Table 51 — Cryptography key generation parameters

Key Secret Seed Length Offset
ClientBigningKey ServerNonce |ClientNenee |SigningKeylLength 0
ServerSecret |ClientSeed
ClientEEncryptingKey ServerNonce |ClientNonce |EncryptingKeyLength  |SigningKeyLength
ServerSecret  |ClientSeed
ClientinitializationVector |ServerNence |ClieptNonce |EncryptingBlockSize SigningKeyLength+ EncryptingKeylength
ServerSecret  |ClientSeed
ServefSigningKey liatlenes ServerNonece |[SigningKeyLength 0
ClientSecret ServerSeed
ServefEncryptingKey liratlenes ServerNonce |EncryptingKeyLength  |SigningKeyLength
ClientSecret ServerSeed
ServeflnitializationVector |ClientNonce ServerNonce yEncryptingBlockSize SigningKeyLength+ EncryptingKeylength
ClientSecret ServerSeed
The Client keys are used to secure Messages sent by the Client. The Server keys are usgd to
secufe Messages sent by the-Seftver.

The SSL/TLS specification defines a pseudo random function called P_HASH which is used
for this purpose. The function is iterated until it produces enough data for all of the required
keys. The Offset in Table 51 references to the offset from the start of the generated data.

The P_ hash algorithm is defined as follows:

P HASH (secret, seed) = HMAC HASH(secret, A(l) + seed) +
HMAC HASH (secret, A(2) + seed) +
HMAC HASH (secret, A(3) + seed) +

Where A(n) is defined as:
A(0) = seed
A(n) = HMAC HASH(secret, A(n-1))

+ indicates that the results are appended to previous results.
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where 'HASH' is a hash function such as SHA256. The hash function to use depends on the
SecurityPolicyUri.

6.7.6  Verifying Message security

The contents of the MessageChunk shall not be interpreted until the Message is decrypted
and the signature and sequence number verified.

If an error occurs during Message verification the receiver shall close the communication
channel. If the receiver is the Server, it shall also send a transport error Message before
closing the channel. Once the channel is closed the Client shall attempt to re-open the
chanpel and request a new SecurityToken by sending an OpenSecureChannel request] The
mechanism for sending transport errors to the Client depends on the communication charfnel.

The feceiver shall first check the SecureChannelld. This value may be 0 if the Message |is an
OpenSecureChannel request. For other Messages, it shall report a
Bad [SecureChannelUnknown error if the SecureChannelld is not recognized? If the Megsage
is an OpenSecureChannel request and the SecureChannelld is-not 0 then| the
SenderCertificate shall be the same as the SenderCertificate used to create the channel.

If thg Message is secured with asymmetric algorithms, then the“receiver shall verify that it
suppprts the requested SecurityPolicy. If the Message is the response sent to the Client,[then
the SecurityPolicy shall be the same as the one specified.in.the request. In the Servef, the
SecurityPolicy shall be the same as the one used to originally create the SecureChannel| The
receiver shall check that the Certificate is trusted first.ard return Bad_CertificateUntrustged on
error] The receiver shall then verify the SenderCertificate using the rules defingd in
IEC 62541-4. The receiver shall report the appropriate error if Certificate validation fails| The
receiver shall verify the Receivetr€ertificate Thumbprint and report a
Bad_|CertificatetnknownCertificatelnvalid erropf it does not recognize it.

If the Message is secured with symmetric algorithms, then a Bad_SecureChannel
TokephUnknown error shall be reported”if the Tokenld refers to a SecurityToken tha{ has
expired or is not recognized.

If de¢ryption or signature validation fails, then a Bad_SecurityChecksFailed error is repgrted.
If an|implementation allows\miultiple SecurityModes to be used the receiver shall also yerify
that the Message was secured properly as required by the SecurityMode specified in the
OpenSecureChannel request.

After| the security\\walidation is complete the receiver shall verify the Requestld and the
SequenceNumber. If these checks fail a Bad_SecurityChecksFailed error is reported.| The
Reqyestid anly needs to be verified by the Client since only the Client knows if it is valid or
not. If the~SequenceNumber is not valid, the receiver shall log a Bad_SequenceNumberinvalid
error

At this point the SecureChannel knows it is dealing with an authenticated Message that was
not tampered with or resent. This means the SecureChannel can return secured error
responses if any further problems are encountered.

Stacks that implement UASC shall have a mechanism to log errors when invalid Messages
are discarded. This mechanism is intended for developers, systems integrators and
administrators to debug network system configuration issues and to detect attacks on the
network.
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7 TransportProtocols

7.1

OPC UA FCP Connection Protocol
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Figune 12 illustrates the structure of a Message placed on the wire. This also illustrates

UA Connection Protocol (UACP) is an abstract protocol that establishes a full™d
nel between a Client and Server. Concrete implementations of the UACP can-be
any middleware that supports full-duplex exchange of messages including. JCP/IH
Bockets. The term "TransportConnection" describes the middleware-spegcific conng
to exchange messages. For example, a socket is the TransportConnec¢tion for TC
sportConnections allow responses to be returned in any order and alléw responses
hed on a different physical TransportConnection if communication failures d
prary interruptions.

iplex
built
and
ction
P/IP.
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OPC UA—TCP Connection Protocol is designed to mwork with the SecureChannel

mented by a layer higher in the stack. For this reasoni,.the OPC UA-TCP Connsg
col defines its interactions with the SecureChannel in-addition to the wire protocol.

Message structure

.1 Overview

ction

how
d the
tocol

the Message elements defined by the OPC”"UA Binary Encoding mapping (see 5.2) an
OPC|UA Secure Conversation mapping (see 6.7) relate to the OPC UA Connection Pro
Mesgages.
Message
Z Chunk 1 Chunk 2 Chunk 3
Chunk 1
N
I I
ExtensionObject Prefix
Message Header (Intermediate Chunk)
Chunk 2 Message Header (Final Chunk)
n Security Header
N T s ecuoncotiend
NNNES= B LI} h
[l Message Signature
Padding

7.1.2

== Signed Data
= Encrypted Data

IEC
Figure 12 — OPC UA TCP Connection Protocol Message structure

.2 Message Header

Every OPC UA-FCPR Connection Protocol Message has a header with the fields defined in
Table 52.
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Table 52 - OPC UA TCP Connection Protocol Message header

Name Type Description
MessageType |Byte [3] A three byte ASCII code that identifies the Message type.
The following values are defined at this time:
HEL a Hello Message.
ACK an Acknowledge Message.
ERR an Error Message.
RHE a ReverseHello Message.
The SecureChannel layer defines additional values which the OPC UA +CP Connectioh
Protocol layer shall accept.
Reseryed Byte [1] Ignored. shall be set to the ASCII codes for 'F' if the MessageType is one of the/values
supported by the OPC UA FEP. Connection Protocol.
MessdgeSize Uint32 Ihedlength of the Message, in bytes. This value includes the 8 bytes forthe’Message
eader.

The layout of the OPC UA TGP Connection Protocol Message header-is intentionally ide
to the first 8 bytes of the OPC UA Secure Conversation Message‘theader defined in Tabl
This [allows the OPC UA TCP Connection Protocol layer,toJextract the SecureCh
Mesgages from the incoming stream even if it does not understand their contents.

The OPC UA TGP Connection Protocol layer shall verifythe MessageType and make sur|
MesdageSize is less than the negotiated ReceiveBufferSize before passing any Message

the JecureChannel layer.

7.1.2.3

Hello Message

The IHello Message has the additional fields shown in Table 53.

htical
43,
nnel

e the
onto
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Table 53 — OPC UA TCP Connection Protocol Hello Message

2020

Name Data Type Description
ProtocolVersion UlInt32 The latest version of the ORC-UA-TCP. UACP protocol supported by the Client.
The Server may reject the Client by returning Bad_ProtocolVersionUnsupported.
If the Server accepts the connection, it is responsible for ensuring that it returns
Messages that conform to this version of the protocol.
The Server shall always accept versions greater than what it supports.
ReceiveBufferSize |UInt32 The largest MessageChunk that the sender can receive.
Shmelen bl s e e D e
SendBufferSize Ulint32 The largest MessageChunk that the sender will send.
B T e e
MaxMgssageSize  |UInt32 The maximum size for any response Message. The Server shall abort the Messagq with
a Bad_ResponseToolLarge StatusCede Error Message if a response Message excgeds
this value.
The mechanism for aborting Messages is described fully in 6.7(3-
The Message size is calculated using the unencrypted Message body.
A value of zero indicates that the Client has no limit.
MaxChunkCount UlInt32 The maximum number of chunks in any response. Message.
The Server shall abort the Message with a Bads RésponseToolLarge StatusCode Efror
Message if a response Message exceeds thiswalue.
The mechanism for aborting Messages issdescribed fully in 6.7.3.
A value of zero indicates that the Client has no limit.
EndpdintUrl String The URL of the Endpoint which the Client wished to connect to.
The encoded value shall bé.less than 4 096 bytes.
Servers shall return a\Bad_TFepUriRejected-errorTcpEndpointUrlinvalid Error Messdge
and close the connection if the length exceeds 4 096 bytes or if it does not recognize the
resource identified\by the URL.
The EndpointUrl parameter is used to allow multiple Servers to share the same-pert endpoint
on almachine. The process_listening (also known as the proxy) on the—pert endpoint would
conngct to the Server identified by the EndpointUrl and would forward all Messages tp the
Server via this socket. If one socket closes, then the proxy shall close the other socket.
If the Server doe$_ not have sufficient resources to allow the establishment of a|new
SecureChannel, dt shall immediately return a Bad_TcpNotEnoughResources Error Medsage
and gracefully<glose the socket. Clients should not overload Servers that return this errpr by
immgdiately trying to create a new SecureChannel.
7.1.214 Acknowledge Message

The Acknowledge Message has the additional fields shown in Table 54.
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Table 54 — OPC UA TCP Connection Protocol Acknowledge Message

Name Type Description

ProtocolVersion Uint32 The latest version of the ORPC-UA-TCP. UACP protocol supported by the Server.

If the Client accepts the connection, it is responsible for ensuring that it sends Messages
that conform to this version of the protocol.

The Client shall always accept versions greater than what it supports.

ReceiveBufferSize  |UInt32 The largest MessageChunk that the sender can receive.

This value shall not be larger than what the Client requested in the Hello Message.
B R e

SendBufferSize Uint32 The largest MessageChunk that the sender will send.

This value shall not be larger than what the Client requested in the Hello Message.
This value shall-be greater than 8 192 bytes.

MaxMpssageSize Uint32 The maximum size for any request Message. The Client shall abort the;Message with a
Bad_RequestToolLarge StatusCode if a request Message exceeds this value.

The mechanism for aborting Messages is described fully in 6.7.3.
The Message size is calculated using the unencrypted Message body.

A value of zero indicates that the Server has no limit.

MaxChunkCount Uint32 The maximum number of chunks in any request Message.

The Client shall abort the Message with a Bad ‘RequestToolLarge StatusCode if a reqyest
Message exceeds this value.

The mechanism for aborting Messages is/described fully in 6.7.3.

A value of zero indicates that the Serverhas no limit.

7.1.2,5 Error Message

The Error Message has the additional fields shown in Table 55.

Table 55 — OPC UA®CP Connection Protocol Error Message

Name Type Description

Error Uint32 The numeric code for the error.

This shall be one of the values listed in Table 57.

Reasdn String A more verbose description of the error.

This string shall not be more than 4 096-characters bytes.

A Client shall ignore strings that are longer than this.

The gocKet is always closed gracefully by the-Server Client after it-sends receives an |Error
Message.

7.1.2.6 ReverseHello Message

The ReverseHello Message has the additional fields shown in Table 56.
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Table 56 — OPC UA Connection Protocol ReverseHello Message

Name Data Type Description
ServerUri String The ApplicationUri of the Server which sent the Message.
The encoded value shall be less than 4 096 bytes.
Client shall return a Bad_TcpEndpointUrlinvalid error and close the connection if the
length exceeds 4 096 bytes or if it does not recognize the Server identified by the URI.
EndpointUrl String The URL of the Endpoint which the Client uses when establishing the SecureChannel.

This value shall be passed back to the Server in the Hello Message.

The encoded value shall he lesg than 4 096 hyfnc

Clients shall return a Bad_TcpEndpointUrlinvalid error and close the connectionikt

e

length exceeds 4 096 bytes or if it does not recognize the resource identifiQ‘ e URL.

This value is a unique identifier for the Server which the Client may us @ook up

configuration information. It should be one of the URLs returned by gbetEndpoints

Service.

<54
\/

For ¢onnection based protocols, such as TCP, the ReverseHello @Ssage allows Sejvers
behind firewalls with no open ports to connect to a Client and req that the Client estdblish
a SegureChannel using the socket created by the Server. C)
For message based protocols the ReverseHello Messaggéﬁa\lrows Servers to announce|their
presince to a Client. In this scenario, the EndpointUr/Q ifies the Server's protocol-spgcific
addre¢ss and any tokens required to access it. Q

Establishing a connection

The liant cag? a OpenSecureChannel reauest once it reaceives the Acknowledae lbac
e HEAE uc)yu tHe—IpefioectiecrianferrequesSt—once—recehVesSthe-ACKAOW eageoacKk
fromlthe Saxikar If tha Sarver accents the naw channal it shall associate the socket with tha
HoeMtAe e e oeeracceptSmeRew-Cnaithei1i+-—SnanaSSochatene-Socket—-WHpme
SacitreChannelld The Server uses thic accociation to determine which csocket to use whan it
oectretafheHa—ne e e dsestHsSassSoeiatoRtoGetermiihe W HHeR-Socket—toUdse—-wWhehh
hac ko€ éand a3 racnonse to the Clian The Cliant does the came when it roacaive tha
AaS \\vunu —FFeSPpohRsSe—tothe—CHeRt —He—oHet—aoes—thne—Same—wWhReh—Ht—frecehvey e
e L L



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 RLV © IEC 2020 - 85—

Client Secure Channel TCP TCP Secure Channel Server
Open Socket

Hello

Acknowledge

Open Secure Channel Request

Open Secure Channel Response

Create Session o

Conrjections may be initiated by the C//elg by the Server when they credte a
TrangportConnection and establish a comm on with their peer. If the Client createp the
TrangportConnection, the first Message se@all be a Hello which specifies the buffer gizes
that the Client supports. The Server shallMrespond with an Acknowledge Message Which
completes the buffer negotiation. Q) negotiated buffer size shall be reported tq the
SecureChannel layer. The negot@ted SendBufferSize specifies the size of| the
MesdageChunks to use for Messag\@ sent over the connection.

N-
If thg Server creates the Trt?gértConnection the first Message shall be a ReverseHello| sent
to the Client. If the Client ‘aCcepts the connection, it sends a Hello message back tp the
Server which starts the@ﬁér negotiation described for the Client initiated connection.

The Hello/Ackno l&tbe Messages may only be sent once. If they are received agaif the
receiver shall rt an error and close the TransportConnection. Applications accepting
incorping co ions shall close any TransportConnection after a period of time if it doefs not
receive a or ReverseHello Message. This period of time shall be configurable and [have
a defEult@ e which does not exceed two minutes.

NZ
The P annel request once | € Acknowledge back

from the Server. If the Server accepts the new channel it shall associate the
TransportConnection with the SecureChannelld. The Server uses this association to
determine which TransportConnection to use when it needs to send a response to the Client.
The Client does the same when it receives the OpenSecureChannel response.

The sequence of Messages when establishing a Client initiated OPC UA Connection Protocol
connection is shown in Figure 13.
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Y

IEC
Figure 13 — Client initiated OPC UA Connection Protocol connection

The $equence of Messages when establishing a Server initiated ORE€'WA Connection Prdtocol
conngction is shown in Figure 14.

Client Secure  Transport Trahsport ~ Secure
Channel  Connection Connection  Channel Server
Open Connection

.
|

Reverse Hello

A

Hello

\i

Acknowledge

A

Open, Sécure Channel Request

Y

Open Secure Channel Response

A

Create Session

Y

IEC
Figure 4= Server initiated OPC UA Connection Protocol connection

The Server épplication does not do any processing while the SecureChannel is negotipted;
howdver, the>Server application shall to provide the Stack with the list of trusted Certifidates.
The [Stask/ shall provide notifications to the Server application whenever it receives an
OpenSecureChannel request. These notifications shall include the OpenSecureChannel or
Error response returned to the Client.

The Server needs to be configured and enabled by an administrator to connect to one or more
Clients. For each Client, the administrator shall provide an ApplicationUri and an EndpointUrl
for the Client. If the Client EndpointUrl is not known, the administrator may provide the
EndpointUrl for a GDS (see IEC 62541-12) which knows about the Client. The Server should
expect that it will take some time for a Client to respond to a ReverseHello. Once a Client
closes a SecureChannel or if the socket is closed without establishing a SecureChannel, the
Server shall create a new socket and send a new ReverseHello message. Administrators may
limit the number of simultaneous sockets that a Server will create.
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7.1.4 Closing a connection

The Client closes the connection by sending a CloseSecureChannel request and closing the
socket gracefully. When the Server receives this Message, it shall release all resources
allocated for the channel. The body of the CloseSecureChannel request is empty. The Server
does not send a CloseSecureChannel response.

If security verification fails for the CloseSecureChannel Message, then the Server shall report

the error and close the socket.-The-Servershall-allow-the-Clientto-attempttoreconnest:

The sequence of Messages when closing an OPC UA TGP Connection Protocol connection is
shown in Figure 15.

Client Secure Transport Transport Secure
Channel  Connection Connection  Channel Server

Close Secure Channel Request

Y

Close Socket

A

IEC
Figure 15 — Closing a OPC UA TEP<Connection Protocol connection

The [Server application does not do any Pprocessing when the SecureChannel is cl¢sed;
howgver, the Stack shall provide .notifications to the Server application whenevier a
Clos¢SecureChannel request is reeceived or when the Stack cleans up an abandoned
SecureChannel.

7.1.5 Error handling
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The possible OPC UA Connection Protocol errors are defined in Table 57.
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Table 57 — OPC UA Connection Protocol error codes

Name

Description

Bad_TcpServerTooBusy

The Server cannot process the request because it is too busy.

It is up to the Server to determine when it needs to return this Message.

A Server can control the how frequently a Client reconnects by waiting to return

this error.

Bad_TcpMessageTypelnvalid

The type of the Message specified in the header invalid.

Each Message starts with a 4-byte sequence of ASCII values that identifies
Message type.

the

The Server returns this error if the Message type is not accepted.

Some of the Message types are defined by the SecureChannel layer;

Bad_T

cpSecureChannelUnknown

The SecureChannelld and/or Tokenld are not currently in use.

This error is reported by the SecureChannel layer.

Bad_T

cpMessageToolLarge

The size of the Message specified in the header is too large:

The Server returns this error if the Message size exceeds its maximum buff
or the receive buffer size negotiated during the KellofAcknowledge exchang

br size
e.

Bad_T|imeout

A timeout occurred while accessing a resoufge,

It is up to the Server to determine whep a.timeout occurs.

Bad_T

cpNotEnoughResources

There are not enough resources togprocess the request.

The Server returns this error whenrit runs out of memory or encounters simi
resource problems.

A Server can control the'Row frequently a Client reconnects by waiting to re|
this error.

Bad_T

cplnternalError

An internal error gcclirred.

This should only be returned if an unexpected configuration or programming
occurs.

error

Bad_T

cpEndpointUrlinvalid

The Serrer does not recognize the EndpointUrl specified.

Bad_gecurityChecksFailed The Wessage was rejected because it could not be verified.
Bad_Requestinterrupted .The request could not be sent because of a network interruption.
Bad_RequestTimeout Timeout occurred while processing the request.
Bad_gecureChannelClosed The secure channel has been closed.
Bad_§ecureChannelTokenUbknown The SecurityToken has expired or is not recognized.
Bad_(ertificateUntrusted The sender Certificate is not trusted by the receiver.
Bad_(ertificateTimélavalid The sender Certificate has expired or is not yet valid.

Bad_(

ertificatelssuerTimelnvalid

The issuer for the sender Certificate has expired or is not yet valid.

Bad_(

ertificatéUseNotAllowed

The sender's Certificate may not be used for establishing a secure channel.

Bad_(

ertificatelssuerUseNotAllowed

The issuer Certificate may not be used as a Certificate Authority.

Bad_CertificateRevocationUnknown

Could not verify the revocation status of the sender's Certificate.

Bad_CertificatelssuerRevocationUnknown

Could not verify the revocation status of the issuer Certificate.

Bad_CertificateRevoked

The sender Certificate has been revoked by the issuer.

Bad_lssuerCertificateRevoked

The issuer Certificate has been revoked by its issuer.

Bad_SequenceNumberlnvalid

Thesequence number on the message was not valid.

The numeric values for these error codes are defined in A.2.

NOTE The 'Tcp' prefix for some of the error codes in Table 57 was chosen when TCP/IP was the only
implementation of the OPC UA Connection Protocol. These codes are used with any implementation of the OPC UA
Connection Protocol.
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NOTE| Deprecated in Version 1.03 because WS-SecureConversation has not been widely adopted by industfy.
7.4 | OPC UA HTTPS
7.41 Overview

HTTKS refers HTTP MessageS-sexchanged over a SSL/TLS connection (see HTTPS)| The
syntgx of the HTTP Messages) does not change and the only difference is a TLS connection is
creafed instead of a TCR/IP. connection. This implies that profiles which use this transport can
also pe used with HTTRPwhen security is not a concern.

HTTRS is a protoecol that provides transport security. This means all bytes are securgd as
they [are sent without considering the Message boundaries. Transport security can only |work
for ppint to poiht communication and does not allow untrusted intermediaries or proxy sefvers
to hahdletraffic.

The Beet olicy sha : s—used-for signing
the Nonces during the CreateSession/ActivateSession handshake. A SecurityPolicy of None
indicates that the Nonces do not need to be signed. The SecurityMode is set to Sign unless
the SecurityPolicy is None; in this case the SecurityMode shall be set to None. If a
UserldentityToken is to be encrypted, it shall be explicitly specified in the UserTokenPolicy.

An HTTP Header called 'OPCUA-SecurityPolicy' is used by the Client to tell the Server what
SecurityPolicy it is using if there are multiple choices available. The value of the header is the
URI for the SecurityPolicy. If the Client omits the header, then the Server shall assume a
SecurityPolicy of None.

All HTTPS communications via a URL shall be treated as a single SecureChannel that is
shared by multiple Clients. Stacks shall provide a unique identifier for the SecureChannel
which allows applications correlate a request with a SecureChannel. This means that
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Sessions can only be considered secure if the AuthenticationToken (see IEC 62541-4) is long
(>20 bytes) and HTTPS encryption is enabled.

The cryptography algorithms used by HTTPS have no relationship to the EndpointDescription
SecurityPolicy and are determined by the policies set for HTTPS and are outside the scope of
OPC UA.

Figure 16 illustrates a few scenarios where the HTTPS transport could be used.

Direct Connection

UA Client | UA Server
HTTPS

Browser Based Client (e.g. Silverlight) via Web Server Proxy

Web > Web »| UA Server

Browser HTTPS Server UA TCP

Normal Client via HTTPS Proxy Server

UA Client - Proxy
HTTPS Server HTTPS

| UA-Server

IEC
Figure 16 — Scenarios for the HTTPS Transport

In some scenarios, HTTPS communication will tely on an intermediary which is not trusted by
the gpplications. If this is the case, then the, HTTPS transport cannot be used to enpsure
secufity and the applications will-have need.to establish a secure tunnel like a VPN bgfore
attenppting any OPC UA related communigation.

Applications which support the HTTPS transport shall support HTTP 1.1 and SSL/TLS 1.4.

HTTPS implementations:-require that all Servers have a Certificate with a Common
Name (CN) that matches the.DNS name of the Server machine. This means that a Servef with
multiple DNS names will need multiple HTTPS certificates. If multiple Servers are on the
samg machine they may' share HTTPS certificates. This means that ApplicationCertificates
are njot the same as HTTPS Certificates. Applications which use the HTTPS transpor{ and
require application™ authentication shall check application Certificates during| the
CreafeSession/ActivateSession handshake.

HTTRS Ceriificates can be automatically generated; however, this will cause problemls for
Clients{operating inside a restricted environment such as a web browser. Therefore, HTTPS
certi i i ich | vhich
need to access the Server. The set of Certificate authorities accepted by the web browsers is
determined by the organization that manages the Client machines. Client applications that are
not running inside a web may use the trust list that is used for application Certificates.

HTTPS connections have an unpredictable lifetime. Therefore, Servers-must need to rely on
the AuthenticationToken passed in the RequestHeader to determine the identity of the Client.
This means the AuthenticationToken shall be a randomly generated value with at least 32
bytes of data and HTTPS with signing and encryption shall always be used.

HTTPS allows Clients to have certificates; however, they are not required by the HTTPS
transport. A Server shall allow Clients to connect without-an—HTFTFRS providing a Certificate
during negotiation of the HTTPS connection.
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HTTP 1.1 supports Message chunking where the Content-Length header in the request
response is set to "chunked" and each chunk is prefixed by its size in bytes. All applications
that support the HTTPS transport shall support HTTP chunking.

The URL scheme for endpoints using the HTTPS transport is 'opc.https'. Note that 'https' is
the generic URL scheme for the underlying transport. The opc prefix specifies that the
endpoint accepts OPC UA messages as defined in 7.4.

7.4.2 Session-less Services

Session-less Services (see IEC 62541-4) may be invoked via HTTPS POST. The HTTP
Authprization header in the Request shall have a Bearer token which is an Access\Tloken
provided by the Authorization Service. The Content-type of the HTTP request shall specify the
encofling of the body. If the Content-type is application/opcua+tuabinary then the-bofy is
encofled using the OPC UA Binary encoding (see 7.4.4). If the Cphtent-type is
applipation/opcua+uajson then body is encoded using the reversible formn&f the JSON
encofing (see 7.4.5).

Note|that the Content-type for OPC UA Binary encoded bodies for Session-less Servides is
diffefent from the Content-type for Session-based Services specified)ir’ 7.4.4.

7.4.3 XML Encoding

This | FranspertProfile TransportProtocol implements the (OPC UA Services using a §JOAP
reque¢st-response message pattern over an HTTPS confection.

h

odv_of
ocYy—o+

Fhe tha a S h 3 P 192 ae (see-SOAP Part 1)

Y the—+ Y g SH 2e—a \T =1V ge(See oA r—Trart—1 )
Addressina headers are ontional The contents fithe SOAP hodv and the SOA action arla tha
AGCHESSHhgReatersare opHoha -+ e CoOMe S O THe o9 oGy hcthe oS AacHoR=a the

The pody of the HTTP Messages shalibe a SOAP 1.2 Message (see SOAP Part 1).|WS-
Addrgssing headers are optional (see \WS Addressing).

The PPC UA XML Encoding speeifies a way to represent an OPC UA Message as an|XML
elemgent. This element is addéd’to the SOAP Message as the only child of the SOAP |body
elemgnt. If an error occurs™in the Server while parsing the request body, the Server| may
returp a SOAP fault or it may return an OPC UA error response.

The $OAP Action assbciated with an XML encoded request Message always has the fornj:

http]//opcfomidation.org/UA/2008/02/Services.wsdl/<service name>

wherp <s€ryrice name> is the name of the OPC UA Service being invoked.

The SUAP AcTion associated with an XML encoded response Message always has the torm:

http://opcfoundation.org/UA/2008/02/Services.wsdl/<service name>Response

All requests shall be HTTP POST requests. The Content-type shall be "application/soap+xml"
and the charset and action parameters shall be specified. The charset parameter shall be "utf-
8" and the action parameter shall be the URI for the SOAP action.

An example HTTP request header is:

POST /UA/SampleServer HTTP/1.1

Content-Type: application/soap+xml; charset="utf-8";
action="http://opcfoundation.org/UA/2008/02/Services.wsdl/Read"

Content-Length: nnnn
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The action parameter appears on the same line as the Content-Type declaration.

An example request Message-{see+2-3}:

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">
<s:Body>
<ReadRequest xmlns="http://opcfoundation.org/UA/2008/02/Types.xsd">

</ReadRequest>
</s:Body>
</s:Envelope>

An example HTTP response header is:

HTTPA1.1 200 OK

Contgnt-Type: application/soap+xml; charset="utf-8";
dction="http://opcfoundation.org/UA/2008/02/Services.wsdl/ReadResponse'l
Contgnt-Length: nnnn

The @ction parameter appears on the same line as the Content-Type declaration.

An example response Message:

<s:Ernjvelope xmlns:s="http://www.w3.0rg/2003/05/soap-envedspe">
<s {Body>
ReadResponse xmlns="http://opcfoundation.org/UA/2008/02/Types.xsd">

/ReadResponse>
</4:Body>
</s:Hnvelope>

7.4.4 OPC UA Binary Encoding

This [FranspertProfile TransportProtocolimplements the OPC UA Services using an OPC UA
Binay Encoded Messages exchanged\over an HTTPS connection.

Applications which support the HITPS Profile shall support HTTP 1.1.

The pody of the HTTP Messages shall be OPC UA Binary encoded blob. The Contentrtype
shall|lbe "application/octet-stream"”.

An example HTTR. request header is:

POST |/UA/SampheServer HTTP/1.1
Contgnt-Type“application/octet-stream;
Contgnt-Fength: nnnn

1 LITT
LI

A D 1 ol H
ne altrpic i I TTCoOPUITST TITAUTT To.

HTTP/1.1 200 OK
Content-Type: application/octet-stream;
Content-Length: nnnn

The Message body is the request or response structure encoded as an ExtensionObject in
OPC UA Binary. The Authorization header is only used for Session-less Service calls (see
7.4.2).

If the OPC UA Binary Encoding is used for a Session-less Service the HTTP request header
is:

POST /UA/SampleServer HTTP/1.1
Authorization: Bearer <base64-encoded-token-data>
Content-Type: application/opcuatuabinary;
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Content-Length: nnnn

7.4.5 JSON Encoding

This TransportProtocol implements the OPC UA Services using JSON encoded Messages
exchanged over an HTTPS connection.

Applications which support the HTTPS Profile shall support HTTP 1.1.

The body of the HTTP Messages shall be OPC UA JSON Encoded. The Content-type shall be
"application/opcua+uajson”.

An example HTTP request header is: Q

POST /UA/SampleServer HTTP/1.1 Qy
Authorization: Bearer <base64-encoded-token-data> ()
Content-Type: application/opcua+uajson; cgll
Content-Length: nnnn (1/

An example HTTP response header is: b‘
HTTP/1.1 200 OK (ﬁb

Content-Type: application/opcua+tuajson; @
Content-Length: nnnn

7.5 | WebSockets )
G
QO

N\
This [TransportProtocol sends OPC UA Connect@Protocol messages over WebSockets.
<

Web$ockets is a bi-directional protocolsx\f%\r communication via a web server whig¢h is

7.5.1 Overview

commonly used by browser based appjications to allow the web server to asynchronpusly
send| information to the client. WebSQb ets uses the same default port as HTTP or H]JTPS
and initiates communication with TTP request. This makes it very useful in environnpents
wherg firewalls limit traffic to the\gp ts used by HTTP or HTTPS.

N
Webgockets uses HTTP, hogéver, in practice a WebSocket connection is only initiated With a
HTTRK GET request an e web server provides an HTTP response. After that exchangg, all
traffi¢ uses the binary, ing protocol defined by RFC 6455.

A Sefver that s rts the WebSockets transport shall publish one or more Endpoints with the
schefne 'op The TransportProfileUri shall be one of the URIs for WebSogkets
transjports in IEC 62541-7. The TransportProfileUri specifies the encoding| and
secu ityQ/@ ocol used to construct the OPC UA messages sent via the WebSocket.
The >cur1tylvloae and securityPolicyUrT of the Endpoint control the security applied to the
messages sent via the WebSocket. This allows the messages to be secure even if the
WebSocket connection is established via untrusted HTTPS proxies.

Figure 17 summarizes the complete process for establishing communication over a
WebSocket.
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Client Server
T
| |
1 Create Socket  gm
TLS Upgrade Request: P> RFC 5246
T< ——————————— TLS Upgrade Response- — — — — — — — — — — - T
| |
HTTP Upgrade Request: P
} RFC 6455
e HTTP Upgrade Response—— —— — — — — — — = L

OPCUA
———0PC UA Secure Conversation Open Secure Channel Request—»| Fra

'—< — —0PC UA Secure Conversation Open Secure Channel Reponse— — _T (19

Figure 17 — Setting up Communication over a Wﬁ(/)}écket
Figure 17 assumes the opcua+uacp protocol mapping (see 7.5 <</

7.5.2 Protocol Mapping

The YWebSocket protocol allows clients to request t rvers use specific sub-protocolq with
the "ISec-WebSocket-Protocol" header in the W ocket handshake defined in RFC ¢455.
The protocols defined by this document are sho& Table 58.

Table 58 — WebSo?é(\et Protocols Mappings
Y

. Q)“ N
Pfotocol \\ Description
opcuajruacp Each WebSocket frame |S@essage0hunk as defined in 6.7.2. After the WebSocket is created, the
is used to negotiate the maximum size of the MessageChunk. The ma)yimum

handshake described |n\é.
size for a buffer need receive a WebSocket frame is the maximum length of a MessageChunk plus the
maximum size for, ebSocket frame header.

When using tﬂis protocol the payload in each frame is binary (OpCode 0x2 in RFC 6455).

opcuafruajson Each We@&}et frame is a Message encoded using the JSON encoding described in 5.4.9. There i no

mechani 0 negotiate the maximum frame size. If the receiver encounters a frame that exceeds its
inte nmnits, it shall close the WebSocket connection and provide a 1009 status code as described |n
R§S§6455

4\%h'en using this protocol the payload in each frame is text (OpCode Ox1 in RFC 6455).
<

Each b@bSocket protocol mapping defined has a TransportProfileUri defined in IEC 6254{1-7.

The Client shall request a protocol. If the Server does not support the protocol requested by
the Client, the Client shall close the connection and report an error.

7.5.3 Security

WebSockets requires that the Server have a Certificate, however, the Client may have a
Certificate. The Server Certificate should have the domain name as the common name
component of the subject name; however, Clients that are able to override the Certificate
validation procedure can choose to accept Certificates with a domain mismatch.

When using the WebSockets transport from a web browser, the browser environment may
impose additional restrictions. For example, the web browser may require the Server have a
valid TLS Certificate that is issued by CA that is installed in the Trust List for the web browser.
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To support these Clients, a Server may use a TLS Certificate that does not conform to the
requirements for an Applicationinstance Certificate. In these cases, the TLS Certificate is only
used for TLS negotiation and the Server shall use a valid Applicationinstance Certificate for
other interactions that require one. Servers shall allow adminstrators to specify a Certificate
for use with TLS that is different from the Applicationinstance Certificate.

Clients running in a browser environment specify the 'Origin' HTTP header during the
WebSocket upgrade handshake. Servers should return the 'Access-Control-Allow-Origin' to
indicate that the connection is allowed.

Any Client that does not run in_a web browser _environment and supports the WebSockets
transjport shall accept OPC UA Application Instance Certificate as the TLS Cefrtificate
provided the correct domain is specified in the subjectAltName field.

A Client may use its Application Instance Certificate as the TLS Certificate and)Servers|shall
accept those Certificates if they are valid according to the OPC UA Certificate validation fules.

Som¢ operating systems will not give the application any control over“the set of algorfthms
that TLS will negotiate. In some cases, this set will be based on thé~feeds of web bro}sers
and Wwill not be appropriate for the needs of an OPC UA Applieation. If this is a confern,
applipations should use OPC UA Secure Conversation in addition to’ TLS.

Clients that support the WebSocket transport shall support®explicit configuration of an H]TPS
proxy. When using an HTTPS proxy the Client shall first send an HTTP CONNECT megsage
(see |[HTTP) before starting the WebSocket protocof handshake. Note that explicit HfTPS
proxies allow for man-in-the-middle attacks. This threat may be mitigated by using OPC UA
Secufe Conversation in addition to TLS.

7.6 | Well known addresses

The |Local Discovery Server (LDS) iscan OPC UA Server that implements the Discovery
Service Set defined in IEC 62541-4.If*an LDS is installed on a machine it shall use ope or
more| of the well-known addresses.defined in Table 59.

Table 59 — Wellkknown addresses for Local Discovery Servers

Transport Mapping URL Notes

s http:/locathost/UADiscovery May reguire integration with-a-web-perver
Heetes
the LDS.

OPC liJA TCP opc.tcp://localhost:4840/UADiscovery

OPC llJA WebSockets opc.wss://localhost:443/UADiscovery

[
OPC UAHTTPS https.//focainost.484344 3TUADISCOvVery

OPC UA applications that make use of the LDS shall allow administrators to change the well-
known addresses used within a system.

The Endpoint used by Servers to register with the LDS shall be the base address with the
path "/registration" appended to it (e.g. http://localhost/UADiscovery/registration). OPC UA
Servers shall allow administrators to configure the address to use for registration.

Each OPC UA Server application implements the Discovery Service Set. If the OPC UA
Server requires a different address for this Endpoint, it shall create the address by appending
the path "/discovery" to its base address.
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8 Normative Contracts

8.1

OPC Binary Schema

2020

The normative contract for the OPC UA Binary Encoded Messages is an OPC Binary Schema.
This file defines the structure of all types and Messages. The syntax for an OPC Binary Type
Schema is described in IEC 62541-3. This schema captures normative names for types and
their fields as well the order the fields appear when encoded. The data type of each field is
also captured.

8.2

XML Schema and WSDL

The

defines the structure of all types and Messages. This schema captures normative.nams

typegd
field

The

that [ncludes XML Schema for the OPC UA XML encoded Messages. It also defines thg

typegq
Links

8.3

Anng

8.4

Anng

8.5

Anng

8.6

Anng

8.7

Anne

normative contract for the OPC UA XML encoded Messages is an XML Schema., Th

and their fields as well the order the fields appear when encoded. The data.type of
s also captured.

hormative contract for Message sent via the SOAP/HTTP TransportProtocol is a W

for OPC UA Servers and DiscoveryServers.
to the WSDL and XML Schema files can be found in Annex-D.

Information Model Schema

X F defines the schema to be used for Information“Models.

Formal definition of UA Information Model

x B defines the OPC UA NodeSet.

Constants

X A defines constants for Attribute Ids, Status Codes and numeric Nodelds.

DataType encoding

x C defines the binary encoding for all DataTypes and Messages.

Security eonfiguration

x E defines a schema for security settings.

s file
s for
each

SDL
port
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Annex A
(normative)

Constants

A.1 Attribute Ids

Table A.1 shows Identifiers assigned to Attributes.

Table AT —Identifiers assigned to Attributes

Attribute Identifier
Nodeld 1
NodeClass 2
BrowseName 3
DisplayName 4
Description 5
WriteMask 6
UserWriteMask 7
IsAbstract 8
Symmetric 9
InverseName 10
ContainsNoLoops 11
EventNotifier 12
Value 13
DataType 14
ValueRank 15
ArrayDimensions 16
AccessLevel 17
UserAccessLevel 18
MinimumSamplinginterval 19
Historizing 20
Executable 21
UserExecutable 22
DataTypeDefinition 23
RolePermissions 24
UserRolePermissions 25
AccessRestrictions 26
AccesslLevelEx 27

A.2 Status Codes

Clause A.2 defines the numeric identifiers for all of the StatusCodes defined by the OPC UA
Specification. The identifiers are specified in a CSV file with the following syntax:

<SympbolName>, <Code>, <Description>
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Where the Symbol/Name is the literal name for the error code that appears in the specification
and the Code is the hexadecimal value for the StatusCode (see |IEC 62541-4). The severity
associated with a particular code is specified by the prefix (Good, Uncertain or Bad).

The CSV released with this version of the standards can be found here:

NOTE

http://www.opcfoundation.org/UA/schemas/1.6204/StatusCode.csv

The latest CSV that is compatible with this version of the standard can be found here:

http://www.opcfoundation.org/UA/schemas/StatusCode.csv

A3

Clau
UA S

<Sym

Whe
Insta
Node

The

insta
sepa
Obje
Nam
Serv
Serv
Nam

The
The
http:

NOTE

http://

Numeric Node lds

e A.3 defines the numeric identifiers for all of the numeric Nodelds defined-by the
pecification. The identifiers are specified in a CSV file with the following syntax:

olName>, <Identifier>, <NodeClass>

e the SymbolName is either the BrowseName of a Type Node orithe BrowsePath f
nce Node that appears in the specification and the Identifieryis numeric value fog
Id.

BrowsePath for an instance Node is constructed by appending the BrowseName @
nhce Node to BrowseName for the containing instanceyor type. A '_' character is us
rate each BrowseName in the path. For examplefdEC 62541-5 defines the Server
ctType Node which has the NamespaceArray./Property. The SymbolName fo
bspaceArray InstanceDeclaration within the ServerType declaration
brType_NamespaceArray. |EC 62541-5 also defines a standard instance of
prType ObjectType with the BrowseName 'Server'. The BrowseName for
pspaceArray Property of the standard Server Object is: Server_ NamespaceArray.

NamespaceUri for all Nodelds defined here is http://opcfoundation.org/UA/
DSV released with this version of the standards can be found here:

www.opcfoundation.org/UA/schemas/1.6204/Nodelds.csv

The latest CSV that is ‘compatible with this version of the standard can be found here:

www.opcfoundation.org/UA/schemas/Nodelds.csv

OPC

Dr an
r the

f the
ed to
Type
the
is:
the
the



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 RLV © IEC 2020 - 103 -

Annex B
(normative)

OPC UA Nodeset

The OPC UA NodeSet includes the complete Information Model defined in this document. It
follows the XML Information Model schema syntax defined in Annex F and can thus be read
and processed by a computer program.

The Information Model Schema released with this document can be found here:

http://www.opcfoundation.org/UA/schemas/1.6204/Opc.Ua.NodeSet2.xml

NOTE| The latest Information Model schema that is compatible with this document can be found here:

http://www.opcfoundation.org/UA/schemas/Opc.Ua.NodeSet2.xml
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Annex C
(normative)

Type declarations for the OPC UA native Mapping

Annex C defines the OPC UA Binary encoding for all DataTypes and Messages defined in this
document. The schema used to describe the type is defined in IEC 62541-3.

The OPC UA Binary Schema released with this document can be found here:

http://www.opcfoundation.org/UA/schemas/1.0204/Opc.Ua.Types.bsd.xml

NOTE| The latest file that is compatible with this document can be found here:

http://www.opcfoundation.org/UA/schemas/Opc.Ua.Types.bsd.xml
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Annex D
(normative)

WSDL for the XML Mapping

D.1 XML Schema

Clause D.1 defines the XML Schema for all DataTypes and Messages defined in this series of
OPC UA standards.

The XML Schema released with this document can be found here:

http://www.opcfoundation.org/UA/schemas/1.6204/Opc.Ua.Types.xsd

NOTE| The latest file that is compatible with this document can be found here:

http://www.opcfoundation.org/UA/2008/02/Types.xsd
D.2 | WDSL Port Types

Clause D.2 defines the WSDL Operations and Port Types for all Services defingd in
IEC ¢2541-4.

The WSDL released with this document can be found hére:

http:/www.opcfoundation.org/UA/schemas/1.820470pc.Ua.Services.wsdl

NOTE| The latest file that is compatible with this dodcument can be found here:

http://ppcfoundation.org/UA/2008/02/Services.wsdl

This WSDL imports the XML Schema defined in D.1.

D.3 | WSDL Bindings

Clause D.3 defines the ! WSDL Bindings for all Services defined in IEC 62541-4.
The YWSDL released with this document can be found here:

http://www.epcfoundation.org/UA/schemas/1.0204/Opc.Ua.Endpoints.wsdl

NOTEl—TFhetatestfite-thatd PN Mo thio o 4 Lo f N .
E—rreratestHethratiS—etompatere-whHR—thS—aotHheRtearDeTouRamere:

http://opcfoundation.org/UA/2008/02/Endpoints.wsdl

This WSDL imports the WSDL defined in D.2.
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Annex E
(normative)

Security settings management

Overview

2020

All OPC UA applications shall support security; however, this requirement means that
Administrators need to configure the security settings for the OPC UA application. Annex E

descrbesanXML-Schemawhichcan-be used toread andupdate-the security settings£
OPC| UA application. All OPC UA applications may support configuration
impofting/exporting documents that conform to the schema (called the SecuredApplic
schema) defined in Annex E.

The

http://www.opcfoundation.org/UA/schemas/1.0204/SecuredApplication.xsd

NOTE| The latest file that is compatible with this document can be found here:

http://ppcfoundation.org/UA/2011/03/SecuredApplication.xsd
The

1) Hroviding an XML configuration file that can be edited directly;
2) Hroviding an import/export utility that can be run. as required;

If thg application supports direct editing of anXML configuration file, then that file shall
exacfly one element with the local name 'SecuredApplication’ and URI equal tg
SecuredApplication schema URI. A third-party configuration utility shall be able to pars
XML |file, read and update the 'SecurédApplication' element. The administrator shall eqpsure
that

configuration that can be directly edited:

<sl:
<ApplicationName>ACME UA Sexver</ApplicationName>
<ApplicationUri>urn:myfiactory.com:Machine54:ACME UA Server</ApplicationUri>

<!-I any number of dpplication specific elements -->

<SejcuredApplication xmlns="http://opcfoundation.org/UA/2011/03/SecuredApplication.xsd">

ML Schema released with this document can be found here:

SecuredApplication schema can be supported in two Wways:

pnly authorized administrators~can update this file. The following is an example

SpmpleConfiguration xmlng:sl="http://acme.com/UA/Sample/Configuration.xsd">

ApplicationName>ACME UA Server</ApplicationName>
ApplicatdenUri>urn:myfactory.com:Machine54:ACME UA Server</ApplicationUri>
ApplicationType>Server 0</ApplicationType>

hpplicationCertificate>

<StereType>Windows</StoreType>

or an
by
ation

have
the
b the

of a

<StérePath>LocalMachine\My</StorePath>

St i Ve T i
oo TIvem IO r r oo civenTe

</BApplicationCertificate>

</SecuredApplication>

<!-- any number of application specific elements -->

<DisableHiResClock>true</DisableHiResClock>
</sl:SampleConfiguration>

If an application provides an import/export utility, then the import/export file shall be a
document that conforms to the SecuredApplication schema. The administrator shall ensure
that only authorized administrators can run the utility. The following is an example of a file
used by an import/export utility:
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<?xml
<Secu

version="1.0" encoding="utf-8" ?>
redApplication xmlns="http://opcfoundation.org/UA/2011/03/SecuredApplication.xsd">

<ApplicationName>ACME UA Server</ApplicationName>
<ApplicationUri>urn:myfactory.com:Machine54:ACME UA Server</ApplicationUri>
<ApplicationType>Server 0</ApplicationType>
<ConfigurationMode>urn:acme.com:ACME Configuration Tool</ConfigurationMode>
<LastExportTime>2011-03-04T13:34:122</LastExportTime>
<ExecutableFile>%ProgramFiles$\ACME\Bin\ACME UA Server.exe</ExecutableFile>

<ApplicationCertificate>

<
<
<

StoreType>Windows</StoreType>
StorePath>LocalMachine\My</StorePath>
SubjectName>ACME UA Server</SubjectName>

</ApplicationCertificate>
<TrustedCertificateStore>

ftoreTyne>Windows ftoreTyune

</T
<Tr

</
<Re

<

</H
</Sed

E.2

The
elem

StorePath>LocalMachine\UA applications</StorePath>
!-— Offline CRL Checks by Default -->
[ValidationOptions>16</ValidationOptions>
rustedCertificateStore>
ustedCertificates>
Certificates>
<Certificateldentifier>
<SubjectName>CN=MyFactory CA</SubjectName>
<!-- Online CRL Check for this CA -->
<ValidationOptions>32</ValidationOptions>
</CertificateIdentifier>
/Certificates>
rustedCertificates>
[fectedCertificatesStore>
StoreType>Directory</StoreType>
StorePath>%CommonApplicationData%\OPC Foundation\RejectedCertificates</StorePath>
jectedCertificatesStore>
uredApplication>

SecuredApplication

SecuredApplication element specifies)»the security settings for an application.
bnts contained in a SecuredApplicatioh are described in Table E.1.

The

WheT an instance of a SecuredApplication is imported into an application the appligation

upda
occu
ther

es its configuration based-on the information contained within it. If unrecoverable ¢

pason for the error.

rrors

during import an application shall not make any changes to its configuration and report

mechanism used™\to import or export the configuration depends on the application.
ications shall efisure that only authorized users are able to access this feature.

SecuredApplication element may reference X.509 v3 Certificates which are contained in
cal stores. Each application needs to decide whether it uses shared physical sfores
the"administrator can control directly by changing the location or private stores thaft can

h the

those stores to the private stores.

nport

nts of

The import/export utility shall not export private keys. If the administrator wishes to assign a
new public-private key to the application the administrator shall place the private in a store
where it can be accessed by the import/export utility. The import/export utility is then
responsible for ensuring it is securely moved to a location where the application can access it.
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Table E.1 — SecuredApplication

Element Type Description

ApplicationName String A human readable name for the application.

Applications shall allow this value to be read or changed.

ApplicationUri String A globally unique identifier for the instance of the application.

Applications shall allow this value to be read or changed.

ApplicationType ApplicationType The type of application.

May be one of

s Server_u,
o Client_1;

e ClientAndServer_2;

e DiscoveryServer_3;
Application shall provide this value.

Applications do not allow this value to be changed.

ProdugtName String A name for the product.
Application shall provide this value.

Applications do not allow this value to"be changed.

ConfidurationMode String Indicates how the application shoeuld be configured.

An empty or missing valuetindicates that the configuration file can be
edited directly. The lo¢ation of the configuration file shall be provided in
this case.

Any other value is,.a URI that identifies the configuration utility. The
vendor documenhtation shall explain how to use this utility.

Applicatien shall provide this value.

Applieations do not allow this value to be changed.

LastExportTime UtcTime When the configuration was exported by the import/export utility.
It may be omitted if applications allow direct editing of the security
configuration.

ConfidurationFile String The full path to a configuration file used by the application.

Applications do not provide this value if an import/export utility is uspd.
Applications do not allow this value to be changed.

Permissions set on this file shall control who has rights to change tk
configuration of the application.

[

ExecutableFile String The full path to an executable file for the application.
Applications may not provide this value.
Applications do not allow this value to be changed.

Permissions set on this file shall control who has rights to launch th
application

D

ApplicationCertificate Certificateldentifier The identifier for the Application Instance Certificate.
Applications shall allow this value to be read or changed.

This identifier may reference a Certificate store that contains the private
key. If the private key is not accessible to outside applications this value
shall contain the X.509 v3 Certificate for the application.

If the configuration utility assigns a new private key this value shall
reference the store where the private key is placed. The import/export
utility may delete this private key if it moves it to a secure location
accessible to the application.

Applications shall allow Administrators to enter the password required to
access the private key during the import operation. The exact mechanism
depends on the application.

Applications shall report an error if the ApplicationCertificate is not valid.
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Element

Type

Description

TrustedCertificateStore

CertificateStore
Identifier

The location of the CertificateStore containing the Certificates of
applications or Certificate Authorities (CAs) which can be trusted.

Applications shall allow this value to be read or changed.

This value shall be a reference to a physical store which can be managed
separately from the application. Applications that support shared physical
stores shall check this store for changes whenever they validate a
Certificate.

The Administrator is responsible for verifying the signature on all
Certificates placed in this store. This means the application may trust
Certificates in this store even if they cannot be verified back to a trusted

TOUL.

Administrators shall place any CA certificates used to verify the signature
in the-UntrustedissuerStore IssuerStore or the Untrustedisgyerist
IssuerList. This will allow applications to properly verify the signaturps.

The application shall check the revocation status of the (Certificates|in this
store if the Certificate was issued by a CA. The application shall look for

the offline Certificate Revocation List (CRL) for@-CA'in the store where it
found the CA Certificate.

The location of an online CRL for CA shall\be specified with the
CRLDistributionPoints (OID= 2.5.29.31) X509 v3 Certificate extensjon.

The ValidationOptions parameter-is used to specify which revocatign list
should be used for CAs in this/store.

Truste

dCertificates

CertificateList

A list of Certificates for applications for CAs that can be trusted.
Applications shall allow this value to be read or changed.

The value is an explicit list of Certificates which is private to the
application. It is used when the application does not support shared
physical Certificate stores or when Administrators need to specify
ValidationOptions for individual Certificates.

If the TrustedCertificateStore and the TrustedCertificates parametefs are
both specified, then the application shall use the TrustedCertificate$tore
forichecking trust relationships. The TrustedCertificates parameter is only
dsed to lookup ValidationOptions for individual Certificates. It may dlso be
used to provide CRLs for CA certificates.

If the TrustedCertificateStore is not specified, then TrustedCertificaes
parameter shall contain the complete X.509 v3 Certificate for each gntry.

Issuer

Store

CertificateStore
Identifier

The location of the CertificateStore containing CA Certificates which are
not trusted but are needed to check signatures on Certificates.

Applications shall allow this value to be read or changed.

This value shall be a reference to a physical store which can be mahaged
separately from the application. Applications that support shared physical
stores shall check this store for changes whenever they validate a
Certificate.

This store may also contain CRLs for the CAs.

Issuer

Certificates

CertificateList

A list of Certificates for CAs which are not trusted but are needed tg
check signatures on Certificates.

Applications shall allow this value to be read or changed.

The value is an explicit list of Certificates which is private to the
application. It is used when the application does not support shared
physical Certificate stores or when Administrators need to specify
ValidationOptions for individual Certificates.

If the IssuerStore and the IssuerCertificates parameters are both
specified, then the application shall use the IssuerStore for checking
signatures. The IssuerCertificates parameter is only used to lookup
ValidationOptions for individual Certificates. It may also be used to
provide CRLs for CA certificates.
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Element Type Description
RejectedCertificatesStore CertificateStore The location of the shared CertificateStore containing the Certificates of
Identifier applications which were rejected.

Applications shall allow this value to be read or changed.

Applications shall add the DER encoded Certificate into this store
whenever it rejects a Certificate because it is untrusted or if it failed
of the validation rules which can be suppressed (see Clause E.6).

Applications shall not add a Certificate to this store if it was rejected for a

reason that cannot be suppressed (e.g. Certificate revoked).

one

BaseAddresses

String []

A list of URLs for the Endpoints supported by a Server.

Applications shall allow these values to be read or changed.
If a Server does not support the scheme for a URL it shall ignereit.

This list can have multiple entries for the same URL scheme® The fi
entry for a scheme is the base URL. The rest are assumed to be DI
aliases that point to the first URL.

It is the responsibility of the Administrator to configure the network
route these aliases correctly.

st
NS

Securi

tyProfileUris

SecurityProfile
Profi St

—Enabled—Boolean
i

A list of-seeurityprofites SecurityPolicydris/supported by a Server. ]
URIs are defined as security Profiles in)|EC 62541-7.

Applications shall allow these values to be read or changed.

Applications shall allow the Enabled flag to be changed for each
SecurityProfile that it supports:

If the Enabled flag is false, the Server shall not allow connections u
the SecurityProfile

If a Server does ot support a SecurityProfile it shall ignore it.

[he

5ing

Exten

ions

xs:any

A list of vefdor defined Extensions attached to the security settings
Applications shall ignore Extensions that they do not recognize.

Applications that update a file containing Extensions shall not delet
modify extensions that they do not recognize.

P Or

E.3

The

provi
Certi
are d

Certificateldentifier.

Certificateldentifier \element describes an X.509 v3 Certificate. The Certificate can be
ded explicitly within the element or the element can specify the location o
ficate Store that conhtains the Certificate. The elements contained in a Certificatelder
escribed in Table E.2.

the
tifier
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Table E.2 — Certificateldentifier

Element

Type

Description

StoreType

String

The type of CertificateStore that contains the Certificate.
Predefined values are "Windows" and "Directory".

If not specified, the RawData element shall be specified.

StorePath

String

The path to the CertificateStore.
The syntax depends on the StoreType.

If not specified, the RawData element shall be specified.

Subje

tName

String

The SubjectName for the Certificate.
The Common Name (CN) component of the SubjectName.

The SubjectName represented as a string that complies with Section 38 of
RFC 4514.

Values that do not contain '=' characters are presumed to be the Common N
component.

ame

Thum

print

String

The-SHA+-thumbprint CertificateDigest for the Certificate formatted as a
hexadecimal string.

Case is not significant.

RawD

bta

ByteString

The DER encoded Cetrtificate.

The Certificateldentifier is invalid if the‘information in the DER Certificate cor
with the information specified in otherfields. Import utilities shall reject
configurations containing invalid-Certificates.

This field shall not be specified if the StoreType and StorePath are specified

flicts

Valida)

ionOptions

Int32

The options to use whenwalidating the Certificate. The possible options are
described in E.6.

Offling

RevocationList

ByteString

A Certificate Revoeation List (CRL) associated with an Issuer Certificate.
The format.«of a CRL is defined by RFC 3280.

This field‘is only meaningful for Issuer Certificates.

Onling

RevocationList

String

A URL for an Online Revocation List associated with an Issuer Cerftificate.

This field is only meaningful for Issuer Certificates.

A"W
The 3

I\

wherg:

a)
-

H

ndows" StoreType:specifies a Windows Certificate store.
yntax of the StorePath has the form:

HostName\]|StoreLocation[\(ServiceName | UserSid)]\StoreName

pStName — the name of the machine where the store resides.

StoreLocation — one of LocalMachine, CurrentUser, User or Service

ServiceName — the name of a Windows Service.

UserSid — the SID for a Windows user account.

StoreName - the name of the store (e.g. My, Root, Trust, CA, etc.).

Examples of Windows StorePaths are:

\\MYPC\LocalMachine\My

\CurrentUser\Trust
\\MYPC\Service\My UA Server\UA applications
\User\S-1-5-25\Root
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A "Directory" StoreType specifies a directory on disk which contains files with DER encoded
Certificates. The name of the file is the-SHA+ thumbprint CertificateDigest for the Certificate.

Only

public keys may be placed in a "Directory" Store. The StorePath is an absolute file

system path with a syntax that depends on the operating system.

If a "Directory" store contains a 'certs' subdirectory, then it is presumed to be a structured

store

with the subdirectories described in Table E.3.

Table E.3 — Structured directory store

Subdirectory Description
certs Contains the DER encoded X.509 v3 Certificates.
The files shall have a .der file extension.
privatg Contains the private keys.
The format of the file may be application specific.
PEM encoded files should have a .pem extension.
PKCS#12 encoded files should have a .pfx extension.
The root file name shall be the same as the corresponding public key file|in'the certs directory.
crl Contains the DER encoded CRL for any CA Certificates found in the certs or ca directories.
The files shall have a .crl file extension.
Each| Certificate is uniquely identified by its Ahumbprint. The SubjectName or| the
distirjguished SubjectName may be used to identify~a Certificate to a human; however,| they
are rot unique. The SubjectName may be specified in conjunction with the Thumbprint gr the
RawlData. If there is an inconsistency between the information provided, then| the

Certi
onw

Itis 1

A Ce
longs
issusg

Offlin
may

E.4

nere they are used.
ecommended that the SubjectName always be specified.

rtificate revocation list (CRL) contains a list of certificates issued by a CA that a
r trusted. These lists 'should be checked before an application can trust a Certi
d by a trusted CA. The format of a CRL is defined by RFC 3280.

e CRLs are placed in a local Certificate store with the Issuer Certificate. Online
bxist but the_protocol depends on the system. An online CRL is identified by a URL.

CertificateStoreldentifier

ficateldentifier is invalid. Invalid Certificatel/dentifiers are handled differently depemnding

e no
icate

CRLs

The

Nottifi S dentifi | . . - X 509 v3

Certificates. The elements contained in a CertificateStoreldentifier are described in Table E.4.
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Element Type Description
StoreType String The type of CertificateStore that contains the Certificate.
Predefined values are "Windows" and "Directory".
StorePath String The path to the CertificateStore.
The syntax depends on the StoreType.
See E.3 for a description of the syntax for different StoreTypes.
ValidationOptions Int32 The options to use when validating the Certificates contained in the store.
The possible options are described in E.6.

All (ertificates are placed in a physical store which can be protected from'uhautho
acceps. The implementation of a store can vary and will depend on-~the applic
development tool or operating system. A Certificate store may be shared by ‘many applic
on the same machine.

Each

rized
tion,
tions

Certificate store is identified by a StoreType and a StoréPath. The same path on
diffelent machines identifies a different store.

E.5 | CertificateList

The CertificateList element is a list of Certificates. The/elements contained in a CertificateList

are described in Table E.5.

Table E.5 —CertificateList
Element Type Description

Certifigates Certificateldentifier [] Thelist of Certificates contained in the Trust List

ValidationOptions Int32 ‘The options to use when validating the Certificates contained in the storg.
These options only apply to Certificates that have ValidationOptions with the
UseDefaultOptions bit set. The possible options are described in E.6.

E.6

The

Certificate canjhave validation options associated. If none are specified, the ValidationOp
for the storesor list containing the Certificate are used. The possible options are sho
Tabl¢ E.6. Note that suppressing any validation step can create security risks whick
diSCLTSSGd in more detail in IEC TR 62541-2. An audit log entry shall be created if any er

CertificateValidationOptions

CertificateValidationOptions control the process used to validate a Certificate.

Any
tions
vn in

are

For is

ignored because a validation option is suppressed.
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Table E.6 — CertificateValidationOptions

2020

Field

Bit

Description

SuppressCertificateExpired

Ignore errors related to the validity time of the Certificate or its issuers.

SuppressHostNamelnvalid

Ignore mismatches between the host name or ApplicationUri.

SuppressRevocationStatusUnknown

Ignore errors if the issuer's revocation list cannot be found.

CheckRevocationStatusOnline

W[ N|=~]|O

Check the revocation status online.

If set the validator will look for the URL of the CRL Distribution Point in the
Certificate and use the OCSP (Online-Certificate-Status-Pretecel RFC 6960) to

determine if the Certificate has been revoked.

If the CRL Distribution Point is not reachable then the validator will look for

offline CRLs if the CheckRevocationStatusOffine bit is set. Otherwise,
validation fails.

This option is specified for Issuer Certificates and used when validating
Certificates issued by that Issuer.

ChecKRevocationStatusOffline

Check the revocation status offline.

If set the validator will look a CRL in the Certificate Store where the CA
Certificate was found.

Validation fails if a CRL is not found.

This option is specified for Issuer Certificates'and used when validating
Certificates issued by that Issuer.

UseDgfaultOptions

If set the Certificate ValidationOptions from the CertificateList shall be us

If a Certificate does not belong to‘a CértificateList then the default is 0 fo
bits.

I all
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F.1

Annex F
(normative)

Information Model XML Schema

Overview

Information Model developers define standard AddressSpaces which are implemented by
many Servers. There is a need for a standard syntax that Information Model developers can

use to—formally definetheir models—in—aform that canbe read by a computerprogram.
Anngx F defines an XML-based schema for this purpose.

The XML Schema released with this document can be found here:
http://www.opcfoundation.org/UA/schemas/1.0204/UANodeSet.xsd

NOTE| The latest file that is compatible with this document can be found here:
http://ppcfoundation.org/UA/2011/03/UANodeSet.xsd

The pchema document is the formal definition. The description in Annex F only discysses
details of the semantics that cannot be captured in the schema document. Types which are
self-describing are not discussed.

This schema can also be used to serialize (i.e. import“or export) an arbitrary set of Nodes in
the Server Address Space. This serialized form ¢an be used to save Server state for uge by
the Jerver later or to exchange with other applications (e.g. to support offline configuration by
a Clignt).

This |schema only defines a way to represent the structure of Nodes. It is not intendgd to
reprgsent the numerous semantic rdles which are defined in other parts of IEC 62541.
Condumers of data serialized with{this schema need to handle inputs that conform tp the
schema, however, do not confekm to the OPC UA specification because of one or more
semgntic rule violations.

The [tables defining the\\DataTypes in the specification have field names starting wjth a
lowefcase letter. The(fiyst letter shall be converted to upper case when the field name$ are
formally defined in a WANodeSet.

F.2 | UANodeSet

The JANodeSet is the root of the document. It defines a set of Nodes, their Attribute§ and
Refererrees—Refererecesto-Nedes-odtside-of-the-documentare-allowed-

The structure of a UANodeSet is shown in Table F.1.
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Table F.1 — UANodeSet

Element Type Description
NamespaceUris UriTable A list of NamespaceUris used in the UANodeSet.
ServerUris UriTable A list of ServerUris used in the UANodeSet.
Models ModelTableEntry [] A list of Models that are defined in the UANodeSet along with any
dependencies these models have.
ModelUri String The URI for the model.

This URI should be one of the entries in the NamespaceUris table.

Vi i faYP Tk H £ el dal-dafi ot LIAN O IOt
EFsStoft G ey eSO oMt Mottt HCo i mMe-OATNOe ot

O

This is a human readable string and not intended for programmat
comparisons.

PuplicationDate DateTime When the model was published.

This value is used for comparisons if the Model js,'déefined in multip
UANodeSet files.

e

RdePermissions RolePermissions [] The list of default RolePermissions for all No@les in the model.
AcfessRestrictions AccessRestrictions The default AccessRestrictions that afeply to all Nodes in the modgl.
RdquiredModels ModelTableEntry [] A list of dependencies for the modély

If the model requires a minipiumAersion the PublicationDate shal| be
specified. Tools which attemipt’to resolve these dependencies may
accept any PublicationDate after this date.

Aliasep AliasTable A list of Aliases uséd’in the UANodeSet.
Extengions xs:any An element coftairling any vendor defined extensions to the
UANodeSet.

LastMpdified DateTime The last tinre a document was modified.
<choiqe> UAObject TheVedes in the UANodeSet.

UAVariable

UAMethod

UAView

UAODbjectType

UAVariableType

UADataType

UAReferenceType

The Namespaeselri NamespaceUris is a list of URIs for namespaces used in the UANodgSet.
The Namespatelndexes used in Nodeld, ExpandedNodelds and QualifiedNames identify an
elempent in this list. The first index is always 1 (0 is always the OPC UA namespace).

The ServerUris is a list of URIs for Servers referenced in the UANodeSet. The Serverindex in
ExpandedNodelds identifies an element in this list. The first index is always 1 (0 is always the
current Server).

The Models element specifies the Models which are formally defined by the UANodeSet. It
includes version information as well as information about any dependencies which the model
may have. If a Model is defined in the UANodeSet then the file shall also define an instance of
the NamespaceMetadataType ObjectType. See IEC 62541-5 for more information.

The Aliases are a list of string substitutions for Nodelds. Aliases can be used to make the file
more readable by allowing a string like 'HasProperty' in place of a numeric Nodeld (i=46).
Aliases are optional.
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The Extensions are free form XML data that can be used to attach vendor defined data to the
UANodeSet.

F.3 UANode

A UANode is an abstract base type for all Nodes. It defines the base set of Attributes and the
References. There are subtypes for each NodeClass defined in IEC 62541-4. Each of these
subtypes defines XML elements and attributes for the OPC UA Attributes specific to the
NodeClass. The fields in the UANode type are defined in Table F.2.

Table F.2 — UANode

Element Type Description

Nodelg Nodeld A Nodeld serialized as a String.

The syntax of the serialized String is defined in 5.3.1.10.

BrowseName QualifiedName A QualifiedName serialized as a String with the form:
<namespace index>:<name>

Where the Namespacelndex refers to the NamespaceUris table.

SymbglicName String A symbolic name for the Node that can(be used as a class/field name in apito
generated code. It should only be specified if the BrowseName cannot be pised
for this purpose.

This field does not appear inthe*AddressSpace and is intended for use by
design tools. Only letters, digits or the underscore ('_'") are permitted.

WriteNlask WriteMask The value of the WriteMask Attribute.

UserWriteMask WriteMask Fhe-value-of-the-YsgrWriteMask-Attribute- Still in schema but no longer usgd.
AccespRestrictions AccessRestrictions | The AccessReStrictions that apply to the Node.

DisplayName LocalizedText [] A list of DisplayNames for the Node in different locales.

There shall be only one entry per locale.

Description LocalizedText [] The list of the Descriptions for the Node in different locales.

There shall be only one entry per locale.

Categpry String [ A list of identifiers used to group related UANodes together for use by tool that
create/edit UANodeSet files.

Docurpentation String Additional non-localized documentation for use by tools that create/edit
UANodeSet files.

Refergnces Reference [] The list of References for the Node.

RolePgrmissions RolePermissions []  |The list of RolePermissions for the Node.

Extengions xs:any An element containing any vendor defined extensions to the UANode.

The

UANode.

Array values are denoted with [], however, in the XML Schema arrays are mapped to a
complex type starting with the 'ListOf' prefix.

A UANodeSet is expected to contain many UANodes which reference each other. Tools that
create UANodeSets should not add Reference elements for both directions in order to
minimize the size of the XML file. Tools that read the UANodeSets shall automatically add
reverse references unless reverse references are not appropriate given the ReferenceType
semantics. HasTypeDefinition and HasModellingRule are two examples where it is not
appropriate to add reverse references.
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Note that a UANodeSet represents a collection of Nodes in an address space. This implies
that any instances shall include the fully inherited InstanceDeclarationHierarchy as defined in
IEC 62541-3.

F.4 Reference

The Reference type specifies a Reference for a Node. The Reference can be forward or
inverse. Only one direction for each Reference needs to be in a UANodeSet. The other
direction shall be added automatically during any import operation. The fields in the
Reference type are defined in Table F.3.

Table F.3 — Reference

Element Type Description

Nodelg Nodeld The Nodeld of the target of the Reference serialized as a String.
The syntax of the serialized String is defined in 5.3.1.11 (ExpandedNodeld).

This value can be replaced by an Alias.

RefergnceType Nodeld The Nodeld of the ReferenceType serialized as a String:
The syntax of the serialized String is defined in5.3.1.10 (Nodeld).

This value can be replaced by an Alias.

IsForward Boolean If TRUE, the Reference is a forward reference.

F.5 RolePermission

The RolePermission type specifies the Periqussions granted to Role for a Node. The fields in
the RolePermission type are defined in Table F.4.

Table F.4 — RolePermission

Element Type Description
Nodelfl Nodeld Ihe Nodeld of the Role which has the Permissions.
Permigsions UInt32 A bitmask specifying the Permissions granted to the Role.
The bitmask values the Permissions bits defined in IEC 62541-3.

F.6 | UAType

A UAType is a subtype of the UANode defined in F.3. It is the base type for the types deffined
in Table F.5.

Table F.5 - UANodeSet Type Nodes

Subtype Description
UAODbjectType Defines an ObjectType Node as described in IEC 62541-3.
UAVariableType Defines a VariableType Node as described in IEC 62541-3.
UADataType Defines a DataType Node as described in IEC 62541-3.
UAReferenceType Defines a ReferenceType Node as described in IEC 62541-3.
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F.7

UAlnstance

A UAlnstance is a subtype of the UANode defined in F.3. It is the base type for the types
defined in Table F.6. The fields in the UAlnstance type are defined in Table F.7. Subtypes of
UAlnstance which have fields in addition to those defined in IEC 62541-3 are described in
detail below.

Table F.6 — UANodeSet Instance Nodes

Subtype Description

UAObjett DefimesamObject Nodeasdescribed miEC 825413

UAVatiable Defines a Variable Node as described in IEC 62541-3.

UAMethod Defines a Method Node as described in IEC 62541-3.

UAVigw Defines a View Node as described in IEC 62541-3.

Table F.7 — UAInstance
Element Type Description

All of the fields from the UANode type described in F.3.

PareniNodeld Nodeld The Nodeld of the Node that is the parent of the Node within the informatjon
model. This field is used to indicate that a tight coupling exists between tfje
Node and its parent (e.g. whén the parent is deleted the child is deleted gs
well). This information does)not appear in the AddressSpace and is intenfled
for use by design tools.

F.8 | UAVariable

A UAVariable is a subtype of the UAlnstance defined in. It represents a Variable Node| The

fieldg

in the UAVariable type are defined in Table F.8.
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Table F.8 — UAVariable

Element Type Description

All of the fields from the UAInstance type described in F.7.

Value Variant The Value of the Node encoding using the UA XML wire encoding.

Translation TranslationType [] A list of translations for the Value if the Value is a LocalizedText or a
structure containing LocalizedTexts.

This field may be omitted.

If the Value is an array the number of elements in this array shall
match the number of elements in the Value. Extra elements are
Ignoreda.

If the Value is a scalar, then there is one element in this array.

If the Value is a structure, then each element contains translatjons
for one or more fields identified by a name. See the\IranslatiopType
for more information.

DataType Nodeld The data type of the value.

ValuelRank ValueRank The value rank.

If not specified, the default value is\¥} (Scalar).

ArrayDimensions ArrayDimensions The number of dimensions in an_array value.

AccesplLevel AccessLevel The access level.

UserAkcesslLevel AccessLevel The-accesslevelforthe-current-user. Still in schema but no lofgger
used.

MinimpimSamplinginterval |[Duration The minimum‘sampling interval.

Historizing Boolean Whetherhistory is being archived.

F.9 | UAMethod

A UAMethod is a subtype of the UAlnstance defined in F.7. It represents a Method Node| The
fieldgq in the UAMethod type are defined in Table F.9.

Table F.9 — UAMethod

Element Type Description

All of the fields from the UAInstance type described in F.7.

MethodDeclarationld Nodeld May be specified for Method Nodes that are a target of a HasComgonent
reference from a single Object Node. It is the Nodeld of the UAMethod
with the same BrowseName contained in the TypeDefinition associated
with the Object Node.

If the TypeDefinition overrides a Method inherited from a base
ObjectType then this attribute shall reference the Method Node in the

subtype.
UserExecutable Boolean Still in schema but no longer used.
ArgumentDescription UAMethodArgument [] A list of Descriptions for the Method Node Arguments.

Each entry has a Name which uniquely identifies the Argument that the
Descriptions apply to. There shall only be one entry per Name.

Each entry also has a list of Descriptions for the Argument in different
locales. There shall be only one entry per locale per Argument.
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F.10 TranslationType

A TranslationType contains additional translations for LocalizedTexts used in the Value of a
Variable. The fields in the TranslationType are defined in Table F.10. If multiple Arguments
existed there would be a Translation element for each Argument.

The type can have two forms depending on whether the Value is a LocalizedText or a
Structure containing LocalizedTexts. If it is a LocalizedText is contains a simple list of
translations. If it is a Structure, it contains a list of fields which each contain a list of
translat|ons Each f|eId is |dent|f|ed by a Name WhICh is unlque W|th|n the structure. The

enco:hng If the Structure field is encoded as a LocallzedText W|th UA XML, then the name is
the ynqualified path to the XML element where names in the path are separated, by,'/| For
example, a structure with a nested structure containing a LocalizedText could havea path like
"Seryer/ApplicationName".

The following example illustrates how translations for the Description figld-in the Argument
Strudture are represented in XML:

<Value>
<LijstOfExtensionObject xmlns="http://opcfoundation.org/UA/2008/0QATlYpes.xsd">
FExtensionObject>
<TypeId>
<Identifier>i=297</Identifier>
</TypeId>
<Body>
<Argument>
<Name>ConfigData</Name>
<DataType>
<Identifier>i=15</Identifier>
</DataType>
<ValueRank>-1</ValueRank>
<ArrayDimensions />
<Description>
<Text>[English Translation feriDescription]</Text>
</Description>
</Argument>
</Body>
/ExtensionObject>
</I}istOfExtensionObject>
</Valje>
<Tranlslation>
<Fifld Name="Descriptidn'>
Text Locale="de-DEIf>{German Translation for Description]</Text>
Text Locale="fr=FR">[French Translation for Description]</Text>
</Field>
</Translation>

If muftiple Arguments existed there would be a Translation element for each Argument.

Table F.10 — TranslationType

Element Type Description

Text LocalizedText [] An array of translations for the Value.

It only appears if the Value is a LocalizedText or an array of LocalizedText.

Field StructureTranslationType [] An array of structure fields which have translations.

It only appears if the Value is a Structure or an array of Structures.

Name String The name of the field.
This uniquely identifies the field within the structure.

The exact mapping depends on the encoding of the structure.

Text LocalizedText [] An array of translations for the structure field.
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A UADataType is a subtype of the UAType defined in F.6. It defines a DataType Node. The
fields in the UADataType type are defined in Table F.11.

Table F.11 — UADataType

Element

Type

Description

All of the fields from the UANode type described in F.3.

Definition

DataTypeDefinition

An abstract definition of the data type that can be used by design tools to create

code that can serialize the data type in XML and/or Binary forms. It does not gppear
in the AddressSpace. This is only used to define subtypes of the Structure~ak
Enumeration DataTypes.

F.12| DataTypeDefinition

A DagtaTypeDefinition defines an abstract representation of a UADataType that can be |used
by dgsign tools to automatically create serialization code. The fields |in"the DataTypeDefipition

type pre defined in Table F.12.

Table F.12 — DataTypeDefinition

Element Fype
l Qualifi
SymboligName String
BaseTyge Cwaliedh e
Ei DataTypeField]]
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Element

Type

Description

Name

QualifiedName

A unique name for the data type.

This name should be the same as the BrowseName or the containing DataType.

SymbolicName

String

A symbolic name for the data type that can be used as a class/structure name in

autogenerated code. It should only be specified if the Name cannot be used for this

purpose.

Only letters, digits or the underscore ('_') are permitted and the first character shall be

a letter.
This field is only specified for nested DataTypeDefinitions.

The SymbolicName of the DataType Node is used otherwise.

BaseTlype QualifiedName Not used. Kept in schema for backward compatibility.

IsUnign Boolean This flag indicates if the data type represents a union.
Only one of the Fields defined for the data type is encoded into a yalue.
This field is optional. The default value is false.
If this value is true, the first field is the switch value.

IsOptipnSet Boolean This flag indicates that the data type defines the OptjonSetValues Property.
This field is optional. The default value is false.

Fields DataTypeField [] The list of fields that make up the data type.

This definition assumes the structure has & sequential layout.
For enumerations, the fields are simpi¥ya list of values.

This list does not include fields infferited from a base data type.

F.13| DataTypeField

A DataTypeField defines an abstract réepresentation of a field within a UADataType tha
be yYsed by design tools to automatically create serialization code. The fields in
DatallypeField type are defined in Table F.13.

Table F.13 — DataTypeField

[ can

the
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Element Type Description
Name String A name for the field that is unique within the DataTypeDefinition.
SymbolicName String A symbolic name for the field that can be used in autogenerated code.

DisplayName

LocalizedText []

A display name for the field in multiple locales.

DataType

Nodeld

The Nodeld of the DataType for the field.

This Nodeld can refer to another Node with its own DataTypeDefinition.

Thisfieldis-not Speg'fed fors b-t{‘pes of- Enumeration-

ValuelRank

Int32

The value rank for the field.
It shall be Scalar (-1) or a fixed rank Array (= 1).

This field is not specified for subtypes of Enumeration.

ArraylDimensions

String

The maximum length of an array.

This field is a comma separated list of unsigned integepvalues. The list has|
number of elements equal to the ValueRank.

The value is 0 if the maximum is not known forg dimension.
This field is not specified if the ValueRank.< 0

This field is not specified for subtypestof Enumeration or for DataTypes witt]
OptionSetValues Property.

—

he

MaxS{ringLength

UInt32

The maximum length of a Stririg or'ByteString value.

If not known the value is O,

The value is 0 if the DataType is not String or ByteString.

If the ValueRank >"8,the maximum applies to each element in the array.

This field is nd{’specified for subtypes of Enumeration or for DataTypes witt]
OptionSetValues Property.

—

he

Description

LocalizedText []

A description for the field in multiple locales.

Value

Int32

Theyvalue associated with the field.

This field is only specified for subtypes of Enumeration and OptionSet Data
For OptionSets the value is the number of the bit associated with the field.

Types.

IsOptipnal

Boolean

The field indicates if a data type field in a structure is optional.
This field is optional. The default value is false.

This field is not specified for subtypes of Enumeration and Union.

F.14

Variant

The

Loakiont $\ o o, 1£i +h PPN for \ oriahl e\laoriablao T Aol T ki T H
vVarrarnmt Tty peT SPTUTTIC S TS vaTu T TUT a variavuiCe— U varaore T yoC T TvoutC TSty pGo—T

the

same as the type defined in 5.3.1.17. As a result, the functions used to serialize Variants
during Service calls can be used to serialize Variant in this file syntax.

Variants can contain Nodelds, ExpandedNodelds and QualifiedNames which-must shall be
modified so the Namespacelndexes and Serverindexes reference the NamespaceUri and
ServerUri tables in the UANodeSet.

Variants can also contain ExtensionObjects which contain and Encodingld and a Structure

with fields which could be are Nodelds,

ExpandedNodelds or QualifiedNames.

The

Namespacelndexes and Serverindexes in these fields shall also reference the tables in the

UANodeSet.
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F.15 Example-{lnformative)

An example of the UANodeSet can be found below.

This example defines the Nodes for an InformationModel with the URI of
"http://sample.com/Instances". This example references Nodes defined in the base OPC UA
InformationModel and an InformationModel with the URI "http://sample.com/Types".

The XML namespaces declared at the top include the URIs for the Namespaces referenced in
the document because the document includes Complex Data. Documents without Complex

Data wia-Hldrnat - bhavs thaoac daeolaratiaona
WwoOTO ot riave oo oo ao oraratrorts:

<UANodeSet

xmlns|:sl="http://sample.com/Instances"

xmlns|: sO="http://sample.com/Types"
xmlns|:uax="http://opcfoundation.org/UA/2008/02/Types.xsd"
xmlns|:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns|: xsd="http://www.w3.0rg/2001/XMLSchema"
xmlnsF"http://opcfoundation.org/UA/2011/03/UANodeSet . xsd">

The NamespaceUris table includes all Namespaces referenced in the’document except fqr the
basel] OPC UA |InformationModel. A Namespacelndex (of 1 refers to the | URI
"http}//sample.com/Instances".

<NahespaceUris>
Uri>http://sample.com/Instances</Uri>
Uri>http://sample.com/Types</Uri>
</NpmespaceUris>

The Aliases table is provided to enhance readability. There are no rules for what is inclyded.
A ugeful guideline would include standard ReferenceTypes and DataTypes if they are
referenced in the document.

<Alliases>

plias Alias="HasComponent">%&47</Alias>
plias Alias="HasProperty">1=46</Alias>

Alias Alias="HasSubtypef'>i=45</Alias>

Alias Alias="HasTypeDefinition">1i=40</Alias>
</MNliases>

The |BicycleType is_a DataType Node that inherits from a DataType defined in anpther
InformationModel \(ns=2;i=314). It is assumed that any application importing this filg¢ will
alrealdy know _about the referenced InformationModel. A Server could map the references|onto
another OPC.UA Server by adding a Serverindex to TargetNode Nodelds. The structure ¢f the
Dataflype-is defined by the Definition element. This information can be used by |code
genefators’to automatically create serializers for the DataType.

<UADataType NodeId="ns=1;i=365" BrowseName="1:BicycleType">
<DisplayName>BicycleType</DisplayName>
<References>
<Reference ReferenceType="HasSubtype" IsForward="false">ns=2;i=314</Reference>
</References>
<Definition Name="BicycleType' Basefype="0+1=R+ teTypel>">
<Field Name="NoOfGears" DataType="UInt32" />
<Field Name="ManufacterName" DataType="QualifiedName" />
</Definition>
</UADataType>

This Node is an instance of an Object TypeDefinition Node defined in another
InformationModel (ns=2;i=341). It has a single Property which is declared later in the
document.

<UAObject NodeId="ns=1;i=375" BrowseName="1:DriverOfTheMonth" ParentNodeId="ns=1;i=281">
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<DisplayName>DriverOfTheMonth</DisplayName>
<References>
<Reference ReferenceType="HasProperty">ns=1;1i=376</Reference>
<Reference ReferenceType="HasTypeDefinition">ns=2;1i=341</Reference>
<Reference ReferenceType="HasComponent" IsForward="false">ns=1;i=281</Reference>
</References>
</UAObject>

This Node is an instance of a Variable TypeDefinition Node defined in base OPC UA
InformationModel (i=68). The DataType is the base type for the BicycleType DataType. The
AccesslLevels declare the Variable as Readable and Writeable. The ParentNodeld indicates

that this Node is tightly coupled with the Parent (DriverOfTheMonth) and will be deleted if the
Parenpt is deleted

<UAValriable NodeId="ns=1;1=376" BrowseName="2:PrimaryVehicle"
ParentNodeId="ns=1;i=375" DataType="ns=2;i=314" AccessLevel="3" UserAccessLevel="3">
<DijsplayName>PrimaryVehicle</DisplayName>
<Refferences>

Reference ReferenceType="HasTypeDefinition">i=68</Reference>

Reference ReferenceType="HasProperty" IsForward="false">ns=1;1=375</Refgrence>
</References>

This [Value is an instance of a BicycleType DataType. It is wrappedpnin*an ExtensionQbject
whiclh declares that the value is serialized using the Default XML BataTypeEncoding fqr the
Datallype. The Value could be serialized using the Default BinaryBataTypeEncoding buf that
would result in a document that cannot be edited By, hand. No matter which
Data|lypeEncoding is used, the Namespaceilndex used in the
MangfacterNameManufactureName field refers to the NamespaceUris table in this document.
The application is responsible for changing whatever value-it needs to be when the document
is logded by an application.

[Value>
<ExtensionObject xmlns="http://opcfoundation.org/UA/2008/02/Types.xsd">
<TypeId>
<Identifier>ns=1;i=366</Identifierx
</Typeld>
<Body>
<sl:BicycleType>
<s0:Make>Trek</s0:Make>
<s0:Model>Compact</s0;Model>
<s1:NoOfGears>10</s¥:NoOfGears>
<sl:ManufaeterNameNanufactureName>
<uax:Namespacelndex>1</uax:NamespaceIndex>
<uax:Name>Hello</uax:Name>
</sl:Manufaeeb¥rNameManufactureName>
</sl:BicycléType>
</Body>
</ExtensionOkject>
/Value>
</UAVariable>

Thesg are the DataTypeEncoding Nodes for the BicycleType DataType.

<UARbYect NodeTd="ns=1-1=3668" RBrowseName="Defanlf ML
<DisplayName>Default XML</DisplayName>
<References>
<Reference ReferenceType="HasEncoding" IsForward="false">ns=1;1i=365</Reference>
<Reference ReferenceType="HasDescription">ns=1;1i=367</Reference>
<Reference ReferenceType="HasTypeDefinition">i=76</Reference>
</References>
</UAObject>
<UAObject NodeId="ns=1;i=370" BrowseName="Default Binary">
<DisplayName>Default Binary</DisplayName>
<References>
<Reference ReferenceType="HasEncoding" IsForward="false">ns=1;i=365</Reference>
<Reference ReferenceType="HasDescription">ns=1;1=371</Reference>
<Reference ReferenceType="HasTypeDefinition">i=76</Reference>
</References>
</UAObject>
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This is the DataTypeDescription Node for the Default XML DataTypeEncoding of the
BicycleType DataType. The Value is one of the built-in types.

<UAVariable NodeId="ns=1;1=367" BrowseName="1:BicycleType" DataType="String">

<

DisplayName>BicycleType</DisplayName>

<References>

<

<Reference ReferenceType="HasTypeDefinition">i=69</Reference>
<Reference ReferenceType="HasComponent" IsForward="false">ns=1;i=341</Reference>
/References>

<Value>

<

<uax:String>//xs:element [@name='BicycleType']</uax:String>
/Value>

</UAVariable>

This

decld
XS:ba
Data

for gach DataType contains a XPath query that will find the correct definition insid

sche

<UAV3
DataT]
<Di
<Re

</H
<Va]

</V
</UAY]

F.16

The

Addr
UAN
a list

is the—DataTypeDeseription DataTypeDictionary Node for the DataTypeDescr
red above. The XML Schema document is a UTF-8 document stored as

seb64Binary value (see Base64). This allows Clients to read the schema f
Types which belong to the DataTypeDictionary. The value of DataTypebDescription

ma document.

riable NodeId="ns=1;i=341" BrowseName="1l:Quickstarts.DataTypes.InStances"
[ype="ByteString">

splayName>Quickstarts.DataTypes.Instances</DisplayName>

ferences>

Reference ReferenceType="HasProperty">ns=1;i=343</Reference>

Reference ReferenceType="HasComponent">ns=1;1=367</Reférehce>
Reference ReferenceType="HasComponent" IsForward="fal&e'">1=92</Reference>
Reference ReferenceType="HasTypeDefinition">i=72</Reference>
eferences>
Lue>
uax:ByteString>PHhz...WlhPg==</uax:ByteStrings
hlue>
hriable>
UANodeSetChanges

bssSpace. It is expected~\that a single file will contain either a UANodeSet
bdeSetChanges elementiatthe root. It provides a list of Nodes/References to add a
Nodes/References to, delete. The UANodeSetChangesStatus structure defined in F.

prodliced when a UANqdeSetChanges document is applied to an AddressSpace.

The g¢lements of thextype are defined in Table F.14.

Table F.14 — UANodeSetChanges

tion

r all
ode
the

UANodeSetChanges is the rget of a document that contains a set of changes fo an

or a
nd/or
22 is

Elemeént Type Description

NamegpaceUris UriTable Same as described in Table F.1.

ServerUris UriTable Same as described in Table F.1.

Models ModelTableEntry [] Same as described in Table F.1.

Aliases AliasTable Same as described in Table F.1.

Extensions xs:any Same as described in Table F.1.

LastModified DateTime Same as described in Table F.1.

NodesToAdd NodesToAdd A list of new Nodes to add to the AddressSpace.
ReferencesToAdd ReferencesToChange A list of new References to add to the AddressSpace.
NodesToDelete NodesToDelete A list of Nodes to delete from the AddressSpace.
ReferencesToDelete ReferencesToChange A list of References to delete from the AddressSpace.
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The Models element specifies the version of one or more Models which the
UANodeSetChanges file will create when it is applied to an existing Address Space. The
UANodeSetChanges cannot be applied if the current version of the Model in the Address
Space is higher. The RequiredModels sub-element (see Table F.1) specifies the versions of
Models which shall already exist before the UANodeSetChanges file can be applied. When
checking dependencies, the version of the Model in the existing Address Space shall exactly
match the required version.

If a UANodeSetChanges file modifies types and there are existing instances of the types in
the AddressSpace, then the Server shall automatically modify the instances to conform to the
new type or generate an error.

A UANodeSetChanges file is processed as a single operation. This allows mandat Avodes

or References to be replaced by specifying a Node/Reference to del and a
Nodd/Reference to add. Q

S
F.17| NodesToAdd \Q)'

The [NodesToAdd type specifies a list of Nodes to add to an Addrqgikpace. The structyre of
thesg¢ Nodes is defined by the UANodeSet type in Table F.1.

The g¢lements of the type are defined in Table F.15. ;\\Q/
@)
Table F.15 — Node@-\dd
Q
Element Type ) \\\ Description
<choiqe> UAObject The Nodes t&Mo the AddressSpace.
UAVariable N
UAMethod . ®$
UAView K\

UAObjectType \9
UAVariableT, KQ)
UADataTy@

UAP@(enceType
O

When addingﬁg\&’s, References can be specified as part of the Node definition or |as a

sepaflate Ref cesToAdd.

Note|t @erences to Nodes that could exist are always allowed. In other words, a Ndde is
nevef réjécted simply because it has a reference to an unknown Node.

Reverse References are added automatically when deemed practical by the processor.

F.18 ReferencesToChange

The ReferencesToChange type specifies a list of References to add to or remove from an
AddressSpace.

The elements of the type are defined in Table F.16.
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Table F.16 — ReferencesToChange

Element

Type

Description

Reference

ReferenceToChange

A Reference to add to the AddressSpace.

F.19 ReferenceToChange

The ReferenceToChange type specifies a single Reference to add to or remove from an

AddressSpace.

The ¢lements of the type are defined in Table F.17.

Table F.17 — ReferencesToChange

Element Type Description
Source Nodeld The identifier for the source Node of the Referegce.
RefergnceType Nodeld The identifier for the type of the Referencé.
IsForward Boolean TRUE if the Reference is a forward geference.
Targe Nodeld The identifier for the target Nodexof\fhe Reference.

Refefences to Nodes that could exist are always_gNowed. In other words, a Referen
nevel rejected simply because the target is unknown“Wode.

The pource of the Reference shall exist in_thé AddressSpace or in the UANodeSetCh4

document being processed.

Revegrse References are added when-deemed practical by the processor.

F.20] NodesToDelete

The NodesToDelete typevspecifies a list of Nodes to remove from an AddressSpace.

The g¢lements of the\type are defined in Table F.18.

Table F.18 — NodesToDelete

Ce is

nges

Eleément

Type

Description

Node

NodeToDelete

A Node to delete from the AddressSpace.

F.21 NodeToDelete

The NodeToDelete type specifies a Node to remove from an AddressSpace.

The elements of the type are defined in Table F.19.
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Table F.19 — ReferencesToChange

2020

Element Type Description
Node Nodeld The identifier for the Node to delete.
DeleteReverseReferences |Boolean If TRUE, then References to the Node are deleted as well.

F.22 UANodeSetChangesStatus

The

s
&

tha

root _of
Fo-O+—06+

)]
[N
D
¢
g
()]
b
=

nradicaed wh
P Wt

en  a

UANpdeSetChanges document is processed.

The g¢lements of the type are defined in Table F.20.

TootortorY

Table F.20 - UANodeSetChangesStatus

roTrorooT

document.

The list is empty if all elements were processed successfully.

Element Type Description

NamegpaceUris UriTable Same as described in Table F.1.

ServefUris UriTable Same as described in Table F.1.

Aliasep AliasTable Same as described in Table F."N

Extengions Xs:any Same as described in Table(F)T.

Versign String Same as described indraple F.1.

LastMpdified DateTime Same as described iy Table F.1.

Transactionld String A globally uni§uelidentifier from the original UANodeSetChanges document.

NodedqToAdd NodeSetStatusList  |A list of rgstits for the NodesToAdd specified in the original document,
The ligl is empty if all elements were processed successfully.

RefergncesToAdd NodeSetStatusList  |AdiSt'of results for the ReferencesToAdd specified in the original docurent.
The list is empty if all elements were processed successfully.

NodedToDelete NodeSetStatuslist-  |A list of results for the NodesToDelete specified in the original documeht.
The list is empty if all elements were processed successfully.

RefergncesToDelete NodeSetStatusList  |A list of results for the ReferencesToDelete specified in the original

F.23

The

NodeSetStatusList

NotleSetStatusList type specifies a list of

results produced when applyir

g a

UANodeSetChanges document to an AddressSpace.

If no errors occurred this list is empty.

If one or more errors occur, then this list contains one element for each operation specified in
the original document.

The elements of the type are defined in Table F.21.
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Table F.21 — NodeSetStatusList

Element

Type

Description

Result

NodeSetStatus

The result of a single operation.

F.24 NodeSetStatus

The NodeSetStatus type specifies a single result produced when applying an operation
specified in a UANodeSetChanges document to an AddressSpace.

The ¢lements of the type are defined in Table F.22.

Table F.22 — NodeSetStatus

Element Type Description
Code StatusCode The result of the operation.
The possible StatusCodes are defined irf [EC 62541-4.
Detail String A string providing information that igThot Conveyed by the StatusCode.

This is not a human readable stgHgAor the StatusCode.
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FOREWORD
The International Electrotechnical Commission (IEC) is a worldwide organization for standardization com
all| national electrotechnical committees (IEC National Committees). The object of IEC is_to pr

end and in addition to other activities, IEC publishes International Standards, Technical “Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter reféerred to as
Publication(s)"). Their preparation is entrusted to technical committees; any IEC National €emmittee inte
in |[the subject dealt with may participate in this preparatory work. International, govefnmental ang
governmental organizations liaising with the IEC also participate in this preparation. [EC collaborates d
with the International Organization for Standardization (ISO) in accordance with' eonditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as mearly as possible, an intern
cohsensus of opinion on the relevant subjects since each technical committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international 'uSe and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made toyensure that the technical content
Publications is accurate, IEC cannot be held responsible forthe way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National*Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirmational and regional publications. Any diver
between any IEC Publication and the corresponding national or regional publication shall be clearly indica
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf
aspessment services and, in some areas, accéss to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have the latest edition of this publication.

Nd liability shall attach to IEC or its (diréctors, employees, servants or agents including individual exper
mgmbers of its technical committe€s,;'and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othq
Pyblications.

At{ention is drawn to théyNormative references cited in this publication. Use of the referenced publicati
indispensable for the"correct application of this publication.

At{ention is drawn\to the possibility that some of the elements of this IEC Publication may be the sub
patent rights. [EC shall not be held responsible for identifying any or all such patent rights.
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This third edition cancels and replaces the second edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Encodings:

e added JSON encoding for PubSub (non-reversible);
e added JSON encoding for Client/Server (reversible);
e added support for optional fields in structures;

e added support for Unions.
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b) Transport mappings:

added WebSocket secure connection — WSS;
added support for reverse connectivity;
added support for session-less service invocation in HTTPS.

c) Deprecated Transport (missing support on most platforms):

SOAP/HTTP with WS-SecureConversation (all encodings).

d) Added mapping for JSON Web Token.
e) Added support for Unions to NodeSet Schema.

f)

g)
h)

i)
The

Full i
ther

This

Thro
are u

Italic
parts

Italic

a striicture or element of a-structure that are usually defined in tables.

The

practice of writing compound words or phrases in which the elements are joined wi

spac

definepd termcis AddressSpace instead of Address Space. This makes it easier to under

that
Spac

ded batch operations to add/delete nodes to/from NodeSet Schema.
ded support for multi-dimensional arrays outside of Variants.

ded binary representation for Decimal data types.

ded mapping for an OAuth2 Authorization Framework.

ext of this International Standard is based on the following documents:
FDIS Report on voting
65E/718/FDIS 65E/734/RVD

nformation on the voting for the approval of this Intermational Standard can be fou
bport on voting indicated in the above table.

document has been drafted in accordance with.the ISO/IEC Directives, Part 2.

sed:

5 are used to denote a defined term or definition that appears in Clause 3 in one g
of the series.

5 are also used to denagte'the name of a service input or output parameter or the naf

talicized terms-and names are also, with a few exceptions, written in camel-case
bs, with each® element's initial letter capitalized within the compound). For exampl

here «isna single definition for AddressSpace, not separate definitions for Addresg
e.

nd in

ighout this document and the other paris’ of IEC 62541, certain document conventions

f the

ne of

(the

thout

b the
stand
and

A list of all parts of the IEC 62541 series, published under the general titte OPC Unified
Architecture, can be found on the IEC website.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or
e amended.

IMPOQRTANT - The 'colour inside' logo on the cover page of this publication indigates
that| it contains colours which are considered to be useful for the~cofrect

undérstanding of its contents. Users should therefore print this document using a
colopur printer.
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OPC UNIFIED ARCHITECTURE -

Part 6: Mappings

Scope

This part of IEC 62541 specifies the OPC Unified Architecture (OPC UA) mapping between

the slecurity model described in IEC TR 62541-2, the abstract service definitions specifi

IEC
that

2

The
are

undafed references, the Ilatest edition of the referenced (@document (including

ame

IEC

IEC

IEC

IEC

IEC

IEC

IEC

ISO

Basig¢ rules

XML |SchemaPart 2: XML Schema Part 2: Datatypes

http:

%2541-4, the data structures defined in IEC 62541-5 and the physical networkprot
an be used to implement the OPC UA specification.

Normative references

indispensable for its application. For dated references, only theyédition cited applieg

ndments) applies.

TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts

TR 62541-2, OPC Unified Architecture — Part 2 Security Model

$2541-3, OPC Unified Architecture — Part 3 Address Space Model

%2541-4, OPC Unified Architecture — Rart 4: Services

%2541-5, OPC Unified Architecture — Part 5: Information Model

%2541-7, OPC Unified Architecture — Part 7: Profiles

©2541-12, OPC Unijfied'Architecture — Part 12: Discovery and Global Services

$601-1:2019, Date and time — Representations for information interchange — P

www w3.org/TR/xmlschema-2/

ed in
Dcols

following documents, in whole or in part, are normatively referencéd in this document and

. For
any

art 1:

SOAP Part 1: SOAP Version 1.2 Part 1: Messaging Framework

http:

/lwww.w3.0org/TR/soap12-part1/

SSL/TLS: RFC 5246 — The TLS Protocol Version 1.2

http:

/Itools.ietf.org/html/rfc5246.txt

X.509 v3: ISO/IEC 9594-8 (ITU-T Rec. X.509), Information technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks

HTT
http:

P: RFC 2616 — Hypertext Transfer Protocol — HTTP/1.1
/lwww.ietf.org/rfc/rfc2616.txt


http://www.w3.org/TR/xmlschema-2/
http://www.w3.org/TR/soap12-part1/
http://tools.ietf.org/html/rfc5246.txt
http://www.ietf.org/rfc/rfc2616.txt
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HTTPS: RFC 2818 — HTTP Over TLS
http://www.ietf.org/rfc/rfc2818.txt

Base64: RFC 3548 — The Base16, Base32, and Base64 Data Encodings
http://www.ietf.org/rfc/rfc3548.txt

X690: ISO/IEC 8825-1 (ITU-T Rec. X.690), Information technology — ASN.1 encoding rules:
Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER)

|IEEE#64—StandardforFHoatingPoirtArithmetie———————————

HMALC: HMAC — Keyed-Hashing for Message Authentication
http:/www.ietf.org/rfc/rfc2104.txt

PKC$ #1: PKCS #1 — RSA Cryptography Specifications Version 2.0
http:/www.ietf.org/rfc/rfc2437.txt

PKC$ #12: PKCS #12 — Personal Information Exchange Syntax v1.4
http:fwww.ietf.org/rfc/rfc7292.txt

FIPS|180-4: Secure Hash Standard (SHS)
https}//csrc.nist.gov/publications/detail/fips/180/4/final

FIPS[197: Advanced Encryption Standard (AES)
https}//csrc.nist.gov/publications/detail/fips/197/final

UTF-{8: UTF-8, a transformation format of ISO\10646
http:fwww.ietf.org/rfc/rfc3629.txt

RFC|3280: RFC 3280 — X.509 Public Key Infrastructure Certificate and CRL Profile
http:f/www.ietf.org/rfc/rfc3280.txt

RFC[4514: RFC 4514 — LDAP)'String Representation of Distinguished Names
http:fwww.ietf.org/rfc/rfc4514 .txt

NTP: RFC 1305 —(Network Time Protocol (Version 3) Specification, Implementation| and
Analysis
http:fwww.ietf.org/rfc/rfc1305.txt

Kerbgerosi~Web Services Security — Kerberos Token Profile 1.1
http:/docs’oasis-open.org/wss/v1.1/wss-v1.1-spec-os-KerberosTokenProfile.pdf

RFC 1738: RFC 1738 — Uniform Resource Locators (URL)
http://www.ietf.org/rfc/rfc1738.txt

RFC 2141: RFC 2141 — URN Syntax
http://www.ietf.org/rfc/rfc2141.txt

RFC 6455: RFC 6455 — The WebSocket Protocol
http://www.ietf.org/rfc/rfc6455.txt

RFC 7159: The JavaScript Object Notation (JSON) Data Interchange Format
http://www.ietf.org/rfc/rfc7159.txt


http://www.ietf.org/rfc/rfc2818.txt
http://www.ietf.org/rfc/rfc3548.txt
http://www.ietf.org/rfc/rfc2104.txt
http://www.ietf.org/rfc/rfc2437.txt
http://www.ietf.org/rfc/rfc7292.txt
https://csrc.nist.gov/publications/detail/fips/180/4/final
https://csrc.nist.gov/publications/detail/fips/197/final
http://www.ietf.org/rfc/rfc3629.txt
http://www.ietf.org/rfc/rfc3280.txt
http://www.ietf.org/rfc/rfc4514.txt
http://www.ietf.org/rfc/rfc1305.txt
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-KerberosTokenProfile.pdf
http://www.ietf.org/rfc/rfc1738.txt
http://www.ietf.org/rfc/rfc2141.txt
http://www.ietf.org/rfc/rfc6455.txt
http://www.ietf.org/rfc/rfc7159.txt
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RFC

7523: JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication

Authorization Grants

https

RFC

:/ltools.ietf.org/rfc/rfc7523.txt

6749: The OAuth 2.0 Authorization Framework

http://www.ietf.org/rfc/rfc6749.txt

OpenlID-Core: OpenID Connect Core 1.0

http:/

/openid.net/specs/openid-connect-core-1_0.html

and

Opern
https

RFC
Protd
https

3 1

3.1

For
IEC T

ISO Ind IEC maintain terminological databases for/ use in standardization at the follg

addr

3.1.1

CertificateDigest

oD TooOVoTy o P oo oo oo TooovoT

/lopenid.net/specs/openid-connect-discovery-1_0.html

6960: RFC 6960 — X.509 Internet Public Key Infrastructure Online Certificate S
col — OCSP
/Ilwww.ietf.org/rfc/rfc6960.txt

[erms, definitions, abbreviated terms and symbols

Terms and definitions

he purposes of this document, the terms and definitions given in IEC TR 625
'R 62541-2, IEC 62541-3 and the following apply.

SSes:

EC Electropedia: available at http://wwweléctropedia.org/

5O Online browsing platform: available at http://www.iso.org/obp

tatus

short identifer used to uniquely jidentify an X.509 v3 Certificate

Note 1 to entry: This is the SHA1 hash of DER encoded form of the Certificate.

3.1.2

DatafEncoding

way {o serialize ORC UA Messages and data structures

3.1.3

DevdlopmentPlatform

suite|of tools and/or programming languages used to create software

3.1.4

Mapping

specification on how to implement an OPC UA feature with a specific technology
Note 1 to entry: For example, the OPC UA Binary Encoding is a Mapping that specifies how to serialize OPC UA
data structures as sequences of bytes.

3.1.5

SecurityProtocol

protocol which ensures the integrity and privacy of UA Messages that are exchanged between

OPC

UA applications


https://tools.ietf.org/rfc/rfc7523.txt
http://www.ietf.org/rfc/rfc6749.txt
http://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html
https://www.ietf.org/rfc/rfc6960.txt
http://www.iso.org/obp
https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633
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3.1.6
StackProfile
combination of DataEncodings, SecurityProtocol and TransportProtocol Mappings

Note 1 to entry: OPC UA applications implement one or more StackProfiles and can only communicate with OPC
UA applications that support a StackProfile that they support.

3.1.7
TransportConnection
full-duplex communication link established between OPC UA applications

Note 1te-ertrr—ATFCRHARsecketis—arexample—ofatranrspertConrection-
3.1.8
TrangportProtocol

way {o exchange serialized OPC UA Messages between OPC UA applications

3.2 | Abbreviated terms and symbols

API application programming interface
ASN1 Abstract Syntax Notation #1 (used in X690)
Csv comma separated value (file format)

ECC elliptic curve cryptography
HTTR Hypertext Transfer Protocol
HTTPS  Secure Hypertext Transfer Protocol

IPSer Internet Protocol Security

OID object identifier (used with ASN.1)

PRF pseudo random function

RSA Rivest, Shamir and Adleman [public key encryption system]
SHA secure hash algorithm

SOAP Simple Object Access_Proetocol

SSL Secure Sockets Layer-(defined in SSL/TLS)

TCP Transmission Control Protocol

TLS Transport Layer Security (defined in SSL/TLS)

UA Unified Architecture

UACP OPCAUA Connection Protocol
UAS
WS- XML Web Services specifications
XML eXtensible Markup Language

ORC UA Secure Conversation

J

4 Overview

Other parts of the IEC 62541 series are written to be independent of the technology used for
implementation. This approach means OPC UA is a flexible specification that will continue to
be applicable as technology evolves. On the other hand, this approach means that it is not
possible to build an OPC UA application with the information contained in IEC TR 62541-1
through to IEC 62541-5 because important implementation details have been left out.

This document defines Mappings between the abstract specifications and technologies that
can be used to implement them. The Mappings are organized into three groups:
DataEncodings, SecurityProtocols and TransportProtocols. Different Mappings are combined
together to create StackProfiles. All OPC UA applications shall implement at least one
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StackProfile and can only communicate with other OPC UA applications that implement the
same StackProfile.

This document defines the DataEncodings in Clause 5, the SecurityProtocols in 5.4 and the
TransportProtocols in 6.7.6. The StackProfiles are defined in IEC 62541-7.

All communication between OPC UA applications is based on the exchange of Messages. The
parameters contained in the Messages are defined in IEC 62541-4; however, their format is
specified by the DataEncoding and TransportProtocol. For this reason, each Message defined
in IEC 62541-4 shall have a normative description which specifies exactly what shall be put
on the wire. The normative descriptions are defined in the annexes.

A Stack is a collection of software libraries that implement one or more StackProfiles| The
interface between an OPC UA application and the Stack is a non-normative AP}lwhich hides
the details of the Stack implementation. An API depends on a specific DevelopmentPlatform.
Note|that the datatypes exposed in the API for a DevelopmentPlatform may-not match the

dataflypes defined by the specification because of limitations of the DevelopnentPlatform. For
exanjple, the Java programming language does not support an unsigned.integer which means
that any Java API will need to map unsigned integers onto a signed integer type.
Figune 1 illustrates the relationships between the different concepis'defined in this documient.
UA Application -~ — — — et
Develppment Platforms 4 .
NET Framework - o~
C++ANSIC — — — — — > API / \\
Java /‘ v ,/ N
T Data Encodi
Serializatior’Layer .-/ ABnay |\
! UAXML \
/ UA JSON \
Enceded Message ! \
/ Security Protocols \\
Stack< Secure Channel Layer e —I — — UA Secure Conversation \\
Security Transforms 4 ( |
Signing — — - —— — > Secured Message |
Encryption v | }
\ U:lr_}zpport Protocols h
1
Transport Layer <~ —\— — HTTPS |
K * \ WebSocket |
Wire Protocol < — — — — — — — . WSDL and XML Schema /
\ UA Binary Schema /
' ‘
/ ‘\
== , /

NV Mappings AN pd

—-- IEC

Figure 1 — The OPC UA Stack Overview

The layers described in this document do not correspond to layers in the OSI 7-layer model
[X200]. Each OPC UA StackProfile should be treated as a single Layer 7 (application)
protocol that is built on an existing Layer 5, 6 or 7 protocol such as TCP/IP, TLS or HTTP. The
SecureChannel layer is always present even if the SecurityMode is None. In this situation, no
security is applied but the SecurityProtocol implementation shall maintain a logical channel
with a unique identifier. Users and administrators are expected to understand that a
SecureChannel with SecurityMode set to None cannot be trusted unless the application is
operating on a physically secure network or a low-level protocol such as IPSec is being used.
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This document defines three data encodings: OPC UA Binary, OPC UA XML and OPC UA
JSON. It describes how to construct Messages using each of these encodings.

5.1.2 Built-in Types
All QPC UA DataEncodings are based on rules that are defined for a standard set of pyilt-in
typeq. These built-in types are then used to construct structures, arrays and Messages| The
built§n types are described in Table 1.
Table 1 — Built-in Data Types
ID Name Description
1 Boolean A two-state logical value (true or false).
2 SByte An integer value between —128 and 127 inclusive.
3 Byte An integer value between 0 and 255 inclusive.
4 Int16 An integer value between —32 768 and 32 767 inclusive:
5 Uint16 An integer value between 0 and 65 535 inclusjve.
6 Int32 An integer value between -2 147 483 648.and'2 147 483 647 inclusive.
7 Uint32 An integer value between 0 and 4 294.967295 inclusive.
8 Int64 An integer value between -9 223 372°036 854 775 808 and 9 223 372 036 854 775 807 inclusive.
9 Uint64 An integer value between 0 and 18 446 744 073 709 551 615 inclusive.
10 Float An IEEE single precision (32'bit) floating point value.
11 Double An IEEE double precision (64 bit) floating point value.
12 String A sequence of Uriicode characters.
13 DateTime An instance.if time.
14 Guid A 16-byte.value that can be used as a globally unique identifier.
15 ByteString A sequence of octets.
16 XmlElement An’ XML element.
17 Nodeld An identifier for a node in the address space of an OPC UA Server.
18 ExpandedNodeld |A Nodeld that allows the namespace URI to be specified instead of an index.
19 StatusCade A numeric identifier for an error or condition that is associated with a value or an operation.
20 QualifiedName A name qualified by a namespace.
21 tocatizedText Humanreadabte-text-withramoptiomat-Hocate-identifrer
22 ExtensionObject A str_ucture that contains an application specific data type that may not be recognized by the
receiver.
23 DataValue A data value with an associated status code and timestamps.
24 Variant A union of all of the types specified above.
25 Diagnosticlnfo A structure that contains detailed error and diagnostic information associated with a StatusCode.

Most of these data types are the same as the abstract types defined in IEC 62541-3 and
IEC 62541-4. However, the ExtensionObject and Variant types are defined in this document.
In addition, this document defines a representation for the Guid type defined in IEC 62541-3.
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5.1.3

Guid

A Guid is a 16-byte globally unique identifier with the layout shown in Table 2.

Table 2 — Guid structure

Guid

<Dat4

Component Data Type
Data1 UInt32
Data2 Uint16
Data3 UInt16
Data4 Byte [8]

values may be represented as a string in this form:

1>-<Data2>-<Data3>-<Datad [0:1]>-<Datad[2:7]>

where Data1 is 8 characters wide, Data2 and Data3 are 4 characters\Wide and each Byte in
Data#t is 2 characters wide. Each value is formatted as a hexadecimal number with pa

Zerody

C496

. A typical Guid value would look like this when formatted as a’string:

78A-0DFE-4B8F-870A-745238C6AEAE

5.1.4 ByteString

[dded

A ByteString is structurally the same as a one-dimensional array of Byte. It is represent¢d as
tinct built-in data type because it allows, encoders to optimize the transmission df the

a dig

valudg.

betwgen a ByteString and a one-dimensional array of Byte.

If a d

ecoder for DevelopmentPlatform cannot preserve the distinction it shall convert all

dimepsional arrays of Byte to ByteStrings.

Each
mear

However, some DevelopmentPlatformms will not be able to preserve the distinction

one-

element in a one-dimensional array of ByteString can have a different length which

s is structurally different from a two-dimensional array of Byte where the length of

each

dimepsion is the sameiThis means decoders shall preserve the distinction between two or

more

dimension arrays-of Byte and one or more dimension arrays of ByteString.

If a DevelopmentPlatform does not support unsigned integers, then it will need to reprg¢sent
ByteBtrings. as)arrays of SByte. In this case, the requirements for Byte would then apply to

SByte.

5.1.5 Extensinnﬂhjnri

An ExtensionObject is a container for any Structured DataTypes which cannot be encoded as
one of the other built-in data types. The ExtensionObject contains a complex value serialized
as a sequence of bytes or as an XML element. It also contains an identifier which indicates

what

data it contains and how it is encoded.

Structured DataTypes are represented in a Server address space as sub-types of the
Structure DataType. The DataEncodings available for any given Structured DataTypes are
represented as a DataTypeEncoding Object in the Server AddressSpace. The Nodeld for the
DataTypeEncoding Object is the identifier stored in the ExtensionObject. |IEC 62541-3
describes how DataTypeEncoding Nodes are related to other Nodes of the AddressSpace.
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Server implementers should use namespace qualified numeric Nodelds for any
DataTypeEncoding Objects they define. This will minimize the overhead introduced by
packing Structured DataType values into an ExtensionObject.

ExtensionObjects and Variants allow unlimited nesting which could result in stack overflow
errors even if the message size is less than the maximum allowed. Decoders shall support at
least 100 nesting levels. Decoders shall report an error if the number of nesting levels
exceeds what it supports.

5.1.6 Variant

contgin arrays of any of these built-in types. Variants are used to store any.valde or

A Vzi{:ant is a union of all built-in data types including an ExtensionObject. Variants can| also
eter with a data type of BaseDataType or one of its subtypes.

para

Varignts can be empty. An empty Variant is described as having a null value_and shou|d be
treateéd like a null column in a SQL database. A null value in a Variant may.not be the $ame
as a phull value for data types that support nulls such as Strings. Some DevelopmentPlatforms
may [hot be able to preserve the distinction between a null for a Datadlype and a null [for a
Varignt; therefore, applications shall not rely on this distinction. This requirement also means
that if an Attribute supports the writing of a null value it shall also\Support writing of an gmpty
Varignt and vice versa.

Varignts can contain arrays of Variants but they cannot dirgéctly contain another Variant.

Diaghosticinfo types only have meaning when returned in a response message with an
assotiated StatusCode and table of strings. As ajresult, Variants cannot contain instances of
Diagnosticlnfo.

Valugs of Attributes are always returned in instances of DataValues. Therefore, the DataType
of ar| Attribute cannot be a DataValueoVariants can contain DataValue when used in pther
contgxts such as Method Arguments,*or PubSub Messages. The Variant in a DataValue
cannpt, directly or indirectly, contain_another DataValue.

Varigbles with a DataType-“of BaseDataType are mapped to a Variant, however| the
ValugRank and ArrayDimensions Attributes place restrictions on what is allowed in the
Varignt. For example, if\thé ValueRank is Scalar then the Variant may only contain scalar
valugs.

ExtepsionObjects~and Variants allow unlimited nesting which could result in stack overflow
errorg even if-{ié message size is less than the maximum allowed. Decoders shall suppprt at
least| 100 nesting levels. Decoders shall report an error if the number of nesting Igvels
excegds what it supports.

5.1. Decimal

A Decimal is a high-precision signed decimal number. It consists of an arbitrary precision
integer unscaled value and an integer scale. The scale is the power of ten that is applied to
the unscaled value.

A Decimal has the fields described in Table 3.
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Table 3 — Layout of Decimal

Field Type Description
Typeld Nodeld The identifier for the Decimal DataType.
Encoding Byte This value is always 1.
Length Int32 The length of the Decimal.

If the length is less than or equal to 0 then the Decimal value is 0.

Scale Int16 A signed integer representing the power of ten used to scale the value.
i.e. the decimal number of the value multiplied by 107s¢ale
Hae-integer-is-enceded-starting-with-the-Jeast-signiicant-bi———————————————

Value Byte [*] A 2-complement signed integer representing the unscaled value.

The number of bits is inferred from the length of the length field.

If the number of bits is 0 then the value is 0.

The integer is encoded with the least significant byte first.

When a Decimal is encoded in a Variant, the built-in type is set to ExtensionObject. Decgders
that o not understand the Decimal type shall treat it like any othef unknown Structurg and
pass|it on to the application. Decoders that do understand theé Decimal can parse the yalue
and yse any construct that is suitable for the DevelopmentPlatform.

If a Decimal is embedded in another Structure then thesDataTypeDefinition for the field [shall
spec|fy the Nodeld of the Decimal Node as the DataType. If a Server publishes an |OPC
Binany type description for the Structure then the.type description shall set the DataTyde for
the field to ExtensionObject.

5.2 | OPC UA Binary
5.2.1 General

The OPC UA Binary DataEncoding.is' a data format developed to meet the performance needs
of OPC UA applications. This format is designed primarily for fast encoding and decoding,
howgver, the size of the enceded data on the wire was also a consideration.

The PPC UA Binary DataEncoding relies on several primitive data types with clearly defined
encofding rules that can)be sequentially written to or read from a binary stream. A structdre is
encofed by sequentially writing the encoded form of each field. If a given field is a|so a
strucfure, then the'values of its fields are written sequentially before writing the next figld in
the gontaining.Structure. All fields shall be written to the stream even if they contair] null
valugs. The encodings for each primitive type specify how to encode either a null or a d¢fault
valug for(the type.

The OPT UA Binary DataEncoding does not Include any type or field name information
because all OPC UA applications are expected to have advance knowledge of the services
and structures that they support. An exception is an ExtensionObject which provides an
identifier and a size for the Structured DataType structure it represents. This allows a decoder
to skip over types that it does not recognize.

5.2.2 Built-in Types
5.2.21 Boolean

A Boolean value shall be encoded as a single byte where a value of 0 (zero) is false and any
non-zero value is true.

Encoders shall use the value of 1 to indicate a true value; however, decoders shall treat any
non-zero value as true.
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5.2.2.2 Integer

All integer types shall be encoded as little endian values where the least significant byte
appears first in the stream.

Figure 2 illustrates how value 1 000 000 000 (Hex: 3B9ACAOQO) is encoded as a 32-bit integer
in the stream.

00 CA 9A 3B

IEC
Figure 2 — Encoding Integers in a binary stream

5.2.2,.3 Floating Point

All flpating-point values shall be encoded with the appropriate IEEE-754, binary represenfation
which has three basic components: the sign, the exponent, and the, fraction. The bit rgnges
assigned to each component depend on the width of the type. Table’4 lists the bit ranggs for
the sppported floating point types.

Table 4 — Supported Floating Point Types

Name Width (bits) Fraction Exponent Sign
Float 32 0to 22 23 to 30 31
Doublg 64 0 to 51 52 to 62 63

In addition, the order of bytes in the stream is significant. All floating point values sh3ll be
encofed with the least significant byte;appearing first (i.e. little endian).

Figune 3 illustrates how the valug,—6,5 (Hex: COD00000) is encoded as a Float.

The floating-point type supports positive and negative infinity and not-a-number (NaN)| The
IEEE] specification allows, for multiple NaN variants; however, the encoders/decoders maly not
presg¢rve the distinction? Encoders shall encode a NaN value as an |IEEE quiet{NAN
(000000000000F8FF)er (00O0O0COFF). Any unsupported types such as denormalized nunpbers
shall| also be encoded as an IEEE quiet-NAN. Any test for equality between NaN values
always fails.

00 00 DO Cco

IEC
Figure 3 — Encoding Floating Points in a binary stream

5.2.2.4 String

All String values are encoded as a sequence of UTF-8 characters without a null terminator
and preceded by the length in bytes.

The length in bytes is encoded as Int32. A value of —1 is used to indicate a 'null’ string.

Figure 4 illustrates how the multilingual string "7KBoy" is encoded in a byte stream.
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5.2.2

Length K Blo|fy

06 (00| 00|00 |E6|BO|B4|42|6F |79

IEC
Figure 4 — Encoding Strings in a binary stream

.5 DateTime

b) A

c)

lopmentPlatform. These rules are:

date/time value is encoded as O if either
The value is equal to or earlier than 1601-01-01 12:00AM WUTC.

The value is the earliest date that can be represented\With the DevelopmentPlatf
encoding.

date/time is encoded as the maximum value for an“/nt64 if either
The value is equal to or greater than 9999-12<31 11:59:59PM UTC,

The value is the latest date that can bé(represented with the DevelopmentPlatf
encoding.

ther
The encoded value is 0,

represented with the DevelopmentPlatform's encoding.
date/time is decoded.as"the latest time that can be represented on the platform if ei
The encoded value'is the maximum value for an /Int64,

with the DewvelopmentPlatform's encoding.

These rules(imply that the earliest and latest times that can be represented on a

platfq

A ded
that i

5.2.2

rm are-invalid date/time values and should be treated that way by applications.

s greater than the resolution supported on the DevelopmentPlatform.

.6 Guid

sents

Il DevelopmentPlatforms will be able to represent the full range of dates and timeg that
e represented with this DataEncoding. For example, the UNIX time_t structure only has
econd resolution and cannot represent dates prior to 1970. For this reason, a number of
shall be applied when dealing with date/time values that exceed the\dynamic rangd of a

Drm's

Drm's

date/time is decoded as the earliest time that can be represented on the platfgrm if

The encoded value represénts a time earlier than the earliest time that cap be

her

The encoded value represents a time later than the latest time that can be represgnted

piven

coder shall truncate the value if a decader encaunters a DateTime value with a resolution

A Guid is encoded in a structure as shown in Table 2. Fields are encoded sequentially
according to the data type for field.

Figure 5 illustrates how the Guid "72962B91-FA75-4AE6-8D28-B404DC7DAF63" is encoded
in a byte stream.
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Data1 Data2 Data3 Data4

91 (2B |96 | 72 |75 |FA|E6|(4A |8D |28 |B4| 04 |[DC| 7D | AF | 63

o 1 2 3 4 5 6 7 8 9 10 1M 12 13 14 15 16
IEC

Figure 5 — Encoding Guids in a binary stream

5.2.2.7 ByteString

A ByteString-is—e
encofded as a 32-bit signed integer as described above.

If thel length of the byte string is =1 then the byte string is 'null'.

5.2.2.8 XmlIElement

An XmlElement is an XML fragment serialized as UTF-8 string and then encode

Byte

Figune 6 illustrates how the Xm/Element "<A>Hot/K</A>" is encoded in a byte stream.

A de
occu

then

Bad |

5.2.2.9 Nodeld

The

String.

Length <A> Hot 7K </A>

OD|(00|00|00(3C|41|3E|72|6F |74)E6|B0|B4|3C|3F|41|3E

o 1 2 3 4 5 6 7 8 ,9v10 11 12 13 14 15 16 17
IEC

Figure 6 — Encoding XmlIElement in a binary stream

coder may choose to parse the XML after decoding; if an unrecoverable parsing

this error can be reported by setting the value of the Variant to the Status
DecodingError.

omponents of a Nodeld are described the Table 5.

Table 5 — Nodeld components

2020

d as

error

s then the decoder should,try to continue processing the stream. For example, |f the
XmlBlement is the body of a Vaniant or an element in an array which is the body of a V3

riant
Code

Name Data Type Description

Namespace Uint16 The index for a namespace URI.

An index of 0 is used for OPC UA defined Nodelds.

IdentifierType Enumeration The format and data type of the identifier.

The value may be one of the following:
NUMERIC - the value is an Ulnteger;
STRING - the value is String;
GUID - the value is a Guid;
OPAQUE - the value is a ByteString;

Value

The identifier for a node in the address space of an OPC UA Server.



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 © |IEC 2020

- 23—

The DataEncoding of a Nodeld varies according to the contents of the instance. For that
reason, the first byte of the encoded form indicates the format of the rest of the encoded
Nodeld. The possible DataEncoding formats are shown in Table 6. Table 6.through Table 9
describe the structure of each possible format (they exclude the byte which indicates the

format).
Table 6 — Nodeld DataEncoding values

Name Value Description
Two Byte 0x00 A numeric value that fits into the two-byte representation.
Four B yi.c Ox64 ATummericvatue-thatfitsmtothre fuul-byiw |vp|d’5c||iq‘liu||.
Numefic 0x02 A numeric value that does not fit into the two or four byte representations.
String 0x03 A String value.
Guid 0x04 A Guid value.
ByteSfring 0x05 An opaque (ByteString) value.
NamegpaceUri Flag 0x80 See discussion of ExpandedNodeld in 5.2.2.10.
Servefindex Flag 0x40 See discussion of ExpandedNodeld in 5.2.2.10.
The |standard Nodeld DataEncoding has the structure shown in Table 7. The standard

Data

Fncoding is used for all formats that do not have an explicit format defined.

Table 7 — Standard Nodeld Binary DataEncoding

Name Data Type Description
Namegpace Uint16 The Namespacelndex.
Identifler * The identifier which'is encoded according to the following rules:
NUMERIC Uint32
STRING String
GUID Guid
OPAQUE ByteString
An example of a\String Nodeld with Namespace = 1 and Identifier = "Hot/k" is shown in
Figure 7.

Encoding Byte

/ Nnme_space

I 7

Length Hot 7K

03|01 (00

06 (00|00 |00 (|72|6F |74 |E6|BO|B4

3 4 5 6 7 8 9 10 11 12 13
IEC

Figure 7 — A String Nodeld

The Two Byte Nodeld DataEncoding has the structure shown in Table 8.
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Table 8 — Two Byte Nodeld Binary DataEncoding

2020

Name Data Type Description

Identifier Byte The Namespace is the default OPC UA namespace (i.e. 0).

The Identifier Type is 'Numeric'.

The Identifier shall be in the range 0 to 255.

An example of a Two Byte Nodeld with Identifier = 72 is shown in Figure 8.

Encoding Identifier

00 72

IEC

Figure 8 — A Two Byte Nodeld

The Four Byte Nodeld DataEncoding has the structure shown in Tahlée 9.
Table 9 — Four Byte Nodeld Binary DataEncoding
Name Data Type Description
Namegpace Byte The Namespace shall be in the range 0 to 255.
Identifler Uint16 The Identifier Type is 'Numieric'.
The Identifier shall be-an‘integer in the range 0 to 65 535.
An ekample of a Four Byte Nodeld with’ Namespace = 5 and ldentifier = 1 025 is shoyn in
Figure 9.
Encoding Byte Namespace
/ Identifier
01[05(01]40
o 1 2 3 4
IEC
Figure 9 — A Four Byte Nodeld
5.2.2.10 ExpandedNodeld

An ExpandedNodeld extends the Nodeld structure by allowing the NamespaceUri to be
explicitly specified instead of using the Namespacelndex. The NamespaceUri is optional. If it
is specified, then the Namespacelndex inside the Nodeld shall be ignored.

The ExpandedNodeld is encoded by first encoding a Nodeld as described in 5.2.2.9 and then
encoding NamespaceUri as a String.

An instance of an ExpandedNodeld may still use the Namespacelndex instead of the
NamespaceUri. In this case, the NamespaceUri is not encoded in the stream. The presence of
the NamespaceUri in the stream is indicated by setting the NamespaceUri flag in the encoding
format byte for the Nodeld.
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If the NamespaceUri is present, then the encoder shall encode the Namespacelndex as 0 in
the stream when the Nodeld portion is encoded. The unused Namespacelndex is included in
the stream for consistency.

An ExpandedNodeld may also have a Serverindex which is encoded as a UInt32 after the
NamespaceUri. The Serverindex flag in the Nodeld encoding byte indicates whether the
Serverindex is present in the stream. The Serverindex is omitted if it is equal to zero.

The ExpandedNodeld encoding has the structure shown in Table 10.

Tablo 10— E lodNodoeld Bi DataE ’

Name Data Type Description
Nodelfl Nodeld The NamespaceUri and Serverindex flags in the Nodeld encoding indicate whether
those fields are present in the stream.
NamegpaceUri String Not present if null or Empty.
Servefindex UiInt32 Not present if 0.

5.2.2l11 StatusCode

A StatusCode is encoded as a UInt32.

5.2.20112 Diagnosticinfo

A Diagnosticlnfo structure is described in IEC 62541-4. It specifies a number of fieldq that
could be missing. For that reason, the encoding uses a bit mask to indicate which fieldg are
actuglly present in the encoded form.

As déscribed in IEC 62541-4, the Symbglicld, NamespaceUri, LocalizedText and Locale f{ields
are indexes in a string table which is.returned in the response header. Only the index qf the
corrgsponding string in the string table is encoded. An index of —1 indicates that there fjs no
valug for the string.

Diaghosticinfo allows unlimited nesting which could result in stack overflow errors even |f the
mesdage size is less than the maximum allowed. Decoders shall support at least 100 n¢gsting
levels. Decoders shallreport an error if the number of nesting levels exceeds what it supgorts.



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

- 26 — IEC 62541-6:2020 © |IEC 2020

Table 11 — Diagnosticinfo Binary DataEncoding

Name Data Type Description
Encoding Mask Byte A bit mask that indicates which fields are present in the stream.
The mask has the following bits:

0x01 Symbolic Id

0x02 Namespace

0x04 LocalizedText

0x08 Locale

0x10 Additional Info

0x20 InnerStatusCode

0x40 InnerDiagnosticinfo
Symbglicld Int32 A symbolic name for the status code.
NamegpaceUri Int32 A namespace that qualifies the symbolic id.
Localg Int32 The locale used for the localized text.
LocalizedText Int32 A human readable summary of the status code.
Additignal Info String Detailed application specific diagnostic information.
Inner $tatusCode StatusCode A status code provided by an underlying&ystem.

Inner

Diagnosticinfo

Diagnosticlnfo

Diagnostic info associated with the inner status code.

5.2.2
A Qu

.13  QualifiedName

alifiedName structure is encoded as shown'in Table 12.

The abstract QualifiedName structure is defined in IEC 62541-3.

Table 12 — QualifiedName Binary DataEncoding

Name Data Type Description
Namegpacelndex Uint16 The namespace index.
Name String The name.
5.2.2014 LocalizedText
A LocalizedText structure contains two fields that could be missing. For that reason| the
encofding(uses a bit mask to indicate which fields are actually present in the encoded forn.

The abstract Localized Text structure is defined in [EC 62541-3.
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Table 13 — LocalizedText Binary DataEncoding

Name Data Type Description
EncodingMask Byte A bit mask that indicates which fields are present in the stream.
The mask has the following bits:
0x01 Locale
0x02 Text
Locale String The locale.
Omitted is null or empty.
Text String The text in the specified locale.
Omitted is null or empty.
5.2.20115 ExtensionObject
An kxtensionObject is encoded as sequence of bytes prefixed by “the Nodeld qf its
Data[lypeEncoding and the number of bytes encoded.
An HxtensionObject may be encoded by the application which~means it is passed |as a
Byteptring or an XmlElement to the encoder. In this case, the{encoder will be able to write the

numik
know
byteg

update the length after encoding the body.

When a decoder encounters an ExtensionObject it shall check if it recognizes

Data
objeq
if the
opaq

The 3

er of bytes in the object before it encodes the bytes. However, an ExtensionObject

before it encodes the object or it shall be able~to seek backwards in the stream

TypeEncoding identifier. If it does, then it¢¢an call the appropriate function to decod

body is a ByteString or an XmlElement and then decode the object body or treat
e data and skip over it.

erialized form of an ExtensionObject is shown in Table 14.

may

how to encode/decode itself which means the encoder shall calculate the numbler of

and

the
e the

t body. If the decoder does not recognize the type it shall use the Encoding to deteqmine

it as
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Table 14 — Extension Object Binary DataEncoding

Name Data Type Description

Typeld Nodeld The identifier for the DataTypeEncoding node in the Server's AddressSpace.
ExtensionObjects defined by the OPC UA specification have a numeric node identifier
assigned to them with a Namespacelndex of 0. The numeric identifiers are defined in
A3.

Decoders use this field to determine the syntax of the Body. For example, if this field
is the Nodeld of the JSON Encoding Object for a DataType then the Body is a
ByteString containing a JSON document encoded as a UTF-8 string.

Encoding Byte An enumeration that indicates how the body is encoded.

The parameter may have the following values:

0x00 No body is encoded.

0x01 The body is encoded as a ByteString.

0x02 The body is encoded as a XmlIElement.
Length Int32 The length of the object body.

The length shall be specified if the body is encoded.
Body Byte [*] The object body.

This field contains the raw bytes for ByteString bédies.

For XmlIElement bodies this field contains the~XML encoded as a UTF-8 string wWithout
any null terminator.

Some binary encoded structures may‘have a serialized length that is not a multiple of
8 bits. Encoders shall append 0 bits’to ensure the serialized length is a multiple pf 8
bits. Decoders that understandthe serialized format shall ignore the padding bitg.

ExtepsionObjects are used in two contexts: as values contained in Variant structures or as
parameters in OPC UA Messages.

A dejcoder may choose to parse an_XmlElement body after decoding; if an unrecovefable
parsing error occurs then the decoder should try to continue processing the stream| For
exanjple, if the ExtensionObject. is the body of a Variant or an element in an array that is the
body| of Variant then this errof_can be reported by setting the value of the Variant tp the
StatysCode Bad_DecodingError.

5.2.2.16 Variant

A Variant is a unian of the built-in types.

The s$tructure of a Variant is shown in Table 15.
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Table 15 — Variant Binary DataEncoding

Name

Data Type

Description

EncodingMask

Byte

The type of data encoded in the stream.
A value of 0 specifies a NULL and that no other fields are encoded.
The mask has the following bits assigned:

0:5 Built-in Type Id (see Table 1).
6 True if the Array Dimensions field is encoded.
7 True if an array of values is encoded.

The Built-in Type Ids 26 through 31 are not currently assigned but may be used in

String

i.ilt: fuluw. DUL:UU‘UID bild“ cxu.,vpi. i.il y
and pass both onto the application. Encoders shall not use these IDs.

Arraylength

Int32

The number of elements in the array.
This field is only present if the array bit is set in the encoding mask.

Multi-dimensional arrays are encoded as a one-dimensional array and this fiel
specifies the total number of elements. The original array gan bé reconstructed from
the dimensions that are encoded after the value field.

Higher rank dimensions are serialized first. For example, an array with dimensfons
[2,2,2] is written in this order:

[0,0,0], [0,0,1], [0,1,0], [0,1,1], [1,0,0], [1,0,1}-[1,1,01, [1,1,1]

Value

The value encoded according to its built<indata type.

If the array bit is set in the encoding mask, then each element in the array is
encoded sequentially. Since many types have variable length encoding each
element shall be decoded in ordef,

The value shall not be a Variant but it could be an array of Variants.

Many implementationplatforms do not distinguish between one dimensional Afrays
of Bytes and ByteStrings. For this reason, decoders are allowed to automatically
convert an Array, of Bjtes to a ByteString.

ArrayDimensions
LengtH

Int32

The number of\dimensions.

This field.isénly present if the ArrayDimensions flag is set in the encoding magk.

ArrayDimensions

Int32[*]

The length of each dimension encoded as a sequence of Int32 values

This field is only present if the ArrayDimensions flag is set in the encoding magk.
The lower rank dimensions appear first in the array.

All dimensions shall be specified and shall be greater than zero.

If ArrayDimensions are inconsistent with the ArrayLength then the decoder shall stop
and raise a Bad_DecodingError.

The fypes and-their identifiers that can be encoded in a Variant are shown in Table 1.

5.2.2.17 \_DataValue

A DataValue 1s always preceded by a mask that mdicates which fields are present in the

stream.

The fields of a DataValue are described in Table 16.



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

- 30 - IEC 62541-6:2020 © |IEC 2020

Table 16 — Data Value Binary DataEncoding

Name Data Type Description

Encoding Mask Byte A bit mask that indicates which fields are present in the stream.

The mask has the following bits:

0x01 False if the Value is Null.
0x02 False if the StatusCode is Good.
0x04 False if the Source Timestamp is Date Time.MinValue.
0x08 False if the Server Timestamp is Date Time.MinValue.
0x10 False if the Source Picoseconds is 0.
0x20 False if the Server Picoseconds is 0.

Value Variant The value.

Not present if the Value bit in the EncodingMask is False.

Statug StatusCode The status associated with the value.

Not present if the StatusCode bit in the EncodingMask s False.

SourcgTimestamp DateTime The source timestamp associated with the value.

Not present if the SourceTimestamp bit in the EfcodingMask is False.

SourcgPicoSeconds Uint16 The number of 10 picosecond intervals fof the’ SourceTimestamp.
Not present if the SourcePicoSeconds:bit'in the EncodingMask is False.

If the source timestamp is missing,the picoseconds are ignored.

ServefTimestamp DateTime The Server timestamp associated with the value.

Not present if the ServerTimestamp bit in the EncodingMask is False.

ServefPicoSeconds Uint16 The number of 10 picosecond intervals for the ServerTimestamp.

Not present if the'ServerPicoSeconds bit in the EncodingMask is False.

If the Servertimestamp is missing the picoseconds are ignored.

The |Picoseconds fields store the difference between a high-resolution timestamp wjth a
resolution of 10 picosecondsxand the Timestamp field value which only has a 100 ns
resolution. The Picoseconds-fields shall contain values less than 10 000. The decoder |shall
treat|values greater thantor equal to 10 000 as the value '9999'.

5.2.3 Decimal

Decimals are eneoded as described in 5.1.7.

A Defcimal does not have a NULL value.

5.2.4 Enumerations

Enumerations are encoded as /nt32 values.
An Enumeration does not have a NULL value.

5.2.5 Arrays

One dimensional Arrays are encoded as a sequence of elements preceded by the number of
elements encoded as an Int32 value. If an Array is null, then its length is encoded as —-1. An
Array of zero length is different from an Array that is null so encoders and decoders shall
preserve this distinction.
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Multi-dimensional Arrays are encoded as an Int32 Array containing the dimensions followed
by a list of all the values in the Array. The total number of values is equal to the product of the
dimensions. The number of values is 0 if one or more dimensions are less than or equal to 0.

The

process for reconstructing the multi-dimensional array is described in 5.2.2.16.

5.2.6 Structures

Structures are encoded as a sequence of fields in the order that they appear in the definition.

The

encoding for each field is determined by the built-in type for the field.

All fields specified in the structure shall be encoded. If optional fields exist in the structure

then

see 5.2.7.

Strudtures do not have a null value. If an encoder is written in a programming language
allows structures to have null values, then the encoder shall create a newninstance

defa
in th

The

stru

Uit values for all fields and serialize that. Encoders shall not generate an_encoding
ip situation.

following is an example of a structure using C/C++ syntax:

t Type2

Int32 A;
Int32 B;

stru

t Typel

Inqt32 X;
Byte NoOfY;
Type2* Y;
Int32 7;

b

In th
Whe

I C/C++ example above,.the'Y field is a pointer to an array with a length stored in Ng
encoding an array, thejlength is part of the array encoding so the NoOfY field i

encofed. That said, encaders and decoders use NoOfY during encoding.

An instance of Type1,which contains an array of two TypeZ2 instances would be encode

28-b

te sequencetfthe instance of Typef was encoded in an ExtensionObject it would

4

an afdditional préefix shown in Table 17 which would make the total length 37 bytes
Typefd, Encading and the Length are fields defined by the ExtensionObject. The encodi
the TlypeZ2.instances do not include any type identifier because it is explicitly defined in Ty

that
with
error

OfY.
not

v

d as
have
The
ng of
pef.
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Table 17 — Sample OPC UA Binary Encoded structure

Field Bytes Value
Type Id 4 The identifier for the Type1 Binary Encoding Node
Encoding 1 0x1 for ByteString
Length 4 28
X 4 The value of field 'X'
Y.Length 4 2
Y.A 4 The value of field "Y[0].A'
Y.B 4 The value of field 'Y[0].B'
Y.A 4 The value of field "Y[1].A'
Y.B 4 The value of field 'Y[1].B'
z 4 The value of field 'Z'

The Yalue of the DataTypeDefinition Attribute for a DataType Node describing Type1 is:

Name| Type Description
defaulfEncodingld Nodeld Nodeld of the "Type1_Encoding _‘DéfaultBinary" Node.
baseOataType Nodeld "i=22" [Structure]
structdre Type StructureType Structure_0 [Structure without optional fields]
fields [0] StructureField
name String "X"
depcription LocalizedText Description 0f)X
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1(Sealar)
isQptional Boolean false
fields [1] StructureField
name String "y
depcription LocalizedText Description of Y-Array
dajaType Nodeld Nodeld of the Type2 DataType Node (e.g. "ns=3; s=MyType2")
valueRank Int32 1 (OneDimension)
isQptional Boolean false
fields [2] StructureField
name String "z"
depcription LocalizedText Description of Z
dataType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isOptional Boolean false
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The Value of the DataTypeDefinition Attribute for a DataType Node describing Type2 is:

Name Type Description
defaultEncodingld Nodeld Nodeld of the "Type2_Encoding_DefaultBinary" Node.
baseDataType Nodeld "i=22" [Structure]
structureType StructureType Structure_0 [Structure without optional fields]
fields [0] StructureField
name String "A"
description LocalizedText Description of A
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isQptional Boolean false
fields [1] StructureField
name String "B"
depcription LocalizedText Description of B
dajaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isQptional Boolean false
5.2.7| Structures with optional fields
Strudtures with optional fields are encoded with_an encoding mask preceding a sequenge of
fieldg in the order that they appear in the definition. The encoding for each field is determined
by the data type for the field.

The

bit. Tlhe first optional field is assigned-bit '0', the second optional field is assigned bit '1
so om until all optional fields are assigned bits. A maximum of 32 optional fields can aj

withi
error

The following is an example of a structure with optional fields using C++ syntax:

stru

{

Int32 X;
Int32* Oy
SHytelY;
Int32% 02;

}s

O1a

FncodingMask is a 32-bit unsignedsinteger. Each optional field is assigned exactly

h a single Structure. Unassigned bits are set to 0 by encoders. Decoders shall repd
if unassigned bits are not.0.

t TypeA

one
and
pear
rt an

nd O2 are optional fields which are NULL if not present.

An instance of TypeA which contains two mandatory (X and Y) and two optional (O1 and O2)
fields would be encoded as a byte sequence. The length of the byte sequence depends on the
available optional fields. An encoding mask field determines the available optional fields.

An instance of TypeA where field O2 is available and field O1 is not available would be
encoded as a 13-byte sequence. If the instance of TypeA was encoded in an ExtensionObject
it would have the encoded form shown in Table 18 and have a total length of 22 bytes. The

lengt

h of the Typeld, Encoding and the Length are fields defined by the ExtensionObject.
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Field Bytes Value
Type Id 4 The identifier for the TypeA Binary Encoding Node
Encoding 1 0x1 for ByteString
Length 4 13
EncodingMask 4 0x02 for O2
X 4 The value of X
Y 1 The value of Y
02 4 The value of 02

If a Jtructure with optional fields is subtyped, the subtypes extend the EncodingMask defined

for the parent.

The Yalue of the DataTypeDefinition Attribute for a DataType Node describing TypeA is:

Name| Type Description
defaulfEncodingld Nodeld Nodeld of the "TypeA_Encoding_DéfaultBinary" Node.
baseOataType Nodeld "i=22" [Structure]
structdreType StructureType StructureWithOptionalFields “4/'[Structure without optional fields]
fields [0] StructureField
name String "X"
depcription LocalizedText Description of X
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isQptional Boolean false
fields [1] StructureField
name String "O1"
depcription LocalizedText Description of O1
dajaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isQptional Boolean true
fields [2] StructureField
name String "
depcription LocalizedText Description of Z
dateFyp Nedetd “=2"{SByie}
valueRank Int32 -1 (Scalar)
isOptional Boolean false
fields [3] StructureField
name String "02"
description LocalizedText Description of O2
dataType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isOptional Boolean true
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5.2.8 Unions

Unions are encoded as a switch field preceding one of the possible fields. The encoding for
the selected field is determined by the data type for the field.

The switch field is encoded as a UInt32.

The switch field is the index of the available union fields starting with 1. If the switch field is 0
then no field is present. For any value greater than the number of defined union fields the
encoders or decoders shall report an error.

A Unl'on with no fields present has the same meaning as a NULL value. A Union with any field
presént is not a NULL value even if the value of the field itself is NULL.

The following is an example of a union using C/C++ syntax:

0

Fruct Type?2

Int32 A;
Int32 B;

0

Fruct Typel
Byte Selector;

union
{
Int32 Fieldl;
Type2 Field2;
}

Value;

In the C/C++ example above, the Selector and Value are semantically coupled to fofm a
union. The order of the fields does not\matter.

An instance of Type1 would be encoded as a byte sequence. The length of the byte sequence
depehds on the selected field.

An instance of Type1 where field Field1 is available would be encoded as 8-byte sequenge. If
the ipstance of Type1)was encoded in an ExtensionObject it would have the encoded|form
shown in Table 19 and it would have a total length of 17 bytes. The Typeld, Encoding and the
Length are fieldswdefined by the ExtensionObject.

Table 19 — Sample OPC UA Binary Encoded Structure

Field Bytes Value
Type Id 4 The identifier for Type1
Encoding 1 0x1 for ByteString
Length 4 8
SwitchValue 4 1 for Field1
Field1 4 The value of Field1
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The Value of the DataTypeDefinition Attribute for a DataType Node describing Type1 is:

Name Type Description
defaultEncodingld Nodeld Nodeld of the "Type1_Encoding_DefaultBinary" Node.
baseDataType Nodeld "i=22" [Union]
structureType StructureType Union_2 [Union]
fields [0] StructureField
name String "Field1"
description LocalizedText Description of Field1
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalar)
isQptional Boolean true
fields [1] StructureField
name String "Field2"
depcription LocalizedText Description of Field2
dajaType Nodeld Nodeld of the Type2 DataType Node (e.g-V'ns=3; s=MyType2")
valueRank Int32 -1 (Scalar)
isQptional Boolean true

The Value of the DataTypeDefinition Attribute for a DataType Node describing Type2 is:

Name| Type Description
defaulfEncodingld Nodeld Nodeld of the'/"Type2_Encoding_DefaultBinary" Node.
baseOataType Nodeld "i=22" [Structure]
structdreType StructureType Structure_0 [Structure without optional fields]
fields [0] StructureField

name String "A"

depcription LocalizedText Description of A

dajaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalar)

isQptional Boolean false
fields [1] StructureField

name String "B"

depcription. LocalizedText Description of B

dajaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalar)

isOptional Boolean false

5.2.9 Messages

Messages are Structures encoded as sequence of bytes prefixed by the Nodeld of for the
OPC UA Binary DataTypeEncoding defined for the Message.

Each OPC UA Service described in IEC 62541-4 has a request and response Message. The
DataTypeEncoding IDs assigned to each Service are specified in Clause A.3.
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5.3 OPC UA XML
5.3.1 Built-in Types
5.3.1.1 General

Most built-in types are encoded in XML using the formats defined in XML Schema Part 2
specification. Any special restrictions or usages are discussed below. Some of the built-in
types have an XML Schema defined for them using the syntax defined in XML Schema Part 2.

The prefix xs: is used to denote a symbol defined by the XML Schema specification.

5.3.1[2 Boolean

A Boplean value is encoded as an xs:boolean value.

5.3.1.3 Integer

Integler values are encoded using one of the subtypes of the xs:decimal type. The map
betwgen the OPC UA integer types and XML schema data types are shown in Table 20.

Table 20 — XML Data Type Mappings for Integers

Name XML Type
SByte xs:byte
Byte xs:unsigrnedByte
Int16 xs:short
Uint16 xsiunsignedShort
Int32 xs:int
UiInt32 xs:unsignedint
Int64 xs:long
Uint64 xs:unsignedLong

5.3.1}4 Floating Point

Floating point valuesare encoded using one of the XML floating point types. The map
betwgen the OPC UA floating point types and XML schema data types are shown in Table

Table 21 — XML Data Type Mappings for Floating Points

Name XML Type

Float xs:float

hings

hings
21.

Double xs:double

The XML floating point type supports positive infinity (INF), negative infinity (-INF) and not-a-

number (NaN).

5.3.1.5 String

A String value is encoded as an xs:string value.

5.3.1.6 DateTime

A DateTime value is encoded as an xs:dateTime value.
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All DateTime values shall be encoded as UTC times or with the time zone explicitly specified.

Correct:

2002-10-10T00:00:00+05:00
2002-10-09T19:00:00%Z

Incorrect:

2002-10-09T19:00:00

It is fecommended that all xs:date Time values be represented In UTC format.

The garliest and latest date/time values that can be represented on a DevelopmentPlafform
have|special meaning and shall not be literally encoded in XML.

The ¢arliest date/time value on a DevelopmentPlatform shall be encoded in. XML as '000{1-01-
01T00:00:00Z".

The |atest date/time value on a DevelopmentPlatform shall be encaded in XML as '999p-12-
31T2{3:59:59Z7"

If a| decoder encounters a xs:dateTime value that *cahnot be represented on| the
DevdlopmentPlatform it should convert the value to either-the earliest or latest date/timg that
can be represented on the DevelopmentPlatform. ThexXML decoder should not generaje an
error|if it encounters an out of range date value.

The ¢arliest date/time value on a DevelopmentPlatform is equivalent to a null date/time value.

5.3.1.7 Guid

A Guid is encoded using the string representation defined in 5.1.3.

The XML schema for a Guid is;

<xs:complexType name="Guid">
<¥s:sequence>

<xs:element fiame="String" type="xs:string" minOccurs="0" />
</|Jxs:sequence>

</xd:complexType>

5.3.1.8 ByteString

A ByteString value is encoded as an xs:base64Binary value (see Base64).

The XML schema for a ByteString is:

<xs:element name="ByteString" type="xs:base64Binary" nillable="true"/>

5.3.1.9 XmlElement

An XmlElement value is encoded as an xs:complexType with the following XML schema:

<xs:complexType name="XmlElement">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="1" processContents="lax" />
</xs:sequence>
</xs:complexType>
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XmlElements may only be used inside Variant or ExtensionObject values.

5.3.1.10 Nodeld

A Nodeld value is encoded as an xs:string with the syntax:

ns=<namespaceindex>; <type>=<value>

The elements of the syntax are described in Table 22.

Table 22 — Components of Nodeld

Field Data Type Description

<namgspaceindex> Uint16 The Namespacelndex formatted as a base 10 number.

If the index is 0 then the entire 'ns=0;' clause shall be omitted.

<typej Enumeration A flag that specifies the IdentifierType.
The flag has the following values:

i NUMERIC (UInt32)

s STRING (String)
g GUID (Guid)
b OPAQUE (ByteString)

\%
*

<valug The Identifier encoded as string.

Note that the Identifier may contain any non-null UTF-8 character including
whitespace.

The Identifier is formatted using\the XML data type mapping for the IdentifierTyj

o

Examples of Nodelds:

=13

s=10;i=-1

s=10;s=Hello:World
=09087e75-8e5e-499bx954f-f2a9603db28a
s=1;b=M/RbKBsRVkePCePcx240RA==

The XML schema for a~-Nodeld is:

S QO 5 85 -

<xs:complexType~name="NodeId">
<{s:sequence™

<xs:element name="Identifier" type="xs:string" minOccurs="0"
</|xs:seguence>

</xdq:cdmplexType>

/>

5.3.1.11 ExpandedNodeld

An ExpandedNodeld value is encoded as an xs:string with the syntax:

svr=<serverindex>;ns=<namespaceindex>;<type>=<value>
or
svr=<serverindex>;nsu=<uri>;<type>=<value>

The possible fields are shown in Table 23.
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Table 23 — Components of ExpandedNodeld

Field Data Type Description

<serverindex> Uint32 The Serverindex formatted as a base 10 number.

If the Serverindex is 0 then the entire 'svr=0;' clause shall be omitted.

<namespaceindex> Uint16 The Namespacelndex formatted as a base 10 number.

If the Namespacelndex is 0 then the entire 'ns=0;' clause shall be omitted.

The Namespacelndex shall not be present if the URI is present.

<uri> String The NamespaceUri formatted as a string.
Any reserved characters in the URI shall be replaced with a '%' followed by its 8|bit
ANSI value encoded as two hexadecimal digits (case insensitive). Forexample, [the
character ';' would be replaced by '%3B'.
The reserved characters are ;' and '%".
If the NamespaceUri is null or empty, then 'nsu=;' clause shalllbe omitted.
<typej Enumeration A flag that specifies the IdentifierType.
This field is described in Table 22.
<valug> * The Identifier encoded as string.
This field is described in Table 22.
The XML schema for an ExpandedNodeld is:
<xs:complexType name="ExpandedNodeId'\>
<¥s:sequence>
<xs:element name="Identifier'Wtype="xs:string" minOccurs="0" />
</|[xs:sequence>
</xd:complexType>
5.3.112 StatusCode
A StjgtusCode is encoded as an xs:unsignedint with the following XML schema:
<xs:complexType name="StatusCode">
<ys:sequence>
<xs:elementi_nhame="Code" type="xs:unsignedInt" minOccurs="0" />
</|[xs:sequence>
</xdq:complexPype>
5.3.1113 ( Diagnosticinfo
An DF

<xXs:

complexType name="DiagnosticInfo">

<Xs:sequence>

</

<xs:element name="SymbolicId" type="xs:int" minOccurs="0" />

<xs:element name="NamespaceUri" type="xs:int" minOccurs="0"
<xs:element name="Locale" type="xs:int" minOccurs="0/>

/>

<xs:element name="LocalizedText" type="xs:int" minOccurs="0/>
<xs:element name="AdditionalInfo" type="xs:string" minOccurs="0"/>

<xs:element name="InnerStatusCode" type="tns:StatusCode"
minOccurs="0" />

<xs:element name="InnerDiagnosticInfo" type="tns:DiagnosticInfo”

minOccurs="0" />
XS:sequence>

</xs:complexType>



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 © |IEC 2020 -41 -

Diagnosticinfo allows unlimited nesting which could result in stack overflow errors even if the
message size is less than the maximum allowed. Decoders shall support at least 100 nesting
levels. Decoders shall report an error if the number of nesting levels exceeds what it supports.

5.3.1.14 QualifiedName
A QualifiedName value is encoded as an xs:complexType with the following XML schema:

<xs:complexType name="QualifiedName">
<xs:sequence>
<xs:element name="NamespacelIndex" type="xs:int" minOccurs="0" />

lemant oame - WN oo oW 4 g o W o o o et oM 8 Vo oo nan
P * -

/xs:sequence>
</xq:complexType>

5.3.1l15 LocalizedText
A LogalizedText value is encoded as an xs:complexType with the following XML schema:

<xs:complexType name="LocalizedText">
<Xs:sequence>
<xs:element name="Locale" type="xs:string" minOccurs="0" />
<xs:element name="Text" type="xs:string" minOccurs="0" />
</|Jxs:sequence>
</xd:complexType>

5.3.1116 ExtensionObject
An EktensionObject value is encoded as an xs:complexType with the following XML schema:

<xs:complexType name="ExtensionOb¥yect">
<¥s:sequence>
<xs:element name="Typeld\‘type="tns:NodeId" minOccurs="0" />
<xs:element name="Bodw' )minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:any minQdcurs="0" processContents="lax"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</|[xs:sequenee>
</xd:complexlype>

The pody-6f*the ExtensionObject contains a single element which is either a ByteString or
XML |encoded Structure. A decoder can distinguish between the two by inspecting the top-
levellelement. An element with the name tns:ByteString contains an OPC UA Binary engoded
body. Any other name shall contain an OPC UA XML encoded body. The Typeld specifies the
syntax of a ByteString body which could be UTF-8 encoded JSON, UA Binary or some other
format.

The Typeld is the Nodeld for the DataTypeEncoding Object.
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5.3.1.17 Variant
A Variant value is encoded as an xs:complexType with the following XML schema:

<xs:complexType name="Variant">
<xXs:sequence>
<xs:element name="Value" minOccurs="0" nillable="true">
<xs:complexType>
<xs:sequence>
<xs:any minOccurs="0" processContents="lax"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</|Jxs:sequence>
</xd:complexType>

If thg Variant represents a scalar value, then it shall contain a single child_é€lement with the
name of the built-in type. For example, the single precision floating point value 3,141 5 Would
be encoded as:

<tns|:Float>3.1415</tns:Float>

If the¢ Variant represents a single dimensional array, then  if shall contain a single |child
element with the prefix 'ListOf' and the name built-in type. Fop example, an Array of sfrings
would be encoded as:

<tngq:ListOfString>
<fgns:String>Hello</tns:String>
<fgns:String>World</tns:String>

</trys:ListOfString>

If thg Variant represents a multidimensional*Array, then it shall contain a child elemenf with
the name 'Matrix' with the two sub-elemgnts shown in this example:

<tnd:Matrix>

<fns:Dimensions>
<tns:Int32>2</tns:Int32>
<tns:Int32>2</tnst Lht32>
</ltns:Dimensions>
<fns:Elements>
<tns:String>A</tns:String>
<tns:String®B</tns:String>
<tns:String>C</tns:String>
<tns:St¥ing>D</tns:String>

</ltns:Elements>
</trs:Matrix>

In this example, the array has the following elements:

[0,0] — UAU; [O,l} — llB"; [l,O} — llcll; [1,1] = "p"

The elements of a multi-dimensional Array are always flattened into a single dimensional
Array where the higher rank dimensions are serialized first. This single dimensional Array is
encoded as a child of the 'Elements' element. The 'Dimensions' element is an Array of Int32
values that specify the dimensions of the array starting with the lowest rank dimension. The
multi-dimensional Array can be reconstructed by using the dimensions encoded. All
dimensions shall be specified and shall be greater than zero. If the dimensions are
inconsistent with the number of elements in the array, then the decoder shall stop and raise a
Bad_DecodingError.

The complete set of built-in type names is found in Table 1.
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5.3.1.18 DataValue
A DataValue value is encoded as a xs:complexType with the following XML schema:

<xs:complexType name="DataValue">
<xs:sequence>

<xs:element name="Value" type="tns:Variant" minOccurs="0"
nillable="true" />

<xs:element name="StatusCode" type="tns:StatusCode"
minOccurs="0" />

<xs:element name="SourceTimestamp" type="xs:dateTime"
minOccurs="0" />

<xs:element name="SourcePicoseconds" type="xs:unsignedShort"
minOccurs="0"/>

<xs:element name="ServerTimestamp" type="xs:dateTime"
minOccurs="0" />

<xs:element name="ServerPicoseconds" type="xs:unsignedShort"
minOccurs="0"/>
</|xs:sequence>

</xdq:complexType>

5.3.2 Decimal

A Defcimal Value is a encoded as an xs:complexType with the following XML schema:

<xs:complexType name="Decimal">
<¥s:sequence>
<xs:element name="Typeld" type="tns:NodeId" minOccurs="0" />
<xs:element name="Body" minOccurie="0">
<xs:complexType>
<xs:sequence>
<xs:element name="Scale' type="xs:unsignedShort" />
<xs:element name="Valde" type="xs:string" />
</xs:sequence>
</xs:complexType>
</xs:element>
</|[xs:sequence>
</xd:complexType>

The Nodeld is always.the Nodeld of the Decimal DataType. When encoded in a Varian
Decimal is encoded as an ExtensionObject. Arrays of Decimals are Array

ExtepsionObjects:

The Valuesis*a base-10 signed integer with no limit on size. See 5.1.7 for a description ¢

Scal¢ and_Value fields.

t the
5 of

f the

5.3.3 Enumerations

Enumerations that are used as parameters in the Messages defined in |IEC 62541-4 are

encoded as xs:string with the following syntax:

<symbol> <value>

The elements of the syntax are described in Table 24.
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Table 24 - Components of Enumeration

Field Type Description
<symbol> |String The symbolic name for the enumerated value.
<value> UInt32 The numeric value associated with enumerated value.

For example, the XML schema for the NodeClass enumeration is:

<xs:simpleType name="NodeClass">

< croestriction baoscso="vg-.-ctring"
=)

<xs:enumeration value="Unspecified 0" />
<xs:enumeration value="Object 1" />
<xs:enumeration value="Variable 2" />
<xs:enumeration value="Method 4" />
<xs:enumeration value="ObjectType 8" />
<xs:enumeration value="VariableType 16" />
<xs:enumeration value="ReferenceType 32" />
<xs:enumeration value="DataType 64" />
<xs:enumeration value="View 128" />
</[xs:restriction>
</xdq:simpleType>

Enumerations that are stored in a Variant are encoded as an /nt32 value.

For gxample, any Variable could have a value with a/DataType of NodeClass. In this case, the
corrgsponding numeric value is placed in the Variant (e.g. NodeClass Object would be sfored
asafl).

5.3.4 Arrays

One |dimensional Array parameters-are always encoded by wrapping the elements|in a
contginer element and inserting thé)container into the structure. The name of the container
element should be the name of the parameter. The name of the element in the array shall be
the type name.

For gxample, the Read_ service takes an array of ReadValuelds. The XML schema would| look
like:

<xs:complexType: name="ListOfReadValueId">
<¥s:sequefice>

<xs:element name="ReadValueId" type="tns:ReadValueId"
miOccurs="0" maxOccurs="unbounded" nillable="true" />
</|xs'i'sequence>

</xd:cemplexType>

The nillable attribute shall be specified because XML encoders will drop elements in arrays if
those elements are empty.

Multi-dimensional Array parameters are encoded using the Matrix type defined in 5.3.1.17.

5.3.5 Structures

Structures are encoded as a xs:complexType with all of the fields appearing in a sequence.
All fields are encoded as an xs:element. All elements have minOccurs set 0 to allow for
compact XML representations. If an element is missing the default value for the field type is
used. If the field type is a structure, the default value is an instance of the structure with
default values for each contained field.

Types which have a NULL value defined shall have the nillable="true" flag set.
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For example, the Read service has a ReadValueld structure in the request. The XML schema
would look like:

<xXSs:
<x

complexType name="ReadValueId">
S:sequence>
<xs:element name="NodeId" type="tns:NodeId"
minOccurs="0" nillable="true" />
<xs:element name="AttributeId" type="xs:int" minOccurs="0" />
<xs:element name="IndexRange" type="xs:string"
minOccurs="0" nillable="true" />
<xs:element name="DataEncoding" type="tns:NodeId"
minOccurs="0" nillable="true" />

</|[xs:sequence>

</x3

5.3.6

Strud

appepring in a sequence. The first element is a bit mask that specgifies what fields
encofled. The bits in the mask are sequentially assigned to optional _fields in the order

:complexType>

Structures with optional fields

tures with optional fields are encoded as an xs:complexType with .all of the

appegr in the Structure.

To a

low for compact XML, any field can be omitted from the XML so decoders shall a

defadlt values based on the field type for any mandatory fields.

For ¢xample, the following Structure has one mandatory and two optional fields. The
schema would look like:

<XS:
<X

<
</X3

In the example above,the EncodingMask has a value of 3 if both O1 and O2 are encq

complexType name="OptionalType">

S:sequence>

<xs:element name="EncodingMask' type="xs:unsignedLong" />
<xs:element name="X" type="Xs:int" minOccurs="0" />
<xs:element name="01" type“"xs:int" minOccurs="0" />
<xs:element name="Y" type="xs:byte" minOccurs="0" />
<xs:element name="02" type="xs:int" minOccurs="0" />
XS:sequence>

:complexType>

Encoders shall set unused bits to 0 and decoders shall ignore unused bits.

If a §
for th

5.3.7

ields
are
they

5Sign

XML

ded.

tructure with optional fields is subtyped, the subtypes extend the EncodingMask deffined

e parent.

Unions

Unions are encoded as an xs:complexType containing an xs:sequence with two entries.

The first entry in the sequence is the SwitchField xs:element and specifies a numeric value
which identifies which element in the xs:choice is encoded. The name of the element may be
any valid text.

The second entry in the sequence is an xs:choice which specifies the possible fields. The
order in the xs:choice determines the value of the SwitchField when that choice is encoded.
The first element has a SwitchField value of 1 and the last value has a SwitchField equal to

the n

umber of choices.

No additional elements in the sequence are permitted. If the SwitchField is missing or 0 then
the union has a NULL value. Encoders or decoders shall report an error for any SwitchField
value greater than the number of defined union fields.
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For example, the following union has two fields. The XML schema would look like:

<xs:complexType name="Typel">
<xs:sequence>
<xs:element name="SwitchField"
type="xs:unsignedInt" minOccurs="0"/>
<xs:choice>
<xs:element name="Fieldl" type="xs:int" minOccurs="0"/>
<xs:element name="Field2" type="tns:Field2" minOccurs="0"/>
</xs:choice>
</xs:sequence>
</xs:complexType>

5.3.8 Messages

Mesgages are encoded as an xs:complexType. The parameters in each(WMessagq are
serialized in the same way the fields of a Structure are serialized.

5.4 | OPC UA JSON
5.4.1 General

The JSON DataEncoding was developed to allow OPC UA applications to interoperate| with
web pnd enterprise software that use this format. The OPC "UA JSON DataEncoding degfines
standard JSON representations for all OPC UA Built-In types.

The JSON format is defined in RFC 7159. It is partially/self-describing because each field has
a name encoded in addition to the value; however,JSON has no mechanism to qualify names
with pamespaces.

The USON format does not have a published standard for a schema that can be us¢d to
descfibe the contents of a JSON document. However, the schema mechanisms defined i this
document can be used to describe JSON documents. Specifically, the DataTypeDescrlption
strucfure defined in IEC 62541-3 can define any JSON document that conforms to the Jrules
descfibed below.

Servers that support the JSON DataEncoding shall add DataTypeEncoding Nodes dalled
"Defgult JSON" to all DataTypes which can be serialized with the JSON encoding.| The
Nodglds of these Nodes are defined by the information model which defines the DataType.
These Nodelds are used in ExtensionObjects as described in 5.4.2.16.

Ther¢ are twodmportant use cases for the JSON encoding: Cloud applications which congsume
PubSub messages and JavaScript Clients (JSON is the preferred serialization formgt for
Javapcript)s For the Cloud application use case, the PubSub message needs to be|self-
conts
namé 5
incoming messages, so artefacts in the DataEncoding that exist to ensure fidelity during
decoding are not necessary. For this reason, this DataEncoding defines a 'non-reversible'
form which is designed to meet the needs of Cloud applications. Applications, such as
JavaScript Clients, which use the DataEncoding for communication with other OPC UA
applications use the normal or 'reversible' from. The differences, if any, between the
reversible and non-reversible forms are described for each type.

5.4.2 Built-in Types
5.4.2.1 General
Any value for a Built-In type that is NULL shall be encoded as the JSON literal 'null' if the

value is an element of an array. If the NULL value is a field within a Structure or Union, the
field shall not be encoded.
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5.4.2

.2 Boolean

A Boolean value shall be encoded as the JSON literal 'true' or 'false’.

5.4.2

Integ

3 Integer

er values other than /Int64 and Ulnt64 shall be encoded as a JSON number.

Int64 and UInt64 values shall be formatted as a decimal number encoded as a JSON string

(See

the XML encoding of 64-bit values described in 5.3.1.3).

5.4.2

Norni

Sped

.4 Floating point

al Float and Double values shall be encoded as a JSON number.

ial floating-point numbers such as positive infinity (INF), negative infinity (-INF) and not-

a-number (NaN) shall be represented by the values "Infinity", "-Infinity" and "NaN" encode¢d as

aJdS
numi

5.4.2,

Strin

Any
RFC

5.4.2

Date

Date
shall
Durir]

supp

Date

5.4.2
Guid

ers.

5 String

g values shall be encoded as JSON strings.

tharacters which are not allowed in JSON strings ‘are escaped using the rules defin
7159.

.6 DateTime

lime values which exceed the minimum or maximum values supported on a pla

be encoded as "0001-01-01T00:00:00Z" or "9999-12-31T23:59:59Z", respect
g decoding, these values shall be converted to the minimum or maximum v
prted on the platform:

Fime values equal to "0001-01-01T00:00:00Z" are considered to be NULL values.

.7 Guid

values shall be formatted as described in 5.1.3 and encoded as a JSON string.

DN string. See 5.2.2.3 for more information on the different types-of special floatingpoint

ed in

lime values shall be formatted as specified by ISO 8601-1:2019 and encoded as a JSON
string.

form
vely.
hlues

5.4.2

.8 ByteString

ByteString values shall be formatted as a Base64 text and encoded as a JSON string.

Any characters which are not allowed in JSON strings are escaped using the rules defined in

RFC

5.4.2

7159.

.9 XmlElement

XmlElement value shall be encoded as a String as described in 5.3.1.9.

5.4.2

.10 Nodeld

Nodeld values shall be encoded as a JSON object with the fields defined in Table 25.
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The abstract Nodeld structure is defined in IEC 62541-3 and has three fields: Identifier,
IdentifierType and Namespacelndex. The representation of these abstract fields is described
in Table 25.

Table 25 — JSON Object Definition for a Nodeld

Name

Description

IdType

The IdentifierType encoded as a JSON number.
Allowed values are:

0 — UInt32 Identifier encoded as a JSON number.

1 — A String ldentifier encoded as a JSON string.
2 — A Guid Identifier encoded as described in 5.4.2.7.
3 — A ByteString Identifier encoded as described in 5.4.2.8.

This field is omitted for UInt32 identifiers.

The Identifier.

The value of the id field specifies the encoding of this field.

Namejspace

The Namespacelndex for the Nodeld.
The field is encoded as a JSON number for the reversible enceding.
The field is omitted if the Namespacelndex equals 0.

For the non-reversible encoding, the field is the NamespaceUri associated with the
Namespacelndex, encoded as a JSON string.

A Namespacelndex of 1 is always encoded as adSON number.

5.4.2.11

ExpandedNodeld

ExpandedNodeld values shall be encoded as a JSON object with the fields defingd in

Table 26.

The |abstract ExpandedNodeld-structure is defined in IEC 62541-3 and has five f

Identifier,

IdentifierType, .~Namespacelndex, NamespaceUri and Serverindex.

reprgsentation of these abstract fields is described in Table 26.

elds:
The
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Table 26 — JSON Object Definition for an ExpandedNodeld

Name Description

IdType The IdentifierType encoded as a JSON number.

Allowed values are:
0 — UInt32 Identifier encoded as a JSON number.
1 — A String ldentifier encoded as a JSON string.
2 — A Guid Identifier encoded as described in 5.4.2.7.
3 — A ByteString Identifier encoded as described in 5.4.2.8.

This field is omitted for UInt32 identifiers.

The Identifier.

The value of the 't' field specifies the encoding of this field.

Namejspace The Namespacelndex or the NamespaceUri for the ExpandedNodeld.

If the NamespaceUri is not specified, the Namespacelndex is encoded with these rules:
The field is encoded as a JSON number for the reversible encoding,
The field is omitted if the Namespacelndex equals 0.

For the non-reversible encoding the field is the NamespaceUri associated with the
Namespacelndex encoded as a JSON string.

A Namespacelndex of 1 is always encoded as a JSON, number.

If the NamespaceUri is specified it is encoded as a §SON string in this field.

ServerUri The Serverindex for the ExpandedNodeld.
This field is encoded as a JSON number for the reversible encoding.
This field is omitted if the Serverindex equals 0.
For the non-reversible encoding, this*field is the ServerUri associated with the Serverindex pgrtion
of the ExpandedNodeld, encoded as\ya JSON string.
5.4.2112 StatusCode
StatysCode values shall be gncoded as a JSON number for the reversible encoding.
For the non-reversible-form, StatusCode values shall be encoded as a JSON object with the

fieldg

defined in Tabte-27.

Table 27 — JSON Object Definition for a StatusCode

Name Description
Code The numeric code encoded as a JSSON number.
The Code is omitted if the numeric code i1s 0 (Good).
Symbol The string literal associated with the numeric code encoded as JSON string.

e.g. 0x8B0AB000O has the associated literal "BadlnvalidArgument".

The Symbol is omitted if the numeric code is 0 (Good).

A StatusCode of Good (0) is treated like a NULL and not encoded. If it is an element of an
JSON array it is encoded as the JSON literal 'null'.

5.4.2

.13 Diagnosticinfo

Diagnosticinfo values shall be encoded as a JSON object with the fields shown in Table 28.
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Table 28 — JSON Object Definition for a Diagnosticinfo

Name Data Type Description
Symbolicld Int32 A symbolic name for the status code.
NamespaceUri Int32 A namespace that qualifies the symbolic id.
Locale Int32 The locale used for the localized text.
LocalizedText Int32 A human readable summary of the status code.
Additionallnfo String Detailed application-specific diagnostic information.
InnerStatusCode StatusCode A status code provided by an underlying system.
InnerDiagnosticinfo Diagnosticlnfo Diagnostic info associated with the inner status code.

Each
colun

The

field is encoded using the rules defined for the built-in type specified in(the Data
nn.

Symbolicld, NamespaceUri, Locale and LocalizedText fields are. encoded as J

Type

SON

numbers which reference the StringTable contained in the Responsetieader.
5.4.2.14 QualifiedName
QualjfiedName values shall be encoded as a JSON object with the fields shown in Table 29.
The abstract QualifiedName structure is defined in IEC)62541-3 and has two fields Namg¢ and
Namespacelndex. The Namespacelndex is represented by the Uri field in the JSON objedt.
Table 29 — JSON Object Definition for a QualifiedName
Name Description
Name] The Name component of the QualifiedName.
Uri The Namespacelndex companent of the QualifiedName encoded as a JSON number.
The Uri field is omitted(if'the Namespacelndex equals 0.
For the non-reversible'form, the NamespaceUri associated with the Namespacelndex portion pf the
QualifiedName is encoded as JSON string unless the Namespacelndex is 1 or if NamespaceUri is
unknown. In these cases, the Namespacelndex is encoded as a JSON number.
5.4.2115 LocalizedText
LocalizedTextvalues shall be encoded as a JSON object with the fields shown in Table 3.
The pbstract LocalizedText structure is defined in IEC 62541-3 and has two fields Tex{ and
Locale:
Table 30 — JSON Object Definition for a LocalizedText
Name Description
Locale The Locale portion of LocalizedText values shall be encoded as a JSON string
Text The Text portion of LocalizedText values shall be encoded as a JSON string.

For the non-reversible form, LocalizedText value shall be encoded as a JSON string
containing the Text component.
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5.4.2.16

ExtensionObject

ExtensionObject values shall be encoded as a JSON object with the fields shown in Table 31.

Table 31 — JSON Object Definition for an ExtensionObject

Name Description

Typeld The Nodeld of a DataTypeEncoding Node formatted using the rules in 5.4.2.10.

Encoding The format of the Body field encoded as a JSON number.
This value is 0 if the body is Structure encoded as a JSON object (see 5.4.6).
This value is 1 if the body is a ByteString value encoded as a JSON string (see 5.4.2.8).
This value is 2 if the body is an Xm/IElement value encoded as a JSON string (see 5.4,2,9)«
This field is omitted if the value is 0.

Body Body of the ExtensionObject. The type of this field is specified by the Encoding field.

If the Body is empty, the ExtensionObject is NULL and is omitted or encoded.as a JSON null.

For fhe non-reversible form, ExtensionObject values shall be encoded as a JSON o
contgining only the value of the Body field. The Typeld and Encoding fields are dropped.

5.4.2.17

Varignt values shall be encoded as a JSON object with the fields shown in Table 32.

Variant

Table 32 — JSON Object Definition for a Variant

bject

Name

Description

Type

If type is 0 (NULL) the Variant contains a NULL value and the containing JSON object shall b
omitted or replaced by the JSON literal 'null' (when an element of a JSON array).

The Built-in type for the value contained in the Body (see Table 1) encoded as a JSON numbeér.

Y

Body

If the value is a scalar itfis encoded using the rules for type specified for the Type.
If the value is a one-dimensional array it is encoded as a JSON array (see 5.4.5).

Multi-dimensional arrays are encoded as a one dimensional JSON array which is reconstructg
using the value‘of the Dimensions field (see 5.2.2.16).

Dimenpsions

The dimensions of the array encoded as a JSON array of JSON numbers.

The _Dimensions are omitted for scalar and one-dimensional array values.

For the non-reversible form, Variant values shall be encoded as a JSON object contdi
the ;value of the Body field. The Type and Dimensions fields are dropped.

only
dime

5.4.2.18

DataValue

DataValue values shall be encoded as a JSON object with the fields shown in Table 33.
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Table 33 — JSON Object Definition for a DataValue

Name Data Type Description
Value Variant The value.
Status StatusCode The status associated with the value.
SourceTimestamp DateTime The source timestamp associated with the value.
SourcePicoSeconds Uint16 The number of 10 picosecond intervals for the SourceTimestamp.
ServerTimestamp DateTime The Server timestamp associated with the value.
ServerPicoSeconds Uint16 The number of 10 picosecond intervals for the ServerTimestamp.

If a fleld has a null or default value it is omitted. Each field is encoded using the rules defined
for the built-in type specified in the Data Type column.

5.4.3 Decimal

Decimal values shall be encoded as a JSON object with the fields in Table 34.

Table 34 — JSON Object Definition for a,Decimal

Name Description
Scale A JSON number with the scale applied to the Value.
Value| A JSON string with the Value encoded as a base-=10/signed integer.
(See the XML encoding of Integer values described in 5.3.1.3).

See $.1.7 for a description of the Scale andValue fields.

5.4.4 Enumerations

Enumeration values shall be encaded as a JSON number for the reversible encoding.

For the non-reversible form;y Enumeration values are encoded as literals with the yalue
appended as a JSON string.

The format of the string literal is:

<namp> <value>

wherg the.name is the enumeration literal and the value is the numeric value.

If the literal is not known to the encoder, the numeric value is encoded as a JSON string.

5.4.5 Arrays

One dimensional Arrays shall be encoded as JSON arrays.
If an element is NULL, the element shall be encoded as the JSON literal 'null'.
Otherwise, the element is encoded according to the rules defined for the type.

Multi-dimensional Arrays are encoded as nested JSON arrays. The outer array is the first
dimension and the innermost array is the last dimension. For example, the following matrix
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023
134

is encoded in JSON as

5.4.6 Structures

Structures shall be encoded as JSON objects.

If thel value of a field is NULL it shall be omitted from the encoding.

For gxample, instances of the structures:

0

Fruct Type2

Int32 A;
Int32 B;
Char* C;

sgruct Typel

Int32 X;
Int32 NoOfY;
Type2* Y;
Int32 Z;

are represented in JSON as:

"X":1234,
IIYII: [ { llAll:l’ IIB":2’ llCll:llHellO" }[ { IIAII:3’ IIBII:4 } ]’
"Z":5678

wherg "C" is omitted from the.sécond TypeZ2 instance because it has a NULL value.

D

5.4.7 Structures with.optional fields

Strudtures with optienalfields shall be encoded as JSON objects as shown in Table 35.

Table’35 — JSON Object Definition for a Structure with Optional Fields

Name Description

EncodingMask |A bit mask indicating what fields are encoded in the structure (see 5.2.7)

This mask is encoded as a JSON number.

The bits are sequentially assigned to optional fields in the order that they are defined.

<FieldName> The fields' structure is encoded according to the rules defined for their DataType.

For the non-reversible form, Structures with optional fields are encoded like Structures.

If a Structure with optional fields is subtyped, the subtypes extend the EncodingMask defined
for the parent.

The following is an example of a structure with optional fields using C++ syntax:
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struct TypeA

{

Int32 X;
Int32* 0O1;
SByte Y;
Int32* 02;

}i

01 and O2 are optional fields where a NULL indicates that the field is not present.

Assume that O1 is not specified and the value of O2 is 0.

The 1

where decoders would assign the default value of 0 to O2 since the mask(bit’is set,

thoug

would mark O1 as 'not specified'.

5.4.8

Uniops shall be encoded as JSON objects as shown in Table 36 _for the reversible encodi

eversible encoding would be:

"EncodingMask": 2, "x": 1, "y": 2 }

h the field was omitted (this is the behaviour defined for the Int32 DataType). Decq

Unions

Table 36 — JSON Object Definitionfor a Union

2020

even
ders

=

g.

Name Description
SwitchField The identifier for the field in the Union whichjissencoded as a JSON number.
Value] The value of the field encoded using the rules that apply to the data type.
For the non-reversible form, Union valuées are encoded using the rule for the current valug.

For ¢

xample, instances of the union:
fruct Unionl

Byte Selector;

{

Int32 A;

Double B;

Char* C;

Value®

woul

{

In no

3

5.4.9

"SwitchField":2, "Value":3.1415 }

n- reversible form, it is represented as:

.1415

Messages

Messages are encoded ExtensionObjects (see 5.4.2.16).
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6 Message SecurityProtocols

6.1 Security handshake

All SecurityProtocols shall implement the OpenSecureChannel and CloseSecureChannel
services defined in IEC 62541-4. These Services specify how to establish a SecureChannel
and how to apply security to Messages exchanged over that SecureChannel. The Messages
exchanged and the security algorithms applied to them are shown in Figure 10.

SecurityProtocols shall support three SecurityModes: None, Sign and SignAndEncrypt. If the
SecurityMode is _None then no_security is _used and the security handshake shown in
Figufe 10 is not required. However, a SecurityProtocol implementation shall still mainthin a
logical channel and provide a unique identifier for the SecureChannel.

Client Server

OpenSecureChannel Request

\

AsymmetricSignatureAlgorithm

N - — Signed with Client Private Key AsymmetricEncryptionAlgorittjm
or
\ . . —_— - . .
N Encrypted with Server Public Key g%%zﬁz;‘ﬁil&"“)’tﬁzﬁf\'lggm:1
AN
7/
N s
N OpenSecureChannel Response
N
7/

Signed with Server Private Key s

Encrypted with Client Public Key

CreateSessionyRequest

-
|

. ) . - - — o )
Sylnmetric EncryptionAlgortam Signed with Client’'Signing Key —| = iér;&flt\;:tﬁ)lg;?;zrrﬁﬁgonthm
Kel De”"""“°”A'g°Thm T T T — = Encrypted.with Server Encryption Key DerivedSignatureKeyLength
7
N
N Ve
N ) 7
N CreateSession Response s

N |-

»
N Signed with Server Signing Key

A Encrypted with Client Encryption Key

Figure 10 — Security handshake

Each| SecurityProtocol mapping specifies exactly how to apply the security algorithms tp the
MesdageA.set of security algorithms that shall be used together during a security handg
lled a SecurityPolicy.

A Stack is expected to have built in knowledge of the SecurityPolicies that it supports.
Applications specify the SecurityPolicy they wish to use by passing the URI to the Stack.

Table 37 defines the contents of a SecurityPolicy. Each SecurityProtocol mapping specifies
how to use each of the parameters in the SecurityPolicy. A SecurityProtocol mapping may not
make use of all of the parameters.
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Table 37 — SecurityPolicy

Name Description

PolicyUri The URI assigned to the SecurityPolicy.
SymmetricSignatureAlgorithm The symmetric signature algorithm to use.
SymmetricEncryptionAlgorithm The symmetric encryption algorithm to use.
AsymmetricSignatureAlgorithm The asymmetric signature algorithm to use.
AsymmetricEncryptionAlgorithm The asymmetric encryption algorithm to use.
MinAsymmetricKeyLength The minimum length, in bits, for an asymmetric key.
MaxAs$ymmetricKeyLength The maximum length, in bits, for an asymmetric key.
KeyDgrivationAlgorithm The key derivation algorithm to use.

DerivgdSignatureKeyLength The length in bits of the derived key used for Message authentication.
CertificateSignatureAlgorithm The asymmetric signature algorithm used to sign certificates,
SecurgChannelNoncelLength The length, in bytes, of the Nonces exchanged when créating a SecureCharpel.

The KeyDerivationAlgorithm is used to create the keys used to secure Messages sent|over
the [SecureChannel. The length of the keys used for efcryption is implied by the
SymmetricEncryptionAlgorithm. The length of the keys used for creating Signaturés is
specified by the DerivedSignatureKeyLength.

The MinAsymmetricKeyLength and MaxAsymmetricKeyLength are constraints that apply fto all
Certificates (including Issuers in the chain). In addition, the key length of issued Certificates
shall|be less than or equal to the key length of thejissuer Certificate. See 6.2.3 for informjation
on Certificate chains.

The | CertificateKeyAlgorithm and EphemeralKeyAlgorithm are used to generate | new
asynimetric key pairs used with Certificates and during the SecureChannel handslake.
IEC 62541-7 specifies the bit lengths that need to be supported for each SecurityPolicy.

The [CertificateSignatureAlgoritim applies to the Certificate and all Issuer Certificates| If a
CertificateSignatureAlgorithim yallows for more than one algorithm then the algorithmg are
listed in order of increasing priority. Each Issuer in a chain shall have an algorithm that is the
samg¢ or higher priority than any Certificate it issues.

The |SecureChannelNoncelLength specifies the length of the Nonces exhanged when
establishing a SecureChannel (see 6.7.4).

6.2 Certificates

6.2.1 General

OPC UA applications use Certificates to store the Public Keys needed for Asymmetric
Cryptography operations. All SecurityProtocols use X.509 v3 Certificates (see X.509 v3)
encoded using the DER format (see X690). Certificates used by OPC UA applications shall
also conform to RFC 3280 which defines a profile for X.509 v3 Certificates when they are
used as part of an Internet based application.

The  ServerCertificate and ClientCertificate  parameters used in the abstract
OpenSecureChannel service are instances of the Application Instance Certificate Data Type.
6.2.2 describes how to create an X.509 v3 Certificate that can be used as an Application
Instance Certificate.
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6.2.2

Application Instance Certificate

— 57—

An Application Instance Certificate is a ByteString containing the DER encoded form (see
X690) of an X.509 v3 Certificate. This Certificate is issued by certifying authority and
identifies an instance of an application running on a single host. The X.509 v3 fields contained
in an Application Instance Certificate are described in Table 38. The fields are defined
completely in RFC 3280.

Table 38 also provides a mapping from the RFC 3280 terms to the terms used in the abstract
definition of an Application Instance Certificate defined in IEC 62541-4.

Table 38 — Application Instance Certificate

Name|

IEC 62541-4
Parameter Name

Description

Applic]

btion Instance Certificate

An X.509 v3 Certificate.

vergion

version

shall be "V3"

seri

bINumber

serialNumber

The serial number assigned by the issuer:

signatureAlgorithm

signatureAlgorithm

The algorithm used to sign the Ceftifieate.

signjature

signature

The signature created by the-ssuer.

issuer

issuer

The distinguished name-ofi¢he Certificate used to create the
signature.

The issuer field is’completely described in RFC 3280.

vali

ity

validTo, validFrom

When the Ceritificate becomes valid and when it expires.

sub

lect

subject

The distinguished name of the application Instance.

The Common Name attribute shall be specified and should be t
productName or a suitable equivalent. The Organization Name
attribute shall be the name of the Organization that executes th
application instance. This organization is usually not the vendof
application.

Other attributes may be specified.

The subject field is completely described in RFC 3280.

N4

of the

sub,

lectAltName

applicationUri,

hostnames

The alternate names for the application /nstance.

Shall include a uniformResourceldentifier which is equal to the
applicationUri. The URI shall be a valid URL (see RFC 1738) ol
valid URN (see RFC 2141).

Servers shall specify a partial or a fully qualified dNSName or 4
IPAddress which identifies the machine where the application
Instance runs. Additional dNSNames may be specified if the m3
has multiple names.

The subjectAltName field is completely described in RFC 3280,

static

chine

pub

icKey,

publicKey

The public key associated with the Certificate.

key

Usage

keyUsage

Specifies how the Certificate key may be used.

Shall include digitalSignature, nonRepudiation, keyEncipherment and

dataEncipherment.

Other key uses are allowed.

extendedKeyUsage

keyUsage

Specifies additional key uses for the Certificate.
Shall specify 'serverAuth and/or clientAuth.

Other key uses are allowed.

authorityKeyldentifier

(no mapping)

Provides more information about the key used to sign the Certificate.

It shall be specified for Certificates signed by a CA. It should be
specified for self-signed Certificates.
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6.2.3 Certificate Chains

Any X.509 v3 Certificate may be signed by CA which means that validating the signature
requires access to the X.509 v3 Certificate belonging to the signing CA. Whenever an
application validates a signature it shall recursively build a chain of Certificates by finding the
issuer Certificate, validating the Certificate and then repeating the process for the issuer
Certificate. The chain ends with a self-signed Certificate.

The number of CAs used in a system should be small so it is common to install the necessary
CAs on each machine with an OPC UA application. However, applications have the option of
including a partial or complete chain whenever they pass a Certificate to a peer during the
SecureCtranmetTregotiatiom—and—durinmg—the—CreateSessionfActivate Sessior tramdstrake.  All
OPC|UA applications shall accept partial or complete chains in any field that contains-a|DER
encofed Certificate.

Chains are stored in a ByteString by simply appending the DER encoded/form of the
Certificates. The first Certificate shall be the end Certificate followed by its'issuer. If thg root
CA ig sent as part of the chain, the last Certificate is appended to the ByteSiring.

Chains are parsed by extracting the length of each Certificate fram-the DER encoding| For
Certificates with lengths less than 65 535 bytes, it is an MSB encoded UlInt16 starting gt the
third pyte.

6.3 | Time synchronization

All SecurityProtocols require that system clocks on-communicating machines be reasonably
synchronized in order to check the expiry times fer ‘Certificates or Messages. The amoynt of
clock skew that can be tolerated dependscon the system security requirements| and
applifations shall allow administrators to configure the acceptable clock skew when verifying
timegq. A suitable default value is 5 minutes:

The Network Time Protocol (NTP) provides a standard way to synchronize a machine flock
with [a time server on the network. Systems running on a machine with a full feajured
operating system like Windows or“Linux will already support NTP or an equivalent. Deyices
running embedded operating systems should support NTP.

If a device operating system cannot practically support NTP then an OPC UA application can
use the Timestamps ja‘the ResponseHeader (see |IEC 62541-4) to synchronize its clogk. In
this gcenario, the OPC-UA application will need to know the URL for a Discovery Server|on a
machine known to.have the correct time. The OPC UA application or a separate background
utility would call\the FindServers Service and set its clock to the time specified in the
ResdonseHeader. This process will need to be repeated periodically because clocks carn drift
over ftime.

6.4 | UTC and International Atomic Time (TAI)

All times in OPC UA are in UTC, however, UTC can include discontinuities due to leap
seconds or repeating seconds added to deal with variations in the earth's orbit and rotation.
Servers that have access to source for International Atomic Time (TAl) may choose to use
this instead of UTC. That said, Clients always need to be prepared to deal with discontinuities
due to the UTC or simply because the system clock is adjusted on the Server machine.

6.5 Issued User Identity Tokens
6.5.1 Kerberos

Kerberos UserldentityTokens can be passed to the Server using the IssuedldentityToken. The
body of the token is an XML element that contains the WS-Security token as defined in the
Kerberos Token Profile (Kerberos) specification.
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Servers that support Kerberos authentication shall provide a UserTokenPolicy which specifies
what version of the Kerberos Token Profile is being used, the Kerberos Realm and the
Kerberos Principal Name for the Server. The Realm and Principal name are combined
together with a simple syntax and placed in the issuerEndpointUri as shown in Table 39.

Table 39 — Kerberos UserTokenPolicy

Name Description
tokenType ISSUEDTOKEN_3
issuedTypeType http://docs.oasis-open.org/wss/oasis-wss-kerberos-token-profile-1.1
issuerEndpointUri A string with the form \\<realm>\<server principal name> where

<realm> is the Kerberos realm name (e.g. Windows Domain);

<server principal name> is the Kerberos principal name for the OPC UA Server.

The
Serv

contrpller as the Kerberos provider.

6.5.2l JSON Web Token (JWT)

JSON Web Token (JWT) UserldentityTokens can be _passed to the Server using

RFC

Serv
Auth
servi
The

IssugdldentityToken. The body of the token is a string that contains the JWT as defin
7159.
brs that support JWT authentication shall proyvide a UserTokenPolicy which specifie

settings for JWT are defined in Table 40z

nterface between the Client and Server applications and the Kerbéeros Authentic
ce is application specific. The realm is the DomainName when using a Windows Do

prization Service which provides the token*and the parameters needed to access
ce. The parameters are specified by aJSON object specified as the issuerEndpoi
contents of this JSON object are described in Table 41. The general UserTokenH

Table-40 — JWT UserTokenPolicy

ation
main

the
2d in

5 the
that
ntUrl.
olicy

Name Description

tokenType ISSUEDTOKEN_3

issuedTokenType http://opcfoundation.org/UA/UserToken#JWT

issuer|

EndpointUrl FordWTs this is a JSON object with fields defined in Table 41.
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Table 41 — JWT IssuerEndpointUrl Definition

Name Type Description
IssuerEndpointUrl JSON object |Specifies the parameters for a JWT Userldentity Token.
ua:resourceld String The URI identifying the Server to the Authorization Service.

If not specified, the Server's ApplicationUri is used.

ua:authorityUrl String The base URL for the Authorization Service.
This URL may be used to discover additional information about the authority.

This field is equivalent to the "issuer" defined in OpenlD-Discovery.

ua:guthorityProfileUri String The profile that defines the interactions with the authority.

If not specified, the URI is
"http://opcfoundation.org/UA/Authorization#OAuth2".

ua:tpkenEndpoint String A path relative to the base URL used to request Access Tokérns.

This field is equivalent to the "token_endpoint" defined in OpenlD-Discoyery.

ua:guthorizationEndpoint String A path relative to the base URL used to validate user-credentials.

This field is equivalent to the "authorization_endpoint" defined in
OpenlD-Discovery.

ua:requestTypes JSON array |The list of request types supported by-the ‘authority.
String The possible values depend on thé.authorityProfileUri.

IEC 62541-7 specifies the default-for each authority profile defined.

ua:dcopes JSON array |A list of Scopes that are understood by the Server.

String If not specified, the Client' may be able to access any Scope supported bly the
Authorization Service,

This field is equivalent to the "scopes_supported” defined in OpenlD-
Discovery.

6.5.3 OAuth2
6.5.3[.1 General

The PAuth2 Authorization Framework (see RFC 6749) provides a web based mechanigm to
request claims baseddAccess Tokens from an Authorization Service (AS) that is supportéd by
many major companies providing cloud infrastructure. These Access Tokens are passed to a
Server by a Clienfin a UserldentityToken as described in IEC 62541-4.

The [OpenIiD\.Connect specification (see OpenlD) builds on the OAuth2 specification by
definjng the.contents of the Access Tokens more strictly.

The OATthZzspecification supports—a mumpber of USe cases (catted ffows o tramdte different
application requirements. The use cases that are relevant to OPC UA are discussed below.

6.5.3.2 Access Tokens

The JSON Web Token is the Access Token format which this document requires when using
OAuth2. The JWT supports signatures using asymmetric cryptography which implies that
Servers which accept the Access Token need to have access to the Certificate used by the
Authorization Service (AS). The OpenlD Connect Discovery specification is implemented by
many AS products and provides a mechanism to fetch the AS Certificate via an HTTP request.
If the AS does not support the discovery specification, then the signing Certificate will need to
be provided to the Server when the location of the AS is added to the Server configuration.

Access Tokens expire and all Servers should revoke any privileges granted to the Session
when the Access Token expires. If the Server allows for anonymous users, the Server should
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allow the Session to stay open but treat it as an anonymous user. If the Server does not allow
anonymous users, it should close the Session immediately.

Clients know when the Access Token will expire and should request a new Access Token and
call ActivateSession before the old Access Token expires.

The JWT format allows the Authorization Service to insert any number of fields. The
mandatory fields are defined in RFC 7159. Some additional fields are defined in Table 42 (see
RFC 7523).

Fable- 42— AccessTokenClaims

Field Description

sub The subject for the token.
Usually the client_id which identifies the Client.

If returned from an Identity Provider it may be a unique identifier for the user.

aud The audience for the token.

Usually the resource_id which identifies the Server or the Server ApplicationUri.

name A human readable name for the Client application or user.

scp A list of Scopes granted to the subject.
Scopes apply to the Access Token and restrict how it may be-Used.

Usually permissions or other restriction which limit access/rights.

nonceg A nonce used to mitigate replay attacks.

Shall be the value provided by the Client in the request.

groupp A list of groups which are assigned to the subject.
Usually a list of unique identifiers for platform-specific security groups.

For example, Azure AD user account groups may be returned in this claim.

roles A list of roles which are assigned.tothe subject.
Roles apply to the requestor and“describe what the requestor can do with the resource.

Usually a list of unique identifiers for roles known to the Authorization Service.

These values are typically mapped to the Roles defined in IEC 62541-3.

6.5.3.3 Authorization Code

The
The

huthorization code flow is available to Clients which allow interaction with a human user.
lient_application displays a window with a web browser which sends an HTTP GET to
the [dentity~ Provider. When the human user enters credentials that the Identity Provider
validates, the Identity Provider returns a tq the
Autherizati ervice—Hhe fZarth cess
Token to the Client.

The complete flow is described in RFC 6749, 4.1.

A requestType of "authorization_code" in the UserTokenPolicy (see 6.5.2) means the
Authorization Service supports the authorization code flow.

6.5.3.4 Refresh Token

The refresh token flow applies when a Client application has access to a refresh token
returned in a previous response to an authorization code request. The refresh token allows
applications to skip the step that requires human interaction with the /dentity Provider. This
flow is initiated when the Client sends the refresh token to Authorization Service which
validates it and returns an Access Token. A Client that saves the refresh token for later use
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shall use encryption or other means to ensure the refresh token cannot be accessed by
unauthorized parties.

The complete flow is described in RFC 6749, Clause 6.

A requestType is not defined since support for refresh token is determined by checking the
response to an authorization code request.

6.5.3.5 Client Credentials

The client credentials flow applies when a Client application cannot prompt a human user for
inputl This flow requires a secret known to the Authorization Service which the\Client
applifation can protect. This flow is initiated when the Client sends the client.secret to
Authorization Service which validates it and returns an Access Token.

The ¢omplete flow is described in RFC 6749, 4.4.

A rgquestType of "client_credentials" in the UserTokenPolicy (see- 6.5.2) meang the
Authorization Service supports the client credentials flow.
6.6 | WS Secure Conversation

NOTE| Deprecated in Version 1.03 because WS-SecureConversation has_not been widely adopted by industdy.
6.7 | OPC UA Secure Conversation
6.7.1 Overview

OPC|UA Secure Conversation (UASC) allows, secure communication using binary encoded
Mesgages.

UASC is designed to operate with diffefent TransportProtocols that may have limited Quffer
sizeq. For this reason, OPC UA Secure Conversation will break OPC UA Messageg into
sevefal pieces (called '"MessageChunks') that are smaller than the buffer size allowed by the
TrangportProtocol. UASC requires a TransportProtocol buffer size that is at least 8 192 bytes.

All s¢curity is applied tonindividual MessageChunks and not the entire OPC UA Message. A
Stack that implements-UASC is responsible for verifying the security on each MessageQhunk
receifed and reconstrueting the original OPC UA Message.

All MessageChunks will have a 4-byte sequence assigned to them. These sequence nunjbers
are used to.detect and prevent replay attacks.

ever,
they

6.7.2 MessageChunk structure
6.7.2.1 Overview

Figure 11 shows the structure of a MessageChunk and how security is applied to the
Message.
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Figure 11 — OPC UA Secure Conversation MessageChunk

6.7.2,.2 Message Header

Every MessageChunk has a Message header with the fields defined in.Fable 43.

Table 43 — OPC UA Secure Conversation Message header

Name Data Type Description

MessggeType Byte [3] A three byte ASCII code that identifies the Message type.

The following values are defined-at'this time:
MSG A Message secured\with the keys associated with a channel.
OPN OpenSecureChannel Message.

CLO CloseSecureChannel Message.

IsFina Byte A one byte ASCII-code that indicates whether the MessageChunk is the final chunk
Message.

na

The followihg values are defined at this time:

C An-intermediate chunk.

F."The final chunk.

A The final chunk (used when an error occurred and the Message is aborted).
This field is only meaningful for MessageType of 'MSG'

This field is always 'F' for other MessageTypes.

MessdgeSize Ulnt32 The length of the MessageChunk, in bytes.
The length starts from the beginning of the MessageType field.

SecurgChannelid Uint32 A unique identifier for the SecureChannel assigned by the Server.

If a Server receives a SecureChannelld which it does not recognize it shall return ah

bt ]
approprateransportayer-ermror:

When a Server starts the first SecureChannelld used should be a value that is likely to be
unique after each restart. This ensures that a Server restart does not cause previously
connected Clients to accidently 'reuse' SecureChannels that did not belong to them.

6.7.2.3 Security Header

The Message header is followed by a security header which specifies what cryptography
operations have been applied to the Message. There are two versions of the security header
which depend on the type of security applied to the Message. The security header used for
asymmetric algorithms is defined in Table 44. Asymmetric algorithms are used to secure the
OpenSecureChannel Messages. PKCS #1 defines a set of asymmetric algorithms that may be
used by UASC implementations. The AsymmetricKeyWrapAlgorithm element of the
SecurityPolicy structure defined in Table 37 is not used by UASC implementations.
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Table 44 — Asymmetric algorithm Security header

2020

Name

Data Type

Description

SecurityPolicyUriLength

Int32

The length of the SecurityPolicyUri in bytes.
This value shall not exceed 255 bytes.
If a URI is not specified this value may be 0 or —1.

Other negative values are invalid.

SecurityPolicyUri

Byte [*]

The URI of the Security Policy used to secure the Message.

This field is encoded as a UTF-8 string without a null terminator.

SenddgrCertificateLength

Int32

The length of the SenderCertificate in bytes.
This value shall not exceed MaxSenderCertificateSize bytes.
If a certificate is not specified this value may be 0 or —1.

Other negative values are invalid.

SenddrCertificate

Byte [*]

The X.509 v3 Certificate assigned to the sending application /nstance.
This is a DER encoded blob.

The structure of an X.509 v3 Certificate is déefined in X.509 v3.

The DER format for a Certificate is defigéd in X690

This indicates what Private Key was-used to sign the MessageChunk.

The Stack shall close the channel and report an error to the applicatiol

SendercCertificate is too large for the buffer size supported by the trangport

layer.
This field shall be null ifthe Message is not signed.

If the Certificateds.signed by a CA, the DER encoded CA Certificate m
appended after the Certificate in the byte array. If the CA Cerdtificate is
signed by another CA this process is repeated until the entire Certifical
chain isxin, the buffer or if MaxSenderCertificateSize limit is reached (th
process stops after the last whole Certificate that can be added withod
exeeeding the MaxSenderCertificateSize limit).

Receivers can extract the Certificates from the byte array by using the
Certificate size contained in DER header (see X.509 v3).

Receivers that do not handle Certificate chains shall ignore the extra 4

if the

ay be
also
e

e
t

ytes.

ReceiyerCertificateThumbprintLe
ngth

Int32

The length of the ReceiverCertificate Thumbprint in bytes.
If encrypted the length of this field is 20 bytes.
If not encrypted the value may be 0 or -1.

Other negative values are invalid.

ReceiyerCertificateThumbprint

Byte [*]

The thumbprint of the X.509 v3 Certificate assigned to the receiving
application Instance.

The thumbprint is the CertificateDigest of the DER encoded form of th
Certificate.

@

This indicates what public key was used to encrypt the MessageChunk.

This field shall be null if the Message is not encrypted.

The receiver shall close the communication channel if any of the fields in the security header

have invalid lengths.

The SenderCertificate, including any chains, shall be small enough to fit into a single
MessageChunk and leave room for at least one byte of body information. The maximum size
for the SenderCertificate can be calculated with this formula:
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MaxSenderCertificateSize =

MessageChunkSize -

12 - // Header size

4 - // SecurityPolicyUrilLength
SecurityPolicyUri - // UTF-8 encoded string

4 - // SenderCertificatelLength

4 - // ReceiverCertificateThumbprintLength
20 - // ReceiverCertificateThumbprint
8 - // SequenceHeader size

1 - // Minimum body size

1 - // PaddingSize if present
Padding - // Padding if present
ExtraPadding - // ExtraPadding if present

AsymmetricSignatureSize // If present

The MessageChunkSize depends on the transport protocol but shall be at least 8192 hytes.
The |[AsymmetricSignatureSize depends on the number of bits in the publicCkey fo[ the
SenderCertificate. The Int32FieldLength is the length of an encoded Int32~value and| it is
always 4 bytes.

The $ecurity header used for symmetric algorithms defined in Table 452Symmetric algor{thms
are ysed to secure all Messages other than the OpenSecureCharnnel Messages. FIP$ 197
defing symmetric encryption algorithms that UASC implementations’ may use. FIPS 180-4 and
HMALC define some symmetric signature algorithms.

Table 45 — Symmetric algorithm Security header

Npame Data Type Description

Tokenjd Uint32 A unique identifier for the SecureChannel SecurityToken used to secure the Message.

This identifier is returned by thexServer in an OpenSecureChannel response Message.|If a
Server receives a Tokenld-which it does not recognize it shall return an appropriate trapsport
layer error.

6.7.2.4 Sequence header

The $ecurity header is always followed by the sequence header which is defined in Table 46.
The pequence header ensures that the first encrypted block of every Message sent oyer a
chanhel will start with different data.

Table 46 — Sequence header

Name Data Type Description

SequgnceNumber./ |UInt32 A monotonically increasing sequence number assigned by the sender to each
MessageChunk sent over the SecureChannel.

Requelstld Uint32 An identifier assigned by the Client to OPC UA request Message. All MessageChunks for

the FQ!‘:IIDQf and-the associated [SSPONSS LSS the same identifier

A SequenceNumber may not be reused for any Tokenld. The SecurityToken lifetime should be
short enough to ensure that this never happens; however, if it does the receiver shall treat it
as a transport error and force a reconnect.

The SequenceNumber shall start at 1 023 and monotonically increase for all Messages and
shall wrap around when it is equal to 4 294 966 271 (UInt32.MaxValue - 1 024). The first
number after the wrap around shall be less than 1 024. Note that this requirement means that
a SequenceNumber does not reset when a new Tokenld is issued. The SequenceNumber
shall be incremented by exactly one for each MessageChunk sent. For backward
compatibility, receivers shall accept SequenceNumbers less than 1 023 and greater than
4 294 966 271 provided they are in sequence. Administrators shall be able to disable this
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backward compatibility. Receivers shall log a warning when a rollover does not conform to the
current specification.

The sequence header is followed by the Message body which is encoded with the OPC UA
Binary encoding as described in 5.2.9. The body may be split across multiple
MessageChunks.

6.7.2.5 Message footer

Each MessageChunk also has a footer with the fields defined in Table 47.

Table 47 — OPC UA Secure Conversation Message footer

Name Data Type Description
PaddingSize Byte The number of padding bytes (not including the byte for the PaddingSize)-
Paddifg Byte [*] Padding added to the end of the Message to ensure length ofithe data to encrypt is gn

integer multiple of the encryption block size.

The value of each byte of the padding is equal to PaddingSize.

ExtraHaddingSize |Byte The most significant byte of a two-byte integer usgd to specify the padding size whep the
key used to encrypt the message chunk is largérthan 2 048 bits. This field is omitteq if the
key length is less than or equal to 2 048 bits.

Signafure Byte [*] The signature for the MessageChunk.

The signature includes the all headérs)all Message data, the PaddingSize and the
Padding.

The {formula to calculate the amount of padding depends on the amount of data that needs to
be sgnt (called BytesToWrite). The sender shall first calculate the maximum amount of gpace
availgble in the MessageChunk (called MaxBodySize) using the following formula:

MaxBodySize = PlainTextBYXoekSize * Floor ((MessageChunkSize -
HeaderSize - 1)/CipherTextBlockSize) -
SequenceHeaderSize~- SignatureSize;

The | HeaderSize includes the MessageHeader and the SecurityHeader. | The
SequenceHeaderSizesis always 8 bytes.

Durirlg encryption\a-block with a size equal to PlainTextBlockSize is processed to produce a
blocH with size’~equal to CipherTextBlockSize. These values depend on the encryption
algornithm and_may be the same.

The DRC UA Message can fit into a single chunk if BytesToWrite

is less than or equal tp the
Max , : €8 e

PaddingSize = PlainTextBlockSize -
((BytesToWrite + SignatureSize + 1) % PlainTextBlockSize);

If the BytesToWrite is greater than MaxBodySize the sender shall write MaxBodySize bytes
with a PaddingSize of 0. The remaining BytesToWrite — MaxBodySize bytes shall be sent in
subsequent MessageChunks.

The PaddingSize and Padding fields are not present if the MessageChunk is not encrypted.

The Signature field is not present if the MessageChunk is not signed.
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6.7.3

MessageChunks and error handling

MessageChunks are sent as they are encoded. MessageChunks belonging to the same
Message shall be sent sequentially. If an error occurs creating a MessageChunk then the
sender shall send a final MessageChunk to the receiver that tells the receiver that an error
occurred and that it should discard the previous chunks. The sender indicates that the
MessageChunk contains an error by setting the IsFinal flag to 'A' (for Abort). Table 48
specifies the contents of the Message abort MessageChunk.

Table 48 — OPC UA Secure Conversation Message abort body

Ngme Data Type Description

Error

UInt32 The numeric code for the error.

This shall be one of the values listed in Table 57.

Reasd

n String A more verbose description of the error.

This string shall not be more than 4 096 bytes.

A Client shall ignore strings that are longer than this.

The
every
Secu

request. If the Client is the sender, then it shall report the ‘error without waiting for a resp

from

6.7.4 Establishing a SecureChannel

Most
Oper
Clien

defined for the OpenSecureChannel service are specified in the security header (see §

inste
the M

Note

any protocol. This document provides a concrete implementation for specific protocols.

docu
diffen

receiver shall check the security on the abort MessageChunk before processing
thing is ok, then the receiver shall ignore the Message but shall not close
reChannel. The Client shall report the error back to the application as StatusCode fqg

the Server.

Messages require a SecureChannel to be established. A Client does this by sendir
SecureChannel request to the Server.>The Server shall validate the Message an

ad of the body of the Message~Table 49 lists the parameters that appear in the bo
fessage.

that IEC 62541-4 is an\abstract specification which defines interfaces that can work

ment is the normative reference for all protocols and takes precedence if therg
ences with IEG62541-4.

it. If

the
r the
onse

g an
j the

tCertificate and return an OpenSecureChannel response. Some of the paramkters

7.2)
dy of

with
This
are
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Table 49 — OPC UA Secure Conversation OpenSecureChannel Service

Name Data Type
Request
RequestHeader RequestHeader
ClientProtocolVersion UInt32
RequestType SecurityTokenRequestType
SecurityMode MessageSecurityMode
ClientNonce ByteString
RequestedLifetime UiInt32
Response
ResponseHeader ResponseHeader
ServerProtocolVersion UInt32
SecurityToken ChannelSecurityToken
SecureChannelld UInt32
Tokenld Uint32
CreatedAt UtcTime
RevisedLifetime UInt32
ServerNonce ByteString

The | ClientProtocolVersion and ServerProtocelVersion parameters are not defined in
IEC 62541-4 and are added to the Message’to allow backward compatibility if OPC| UA-
SecureConversation needs to be updated in the future. Receivers always accept nunbers
greafer than the latest version that they-support. The receiver with the higher version number
is expected to ensure backward compatibility.

If ORC UA-SecureConversationvis used with the OPC UA-TCP protocol (see 7.1) then the
versipbn numbers specified jasthe OpenSecureChannel Messages shall be the same ag the
versipn numbers specified, in“the OPC UA-TCP protocol Hello/Acknowledge Messages| The
receier shall close the ¢hannel and report a Bad_ProtocolVersionUnsupported error if [here
is a mismatch.

The Perver shallksreturn an error response as described in IEC 62541-4 if there are any drrors
with the parameters specified by the Client.

The ReyisedLifetime tells the Client when it shall renew the SecurityToken by sending anpther
OpenSecureChannel request. The Client shall continue to accept the old SecurityToken until it
receiWFI"WomﬁﬁWepmmcuret1 with
the old SecurityToken until that SecurityToken expires or until it receives a Message from the
Client secured with the new SecurityToken. The Server shall reject renew requests if the
SenderCertificate is not the same as the one used to create the SecureChannel or if there is a
problem decrypting or verifying the signature. The Client shall abandon the SecureChannel if
the Certificate used to sign the response is not the same as the Certificate used to encrypt the
request. Note that datatype is a UInt32 value representing the number of milliseconds instead
of the Double (Duration) defined in IEC 62541-4. This optimization is possible because sub-
millisecond timeouts are not supported.

The OpenSecureChannel Messages are signed and encrypted if the SecurityMode is not
None (even if the SecurityMode is Sign).
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The Nonces shall be cryptographic random numbers with a length specified by the
SecureChannelNoncelLength of the SecurityPolicy.

See IEC TR 62541-2 for more information on the requirements for random number generators.
The OpenSecureChannel Messages are not signed or encrypted if the SecurityMode is None.
The Nonces are ignored and should be set to null. The SecureChannelld and the Tokenld are
still assigned but no security is applied to Messages exchanged via the channel. The
SecurityToken shall still be renewed before the RevisedLifetime expires. Receivers shall still
ignore invalid or expired Tokenlds.

If the_communication channel breaks the Server shall maintain the SecureChannel long
enough to allow the Client to reconnect. The RevisedLifetime parameter also tells the\ Client
how |ong the Server will wait. If the Client cannot reconnect within that period it shall assume
the SecureChannel has been closed.

The AuthenticationToken in the RequestHeader shall be set to null.

If an|error occurs after the Server has verified Message security it shall*return a ServicefFault
instepd of a OpenSecureChannel response. The ServiceFault Message is describgd in
IEC 6¢2541-4.

If thg SecurityMode is not None then the Server shall verify<that a SenderCertificate gnd a
RecdiverCertificate Thumbprint were specified in the SecurityHeader.

6.7.5 Deriving keys

Oncq the SecureChannel is established the Messages are signed and encrypted with |keys
derived from the Nonces exchanged in the OpehSecureChannel call. These keys are derived
by passing the Nonces to a pseudo-random-function which produces a sequence of bytes
from|a set of inputs. A pseudo-randomfunction is represented by the following function
declgration:

Byte|] PRF(

Byte[] secret,
Byte[] seed,
Int32 length,
Int32 offset)

Whete length is the'number of bytes to return and offset is a number of bytes from the
beginning of the sequence.

The lengths of\the keys that need to be generated depend on the SecurityPolicy used fqr the
chanpel. The:following information is specified by the SecurityPolicy:

a) SigrningKeyLength (from the DerivedSignatureKeyLength);

b) EncryptingKeyLength (implied by the SymmetricEncryptionAlgorithm);
c) EncryptingBlockSize (implied by the SymmetricEncryptionAlgorithm).
The pseudo random function requires a secret and a seed. These values are derived from the

Nonces exchanged in the OpenSecureChannel request and response. Table 50 specifies how
to derive the secrets and seeds when using RSA based SecurityPolicies.
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Table 50 — PRF inputs for RSA based SecurityPolicies

Name Derivation

ClientSecret The value of the ClientNonce provided in the OpenSecureChannel request.

ClientSeed The value of the ClientNonce provided in the OpenSecureChannel request.

ServerSecret | The value of the ServerNonce provided in the OpenSecureChannel response.

ServerSeed The value of the ServerNonce provided in the OpenSecureChannel response.

The parameters pneend to the pcmldn random function are epnr‘ifinr{ in Tabhle 51

Table 51 — Cryptography key generation parameters

Key Secret Seed Length Offset
ClientBigningKey ServerSecret |ClientSeed SigningKeyLength 0
ClientEEncryptingKey ServerSecret  |ClientSeed EncryptingkeyLength  |SigningKeyLength

ClientinitializationVector |ServerSecret |ClientSeed EncryptingBlockSize SigningKeyLength+ EncryptingKeyllength

ServefSigningKey ClientSecret ServerSeed  |SigningKeyLength 0

ServefEncryptingKey ClientSecret ServerSeed |EncryptingKeyLength /|SigningKeyLength

ServeflnitializationVector |ClientSecret ServerSeed  |EncryptingBlockSize SigningKeyLength+ EncryptingKeyllength

The Client keys are used to secure Messages sent by the Client. The Server keys are usgd to
secufe Messages sent by the Server.

The BSL/TLS specification defines a pseudorandom function called P_HASH which is |used
for this purpose. The function is iteratedwuntil it produces enough data for all of the required
keys| The Offset in Table 51 referencesdo the offset from the start of the generated data.

The P_ hash algorithm is defined,as follows:

P HA$H (secret, seed) = HMAC)HASH (secret, A(l) + seed) +
HMAC HASH (secret, A(2) + seed) +
HMAC HASH (secret, A(3) + seed) +
Wher¢ A(n) is defineéd)as:
A(P) = seed
A(q) = HMAC HASH{(secret, A(n-1))
+ indlicates tHat: the results are appended to previous results.

where '"HASH" is a hash function such as SHA256. The hash function to use depends op the
SecurityRalicyUri.

6.7.6  Verifying Message security

The contents of the MessageChunk shall not be interpreted until the Message is decrypted
and the signature and sequence number verified.

If an error occurs during Message verification the receiver shall close the communication
channel. If the receiver is the Server, it shall also send a transport error Message before
closing the channel. Once the channel is closed the Client shall attempt to re-open the
channel and request a new SecurityToken by sending an OpenSecureChannel request. The
mechanism for sending transport errors to the Client depends on the communication channel.

The receiver shall first check the SecureChannelld. This value may be 0 if the Message is an
OpenSecureChannel request. For other Messages, it shall report a
Bad_SecureChannelUnknown error if the SecureChannelld is not recognized. If the Message
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is an OpenSecureChannel request and the SecureChannelld is not 0 then the
SenderCertificate shall be the same as the SenderCertificate used to create the channel.

If the Message is secured with asymmetric algorithms, then the receiver shall verify that it
supports the requested SecurityPolicy. If the Message is the response sent to the Client, then
the SecurityPolicy shall be the same as the one specified in the request. In the Server, the
SecurityPolicy shall be the same as the one used to originally create the SecureChannel. The
receiver shall check that the Certificate is trusted first and return Bad_CertificateUntrusted on
error. The receiver shall then verify the SenderCertificate using the rules defined in
IEC 62541-4. The receiver shall report the appropriate error if Certificate validation fails. The
receiver shall verify the ReceiverCertificate Thumbprint and report a Bad_Certificatelnvalid
error[if It does not recognize .

If the Message is secured with symmetric algorithms, then a Bad_SecuteChannel
TokephUnknown error shall be reported if the Tokenld refers to a SecurityTokén tha{ has
expired or is not recognized.

If de¢ryption or signature validation fails, then a Bad_SecurityChecksFailéed error is repqgrted.
If an|implementation allows multiple SecurityModes to be used the seceiver shall also yerify
that the Message was secured properly as required by the SecUlrityMode specified ip the
OpenSecureChannel request.

After| the security validation is complete the receiver shall verify the Requestld and the
SequenceNumber. If these checks fail a Bad_SecurityChecksFailed error is reported.| The
Reqgyestld only needs to be verified by the Client sineelonly the Client knows if it is valid or
not. If the SequenceNumber is not valid, the receiver)shall log a Bad_SequenceNumberinvalid
error

At thjs point the SecureChannel knows it isdéaling with an authenticated Message tha{ was
not {ampered with or resent. This means' the SecureChannel can return secured [error
responses if any further problems are encountered.

Stacks that implement UASC shall\have a mechanism to log errors when invalid Mesdages
are [iscarded. This mechanistn- is intended for developers, systems integrators| and
admipistrators to debug nefwork system configuration issues and to detect attacks on the
network.

7 TransportProtocols

7.1 OPC UA . Connection Protocol

7.1.1 Overview

OPC|UA“Connection Protocol (UACP) is an abstract protocol that establishes a full duplex
channel between a Client and Server. Concrete implementations of the UACP can be built
with any middleware that supports full-duplex exchange of messages including TCP/IP and
WebSockets. The term "TransportConnection" describes the middleware-specific connection
used to exchange messages. For example, a socket is the TransportConnection for TCP/IP.
TransportConnections allow responses to be returned in any order and allow responses to be
returned on a different physical TransportConnection if communication failures cause
temporary interruptions.

The OPC UA Connection Protocol is designed to work with the SecureChannel implemented
by a layer higher in the stack. For this reason, the OPC UA Connection Protocol defines its
interactions with the SecureChannel in addition to the wire protocol.
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7.1.2 Message structure
7.1.2.1 Overview

Figure 12 illustrates the structure of a Message placed on the wire. This also illustrates how
the Message elements defined by the OPC UA Binary Encoding mapping (see 5.2) and the
OPC UA Secure Conversation mapping (see 6.7) relate to the OPC UA Connection Protocol
Messages.

Message

? Chunk 1 Chunk 2 Chunk 3

Chunk 1

w u ExtensionObject Prefix

Message Header (Intermediate-€hunk)
Message Header (Final Chunk)

Chunk 2 E Security Header

Mﬂ] I [ Sequence Header

[l Message Signature

Padding
== Signed Data

Chunk 3
= Encrypted/Data

IEC
Figure 12 — OPC UA ConnectionProtocol Message structure

7.1.2,.2 Message Header

Every OPC UA Connection Protocol -Message has a header with the fields defined in Table
52.

Table 52 — OPC UA Connection Protocol Message header

Name Type Description

MessdgeType |Byte [3] A three byte ASCII code that identifies the Message type.
The following values are defined at this time:

HEL a Hello Message.

ACK an Acknowledge Message.

ERR an Error Message.

RHE a ReverseHello Message.

The SecureChannel layer defines additional values which the OPC UA Connection Protocol
layer shall accept.

Reserved Byte [1] Ignored. shall be set to the ASCII codes for 'F' if the MessageType is one of the values
supported by the OPC UA Connection Protocol.

MessageSize Uint32 The length of the Message, in bytes. This value includes the 8 bytes for the Message
header.

The layout of the OPC UA Connection Protocol Message header is intentionally identical to
the first 8 bytes of the OPC UA Secure Conversation Message header defined in Table 43.
This allows the OPC UA Connection Protocol layer to extract the SecureChannel Messages
from the incoming stream even if it does not understand their contents.
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The OPC UA Connection Protocol layer shall verify the MessageType and make sure the
MessageSize is less than the negotiated ReceiveBufferSize before passing any Message onto
the SecureChannel layer.

7.1.2

3 Hello Message

The Hello Message has the additional fields shown in Table 53.

Table 53 — OPC UA Connection Protocol Hello Message

Name Data Type Description
ProtodolVersion UlInt32 The latest version of the UACP protocol supported by the Client.
The Server may reject the Client by returning Bad_ProtocolVersionUnsupported.
If the Server accepts the connection, it is responsible for ensuring that.it\returns
Messages that conform to this version of the protocol.
The Server shall always accept versions greater than what it supports.
ReceiyeBufferSize [UInt32 The largest MessageChunk that the sender can receive.
SendBufferSize UlInt32 The largest MessageChunk that the sender will send.
MaxMessageSize  |UInt32 The maximum size for any response Message. The\Server shall abort the Messagq with
a Bad_ResponseToolLarge Error Message if a résponse Message exceeds this valjie.
The mechanism for aborting Messages is described fully in 6.7.3.
The Message size is calculated using the.unencrypted Message body.
A value of zero indicates that the Gfient has no limit.
MaxChunkCount UlInt32 The maximum number of chunks‘in any response Message.
The Server shall abort the Message with a Bad_ResponseToolLarge Error Messagg if a
response Message exceeds this value.
The mechanism for aborting Messages is described fully in 6.7.3.
A value of zero indicates that the Client has no limit.
EndpdintUrl String The URL of the Endpoint which the Client wished to connect to.
The encoded value shall be less than 4 096 bytes.
Servers shall return a Bad_TcpEndpointUrlinvalid Error Message and close the
connection if the length exceeds 4 096 bytes or if it does not recognize the resourcq
identified by the URL.
The EndpointUrl parameter is used to allow multiple Servers to share the same endpointjon a
machine. The process listening (also known as the proxy) on the endpoint would conngct to
the Server identified by the EndpointUrl and would forward all Messages to the Server via this
socket. If opesocket closes, then the proxy shall close the other socket.
If the \Server does not have sufficient resources to allow the establishment of a|new

SecureChannel, it shall immediately return a Bad_TcpNotEnoughResources Error Message
and gracefully close the socket. Clients should not overload Servers that return this error by
immediately trying to create a new SecureChannel.

7.1.2

4 Acknowledge Message

The Acknowledge Message has the additional fields shown in Table 54.
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Table 54 — OPC UA Connection Protocol Acknowledge Message

Name

Type

Description

ProtocolVersion

Uint32

The latest version of the UACP protocol supported by the Server.

If the Client accepts the connection, it is responsible for ensuring that it sends Messages
that conform to this version of the protocol.

The Client shall always accept versions greater than what it supports.

ReceiveBufferSize

UInt32

The largest MessageChunk that the sender can receive.

This value shall not be larger than what the Client requested in the Hello Message.

SendBufferSize

Unt32

The laraest-Ad aeChunkthatthe-senderwillsend
g I

This value shall not be larger than what the Client requested in the Hello Message:

MaxMpssageSize

Uint32

The maximum size for any request Message. The Client shall abort the Message with a
Bad_RequestToolLarge StatusCode if a request Message exceeds this valle:

The mechanism for aborting Messages is described fully in 6.7.3.
The Message size is calculated using the unencrypted Message body:

A value of zero indicates that the Server has no limit.

MaxChunkCount

UInt32

The maximum number of chunks in any request Message:

The Client shall abort the Message with a Bad_RequestToolLarge StatusCode if a reqyest
Message exceeds this value.

The mechanism for aborting Messages is described fully in 6.7.3.

A value of zero indicates that the Server has'no limit.

7.1.2,5 Error Message

The Error Message has the additional fieldsssfiown in Table 55.

Table 55 — OPC UA Connection Protocol Error Message

Name Type Description
Error UInt32 The numeric code for the error.
This'shall be one of the values listed in Table 57.
Reasdn String Awumore verbose description of the error.

This string shall not be more than 4 096 bytes.

A Client shall ignore strings that are longer than this.

The $ocket)is always closed gracefully by the Client after it receives an Error Message.

7.1.2:6—ReverseHeHoMessage

The ReverseHello Message has the additional fields shown in Table 56.
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Table 56 — OPC UA Connection Protocol ReverseHello Message

Name Data Type Description

ServerUri String The ApplicationUri of the Server which sent the Message.
The encoded value shall be less than 4 096 bytes.

Client shall return a Bad_TcpEndpointUrlinvalid error and close the connection if the
length exceeds 4 096 bytes or if it does not recognize the Server identified by the URI.

EndpointUrl String The URL of the Endpoint which the Client uses when establishing the SecureChannel.

This value shall be passed back to the Server in the Hello Message.

The encoded value shall be less than 4 096 hyfnc

Clients shall return a Bad_TcpEndpointUrlinvalid error and close the connectioh-ifithe
length exceeds 4 096 bytes or if it does not recognize the resource identified)by,the] URL.

This value is a unique identifier for the Server which the Client may use o\ ook up
configuration information. It should be one of the URLs returned by the GetEndpoings
Service.

For ¢onnection based protocols, such as TCP, the ReverseHello dMMessage allows Sefvers
behind firewalls with no open ports to connect to a Client and request that the Client estdblish
a Seg¢ureChannel using the socket created by the Server.

For message based protocols the ReverseHello Message*allows Servers to announce|their
presince to a Client. In this scenario, the EndpointUrl specifies the Server's protocol-spgcific
address and any tokens required to access it.

7.1.3 Establishing a connection

Conrjections may be initiated by the Cfient or by the Server when they create a
TrangportConnection and establish a communication with their peer. If the Client createp the
TrangportConnection, the first Message sent shall be a Hello which specifies the buffer gizes
that the Client supports. The Serverishall respond with an Acknowledge Message which
completes the buffer negotiation.(JThe negotiated buffer size shall be reported tq the
SecureChannel layer. The ‘negotiated SendBufferSize specifies the size of| the
MesgageChunks to use for Messages sent over the connection.

If thg Server creates the\TransportConnection the first Message shall be a ReverseHello| sent
to the Client. If the Client accepts the connection, it sends a Hello message back tp the
Server which starts the buffer negotiation described for the Client initiated connection.

The Hello/Ackiiowledge Messages may only be sent once. If they are received agaif the
receiver shall”report an error and close the TransportConnection. Applications accefpting
incoming(connections shall close any TransportConnection after a period of time if it doegs not
ive\a - Hello or ReverseHello Message. This period of time shall be configurable and [have

The Client sends the OpenSecureChannel request once it receives the Acknowledge back
from the Server. If the Server accepts the new channel it shall associate the
TransportConnection with the SecureChannelld. The Server uses this association to
determine which TransportConnection to use when it needs to send a response to the Client.
The Client does the same when it receives the OpenSecureChannel response.

The sequence of Messages when establishing a Client initiated OPC UA Connection Protocol
connection is shown in Figure 13.
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Figure 13 — Client initiated OPC UA Connection Protocol connection

The $equence of Messages when establishing a Server initiated ORC WA Connection Prgtocol
conngction is shown in Figure 14.
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Figure 44-= Server initiated OPC UA Connection Protocol connection

The [Server_application does not do any processing while the SecureChannel is negotipted;
howdver, the* Server application shall to provide the Stack with the list of trusted Certifidates.
The [Stack’ shall provide notifications to the Server application whenever it receiv an
OpenSecureChannel request. These notifications shall include the OpenSecureChannel or
Error response returned to the Client.

The Server needs to be configured and enabled by an administrator to connect to one or more
Clients. For each Client, the administrator shall provide an ApplicationUri and an EndpointUr!
for the Client. If the Client EndpointUrl is not known, the administrator may provide the
EndpointUrl for a GDS (see IEC 62541-12) which knows about the Client. The Server should
expect that it will take some time for a Client to respond to a ReverseHello. Once a Client
closes a SecureChannel or if the socket is closed without establishing a SecureChannel, the
Server shall create a new socket and send a new ReverseHello message. Administrators may
limit the number of simultaneous sockets that a Server will create.
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71.4

Closing a connection

The Client closes the connection by sending a CloseSecureChannel request and closing the
socket gracefully. When the Server receives this Message, it shall release all resources
allocated for the channel. The body of the CloseSecureChannel request is empty. The Server
does not send a CloseSecureChannel response.

If security verification fails for the CloseSecureChannel Message, then the Server shall report

the er

ror and close the socket.

The sequence of Messages when closing an OPC UA Connection Protocol connection is

shown in Figure 15.

The [Server application does not do any processing when the SecureChannel is cl

howgver, the Stack shall provide nptifications to the Server application wheney
Clos¢SecureChannel request is received or when the Stack cleans up an aband
SecufreChannel.

7.1.5 Error handling

When a fatal error occufs, the Server shall send an Error Message to the Client and c
the TjransportConnection gracefully. When the Client receives an Error Message it reports the
to the application and closes the TransportConnection gracefully. If a Client encoupters

error

a fatpl error, it _shall report the error to the application and send a CloseSecureCh
Mesdqage. The(Server shall close the TransportConnection gracefully when it receive
Clos¢SecurelChannel Message

The ;I)ossible OPC UA Connection Protocol errors are defined in Table 57.
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Figure 15 — Closing a OPC UA Connection Protocol connection

psed;
er a
oned

oses

nnel
5 the



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

- 78 — IEC 62541-6:2020 © |IEC 2020

Table 57 — OPC UA Connection Protocol error codes

Name

Description

Bad_TcpServerTooBusy

The Server cannot process the request because it is too busy.
It is up to the Server to determine when it needs to return this Message.

A Server can control the how frequently a Client reconnects by waiting to return
this error.

Bad_TcpMessageTypelnvalid

The type of the Message specified in the header invalid.

Each Message starts with a 4-byte sequence of ASCII values that identifies the
Message type.

The Server returns this error if the Message type is not accepted.

Some of the Message types are defined by the SecureChannel layer

Bad_T

cpSecureChannelUnknown

The SecureChannelld and/or Tokenld are not currently in use.

This error is reported by the SecureChannel layer.

Bad_T

cpMessageToolLarge

The size of the Message specified in the header is too large.

The Server returns this error if the Message size exceeds its maximum buffer size
or the receive buffer size negotiated during the KHello/Acknowledge exchange.

Bad_Tlimeout

A timeout occurred while accessing a resoufce.

It is up to the Server to determine when a.timeout occurs.

Bad_T

cpNotEnoughResources

There are not enough resources toiprocess the request.

The Server returns this error when-it runs out of memory or encounters simifar
resource problems.

A Server can control the how frequently a Client reconnects by waiting to refurn
this error.

Bad_T

cplnternalError

An internal error occurred.

This should only be returned if an unexpected configuration or programming error
occurs.

Bad_T

cpEndpointUrlinvalid

The Server does not recognize the EndpointUrl specified.

Bad_d

ecurityChecksFailed

The Message was rejected because it could not be verified.

Bad_Requestinterrupted The request could not be sent because of a network interruption.
Bad_RequestTimeout Timeout occurred while processing the request.
Bad_$ecureChannelClosed The secure channel has been closed.
Bad_§ecureChannelTokenUnknown The SecurityToken has expired or is not recognized.
Bad_(ertificateUntrusted The sender Certificate is not trusted by the receiver.
Bad_(ertificateTimé|nvalid The sender Certificate has expired or is not yet valid.

Bad_(

ertificatelssuerTimelnvalid

The issuer for the sender Certificate has expired or is not yet valid.

Bad_(

ertificateUseNotAllowed

The sender's Certificate may not be used for establishing a secure channel.

Bad_(

ertificatelssuerUseNotAllowed

The issuer Certificate may not be used as a Certificate Authority.

Bad_CertificateRevocationUnknown

Could not verify the revocation status of the sender's Certificate.

Bad_CertificatelssuerRevocationUnknown

Could not verify the revocation status of the issuer Certificate.

Bad_CertificateRevoked

The sender Certificate has been revoked by the issuer.

Bad_IssuerCertificateRevoked

The issuer Certificate has been revoked by its issuer.

Bad_SequenceNumberlnvalid

Thesequence number on the message was not valid.

The numeric values for these error codes are defined in A.2.

NOTE The 'Tcp' prefix for some of the error codes in Table 57 was chosen when TCP/IP was the only
implementation of the OPC UA Connection Protocol. These codes are used with any implementation of the OPC UA
Connection Protocol.
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7.2 OPCUATCP

TCP/IP is a ubiquitous protocol that provides full-duplex communication between
applications. A socket is the TransportConnection in the TCP/IP implementation of the
UA Connection Protocol.

The URL scheme for endpoints using OPC UA TCP is 'opc.tcp'.
The TransportProfileUri shall be a URI for the TCP transport defined in IEC 62541-7.

7.3 _SOAP/HTTP

two
OPC

NOTE| Deprecated in Version 1.03 because WS-SecureConversation has not been widely adopted by indust
7.4 | OPC UA HTTPS
7.4.1 Overview

HTTRS refers HTTP Messages exchanged over a SSL/TLS connection” (see HTTPS),
syntgx of the HTTP Messages does not change and the only difference’/is a TLS connect
creafed instead of a TCP/IP connection. This implies that profiles which use this transpon
also pe used with HTTP when security is not a concern.

HTTRS is a protocol that provides transport security. This_means all bytes are secure
they jJare sent without considering the Message boundaries! Transport security can only
for ppint to point communication and does not allow untrusted intermediaries or proxy se
to handle traffic.

The
on is
t can
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The PecurityPolicy shall be specified, however, it only affects the algorithms used for signing

the Nonces during the CreateSession/ActivateéSession handshake. A SecurityPolicy of

indicates that the Nonces do not need to be signed. The SecurityMode is set to Sign u
the PecurityPolicy is None; in this . case the SecurityMode shall be set to None.
User|dentityToken is to be encrypted-it'shall be explicitly specified in the UserTokenPolig

An HTTP Header called 'OPCUA=SecurityPolicy' is used by the Client to tell the Server
SecurityPolicy it is using if there are multiple choices available. The value of the header i
URI for the SecurityPolicy. f the Client omits the header, then the Server shall assu
SecurityPolicy of None.

All HTTPS communications via a URL shall be treated as a single SecureChannel th
shargd by multiple* Clients. Stacks shall provide a unique identifier for the SecureCh
which allows~applications correlate a request with a SecureChannel. This means
Sessfons can-only be considered secure if the AuthenticationToken (see IEC 62541-4) is
(>20|bytes)and HTTPS encryption is enabled.
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The cryptography algorithms used by HI TPS have no relationship to the EndpointDescr
SecurityPolicy and are determined by the policies set for HTTPS and are outside the sco
OPC UA.

Figure 16 illustrates a few scenarios where the HTTPS transport could be used.

ption
pe of
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Figure 16 — Scenarios for the HTTPS Transport

In some scenarios, HTTPS communication will rely on an intermediary,which is not trust
the gpplications. If this is the case, then the HTTPS transport cannot be used to e
secufity and the applications will need to establish a securertunnel like a VPN b
attempting any OPC UA related communication.

Applications which support the HTTPS transport shall support HTTP 1.1 and SSL/TLS 1.4.

d by
sure
efore

Somé HTTPS implementations require that all Servers have a Certificate with a Conpmon

Name (CN) that matches the DNS name of the Server machine. This means that a Serve

with

multiple DNS names will need multiple HTTPS “certificates. If multiple Servers are on the

samg machine they may share HTTPS certificates. This means that ApplicationCertifi
are rjot the same as HTTPS Certificates. Applications which use the HTTPS transpor
require application authentication shall® check application Certificates during
CreafeSession/ActivateSession handshake.

HTTRS Certificates can be automatically generated; however, this will cause problem
Clients operating inside a restricted environment such as a web browser. Therefore, HT
certificates should be issued by an authority which is accepted by all web browsers V

cates
and
the

s for
[TPS
vhich

need|to access the Server:. The set of Certificate authorities accepted by the web browseérs is

detefmined by the organization that manages the Client machines. Client applications th3
not riinning inside a web may use the trust list that is used for application Certificates.

HTTRPS connections have an unpredictable lifetime. Therefore, Servers need to rely o
AuthenticationToken passed in the RequestHeader to determine the identity of the Client,

t are

N the
This

mearns the AuthenticationToken shall be a randomly generated value with at least 32 bytes of

data and(HI'TPS with signing and encryption shall always be used.

HTTPS allows Clients to have certificates; however, they are not required by the H]
transport. A Server shall allow Clients to connect without providing a Certificate d
negotiation of the HTTPS connection.

[TPS
uring

HTTP 1.1 supports Message chunking where the Content-Length header in the request

response is set to "chunked" and each chunk is prefixed by its size in bytes. All applica
that support the HTTPS transport shall support HTTP chunking.

tions

The URL scheme for endpoints using the HTTPS transport is 'opc.https'. Note that 'https' is
the generic URL scheme for the underlying transport. The opc prefix specifies that the

endpoint accepts OPC UA messages as defined in 7.4.
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7.4.2 Session-less Services

Session-less Services (see IEC 62541-4) may be invoked via HTTPS POST. The HTTP
Authorization header in the Request shall have a Bearer token which is an Access Token
provided by the Authorization Service. The Content-type of the HTTP request shall specify the
encoding of the body. If the Content-type is application/opcua+uabinary then the body is
encoded using the OPC UA Binary encoding (see 7.4.4). If the Content-type is
application/opcua+uajson then body is encoded using the reversible form of the JSON
encoding (see 7.4.5).

Note that the Content-type for OPC UA Binary encoded bodies for Session-less Services is
diffeertfronmthe—Comtent=type for Session-based-Services specified i 744"

7.4.3 XML Encoding

This [TransportProtocol implements the OPC UA Services using a SOAP request-resgonse
mesgage pattern over an HTTPS connection.

The pbody of the HTTP Messages shall be a SOAP 1.2 Message (see’ SOAP Part 1).| WS-
Addressing headers are optional (see WS Addressing).

The PPC UA XML Encoding specifies a way to represent ap,OPC UA Message as an|XML
element. This element is added to the SOAP Message as the only child of the SOAP |body
element. If an error occurs in the Server while parsing (the request body, the Server| may
returp a SOAP fault or it may return an OPC UA error résponse.

The $OAP Action associated with an XML encoded.réquest Message always has the form:

http]//opcfoundation.org/UA/2008/02/Servicés.wsdl/<service name>

wherg <service name> is the name of the!OPC UA Service being invoked.

The $OAP Action associated with af)XML encoded response Message always has the form:

http]//opcfoundation.org/UAY2008/02/Services.wsdl/<service name>Response

All rgquests shall be HTTP POST requests. The Content-type shall be "application/soaptxml"
and the charset and actioh parameters shall be specified. The charset parameter shall bg "utf-
8" and the action parameter shall be the URI for the SOAP action.

An example HTTP request header is:

POST |/UA/SampleServer HTTP/1.1

Contdnt¥=Type: application/soap+xml; charset="utf-8";
dcedbn="http://opcfoundation.org/UA/2008/02/Services.wsdl/Read"
Content-Length: nnnn

The action parameter appears on the same line as the Content-Type declaration.

An example request Message:

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">
<s:Body>
<ReadRequest xmlns="http://opcfoundation.org/UA/2008/02/Types.xsd">

</ReadRequest>

</s:Body>
</s:Envelope>

An example HTTP response header is:
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HTTP/1.1 200 OK

Content-Type: application/soap+xml; charset="utf-8";
action="http://opcfoundation.org/UA/2008/02/Services.wsdl/ReadResponse"

Content-Length: nnnn

The action parameter appears on the same line as the Content-Type declaration.

An example response Message:

<s:Envelope xmlns:s="http://www.w3.0rg/2003/05/soap-envelope">
<s:Body>
<ReadResponse xmlns="http://opcfoundation.org/UA/2008/02/Types.xsd">

/ReadResponse>
</4:Body>
</s:Hnvelope>

7.4.4 OPC UA Binary Encoding

This [TransportProtocol implements the OPC UA Services using an OPC AJA Binary Encoded
Mesgages exchanged over an HTTPS connection.

Applications which support the HTTPS Profile shall support HTTP 11.

The pody of the HTTP Messages shall be OPC UA Binary _encoded blob. The Contentttype
shall|be "application/octet-stream".

An example HTTP request header is:

POST |/UA/SampleServer HTTP/1.1
Contgnt-Type: application/octet-stream;
Contgnt-Length: nnnn

An example HTTP response header is:

HTTPA1.1 200 OK
Contgnt-Type: application/octef-stream;
Contgnt-Length: nnnn

The Message body is~the request or response structure encoded as an ExtensionObjgct in
OPC|UA Binary. TheAuthorization header is only used for Session-less Service calls|(see
7.4.2).

If thg OPC UA)Binary Encoding is used for a Session-less Service the HTTP request hgader
is:

R@ST /UA/SampleServer HTTP/1.1

TCIOT T Za 10N T BEAIETr DISE04-clCO0Ed-COREN-aata
Content-Type: application/opcuatuabinary;
Content-Length: nnnn

7.4.5 JSON Encoding

This TransportProtocol implements the OPC UA Services using JSON encoded Messages
exchanged over an HTTPS connection.

Applications which support the HTTPS Profile shall support HTTP 1.1.

The body of the HTTP Messages shall be OPC UA JSON Encoded. The Content-type shall be
"application/opcua+uajson”.
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An example HTTP request header is:

POST /UA/SampleServer HTTP/1.1

Authorization: Bearer <base64-encoded-token-data>
Content-Type: application/opcuatuajson;
Content-Length: nnnn

An example HTTP response header is:

7.5
7.5.1

This

Web

commonly used by browser based applications to allow the web/server to asynchron

send
and i
wher

Web

HTTP/1.1 200 OK
Content-Type: application/opcuatuajson;
Content-Length: nnnn

WebSockets

Overview
TransportProtocol sends OPC UA Connection Protocol messages over WebSockets.
Bockets is a bi-directional protocol for communication via alf\web server whi
information to the client. WebSockets uses the same defaultport as HTTP or H]

b firewalls limit traffic to the ports used by HTTP or HTTPS

Bockets uses HTTP, however, in practice a WebSdeket connection is only initiated

h is
busly
[TPS

[nitiates communication with an HTTP request. This makes_ it very useful in environments

ith a

HTTR GET request and the web server provides an-HJTP response. After that exchangg, all

traffi

A Se
sche

transports defined in IEC 62541-7. The" TransportProfileUri specifies the encoding

secu

The

t uses the binary framing protocol defined by RFC 6455.

rver that supports the WebSockets transport shall publish one or more Endpoints wit
me 'opc.wss'. The TransportProfileUri"shall be one of the URIs for WebSo

ity protocol used to construct the\QPC UA messages sent via the WebSocket.

SecurityMode and SecurityRolicyUri of the Endpoint control the security applied t

h the
ckets
and

b the

mesdages sent via the WebSocket. This allows the messages to be secure even if the

Web

Figude 17 summarizesy~the complete process for establishing communication ov

Web

bocket connection is established via untrusted HTTPS proxies.

Bocket.
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Client Server
T T
| |
1 Create Socket g
TLS Upgrade Request | RFC 5246
T< ——————————— TLS Upgrade Response- — — — — — — — — — — - T
[ o
HTTP Upgrade Request >
} RFC 6455
e HTTP Upgrade Response—— —— — — — — — — =

| il

K—————- OPC UA Connection Protocol Acknowledge— — — — — — Inside
OPCUA RFC 6455
———0PC UA Secure Conversation Open Secure Channel Request—»| Frames
T<_ —OPC UA Secure Conversation Open Secure Channel Reponse— — —T
IEC

Figure 17 — Setting up Communication over a WebSocket
Figune 17 assumes the opcua+uacp protocol mapping (see 7.5.2);

7.5.2 Protocol Mapping

The YWebSocket protocol allows clients to request that servers use specific sub-protocolg with
the "ISec-WebSocket-Protocol" header in the WebSocket handshake defined in RFC $455.
The protocols defined by this document are shownn Table 58.

Table 58 — WebSocket Protocols Mappings

Pfotocol Description

opcuafruacp Each WebSocket frame is alMessageChunk as defined in 6.7.2. After the WebSocket is created, the
handshake described in 7.1%3 is used to negotiate the maximum size of the MessageChunk. The majimum
size for a buffer needed {6 receive a WebSocket frame is the maximum length of a MessageChunk plus the
maximum size for the WebSocket frame header.

When using this protocol the payload in each frame is binary (OpCode 0x2 in RFC 6455).

opcuafruajson Each WebSecket frame is a Message encoded using the JSON encoding described in 5.4.9. There i no
mechanism/to negotiate the maximum frame size. If the receiver encounters a frame that exceeds its
internal limits, it shall close the WebSocket connection and provide a 1009 status code as described in
REC 6455.

\When using this protocol the payload in each frame is text (OpCode 0x1 in RFC 6455).

Each| WebSocket protocol mapping defined has a TransportProfileUri defined in IEC 6254{1-7.

The Client shall request a protocol. If the Server does not support the protocol requested by
the Client, the Client shall close the connection and report an error.

7.5.3 Security

WebSockets requires that the Server have a Certificate, however, the Client may have a
Certificate. The Server Certificate should have the domain name as the common name
component of the subject name; however, Clients that are able to override the Certificate
validation procedure can choose to accept Certificates with a domain mismatch.

When using the WebSockets transport from a web browser, the browser environment may
impose additional restrictions. For example, the web browser may require the Server have a
valid TLS Certificate that is issued by CA that is installed in the Trust List for the web browser.


https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 © |IEC 2020 - 85—

To support these Clients, a Server may use a TLS Certificate that does not conform to the
requirements for an Applicationinstance Certificate. In these cases, the TLS Certificate is only
used for TLS negotiation and the Server shall use a valid Applicationinstance Certificate for
other interactions that require one. Servers shall allow adminstrators to specify a Certificate
for use with TLS that is different from the Applicationinstance Certificate.

Clients running in a browser environment specify the 'Origin' HTTP header during the
WebSocket upgrade handshake. Servers should return the 'Access-Control-Allow-Origin' to
indicate that the connection is allowed.

Any Client that does not run in_a web browser _environment and supports the WebSockets
transjport shall accept OPC UA Application Instance Certificate as the TLS Certificate
provided the correct domain is specified in the subjectAltName field.

A Client may use its Application Instance Certificate as the TLS Certificate and)Servers|shall
accept those Certificates if they are valid according to the OPC UA Certificate, validation nules.

Som¢ operating systems will not give the application any control over“the set of algorithms
that TLS will negotiate. In some cases, this set will be based on the-needs of web bro}sers
and ill not be appropriate for the needs of an OPC UA Applieation. If this is a congern,
applifations should use OPC UA Secure Conversation in addition to' TLS.

Clients that support the WebSocket transport shall support’explicit configuration of an HTTPS
proxy. When using an HTTPS proxy the Client shall first send an HTTP CONNECT message
(see [HTTP) before starting the WebSocket protocol handshake. Note that explicit HTTPS
proxies allow for man-in-the-middle attacks. This threat may be mitigated by using OPC UA
Secufre Conversation in addition to TLS.

7.6 Well known addresses

The |[Local Discovery Server (LDS) iscan OPC UA Server that implements the Discovery
Service Set defined in IEC 62541-4.If*an LDS is installed on a machine it shall use ope or
morel| of the well-known addresses.defined in Table 59.

Table 59 — Wellkknown addresses for Local Discovery Servers

Transport Mapping URL Notes
OPC L|JA TCP opc.tcp://localhost:4840/UADiscovery
OPC lIJA WebSockets opc.wss://localhost:443/UADiscovery
OPC lIJA HTTPS https://localhost:443/UADiscovery

OPC|UA applications that make use of the LDS shall allow administrators to change the|well-
knowmaddresses used withima systenT.

The Endpoint used by Servers to register with the LDS shall be the base address with the
path "/registration" appended to it (e.g. http://localhost/UADiscovery/registration). OPC UA
Servers shall allow administrators to configure the address to use for registration.

Each OPC UA Server application implements the Discovery Service Set. If the OPC UA
Server requires a different address for this Endpoint, it shall create the address by appending
the path "/discovery" to its base address.


http://localhost/UADiscovery/registration
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8 Normative Contracts

8.1

OPC Binary Schema

2020

The normative contract for the OPC UA Binary Encoded Messages is an OPC Binary Schema.
This file defines the structure of all types and Messages. The syntax for an OPC Binary Type
Schema is described in IEC 62541-3. This schema captures normative names for types and
their fields as well the order the fields appear when encoded. The data type of each field is
also captured.

8.2

XML Schema and WSDL

The

defines the structure of all types and Messages. This schema captures normative.nams

typegd
field

The

that [ncludes XML Schema for the OPC UA XML encoded Messages. It also defines thg

typed
Links

8.3

Anneg

8.4

Anneg

8.5

Anneg

8.6

Anneg

8.7

Anneg

normative contract for the OPC UA XML encoded Messages is an XML Schema, Th

and their fields as well the order the fields appear when encoded. The data.type of
s also captured.

hormative contract for Message sent via the SOAP/HTTP TransportProtocol is a

for OPC UA Servers and DiscoveryServers.
to the WSDL and XML Schema files can be found in AnnexD.

Information Model Schema

X F defines the schema to be used for InformationModels.

Formal definition of UA Information Model

X B defines the OPC UA NodeSet.

Constants

X A defines constants for Attribute Ids, Status Codes and numeric Nodelds.

DataType encoding

x C defines the binary encoding for all DataTypes and Messages.

Security eonfiguration

x E defines a schema for security settings.

s file
s for
each

SDL
port
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Annex A
(normative)

Constants

A.1 Attribute Ids

Table A.1 shows Identifiers assigned to Attributes.

Table AT —Identifiers assigned to Attributes

Attribute Identifier
Nodeld 1
NodeClass 2
BrowseName 3
DisplayName 4
Description 5
WriteMask 6
UserWriteMask 7
IsAbstract 8
Symmetric 9
InverseName 10
ContainsNoLoops 11
EventNotifier 12
Value 13
DataType 14
ValueRank 15
ArrayDimensions 16
AccessLevel 17
UserAccessLevel 18
MinimumSamplinginterval 19
Historizing 20
Executable 21
UserExecutable 22
DataTypeDefinition 23
RolePermissions 24
UserRolePermissions 25
AccessRestrictions 26
AccesslLevelEx 27

A.2 Status Codes

Clause A.2 defines the numeric identifiers for all of the StatusCodes defined by the OPC UA
Specification. The identifiers are specified in a CSV file with the following syntax:

<SympbolName>, <Code>, <Description>
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Where the SymbolName is the literal name for the error code that appears in the specification
and the Code is the hexadecimal value for the StatusCode (see |IEC 62541-4). The severity
associated with a particular code is specified by the prefix (Good, Uncertain or Bad).

The CSV released with this version of the standards can be found here:

NOTE

http://www.opcfoundation.org/UA/schemas/1.04/StatusCode.csv

The latest CSV that is compatible with this version of the standard can be found here:

http://www.opcfoundation.org/UA/schemas/StatusCode.csv

A3

Clau
UA S

<Sym

Whe
Insta
Node

The

insta
sepa
Obje
Nam
Serv
Serv
Nam

The
The
http:

NOTE

http://

Numeric Node lds

e A.3 defines the numeric identifiers for all of the numeric Nodelds defined-by the
pecification. The identifiers are specified in a CSV file with the following syntax:

olName>, <Identifier>, <NodeClass>

e the SymbolName is either the BrowseName of a Type Node orithe BrowsePath f
nce Node that appears in the specification and the Identifieryis numeric value fog
Id.

BrowsePath for an instance Node is constructed by appending the BrowseName @
nce Node to BrowseName for the containing instanceyor type. A '_' character is us
rate each BrowseName in the path. For examplefdEC 62541-5 defines the Server
ctType Node which has the NamespaceArray./Property. The SymbolName fo
bspaceArray InstanceDeclaration within the ServerType declaration
brType_NamespaceArray. |EC 62541-5 also defines a standard instance of
prType ObjectType with the BrowseName 'Server'. The BrowseName for
pspaceArray Property of the standard Server Object is: Server_ NamespaceArray.

NamespaceUri for all Nodelds defined here is http://opcfoundation.org/UA/
CSV released with this version of the standards can be found here:

www.opcfoundation.org/lUA/schemas/1.04/Nodelds.csv

The latest CSV that is ‘compatible with this version of the standard can be found here:

www.opcfoundation.org/UA/schemas/Nodelds.csv

OPC

Dr an
r the

f the
ed to
Type
the
is:
the
the
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http://www.opcfoundation.org/UA/schemas/1.04/NodeIds.csv
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Annex B
(normative)

OPC UA Nodeset

The OPC UA NodeSet includes the complete Information Model defined in this document. It
follows the XML Information Model schema syntax defined in Annex F and can thus be read
and processed by a computer program.

The Information Model Schema released with this document can be found here:

http://www.opcfoundation.org/UA/schemas/1.04/Opc.Ua.NodeSet2.xml

NOTE| The latest Information Model schema that is compatible with this document can be found here:

http://www.opcfoundation.org/UA/schemas/Opc.Ua.NodeSet2.xml



http://www.opcfoundation.org/UA/schemas/1.04/Opc.Ua.NodeSet2.xml
http://www.opcfoundation.org/UA/schemas/1.02/Opc.Ua.NodeSet2.xml
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Annex C
(normative)

Type declarations for the OPC UA native Mapping

Annex C defines the OPC UA Binary encoding for all DataTypes and Messages defined in this
document. The schema used to describe the type is defined in IEC 62541-3.

The OPC UA Binary Schema released with this document can be found here:

http://www.opcfoundation.org/UA/schemas/1.04/Opc.Ua.Types.bsd.xml

NOTE| The latest file that is compatible with this document can be found here:

http://www.opcfoundation.org/UA/schemas/Opc.Ua.Types.bsd.xml
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Annex D
(normative)

WSDL for the XML Mapping

D.1 XML Schema

Clause D.1 defines the XML Schema for all DataTypes and Messages defined in this series of
OPC UA standards.

The XML Schema released with this document can be found here:

http://www.opcfoundation.org/UA/schemas/1.04/Opc.Ua.Types.xsd

NOTE| The latest file that is compatible with this document can be found here:

http://www.opcfoundation.org/UA/2008/02/Types.xsd
D.2 | WDSL Port Types

Clause D.2 defines the WSDL Operations and Port Types for all Services defingd in
IEC ¢2541-4.

The WSDL released with this document can be found hére:

http://www.opcfoundation.org/UA/schemas/1.04/Opc.Ua.Services.wsdl

NOTE| The latest file that is compatible with this dodcument can be found here:

http://ppcfoundation.org/UA/2008/02/Services.wsdl

This WSDL imports the XML Schema defined in D.1.

D.3 | WSDL Bindings

Clause D.3 defines the ! WSDL Bindings for all Services defined in IEC 62541-4.
The YWSDL released with this document can be found here:

http://www.epcfoundation.org/UA/schemas/1.04/Opc.Ua.Endpoints.wsdl

NOTEl—TFhetatestfite-thatd PN Mo thio o 4 Lo f N .
E—rreratestHethratiS—etompatere-whHR—thS—aotHheRtearDeTouRamere:

http://opcfoundation.org/UA/2008/02/Endpoints.wsdl

This WSDL imports the WSDL defined in D.2.


http://www.opcfoundation.org/UA/schemas/1.04/Opc.Ua.Types.xsd
http://www.opcfoundation.org/UA/2008/02/Types.xsd
http://www.opcfoundation.org/UA/schemas/1.04/Opc.Ua.Services.wsdl
http://opcfoundation.org/UA/2008/02/Services.wsdl
http://www.opcfoundation.org/UA/schemas/1.04/Opc.Ua.Endpoints.wsdl
http://opcfoundation.org/UA/2008/02/Endpoints.wsdl
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Annex E
(normative)

Security settings management

Overview

2020

All OPC UA applications shall support security; however, this requirement means that
Administrators need to configure the security settings for the OPC UA application. Annex E

desc

rihae an XYMl Schamawhich can ha 1icad ta raad and undata the cecuritvy cattinas £
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http:
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http://
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that
confi

<sl:§
<Ap
<Ap

<!+

<Se

UA application. Al OPC UA applications may support configuration
rting/exporting documents that conform to the schema (called the SecuredApplic
ma) defined in Annex E.

ML Schema released with this document can be found here:

www.opcfoundation.org/UA/schemas/1.04/SecuredApplication.xsd

The latest file that is compatible with this document can be found here:

bpcfoundation.org/UA/2011/03/SecuredApplication.xsd
SecuredApplication schema can be supported in two Wways:

roviding an XML configuration file that can be edited directly;
roviding an import/export utility that can be rub. as required;

application supports direct editing of anXML configuration file, then that file shall
ly one element with the local name 'SecuredApplication’ and URI equal tqg
redApplication schema URI. A third‘party configuration utility shall be able to pars

pnly authorized administrators~can update this file. The following is an example
juration that can be directly edited:

bmpleConfiguration xmlns=:sl="http://acme.com/UA/Sample/Configuration.xsd">
olicationName>ACME UA Sexver</ApplicationName>
plicationUri>urn:myfiactory.com:Machine54:ACME UA Server</ApplicationUri>

- any number of application specific elements -->

curedApplication xmlns="http://opcfoundation.org/UA/2011/03/SecuredApplication.xsd">
ApplicationName>ACME UA Server</ApplicationName>
ApplicatdenUri>urn:myfactory.com:Machine54:ACME UA Server</ApplicationUri>
ApplicationType>Server 0</ApplicationType>

hpplicationCertificate>

<StereType>Windows</StoreType>

by
ation

have
the
b the

file, read and update the 'SecurédApplication' element. The administrator shall eqpsure

of a

<StérePath>LocalMachine\My</StorePath>

<
</s

<!-

<Di
</sl:

S et iame>AEME— rrer<FSuirectitame
/ApplicationCertificate>
ecuredApplication>

- any number of application specific elements -->

sableHiResClock>true</DisableHiResClock>
SampleConfiguration>

If an application provides an import/export utility, then the import/export file shall be a
document that conforms to the SecuredApplication schema. The administrator shall ensure
that only authorized administrators can run the utility. The following is an example of a file

used

by an import/export utility:


http://www.opcfoundation.org/UA/schemas/1.04/SecuredApplication.xsd
http://opcfoundation.org/UA/2011/03/SecuredApplication.xsd
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<?xml
<Secu

version="1.0" encoding="utf-8" ?>
redApplication xmlns="http://opcfoundation.org/UA/2011/03/SecuredApplication.xsd">

<ApplicationName>ACME UA Server</ApplicationName>
<ApplicationUri>urn:myfactory.com:Machine54:ACME UA Server</ApplicationUri>
<ApplicationType>Server 0</ApplicationType>
<ConfigurationMode>urn:acme.com:ACME Configuration Tool</ConfigurationMode>
<LastExportTime>2011-03-04T13:34:122</LastExportTime>
<ExecutableFile>%ProgramFiles$\ACME\Bin\ACME UA Server.exe</ExecutableFile>

<ApplicationCertificate>

<
<
<

StoreType>Windows</StoreType>
StorePath>LocalMachine\My</StorePath>
SubjectName>ACME UA Server</SubjectName>

</ApplicationCertificate>
<TrustedCertificateStore>

ftoreTyne>Windows ftoreTyune

</T
<Tr

</
<Re

StorePath>LocalMachine\UA applications</StorePath>
!-— Offline CRL Checks by Default -->
[ValidationOptions>16</ValidationOptions>
rustedCertificateStore>
ustedCertificates>
Certificates>
<CertificateIdentifier>
<SubjectName>CN=MyFactory CA</SubjectName>
<!-- Online CRL Check for this CA -->
<ValidationOptions>32</ValidationOptions>
</CertificateIdentifier>
/Certificates>
rustedCertificates>
[fectedCertificatesStore>
StoreType>Directory</StoreType>
StorePath>%CommonApplicationData%\OPC Foundation\RejectedCertificates</StorePath>

</RejectedCertificatesStore>
</SecjuredApplication>
E.2 | SecuredApplication
The (SecuredApplication element specifies)the security settings for an application.| The
elements contained in a SecuredApplicatioh are described in Table E.1.
When an instance of a SecuredApplication is imported into an application the appligation
updates its configuration based-an the information contained within it. If unrecoverable drrors
occuf during import an application shall not make any changes to its configuration and rgport
the rg¢ason for the error.

mechanism used™\to import or export the configuration depends on the application.
ications shall efisure that only authorized users are able to access this feature.

SecuredApplication element may reference X.509 v3 Certificates which are contained in
cal stores. Each application needs to decide whether it uses shared physical sfores
the"administrator can control directly by changing the location or private stores thaft can

h the

those stores to the private stores.

nport

nts of

The import/export utility shall not export private keys. If the administrator wishes to assign a
new public-private key to the application the administrator shall place the private in a store
where it can be accessed by the import/export utility. The import/export utility is then
responsible for ensuring it is securely moved to a location where the application can access it.
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Table E.1 — SecuredApplication

Element Type Description

ApplicationName String A human readable name for the application.

Applications shall allow this value to be read or changed.

ApplicationUri String A globally unique identifier for the instance of the application.

Applications shall allow this value to be read or changed.

ApplicationType ApplicationType The type of application.

May be one of

s Server_u,
o Client_1;

e ClientAndServer_2;

e DiscoveryServer_3;
Application shall provide this value.

Applications do not allow this value to be changed.

ProdugtName String A name for the product.
Application shall provide this value.

Applications do not allow this value tobe changed.

ConfigurationMode String Indicates how the application sheuld be configured.

An empty or missing valuetindicates that the configuration file can be
edited directly. The location of the configuration file shall be provided in
this case.

Any other value is,a URI that identifies the configuration utility. The
vendor documehtation shall explain how to use this utility.

Applicatien shall provide this value.

Applications do not allow this value to be changed.

LastExportTime UtcTime When the configuration was exported by the import/export utility.
It may be omitted if applications allow direct editing of the security
configuration.

ConfidurationFile String The full path to a configuration file used by the application.

19
o

Applications do not provide this value if an import/export utility is us
Applications do not allow this value to be changed.

Permissions set on this file shall control who has rights to change th
configuration of the application.

[

ExecutableFile String The full path to an executable file for the application.
Applications may not provide this value.
Applications do not allow this value to be changed.

Permissions set on this file shall control who has rights to launch th
application

D

ApplicationCertificate Certificateldentifier The identifier for the Application Instance Certificate.
Applications shall allow this value to be read or changed.

This identifier may reference a Certificate store that contains the private
key. If the private key is not accessible to outside applications this value
shall contain the X.509 v3 Certificate for the application.

If the configuration utility assigns a new private key this value shall
reference the store where the private key is placed. The import/export
utility may delete this private key if it moves it to a secure location
accessible to the application.

Applications shall allow Administrators to enter the password required to
access the private key during the import operation. The exact mechanism
depends on the application.

Applications shall report an error if the ApplicationCertificate is not valid.
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Element

Type

Description

TrustedCertificateStore

CertificateStore
Identifier

The location of the CertificateStore containing the Certificates of
applications or Certificate Authorities (CAs) which can be trusted.

Applications shall allow this value to be read or changed.

This value shall be a reference to a physical store which can be managed
separately from the application. Applications that support shared physical
stores shall check this store for changes whenever they validate a
Certificate.

The Administrator is responsible for verifying the signature on all
Certificates placed in this store. This means the application may trust
Certificates in this store even if they cannot be verified back to a trusted

TOUL.

Administrators shall place any CA certificates used to verify the signature
in the IssuerStore or the IssuerList. This will allow applications.t6 prpperly
verify the signatures.

The application shall check the revocation status of the (Certificates|in this
store if the Certificate was issued by a CA. The application shall look for

the offline Certificate Revocation List (CRL) for@-CA'in the store where it
found the CA Certificate.

The location of an online CRL for CA shall\be specified with the
CRLDistributionPoints (OID= 2.5.29.31) X509 v3 Certificate extensjon.

The ValidationOptions parameter-is used to specify which revocatign list
should be used for CAs in this/store.

Truste

dCertificates

CertificateList

A list of Certificates for applications for CAs that can be trusted.
Applications shall allow this value to be read or changed.

The value is an explicit list of Certificates which is private to the
application. It is used when the application does not support shared
physical Certificate stores or when Administrators need to specify
ValidationOptions for individual Certificates.

If the TrustedCertificateStore and the TrustedCertificates parametefs are
both specified, then the application shall use the TrustedCertificate$tore
forichecking trust relationships. The TrustedCertificates parameter is only
dsed to lookup ValidationOptions for individual Certificates. It may dlso be
used to provide CRLs for CA certificates.

If the TrustedCertificateStore is not specified, then TrustedCertificaes
parameter shall contain the complete X.509 v3 Certificate for each gntry.

Issuer

Store

CertificateStore
Identifier

The location of the CertificateStore containing CA Certificates which are
not trusted but are needed to check signatures on Certificates.

Applications shall allow this value to be read or changed.

This value shall be a reference to a physical store which can be mahaged
separately from the application. Applications that support shared physical
stores shall check this store for changes whenever they validate a
Certificate.

This store may also contain CRLs for the CAs.

Issuer

Certificates

CertificateList

A list of Certificates for CAs which are not trusted but are needed tg
check signatures on Certificates.

Applications shall allow this value to be read or changed.

The value is an explicit list of Certificates which is private to the
application. It is used when the application does not support shared
physical Certificate stores or when Administrators need to specify
ValidationOptions for individual Certificates.

If the IssuerStore and the IssuerCertificates parameters are both
specified, then the application shall use the IssuerStore for checking
signatures. The IssuerCertificates parameter is only used to lookup
ValidationOptions for individual Certificates. It may also be used to
provide CRLs for CA certificates.
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Element

Type

Description

Reject

edCertificatesStore

CertificateStore
Identifier

The location of the shared CertificateStore containing the Certificates of
applications which were rejected.

Applications shall allow this value to be read or changed.

Applications shall add the DER encoded Certificate into this store
whenever it rejects a Certificate because it is untrusted or if it failed one
of the validation rules which can be suppressed (see Clause E.6).

Applications shall not add a Certificate to this store if it was rejected for a
reason that cannot be suppressed (e.g. Certificate revoked).

BaseAddresses

String []

A list of URLs for the Endpoints supported by a Server.

Applications shall allow these values to be read or changed.
If a Server does not support the scheme for a URL it shall ignere.it.

This list can have multiple entries for the same URL scheme® The fifst
entry for a scheme is the base URL. The rest are assumed to be DINS
aliases that point to the first URL.

It is the responsibility of the Administrator to coffigure the network fp
route these aliases correctly.

Securi

tyProfileUris

SecurityProfile []

A list of SecurityPolicyUris supported by’a.Server. The URIs are defined
as security Profiles in IEC 62541-7.

Applications shall allow these values to be read or changed.

Applications shall allow the Enabled flag to be changed for each
SecurityProfile that it supports:

If the Enabled flag is false, the Server shall not allow connections uging
the SecurityProfile

If a Server does not support a SecurityProfile it shall ignore it.

Extengions Xs:any A list of vefdor defined Extensions attached to the security settings
Applications shall ignore Extensions that they do not recognize.
Applications that update a file containing Extensions shall not delet¢ or
modify extensions that they do not recognize.

E.3 | Certificateldentifier.

The [Certificateldentifier \element describes an X.509 v3 Certificate. The Certificate can be

provided explicitly within the element or the element can specify the location of the

CertificateStore that contains the Certificate. The elements contained in a Certificateldentifier

are d

escribed in_ Table E.2.
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Table E.2 — Certificateldentifier

Element Type Description

StoreType String The type of CertificateStore that contains the Certificate.
Predefined values are "Windows" and "Directory".

If not specified, the RawData element shall be specified.

StorePath String The path to the CertificateStore.
The syntax depends on the StoreType.

If not specified, the RawData element shall be specified.

Subje¢tName String The SubjectName for the Certificate.
The Common Name (CN) component of the SubjectName.

The SubjectName represented as a string that complies with Section 8 of

RFC 4514.
Values that do not contain '=' characters are presumed to be the Common Name
component.

Thumbprint String The CertificateDigest for the Certificate formatted as a‘hexadecimal string.

Case is not significant.

RawDpta ByteString The DER encoded Certificate.

The Certificateldentifier is invalid if thefinformation in the DER Certificate corjflicts
with the information specified in other fields. Import utilities shall reject
configurations containing invalid Gerfificates.

This field shall not be specifiedif the StoreType and StorePath are specified

ValidationOptions Int32 The options to use when validating the Certificate. The possible options are
described in E.6.

OfflingRevocationList ByteString A Certificate Revocation List (CRL) associated with an Issuer Certificate.
The format of*a"CRL is defined by RFC 3280.

This field.is:only meaningful for Issuer Certificates.

OnlingRevocationList String A URL-for an Online Revocation List associated with an Issuer Cerftificate.

Thisfield is only meaningful for Issuer Certificates.

A "Wjndows" StoreType specifies a Windows Certificate store.
The $yntax of the StorePath has the form:

[\\HostNameéX}StoreLocation[\(ServiceName | UserSid)]\StoreName
wherg:
HestName — the name of the machine where the store resides.

Storetocatiom=oneof tocatitachime;Currentdser;YserorService
ServiceName — the name of a Windows Service.

UserSid — the SID for a Windows user account.

StoreName — the name of the store (e.g. My, Root, Trust, CA, etc.).

Examples of Windows StorePaths are:

\\MYPC\LocalMachine\My

\CurrentUser\Trust

\WMYPC\Service\My UA Server\UA applications
\User\S-1-5-25\Root
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A "Directory" StoreType specifies a directory on disk which contains files with DER encoded
Certificates. The name of the file is the CertificateDigest for the Certificate. Only public keys
may be placed in a "Directory" Store. The StorePath is an absolute file system path with a
syntax that depends on the operating system.

If a "Directory" store contains a 'certs' subdirectory, then it is presumed to be a structured

store

with the subdirectories described in Table E.3.

Table E.3 — Structured directory store

Subdirectory Description
certs Contains the DER encoded X.509 v3 Certificates.
The files shall have a .der file extension.
privatg Contains the private keys.
The format of the file may be application specific.
PEM encoded files should have a .pem extension.
PKCS#12 encoded files should have a .pfx extension.
The root file name shall be the same as the corresponding public key file|in'the certs directory.
crl Contains the DER encoded CRL for any CA Certificates found in the certs or ca directories.
The files shall have a .crl file extension.
Each| Certificate is uniquely identified by its Ahumbprint. The SubjectName or| the
distirjguished SubjectName may be used to identify~a Certificate to a human; however,| they
are rfot unique. The SubjectName may be specified in conjunction with the Thumbprint gr the
RawlData. If there is an inconsistency between the information provided, then| the

Certi
onw

It is 1

A Ce
longs
issusg

Offlin
may

E.4

nere they are used.
ecommended that the SubjectName always be specified.

rtificate revocation list (CRL) contains a list of certificates issued by a CA that a
r trusted. These lists 'should be checked before an application can trust a Certi
d by a trusted CA. The format of a CRL is defined by RFC 3280.

e CRLs are placed in a local Certificate store with the Issuer Certificate. Online
exist but the_protocol depends on the system. An online CRL is identified by a URL.

CertificateStoreldentifier

ficateldentifier is invalid. Invalid Certificatel/dentifiers are handled differently depemnding

e no
icate

CRLs

The

Nottifi S dentifi | . . - X 509 v3

Certificates. The elements contained in a CertificateStoreldentifier are described in Table E.4.
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Table E.4 — CertificateStoreldentifier
Element Type Description
StoreType String The type of CertificateStore that contains the Certificate.
Predefined values are "Windows" and "Directory".
StorePath String The path to the CertificateStore.
The syntax depends on the StoreType.
See E.3 for a description of the syntax for different StoreTypes.
ValidationOptions Int32 The options to use when validating the Certificates contained in the store.
The possible options are described in E.6.

All (ertificates are placed in a physical store which can be protected from 'uhautho
acceps. The implementation of a store can vary and will depend on-~the applic
development tool or operating system. A Certificate store may be shared by ‘many applic
on the same machine.

rized
tion,
tions

Each| Certificate store is identified by a StoreType and a StoréRath. The same path on

diffelent machines identifies a different store.

E.5 | CertificateList

The CertificateList element is a list of Certificates. The/elements contained in a CertificateList

are described in Table E.5.

Table E.5 —CertificateList
Element Type Description

Certifigates Certificateldentifier [] Thelist of Certificates contained in the Trust List

ValidationOptions Int32 ‘The options to use when validating the Certificates contained in the storg.
These options only apply to Certificates that have ValidationOptions with the
UseDefaultOptions bit set. The possible options are described in E.6.

E.6

The

CertificateValidationOptions

CertificateValidationOptions control the process used to validate a Certificate.

Certificate canjhave validation options associated. If none are specified, the ValidationOp
for the storesor list containing the Certificate are used. The possible options are sho

Tabl
disc
igno

Any
tions
vn in
are

E.6.) Note that suppressing any validation step can create security risks which
lTSSGd in more detail in IEC TR 62541-2. An audit log entry shall be created if any er

For is

red because a validation option is suppressed.
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Table E.6 — CertificateValidationOptions

Field

Bit

Description

SuppressCertificateExpired

Ignore errors related to the validity time of the Certificate or its issuers.

SuppressHostNamelnvalid

Ignore mismatches between the host name or ApplicationUri.

SuppressRevocationStatusUnknown

Ignore errors if the issuer's revocation list cannot be found.

CheckRevocationStatusOnline

W[ N|=~]|O

Check the revocation status online.

If set the validator will look for the URL of the CRL Distribution Point in the
Certificate and use the OCSP (RFC 6960) to determine if the Certificate has
been revoked.

If the CRL Distribution Point is not reachable then the validator will look for

offline CRLs if the CheckRevocationStatusOffine bit is set. Otherwise,
validation fails.

This option is specified for Issuer Certificates and used when validating
Certificates issued by that Issuer.

ChecKRevocationStatusOffline

Check the revocation status offline.

If set the validator will look a CRL in the Certificate Store where the CA
Certificate was found.

Validation fails if a CRL is not found.

This option is specified for Issuer Certificates'and used when validating
Certificates issued by that Issuer.

UseDgfaultOptions

If set the Certificate ValidationOptions from the CertificateList shall be used.

If a Certificate does not belong to‘a‘CértificateList then the default is O for all
bits.



https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633

IEC 62541-6:2020 © |IEC 2020 - 101 -

F.1

Annex F
(normative)

Information Model XML Schema

Overview

Information Model developers define standard AddressSpaces which are implemented by
many Servers. There is a need for a standard syntax that Information Model developers can

use
Anneg

The
http:

NOTE
http://

The

x F defines an XML-based schema for this purpose.
ML Schema released with this document can be found here:

www.opcfoundation.org/UA/schemas/1.04/UANodeSet.xsd

The latest file that is compatible with this document can be found here:

bpcfoundation.org/UA/2011/03/UANodeSet.xsd

schema document is the formal definition. The description in Annex F only discl

details of the semantics that cannot be captured in the schema document. Types whic
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erver Address Space. This serialized form ¢an be used to save Server state for us

Ent).

schema only defines a way to represent the structure of Nodes. It is not intend
sent the numerous semantic rules which are defined in other parts of IEC 61
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The structure of a UANodeSet is shown in Table F.1.
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Table F.1 — UANodeSet

Element Type Description
NamespaceUris UriTable A list of NamespaceUris used in the UANodeSet.
ServerUris UriTable A list of ServerUris used in the UANodeSet.
Models ModelTableEntry [] A list of Models that are defined in the UANodeSet along with any
dependencies these models have.
ModelUri String The URI for the model.

This URI should be one of the entries in the NamespaceUris table.

Vi i faY Tk H £ 4L dal-dafi Ao tbha LIANA IO oL
EFStoft G ey erstoR-orme- Mot raCHiCa i mMe-oATNOEGCOCT

This is a human readable string and not intended for programmat
comparisons.

3]

PuplicationDate DateTime When the model was published.

This value is used for comparisons if the Model is defined in multiple

UANodeSet files.

RalePermissions RolePermissions [] The list of default RolePermissions for all Nodes in the model.
ActessRestrictions AccessRestrictions The default AccessRestrictions that apply to all Nodes in the modgl.
RequiredModels ModelTableEntry [] A list of dependencies for the modély

If the model requires a minimum-version the PublicationDate shal| be
specified. Tools which attempt'to resolve these dependencies may
accept any PublicationDate after this date.

Aliasep AliasTable A list of Aliases uséd’in the UANodeSet.
Extengions xs:any An element coftairing any vendor defined extensions to the
UANodeSet.

LastMpdified DateTime The last timeé a document was modified.
<choiqe> UAObject TheVedes in the UANodeSet.

UAVariable

UAMethod

UAView

UAODbjectType

UAVariableType

UADataType

UAReferenceType

The |NamespateUris is a list of URIs for namespaces used in the UANodeSet.| The
Namespacelndexes used in Nodeld, ExpandedNodelds and QualifiedNames identify an
elempnt in this list. The first index is always 1 (0 is always the OPC UA namespace).

The ServerUris is a list of URIs for Servers referenced in the UANodeSet. The Serverindex in
ExpandedNodelds identifies an element in this list. The first index is always 1 (0 is always the
current Server).

The Models element specifies the Models which are formally defined by the UANodeSet. It
includes version information as well as information about any dependencies which the model
may have. If a Model is defined in the UANodeSet then the file shall also define an instance of
the NamespaceMetadataType ObjectType. See IEC 62541-5 for more information.

The Aliases are a list of string substitutions for Nodelds. Aliases can be used to make the file
more readable by allowing a string like 'HasProperty' in place of a numeric Nodeld (i=46).
Aliases are optional.
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The Extensions are free form XML data that can be used to attach vendor defined data to the
UANodeSet.

F.3 UANode

A UANode is an abstract base type for all Nodes. It defines the base set of Attributes and the
References. There are subtypes for each NodeClass defined in IEC 62541-4. Each of these
subtypes defines XML elements and attributes for the OPC UA Attributes specific to the
NodeClass. The fields in the UANode type are defined in Table F.2.

Table F.2 — UANode

Element Type Description

Nodelg Nodeld A Nodeld serialized as a String.
The syntax of the serialized String is defined in 5.3.1.10.

BrowsgName QualifiedName A QualifiedName serialized as a String with the form:
<namespace index>:<name>

Where the Namespacelndex refers to the NamespaceUris table.

SymbglicName String A symbolic name for the Node that can(be used as a class/field name in apito
generated code. It should only be specified if the BrowseName cannot be pised
for this purpose.

This field does not appear inthe*AddressSpace and is intended for use by
design tools. Only letters, digits or the underscore ('_'") are permitted.

WriteNlask WriteMask The value of the WriteMask Attribute.

User\WriteMask WriteMask Still in schema butno-longer used.

AccespRestrictions AccessRestrictions  |The AccessReStrictions that apply to the Node.
DisplayName LocalizedText [] A list of DisplayNames for the Node in different locales.

There shall be only one entry per locale.

Description LocalizedText [] The list of the Descriptions for the Node in different locales.

There shall be only one entry per locale.

Categpry String [] A list of identifiers used to group related UANodes together for use by tool$ that
create/edit UANodeSet files.

Documentation String Additional non-localized documentation for use by tools that create/edit
UANodeSet files.

Refergnces Reference [] The list of References for the Node.

RolePgrmissions RolePermissions [] |The list of RolePermissions for the Node.

Extengions xs:any An element containing any vendor defined extensions to the UANode.

The

UANode.

Array values are denoted with [], however, in the XML Schema arrays are mapped to a
complex type starting with the 'ListOf' prefix.

A UANodeSet is expected to contain many UANodes which reference each other. Tools that
create UANodeSets should not add Reference elements for both directions in order to
minimize the size of the XML file. Tools that read the UANodeSets shall automatically add
reverse references unless reverse references are not appropriate given the ReferenceType
semantics. HasTypeDefinition and HasModellingRule are two examples where it is not
appropriate to add reverse references.
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Note that a UANodeSet represents a collection of Nodes in an address space. This implies
that any instances shall include the fully inherited InstanceDeclarationHierarchy as defined in
IEC 62541-3.

F.4 Reference

The Reference type specifies a Reference for a Node. The Reference can be forward or
inverse. Only one direction for each Reference needs to be in a UANodeSet. The other
direction shall be added automatically during any import operation. The fields in the
Reference type are defined in Table F.3.

Table F.3 — Reference

Element Type Description

Nodelg Nodeld The Nodeld of the target of the Reference serialized as a String.
The syntax of the serialized String is defined in 5.3.1.11 (ExpandedNodeld).

This value can be replaced by an Alias.

RefergnceType Nodeld The Nodeld of the ReferenceType serialized as a String:
The syntax of the serialized String is defined in5.3.1.10 (Nodeld).

This value can be replaced by an Alias.

IsForward Boolean If TRUE, the Reference is a forward reference.

F.5 RolePermission

The RolePermission type specifies the Permissions granted to Role for a Node. The fields in
the RolePermission type are defined in Table F.4.

Table F.4 — RolePermission

Element Type Description
Nodelfl Nodeld The Nodeld of the Role which has the Permissions.
Permigsions UInt32 A bitmask specifying the Permissions granted to the Role.
The bitmask values the Permissions bits defined in IEC 62541-3.

F.6 | UAType

A UAType is a subtype of the UANode defined in F.3. It is the base type for the types deffined
in Table F.5.

Table F.5 - UANodeSet Type Nodes

Subtype Description
UAODbjectType Defines an ObjectType Node as described in IEC 62541-3.
UAVariableType Defines a VariableType Node as described in IEC 62541-3.
UADataType Defines a DataType Node as described in IEC 62541-3.
UAReferenceType Defines a ReferenceType Node as described in IEC 62541-3.
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F.7 UAlnstance

A UAlnstance is a subtype of the UANode defined in F.3. It is the base type for the types
defined in Table F.6. The fields in the UAlnstance type are defined in Table F.7. Subtypes of
UAlnstance which have fields in addition to those defined in IEC 62541-3 are described in
detail below.

Table F.6 — UANodeSet Instance Nodes

Subtype Description
UAObjett DefimesamObject Nodeasdescribed miEC 8254 1=3:
UAVatiable Defines a Variable Node as described in IEC 62541-3.
UAMethod Defines a Method Node as described in IEC 62541-3.
UAVig Defines a View Node as described in IEC 62541-3.

Table F.7 — UAInstance

Element Type Description

All of the fields from the UANode type described in F.3.

PareniNodeld Nodeld The Nodeld of the Node that is the parent of the Node within the informatjon
model. This field is used to indicate that a tight coupling exists between tfje
Node and its parent (e.g. whén the parent is deleted the child is deleted 3
well). This information does)not appear in the AddressSpace and is intenfled
for use by design tools.

[

F.8 | UAVariable

A UAVariable is a subtype of the UAlnstance defined in. It represents a Variable Node| The
fieldq in the UAVariable type are defined in Table F.8.
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Table F.8 — UAVariable

Element Type Description

All of the fields from the UAlnstance type described in F.7.

Value Variant The Value of the Node encoding using the UA XML wire encoding.

Translation TranslationType [] A list of translations for the Value if the Value is a LocalizedText or a
structure containing LocalizedTexts.

This field may be omitted.

If the Value is an array the number of elements in this array shall
match the number of elements in the Value. Extra elements are
Ignoreda.

If the Value is a scalar, then there is one element in this array.

If the Value is a structure, then each element contains translatjons
for one or more fields identified by a name. See the\IranslatiopType
for more information.

DataType Nodeld The data type of the value.

ValuelRank ValueRank The value rank.

If not specified, the default value is\~1 (Scalar).

ArrayDimensions ArrayDimensions The number of dimensions in an_array value.
AccesplLevel AccessLevel The access level.

UserAkcesslLevel AccessLevel Still in schema but no’fonger used.
MinimpmSamplinginterval |Duration The minimum sampling interval.

Historfzing Boolean Whether history-is being archived.

F.9 | UAMethod

A UAMethod is a subtype of the UAlInstance defined in F.7. It represents a Method Node| The
fieldg in the UAMethod type are defined in Table F.9.

Table F.9 — UAMethod

Element Type Description

All of the fields from the UAlnstance type described in F.7.

MethodDeclarationld Nodeld May be specified for Method Nodes that are a target of a HasCompgonent
reference from a single Object Node. It is the Nodeld of the UAMethod
with the same BrowseName contained in the TypeDefinition associpted
with the Object Node.

If the TypeDefinition overrides a Method inherited from a base
ObjectType then this attribute shall reference the Method Node in the

subtype.
UserExecutable Boolean Still in schema but no longer used.
ArgumentDescription UAMethodArgument [] A list of Descriptions for the Method Node Arguments.

Each entry has a Name which uniquely identifies the Argument that the
Descriptions apply to. There shall only be one entry per Name.

Each entry also has a list of Descriptions for the Argument in different
locales. There shall be only one entry per locale per Argument.

F.10 TranslationType

A TranslationType contains additional translations for LocalizedTexts used in the Value of a
Variable. The fields in the TranslationType are defined in Table F.10. If multiple Arguments
existed there would be a Translation element for each Argument.
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The type can have two forms depending on whether the Value is a LocalizedText or a
Structure containing LocalizedTexts. If it is a LocalizedText is contains a simple list of
translations. If it is a Structure, it contains a list of fields which each contain a list of
translations. Each field is identified by a Name which is unique within the structure. The
mapping between the Name and the Structure requires an understanding of the Structure
encoding. If the Structure field is encoded as a LocalizedText with UA XML, then the name is
the unqualified path to the XML element where names in the path are separated by '/'. For
example, a structure with a nested structure containing a LocalizedText could have a path like
"Server/ApplicationName".

The following example illustrates how translations for the Description field in the Argument
Strudture are represenied in XML

<Value>
<LilJstOfExtensionObject xmlns="http://opcfoundation.org/UA/2008/02/Types.xsd">
ExtensionObject>
<TypeId>
<Identifier>i=297</Identifier>
</Typeld>
<Body>
<Argument>
<Name>ConfigData</Name>
<DataType>
<Identifier>i=15</Identifier>
</DataType>
<ValueRank>-1</ValueRank>
<ArrayDimensions />
<Description>
<Text>[English Translation for Description]</Text>
</Description>
</Argument>
</Body>
/ExtensionObject>
</IYistOfExtensionObject>
</Valjue>
<Tranlslation>
<Fikld Name="Description">
Text Locale="de-DE">[German Transldfion for Description]</Text>
Text Locale="fr-FR">[French Translation for Description]</Text>
</Field>

</Trahnhslation>

If multiple Arguments existed-there would be a Translation element for each Argument.

Table F.10 — TranslationType

Elgment Type Description

Text LCocalizedText [] An array of translations for the Value.

It only appears if the Value is a LocalizedText or an array of LocalizedTgxt.

Field StructureTranslationType [] An array of structure fields which have translations.

It only appears It the Value Is a Structure or an array of Structures.

Name String The name of the field.
This uniquely identifies the field within the structure.

The exact mapping depends on the encoding of the structure.

Text LocalizedText [] An array of translations for the structure field.

F.11 UADataType

A UADataType is a subtype of the UAType defined in F.6. It defines a DataType Node. The
fields in the UADataType type are defined in Table F.11.
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Table F.11 — UADataType

Element Type Description

All of the fields from the UANode type described in F.3.

Definition DataTypeDefinition An abstract definition of the data type that can be used by design tools to create
code that can serialize the data type in XML and/or Binary forms. It does not appear
in the AddressSpace. This is only used to define subtypes of the Structure or
Enumeration DataTypes.

F 12 DataTunalDafinitiaon
. oataTypeoTTTaon

A DgtaTypeDefinition defines an abstract representation of a UADataType that can-be |used
by dgsign tools to automatically create serialization code. The fields in the DataTypeDefipition
type pre defined in Table F.12.

Table F.12 — DataTypeDefinition

Hlement Type Description

Name QualifiedName A unique name for the data type.

This name should be the same as the BrowseName or the containing DataTypg.

SymbglicName String A symbolic name for the data type that.can be used as a class/structure name ih
autogenerated code. It should only be“specified if the Name cannot be used for|this
purpose.

Only letters, digits or the underscore ('_") are permitted and the first character shall be
a letter.

This field is only specified for nested DataTypeDefinitions.

The SymbolicNanjie of the DataType Node is used otherwise.

BaseTlype QualifiedName Not used. Keptiin schema for backward compatibility.

IsUnign Boolean This flag-indicates if the data type represents a union.
Only ‘ene of the Fields defined for the data type is encoded into a value.
This field is optional. The default value is false.

If this value is true, the first field is the switch value.

IsOptipnSet Boolean This flag indicates that the data type defines the OptionSetValues Property.

This field is optional. The default value is false.

Fields DataTypeField [] The list of fields that make up the data type.
This definition assumes the structure has a sequential layout.
For enumerations, the fields are simply a list of values.

This list does not include fields inherited from a base data type.

F.13 DataTypeField

A DataTypeField defines an abstract representation of a field within a UADataType that can
be used by design tools to automatically create serialization code. The fields in the
DataTypeField type are defined in Table F.13.
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Table F.13 — DataTypeField

Element Type Description
Name String A name for the field that is unique within the DataTypeDefinition.
SymbolicName String A symbolic name for the field that can be used in autogenerated code.

It should only be specified if the Name cannot be used for this purpose.

Only letters, digits or the underscore ('_') are permitted.

DisplayName LocalizedText [] A display name for the field in multiple locales.

DataType Nodeld The Nodeld of the DataType for the field.

This Nodeld can refer to another Node with its own DataTypeDefinition.
This field is not specified for subtypes of Enumeration.

ValueRank Int32 The value rank for the field.

It shall be Scalar (-1) or a fixed rank Array (= 1).

This field is not specified for subtypes of Enumeration.

ArrayDimensions |String The maximum length of an array.

This field is a comma separated list of unsigned‘integer values. The list has|a
number of elements equal to the ValueRank:

The value is 0 if the maximum is not knownfor a dimension.

This field is not specified if the ValueRarnk < 0.

-

This field is not specified for subtypes of Enumeration or for DataTypes with] the

OptionSetValues Property.

MaxSfringLength  |UInt32 The maximum length of @,String or ByteString value.
If not known the value.is*0.
The value is 0 if the DataType is not String or ByteString.

If the ValueRaunk > 0 the maximum applies to each element in the array.

-

This field»is'not specified for subtypes of Enumeration or for DataTypes with] the

OptionSetValues Property.

Description LocalizedText [] A description for the field in multiple locales.

Value Int32 The value associated with the field.

This field is only specified for subtypes of Enumeration and OptionSet Datallypes.
For OptionSets the value is the number of the bit associated with the field.

IsOptipnal Boolean The field indicates if a data type field in a structure is optional.
This field is optional. The default value is false.

This field is not specified for subtypes of Enumeration and Union.

F.14| &ariant

The Variant type specifies the value for a Variable or VariableType Node. This type is the
same as the type defined in 5.3.1.17. As a result, the functions used to serialize Variants
during Service calls can be used to serialize Variant in this file syntax.

Variants can contain Nodelds, ExpandedNodelds and QualifiedNames which shall be modified
so the Namespacelndexes and Serverindexes reference the NamespaceUri and ServerUri
tables in the UANodeSet.

Variants can also contain ExtensionObjects which contain and Encodingld and a Structure
with fields which could be are Nodelds, ExpandedNodelds or QualifiedNames. The
Namespacelndexes and Serverindexes in these fields shall also reference the tables in the
UANodeSet.
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F.15 Example
An example of the UANodeSet can be found below.

This example defines the Nodes for an InformationModel with the URI of
"http://sample.com/Instances". This example references Nodes defined in the base OPC UA
InformationModel and an InformationModel with the URI "http://sample.com/Types".

The XML namespaces declared at the top include the URIs for the Namespaces referenced in
the document because the document includes Complex Data. Documents without Complex

Data wia-Hldrnat - bhavs thaoac daeolaratiaona
WwoOTO ot riave oo oo ao oraratrorts:

<UANodeSet

xmlns|:sl="http://sample.com/Instances"

xmlns|: sO="http://sample.com/Types"
xmlns|:uax="http://opcfoundation.org/UA/2008/02/Types.xsd"
xmlns|:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns|: xsd="http://www.w3.0rg/2001/XMLSchema"
xmlnsF"http://opcfoundation.org/UA/2011/03/UANodeSet . xsd">

The NamespaceUris table includes all Namespaces referenced in the’document except fqr the
basel] OPC UA |InformationModel. A Namespacelndex (of 1 refers to the | URI
"http}//sample.com/Instances".

<NahespaceUris>
Uri>http://sample.com/Instances</Uri>
Uri>http://sample.com/Types</Uri>
</NpmespaceUris>

The Aliases table is provided to enhance readability. There are no rules for what is inclyded.
A ugeful guideline would include standard ReferenceTypes and DataTypes if they are
referenced in the document.

<Alliases>

plias Alias="HasComponent">%&47</Alias>
plias Alias="HasProperty">1=46</Alias>

Alias Alias="HasSubtypef'>i=45</Alias>

Alias Alias="HasTypeDefinition">1i=40</Alias>
</MNliases>

The |BicycleType is_a DataType Node that inherits from a DataType defined in anpther
InformationModel \(ns=2;i=314). It is assumed that any application importing this filg¢ will
alrealdy know _about the referenced InformationModel. A Server could map the references|onto
another OPC.UA Server by adding a Serverindex to TargetNode Nodelds. The structure ¢f the
Dataflype-is defined by the Definition element. This information can be used by |code
genefators’to automatically create serializers for the DataType.

<UADataType NodeId="ns=1;i=365" BrowseName="1:BicycleType">
<DisplayName>BicycleType</DisplayName>
<References>
<Reference ReferenceType="HasSubtype" IsForward="false">ns=2;i=314</Reference>
</References>
<Definition Name="BicycleType">
<Field Name="NoOfGears" DataType="UInt32" />
<Field Name="ManufacterName" DataType="QualifiedName" />
</Definition>
</UADataType>

This Node is an instance of an Object TypeDefinition Node defined in another
InformationModel (ns=2;i=341). It has a single Property which is declared later in the
document.

<UAObject NodeId="ns=1;i=375" BrowseName="1:DriverOfTheMonth" ParentNodeId="ns=1;i=281">
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<DisplayName>DriverOfTheMonth</DisplayName>
<References>
<Reference ReferenceType="HasProperty">ns=1;1i=376</Reference>
<Reference ReferenceType="HasTypeDefinition">ns=2;1i=341</Reference>
<Reference ReferenceType="HasComponent" IsForward="false">ns=1;i=281</Reference>
</References>
</UAObject>

This Node is an instance of a Variable TypeDefinition Node defined in base OPC UA
InformationModel (i=68). The DataType is the base type for the BicycleType DataType. The
AccesslLevels declare the Variable as Readable and Writeable. The ParentNodeld indicates
that this Node is tightly coupled with the Parent (DriverOfTheMonth) and will be deleted if the

Pare

<UAValriable NodeId="ns=1;1=376" BrowseName="2:PrimaryVehicle"
ParentNodeId="ns=1;i=375" DataType="ns=2;i=314" AccessLevel="3" UserAccessLevel="3">
<DijsplayName>PrimaryVehicle</DisplayName>
<Refferences>

</References>

This

which declares that the value is serialized using the Default XML BataTypeEncoding fo

Data
woul
Data
the

what

</U

Thes|
<UA|

<

<
</U

nt is deleted

Reference ReferenceType="HasTypeDefinition">i=68</Reference>
Reference ReferenceType="HasProperty" IsForward="false">ns=1;1=375</Refgrence>

Value is an instance of a BicycleType DataType. It is wrappednn*an ExtensionQ

Type. The Value could be serialized using the Default Binary(PataTypeEncoding bu
i result in a document that cannot be edited by, hand. No matter
TypeEncoding is used, the Namespacelndex used in the‘ManufactureName field refg

bver value it needs to be when the document is loaded”by an application.

Value>
<ExtensionObject xmlns="http://opcfoundatiaryerg/UA/2008/02/Types.xsd">
<TypeId>
<Identifier>ns=1;i=366</Identifier>
</TypeId>
<Body>
<sl:BicycleType>
<s0:Make>Trek</s0:Make>
<s0:Model>Compact</s0:Model>
<s1:NoOfGears>10</sl:NoQ@fGears>
<sl:ManufactureName>
<uax:Namespacelndex>1</uax:NamespaceIlndex>
<uax:Name>Hellb<jJuax:Name>
</sl:ManufactureName>
</sl:BicycleTypes
</Body>
</ExtensionObjEct>
/Value>
AVariable>

e are the-DataTypeEncoding Nodes for the BicycleType DataType.

Obgect NodeId="ns=1;1i=366" BrowseName="Default XML">

bject
r the

that
vhich
rs to

NamespaceUris table in this document. The application is responsible for chamging

DisplayName>Default XML</DisplayName>

References>
<Reference ReferenceType="HasEncoding" IsForward="false">ns=1;1i=365</Reference>
<Reference ReferenceType="HasDescription">ns=1;1i=367</Reference>

<Reference ReferenceType="HasTypeDefinition">i=76</Reference>

/References>

AObject>

<UAObject NodeId="ns=1;i=370" BrowseName="Default Binary">

<
<

<
</U

DisplayName>Default Binary</DisplayName>

References>

<Reference ReferenceType="HasEncoding" IsForward="false">ns=1;i=365</Reference>
<Reference ReferenceType="HasDescription">ns=1;1=371</Reference>

<Reference ReferenceType="HasTypeDefinition">i=76</Reference>

/References>

AObject>

This is the DataTypeDescription Node for the Default XML DataTypeEncoding of the
BicycleType DataType. The Value is one of the built-in types.
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<UAVariable NodeId="ns=1;1i=367" BrowseName="1:BicycleType" DataType="String">
<DisplayName>BicycleType</DisplayName>
<References>
<Reference ReferenceType="HasTypeDefinition">i=69</Reference>
<Reference ReferenceType="HasComponent" IsForward="false">ns=1;i=341</Reference>
</References>
<Value>
<uax:String>//xs:element [@name=
</Value>
</UAVariable>

'BicycleType']</uax:String>

This is the DataTypecht/onary Node for the DataTypeDescr/pt/on declared above The

eB4Bi

allowfs CI/ents to read the schema for all DataTypes wh|ch belong to the DataTypeD/ct/o
The Value of DataTypeDescription Node for each DataType contains a XPath querythg
find the correct definition inside the schema document.

<UAValriable NodeId="ns=1;1=341" BrowseName="1:Quickstarts.DataTypes.Instances"
DataTlype="ByteString">
<DifsplayName>Quickstarts.DataTypes.Instances</DisplayName>

2020

XML
This
hary.
t will

<Rejferences>
Reference ReferenceType="HasProperty">ns=1;1=343</Reference>
Reference ReferenceType="HasComponent">ns=1;1=367</Reference>
Reference ReferenceType="HasComponent" IsForward="false">i=92g/Reference>
Reference ReferenceType="HasTypeDefinition">i=72</Reference>
</References>
<VaJlue>
uax:ByteString>PHhz...WlhPg==</uax:ByteString>
</VRlue>
</UAVriable>
F.16] UANodeSetChanges
The [UANodeSetChanges is the root of axdocument that contains a set of changes o an

AddregssSpace. It is expected that a single file will contain either a UANodeSet

UANopdeSetChanges element at the rooty It provides a list of Nodes/References to add a
a listf Nodes/References to delete. The* UANodeSetChangesStatus structure defined in F|
prodliced when a UANodeSetCharnges document is applied to an AddressSpace.

The g¢lements of the type ar€ defined in Table F.14.

Table F.14 — UANodeSetChanges

or a
nd/or
22 is

Element Type Description

NamegpaceUris UriTable Same as described in Table F.1.

ServefUris UriTable Same as described in Table F.1.

ModeIF ModelTableEntry [] Same as described in Table F.1.

AIiaseL AliasTable Same-as-described-inTable-F1-

Extensions xs:any Same as described in Table F.1.

LastModified DateTime Same as described in Table F.1.

NodesToAdd NodesToAdd A list of new Nodes to add to the AddressSpace.
ReferencesToAdd ReferencesToChange A list of new References to add to the AddressSpace.
NodesToDelete NodesToDelete A list of Nodes to delete from the AddressSpace.
ReferencesToDelete ReferencesToChange A list of References to delete from the AddressSpace.

The Models element

specifies

the version

of one or more Models which

the

UANodeSetChanges file will create when it is applied to an existing Address Space. The
UANodeSetChanges cannot be applied if the current version of the Model in the Address
Space is higher. The RequiredModels sub-element (see Table F.1) specifies the versions of
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Models which shall already exist before the UANodeSetChanges file can be applied. When
checking dependencies, the version of the Model in the existing Address Space shall exactly
match the required version.

If a UANodeSetChanges file modifies types and there are existing instances of the types in
the AddressSpace, then the Server shall automatically modify the instances to conform to the
new type or generate an error.

A UANodeSetChanges file is processed as a single operation. This allows mandatory Nodes
or References to be replaced by specifying a Node/Reference to delete and a
Node/Reference to add.

F.17| NodesToAdd

The NodesToAdd type specifies a list of Nodes to add to an AddressSpace-‘The structyre of
thesg Nodes is defined by the UANodeSeft type in Table F.1.

The g¢lements of the type are defined in Table F.15.

Table F.15 — NodesToAdd

Element Type Description

<choiqe> UAODbject The Nodes to add to the AddressSpace.
UAVariable
UAMethod
UAView
UAObjectType
UAVariableType
UADataType

UAReferenceType

When adding Nodes, References can be specified as part of the Node definition or |as a
sepafate ReferencesToAdd.

Note|that References to Nodes that could exist are always allowed. In other words, a Ndde is
nevef rejected simply because it has a reference to an unknown Node.

Reverse References are added automatically when deemed practical by the processor.

F.18 ReferencesToChange

The ReferencesToChange type specifies a list of References to add to or remove from an
AddressSpace.

The elements of the type are defined in Table F.16.

Table F.16 — ReferencesToChange

Element Type Description

Reference ReferenceToChange |A Reference to add to the AddressSpace.
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F.19 ReferenceToChange

The ReferenceToChange type specifies a single Reference to add to or remove from an
AddressSpace.

The elements of the type are defined in Table F.17.

Table F.17 — ReferencesToChange

Element Type Description
Source Nodeld The identifier for the source Node of the Reference.
RefergnceType Nodeld The identifier for the type of the Reference.
IsForward Boolean TRUE if the Reference is a forward reference.
Targe Nodeld The identifier for the target Node of the Reference.

Refefences to Nodes that could exist are always allowed. In other \words, a Referenge is
nevef rejected simply because the target is unknown Node.

The pource of the Reference shall exist in the AddressSpacé of in the UANodeSetChanges
document being processed.

Reverse References are added when deemed practical™by the processor.

F.20) NodesToDelete
The NodesToDelete type specifies a list of Nodes to remove from an AddressSpace.
The g¢lements of the type are defined in Table F.18.

Table F.18 — NodesToDelete

Element Type Description

Node NodeToDelete A Node to delete from the AddressSpace.

F.21| NodeToDelete

The NaodeToDelete type specifies a Node to remove from an AddressSpace.

The elements of the type are defined in Table F.19.

Table F.19 — ReferencesToChange

Element Type Description

Node Nodeld The identifier for the Node to delete.

DeleteReverseReferences |Boolean If TRUE, then References to the Node are deleted as well.
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F.22 UANodeSetChangesStatus

The UANodeSetChangesStatus
UANodeSetChanges document is processed.

is the

The elements of the type are defined in Table F.20.

root of a document that

is produced when a

Table F.20 — UANodeSetChangesStatus

document,

The listis empty if all elements were processed successfully.

Element Type Description

NamegpaceUris UriTable Same as described in Table F.1.

ServefUris UriTable Same as described in Table F.1.

Aliasep AliasTable Same as described in Table F.1.

Extengions xs:any Same as described in Table F.1.

Versign String Same as described in Table F.1.

LastMpdified DateTime Same as described in Table F.1.

Transactionld String A globally unique identifier from the original’UANodeSetChanges document.

NodedqToAdd NodeSetStatusList  |A list of results for the Nodes ToAdd specified in the original document.
The list is empty if all elements were processed successfully.

RefergncesToAdd NodeSetStatusList  |A list of results for the ReferencesToAdd specified in the original document.
The list is empty if all eleémients were processed successfully.

NodegqToDelete NodeSetStatusList  |A list of results for the NodesToDelete specified in the original documept.
The list is empty-ifiall elements were processed successfully.

RefergncesToDelete NodeSetStatusList  |A list of results for the ReferencesToDelete specified in the original

F.23

The

NodeSetStatusList

NodeSetStatusList, type specifies a list of

result

UANpdeSetChanges document to an AddressSpace.

If nolerrors occurredthis list is empty.

s produced when applying a

or maore errors occur, then this list contains one element for each operation specified in
iginalkdocument.

Table F.21 — NodeSetStatusList

Element

Type

Description

Result

NodeSetStatus

The result of a single operation.

F.24 NodeSetStatus

The NodeSetStatus type specifies a single result produced when applying an operation
specified in a UANodeSetChanges document to an AddressSpace.
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The elements of the type are defined in Table F.22.

Table F.22 — NodeSetStatus

Element Type Description
Code StatusCode The result of the operation.
The possible StatusCodes are defined in IEC 62541-4.
Details String A string providing information that is not conveyed by the StatusCode.

This is not a human readable string for the StatusCode.
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AVANT-PROPOS

2020

Lal] Commission Electrotechnique Internationale (IEC) est une organisation mondiale de normali
composée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC). LNEC

objet de favoriser la coopération internationale pour toutes les questions de normalisation dans‘les-don
de| I'électricité et de I'électronique. A cet effet, '|EC — entre autres activités — publiey des N
internationales, des Spécifications techniques, des Rapports techniques, des Spécifications ,accessib
puplic (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration_est confiée
comités d'études, aux travaux desquels tout Comité national intéressé par le sujet traité \peut participg
organisations internationales, gouvernementales et non gouvernementales, en liaisont.avec I'lEC, parti
égplement aux travaux. L'IEC collabore étroitement avec I'Organisation Internationale de Normalisation
se|lon des conditions fixées par accord entre les deux organisations.

Lep décisions ou accords officiels de I'lEC concernant les questions techniques/représentent, dans la n
du| possible, un accord international sur les sujets étudiés, étant donné_ que-les Comités nationaux dg
intéressés sont représentés dans chaque comité d’études.

Lep Publications de I'lEC se présentent sous la forme de recommandations internationales et sont ag
comme telles par les Comités nationaux de I'lEC. Tous les efforts raisonnables sont entrepris afin qud
s'dssure de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue responsa
I'éyentuelle mauvaise utilisation ou interprétation qui en est faite\par un quelconque utilisateur final.

D4ns le but d'encourager I'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans tg
mesure possible, a appliquer de fagon transparente les Publications de I'lEC dans leurs publications nati
et|régionales. Toutes divergences entre toutes Publications de I'lEC et toutes publications national
régionales correspondantes doivent étre indiquées en’termes clairs dans ces dernieres.

L'IEC elle-méme ne fournit aucune attestation de.*conformité. Des organismes de certification indépe
fouyrnissent des services d'évaluation de conformité et, dans certains secteurs, accédent aux marqu
copformité de I'lEC. L’IEC n'est responsabledjaucun des services effectués par les organismes de certifi
indépendants.

Tous les utilisateurs doivent s'assurer qu'ils sont en possession de la derniére édition de cette publication).

Adcune responsabilité ne doit. étre imputée a I'lEC, a ses administrateurs, employés, auxiliair
mandataires, y compris ses experts particuliers et les membres de ses comités d'études et des C
nafionaux de I'lEC, pour tout préjudice causé en cas de dommages corporels et matériels, ou de touf
dommage de quelque nature que ce soit, directe ou indirecte, ou pour supporter les codts (y compris le
de| justice) et les dépenses découlant de la publication ou de I'utilisation de cette Publication de I'lEC
todite autre Publication'de I'lEC, ou au crédit qui lui est accordé.

L'qttention est attirée~sur les références normatives citées dans cette publication. L'utilisation de public
référencées est.0bligatoire pour une application correcte de la présente publication.

L’gttention eStyattirée sur le fait que certains des éléments de la présente Publication de I'lEC peuven
I'opjet de_droits de brevet. L’IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de tels
de|brevets et de ne pas avoir signalé leur existence.

sation
h pour
aines
prmes
es au
a des
r. Les
cipent
(1SO),

esure
'EC

réées
I'EC
ble de

ute la
nales
es ou

dants
es de
cation

ES  OU
mités
autre
5 frais
ou de

ations

t faire
droits

fs et

leur intégration dans les systémes de l'entreprise, du comité d'études 65 de I'lEC: Mesure,
commande et automation dans les processus industriels.

Cette troisieme édition annule et remplace la deuxiéme édition parue en 2015. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) codages:

e ajout du codage JSON pour PubSub (irréversible);
e ajout du codage JSON pour le Client/Serveur (réversible);

e ajout de la prise en charge des champs facultatifs dans les structures;
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ajout de la prise en charge des Unions;

b) mappings de transport:

o
o
o
c) tr

ajout de la connexion sécurisée WebSocket (WSS);

ajout de la prise en charge de la connectivité inversée;

ajout de la prise en charge de l'invocation de service sans session dans HTTPS;
ansport déconseillé (absence de prise en charge sur la plupart des plateformes):

SOAP/HTTP avec WS-SecureConversation (tous les codages);

d) ajout du mapping pour JSON Web Token;

a
a
S
a
a
a

out de la prise en charge des Unions pour le Schéma de NodeSet;

chéma de NodeSet;

out d'une représentation binaire pour les types de données Décimaux;
out du mapping pour le Cadre d'autorisation OAuth2.

Le texte de cette Norme internationale est issu des documents suivants:

FDIS Rapport de‘vote
65E/718/FDIS 65E/734/RVD

out d'opérations par lots permettant d'ajouter/de supprimer des nceuds audhivegu du

out de la prise en charge des matrices multidimensionnelles a I'extérieur(des Variantes;

Le ripport de vote indiqué dans le tableau ci-dessusdonne toute information sur le vote ayant

abou

Ced

i a I'approbation de cette Norme internationale.

pcument a été rédigé selon les Directives - 1SO/IEC, Partie 2.

Dang I'ensemble du présent documentet dans les autres parties de I'lEC 62541, cert

conv

bntions de document sont utilisées:

Le fgrmat italique est utilisé pour mettre en évidence un terme défini ou une définitio

appa

rait a I'Article 3 dans I'iune*des parties de la série.

Le format italique est~€galement utilisé pour mettre en évidence le nom d'un parar

d'ent
habit

rée ou de sortie~de service, ou le nom d'une structure ou d'un élément de stru
Lellement défini dans les tableaux.

Par ailleurs,\les termes et les noms en italique sont, a quelques exceptions prés, écri
camgl-case\ (pratique qui consiste a joindre, sans espace, les éléments des mot

hines

N qui

netre
cture

ou
Par

77

¢ssions composés, la premiére lettre de chaque élément étant en majuscule).
- P . -

Nieux

comprendre qu'il existe une définition unique pour AddressSpace, et non deux définitions
distinctes pour Espace et pour Adressage.

Une liste de toutes les parties de la série IEC 62541, publiées sous le titre général OPC
Unified Architecture, peut étre consultée sur le site web de I'lEC.
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Le comité a décidé que le contenu de ce document ne sera pas modifié avant la date de
stabilité indiquée sur le site web de I'lEC sous "http://webstore.iec.ch" dans les données

relatives au document recherché. A cette date, le document sera

e reconduit,
e supprimé,
e remplacé par une édition révisée, ou

e amendé.

IMPOQRTANT - Le logo "colour inside™ qui se trouve sur la page de couverture.de ¢ette

une

pub:Fcation indique qu'elle contient des couleurs qui sont considérées comme-uti
imp

imer cette publication en utilisant une imprimante couleur.

onne compréhension de son contenu. Les utilisateurs devraient, par.conséquent,

es a
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ARCHITECTURE UNIFIEE OPC -

Partie 6: Mappings

1 Domaine d'application

La présente partie de I'lEC 62541 spécifie les mappings de I'Architecture unifiée OPC

(OPQ UA) entre le modéle de sécurité décrit dans I'lEC TR 62541-2, les définitions de
servites abstraits spécifiées dans I'lEC 62541-4, les structures de données définies’ |dans
I''EC|62541-5 et les protocoles de réseaux physiques qui peuvent étre utilisés pour/mettfe en
ceuvile la spécification OPC UA.

2 Références normatives

Les |[documents ci-aprés, dans leur intégralité ou non, sont des références normdtives
indispensables a l'application du présent document. Pour lescréférences datées, $eule
I'éditlon citée s'applique. Pour les références non datées, la derniére édition du documept de
référence s'applique (y compris les éventuels amendements)

IEC TR 62541-1, OPC Unified Architecture — Part 1. Qverview and Concepts (disponible en
anglais seulement)

IEC TR 62541-2, OPC Unified Architecture — Rart 2: Security Model (disponible en ar|glais
seulgment)

IEC 62541-3, Architecture unifiée OPC —Partie 3: Modele d'espace d'adressage

IEC ©2541-4, Architecture unifiée @PC — Partie 4: Services

IEC ©2541-5, Architecture unifiée OPC — Partie 5: Modéle d'information

IEC €2541-7, Architecture unifiée OPC — Partie 7: Profils

IEC ©2541-12, Architecture unifié¢e OPC — Partie 12: Services globaux et de découverte

ISO $601-1:2019, Date et heure — Représentations pour I'échange d'information — Parfie 1:
Reglgs de base

Schéma XML Partie Z: XML Schema Part 2. Datatypes

http://www.w3.org/TR/xmIschema-2/

SOAP Partie 1: SOAP Version 1.2 Part 1: Messaging Framework
http://www.w3.org/TR/soap12-part1/

SSL/TLS: RFC 5246 — The TLS Protocol Version 1.2
http://tools.ietf.org/html/rfc5246.txt

X.509 v3: ISO/IEC 9594-8 (ITU-T Rec. X.509), Information technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks (disponible en
anglais seulement)


http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=40874
http://www.w3.org/TR/xmlschema-2/
http://www.w3.org/TR/soap12-part1/
http://tools.ietf.org/html/rfc5246.txt
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HTTP: RFC 2616 — Hypertext Transfer Protocol — HTTP/1.1
http://www.ietf.org/rfc/rfc2616.txt

HTTPS: RFC 2818 — HTTP Over TLS
http://www.ietf.org/rfc/rfc2818.txt

Base64: RFC 3548 — The Base16, Base32, and Base64 Data Encodings
http://www.ietf.org/rfc/rfc3548.txt

X690 ISO/IEC 8825 1 (ITU-T Rec X 690) lnformat/on technology - ASN 1 encodmg rules:

] gu:shed Encodmg Rules (DER) (dlspomble en anglals seulement)

IEEE}754: Standard for Floating-Point Arithmetic
http://grouper.ieee.org/groups/754/

HMALC: HMAC — Keyed-Hashing for Message Authentication
http:/www.ietf.org/rfc/rfc2104.txt

PKC$ #1: PKCS #1 — RSA Cryptography Specifications Version 2.0
http:fwww.ietf.org/rfc/rfc2437.txt

PKC$ #12: PKCS #12: Personal Information Exchange Synatax
http:/www.ietf.org/rfc/rfc7292.txt

FIPS|180-4: Secure Hash Standard (SHS)
https}//csrc.nist.gov/publications/detail/fips/180/4/final

FIPS[197: Advanced Encyption Standard (AES)
https}//csrc.nist.gov/publications/detail/fips/197/final

UTF-8: UTF-8, a transformation format of ISO 10646
http:fwww.ietf.org/rfc/rfc3629.txt

RFC|3280: RFC 3280 X.509 Public Key Infrastructure Certificate and CRL Profile
http:/www.ietf.org/rfc/rfe3280.txt

RFC[4514: RFC 4514 — LDAP: String Representation of Distinguished Names
http:fwww.ietforg/rfc/rfc4514 .txt

NTP: RE€ 1305 — Network Time Protocol (Version 3) Specification, Implementation

Analysis
http:lbwww ietf org/rfc/rfc1305 txt

Kerberos: Web Services Security — Kerberos Token Profile 1.1
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-KerberosTokenProfile.pdf

RFC 1738: RFC 1738 — Uniform Resource Locators (URL)
http://www.ietf.org/rfc/rfc1738.txt

RFC 2141: RFC 2141 — URN Syntax
http://www.ietf.org/rfc/rfc2141.txt

RFC 6455: RFC 6455 — The WebSocket Protocol
http://www.ietf.org/rfc/rfc6455.txt

and

and


http://www.ietf.org/rfc/rfc2616.txt
http://www.ietf.org/rfc/rfc2818.txt
http://www.ietf.org/rfc/rfc3548.txt
http://grouper.ieee.org/groups/754/
http://www.ietf.org/rfc/rfc2104.txt
http://www.ietf.org/rfc/rfc2437.txt
http://www.ietf.org/rfc/rfc7292.txt
https://csrc.nist.gov/publications/detail/fips/180/4/final
https://csrc.nist.gov/publications/detail/fips/197/final
http://www.ietf.org/rfc/rfc3629.txt
http://www.ietf.org/rfc/rfc3280.txt
http://www.ietf.org/rfc/rfc4514.txt
http://www.ietf.org/rfc/rfc1305.txt
http://docs.oasis-open.org/wss/v1.1/wss-v1.1-spec-os-KerberosTokenProfile.pdf
http://www.ietf.org/rfc/rfc1738.txt
http://www.ietf.org/rfc/rfc2141.txt
http://www.ietf.org/rfc/rfc6455.txt
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RFC 7159: The JavaScript Object Notation (JSON) Data Interchange Format
http://www.ietf.org/rfc/rfc7159.txt

RFC 7523: JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and
Authorization Grants
https://tools.ietf.org/rfc/rfc7523.txt

RFC 6749: The OAuth 2.0 Authorization Framework
http://www.ietf.org/rfc/rfc6749.txt

OperHb-Core+—Opentb-Connect-Core1-0
http://openid.net/specs/openid-connect-core-1_0.html

OperjID-Discovery: OpenlID Connect Discovery 1.0
httpsi//openid.net/specs/openid-connect-discovery-1_0.html

RFC|6960: RFC 6960 — X.509 Internet Public Key Infrastructure Onling-“Certificate Sjtatus
Protqcol — OCSP
httpsf//www.ietf.org/rfc/rfc6960.txt

3 Termes, définitions, termes abrégés et symboles

3.1 Termes et définitions

Pour| les besoins du présent document, les\/termes et définitions donnés [dans
I''EC|TR 62541-1, I''EC TR 62541-2 et I'lEC 6254183 ainsi que les suivants s'appliquent.

L'ISQ et I'IEC tiennent a jour des bases de données terminologiques destinées a étre utillsées
en ngrmalisation, consultables aux adressés suivantes:

e |HC Electropedia: disponible a I'adresse http://www.electropedia.org/

e |30 Online browsing platform; disponible a I'adresse http://www.iso.org/obp

3.1.1
CertificateDigest
identjficateur court utilisé\pour identifier de maniére unique un Certificat X.509 v3

Note 1 a I'article: 1l slagit’/du hachage SHA1 de la forme a codage DER du Certificat.

3.1.2
DataEncoding
méthpde e sérialisation des Messages et des structures de données OPC UA

3.1.3
DevelopmentPlatform
suite d'outils et/ou langages de programmation utilisés pour créer des logiciels

3.14

Mapping

spécification de la méthode de mise en ceuvre d'une fonctionnalit¢ OPC UA avec une
technologie spécifique

Note 1 a l'article: Par exemple, le codage OPC UA binaire est un Mapping qui spécifie comment sérialiser les
structures de données OPC UA en séquences d'octets.


http://www.ietf.org/rfc/rfc7159.txt
https://tools.ietf.org/rfc/rfc7523.txt
http://www.ietf.org/rfc/rfc6749.txt
http://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html
https://www.ietf.org/rfc/rfc6960.txt
http://www.iso.org/obp
https://iecnorm.com/api/?name=1b6fb11298d558006dfe0f507ada6633
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3.1.5

SecurityProtocol

protocole garantissant l'intégrité et la confidentialité des Messages UA échangés entre des
applications OPC UA

3.1.6
StackProfile
combinaison de Mappings DataEncodings, SecurityProtocol et TransportProtocol

Note 1 a l'article: Les applications OPC UA mettent en ceuvre un ou plusieurs StackProfiles et peuvent
communiquer uniquement avec des applications OPC UA qui prennent en charge le méme StackProfile qu'elles.

3.1.7
TrangportConnection
liaisdn de communication en duplex intégral établie entre les applications OPC UA

Note 1 a I'article: Un connecteur logiciel TCP/IP est un exemple de TransportConnection.

3.1.8
TrangportProtocol
méthpde d'échange des Messages OPC UA sérialisés entre des applications OPC UA

3.2 | Termes abrégés et symboles
API application programming interface (interface de programmation d'application)

ASN1 Abstract Syntax Notation (Notation syntaxiqQue abstraite #1) (utilisée dans la
recommandation X690)

Csv comma separated value (valeur séparée\par des virgules) (format de fichier)
ECC elliptic curve cryptography (cryptographie sur les courbes elliptiques)
HTTR Hypertext Transfer Protocol (Praotocole de Transport hypertexte)

HTTRPS  Secure Hypertext Transfer Pratocol (Protocole de Transport hypertexte sécurisg)

IPSe Internet Protocol Security~«(Séecurité de protocole Internet)

TJ

OID object identifier (identificateur d'objet) (utilisé avec ASN.1)

PRF pseudo random funiction (fonction pseudoaléatoire)

RSA Rivest, Shaminand Adleman (systéme de chiffrement a clé publique)
SHA secure hash algorithm (algorithme de hachage sécurisé)

SOAP Single @bject Access Protocol (Protocole d'accés d'objet simple — Protocole SQAP)

SSL Secure- Sockets Layer (Protocole de sécurisation — Protocole SSL) (défini en
SSL/TLS)

TCP Transmission Control Protocol (Protocole de contrdle de transmission)

TLS Transport Layer Security (Sécurité de la couche transport) (défini en SSL/TLS)

UA Unified Architecture (Architecture unifiée)

UACP OPC UA Connection Protocol (Protocole de connexion OPC UA)

UASC OPC UA Secure Conversation (Conversation sécurisée OPC UA)

Ws-* XML Web Services specifications (spécifications des services web XML)
XML eXtensible Markup Language (Langage de balisage extensible)

4 Vue d'ensemble

Les autres parties de la série IEC 62541 sont rédigées de fagcon a étre indépendantes de la
technologie de mise en oceuvre utilisée. Cette approche signifie qu'OPC UA est une
spécification souple qui s'adapte aux évolutions technologiques. Par ailleurs, cette approche
signifie qu'il n'est pas possible de constituer une application OPC UA a partir des informations
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contenues dans les normes IEC TR 62541-1 a IEC 62541-5 du fait de I'omission
d'informations de mise en ceuvre importantes.

Le présent document définit des Mappings entre les spécifications abstraites et les
technologies qui peuvent étre utilisés pour la mise en ceuvre. Les Mappings sont organisés en
trois groupes: DataEncodings, SecurityProtocols et TransportProtocols. Différents Mappings
sont associés pour créer des StackProfiles. Toutes les applications OPC UA doivent mettre
en oceuvre au moins un StackProfile et peuvent communiquer uniquement avec d'autres
applications OPC UA qui mettent en ceuvre le méme StackProfile.

Le présent document définit les DataEncodings a I'Article 5, les SecurityProtocols au 5.4 et
les TransportProtocols au 6.7.6. Les StackProfiles sont définis dans I'|EC 62541-7.

Toutg¢s les communications entre les applications OPC UA reposent sur Jéchangg de
Mesgdages. Les paramétres contenus dans les Messages sont définis dans(I[IEC 625¢1-4.
Toutgfois, leur format est spécifié par le DataEncoding et le TransportProtocol.) Ainsi, chiaque
Mesgage défini dans [I'lEC 62541-4 doit avoir une description normative qui spégcifie
exaciement ce qui doit étre mis sur le réseau de communication. Les descCriptions normgtives
sont définies dans les annexes.

Une |Pile est un regroupement de bibliotheques logicielles qui mettent en oceuvre un ou
plusieurs StackProfiles. L'interface entre une application OPC-UA et la Pile est une intefface
API mon normative qui masque les informations de mise en ‘eeuvre de la Pile. Une intefface
APl | dépend d'une DevelopmentPlatform spécifiquet) Du fait des limites d la
DevdlopmentPlatform, les types de données présetités dans l'interface APl pour| une
DevdlopmentPlatform peuvent ne pas correspondre “aux types de données définis ppr la
spécification. Par exemple, le langage de programmation Java ne prend pas en charde un
entief non signé, ce qui signifie qu'il est nécessaire que les interfaces APl Java mettept en
corrgspondance les entiers non signés avec ufiitype d'entier signé.

La Figure 1 décrit la relation entre les différents concepts définis dans le présent documept.

Plates-formes Application UA ~ - - = gi’f&’;w
de développement 4
NET Framework ST
C++ANSIC — — — —°T > API / \\
Java / * ,/ N
PO . __ __/_ Codages de données
Couche de sérialisation ~ ,/ UA Binary '\
" UAXML \
/ UA JSON \

Message codé / \

/ \

Protocoles de sécurité \

Pile Couche de canal sécurisé e —! — — Conversation Sécurisée JA \\
|

Transformées de sécurité 4 ( !
Signature — — [~ — — — Message sécurisé |

Chiffrement ' | /

\ Protocoles de transport h

UATCP 1

Couche de transport ~ —— — HTTPS /

\ WebSocket

Protocole par fil <« — — — — — — — L WSDL et Schéma XML /
Schéma UA Binaire /

/
A N /
/ \ ,
Correspondances o e

~ _— IEC

Figure 1 — Vue d'ensemble des piles OPC UA
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Les couches décrites dans le présent document ne correspondent pas aux couches du
modéle OSI 7 [X200]. Il convient de traiter chaque StackProfile OPC UA comme un protocole
de Couche 7 (application) unique reposant sur un protocole existant (Couche 5, 6 ou 7),
comme TCP/IP, TLS ou HTTP. La couche SecureChannel est toujours présente, méme si le
SecurityMode est None. Dans ce type de situation, aucune sécurité n'est appliquée, mais la
mise en ceuvre du SecurityProtocol doit maintenir un canal logique avec un identificateur
unique. Les utilisateurs et les administrateurs sont supposés savoir qu'un SecureChannel
dont le SecurityMode est réglé sur None ne peut pas étre fiable, a moins que I'application
fonctionne sur un réseau physiquement sécurisé ou qu'un protocole de bas niveau, comme
IPSec, soit utilisé.

5 (

5.1
511
Le p

le cd
Mess

5.1.2

Tous|

normialisé de types intégrés. Ces types intégrés permettént alors de créer des structures

matri

fodage de données
Généralités
Vue d'ensemble

ésent document définit trois types de codages de données: le codage OPC UA bin
dage OPC UA XML et le codage OPC UA JSON. Elle décrit comment créer
ages avec chacun de ces codages.

Types intégrés

ces et des Messages. Les types intégrés sont décrits dans le Tableau 1.

aire,
des

les DataEncodings OPC UA reposent sur des régles établies pour un ensgmble

. des
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Tableau 1 — Types de données intégrés

ID Name Description

1 Boolean Valeur logique binaire (vrai ou faux).

2 SByte Valeur entiére entre —128 et 127 inclus.

3 Byte Valeur entiére entre 0 et 255 inclus.

4 Int16 Valeur entiere entre =32 768 et 32 767 inclus.

5 Uint16 Valeur entiére entre 0 et 65 535 inclus.

6 Int32 Valeur entiere entre -2 147 483 648 et 2 147 483 647 inclus.

7 Uint32 Valeur entiére entre 0 et 4 294 967 295 inclus.

8 Int64 Valeur entiere entre -9 223 372 036 854 775 808 et 9 223 372 036 854 775 807 inclus:

9 Uint64 Valeur entiére entre 0 et 18 446 744 073 709 551 615 inclus.

10 Float Valeur a virgule flottante (32 bits) en simple précision IEEE.

11 Double Valeur a virgule flottante (64 bits) en double précision IEEE.

12 String Séquence de caracteres Unicode.

13 DateTime Instance dans le temps.

14 Guid Valeur a 16 octets qui peut étre utilisée comme identificateur globalement unique.

15 ByteString Séquence d'octets.

16 XmlElement Elément XML.

17 Nodeld Identificateur d'un nceud dans I'espace d'adresSage d'un Serveur OPC UA.

18 ExpandedNodeld |Nodeld permettant de spécifier 'URI d'espace de noms en lieu et place d'un indice.

19 StatusCode Identifiant numérique d'une erreur au.diun état associé a une valeur ou une opération.

20 QualifiedName Nom qualifié par un espace de noms.

21 LocalizedText Texte lisible en clair avec un,idéentificateur de lieu facultatif.

22 ExtensionObject Structure contenant uritype de données spécifique a I'application qui peut ne pas étre recorjnu
par le récepteur.

23 DataValue Valeur de données-avec code de statut et horodatages associés.

24 Variant Union de teus-les types spécifiés ci-dessus.

25 DiagnosticInfo Structure*eontenant des informations précises d'erreur et de diagnostic associées a un
StatusCode

La plupart de ees’types de données sont identiques aux types abstraits définis |[dans

I'EC|62541-3 St [I'IEC 62541-4. Le présent document définit toutefois les {ypes

ExtepsionObject et Variant. De plus, le présent document définit une représentation pqur le

type Guid-defini dans I'lEC 62541-3.

5.1.3 Guid

Un Guid de 16 octets, dont la configuration est indiquée dans le Tableau 2.

Tableau 2 — Structure du Guid

Composant Type de données
Data1 UInt32
Data2 Uint16
Data3 Uint16
Data4 Byte [8]
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Les valeurs du Guid peuvent étre représentées sous la forme de la chaine suivante:

<Datal>-<Data2>-<Data3>-<Data4 [0:1]>-<Datad[2:7]>

Lorsque Data1 a une largeur de 8 caractéres, Data2 et Data3 ont une largeur de 4 caracteres
et chaque Octet dans Data4 a une largeur de 2 caractéres. Chaque valeur est formatée sous
la forme d'un nombre hexadécimal rempli de zéros. Une valeur de Guid type ressemble a ce
qui suit lorsqu'il est au format chaine:

C496578A-0DFE-4B8F-870A-745238C6AEAE

5.1. ByteString

La sfructure d'une ByteString est identique a celle d'une matrice unidimensionnelle d'Qctet.
Elle pst représentée comme un type de données intégré distinct dans la mesure, o( elle
permet aux codeurs d'optimiser la transmission de la valeur. Cependant, certgines
DevdlopmentPlatforms ne sont pas capables de préserver la distinction enir€ une ByteS$tring
et une matrice unidimensionnelle d'Octet.

Si unl décodeur applicable a la DevelopmentPlatform ne peut paspérénniser cette distingtion,
il doit convertir toutes les matrices unidimensionnelles d'Octet en ByteStrings.

Chaque élément d'une matrice unidimensionnelle de ByteString peut avoir une longueur
différlente, ce qui signifie que sa structure est /différente de celle d'une matrice
bidimensionnelle d'Octet ou la longueur de chaque dimension est identique. Cela signifi¢ que
les decodeurs doivent préserver la distinction entre<delx matrices dimensionnelles d'Octet ou
plus et une ou plusieurs matrices dimensionnelles:de ByteString.

Si urle DevelopmentPlatform ne prend pas:én“charge les entiers non signés, il est ess¢ntiel
qu'elle représente les ByteStrings sous forme de matrices de type SByte. Dans ce cas, les
exiggnces d'Octet s'appliqueraient alorsga SByte.

5.1.5 ExtensionObject

Un HBxtensionObject contient'tous les DataTypes Structurés qui ne peuvent pas étre dodés
comme l'un des autres types de données intégrés. L'ExtensionObject contient une vpleur
complexe sérialisée saus. forme d'une séquence d'octets ou d'un élément XML. Il coptient
égalgment un identificateur qui indique les données qu'il contient, ainsi que la méthode de
codape utilisée.

Les DataTypes<tructurés sont représentés dans I'espace d'adressage du Serveur sous fprme
de spus-types’ du DataType de Structure. Les DataEncodings disponibles pour tous les
Datallypes,Structurés sont représentés sous la forme d'un Objet "DataTypeEncoding" [dans
I'AddyessSpace du Serveur. Le Nodeld de I'Objet "DataTypeEncoding” est l'identificateur

hi LA dana e vianaionOhiant L'WEC c26844 2 dieorit caoraraant lac. AL~ d
T oaarrsS TEATCTTIOSTOTTOUJCCT C IO OZ09 O TTTTTT COTTITTICTIC TS TV CC
arcni uas

"DataTypeEncoding"” sont liés aux autres Noeuds de I'AddressSpace.

Il convient que les ingénieurs qui implémentent des Serveurs utilisent des Nodeld numériques
qualifiés de I'espace de noms pour les objets "DataTypeEncoding” qu'ils définissent. Cela
permet de réduire le plus possible la surcharge générée par le tassement des valeurs de
DataTypes structurés dans un ExtensionObject.

Les ExtensionObjects et Variantes permettent une imbrication illimitée qui peut générer des
erreurs de débordement de pile méme si la taille du message est inférieure a la taille
maximale admise. Les décodeurs doivent prendre en charge au moins 100 niveaux
d'imbrication. lls doivent signaler une erreur si le nombre de niveaux d'imbrication dépasse le
nombre pris en charge.
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5.1.6 Variant

Une Variante est I'union de tous les types de données intégrés, y compris un
ExtensionObject. Les Variantes peuvent également contenir des matrices de ces types
intégrés. Les Variantes servent a mémoriser toute valeur ou tout parameétre avec un type de
données de BaseDataType ou I'un de ses sous-types.

Les Variantes peuvent étre vides. Une Variante vide peut étre décrite comme une variante
ayant une valeur nulle, et il convient de la traiter comme une colonne nulle dans une base de
données SQL. Une valeur nulle dans une Variante peut ne pas étre identique a une valeur
nulle pour les types de données qui prennent en charge les valeurs nulles, comme les
Chaipres—Certaimes DevefoprmemntPiatformrs peuvent e pas_etre capables deperenmiser la
distirlction entre une valeur nulle pour un DataType et une valeur nulle pour une Variantg. Par
consgquent, les applications ne doivent pas reposer sur cette distinction. Cette)rexigence
signifie également que si un Attribut prend en charge I'écriture d'une valeurcnulle, il doit
également prendre en charge I'écriture d'une Variante vide et inversement.

Les Variantes peuvent contenir des matrices de Variantes, mais ne peuvent pas contenir
directement une autre Variante.

Les ftypes de Diagnosticinfo ne sont significatifs que lorsqu'il® 'sont renvoyés dangs un
mesgage de réponse avec un StatusCode associé et un tableau de chaines. De ce faif, les
Varigntes ne peuvent pas contenir d'instances de Diagnostictnfo.

Les Valeurs des Attributs sont toujours renvoyées dans des instances de DataValues| Par
consgquent, le DataType d'un Attribut ne peut pas étre.une DataValue. Les Variantes peljivent
contgnir une DataValue lorsqu'elles sont utilisées dans d'autres contextes, commeg les
Arguments de Méthode ou les Messages PubSuby'La Variante d'une DataValue ne peutpas,
directement ou indirectement, contenir d'autres,DataValues.

Les Variables avec un DataType de BaseDataType sont mises en correspondance aveg¢ une
Varignte; toutefois, les Attributs ValieRank et ArrayDimensions imposent des restrigtions
concernant le contenu admis de la Mariante. Par exemple, si le ValueRank est Scalaire, jalors
la Variante ne peut contenir que.des valeurs scalaires.

Les ExtensionObjects et Variantes permettent une imbrication illimitée qui peut généref des
erredrs de débordement, de pile méme si la taille du message est inférieure a la [taille
maximale admise. Les.*décodeurs doivent prendre en charge au moins 100 nijeaux
d'imbrication. lls dojvent signaler une erreur si le nombre de niveaux d'imbrication dépasse le
nombre pris en charge.

5.1.7 Decimal

Un Décimal est un nombre décimal signé de haute précision. Il se compose d'une valeuf non
échelonnée entiére de précision arbitraire et d'une échelle d'entiers. L'échelle est égalg a la
puissance de dix appliquée a la valeur non échelonnée.

Un Décimal contient les champs décrits dans le Tableau 3.
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Tableau 3 — Présentation d'un Décimal
Champ Type Description

Typeld Nodeld Identificateur du DataType Décimal.

Encoding Byte Cette valeur est toujours égale a 1.

Length Int32 Longueur du Décimal.

Si la longueur est inférieure ou égale a 0, la valeur du Décimal est 0.

Scale Int16 Entier signé représentant la puissance de dix utilisée pour échelonner la valeur.
C'est-a-dire le nombre décimal de la valeur multiplié par 107scale
Lentiorost-codé-on-commencant-parle-bit-de-poidsfaible-

Value Byte [*] Entier signé a 2 compléments représentant la valeur non échelonnée.

Le nombre de bits est déduit de la longueur du champ Length.
Si le nombre de bits est 0, la valeur est égale a 0.
L'entier est codé en commengant par I'octet de poids faible.
Lorsqu'un Décimal est codé dans une Variante, le type intégré est défini sur ExtensionObject.

Les
quell

compgrennent le Décimal peuvent analyser la valeur et utiliséf_ une construction adaptég
DeveglopmentPlatform.

Si un

doit
desc
Data

5.2

5.2.1 Généralités

Le DiataEncoding OPC UA binaire est un format de données qui a été mis au point af

satis

princjpalement pour un codage et un décodage rapides. Toutefois, il a également été
compte de la taille des données codées mises sur le réseau.

Le DptaEncoding ORC UA binaire repose sur plusieurs types de données primitives ave
régles de codageclairement définies, qui peuvent étre écrites ou lues selon un
séquentiel a partir d'un flot de bits. Le codage d'une structure s'effectue par I'écriture
¢ codée-de chaque champ selon un ordre séquentiel. Lorsqu'un champ donnj est

form

également une structure, les valeurs de ses champs sont écrites suivant un ordre séqu
avan} d'écrire le champ suivant dans la structure qu'il contient. Tous les champs doiven

lécodeurs qui ne comprennent pas le type Décimal doiventde” traiter comme n'im
e autre Structure inconnue et le transmettre a I'application. Les décodeurs

spécifier le Nodeld du Noeud décimal en tant que DataType. Si un Serveur publig

Type du champ sur ExtensionObject.

Codage OPC UA binaire

aire aux exigences de-'performance des applications OPC UA. Ce format est G

borte

qui
ala

Décimal est imbriqué dans une autre Structure,)la DataTypeDefinition pour le clhamp

une

iption de type OPC binaire pour la Structure, la description du type doit définir le
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chaque type de primitive spécifient comment coder soit une valeur nulle, soit une valeur par
défaut pour le type concerné.

Le DataEncoding OPC UA binaire ne comprend aucune information de nom de type ou de
champ, dans la mesure ou toutes les applications OPC UA sont supposées avoir une

connaissance avancée des services et structures qu'elles prennent en charge.

Un

ExtensionObject qui fournit un identificateur et une taille pour la structure des DataTypes
Structurés qu'il représente constitue une exception. Cela permet a un décodeur d'ignorer les
types qu'il ne reconnait pas.
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5.2.2 Types intégrés
5.2.2.1 Boolean

Une valeur de Booléen doit étre codée comme un octet simple, ou une valeur de 0 (zéro) est
fausse et toute valeur non nulle est vraie.

Les codeurs doivent utiliser la valeur de 1 pour indiquer une valeur vraie; toutefois, les
décodeurs doivent traiter toute valeur non nulle comme étant vraie.

5.2.2.2 Entier

Tous|les types d'entiers doivent étre codés comme des valeurs "little-endian" ou I'octetlg plus
faiblg apparait en premier dans la séquence des bits.

La F|gure 2 décrit la méthode utilisée pour coder la valeur 1 000 000 000 (Hex: 3B9ACAOQO0)
comme un entier a 32 bits dans la séquence binaire.

00 CA 9A 3B

IEC
Figure 2 — Codage des entiers dans une-séquence binaire

5.2.213 Virgule flottante

Toutg¢s les valeurs a virgule flottante doivent..éfre codées avec la représentation bipaire
IEEE}754 appropriée qui comporte trois composants de base: le signe, I'exposant gt la
fractipn. Les plages de bits attribuées a chaque composant dépendent de la largeur du type.
Le Tableau 4 donne la liste des plages dg bits relatives aux types a virgule flottante prjs en
charge.

Tableau 4 — Types a virgule flottante pris en charge

Name Largeur (bits) Fraction Exposant Signe
Float 32 0a22 23a30 31
Doublg 64 0a51 52262 63

De dlus, l'ordre des octets dans la séquence est important. Toutes les valeurs a vifgule
flottante doivent étre codées avec I'octet de poids faible apparaissant en premier (c'est-3-dire
"littlel endian”).

La Figure 3 decrit la methode utilisee pour coder la valeur -6,5 (Hex: COD00000) comme une
Float.

Le type a virgule flottante prend en charge l'infinité positive et négative et "not-a-number"
(NaN). La spécification IEEE autorise I'utilisation de plusieurs variantes NaN. Toutefois, les
codeurs/décodeurs peuvent ne pas préserver la distinction. Les codeurs doivent coder une
valeur NaN comme une NAN "quiet" IEEE (000000000000F8FF) ou (O0O00COFF). Les types
non pris en charge (tels que les nombres non normalisés) doivent également étre codés sous
la forme d'une NAN "quiet" IEEE. Tous les essais d'égalité entre les valeurs NaN échouent
toujours.
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Figure 3 — Codage des virgules flottantes dans une séquence binaire

5.2.2.4 String

Toutes les valeurs de Chaine sont codées sous forme de séquence de caractéres UTF-8 sans
terminateur nul et précédée par la longueur en octets.

La lohgueur en octets est codée sous la forme /nt32. Une valeur de -1 permet d'indiquef une

chaine "null".

La Flgure 4 décrit la méthode utilisée pour le codage de la chaine multilingue "7KBoy" |dans

une géquence d'octets.

5.2.2.5 DateTime

Length K Blo|fy

06 (00| 00|00 |E6|BO|B4|42|6F |79

IEC

Figure 4 — Codage des chaines dans.une séquence binaire

Une yaleur DateTime doit étre codée sous*a forme d'un entier signé de 64 bits (voir 5.2.2.2)
qui r¢présente le nombre d'intervalles de.400 nanosecondes depuis le 18" janvier 1601 (UTC).

Les DevelopmentPlatforms ne sont(pas toutes capables de représenter la plage compléfe de
dateg et d'heures pouvant étre représentée par ce DataEncoding. Par exemple, la structure
time [t sous UNIX a uniqguement.une résolution de 1 seconde et ne peut représenter decrates

antétieures a 1970. C'est (pourquoi un certain nombre de régles doivent étre appli

uées

lorsqu'il s'agit de valeurs date/heure au-dela de Ila plage dynamique d'une

DevdlopmentPlatform,Ces régles sont les suivantes:

a)

une valeur date/heure est codée O si:
la valeuf)est inférieure ou égale a 1601-01-01 12:00AM UTC; ou

la valeur constitue la date la plus proche qui peut étre représentée avec le codage de
la(DevelopmentPlatform;

N =

uhevaleur date/heure est codée comme la valeur maximale d'un /Int64 si:
1) la valeur est supérieure ou égale a 9999-12-31 11:59:59PM UTC; ou

2) la valeur constitue la date la plus lointaine qui peut étre représentée avec le codage de
la DevelopmentPlatform;

une valeur date/heure est décodée comme I'heure la plus proche qui peut étre
représentée sur la plateforme si:

1) la valeur codée est 0; ou

2) la valeur codée représente une heure antérieure a I'heure la plus proche qui peut étre
représentée avec le codage de la DevelopmentPlatform;

une valeur date/heure est décodée comme I'heure la plus lointaine qui peut étre
représentée sur la plateforme si:

1) la valeur codée est la valeur maximale d'un Int64; ou
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2) la valeur codée représente une heure ultérieure a I'heure la plus lointaine qui peut étre
représentée avec le codage de la DevelopmentPlatform.

Ces regles impliquent que les heures les plus proches et les plus lointaines qui peuvent étre
représentées sur une plateforme donnée sont des valeurs de date/heure non valides, qu'il
convient de traiter comme telles par les applications.

Un décodeur doit tronquer la valeur s'il rencontre une valeur de DateTime dont la résolution
est supérieure a celle prise en charge sur la DevelopmentPlatform.

5.2.2.6 Guid

Un Guid est codé dans une structure comme indiqué dans le Tableau 2. Le codagq des
chanmps s'effectue selon un ordre séquentiel en fonction du type de données{propre au
chanjp.

La F|gure 5 représente la méthode utilisée pour le codage du Guid "72962B91-FA75-4AE6-
8D28-B404DC7DAF63" dans une séquence d'octets.

Data1 Data2 Data3 Data4

91 (2B |96 | 72 |75 |FA|E6|(4A | 8D |28 | B4 | 04 /DC| 7D | AF | 63

o 1 2 3 4 5 6 7 8 9 10 11K 12 13 14 15 16
IEC

Figure 5 — Codage des Guid dans_une séquence binaire

5.2.2.7 ByteString

Une ByteString est codée comme une séquence d'octets précédée de sa longueur en ogtets.
La lohgueur est codée comme un entiersigné de 32 bits comme décrit ci-dessus.

Si laflongueur de la chaine d'octets\est —1, la chaine d'octets est alors "null".

5.2.2.8 XmlIElement

Un XYmlElement est unsfragment XML sérialisé sous forme d'une chaine UTF-8, puis |codé
sous|forme de ByteString.

La Flgure 6 décrit la méthode utilisée pour le codage du XmlElement "<A>Hot/K</A>" |dans
une géquence d'octets.

Length <A> Hot 7K </A>

OD|(00|00|00(3C|41|3E|72|6F |74 |E6|B0O|(B4|3C|3F |41 |3E

o 1 2 3 4 5 6 7 8 9 10 1M 12 13 14 15 16 17
IEC

Figure 6 — Codage d'un Elément Xml dans une séquence binaire

Un décodeur peut choisir d'analyser le code XML aprés le décodage; si une erreur d'analyse
irrécupérable se produit, il convient que le décodeur tente de poursuivre le traitement de la
séquence. Par exemple, si le XmIElement est le corps d'une Variante ou un élément dans une
matrice qui est le corps d'une Variante, cette erreur peut étre signalée en établissant la valeur
de la Variante sur le StatusCode Bad_DecodingError.
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Les composants d'un Nodeld sont décrits dans le Tableau 5.

Tableau 5 - Composants de Nodeld

Name Type de données Description
Namespace Uint16 Indice d'un URI d'espace de noms.
Un indice de 0 est utilisé pour les Nodelds OPC UA définis.
IdentifierType Enumeration Format et type de données de l'identificateur.

La valeur peut étre l'une des valeurs suivantes:

NUMERIC - la valeur est un Ulnteger,
CHAINE - lavaleur est une String;
GUID - la valeur est un Guid;
OPAQUE - la valeur est une ByteString.

Value

L'identificateur d'un nceud dans I'espace d'adressage d'un Serveur OPC JUA.

Le DptaEncoding d'un Nodeld varie selon le contenu de l'instance. Ainsi, le premier octet de
la forme codée indique le format du reste du Nodeld codé:(kes formats de DataEncoding

poss|bles sont présentés dans le Tableau 6. Tableau 6 a Tableau 9 décrivent la structu
chaqpe format possible (ils excluent 'octet qui indique le, format).

Tableau 6 — Valeurs de DataEhcoding de Nodeld

e de

Name Value Description
2 Octdts 0x00 Valeur numérique ajustée a la représentation a deux octets.
4 Octdts 0x01 Valeur numérique, ajustée a la représentation a quatre octets.
Numefic 0x02 Valeur numérique non ajustée a la représentation a deux ou a quatre octets.
String 0x03 Valeur de‘chaine.
Guid 0x04 Valeur de Guid.
ByteSjring 0x05 Valeur opaque (ByteString).
Fanio NamespaceUri 0x80 Voir présentation de ExpandedNodeld en 5.2.2.10.
Fanion Serverindex 0x40 Voir présentation de ExpandedNodeld en 5.2.2.10.

La sfructuresdu DataEncoding du Nodeld normalisé est décrite dans le Tableau 7.
DatafEncoding normalisé est utilisé pour tous les formats non définis de maniére explicite

Tabteau 7 — DataEncoding binalre de Nodeld mormatisé

Le

Name Type de Description
données
Namespace Uint16 Indice de I'espace de noms (Namespacelndex).
Identifier * Identificateur codé selon les régles suivantes:

NUMERIQUE Uint32
CHAINE String
GUID Guid
OPAQUE ByteString
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Un exemple de Nodeld de Chaine avec Namespace = 1 et présentation = "Hot/K" est
représenté a la Figure 7.

Octet de codage

Namespace

/
7

03(01|00|06(00|00|00|72|6F |74 |E6|BO|B4

0 1 2 3 4 o 6 [ 8 9 10 11 12 13
IEC

Length Hot K

Figure 7 — Nodeld de chaine
La stfucture du DataEncoding du Nodeld a deux octets est décrite dans le(Jableau 8.

Tableau 8 — DataEncoding binaire de Nodeld a deux‘octets

Name Type de Description
données

Identifler Byte Le Namespace est I'espace de noms OPC UA par défaut (c'est-a-dire 0).
Le type d'identificateur est "numérique”.

L'identificateur doit se situer dans/a plage comprise entre 0 et 255.

Un exemple de Nodeld a deux octets avec Identifier = 72 est représenté a la Figure 8.

Encoding Identifier

00 72

IEC
Figure 8 — Nodeld a deux octets
La stfucture du DataEncoding du Nodeld a quatre octets est décrite dans le Tableau 9.

Tableau 9 — DataEncoding binaire de Nodeld a quatre octets

Name Type de Description
données
Namespace Byte Le Namespace doit se situer dans la plage comprise entre 0 et 255.
Identifier Uint16 Le type d'identificateur est "numérique”.
L'identificateur doit étre un entier situé dans la plage comprise entre 0 et 65 535.
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Un exemple de Nodeld a quatre octets avec Namespace = 5 et Identifier = 1 025 est
représenté a la Figure 9.

Octet de codage Namespace

/

/

Identifier

01[05(01]40
o 1 2 3 4

=<

Figure 9 — Nodeld a quatre octets

5.2.210 ExpandedNodeld

Un ExpandedNodeld étend la structure du Nodeld en permettant une spécification explicite du
NamespaceUri en lieu et place de l'utilisation du Namespacelndex..Le NamespaceUfi est
faculjatif. Si ce dernier est spécifié, le Namespacelndex au sein du Nodeld doit étre ignorngé.

Le cpdage de I'ExpandedNodeld s'effectue tout d'abord par e _codage d'un Nodeld cdmme
décrif au 5.2.2.9, puis par le codage du NamespaceUri sous faiforme d'une Chaine.

Une finstance d'un ExpandedNodeld peut continuer a‘utiliser le Namespacelndex en ligu et
placqg du NamespaceUri. Dans ce cas, le NamespaceUlri n'est pas codé dans la séquencg. La
présgence du NamespaceUri dans la séquencesest indiquée par la définition du fanion
NamespaceUri dans I'octet du format de codage.propre au Node.

Si le| NamespaceUri est présent, le codeur.doit coder le Namespacelndex sous la valé
dans|la séquence lorsque la partie Nodeld est codée. Le Namespacelndex non utilisg¢ est
inclug dans la séquence pour des raisans de cohérence.

Un ExpandedNodeld peut également comporter un Serverindex codé comme un UInt32 apres
le NamespaceUri. L'indicateur:-Serverindex dans l'octet de codage du Nodeld indiqlie la
présg¢nce ou non du Serverindex dans la séquence des bits. Le Serverindex est ignoré slil est
égal p zéro.

La structure du codage de I'ExpandedNodeld est décrite dans le Tableau 10.

Tableau 10 — DataEncoding binaire d'ExpandedNodeld

Name Type de Description
données
Nodel Nodetd 5 Tanions NamespaceUT et Serverndex aans e codage du Nodeld tnaiquent si ces
champs sont présents ou non dans la séquence.
NamespaceUri String Non présent si nul ou vide.
Serverindex UInt32 Non présent si 0.

5.2.2.11 StatusCode

Un StatusCode est codé comme un U/nt32.
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5.2.2.12 Diagnosticinfo

Une structure Diagnosticinfo est décrite dans I'lEC 62541-4. Elle spécifie un nombre de
champs pouvant étre manquants. Pour cette raison, le codage utilise un masque de bits pour
indiquer quels champs sont effectivement présents dans la forme codée.

Comme décrit dans I'lEC 62541-4, les champs Symbolicld, NamespaceUri, LocalizedText et
Locale constituent des indices dans un tableau de chaines renvoyé dans l'en-téte de réponse.
Seul l'indice de la chaine correspondante dans le tableau de chaines est codé. Un indice de
-1 indique qu'il n'existe aucune valeur pour la chaine.

Le type Diagnosticlnfo permet une imbrication illimitée qui peut générer des erreurs de
débordement de pile méme si la taille du message est inférieure a la taille maximale admise.
Les flécodeurs doivent prendre en charge au moins 100 niveaux d'imbrication.“lfs” ddivent
signgler une erreur si le nombre de niveaux d'imbrication dépasse le nombre prisien charpe.
Tableau 11 — DataEncoding binaire de Diagnosticinfo
Name Type de Description
données
EncodingMask Byte Masque de bits indiquant les champs présents-dans la séquence.
Le masque comprend les bits suivants:

0x01 Symbolicld

0x02 Namespace

0x04 LocalizedText

0x08 Locale

0x10 Additionallnfo

0x20 InnerStatusCode

0x40 InnerDiagnosticinfo
Symb¢licld Int32 Nom symbolique pour le code de statut.
NamegpaceUri Int32 Espace de noms qui qualifie I'identificateur symbolique.
Locald Int32 Parametre de lieu utilisé pour le texte localisé.
LocalizedText Int32 Récapitulatif lisible en clair du code de statut.
Additignallnfo String Informations de diagnostic précises, spécifiques a I'application.
InnerYtatusCode StatusCode Code de statut fourni par un systéme sous-jacent.
InnerQiagnosticinfo Diagnosticlnfo Information de diagnostic associée au code de statut interne.
5.2.2.13 (_QualifiedName
Ul’le JtlubtulG dU QUGI’I‘fI‘UU’IA\l’alHU Ubt bUUIéU CUTTITIS ;IIUI;L{UU' Uldllb :U TGIU:UGU 12

La structure abstraite de QualifiedName est définie dans I'|EC 62541-3.

Tableau 12 — DataEncoding binaire de QualifiedName

Name Type de Description
données
Namespacelndex Uint16 Indice de I'espace de noms.

Name String Nom.
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5.2.2.14 LocalizedText

2020

Une structure de LocalizedText contient deux champs pouvant étre manquants. Pour cette
raison, le codage utilise un masque de bits pour indiquer quels champs sont effectivement
présents dans la forme codée.

La structure abstraite de LocalizedText est définie dans I'lEC 62541-3.

Tableau 13 — DataEncoding binaire de LocalizedText

Name Type de Description
donnees
EncodingMask Byte Masque de bits indiquant les champs présents dans la séquence.

Le masque comprend les bits suivants:

0x01 Locale
0x02 Text
Locald String Parametre de lieu.
S'il n'est pas pris en compte, cela signifie nul ou vide,
Text String Texte dans le parameétre de lieu spécifié.
S'il n'est pas pris en compte, cela signifie nul ou-vide.
5.2.20115 ExtensionObject

Un H
son |

Un H
code
le no
savo
d'oct
séqu

Lorsg
de D
corps
pour
I'objg

La fo

xtensionObject est codé comme une séquence ‘'d'octets dont le préfixe est le Node
DataTypeEncoding et le nombre d'octets codes.

ExtensionObject peut étre codé par ['application, ce qui signifie qu'il est transm
Ur sous forme de ByteString ou XmiElement. Dans ce cas, le codeur est capable d'
mbre d'octets dans I'objet avant.de coder les octets. Toutefois, un ExtensionObject
r se coder/décoder lui-méme;yce qui signifie que le codeur doit calculer le no

ence et d'actualiser la longueur aprés codage du corps de I'objet.

u'un décodeur rencentre un ExtensionObject, il doit vérifier s'il reconnait l'identific
htaTypeEncoding~Si c'est le cas, il peut demander a la fonction appropriée de décod
de l'objet. Si(le décodeur ne reconnait pas le type, il doit utiliser le champ Enc
déterminer sinle corps est une ByteString ou un XmlElement, puis décoder le cory
t ou le trajter comme une donnée opaque et l'ignorer.

rme¢sérialisée d'un ExtensionObject est spécifiée dans le Tableau 14.

d de

s au
crire
peut
mbre

bts avant de coder I'objet, ou il doit étre capable d'effectuer une rétrorecherche dans la

bteur
erle
bding
s de
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Tableau 14 — DataEncoding binaire d'Objet d'extension

numeériques sont définis en A.3.

si ce champ est le Nodeld de I'Objet de codage JSON d'un DataType, le Corps

Name Type de Description
données
Typeld Nodeld Identificateur du nceud de DataTypeEncoding dans I'AddressSpace du Serveur. Les

ExtensionObjects définis par la spécification OPC UA ont un identificateur de nceud
numérique qui leur est attribué avec un Namespacelndex de 0. Les identificateurs

Les décodeurs utilisent ce champ pour déterminer la syntaxe du Corps. Par exemple,

est

une ByteString contenant un document JSON codé sous la forme d'une chaine UTF-
8.
Encoc‘ing Byte Enumération qui indique la méthode de codage du corps.
Le parametre peut avoir les valeurs suivantes:
0x00 Aucun corps n'est codé.
0x01 Le corps est codé comme une ByteString.
0x02 Le corps est codé comme un XmIElement.
Lengtf Int32 Longueur du corps de I'objet.
La longueur doit étre spécifiée si le corps est codé:
Body Byte [*] Corps de l'objet.
Ce champ contient les octets bruts des cotps,de ByteString.
Pour les corps XmIElement, ce champ-Contient I'élément XML codé sous forme de
chaine UTF-8 sans terminateur nuk.
Certaines structures a codage.binaire peuvent avoir une longueur sérialisée quifn'est
pas un multiple de 8 bits. LeS\¢odeurs doivent ajouter des bits 0 pour garantir qlie la
longueur sérialisée est un'multiple de 8 bits. Les décodeurs qui comprennent le
format sérialisé doiventignorer les bits de remplissage.
Les ExtensionObjects sont utilisés dans-deux contextes: sous forme de valeurs contgnues
dans|les structures de Variantes ou sous forme de parameétres dans les Messages OPC UA.
Un dgcodeur peut choisir d'analyser le corps d'un Xm/Element aprés décodage; si une drreur
d'anglyse irrécupérable se_produit, il convient que le décodeur tente de poursuivfe le
traitggment de la séquence. Rar exemple, si I'ExtensionObject est le corps d'une Varianfe ou
un éllément dans une matrice qui est le corps d'une Variante, cette erreur peut étre sigpalée
en definissant la valeur\de la Variante sur le StatusCode Bad_DecodingError.

5.2.2.16 Variant

Une

La st

Variante.est une union des types intégrés.

ructure d'une Variante est présentée dans le Tableau 15.
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Tableau 15 — DataEncoding binaire de Variante

Name Type de Description
données

EncodingMask Byte Type de données codé dans la séquence.
La valeur 0 indique une valeur nulle et qu'aucun autre champ n'est codé.
Les bits suivants sont attribués au masque:

0:5 Identificateur de type Intégreé (voir Tableau 1).

6 Vrai si le champ de Dimensions de Matrice est
codé.

7 Vrai si une matrice de valeurs est codée.

Les identificateurs de type intégré 26 a 31 ne sont actuellement pas attribués, mais
peuvent étre utilisés ultérieurement. Les décodeurs doivent accepter ces
identificateurs, prendre pour hypothése que la Valeur contient une ByteString ¢t les
transmettre a I'application. Les codeurs ne doivent pas utiliser ces identificatedrs.

Arraylength Int32 Nombre d'éléments dans la matrice.

Ce champ est présent uniquement si le bit de matrice est établi dans le masque de
codage.

Les matrices multidimensionnelles sont codées sods.forme d'une matrice

unidimensionnelle et ce champ spécifie le nombre)total d'éléments. La matrice]
d'origine peut étre reconstituée a partir des diménsions codées d'aprés le charhp de
valeur.

Les dimensions de rang supérieur sont'sgrialisées en premier lieu. Par exemp
une matrice de dimensions [2,2,2] s'écrit dans I'ordre suivant:

[0,0,0], [0,0,1], [0,1,0], [0,1,1]341,0,0], [1,0,1], [1,1,0], [1,1,1]

°

Value * Valeur codée selon son typé de“données intégré.

Si le bit de matrice est établi dans le masque de codage, chaque élément dang la
matrice est codé de maniere séquentielle. Dans la mesure ou de nombreux types
ont un codage de langueur variable, chaque élément doit étre décodé dans I'ofdre.

La valeur ne doit'pas étre une Variante, mais peut étre une matrice de Variantgs.

De nombreguses plateformes de mise en ceuvre ne font pas la différence entre Jes
matrices.unidimensionnelles Bytes et ByteStrings. Ainsi, les décodeurs peuvent
convertir automatiquement une matrice Bytes en une ByteString.

ArrayDimensions Int32 Nombre de dimensions.
Lengtf
g Ce champ est présent uniquement si le fanion ArrayDimensions est établi dan$ le
masque de codage.
ArrayDimensions Int32[*] Longueur de chaque dimension codée sous forme de séquence de valeurs IntB2

Ce champ est présent uniquement si le fanion ArrayDimensions est établi dan$ le
masque de codage. Les dimensions de rang inférieur apparaissent en premier|dans
la matrice.

Toutes les dimensions doivent étre spécifiées et doivent étre supérieures a zéfo.

Si les ArrayDimensionse ne sont pas cohérentes avec I'ArrayLength, le décodgur
doit s'arréter et émettre le code de statut Bad_DecodingError.

Les types et leurs identificateurs qui peuvent étre codés dans une Variante sont présentés
dans le Tableau 1.

5.2.2.17 DataValue

Une DataValue est toujours précédée d'un masque qui indique quels champs sont présents
dans la séquence.

Les champs d'une DataValue sont décrits dans le Tableau 16.
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Tableau 16 — DataEncoding binaire de Valeur de données

Name Type de Description
données
EncodingMask Byte Masque de bits indiquant les champs présents dans la séquence.
Le masque comprend les bits suivants:
0x01 Faux si la valeur est Null.
0x02 Faux si le StatusCode est Good.
0x04 Faux si I'norodatage source est DateTime.MinValue.
0x08 Eaux si 'horodatage Serveur est Date Time Min\alue
0x10 Faux si les Picosecondes Source sont égales a 0.
0x20 Faux si les Picosecondes Serveur sont égales a 0.
Value Variant Valeur.
Absente si le bit de Valeur dans I'EncodingMask est a I'état False.
Statug StatusCode Etat associé a la valeur.
Absent si le bit de StatusCode dans I'EncodingMask est False.
SourcgTimestamp DateTime Horodatage source associé a la valeur.

Absent si le bit SourceTimestamp dans I'EricodingMask est False.

SourcgPicoSeconds Uint16

Nombre d'intervalles de 10 picosecondes pour le SourceTimestamp.
Absent si le bit SourcePicoSeconds dans I'EncodingMask est False.

En I'absence de I'horodatage source, les picosecondes ne sont pas prises en
compte.

ServefTimestamp DateTime Horodatage Serveur assoeié a la valeur.
Absent si le bit Source Timestampdans dans I'EncodingMask est False.
ServefPicoSeconds Uint16 Nombre d'intervalles de 10 picosecondes pour le ServerTimestamp.

Absent si lesbit ServerPicoSeconds dans I'EncodingMask est False.

En I'absence de I'horodatage Serveur, les picosecondes ne sont pas prises en
compte.

Les ghamps Picoseconds meémorisent la différence entre un horodatage haute résolution
une résolution de 10 picosecondes et la valeur du champ Horodatage ayant une résolutid
100 ps uniquement._Les champs Picosecondes doivent contenir des valeurs inférieur
10 000. Le décodeur_doit traiter les valeurs supérieures ou égales a 10 000 comme la v

'9 99p".

5.2.3 Décimaux

Les [Péeimaux sont codés comme décrit au 5.1.7.

avec
n de
es a
aleur

Un Décimal n'a pas de valeur nulle.

5.2.4 Enumérations

Les énumérations sont codées comme des valeurs /nt32.

Une énumeération n'a pas de valeur NULL.

5.2.5 Matrices

Les Matrices unidimensionnelles sont codées comme une séquence d'éléments précédée du
nombre d'éléments codés comme une valeur /nt32. Si une Matrice est nulle, sa longueur est
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codée —-1. Une Matrice de longueur nulle étant différente d'une Matrice nulle, les codeurs et
les décodeurs doivent conserver cette distinction.

Les Matrices multidimensionnelles sont codées comme une Matrice Int32 contenant les
dimensions suivie d'une liste de toutes les valeurs contenues dans la Matrice. Le nombre total
de valeurs est égal au produit des dimensions. Le nombre de valeurs est 0 si une ou plusieurs
dimensions sont inférieures ou égales a 0. Le processus de reconstitution de la matrice
multidimensionnelle est décrit en 5.2.2.16.

5.2.6 Structures

Les [Structures sont codées sous forme d'une séquence de champs selon leunr, prdre
d'apparition dans la définition. Le codage de chaque champ est déterminé par le type infégré
propfe au champ.

Tous| les champs spécifiés dans la structure doivent étre codés. Si la structure” contienf des
chanjps facultatifs, voir 5.2.7.

[

Les |Structures n'ont pas de valeur nulle. Si un codeur est écritdans un langagge de
progfammation qui permet aux structures d'avoir des valeurs nulles| e codeur doit créef une
nouvklle instance comportant des valeurs par défaut pour tous les-champs et procéder 3 une
sérialisation. Les codeurs ne doivent pas générer une erreur-de codage dans ce type de
situagion.

L'exgmple suivant représente une structure utilisant la~syntaxe C/C++:

strugt Type2

Int32 A;
Int32 B;

strug¢t Typel

Inqt32 X;
Byte NoOfY;
Type2* Y;
Int32 z;

bi

Dang I'exemple)C/C++ ci-dessus, le champ Y est un pointeur dirigé vers une matrice dgnt la
longueur est(memorisée dans NoOfY. Lors du codage d'une matrice, la longueur faisant pgartie
du priocessus, le champ NoOfY n'est pas codé. Cela dit, les codeurs et les décodeurs utilisent
NoOf1Y Jors’du codage.

Une instance de Type? qui contient une matrice de deux instances de Type2 est codée
comme une séquence de 28 octets. Si l'instance de Typel1 a été codée dans un
ExtensionObject, elle posséde un préfixe supplémentaire indiqué dans le Tableau 17, portant
la longueur totale a 37 octets. Les champs Typeld, Encoding et Length sont définis par
I'ExtensionObject. Le codage des instances de TypeZ2 n'inclut pas l'identificateur de type dans
la mesure ou il est défini de maniére explicite dans le Type1.
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Tableau 17 — Echantillon de structure a Codage OPC UA binaire

Champ Octets Value
Typeld 4 Identificateur du nceud de codage binaire Type1
Encoding 1 0x1 pour la ByteString
Length 4 28
X 4 Valeur du champ 'X'

Y.Length 4 2
Y.A 4 Valeur du champ "Y[0].A'
Y.B 4 Valeur du champ "Y[0].B'
Y.A 4 Valeur du champ "Y[1].A’
Y.B 4 Valeur du champ "Y[1].B'
VA 4 Valeur du champ 'Z'
La Valeur de I'Attribut DataTypeDefinition d'un Noeud de DataType de. Type1 est:
Name| Type Description
defaulfEncodingld Nodeld Nodeld du nceud "Type1_Encoding DefaultBinary".
baseOataType Nodeld "i=22" [Structure]
structdre Type StructureType Structure_0 [Structure sans champ facultatif]
champs [0] StructureField
name String "X"
depcription LocalizedText Description de X
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1.(Scalaire)
isQptional Boolean false
champs [1] StructureField
name String "y
depcription LocalizedText Description de Y-Array
dajaType Nodeld Nodeld du nceud de DataType de Type2 (par ex. "ns=3; s=MyType2")
valueRank Int32 1 (OneDimension)
isQptional Boolean false
champs [2] StructureField
name String "z"
depcription LocalizedText Description de Z
dataType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalaire)
isOptional Boolean false
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La Valeur de I'Attribut DataTypeDefinition d'un Noeud de DataType de Type2 est:

Name Type Description
defaultEncodingld Nodeld Nodeld du nceud "Type2_Encoding_DefaultBinary".
baseDataType Nodeld "i=22" [Structure]
structureType StructureType Structure_0 [Structure sans champ facultatif]
champs [0] StructureField

name String "A"

description LocalizedText Description de A

dafaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalaire)

isQptional Boolean false
champs [1] StructureField

name String "B"

depcription LocalizedText Description de B

dajaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalaire)

isQptional Boolean false

5.2.7| Structures avec champs facultatifs

Les $tructures comportant des champs facultatifs\'sont codées avec un masque de cofdage
précgdant une séquence de champs dans leur_ordre d'apparition dans la définition. Le codage
de chhaque champ est déterminé par le type de-données propre au champ.

L'En¢odingMask est un entier non signéyde 32 bits. Un bit exactement est attribué a chaque
chanmp facultatif. Le bit '0' est attribue au premier champ facultatif, le bit '1' est attribyé au
deux|éme champ facultatif, etc. jusqu'a ce que des bits soient attribués a tous les champs
faculfatifs. Un maximum de 32.champs facultatifs peut apparaitre dans une seule Strugture.
Les bits non attribués sont établis sur 0 par les codeurs. Les décodeurs doivent signalef une
erreyr si les bits non attribués’ne sont pas établis sur 0.

L'exdmple suivant représente une structure comportant des champs facultatifs utilisant la
syntgxe C++:

struq¢t TypeA

{
Int32 "\,
Ift82* 01;
SByte Y,
Int32* 02;

bi
O1 et O2 sont des champs facultatifs qui sont NULL s'ils sont absents.

Une instance de TypeA qui contient deux champs obligatoires (X et Y) et deux champs
facultatifs (O1 et O2) est codée sous forme de séquence d'octets. La longueur de la séquence
d'octets dépend des champs facultatifs disponibles. Un champ de masque de codage
détermine les champs facultatifs disponibles.

Une instance de TypeA ou le champ O2 est disponible et le champ O1 ne l'est pas est codée
sous forme de séquence a 13 octets. Si linstance de TypeA était codée dans un
ExtensionObject, elle aurait la forme de codage présentée dans le Tableau 18 et aurait une
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longueur totale de 22 octets. La longueur des champs Typeld, Encoding et Length est définie
par I'ExtensionObject.

Tableau 18 — Echantillon de structure
a Codage OPC UA binaire avec champs facultatifs

Champ Octets Value
Typeld 4 Identificateur du noeud de codage binaire TypeA
Encoding 1 0x1 pour la ByteString
Length 4 13
EncochngMask 4 0x02 pour 02
X 4 Valeur de X
Y 1 Valeur de Y
02 4 Valeur de O2
Si urle Structure comportant des champs facultatifs est sous-typée{le's sous-types étepdent
I'EncpdingMask défini pour le parent.
La Valeur de I'Attribut DataTypeDefinition d'un Noeud de DataType de TypeA est:
Name| Type Description
defaulfEncodingld Nodeld Nodeld du noeud "TypeA) Encoding_DefaultBinary".
baseOataType Nodeld "i=22" [Structure]
structdreType StructureType StructureWithOptionalFields_1 [Structure sans champ facultatif]
champs [0] StructureField
name String X"
depcription LocalizedText Deseription de X
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalaire)
isQptional Boolean false
champs [1] StructureField
name String "O1"
depcription LocalizedText Description de O1
dajaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalaire)
is(Pptional Boolean true
champs [2] StructureField
nakre: String =
description LocalizedText Description de Z
dataType Nodeld "i=2" [SByte]
valueRank Int32 -1 (Scalaire)
isOptional Boolean false
champs [3] StructureField
name String "02"
description LocalizedText Description de 02
dataType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalaire)
isOptional Boolean true
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Unions

Les Unions sont codées sous forme de champ de permutation précédant I'un des champs
possibles. Le codage du champ choisi est déterminé par le type de données propre au

cham

Le ch

p.

amp de permutation est codé au format UInt32.

Le champ de permutation est I'indice des champs d'union disponibles commencant par 1. Si

le champ de permutation est 0, aucun champ n'est présent.

Pour toute autre valeur

supérieure au nombre de champs d'union définis, les codeurs ou les décodeurs doivent

sign3

Une |Union sans champ a la méme signification qu'une valeur NULL. Une Union compq

des ¢

L'exd

0

0

Dang
sémdg

Une
séqu

Une
sequ

la fome de coedage décrite dans le Tableau 19 et aurait une longueur totale de 17 octets

cham

Fruct Type?2

Fruct Typel

ler une erreur.

hamps n'est pas une valeur NULL, méme si la valeur du champ lui-méme est"NULL.
mple suivant représente une union utilisant la syntaxe C/C++:

Int32 A;
Int32 B;

Byte Selector;

union

{
Int32 Fieldl;
Type2 Field2;
}

Value;

I'exemple C/C++ ci-dessus,Ole Sélecteur et la Valeur sont associés sur le
ntique pour former une unien. L'ordre des champs n'a pas d'importance.

instance de Type1 serait codée sous forme de séquence d'octets. La longueur
ence d'octets dépend.du champ choisi.

instance de, Fypel, ou le champ Field1 est disponible, est codée sous form
ence a 8 octets. Si l'instance de Type1 était codée dans un ExtensionObject, elle 3

ps Typetd, Encoding et Length sont des champs définis par I'ExtensionObject.

rtant

plan

e la

e de
urait
. Les

Tableau 19 — Echantillon de structure a Codage OPC UA binaire

Champ Octets Value
Typeld 4 Identificateur du Type1
Encoding 1 0x1 pour la ByteString
Length 4 8
SwitchValue 4 1 pour Field1
Field1 4 Valeur de Field1
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La Valeur de I'Attribut DataTypeDefinition d'un Noeud de DataType de Type1 est:

Name Type Description
defaultEncodingld Nodeld Nodeld du nceud "Type1_Encoding_DefaultBinary".
baseDataType Nodeld "i=22" [Union]
structureType StructureType Union_2 [Union]
champs [0] StructureField
name String "Field1"
description LocalizedText Description de Field1
dafaType Nodeld "i=6" [Int32]
valueRank Int32 -1 (Scalaire)
isQptional Boolean true
champs [1] StructureField
name String "Field2"
depcription LocalizedText Description de Field2
dajaType Nodeld Nodeld du nceud de DataType de Type2 (parex. "ns=3; s=MyType2")
valueRank Int32 -1 (Scalaire)
isQptional Boolean true

La Valeur de I'Attribut DataTypeDefinition d'un Noeud:de DataType de Type2 est:

Name| Type Description
defaulfEncodingld Nodeld Nodeld du_ nieeud "Type2_Encoding_DefaultBinary".
baseOataType Nodeld "i=22" [Structure]
structdreType StructureType Structure_0 [Structure sans champ facultatif]
champs [0] StructureField

name String "A"

depcription LocalizedText Description de A

dajaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalaire)

isQptional Boolean false
champs [1] StructureField

name String "B"

depcription. LocalizedText Description de B

dajaType Nodeld "i=6" [Int32]

valueRank Int32 -1 (Scalaire)

isOptional Boolean false

5.2.9 Messages

Les Messages sont des Structures codées sous forme de séquence d'octets préfixées par le
Nodeld du DataTypeEncoding OPC UA binaire défini pour le Message.

Chaque Service OPC UA décrit dans I'lEC 62541-4 a un Message de demande et de réponse.
Les identificateurs du DataTypeEncoding attribués a chaque Service sont spécifies a
I'Article A.3.
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Codage OPC UA XML

5.3.1 Types intégrés

5.3.1.1 Généralités

La plupart des types intégrés est codée en langage XML en utilisant les formats définis dans
la spécification de Schéma XML Partie 2. Les restrictions ou utilisations spéciales sont
traitées ci-dessous. Certains types intégrés comportent un Schéma XML défini pour eux au
moyen de la syntaxe explicitée dans la Schéma XML Partie 2.

Le p

réfixe xs: sert a désigner un symbole défini par la spécification du Schéma XML.

2020

5.3.1|.2 Boolean

Une

aleur booléenne est codée sous forme d'une valeur xs:boolean.

5.3.1|.3 Entier

Les

aleurs entiéres sont codées avec l'un des sous-types du type xsidéecimal. Les map

entrg les types d'entier OPC UA et les types de données du schéma XML sont présentés
le Tapleau 20.

5.3.1

Les

Tableau 20 — Mappings des types de données XML pour les entiers

Name Type XML
SByte xs:byte
Byte xs:UnsignedByte
Int16 xs:short
Uint16 xs:unsignedShort
Int32 xs:int
UiInt32 xs:entier non signé
Int64 xs:long
Uint64 xs:unsignedLong

.4 Virgule flottante

aleurs a virgule flottante sont codées avec I'un des types XML a virgule flottante

mappings entreles types a virgule flottante OPC UA et les types de données du schéma

sont

présentés)dans le Tableau 21.

Fableau 21 — Mappings de types de données XML pour les virgules flottantes

hings
dans

Les
XML

Name Type XML

Float xs:float

Double xs:double

Le type a virgule flottante XML prend en charge infinité positive (INF), infinité négative (-INF)
et "not-a-number" (NaN).

5.3.1

.5 String

Une valeur de Chaine est codée comme une valeur xs:string.
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5.3.1

.6 DateTime

Une valeur de DateTime est codée comme une valeur xs:DateTime.

Toutes les valeurs de DateTime doivent étre codées sous forme de temps UTC ou avec une
spécification explicite du fuseau horaire.

Correct:

2002-10-10T00:00:00+405:00
2002-10-09T19:00:007%

Incor

2002

Il est

rect:

10-09T19:00:00

recommandé de représenter toutes les valeurs de xs:DateTime sous format UTC.

La valeur date/heure la plus récente et la valeur date/heure la plus loiptaine qui peuven

repré
étre

btrictement codées au format XML.

La valeur date/heure la plus récente sur une DevelopmentPlatform doit étre codée au fq

XML

La v
form

Si ur
Deve
la pl
déco
valey

suivant: "0001-01-01T00:00:00Z".

leur de date/heure la plus ancienne sur une{DevelopmentPlatform doit étre cod§
t XML suivant "9999-12-31T723:59:59Z"

lopmentPlatform, il convient qu'il convertisse la valeur en date/heure la plus récen
s ancienne qui peut étre représentee sur la DevelopmentPlatform. Il convient q
deur XML ne génére aucune erteur s'il rencontre une valeur de date en dehors
rs définies.

La valeur de date/heure la plus proche sur une DevelopmentPlatform est équivalente 3

valel

5.3.1
Un G

Le sd

<xXs:

r date/heure nulle.

.7 Guid

uid est codé-au moyen de la représentation de chaine définie en 5.1.3.

hémaXML applicable a un Guid est:

complexType name="Guid">

étre

sentées sur une DevelopmentPlatform ont une signification particuliere et ne doivenjt pas

rmat

e au

décodeur rencontre une valeur xs:DateTime qui ne peut pas étre représentée qur la

e ou
e le
des

une

<

SECECASAS peacy

<xs:element name="String" type="xs:string" minOccurs="0" />

</xs:sequence>
</xs:complexType>

5.3.1

.8 ByteString

Une valeur de ByteString est codée comme une valeur xs:base64Binary (voir Base64).

Le schéma XML applicable a une ByteString est: />

<xXs:

element name="ByteString" type="xs:base64Binary" nillable="true

"/>
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5.3.1.9 XmlIElement

Une valeur XmlElement est codée comme une valeur xs:complexType avec le schéma XML
suivant:

<xs:complexType name="XmlElement">
<xs:sequence>
<xs:any minOccurs="0" maxOccurs="1" processContents="lax" />
</xs:sequence>
</xs:complexType>

Les |XmlElements peuvent étre utilisés uniquement dans les valeurs de Variante ou
d'ExtensionObject.

5.3.1.10 Nodeld

Une valeur de Nodeld est codée sous forme de valeur xs:string avec la syntaxe suivante:

ns=<]ndiceespacenom>; <type>=<valeur>

Les ¢léments de la syntaxe sont décrits dans le Tableau 22.

Tableau 22 — Composants de Nodeld

Champ Type de Description
données
<namgspaceindex> Uint16 Namespacelndex formaté comme un nombre en base 10.

Si l'indice est 0, I'entier 'ns=0;' ne doit pas étre pris en compte.

<typej Enumeration Fanion de spécifieation de I'ldentifier Type.
Le fanion a lesvaleurs suivantes:

i NUMERIC (UInt32)

s STRING (Chaine)
g GUID (Guid)
b OPAQUE (ByteString)

Identificateur codé sous forme de chaine.

\%
*

<valug

L'identificateur est formaté en utilisant le mapping de type de données XML propre a
I'ldentifierType.

Noter que I'ldentificateur peut contenir tout caractere UTF-8 non nul, y compris pin
blanc.

Exenpples de Nodelds:

i=13

ns=10;i=-1

ns=10;s=Hello:World
g=09087e75-8e5e-499b-954f-f2a9603db28a
ns=1;b=M/RbKBsRVkePCePcx240RA==

Le schéma XML applicable a un Nodeld est:

<xs:complexType name="NodeId">
<xs:sequence>
<xs:element name="Identifier" type="xs:string" minOccurs="0" />
</xs:sequence>
</xs:complexType>
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5.3.1.11 ExpandedNodeld

Une valeur d'ExpandedNodeld est codée comme une valeur xs:string avec la syntaxe
suivante:

svr=<indiceserveur>;ns=<indiceespacenom>;<type>=<valeur>
ou
svr=<indiceserveur>;nsu=<uri>;<type>=<valeur>

Les champs possibles sont indiqués dans le Tableau 23.

Tableau 23 — Composants d'ExpandedNodeld

Champ Type de Description
données
<servgrindex> Uint32 Serverindex formaté comme un nombre en base 10.

Si le Serverindex est 0, I'entier 'svr=0;' ne doit pas étre pris€n compte.

<namgspaceindex> Uint16 Namespacelndex formaté comme un nombre en base~10.

Si le Namespacelndex est 0, alors l'article entierns=0;' ne doit pas étre pris en
compte.

Aucun Namespacelndex ne doit étre présentssi I'URI est spécifié.

<uri> String Le NamespaceUri formaté comme une chaine.

Les caractéres réservés éventuels de I'URI doivent étre remplacés par un '%' suivi de
sa valeur ANSI de 8 bits codég)sous forme de deux chiffres hexadécimaux
(insensibles a la casse). Par exemple, le caractere ';' serait remplacé par '%3B'.

Les caractéres réservéssont ;' et '%'".

Si le NamespaceUri-€st nul ou vide, alors l'article 'nsu=;' ne doit pas étre pris en
compte.

<typej Enumeration Fanion de spécification de I'ldentifierType.

Ce champest décrit dans le Tableau 22.

<valug> * Identificateur codé sous forme de chaine.

Ce’champ est décrit dans le Tableau 22.

Le sghéma XML applicable a un ExpandedNodeld est:

<xs:complexType* name="ExpandedNodeId">
<¥s:sequefice>

<xs:element name="Identifier" type="xs:string" minOccurs="0" />
</|xs:seguence>

</xdq:¢omplexType>

5.3.1.12 StatusCode
Un StatusCode est codé comme un xs:unsignedint avec le schéma XML suivant:

<xs:complexType name="StatusCode">
<xXs:sequence>
<xs:element name="Code" type="xs:unsignedInt" minOccurs="0" />
</xs:sequence>
</xs:complexType>
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5.3.1.13 Diagnosticinfo
Une valeur Diagnosticinfo est codée comme un xs:complexType avec le schéma XML suivant:

<xs:complexType name="DiagnosticInfo">
<xs:sequence>
<xs:element name="SymbolicId" type="xs:int" minOccurs="0" />
<xs:element name="NamespaceUri" type="xs:int" minOccurs="0" />
<xs:element name="Locale" type="xs:int" minOccurs="0/>
<xs:element name="LocalizedText" type="xs:int" minOccurs="0/>
<xs:element name="AdditionalInfo" type="xs:string" minOccurs="0"/>
<xs:element name="InnerStatusCode" type="tns:StatusCode"
minOccurs="0" />
<xs:element name="InnerDiagnosticInfo" type="tns:DiagnosticIniof'
minOccurs="0" />
</|xs:sequence>
</xd:complexType>

Le type Diagnosticlnfo permet une imbrication illimitée qui peut générer des erreurs de
débordement de pile méme si la taille du message est inférieure a la taille maximale admise.
Les flécodeurs doivent prendre en charge au moins 100 niveaux)d*imbrication. lIs ddivent
signgler une erreur si le nombre de niveaux d'imbrication dépasse‘le nombre pris en charpe.

5.3.1.14 QualifiedName

Une |valeur QualifiedName est codée comme un xSicomplexType avec le schéma | XML
suivgnt:

<xsijcomplexType name="QualifiedName">
XS :sequence>

<xs:element name="Namespacelrdex" type="xs:int" minOccurs="0" |/>
<xs:element name="Name" type="xs:string" minOccurs="0" />
/xs:sequence>

</xgq:complexType>

5.3.1l15 LocalizedText
Une Valeur LocalizedText.est codée comme un xs:complexType avec le schéma XML suiyant:

<xs:complexTypername="LocalizedText">
<¥s:sequence>
<xs:elemelt name="Locale" type="xs:string" minOccurs="0" />
<xs:element name="Text" type="xs:string" minOccurs="0" />
</|xs:segUence>
</xdq:complexType>
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5.3.1

.16 ExtensionObject

Une valeur ExtensionObject est codée comme un xs:complexType avec le schéma XML

suiva

<Xs:

nt:

complexType name="ExtensionObject">

<Xs:sequence>

<xs:element name="Typeld" type="tns:NodeId" minOccurs="0" />
<xs:element name="Body" minOccurs="0">
<xs:complexType>
<xXs:sequence>
<xs:any minOccurs="0" processContents="lax"/>

<
</x9

</xs:sequence>
</xs:complexType>
</xs:element>
Xs:sequence>
:complexType>

Le corps de I'ExtensionObject contient un seul élément qui est soit ung ByteString, soi

Strud
exan
un cd
XML
coda

Le T)

5.3.1
Une

<XSs:
<

<
</x9

Si la

ture a codage XML. Un décodeur peut faire la différence entre\eces deux élémen

rps a codage OPC UA binaire. Tout autre nom doit contenir 'an corps a codage OP
Le Typeld spécifie la syntaxe d'un corps de ByteString qui/peut étre au format JS
ge UTF-8, UA binaire, ou autre.

peld est le Nodeld pour I'Objet DataTypeEncoding:

.17  Variant
aleur Variant est codée comme un xs:complexType avec le schéma XML suivant:

complexType name="Variant">
S:sequence>
<xs:element name="Value! minOccurs="0" nillable="true">
<xs:complexType>
<xs:sequence>
<xs:any min@ccurs="0" processContents="lax"/>
</xs:sequence>
</xs:complexType>
</xs:elementp
XS :sequence>
rcomplexType>

Variante_représente une valeur scalaire, elle doit alors contenir un seul élément e

une
S en

inant I'élément de niveau supérieur. Un élément portant le nOm-tns:ByteString contient

C UA
DN &

hfant

portant le-nom du type intégré. Par exemple, la valeur a virgule flottante en simple prédision

3,141

5 serait codée comme suit:

<tns:Float>3.1415</tns:Float>

Si la Variante représente une matrice unidimensionnelle, elle doit alors contenir un seul
élément enfant portant le préfixe "ListOf" et le nom du type intégré. Par exemple, une Matrice
de chaines serait codée comme suit:

<tns:ListOfString>
<tns:String>Hello</tns:String>
<tns:String>World</tns:String>

</tns:ListOfString>
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Si la Variante représente une Matrice multidimensionnelle, elle doit alors contenir un élément

enfant portant le nom "Matrix" comportant les deux sous-éléments de cet exemple:

<tns:Matrix>

<tns:Dimensions>
<tns:Int32>2</tns:Int32>
<tns:Int32>2</tns:Int32>

</tns:Dimensions>

<tns:Elements>
<tns:String>A</tns:String>
<tns:String>B</tns:String>
tns:String>C tns-String

<tns:String>D</tns:String>
</ltns:Elements>
</trs:Matrix>

Dang I'exemple, la matrice comporte les éléments suivants:

[0,0J = "A"; [O,l} = "B"; [1,0} = "Cc"; [1,1] = npn

Les gléments d'une Matrice multidimensionnelle sont toujoursc.aplatis dans une M
unidimensionnelle, ot les dimensions de rang supérieur sonts/sérialisées en premier.

trice
ette

Matrice unidimensionnelle est codée comme un enfant de 4'élément "Eléments". L'élgment
"Dimgensions" est une Matrice de valeurs Int32 qui spécifientles dimensions de la matri¢ge en
commengant par la dimension de rang inférieur. La Matrice multidimensionnelle peuf| étre
reconstituée a partir des dimensions. Toutes les dimensions doivent étre spécifiées et ddivent

étre supérieures a zéro. Si les dimensions ne sont pasvcohérentes avec le nombre d'élé
dans|la matrice, le décodeur doit s'arréter et émettre le code de statut Bad_DecodingErro

Le Tableau 1 donne I'ensemble complet des.noms de types intégrés.

5.3.1.18 DataValue

Une Valeur DataValue est codée comme un xs:complexType avec le schéma XML suivant:

<xs:complexType name="DataValue">
<Hs:sequence>

<xs:element name="Value" type="tns:Variant" minOccurs="0"
nillable="tLue" />

<xs:element~name="StatusCode" type="tns:StatusCode"
minOccurs="0" />

<xs:element name="SourceTimestamp" type="xs:dateTime"
minQo¢urs="0" />

<xs:element name="SourcePicoseconds" type="xs:unsignedShort"
mMinOccurs="0"/>

<Xz element name="ServerTimestamp" type="xs:dateTime"

ents
r.

miToccurs= 0

<xs:element name="ServerPicoseconds" type="xs:unsignedShort"
minOccurs="0"/>
</xs:sequence>

</xs:complexType>
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5.3.2

Décimaux

Une valeur Decimal est codée comme un xs:complexType avec le schéma XML suivant:

<xXs:

complexType name="Decimal">

<Xs:sequence>

<xs:element name="Typeld" type="tns:NodeId" minOccurs="0" />
<xs:element name="Body" minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:element name="Scale" type="xs:unsignedShort" />
<xs:element name="Value" type="xs:string" />

</xs:sequence>
</xs:complexType>
</xs:element>

</|[xs:sequence>
</xd:complexType>
Le Nodeld est toujours celui dont le DataType est Décimal. Lorsqu'il €st codé dang| une
Varignte, le Décimal est codé sous forme d'ExtensionObject. Les Matrices de Décimaux| sont
des Matrices d'ExtensionObjects.
Le champ de Valeur est un entier signé en base 10 sans limite-de taille. Voir 5.1.7 pouf une
descfiption des champs Scale et Value.
5.3.3 Enumérations
Les |énumérations utilisées comme des paramétres dans les Messages définis [dans
I'NEC|62541-4 sont codées comme xs:string aveela syntaxe suivante:
<sympole> <valeur>
Les éléments de la syntaxe sont décritsvdans le Tableau 24.
Tableau-24 - Composants d'énumération
Champ Type Description
<symbol> |String Nem'symbolique de la valeur énumérée.
<valug> UInt32 \/aleur numérique associée a la valeur énumérée.
Par gxemple{ le'schéma XML applicable a I'énumération de NodeClass est:
<xs:simpleType name="NodeClass">
<HsN‘vestriction base="xs:string">
<xs:enumeration value="Unspecified 0" />
<xs:enumeration value="Object 1" />
<xs:enumeration value="Variable 2" />
<xs:enumeration value="Method 4" />
<xs:enumeration value="ObjectType 8" />
<xs:enumeration value="VariableType 16" />
<xs:enumeration value="ReferenceType 32" />
<xs:enumeration value="DataType 64" />
<xs:enumeration value="View 128" />
</xs:restriction>

</xs:simpleType>

Les énumérations stockées dans une Variante sont codées comme une valeur /nt32.
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Par exemple, toute Variable peut avoir une valeur avec un DataType de NodeClass. Dans ce
cas, la valeur numérique correspondante est placée dans la Variante (par exemple, I'Objet
NodeClass serait enregistré comme 1).

5.3.4 Matrices

Les paramétres d'une Matrice unidimensionnelle sont toujours codés en enveloppant des
éléments dans un élément conteneur et en insérant ce dernier dans la structure. Il convient
que le nom de I'élément conteneur soit le nom du paramétre. Le nom de I'élément dans la

matri

Par 4

le su

<XS

<Xs:sequence>

<

</xd:complexType>

Les attributs nillables doivent étre spécifiés, car les codeurs XML placent les éléments
les matrices si ces éléments sont vides.

Les
défin

5.3.5 Structures

Les 3
mani
élém
comy]

le tyq
chaq

Le fa

ce doit étre le nom de type.

vant:

complexType name="ListOfReadValueId">

<xs:element name="ReadValueId" type="tns:ReadValueId"
minOccurs="0" maxOccurs="unbounded" nillable="truel" />
Xs:sequence>

pbarameétres d'une Matrice multidimensionnelle sont codés en utilisant le type "M
j en 5.3.1.17.

tructures sont codées sous la forme xs:complexType, tous les champs apparaissa
bre séquentielle. Tous les champs sont codés sous la forme xs:element. Tou
bnts comportent ['attribut minOccurss réglé sur 0 qui permet les représentations
actes. Si un élément est manquani{’la valeur par défaut du type de champ est utilisé
e de champ est une structure,la“valeur par défaut est une instance de la structure
e champ est réglé sur les valeurs par défaut.

nion nillable="trud")doit étre défini pour les types ayant une valeur NULL.

xemple, le service Lecture utilise une matrice de ReadValuelds. Le schéma XML, gerait

dans

atrix"”

nt de
5 les
XML
e. Si
dont

Par ¢xemple, la demande du service "Lecture" a une structure de ReadValueld. Le schéma

XML

<xXs:
<X

serait le suivant:

complexType name="ReadValueId">

S:sequence>

<xs:edbement name="NodeId" type="tns:NodeId"
minOccurs="0" nillable="true" />

«Xgtelement name="AttributeId" type="xs:int" minOccurs="0" />

<xs:element name="IndexRange" type="Xs:sString"
minOccurs="0" nillable="true" />

<xs:element name="DataEncoding" type="tns:NodeId"
minOccurs="0" nillable="true" />

</xs:sequence>
</xs:complexType>

5.3.6

Structures avec champs facultatifs

Les Structures comportant des champs facultatifs sont codées sous la forme xs:complexType,
tous les champs apparaissant de maniére séquentielle. Le premier élément est un masque de
bits qui spécifie les champs codés. Les bits du masque sont attribués de maniére séquentielle
aux champs facultatifs dans I'ordre dans lequel ils apparaissent dans la Structure.
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Pour permettre des représentations XML compactes, n'importe quel champ peut étre exclu
dans le code XML; de cette maniére, les décodeurs doivent attribuer les valeurs par défaut en
fonction du type de champ des champs obligatoires.

Par exemple, la Structure suivante comporte un champ obligatoire et deux champs facultatifs.
Le schéma XML serait le suivant:

<xs:complexType name="OptionalType">
<xs:sequence>
<xs:element name="EncodingMask" type="xs:unsignedLong" />
<xs:element name="X" type="xs:int" minOccurs="0" />

1 1 [TWaN1]

e 1 . P11 .
CYP< S « LI C mrirovccaoars

[=) .ClCllLCllt J.lG.lll.C_"Ul
<xs:element name="Y" type="xs:byte" minOccurs="0" />
<xs:element name="02" type="xs:int" minOccurs="0" />

</|[xs:sequence>
</xd:complexType>

Dang I'exemple ci-dessus, I'EncodingMask a la valeur 3 si O1 et O2 sont'Codés. Les codeurs
doivgnt régler les bits non utilisés sur 0 et les décodeurs doivent les ignorer.

Si urle Structure comportant des champs facultatifs est sous-typ€e, les sous-types étefdent
I'EncpdingMaskdéfini pour le parent.

5.3.7| Unions

Les pnions sont codées sous la forme xs:complexJype contenant xs:sequence avec [deux
entrées.

La premiére entrée de la séquence est le SwitchField xs:element qui spécifie une vgleur
numgrique identifiant I'élément codé dans xs:choice. Le nom de I'élément peut étre n'importe
quel texte valide.

La deuxiéme entrée de la séquence, est xs:choice et spécifie les champs possibles. L'prdre
dans|xs:choice détermine la valeurdu SwitchField lorsque ce choix est codé. Pour le prgmier
élément, le SwitchField est réglé sur 1 et pour la derniére valeur, le SwitchField est égpl au
nombre de choix.

ou qu'il est réglé sur 0;I'union posséde alors une valeur nulle. Les codeurs ou les décodeurs
doivgnt signaler_une erreur si une valeur SwitchField est supérieure au nombre de champs
d'unipn définis¢

Aucu‘IIn élément supplémentaire n'est admis dans la séquence. Si le SwitchField est maniuant

Par gxemple, I'union suivante comporte deux champs. Le schéma XML serait le suivant:

<xs:cemplexType name="Typel">
<xs:sequence>
<xs:element name="SwitchField"
type="xs:unsignedInt" minOccurs="0"/>
<xs:choice>
<xs:element name="Fieldl" type="xs:int" minOccurs="0"/>
<xs:element name="Field2" type="tns:Field2" minOccurs="0"/>
</xs:choice>
</xs:sequence>
</xs:complexType>

5.3.8 Messages

Les Messages sont codés comme un xs:complexType. Les parameétres de chaque Message
sont sérialisés de la méme maniere que les champs d'une Structure.
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5.4 Codage OPC UA JSON
5.4.1 Généralités

Le DataEncoding JSON a été développé pour permettre aux applications OPC UA d'interagir
avec les logiciels web et les logiciels d'entreprise qui utilisent ce format. Le DataEncoding
JSON OPC UA définit les représentations JSON normalisées pour tous les types intégrés
OPC UA.

Le format JSON est défini dans la RFC 7159. Il s'agit d'un format partiellement
autodescripteur, car chaque champ posséde un nom codé en plus de la valeur, mais JSON ne
d|Sp oo d'GUUUII IIIéUGII;OIIIU |JUUI quallflcl :UO "nmulitTo avou dUO GOPG\JUO dU MUTITO ..

Le fdrmat JSON ne posséde aucune norme publiée relative a un schéma pouvant{étre (tilisé
pour |décrire le contenu d'un document JSON. Les mécanismes schématiques définis dalns le
présgnt document peuvent toutefois étre utilisés pour décrire les documents JSON. La
structure DataTypeDescription définie dans I'|EC 62541-3 peut précisément |définir n'importe
quel document JSON qui satisfait aux regles décrites ci-dessous.

Les Berveurs qui prennent en charge le DataEncoding JSON doivent ajouter des Nceuds de
DataflypeEncoding appelés "JSON par défaut" a tous les DataTypes pouvant étre sériglisés
avec|le codage JSON. Les Nodelds de ces Nceuds sont définisypar le modéle d’informftion
qui spécifie le DataType. Ces Nodelds sont utilisés dans les ExtensionObjects comme d{écrit
au 54.2.16.

Deux cas d'utilisation sont importants pour le codage JSON: les applications Cloud qui
utilisent des messages PubSub et les Clients JavaSeript (JSON est le format de sérialisfation
privilegié pour JavaScript). En cas d'utilisation deyl'application Cloud, il est nécessaire gue le
mesdage PubSub soit autonome, ce qui signifie qu'il ne peut pas contenir de référgnces
numériques a un tableau d'espace de noms défini en externe. De méme, les applicdtions
Cloud reposent souvent sur les langages, de script pour traiter les messages entrant$, de
sorte| que les artefacts du DataEncoding destinés a garantir la fidélité lors du décodade ne
sont [pas nécessaires. C'est pourquoi~ce DataEncoding définit un format "irréversible" gqoncgu
pour|répondre aux besoins des *applications Cloud. Les applications, comme les Clients
Javapcript, qui utilisent le DataEncoding pour communiquer avec d'autres applications |OPC
UA (tilisent le format normal:ou "réversible". Les éventuelles différences entre le fgrmat
réversible et le format irréversible sont décrites pour chaque type.

5.4.2 Types intégrés
5.4.211 Généralités

Tout¢ valeur\NULL d'un type intégré doit étre codée sous la forme du littéral JSON 'null|si la
valedr est un élément d'une matrice. Si la valeur NULL est un champ contenu dang une
Struqtufe ou une Union, le champ ne doit pas étre codé.

5.4.2.2 Boolean

Une valeur de type Booléen doit étre codée sous la forme du littéral JSON "true" ou "false".

5.4.2.3 Entier

Les valeurs entiéres autres que Int64 et UInt64 doivent étre codées sous la forme d'un
nombre JSON.

Les valeurs Int64 et Ulnt64 doivent étre formatées en nombre décimal codé sous la forme
d'une chaine JSON.

(Voir le codage XML des valeurs 64 bits décrit en 5.3.1.3).
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5.4.2.4 Virgule flottante

Les valeurs normales Float et Double doivent étre codées sous la forme d'un nombre JSON.

Les nombres spéciaux a virgule flottante de type infinité positive (INF), infinité négative (-INF)
et "not-a-number" (NaN) doivent étre représentés par les valeurs "Infinity", "-Infinity" et "NaN"
codées sous la forme d'une chaine JSON. Pour plus d'informations sur les différents types de

nombres spéciaux a virgule flottante, voir 5.2.2.3.

5.4.2.5 String

Les Jaleurs de Chaine doivent éfre codees sous la forme de chaines JSON.

Un caractére d'échappement est ajouté a tout caractére non admis dans les chainés JSON en
utilisant les regles définies dans la RFC 7159.

5.4.2.6 DateTime

Les Valeurs de DateTime doivent étre formatées comme spécifié pawx I''SO 8601-1:2019 et
codégs sous la forme d'une chaine JSON.

Les Yaleurs DateTime qui dépassent les valeurs minimales ©Qu-maximales prises en charge
sur | une plateforme doivent respectivement étre\" codées sous la fprme
"0001-01-01T00:00:00Z" ou "9999-12-31T23:59:59Z". Lors)du décodage, ces valeurs ddivent
étre gonverties en valeurs minimales ou maximales prises en charge sur la plateforme.

Les valeurs DateTime égales a "0001-01-01T00:00:00Z" sont prises comme valeurs nullep.

5.4.2.7 Guid

Les vYaleurs de Guid doivent étre formatées comme décrit en 5.1.3 et codées sous la fprme
d'ung chaine JSON.

5.4.2.8 ByteString

Les valeurs de ByteString deivent étre formatées en tant que texte Base64 et codées sdus la
form¢ d'une chaine JSON.,

Un caractere d'échappement est ajouté a tout caractére non admis dans les chaines JSON en
utilisant les regles\définies dans la RFC 7159.

5.4.2.9 XmiElement

Une |valeur de XmlIElement doit étre codée sous la forme d'une Chaine, comme déclit au
5.3.1L9-

5.4.2.10 Nodeld

Les valeurs Nodeld doivent étre codées sous la forme d'un objet JSON avec les champs
définis dans le Tableau 25.

La structure abstraite de Nodeld est définie dans I'|EC 62541-3 et comporte trois champs:
Identificateur, IdentifierType et INamespacelndex. La description de ces champs abstraits est
fournie dans le Tableau 25.
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