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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 5: Information Model

FOREWORD
1) The—trternationsa eetreoteertear-Commisston Sam W wide-erganizatton—fer-stand - o€ -rising
all| national electrotechnical committees (IEC National Committees). The object of IEC is to_prpmote
international co-operation on all questions concerning standardization in the electrical and electronic fielfls. To

this end and in addition to other activities, IEC publishes International Standards, Technical Specificdtions,
hnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as| “IEC

in |[the subject dealt with may participate in this preparatory work. International, governmental and non-
gojernmental organizations liaising with the IEC also participate in this preparation. |[EC |collaborates dlosely
with the International Organization for Standardization (ISO) in accordance with conditions determinfed by

2) Thie formal decisions or agreements of IEC on technical matters express, as neanly)as possible, an international
copsensus of opinion on the relevant subjects since each technical committee has representation fropm all
erested IEC National Committees.

3) IEP Publications have the form of recommendations for international us€”and are accepted by IEC National
Cdmmittees in that sense. While all reasonable efforts are made to, ensure that the technical content ¢f IEC
Publications is accurate, IEC cannot be held responsible for thesway in which they are used or f¢r any
miginterpretation by any end user.

4) In|order to promote international uniformity, IEC National .~Committees undertake to apply IEC Publigations
trgnsparently to the maximum extent possible in their national and regional publications. Any divengence
between any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the latter.

5) IEC itself does not provide any attestation of confofmity. Independent certification bodies provide conflormity
aspessment services and, in some areas, access.to IEC marks of conformity. IEC is not responsible fpr any
sefvices carried out by independent certification-bodies.

6) Allusers should ensure that they have the latest edition of this publication.

7) N( liability shall attach to IEC or its diré¢tors, employees, servants or agents including individual experfs and
megmbers of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feeg¢) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othgr IEC
Pdblications.

8) At{ention is drawn to the.Naermative references cited in this publication. Use of the referenced publicatipns is
indispensable for the correct application of this publication.

9) At{ention is drawn to_the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

This|redline\version of the official IEC Standard allows the user to identify the chapges
mad; tosthe previous edition. A vertical bar appears in the margin wherever a chpnge

has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard |IEC 62541-5 has been prepared by subcommittee 65E: Devices and
integration in enterprise systems, of IEC technical committee 65: Industrial-process
measurement, control and automation.

This third edition cancels and replaces the second edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Added Annex F on User Authentication. Describes the Role Information Model that also
allows configuration of Roles.

b) ded new data types: "Union", "Decimal", "OptionSet", "DateString", "TimeStfing",

"DurationString", NormalizedString", "DecimalString", and "AudioDataType".
c) ded Method to request a state change in a Server.
d) ded Method to set Subscription to persistent mode.
e) ded Method to request resending of data from a Subscription.
f) ded concept allowing to temporarily create a file to write to orsréad from a server in|C.4.
g) ded new Variable type to support Selection Lists.

h) ded optional properties to FiniteStateMachineType to.€Xpose currently available states
apd transitions.

i) ded UrisVersion Property to ServerType. This<version information can be usefd for
session-less service invocation.

The fext of this standard is based on the followingn\documents:

FDIS Report on voting
65E/717/FDIS 65E/733/RVD

Full information on the voting for the approval of this International Standard can be foupd in
the réport on voting indicated in-the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

Throtighout this doeument and the other parts of the IEC 62541 series, certain document
conventions are used:

Italics are used'to denote a defined term or definition that appears in Clause 3 in one df the
parts| of thé series.

Italickare also used to denote the name of a service input or cutput parameter or the name of

a structure or element of a structure that are usually defined in tables.

The italicized terms and names are also often written in camel-case (the practice of writing
compound words or phrases in which the elements are joined without spaces, with each
element's initial letter capitalized within the compound). For example the defined term is
AddressSpace instead of Address Space. This makes it easier to understand that there is a
single definition for AddressSpace, not separate definitions for Address and Space.

A list of all parts of the IEC 62541 series, published under the general title OPC Unified
Architecture, can be found on the IEC website.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicales
that | it contains colours which are considered to be useful for the {correct
unddrstanding of its contents. Users should therefore print this document using a
colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 5: Information Model

Scope

2020

This part of IEC 62541 defines the Information Model of the OPC Unified Architecture. The
Information Model describes standardized Nodes of a Server's AddressSpace. These

are

point
empt
Nodgs.

2

The following documents, in whole or in part, are normatively refefenced in this documen

are

undated references, the Ilatest edition of the referenced document (including
amendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1.,Qverview and Concepts
IEC 62541-3, OPC Unified Architecture — Part 3:Address Space Model

IEC §2541-4, OPC Unified Architecture — Rart 4: Services

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

IEC §2541-7, OPC Unified Architecture — Part 7: Profiles

IEC 6$2541-9, OPC Unified Architecture — Part 9: Alarms and Conditions

IEC ©2541-10, OPC Unified Architecture — Part 10: Programs

IEC 62541-11,°0OPC Unified Architecture — Part 11: Historical Access

arith

ISO/!EC/IEEE 60559:2011, Information technology — Microprocessor Systems — Floating-

gtandardized types as well as standardized instances used for diagnostics or. as

Normative references

indispensable for its application. For dated references, only the edition cited applieg

etie

odes
ntry

5 to server-specific Nodes. Thus, the Information Model defines the AddressSpace pf an
y OPC UA Server. However, it is not expected that all Servers will provide all of fhese

I and

. For
any

Point

IETF RFC 2045, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies
http://www.ietf.org/rfc/rfc2045.txt

IETF RFC 2046, Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types
https://www.ietf.org/rfc/rfc2046.txt

IETF RFC 2047, Multipurpose Internet Mail Extensions (MIME) Part Three: Message Header
Extensions for Non-ASCII Text
http://www.ietf.org/rfc/rfc2047.txt

XML Schema Part 1: Structures
http://www.w3.org/TR/xmlschema-1/
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XML Schema Part 2: Datatypes
http://www.w3.0org/TR/xmlschema-2/

Xpath: XML Path Language
http://www.w3.org/TR/xpath/

IETF RFC 3629: UTF-8, a transformation format of ISO 10646
http://www.ietf.org/rfc/rfc3629.txt

3

3.1

Terms, definitions, abbreviated terms and conventions

Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR62541-1 and

IEC 62541-3 and the following apply.

ISO Ind IEC maintain terminological databases for use in standardization at the follqwing

addr

3.1

A
ClientUserld
string that identifies the user of the client requesting’an‘action

SSes:

BEC Electropedia: available at http://www.electropedia.org/

$0 Online browsing platform: available at http://www.iso.6rg/obp

Note 1 to entry: The ClientUserld is obtained directly orindirectly from the UserldentityToken passed by the

Client|in the ActivateSession Service call. See 6.4.3 for details.

3.2
UA

XML| eXtensible Markup Language

3.3

Nodd definitions are specified using tables (see Table 2).

Abbreviated terms
Unified Architecture

Conventions for Node\descriptions

Attriutes are defined by providing the Attribute name and a value, or a description df the

valudg.

References~are defined by providing the ReferenceType name, the BrowseName of the

TargetNaode-and its NodeClass.

The DataType is only specified for Variables; "[<number>]" indicates a single-dimensional
array, for multi-dimensional arrays the expression is repeated for each dimension
(e.g. [2][3] for a two-dimensional array). For all arrays the ArrayDimensions is set as
identified by <number> values. If no <number> is set, the corresponding dimension is set
to 0, indicating an unknown size. If no number is provided at all, the ArrayDimensions can
be omitted. If no brackets are provided, it identifies a scalar DataType and the ValueRank
is set to the corresponding value (see IEC 62541-3). In addition, ArrayDimensions is set to
null or is omitted. If it can be Any or ScalarOrOneDimension, the value is put into
"{<value>}", so either "{Any}" or "{ScalarOrOneDimension}" and the ValueRank is set to
the corresponding value (see IEC 62541-3) and the ArrayDimensions is set to null or is
omitted. Examples are given in Table 1.
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Table 1 - Examples of DataTypes

2020

Notation Data- | Value- Array- Description
Type Rank Dimensions

Int32 Int32 -1 omitted or null A scalar Int32.

Int32[] Int32 1 omitted or {0} Single-dimensional array of Int32 with an
unknown size.

Int32[][] Int32 2 omitted or {0,0} |Two-dimensional array of Int32 with unknown
sizes for both dimensions.

Int32[3][] Int32 2 {3,0} Two-dimensional array of Int32 with a size of
3 for the first dimension and an unknown size
for the second dimension.

Int32[6][3] Int32 2 {5,3} Two-dimensional array of Int32 withhassize of
5 for the first dimension and a sizé of 3 flor
the second dimension.

Int32{Any} Int32 -2 omitted or null An Int32 where it is unknewn if it is scalgr or
array with any number,of dimensions.

Int32{ScalarOrOneDimension} |Int32 -3 omitted or null An Int32 where it isleither a single-
dimensional array\or a scalar.

T
T
p
T
n

he TypeDefinition is specified for Objects and Variables.

he TypeDefinition column specifies a symbolic name for a'Nodeld, i.e. the specified
bints with a HasTypeDefinition Reference to the corresponding Node.

he ModellingRule of the referenced componentis ‘provided by specifying the symn

Node

bolic

hme of the rule in the ModellingRule column.. In{the AddressSpace, the Node shall yse a

HasModellingRule Reference to point to the corresponding ModellingRule Object.
If thg Nodeld of a DataType is provided, the€“symbolic name of the Node representing the
Datallype shall be used.
Noddgs of all other NodeClasses cannot be defined in the same table; therefore only the [used
ReferenceType, their NodeClass and their BrowseName are specified. A reference to anpther
part ¢f this document points to their definition.
Tablg 2 illustrates the table. If no components are provided, the DataType, TypeDefinition and
ModgllingRule columnssmay be omitted and only a Comment column is introduced to pojnt to
the Node definition.

Table 2 -TypeDefinitionTable

BrowseName is

Aftribute: Value
Attribyite’name |Attribute value. If it is an optional Attribute that is not set "--" will be used.
References NodeClass |[BrowseName DataType |[TypeDefinition ModellingRule
ReferenceType |NodeClass of|BrowseName of the |DataType of |Attributes TypeDefinition of Referenced
name the target Node. If the |the the referenced Node, only ModellingRule of
TargetNode. |Reference is to be |[referenced |applicable for Variables and the referenced
instantiated by the |[Node, only |Objects. Object.
server, then the applicable
value of the target |for
Node’s Variables.

NOTE Notes referencing footnotes of the table content.

Components of Nodes can be complex that is containing components by themselves. The
TypeDefinition, NodeClass, DataType and ModellingRule can be derived from the type
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definitions, and the symbolic name can be created as defined in 4.1. Therefore those
containing components are not explicitly specified; they are implicitly specified by the type

defin

itions.

4 Nodelds and BrowseNames

4.1

Nodelds

The Nodelds of all Nodes described in this document are only symbolic names. IEC 62541-6

defin

es the actual Nodelds.

The

part
In thi
its pd
the s
namse
"Ser
the

Obje
Ther
namg

The
Nam

Note
have
of th
of th
Foun

4.2

The
table
docu

5 (

5.1

symbolic name of each Node defined in this document is its BrowseName, or, wher
s case "part of" means that the whole has a HasProperty or HasComponent(Refere
rt. Since all Nodes not being part of another Node have a unique name inthis docu
ymbolic name is unique. For example, the ServerType defined in 6.3,1 has the sym
"ServerType". One of its InstanceDeclarations would ‘be" identified
erType.ServerCapabilities". Since this Object is complex, another /nstanceDeclarati
ServerType is "ServerType.ServerCapabilities.MinSupportedSampleRate". The S
ct defined in 8.3.2 is based on the ServerType and has thg lsymbolic name "Se
pfore, the instance based on the InstanceDeclaration describéd above has the sy
"Server.ServerCapabilities.MinSupportedSampleRate",

bf another Node, the BrowseName of the other Node, a ".", and the BrowseNare of%self.

Namespacelndex for all Nodelds defined in this document is 0. The namespace fo
pspacelndex is specified in IEC 62541-3.

that this document not only defines concrete*Nodes, but also requires that some N
to be generated, for example one for eagh ‘Session running on the Server. The No

bse Nodes cannot be the Namespacelndex 0, because they are not defined by the
dation but generated by the Server:

BrowseNames

ext part of the BrowseNames for all Nodes defined in this document is specified i
5 defining the Nodes.”The Namespacelndex for all BrowseNames defined in
ment is 0.

Common Attributes

General

For

spec fied in Table 3

[I<Nodes specified in this document, the Attributes named in Table 3 shall be s

it is

eto
ent,
bolic

as
on of
prver
ver".
bolic

r this

odes
elds

pse Nodes are server-specific, including 'the Namespace. However the Namespacelndex

OPC

h the
this

bt as
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Table 3 — Common Node Attributes

2020

Attribute Value

DisplayName The DisplayName is a LocalizedText. Each server shall provide the DisplayName identical
to the BrowseName of the Node for the Localeld "en". Whether the server provides
translated names for other Localelds is vendoerserver-specific.

Description Optionally a venderserver-specific description is provided.

NodeClass Shall reflect the NodeClass of the Node.

Nodeld The Nodeld is described by BrowseNames as defined in 4.1 and defined in IEC 62541-6.

WriteMask Optionally the WriteMask Attribute can be provided. If the WriteMask Attribute is provided,
it shall set all non-server-speciiic Attributes to not writable-thatarehot satdto-be-venrflor-
speeifie. For example, the Description Attribute may be set to writable since a Server may
provide a server-specific description for the Node. The Nodeld shall not be writable;,
because it is defined for each Node in this document.

UserWriteMask Optionally the UserWriteMask Attribute can be provided. The same rules.as for the
WriteMask Attribute apply.

RoleHermissions Optionally server-specific role permissions can be provided.

UserRolePermissions |Optionally the role permissions of the current Session can be provided. The value is
server-specifc and depends on the RolePermissions Attributés(if provided) and the cufrent
Session.

AcceqsRestrictions Optionally server-specific access restrictions can be proyided.

5.2 | Objects

For all Objects specified in this document, the Attributes named in Table 4 shall be sgt as

specflfied in Table 4.

Table 4 - Common Object Attributes
Attribute Value

EventNotifier Whether the Node can be used to subscribe to Events or not is vender-server-spegific.

5.3 | Variables

For gll Variables spegified in this document, the Attributes named in Table 5 shall be st as

spec

fied in Table 5¢
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Table 5 — Common Variable Attributes

Attribute Value

MinimumSamplinginterval |Optionally, a verderserver-specific minimum sampling interval is provided.

AccessLevel The access level for Variables used for type definitions is venderserver-specific, for all
other Variables defined in this document, the access level shall allow-acurrentread
reading; other settings are venderserver-specific.

UserAccessLevel The value for the UserAccessLevel Attribute is vendorserver-specific. It is assumed
that all Variables can be accessed by at least one user.

Value For Variables used as InstanceDeclarations, the value is venderserver-specific;
otherwise it shall represent the value described in the text.

ArrayPimensions If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <=
< 0) the ArrayDimensions can either be set to null or the Attribute is missing\Thig
behaviour is venderserver-specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValuéRank > 0) then
the ArrayDimensions Attribute shall be specified in the table definjng.the Variable

Histolizing The value for the Historizing Attribute is server-specific.

AccegslLevelEx If the AccessLevelEx Attribute is provided, it shall have thehbits 8, 9, and 10 set t¢ O,
meaning that read and write operations on an individual ¥/afiable are atomic, and
arrays can be partly written.

5.4 | VariableTypes

For gll VariableTypes specified in this document, the Atfributes named in Table 6 shall b set
as specified in Table 6.

Table 6 — Common VariableType Attributes

Attributes Value
Value] Optionally a vendersecver-specific default value can be provided.
ArrayDimensions If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank =

< 0) the ArrayDimensions can either be set to null or the Attribute is missing. This
behaviour is »epderserver-specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) thep the
ArrayDiménsions Attribute shall be specified in the table defining the VariableType.

5.5 Methods

For 4l Methods Specified in this document, the Attributes named in Table 7 shall be st as
specified inTable 7.

Table 7 — Common Method Attributes

Attributes Value

Executable All Methods defined in this document shall be executable (Executable Attribute set to
"True"), unless it is defined differently in the Method definition.

UserExecutable The value of the UserExecutable Attribute is server-specific. It is assumed that all
Methods can be executed by at least one user.

6 Standard ObjectTypes

6.1 General

Typically, the components of an ObjectType are fixed and can be extended by subtyping.
However, since each Object of an ObjectType can be extended with additional components,
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this document allows extending the standard ObjectTypes defined in this document with
additional components. Thereby, it is possible to express the additional information in the type
definition that would already be contained in each Object. Some ObjectTypes already provide
entry points for server-specific extensions. However, it is not allowed to restrict the
components of the standard ObjectTypes defined in this document. An example of extending
the ObjectTypes is putting the standard Property NodeVersion defined in IEC 62541-3 into the
BaseObjectType, stating that each Object of the Server will provide a NodeVersion.

In addition to the ObjectTypes in Clause 6, Annex B provides ObjectTypes for StateMachines,
Annex C provides ObjectTypes Model for File Transfer and Annex F defines ObjectTypes for
User Authorization.

6.2 | BaseObjectType

The BaseObjectType is used as type definition whenever there is an Object having no more
concfete type definitions available. Servers should avoid using this ObjectType and Use a
more| specific type, if possible. This ObjectType is the base ObjectType and all pther
ObjettTypes shall either directly or indirectly inherit from it. However, it might not be pogsible
for Servers to provide all HasSubtype References from this ObjectType*to its subtypes| and
thergfore it is not required to provide this information.

Therg¢ are no References except for HasSubtype References specified for this ObjectType. It
is formally defined in Table 8.

Table 8 — BaseObjectType definition

Attribute Value
BrowgeName BaseObjectType
IsAbsfract False
References NodeClass |BrowseName DataType |[TypeDefinition MlodelllngR
ule
HasStbtype ObjectType |ServerType Defined in 6.3.1
HasSubtype ObjectType |ServerCapabilitiesType Defined in 6.3.2
HasSubtype ObjectType |ServerDiagnosticsType Defined in 6.3.3
HasSpbtype ObjectType |SessionsDiagnosticsSummaryType Defined in 6.3.4
HasSubtype ObjectType,™ |SessionDiagnosticsObjectType Defined in 6.3.5
HasSpbtype ObjectType |VendorServerinfoType Defined in 6.3.6
HasSubtype ObjectType |ServerRedundancyType Defined in 6.3.7
HasSubtype ObjectType |BaseEventType Defined in 6.4.2
HasSubtype ObjectType |ModellingRuleType Defined in 6.5
HasSubtype ObjectType |FolderType Defined in 6.6
HasSubtype ObjectType |DataTypeEncodingType Defined in 6.7
HasSubtype | ObjectType | DataTypeSystemType | Defined-in6.8
6.3 ObjectTypes for the Server Object

6.3.1 ServerType

This ObjectType defines the capabilities supported by the OPC UA Server. It is formally
defined in Table 9.
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Table 9 — ServerType definition

Attribute Value
BrowseName |(ServerType
IsAbstract False
References NodeClass |[BrowseName DataType / TypeDefinition Modelling
Rule
Subtype of the BaseObjectType defined in 6.2
HasProperty Variable ServerArray String[] Mandatory
PrepertyType
HasPfoperty Variable NamespaceArray String[] Mandatory
PropertyType
HasPfoperty Variable UrisVersion VersionTime Optiongl
PropertyType
HasCpmponent |Variable ServerStatus? ServerStatusDataType Mandatory
ServerStatusType
HasPfoperty Variable ServicelLevel Byte Mandatory
PropertyType
HasPfoperty Variable Auditing Boolean Mandatory
PropertyType
HasPfoperty Variable EstimatedReturnTime DateTime Optiongl
PropertyType
HasPfoperty Variable LocalTime TimeZoneDataType OptiondI
PropertyType
HasCpmponent |Object ServerCapabilities? -- Mandatory
ServerCapabilitiesType
HasCpmponent [Object ServerDiagnostics? - Mandatory
ServerDiagnosticsType
HasCpmponent |Object VeendorServerinfo - Mandatpory
VendorServerinfoType
HasCpmponent |Object ServerRedundancy? -- Mandatory
ServerRedundancyType
HasCpmponent <Object Namespaces - Optiondl
NamespacesType
HasCpmponent |Method GetMonitoredltems Defined in 9.1 Optiongl
HasCpnipbnent |Method ResendData Defined in 9.2 Optiond|
HasComponent [Method SetSubscriptionDurable Defined in 9.3 Optional
HasComponent [Method RequestServerStateChange Defined in 9.4 Optional
NOTE 2 Containing Objects and Variables of these Objects and Variables are defined by their BrowseName
defined in the corresponding TypeDefinitionNode. The Nodeld is defined by the composed symbolic name
described in 4.1.

ServerArray defines an array of Server URIs. This Variable is also referred to as the server
table. Each URI in this array represents a globally-unique logical name for a Server within the
scope of the network in which it is installed. Each OPC UA Server instance has a single URI
that is used in the server table of other OPC UA Servers. Index 0 is reserved for the URI of
the local Server. Values above 0 are used to identify remote Servers and are specific to a
Server. IEC 62541-4 describes discovery mechanism that can be used to resolve URIs into
URLs. The Server URI is case sensitive.
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The URI of the ServerArray with Index O shall be identical to the URI of the NamespaceArray
with Index 1, since both represent the local Server.

The indexes into the server table are referred to as server indexes or server names. They are
used in OPC UA Services to identify TargetNodes of References that reside in remote
Servers. Clients may read the entire table or they may read individual entries in the table. The
Server shall not modify or delete entries of this table while any client has an open session to
the Server, because clients may cache the server table. A Server may add entries to the
server table even if clients are connected to the Server.

NamespaceArray defines an array of namespace URIs. This Variable is also referred as
namespace table. The indexes into the namespace table are referred _t as
Namespacelndexes. Namespacelndexes are used in Nodelds in OPC UA Services, rpther
than fthe longer namespace URI. Index 0O is reserved for the OPC UA namespace, and index 1
is regerved for the local Server. Clients may read the entire namespace table\or they| may
read |individual entries in the namespace table. The Server shall not modify.or delete entries
of the namespace table while any client has an open session to the Seryer,/because clients
may |cache the namespace table. A Server may add entries to the namespace table eyen if
clients are connected to the Server. It is recommended that Servers not,change the indexes of
the rlamespace table but only add entries, because the client may\¢ache Nodelds using the
indejes. Nevertheless, it might not always be possible for Servers-to avoid changing indexes
in the namespace table. Clients that cache NamespacelndexXes of Nodelds should always
check when starting a session to verify that the cached{Namespacelndexes havg not
chanped.

Uris\ersion defines the version of the ServerArray, and the NamespaceArray. Everytime the
ServerArray or the NamespaceArray is changed,<the value of the UrisVersion shall be
updated to a value greater than the previous,walue. The UrisVersion Property is usg¢d in
combination with the Sessionlessinvoke Servige“defined in IEC 62541-4. If a Server supports
this Pervice, the Server shall support thisgProperty. It is the responsibility of the Server to
provide a consistent set of values for theServerArray, NamespaceArray and the UrisV¢rsion
Propgrties. The VersionTime DataType.i& defined in IEC 62541-4.

ServerStatus contains elements, that describe the status of the Server. See 12.10 for a
descfiption of its elements.

ServicelLevel describes the. ability of the Server to provide its data to the client. The yalue
range¢ is from 0 to 255, -where 0 indicates the worst and 255 indicates the best.-The-congrete
valugs—are—vendor-gpeeific- IEC 62541-4 defines required sub-ranges for different scenarios.
The intent is to previde the clients an indication of availability among redundant Servers.

Auditing is a(Boolean specifying if the Server is currently generating audit events. It is det to
TRUE if ARe* Server generates audit events, otherwise to false. The Profiles defingd in
IEC T2541—7 specify what kind of audit events are generated by the Server.

EstimatedReturnTime indicates the time at which the Server is expected to have a
ServerStatus.State of RUNNING_0. A Client that observes a shutdown or a ServicelLevel of 0
should either wait until after this time to attempt to reconnect to this Server or enter into slow
retry logic. For example, most Clients will attempt to reconnect after a failure immediately and
then progressively increase the delay between attempts until some maximum delay. This time
can be used to trigger the Client to start its reconnect logic with some delay.

LocalTime is a structure containing the Offset and the DaylightSavinglnOffset flag. The Offset
specifies the time difference (in minutes) between the Server time in UTC and the local time
at the Server location. If DaylightSavinglnOffset is TRUE, then Standard/Daylight savings time
(DST) at the Server location is in effect and Offset includes the DST correction. If FALSE then
the Offset does not include DST correction and DST may or may not be in effect.
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ServerCapabilities defines the capabilities supported by the OPC UA Server. See 6.3.2 for its
description.

ServerDiagnostics defines diagnostic information about the OPC UA Server. See 6.3.3 for its
description.

VendorServerinfo represents the browse entry point for vendor-defined Server information.
This Object is required to be present even if there are no vendor-defined Objects beneath it.
See 6.3.6 for its description.
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Table 10 — ServerCapabilitiesType definition

Attribute Value

BrowseName ServerCapabilitiesType

IsAbstract False

References NodeClass |BrowseName DataType / TypeDefinition ModellingRule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable ServerProfileArray String[] Mandatory
PropertyType

HasPfoperty Variable LocaleldArray Localeld[] Mandatory
PropertyType

HasPfoperty Variable MinSupportedSampleRate Duration NMandatory
PropertyType

HasPfoperty Variable MaxBrowseContinuationPoints |UInt16 Mandatory
PropertyType

HasPfoperty Variable MaxQueryContinuationPoints |UInt16 Mandatory
PropertyType

HasPfoperty Variable MaxHistoryContinuationPoints |UInt16 Mandatory
PropertyType

HasPfoperty Variable SoftwareCertificates SignedSoftwareCertificatel[] Mandatory
PropertyType

HasPfjoperty Variable MaxArrayLength Uint32 Optional
PropertyType

HasPfoperty Variable MaxStringLength UInt32 Optional
PropertyType

HasPfoperty Variable MaxByteStringCeéngth UInt32 Optional
PropertyType

HasCpmponent |Object OperationLimits -- Optional
OperationLimitsType

HasCpmponent |Object ModellingRules - Mandatory
FolderType

HasCpmponent |Object AggregateFunctions -- Mandatory
FolderType

HasCpmponent® |\Variable B e T B Optional

Object Ws: er\lendorCapabilityType |ROleSetType
dofinedin-7-5
RoleSet

ServerProfileArray lists the Profiles that the Server supports. See IEC 62541-7 for the
definitions of Server Profiles. This list should be limited to the Profiles the Server supports in
its current configuration.

LocaleldArray is an array of Localelds that are known to be supported by the Server. The
Server might not be aware of all Localelds that it supports because it may provide access to
underlying servers, systems or devices that do not report the Localelds that they support.

MinSupportedSampleRate defines the minimum supported sample rate, including 0, which is
supported by the Server.
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MaxBrowseContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the Browse Service that the Server can support per session. The value
specifies the maximum the Server can support under normal circumstances, so there is no
guarantee the Server can always support the maximum. The client should not open more
Browse calls with open continuation points than exposed in this Variable. The value 0
indicates that the Server does not restrict the number of parallel continuation points the client
should use.

MaxQueryContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the QueryFirst Services that the Server can support per session. The
value specifies the maximum the Server can support under normal circumstances, so there is
no gfiaraniee the Server can always support the maximum. The client should not open more
QueryFirst calls with open continuation points than exposed in this Variable. The “value 0
indicates that the Server does not restrict the number of parallel continuation pointsithe ¢lient
should use.

MaxHlistoryContinuationPoints is an integer specifying the maximum number of pdrallel
contipuation points of the HistoryRead Services that the Server can support per session| The
valug specifies the maximum the Server can support under normal ciréumstances, so thgre is
no gliarantee the Server can always support the maximum. The client should not open more
HistgryRead calls with open continuation points than exposed incthis Variable. The value 0
indicates that the Server does not restrict the number of parallél continuation points the ¢lient
should use.

SoftwareCertificates is an array of SignedSoftwareCertificates containing| all
SoftwareCertificates supported by the Server. A SoftwareCertificate identifies capabilities of
the §erver. It contains the list of Profiles supportediby the Server. Profiles are described in
IEC 62541-7.

The MaxArrayLength Property indicates the. maximum length of a one or multidimensgional
array| supported by Variables of the Server: In a multidimensional array it indicates the oyerall
length. For example, a three-dimensional array of 2x3x10 has the array length of 60| The
Server might further restrict the length for individual Variables without notice to the dient.
Servers may use the Property “\MaxArrayLength defined in |IEC 62541-3 on indiidual
Datal/ariables to specify the size on individual values. The individual Property may hgve a
largefr or smaller value than MaxArrayLength.

The MaxStringLength Property indicates the maximum number of bytes in Strings suppprted
by Variables of the Server. Servers may override this setting by adding the MaxStringL ¢ngth
Property defined in IEC 62541-3 to an individual DataVariable. If a Server does not impose a
maximum number of bytes or is not able to determine the maximum number of bytes, this
Property shall not be provided.

The MaxByteStringLength Property indicates the maximum number of bytes in a ByteString
supported by Variables of the Server. It also specifies the default maximum size of a FileType
Object’s read and write buffers. Servers may override this setting by adding the
MaxByteStringLength Property defined in IEC 62541-3 to an individual DataVariable or
FileType Object. If a Server does not impose a maximum number of bytes or is not able to
determine the maximum number of bytes, this Property shall not be provided.

OperationLimits is an entry point to access information on operation limits of the Server, for
example the maximum length of an array in a read Service call.
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ModellingRules is an entry point to browse to all ModellingRules supported by the Server. All
ModellingRules supported by the Server should be able to be browsed starting from this
Object.

AggregateFunctions is an entry point to browse to all AggregateFunctions supported by the
Server. All AggregateFunctions supported by the Server should be able to be browsed starting
from this Object. AggregateFunctions are Objects of AggregateFunctionType.

The RoleSet Object is used to publish all Roles supported by the Server. The RofeSetType is
specfified in F.2.

Whep vendors expose their own capabilities they should add additional Nodes to the standard
ServerCapabilities Object instance.

6.3.3 ServerDiagnosticsType

This |ObjectType defines diagnostic information about the OPC UA Server. This ObjectType is
formally defined in Table 11.

Table 11 — ServerDiagnosticsType definition

Atftribute Value

BrowgeName [ServerDiagnosticsType

IsAbsfract False
References Node BrowseName DataType / TypeDefinition Modelling
Class Rule

Subtype of the BaseObjectType defined\in 6.2

HasCpmponent |Variable [ServerDiagnosticsSummary ServerDiagnosticsSummaryDataType |Mandatory

ServerDiagnosticsSummaryType

HasCpmponent |Variable ((SamplinglntervalDiagnosticsArray |SamplingintervalDiagnosticsDataType[ |Optional

]

SamplinglntervalDiagnosticsArrayType

HasCpmponent/|Variable [SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType[] Mandatory

SubscriptionDiagnosticsArrayType

HasCpniponent |Object SessionsDiagnosticsSummary - Mandatory

SessionsDiagnosticsSummary lype

HasProperty Variable |EnabledFlag Boolean Mandatory

PropertyType

ServerDiagnosticsSummary contains diagnostic summary information for the Server, as
defined in 12.9.

SamplingintervalDiagnosticsArray is an array of diagnostic information per sampling rate as
defined in 12.8. There is one entry for each sampling rate currently used by the Server. Its
TypeDefinitionNode is the VariableType SamplingintervalDiagnosticsArrayType, providing a
Variable for each entry in the array, as defined in 7.449.
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The sampling interval diagnostics are only collected by Servers which use a fixed set of
sampling intervals. In these cases, length of the array and the set of contained Variables will
be determined by the Server configuration and the Nodeld assigned to a given sampling
interval diagnostics variable shall not change as long as the Server configuration does not
change. A Server may not expose the SamplingintervalDiagnosticsArray if it does not use
fixed sampling rates.

SubscriptionDiagnosticsArray is an array of Subscription diagnostic information per
subscription, as defined in 12.15. There is one entry for each Notification channel actually
established in the Server. Its TypeDefinitionNode is the VariableType
SubscriptionDiagnosticsArrayType, providing a Variable for each entry in the array as defined
in 7.1

Sess|
6.3.4|.

Enab
also
Serv
colle
the cpllection. FALSE indicates that no-statistic diagnostic information is collected, and segtting
the vplue to FALSE disables the collection without resetting the statistic diagnostic values.

When diagnostics are turned off, the Servefltan return Bad_NodeldUnknown for all $tatic
diagnostic Nodes except the EnabledFlag, Rroperty. Dynamic diagnostic Nodes (such ap the
Sessfon Nodes) will not appear in the AddressSpace.

If the collection of diagnostic informgdation is not supported at all, the EnabledFlag Property will
be reglad only.

6.3.4 SessionsDiagnosticsSummaryType

This [ObjectType defines diagnostic information about the sessions of the OPC UA Sagrver.
This ObjectType is formally defined in Table 12.

Table 12 — SessionsDiagnosticsSummaryType definition

Attribute Value

BrowgeName SessionsDiagnosticsSummaryType

IsAbstract False

References NodeClass (BrowseName DataType / TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in 6.2

HasComponent |Variable SessionDiagnosticsArray SessionDiagnosticsDataType[] Mandatory
SessionDiagnosticsArrayType

HasComponent |Variable SessionSecurityDiagnosticsArray |SessionSecurityDiagnosticsDataTy |Mandatory
pell
SessionSecurityDiagnosticsArrayTy
pe

HasComponent |Object <ClientName> - Optional

. . . . Placeholder

SessionDiagnosticsObjectType



https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

-32 - IEC 62541-5:2020 RLV © IEC 2020

NOTE This row represents no Node in the AddressSpace. It is a placeholder pointing out that instances of the
ObjectType will have those Objects.

SessionDiagnosticsArray provides an array with an entry for each session in the Server
having general diagnostic information about a session.

SessionSecurityDiagnosticsArray provides an array with an entry for each active session in
the Server having security-related diagnostic information about a session. Since this
information is security-related, it should not be made accessible to all users, but only to
authorised users.

For gach session of the Server, this Object also provides an Object representing the\segsion,
indicated by <ClientName>. The BrowseName could be derived from the seSsionName
defined in the CreateSession Service (IEC 62541-4) or some other (server-spgcific
mechanisms. It is of the ObjectType SessionDiagnosticsObjectType, as definedlin 6.3.5.

6.3.5 SessionDiagnosticsObjectType

This |ObjectType defines diagnostic information about a session of the OPC UA Server.|This
ObjetrtType is formally defined in Table 13.

Table 13 — SessionDiagnosticsObjectType definition

Aftftribute Value

BrowgeName SessionDiagnosticsObjectType

IsAbsfract False
References NodeClass |BrowseName DataType / TypeDefinition Modelljng
Rule

Subtype of the BaseObjectType defined in 6.2

HasCpmponent |Variable SessionDiagnostics SessionDiagnosticsDataType Mandafory
SessionDiagnosticsVariableType

HasCpmponent |Variable SessionSecurityDiagnostics |SessionSecurityDiagnosticsDataType |Mandatory
SessionSecurityDiagnosticsType

HasCpmponent |Variable SubscriptionDiagnosticsArray |SubscriptionDiagnosticsDataType[] Mandafory
SubscriptionDiagnosticsArrayType

SessjonDiagnostics contains general diagnostic information about the session;| the
SessjonSecurityDiagnostics Variable contains security-related diagnostic informFion.

Becatjse the information of the second Variable is security-related, it should not be made
accessible to all users but nnly to authorised users

SubscriptionDiagnosticsArray is an array of Subscription diagnostic information per opened
subscription, as defined in 12.15. |Its TypeDefinitionNode is the VariableType
SubscriptionDiagnosticsArrayType providing a Variable for each entry in the array, as defined
in7.11.

6.3.6 VendorServerinfoType

This ObjectType defines a placeholder Object for vendor-specific information about the OPC
UA Server. This ObjectType defines an empty ObjectType that has no components. It shall be
subtyped by vendors to define their vendor-specific information. This ObjectType is formally
defined in Table 14.
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Table 14 — VendorServerinfoType definition

Attribute Value

BrowseName |VendorServerinfoType

IsAbstract False

References NodeClass |BrowseName ‘DataType TypeDefinition ModellingRule

Subtype of the BaseObjectType defined in 6.2

6.3.7—ServerRedundancyType

This [ObjectType defines the redundancy capabilities supported by the OPC UA Server] It is
formally defined in Table 15.

Table 15 — ServerRedundancyType definition

Attribute Value

BrowgeName |ServerRedundancyType

IsAbs}ract False

References |[NodeClass |BrowseName DataType Type Modelljng
Definition Rule

Subtype of the BaseObjectType defined in 6.2
HasPfoperty [Variable RedundancySupport RedundancySupport |PropertyType [Mandafory

HasSpbtype |[ObjectType |TransparentRedundancyType Defined in 6.3.8

HasSybtype |[ObjectType [NonTransparentRedundancyType |Defined in 6.3.9

RedyndancySupport indicates what redundancy is supported by the Server. Its value$ are
defined in 12.5. It shall be set to NONE_O for all instances of the ServerRedundancyType

using the ObjectType directly (no subtype).

6.3.8 TransparentRedundancyType

This | ObjectType is a_‘subtype of ServerRedundancyType and is used to identify the
capapilities of the QPC UA Server for server-controlled redundancy with a transpprent
switchover for the client. It is formally defined in Table 16.

Table 16 — TransparentRedundancyType definition

Attribute Value
BrowgeName TransparentRedundancyType
IsAbstract False
References |[Node BrowseName DataType TypeDefinition |Modelling
Class Rule

Subtype of the ServerRedundancyType defined in 6.3.7, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty [Variable |CurrentServerld String PropertyType Mandatory

HasProperty |Variable |RedundantServerArray RedundantServerDataType[] |PropertyType Mandatory

RedundancySupport is inherited from the ServerRedundancyType. It shall be set to
TRANSPARENT_4 for all instances of the TransparentRedundancyType.

Although, in a transparent switchover scenario, all redundant Servers serve under the same
URI to the Client, it may be required to track the exact data source on the Client. Therefore,
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CurrentServerld contains an identifier of the currently-used Server in the Redundant Set. This
Server is valid only inside a Session; if a Client opens several Sessions, different Servers of
the redundant set of Servers may serve it in different Sessions. The value of the
CurrentServerld may change due to Failover or load balancing, so a Client that needs to track
its data source shall subscribe to this Variable.

As diagnostic information, the RedundantServerArray contains an array of available Servers
in the Redundant Set; including their service levels (see 12.7). This array may change during

a Session.
6.3.9 NonTransparentRedundancyType
This | ObjectType is a subtype of ServerRedundancyType and is used to identify the
capapilities of the OPC UA Server for non-transparent redundancy. It is formally\definpd in
Tablg 17.
Table 17 — NonTransparentRedundancyType definition

Attribute Value
BrowgeName |[NonTransparentRedundancyType
IsAbs}ract False
References |NodeClass |BrowseName DataType |TypeDefinition |Modelljng

Rule

Subtype of the ServerRedundancyType defined in 6.3.7, which means it inherits the InstanceDeclarations of fhat
Node
HasPfoperty [Variable ServerUriArray String[] PropertyType Mandafory
HasSybtype [ObjectType |NonTransparentNetworkRedundancyType |Defined in 6.3.10
ServerUriArray is an array with the URIZof all redundant Servers of the OPC UA Server| See
IEC 62541-4 for the definition of ‘redundancy in this document. In a non-transpprent
redundancy environment, the Client is responsible to subscribe to the redundant Servers.
Thergfore the Client might open-a-session to one or more redundant Servers of this array| The
ServerUriArray shall containthelocal Server.
RedyndancySupport is inherited from the ServerRedundancyType. It shall be set to COYD_1,
WARM_2, HOT_3 or HOT_AND_MIRRORED_5 for all instances  of | the
NonTrans parentRedundancyType It defines the redundancy support provided by the Sgrver.
The flient is-allowed to access the redundant Serveronly as described there, however,{"hot’
switchover imies the sunpnort of “warm” cwitchover —and “warm” cwitchover imnlie the
swilchover implies the support of “warm” switchover and “warm” switchover implieg the
sunpbrt of “celd’ switchover Sunnort for HotAndMirrored-redundanev—imnlies the sunodrt of
suppprt-of “cold” switchover. Support for HotAndMirrored redundancy implies the suppdrt of
“hot’l switeBover owever for Servers sunborting otandMirrored redundanecv—it is strbnalyv
hot-rswifchover—however—for—Servers—supporting—HotandMirrored—redundancyit-is—strpagly

0 énded en : otA Adirrore echan se is defi in

6.3.1

0 NonTransparentNetworkRedundancyType

This ObjectType is a subtype of NonTransparentRedundancyType and is used to identify the

capa
defin

bilities of the OPC UA Server for non-transparent network redundancy.
ed in Table 18.

It is formally
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Table 18 — NonTransparentNetworkRedundancyType definition

Attribute Value
BrowseName NonTransparentNetworkRedundancyType
IsAbstract False
References ‘NodeClass ‘BrowseName |DataType ‘TypeDefinition ‘ModellingRule

Subtype of the NonTransparentRedundancyType defined in 6.3.9, which means it inherits the
InstanceDeclarations of that Node.

HasProperty ‘Variable ‘ServerNetworkGroups |NetworkGroupDataType[] ‘PropertyType ‘Mandatory

Clients switching between network paths to the same Server behave the~sam
HotAndMirrored redundancy. Server and network redundancy can be combined. In
combined approach it is important for the Client to know which ServerUris belohgto the
Server representing different network paths and which ServerUris representddifferent Ser
Thergfore, a Server implementing non-transparent network redundafey” shall use
NonTransparentNetworkRedundancyType to identify its redundancy support.

RedyndancySupport is inherited from the ServerRedundancyType;-lisshall be set to COL
WARM_2, HOT_3 or HOT_AND_MIRRORED_5 for all instances of
NonTransparentNetworkRedundancyType. If no Server redundancy is supported
ServerUriArray only contains one entry), the RedundancySupport shall be se
HOT[AND_MIRRORED_S5.

The
Servers in that array (in the serverUri of the structure) shall be exactly the same as the
provided in the ServerUriArray. However, the."order might be different. Thus the
reprgsents a list of HotAndMirrored redundant Servers. If a Server only supports ne

the
bame
vers.
the

D 1,
the
(the

erverNetworkGroups contains an array of NetworkGroupDataType. The URIs of the

ones
array
work

redupdancy, it has only one entry in the ‘ServerNetworkGroups. The networkPaths in the

strucfure represents the redundant network paths for each of the Servers. The networkf
descfibes the different paths (one entrfy-for each path) ordered by priority. Each network

Paths
path

contgins an endpointUriList having.@n array of Strings each containing a URL of an Endpoint.

This pllows using different protocol options for the same network path.

The Endpoints provided shal-match with the Endpoints provided by the GetEndpoints Se
of the corresponding Server.

6.3.11 OperationkimitsType

This [ObjectType-is a subtype of FolderType and is used to identify the operation limits g
OPCJ|UA Server. It is formally defined in Table 19.

rvice

f the
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Table 19 — OperationLimitsType definition

Attribute Value
BrowseName OperationLimitsType
IsAbstract False
References NodeClass |[BrowseName DataType |TypeDefinition [ModellingRule
Subtype of the FolderType defined in 6.6, which means it inherits the InstanceDeclarations of that Node.
HasProperty Variable MaxNodesPerRead UInt32 PropertyType Optional
HasProperty Variable MaxNodesPerHistoryReadData Uint32 PropertyType Optional
HasPfoperty Variable MaxNodesPerHistoryReadEvents UInt32 PropertyType Optional
HasPfjoperty Variable MaxNodesPerWrite UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesPerHistoryUpdateData UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesPerHistoryUpdateEvents [UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesPerMethodCall UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesPerBrowse Uint32 PropertyType Optional
HasPfoperty Variable MaxNodesPerRegisterNodes Uint32 RropertyType Optional
HasPfoperty Variable MaxNodesPerTranslateBrowsePaths |UInt32 PropertyType Optional

ToNodelds

HasPfjoperty Variable MaxNodesPerNodeManagement Uint32 PropertyType Optional
HasPfoperty Variable MaxMonitoredltemsPerCall UInt32 PropertyType Optional

Any ¢perational limits Property that is provided shall have a non zero value.

The MaxNodesPerRead Property indicates the maximum size of the nodesToRead array when

a Clignt calls the Read Service.

The MaxNodesPerHistoryReadData(RProperty indicates the maximum size of the nodesToRead
arrayl when a Client calls the(HistoryRead Service using the historyReadDetails RAW,
PROLCESSED, MODIFIED, or-ATFTIME.

The | MaxNodesPerHistoryReadEvents Property indicates the maximum size of| the
nodesToRead array when a Client calls the HistoryRead Service using the historyReadDetails
EVEINTS.

The MaxNodesPerWrite Property indicates the maximum size of the nodesToWrite array when

a Clignt calls\the Write Service.

the maximum size of| the
calls the HistoryUpdate
A

indicates

The | MaxNodesPerHistoryUpdateData Property
historyOpdateDetails
Service-using-history

array supported by the oServer when a Client

the maximum size of the
HistoryUpdate Service—using

indicates
the

The MaxNodesPerHistoryUpdateEvents Property
historyUpdateDetails array when a Client -calls

historyReadDetails EVENTS.

The MaxNodesPerMethodCall Property indicates the maximum size of the methodsToCall
array when a Client calls the Call Service.

The MaxNodesPerBrowse Property indicates the maximum size of the nodesToBrowse array
when calling the Browse Service or the continuationPoints array when a Client calls the
BrowseNext Service.
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The MaxNodesPerRegisterNodes Property indicates the maximum size of the
nodesToRegister array when a Client calls the RegisterNodes Service and the maximum size
of the nodesToUnregister when calling the UnregisterNodes Service.

The MaxNodesPerTranslateBrowsePathsToNodelds Property indicates the maximum size of
the browsePaths array when a Client calls the TranslateBrowsePathsToNodelds Service.

The MaxNodesPerNodeManagement Property indicates the maximum size of the nodesToAdd
array when a Client calls the AddNodes Service, the maximum size of the referencesToAdd
array when a Client calls the AddReferences Service, the maximum size of the
nodesToDelete array when a Client calls the DeleteNodes Service, and the maximum size of
the rg¢ferencesToDelete array when a Client calls the DeleteReferences Service.

The MaxMonitoredltemsPerCall Property indicates

e the maximum size of the itemsToCreate array when a Client -calls| the
CreateMonitoredltems Service,

e the maximum size of the itemsToModify array when .a“ Client calls| the
ModifyMonitoredltems Service,

e the maximum size of the monitoredltemlds array when a Client -calls| the
SetMonitoringMode Services—and or the DeleteMonitoredltems)Service,

e the maximum size of the sum of the linksToAdd and-the linksToRemove arrays when a
dlient calls the SetTriggering Service.

6.3.12 AddressSpaceFileType
This |ObjectType defines the file for a namespace provided by the OPC UA Server.|It is

formally defined in Table 20. It represents ancXML address space file using the XML schema
defingd in IEC 62541-6.

Table 20 — AddressSpaceFileType definition

Attribute Value
BrowgeName AddressSpaceEileType
IsAbsfract False
References NodeClass* [BrowseName DataType TypeDefinition Modellling
Rule
Subtype of the FileType defined in C.2
HasCpmponent Method ExportNamespace The method has no parameters. Optiopal

The [ExportNamespace Method provides a way to export the namespace from the Sprver
AddressSpatetothe Xt fiteTepresented by the AddressSpacefife fype—Vafue Attributes are
only exported if they represent static configuration information. The client is expected to call
the ExportNamespace Method first to update the XML file and then access the file with the
Methods defined in the FileType.

Servers might provide some vendor-specific mechanisms importing parts of an address space
as subtype of this ObjectType, for example by defining appropriate Methods.

6.3.13 NamespaceMetadataType

This ObjectType defines the metadata for a namespace provided by the Server. It is formally
defined in Table 21.
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Instances of this Object allow Servers to provide more information like version information in
addition to the namespace URI. Important information for aggregating Servers is provided by
the  StaticNodeldTypes, StaticNumericNodeldRange  and  StaticStringNodeldPattern
Properties.

Table 21 — NamespaceMetadataType definition

Attribute Value

BrowseName NamespaceMetadataType

IsAbstract False

References NodeClass |BrowseName DataType TypeDefinition Modellling

Rute

Subtype of the BaseObjectType defined in 6.2

HasPfoperty Variable NamespaceUri String PropertyType Mandptory

HasPfoperty Variable NamespaceVersion String PropertyType Mandptory

HasPfoperty Variable NamespacePublicationDate |DateTime PropertyType Mandptory

HasPfoperty Variable IsNamespaceSubset Boolean PropettyType Mandptory

HasPfoperty Variable StaticNodeldTypes IdType[] PfopeftyType Mandptory

HasPfoperty Variable StaticNumericNodeldRange |NumericRange(]\|PropertyType Mandptory

HasPfoperty Variable StaticStringNodeldPattern String PropertyType Mandptory

HasCpmponent |Object NamespaceFile - AddressSpaceFileType |Optiopal

HasPfoperty Variable DefaultRolePermissions RoléRermission |PropertyType Optiopal
Tygell

HasPfoperty Variable DefaultUserRolePermissiongs [RolePermission |PropertyType Optiopal
Typel]

HasPfoperty Variable DefaultAccessRestrictigns Uint16 PropertyType Optiopal

The BrowseName of instances of this type shall be derived from the represented namespace.
This can, for example, be done-by Using the index of the namespace in the Namespacefrray
as rlamespacelndex of the.\QualifiedName and the namespace URI as name of the
QualjfiedName.

The [NamespaceUri Property contains the namespace represented by an instance of the
MetaPataType.

The [NamespaceVersion Property provides version information for the namespace. |It is
intended for'display purposes and shall not be used to programmatically identify the latest
versipn. [f'there is no formal version defined for the namespace this Property shall be sef to a
null $trng:

The NamespacePublicationDate Property provides the publication date of the namespace
version. This Property value can be used by Clients to determine the latest version if different
versions are provided by different Servers. If there is no formal publication date defined for
the namespace this Property shall be set to a null DateTime.

The [IsNamespaceSubset Property defines whether all Nodes of the namespace are
accessible in the Server or only a subset. It is set to FALSE if the full namespace is provided
and TRUE if not. If the completeness is unknown then this Property shall be set to TRUE.

Static Nodes are identical for all Attributes in all Servers, including the Value Attribute. For
TypeDefinitionNodes, also the InstanceDeclarations shall be identical. That means that for
static Nodes the semantic is always the same. Namespaces with static Nodes are for example
namespaces defined by standard bodies like the OPC Foundation. This is important
information for aggregating Servers. If the namespace is dynamic and used in several Servers
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the aggregating Server needs to distinguish the namespace for each aggregated Server. The
static Nodes of a namespace only need to be handled once, even if they are used by several
aggregated Servers.

The StaticNodeldTypes Property provides a list of /dTypes used for static Nodes. All Nodes in
the AddressSpace of the namespace using one of the /dTypes in the array shall be static
Nodes.

The StaticNumericNodeldRange Property provides a list of NumericRanges used for numeric
Nodelds of static Nodes. If the StaticNodeldTypes Property contains an entry for numeric
Nodelds then this Property is ignored.

The PtaticStringNodeldPattern Property provides a regular expression as defined forthe Like
Openrator defined in IEC 62541-4 to filter for string Nodelds of static Nedes. I{ the
StatictNodeldTypes Property contains an entry for string Nodelds then this Propérty is ignpred.

The Pbject NamespaceFile contains all Nodes and References of the namespace in an|XML
file where the Information Model XML Schema is defined in IEC 62541-6. The XML fjle is
provided through an AddressSpaceFileType Object.

The DefaultRolePermissions Property provides the default pefmjssions if a Server supports
RolePermissions for the Namespace. A Node in the Namé€sgpace overrides this defaylt by
addinng a RolePermissions Attribute to the Node. If a Server implements a vendor-spgcific
RolePermissions model for a Namespace, it does mot“add the DefaultRolePermisgions
Propgrty to the NamespaceMetadata Object.

The DefaultUserRolePermissions Property provides the default user permissions if a Server
suppprts UserRolePermissions for the Namespace. A Node in the Namespace overrideg this
defaylt by adding a UserRolePermissionsAttribute to the Node. If a Server implemepts a
vendpr-specific UserRolePermissions model for a Namespace, it does not add| the
DefaliltUserRolePermissions Property {@2the NamespaceMetadata Object.

The DefaultAccessRestrictions Property is present if a Server supports AccessRestrictions for
the Namespace and provides the‘defaults. A Node in the Namespace overrides this defaglt by
addinng a AccessRestrictiong™ Attribute to the Node. If a Server implements a vendor-spgcific
AccelssRestriction model fora Namespace, it does not add the DefaultAccessRestridtions
Propgrty to the NamespaceMetadata Object.

6.3.14 NamespacesType

This [ObjectTypé defines a list of NamespaceMetadataType Objects provided by the Server. It
is formally defined in Table 22.

Table 22 — NamespacesType definition

Attribute Value

BrowseName NamespacesType

IsAbstract False
References NodeClass BrowseName Data |TypeDefinition Modelling
Type Rule
Subtype of the BaseObjectType defined in 6.2
HasComponent |Object <Namespaceldentifier> ‘- ‘NamespaceMetadataType OptionalPlaceholder

The ObjectType contains a list of NamespaceMetadataType Objects representing the
namespaces in the Server. The BrowseName of an Object shall be derived from the
namespace represented by the Object. This can, for example, be done by using the index of
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the namespace in the NamespaceArray as namespacelndex of the QualifiedName and the
namespace URI| as name of the QualifiedName. Clients should not assume that all
namespaces provided by a Server are present in this list as a namespace may not provide the
information necessary to fill all mandatory Properties of the NamespaceMetadataType.

6.4 ObjectTypes used as EventTypes

6.4.1 General

This document defines standard EventTypes. They are represented in the AddressSpace as
ObjectTypes. The EventTypes are already defined in IEC 62541-3. The following subclauses

specify-theirrepresentationinthe-AddressSpace-
6.4.2 BaseEventType
This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 23.
Table 23 — BaseEventType definition
Attribute Value
BrowgeName BaseEventType
IsAbsfract True
References |[NodeClass (BrowseName DataType TypeDefinition |Modelling
Rule
Subtype of the BaseObjectType defined in 6.2
HasStibtype |ObjectType |AuditEventType Defined in 6.4.3
HasStibtype |ObjectType |SystemEventType Defined in 6.4.28
HasSybtype |[ObjectType |BaseModelChangeEventType Defined in 6.4.31
HasSybtype |[ObjectType [SemanticChangeEventType Defined in 6.4.33
HasSybtype |ObjectType |EventQueueQverflowEventType |Defined in 6.4.34
HasSybtype |[ObjectType |ProgressEventType Defined in 6.4.35
HasPfoperty |Variable Eventld ByteString PropertyType Mandatpry
HasPfoperty |Variable EventType Nodeld PropertyType Mandatpry
HasPfoperty [Variable SourceNode Nodeld PropertyType Mandatpry
HasPfoperty |Variable SourceName String PropertyType Mandatpry
HasPfoperty |Variable Time UtcTime PropertyType Mandatpry
HasPfoperty_[Variable ReceiveTime UtcTime PropertyType Mandatpry
HasPfoperty )|Variable LocalTime TimeZoneDataType |PropertyType Optiondl
HasPtoperty [Variable Message LocalizedText PropertyType Mandatpry
HasProperty |Variable Severity Uint16 PropertyType Mandatory

Eventld is generated by the Server to uniquely identify a particular Event Notification. The
Server is responsible to ensure that each Event has its unique Eventld. It may do this, for
example, by putting GUIDs into the ByteString. Clients can use the Event/d to assist in
minimizing or eliminating gaps and overlaps that may occur during a redundancy failover. The
Eventld shall always be returned as value and the Server is not allowed to return a
StatusCode for the Eventld indicating an error.

EventType describes the specific type of Event. The EventType shall always be returned as
value and the Server is not allowed to return a StatusCode for the EventType indicating an
error.
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The SourceNode Property identifies the Node that the Event originated from. If the Event is
not specific to a Node the Nodeld is set to null. Some subtypes of this BaseEventType may
define additional rules for the SourceNode Property.

SourceName provides a description of the source of the Event. This could be the string-part of
the DisplayName of the Event source using the default locale of the server, if the Event is
specific to a Node, or some server-specific notation.

Time provides the time the Event occurred. This value is set as close to the event generator
as possible. It often comes from the underlying system or device. Once set, intermediate OPC
UA Servers shall not alter the value.

RecdiveTime provides the time the OPC UA Server received the Event from the yndeflying
devide of another Server. ReceiveTime is analogous to ServerTimestamp. defingdd in
IEC $2541-4, i.e. in the case where the OPC UA Server gets an Event from anather OPC UA
Server, each Server applies its own ReceiveTime. That implies that a Client may get the $ame
Evenft, having the same Eventld, from different Servers having diffetent values of the
RecdiveTime. The ReceiveTime shall always be returned as value and the Server i$ not
allowled to return a StatusCode for the ReceiveTime indicating an error.

Loca|Time is a structure containing the Offset and the DaylightSavingInOffset flag. The Qffset
specifies the time difference (in minutes) between the Timé& Property and the time af the
locatlon in which the event was issued. If DaylightSavingInOffset is TRUE, |then
Stangard/Daylight savings time (DST) at the originating location is in effect and Qffset
inclugles the DST correction. If FALSE then the Offsetdoes not include DST correction and
DST jmay or may not have been in effect.

Mesgage provides a human-readable and localizable text description of the Event. The Sgerver
may feturn any appropriate text to describe.th€’ Event. A null string is not a valid value; |f the
Server does not have a description, it shallreturn the string part of the BrowseName df the
Nodg associated with the Event.

Severity is an indication of the urgency of the Event. This is also commonly called "prigrity".
Valug¢s will range from 1 to 1000, with 1 being the lowest severity and 1 000 being the
highgst. Typically, a severity"0f’1 would indicate an Event which is informational in ngture,
whilgl a value of 1 000 would-indicate an Event of catastrophic nature, which could potentially
result in severe financialloss or loss of life.

It is ¢xpected that very few Server implementations will support 1 000 distinct severity Idvels.
Therg¢fore, Server.developers are responsible for distributing their severity levels acrosp the
1 to 1 000 range-in such a manner that clients can assume a linear distribution. For example,
a cli¢gnt wishing to present five severity levels to a user should be able to do the follqwing
mapping;

Client-Severity ORC-Soverity
HIGH 801 to 1 000
MEDIUM HIGH 601 to 800
MEDIUM 401 to 600
MEDIUM LOW 201 to 400
LOW 1to 200

In many cases a strict linear mapping of underlying source severities to the OPC Severity
range is not appropriate. The Server developer will instead intelligently map the underlying
source severities to the 1 to 1 000 OPC Severity range in some other fashion. In particular, it
is recommended that Server developers map Events of high urgency into the OPC severity
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range of 667 to 1 000, Events of medium urgency into the OPC severity range of 334 to 666
and Events of low urgency into OPC severities of 1 to 333.

For example, if a source supports 16 severity levels that are clustered such that severities 0
to 2 are considered to be LOW, 3 to 7 are MEDIUM and 8 to 15 are HIGH, then an appropriate
mapping might be as follows:

OPC Range Source Severity OPC Severity

HIGH (667 to 1 000) 15 1000
14 955
13 910
12 865
11 820
10 775
9 730
8 685

MEDIUM (334 to 666) 7 650
6 575
5 500
4 425
3 350

LOW (1 to 333) 2 300
1 150
0 1

Somé Servers might not support any\Events which are catastrophic in nature, so they

choo
666)
may

se to map all of their severitiesyinto a subset of the 1 to 1 000 range (for example
Other Servers might not support any Events which are merely informational, so

exanple, 334 to 1 000).

The
from
in IE

6.4.3

This
defin

burpose of this approach is to allow clients to use severity values from multiple Se

C 62541-9.

AuditEventType

FventType is defined in IEC 62541-3. Its representation in the AddressSpace is for

may
1 to
they

choose to map all of theirseverities into a different subset of the 1 to 1 000 rang¢ (for

yvers

different vendarsin a consistent manner. Additional discussions of severity can be found

mally

ed\in Table 24
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Table 24 — AuditEventType definition

Attribute Value
BrowseName AuditEventType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType |AuditSecurityEventType Defined in 6.4.4

HaSS Abty'JU \ijU\.’tTy'JU AudltNudUrv‘:ql|ayc|||c||tEvU||tTypc DUfIIIGd ;II 0.4.13

HasSubtype ObjectType |AuditUpdateEventType Defined in 6.4.24

HasSubtype ObjectType |AuditUpdateMethodEventType Defined in 6.4.27

HasPfoperty Variable ActionTimeStamp UtcTime PropertyType Mandatorly
HasPfjoperty Variable Status Boolean PropertyType Mandatorly
HasPfoperty Variable Serverld String PropertyType Mandatorly
HasPfjoperty Variable ClientAuditEntryld String PropertyType Mandatorly
HasPfjoperty Variable ClientUserld String RropertyType Mandatorly
This |EventType inherits all Properties of the BaseEventType. Their semantic is defingd in
6.4.2,

ActionTimeStamp identifies the time the user<initiated the action that resulted il the
AudilEvent being generated. It differs from thé Fime Property because this is the time¢ the
serv@gr generated the AuditEvent documentingihe action.

Statys identifies whether the requested action could be performed (set Status to TRUE) qr not
(set Ptatus to FALSE).

Serv
even
the s

Clien

The

be ¢
User
User
of th

in a server-controlled transparent redundancy scenario where several Servers may
ame URI.

tAuditEntryld contains the human-readable AuditEntryld defined in IEC 62541-3.

ClientUserld<identifies the user of the client requesting an action. The ClientUserld
btained—~from the UserldentityToken passed in the ActivateSession call. If

shoud

prid uniquely identifies the “Server generating the Event. It identifies the Server uniquely

use

can
the

dentityToken is a UserNameldentityToken then the ClientUserld is the UserName. |f the
dentityToken is an X509I/dentityToken then the ClientUserld is the X509 Subject Name
e\ Certificate. If the UserldentityToken is an Issuedl/dentityToken then the ClientUserld
g shattbea string that Tepresents the owner of the token— T e bestthoice for thestring

depends on the type of IssuedldentityToken. If an AnonymousldentityToken was used, the
value is null.

6.4.4

AuditSecurityEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 25.
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Table 25 — AuditSecurityEventType definition

Attribute Value
BrowseName AuditSecurityEventType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType |AuditChannelEventType Defined in 6.4.5

HasSubtype ObjectType |AuditSessionEventType Defined in 6.4.7

HasSpbtype ObjectType |AuditCertificateEventType |Defined in 6.4.12

HasPfoperty Variable StatusCodeld StatusCode |PropertyType Optionat

This |[EventType inherits all Properties of the AuditEventType. Their semdntic is defingd in
6.4.3| There are no additional Properties defined for this EventType.

The |optional StatusCodeld Property provides the exact secufpifyD error responsibl¢ for
prodlicing the Event.

6.4.5 AuditChannelEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 26.

Table 26 — AuditChannelEventType definition

Attribute Value

BrowgeName AuditChannelEventType

IsAbs}ract True

References NodeClass |BrowseName DataType |TypeDefinition |Modellinjg
Rule

Subtype of the AuditSecurityEven{Type defined in 6.4.4, which means it inherits the InstanceDeclarations of fhat
Node

HasSubtype ObjectType \fAuditOpenSecureChannelEventType [Defined in 6.4.6

<

HasPfoperty Variable SecureChannelld String |PropertyType |Mandato

This [ EventType inherits all Properties of the AuditSecurityEventType. Their semaniic is
definpd in 6.4.4. There are no additional Properties defined for this EventType.| The
Sour eNode Property for Events of th|s type%heeld shall be aSS|gned to the Server Opject.
S y rvice
that generates the Event (e.g. SecureChanneI/OpenSecureChannel or
SecureChannel/CloseSecureChannel). If the ClientUserld is not available for a
CloseSecureChannel call, then this parameter shall be set to "System/CloseSecureChannel".

The SecureChannelld shall uniquely identify the SecureChannel. The application shall use the
same identifier in all AuditEvents related to the Session Service Set
(AuditCreateSessionEventType, AuditActivateSessionEventType and their subtypes) and the
SecureChannel Service Set (AuditChannelEventType and its subtypes).

6.4.6 AuditOpenSecureChannelEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 27.
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Table 27 — AuditOpenSecureChannelEventType definition

Attribute Value
BrowseName AuditOpenSecureChannelEventType
IsAbstract True
References Node BrowseName DataType TypeDefinition [Modelling
Class Rule
ﬁuZtype of the AuditChannelEventType defined in 6.4.5, which means it inherits the InstanceDeclarations of that
ode.
HasProperty Variable |ClientCertificate ByteString PropertyType Mandatory
HasPfoperty Variable |ClientCertificateThumbprint|String PropertyType Mandafory
HasPfoperty Variable |RequestType SecurityTokenRequestType |PropertyType {Mandafory
HasPfoperty Variable |SecurityPolicyUri String PropertyType Mandafory
HasPfoperty Variable |SecurityMode MessageSecurityMode PropertyType |Mandafory
HasPfoperty Variable |RequestedLifetime Duration PropertyType Mandafory
This | EventType inherits all Properties of the AuditChannelEvéentType. Their semanfiic is
defined in 6.4.5. The SourceName for Events of ,this type—shouwld shal| be
"SecureChannel/OpenSecureChannel". The ClientUserld is nof,available for this call, thu$ this

parameter shall be set to "System/OpenSecureChannel".

The
trigg

Clien

Clien

details on thumbprints.

Reqy
Secu
Secu

Reqy
call.

6.4.7

rs the Event.

tCertificateThumbprint is a thumbprint of the ClientCertificate. See |EC 62541-

estType is the requestTypeparameter of the OpenSecureChannel Service call.
rityPolicyUri is the securityPolicyUri parameter of the OpenSecureChannel Service ¢
rityMode is the,securityMode parameter of the OpenSecureChannel Service call.

estedLifetime is the requestedLifetime parameter of the OpenSecureChannel Seg

AuditSessionEventType

tCertificate is the clientCertificate parameter of the OpenSecureChannel Service call.

dditional Properties defined for this EventType£eflect parameters of the Service call that

5

5 for

rvice

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 28.
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Table 28 — AuditSessionEventType definition
Attribute Value
BrowseName AuditSessionEventType
IsAbstract True
References NodeClass |BrowseName DataType |TypeDefinition ModellingRule
Subtype of the-AuditEventType AuditSecurityEventType defined in 6.4.4, which means it inherits the
InstanceDeclarations of that Node.
HasSubtype ObjectType |AuditCreateSessionEventType Defined in 6.4.8
HaSS Abty'JU Olﬁjc\.tTypc AudltAbthGtUSUODIUIIEVUIItTy'JU DUfIIIUd ;II 0.4.18
HasSubtype ObjectType |AuditCancelEventType Defined in 6.4.11
HasPfjoperty Variable Sessionld Nodeld |PropertyType Mandatory
This [EventType inherits all Properties of the-AuditEventType AuditSecurityEventType. [Their

semdntic is defined in 6.4.4.

If thg Event is generated by a TransferSubscriptions Service callthe SourceNode Pro
sheould shall be assigned to the SessionDiagnostics Object that represents the session

Souri

Othe
Serv
Serv

ceName for Events of this type-sheould shall be "Session/TransferSubscriptions".

rwise, the SourceNode Property for Events of this'type-sheould shall be assigned t
pr Object. The SourceName for Events of this_type-sheould shall be "Session/" an
ce or cause that generates the Event (elg. CreateSession, ActivateSessio

Clos¢Session).

The

Sessionld—sheuld shall contain the Sessionl/d of the session that the Service call

issudd on In the CreateSession Service this shall be set to the newly created Sessionld.

oerty
The

D the
] the
n or

was
If no

sesslon context exists (e.g. for a failed’CreateSession Service call) the Sessionld-is—get-to
shalllbe null.
6.4.8 AuditCreateSessionEventType
This [EventType is defined-in"TEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 29.
Table 29 — AuditCreateSessionEventType definition
Attribute Value
BrowgeName AuditCreateSessionEventType
IsAbsfract True
I 1 I I I
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditSessionEventType defined in 6.4.7, which means it inherits the InstanceDeclarations of that
Node.
HasSubtype ObjectType |AuditUrIMismatchEventType |Defined in 6.4.9
HasProperty Variable SecureChannelld String PropertyType Mandatory
HasProperty Variable ClientCertificate ByteString PropertyType Mandatory
HasProperty Variable ClientCertificateThumbprint [String PropertyType Mandatory
HasProperty Variable RevisedSessionTimeout Duration PropertyType Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is

defin

ed in 6.4.7. The SourceName for Events of this type—should shall

be
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"Session/CreateSession". The ClientUserld is not available for this call thus this parameter
shall be set to the "System/CreateSession".

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

SecureChannelld shall uniquely identify the SecureChannel. The application shall use the
same identifier in all AuditEvents related to the Session Service Set
(AuditCreateSessionEventType, AuditActivateSessionEventType and their subtypes) and the
SecureChannel Service Set (AuditChannelEventType and its subtypes).

ClientCertificate is the clientCertificate parameter of the CreateSession Service call.

ClientCertificateThumbprint is a thumbprint of the ClientCertificate. See |IEC62541-6 for
details on thumbprints.

RevisedSessionTimeout is the returned revisedSessionTimeout K parameter of| the
CreateSession Service call.

6.4.9 AuditUrIMismatchEventType

This [EventType is defined in IEC 62541-3. Its representationin’the AddressSpace is formally
defingd in Table 30.

Table 30 — AuditUrIMismatchEyentType definition

Attribute Value
BrowgeName AuditUrIMismatchEventType
IsAbs}ract True
References ‘NodeCIass ‘BrowseName ‘DataType |TypeDefinition ‘ModellingRuIe

Subtype of the AuditCreateSessionEventType defined in 6.4.8 which means it inherits the InstanceDeclaratiops of
that Node.

HasPfoperty ‘Variable ‘EndpointUrI ‘String |PropertyType ‘Mandatory

This [ EventType inherits all Properties of the AuditSessionEventType. Their semanfiic is
defined in 6.4.8.

The Idditional Rroperties defined for this EventType reflect parameters of the Service cal| that
triggers the ‘Event.

EndpointUrl is the endpointUrl parameter of the CreateSession Service call.

6.4.10 AuditActivateSessionEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 31.
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Table 31 — AuditActivateSessionEventType definition

Attribute Value
BrowseName AuditActivateSessionEventType
IsAbstract True
References |NodeClass [BrowseName DataType TypeDefinition [Modelling

Rule

Subtype of the AuditSessionEventType defined in 6.4.7, which means it inherits the InstanceDeclarations of that
Node.

HasProperty [Variable ClientSoftwareCertificates |SignedSoftwareCertificate[] |PropertyType Mandatory

HasPfoperty [Variable UserldentityToken UserldentityToken PropertyType Mandatdry

HasPfoperty |Variable SecureChannelld String PropertyType Mandatdry

This [ EventType inherits all Properties of the AuditSessionEventType., Their semanfic is
defined in 6.4.7. The SourceName for Events of this type—should shall be
"Session/ActivateSession".

The idditional Properties defined for this EventType reflect paraméters of the Service cal| that
triggers the Event.

CliertSoftwareCertificates is the clientSoftwareCertificate§)parameter of the ActivateSegsion
Service call.

User|dentityToken reflects the userldentityToken\parameter of the ActivateSession Sdrvice
call. For Username/Password tokens the password-sheuld shall not be included.

SecureChannelld shall uniquely identify the SecureChannel. The application shall us¢ the
same identifier in all AuditEvents related to the Session Service | Set
(Aud|tCreateSessionEventType, AuditActivateSessionEventType and their subtypes) angd the
SecureChannel Service Set (AuditChannelEventType and its subtypes).

6.4.11 AuditCancelEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defingd in Table 32.

Table 32 — AuditCancelEventType definition

Attribute Value
BrowgeName AuditCancelEventType
IsAbskract True
References |NodeCIass |BrowseName |DataType ‘TypeDefinition |Mode|lingRuIe

Subtype of the AuditSessionEventType defined in 6.4.7, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty |Variab|e |RequestHandIe |Ulnt32 ‘PropertyType |Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is
defined in 6.4.7. The SourceName for Events of this type-sheuld shall be "Session/Cancel".

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

RequestHandle is the requestHandle parameter of the Cancel Service call.
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6.4.12 AuditCertificateEventType
This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 33.
Table 33 — AuditCertificateEventType definition
Attribute Value
BrowseName AuditCertificateEventType
IsAbstract True
References |[NodeClass |BrowseName DataType TypeDefinition |Modelling
Rule
Subtype of the AuditSecurityEventType defined in 6.4.7, which means it inherits the InstanceDeclarations of fhat
Node
HasSybtype |ObjectType |AuditCertificateDataMismatchEventTy |Defined in 6.4.13
pe
HasSpbtype |ObjectType [AuditCertificateExpiredEventType Defined in 6.4.14
HasSybtype |ObjectType [|AuditCertificatelnvalidEventType Defined in 6.4.16
HasSpibtype |ObjectType |AuditCertificateUntrustedEventType |Defined in 6/4:16
HasSubtype |ObjectType |AuditCertificateRevokedEventType Definedrin6.4.17
HasSpibtype |ObjectType |AuditCertificateMismatchEventType |Defified*in 6.4.18
HasPfoperty |Variable Certificate ByteString PropertyType Mandatpry
This | EventType inherits all Properties of the.AuditSecurityEventType. Their semaniic is
defined in 6.4.4. The SourceName for, 'Events of this type—should shall| be
"Seclrity/Certificate".
Certificate is the certificate that encountered a validation issue. Additional subtypes of this

EvenltType will be defined representing the individual validation errors. This certificate c4

matc

6.4.1

3 AuditCertificateDataMismatchEventType

n be

hed to the Service that passed it (Session or SecureChannel Service Set) sinc¢ the
AudilEvents for these Services also included the Certificate.

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 34.
Table 34 — AuditCertificateDataMismatchEventType definition

Attribute Value
BrowdeName AuditCortificatoDataMismatchEventType
IsAbstract True
References NodeClass |[BrowseName DataType |TypeDefinition ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, i.e. inheriting the InstanceDeclarations of that Node.
HasProperty Variable InvalidHostname String PropertyType Mandatory
HasProperty Variable InvalidUri String PropertyType Mandatory

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is

defin

ed in 6.4.12. The SourceName for Events of this type—should shall

"Security/Certificate".

be
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InvalidHostname is the string that represents the host name passed in as part of the URL that
is found to be invalid. If the host name was not invalid it can be null.

InvalidUri is the URI that was passed in and found to not match what is contained in the
certificate. If the URI was not invalid it can be null.

Either the InvalidHostname or InvalidUri shall be provided.

6.4.1
This

defin

4 AuditCertificateExpiredEventType

Table 35 — AuditCertificateExpiredEventType definition

EWMMM@%MA&W i i - ion i i mally
d in Table 35.

Attribute Value
BrowgeName AuditCertificateExpiredEventType
IsAbsfract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations |of
that Node.
This |EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type—should shall be

"Sec
was
defin

6.4.1

This
defin

gd for this EventType.

5 AuditCertificatelnvalidEventType

EFventType is defined in IEC 62541-3. Its representation in the AddressSpace is for
ed in Table 36.

Table 36 — AuditCertificatelnvalidEventType definition

irity/Certificate". The Message Variable shallninclude a description of why the certificate
expired (i.e. time before start or time after end). There are no additional Propé¢rties

mally

Attribute Value
BrowgeName AuditCertificatelnvalidEventType
IsAbs}ract True
References NodeClass |[BrowseName DataType TypeDefinition ModellingRule

Subtype ofithe AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations
that Node.

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is

defin

ed in 6.4.12. The SourceName for Events of this type—should shall

be

"Security/Certificate". The Message shall include a description of why the certificate is invalid.
There are no additional Properties defined for this EventType.

6.4.1

6 AuditCertificateUntrustedEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally

defin

ed in Table 37.


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 RLV © IEC 2020 - 51—

Table 37 — AuditCertificateUntrustedEventType definition

Attribute Value

BrowseName AuditCertificateUntrustedEventType

IsAbstract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations of
that Node.

This [EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type—should _shall be
"Sectrity/Certificate". The Message Variable shall include a description of why the{certificate
is ngt trusted. If a trust chain is involved then the certificate that failed in the)trust ¢hain
shou|d be described. There are no additional Properties defined for this EventType.

6.4.1[7 AuditCertificateRevokedEventType

This [EventType is defined in IEC 62541-3. Its representation in the"AddressSpace is formally
defingd in Table 38.

Table 38 — AuditCertificateRevokedEventType definition

Attrifute Value

BrowgeName AuditCertificateRevokedEventType

IsAbs}ract True

References NodeClass |[BrowseName DataType TypeDefinition [ModellingRule

Subtype of the AuditCertificateEventType defined in, 6:4.12, which means it inherits the InstanceDeclarations |of
that Node.

This [EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The _SourceName for Events of this type—should shall be
"Sectrity/Certificate". The Message Variable shall include a description of why the certificate
is reyoked (was the revogation list unavailable or was the certificate on the list). There afe no
additjonal Properties defined for this EventType.

6.4.18 AuditCertificateMismatchEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in-Table 39.

Table-39— AuditCertificateMi hEventE efiniti

Attribute Value

BrowseName AuditCertificateMismatchEventType
IsAbstract True
References NodeClass |[BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations of
that Node.

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type—should shall be
"Security/Certificate". The Message Variable shall include a description of misuse of the
certificate. There are no additional Properties defined for this EventType.
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9 AuditNodeManagementEventType

2020

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally

defined in Table 40.

Table 40 — AuditNodeManagementEventType definition
Attribute Value
BrowseName AuditNodeManagementEventType
IsAbstract True
References iNodeCIass iBrowseName iDataType iTypeDeﬁnltlon iModelllngRuIe
Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations of that\Nodp.
HasSpbtype ObjectType |AuditAddNodesEventType
HasSubtype ObjectType |AuditDeleteNodesEventType
HasStbtype ObjectType |AuditAddReferencesEventType
HasStbtype ObjectType |AuditDeleteReferencesEventType
This [EventType inherits all Properties of the AuditEventType( Their semantic is defingd in
6.4.3. There are no additional Properties defined for thiS{ EventType. The SourceNode
Propgrty for Events of this type—should shall be assigned to the Server Object.| The
SourgeName for Events of this type-should shall be "NodeManagement/" and the Servicg that
genefates the Event (e.g. AddNodes, AddReferences{DeleteNodes, DeleteReferences).
6.4.2 AuditAddNodesEventType
This [EventType is defined in IEC 62541-3. Its‘representation in the AddressSpace is formally
defingd in Table 41.

Table 41 — AuditAddNodesEventType definition

Attrifute Value
BrowgeName AuditAddNodesEventType
IsAbsfract True
References |NodeCIass ‘BrowseName |DataType ‘TypeDefinition ‘ModellingRuIe
Subtype of the AuditNodeManagementEventType defined in 6.4.19, which means it inherits the
InstarjceDeclarations-of that Node.
HasPfoperty |Variab|e ‘NodesToAdd |AddNodes|tem[] ‘PropertyType ‘Mandatory
This LEventType inherits all Properties of the AuditNodeManagementEventType. ITheir

semantic is defined in 6.4.19. The SourceName for Events of this type—sheould shall be
"NodeManagement/AddNodes".

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

NodesToAdd is the NodesToAdd parameter of the AddNodes Service call.

6.4.2

1 AuditDeleteNodesEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 42.
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Table 42 — AuditDeleteNodesEventType definition

Attribute Value

BrowseName AuditDeleteNodesEventType

IsAbstract True

References |NodeCIass ‘BrowseName |DataType ‘TypeDefinition ‘ModellingRule

Subtype of the AuditNodeManagementEventType defined in 6.4.19, i.e. inheriting the InstanceDeclarations of that
Node.

HasProperty |Variab|e ‘NodesToDelete |De|eteNodesItem[] ‘PropertyType ‘Mandatory

This | EventType inherits all Properties of the AuditNodeManagementEventTypes [Their
semgntic is defined in 6.4.19. The SourceName for Events of this type—sheuld shqll be
"NodeManagement/DeleteNodes".

The idditional Properties defined for this EventType reflect parameters of the Service cal| that
triggers the Event.

NoddgsToDelete is the nodesToDelete parameter of the DeleteNodes'Service call.

6.4.22 AuditAddReferencesEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defingd in Table 43.

Table 43 — AuditAddReferencesEventType definition

Attrifute Value

BrowgeName AuditAddReferencesEventType

IsAbsfract True

References |NodeCIass ‘BrowseName |DataType ‘TypeDefinition ‘ModellingRule

Subtype of the AuditNodeManagementEventType defined in 6.4.19, which means it inherits the
InstarjceDeclarations of that Nodel

HasPfjoperty |Variab|e ‘ReferencesToAdd |AddReferencesltem[] ‘PropertyType ‘Mandatory

This | EventType.linherits all Properties of the AuditNodeManagementEventType. [Their
semgntic is defined in 6.4.19. The SourceName for Events of this type—sheould shgll be
"NodeManagement/AddReferences".

The additional Properties defined for this EventType reflect parameters of the Service cal’ that
triggi'rS'l'h'E_Eveui.

ReferencesToAdd is the referencesToAdd parameter of the AddReferences Service call.

6.4.23 AuditDeleteReferencesEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 44.
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Table 44 — AuditDeleteReferencesEventType definition

Attribute Value

BrowseName AuditDeleteReferencesEventType

IsAbstract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditNodeManagementEventType defined in 6.4.19, which means it inherits the

InstanceDeclarations of that Node.
HasProperty Variable ReferencesToDelet |DeleteReferencesltem[] |PropertyType Mandatory
e

This | EventType inherits all Properties of the AuditNodeManagementEventType. [Their
semdgntic is defined in 6.4.19. The SourceName for Events of this type-shpuld shdll be
"NodeManagement/DeleteReferences".
The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.
ReferencesToDelete is the referencesToDelete parameter of the DeleteReferences Sqrvice
call.
6.4.24 AuditUpdateEventType
This [EventType is defined in IEC 62541-3. Its représentation in the AddressSpace is formally
defingd in Table 45.

Table 45 — AuditUpdateEventType definition
Attrifute Value
BrowgeName AuditUpdateEventType
IsAbs}ract True
References NodeClass |BrowseName DataType |TypeDefinition ModellingRdile
Subtype of the AuditEventTypg defined in 6.4.3, which means it inherits the InstanceDeclarations of that Nodp.
HasSubtype ObjectType\\|AuditWriteUpdateEventType Defined in 6.4.25
HasStbtype ObjectType |AuditHistoryUpdateEventType |[Defined in 6.4.26
This |[EventType inherits all Properties of the AuditEventType. Their semantic is defingd in
6.4.3 The)SourceNode Property for Events of this type-sheould shall be assigned t¢ the
Nodgldthat was changed. The SourceName for Events of this type-sheuld shall be "Attriﬂute/"
and f rvice

call may generate several Events of this type, one per changed value.

6.4.2

5 AuditWriteUpdateEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally

defin

ed in Table 46.
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Table 46 — AuditWriteUpdateEventType definition
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Attribute Value

BrowseName AuditWriteUpdateEventType

IsAbstract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditUpdateEventType defined in 6.4.24, which means it inherits the InstanceDeclarations of that

Node.

HasProperty Variable Attributeld Uint32 PropertyType Mandatory
HasPyoperty Vartabte ndexRange NumerieRange PropertyFype Meandatory
HasPfoperty Variable NewValue BaseDataType PropertyType Mandatory
HasPfjoperty Variable OldValue BaseDataType PropertyType Mandatery

This [EventType inherits all Properties of the AuditUpdateEventType. The -SourceName for
Evenjts of this type-should shall be "Attribute/Write". Their semantic is defihed in 6.4.24.

Attriuteld identifies the Attribute that was written-en. The SourcefNode Property identifiep the
Nodq that was written.

IndexRange identifies the index range of the written Attribute if the Attribute is an array. |f the

Attrifute is not an array or the whole array was written, the IndexRange is set to null.

NewVYalue identifies the value that was written=io“~the-SourcelNode.
provided, only the values in the provided range are'shown.

If the IndexRange is

OldValue identifies the value that theSeouréeNode Attribute contained before the write. |f the
IndexRange is provided, only the value of that range is shown. It is acceptable for a Server
that gloes not have this information to report a null value.

Both|the NewValue and the OldV{alue will contain a value in the DataType and encoding |used
for writing the value.

6.4.2 AuditHistoryUpdateEventType

This
defin

ventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
d in Table 4%,

Table 47 — AuditHistoryUpdateEventType definition

Attridute Value

BrowseName AuditHistoryUpdatekEventlype

IsAbstract True

References |NodeCIass ‘BrowseName ‘DataType ‘TypeDefinition |Mode|lingRuIe

Subtype of the AuditUpdateEventType defined in 6.4.24, which means it inherits the InstanceDeclarations of that
Node.

HasProperty

|Variab|e ‘ParameterDataTypeId ‘Nodeld ‘PropertyType |New

This EventType inherits all Properties of the AuditUpdateEventType. Their semantic is defined
in 6.4.24.

The ParameterDataTypeld identifies the DataTypeld for the extensible parameter used by the
HistoryUpdate. This parameter indicates the type of HistoryUpdate being performed.
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Subtypes of this EventType are defined in IEC 62541-11 representing the different
possibilities to manipulate historical data.

6.4.27 AuditUpdateMethodEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 48.

Table 48 — AuditUpdateMethodEventType definition

Attribute Value

BrowgeName AuditUpdateMethodEventType

IsAbs}ract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations’/of that Nod

1]

HasPfoperty Variable Methodld Nodeld PropertyType Mandatory

HasPfoperty Variable InputArguments BaseDataType[] |PropertyType Mandatory

This [EventType inherits all Properties of the AuditEventType.~Their semantic is defingd in
6.4.3l The SourceNode Property for Events of this typesshéuld shall be assigned t¢ the
Nodgld of the Object that the Method resides on. The, SourceName for Events of this|type
sheuld shall be "Attribute/Call". Note that one Service call may generate several Events of this
type,| one per method called. This EventType shouldybe further subtyped to better reflegt the
functjonality of the method and to reflect changes to the address space or updated values
triggered by the method.

Methpdld identifies the method that was called.

InputArguments identifies the input Atguments for the method. This parameter can be null if
no input arguments where provided!

6.4.2 SystemEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 49.

Table 49 — SystemEventType definition

Attrifute Value

BrowgeName SystemEventType

IsAbstraet True

References NodeClass |BrowseName DataType |[TypeDefinition [ModellingRule
HasSubtype ObjectType |DeviceFailureEventType Defined in 6.4.29

HasSubtype ObjectType |SystemStatusChangeEventType |[Defined in 6.4.30

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType.

6.4.29 DeviceFailureEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 50.
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Table 50 — DeviceFailureEventType definition

Attribute Value

BrowseName DeviceFailureEventType

IsAbstract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the SystemEventType defined in 6.4.28, which means it inherits the InstanceDeclarations of that Node.

This
6.4.28. There are no additional Properties defined for this EventType.

6.4.3 SystemStatusChangeEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defingd in Table 51.

Table 51 — SystemStatusChangeEventType definition

Attrifute Value

BrowgeName SystemStatusChangeEventType

IsAbs}ract True

References ‘NodeCIass ‘BrowseName |DataType |TypeDefinition |Mode|lingRuI ]

Subtype of the SystemEventType defined in 6.4.28, which means it inherits the InstanceDeclarations of that Node.

HasPfoperty |Variab|e ‘SystemState ‘ServerState ‘PropertyType |Mandatory

This [EventType inherits all Properties of-the SystemEventType. Their semantic is definged in
6.4.28. The SourceNode Property and\the SourceName shall identify the system. The syjstem
can ke the Server itself or some underlying system.

The SystemState specifies thelcurrent state of the system. Changes to the ServerState qf the
systgm shall trigger a SystemS&tatusChangeEvent, when the event is supported by the system.

6.4.31 BaseModelChangeEventType

This [EventType is\defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table*562.

Table 52 — BaseModelChangeEventType definition

Attribute—Vatue

BrowseName |BaseModelChangeEventType

IsAbstract True

References |NodeClass |BrowseName ‘DataType TypeDefinition |ModellingRule

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

HasSubtype |ObjectType |GeneraIModeIChangeEventType ‘Defined in 6.4.32

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType. The SourceNode
Property for Events of this type-should shall be the Node of the View that gives the context of
the changes. If the whole AddressSpace is the context, the SourceNode Property is set to the
Nodeld of the Server Object. The SourceName for Events of this type-sheould shall be the
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String part of the BrowseName of the View; for the whole AddressSpace it-should shall be
"Server".

6.4.32 GeneralModelChangeEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 53.

Table 53 — GeneralModelChangeEventType definition

Attribute Value

BrowgeName |GeneralModelChangeEventType

IsAbs}ract True

References |NodeClass |BrowseName |DataType |TypeDefinition |Mode|lingFuIe

Subtype of the BaseModelChangeEventType defined in 6.4.31, which means it inherits the InstanceDeclaratigns of
that Node.

HasPfoperty |[Variable |Changes |ModeIChangeStructureDataType[] |PropertyType |Mandatory

This [EventType inherits all Properties of the BaseModelChangéEventType. Their semantic is
defined in 6.4.31.

The [additional Property defined for this EventType <eflects the changes that issued the
Mode¢lChangeEvent. It shall contain at least one entfy)in its array. Its structure is definpd in
12.1

6.4.3 SemanticChangeEventType

This [EventType is defined in IEC 62541-3) Its representation in the AddressSpace is formally
defingd in Table 54.

Table 54 — SemanticChangeEventType definition

AttriQute Value

BrowgeName [SemanticChangeEventType

IsAbs}ract True

References |NodeClass |[BrowseName [DataType TypeDefinition |ModellingRule

1

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Nod

HasPfoperty «(\ariable Changes SemanticChangeStructureDataType[ |PropertyType Mandator
]

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType. The SourceNode
Property for Events of this type-sheuld shall be the Node of the View that gives the context of
the changes. If the whole AddressSpace is the context, the SourceNode Property is set to the
Nodeld of the Server Object. The SourceName for Events of this type-sheould shall be the
String part of the BrowseName of the View, for the whole AddressSpace it-should shall be
"Server".

The additional Property defined for this EventType reflects the changes that issued the
SemanticChangeEvent. lts structure is defined in 12.17.
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6.4.3

4 EventQueueOverflowEventType

EventQueueOverflow Events are generated when an internal queue of a Monitoredltem
subscribing for Events in the Server overflows. |IEC 62541-4 defines when the internal

Even

tQueueOverflow Events shall be generated.

The EventType for EventQueueOverflow Events is formally defined in Table 55.

Table 55 — EventQueueOverflowEventType definition

Attribute Value

BrowgeName |EventQueueOverflowEventType

IsAbsfract True

References |NodeClass |BrowseName DataType TypeDefinition (ModellingRule
Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations’/of that Nodg.

This

EventType inherits all Properties of the BaseEventType. Theirysemantic is defin

ed in

6.4.2 The SourceNode Property for Events of this type shall be assigned to the Nodeld ¢f the
Server  Object. The SourceName  for Events  of |, "this type shall be
"Intefnal/EventQueueOverflow".
6.4.35 ProgressEventType
ProgressEvents are generated to identify the progréssof an operation. An operation can|be a
Service call or something application specific like @aprogram execution.
The EventType for Progress Events is formallydefined in Table 56.

Table 56 — ProgressEventType definition
Attridute Value
BrowgeName |ProgressEventType
IsAbs}ract True
References |NodeClass {BrowseName [DataType TypeDefinition |ModellingRule
Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Nodg.
HasPfoperty |[Variable Context BaseDataType PropertyType Mandatory
HasPfoperty |Variable Progress Uint16 PropertyType Mandatory
This |[EventType inherits all Properties of the BaseEventType. Their semantic is defingd in

6.4.2. The SourceNode Property for Events of this type shall be assigned to the Nodeld of the
Session Object where the operation was initiated. The SourceName for Events of this type
shall be "Service/<Service Name as defined in IEC 62541-4>" when the progress of a Service
call is exposed.

The additional Property Context contains context information about what operation progress is
reported. In the case of Service calls it shall be a UInt32 containing the requestHandle of the
RequestHeader of the Service call.

The additional Property Progress contains the percentage completed of the progress. The
value shall be between 0 and 100, where 100 identifies that the operation has been finished.

It is recommended that Servers only expose ProgressEvents for Service calls to the Session

that i

nvoked the Service.
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ModellingRuleType

2020

ModellingRules are defined in IEC 62541-3. This ObjectType is used as the type for the
ModellingRules. It is formally defined in Table 57.

Table 57 — ModellingRuleType definition

Attribute Value

BrowseName ModellingRuleType

IsAbstract False

References iNodeCIass iBrowseName iDataType iTypeDeﬁnltlon iModelllngRuIe

Subtype of the BaseObjectType defined in 6.2

HasP

operty |Variab|e ‘NamingRuIe ‘NamingRuIeType ‘PropertyType |Mandatory

The

IEC 62541-3.

6.6

Insta

Nodgs. They represent the root Node of a subtree, and have no other semantics assoc

with

"ObjgctTypes", should imply the semantics associdated with the use of it. There ar

Refe

Property NamingRule identifies the NamingRule of a ModellingRule as defing

FolderType

hces of this ObjectType are used to organise the AddressSpace into a hierarc
them. However, the DisplayName of an instance of the FolderType, suc

ences specified for this ObjectType. It is formdlly defined in Table 58.

Table 58 — FolderType definition

d in

ny of
iated
N as
e no

Attrifute Value

BrowgeName FolderType

IsAbs}ract False

References NodeClass |BrowseName DataType TypeDefinition ModellingRulg
Subtype of the BaseObjectType défined in 6.2.

6.7

Data

DataTypeEncodingType

TypeEncodings are defined in IEC 62541-3. This ObjectType is used as type fo

Data
defin

defined in_Table 59.

Fd insAnnex D. There are no References specified for this ObjectType. It is for

TypeEncodings. The use of the DataTypeEncodingType with DataTypeDictionari

r the
ES s
mally

Table 59 — DataTypeEncodingType definition

Attribute Value

BrowseName DataTypeEncodingType

IsAbstract False

References NodeClass |[BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseObjectType defined in 6.2.
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6.8
This

defined in Table 60.

AggregateFunctionType
ObjectType defines an AggregateFunction supported by a UA Server. It is for

Table 60 — AggregateFunctionType definition

mally

Attrigute Value

BrowgeName |AggregateFunctionType

IsAbs}ract False

References NodeClass [BrowseName DataType TypeDefinition |[ModellingRyle
Subtype of the BaseObjectType defined in 6.2.

For
Attrih

Aggr

N
rd .Y

7.1

Typig
subty
addit

he AggregateFunctionType, the Description Attribute is mandatory. The Descr
ute provides a localized :description of the AggregateFunction. Sp
bgateFunctions may be defined_in*further parts of IEC 62541.

btandard VariableTypes

General

ally, the components of a complex VariableType are fixed and can be extende
ping. However, because each Variable of a VariableType can be extended

ption
bcific

d by
with

onal conipenents, this document allows the extension of the standard VariableT

defin
infor

ed in this_.document with additional components. This allows the expression of addi
atiennin the type definition that would be contained in each Variable anyway. How

ypes
ional

Ver,

Property NodeVersion, deflned in IEC 62541 3 |nto the BaseDataVarlableType stating that

each

7.2

DataVariable of the Server will provide a NodeVersion.

BaseVariableType

The BaseVariableType is the abstract base type for all other VariableTypes. However, only
the PropertyType and the BaseDataVariableType directly inherit from this type.

There are no References, except for HasSubtype References, specified for this VariableType.
It is formally defined in Table 61.
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Table 61 — BaseVariableType definition
Attribute Value
BrowseName BaseVariableType
IsAbstract True
ValueRank -2 (-2 = Any)
DataType BaseDataType
References NodeClass BrowseName DataType |TypeDefinition ModellingRule
HasSubtype VariableType |PropertyType Defined in 7.3
HasSpbtype VariableType |BaseDataVariableType Defined in 7.4

7.3

The
all P
spec

Ther

PropertyType

PropertyType is a subtype of the BaseVariableType. It is used as the:type definitig
[operties. Properties are defined by their BrowseName and therefore’they do not ne
alised type definition. It is not allowed to subtype this Variable Type.

Table 62 — PropertyType definition

b are no References specified for this VariableType. It is formally defined in Table 63.

n for
ed a

Attribute Value
BrowgeName PropertyType
IsAbsfract False
ValueRank -2 (-2 = Any)
DataTlype BaseDataType
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseVariableType defined,in 7.2.

7.4

The

BaseDataVariableType

BaseDataVariableType is a subtype of the BaseVariableType. It is used as the

type

definjtion whenever(there is a DataVariable having no more concrete type definition available.

This

Varig
migh
Varig

Variable Typevis the base VariableType for VariableTypes of DataVariables, and all

bleTypes{of-DataVariables shall either directly or indirectly inherit from it. HoweV
not Be) possible for Servers to provide all HasSubtype References from

ble Type'to its subtypes, and therefore it is not required to provide this information.

Ther
is for

bther
er, it
this

mally defined in Table 63.
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Table 63 — BaseDataVariableType definition

Attribute Value
BrowseName BaseDataVariableType
IsAbstract False
ValueRank -2 (-2 = Any)
DataType BaseDataType
References NodeClass BrowseName Comment
Subtype of the BaseVariableType defined in 7.2.
HasSpbtype VariableType |ServerVendorCapabilityType Defined in 7.5
HasStbtype VariableType |ServerStatusType Defined in"7.6
HasSubtype VariableType |BuildInfoType Defined in 7.7
HasStbtype VariableType |ServerDiagnosticsSummaryType Defined in 7.8
HasSubtype VariableType |SamplinglntervalDiagnosticsArrayType Defined in 7.9
HasStbtype VariableType |SamplingintervalDiagnosticsType Defined in 7.10
HasStbtype VariableType |SubscriptionDiagnosticsArrayType Defined in 7.11
HasSubtype VariableType |[SubscriptionDiagnosticsType Defined in 7.12
HasSpbtype VariableType |SessionDiagnosticsArrayType Defined in 7.13
HasSubtype VariableType |[SessionDiagnosticsVariableType Defined in 7.14
HasSubtype VariableType |SessionSecurityDiagnosticsArrayType Defined in 7.15
HasSubtype VariableType |SessionSecurityDiagnadsticsType Defined in 7.16
HasSubtype VariableType |OptionSetType Defined in 7.17

7.5 | ServerVendorCapabilityType

This |VariableType is an absfract type whose subtypes define capabilities of the Sarver.
Vendors may define subtypes-of this type. This VariableType is formally defined in Table p4.

Table 64 — ServerVendorCapabilityType definition

Attribute Value
BrowgeName ServerVendorCapabilityType
IsAbs}ract True
ValueRank -1 (-1 = Scalar)
DataType BaseDataType
References |NodeCIass ‘BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseDataVariableType defined in 7.4.
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This complex VariableType is used for information about the Server status. Its DataVariables
refle¢t its DataType(having the same semantic defined in 12.10. The VariableType is formally
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Table 65 — ServerStatusType definition

dgscribed in 4.1.

ddfined in the corresponding TypeDefinitionNode. The Nodeld is defingd .by the composed symbolic

Attribute Value
BrowseName ServerStatusType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType ServerStatusDataType
References NodeClass |BrowseName DataType TypeDefinition Modelling

Rule

Subtype-of-theBaseBatavariabteFypedefiredin7=4-
HasCpmponent |Variable StartTime UtcTime BaseDataVariableType |Mandafory
HasCpmponent |Variable CurrentTime UtcTime BaseDataVariableType__|[Mandafory
HasCpmponent |Variable State ServerState BaseDataVariableType, [Mandafory
HasCpmponent |Variable BuildInfo? BuildInfo BuildInfoType Mandafory
HasCpmponent |Variable SecondsTillShutdown Uint32 BaseDataVariableType [Mandafory
HasCpmponent |Variable ShutdownReason LocalizedText |BaseDataVariableType |Mandafory
NOTH 2 Containing Objects and Variables of these Objects and Variables atey'defined by their BrowsefName

name

7.7

This
refle
defined in Table 66.

BuildinfoType

Table 66 —BuildinfoType definition

complex VariableType is used for informationrabout the Server status. Its DataVari
t its DataType having the same semantic*defined in 12.4. The VariableType is formally

hbles

Attribute Value
BrowgeName BuildInfoType
IsAbsfract False
ValueRank -1%(—1 = Scalar)
DataTlype BuildInfo
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseDataVariableType defined in 7.4.
HasCpmponent“Variable ProductUri String BaseDataVariableType [Mandatory
HasCpmponent |Variable ManufacturerName String BaseDataVariableType |[Mandatory
HasChmponent |Variable ProductName String BaseDataVariableType |Mandatory
HasComponent |Variable SoftwareVersion String BaseDataVariableType |[Mandatory
HasComponent |Variable BuildNumber String BaseDataVariableType |[Mandatory
HasComponent |Variable BuildDate UtcTime BaseDataVariableType [Mandatory
7.8 ServerDiagnosticsSummaryType

This complex VariableType is used for diagnostic information. Its DataVariables reflect its
DataType having the same semantic defined in 12.9. The VariableType is formally defined in

Table 67.
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Table 67 — ServerDiagnosticsSummaryType definition

Attribute Value
BrowseName ServerDiagnosticsSummaryType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType ServerDiagnosticsSummaryDataType
References NodeClass |BrowseName DataType |TypeDefinition Modelling
Rule
Subtype-of-theBaseBatavariabteFypedefiredin7=4-
HasCpmponent |Variable ServerViewCount UInt32 BaseDataVariableType |Mandatory
HasCpmponent |Variable CurrentSessionCount UInt32 BaseDataVariableType |Mandatory
HasCpmponent |Variable CumulatedSessionCount UInt32 BaseDataVariableType|}Mandatony
HasCpmponent |Variable SecurityRejectedSessionCount [UInt32 BaseDataVariableType |Mandatory
HasCpmponent |Variable RejectedSessionCount Uint32 BaseDataVariableType |Mandatory
HasCpmponent |Variable SessionTimeoutCount UInt32 BaseDataV-ariableType |Mandatory
HasCpmponent |Variable SessionAbortCount UInt32 BaseDatdVariableType |Mandatory
HasCpmponent |Variable PublishinglntervalCount Uint32 BaseDataVariableType |Mandatory
HasCpmponent |Variable CurrentSubscriptionCount Uint32 BaseDataVariableType |Mandatory
HasCpmponent |Variable CumulatedSubscriptionCount  |UInt32 BaseDataVariableType |Mandatory
HasCpmponent |Variable StecurityRejectedRequestsCou Uint32 BaseDataVariableType |Mandatory
n
HasCpmponent |Variable RejectedRequestsCount UInt32 BaseDataVariableType |Mandatony

7.9 | SamplingintervalDiagnosticsArrayType

This [complex VariableType is used~for diagnostic information. For each entry of the 3rray,
instapces of this type will provide a Variable of the SamplinglntervalDiagnostics|Type
Varigble Type having the sampling rate as BrowseName. The Variable Type is formally defined
in Taple 68.

Table 68'= SamplingintervalDiagnosticsArrayType definition

Attribute Value
BrowgeName SamplinglntervalDiagnosticsArrayType
IsAbs}ract False
ValueRank 1 (1 = OneDimension)
ArrayBimensiens {oH-—=UrkrewnSizel
DataType SamplinglntervalDiagnosticsDataType
References NodeClass |BrowseName DataType Modelling

Rul
TypeDefinition ule

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent [MariableFy [SamplinglntervalDiagnostics |SamplinglntervalDiagnosticsDataType |ExposesltsArr
pe ay

Variable

SamplingintervalDiagnosticsType
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7.10 SamplinglntervalDiagnosticsType

This complex VariableType is used for diagnostic information. Its DataVariables reflect its
DataType, having the same semantic defined in 12.8. The VariableType is formally defined in

Table 69.
Table 69 — SamplingintervalDiagnosticsType definition
Attribute Value
BrowseName SamplingintervalDiagnosticsType
IsAbsraet False
ValueRank -1 (-1 = Scalar)
DataTlype SamplingintervalDiagnosticsDataType
References Node BrowseName Data TypeDefinition Modelljng
Class Type Rule

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponent |Variable |Samplinginterval

Duration |BaseData\lariableType |Mandafory

HasCpmponent |Variable |SampledMonitoredltemsCount

UInt32 BaseDataVariableType |[Mandafory

HasCpmponent |Variable |MaxSampledMonitoreditemsCount

Uint32 BaseDataVariableType |[Mandafory

t

HasCpmponent |Variable |DisabledMonitoredltemsSamplingCoun|{UInt32 BaseDataVariableType |[Mandafory

7.11| SubscriptionDiagnosticsArrayType

This [complex VariableType is used for diagnostic information. For each entry of the 3grray,
instaphces of this type will provide a Variableof-the SubscriptionDiagnosticsType VariableType
havirlg the Subscriptionld as BrowseName, The VariableType is formally defined in Table|70.

Table 70 — SubscriptionDiagnosticsArrayType definition

Attribute Value
BrowgeName SubscriptionDiagnosticsArrayType
IsAbsfract False
ValueRank 1 (1 = OneDimension)
ArrayDimensions {0} (0 = UnknownSize)
DataTlype SubscriptionDiagnosticsDataType
References NodeClass BrowseName DataType ModellingRpule

TypeDefinition

Subtype\of the BaseDataVariableType defined in 7.4.

HasComponent VariableType

Variable

SubscriptionDiagnostics

SubscriptionDiagnosticsDataType |ExposesltsArray
SubscriptionDiagnosticsType

7.12 SubscriptionDiagnosticsType

This complex VariableType is used for diagnostic information. Its DataVariables reflect its
DataType, having the same semantic defined in 12.15. The VariableType is formally defined

in Table 71.
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Table 71 — SubscriptionDiagnosticsType definition

Attribute Value
BrowseName SubscriptionDiagnosticsType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType SubscriptionDiagnosticsDataType
References Node BrowseName DataType |TypeDefinition Modelling

Class Rule

Subtype-of-theBaseBatavariabteFypedefiredin7=4-
HasCpmponent |Variable Sessionld Nodeld BaseDataVariableType |Mandatpry
HasCpmponent [Variable Subscriptionld Uint32 BaseDataVariableType_(Mandatpry
HasCpmponent [|Variable Priority Byte BaseDataVariableype |Mandatpry
HasCpmponent |Variable PublishingInterval Duration BaseDataVariableype |[Mandatpry
HasCpmponent [|Variable MaxKeepAliveCount UInt32 BaseDataViariableType |Mandatpry
HasCpmponent |Variable MaxLifetimeCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable MaxNotificationsPerPublish UInt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable PublishingEnabled Boolean BaseDataVariableType [Mandatpry
HasCpmponent |Variable ModifyCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable EnableCount Ulnt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable DisableCount Uint32 BaseDataVariableType |Mandatpry
HasCpmponent [|Variable RepublishRequestCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable RepublishMessageRequestCount |UInt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable RepublishMessageCount UInt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable TransferRequestCount Uint32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable TransferredToAltClientCount UInt32 BaseDataVariableType [Mandatpry
HasCpmponent [|Variable TransferredTeSameClientCount  |[UInt32 BaseDataVariableType |Mandatpry
HasCpmponent [Variable PublishRequestCount Uint32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable Data€hangeNotificationsCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent [|Variable EventNotificationsCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable NotificationsCount UInt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable LatePublishRequestCount Uint32 BaseDataVariableType |Mandatpry
HasCpmponent~\Vfariable CurrentKeepAliveCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponént* (Variable CurrentLifetimeCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent (Variable UnacknowledgedMessageCount |UInt32 BaseDataVariableType |Mandatpry
HasComponent |Variable DiscardedMiessageCount OTnt32 BaseDataVariable [ype |Mandatory
HasComponent [|Variable MonitoredltemCount UInt32 BaseDataVariableType |Mandatory
HasComponent |Variable DisabledMonitoredltemCount UInt32 BaseDataVariableType |Mandatory
HasComponent [|Variable MonitoringQueueOverflowCount  |UInt32 BaseDataVariableType |Mandatory
HasComponent [Variable NextSequenceNumber Uint32 BaseDataVariableType |Mandatory
HasComponent |Variable EventQueueOverflowCount UInt32 BaseDataVariableType |Mandatory

7.13 SessionDiagnosticsArrayType

This complex VariableType is used for diagnostic information. For each entry of the array
instances of this type will provide a Variable of the SessionDiagnosticsVariableType
VariableType, having the SessionDiagnostics as BrowseName. Those Variables will also be
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referenced by the SessionDiagnostics Objects defined by their type in 6.3.5.

VariableType is formally defined in Table 72.

Table 72 — SessionDiagnosticsArrayType definition

The

Attribute

Value

BrowseName SessionDiagnosticsArrayType

IsAbstract False

ValueRank 1 (1 = OneDimension)

ArrayDimensions {0} (0 = UnknownSize)

DataTlype SessionDiagnosticsDataType

References NodeClass |BrowseName

DataType

TypeDefinition

ModellingRule

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponent [Variable SessionDiagnostics

SessionDiagnosticsDataType ExposesltsArray

SessionDiagnosticsVariableType

7.14| SessionDiagnosticsVariableType

This [complex VariableType is used for diagnostic information. Its DataVariables refle

Ct its

Data[lype, having the same semantic defined in 12.11(The VariableType is formally defined

in Taple 73.
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Table 73 — SessionDiagnosticsVariableType definition

Attribute Value

BrowseName SessionDiagnosticsVariableType

IsAbstract False

ValueRank -1 (-1 = Scalar)

DataType SessionDiagnosticsDataType

References Node BrowseName DataType Modelling

Class TypeDefinition Rule

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponent |Variable [Sessionld Nodeld Manddtory
BaseDataVariableType

HasCpmponent |Variable |SessionName String Mandgtory
BaseDataVariableType

HasCpmponent |Variable |ClientDescription ApplicationDescription Mand4gtory
BaseDataVariabteType

HasCpmponent |Variable |ServerUri String Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |EndpointUrl String Mandgtory
BaseDataVariableType

HasCpmponent |Variable |Localelds Localeld[] Mandgtory
BaseDataVariableType

HasCpmponent |Variable |[MaxResponseMessageSize UInt32 Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |ActualSessionTimeout Duration Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |ClientConnectionTime UtcTime Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |ClientLastContactTime UtcTime Mandgtory
BaseDataVariableType

HasCpmponent |Variable {CurrentSubscriptionsCount Uint32 Mand4gtory
BaseDataVariableType

HasCpmponent/|Variable [CurrentMonitoredltemsCount UInt32 Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |CurrentPublishRequestsinQueue UInt32 Mandgtory
BaseDatavariable Type

HasComponent |Variable ServiceCounterDataType Mandatory

TotalRequestCount BaseDataVariableType
HasComponent |Variable UInt32 Mandatory
UnauthorizedRequestCount BaseDataVariableType

HasComponent |Variable [ReadCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |HistoryReadCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |WriteCount ServiceCounterDataType Mandatory

BaseDataVariableType
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Attribute Value

BrowseName SessionDiagnosticsVariableType

IsAbstract False

ValueRank -1 (-1 = Scalar)

DataType SessionDiagnosticsDataType

References Node BrowseName DataType Modelling

Class TypeDefinition Rule

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponentrvariabte—HistorytpdateCount ServiceCounterBataType Mamcgtory
BaseDataVariableType

HasCpmponent |Variable [CallCount ServiceCounterDataType Mand4dtory
BaseDataVariableType

HasCpmponent |Variable |CreateMonitoredltemsCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent |Variable [ModifyMonitoredltemsCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable [SetMonitoringModeCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable [SetTriggeringCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |[DeleteMonitoredltemsCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent |Variable |CreateSubscriptionCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent |Variable [ModifySubscriptionCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |SetPublishingModeCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable [PublishCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent |Variable™ |RepublishCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent{Variable |TransferSubscriptionsCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent [Variable [DeleteSubscriptionsCount ServiceCounterDataType Manddtory
BaseDataVariableType

HasComponent |Variable |AddNodesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |AddReferencesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |DeleteNodesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |DeleteReferencesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |[BrowseCount ServiceCounterDataType Mandatory

BaseDataVariableType
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Attribute Value
BrowseName SessionDiagnosticsVariableType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType SessionDiagnosticsDataType
References Node BrowseName DataType Modelling
Class Rule

TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

H C PR LW | f Ad o " o ; o PN . S A chat
aspmpomentTvartadre—TorowseNexXtCotmt oerviceTotmteroataType vrarraqlory

BaseDataVariableType

HasCpmponent |Variable |TranslateBrowsePathsToNodeldsCount [ServiceCounterDataType Mand4gtory

BaseDataVariableType

HasCpmponent |Variable [QueryFirstCount ServiceCounterDataType Mandgtory

BaseDataVariableType

HasCpmponent |Variable [QueryNextCount ServiceCounterDataType Mand4gtory

BaseDataVariableType

HasCpmponent |Variable [RegisterNodesCount ServiceCounterDataType Mand4gtory

BaseDbataVariableType

HasCpmponent |Variable |UnregisterNodesCount ServiceCounterDataType Mand4gtory

BaseDataVariableType

7.15| SessionSecurityDiagnosticsArrayType

This [complex VariableType is used for _diagnostic information. For each entry of the prray
instapces of this type will provide.@ Variable of the SessionSecurityDiagnostics|Type
Varigble Type, having the SessionSecurityDiagnostics as BrowseName. Those Variables will
also [be referenced by the SessionDiagnostics Objects defined by their type in 6.3.5] The
VarigbleType is formally defined~in Table 74. Since this information is security relat¢d, it
should not be made accessible to all users, but only to authorised users.

Table 74> SessionSecurityDiagnosticsArrayType definition

Attribute Value
BrowgeName SessionSecurityDiagnosticsArrayType
IsAbsfract False
ValueRank 1 (1 = OneDimension)
ArrayDimensions {0} (0 = UnknownSize)
DataType SessionSecurityDiagnosticsDataType
References Node BrowseName DataType Modelling
Class Rule

TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent Variable |SessionSecurityDiagnostics [SessionSecurityDiagnosticsDataType |ExposesltsArray

SessionSecurityDiagnosticsType

7.16 SessionSecurityDiagnosticsType

This complex VariableType is used for diagnostic information. Its DataVariables reflect its
DataType, having the same semantic defined in 12.12. The VariableType is formally defined
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in Table 75. Since this information is security-related, it should not be made accessible to all
users, but only to authorised users.

Table 75 — SessionSecurityDiagnosticsType definition

Attribute Value
BrowseName SessionSecurityDiagnosticsType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataTI\/pp SessionSecurityDiagnosticsDataType :
Refeljences Node BrowseName DataType Modelling
Class Rule

TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4

HasCpmponent (Variable Sessionld Nodeld Mandatory

BaseDataVariableType

HasCpmponent (Variable ClientUserldOfSession String Mandatory
BaseDataVariableType

HasCpmponent (Variable ClientUserldHistory String[] Mandatory
BaseDataVariableType

HasCpmponent (Variable AuthenticationMechanism String Mandatory

BaseDataVariableType

HasCpmponent (Variable Encoding String Mandatory
BaseDataVariableType

HasCpmponent (Variable TransportProtocol String Mandatory

BaseDataVariableType

HasCpmponent (Variable SecurityMode MessageSecurityMode Mandatory

BaseDataVariableType

HasCpmponent (Variable SecurityPolicyUri String Mandatory
BaseDataVariableType

HasCpmponent (Variable ClientCertificate ByteString Mandatory

BaseDataVariableType

7.17| OptionSetType

The OptionSetType VariableType is used to represent a bit mask. Each array element of the
OptionSetValues Property contains either the human-readable representation for the
corresponding bit used in the option set or an empty LocalizedText for a bit that has no
specific meaning. The order of the bits of the bit mask maps to a position of the array, i.e. the
first bit (least significant bit) maps to the first entry in the array, etc.

In addition to this VariableType, the DataType OptionSet can alternatively be used to
represent a bit mask. As a guideline the DataType would be used when the bit mask is fixed
and applies to several Variables. The VariableType would be used when the bit mask is
specific for only that Variable.
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The DataType of this VariableType shall be capable of representing a bit mask. It shall be
either a numeric DataType representing a signed or unsigned integer, or a ByteString. For
example, it can be the BitFieldMaskDataType.

The optional BitMask Property provides the bit mask in an array of Booleans. This allows
subscribing to individual entries of the bit mask. The order of the bits of the bit mask points to
a position of the array, i.e. the first bit points to the first entry in the array, etc. The
VariableType is formally defined in Table 74.

Table 76 — OptionSetType definition

Attribute Value
BrowgeName OptionSetType
IsAbs}ract False
ValueRank -1 (-1 = Scalar)

ArrayPimensions {0} (0 = UnknownSize)

DataTlype BaseDataType
References NodeClass |Browse DataType Modelling
Name TypeDefinition Rule

Subtype of the BaseDataVariableType defined in 7.4

HasPfoperty Variable OptionSetValues LecalizedText[] Mandator
PropertyType

HasPfoperty Variable BitMask Boolean[] Optional
PropertyType

7.18| SelectionListType

The [SelectionListType VariableType is used for a Variable where the possible values$ are
provided by a set of valugs.

The [Selections Prgperty contains an array of values which represent valid values for this
VarigbleType’s vatue:

The [DataType) of the Selections Property array shall be of the same DataType ag this
Varigble Typé.

EaCl‘ allay C:Clllcllt Uf thU U'Jt;ulla: SG/th!‘UI!DCObII‘NL‘I’UI!O lnIU'JCI t_y \;UIItCl;IIO d hulllall |cauab|e
representation of the corresponding value in the Selections Property and shall be of the same
array size as the Selections Property.

The value of this VariableType may be restricted to only the values defined in the Selections
Property by setting the optional RestrictToList Property to a value of True. If the
RestrictToList Property is not present or has a value of False then the value is not restricted
to the set defined by the Selections Property.

The VariableType is formally defined in Table 77.
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Table 77 — SelectionListType definition

Attribute Value

BrowseName SelectionListType

IsAbstract False

ValueRank -2 (-2 = Any)

DataType BaseDataType

References NodeClass |(BrowseName DataType Modelling
TypeDefinition Rule

Subtype of the BaseDataVariableType defined in 7.4

HasPfoperty Variable Selections BaseDataType[] Mandator
PropertyType

HasPfoperty Variable SelectionDescriptions LocalizedText[] Optional
PropertyType

HasPfoperty Variable RestrictToList Boolean Optional
PropertyType

7.19

AudioVariableType

The AudioVariableType VariableType defines a Multipufpose Internet Mail Extensions (MIME)

medip

type of

the AudibleSound Property. Text

code defined in

IETF RFC 2045,

IETF|RFC 2046 and IETF RFC 2047 shall be usedfor MIME types. The AudioVariablelType
refergnces the Content-Type that is defined as part of the MIME type and commonly us¢d as
a reference to a specific MIME. The top-levelmedia type is used to declare the general|type
of dafta, while the subtype specifies a specific\format for that type of data. Thus, a media| type
of "apdio /xyz" is a sufficient description for a user agent to determine the data is an audio

file, ¢ven if the user agent has no knowledge of the specific audio format "xyz".

The VariableType is formally definéd’in Table 78.
Tdble 78 — AudioVariableType definition
Attribute Value
BrowdeName AddigVariableType
IsAbsfract Ralse
ValueRank -1 (-1 = Scalar)
DataTlype AudiDataType
Referrnces NodeClass |[BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseDataVariableType defined in 7.4
HasProperty Variable Listld String PropertyType Optional
HasProperty Variable Agencyld String PropertyType Optional
HasProperty Variable Versionld String PropertyType Optional
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8 Standard Objects and their Variables

8.1

General

2020

Objects and Variables described in the following subclauses can be extended by additional
Properties or References to other Nodes, except where it is stated in the text that it is

restri

8.2
8.2.1

cted.

Objects used to organise the AddressSpace structure

Overview

To pfomote interoperability of clients and Servers, the OPC UA AddressSpace is structurtLd as

a higfrarchy, with the top levels standardised for all Servers. Figure 1 illustrates the-stru

of th
have

The
Nodg
depe

8.2.2

This
Orga
refer

AddressSpace. All Objects in this figure are organised using Organizes Reference
the ObjectType FolderType as type definition.

= OPC UA Root
Views
Objects
Server
= Types
[ ReferenceTypes
] ObjectTypes
] VanableTypes
DataTypes

IEC
Figure 1 — Standard AddressSpace structure

emainder of this provides descriptions of these standard Nodes and the organizati
s beneath them. Servers’ typically implement a subset of these standard N
nding on their capabilities.

Root

hizes Reférences that point to the other standard Objects. The "Root" Object sha
bnce any other NodeClasses. It is formally defined in Table 79.

Table 79 — Root definition

cture
b and

bn of
bdes,

standard Qpject is the browse entry point for the AddressSpace. It contains a set of

| not

Attribute Value

BrowseName Root

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes Object Views Defined in 8.2.3
Organizes Object Objects Defined in 8.2.4
Organizes Object Types Defined in 8.2.5
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8.2.3 Views

This standard Object is the browse entry point for Views. Only Organizes References are
used to relate View Nodes to the "Views" standard Object. All View Nodes in the
AddressSpace shall be referenced by this Node, either directly or indirectly. That is, the
"Views" Object may reference other Objects using Organizes References. Those Objects may
reference additional Views. Figure 2 illustrates the Views organization. The "Views" standard
Object directly references the Views "View1" and "View2" and indirectly "View3" by
referencing another Object called "Engineering".

Object
\
— Organizes —\L
\L Object
"View1" "View2" "Engineering”

L Organizes

IEC
Figure 2 — Views organization

The |Views" Object shall not reference any other NodeClasses. The "Views" Object is formally
defined in Table 80.

Table 80 — Views definition

Attrigute Value

BrowgeName Views

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6

8.2.4 Objects

This [standard Objectyis the browse entry point for Object Nodes. Figure 3 illustrates the
strucfure beneath\this Node. Only Organizes References are used to relate Objects tp the
"Objgcts" standard Object. A View Node can be used as entry point into a subset of the
AddressSpace) containing Objects and Variables and thus the "Objects" Object can|also
reference-View Nodes using Organizes References. The intent of the "Objects" Object ig that
all Qbjects and Variables that are not used for type definitions or other organizafional
purp the Views) are accessible through Hierarchical References starting
from this Node However, this is not a requirement, because not all Servers may be able to
support this. This Object references the standard Server Object defined in 8.3.2.
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Figure 3 — Objects organization

The ['Objects" Object shall not reference any other NodeClasses. The "Objects" Objgct is
formally defined in Table 81.
Table 81 — Objects definition
Attrifute Value
BrowgeName Objects
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Orgarjizes Object Server Defined in 8.3.2
8.2.5 Types
This [standard Object Node is the browse.\entry point for type Nodes. Figure 1 illustratep the
strucfure beneath this Node. Only Orgahizes References are used to relate Objects tp the
"Types" standard Object. The "Types \Object shall not reference any other NodeClasses} It is

formally defined in Table 82.

Table 82 — Types definition

Attrifute Value

BrowgeName Types

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Orgarjizes Object ObjectTypes Defined in 8.2.6
Orgarjizes Object VariableTypes Defined in 8.2.7
Orgartzes bieet Referereetypes Befired+-8-2-8
Organizes Object DataTypes Defined in 8.2.9
Organizes Object EventTypes Defined in 8.2.10
8.2.6 ObjectTypes

This standard Object Node is the browse entry point for ObjectType Nodes. Figure 4
illustrates the structure beneath this Node showing some of the standard ObjectTypes defined
in Clause 6. Only Organizes References are used to relate Objects and ObjectTypes to the
"ObjectTypes" standard Object. The "ObjectTypes" Object shall not reference any other

NodeClasses.
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Object
"ObjectTypes"”
Or.c‘;a nizes
\; v
Object Base ObjectType
"ServerTypes"

Organizes

ServerType

ServerCapabilities ‘

IEC

Figure 4 — ObjectTypes organization

The jntention of the "ObjectTypes" Object is that all ObjectTypes of the Server are gither
directly or indirectly accessible browsing HierarchicalReferences starting from this Node.
Howegver, this is not required and Servers might not provide some of_their Objectllypes
becalise they may be well-known in the industry, such as the ServerTypedefined in 6.3.1
This |Object also indirectly references the BaseEventType defined(in 6.4.2, which is the |base
type pf all EventTypes. Thereby it is the entry point for all EventTypes provided by the Sarver.
It is fequired that the Server expose all its EventTypes, so a<client can usefully subscripe to
Evenfts.
The |ObjectTypes" Object is formally defined in Table83.
Table 83 — ObjectTypes definition
Attrifute Value
BrowgeName ObjectTypes
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Orgarjizes ObjectType BaseObjectType Defined in 6.2
8.2.7 VariableTypes
This ptandard Object is the browse entry point for VariableType Nodes. Figure 5 illustrates the
strucfure ben€ath this Node. Only Organizes References are used to relate Objects and
Varigble Typesto the "VariableTypes" standard Object. The "VariableTypes" Object shall not
reference-any other NodeClasses.
ﬂhjnr\f
"VariableTypes"
|
Organizes

Base VariableType
/AN

Object
"MyVariable Types" (Base DataVariable Type)
VAN

JA\

Organizes VT_1

IEC

Figure 5 — VariableTypes organization
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The intent of the "VariableTypes" Object is that all VariableTypes of the Server are either
directly or indirectly accessible browsing HierarchicalReferences starting from this Node.
However, this is not required and Servers might not provide some of their VariableTypes,
because they may be well-known in the industry, such as the "BaseVariableType" defined in

7.2.

The "VariableTypes" Object is formally defined in Table 84.

Table 84 — VariableTypes definition

Attribute Value
BrowgeName VariableTypes
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 676
Orgarjizes VariableType BaseVariableType Defined(in 7.2
8.2.8 ReferenceTypes
This [standard Object is the browse entry point for ReferenceType Nodes. Figure 6 illustrates
the |organization of ReferenceTypes. Organizes Refetentes are used to define
RefefenceTypes and Objects referenced by the «'ReferenceTypes" Object. | The
"Ref¢renceTypes" Object shall not reference any other NodeClasses. See Clause 11 [for a
discUssion of the standard ReferenceTypes that appear beneath the "ReferenceTypes"
Objett.

Object:

"ReferenceTypes”
}
Organizes

Sincg ReferenceTypes will be used as filters in the browse Service and in queries, the S

shall

References

Object
MyRefTypes HierarchicalReferences
/N
/\
Organizes RT_1

IEC

Figure 6 — ReferenceType definitions

provide all its ReferenceTypes, directly or indirectly following Hierarchical Refere

erver
nces

starti

£ bla ([N 4 T [TV A =l M oo 1 ) L b ll
gy 1ot e INCTITTCTILT T Y UTO VUJCUL. TTHo Thicdallo idat, WIITTITVET 1T CITTTIU TUT

S a

Reference, the Server shall expose the type of this Reference in the ReferenceType
hierarchy. It shall provide all ReferenceTypes so that the client would be able, following the
inverse subtype of References, to come to the base References ReferenceType. It does not
mean that the Server shall expose the ReferenceTypes that the client has not used any
Reference of.

The "ReferenceTypes" Object is formally defined in Table 85.
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This standard Object is the browse entry point for DataTypes that the Server wishes to

expo

Data
direc
Obje
Addr]
Obje

The '

5e in the AddressSpace.

tly from the "DataTypes" Object to the DataType Nodes or using additional F
Cts for grouping purposes. The intent is that all DataTypes of the Serveréxposed i
bssSpace are accessible following Hierarchical References starting frointhe "DataTy
Ct. However, this is not required.

DataTypes" Object is formally defined in Table 86.

Table 86 — DataTypes definition

Type Nodes should be made available using Organizes References pointing gither

older
h the

pes

AttriQute Value

BrowgeName DataTypes

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes DataType BaseDataType Defined in 12.2

”
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Attribute Sledee

BrowseName XML Schema

References NodeClass BrowseName Comment
T Definiti SbiootT DataT S T Dofi " 6.8

8.2.10 EventTypes

This standard Object Node is the browse entry point for EventType Nodes. Figure 7 illustrates

the mgmwmwwmf in
Claugse 6. Only Organizes References are used to relate Objects and ObjectTypes \t¢ the
"EventTypes" standard Object. The "EventTypes" Object shall not reference .any pther
NodgClasses.
Object
"EventTypes"
‘ Organizes
Object BaseEventType
"AuditEventTypes" f?
— Organizes AuditEventType
X IEC
Figure 7 — Eventkypes organization
The fntention of the "EventTypes" Object is that all EventTypes of the Server are gither
directly or indirectly accessible browsing HierarchicalReferences starting from this Node| It is
required that the Server expose.al) its EventTypes, so a client can usefully subscribe to
Evenfts.
The |EventTypes" Object is formally defined in Table 87.
Table 87 — EventTypes definition
Attridute Value
BrowgeName ObjectTypes
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes ObjectType BaseEventType Defined in 6.4.2
8.3 Server Object and its containing Objects

8.3.1

General

The Server Object and its containing Objects and Variables are built in a way that the
information can be gained in several ways, suitable for different kinds of clients having
different requirements. Annex A gives an overview of the design decisions made in providing
the information in that way, and discusses the pros and cons of the different approaches.
Figure 8 gives an overview of the containing Objects and Variables of the diagnostic
information of the Server Object and where the information can be found.
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The SessionsDiagnosticsSummary Object contains one Object per session and a Variable
with an array with one entry per session. This array is of a complex DataType holding the
diagnostic information about the session. Each Object representing a session references a
complex Variable containing the information about the session using the same DataType as
the array containing information about all sessions. Such a Variable also exposes all its
information as Variables with simple DataTypes containing the same information as in the
complex DataType. Not shown in Figure 8 is the security-related information per session,
which follows the same rules.

The Server provides an array with an entry per subscription containing diagnostic information
about this subscription. Each entry of this array is also exposed as a complex Variable with

value. Eac Ject representing a session also provides sugh an
array|, but providing the subscriptions of the session.

The arrays containing information about the sessions or the subscriptions may/be) of different
length for different connections with different user credentials since not all users may s¢e all
entrigs of the array. That also implies that the length of the array may change if the uger is

Object
"ServerDiagnostics"

SessionsDiagnostics
Summary

One array entry per

SessionDiagnostics
Array
Session, also exposed
K as Variable
Session\1

per Session
ClientName

Subscription
DiagnosticsArray

Complex Variable
contains the same
information in its value
as itschildren

Redundant
Information

Subscription
DiagnosticsArray

PUBTShingRate

One P

array entry for
each Subscription
of a Session also
exposed as
Variable

PublishingRate

IEC
Figure 8 — Excerpt of diagnostic information of the Server

8.3.2 Server Object

This Object is used as the browse entry point for information about the Server. The content of
this Object is already defined by its type definition in 6.3.1. It is formally defined in Table 88.
The Server Object serves as root notifier, that is, its EventNotifier Attribute shall be set
providing Events. All Events of the Server shall be accessible subscribing to the Events of the
Server Object.


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 RLV © IEC 2020 - 85—

Table 88 — Server definition

Attribute Value
BrowseName Server
References Node BrowseName DataType TypeDefinition [ModellingRul
e
Class
HasTypeDefinition |Object ServerType Defined in 6.3.1
Type
HasProperty Variable | ServerArray Stringl] PropertyType Mandatory
Has/ r'r\lhnrhl/ \ariahlo l\lamna:‘\al‘nﬂrra\/ erinc[] Drr\:‘\nrl‘yT\JI:ﬁn l\llanrlal’nry
HasGomponent Variable | ServerStatus® B I I e
Pe pe
HasHroperty Medeble | Sepdeckeonsl B e Sl et
HasGomponent et aSe%LeFGapathes - SeweFGapalmM Mandatory
ies
HasGomponent et ServerDiagnostics | - SeweFDwtagﬂest Mandatory
& iesType
HasGomponent et VendorServerinfo - vendor- Mandatory
fich.
HasGomponent et e e Sl
a s@ppetted
redundancy®
&—Jontaining-Objects-and-Variables-of-these-Objects-andVariables-are-defined-by-their BrowseName-defifed
h-the corresnondinga TvneDefinitionNode The Nodeld-is- defined byv-the ¥omposed svymbolic name desecribed
im-the corresponding TypeDefinitionNode. The Nodeldis d d-by-the composed symbo ame descriped
H——=
b__ghall be-the VendorServerlnfo-ObjectType-orone-of-its-subtypes:
¢__dhall be the-ServerRedundancyType-orone-ofits-subtypes;
8.4 | ModellingRule Objects
8.4.1 ExposesltsArray
The [ModellingRule ExposesltsArray-is defined in IEC 62541-3. Its representation in
AddressSpace, the "ExposesltsArray? Object, is formally defined in Table 89.
Table 89 — ExposesltsArray definition
Attrigute Value
BrowgeName ExposesltsArray
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType |Defined in 6.5
HasPfoperty. Variable NamingRule Value set to "Constraint"
8.4.2 Mandatory
The ModellingRule Mandatory is defined in IEC 62541-3. Its representation in the

AddressSpace, the "Mandatory" Object, is formally defined in Table 90.

Table 90 — Mandatory definition

Attribute Value

BrowseName Mandatory

References NodeClass BrowseName Comment
HasTypeDefinition |ObjectType ModellingRuleType Defined in 6.5
HasProperty Variable NamingRule Value set to "Mandatory"
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8.4.3 Optional

The ModellingRule Optional is defined in IEC 62541-3. Its
AddressSpace, the "Optional" Object, is formally defined in Table 91.

representation in the

Table 91 — Optional definition

Attribute Value

BrowseName Optional

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType Defined in 6.5
HasPfjoperty Variable NamingRule Value set to "Optionall

8.4.4  OptionalPlaceholder
The ModellingRule OptionalPlaceholder is defined in IEC 62541-3. Its)representation in the
AddrgssSpace, the "OptionalPlaceholder" Object, is formally defined in\Fable 92.
Table 92 — OptionalPlaceholder definition
Attrifute Value
BrowgeName OptionalPlaceholder
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType Defined in 6.5
HasPfoperty Variable NamingRule Value set to "Constraipt"
8.4.5 MandatoryPlaceholder
The ModellingRule MandatoryPlaceholder is defined in IEC 62541-3. Its representation ip the

AddrgssSpace, the "MandatoryPlaceholder" Object, is formally defined in Table 93.

Table 93 — MandatoryPlaceholder definition

Attrigute Value

BrowgeName MandatoryPlaceholder

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType Defined in 6.5
HasPfjoperty Variable NamingRule Value set to "Constraipt"

9 Standard Methods

9.1 GetMonitoredltems

GetMonitoredltems is used to get information about monitored items of a subscription. Its
intended use is defined in IEC 62541-4.

Signature

GetMonitoredItems (

[in]
[out]
[out]

UInt32/[]
UInt32/[]

UInt32 subscriptionId
serverHandles
clientHandles



https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 RLV © IEC 2020 - 87 —

)

Argument

Description

subscriptionld

Identifier of the subscription.

serverHandles

Array of monitoredltemlds (serverHandles) for all Monitoredltems of the Subscription

identified by subscriptionld

clientHandles

Array of clientHandles for all Monitoredltems of the Subscription identified by

subscriptionld

Metl‘]od Result Codes (defined in Call Service)

Result Code

Description

Bad_$ubscriptionldinvalid

Defined in IEC 62541-4

Bad_WserAccessDenied

Defined in IEC 62541-4

The Method was not called in the context of the Session that 6wns the Subscripgion.

Tablg 94 specifies the AddressSpace representation for the GetMaonijtoreditems Method.

Table 94 — GetMonitoreditems Method AddressSpace definition

Attrifute Value

BrowgeName GetMonitoredltems

References NodeClass |BrowseName DataType | TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] [PropertyType Mandatory
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatory

9.2 ResendData

ResgndData is used to get the(current values of the data monitored items of a Subscription

wherk the MonitoringMode i§ set to Reporting. Its intended use is defined in IEC 62541-4

Signpture

ResendData ¢

)

[in] ATNt32 subscriptionId

Argulpent

Description

subscriptionld

Identifier of the Subscription to refresh.

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_Subscriptionldinvalid

Defined in IEC 62541-4

Bad_UserAccessDenied

Defined in IEC 62541-4

The Method was not called in the context of the Session that owns the Subscription.

Table 95 specifies the AddressSpace representation for the ResendData Method.
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Table 95 — ResendData Method AddressSpace definition

Attribute Value

BrowseName ResendData

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasProperty Variable InputArguments |Argument[] |PropertyType Mandatory
9.3 SetSubscriptionDurable

SetSpbscriptionDurable Method 1s used to set a Subscription Into a mode \Where

Moniforedltem data and event queues are stored and delivered even if an OPC UA Clien

was

discdnnected for a longer time or the OPC UA Server was restarted. Its intended upe is

defin

SignEture
S

) ;

[in]
[in]
[out]

din I[EC 62541-4.

tSubscriptionDurable (

UInt32 subscriptionId
UInt32 lifetimeInHours
UInt32 revisedLifetimeInHours

Argument

Description

subsdriptionld

Identifier of the Subscription.

lifetimleInHours

The requested lifetime in houts for the durable Subscription.

revisgdLifetimelnHours

The revised lifetime in houfsithe Server applied to the durable Subscription.

Method Result Codes (defined in Call*Service)

Result Code

Description

Bad_

bubscriptionldinvalid

Definedyin IEC 62541-4

Bad_ljhvalidState

Refined in IEC 62541-4

Fhis is returned when a Subscription already contains Monitoredltems.

Bad_

UserAccessDenied

Defined in IEC 62541-4

The Method was not called in the context of the Session that owns the Subscripgion.

Tabl¢g 96specifies the AddressSpace representation for the SetSubscriptionDurable Method.

Table-36-—CSetSubseriptionBurabie-ethod-idd 5 tefiniti

Attribute Value

BrowseName SetSubscriptionDurable

References NodeClass |BrowseName DataType |TypeDefinition ModellingRule
HasProperty Variable InputArguments [Argument[] [PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] |PropertyType Mandatory
9.4 RequestServerStateChange

The Method RequestServerStateChange allows a

Server.

Client to request a state change in the
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The Client shall provide credentials with administrative rights when invoking this Method on

the Server.

Signature

RequestServerStateChange(

ServerState state

DateTime estimatedReturnTime
UInt32 secondsTillShutdown
LocalizedText reason

Boolean restart

[1
[in
[in
[in
[in

A}

7

Argument

Description

state

The requested target state for the Server. If the new state is acceptedby the Se
the State in the ServerStatus is updated with the new value.

Fver,

estimptedReturnTime

Indicates the time at which the Server is expected to be availghle in the state
RUNNING_O. If no estimate is known, a null DateTime shall*he provided. This ti
will be available in the EstimatedReturnTime Property.

ne

This parameter shall be ignored by the Server and thie Property EstimatedReturgTime
shall be set to null if the new state is RUNNING_@-

secon(dsTillShutdown The number of seconds until a Server shutdowd./This parameter is ignored unles the
state is set to SHUTDOWN_4 or restart is skt to True.

reasop A localized text string that describes th€,reason for the state change request.

restart A flag indicating if the Server shouldhe restarted before it attempts to change irfto
the requested change. If the restarf\is True the server changes it state to
SHUTDOWN_4 before the restattif secondsTillShutdown is not 0.

Methlod Result Codes (defined in Call Service)

Result Code Description

Bad_WserAccessDenied The currenf user is not authorized to invoke the method

Bad_linvalidState The reglested state was not accepted by the server

Tablg¢ 97 specifies _the* AddressSpace representation for the RequestServerStateChange

Methpd.

Table97 — RequestServerStateChange Method AddressSpace definition

Attridute Value

BrowdeName RequestServerStateChange

References NodeClass |BrowseName DataType |TypeDefinition ModellingRule

HasProperty Variable InputArguments |Argument[] |[PropertyType Mandatory

10 Standard Views

There are no core OPC UA Views defined.
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11 Standard ReferenceTypes

11.1 References

This standard ReferenceType is defined in IEC 62541-3. Its representation in the
AddressSpace is specified in Table 98.

Table 98 — References ReferenceType

Attributes Value

Ml Raf
BrowgeNeame References

InvergeName --

Symnjetric True

IsAbs}ract True

References NodeClass BrowseName Comment
HasSubtype ReferenceType HierarchicalReferences Defined in 11.2

HasStbtype ReferenceType NonHierarchicalReferences Defined in 11.3

11.2| HierarchicalReferences

This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddrgssSpace is specified in Table 99.

Table 99 — HierarchicalReferences ReferenceType

Attridutes Value

BrowgeName HierarchicalReferences

InverdeName --

Symnjetric False

IsAbs}ract True

References NodeClass BrowseName Comment
HasSybtype ReferenceType HasChild Defined in 11.4
HasSubtype ReferenceType Organizes Defined in 11.6
HasSpbtype ReferenceType HasEventSource Defined in 11.14

11.3| NonHierarchicalReferences

This |_standard ReferenceType is defined in_ |EC 62541-3. Its representation in| the
AddressSpace is specified in Table 100.
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Table 100 — NonHierarchicalReferences ReferenceType

Attributes Value
BrowseName NonHierarchicalReferences
InverseName -
Symmetric True
IsAbstract True
References NodeClass BrowseName Comment
HasSubtype ReferenceType HasModellingRule Defined in 11.11
HasSpbtype ReferenceType HasTypeDefinition Defined in 11.12
HasSubtype ReferenceType HasEncoding Defined in 11.13
HasSubtype ReferenceType GeneratesEvent Defined in 1416
11.4 | HasChild
This | standard ReferenceType is defined in IEC 62541-3. (lis” representation in| the
AddressSpace is specified in Table 101.

Table 101 — HasChild ReferenceType
Attrigutes Value
BrowgeName HasChild
InvergeName -
Symnjetric False
IsAbsfract True
References NodeClass BrowseName Comment
HasSubtype ReferenceType Aggregates Defined in 11.5
HasSubtype ReferenceType HasSubtype Defined in 11.10
11.5| Aggregates
This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the

AddrgssSpace s specified in Table 102.

Table 102 — Aggregates ReferenceType

Attridutes Value

BrowseName Aggregates

InverseName --

Symmetric False

IsAbstract True

References NodeClass BrowseName Comment
HasSubtype ReferenceType HasComponent Defined in 11.7
HasSubtype ReferenceType HasProperty Defined in 11.9
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11.6 Organizes

This standard ReferenceType is defined in IEC 62541-3. Its representation in the
AddressSpace is specified in Table 103.

Table 103 — Organizes ReferenceType

Attributes Value

BrowseName Organizes

InverseName OrganizedBy

Symnjetric False

IsAbs}ract False

References NodeClass BrowseName Comment

11.7| HasComponent

This | standard ReferenceType is defined in IEC 62541-3. Its(~representation in| the
AddrgssSpace is specified in Table 104.

Table 104 — HasComponent ReferenceType

Attrijutes Value

BrowgeName HasComponent

InvergeName ComponentOf

Symnjetric False

IsAbs}ract False

References NodeClass BrowseName Comment
HasStbtype ReferenceType HasOrderedComponent Defined in 11.8

11.8| HasOrderedComponent

This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddressSpace is specified in Table 105.

Table 105 — HasOrderedComponent ReferenceType

AttriQutes Value

BrowgeName HasOrderedComponent

InversdeName ﬁrdnrndf‘nmpnnnnfﬁf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment

11.9 HasProperty

This standard ReferenceType is defined in IEC 62541-3. Its representation in the
AddressSpace is specified in Table 106.
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Table 106 — HasProperty ReferenceType
Attributes Value
BrowseName HasProperty
InverseName PropertyOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
11.1(1 HasSubtype
This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddressSpace is specified in Table 107.
Table 107 — HasSubtype ReferenceType
Attributes Value
BrowgeName HasSubtype
InvergeName SubtypeOf
Symnjetric False
IsAbsfract False
References NodeClass BrowseName Comment
11.11 HasModellingRule
This | standard ReferenceType is defined in I|EC 62541-3. Its representation in| the
AddrgssSpace is specified in Table 108
Table 108/~ HasModellingRule ReferenceType
Attributes Value
BrowgeName HasMadellingRule
InvergeName ModellingRuleOf
Symnjetric False
IsAbsfract False
References NodeClass BrowseName Comment
11.12 HasTypeDefinition
This standard ReferenceType is defined in IEC 62541-3. Its representation in the

AddressSpace is specified in Table 109.
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Table 109 — HasTypeDefinition ReferenceType

Attributes Value
BrowseName HasTypeDefinition
InverseName TypeDefinitionOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment

11.13 HasEncoding
This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddressSpace is specified in Table 110.
Table 110 — HasEncoding ReferenceType

Attributes Value
BrowgeName HasEncoding
InvergeName EncodingOf
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
Thic ctandard PaofaroanceTvne ic definead n IEC 825413 Itc ranracantation Nl tha
Hs-stancara—~efrerencetype—s—aeliRed—n—=662041-3—tis—representation—inl—the
\ddrbssS . ifi in Tabl o

Table 440~ HasD o Ref T

Attributes Value

Erevectlome Eoebooereten

InverseName e ededdena

Symmetric False

IsAbstract False

Feforencos tlecellooe Eeepsellome Cemmraent
11.14 HasEventSource
This standard ReferenceType is defined in IEC 62541-3. Its representation in the

AddressSpace is specified in Table 111.
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Table 111 — HasEventSource ReferenceType

AddressSpace is specified in Table 114.

Attributes Value
BrowseName HasEventSource
InverseName EventSourceOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
HasSubtype ReferenceType HasNotifier Defined in 11.15
11.1% HasNotifier
This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddressSpace is specified in Table 112.

Table 112 — HasNotifier ReferenceType

Attributes Value
BrowgeName HasNotifier
InvergeName NotifierOf
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
11.16 GeneratesEvent
This | standard ReferenceType is -defined in I|EC 62541-3. Its representation in| the
AddressSpace is specified in Table'413.

Table 113 — GeneratesEvent ReferenceType

Attributes Value
BrowgeName GeneratesEvent
InvergeName GeneratedBy
Symnjetric False
IsAbs}ract False
Refeances NodeClass BrowseName Comment
HaSSLUlypB neferericerype AIwWdyserierdlescvelil Uelilleu ill LIS
11.17 AlwaysGeneratesEvent
This standard ReferenceType is defined in IEC 62541-3. Its representation in the
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Table 114 — AlwaysGeneratesEvent ReferenceType

Attributes Value
BrowseName AlwaysGeneratesEvent
InverseName AlwaysGeneratedBy
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment

12 $tandard DataTypes

12.1| Overview

An QPC UA Server need not expose its DataTypes in its AddressSpace.¢(lndependent qf the
expogition of DataTypes, it shall support the DataTypes as described in the follqwing

subclauses.

12.2 | DataTypes defined in IEC 62541-3

IEC $2541-3 defines a set of DataTypes. Their representation.in the AddressSpace is defined

in Taple 115.
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Table 115 — IEC 62541-3 DataType definitions

BrowseName

Argument

AudioDataType

BaseDataType

Boolean

Byte

ByteString

DataTypeDefinition

DateString

DateTime

Decimal

DecimalString

Double

Duration

DurationString

EnumDefinition

Enumeration

EnumField

EnumValueType

Float

Guid

IdType

Image

ImageBMP

ImageGIF
ImageJPG
ImagePNG
Int16

Int32

Int64

Integer

Localeld

LocalizedText

NamingRuleType

NodeClass
Nodeld

NormalizedString

Number

OptionSet

QualifiedName

SByte

String

Structure

Fime
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BrowseName

StructureDefinition

StructureField

TimeString

TimeZoneDataType

Uint16

UlInt32

Uint64

Of thf DataTypes defined in Table 115 only some are the sources of References as defin

the following tables.

UITIeycl

Union

UtcTime

XmlElement

The References of the BaseDataType are defined in Table 116.

Table 116 — BaseDataType definition

led in

Attributes Value
BrowgeName BaseDataType
IsAbs}ract TRUE
References NodeClass BrowseNam'e IsAbstract
HasSubtype DataType Boolean FALSE
HasSubtype DataType ByteString FALSE
HasSpbtype DataType DateTime FALSE
HasSubtype DataType DataValue FALSE
HasStbtype DataType Diagnosticinfo FALSE
HasSubtype DataType Enumeration TRUE
HasSubtype DataType ExpandedNodeld FALSE
HasSubtype PataType Guid FALSE
HasSubtype DataType LocalizedText FALSE
HasStbtype DataType Nodeld FALSE
HasSubtype DataType Number TRUE
HasSubtype DataType QualifiedName FALSE
HasSubtype DataType String FALSE
HasSubtype DataType Structure TRUE
HasSubtype DataType XmIElement FALSE

The References of Structure are defined in Table 117.
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Table 117 — Structure definition

Attributes Value
BrowseName Structure
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Argument FALSE
HasSubtype DataType UserldentityToken TRUE
HasSubtype DataType AddNodesltem FALSE
HasSpbtype DataType AddReferencesltem FALSE
HasSubtype DataType DeleteNodesltem FALSE
HasSpbtype DataType DeleteReferencesltem FALSE
HasStbtype DataType ApplicationDescription FALSE
HasSubtype DataType BuildInfo FALSE
HasStbtype DataType RedundantServerDataType EALSE
HasSubtype DataType SamplingintervalDiagnosticsDataType FALSE
HasStbtype DataType ServerDiagnosticsSummaryDataType FALSE
HasStbtype DataType ServerStatusDataType FALSE
HasSubtype DataType SessionDiagnosticsDataType FALSE
HasSpbtype DataType SessionSecurityDiagnostiesDataType FALSE
HasSubtype DataType ServiceCounterDataType FALSE
HasStbtype DataType StatusResult FALSE
HasSubtype DataType SubscriptionDiagnosticsDataType FALSE
HasSubtype DataTypes ModelChangeStructureDataType FALSE
HasSubtype DataTypes SemanticChangeStructureDataType FALSE
HasSubtype DataType SignedSoftwareCertificate FALSE
HasStbtype DataType TimeZoneDataType FALSE
HasSubtype DataType EnumValueType FALSE
HasSpibtype DataType OptionSet TRUE
HasSpibtype DataType Union TRUE
HasSpibtype Datalype StructureField FALSE
HasSpibtype NataType DataTypeDefinition TRUE

The References of Enumeration are defined in Table 118.
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Table 118 — Enumeration definition
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Attributes Value
BrowseName Enumeration
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType IdType FALSE
HasSubtype DataType NamingRuleType FALSE
HasSubtype DataType NodeClass FALSE
HasSpbtype DataType SecurityTokenRequestType FALSE
HasSubtype DataType MessageSecurityMode FALSE
HasSpbtype DataType RedundancySupport FALSE
HasStbtype DataType ServerState FALSE
The References of ByteString are defined in Table 119.
Table 119 — ByteString definition
Attributes Value
BrowgeName ByteString
IsAbs}ract FRUE FALSE
References NodeClass BrowseName IsAbstract
HasStbtype DataType Image TRUE
HasSpibtype DataType AudioDataType FALSE
The References of Number are defined in Table 120.
Table 120 — Number definition
Attributes Value
BrowgeName Number
IsAbs}ract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Integer TRUE
HasSybtype DataType Ulnteger TRUE
HasSubfype DataType Douhle EAI SF
HasSubtype DataType Float FALSE
HasSubtype DataType Decimal FALSE

The References of Double are defined in Table 121.
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Table 121 — Double definition

Attributes Value
BrowseName Double
IsAbstract FALSE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Duration FALSE
The References of Infpgnr are defined in Table 122

Table 122 — Integer definition

Attributes Value
BrowgeName Integer
IsAbs}ract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType SByte FALSE
HasStbtype DataType Int16 FALSE
HasSubtype DataType Int32 FALSE
HasStbtype DataType Int64 FALSE
The References of DateTime are defined in Table 123.

Table 123 — DateTime definition

Attributes Value
BrowgeName DateTime
IsAbs}ract FALSE
References NodeClass BrowseName IsAbstract
HasStbtype DataType UtcTime FALSE
The References ot String are defined in Table 124.

Table 124 — String definition

Attributes Value
BrowseName String
IsAbstract FALSE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Localeld FALSE
HasSubtype DataType NumericRange FALSE
HasSubtype DataType NormalizedString FALSE
HasSubtype DataType DecimalString FALSE
HasSubtype DataType DurationString FALSE
HasSubtype DataType TimeString FALSE
HasSubtype DataType DateString FALSE
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Table 125 — Ulnteger definition
Attributes Value
BrowseName Ulnteger
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Byte FALSE
HasSgbtype DataType omtTe FALCSE
HasSpbtype DataType Uint32 FALSE
HasSubtype DataType UInt64 FALSE
The References of Image are defined in Table 126.
Table 126 — Image definition
Attrijutes Value
BrowgeName Image
IsAbsfract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType ImageBMP FALSE
HasSubtype DataType tmageGIF FALSE
HasStbtype DataType ImagedJPG FALSE
HasSubtype DataType ImagePNG FALSE
The References of UInt64 are defined in Table 127.
Table 127 — UInt64 definition
Attrigutes Value
BrowgeName Uint64
IsAbsfract FALSE
References NodeClass BrowseName IsAbstract
HasSubtype DataType BitFieldMaskDataType FALSE
The References of DataTypeDefinition are defined in Table 128.
Table 128 — DataTypeDefinition definition
Attributes Value
BrowseName DataTypeDefinition
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType StructureDefinition FALSE
HasSubtype DataType EnumDefinition FALSE
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The References of EnumValueType are defined in Table 129.

Table 129 — EnumValueType definition

Attributes Value

BrowseName EnumValueType

IsAbstract FALSE

References NodeClass BrowseName IsAbstract
HasSubtype DataType EnumField FALSE

12.3| DataTypes defined in IEC 62541-4

IEC $2541-4 defines a set of DataTypes. Their representation in the AddressSpace is defined
in Tajple 130.

Table 130 — IEC 62541-4 DataType definitions

BrowseName

AnonymousldentityToken

DataValue

Diagnosticlnfo

ExpandedNodeld

SignedSoftwareCertificate

UserldentityToken

UserNameldentityToken
X509IdentityToken
WssldentityToken

SecurityTokenRequestType
AddNodesltem

AddReferencesltem

DeleteNodesltem

DeleteReferencesltem

NumericRange

MessageSecurityMode

ApplicationDescription

The SecurityTokenRequestType is an enumeration that is defined as the type of the
requestType parameter of the OpenSecureChannel Service in IEC 62541-4.

The AddNodesltem is a structure that is defined as the type of the nodesToAdd parameter of
the AddNodes Service in IEC 62541-4.

The AddReferencesltem is a structure that is defined as the type of the referencesToAdd
parameter of the AddReferences Service in IEC 62541-4.

The DeleteNodesltem is a structure that is defined as the type of the nodesToDelete
parameter of the DeleteNodes Service in IEC 62541-4.
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The DeleteReferencesltem is a structure that is defined as the type of the referencesToDelete
parameter of the DeleteReferences Service in IEC 62541-4.

The References of UserldentityToken are defined in Table 131.

Table 131 — UserldentityToken definition

Attributes Value
BrowseName UserldentityToken
IsAbstract TRUE
Referlences NodeClass BrowseName IsAbstract
HasSubtype DataType UserNameldentityToken FALSE
HasStbtype DataType X509IdentityToken FALSE
HasStbtype DataType WssldentityToken FALSE
HasSubtype DataType AnonymousldentityToken FALSE

12.4| BuildInfo

This | structure contains elements that describe the build<information of the Server.

elempnts are defined in Table 132.

Table 132 — Buildinfo<structure

Its

Name Type Description

Buildlpfo structure Information that describes the build of the software.

progluctUri String URI that identifies the software

manufacturerName String Nang, of the software manufacturer.

progluctName String Name of the software.

softiwvareVersion String Software version

buildNumber String Build number

builpDate UtcTime Date and time of the build.

Its representationtin.the AddressSpace is defined in Table 133.

Table 133 — BuildInfo definition

Attributes

Value

BrowseNammme

Buitdinfo

12.5 RedundancySupport

This DataType is an enumeration that defines the redundancy support of the Server. lts
values are defined in Table 134.
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Table 134 — RedundancySupport values

Value Description
NONE_O None means that there is no redundancy support.
COLD_1 Cold means that the server supports cold redundancy as defined in IEC 62541-4.
WARM_2 Warm means that the server supports warm redundancy as defined in IEC 62541-4.
HOT_3 Hot means that the server supports hot redundancy as defined in IEC 62541-4.

TRANSPARENT_4

Transparent means that the server supports transparent redundancy as defined in
IEC 62541-4.

LU _ O

HOT |

AIND__IVITININUTN
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defined in IEC 62541-4.

See

Its representation in the AddressSpace is defined in Table 135.

EC 62541-4 for a more detailed description of the different values.

Table 135 — RedundancySupport definition

Attributes

Value

BrowgeName

RedundancySupport

12.6| ServerState

This
defined in Table 136.

DataType is an enumeration that defines thie“execution state of the Server. Its value

Table 136,— ServerState values

Value Description
RUNNING_0 The Serveris running normally. This is the usual state for a Server.
FAILHD_1 A vendor-specific fatal error has occurred within the Server. The Server is no Ipnger

functioning. The recovery procedure from this situation is vendor-specific. Mogt
Service requests should be expected to fail.

NO_QJONFIGURATION_2

The Server is running but has no configuration information loaded and therefo
does not transfer data.

[]

SUSHENDED_3

The Server has been temporarily suspended by some vendor-specific method gnd

is not receiving or sending data.

SHUTIDOWN<Y4 The Server-has-shut-down initiated a shutdown or is in the process of shutting
down.-Depending-on-the implementationthis-might er-might-not bevisible to
Chients- This ServerState is intended as an indication to Clients connected to the
o 4 =1 1 = H + £ o o baf Ll o lat o
Serrerto-orderidisconnectfromthe-Serrerbeforethe-Serrercompletesthe
shutdown.

TEST_5 The Serveris in Test Mode. The outputs are disconnected from the real hardware,

but the Server will otherwise behave normally. Inputs may be real or may be
simulated depending on the vendor implementation. StatusCode will generally be
returned normally.

COMMUNICATION_FAULT_6

The Server is running properly, but is having difficulty accessing data from its data
sources. This may be due to communication problems or some other problem
preventing the underlying device, control system, etc. from returning valid data. It
may be a complete failure, meaning that no data is available, or a partial failure,
meaning that some data is still available. It is expected that items affected by the
fault will individually return with a BAD FAILURE status code indication for the
items.

UNKNOWN_7

This state is used only to indicate that the OPC UA Server does not know the state
of underlying-servers system.

S are



https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

- 106 — IEC 62541-5:2020 RLV © IEC 2020

Its representation in the AddressSpace is defined in Table 137.

Table 137 — ServerState definition

Attributes

Value

BrowseName

ServerState

12.7 RedundantServerDataType

Table 138 — RedundantServerDataType Structure

Nam¢ Type Description
RedundantServerDataType structure
seryerld String The Id of the server (not the URI),
seryiceLevel Byte The service level of the server:
seryerState ServerState The current state of the sefver.

Its representation in the AddressSpace is defined in Table 139.

Table 139 — RedundantServerDataType definition

Attributes

Value

BrowgeName

RedundantServerDataType

12.8| SamplingintervalDiagnosticsDataType

This [structure contains diagnostic information about the sampling rates currently used by the

Servér. Its elements are defineéd in Table 140.

Table.140 — SamplingintervalDiagnosticsDataType Structure

Name

Type

Description

SamplingintervalDiagnosticsDataType structure

sanjplinginterval Duration The sampling interval in milliseconds.

sanmpledMonitoreditemsCount Uint32 The number of Monitoredltems being sampled at this sample
ot

maxSampledMonitoredltemsCount UInt32 The maximum number of Monitoredltems being sampled at

this sample rate at the same time since the server was started
(restarted).

disabledMonitoredltemsSamplingCount {UInt32

The number of Monitoredltems at this sample rate whose
sampling currently disabled.

Its representation in the AddressSpace is defined in Table 141.
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Table 141 — SamplingintervalDiagnosticsDataType definition

Attributes

Value

BrowseName

SamplingintervalDiagnosticsDataType

12.9 ServerDiagnosticsSummaryDataType

This structure contains diagnostic summary information for the Server. Its elements are

defin

ed in Table 142.

Table 142 — ServerDiagnosticsSummaryDataType Structure

Name Type Description
ServerDiagnosticsSummaryDataType |structure

seryerViewCount Uint32 The number of server-created views in the'sefver.

curfentSessionCount UInt32 The number of client sessions currently ‘established in the
server.

cunjulatedSessionCount Uint32 The cumulative number of client sessions that have been
established in the server since‘the server was started (or
restarted). This includes the ¢urrentSessionCount.

seclrityRejectedSessionCount UInt32 The number of client session establishment requests
(ActivateSession and“CreateSession) that were rejected due to
security constraiits since the server was started (or restartpd).

rejelctedSessionCount UInt32 The number/Of elient session establishment requests
(ActivateSession and CreateSession) that were rejected sirjce
the server was started (or restarted). This number includes|the
securityRejectedSessionCount.

sespionTimeoutCount UInt32 The number of client sessions that were closed due to timeput
since the server was started (or restarted).

sespionAbortCount UInt32 The number of client sessions that were closed due to errofs
since the server was started (or restarted).

pubjishinglntervalCount UInt32 The number of publishing intervals currently supported in the
server.

curlentSubscriptionCount UInt32 The number of subscriptions currently established in the sefrver.

cunjulatedSubscriptionCount Uint32 The cumulative number of subscriptions that have been
established in the server since the server was started (or
restarted). This includes the currentSubscriptionCount.

seclrityRejectedRequestsCount UInt32 The number of requests that were rejected due to security
constraints since the server was started (or restarted). The
requests include all Services defined in IEC 62541-4, also
requests to create sessions.

rejelctedRequestsCount UInt32 The number of requests that were rejected since the servell was
started (or restarted). The requests include all Services defined
inlEC R’)RA1.A, also FD(‘:IIQQfQ to create sessions. This number
includes the securityRejectedRequestsCount.

Its representation in the AddressSpace is defined in Table 143.

Table 143 — ServerDiagnosticsSummaryDataType definition

Attributes

Value

BrowseName

ServerDiagnosticsSummaryDataType
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This structure contains elements that describe the status of the Server. Its composition is

defined in Table 144.

Table 144 — ServerStatusDataType Structure

The value is only relevant once the state gharnges into
SHUTDOWN_4.

After the Server shutdown is initated,)the state changes to
SHUTDOWN_4 and the actual shitdown should be delayed for
configurable time if Clients are(connected to the Server to allo
these Clients an orderly disgonnéct.

Name Type Description
ServerStatusDataType structure

startTime UtcTime Time (UTC) the Server was started. This is constant for the Server
instance and is not reset
instance of a Server should keep the time when the process stdrted.

currlentTime UtcTime The current time (UTC) as known by the Server.

statl—z ServerState The current state of the Server. Its values are defined'in 12.6.

builginfo BuildInfo

secpndsTillShutdown UInt32 Approximate number of seconds until the Setver will be shut dgwn.

shu

downReason

LocalizedText

An optional localized texi-indicating the reason for the shutdow
The value is only relevantionce the state changes into
SHUTDOWN_4.

Its representation in the AddressSpace is defined'in Table 145.

Table 145 — ServerStatusDataType definition

Attributes

Value

BrowgeName

ServerStatusDataType

12.11

This

in T4
numl
numl

so th

SessionDiagnosticsDataType

structure contains/diagnostic information about client sessions. Its elements are defined
ble 146. Most of the values represented in this structure provide information aboy
er of calls~of a Service, the number of currently used Monitoredltems, etc. T|
ers needynot provide the exact value; they need only provide the approximate nur
ht the<Server is not burdened with providing the exact numbers.

t the
hose
nber,
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Table 146 — SessionDiagnosticsDataType Structure

Name Type Description
SessionDiagnosticsDataType structure

sessionld Nodeld Server-assigned identifier of the session.

sessionName String The name of the session provided in the CreateSession
request.

clientDescription Application The description provided by the client in the

o CreateSession request.
Description

seryert Strng Theserverbrrequestinthe-CreateSession—reauest

endpointUrl String The endpointUrl passed by the client to the
CreateSession request.

locglelds Localeld[] Array of Localelds specified by the client'in)the open
session call.

actyalSessionTimeout Duration The requested session timeout specified by the cliept in
the open session call.

ma)fResponseMessageSize UInt32 The maximum size for the response message sent fo the
client.

clieptConnectionTime UtcTime The server timestamp when the client opens the segsion.

clieptLastContactTime UtcTime The server timestamp of the last request of the clienft in
the context of¢hevsession.

curfentSubscriptionsCount UInt32 The number of subscriptions currently used by the
sessiop:

curfentMonitoredltemsCount UInt32 The himber of Monitoreditems currently used by the
session

curfentPublishRequestsinQueue Uint32 The number of publish requests currently in the queue for
the session.

PublichTi Expirati 3 T : — —

B
) or_ T 0if
to be sent or publish requests queued.

5’2%
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Name Type Description
ServiceCounter |Counter of all Services, identifying the number of
totalRequestCount DataType received requests of any Services on the session.
UInt32 Counter of all Services, identifying the number of Service

unauthorizedRequestCount

requests that were rejected due to authorization failure

readCount

ServiceCounter
DataType

Counter of the Read Service, identifying the number of
received requests of this Service on the session.

historyReadCount

ServiceCounter

Counter of the HistoryRead Service, identifying the

DataType number of received requests of this Service on the
session.
writeSetht ServieeCotrter—Courterofthe-Write-Serrfee—tdentifyirgtherumber of
DataType received requests of this Service on the session,

histpryUpdateCount

ServiceCounter
DataType

Counter of the HistoryUpdate Service, identifying th
number of received requests of this Serviee on the
session.

()

callCount

ServiceCounter
DataType

Counter of the Call Service, identifying-the number pf
received requests of this Service{on.the session.

createMonitoredltemsCount

ServiceCounter
DataType

Counter of the CreateMonitoredltems Service, identjfying
the number of received reduests of this Service on the
session.

modifyMonitoredltemsCount

ServiceCounter
DataType

Counter of the ModifyMonitoredltems Service, identjfying
the number of received requests of this Service on tfhe
session.

setMonitoringModeCount

ServiceCounter
DataType

Counter of the)SetMonitoringMode Service, identifying
the numbef of received requests of this Service on tfhe
session,

—

setTriggeringCount

ServiceCounter
DataType

Ceunter of the SetTriggering Service, identifying the
number of received requests of this Service on the
session.

delg¢teMonitoreditemsCount

ServiceCounter
DataType

Counter of the DeleteMonitoreditems Service, ident|fying
the number of received requests of this Service on the
session.

createSubscriptionCount

ServiceCounter
DataType

Counter of the CreateSubscription Service, identifyihg
the number of received requests of this Service on the
session.

modifySubscriptionCount

ServiceCounter
DataType

Counter of the ModifySubscription Service, identifyipg
the number of received requests of this Service on the
session.

setRublishingModeCount

ServiceCounter
DataType

Counter of the SetPublishingMode Service, identifying
the number of received requests of this Service on the
session.

pubjishCount

ServiceCounter
DataType

Counter of the Publish Service, identifying the number of
received requests of this Service on the session.

repyiblishCount

ServiceCounter
DataType

Counter of the Republish Service, identifying the number
of received requests of this Service on the session.

e L .
trar STETSUUSTTTPOTS COUTTt

o : o "
OCTTVILTUUUTIITT

DataType

Counterof-the TlallofclSu‘uou;pﬁulla Service;dent fylng
the number of received requests of this Service on the
session.

deleteSubscriptionsCount

ServiceCounter
DataType

Counter of the DeleteSubscriptions Service, identifying
the number of received requests of this Service on the
session.

addNodesCount ServiceCounter [Counter of the AddNodes Service, identifying the number
DataType of received requests of this Service on the session.
addReferencesCount ServiceCounter |Counter of the AddReferences Service, identifying the

DataType

number of received requests of this Service on the
session.

deleteNodesCount

ServiceCounter
DataType

Counter of the DeleteNodes Service, identifying the
number of received requests of this Service on the
session.
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deleteReferencesCount ServiceCounter |Counter of the DeleteReferences Service, identifying the
DataType number of received requests of this Service on the

session.

browseCount ServiceCounter |[Counter of the Browse Service, identifying the number of
DataType received requests of this Service on the session.
browseNextCount ServiceCounter |Counter of the BrowseNext Service, identifying the

DataType

number of received requests of this Service on the
session.

translateBrowsePathsToNodeldsCount

ServiceCounter
DataType

Counter of the TranslateBrowsePathsToNodelds Service,
identifying the number of received requests of this

Service on the session.

queryFirstCount

ServiceCounter
DataType

Counter of the QueryFirst Service, identifying the, nymber

of received requests of this Service on the session.

quefyNextCount

ServiceCounter
DataType

Counter of the QueryNext Service, identifying the nyimber
of received requests of this Service oh thé session.

registerNodesCount

ServiceCounter
DataType

Counter of the RegisterNodes Setvice, identifying th
number of received requests of this Service on the
session.

)

unre¢gisterNodesCount

ServiceCounter
DataType

Counter of the UnregisterNodesService, identifying fhe
number of received requests of this Service on the

session.

Its representation in the AddressSpace is defined in Table 147.

Table 147 — SessionDiagnosticsDataType definition

Attributes

Value

BrowgeName

SessionDiagnosticsDataType

12.12 SessionSecurityDiagnostiesDataType

This

structure contains security-related diagnostic information about client sessiong.

Its

elemgnts are defined in Table' 148. Because this information is security-related, it shoulg-not

shall

only be-made accessible-toallusers—buteonly-te by authorised users.
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Table 148 — SessionSecurityDiagnosticsDataType Structure

2020

Name

Type

Description

SessionSecurityDiagnosticsDataType

structure

sessionld

Nodeld

Server-assigned identifier of the session.

clientUserldOfSession

String

Name of authenticated user when creating the

session.

clientUserldHistory

String[]

Array containing the name of the authenticate
user currently active (either from creating the
session or from calling the ActivateSession

Service) and the history of those names. Eac

d

time

the active user changes, an entry shall be ma
the end of the array. The active user is alway
the end of the array. Servers may restrict\the
of this array, but shall support at least a size

How the name of the authenticated user can
obtained from the system via the-information

received as part of the session'éstablishment|i

defined in 6.4.3.

He at
at

Size
f 2.

e

aut

enticationMechanism

String

Type of authentication

- ; cOrrently used by the sessig
The String shall ey6ne of the lexical names g
Userldentity Token Type Enum.

enc

bding

String

Which eneoding is used on the wire;ferexam|
The Strifig shall be "XML", "JSON" or "UA Bin|

tran

sportProtocol

String

i . =
or HTTP.

Which transport protocol is used. The String {
be the scheme from the URL used to establis

session. For example, "opc.tcp", "opc.wss" or|
"https".

The formal protocol URL scheme strings are
defined in IEC 62541-6.

sec

LrityMode

MessageSecurityMode

The message security mode used for the sesg

ion.

se

[¢]

LirityPolicyUri

String

The name of the security policy used for the
session.

clie

htCertificate

ByteString

The application instance certificate provided H
client in the CreateSession request.

y the

Its representationtin;the AddressSpace is defined in Table 149.

Table 149 — SessionSecurityDiagnosticsDataType definition

Attributes

Value

Brows

A
TINaIme

o ; o TN " [~
STSSomTSeTurityoragnosticSoata rype

12.13 ServiceCounterDataType

This structure contains diagnostic information about subscriptions. Its elements are defined in
Table 150.
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Table 150 — ServiceCounterDataType Structure

Name Type Description
ServiceCounterDataType structure
totalCount UInt32 The number of Service requests that have been received.
errorCount UInt32 The total number of Service requests that were rejected.

Its representation in the AddressSpace is defined in Table 151.

Table 151 — ServiceCounterDataType definition

Attributes

Value

BrowgeName

ServiceCounterDataType

12.14 StatusResult

This [structure combines a StatusCode and diagnostic information-and can, for exampl
used|by Methods to return several StatusCodes and the corresponding diagnostic inform
that pre not handled in the Call Service parameters. The<elements of this DataTyps
defined in Table 152. Whether the diagnosticinfo is returfed depends on the setting g

Service calls.

Table 152 — StatusResult Structure

b, be
ation
b are
f the

Name Type Description
StatugResult structure
statusCode StatusCode The StatusCode.

diagnosticlnfo

Diagnostielnfo

The diagnostic information for the statusCode.

Its representation in the AddressSpace is defined in Table 153.

Table 153 — Statu

sResult definition

Attributes

Value

BrowgeName

StatusResult

12.1% SubscriptionDiagnosticsDataType

This structure contains diagnostic information about subscriptions. Its elements are defined in

Table 154.
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Table 154 — SubscriptionDiagnosticsDataType structure

Name Type Description

SubscriptionDiagnosticsDataType structure

sessionld Nodeld Server-assigned identifier of the session the subscription belongs
to.

subscriptionld Uint32 Server-assigned identifier of the subscription.

priority Byte The priority the client assigned to the subscription.

publishinglnterval Duration |The publishing interval of the subscription in milliseconds

maxKeepAliveCount UInt32 The maximum keep-alive count of the subscription.

ma Lil’b‘lilllb‘buulll Uilll\)é Tilﬁ IIId)\iIIIUIII iil’ﬁlilllﬁ COUTIU UI' liIU bUIUbbli[Jl.iUII.

maxNotificationsPerPublish UInt32 The maximum number of notifications per publish response:

pubjishingEnabled Boolean |Whether publishing is enabled for the subscription.

modifyCount UInt32 The number of ModifySubscription requests received.for the
subscription.

enapleCount Uint32 The number of times the subscription has been ehabled.

disgbleCount Uint32 The number of times the subscription has.béén disabled.

repyiblishRequestCount UInt32 The number of Republish Service requests that have been recgived

and processed for the subscription!

repliblishMessageRequestCount  |UInt32 The total number of messages,that-have been requested to be
republished for the subscription.

Note that due to the design&f the Republish Service, this numper is
always equal to the republishRequestCount.

repliblishMessageCount UInt32 The number of messages that have been successfully republished
for the subscription:

transferRequestCount Uint32 The total number’of TransferSubscriptions Service requests that
have been reeeived for the subscription.

transferredToAltClientCount UInt32 The number. of times the subscription has been transferred to gn
alternateZelient.

tranisferredToSameClientCount Uint32 The number of times the subscription has been transferred to gn
alternate session for the same client.

pubjishRequestCount UInt32 The number of Publish Service requests that have been received
and processed for the subscription.

dat@ChangeNotificationsCount Ulnt32 The number of data change Notifications sent by the subscriptfon.

eveptNotificationsCount Uint32 The number of Event Notifications sent by the subscription.

notificationsCount UInt32 The total number of Notifications sent by the subscription.

latePublishRequestCount UlInt32 The number of times the subscription has entered the LATE State,

i.e. the number of times the publish timer expires and there arg
unsent notifications.

curfentKeepAliveCount Uint32 The number of times the subscription has entered the KEEPAYIVE
State.

curentLifetimeCount Uint32 The current lifetime count of the subscription.

unacknowledgedMessageCount UInt32 The number of unacknowledged messages saved in the republish
queue.

disdardedMessageCount IUnt32 The number of messages that were discarded befare fhny were

acknowledged.

monitoredltemCount Uint32 The total number of monitored items of the subscription, including
the disabled monitored items.

disabledMonitoreditemCount UInt32 The number of disabled monitored items of the subscription.

monitoringQueueOverflowCount UInt32 The number of times a monitored item dropped notifications
because of a queue overflow.

nextSequenceNumber Uint32 Sequence number for the next notification message.

eventQueueOverFlowCount UInt32 The number of times a monitored item in the subscription has

generated an Event of type EventQueueOverflowEventType.

Its representation in the AddressSpace is defined in Table 155.
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Table 155 — SubscriptionDiagnosticsDataType definition

Attributes Value

BrowseName SubscriptionDiagnosticsDataType

12.16 ModelChangeStructureDataType

This structure contains elements that describe changes of the model. Its composition is
defined in Table 156.

Table 156 — ModelChangeStructureDataType structure

Name Type Description
Mode|ChangeStructure [structure
DataTlype
affelcted Nodeld Nodeld of the Node that was changed. The client should,;assume that the
affected Node has been created or deleted, had a Reference added or deleted,
or the DataType has changed as described by the/verb.
affectedType Nodeld If the affected Node was an Object or Variable-affectedType contains the
Nodeld of the TypeDefinitionNode of the affected Node. Otherwise it is set jo
null.
ver| Byte Describes the changes happening to the affected Node.

The verb is an 8-bit unsigned integer used as bit mask with the structure dgfined
in the following table:

Field Bit Description

NodeAdded 0 Indicates the affected Node has been added
NodeDeleted 1 Indicates the affected Node has been deletef.
ReferenceAdded 2 Indicates a Reference has been added. The

affected Node may be either a SourceNode ¢r
TargetNode. Note that an added bidirectiondl

Reference is reflected by two-ChangeStrustyres
changes.

ReferenceDeleted 3 Indicates a Reference has been deleted. Thg
affected Node may be either a SourceNode ¢r
TargetNode. Note that a deleted bidirectiond

Reference is reflected by two-ChangeStructyres
changes.

DataTypeChanged | 4 This verb may be used only for affected Nodes
that are Variables or VariableTypes. It indicdtes
that the DataType Attribute has changed.

©

Reserved 5:7 Reserved for future use. Shall always be zef

A verb may identify several changes on the affected Node at once. This feature
should be used if event compression is used (see IEC 62541-3 for details).

Note that all verbs shall always be considered in the context where the
ModelChangeStructureDataType is used. A NodeDeleted may indicate that a
Node was removed from a view but still exists in other Views.

Its representation in the AddressSpace is defined in Table 157.
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Table 157 — ModelChangeStructureDataType definition

2020

Attributes Value

BrowseName ModelChangeStructureDataType

12.17 SemanticChangeStructureDataType

This structure contains elements that describe a change of the model. Its composition is

defin

ed in Table 158.

Table 158 — SemanticChangeStructureDataType structure

Name Type Description
SemapticChangeStructureDataType |structure
affeccted Nodeld |[Nodeld of the Node that owns the Property that‘has changed.
affectedType Nodeld |If the affected Node was an Object or Variable, affectedType conjtains

the Nodeld of the TypeDefinitionNode of the affected Node. Othg
it is set to null.

rwise

Its representation in the AddressSpace is defined in Table 159:

Table 159 — SemanticChangeStructureDataType definition

Attributes Value

Brows

eName SemanticChangeStructureDataType

12.18 BitFieldMaskDataType

This
indiv

The
and
retur
have
bits
other
Optid

simple DataType is a subtype‘of UInt64 and represents a bit mask up to 32 bits
dual bits can be written without modifying the other bits.

first 32 bits (least significant bits) of the BitFieldMaskDataType represent the bit

he second 32 bits.fepresent the validity of the bits in the bit mask. When the S
ns the value to_the client, the validity provides information of which bits in the bit

a meaning. Wheén the client passes the value to the Server, the validity defines
thould be written. Only those bits defined in validity are changed in the bit mas
s stay the" same. The BitFieldMaskDataType can be used as DataType in
nSetType VariableType

here

mask
erver
mask
vhich
K, all
the

Its rqpresentation in the AddressSpace is defined in Table 160.

Table 160 — BitFieldMaskDataType definition

Attributes Value

BrowseName BitFieldMaskDataType

12.19 NetworkGroupDataType

This structure contains information on different network paths for one Server. Its composition
is defined in Table 161.
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Table 161 — NetworkGroupDataType Structure

Name Type Description
NetworkGroupDataType structure
serverUri String URI of the Server represented by the network group.
networkPaths EndpointUriListDataType[] |Array of different network paths to the server, for example

provided by different network cards in a Server node. Each
network path can have several Endpoints representing
different protocol options for the same path.

Its relpresentation in the AddressSpace is defined in Table 162.

Table 162 — NetworkGroupDataType definition

Attributes

Value

BrowgeName

NetworkGroupDataType

12.20 EndpointUriListDataType

This [structure represents a list of URLs of an Endpoint.Slts composition is defingd in

Tablg 163.
Table 163 — EndpointUriListDataType Structure
Name Type Description
EndpgintUriListDataType structure
endpointUriList String[] List of URLs of an Endpoint.

Its rejpresentation in the AddressSpace is defined in Table 164.

Table(164 — EndpointUriListDataType definition

Attributes

Value

BrowgeName

EndpointUrlListDataType

12.21 KeyValuePair

This |D&taType is used to provide a key value pair. The KeyValuePair is formally defined in

Table 165
Table 165 — KeyValuePair structure
Name Type Description
KeyValuePair structure

key

QualifiedName

The key of the value.

value

BaseDataType

The value associated with the key.
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This structure describes an Endpoint. The EndpointType is formally defined in Table 166.

Table 166 — EndpointType structure

Name

Type

Description

EndpointType

structure

endpointUrl

String

The URL for the Endpoint.

securityMode

MessageSecurityMode

The type of message security.

The type MessageSecurityMode type is defined in IEC 62541-4.

secprityPolicyUri

String

The URI of the SecurityPolicy.

tranjsportProfileUri

String

The URI of the Transport Profile.
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Annex A
(informative)

Design decisions when modelling the server information

A.1 Overview

Annex A describes the design decisions of modelling the information provided by each OPC
UA Server, exposing its capabilities, diagnostic information, and other data needed to work

W|th he-Saorvar-such as tha NamaoconacagArray
HO—- 6O SHE St aHeSPace oy~

Annex A gives an example of what should be considered when modelling data_using the
Addrgss Space Model. General considerations for using the Address Space Maedel cgn be
found in IEC 62541-3.

Anngx A is for information only, that is, each Server vendor can model its data ip the
appropriate way that fits its needs.

The {ollowing clauses describe the design decisions made while modelling the Server Opject.
Gengral DataTypes, VariableTypes and ObjectTypes such as\the EventTypes describgd in
this document are not taken into account.

A.2 | ServerType and Server Object

The first decision is to decide at what level types are needed. Typically, each Servef will
provide one Server Object with a well-knownsNodeld. The Nodelds of the containing Modes
are also well-known because their symbelic name is specified in this document and the
Nodgld is based on the symbolic name_in IEC 62541-6. Nevertheless, aggregating Sefvers
may want to expose the Server Objectsiof the OPC UA Servers they are aggregating in|their
AddressSpace. Therefore, it is very helpful to have a type definition for the Server Object| The
Server Object is an Object, because it groups a set of Variables and Objects contdining
information about the Server. FThe ServerType is a complex ObjectType, because the pasic
strucfure of the Server Object should be well-defined. However, the Server Object cgn be
extended by adding Variables’and Objects in an appropriate structure of the Server Objgct or
its cqntaining Objects.

A.3 | Typed complex Objects beneath the Server Object

Objefts beneath the Server Object used to group information, such as Server capabilities or
diagnostics, are also typed because an aggregating Server may want to provide only part of
the Jerverinformation, such as diagnostics information, in its AddressSpace. Clients are| able

to progkam against-these-structures-if-thevare-tvned -because-thev-have-itstvpne -definitioh
J J J J ’ J PAL -

A.4 Properties versus DataVariables

Since the general description in IEC 62541-3 about the semantic difference between
Properties and DataVariables are not applicable for the information provided about the Server
the rules described in IEC 62541-3 are used.

If simple data structures should be provided, Properties are used. Examples of Properties are
the NamespaceArray of the Server Object and the MinSupportedSampleRate of the
ServerCapabilities Object.
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If complex data structures are used, DataVariables are used. Examples of DataVariables are
the ServerStatus of the Server Object and the ServerDiagnosticsSummary of the
ServerDiagnostics Object.

A.5 Complex Variables using complex DataTypes

DataVariables providing complex data structures expose their information as complex
DataTypes, as well as components in the AddressSpace. This allows access to simple values
as well as access to the whole information at once in a transactional context.

For example, the ServerStatus Variable of the Server Object is modelled as a complex
Datalariable having the ServerStatusDataType providing all information about the “Server
status. But it also exposes the CurrentTime as a simple DataVariable, because acliéentl may
want|to read only the current time of the Server, and is not interested in the build information,
etc.

A.6 | Complex Variables having an array

A spegcial case of providing complex data structures is an array (of Complex data structures.
The PubscriptionDiagnosticsArrayType is an example of how thisjis modelled. It is an array of
a complex data structure, providing information of a subscription. Because a Server typjcally
has peveral subscriptions, it is an array. Some clients .-may want to read the diagrfostic
informwtion about all subscriptions at once; therefore it/is modelled as an array in a Varjable.
On the other hand, a client may be interested in only{aysingle entry of the complex strugture,
such| as the PublishRequestCount. Therefore, each” entry of the array is also exposed
individually as a complex DataVariable, having each entry exposed as simple data.

Note|that it is never necessary to expose.the individual entries of an array to access [them
sepaflately. The Services already allow accessing individual entries of an array of a Varpable.
Howgver, if the entries should also be @sed for other purposes in the AddressSpace, su¢h as
havirl|g References or additional Properties or exposing their complex structure {sing
Datalariables, it is useful to expose-them individually.

A.7 | Redundant information

Providing redundant (information should generally be avoided. But to fulfil the needs of
diffenent clients, it may be helpful.

Using complexDataVariables automatically leads to providing redundant information, bedause
the ipformation is directly provided in the complex DataType of the Value Attribute of the
complex (Variable, and also exposed individually in the components of the complex Variafle.

The diagnostics information about subscripiions is provided in two ditfereni locafions. One
location is the SubscriptionDiagnosticsArray of the ServerDiagnostics Object, providing the
information for all subscriptions of the Server. The second Ilocation is the
SubscriptionDiagnosticsArray of each individual SessionDiagnosticsObject Object, providing
only the subscriptions of the session. This is useful because some clients may be interested
in only the subscriptions grouped by sessions, whereas other clients may want to access the
diagnostics information of all sessions at once.

The  SessionDiagnosticsArray and the  SessionSecurityDiagnosticsArray  of  the
SessionsDiagnosticsSummary Object do not expose their individual entries, although they
represent an array of complex data structures. But the information of the entries can also be
accessed individually as components of the SessionDiagnostics Objects provided for each
session by the SessionsDiagnosticsSummary Object. A client can either access the arrays (or
parts of the arrays) directly or browse to the SessionDiagnostics Objects to get the
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information of the individual entries. Thus, the information provided is redundant, but the
Variables containing the arrays do not expose their individual entries.

A.8

Usage of the BaseDataVariableType

All DataVariables used to expose complex data structures of complex DataVariables have the
BaseDataVariable Type as type definition if they are not complex by themselves. The reason
for this approach is that the complex DataVariables already define the semantic of the
containing DataVariables and this semantic is not used in another context. It is not expected
that they are subtyped, because they should reflect the data structure of the DataType of the

comgtex DataVariatte:

A.9

Subt
Beca
Serv

Subt

Subtyping

ping is used for modelling information about the redundancy suppért-of the Se
use the provided information shall differ depending on the supported_redundancy ¢
pr, subtypes of the ServerRedundancyType will be used for this purpose.

ping is also used as an extensibility mechanism (see A.10).

A.10 Extensibility mechanism

The
spec

nformation of the Server will be extended by other parts of IEC 62541, by comp
fications or by Server vendors. There are _pfeferred ways to provide the addi

information.

Do n

pt subtype DataTypes to provide additional information about the Server. Clients

not He able to read those new defined PataTypes and are not able to get the inform

inclu
hiera
Serv

Add
for e

jing the basic information. If information is added by several sources, the Data
rchy may be difficult to maintain-"Note that this rule applies to the information abou
pr; in other scenarios this may\be a useful way to add information.

Dbjects containing Variables or add Variables to the Objects defined in this docume
ample, additional diagnostic information per subscription is needed, add a new Va

contgining in array with an entry per subscription in the same places that
SubscriptionDiagnosticsArray is used.

Use
capa
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Use

subtypes of the ServerVendorCapabilityType to add information about the server-sp

ed in this document, clients will look there for additional information.

rver.
f the
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ight
tion,

Type
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nt. If,
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bilities ony‘the ServerCapabilities Objects. Because this extensibility point is aljeady

subtype of the VendorServerinfoType to add server-specific information. Becaus

e an

Object of this type is already defined in this document, clients will look there for server-
specific information.
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Annex B
(normative)

StateMachines

General

Annex B describes the basic infrastructure to model state machines. It defines ObjectTypes,
VariableTypes and ReferenceTypes and explains how they should be used.

Anneg
used
these

behaliour.

When a Server exposes its state machine using the types defined in Annhex B, it might
de a simplified view on its internal state machine, hiding for example' substates or putting

provi
seve

The 3

comg
choig
extern

The
contg
exam

B.2

B.2.1

The
defin

supp

X B is an integral part of this document, that is, the types defined in Annex B have
as defined. However, it is not required but strongly recommended that a Server
types to expose its state machines. The defined types may be subtyped to,refine

al internal states into one exposed state.

lex functionality of a state machine like parallel states, forks and joins, history s
es and junctions, etc. However, the base state{machine defined in Annex B ¢
ded to support such concepts.

fo be
uses
their

only

cope of the state machines described in Annex B is to provide an appropriate foundation
for state machines needed for IEC 62541-9 and IEC 62541-10. It does not provide

more
tes,
n be

following clauses describe examples of state machines, define state machines in the

xt of Annex B and define the representation of state machines in OPC UA. Finally,
ples of state machines, represented inkOPC UA, are given.

Examples of finite state machines

Simple state machine

following example provides an overview of the base features that the state mac
ed in Annex B willessupport. In the following, a more complex example is given, that
brts sub-state machines.

Figu
"Stat
"Stat
caus

1", "State2" and "State3". There are transitions from "State1" to "State2", "State
2", ete.”Some of the transitions provide additional information with regard to
s (or)triggers) the transition, for example the call of "Method1" for the transition

sOome

nines
also

e B.1 givesi'an overview over a simple state machine. It contains the three states

P" to
what
from

"Statp{* to "State2". The effect (or action) of the transition can also be specified, for example

the

d to

identify the cause is simply listing it on the transition, the effect is prefixed with a "/". More
than one cause or effect are separated by a ",". Not every transition has to have a cause or

effec

t, for example the transition between "State2" and "State3".
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/EventType2

State1 State2
Method1 /EventType1

Method2

For 4
spec
that
addit

B.2.2

State3

IEC
Figure B.1 — Example of a simple state machine

implicity, the state machines described in Annex B will only~stpport causes in fo
fying Methods that-have-te shall be called and effects in(form of EventTypes of E
are generated. However, the defined infrastructure allows extending this to su
onal different causes and effects.

State machine containing substates

Figune B.2 shows an example of a state machinewhere "State6" is a sub-state-machine.

mear
in th
coulg

s, that when the overall state machine is.in- State6, this state can be distinguished
b sub-states "State7" or "State8". Sub<state-machines can be nested, that is, "St
be another sub-state-machine.

State4 State5

4 States N\

m of
ents
bport

This
fo be
hte7"

State7 State8

Method3

\ >

IEC

Figure B.2 — Example of a state machine having a sub-machine
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B.3 Definition of state machine

The infrastructure of state machines defined in Annex B only deals with the basics of state
machines needed to support IEC 62541-9 and IEC 62541-10. The intention is to keep the
basic simple but extensible.

For the state machines defined in Annex B we assume that state machines are typed and
instances of a type have their states and semantics specified by the type. For some types,
this means that the states and transitions are fixed. For other types the states and transitions
may be dynamic or unknown. A state machine where all the states are specified explicitly by
the type is called a finite state machine

Thergfore we distinguish between StateMachineType and StateMachine and their)subfypes
like FiniteStateMachineType. The StateMachineType specifies a description of “the [state
machine, that is, its states, transitions, etc., whereas the StateMachine is an.instance df the
StatdMachineType and only contains the current state.

Each| StateMachine contains information about the current state. If the\StateMachineTypé has
SubS§tateMachines, the StateMachine also contains information aboutythe current state qf the
SubS§tateMachines. StateMachines which have their states completely defined by the typg are
instahces of a FiniteStateMachine Type.

Each| FiniteStateMachineType has one or more States. For simplicity, we do not distinguish
betwgen different States like the start or the end states.

Each| State can have one or more SubStateMachines:

Each| FiniteStateMachine Type may have one _of more Transitions. A Transition is directed and
points from one State to another State.

Each| Transition can have one or more Causes. A Cause leads a FiniteStateMachige to
chanpe its current State from the _source of the Transition to its target. In Annex B we| only
spec|fy Method calls to be Causes of Transitions. Transitions do not have to have a Caupge. A
Trangition can always be caused by some server-internal logic that is not exposed in the
AddressSpace.

Each| Transition can have one or more Effects. An Effect occurs if the Transition is used to
chanpe the State of a StateMachine. In Annex B we only specify the generation of Everts to
be Hffects of a \Transition. A Transition is not required to expose any Effects in the
AddressSpace

Althqugh/~Annex B only specifies simple concepts for state machines, the proyided
infragtrUcture is extensible. If needed, special States can be defined as well as addi1iona|
Caudes-orEffects

B.4 Representation of state machines in the AddressSpace

B.4.1 Overview

The types defined in Annex B are illustrated in Figure B.3. The MyFiniteStateMachineType is
a minimal example which illustrates how these Types can be used to describe a
StateMachine. See IEC 62541-9 and IEC 62541-10 for additional examples of StateMachines.
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Figure B.3 — The StateMachine Information Model

B.4.2 StateMachineType

The PtateMachineType is the base ObjectType for all StateMachineTypes. It defines a gingle
Varigblevwhich represents the current state of the machine. An instance of this Objec{Type
shall generate an Event whenever a significant state change occurs. The Server decides
which state changes are significant. Servers shall use the GeneratesEvent ReferenceType to
indicate which Event(s) could be produced by the StateMachine.

Subtypes may add Methods which affect the state of the machine. The Executable Attribute is
used to indicate whether the Method is valid given the current state of the machine. The
generation of AuditEvents for Methods is defined in IEC 62541-4. A StateMachine may not be
active. In this case, the CurrentState and LastTransition Variables shall have a status equal to
Bad_StateNotActive (see Table B.17).

Subtypes may add components which are instances of StateMachineTypes. These
components are considered to be sub-states of the StateMachine. SubStateMachines are only
active when the parent machine is in an appropriate state.
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Events produced by SubStateMachines may be suppressed by the parent machine. In some
cases, the parent machine will produce a single Event that reflects changes in multiple
SubStateMachines.

FiniteStateMachineType is subtype of StateMachineType that provides a mechanism to
explicitly define the states and transitions. A Server should use this mechanism if it knows
what the possible states are and the state machine is not trivial. The FiniteStateMachineType
is defined in B.4.5.

The StateMachineType is formally defined in Table B.1.

Table B.1 — StateMachineType definition

Attribute Value
BrowgeName StateMachineType
IsAbs}ract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subtype of the BaseObjectType defined in 6.2.

Note fhat a Reference to this subtype is not shown in the definition of the BaseQObjectType.

HasSubtype ObjectType |FiniteStateMachineType |Defined in B.4.5
HasCpmponent |Variable CurrentState LocalizedText) |StateVariableType Mandatorfy
HasCpmponent |Variable LastTransition Localizedjl'ext |TransitionVariableType |Optional

Currg¢ntState stores the current state of an instance of the StateMachineType. CurrentState
provides a human readable name for the eurrent state which may not be suitable for ugse in
applifation control logic. Applications should use the I/d Property of CurrentState if they jneed
a unifgue identifier for the state.

LastTransition stores the last “transition which occurred in an instance of| the
StatdMachineType. LastTransition provides a human readable name for the last transition
whiclh may not be suitable for;use in application control logic. Applications should use the Id
Propgrty of LastTransition if they need a unique identifier for the transition.

B.4.3 StateVariableType

The PtateVariableType is the base VariableType for Variables that store the current statg of a
StatdMachine~as a human readable name.

The ptateVariableType is formally defined in Table B.2.
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Table B.2 — StateVariableType definition

Attribute Value
BrowseName StateVariableType
DataType LocalizedText
ValueRank -1 (-1 = Scalar)
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling

Class Rule

Subtype-of-theBaseDataVariabte Fypedefimedinr=4-
Note fhat a Reference to this subtype is not shown in the definition of the BaseDataVariableType.
HasSubtype VariableType |FiniteStateVariableType Defined in B.4.6
HasPfoperty Variable Id BaseDataType |PropertyType Mandatpry
HasPfoperty Variable Name QualifiedName [PropertyType Optiondl
HasPfoperty Variable Number UInt32 PropertyType Optiondl
HasPfoperty Variable EffectiveDisplayName LocalizedText |PropertyType Optiondl

Id is
subty

Nam
State

Num

Effec
mach
for w
sems

State
case
even

B.4.4

The
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a name which uniquely identifies the current state within the StateMachineTyg
pe may restrict the DataType.

b is a QualifiedName which identifies the current state within

MachineType.

uniquely

ber is an integer which uniquely identifiescthe current state within the StateMachineT|

tiveDisplayName contains a humanireadable name for the current state of the
ine after taking the state of any SubStateMachines in account. There is no rule spe
hich state or sub-state should~be used. It is up to the Server and will depend o
ntics of the StateMachineType:

Machines produce Events which may include the current state of a StateMachine. In
Servers shall provide -all the optional Properties of the StateVariableType in the B
if they are not provided on the instances in the AddressSpace.

TransitionVariableType

[ransitionVariableType is the base VariableType for Variables that store a Transition
red within a StateMachine as a human readable name.
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also be exposed with the TransitionTime Property.

The TransitionVariableType is formally defined in Table B.3.

may
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Table B.3 — TransitionVariableType definition

Attribute Value
BrowseName TransitionVariableType
DataType LocalizedText
ValueRank -1 (-1 = Scalar)
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subty fdlo o [ D WS A D =2 ok I 2|
ubtypeormeoaseTatavartavrer ypeaetet 74

Note fhat a Reference to this subtype is not shown in the definition of the BaseDataVariableType.

HasSubtype VariableType |FiniteTransitionVariableType Defined in B.4.7

HasPfoperty Variable Id BaseDataType |PropertyType Mandatpry
HasPfoperty Variable Name QualifiedName [PropertyType Optiondl
HasPfoperty Variable Number UInt32 PropertyType Optiondl
HasPfoperty Variable TransitionTime UtcTime PropertyType Optiondl
HasPfjoperty Variable EffectiveTransitionTime UtcTime PropertyType Optiondl

Id is|a name which uniquely identifies a Transition within~the StateMachineType. A subtype
may [estrict the DataType.

Name is a QualifiedName which uniquely identifies\a transition within the StateMachineType.
Numbper is an integer which uniquely identifies‘@ transition within the StateMachineType.
TrangitionTime specifies when the transition occurred.

EffedtiveTransitionTime specifies the time when the current state or one of its substateq was
enterled. If, for example, a StateA is active and — while active — switches several {imes
betwgen its substates SubA-and SubB, then the TransitionTime stays at the point in|time
where StateA became active-whereas the EffectiveTransitionTime changes with each change
of a gubstate.

B.4.5 FiniteStateMachineType

The FiniteStateachineType is the base ObjectType for StateMachines that explicitly define
the gossible.States and Transitions. Once the States and Transitions are defined sub{ypes
shall|lnot@dd new States and Transitions (see B.4.18). Subtypes may add causes or effeqts.

The States of the machine are represenied with Instances of the State Iype Objectlype. Each
State shall have a BrowseName which is unique within the StateMachine and shall have a
StateNumber which shall also be unique across all States defined in the StateMachine. Be
aware that States in a SubStateMachine may have the same StateNumber or BrowseName as
States in the parent machine. A concrete subtype of FiniteStateMachineType shall define at
least one State.

A StateMachine may define one Stafe which is an instance of the /InitialStateType. This State
is the State that the machine goes into when it is activated.

The Transitions that may occur are represented with instances of the TransitionType. Each
Transition shall have a BrowseName which is unique within the StateMachine and may have a
TransitionNumber which shall also be unique across all Transitions defined in the
StateMachine.
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The initial State for a Transition is a StateType Object which is the target of a FromState
Reference. The final State for a Transition is a StateType Object which is the target of a
ToState Reference. The FromState and ToState References shall always be specified.

A Transition may produce an Event. The Event is indicated by a HasEffect Reference to a
subtype of BaseEventType. The StateMachineType shall have GeneratesEvent References to
the targets of a HasEffect Reference for each of its Transitions.

A FiniteStateMachineType may define Methods that cause a transition to occur. These
Methods are targets of HasCause References for each of the Transitions that may be
triggered by the Method. The Executable Attribute for a Method is used to indicate whether
the current State of the machine allows the Method to be called.

A FiniteStateMachineType may have sub-state-machines which are representedas‘instgnces
of StpteMachineType ObjectTypes. Each State shall have a HasSubStateMachine Refeffence
to the StateMachineType Object which represents the child States. The SubStateMachine is
not dctive if the parent State is not active. In this case the CurrentStateand LastTrangition
Varigbles of the SubStateMachine shall have a status equal to Bad. StateNotActive |(see
Tablg B.17).

The FiniteStateMachineType is formally defined in Table B.4.

Table B.4 - FiniteStateMachineType definition

Attribute Value
BrowgeName FiniteStateMachineType
IsAbsfract True
References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subtype of the StateMachineType defined in 6.2(

HasCpmponent |Variable CurrentState LocalizedText |FiniteStateVariableType Mandatory
HasCpmponent (Variable LastTransition LocalizedText [FiniteTransitionVariableType |Optional
HasCpmponent |Variable AvailableStates Nodeld[] BaseDataVariableType Optiorjal
HasCpmponent |Variable AvailableTransitions Nodeld[] BaseDataVariableType Optiorjal

In some Servers an instance of a StateMachine may restrict the States and/or Transitiong that
are available. AAhese restrictions may result from the internal design of the instance| For
exanlple, the"StateMachine for an instrument’s limit alarm which only supports Hi and|HiHi
and ¢an nefproduce a Low or LowLow. An instance of a StateMachine may also dynamjcally
chanpe,the available States and/or Transitions based on its operating mode. For example,
wher a‘piece of equipment is in a maintenance mode the available States may be limited to
some subset of the Staies available during normal operation.

The AvailableStates Variable provides a Nodeld list of the States that are present in the
StateMachine instance. The list may change during operation of the Server.

The AvailableTransitions Variable provides a Nodeld list of the Transitions that are present in
the StateMachine instance. The list may change during operation of the Server.

An example of a FiniteStateMachine type is shown in Figure B.4.
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Figure B.4 — Example of a FiniteStateMachine type

the Transitions {G,H,l,J} are not available in this instance.

ample instance of the type is shown in Figure BJ§,) In this example the States {7,8,9
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Figure B.5 — Example of a FiniteStateMachine instance

FiniteStateVariableType

IEC

The FiniteStateVariableType is a subtype of StateVariableType and is used to store the
current state of a FiniteStateMachine as a human readable name.

The FiniteStateVariable Type is formally defined in Table B.5.


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 RLV © IEC 2020

- 131 -

Table B.5 — FiniteStateVariableType definition

Attribute Value
BrowseName FiniteStateVariableType
DataType LocalizedText
ValueRank -1 (-1 = Scalar)
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule
Subtype-of-the-StateVariabte FyrpedefimredinrB43
HasPfoperty Variable Id Nodeld PropertyType Mandatpry

Id is|inherited from the StateVariableType and overridden to reflect the required DataTlype.

This palue shall be the Nodeld of one of the State Objects of the FiniteStateMachine Type

The [Name Property is inherited from StateVariableType. lts Value shall be the BrowseName
of one of the State Objects of the FiniteStateMachineType.

The Number Property is inherited from StateVariableType. Its(Value shall be the StateNumber
for ohe of the State Objects of the FiniteStateMachineType!

B.4.7

FiniteTransitionVariableType

The FiniteTransitionVariableType is a subtype of \[ransitionVariableType and is used to gtore

a Trdnsition that occurred within a FiniteStateMachine as a human readable name.

The FiniteTransitionVariableType is formally defined in Table B.6.

Table B.6 — FiniteTransitionVariableType definition

Attribute Value
BrowgeName FiniteTransitionVariableType
DataTlype LocalizedText
ValueRank -1 (-1 ='Scalar)
IsAbsfract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule
Subtype ofrthe TransitionVariableType defined in B.4.4.
Note {hatia’Reference to this subtype is not shown in the definition of the BaseDataVariable Type.
HasProperty Variable Id Nodeld PropertyType Mandatory

Id is inherited from the TransitionVariableType and overridden to reflect the required

DataType. This value shall

FiniteStateMachineType.

be the Nodeld of one of the Transition Objects of the

The Name Property is inherited from the TransitionVariableType. Its Value shall be the
BrowseName of one of the Transition Objects of the FiniteStateMachineType.

The Number Property is inherited from the TransitionVariableType. Its Value shall be the

TransitionNumber for one of the Transition Objects of the FiniteStateMachineType.
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StateType

States of a FiniteStateMachine are represented as Objects of the StateType.

The StateType is formally defined in Table B.7.

Table B.7 — StateType definition

Attribute Value
BrowseName StateType
IsAbs[ract False
Referlences NodeClass |BrowseName DataType ‘TypeDefinition ‘ModellingRue

Subtype of the BaseObjectType defined in 6.2. Note that a Reference to this subtype is not shown in the defi

hition

of the]|BaseObjectType.
HasPfoperty Variable StateNumber UInt32 ‘PropertyType ‘Mandatory
HasSubtype ObjectType |[InitialStateType Defined in B.4.9

B.4.9
The

InitialStateType

nitialStateType is a subtype of the StateType and is fofmally defined in Table B.x. An

Objegt of the InitialState Type represents the State that a FiniteStateMachine enters whe
activated. Each FiniteStateMachine can have at most one State of type InitialStateType,
Finit¢ StateMachine does not have to have a State of this type.

A SupStateMachine goes into its initial state whenever the parent state is entered. Howev

state

Sub§
Statg

it is
but a

er, a

machine may define a transition that goes directly to a state of the SubStateMachine. In
this fase the SubStateMachine goes intocthat State instead of the initial State. Thg two
scengrios are illustrated in Figure B.6.+«The transition from State5 to State6 causeg the

tateMachine to go into the initial.State (State7), however, the transition from Stat

4 to

8 causes the parent machine to_go to State6 and the SubStateMachine will go to Stgte8.

State4 State5

Y

/ State6 \

State8

. Method3

State7

- >,

IEC

Figure B.6 — Example of an initial State in a sub-machine
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If no initial state for a SubStateMachine exists and the State having the SubStateMachine is

enter

ed directly, then the State of the SubStateMachine is server-specific.

Table B.8 — InitialStateType definition

Attribute Value
BrowseName InitialStateType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition |ModellingRule
Subtype of the StateType definedin R4 8

B.4.1

Tran
Tran

Each

0 TransitionType

sitions  of a FiniteStateMachine are represented as Objects ofthe Object
bitionType formally defined in Table B.9.

valid Transition shall have exactly one FromState Reference @nd exactly one To

Type

State

Refefrence, each pointing to an Object of the ObjectType StateType.
Each| Transition can have one or more HasCause References pointing to the cause| that
triggers the Transition.
Each| Transition can have one or more HasEffect References pointing to the effects that ¢ccur
whern the Transition was triggered.
Table B.9 — TransitionType definition

Attribute Value
BrowgeName TransitionType
IsAbstract False
References |NodeCIass ‘BrowseName |DataType |TypeDefinition |Mode|lingRuIe
Subtylpe of the BaseObjectType defined in 6.2. Note that a Reference to this subtype is not shown in the defipition
of the| BaseObjectType.
HasPfoperty |Variab|e ‘TransitionNumber |Ulnt32 |PropertyType |Mandatory
B.4.11 FromState
The FromState ReferenceType is a concrete ReferenceType and can be used directly. If is a
subtype.of NonHierarchicalReferences.

The semantic of this ReferenceType is to point form a Transition to the starting State the
Transition connects.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode of this ReferenceType shall be an Object of the
ObjectType StateType or one of its subtypes.

The representation of the FromState ReferenceType in the AddressSpace is specified in
Table B.10.
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Table B.10 — FromState ReferenceType

Attributes Value
BrowseName FromState
InverseName ToTransition
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment

B.4.12 ToState

The [ToState ReferenceType is a concrete ReferenceType and can be used directly. If i
subtype of NonHierarchicalReferences.

The pemantic of this ReferenceType is to point form a Transition to thé) ending Stat
Trangition connects.

The BourceNode of this ReferenceType shall be an Object of the(©bjectType Transition

b the

Type

or one of its subtypes. The TargetNode of this ReferenceType shall be an Object of the
ObjettType StateType or one of its subtypes.

Refefences of this ReferenceType may be only exposed uni-directional. Sometimes this is
required, for example, if a Transition points to a State of a sub-machine.

The [representation of the ToState ReferenceType in the AddressSpace is specifigd in
Tablg B.11.
Table B.11 = ToState ReferenceType
Attributes Value

BrowgeName

ToState

InvergeName

FromTransition

Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment

B.4.13 HasCause

The HasCause ReferenceType is a concrete ReferenceType and can be used directly. |

subtype of NonHierarchicalReferences.

The semantic of this ReferenceType is to point from a Transition to something that causes the
Transition. In Annex B we only define Methods as Causes. However, the ReferenceType is
not restricted to point to Methods. The referenced Methods can, but do not have to point to a
Method of the StateMachineType. For example, it is allowed to point to a server-wide restart
Method leading the state machine to go into its initial state.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode can be of any NodeClass.

The representation of the HasCause ReferenceType in the AddressSpace is specified in

Table B.12.
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Table B.12 — HasCause ReferenceType

Attributes Value
BrowseName HasCause
InverseName MayBeCausedBy
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
B.4.14 HasEffect

The HasEffect ReferenceType is a concrete ReferenceType and can be used directly. |

subty

The gemantic of this ReferenceType is to point form a Transition to something that w
effected when the Transition is triggered. In Annex B we only define EventTypes as Ef
Howegver, the ReferenceType is not restricted to point to EventTypes:

The BourceNode of this ReferenceType shall be an Object of, the ObjectType Transition
or onle of its subtypes. The TargetNode can be of any NodeClass.

pe of NonHierarchicalReferences.

Il be
ects.

Type

The [representation of the HasEffect ReferenceTypefin the AddressSpace is specifigd in

Tabl¢ B.13.
Table B.13 — HasEffect ReferenceType
Attributes Value
BrowgeName HasEffect
InverdeName MayBeEffectedBy
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
B.4.15 HasSubStateMachine

The [HasSubStateMachine ReferenceType is a concrete ReferenceType and can be
directly. It issa“subtype of NonHierarchicalReferences.

The

used

of a

semantic of this ReferenceType is to point from a State to an instance

StateMachine Type which represents the sub-states for the State.

The SourceNode of this ReferenceType shall be an Object of the ObjectType StateType. The
TargetNode shall be an Object of the ObjectType StateMachineType or one of its subtypes.

Each

Object can be the TargetNode of at most one HasSubStateMachine Reference.

The SourceNode (the state) and the TargetNode (the SubStateMachine) shall belong to the
same StateMachine, that is, both shall be referenced from the same Object of
StateMachineType using a HasComponent Reference or a subtype of HasComponent.

type

The representation of the HasSubStateMachine ReferenceType in the AddressSpace is
specified in Table B.14.
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Table B.14 — HasSubStateMachine ReferenceType

2020

Attributes Value
BrowseName HasSubStateMachine
InverseName SubStateMachineOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment

B.4.16 TransitionEventType
The [fransitionEventType is a subtype of the BaseEventType. It can be used to~generaje an
Evenit identifying that a Transition of a StateMachine was triggered. It is formally definpd in
Tabl¢ B.15.
Table B.15 — TransitionEventType

Attfibute Value
BrowgeName |TransitionEventType
IsAbsfract True
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the base BaseEventType defined in 6.4.2
HasCpmponent Variable Transition LocalizedText |TransitionVariableType |Mandatory
HasCpmponent Variable FromState LocalizedText |[StateVariableType Mandatory
HasCpmponent Variable ToState LocalizedText |[StateVariableType Mandatory
The fransitionEventType inherits the, Properties of the BaseEventType.
The [inherited Property SourgceNode shall be filled with the Nodeld of the StateMaghine
instapce where the Transition)occurs. If the Transition occurs in a SubStateMachine, theh the
Nodgld of the SubStateMachine—has—to shall be used. If the Transition occurs betwegen a
StatdMachine and a SubStateMachine, then the Nodeld of the StateMachine-has—te shgll be
used| independent of the direction of the Transition.
Trangition identifies the Transition that triggered the Event.
FromState identifies the State before the Transition.
ToState identifies the State atter the Transition.
B.4.17 AuditUpdateStateEventType

The AuditUpdateStateEventType is a subtype of the AuditUpdateMethodEventType. It can be
used to generate an Event identifying that a Transition of a StateMachine was triggered. It is
formally defined in Table B.16.
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Table B.16 — AuditUpdateStateEventType

Attribute Value
BrowseName AuditUpdateStateEventType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditUpdateMethodEventType defined in 6.4.27
HasProperty Variable OldStateld BaseDataType |PropertyType Mandatory
HasProperty Variable NewStateld BaseDataType |PropertyType Mandatory
The AuditUpdateStateEventType inherits the Properties of the AuditUpdateMethodEyentTiype.
The [inherited Property SourceNode shall be filled with the Nodeld of the) StateMaghine
instahce where the State changed. If the State changed in a SubStateMachine, then the

Node

The
the n
be th

OldS§]

New

B.4.1

In general, all rules on subtyping apply fof\ StateMachine types as well. Some additional

apply
chan
shall

Id of the SubStateMachine-has-te shall be used.

SourceName for Events of this type should be the effect that génerated the event

e name of the Method prefixed with "Method/".
fateld reflects the Id of the state prior the change.
btateld reflects the new /d of the state after the €hange.

8 Special Restrictions on subtypingStateMachines

he the behaviour of it. That means, that in this case a subtype shall not add States

it ma

Cauges and Effects to a Trahsition. In addition, a subtype of a StateMachine type sha

rem

B.4.19 Specific StatusCodes for StateMachines

InT

not add Transitions between its’States. However, a subtype may add SubStateMach
add Transitions from the-States to the States of the SubStateMachine, and it may

e States or Transitions:

ble B.17 specific StatusCodes used for StateMachines are defined.

Table B.17 — Specific StatusCodes for StateMachines

(e.g.

ame of a Method). If the effect was generated by a Methog-call, the SourceName should

rules

for StateMachine types. If a StateMachine type is not abstract, subtypes of it shall not

nd it
ines,
add
| not

Symbolic Id Description

Bad_StateNotActive The accessed state is not active.
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B.5 Examples of StateMachines in the AddressSpace

B.5.1 StateMachineType using inheritance

StateMachine Type —

[ CurrentState }

FiniteStateMachine Type

No value assigned for the TypeDefinition

4 For simplicity the Properties of
CurrentState are not shown

My StateMachineType
A GeneratesEvent
A
——
—H State1 ) E— | w¥ StateType
4 v
— State2 / FromState
ha \
ToState
|
—+  Transition1 — TransitionType
Rm——

HasCause

N R
. ‘ Contains the current state of MyStateMachine
MyStateMachine 1

CurrentState

IEC
Figure B.7 — Example of a StateMachineType using inheritance

In Flgure B.<Xan example of a StateMachine is given using the Notation defingd in
IEC $2541-3.-First, a new StateMachineType is defined, called "MyStateMachineTlype",
inherjting from the base FiniteStateMachineType. It contains two States, "State1" and "Stpte2"

and a-Jransition "Transition1" between them. The Transition points to a Method "MyMethod"
as tht—%wﬁﬁﬁmmmﬂmm f ition.

Instances of "MyStateMachineType" can be created, for example "MyStateMachine". It has a
Variable "CurrentState" representing the current State. The "MyStateMachine" Object only
includes the Nodes which expose information specific to the instance.
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B.5.2 StateMachineType with a-sub-machine SubStateMachine using inheritance

StateMachine Type No value assigned for the TypeDefinition
For simplicity the Properties of
T CurrentState are not shown
FiniteStateMachine Type |1 /
\—{ CurrentState ]
MyState MachineType AnotherStateMachineType
: i C
\ StateX
—H State1 —
— StateY
State2 FromState
L3
ToState HasSubStateMachine
1
—H Transitiont
~—+ MySubMachine B
H—[ ClirentState
HEIELE HEEIRE ‘ Contains the current state of MyStateMachine ‘
—.{ CurrentState /
Contains the current state of MySubMachine if
. . MyStateMachine is in State1, otherwise a BAD
' MySubMachine status code is assigned to it.
—l{ CurrentState }
IEC
Figure.B.8 — Example of a StateMachineType with a SubStateMachine using inheritTnce

Figure B.8 gives an example of a StateMachineType having a SubStateMachine for its
"State1". For simplicity no effects and causes are shown, as well as type information for the
States or ModellingRules.

The "MyStateMachineType" contains an Object  "MySubMachine" of  type
"AnotherStateMachineType" representing a SubStateMachine. The "State1" references this
Object with a HasSubStateMachine Reference, thus it is a SubStateMachine of "State1".
Since "MySubMachine" is an Object of type "AnotherStateMachineType" it has a Variable
representing the current State. Since it is used as an InstanceDeclaration, no value is
assigned to this Variable.

An Object of "MyStateMachineType", called "MyStateMachine" has Variables for the current
State, but also has an Object "MySubMachine" and a Variable representing the current state
of the SubStateMachine. Since the SubStateMachine is only used when "MyStateMachine" is
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in "State1", a client would receive a Bad_StateNotActive StatusCode when reading the
SubStateMachine CurrentState Variable if "MyStateMachine" is in a different State.

B.5.3 StateMachineType using containment

BaseObjectType No value assigned for the TypeDefinition

For simplicity the Properties of
CurrentState are not shown

FinteStateMachine Type /

|

’ : [ CurrentState j

\lyObjectType My StateMachineType

—V GeneratesHBvent

—H Statet 4—‘

/,'

+ MyComponent

MyStateMachine |~

——+ State2 FromState
hal
ToState
\ [ CurrentState j |
Transition1
HasCause ‘ A
HasEffect |

EventType 1
t

MyObject

‘ Contains the current state of MyStateMachine

MyComponent

MyStateMachine

I—O{ CurrentState }
IEC

Figure B.9 — Example of a StateMachineType using containment

Figure B.9 gives an example of an ObjectType not only representing a StateMachine but also
having some other functionality. The ObjectType "MyObjectType" has an Object
"MyComponent" representing this other functionality. But it also contains a StateMachine
"MyStateMachine" of the type "MyStateMachineType". Objects of "MyObjectType" also
contain such an Object representing the StateMachine and a Variable containing the current
state of the StateMachine, as shown in the Figure.

B.5.4 Example of a StateMachine having Transition to SubStateMachine

The StateMachines shown so far only had Transitions between States on the same level, that
is, on the same StateMachine. Of cause, it is possible and often required to have Transitions
between States of the StateMachine and States of its SubStateMachine.
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Because a SubStateMachine can be defined by another StateMachineType and this type can
be used in several places, it is not possible to add a bi-directional Reference from one of the
shared States of the SubStateMachine to another StateMachine. In this case it is suitable to
expose the FromState or ToState References uni-directional, that is, only pointing from the
Transition to the State and not being able to browse to the other direction. If a Transition
points from a State of a SubStateMachine to a State of another sub-machine, both, the

From

State and the ToState Reference, are handled uni-directional.

A Client shall be able to handle the information of a StateMachine if the ToState and
FromState References are only exposed as forward References and the inverse References

are o

mitted.

Figurle B.10 gives an example of a state machine having a transition from a sub-state

state

In Figure B.11, the representation of this example as StateMachineType in the AddressS
en. The "Transition1", part of the definition of "MyStateMachineType", points t¢ the

is gi
"Stat
expo
Refe
"My§

/ State1 \

StateX State2

- >

IEC

Figure B.10 — Example of a-state-machine StateMachine with Transitions
from sub-states

X" of the StateMachineType "AnotherStateMachineType". The Reference is
sed as forward Reference and_the inverse Reference is omitted. Thus, there
rence from the "StateX"~ of "AnotherStateMachineType" to any part
tateMachineType" and "AnotherStateMachineType" can be used in other places as v

pace

only

s no
of

ell.
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StateMachine Type — Jr No value assigned for the TypeDefinition

For simplicity the Properties of
[ CurrentState }/ CurrentState are not shown

FiniteStateMachine Type

<

I\/lyQta,te I\/l:r\hinnTy,nn AnatherState I\/l:r\hinnTy,nn
A Y
A

StateX
i State1
—H State2
HasSubStateMachine
ToState
—+  Transition1 | FromState
Reference is
only exposed
Ly uni-directional
~+ MySubMachine
No value assigned
; [ CurreniState

MyStateMachine

Contains the current state of MyStateMachine ‘

CurrentState

Contains the current state of MySubMachine if
\ ) MyStateMachine is in State1, otherwise a BAD
t MySubMachine status code is assigned to it.

—l{ CurrentState j
IEC

ure B.11+~ Example of a StateMachineType having Transition to SubStateMachj|ne
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CcA

Annex C
(normative)

File Transfer

Overview

Annex C describes an information model for file transfer. Files could be modelled in OPC UA
as simple Variables using ByteStrings. However, the overall message size in OPC UA is

arts

limite
of th
mani
Meth|
FileT

The|

filas

LA-A-a-a-a- Tttt \oA~A~A~a-a-aan)

b array can lead to concurrency issues if one client is reading the array while other
bulating it. Therefore—an the ObjectType FileType is defined representing a“file
pds to access the file. The life-cycle of a file stored on a hard disk and an instance d
ype representing the file in an OPC UA AddressSpace can be independent.

5 are
with
f the

LERA~A= o R B}

EilaTl
e+

move
an in
ther
beloy

In di
temp)
the

dition to representing individual files Annex\E€' also defines a way to represent a
ystem or a part of a file system. This,can be done using the FileDirectoryTy
ination with the FileType. The FileDireCtoryType provides Methods to create deletq
files and directories. The root of a file“system or part of a file system is representg¢d by

stance of the FileDirectoryType with the BrowseName FileSystem. All directories H
bot directory are represented by -astances of the FileDirectoryType or a subtype. Al
v the root directory are represé€nted by instances of the FileType or a subtype.

fferent situations like gransfer of configuration files or firmware update, the fileg
prary and an additional handshake is necessary to create the file for reading or to
file after writing\\ it to the server. This use case is covered by

TemporaryFileTransfér hype defined in Annex C.

Anne
used
thesq

x C is an jptegral part of this document, that is, the types defined in Annex C have
as defimed. However, it is not required but strongly recommended that a Server
types-to-expose its files. The defined types may be subtyped to refine their behavio

C.2

C.21

This

—Fitetype

hole
be in
and

elow
files

are

hpply
the

fo be
uses
ur.

General

ObjectType defines a type for files. It is formally defined in Table C.1.
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Table C.1 - FileType

Attribute Value

BrowseName [FileType

IsAbstract False
References NodeClass |[BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseObjectType defined in 6.2
HasProperty Variable Size Uint64 PropertyType Mandatory
HasPyoperty Vartabte Witabte Bootean PropertyFype Meancatory
HasPfoperty Variable UserWritable Boolean PropertyType Mandatory
HasPfjoperty Variable OpenCount Uint16 PropertyType Mandatory
HasPfoperty Variable MimeType String PropertyType Optiongl
HasCpmponent [Method Open Defined in C.2.2 Mandatory
HasCpmponent [Method Close Defined in C.2.3 Mandatory
HasCpmponent |Method Read Defined in C.2.4 Mandatory
HasCpmponent |Method Write Defined in C.2.5 Mandatory
HasCpmponent [Method GetPosition Defined in C.2.6 Mandatory
HasCpmponent |Method SetPosition Defined in C.2.7 Mandatory

Size |[defines the size of the file in Bytes. When a file'is opened for write-and-the-fileHanglle-is
stillbalid the size might not be accurate.

Writdble indicates whether the file is writable. It does not take any user access rightq into
accolnt, i.e. although the file is writable this may be restricted to a certain user / user gfoup.
The Property does not take into account whether the file is currently opened for writing by
another client and thus currently locked and not writable by others.

UserWritable indicates whethercthe file is writable taking user access rights into account| The
Property does not take into @ceount whether the file is currently opened for writing by anpther
client and thus currently locked and not writable by others.

OpenCount indicates the number of currently valid file handles on the file.
The ¢ptional Péaperty MimeType contains the media type of the file based on IETF RFC Z046.

Note|thatall Methods on a file require a fileHandle, which is returned in the Open Method

C.2.2—Open

Open is used to open a file represented by an Object of FileType. When a client opens a file it
gets a file handle that is valid while the session is open. Clients shall use the Close Method to
release the handle when they do not need access to the file anymore. Clients can open the
same file several times for read. A request to open for writing shall return Bad_NotWritable
when the file is already opened. A request to open for reading shall return Bad_NotReadable
when the file is already opened for writing.

Signature

in] Byte mode
out] UInt32 fileHandle
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Argument Description
mode Indicates whether the file should be opened only for read operations or for read and
write operations and where the initial position is set.
The mode is an 8-bit unsigned integer used as bit mask with the structure defined in the
following table:
Field Bit Description
Read 0 The file is opened for reading. If this bit is not
set the Read Method cannot be executed.
Write 1 The file is opened for writing If this bit is not se
the Write Method cannot be executed.
EraseExisting 2 This bit can only be set if the file is openedfor
writing (Write bit is set). The existing content of
the file is erased and an empty file s, provided.
Append 3 When the Append bit is set the file\is opened at
end of the file, otherwise at begin-of the file. Th¢
SetPosition Method can be used to change the
position.
Reserved 4:7 Reserved for future use./Shall always be zero.
fileHandle A handle for the file used in other method calls indicating not the file (this is donfe by

the Object of the Method call) but the access request and thus the position in th
The fileHandle is generated by the server and,istnique for the Session. Clients
cannot transfer the fileHandle to another Session but need to get a new fileHang
calling the Open Method.

b file.

le by

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_INotReadable

See |IEC 62541-4 for_a-general description. File might be locked and thus not
readable.

Bad_INotWritable

See IEC 6254 1-4 for a general description.

Bad_ljnvalidState

See IEC 62541-4 for a general description. The file is locked and thus not writalle.

Bad_lnvalidArguments

See IEC.62541-4 for a general description. Mode setting is invalid.

Bad_INotFound

See |[EC 62541-4 for a general description.

Bad_WUnexpectedError

See |IEC 62541-4 for a general description.

Tabl¢ C.2 specdifies the AddressSpace representation for the Open Method.

Table C.2 — Open Method AddressSpace definition

Attripute value
BrowseName Open
References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasProperty Variable InputArguments [Argument[] |[PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] |PropertyType Mandatory
Cc.2.3 Close

Close is used to close a file represented by a FileType. When a client closes a file the handle
becomes invalid.
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Signature
Close (
[in] UInt32 fileHandle
)7
Argument Description
fileHandle A handle indicating the access request and thus indirectly the position inside the file.

Methpd-Result Codes (defined i CattService)

Result Code

Description

Bad_lnvalidArgument

See IEC 62541-4 for a general description. Invalid file handle in call;

Tablg C.3 specifies the AddressSpace representation for the Close Methad.

Table C.3 — Close Method AddressSpace definition

Attribute Value
BrowgeName Close
References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] <|PropertyType Mandatory
C.2.4 Read
Read is used to read a part of the file starting from the current file position. The file positipn is

advapced by the number of bytes read:

Sig:Eture
ad

UInt32 fileHandle
Int32 length

(

[in
[in
[ou

) 14

]
]
t] ByteString data

Argulpent Description

fiIeHalndIe A handle indicating the access request and thus indirectly the position inside thq file

Length Defines the length in bytes that should be returned in data, starting from the curfent
pnciﬁr\n of-the-file-handle—ithe-ond-offileisroached r\nly aH-data-til-the-end-ocflithe
If the end of file is reached all data until the end of the file is returned. The Server is.
allowed to return less data than specified length.
Only positive values are allowed.

Data Contains the returned data of the file. If the ByteString is empty it indicates that the
end of the file is reached.
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Method Result Codes (defined in Call Service)

Result Code Description

Bad_lInvalidArgument See |IEC 62541-4 for a general description. Invalid file handle in call or non-positive
length.

Bad_UnexpectedError See |IEC 62541-4 for a general description.

Bad_InvalidState

See |IEC 62541-4 for a general description. File was not opened for read access.

Table C.4 specifies the AddressSpace representation for the Read Method.

Table C.4 — Read Method AddressSpace definition

Attrifute Value

BrowgeName Read

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasPfjoperty Variable InputArguments |Argument[] |[PropertyType Mandatory
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatoryj
C.2.5 Write

Writd is used to w

advapced by the number of bytes written.

Sig:rture
rite (

) ;

[in] UInt32 fileHandle
[in] ByteString data

rite a part of the file starting from the €urrent file position. The file position is

Argulpent Description
fiIeHaIndIe A handle indicating the access request and thus indirectly the position inside the file.
data Contains\the data to be written at the position of the file. It is server-dependent whethel the

written\data are persistently stored if the session is ended without calling the Close Method

with the fileHandle.

Wiriting an empty or null ByteString returns a Good result code without any effect on thg

file.

Method Result Codes (defined in Call Service)

ResultCode

pescription

Bad_InvalidArgument

See |IEC 62541-4 for a general description. Invalid file handle in call.

Bad_NotWritable

See |IEC 62541-4 for a general description. File might be locked and thus not
writable.

Bad_InvalidState

See IEC 62541-4 for a general description. File was not opened for write access.

Table C.5 specifies the AddressSpace representation for the Write Method.
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Attribute Value

BrowseName Write

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasProperty Variable InputArguments |Argument[] [PropertyType Mandatory
C.2.6 GetPosition

GetPosition-is—used-to-provvide-the-current-positionof-the-file-handle
HHEAHS a—+opFoHaetA e~ HoeR—-o+HthRe+e-RahRa6i6-

Signpture

GetPosition (

[in] UInt32 fileHandle
[out] UInt64 position
)i
Argmrlent Description
fiIeHalndIe A handle indicating the access request and thus'indirectly the position inside thq file.

Positipn

The position of the fileHandle in the file. If a Read or Write is called it starts at that
position.

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_ljnvalidArgument

See |IEC 62541-4 for a\general description. Invalid file handle in call.

Tablg C.6 specifies the AddressSpace representation for the GetPosition Method.

Table C.6 £ GetPosition Method AddressSpace definition

Attrifute Value

BrowgeName GetPasition

References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] |[PropertyType Mandatoryj
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatory

C.2.7

SetPosition

SetPosition is used to set the current position of the file handle.

Signature

SetPosition
UInt32 fileHandle
UInt64 position

[in]
[in]

) ;
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of the file.

Argument Description
fileHandle A handle indicating the access request and thus indirectly the position inside the file.
Position The position to be set for the fileHandle in the file. If a Read or Write is called it starts

at that position. If the position is higher than the file size the position is set to the end

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_

nvalidArgument oee [EC 6254 71-4 Tor a general description. Invalid Tile handle 1n call.

Tablg¢ C.7 specifies the AddressSpace representation for the SetPosition Method.

Table C.7 — SetPosition Method AddressSpace definition

Attrifute Value

BrowgeName SetPosition

References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule

HasPfjoperty Variable InputArguments |Argument[] |[PropertyTyp€ Mandatory

C.3 | File System

C.3.1 FileDirectoryType

This [ObjectType defines a type for the representation of file directories. It is formally deffined

in Taple C.8.

It is| expected that OPC UA “Servers will create vendor-specific subtypes of| the

FileQirectoryType with additiofal functionalities like Methods for creating symbolic links or

settinpg access permissions.(OPC UA Clients providing specialized file transfer user interfaces

should be prepared to expose such additional Methods to the user.

Table C.8 - FileDirectoryType

Attrifute Value

BrowgeName « EileDirectoryType

IsAbsfract False

Referfences NodeClass |BrowseName DataType TypeDefinition ModellingRulg

Subtype of the FolderType defined in 6.6.

Organizes Object <FileDirectoryName> FileDirectoryType |OptionalPlaceholde
r

Organizes Object <FileName> FileType OptionalPlaceholde
r

HasComponent [Method CreateDirectory Defined in C.3.3 Mandatory

HasComponent [Method CreateFile Defined in C.3.4 Mandatory

HasComponent [Method Delete Defined in C.3.5 Mandatory

HasComponent [Method MoveOrCopy Defined in C.3.6 Mandatory
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Instances of the ObjectType contain a list of FileDirectoryType Objects representing the
subdirectories of the file directory represented by the instance of this ObjectType.

Instances of the ObjectType contain a list of FileType Objects representing the files in the file
directory represented by the instance of this ObjectType.

C.3.2

FileSystem Object

The support of file directory structures is declared by aggregating an instance of the
FileDirectoryType with the BrowseName FileSystem as illustrated in Figure C.1.

|
I Objects A
BaseObjectType | Qy
| Q
: FileSystem (l/
| :FileDirectory Type Q
FileType | fl/
|
| f Device1 '\'
| ¢
FolderType | ﬂ\o

' : FMste m

fﬁ : <’O::F eDirectory Type

FileDirectory Type ! g\\

: Directory1

:FileDirectory Type

lame
bace.
jects

o I QQ
N\
~FileType
N
@
N  File
e
FileType
S
<
N\
C}1gure C.1 - FileSystem example
The [Object representi the root of a file directory structure shall have the Browsel
FileSystem. An OP Server may have different FileSystem Objects in the AddressS]
HasGomponent js\used to reference a FileSystem from aggregating Objects like the Of
Foldgr or theO ct representing a device.
C.3.3 @ateDirectory
Crea p\N rectory is used to create a new FileDirectoryType Object organized by this Objedt.
Signature
CreateDirectory (
[in] String directoryName
[out] NodeId directoryNodeId

) 7
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Argument Description

directoryName The name of the directory to create. The name is used for the BrowseName and
DisplayName of the directory object and also for the directory in the file system.
For the BrowseName, the directoryName is used for the name part of the
QualifiedName. The namespace index is Server specific.
For the DisplayName, the directoryName is used for the text part of the
LocalizedText. The locale part is Server specific.

directoryNodeld The Nodeld of the created directory Object.

Methjod Result Codes (defined in Call Service)

Result Code Description

Bad_BrowseNameDuplicated

See |IEC 62541-4 for a general description. A directory with the mame alreadly
exists.

Bad_

UserAccessDenied

See |IEC 62541-4 for a general description.

Tablg C.9 specifies the AddressSpace representation for the CreateDirectory Method.

Table C.9 - CreateDirectory Method Addres§Space definition

Attrifute Value

BrowgeName CreateDirectory

References NodeClass |BrowseName DataType\\ |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] [PropertyType Mandatoryj
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatory]

C.3.4 CreateFile

Crea
can |

Sign

pture

ClreateFile (

[in] Stwirg

[in] ABE®lean
[outy\NNodeId
[@d] UInt32
) &

feFile is used to create a néw-FileType Object organized by this Object. The created|file
e written using the WritexMethod of the FileType.

fileName
requestFileOpen
fileNodeId
fileHandle
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Argument Description

fileName The name of the file to create. The name is used for the BrowseName and DisplayName of the
file object and also for the file in the file system.

For the BrowseName, the fileName is used for the name part of the QualifiedName. The
namespace index is Server specific.

For the DisplayName, the fileName is used for the text part of the LocalizedText. The locale
part is Server specific.

requestFileOpen [Flag indicating if the new file should be opened with the Write and Read bits set in the open
mode after the creation of the file. If the flag is set to True, the file is created and opened for
writing. If the flag is set to False, the file is just created.

fi|eNCIrlnIrl Tha Nodald of the created-file nhlinnf_

fiIeHaIndIe The fileHandle is returned if the requestFileOpen is set to True.

\J

The fileNodeld and the fileHandle can be used to access the new file through the KileTyp
Object representing the new file.

If requestFileOpen is set to False, the returned value shall be 0 and shall be_ighored by the
caller.

Method Result Codes (defined in Call Service)

Result Code Description

Bad_BrowseNameDuplicated See |IEC 62541-4 for a general description®A file with the name already exidts.

Bad_WserAccessDenied See |IEC 62541-4 for a general desgription.

Tabl¢g C.10 specifies the AddressSpace represeniation for the CreateFile Method.

Table C.10 — CreateFile Method AddressSpace definition

Attridute Value

BrowdeName CreateFile

Referfences NodeClass |(BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] [PropertyType Mandatory]
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatoryj

C.3.4 Delete
Delete is used\o delete a file or directory organized by this Object.

Signpture

Detetet
[in] NodeId objectToDelete
) ;

Argument Description

objectToDelete The Nodeld of the file or directory to delete.

In the case of a directory, all file and directory Objects below the directory to delete
are deleted recursively.
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Method Result Codes (defined in Call Service)

Result Code

Description

Bad_NotFound

See |IEC 62541-4 for a general description. A file or directory with the provided
Nodeld is not organized by this object.

Bad_InvalidState

See |IEC 62541-4 for a general description. The file or directory is locked and
thus cannot be deleted.

Bad_UserAccessDenied

See |IEC 62541-4 for a general description.

Tablg€-t+tspecifrestheAddressSpace representationfor the Defete Method————————

Table C.11 — Delete Method AddressSpace definition

Attridute Value

BrowdeName Delete

References NodeClass |BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] |PropertyType Mandatory]
C.3.6 MoveOrCopy

MovgOrCopy is used to move or copy a file or directofy organized by this Object to anpther

direc

Sign

ature

MoveOrCopy (

fory or to rename a file or directory.

[in] NodeId objectToMaveOrCopy
[in] NodeId targethimectory
[in] Boolean create@opy
[in] String newName
[out] NodeId ngwyNodeId
) 7
Argument Description
objec{ToMoveOrCopy The Nodeld of the file or directory to move or copy.
targetfDirectory The Nodeld of the target directory of the move or copy command. If the file or
directory is just renamed, the targetDirectory matches the Objectld passed to th¢
method call.
creatgCopy A flag indicating if a copy of the file or directory should be created at the target
directory.
newNarme TreTTew Tame of the fite or ditectory T the mew tocatiom. i thestrimg s empty; the
name is unchanged.
newNodeld The Nodeld of the moved or copied object. Even if the Object is moved, the Server
may return a new Nodeld.
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Result Code

Description

Bad_BrowseNameDuplicated

already exists.

See |IEC 62541-4 for a general description

. A file or directory with the name

Bad_NotFound

See |IEC 62541-4 for a general description
Nodeld is not organized by this object.

. A file or directory with the provided

Bad_lInvalidState

See IEC 62541-4 for a general description
thus cannot be moved or copied.

. The file or directory is locked and

Bad_UserAccessDenied

See |IEC 62541-4 for a general description.

Tablg C.12 specifies the AddressSpace representation for the MoveOrCopy Method,

Table C.12 — MoveOrCopy Method AddressSpace definition

Attrifute Value

BrowgeName MoveOrCopy

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] [PropertyType Mandatoryj
HasPfoperty Variable OutputArguments |Argument[] |PropertyJypé Mandatory]

C.4 | Temporary file transfer

C.4.1 TemporaryFileTransferType

This [ObjectType defines a type for the representation of temporary file transfers. It is formally

defined in Table C.13. The Methods Gé&nerateFileForRead or GenerateFileForWrite gen
a temporary FileType Object that js not browseable in the AddressSpace and can on

crate
y be

accepsed with the Nodeld and Fileffandle returned by the Methods in the same Session| This
Objeft is used to transfer the temporary file between OPC UA Client and Server.

Table C.13 — TemporaryFileTransferType
Attrifute Value
BrowdeName |TempararyFileTransferType
IsAbsfract Faisé
References NodeClass [BrowseName DataType |TypeDefinition ModellingRule
Subtypedof'tie BaseObjectType defined in 6.2.
HasP Upclty ‘Vldl;dllJ:U C:iclltl':\lUL;UDQ;IIHT;IIIUUU Duldt;ull PIU}JUItyTy}JU Mauu‘atuly

t
HasComponent |Method GenerateFileForRead Defined in C.4.3 Mandatory
HasComponent |Method GenerateFileForWrite Defined in C.4.4 Mandatory
HasComponent |Method CloseAndCommit Defined in C.4.5 Mandatory
HasComponent |Object <TransferState> FileTransferStateMach [OptionalPlaceholder

ineType

The Property ClientProcessingTimeout defines the maximum time in milliseconds the Server
accepts between Method calls necessary to complete a file read transfer or a file write
transfer transaction. This includes the Method calls to read or write the file content from the
virtual temporary FileType Object. If the Client exceeds the timeout between Method calls, the
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Server may close the file and cancel the corresponding transfer transaction. Any open
temporary transfer file shall be deleted if the Session used to create the file is no longer valid.

The TransferState Objects are used to expose the state of a transfer transaction in the case
that the preparation of a file for reading or the processing of the file after writing completes
asynchronously after the corresponding Method execution. If the transactions are completed
when the Method is returned, the optional TransferState Objects are not available. A Server
may allow more than one parallel read transfer. A Server may not allow more than one write
transfer or a parallel read and write transfer.

C.4.2 File transfer sequences

The [sequence of Method calls necessary to execute a read file transfer tran@ bn IS

illustfated in Figure C.2. <&
OPC UA Client FileTransfer Object1 TemporaryFiEe.“l/Q
i GenerateFileForRead() ! 'b"\' -
| Read() qﬁq
| | =y
! Read() O
: ! o a—
Cl
i ;I
| I

! S) IEC
0

Figure C.2 — Read file trans{QQexample sequence
O

The read file transfer transaction is started with the Method GenerateFileForRead defingd by
the TemporaryFileTransferType. After a sﬂ&kessful call of this Method, the Client readp the
file gontent by calling the Method Ree@ defined by the FileType until the whole flle is
transferred from the Server to the C/@@ The transaction is completed by calling the M¢thod
Clos¢ defined by the FileType. \O

The [sequence of Method CK@ necessary to execute a write file transfer transactipn is
illustrated in Figure C.3.

<\
N\
OPf)g&CIient FileTransfer Object2 TemporaryFile

GenerateFileForWrite() 1|

»
»

— :
%OQ* i Wri;te 0
C) i Write()
|

|

|

|

NS

ol Liaal AN
CIOSEANTTOMMMTT

e __w_____ |

. A N

IEC
Figure C.3 — Write file transfer example sequence

The write file transfer transaction is started with the Method StartWriteTransfer defined by the
TemporaryFileTransferType. After a successful call of this Method, the Client writes the file
content by calling the Method Write defined by the FileType until the whole file is transferred
from the Client to the Server. The transaction is completed by calling the Method
CloseAndCommit defined by the TemporaryFileTransferType. If the Client wants to abort the
operation it uses the Close Method of the temporary FileType Object.
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GenerateFileForRead is used to start the read file transaction. A successful call of this
Method creates a temporary FileType Object with the file content and returns the Nodeld of

this Object and the file handle to access the Object.

Signature

GenerateFileForRead (

[in] BaseDataType generateOptions
[out] NodeId fileNodeId
oot l—UTInt32 falallandl
[out] NodeId completionStateMachine A
) ; QS’
AN
Argument Description (\Q
generpteOptions The optional parameter can be used to specify server specifi "e‘ﬁeneration opfions.
To allow such options, the Server shall specify a concrete IPQ ype in the Argunent
Structure for this argument in the instance of the Metho b‘
If the DataType is BaseDataType, the Client shall p%ﬁ/ Il for this argument.
Examples for concrete DataTypes are
OptionsSet  Used to provide a bit mask @«'Ie content selection
String Can be used to provide Gs\ring filter or a regular expression
Structure Can be used to proyide a structure with create settings, e.g. to
create a report
Enumeration Can be used @Qrovide a list of options
fileNodeld Nodeld of the temporary fiI%\V
\4
fileHaindle The fileHandle of the Open d TransferFile.
The fileHandle can sed to access the TransferFile Methods Read and Close
AN\ 4
completionStateMachine If the creation of~th§ file is completed asynchronously, the parameter returns thg
Nodeld of thg\qgrresponding FileTransferStateMachineType Object.
If the creation of the file is already completed, the parameter is null.
If a e\bansferStateMachineType Object Nodeld is returned, the Read Method [of
the file-fails until the TransferState changed to ReadTransfer.

O@

Method Result C cfoé (defined in Call Service)

=N

Resu

X

Description

Bad_

See |IEC 62541-4 for a general description.

Table C.14 specifies the AddressSpace representation for the GenerateFileForRead Method.

Table C.14 — GenerateFileForRead Method AddressSpace definition

Attribute Value

BrowseName StartReadTransfer

References NodeClass |BrowseName DataType |TypeDefinition ModellingRule
HasProperty Variable InputArguments [Argument[] [PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] |PropertyType Mandatory
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GenerateFileForWrite is used to start the write file transaction. A successful call of this
Method creates a temporary FileType Object and returns the Nodeld of this Object and the file
handle to access the Object.

Signature

GenerateFileForWrite (

[in] BaseDataType generateOptions
[out] NodeId fileNodeId
[ n#] It 232 £ 1 ool

) 14

Argument Description
generpteOptions The optional parameter can be used to specify server specific fil€)geheration options.
To allow such options, the Server shall specify a concrete DataIype in the Argufment
Structure for this argument in the instance of the Method.
If the DataType is BaseDataType, the Client shall pass Nul for this argument.
Examples for concrete DataTypes are
OptionsSet  Used to provide a bit mask for filg use selection
Structure Can be used to provide a stryefure with create settings, e.g.
firmware update settings
Enumeration Can be used to proyidé€ a list of options like file handling optiofs
fileNodeld Nodeld of the temporary file.
fileHa)ndle The fileHandle of the opened, TransferFile.
The fileHandle can be useditp access the TransferFile Methods Write and Close]
Method Result Codes (defined in Call-Service)
Result Code Descriptign
Bad_WserAccessDenied See |IEC-62541-4 for a general description.
Tablg C.15 specifies the AddressSpace representation for the GenerateFileForWrite Method.

Table C15< GenerateFileForWrite Method AddressSpace definition

Attrifute Value

BrowdeName StartWriteTransfer

Referfences NodeClass (BrowseName DataType |TypeDefinition ModellingRule
HasP{operty Variable OutputArguments |Argument[] |PropertyType Mandator

C.4.5 CloseAndCommit

CloseAndCommit is used to apply the content of the written file and to delete the temporary
file after the completion of the transaction.

Signature
CloseAndCommit (
[in] UInt32 fileHandle
[out] NodeId

) 7

completionStateMachine
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Argument

Description

fileHandle

The fileHandle used to write the file.

completionStateMachine

If the processing of the file is completed asynchronously, the parameter returns the
Nodeld of the corresponding FileTransferStateMachineType Object.

If the processing of the file is already completed, the parameter is null.

If a FileTransferStateMachineType Object Nodeld is returned, the processing is in
progress until the TransferState changed to /dle.

Method Result Codes (defined in Call Service)

Resu

t Code

Description

Bad_

UserAccessDenied

See |IEC 62541-4 for a general description.

Tablg C.16 specifies the AddressSpace representation for the CloseAndCémmit Method.

Table C.16 — CloseAndCommit Method AddressSpaee_definition

Attrifute Value

BrowdeName CloseAndCommit

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] [PropertyType Mandatoryj
HasPfoperty Variable OutputArguments |Argument[\_|PropertyType Mandatory]
C.4.6 FileTransferStateMachineType

The gtates of the file transfer state maclfine are shown in Figure C.4.

GenerateFileForRead
Method called

File Close Method called

ReadPrepare

Error during file preparation

File preparation finished
ReadTransfer

Error during read transfer
Error

CloseAndCommit Method called

Errar during apnlying write

Apply finished
ApplyingWrite

Reset

IEC

Figure C.4 - File transfer States

The FileTransferStateMachineType and the related type are illustrated in Figure C.5.
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TemporaryFileTransferType Finite State MachineType
—N—E ClientProcessingTimeout J
FileTransferStateMachine:
<TransferState> &
GenerateFileForRead HasCause — FileTransferStateMachine Type
GenerateF |Iew
TransitionType: In'rtiaIStateTypsx
IdleToReadPrepare Idb}/
CloseAndCommit
TransitionType: (Sl?élrype:
ReadPrepareToReadTransfer q%a Prepare
TransitionType: StateType:
ReadTransferToldle ReadTransfer
L TransitionType: ) StateType:
HasCause IdleT oApplyWrite //C ApplyingWrite
TransitionType: A\ StateType:
AppIyWrite'@dIe Error

This
trans|
Tabl

A
Tra sﬁ{nType:
Read P\%pareTo Error

@ TransitionType:

. \\%ead TransferToError

N .
TransitionType:

ApplyWriteT oError

TransitionType:

ErrorToldle

L

HasCause

t \ Reset

Figure C.5 — FileTransferStateMachineType

ObjectType defines the StateMachine for asynchronously processing of temporar
ers. If{(i§" formally defined in Table C.17. The transitions are formally defing

C.18s

IEC

y file
d in
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Table C.17 — FileTransferStateMachineType

Attribute Value
BrowseName |FileTransferStateMachineType
IsAbstract False
References NodeClass |[BrowseName DataType TypeDefinition ModellingRule

Subtype of the FiniteStateMachineType defined in B.4.5.

HasComponent |Object Idle InitialStateType
HasComponent |Object ReadPrepare StateType
HasCpmponent |Object ReadTransfer StateType
HasCpmponent |Object ApplyWrite StateType
HasCpmponent |Object Error StateType
HasCpmponent |Object IdleToReadPrepare TransitionType
HasCpmponent |Object ReadPrepareToReadTransfer TransitionType
HasCpmponent |Object ReadTransferToldle TransitienType
HasCpmponent |Object IdleToApplyWrite TrafsitionType
HasCpmponent |Object ApplyWriteToldle TransitionType
HasCpmponent |Object ReadPrepareToError TransitionType
HasCpmponent |Object ReadTransferToError TransitionType
HasCpmponent |Object ApplyWriteToError TransitionType
HasCpmponent |Object ErrorToldle TransitionType
HasCpmponent [Method Reset Defined in C.4.7
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Table C.18 - FileTransferStateMachineType transitions

BrowseName References BrowseName TypeDefinition

Transitions

IdleToReadPrepare FromState Idle StateType
ToState ReadPrepare StateType
HasEffect TransitionEventType

ReadPrepareToReadTransfer FromState ReadPrepare StateType
ToState ReadTransfer StateType
HasEffect TransitionEventType

ReadJransferToldle FromState ReadTransfer StateTypé
ToState Idle Statehype
HasEffect TransitionEventType

IdleTgApplyWrite FromState Idle StateType
ToState ApplyWrite StateType
HasEffect TransitionEventType

ApplyWriteToldle FromState ApplyWrite StateType
ToState Idle StateType
HasEffect TransitiopE¥entType

ReadPrepareToError FromState ReadPwépare StateType
ToState Erro¥ StateType
HasEffect TransitionEventType

ReadfransferToError FromState ReadTransfer StateType
ToState Error StateType
HasEffect TransitionEventType

ApplyWriteToError FremState ApplyWrite StateType
ToState Error StateType
HasEffect TransitionEventType

Errorfoldle FromState Error StateType
ToState Idle StateType
HasEffect TransitionEventType

C.4.7 Reset

Reset is used to reset the Error state of a FileTransferStateMachineType Object.

Signature

Reset () ;
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Annex D defines a way to provide encoding information for custom DataTypes. In previous
releases of the specification this approach was defined in IEC 62541-3. In |IEC 62541-3 a

simplified—appreach—is—reow—defired—havirg—a—DaotalypeDefinitionAttHbuto—en—the—Datg T ype
Nodd. The approach using DataTypeDictionaries is provided for backwards compatibility and
in cgdse some specific requirements cannot be fulfilled with the simplified appreach.|It is
recommended to only use the approach using the DataTypeDefinition Attribute.
D.2 | Data Type Model
IEC $2541-3 defines the data type model. A DataType pointsg’*to one or several
Data|lypeEncoding Objects. The approach of DataTypeDictionarie's|Extends this model|(see
Figule D.1). The DataTypeEncoding Object points to exactly one Variable of [type
Datal|lypeDescriptionType. The DataTypeDescription Viariable belongs to a
DatallypeDictionary Variable.
DataType
\ Each DataType can have
several\DataTypeEncoding,
e.g. “Default’, “UA Binary”,
and “XML”
v
Object Object Object
of ObjectType of ObjectType of ObjectType
DataTypeEncodingType DataTypeEncodingType DataTypeEncodingType
Several DataTypeEncoding can point
v to the same DataTypeDescription, v
Variable e.g. “Default” and “UA Binary” Variable
of VariableType of VariableType
DataTypeDescriptionType \ DataTypeDescriptionType

v

\ Value identifies the description
of the data type in the

Variable
of VariableType
DataTypeDictionaryType

DataTypeDictionary

v

Object
of ObjectType
DataTypeSystemType

Figure D.1 — DataType model

v

Variable
of VariableType
DataTypeDictionaryType

v

Object
of ObjectType
DataTypeSystemType

IEC


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 RLV © IEC 2020 - 163 -

The DataTypeDictionary describes a set of DataTypes in sufficient detail to allow Clients to
parse/interpret Variable Values that they receive and to construct Values that they send. The
DataTypeDictionary is represented as a Variable of type DataTypeDictionaryType in the
AddressSpace, the description about the DataTypes is contained in its Value Attribute. All
containing DataTypes exposed in the AddressSpace are represented as Variables of type
DataTypeDescriptionType. The Value of one of these Variables identifies the description of a
DataType in the Value Attribute of the DataTypeDictionary.

The DataType of a DataTypeDictionary Variable is always a ByteString. The format and
conventions for defining DataTypes in this ByteString are defined by DataTypeSystems.
DataTypeSystems are identified by Nodelds They are represented in the AddressSpace as
Objef € Jectiype alypesystemType. 9

Data TypeD/ct/onary references a DataTypeSystem Object to |dent|fy their DataType

A clignt shall recognize the DataTypeSystem to parse any of the type descrrptrp@nform tion.
OPC|UA Clients that do not recognize a DataTypeSystem will not be able t rpret its| type
descfiptions, and consequently, the values described by them. In thes cases Clients
interpret these values as opaque ByteStrings. ,

™

OPC| Binary and W3C XML Schema are examples of DataTyp S@ems. The OPC Blinary
DataflypeSystem is defined in Annex E. OPC Binary uses XML scribe binary data vdlues.
W3C| XML Schema is specified in XML Schema Part 1 and X hema Part 2.

;\\

D.3 | DataTypeDictionary, DataTypeDescrlptlorQ[gtaTypeEncodmg and
DataTypeSystem Q

A D4gtaTypeDictionary is an entity that contamﬁa\é set of type descriptions, such as an|XML
schea. DataTypeDictionaries are defige as Variables of the VariableType
DatallypeDictionaryType. QA

N

A DptaTypeSystem specifies the @@nat and conventions for defining DataTypds in
DatallypeDictionaries. DataTypeS\@tems are defined as Objects of the ObjecqType
DataflypeSystemType. C\)j“

\
The |ReferenceType used G)’ relate Objects of the ObjectType DataTypeSystemTyge to
Varigbles of the Variablellype DataTypeDictionaryType is the HasComponent Referencelype.
Thus| the Variable i ays the TargetNode of a HasComponent Reference; this|is a
requirement for Var; s. However, for DataTypeDictionaries the Server shall always prpvide
the ihverse Ref Ce, since it is necessary to know the DataTypeSystem when procegsing
the EataTypeQ&%ary.

Charges 3y be a result of a change to a type description, but it is more likely that dicti¢gnary
chanpe§ afe a result of the addltlon or deletion of type descrlptlons This mcludes chnges
madd i
Clients may subscribe to the DataTypeVersron Property to determine if the
DataTypeDictionary has changed since it was last read.

The Server may, but is not required to, make the DataTypeDictionary contents available to
Clients through the Value Attribute. Clients should assume that DataTypeDictionary contents
are relatively large and that they will encounter performance problems if they automatically
read the DataTypeDictionary contents each time they encounter an instance of a specific
DataType. The client should use the DataTypeVersion Property to determine whether the
locally cached copy is still valid. If the client detects a change to the DataTypeVersion, then it
shall re-read the DataTypeDictionary. This implies that the DataTypeVersion shall be updated
by a Server even after restart since Clients may persistently store the locally cached copy.

The Value Attribute of the DataTypeDictionary containing the type descriptions is a ByteString
whose formatting is defined by the DataTypeSystem. For the "XML Schema"
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DataTypeSystem, the ByteString contains a valid XML Schema document. For the "OPC
Binary" DataTypeSystem, the ByteString contains a string that is a valid XML document. The
Server shall ensure that any change to the contents of the ByteString is matched with a
corresponding change to the DataTypeVersion Property. In other words, the client may safely
use a cached copy of the DataTypeDictionary, as long as the DataTypeVersion remains the
same.

DataTypeDictionaries are complex Variables which expose their DataTypeDescriptions as
Variables using HasComponent References. A DataTypeDescription provides the information
necessary to find the formal description of a DataType within the DataTypeDictionary. The
Value of a DataTypeDescription depends on the DataTypeSystem of the Data Typechtlonary

y
Whenp using "XML Schema" dictionaries the Value shall be an Xpath expression (s% bath)
whiclh points to an XML element in the schema document. Q~

Q
Like DataTypeDictionaries each DataTypeDescription provides the Property‘,@ﬂa'TypeVersion
indicating whether the type description of the DataType has chang hanges tq the
Datal|lypeVersion may impact the operation of Subscriptions. If the DataT, %eVers:on chgnges
for Variable that is being monitored for a Subscription that uses| this
Data|lypeDescription, then the next data change Notification sent fi e Var/ab/e will contain
a stajus that indicates the change in the DataTypeDescription. (b

DataflypeDictionaries using HasDescription References rvers shall provide the inyerse
Refefences that relate the DataTypeDescriptions back e DataTypeEncoding Objectq. If a
Datallype Node is exposed in the AddressSpace, |§ provide its DataTypeEncoding$ and
if a QataTypeDictionary is exposed then it should \ se all of its DataTypeDescriptions.|Both
of thegse References shall be bi-directional.

DatallypeEncoding Objects of the DataTypes reference%‘s DataTypeDescr/pt/ons of the

Figune D.2 provides an example of how Daz‘&jfpes are modelled in the AddressSpace.
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DataType

VA N\
C—lasEncodingj G—lasEncoding) C—lasEncoding)\G-lasEncoding)

Object Object Object Object
Default Binary UA Binary Default XML EDDL XML
of ObjectType of ObjectType of ObjectType of ObjectType
DataTypeEncodingType | | DataTypeEncodingType DataTypeEncodingType DataTypeEncodingType
| =
HasDescription } ( HasDescription w HasDescription HasDescription
V& v v
Variable Variable Variable
Int32 Int32 Int32
of VariableType of VariableType of VariableType
bataTypeDescriptionType DataTypeDescriptionType DataTypeDesectiptionType

HasComponent

HasComponent

HasComponent

Variable Variable Variable
BasicTypes BasicXMLTypes BasicEDDLTypes
of VariableType of VariableType of VariableType
DataTypeDictionaryType DataTypeDictionaryType DataTypeDictionaryType
A V\ /1
( HasComponent ] (HasComponent) ( HasComponent)
Object Object
OPC Binary XML Schema
of ObjectType of ObjectType
DataTypeSystemType DataTypeSystemType
1Hc

Figure D.2*c"Example of DataType modelling

In some scenarios an OPC UA“Server may have resource limitations which make it imprattical
to expose large DataTypeDijctionaries. In these scenarios the Server may be able to prpvide
acceps to descriptions fer individual DataTypes even if the entire dictionary cannot be fead.
For this reason, this_Jdocument defines a Property for the DataTypeDescription dalled
DictipnaryFragmept>~/This Property is a ByteString that contains a subset of| the
Data|lypeDictiofary which describes the format of the DataType associated with the
Data[lypeDeseription. Thus, the Server splits the large DataTypeDictionary into several gmall
parts| and Clients can access without affecting the overall system performance.

Howgvew Servers should provide the whole DataTypeDictionary at once if this is possible] It is
typically more efficient to read the whole DatalypeDictionary at once Instead of reading
individual parts.

D.4 AddressSpace organization

In 8.2.9 the standard Object is introduced as entry point for DataTypes that the Server wishes
to expose in the AddressSpace. When using DataTypeSystems and DataTypeDictionaries
those Nodes can be referenced by this Object as well. The standard Object uses Organizes
References to reference Objects of the DataTypeSystemType representing
DataTypeSystems. Referenced by those Objects are DataTypeDictionaries that refer to their
DataTypeDescriptions. However, it is not required to provide the DataTypeSystem Objects,
and the DataTypeDictionary need not provided.
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Because DataTypes are not related to DataTypeDescriptions using Hierarchical References,
DataType Nodes should be made available using Organizes References pointing either
directly from the "DataTypes" Object to the DataType Nodes or using additional Folder
Objects for grouping purposes. The intent is that all DataTypes of the Server exposed in the
AddressSpace are accessible following Hierarchical References starting from the "DataTypes"
Object. However, this is not required.

Figure D.3 illustrates this hierarchy using the "OPC Binary" and "XML Schema" standard
DataTypeSystems as examples. Other DataTypeSystems may be defined under this Object.

Ohject
“DataTypes”

- |

Organizes

Organizes

Organizes

v v
Object Object DataType
“OPC Binary” “XML Schema” “Int32”
\4 y
[HasComponent] HasComponent] HasComponent] HasComponent] [ HasEncoding ]
Variable Variable Variable Variable
‘OPCDict_1" “OPCDict_2” “Devit.xsd” “Dev_2.xsd”

HasComponent

HasComponent

Variable
“‘DTDesc1”

Variable
“DTDesc1”

HasDescription

Each

HasGomponent

A 4

Object
“Default Binary”

Figure D.3 — DataTypes organization

DataTypeSystem Object
References.

is related to
Each

DataTypeDictionary Nodes

DataTypeDictionary  Node is

related to

IEC

ising
its

Data|lypeDeScription Nodes using HasComponent References. These References indicate
that fhe DataTypeDescriptions are defined in the dictionary.

In th

avamnlg thg "NaotoaTvnas" Ohiget rafargnecas thg DoftaTvng "lNt32" igina an Orao
SHRP+He—A a3 = o] —etraa HHe—eHa-HP Hto<——dSHig—ah +g&

hizes

Reference. The DataType uses the non-hierarchical HasEncoding Reference to point to its

default encoding, which

HasDescription Reference.

references a DataTypeDescription using the non-hierarchical

In case DataTypeSystems are used, the standard Objects "OPC Binary" and "XML Schema"
defined in D.5.5 and D.5.6 are connected via an Organizes Reference from the "DataTypes"

Object.


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 RLV © IEC 2020 - 167 —

D.5 Node definitions

D.5.1 HasDescription

The HasDescription ReferenceType is a concrete ReferenceType and can be used directly. It
is a subtype of NonHierarchicalReferences.

The semantic of this ReferenceType is to reference the DataTypeDescription of a
DataTypeEncoding.

The SourcelNode of References of this tune ghall he an Qhiect of the ﬂhinr\nype
i i J T J J
DatallypeEncodingType or one of its subtypes.

The | TargetNode of this ReferenceType shall be a Variable of the ™ariablelType
Data|lypeDescriptionType or one of its subtypes.

Its representation in the AddressSpace is specified in Table D.1.

Table D.1 — HasDescription ReferenceTypge

Attributes Value
BrowgeName HasDescription
InverdeName DescriptionOf
Symnjetric False
IsAbsfract False
References NodeClass BrowseName Comment

D.5.2 DataTypeDictionaryType

The DataTypeDictionaryType VariableType is used as the type for the DataTypeDictiongries.
It is formally defined in Table D,2

Table D.2 — DataTypeDictionaryType definition

Attribute Value
BrowgeName DataTypeDictionaryType
IsAbsfract False
ValueRank -1 (-1 = Scalar)
DataTlype ByteString

Refemmes_‘.NndaClass_l.B.LmuaNamLI.D.ﬂalune !TvneDﬂi.n.i.t.i.o.n_l.M.o.d.aLI.i.n.g,iule

Subtype of the BaseDataVariableType defined in 7.4.

HasProperty Variable DataTypeVersion |String PropertyType Optional
HasProperty Variable NamespaceUri String PropertyType Optional
HasProperty Variable Deprecated Boolean Property Type Optional

The Property DataTypeVersion is explained in D.3.

The NamespaceUri is the URI for the namespace described by the Value Attribute of the
DataTypeDictionary. This is not always the same as the NamespaceUri of the DataType
Nodeld.
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The Deprecated Property is used to indicate that all of the DataType definitions represented
by the DataTypeDictionaryType are available through a DataTypeDefinition Attribute. Servers
that provide DataType definitions as a DataTypeDefinition Attribute and through a
DataTypeDictionaryType shall expose this Property.

D.5.3 DataTypeDescriptionType

The  DataTypeDescriptionType  VariableType is used as the type for the
DataTypeDescriptions. It is formally defined in Table D.3.

Table D.3 — DataTypeDescriptionType definition

Attribute Value
BrowgeName DataTypeDescriptionType
IsAbsfract False
ValueRank -1 (-1 = Scalar)
DataTlype String
References NodeClass |BrowseName DataType TypeDefinition ModellingRdile
Subtype of the BaseDataVariableType defined in 7.4.
HasPfoperty Variable DataTypeVersion String PropettyType Optional
HasPfoperty Variable DictionaryFragment ByteString PropertyType Optional

The Properties DataTypeVersion and DictionaryFragment are explained in D.3.

D.5.4 DataTypeSystemType

The DataTypeSystems ObjectType is used as type for the DataTypeSystems. There afe no
Refefences specified for this ObjectTyp€) It is formally defined in Table D.4.

Table D.4 ~DataTypeSystemType definition

Attribute Value
BrowgeName DataTypeSystemType
IsAbs}ract False
Referfences NodeCtlass |BrowseName DataType TypeDefinition ModellingRulg
Subtype of the BasgObjectType defined in 6.2.

D.5.5 OPC Binary

OPC Binary is a standard DataTypeSystem defined by OPC. It is represented in the
AddressSpace by an Object Node. The OPC Binary DataTypeSystem is defined in
IEC 62541-3. OPC Binary uses XML to describe complex binary data values. The "OPC
Binary" Object is formally defined in Table D.5.

Table D.5 — OPC Binary definition

Attribute Value
BrowseName OPC Binary
References NodeClass BrowseName Comment

HasTypeDefinition ObjectType DataTypeSystemType Defined in D.5.4
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D.5.6 XML Schema
XML Schema is a standard DataTypeSystem defined by the W3C. It is represented in the
AddressSpace by an Object Node. XML Schema documents are XML documents whose xmlns
attribute in the first line is:

schema xmins =http://www.w3.0rg/1999/XMLSchema
The "XML Schema" Object is formally defined in Table D.6.

Table D.6 — XMl Schema definition

Attribute Value
BrowdeName XML Schema
References NodeClass BrowseName Commefit
HasTypeDefinition ObjectType DataTypeSystemType Defifed’in D.5.4
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Annex E
(normative)

OPC Binary Type Description System

E.1 Concepts

The OPC Binary XML Schema defines the format of OPC Binary TypeDictionaries. Each OPC
Binary TypeD/ct/onary is an XML document that contains one or more TypeDescr/pt/ons that

descrbe e e b ehcoded aldeo—ABpHes S e advanced
knowlledge of a partlcular bmary encoding can use the OPC Blnary TypeDescr/-p.ﬁcn to
interpret or construct a value. Q}/

The PPC Binary Type Description System does not define a standard mechani to ercode
data|in binary. It only provides a standard way to describe an existing bina coding. Many

binary encodings will have a mechanism to describe types that could be<©ncoded howgever,
thesg¢ descriptions are useful only to applications that have knowledg &fthe type description
systgm used with each binary encoding. The OPC Binary Type cription System|is a
genefic syntax that can be used by any application to interpret anx»é]nary encoding.

The PPC Binary Type Description System was originally d d in the OPC Complex |Data
Spedification. The OPC Binary Type Description Systé\ escribed in Annex E is |quite
differlent and is correctly described as the OPC Binary 'Q;ép Description System Version 3.0.

Each| TypeDescription is identified by a Typ e which shall be unique withinl the
TypelDictionary that defines it. Each TypeDiq% ry also has a TargetNamespace Which
shou|d be unique among all OPC Binary Ty, ictionaries. This means that the TypeName
qualified with the TargetNamespace for th&tionary should be a globally-unique identifier

for a|TypeDescription. $
.\Q)
Figune E.1 illustrates the structure 065\ OPC Binary TypeDictionary.
A
C;\\C)\TypeDictionary Imports TypeDictionary

I

Q‘ : Contains
O |
®Q TypeDescription
& !

Is Subtype Of

E O References
\Q/ OpaqueType StructuredType
T T
Is Subtype Of Contains
| 4
EnumeratedType FieldType
IEC

Figure E.1 — OPC Binary Dictionary structure

Each binary encoding is built from a set of opaque building blocks that are either primitive
types with a fixed length or variable-length types with a structure that is too complex to
describe properly in an XML document. These building blocks are described with an
OpaqueType. An instance of one of these building blocks is a binary-encoded value.
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The OPC Binary Type Description System defines a set of standard OpaqueTypes that all
OPC Binary TypeDictionaries should use to build their TypeDescriptions. These standard type
descriptions are described in Clause E.3.

In some cases, the binary encoding described by an OpaqueType may have a fixed size
which would allow an application to skip an encoded value that it does not understand. If that
is the case, then the LengthinBits attribute should be specified for the OpaqueType. If authors
of TypeDictionaries need to define new OpaqueTypes that do not have a fixed size, then they
should use the documentation elements to describe how to encode binary values for the type.
This description should provide enough detail to allow a human to write a program that can
interpret instances of the type.

ucturedType breaks a complex value into a sequence of values that are desc %

A St by a
FieldlType. Each FieldType has a name, type and a number of qualifiers that speci heh the
field js used and how many instances of the type exist. A FieldType is describe@ll/%mplet ply in
E.2.q. (LQ
An EhumeratedType describes a numeric value that has a limited set oero sible values, [each
of which has a descriptive name. EnumeratedTypes provide a co, \h&nient way to capture
semgntic information associated with what would otherwise be an %}’B, ue numeric value.
E.2 | Schema description s\\<</
- O
E.2.1 TypeDictionary <(
The |TypeDictionary element is the root eler@ of an OPC Binary Dictionary.| The
compgonents of this element are described in Ta A
2
Table E.1 - Type’&tlonary components
AN
Name Type \\Q) Description
Documnentation Documentation A%@Te)ement that contains human-readable text and XML that provideg an
v view of what is contained in the dictionary.

Impor ImportDirectiv, i K"Zero or more elements that specify other TypeDictionaries that are

referenced by StructuredTypes defined in the dictionary. Each imporf

o, element specifies the NamespaceUri of the TypeDictionary being
@ imported. The TypeDictionary element shall declare an XML namespace

prefix for each imported namespace.

TargetNamespace :Mg Specifies the URI that qualifies all TypeDescriptions defined in the
4&’ dictionary.
oD

DefaultByteOrd@C ByteOrder Specifies the default ByteOrder for all TypeDescriptions that have thg

ByteOrderSignificant attribute set to "true".

Q/C) This value overrides the setting in any imported TypeDictionary.

This value is overridden by the DefaultByteOrder specified on a

TypeDescription.

value.

A TypeDescription is an abstract type. A dictionary may only contain
OpaqueType, EnumeratedType and StructuredType elements.

TypeDescription TypeDescription[] |One or more elements that describe the structure of a binary encoded

the

E.2.2 TypeDescription

A TypeDescription describes the structure of a binary encoded value. A TypeDescription is an
abstract base type and only instances of subtypes may appear in a TypeDictionary. The
components of a TypeDescription are described in Table E.2.
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Table E.2 — TypeDescription components

Name Type Description

Documentation Documentation |An element that contains human readable text and XML that describes the
type. This element should capture any semantic information that would help
a human to understand what is contained in the value.

Name xs: NCName An attribute that specifies a name for the TypeDescription that is unique
within the dictionary. The fields of structured types reference
TypeDescriptions by using this name qualified with the dictionary
namespace URI.

DefaultByteOrder [ByteOrder An attribute that specifies the default ByteOrder for the type description.

This value overrides the setting in any TypeDictionary or in any A

StructuredType that references the type description. .
V'

anyAffribute * Authors of a TypeDictionary may add their own attributes to an
TypeDescription that shall be qualified with a namespace d d by the¢
author. Applications should not be required to understan e attribufes in
order to interpret a binary encoded instance of the typeq/

4
>
E.2.d OpaqueType \3)
YV

An (paqueType describes a binary encoded value that is eith gbprimitive fixed length| type
or that has a structure too complex to capture in an OPC BQ;& type dictionary. Authdrs of
type (dictionaries should avoid defining OpaqueTypes that dQ\not have a fixed length bedause
it wduld prevent applications from interpreting values thHat use these types without having
built-in knowledge of the OpaqueType. The OPC B@ry Type Description System dgfines
many standard OpaqueTypes that should allow aQ rs to describe most binary encided
valuds as StructuredTypes. \\

QO

The ¢gomponents of an OpaqueType are des\@ed in Table E.3.

Table E.3 -, aqueType components

4\
Name Type \O Description
TypeDescription TypeDescriptio\r(\)tTAn OpaqueType inherits all elements and attributes defined for a

CH TypeDescription in Table E.2.
~—

LengthInBits xs:string *, An attribute which specifies the length of the OpaqueType in bits. This
& value should always be specified. If this value is not specified the
O Documentation element should describe the encoding in a way that|a

human understands.
Byted rderSignificar@s’:boolean An attribute that indicates whether byte order is significant for the type.

O If byte order is significant then the application shall determine the Hyte
é order to use for the current context before interpreting the encoded
C) value. The application determines the byte order by looking for the

Q/ DefaultByteOrder attribute specified for containing StructuredTyped or
\ the TypeDictionary. If StructuredTypes are nested the inner
Structured Types override the byte order of the outer descriptions.

If the DefaultByteOrder attribute is specified for the OpaqueType, then
the ByteOrder is fixed and does not change according to context.

If this attribute is "true", then the LengthlnBits attribute shall be specified
and it shall be an integer multiple of 8 bits.

E.2.4 EnumeratedType

An EnumeratedType describes a binary-encoded numeric value that has a fixed set of valid
values. The encoded binary value described by an EnumeratedType is always an unsigned
integer with a length specified by the LengthinBits attribute.
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The names for each of the enumerated values are not required to interpret the binary
encoding; however, they form part of the documentation for the type.

The components of an EnumeratedType are described in Table E.4.

Table E.4 — EnumeratedType components

Name Type Description
OpaqueType OpaqueTypeDescription |An EnumeratedType inherits all elements and attributes defined for a
TypeDescription in Table E.2 and for an OpaqueType defined in
Table E.3.
The LengthlnBits attribute shall always be specified. A
EnumgratedValue [EnumeratedValue One or more elements that describe the possible values fi
instances of the type. QA
Qv
E.2.§  StructuredType D

'\/
A StpucturedType describes a type as a sequence of binary-enco 6§b§/alues. Each valpe in
the dequence is called a Field. Each Field references a TypeD iption that describeg the
binary-encoded value that appears in the field. A Field may sp wthat zero, one or myltiple
instapces of the type appear within the sequence described @2 StructuredType.

N

Authors of type dictionaries should use StructuredTypthOQiescribe a variety of common|data
consfjructs including arrays, unions and structures. Q

Somg¢ fields have lengths that are not multiples @bits. Several of these fields may appegar in
a seﬁuence in a structure; however, the tota%n ber of bits used in the sequence shall be
fixed|land it shall be a multiple of 8 bits. An@ Id which does not have a fixed length shall be
aligngd on a byte boundary. $

A sepuence of fields which do no %e up on byte boundaries are specified from the [least
significant bit to the most signifi bit. Sequences which are longer than one byte ovdrflow
from [the most significant bit oﬁ\\ first byte into the least significant bit of the next byte.

The ¢omponents of a St&c’wredType are described in Table E.5.

C)O

\ +
ype Description

N
S
Typel escrip@) TypeDescription  |A StructuredType inherits all elements and attributes defined for a
TypeDescription in Table E.2.

Table E.5 — StructuredType components

Nam¢

~
Field \Q/ FieldType One or more elements that describe the fields of the structure. Each field

ehall bava o nomg that ic 10 n ranithin tha Ofp ot rnrlT 6= Some-fialds

may reference other er|dS in the StructuredType by usmg th|s name.

E.2.6 FieldType
A FieldType describes a binary encoded value that appears in sequence within a

StructuredType. Every FieldType shall reference a TypeDescription that describes the
encoded value for the field.

A FieldType may specify an array of encoded values.

Fields may be optional and they reference other FieldTypes, which indicate if they are present
in any specific instance of the type.
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The components of a FieldType are described in Table E.6.

Table E.6 — FieldType components

Name

Type

Description

Documentation

Documentation

An element that contains human readable text and XML that describes the
field. This element should capture any semantic information that would
help a human to understand what is contained in the field.

Name

xs:string

An attribute that specifies a name for the Field that is unique within the
StructuredType.

Oth i i [ i i e.

TypeName

xs:QName

An attribute that specifies the TypeDescription that describes the'o& ents
of the field. A field may contain zero or more instances of this M
depending on the settings for the other attributes and the v Ilg‘m of
fields. fa)

her

Length

xs:unsignedInt

An attribute that indicates the length of the field. This@gmay be the
total number of encoded bytes or it may be the numberi6f instances df the
type referenced by the field. The IsLengthinByte butes specify which
of these definitions applies. N

LengthField

xs:string

-
An attribute that indicates which other fieldi e StructuredType specifies
the length of the field. The length of the @ may be in bytes or it maly be
the number of instances of the type r ehced by the field. The
IsLengthlnBytes attributes specify of these definitions applies.

If this attribute refers to a field that is not present in an encoded valug,
then the default value for th Ie®th is 1. This situation could occur if|the
field referenced is an opt@field (see the SwitchField attribute).

The length field shall b ed length Base-2 representation of an
integer. If the Iengtho@ is one of the standard signed integer types jand
the value is a negq{@ integer, then the field is not present in the endoded
stream.

The FieldTyp{{{}ferenced by this attribute shall precede the field witH the
Structured&pe.

IsLenpthinBytes

xs:boolean

2]

An attr'i\@e that indicates whether the Length or LengthField attributd
speéi he length of the field in bytes or in the number of instances of the
typ\ eferenced by the field.

SwitchField

9
xs:string .

S
Q
C)O

&\.

}hhis attribute is specified, then the field is optional and may not appar in

every instance of the encoded value.

This attribute specifies the name of another Field that controls whether
this field is present in the encoded value. The field referenced by thig]
attribute shall be an integer value (see the LengthField attribute).

The current value of the switch field is compared to the SwitchValue
attribute using the SwitchOperand. If the condition evaluates to true then
the field appears in the stream.

If the SwitchValue attribute is not specified, then this field is present |f the
value of the switch field is non-zero. The SwitchOperand field is ignofed if
it is present.

If the SwitchOperand attribute is missing then the field is present if the
value of the switch field is equal to the value of the SwitchValue attribute.

The Field referenced by this attribute shall precede the field with the
StructuredType.

SwitchValue

xs:unsignedInt

This attribute specifies when the field appears in the encoded value. The
value of the field referenced by the SwitchField attribute is compared
using the SwitchOperand attribute to this value. The field is present if the
expression evaluates to true. The field is not present otherwise.
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Name Type Description
SwitchOperand xs:string This attribute specifies how the value of the switch field should be
compared to the switch value attribute. This field is an enumeration with
the following values:
Equal SwitchField is equal to the SwitchValue.
GreaterThan SwitchField is greater than the SwitchValue.
LessThan SwitchField is less than the SwitchValue.
GreaterThanOrEqual SwitchField is greater than or equal to the
SwitchValue.
LessThanOrEqual SwitchField is less than or equal to the
SwitchValue.
NotEqual SwitchField is not equal to the Switcéi(a}ue.
In each case the field is present if the expression is true.
4
Termipator xs:hexBinary This attribute indicates that the field contains one or m (Lﬂstances f
TypeDescription referenced by this field and that the’(@alue has tHe
binary encoding specified by the value of this attrit@ﬁa.
If this attribute is specified then the TypeDescyj "n referenced by thfs
field shall either have a fixed byte order (i.e order is not significhnt or
explicitly specified) or the containing Strucﬂ} Type shall explicitly
specify the byte order.
Examples: C)
Field Data Type Terminatcj\\ Byte Order Hexadecinjal
String
Char ta gracter not applicable 09
WideChar \tg character BigEndian 0009
WideChar S\\) ab character LittleEndian 0900
Int16 < 1 BigEndian 0001
Int16 Q\ 1 LittleEndian 0100
y
anyAtfribute * Author @a TypeDictionary may add their own attributes to any FieldType
whichshall be qualified with a namespace defined by the authors.
A@ations should not be required to understand these attributes in ofder
~&o~i terpret a binary encoded field value.
™
E.2.7 EnumeratedValue
An EnumeratedVahe@scribes a possible value for an EnumeratedType.
The ¢ompone f an EnumeratedValue are described in Table E.7.
C)s Table E.7 — EnumeratedValue components
\Q/
N\NY .
N ne -I—yPU chbllpilull
Name xs:string This attribute specifies a descriptive name for the enumerated value.
Value xs:int This attribute specifies the numeric value that could appear in the binary encoding.
E.2.8 ByteOrder

A ByteOrder is an enumeration of possible byte orders for TypeDescriptions that allow
different byte orders to be used. There are two possible values: BigEndian and LittleEndian.
BigEndian indicates the most significant byte appears first in the binary encoding. LittleEndian
indicates that the least significant byte appears first.



https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

- 176 - IEC 62541-5:2020 RLV © IEC 2020

E.2.9 ImportDirective

An ImportDirective specifies a TypeDictionary that is referenced by types defined in the

current dictionary.

The components of an ImportDirective are described in Table E.8.

Table E.8 — ImportDirective components

Name Type Description
Nam rr'_\ar-n ve-cfring This attributo cparifinc theo T::rgnfl\l::mn&-'n::r‘n fortho Ty'nnnir\finn::ry haing impnrfnd This
may be a well-known URI which means applications need not have access to the physical
file to recognize types that are referenced.
Locatfon xs:string This attribute specifies the physical location of the XML file containing the-TypeDictipnary
to import. This value could be a URL for a network resource, a Nodeld iman)OPC UA
Server address space or a local file path.

E.3 | Standard Type descriptions

The PPC Binary Type Description System defines a number of §tandard type descriptiong
can pe used to describe many common binary encodings{using a StructuredType.
standard type descriptions are described in Table E.9.

Table E.9 — Standard Typé.descriptions

Type name Description

Bit A single bit value.

Boolepn A two-state logical value"represented as an 8-bit value.

SBytdg An 8-bit signed integer.

Byte An 8-bit unsigned integer.

Int16 A 16-bit sigrned integer.

Uint1¢ A 16°bitunsigned integer.

Int32 A 32-bit signed integer.

UInt3p A 32-bit unsigned integer.

Int64 A 64-bit signed integer.

Ulnt64 A 64-bit unsigned integer.

Float An ISO/IEC/IEEE 60559:2011 single precision floating point value.

Double An ISO/IEC/IEEE 60559:2011 double precision floating point value.

Char An 8-bit UTF-8 character value.

String A sequence of UTF-8 characters preceded by the number of UTF-8 Code Units
(bytes).

WideString A sequence of UTF-16 characters preceded by the number of UTF-16 Code Units.

DateTime A 64-bit signed integer representing the number of 100 nanosecond intervals since
1601-01-01 00:00:00. This is the same as the WIN32 FILETIME type.

ByteString A sequence of bytes preceded by its length in bytes.

Guid A 128-bit structured type that represents a WIN32 GUID value.

that
The
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E.4 Type description examples

E.4.1 A 128-bit signed integer

<opc:0paqueType Name="Intl28" LengthInBits="128" ByteOrderSignificant="true">
<opc:Documentation>A 128-bit signed integer.</opc:Documentation>

</opc:0paqueType>

E.4.2 A 16-bit value divided into several fields

<opc:StructuredType Name="Quality">
<opc:Documentation>An OPC COM-DA quality value.</opc:Documentation>
<opc:Field Name="LimitBits" TypeName="opc:Bit" Length="2" />
<ogerFrett—iere—tOratrtyB Tt Fyreeme—tope Bt ottt
<ofgc:Field Name="VendorBits" TypeName="opc:Byte" /> \ls

</opd:StructuredType>

E.4.3

<opc
<oq

quali
<o
<o{
<oq
<o
<o
<oq
<oq

</op

Q}/

When using bit fields, the least significant bits within a byte shall appear first. Q(I/Q

(l/

A structured type with optional fields (Q

Ve
StructuredType Name="DataValue"> b‘
c:Documentation>A value with an associatedQ) timestamp,
ty.</opc:Documentation>
c:Field Name="ValueSpecified" TypeName="Bit" />
:Field Name="StatusCodeSpecified" TypeName="Bit" />
:Field Name="TimestampSpecified" TypeName="Bit" />
:Field Name="Reservedl" TypeName="Bit" Length="5" )§
:Field Name="Value" TypeName="Variant" SwitchFie€§¥"ValueSpecified" />
:Field Name="Quality" TypeName="Quality" Swit<2F1eld="StatusCodeSpecified" /
:Field Name="Timestamp" <;2

TypeName="opc:DateTime" SwitchFiel urceTimestampSpecified" />

:StructuredType> \\

QO

Q00000

It is mecessary to explicitly specify any padg&r\@ bits required to ensure subsequent field

up on byte boundaries. $\,
E.4.4  An array of integers \Q)
<opciStructuredType Name="Integ ray">
<ogc:Documentation>An array ~df integers prefixed by its length.</opc:Documentati
<ofgc:Field Name="Size" Ty Qg e="opc:Int32" />
<ofgc:Field Name="Array" €§§éName="opc:Int32" LengthField="Size" />
</opg¢:StructuredType> R
Noth|ng is encoded&?ﬁmray field if the Size field has a value < 0.
E.4.5 An ar, f integers with a terminator instead of a length prefix
<opc{Struct ype Name="IntegerArray" DefaultByteOrder="LittleEndian">
<ogc:Do tation>An array of integers terminated with a
valud.</6p¢tDocumentation>
<oy c% d Name="Value" TypeName="opc:Intl6" Terminator="FF7F" />
</opd \ ucturedType>

and

b line

n>

Known

The terminator is 32 767 converted to hexadecimal with LittleEndian byte order.

E.4.6

<opc:

A simple union

StructuredType Name="Variant">

<opc:Documentation>A union of several types.</opc:Documentation>
<opc:Field Name="ArrayLengthSpecified" TypeName="opc:Bit" Length="1"/>
<opc:Field Name="VariantType" TypeName="opc:Bit" Length="7" />
<opc:Field Name="ArrayLength" TypeName="opc:Int32"

SwitchField="ArrayLengthSpecified" />

<opc:Field Name="Int32" TypeName="opc:Int32" LengthField="ArrayLength"

SwitchField="VariantType" SwitchValue="1" />

<opc:Field Name="String" TypeName="opc:String" LengthField="ArrayLength"

SwitchField="VariantType" SwitchValue="2" />

<opc:Field Name="DateTime" TypeName="opc:DateTime" LengthField="ArrayLength"

</opc

SwitchField="VariantType" SwitchValue="3" />
:StructuredType>
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The ArraylLength field is optional. If it is not present in an encoded value, then all fields with
LengthField set to "ArrayLength" have a length of 1.

It is valid for the VariantType field to have a value that has no matching field defined. This
simply means all optional fields are not present in the encoded value.

E.4.7 An enumerated type

<opc:EnumeratedType Name="TrafficLight" LengthInBits="32">
<opc:Documentation>The possible colours for a traffic signal.</opc:Documentation>
<opc:EnumeratedValue Name="Red" Value="4">
<opc:Documentation>Red says stop immediately.</opc:Documentation>

</ qere—Frarrerrrec e
<ogc:EnumeratedValue Name="Yellow" Value="3"> \ls
opc:Documentation>Yellow says prepare to stop.</opc:Documentation> \\,

</dpc:EnumeratedvValue>

<ogc:EnumeratedvValue Name="Green" Value="2"> ()
opc:Documentation>Green says you may proceed.</opc:Documentation> (1/
</dpc:EnumeratedvValue> Q)
</opd:EnumeratedType> 6(1/

/
The Hocumentation element is used to provide human readable dea)c&?tion of the typq and

valugs.
34
E.4.d  Anillable array (</C)
A\

<opciStructuredTypen Name="NillableArray"> g\
<ogc:Documentation>An array where a length of -1 mea
<ogc:Field Name="Length" TypeName="opc:Int32" />
<ofgc:Field

Name="Int32" <2

TypeName="opc:Int32" \\

LengthField="Length" gS}

SwitchField="Length" Qb

SwitchValue="0"
SwitchOperand="GreaterThanOrEqual"QS;
</opd:StructuredType>

’\gb

If thel length of the array is —1 then\@e array does not appear in the stream.

null.</opc:Documentation>

O
E.5 | OPC Binary XML s@kma

<?xm] version="1.0" encbdding="utf-8" 2>
<xs:d4chema
talgetNamespace=§2¥ ://opcfoundation.org/BinarySchema/"

elqgmentFormDefau qualified"
xm]ns="http:/{é?Cfoundation.org/BinarySchema/"

xm]ns:xs="h<2g,//www.w3.org/ZOOl/XMLSchema"

>
<xd:ele g:%ame="Documentation">
lexType mixed="true">
*choice minOccurs="0" maxOccurs="unbounded">
\\ xs:any minOccurs="0" maxOccurs="unbounded"/>
</xs:choice>
<xs:anyAttribute/>
</xs:complexType>
</xs:element>

<xs:complexType name="ImportDirective">
<xs:attribute name="Namespace" type="xs:string" use="optional" />
<xs:attribute name="Location" type="xs:string" use="optional" />
</xs:complexType>

<xs:simpleType name="ByteOrder">
<xs:restriction base="xs:string">
<xs:enumeration value="BigEndian" />
<xs:enumeration value="LittleEndian" />
</xs:restriction>
</xs:simpleType>

<xs:complexType name="TypeDescription">
<xs:sequence>


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 RLV © IEC 2020 - 179 -

<xs:element ref="Documentation" minOccurs="0" maxOccurs="1" />
</xs:sequence>
<xs:attribute name="Name" type="xs:NCName" use="required" />
<xs:attribute name="DefaultByteOrder" type="ByteOrder" use="optional" />
<xs:anyAttribute processContents="lax" />
</xs:complexType>

<xs:complexType name="OpaqueType">
<xs:complexContent>
<xs:extension base="TypeDescription">
<xs:attribute name="LengthInBits" type="xs:int" use="optional" />

<xs:attribute name="ByteOrderSignificant" type="xs:boolean" default="false"

</xs:extension>
</xs:complexContent>

</ -hnmrﬂo Lype

XS :sequence> Q}’
<xs:element ref="Documentation" minOccurs="0" maxOccurs="1" />
/xs:sequence> (19
xs:attribute name="Name" type="xs:string" use="optional" /> Q)
xs:attribute name="Value" type="xs:unsignedInt" use="optional" />f]/
</4s:complexType> ¢
’
<xgd:complexType name="EnumeratedType"> b‘
xs:complexContent> 63
<xs:extension base="OpaqueTypeDescription"> lel
<xs:sequence>
<xs:element name="EnumeratedValue" (:)
type="EnumeratedValueDescription" maxdgéﬂrs="unbounded" />
</xs:sequence> 5\
</xs:extension> ()
/xs:complexContent>

</ds:complexType> QOQ

<xd:simpleType name="SwitchOperand"> \\
xs:restriction base="xs:string"> QS}
<xs:enumeration value="Equals" />
<xs:enumeration valuez"GreaterThan*(ﬁb
<xs:enumeration value="LessThan" §V

<xs:enumeration value="GreaterT rEqual" />
<xs:enumeration value="LessThi Equal" />
"

<xs:enumeration value="NotEqg />
/xs:restriction> \
</ds:simpleType> \b
X
<xgq:complexType name="FieldType">
Xs:sequence> ‘ci)
<xs:element ref="Qocumentation™ minOccurs="0" maxOccurs="1" />
/xs:sequence>
xs:attribute n "Name" type="xs:string" use="required" />

xs:attribute RQame="TypeName" type="xs:QName" use="optional" />
xs:attribu%é?pame="Length" type="xs:unsignedInt" use="optional"™ />
xs:attri name="LengthField" type="xs:string" use="optional" />
xs:attr'ngé name="IsLengthInBytes" type="xs:boolean" default="false" />
xs:at ute name="SwitchField" type="xs:string" use="optional" />
XS : bute name="SwitchValue" type="xs:unsignedInt" use="optional" />
X .§§lribute name="SwitchOperand" type="SwitchOperand" use="optional" />
ttribute name="Terminator" type="xs:hexBinary" use="optional" />

o 1

<xgq:complexType name="EnumeratedValue"> ‘:&

Y
TallyoCCrIroucte pro s> TTCeIlCo . Lo

</xs:complexType>

<xs:complexType name="StructuredType">
<xs:complexContent>
<xs:extension base="TypeDescription">
<xs:sequence>
<xs:element name="Field" type="FieldType"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="TypeDictionary">
<xs:complexType>
<xs:sequence>
<xs:element ref="Documentation" minOccurs="0" maxOccurs="1" />
<xs:element name="Import" type="ImportDirective"

/>
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minOccurs="0" maxOccurs="unbounded" />
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element name="OpaqueType" type="OpaqueType" />
<xs:element name="EnumeratedType" type="EnumeratedType" />
<xs:element name="StructuredType" type="StructuredType" />
</xs:choice>

</xs:sequence>
<xs:attribute name="TargetNamespace" type="xs:string" use="required" />
<xs:attribute name="DefaultByteOrder" type="ByteOrder" use="optional" />

</xs:complexType>
</xs:element>

</xs:schema>

E.6

<?xm]
<opc
xm]
xm]
xm ]
Ta
>
<oq
type

<oq
</
<oq

valudg
</

<oq
</d
<oq
</d
<oq
</d
<oq
</d
<o{
</d
<o{

</d

version="1.0" encoding="utf-8"?> QS/

TypeDictionary

ns="http://opcfoundation.org/BinarySchema/" ()
ns:opc="http://opcfoundation.org/BinarySchema/" le/
ns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" (1/
getNamespace="http://opcfoundation.org/BinarySchema/" Qj

’
c:Documentation>This dictionary defines the standard types Ws?ﬁ by the OPC Bj}nary
description system.</opc:Documentation>

.</opc:Documentation>

pc:0OpaqueType> <2 :

c:0paqueType Name="SByte" LengthInBits=} \X
opc:Documentation>An 8-bit signed int%g?k.</opc:Documentation>
pc:0paqueType> \Q

c:0paqueType Name="Byte" LengthInRjts="8">
opc:Documentation>A 8-bit unsig

pc:OpaqueType> \X

c:0paqueType Name="Intl6" LaidgthInBits="16" ByteOrderSignificant="true">
opc:Documentation>A 161bc) igned integer.</opc:Documentation>
pc:0paqueType> \\

c:OpaqueType Name="UIntlé6" LengthInBits="16" ByteOrderSignificant="true">
opc:Documentatio 16-bit unsigned integer.</opc:Documentation>
pc:0OpaqueType> ()

c:0paqueTyp ! e="Int32" LengthInBits="32" ByteOrderSignificant="true">
opc:Docum ion>A 32-bit signed integer.</opc:Documentation>
pc: Opaquéy-pe>

:0p Type Name="UInt32" LengthInBits="32" ByteOrderSignificant="true">

@paque’fype>

[e]

34

c:0paqueType Name="Bit" LengthInBits="1">

opc:Documentation>A single bit.</opc:Documentation> ( )

pc:0paqueType> \@

c:0paqueType Name="Boolean" LengthInBits="8"> (§\

opc:Documentation>A two state logical lue represented as a -bit

integer.</opc:Documentation>

Q

umentation>A 32-bit unsigned integer.</opc:Documentation>

<opc:0OpaqueType Name="Int64" LengthInBits="32" ByteOrderSignificant="true">
<opc:Documentation>A 64-bit signed integer.</opc:Documentation>
</opc:0paqueType>

<opc:0paqueType Name="UInt64" LengthInBits="64" ByteOrderSignificant="true">
<opc:Documentation>A 64-bit unsigned integer.</opc:Documentation>
</opc:0paqueType>

<opc:0paqueType Name="Float" LengthInBits="32" ByteOrderSignificant="true">
<opc:Documentation>An ISO/IEC/IEEE 60559:2011 single precision floating point
value.</opc:Documentation>
</opc:0paqueType>

<opc:0paqueType Name="Double" LengthInBits="64" ByteOrderSignificant="true">
<opc:Documentation>An ISO/IEC/IEEE 60559:2011 double precision floating point
value.</opc:Documentation>
</opc:0paqueType>

<opc:0OpaqueType Name="Char" LengthInBits="8">


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 RLV © IEC 2020 - 181 -

<opc:Documentation>A 8-bit character value.</opc:Documentation>
</opc:0paqueType>

<opc:StructuredType Name="String">
<opc:Documentation>A UTF-8 null terminated string value.</opc:Documentation>
<opc:Field Name="Value" TypeName="Char" Terminator="00" />
</opc:StructuredType>

<opc:StructuredType Name="CharArray">
<opc:Documentation>A UTF-8 string prefixed by its length
characters.</opc:Documentation>
<opc:Field Name="Length" TypeName="Int32" />
<opc:Field Name="Value" TypeName="Char" LengthField="Length" />
</opc:StructuredType>

<oq
</

<oy

</
<oy

chard

</

<oy

</
<oy

1601
</d

<oq

</

</op

c:0paqueType Name="WideChar" LengthInBits="16" ByteOrderSignificant="true">
opc:Documentation>A 16-bit character value.</opc:Documentation>
pc:0paqueType>

c:StructuredType Name="WideString">

opc:Documentation>A UTF-16 null terminated string value.</opc:Documentation>
opc:Field Name="Value" TypeName="WideChar" Terminator="0000" />
pc:StructuredType>

c:StructuredType Name="WideCharArray">

opc:Documentation>A UTF-16 string prefixed by its length
cters.</opc:Documentation>

opc:Field Name="Length" TypeName="Int32" />

opc:Field Name="Value" TypeName="WideChar" LengthFie}de¥Length" />
pc:StructuredType>

c:StructuredType Name="ByteString">

opc:Documentation>An array of bytes prefixed bw its length.</opc:Documentatiof
opc:Field Name="Length" TypeName="Int32" />

opc:Field Name="Value" TypeName="Byte" LengwhField="Length" />
pc:StructuredType>

c:0paqueType Name="DateTime" LengthInBsts="64" ByteOrderSignificant="true">
opc:Documentation>The number of MN0E@” nanosecond intervals since January
</opc:Documentation>

pc:0OpaqueType>

c:StructuredType Name="Guid">

opc:Documentation>A 128-bitlglobally unique identifier.</opc:Documentation>
opc:Field Name="Datal" TwpeName="UInt32" />

opc:Field Name="Data2" .T¢peName="UIntle" />

opc:Field Name="Data3M WypeName="UIntl6" />

opc:Field Name="Datad4“/TypeName="Byte" Length="8" />

pc:StructuredType>

:TypeDictionary®>

in

in

01,
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Annex F
(normative)

User Authorization

Overview

OPC UA defines a standard approach for implementing role based security. Servers may
choose to implement part or all of the mechanisms defined here. The OPC UA approach

nted

S —_—
Roley when they create a Session based on the information provided by the Client.
&
F.2 | RoleSetType q/
S
F.2.1 RoleSetType definition (Q
'\/
The

Table F.1 — RoleSetType defini\éﬁ

RoleSet Object defined in Table 10 is a RoleSetType whl%bs formally defin¢d in

Table F.1.
34

&

Aftribute Val% O\
BrowgeName RoleSetType /\O‘
IsAbs}ract False
References NodeClass |BrowseName ‘Datame |TypeDefinition ModellingRul{
Subtype of BaseObjectType defined in 6.2. Q(\
HasCpmponent |Object <RoleName> ,\$ - |ROIeType OptionalPlacelolder
HasCpmponent |Method AddRole A’\‘o Defined in F.2.2 Mandatory
HasCpmponent [Method Removeﬁ@ Defined in F.2.3. Mandatory

The

The

F.2.2

This

\\0
\ddRole Method allows%nflguration Clients to add a new Role to the Server.

RemoveRole M@@d allows configuration Clients to remove a Role from the Server.

Add@Method

Metea)%»s used to add a Role to the RoleSet Object.

The

BrowseName for the new Node The BrowseName shaII beunlque W|th|nthe RoleSet Object

This Method affects security and shall only be browseable and callable by authorized

admi

nistrators.

IEC 62541-3 defines well-known Roles. If this Method is used to add a well-known Role, the
name of the Role from IEC 62541-3 is used together with the OPC UA namespace URI. The
Server shall use the Nodelds for the well-known Roles in this case. The Nodelds for the well-
known Roles are defined in IEC 62541-6.
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Signature
AddRole (
[in] String RoleName
[in] String NamespaceUri
[out] NodeId RoleNodeId
) 7
Argument Description
RoleName The name of the Role.
NamespaceUri The NamespaceUri qualifies the RoleName. If this value is null or empty then the
resulting BrowseName will be qualified by the Server’'s NamespaceUri.
RoleNodeld The Nodeld assigned by the Server to the new Node.

Methiod Result Codes

ResultCode Description

Bad_ljnvalidArgument The RoleName or NamespaceUri is not valid.

The text associated with the error shall indicate the_exact problem.

Bad_INotSupported The Server does not allow more Roles to be added,

Bad_WserAccessDenied |The caller does not have the necessary Permissions.

F.2.3 RemoveRole Method

This Method is used to remove a Role from the,RoleSet Object.
The RoleNodeld is the Nodeld of the RolexObject to remove.

The [Server may prohibit the remaowal of some Roles because they are necessary fof the
Server to function.

If a Role is removed all Permissions associated with the Role are deleted as well. Ideally
thes¢ changes should take effect immediately; however, some lag may occur.

This [Method affecis) security and shall only be browseable and callable by authorized
admipistrators.

Signpture

moyeRole (
[in] NodeTd RPaolaoNadsTA

) ;

Argument Description

RoleNodeld The Nodeld of the Role Object.
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Method Result Codes

ResultCode Description

Bad_NodeldUnknown The specified Role Object does not exist.

Bad_NotSupported The Server does not allow the Role Object to be removed.

Bad_UserAccessDenied |The caller does not have the necessary Permissions.

Bad_RequestNotAllowed |The specified Role Object cannot be removed.

F.3 [ RoleType Q
F.3.1 RoleType definition QQy
Each| Role Object has the Properties and Methods defined by the RoleType which is formally
defined in Table F.2. .
fo.
Table F.2 — RoleType definition <Ob‘
(@]
Aftribute Value ~ (bv
BrowgeName RoleType \va
IsAbs}ract False {_S\\\
References NodeClass |BrowseName |DataTypeAQ - |TypeDefinition ‘ModellingRuI(
Subtype of BaseObjectType Q
HasPfoperty Variable Identities Ide @apping PropertyType Mandatory
quﬁg‘ype I
HasPfoperty Variable ApplicationsEchud\e’Q \oolean PropertyType Optional
\ ¥
HasPfoperty Variable Applications :\Q) String [] PropertyType Optional
HasPfoperty Variable Endpoin{sl;*&%&e Boolean PropertyType Optional
HasPfoperty Variable EndeLs\v EndpointType [] PropertyType Optional
HasCpmponent |Method A N tity Defined in F.3.3. Optional
HasCpmponent |Method N 'R:%oveldentity Defined in F.3.4. Optional
HasCpmponent Methodr\$\AddApplication Defined in F.3.3. Optional
HasCpmponent Meih@)v RemoveApplication |Defined in F.3.4. Optional
HasCpmponent )ﬁ\l\fd AddEndpoint Defined in F.3.3. Optional
HasC pmponent Mthod RemoveEndpoint Defined in F.3.4. Optional
$
O
The B 1 i ifi i i ation

and shall only be browseable, writeable and callable by authorized administrators through an
encrypted channel.

The Identities Property specifies the currently configured rules for mapping a
UserldentityToken to the Role. If this Property is an empty array, then the Role cannot be
granted to any Session.

The ApplicationsExclude Property defines the Applications Property as an include list or
exclude list. If this Property is not provided or has a value of FALSE then only Application
Instance Certificates included in the Applications Property shall be included in this Role. All
other Application Instance Certificates shall not be included in this Role. If this Property has a
value of TRUE then all Application Instance Certificates included in the Applications Property
shall be excluded from this Role. All other Application Instance Certificates shall be included
in this Role.
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The Applications Property specifies the Application Instance Certificates of Clients which shall
be included or excluded from this Role. Each element in the array is an ApplicationUri from a
Client Certificate which is trusted by the Server.

The EndpointsExclude Property defines the Endpoints Property as an include list or exclude
list. If this Property is not provided or has a value of FALSE then only Endpoints included in
the Endpoints Property shall be included in this Role. All other Endpoints shall not be included
this Role. If this Property has a value of TRUE then all Endpoints included in the Endpoints
Property shall be excluded from this Role. All other Endpoints shall be included in this Role.

The
Role

The
Serv
shou

Endpoints Property specifies the Endpoints which shall be included or excluded from this

Q}/

pr does not allow changes to the mapping rules, then the Method is not fesent. A S
d prevent certain rules from being added to particular Roles. For((s’x mple, a S

The value is an EndpointType array which contains one or more Endpoint desc@iions.
The EndpointType DataType is defined in 12.22.

AddIdentity Method adds a rule used to map a UserldentityToken to tlﬂ&?ole. If the

erver
erver

b the
5 not

should refuse to allow an ANONYMOUS_5 (see F.3.2) mapping rule to be‘added to Roleq with
admihistrator privileges. <O
The Removeldentity Method removes a mapping rule used to Q% UserldentityToken t
Role| If the Server does not allow changes to the mappiné/ﬁres, then the Method i
present. &

O
The

The
appli

F.3.2 IdentityMappingRuIe({PQ

The
User

N\ddApplication Method adds an Application Inst@ Certificate to the list of applicafions.
If th¢ Server does not enforce application restri@o s or does not allow changes {(
mapping rules for the Role, the Method is not pre§nt.

RemoveApplication Method removes @ppﬁcaﬁon Instance Certificate from the |
Cations. If the Server does not enfor p

IdentityMappingRuIeTg)&;bo structure defines a single rule for selectin
dentityToken. The structure is described in Table F.3.

X
C)O

Table F.3 — IdentityMappingRuleType

the

st of

plication restrictions or does not allow changes
to th¢ mapping rules for the Role the d is not present.
N\

Name A@ Type Description
Identi yMappin\g@ gType Structure Specifies a rule used to map a UserldentityToken to a Role.
critgriaT Enumeration |The type of criteria contained in the rule.
\Q/ Identity USERNAME_1 The rule specifies a UserName from a

LicarNamaldontitvyTolan:

Mapping 7 '
THUMBPRINT_2 The rule specifies the Thumbprint of a User or CA

Type Certificate;
ROLE_3 The rule is a Role specified in an Access Token;
GROUPID_4 The rule is a user group specified in the Access Token;

ANONYMOUS_5 The rule specifies Anonymous Userldentity Token;

AUTHENTICATED_USER_6 The rules specify any non-
Anonymous Userldentity Token;

criteria String The criteria which the UserldentityToken shall meet for a Session to be

mapped to the Role. The meaning of the criteria depends on the

AUTHENTICATED_USER_6

mappingType. The criteria are an empty string for ANONYMOUS_5 and
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If the criteriaType is USERNAME_1, the criteria is a name of a user known to the Server. For
example, the user could be the name of a local operating system account.

If the criteriaType is THUMBPRINT_2, the criteria is a thumbprint of a Certificate of a user or
CA which is trusted by the Server.

If the criteriaType is ROLE_3, the criteria is a name of a restriction found in the Access
Token. For example, the Role "subscriber" may only be allowed to access PubSub related
Nodes.

|f th r\rufnrlaT\lnn ic CROLIPID /1 tha critaria ic 2o gananr\ tavt idantifiar for 2 1icar rroup

specffic to the Author/zatlon Serwce For example, an Authorization Service prowdlnch cess
to an| Active Directory may add one or more Windows Security Groups to the Acc Token.
Part p provides details on how groups are added to Access Tokens. Q

If the criteriaType is ANONYMOUS_5, the criteria is a null string which indicates no|user
credgntials have been provided.

If thg criteriaType is AUTHENTICATED _USER_6, the criteria is agﬁ&‘strlng which indigates
any Valid user credentials have been prowded

F.3.3 Addldentity Method \\<</
This Method is used to add an identity mapping rule to Q?gle

The [Client shall use an encrypted channel % shall provide user credentials | with
admipistrator rights when invoking this Method Q\ e Server.

%
Signpture $\\S\
AddIdentity ( R
[in] IdentityMapping %Type Rule
) ; X
ot

Argument C)\\ Description

Rule 'l&e rule to add.
)

N
Result@ Description

Bad Inv9|| A\Jument The rule is not valid.
Bad_ Qé}ﬁéstNotAllowed The rule cannot be added to the Role because of Server imposed restrictions.

Bad_NotSupported The rule is not supported by the Server.

Bad_AlreadyExists An equivalent rule already exists.

F.3.4 Removeldentity Method

This Method is used to remove an identity mapping rule from a Role.

The Client shall provide user credentials with administrator rights when invoking this Method
on the Server.

Signature
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RemoveIdentity (

[in] IdentityMappingRuleType Rule
)i

Argument Description

Rule The Rule to remove.

Method Result Codes

ResultCode nncrrilnﬁnn
Bad_INotFound The rule does not exist.
Bad_WserAccessDenied |[The session user is not allowed to configure the object.
F.3.5 AddApplication Method

This Method is used to add an application mapping rule to a Role.

The [Client shall provide user credentials with administrator rights*when invoking this Mé
on the Server.
Signpture

AddApplication (

[in] String ApplicationUri
) ;

bthod

Argument Description

AppligationUri The ApplicationUri forthe application.

Method Result Codes

ResultCode Description
Bad_ljnvalidArgument TRevApplicationUri is not valid.
Bad_RequestNotAllowed {The mapping cannot be added to the Role because of Server imposed restrictions
Bad_AlreadyExists The ApplicationUri is already assigned to the Role.
Bad_WserAccegsBenied |[The session user is not allowed to configure the object.
F.3.6 RemoveApplication Method

This Method is used to remove an application mapping rule from a Role.

The Client shall provide user credentials with administrator rights when invoking this Method

ont

he Server.

Signature

RemoveApplication (
[in] String ApplicationUri
) ;
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Argument Description

ApplicationUri The ApplicationUri for the application.

Method Result Codes
ResultCode Description
Bad_NotFound The ApplicationUri is not assigned to the Role.

Bad_UserAccessDenied |[The session user is not allowed to configure the object.

F.3.7 AddEndpoint Method
This Method is used to add an endpoint mapping rule to a Role.
The Llient shall provide user credentials with administrator rights when ifivoking this M¢thod
on thie Server.
Signpture
AddEndpoint (

[in] EndpointType Endpoint

)i

Argument Description
Endpgint The Endpoint to add.
Method Result Codes

ResultCode Description
Bad_[lhvalidArgument The EndpoinrtUrlis not valid.
Bad_RequestNotAllowed [The mappihg cannot be added to the Role because of Server imposed restrictions
Bad_AlreadyExists The EndpointUrl is already assigned to the Role.
Bad_WserAccessDenied JfHRhé*session user is not allowed to configure the object.
F.3.8 ReméyeEndpoint Method
This Methédtts used to remove an endpoint mapping rule from a Role.
The Client shall prn\lidn user craodontiale with adminictratar righfc whon in\/r\l{ing this-Meéthod
on the Server.
Signature
RemoveEndpoint (

[in] EndpointType Endpoint
) ;

Argument Description

Endpoint The Endpoint to remove.
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Method Result Codes

ResultCode Description

Bad_NotFound The EndpointUrl is not assigned to the Role.

Bad_UserAccessDenied [The session user is not allowed to configure the object.

F.4

This

This

RoleMappingRuleChangedAuditEventType

Evonticrtaised e rulofor-aRoloieohanaod:

s the result of calling any of the add or remove Methods defined on the RoleTygpe’

It shall be raised when the Addldentity, Removeldentity, AddApplication, RergveApplication,

AddA

Its rejpresentation in the AddressSpace is formally defined in Table F 4|

ndpoint or RemoveEndpoint Method causes an update to a Role.

Table F.4 — RoleMappingRuleChangedAuditEveptType definition

Afttribute Value
BrowgeName RoleMappingRuleChangedAuditEventType
IsAbsfract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditUpdateMethodEventType defined in 6.4.27

This
are d

EventType inherits all Properties. @b the AuditUpdateMethodEventType. Their semgntics
efined in 6.4.27.
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INTERNATIONAL ELECTROTECHNICAL COMMISSION
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Part 5: Information Model

2020

FOREWORD
The International Electrotechnical Commission (IEC) is a worldwide organization for standardization com
all| national electrotechnical committees (IEC National Committees). The object of IEC is_to pr

end and in addition to other activities, IEC publishes International Standards, Technical “Specific
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National €emmittee inte
in |[the subject dealt with may participate in this preparatory work. International, govefnmental ang
governmental organizations liaising with the IEC also participate in this preparation. [EC collaborates d
with the International Organization for Standardization (ISO) in accordance with' eonditions determin
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express, as mearly as possible, an intern
cohsensus of opinion on the relevant subjects since each technical committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international 'uSe and are accepted by IEC N
Cdmmittees in that sense. While all reasonable efforts are made toyensure that the technical content

Publications is accurate, IEC cannot be held responsible forthe way in which they are used or fq
miginterpretation by any end user.

In|order to promote international uniformity, IEC National*Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in theirmational and regional publications. Any diver
between any IEC Publication and the corresponding national or regional publication shall be clearly indica
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf
aspessment services and, in some areas, accéss to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have the latest edition of this publication.

Nd liability shall attach to IEC or its (diréctors, employees, servants or agents including individual exper
mgmbers of its technical committe€s,;and IEC National Committees for any personal injury, property dam
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othq
Pdyblications.

At{ention is drawn to théyNormative references cited in this publication. Use of the referenced publicati
indispensable for the"correct application of this publication.

At{ention is drawn\to the possibility that some of the elements of this IEC Publication may be the sub
patent rights. lEC shall not be held responsible for identifying any or all such patent rights.

InterpationalsStandard |IEC 62541-5 has been prepared by subcommittee 65E: Devices
integration) in enterprise systems, of IEC technical committee 65: Industrial-prg
meagurement, control and automation.
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This third edition cancels and replaces the second edition published in 2015. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous

also

edition:

a) Added Annex F on User Authentication. Describes the Role Information Model that
allows configuration of Roles.

b) Added new data types: "Union", "Decimal", "OptionSet", "DateString", "TimeString",
"DurationString", NormalizedString", "DecimalString", and "AudioDataType".

c) Added Method to request a state change in a Server.

Added Method to set Subscription to persistent mode.
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e) A

dded Method to request resending of data from a Subscription.

f) Added concept allowing to temporarily create a file to write to or read from a server in C.4.

g) A

dded new Variable type to support Selection Lists.

h) Added optional properties to FiniteStateMachineType to expose currently available states
and transitions.

i) Added UrisVersion Property to ServerType. This version information can be used for
session-less service invocation.

The text of this standard is based on the following documents:
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FDIS Report on voting
65E/717/FDIS 65E/733/RVD

nformation on the voting for the approval of this International Standard,\can be fou
bport on voting indicated in the above table.

document has been drafted in accordance with the ISO/IEC Directives, Part 2.

ighout this document and the other parts of the IEC 62541 series, certain docu
bntions are used:

5 are used to denote a defined term or definition that“appears in Clause 3 in one g
of the series.

talicized terms and names are alsotoften written in camel-case (the practice of w|
ound words or phrases in whichithe elements are joined without spaces, with
ent's initial letter capitalized within the compound). For example the defined te
pssSpace instead of Address“Space. This makes it easier to understand that thers
e definition for AddressSpace, not separate definitions for Address and Space.

of all parts of the IEC 62541 series, published under the general titte OPC U
tecture, can be fodnd on the IEC website.

nd in

ment

f the

5 are also used to denote the name of a service input or output parameter or the name of
a strdicture or element of a structure that are usually defined in tables.

riting
each
m is

is a

hified

ommittee has.decided that the contents of this document will remain unchanged unfil the

ity date indicated on the IEC website under "http://webstore.iec.ch" in the data relat
pecific. document. At this date, the document will be
confirmed,

ed to

whithdeawn
Wirerrarorvve

e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a

that

colour printer.



https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

- 16 - IEC 62541-5:2020 © |IEC 2020

OPC UNIFIED ARCHITECTURE -

Part 5: Information Model

1 Scope

This part of IEC 62541 defines the Information Model of the OPC Unified Architecture. The
Information Model describes standardized Nodes of a Server's AddressSpace. These \Modes
are gtandardized types as well as standardized instances used for diagnostics or as’ entry
pointgs to server-specific Nodes. Thus, the Information Model defines the AddressSpace pf an
emptly OPC UA Server. However, it is not expected that all Servers will provide all of fhese
Nodgs.

2 Normative references

The following documents, in whole or in part, are normatively refefenced in this document and
are indispensable for its application. For dated references, only the edition cited applieg. For
undated references, the Ilatest edition of the referencéd document (including| any
amendments) applies.

IEC TR 62541-1, OPC Unified Architecture — Part 1.,Qverview and Concepts
IEC 62541-3, OPC Unified Architecture — Part 3:Address Space Model

IEC §2541-4, OPC Unified Architecture — Rart 4: Services

IEC 62541-6, OPC Unified Architecture — Part 6: Mappings

IEC §2541-7, OPC Unified Architecture — Part 7: Profiles

IEC 6$2541-9, OPC Unified Architecture — Part 9: Alarms and Conditions

IEC ©2541-10, OPC Unified Architecture — Part 10: Programs

IEC 62541-11,°0OPC Unified Architecture — Part 11: Historical Access

arithmetic

ISO/ISC/IEEE 60559:2011, Information technology — Microprocessor Systems — Floating-Point

IETF RFC 2045, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet
Message Bodies
http://www.ietf.org/rfc/rfc2045.txt

IETF RFC 2046, Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types
https://www.ietf.org/rfc/rfc2046.txt

IETF RFC 2047, Multipurpose Internet Mail Extensions (MIME) Part Three: Message Header
Extensions for Non-ASCI| Text
http://www.ietf.org/rfc/rfc2047.txt

XML Schema Part 1: Structures
http://www.w3.org/TR/xmIschema-1/


https://www.iso.org/standard/57469.html
https://www.iso.org/standard/57469.html
http://www.ietf.org/rfc/rfc2045.txt
https://www.ietf.org/rfc/rfc2046.txt
http://www.ietf.org/rfc/rfc2047.txt
http://www.w3.org/TR/xmlschema-1/
https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950
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XML Schema Part 2: Datatypes

http

/lwww.w3.org/TR/xmlschema-2/

Xpath: XML Path Language

http

/lwww.w3.org/TR/xpath/

IETF RFC 3629: UTF-8, a transformation format of ISO 10646

http://www.ietf.org/rfc/rfc3629.txt

3 Terms, definitions, abbreviated terms and conventions

3.1 | Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR62541-1 and
IEC 62541-3 and the following apply.

ISO Ind IEC maintain terminological databases for use in standardization at the follqwing
addresses:

e |HC Electropedia: available at http://www.electropedia.org/

e |30 Online browsing platform: available at http://www.iso.6rg/obp

3.11

ClientUserld

string that identifies the user of the client requesting’an‘action

Note 1 to entry: The ClientUserld is obtained directly orindirectly from the UserldentityToken passed by the

Client|in the ActivateSession Service call. See 6.4.3 for details.

3.2
UA

XML| eXtensible Markup Language

3.3

Nodgq definitions are spegified using tables (see Table 2).

Abbreviated terms
Unified Architecture

Conventions for Node descriptions

Attriqutes are defined by providing the Attribute name and a value, or a description df the

valudg.

Referencesvare defined by providing the ReferenceType name, the BrowseName of the

TargetNade and its NodeClass.

IfLthe aetNode i omponento

the composed Node are defined in the same row of the table.
The DataType is only specified for Variables; "[<number>]" indicates a single-dimensional
array, for multi-dimensional arrays the expression is repeated for each dimension
(e.g. [2][3] for a two-dimensional array). For all arrays the ArrayDimensions is set as
identified by <number> values. If no <number> is set, the corresponding dimension is set
to 0, indicating an unknown size. If no number is provided at all, the ArrayDimensions can
be omitted. If no brackets are provided, it identifies a scalar DataType and the ValueRank
is set to the corresponding value (see IEC 62541-3). In addition, ArrayDimensions is set to
null or is omitted. If it can be Any or ScalarOrOneDimension, the value is put into
"{<value>}", so either "{Any}" or "{ScalarOrOneDimension}" and the ValueRank is set to
the corresponding value (see IEC 62541-3) and the ArrayDimensions is set to null or is
omitted. Examples are given in Table 1.


http://www.w3.org/TR/xmlschema-2/
http://www.w3.org/TR/xpath/
http://www.ietf.org/rfc/rfc3629.txt
http://www.iso.org/obp
https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

- 18 — IEC 62541-5:2020 © |IEC

Table 1 - Examples of DataTypes

2020

Notation Data- | Value- Array- Description
Type Rank Dimensions

Int32 Int32 -1 omitted or null A scalar Int32.

Int32[] Int32 1 omitted or {0} Single-dimensional array of Int32 with an
unknown size.

Int32[][] Int32 2 omitted or {0,0} |Two-dimensional array of Int32 with unknown
sizes for both dimensions.

Int32[3][] Int32 2 {3,0} Two-dimensional array of Int32 with a size of
3 for the first dimension and an unknown size
for the second dimension.

Int32[6][3] Int32 2 {5,3} Two-dimensional array of Int32 withhassize of
5 for the first dimension and a sizé of 3 flor
the second dimension.

Int32{Any} Int32 -2 omitted or null An Int32 where it is unknewn if it is scalgr or
array with any number,of dimensions.

Int32{ScalarOrOneDimension} |Int32 -3 omitted or null An Int32 where it isleither a single-
dimensional array\or a scalar.

T
T
p
T
n

If the
Data

Nodsd
Refe
part

he TypeDefinition is specified for Objects and Variables.

he TypeDefinition column specifies a symbolic name for a'Nodeld, i.e. the specified
bints with a HasTypeDefinition Reference to the corresponding Node.

he ModellingRule of the referenced componentiis ‘provided by specifying the syn

Nodeld of a DataType is provided, theé’symbolic name of the Node representin
Type shall be used.

s of all other NodeClasses cannot be defined in the same table; therefore only the
renceType, their NodeClass and their BrowseName are specified. A reference to an
pf this document points to their definition.

Node

bolic

hme of the rule in the ModellingRule column.. In{the AddressSpace, the Node shall yse a
HasModellingRule Reference to point to the corresponding ModellingRule Object.

h the

used
bther

Tablg 2 illustrates the table. If no components are provided, the DataType, TypeDefinition and

Mods
the N

llingRule columnsemay be omitted and only a Comment column is introduced to po
ode definition.

Table 2 -TypeDefinitionTable

nt to

BrowseName is

Aftribute Value
Attribyite’name |Attribute value. If it is an optional Attribute that is not set "--" will be used.
References NodeClass |[BrowseName DataType |[TypeDefinition ModellingRule
ReferenceType |NodeClass of|BrowseName of the |DataType of|TypeDefinition of the Referenced
name the target Node. If the |the referenced Node, only ModellingRule of
TargetNode. |Reference is to be [referenced |applicable for Variables and the referenced
instantiated by the |[Node, only |Objects. Object.
server, then the applicable
value of the target |for
Node’s Variables.

NOTE Notes referencing footnotes of the table content.

Components of Nodes can be complex that is containing components by themselves. The
TypeDefinition, NodeClass, DataType and ModellingRule can be derived from the type
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definitions, and the symbolic name can be created as defined in 4.1. Therefore those
containing components are not explicitly specified; they are implicitly specified by the type

defin

itions.

4 Nodelds and BrowseNames

4.1

Nodelds

The Nodelds of all Nodes described in this document are only symbolic names. IEC 62541-6

defin

es the actual Nodelds.

The

part
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Note
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4.2

The
table
docu

5 (

5.1

symbolic name of each Node defined in this document is its BrowseName, or, wher
s case "part of" means that the whole has a HasProperty or HasComponent(Refere
rt. Since all Nodes not being part of another Node have a unique name inthis docu
ymbolic name is unique. For example, the ServerType defined in 6.3,1 has the sym
"ServerType". One of its InstanceDeclarations would ‘be" identified
erType.ServerCapabilities". Since this Object is complex, another /nstanceDeclarati
ServerType is "ServerType.ServerCapabilities.MinSupportedSampleRate". The S
ct defined in 8.3.2 is based on the ServerType and has thg lsymbolic name "Se
pfore, the instance based on the InstanceDeclaration describéd above has the sy
"Server.ServerCapabilities.MinSupportedSampleRate",

bf another Node, the BrowseName of the other Node, a ".", and the BrowseNare of%self.

Namespacelndex for all Nodelds defined in this document is 0. The namespace fo
pspacelndex is specified in IEC 62541-3.

that this document not only defines concrete*Nodes, but also requires that some N
to be generated, for example one for eagh ‘Session running on the Server. The No

pse Nodes cannot be the Namespacelndex 0, because they are not defined by the
dation but generated by the Server:

BrowseNames

ext part of the BrowseNames for all Nodes defined in this document is specified i
5 defining the Nodes.”The Namespacelndex for all BrowseNames defined in
ment is 0.

Common Attributes

General

For

spec fied in Table 3

[I<Nodes specified in this document, the Attributes named in Table 3 shall be s
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Table 3 — Common Node Attributes

Attribute Value

DisplayName The DisplayName is a LocalizedText. Each server shall provide the DisplayName identical
to the BrowseName of the Node for the Localeld "en". Whether the server provides
translated names for other Localelds is server-specific.

Description Optionally a server-specific description is provided.

NodeClass Shall reflect the NodeClass of the Node.

Nodeld The Nodeld is described by BrowseNames as defined in 4.1 and defined in IEC 62541-6.
WriteMask Optionally the WriteMask Attribute can be provided. If the WriteMask Attribute is proviQed,

it shall sef all non-server-specific Atiributes 1o not writable. For example, the Descripljon
Attribute may be set to writable since a Server may provide a server-specific description
for the Node. The Nodeld shall not be writable, because it is defined for each Node’in|this
document.

UserWriteMask Optionally the UserWriteMask Attribute can be provided. The same rules.as for the
WriteMask Attribute apply.

RoleHermissions Optionally server-specific role permissions can be provided.

UserRolePermissions |Optionally the role permissions of the current Session can be provided. The value is
server-specifc and depends on the RolePermissions Attributés(if provided) and the cufrent
Session.

AccegsRestrictions Optionally server-specific access restrictions can be provided.

5.2 | Objects

For all Objects specified in this document, the Attributes named in Table 4 shall be sgt as
specflfied in Table 4.

Table 4 - Common Object Attributes

Attribute Value

EventNotifier Whether the Node can be used to subscribe to Events or not is server-specific.

5.3 | Variables

For gll Variables specified in this document, the Attributes named in Table 5 shall be sgt as
specified in Table 5¢
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Table 5 — Common Variable Attributes

Attribute Value

MinimumSamplingInterval |Optionally, a server-specific minimum sampling interval is provided.

AccesslLevel The access level for Variables used for type definitions is server-specific, for all other
Variables defined in this document, the access level shall allow reading; other settings
are server-specific.

UserAccessLevel The value for the UserAccessLevel Attribute is server-specific. It is assumed that all
Variables can be accessed by at least one user.

Value For Variables used as InstanceDeclarations, the value is server-specific; otherwise it
shall represent the value described in the text.

ArrayPimensions If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank < 0)
the ArrayDimensions can either be set to null or the Attribute is missing. This
behaviour is server-specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValuéRank > 0) then
the ArrayDimensions Attribute shall be specified in the table definjng.the Variable

Histolizing The value for the Historizing Attribute is server-specific.

AccegslLevelEx If the AccessLevelEx Attribute is provided, it shall have thenbits 8, 9, and 10 set t¢ O,
meaning that read and write operations on an individual Vafiable are atomic, and
arrays can be partly written.

5.4 | VariableTypes

For gll VariableTypes specified in this document, the Atfributes named in Table 6 shall b set
as specified in Table 6.

Table 6 — Common VariableType Attributes

Attributes Value
Value] Optionally a server-specific default value can be provided.
ArrayDimensions If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank ¥ 0)

the ArrayDimensiens can either be set to null or the Attribute is missing. This behavjour
is server-spegific.

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) thep the
ArrayDiménsions Attribute shall be specified in the table defining the VariableType.

5.5 Methods

For all Methods, specified in this document, the Attributes named in Table 7 shall be spt as
specflfied in‘Table 7.

Table 7 — Common Method Attributes

Attributes Value

Executable All Methods defined in this document shall be executable (Executable Attribute set to
"True"), unless it is defined differently in the Method definition.

UserExecutable The value of the UserExecutable Attribute is server-specific. It is assumed that all
Methods can be executed by at least one user.

6 Standard ObjectTypes

6.1 General

Typically, the components of an ObjectType are fixed and can be extended by subtyping.
However, since each Object of an ObjectType can be extended with additional components,
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this document allows extending the standard ObjectTypes defined in this document with
additional components. Thereby, it is possible to express the additional information in the type
definition that would already be contained in each Object. Some ObjectTypes already provide
entry points for server-specific extensions. However, it is not allowed to restrict the
components of the standard ObjectTypes defined in this document. An example of extending
the ObjectTypes is putting the standard Property NodeVersion defined in IEC 62541-3 into the
BaseObjectType, stating that each Object of the Server will provide a NodeVersion.

In addition to the ObjectTypes in Clause 6, Annex B provides ObjectTypes for StateMachines,
Annex C provides ObjectTypes Model for File Transfer and Annex F defines ObjectTypes for
User Authorization.

6.2 | BaseObjectType

The BaseObjectType is used as type definition whenever there is an Object having no more
concfete type definitions available. Servers should avoid using this ObjectType and Use a
more| specific type, if possible. This ObjectType is the base ObjectType and all pther
ObjettTypes shall either directly or indirectly inherit from it. However, it might not be pogsible
for Servers to provide all HasSubtype References from this ObjectType*to its subtypes| and
thergfore it is not required to provide this information.

Ther¢ are no References except for HasSubtype References specified for this ObjectType. It
is formally defined in Table 8.

Table 8 — BaseObjectType definition

Attribute Value
BrowgeName BaseObjectType
IsAbsfract False
References NodeClass |BrowseName DataType |TypeDefinition MlodellingR
ule
HasStbtype ObjectType |ServerType Defined in 6.3.1
HasSubtype ObjectType |ServerCapabilitiesType Defined in 6.3.2
HasSubtype ObjectType |ServerDiagnosticsType Defined in 6.3.3

HasSpbtype ObjectType |SessionsDiagnosticsSummaryType Defined in 6.3.4

HasSubtype ObjectType,™ |SessionDiagnosticsObjectType Defined in 6.3.5
HasSpbtype ObjectType |VendorServerinfoType Defined in 6.3.6
HasSubtype ObjectType |ServerRedundancyType Defined in 6.3.7
HasSubtype ObjectType |BaseEventType Defined in 6.4.2
HasSubtype ObjectType |ModellingRuleType Defined in 6.5
HasSubtype ObjectType |FolderType Defined in 6.6
HasSubtype ObjectType |DataTypeEncodingType Defined in 6.7

6.3 ObjectTypes for the Server Object
6.3.1 ServerType

This ObjectType defines the capabilities supported by the OPC UA Server. It is formally
defined in Table 9.
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Table 9 — ServerType definition

Attribute Value

BrowseName |(ServerType

IsAbstract False

References NodeClass |[BrowseName DataType / TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable ServerArray String[] Mandatory
Prepertyype

HasPfoperty Variable NamespaceArray String[] Mandatory
PropertyType

HasPfoperty Variable UrisVersion VersionTime Optiongl
PropertyType

HasCpmponent |Variable ServerStatus? ServerStatusDataType Mandatory
ServerStatusType

HasPfoperty Variable ServicelLevel Byte Mandatory
PropertyType

HasPfoperty Variable Auditing Boolean Mandatory
PropertyType

HasPfoperty Variable EstimatedReturnTime DateTime Optiongl
PropertyType

HasPfoperty Variable LocalTime TimeZoneDataType Optiond|
PropertyType

HasCpmponent |Object ServerCapabilities? -- Mandatory
ServerCapabilitiesType

HasCpmponent [Object ServerDiagnostics? - Mandatory
ServerDiagnosticsType

HasCpmponent |Object VeendorServerinfo - Mandatpory
VendorServerinfoType

HasCpmponent |Object ServerRedundancy? - Mandatory
ServerRedundancyType

HasCpmponent <Object Namespaces - Optiondl
NamespacesType

HasCpmponent |Method GetMonitoredltems Defined in 9.1 Optiongl

HasCpmponent |Method ResendData Defined in 9.2 Optiond|

HasComponent [Method SetSubscriptionDurable Defined in 9.3 Optional

HasComponent [Method RequestServerStateChange Defined in 9.4 Optional

a8 Containing Objects and Variables of these Objects and Variables are defined by their BrowseName defined in

}:i.?c.)rresponding TypeDefinitionNode. The Nodeld is defined by the composed symbolic name described

ServerArray defines an array of Server URIs. This Variable is also referred to as the server
table. Each URI in this array represents a globally-unique logical name for a Server within the
scope of the network in which it is installed. Each OPC UA Server instance has a single URI
that is used in the server table of other OPC UA Servers. Index 0 is reserved for the URI of
the local Server. Values above 0 are used to identify remote Servers and are specific to a
Server. IEC 62541-4 describes discovery mechanism that can be used to resolve URIs into
URLs. The Server URI is case sensitive.
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The URI of the ServerArray with Index O shall be identical to the URI of the NamespaceArray
with Index 1, since both represent the local Server.

The indexes into the server table are referred to as server indexes or server names. They are
used in OPC UA Services to identify TargetNodes of References that reside in remote
Servers. Clients may read the entire table or they may read individual entries in the table. The
Server shall not modify or delete entries of this table while any client has an open session to
the Server, because clients may cache the server table. A Server may add entries to the
server table even if clients are connected to the Server.

NamespaceArray defines an array of namespace URIs. This Variable is also referred as
namespace table. The indexes into the namespace table are referred t} as

Namespacelndexes. Namespacelndexes are used in Nodelds in OPC UA Services, rpther
than fthe longer namespace URI. Index 0O is reserved for the OPC UA namespace, and index 1
is regerved for the local Server. Clients may read the entire namespace table\or they| may
read |individual entries in the namespace table. The Server shall not modify.or delete errtries
of the namespace table while any client has an open session to the Server,/because clients
may |cache the namespace table. A Server may add entries to the namespace table eyen if
clients are connected to the Server. It is recommended that Servers not,change the indexes of
the namespace table but only add entries, because the client may~¢ache Nodelds using the
indeXes. Nevertheless, it might not always be possible for Servers-to avoid changing indexes
in the namespace table. Clients that cache NamespacelndexXes of Nodelds should always
check when starting a session to verify that the cached{Namespacelndexes havg not
chanped.

UrisVersion defines the version of the ServerArray and the NamespaceArray. Everytime the
ServerArray or the NamespaceArray is changed,“the value of the UrisVersion shall be
updated to a value greater than the previous, wvalue. The UrisVersion Property is usgd in
combination with the Sessionlessinvoke Servige“defined in IEC 62541-4. If a Server supports
this Pervice, the Server shall support this.Property. It is the responsibility of the Server to
provide a consistent set of values for the ServerArray, NamespaceArray and the UrisV¢rsion
Propgrties. The VersionTime DataType.i$ defined in IEC 62541-4.

ServerStatus contains elements, that describe the status of the Server. See 12.10 for a
descfiption of its elements.

ServicelLevel describes thé. ability of the Server to provide its data to the client. The yalue
range is from 0 to 255,-where 0 indicates the worst and 255 indicates the best. IEC 62%41-4
defines required sub-ranges for different scenarios. The intent is to provide the clienfs an
indic@tion of availabitity among redundant Servers.

Auditing is alBoolean specifying if the Server is currently generating audit events. It is get to
TRUE if ARe* Server generates audit events, otherwise to false. The Profiles defingd in
IEC T2541-7 specify what kind of audit events are generated by the Server.

EstimatedReturnTime indicates the time at which the Server is expected to have a
ServerStatus.State of RUNNING_0. A Client that observes a shutdown or a ServiceLevel of 0
should either wait until after this time to attempt to reconnect to this Server or enter into slow
retry logic. For example, most Clients will attempt to reconnect after a failure immediately and
then progressively increase the delay between attempts until some maximum delay. This time
can be used to trigger the Client to start its reconnect logic with some delay.

LocalTime is a structure containing the Offset and the DaylightSavingInOffset flag. The Offset
specifies the time difference (in minutes) between the Server time in UTC and the local time
at the Server location. If DaylightSavingInOffset is TRUE, then Standard/Daylight savings time
(DST) at the Server location is in effect and Offset includes the DST correction. If FALSE then
the Offset does not include DST correction and DST may or may not be in effect.
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ServerCapabilities defines the capabilities supported by the OPC UA Server. See 6.3.2 for its
description.

ServerDiagnostics defines diagnostic information about the OPC UA Server. See 6.3.3 for its
description.

VendorServerinfo represents the browse entry point for vendor-defined Server information.
This Object is required to be present even if there are no vendor-defined Objects beneath it.
See 6.3.6 for its description.
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Table 10 — ServerCapabilitiesType definition

Attribute Value

BrowseName ServerCapabilitiesType

IsAbstract False

References NodeClass |BrowseName DataType / TypeDefinition ModellingRule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable ServerProfileArray String[] Mandatory
PropertyType

HasPfoperty Variable LocaleldArray Localeld[] Mandatory
PropertyType

HasPfoperty Variable MinSupportedSampleRate Duration NMandatory
PropertyType

HasPfoperty Variable MaxBrowseContinuationPoints |UInt16 Mandatory
PropertyType

HasPfoperty Variable MaxQueryContinuationPoints |UInt16 Mandatory
PropertyType

HasPfoperty Variable MaxHistoryContinuationPoints |UInt16 Mandatory
PropertyType

HasPfoperty Variable SoftwareCertificates SignedSoftwareCertificatel[] Mandatory
PropertyType

HasPfjoperty Variable MaxArrayLength Uint32 Optional
PropertyType

HasPfoperty Variable MaxStringLength UInt32 Optional
PropertyType

HasPfoperty Variable MaxByteStringCength Uint32 Optional
PropertyType

HasCpmponent |Object OperationLimits -- Optional
OperationLimitsType

HasCpmponent |Object ModellingRules -- Mandatory
FolderType

HasCpmponent |Object AggregateFunctions - Mandatory
FolderType

HasCpmponént* |Object RoleSet RoleSetType Optional

ServerProfileArray lists the Profiles that the Server supports. See IEC 62541-7 for the
definitions of Server Profiles. This list should be limited to the Profiles the Server supports in
its current configuration.

LocaleldArray is an array of Localelds that are known to be supported by the Server. The
Server might not be aware of all Localelds that it supports because it may provide access to
underlying servers, systems or devices that do not report the Localelds that they support.

MinSupportedSampleRate defines the minimum supported sample rate, including 0, which is
supported by the Server.

MaxBrowseContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the Browse Service that the Server can support per session. The value
specifies the maximum the Server can support under normal circumstances, so there is no
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guarantee the Server can always support the maximum. The client should not open more
Browse calls with open continuation points than exposed in this Variable. The value 0
indicates that the Server does not restrict the number of parallel continuation points the client
should use.

MaxQueryContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the QueryFirst Services that the Server can support per session. The
value specifies the maximum the Server can support under normal circumstances, so there is
no guarantee the Server can always support the maximum. The client should not open more
QueryFirst calls with open continuation points than exposed in this Variable. The value 0
indicates that the Server does not restrict the number of parallel continuation points the client
shou[d Use:

MaxHlistoryContinuationPoints is an integer specifying the maximum number “of parallel
contipuation points of the HistoryRead Services that the Server can support per'session| The
valug specifies the maximum the Server can support under normal circumstafnces, so there is
no gliarantee the Server can always support the maximum. The client should not open more
HistgryRead calls with open continuation points than exposed in this Variable. The vajue 0
indicates that the Server does not restrict the number of parallel continuation points the ¢lient
shoul|d use.

SoftwareCertificates is an array of SignedSoftwareCertificates containing| all
SoftwareCertificates supported by the Server. A SoftwareCetrtificate identifies capabilities of
the Jerver. It contains the list of Profiles supported by the>Server. Profiles are described in
IEC ¢2541-7.

The MaxArrayLength Property indicates the maximum length of a one or multidimensional
array| supported by Variables of the Server. In amultidimensional array it indicates the oyerall
length. For example, a three-dimensional array of 2x3x10 has the array length of 60| The
Server might further restrict the length forindividual Variables without notice to the dlient.
Servers may use the Property MaxArraylLength defined in |IEC 62541-3 on indiidual
Datal/ariables to specify the size on iifdividual values. The individual Property may hgve a
largefr or smaller value than MaxArrayLength.

The MaxStringLength Propertylindicates the maximum number of bytes in Strings suppprted
by Variables of the Server. (Servers may override this setting by adding the MaxStringLéngth
Propgrty defined in IEC 62541-3 to an individual DataVariable. If a Server does not impgse a
maximum number of bytes or is not able to determine the maximum number of bytes| this
Propgrty shall not be provided.

The MaxByteStringLength Property indicates the maximum number of bytes in a ByteString
suppprted by Variables of the Server. It also specifies the default maximum size of a FilglType
Objegt’s ~fead and write buffers. Servers may override this setting by adding| the
MaxByteStringLength Property defined in IEC 62541-3 to an individual DataVariable or
FileTlype” Object. If a Server does not impose a maximum number of bytes or is not ahle to
determine the maximum number of bytes, this Property shall not be provided.

OperationLimits is an entry point to access information on operation limits of the Server, for
example the maximum length of an array in a read Service call.

ModellingRules is an entry point to browse to all ModellingRules supported by the Server. All
ModellingRules supported by the Server should be able to be browsed starting from this
Object.

AggregateFunctions is an entry point to browse to all AggregateFunctions supported by the
Server. All AggregateFunctions supported by the Server should be able to be browsed starting
from this Object. AggregateFunctions are Objects of AggregateFunctionType.
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The RoleSet Object is used to publish all Roles supported by the Server. The RoleSetType is
specified in F.2.

When vendors expose their own capabilities they should add additional Nodes to the standard
ServerCapabilities Object instance.

6.3.3 ServerDiagnosticsType

This ObjectType defines diagnostic information about the OPC UA Server. This ObjectType is
formally defined in Table 11.

Table 11 — ServerDiagnosticsType definition
Attribute Value

BrowgeName ServerDiagnosticsType

IsAbs}ract False

References Node BrowseName DataType / TypeDefinition Modelling

Class Rule

Subtype of the BaseObjectType defined in 6.2

HasCpmponent |Variable [ServerDiagnosticsSummary ServerDiagnosticsSummaryDataType |Mandatory
ServerDiagnoasticsSummaryType

HasCpmponent |Variable [SamplinglntervalDiagnosticsArray ]SamplingIntervalDiagnosticsDataType[ Optional
SamplinglintervalDiagnosticsArrayType

HasCpmponent |Variable |SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType[] Mandatory
SubscriptionDiagnosticsArrayType

HasCpmponent |Object [SessionsDiagnosticsSummary -- Mandatory
SessionsDiagnosticsSummaryType

HasPfoperty Variable |EnabledFlag Boolean Mandatory
PropertyType

ServerDiagnosticsSummary- contains diagnostic summary information for the Servef, as

defined in 12.9.

SamplingIntervalDiagnosticsArray is an array of diagnostic information per sampling raje as

defined in 12.8/There is one entry for each sampling rate currently used by the Servgr. Its

TypeDefinitionNode is the VariableType SamplingintervalDiagnosticsArrayType, providing a

Varigble for.each entry in the array, as defined in 7.9.

The Sermphrg—interval—diagne o—onty—collectod—by—Servers—which—tise ed—slet of

sampling intervals. In these cases, length of the array and the set of contained Variables will
be determined by the Server configuration and the Nodeld assigned to a given sampling
interval diagnostics variable shall not change as long as the Server configuration does not
change. A Server may not expose the SamplingintervalDiagnosticsArray if it does not use
fixed sampling rates.

SubscriptionDiagnosticsArray is an array of Subscription diagnostic information per
subscription, as defined in 12.15. There is one entry for each Notification channel actually
established in the Server. Its TypeDefinitionNode is the VariableType
SubscriptionDiagnosticsArrayType, providing a Variable for each entry in the array as defined
in 7.11. Those Variables are also used as Variables referenced by other Variables.

SessionsDiagnosticsSummary contains diagnostic information per session, as defined in
6.3.4.
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EnabledFlag identifies whether or not diagnostic information is collected by the Server. It can
also be used by a client to enable or disable the collection of diagnostic information of the
Server. The following settings of the Boolean value apply: TRUE indicates that the Server
collects diagnostic information, and setting the value to TRUE leads to resetting and enabling
the collection. FALSE indicates that no diagnostic information is collected, and setting the
value to FALSE disables the collection without resetting the diagnostic values.

When diagnostics are turned off, the Server can return Bad_NodeldUnknown for all static
diagnostic Nodes except the EnabledFlag Property. Dynamic diagnostic Nodes (such as the
Session Nodes) will not appear in the AddressSpace.

If the collection of diagnostic information is not supported at all, the EnabledFlag Property will
be read only.

6.3. SessionsDiagnosticsSummaryType

This |ObjectType defines diagnostic information about the sessions of the OPC UA Sgrver.
This ObjectType is formally defined in Table 12.

Table 12 — SessionsDiagnosticsSummaryType-definition

Attribute Value

BrowgeName SessionsDiagnosticsSummaryType

IsAbs}ract False

References NodeClass |BrowseName DataType / TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in 6.2

HasCpmponent |Variable SessionDiagnosticsArray SessionDiagnosticsDataType[] Mandatpry
SessionDiagnosticsArrayType

HasCpmponent |Variable SessionSecurityDiagnosticsArray |SessionSecurityDiagnosticsDataTy |Mandatpry
pe(]
SessionSecurityDiagnosticsArrayTy
pe

HasCpmponent |Object <ClientName> - Optiond
SessionDiagnosticsObjectType Placehqider

NOTH This row represents.no Node in the AddressSpace. It is a placeholder pointing out that instances of the
ObjedtType will have those Objects.

SessjonDiagnosticsArray provides an array with an entry for each session in the Sgrver
havirlg general diagnostic information about a session.

SessionSecurityDiagnosticsArray provides an array with an entry for each active session in
the Server having security-related diagnostic information about a session. Since this
information is security-related, it should not be made accessible to all users, but only to
authorised users.

For each session of the Server, this Object also provides an Object representing the session,
indicated by <ClientName>. The BrowseName could be derived from the sessionName
defined in the CreateSession Service (IEC 62541-4) or some other server-specific
mechanisms. It is of the ObjectType SessionDiagnosticsObjectType, as defined in 6.3.5.

6.3.5 SessionDiagnosticsObjectType

This ObjectType defines diagnostic information about a session of the OPC UA Server. This
ObjectType is formally defined in Table 13.
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Table 13 — SessionDiagnosticsObjectType definition

Attribute Value

BrowseName SessionDiagnosticsObjectType

IsAbstract False

References NodeClass |BrowseName DataType / TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in 6.2

HasComponent |Variable SessionDiagnostics SessionDiagnosticsDataType Mandatory
SessionbiagrestiesarabteType

HasCpmponent |Variable SessionSecurityDiagnostics |SessionSecurityDiagnosticsDataType |Mandafory
SessionSecurityDiagnosticsType

HasCpmponent |Variable SubscriptionDiagnosticsArray |SubscriptionDiagnosticsDataTypel] Mandafory
SubscriptionDiagnosticsArrayType

SessjonDiagnostics contains general diagnostic information @bout the session;| the

Sess|

SubscriptionDiagnosticsArray is an array of Subscription diagnostic information per op
subsgription, as defined in 12.15. |Its TypebRefinitionNode is the Variablg

jonSecurityDiagnostics Variable contains security-related)” diagnostic informI:ion.
Because the information of the second Variable is security-rélated, it should not be
accesgsible to all users, but only to authorised users.

ade

ened
Type

SubsriptionDiagnosticsArrayType providing a Variable for each entry in the array, as deffined

in7.

6.3.6)

This
UA S
subty

defined in Table 14.

1.

VendorServerinfoType

ObjectType defines a placeholder©@bject for vendor-specific information about the

ped by vendors to define théir'vendor-specific information. This ObjectType is for

Table 14 — VendorServerinfoType definition

OPC

erver. This ObjectType defines.an empty ObjectType that has no components. It shall be

mally

Attribute Value
BrowgeName |VendorServerinfoType
IsAbsfract False
References NodeClass BrowseName DataType TypeDefinition ModellingRdile
Subtypelof the BaseObjectType defined in 6.2

6.3.7

ServerRedundancyType

This ObjectType defines the redundancy capabilities supported by the OPC UA Server. It is
formally defined in Table 15.
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Table 15 — ServerRedundancyType definition

Attribute Value

BrowseName [ServerRedundancyType

IsAbstract False

References |NodeClass |BrowseName DataType Type Modelling
Definition Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty |Variable RedundancySupport RedundancySupport |PropertyType |Mandatory

H Subt Olo 4T T LR el ol T Pak a2 Q
asopotype ToettTyPe rransparentnettmaanctyType |=A-2R I RL-iv an L E Eu v PR Py o)

HasSpbtype |[ObjectType [NonTransparentRedundancyType |Defined in 6.3.9

RedyndancySupport indicates what redundancy is supported by the Servefrlts valueg are
defined in 12.5. It shall be set to NONE_O for all instances of the ServerRedundancyType
using the ObjectType directly (no subtype).

6.3.8 TransparentRedundancyType
This | ObjectType is a subtype of ServerRedundancyType 'and is used to identify the

capapilities of the OPC UA Server for server-controlled “\rfedundancy with a transpprent
switchover for the client. It is formally defined in Table 16.

Table 16 — TransparentRedundancyType definition

Attribute Value
BrowgeName TransparentRedundancyType
IsAbsfract False
References [Node BrowseName DataType TypeDefinition [Modelling
Class Rule

Subtype of the ServerRedundancyType.defihed in 6.3.7, i.e. inheriting the InstanceDeclarations of that Node.

HasPfoperty |Variable |CurrentServerld String PropertyType Mandato

<

HasPfoperty [Variable |RedundantServerArray RedundantServerDataType[]|PropertyType Mandatofy

RedyndancySuppert~is inherited from the ServerRedundancyType. It shall be sg¢t to
TRAINSPARENT 4 for all instances of the TransparentRedundancyType.

Althqugh,~ifi~a transparent switchover scenario, all redundant Servers serve under the same
URI o the/Client, it may be required to track the exact data source on the Client. Therdfore,
CurrentServerld contains an identifier of the currently-used Server in the Redundant Set| This
Server is valid only inside a Session; if a Client opens several Sessions, different Servers of
the redundant set of Servers may serve it in different Sessions. The value of the
CurrentServerld may change due to Failover or load balancing, so a Client that needs to track
its data source shall subscribe to this Variable.

As diagnostic information, the RedundantServerArray contains an array of available Servers
in the Redundant Set; including their service levels (see 12.7). This array may change during
a Session.

6.3.9 NonTransparentRedundancyType

This ObjectType is a subtype of ServerRedundancyType and is used to identify the
capabilities of the OPC UA Server for non-transparent redundancy. It is formally defined in
Table 17.
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Table 17 — NonTransparentRedundancyType definition

Attribute Value

BrowseName |NonTransparentRedundancyType

IsAbstract False

References |NodeClass |BrowseName DataType |TypeDefinition |Modelling
Rule

Subtype of the ServerRedundancyType defined in 6.3.7, which means it inherits the InstanceDeclarations of that
Node.

HasProperty [Variable ServerUriArray String[] PropertyType Mandatory

HasSpibtype [ObjectType [NonTransparentNetworkRedundancyType |Defined in 6.3.10

ServerUriArray is an array with the URI of all redundant Servers of the OPC UJA Server| See
IEC 62541-4 for the definition of redundancy in this document. In &) pnon-transpprent
redupndancy environment, the Client is responsible to subscribe to the ‘redundant Servers.
Thergfore the Client might open a session to one or more redundant Servérs of this array| The
ServerUriArray shall contain the local Server.

RedyndancySupport is inherited from the ServerRedundancyType. It shall be set to COUD_1,
WARM_2, HOT_3 or HOT_AND_MIRRORED_5 for, all instances of | the
NonTransparentRedundancyType. It defines the redundangy support provided by the Sgrver.
Its infended use is defined in IEC 62541-4.

6.3.10 NonTransparentNetworkRedundancyType

This [ObjectType is a subtype of NonTransparentRedundancyType and is used to identify the
capapilities of the OPC UA Server for non=transparent network redundancy. It is formally
defingd in Table 18.

Table 18 — NonTransparentNetworkRedundancyType definition

Attribute Value
BrowgeName NonTranspareniNetworkRedundancyType
IsAbsfract False
References ‘NodeCIass ‘BrowseName |DataType ‘TypeDefinition ‘Modelling Rule

Subtype of the NonTransparentRedundancyType defined in 6.3.9, which means it inherits the
InstarjceDeclarations-of that Node.

HasPfoperty ‘Variable ‘ServerNetworkGroups |NetworkGroupDataType[] ‘PropertyType ‘Mandatory

Clientsxswitching between network paths to the same Server behave the sameé as
HotAndMirrored redundancy. Server and network redundancy can be combined. In the
combined approach it is important for the Client to know which ServerUris belong to the same
Server representing different network paths and which ServerUris represent different Servers.
Therefore, a Server implementing non-transparent network redundancy shall use the
NonTransparentNetworkRedundancyType to identify its redundancy support.

RedundancySupport is inherited from the ServerRedundancyType. It shall be set to COLD_1,
WARM_2, HOT_3 or HOT_AND_MIRRORED_5 for all instances of the
NonTransparentNetworkRedundancyType. If no Server redundancy is supported (the
ServerUriArray only contains one entry), the RedundancySupport shall be set to
HOT_AND_MIRRORED_S5.

The ServerNetworkGroups contains an array of NetworkGroupDataType. The URIs of the
Servers in that array (in the serverUri of the structure) shall be exactly the same as the ones
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provided in the ServerUriArray. However, the order might be different. Thus the array
represents a list of HotAndMirrored redundant Servers. If a Server only supports network
redundancy, it has only one entry in the ServerNetworkGroups. The networkPaths in the
structure represents the redundant network paths for each of the Servers. The networkPaths
describes the different paths (one entry for each path) ordered by priority. Each network path
contains an endpointUriList having an array of Strings each containing a URL of an Endpoint.
This allows using different protocol options for the same network path.

The Endpoints provided shall match with the Endpoints provided by the GetEndpoints Service
of the corresponding Server.

6.3.11 OperationLimitsType

This [ObjectType is a subtype of FolderType and is used to identify the operation limits qf the
OPCJ|UA Server. It is formally defined in Table 19.

Table 19 — OperationLimitsType definition

Aftribute Value
BrowgeName OperationLimitsType
IsAbsfract False
References NodeClass |[BrowseName DataType |TypeDefinition [ModellingRule
Subtype of the FolderType defined in 6.6, which means it inherits the InstanceDeclarations of that Node.
HasPfoperty Variable MaxNodesPerRead UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesPerHistoryReadData Uint32 PropertyType Optional
HasPfoperty Variable MaxNodesPerHistoryReadEvents UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesPerWrite UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesPerHistorylpdateData Uint32 PropertyType Optional
HasPfoperty Variable MaxNodesPerHistoryUpdateEvents |UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesRerMethodCall UInt32 PropertyType Optional
HasPfoperty Variable MaxNodesPerBrowse Uint32 PropertyType Optional
HasPfjoperty Variable MaxNodesPerRegisterNodes Uint32 PropertyType Optional
HasPfoperty Variable MaxNodesPerTranslateBrowsePaths [UInt32 PropertyType Optional

ToNodelds

HasPfoperty Variable MaxNodesPerNodeManagement Uint32 PropertyType Optional
HasPfoperty Variable MaxMonitoredltemsPerCall UInt32 PropertyType Optional

Any ¢perational limits Property that is provided shall have a non zero value.

The MaxNodesPerRead Property indicates the maximum size of the nodesToRead array when
a Client calls the Read Service.

The MaxNodesPerHistoryReadData Property indicates the maximum size of the nodesToRead
array when a Client calls the HistoryRead Service using the historyReadDetails RAW,
PROCESSED, MODIFIED, or ATTIME.

The MaxNodesPerHistoryReadEvents Property indicates the maximum size of the
nodesToRead array when a Client calls the HistoryRead Service using the historyReadDetails
EVENTS.

The MaxNodesPerWrite Property indicates the maximum size of the nodesToWrite array when
a Client calls the Write Service.
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The MaxNodesPerHistoryUpdateData Property indicates the maximum size of the
historyUpdateDetails array supported by the Server when a Client calls the HistoryUpdate
Service.

The MaxNodesPerHistoryUpdateEvents Property indicates the maximum size of the
historyUpdateDetails array when a Client calls the HistoryUpdate Service.

The MaxNodesPerMethodCall Property indicates the maximum size of the methodsToCall
array when a Client calls the Call Service.

The MaxNoc cates—thema HA—S1Z26—0 WY oBrowse
wher] calling the Browse Service or the continuationPoints array when a Client call$ the
BrowseNext Service.

a o Prope mndi e he-m mum-size-o he-nods A array

The | MaxNodesPerRegisterNodes Property indicates the maximum ~size of| the
nodegsToRegister array when a Client calls the RegisterNodes Service and the“maximum size
of th¢ nodesToUnregister when calling the UnregisterNodes Service.

The MaxNodesPerTranslateBrowsePathsToNodelds Property indicatés the maximum sige of
the browsePaths array when a Client calls the TranslateBrowsePathsToNodelds Service.

The MaxNodesPerNodeManagement Property indicates the maXximum size of the nodesTpAdd
arrayl when a Client calls the AddNodes Service, the maxitnum size of the referencesTpAdd
arrayy] when a Client calls the AddReferences Service, the maximum size of| the
nodegsToDelete array when a Client calls the DeleteNodes Service, and the maximum sige of
the r¢ferencesToDelete array when a Client calls the<DeleteReferences Service.

The MaxMonitoredltemsPerCall Property indicates
e the maximum size of the itemsToCreate array when a Client «calls| the
CreateMonitoredltems Service,

e the maximum size of the") itemsToModify array when a Client «calls| the
ModifyMonitoredltems Service,

e the maximum size of\the monitoredlitemlds array when a Client -calls| the
SketMonitoringMode Service or the DeleteMonitoredltems Service,

e the maximum size. gf:the sum of the linksToAdd and linksToRemove arrays when a ¢lient
calls the SetTriggering Service.

6.3.12 AddressSpaceFileType

This |ObjectType defines the file for a namespace provided by the OPC UA Server.|lt is
formally defined in Table 20. It represents an XML address space file using the XML schema
defian in 1TEC 62541-6.

Table 20 — AddressSpaceFileType definition

Attribute Value
BrowseName AddressSpaceFileType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition I\Rlloldelling
ule

Subtype of the FileType defined in C.2

HasComponent Method ExportNamespace The method has no parameters. Optional
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The ExportNamespace Method provides a way to export the namespace from the Server
AddressSpace to the XML file represented by the AddressSpaceFileType. Value Attributes are
only exported if they represent static configuration information. The client is expected to call
the ExportNamespace Method first to update the XML file and then access the file with the
Methods defined in the FileType.

Servers might provide some vendor-specific mechanisms importing parts of an address space
as subtype of this ObjectType, for example by defining appropriate Methods.

6.3.13 NamespaceMetadataType

This [ObjectType defines the metadata for a namespace provided by the Server. It is formally
defingd in Table 21.

Instapces of this Object allow Servers to provide more information like version“informatipn in
additjon to the namespace URI. Important information for aggregating Servers)is providg¢d by
the | StaticNodeldTypes, StaticNumericNodeldRange  and  StaticStringNodeldP3ttern
Propegrties.

Table 21 — NamespaceMetadataType definition

Aftribute Value

BrowgeName NamespaceMetadataType

IsAbs}ract False

References NodeClass |BrowseName DataType TypeDefinition Modellling

Rule

Subtype of the BaseObjectType defined in 6.2

HasPfoperty Variable NamespaceUri String PropertyType Mandptory

HasPfoperty Variable NamespaceVersion String PropertyType Mandptory

HasPfoperty Variable NamespacePublicationDate |DateTime PropertyType Mandptory

HasPfoperty Variable IsNamespaceSubset Boolean PropertyType Mandptory

HasPfoperty Variable StaticNodeldTypes IdTypel] PropertyType Mandptory

HasPfoperty Variable StaticNumericNodeldRange |NumericRange[] |PropertyType Mandptory

HasPfoperty Variable StaticStringNodeldPattern String PropertyType Mandptory

HasCpmponent |Object NamespaceFile - AddressSpaceFileType |Optiopal

HasPfoperty Variable DefaultRolePermissions RolePermission |PropertyType Optiopal
Typell

HasPfoperty Variable DefaultUserRolePermissions [RolePermission |PropertyType Optiopal
Typell

HasPfjoperty Variable DefaultAccessRestrictions Uint16 PropertyType Optiopal

The BrowseName of instances of this type shall be derived from the represented namespace.
This can, for example, be done by using the index of the namespace in the NamespaceArray
as namespacelndex of the QualifiedName and the namespace URI as name of the
QualifiedName.

The NamespaceUri Property contains the namespace represented by an instance of the
MetaDataType.

The NamespaceVersion Property provides version information for the namespace. It is
intended for display purposes and shall not be used to programmatically identify the latest
version. If there is no formal version defined for the namespace this Property shall be set to a
null String.
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The NamespacePublicationDate Property provides the publication date of the namespace
version. This Property value can be used by Clients to determine the latest version if different
versions are provided by different Servers. If there is no formal publication date defined for
the namespace this Property shall be set to a null DateTime.

The [IsNamespaceSubset Property defines whether all Nodes of the namespace are
accessible in the Server or only a subset. It is set to FALSE if the full namespace is provided
and TRUE if not. If the completeness is unknown then this Property shall be set to TRUE.

Static Nodes are identical for all Attributes in all Servers, including the Value Attribute. For
TypeDefinitionNodes, also the InstanceDeclarations shall be identical. That means that for
statiq Nodes the semantic is always the same. Namespaces with static Nodes are for exdmple
namgspaces defined by standard bodies like the OPC Foundation. This is_impqrtant
information for aggregating Servers. If the namespace is dynamic and used in several Sefvers
the aggregating Server needs to distinguish the namespace for each aggregated. Server| The
statig Nodes of a namespace only need to be handled once, even if they are(Uséed by several
aggrg¢gated Servers.

The HtaticNodeldTypes Property provides a list of /dTypes used for static Nodes. All Noges in
the AddressSpace of the namespace using one of the /dTypes in)the array shall be $tatic
Nodgs.

The PtaticNumericNodeldRange Property provides a list of. NumericRanges used for nu:lzeric
Nodglds of static Nodes. If the StaticNodeldTypes Property contains an entry for numeric
Nodqglds then this Property is ignored.

The PtaticStringNodeldPattern Property provides. avregular expression as defined for the| Like
Operptor defined in IEC 62541-4 to filter for’ string Nodelds of static Nodes. | the
Stati¢NodeldTypes Property contains an entrydor string Nodelds then this Property is ignpred.

The Dbject NamespaceFile contains allZNodes and References of the namespace in an|XML
file where the Information Model XML Schema is defined in IEC 62541-6. The XML fjle is
provided through an AddressSpaceFileType Object.

The DefaultRolePermissions™Property provides the default permissions if a Server supports
RolePermissions for the Namespace. A Node in the Namespace overrides this defaylt by
addinng a RolePermissiens Attribute to the Node. If a Server implements a vendor-spgcific
RolePermissions model” for a Namespace, it does not add the DefaultRolePermissions
Propgrty to the NamespaceMetadata Object.

The DefaultUsérRolePermissions Property provides the default user permissions if a Sgerver
suppprts UserRolePermissions for the Namespace. A Node in the Namespace overrideg this
defaylt by jadding a UserRolePermissions Attribute to the Node. If a Server implements a
vendprspecific UserRolePermissions model for a Namespace, it does not add| the

DefalittiseTRoOlePermiSSIions Property to the Namespacetetadata Obfect

The DefaultAccessRestrictions Property is present if a Server supports AccessRestrictions for
the Namespace and provides the defaults. A Node in the Namespace overrides this default by
adding a AccessRestrictions Attribute to the Node. If a Server implements a vendor-specific
AccessRestriction model for a Namespace, it does not add the DefaultAccessRestrictions
Property to the NamespaceMetadata Object.

6.3.14 NamespacesType

This ObjectType defines a list of NamespaceMetadataType Objects provided by the Server. It
is formally defined in Table 22.
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Table 22 — NamespacesType definition

Attribute Value
BrowseName NamespacesType
IsAbstract False
References NodeClass BrowseName Data |TypeDefinition Modelling
Type Rule
Subtype of the BaseObjectType defined in 6.2
HasComponent |Object <Namespaceldentifier> ‘- ‘NamespaceMetadataType OptionalPlaceholder

The
namse
nams
the 1
namg
namg

6.4
6.4.1
This

Obje
spec

6.4.2
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defined in Table 23.

ObjectType contains a list of NamespaceMetadataType Objects representing
spaces in the Server. The BrowseName of an Object shall be derived" fron
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spaces provided by a Server are present in this list as a namespace‘may not provide the
information necessary to fill all mandatory Properties of the NamespaceMetadataType.
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Table 23 — BaseEventType definition

Attribute Value
BrowseName BaseEventType
IsAbstract True
References |[NodeClass [BrowseName DataType TypeDefinition |Modelling

Rule

Subtype of the BaseObjectType defined in 6.2
HasSubtype |[ObjectType |AuditEventType Defined in 6.4.3
HaSS Abty'JU ijc\.tTypc SyDtUIIIEVUIItTyFU DUfIIICd ;II 0.4.28
HasSybtype |[ObjectType |BaseModelChangeEventType Defined in 6.4.31
HasSubtype |[ObjectType |[SemanticChangeEventType Defined in 6.4.33
HasSybtype |[ObjectType |EventQueueOverflowEventType |Defined in 6.4.34
HasSubtype |[ObjectType |ProgressEventType Defined in 6.4.35
HasPfoperty [Variable Eventld ByteString PropertyType Mandatpry
HasPfoperty |Variable EventType Nodeld PropertyType Mandatpry
HasPfoperty |Variable SourceNode Nodeld PropertyType Mandatpry
HasPfoperty [Variable SourceName String PropertyType Mandatpry
HasPfoperty |Variable Time UtcTime PropertyType Mandatpry
HasPfoperty [Variable ReceiveTime UtcTime PropertyType Mandatpry
HasPfoperty |Variable LocalTime TimeZoneDataType |PropertyType Optiondl
HasPfoperty [Variable Message LocalizedText PropertyType Mandatpry
HasPfoperty [Variable Severity Uint16 PropertyType Mandatpry
Evenitld is generated by the Server toluniquely identify a particular Event Notification] The
Server is responsible to ensure that each Event has its unique Eventld. It may do thig, for
example, by putting GUIDs into ‘the ByteString. Clients can use the Eventld to assjist in
minimizing or eliminating gaps and overlaps that may occur during a redundancy failover| The
Evenjtld shall always be returned as value and the Server is not allowed to retyrn a
StatysCode for the Eventld indicating an error.
EvenltType describes'the specific type of Event. The EventType shall always be returngd as
valug and the Secrver'is not allowed to return a StatusCode for the EventType indicatirlg an
error
The SourceNode Property identifies the Node that the Event originated from. If the Evént is
not gpecific to a Node the Nodeld is set to null. Some subtypes of this BaseEventType| may
defing“additional rules for the SourceNode Property.

SourceName provides a description of the source of the Event. This could be the string-part of
the DisplayName of the Event source using the default locale of the server, if the Event is
specific to a Node, or some server-specific notation.

Time provides the time the Event occurred. This value is set as close to the event generator
as possible. It often comes from the underlying system or device. Once set, intermediate OPC
UA Servers shall not alter the value.

ReceiveTime provides the time the OPC UA Server received the Event from the underlying
device of another Server. ReceiveTime is analogous to ServerTimestamp defined in
IEC 62541-4, i.e. in the case where the OPC UA Server gets an Event from another OPC UA
Server, each Server applies its own ReceiveTime. That implies that a Client may get the same
Event, having the same Eventld, from different Servers having different values of the
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ReceiveTime. The ReceiveTime shall always be returned as value and the Server is not
allowed to return a StatusCode for the ReceiveTime indicating an error.

LocalTime is a structure containing the Offset and the DaylightSavingInOffset flag. The Offset
specifies the time difference (in minutes) between the Time Property and the time at the
location in which the event was issued. If DaylightSavinglnOffset is TRUE, then
Standard/Daylight savings time (DST) at the originating location is in effect and Offset
includes the DST correction. If FALSE then the Offset does not include DST correction and
DST may or may not have been in effect.

Message provides a human-readable and localizable text description of the Event. The Server
may feturn any appropriate text to describe the Event. A null string is not a valid value; |f the
Server does not have a description, it shall return the string part of the BrowseName df the
Nodq associated with the Event.

Severity is an indication of the urgency of the Event. This is also commonly,'called "prigrity".
Valug¢s will range from 1 to 1 000, with 1 being the lowest severity and.1 000 being the
highgst. Typically, a severity of 1 would indicate an Event which is informational in ngture,
whilg a value of 1 000 would indicate an Event of catastrophic nature,\which could potentially
resulf in severe financial loss or loss of life.

It is éxpected that very few Server implementations will support-1 000 distinct severity Igvels.
Thergfore, Server developers are responsible for distributing-their severity levels acrosg the
1 to 1 000 range in such a manner that clients can assumea linear distribution. For example,
a clignt wishing to present five severity levels to a user should be able to do the follqwing
mapping:

Client Severity OPC Severity
HIGH 801 to 1 000
MEDIUM HIGH 601 to 800
MEDIUM 401 to 600
MEDIUM LOW 201 to 400
LOW 1 to 200

In many cases a strictslinear mapping of underlying source severities to the OPC Seyerity
range is not appropriate. The Server developer will instead intelligently map the undeflying
sour¢e severities to'the 1 to 1 000 OPC Severity range in some other fashion. In particular, it
is recommended-ithat Server developers map Events of high urgency into the OPC seyerity
range of 667,t0.1 000, Events of medium urgency into the OPC severity range of 334 tq 666
and Eventsoftow urgency into OPC severities of 1 to 333.

For gxamiple, if a source supports 16 severity levels that are clustered such that severifies 0
to 2 are considered to be LOW, 3 to 7 are MEDIUM and 8 to 15 are HIGH, then an appropriate
mapping might be as follows:
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OPC Range Source Severity OPC Severity

HIGH (667 to 1 000) 15 1000
14 955
13 910
12 865
11 820
10 775
9 730
8 685

MEDIUM (334 to 666) 7 650
6 575
5 500
4 425
3 350

LOW (1 to 333) 2 300
1 150
0 1

Some¢ Servers might not support any Events which aré. catastrophic in nature, so they

choo
666)
may

exan

The
from
in IE

6.4.3

This

se to map all of their severities into a subset ¢f the 1 to 1 000 range (for example
Other Servers might not support any Events which are merely informational, so

ple, 334 to 1 000).

burpose of this approach is to allow clients to use severity values from multiple Se

C 62541-9.

AuditEventType

EventType is defined in IEC 62541-3. Its representation in the AddressSpace is for

defined in Table 24.

may
1 to
they

choose to map all of their severities into aldifferent subset of the 1 to 1 000 rangg¢ (for

yvers

different vendors in a consistent.manner. Additional discussions of severity can be found

mally
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Table 24 — AuditEventType definition

Attribute Value
BrowseName AuditEventType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition gloldelling

ule

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.
HasSubtype ObjectType |AuditSecurityEventType Defined in 6.4.4
HasSpbtype SbiectFype—TAtditNodeManagementEventFype—Befiredim 6419
HasSubtype ObjectType |AuditUpdateEventType Defined in 6.4.24
HasSubtype ObjectType |AuditUpdateMethodEventType Defined in 6.4.27
HasPfoperty Variable ActionTimeStamp UtcTime PropertyType Mandatorly
HasPfjoperty Variable Status Boolean PropertyType Mandatorly
HasPfoperty Variable Serverld String PropertyType Mandatorly
HasPfjoperty Variable ClientAuditEntryld String PropertyType Mandatorly
HasPfjoperty Variable ClientUserld String RropertyType Mandatorly
This |EventType inherits all Properties of the BaseEventType. Their semantic is defingd in
6.4.2,
ActionTimeStamp identifies the time the user<initiated the action that resulted il the
AudilEvent being generated. It differs from thé Fime Property because this is the time¢ the
serv@gr generated the AuditEvent documentingihe action.
Statys identifies whether the requested action could be performed (set Status to TRUE) qr not
(set Ptatus to FALSE).

Serv
even
the s

Clien

The

be ¢
User|
User

in a server-controlled transparent redundancy scenario where several Servers may
ame URI.

tAuditEntryld contains the human-readable AuditEntryld defined in IEC 62541-3.

ClientUserld<identifies the user of the client requesting an action. The ClientUserld
btained—~from the UserldentityToken passed in the ActivateSession call. If

of th

shall

prid uniquely identifies the “Server generating the Event. It identifies the Server uniquely

use

can
the

dentityToken is a UserNameldentityToken then the ClientUserld is the UserName. |f the
dentityToken is an X509/dentityToken then the ClientUserld is the X509 Subject Name
e\ Certificate. If the UserldentityToken is an IssuedldentityToken then the ClientUserld
be—a string thatTepresents the owner_of the tokem. 1 1he best—cthoice for thestring

depends on the type of IssuedldentityToken. If an AnonymousldentityToken was used, the
value is null.

6.4.4

AuditSecurityEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 25.
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Table 25 — AuditSecurityEventType definition

Attribute Value
BrowseName AuditSecurityEventType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations of that Node.

HasSubtype ObjectType |AuditChannelEventType Defined in 6.4.5

HasSubtype ObjectType |AuditSessionEventType Defined in 6.4.7

HasSpbtype ObjectType |AuditCertificateEventType |Defined in 6.4.12

HasPfjoperty Variable StatusCodeld StatusCode |PropertyType Optional

This |[EventType inherits all Properties of the AuditEventType. Their semdntic is defingd in
6.4.3| There are no additional Properties defined for this EventType.

The |optional StatusCodeld Property provides the exact securify) error responsibl¢ for
produdicing the Event.

6.4.5 AuditChannelEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 26.

Table 26 — AuditChannelEventType definition

Attribute Value

BrowgeName AuditChannelEventType

IsAbs}ract True

References NodeClass |BrowseName DataType |TypeDefinition |Modellinjg
Rule

Subtype of the AuditSecurityEven{Type defined in 6.4.4, which means it inherits the InstanceDeclarations of fhat
Node

HasSubtype ObjectType \fAuditOpenSecureChannelEventType [Defined in 6.4.6

HasPfoperty Variable SecureChannelld String PropertyType Mandato

<

This [ EventType inherits all Properties of the AuditSecurityEventType. Their semaniic is
defined in 6.4.4. The SourceNode Property for Events of this type shall be assigned tp the
ServeriObject. The SourceName for Events of this type shall be "SecureChannel/" and the
Serviee € Fre e-g——SeecureChanhe cewreChanne! or
SecureChannel/CloseSecureChannel). If the ClientUserld is not available for a
CloseSecureChannel call, then this parameter shall be set to "System/CloseSecureChannel”.

The SecureChannelld shall uniquely identify the SecureChannel. The application shall use the
same identifier in all AuditEvents related to the Session Service Set
(AuditCreateSessionEventType, AuditActivateSessionEventType and their subtypes) and the
SecureChannel Service Set (AuditChannelEventType and its subtypes).

6.4.6 AuditOpenSecureChannelEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 27.
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Table 27 — AuditOpenSecureChannelEventType definition

Attribute Value
BrowseName AuditOpenSecureChannelEventType
IsAbstract True
References Node BrowseName DataType TypeDefinition [Modelling

Class Rule

Subtype of the AuditChannelEventType defined in 6.4.5, which means it inherits the InstanceDeclarations of that
Node.
HasProperty Variable |ClientCertificate ByteString PropertyType Mandatory
HasPfoperty Variable |ClientCertificateThumbprint|String PropertyType Mandafory
HasPfoperty Variable |RequestType SecurityTokenRequestType |PropertyType {Mandafory
HasPfoperty Variable |SecurityPolicyUri String PropertyType Mandafory
HasPfoperty Variable |SecurityMode MessageSecurityMode PropertyType |Mandafory
HasPfoperty Variable |RequestedLifetime Duration PropertyType Mandafory
This | EventType inherits all Properties of the AuditChannelEvéentType. Their semanfiic is
defined in 6.4.5. The SourceName for Events ,(of this type shall| be
"SecureChannel/OpenSecureChannel". The ClientUserld is nof,available for this call, thu$ this
parameter shall be set to "System/OpenSecureChannel".

The
trigg

ClientCertificate is the clientCertificate parameter of the OpenSecureChannel Service call.

CliertCertificateThumbprint is a thumbprint of the ClientCertificate. See |IEC 62541-
details on thumbprints.

RequestType is the requestTypeparameter of the OpenSecureChannel Service call.
SecurityPolicyUri is the securityPolicyUri parameter of the OpenSecureChannel Service G
SecurityMode is the,securityMode parameter of the OpenSecureChannel Service call.

ReqyestedLifetime is the requestedLifetime parameter of the OpenSecureChannel S¢

call.

6.4.7 AuditSessionEventType

rs the Event.

dditional Properties defined for this EventTypeseflect parameters of the Service call that

5

5 for

rvice

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 28.
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Table 28 — AuditSessionEventType definition

Attribute Value
BrowseName AuditSessionEventType
IsAbstract True
References NodeClass |BrowseName DataType |TypeDefinition ModellingRule
Subtype of the AuditSecurityEventType defined in 6.4.4, which means it inherits the InstanceDeclarations of that
Node.
HasSubtype ObjectType |AuditCreateSessionEventType Defined in 6.4.8
HaSS Abtypc ijc\.tTypc AudltAbthatUSUODlUlIEVCIItTy'JG DUfIIIGd ;II 0.4.10
HasSubtype ObjectType |AuditCancelEventType Defined in 6.4.11
HasPfjoperty Variable Sessionld Nodeld PropertyType Mandatory
This [ EventType inherits all Properties of the AuditSecurityEventType{~Their semanfic is
defined in 6.4.4.
If thg Event is generated by a TransferSubscriptions Service call-the SourceNode Property
shall| be assigned to the SessionDiagnostics Object that fepresents the session.| The
SourgeName for Events of this type shall be "Session/TransfetSubscriptions".
Othefwise, the SourceNode Property for Events of this'type shall be assigned to the Sgrver
Objett. The SourceName for Events of this type shalf be "Session/" and the Service or dause
that generates the Event (e.g. CreateSession, ActivateSession or CloseSession).
The Bessionld shall contain the Sessionld of the session that the Service call was issued on
In the CreateSession Service this shall bexset to the newly created Sessionl/d. If no sepsion
contgxt exists (e.g. for a failed CreateSession Service call) the Sessionld shall be null.
6.4.8 AuditCreateSessionEven{Type
This [EventType is defined in IEC'62541-3. Its representation in the AddressSpace is formally
defingd in Table 29.
Table 29 — AuditCreateSessionEventType definition
Attribute Value

BrowgeName AuditCreateSessionEventType
IsAbsfract True
Referrences ‘NodeClass BrowseName DataType TypeDefinition ModellingRule

i i hat
Node.
HasSubtype ObjectType |AuditUrIMismatchEventType |Defined in 6.4.9
HasProperty Variable SecureChannelld String PropertyType Mandatory
HasProperty Variable ClientCertificate ByteString PropertyType Mandatory
HasProperty Variable ClientCertificateThumbprint  [String PropertyType Mandatory
HasProperty Variable RevisedSessionTimeout Duration PropertyType Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is
defined in 6.4.7. The SourceName for Events of this type shall be "Session/CreateSession".
The ClientUserld is not available for this call thus this parameter shall be set to the
"System/CreateSession".


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 © |IEC 2020 - 45—

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

SecureChannelld shall uniquely identify the SecureChannel. The application shall use the
same identifier in all AuditEvents related to the Session Service Set
(AuditCreateSessionEventType, AuditActivateSessionEventType and their subtypes) and the
SecureChannel Service Set (AuditChannelEventType and its subtypes).

ClientCertificate is the clientCertificate parameter of the CreateSession Service call.

Clie
detai

s on thumbprints.
RevigsedSessionTimeout is the returned revisedSessionTimeout parameter’ of| the

CreafeSession Service call.

6.4.9 AuditUrIMismatchEventType

This [EventType is defined in IEC 62541-3. Its representation in the - AddressSpace is formally
defined in Table 30.

Table 30 — AuditUrIMismatchEventTypeg.definition

Attribute Value
BrowgeName AuditUrIMismatchEventType
IsAbsfract True
References ‘NodeClass ‘BrowseName ‘DataType |TypeDefinition ‘ModellingRule

Subtype of the AuditCreateSessionEventType defined.in 6.4.8 which means it inherits the InstanceDeclaratiops of
that Node.

HasPfjoperty ‘Variable ‘EndpointUrI ‘String |PropertyType ‘Mandatory

This [ EventType inherits all~Rroperties of the AuditSessionEventType. Their semanfic is
defingd in 6.4.8.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

EndpointUrl is~the endpointUrl parameter of the CreateSession Service call.

6.4.10 , AuditActivateSessionEventType

This EVentType Is defined In IEC 6254 T-3. ItS representation in the Adaressspace is tormally
defined in Table 31.
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Table 31 — AuditActivateSessionEventType definition

Attribute Value
BrowseName AuditActivateSessionEventType
IsAbstract True
References |NodeClass [BrowseName DataType TypeDefinition [Modelling

Rule

Subtype of the AuditSessionEventType defined in 6.4.7, which means it inherits the InstanceDeclarations of that
Node.

HasProperty [Variable ClientSoftwareCertificates |SignedSoftwareCertificate[] |PropertyType Mandatory

HasPfoperty [Variable UserldentityToken UserldentityToken PropertyType Mandatdry

HasPfoperty |Variable SecureChannelld String PropertyType Mandatdry

This [ EventType inherits all Properties of the AuditSessionEventType., Their semanfic is

defined in 6.4.7. The SourceName for Events of this type shall be "Session/ActivateSessipn".

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

CliertSoftwareCertificates is the clientSoftwareCertificates¢cparameter of the ActivateSegsion
Service call.

User|dentityToken reflects the userldentityToken parameter of the ActivateSession Sdrvice
call. For Username/Password tokens the password:shall not be included.

SecureChannelld shall uniquely identify thexSecureChannel. The application shall us¢ the
same identifier in all AuditEvents © related to the Session Service | Set
(Aud[tCreateSessionEventType, AuditActivateSessionEventType and their subtypes) ang the
SecureChannel Service Set (AuditChannelEventType and its subtypes).

6.4.11 AuditCancelEventType

This [EventType is defined indEC 62541-3. Its representation in the AddressSpace is formally
defingd in Table 32.

Table 32 — AuditCancelEventType definition

Attribute Value
BrowgeName AuditCancelEventType
IsAbstract True

Refermwes—fNuuvelzss—fB‘rmstn'e Iuald Type Iuypeﬁ'eﬁ'rri'ri'o'n—fM'o'd'eﬂ'i'ng'Ru e

Subtype of the AuditSessionEventType defined in 6.4.7, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty |Variab|e |RequestHandIe UInt32 ‘PropertyType |Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is
defined in 6.4.7. The SourceName for Events of this type shall be "Session/Cancel".

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

RequestHandle is the requestHandle parameter of the Cancel Service call.
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6.4.12 AuditCertificateEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 33.

Table 33 — AuditCertificateEventType definition

Attribute Value
BrowseName AuditCertificateEventType
IsAbstract True
References |[NodeClass |BrowseName DataType TypeDefinition |Modelling

Rule

Subtype of the AuditSecurityEventType defined in 6.4.7, which means it inherits the InstanceDeclarations of fhat
Node

HasSubtype |ObjectType [AuditCertificateDataMismatchEventTy|Defined in 6.4.13

pe
HasSpbtype |ObjectType [AuditCertificateExpiredEventType Defined in 6.4.14
HasSybtype |ObjectType [|AuditCertificatelnvalidEventType Defined in 6.4.16

HasSpibtype |ObjectType |AuditCertificateUntrustedEventType |Defined in 6/4:16
HasSubtype |ObjectType |AuditCertificateRevokedEventType Definedrin6.4.17
HasSpibtype |ObjectType |AuditCertificateMismatchEventType |Defified*in 6.4.18

HasPfoperty |Variable Certificate ByteString PropertyType Mandatpry

This | EventType inherits all Properties of the.AuditSecurityEventType. Their semaniic is
defined in 6.4.4. The SourceName for Events of this type shall be "Security/Certificate".

Certificate is the certificate that encountered a validation issue. Additional subtypes of this
EvenitType will be defined representing.the individual validation errors. This certificate can be
matched to the Service that passed it (Session or SecureChannel Service Set) sinc¢ the
AudilEvents for these Services also-included the Certificate.

6.4.13 AuditCertificateDataMismatchEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 34,

Table 34 — AuditCertificateDataMismatchEventType definition

Attribute Value
BrowgeName AuditCertificateDataMismatchEventType
IsAbstract True
References NodeClass |[BrowseName DataType |TypeDefinition ModellingRule

Subtype of the AuditCertificateEventType defined in 6.4.12, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty Variable InvalidHostname String PropertyType Mandatory

HasProperty Variable InvalidUri String PropertyType Mandatory

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type shall be "Security/Certificate".

InvalidHostname is the string that represents the host name passed in as part of the URL that
is found to be invalid. If the host name was not invalid it can be null.
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InvalidUri is the URI that was passed in and found to not match what is contained in the
certificate. If the URI was not invalid it can be null.

Either the InvalidHostname or InvalidUri shall be provided.

6.4.1

4 AuditCertificateExpiredEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally

defin

ed in Table 35.

[able 35 — AuditCertificateFExpiredEventType definition

that N

Attribute Value
BrowgeName AuditCertificateExpiredEventType
IsAbs}ract True
References NodeClass |[BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations |of

ode.

This
defin

Mesdage Variable shall include a description of why the’certificate was expired (i.e.
beforne start or time after end). There are no additional"Rroperties defined for this EventTy

6.4.1

This
defin

EventType inherits all Properties of the AuditCertificateEventType. Their seman
ed in 6.4.12. The SourceName for Events of this type‘shall be "Security/Certificate"

5 AuditCertificatelnvalidEventType

Eed in Table 36.

Table 36 — AuditCertificatelnvalidEventType definition

ic is
The
time
pe.

EventType is defined in IEC 62541-3. lts%epresentation in the AddressSpace is formally

Attribute Value
BrowgeName AuditCertificatelnvalidEventType
IsAbs}ract True
References NodeClas’s ) |[BrowseName DataType |TypeDefinition ModellingRule
Subtype of the AuditGertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations |of
that Node.
This |[EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
definEd in 6.4.12. The SourceName for Events of this type shall be "Security/Certificate"| The
Message shall InClude a description of why the certificate Is Invalid. ere are no additional

Prop

6.4.1

erties defined for this EventType.

6 AuditCertificateUntrustedEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally

defin

ed in Table 37.
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Table 37 — AuditCertificateUntrustedEventType definition

Attribute Value
BrowseName AuditCertificateUntrustedEventType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations of
that Node.
This [EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type shall be "Security/Certificate"| The
Mesdqage Variable shall include a description of why the certificate is not trusted{If a|trust
chain is involved then the certificate that failed in the trust chain should be deseribed. There
are no additional Properties defined for this EventType.
6.4.1[7 AuditCertificateRevokedEventType
This [EventType is defined in IEC 62541-3. Its representation in the"AddressSpace is formally
defingd in Table 38.

Table 38 — AuditCertificateRevokedEventType definition
Attridute Value
BrowgeName AuditCertificateRevokedEventType
IsAbsfract True
References NodeClass |[BrowseName DataType TypeDefinition [ModellingRule
Subtype of the AuditCertificateEventType defined in, 6:4.12, which means it inherits the InstanceDeclarations |of
that Node.
This [EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type shall be "Security/Certificate"| The
Mesdqage Variable shall include a description of why the certificate is revoked (was$ the

revogation list unavailable: or was the certificate on the list). There are no addifional
Propgrties defined for/this EventType.
6.4.18 AuditCertificateMismatchEventType
This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in-Table 39.

Table-39 AuditCertificateMs tehE T tefiniti
Attribute Value
BrowseName AuditCertificateMismatchEventType
IsAbstract True
References NodeClass |[BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, which means it inherits the InstanceDeclarations of
that Node.

This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type shall be "Security/Certificate". The
Message Variable shall include a description of misuse of the certificate. There are no
additional Properties defined for this EventType.
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6.4.19 AuditNodeManagementEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 40.

Table 40 — AuditNodeManagementEventType definition

Attribute Value

BrowseName AuditNodeManagementEventType

IsAbstract True

References iNodeCIass iBrowseName iDataType iTypeDeﬁnltlon iModelllngRuIe

Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations of that\.Nod

D

HasSpbtype ObjectType |AuditAddNodesEventType

HasSubtype ObjectType |AuditDeleteNodesEventType

HasStbtype ObjectType |AuditAddReferencesEventType

HasStbtype ObjectType |AuditDeleteReferencesEventType

This [EventType inherits all Properties of the AuditEventType( Their semantic is defingd in
6.4.3l There are no additional Properties defined for this/,EventType. The SourceNode
Property for Events of this type shall be assigned to the Server Object. The SourceNane for
Evenfts of this type shall be "NodeManagement/" and _the-’Service that generates the kvent
(e.g.[AddNodes, AddReferences, DeleteNodes, DeleteReferences).

6.4.2 AuditAddNodesEventType

This [EventType is defined in IEC 62541-3. Its‘representation in the AddressSpace is formally
defined in Table 41.

Table 41 — AuditAddNodesEventType definition

Attrifute Value

BrowgeName AuditAddNodesEventType

IsAbsfract True

References |NodeCIass ‘BrowseName |DataType ‘TypeDefinition ‘ModellingRuIe

Subtype of the AuditNodeManagementEventType defined in 6.4.19, which means it inherits the
InstarjceDeclarations-of that Node.

HasPfoperty |Variab|e ‘NodesToAdd |AddNodes|tem[] ‘PropertyType ‘Mandatory

This LEventType inherits all Properties of the AuditNodeManagementEventType. ITheir
semantic is defined in 6.4.19. The SourceName for Events of this type shall be
"NodeManagement/AddNodes".

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

NodesToAdd is the NodesToAdd parameter of the AddNodes Service call.

6.4.21 AuditDeleteNodesEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 42.
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Table 42 — AuditDeleteNodesEventType definition

Attribute Value

BrowseName AuditDeleteNodesEventType

IsAbstract True

References |NodeCIass ‘BrowseName |DataType ‘TypeDefinition ‘ModellingRule

Subtype of the AuditNodeManagementEventType defined in 6.4.19, i.e. inheriting the InstanceDeclarations of that
Node.

HasProperty |Variab|e ‘NodesToDelete |De|eteNodesItem[] ‘PropertyType ‘Mandatory

This | EventType inherits all Properties of the AuditNodeManagementEventTypes [Their
semgntic is defined in 6.4.19. The SourceName for Events of this type™shall be
"NodeManagement/DeleteNodes".

The Idditional Properties defined for this EventType reflect parameters of the Service cal| that
triggers the Event.

NoddgsToDelete is the nodesToDelete parameter of the DeleteNodes ‘Service call.

6.4.22 AuditAddReferencesEventType

This [EventType is defined in IEC 62541-3. Its represeniation in the AddressSpace is formally
defined in Table 43.

Table 43 — AuditAddReferencesEventType definition

Attrifute Value

BrowgeName AuditAddReferencesEventType

IsAbsfract True

References |NodeCIass ‘BrowseName |DataType ‘TypeDefinition ‘ModellingRule

Subtype of the AuditNodeManagementEventType defined in 6.4.19, which means it inherits the
InstarjceDeclarations of that Nodel

HasPfjoperty |Variab|e ‘ReferencesToAdd |AddReferencesltem[] ‘PropertyType ‘Mandatory

This | EventType.linherits all Properties of the AuditNodeManagementEventType. [Their
semgntic is _defined in 6.4.19. The SourceName for Events of this type shall be
"NodeManagement/AddReferences".

The additional Properties defined for this EventType reflect parameters of the Service caI’ that
triggITS'l'h'E_Evuui.

ReferencesToAdd is the referencesToAdd parameter of the AddReferences Service call.

6.4.23 AuditDeleteReferencesEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 44.
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Table 44 — AuditDeleteReferencesEventType definition

Attribute Value

BrowseName AuditDeleteReferencesEventType

IsAbstract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditNodeManagementEventType defined in 6.4.19, which means it inherits the
InstanceDeclarations of that Node.

HasProperty Variable ReferencesToDelet |DeleteReferencesltem[] |PropertyType Mandatory
e

This | EventType inherits all Properties of the AuditNodeManagementEventType. [Their
semgntic is defined in 6.4.19. The SourceName for Events of this type shall be
"NodeManagement/DeleteReferences".
The @dditional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.
ReferencesToDelete is the referencesToDelete parameter of the DeleteReferences Sqrvice
call.
6.4.24 AuditUpdateEventType
This [EventType is defined in IEC 62541-3. Its représentation in the AddressSpace is formally
defined in Table 45.

Table 45 — AuditUpdateEventType definition
Attrifute Value
BrowgeName AuditUpdateEventType
IsAbs}ract True
References NodeClass |BrowseName DataType |TypeDefinition ModellingRdile
Subtype of the AuditEventTypg defined in 6.4.3, which means it inherits the InstanceDeclarations of that Nodp.
HasSubtype ObjectType\\|AuditWriteUpdateEventType Defined in 6.4.25
HasStbtype ObjectType |AuditHistoryUpdateEventType |[Defined in 6.4.26
This |[EventType inherits all Properties of the AuditEventType. Their semantic is defingd in
6.4.3 Thie SourceNode Property for Events of this type shall be assigned to the Nodeld that
was phanged. The SourceName for Events of this type shall be "Attribute/" and the Sqrvice
that generatedthe event (€e.g. write, Fistoryupddie). Nole dl One service Call mndy genvrate

several Events of this type, one per changed value.

6.4.2

5 AuditWriteUpdateEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 46.
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Table 46 — AuditWriteUpdateEventType definition

Attribute Value

BrowseName AuditWriteUpdateEventType

IsAbstract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditUpdateEventType defined in 6.4.24, which means it inherits the InstanceDeclarations of that
Node.

HasProperty Variable Attributeld Uint32 PropertyType Mandatory
HaSP chlty ‘VIGI;Gb:U :IIdCI\RGIIyC IK‘JIUIIIUI;\.;RGIISU PIUPUItyTy'JC rv‘:c\lldatuly
HasPfoperty Variable NewValue BaseDataType PropertyType Mandatory
HasPfjoperty Variable OldValue BaseDataType PropertyType Mandatery

This [EventType inherits all Properties of the AuditUpdateEventType. The -SourceName for
Events of this type shall be "Attribute/Write". Their semantic is defined in\6.4.24.

Attriuteld identifies the Attribute that was written. The SourceNede Property identifiep the
Nodg that was written.

IndexRange identifies the index range of the written Attribute if the Attribute is an array. |f the
Attriute is not an array or the whole array was written, ¢he TndexRange is set to null.

NewVYalue identifies the value that was written. If the-/ndexRange is provided, only the values
in theg provided range are shown.

OldVilue identifies the value that the Attribute contained before the write. If the IndexRjange
is provided, only the value of that range-is' shown. It is acceptable for a Server that doep not
have|this information to report a null valte.

Both|the NewValue and the OldV{alue will contain a value in the DataType and encoding |used
for writing the value.

6.4.2 AuditHistoryUpdateEventType

This [EventType is défined in IEC 62541-3. Its representation in the AddressSpace is formally
defingd in Table 4%,

Table 47 — AuditHistoryUpdateEventType definition

Attridute Value

BrowseName AuditHistoryUpdatekEventlype

IsAbstract True

References |NodeCIass ‘BrowseName ‘DataType ‘TypeDefinition |Mode|lingRuIe

Subtype of the AuditUpdateEventType defined in 6.4.24, which means it inherits the InstanceDeclarations of that
Node.

HasProperty

|Variab|e ‘ParameterDataTypeId ‘Nodeld ‘PropertyType |New

This EventType inherits all Properties of the AuditUpdateEventType. Their semantic is defined
in 6.4.24.

The ParameterDataTypeld identifies the DataTypeld for the extensible parameter used by the
HistoryUpdate. This parameter indicates the type of HistoryUpdate being performed.
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Subtypes of this EventType are defined in IEC 62541-11 representing the different
possibilities to manipulate historical data.

6.4.27 AuditUpdateMethodEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 48.

Table 48 — AuditUpdateMethodEventType definition

Attribute Value

BrowgeName AuditUpdateMethodEventType

IsAbs}ract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditEventType defined in 6.4.3, which means it inherits the InstanceDeclarations’/of that Nod

1]

HasPfoperty Variable Methodld Nodeld PropertyType Mandatory

HasPfoperty Variable InputArguments BaseDataType[] |PropertyType Mandatory

This [EventType inherits all Properties of the AuditEventType.~Their semantic is defingd in
6.4.3| The SourceNode Property for Events of this type shall b€ assigned to the Nodeld qf the
Objegt that the Method resides on. The SourceName(for Events of this type shall be
"Attripute/Call". Note that one Service call may generat€ several Events of this type, ong per
methpd called. This EventType should be further subtyped to better reflect the functionaljty of
the method and to reflect changes to the address. space or updated values triggered by the
methpd.

Methpdld identifies the method that was called.

InputArguments identifies the input Atguments for the method. This parameter can be null if
no input arguments where provided!

6.4.2 SystemEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 49.

Table 49 — SystemEventType definition

Attrifute Value

BrowgeName SystemEventType

IsAbstraet True

References NodeClass |BrowseName DataType |[TypeDefinition [ModellingRule
HasSubtype ObjectType |DeviceFailureEventType Defined in 6.4.29

HasSubtype ObjectType |SystemStatusChangeEventType |[Defined in 6.4.30

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType.

6.4.29 DeviceFailureEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 50.
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Table 50 — DeviceFailureEventType definition

Attribute Value

BrowseName DeviceFailureEventType

IsAbstract True

References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the SystemEventType defined in 6.4.28, which means it inherits the InstanceDeclarations of that Node.

This
6.4.28. There are no additional Properties defined for this EventType.

6.4.3 SystemStatusChangeEventType

This [EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defingd in Table 51.

Table 51 — SystemStatusChangeEventType definition

Attrifute Value

BrowgeName SystemStatusChangeEventType

IsAbs}ract True

References ‘NodeCIass ‘BrowseName |DataType |TypeDefinition |Mode|lingRuI ]

Subtype of the SystemEventType defined in 6.4.28, which means it inherits the InstanceDeclarations of that Node.

HasPfoperty |Variab|e ‘SystemState ‘ServerState ‘PropertyType |Mandatory

This [EventType inherits all Properties of-the SystemEventType. Their semantic is definged in
6.4.28. The SourceNode Property and\the SourceName shall identify the system. The syjstem
can ke the Server itself or some underlying system.

The SystemState specifies thelcurrent state of the system. Changes to the ServerState qf the
systgm shall trigger a SystemS&tatusChangeEvent, when the event is supported by the system.

6.4.31 BaseModelChangeEventType

This [EventType is\defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table*562.

Table 52 — BaseModelChangeEventType definition

Attribute—Vatue

BrowseName |BaseModelChangeEventType

IsAbstract True

References |NodeClass |BrowseName ‘DataType TypeDefinition |ModellingRule

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Node.

HasSubtype |ObjectType |GeneraIModeIChangeEventType ‘Defined in 6.4.32

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType. The SourceNode
Property for Events of this type shall be the Node of the View that gives the context of the
changes. If the whole AddressSpace is the context, the SourceNode Property is set to the
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Nodeld of the Server Object. The SourceName for Events of this type shall be the String part
of the BrowseName of the View; for the whole AddressSpace it shall be "Server".

6.4.32 GeneralModelChangeEventType

This EventType is defined in IEC 62541-3. Its representation in the AddressSpace is formally
defined in Table 53.

Table 53 — GeneralModelChangeEventType definition

Attribute Value

BrowgeName |GeneralModelChangeEventType

IsAbs}ract True

References |NodeClass |BrowseName |DataType |TypeDefinition |Mode|lingFuIe

Subtype of the BaseModelChangeEventType defined in 6.4.31, which means it inherits the InstanceDeclaratigns of
that Node.

HasPfoperty |[Variable |Changes |ModeIChangeStructureDataType[] |PropertyType |Mandatory

This [EventType inherits all Properties of the BaseModelChangéEventType. Their semantic is
defined in 6.4.31.

The [additional Property defined for this EventType <eflects the changes that issued the
Mode¢lChangeEvent. It shall contain at least one entfy)in its array. Its structure is definpd in
12.1

6.4.3 SemanticChangeEventType

This [EventType is defined in IEC 62541-3) Its representation in the AddressSpace is formally
defingd in Table 54.

Table 54 — SemanticChangeEventType definition

AttriQute Value

BrowgeName [SemanticChangeEventType

IsAbs}ract True

References |NodeClass |[BrowseName [DataType TypeDefinition |ModellingRule

1

Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Nod

HasPfoperty «(\ariable Changes SemanticChangeStructureDataType[ |PropertyType Mandator
]

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType. The SourceNode
Property for Events of this type shall be the Node of the View that gives the context of the
changes. If the whole AddressSpace is the context, the SourceNode Property is set to the
Nodeld of the Server Object. The SourceName for Events of this type shall be the String part
of the BrowseName of the View, for the whole AddressSpace it shall be "Server".

The additional Property defined for this EventType reflects the changes that issued the
SemanticChangeEvent. Its structure is defined in 12.17.
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6.4.3

4 EventQueueOverflowEventType

EventQueueOverflow Events are generated when an internal queue of a Monitoredltem
subscribing for Events in the Server overflows. |IEC 62541-4 defines when the internal

Even

tQueueOverflow Events shall be generated.

The EventType for EventQueueOverflow Events is formally defined in Table 55.

Table 55 — EventQueueOverflowEventType definition

Attribute Value
BrowgeName |EventQueueOverflowEventType
IsAbsfract True
References |NodeClass |BrowseName DataType TypeDefinition (ModellingRule
Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations’/of that Nodg.
This [EventType inherits all Properties of the BaseEventType. TheirySemantic is defingd in
6.4.2 The SourceNode Property for Events of this type shall be assigned to the Nodeld ¢f the
Server  Object. The SourceName  for  Events  of , "this type shall be
"Intefnal/EventQueueOverflow".
6.4.35 ProgressEventType
ProgtessEvents are generated to identify the progress of an operation. An operation can|be a
Service call or something application specific like @aprogram execution.
The EventType for Progress Events is formallydefined in Table 56.

Table 56 — ProgressEventType definition
Attrifute Value
BrowgeName |ProgressEventType
IsAbsfract True
References |NodeClass {BrowseName [DataType TypeDefinition |ModellingRule
Subtype of the BaseEventType defined in 6.4.2, which means it inherits the InstanceDeclarations of that Nodg.
HasPfoperty |[Variable Context BaseDataType PropertyType Mandatory
HasPfoperty |Variable Progress Uint16 PropertyType Mandatory
This |[EventType inherits all Properties of the BaseEventType. Their semantic is defingd in

6.4.2. The SourceNode Property for Events of this type shall be assigned to the Nodeld of the
Session Object where the operation was initiated. The SourceName for Events of this type
shall be "Service/<Service Name as defined in IEC 62541-4>" when the progress of a Service
call is exposed.

The additional Property Context contains context information about what operation progress is
reported. In the case of Service calls it shall be a UInt32 containing the requestHandle of the
RequestHeader of the Service call.

The additional Property Progress contains the percentage completed of the progress. The
value shall be between 0 and 100, where 100 identifies that the operation has been finished.

It is recommended that Servers only expose ProgressEvents for Service calls to the Session

that i

nvoked the Service.
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6.5 ModellingRuleType

ModellingRules are defined in IEC 62541-3. This ObjectType is used as the type for the
ModellingRules. It is formally defined in Table 57.

Table 57 — ModellingRuleType definition

Attribute Value

BrowseName ModellingRuleType

IsAbstract False

References iNodeCIass iBrowseName iDataType iTypeDeﬁnltlon iModelllngRuIe

Subtype of the BaseObjectType defined in 6.2

HasPfoperty |Variab|e ‘NamingRuIe ‘NamingRuIeType ‘PropertyType |Mandatory

The |Property NamingRule identifies the NamingRule of a ModellingRule as defingd in
IEC 62541-3.

6.6 | FolderType

Instapces of this ObjectType are used to organise the AddressSpace into a hierarchy of
Nodgs. They represent the root Node of a subtree, and have no other semantics assocjated
with | them. However, the DisplayName of an instance of the FolderType, such as
"ObjgctTypes", should imply the semantics associdated with the use of it. There arg no
Refefences specified for this ObjectType. It is formdlly defined in Table 58.

Table 58 — FolderType definition

Attrifute Value

BrowgeName FolderType

IsAbs}ract False

References NodeClass |BrowseName DataType TypeDefinition ModellingRulg

Subtype of the BaseObjectType défined in 6.2.

6.7 | DataTypeEncodingType

Data[lypeEncodings are defined in IEC 62541-3. This ObjectType is used as type fof the
DatallypeEncodings. The use of the DataTypeEncodingType with DataTypeDictionaries is
defian incAnnex D. There are no References specified for this ObjectType. It is formally

defined/in_Table 59.

Table 59 — DataTypeEncodingType definition

Attribute Value

BrowseName DataTypeEncodingType

IsAbstract False

References NodeClass |[BrowseName DataType TypeDefinition ModellingRule

Subtype of the BaseObjectType defined in 6.2.

6.8 AggregateFunctionType

This ObjectType defines an AggregateFunction supported by a UA Server. It is formally
defined in Table 60.
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Table 60 — AggregateFunctionType definition

Attribute Value

BrowseName |AggregateFunctionType

IsAbstract False

References NodeClass |[BrowseName DataType TypeDefinition [ModellingRule

Subtype of the BaseObjectType defined in 6.2.

For the Aggrng:aan:mr‘ﬁnnTy,np, the Dpcnri’nﬁnn Attribute is msmriafnry The Description

Attriqute  provides a localized description of the AggregateFunction. .Spgcific
AggregateFunctions may be defined in further parts of IEC 62541.

7

rd .Y

btandard VariableTypes

7.1 General

Typigally, the components of a complex VariableType are fixedcand can be extendgd by
subtyping. However, because each Variable of a VariableType can be extended | with
additjonal components, this document allows the extension,of the standard VariableTypes
defin'Ed in this document with additional components. This alows the expression of addifional
information in the type definition that would be contained inveach Variable anyway. Howgver,
it is |not allowed to restrict the components of the standard VariableTypes defined ir] this
Interpational Standard. An example of extending Variable Types would be putting the standard
Propgerty NodeVersion, defined in IEC 62541-3, into.the BaseDataVariableType, stating that
each|DataVariable of the Server will provide a NodeVersion.

7.2 | BaseVariableType

The BaseVariableType is the abstract.base type for all other VariableTypes. However,| only
the AropertyType and the BaseDataVariableType directly inherit from this type.

Therg¢ are no References, exceptfor HasSubtype References, specified for this VariableType.
It is formally defined in Tablé 6.

Table 61 — BaseVariableType definition

Attrigute Value

BrowgeName BaseVariableType

IsAbsfract True

ValueRank -2 (-2 = Any)

DataTlyps BaseDataType

References NodeClass BrowseName DataType |TypeDefinition ModellingRule
HasSubtype VariableType |PropertyType Defined in 7.3

HasSubtype VariableType |BaseDataVariableType Defined in 7.4

7.3 PropertyType

The PropertyType is a subtype of the BaseVariableType. It is used as the type definition for
all Properties. Properties are defined by their BrowseName and therefore they do not need a
specialised type definition. It is not allowed to subtype this VariableType.

There are no References specified for this VariableType. It is formally defined in Table 62.
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Table 62 — PropertyType definition

2020

Attribute Value
BrowseName PropertyType
IsAbstract False
ValueRank -2 (-2 = Any)
DataType BaseDataType
References NodeClass BrowseName DataType TypeDefinition ModellingRule

Subtype of the BaseVariableType defined in 7.2.

7.4

The

BaseDataVariableType

BaseDataVariableType is a subtype of the BaseVariableType. It is used”as the

type

definjtion whenever there is a DataVariable having no more concrete type definition available.

This

migh

VariableType is the base VariableType for VariableTypes of DataVariables, and all
VarigbleTypes of DataVariables shall either directly or indirectly inherit-from it. HoweV
not be possible for Servers to provide all

HasSubtypéyReferences from

Varigble Type to its subtypes, and therefore it is not required to prawide this information.

Therg are no References except for HasSubtype References specified for this VariableTy,

is formally defined in Table 63.

Table 63 — BaseDataVariableType definition

bther
er, it
this

pe. It

Attribute

Value

BrowgeName

BaseDataVariableType

IsAbsfract False

ValueRank -2 (-2 = Any)

DataTlype BaseDataType

References NodeClass BrowseName Comment
Subtype of the BaseVariableType [defined in 7.2.

HasSubtype VariableType, [ServerVendorCapabilityType Defined in 7.5
HasSubtype VariableType |[ServerStatusType Defined in 7.6
HasSubtype VariableType |BuildIinfoType Defined in 7.7
HasSubtype YariableType |ServerDiagnosticsSummaryType Defined in 7.8
HasStbtype VariableType |SamplingintervalDiagnosticsArrayType Defined in 7.9

HasSubtype VariableType |[SamplingIntervalDiagnosticsType Defined in 7.10
HasSuybtype VariableType |SubscriptionDiagnosticsArrayType Defined in 7.11
HasSubtype VariableType |SubscriptionDiagnosticsType Defined in 7.12
HasSubtype VariableType |SessionDiagnosticsArrayType Defined in 7.13
HasSubtype VariableType |SessionDiagnosticsVariableType Defined in 7.14
HasSubtype VariableType |[SessionSecurityDiagnosticsArrayType Defined in 7.15
HasSubtype VariableType |SessionSecurityDiagnosticsType Defined in 7.16
HasSubtype VariableType |OptionSetType Defined in 7.17
7.5 ServerVendorCapabilityType

This VariableType is an abstract type whose subtypes define capabilities of the Server.
Vendors may define subtypes of this type. This VariableType is formally defined in Table 64.
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Table 64 — ServerVendorCapabilityType definition

Attribute Value
BrowseName ServerVendorCapabilityType
IsAbstract True
ValueRank -1 (-1 = Scalar)
DataType BaseDataType
References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the BaseDataVariableType defined in 7.4.

7.6

This
refle
defined in Table 65.

ServerStatusType

complex VariableType is used for information about the Server status. Its\DataVari
t its DataType having the same semantic defined in 12.10. The Variableflype is for

Table 65 — ServerStatusType definition

hbles
mally

Attribute Value
BrowgeName ServerStatusType
IsAbsfract False
ValueRank -1 (-1 = Scalar)
DataTlype ServerStatusDataType
References NodeClass |BrowseName DataType TypeDefinition Modelljng
Rule

Subtype of the BaseDataVariableType defined in 7.4.
HasCpmponent |Variable StartTime UtcTime BaseDataVariableType |Mandafory
HasCpmponent |Variable CurrentTime, UtcTime BaseDataVariableType [Mandafory
HasCpmponent |Variable State ServerState BaseDataVariableType |Mandafory
HasCpmponent |Variable BuildInfo? BuildInfo BuildInfoType Mandafory
HasCpmponent |Variable SecondsTillShutdown Uint32 BaseDataVariableType [Mandafory
HasCpmponent |Variable ShutdownReason LocalizedText |BaseDataVariableType |Mandafory
a8 Containing Objects and Variables of these Objects and Variables are defined by their BrowseName defifed in

T: 34.<1:c.)rresponding TypeDefinitionNode. The Nodeld is defined by the composed symbolic name des¢ribed
7.7 | BuildinfoType

This complex VariableType is used for information about the Server status. Its DataVariables
reflect its DataType having the same semantic defined in 12.4. The VariableType is formally

defined in Table 66.
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Table 66 — BuildinfoType definition

Attribute Value
BrowseName BuildInfoType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType BuildInfo
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the BaseDataVariableType defined in 7.4.
HasCpmponent |Variable ProductUri String BaseDataVariableType [Mandatory
HasCpmponent |Variable ManufacturerName String BaseDataVariableType |Mandatory
HasCpmponent |Variable ProductName String BaseDataVariableType |Mandatory
HasCpmponent |Variable SoftwareVersion String BaseDataVariableType\|Mandatory
HasCpmponent |Variable BuildNumber String BaseDataVariableType |Mandatory
HasCpmponent |Variable BuildDate UtcTime BaseDataVariableType |[Mandatory
7.8 | ServerDiagnosticsSummaryType
This [complex VariableType is used for diagnostic information. Its DataVariables refleft its
Data[lype having the same semantic defined in 12.9. The VariableType is formally defined in
Tablg 67.
Table 67 — ServerDiagnosticsSummaryType definition
Attribute Value
BrowgeName ServerDiagnosticsSummaryType
IsAbs}ract False
ValueRank -1 (-1 = Scalar)
DataTlype ServerDiagnosticsSummaryDataType
References NodeClass |BrowseName DataType |TypeDefinition Modellinp
Rule
Subtype of the BaseDataVlariableType defined in 7.4.
HasCpmponent |Variable ServerViewCount Uint32 BaseDataVariableType |Mandatony
HasCpmponent |Variable CurrentSessionCount UInt32 BaseDataVariableType |Mandatory
HasCpmponent\|Variable CumulatedSessionCount UInt32 BaseDataVariableType |Mandatony
HasCpmpanent |Variable SecurityRejectedSessionCount |UInt32 BaseDataVariableType |Mandatony
HasCpmpdnent |Variable RejectedSessionCount UInt32 BaseDataVariableType |Mandatory
HasComponent |Variable SessionTimeoutCount UInt32 BaseDataVariableType |Mandatory
HasComponent |Variable SessionAbortCount UInt32 BaseDataVariableType |Mandatory
HasComponent |Variable PublishinglntervalCount UInt32 BaseDataVariableType |Mandatory
HasComponent |Variable CurrentSubscriptionCount Uint32 BaseDataVariableType |Mandatory
HasComponent |Variable CumulatedSubscriptionCount  |UInt32 BaseDataVariableType |Mandatory
HasComponent |Variable StecurityRejectedRequestsCou UInt32 BaseDataVariableType |Mandatory
n
HasComponent |Variable RejectedRequestsCount UInt32 BaseDataVariableType |Mandatory
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7.9 SamplingintervalDiagnosticsArrayType

This complex VariableType is used for diagnostic information. For each entry of the array,
instances of this type will provide a Variable of the SamplinglntervalDiagnosticsType
Variable Type having the sampling rate as BrowseName. The Variable Type is formally defined
in Table 68.

Table 68 — SamplingintervalDiagnosticsArrayType definition

Attribute Value
BrowseName SamplinglntervalDiagnosticsArrayType
IsAbs}ract False
ValueRank 1 (1 = OneDimension)
ArrayPimensions {0} (0 = UnknownSize)
DataTlype SamplingintervalDiagnosticsDataType
References NodeClass |BrowseName DataType Modelling

Rul
TypeDefinition ule

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponent |Variable SamplingintervalDiagnostics |[SamplingIntervalDiagnosticsDataType |ExposeslfsArr

SamplingintervalDiagnosticsType ay

7.10| SamplinglintervalDiagnosticsType
This |complex VariableType is used for diagnaestic information. Its DataVariables refleft its

Data[lype, having the same semantic defined in 12.8. The VariableType is formally defined in
Tablg 69.

Table 69 — SamplinglntervalDiagnosticsType definition

Attribute Value
BrowgeName SamplinglntervalDiagnosticsType
IsAbs}ract False
ValueRank -1 (-1 = Scalar)
DataTlype SamplinglntervalDiagnosticsDataType
References Node BrowseName Data TypeDefinition Modelljng
Class Type Rule

Subtype of the\BaseDataVariableType defined in 7.4.

HasCpmponent |Variable [Samplinglnterval Duration |BaseDataVariableType [Mandafory

HasChmponent [Variable [SampledMonitoredltemsCount Ulnt32 BaseDataVariableType [Mandaflory

HasComponent |Variable |MaxSampledMonitoredltemsCount UInt32 BaseDataVariableType |[Mandatory

HasComponent |Variable |DisabledMonitoredltemsSamplingCoun|{UInt32 BaseDataVariableType |Mandatory
t

7.11 SubscriptionDiagnosticsArrayType

This complex VariableType is used for diagnostic information. For each entry of the array,
instances of this type will provide a Variable of the SubscriptionDiagnosticsType VariableType
having the Subscriptionld as BrowseName. The VariableType is formally defined in Table 70.
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Table 70 — SubscriptionDiagnosticsArrayType definition

Attribute Value
BrowseName SubscriptionDiagnosticsArrayType
IsAbstract False
ValueRank 1 (1 = OneDimension)
ArrayDimensions {0} (0 = UnknownSize)
DataType SubscriptionDiagnosticsDataType
References NodeClass BrowseName DataType ModellingRule

TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponent Variable SubscriptionDiagnostics |SubscriptionDiagnosticsDataType |EXposesltsArray
SubscriptionDiagnosticsType

7.12| SubscriptionDiagnosticsType

This [complex VariableType is used for diagnostic information. HslDataVariables refleft its
Data[lype, having the same semantic defined in 12.15. The VariableType is formally deffined
in Taple 71.
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Table 71 — SubscriptionDiagnosticsType definition

Attribute Value
BrowseName SubscriptionDiagnosticsType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType SubscriptionDiagnosticsDataType
References Node BrowseName DataType |TypeDefinition Modelling

Class Rule

Subtype-of-theBaseBatavariabteFypedefiredin7=4-
HasCpmponent |Variable Sessionld Nodeld BaseDataVariableType |Mandatpry
HasCpmponent [Variable Subscriptionld Uint32 BaseDataVariableType_(Mandatpry
HasCpmponent [|Variable Priority Byte BaseDataVariableype |Mandatpry
HasCpmponent |Variable PublishingInterval Duration BaseDataVariableype |[Mandatpry
HasCpmponent [|Variable MaxKeepAliveCount UInt32 BaseDataViariableType |Mandatpry
HasCpmponent |Variable MaxLifetimeCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable MaxNotificationsPerPublish UInt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable PublishingEnabled Boolean BaseDataVariableType [Mandatpry
HasCpmponent |Variable ModifyCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable EnableCount Ulnt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable DisableCount Uint32 BaseDataVariableType |Mandatpry
HasCpmponent [|Variable RepublishRequestCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable RepublishMessageRequestCount |UInt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable RepublishMessageCount UInt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable TransferRequestCount Uint32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable TransferredToAltClientCount UInt32 BaseDataVariableType [Mandatpry
HasCpmponent [|Variable TransferredTeSameClientCount  |[UInt32 BaseDataVariableType |Mandatpry
HasCpmponent [Variable PublishRequestCount Uint32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable Data€hangeNotificationsCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent [|Variable EventNotificationsCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent |Variable NotificationsCount UInt32 BaseDataVariableType [Mandatpry
HasCpmponent |Variable LatePublishRequestCount Uint32 BaseDataVariableType |Mandatpry
HasCpmponent~\Vfariable CurrentKeepAliveCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponént* (Variable CurrentLifetimeCount UInt32 BaseDataVariableType |Mandatpry
HasCpmponent (Variable UnacknowledgedMessageCount |UInt32 BaseDataVariableType |Mandatpry
HasComponent |Variable DiscardedMiessageCount OTnt32 BaseDataVariable [ype |Mandatory
HasComponent [|Variable MonitoredltemCount UInt32 BaseDataVariableType |Mandatory
HasComponent |Variable DisabledMonitoredltemCount UInt32 BaseDataVariableType |Mandatory
HasComponent [|Variable MonitoringQueueOverflowCount  |UInt32 BaseDataVariableType |Mandatory
HasComponent [Variable NextSequenceNumber Uint32 BaseDataVariableType |Mandatory
HasComponent |Variable EventQueueOverflowCount UInt32 BaseDataVariableType |Mandatory

7.13 SessionDiagnosticsArrayType

This complex VariableType is used for diagnostic information. For each entry of the array
instances of this type will provide a Variable of the SessionDiagnosticsVariableType
VariableType, having the SessionDiagnostics as BrowseName. Those Variables will also be
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referenced by the SessionDiagnostics Objects defined by their type in 6.3.5. The
VariableType is formally defined in Table 72.

Table 72 — SessionDiagnosticsArrayType definition

Attribute Value
BrowseName SessionDiagnosticsArrayType
IsAbstract False
ValueRank 1 (1 = OneDimension)
ArrayRimensions {0} (0 = linknownSize)
DataTlype SessionDiagnosticsDataType
References NodeClass |BrowseName DataType ModellingRule

TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponent [Variable SessionDiagnostics SessionDiagnosticsDataType ExposesltsArray

SessionDiagnosticsVariableType

7.14| SessionDiagnosticsVariableType

This |complex VariableType is used for diagnostic information. Its DataVariables refleft its
Data[lype, having the same semantic defined in 12.11(The VariableType is formally defined
in Taple 73.
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Table 73 — SessionDiagnosticsVariableType definition

Attribute Value

BrowseName SessionDiagnosticsVariableType

IsAbstract False

ValueRank -1 (-1 = Scalar)

DataType SessionDiagnosticsDataType

References Node BrowseName DataType Modelling

Class TypeDefinition Rule

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponent |Variable [Sessionld Nodeld Manddtory
BaseDataVariableType

HasCpmponent |Variable |SessionName String Mandgtory
BaseDataVariableType

HasCpmponent |Variable |ClientDescription ApplicationDescription Mand4gtory
BaseDataVariabteType

HasCpmponent |Variable |ServerUri String Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |EndpointUrl String Mandgtory
BaseDataVariableType

HasCpmponent |Variable |Localelds Localeld[] Mandgtory
BaseDataVariableType

HasCpmponent |Variable |[MaxResponseMessageSize UInt32 Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |ActualSessionTimeout Duration Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |ClientConnectionTime UtcTime Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |ClientLastContactTime UtcTime Mandgtory
BaseDataVariableType

HasCpmponent |Variable {CurrentSubscriptionsCount Uint32 Mand4gtory
BaseDataVariableType

HasCpmponent/|Variable [CurrentMonitoredltemsCount UInt32 Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |CurrentPublishRequestsinQueue UInt32 Mandgtory
BaseDatavariable Type

HasComponent |Variable |TotalRequestCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |UnauthorizedRequestCount Uint32 Mandatory
BaseDataVariableType

HasComponent |Variable [ReadCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |HistoryReadCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |WriteCount ServiceCounterDataType Mandatory

BaseDataVariableType
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Attribute Value

BrowseName SessionDiagnosticsVariableType

IsAbstract False

ValueRank -1 (-1 = Scalar)

DataType SessionDiagnosticsDataType

References Node BrowseName DataType Modelling

Class TypeDefinition Rule

Subtype of the BaseDataVariableType defined in 7.4.

HasCpmponentrvariabte—HistorytpdateCount ServiceCounterBataType Mamcgtory
BaseDataVariableType

HasCpmponent |Variable [CallCount ServiceCounterDataType Mand4dtory
BaseDataVariableType

HasCpmponent |Variable |CreateMonitoredltemsCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent |Variable [ModifyMonitoredltemsCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable [SetMonitoringModeCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable [SetTriggeringCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |[DeleteMonitoredltemsCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent |Variable |CreateSubscriptionCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent |Variable [ModifySubscriptionCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable |SetPublishingModeCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent |Variable [PublishCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent |Variable™ |RepublishCount ServiceCounterDataType Mandgtory
BaseDataVariableType

HasCpmponent{Variable |TransferSubscriptionsCount ServiceCounterDataType Mand4gtory
BaseDataVariableType

HasCpmponent [Variable [DeleteSubscriptionsCount ServiceCounterDataType Manddtory
BaseDataVariableType

HasComponent |Variable |AddNodesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |AddReferencesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |DeleteNodesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |DeleteReferencesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent |Variable |[BrowseCount ServiceCounterDataType Mandatory

BaseDataVariableType
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Attribute Value
BrowseName SessionDiagnosticsVariableType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType SessionDiagnosticsDataType
References Node BrowseName DataType Modelling
Class Rule

TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

H C PR LW | f Ad o " o ; o PN . S A chat
aspmpomentTvartadre—TorowseNexXtCotmt oerviceTotmteroataType vrarraqlory

BaseDataVariableType

HasCpmponent |Variable |TranslateBrowsePathsToNodeldsCount [ServiceCounterDataType Mand4gtory

BaseDataVariableType

HasCpmponent |Variable [QueryFirstCount ServiceCounterDataType Mandgtory

BaseDataVariableType

HasCpmponent |Variable [QueryNextCount ServiceCounterDataType Mand4gtory

BaseDataVariableType

HasCpmponent |Variable [RegisterNodesCount ServiceCounterDataType Mand4gtory

BaseDbataVariableType

HasCpmponent |Variable |UnregisterNodesCount ServiceCounterDataType Mand4gtory

BaseDataVariableType

7.15| SessionSecurityDiagnosticsArrayType

This [complex VariableType is used for _diagnostic information. For each entry of the prray
instapces of this type will provide.@ Variable of the SessionSecurityDiagnostics|Type
Varigble Type, having the SessionSecurityDiagnostics as BrowseName. Those Variables will
also [be referenced by the SessionDiagnostics Objects defined by their type in 6.3.5] The
VarigbleType is formally defined~in Table 74. Since this information is security relat¢d, it
should not be made accessible to all users, but only to authorised users.

Table 74> SessionSecurityDiagnosticsArrayType definition

Attribute Value
BrowgeName SessionSecurityDiagnosticsArrayType
IsAbsfract False
ValueRank 1 (1 = OneDimension)
ArrayDimensions {0} (0 = UnknownSize)
DataType SessionSecurityDiagnosticsDataType
References Node BrowseName DataType Modelling
Class Rule

TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent Variable |SessionSecurityDiagnostics [SessionSecurityDiagnosticsDataType |ExposesltsArray

SessionSecurityDiagnosticsType

7.16 SessionSecurityDiagnosticsType

This complex VariableType is used for diagnostic information. Its DataVariables reflect its
DataType, having the same semantic defined in 12.12. The VariableType is formally defined
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in Table 75. Since this information is security-related, it should not be made accessible to all
users, but only to authorised users.

Table 75 — SessionSecurityDiagnosticsType definition

Attribute Value

BrowseName SessionSecurityDiagnosticsType

IsAbstract False

ValueRank -1 (-1 = Scalar)

Data'l'lv,m: SessionSecurityDiagnosticsDataType :

Referlences Node BrowseName DataType Modelling

Class TypeDefinition Rwe

Subtype of the BaseDataVariableType defined in 7.4

HasCpmponent (Variable Sessionld Nodeld Mandatory
BaseDataVariableType

HasCpmponent (Variable ClientUserldOfSession String Mandatory
BaseDataVariableType

HasCpmponent (Variable ClientUserldHistory String[] Mandatory
BaseDataVariableType

HasCpmponent (Variable AuthenticationMechanism String Mandatory
BaseDataVariableType

HasCpmponent (Variable Encoding String Mandatory
BaseDataVariableType

HasCpmponent (Variable TransportProtocol String Mandatory
BaseDataVariableType

HasCpmponent (Variable SecurityMode MessageSecurityMode Mandatory
BaseDataVariableType

HasCpmponent (Variable SecurityPolicyUri String Mandatory
BaseDataVariableType

HasCpmponent (Variable ClientCertificate ByteString Mandatory
BaseDataVariableType

7.17| OptionSetType

The PptionSetType VariableType is used to represent a bit mask. Each array element gf the

Optid

nSetValues Property contains either the human-readable representation for|

cnnondina-—bit ucad 1n tha antian ont Ay an Aranty | AnaliondTavE for o hit that b

corre
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the
S no

specific meaning. The order of the bits of the bit mask maps to a position of the array, i.e. the
first bit (least significant bit) maps to the first entry in the array, etc.

In addition to this VariableType, the DataType OptionSet can alternatively be used to
represent a bit mask. As a guideline the DataType would be used when the bit mask is fixed
and applies to several Variables. The VariableType would be used when the bit mask is
specific for only that Variable.

The DataType of this VariableType shall be capable of representing a bit mask. It shall be
either a numeric DataType representing a signed or unsigned integer, or a ByteString. For
example, it can be the BitFieldMaskDataType.
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The optional BitMask Property provides the bit mask in an array of Booleans. This allows
subscribing to individual entries of the bit mask. The order of the bits of the bit mask points to
a position of the array, i.e. the first bit points to the first entry in the array, etc. The

Varia

bleType is formally defined in Table 74.

Table 76 — OptionSetType definition

Attribute Value
BrowseName OptionSetType
IsAbstract False
ValueRank -1 (-1 = Scalar)
ArrayDimensions {0} (0 = UnknownSize)
DataTlype BaseDataType
References NodeClass |Browse DataType Modelling
Name TypeDefinition Rule
Subtype of the BaseDataVariableType defined in 7.4
HasPfoperty Variable OptionSetValues LocalizedText[] Mandator
PropertyType
HasPfjoperty Variable BitMask Boolean(] Optional
PropertyType
7.18| SelectionListType
The [SelectionListType VariableType is used for a Variable where the possible value$ are
provided by a set of values.
The [Selections Property contains aniarray of values which represent valid values for this
Varigble Type’s value.
The [DataType of the Selections Property array shall be of the same DataType ag this
Varigble Type.
Each| array element of-the optional SelectionDescriptions Property contains a human-reaglable
reprgsentation of the corresponding value in the Selections Property and shall be of the $ame

arrayf

The
Prop

size as the Selections Property.

alue of\this VariableType may be restricted to only the values defined in the Seled

tions
the

brty ~by setting the optional RestrictToList Property to a value of True. I

Rest

to thé set defined by the Selections Property

rictFoList Property is not present or has a value of False then the value is not restrlicted

The VariableType is formally defined in Table 77.
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Table 77 — SelectionListType definition

Attribute Value

BrowseName SelectionListType

IsAbstract False

ValueRank -2 (-2 = Any)

DataType BaseDataType

References NodeClass |BrowseName DataType Modelling
TypeDefinition Rule

Subtype of the BaseDataVariableType defined in 7.4

HasPfoperty Variable Selections BaseDataType[] Mandator
PropertyType

HasPfoperty Variable SelectionDescriptions LocalizedText[] Optional
PropertyType

HasPfjoperty Variable RestrictToList Boolean Optional
PropertyType

7.19

The
medip

type of

AudioVariableType

code

\udioVariableType VariableType defines a Multipufpose Internet Mail Extensions (M
the AudibleSound Property. Text
IETFIRFC 2046 and IETF RFC 2047 shall be usedfor MIME types. The AudioVariable

defined in

IETF RFC ?

IME)

0045,

Type

refergences the Content-Type that is defined as part of the MIME type and commonly us¢d as

a reference to a specific MIME. The top-levelmedia type is used to declare the general
of dafta, while the subtype specifies a specific\format for that type of data. Thus, a media

type
type

of "apudio /xyz" is a sufficient description for a user agent to determine the data is an audio

file, @ven if the user agent has no knowledge of the specific audio format "xyz".

The VariableType is formally defined’in Table 78.
Tdble 78 — AudioVariableType definition
Attribute Value
BrowgeName AudieVariableType
IsAbs}ract Ralse
ValueRank -1 (-1 = Scalar)
DataTlype AudiDataType
Referrences NodeClass |BrowseName DataType TypeDefinition Modelling
Rule
Subtype of the BaseDataVariableType defined in 7.4
HasProperty Variable Listld String PropertyType Optional
HasProperty Variable Agencyld String PropertyType Optional
HasProperty Variable Versionld String PropertyType Optional
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8 Standard Objects and their Variables

8.1

General

Objects and Variables described in the following subclauses can be extended by additional
Properties or References to other Nodes, except where it is stated in the text that it is

restri

8.2
8.2.1

cted.

Objects used to organise the AddressSpace structure

Overview

To pfomote interoperability of clients and Servers, the OPC UA AddressSpace is structurtLd as

a higfrarchy, with the top levels standardised for all Servers. Figure 1 illustrates the-stru

of th
have

The
Nodg
depe

8.2.2

This
Orga
refer

AddressSpace. All Objects in this figure are organised using Organizes Reference
the ObjectType FolderType as type definition.

= OPC UA Root

Views

Objects
Server

= Types
[ ReferenceTypes
] ObjectTypes
] VanableTypes
DataTypes

IEC
Figure 1 — Standard AddressSpace structure

emainder of this provides descriptions of these standard Nodes and the organizati
s beneath them. Servers’ typically implement a subset of these standard N
nding on their capabilities.

Root

cture
b and

bn of
bdes,

standard Qpject is the browse entry point for the AddressSpace. It contains a set of

hizes Reférences that point to the other standard Objects. The "Root" Object sha
bnce any other NodeClasses. It is formally defined in Table 79.

Table 79 — Root definition

| not

Attribute Value

BrowseName Root

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes Object Views Defined in 8.2.3
Organizes Object Objects Defined in 8.2.4
Organizes Object Types Defined in 8.2.5
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8.2.3 Views

This standard Object is the browse entry point for Views. Only Organizes References are
used to relate View Nodes to the "Views" standard Object. All View Nodes in the
AddressSpace shall be referenced by this Node, either directly or indirectly. That is, the
"Views" Object may reference other Objects using Organizes References. Those Objects may
reference additional Views. Figure 2 illustrates the Views organization. The "Views" standard
Object directly references the Views "View1" and "View2" and indirectly "View3" by
referencing another Object called "Engineering".

Object
\
— Organizes —\L
\L Object
"View1" "View2" "Engineering”

L Organizes

IEC

Figure 2 — Views organization

The |Views" Object shall not reference any other NodeClasses. The "Views" Object is formally
defined in Table 80.

Table 80 — Views definition

Attrigute Value

BrowgeName Views

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6

8.2.4 Objects

This [standard Objectyis the browse entry point for Object Nodes. Figure 3 illustrates the
strucfure beneath\this Node. Only Organizes References are used to relate Objects tp the
"Objgcts" standard Object. A View Node can be used as entry point into a subset of the
AddressSpace) containing Objects and Variables and thus the "Objects" Object can|also
reference~-View Nodes using Organizes References. The intent of the "Objects" Object ig that
all Qbjects and Variables that are not used for type definitions or other organizafional
purp the Views) are accessible through Hierarchical References starting
from this Node However, this is not a requirement, because not all Servers may be able to
support this. This Object references the standard Server Object defined in 8.3.2.
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Object
"Objects"

Ji Orga \Eizes —L

Object Object Object
"Server" "Aq" "G
\
Organizes
Object
"G

Property
"Prop1"

IEC

Figure 3 — Objects organization

The [Objects" Object shall not reference any other NodeClasses. The "Objects" Objgct is
formally defined in Table 81.
Table 81 — Objects definition
Attrifute Value
BrowgeName Objects
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Orgarjizes Object Server Defined in 8.3.2
8.2.5 Types
This [standard Object Node is the browse.\entry point for type Nodes. Figure 1 illustratep the
strucfure beneath this Node. Only Orgahizes References are used to relate Objects tp the
"Types" standard Object. The "Types“\Object shall not reference any other NodeClasses} It is

formally defined in Table 82.

Table 82 — Types definition

Attrifute Value

BrowgeName Types

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Orgarjizes Object ObjectTypes Defined in 8.2.6
Orgarjizes Object VariableTypes Defined in 8.2.7
Orgartzes bieet Referereetypes Befired+-8-2-8
Organizes Object DataTypes Defined in 8.2.9
Organizes Object EventTypes Defined in 8.2.10
8.2.6 ObjectTypes

This standard Object Node is the browse entry point for ObjectType Nodes. Figure 4
illustrates the structure beneath this Node showing some of the standard ObjectTypes defined
in Clause 6. Only Organizes References are used to relate Objects and ObjectTypes to the
"ObjectTypes" standard Object. The "ObjectTypes" Object shall not reference any other

NodeClasses.



https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

- 76 — IEC 62541-5:2020 © IEC
Object
"ObjectTypes"”
[
Organizes
\,; v
Object Base ObjectType
"ServerTypes"

Organizes

ServerType

ServerCapabilities ‘

IEC

2020

Figure 4 — ObjectTypes organization

The jntention of the "ObjectTypes" Object is that all ObjectTypes of the Server are gither
directly or indirectly accessible browsing HierarchicalReferences starting from this Node.
Howegver, this is not required and Servers might not provide some of_their Objectllypes
becalise they may be well-known in the industry, such as the ServerType defined in 6.3.1
This |Object also indirectly references the BaseEventType defined(in 6.4.2, which is the |base
type pf all EventTypes. Thereby it is the entry point for all EventTypes provided by the Sagrver.
It is fequired that the Server expose all its EventTypes, so a<client can usefully subscripe to
Evenfts.
The |ObjectTypes" Object is formally defined in Table83.
Table 83 — ObjectTypes definition
Attrifute Value
BrowgeName ObjectTypes
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Orgarjizes ObjectType BaseObjectType Defined in 6.2
8.2.7 VariableTypes
This ptandard Object is the browse entry point for VariableType Nodes. Figure 5 illustrates the
strucfure ben€ath this Node. Only Organizes References are used to relate Objects and
Varigble Typesto the "VariableTypes" standard Object. The "VariableTypes" Object shall not
reference-any other NodeClasses.
ﬂhjnr\f
"VariableTypes"
|
Organizes

Base VariableType
/AN

Object
"MyVariable Types" (Base DataVariable Type)
VAN

JA\

Organizes VT_1

IEC

Figure 5 — VariableTypes organization


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

IEC 62541-5:2020 © |IEC 2020 -77 -

The intent of the "VariableTypes" Object is that all VariableTypes of the Server are either
directly or indirectly accessible browsing HierarchicalReferences starting from this Node.
However, this is not required and Servers might not provide some of their VariableTypes,
because they may be well-known in the industry, such as the "BaseVariableType" defined in

7.2
The "VariableTypes" Object is formally defined in Table 84.
Table 84 — VariableTypes definition
Attribute Value
BrowgeName VariableTypes
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 676
Orgarjizes VariableType BaseVariableType Defined(in 7.2
8.2.8 ReferenceTypes
This [standard Object is the browse entry point for ReferenceType Nodes. Figure 6 illustrates
the |organization of ReferenceTypes. Organizes Refetentes are used to define
RefefenceTypes and Objects referenced by the «'ReferenceTypes" Object. | The
"Ref¢renceTypes" Object shall not reference any other NodeClasses. See Clause 11 [for a
discUssion of the standard ReferenceTypes that appear beneath the "ReferenceTypes"
Objett.
Object:
"ReferenceTypes”
}
Organizes
AN
. Object .
MyRefTyRes HierarchicalReferences
/AN
/\
Organizes RT_1
IEC
Figure 6 — ReferenceType definitions
Sincg ReferenceTypes will be used as filters in the browse Service and in queries, the Server
shall| provide all its ReferenceTypes, directly or indirectly following Hierarchical Refergnces
starti o) from—tire "RGfGIGlIbGTy[JGO" ijcbl‘. Fhis—means that, wirenever—the—ctient—fot S a

Reference, the Server shall expose the type of this Reference in the ReferenceType
hierarchy. It shall provide all ReferenceTypes so that the client would be able, following the
inverse subtype of References, to come to the base References ReferenceType. It does not
mean that the Server shall expose the ReferenceTypes that the client has not used any
Reference of.

The "ReferenceTypes" Object is formally defined in Table 85.
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Table 85 — ReferenceTypes definition

Attribute Value

BrowseName ReferenceTypes

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes ReferenceType References Defined in 11.1
8.2.9 __DataTypes

This |standard Object is the browse entry point for DataTypes that the Server wishes to

expoge in the AddressSpace.

Datalflype Nodes should be made available using Organizes References pointing ¢ither

directly from the "DataTypes" Object to the DataType Nodes or using- additional A
Objegts for grouping purposes. The intent is that all DataTypes of the Server exposed i
AddressSpace are accessible following Hierarchical References starting‘from the "DataT)

Objetrt. However, this is not required.

The '|DataTypes" Object is formally defined in Table 86.

Table 86 — DataTypes definition

older
h the

pes

AttriQute Value

BrowgeName DataTypes

Refenences NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes DataType BaseDataType Defined in 12.2
8.2.10 EventTypes

This
the
Clau

structure beneath«this Node showing some of the standard EventTypes defin
e 6. Only Organizes References are used to relate Objects and ObjectTypes t

standard Object Node is the browse entry point for EventType Nodes. Figure 7 iIIus{ates

d in
the
bther

"EventTypes" standard Object. The "EventTypes" Object shall not reference any
NodgClasses.
Object
"EventTypes"
‘ Organizes
Object BaseEventType
"AuditEventTypes" f?
— Organizes AuditEventType

IEC

Figure 7 — EventTypes organization

The intention of the "EventTypes" Object is that all EventTypes of the Server are either
directly or indirectly accessible browsing HierarchicalReferences starting from this Node. It is
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required that the Server expose all its EventTypes, so a client can usefully subscribe to
Events.

The

"EventTypes" Object is formally defined in Table 87.

Table 87 — EventTypes definition

Attribute Value

BrowseName ObjectTypes

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Orgarjizes ObjectType BaseEventType Definedin'6"4.p
8.3 | Server Object and its containing Objects

8.3.1 General

The
infor
diffe

Figu
infor

The
with

diagnostic information about the session. Each Object representing a session referend

complex Variable containing the information-"about the session using the same DataTyy

the gqrray containing information about;all sessions. Such a Variable also exposes 3

infor[:{wation as Variables with simple \PDataTypes containing the same information as i
I

com
whic

The

The

lengt

entri

impefsonated. Therefore clients that subscribe to a specific index range may get unexp
results

Server Object and its containing Objects and Variables are|/built in a way tha
mation can be gained in several ways, suitable for different kinds of clients h
M

ation of the Server Object and where the information can be found.

SessionsDiagnosticsSummary Object contains one Object per session and a Va
an array with one entry per session. This\afray is of a complex DataType holdin

ex DataType. Not shown in (Figure 8 is the security-related information per ses
follows the same rules.

hrrays containing information about the sessions or the subscriptions may be of diff

[ the
hving

ent requirements. Annex A gives an overview of the design’decisions made in proJiding
the ipformation in that way, and discusses the pros andccons of the different approa

ches.

:Ir? 8 gives an overview of the containing Objects)and Variables of the diagr{ostic

iable
j the
es a
e as
Il its
 the
sion,

Server provides an array/with an entry per subscription containing diagnostic informjation
abouf this subscription. Each entry of this array is also exposed as a complex Variablg
Varigbles for each individual value. Each Object representing a session also provides su
array|, but providing(the“subscriptions of the session.

with
h an

brent

h for different connections with different user credentials since not all users may sg¢e all

er is

Ts of-the array. That also implies that the length of the array may change if the ug

Tcted
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Object

"ServerDiagnostics"”

SessionsDiagnostics

Summary

SessionDiagnostics
Array
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One array entry per
Session, also exposed
as Variable

8.3.2
This

this
The

Server Object.

Subscription
DiagnosticsArray

Figure 8 — Excerpt of diagnastic information of the Server

Server Object

One Object Session 1
per Session
ClientName
Subscription
DiagnosticsArray
Redundant
Information

One
array entry for
each Subscription
of a Session also
exposed as
Variable

PublishingRate

/

g3

Object is used as the browse_entry point for information about the Server. The contg
Dbject is already defined by its type definition in 6.3.1. It is formally defined in Tablp 88.
Server Object serves as (root notifier, that is, its EventNotifier Attribute shall b¢

providing Events. All Events(of*the Server shall be accessible subscribing to the Events d

Table 88 — Server definition

Complex Variable
contains the same
information in its value
as itschildren

PublishingRate

IEC

Attrifute Value
BrowgeName Server
References Node BrowseName DataType TypeDefinition ModellingRule
Class T
HasTypeDefinition |Object ServerType Defined in 6.3.1
Type

8.4
8.4.1

ModellingRule Objects

ExposesltsArray

The ModellingRule ExposeslitsArray is defined in IEC 62541-3. Its representation in the
AddressSpace, the "ExposesltsArray" Object, is formally defined in Table 89.
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Table 89 — ExposesltsArray definition
Attribute Value
BrowseName ExposesltsArray
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType |Defined in 6.5
HasProperty Variable NamingRule Value set to "Constraint"
8.4.2___Mandatory
The | ModellingRule Mandatory is defined in IEC 62541-3. Its representation,,in

Addr

bssSpace, the "Mandatory" Object, is formally defined in Table 90.

Table 90 — Mandatory definition

Attrifute Value

BrowgeName Mandatory

References NodeClass BrowseName Comment
HasTypeDefinition |ObjectType ModellingRuleType Defined in 6.5
HasPfoperty Variable NamingRule Value set to "Mandatory”
8.4.3 Optional

The | ModellingRule Optional is defined in“ IEC 62541-3. Its representation in
AddressSpace, the "Optional" Object, is formally defined in Table 91.

Table 91/~ Optional definition

AttriQute Value

BrowgeName Optional

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType Defined in 6.5

HasPfoperty Variable NamingRule Value set to "Optional

8.4. OptionalPlaceholder

The ModellingRule OptionalPlaceholder is defined in IEC 62541-3. Its representation in the

AddrgssSpace, the "OptionalPlaceholder" Object, is formally defined in Table 92.

Table 92 — OptionalPlaceholder definition

Attribute Value

BrowseName OptionalPlaceholder

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType Defined in 6.5
HasProperty Variable NamingRule Value set to "Constraint"
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MandatoryPlaceholder

2020

The ModellingRule MandatoryPlaceholder is defined in IEC 62541-3. Its representation in the
AddressSpace, the "MandatoryPlaceholder" Object, is formally defined in Table 93.

Table 93 — MandatoryPlaceholder definition

Attribute Value
BrowseName MandatoryPlaceholder
References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType Defined in 6.5
HasPfjoperty Variable NamingRule Value set to "Constraint"
9 $tandard Methods
9.1 | GetMonitoredltems
GetMonitoredltems is used to get information about monitored 'items of a subscription. Its
intended use is defined in IEC 62541-4.
Signpture
GetMonitoredItems (
[in] UInt32 subscriptionId
[out] UInt32[] serverHandles
[out] UInt32[] clientHandles
)i
Argument Description
subsdriptionld Identifier of the-subscription.
servefHandles Array of mohitoreditemlds (serverHandles) for all Monitoredltems of the Subscription
identified by subscriptionld
clientHandles Array of clientHandles for all Monitoredltems of the Subscription identified by
subscriptionld

Method Result'.Codes (defined in Call Service)

Resu

t Code Description

Bad_

bubscriptionldinvalid [Defined in IEC 62541-4

Bad_

serAccessbenied Detined In [EC 62541-4

The Method was not called in the context of the Session that owns the Subscription.

Table 94 specifies the AddressSpace representation for the GetMonitoreditems Method.
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Table 94 — GetMonitoreditems Method AddressSpace definition

Attribute Value

BrowseName GetMonitoredltems

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasProperty Variable InputArguments |Argument[] [PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] |PropertyType Mandatory

9.2 —ResendData

ResgndData is used to get the current values of the data monitored items of a Subscription

wherp the MonitoringMode is set to Reporting. Its intended use is defined in IEC 62541-4

Sig:Eture
sendData (

[in]

) ;

UInt32 subscriptionId

Argument

Description

subsdriptionld

Identifier of the Subscription to refresh.

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_$ubscriptionldinvalid

Defined in IEC 625414

Bad_WserAccessDenied

Defined in IEC 62544-4

The Method was not called in the context of the Session that owns the Subscripgion.

Tabl¢ 95 specifies the AddressSpace representation for the ResendData Method.

Table 95 — ResendData Method AddressSpace definition

Attrigute Value

BrowgeName ResendData

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] [PropertyType Mandatory
9.3 SetSubscriptionDurable

SetSubscriptionDurable Method is used to set a Subscription into a mode where

Monitoredltem data and event queues are stored and delivered even if an OPC UA Client was
disconnected for a longer time or the OPC UA Server was restarted. Its intended use is
defined in IEC 62541-4.
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SetSubscriptionDurable (
[in]
[in]

[out]

) ;

UInt32 subscriptionId
UInt32 lifetimeInHours
UInt32 revisedLifetimeInHou

IEC 62541-5:2020 © |IEC 2020

rs

Argument

Description

subscriptionld

Identifier of the Subscription.

lifetim

elnHours

The requested lifetime in hours for the durable Subscription.

revisg

dLifetimelnHours

The revised lifetime in hours the Server applied to the durable Subscriptiof.

Method Result Codes (defined in Call Service)

Result Code Description
Bad_$ubscriptionldinvalid |Defined in IEC 62541-4
Bad_linvalidState Defined in IEC 62541-4
This is returned when a Subscription already econtains Monitoreditems.
Bad_WUserAccessDenied Defined in IEC 62541-4

The Method was not called in the contéxt of the Session that owns the Subscripfion.

Tablg 96 specifies the AddressSpace representation for the SetSubscriptionDurable Method.

Table 96 — SetSubscriptionDurable Method AddressSpace definition

Attrifute Value

BrowgeName SetSubscriptionDurable

References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] [PropertyType Mandatory
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatory

9.4 | RequestServerStateChange

The Method RequestServerStateChange allows a Client to request a state change ip the
Server.

The [lient shall provide credentials with administrative rights when invoking this Methqd on
the Server.

Signature

RequestServerStateChange (

[i
[i
[
[
[

)

i
i
i

n]
nJ
nj
nj
nj

ServerState state

DateTime estimatedReturnTime
UInt32 secondsTillShutdown
LocalizedText reason

Boolean restart
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Argument

Description

state

The requested target state for the Server. If the new state is accepted by the Server,
the State in the ServerStatus is updated with the new value.

estimatedReturnTime

Indicates the time at which the Server is expected to be available in the state
RUNNING_O. If no estimate is known, a null DateTime shall be provided. This time
will be available in the EstimatedReturnTime Property.

This parameter shall be ignored by the Server and the Property EstimatedReturnTime
shall be set to null if the new state is RUNNING_O.

secondsTillShutdown

The number of seconds until a Server shutdown. This parameter is ignored unless the
state is set to SHUTDOWN_4 or restart is set to True.

reasop

Al alizad t totrina that docoriboc th roason-forth. ctat haona 3 oot

P
o ge+eguest

restarlt

A flag indicating if the Server should be restarted before it attempts to change-irfto
the requested change. If the restart is True the server changes it state to
SHUTDOWN_4 before the restart if secondsTillShutdown is not 0.

Method Result Codes (defined in Call Service)

Resu

t Code

Description

Bad_

UserAccessDenied

The current user is not authorized to invoke the methiod

Bad_|

nvalidState

The requested state was not accepted by the sérver

Tablg¢ 97 specifies the AddressSpace representationfor the RequestServerStateChange

Methpd.
Table 97 — RequestServerStateChange Method AddressSpace definition
Attrifute Value
BrowgeName RequestServerStateChange
References NodeClass |[BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] |[PropertyType Mandatory
10 $tandard Views
There are no core \©PC UA Views defined.
11 $tandard ReferenceTypes
11.1 L References

This standard ReferenceType is defined in IEC 62541-3. Its representation in the
AddressSpace is specified in Table 98.
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Attributes Value

BrowseName References

InverseName --

Symmetric True

IsAbstract True

References NodeClass BrowseName Comment
HasSubtype ReferenceType HierarchicalReferences Defined in 11.2
HasSpbtype ReferenceType NonHierarchicalReferences Defined in 11.3

11.2| HierarchicalReferences

This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddrgssSpace is specified in Table 99.
Table 99 — HierarchicalReferences Referencellype
Attrijutes Value
BrowgeName HierarchicalReferences
InvergeName --
Symnjetric False
IsAbsfract True
References NodeClass BrowseName Comment
HasStbtype ReferenceType HasChild Defined in 11.4
HasSubtype ReferenceType Organizes Defined in 11.6
HasStbtype ReferenceType HasEventSource Defined in 11.14
11.3 | NonHierarchicalReférences
This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the

AddrgssSpace is specified in Table 100.

Table 100 — NonHierarchicalReferences ReferenceType

Attrigutes

Value

BrowgeName

NonHierarchicalReferences

InverseNamme

Symmetric True

IsAbstract True

References NodeClass BrowseName Comment
HasSubtype ReferenceType HasModellingRule Defined in 11.11
HasSubtype ReferenceType HasTypeDefinition Defined in 11.12
HasSubtype ReferenceType HasEncoding Defined in 11.13
HasSubtype ReferenceType GeneratesEvent Defined in 11.16
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11.4 HasChild
This standard ReferenceType is defined in IEC 62541-3. Its representation in the
AddressSpace is specified in Table 101.

Table 101 — HasChild ReferenceType
Attributes Value
BrowseName HasChild
InverseName --
Symnjetric False
IsAbsfract True
References NodeClass BrowseName Comment
HasSubtype ReferenceType Aggregates Defined in 115
HasStbtype ReferenceType HasSubtype Defined’in ,¥1.10
11.5| Aggregates
This | standard ReferenceType is defined in I|EC 6254143\ Its representation in| the
AddrgssSpace is specified in Table 102.

Table 102 — Aggregates ReferenceType
Attrijutes Value
BrowgeName Aggregates
InverdeName --
Symnjetric False
IsAbs}ract True
References NodeClass BrowseName Comment
HasStbtype ReferenceType HasComponent Defined in 11.7
HasSubtype ReferenceType HasProperty Defined in 11.9
11.6 | Organizes
This | standard«-ReferenceType is defined in IEC 62541-3. Its representation in| the
AddressSpace’is specified in Table 103.

Table 103 — Organizes ReferenceType
Attributes Value
BrowseName Organizes
InverseName OrganizedBy
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
11.7 HasComponent
This standard ReferenceType is defined in IEC 62541-3. Its representation in the

AddressSpace is specified in Table 104.
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Table 104 — HasComponent ReferenceType
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Attributes Value
BrowseName HasComponent
InverseName ComponentOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
HasSubtype ReferenceType HasOrderedComponent Defined in 11.8
11.8| HasOrderedComponent
This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddressSpace is specified in Table 105.
Table 105 — HasOrderedComponent ReferenceType
Attrijutes Value
BrowgeName HasOrderedComponent
InvergeName OrderedComponentOf
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
11.9| HasProperty
This | standard ReferenceType is -defined in IEC 62541-3. Its representation in| the
AddressSpace is specified in Table106.
Table*106 — HasProperty ReferenceType
Attrigutes Value
BrowgeName HasProperty
InvergeName PropertyOf
Symnjetric False
IsAbsfract False
Refeances NodeClass BrowseName Comment
|
11.10 HasSubtype
This standard ReferenceType is defined in IEC 62541-3. Its representation in the

AddressSpace is specified in Table 107.
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Table 107 — HasSubtype ReferenceType

Attributes Value
BrowseName HasSubtype
InverseName SubtypeOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
11.11 HasModellingRule
This | standard ReferenceType is defined in I|EC 62541-3. Its representation in| the
AddressSpace is specified in Table 108.

Table 108 — HasModellingRule ReferenceType

Attributes Value
BrowgeName HasModellingRule
InvergeName ModellingRuleOf
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
11.12 HasTypeDefinition
This | standard ReferenceType is defined in |EC 62541-3. Its representation in| the
AddrgssSpace is specified in Table 109:

Table 109/= HasTypeDefinition ReferenceType

Attributes Value
BrowgeName HasdypeDefinition
InvergeName TypeDefinitionOf
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
11.13 HasEncoding
This standard ReferenceType is defined in IEC 62541-3. Its representation in the

AddressSpace is specified in Table 110.
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Table 110 — HasEncoding ReferenceType

Attributes Value
BrowseName HasEncoding
InverseName EncodingOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
11.14 HasEventSource
This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddressSpace is specified in Table 111.

Table 111 — HasEventSource ReferenceType

Attributes Value
BrowgeName HasEventSource
InvergeName EventSourceOf
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
HasSubtype ReferenceType HasNotifier Defined in 11.15
11.1% HasNotifier
This | standard ReferenceType is -defined in I|EC 62541-3. Its representation in| the
AddressSpace is specified in Table412.

Table 112 — HasNotifier ReferenceType

Attributes Value
BrowgeName HasNotifier
InvergeName NotifierOf
Symnjetric False
IsAbs}ract False
Refeances NodeClass BrowseName Comment

|
11.16 GeneratesEvent
This standard ReferenceType is defined in IEC 62541-3. Its representation in the

AddressSpace is specified in Table 113.
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Table 113 — GeneratesEvent ReferenceType

Attributes Value
BrowseName GeneratesEvent
InverseName GeneratedBy
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
HasSubtype ReferenceType AlwaysGeneratesEvent Defined in 11.17

11.17 AlwaysGeneratesEvent

This | standard ReferenceType is defined in IEC 62541-3. Its representation in| the
AddressSpace is specified in Table 114.
Table 114 — AlwaysGeneratesEvent ReferencelIype

Attributes Value
BrowgeName AlwaysGeneratesEvent
InvergeName AlwaysGeneratedBy
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
12 $tandard DataTypes
12.1| Overview
An QPC UA Server need notiexpose its DataTypes in its AddressSpace. Independent qf the
expogition of DataTypes, itJshall support the DataTypes as described in the follqwing

subclauses.

12.2 | DataTypes defined in IEC 62541-3

IEC $2541-3 defines a set of DataTypes. Their representation in the AddressSpace is defined

in Taple 115/
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Table 115 — IEC 62541-3 DataType definitions

BrowseName

Argument

AudioDataType

BaseDataType

Boolean

Byte

ByteString

DataTypeDefinition

DateString

DateTime

Decimal

DecimalString

Double

Duration

DurationString

EnumDefinition

Enumeration

EnumfField

EnumValueType

Float

Guid

IdType

Image

ImageBMP

ImageGIF
ImageJPG
ImagePNG
Int16

Int32

Int64

Integer

Localeld

LocalizedText

NamingRuleType

NodeClass
Nodeld

NormalizedString

Number

OptionSet

QualifiedName

SByte

String

Structure

StructureDefinition
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BrowseName

StructureField

TimeString

TimeZoneDataType

Uint16

UInt32

Ulint64

Ulnteger

of thf DataTypes defined in Table 115 only some are the sources of Refetences as defin

the fpllowing tables.

UTITOTI

UtcTime

XmIElement

The References of the BaseDataType are defined in Table 116.

Table 116 — BaseDataType definition

led in

Attributes Value
BrowgeName BaseDataType
IsAbsfract TRUE
References NodeClass BrowseName IsAbstract
HasStbtype DataType Boolean FALSE
HasSubtype DataType ByteString FALSE
HasSubtype DataType DateTime FALSE
HasSpbtype DataType DataValue FALSE
HasSubtype DataType DiagnosticInfo FALSE
HasStbtype DataType Enumeration TRUE
HasSubtype DataType ExpandedNodeld FALSE
HasSubtype DataType Guid FALSE
HasSubtype PataType LocalizedText FALSE
HasSubtype DataType Nodeld FALSE
HasStbtype DataType Number TRUE
HasSybtype DataType QualifiedName FALSE
HasSubtype DataType String FALSE
HasSubtype DataType Structure TRUE
HasSubtype DataType XmlElement FALSE

The References of Structure are defined in Table 117.
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Table 117 — Structure definition

Attributes Value
BrowseName Structure
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Argument FALSE
HasSubtype DataType UserldentityToken TRUE
HasSubtype DataType AddNodesltem FALSE
HasSpbtype DataType AddReferencesltem FALSE
HasSubtype DataType DeleteNodesltem FALSE
HasSpbtype DataType DeleteReferencesltem FALSE
HasStbtype DataType ApplicationDescription FALSE
HasSubtype DataType BuildInfo FALSE
HasStbtype DataType RedundantServerDataType EALSE
HasSubtype DataType SamplingintervalDiagnosticsDataType FALSE
HasStbtype DataType ServerDiagnosticsSummaryDataType FALSE
HasStbtype DataType ServerStatusDataType FALSE
HasSubtype DataType SessionDiagnosticsDataType FALSE
HasSpbtype DataType SessionSecurityDiagnostiesDataType FALSE
HasSubtype DataType ServiceCounterDataType FALSE
HasStbtype DataType StatusResult FALSE
HasSubtype DataType SubscriptionDiagnosticsDataType FALSE
HasSubtype DataTypes ModelChangeStructureDataType FALSE
HasSubtype DataTypes SemanticChangeStructureDataType FALSE
HasSubtype DataType SignedSoftwareCertificate FALSE
HasStbtype DataType TimeZoneDataType FALSE
HasSubtype DataType EnumValueType FALSE
HasStbtype DataType OptionSet TRUE
HasStbtype DataType Union TRUE
HasSubtype DataType StructureField FALSE
HasStbtype DataType DataTypeDefinition TRUE

The References of Enumeration are defined in Table 118.
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Table 118 — Enumeration definition

Attributes Value
BrowseName Enumeration
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType IdType FALSE
HasSubtype DataType NamingRuleType FALSE
HasSubtype DataType NodeClass FALSE
HasSpbtype DataType SecurityTokenRequestType FALSE
HasSubtype DataType MessageSecurityMode FALSE
HasSpbtype DataType RedundancySupport FALSE
HasStbtype DataType ServerState FALSE
The References of ByteString are defined in Table 119.
Table 119 — ByteString definition
Attributes Value
BrowgeName ByteString
IsAbs}ract FALSE
References NodeClass BrowseName IsAbstract
HasStbtype DataType Image TRUE
HasSubtype DataType AudioDataType FALSE
The References of Number are defined in Table 120.
Table 120 — Number definition
Attributes Value
BrowgeName Number
IsAbs}ract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Integer TRUE
HasSybtype DataType Ulnteger TRUE
HasSubfype DataType Douhle EAI SF
HasSubtype DataType Float FALSE
HasSubtype DataType Decimal FALSE

The References of Double are defined in Table 121.
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Attributes Value
BrowseName Double
IsAbstract FALSE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Duration FALSE
The References of Infpgnr are defined in Table 122

Table 122 — Integer definition

Attributes Value
BrowgeName Integer
IsAbs}ract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType SByte FALSE
HasStbtype DataType Int16 FALSE
HasSubtype DataType Int32 FALSE
HasStbtype DataType Int64 FALSE
The References of DateTime are defined in Table1123.

Table 123 — DateTime definition

Attributes Value
BrowgeName DateTime
IsAbs}ract FALSE
References NodeClass BrowseName IsAbstract
HasStbtype DataType UtcTime FALSE
The References ot String are defined in Table 124.

Table 124 — String definition

Attrigutes Value
BrowseName String
IsAbstract FALSE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Localeld FALSE
HasSubtype DataType NumericRange FALSE
HasSubtype DataType NormalizedString FALSE
HasSubtype DataType DecimalString FALSE
HasSubtype DataType DurationString FALSE
HasSubtype DataType TimeString FALSE
HasSubtype DataType DateString FALSE
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The References of Ulnteger are defined in Table 125.

Table 125 — Ulnteger definition

Attributes Value
BrowseName Ulnteger
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Byte FALSE
HasSgbtype DataType omtTe FALCSE
HasSpbtype DataType Uint32 FALSE
HasSubtype DataType UInt64 FALSE
The References of Image are defined in Table 126.

Table 126 — Image definition
Attrijutes Value
BrowgeName Image
IsAbsfract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType ImageBMP FALSE
HasSubtype DataType tmageGIF FALSE
HasStbtype DataType ImagedJPG FALSE
HasSubtype DataType ImagePNG FALSE
The References of UInt64 are defined in Table 127.

Table 127 — UInt64 definition
Attrigutes Value
BrowgeName Uint64
IsAbsfract FALSE
References NodeClass BrowseName IsAbstract
HasSubtype DataType BitFieldMaskDataType FALSE
The References of DataTypeDefinition are defined in Table 128.

Table 128 — DataTypeDefinition definition

Attributes Value
BrowseName DataTypeDefinition
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType StructureDefinition FALSE
HasSubtype DataType EnumDefinition FALSE
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The References of EnumValueType are defined in Table 129.

Table 129 — EnumValueType definition

Attributes Value

BrowseName EnumValueType

IsAbstract FALSE

References NodeClass BrowseName IsAbstract
HasSubtype DataType EnumField FALSE

12.3| DataTypes defined in IEC 62541-4

IEC $2541-4 defines a set of DataTypes. Their representation in the AddressSpace is defined
in Tajple 130.

Table 130 — IEC 62541-4 DataType definitions

BrowseName

AnonymousldentityToken

DataValue

Diagnosticlnfo

ExpandedNodeld

SignedSoftwareCertificate

UserldentityToken

UserNameldentityToken

X509IdentityToken

WssldentityToken

SecurityTokenRequestType
AddNodesltem

AddReferencesltem

DeleteNodesltem

DeleteReferencesltem

NumericRange

MessageSecurityMode

ApplicationDescription

The SecurityTokenRequestType is an enumeration that is defined as the type of the
requestType parameter of the OpenSecureChannel Service in IEC 62541-4.

The AddNodesltem is a structure that is defined as the type of the nodesToAdd parameter of
the AddNodes Service in IEC 62541-4.

The AddReferencesltem is a structure that is defined as the type of the referencesToAdd
parameter of the AddReferences Service in IEC 62541-4.

The DeleteNodesltem is a structure that is defined as the type of the nodesToDelete
parameter of the DeleteNodes Service in IEC 62541-4.
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The DeleteReferencesltem is a structure that is defined as the type of the referencesToDelete
parameter of the DeleteReferences Service in IEC 62541-4.

The References of UserldentityToken are defined in Table 131.

Table 131 — UserldentityToken definition

Attributes Value
BrowseName UserldentityToken
IsAbstract TRUE
Referlences NodeClass BrowseName IsAbstract
HasSubtype DataType UserNameldentityToken FALSE
HasStbtype DataType X509IdentityToken FALSE
HasStbtype DataType WssldentityToken FALSE
HasSubtype DataType AnonymousldentityToken FALSE

12.4| BuildInfo

This | structure contains elements that describe the build

elempnts are defined in Table 132.

Table 132 — Buildinfo<structure

information of the Serve

r. Its

Name Type Description

Buildlpfo structure Information that describes the build of the software.

progluctUri String URI that identifies the software

manufacturerName String Nang, of the software manufacturer.

progluctName String Name of the software.

softiwvareVersion String Software version

buildNumber String Build number

builpDate UtcTime Date and time of the build.

Its representationtin.the AddressSpace is defined in Table 133.

Table 133 — BuildInfo definition

Attributes

Value

BrowseNammme

Buitdinfo

12.5 RedundancySupport

This DataType is an enumeration that defines the redundancy support of the Server. lts
values are defined in Table 134.
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Table 134 — RedundancySupport values

Value Description

NONE_O None means that there is no redundancy support.

COLD_1 Cold means that the server supports cold redundancy as defined in IEC 62541-4.

WARM_2 Warm means that the server supports warm redundancy as defined in IEC 62541-4.

HOT_3 Hot means that the server supports hot redundancy as defined in IEC 62541-4.

TRANSPARENT_4 Transparent means that the server supports transparent redundancy as defined in
IEC 62541-4.

HOT_ANDHRRORED—5THotAmdivirored-meams—thatthe—serversupports HotAmdivirroredredumdarcy =S
defined in IEC 62541-4.

See |[EC 62541-4 for a more detailed description of the different values.
Its representation in the AddressSpace is defined in Table 135.

Table 135 — RedundancySupport definition

Attributes Value

BrowgeName RedundancySupport

12.6| ServerState

This DataType is an enumeration that defines thie-execution state of the Server. Its valuep are
defined in Table 136.

Table 136,— ServerState values

Value Description
RUNNING_0 The Serveris running normally. This is the usual state for a Server.
FAILHD_1 A vendor-specific fatal error has occurred within the Server. The Server is no Ipnger

functioning. The recovery procedure from this situation is vendor-specific. Mogt
Service requests should be expected to fail.

NO_(JONFIGURATION_2 The Server is running but has no configuration information loaded and therefo
does not transfer data.

[]

SUSHENDED_3 The Server has been temporarily suspended by some vendor-specific method gnd
is not receiving or sending data.

SHUTIDOWN<Y4 The Server initiated a shutdown or is in the process of shutting down. This
ServerState is intended as an indication to Clients connected to the Server to
orderly disconnect from the Server before the Server completes the shutdown.

TEST_5 The Server is in Test Mode. The outputs are disconnected from the real hardware,
but the Server will otherwise behave normally. Inputs may be real or may be
simulated depending on the vendor implementation. StatusCode will generally be
returned normally.

COMMUNICATION_FAULT_6 |The Server is running properly, but is having difficulty accessing data from its data
sources. This may be due to communication problems or some other problem
preventing the underlying device, control system, etc. from returning valid data. It
may be a complete failure, meaning that no data is available, or a partial failure,
meaning that some data is still available. It is expected that items affected by the
fault will individually return with a BAD FAILURE status code indication for the
items.

UNKNOWN_7 This state is used only to indicate that the OPC UA Server does not know the state
of underlying system.

Its representation in the AddressSpace is defined in Table 137.
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Table 137 — ServerState definition

Attributes Value

BrowseName ServerState

12.7 RedundantServerDataType

This structure contains elements that describe the status of the Server. Ilts composition is
defined in Table 138.

Table 138 — RedundantServerDataType Structure

Nam¢ Type Description
RedumdantServerDataType structure
seryerld String The Id of the server (not the URI).
seryicelLevel Byte The service level of the server.
seryerState ServerState The current state of the server.

Its representation in the AddressSpace is defined in Table 139

Table 139 — RedundantServerDataType definition

Attributes Value

BrowgeName RedundantServerDataType

12.8| SamplingintervalDiagnosticsDataType

This fstructure contains diagnostic.ififormation about the sampling rates currently used by the
Server. Its elements are definediin. Table 140.

Table 140 — SamplinglntervalDiagnosticsDataType Structure

Name Type Description
SamplinglntervalDiagnosticsDataType structure

sanjplinglinterval Duration The sampling interval in milliseconds.

sanjpledMonitoredltemsCount Uint32 The number of Monitoredltems being sampled at this sample
rate.

maxSampledMonitoredltemsCount Uint32 The maximum number of Monitoredltems being sampled |at
this sample rate at the same time since the server was sfarted
(restarted).

disabledMonitoredltemsSamplingCount |UInt32 The number of MonitoredItems at this sample rate whose
sampling currently disabled.

Its representation in the AddressSpace is defined in Table 141.

Table 141 — SamplingintervalDiagnosticsDataType definition

Attributes Value

BrowseName SamplingintervalDiagnosticsDataType
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12.9 ServerDiagnosticsSummaryDataType

2020

This structure contains diagnostic summary information for the Server. Its elements are

defin

ed in Table 142.

Table 142 — ServerDiagnosticsSummaryDataType Structure

Name Type Description
ServerDiagnosticsSummaryDataType |structure

serverViewCount Uint32 The number of server-created views in the server.

curfentSessionCount Ulnt32 The number of client sessions currently established in the
server.

cunjulatedSessionCount UInt32 The cumulative number of client sessions that have\been
established in the server since the server was started (or
restarted). This includes the currentSessionCaount.

secprityRejectedSessionCount Uint32 The number of client session establishment requests
(ActivateSession and CreateSession) that'were rejected due to
security constraints since the server was started (or restartpd).

rejectedSessionCount Uint32 The number of client session establishment requests
(ActivateSession and CreateSession) that were rejected sirfjce
the server was started (or restarted). This number includes|the
securityRejectedSessionCount.

sespionTimeoutCount UInt32 The number of client sessions that were closed due to timeput
since the server was started (or restarted).

sespionAbortCount UInt32 The number of-client sessions that were closed due to errofs
since the serverawas started (or restarted).

pubjishinglntervalCount Uint32 The number of publishing intervals currently supported in the
server.

curlentSubscriptionCount Uint32 Thertumber of subscriptions currently established in the server.

cunjulatedSubscriptionCount UInt32 Jhe cumulative number of subscriptions that have been
established in the server since the server was started (or
restarted). This includes the currentSubscriptionCount.

seclrityRejectedRequestsCount Uint32 The number of requests that were rejected due to security
constraints since the server was started (or restarted). The
requests include all Services defined in IEC 62541-4, also
requests to create sessions.

rejelctedRequestsCount UInt32 The number of requests that were rejected since the servell was
started (or restarted). The requests include all Services deffned
in IEC 62541-4, also requests to create sessions. This number
includes the securityRejectedRequestsCount.

Its representation in the AddressSpace is defined in Table 143.

Table 143 — ServerDiagnosticsSummaryDataType definition

Attributes

Value

BrowseName

ServerDiagnosticsSummaryDataType

12.10 ServerStatusDataType

This structure contains elements that describe the status of the Server. Its composition is
defined in Table 144.
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Table 144 — ServerStatusDataType Structure

Name Type Description
ServerStatusDataType structure

startTime UtcTime Time (UTC) the Server was started. This is constant for the Server
instance and is not reset when the Server changes state. Each
instance of a Server should keep the time when the process started.

currentTime UtcTime The current time (UTC) as known by the Server.

state ServerState The current state of the Server. Its values are defined in 12.6.

buildinfo BuildInfo

secpndsTillShutdown Uint32 Approximate number of seconds until the Server will be shut dgwn.

The value is only relevant once the state changes into
SHUTDOWN_4.

After the Server shutdown is initated, the state changes to
SHUTDOWN_4 and the actual shutdown should beydélayed for
configurable time if Clients are connected to the Server to allo
these Clients an orderly disconnect.

[)

shufdownReason

LocalizedText

An optional localized text indicating the teason for the shutdown.
The value is only relevant once the state’changes into
SHUTDOWN_4.

Its representation in the AddressSpace is defined in Table 145.

Table 145 — ServerStatusDataType definition

Attributes

Value

BrowgeName

ServerStatusDataType

12.11 SessionDiagnosticsDataType

This [structure contains diagnostic information about client sessions. Its elements are defined
in Tgble 146. Most of the valu€s' represented in this structure provide information aboyt the
number of calls of a Service, the number of currently used Monitoreditems, etc. Tlhose
numbers need not provide' the exact value; they need only provide the approximate number,

so thpt the Server is not:burdened with providing the exact numbers.
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Table 146 — SessionDiagnosticsDataType Structure

Name Type Description
SessionDiagnosticsDataType structure

sessionld Nodeld Server-assigned identifier of the session.

sessionName String The name of the session provided in the CreateSession
request.

clientDescription Application The description provided by the client in the

o CreateSession request.
Description

seryert Strg Theserverbrrequestinthe-CreateSession—reauest

endpointUrl String The endpointUrl passed by the client to the
CreateSession request.

locglelds Localeld[] Array of Localelds specified by the client'in)the open
session call.

actyalSessionTimeout Duration The requested session timeout specified by the cliept in
the open session call.

ma)fResponseMessageSize UInt32 The maximum size for the response message sent fo the
client.

clieptConnectionTime UtcTime The server timestamp when the client opens the segsion.

clieptLastContactTime UtcTime The server timestamp of the last request of the clienft in
the context of¢he.session.

curfentSubscriptionsCount UInt32 The number of subscriptions currently used by the
sessiop:

curfentMonitoredltemsCount UInt32 The himber of Monitoreditems currently used by the
session

curfentPublishRequestsinQueue Uint32 The number of publish requests currently in the queue for

the session.

totaRequestCount

ServiceCounter
DataType

Counter of all Services, identifying the number of
received requests of any Services on the session.

unauthorizedRequestCount

Ulnt32

Counter of all Services, identifying the number of S¢rvice
requests that were rejected due to authorization failure

reafiCount

ServiceCounter
DataType

Counter of the Read Service, identifying the numbef of
received requests of this Service on the session.

histpryReadCount

ServiceCounter
DataType

Counter of the HistoryRead Service, identifying the
number of received requests of this Service on the
session.

writeCount

ServiceCounter
DataType

Counter of the Write Service, identifying the numbef of
received requests of this Service on the session.

histpryUpdateCount

ServiceCounter
DataType

Counter of the HistoryUpdate Service, identifying th
number of received requests of this Service on the
session.

()

callCount

ServiceCounter

Counter of the Call Service, identifying the number pf

DataType

recelived requestis Or NS service Ol Ne SessIOrnn.

createMonitoredltemsCount

ServiceCounter
DataType

Counter of the CreateMonitoredltems Service, identifying
the number of received requests of this Service on the
session.

modifyMonitoredltemsCount

ServiceCounter
DataType

Counter of the ModifyMonitoredltems Service, identifying
the number of received requests of this Service on the
session.

setMonitoringModeCount

ServiceCounter
DataType

Counter of the SetMonitoringMode Service, identifying
the number of received requests of this Service on the
session.

setTriggeringCount

ServiceCounter
DataType

Counter of the SetTriggering Service, identifying the
number of received requests of this Service on the
session.
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Name

Type

Description

deleteMonitoredltemsCount

ServiceCounter
DataType

Counter of the DeleteMonitoredltems Service, identifying
the number of received requests of this Service on the

session.

createSubscriptionCount

ServiceCounter
DataType

Counter of the CreateSubscription Service, identifying
the number of received requests of this Service on the

session.

modifySubscriptionCount

ServiceCounter
DataType

Counter of the ModifySubscription Service, identifying
the number of received requests of this Service on the

session.

setPublishingModeCount

ServiceCounter

Counter of the SetPublishingMode Service, identifyi

ng

DataType tThe number of recelved requests of this service on jhe
session.
pubjishCount ServiceCounter [Counter of the Publish Service, identifying the-number of
DataType received requests of this Service on the séssion.
repliblishCount ServiceCounter [Counter of the Republish Service, identifying the number
DataType of received requests of this Service'an the session.
transferSubscriptionsCount ServiceCounter [Counter of the TransferSubscriptions Service, identffying

DataType

the number of received requests of this Service on
session.

he

delgteSubscriptionsCount ServiceCounter [Counter of the DeleteSdbscriptions Service, identifyling
DataType the number of received requests of this Service on the
session.
addNodesCount ServiceCounter |Counter of the’/AddNodes Service, identifying the nymber
DataType of received requests of this Service on the session.
addReferencesCount ServiceCounter |Countér of the AddReferences Service, identifying the
DataType number of received requests of this Service on the
session.
delgteNodesCount ServiceCounter -, [Counter of the DeleteNodes Service, identifying the
DataType number of received requests of this Service on the
session.
delg¢teReferencesCount ServiceCounter |Counter of the DeleteReferences Service, identifying the
DataType number of received requests of this Service on the
session.
broyvseCount ServiceCounter [Counter of the Browse Service, identifying the number of
DataType received requests of this Service on the session.
broyvseNextCount ServiceCounter |Counter of the BrowseNext Service, identifying the
DataType number of received requests of this Service on the
session.
trarjslateBrowsePathsToNodeldsCount |ServiceCounter |Counter of the TranslateBrowsePathsToNodelds Sdrvice,
DataType identifying the number of received requests of this
Service on the session.
queryFirstCount ServiceCounter |Counter of the QueryFirst Service, identifying the nymber
DataType of received requests of this Service on the session.
quefyNext€Count ServiceCounter |Counter of the QueryNext Service, identifying the n§imber
DataType of received requests of this Service on the session.
registerNodesCount ServiceCounter |[Counter of the RegisterNodes Service, identifying the

DataType

number of received requests of this Service on the
session.

unregisterNodesCount

ServiceCounter
DataType

Counter of the UnregisterNodesService, identifying the

number of received requests of this Service on the
session.

Its representation in the AddressSpace is defined in Table 147.
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Table 147 — SessionDiagnosticsDataType definition

Attributes Value

BrowseName SessionDiagnosticsDataType

12.12 SessionSecurityDiagnosticsDataType

This structure contains security-related diagnostic information about client sessions. lIts
elements are defined in Table 148. Because this information is security-related, it shall only
be accessible by authorised users.

Table 148 — SessionSecurityDiagnosticsDataType Structure

Name Type Description

SessipnSecurityDiagnosticsDataType |structure

sespionld Nodeld Server-assigned identifier of-the session.

clieptUserldOfSession String Name of authenticatédwiser when creating the
session.

clieptUserldHistory String[] Array containing the name of the authenticated

user currently~active (either from creating the
session onfrem calling the ActivateSession
Service)and the history of those names. Eacly time
the active user changes, an entry shall be mafde at
the énd of the array. The active user is alway$ at
the/end of the array. Servers may restrict the pize
of this array, but shall support at least a size ¢f 2.

How the name of the authenticated user can hje
obtained from the system via the information
received as part of the session establishmentlis
defined in 6.4.3.

authenticationMechanism String Type of authentication currently used by the
session. The String shall be one of the lexical
names of the UserldentityTokenType Enum.

encpding String Which encoding is used on the wire. The Strirlg
shall be "XML", "JSON" or "UA Binary".

tranjsportProtocol String Which transport protocol is used. The String ghall
be the scheme from the URL used to establislp the

session. For example, "opc.tcp”, "opc.wss" or
"https".

The formal protocol URL scheme strings are
defined in IEC 62541-6.

sechrityMode MessageSecurityMode |The message security mode used for the sesgion.

secprityRolicyUri String The name of the security policy used for the
session.

clientCertificate Bytesting The application Instance ceruticate provided by the

client in the CreateSession request.

Its representation in the AddressSpace is defined in Table 149.

Table 149 — SessionSecurityDiagnosticsDataType definition

Attributes Value

BrowseName SessionSecurityDiagnosticsDataType
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This structure contains diagnostic information about subscriptions. Its elements are defined in

Table 150.

Table 150 — ServiceCounterDataType Structure

Name Type Description
ServiceCounterDataType structure
totalCount UInt32 The number of Service requests that have been received.
errdqrCount Ulnt32 ‘The total number of Service requests that were rejected.

Its representation in the AddressSpace is defined in Table 151.

Table 151 — ServiceCounterDataType definition

Attributes

Value

BrowgeName

ServiceCounterDataType

12.14 StatusResult

This [structure combines a StatusCode and diagnostiC\information and can, for exampl
used|by Methods to return several StatusCodes anddhe corresponding diagnostic inform
that pre not handled in the Call Service parameters. The elements of this DataTyps
defined in Table 152. Whether the diagnosticinfo is returned depends on the setting g

Service calls.

Table 152 <Statu

sResult Structure

b, be
ation
b are
f the

Name Type Description
StatugResult structure
statusCode StatusCode The StatusCode.

diagnosticinfo

Diagnosticlnfo

The diagnostic information for the statusCode.

Its representation-in the AddressSpace is defined in Table 153.

Table 153 — StatusResult definition

Attributes

Value

BrowseName

StatusResult

12.15 SubscriptionDiagnosticsDataType

This structure contains diagnostic information about subscriptions. Its elements are defined in

Table 154.
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Table 154 — SubscriptionDiagnosticsDataType structure

Name Type Description

SubscriptionDiagnosticsDataType structure

sessionld Nodeld Server-assigned identifier of the session the subscription belongs
to.

subscriptionld Uint32 Server-assigned identifier of the subscription.

priority Byte The priority the client assigned to the subscription.

publishinglnterval Duration |The publishing interval of the subscription in milliseconds

maxKeepAliveCount UInt32 The maximum keep-alive count of the subscription.

ma Lil’b‘lilllUquIIL Uilll\)é Tilﬁ IIId)\iIIIUIII iil’ﬁlilllﬁ COUTIU UI' liIU bu'uauipl.iun.

maxNotificationsPerPublish UInt32 The maximum number of notifications per publish response:

pubjishingEnabled Boolean |Whether publishing is enabled for the subscription.

modifyCount UInt32 The number of ModifySubscription requests received.for the
subscription.

enapleCount Uint32 The number of times the subscription has been ehabled.

disgbleCount Uint32 The number of times the subscription has.béén disabled.

repyiblishRequestCount UInt32 The number of Republish Service requests that have been recgived

and processed for the subscription!

repliblishMessageRequestCount  |UInt32 The total number of messages,that-have been requested to be
republished for the subscription.

Note that due to the design of the Republish Service, this numper is
always equal to the republishRequestCount.

repliblishMessageCount UInt32 The number of messages that have been successfully republished
for the subscription:

transferRequestCount Uint32 The total number’of TransferSubscriptions Service requests that
have been reeeived for the subscription.

transferredToAltClientCount UInt32 The number. of times the subscription has been transferred to gn
alternateZelient.

tranisferredToSameClientCount Uint32 The number of times the subscription has been transferred to gn
alternate session for the same client.

pubjishRequestCount UInt32 The number of Publish Service requests that have been received
and processed for the subscription.

dat@ChangeNotificationsCount Ulnt32 The number of data change Notifications sent by the subscriptfon.

eveptNotificationsCount Uint32 The number of Event Notifications sent by the subscription.

notificationsCount UInt32 The total number of Notifications sent by the subscription.

latePublishRequestCount UlInt32 The number of times the subscription has entered the LATE State,

i.e. the number of times the publish timer expires and there arg
unsent notifications.

curfentKeepAliveCount Uint32 The number of times the subscription has entered the KEEPAYIVE
State.

curentLifetimeCount Uint32 The current lifetime count of the subscription.

unacknowledgedMessageCount UInt32 The number of unacknowledged messages saved in the republish
queue.

disdardedMessageCount IUnt32 The number of messages that were discarded befare fhny were

acknowledged.

monitoredltemCount Uint32 The total number of monitored items of the subscription, including
the disabled monitored items.

disabledMonitoreditemCount UInt32 The number of disabled monitored items of the subscription.

monitoringQueueOverflowCount UInt32 The number of times a monitored item dropped notifications
because of a queue overflow.

nextSequenceNumber Uint32 Sequence number for the next notification message.

eventQueueOverFlowCount UInt32 The number of times a monitored item in the subscription has

generated an Event of type EventQueueOverflowEventType.

Its representation in the AddressSpace is defined in Table 155.
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Table 155 — SubscriptionDiagnosticsDataType definition

Attributes Value

BrowseName SubscriptionDiagnosticsDataType

12.16 ModelChangeStructureDataType

This structure contains elements that describe changes of the model. Its composition is
defined in Table 156.

Table 156 — ModelChangeStructureDataType structure

Name Type Description
Mode|ChangeStructure [structure
DataTlype
affelcted Nodeld Nodeld of the Node that was changed. The client should,;assume that the
affected Node has been created or deleted, had a Reference added or deleted,
or the DataType has changed as described by the/verb.
affectedType Nodeld If the affected Node was an Object or Variable-affectedType contains the
Nodeld of the TypeDefinitionNode of the affected Node. Otherwise it is set jo
null.
ver| Byte Describes the changes happening to the affected Node.

The verb is an 8-bit unsigned int€ger used as bit mask with the structure dgfined
in the following table:

Field Bit Description

NodeAdded 0 Indicates the affected Node has been added
NodeDeleted 1 Indicates the affected Node has been deletef.
ReferenceAdded 2 Indicates a Reference has been added. The

affected Node may be either a SourceNode ¢r
TargetNode. Note that an added bidirectiondl
Reference is reflected by two changes.

ReferenceDeleted 3 Indicates a Reference has been deleted. Thq
affected Node may be either a SourceNode
TargetNode. Note that a deleted bidirectiond
Reference is reflected by two changes.

=

DataTypeChanged | 4 This verb may be used only for affected Nodes
that are Variables or VariableTypes. It indicdtes
that the DataType Attribute has changed.

Reserved 5:7 Reserved for future use. Shall always be zerp.

A verb may identify several changes on the affected Node at once. This fegture
should be used if event compression is used (see IEC 62541-3 for details).

Note that all verbs shall always be considered in the context where the
ModelChangeStructureDataType is used. A NodeDeleted may indicate that a
Node was removed from a view but still exists in other Views.

Its representation in the AddressSpace is defined in Table 157.

Table 157 — ModelChangeStructureDataType definition

Attributes Value

BrowseName ModelChangeStructureDataType
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12.17 SemanticChangeStructureDataType

This structure contains elements that describe a change of the model. Its composition is
defined in Table 158.

Table 158 — SemanticChangeStructureDataType structure

Name Type Description

SemanticChangeStructureDataType |structure

affected Nodeld |Nodeld of the Node that owns the Property that has changed.

affelctedType Nodeld [l the affected Node was an Object or Variable, affectedType conjtains
the Nodeld of the TypeDefinitionNode of the affected Node. Oth¢rwise
it is set to null.

Its representation in the AddressSpace is defined in Table 159.

Table 159 — SemanticChangeStructureDataType definition

Attributes Value

BrowgeName SemanticChangeStructureDataType

12.18 BitFieldMaskDataType

This [simple DataType is a subtype of UInt64 and\represents a bit mask up to 32 bits where
indivldual bits can be written without modifying therother bits.

The first 32 bits (least significant bits) of the BitFieldMaskDataType represent the bit mask
and the second 32 bits represent the yalidity of the bits in the bit mask. When the Sgrver
returps the value to the client, the validity provides information of which bits in the bit pnask
have|a meaning. When the client_passes the value to the Server, the validity defines which
bits should be written. Only those~bits defined in validity are changed in the bit mask, all
others stay the same. The.(BitFieldMaskDataType can be used as DataType in the
OptiqnSetType VariableTypé

Its representation in theAddressSpace is defined in Table 160.

Table 160 — BitFieldMaskDataType definition

Attributes Value

BrowgeName BitFieldMaskDataType

12.19 NetworkGroupDataType

This structure contains information on different network paths for one Server. Its composition
is defined in Table 161.
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Table 161 — NetworkGroupDataType Structure

Name Type Description
NetworkGroupDataType structure
serverUri String URI of the Server represented by the network group.
networkPaths EndpointUriListDataType[] |Array of different network paths to the server, for example

provided by different network cards in a Server node. Each
network path can have several Endpoints representing
different protocol options for the same path.

Its relpresentation in the AddressSpace is defined in Table 162.

Table 162 — NetworkGroupDataType definition

Attributes

Value

BrowgeName

NetworkGroupDataType

12.20 EndpointUriListDataType

This [structure represents a list of URLs of an Endpoint.Slts composition is defingd in
Tablg 163.
Table 163 — EndpointUriListDataType Structure
Name Type Description
EndpgintUriListDataType structure
endpointUriList String[] List of URLs of an Endpoint.

Its rejpresentation in the AddressSpace is defined in Table 164.

Table(164 — EndpointUriListDataType definition

Attributes

Value

BrowgeName

EndpointUrlListDataType

12.21 KeyValuePair

This

DataType is used to provide a key value pair. The KeyValuePair is formally definpd in

Table165.

Table 165 — KeyValuePair structure

Name

Type

Description

KeyValuePair

structure

key

QualifiedName

The key of the value.

value

BaseDataType

The value associated with the key.
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12.22 EndpointType

This structure describes an Endpoint. The EndpointType is formally defined in Table 166.

Table 166 — EndpointType structure

Name Type Description
EndpointType structure
endpointUrl String The URL for the Endpoint.
securityMode MessageSecurityMode |The type of message security.

The type MessageSecurityMode type is defined in IEC 62541-4.

secprityPolicyUri String The URI of the SecurityPolicy.

tranjsportProfileUri  |String The URI of the Transport Profile.
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Annex A
(informative)

Design decisions when modelling the server information

A.1 Overview

Annex A describes the design decisions of modelling the information provided by each OPC
UA Server, exposing its capabilities, diagnostic information, and other data needed to work

W|th he-Saorvar-such as tha NamaoconacagArray
HO—- 6O SHE St aHeSPace oy~

Annex A gives an example of what should be considered when modelling data_using the
Addrgss Space Model. General considerations for using the Address Space Maoedel cgn be
found in IEC 62541-3.

Anngx A is for information only, that is, each Server vendor can model its data ip the
appropriate way that fits its needs.

The {ollowing clauses describe the design decisions made while modelling the Server Opject.
Gengral DataTypes, VariableTypes and ObjectTypes such as\the EventTypes describgd in
this document are not taken into account.

A.2 | ServerType and Server Object

The first decision is to decide at what level types are needed. Typically, each Servef will
provide one Server Object with a well-knownsNodeld. The Nodelds of the containing Modes
are also well-known because their symbelic name is specified in this document and the
Nodgld is based on the symbolic name_in IEC 62541-6. Nevertheless, aggregating Sefvers
may want to expose the Server Objectsiof the OPC UA Servers they are aggregating in|their
AddressSpace. Therefore, it is very helpful to have a type definition for the Server Object| The
Server Object is an Object, because it groups a set of Variables and Objects contdining
information about the Server. Fhe ServerType is a complex ObjectType, because the pasic
strucfure of the Server Object should be well-defined. However, the Server Object cgn be
extended by adding Variables’and Objects in an appropriate structure of the Server Objgct or
its cqntaining Objects.

A.3 | Typed complex Objects beneath the Server Object

Objefts beneath the Server Object used to group information, such as Server capabilities or
diagnostics, are also typed because an aggregating Server may want to provide only part of
the Jerverinformation, such as diagnostics information, in its AddressSpace. Clients are| able

to progkam against-these-structures-if-thevare-tvned -because-thev-have-itstvpne -definitioh
J J J J ’ J PALd -

A.4 Properties versus DataVariables

Since the general description in IEC 62541-3 about the semantic difference between
Properties and DataVariables are not applicable for the information provided about the Server
the rules described in IEC 62541-3 are used.

If simple data structures should be provided, Properties are used. Examples of Properties are
the NamespaceArray of the Server Object and the MinSupportedSampleRate of the
ServerCapabilities Object.
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If complex data structures are used, DataVariables are used. Examples of DataVariables are
the ServerStatus of the Server Object and the ServerDiagnosticsSummary of the
ServerDiagnostics Object.

A.5 Complex Variables using complex DataTypes

DataVariables providing complex data structures expose their information as complex
DataTypes, as well as components in the AddressSpace. This allows access to simple values
as well as access to the whole information at once in a transactional context.

For example, the ServerStatus Variable of the Server Object is modelled as a complex
Datalariable having the ServerStatusDataType providing all information about the “Server
status. But it also exposes the CurrentTime as a simple DataVariable, because acliéentl may
want|to read only the current time of the Server, and is not interested in the build information,
etc.

A.6 | Complex Variables having an array

A spegcial case of providing complex data structures is an array (of Complex data structures.
The PubscriptionDiagnosticsArrayType is an example of how thisjis modelled. It is an array of
a complex data structure, providing information of a subscription. Because a Server typjcally
has peveral subscriptions, it is an array. Some clients .-may want to read the diagrfostic
informwtion about all subscriptions at once; therefore it/is modelled as an array in a Varjable.
On the other hand, a client may be interested in only(aysingle entry of the complex strugture,
such| as the PublishRequestCount. Therefore, each” entry of the array is also exposed
individually as a complex DataVariable, having each entry exposed as simple data.

Note|that it is never necessary to expose.the individual entries of an array to access [them
sepaflately. The Services already allow accessing individual entries of an array of a Varfable.
Howgver, if the entries should also be @sed for other purposes in the AddressSpace, su¢h as
havirl|g References or additional Properties or exposing their complex structure sing
Datalariables, it is useful to expose-them individually.

A.7 | Redundant information

Providing redundant (information should generally be avoided. But to fulfil the needs of
diffenent clients, it may be helpful.

Using complexDataVariables automatically leads to providing redundant information, bedause
the ipformation is directly provided in the complex DataType of the Value Attribute of the
complex (Variable, and also exposed individually in the components of the complex Variafle.

The diagnostics information about subscriptions is provided in two differeni locafions. One
location is the SubscriptionDiagnosticsArray of the ServerDiagnostics Object, providing the
information for all subscriptions of the Server. The second Ilocation is the
SubscriptionDiagnosticsArray of each individual SessionDiagnosticsObject Object, providing
only the subscriptions of the session. This is useful because some clients may be interested
in only the subscriptions grouped by sessions, whereas other clients may want to access the
diagnostics information of all sessions at once.

The  SessionDiagnosticsArray and the  SessionSecurityDiagnosticsArray  of  the
SessionsDiagnosticsSummary Object do not expose their individual entries, although they
represent an array of complex data structures. But the information of the entries can also be
accessed individually as components of the SessionDiagnostics Objects provided for each
session by the SessionsDiagnosticsSummary Object. A client can either access the arrays (or
parts of the arrays) directly or browse to the SessionDiagnostics Objects to get the
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information of the individual entries. Thus, the information provided is redundant, but the
Variables containing the arrays do not expose their individual entries.

A.8

Usage of the BaseDataVariableType

All DataVariables used to expose complex data structures of complex DataVariables have the
BaseDataVariable Type as type definition if they are not complex by themselves. The reason
for this approach is that the complex DataVariables already define the semantic of the
containing DataVariables and this semantic is not used in another context. It is not expected
that they are subtyped, because they should reflect the data structure of the DataType of the

comgtex DataYariabte:

A.9

Subt
Beca
Serv

Subt

Subtyping

ping is used for modelling information about the redundancy suppért-of the Se
use the provided information shall differ depending on the supported_redundancy ¢
pr, subtypes of the ServerRedundancyType will be used for this purpose.

ping is also used as an extensibility mechanism (see A.10).

A.10 Extensibility mechanism

The
spec

nformation of the Server will be extended by other parts of IEC 62541, by comp
fications or by Server vendors. There are _pfeferred ways to provide the addi

information.

Do n

pt subtype DataTypes to provide additional information about the Server. Clients

not He able to read those new defined PataTypes and are not able to get the inform

inclu

jing the basic information. If information is added by several sources, the Data

hierarchy may be difficult to maintain-"Note that this rule applies to the information abou

Serv

Add
for e

pr; in other scenarios this may\be a useful way to add information.

Dbjects containing Variables or add Variables to the Objects defined in this docume
ample, additional diagnostic information per subscription is needed, add a new Va

contgining in array with an entry per subscription in the same places that
SubscriptionDiagnosticsArray is used.

Use
capa

subtypes of the ServerVendorCapabilityType to add information about the server-sp

definpd in this document, clients will look there for additional information.

Use

rver.
f the

nion
ional

ight
tion,

Type
t the

nt. If,
iable
the

beific

bilities ony“‘the ServerCapabilities Objects. Because this extensibility point is aljeady

subtype of the VendorServerinfoType to add server-specific information. Becaus

e an

Object of this type is already defined in this document, clients will look there for server-
specific information.
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Annex B
(normative)

StateMachines

General

Annex B describes the basic infrastructure to model state machines. It defines ObjectTypes,
VariableTypes and ReferenceTypes and explains how they should be used.

Anneg
used
these

behaliour.

When a Server exposes its state machine using the types defined in Annex B, it might
de a simplified view on its internal state machine, hiding for example' substates or putting

provi
seve

The 3
comp

choig
extern

The
contd
exam

B.2

B.2.1
The

defined in Annex B willssupport. In the following, a more complex example is given, that

supp

x B is an integral part of this document, that is, the types defined in Annex B have
as defined. However, it is not required but strongly recommended that a Server
types to expose its state machines. The defined types may be subtyped to,refine

al internal states into one exposed state.

lex functionality of a state machine like parallel states, forks and joins, history s
es and junctions, etc. However, the base state{machine defined in Annex B ¢
ded to support such concepts.

fo be
uses
their

only

cope of the state machines described in Annex B is to provide an appropriate foundation
for state machines needed for IEC 62541-9 and IEC 62541-10. It does not provide

more
tes,
n be

following clauses describe examples of state machines, define state machines in the

xt of Annex B and define the representation of state machines in OPC UA. Finally,
ples of state machines, represented iKOPC UA, are given.

Examples of finite state machines

Simple state machine

following example provides an overview of the base features that the state mac

brts sub-state machines.

Figu
"Stat
"Stat
caus

1", "State2" and "State3". There are transitions from "State1" to "State2", "State
2", ete.”"Some of the transitions provide additional information with regard to
s (or)triggers) the transition, for example the call of "Method1" for the transition

bome

nines
also

e B.1 givesi'an overview over a simple state machine. It contains the three states

P" to
what
from

"Statp{" to "State2". The effect (or action) of the transition can also be specified, for example

the

d to

identify the cause is simply listing it on the transition, the effect is prefixed with a "/". More
than one cause or effect are separated by a ",". Not every transition has to have a cause or

effec

t, for example the transition between "State2" and "State3".
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/EventType2

State1 State2
Method1 /EventType1

Method2

For {
spec
gene
differn

B.2.2

Figune B.2 shows an example of a state machinewhere "State6" is a sub-state-machine.

mear
in th
coulg

State3

IEC
Figure B.1 — Example of a simple state machine

implicity, the state machines described in Annex B will only~stpport causes in fo
fying Methods that shall be called and effects in form of EventTypes of Events tha

ent causes and effects.

State machine containing substates

s, that when the overall state machine is.in- State6, this state can be distinguished
b sub-states "State7" or "State8". Sub<state-machines can be nested, that is, "St
be another sub-state-machine.

State4 State5

4 States N\

m of
t are

rated. However, the defined infrastructure allows extending this to support addifional

This
fo be
hte7"

State7 State8

Method3

\ >

IEC

Figure B.2 — Example of a state machine having a sub-machine
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B.3 Definition of state machine

The infrastructure of state machines defined in Annex B only deals with the basics of state
machines needed to support IEC 62541-9 and IEC 62541-10. The intention is to keep the
basic simple but extensible.

For the state machines defined in Annex B we assume that state machines are typed and
instances of a type have their states and semantics specified by the type. For some types,
this means that the states and transitions are fixed. For other types the states and transitions
may be dynamic or unknown. A state machine where all the states are specified explicitly by
the type is called a finite state machine

Thergfore we distinguish between StateMachineType and StateMachine and their)subfypes
like FiniteStateMachineType. The StateMachineType specifies a description of “the [state
machine, that is, its states, transitions, etc., whereas the StateMachine is an.instance df the
StatdMachineType and only contains the current state.

Each| StateMachine contains information about the current state. If the\StateMachineTypé has
SubS§tateMachines, the StateMachine also contains information aboutythe current state qf the
SubS§tateMachines. StateMachines which have their states completely defined by the typg are
instahces of a FiniteStateMachine Type.

Each| FiniteStateMachineType has one or more States. For simplicity, we do not distinguish
betwgen different States like the start or the end states.

Each| State can have one or more SubStateMachines:

Each| FiniteStateMachine Type may have one o more Transitions. A Transition is directed and
points from one State to another State.

Each| Transition can have one or more Causes. A Cause leads a FiniteStateMachige to
chanpe its current State from the _source of the Transition to its target. In Annex B we| only
spec|fy Method calls to be Causes of Transitions. Transitions do not have to have a Caupe. A
Trangition can always be caused by some server-internal logic that is not exposed in the
AddressSpace.

Each| Transition can have one or more Effects. An Effect occurs if the Transition is used to
chanpe the State of a StateMachine. In Annex B we only specify the generation of Evernts to
be Hffects of a \Transition. A Transition is not required to expose any Effects il the
AddressSpace

Althqugh/~Annex B only specifies simple concepts for state machines, the proyided
infragtrGcture is extensible. If needed, special States can be defined as well as addi1iona|
Causes-orEffects

B.4 Representation of state machines in the AddressSpace

B.4.1 Overview

The types defined in Annex B are illustrated in Figure B.3. The MyFiniteStateMachineType is
a minimal example which illustrates how these Types can be used to describe a
StateMachine. See IEC 62541-9 and IEC 62541-10 for additional examples of StateMachines.
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Figure B.3 — The StateMachine Information Model

B.4.2 StateMachineType

The PtateMachineType is the base ObjectType for all StateMachineTypes. It defines a gingle
Varigblevwhich represents the current state of the machine. An instance of this Objec{Type
shall generate an Event whenever a significant state change occurs. The Server decides
which state changes are significant. Servers shall use the GeneratesEvent ReferenceType to
indicate which Event(s) could be produced by the StateMachine.

Subtypes may add Methods which affect the state of the machine. The Executable Attribute is
used to indicate whether the Method is valid given the current state of the machine. The
generation of AuditEvents for Methods is defined in IEC 62541-4. A StateMachine may not be
active. In this case, the CurrentState and LastTransition Variables shall have a status equal to
Bad_StateNotActive (see Table B.17).

Subtypes may add components which are instances of StateMachineTypes. These
components are considered to be sub-states of the StateMachine. SubStateMachines are only
active when the parent machine is in an appropriate state.
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Events produced by SubStateMachines may be suppressed by the parent machine. In some
cases, the parent machine will produce a single Event that reflects changes in multiple
SubStateMachines.

FiniteStateMachineType is subtype of StateMachineType that provides a mechanism to
explicitly define the states and transitions. A Server should use this mechanism if it knows
what the possible states are and the state machine is not trivial. The FiniteStateMachineType
is defined in B.4.5.

The StateMachineType is formally defined in Table B.1.

Table B.1 — StateMachineType definition

Attribute Value
BrowgeName StateMachineType
IsAbs}ract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subtype of the BaseObjectType defined in 6.2.

Note fhat a Reference to this subtype is not shown in the definition of the BaseQObjectType.

HasSubtype ObjectType |FiniteStateMachineType |Defined in B.4.5
HasCpmponent |Variable CurrentState LocalizedText) |StateVariableType Mandatorfy
HasCpmponent |Variable LastTransition Localizedjl'ext |TransitionVariableType |Optional

Currg¢ntState stores the current state of an instance of the StateMachineType. CurrentState
provides a human readable name for the eurrent state which may not be suitable for ugse in
applifation control logic. Applications should use the I/d Property of CurrentState if they jneed
a unigue identifier for the state.

LastTransition stores the last “fransition which occurred in an instance of| the
StatdMachineType. LastTransition provides a human readable name for the last transition
whiclh may not be suitable for,use in application control logic. Applications should use the Id
Propgrty of LastTransition if they need a unique identifier for the transition.

B.4.3 StateVariableType

The PtateVariableType is the base VariableType for Variables that store the current statg of a
StatdMachine~as a human readable name.

The ptateVariableType is formally defined in Table B.2.
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Table B.2 — StateVariableType definition

Attribute Value
BrowseName StateVariableType
DataType LocalizedText
ValueRank -1 (-1 = Scalar)
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling

Class Rule

Subtype-of-theBaseDataVariabte Fypedefimedinr=4-
Note fhat a Reference to this subtype is not shown in the definition of the BaseDataVariableType.
HasSubtype VariableType |FiniteStateVariableType Defined in B.4.6
HasPfoperty Variable Id BaseDataType |PropertyType Mandatpry
HasPfoperty Variable Name QualifiedName [PropertyType Optiondl
HasPfoperty Variable Number UInt32 PropertyType Optiondl
HasPfoperty Variable EffectiveDisplayName LocalizedText |PropertyType Optiondl

Id is
subty

Nam
State

Num

Effec
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for w
sems
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case
even
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The
occu

a name which uniquely identifies the current state within the StateMachineTyg
pe may restrict the DataType.

b is a QualifiedName which identifies the current state within

MachineType.

uniquely

ber is an integer which uniquely identifiescthe current state within the StateMachineT|

tiveDisplayName contains a humanireadable name for the current state of the
ine after taking the state of any SubStateMachines in account. There is no rule spe
hich state or sub-state should~be used. It is up to the Server and will depend o
ntics of the StateMachineType:

Machines produce Events which may include the current state of a StateMachine. In
Servers shall provide -all the optional Properties of the StateVariableType in the B
if they are not provided on the instances in the AddressSpace.

TransitionVariableType

[ransitionVariableType is the base VariableType for Variables that store a Transition
red within a StateMachine as a human readable name.
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also be exposed with the TransitionTime Property.

The TransitionVariableType is formally defined in Table B.3.

may


https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

-122 - IEC 62541-5:2020 © |IEC 2020

Table B.3 — TransitionVariableType definition

Attribute Value
BrowseName TransitionVariableType
DataType LocalizedText
ValueRank -1 (-1 = Scalar)
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subty fdlo o [ D WS A D =2 ok I 2|
ubtypeormeoaseTatavartavrer ypeaetet 74

Note fhat a Reference to this subtype is not shown in the definition of the BaseDataVariableType.

HasSubtype VariableType |FiniteTransitionVariableType Defined in B.4.7

HasPfoperty Variable Id BaseDataType |PropertyType Mandatpry
HasPfoperty Variable Name QualifiedName [PropertyType Optiondl
HasPfoperty Variable Number UInt32 PropertyType Optiondl
HasPfoperty Variable TransitionTime UtcTime PropertyType Optiondl
HasPfjoperty Variable EffectiveTransitionTime UtcTime PropertyType Optiondl

Id is|a name which uniquely identifies a Transition within~the StateMachineType. A subtype
may [estrict the DataType.

Name is a QualifiedName which uniquely identifies\a transition within the StateMachineType.
Numbper is an integer which uniquely identifies‘@ transition within the StateMachineType.
TrangitionTime specifies when the transition occurred.

EffedtiveTransitionTime specifies the time when the current state or one of its substateq was
enterled. If, for example, a StateA is active and — while active — switches several {imes
betwgen its substates SubA-and SubB, then the TransitionTime stays at the point in|time
where StateA became active-whereas the EffectiveTransitionTime changes with each change
of a gubstate.

B.4.5 FiniteStateMachineType

The FiniteStateachineType is the base ObjectType for StateMachines that explicitly define
the gossible.States and Transitions. Once the States and Transitions are defined sub{ypes
shall[not@dd new States and Transitions (see B.4.18). Subtypes may add causes or effeqts.

The States of the machine are represenied with Instances of the State Iype Objectlype. Each
State shall have a BrowseName which is unique within the StateMachine and shall have a
StateNumber which shall also be unique across all States defined in the StateMachine. Be
aware that States in a SubStateMachine may have the same StateNumber or BrowseName as
States in the parent machine. A concrete subtype of FiniteStateMachineType shall define at
least one State.

A StateMachine may define one Stafe which is an instance of the InitialStateType. This State
is the State that the machine goes into when it is activated.

The Transitions that may occur are represented with instances of the TransitionType. Each
Transition shall have a BrowseName which is unique within the StateMachine and may have a
TransitionNumber which shall also be unique across all Transitions defined in the
StateMachine.
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The initial State for a Transition is a StateType Object which is the target of a FromState
Reference. The final State for a Transition is a StateType Object which is the target of a
ToState Reference. The FromState and ToState References shall always be specified.

A Transition may produce an Event. The Event is indicated by a HasEffect Reference to a
subtype of BaseEventType. The StateMachineType shall have GeneratesEvent References to
the targets of a HasEffect Reference for each of its Transitions.

A FiniteStateMachineType may define Methods that cause a transition to occur. These
Methods are targets of HasCause References for each of the Transitions that may be
triggered by the Method. The Executable Attribute for a Method is used to indicate whether
the current State of the machine allows the Method to be called.

A FiniteStateMachineType may have sub-state-machines which are represented.as‘instgnces
of StateMachineType ObjectTypes. Each State shall have a HasSubStateMachine Refeffence
to the StateMachineType Object which represents the child States. The SubStateMachine is
not dctive if the parent State is not active. In this case the CurrentStateand LastTrangition
Varigbles of the SubStateMachine shall have a status equal to Bad. StateNotActive |(see
Tablg B.17).

The FiniteStateMachineType is formally defined in Table B.4.

Table B.4 - FiniteStateMachineType definition

Attribute Value
BrowgeName FiniteStateMachineType
IsAbsfract True
References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subtype of the StateMachineType defined in 6.2(

HasCpmponent |Variable CurrentState LocalizedText |FiniteStateVariableType Mandatory
HasCpmponent (Variable LastTransition LocalizedText [FiniteTransitionVariableType |Optional
HasCpmponent (Variable AvailableStates Nodeld[] BaseDataVariableType Optional
HasCpmponent (Variable AvailableTransitions Nodeld[] BaseDataVariableType Optional

In some Servers an instance of a StateMachine may restrict the States and/or Transitiong that
are available. /H/hese restrictions may result from the internal design of the instance| For
exanple, the"StateMachine for an instrument’s limit alarm which only supports Hi and|HiHi
and ¢an net-produce a Low or LowLow. An instance of a StateMachine may also dynamijcally
chanpe,the available States and/or Transitions based on its operating mode. For exafnple,
when a‘piece of equipment is in a maintenance mode the available States may be limited to
some subset of the Stafes available during normal operation.

The AvailableStates Variable provides a Nodeld list of the States that are present in the
StateMachine instance. The list may change during operation of the Server.

The AvailableTransitions Variable provides a Nodeld list of the Transitions that are present in
the StateMachine instance. The list may change during operation of the Server.

An example of a FiniteStateMachine type is shown in Figure B.4.
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Figure B.4 — Example of a FiniteStateMachine type

ample instance of the type is shown in Figure B;5,) In this example the States {7,8,9
ransitions {G,H,l,J} are not available in this instance.
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Transactions to Stopped (2)

£
LLA®A 00

Stoppec2)

6

StoppingtH)

©, 1, UV, W, T}

States (5,6,10,11,12 and 13)

Figure B.5 — Example of a FiniteStateMachine instance

FiniteStateVariableType

IEC

The FiniteStateVariableType is a subtype of StateVariableType and is used to store the
current state of a FiniteStateMachine as a human readable name.

The FiniteStateVariable Type is formally defined in Table B.5.
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Table B.5 — FiniteStateVariableType definition

Attribute Value
BrowseName FiniteStateVariableType
DataType LocalizedText
ValueRank -1 (-1 = Scalar)
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule
Subtype-of-the-StateVariabte FyrpedefimredinrB43
HasPfoperty Variable Id Nodeld PropertyType Mandatpry

Id is|inherited from the StateVariableType and overridden to reflect the required DataTlype.

This palue shall be the Nodeld of one of the State Objects of the FiniteStateMachine Type

The [Name Property is inherited from StateVariableType. lts Value shall be the BrowseName
of one of the State Objects of the FiniteStateMachineType.

The Number Property is inherited from StateVariableType. Its(Value shall be the StateNumber
for ohe of the State Objects of the FiniteStateMachineType!

B.4.7

FiniteTransitionVariableType

The FiniteTransitionVariableType is a subtype of \[ransitionVariableType and is used to gtore

a Trdnsition that occurred within a FiniteStateMachine as a human readable name.

The FiniteTransitionVariableType is formally defined in Table B.6.

Table B.6 — FiniteTransitionVariableType definition

Attribute Value
BrowgeName FiniteTransitionVariableType
DataTlype LocalizedText
ValueRank -1 (-1 ='Scalar)
IsAbsfract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule
Subtype ofrthe TransitionVariableType defined in B.4.4.
Note {hatia’Reference to this subtype is not shown in the definition of the BaseDataVariable Type.
HasProperty Variable Id Nodeld PropertyType Mandatory

Id is inherited from the TransitionVariableType and overridden to reflect the required

DataType. This value shall

FiniteStateMachineType.

be the Nodeld of one of the Transition Objects of the

The Name Property is inherited from the TransitionVariableType. Its Value shall be the
BrowseName of one of the Transition Objects of the FiniteStateMachineType.

The Number Property is inherited from the TransitionVariableType. Its Value shall be the

TransitionNumber for one of the Transition Objects of the FiniteStateMachineType.
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StateType

States of a FiniteStateMachine are represented as Objects of the StateType.

The StateType is formally defined in Table B.7.

Table B.7 — StateType definition

Attribute Value
BrowseName StateType
IsAbs[ract False
Referlences NodeClass |BrowseName DataType ‘TypeDefinition ‘ModellingRue

Subtype of the BaseObjectType defined in 6.2. Note that a Reference to this subtype is not shown in the defi

hition

of the]|BaseObjectType.
HasPfoperty Variable StateNumber UInt32 ‘PropertyType ‘Mandatory
HasSubtype ObjectType |[InitialStateType Defined in B.4.9

B.4.9

The

InitialStateType

nitialStateType is a subtype of the StateType and is fofmally defined in Table B.x. An

Objegt of the InitialState Type represents the State that a FiniteStateMachine enters whe
activated. Each FiniteStateMachine can have at most one State of type InitialStateType,
Finit¢ StateMachine does not have to have a State of this'type.

it is
but a

A SupStateMachine goes into its initial state whenever the parent state is entered. Howeyer, a
machine may define a transition that goes directly to a state of the SubStateMachine. In
this fase the SubStateMachine goes intocthat State instead of the initial State. Thg two
scengrios are illustrated in Figure B.6.+The transition from State5 to State6 causeg the

state

Sub§
Statsg

tateMachine to go into the initial.State (State7), however, the transition from Stat

4 to

8 causes the parent machine to_go to State6 and the SubStateMachine will go to Stgte8.

State4 State5

Y

/ State6 \

State8

. Method3

State7

- >,

IEC

Figure B.6 — Example of an initial State in a sub-machine
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If no initial state for a SubStateMachine exists and the State having the SubStateMachine is

enter

ed directly, then the State of the SubStateMachine is server-specific.

Table B.8 — InitialStateType definition

Attribute Value
BrowseName InitialStateType
IsAbstract False
References NodeClass |BrowseName DataType TypeDefinition |ModellingRule
Subtype of the StateType definedin R4 8

B.4.1

Tran
Tran

Each

0 TransitionType

sitions  of a FiniteStateMachine are represented as Objects ofthe Object
bitionType formally defined in Table B.9.

valid Transition shall have exactly one FromState Reference @nd exactly one To

Type

State

Refefrence, each pointing to an Object of the ObjectType StateType.
Each| Transition can have one or more HasCause References pointing to the cause| that
triggers the Transition.
Each| Transition can have one or more HasEffect References pointing to the effects that pccur
whern the Transition was triggered.
Table B.9 — TransitionType definition

Attribute Value
BrowgeName TransitionType
IsAbstract False
References |NodeCIass ‘BrowseName |DataType |TypeDefinition |Mode|lingRuIe
Subtylpe of the BaseObjectType defined in 6.2. Note that a Reference to this subtype is not shown in the defipition
of the| BaseObjectType.
HasPfoperty |Variab|e ‘TransitionNumber |Ulnt32 |PropertyType |Mandatory
B.4.11 FromState
The FromState ReferenceType is a concrete ReferenceType and can be used directly. If is a
subtype.of NonHierarchicalReferences.

The semantic of this ReferenceType is to point form a Transition to the starting State the
Transition connects.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode of this ReferenceType shall be an Object of the
ObjectType StateType or one of its subtypes.

The representation of the FromState ReferenceType in the AddressSpace is specified in
Table B.10.
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Table B.10 — FromState ReferenceType

Attributes Value
BrowseName FromState
InverseName ToTransition
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment

B.4.12 ToState

The [ToState ReferenceType is a concrete ReferenceType and can be used directly. If i
subtype of NonHierarchicalReferences.

The pemantic of this ReferenceType is to point form a Transition to thé) ending Stat
Trangition connects.

The BourceNode of this ReferenceType shall be an Object of the(©bjectType Transition

b the

Type

or one of its subtypes. The TargetNode of this ReferenceType shall be an Object of the
ObjettType StateType or one of its subtypes.

Refefences of this ReferenceType may be only exposed uni-directional. Sometimes this is
required, for example, if a Transition points to a Stateof a sub-machine.

The [representation of the ToState ReferenceType in the AddressSpace is specifigd in
Tablg B.11.
Table B.11 = ToState ReferenceType
Attributes Value

BrowgeName

ToState

InvergeName

FromTransition

Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment

B.4.13 HasCause

The HasCause ReferenceType is a concrete ReferenceType and can be used directly. |

subtype of NonHierarchicalReferences.

The semantic of this ReferenceType is to point from a Transition to something that causes the
Transition. In Annex B we only define Methods as Causes. However, the ReferenceType is
not restricted to point to Methods. The referenced Methods can, but do not have to point to a
Method of the StateMachineType. For example, it is allowed to point to a server-wide restart
Method leading the state machine to go into its initial state.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode can be of any NodeClass.

The representation of the HasCause ReferenceType in the AddressSpace is specified in

Table B.12.
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Table B.12 — HasCause ReferenceType

Attributes Value
BrowseName HasCause
InverseName MayBeCausedBy
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment
B.4.14 HasEffect

The HasEffect ReferenceType is a concrete ReferenceType and can be used directly. |

subty

The gemantic of this ReferenceType is to point form a Transition to something that w
effected when the Transition is triggered. In Annex B we only define EventTypes as Ef
Howegver, the ReferenceType is not restricted to point to EventTypes:

The BourceNode of this ReferenceType shall be an Object of, the ObjectType Transition
or onle of its subtypes. The TargetNode can be of any NodeClass.

pe of NonHierarchicalReferences.

Il be
ects.

Type

The [representation of the HasEffect ReferenceTypefin the AddressSpace is specifigd in

Tabl¢ B.13.
Table B.13 — HasEffect ReferenceType
Attributes Value
BrowgeName HasEffect
InverdeName MayBeEffectedBy
Symnjetric False
IsAbs}ract False
References NodeClass BrowseName Comment
B.4.15 HasSubStateMachine

The [HasSubStateMachine ReferenceType is a concrete ReferenceType and can be
directly. It issa“subtype of NonHierarchicalReferences.

The

used

of a

semantic of this ReferenceType is to point from a State to an instance

StateMachine Type which represents the sub-states for the State.

The SourceNode of this ReferenceType shall be an Object of the ObjectType StateType. The
TargetNode shall be an Object of the ObjectType StateMachineType or one of its subtypes.

Each

Object can be the TargetNode of at most one HasSubStateMachine Reference.

The SourceNode (the state) and the TargetNode (the SubStateMachine) shall belong to the
same StateMachine, that is, both shall be referenced from the same Object of
StateMachineType using a HasComponent Reference or a subtype of HasComponent.

type

The representation of the HasSubStateMachine ReferenceType in the AddressSpace is
specified in Table B.14.
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Table B.14 — HasSubStateMachine ReferenceType

Attributes Value
BrowseName HasSubStateMachine
InverseName SubStateMachineOf
Symmetric False
IsAbstract False
References NodeClass BrowseName Comment

B.4.16 TransitionEventType

The [fransitionEventType is a subtype of the BaseEventType. It can be used to~generaje an
Evenit identifying that a Transition of a StateMachine was triggered. It is formally definpd in

Tablg B.15.
Table B.15 — TransitionEventType

Attribute Value
BrowgeName |TransitionEventType
IsAbs}ract True
References NodeClass BrowseName DataType TypeDefinition ModellingRule
Subtype of the base BaseEventType defined in 6.4.2
HasCpmponent Variable Transition LocalizedText |TransitionVariableType |Mandatory
HasCpmponent Variable FromState LocalizedText |[StateVariableType Mandatory
HasCpmponent Variable ToState LocalizedText |[StateVariableType Mandatory

The fransitionEventType inherits the, Properties of the BaseEventType.

The |inherited Property SourcéNode shall be filled with the Nodeld of the StateMa
instapce where the Transition)occurs. If the Transition occurs in a SubStateMachine, theh the

Noddld of the SubStateMachine shall

be used. If the Transition occurs betwe
StatdMachine and a SubStateMachine, then the Nodeld of the StateMachine shall be
independent of the direction of the Transition.

Trangition identifies the Transition that triggered the Event.

FromStaté identifies the State before the Transition.

Chine

xgeda,

ToState identifies the State atter the Transition.

B.4.17 AuditUpdateStateEventType

The AuditUpdateStateEventType is a subtype of the AuditUpdateMethodEventType. It can be
used to generate an Event identifying that a Transition of a StateMachine was triggered. It is
formally defined in Table B.16.
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Table B.16 — AuditUpdateStateEventType

Attribute Value
BrowseName AuditUpdateStateEventType
IsAbstract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRule

Subtype of the AuditUpdateMethodEventType defined in 6.4.27

HasProperty Variable OldStateld BaseDataType |PropertyType Mandatory

HasProperty Variable NewStateld BaseDataType |PropertyType Mandatory

The

The
insta
Node

The
the n
be th

OldS]

New

B.4.1

In geineral, all rules on subtyping apply for\ StateMachine types as well. Some additional

apply
chan
shall

\uditUpdateStateEventType inherits the Properties of the AuditUpdateMethodEyentT

inherited Property SourceNode shall be filled with the Nodeld of the) StateMa

Id of the SubStateMachine shall be used.

SourceName for Events of this type should be the effect that generated the event

e name of the Method prefixed with "Method/".
fateld reflects the Id of the state prior the change.
btateld reflects the new /d of the state after the €hange.

8 Special Restrictions on subtypingStateMachines

ge the behaviour of it. That means, that in this case a subtype shall not add States

it ma

Caudes and Effects to a Transition. In addition, a subtype of a StateMachine type sha

rem

B.4.19 Specific StatusCodes for StateMachines

InT

not add Transitions between ‘its’States. However, a subtype may add SubStateMach
add Transitions from the-States to the States of the SubStateMachine, and it may

e States or Transitions:

ble B.17 specific StatusCodes used for StateMachines are defined.

Table B.17 — Specific StatusCodes for StateMachines

ype.

Chine

hce where the State changed. If the State changed in a SubStateMachine, then the

(e.g.

ame of a Method). If the effect was generated by a Methog-call, the SourceName should

rules

for StateMachine types. If a StateMachine type is not abstract, subtypes of it shall not

nd it
ines,
add
| not

Symbolic Id Description

Bad_StateNotActive The accessed state is not active.
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B.5 Examples of StateMachines in the AddressSpace

B.5.1 StateMachineType using inheritance

StateMachine Type —

[ CurrentState }

R EENR I No value assigned for the TypeDefinition

4 For simplicity the Properties of
CurrentState are not shown

My StateMachineType
A GeneratesEvent
A
——
—H State1 ) E— | w¥ StateType
4 v
— State2 / FromState
ha \
ToState
|
—+  Transition1 — TransitionType
Rm——

HasCause

N R
. ‘ Contains the current state of MyStateMachine
MyStateMachine 1

CurrentState

IEC
Figure B.7 — Example of a StateMachineType using inheritance

In Flgure B./A<Xan example of a StateMachine is given using the Notation define
IEC 62541-3.-First, a new StateMachineType is defined, called "MyStateMachineT]
inherjting from the base FiniteStateMachineType. It contains two States, "State1" and "St

d in
ype",
hte2"
hod"

and a-Jransition "Transition1" between them. The Transition points to a Method "MyMe
as tht—%wﬁﬁﬁmmmﬂmm f

ition.

Instances of "MyStateMachineType" can be created, for example "MyStateMachine". It has a

Variable "CurrentState" representing the current State. The "MyStateMachine" Object
includes the Nodes which expose information specific to the instance.

only
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B.5.2 StateMachineType with a SubStateMachine using inheritance

StateMachine Type No value assigned for the TypeDefinition
For simplicity the Properties of
T CurrentState are not shown
FiniteStateMachine Type |1 /
\—{ CurrentState ]
MyState MachineType AnotherStateMachineType
: i C
\ StateX
—H State1 —
— StateY
State2 FromState
L3
ToState HasSubStateMachine
1
—H Transitiont
~—+ MySubMachine B
H—[ ClirentState
HEIELE HEEIRE ’ Contains the current state of MyStateMachine ‘
—.{ CurrentState /
Contains the current state of MySubMachine if
. . MyStateMachine is in State1, otherwise a BAD
' MySubMachine status code is assigned to it.
—l{ CurrentState }
IEC
Figure.B.8 — Example of a StateMachineType with a SubStateMachine using inheritTnce

Figure B.8 gives an example of a StateMachineType having a SubStateMachine for its
"State1". For simplicity no effects and causes are shown, as well as type information for the
States or ModellingRules.

The "MyStateMachineType" contains an Object  "MySubMachine" of  type
"AnotherStateMachineType" representing a SubStateMachine. The "State1" references this
Object with a HasSubStateMachine Reference, thus it is a SubStateMachine of "State1".
Since "MySubMachine" is an Object of type "AnotherStateMachineType" it has a Variable
representing the current State. Since it is used as an InstanceDeclaration, no value is
assigned to this Variable.

An Object of "MyStateMachineType", called "MyStateMachine" has Variables for the current
State, but also has an Object "MySubMachine" and a Variable representing the current state
of the SubStateMachine. Since the SubStateMachine is only used when "MyStateMachine" is
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in "State1", a client would receive a Bad_StateNotActive StatusCode when reading the
SubStateMachine CurrentState Variable if "MyStateMachine" is in a different State.

B.5.3 StateMachineType using containment

BaseObjectType No value assigned for the TypeDefinition

For simplicity the Properties of
CurrentState are not shown

FinteStateMachine Type

|

’ : [ CurrentState j

\lyObjectType My StateMachineType

—V GeneratesHBvent

—H Statet 4—‘

/,'

+ MyComponent

MyStateMachine |~

——+ State2 FromState
hal
ToState
\ [ CurrentState j |
Transition1
HasCause ‘ A
HasEffect |

EventType 1
t

MyObject

‘ Contains the current state of MyStateMachine

MyComponent

MyStateMachine

I—O{ CurrentState }
IEC

Figure B.9 — Example of a StateMachineType using containment

Figure B.9 gives an example of an ObjectType not only representing a StateMachine but also
having some other functionality. The ObjectType "MyObjectType" has an Object
"MyComponent" representing this other functionality. But it also contains a StateMachine
"MyStateMachine" of the type "MyStateMachineType". Objects of "MyObjectType" also
contain such an Object representing the StateMachine and a Variable containing the current
state of the StateMachine, as shown in the Figure.

B.5.4 Example of a StateMachine having Transition to SubStateMachine

The StateMachines shown so far only had Transitions between States on the same level, that
is, on the same StateMachine. Of cause, it is possible and often required to have Transitions
between States of the StateMachine and States of its SubStateMachine.
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Because a SubStateMachine can be defined by another StateMachineType and this type can
be used in several places, it is not possible to add a bi-directional Reference from one of the
shared States of the SubStateMachine to another StateMachine. In this case it is suitable to
expose the FromState or ToState References uni-directional, that is, only pointing from the
Transition to the State and not being able to browse to the other direction. If a Transition
points from a State of a SubStateMachine to a State of another sub-machine, both, the

From

State and the ToState Reference, are handled uni-directional.

A Client shall be able to handle the information of a StateMachine if the ToState and
FromState References are only exposed as forward References and the inverse References

are o

mitted.

Figurle B.10 gives an example of a state machine having a transition from a sub-state

state

In Figure B.11, the representation of this example’as StateMachineType in the AddressS
en. The "Transition1", part of the definition of "MyStateMachineType", points t¢ the

is gi
"Stat
expo
Refe
"MyS§

/ State1 \

StateX State2

- >

IEC

Figure B.10 — Example of a StateMachine with Transitions from sub-states

X" of the StateMachineType "AnotherStateMachineType". The Reference is
sed as forward Reference and thelinverse Reference is omitted. Thus, there
rence from the "StateX" _of” "AnotherStateMachineType" to any part
tateMachineType" and "AnotherStateMachineType" can be used in other places as

to a

pace

only

S no
of

ell.
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StateMachine Type — Jr No value assigned for the TypeDefinition

For simplicity the Properties of
[ CurrentState }/ CurrentState are not shown

FiniteStateMachine Type

<

I\/lyQta,te I\/l:r\hinnTy,nn AnatherState I\/l:r\hinnTy,nn
A Y
A

StateX
i State1
—H State2
HasSubStateMachine
ToState
—+  Transition1 | FromState
Reference is
only exposed
Ly uni-directional
~+ MySubMachine
No value assigned
; [ CurreniState

MyStateMachine

Contains the current state of MyStateMachine ‘

CurrentState

Contains the current state of MySubMachine if
\ ) MyStateMachine is in State1, otherwise a BAD
t MySubMachine status code is assigned to it.

—l{ CurrentState j
IEC

ure B.11+~ Example of a StateMachineType having Transition to SubStateMachj|ne
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Annex C
(normative)

File Transfer

C.1 Overview

Annex C describes an information model for file transfer. Files could be modelled in OPC UA
as simple Variables using ByteStrlngs However the overaII message size in OPC UA is

compiination with the FileType. The FileDirectoryType provides Methods to create deletg and
ed by
an instance of the FileDirectoryType with the BrowseName FileSystem. All directories Qelow
the rpot directory are represented by instances of the FileDirectoryType or a subtype. All files

In different situations like transfer of configurationfiles or firmware update, the fileg are
tempprary and an additional handshake is necessaty to create the file for reading or to apply
the |file after writing it to the server. 3This use case is covered by| the
TemporaryFileTransferType defined in Annex C:

Anngx C is an integral part of this document; that is, the types defined in Annex C have }o be
used| as defined. However, it is not required but strongly recommended that a Server|uses
these types to expose its files. The defined types may be subtyped to refine their behaviopr.

C.2 | FileType

C.2.1 General

This ObjectType defines a type for files. It is formally defined in Table C.1.
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Attribute Value

BrowseName [FileType

IsAbstract False

References NodeClass |[BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable Size Uint64 PropertyType Mandatory

HasPyoperty Vartabte Witabte Bootean PropertyFype Meancatory

HasPfoperty Variable UserWritable Boolean PropertyType Mandatory

HasPfjoperty Variable OpenCount Uint16 PropertyType Mandatory

HasPfoperty Variable MimeType String PropertyType Optiongl

HasCpmponent [Method Open Defined in C.2.2 Mandatory

HasCpmponent [Method Close Defined in C.2.3 Mandatory

HasCpmponent |Method Read Defined in C.2.4 Mandatory

HasCpmponent |Method Write Defined in C.2.5 Mandatory

HasCpmponent [Method GetPosition Defined in C.2.6 Mandatory

HasCpmponent |Method SetPosition Defined in C.2.7 Mandatory

Size |defines the size of the file in Bytes. When a filelis opened for write the size might npt be

accurate.

Writdble indicates whether the file is writable. It does not take any user access rightg into
accolnt, i.e. although the file is writable this may be restricted to a certain user / user gfoup.
The Property does not take into account whether the file is currently opened for writing by
another client and thus currently locked and not writable by others.

UserWritable indicates whethercthe file is writable taking user access rights into account| The
Property does not take into @ceount whether the file is currently opened for writing by anpther

clienf and thus currently locked and not writable by others.

OpenCount indicates the number of currently valid file handles on the file.

The ¢ptional Pioperty MimeType contains the media type of the file based on IETF RFC 2046.

Note|thatall Methods on a file require a fileHandle, which is returned in the Open Method

C.2.2

open

Open is used to open a file represented by an Object of FileType. When a client opens a file it
gets a file handle that is valid while the session is open. Clients shall use the Close Method to
release the handle when they do not need access to the file anymore. Clients can open the
same file several times for read. A request to open for writing shall return Bad_NotWritable
when the file is already opened. A request to open for reading shall return Bad_NotReadable

when the file is already opened for writing.

Signature

Byte mode

]
t] UInt32 fileHandle
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Argument Description
mode Indicates whether the file should be opened only for read operations or for read and
write operations and where the initial position is set.
The mode is an 8-bit unsigned integer used as bit mask with the structure defined in the
following table:
Field Bit Description
Read 0 The file is opened for reading. If this bit is not
set the Read Method cannot be executed.
Write 1 The file is opened for writing If this bit is not se
the Write Method cannot be executed.
EraseExisting 2 This bit can only be set if the file is openedfor
writing (Write bit is set). The existing content of
the file is erased and an empty file s, provided.
Append 3 When the Append bit is set the file\is opened at
end of the file, otherwise at begin-of the file. Th¢
SetPosition Method can be used to change the
position.
Reserved 4:7 Reserved for future use./Shall always be zero.
fileHandle A handle for the file used in other method calls indicating not the file (this is done by

the Object of the Method call) but the access request and thus the position in th
The fileHandle is generated by the server and,istnique for the Session. Clients
cannot transfer the fileHandle to another Session but need to get a new fileHang
calling the Open Method.

b file.

le by

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_INotReadable

See |IEC 62541-4 for_a-general description. File might be locked and thus not
readable.

Bad_INotWritable

See IEC 6254 1-4 for a general description.

Bad_ljnvalidState

See IEC 62541-4 for a general description. The file is locked and thus not writalle.

Bad_lnvalidArgument

See IEC.62541-4 for a general description. Mode setting is invalid.

Bad_INotFound

See |[EC 62541-4 for a general description.

Bad_WUnexpectedError

See |IEC 62541-4 for a general description.

Tabl¢ C.2 specdifies the AddressSpace representation for the Open Method.

Table C.2 — Open Method AddressSpace definition

Attripute value
BrowseName Open
References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasProperty Variable InputArguments [Argument[] |[PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] |PropertyType Mandatory
Cc.2.3 Close

Close is used to close a file represented by a FileType. When a client closes a file the handle
becomes invalid.
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) ;

— 140 —

IEC 62541-5:2020 © |IEC 2020

Argument

Description

fileHandle

A handle indicating the access request and thus indirectly the position inside the file.

Methpd-Result Codes (defined i CattService)

Result Code

Description

Bad_lnvalidArgument

See IEC 62541-4 for a general description. Invalid file handle in call;

Tablg C.3 specifies the AddressSpace representation for the Close Methad.

Table C.3 — Close Method AddressSpace definition

Attribute Value
BrowgeName Close
References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] <|PropertyType Mandatory
C.2.4 Read

Read is used to read a part of the file starting from the current file position. The file positi

advapced by the number of bytes read:

Sig:Eture
ad (

[in
[in
[ou

) 14

] UInt32 fileHandle
] Int32 length
t] ByteString data

DN is

Argulpent Description

fiIeHalndIe A handle indicating the access request and thus indirectly the position inside thq file.

Length Defines the length in bytes that should be returned in data, starting from the curfent
pnciﬁr\n of-the-file-handle—H-the-and-offile-tsroached-al-data—until-the-and-ofthe file
is returned. The Server is allowed to return less data than specified length.
Only positive values are allowed.

Data Contains the returned data of the file. If the ByteString is empty it indicates that the
end of the file is reached.
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Method Result Codes (defined in Call Service)

Result Code Description

Bad_lInvalidArgument See IEC 62541-4 for a general description. Invalid file handle in call or non-positive
length.

Bad_UnexpectedError See |IEC 62541-4 for a general description.

Bad_InvalidState

See |IEC 62541-4 for a general description. File was not opened for read access.

Table C.4 specifies the AddressSpace representation for the Read Method.

Table C.4 — Read Method AddressSpace definition

Attrifute Value

BrowgeName Read

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasPfjoperty Variable InputArguments |Argument[] |[PropertyType Mandatory
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatoryj
C.2.5 Write

Writd is used to w

advapced by the number of bytes written.

Sig:rture
rite (

) ;

[in] UInt32 fileHandle
[in] ByteString data

rite a part of the file starting from the €urrent file position. The file position is

Argulpent Description
fiIeHaIndIe A handle indicating the access request and thus indirectly the position inside the file.
data Contains\the data to be written at the position of the file. It is server-dependent whethel the

written\data are persistently stored if the session is ended without calling the Close Method

with the fileHandle.

Wiriting an empty or null ByteString returns a Good result code without any effect on the

file.

Method Result Codes (defined in Call Service)

ResultCode

pescription

Bad_InvalidArgument

See |IEC 62541-4 for a general description. Invalid file handle in call.

Bad_NotWritable

See |IEC 62541-4 for a general description. File might be locked and thus not
writable.

Bad_InvalidState

See IEC 62541-4 for a general description. File was not opened for write access.

Table C.5 specifies the AddressSpace representation for the Write Method.
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Table C.5 — Write Method AddressSpace definition

Attribute Value
BrowseName Write
References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasProperty Variable InputArguments |Argument[] [PropertyType Mandatory
C.2.6 GetPosition
GetPesition-is-used-to-provide-the-current position-of the-file-handie-
Signpture
GetPosition (
[in] UInt32 fileHandle
[out] UInt64 position
)i
Argmrlent Description
fiIeHalndIe A handle indicating the access request and thus'indirectly the position inside thq file.
Positipn The position of the fileHandle in the file. If a Read or Write is called it starts at that
position.

Method Result Codes (defined in Call Service)

Result Code Description

Bad_ljnvalidArgument See |IEC 62541-4 for a\general description. Invalid file handle in call.

Tablg C.6 specifies the AddressSpace representation for the GetPosition Method.

Table C.6 £ GetPosition Method AddressSpace definition

Attrifute Value

BrowgeName GetPasition

References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] |[PropertyType Mandatoryj
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatory

Cc.2.7 SetPosition
SetPosition is used to set the current position of the file handle.

Signature

SetPosition
[in] UInt32 fileHandle
[in] UInt64 position
) ;
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Argument Description
fileHandle A handle indicating the access request and thus indirectly the position inside the file.
Position The position to be set for the fileHandle in the file. If a Read or Write is called it starts

at that position. If the position is higher than the file size the position is set to the end

of the file.

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_

nvalidArgument

See [EC b25471-4 tor a general description. Invalid tile handle in call.

Tablg¢ C.7 specifies the AddressSpace representation for the SetPosition Methogd.

Table C.7 — SetPosition Method AddressSpace definition

Attrifute Value

BrowgeName SetPosition

References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule

HasPfjoperty Variable InputArguments |Argument[] |[PropertyTyp€ Mandatory

C.3 | File System

C.3.1 FileDirectoryType

This |ObjectType defines a type for the representation of file directories. It is formally deffined
in Taple C.8.

It is| expected that OPC UA “Servers will create vendor-specific subtypes of| the
FileOirectoryType with additional' functionalities like Methods for creating symbolic links or
setting access permissions.(OPC UA Clients providing specialized file transfer user interfaces

shou

d be prepared to expose such additional Methods to the user.

Table C.8 - FileDirectoryType

Attridute

Value

BrowgeName

EileDirectoryType

IsAbs}ract

False

References

NodeClass |BrowseName

DataType

TypeDefinition

ModellingRul

Subtype of the FolderType defined in 6.6.

Organizes Object <FileDirectoryName> FileDirectoryType |OptionalPlaceholde
r

Organizes Object <FileName> FileType OptionalPlaceholde
r

HasComponent [Method CreateDirectory Defined in C.3.3 Mandatory

HasComponent |Method CreateFile Defined in C.3.4 Mandatory

HasComponent [Method Delete Defined in C.3.5 Mandatory

HasComponent |Method MoveOrCopy Defined in C.3.6 Mandatory
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Instances of the ObjectType contain a list of FileDirectoryType Objects representing the
subdirectories of the file directory represented by the instance of this ObjectType.

Instances of the ObjectType contain a list of FileType Objects representing the files in the file
directory represented by the instance of this ObjectType.

C.3.2 FileSystem Object

The support of file directory structures is declared by aggregating an instance of the
FileDirectoryType with the BrowseName FileSystem as illustrated in Figure C.1.

Objects

BaseObjectType

FileSystem
:FileDirectory Type

FileType

FolderType

fﬁ FileDirectory Type
" Directory1
:FileDirectory Type
P I

FMS tem

::FileDirectory Type

p

| |
| |
| |
| |
| |
| |
| |
| |
| |
I | . Device1
| |
| |
| |
| |
| |
| |
| |
| |

CreateDirectory } ;ik?A
~FileType
CreateFile
File1
“FileType
MoveOrCopy , "Fli:Iielz$§pe

Figure C.1 — FileSystem example

The [Object representing the root of a file directory structure shall have the BrowseName
FileSystem. An OPC UA Server may have different FileSystem Objects in the AddressSpace.
HasQGomponent istused to reference a FileSystem from aggregating Objects like the Ofjects
Folde¢r or the Qbject representing a device.

C.3.3 CreateDirectory

CreateDirectory is used to create a new FileDirectoryType Qbject aorganized by this Objedqt.

Signature

CreateDirectory (
[in] String directoryName
[out] NodeId directoryNodeId
) 7
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Argument Description

directoryName The name of the directory to create. The name is used for the BrowseName and
DisplayName of the directory object and also for the directory in the file system.

For the BrowseName, the directoryName is used for the name part of the
QualifiedName. The namespace index is Server specific.

For the DisplayName, the directoryName is used for the text part of the
LocalizedText. The locale part is Server specific.

directoryNodeld The Nodeld of the created directory Object.

Methiod Result Codes (defined in Call Service)

Result Code Description

Bad_BrowseNameDuplicated See IEC 62541-4 for a general description. A directory with the mame alreadly
exists.

Bad_WUserAccessDenied See |IEC 62541-4 for a general description.

Tablg C.9 specifies the AddressSpace representation for the CreateDirectory Method.

Table C.9 — CreateDirectory Method AddressSpace definition

Attrifute Value

BrowgeName CreateDirectory

References NodeClass |(BrowseName DataType\\ |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] |[PropertyType Mandatoryj
HasPfjoperty Variable OutputArguments |Argument[] |PropertyType Mandatory

C.3.4 CreateFile

CreafeFile is used to create a néw-FileType Object organized by this Object. The created|file
can be written using the WritesMethod of the FileType.

Signpture

ClreateFile (

[in] Stwing fileName

[in] Beolean requestFileOpen
[outfsNodeId fileNodeId

[eaxt] UInt32 fileHandle

)G
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Argument Description

fileName The name of the file to create. The name is used for the BrowseName and DisplayName of the
file object and also for the file in the file system.

For the BrowseName, the fileName is used for the name part of the QualifiedName. The
namespace index is Server specific.

For the DisplayName, the fileName is used for the text part of the LocalizedText. The locale
part is Server specific.

requestFileOpen [Flag indicating if the new file should be opened with the Write and Read bits set in the open
mode after the creation of the file. If the flag is set to True, the file is created and opened for
writing. If the flag is set to False, the file is just created.

fi|eNcIrlnlrl The-Nodeld-eof-the-created-file f’\l\linnf_

fiIeHaIndIe The fileHandle is returned if the requestFileOpen is set to True.

Y

The fileNodeld and the fileHandle can be used to access the new file through the 'RileTyp
Object representing the new file.

If requestFileOpen is set to False, the returned value shall be 0 and shall be ighored by the
caller.

Method Result Codes (defined in Call Service)

Result Code Description

Bad_BrowseNameDuplicated See |IEC 62541-4 for a general description® A file with the name already exidts.

Bad_WserAccessDenied See |IEC 62541-4 for a general description.

Tablg C.10 specifies the AddressSpace represeniation for the CreateFile Method.

Table C.10 — CreateFile Method AddressSpace definition

Attrigute Value

BrowgeName CreateFile

References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] |[PropertyType Mandatory
HasPfoperty Variable OutputArguments |Argument[] |PropertyType Mandatoryj

C.3.5 Delete
Delete is used‘to delete a file or directory organized by this Object.

SignEture
\

[in] NodeId objectToDelete
) ;

Argument Description

objectToDelete The Nodeld of the file or directory to delete.

In the case of a directory, all file and directory Objects below the directory to delete
are deleted recursively.
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Method Result Codes (defined in Call Service)

Result Code

Description

Bad_NotFound

Nodeld is not organized by this object.

See IEC 62541-4 for a general description. A file or directory with the provided

Bad_InvalidState

thus cannot be deleted.

See |IEC 62541-4 for a general description. The file or directory is locked and

Bad_UserAccessDenied

See |IEC 62541-4 for a general description.

Tablg€ttspecifrestheAddressSpacerepresentationfortheBefete Method——

Table C.11 — Delete Method AddressSpace definition

Attrigute Value

BrowgeName Delete

References NodeClass |BrowseName DataType |TypeDefinition ModellingRule
HasPfoperty Variable InputArguments |Argument[] [PropertyType Mandatory

C.3.6 MoveOrCopy

MovgOrCopy is used to move or copy a file or directory organized by this Object to anpther
direcfory or to rename a file or directory.

Singture
veOrCopy (

[in] NodeId objectToMdveOrCopy
[in] NodeId targetbixectory
[in] Boolean createC@opy
[in] String newName
[out] NodeId newNodeId
) ;
Argument Description

objec{ToMoveOrCopy

The Nodeld of the file or directory to move or copy.

targefDirectory

The Nodeld of the target directory of the move or copy command. If the file or
directory is just renamed, the targetDirectory matches the Objectld passed to th
method call.

%

creatgCopy

A flag indicating if a copy of the file or directory should be created at the target

directory.

newNarmme T e TTew TTame of the fiteor airectory i the mew focatiom. e strimg s empty; the
name is unchanged.

newNodeld The Nodeld of the moved or copied object. Even if the Object is moved, the Server

may return a new Nodeld.
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Result Code

Description

Bad_BrowseNameDuplicated

See IEC 62541-4 for a general description. A file or directory with the name
already exists.

Bad_NotFound

See |IEC 62541-4 for a general description. A file or directory with the provided
Nodeld is not organized by this object.

Bad_InvalidState

See IEC 62541-4 for a general description. The file or directory is locked and
thus cannot be moved or copied.

Bad_UserAccessDenied

See |IEC 62541-4 for a general description.

Tablg C.12 specifies the AddressSpace representation for the MoveOrCopy Method.,

Table C.12 — MoveOrCopy Method AddressSpace definition

Attrifute Value

BrowgeName MoveOrCopy

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] |[PropertyType Mandatoryj
HasPfjoperty Variable OutputArguments |Argument[] |PropertyTypé Mandatory

C.4 | Temporary file transfer

c.4.1 TemporaryFileTransferType

This [ObjectType defines a type for the representation of temporary file transfers. It is formally

defined in Table C.13. The Methods GenerateFileForRead or GenerateFileForWrite gen
a temporary FileType Object that is not browseable in the AddressSpace and can on

acce

5sed with the Nodeld and FileFandle returned by the Methods in the same Session.

Objegt is used to transfer the temporary file between OPC UA Client and Server.

Table C.13 — TemporaryFileTransferType

crate
y be
This

AttriQute

Value

BrowgeName

TempararyFileTransferType

IsAbsfract False

References NodeClass |[BrowseName DataType |TypeDefinition ModellingRule

Subtypecof the BaseObjectType defined in 6.2.

HasPtfoperty artabte tCiicutF‘.uwaaiuyTimcuu Boration PropertyFype tamdatory

HasComponent |Method GenerateFileForRead Defined in C.4.3 Mandatory

HasComponent |Method GenerateFileForWrite Defined in C.4.4 Mandatory

HasComponent |Method CloseAndCommit Defined in C.4.5 Mandatory

HasComponent |Object <TransferState> _File:rTransferStateMach OptionalPlaceholder
ineType

The Property ClientProcessingTimeout defines the maximum time in milliseconds the Server
accepts between Method calls necessary to complete a file read transfer or a file write
transfer transaction. This includes the Method calls to read or write the file content from the
virtual temporary FileType Object. If the Client exceeds the timeout between Method calls, the
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Server may close the file and cancel the corresponding transfer transaction. Any open
temporary transfer file shall be deleted if the Session used to create the file is no longer valid.

The TransferState Objects are used to expose the state of a transfer transaction in the case
that the preparation of a file for reading or the processing of the file after writing completes
asynchronously after the corresponding Method execution. If the transactions are completed
when the Method is returned, the optional TransferState Objects are not available. A Server
may allow more than one parallel read transfer. A Server may not allow more than one write
transfer or a parallel read and write transfer.

C.4.2 File transfer sequences

The [sequence of Method calls necessary to execute a read file transfer transactipn is
illustfated in Figure C.2.

OPC UA Client FileTransfer Object1 TemporaryFile

GenerateFileForRead() :

»!
»

i i
| |
| I
! Read() :
L 1 =l
| Read() |
' ! >
| Close() |
| | a
i |
| |

IEC
Figure C.2 — Read file transfer-example sequence

The fead file transfer transaction is started with the Method GenerateFileForRead defingd by
the TemporaryFileTransferType. After a successful call of this Method, the Client readp the
file gontent by calling the Method Read defined by the FileType until the whole file is
transferred from the Server to the Client. The transaction is completed by calling the M¢thod
Clos¢ defined by the FileType.

The [sequence of Method calls’ necessary to execute a write file transfer transactipn is
illustrated in Figure C.3.

OPC UA Client FileTransfer Object2 TemporaryFile

GenerateFile ForWrite() :

»
»

Write()

ol Liaal Y.
CIOSEANTTOMMMTT

e __w_____ |

:
|
i
| Write()
i
|
|
|

. A B

IEC
Figure C.3 — Write file transfer example sequence

The write file transfer transaction is started with the Method StartWriteTransfer defined by the
TemporaryFileTransferType. After a successful call of this Method, the Client writes the file
content by calling the Method Write defined by the FileType until the whole file is transferred
from the Client to the Server. The transaction is completed by calling the Method
CloseAndCommit defined by the TemporaryFileTransferType. If the Client wants to abort the
operation it uses the Close Method of the temporary FileType Object.
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GenerateFileForRead

2020

GenerateFileForRead is used to start the read file transaction. A successful call of this
Method creates a temporary FileType Object with the file content and returns the Nodeld of
this Object and the file handle to access the Object.

Signature
GenerateFileForRead (
[in] BaseDataType generateOptions
[out] NodeId fileNodeId
[outl—UTInt32 £ilallandl
[out] NodeId completionStateMachine
) ;
Argument Description

generpteOptions

The optional parameter can be used to specify server specific(file generation op
To allow such options, the Server shall specify a concrete RataType in the Argu.
Structure for this argument in the instance of the Method.

If the DataType is BaseDataType, the Client shall pass| Null for this argument.

Examples for concrete DataTypes are

OptionsSet  Used to provide a bit mask for file content selection
String Can be used to provide astring filter or a regular expression
Structure Can be used to provide a structure with create settings, e.g. to

create a report

Enumeration Can be used to'provide a list of options

ions.
ment

fileNodeld Nodeld of the temporary file.
fileHalndle The fileHandle of the opened TransferFile.

The fileHandle can be\used to access the TransferFile Methods Read and Close]
completionStateMachine If the creation of-the file is completed asynchronously, the parameter returns thq

Nodeld of the €orresponding FileTransferStateMachineType Object.
If the creation of the file is already completed, the parameter is null.

If a RileFransferStateMachineType Object Nodeld is returned, the Read Method
the file-fails until the TransferState changed to ReadTransfer.

Method Result Codes (defined in Call Service)

Resu

t Code

Description

Bad_

UserActessDenied

See |IEC 62541-4 for a general description.

Table C.14 specifies the AddressSpace representation for the GenerateFileForRead Method.

Table C.14 — GenerateFileForRead Method AddressSpace definition

Attribute Value

BrowseName StartReadTransfer

References NodeClass |BrowseName DataType |TypeDefinition ModellingRule
HasProperty Variable InputArguments [Argument[] |[PropertyType Mandatory
HasProperty Variable OutputArguments |Argument[] |PropertyType Mandatory
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C.4.4 GenerateFileForWrite

GenerateFileForWrite is used to start the write file transaction. A successful call of this
Method creates a temporary FileType Object and returns the Nodeld of this Object and the file
handle to access the Object.

Signature

GenerateFileForWrite (

[in] BaseDataType generateOptions
[out] NodeId fileNodeId
[ w+—] It 32 £ Hoxndl
) ;
Argument Description

generpteOptions

The optional parameter can be used to specify server specific fileygeneration op
To allow such options, the Server shall specify a concrete DataType in the Argu.
Structure for this argument in the instance of the Method.

If the DataType is BaseDataType, the Client shall pass Nulk for this argument.
Examples for concrete DataTypes are
OptionsSet  Used to provide a bit mask for file use selection

Structure Can be used to provide a strueture with create settings, e.g.
firmware update settings

Enumeration Can be used to providé a list of options like file handling optiof

ions.
ment

(2]

fileNodeld

Nodeld of the temporary file.

fileHandle

The fileHandle of the opened, TransferFile.

The fileHandle can be usedito access the TransferFile Methods Write and Close€

Method Result Codes (defined in Call Service)

Result Code

Description

Bad_WUserAccessDenied

See |IEC62541-4 for a general description.

Tablg C.15 specifies the AddressSpace representation for the GenerateFileForWrite Meth

Table CA5= GenerateFileForWrite Method AddressSpace definition

od.

Attrifute Value

BrowgeName StartWriteTransfer

References NodeClass |(BrowseName DataType |TypeDefinition ModellingRule
HasP{operty Variable OutputArguments |[Argument[] [PropertyType Mandatory

C.4.5 CloseAndCommit

CloseAndCommit is used to apply the content of the written file and to delete the temporary
file after the completion of the transaction.

Signature

CloseAndCommit (
UInt32 fileHandle
NodeId completionStateMachine

[in]
[out]

) ;
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Argument Description
fileHandle The fileHandle used to write the file.
completionStateMachine If the processing of the file is completed asynchronously, the parameter returns the

Nodeld of the corresponding FileTransferStateMachineType Object.
If the processing of the file is already completed, the parameter is null.

If a FileTransferStateMachineType Object Nodeld is returned, the processing is in
progress until the TransferState changed to /dle.

Method Result Codes (defined in Call Service)

Result Code Description

Bad_WserAccessDenied See |IEC 62541-4 for a general description.

Tablg C.16 specifies the AddressSpace representation for the CloseAndCommit Method.

Table C.16 — CloseAndCommit Method AddressSpace_definition

Attrifute Value

BrowgeName CloseAndCommit

References NodeClass |BrowseName DataType |[TypeDefinition ModellingRule
HasPfoperty Variable InputArguments [Argument[] |[PropertyType Mandatoryj
HasPfjoperty Variable OutputArguments |Argument[}\ |PropertyType Mandatory

C.4.6 FileTransferStateMachineType

The g$tates of the file transfer state machihe are shown in Figure C.4.

ReadPrepare

ReadTransfer

GenerateFileForRead

Method called Error during file preparation

File preparation finished

File Close Method called

Error during read transfer
Error

CloseAndCommit Method called

T

ApplyingWrite

Error during applying write

Apply finished

Reset

IEC
Figure C.4 — File transfer States

The FileTransferStateMachineType and the related type are illustrated in Figure C.5.
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—N—[ ClientProcessingTimeout J
‘ FileTransferStateMachine:
‘ <TransferState> &
GenerateFileForRead HasCause — FileTransferStateMachine Type
: beneratekllew
TransitionType: ) ) InitialState Ty pes
IdleToReadPrepare ‘ ' Idle
CloseAndCommit
TransitionType: ‘ ) StateType:
ReadPrepareToReadTransfer | ‘ ReadPrepare
TransitionType: ) . StateType:
ReadTransferToldle ‘ ‘ ReadTransfer
L TransitionType: ) ) StateType:
HasCause IdleT oApplyWrite ) 7 ApplyingWrite
TransitionType: ) ) StateType:
ApplyWriteToldle ‘ ' Error
TrapsitionType: )
ReadPrepareToError
TransitionType: )
ReadTransferToError ‘
TransitionType: )
ApplyWriteT oError ‘
TransitionType: ) ,
ErrorToldle ‘ i Rt

This
trans|
Tabl

HasCause

Figure C.5 - FileTransferStateMachineType

ObjectType_defines the StateMachine for asynchronously processing of temporar
ers. lt(is" formally defined in Table C.17. The transitions are formally defing

C.18:

IEC

d

U file

in
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Table C.17 — FileTransferStateMachineType

Attribute Value
BrowseName [FileTransferStateMachineType
IsAbstract False
References NodeClass |[BrowseName DataType TypeDefinition ModellingRule

Subtype of the FiniteStateMachineType defined in B.4.5.

HasComponent |Object Idle InitialStateType
HasComponent |Object ReadPrepare StateType
HasCpmponent |Object ReadTransfer StateType
HasCpmponent |Object ApplyWrite StateType
HasCpmponent |Object Error StateType
HasCpmponent |Object IdleToReadPrepare TransitionType
HasCpmponent |Object ReadPrepareToReadTransfer TransitionType
HasCpmponent |Object ReadTransferToldle TransitienType
HasCpmponent |Object IdleToApplyWrite TransitionType
HasCpmponent |Object ApplyWriteToldle TransitionType
HasCpmponent |Object ReadPrepareToError TransitionType
HasCpmponent |Object ReadTransferToError TransitionType
HasCpmponent |Object ApplyWriteToError TransitionType
HasCpmponent |Object ErrorToldle TransitionType
HasCpmponent |Method Reset Defined in C.4.7
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Table C.18 — FileTransferStateMachineType transitions

BrowseName References BrowseName TypeDefinition

Transitions

IdleToReadPrepare FromState Idle StateType
ToState ReadPrepare StateType
HasEffect TransitionEventType

ReadPrepareToReadTransfer FromState ReadPrepare StateType
ToState ReadTransfer StateType
HasEffect TransitionEventType

ReadJransferToldle FromState ReadTransfer StateTypé
ToState Idle Statelype
HasEffect TransitionEventType

IdleTgApplyWrite FromState Idle StateType
ToState ApplyWrite StateType
HasEffect TransitionEventType

ApplyWriteToldle FromState ApplyWrite StateType
ToState Idle StateType
HasEffect TransitionEVentType

ReadlPrepareToError FromState ReadPrepare StateType
ToState Error StateType
HasEffect TransitionEventType

ReadJransferToError FromState ReadTransfer StateType
ToState Error StateType
HasEffect TransitionEventType

ApplyWriteToError FromState ApplyWrite StateType
ToState Error StateType
HasEffect TransitionEventType

Errorfoldle FromState Error StateType
ToState Idle StateType
HasEffect TransitionEventType

C.4.7 Reset

Reset is used to reset the Error state of a FileTransferStateMachineType Object.

Signature

Reset () ;



https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

D.1

- 156 — IEC 62541-5:2020 © |IEC 2020

Annex D
(normative)

DataTypeDictionary

Overview

Annex D defines a way to provide encoding information for custom DataTypes. In previous
releases of the specification this approach was defined in IEC 62541-3. In |IEC 62541-3 a

simplified—approach—is—row—definred—havirg—a—DataFrpeDefirition—Atiribute—en—the—DataType
Nodd. The approach using DataTypeDictionaries is provided for backwards compatibility and
in cgdse some specific requirements cannot be fulfilled with the simplified approach.|It is
recommended to only use the approach using the DataTypeDefinition Attribute.
D.2 | Data Type Model
IEC $2541-3 defines the data type model. A DataType points™to one or several
DatallypeEncoding Objects. The approach of DataTypeDictionaries gxtends this model|(see
Figune D.1). The DataTypeEncoding Object points to exactly one Variable of |type
DatallypeDescriptionType. The DataTypeDescription Variable belongs to a
DatallypeDictionary Variable.
DataType
\ Each DataType can have
several\DataTypeEncoding,
e.g. “Default’, “UA Binary”,
and “XML”
h 4
Object Object Object
of ObjectType of ObjectType of ObjectType
DataTypeEncodingType DataTypeEncodingType DataTypeEncodingType
Several DataTypeEncoding can point
v to the same DataTypeDescription, v
Variable e.g. “Default” and “UA Binary” Variable
of VariableType of VariableType
DataTypeDescriptionType \ DataTypeDescriptionType
\ Value identifies the description
v of the data type in the v
DataTypeDictionary
Variable Variable
of VariableType of VariableType
DataTypeDictionaryType DataTypeDictionaryType
v v
Object Object
of ObjectType of ObjectType
DataTypeSystemType DataTypeSystemType
IEC

Figure D.1 — DataType model
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The DataTypeDictionary describes a set of DataTypes in sufficient detail to allow Clients to
parse/interpret Variable Values that they receive and to construct Values that they send. The
DataTypeDictionary is represented as a Variable of type DataTypeDictionaryType in the
AddressSpace, the description about the DataTypes is contained in its Value Attribute. All
containing DataTypes exposed in the AddressSpace are represented as Variables of type
DataTypeDescriptionType. The Value of one of these Variables identifies the description of a
DataType in the Value Attribute of the DataTypeDictionary.

The DataType of a DataTypeDictionary Variable is always a ByteString. The format and
conventions for defining DataTypes in this ByteString are defined by DataTypeSystems.
DataTypeSystems are identified by Nodelds They are represented in the AddressSpace as
Objef yP arypesy p
Data TypeD/ct/onary references a DataTypeSystem Object to |dent|fy their DataTypeSystegm.

A clignt shall recognize the DataTypeSystem to parse any of the type description.nformation.
OPC|UA Clients that do not recognize a DataTypeSystem will not be able to.interpret its| type
descfiptions, and consequently, the values described by them. In thesescases, Clients
interpret these values as opaque ByteStrings.

OPC| Binary and W3C XML Schema are examples of DataTypeSystems. The OPC Bjnary
DatallypeSystem is defined in Annex E. OPC Binary uses XML to describe binary data vdlues.
W3C| XML Schema is specified in XML Schema Part 1 and XML\Schema Part 2.

D.3 | DataTypeDictionary, DataTypeDescription; DataTypeEncoding and
DataTypeSystem

A DgtaTypeDictionary is an entity that containssa set of type descriptions, such as an|XML
schema. DataTypeDictionaries are defiped as Variables of the VariablegType
DatallypeDictionaryType.

A DptaTypeSystem specifies the _format and conventions for defining DataTypds in
DatallypeDictionaries. DataTypeSystems are defined as Objects of the ObjeclType
DatallypeSystemType.

The |ReferenceType used to relate Objects of the ObjectType DataTypeSystemType to
Varigbles of the Variablellype DataTypeDictionaryType is the HasComponent Referencelype.
Thus| the Variable is~always the TargetNode of a HasComponent Reference; this|is a
requirement for Varjablés. However, for DataTypeDictionaries the Server shall always prpvide
the inverse Reference, since it is necessary to know the DataTypeSystem when procesgsing
the DataTypeDictionary.

Charlges/may be a result of a change to a type description, but it is more likely that dicti¢gnary

chanpes afe a result of the addition or deletion of type descriptions. This includes chgnges
made i i i ion | i arts.

Clients may subscribe to the DataTypeVersion Property to determine if the
DataTypeDictionary has changed since it was last read.

The Server may, but is not required to, make the DataTypeDictionary contents available to
Clients through the Value Attribute. Clients should assume that DataTypeDictionary contents
are relatively large and that they will encounter performance problems if they automatically
read the DataTypeDictionary contents each time they encounter an instance of a specific
DataType. The client should use the DataTypeVersion Property to determine whether the
locally cached copy is still valid. If the client detects a change to the DataTypeVersion, then it
shall re-read the DataTypeDictionary. This implies that the DataTypeVersion shall be updated
by a Server even after restart since Clients may persistently store the locally cached copy.

The Value Attribute of the DataTypeDictionary containing the type descriptions is a ByteString
whose formatting is defined by the DataTypeSystem. For the "XML Schema"
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DataTypeSystem, the ByteString contains a valid XML Schema document. For the "OPC
Binary" DataTypeSystem, the ByteString contains a string that is a valid XML document. The
Server shall ensure that any change to the contents of the ByteString is matched with a
corresponding change to the DataTypeVersion Property. In other words, the client may safely
use a cached copy of the DataTypeDictionary, as long as the DataTypeVersion remains the
same.

DataTypeDictionaries are complex Variables which expose their DataTypeDescriptions as
Variables using HasComponent References. A DataTypeDescription provides the information
necessary to find the formal description of a DataType within the DataTypeDictionary. The
Value of a DataTypeDescription depends on the DataTypeSystem of the DataTypeDictionary.
Whe 1

Like DataTypeDictionaries each DataTypeDescription provides the Property DataTypeVersion
indicating whether the type description of the DataType has changed. €hanges tq the

this
Datal|lypeDescription, then the next data change Notification sent for'the Variable will contain
a stajus that indicates the change in the DataTypeDescription.

DatallypeEncoding Objects of the DataTypes reference their DataTypeDescriptions of the
DatafTypeDictionaries using HasDescription References.cServers shall provide the inyerse
Refefences that relate the DataTypeDescriptions back €o the DataTypeEncoding Objectq. If a
Datallype Node is exposed in the AddressSpace, it,shall provide its DataTypeEncodingg and
if a QataTypeDictionary is exposed then it should expose all of its DataTypeDescriptions.|Both
of these References shall be bi-directional.

Figune D.2 provides an example of how DataJypes are modelled in the AddressSpace.
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DataType

7 \
(HasEncodingj (HasEncoding) G—lasEncoding)\(HasEncoding)

Object Object Object Object
Default Binary UA Binary Default XML EDDL XML
of ObjectType of ObjectType of ObjectType of ObjectType
DataTypeEncodingType | | DataTypeEncodingType DataTypeEncodingType DataTypeEncodingType
I
HasDescription } ( HasDescription } HasDescription HasDescription
V& D 2 D 2
Variable Variable Variable
Int32 Int32 Int32
of VariableType of VariableType of VariableType
bataTypeDescriptionType DataTypeDescriptionType DataTypeDesectiptionType

HasComponent

HasComponent

HasComponent

Variable Variable Variable
BasicTypes BasicXMLTypes BasicEDDLTypes
of VariableType of VariableType of VariableType
DataTypeDictionaryType DataTypeDictionaryType DataTypeDictionaryType
1 N /
( HasComponent ] ( HasComponent) ( HasComponent)
Object Object
OPC Binary XML Schema
of ObjectType of ObjectType
DataTypeSystemType DataTypeSystemType
IHc

Figure D.2"=-Example of DataType modelling

In some scenarios an OPC UA“Server may have resource limitations which make it impragtical
to expose large DataTypeDijctionaries. In these scenarios the Server may be able to prpvide
acceps to descriptions for individual DataTypes even if the entire dictionary cannot be fead.
For this reason, this_document defines a Property for the DataTypeDescription dalled
DictipnaryFragment~~/This Property is a ByteString that contains a subset of| the
Data|lypeDictionary which describes the format of the DataType associated with the
Data[lypeDesecription. Thus, the Server splits the large DataTypeDictionary into several gmall
parts|and Clients can access without affecting the overall system performance.

Howgver, Servers should provide the whole DataTypeDictionary at once if this is possible] It is
typically more efficient to read the whole DataTlypeDictionary at once instead of reading
individual parts.

D.4 AddressSpace organization

In 8.2.9 the standard Object is introduced as entry point for DataTypes that the Server wishes
to expose in the AddressSpace. When using DataTypeSystems and DataTypeDictionaries
those Nodes can be referenced by this Object as well. The standard Object uses Organizes
References to reference Objects of the DataTypeSystemType representing
DataTypeSystems. Referenced by those Objects are DataTypeDictionaries that refer to their
DataTypeDescriptions. However, it is not required to provide the DataTypeSystem Objects,
and the DataTypeDictionary need not provided.
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Because DataTypes are not related to DataTypeDescriptions using Hierarchical References,
DataType Nodes should be made available using Organizes References pointing either
directly from the "DataTypes" Object to the DataType Nodes or using additional Folder
Objects for grouping purposes. The intent is that all DataTypes of the Server exposed in the
AddressSpace are accessible following Hierarchical References starting from the "DataTypes"
Object. However, this is not required.

Figure D.3 illustrates this hierarchy using the "OPC Binary" and "XML Schema" standard
DataTypeSystems as examples. Other DataTypeSystems may be defined under this Object.

ﬁhjnr‘f
“DataTypes”

- )

Organizes

Organizes

Organizes

v v
Object Object DataType
“OPC Binary” “XML Schema” “Int32”
R R y o - o \4 _— -
[HasComponent] HasComponent [HasComponent] [HasComponent] [ HasEncoding ]
Variable Variable Variable Variable
‘OPCDict_1" “OPCDict_2” “Devit.xsd” “Dev_2.xsd”

HasComponent

HasComponent

A 4

Variable

Variable

“‘DTDesc1”

“‘DTDesc1”

HasDescription

Object
“Default Binary”

IEC
Figure D.3 — DataTypes organization

Each| DataTypeSystem Object is related to its DataTypeDictionary Nodes {ising
HasGomponent)-References. Each DataTypeDictionary Node is related to| its
Data|lypeDescription Nodes using HasComponent References. These References indicate
that fhe DataTypeDescriptions are defined in the dictionary.

In th
Reference. The DataType uses the non-hierarchical HasEncoding Reference to point to its
default encoding, which references a DataTypeDescription using the non-hierarchical
HasDescription Reference.

oxamnle the "DataTvnas" Obisctreferences-the DataTvung "lnt32" ucsina an Oraa hizes
SHRP+He—A Hata--yo ] +—HB+8+8h HHe—eHa-HpP HHo<—uSHig—ah +g&

In case DataTypeSystems are used, the standard Objects "OPC Binary" and "XML Schema"
defined in D.5.5 and D.5.6 are connected via an Organizes Reference from the "DataTypes"
Object.
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D.5

D.5.1

Node definitions

HasDescription

- 161 -

The HasDescription ReferenceType is a concrete ReferenceType and can be used directly. It
is a subtype of NonHierarchicalReferences.

The semantic of this ReferenceType is to reference the DataTypeDescription of a
DataTypeEncoding.
The SourceNode of References of this typne shall be an QObject of the

J J

DatallypeEncodingType or one of its subtypes.

The

TargetNode of this ReferenceType shall

Data|lypeDescriptionType or one of its subtypes.

be a Variable of

Its representation in the AddressSpace is specified in Table D.1.

Table D.1 — HasDescription ReferenceType

ﬂhjnr\nype

the MariableType

Attributes

Value

BrowgeName

HasDescription

InvergeName

DescriptionOf

Symnjetric False

IsAbs}ract False

References NodeClass BrowseName Comment
D.5.2 DataTypeDictionaryType

The

It is flormally defined in Table D,2;

Table D.2 — DataTypeDictionaryType definition

DataTypeDictionaryType VariableType is used as the type for the DataTypeDictionaries.

Attribute

Value

BrowgeName

DataTypeDictionaryType

IsAbsfract False
ValueRank -1 (-1 = Scalar)
DataTlype ByteString

Referen.ces_‘.N.o.d.anass_l.B.ngN.a.m.e

[DataType

[TypeDefinition |ModellingRule

Subtype of the BaseDataVariableType defined in 7.4.

HasProperty Variable DataTypeVersion |String PropertyType Optional
HasProperty Variable NamespaceUri String PropertyType Optional
HasProperty Variable Deprecated Boolean Property Type Optional

The Property DataTypeVersion is explained in D.3.

The NamespaceUri is the URI for the namespace described by the Value Attribute of the
DataTypeDictionary. This is not always the same as the NamespaceUri of the DataType

Nodeld.
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The Deprecated Property is used to indicate that all of the DataType definitions represented
by the DataTypeDictionaryType are available through a DataTypeDefinition Attribute. Servers
that provide DataType definitions as a DataTypeDefinition Attribute and through a
DataTypeDictionaryType shall expose this Property.

D.5.3 DataTypeDescriptionType

The DataTypeDescriptionType  VariableType is used as the type for the
DataTypeDescriptions. It is formally defined in Table D.3.

Table D.3 — DataTypeDescriptionType definition

Attribute Value
BrowgeName DataTypeDescriptionType
IsAbsfract False
ValueRank -1 (-1 = Scalar)
DataTlype String
References NodeClass |BrowseName DataType TypeDefinition ModellingRdile
Subtype of the BaseDataVariableType defined in 7.4.
HasPfoperty Variable DataTypeVersion String PropertyType Optional
HasPfjoperty Variable DictionaryFragment ByteString PropertyType Optional

The Properties DataTypeVersion and DictionaryFragment are explained in D.3.

D.5.4 DataTypeSystemType

The DataTypeSystems ObjectType is used as type for the DataTypeSystems. There afe no
Refefences specified for this ObjectTypé€’ It is formally defined in Table D.4.

Table D.4 ~DataTypeSystemType definition

Attribute Value
BrowgeName DataTypeSystemType
IsAbs}ract False
References |NodeCIass BrowseName DataType TypeDefinition ModellingRulg
Subtype of the BaseObjectType defined in 6.2.

D.5.51 OPC Binary

OPC Binary is a standard DataTypeSystem defined by OPC. It is represented in the
AddressSpace by an Object Node. The OPC Binary DataTypeSystem is defined in
IEC 62541-3. OPC Binary uses XML to describe complex binary data values. The "OPC
Binary" Object is formally defined in Table D.5.

Table D.5 — OPC Binary definition

Attribute Value
BrowseName OPC Binary
References NodeClass BrowseName Comment

HasTypeDefinition ObjectType DataTypeSystemType Defined in D.5.4
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D.5.6 XML Schema

XML Schema is a standard DataTypeSystem defined by the W3C. It is represented in the
AddressSpace by an Object Node. XML Schema documents are XML documents whose xmlns
attribute in the first line is:

schema xmins =http://www.w3.0rg/1999/XMLSchema
The "XML Schema" Object is formally defined in Table D.6.

Table D.6 — XMl Schema definition

Attribute Value
BrowgeName XML Schema
References NodeClass BrowseName Comment

HasTypeDefinition ObjectType DataTypeSystemType Defined'in D.5.4



http://www.w3.org/1999/XMLSchema
https://iecnorm.com/api/?name=a372fcd9cbc6a8d425a2ea565fe14950

- 164 — IEC 62541-5:2020 © |IEC 2020

Annex E
(normative)

OPC Binary Type Description System

E.1 Concepts

The OPC Binary XML Schema defines the format of OPC Binary TypeDictionaries. Each OPC
Blnary TypeD/ct/onary is an XML document that contains one or more TypeDescr/pt/ons that

knowledge of a partlcular bmary encoding can use the OPC Blnary TypeDescr/ptlcn to
interpret or construct a value.

The PPC Binary Type Description System does not define a standard mechanism to encode
data|in binary. It only provides a standard way to describe an existing binary| encoding. Many
binary encodings will have a mechanism to describe types that could be‘vencoded; howgver,
thesg descriptions are useful only to applications that have knowledge, of.the type description
systgm used with each binary encoding. The OPC Binary Type De&scription System|is a
generic syntax that can be used by any application to interpret any-binary encoding.

The PPC Binary Type Description System was originally defihed in the OPC Complex |Data
Spedification. The OPC Binary Type Description System described in Annex E is |quite
diffefent and is correctly described as the OPC Binary Type’Description System Version 2.0.

Each| TypeDescription is identified by a TypeName which shall be unique withifl the
TypelDictionary that defines it. Each TypeDictiohary also has a TargetNamespace wWwhich
shou|d be unique among all OPC Binary TypeDictionaries. This means that the TypeName
qualified with the TargetNamespace for the(dictionary should be a globally-unique identifier
for a|TypeDescription.

Figune E.1 illustrates the structure of an OPC Binary TypeDictionary.

Imports
————————

TypeDictionary TypeDictionary

Contains
|

TypeDescription

T
Is Subtype Of References

OpaqueType

StructuredType

T
Is Subtype Of
\

T
Contains

!

EnumeratedType

FieldType

IEC

Figure E.1 — OPC Binary Dictionary structure

Each binary encoding is built from a set of opaque building blocks that are either primitive
types with a fixed length or variable-length types with a structure that is too complex to
describe properly in an XML document. These building blocks are described with an
OpaqueType. An instance of one of these building blocks is a binary-encoded value.
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The OPC Binary Type Description System defines a set of standard OpaqueTypes that all
OPC Binary TypeDictionaries should use to build their TypeDescriptions. These standard type
descriptions are described in Clause E.3.

In some cases, the binary encoding described by an OpaqueType may have a fixed size
which would allow an application to skip an encoded value that it does not understand. If that
is the case, then the LengthinBits attribute should be specified for the OpaqueType. If authors
of TypeDictionaries need to define new OpaqueTypes that do not have a fixed size, then they
should use the documentation elements to describe how to encode binary values for the type.
This description should provide enough detail to allow a human to write a program that can
interpret instances of the type.

A St
Field
field

E.2.4.

An E|
of w
semd

E.2

E.2.1

The
comp

ucturedType breaks a complex value into a sequence of values that are described
Type. Each FieldType has a name, type and a number of qualifiers that specify whe
s used and how many instances of the type exist. A FieldType is described,complet

numeratedType describes a numeric value that has a limited set of)poSsible values,
nich has a descriptive name. EnumeratedTypes provide a convenient way to ca
ntic information associated with what would otherwise be an opaque numeric value.

Schema description

TypeDictionary

TypeDictionary element is the root element of an OPC Binary Dictionary.
onents of this element are described in Table'E.1.

Table E.1 — TypeDictionary components

by a
h the
bly in

each
bture

The

Name Type Description

Docu

nentation Documentation An(element that contains human-readable text and XML that provides
overview of what is contained in the dictionary.

an

Impor

ImportDirective[l:\-|Zero or more elements that specify other TypeDictionaries that are
referenced by StructuredTypes defined in the dictionary. Each imporf
element specifies the NamespaceUri of the TypeDictionary being
imported. The TypeDictionary element shall declare an XML namesp
prefix for each imported namespace.

HCce

Targe

tNamespace |xs:string Specifies the URI that qualifies all TypeDescriptions defined in the
dictionary.

Defay

ItByteOrder\|ByteOrder Specifies the default ByteOrder for all TypeDescriptions that have thg
ByteOrderSignificant attribute set to "true".

This value overrides the setting in any imported TypeDictionary.

This value is overridden by the DefaultByteOrder specified on a

TypeDescription.

value.

A TypeDescription is an abstract type. A dictionary may only contain
OpaqueType, EnumeratedType and StructuredType elements.

TypeDescription TypeDescription[] |One or more elements that describe the structure of a binary encoded

the

E.2.2 TypeDescription

A TypeDescription describes the structure of a binary encoded value. A TypeDescription is an
abstract base type and only instances of subtypes may appear in a TypeDictionary. The
components of a TypeDescription are described in Table E.2.
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Table E.2 — TypeDescription components

2020

Name

Type

Description

Documentation

Documentation

An element that contains human readable text and XML that describes the
type. This element should capture any semantic information that would help
a human to understand what is contained in the value.

Name

xs: NCName

An attribute that specifies a name for the TypeDescription that is unique
within the dictionary. The fields of structured types reference
TypeDescriptions by using this name qualified with the dictionary
namespace URI.

DefaultByteOrder

ByteOrder

An attribute that specifies the default ByteOrder for the type description.

This value overrides the setting in any TypeDictionary or in any
StructuredType that references the type description.

anyAftribute

Authors of a TypeDictionary may add their own attributes to any
TypeDescription that shall be qualified with a namespace defined by th
author. Applications should not be required to understand-these attribu
order to interpret a binary encoded instance of the type¢

%

es in

E.2.3

OpaqueType

An QpaqueType describes a binary encoded value that is either a“primitive fixed length
or that has a structure too complex to capture in an OPC Binary type dictionary. Authd

type

dictionaries should avoid defining OpaqueTypes that do'not have a fixed length beg

it would prevent applications from interpreting values that use these types without h

built-
many

valugs as StructuredTypes.

The

omponents of an OpaqueType are described in Table E.3.

Table E.3 — OpaqueType components

type
rs of
ause
hving

n knowledge of the OpaqueType. The OPC Bindry Type Description System degfines
standard OpaqueTypes that should allow adthors to describe most binary enc

oded

Name

Type

Description

TypeDescription

TypeDescription

An OpaqueType inherits all elements and attributes defined for a
TypeDescription in Table E.2.

LengthInBits

xs:string

An attribute which specifies the length of the OpaqueType in bits. T
value should always be specified. If this value is not specified the
Documentation element should describe the encoding in a way that
human understands.

ByteQrderSignificant

Xs:boolean

An attribute that indicates whether byte order is significant for the t

If byte order is significant then the application shall determine the b
order to use for the current context before interpreting the encoded
value. The application determines the byte order by looking for the

pe.
yte

DefaultByteOrder attribute specified for containing StructuredType
the TypeDictionary. If StructuredTypes are nested the inner

Structuredlypes override the bDyte order of the outer descriptions.

If the DefaultByteOrder attribute is specified for the OpaqueType, then

the ByteOrder is fixed and does not change according to context.

If this attribute is "true", then the LengthinBits attribute shall be specified

and it shall be an integer multiple of 8 bits.

or

E.2.4

EnumeratedType

An EnumeratedType describes a binary-encoded numeric value that has a fixed set of valid
values. The encoded binary value described by an EnumeratedType is always an unsigned
integer with a length specified by the LengthinBits attribute.
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The names for each of the enumerated values are not required to interpret the binary
encoding; however, they form part of the documentation for the type.

The components of an EnumeratedType are described in Table E.4.

Table E.4 — EnumeratedType components

Name Type Description
OpaqueType OpaqueTypeDescription |An EnumeratedType inherits all elements and attributes defined for a
TypeDescription in Table E.2 and for an OpaqueType defined in
Table E.3.

The LengthinBits attribute shall always be specified.

EnumgratedValue |[EnumeratedValue One or more elements that describe the possible values for'the
instances of the type.

E.2.5 StructuredType

A StructuredType describes a type as a sequence of binary-encodéd’values. Each valpe in
the gequence is called a Field. Each Field references a TypeDescription that describeg the
binary-encoded value that appears in the field. A Field may spgcify that zero, one or multiple
instahces of the type appear within the sequence described by /the StructuredType.

Authors of type dictionaries should use StructuredTypes to-describe a variety of common|data
consfjructs including arrays, unions and structures.

Somg¢ fields have lengths that are not multiples of'8 bits. Several of these fields may app¢gar in
a seﬁuence in a structure; however, the total,number of bits used in the sequence sh3all be
fixed|and it shall be a multiple of 8 bits. Any(field which does not have a fixed length shall be
aligngd on a byte boundary.

A sepjuence of fields which do not-line up on byte boundaries are specified from the [least
significant bit to the most significant”bit. Sequences which are longer than one byte ovdrflow
from |the most significant bit of the first byte into the least significant bit of the next byte.

The ¢gomponents of a StructuredType are described in Table E.5.

Table E.5 — StructuredType components

Nam¢ Type Description

TypeDescription TypeDescription  |A StructuredType inherits all elements and attributes defined for a
TypeDescription in Table E.2.

Field FieldType One or more elements that describe the fields of the structure. Each field
shall havg o9 naomao that ic tiniaiio wwithin tho Ofp ) h,rnrlTunn_ Saomae-fi dS

A T
may reference other fields in the StructuredType by using this name.

E.2.6 FieldType
A FieldType describes a binary encoded value that appears in sequence within a

StructuredType. Every FieldType shall reference a TypeDescription that describes the
encoded value for the field.

A FieldType may specify an array of encoded values.

Fields may be optional and they reference other FieldTypes, which indicate if they are present
in any specific instance of the type.
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The components of a FieldType are described in Table E.6.

Table E.6 — FieldType components

Name

Type

Description

Documentation

Documentation

An element that contains human readable text and XML that describes the
field. This element should capture any semantic information that would
help a human to understand what is contained in the field.

Name

xs:string

An attribute that specifies a name for the Field that is unique within the
StructuredType.

Other fields in the structured type reference a Field by using this name.

TypeName

xs:QName

An attribute that specifies the TypeDescription that describes thecanfents
of the field. A field may contain zero or more instances of this type
depending on the settings for the other attributes and the valués in other
fields.

Length

xs:unsignedInt

An attribute that indicates the length of the field. Thiscyalue may be the
total number of encoded bytes or it may be the numberiof instances df the
type referenced by the field. The IsLengthinBytes attributes specify which
of these definitions applies.

LengthField

xs:string

An attribute that indicates which other field-in.the StructuredType specifies
the length of the field. The length of the field’may be in bytes or it maly be
the number of instances of the type referenced by the field. The
IsLengthlnBytes attributes specify which of these definitions applies.

If this attribute refers to a field that is not present in an encoded valug¢
then the default value for the length is 1. This situation could occur if|the
field referenced is an optional field (see the SwitchField attribute).

The length field shall b€ a fixed length Base-2 representation of an
integer. If the length field is one of the standard signed integer types jand

the value is a negative'integer, then the field is not present in the endoded
stream.

The FieldType‘referenced by this attribute shall precede the field witH the
StructuredType.

IsLengthinBytes

xs:boolean

An attribdte that indicates whether the Length or LengthField attributg
specify“the length of the field in bytes or in the number of instances of the
type.referenced by the field.

(2]

SwitchField

xs:string

If this attribute is specified, then the field is optional and may not appgar in
every instance of the encoded value.

This attribute specifies the name of another Field that controls whether
this field is present in the encoded value. The field referenced by thisg]
attribute shall be an integer value (see the LengthField attribute).

The current value of the switch field is compared to the SwitchValue
attribute using the SwitchOperand. If the condition evaluates to true then
the field appears in the stream.

If the SwitchValue attribute is not specified, then this field is present |f the
value of the switch field is non-zero. The SwitchOperand field is ignofed if
it is present.

If the SwitchOperand attribute is missing then the field is present if the

value of the switch field is equal to the value of the SwitchValue attribute.

The Field referenced by this attribute shall precede the field with the
StructuredType.

SwitchValue

xs:unsignedint

This attribute specifies when the field appears in the encoded value. The
value of the field referenced by the SwitchField attribute is compared
using the SwitchOperand attribute to this value. The field is present if the
expression evaluates to true. The field is not present otherwise.
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Name Type Description

SwitchOperand xs:string This attribute specifies how the value of the switch field should be
compared to the switch value attribute. This field is an enumeration with
the following values:

Equal SwitchField is equal to the SwitchValue.

GreaterThan SwitchField is greater than the SwitchValue.

LessThan SwitchField is less than the SwitchValue.

GreaterThanOrEqual SwitchField is greater than or equal to the
SwitchValue.

LessThanOrEqual SwitchField is less than or equal to the
SwitchValue.

NotEqual SwitchField is not equal to the SwitchValug.

In each case the field is present if the expression is true.

=

Termipator xs:hexBinary This attribute indicates that the field contains one or mare instances
TypeDescription referenced by this field and that the last-value has the
binary encoding specified by the value of this attribute.

If this attribute is specified then the TypeDescription referenced by thjis
field shall either have a fixed byte order (i.e¢byte order is not significant or
explicitly specified) or the containing StructuredType shall explicitly
specify the byte order.

Examples:
Field Data Type Terminatok Byte Order Hexadecimal
String

Char tabCharacter not applicable 09

WideChar tab character BigEndian 0009

WideChar tab character LittleEndian 0900

Int16 1 BigEndian 0001

Int16 1 LittleEndian 0100
anyAtfribute * Author$.ef’a TypeDictionary may add their own attributes to any FieldType

whichshall be qualified with a namespace defined by the authors.
Applications should not be required to understand these attributes in ofder
to interpret a binary encoded field value.

E.2.7 EnumeratedValue

An EnumeratedValue describes a possible value for an EnumeratedType.
The ¢omponents-of an EnumeratedValue are described in Table E.7.

Table E.7 — EnumeratedValue components

N ne Typc DU:&I;P“UII
Name xs:string This attribute specifies a descriptive name for the enumerated value.
Value xs:int This attribute specifies the numeric value that could appear in the binary encoding.

E.2.8 ByteOrder

A ByteOrder is an enumeration of possible byte orders for TypeDescriptions that allow
different byte orders to be used. There are two possible values: BigEndian and LittleEndian.
BigEndian indicates the most significant byte appears first in the binary encoding. LittleEndian
indicates that the least significant byte appears first.
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E.2.9 ImportDirective

An ImportDirective specifies a TypeDictionary that is referenced by types defined in the

current dictionary.

The components of an ImportDirective are described in Table E.8.

Table E.8 — ImportDirective components

Name Type Description
Nam pace ve-cfring This attribute cpnr‘ifinc the T:.\rnnff\l::mac-p::l‘n forthe Typahir\h’nnnrll hning impnrfnd This
may be a well-known URI which means applications need not have access to the physical
file to recognize types that are referenced.
Locatjon xs:string This attribute specifies the physical location of the XML file containing the-TypeDictipnary
to import. This value could be a URL for a network resource, a Nodeld imy\an)OPC UA
Server address space or a local file path.

E.3 | Standard Type descriptions

The OPC Binary Type Description System defines a number of §tandard type descriptions
can pe used to describe many common binary encodings{using a StructuredType.
standard type descriptions are described in Table E.9.

Table E.9 — Standard Typeé.descriptions

Type name Description

Bit A single bit value.

Boolepn A two-state logical value“represented as an 8-bit value.

SByt¢g An 8-bit signed integer.

Byte An 8-bit unsigned integer.

Int16 A 16-bit signed integer.

Uint16 A 16-bitunsigned integer.

Int32 A 32-bit signed integer.

UInt3p A 32-bit unsigned integer.

Int64 A 64-bit signed integer.

Ulnt64 A 64-bit unsigned integer.

Float An ISO/IEC/IEEE 60559:2011 single precision floating point value.

Double An ISO/IEC/IEEE 60559:2011 double precision floating point value.

Char An 8-bit UTF-8 character value.

String A sequence of UTF-8 characters preceded by the number of UTF-8 Code Units
(bytes).

WideString A sequence of UTF-16 characters preceded by the number of UTF-16 Code Units.

DateTime A 64-bit signed integer representing the number of 100 nanosecond intervals since
1601-01-01 00:00:00. This is the same as the WIN32 FILETIME type.

ByteString A sequence of bytes preceded by its length in bytes.

Guid A 128-bit structured type that represents a WIN32 GUID value.

that
The
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E.4 Type description examples

E.4.1 A 128-bit signed integer

<opc:0paqueType Name="Intl28" LengthInBits="128" ByteOrderSignificant="true">
<opc:Documentation>A 128-bit signed integer.</opc:Documentation>
</opc:0paqueType>

E.4.2 A 16-bit value divided into several fields

<opc:StructuredType Name="Quality">
<opc:Documentation>An OPC COM-DA quality value.</opc:Documentation>
<opc:Field Name="LimitBits" TypeName="opc:Bit" Length="2" />

<ogerirettierme— " Ora Tty Tt —Fyreifeme—tope Bt ottt
<ogc:Field Name="VendorBits" TypeName="opc:Byte" />
</opg¢:StructuredType>

When using bit fields, the least significant bits within a byte shall appear first.

E.4.3 A structured type with optional fields

<opciStructuredType Name="DataValue">

<ogc:Documentation>A value with an associated timestamp,
qualjty.</opc:Documentation>

<ogc:Field Name="ValueSpecified" TypeName="Bit" />

<ofgc:Field Name="StatusCodeSpecified" TypeName="Bit" />

<ofc:Field Name="TimestampSpecified" TypeName="Bit" />

<ofgc:Field Name="Reservedl" TypeName="Bit" Length="5"¢ /%

<ogc:Field Name="Value" TypeName="Variant" SwitchFiegdg="ValueSpecified" />
<ogc:Field Name="Quality" TypeName="Quality" SwitghFIeld="StatusCodeSpecified"
<ogc:Field Name="Timestamp"

TypeName="opc:DateTime" SwitchField&)SburceTimestampSpecified” />
</op¢:StructuredType>

/

It is pecessary to explicitly specify any padding bits required to ensure subsequent field

up on byte boundaries.

E.4.4 An array of integers

<opciStructuredType Name="Integerdrray">

<ogc:Documentation>An array ~df integers prefixed by its length.</opc:Documentati

<ogc:Field Name="Size" Typellame="opc:Int32" />
<ofgc:Field Name="Array" fypeName="opc:Int32" LengthField="Size" />
</opg¢:StructuredType>

Noth|ng is encoded for the Array field if the Size field has a value < 0.

E.4.5 An array of integers with a terminator instead of a length prefix

<opc{StructuredType Name="IntegerArray" DefaultByteOrder="LittleEndian">
<ogc:Dogumehtation>An array of integers terminated with a
valugd.</6p¢tDocumentation>
<ogc{iEld Name="Value" TypeName="opc:Intlé6" Terminator="FF7F" />
</opq¢:SfructuredType>

and

5 line

n>

Known

The terminator is 32 767 converted to hexadecimal with LittleEndian byte order.

E.4.6 A simple union

<opc:StructuredType Name="Variant">
<opc:Documentation>A union of several types.</opc:Documentation>
<opc:Field Name="ArraylLengthSpecified" TypeName="opc:Bit" Length="1"/>
<opc:Field Name="VariantType" TypeName="opc:Bit" Length="7" />
<opc:Field Name="ArrayLength" TypeName="opc:Int32"
SwitchField="ArrayLengthSpecified" />
<opc:Field Name="Int32" TypeName="opc:Int32" LengthField="ArrayLength"
SwitchField="VariantType" SwitchValue="1" />
<opc:Field Name="String" TypeName="opc:String" LengthField="ArrayLength"
SwitchField="VariantType" SwitchValue="2" />
<opc:Field Name="DateTime" TypeName="opc:DateTime" LengthField="ArrayLength"
SwitchField="VariantType" SwitchValue="3" />
</opc:StructuredType>
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The ArraylLength field is optional. If it is not present in an encoded value, then all fields with

Leng

thField set to "ArrayLength" have a length of 1.

It is valid for the VariantType field to have a value that has no matching field defined. This
simply means all optional fields are not present in the encoded value.

E.4.7 An enumerated type

<opc:
<opc:Documentation>The possible colours for a traffic signal.</opc:Documentation>

EnumeratedType Name="TrafficLight" LengthInBits="32">

<opc:EnumeratedValue Name="Red" Value="4">
<opc:Documentation>Red says stop immediately.</opc:Documentation>

</

<oy

</

<oq

</
</op

The
value

E.4.8

<opc
<oy
<oy
<oy

</op

If the

E.5

<?xm]
<xs:d
taf
eld
xm ]
xm ]

<x

e Eromeratedaty

c:EnumeratedValue Name="Yellow" Value="3">
opc:Documentation>Yellow says prepare to stop.</opc:Documentation>
pc:EnumeratedValue>

c:EnumeratedvValue Name="Green" Value="2">

opc:Documentation>Green says you may proceed.</opc:Documentation>
pc:EnumeratedValue>

:EnumeratedType>

Hdocumentation element is used to provide human readable description of the typs
s.

A nillable array

StructuredTypen Name="NillableArray">
c:Documentation>An array where a length of -1 meafh$ ' null.</opc:Documentation>
c:Field Name="Length" TypeName="opc:Int32" />
c:Field

Name="Int32"

TypeName="opc:Int32"

LengthField="Length"

SwitchField="Length"

SwitchValue="0"
SwitchOperand="GreaterThanOrEqual"\/>
:StructuredType>

length of the array is —1 then the array does not appear in the stream.

OPC Binary XML schema

version="1.0" encoding="utf-8" 72>

chema
getNamespace=http://opcfoundation.org/BinarySchema/"
mentFormDefault®="qualified"
ns="http:/4opcfoundation.org/BinarySchema/"
ns:xs="hgthy//www.w3.0rg/2001/XMLSchema"

relemeht”name="Documentation">
xs:fomplexType mixed="true">
s choice minOccurs="0" maxOccurs="unbounded">

£xs:any minOccurs="0" maxOccurs="unbounded" />

</xs:choice>
<xs:anyAttribute/>

</xs:complexType>
</xs:element>

<xs:complexType name="ImportDirective">
<xs:attribute name="Namespace" type="xs:string" use="optional" />
<xs:attribute name="Location" type="xs:string" use="optional" />
</xs:complexType>

<xs:simpleType name="ByteOrder">
<xs:restriction base="xs:string">

<xs:enumeration value="BigEndian" />
<xs:enumeration value="LittleEndian" />

</xs:restriction>
</xs:simpleType>

<xs:complexType name="TypeDescription">
<xs:sequence>

and
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<xs:element ref="Documentation" minOccurs="0" maxOccurs="1" />
</xs:sequence>
<xs:attribute name="Name" type="xs:NCName" use="required" />
<xs:attribute name="DefaultByteOrder" type="ByteOrder" use="optional" />
<xs:anyAttribute processContents="lax" />
</xs:complexType>

<xs:complexType name="OpaqueType">
<xs:complexContent>
<xs:extension base="TypeDescription">
<xs:attribute name="LengthInBits" type="xs:int" use="optional" />

<xs:attribute name="ByteOrderSignificant" type="xs:boolean" default="false"

</xs:extension>
</xs:complexContent>

</ -hnmrﬂo Lype

XS :sequence> Q}’
<xs:element ref="Documentation" minOccurs="0" maxOccurs="1" />
/xs:sequence> (19
xs:attribute name="Name" type="xs:string" use="optional" /> Q)
xs:attribute name="Value" type="xs:unsignedInt" use="optional" />f]/
</4s:complexType> ¢
’
<xgd:complexType name="EnumeratedType"> b‘
xs:complexContent> 63
<xs:extension base="OpaqueTypeDescription"> lel
<xs:sequence>
<xs:element name="EnumeratedValue" (:)
type="EnumeratedValueDescription" maxdgéﬂrs="unbounded" />
</xs:sequence> 5\
</xs:extension> ()
/xs:complexContent>

</ds:complexType> QOQ

<xd:simpleType name="SwitchOperand"> \\
xs:restriction base="xs:string"> QS}
<xs:enumeration value="Equals" />
<xs:enumeration valuez"GreaterThan*(ﬁb
<xs:enumeration value="LessThan" §V

<xs:enumeration value="GreaterT rEqual" />
<xs:enumeration value="LessThi Equal" />
"

<xs:enumeration value="NotEqg />
/xs:restriction> \
</ds:simpleType> \b
X
<xgq:complexType name="FieldType">
Xs:sequence> ‘ci)
<xs:element ref="Qocumentation™ minOccurs="0" maxOccurs="1" />
/xs:sequence>
xs:attribute n "Name" type="xs:string" use="required" />

xs:attribute RQame="TypeName" type="xs:QName" use="optional" />
xs:attribu%é?pame="Length" type="xs:unsignedInt" use="optional"™ />
xs:attri name="LengthField" type="xs:string" use="optional" />
xs:attr'ngé name="IsLengthInBytes" type="xs:boolean" default="false" />
xs:at ute name="SwitchField" type="xs:string" use="optional" />
XS : bute name="SwitchValue" type="xs:unsignedInt" use="optional" />
X .§§lribute name="SwitchOperand" type="SwitchOperand" use="optional" />
ttribute name="Terminator" type="xs:hexBinary" use="optional" />

o 1

<xgq:complexType name="EnumeratedValue"> ‘:&

Y
TallyoCCrIroucte pro s> TTCeIlCo . Lo

</xs:complexType>

<xs:complexType name="StructuredType">
<xs:complexContent>
<xs:extension base="TypeDescription">
<xs:sequence>
<xs:element name="Field" type="FieldType"
minOccurs="0" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="TypeDictionary">
<xs:complexType>
<xs:sequence>
<xs:element ref="Documentation" minOccurs="0" maxOccurs="1" />
<xs:element name="Import" type="ImportDirective"

/>
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minOccurs="0" maxOccurs="unbounded" />
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element name="OpaqueType" type="OpaqueType" />
<xs:element name="EnumeratedType" type="EnumeratedType" />
<xs:element name="StructuredType" type="StructuredType" />
</xs:choice>
</xs:sequence>
<xs:attribute name="TargetNamespace" type="xs:string" use="required" />
<xs:attribute name="DefaultByteOrder" type="ByteOrder" use="optional" />
</xs:complexType>
</xs:element>

</xs:schema>

E.6 i icti Ty

<?xm] version="1.0" encoding="utf-8"?>

<opc{TypeDictionary
xm]ns="http://opcfoundation.org/BinarySchema/"
xm]ns:opc="http://opcfoundation.org/BinarySchema/"
xm]ns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
TajgetNamespace="http://opcfoundation.org/BinarySchema/"

>
<ogc:Documentation>This dictionary defines the standard types used by the OPC

type |description system.</opc:Documentation>

<ofgc:0OpaqueType Name="Bit" LengthInBits="1">
opc:Documentation>A single bit.</opc:Documentation>
</dpc:0paqueType>

<ofgc:0paqueType Name="Boolean" LengthInBits="8">
opc:Documentation>A two state logical value represented as a
valugd.</opc:Documentation>

</dpc:0paqueType>

<ofgc:0OpaqueType Name="SByte" LengthInBits=}'8%>
opc:Documentation>An 8-bit signed intege¥x.</opc:Documentation>
</dpc:0paqueType>

<ofgc:0OpaqueType Name="Byte" LengthInRBjts="8">
opc:Documentation>A 8-bit unsign@d integer.</opc:Documentation>
</qpc:0paqueType>

<ofgc:0OpaqueType Name="Intl6" LeydgthInBits="16" ByteOrderSignificant="true">
opc:Documentation>A 16-bit~signed integer.</opc:Documentation>
</dqpc:0paqueType>

<ofgc:0OpaqueType Name="UIntl6" LengthInBits="16" ByteOrderSignificant="true">
opc:Documentation>A\16-bit unsigned integer.</opc:Documentation>
</dqpc:0paqueType>

<ofgc:0OpaqueType Neme="Int32" LengthInBits="32" ByteOrderSignificant="true">
opc:Documefitgtion>A 32-bit signed integer.</opc:Documentation>
</qpc:0Opaquélype>

<ofgc:OpagedeType Name="UInt32" LengthInBits="32" ByteOrderSignificant="true">
opckDeptumentation>A 32-bit unsigned integer.</opc:Documentation>
</qrésOpaqueType>

lnary

-bit

<opc:0OpaqueType Name="Int64" LengthInBits="32" ByteOrderSignificant="true">
<opc:Documentation>A 64-bit signed integer.</opc:Documentation>
</opc:0paqueType>

<opc:0paqueType Name="UInt64" LengthInBits="64" ByteOrderSignificant="true">
<opc:Documentation>A 64-bit unsigned integer.</opc:Documentation>
</opc:0paqueType>

<opc:0paqueType Name="Float" LengthInBits="32" ByteOrderSignificant="true">
<opc:Documentation>An ISO/IEC/IEEE 60559:2011 single precision floating
value.</opc:Documentation>
</opc:0paqueType>

<opc:0paqueType Name="Double" LengthInBits="64" ByteOrderSignificant="true">
<opc:Documentation>An ISO/IEC/IEEE 60559:2011 double precision floating
value.</opc:Documentation>
</opc:0paqueType>

<opc:0OpaqueType Name="Char" LengthInBits="8">

point

point
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<opc:Documentation>A 8-bit character value.</opc:Documentation>
</opc:0paqueType>

<opc:StructuredType Name="String">
<opc:Documentation>A UTF-8 null terminated string value.</opc:Documentation>
<opc:Field Name="Value" TypeName="Char" Terminator="00" />
</opc:StructuredType>

<opc:StructuredType Name="CharArray">
<opc:Documentation>A UTF-8 string prefixed by its length in
characters.</opc:Documentation>
<opc:Field Name="Length" TypeName="Int32" />
<opc:Field Name="Value" TypeName="Char" LengthField="Length" />
</opc:StructuredType>

<ogc:0OpaqueType Name="WideChar" LengthInBits="16" ByteOrderSignificant="true"Q
opc:Documentation>A 16-bit character value.</opc:Documentation>

</qpc:0OpaqueType> Qy

<ogc:StructuredType Name="WideString">

opc:Documentation>A UTF-16 null terminated string value. </opc Docu % ation>
opc:Field Name="Value" TypeName="WideChar" Terminator="0000" {i/
</qpc:StructuredType>

<ogc:StructuredType Name="WideCharArray"> b‘
opc:Documentation>A UTF-16 string prefixed QD length in
chardcters.</opc:Documentation> é‘/
opc:Field Name="Length" TypeName="Int32" />
opc:Field Name="Value" TypeName="WideChar" LengthFi Length" />
</¢pc:StructuredType> Q

<ogc:StructuredType Name="ByteString">
opc:Documentation>An array of bytes prefixed ltS length.</opc:Documentation>
opc:Field Name="Length" TypeName="Int32" />

opc:Field Name="Value" TypeName="Byte" Leng®hField="Length" />

</dpc:StructuredType>
N

<ofgc:0OpaqueType Name="DateTime" LengthInBdts="64" ByteOrderSignificant="true">
opc:Documentation>The number of @ nanosecond intervals since January| 01,
1601 J</opc:Documentation> R\
</dpc:0paqueType> ®$

<ofgc:StructuredType Name—"Guid">A
opc:Documentation>A 128- bJ_ @obally unique identifier.</opc:Documentation>
opc:Field Name="Datal" t}éme=“UInt32“ />
opc:Field Name="Data2" .T@ Name="UIntle6"™ />
opc:Field Name—"Data3¢)\§}/peName—"UIntl6" />
opc:Field Name="Data4 ypeName="Byte" Length="8" />

</ pc:StructuredType@ .
</op :TypeDictionarC/;O
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OPC UA defines a standard approach for implementing role based security. Servers may
choose to implement part or all of the mechanisms defined here. The OPC UA approach

assighs—PermissionstoRolesforeach-Nodeinthe - AddressSpase—Clientsarethenagranted
Role$ when they create a Session based on the information provided by the Client.
F.2 | RoleSetType
F.21 RoleSetType definition
The [RoleSet Object defined in Table 10 is a RoleSetType which\is formally defingd in
Tablg F.1.
Table F.1 — RoleSetType definition

Aftribute Value
BrowgeName RoleSetType
IsAbsfract False
References NodeClass |BrowseName DataType |TypeDefinition ModellingRulg
Subtype of BaseObjectType defined in 6.2.
HasCpmponent |Object <RoleName> |ROIeType OptionalPlaceholder
HasCpmponent |Method AddRole Defined in F.2.2 Mandatory
HasCpmponent [Method RemoveRole Defined in F.2.3. Mandatory
The AddRole Method allows configuration Clients to add a new Role to the Server.
The RemoveRole Methad allows configuration Clients to remove a Role from the Server.
F.2.2 AddRole Method
This Method-is used to add a Role to the RoleSet Object.

The

combination of the NamespaceUri and RoleName parameters is used to constru

t the

BrowseName for the new Node. The BrowseName shall be unique within the RoleSet Object.

This Method affects security and shall only be browseable and callable by authorized

administrators.

IEC 62541-3 defines well-known Roles. If this Method is used to add a well-known Role, the
name of the Role from IEC 62541-3 is used together with the OPC UA namespace URI. The
Server shall use the Nodelds for the well-known Roles in this case. The Nodelds for the well-
known Roles are defined in IEC 62541-6.
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Signature
AddRole (
[in] String RoleName
[in] String NamespaceUri
[out] NodeId RoleNodeId
) ;
Argument Description
RoleName The name of the Role.
NamespaceUri The NamespaceUri qualifies the RoleName. If this value is null or empty then the
resulting BrowseName will be qualified by the Server’s NamespaceUri.
RoleNodeld The Nodeld assigned by the Server to the new Node.

Method Result Codes

ResultCode Description

Bad_ljnvalidArgument The RoleName or NamespaceUri is not valid.

The text associated with the error shall indicate the_exact problem.

Bad_INotSupported The Server does not allow more Roles to be added,

Bad_WserAccessDenied |The caller does not have the necessary Permissions.

F.2.3 RemoveRole Method

This Method is used to remove a Role from the,RoleSet Object.
The RoleNodeld is the Nodeld of the Role:Object to remove.

The [Server may prohibit the remaval of some Roles because they are necessary fof the
Server to function.

If a Role is removed all Permissions associated with the Role are deleted as well. Ideally
thesg changes should take effect immediately; however, some lag may occur.

This [Method affects) security and shall only be browseable and callable by authorized
admipistrators.

Signpture

moyeRole (
[1‘(1] NodeId RololNodeId

) ;

Argument Description

RoleNodeld The Nodeld of the Role Object.
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Method Result Codes

ResultCode
Bad_NodeldUnknown
Bad_NotSupported

Description

The specified Role Object does not exist.

The Server does not allow the Role Object to be removed.

Bad_UserAccessDenied

Bad_RequestNotAllowed

The caller does not have the necessary Permissions.

The specified Role Object cannot be removed.

F.3 [ RoleType
F.3.1 RoleType definition
Each| Role Object has the Properties and Methods defined by the RoleType which is formally
defined in Table F.2.
Table F.2 — RoleType definition
Attribute Value
BrowgeName RoleType
IsAbs}ract False
References NodeClass |BrowseName DataType TypeDefinition (ModellingRul¢
Subtype of BaseObjectType
HasPfoperty Variable Identities IdentityMapping PropertyType Mandatory
RuleType []
HasPfjoperty Variable ApplicationsExclude {\Boolean PropertyType Optional
HasPfoperty Variable Applications String [] PropertyType Optional
HasPfoperty Variable EndpointsExclude Boolean PropertyType Optional
HasPfoperty Variable Endpoints EndpointType [] PropertyType Optional
HasCpmponent |Method Addldentity Defined in F.3.3. Optional
HasCpmponent |Method Removeldentity Defined in F.3.4. Optional
HasCpmponent |Method AddApplication Defined in F.3.3. Optional
HasCpmponent [Methad RemoveApplication |[Defined in F.3.4. Optional
HasCpmponent |Method AddEndpoint Defined in F.3.3. Optional
HasCpmponent’ ‘|Method RemoveEndpoint Defined in F.3.4. Optional
The Broperties and Methods of the RoleType contain sensitive security related informiation

and shall only be browseable, writeable and callable by authorized administrators through an
encrypted channel.

The Identities Property specifies the currently configured rules for mapping a
UserldentityToken to the Role. If this Property is an empty array, then the Role cannot be
granted to any Session.

The ApplicationsExclude Property defines the Applications Property as an include list or
exclude list. If this Property is not provided or has a value of FALSE then only Application
Instance Certificates included in the Applications Property shall be included in this Role. All
other Application Instance Certificates shall not be included in this Role. If this Property has a
value of TRUE then all Application Instance Certificates included in the Applications Property
shall be excluded from this Role. All other Application Instance Certificates shall be included
in this Role.
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The Applications Property specifies the Application Instance Certificates of Clients which shall
be included or excluded from this Role. Each element in the array is an ApplicationUri from a
Client Certificate which is trusted by the Server.

The EndpointsExclude Property defines the Endpoints Property as an include list or exclude
list. If this Property is not provided or has a value of FALSE then only Endpoints included in
the Endpoints Property shall be included in this Role. All other Endpoints shall not be included
this Role. If this Property has a value of TRUE then all Endpoints included in the Endpoints
Property shall be excluded from this Role. All other Endpoints shall be included in this Role.

The Endpoints Property specifies the Endpoints which shall be included or excluded from this

Role

The value is an EndpointType array which contains one or more Endpoint descripfions.

brver
brver
with

D the
5 not

The EndpointType DataType is defined in 12.22.

The |AddIdentity Method adds a rule used to map a UserldentityToken to the-Role. [f the
Server does not allow changes to the mapping rules, then the Method is notpresent. A S
shou|d prevent certain rules from being added to particular Roles. For¢example, a S
should refuse to allow an ANONYMOUS_5 (see F.3.2) mapping rule to be“added to Roles
admihistrator privileges.

The Removeldentity Method removes a mapping rule used to map-a UserldentityToken t
Role| If the Server does not allow changes to the mapping rules, then the Method i
presgnt.

The AddApplication Method adds an Application Instafice Certificate to the list of applica

If th¢ Server does not enforce application restrictions or does not allow changes t

mapy

The
appli

ing rules for the Role, the Method is not present.

RemoveApplication Method removes an“~Application Instance Certificate from the |

ions.
the

st of

Cations. If the Server does not enforce application restrictions or does not allow changes
to the¢ mapping rules for the Role the Method is not present.

F.3.2 IdentityMappingRuleType
The | IdentityMappingRuleType~ structure defines a single rule for selecting a
User|dentityToken. The structure is described in Table F.3.
Table F.3 — IdentityMappingRuleType
Name Type Description
IdentifyMappingRuleType |Structure Specifies a rule used to map a UserldentityToken to a Role.
critgriaType Enumeration |The type of criteria contained in the rule.
Identity USERNAME_1 The rule specifies a UserName from a
LsarNamaldaontitvTolan:
Mapping 7 ’
THUMBPRINT_2 The rule specifies the Thumbprint of a User or CA
Type Certificate;
ROLE_3 The rule is a Role specified in an Access Token;
GROUPID_4 The rule is a user group specified in the Access Token;
ANONYMOUS_5 The rule specifies Anonymous Userldentity Token;
AUTHENTICATED_USER_6 The rules specify any non-
Anonymous Userldentity Token;
criteria String The criteria which the UserldentityToken shall meet for a Session to be
mapped to the Role. The meaning of the criteria depends on the
mappingType. The criteria are an empty string for ANONYMOUS_5 and
AUTHENTICATED_USER_6
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If the criteriaType is USERNAME_1, the criteria is a name of a user known to the Server. For
example, the user could be the name of a local operating system account.

If the criteriaType is THUMBPRINT_2, the criteria is a thumbprint of a Certificate of a user or
CA which is trusted by the Server.

If the criteriaType is ROLE_3, the criteria is a name of a restriction found in the Access
Token. For example, the Role "subscriber" may only be allowed to access PubSub related
Nodes.

If th r\rifnriaTypn is GROUIPID /1’ the critaria is 2o gnnnrif\ text identifier for a user group

specflfic to the Authorization Service. For example, an Authorization Service providing.agcess
to an| Active Directory may add one or more Windows Security Groups to the Access Token.
Part p provides details on how groups are added to Access Tokens.

If thg criteriaType is ANONYMOUS_5, the criteria is a null string which indicates no|user
credegntials have been provided.

If thg criteriaType is AUTHENTICATED_USER_6, the criteria is a Adll string which indigates
any Valid user credentials have been provided.

F.3.3 Addldentity Method

This Method is used to add an identity mapping rule to @ Role.

The |Client shall use an encrypted channel .and shall provide user credentials | with
admipistrator rights when invoking this Method an'the Server.

Signpture

AddIdentity (
[in] IdentityMappingRuleType Rule
)

Argument Description

Rule Tihe rule to add.

Method Result Codes

ResultCode Description

Bad_lnvalidArgument The rule is not valid.

Bad_RequestNotAllowed |[The rule cannot be added to the Role because of Server imposed restrictions.

Bad_NotSupported The rule is not supported by the Server.

Bad_AlreadyExists An equivalent rule already exists.

F.3.4 Removeldentity Method

This Method is used to remove an identity mapping rule from a Role.

The Client shall provide user credentials with administrator rights when invoking this Method
on the Server.

Signature
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RemoveIdentity

(

[in] IdentityMappingRuleType Rule

) ;

Argument

Description

Rule

The Rule to remove.

Method Result Codes

ResultCode

Description
1

Bad_INotFound

The rule does not exist.

Bad_WUserAccessDenied

The session user is not allowed to configure the object.

F.3.5 AddApplication Method

This Method is used to add an application mapping rule to a Role.

The Llient shall provide user credentials with administrator rights*when invoking this Mg

on thle Server.

Signpture

AddApplication

) ;

(

[in] String ApplicationUri

bthod

Argument

Description

AppligationUri

The ApplicationUri forthe application.

Method Result Codes

ResultCode

Description

Bad_linvalidArgument

TRe\ApplicationUri is not valid.

Bad_RequestNotAllowed

The mapping cannot be added to the Role because of Server imposed restrictions

Bad_AlreadyExists

The ApplicationUri is already assigned to the Role.

Bad_UserAccessDenied

The session user is not allowed to configure the object.

F.3.6 RemoveApp

lication Method

This Method is used to remove an application mapping rule from a Role.

The Client shall provide user credentials with administrator rights when invoking this Method

on the Server.

Signature

RemoveApplicat

ion (

[in] String ApplicationUri

) ;
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Argument Description

ApplicationUri The ApplicationUri for the application.

Method Result Codes
ResultCode Description
Bad_NotFound The ApplicationUri is not assigned to the Role.

Bad_UserAccessDenied |The session user is not allowed to configure the object.

F.3.7

This

The

AddEndpoint Method

Method is used to add an endpoint mapping rule to a Role.

Client shall provide user credentials with administrator rights when ifivoking this Mg

on thle Server.

Signpture

A

ddEndpoint (
[in] EndpointType Endpoint
) ;

bthod

Argument Description

Endp

int The Endpoint to add.

Method Result Codes

ResultCode Description
Bad_lnvalidArgument The EndpointUrlis not valid.
Bad_RequestNotAllowed [The mappihg cannot be added to the Role because of Server imposed restrictions
Bad_AlreadyExists The EndpointUrl is already assigned to the Role.
Bad_WserAccessDenied jThé'session user is not allowed to configure the object.
F.3.8 RemoveEndpoint Method
This Methodtis used to remove an endpoint mapping rule from a Role.
The Clent-shall prn\lirin user credentials with administrator righfc when in\/nlzing this—Method
on the Server.
Signature

RemoveEndpoint (

[in] EndpointType Endpoint
) ;

Argument Description

Endpoint The Endpoint to remove.
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Method Result Codes

ResultCode

Description

Bad_NotFound

The EndpointUrl is not assigned to the Role.

Bad_UserAccessDenied

The session user is not allowed to configure the object.

F.4

This

This

RoleMappingRuleChangedAuditEventType

Evontiotaicod e ruto-foraReloisohanaed:

s the result of calling any of the add or remove Methods defined on the RoleTypeé:

It shall be raised when the AddIdentity, Removeldentity, AddApplication, RemoveApplication,

AddA

ndpoint or RemoveEndpoint Method causes an update to a Role.

Its representation in the AddressSpace is formally defined in Table F 4|

Table F.4 — RoleMappingRuleChangedAuditEventType definition

Attribute Value
BrowgeName RoleMappingRuleChangedAuditEventType
IsAbsfract True
References NodeClass |BrowseName DataType TypeDefinition ModellingRule
Subtype of the AuditUpdateMethodEventType defined in 6.4.27

This

are defined in 6.4.27.

EventType inherits all Properties.@f the AuditUpdateMethodEventType. Their sems

ntics
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