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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC Unified Architecture —

Part 4: Services

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization-cpmprising
all ngtional electrotechnical committees (IEC National Committees). The object of |EC N&\ to| promote
interngtional co-operation on all questions concerning standardization in the elegtn ic[fields. To
this ehd and in addition to other activities, IEC publishes International Standards\Tec ifications,
Technfical Reports, Publicly Available Specifications (PAS) and Guides (R z as “IEC
Publigation(s)”). Their preparation is entrusted to technical committees; apy & nterested
in thg subject dealt with may participate in this preparatory work and non-
goverpmental organizations liaising with the IEC also part|C|pate in bs closely
with the International Organization for Standardization (ISO) in @ccordange Wit conditions deterfmined by
agreement between the two organizations.

2) The fdrmal decisions or agreements of IEC on technical mattgrs expres ernational
consehsus of opinion on the relevant subjects since eac from all
interegted IEC National Committees.

3) IEC Plublications have the form of recom enatlo National
Comniittees in that sense. While all reas nt of IEC
Publidations is accurate, IEC cannot be h r for any
misinterpretation by any end user

4) In order to promote international uniformily, IE 3 ittees undertake to apply IEC Publications
transparently to the maximup S| i i and regional publications. Any djvergence
betwepen any IEC Publicatiop’an regional publication shall be clearly indicated in
the lafter.

5) IEC itpelf does not proyide an Independent certification bodies provide gonformity
assespment services and , @scess\{o IEC marks of conformity. IEC is not responsible for any
servicps carried

6) All usgrs should ergur 2 e latest edition of this publication.

7) No liapili g, employees, servants or agents including individual experts and
memb C National Committees for any personal injury, property damage or
other whether direct or indirect, or for costs (including legal fees) and
expen pub catlon use of, or reliance upon, this IEC Publication or any ¢ther IEC
Publig

8) Attent grmative references cited in this publication. Use of the referenced publications is
indisp

9) Attentlon is drawn to the possibility that some of the elements of this IEC Publication may be the jubject of
paten{ rights. \ECshall pot be held responsible for identifying any or all such patent rights.

Internat|onal Standard IEC 62541-4 has been prepared by subcommittee 65E: Deviges and

integration in enterprise systems, of |EC technical committee 65: Industrial-process

measurement, control and automation.

This second edition cancels and replaces the first edition published in 2011. This edition

constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Update for 6.4 Redundancy.
Added non-transparent redundancy option HotAndMirrored and reworked most of the

b)

redu

ndancy description.

Clarifications for Publish and Reconnect scenarios.
Reworked different parts of the specificaiton to make sure no data is lost during short
communication interruptions and clients can always detect for how long they lost
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c)

d)

f)

g)

The tex{ of this standard is based on the following docu ts:

Full infg
voting indicated in the abg¥e\table-

This publication has b i € ith the ISO/IEC Directives, Part 2.

information during connection interuption. Added new clause 6.5 Re-establishing
connections that describes the exact reconnect sequence for clients loosing connection to
a server. Changed the minimum requirement for the retransmission queue of sent
NotificationMessages from one keep-alive interval to minimum two times the minimum
number of Publish requests per Session. Added clarification in which data value the
overflow bit is set depending on the discard oldest setting. Changed discard handling for
discardOldest is FALSE. The new value is replacing the last value put into the queue for
FALSE. Added exception that the overflow bit is not set if the queue size one.

Handling of Monitoredltem changes in short network interruption scenarios.

Added new method GetMonitoreditems in Part 5. This method can be used to get the list
of monitored items in a subscription if CreateMonitoredltems failed due to a network
interruption and the client does not know if the creation succeeded in the server.

Update for 6.1.3 Determining if a Certificate is Trusted
Revised rules for certificate validation.

Revised definition of parameters semaphoreFile and isOnline in& rver
SerVices ModifySubscription and ModifyMonitoredltems
Clar|fied that changes are applied directly and will take effe but not

later] than twice the new time interval.

Thete is a long list of minor changes to eliminate a

N Ty

65E/375/CN \ssEﬁ\Qz,/Rvy

stahdard can be found in the r¢port on

A list of all pa : iesy published under the general title OPC| Unified

Architeqture, can b€

The con

he/contents of this publication will remain unchanged until

the stability date_indi the IEC web site under "http://webstore.iec.ch” in the data

related

. At this date, the publication will be

reco
with
replaced\by a re
amepded.

iSed edition, or

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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OPC Unified Architecture —

Part 4: Services

1 Scope

This part of IEC 62541 defines the OPC Unified Architecture (OPC UA) Services. The
Services descrlbed are the collection of abstract Remote Procedure Calls (RPC) that are

implemd
OPC U
abstract
IEC 62

Not all
defines |the Profiles that dictate which Services n
compliaht with a particular Profile.

2 Normative references

The follpwing documents, in whole or i
are indigpensable for its application.
undated references,
amendnpents) applies.

IEC TR[62541-1, OPC
IEC TR62541-2,
IEC 625
IEC 625
IEC 625

IEC 625

(includi

petween
sidered
is part.
gn For
bervices

52541-7
r to be

ent and

5, only the edition cited applies. For

Nng any

IEC 62541-8, OPC unified architecture — Part 8: Data Access
IEC 62541-11, OPC Unified Architecture — Part 11: Historical Access

IEC 62541-13 OPC Unified Architecture — Part 13: Aggregates
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ms, definitions and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC TR 62541-1, IEC
TR 62541-2, and IEC 62541-3, as well as the following apply.

3.1.1
Deadba

nd

permittg

Note 1 to
signals fn
IEC 6254

3.1.2
Endpoi
physica

provided by a Server

Note 1 to

3.1.3

GatewatPl Server
h

Server

Note 1 to
provide fg

3.1.4
Hostna
unique i

Note 1 to
The ident

3.1.5
Securit
identifie

Note 1 to

d range for value changes that will not trigger a data change Notificatio

entry: Deadband can be applied as a filter when subscribing to Variaple
om updating the Client unnecessarily. This standard defines Absoluté
-8 defines an additional Deadband filter.

nt
address available on a network that allows

entry: Each Server may have multipl

entry: Gateway Seyver.
atures that the underlyi

me
dentifier

entry’ ecurjity Tokens belong to a security context which is in case of OPC UA the Secure

Pep noisy
on filter.

bervices

ostName.

tion or to

y unique.

Channel.

3.1.6

SoftwareCertificate
digital certificate for a software product that can be installed on several hosts to describe the
capabilities of the software product

Note 1 to

entry: Different installations of one software product could have the same software certificate.

Software

certificates are not relevant for security. They are used to identify a software product and its supported features.
SoftwareCertificates are described in 6.2.

3.2 Abbreviations and symbols

API Application Programming Interface
BNF Backus-Naur Form

CA Certificate Authority

CRL Certificate Revocation List

CTL  Certificate Trust List
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UA
URI
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Data Access

Network Address Translation
Unified Architecture

Uniform Resource Identifier
Uniform Resource Locator

3.3 Conventions for Service definitions

OPC UA Services contain parameters that are conveyed between the Client and the Server.
The OPC UA Service specifications use tables to describe Service parameters, as shown in

Table 1. Parameters are organised in this table into request parameters and response
paramef{ers.
Table 1 — Service Definition Table (< x
Name Type Description
Request Defines the request parameters of the S‘eq\iqe X
Simple Parameter Name Description of this parameter,
Construcfed Parameter Name Description of the construcfed pa}am\?\ter\ \
Compdnent Parameter Name Description of the component patameter; \
\
Response Defines the respor{se pérapeters\ef the Sepvice
ANZI
The Name, Type and Description col im\the wame, /data type and description of
each pgrameter. All parameters are ma hs may be unused undej certain
circumstances. The Description colump specifie e to be supplied when a pdrameter
is unused.
Two types of paramsg i these) tables, simple and constructed.| Simple
parametfers have a si 8 da § ) ean or String.
Constructed par Qf tWo or more component parameters, which can be
simple pr constructg ent_parameter names are indented below the conptructed
paramefer name.
The dat hles may be base types, common types to multiple Senvices or
Service] dta types are defined in IEC 62541-3. The base types|used in
Service e 2. Data types that are common to multiple Services are defined in
Clause are Service-specific are defined in the parameter table of the
Service
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Table 2 — Parameter Types defined in IEC 62541-3

Parameter Type

BaseDataType

Boolean

ByteString

Double

Duration

Guid

Int32

Localeld

Nodeld

QualifiedName

String

The par|
Reques
primitivd
parame
separat
needed

4 Overview

4.1 Slervice Set model

This clg
descript

the absftract de

defined
Service
of the w|

These

Services.

in IEC
5 correspond
eb servicg’

not usedN

The Dis
discove

each of

theSe Endpoints

Uint16

UInt32

Ulnteger

UtcTime

XmlElement

hmeters of the Request and Indication service pri
parameters. Likewise, the parameters of the

ers are conveyed between the sender
b columns for request, indication, respong
and have been intentionally o

the-Endpoints implemented by a Server and to read the security configura

ble 1 as
service
sponse
erefore,
are not

Abstract
between
ces are
PC UA
beration

related
1 and is

Client to
tion for

Discovery Services

[
>

Server

Server Description

Endpoint Description

Figure 1 — Discovery Service Set

IEC
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The SecureChannel Service Set, illustrated in Figure 2, defines Services that allow a Client to
establish a communication channel to ensure the Confidentiality and Integrity of Messages

exchanged with the Server.

SecureChannel

Server

Security Policy

[

services

\

Security Token

The Se
authent

The No
Client td

Figure 2 — SecureChannel Service Set

ssion Service Set, illustrated in Figure 3, defines { llowMthe Client to

Session

services

/'\
2

HeMana
add, m

IEC

low the

NodeMan m

PWer

SETVICeS

v

Figure 4 — NodeManagement Service Set

IEC

The View Service Set, illustrated in Figure 5, defines Services that allow Clients to browse
through the AddressSpace or subsets of the AddressSpace called Views. The Query Service
Set allows Clients to get a subset of data from the AddressSpace or the View.
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OPC UA Server

OPC UA AddressSpace

View
services

Query
services

IEC

The Aft

i i ients to
read and write Attributes of Nodes, including their hi S (Lue of a
Variablg is modelled as an Attribute, these Services

values
of Variaples.
AN [
¢ \ X =)
O%U\dd ssSpace
% ther' Node Types
\\\J\\ Attrib_utes
\ =)
9, kv owa )
/\% Attributes

tribote -
sexvices _
Variables
< Attributes

IEC

Figure 6 — Attribute Service Set

The Method Service Set is illustrated in Figure 7. It defines Services that allow Clients to call

methods. Methods run to completion when called. They may be called with method-specific
input parameters and may return method-specific output parameters.
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OPC UA Server

OPC UA Address Space

(  Object Node \

Variables

call Method{?

v

SETVICE —

The Mohitoredltem Service Set and the Subscription Sevi ' e 8, are

The Moanitoredltem Service Set defines - 8 ify, and
delete MonitoredIltems used to monitor Affribixes - s ents.
These Notifications are queued for tra sfe

The Subscription Service i i allow Clients to create, modify angd delete

Subscriptions. Subscriphi ifi generated by Monitoredltems to thg Client.

Subscription Serxjce lient recovery from missed Messages and
communication o:@- :

PC\UA/Server
OPC UA AddressSpace

< 14 Node \
Attributes
Monitor. dltem > Monitored
services ltem
» Events
Subscription » | Subscription
services

IEC

Figure 8 — Monitoredltem and Subscription Service Sets
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4.2 Request/response Service procedures

Request/response Service procedures describe the processing of requests received by the
Server, and the subsequent return of responses. The procedures begin with the requesting
Client submitting a Service request Message to the Server.

Upon receipt of the request, the Server processes the Message in two steps. In the first step,
it attempts to decode and locate the Service to execute. The error handling for this step is
specific to the communication technology used and is described in IEC 62541-6.

If it succeeds, then it attempts to access each operation identified in the request and perform
the requested operation. For each operation in the request, it generates a separate
succesg/raliure code that It InCludes n a posSItve response mMessage alo WI dhny. ata that
is to be Jreturned.

To perform these operations, both the Client and the Server may
Commuhication Stack to construct and interpret Messages at
operatign.

BP1 of a

quested

The imj at each

service

5 Selnvice Sets

5.1 General

This cld 8 ir Services. Clause 7 contains the
definitions of common parameters \ auditing
requirements for all service

Whethef or not a Servi defined
by its Pfofile. Pr

5.2 §

Each % has a
Respon

The Re ameters

such as

The ResponseHeader structure is defined in 7.27 and contains common response parameters
such as‘serviceResuttanddiagnostictnfo:

5.3 Service results

Service results are returned at two levels in OPC UA responses, one that indicates the status
of the Service call, and the other that indicates the status of each operation requested by the
Service.

Service results are defined via the StatusCode (see 7.33).

The status of the Service call is represented by the serviceResult contained in the
ResponseHeader (see 7.27). The mechanism for returning this parameter is specific to the
communication technology used to convey the Service response and is defined in
IEC 62541-6.
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The status of individual operations in a request is represented by individual StatusCodes.

The following cases define the use of these parameters.

a) A bad code is returned in serviceResult if the Service itself failed. In this case, a
ServiceFault is returned. The ServiceFault is defined in 7.28.

b) The good code is returned in serviceResult if the Service fully or partially succeeded. In
this case, other response parameters are returned. The Client shall always check the
response parameters, especially all StatusCodes associated with each operation. These
StatusCodes may indicate bad or uncertain results for one or more operations requested
in the Service call.

All Serpfces with—arrays of operations 1 the Tequest shaitTeturn b codel in the

serviceResult if the array is empty.

The Se [specific
StatusCodes as described in the Service. A Client should be 2 Service
specific|StatusCodes. In addition, a Client shall expect other common Stal fined in
Table 165 and Table 166. Additional details for Client handling \of s ifi les may
be defined in IEC 62541-7

If the Server discovers, through some out-of-band| mechani 5 ication |or user
credentials used to create a Session or Secur been compromised, then the
Server should immediately terminate a tials. In
this case, the Service result code jected or
Bad_CertificateUntrusted.

Messagp parsing can fail due to sytax data contained within the message
exceedg ranges supported jected by
the recgiver. If the receive code of

Bad _DecodingError or] Bad ¥ imMS Ex . If the receiver is the Client then the
Commuhication StiCk 5 S
Many applicationsMyill ala
longer t
connect

size of messages and/or data elements cgntained
Server may reject requests containing string values
its are typically set by administrators and apgly to all

Clients ncodingLimitsExceeded faults from the Server will likely |have to
reformula he administrator may need to increase the limits for the Cfient if it
receives ponse from’the Server with this fault.

In somq cases, parsing errors are fatal and it is not possible to return a fault. For example,
the incoming message could exceed the buifer capacity of the receiver. In these cases, these
errors may be treated as a communication fault which requires the SecureChannel to be re-
established (see 5.5).

The Client and Server reduce the chances of a fatal error by exchanging their message size
limits in the CreateSession service. This will allow either party to avoid sending a message
that causes a communication fault. The Server should return a Bad_ResponseToolLarge fault
if a serialized response message exceeds the message size specified by the Client. Similarly,
the Client Communication Stack should report a Bad RequestToolLarge error to the
application before sending a message that exceeds the Server’s limit.

Note that the message size limits only apply to the raw message body and do not include
headers or the effect of applying any security. This means that a message body that is
smaller than the specified maximum could still cause a fatal error.
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5.4 Discovery Service Set
5.4.1 Overview

This Service Set defines Services used to discover the Endpoints implemented by a Server
and to read the security configuration for those Endpoints. The Discovery Services are
implemented by individual Servers and by dedicated Discovery Servers. IEC 62541-121
describes how to use the Discovery Services with dedicated Discovery Servers.

Every Server shall have a Discovery Endpoint that Clients can access without establishing a
Session. This Endpoint may or may not be the same Session Endpoint that Clients use to
establish a SecureChannel. Clients read the security information necessary to establish a
SecureChannel by calling the GetEndpoints Service an the Discovery Endpeiaf

In additjon, Servers may register themselves with a well known Di rvexk using the
RegisterServer Service. Clients can later discover any registered ing the
FindServers Service on the Discovery Server.
The complete discovery process is illustrated in Figure 9.
Client Discove
| FindServers() i
[ ServerDescriptior,f(_; i
i etkhdpoints() i
\X«dph@gscription[] ] i
Q ‘ OpehSecureChannel() i [j
Disc‘overy Ses‘sion
Endpoint Endpoint
IEC
Figure 9 — Discovery process
The URL fof a*Discovery Endpoint shall provide all of the information that the Client reeds to
connect|todhe Discovery Endpoint.

Once a Client retrieves the Endpoints, the Client can save this information and use it to
connect directly to the Server again without going through the discovery process. If the Client
finds that it cannot connect then the Server configuration may have changed and the Client
needs to go through the discovery process again.

Discovery Endpoints shall not require any message security, but it may require transport layer
security. In production systems, Administrators may disable discovery for security reasons
and Clients shall rely on cached EndpointDescriptions. To provide support for systems with
disabled Discovery Services Clients shall allow Administrators to manually update the
EndpointDescriptions used to connect to a Server. Servers shall allow Administrators to
disable the Discovery Endpoint.

1 Under consideration.
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A Client shall be careful when using the information returned from a Discovery Endpoint since
it has no security. A Client does this by comparing the information returned from the
Discovery Endpoint to the information returned in the CreateSession response. A Client shall

verify th

at:

a) The ApplicationUri specified in the Server Certificate is the same as the ApplicationUri
provided in the EndpointDescription.

b) The Server Certificate returned in CreateSession response is the same as the Certificate
used to create the SecureChannel.

c) The EndpointDescriptions returned from the Discovery Endpoint are the same as the
EndpointDescriptions returned in the CreateSession response.

If the Cfient detecis that one of the above requirements is not fulfilled, fthen the Clignt shall
close the SecureChannel and report an error.

A Client shall verify the HostName specified in the Server Certificate as the
HostName contained in the endpointUrl provided in the En 1 'ned by
CreateSession. If there is a difference then the Client shall nd may
close the SecureChannel. Servers shall add all possjgle bst and
MyHostllocal into the Server Certificate. This includes or the
HostName exposed by a NAT router used to connect t6

5.4.2 FindServers

5.4.2.1 Description

This Sefvice returns the Servers kno ot Discovery Server. The behaviour of
Discove

The Clid urhed by specifying filter criteria. A Discovery
Server | e criteria specified by the client. Tlhe filter
criteria $

Every § dpoint that supports this Service. The Seryer shall
always self, however in some cases more than ong record
may be ghall return a record for each Server that they|provide
access ecord that allows the Gateway Server to be accessefl as an
ordinary ansparent redundant Servers shall provide a record for each
Server i

Every § globally unique identifier called the ServerUri. This identifief should
be a ful ed_domain name; however, it may be a GUID or similar construct that ensures
global yniqueness. The ServerUri returned by this Service shall be the same value that
appear inindex 0 of the Qpr\/prArrny property (QPQ IEC G?RA’I-R) The Serverllri is teturned
as the applicationUri field in the ApplicationDescription (see 7.1)

Every Server shall also have a human readable identifier called the ServerName which is not
necessarily globally unique. This identifier may be available in multiple locales.

A Server may have multiple HostNames. For this reason, the Client shall pass the URL it used
to connect to the Endpoint to this Service. The implementation of this Service shall use this
information to return responses that are accessible to the Client via the provided URL.

This Service shall not require any message security but it may require transport layer security.

2 Under

consideration.
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Some Servers may be accessed via a Gateway Server and shall have a value specified for
gatewayServerUri in their ApplicationDescription (see 7.1). The discoveryUrls provided in
ApplicationDescription shall belong to the Gateway Server. Some Discovery Servers may
return multiple records for the same Server if that Server can be accessed via multiple paths.

This Service can be used without security and it is therefore vulnerable to Denial Of Service
(DOS) attacks. A Server should minimize the amount of processing required to send the
response for this Service. This can be achieved by preparing the result in advance. The
Server should also add a short delay before starting processing of a request during high
traffic conditions.

The DiscoveryUrl returned by this Service is ambiguous if there are multiple TransportProfiles
(e.g. UA XML or UA Binary encoding) associated with the URL scheme./Clieds that|support
multiple| TransportProfiles should attempt to use alternate TransportProfiles if thefirst choice
does noft succeed.

5.4.2.2 Parameters

Table 3|defines the parameters for the Service.

Table 3 — FindServers Serw ers
)

Name Type Description A\

[ X
Request \ / { \ >
The-duthert

requestHeader RequestHeader Cormmoneqtiest bar meters. icationToken is always onfitted. The
authegtica en shall be ignored if/it is provided.
The t RequestHeadels definedih 7.26.

endpointrl String The/network address\that the _Client used to access the Discovery Endpoint.
e information for diagnostics and to determine what URLs to

Reuld returA a suitable default URL if it does not recognige the

localelds [] Localel .
er skould return the ServerName using one of locales specifjed. If the
Q s more than one of the requested locales then the serjer shall use
le that appears first in this list. If the server does not support any of the
ested locales it chooses an appropriate default locale.
/\ erver chooses an appropriate default locale if this list is empty.
serverUris [] ring yof servers to return.
All known servers are returned if the list is empty.
< A serverUri matches the applicationUri from the ApplicationDescriptign defined
in7.1.
K AN\
Response R\ /
responseHeader RespohseHeader Common response parameters.
The ResponseHeader type is defined in 7.27.
servers [] ApplicationDescription | List of Servers that meet criteria specified in the request.

This listis nml_r_\hJ/ f no servers meet the criteria

The ApplicationDescription type is defined in 7.1.

5.4.2.3 Service results

Common StatusCodes are defined in Table 165.

5.4.3 GetEndpoints
5.4.3.1 Description

This Service returns the Endpoints supported by a Server and all of the configuration
information required to establish a SecureChannel and a Session.

This Service shall not require any message security but it may require transport layer security.
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A Client may reduce the number of results returned by specifying filter criteria based on
Localelds and Transport Profile URIs. The Server returns an empty list if no Endpoints match
the criteria specified by the client. The filter criteria supported by this Service are described in
5.4.3.2.

A Server may support multiple security configurations for the same Endpoint. In this situation,
the Server shall return separate EndpointDescription records for each available configuration.
Clients should treat each of these configurations as distinct Endpoints even if the physical
URL happens to be the same.

The security configuration for an Endpoint has four components:

Server ApPPpPIlIcation Instance Lertiricate

Mesgage Security Mode

Security Policy
Supported User ldentity Tokens

The ApplicationinstanceCertificate is used to secure the reChagnelMrequest (see
5.5.2). [The MessageSecurityMode and the SecurityPolfs S j secure
messagps sent via the SecureChannel. The Userldeptity shi ich| type of
user crgdentials shall be passed to the Server in the/Actiy i .6]3).

If the sd ion, the
Client s

Each E Endpoint
supports. as message encoding format and

protocol version and Clients shall fetch the Server’s
SoftwargCertificates if the gmplete list of Profiles supported by the
Server (see 7.30).

Messagps are s@ p ying daxdcryptography algorithms to the messages before
they are sent ower on the
Security 41-7 defines Profiles for common SecurityPolicies
and ass|i o them. It is expected that applications have built in know|edge of
the Secpri 1 hat t upport, as a result, only the Profile URI for the SecurftyPolicy
is specified i Ntk iption. A Client cannot connect to an Endpoint that does not
support j A i

An EndpointRescription~may specify that the message security mode is NONE. This

configuratiop-is ¢ >ommended unless the applications are communicating on a physically
isolated| network whére the risk of intrusion is extremely small. If the message segurity is
NONE then’it is passible for Clients to deliberately or accidentally hijack Sessiaons créated by

other Clients.

A Server may have multiple HostNames. For this reason, the Client shall pass the URL it used
to connect to the Endpoint to this Service. The implementation of this Service shall use this
information to return responses that are accessible to the Client via the provided URL.

This Service can be used without security and it is therefore vulnerable to Denial Of Service
(DOS) attacks. A Server should minimize the amount of processing required to send the
response for this Service. This can be achieved by preparing the result in advance. The
Server should also add a short delay before starting processing of a request during high
traffic conditions.

Some of the EndpointDescriptions returned in a response shall specify the Endpoint
information for a Gateway Server that can be used to access another Server. In these
situations, the gatewayServerUri is specified in the EndpointDescription and all security
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checks used to verify Certificates shall use the gatewayServerUri (see 6.1.3) instead of the
serverUri.

To connect to a Server via the gateway the Client shall first establish a SecureChannel with
the Gateway Server. Then the Client shall call the CreateSession service and pass the
serverUri specified in the EndpointDescription to the Gateway Server. The Gateway Server
shall then connect to the underlying Server on behalf of the Client. The process of connecting
to a Server via a Gateway Server is illustrated in Figure 10.

Gateway

Client Server

CEtEMIpoitST() :|

T
|: EndpointDescription[]

!

|
|
|
Ij OpenSecureChannel()
|
|
|
|

CreateSession()

CregteSectrgCh

/CrpaiqSessi ()
WY

Session
Endpoint

IEC

gway Server

5.4.3.2 Parameter

Table 4|defines r meters f

(\ Tabled = GetEhdpoints Service Parameters
Name Tyre( N\ Description
Request N
requestHe \ I?%que tHeadér Common request parameters.
The authenticationToken is always omitted. The authenticationToken shall
be ignored if it is provided.
The type RequestHeader is defined in 7.26.
endpointrl \S)ﬁng The network address that the Client used to access the Discovery

Endpoint.
The Server uses this information for diagnostics and to determine what
URLSs to return in the response.

The Server should return a suitable default URL if it does not recognize
the HostName in the URL.

localelds [] Localeld List of locales to use.
Specifies the locale to use when returning human readable strings.
This parameter is described in 5.4.2.2.

profileUris [] String List of Transport Profile that the returned Endpoints shall support.
IEC 62541-7 defines URIs for the Transport Profiles.

All Endpoints are returned if the list is empty.

Response
responseHeader ResponseHeader Common response parameters.
The ResponseHeader type is defined in 7.27.
Endpoints [] EndpointDescription List of Endpoints that meet criteria specified in the request.

This list is empty if no Endpoints meet the criteria.
The EndpointDescription type is defined in 7.9.
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5.4.3.3 Service Results

Common StatusCodes are defined in Table 165.

5.4.4 RegisterServer
5.4.41 Description

This Service registers a Server with a Discovery Server. This Service will be called by a
Server or a separate configuration utility. Clients will not use this Service.

A Server shall establish a SecureChannel with the Discovery Server before calling this
Service Fre-SeecureGhannelis—deseribed-in-6-6—Fhe-Administrator-of-the-Serwershath provide
the Seryer with an EndpointDescription for the Discovery Server as paril of thexconfiguration
process| Discovery Servers shall reject registrations if the serverUri pfovide t match

the applicationUri in Server Certificate used to create the SecureChg

A Server only provides its serverUri and the URLs of thé to the
Discoverry Server. Clients shall use the GetEndpoints seryi to date
configuration information directly from the Server.

The Server shall provide a localized name for itself i

Servers| shall be able to register thepis a Di§ e same
maching. The exact mechanisms depend and are
describgd in IEC 62541-6.

There are two types of Server applic uding a
start by|[the operating sys a Client
attempt$ to connect. The\reg [ 2t h which

category it falls into.

The reg strations for
\ .
Adninistrator \Kc\aher/ Discovery Client

d Servers is illustrated in Figure 11.

Server
] \ N o |

\ \) RegisterServer

(IsOnline=True)

Y

Registration FindServers() '

mer expires

<

RegisterServer N P —— r:
= nolicallon escrinlions.
(tsOntine=True) PP Lif 1

-

Online registrations .

expire, Servers must| |Remove expired P
i registrations -

register at least once J Nothing to find

FindServers()

every 10 minutes H
RegisterServer > !
(IsOnline=True) g :
|
Stop > : :
D > RegisterServer FindServers()
. 7 (IsOnline=False) <
| ——  Nothing to find

IEC

Figure 11 — The Registration Process — Manually Launched Servers


https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

IEC 62541-4:2015 © IEC 2015 - 29 -

The registration process for automatically launched Servers is illustrated in Figure 12.

The |offline registration is deleted when the Check

semiaphore file is no longer available
A Sj?ver may also mark its self off-line by 7‘(—3 Rw\
rengming or moving the semaphore file :

h Semaphor File

- . Discovery :
Administrator Server File System Server Client
D Install _ 4 Create ‘D Load i
g Semaphor File g registrations[ |
' . ' at startup
' RegisterServer ' -~
| | ) CheckSemaphor
] I . n
' ' Save registration
| | | I_I uucl |b\)
! ! _ Check V ~
| |
] ]
1

\

p|IC on

|‘_"| Uninstall D Delete ‘D

Semaphor File :

] ]
1 1 ]
]

/

/

The regjstration process is designed to
problems created by configuration _erroys. - eason, Servers shall register the
more than once.

Under

Discovery Serve
goes offline the S £ once more and indicate that it is going offli
registra

error od (e g>Nthe Discovery Server is not running) then thg
shall peri tration. The frequency of these attempts should
1 secon until the registration frequency is the same as what

be if no S ) ecommended approach would be to double the period
attempt 9 i

When 4

Server
determi

> 50

tically Launched Servers

normal conditig ervers shall periodically register v

® receive connections from Clients. If &

ion frequeng igutable; however, the maximum is 10 minute

t shall prowgdé a path to a semaphore file which the Discovery Server can
ineif’the Server has been uninstalled from the machine. The Discovery Sery

hinimize
mselves

vith the
Server
he. The
s. If an
Server
start at
it would
of each

scovery
use to
er shall

have read access to the file sysiem that contains the Tile.

5.4.4.2

Parameters

Table 5 defines the parameters for the Service.

IEC
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Table 5 — RegisterServer Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters.

The authenticationToken is always omitted.
The type RequestHeader is defined in 7.26.

Server RegisteredServer The server to register. This structure is defined in-line with the following
indented items.
serverUri String The globally unique identifier for the Server instance. The serverUri matches
the applicationUri from the ApplicationDescription defined in 7.1.
productUri String The globally unique identifier for the Server product.
serverNames [] LocalizedText A list of localized descriptive names for the Server.

The list shall have at least one valid entry.

server|ype Enum The type of application.
ApplicationType The enumeration values are defined in Table
The value “CLIENT_1” (The application is //en |<o\lo . [The Service
result shall be Bad_InvalidArgument in thi

gatewgyServerUri String The URI of the Gateway Server associat
This value is only specified by Gatt
Servers that they provide access t
For Servers that do not act ag/8 Qat

=r the

all be null.

discoveryUrls [] String A list of Discovery Endpomts r the \)
The list shall have at lgast one

semaphoreFilePath String ent|fy n automatically-lalinched
ervers.wil'not use this paramieter.

ts, the LocalDiscoverySenver shall
persistent data store that it reppds

Iffa Semaphor ile 's spesified but does not exist the Discovery Sgrver shall

d with a semaphoreFiIePath, the DiscoveryServer
jle exists before returning the ApplicationDes¢ription to

ot register with a semaphoreFilePath (it is null orlempty)
scove/ySen/er does not attempt to verify the existence ¢f the file
ing the ApplicationDescription to the client.

P

isOnling 00| \/\ rue if the Server is currently able to accept connections from Cliepts. The
isCoveryServer shall return ApplicationDescriptions to the Client.
}he Server is expected to periodically re-register with the DiscovenyServer.
False if the Server is currently unable to accept connections from Clients. The
x DiscoveryServer shall NOT return ApplicationDescriptions to the Qlient.

Q \ This parameter is ignored if a semaphoreFilePath is provided.
Y

\

Response )

Responsg¢Header \F(esponseHeader Common response parameters.
The type ResponseHeader is defined in 7.27.

5.4.4.3 Service Results

Table 6 defines the Service results specific to this Service. Common StatusCodes are defined
in Table 165.

Table 6 — RegisterServer Service Result Codes

Symbolic Id Description

Bad_InvalidArgument See Table 165 for the description of this result code.
Bad_ServerUrilnvalid See Table 165 for the description of this result code.
Bad_ServerNameMissing No ServerName was specified.
Bad_DiscoveryUrlMissing No discovery URL was specified.
Bad_SempahoreFileMissing The semaphore file specified is not valid.
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55 S
5.5.1

ecureChannel Service Set

Overview

This Service Set defines Services used to open a communication channel that ensures the
confidentiality and Integrity of all Messages exchanged with the Server. The base concepts

for OPC

UA security are defined in IEC TR 62541-2.

The SecureChannel Services are unlike other Services because they are not implemented
directly by the OPC UA Application. Instead, they are provided by the Communication Stack
on which the OPC UA Application is built. For example, an OPC UA Server may be built on a
SOAP stack that allows applications to establish a SecureChannel using the WS Secure

Conversation me‘ifir‘afinn In these cases the OPC UA Application shall \/prify hat the
Messagk it received was in the context of a WS Secure Conversation. IEC 6254-6{d¢scribes
how the| SecureChannel Services are implemented.

A SecureChannel is a long-running logical connection between.a single 3 single
Server. |This channel maintains a set of keys known only to thg hich are
used to| authenticate and encrypt Messages sent across Channel
Service} allow the Client and Server to securely negotiatedhe Kk

An EndpointDescription tells a Client how to esf B given
Endpoint. A Client may obtain the EndpointDescyi a some
non-UA|defined directory server or fromni

The ex in the
Security when it
creates|a SecureChannel

It should be noted tha urn off
authentication and enc

When a| Client that all
incoming Messages hé pecified
in the EjndpointDe at does
not conform to th

The relatlon pcureChannel and the OPC UA Application dependqg on the
impleme C 62541-6 defines any requirements that depend |on the
technold

The co een the OPC UA Application Session and the SecureChgnnel is
illustrated™in Figure 13. The Communication Stack is used by the OPC UA Applicdtions to
exchanj‘e#emgerﬂw—ﬁmmﬁhe—&emmehmmm—mabhsh a

SecureChannel between the two Communication Stacks which allows the secure exchange of

Messages.

establish an OPC UA Application Session.

In the second step, the OPC UA Applications use the Session Service Set to
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OPC UA Client OPC UA Server
Session
OPC UA Application € -----. > OPC UA Application
Communication Stack Communication Stack
SecureChannel
Once a Hifferent
Secure( vith the
Activaté
If a Se Server
chaining, pan that
the use d to an
appropr, er level
security t obtain
informati z ) Penever possible a Server| should
imperso ypa iginal Client’s user identity to the underlying
Server Activate 5 N/ impersonation is not an option then the
Server i S ich the
underlyi
5.5.2
5.5.2.1
This Se ensure
Confidehtja p Fequires
the Corp (CatioR as they

are sent and reesgived: nication

Each S¢curéChannel has a globally-unique identifier and is valid for a specific combirjation of
Client and Server application instances. Each channel contains one or more SecurityTokens
that identify a set of cryptography keys that are used to encrypt and authenticate Messages.
SecurityTokens also have globally-unique identifiers which are attached to each Message
secured with the token. This allows an authorized receiver to know how to decrypt and verify
the Message.

SecurityTokens have a finite lifetime negotiated with this Service. However, differences
between the system clocks on different machines and network latencies mean that valid
Messages could arrive after the token has expired. To prevent valid Messages from being
discarded, the applications should do the following:

a) Clients should request a new SecurityToken after 75 % of its lifetime has elapsed. This
should ensure that Clients will receive the new SecurityToken before the old one actually
expires.
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b) Servers shall use the existing SecurityToken to secure outgoing Messages until the
SecurityToken expires or the Server receives a Message secured with a new
SecurityToken. This should ensure that Clients do not reject Messages secured with the
new SecurityToken that arrive before the Client receives the new SecurityToken.

c) Clients should accept Messages secured by an expired SecurityToken for up to 25 % of
the token lifetime. This should ensure that Messages sent by the Server before the token
expired are not rejected because of network delays.

Each SecureChannel exists until it is explicitly closed or until the last token has expired and
the overlap period has elapsed. A Server application should limit the number of
SecureChannels. To protect against misbehaving Clients and denial of service attacks, the
Server shall close the oldest SecureChannel that has no Session assigned before reaching

th H | £ 4 a0 Ya¥yXN L
e maxmmomTumoer-orsupportet—secureCraners:

The Op, sender's
Certificd rovide
encrypti . These
requirements for OpenSecureChannel only apply if the securityP

The Celtificates used in the OpenSecureChannel service L icati nstance
Certificgtes. Clients and Servers shall verify that t ] fficates™were used in the
CreateJession and ActivateSession services. Certificates . not be

verified [if the securityPolicyUri is None.

If the sgcurityPolicyUri is not None, a

Certificgte is the same as the HostNam ifference
then the Client shall report the differefice and NE hannel.
Servers b and MyHost.local into the| Server
Certificd HostName exposed by a NA[T router
used to

Clients should be e  tf ostName returned in the EndPointDescriplion with
the HostName edAo call GetEndpoints.

5.5.2.2

Table 7|defin e Service.

Unlike d parameters for this Service provide only an abstract defintjon. The

he network depends on the mappings defined in IEC 62541-6.
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Table 7 — OpenSecureChannel Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters. The authenticationToken is always omitted.

The type RequestHeader is defined in 7.26.

clientCertificate

Applicationlnstance

A Certificate that identifies the Client.

Certificate The OpenSecureChannel request shall be signed with this Certificate.
The ApplicationinstanceCertificate type is defined in 7.2.
If the securityPolicyUri is None, the Server shall ignore the
ApplicationinstanceCertificate.
requestType Enum The type of SecurityToken request:
SecurityToken An enumeration that shall be one of the following:
RequestType ISSUE_O creates a new SecurityToken for a new SecureChannel.
RENEW_1 creates a new Security [ oken tor an existing
SecureChannel. é\
secureChannelld ByteString The identifier for the SecureChannel that thét-ﬁvt shouild belong to.
This parameter shall be null when creaﬁr@\e ew S%Qhan .
securityMode Enum The type of security to apply to the messages,
MessageSecurityMode | The type MessageSecurityMode is define
A SecureChannel may have to be\create en 'the securtyMople is
NONE. The exact behavioWs oR thefmapping used and is described
in the IEC 62541-6. \
securityPplicyUri String The URI for SecurityPofi over the
SecureChannel.
The set of known Rlsfr? hem are
defined in IEC-62541-7
clientNonge ByteString behthat in any other request. A pew
e ge time a SecureChannel i renewed.
ter shall have\a length/equal to key size used for the|symmetric
rithim\that is ified by the securityPolicyUri.
requestedLifetime Duration I%milliseconds, for the new Security Tokel. It
e Client expects to renew the SecureChannel by calling the
&Chanxel ice again. If a SecureChannel is not rehewed,
<\(\ ages sent using the current SecurityTokens shall bg rejected
’\ 4
Response [
responseHeader spo<seHea r oWesponse parameters (see 7.27 for ResponseHeader type
definitign).
securityTpken C@WTBI@Q\@?ENWS the new Security Token issued by the Server. This structure is
fined in-line with the following indented items.
channglld ByteStting A unique identifier for the SecureChannel. This is the identifier that shall be
supplied whenever the SecureChannel is renewed.
tokenld \ %S\? A unique identifier for a single Security Token within the channel. [This is the
identifier that shall be passed with each Message secured with the
/\ NN Security Token.
created At \JUtcTime ) The time when the SecurityToken was created.
revisedLifetim D Du\itio}/ The lifetime of the Security Token in milliseconds. The UTC expirgtion time
e\ for the token may be calculated by adding the lifetime to the creafedAt time.
serverNopce BytéString A random number that shall not be used in any other request. A pew
serverNonce shall be generated for each time a SecureChannel {s renewed.
This parameter shall have a length equal to key size used for the symmetric
encryption algorithm that is identified by the securityPolicyUri.
5.5.2.3 Service results

Table 8 defines the Service results specific to this Service. Common StatusCodes are defined

in Table

165.
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Table 8 — OpenSecureChannel Service Result Codes

Symbolic Id Description
Bad_SecurityChecksFailed See Table 165 for the description of this result code.
Bad_Certificate Timelnvalid See Table 165 for the description of this result code.
Bad_CertificatelssuerTimelnvalid See Table 165 for the description of this result code.
Bad_ CertificateHostNamelnvalid See Table 165 for the description of this result code.
Bad_ CertificateUrilnvalid See Table 165 for the description of this result code.
Bad_CertificateUseNotAllowed See Table 165 for the description of this result code.
Bad_ CertificatelssuerUseNotAllowed See Table 165 for the description of this result code.
Bad_CertificateUntrusted See Table 165 for the description of this result code.
Bad_ CertificateRevocationUnknown See Table 165 for the description of this result code.
Bad_CertificatelssuerRevocationUnknown | See Table 165 for the description of this result code.
Bad_CertificateRevaked See Tabhle 165 for the description of this result cade
Bad_Certifi¢atelssuerRevoked See Table 165 for the description of this result code.
Bad_RequestTypelnvalid The security token request type is not valid. /\
Bad_SecurifyModeRejected The security mode does not meet the requiremepts det by t\\e Seyver.
Bad_SecurityPolicyRejected The security policy does not meet the requirem%\nts\s\e\w the\Server.
Bad_Securg¢Channelldinvalid See Table 165 for the description of this re,-slﬂt\co\(e
Bad_Noncejnvalid See Table 165 for the description of this sult code) \\e}

turn this status if

one in

A server shall check the minimum le| Ilen on
the length is below 32 bytes. A check for mﬁs an only be

5.5.3
5.5.3.1

This Service is used to terminate a Secu

r
CloseSecureChannel \>

Description

eCha

The request Messages sh ilate key associated with the| current
token for the SecureChanm
5.5.3.2
Table 9
Name \Type Description
Request \ \ )
requestHe N Re@ues eadef Common request parameters. The sessionl/d is always omitted.
The type RequestHeader is defined in 7.26.
secureCHanneltd__ O\ ByteString The identifier for the SecureChannel to close.
Response
responseHeadér ResponseHeader Common response parameters (see 7.27 for ResponseHeader definifion).
5.5.3.3 Service results

Table 10 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 10 — CloseSecureChannel Service Result Codes

Symbolic Id

Description

Bad_SecureChannelldinvalid See Table 165 for the description of this result code.
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5.6 Session Service Set
5.6.1 Overview

This Service Set defines Services for an application layer connection establishment in the
context of a Session.

5.6.2 CreateSession
5.6.2.1 Description

This Service is used by an OPC UA Client to create a Session and the Server returns two
values which uniquely identify the Session. The first value is the sessionld which is used to
identify the Session in the audit logs and in the Server’s address spacg. Thexsecond is the
authent|cationToken which is used to associate an incoming request wj j

Before | calling this Service, the Client shall create a fth  the
OpenSegcureChannel Service to ensure the Integrity of all M uring a
Session|. This SecureChannel has a unique identifier WhICh the Serve i with the
authentlcationToken. The Server may accept requests 3 only if
they arg associated with the same SecureChannel thatw ate the Sessfon. The
Client may associate a new SecureChannel with th 30 ing the ActivatelSession

method)

The Seg¢ureChannel is always managed\by i it shall
provide |APIs which the Server can us : el used
for any] given request. The Communicatio at a minimum, provjde the

SecurityPolicy and SecurityMode us SN eChannel. It shall also prpvide a
SecureChannelld which uniquely identifies annel or the Client Certificate|used to

establis these to identify the Secure{Channel
used to| send a request. s¢ 7. descri hoWw to create the authenticationTgoken for
different types of Communicati

Dependjng upo ] iy and the SecurityMode of the SecureChanhel, the
exchange of Applieatior/n 1 s and Nonces may be optional and the signatures

may be| empty. See . e definition of SecurityPolicies and the handling of
these parameters

The Se € N QintDescriptions in the response. Clients use this information to
determi v st of EndpointDescriptions returned from the Discovery Endpoint
matches WP O gt the Server has. If there is a difference then the Client shall close
the Seski nd-repoxt an error. The Server returns all EndpointDescriptions for the serverUri
specifie 1 in the request. The Client only verifies EndpointDescriptions with a
transpo tProf/IeUr/ t at matches the prof/IeUr/ specmed in the orlgmal GetEndpoints fequest.
A Client source
such as the Adm/n/strator

The Session created with this Service shall not be used until the Client calls the
ActivateSession Service and provides its SoftwareCertificates and proves possession of its
Application Instance Certificate and any user identity token that it provided.

The SoftwareCertificates parameter in the Server response is deprecated to reduce the
message size for OPC UA Applications with limited resources. The SoftwareCertificates are
provided in the Server’s AddressSpace as defined in IEC 62541-5. A SoftwareCertificate
identifies the capabilities of the Server and also contains the list of OPC UA Profiles
supported by the Server. OPC UA Profiles are defined in IEC 62541-7.

Additional Certificates issued by other organisations may be included to identify additional
Server capabilities. Examples of these Profiles include support for specific information models
and support for access to specific types of devices.
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When a Session is created, the Server adds an entry for the Client in its
SessionDiagnosticsArray Variable. See IEC 62541-5 for a description of this Variable.

Sessions are created to be independent of the underlying communications connection.
Therefore, if a communications connection fails, the Session is not immediately affected. The
exact mechanism to recover from an underlying communication connection error depends on
the SecureChannel mapping as described in IEC 62541-6.

Sessions are terminated by the Server automatically if the Client fails to issue a Service
request on the Session within the timeout period negotiated by the Server in the
CreateSession Service response. This protects the Server against Client failures and against
situations where a failed underlying connection cannot be re-established. Clients shall be
preparel to submit requesis in a timely manner to preveni the Sé&ssion_irom | closing
automatically. Clients may explicitly terminate Sessions using the Clos rvige.

When g Session is terminated, all outstanding requests on the S ped and
Bad_SejssionClosed StatusCodes are returned to the Client. |r ition deletes
the entry for the Client from its SessionDiagnosticsArray y other
Clients who were subscribed to this entry.

If a Client invokes the CloseSession Service thep [ptions, associated With the

Session| are also deleted if the deleteSubscriptions flag(is)set Af a Server terminates
a Sessipn for any other reason, Subscriptions a ia pith the Session, are not fdeleted.
Each Subscription has its own lifetime g Session
terminat efore its
lifetime expires.

Some Servers, such as aggregating These
Servers|typically support ghore ers that
they regdresent. Security fonthese

First, egch OPC S
record id. A Cli
create g local audit |

pass th
then it
the entr
by the |Clie
See IEQTF

An audit
as a Client, such as an aggregating Ser}er, can
that it submits. This parameter allows the Client to
thntie request. If the Server also maintains an audit log,
i log entry that it writes. When the log is examiped and
will be able to relate it directly to the audit log entry|created
allows for traceability across audit logs within a [system.
additional information on auditing. A Server that maintains @n audit
ation in the audit log entries via event Messages defined in this
choose to only provide the Audit information via event M¢gssages.
is defined in IEC 62541-3.

standard. S
The Audit EyentT

Second,—these ayylcyatilly Servers ray—open ;Ildcpclldcllt Sessions—to—the—un erlying

Servers for each Client that accesses data from them. Figure 14 illustrates this concept.
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Clients typically support a The aggregating server establishes a
single system user separate session to its underlying
servers for each of its users.
OPC UA
Client OPC UA
/ Server
OPC UA . R Aggregating /
Client h | OPCUA
Server \
\ OPC UA
OPC UA \ / Server
Cllent Sassions.
[
IEC

5.6.2.2 Parameters
Table 1] defines the parameters for the Service.
Table 11 — CreateSession S rvif% Para
Name Type Description (N\\ /I
Request AN\ p )\

requestHeader RequestHeader Commgn request,parameters, ke atthenticationToken is always omitted.

The typeNRequestHeaderis defined in 7.26.
clientDescrption Application Information that describes the\Client application.

Description The type AppficationBestriptionNs defined in 7.1.
serverUri String This value is\only.specified e EndpointDescription has a gatewaySeyverUri.
his value is the applicatiopUri from the EndpointDescription which is the
[\ applicatiently for the undérlying Server. The type EndpointDescription ig defined in

[£2N

endpointUr| String The network address that the Client used to access the Session Endpolnt.
stName portion of the URL should be one of the HostNames for|the
lication that are specified in the Server’s ApplicationinstanceCertificate (see 7.2).
erves shall raise an AuditUrIMismatchEventType event if the URL|does not
h Server's HostNames. AuditUrIMismatchEventType event typ¢ is defined in
IEC 62541-5.
erver uses this information for diagnostics and to determine the s¢t of

EndpointDescriptions to return in the response.

sessionName Stri Human readable string that identifies the Session. The Server makes this name and

N

)

N

the sessionld visible in its AddressSpace for diagnostic purposes. The
provide a name that is unique for the instance of the Client.
If this parameter is not specified the Server shall assign a value.

Client should

clientNoncsg

yteString

A random number that should never be used in any other request. This
have a minimum length of 32 bytes. Profiles may increase the required
Server shall use this value to prove possession of its Application Instan
in the response.

number shall
ength. The
be Certificate

clientCertificate

Applicationlnstance

The Application Instance Cettificate issued to the Client.

Certificate The ApplicationinstanceCertificate type is defined in 7.2.

If the securityPolicyUri is None, the Server shall ignore the
ApplicationinstanceCertificate.

Requested Duration Requested maximum number of milliseconds that a Session should remain open

SessionTimeout without activity. If the Client fails to issue a Service request within this interval, then
the Server shall automatically terminate the Client Session.

maxResponse Uint32 The maximum size, in bytes, for the body of any response message.

MessageSize The Server should return a Bad_ResponseToolLarge service fault if a response
message exceeds this limit.
The value zero indicates that this parameter is not used.
More information on the use of this parameter is provided in 5.3.

Response
responseHeader ResponseHeader Common response parameters (see 7.27 for ResponseHeader type).
sessionld Nodeld A unique Nodeld assigned by the Server to the Session. This identifier is used to

access the diagnostics information for the Session in the Server address space. It is
also used in the audit logs and any events that report information related to the
Session. The Session diagnostic information is described in IEC 62541-5. Audit logs
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Name Type Description

and their related events are described in 6.2

authentication Session A unique identifier assigned by the Server to the Session. This identifier shall be

Token AuthenticationToken | passed in the RequestHeader of each request and is used with the SecureChannelld
to determine whether a Client has access to the Session. This identifier shall not be
reused in a way that the Client or the Server has a chance of confusing them with a
previous or existing Session.
The SessionAuthenticationToken type is described in 7.29.

revisedSession Duration Actual maximum number of milliseconds that a Session shall remain open without

Timeout activity. The Server should attempt to honour the Client request for this parameter,
but may negotiate this value up or down to meet its own constraints.

serverNonce ByteString A random number that should never be used in any other request.
This number shall have a minimum length of 32 bytes.
The Client shall use this value to prove possession of its Application Instance
Certificate in the ActivateSession request.
This value may also be used to prove possession of the userfdentity Token it
specified in the ActivateSession request.

serverCertificate Applicationlnstance The Application Instance Cetrtificate issued to the erver.

Certificate A Server shall prove possession by using the pfi hce provided
by the Client in the request. The Client shall v te igthe same as
the one it used to create the SecureCha
The ApplicationinstanceCertificate typeSis defi
If the securityPolicyUri is NONE a uires
encryption, the Client shall ignor%

serverEndgoints [] Endpoint Description | List of Endpoints that the se
The Server shall return a available for the serverUri
specified in the request. is defined in 7.9|The Client
shall verify this list wj a(Discqvery Erfdpoint if it used a Di§covery
Endpoaii peintDescfiptions.
It is rgcol Iue e endpointUrl, securityMode,
securityPolic ntity 1 8Kens, transportProfileUri and securityl¢vel with all
other parameters s gommended parameters shall be verified by
the cliept:

serverSoftware SignedSoftware This parameter is deprecated anhd the array shall be empty.

Certificated ] Certificate The S twa@{cate ar vided in the Server AddressSpace as defined in

/\ 541-5,

serverSignature SignatureDat: This is Wed with the private key associated with the
S fficate. This parameter is calculated by appending the clientNonce to the
clientCertificate and-signing the resulting sequence of bytes.
The SignatureAlgorithm shall be the AsymmetricSignatureAlgorithm specified in the

Q Curi or the Endpoint.

\'?&é' reData type is defined in 7.30.
maxRequest Uln naifnum size, in bytes, for the body of any request message.
MessageSigze The Glient Communication Stack should return a Bad_RequestTooLarge error to the
ication if a request message exceeds this limit.
< The value zero indicates that this parameter is not used.
5.3 provides more information on the use of this parameter.
X
5.6.2.3
Table 12 defines Service results specific to this Service. Common StatusCopes are
defined [inTable 165.
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Table 12 — CreateSession Service Result Codes

Symbolic Id Description

Bad_SecureChannelldinvalid See Table 165 for the description of this result code.

Bad_Noncelnvalid See Table 165 for the description of this result code.
A server shall check the minimum length of the client nonce and return this status if
the length is below 32 bytes. A check for duplicated nonces is optional and requires
access to the nonce used to create the secure channel.

Bad_SecurityChecksFailed See Table 165 for the description of this result code.

Bad_CertificateTimelnvalid See Table 165 for the description of this result code.

Bad_CertificatelssuerTimelnvalid See Table 165 for the description of this result code.

Bad_ CertificateHostNamelnvalid See Table 165 for the description of this result code.

Bad_ CertificateUrilnvalid See Table 165 for the description of this result code.

Bad_CertificateUseNotAllowed See Table 165 for the description of this result code.

Bad_ CertifigatelssuerUseNotAllowed See Table 165 for the description of this result code.

Bad_CertifigateUntrusted See Table 165 for the description of this result code,\|

Bad_Certifi¢ateRevocationUnknown See Table 165 for the description of this result cogdé\ (

Bad_Certifi¢atelssuerRevocationUnknown | See Table 165 for the description of this result ¢ode\

Bad_Certifi¢ateRevoked See Table 165 for the description of this result code. \

Bad_Certifi¢atelssuerRevoked See Table 165 for the description of this (ésult\co\d\e‘ \ \

Bad_TooMgnySessions The server has reached its maximum,qumger of Se38oNSY

Bad_ServelUrilnvalid See Table 165 for the description of this resdlt cote, \

5.6.3 ActivateSession
5.6.3.1 Description

This Service is used by the Client\{o S ertificates to the Sefver for
validatign and to specify the identity o [ with the Session. This |Service
request| shall be issued by the Client befor s any other Service request after
Create§ession. Failure to do so shall ¢ lose the Session.

WheneVer the Client calls\this\$ ] all prove that it is the same application
that called the Createfe 1 ient does this by creating a signature with the
j icqte specified in the CreateSession requgst. This

private key assocjated 3
signatune is cr ) i st serverNonce provided by the Serven to the
serverCertificate and eq|b ) i ture of the resulting sequence of bytes.

US§ e u in. , v urnpg w
Once ug sed again. For that reason, the Server returng a ne
serverN| ¢ i ijvateSession Service is called.

When tH ixateSessioR, Service is called for the first time then the Server shall rgject the
request|i nel is not same as the one associated with the CreatelSession
request calls to ActivateSession may be associated with different

Secure(,hannels is the case then the Server shall verify that the Certificate the Client
used to| create the new SecureChannel is the same as the Certificate used to crgate the
original SSeeureChanrel—tn—additton—the—Server—shalt—verify—that—the—GClient—supplied a
UserldentityToken that is identical to the token currently associated with the Session. Once
the Server accepts the new SecureChannel it shall reject requests sent via the old
SecureChannel.

The ActivateSession Service is used to associate a user identity with a Session. When a
Client provides a user identity then it shall provide proof that it is authorized to use that user
identity. The exact mechanism used to provide this proof depends on the type of the
UserldentityToken. If the token is a UserNameldentityToken then the proof is the password
that is included in the token. If the token is an X509ldentityToken then the proof is a signature
generated with private key associated with the Certificate. The data to sign is created by
appending the last serverNonce to the serverCertificate specified in the CreateSession
response. If a token includes a secret then it should be encrypted using the public key from
the serverCertificate.
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Clients can change the identity of a user associated with a Session by calling the
ActivateSession Service. The Server validates the signatures provided with the request and
then validates the new user identity. If no errors occur the Server replaces the user identity
for the Session. Changing the user identity for a Session may cause discontinuities in active
Subscriptions because the Server may have to tear down connections to an underlying

system and re-establish them using the new credentials.

When a Client supplies a list of locale ids in the request, each locale id is required to contain
the language component. It may optionally contain the <country/region> component. When
the Server returns a LocalizedText in the context of the Session, it also may return both the

language and the country/region or just the language as its default locale id.

When 4 Server returns a string to the Client, it first determines it
translations for it. If there are, then the Server returns the string w
matcheg the locale id with the highest priority in the Client-supplied lj

If there pre no exact matches, then the Server ignores the <co
locale id, and returns the string whose <language> compohent
compongnt of the locale id with the highest priority in the

If there still are no matches, then the Server returns
id.

A Gatevay Server is expected to i
connects to the underlying Server.
UserldentityToken using the nonce pro
will have to use its own user credenti
not support impersonation.

5.6.3.2 Parameters

Table 18 defines ie a

her

are, dvailable
id| exactly

ht of the
guage>

le locale

when it
on the
Server
nt does
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Table 13 — ActivateSession Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters. The type RequestHeader is defined in 7.26.

clientSignature

SignatureData

This is a signature generated with the private key associated with the
clientCertificate.

The SignatureAlgorithm shall be the AsymmetricSignatureAlgorithm
specified in the SecurityPolicy for the Endpoint.

The SignatureData type is defined in 7.30.

clientSoftwareCertificates []

SignedSoftware
Certificate

These are the SoftwareCertificates which have been issued to the Client
application.

The productUri contained in the SoftwareCertificates shall match the
productUri i in the AppllcatlonDescrlptlon passed by the Client in the
CreateS 4 HE Y ri should

be ignored.
Servers may reject connections from Clients it
the SoftwareCertificates provided by the

igfied with
5sion

eSession

ficatentyps is defined’in ¥

localelds []

Localeld

W The first Localeld in
ret a localized gtring to the
i ith the highest priprity that it
the locales identified in this
igg value that it has and include th¢ locale id
ore detail on locale ids. Iffthe Client
e Server shall use any thpt it has.
pecmed durlng the flrst call to
pecified the

userldentjtyToken

<

Extensible

ion. The
hould be
d4 access to

n 7.35.
Server

empty user token shall always be interpreted as anonympus.

userTokepSignature

\‘I.If’}e Client specified a user identity token that supports digital signatures,
en it shall create a signature and pass it as this parameter. Otherwise the
parameter is omitted.

The SignatureAlgorithm depends on the identity token type.
The SignatureData type is defined in 7.30.

AN
N

Response | N \
responseHeader “\.{\ T\ResponseHeader | Common response parameters (see 7.27 for ResponseHeader efinition).
serverNohce J BﬁeString A random number that should never be used in any other requegt.
This number shall have a minimum length of 32 bytes.
The Client shall use this value to prove possession of its Application
Instance Cetrtificate in the next call to ActivateSession request.
results [] StatusCode List of validation resulis for the SoffwareCerfificates (see 7.33 for

StatusCode definition).

diagnosticInfos []

DiagnosticInfo

List of diagnostic information associated with SoftwareCertificate validation
errors (see 7.8 for Diagnosticinfo definition). This list is empty if diagnostics
information was not requested in the request header or if no diagnostic

information was encountered in processing of the request.

5.6.3.3

Service results

Table 14 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.
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Table 14 — ActivateSession Service Result Codes

Symbolic Id Description

Bad_IdentityTokenlnvalid See Table 165 for the description of this result code.

Bad_ldentityTokenRejected See Table 165 for the description of this result code.

Bad_UserAccessDenied See Table 165 for the description of this result code.

Bad_ApplicationSignaturelnvalid The signature provided by the client application is missing or invalid.

Bad_UserSignaturelnvalid The user token signature is missing or invalid.

Bad_NoValidCertificates The Client did not provide at least one Software Certificate that is valid and meets the
profile requirements for the Server.

Bad_IdentityChangeNotSupported | The Server does not support changing the user identity assigned to the session.

5.6.4
5.6.4.1

This Sefvice is used to terminate a Session. The Server takes th
receiveg a CloseSession request:

CloseSession

Description

a) It sfops accepting requests for the Session. All subseque

Ses

b) lItre
are
Clie

ClogeSession request.

c) ltre
5.6.4.2

Table 1

urns negative responses with the StatusCode Badx,
tur

moves the entry for the Clientip i & jagn ay Variable.
Parameters

b defines the parameters for th

ssion Service Parameters

when it

for the

¢ all requgsts that
gseSession relsponse.

Name L Type\ Description\
Request > 2 <
requestHpader NReglestdgader Cammoy request parameters (see 7.26 for RequestHeader definition)).
deleteSubscriptions lean awalue is TRUE, the Server deletes all Subscriptions associated with the
Segsion. If the value is FALSE, the Server keeps the Subscriptions agsociated
ith the Session until they timeout based on their own lifetime.
Response \ /
response aa‘eg \ \R\es;‘)onshheader Common response parameters (see 7.27 for ResponseHeader definifion).
5.6.4.3 Service results
Table 16.5defines the Service results specific to this Service. Common StatusCofles are
defined im—Fabte—465-
Table 16 — CloseSession Service Result Codes
Symbolic Id Description
Bad_SessionldInvalid See Table 165 for the description of this result code.
5.6.5 Cancel
5.6.5.1 Description

This Service is used to cancel outstanding Service requests. Successfully cancelled service
requests shall respond with Bad_RequestCancelledByClient.
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Table 17 defines the parameters for the Service.

Table 17 — Cancel Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
requestHandle Integerld The requestHandle assigned to one or more requests that should be cancelled.
All outstanding requests with the matching requestHandle shall be cancelled.
Response
responsefleader | ResponseHeader | Common response parameters (See /.27 10T ResSpojise er dejmifion).
cancelCopnt Uint32 Number of cancelled requests.
5.6.5.3 Service results
Commop StatusCodes are defined in Table 165.

5.7 NodeManagement Service Set

5.7.1

This Seg
betweer
created

5.7.2
5.7.2.1

This Se
Service
Addresg
Addresd

5.7.2.2

Table 1

Overview

them disconnects fi

AddNodes
Description

rvice is used t
each Nogge is
Space @

Space hiexdref

Para

rvice Set defines Services to
them. All added Nodes conti

23ce Nodes and Reflerences
pace even if the Cllent that
rom the Serixe

to the AddressSpace hierarchy. Usging this
ode of a HierarchicalReference to ensurelthat the
t the Node is added as a child within the
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Table 18 — AddNodes Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
nodesToAdd [] AddNodesltem List of Nodes to add. All Nodes are added as a Reference to an existing Node
using a hierarchical ReferenceType. This structure is defined in-line with the
following indented items.
parentNodeld Expanded ExpandedNodeld of the parent Node for the Reference. The ExpandedNodeld
Nodeld type is defined in 7.10.
referenceTypeld Nodeld Nodeld of the hierarchical ReferenceType to use for the Reference from the
parent Node to the new Node.
requestedNewNodeld Expanded Client requested expanded Nodeld of the Node to add. The serverindex in the
Nodeld expanded Nodeld shall be 0
:f thc LCTVTT \.:GIIIIUL UuotT lIIID IVULIGILI II. IUJULJI.D I.II. the
appropriate error code.
If the Client does not want to request a Nodelg/th P of this
parameter to the null expanded Nodeld.
If the Node to add is a ReferenceType Noﬁ&R yumeric
id. See IEC 62541-3 for a description of Referense
browsgName QualifiedName The browse name of the Node to adg. Y N
nodeClass NodeClass NodeClass of the Node to add. \ \ \
nodeAftributes Extensible The Attributes that are specm S
Parameter parameter type is an exte
NodeAttributes A Client is allowed to omit values.for ibute value
is omitted, the Server/shal nitionNode.
If a TypeDefinitio suitable
default value.
er propriate
typeDdfinition Expanded N% eDef ltlonNQQe_f/o/the Node to add. This paramdter shall be
Nodeld nul Il NodeClasses other than Object and Variable in which cagde it shall be
prgvided
Response / / \
responseHeader Respo CoWonse)&afameters (see 7.27 for ResponseHeader definition).
results [] KW is\h%f:%jﬁ for the Nodes to add. The size and order of the list mgtches the
(\ sizg"and order of the nodesToAdd request parameter. This structurg is defined
in-li he following indented items.
status@ode /thhsﬁqde \S(atus\ﬁode for the Node to add (see 7.33 for StatusCode definition).
addedlodeld A RNodeld “Senvér assigned Nodeld of the added Node. Null Nodeld if the opersition failed.
diagnosti¢infos [] fagno 'cln?b\ Ligt of diagnostic information for the Nodes to add (see 7.8 for Diagfosticinfo
efinition). The size and order of the list matches the size and order|of the
nodes ToAdd request parameter. This list is empty if diagnostics infdrmation
\ was not requested in the request header or if no diagnostic informatjon was
& encountered in processing of the request.
5.7.2.3 S Xe M
Table 19<{defines the Service results specific to this Service. Common StatusCoples are
defined innTable 165
Table 19 — AddNodes Service Result Codes
Symbolic Id Description

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

5.7.2.4

StatusCodes

Table 20 defines values for the operation level statusCode parameter that are specific to this
Service. Common StatusCodes are defined in Table 166.
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Table 20 — AddNodes Operation Level Result Codes

Symbolic Id

Description

Bad_ParentNodeldlInvalid

The parent node id does not to refer to a valid node.

Bad_ReferenceTypeldinvalid See Table 166 for the description of this result code.

Bad_ReferenceNotAllowed

The reference could not be created because it violates constraints imposed by the data
model.

Bad_NodeldRejected

The requested node id was rejected either because it was invalid or because the server
does not allow node ids to be specified by the client.

Bad_NodeldExists

The requested node id is already used by another node.

Bad_NodeClasslInvalid

See Table 166 for the description of this result code.

Bad_BrowseNamelnvalid

See Table 166 for the description of this result code.

Bad_BrowseNameDuplicated The browse name is not unique among nodes that share the same relationship with the

parent.

Bad_NodeAgttributesinvalid

The node Attributes are not valid for the node class. [/

Bad_TypeDefinitionInvalid

See Table 166 for the description of this result code. Al

Bad_UserAgcessDenied

See Table 165 for the description of this result code < (

5.7.3 AddReferences

5.7.3.1 Description

This Sefvice is used to add one or more References to-Ome he NodelClass is
an input parameter that is used to validate that t € to bg added matches the
NodeClass of the TargetNode. This parameter is_not N eference refers to a

TargetMode in a remote Server.

In certajn cases, adding new Referenc : § shall require that thg Server

add new Server ids

to the Server's Serye ariable. For this reason, remote Serlers are

identifie[d by their URI and not by theij X. This allows the Server to|add the

remote Server URIs to its

5.7.3.2

Table 2

Name

Type Description

Request

requestHpader \
AN

X'Re uest\/ Common request parameters (see 7.26 for RequestHeader definition).
eader

referenc Ada\ﬂ\

ddReferences | List of Reference instances to add to the SourceNode. The targetNodeClass of
It each Reference in the list shall match the NodeClass of the TargetNgde. This
structure is defined in-line with the following indented items.

sourceNodeld

/Nodeld Nodeld of the Node to which the Reference is to be added. The sour¢e Node
shall always exist in the Server to add the Reference. The isForward [parameter
can be set to FALSE if the target Node is on the local Server and thel|source

Node on the remote Server.

referenceTypeld Nodeld Nodeld of the ReferenceType that defines the Reference.

isForward Boolean If the value is TRUE, the Server creates a forward Reference. If the value is
FALSE, the Server creates an inverse Reference.

targetServerUri String URI of the remote Server. If this parameter is not null, it overrides the
serverindex in the targetNodeld.

targetNodeld Expanded Expanded Nodeld of the TargetNode. The ExpandedNodeld type is defined in

Nodeld 7.10.
targetNodeClass NodeClass NodeClass of the TargetNode. The Client shall specify this since the TargetNode

might not be accessible directly by the Server.

Response
responseHeader Response Common response parameters (see 7.27 for ResponseHeader definition).
Header
results [] StatusCode List of StatusCodes for the References to add (see 7.33 for StatusCode

definition). The size and order of the list matches the size and order of the
referencesToAdd request parameter.

diagnosticInfos []

Diagnostic Info | List of diagnostic information for the References to add (see 7.8 for
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Name Type Description
Request
Diagnosticinfo definition). The size and order of the list matches the size and
order of the references ToAdd request parameter. This list is empty if diagnostics
information was not requested in the request header or if no diagnostic
information was encountered in processing of the request.
5.7.3.3 Service results
Table 22 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.
Table 22 — AddReferences Service Result Codes
[
Symbolic 1§ Description {
Bad_NothingToDo See Table 165 for the description of this result code. A<
Bad_TooManyOperations See Table 165 for the description of this result code. / \

5.7.3.4

Table 2

Status(

StatusCodes

B defines values for the results parameter that a
odes are defined in Table 166.

ommon

Table 23 — AddReferences Op ionsLevel
Symbolic I¢l Description” N ¢ O\
Bad_Sourcg¢NodeldInvalid See Table 168 for the descriptisp ofthis result gbde.

Bad_RefergnceTypeldinvalid

See Table 166 for the desSriptionsf this restit code.

Bad_ServerUrilnvalid

See Table 165 for the dessgiptign of this result code.

Bad_TargefNodeldInvalid

See Table 166 for fhe descriptionof thil result code.

Bad_Node(lassInvalid

NSee Table.166\for the deScription of fhis result code.

Bad_RefergnceNotAllowed

AN

T

eferencecouldiotbe ¢ d because it violates constraints imposed by
model on-this s

the data

Bad_ReferdncelLocalOnly |

The refekente fypeNs not-valid for a reference to a remote Server.

Bad_UserA|

CcessDenied

ége\'(able\{%\fqr the\gescription of this result code.

Bad_Duplic|

hteReferen€eNotallowed

The referenc\ypebétween the nodes is already defined.

Bad_InvalidSelfReferencev”

Thasetverdoes ot allow this type of self reference on this node.

5.7.4
5.7.41

This Se

When gny of th
Referen

er

gte one or more Nodes from the AddressSpace.

Nodes deleted by an invocation of this Service is the TargetNode of a
ce,ythen thoSe References are left unresolved based on the deleteTargetReferences

parame

When any of the Nodes deleted by an invocation of this Service is being monitored, then a
Notification containing the status code Bad_NodeldUnknown is sent to the monitoring Client
indicating that the Node has been deleted.

5.7.4.2

Parameters

Table 24 defines the parameters for the Service.
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Table 24 — DeleteNodes Service Parameters
Name Type Description
Request
requestHeader Request Common request parameters (see 7.26 for RequestHeader definition).
Header

nodesToDelete []

DeleteNodes
ltem

List of Nodes to delete. This structure is defined in-line with the following
indented items.

nodeld Nodeld Nodeld of the Node to delete.
deleteTargetReferences | Boolean A Boolean parameter with the following values:
TRUE delete References in TargetNodes that Reference the Node to
delete.
FALSE delete only the References for which the Node to delete is the
source.
The Server cannaot guarantee that it is a ferences from
TargetNodes if this parameter is TRUE. ;
Response A \
responseHeader Response Common response parameters (see 7.27 f&\f?é&@)ﬁw\@j@n).
Header
results [] StatusCode List of StatusCodes for the Nodes to eleté&%ﬁ%j\o tatuSCode| definition).
The size and order of the list matches the size orgder o ist of|the
nodesToDelete request paramgfer. AN
diagnosti¢infos [] Diagnostic List of diagnostic information for N w 7.8 for Diagnosticinfo
Info definition). The size and gfder o ist/maiches, thesize and order gf the

lormation
n was

5.7.4.3 Service results

Table 25 defines the Service result

defined|in Table 165.

Hes are

Symbolic I¢

| Desefiption

(N
AN

Bad_NothingToDo  /

“See Tabjg 165 for th¢ descriptfon of this result code.

Bad_TooM4 nyOperatioﬁs\

éqe Tablé\165 fbgtheﬁqsc\n’ption of this result code.

5.7.4.4

Table 2p
Status(

th

— DeleteNodes Operation Level Result Codes

results parameter that are specific to this Service. Gommon
e 166.

Symbolic Id

Description

Bad_Nodeldlnhyalid

See Table 166 for the description of this result code.

Bad_NodeldUnknown

See [able 166 for the description of this result code.

Bad_UserAccessDenied

See Table 165 for the description of this result code.

Bad_NoDeleteRights

See Table 166 for the description of this result code.

Uncertain_ReferenceNotDeleted

The server was not able to delete all target references.

5.7.5 DeleteReferences

5.7.5.1 Description

This Service is used to delete one or more References of a Node.

When any of the References deleted by an invocation of this Service are contained in a View,
then the ViewVersion Property is updated if this Property is supported.

Table 27 defines the parameters for the Service.
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Table 27 — DeleteReferences Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
referencesToDelete [] | DeleteReferences | List of References to delete. This structure is defined in-line with the following
Item indented items.
sourceNodeld Nodeld Nodeld of the Node that contains the Reference to delete.
referenceTypeld Nodeld Nodeld of the ReferenceType that defines the Reference to delete.
isForward Boolean If the value is TRUE, the Server deletes a forward Reference. If the value is
FALSE, the Server deletes an inverse Reference.
targetNodeld ExpandedNodeld Nodeld of the TargetNode of the Reference.

If the Server index indicates that the TargetNode is a remote Node, then the
nodeld shall contain the absolute namespace URI. If the TargetNode is a local
Nodethe rrodera shat contai the namespace madexy

deleteBidirectional Boolean A Boolean parameter with the following values:

TRUE delete the specified Reference sitesRefefence from
the TargetNode. If the Targe in‘a' rexgpte Server,

feren§e only.

FALSE delete only the specified-Referenc:

\ \ AN
Response
responseHeader ResponseHeader | Common response parameter(@ee&Nor\“@e@ponseHeader definifion).
results [] StatusCode List of StatusCodes fom t\églet\\(i 7 3 for StatusfCode
definition). The size ang/rder of atches\the size and order qf the
referencesToDelete requesyparameter:
diagnosti¢infos [] Diagnosticinfo ¢ Referencesto delete (see 7.8 fol

of the list matches the dize and
rameter. This list is empty if
t requested in the request header or ifjno

5.7.5.2 Service results

Table 28 defines the Sexvic
defined|in Table 165.

t is Service. Common StatusCopes are

ces Service Result Codes

Symbolic I¢ Description XA

Qa e 28 2 DeleteRe
/

Bad_NothingToDo SeeN[abl&\165 for the description of this result code.

Bad_TooMdnyOperations, SeeTanle 185 forthe description of this result code.

5.7.5.3 | ~St tu&t\es \>

Table 2P definesyvalues_far the results parameter that are specific to this Service. Gommon
StatusCodes defihed in Table 166.

Table 29 — DeleteReferences Operation Level Result Codes

Symbolic Id Description

Bad_SourceNodeldInvalid See Table 166 for the description of this result code.
Bad_ReferenceTypeldinvalid | See Table 166 for the description of this result code.
Bad_Serverindexinvalid The server index is not valid.
Bad_TargetNodeldInvalid See Table 166 for the description of this result code.
Bad_UserAccessDenied See Table 165 for the description of this result code.
Bad_NoDeleteRights See Table 166 for the description of this result code.

5.8 View Service Set
5.8.1 Overview

Clients use the browse Services of the View Service Set to navigate through the
AddressSpace or through a View which is a subset of the AddressSpace.
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A View is a subset of the AddressSpace created by the Server. Future versions of this
standard may also define services to create Client-defined Views. See IEC 62541-5 for a
description of the organisation of views in the AddressSpace.

5.8.2 Browse
5.8.2.1 Description
This Service is used to discover the References of a specified Node. The browse can be

further limited by the use of a View. This Browse Service also supports a primitive filtering
capability.

5.8.2.2 —Parameters

Table 30 defines the parameters for the Service.
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Table 30 — Browse Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
view ViewDescription Description of the View to browse (see 7.37 for ViewDescription definition). An
empty ViewDescription value indicates the entire AddressSpace. Use of the
empty ViewDescription value causes all References of the nodesToBrowse to be
returned. Use of any other View causes only the References of the
nodesToBrowse that are defined for that View to be returned.
requestedMax Counter Indicates the maximum number of references to return for each starting Node
ReferencesPerNode specified in the request. The value 0 indicates that the Client is imposing no

limitation (see 7.5 for Counter definition).

nodesToBrowse []

BrowseDescription

A list of nodes to Browse. This structure is defined in-line with the following
indented items

nodeld Nodeld Nodeld of the Node to be browsed. If a view is %ed, it s\wnclu e this
Node.
browsgDirection Enum An enumeration that specifies the direction o has the

BrowseDirection

es olloN

following values:

FORWARD_0  select only forward
INVERSE_1
BOTH_2 erences
The returned References do indicate Server followedl in the
isForward parameter of the ReferenceD
Symmetric References orward direction
therefore the isForward'flag i and symmetric Rdferences
are not returned if browseDjregtion iS\set to IN(ERSE_1.
referenceTypeld Nodeld Specifies thegﬁl f\tj:ne/ feeTy to follow. Only instances pf this
RefererceTyp, its subtypgs.ate returned’
If r{t/::@ﬂie then all Reférencesare yeturned and includeSubtypes is ignored.
includgSubtypes Boolean Indica§s wh hér}s;{ es'of the ReférenceType should be included in the
browse—f TR then instances of referenceTypeld and all of its subjtypes are
retufned.
nodeClassMask UInt32 Spegifies the Node: ss\egﬁﬂhe TargetNodes. Only TargetNodes wjth the

b

the

ected I\%d%sses e feturned. The NodeClasses are assigned
following bits:

it |\NodeClass
Ohject
Vagrable
Method
ObjectType
VariableType
ReferenceType
DataType

View

[

wmm\zzm/o

If set to zero, then all NodeClasses are returned.

resultM asﬁ\\

B2/

Specifies the fields in the ReferenceDescription structure that should
returned. The fields are assigned the following bits:

Bit

Result
ReferenceType

[SForward
NodeClass
BrowseName
DisplayName
TypeDefinition

albh|lw|IN| O

The ReferenceDescription type is defined in 7.24.

Response
responseHeader Response Header Common response parameters (see 7.27 for ResponseHeader definition).
results [] BrowseResult A list of BrowseResults. The size and order of the list matches the size and order

of the nodesToBrowse specified in the request.
The BrowseResult type is defined in 7.3.

diagnosticinfos []

Diagnostic Info

List of diagnostic information for the results (see 7.8 for Diagnosticinfo
definition). The size and order of the list matches the size and order of the
results response parameter. This list is empty if diagnostics information was not
requested in the request header or if no diagnostic information was encountered

in processing of the request.
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Table 31 defines the Service results specific to this Service. Common StatusCodes are

defined

in Table 165.

Table 31 — Browse Service Result Codes

Symbolic Id

Description

Bad_ViewldUnknown

See Table 165 for the description of this result code.

Bad_ViewTimestamplnvalid

See Table 165 for the description of this result code.

Bad_ViewParameterMismatchlinvalid

See Table 165 for the description of this result code.

Bad_ViewVersionlnvalid

See Table 165 for the description of this result code.

Bad_NothingToDo See Table 165 for the description of this result code.

Bad_TooManyOperations See Table 165 for the description of this result code. /4

5.8.2.4 StatusCodes

Table 3P defines values for the results parameter that are specific Yo this\ServicexnGommon

StatusCodes are defined in Table 166.
Table 32 — Browse Operation Le/vej\su ode
Symbolic I¢ | Description [~ >
Bad_Nodeldlnvalid See Table 166 for the descriptian of this résultcode,
Bad_Nodel@lUnknown See Table 166 fox the descxiptionoFthis/résylit §ode.
Bad_ReferdnceTypeldinvalid See Table 166 for the de€criptiorf of thidrestit dode.”

Bad_Brows

bDirectionlnvalid

See Table 166 for the Yesdription'qf this result codle.

Bad_NodeNotInView See Table 166 forYhe deScription ofthis resutttode.
Bad_NoCorjtinuationPoints See Table 166 for the describtionof thisresult code.

Uncertain_N

otAlINodesAvailable

Browse results tnay e insgripiste becaude of the unavailability of a subsystem.

5.8.3
5.8.3.1

This Se

that is oo large to &

Server i

the maxi

Browse

5.8.3.2
Table 3

BrowseNext

Descriptio
vice is u

return that was specified by the Client in the
ext shall be submitted on the same Session that was

rmation
that the
bxceeds
original
used to
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Table 33 — BrowseNext Service Parameters

Name Type Description
Request
requestHeader Request Header | Common request parameters (see 7.26 for RequestHeader definition).

releaseContinuationPoints

Boolean

A Boolean parameter with the following values:

TRUE passed continuationPoints shall be reset to free resources in
the Server. The continuation points are released and the results
and diagnosticlnfos arrays are empty.

FALSE passed continuationPoints shall be used to get the next set of

browse information.
A Client shall always use the continuation point returned by a Browse or
BrowseNext response to free the resources for the continuation point in the
Server. If the Client does not want to get the next set of browse information,
BrowseNext shall be called with this parameter set ta TRUE.

continuatipnPoints [] Continuation A list of Server-defined opaque values that repregent continuation |points. The
Point value for a continuation point was returned to [
or BrowseNext response. These values are dsed to identify th
processed Browse or BrowseNext reque, i
point in the result set from which the bro
Clients may mix continuation point
responses.
The ContinuationPoint type is degcried in 7(6;
Response N \
responsehleader Response Common response parameters {see 727 for ResponseHeader definition).
Header m
results [] BrowseResult A list of reference: t}\a}}ﬁ z:iiterl specified in the original Brqwse
aRd order of this\list h e size and order of the
7 ints reguest parametgr.
It typeis defined’in 7.3
diagnostignfos [] Diagnostic Info ic informatiqn for the results (see 7.8 for Diagnostiginfo
definitid he'size and order of the list matches the size and ordgr of the
re e e pargmeter. This list is empty if diagnostics informption was
questedn the request header or if no diagnostic information|was
A enceuritered in prptessing of the request.
~~—"
5.8.3.3 Serv@e Its
Table 34 defines ice~xesults specific to this Service. Common StatusCofles are
defined fin Table 16§
<\ able 34 — BrowseNext Service Result Codes
Symbolic I¢l \ } ‘Description

Bad_NothingFaDo "\

N
X

See Yable 165 for the description of this result code.

Bad_TooM4 nyO;%ﬁa\tioﬁE \ Be€ Table 165 for the description of this result code.
5.8.3.4 Statusc\oges

Table 35 defines values for the results parameter that are specific to this Service. Common
StatusCodes are defined in Table 166.
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Table 35 — BrowseNext Operation Level Result Codes

Symbolic Id Description
Bad_NodeldInvalid See Table 166 for the description of this result code.
Bad_NodeldUnknown See Table 166 for the description of this result code.

Bad_ReferenceTypeldinvalid | See Table 166 for the description of this result code.

Bad_BrowseDirectionlnvalid See Table 166 for the description of this result code.

Bad_NodeNotInView See Table 166 for the description of this result code.

Bad_ContinuationPointinvalid | See Table 166 for the description of this result code.

5.8.4 TranslateBrowsePathsToNodelds

5.8.41 Description

This Sdrvice is used to request that the Server translates one or
Nodelds.
specifie
Relative

pQre browsepaths to

One py Since
Browse browse
path thg xample,
an Obje raphical
element] bensor”.
If the grf need to
call this Name of
the “HeatSensor” as browse path. The nsor” of
“Boiler1| and the graphical element cou

If a Nodle has multiple targe ' nes , a list of
Nodeldsg. However, since ai 50 amming
against [type definitions starting

Node is|returned as the

5.8.4.2 Para@

Table 3¢ defines e Service.
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Table 36 — TranslateBrowsePathsToNodelds Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
browsePaths [] BrowsePath List of browse paths for which Nodelds are being requested. This structure is
defined in-line with the following indented items.
startingNode Nodeld Nodeld of the starting Node for the browse path.
relativePath RelativePath The path to follow from the startingNode.
The last element in the relativePath shall always have a targetName specified.
This further restricts the definition of the RelativePath type. The Server shall
return Bad_BrowseNamelnvalid if the targetName is missing.
The RelativePath structure is defined in 7.25.
Response [/
responseHpader ResponseHeader | Common response parameters (see 7.27 for ResponseHeader definition).
results [] BrowsePathResult | List of results for the list of browse paths. T éﬁi{{&\@(\d&{ he list matches
the size and order of the browsePaths rfext\ rameter. This stryicture is
defined in-line with the following indented\fems,
statusCdde StatusCode StatusCode for the browse path (seé 7°33 for StatuSSode definitioh).
targets [ BrowsePathTarget | List of targets for the relativePath frqm the in odWstructure is
defined in-line with the followjng indented\iems:
A Server may encounter a in angther Serverwhich it
cannot follow while it is this happerns the Server
returns the Nodeld of/the exter and sets the remainingPaghlndex
parameter to indicate whij ts still need to be|processed.
To complete th i all corfnect to the other Sefver and call
thi servic:;@:%; @ tartingNode and the unpgrocessed
emeqts gg'the relativePgthy
target|d ExpandedNodeld | The identifierfor a targét:okthe RelafivePath.

remaipingPathindex

Index

The ndex of the\first proceaaedwélement in the RelativePath.
This value shall be\equaNo the maximum value of Index data type]if all
elementswere processed (see 7.12 for Index definition).

diagnosticlpfos []

Diagnosgticinfo

[(e)
o §
—,
O
o
3
3
£
= )
5
o
=
g
=0
(0]
i
z
o]
*
O
g
o]
s
w
(0]

©
Q
8
0
w

@
w
0]
(0]
~
[o°)
—
=

)- The size and order of the list matches the size and
aths request parameter. This list is empty if diagnostics
t requested in the request header or if no diagngstic

5.8.4.3

Table 37 define
defined|in 7.33.

resul

TrkanstateBrowsePathsToNodelds Service Result Codes

specific to this Service. Common StatusCofles are

Symbolic I¢g

NN
AN\ MDeséription

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

5.8.4.4 StatusCodes

Table 38 defines values for the operation level statusCode parameters that are specific to this

Service. Common StatusCodes are defined in Table 166.
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— TranslateBrowsePathsToNodelds Operation Level Result Codes

Symbolic Id

Description

Bad_NodeldInvalid

See Table 166 for the description of this result code.

Bad_NodeldUnknown

See Table 166 for the description of this result code.

Bad_NothingToDo

See Table 165 for the description of this result code.
This code indicates that the relativePath contained an empty list.

Bad_BrowseNamelnvalid

See Table 166 for the description of this result code.
This code indicates that a TargetName was missing in a RelativePath.

Uncertain_ReferenceOutOfServer The path element has targets which are in another server.

Bad_TooManyMatches

The requested operation has too many matches to return.
Users should use queries for large result sets. Servers should allow at least 10 matches
before returning this error code.

Bad_QueryTooComplex

The requested operation requires too many resources in the server,

Bad_NoMaftch The requested relativePath cannot be resolved to a target to rqfurn.
5.8.5 RegisterNodes
5.8.5.1 Description
A Servd services
might be ction to
these sy des that
they kn s to set up anything
needed rmance
improve| vendor-
specific e Value
Attribute.
Registef nts shall
unregisfer unneeded Ids imfrediate
RegistefNodes does ly copy
unknowh Nodelds in ti id types)
will cauge the c
For the| purpose nly the
canonicpl Nodela
5.8.5.2
Table 3 beters for the Service.
able 39 — RegisterNodes Service Parameters
Name Type Description
Request
requestHeader Request Header Common request parameters (see 7.26 for RequestHeader definition).
nodesToRegister [] Nodeld List of Nodelds to register that the client has retrieved through browsing, querying

or in some other manner.

Response

responseHeader

Response Header | Common response parameters (see 7.27 for ResponseHeader definition).

registeredNodelds []

Nodeld A list of Nodelds which the Client shall use for subsequent access operations. The
size and order of this list matches the size and order of the nodesToRegister
request parameter.

The Server may return the Nodeld from the request or a new (an alias) Nodeld. It
is recommended that the Server return a numeric Nodelds for aliasing.

In case no optimization is supported for a Node, the Server shall return the
Nodeld from the request.
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5.8.5.3 Service results

Table 40 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 40 — RegisterNodes Service Result Codes

Symbolic Id Description

Bad_NothingToDo See Table 165 for the description of this result code.

Bad_TooManyOperations See Table 165 for the description of this result code.

Bad_NodeldInvalid See Table 166 for the description of this result code.
Servers shall completely reject the RegisterNodes request if any of the Nodelds in the
nodesToRegister parameter are structurally invalid.

5.8.6 UnregisterNodes

5.8.6.1 Description

This Sefvice is used to unregister Nodelds that have been i iavthe RegisterNodes
service.

UnregisterNodes does not validate the Nodelds fpom th . simply
unregister Nodelds that are known as registered Nod list, but
are not fegistered Nodelds are simply ignored.
5.8.6.2 Parameters
Table 46 defines the parameters for th rvic
Tabg\ﬂ\—w te%es rvice Parameters
N
Name [Fype N L Deséxiption )
Request
requestHgader ‘Request Meader omroon rdquest parameters (see 7.26 for RequestHeader definitjon).
nodesToUnregister [\. )| Nodeld Alist oPWodelds that have been obtained via the RegisterNodes sprvice.
Response /\
responsehleader \ WO\“& /éommon response parameters (see 7.27 for ResponseHeader definition).
Header

5.8.6.3

Table 47
defined|in Tablex65.

rvice results specific to this Service. Common StatusCofles are

Symbolic Id Description
Bad_NothingToDo See Table 165 for the description of this result code.
Bad_TooManyOperations See Table 165 for the description of this result code.

5.9 Query Service Set
5.9.1 Overview

This Service Set is used to issue a Query to a Server. OPC UA Query is generic in that it
provides an underlying storage mechanism independent Query capability that can be used to
access a wide variety of OPC UA data stores and information management systems. OPC UA
Query permits a Client to access data maintained by a Server without any knowledge of the
logical schema used for internal storage of the data. Knowledge of the AddressSpace is
sufficient.
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An OPC UA Application is expected to use the OPC UA Query Services as part of an
initialization process or an occasional information synchronization step. For example, OPC UA
Query would be used for bulk data access of a persistent store to initialise an analysis
application with the current state of a system configuration. A Query may also be used to
initialise or populate data for a report.

A Query defines what instances of one or more TypeDefinitionNodes in the AddressSpace
should supply a set of Attributes. Results returned by a Server are in the form of an array of
QueryDataSets. The selected Attribute values in each QueryDataSet come from the definition
of the selected TypeDefinitionNodes or related TypeDefinitionNodes and appear in results in
the same order as the Aftributes that were passed into the Query. Query also supports Node
filtering on the basis of Attribute values, as well as relationships between
TypeDe aitrorftodes:

See Annex B for example queries.

5.9.2 Querying Views

A Viewl|is a subset of the AddressSpace available in thé C 82541t5 for a

For any|existing View, a Query may be used to ret : rom the Viewy. When
an application issues a Query against a View, on 2
not included in the View but included ix'the original A e j8 not returned.

The Qupry Services supports access to>current™\a i i data. The Service supports a
Client querying a past version of the AddressSpace ients may specify a ViewVersjon or a
Timestamp in a Query to access past versigns™of AddressSpace. OPC UA Query is
complementary to Historical Accessin that the formex is used to Query an AddressSpace that

i or'the value of Attributes over timg. In this

existed [at a time and the
way, a Query can be ugs a past AddressSpace so that Attribufe value

history mmay be acgessid ¥Sing\Hi al Acgess even if the Node is no longer in the| current
AddresqSpace. <>

Servers that is
associa er. If a
View or ess the
address remote
Server { ribed in
5.5.1

5.9.3.1 Description

This Service is used to issue a Query request to the Server. The complexity of the Query can
range from very simple to highly sophisticated. The Query can simply request data from
instances of a TypeDefinitionNode or TypeDefinitionNode subject to restrictions specified by
the filter. On the other hand, the Query can request data from instances of related Node types
by specifying a RelativePath from an originating TypeDefinitionNode. In the filter, a separate
set of paths can be constructed for limiting the instances that supply data. A filtering path can
include multiple RelatedTo operators to define a multi-hop path between source instances and
target instances. For example, one could filter on students that attend a particular school, but
return information about students and their families. In this case, the student school
relationship is traversed for filtering, but the student family relationship is traversed to select
data. For a complete description of ContentFilter see 7.4, also see Clause B.1 for simple
examples and Clause B.2 for more complex examples of content filter and queries.

The Client provides an array of NodeTypeDescription which specify the Nodeld of a
TypeDefinitionNode and selects what Attributes are to be returned in the response. A client
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can also provide a set of RelativePaths through the type system starting from an originating
TypeDefinitionNode. Using these paths, the client selects a set of Attributes from Nodes that
are related to instances of the originating TypeDefinitionNode. Additionally, the Client can
request the Server return instances of subtypes of TypeDefinitionNodes. If a selected
Attribute does not exist in a TypeDefinitionNode but does exist in a subtype, it is assumed to
have a null value in the TypeDefinitionNode in question. Therefore, this does not constitute an
error condition and a null value is returned for the Attribute.

The Client can use the filter parameter to limit the result set by restricting Attributes and
Properties to certain values. Another way the Client can use a filter to limit the result set is by
specifying how instances should be related, using RelatedTo operators. In this case, if an
instance at the top of the RelatedTo path cannot be followed to the bottom of the path via
specifieg—hoeps—ne PataSets—are—returned—for—the—starting—instarfee~er—any; of the
interme

When querying for related instances in the RelativePath, the CIk oti sk for
References. A Reference is requested via a RelativePath that oply i sfererce Type.
If all Rg¢ferences are desired than the root ReferenceType i< listed ces are

D
ath. In
several [Query use cases a type Nodeld is necessary in/th i dName.

Therefofe the Client is allowed to specify a Node ifi . is is ¢one by
setting the namespacelndex of the targe ; e naye part of the targetName
to the 2541-6.
When n be an
instance

Table 43 defines the re tp for the

QueryFirst Service.
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Table 43 — QueryFirst Request Parameters

Name Type Description

Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
view ViewDescription Specifies a View and temporal context to a Server (see 7.37 for

ViewDescription definition).

nodeTypes []

NodeTypeDescription

This is the Node type description. This structure is defined in-line with
the following indented items.

typeDefinitionNode ExpandedNodeld Nodeld of the originating TypeDefinitionNode of the instances for
which data is to be returned.
includeSubtypes Boolean A flag that indicates whether the Server should include instances of

subtypes of the TypeDefinitionNode in the list of instances of the Node

type.

dataToRetormt

B ot
WUCTyUdladUTSUITTPLIUTT

typeDefinitionNode along a given relatiyePath forwhichrte| return data.
This structure is defined in-line with fkfe following indagted|items.

Q P PP P Py . . :
YPCLIMNICS alT Alrnoutc U INCTCTCTILC TTUTTT 1S Ul I at g

relatiyePath RelativePath Browse path relative to the origin i entiﬁ% the Node
which contains the data that is bing xeguesteth, whege th ?originating
Node is an instance Node of-the type defingd by the t efinition
Node. The instance Nodeg are Tucther liny theXjlter provided as
i ativeR 5.
eference\in which casg the
as its value.
& contain a type Nodeld.
L of the targetName to zero
the ‘taxgetName 16 the XML represerjtation of the
presentation is defined in IEC 62541-6.
are returned as the target node| the target
Q of the
attribliteld Integerld egerld is
|[EC 62541-
jvePagth ended in a Reference then this parameter is 0
indexRange This_phrametgr is used to identify a single element of a structure or an

array, or 3'single range of indexes for arrays. If a range of|elements
are.specjfied, the values are returned as a composite. Thg first
ement is identified by index 0 (zero). The NumericRangsg type is
defined in 7.21.
is parameter is null if the specified Aftribute is not an arfay or a
structure. However, if the specified Attribute is an array orfa structure,
and this parameter is null, then all elements are to be inclyded in the
range.

filter

m@
N

Resulting Nodes shall be limited to the Nodes matching the criteria
defined by the filter. ContentFilter is discussed in 7.4. If an empty filter
is provided then the entire address space shall be examingd and all
Nodes that contain a matching requested Attribute or Refdrence are
returned.

maxDataS|

S
A\

er

The number of QueryDataSets that the Client wants the Sprver to
return in the response and on each subsequent continuatipn call
response. The Server is allowed to further limit the responke, but shall
not exceed this limit.
A value of 0 indicates that the Client is imposing no limitatfon.

maxReferencesToReturn

Counter

The number of References that the Client wants the Server to return in
the response for each QueryDataSet and on each subsequent
continuation call response. The Server is allowed to further limit the
response, but shall not exceed this limit.

A value of 0 indicates that the Client is imposing no limitation.

For example a result where 4 Nodes are being returned, but each has
100 References, if this limit were set to 50 then only the first 50
References for each Node would be returned on the initial call and a

continuation point would be set indicating additional data.
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Table 44 — QueryFirst Response Parameters

Name Type Description

Response
responseHeader ResponseHeader Common response parameters (see 7.27 for ResponseHeader definition).
queryDataSets [] QueryDataSet The array of QueryDataSets. This array is empty if no Nodes or References

met the nodeTypes criteria. In this case the continuationPoint parameter shall

be empty.
The QueryDataSet type is defined in 7.22.

continuationPoint

ContinuationPoint

Server-defined opaque value that identifies the continuation point.
The continuation point is used only when the Query results are too large to be

returned in a single response. “Too large” in this context means

that the

Server is not able to return a larger response or that the number of

QueryDataSets to return exceeds the maximum number of Que
return-that was epnrifinr{ h‘,’ the Clientinthe request

ryDataSets to

The continuation point is used in the QueryNekt Service, WHen

not used, the

value of this parameter is null. If a continu is retiroed, the Client
shall call QueryNext to get the next set ree the
resources for the continuation point i
A continuation point shall remain gctiveunti ke
continuation point to QueryNex naximum
continuation points have been ri oint shall be
reset.
The ContinuationPoint type.j

parsingResuilts[] ParsingResult st matches

ructure is

e processing
mpty if no
pr all node

statusCodle

StatusCode

Pagsing YesUit for the requastee’Node TypeDescription.

dataStatysCodes []

StatusCode

List of results fokdataToReturn. The size and order of the list m
size@nd.ordeiof the dataToReturn request parameter. The arrg
empty if ngerrorswhere encountered.

atches the
y can be

dataDiagmosticinfos []

Dia ostiéinf\o(

N\

List of diagrlostic ipformation dataToReturn (see 7.8 for Diagno
8ition). The\Size and order of the list matches the size and 9
dataloReturn request parameter. This list is empty if diagnostig

nat requested in the request header or if no diagnostic info|

as
\e%qount red in processing of the query request.

bticInfo

rder of the

Is information
mation was

diagnosticinfos []

Y

Diggnosticinfo

ist 0¥ diagnostic information for the requested Node TypeDescH
is empty if diagnostics information was not requested in the req
i¥no diagnostic information was encountered in processing of th
request.

jption. This list
Liest header or

e query

filterResult

er

A structure that contains any errors associated with the filter.
This structure shall be empty if no errors occurred.

The ContentFilterResult type is defined in 7.4.2.

5.9.3.2

If the Q
a Servid

N
s

Liery.is inv

or cannot be processed, then QueryDataSets are not returned g
eresult, filterResult, parsingResults and optional Diagnosticinfo is returned. T

nd only
able 45

defines the Service results specific to this Service. common StatusCodes are de

Table 165.

ined in
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Table 45 — QueryFirst Service Result Codes

Symbolic Id

Description

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

Bad_ContentFilterinvalid

See Table 166 for the description of this result code.

Bad_ViewldUnknown

See Table 165 for the description of this result code.

Bad_ViewTimestamplnvalid

See Table 165 for the description of this result code.

Bad_ViewParameterMismatchinvalid

See Table 165 for the description of this result code.

Bad_ViewVersionlnvalid

See Table 165 for the description of this result code.

Bad_InvalidFilter

The provided filter is invalid, see the filterResult for specific errors

Bad_NodelistError

The NodeTypes provided contain an error, see the parsingResults for specific errors

Bad_lInvalidView

The provided ViewDescription is not a valid ViewDescription.

Good_ResultsMayBelncomplete |

he
result

id not. The

5.9.3.3 StatusCodes

Table 46 defines values for the parsingResults statusCode par
Service] Common StatusCodes are defined in Table 166.

Table 46 — QueryFirst Operation Lev

ré spesifit to this

Symbolic Id Description

Bad_NodeldInvalid

See Table 166 for the description of this(res)JIt co&\

Bad_NodelglUnknown

See Table 166 for the descriptfon‘of\this Tebult/Cede.

Bad_NotTypeDefinition

The provided Nodeld was péta type defiffitio, Nodeld. ~

Bad_Attributeldinvalid

See Table 166 for the Yescription of this r8sult code)

Bad_IndexRangelnvalid

See Table 166 for the dess(iption oftis restit.codé.

5.9.4 QueryNext
5.9.4.1 Descriptions
This Sefvice is used to
that is oo large b
Server is not able to
exceeds i
the orig

5.9.4.2

Table 4

rmation
that the
o return
Client in
used to
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Table 47 — QueryNext Service Parameters

Name Type Description
Request
requestHeader Request Header Common request parameters (see 7.26 for RequestHeader definition).

releaseContinuationPoint

Boolean

A Boolean parameter with the following values:

TRUE passed continuationPoint shall be reset to free
resources for the continuation point in the Server.
FALSE passed continuationPoint shall be used to get the next

set of QueryDataSets.
A Client shall always use the continuation point returned by a
QueryFirst or QueryNext response to free the resources for the
continuation point in the Server. If the Client does not want to get the
next set of Query information, QueryNext shall be called with this
parameter set to TRUE.

If the parameter is set to TRUE all array/ifamet\wthe response

shall contain empty arrays.

continuationPoint ContinuationPoint Server defined opaque value that re n point. The

b previous

QueryFirst or QueryNext response\This\valye is htify the
previously processed QueryFi s being
continued, and the point in the resu \ vse
response is to continue
The ContinuationPoiné/kfs\ in 7.6
N\~
Response \
responseHeader Response Header Common res&)nj 7ramet stor ResponseHeagler
definitior,r)’\
queryDataSets [] QueryDataSet The uery ait—;—‘}z
(\ uery taSet, efl in7.22.

revisedCgntinuationPoint ContinuationPoint

What represents the continuatign point. It is
if the\ikformationto be returned is too large to be pontained in

hen not used or when releaseContinudtionPoint is

5.9.4.3

Table 48 defineg the
defined|in Table 165/

specjfic to this Service. Common StatusCofles are

Symbolic I¢ ’

MDesbiption

Bad_ContinjuaionPgintinvalid\\| “Sge Tablg 166 for the description of this result code.

H . O e . | o - 4 ALl oL L 41 L N L AL L
Th|S Se VILC OFCl1 }JIUVIUUb OErIvILcsS LU dULESS AULNTOULES Ulidl dle pdll. Ul INOUCS.
5.10.2 Read

5.10.2.1 Description

This Service is used to read one or more Attributes of one or more Nodes. For constructed
Attribute values whose elements are indexed, such as an array, this Service allows Clients to
read the entire set of indexed values as a composite, to read individual elements or to read
ranges of elements of the composite.

The maxAge parameter is used to direct the Server to access the value from the underlying
data source, such as a device, if its copy of the data is older than that which the maxAge
specifies. If the Server cannot meet the requested maximum age, it returns its “best effort”
value rather than rejecting the request.
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Table 49 — Read Service Parameters
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Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
maxAge Duration Maximum age of the value to be read in milliseconds. The age of the value is
based on the difference between the ServerTimestamp and the time when the
Server starts processing the request. For example if the Client specifies a
maxAge of 500 milliseconds and it takes 100 milliseconds until the Server starts
processi g illiseconds
P maximum
m the data
ds on the
e, the
Client can make no assumption about S Nill b€ feturned.
If the Server does not have a value that is wi 'e Raximum g if shall
attempt to read a new value fronrthe data sQurce:
If the Server cannot meet the réquested h ge. it returps its “best gffort” value
rather than rejecting the reguest, Thi e time it takps the
fter it has been acgessed is
m the data
fempt to get
e invalid for ms ge.
timestampsTo Enum An meration‘thatispecifies the Timestamps to be returned for each requested
Return TimestampsTo Varigble e Attrigute, The JimestampsToReturn enumeration is defined in
Return 7.34) \@6\
nodesToRead [] ReadValugld Listo odei\qug their A¥tributes to read. For each entry in this list, a|
Statu. e'is returned; and if it indicates success, the Aftribute Valug is also
[\ (returned\The Readyalueld parameter type is defined in 7.23.
I \
Response N ) )
responseHeader Rgs’pp@%QHeade\l\ \Qomr?rqn r\e/sponse parameters (see 7.27 for ResponseHeader definifion).
results [] DataValve istof Attribute values (see 7.7 for DataValue definition). The size and order of
this|ist matches the size and order of the nodesToRead request pargmeter.
There is one entry in this list for each Node contained in the nodesTgRead
arameter.
diagnosti¢infos iagnostieln List of diagnostic information (see 7.8 for Diagnosticinfo definition). The size and
order of this list matches the size and order of the nodesToRead reqyest
parameter. There is one entry in this list for each Node contained in the
nodesToRead parameter. This list is empty if diagnostics information{was not
N requested in the request header or if no diagnostic information was epcountered
in processing of the request.
5.10.2.3 . Service results

Table 50 defines the Service results specific to this Service. Common StatusCodes are

defined in Table 1

65.

Table 50 — Read Service Result Codes

Symbolic Id

Description

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

Bad_MaxAgelnvalid

The max age parameter is invalid.

Bad_TimestampsToReturninvalid

See Table 165 for the description of this result code.

5.10.2.4 Status

Codes

Table 51 defines values for the operation level statusCode contained in the DataValue
structure of each values element. Common StatusCodes are defined in Table 166.
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Table 51 — Read Operation Level Result Codes

Symbolic Id

Description

Bad_NodeldInvalid

See Table 166 for the description of this result code.

Bad_NodeldUnknown

See Table 166 for the description of this result code.

Bad_Attributeldinvalid

See Table 166 for the description of this result code.

Bad_IndexRangelnvalid

See Table 166 for the description of this result code.

Bad_IndexRangeNoData

See Table 166 for the description of this result code.

Bad_DataEncodinglnvalid

See Table 166 for the description of this result code.

Bad_DataEncodingUnsupported

See Table 166 for the description of this result code.

Bad_NotReadable

See Table 166 for the description of this result code.

Bad_UserAccessDenied

See Table 165 for the description of this result code.

5.10.3 [HistoryRead
5.10.3.1 Description

This Service is used to read historical values or Events of one \or\mo
constru ted Attribute values whose elements are indexed,

allows

available to Clients using this Service, although the
visible in the AddressSpace.

The Acc¢esslLevel Attribute defined in
values. [Several request parameters dndi
underlying history data source. The E
Node’s support for historical Events.

The continuationPoint para i G s’used to mark a point from
continug the read if not afl values

the Cliept and is only
Server nay use the ti
can redlice the n i

For add|tional detall

5.10.3.2
Table 5]

és. For
Service

individual

red data item if the timestamp is uniq
e information for the continuation point.

rom the
icates a

vhich to

one response. The value is opaque for

from. A
be. This
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Table 52 — HistoryRead Service Parameters
Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
historyReadDetails Extensible The details define the types of history reads that can be performed. The
Parameter HistoryReadDetails parameter type is an extensible parameter type formally

defined in IEC 62541-11. The ExtensibleParameter type is defined in 7.11.

timestampsToReturn

Enum
TimestampsTo

An enumeration that specifies the timestamps to be returned for each
requested Variable Value Attribute. The TimestampsToReturn enumeration is

Return defined in 7.34.
Specifying a TimestampsToReturn of NEITHER is not valid. A Server shall
return a Bad_InvalidTimestampArgument StatusCode in this case.
IEC 62541-11 defines except|ons where this parameter shall be ignored.
releaseContirroation Booteam A-Bootean-pat
Points TRUE urces in the
Server.
FALSE passed continuationPoints s bxt set of
historical information.
A Client shall always use the continuaion pQi ?Read
response to free the resources for t i er. If the
Client does not want to get the next isforyRead
shall be called with this paramgferset
nodesToRead [] HistoryReadValueld | This parameter contains the li fltw Wmstoncal rgtrieval is to
be performed This stru ith ollowing indgnted items.
nodeld Nodeld SSE MODIFIED or ATTIME:
es are to be read. The value
imestamp.
istory is to be read.
sted access for historical valyes or
ror response for the given Node ghall be
indexRjange NumericRange (N%yﬂ—mfy a single element of an array, or a pingle
ays. If a range of elements is specified, the Jalues are
. The first element is identified by index O (Zero). The
defined in 7.21.
ull if the value is not an array. However, if the value is an
is parameter is null, then all elements are to be included in the
range
dataEncoding the Value

Wame
7\

A QoslifiedName that specifies the data encoding to be returned for
tobe read (see 7.23 for definition how to specify the data encoding)

e‘parameter is ignored when reading history of Events.

contindationPoint

A

B\teString

\

For each NodesToRead item this parameter specifies a continuation point
returned from a previous HistoryRead call, allowing the Client to corjtinue that
read from the last value received.

The HistoryRead is used to select an ordered sequence of historica
events. A continuation point marks a point in that ordered sequence
the Server returns the subset of the sequence that follows that poing.
A null value indicates that this parameter is not used.

This continuation point is described in more detail in IEC 62541-11.

values or
such that

Response

responseHeader

ResponseHeader

Common response parameters (see 7.27 for ResponseHeader type).

results []

HistoryReadResult

List of read results. The size and order of the list matches the size and order of
the nodesToRead request parameter. This structure is defined in-line with the
following indented items.

statusCode

StatusCode

StatusCode for the NodesToRead item (see 7.33 for StatusCode definition).

continuationPoint

ByteString

This parameter is used only if the number of values to be returned is too large
to be returned in a single response.

When this parameter is not used, its value is null.

Servers shall support at least one continuation point per Session. Servers
specify a max history continuation points per Session in the Server capabilities
Object defined in IEC 62541-5. A continuation point shall remain active until the
Client passes the continuation point to HistoryRead or the Session is closed. If
the max continuation points have been reached the oldest continuation point
shall be reset.

historyData

Extensible
Parameter
HistoryData

The history data returned for the Node.

The HistoryData parameter type is an extensible parameter type formally
defined in IEC 62541-11. It specifies the types of history data that can be
returned. The ExtensibleParameter base type is defined in 7.11.

diagnosticinfos []

Diagnostic Info

List of diagnostic information. The size and order of the list matches the size
and order of the nodesToRead request parameter. There is one entry in this list
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Name Type Description

for each Node contained in the nodesToRead parameter. This list is empty if
diagnostics information was not requested in the request header or if no
diagnostic information was encountered in processing of the request.

5.10.3.3 Service results

Table 53 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 53 — HistoryRead Service Result Codes

Symbolic Id Description
Bad_NothingToDo See Table 165 for the description of this result code. [
Bad_TooManyOperations See Table 165 for the description of this result code. N
Bad_TimesjampsToReturninvalid See Table 165 for the description of this result code A (
Bad_HistoryOperationinvalid See Table 166 for the description of this result cor{é. \
Bad_HistoryOperationUnsupported See Table 166 for the description of this result,cod

The requested history operation is not suppg{e%bxt ;(ver.

5.10.3.4 StatusCodes

Table 54 defines values for the operation level stat ] C to this
Service] Common StatusCodes are defined in Table(16. Hi sCodes
are defiped in IEC 62541-11.

Table 54 - History%& ati

Symbolic I¢ Descriptioh

Bad_NodeldlInvalid See Table (66 fdr thexdesetiption ofthis result code.
Bad_NodeliUnknown /" \| SeeTable 186 for'the descriptign of this result code.
Bad_DataEpcodinglnvalid \ngs- Table N@iqr the\d'esc\ipt()n of this result code.
Bad_DataEhcodingUnsupported \_ See Table 1660rthe desgfiption of this result code.
Bad_UserAfcessDenied | “See Table 165 forthe description of this result code.
Bad_ContinjuationPointlp¢aid \ “Sew TablT65\or th description of this result code.
Bad_InvalidTimestampAtguptent \ \The dafined time3tdmp to return was invalid.

Bad_History OperationUns\ﬂp ort See\T Wor the description of this result code.

/\<§\ Tm d history operation is not supported for the requested node.

5.10.4

5.10.4.1

This Se jes. For
constru Service

allows Clieénts to write the entire set of indexed values as a composite, to write individual
elements of to write ranges of elements of the composite

The values are written to the data source, such as a device, and the Service does not return
until it writes the values or determines that the value cannot be written. In certain cases, the
Server will successfully write to an intermediate system or Server, and will not know if the
data source was updated properly. In these cases, the Server should report a success code
that indicates that the write was not verified. In the cases where the Server is able to verify
that it has successfully written to the data source, it reports an unconditional success.

The order the operations are processed in the Server is not defined and depends on the
different data sources and the internal Server logic. If an Attribute and Node combination is
contained in more than one operation, the order of the processing is undefined. If a Client
requires sequential processing the Client needs separate Service calls.

It is possible that the Server may successfully write some Attributes, but not others. Rollback
is the responsibility of the Client.
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If a Server allows writing of Attributes with the DataType LocalizedText, the Client can add or
overwrite the text for a locale by writing the text with the associated Localeld. Writing a null
String for the text for a locale shall delete the String for that locale. Writing a null String for
the locale and a non-null String for the text is setting the text for an invariant locale. Writing a
null String for the text and a null String for the locale shall delete the entries for all locales. If
a Client attempts to write a locale that is either syntactically invalid or not supported, the
Server returns Bad_LocaleNotSupported.

5.10.4.2

Parameters

Table 55 defines the parameters for the Service.

Name

Type

: (

Description < N

Request

requestH

bader

RequestHeader

Common request parameters (see 7.26 for Requ\e\st\HQadeNef\mg

“v

nodesTo

rite []

WriteValue

List of Nodes and their Aftributes to write. Fhis\strusturen ed n{line with
the following indented items.

nodeld

Nodeld

Nodeld of the Node that contaips the Altibutes’ |

attribut

eld

Integerld

Id of the Attribute. This shall b a||d ibu N\T:Ee}teger/d isd
7. 13 The Integerlds fort in 62541-6.

pfined in

indexR|

ange

NumericRange

Iemen of an array, or a s|

i by index O (zero).
tribute is not an array. H
parameter is not used, the
. The parameter is null if not

upported error if an indexRand
ange is not possible for the Node.

ngle range
The

bwever, if
all

used.

eis

value

DataValue

e(s Attribt vaﬂhi(?he 7.7 for DataValue definition).
%W parameteft is specified then the Value shall be an 4
elementis heing written.

ip or the ServerTimestamp is specified, the Se.
e Server returns a Bad_WriteNotSupported errof
rltlng of timestamps.

return a Bad_TypeMismatch error if the data type of th
not'the same type or subtype of the Attribute’s DataType. Ba
hierarchy, subtypes of the Attribute DataType shall be acc
. For the Value Attribute the DataType is defined through the [
Attpibute. A ByteString is structurally the same as a one dimensional
te. A Server shall accept a ByteString if an array of Byte is expectd
The Server returns a Bad_DataEncodingUnsupported error if it does
the provided data encoding.

Simple DataTypes (see IEC 62541-3) use the same representation o
as their supertypes and therefore writing a value of a simple DataTyp

rray even if

fver shall
if it does

le written
sed on the
epted by the
ataType
brray of

d.

hot support

h the wire
e cannot be

distinguished from writing a value of its supertype. The Server shall assume that

by receiving the correct wire representation for a simple DataType th
type was chosen. Servers are allowed to impose additional data valig
the value independent of the encoding (e.g. having an image in GIF f

b correct
ations on
brmat in a

ByteString). In this case the Server shall return a Bad_TypeMismatch

error if the

validation fails.

Response

responseHeader

ResponseHeader

Common response parameters (see 7.27 for ResponseHeader definition).

results []

StatusCode

List of results for the Nodes to write (see 7.33 for StatusCode definition). The
size and order of the list matches the size and order of the nodesToWrite

request parameter. There is one entry in this list for each Node contal
nodesToWrite parameter.

ined in the

diagnosticInfos []

DiagnosticInfo

List of diagnostic information for the Nodes to write (see 7.8 for DiagnosticInfo
definition). The size and order of the list matches the size and order of the
nodes ToWrite request parameter. This list is empty if diagnostics information
was not requested in the request header or if no diagnostic information was

encountered in processing of the request.

5.10.4.3

Service results

Table 56 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.
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Table 56 — Write Service Result Codes

Symbolic Id

Description

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

5.10.4.4

StatusCodes

Table 57 defines values for the results parameter that are specific to this Service. Common
StatusCodes are defined in Table 166.

Table 57 — Write Operation Level Result Codes

Symbolic I¢ Description (
Good_CompletesAsynchronously | See Table 165 for the description of this result code. N
The value was successfully written to an intermediate swmw not know if
the data source was updated properly.
Bad_NodeldlInvalid See Table 166 for the description of this result code \
Bad_Nodel@lUnknown See Table 166 for the description of this result code. X N
Bad_Attribufeldinvalid See Table 166 for the description of this resulj-cod&\ 20\
Bad_IndexRangelnvalid See Table 166 for the description of this resqlt code, \ X \
Bad_IndexRangeNoData See Table 166 for the description of this-resulttade. Y, \ /
Bad_WriteNotSupported The requested write operation is not gupported:
If a Client attempts to write any valye, quality, tim Wation and the Server does
not support the requested combination (Whjich gould e a single quantity such as jpst
timestamp), than the Server shall erform i this Node and shall retyrn this
StatusCode for@xde.&sed f wri a exRange is not supporteq for a
Node.
Bad_NotWrjtable See Table 166 for the desttiption of this restitcodé.
Bad_UserAfcessDenied See Table 165 forthe descrimié\xe;ult code.
The current user{does fothave germissiorpto write the attribute.
Bad_OutOfRange Table 166 folthe descriftion okthisresult code.
M{i}pﬁw writ al3§\>side the valid range like a value not contained in the
N umeration data f'the Nodgey'the Server shall return this StatusCode for thi$ Node.
Bad_TypeMismatch | | See\Table 166 far the\dessriptior of this result code.
Bad_DataEhcodingUnsupported | See\[akle 166fdrthe description of this result code.
Bad_NoCommunicatiop” "\, >| See Fabld\166 for thé\description of this result code.
Bad_LocalgNotSupportes, The Iosale inthe reuested write operation is not supported.
5.10.5 | Historypds
5.10.5.1
This S¢ pdate historical values or Events of one or more Nodes. [Several
request ate how the Server is to update the historical value or Event. Valid
actions lace or Delete.
5.10.5.2 \ Parameters

Table 58 defines the parameters for the Service.
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Table 58 — HistoryUpdate Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
historyUpdateDetails [| | Extensible The details defined for this update. The HistoryUpdateDetails parameter type is
Parameter an extensible parameter type formally defined in IEC 62541-11. It specifies the
HistoryUpdate types of history updates that can be performed. The ExtensibleParameter type
Details is defined in 7.11.
Response
responseHeader ResponseHeader Common response parameters (see 7.27 for ResponseHeader definition).
results [] HistoryUpdate List of update results for the history update details. The size and order of the
Result list matches the size and order of the details element of the
historyUpdateDetails parameter specified in the request. This structure is
efined m-Tne wi € Tollowing mdented ems. /.
status@ode StatusCode StatusCode for the update of the Node (see 7.33\{or StatusCage‘definition).
operatipnResults [] StatusCode List of StatusCodes for the operations to be ormed ona (Node. The size
and order of the list matches the size and ofd any \ist, dgfine the details
element being reported by this result entry\
diagnogticinfos [] Diagnosticinfo List of diagnostic information for the i rformed orf i Node (see
7.8 for Diagnosticinfo definition). Thi size list pnatches the size
and order of any list defined by i t'being repdrted bly this
updateResults entry. This listds em i stics information wa$ not
requested in the request eregi i ic_information was
encountered in processifg of there \
diagnosti¢infos [] Diagnosticinfo W details. The size|and order
the ils element of the
ter/specifiedlin the request. This list is pmpty if
quested’in the request header or |f no
in processing of the reques}t
5.10.5.3 Service results
Table § es are
defined
Symbolic 1¢l “Rescription
Bad_NothingToDo { Sex T ahle\165 Tor the description of this result code.
Bad_TooMgnyOperations” \ "\§ee Tabl®)165 for the description of this result code.
5.10.5.4
Table 6 the statusCode and operationResults parameters that are|specific
to this ; StatusCodes are defined in Table 166. History access [specific
StatusC defined in IEC 62541-11.

Table 60 — HistoryUpdate Operation Level Result Codes

Symbolic Id

Description

Bad_NotWritable

See Table 166 for the description of this result code.

Bad_HistoryOperationinvalid

See Table 166 for the description of this result code.

Bad_HistoryOperationUnsup

ported See Table 166 for the description of this result code.

Bad_UserAccessDenied

See Table 165 for the description of this result code.
The current user does not have permission to update the history.

5.11 Method Servi

5.11.1 Overview

ce Set

Methods represent the function calls of Objects. They are defined in IEC 62541-3. Methods
are invoked and return only after completion (successful or unsuccessful). Execution times for
methods may vary, depending on the function that they perform.



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

IEC 62541-4:2015 © IEC 2015 -71-

The Method Service Set defines the means to invoke methods. A method shall be a
component of an Object. Discovery is provided through the Browse and Query Services.
Clients discover the methods supported by a Server by browsing for the owning Objects
References that identify their supported methods.

Because Methods may control some aspect of plant operations, method invocation may
depend on environmental or other conditions. This may be especially true when attempting to
re-invoke a method immediately after it has completed execution. Conditions that are required
to invoke the method might not yet have returned to the state that permits the method to start
again.

5.11.2 Call

5.11.2.1 Description

This Setvice is used to call (invoke) a list of Methods. Each method cal\is i thin the
context [of an existing Session. If the Session is terminated, ethod’s
executign cannot be returned to the Client and are discarded. the task
actually|performed at the Server.

The order the operations are processed in the Ser and dependg on the
differen{ tasks and the internal Server logic. ad in more than one
operatidn, the order of the processing is undefined. equires’sequential prdcessing
the Cliept needs separate Service calls

This Sqrvice provides for passing inp ents to/from a method| These
arguments are defined by Properties of

5.11.2.2 Parameters

Table 6] defines the pakame

9,



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

-72 - IEC 62541-4:2015 © IEC 2015

Table 61 — Call Service Parameters

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader
definition).

methodsToCall []

CallMethodRequest List of Methods to call. This structure is defined in-line with the
following indented items.

objectld

Nodeld The Nodeld shall be that of the Object or ObjectType that is the
source of a HasComponent Reference (or subtype of
HasComponent Reference) to the Method specified in method|d.
See IEC 62541-3 for a description of Objects and their Methods.

methodId

Nodeld Nodeld of the Method to invoke.
If the objectld is the Nodeld of an Object, it is allowed to use the

Notetd-efatethod-thett nent
Reference from the ObjectType of tﬁe Objec;(.

inputAl

guments []

BaseDataType List of input argument values. A| er?tbty indi hat there
are no input arguments. The sf Is listimatches
the size and order of the in Be input

defined by the Argumext structureli the

D)

Response

response

Header

~ N\
ResponseHeader Commagh re se ramw 7.27 for RespongeHeader
definitiqn). z 7

results []

CallMethodResult Résul\focthe Mé callsxThis structure is defined ip-line with
/\ h& following {ndekted items’

status(

ode

ut argument broke a constraint (e.g. wrorjg data
type, value ott of range).

his Cofe is set to a bad StatusCode if the Method
eXecution failed in the server, e.g. based on an exceplion.

StatusCode tatusCode okthe Methpd executed in the server. Thip
tusCoge is set to thé Bad_InvalidArgument Status{Code if at

inputAl

gumentResults []

O

StatysCode st ‘atusCodes corresponding to the inputArguments.
This list is empty unless the operation level result is

" InvalidArgument.
If this list is populated, it has the same length as the
inputArgument list.

inputAl

lgumentDiagnasfi s\[l/\ Diagnosticinfo List of diagnostic information corresponding to the
(\ inputArguments. This list is empty if diagnostics infornmpation was

not requested in the request header or if no diagnosti
information was encountered in processing of the reqjiest.

outputj

Argume;

are no output arguments. The size and order of this ligt matches
the size and order of the output arguments defined by| the
OutputArguments Property of the Method.
The name, a description and the data type of each argument are
defined by the Argument structure in each element of the
methods OutputArguments Property.

\B\ﬁDataType List of output argument values. An empty list indicateg that there

diagnosti

Inf6s"f}

Diagnosticlnfo List of diagnostic information for the statusCode of thg results.
This list is empty if diagnostics information was not requested in

the request header or It No diagnostic information was
encountered in processing of the request.

5.11.2.3

Service results

Table 62 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 62 — Call Service Result Codes

Symbolic Id

Description

Bad_Nothin

gToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.
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5.11.2.4 StatusCodes

Table 63 defines values for the statusCode and inputArgumentResults parameters that are

specific to this Service. Common StatusCodes are defined in Table 166.

Table 63 — Call Operation Level Result Codes

Symbolic Id Description
Bad_NodeldInvalid See Table 166 for the description of this result code.
Used to indicate that the specified object is not valid.
Bad_NodeldUnknown See Table 166 for the description of this result code.
Used to indicate that the specified object is not valid.
Bad_ArgumentsMissing The client did not specify all of the input arguments for the method.
Bad_TooMgnyArguments The client specified more Input arguments than defined for the methgd.
Bad_InvalidArgument See Table 165 for the description of this result code. Q
Used to indicate in the operation level results that one ore morelof the ifipt{ aftguniengs are
invalid. The inputArgumentResults contain the specific statgﬁ:\ for each'inyalid aggument
Bad_UserAgcessDenied See Table 165 for the description of this result code. \
Bad_MethoflInvalid The method id does not refer to a method for the spegifisthobjact. \

Bad_OutOfRange See Table 166 for the description of this result code. \a \/
asceptable tangs,

Used to indicate that an input argument is outsi,dé\fhe\

Bad_TypeMismatch See Table 166 for the description of this result code.
Used to indicate that an input argument deés nothave thetorregt d ype.
A ByteString is structurally the same amn array of Byte. A server shall accept a
ByteString if an array of Byte is expected.

Bad_NoCormunication See Table 166 for the description(of i resulf coda

5.12 Monitoredltem Service Set
5.12.1 | Monitoredltem model

5.12.1.1 Overview

Clients & , i and Events. Each Monitoreditem identifies

the item
monitor

Notifica
They af
periodic
during \

#scribe the occurrence of data changes and
essages for transfer to the Client. The Subs

2 sent is called a publishing cycle.

Four pripra s ape defined for Monitoreditems that tell the Server how the it
be sanl ) luated™>and reported. These parameters are the sampling inter
monitoring maodexthe jtiter and the queue parameter. Figure 15 illustrates these conce

m to be

Events.
cription

ages at a user-specified publishing interval, and the cycle

em is to
val, the
DtsS.
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Reporting may The monitoring mode defines whether sampling and

be enabled or reporting of notifications is enabled or disabled
disabled for the
subscription.

/ \—M—I Monitored Item | | )| Attribute k 2
N The sampling interval
<«—"~ Subscription \_DI[D_<I_| Monitored Item [D| Variable —— defines the cyclic rate
used by the server to
sample the real item.
\—DI[D—<I—| Monitored Item [D| Node O

Queueattributesdescribethre— N \\
queuging of notifications to a Filters are used to select A monitored item may monitdg an attrlibute,
subsdription samples or events to report a value, or a ngde ovwev ts

IEC

Figure 15 — Monitoreditem Mod

Attributd value. The filter

is not us es a Nolification
to be ge¢

The Va ed for a
change i’ this standard (see| 7.16.2)

and in ¢ is large enough to tause a

Notifica
Objects i Events are only available fron] Nodes
where t i g\ tifiep/’Attribute is set. The filter definef in this

standardl (see 7.16.3) j vent received from the Node is sent to the
Client. The filter also e EventType that will be containef in the

Event such as Eventld N Noygle, Time and Description.
IEC 625

The Prag s in the

Addresd

5.12.1.2

Each M 5 either
inherite blishing interval of the Subscription or that is defined specif|cally to
override_that rate. A negative number indicates that the default sampling interval defined by
the publishing interval of the Subscription is requested. The sampling interval indicates the
fastest rate at which the Server should sample its underlying source for data changes.

A Client shall define a sampling interval of O if it subscribes for Events.

The assigned sampling interval defines a “best effort” cyclic rate that the Server uses to
sample the item from its source. “Best effort” in this context means that the Server does its
best to sample at this rate. Sampling at rates faster than this rate is acceptable, but not
necessary to meet the needs of the Client. How the Server deals with the sampling rate and
how often it actually polls its data source internally is a Server implementation detail.
However, the time between values returned to the Client shall be greater or equal to the
sampling interval.

The Client may also specify 0 for the sampling interval, which indicates that the Server should
use the fastest practical rate. It is expected that Servers will support only a limited set of
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sampling intervals to optimize their operation. If the exact interval requested by the Client is
not supported by the Server, then the Server assigns to the Monitoredltem the most
appropriate interval as determined by the Server. It returns this assigned interval to the Client.
The Server Capabilities Object defined in IEC 62541-5 identifies the sampling intervals

supported by the Server.

The Server may support data that is collected based on a sampling model or generated based
on an exception-based model. The fastest supported sampling interval may be equal to 0,
which indicates that the data item is exception-based rather than being sampled at some
period. An exception-based model means that the underlying system does not require

sampling and reports data changes.

The Clignt may use the revised sampling interval values as a hint for sgtiin

blishing

interval jas well as the keep-alive count of a Subscription. If, for examp revised
sampling interval of the Monitoredltems is 5 seconds, then the ti alive is
sent should be longer than 5 seconds.
Note that, in many cases, the OPC UA Server provides access to adecoupled sysfem and
therefore has no knowledge of the data update logic. In this ease, DPC UA
Server gamples at the negotiated rate, the data might be updatethRy stem at
a much [slower rate. In this case, changes can only be/detected af,this
If the bghaviour by which the underlying Ate i is known, it will be available
via the MinimumSamplinginterval Attrib ' i . If the Server specifies a
value [for the MinimumSampling always refurn a
revised$amplinglnterval that is equal or h ' ) imumSamplinglnterval if the Client
subscrijes to the Value Attribute.
Clients ghould also be a pmy theyOPC UA Server and the update|cycle of
the underlying system_ar £d. This can cause additional delays in
change [detection, as iljustrat
\) v Change detected via
sampling at "28”.
0 20 30 40 Ti .
m
NN | | | | o 1
RN | I I I
Sampling (every
10's)
X
I,
Update Cycle of ¢
underlying system ﬂ I ﬂ
15
(every 15's) >
Actual change occurs at “12”
IEC

Figure 16 — Typical delay in change detection
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5.12.1.3 Monitoring mode

The monitoring mode parameter is used to enable and disable the sampling of a
Monitoredltem, and also to provide for independently enabling and disabling the reporting of
Notifications. This capability allows a Monitoredltem to be configured to sample, sample and
report, or neither. Disabling sampling does not change the values of any of the other
Monitoredltem parameter, such as its sampling interval.

When a Monitoreditem is enabled (i.e. when the MonitoringMode is changed from DISABLED
to SAMPLING or REPORTING) or it is created in the enabled state, the Server shall report the
first sample as soon as possible and the time of this sample becomes the starting point for the
next sampling interval.

5.12.1. Filter

Each time a Monitoreditem is sampled, the Server evaluates thé s i ne filter
defined [for the Monitoreditem. The filter parameter defines the critena that\the™Serveuses to
determine if a Notification should be generated for the sample bendent
on the fype of the item that is being monitored. For examp and the
AggregateFilter are used when monitoring Variable Value d when
monitoring Events. Sampling and evaluation, including ttre describef in this
standard. Additional filters may be defined in other pz

5.12.1.3 Queue parameters

If the sgmple passes the filter criteria, s j y nerated and queued for trapsfer by
the Subiscription. The size of the queue i onitoredltem is created. When

the quelue is full and a new Notificalon i ' the Server either discards thé oldest
Notification and queues the.new one, o 8 a5t value added to the queue |with the
new one. The Monitorea is pr one of these discard policies when the
Monitorgdltem is created. lotificatiQnis discavded for a DataValue and the sizg of the

queue i$ larger than one i ag) in the InfoBits portion of the DgtaValue
statusCpde is set f discardOldest i 3 the oldest value gets deleted from the qugue and
the nex{ value i@ & 3 /If discardOldest is FALSE, the last valug added
to the qlieue gets ed withxthe’rew Wwalue. The new value gets the flag set to indifate the
lost valyes in the ificationt age. Figure 17 illustrates the queue overflow handling.
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Sampling  Sampling Sampling  Sampling Sampling  Sampling
Value 1 2 3 4 5 6
Nodet | | | | | Time axis
1 1 1 1 1 T >
Monitored Item 1 T ? ? T ? E
NodeToMonitor = Node1 1 2 3 4 Bl
DiscardOldest=TRUE | | ] T 7 ? 4
QueueSize =4 B | ] T 7 ? ~
‘/ Qverflow
Monitbred Item 2 1] 2] 3] 7] E/\\ gk/bt/s et
NodelToMonitor = Node1 1 2 3 3
DiscafdOldest = FALSE [ | B T 7 g X W
QueugSize = 4 ] ] 1] <\\q\ 1
— —— —— —— AN \\_\ \ >v‘
NN
IEC
If the ¢ newest
Notifica han the
publishi e Client
will always receive the most up-to-dat ue size
is one.
On the pther hand, the ibe to a continuous stream of Notifications

without jany gaps,
Monitorgditem @ >
generated between” {vie ¢

Subscri
Server
gueue.

The Sely
Clients;
may deliver

btion would

implementation

always applied to th

ported at the sampling interval. In this cgse, the
éue size large enough to hold all Notifications

publishing cycles. Then, at each publishing cycle, the

s queued for the Monitoredltem to the Clignt. The
s_for any particular item in the same order they ar¢ in the

pling” at a faster rate than the sampling interval to suppdrt other
only expect values at the negotiated sampling interval. The Server
than dictated by the sampling interval, based on the filter and
. If a DataChangefFilter is configured for a Monitoredltgm, it is
newest value in the queue compared to the current sample.

If, for example, the AbsoluteDeadband in the DataChangeFilter is “10”, the queue could

consist of values in the following order:

100
111
100
89

100

Queuing of data may result in unexpected behaviour when using a Deadband filter and the
number of encountered changes is larger than the number of values that can be maintained.
The new first value in the queue may not exceed the Deadband limit of the previous value
sent to the Client.
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The queue size is the maximum value supported by the Server when monitoring Events. In
this case, the Server is responsible for the Event buffer. If Events are lost, an Event of the
type EventQueueOverflowEventType is placed in the queue. This Event is generated when
the first Event has to be discarded on a Monitoredltem subscribing for Events. It is put into the
Queue of the Monitoredltem in addition to the size of the Queue defined for this
Monitoredltem without discarding any other Event. If discardOldest is set to TRUE it is put at
the beginning of the queue and is never discarded, otherwise at the end. An aggregating
Server shall not pass on such an Event. It shall be handled like other connection error
scenarios.

5.12.1.6 Triggering model

The Mopitereditems—Servico—allows—the—addition—of-items—that-are—reportod=enhrwhen some

p
other itgm (the triggering item) triggers. This is done by creating links iggered
items and the items to report. The monitoring mode of the items to r [ mpling-
only so that it will sample and queue Notifications without reporting . Fi ustrates

this congept.

monitored items whose

otifications are seht when

o’ the triggering item friggers.
Their lifetime is independent
of the lifetime of the triggered

items that reference them.

/N
/ Z—N S
Triggerimg item defines

a set of tfiggered items Monitored Item

item and are deleted
deleted.

IEC
The trigpering i ume on
the wirg by configuri e other

Event happens.

The foll

of the triggering item is SAMPLING, then it is not reportgd when
ers the items to report.

N
b) If th node of the triggering item is REPORTING, then it is reported when the
triggering i iggers the items to report.

a) If th

c) If the monitoring mode of the triggering item is DISABLED, then the triggering itgm does
not trigger the items to report.

d) If the monitoring mode of the item to report is SAMPLING, then it is reported when the
triggering item triggers the items to report.

e) If the monitoring mode of the item to report is REPORTING, this effectively causes the
triggering item to be ignored. All notifications of the items to report are sent after the
publishing interval expires.

f) If the monitoring mode of the item to report is DISABLED, then there will be no sampling
of the item to report and therefore no notifications to report.

g) The first trigger shall occur when the first notification is queued for the triggering item
after the creation of the link.

Clients create and delete triggering links between a triggering item and a set of items to
report. If the Monitorediltem that represents an item to report is deleted before its associated



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

IEC 62541-4:2015 © IEC 2015 -79 -

triggering link is deleted, the triggering link is also deleted, but the triggering item is otherwise
unaffected.

Deletion of a Monitoredltem should not be confused with the removal of the Aftribute that it
monitors. If the Node that contains the Attribute being monitored is deleted, the Monitoredltem
generates a Notification with a StatusCode Bad_NodeldUnknown that indicates the deletion,
but the Monitoredltem is not deleted.

5.12.2 CreateMonitoredltems

5.12.2.1 Description

ption. A
deleted.

ThIS S lVI'bU ;b uacd tU \,lcatc alll:lI ddd JUlrc Ul 1T1UTrT ’V:Ulll'tUIUd/tUlllO t
Monitorgditem is deleted automatically by the Server when the S

Deleting a MonitoredIltem causes its entire set of triggered item links has no
effect op the MonitoredIltems referenced by the triggered items.

Calling | the CreateMonitoreditems Service repetitively t ber of
Monitorgdltems each time may adversely affect the perfo .rTnstead,
Clients ghould add a complete set of Monitoreditems to a S ble.
When g Monitoreditem is added, the Server perfrm jnitializati ‘ it. The
initializgtion processing is defined by the Notifi nitored.
Notification types are specified in this g parts of

this serles of standards, such as IE 62 415 ' 541 - iptioh of the
Access [Type Parts.

When afuser adds a monitored item th v S ¢ , beration
for the [tem shall succeed’and the | WotReadable or Bad_UserAccessDenied

shall be N g same behaviour for the case where the
access fights are chang % CreateMonitoreditems. If the access rights|change
to read rights, the Seryersha [ \dingndata for the Monitoredltem. The same prpcedure
shall be| applied foran e that does’ not deliver data for the current value byt could

deliver ¢ata in the

Monitor from the AddressSpace after the creation of a
Monitor i affect the validity of the Monitoreditem |but a
Bad No ( e returned in the Publish response.

Al 5 or the
last Moqify ] ' ice i i | i as the

lllegal r
server will choose default values and indicate them in the corresponding revised parameter

It is strongly recommended by OPC UA that a Client reuses a Subscription after a short
network interruption by activating the existing Session on a new SecureChannel as described
in 6.5. If a Client called CreateMonitoredltems during the network interruption and the call
succeeded in the Server but did not return to the Client, then the Client does not know if the
call succeeded. The Client may receive data changes for these monitored items but is not
able to remove them since it does not know the Server handle for each monitored item. There
is also no way for the Client to detect if the create succeeded. To delete and recreate the
Subscription is also not an option since there may be several monitored items operating
normally that should not be interrupted. To resolve this situation, the Server Object provides a
Method GetMonitoredltems that returns the list of server and client handles for the monitored
items in a Subscription. This Method is defined in IEC 62541-5.
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Table 64 defines the parameters for the Service.

Table 64 — CreateMonitoreditems Service Parameters

IEC 62541-4:2015 © IEC 2015

Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
subscriptionld Integerld The Server-assigned identifier for the Subscription that will report Notifications
for this Monitoredltem (see 7.13 for Integerld definition).
timestampsToReturn Enum An enumeration that specifies the timestamp Attributes to be transmitted for
Timestamps each Monitoredltem. The TimestampsToReturn enumeration is defined in
ToReturn 734
When monitoring Events, this applies only to Eveft fields that afe-df type
DataValue.
itemsToQreate [] Monitoreditem A list of Monitoreditems to be created and ne th pec\mi
CreateRequest Subscription. This structure is defined in- ne OWIRg indgqted items.
itemToMonitor ReadValueld Identifies an item in the AddressSpace_to on|t r. monitor ?b(ﬁvents, the
attributeld element of the ReadValyeld stryc re thend of EventNotifier
Attribute. The ReadValueld type is defined i
monitofingMode Enum The monitoring mode to be sgf fo realtem The MonitoringMode
MonitoringMode | enumeration is deflned in7.1 K
requesfedParameters Monitoring The requested monito| eterg! Server ne\o{ate the valuep of these
Parameters parameters based ol the bscrl lon the pabilities of the Sprver. The
MonitoringParameters type is define
(\ \// /\
Response / N P
responseHeader Response onse aram ers (see 27 for ResponseHeader definition).
Header
results [] Monitoredltem of results far Mo oredltems to create. The size and order pf the list
CreateResult tche siz n orderyf the itemsToCreate request parametgr. This
cture, is flne Bl ith the following indented items.
statusGode Sta«Q&s\( W de for) the itoreditem to create (see 7.33 for StatusColle
de B):
monitofedltemld ntegerl Wfor the Monitoreditem (see 7.13 for Integerld d¢finition).
id is\ynique within the Subscription, but might not be unique wjthin the
ssion. This parameter is present only if the statusCodg indicates
A th nitoredltem was successfully created.
revisedSampling i \j\q‘ej}tual sampling interval that the Server will use.
Interva J alue is based on a number of factors, including capabilities of the
}vderlying system. The Server shall always return a revisedSamplipnginterval
at is equal or higher than the requested samplinginterval. If the rgquested
samplingInterval is higher than the maximum sampling interval supported by
the Server, the maximum sampling interval is returned.
revisedQueueSize . NCGolgter The actual queue size that the Server will use.
filterResult \ Extensible Contains any revised parameter values or error results associated ith the
eter MonitoringFilter specified in requestedParameters. This parameter|may be
MonitoringFilter omitted if no errors occurred. The MonitoringFilterResult parametel type is an
esult extensible parameter type specified in 7.16.
diagnosti¢infos [] DiagnosticInfo List of diagnostic information for the Monitoredltems to create (see(7.8 for
Diagnosticlnfo definition). The size and order of the list matches thé¢ size and
order of the itemsToCreate request parameter. This list is empty if diagnostics
information was not requested in the request header or if no diagnostic
information was encountered in processing of the request.
5.12.2.3 Service results

Table 65 defines the Service results specific to this Service. Common StatusCodes are

defined in Table 165.

Table 65 — CreateMonitoredltems Service Result Codes

Symbolic Id

Description

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

Bad_TimestampsToReturninv;

alid

See Table 165 for the description of this result code.

Bad_Subscriptionldinvalid

See Table 165 for the description of this result code.



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

IEC 62541-4:2015 © IEC 2015

5.12.2.4 StatusCodes

-81-—

Table 66 defines values for the operation level statusCode parameter that are specific to this
Service. Common StatusCodes are defined in Table 166.

Table 66 — CreateMonitoreditems Operation Level Result Codes

Symbolic Id

Description

Bad_MonitoringModelnvalid

See Table 166 for the description of this result code.

Bad_NodeldInvalid

See Table 166 for the description of this result code.

Bad_NodeldUnknown

See Table 166 for the description of this result code.

Bad_Attributeldinvalid

See Table 166 for the description of this result code.

Bad_IndexRangelnvalid

See Table 166 for the description of this result code.

Bad_IndexRangeNoData

See Table 166 for the description of this result code.

If the ArrayDimensions have a fixed length that can not
within the range of indexes specified, Bad_IndexRan
CreateMonitoredltems. Otherwise if the length of t

in

exists

erver shall

return this status in a Publish response for the Mohjtor if No,data exisps within the
range.
Bad_DataEpcodinglnvalid See Table 166 for the description of this restlt codex \ , \ >
Bad_DataEhcodingUnsupported See Table 166 for the description of thisresulhcode. AND \
Bad_MonitdredItemFilterinvalid See Table 166 for the description of this resuitcede\y \

Bad_MonitdredltemFilterUnsupported

See Table 166 for the descriptiop-of this result cdde: \

Bad_FilterNotAllowed

See Table 165 for the descripjion of this Pesulfgade.  \

Bad_TooMagnyMonitoredltems

The Server has reached its maxim{im)numbex of moritgréd items.

5.12.3 | ModifyMonitoredltems

5.12.3.1 Description

This Service is used to modify

Monitoredltem settings s

The retlirn diagngstic {nfo”s
last ModifyMon
diagnostic informatiop i

lllegal r
server Wi

5.12.3.2
Table 6

a Subscription. Changes
the Server. They take effect

to the
ASs soon

5 or the
as the

ead the
heter.
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Table 67 — ModifyMonitoredltems Service Parameters
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Name Type Description
Request
requestHeader RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
subscriptionld Integerld The Server-assigned identifier for the Subscription used to qualify the
monitoredltemld (see 7.13 for Integerld definition).
timestampsToReturn Enum An enumeration that specifies the timestamp Attributes to be transmitted for
Timestamps each Monitoredltem to be modified. The TimestampsToReturn enumeration is
ToReturn defined in 7.34. When monitoring Events, this applies only to Event fields that

are of type DataValue.

itemsToModify []

MonitoredltemMo

The list of Monitoreditems to modify. This structure is defined in-line with the

difyRequest following indented items.
monitoredlteml|d Integerld Server-assigned id for the Monltoredltem
requestedfParameters—vomnitorg Fherequ
Parameters MonitoringParameters type is defined in 7.15.
If the number of notifications in the queue excgédsith ize, the
notifications exceeding the size shall be dis figured
discard policy.
Response
responseHeader Response Common response parameters e 27f r R}\spo eHeadér defif ition).
Header
results [] MonitoredltemMo | List of results for the’-\I\;'(?uered{?\wﬁ(:t:)\’i}»\S§ and order ¢f the list
difyResult matches the size and ofder of th ToModify request parametef. This
structure is defined infline with the fallewing indepted items.
status@ode StatusCode StatusCode for We/lte odM (see 7.33 for StatysCode
defipition). /,K
revisedqSampling Duration rns the

Interval

AN

mplinggntervdl that the er will use. The Server ret
e for tRe samplipg interval. This value is base
i ing capabilities of the underlying system.

urn a revisedSamplinginterval that is eq

Hona

al or higher

terval. If the requested samplinginteryal is higher
interval supported by the Server, the mfaximum

reviseQueueSize

filterRgsult

Counter_

revisgd parameter values or error results associated

ith the

ilterspecified in the request. This parameter may be omijtted if no

ensible

diagnosti¢infos []

\Qatgc;yiagnostic information for the Monitoredltems to modify (see
jagrosticlnfo definition). The size and order of the list matches the
ordler of the itemsToModify request parameter. This list is empty if d
formation was not requested in the request header or if no diagno

information was encountered in processing of the request.

y.8 for
size and
jagnostics
btic

5.12.3.3
Table 6 rvice results specific to this Service. Common StatusCopes are
defined |i
Table 68—
Symbolic Id Description

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

Bad_TimestampsToReturninvalid

See Table 165 for the description of this result code.

Bad_Subscriptionldinvalid

See Table 165 for the description of this result code.

5.12.3.4

StatusCodes

Table 69 defines values for the operation level statusCode parameter that are specific to this
Service. Common StatusCodes are defined in Table 166.
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Table 69 — ModifyMonitoredltems Operation Level Result Codes

Symbolic Id

Des

cription

Bad_Monitoredltemldinvalid

See

Table 166 for the description of this result code.

Bad_MonitoredltemFilterInvalid

See

Table 166 for the description of this result code.

Bad_MonitoredltemFilterUnsupported

See

Table 166 for the description of this result code.

Bad_FilterNotAllowed

See

Table 165 for the description of this result code.

5.12.4 SetMonitoringMode

5.12.4.1

Description

This Service is used to set the monitoring mode for one or more Monitoredltems of a

Subscription. Setting the mode 10 DISABLED causes all queued Notificatigns t

5.12.4.2

Table 70 defines the parameters for the Service.

Parameters

be del

pted.

Table 70 — SetMonitoringMode Serv@R& ers
>\

Name Type Description
Request a
requestHpader RequestHeader | Common request paralnetess (see7-26\or RequestHeader definition).
subscriptionld Integerld The rver- a;?'%( ! érfffi?/r @S&t;?ripﬁon used to qualify the
itoreqlterlds{seg7.13 1l finition).
monitoringMode Enum oni S for the Monitoredltems. The MonitoringMode
MonitoringMode enu?n%gtm \%\717
monitoredltemlds [] Integerld List p/ Server-assignegd-ds Yar the Monitoreditems.
(N
Response \Y
responseHeader Resp Sg w respunée eters (see 7.27 for ResponseHeader definifion).
Header
results [] Statu %@Mor the Monitoredltems to enable/disable (see 7.33 for
tusCode definition). The size and order of the list matches the siz¢ and order
of t jitoredltemlds request parameter.
diagnosti¢infos [] iag sticln?b\ Wgnostlc information for the Monitoreditems to enable/disabl¢ (see 7.8
rRiaghosticinfo definition). The size and order of the list matches the size and
< order’of the monitoredItemlds request parameter. This list is empty if|diagnostics
infdrmation was not requested in the request header or if no diagnosfic
ihformation was encountered in processing of the request.
5.12.4.3 \>
Table 711 rvice results specific to this Service. Common StatusCopes are

defined|in Tablex465.

Table 71 -S

Symbolic Id

Description

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

Bad_Subscriptionldinvalid

See Table 165 for the description of this result code.

Bad_MonitoringModelnvalid

See Table 166 for the description of this result code.

5.12.4.4

StatusCodes

Table 72 defines values for the operation level statusCode parameter that are specific to this
Service. Common StatusCodes are defined in Table 166.
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Table 72 — SetMonitoringMode Operation Level Result Codes

Value Description
Bad_Monitoredltemldinvalid See Table 166 for the description of this result code.

5.12.5 SetTriggering
5.12.5.1 Description

This Service is used to create and delete triggering links for a triggering item. The triggering
item and the items to report shall belong to the same Subscription.

Each tri
Monitoredltem id for the item to report. An error code is returned if this i

d by the

See 5.1P.1.6 for a description of the triggering model.

5.12.5.2 Parameters

Table 78 defines the parameters for the Service.

Table 73 — SetTriggering Service . Parame

N\ IN
Name Type Desgsiption (I \VM /N
Request { N C L\
requestHeader Request Common ri ue ¢ para etersw for RequestHeader definition)).
Header
subscriptionld Integerld erver-assi for the Subscription that contains the tfiggering
|te and theitemsta re e 7.13 for Integerld definition).
triggeringjtemid Integexld |_Servr-assignedhid foPth\Nﬂ)nltoredltem used as the triggering item.|
linksToAqd [] In erla\( TheNjstof Se assigned ids of the items to report that are to be added as
N trigge {nks. The ljst of linksToRemove is processed before the linksToAdd.
linksToRg¢move [] In The istof\Server-assigned ids of the items to report for the triggering|links to be
eted, TheVist of linksToRemove is processed before the linksToAdd.
S 2
Response - >
responseHeader /\ Résgg?§e\ J%\\n/on response parameters (see 7.27 for ResponseHeader definifion).
NHea
addResults [] StatisCode [—tist of StatusCodes for the items to add (see 7.33 for StatusCode definition).
The size and order of the list matches the size and order of the links JoAdd
parameter specified in the request.
addDiagnpsticinfos\[] Diagnostic List of diagnostic information for the links to add (see 7.8 for Diagnosticinfo
Info definition). The size and order of the list matches the size and order qf the
linksToAdd request parameter. This list is empty if diagnostics informption was
not requested in the request header or if no diagnostic information was
encountered in processing of the request.
removeResUIts [] StatusCode List of StatusCodes for the items to delete. The size and order of thellist
maiches the size and order of the linksToRemove. par ifi in the
request.
removeDiagnosticlnfos [] Diagnostic List of diagnostic information for the links to delete. The size and order of the list
Info matches the size and order of the linksToRemove request parameter. This list is
empty if diagnostics information was not requested in the request header or if no
diagnostic information was encountered in processing of the request.

5.12.5.3 Service results

Table 74 defines the Service results specific to this Service. Common StatusCodes are
defined in 7.33.
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Table 74 — SetTriggering Service Result Codes

Symbolic Id

Description

Bad_NothingToDo

See Table 165 for the description of this result code.

Bad_TooManyOperations

See Table 165 for the description of this result code.

Bad_Subscriptionldinvalid

See Table 165 for the description of this result code.

Bad_Monitoredltemldinvalid

See Table 166 for the description of this result code.

5.12.5.4

StatusCodes

Table 75 defines values for the results parameters that are specific to this Service. Common
StatusCodes are defined in Table 166.

Table 75 — SetTriggering Operation Level Result Codes
yanN
Symbolic I¢ Description N \
Bad_Monitdredltemldinvalid See Table 166 for the description of this result code. O\
5.12.6 | DeleteMonitoredltems
5.12.6.1 Description
This Sd When a
Monitor
Success for the
Monitor Clients
may red after they have received a positive r¢sponse
that the
5.12.6.2
Table 7
Name / NType Description
Request \
requestHpader / Reqlestdeader | Common request parameters (see 7.26 for RequestHeader definition).
subscriptionid \Qte rid The Server-assigned identifier for the Subscription that contains the
N Monitoreditems to be deleted (see 7.13 for Integerld definition).
monitoreq Ids\ﬁ\\ \thegerIB List of Server-assigned ids for the Monitoredltems to be deleted.
O N\
Response >
responseHeader \'ﬁesponse Common response parameters (see 7.27 for ResponseHeader definifion).
Header
results [] StatusCode List of StatusCodes for the Monitoredltems to delete (see 7.33 for StatusCode
definition). The size and order of the list matches the size and order of the
monitoredltemlds request parameter.
diagnosticInfos [] DiagnosticInfo List of diagnostic information for the Monitoredltems to delete (see 7.8 for
Diagnosticinfo definition). The size and order of the list matches the size and
order of the monitoreditemlds request parameter. This list is empty if diagnostics
information was not requested in the request header or if no diagnostic
information was encountered in processing of the request.
5.12.6.3 Service results

Table 77 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.
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Table 77 — DeleteMonitoreditems Service Result Codes

Symbolic Id Description

Bad_NothingToDo See Table 165 for the description of this result code.
Bad_TooManyOperations See Table 165 for the description of this result code.
Bad_Subscriptionldinvalid See Table 165 for the description of this result code.

5.12.6.4 StatusCodes

Table 78 defines values for the results parameter that are specific to this Service. Common
StatusCodes are defined in Table 166.

_____Table 78 — DeleteMonitoredltems Operation | evel Result Coades
(

Symbolic 1§ Description N

Bad_MonitdredltemlIdInvalid See Table 166 for the description of this result code. /\ \

5.13 Sjubscription Service Set
5.13.1 | Subscription model
5.13.1.1 Description

Subscriptions are used to report Not/f/cat/ons o\ the ient. ' viour is

summailized below. Their precise behayi

a)

b)

d)

e)

f)

Subkcriptions have a set Qreq ; i ‘ Client.
Monitoredltems generate Notificatioh 1 by the
Subkcription (see 5.12.1 for a des y

Subgcriptions have a puahlishing ints sHing interval of a Subscription|defines
the cyclic rate at whit ¢ it . Each time it executes, it attgmpts to
send a NotificationMessage 1o iert. NotificationMessages contain Notificatipns that
have not yet been rep {

Notification/\@ - ient in response to Publish requests. [Publish
requests are a S ession as they are received, and one is detqueued

and |processed b G afed to this Session for each publishing cycle)| if there
are Vot/f/cat/ S\tO here are not, the Publish request is not de-queded from
the § until the next cycle and checks again for Notificaltions.

At the b|nn| -\ a cycley if there are Notifications to send but there are no|Publish
requle queued, the\ Server enters a wait state for a Publish request to be re¢ceived.
Whe i i it is processed immediately without waiting for the next publishing

NotificationMessgges are uniquely identified by sequence numbers that enable Cfients to
detect missed Messages. The publishing interval also defines the default sampling|interval
for itsWomitoredtternTs:

Subscriptions have a keep-alive counter that counts the number of consecutive publishing
cycles in which there have been no Notifications to report to the Client. When the
maximum keep-alive count is reached, a Publish request is de-queued and used to return
a keep-alive Message. This keep-alive Message informs the Client that the Subscription is
still active. Each keep-alive Message is a response to a Publish request in which the
notificationMessage parameter does not contain any Notifications and that contains the
sequence number of the next NotificationMessage that is to be sent. In the clauses that
follow, the term NotificationMessage refers to a response to a Publish request in which the
notificationMessage parameter actually contains one or more Notifications, as opposed to
a keep-alive Message in which this parameter contains no Notifications. The maximum
keep-alive count is set by the Client during Subscription creation and may be
subsequently modified using the ModifySubscription Service. Similar to Notification
processing described in (c) above, if there are no Publish requests queued, the Server
waits for the next one to be received and sends the keep-alive immediately without waiting
for the next publishing cycle.
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g) Publishing by a Subscription may be enabled or disabled by the Client when created, or
subsequently using the SetPublishingMode Service. Disabling causes the Subscription to
cease sending NotificationMessages to the Client. However, the Subscription continues to
execute cyclically and continues to send keep-alive Messages to the Client.

h) Subscriptions have a lifetime counter that counts the number of consecutive publishing
cycles in which there have been no Publish requests available to send a Publish response
for the Subscription. Any Service call that uses the Subscriptionld or the processing of a
Publish response resets the lifetime counter of this Subscription. When this counter
reaches the value calculated for the lifetime of a Subscription based on the
MaxKeepAliveCount parameter in the CreateSubscription Service (5.13.2), the
Subscription is closed. Closing the Subscription causes its Monitoreditems to be deleted.
In addition the Server shall issue a StatusChangeNot:flcat/on notlflcat/onMessage with the

staty type is
defined in 7.19.4.

i) Sespions maintain a retransmission queue of sen lgssages.
NotificationMessages are retained in this queue until they are as [Session
shal|l maintain a retransmission queue size of at least twog ¢ Publish
requests per Session the Server supports. The minimum size of thg smissioh queue
may|be changed by a Profile in IEC 62541-7. The mipim ' equests
per [Session the Server shall support is defined in IE 4 O/ are required to
ackrlowledge NotificationMessages as they are re€eived a retrangmission
queye overflow, the oldest sent Not/f/catlonMe sage If a Subscrption is
trangferred to another Session, the queued Netificat j tion are

moved from the old to the new Sessfan.

The sequence number is an unsigned incremented by one fpr each
NotificationMessage sent. The value 0 v e sequence number. The first
NotificationMessage sent on a Subscfipti ence number of 1. If the sgequence
number|rolls over, it rolls oyer to 1.

When a| Subscription ifs ; i 4 e is sent at the end of the first publishing
cycle tolinform the Clien ) iptionis operational. A NotificationMessage is sent if
there arle Notific 3 X d. }f there are none, a keep-alive Messaggqg is sent
instead [that con , indicating that the first NotificationMessage
has not|yet been se ea keep aI|ve Message is sent without waiting for
the maxj

ber is never reset during the lifetime of a Subsgription.
number shall not be reused on a Subscription until oyer four
es have been sent. At a continuous rate of one thousand
gecond on a given Subscription, it would take roughly fifty days for
umber to be reused. This allows Clients to safely treat sgequence

The val
Therefof
billion
Notificatio 20ES
the sanmpe sequ€nhce
numbers as‘uniques

Sequence numbers are also used by Clients to acknowledge the receipt of
NotificationMessages. Publish requests allow the Client to acknowledge all Notifications up to
a specific sequence number and to acknowledge the sequence number of the last
NotificationMessage received. One or more gaps may exist in between. Acknowledgements
allow the Server to delete NotificationMessages from its retransmission queue.

Clients may ask for retransmission of selected NotificationMessages using the Republish
Service. This Service returns the requested Message.

5.13.1.2 State table

The state table formally describes the operation of the Subscription. The following model of
operations is described by this state table. This description applies when publishing is
enabled or disabled for the Subscription.
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After creation of the Subscription, the Server starts the publishing timer and restarts it
whenever it expires. If the timer expires the number of times defined for the Subscription
lifetime without having received a Subscription Service request from the Client, the
Subscription assumes that the Client is no longer present, and terminates.

Clients send Publish requests to Servers to receive Notifications. Publish requests are not
directed to any one Subscription and, therefore, may be used by any Subscription. Each
contains acknowledgements for one or more Subscriptions. These acknowledgements are
processed when the Publish request is received. The Server then queues the request in a
queue shared by all Subscriptions, except in the following cases.

a) The previous Publish response indicated that there were still more Notifications ready to

ere-nNo-more 2 aVallla allad to a¥=an ham

b) The|publishing timer of a Subscription expired and there were eitb s to be
sent|or a keep-alive Message to be sent.

In thesg¢ cases, the newly received Publish request is processed\im . ?he first
Subscription to encounter either case (a) or case (b).

Each time the publishing timer expires, it is immediatel . ns or a
keep-alive Message to be sent, it de-queues and jrocessesyca-Publist When a
Subscription processes a Publish request, it acces - Monitoredltgms and
de-qued s response, sefting the
moreNo ations in the respopse.

If there ! Me's s ’ eht but there were no|Publish
request 9 mblish request is late and waitg for the
next Pu j

If the BSubscription is S ‘ fshing timer expires or if there |are no
Notifications available| ahive state and sets the keep-alive counter to its
maximum value as def i ] .

While ip the kee:/- it\CR s for Notifications each time the publishing timer
expires. hegve been generated, a Publish request is detqueued
and a ed in the response. However, if the publishing timer
expires a keep-
alive Mg i WA \the> response. The Subscription then returns to the normal state
of waiting Plis fimer to expire again. If, in either of these cases, therg are no
Publish e Subscription waits for the next Publish request to be re¢ceived,

as descfi

The Sufséription states are defined in Table 79.

Table 79 — Subscription States

State Description

CLOSED The Subscription has not yet been created or has terminated.

CREATING The Subscription is being created.

NORMAL The Subscription is cyclically checking for Notifications from its Monitoredltems. The keep-alive
counter is not used in this state.

LATE The publishing timer has expired and there are Notifications available or a keep-alive Message is

ready to be sent, but there are no Publish requests queued. When in this state, the next Publish
request is processed when it is received. The keep-alive counter is not used in this state.

KEEPALIVE The Subscription is cyclically checking for Notifications from its MonitoredItems or for the keep-
alive counter to count down to 0 from its maximum.

The state table is described in Table 80. The following rules and conventions apply.

a) Events represent the receipt of Service requests and the occurrence internal Events, such
as timer expirations.
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b)
c)

d)

e)

Service requests Events may be accompanied by conditions that test Service parameter
values. Parameter names begin with a lower case letter.

Internal Events may be accompanied by conditions that test state Variable values. State
Variables are defined in 5.13.1.3. They begin with an upper case letter.

Service request and internal Events may be accompanied by conditions represented by
functions whose return value is tested. Functions are identified by “()” after their name.
They are described in 5.13.1.4.

When an Event is received, the first transition for the current state is located and the
transitions are searched sequentially for the first transition that meets the Event or
conditions criteria. If none are found, the Event is ignored.

f) Actions are described by functions and state Variable manipulations.
g) ThelLifetimeTimerExpires Event is triggered when its corresponding counterxeathges zero.
Table 80 — Subscription State Table (\ x
# Currént State Event/Conditions Action 'Nékt State
1 | CLO$ED Receive CreateSubscription Request CreateS\bsanﬂeQ\Q \ CREATING
2 | CREATING CreateSubscription fails spdthiNedativeResponse() CLPSED
3 CREATING CreateSubscription succeeds In| |zeS\btég‘| BﬂQ&) NORMAL
ageSent=)FALS
Retur se(
4 NORMAL Receive Publish Request D IeteAc dNotifigationMsgs() NORMAL
&& nqueyePublishingReq()
(
PublishingEnabled =
|
(PublishingEnabled ==
&& MoreNotifications
5 NORMAL ResetLifetimeCounter() NORMAL
DeleteAckedNotificationMsgs()
ReturnNotifications()
MessageSent = TRUE
6 NORMAL ResetLifetimeCounter() NORMAL
StartPublishingTimer()
DequeuePublishReq()
ReturnNotifications()
MessageSent == TRUE
7 NORMAL JimexExpires ResetLifetimeCounter() NORMAL
RegQueued == TRUE StartPublishingTimer()
essageSent == FALSE DequeuePublishReq()
ReturnKeepAlive()
( MessageSent == TRUE
PublishingEnabled == FALSE
(PublishingEnabled == TRUE
&& NotificationsAvailable == FALSE)
)
8 NORMAL PublishingTimer Expires StartPublishingTimer() LATE
&& PublishingReqQueued == FALSE
&&
(
MessageSent == FALSE
|
(PublishingEnabled == TRUE
&& NotificationsAvailable == TRUE)
)
9 NORMAL PublishingTimer Expires StartPublishingTimer() KEEPALIVE
&& MessageSent == TRUE ResetKeepAliveCounter()
&&

PublishingEnabled == FALSE
|
(PublishingEnabled == TRUE
&& NotificationsAvailable == FALSE)
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)
10 LATE Receive Publish Request ResetLifetimeCounter() NORMAL
&& PublishingEnabled == TRUE DeleteAckedNotificationMsgs()
&& (NotificationsAvailable == TRUE ReturnNotifications()
|| MoreNotifications == TRUE) MessageSent = TRUE
11 LATE Receive Publish Request ResetLifetimeCounter() KEEPALIVE
&& DeleteAckedNotificationMsgs()
( ReturnKeepAlive()
PublishingEnabled == FALSE MessageSent = TRUE
|
(PublishingEnabled == TRUE
&& NotificationsAvailable == FALSE
&& MoreNotifications == FALSE)
)
12 LATH PublishingTimer Expires StartPubllshmngmgP& LATE
13 | KEERALIVE Receive Publish Request DeleteAckedNotifi€ationM£gs \gEPALIVE
EnqueuePubllggn\i
14 | KEERALIVE PublishingTimer Expires ResetlLifetime unt () \NpéMAL
&& PublishingEnabled == TRUE
&& NotificationsAvailable == TRUE
&& PublishingReqQueued == TRUE
15 | KEEFALIVE PublishingTimer Expires KEEPALIVE
&& PublishingReqQueued == TRUE
&& KeepAliveCounter ==
&&
(
PublishingEnabled ==
|
(PublishingEnabled ==,
&& NotificationsAvailable =WE
)
16 | KEEFALIVE Publishi Tim\exE‘Iﬁires StartPublishingTimer() KEEPALIVE
&& KeepAliveCounter > 1 KeepAliveCounter--
FALSE)
17 | KEEFALIVE StartPublishingTimer() LATE
KeepAliveCounter > 1
&& PublishingEnabled == TRUE
&& NotificationsAvailable == TRUE)
)
18 NORMAL Receive ModifySubscription Request ResetLifetimeCounter() SAME
|| LATE UpdateSubscriptionParams()
|| KEEPALIVE ReturnResponse()
19 | NORMAL Receive SetPublishingMode Request ResetLifetimeCounter() SAME
|| LATE SetPublishingEnabled()
|| KEEPALIVE MoreNotifications = FALSE
ReturnResponse()
20 | NORMAL Receive Republish Request ResetLifetimeCounter() SAME
|| LATE && RequestedMessageFound == TRUE ReturnResponse()
|| KEEPALIVE
21 NORMAL Receive Republish Request ResetLifetimeCounter() SAME
|| LATE && RequestedMessageFound == FALSE ReturnNegativeResponse()
|| KEEPALIVE
22 NORMAL Receive TransferSubscriptions Request ResetLifetimeCounter() SAME
|| LATE && SessionChanged() == FALSE ReturnNegativeResponse ()

|| KEEPALIVE
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23 | NORMAL Receive TransferSubscriptions Request SetSession() SAME
|| LATE && SessionChanged() == TRUE ResetLifetimeCounter()
|| KEEPALIVE && ClientValidated() ==TRUE ReturnResponse()
IssueStatusChangeNotification()
24 | NORMAL Receive TransferSubscriptions Request ReturnNegativeResponse() SAME
|| LATE && SessionChanged() == TRUE
|| KEEPALIVE && ClientValidated() == FALSE
25 NORMAL Receive DeleteSubscriptions Request DeleteMonitoredltems() CLOSED
|| LATE && SubscriptionAssignedToClient ==TRUE DeleteClientPublRegQueue()
|| KEEPALIVE
26 NORMAL Receive DeleteSubscriptions Request ResetLifetimeCounter() SAME
|| LATE && SubscriptionAssignedToClient ==FALSE ReturnNegativeResponse()
|| KEEPALIVE
27 | NORMAL LifetimeCounter == DeleteMonitoredltems CLPSED
|| LATE The LifetimeCounter is decremented if IssueStatusChangeMuatification()
|| KEEPALIVE PublishingTimer expires and
PublishingReqQueued == FALSE
The LifetimeCounter is reset if
PublishingReqQueued == TRUE. \/
5.13.1.3 State Variables and parameters \ v
The stale Variables are defined alphabetically in Tablg 81.
Table 81 — State vari/aKre\i a(t‘a\me rs
State Variaple Description N\ \ N ]
MoreNotifications

many Notifications singlexNotficationMessage.

A boolean value that\s set\%\NUE oRly by hwe\g;ea/teNotificationMsg() when therg¢ were too

LatePublishRequest

A boolean value that is to TRYE tq reflest that, the last time the publishing time
there were no Publjsh reguests queued

expired,

LifetimeCoynter value that" contain: the?»u\m;))ar of cogsecutive publishing timer expirations withoyt Client
astivity before the cription is inated.
MessageSent Ab keep-alive

ither a
g timer

NotificationgAvailable

oolean.valus that I set to TRUE only when there is at least one Monitoreditem
he reporti d that has a Notification queued or there is at least one item
se Yxiggering jtem has triggered and that has a Notification queued. The transiti
state\Variable from FALSE to TRUE creates the “New Notification Queued” Event i

hat is in

o report
bn of this
h the state

PublishingEjnabled\

Tha\parapneter that requests publishing to be enabled or disabled.

PublishingR

AN

boolean value that is set to TRUE only when there is a Publish request Message
the Subscription.

queued to

Req uestedMes&g@:\d

was found in the retransmission queue.

\yboolean value that is set to TRUE only when the Message requested to be retransmitted

SegNum

A\
i

The value that records the value of the sequence number used in NotificationMess

hges.

Subscriptiof

AssignedToClient

leted is

A boolean value that is set to TRUE only when the Subscription requested to be de
assigned to the Cli i iption i i

created it. That assignment can only be changed through successful completion of
TransferSubscriptions Service.

jent that

the

5.13.1.4

Functions

The action functions are defined alphabetically in Table 82.
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Table 82 — Functions

Function

Description

ClientValidated()

A boolean function that returns TRUE only when the Client that is submitting a
TransferSubscriptions request is operating on behalf of the same user and supports the same
Profiles as the Client of the previous Session.

CreateNotificationMsg()

Increment the SeqNum and create a NotificationMessage from the Monitoredltems assigned to
the Subscription.

Save the newly-created NotificationMessage in the retransmission queue.

If all available Notifications can be sent in the Publish response, the MoreNotifications state
Variable is set to FALSE. Otherwise, it is set to TRUE.

CreateSubscription()

Attempt to create the Subscription.

DeleteAckedNotificationMsgs()

Delete the NotificationMessages from the retransmission queue that were acknowledged by
the request.

DeleteClienfRabiRegQuete)

Clear-the-Publishrequestaueteforthe—Gi t t tptigns request,
if there are no more Subscriptions assigned to that Client.

DeleteMoni{oreditems()

Delete all Monitoreditems assigned to the Subscription. N~

DequeuePublishReq()

De-queue a publishing request in first-in first-out order.

another publish request.
ResetLifetimeCounter()

EnqueuePublishingReq()

Enqueue the publishing request. <

InitializeSulscription()

ResetLifetimeCounter()
MoreNotifications = FALSE
PublishRateChange = FALSE

PublishingEnabled = value of pubtishingEhabledparameter in"the CreateSubscriptipn request
PublishingReqQueued = FA 6

SeqNum =0

SetSession()

StartPublishingTime

IssueStatusChangeNotification()

Issue a StatusChghgeNotificatibg netificatignMessage with a status code for the status change
of the Subscription. The(StatusChapgelotification notificationMessage type is defifed in
7194. Be:}zliqgg\ t sta ode is bsedMf the lifetime expires and

nsferced)i

ood\Subscripti is usedif the Subscriptions was transferred to another Session.

ResetKeepAliveCounter()

Reset thelkeep-alive\conter to the Yhaximum keep-alive count of the Subscription.[The
maximum keép-alive-countis.set by the Client when the Subscription is created angl may be
W using\the ModifySubscription Service.

ResetLifetimeCounter( >

Reset the hifetim oﬁx%—:‘??ariable to the value specified for the lifetime of a Subsgription in
the CreateSuabscription Sérvice (5.13.2).

ReturnKeepAlive() <
A\

Rennemonn

ReturnNegetiveRespons(e\() \

Rettyn a\qu?/;c%e/response indicating the appropriate Service level error. No paramgters are
\sgturn othérthan the responseHeader that contains the Service level StatusCodg.

ReturnNotifijcations() \

CWificationMsg()
eturnResponse()
IN(MoreNotifications == TRUE) && (PublishingReqQueued == TRUE)

DequeuePublishReq()
Loop through this function again

}

ReturnResponse() Return the appropriate response, setting the appropriate parameter values and StafusCodes
defined for the Service.

SessionChanged() A boolean function that returns TRUE only when the Session used to send a

TransferSubscriptions request is different from the Client Session currently associated with the
Subscription.

SetPublishingEnabled ()

Set the PublishingEnabled state Variable to the value of the publishingEnabled parameter
received in the request.

SetSession

Set the Session information for the Subscription to match the Session on which the
TransferSubscriptions request was issued.

StartPublishingTimer()

Start or restart the publishing timer and decrement the LifetimeCounter Variable.

UpdateSubscriptionParams()

Negotiate and update the Subscription parameters. If the new keep-alive interval is less than
the current value of the keep-alive counter, perform ResetKeepAliveCounter() and

ResetLifetimeCounter().
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5.13.2 CreateSubscri

5.13.2.1 Description

ption

— 903 —

This Service is used to create a Subscription. Subscriptions monitor a set of Monitoreditems
for Notifications and return them to the Client in response to Publish requests.

lllegal request values for parameters that can be revised do not generate errors. Instead the
server will choose default values and indicate them in the corresponding revised parameter.

5.13.2.2 Parameters

Tab'e 8 dafinac - tha naramatarc for tha QAaprm/i~n
PG eostrre—patrareters oot et

Table 83 — CreateSubscription Service Param (e\rs &

Name Type Description
Request N\
requestHeader Request Common request parameters (se 7.?@*” Re}%sﬂ%ide}‘(@ﬂﬁition .
Header /\ AN
requestedPublishing Duration isi i i N%Ifg?s being reqyested to
Interval rval is &xprésSed in millisecpnds. This
i Subscription stafe table (see
urned in the response is uged as the
edltems’assigned to this Subscription.
server shall revise with thg fastest
requestedLifetimeCount Counter ee 7.5Tor Counter definition). The lifetimd count shall
red\fimes\the keep keep-alive count.
then i expired this number of times without g Publish
t be Ng availableNo send a NotificationMessage, then the Subgcription
/ \‘kp deleted by the Server.
Counter N aximu Keep alive count (see 7.5 for Counter definition)). When the

requestedMaxKeepAlive [

Count

im explred this number of times without requiring afy
ssage to be sent, the Subscription sends a keep-alive Message to

iated value for this parameter is returned in the response.
uested value is 0, the server shall revise with the smallest sypported
keep=alive count

N\
maxNotificationsPerP IisH\

f//

Couhter

"ébé maximum number of notifications that the Client wishes to receivie in a
ingle Publish response. A value of zero indicates that there is no limjt.

The number of notifications per Publish is the sum of monitoredltems]in the
DataChangeNotification and events in the EventNotificationList.

publishin naN

olean

A Boolean parameter with the following values:
TRUE publishing is enabled for the Subscription.
FALSE publishing is disabled for the Subscription.
The value of this parameter does not affect the value of the monitoring mode
Attribute of Monitoredltems.

priority

Byte

4

Indicates the relative priority of the Subscription. When more than on

Subobu‘yﬁuu ||ccdo tU Oclld r\lUtl’fl’bat;UllO, thc SUI veCT ohuu:d dU quTu a PUb'ISh
request to the Subscription with the highest priority number. For Subscriptions
with equal priority the Server should de-queue Publish requests in a round-robin
fashion.

A Client that does not require special priority settings should set this value to
zero.

Response

responseHeader

Response
Header

Common response parameters (see 7.27 for ResponseHeader definition).

subscriptionld

Integerld

The Server-assigned identifier for the Subscription (see 7.13 for Integerld
definition). This identifier shall be unique for the entire Server, not just for the
Session, in order to allow the Subscription to be transferred to another Session
using the TransferSubscriptions service.

revisedPublishinglInterval

Duration

The actual publishing interval that the Server will use, expressed in milliseconds.
The Server should attempt to honour the Client request for this parameter, but
may negotiate this value up or down to meet its own constraints.

revisedLifetimeCount

Counter

The lifetime of the Subscription shall be a minimum of three times the keep-alive
interval negotiated by the Server.
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Name Type Description
Request
revisedMaxKeepAliveCount Counter The actual maximum keep-alive count (see 7.5 for Counter definition). The

Server should attempt to honour the Client request for this parameter, but may
negotiate this value up or down to meet its own constraints.

5.13.2.3 Service results

Table 84 defines the Service results specific to this Service. Common StatusCodes are

defined in Table 165.

Table 84 — CreateSubscription Service Result Codes

Symbolic Id

Description /4

Bad_TooManySubscriptions

The Server has reached its maximum number of subscriptions. "\

5.13.3 | ModifySubscription
5.13.3.1 Description

This Sefvice is used to modify a Subscription.

lllegal re ate errors. Ins{ead the
server wi orcesponding revised parameter.
Changep app iedlirimediajely by the Server. They take
effect a i igedPublishinginterval.
5.13.3.2
Table 8%

/\T le 85 iption Service Parameters
Name Type Description
Request RS

requestHeader  \

Re@ué&tHeader} Common request parameters (see 7.26 for RequestHeader|definition).

subscriptionld Integerld The Server-assigned identifier for the Subscription (see 7.13 for
/\ Integerld definition).
requestedPublis 'nglnteﬁek DUW This interval defines the cyclic rate that the Subscription is Heing

requested to return Notifications to the Client. This interval i$ expressed
in milliseconds. This interval is represented by the publishing timer in
the Subscription state table (see 5.13.1.2).
The negotiated value for this parameter returned in the resppnse is
used as the default sampling interval for Monitoreditems as$igned to
this Subscription.
If the requested value is 0 or negative, the server shall revise with the

fastest supported publishing interval.

requestedLifetimeCount

Counter Requested lifetime count (see 7.5 for Counter definition). The lifetime
count shall be a minimum of three times the keep keep-alive count.
When the publishing timer has expired this number of times without a
Publish request being available to send a NotificationMessage, then the
Subscription shall be deleted by the Server.

requestedMaxKeepAliveCount

Counter Requested maximum keep-alive count (see 7.5 for Counter definition).
When the publishing timer has expired this number of times without
requiring any NotificationMessage to be sent, the Subscription sends a
keep-alive Message to the Client.

The negotiated value for this parameter is returned in the response.

If the requested value is 0, the server shall revise with the smallest
supported keep-alive count.

maxNotificationsPerPublish Counter The maximum number of notifications that the Client wishes to receive
in a single Publish response. A value of zero indicates that there is no
limit.

priority Byte Indicates the relative priority of the Subscription. When more than one

Subscription needs to send Notifications, the Server should de-queue a
Publish request to the Subscription with the highest priority number. For
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Name

Type Description

Request

Subscriptions with equal priority the Server should de-queue Publish
requests in a round-robin fashion. Any Subscription that needs to send
a keep-alive Message shall take precedence regardless of its priority, in
order to prevent the Subscription from expiring.

A Client that does not require special priority settings should set this
value to zero.

Response

responseHeader

ResponseHeader Common response parameters (see 7.27 for ResponseHeader
definition).

revisedPublishingInterval Duration The actual publishing interval that the Server will use, expressed in

mllllseconds The Server should attempt to honour the Client request
for to meet its

own constraints.

revisedLifetimeCount

Counter The lifetime of the Subscription shaII beg’a o hree times the
keep-alive interval negotiated by th

revisedMaxKeepAliveCount Counter The actual maximum keep-alive cqunt\s 7 5 ter %efinition).
The Server should attempt to honotir the\Ci tre es is
parameter, but may negotiat€ thiswalye ug.ordown meet its own
constraints.

5.13.3.3 Service results

Table 86 defines the Service results specific to fthis/S ) Hes are

defined|in Table 165.

Table 86 — ModifySubs

Symbolic 1§ Description /
Bad_Subscliptionldinvalid See Table 165 for the des¢Tiption ofqus\gsulg}code
5.13.4 | SetPublishingMod

5.13.4.1
This Se

5.13.4.2
Table 8

dtifications on one or more Subscriptions.

s.for the Service.

ble 87 — SetPublishingMode Service Parameters

Name Type\ Description
Request
requestHeader, RequestHeader Common request parameters (see 7.26 for RequestHeader definition).
publishing‘Ena'b’red——B‘UoTecm A-Boofeanparameterwithrthe fu“uvvilly vatues:
TRUE publishing of NotificationMessages is enabled for the Subscription.

FALSE publishing of NotificationMessages is disabled for the Subscription.
The value of this parameter does not affect the value of the monitoring mode
Attribute of Monitoredltems. Setting this value to FALSE does not discontinue the
sending of keep-alive Messages.

subscriptionlds []

Integerld List of Server-assigned identifiers for the Subscriptions to enable or disable (see
7.13 for Integerld definition).

Response
responseHeader ResponseHeader Common response parameters (see 7.27 for ResponseHeader definition).
results [] StatusCode List of StatusCodes for the Subscriptions to enable/disable (see 7.33 for

StatusCode definition). The size and order of the list matches the size and order of
the subscriptionlds request parameter.

diagnosticinfos []

Diagnosticlnfo List of diagnostic information for the Subscriptions to enable/disable (see 7.8 for
Diagnosticinfo definition). The size and order of the list matches the size and order
of the subscriptionlds request parameter. This list is empty if diagnostics
information was not requested in the request header or if no diagnostic information
was encountered in processing of the request.
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5.13.4.3 Service results

Table 88 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 88 — SetPublishingMode Service Result Codes

Symbolic Id Description
Bad_NothingToDo See Table 165 for the description of this result code.
Bad_TooManyOperations See Table 165 for the description of this result code.

5.13.4.4—Status€Codes

Table 8P defines values for the results parameter that are specific te this vice; Gommon
StatusClodes are defined in Table 166.

Table 89 — SetPublishingMode Operation Levél Result,Cod

I

Symbolic I¢ Description 4 NN

\
Bad_Subscfiptionldinvalid See Table 165 for the description of this resufteedex. Y\ \ /

5.13.5 [ Publish

5.13.5.1 Description 6

This Segrvice is used for two purposes use acknowledge the repeipt of
NotificationMessages for one or more SubscriptiQ econd, it is used to request the Server
to returh a NotificationMessage or a\keep-aliveoVMessgge. Since Publish requests [are not
directed to a specific Substhpti may used\by any Subscription. 5.13.1.2 d¢scribes
the use [of the Publish Serv

Client sfrategies far i i RUk s, may vary depending on the networking delays
between the Cli 3 S ny cases, the Client may wish to issue a|Publish
request|/immediat bscription, and thereafter, immediately after r¢ceiving

a Publigh response

In other high latency networks, the Client may wish to pipeline|Publish
requests ' ting from the Server. Pipelining involves sending mgre than
one Pul aach "Subscription before receiving a response. For examplg, if the
network oduges e e elay)between the Client and the Server of 5 seconds and the publishing
interval |[for a~Subscription is one second, then the Client will have to issue Publish nequests
every secondiinsiead of waiting for a response to be received before sending the next
request

A server should limit the number of active Publish requests to avoid an infinite number since it
is expected that the Publish requests are queued in the Server. But a Server shall accept
more queued Publish requests than created Subscriptions. It is expected that a Server
supports several Publish requests per Subscription. When a Server receives a new Publish
request that exceeds its limit it shall de-queue the oldest Publish request and return a
response with the result set to Bad_TooManyPublishRequests. If a Client receives this
Service result for a Publish request it shall not issue another Publish request before one of its
outstanding Publish requests is returned from the Server.

Clients can limit the size of Publish responses with the maxNotificationsPerPublish parameter
passed to the CreateSubscription Service. However, this could still result in a message that is
too large for the Client or Server to process. In this situation, the Client will find that either the
SecureChannel goes into a fault state and needs to be re-established or the Publish response
returns an error and calling the Republish Service also returns an error. If either situation
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occurs then the Client will have to adjust its message processing limits or the parameters for
the Subscription and/or MonitoredItems.

The return diagnostic info setting in the request header of the CreateMonitoredltems or the
last ModifyMonitoredltems Service is applied to the Monitored Items and is used as the
diagnostic information settings when sending Notifications in the Publish response.

5.13.5.2

Paramet

ers

Table 90 defines the parameters for the Service.

Table 90 — Publish Service Parameters
4
Name Type Description AN
Request AN (
requestHeader RequestHeader Common request parameters (see 7.26 fdr RdglestHeaderdefinitin).
subscription Subscription The list of acknowledgements for one.or mere ipti W(st may
Acknowlgdgements [] Acknowledgement | contain multiple acknowledgement: tiple entries
with the same subscriptionld). This Structure he
following indented items. N
subscriptionld Integerld The Server assigned identifierqr a er W.B for Integerld
definition).
sequerjceNumber Counter The sequence numbgr being acknowledged (seg 7.5 for Counter dgfinition).
The Server may delete the Messagewith this s€quence number frgm its
retransmission guus, N
AN N ) >
Response N NN N )
responseHeader ResponseHeader | Comiqon ragpdnse patameters (see’7.27 for ResponseHeader deffnition).
subscriptionld Integerld Th rver-assi tifier for the Subscription for which Notifigations are
being retutned (3ee Integerld definition). The value 0 is us¢d to
indicate\that\there Werexng/Subscriptions defined for which a respopse could
~be Sent.
available$equence Count w A ther ranges that identify unacknowledged
Numbers|[] otifr Messages that are available for retransmission from the
( scription ansmission queue. This list is prepared after progessing the
N Naékhqwledgements in the request (see 7.5 for Counter definition).
moreNotifications &/)30 an A ookquﬁarameter with the following values:
TRUE the number of Notifications that were ready to be sent could not
<\ be sent in a single response.
N ALSE all Notifications that were ready are included in the fesponse.
notificationMessage \ \sgﬁ@aztib\ |_The NotificationMessage that contains the list of Notifications. The
ssage NotificationMessage parameter type is specified in 7.20.
results [] Sta scbw List of results for the acknowledgements (see 7.33 for StatusCode Qefinition).
x The size and order of the list matches the size and order of the
/\ N subscriptionAcknowledgements request parameter.
diagnosti¢Infes [] \ ‘Di@g\no/%iclnfo List of diagnostic information for the acknowledgements (see 7.8 fdr

Diagnosticinfo definition). The size and order of the list matches thq

empty if diagnostics information was not requested in the request h

b size and

order of the subscriptionAcknowledgements request parameter. This list is

eader or if
uest.

no diagnostic information was encountered in processing of the req

5.13.5.3 Service

results

Table 91 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 91 — Publish Service Result Codes

Symbolic Id

Description

Bad_TooManyPublishRequests

The server has reached the maximum number of queued publish requests.

Bad_NoSubscription

There is no su

bscription available for this session.

5.13.5.4

StatusCodes

Table 92 defines values for the results parameter that are specific to this Service. Common
StatusCodes are defined in Table 166.
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Table 92 — Publish Operation Level Result Codes

Symbolic Id

Description

Bad_Subscriptionldinvalid

See Table 165 for the description of this result code.

Bad_SequenceNumberUnknown

The sequence number is unknown to the server.

5.13.6 Republish

5.13.6.1

This Service requests the Subscription to

Description

republish a NotificationMessage from its

retransmission queue. If the Server does not have the requested Message in its
retransmission queue, it returns an error response.
See 5.1B.1.2 for the detail description of the behaviour of this Service.
See 6.5 for a description of the issues and strategies regarding eetN\handling and
Republish.
5.13.6.2 Parameters
Table 98 defines the parameters for the Service.
Table 93 - R’{e‘pU\blis e e a@uete
Name Type Descxiptioh, .
Request
requestHeader RequestHeader Con{mon request a%mete}s\(see 7.26 for RequestHeader definition]).
subscriptionld Integerld The ras identifier'for the Subscription to be republished [see 7.13
—fer /ni g efl |t|o
retransmifSequence Counter w The ence a specific NotificationMessage to be republ|shed (see
Number L5 for ter defln t|on
Response \ N
responseHeader R%poﬁseHeaée‘r Com?mn}eéponse parameters (see 7.27 for ResponseHeader definifion).
notificationMessage ficati T re ested NotificationMessage. The NotificationMessage paramgter type is
sag din 7.18.
5.13.6.3
Table 9 flneswthe\ - Service results specific to this Service. Common StatusCofles are
defined
Table 94 — Republish Service Result Codes
Symbolic |

Bad_Subscriptionldinvalid

See Table 165 for the description of this result code.

Bad_MessageNotAvailable

The requested message is no longer available.

5.13.7 TransferSubscriptions

5.13.71

Description

This Service is used to transfer a Subscription and its Monitoredltems from one Session to

another.

For example, a Client may need to reopen a Session and then transfer its

Subscriptions to that Session. It may also be used by one Client to take over a Subscription
from another Client by transferring the Subscription to its Session.

The authenticationToken contained in the request header identifies the Session to which the
Subscription and Monitoredltems shall be transferred. The Server shall validate that the Client
of that Session is operating on behalf of the same user and that the potentially new Client

supports the Profiles that are necessary for the Subscription.

If the Server transfers the
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Subscription, it returns the sequence numbers of the NotificationMessages that are available
for retransmission. The Client should acknowledge all Messages in this list for which it will not
request retransmission.

If the Server transfers the Subscription to the new Session, the Server shall issue a
StatusChangeNotification notificationMessage with the status code
Good_SubscriptionTransferred to the old Session. The StatusChangeNotification
notificationMessage type is defined in 7.19.4.

5.13.7.2 Parameters

Table 95 defines the parameters for the Service.

Table 95 — TransferSubscriptions Service Param s
A Ox
Name Type Description <\
Request
requestHpader RequestHeader Common request parameters (see 7.46 for Requestieader defigition).
subscriptionlds [] Integerld i ent (see
P primary
sendInitiglValues Boolean A Boolean parameter wi Jues:
TRUE the first{Publishyrespahse afterthe A ransferSubscriptipns call
i lues of all Monitored Items|in the
e Monitoring Mode is set to Repprting.
er the TransferSubscriptipns call
ly the value changes since the last Puplish
pplies to Monitoredltems used for monitoring Ajtribute
Response R
responseHeader ResponseNeader| | Commaniesponse parameters (see 7.27 for ResponseHeader definition).
results [] TransferRes Listof results-far the/ Subscriptions to transfer. The size and order of fhe list
atches thexsize and order of the subscriptionlds request parameter| This
strugture,js defined in-line with the following indented items.
status@ode % ode tatusCodk for each Subscription to be transferred (see 7.33 for StatusCode
definition).
availableSequence nter AYishéf sequence number ranges that identify NotificationMessages that are in
Numbsrs [] the/Subscription’s retransmission queue. This parameter is null if the|transfer of
e Subscription failed. The Counter type is defined in 7.5.
diagnosti¢infos iaghosticlgfo List of diagnostic information for the Subscriptions to transfer (see 7.8 for
Diagnosticinfo definition). The size and order of the list matches the gize and
A order of the subscriptionlds request parameter. This list is empty if diggnostics
information was not requested in the request header or if no diagnosfic
information was encountered in processing of the request.
5.13.7.3 Servic\erzults

Table 96 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 96 — TransferSubscriptions Service Result Codes

Symbolic Id Description
Bad_NothingToDo See Table 165 for the description of this result code.
Bad_TooManyOperations See Table 165 for the description of this result code.

Bad_InsufficientClientProfile The Client of the current Session does not support one or more Profiles that are necessary for
the Subscription.

5.13.7.4 StatusCodes

Table 97 defines values for the operation level statusCode parameter that are specific to this
Service. Common StatusCodes are defined in Table 166.
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Table 97 — TransferSubscriptions Operation Level Result Codes

Symbolic Id Description
Bad_Subscriptionldinvalid See Table 165 for the description of this result code.
Bad_UserAccessDenied See Table 165 for the description of this result code.

The Client of the current Session is not operating on behalf of the same user as the Session that
owns the Subscription.

5.13.8 DeleteSubscriptions
5.13.8.1 Description

This Service is invoked to delete one or more Subscriptions that belong to the Client's
Sessionr

Successful completion of this Service causes all Monitoredltems tha ption to
be deleted. If this is the last Subscription for the Session, ther a sts still
queued [for that Session are de-queued and shall be returned wi iptiof.

Subscriptions that were transferred to another Session s ent that
owns the Session.

5.13.8.2 Parameters

Table 98 defines the parameters for t

Table 98 — DeleteS Parameters

Name Type Deskription
Request
requestHpader Requestdeads [ | Comwmor reqiest parapiéters (see 7.26 for RequestHeader definition).
subscriptionlds [] IntTgild N e SW identifier for the Subscription (see 7.13 for Intederld
efinition).
N >
Response D < <
responseHeader Résponseteadet.| Commo response parameters (see 7.27 for ResponseHeader definition).
results [] atusSode ' List 0 StatusCodes for the Subscriptions to delete (see 7.33 for StatysCode

defihition). The size and order of the list matches the size and order qf the
bscriptionlds request parameter.

diagnosti¢infos Diagnestiginfo List of diagnostic information for the Subscriptions to delete (see 7.8 jor
Diagnosticinfo definition). The size and order of the list matches the gize and
\ order of the subscriptionlds request parameter. This list is empty if diagnostics

information was not requested in the request header or if no diagnosfic
information was encountered in processing of the request.

5.13.8.3 Semults

Table 99 defines the Service results specific to this Service. Common StatusCodes are
defined in Table 165.

Table 99 — DeleteSubscriptions Service Result Codes

Symbolic Id Description
Bad_NothingToDo See Table 165 for the description of this result code.
Bad_TooManyOperations See Table 165 for the description of this result code.

5.13.8.4 StatusCodes

Table 100 defines values for the results parameter that are specific to this Service. Common
StatusCodes are defined in Table 166.
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Table 100 — DeleteSubscriptions Operation Level Result Codes

Symbolic Id Description

Bad_Subscriptionldinvalid See Table 165 for the description of this result code.

6 Service behaviours

6.1 Security
6.1.1 Overview
The OPC UA Services define a number of mechanisms to meet the security requirements
outlined[In TEC TR 6Z2547T-Z. This clause describes a number of imporfant security-related
procedures that OPC UA Applications shall follow.
6.1.2 Obtaining and Installing an Application Instance Certificate
All OPQ UA Applications require an Application Instance CertjficateWhit ontain the
following information:

e The network name or address of the computerx : icationfuns;

e The name of the organisation that administe

e The name of the application;

e The URI of the application instance

[ ]

[

e The public key is

o A digital signatil
In additjon, each tored in
a locatign that c y & sed, the
adminisfrator shall 4 to the
applicat
This Cd In this
situatior rtificate
signatun
If the ad@ministrator responsible for the application decides that a self-signed Certificgte does
not megt the-security’requirements of the organisation, then the administrator should jnstall a
Certificgte.issued by a Certification Authority. The steps involved in requesting an Application

Instance Certificate from a Certificate Authority are shown in Figure 19.
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Application Administrator Certificate Authority

1. Installs application

* Machine network name or address.
« Organization name.

2. Creates a self-signed certificate.

\; 3. Requests certificate.

Process completes here if a
self-signed certificate meets
the security requirements

=T
« Application name.

« Organization name.
« Proof of identity as adminjstrator.

4. Issues certificaé\

~

5. Installs certificate.

« Application certificate with public key.
« Private key (must be protected.

IEC

The figyre above illustra tor and
the Certificate Authority. h single
maching. The Adminisira he OPC
UA Appllication. The Qertifica f tes that
meet th¢ requir - isationdeploying the OPC UA Application.

If the A igned Certificate meets the security requirements for
the orgs or may skip Steps 3 through 5. Application vendgrs shall

always Certificate during the installation process. Every QPC UA

Applicati pinistrators to replace Application Instance Certificates with
Certificate ; i reqUirements.

When tH M or requests a new Certificate from a Certificate Authority, the Certificate
Authorit| ired that the Administrator provide proof of authorization to |request

Certificgtes for the organisation that will own the Certificate. The exact mechanism |used to
provide thic Aranf AAananda ~An thn O Apfifinafin +

Athorify,
o PT OO G C PGS O TN C— ot CatC—/A a1 077t y~

Vendors may choose to automate the process of acquiring Certificates from an authority. If
this is the case, the Administrator would still go through the steps illustrated in Figure 19,
however, the installation program for the application would do them automatically and only
prompt the Administrator to provide information about the application instance being installed.

6.1.3 Determining if a Certificate is Trusted

Applications shall never communicate with another application that they do not trust. An
Application decides if another application is trusted by checking whether the Application
Instance Certificate for the other application is trusted. Applications shall rely on lists of
Certificates provided by the Administrator to determine trust. There are two separate lists: a
list of trusted Applications and a list of trusted Certificate Authorities (CAs). If an application is
not directly trusted (i.e. its Certificate is not in the list of trusted applications) then the
application shall build a chain of Certificates back to a trusted CA.
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When building a chain each Certificate in the chain shall be validated. If any validation error
occurs then the trust check fails. Some validation errors are non-critical which means they
can be suppressed by a user of an Application with the appropriate privileges. Suppressed
validation errors are always reported via auditing (i.e. an appropriate Audit event is raised).

Building a trust chain requires access to all Certificates in the chain. These Certificates may
be stored locally or they may be provided with the application Certificate. Processing fails with
Bad_SecurityChecksFailed if a CA Certificate cannot be found.

Table 101 specifies the steps used to validate a Certificate in the order that they shall be
followed. These steps are repeated for each Certificate in the chain. Each validation step has
a unique error status and audit event type that shall be reported if the check fails. The audit
event ig[in addition fo any audit event that was generated for the pariicylar Service that was
invoked| The Service audit event in its message text shall include th D of the
AuditCélrtifcateEventType (for more details, see 6.2). Processing occurs,
unless it is non-critical and it has been suppressed.

ApplicationinstanceCertificates shall not be used in a Client © QAN e been
evaluated and marked as trusted. This can happen autom or in an
uation.

Table 101 - Certificate V I@on eps

N\ JAN

Step Error/AuditEvent Degcription >

DY
Certificate Structure Bad_SecurityChecksFaW%l\ \ Thé\iiﬁ?ﬁ'cat >Structure is verified.
This

AuditCertificatelnvalidEventJype or may not be suppressed.

Signature Bad_SecurityChecksFaile Certificate with an invalid signature shall glways be

AuditCertificatelnvalidEventTy, rejected.
rtificate signature is invalid if the /ssuel Certificate

is unknown. A self-signed Certificate is its own issuer.

Trust List Check Bad_S urityﬁ%icksFail At If the Application Instance Cetrtificate is not frusted and
j ifica tHoe none of the CA Certificates in the chain is tqusted, the
result of the Certificate validation shall be

tri dEv
Bad_SecurityChecksFailed.

Validity Perfod lhvali The current time shall be after the start of the validity

imelrvalid period and before the end.

ype This error may be suppressed.
Host Name ificateHostNamelnvalid The HostName in the URL used to connect|to the
A teD. ismatchEventType Server shall be the same as one of the HosfNames

specified in the Certificate.
This check is skipped for CA Cetrtificates.
This error may be suppressed.

specified in the ApplicationDescription provided with
the Certificate.

This check is skipped for CA Cetrtificates.
This error may not be suppressed.

The gatewayServerUri is used to validate an
Application Certificate when connecting to a Gateway
Server (see 7.1).

URI d_CettificateUrilnvalid Application and Software Certificates contajn an
\\E' ificateDataMismatchEventType application or product URI that shall match the URI

Certificate Usage Bad_CertificateUseNotAllowed Each Certificate has a set of uses for the Certificate
Bad_CertificatelssuerUseNotAllowed (see IEC 62541-6). These uses shall match use
AuditCertificateMismatchEventType requested for the Certificate (i.e. Application, Software

or CA).

This error may be suppressed unless the Certificate
indicates that the usage is mandatory.

Find Revocation List Bad_CertificateRevocationUnknown Each CA Certificate may have a revocation list. This
Bad_CertificatelssuerRevocationUnknown | check fails if this list is not available (i.e. a network
AuditCertificateRevokedEventType interruption prevents the application from accessing the

list). No error is reported if the Administrator disables
revocation checks for a CA Certificate.
This error may be suppressed.

Revocation Check Bad_CertificateRevoked The Certificate has been revoked and may not be
Bad_CertificatelssuerRevoked used.
AuditCertificateRevokedEventType This error may not be suppressed.
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Certificates are usually placed in a central location called a CertificateStore. Figure 20
illustrates the interactions between the Application, the Administrator and the CertificateStore.
The CertificateStore could be on the local machine or in some central server. The exact
mechanisms used to access the CertificateStore depend on the application and PKI
environment set up by the Administrator.

Administrator Application Certificate Store

1. Configures application

« Certificate validation policies.

« Location of CA certificates.

« L ocation of Certificate Revocation | ist
L « Location of Certificate Trust List.

Remote Q
Application
o 2. Provides Instance Certificate . /

3. Find Issuer Cenm >

Valldate

ind C}ert\flcat

klns n e ertlflc e.
ate.
5 F|ndC rt|f|ca TrustLi
6. Accept Ir}séHSQCert}icate\ Q\ * Fi ifi i

IEC

6.1.4

All OP( ablish a SecureChannel before creating a Sessigpn. This
SecureC applications have access to Certificates that can be|used to
encrypt|and Si essages Néxchange. The Application Instance Certificates installed by
followin S ssudesckibed in 6.1.2 may be used for this purpose.

d_in gestablishing a SecureChannel are shown in Figure 21.

The steps involve
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Client Server Certificate Authority

1. GetEndpoints Request

* Not required if client is preconfigured
with knowledge of server policies.

2. GetEndpoints Response

* Server certificate
» Message security mode
* Security policy

* User identity token policies 3. Validate Server Certificate
+ CA Signature
4. OpenSecureChannel Request * Issue and expiry date

* CA revocation list.

* Client certificate

* Client nonce
« Signed with client’s private key 5. Validate Client Ctytﬁk\ “

* Encrypted with server’s public ke
P P y  CA Signature

6. OpenSecureChannel Response

« Server nonce

* Security token

* Token lifetime

« Signed with server’s private key
* Encrypted with client’s public key,

7. Renew Security Token

IEC
Figure 21 — E ta@gng reChannel

Figure 41 above assu { ty (CA).
If onling access is not y on the
local machine, t bS using
that key|. The fig fent and
Server nstance
Certificd it is not
in a trug
Both th¢ Gliek 3 have a list of Certificates that they have been conflq;ured to
trust (sd 9 may be
Certificd nstance
Certificd ications

that do pot hayve a gted Certificate.

Certificates can be compromised, which means they should no longer be trusted.
Administrators can revoke a Certificate by removing it from the trust list for all applications or
the CA can add the Certificate to the Certificate Revocation List (CRL) for the Issuer
Certificate. Administrators may save a local copy of the CRL for each Issuer Certificate when
online access is not available.

A Client does not need to call GetEndpoints each time it connects to the Server. This
information should change rarely and the Client can cache it locally. If the Server rejects the
OpenSecureChannel request the Client should call GetEndpoints and make sure the Server
configuration has not changed.

There are two security risks which a Client shall be aware of when using the GetEndpoints
Service. The first could come from a rogue Discovery Server that tries to direct the Client to a
rogue Server. For this reason the Client shall verify that the ServerCertificate in the
EndpointDescription is a trusted Certificate before it calls CreateSession.
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The second security risk comes from a third party that alters the contents of the
EndpointDescriptions as they are transferred over the network back to the Client. The Client
protects itself against this by comparing the list of EndpointDescriptions returned from the
GetEndpoints Service with list returned in the CreateSession response.

The exact mechanisms for using the security token to sign and encrypt Messages exchanged
over the SecureChannel are described in IEC 62541-6. The process for renewing tokens is
also described in detail in IEC 62541-6.

In many cases, the Certificates used to establish the SecureChannel will be the Application
Instance Certificates. However, some Communication Stacks might not support Certificates
that are specific to a single application. Instead, they expect all communication to be secured
with a [Ceriificate specific 10 a user or the eniire machine. For thig reason,, QPC UA
Applicafions will need to exchange their Application Instance Certificates whenncreating a
Session,.

6.1.5 Creating a Session

Once an OPC UA Client has established a SecureChannelx an OPC

UA Session.
The steps involved in establishing a Session are shqwn (n

Authentication
Seryice

Client Se

1. CreateSession Request

« Client instance certificate

« Client nonce
g/\ € X

@a;!@n Request
Clie Wemﬂcates
« Client\certificdte signature
e User identity token
r identity token signature 6. Validate User Identity Token

>

4. Validate Server Certificate

7 ACtvateSESSIomT RESPOTTSE

+ Server nonce

IEC

Figure 22 — Establishing a Session

Figure 22 above illustrates the interactions between a Client, a Server, a Certificate Authority
(CA) and an authentication service. The CA is responsible for issuing the Application Instance
Certificates. If the Client or Server does not have online access to the CA, then they shall
validate the Application Instance Certificates using the CA public key that the administrator
shall install on the local machine.

The authentication service is a central database that can verify that user token provided by
the Client. This authentication service may also tell the Server which access rights the user
has. The authentication service depends on the user identity token. It could be a Certificate
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Authority, a Kerberos ticket granting service, a WS-Trust Server or a proprietary database of
some sort.

The Client and Server shall prove possession of their Application Instance Certificates by
signing the Certificates with a nonce appended. The exact mechanism used to create the
proof of possession signatures is described in 5.6.2. Similarly, the Client shall prove
possession of some types of user identity tokens by creating signatures with the secret
associated with the token.

6.1.6

Impersonating a User

Once an OPC UA Client has established a Session with a Server it can change the user

identity

The steps involved in impersonating a user are shown in Figure 23.

6.2 S

6.2.1

All OP( iCaY| ay have one or more software Certificates that are is
certificafd iti d specify the profiles that the application supports. This
describd QftwareCefstificates are obtained, installed and validated.

Client Server

ASSOCIdled WILth the oSesS/orn DY Calling the AclivarteseSSIorn service.

1. ActivateSession Request

« Client certificate signature
* User identity token

« User identity token signature 2'(%‘)@ e Idgm‘{tyT en

. w
3. ActivateSession Response
« Server nonce %

ersonating a User

IEC

sued by
clause

SoftwargCertificates_dre used to identify a software product that is an OPC UA Application

and to deseribe the capabilities of the product. The capabilities are described through
defined

6.2.2

in TEC 62541-7. SoftwareCertificates are not relevant for security in OPC UA.

Obtaining and Installing a Software Certificate

The software Certificates contain the following information:

The name of the vendor responsible for the product;
The name of the product;

The URI for the product;

The software version and build number;

The vendor product Certificate;

A list of profiles supported by the application;

The certification testing status for each supported profile;

Profiles
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e The name of the testing authority that issued the Certificate;

e The issue and expiry date for the Certificate;

e The public key issued to the application by the certifying authority;
e A digital signature created by the certifying authority.

The product vendor is responsible for completing the certification process and requesting
software Certificates from the certification authorities. The vendor shall install the software
Certificates when an application is installed on a machine. When distributing these
Certificates, the application vendors should take precautions to prevent unauthorized users
from acquiring their software Certificates and using them for applications that the vendor did
not develop. Mlsused software Cert/f/cates are not a securlty rlsk but vendors could find that

they arg thorized
applicatjons.
Vendorg may choose to assign their own Certificate to the appl Vendor
Product| Certificate). This Certificate would then be incorporated_i grtificate.
The private key for the vendor product Certificate is managed b
The stgps involved in acquiring and installing a sg ) : rtificate
Authority are shown in Figure 24.
\fendor Test Certifying Authority
_ 7 ,
1. Provides application Q
« List of supported profiles.
« VVendor name.
* Product Name and URI NCondbcts tests.
« Software ver: and build numker.
Vendor product c \|
3a. Appliw b
3b. Requests certificate.
resoys.
@ » List of supported profiles.
* VVendor name.
* Product Name and URI
+ Software version and build number.
* VVendor product certificate.
* Test results.
* Proof of identity as tester.
N
<\ \ 4. Issues certificate.
» - Public key.
» CAdigital signature.
5. Distributes certificates
« Build into application installer.
- B - IEC

Figure 24 — Obtaining and Installing a Software Certificate

The figure above illustrates the interactions between the vendor, the tester and the certifying
authority. The vendor is the organisation responsible for the OPC UA Application. The tester
may be the vendor (for self-certification) or it may be a third-party testing facility. The
certifying authority is a PKI Certificate authority managed by the organisation that created the
OPC UA Application profiles and certification programmes.

The certifying authority will issue Certificates only to vendors it trusts. For that reason, the
tester shall provide proof of identity before the certifying authority will issue a Certificate.
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6.2.3 Validating a Software Certificate

OPC UA Applications shall validate the SoftwareCertificates provided by the applications that
they communicate with.

A SoftwareCertificate is valid if:

e The signature on the SoftwareCertificate is valid;

e The SoftwareCertificate has passed its issue date and it has not expired;

o The SoftwareCertificate has not been revoked by the issuer;

e The Issuer Certificate is valid and has not been revoked by the CA that issued it.

the steps deLscrlbed
htes are

The steps used to validate SoftwareCertificates are almost the same
for Application Instance Certificates in 6.1.3. The only difference is
not chet¢ked against the TrustList for the Application.

SoftwargCertificates always contain an Application Instance erti fodltes which i vned by
the vendor that distributes the application. The applicati 5 e in the
Certificgte chain used to issue Application Instance Certifi S is keason, QPC UA
Applicalions may reject SoftwareCertificates provid . blication
Certificgte is not part of the Certificate chain for the/Appti Certificate. QPC UA
Applicalions should allow Administrators to require }thischekhaviouf. Profiles defined in
IEC 62541-7 may further specify expecte 2 a dln@beh iours.

6.3  Auditing

6.3.1 Overview

Auditing is a requiremend_in Mg ¢ Sp ovides a means of tracking activifies that
occur ds part of normal operatio R 1t also provides a means of fracking
abnormal behaviour. It is\als [ \ r’a security standpoint. For more infgrmation
on the $ecurity gspects i seeNJECSTR 62541-2. This subclause describes|what is
expected of an - jent’with respect to auditing and it details the audit
requirements for eag Audifing can be accomplished using one or both of the

followin

a) The ; vat generates the audit event can log the audit entry in 3 log file
oro § 2

b) ThelL Server that generates the audit event can publish the audit event uging the
OP( ; amism. This allows an external OPC UA Client to subscribe to|and log
the i i g a log file or other storage location.

6.3.2 General au

it logs

Each OPC UA Service request contains a string parameter that is used to carry an audit
record id. A Client or any Server operating as a Client, such as an aggregating Server, can
create a local audit log entry for a request that it submits. This parameter allows this Client to
pass the identifier for this entry with the request. If this Server also maintains an audit log, it
should include this id in its audit log entry that it writes. When this log is examined and that
entry is found, the examiner will be able to relate it directly to the audit log entry created by
the Client. This capability allows for traceability across audit logs within a system.

6.3.3 General audit Events

A Server that maintains an audit log shall provide the audit log entries via Event Messages.
The AuditEventType and its sub-types are defined in IEC 62541-3. An audit Event Message
also includes the audit record Id. The details of the AuditEventType and its subtypes are
defined in IEC 62541-5. A Server that is an aggregating Server that supports auditing shall
also subscribe for audit events for all of the Servers that it is aggregating (assuming they
provide auditing). The combined stream should be available from the aggregating Server.
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6.3.4 Auditing for Discovery Service Set

This Service Set can be separated into two groups: Services that are called by OPC UA
Clients and Services that are invoked by OPC UA Servers. The FindServers and
GetEndpoints Services that are called by OPC UA Clients may generate audit entries for
failed Service invocations. The RegisterServer Service that is invoked by OPC UA Servers
shall generate audit entries for all new registrations and for failed Service invocations. These
audit entries shall include the Server URI, Server names, Discovery URIs and isOnline status.
Audit entries should not be generated for RegisterServer invocation that does not cause
changes to the registered Servers.

6.3.5 Auditing for SecureChannel Service Set

All Services in this Service Set for Servers that support auditing may audii entries
and shalll generate audit Events for failed service invocations and for ulhvogation of
the OpenSecureChannel and CloseSecureChannel Services. The { eratgd audit
entries should be setup prior to the actual call, allowing the corke i to be
provided. The OpenSecureChannel Service shall genera i

AuditOpgenSecureChannelEventType or a subtype of it for th Audit
Events | for the requestType RENEW_1 are only c The
CloseSecureChannel service shall generate an audit Eve GhapnelEventType or
a subtype of it. Both of these Event types are subtyges of*t itChanhelEventType. See
IEC 62541-5 for the detailed assignment of the Source rceName and additional
parameters. For the failure cases the Messa far £ of\this type should include a
descriptjon of why the service failed. o > hat was
returned to the client. From a securit i [ needs to know that |t failed,
but fromp an Auditing point of view the sxacide i . In the
case of| Certificate validation errors th€ descrig t| i i of the
specific| AuditCertificateEventType th ed to report the Certificate erfor. The
AuditCertifcateEvent shall ditional
paramefers should include_th G st/ It i nts may
be genegrated by the underlyi : feati e made

available to the Serve

Auditin@w Se

6.3.6

All Servji ervers that support auditing may generate audif entries
and shd both successful and failed Service invocations| These
Service Event of type AuditSessionEventType or a subtype|of it. In
particula e base EventType or the appropriate subtype, depending on
the s¢ invoked. The CreateSession service shall denerate
AuditCr S pe events or sub-types of it. The ActivateSession servige shall
generate Aud SessionEventType events or subtypes of it. When the ActivatelSession
Service| is o change the wuser identity then the server shall denerate

AuditAclivateSessionEventType events or subtypes of it. The CloseSession servige shall
generatethebase Eventfype of AuditSessionEvernt fype or subtypes of it—See tEC62541-5
for the detailed assignment of the SourceNode, the SourceName and additional parameters.
For the failure case the Message for Events of this type should include a description of why
the Service failed. The additional parameters should include the details of the request.

This Service Set shall also generate additional audit events in the cases when Certificate
validation errors occur. These audit events are generated in addition to the
AuditSessionEventTypes. See IEC 62541-3 for the definition of AuditCertificateEventType and
its subtypes.

For Clients, that support auditing, accessing the services in the Session Service Set shall
generate audit entries for both successful and failed invocations of the Service. These audit
entries should be setup prior to the actual Service invocation, allowing the invocation to
contain the correct audit record id.
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6.3.7 Auditing for NodeManagement Service Set

All Services in this Service Set for Servers that support auditing may generate audit entries
and shall generate audit Events for both successful and failed Service invocations. These
Services shall generate an audit Event of type AuditNodeManagementEventType or subtypes
of it. See IEC 62541-5 for the detailed assignment of the SourceNode, the SourceName and
additional parameters. For the failure case, the Message for Events of this type should
include a description of why the service failed. The additional parameters should include the
details of the request.

For Clients that support auditing, accessing the Services in the NodeManagement Service Set
shall generate audit entries for both successful and failed invocations of the Service. All audit
entnes ehr\lllﬂ hn cnhln nr'lnr i‘n i‘hn or\hlal Qnrl/lno |n\lr\r\9hr\n clln\nlinn’-'khn [TalV7a¥al t|on to

contain [the correct audit record id.

6.3.8 Auditing for Attribute Service Set

The Write or HistoryUpdate Services in this Service Set for Se s diting may
generate audit entries and shall generate audit Events for bqth ucce S iled|Service
invocatipns. These Services shall generate an audit Even Type or
subtypes of it. In particular, the Write Service sha \ audit event |of type
AuditWiiteUpdateEventType or a subtype of it. The Hi ice shall gengrate an
audit Hvent of type Aud/tH/storyUpdateEvent 0 N}« Three subtypes of

AuditHigtoryUpdateEvent are
AuditHigtoryValueUpdateEventType arid pe. The subtype depends
on the tyype of operation being performe ¢, historical data valug update
or a hijforical delete. See IEC 62541-5 ment of the SourceNgde, the

oryEventUpdateEvgntType,

SourceName and additional parameteys. For the faifurexcase the Message for Event$ of this
type should include a description of why t VS . The additional parameters should
include the details of the

The Read and History

Servicel|invocations.
or a sibtype
SourcelNlame and additi

ate audit entries and audit Events for failed
generate an audit Event of type AuditEventType
the detailed assignment of the SourgeNode,
The Message for Events of this type should include a

descript
For Clig . Ning, accessing the Write or HistoryUpdate serviced in the
Attributd l el\shall geperate audit entries for both successful and failed invocgtions of

the Seryite: ati of the other Services in this Service Set may generate audit|entries.
All audit PRNS setup prior to the actual Service invocation, allowing the inyocation
to contdin the~correchaudit record id.

6.3.9 Auditing for Method Service Set

All Services in this Service Set for Servers that support auditing may generate audit entries
and shall generate audit Events for both successful and failed service invocations if the
invocation modifies the address space, writes a value or modifies the state of the system
(alarm acknowledge, batch sequencing or other system changes). These method calls shall
generate an audit Event of type AuditUpdateMethodEventType or subtypes of it. Methods that
do not modify the address space, write values or modify the state of the system may generate
events. See |IEC 62541-5 for the detailed assignment of the SourceNode, SourceName and
additional parameters.

For Clients that support auditing, accessing the Method Service Set shall generate audit
entries for both successful and failed invocations of the Service, if the invocation modifies the
address space, writes a value or modifies the state of the system (alarm acknowledge, batch
sequencing or other system changes). Invocations of the other Methods may generate audit
entries. All audit entries should be setup prior to the actual Service invocation, allowing the
invocation to contain the correct audit record id.
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6.3.10 Auditing for View, Query, Monitoredltem and Subscription Service Set

All of the Services in these four Service Sets only provide the Client with information, with the
exception of the TransferSubscriptions Service in the Subscription Service Set. In general,
these services will not generate audit entries or audit Event Messages. The
TransferSubscriptions Service shall generate an audit Event of type AuditSessionEventType
or subtypes of it for both successful and failed Service invocations. See IEC 62541-5 for the
detailed assignment of the SourceNode, the SourceName and additional parameters. For the
failure case, the Message for Events of this type should include a description of why the
service failed.

For Clients that support audltmg, accessing the TransferSubscrlptlons Serv:ce in the
Subscriptien j SUHGEESS failed
invocatipns of the Serwce Invocat|ons of the other Serwces in this Seryjd require
audit erftries. All audit entries should be setup prior to the actual Service‘ingocation, allowing

edundancy
6.4.1 Redundancy overview

Redundpncy in OPC UA ensures that both Clients and Se e
does npt provide redundancy; it provides the b
redundgncy may be achieved in a standardized

8 redundant. QPC UA
d services by which

6.4.2 Server redundancy overvie

6.4.2.1 General

Server inition, in
transpa ) S > other is
transpa jent. 1 ¢ y are gr even know that failover has occunred; the
Client d nythi sparent

failover

The Se
Server.
Transp3g

n IEC 62541-5 indicates the mode supported by the
y ObjectType and its slubtypes
NonTransparentRedundancyType defined in IEC $2541-5

specify ted redundancy mode.
The two W edundancy creates specific needs are in keeping the Server and Client
informati y i across Servers, and in controlling the failover of data flow ffom one

Server {

Independent of-theused redundancy mode-itisexpected-that=tt Serversintheredundant set
have an identical address space including identical Nodelds and the identical logic for setting
the service level.

6.4.2.2 Transparent redundancy

For transparent redundancy, all that OPC UA provides is the data structures to allow the
Client to identify which Servers are in the redundant set, what the service level of each Server
is and which Server is currently responsible for the Client Session. This information is
specified in TransparentRedundancyType ObjectType defined in IEC 62541-5.

All OPC UA interactions within a given session shall be supported by one Server and the
Client is able to identify which Server that is, allowing a complete audit trail for the data. It is
the responsibility of the Servers to ensure that information is synchronised between the
Servers. A functional Server will take over the Session and Subscriptions from the failed
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Server. Failover may require a transport layer reconnect of the Client but the Endpoint URL of
the Server shall not change. See 6.5 for more details on re-establishing connections.

Figure 25 shows a typical transparent redundancy setup.

Transparent Server

Server 1 (active)

/ Client and process info
Client [

1
N

Server <&@
=R

I\
TN

A 4

6.4.2.3

For non Client to
identify ion which
tells the e Client
to deter rmation

is specifi

/\(\
Server 1 (active)
< Client and process info

Server 2 (backup)

Figure 2

Client and process info

IEC
Figure 26 — Non-Transparent Redundancy setup

For non-transparent redundancy the Server has additional concepts of Cold, Warm, Hot and
HotAndMirrored failover modes. The failover mode provides information about the failover
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capabilities the Server supports and allows a Client to determine the available failover actions
described in Table 102.

Cold failovers are for Servers where only one Server can be active at a time. The Client can
only connect to one of the Servers in the redundant set.

Warm failovers are for Servers where the backup Servers can be active, but cannot connect
to actual data points (typically, a system where the underlying devices are limited to a single
connection). The ServiceLevel Variable defined in IEC 62541-5 indicates the ability of the
Server to provide its data to the Client. The Client shall use the Server with the highest
service level. The designation of the active Server is vendor specific.

Hot failovers are for Servers where more than one Server can be active and fuly operational.
The SefviceLevel Variable defined in IEC 62541-5 should be used b lieptto [find the
Servers|with the highest service level to achieve load balancing.

HotAndMirrored failovers are for Servers that are mirroring their i Servers
in the r¢dundant set and more than one Server can be active and fu i . Mlirroring

state m|nimally includes Sessions, Subscriptions, reglste ed 1 ers and
sent Notifications. This allows Clients to fail W L 3 text for
communication. The ServicelLevel Variable defined/in IEC¢ by the
Client tp find the Servers with the highest servide Iével to S ing. This
failover |mode is similar to the transparent redurida 4 e i fent has
full control over selecting the Server. isa i able to
handle failovers.

Each S¢rver maintains a list of ServerUris far al set. The
list is pfovided together with the failoyer I e 3 1 fined in
IEC 62 4‘I 5. To enable clien ect ¥0 3ll Sexvers in the list, each Server in| the list

Servers in the redundant set through the
by the Client to translate the ServefUri into
ervers in the redundant set. Therefore a Client
ervers to find the other Servers based on the

FindSernvers Service.
informalion needg

needs tp know @
provided informatien,

Table 102 defines§ th

02 — Redundancy failover actions

Failover mgde-and blg’kpt\bp\tm\ns > Cold [ Warm [ Hot(1) [ Hot(2) [ HotAndMirfored
On initial cor] nectim aa\ditio\toédfions on active server:
Connect td morg-thansne OPC UA Server. X X X Optional for status check
Creating JubScriptions aerding monitored items. X X X
Activating|sampling on the Subscriptions. X X
Activate publishing. X

At Failover:

CreateSecureChannel to backup OPC UA Server

CreateSession on backup OPC UA Server

ActivateSession on backup OPC UA Server

Creating Subscriptions and adding monitored items.

Activating sampling on the Subscriptions. X

XXX |[X]| XX
x

Activate publishing. X X

A Client connected to a Cold failover redundant set can only connect to one Server. For
failover the Client connects to a backup Server, creates Subscriptions and Monitoreditems
and activates publishing. There is a loss of data from the time the connection to the active
Server is interrupted until the time the Client gets Publish Responses from the backup Server.

A Client connected to a Warm failover redundant set can connect and create Subscriptions
and MonitoredIltems on more than one Server. Sampling and publishing can only be activated
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on one Server. This one Server can be found by reading the ServiceLevel Variable from all
Servers. The Server with the highest ServicelLevel is used. For failover the Client activates
sampling and publishing on the Server with the highest ServiceLevel. There is a loss of data
from the time the connection to the active Server is interrupted until the time the Client gets
Publish Responses from the backup Server.

A Client connected to a Hot failover redundant set has two options to ensure that there is no
loss of data in a failover scenario.

e Hot (1)
The Client creates Monitoredltems and is sampling on more than one Server but
act|vates publlshlng onIy on the Server with the hlghest SerwceLevel The Client

ing and
ption in
uplicate

A Client connected to a HotAndMirrored failover red = : 3 Servers
are mirforing their state, including connection i joy g Client

just connects to one Server and in cas using a
different Server. In order to validate the Ce ers it is
allowed| to create Sessions with othe ¢ 8 naintai ons by
periodically reading the ServicelLevel. e Subscriptions on the|backup
Servers 3 d in 6.5. The only difference is that
the new| SecureChannel is a Y the highest ServicelLevel. Sessions
and Sufscriptions can bedeused/Si d to all Servers.

A Clien f i€ server supports. For example, thg Server
support$ Hot failotrer m i use the Warm actions. In the case of|failover
mode HotAnd @ 1 not use a lesser mode as this would denerate

unnecegsary load ¢

6.4.2.4 idi oV itha-Sérver Proxy (Informative)

A vendd angparent redundancy features to create a Server proxy|running
on the ¢ ine tha makes redundancy transparent to Clients. This reduces the[amount
of functjonalitytheikshall pe designed into the Client and to enable simpler Clients|to take
advanta non-transparent redundancy. The Server proxy simply duplicates Subs¢riptions
and modificati bscriptions, by passing the calls on to both Servers, but only ¢nabling
publishipng«wand sampling on one Server. When the proxy detects a failure, it |enables
publishirg—ardter—sampling—en—the—backup—Serrer—justas—the—Glient—weuld—f—it were a
redundancy-aware Client. The proxy shall run on the Client machine to avoid another single
point of failure.

Figure 27 shows the Server proxy used to provide redundancy to non redundancy aware
Clients.
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Server Server 1
proxy

Client

/Q)

6.4.3

Client r¢dundancy is supported in OPC e T ipti Xposing
Client inf ‘ ‘ not tied
to the § Session
with the ceases
to be 4 variable
monitore erver to
transfer ly, with
sufficien $ from a
Client fqi

OPC U ized mechanism for conveying the Sessiop/d and
Subscri ; e backup Clients, but as long as the backup Clients
know th j S e ctlve Client, this information is readily available uging the
SessionDiagnosti Qri Diagnostics portions of the ServerDiagnostics dafa.

6.4.4

Redund 3 : wJe used with OPC UA either transparent or non-transparent.

In the transparent cdse a single Server Endpoint can be reached through different jnetwork
paths. This" case is completely handled by the network infrastructure The selected Inetwork

path and failover are transparent to the Client.

In the non-transparent case the Server provides different Endpoints for the different network
paths. This requires both the Server and the Client to support multiple network connections.
In this case the Client is responsible for selecting the Endpoint and for failover. For failover
the normal reconnect scenario described in 6.5 can be used. Only the SecureChannel is
created with another Endpoint. Sessions and Subscriptions can be reused.

The information about the different network paths is specified in
NonTransparentRedundancyType ObjectType defined in IEC 62541-5.

Network redundancy can be combined with server redundancy.
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6.5 Re-establishing connections

After a Client establishes a connection to a Server and creates a Subscription, the Client
monitors the connection status. Figure 28 shows the steps to connect a Client to a Server and
the general logic for reconnect handling. Not all possible error scenarios are covered.

The preferred mechanism for a Client to monitor the connection status is through the keep-
alive of the Subscription. A Client should subscribe for the State Variable in the ServerStatus
to detect shutdown or other failure states. If no Subscription is created or the Server does not
support Subscriptions, the connection can be monitored by periodically reading the State
Variable.

Vs - CreateSesucreChannel
Stdrtup CreateSession

P ActivateSession

v

Create Subscription }-1 <\< x
i A
‘ Monitor Connection %
X0

X A\

oK -~ .~ Erm N ‘
< Connection ™ Cre<e$esucr Channg
S~ Stitus/
~
~

\Acljv_aj,e‘gess‘\on
P ﬁ\\.
< > ~
//'/Service \-\Bad CreateSession Transfer
. Result _~ ) ActivateSession Subscription
Y(Sood i
7 \'\\
. » Good /'/Service - |Bad
Republish <F Result/

Good T

Service -
Result

Y

N

Bad_Subscriptionldinvalid

Bad MessageNotAvailable

] IEC

Figure 28 — Reconnect Sequence

When a Client loses the connection to the Server, the goal is to reconnect without losing
information. To do this the Client shall re-establish the connection by creating a new
SecureChannel and activating the Session with the Service ActivateSession. This assigns the
new SecureChannel to the existing Session and allows the Client to reuse the Session and
Subscriptions in the Server. This will result in the Client receiving data and event Notifications
without losing information provided the queues in the Monitoredltems do not overflow.

The Client shall only create a new Session if ActivateSession fails. TransferSubscriptions is
used to transfer the Subscription to the new Session. If TransferSubscriptions fails, the Client
needs to create a new Subscription.


https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

- 118 — IEC 62541-4:2015 © IEC 2015

When the connection is lost, Publish responses may have been sent but not received by the

Client.

After re-establishing the connection the Client shall call Republish in a loop, starting with the
next expected sequence number and incrementing the sequence number until the Server
returns the status Bad_MessageNotAvailable. After receiving this status, the Client shall start
sending Publish requests with the normal Publish handling. This sequence ensures that the
lost NotificationMessages queued in the Server are not overwritten by new Publish responses.

If the Client detects missing sequence numbers in the Publish and is not able to get the lost
NotificationMessages through Republish, the Client should read the values of all data
Monitoredltems to make sure the Client has the latest values for all Monitoredltems.

Independent of the detailed recovery strategy, the Client should maké oes not
overwrite newer data in the Client with older values provided throug
If the Republish returns Bad_Subscriptionldinvalid, then the a new
Subscription.
7 Common parameter type definitions
7.1 »:lypplicationDescription
The components of this parameter are defi A8
Table 103(— Applic Description
Name Type Desckiptioh, "\
ApplicationDescription structurs, [ | Specifies.an‘applicationrthat is available.
applicatidnUri Str{ﬁwg\/\ N @Q%E\Iowmntiﬁer for the application instance. This URI is|used as
erverUri n Services if the application is a Server.
productUfi Str\z; N The glokally Ynique identifier for the product.
applicationName \ )oc izedTeﬁ\ NA Ioc\alizeMescriptive name for the application.
applicationType n ﬂ»e\t)? of application.
plicationType is value is an enumeration with one of the following values:
< ERVER_0O The application is a Server.
CLIENT_1 The application is a Client.
<\ CLIENTANDSERVER_2  The application is a Client and a Serv4r.
x DISCOVERYSERVER_3 The application is a DiscoveryServer.
gateway9 rveN\% A URI that identifies the Gateway Server associated with the discovelyUrls.
This value is not specified if the Server can be accessed directly.
This field is not used if the applicationType is CLIENT_1.
discoveryProfileUri \;ﬁing A URI that identifies the discovery profile supported by the URLs proyided.
This field is not used if the applicationType is CLIENT_1.
If this value is not specified then the Endpoints shall support the Discpvery

Services defined in 5.4.
Alternate discovery profiles are defined in IEC 62541-7.

discoveryUrls []

String

A list of URLSs for the discovery Endpoints provided by the application.
If the applicationType is CLIENT_1, this field shall contain an empty list.

7.2

ApplicationinstanceCertificate

An ApplicationinstanceCertificate is a ByteString containing an encoded Certificate. The
encoding of an ApplicationinstanceCertificate depends on the security technology mapping
and is defined completely in IEC 62541-6. Table 104 specifies the information that shall be
contained in an ApplicationinstanceCertificate.
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Table 104 — ApplicationIinstanceCertificate

Name Type Description
ApplicationinstanceCertificate | structure ApplicationinstanceCertificate with signature created by a Certificate Authority.

version String An identifier for the version of the Certificate encoding.

serialNumber ByteString A unique identifier for the Certificate assigned by the Issuer.

signatureAlgorithm String The algorithm used to sign the Certificate.
The syntax of this field depends on the Certificate encoding.

signature ByteString The signature created by the Issuer.

issuer Structure A name that identifies the Issuer Certificate used to create the signature.

validFrom UtcTime When the Certificate becomes valid.

validTo UtcTime When the Certificate expires.

subject Structure A name that identifies the application instance that the Certificate describes.
This fiwmmmwmmmiua?edthe organization
responsible for the application instance.

applicationUri String The applicationUri specified in the ApplicationD jption.
The ApplicationDescription is described in 7.9a

hostnamgs [] String The name of the machine where the applicgtion\nstance
A machine may have multiple names if i orks.
The hostname may be a numeric netywork me.
Server Certificates shall have at Igast §ne hos

publicKey ByteString The public key associated with4f1e be(ﬁﬁ(;at&\ \

keyUsage [] String

thure, Non-Repudiation

7.3 1rowseResult

The components of this parameter are
O\
AN
Name Type N | Description )
BrowseResl|ilt structure’ ‘(he\f@sulw%&oﬁse operation.

statusCodle Stfst? z

The status folthe BrowseDescription.
NThis waluenis set to Good if there are still references to return for the

wseRescription.

continuatfonPoint Co/nti\mgtiwm\

S\eQ/y/defined opaque value that identifies the continuation point.
The\ContinuationPoint type is defined in 7.6.

Empty, if no References met the criteria.
The Reference Description type is defined in 7.24.

\T,bé set of references that meet the criteria specified in the BrowseDe.

Bcription.

7.4 (

7.4.1 iltep structure

The ContentFilter structure defines a collection of elements that define filtering criter

References || RWW
R\

a. Each

element in the collection describes an operator and an array of operands to be used by the
operator. The operators that can be used in a ContentFilter are described in Table 110. The
filter is evaluated by evaluating the first entry in the element array starting with the first
operand in the operand array. The operands of an element may contain References to sub-
elements resulting in the evaluation continuing to the referenced elements in the element
array.The evaluation shall not introduce loops. For example evaluation starting from element
“A” shall never be able to return to element “A”. However there may be more than one path
leading to another element “B”.If an element cannot be traced back to the starting element it
is ignored. Extra operands for any operator shall result in an error. Annex B provides
examples using the ContentFilter structure.

Table 106 defines the ContentFilter structure.
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Table 106 — ContentFilter Structure

Name Type Description
ContentFilter structure
elements [] ContentFilterElement List of operators and their operands that compose the filter criteria. The filter is

evaluated by starting with the first entry in this array. This structure is defined
in-line with the following indented items.

filterOperator Enum Filter operator to be evaluated.
FilterOperator The FilterOperator enumeration is defined in Table 110.

fiterOperands [] | Extensible Parameter Operands used by the selected operator. The number and use depend on the
FilterOperand operators defined in Table 110. This array needs at least one entry.

This extensible parameter type is the FilterOperand parameter type specified
in 7.4.4. It specifies the list of valid FilterOperand values.

7.4.2 ContentFilterResult

The components of this data type are defined in Table 107.
Table 107 — ContentFilterResult sm{m&

Name Type Description NEEN2) SN
ContentFiltgrResult structure A structure that contains any erors asggiatethwith ths filter.
elementResults [] ContentFilter A list of results for inww er. € size and order of the list
ElementResult | matches the size and/order of thegle ts in the ContentFilter pajameter.
This structure is defined ii-line withthe following indented items.
statusGode StatusCode The status codgTox Asipdle/elefent.
operandStatusCodes [] StatusCode @f;{:@de for ti;[&e;:}ds in 4n element. The size and forder of the
t matshes\the size and-otder ofthe|operands in the ContentFiltenElement.
Thislist issempty if nooperand errorg occurred.
operandDiagnosticinfos [| | Diagnosticinfo | Ali diaghqstisinformation forthe operands in an element. The|size and

es the size and order of the operands in the

CantenfFiltexEle L his Mist is empty if diagnostics information was not
requested \e requiestYieader or if no diagnostic information wa
/N }sgo nteredlin/processing of the operands. 1

elementDiagnosticinfos [] Diagrostichfo N,%g\gﬁiﬁformation for individual elements in the filter. The size and
ist matches the size and order of the elements in the fijlter request

eten This list is empty if diagnostics information was not requested in

eader or if no diagnostic information was encountered in

of the elements.

Table 108 defines val
Commoh St

S t tusCode parameter that are specific to this sfructure.
reXdefined in Table 166.

\Ta e 108 — ContentFilterResult Result Codes

Symbolic 1§ \ Description

Bad_FilterdperandCountMismatch The number of operands provided for the filter operator was less than expedgted for the
operand provided

Bad_FilterOperatorinvalid An unrecognized operator was provided in a filter.

Bad_FilterOperatorUnsupported A valid operator was provided, but the server does not provide support for this filter
operator.

Table 109 defines values for the operandStatusCode parameter that are specific to this
structure. Common StatusCodes are defined in Table 166.
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ContentFilterResult Operand Result Codes

Symbolic Id

Description

Bad_FilterOperandinvalid

See Table 166 for the description of this result code.

Bad_FilterElementinvalid

The referenced element is not a valid element in the content filter.

Bad_FilterLiterallnvalid

The referenced literal is not a valid BaseDataType.

Bad_Attributeldinvalid

The attribute id is not a valid attribute id in the system.

Bad_IndexRangelnvalid

See Table 166 for the description of this result code.

Bad_NodeldInvalid

See Table 166 for the description of this result code.

Bad_NodeldUnknown

See Table 166 for the description of this result code.

Bad_NotTypeDefinition

The provided Nodeld was not a type definition Nodeld.

7.4.3 [FitterOperator

Table 110 defines the basic operators that can be used in a ContentFilter. 111 for
a description of advanced operators. See 7.4.4 for a definition of o
Table 110 — Basic FilterOperator Definiti
Operator Number of Description
Operands
Equals_0 2 TRUE if operand[0] is equal to operand{1]
If the operands are of different t It
conversion to a comm . cit
conversion,is availa C htor returns
FALSEAf the\mpli i i5.Seg cedence in
Table 1°M for mor i .
IsNull_1 1 TRUE if opagand[d] is'e nultyalue. "
GreaterThap_2 2 TRUE if gperand[0] i

réater than operand[1].
The following restrictions, apgly to the operands:
0]: An opet resqlvesto an ordered value.
[1]: erand. that resolyes to an ordered value.
he same i

ersion rule¥’as defined for Equals apply.

LessThan_B [\K/\

TRUE topet: Ws than operand[1].
The same)gonversion rules and restrictions as defined for GreaterThan apply.

GreaterThanOrEqual_< ¥

WE i e}a@[m is greater than or equal to operand[1].
The same tonversion rules and restrictions as defined for GreaterThan apply.

LessThanQrEqual_5 & \\

he same conversion rules and restrictions as defined for GreaterThan apply.

Wandm] is less than or equal to operand[1].
T

Like_6

w operand[0] matches a pattern defined by operand[1]. See Table 112 for the
definition of the pattern syntax.
he following restrictions apply to the operands:
[0]: Any operand that resolves to a String.
[1]: Any operand that resolves to a String.
This operator resolves to FALSE if no operand can be resolved to a strind.

Not_7 > 1

TRUE if operand[0] is FALSE.
The following restrictions apply to the operands:
[0]: Any operand that resolves to a Boolean.

Ifthe r\pnrnnr{ cannot be resolved to a Boolean the resultis a NULL. Seel below for

a discussion on the handling of NULL.

Between_8 3

TRUE if operand[0] is greater or equal to operand[1] and less than or equal to
operand[2].
The following restrictions apply to the operands:

[0]: Any operand that resolves to an ordered value.

[1]: Any operand that resolves to an ordered value.

[2]: Any operand that resolves to an ordered value.
If the operands are of different types, the system shall perform any implicit
conversion to match all operands to a common type. If no implicit conversion is
available and the operands are of different types, the particular result is FALSE. See
the discussion on data type precedence in Table 114 for more information how to
convert operands of different types.

InList_9 2.n

TRUE if operand[0] is equal to one or more of the remaining operands.
The Equals Operator is evaluated for operand[0] and each remaining operand in the
list. If any Equals evaluation is TRUE, InList returns TRUE.

And_10 2

TRUE if operand[0] and operand[1] are TRUE.
The following restrictions apply to the operands:
[0]: Any operand that resolves to a Boolean.
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Operator Number of Description
Operands
[1]: Any operand that resolves to a Boolean.
If any operand cannot be resolved to a Boolean it is considered a NULL. See below
for a discussion on the handling of NULL.
Or_11 2 TRUE if operand[0] or operand[1] are TRUE.
The following restrictions apply to the operands:
[0]: Any operand that resolves to a Boolean.
[1]: Any operand that resolves to a Boolean.
If any operand cannot be resolved to a Boolean it is considered a NULL. See below
for a discussion on the handling of NULL.
Cast_12 2 Converts operand[0] to a value with a data type with a Nodeld identified by
operand[1].
The following restrictions apply to the operands:
[ﬁ]- Any npnranrl
[1]: Any operand that resolves to a Nodeld or Expande¢dNodelthwhete,the Node is
of the NodeClass DataType
If there is any error in conversion or in any of the eters th t
Operation evaluates to a NULL. See below for @%gs jon o the andI| of NULL.
BitwiseAnd| 16 2 The result is an integer which matches the si rgest,op anbxq;x contains a
en coqverted to the
itis considered a NULL. S¢e below
BitwiseOr_ of the largest operand andl contains a
oth have been converted to the
to a Integer.
a Integer.
ed'to a Integer it is considered a NULL. Sg¢e below
i ing of NULL.
N
Many o ':\&les/requires the operand to be evaltated to
determine what the type™s: the type is specified in the operand (i.e. a
LiteralOjperand): ' ires that the value of an attribute be rpad. An
ElementOperand nested
Related|
Table 1 . These

operator
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Table 111 — Complex FilterOperator Definition

Operator

Number of
Operands

Description

InView_13

1

TRUE if the target Node is contained in the View defined by operand[0].
The following restrictions apply to the operands:
[0]: Any operand that resolves to a Nodeld that identifies a View Node.

If operand[0] does not resolve to a Nodeld that identifies a View Node, thi

shall always be False.

is operation

OfType_14

TRUE if the target Node is of type operand[0] or of a subtype of operand]|
The following restrictions apply to the operands:

0l.

[0]: Any operand that resolves to a Nodeld that identifies an ObjectType or

VariableType Node.

If operand[0] does not resolve to a Nodeld that identifies an ObjectType or

\Inr nlf\l 'I' T2y
Y

Nodethis-eperation-shall-always-beFals
3 ~ 7

RelatedTo_[15

AN

TRUE if the target Node is of type Operand[0] and is related to a Wodéld

bf the type

he referred

to element is another RelatedTo operator. ThIS ips (e.g.
A is related to B is related to C), where the 1
ReferenceType defined in Operand[2]. In t returns a

the operands cannot be resolved to chained
relationship is an empty list of node
Operand[3] defines the numbeg be followed.
If Operand[3] is 1, then obj than 1,
then a Nodeld of the type Epth
specified by the hop. Ip efined,
requested
ty Node
ward
[1]. If any
luded in
types of
bes
the
ntifies an
ighis a

RelatedTo operator.
[2]: Any operand that resolves to a Nodeld that identifies a ReferenceT
[3]: Any operand that resolves to a value implicitly convertible to Uint32

[1] Any operand that resolves to a Nodeld or ExpandedNodeld that identifies an
ype or VariableType Node or a reference to another element whidh is a

pe Node.

[4]: Any operand that resolves to a value implicitly convertible to a boolg¢an; if this

operand does not resolve to a Boolean, then a value of FALSE is used.
[5]: Any operand that resolves to a value implicitly convertible to a bool
operand does not resolve to a Boolean, then a value of FALSE is used.

ban; if this

If none of the operands [0],[1].[2].[3] resolves to an appropriate value ther] the result

of this operation shall always be False (or an Empty set in the case of an
RelatedTo operand).

See examples for RelatedTo in B.2.

ested

The RelatedTo operator can be used to identify if a given type, set as operand[1], is a subtype
of another type set as operand[0] by setting operand[2] to the HasSubtype ReferenceType
and operand[3] to 0.

The Like operator can be used to perform wildcard comparisons. Several special characters
can be included in the second operand of the Like operator. The valid characters are defined
in Table 112. The wildcard characters can be combined in a single string (i.e. ‘Th[ia][ts]%’
would match ‘That is fine’, ‘This is fine’, ‘That as one’, ‘This it is’, ‘Then at any’, etc.). The Like
operator is case sensitive.
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Table 112 — Wildcard characters

Special Description
Character

Match any string of zero or more characters (i.e. ‘main%’ would
match any string that starts with ‘main’, ‘%en%’ would match

% any string that contains the letters ‘en’ such as ‘entail’, ‘green’
and ‘content’.) If a ‘%’ sign is intend in a string the list operand
can be used (i.e. 5[%] would match ‘5%’).

Match any single character (i.e. *_ould’ would match ‘would’,
‘could’). If the *_’ is intended in a string then the list operand can
be used (i.e. 5[ ] would match ‘5_’).

Escape character allows literal interpretation

(i.e. \is\,\% is %, \_is _)

Match any single character in a list

0 (i.e. ‘abc[13-68] would match ‘abc1’,’abc3’,’abc4’,’abc5’,’abc’,
and ‘abc8’.
‘xyz[c-f] would match ‘xyzc’, ‘xyzd’, ‘xyze’, ‘xyzf). A (

Not Matching any single character in a list.
The shall be the first character inside on the [],

"

Table 1{13 defines the conversion rules for the operagr . hatically
converted if an implicit conversion exists (I). i i ! ype can
be conyerted with the cast operator. If no cony nnot be
convertId however, some servers may.\suppor, explicit conversidgns. The

types usged in the table are defined i at is not in the tahle does
not hav¢ any defined conversions.
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Table 113 — Conversion Rules

Target Type % °
(To) 3 S| E
2| o = 3 = 5
S = | E Qo é S % .g E © |~ | < 5
sourceType |3 | 2|8 |2 |3 (8|5 |2|e|g|z (8|22 |28 3 |5|E 2|8y
(From) Sl&|&|8|8|5|2|3|E|E|2|12|8|8|5|38|8|5|5|5|%
Boolean P dx I x o x o x ol x o x e x| x| ]x
Byte El-[x x| xoix|ov]o]ox]i{x|elx|x[t]1]r1]x
ByteString x[x |- x{x|x|x|e[x|x[x|x[x|x][x|x|[x|x|[x]|x]x
DpfeTime X[ X[ X - X[ X[ X[X[X]TX[X[X]X E| XA X \& X X
Double Ele[x[x][-[x|e|[x]ele[e]x]e|[x]ela{x]eNelE |x
ExpafidedNodeld | X | X | X | x [ x | - [ x | x| x | x| x| E | x| x AN | x QxRN | x
Float Ele|x|x | |x]-[x[e|e|e|x]e | x&]XxiBlBlF]x
Guid x[x|e|[x|[x|x]x x| x| x| x|x{x X KX N X
Int16 Ele|x|x [t [x]1|x]-]1]1 BX e X[ ET X
Int32 Ele [ x|x |1 |x]|1]x - e ERE |\X E|E X
Int64 E|e|x|x|1[x]1]x el - x| elBte [ ¥ [ x|e|e|g]|x
Nodeld x| x I x x L x x| 2 o ] Tx | x| x| x X
SByte EJE | x [x |1 [x] N xgW | () [AE | x| x|1 ] X
stptusCode | X | X | X [ x | x [ x N NI X X X | x|x|E|1I X
String VI x e e o NP NE [ x - EJE] X
LocplizedText [ X [ x | x | x [ x | x [ x [OORXPx P Ix [ x [ x| 1] - | x| x|x X
QuafifiedName | X | x {3 INCJA TRIX R [ x Dx [ x [ x [ x [ ] ] -] x| x X
Uint16 EJE] XN R S DO [ x e[ e x x| -] X
Uint32 E [lE AR 1T NN ElI |1 |x|elele|x|[x|e]- X
bintes [ B] R [ x [ & [ xR E I [x|[E|E|E|[Xx|Xx|E|E X
xnfiElement [T X MO XN IX] @] x | x x| x| x|x|x]x|x]x -
Arrays \e\cmzerted to arrays of the target type by converting each
element. rronfor gny element causes the entire conversion to fail.
Arrays d plicitly converted to a scalar value of the same type.
Guid, N xpandedNodeld are converted to and from String using the syntax|defined
in IEC ¢

Floating point values are rounded by adding 0.5 and truncating when they are converted to
integer values.

Converting a negative value to an unsigned type causes a conversion error. If the conversion
fails the result is a null value.

Converting a value that is outside the range of the target type causes a conversion error. If
the conversion fails the result is a null value.

ByteString is converted to String by formatting the bytes as a sequence of hexadecimal digits.

LocalizedText values are converted to Strings by dropping the Locale. Strings are converted

to LocalizedText values by setting the Locale to


https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

- 126 -

IEC 62541-4:2015 © IEC 2015

QualifiedName values are converted to Strings by dropping the Namespacelndex. Strings are

converted to QualifiedName values by setting the Namespacelndex to 0.

A StatusCode can be converted to and from a UInt32 and Int32 by copying the bits. Only the
top 16-bits if the StatusCode are copied when it is converted to and from a UlInt16 or Int16

value.

Boolean values are converted to ‘1’ when true and ‘0’ when false. Non zero numeric values
are converted to true Boolean values. Numeric values of 0 are converted to false Boolean
values. String values containing “true”, “false”, “1” or “0” can be converted to Boolean values.
Other string values cause a conversion error. In this case Strings are case-insensitive.

It is sometimes possible to use implicit casts when operands with diffé¢rent
used injan operation. In this situation the precedence rules defined i

determine which implicit conversion to use. The first data type in th
most precedence. If a data type is not in this table then it cannot be
evaluatihg an operation.

For example, assume that A = 1,1 (Float) and B = 1 (/Int3
with an|Equals operator. This operation would be ev
Float since the Float data type has more precedence

tadty
11 re

pes are
used to
has the

ity while

Te used

ue to a

2 (| Float
3\ | hteag
< [ 4 Uited .
N5 Nm32 )
6. >\ | Ulnt32~
Q > \J StatusCode
N Int16
N\ Ulnt16
10 / [ SByte
T Byte
) 12 Boolean
13 Guid
14 String
15 ExpandedNodeld
16 Nodeld
17 LocalizedText
18 QualifiedName

Operands may contain null values (i.e. values which do not exist). When this happens, the
element always evaluates to NULL (unless the IsNull_1 operator has been specified).
Table 115 defines how to combine elements that evaluate to NULL with other elements in a
logical AND operation.

Table 115 — Logical AND Truth Table

TRUE FALSE NULL
TRUE TRUE FALSE NULL
FALSE FALSE FALSE FALSE
NULL NULL FALSE NULL
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Table 116 defines how to combine elements that evaluate to NULL with other elements in a

logical OR operation.

Table 116 — Logical OR Truth Table

TRUE FALSE NULL
TRUE TRUE TRUE TRUE
FALSE TRUE FALSE NULL
NULL TRUE NULL NULL

The NOT operator always evaluates to NULL if applied to a NULL operand.

A Contg
false.

7.4.4 FilterOperand parameters

7.4.41 Overview

The CoptentFilter structure specified in 7.4 defines a cof
filter criferia and contains different types of FilterOp
an extepsible parameter. This parameter is defined/in Tab

type is defined in 7.11.

sgrand para
Extensible P4

Table 117 — F@&@ara ¢

hkes up
meter is
rameter

Symbolic I Description
Element Specifies an index |néo the array Ws}hls type is used to build a logic tree of sub-
elements by linking the op ra to a sub-element.
Literal Spedifies a litgratvalul,
Attribute Spé%ﬁse\:s Attribu}eﬁ\( \D]e’ct M’Iab/e Node using a Node in the type system and
[xelativie path*constructe ReferehceTypes and BrowseNames.
SimpleAttridute ptive path

ci ib o \@ect/or Variable Node using a TypeDefinition and a rel
onstruc om oW

7.4.4.2

The Ele
the forn
ContentfFi

way to i 'u 8

by verifyi e index\ priof to using it.

Table 118\defines the

ElementOperand type.

ink is in
i in the
Hex it is
5 in this
indexes

Table 118 — ElementOperand

Name Type Description
ElementOperand structure ElementOperand value.
index Uint32 Index into the element array.

7.4.4.3 LiteralOperand

Table 119 defines the

LiteralOperand type.

Table 119 — LiteralOperand

Name Type Description

LiteralOperand structure LiteralOperand value.

value BaseDataType A literal value.
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Table 120 defines the AttributeOperand type.

Table 120 — AttributeOperand

Name Type Description
AttributeOperand structure Attribute of a Node in the address space.
nodeld Nodeld Nodeld of a Node from the type system.
alias String An optional parameter used to identify or refer to an alias. An alias is a symbolic
name that can be used to alias this operand and use it in other locations in the
filter structure.
browsePath RelativePath Browse path relative to the Node identified by the nodeld parameter. See 7.25
for the definition-of RelativePath. -
attributelq Integerld Id of the Attribute. This shall be a valid Attribute;g}g&he /nte&a%s dgfined in
7.13. The Integerlds for the Attributes are defined iNIEC52541:6:
indexRange NumericRange This parameter is used to identify a single el hgle range
of indexes for an array. The first element is{dentfi I 3
The NumericRange type is defined in 7,21.
This parameter is not used if the specified bwever, if
the specified Attribute is an array and thi hall
elements are to be included in}f(e%ang used.
7.4.4.5 SimpleAttributeOperand

The SimpleAttributeOperand is a simplified for
that apply to the AttributeOperand al ‘
provided in B.1 only use AttributeOpe
a SimpleAttributeOperand whenever all
HierarchicalReferences and the target

required.

Table 1

he rules
amples
laced by
ypes of
5 is not

Name Aype. Description
SimpleAttrijuteOperand | sfructure_ [_Attribyt€ of a Node in the address space.
typeld

\/Lvye/d of a TypeDefinitionNode.
is parameter restricts the operand to instances of the TypeDefinitionNode or
one of its subtypes.

browsePath []

lift dNahqg/

»a

A relative path to a Node.
This parameter specifies a relative path using a list of BrowseNames |nstead of
the RelativePath structure used in the AttributeOperand. The list of
BrowseNames is equivalent to a RelativePath that specifies forward rgferences
which are subtypes of the HierarchicalReferences ReferenceType.
All Nodes followed by the browsePath shall be of the NodeClass Objgct or
Variable.

If this list is empty the Node is the instance of the TypeDefinition. |

attributeld

Integerld

Id of the Attribute. The Integerld is defined in 7.13.

The Value Attribute shall be supported by all Servers. The support of other
Attributes depends on requirements set in Profiles or other parts of this
specification.

indexRange

NumericRange

This parameter is used to identify a single element of an array, or a single range
of indexes for an array. The first element is identified by index O (zero).

This parameter is ignored if the selected Node is not a Variable or the Value of a
Variable is not an array.

The parameter is null if not specified.

All values in the array are used if this parameter is not specified.

The NumericRange type is defined in 7.21.

7.5 Counter

This primitive data type is a UInt32 that represents the value of a counter. The initial value of
a counter is specified by its use. Modulus arithmetic is used for all calculations, where the
modulus is max value + 1. Therefore,
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x + y = (x + y)ymod(max value + 1)

For example:

max value + 1 =0
max value + 2 = 1

7.6 ContinuationPoint

A ContinuationPoint is used to pause a Browse or QueryFirst operation and allow it to be
restarted later by calling BrowseNext or QueryNext. Operations are paused when the number

of results found exceeds the limits set by either the Client or the Server.

The Clignt specifies the maximum number of results per operation in the\request\message. A

Server
Server
always

Servers|shall support at least one ContinuationPoint per Sgs8i
number| of ContinuationPoints per Session in the

IEC 62541-5. ContinuationPoints remain active until tf
the Client releases the ContinuationPoint or the
automafically free ContinuationPoints from prior ¢
request| The Server returns a Bad_ i
ContinuptionPoint that has been released.

Requests will
ContinuptionPoint.
ContinuptionPoints. Once/tha
error fo any remaining ope

A Client restarts 2
should always ,e
Bad_NogContinuatiohPoin

at may or
operations until

5 parameter are defined in Table 122.

may not

it

Its. The
er shall

aximum
ined in
results,

S a new
D use a

require a
runs |[out of

dll return a Bad_NoContinuatignPoints

Server

ationPoint provided so Servers shall nevgr return

Tabtet22—=DataVatue

Name Type Description
DataValue structure The value and associated information.
value BaseDataType The data value. If the StatusCode indicates an error then the value is to be
ignored and the Server shall set it to null.
statusCode StatusCode The StatusCode that defines with the Server’s ability to access/provide the
value. The StatusCode type is defined in 7.33
sourceTimestamp UtcTime The source timestamp for the value.
sourcePicoSeconds Ulnteger Specifies the number of 10 picoseconds (1,0 e-11 seconds) intervals which shall
be added to the sourceTimestamp.
serverTimestamp UtcTime The Server timestamp for the value.
serverPicoSeconds Ulnteger Specifies the number of 10 picoseconds (1,0 e-11 seconds) intervals which shall
be added to the serverTimestamp.
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7.7.2 PicoSeconds

Some applications require high resolution timestamps. The PicoSeconds fields allow
applications to specify timestamps with a resolution of 10 picoseconds. The actual size of the
PicoSeconds field depends on the resolution of the UtcTime DataType. For example, if the
UtcTime DataType has a resolution of 100 nanoseconds then the PicoSeconds field would
have to store values up to 10 000 in order to provide the resolution of 10 picoseconds. The
resolution of the UtcTime DataType depends on the Mappings defined in IEC 62541-6.

7.7.3 SourceTimestamp

The sourceTimestamp is used to reflect the timestamp that was applied to a Variable value by
the data_saurce Once a value has heen nccignpd a saurce timpc’ramp the—source ti estamp
for that|value instance never changes. In this context, “value instance?l refers to(the value
received, independent of its actual value.

The soyrceTimestamp shall be UTC time and should indicate the %nge of

the value or statusCode.

The sol e value
but the case of
redundd

If the O Ak & fro > UA Server, then the OPC
UA Seny im applies
the timd a value
could n ssed in
the reqy

In the chse of a bad or u i 0 irvestamp is used to reflect the time [that the

source fecognized the e the Server last tried to recover from the

bad or Uncertain statug

The souwrceTimes ith a Value Attribute. For all other Attribyites the
returned

7.7.4

The serye value or
knew it

In the chse (©Of'a bad of uncertain status, serverTimestamp is used to reflect the time [that the
Server teceived the ‘status or that the Server last tried to recover from the bad or upcertain
status.

In the case where the OPC UA Server subscribes to a value from another OPC UA Server,
each Server applies its own serverTimestamp. This is in contrast to the sourceTimestamp in
which only the originator of the data is allowed to apply the sourceTimestamp.

If the Server subscribes to the value from another Server every ten seconds and the value
changes, then the serverTimestamp is updated each time a new value is received. If the value
does not change, then new values will not be received on the Subscription. However, in the
absence of errors, the receiving Server applies a new serverTimestamp every ten seconds
because not receiving a value means that the value has not changed. Thus, the
serverTimestamp reflects the time at which the Server knew the value to be accurate.

This concept also applies to OPC UA Servers that receive values from exception-based data
sources. For example, suppose that a Server is receiving values from an exception-based
device, and that
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a) the device is checking values every 0,5 seconds,
b) the connection to the device is good,
c) the device sent an update 3 minutes ago with a value of 1

,234.

In this case, the Server value would be 1,234 and the serverTimestamp would be updated

every 0,5 seconds after the receipt of the value.

7.7.5 StatusCode assigned to a value

The StatusCode is used to indicate the conditions under which a Variable value was
generated, and thereby can be used as an indicator of the usability of the value. The

StatusCode is defined in 7.33.

Overall condition (severity)

o A StatusCode with severity Good means that the value is of

e A StatusCode with severity Uncertain means that the
fpor reasons indicated by the SubCode.

o A StatusCode with severity Bad means that
ndicated by the SubCode.

(D) Substatus.

o |If the Server has nhg . i cular when
NULL val<>
7.8 I:I:agnostic fo
The components i

|Herefore, It is requi
results, even if they

Good. It is also a : werio simply return a severity and a non;

ncertain

reasons

ed that
do not

code of
specific

return a
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Table 123 — Diagnosticinfo

Name

Type

Description

Diagnosticlnfo

structure

Vendor-specific diagnostic information.

namespaceUri

Int32

string. -1 indicates that no string is specified.

symboliclds provided for standard StatusCodes.

The symbolicld is defined within the context of a namespace. This namespace is
represented as a string and is conveyed to the Client in the stringTable
parameter of the ResponseHeader parameter defined in 7.27. The
namespacelndex parameter contains the index into the stringTable for this

The namespaceUri shall not be the standard OPC UA namespace. There are no

symbolicld

Int32

"0xC0040007" or "-4").
This symbolic identifier string is conveyed to the
parameter of the ResponseHeader parameter,
parameter contains the index into the stringfa.
no string is specified.

The symbolicld shall not contain Stat es\If tl
translation for the description of a StatusCo

The symbolicld shall be used to identify a vendor-specific error or condition;
typically the result of some server internal operation. The maximum length of this
string is 32 characters. Servers wishing to return a numeric return code should
convert the return code into a string and use this string-as symbolicld (e.g.,

ble
'mbolicld
icates that

htains a

locale

Int32

The locale part of the vendor-sp
This localized text string is conveyed

42 logalizedTextIn
gTable\for this string. -1 indlicates that

Inbolic id.
arameter of
Hex

localizedText

Int32

the ResponseHeader par: ined
parameter contains the ifidex intothe St
no string is specified. N

ed

A vendor-specific

{§ localizedtext'string is conveyed t

to the

rom the specification.

al\g}/be sting describes'the symbolic id. The
length of this text\string 18725 chters.
a

Client in the stringTable
in 7.27. The localizedTextIn,
tringTable for this string. -1 indicates that

symbolicld if present or the string that
he server provides translations. If the ind
slationto return and the client should use the invar

maximum

arameter of
Hex

describes
X is -1, the
ant

additionallnfo

innerStatlisCode

Status

<

N (»@\ndo@ésjﬂgjliighostic information.

m th&yunderlying system in the diagnostic info.

he StatusGodefrom the inner operation.
Maqy applications will make calls into underlying systems during OP
request pragéssing. An OPC UA Server has the option of reporting th

C UA
e status

innerDiagnosticinfo

<Diaghasticinfd._N/The\didgnostic info associated with the inner StatusCode.

7.9 EndpointDesexiption

The componen

ofth

meter are defined in Table 124.
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Table 124 — EndpointDescription
Name Type Description
EndpointDescription structure Describes an Endpoint for a Server.

endpointUrl String The URL for the Endpoint described.

Server ApplicationDescription The description for the Server that the Endpoint belongs to.
The ApplicationDescription type is defined in 7.1.

serverCertificate Applicationlnstance The Application Instance Certificate issued to the Server.

Certificate The ApplicationinstanceCertificate type is defined in 7.2.
securityMode Enum The type of security to apply to the messages.
MessageSecurityMode The type MessageSecurityMode type is defined in 7.14.

A SecureChannel may have to be created even if the securityMode is
NONE. The exact behaviour depends on the mapping used and is
described in the IEC 62541-6.

securityPplicyUri String The URI for SecurityPolicy to use when securl g messages.
The set of known URIs and the SecurityPoligi assogNwth them are
defined in IEC 62541-7.

userldentjtyTokens [] | UserTokenPolicy The user identity tokens that the Serv cept
The Client shall pass one of the User! ntlt Tokens\intheMctiviteSession
request. The UserTokenPolicy typ’\ts\de cri d| 7.36.

transportProfileUri String The URI of the Transport Prof// EW
IEC 62541-7 defines URIs,féN.Q ran g ro:

securityLével Byte A numeric value that |nd|c mommescnp ion is
compared to other E th e Server.

intDescxjption is not recommended
flity.
7.10 ExpandedNodeld
The components of this parameter aré le 125. ExpandedNodeld allpws the

namesp
table.

DN

Name Type ) Description
ExpandedNpdeld /K Structure ~the Nogelf with the namespace expanded to its string representatiof.

serverindex t identifies the Server that contains the TargetNode. This Sgrver may
be local Server or a remote Server.
This index is the index of that Server in the local Server's Server tablg. The
index of the local Server in the Server table is always 0. All remote Servers have
indexes greater than 0. The Server table is contained in the Server Qbject in the
AddressSpace (see |IEC 62541-3 and IEC 62541-5).

Q \‘ The Client may read the Server table Variable to access the descriptipn of the

target Server.

namespageUri D Mg The URI of the namespace.
If this parameter is specified then the namespace index is ignored. Syibclause
5.4 and IEC 62541-123 describe the discovery mechanism that can be used to
resolve URIs into URLs.

namespacelndex Index The index in the Server's namespace table.
This parameter shall be 0 and is ignored in the Server if the namespace URI is
specified.

identifierType IdType Type of the identifier element of the Nodeld.

identifier * The identifier for a Node in the address space of an OPC UA Server (see
Nodeld definition in IEC 62541-3).

7.11 ExtensibleParameter

The extensible parameter types
standards.

3 Under consideration.

can only be extended by additional parts of series of
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The ExtensibleParameter defines a data structure with two elements. The parameterTypeld
specifies the data type encoding of the second element. Therefore the second element is
specified as “--“. The ExtensibleParameter base type is defined in Table 126.

Concrete extensible parameters that are common to OPC UA are defined in Clause 7.
Additional parts of series of standards can define additional extensible parameter types.

Table 126 — ExtensibleParameter Base Type

Name Type Description
ExtensibleParameter structure Specifies the details of an extensible parameter type.
parameterTypeld Nodeld Identifies the data type of the parameter that follows.
parametefbater The-detatlsferthe-extensible-parametertype: —
7.12 Index

This primitive data type is a UInt32 that identifies an element of a

7.13 Integerid

This primitive data type is a UInt32 that is used as an id Wandle. All values,
except for 0, are valid.
7.14 MessageSecurityMode
The MegssageSecurityMode is an enumerati applied
to messpges exchanges during a Sessi 127.
2’”\1?\
Value [\Qesc}ptlon ~
INVALID_0 invalid.
<> his valug is de ult alueAo avoid an accidental choice of no security is applied..|This choice
il always be rejected

NONE 1 | NeSoouri Sapaied,

SIGN_2 /\ All ss\;@s are s}ned but not encrypted.
SIGNANDENCRYPT, 3 AllihesSages are-$igned and encrypted.

715 M
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Table 128 — MonitoringParameters

Name Type Description
MonitoringParameters structure Parameters that define the monitoring characteristics of a Monitoredltem.
clientHandle Integerld Client-supplied id of the Monitoreditem. This id is used in Notifications generated
for the list Node. The Integerld type is defined in 7.13.
samplinglnterval Duration The interval that defines the fastest rate at which the Monitoreditem(s) should be

accessed and evaluated. This interval is defined in milliseconds.

The value 0 indicates that the Server should use the fastest practical rate.

The value -1 indicates that the default sampling interval defined by the publishing
interval of the Subscription is requested. A different sampling interval is used if the
publishing interval is not a supported sampling interval. Any negative number is
interpreted as -1. The sampling interval is not changed if the publishing interval is
changed by a subsequent call to the Mod/fySubscrlpt/on Service.

The Qr—m/

ampling interval

maximum sampling interval supported by the
interval is returned.

filter Extensible A filter used by the Server to determme iKthe
Parameter Notification. If not used, this paral . itogingFilter parameter type
MonitoringFilter is an extensible parameter type s i i the types df filters that
can be used.

queueSiz Counter

()

has a

brver may
Overflow bit
W value.

ercer returns the default queue size for Event Notificatiohs as
revisedQueueSize for event monitored items.
er returns the minimum queue size the Server requirgs for Event
Notifications as revisedQueueSize.
the Server returns the maximum queue size that the¢ Server
can support for Event Notifications as revisedQueueSizp.
If a Cjlent chooses a value between the minimum and maximum settingg of the
er the value shall be returned in the revisedQueueSize. If the requdsted
queueSize is outside the minimum or maximum, the Server shall return the
corresponding bounding value.

In the case of a queue overflow, an Event of the type
\ EventQueueOverflowEventType is generated.

new Notification is to be queued. It has the following values:
TRUE the oldest (first) Notification in the queue is discarded. The new
Notification is added to the end of the queue.

FALSE the last Notification added to the queue gets replaced with the new

Notification.

discardOldest \$%‘L/ A boolean parameter that specifies the discard policy when the queue i full and a

7.16 MonitoringFilter parameters
7.16.1 Overview

The CreateMonitoredltem Service allows specifying a filter for each Monitoreditem. The
MonitoringFilter is an extensible parameter whose structure depends on the type of item being
monitored. The parameterTypelds are defined in Table 129. Other types can be defined by
additional parts of this multi-part specification or other specifications based on OPC UA. The
ExtensibleParameter type is defined in 7.11.

Each MonitoringFilter may have an associated MonitoringFilterResult structure which returns
revised parameters and/or error information to clients in the response. The result structures,
when they exist, are described in the section that defines the MonitoringFilter.
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Table 129 — MonitoringFilter parameterTypelds

Symbolic Id

Description

DataChangeFilter

The change in a data value that shall cause a Notification to be generated.

EventFilter

If a Notification conforms to the EventFilter, the Notification is sent to the Client.

AggregateFilter

The Aggregate and its intervals when it will be calculated and a Notification is generated.

7.16.2 DataChangefFilter

The DataChangefFilter defines the conditions under which a DataChange Notification should
be reported and, optionally, a range or band for value changes where no DataChange
Not/f/cat/on is generated. This range is called Deadband. The DataChangeFilter is defined in

Table 186~
Table 130 — DataChangeFilter /< &
Name Type Description
DataChangekHilter structure
trigger Enum Specmes the conditions underw |ch data c\a}we otlflc\a(pﬁshot Id be
DataChangeTrigger
StagusCode asspciated with
or StatusCodgs defined in
1-8 specifies additional SjatusCodes

taShangeFllter is not applied to the monitored item, STATU

the
is de porting behaviour.

e value

ifion for

I the

is|specified,
_VALUE_1.

5 VALUE_1

deadbandTlype

aIWeﬂnes the Deadband type and behaviour.
deadbandType

None, | No Deadband calculation should be applied.
qute_1 AbsoluteDeadband (see below)
ercent_2 PercentDeadband (This type is specified in IEC

62541-8).

deadband\falue

"{he Deadband is applied only if
* the trigger includes value changes and
* the deadbandType is set appropriately.

Deadband is ignored if the status of the data item changes.

DeadbandType = AbsoluteDeadband:

For this type the deadbandValue contains the absolute change in a
that shall cause a Notification to be generated. This parameter appli

flata value
Bs only to

Variables with any Number data type.

An exception that causes a DataChange Notification based on an
AbsoluteDeadband is determined as follows:

value) > AbsoluteDeadband)
The last cached value is defined as the last value pushed to the que

DeadbandType = PercentDeadband:

This type is specified in IEC 62541-8

Generate a Notification if (absolute value of (last cached value —

current

ue.

If the item is an array of values, the entire array is returned if any array element
exceeds the AbsoluteDeadband, or the size or dimension of the array changes.

The DataChangeFilter does not have an associated result structure.

7.16.3 EventFilter

The EventFilter provides for the filtering and content selection of Event Subscriptions.
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If an Event Notification conforms to the filter defined by the where parameter of the
EventFilter, then the Notification is sent to the Client.

Each Event Notification shall include the fields defined by the selectClauses parameter of the
EventFilter. The defined EventTypes are specified in IEC 62541-5.

The selectClause and whereClause parameters are specified with the SimpleAttributeOperand
structure (see 7.4.4.5). This structure requires the Nodeld of an EventType supported by the
Server and a path to an InstanceDeclaration. An InstanceDeclaration is a Node which can be
found by following forward hierarchical references from the fully inherited EventType where
the Node is also the source of a HasModellingRule reference. EventTypes,
InstanceDeclarations and Modelling Rules are described completely in IEC 62541-3.

Cliept 9pecifies
ate the

In som¢g cases the same BrowsePath will apply to multiple EventTypegs.
the Bas$eEventType in the SimpleAttributeOperand then the Sege
BrowsePath without considering the Type.

Each InstanceDeclaration in the path shall be Object or Variab a\(The fi e in the
path mgy be an Object Node, however, Object Nodes are<onl hich are
visible in the Server’s Address Space.

The SimpleAttributeOperand structure allows the i ] , ver, the
Server |s only required to support th ALty Nodeld
Attributg for Object Nodes. That said port for
additional Attributes mandatory.

The Sin pIeAttr/buteOperand structure isu stClause to select the value o return
if an E\ d in the
correspopnding event fielKin the P if th 1 i e Event
or an efror was returngd i ’ selected
field is supported but the event notification, the event figld shall
contain [a Status e indi for the unavailability. For example, the Server
shall set the ev%}e scessDenied if the value is not accessible to {he user
associated with the/ Sessic alge Attribute has an uncertain or bad StajusCode
associafed with it then \Mprovide the StatusCode instead of the Value Attribute.
The Se ; ield Yo Bad_EncodingLimitsExceeded if a value excdgeds the
maxRes f & e Eventld, EventType and ReceiveTime cannot cqntain a

Status(

The Sel he selectClauses when a Client creates or updates the EvdntFilter.
Any err ich’ are _true for all possible Events are returned in the selectClausgResults
paramefer described jn Table 132. Some Servers, like aggregating Servers, may not know all
possiblg EventTypes at the time the EventFilter is set. These Servers do not return efrors for
unknowh EVGIItTyVUO or—Browseaths—Hhe—Servrer—shatrnot |cpt.ut errors—that "';H"t occur
depending on the state or the Server or type of Event. For example, a selectClause that
requests a single element in an array would always produce an error if the DataType of the
Attribute is a scalar. However, even if the DataType is an array an error could occur if the
requested index does not exist for a particular Event, the Server would not report an error in
the selectClauseResults parameter if the latter situation existed.

The SimpleAttributeOperand is used in the whereClause to select a value which forms part of
a logical expression. These logical expressions are then used to determine whether a
particular Event should be reported to the Client. The Server shall use a null value if any error
occurs when a whereClause is evaluated for a particular Event. If a Value Attribute has an
uncertain or bad StatusCode associated with it then the Server shall use a null value instead
of the Value.

Any basic FilterOperator in Table 110 may be used in the whereClause, however, only the
OfType FilterOperator from Table 111 is permitted.
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The Server shall validate the whereClauses when a Client creates or updates the EventFilter.
Any structural errors in the construction of the filter and any errors which are true for all
possible Events are returned in the whereClauseResult parameter described in Table 132.
Errors that could occur depending on the state of the Server or the Event are not reported.
Some Servers, like aggregating Servers, may not know all possible EventTypes at the time
the EventFilter is set. These Servers do not return errors for unknown EventTypes or

BrowsePaths.

SubscriptionControlEvents are special Events which are used to provide control information to
the Client. These Events are only published to the Monitoredltems in the Subscription that
produced the SubscriptionControlEvent. These Events bypass the whereClause.

Table 1

b1 defines the Eventkilter structure.

Table 131 — EventFilter structure

A<%

Name Type Description
EventFilter structure Q W >
selectClalises [] SimpleAttribute List of the values to return with ea ve)w N&‘)’ﬁcabg{;. AbN&ast onk valid
Operand clause shall be specified. See 7.&.\5%7\1\ definjtion of SimpleAttribufeOperand.

ContentFilter

Limit the Notifications to

whereClause

thog fathat,nateh the britefia defined by
ContentFilter. The ContenfFilter strusturenis described in 7.4.
The AttributeOperand st{uctufé hay notbe uSed in dn EventFilter.

this

%

Table 132 defines the EventFiltegResult T i e MonitoringFiltgrResult
associated with the EventFilter MonitoriggFh
Table 132 —(EventFilt sultstructure
Name Aype, . NDesetiption
EventFilterResult Structure|
selectClapseResults [] StatusCode Mst\ag;bodes for the elements in the select clause. The size and
of the list matches the size and order of the elements injthe
lectClauses request parameter. The Server returns null for iinavailable
cted Event fields.
selectCla[iseDiagnosticivifo {agnosticlafo list of diagnostic information for individual elements in the sg¢lect clause.
he size and order of the list matches the size and order of thg elements
in the selectClauses request parameter. This list is empty if diagnostics
information was not requested in the request header or if no djagnostic
information was encountered in processing of the select clausgs.
whereClauseResult \ ContentPilter An results associated with the whereClause request parameter.
N Resu The ContentFilterResult type is defined in 7.4.2.

Table 1
defined |i

Nor the selectClauseResults parameter. Common StatusCad

des are

Symbolic Id

Description

Bad_TypeDefinitionInvalid

See Table 166 for the description of this result code.
The typeld is not the Nodeld for BaseEventType or a subtype of it.

Bad_NodeldUnknown

See Table 166 for the description of this result code.
The browsePath is specified but it will never exist in any Event.

Bad_BrowseNamelnvalid

See Table 166 for the description of this result code.
The browsePath is specified and contains a null element.

Bad_Attributeldinvalid

See Table 166 for the description of this result code.
The node specified by the browse path will never allow the given attribute id
returned.

to be

Bad_IndexRangelnvalid

See Table 166 for the description of this result code.

Bad_TypeMismatch

See Table 166 for the description of this result code.
The indexRange is valid but the value of the Attribute is never an array.
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The AggregateFilter defines the Aggregate function that should be used to calculate the
values to be returned. See IEC 62541-13 for details on possible Aggregate functions. It
specifies a startTime of the first Aggregate to be calculated. The samplinginterval of the
MonitoringAttributes (see 7.15) defines how the server should internally sample the underlying
data source. The processinglnterval specifies the size of a time-period where the Aggregate is
calculated. The queueSize from the MonitoringAttributes specifies the number of processed
values that should be kept.

The intention of the AggregateFilter is not to read historical data, the HistoryRead service
should be used for this purpose. However, it is allowed that the startTime is set to a time that

is in thg-past-whenreceivedfromthe server—The numberof Aggregates caleylated in
the past ¢ values
exceedi

The startTime and the processinglnterval can be revised by artTime
should [remain in the same boundary (startTime + *n =
revised$tartTime). That behaviour simplifies accessing hig gregates
using the same boundaries by calling the HistoryRead e\ TRe exteS|bIe Parameter

AggregateFilterResult is used to return the revised valu

Some u
Other s
explaing

The Mo
timer ex
publish.

The Ser

The Agd

with the samg value.
for each Aggregpte type

publish
he next

interval.

AggregateFilter structure

Name

\Typé\ N

Description

AggregateF| Itg\

N\ stuctury”

staﬂTime\\x

@me

Beginning of period to calculate the Aggregate the first time. The sjze of each
period used to calculate the Aggregate is defined by the samplinglpterval of
the MonitoringAttributes (see 7.15).

aggregateType Nodeld The Nodeld of the AggregateFunctionType object that indicates the Aggregate
to be used when retrieving processed data. See |IEC 62541-13 for details.

processinlg_glnterval Duration The period be used to compute the Aggregate.

aggregateConfiguration Aggregate This parameter allows Clients to override the Aggregate configuration settings

Configuration

supplied by the AggregateConfiguration object on a per monitored item basis.
See IEC 62541-13 for more information on Aggregate configurations. If the
Server does not support the ability to override the Aggregate configuration
settings it shall return a StatusCode of Bad_AggregateListMismatch. This
structure is defined in-line with the following indented items.

useServerCapabilities Boolean If value = TRUE use Aggregate configuration settings as outlined by the
Defaults AggregateConfiguration object.
If value=FALSE use configuration settings as outlined in the following
aggregateConfiguration parameters.
Default is TRUE.
treatUncertainAsBad Boolean As described in IEC 62541-13.
percentDataBad Byte As described in IEC 62541-13.
percentDataGood Byte As described in IEC 62541-13.
useSloped Boolean As described in IEC 62541-13.

Extrapolation



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

- 140 - IEC 62541-4:2015 © IEC 2015

The AggregateFilterResult defines the revised AggregateFilter the server can return when an
AggregateFilter is defined for a Monitoredltem in the CreateMonitoredltems or
ModifyMonitoredltems services. The AggregateFilterResult is defined in Table 135. This is the
MonitoringFilterResult associated with the AggregateFilter MonitoringFilter.

Table 135 — AggregateFilterResult structure

Name Type Description
AggregateFilterResult structure
revisedStartTime UtcTime The actual StartTime interval that the Server shall use.

This value is based on a number of factors, including capabilities of the server
to access historical data. The revisedStartTime should remain in the same
boundary as the startTime (startTime + samplinginterval * n =

H A Lot T )
reviseastarcrme) T 7

revisedProcessinglinterval Duration | The actual processinglnterval that the Server shdll use.

The revisedProcessinglnterval shall be a sktwice the
revisedSamplinglnterval for the Monitored|te
7.17 MonitoringMode v

The MoanitoringMode is an enumeration that specifies_w i ting are
enabled| or disabled for a Monitoredltem. The value gf'the publishi ter for a
Subscription does not affect the value of the mo |tor' ] 1 of the
Subscription. The values of this parameter are define

Table 13 M
Value Description
DISABLED 0 The item being monitore sa \Q)aluated and Notifications are not generated or
e Notnjeaﬁag |s sable

SAMPLING| 1 e em Dejng monitore s sample d evaluated, and Notifications are generated pnd
eued, Noti /catfsn rep is disabled.

REPORTING_2 T ing ed is\sampled and evaluated, and Notifications are generated gnd
ueued o catlo rep ing Js enabled.

7.18 NodeAttribut

7.18.1
The Ad : specifying the Attributes for the Nodes to add. The
NodeAf1 [ nsible parameter whose structure depends on the typd of the
Attribute i gt igdentifies the NodeClass that defines the structure of the Aftributes
that follpw. rTypelds are defined in Table 137. The ExtensibleParametel type is
defined|fin 7(1
I —

Symbolic Id Description

ObjectAttributes Defines the Attributes for the Object NodeClass.

VariableAttributes Defines the Aftributes for the Variable NodeClass.

MethodAttributes Defines the Aftributes for the Method NodeClass.

ObjectTypeAttributes Defines the Aftributes for the ObjectType NodeClass.

VariableTypeAttributes Defines the Aftributes for the Variable Type NodeClass.

ReferenceTypeAttributes Defines the Aftributes for the ReferenceType NodeClass.

DataTypeAttributes Defines the Aftributes for the DataType NodeClass.

ViewAttributes Defines the Attributes for the View NodeClass.

Table 138 defines the bit mask used in the NodeAttributes parameters to specify which
Attributes are set by the Client.
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Table 138 — Bit mask for specified Attributes

Field Bit Description
AccessLevel 0 Indicates if the AccessLevel Attribute is set.
ArrayDimensions 1 Indicates if the ArrayDimensions Attribute is set.
Reserved 2 Reserved to be consistent with WriteMask defined in IEC 62541-3.
ContainsNoLoops 3 Indicates if the ContainsNoLoops Attribute is set.
DataType 4 Indicates if the DataType Attribute is set.
Description 5 Indicates if the Description Attribute is set.
DisplayName 6 Indicates if the DisplayName Attribute is set.
EventNotifier 7 Indicates if the EventNotifier Attribute is set.
Executable 8 Indicates if the Executable Attribute is set.
Historizing 9 Indicates if the Historizing Attribute is set.
InverseNgme TO Tndicates I the InverseName ATrbute 1S Set. 7
IsAbstrac] 11 Indicates if the IsAbstract Attribute is set.
MinimumBamplinglnterval 12 Indicates if the MinimumSamplinglnterval Attribute,\i{set.‘
Reserved 13 Reserved to be consistent with WriteMask defingd i IEC 6254 1-3x
Reserved 14 Reserved to be consistent with WriteMask defined in \EC\G25413.
Symmetric 15 Indicates if the Symmetric Attribute is set.,/” N\
UserAccdssLevel 16 Indicates if the UserAccessLevel Attribute g set. N\ /
UserExedutable 17 Indicates if the UserExecutable Attrib/ute\ie\s\e\t. AN / \
UserWrit¢Mask 18 Indicates if the UserWriteMask Attriblte is s&tyc '\ D
ValueRarlk 19 Indicates if the ValueRank Ajtfibute iget™N(, =\
WriteMask 20 Indicates if the WriteMask Attribute.js seb\ >
Value 21 Indicates if the Value Attiblte igset.
Reserved 22:32 | Reservedor future ude. Shat always/bézero
A Y
7.18.2
Table 1
Name Type Degcription\
ObjectAttributes < strdcture { Defings the Attributes for the Object NodeClass.
specifiedpttributes A\%‘T?k that indicates which fields contain valid values.
i hall be ignored if the corresponding bit is set to 0.
/\ %bit values are defined in Table 138.
displayNgme N.ocalizedText ~-S€e IEC 62541-3 for the description of this Attribute.
descriptidn LbcalidedText, | See IEC 62541-3 for the description of this Attribute.
eventNotifier  \| yig See IEC 62541-3 for the description of this Attribute.
writeMasl” \ Uint3g, See IEC 62541-3 for the description of this Attribute.
userWritdMask N\ nt32) See IEC 62541-3 for the description of this Attribute.
N
7.18.3 | VariableAttributes parameter
Table 1 1‘0 dcﬁllco thc \Vlall'abllGAl‘tIl'bul‘Go PGICIIIIUtCI.
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Table 140 — VariableAttributes

Name Type Description
VariableAttributes structure Defines the Attributes for the Variable NodeClass
specifiedAttributes UiInt32 A bit mask that indicates which fields contain valid values.
A field shall be ignored if the corresponding bit is set to 0.
The bit values are defined in Table 138.
displayName LocalizedText See IEC 62541-3 for the description of this Attribute.
description LocalizedText See IEC 62541-3 for the description of this Attribute.
value Defined by the DataType Attribute See IEC 62541-3 for the description of this Attribute.
dataType Nodeld See IEC 62541-3 for the description of this Attribute.
valueRank Int32 See IEC 62541-3 for the description of this Attribute.
arrayDimensions Uint32[] See IEC 62541-3 for the descnptlon of thls Attribute.
accesslLev Byte - ribute.
userAccesELevel Byte See IEC 62541-3 for the degcription sf this’Atfribute.
minimumSgmplingInterval Duration See IEC 62541-3 for the description of Yis Atfribute.
historizing Boolean See IEC 62541-3 for the descriptiomaf thisvattribute.
writeMask Ulnt32 See IEC 62541-3 fok the \{escriptidr of this Alfgibute.
userWriteNlask Uint32 See IEC 62541,8Jor the dasciiption of thidddribute.
7.18.4 | MethodAttributes parameter

Table 141 defines the MethodAttributes parameter.

Table 141 — Met

t utes

Table 142 d

the Qbj

Name Type Déscription < ( W Y v
BaseAttribufes structure Defineg theX(tr\/‘bytes fog the Method ModeClass
specifiedpttributes Uint32 A bit ich fields contain valid values.
A figld shall be |gn rethif the sprresponding bit is set to 0.
The it values gre.definetiin A able 138.
displayNgme Locayfecﬁ:@xt /1 Seq IE\C 62\541 -3) for thés;jescription of this Attribute.
descriptign Local’idae&\{ See IEC'62541-3 foRtb€ description of this Attribute.
executable Hoslean (See IEC§2541-3 foy/the description of this Attribute.
userExecptable Booldar\_ 'See’tEC 62541-3 for the description of this Attribute.
writeMas Unt32 > SesEC\62541-3 for the description of this Attribute.
userWritgMask LIft32 ee IEC 62541-3 for the description of this Attribute.
7.18.5 | ObjectTypeAttributes\parameter

tTypeAttributes parameter.

Table 142 — ObjectTypeAttributes

Name Type Description
ObjectTypefttributes ,srtfucture Defines the Attributes for the ObjectType NodeClass.
specifiedAttributes Uint32 A bit mask that indicates which fields contain valid values.

o

A Id-ahalbai o f b H [TEH $io O
et Sha oS ghoreCI e ComreSponGigOrtS—SeTtoUT

The bit values are defined in Table 138.

displayName LocalizedText See IEC 62541-3 for the description of this Attribute.
description LocalizedText See IEC 62541-3 for the description of this Attribute.
isAbstract Boolean See IEC 62541-3 for the description of this Attribute.
writeMask Uint32 See IEC 62541-3 for the description of this Attribute.
userWriteMask Uint32 See IEC 62541-3 for the description of this Attribute.

7.18.6 VariableTypeAttributes parameter

Table 143 defines the VariableTypeAttributes parameter.
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Table 143 — VariableTypeAttributes

Name Type Description
VariableTypeAttributes structure Defines the Aftributes for the Variable Type NodeClass
specifiedAttributes Uint32 A bit mask that indicates which fields contain valid values.
A field shall be ignored if the corresponding bit is set to 0.
The bit values are defined in Table 138.
displayName LocalizedText See IEC 62541-3 for the description of this Attribute.
description LocalizedText See IEC 62541-3 for the description of this Attribute.
value Defined by the DataType Attribute | See IEC 62541-3 for the description of this Attribute.
dataType Nodeld See IEC 62541-3 for the description of this Attribute.
valueRank Int32 See IEC 62541-3 for the description of this Attribute.
arrayDimensions Uint32 ] See IEC 62541-3 for the description of this Attribute.
isAbstrac Boolean - ipti i ibute.
writeMas Uint32 See IEC 62541-3 for the descriptipn of this\Attribute.
userWritdMask Uint32 See IEC 62541-3 for the description of this AHpibutp.
7.18.7 | ReferenceTypeAttributes parameter
Table 144 defines the ReferenceTypeAttributes parameter.
Table 144 - ReferenceTw te
Name Type Description A )
ReferenceTlypeAttributes structure Defines the Attributeg fqr ﬂ}é ﬁéefqr@nce\ﬂ(pe NodeClass.
specifiedpttributes Uint32 A bi sk thapingicates which fields contajh valid values.
A Mor if the%c;gijo;ﬁhg)bit is set to 0.
The bif values are defined in le 138.
displayNgme LocalizedText See |E66254 13 fog the description of this Attribute.
descriptign LocalizedText See[IEC 62541-3Yqr the dess(iption of this Attribute.
isAbstrac Boolean See\|EC 625413 for the Wesefiption of this Attribute.
symmetrig¢ Boole@ﬁ /1 Seq IE\C 62\541 -3) for thés;jescription of this Attribute.
inverseName See IEC'62541-3 foRtb€ description of this Attribute.
writeMas (See IEC§2541-3 foy/the description of this Attribute.
userWritg 'See’tEC 62541-3 for the description of this Attribute.
7.18.8
Table 14
ble 145 — DataTypeAttributes
Name K \ \ Description
DataTypeAttribﬁl‘e.g N Defines the Attributes for the DataType NodeClass.
specifiedAttributes A bit mask that indicates which fields contain valid values.
A field shall be ignored if the corresponding bit is set to 0.
The bit values are defined in Table 138.
displayName LecalizedFext SeeE6-62541-3for-the-deseription-of-thisAttrbute-
description LocalizedText See IEC 62541-3 for the description of this Attribute.
isAbstract Boolean See IEC 62541-3 for the description of this Attribute.
writeMask Uint32 See IEC 62541-3 for the description of this Attribute.
userWriteMask Uint32 See IEC 62541-3 for the description of this Attribute.

7.18.9 ViewAttributes parameter

Table 146 defines the ViewAttributes parameter.
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Table 146 — ViewAttributes

Name Type Description
ViewAttributes structure Defines the Aftributes for the View NodeClass.
specifiedAttributes Uint32 A bit mask that indicates which fields contain valid values.

A field shall be ignored if the corresponding bit is set to 0.
The bit values are defined in Table 138.

displayName LocalizedText See IEC 62541-3 for the description of this Attribute.
description LocalizedText See IEC 62541-3 for the description of this Attribute.
containsNoLoops Boolean See IEC 62541-3 for the description of this Attribute.
eventNotifier Byte See IEC 62541-3 for the description of this Attribute.
writeMask Uint32 See IEC 62541-3 for the description of this Attribute.
userWriteMask Uint32 See IEC 62541-3 for the description of this Attribute.

7.19 rJotificationData parameters
7.19.1 | Overview

The NotificationMessage structure used in the Subscription

ecifying

different types of NotificationData. The NotificationData param is~ar exten 'b pdrameter

whose gtructure depends on the type of Notification being
Table 147. Other types can be defined by additional par
specifications based on OPC UA. The ExtensiblePara

There may be multiple notifications for a singlg
structure. When that happens the Sefv

order thiat they were queued in the M
as a contiguous block.

Table 147 — Notific

fined in
br other

ionData
e same
appear

Symbolic Idl Desuiption|

DataChang¢ lh‘@@‘lﬁcg\hqn data(ﬁrqmet}\wma change Notifications.

Event k[\lot%a\bu\data p a%&ter used for Event Notifications.

StatusChanpe < > &otiﬁcat& da}a\oar%eth for Subscription status change Notifications.

7.19.2 | DataChs

Table 148 d
structure {
reported

tificationData parameter used for data change notificatio
ed’ data items that are to be reported. Monitored data it

a) if tH yMow
(represented™y itsy StatusCode) is detected;

b) if the-MonitoringMode is set to SAMPLING, the Monitoreditem is linked to a trigger

ns. This
Ems are

status

ng item

and thetriggerimgitenTtriggers:

See 5.12 for a description of the Monitoreditem Service set, and in particular the

MonitoringltemModel and the TriggeringModel.

After creating a Monitoreditem, the current value or status of the monitored Attribute
queued without applying the filter. If the current value is not available after the first s

shall be
ampling

interval the first Notification shall be queued after getting the initial value or status from the

data source.
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Table 148 — DataChangeNotification

Name Type Description
DataChangeNotification structure Data change Notification data.
monitoreditems [] Monitoredltem The list of Monitoredltems for which a change has been detected. This
Notification structure is defined in-line with the following indented items.
clientHandle Integerld Client-supplied handle for the Monitoredltem. The Integerld type is defined in
7.13
Value DataValue The StatusCode, value and timestamp(s) of the monitored Attribute depending
on the sampling and queuing configuration.
If the StatusCode indicates an error then the value is to be ignored.
If not every detected change has been returned since the Server's queue
buffer for the Monitoreditem reached its limit and had to purge out data and
the size of the queue is larger than one, the Overflow bit in the DataValue
TNTOBITS Of the statusCode 1S Set.
DataValue is a common type defined in 7.7. (
diagnosti¢infos [] DiagnosticInfo List of diagnostic information. The size and order of ttfis¥i e the size
is list for
bmpty if
ly of the
7.19.3
Table 14
The Ev ds to a
Client § ing of one or more|Events,
each co d order of the fields feturned
for each
Name
EventNotifidationList sfructuren \Event Notificafiorrdata.
events [] ntFieldlist T Iiﬁ%\?nts being delivered. This structure is defined in-line with the
following nted items.
clientHandle /W bﬁ'\ear:\t-}pplied handle for the Monitoreditem. The Integerld type is d¢fined in
A )
eventFjelds [] seD TM‘S;XO]( selected Event fields. This shall be a one to one match with th¢ fields
ected in the EventFilter.
/\ 7.16.3 specifies how the Server shall deal with error conditions.
7.19.4 geNatification parameter
Table 150 defines' the\NotificationData parameter used for a StatusChangeNotification
The SthtusChangeNotification informs the client about a change in the status of a
Subscription.
Table 150 — StatusChangeNotification
Name Type Description
StatusChangeNotification structure Event Notification data
status StatusCode The StatusCode that indicates the status change.
diagnosticinfo Diagnosticlnfo Diagnostic information for the status change
7.20 NotificationMessage

The components of this parameter are defined in Table 151.
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Table 151 — NotificationMessage

Name Type Description

NotificationMessage structure The Message that contains one or more Notifications.
sequenceNumber Counter The sequence number of the NotificationMessage.
publishTime UtcTime The time that this Message was sent to the Client. If this Message is

retransmitted to the Client, this parameter contains the time it was first
transmitted to the Client.

notificationData [] Extensible The list of NotificationData structures.

Parameter The NotificationData parameter type is an extensible parameter type specified in
NotificationData 7.19. It specifies the types of Notifications that can be sent. The
ExtensibleParameter type is specified in 7.11.

Notifications of the same type should be grouped into one NotificationData
element. If a Subscription contains Monitoreditems for events and data, this

i ins

MonitoredItems only for data or only for events, the @rray size_shatld|always be

one for this Subscription.
7.21 NumericRange
This parameter is defined in Table 152. A formal BNF definitio can be
found in Clause A.3.
The syn struct is
the strin nd “3,2”
are not. e use of
this par A range
represe er shall
always nd “5:5”
are not gers are
defined o other
charactegrs, including white
Multi-dimensional arraj i DYy S ifyi i i parated
by a‘/’ i 2,0:1". A
single € number
instead ensional
array.
Dimens ibute. All
dimensi
All inde h of the
dimensi
When rjeading a value, the indexes may not specify a range that is within the boundjs of the

array. The Server shall return a partial result i some elements exist within the range. The
Server shall return a Bad_IndexRangeNoData if no elements exist within the range.

Bad _IndexRangelnvalid is only used for invalid syntax of the NumericRange. All other invalid
requests with a valid syntax shall result in Bad_IndexRangeNoData.

When writing a value, the size of the array shall match the size specified by the
NumericRange. The Server shall return an error if it cannot write all elements specified by the
Client.

The NumericRange can also be used to specify substrings for ByteString and String values.
Arrays of ByteString and String values are treated as two dimensional arrays where the final
index specifies the substring range within the ByteString or String value. The entire ByteString
or String value is selected if the final index is omitted.
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Table 152 — NumericRange

Name Type Description

NumericRange String A number or a numeric range.
A null string indicates that this parameter is not used.

7.22 QueryDataSet

The components of this parameter are defined in Table 153.

Table 153 — QueryDataSet

Name Type Description
QueryData$et structure Data related to a Node returned in a Query responée.
nodeld ExpandedNodeld The Nodeld for this Node description.
typeDefinftionNode ExpandedNodeld The Nodeld for the type definition for this di\NescriNio}u\
values [] BaseDataType Values for the selected Attributes. The order of\returneditem mat?ﬂ}es the
order of the requested items. There is an entry for each.requested item for the
given TypeDefinitionNode that mat selected instancexthis includes any
related nodes that were specified using a relati selected
instance’s TypeDefinitionNod folipd for’a given|requested

item a null value is returned fo i \ e has\a bad statug, the
StatusCode is returned i i alues exist for a

. If the requested [tem is a
ReferenceDescription is

| have the same size but fhe other

7.23 I]‘eadValueld
The components of this pdram ed fi& Table 154.

9,
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Table 154 — ReadValueld

Name Type Description
ReadValueld structure Identifier for an item to read or to monitor.
nodeld Nodeld Nodeld of a Node.
attributeld Integerld Id of the Attribute. This shall be a valid Aftribute id. The Integerld is defined in
7.13. The Integerlds for the Attributes are defined in IEC 62541-6.
indexRange NumericRange This parameter is used to identify a single element of an array, or a single range

of indexes for arrays. If a range of elements is specified, the values are returned
as a composite. The first element is identified by index O (zero). The
NumericRange type is defined in 7.21.

This parameter is null if the specified Attribute is not an array. However, if the
specified Aftribute is an array, and this parameter is null, then all elements are to
be included in the range.

dataEncoding

QualifiedName.

This-barameter-sbecifies-the-BrowseName-of-the-D.

that the

Server should use when returning the Value Attribufe of a is an error
to specify this parameter for other Attributes.
A Client can discover what DataTypeEncoding wing the

HasEncoding Reference from the DataTyp€ Nose I . ?
the

DataType Nodes are not visible in th
BrowseNames are:

Each DataType shall
not have a true bip

ypes that do
encoding)
nsidered to
e XML-

L
encodings

he Default
b (see

he

hoose the

s$pecified for a Momtoredltem the Server shall sef the
ed bit in the StatusCode (see 7.33) if the DataTypeEfcoding
the

7.24 1
The co

Table 155 — ReferenceDescription

Name Type Description
ReferenceQescfiption structure Reference parameters returned for the Browse Service.
referenceTypetd Nodetd Nodetdof the-Refererce Type that defimes the Refererce:
isForward Boolean If the value is TRUE, the Server followed a forward Reference. If the value is
FALSE, the Server followed an inverse Reference.
nodeld Expanded Nodeld of the TargetNode as assigned by the Server identified by the Server
Nodeld index. The ExpandedNodeld type is defined in 7.10.
If the serverindex indicates that the TargetNode is a remote Node, then the
nodeld shall contain the absolute namespace URI. If the TargetNode is a local
Node the nodeld shall contain the namespace index.
browseName1) QualifiedName The BrowseName of the TargetNode.
displayName LocalizedText The DisplayName of the TargetNode.
nodeClass') NodeClass NodeClass of the TargetNode.
typeDefinition™) Expanded Type definition Nodeld of the TargetNode. Type definitions are only available for
Nodeld the NodeClasses Object and Variable. For all other NodeClasses a null Nodeld

shall be returned.

1) If the Server index indicates that the TargetNode is a remote Node, then the browseName, nodeClass and typeDefinition may
be null or empty. If they are not, they might not be up to date because the local Server might not continuously monitor the
remote Server for changes.
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The components of this parameter are defined in Table 156.

Table 156 — RelativePath

Name Type Description
RelativePath structure Defines a sequence of References and BrowseNames to follow.
elements [] RelativePath A sequence of References and BrowseNames to follow. This structure is defined
Element in-line with the following indented items.
Each element in the sequence is processed by finding the targets and then using
those targets as the starting nodes for the next element. The targets of the final
element are the target of the RelativePath.
refere pTyppId Nodeld The type aof reference to fo
The current path cannot be followed any further if the referenceTypeld is not
available on the Node instance.
If not specified then all References are inclu
includeSubtypes is ignored.
isinvere Boolean Indicates whether the inverse Referenc; sh\\dt}e\féﬂ%emé\)«(rse
reference is followed if this value is T
includgSubtypes Boolean Indicates whether subtypes of the Re rencei?p& stiquld b followed. Subtypes
are included if this value is TRQE/\,\ \
targetName QualifiedName The BrowseName of the target

The final element may have an
the references identified by
RelativePath.

The targetName gha iedNor all\gther elements.
Th ent p annot be fplio @- her if no targets with the
Browse xist.

the targets of thq

\M% situation al| targets of

specified

A Relat
set of N

A text
example

The components o

7.26 1equestr

e targets of the RelativePath
e elements in RelativePath.

are the

used in
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Table 157 — RequestHeader

Name Type Description
RequestHeader structure Common parameters for all requests submitted on a Session.
authenticationToken Session The secret Session identifier used to verify that the request is associated with
AuthenticationToken | the Session. The SessionAuthenticationToken type is defined in 7.29.
timestamp UtcTime The time the Client sent the request. The parameter is only used for diagnostic
and logging purposes in the server.
requestHandle Integerld A requestHandle associated with the request. This client defined handle can
be used to cancel the request. It is also returned in the response.
returnDiagnostics UInt32 A bit mask that identifies the types of vendor-specific diagnostics to be

returned in diagnosticinfo response parameters.
The value of this parameter may consist of zero, one or more of the following
values. No value indicates that diagnostics are not to be returned.

PRV

\%

S

B - . .
Ulayl TOSUTS (U TetarT

0x0000 0001 ServicelLevel / Symbolicld
0x0000 0002 Servicelevel / Localized¥ext
0x0000 0004 ServicelLevel / Additigra

0x0000 0008 Servicelevel / Inner StatusCode
0x0000 0010 A

0x0000 0020

0x0000 0040 Operatiol

0x0000 0080

0x0000 0100

0x0000 0200

penents, level and type, as
br if no
5t, then

cs in the diagnosticinfo of the Service.
returhdiagnostics in the diagnosticinfo defined for
individual operations requested in the Service.

—h

refurn a namespace-qualified, symbolic identifier for an
érror or condition. The maximum length of this|identifier is
32 characters.
return up to 256 bytes of localized text that degcribes the
symbolic id.
return a byte string that contains additional diapnostic
information, such as a memory image. The format of this
byte string is vendor-specific, and may depend on the type
> of error or condition encountered.

InnerStatusCode return the inner StatusCode associated with the operation
or Service.
return the inner diagnostic info associated with| the
operation or Service. The contents of the inner| diagnostic
info structure are determined by other bits in tHe mask.
Note that setting this bit could cause multiple Igvels of
nested diagnostic info structures to be returned.

InnerDiagnostics

auditEntryld

An identifier that identifies the Client's security audit log entry assogiated with
this request. An empty string value means that this parameter is ngt used.
The AuditEntryld typically contains who initiated the action and from where it

was initiated. The AuditEventld is included in the AuditEvent to allow human
readers to correlate an Event with the initiating action.
More details of the Audit mechanisms are defined in 6.2 and in IEC 62541-3.

timeoutHint

Uint32

This timeout in milliseconds is used in the Client side Communication Stack to
set the timeout on a per-call base.

For a Server this timeout is only a hint and can be used to cancel long running
operations to free resources. If the Server detects a timeout, he can cancel the
operation by sending the Service result Bad_Timeout. The Server should wait
at minimum the timeout after he received the request before cancelling the
operation. The Server shall check the timeoutHint parameter of a
PublishRequest before processing a PublishResponse. If the request timed
out, a Bad_Timeout Service result is sent and another PublishRequest is used.
The value of 0 indicates no timeout.

additionalHeader

Extensible
Parameter
AdditionalHeader

Reserved for future use.
Applications that do not understand the header should ignore it.



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

IEC 62541-4:2015 © IEC 2015

7.27 ResponseHeader

- 151 -

The components of this parameter are defined in Table 158.

Table 158 — ResponseHeader

Name Type Description
ResponseHeader structure Common parameters for all responses.
timestamp UtcTime The time the Server sent the response.
requestHandle Integerld The requestHandle given by the Client to the request.
serviceResult StatusCode OPC UA-defined result of the Service invocation. The StatusCode type is

defined in 7.33.

serviceDiagnostics

Diagnosticinfo

Diagnostic information for the Service invocation. This parameter is empty if

IOy TroStTCS T o TatoT T wasS o TeqU T STeU T T O Te T A>3 . 3
Diagnosticinfo type is defined in 7.8. T f
stringTabje [] String There is one string in this list for each unique n ic idlentifier,
and localized text string contained in all of th
parameters contained in the response (se 4)1in this
table by its zero-based index.
additionalHeader Extensible Reserved for future use.
Parameter Applications that do not understa d th header ould igno
AdditionalHeader

7.28

TrwceFault
The components of this parameter are defined i

The Se when a
service to what
was prq evel of
diagnosti by the returnDiagnostics pdrameter
in the R

Tahle™M59 > ServiceFault

o

Name NFype\ Description
ServiceFault stfuctura /A 8rrdr response sent when a service level error occurs.

responseHeader Raspansefteader, | Cophmon response parameters (see 7.27 for ResponseHeader definition).
7.29 S nticationToken

The Seq icatiorNoken type is an opaque identifier that is used to identify rfequests
associa icular Session. This identifier is used in conjunction with the
Secure( jent Certificate to authenticate incoming messages. It is the secret form
of the s¢ssionld fo ernal use in the Client and Server Applications.

A Server returns a SessionAuthenticationToken in the CreateSession response. The Client
then sends this value with every request which allows the Server to verify that the sender of
the request is the same as the sender of the original CreateSession request.

For the purposes of this discussion, a Server consists of application (code) and a
Communication Stack as shown in Figure 29. The security provided by the
SessionAuthenticationToken depends on a trust relationship between the Server application
and the Communication Stack. The Communication Stack shall be able to verify the sender of
the message and it uses the SecureChannelld or the Client Certificate to identify the sender
to the Server. In these cases, the SessionAuthenticationToken is a UlInt32 identifier that
allows the Server to distinguish between different Sessions created by the same sender.
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Application

Server Communication

IEC

Figure 29 — Logical layers of a Server

In some cases, the application and the Communication Stack cannot exchange information at
runtime which means the application will not have access to the SecureChannelld or the
Cert’flc = 2] O 2ale ar= - - ar=iaiar=. a ar= = <l = ars =1ala i ,_.--SI ap= ,reate a
random|ByteString value that is at least 32 bytes long. This value shall be kept segret and
shall always be exchanged over a SecureChannel with encryption enabled. Fhe Admipistrator
is responsible for ensuring that encryption is enabled. The Profiles ji \B6C 62847 g define
additional requirements for a ByteString SessionAuthenticationTokeR.

Client gnd Server applications should be written to be i e Seturehannel
implementation. Therefore, they should always treat tke S icationTaoken as
secret information even if it is not required when using som aChannre/implementations.

Figure 30 illustrates the information exchanged be ) the Client, the’Server and the Server
Commuhication Stack when the Clien i ‘ 1 entigationToken. In this figure
the GetSecureChannelinfo step repr the Communicatign Stack
implementation.

Client Serye

OpenSe(@g(\
« Cliagt Certificate
OpenSecureChannel Respokse

« SéeureChannelld

Server

CreataSessi
N\

ient Céel 'fica\té\/
GetSecureChannelinfo

» Endpoint Url

* Security Policy

* Security Mode

+ Secure Channel Id
« Client Certificate

CraateSession Response

Sessionld
« AuthenticationToken

ActivateSession

« Sessionld
« AuthenticationToken GetSecureChannelinfo

+ Secure Channel Id
« Client Certificate

ActivateSession Response

IEC

Figure 30 — Obtaining a SessionAuthenticationToken

The SessionAuthenticationToken is a subtype of the Nodeld data type; however, it is never
used to identify a Node in the address space. Servers may assign a value to the
Namespacelndex; however, its meaning is Server specific.
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The components of this parameter are defined in Table 160.

Table 160 — SignatureData

Name Type Description
SignatureData structure Contains a digital signature created with a Certificate.
signature ByteString This is a signature generated with the private key associated with a Certificate.
algorithm String A string containing the URI of the algorithm.
The URI string values are defined as part of the security profiles specified in
IEC 62541-7.
7.31 SlignedSoftwareCertificate
A SigneldSoftwareCertificate is a ByteString containing an encoded The encoding
of a SignedSoftwareCertificate depends on the security technolo efined
completely in IEC 62541-6. Table 161 specifies the informatio imed in a
SignedSoftwareCertificate.
Table 161 — SignedSoftwareCertific
Name Type Description /A~
SignedSoftwareCertificate structure A SoftwareCertificate with a\sigr&tl/re grea%q by Certifying Authority.
version String An identifigr for the velsiomofthe Cérflfidate ensoding.
serialNurber ByteString | A uniqug idehtifierdor the Certifichte)assigned sy the Issuer.
signatureflgorithm String The algorithm usedtqQ sign'the Ce)‘{{ic:tgé/
The syn;&tm%\;%d\s on th Ttificate encoding.
signature| ByteString | The sign,’ﬁure createENgy\{le Iss\gr.
issuer Structure | A name that idgntifies.the\/sSuer Cartificate used to create the signature.
validFron| UtcTiné\_ | When-the \Certificate hecomes VAlid.
validTo UtcTime \When thaxCatificate-éxpikes”
subject uctuN A name that Wproduct which the Certificate describes.
T\/\ Thiw ir-the productName and vendorName from the
\Qoftw eCeificate,
subjectAl{fName [] &/ Structure AT‘rs%o\fa rn\at@f{ames for the product.
Jhis-list shalinclude the productUri specified in the SoftwareCertificate.
publicKey A Bytéﬁtrirﬁ\ T}"re/ﬁs@ic,l(ey associated with the Certificate.
keyUsage [] ring w how the Certificate key may be used.
SoftwareCertificate may only be used for creating Digital Signatures and Non-
/\ Repudiation. The contents of this field depends on the Certificate encoding.
softwared ertificé& @y‘feﬁtrir}g\’ /T he XML encoded form of the SoftwareCertificate stored as UTF8 text.
& IEC 62541-6 describes the XML representation for the SoftwareCertificatq.
7.32 SpoftwareCertificate

The components of this parameter are defined in Table 162.
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Table 162 — SoftwareCertificate

Name Type Description
SoftwareCertificate Structure A Certificate describing a product.
productName String The name of the product that is certified. This field shall be specified.
productUri String A globally unique identifier for the product that is certified.
This field shall be specified.
vendorName String The name of the vendor responsible for the product. This field shall be specified.
vendorProductCertificate ByteString The DER encoded form of the X509 Certificate which is assigned to the product by
the vendor.
This field may be omitted.
softwareVersion String Software version. This field shall be specified.
buildNumber String Build number. This field shall be specified.
buildDate UtcTime Date and time of the build. This field shall be specified.
issuedBy String URI of the certifying authority. This field shall be spec'yf"ed
issueDatg UtcTime Specifies when the Certificate was issued by the ci’m&/m authority.
This field shall be specified.
supportedProfiles [] structure List of supported Profiles. This structure is de@ B\W\'N\W&gng
indented items.
organigationUri String A URI that identifies the organization thét defineththe\profite,
profilelp String A string that identifies the Profile. \
compliginceTool String A string that identifies the tool or{ertim?‘sqti\cp ngthod use\s(for complianjce testing.
complignceDate UtcTime Date and time of the compliance test._
complifinceLevel Enum An enumeration that specjfies the ¢ W}‘ thé Profile. It had the
Compliance | following values:
Level UNTESTED_O ilitf\has notbeen tested successfully
PAR IAL 1 yjli been partially tested and has
passéd critical ifying authority
SEDKTES rofile capab|l|t has been successfully tested using a
self-test ing authority.
CE iled capability has been successfully tested by a

testin orga(n‘s:ation thoxized by the certifying authority.

unsupgortedUnitlds [] Strin e |d fle for e op! iomalConformance units that were not tested. Bee
2/\ IEC a detailedexplanation.

7.33 StatusCode

7.33.1 Gener@
A Staty [ | value that is used to report the outcomg of an
operatid Server. This code may have associated diagnostic

information tha status in more detail; however, the code by itself is intgnded to
provide |Cliefs i enough information to make decisions on how to progess the
results ¢

The StdtusCode-is a\32-bit unsigned integer. The top 16 bits represent the numeric yalue of
the cod be/used for detecting specific errors or conditions. The bottom 16 |bits are
bit flags| that contain additional information but do not affect the meaning of the Status{ode.

All OPC UA Clients shall always check the StatusCode associated with a result before using
it. Results that have an uncertain/warning status associated with them shall be used with care
since these results might not be valid in all situations. Results with a bad/failed status shall
never be used.

OPC UA Servers should return good/success StatusCodes if the operation completed
normally and the result is always valid. Different StatusCode values can provide additional
information to the Client.

OPC UA Servers should use uncertain/warning StatusCodes if they could not complete the
operation in the manner requested by the Client, however, the operation did not fail entirely.

The exact bit assignments are shown in Table 163.
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Table 163 — StatusCode Bit Assignments

Field

Bit Range

Description

Severity

30:31

Indicates whether the StatusCode represents a good, bad or uncertain condition.
have the following meanings:
Good 00
Success
Uncertain
Warning
Bad Failure

results may be used.
01

10
be used.
Reserved 11

this severity as “Bad”.

These bits

Indicates that the operation was successful and the associated
Indicates that the operation was partially successful and that
associated results might not be suitable for some purposes.
Indicates that the operation failed and any associated results cannot

Reserved for future use. All Clients should treat a StatusCode with

Reserved

29:29

wire but may be used by OPC UA ap

Reserved for use in OPC UA application specific APIs. This bit shall always be zero on the
ifi ecific status codes.

Reserved

2828

Reserved for future use. Shall always be zero.

SubCode

16:27

symbolic name and a numeric value. All descriptions in t PC UA spegification

symbolic name. IEC 62541-6 maps the symbolic nam umexic value.

The code is a numeric value assigned to represent differen ohditions. Eadhcod
on

e has a
refer to the

StructureCh

hnged

15:15

Indicates that the structure of the associated data

This bit has meaning only for/St reftigned as part of a data change No
the HistoryReag! StatusC used her(contexts shall always set this bit to 2

st
ptadata.
123
Variable

ing routines

ification or
ero.

SemanticsCi

hanged

nfics of the assodiated~data|Vélue have changed. Clients
iNhey resread the metadata associated with the Varia
is bit i theymetadata haschanged in way that could cause

should not
le.
pplication
engineering

able. Other
ions that

ification or
ero.

Reserved

InfoType

d

The info bits are not used and shall be set to zero.

returned from the Server. This flag is only used in
with StatusCodes defined in IEC 62541-8.
Reserved for future use. The info bits shall be igng

\Rese ed

1X

eanings:

The StatusCode and its info bits are associated with a data valug

tombination

red.

InfoBits

0:9 N\
INN

Additibnal information bits that qualify the StatusCode.
The structure of these bits depends on the Info Type field.

Table 1

N

%

b4 describes the structure of the InfoBits when the Info Type is set to DataVall

e (01).



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

- 156 — IEC 62541-4:2015 © IEC 2015

Table 164 — DataValue InfoBits

Info Type Bit Range Description

LimitBits 8:9 The limit bits associated with the data value. The limits bits have the following meanings:
Limit Bits Description
None 00 The value is free to change.
Low 01 The value is at the lower limit for the data source.
High 10 The value is at the higher limit for the data source.
Constant 11 The value is constant and cannot change.

Overflow 7 This bit shall only be set if the Monitoredltem queue size is greater than 1.

If this bit is set, not every detected change has been returned since the Server's queue buffer for
the Monitoredltem reached its limit and had to purge out data.

Reserved 5:6 Reserved for future use. Shall always be zero.

HistorianBits 0:4 These bits are set only when reading historical data. They indicate wh the data value came
from and provide mrormaton that alfects now the Client uses the daga value, 1he hisjorian bits
have the following meaning:

Raw XXX00 A raw data value.
Calculated XXX01 A data value which was calculdted:
Interpolated XXX10 A data value which was interpolat
Reserved XXX11 Undefined.
Partial XX1XX A data value which wa nterval.
Extra Data X1IXXX A raw data value th e g ame timgstamp.
Multi Value TXXXX Multiple values rfiratch th \ a iteka (i.e. igle
minimum v: t differenttimes e
interval).
IEC 62541-11 describes how these bitz:;;hg il.
7.33.2 | Common StatusCodes
Table 165 defines the common Statug§ man one
service.| It does not provide a comp sed as
operatign level result code. ¥ 41-€ mbolic names to a numeric vdlue and

provides a complete list of

9,
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Table 165 — Common Service Result Codes

Symbolic Id

Description

Good

The operation was successful.

Good_CompletesAsynchronously

The processing will complete asynchronously.

Good_SubscriptionTransferred

The subscription was transferred to another session.

Bad_CertificateHostNamelnvalid

The HostName used to connect to a Server does not match a HostName in the
Certificate.

Bad_ CertificatelssuerRevocationUnknown

It was not possible to determine if the Issuer Certificate has been revoked.

Bad_ CertificatelssuerUseNotAllowed

The Issuer Certificate may not be used for the requested operation.

Bad_CertificatelssuerTimelnvalid

An Issuer Certificate has expired or is not yet valid.

Bad_CertificatelssuerRevoked

The Issuer Certificate has been revoked.

Bad_ Certificatelnvalid

The Cedificate provided as a parameteris not valid

Bad_Certifi¢ateRevocationUnknown

It was not possible to determine if the Certificate has been revoked.

Bad_CertififateRevoked The Certificate has been revoked. A NS

Bad_CertifigateTimelnvalid The Certificate has expired or is not yet valid. /\ \

Bad_Certifi¢ateUrilnvalid The URI specified in the ApplicationDescriptios\doémet\ma\stH\UR/I)n the
Certificate.

Bad_CertififateUntrusted The Certificate is not trusted. < X D

Bad_CertifigateUseNotAllowed

The Certificate may not be used forthe réquest\edhﬁera\'@n.

Bad_CommunicationError

A low level communication error degurreth, \ \

Bad_DataTypeldUnknown

The extension object cannW\i\be%Wata type id |s not

recognized.

Bad_DecodjngError

Decoding halted because| of in¢alid dataNnthe streap.

Bad_EncodjngError

Encoding halted begatise \of ip¥alid data in'the objects being serialized.

Bad_EncodjngLimitsExceeded

Them ge encogjng/decoding |i®impos by the Communication|Stack have
beenexceeded.

Bad_ldentity Tokenlnvalid

N
The useridentity tokens nokvalid.

Bad_IdentityTokenRejected

The usfr identity token idvalid but the server has rejected it.

Bad_InternglError

An inteknal ekror decurreq as.a pésult of a programming or configuration error.

Bad_InvalidArgument

Codes shall
only by
f valid
Bad_InvalidState e-op atibq,eénnot be completed because the object is closed, uninitialized or in
sorhe othex invalid state.

Bad_lnvalidTimestamp <

Nbetimestamp is outside the range allowed by the server.

Bad_Noncefnvalid

The n)nce does appear to be not a random value or it is not the correct|length.

Bad_NothingToDo \\

was nothing to do because the client passed a list of operations With no
elements.

Bad_OutOfjemory

Not enough memory to complete the operation.

The request was cancelled by the client.

Bad_RequestCangelledByGlient \\
X >

Bad_RequeStTooLargd\

The request message size exceeds limits set by the server.

Bad_RespohseToolargd) = \

The response message size exceeds limits set by the client.

Bad_RequestHeadatiivalid

The header for the request is missing or invalid.

Bad_ResourceWnavailable

An operating system resource is not available.

Bad_Secur¢Charinelldinvalid

The specified secure channel is not longer valid.

Bad_SecurityChecksFailed

An error occurred while verifying security.

Bad_ServerHalted

The server has stopped and cannot process any requests.

Bad_ServerNotConnected

The operation could not complete because the client is not connected to the server.

Bad_ServerUrilnvalid

The Server URI is not valid.

Bad_ServiceUnsupported

The server does not support the requested service.

Bad_SessionldInvalid

The session id is not valid.

Bad_SessionClosed

The session was closed by the client.

Bad_SessionNotActivated

The session cannot be used because ActivateSession has not been called.

Bad_Shutdown

The operation was cancelled because the application is shutting down.

Bad_Subscriptionldinvalid

The subscription id is not valid.

Bad_Timeout

The operation timed out.

Bad_TimestampsToReturninvalid

The timestamps to return parameter is invalid.

Bad_TooManyOperations

The request could not be processed because it specified too many operations.

Bad_UnexpectedError

An unexpected error occurred.

Bad_UnknownResponse

An unrecognized response was received from the server.

Bad_UserAccessDenied

User does not have permission to perform the requested operation.

Bad_ViewldUnknown

The view id does not refer to a valid view Node.
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Symbolic Id

Description

Bad_ViewTi

mestamplnvalid

The view timestamp is not available or not supported.

Bad_ViewParameterMismatchlinvalid

The view parameters are not consistent with each other.

Bad_ViewVersionlnvalid

The view version is not available or not supported.

Table 166 defines the common StatusCodes for all operation level results used in more than
one service. It does not provide a complete list. IEC 62541-6 maps the symbolic names to a
numeric value and provides a complete list of StatusCodes including codes defines in other
parts. The common Service result codes can be also contained in the operation level.

Table 166 — Common Operation Level Result Codes
Symbolic | Description
Good_Clamped The value written was accepted but was clamped. (
Good_Over|oad Sampling has slowed down due to resource limitations.,/” N ~_
AN\
Uncertain The value is uncertain but no specific reason is known. \
Bad The value is bad but no specific reason is known. N )
Bad_Attributeldinvalid The attribute is not supported for the speCified Nodex. 1>~ \
Bad_BrowsgDirectioninvalid The browse direction is not valid. e N
Bad_BrowsgNamelnvalid The browse name is invalid. N \
Bad_ContentFilterinvalid The content filter is not valid. / N
Bad_ContinuationPointinvalid The continuation point provi emt nger. valid.
This status is eturne% intagion 'n?v%?eleted or the address space was
changed between the Browse galls. N
Bad_DataEpcodinglnvalid The data encodings myalid. w
\X{: be applied because an Aftribute other than
e of the Value Attribute is not a subtype ppf the
Structure DataType._
Bad_DataEpcodingUnsupported The server dpes not support e}egyésted data encoding for the node.
<\ﬂ1§m ed ifq dafaEncoging can be applied but the passed data encpding is not
khown to theNSeryer.
Bad_Eventfilterinvalid N The eventdilter tsiotvalid. /
Bad_FilterNotAllowed | AmonitsringXilter Sannot be used in combination with the attribute specified.
Bad_FilterCperandinvalid \_ "\ The\operand used in 3 content filter is not valid.
Bad_Histor{Operationltnalid” < Fhe history details\arameter is not valid.
Bad_Histor{OperationUnsUpported Theseryerdoesg’not support the requested operation.
Bad_IndexRangelnvalid "\ “Yhe'syntaxoFthe index range parameter is invalid.
Bad_IndexRangeNoDatd, \ No'data exsts within the range of indexes specified.
Bad_MonitdredItemPFitterinvalid\ “Fhe monitored item filter parameter is not valid.
Bad_MonitdredItefyFilternguppdcted \| Theserver does not support the requested monitored item filter.
Bad_MonitdreditemiInvalid ™.~ \ | We monitoring item id does not refer to a valid monitored item.
Bad_MonitdfingModelvalig\. \ | The monitoring mode is invalid.
Bad_NoCommuni atio}r\ Communication with the data source is defined, but not established, and therg is no last
known value available.
This status/sub-status is used for cached values before the first value is recejved or for
Write and Call if the communication is not established.
Bad_NoContinuationPoints | The operation could not be processed because all continuation points have been

allocated.

Bad_NodeClasslInvalid

The node class is not valid.

Bad_NodeldInvalid

The syntax of the node id is not valid.

Bad_NodeldUnknown

The node id refers to a node that does not exist in the server address space.

Bad_NoDeleteRights

The Server will not allow the node to be deleted.

Bad_NodeNotInView

The nodesToBrowse is not part of the view.

Bad_NotFound

A requested item was not found or a search operation ended without success.

Bad_Notimplemented

Requested operation is not implemented.

Bad_NotReadable

The access level does not allow reading or subscribing to the Node.

Bad_NotSupported

The requested operation is not supported.

Bad_NotWritable

The access level does not allow writing to the Node.

Bad_Object

Deleted

The object cannot be used because it has been deleted.

Bad_OutOfRange

The value was out of range.

Bad_ReferenceTypeldinvalid

The reference type id does not refer to a valid reference type node.

Bad_SourceNodeldInvalid

The source node id does not refer to a valid node.

Bad_StructureMissing

A mandatory structured parameter was missing or null.
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Symbolic Id Description
Bad_TargetNodeldInvalid The target node id does not refer to a valid node.
Bad_TypeDefinitioninvalid The type definition node id does not reference an appropriate type node.
Bad_TypeMismatch The value supplied for the attribute is not of the same type as the attribute's value.
Bad_WaitingForlnitialData Waiting for the server to obtain values from the underlying data source.
After creating a Monitoreditem, it may take some time for the server to actually obtain
values for these items. In such cases the server can send a Notification with this status
prior to the Notification with the first value or status from the data source.

7.34 TimestampsToReturn

The TimestampsToReturn is an enumeration that specifies the Timestamp Attributes to be
transmitted for Monitoredltems or Nodes in Read and HistoryRead. The values of this

parametger-are defiret-n—Table—467

Table 167 — TimestampsToReturn Value/\ &

Value Description

SOURCE_( Return the source timestamp. Q \ \ >
SERVER 1 Return the Server timestamp. \ \
BOTH_2 Return both the source and Server timestamps.

For HistoryRead this is not a valrd@

7.35 UserldentityToken parameters

NEITHER _ Return neither timestamp.
This is the default value for Monitored| mﬁVana valu t being accessed.

7.35.1 | Overview

The UsérldentityToken sty J efvice Set allows Clients to specify the
identity |of the user they axe a i g exact mechanism used to identify users
depends on the syste ion g different types of identity tokens are based on the
most common mechaniis 8d im\systems today. Table 168 defines the cufrent set
of user {dentity t S. [ q er type is defined in 7.11.

/\T@tﬂ 8= dentityToken parameterTypelds
Symbolic Id Description

Anonymous dentitﬁok%\ \No @er in%;mation is available.

UserNamel ien’ﬁQ(TBken N A A\(ser %‘e'ntified by user name and password.

X5091dentitfFaken ™\ <\ A user identified by an X509v3 Certificate.

Issuedldent tyTo%ﬂ\ O\ \ Mer identified by a WS-SecurityToken.

to the

The Clientsshall always prove possession of a Userldent/tyToken when it passes i
Server. A gcept as
proof. In order to protect these secrets the Token may be encrypted before it is passed to the
Server. The profiles defined in IEC 62541-7 specify where encryption shall be applied. Other
types of tokens allow the Client to create a signature with the secret associated with the
Token. In these cases, the Client proves possession of a UserldentityToken by appending the
last ServerNonce to the ServerCertificate and uses the secret to produce a Signature which is
passed to the Server.

Each UserldentityToken allowed by an Endpoint shall have a UserTokenPolicy specified in the
EndpointDescription. The UserTokenPolicy specifies what SecurityPolicy to use when
encrypting or signing. If this SecurityPolicy is omitted then the Client uses the SecurityPolicy
in the EndpointDescription. If the matching SecurityPolicy is set to None then no encryption or
signature is required. It is recommended that Applications never set the SecurityPolicy to
None for UserTokens that include a secret because these secrets could be used by an
attacker to gain access to the system.
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Table 169 describes how to serialize UserldentityTokens before applying encryption.

Table 169 — UserldentityToken Encrypted Token Format

Name Type Description
length Byte[4] The length of the encrypted data including the ServerNonce but excluding the length field.
This field is a 4 byte unsigned integer encoded with the least significant bytes appearing first.
tokenData Byte[*] The token data.
serverNonce Byte[*] The last ServerNonce returned by the server in the CreateSession or ActivateSession response.
7.35.2 AnonymousldentityToken
The And
Table 1
Name Type Description N\ Y U7\
AnonymousjdentityToken structure An anonymous user identity. AR >
policyld String An identifier for the UserTokénPolity thatthe tokemconfofms to.
The UserTokenPolicy stricture-is, defingdhin"A36.
7.35.3 | UserNameldentityToken G
The UserNameldentityToken is used to_pas e Username/password credential$ to the
Server.
This toKen shall be encrypted by Policy of
the UsefrTokenPolicy in the tyPolicy
for the UserTokenPolig ansport
layer ercryption is av tyPolicy
is Noneg| then thg”passw juration
should pot be use a VPN.
The usg of this conf security
fault, in ake the
passwo
If the td nd then
serializd
The Ser
If the Sexr‘urifypnliny is None then the pnccm/nrr'l nnly contains-the UTE-8 encoded pas word.

Table 171 defines the UserNameldentityToken parameter.
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Table 171 — UserNameldentityToken

Name Type Description
UserNameldentityToken structure UserName value.
policyld String An identifier for the UserTokenPolicy that the token conforms to.
The UserTokenPolicy structure is defined in 7.36.
userName String A string that identifies the user.
password ByteString The password for the user. The password can be an empty string.

This parameter shall be encrypted with the Server’s Certificate using the algorithm
specified by the SecurityPolicy.

encryptionAlgorithm String A string containing the URI of the AsymmetricEncryptionAlgorithm.

The URI string values are defined names that may be used as part of the security
profiles specified in IEC 62541-7.

This parameter is null if the password is not encrypted.

Table 1[f2 describes the dependencies for selecting the Asymmetric j ithm for
the UsérNameldentityToken. The SecureChannel SecurityPolicy [ [ in the
EndpointDescription and used in subsequent OpenSecurgCh s The
UserTokenPolicy SecurityPolicy URI is specified in th | iptich. The
encryptionAlgorithm is specified in the UserNameldentity Roken fyToken
provided by the Client in the ActivateSession call.

Table 172 — EncryptionAlgofithm

)
SecureChahnel SecurityPolicy UserTokenPolicy SecurityPetick > [/UserNameldentityToken EncryptiorjAlgorithm

Security Policy — None Null A\ NI >
Security Policy — None Security Policg —Nore <~ ( Now/ N
Security Policy — None Security Policy l@the?\ symn}étric algorithm for "Other"
Security Policy — Other Null PN N\ Asymmetric algorithm for "Other"
Security Policy — Other Security PoIicy(— Yet ,aQothe?\ Asymmetric algorithm for "Yet anothef"
Security Policy — Other Security PoIicy\r Oth‘Qr Asymmetric algorithm for "Other"
Security Policy — Other Security Polisy ~Wone\ 3 N Null
7.35.4
The X5( used’to passan X509v3 Certificate which is issued by the usger.
This tok by a signature in the userTokenSignature pgrameter
of Acti | the SecurityPolicy. The Server should splecify a
Security RenPolicy if the SecureChannel has a SecurityPolicy of None.
Table 1 IdentityToken parameter.
Table 173 — X509 Identity Token
Name Type Description
X509IdentityFoken stracture X569v3-valte:
policyld String An identifier for the UserTokenPolicy that the token conforms to.
The UserTokenPolicy structure is defined in 7.36.
certificateData ByteString The X509 Certificate in DER format.

7.35.5 IssuedldentityToken

The IssuedldentityToken is used to pass WS-Security compliant SecurityTokens to the
Server.

WS-Security defines a number of token profiles that may be used to represent different types
of SecurityTokens. For example, Kerberos and SAML tokens have WSS token profiles and
shall be exchanged in OPC UA as XML Security Tokens.
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S X509 and UserName tokens should not be exchanged as XML security tokens. OPC

UA applications should use the appropriate OPC UA identity tokens to pass the information
contained in these types of WSS SecurityTokens.

These t
include

okens may be encrypted or require a signature. IEC 62541-7 defines profiles that
user related security; they also include any requirements for encryption and

signatures. Additional security profiles specify encryption and signature algorithms.

If the token is encrypted then the XML shall be converted to an UTF8 ByteString and then
serialized as shown in Table 169.

The Server shall decrypt the tokenData and verify the ServerNonce.

If the S¢curityPolicy is None or if the token only requires signing then<the' tgkenData ¢ontains
the UTH-8 encoded XML representation of the token.
Table 174 defines the Issuedl/dentityToken parameter.
Table 174 - Issuedlder}ity\ en
Name Type Description /
IssuedidentjtyToken structure WSS value. PNIYRY AR
policyld String An idenifier for the_[JseXTdkénFolicy tat thextoken conforms to.
The Qs)e}‘qken olicy stpacture{is defined jin 7.36.
tokenData ByteString The XML represertation'of the m
This parameter Me encrypted wi e Server’s Certificate.
encryptiopAlgorithm String A string containing the ®RI of the AsymmetricEncryptionAlgorithm.
ined namgs that may be used is specified in IEC|62541-7.
i S.null ¥ thetoken is not encrypted.
Q ionAlgori is?’AsymmetricEncryptionAlgorithm for the sectrity policy
N he securityPolicyUri for the UserTokenPolicy.
~—_"
7.36 jserToke;Roli
The components meter.are defined in Table 175.
<\ ble’175 — UserTokenPolicy
Name \ Type > | Description
UserTokenPoley \ N N st?qcture Specifies a UserldentityToken that a Server will accept.
policyld w An identifier for the UserTokenPolicy assigned by the Server.
The Client specifies this value when it constructs a UserldentityToken that
conforms to the policy.
This value is only unique within the context of a single Server.
tokenTypg Enum The type of user identity token required.
Userldentity Fhis-value-is-an-enumeration-with-one-of-the-following-values:
TokenType ANONYMOUS_0 No token is required.
USERNAME_1 A username/password token.
CERTIFICATE_2 An X509v3 Cetrtificate token.
ISSUEDTOKEN_3 Any WS-Security defined token.
A tokenType of ANONYMOUS indicates that the Server does not require any
user identification. In this case the Client Application Instance Cetrtificate is used
as the user identification.
issuedTokenType String A URI for the type of token.
IEC 62541-6 defines URIs for common issued token types.
Vendors may specify their own token.
This field may only be specified if TokenType is ISSUEDTOKEN_3.
issuerEndpointUrl String An optional URL for the token issuing service.
The meaning of this value depends on the issuedTokenType.
securityPolicyUri String The security policy to use when encrypting or signing the Userldentity Token
when it is passed to the Server in the ActivateSession request. Clause 7.35
describes how this parameter is used.
The security policy for the SecureChannel is used if this value is omitted.
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7.37 ViewDescription

The components of this parameter are defined in Table 176.

Table 176 — ViewDescription

Name Type Description

ViewDescription structure Specifies a View.
viewld Nodeld Nodeld of the View to Query. A null value indicates the entire AddressSpace.
timestamp UtcTime The time date desired. The corresponding version is the one with the closest

previous creation timestamp. Either the Timestamp or the viewVersion
parameter may be set by a Client, but not both. If ViewVersion is set this
parameter shall be null.

viewVersion LUnt32 The versionnumberforthe Vew desired. \When Nao or removed

from a View, the value of a View's ViewVersion Property is . Either the

not both.
The ViewVersion Property is defined in IEC 62541
parameter shall be 0. The current view is ugéd K {

b

et this
viewVersion is 0.

&



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

- 164 - IEC 62541-4:2015 © |IE

Annex A
(informative)

BNF definitions

A.1  Overview over BNF

C 2015

The BNF (Backus-Naur form) used in this annex uses <" and ">" to mark symbols, '[" and ']’
to identify optional paths and | to identify alternatives. If the ‘(‘ and ‘)’ symbols are used, it

indicates-sets-

A.2 BNF of RelativePath

A Relat{vePath is a

follow.
on orin

Symbol

Meaning

/
The forward slash characterindicates that thexServer is To follow any subtype of
HierarchicalReferences.

The period (dot) charactb&indfitwaw is to follow any subtype of a Aggrega

es

<[#!ns:]ReferenceType>

>

Referepﬁé{ype.
d ‘>\s;/m Is Specifies the BrowseName of a ReferenceTy,
s of the jsubtypes the ReferenceType are followed as wg
meindieates that subtypes should not be followed.

seName'is used to indicate that the inverse Reference should be

index is used specify the namespace component of the Bro|
namespace prefix is omitted then namespace index 0 is use

be to
Il A#

followed.
Ix followed
lwseName
d.

[ns:]BrgwseName

N

‘. or >’ symbol specifies the BrowseName of a target Node to r¢g
e may be prefixed by its namespace index. If the namespace pre|
onitteshthenxaamespace index 0 is used.

Omitting the fingl BrowseName from a path is equivalent to a wildcard operation that mat
fe the target of the Reference specified by the path.

turn or
fix is

hes all

WD

The & sign character is the escape character. It is used to specify reserved characters th
\B\'Fin aBrowseName. A reserved character is escaped by inserting the ‘&’ in front of it. H
»

owséNames with escaped characters are:
eceived browse path name Resolves to
“&Name_1" “/Name_1"

t appear
xamples of

“&.Name_2" “.Name_2"

"& Name_3” “:Name_3"

“&&Name_4" “&Name_4"

Table A.2 provides

RelativePaths examples in text format.
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Table A.2 — RelativePath Examples

Browse Path

Description

“/2:Block&.Output”

Follows any forward hierarchical Reference with target BrowseName =
“2:Block.Output”.

“/3:Truck.0:NodeVersion”

Follows any forward hierarchical Reference with target BrowseName = “3:Truck”
and from there a forward Aggregates Reference to a target with BrowseName
“0:NodeVersion”.

“<1:ConnectedTo>1:Boiler/1:HeatSensor”

Follows any forward Reference with a BrowseName = ‘1:ConnectedTo’ and finds
targets with BrowseName = ‘1:Boiler’. From there follows any hierarchical
Reference and find targets with BrowseName = ‘1:HeatSensor’.

“<1:ConnectedTo>1:Boiler/”

Follows any forward Reference with a BrowseName = ‘1:ConnectedTo’ and finds
targets with BrowseName = ‘1:Boiler’. From there it finds all targets of hierarchical

References.

“<0:HasChild=2:\Wheel” Eollows-any-forward-Reference-with-a-BrowseName—=—H, slified with
the default OPC UA namespace. Then find targets with(BrowseName(=WWheel
qualified with namespace index ‘2’.

“<IHasChild>Truck” Follows any inverse Reference with a BrowseName s ‘HasChildy Ther find targets
with BrowseName = ‘Truck’. In both cases, thehamespace campdgent sthe
BrowseName is assumed to be 0.

“<0:HasCHild>" Finds all targets of forward References with a BrowseName s ‘HasChild’|and
qualified with the default OPC UA namespace.

N

The follpwing BNF describes the syntax of the Relative

<relatl/ive-path> ::= r&lative-path]

<referlence-type> ::= <bYowse-name> '>|'

<browsle-name> HE S

<namesjpace-index>

<dlglt> vy I

A\l 8 ] | |l 9 A\l

<name>|

<reser] !

<name-| kcluding

A3 B

The foll gcribes the syntax of the NumericRange parameter type.

<numer4e ranse OO cHrerrsor [ L 7 L cHrrerston }

<dimension> ::= <index> [':' <index>]

<index> = <digit> [<digit>]

<dig—it> s = lOl ‘ lll ‘ 12| | 131 | 141 | 15| ‘ l6l ‘ l7l ‘

|8| |

l9|
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Annex B
(informative)

Content Filter and Query Examples

B.1 Simple ContentFilter examples

B.1.1 Overview

These €

xamples provide fairly simple content filters Filter similar to thesg-aexamples

used in processing events.

The follpwing conventions apply to these examples with regard to
used (fgr a definition of this operand see 7.4.4):

o AttributeOperand: Refers to a Node, an Attribute of a
Property associated with a Node. In the example
are used instead of an actual nodeld, this also g

23 or any value). For more |nf

B.1.2 Example 1

may be

nds are

iHute of a

Nodelds

e.

een 4 or
-3. The
d in the
ples.

For example the logic desrle by = 5) or InList(BType.B, 3,5,f)) and
BaseObj puld result in a logic tree as slown in
Figure B. able B.1. For this example to return anything
AType 4 BaseObjectType, or the resulting “And” operation

would a

LIKE

[BaseObjectType ] @

Figure B.1 — Filter Logic Tree Example

Table B.1 describes the elements, operators and operands used in the example.

IEC
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Table B.1 — ContentFilter Example

Element[] | Operator Operand[0] Operand[1] Operand[2] Operand[3]
0 And ElementOperand = 1 Element Operand = 4
1 Or ElementOperand = 2 Element Operand = 3
2 Equals AttributeOperand = Nodeld: LiteralOperand = ‘5’
AType, BrowsePath: “.12:A”,
Attribute:value
3 InList AttributeOperand = Nodeld: LiteralOperand = ‘3’ LiteralOperand = ‘5’ LiteralOperand = ‘7’
BType, BrowsePath: “.12:B”,
Attribute:value
4 Like AttributeOperand = Nodeld: LiteralOperand =
BaseObijectType, BrowsePath: “Main%”
“.”, Attribute: displayName
B.1.3 Example 2
As anotiher example a filter to select all SystemEvents (includi at are
containgd in the Areal View or the Area2 View would resultA hown in

Figure H

q

Table B

.2 and a ContentFilter as shown in Table B.2.

>Operator Element
j Attribute Element
:) Literal Element

[ SystemEventType

e B.2 — Filter Logic Tree Example
ents, operators and operands used in the example.

Table B.2 — ContentFilter Example

Element[] Operator Operand[0] Operand[1]
0 And ElementOperand = 1 ElementOperand = 4
1 Or ElementOperand = 2 ElementOperand = 3
2 InView AttributeOperand = Nodeld: Area1, BrowsePath: “.”, Attribute: Nodeld
3 InView AttributeOperand = Nodeld: Area2, BrowsePath: “.”, Attribute: Nodeld
4 OfType AttributeOperand = Nodeld: SystemEventType, BrowsePath: “.”,
Attribute: Nodeld”
B.2 Complex Examples of Query Filters

B.2.1

Overview

These query examples illustrate complex filters. The following conventions apply to these
examples with regard to Attribute operands (for a definition of these operands, see 7.4.4).
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AttributeOperand: Refers to a Node, an Attribute of a Node or the Value Attribute of a
Property associated with a Node. In the examples character names of
ExpandedNodeld are used instead of an actual ExpandedNodeld, this also applies to
Attribute lds.

The string representation of relative paths is used instead of the actual structure.

The Namespacelndex used in all examples is 12 (it could just as easily have been 4 or
23 or any value). For more information about Namespacesindex, see |IEC 62541-3.
The use of the Namespacelndex illustrates that the information model being used in
the examples is not a model defined by this standard, but one created for the
examples.

Used type model

bwing examples use the type model described below. All Properfidvalues ate Jssumed
ing unless otherwise noted

HasChild” derived from HierarchicalReference.
'HasAnimal” derived from HierarchicalReference.
1HasPet” derived from HasAnimal.
HasFarmAnimal” derived from HasAnimal.
HasSchedule” derived from HierarchicalRefe a

[

HasProperty "LastName".
HasProperty "FirstName".
HasProperty "StreetAddress".
HasProperty "City".
HasProperty "ZipCode".

May have HasAnim ‘ of this

HasProperty "CatBreed".

PigType derived from AnimalType adds:

HasProperty "PigBreed".

ScheduleType derived from BaseObjectType adds:

HasProperty "Period".

FeedingScheduleType derived from ScheduleType adds:

HasProperty "Food".
HasProperty "Amount" (Stored as an /nt32).

AreaType derived from BaseObjectType is just a simple Folder and contains no Properties.

This example type system is shown in Figure B.3. In this Figure, the OPC UA notation is used
for all References to ObjectTypes, Variables, Properties and subtypes. Additionally, supported
References are contained in an inner box. The actual references only exist in the instances,
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thus, no connections to other Objects are shown in the Figure and they are subtypes of the
listed Reference.

Types

[

BaseObjectType

BaseReferenceType
:
] I

FEREDIES ARTEL 20 ScheduleType AreaType ierarchicalRéference Type<

NI

HasAninal HasSchedule S

~
Referendes
. References
HasChild /\/
asChild

| astname FoodingS (4 d(ﬂe7T N Wedule
] eedingSthe ype
FirstName | $
Name
StfeetAddress
% HasFgrmAnimal(

City
& {asPet (
ZipCode o g
PigJypé > CatType DogType

NickName —H—I NickName
PigBreed
—H—I DogBreed
CatBreed

—u—‘ License

HasAnimal

ST

)

N

IEC

Figure B.3 — Example Type Nodes

A corresponding example set of instances is shown in Figure B.4. These instances include a
type Reference for Objects. Properties also have type References, but the References are
omitted for simplicity. The name of the Object is provided in the box and a numeric instance
Nodeld in brackets. Standard ReferenceTypes use the OPC UA notation, custom
ReferenceTypes are listed as a named Reference. For Properties, the BrowseName, Nodeld,
and Value are shown. The Nodes that are included in a View (View1) are enclosed in the
coloured box. Two Area nodes are included for grouping of the existing person nodes. All
custom nodes are defined in namespace 12 which is not included in Figure B.4.
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Instances Areat (94) Area2 (95) :»ypes
AreaType
Viewl 1
T ‘ PersonType
JFamily1 (30) Ef HFamiyt (42) =
HasChild I HasChild| .
L JFamily2 (36) HFamily2 (48)

[ '
HasChild ;
Lastname (31) HFamily3 (54)

Lastname (43)

S East (3% Hervey
Flr:tl\ja:e 2) FirstName (44) e 75
o FirstName (38) Paul astname (49)
Sophia Hervey

Hdress (33)

19 2™ Ave Address (45)

Address (39) 49 Main st F"T;t:jmjr (50)
319 2" Ave :

CIED City (@6)
LTS City (40) Cleveland

Jerse
pCode (35) ZipCode (47)

02138 ZipCode (41) 03854
02138
o

HasPet

Address (51)
49 Main st

rlnle

City (524
Cleveland

N
bCode (59)

o
-

Code (53) ©
03852,
' 03854

<
’—ZCE CatType
H nArimal

N
y ‘ v ‘ < v < ( \
cat{ (70) Cat2 (74) ’\_DoghEQ\ N\ ’ 0 » | DogType
Name (71) Name (75)
Rosemary .
- - ‘ > PigType
ICKname
Rosie A/ A/
CatBreed (73) ~DBoGBreed (85) Pig1 (1)
Tabby . American Bull Dog
Has License (86) _
Schedule 855208 PIgB,[/Tee:t i
R Name (93)
Porker
Schedule2 (87)  |—— _| FegdingSchedule
Type
Period (88)
Daily
Food (89)
ALPY
Amount (90)
100 IEC

Figure B.4 — Example Instance Nodes

B.2.3 Example Notes

For all of the examples in 7.4.4, the type definition Node is listed in its symbolic form, in the
actual call it would be the ExpandedNodeld assigned to the Node. The Afttribute is the
symbolic name of the Attribute, in the actual call they would be translated to the Integerld of
the Attribute. Also in all of the examples the BrowseName is included in the result table for
clarity; normally this would not be returned.

All of the examples include the following items:

e an English description of the object of the query,

e an SQL like description of the query,
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e a table that has a NodeTypeDescription of the items that are to be returned

o afigure illustrating the query filter.
e A table describing the content filer

e A table describing the resulting dataset

The examples assume namespace 12 is the namespace for all of the custom definitions

described for the examples.

B.2.4 Example 1

This example requests a simple layered filter, a person has a pet and the pet has a schedule.

Examplle 1: Get PersonType.LastName, AnimalType.Name, Sched
the Person Has a Pet and that Pet Has a Schedule.

The NogeTypeDescription parameters used in the example are des

Table B.3 — Example 1 NodeTypeDescxiptio

Type.

riod where

Type Definition Node Include QueryDataDescription X X )
Subtypes | Relative Path I Attribute” Inde) Range
PersonType FALSE “.12:LastName” N valug) N/A
“<12:HasPet>12:AnimalType\12:Nane” vatGe N/A
“<12:HasPetz 12:AnimalTypec tZ:HasSghedule>™, value N/A
12:Schedgle. 12:Peg6d’ 4
The corresponding ContentFilter is illustrated i 5.
<:>Operator Element
(AN
Personype

RelatedTo

D Attri:te Ele
Q Litera

n
AnimalType

] [ScheduIeType] [ HasSchedule ]

Figure B.5 — Example 1 Filter

IEC

Table Bl4-describesthe ContontEilter

Table B.4 — Example 1 ContentFilter

Kkample.

Element[] filterOperator | filterOperand[0] filterOperand[1] filterOperand[2] filterOperand[3]
1 RelatedTo_15 AttributeOperand = ElementOperand = 2 | AttributeOperand = LiteralOperand =
Nodeid: PersonType, Nodeld: HasPet, 1’
BrowsePath “.”, BrowsePath “.",
Attribute: Nodeld Attribute: Nodeld
2 RelatedTo_15 AttributeOperand = AttributeOperand = AttributeOperand = LiteralOperand=
Nodeld: AnimalType, Nodeld: Nodeld: HasSchedule, | ‘1’
BrowsePath “.”, ScheduleType, BrowsePath “.”,
Attribute: Nodeld BrowsePath “.”, Attribute: Nodeld
Attribute: Nodeld

Table B.5 describes the QueryDataSet that results from this query if it were executed against

the instances described in Figure B.4
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Table B.5 — Example 1 QueryDataSets

Nodeld TypeDefinition RelativePath Value
Nodeld

12:30 (JFamily1) PersonType “.12:LastName” Jones

“<12:HasPet>12:AnimalType. 12:Name” Rosemary
Basil

“<12:HasPet>12:AnimalType<12:HasSchedule> | Hourly
12:Schedule.12:Period” Daily

12:42(HFamily1) PersonType “.12:LastName” Hervey
“<12:HasPet>12:AnimalType. 12:Name” Oliver
“<12:HasPet>12:AnimalType<12:HasSchedule> | Daily
12:Schedule.12:Period”

NOTE Tpe RelativePath column and browse name (in parentheses in the Nodeld (column) ar€-npot in the
QueryDatpSet and are only shown here for clarity. The TypeDefinition Nodeld would bg/an i

name tha{ is included in

The Valjue column is returned as an array for each Node descri

items in the array would correspond to the order of the ite
given Node Type. In Addition, if a single Attribute has n
returned as an array within the larger array, for exampl
would He returned in a array for the .<HasPet>.Anim
separatg rows for ease of viewing. The actual val
{“RoseMary”, "Basil”}, {“Hourly”, “Daily”})

B.2.5 Example 2

The seqond example illustrates receivi

array of|results can

Examplf
(a peti

be received.

The NodeTypeD®p \

amily would be

symbolic

r of the
for the
ould be

how as
‘Jones”,

W

aint Nodes and also illustrates| that an

child or

Type Définiti No\dk Include Q\BeryDataDescription

N biypes elative Path Attribute Index Rarjge
PersonType \ LSE \ [ “12:LastName” Value N/A
AnimalTlpe N YRUES | “12:Name’ Value N/A

The cor'espothentFilter is illustrated in Figure B.6.

Operator
Element

Attribute or Property

Element

O Literal Element

RelatedTo

RelatedTo

[PersonType] [PersonType] [ HasChild ] [ CatType ][FeedingSchedule] [HasScheduIe ]

Figure B.6 — Example 2 Filter Logic Tree

IEC
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Table B.7 describes the elements, operators and operands used in the example. It is worth

noting that a CatType is a subtype of AnimalType.

Table B.7 — Example 2 ContentFilter

Element[] | Operator Operand[0] Operand[1] Operand|[2] Operand[3]

0 Or ElementOperand=1 ElementOperand = 2

1 RelatedTo AttributeOperand = AttributeOperand = Nodeld: | AttributeOperand = LiteralOperand = ‘1’
Nodeld: PersonType, | PersonType, BrowsePath Nodeld: HasChild,
BrowsePath “.”, “.”, Attribute: Nodeld BrowsePath “.”,
Attribute: Nodeld Attribute: Nodeld

2 RelatedTo AttributeOperand = AttributeOperand = Nodeld: | AttributeOperand = LiteralOperand = ‘1’
Nodeld: CatType, FeedingScheduleType, Nodeld: HasSchedule,
BrowsePath “.”, BrowsePath “.”, Attribute: BrowsePath “.”,
Attribute: Nodeld Nodeld Attribute: Nodeld/

The resjlts from this query would contain the QueryDataSets show ableB!

Table B.8 — Example 2 QueryDataSet

Nodeld TypeDefinition Nodeld RelativePath < \ \ Value
12:30 (Jfamily1) PersonType - 12:LasthName~ A\ \ \,Jdnes
12:42 (HFamily1) PersonType . 12:La,s/tNarpg \ Hervey
12:48 (HFamily2) | PersonType . 12:LastNdmé¢/ Hervey
12:70 (Cat1) CatType (i2Navwe” /2 [ Rosemary
12:74 (Cat2) CatType ( S2:Name {(HN ) Basil

NOTE The relative path column and browse

QueryDat
name tha{ is included in the table.
B.2.6 Example 3

The third example pro
criteria.

Exampl
a pers
‘0213

Table B

, AnimalType.Name, ScheduleType.Periog
as a feeding schedule and the person has a Zipcode

Table B.9 — Example 3 — NodeTypeDescription

ot in the
symbolic

multiple

where

Type Dé¢finition Inclade QueryDataDescription
Node Subtypes | polativePath Attribute ndex
Range
PersonType FALSE “12:LastName” Value N/A
“<12:HasPet>12:AnimalType. 12:Name” Value N/A
“<12:HasPet>12:AnimalType<12:HasSchedule> Value N/A
12:FeedingSchedule.Period”

The corresponding ContentFilter is illustrated in Figure B.7.
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Attribute or Property
Element

0
o

Literal Element
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O

RelatedTo

[PersonTyp

B.Zipcode ] 02138

PersonType

RelatedTo

£\
[AnimaIType ] [FeediWqu&ue

HasPet

or

Hourl

Figure B.7 —(Ex le

Table B|10 describes the

N

er bogic Tree

rands used in the example.
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Table B.10 — Example 3 ContentFilter

Element[] | Operator Operand[0] Operand[1] Operand[2] Operand[3]
0 And Element Operand= 1 ElementOperand = 2
1 And ElementOperand = 4 ElementOperand = 6
2 And ElementOperand = 3 ElementOperand = 9
3 Or ElementOperand = 7 ElementOperand = 8
4 RelatedTo | AttributeOperand = Nodeld: ElementOperand = 5 AttributeOperand = | LiteralOperand
12:PersonType, BrowsePath “.”, Nodeld: 12:HasPet, | =1
Attribute: Nodeld BrowsePath “.”,
Attribute: Nodeld
5 RelatedTo | AttributeOperand = Node: AttributeOperand = AttributeOperand = | LiteralOperand
12:AnilmalType, BrowsePath “.”, | Nodeld: Nodeld: =
Attribute: Nodeld 12:FeedingScheduleType, | 12:HasSchedule,
Atias—ATF BrowseRath——Adtribute— =
Nodeld Attributef Nodel}\
Alias: FST ~
6 Equals AttributeOperand = Nodeld: LiteralOperand = ‘02138’ <\ \
12:PersonType BrowsePath
12:Zipcode “.”, Attribute: Value
7 Equals AttributeOperand = Nodeld: LiteralOperand = ‘Daily’ \>
12:PersonType
BrowsePath %
“12:HasPet>12:AnimalType<12: \
HasSchedule>12:
FeedingSchedule/12:Period”, (\
Attribute: Value
Alias: FST \ }7 N
8 Equals AttributeOperand = Nodelgd- iterglOperand [=~Hourly’ )
12:PersonType
BrowsePath
“12:HasPet>12:AnimalType<
HasSchedule>12:
FeedingSchedule/12:Periog” s
Attribute: e
Alias: Fs%m\ 4N .
9 Greater AttributeOpagand = Nodeld: ElementOperand = 10
Than
10 Cast AttributeOperand =
Nodeld: Int32,
BrowsePath “.”, Attribute:
N Nodeld
The resllts fr\twis uery would contain the QueryDataSets shown in Table B.11.
Table B.11 — Example 3 QueryDataSets
Nodeld TypeDefinition | RelativePath Value
Nodeld
12:30 PersonType “.12:LastName” Jones
(JFamily1) “<12:HasPet>12:PersonType. 12:Name” Rosemary
Basil
“<12:HasPet>12:AnimalType<12:HasSchedule>12:FeedingSchedule. Hourly
12:Period” Daily

NOTE The RelativePath column and browse name (in parentheses in the Nodeld column) are not in the
QueryDataSet and are only shown here for clarity. The TypeDefinitionNodeld would be an integer not the symbolic
name that is included in the table.

B.2.7

Example 4

The fourth example provides an illustration of the Hop parameter that is part of the RelatedTo
Operator.
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Example 4: Get PersonType.LastName where a person has a child who has a child who
has a pet.

Table B.12 describes the NodeTypeDescription parameters used in the example.

The cor

Table B.12 — Example 4 NodeTypeDescription

Type Definition Node | Include QueryDataDescription
Subtypes "Relative Path Attribute | Index Range
PersonType FALSE “.12:LastName” value | N/A

responding ContentFilter is illustrated in Fiqure B.8.

O)perator Element

BAttribute or Property
Element

OLiteraI Element

PersonType

PersonType

RelatedTo

i aI'IZ%\e

[VHasPet

N/

IEC
Figure B.8 —{Ex le 4 hogic Tree
Table B pérands used in the example.
ple 4 ContentFilter
Element[] || Operator Operand[1] Operand[2] Operand[3]
0 RelatedTo Element Operand = 1 AttributeOperand = LiteralOperand = 2’
Nodeld:
12:HasChild,
BrowsePath “.”,
(\ Attribute: Nodeld
1 latedTo AttributeOperand = AttributeOperand = LiteralOperand = ‘1’
W42:Pers Type, Nodeld: Nodeld: 12:HasPet,
sePath “.”, 12:AnimalType, BrowsePath “.”,
Alributé: Nodeld BrowsePath “.”, Attribute: Nodeld
Attribute: Nodeld
The results_from this query would contain the ()lmryl');)f;)prQ shown in Tabhle B 14 _Itlis worth

noting that the pig “Pig1” is referenced as a pet by Sara, but is referenced as a farm animal

by Sara’

NOTE The RelativePath column and

s parent Paul.

Table B.14 — Example 4 QueryDataSets

Nodeld TypeDefinition RelativePath Value
Nodeld
12:42 (HFamily1) PersonType “.12:LastName” Hervey

browse name (in parentheses in the Nodeld column) are not in the

QueryDataSet and are only shown here for clarity. The TypeDefinition Nodeld would be an integer not the symbolic

name that

B.2.8

is included in the table.

Example 5

The fifth example provides an illustration of the use of alias.
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Example 5: Get the last names of children that have the same first name as a parent of

theirs

Table B.15 describes the NodeTypeDescription parameters used in the example.

Table B.15 — Example 5 NodeTypeDescription

Type Definition Node Include QueryDataDescription
Subtypes Relative Path Attribute Index Range
PersonType FALSE “<12:HasChild>12:PersonType. Value N/A
12:LastName”
The corfesponding ContentFilter is illustrated in Figure B.9.
<:> Operator Element
Attribute or Property
Element
O Literal Element
RelatedTo als
PersonType PersonTyg\ Schild P_ersonType
“Parent” “Child” fgﬁitl’(‘j‘?me
IEC

In this example e is aliased to “Parent” and another Raference
to PerspnType is\atias o, value of Parent.firstName and Child.firstName are
then co e elements, operators and operands used in the
example.
¢ B.16 — Example 5 ContentFilter
N
Element[] [KOperator /\8perandf0] Operand[1] Operand[2] Operand[3}
0 Aﬁd\ N HeWperand =1 ElementOperand = 2
1 RelateB‘FK AttspbuteOperand = AttributeOperand = AttributeOperand = Litera|Operand =
Nodeld: 12:PersonType, Nodeld: 12:PersonType, Nodeld: “1”
rowsePath “.”, BrowsePath “.”, Attribute: 12:HasChild,
Attribute: Nodeld Nodeld Attribute: Nodeld
Alias: “Parent” Alias: “Child”
2 Equals AttributeOperand = AttributeOperand =
Nodeld: 12:PersonType, Nodeld: 12:PersonType,
BrowsePath BrowsePath
““/12:FirstName”, Attribute: | ““/12:FirstName”, Attribute:
Value, Alias: “Parent” Value, Alias: “Child”

The results from this query would contain the QueryDataSets shown in Table B.17.

Table B.17 — Example 5 QueryDataSets

Nodeld TypeDefinition RelativePath Value
Nodeld
12:42 (HFamily1) PersonType “<12:HasChild>12:PersonType.12:LastName” | Hervey
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NOTE The RelativePath column and browse name (in parentheses in the Nodeld column) are not in the
QueryDataSet and are only shown here for clarity. The TypeDefinitionNodeld would be an integer not the symbolic
name that is included in the table.

B.2.9 Example 6

The sixth example provides an illustration a different type of request, one in which the Client

is interested in displaying part of the address space of the server. This request includes listing
a Reference as something that is to be returned.

Example 6: Get PersonType.Nodeld, AnimalType.Nodeld, PersonType.HasChild
Reference, PersonType.HasAnimal Reference where a person has a child who has a

Animal.
18 describes the NodeTypeDescription parameters used in thee e.
Table B.18 — Example 6 NodeTypeDesyip\t%
O\

Table B

Type Definition Node Include QueryDataDescription \
Subtypes Relative Path < AWte Index Rangp
HersonType FALSE “12:Nodeld” Nalug, LN/A
<12:HasChild>12:PersonTyp <123 value N/A
:HasAnimal>12:Ahim e.No
Id N\ N
| 42:HasChild> \ Value N/A
value N/A

\;}% hil>a>1Q?’ersc%y/be>J1?\
ted.in

The corfesponding ContentFilter is illustra \@O.

RelatedTo

HasChild
AnimalType HasAnimal

PersonType

IEC
Figure B.10 — Example 6 Filter Logic Tree
Table B.19 describes the elements, operators and operands used in the example.
Table B.19 — Example 6 ContentFilter
Element[] | Operator Operand[0] Operand[1] Operand|[2] Operand[3]
0 RelatedTo | AttributeOperand = Nodeld: ElementOperand = 1 AttributeOperand = Node: | LiteralOpera
12:PersonType, BrowsePath 12:HasChild, BrowsePath | nd =1’
“.”, Attribute: Nodeld “.” Attribute:Nodeld
1 RelatedTo | AttributeOperand = Nodeld: AttributeOperand = AttributeOperand = LiteralOpera
12:PersonType, BrowsePath Nodeld: Nodeld: 12:HasAnimal, nd =1
“.”, Attribute: Nodeld 12:AnimalType, BrowsePath “.”, Attribute:
BrowsePath “.”, Nodeld
Attribute: Nodeld

The results from this query would contain the QueryDataSets shown in Table B.20.
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Table B.20 - Example 6 QueryDataSets

Nodeld TypeDefinition RelativePath Value
Nodeld
12:42 (HFamily1) PersonType “.Nodeld” 12:42 (HFamily1)
<12:HasChild>12:PersonType<12:HasAnimal> 12:91 (Pig1)
12:AnimalType.Nodeld
<12:HasChild> HasChild
ReferenceDescription
<12:HasChild>12:PersonType<12:HasAnimal> HasFarmAnimal
ReferenceDescription
12:48 (HFamily2) PersonType “.Nodeld” 12:48 (HFamily2)
<12:HasChild>12:PersonType<12:HasAnimal> 12:91 (Pig1)
12:AnimalType.Nodeld
<12:HasChild> sChild
/( RefetenceDescription
<12:HasChild>12:PersonType<12:HasAnimal> \ sPe\x
/\ \Referenceescription

NOTE Tpe RelativePath and browse name (in parentheses) is not in the Q

d is\only showp here for
clarity andl the TypeDefinitionNodeld would be an integer, not the symbo}i included\j# the fable. The

value fielfl would in this case be the Nodeld where it was requeste the browsg name is
provided |n parentheses and in the case of Reference types on the bro i ided) For the Rpferences
listed in Tlable B.20, the value would be a ReferenceDescription wh i

Table B[21 provides an example of the same Qu ‘ in Table B.20[ without
any addjitional fields and minimal symbagli . 3 ¢ each requested Attribute,
in the dases where an Attribute wouid 4 heé entries are separnated by
comas. |If a structure is being returne f i losed in square bragkets. In
the cas¢ of a ReferenceDescription the b tructure and DisplayNgme and
BrowselName are assumed to be the same i Figure B.4.

Table B.21 — E)@N{({ﬁl\ ts without Additional Information

Nodeld TypeDefinition luelX ~__/
r‘lode
b:42 PeJsonTyp 1242\ /
12:9N

N[MasChild, TRUE [48,HF amily2, HFamily2,PersonTypel]],

N

/\ [PpsFarmAnimaI,TRUE[m,Pig1,Pig1,PigType]
12:48 etsonType /1/2:54
12:91
\ [HasChild, TRUE,[ 54,HFamily3,HFamily3,PersonTypel]]
& [HasPet, TRUE,[ 91,Pig1,Pig1,PigTypel]

The PefsonT 7 HasChild, PigType, HasPet, HasFarmAnimal identifiers used in the above
table wquld be‘translated to actual ExtendedNodelds.

B.2.10 Example 7

The seventh example provides an illustration a request in which a Client wants to display part
of the address space based on a starting point that was obtained via browsing. This request
includes listing References as something that is to be returned. In this case the Person
Browsed to Area2 and wanted to Query for information below this starting point.

Example 7: Get PersonType.Nodeld, AnimalType.Nodeld, PersonType.HasChild
Reference, PersonType.HasAnimal Reference where the person is in Area2 (Cleveland
nodes) and the person has a child.

Table B.22 describes the NodeTypeDescription parameters used in the example.
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Type Definition Node Include QueryDataDescription
Subtypes Relative Path Attribute Index Range
PersonType FALSE “.Nodeld” Value N/A
<12:HasChild> Value N/A
<12:HasAnimal>Nodeld Value N/A
<12:HasAnimal> Value N/A

The corresponding ContentFilter is illustrated in Figure B.11. Note that the Browse call would
typically return a Nodeld, thus the first filter is for the BaseObjectType with a Nodeld of 95

where 95

BaseOb

is the Nodeld associated with the Area2 node, all

Nodes descend from
jes of this

nature
> Operator Element RelatedTo
Attribute or Property
Element $ier§~chiXiIReMence
QLiteraI Element
ate
AN«
m-r(é\] [éﬂimaQ'ypg\a asAnimal ]
IEQ
Figure B.11 Ex%le ikerLogic Tree
Table B|23 describes the elements, ope S and pperands used in the example.
Ta xample 7 ContentFilter
Element[] | |Operator [ @pefand[Q ‘Pperand[1] Operand[2] Oplerand[3]
0 RelatedTo ementOperand =2 ElementOperand = 1 AttributeOperand = LitgralOperand
Node:HierachicalReference, | =*|’
BrowsePath “.”,
/N Attribute:Nodeld
1 RelatedJ o AttributeOperand = AttributeOperand = LitgralOperand
Nodeld: Nodeld: 12:HasChild, =9
12:PersonType, BrowsePath “.”,
BrowsePath *, Attribute: Nodeld
Attribute: Nodeld
2 Equals tripteOperand = LiteralOperand = ‘95
Nodeld: BaseObjectType,
BrowsePath “”
Attribute: Nodeld,

The results from this Query would contain the QueryDataSets shown in Table B.24.
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Table B.24 — Example 7 QueryDataSets

Nodeld TypeDefinition RelativePath Value
Nodeld
12:42 (HFamily1) PersonType “.Nodeld” 12:42 (HFamily1)
<12:HasChild> HasChild ReferenceDescription
<12:HasAnimal>12:AnimalType.Nodeld | NULL
<12:HasAnimal> HasFarmAnimal ReferenceDescription
12:48 (HFamily2) PersonType “.Nodeld” 12:48 (HFamily2)
<12:HasChild> HasChild ReferenceDescription
<12:HasAnimal>12:AnimalType.Nodeld | 12:91 (Pig1)
<12:HasAnimal> HasFarmAnimal ReferenceDescription
NOTE T’\n Dnln+ :nDan ’\nrl Im— WSe—-RaFRe I A p—n— n+knn (\) Y =t + .n +h f\ .nm nnén(‘né nn—l’h\nnl hn\'.': here for
clarity andl the TypeDefmltlonNodeId would be an integer not the symbohc name that is ipclude able. The
value fielfl would in this case be the Nodeld where it was requested, but for the exa name is
provided |n parentheses and in the case of Reference types on the browse name i eferences
listed in Tlable B.24, the value would be a ReferenceDescription which are describe
B.2.11 | Example 8
The eighth example provides an illustration of a reque&t i i yddress gpace is
restrictgd by a Server defined View. This request is the-s i e which
illustrat ' can be
received. e same,
only the
ExampT child or
(a peti View1.
The Nog b
Type Ddfinition Ncﬁgl)ncl de <Quer}l{atalf)e\sc}iqz:fion
(Sﬁh& Réiiti\ﬁ‘%th ) Attribute Index Rarjge
PersonTlype PALSEN ["\I2:LastName” value N/A
AnimalTlpe \ | TRUE “12Name” value N/A
The corf Wis illustrated in Figure B.12
< Element a
_] Attribute or Property
Element

RelatedTo RelatedTo

Q Literal Element

[PersonType] [PersonType] [ HasChild ] [ CatType ] [FeedingScheduIe] [HasSched

ule ]

Figure B.12 — Example 8 Filter Logic Tree

IEC

Table B.26 describes the elements, operators and operands used in the example. It is worth

noting

that a CatType is a subtype of AnimalType.
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Table B.26 — Example 8 ContentFilter

Element[] | Operator Operand[0] Operand[1] Operand|[2] Operand[3]
0 Or ElementOperand=1 ElementOperand = 2
1 RelatedTo AttributeOperand = AttributeOperand = Nodeld: | AttributeOperand = LiteralOperand = ‘1
Nodeld: 12:PersonType, Nodeld: 12:HasChild,
12:PersonType, BrowsePath “.”, BrowsePath “.”,
BrowsePath “.”, Attribute: Nodeld Attribute: Nodeld
Attribute: Nodeld
2 RelatedTo AttributeOperand = AttributeOperand = Nodeld: | AttributeOperand = LiteralOperand = ‘1’
Nodeld: 12:CatType, 12:FeedingScheduleType, Nodeld:
BrowsePath “.”, BrowsePath “.”, 12:HasSchedule,
Attribute: Nodeld Attribute: Nodeld BrowsePath “.”,
Attribute: Nodeld

The resplts from this query would contain the QueryDataSets shown j
comparéd to the result set from example 2, the only difference is
Nodes. [These Nodes are not in the View and thus are not included

Table B.27 — Example 8 QueryDataSets

f this is
the Cat

| Nodeld | TypeDefinition Nodeld ‘ RelativePath \\\\[ V}lue

| 12:30 (Jfamily1) | Persontype | .12:Las/tName \ | Jones

NOTE The RelativePath column and browse name (in( pate

eges theN\Wodeld column) are not in the
QueryDatpSet and are only shown here for clapity\The TypeDefinitiop"Nadeld woutd be an integer not thg symbolic

name tha{ is included in the table.
B.2.12 | Example 9

The ninth example provides_a further
restrictgd by a Server defihed\Vigw. 1
some off the requested nodes are expre
that the|ContentFilter ig ame, gnly

Example 9: Geto
(a pet is of type cata

Table B|28 describes\the eDescription parameters used in the example.

<\ \ Table B728 — Example 9 NodeTypeDescription

gquest in which the address g$pace is
ilar to the second example exdept that
g of a relative path. It is importan{ to note
déscription would be specified as “Vigw1”.

imalType.Name where a person has a ¢hild or
hedule) limited by the address space in View1.

Type Befinitign Node~ | Include QueryDataDescription
\B\ N\ Subtypes Relative Path | Attribute | Index Range

Hersonlype FALSE “.Nodeld” value N/A
<12:HasChild>12:PersonType<12:Ha | value N/A
SAnimal>1Z.Animall ype.Nodeld
<12:HasChild> value N/A
<12:HasChild>12:PersonType value N/A
<12:HasAnimal>

PersonType FALSE “.12:LastName” value N/A
<12:HasAnimal>12:AnimalType. value N/A
12:Name

AnimalType TRUE “.12:name” value N/A

The corresponding ContentFilter is illustrated in Figure B.13.
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<:>Operator Element

Attribute or Property

Element

Q Literal Element

Related

Related

[PersonType] [PersonType] [ HasChild ] [ CatType ][FeedingSchedule] [HasScheduIe ]

IEC
Figure B.13 — Example 9 Filter Logic Tree
Table B|29 describes the elements, operators and operands used i xampl
Table B.29 — Example 9 ContentFilter
Element[] | Operator Operand[0] Operand[1] L O\pe\r“md&]\ \ | OperanH[3]
0 Or ElementOperand=1 ElementOperand = 2 X N\ /
1 RelatedTo AttributeOperand = AttributeOperand = Nodeld: = LiteralOperand = ‘1’
Nodeld: 12:PersonType, hild,
12:PersonType, BrowsePath “” Attnbut
BrowsePath “.”,
Attribute: Nodeld
2 RelatedTo AttributeOperand = \ﬁg?SuteOperand = LiteralOperand = ‘1’
Nodeld: 12:CatType, eld:
BrowsePath “.”, 12:HasSchedule,
Attribute: Nodeld BrowsePath “.”,
Attribute: Nodeld

The resplts from this

\ f this is
compared to the resut

Pet Nodes are included in the list, even

though they are ouytsis possible since the name referenced|via the
relative [path anrot Nodé is
able B.30-"Example 9 QueryDataSets
Nodeld/\ T\(péD{finh'Rn Nodeld RelativePath Value
12:30 (Jramily1) e onT?p\e/ . 12:LastName Jones
<12:HasAnimal>12:AnimalType. Rosemary
12:Name
<12:HasAnimal>12:AnimalType. Basil
12:Name

NOTE The“RelativePath column and browse name (in parentheses in the Nodeld column) are not in the

QueryDataSet and are only shown here for clarity. The TypeDefinition Nodeld would be an integer not the symbolic
name that is included in the table.
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

Architecture unifiée OPC -

Partie 4: Services

AVANT-PROPOS

1) La Cpmmission ectrotechnique Internationale alisation
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selon des conditions fixées par accord entre les deux organisations.
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du pop de I'lEC
intére
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fournigsent des services Réva i i t; dans certains secteurs, accédent aux mgrques de

confomité k aucur des services effectués par les organismes de cgrtification

pt en possession de la derniére édition de cette publicafion.

I'IEC, a ses administrateurs, employés, auxiliaires ou
parficuliers et les membres de ses comités d'études et ded Comités
causé en cas de dommages corporels et matériels, ou de fout autre
e soit, directe ou indirecte, ou pour supporter les colts (y compri§ les frais
ant de la publication ou de l'utilisation de cette Publication de I'lEC ou de

és références normatives citées dans cette publication. L'utilisation |d’éditions

ge sur le fait que certains des éléments de la présente Publication de I'lEC peujvent faire
I'objet] de.droits de brevet. L'IEC ne saurait étre tenue pour responsable de ne pas avoir identifié de fels droits

La Norme internationale IEC 62541-4 a été établie par le sous-comité 65E: Les dispositifs et
leur intégration dans les systémes de l'entreprise, du comité d’études 65 de I'lEC: Mesure,
commande et automation dans les processus industriels.

Cette deuxiéme édition annule et remplace la premiére édition parue en 2011. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a I'édition
précédente:

a) Mise a jour de 6.4 Redondance.
Ajour de l'option de redondance non transparente HotAndMirrored et reformulation dans
I’ensemble de la description de la redondance.
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b) Clarifications pour les scénarios Publish et Reconnect.
Reformulation de différentes parties de la spécification pour s’assurer qu’aucune donnée
n‘est perdue pendant de courtes interruptions de la communication et que les clients
peuvent toujours détecter la durée de la perte d’'informations pendant une interruption de
la connexion. Ajout d’'un nouveau paragraphe 6.5 Rétablir les connexions qui décrit la
séquence exacte de reconnexion pour les clients n’ayant plus de connexion a un serveur.
Modification de I'exigence minimale relative a la file d’attente de retransmission pour
I’envoi des NotificationMessages entre un intervalle d’entretien et au minimum deux fois le
nombre minimal de demandes Publish par Session. Clarification concernant la valeur de
données dans laquelle le bit de dépassement de capacité est établi en fonction du réglage
de rejet le plus ancien. Modification de la gestion de rejet lorsque discardOldest est
FALSE. La nouvelle valeur remplace I'ancienne mise en file d’attente pour FALSE. Ajout
de I'exception selon laquelle le bit de dépassement de capacité n’est pas établi si la taille
de Ia file d’attente est un.

c) Gestion des modifications de Monitoredltem dans les scénarios d& coufteninfercuption du

réseau.

Ajouf d’'une nouvelle méthode GetMonitoredltems dans la de peut
étre|utilisée pour établir la liste des éléments surveillés{dan 3 en cas
d’échec de CreateMonitoredltems en raison d’une intg i = t lofsque le

clierlt ne sait pas si la création a été réussie dans le se

d) Misq a jour de 6.1.3 Déterminer si un Certificat es
Révision des régles de validation du certificat.

e) Révision de la définition des paramétres i Service
RegisterServer

f) Serdices ModifySubscription et ModH
Clar|fication précisant que les modjfica
plus(tdt possible sans toutefois dé
de temps.

effet le
tervalle

g) Etablissement d’une ver les

ambjguités.

Le textd de cette@m est is ents suivants:
< \QN ) Rapport de vote
&Q:ws@nv 65E/403/RVC

Le rapppri de\vote mdigque d e tableau ci-dessus donne toute information sur le vofe ayant
abouti ad'approbatian de sette norme.

Cette publication_a été rédigée selon les Directives ISO/IEC, Partie 2.

Une lisiende toutes les parties de la série IEC 62541, publiées sous le titre |général
Architecture Unifiée OPC, peut étre consultée sur le site web de I'lEC.
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Le comité a décidé que le contenu de cette publication ne sera pas modifié avant la date de
stabilité indiquée sur le site web de I'lEC sous "http://webstore.iec.ch” dans les données
relatives a la publication recherchée. A cette date, la publication sera

* reconduite,

* supprimée,

* remplacée par une édition révisée, ou
* amendée.

IMPORTANT - Le logo "colour inside” qui se trouve sur la page de couverture de cette
publicati i i i foeéTe utiles a
une bonne compréhension de son contenu. Les utilisateurs devraj onsgquent,
imprimer cette publication en utilisant une imprimante couleur./\

5
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Architecture unifiée OPC -

Partie 4: Services

1 Domaine d'application

La présente partie de I'lEC 62541 définit les Services de I'Architecture Unifiée OPC (OPC
UA). Les Serwces decrlts sont le recue|I d' appels de procedures abstraltes dlstantes (RPC -

Remote hui sont
appelée DPC UA
ont lieu|via ces Services. Les Serwces définis sont considérés com pour leur
mise ern ceuvre aucun mécanisme RPC particulier n'est spécifié 3 partie.
L'IEC 62541-6 spécifie le(les) mécanisme(s) concret(s) de mise g H{apping)
pour la|mise en ceuvre. Par exemple, dans I'lEC 62541-6, un de mise en
corresppndance est basé sur l'utilisation des Services Web es $ervices
décrits dans le
contrat

Tous le$ bervices
définis. - besoin
d'étre mlis en ceuvre afin d'étre conforfpes™a uf

2 Reéfiérences normatives

Les doduments suivants sont\Gite 8fé i€ ive, inté ite ou en
partie, dans le présep e our les
référenges datées, se ees, la
derniérg éditio u syentuels
amendements).

IEC TR hible en
anglais

IEC TR anglais
seulemse

IEC 625 anglais
seulement)

IEC 62541-5, Architecture unifiée OPC — Partie 5: Modeéle d'Information
IEC 62541-6, Architecture unifiée OPC — Partie 6: Correspondances
IEC 62541-7, Architecture unifiée OPC — Partie 7: Profils

IEC 62541-8, Architecture unifiée OPC — Partie 8: Acces aux données

IEC 62541-11, OPC Unified Architecture — Part 11: Historical Access (disponible en anglais
seulement)

IEC 62541-13, OPC Unified Architecture — Part 13: Aggregates (disponible en anglais
seulement)
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3 Termes, définitions et conventions

3.1 Termes et définitions

Pour les besoins du présent document, les termes et définitions donnés dans
I'IEC TR 62541-1, I'l[EC TR 62541-2 et I'|[EC 62541-3 ainsi que les suivants s'appliquent.

3.11

bande morte (Deadband)

plage permise pour les variations de valeur qui ne déclencheront pas une Notification de
changement de données

et sert a
he définit

Note 1 a |'article: Bande morte peut s'appliquer comme un filtre lors de I'abonnement
empéchel que des signaux bruyants ne mettent inutilement un Client a jour.
Absolute)eadband comme un filtre commun. L'IEC 62541-8 définit un filtre Deadbang

3.1.2
point dlextrémité (Endpoint)

adresse| physique disponible sur un réseau qui permet
plusieurns Services fournis par un Serveur (server)

un ou

Note 1 a |'article: Chaque Serveur peut avoir plusieurs Points/d'extrémité. d'un Point d'extrgmité doit

inclure un HostName (un nom d'héte).

3.1.3
serveul passerelle (Gateway Server
serveur|qui agit comme un intermédiaire

Note 1 afl'article: Les Serveurs passerelles\ peuyent_é& pour limiter l'acces externe, dssurer la
conversioh de protocole ou fournindes caractéristique e S gurs sous-jacents ne prennent pas en charge.

3.1.4
nom d'héte (HostNamg

identificateur uni<§p
Note 1 a |'article: Cet’idéntifi

unique ay niveau globgh k

réseau

gue dans un réseau local, mais il peut toutefois étre ¢galement
¢ une adresse IP.

3.1.5

jeton de sécurit

identific i ¥s cryptographiques

Note 1 a eCurity Tokens (Jetons de sécurité) appartiennent a un contexte de sécurifé qui est,

dans le cas d'OP. anal sécurisé (Secure Channel).

3.1.6
certificatdetogicielt{SoftwareCertificate)
certificat numérique pour un produit logiciel qui peut étre installé sur plusieurs hotes pour
décrire les fonctions du produit logiciel

Note 1 a l'article: Des installations différentes du méme produit logiciel peuvent avoir le méme certificat de
logiciel. Les certificats de logiciel ne sont pas pertinents pour la sécurité. lls sont utilisés pour identifier un produit
logiciel et ses caractéristiques prises en charge. Les certificats de logiciel sont décrits en 6.2.

3.2 Abréviations et symboles

API Application Programming Interface (Interface de programmation d'application)
BNF Backus-Naur Form (Notation Backus-Naur)

CA Certificate Authority (Autorité de certification)

CRL Certificate Revocation List (Liste d'annulation de certificats)

CTL Certificate Trust List (Liste de certificats de confiance)
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DA Data Access (Accés aux données)

NAT Network Address Translation (Traduction d’adresse réseau)

UA Unified Architecture (Architecture Unifiée)

URI Uniform Resource Identifier (Identificateur uniforme de ressource)
URL Uniform Resource Locator (Localisateur uniforme de ressource)

3.3 Conventions pour les définitions des Services

Les Services OPC UA ont des parametres qui sont acheminés entre le Client et le Serveur.
Les spécifications des Services OPC UA utilisent des tableaux pour décrire les parametres
des Services comme montré au Tableau 1. Dans ce tableau, les paramétres sont organisés
en parafMetres de demande et parametres de reponse.

Tableau 1 — Tableau de définition des serv<afe\ x

Nom Type Description

Request (Demande) Définit les paramétres de der(and@reL\fs du.Sergce

Nom de|paramétre simple Description de ce paraméte

Nom de|paramétre construit Description du paramétfe constriit \ \

Nom de| paramétre composant Description du pargmetre Compodaat, \ /

Resporjse (Réponse) Définit les pargmetrés e réponse rétatifs du Service
AN L2

Les colonnes Nom, Type et Descriptior 3 t le\pom' \le type de données et la degcription
de chadque parameétre. Tous les parameét G ires~Méme si certains peuvent étre
inutilisés dans certaines circonstanceg. cription spécifie la valeur g fournir
lorsqu'un parametre est inutilisé.

Deux ty : afini tableaux, a savoir simple et constfuit. Les
paramefres simples ont S imple, tel que Boolean (booléen) ol String

(chaine

Les parameétres c; gtrin etres composés de deux parametres ou plus, qui
peuvent étre simplé Bs'noms des paramétres composants sont indenfés sous
le nom du parame i

Les typ¢ 3 dans ces tableaux peuvent étre des types de base, dg¢s types
commu 3 idfirs’ Sexvices ou des types spécifiques a chaque Service. Les types de
donnée - efinis dans I'lEC 62541-3. Les types de base utilisés dans les
Service és dans Ie Tableau 2. Les types de donnees qui sont communs a

Service|sont définis dans le tableau de paramétres du Service en question.
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Tableau 2 — Types de paramétre définis dans I'l[EC 62541-3

Type du paramétre
BaseDataType
Boolean
ByteString
Double
Duration

Guid

Int32

Localeld
Nodeld
QualifiedName
String

Uint16

Ulnt32
Ulnteger
UtcTime
XmlElement

représemntés au
es primifives du

Les parametres des primitives du service Request

Tablead 1 comme des paramétres Request De mé ne
service me des parameétres
Respons fangés et acheminés
entre I'g¢ & P & lonnes distinctes gour les
valeurs 4 i K > g confirmation sonf inutiles
et ont été

41 W™

Le présgent article spécifis e 1 ( . Les définitions des Services OPC A sont
des depcription Qi b pas une spécification de mise en| ceuvre
(implémientation)) i pondance entre les descriptions abstraites et la
Communication Sta ‘ nication) associée a ces Services sont définies dans
I'EC 62 implémentation basée sur des services web, les
Services S service web et un Service OPC UA correspond a une
opératig

Ces Sefu gniotganisés en Service Sets (Jeux de services). Chaque Service Sqgt définit
un jeu wexes. L'organisation en Service Sets est un regroupement|logique
présent¢ dansta_présente Norme, mais qui n'est pas utilisé pour I'implémentation.

Le Discpvery Service Set (Jeu de services de découverte), illustré a la Figure 1, définit les
Services qui permettent a un Client de découvrir les Endpoints implémentés par un Serveur et
de connaitre la configuration de sécurité de chacun de ces Endpoints.
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Server

Discovery Services o Server Description

Endpoint Description

IEC
Anglais Francgais

Digcovery services Services Discovery
Sefver Serveur (\\
Sefver description Description du serveur ( \ \
Enfppoint description Description du poi xt\hgm\Q

Figure 1 — Jeu de services de découverte (Dj S

Le SeciyireChannel Service Set (Jeu de services de Canaks is€),\i 8 3 gure 2,

ibn pour

définit les Services qui permettent a un Client d'
2¢hangés

assurer|la Confidentiality (Confidentialité) et I'/

avec le Serveur. <\
urm QB >ecurity Policy
]

Sevices

< Security Token

/\ \n&ba\ls Frangais
Se,lyzﬂCh\\nneI\\Mce\ \/ Services SecureChannel

Sefver \ N \ Serveur

Sefurity |cy \ Politique de sécurité
Sefurity. Tok \/ Jeton de sécurité

Le Session Service Set (Jeu de services de session), illustré a la Figure 3, définit les Services
qui permettent au Client d'authentifier l'utilisateur au nom duquel il agit et de gérer des

Sessions.
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. Server
Session g
services i .
Session
IEC
Anglais Francgais
Session services Services Session
Server Serveur
Sefpsiomn Session 7

Figure 3 — Jeu de services de session (Session Service' S

te 2 la
pprimer

Le Nod
Figure 4
des Nog

NodeManagement
services

( N
N N ]
NN
\/ Kn\glais\ Frangais
NodeManagemey{@er\)‘st \/\ Services NodeManagement

oAc ua Servg{ \ \/ Serveur OPC UA

OHC UA(@E‘P&{S pz%@ \ Espace d’adresses OPC UA

Noton N\ W N\ Neeud
Figured —deu epvices de gestion de nceuds (NodeManagement Service Set)
Le View Service Jeu de services de vues), illustré a la Figure 5, définit les Serdices qui

permettentiaux Clients de parcourir I'Espace d’Adresses ou des sous-ensembles de I[Espace
d’Adresses appelés Views (Vues). Le Query Service Set (Jeu de services d'interrogation)
permet aux Clients de récupérer un sous-ensemble de données de I’Espace d’Adresses ou de
la Vue.
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OPC UA Server
OPC UA AddressSpace
View
services
Query
services
IEC
Anglais F/pa{géks \
Vigw services Services View (vues)
NI
Qulery services Services Query @eﬁsg}&\ioﬁk \
OHC UA Server Serveur OP, A\ \\/
OHC UA AddressSpace Espace d(adr?@s;as (#\C m\ )
Nofde Noel.ﬁ\ / /\
Vidw { et ¢ 0NV
Figure 5 — Jeu de servi vu (\)i‘ew/s/ervice Set)
L’ Attribyte Service Set (Jeu de services d ibu illustré a la Figure 6. Il définit les
Services qui permettent lights™de\lirexet gcrire> les Attributs de Neoeuds, y compris les
valeurs [de I'historique. La jiable ét modélisée comme Attribut, ces $ervices

permett

N

8

PC WA Server

S

OPC UA AddressSpace
( Other Node Types

Attributes

%

o ——————
( Object )

Attribute

Adhdorai o rrdh
AUWTOULCS

services

Variables

Attributes

IEC

Anglais

Francais

Att

ribute services

Services d’attributs
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Anglais Francgais
Other Node Types Autres types de nceuds
OPC UA Server Serveur OPC UA
OPC UA AddressSpace Espace d’adresses OPC UA
Attributes Attributs
Object Objet
Variables Variables

Figure 6 — Jeu de services d'attributs (Attribute Service Set)

Le Method—Service—Set (qu de—services—de |||c':thudcc) estttustré—ataTigureF—Hdéfinit les
Services qui permettent aux Clients d'appeler des méthodes. Les thodes,s'exécutent
ameétres

totalemeént lorsqu'elles sont appelées. Elles peuvent étre appeléeg ave
d'entré%spécifiques a la méthode et peuvent retourner des paramgtrasnde sort Jcifiques
a la méthode.
AN AN
OPC UA Server & \\ >
OPC UA A \>
< riaa‘eé
DY
Ca}}/\ m %thods
= > _0
serviee w \\)\ _ 0

N )

IEC

A\r\gl\éi{ Francgais

Call servh\e \ \ \/ Service Call
Ob@ %«Q\ \ \ Object Node

OFC UASefet \ Serveur OPC UA

OFC UK AddressSpdce Espace d'adresses OPC UA
Metheds Méthodes

Variables Variables

Figure 7 — Jeu de services de méthodes (Method Service Set)

Le Monitoreditem Service Set (Jeu de services d'éléments surveillés) et le Subscription
Service Set (Jeu de services d'abonnements), illustrés a la Figure 8, sont utilisés ensemble
pour s'abonner a des Naeuds de I'Espace d’Adresses OPC UA.

Le Monitoreditem Service Set définit les Services qui permettent aux Clients de creer,
modifier et supprimer des Monitoreditems (Eléments surveillés) utilisés pour surveiller les
Attributs afin de déceler des changements de valeur et les Objects afin de détecter des

Evénements.

Ces Notifications sont mises en file d'attente en vue de leur transfert vers le Client en utilisant
le mécanisme de Subscriptions (Abonnements).
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Le Subscription Service Set (Jeu de services d'abonnements) définit les Services qui
permettent aux Clients de créer, modifier et supprimer des Subscriptions. Les Subscriptions
envoient des Notifications générées par des Monitoreditems au Client. Les Subscription
Services (Services d'abonnements) prévoient aussi la reprise Client aprés des Messages
manqués et des défaillances de communications.

OPC UA Server

OPC UA AddressSpace
( Node \

Attributes

[
>

Monitoredltem Monitored

services ltem <
> E

ven
Subscr.iption Subscription
services

A ASHO

Anglais \ (-\ ) Frangais

v

>4

v

Mdhnitoredltem services ( \Qerv es Mo\ni@edltem (éléments surveillés)
Supscription services[\ N e\xi&es S%scription (abonnements)

Nofle \ r\\ Noetd
ofcuaserer > ¢ Sexyéur OPC UA
OHC UA Address%{a}a\ \/\ space d’adresses OPC UA

Attributes ( \ > Attributs

Events Evénements

Moni}qeéQem \ \ \/ Elément surveillé
Su leﬁh{\ \ \ Abonnement
N\

Fi e 8 ~\Jeux de services d'éléments surveillés et d'abonnements
(Monitoredltem et Subscription Service Sets)

o]

nv]

4.2 Procedures des services Request/Response (Demande/Reponse)

Les procédures des Services Request/Response décrivent le traitement des demandes
recues par le Serveur et des réponses renvoyées ensuite. Les procédures débutent par la
présentation au Serveur d'un Message de demande de Service de la part du Client
demandeur.

A la réception de la demande, le Serveur traite le Message en deux étapes. Dans la premiére
étape, il tente de décoder et de localiser le Service a exécuter. La gestion des erreurs pour
cette étape est spécifique a la technologie de communication utilisée et elle est décrite dans
I'IEC 62541-6.

S'il réussit, il tente d’accéder a chaque opération identifiée dans la demande et exécute
I'opération demandée. Pour chaque opération indiquée dans la demande, il génére un code
de succés/échec distinct qu'il insére dans un Message de réponse positive accompagné des
éventuelles données qui sont a retourner.
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Pour exécuter ces opérations, le Client et le Serveur peuvent se servir de I'API de la Pile de
communication pour construire et interpréter les Messages et accéder a |I'opération
demandée.

La mise en ceuvre de la gestion de chaque demande de service ou de chaque réponse doit
vérifier que chaque parameétre de service s'inscrit bien dans la plage spécifiée pour chaque
parameétre.

5 Jeux de services (Service Sets)

5.1 Généralités

Le présent article définit les Service Sets d'OPC UA et leurs Services. rticle contient les
définitions des paramétres communs utilisés par ces Services. Le< exig es\xelatives a
I'audit spnt décrites en 6.2 pour tous les services.

Le Server Profile définit si un Serveur prend ou non en charge Service

inclus dans un Service Set. Les Profiles sont décrits dans I'}E

5.2 E

Chaque réponse

relative

les parameétres commpns aux
), timestamp (Horodathge ) et

La strug
demand
request

La strugture du Response SfiQi 27 et contient des paramétres communs
aux réppnses tels que|s service) et diagnosticinfo (Informations de
diagnostic).

5.3 ITsultats ;

Les rés 5 uniqués a deux niveaux dans les réponses OPC UA: 'un

indique c e tandis que l'autre indique le statut de chaque opération
demandg 1

Les résuiitats de fee sont définis via le StatusCode (Code de statut) (voir 7.33).

Le statut de;'l'appe)”de Service est représenté par le serviceResult contenu (ans le
ResponseHeader (voir 7.27). Le mécanisme pour retourner ce paramétre est spécifique a la
technologt fcat itse i 2 f i t défini
dans I'lEC 62541-6.

Le statut des opérations individuelles d’une demande est représenté par des StatusCodes
individuels.

Les cas ci-apres définissent I'utilisation de ces parametres.

a) Un code bad (mauvais) est retourné dans le serviceResult si le Service lui-méme a failli.
Dans ce cas, un ServiceFault (Défaut de service) est renvoyé. Le ServiceFault est défini
en 7.28.

b) Le code good (bon) est retourné dans le serviceResult si le Service a partiellement ou
totalement réussi. Dans ce cas, d'autres paramétres de réponse sont retournés. Le Client
doit toujours vérifier les parametres de réponse, notamment tous les StatusCodes
associés a chaque opération. Ces StatusCodes peuvent indiquer des résultats incorrects
ou incertains pour une ou plusieurs opérations demandées lors de I'appel de Service.
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Tous les Services avec des matrices d'opérations dans la demande doivent retourner un code
bad dans le serviceResult si la matrice est vide.

Les Services définissent divers StatusCodes spécifiques et un Serveur doit utiliser ces
StatusCodes spécifiques comme décrit dans le Service. Il convient qu'un Client puisse gérer
ces StatusCodes spécifiques au Service. En outre, un Client doit prendre en compte d'autres
StatusCodes communs définis au Tableau 165 et au Tableau 166. Des détails
complémentaires pour la gestion de StatusCodes spécifiques par le Client peuvent étre
définis dans I'lEC 62541-7.

Si le Serveur découvre, par des mécanismes hors bande, que l'intégrité des authentifiants de
l'application ou de l'utilisateur utilisés pour créer une Session ou un Canal Sécurisé a été
compromise, Il convient que le Serveur interrompe immediatement touteg les essmjs et les
canaux [qui utilisent ces authentifiants. Dans ce cas, il convient que résultat du
Servicelsoit Bad_IdentityTokenRejected ou Bad_CertificateUntrusteqg:

L'analyge de message peut échouer en raison d'erreurs de s : i mées du
messagg sortent de la plage prise en charge par le reC|p|enda| . X duit, les
messagpes doivent étre rejetés par le récipiendaire. Si le i r, il doit
retourngr un ServiceFault avec le code de X Rao De odingErfor ou
Bad_En jend, i Pile de
Commuhi

De nom dléments

de don jeter des
demand $ limites
sont typi nexions
entre un

Les Clid . Serveur
auront yraisemblablemeng & : , demandes. L'administrateur peut avoif besoin

it une réponse du Serveur comportant ce| défaut.

d'augmenter les limites
. f? A

Dans certains cas, rner un

défaut. on du
récipien Sfaut de
communi

Le Clie imites de
taille dd renante
d'éviter que le
Serveurn sérialisé

dépasse Ja taille de message spécifiée par le Client. De méme, il convient que la|Pile de
commuicationtCommunicationr—Stackdu—~CHentrapporteune—erreur Bad—ReqguestFoolLarge
a I'application avant d'envoyer un message qui dépasse la limite du Serveur.

A signaler que les limites de taille de message s’appliquent seulement au corps de message
et n'incluent pas les en-tétes ou les effets d’une application d'une quelconque politique de
sécurité. Cela signifie qu'un corps de message qui est plus petit que le maximum spécifié
peut tout de méme générer une erreur fatale.

5.4 Jeu de services de découverte (Discovery Service Set)
5.4.1 Vue d’ensemble
Le Service Set définit les Services utilisés pour découvrir les Endpoints (Points d'extrémité)

implémentés par un Serveur et pour lire la configuration de sécurité pour ces Endpoints. Les
Discovery Services (Services de Découverte) sont mis en ceuvre par des Serveurs individuels
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et par des Discovery Servers (Serveurs de découverte) spécialisés. L'IEC 62541-121 décrit
comment les Discovery Servers spécialisés utilisent les Discovery Services.

Chaque Serveur doit avoir un Discovery Endpoint (Point d'extrémité de découverte) auquel
les Clients accédent sans établir une Session. Cet Endpoint peut ou peut ne pas étre le
méme Session Endpoint (Point d'extrémité de session) que les Clients utilisent pour établir un
Canal Sécurisé. Les clients lisent les informations de sécurité nécessaires pour établir un
Canal Sécurisé en appelant le GetEndpoints Service (Service de récupération des points
d'extrémité) sur le Discovery Endpoint.

En outre, les Serveurs peuvent s'enregistrer auprés d'un Discovery Server connu en utilisant
le service RegisterServer (Enregistrement de serveur). Les Clients peuvent découvrir plus
tard toJs Tes éveniuels Serveurs enregisirés en appelant Te FindServers vice (Service
Trouver|des serveurs) sur le Discovery Server.

Le procgssus de découverte complet est illustré a la Figure 9.

Client Discovery

T
|
|
FindServers() 1
[ ServerDescriptiQﬁ\

[ GeEmdipoints()

FaNm A

| |
' ' '
Q \> Discovery  Session

Endpoint Endpoint

(\ IEC
\n}h\is Francais

Dig C/Qr%gerve\ \ Serveur de découverte

Se<<e\ \ \ \ Serveur

Dis coveh\e{c?}min}\ Point d’extrémité de découverte
Repistration ew Point d’extrémité d’enregistrement
Sepsion endpoint Point d’extrémité de session

Figure 9 — Processus de découverte

L'URL (localisateur uniforme de ressource, Uniform Resource Locator) pour un Discovery
Endpoint doit fournir toutes les informations dont le Client a besoin pour se connecter au
Discovery Endpoint.

Une fois qu'un Client récupére les Endpoints, le Client peut sauvegarder cette information et
I'utiliser pour se reconnecter directement au Serveur sans passer par le processus de
découverte. Si le Client s'apercgoit qu'il ne peut pas se connecter, la configuration du Serveur
a pu changer et il est nécessaire que le Client repasse par le processus de découverte.

1 ATrétude.
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Les Discovery Endpoints ne doivent nécessiter aucune sécurité pour les messages, mais ils
peuvent requérir une sécurité de la couche transport. Dans les systémes de production, les
Administrateurs peuvent désactiver la découverte pour des raisons de sécurité et les Clients
doivent compter sur des EndpointDescriptions (descriptions de points d'extrémité) placées en
cache. Pour prendre en charge des systémes ayant les Discovery Services désactivés, les
Clients doivent permettre aux Administrateurs de mettre a jour manuellement les
EndpointDescriptions utilisées pour se connecter a un Serveur. Les Serveurs doivent
permettre aux Administrateurs de désactiver le Discovery Endpoint.

Le Client doit étre trés prudent pour utiliser les informations retournées par un Discovery
Endpoint, car elles ne sont pas slres. Le Client le fait en comparant les informations
retournées par le Discovery Endpoint aux informations retournées dans la réponse

Q H 1 raYH folait 1
Create Sesston—te—tCtent-doit-stasstret e

a) L’Ap idationUri
four

b) Le que le
Cerlificate utilisé pour créer le Canal Sécurisé.

c) Les que les
End

Si le CI bit alors

fermer |

Le Clien b que le

HostNa ée par

Create§ {t'rapporter la différence et peut fegrmer le

Canal § MyHost

et MyH e ou le

HostNa

5.4.2

5.4.2.1

Ce Servi b us auprés d'un Serveur ou d'un Discovery Seyver. Le

comporfement de est décrit en détail dans I'lEC 62541-122,

Le Clief e de résultats retournés en spécifiant des critéres deffiltrage.

Un Disd S rne une liste vide si aucun Serveur ne correspond aux |criteres

spécifié client.~.&s critéres de filtrage pris en charge par ce Service sonf décrits

en 5.4.4.2.

ChaquelLServeur doit fournir un I')icr‘m/pry Endpoint qui prend en r‘hnrgp ce Service. Le
Serveur doit toujours retourner un enregistrement qui le décrit, cependant, dans certains cas,
plusieurs enregistrements peuvent étre retournés. Les Gateway Servers (serveurs
passerelles) doivent retourner un enregistrement pour chaque Serveur auquel ils accordent
I'accés et en plus de maniére facultative un enregistrement qui permet au Gateway Server
(serveur passerelle) d'étre accessible comme un Serveur OPC UA ordinaire. Les Serveurs
redondants non transparents doivent fournir un enregistrement pour chaque Serveur dans le
jeu redondant.

Chaque Serveur doit avoir un identificateur globalement unique appelé ServerUri. 1l convient
que cet identificateur soit un nom de domaine totalement qualifié; cependant, cela peut étre
un GUID ou construct similaire qui assure I'unicité au niveau global. Le ServerUri retourné par
ce Service doit avoir la valeur qui apparait en indice 0 de la propriété ServerArray (matrice de

2 Aveétude.
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serveurs) (voir I'lEC 62541-5). Le ServerUri est retourné comme le champ applicationUri dans

I’ApplicationDescription (voir 7.1)

Chaque Serveur doit aussi avoir un identificateur interprétable par [I'utilisateur appelé
ServerName (nom de serveur) qui au niveau global n'est pas nécessairement unique. Cet

identificateur peut étre disponible dans plusieurs parametres de lieu.

Un Serveur peut avoir plusieurs HostNames. C’est pourquoi le Client doit passer a ce Service
I'URL qu'il a utilisé pour se connecter a I'Endpoint. L'implémentation de ce Service doit utiliser
cette information pour retourner des réponses qui sont accessibles au Client via I'URL fourni.

Ce Service ne doit nécessiter aucune sécurité pour les messages. mais jl-peut requérir une

sécuritél de la couche transport.

Certaing Serveurs peuvent étre accessibles via un Gateway Se
valeur [spécifiée pour gatewayServerUri (URI de serveur
ApplicationDescription (voir 7.1). Les discoveryUrls fournig” da
doivent | appartenir au Gateway Server. Certains Discoxer
plusieuns enregistrements pour le méme Serveur si € Se
accessible par plusieurs chemins.

Ce Service peut étre utilisé sans sécurité et il es
service [ (DOS, Denial Of Service). |
traitemgnts requis pour envoyer une {eponse
le résultat a l'avance. Il convient que_le
commerjcer le traitement d’'une demande-¥’i

Le DiscpveryUrl retourné p
exemple, codage UA XM
Clients | qui prennen
TranspdrtProfiles de rg

ransportProfiles tentent

ehoix échoue.

5.4.2.2

Le Tabl{ our le Service.

d’utilis

oir une

Ps leur

$cription

ptourner
but étre

déni de
um les
éparant
vant de

les (par
que les
er des
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Tableau 3 — Parameétres du service FindServers

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes. L'authenticationToken (jeton
d'authentification) est toujours omis. S'il est fourni, I'authenticationToken doit
étre ignoré.
Le type RequestHeader est défini en 7.26.
endpointUrl String L'adresse réseau que le Client a utilisée pour accéder au Discovery Endpoint.

Le Serveur utilise cette information pour des diagnostics et pour déterminer les
URL a retourner dans la réponse.

Il convient que le Serveur retourne une URL par défaut adéquat s'il ne reconnait
pas le HostName dans I'URL.

localelds [] Localeld Liste des parameétres de lieu a utiliser.

II P=Yvr n&n. lo-carioiie
v +§HEe1e-5eR/ e

des paramétres

de lieu spécifiés. Si le serveur prend en charge Ius d u Bmetres de lieu
demandés, il doit utiliser celui qui apparait lepre 3 . Si le serveur
ne prend en charge aucun des parametr hoisit un

parameétre de lieu adéquat par défaut.

Le serveur choisit un parametre deJ\eu g liste est vide.

serveUris [] String Liste des serveurs a retourner.
Tous les serveurs connus so t ret urnes S llst est
Un serverUri correspond a Yapplica nLpr ationDescrigtion défini

en7.1.
Respornjse

responseHeader ResponseHeader Parametres ¢ gz?u répons
Lg type Respﬁs& de f|n| emZ.27.

servefs [] ApplicationDescription ist des ereur qui r ponkkpl a fitéres spécifiés dans la demande.

ette tV|d si aucln serveuy ne repond aux critéres.
Letype tion scrlp définien 7.1.
5.4.2.3 Résultats des

Les StafusCodes commun

5.4.3

5.4.31

Ce Seryi ité des
informati ion.
Cela ne|¢ sécurité
de la co

Un Clieht péut'reduire’ le nombre de résultats retournés en spécifiant des critéres de filtrage

sur la bpse’de Localelds et d’'URI de Transport Profile. Le Serveur retourne une listg vide si
aucun rudpufuf e uuncapund atx——critéres opc'b;ﬁé;a pat te—chent—tes—criteres—defittt ge pris
en charge par Service sont décrits en 5.4.3.2.

Un Serveur peut prendre en charge plusieurs configurations de sécurité pour le méme
Endpoint. Dans cette situation, le Serveur doit retourner des enregistrements
d’EndpointDescription distincts pour chaque configuration disponible. Il convient que les
Clients traitent chacune de ces configurations comme des Endpoints distincts méme si I'URL
physique se trouve étre le méme.

La configuration de sécurité pour un Endpoint comporte quatre composants:

Server Application Instance Certificate (Certificat d'instance d'application serveur)
Message Security Mode (Mode de sécurité de message)

Security Policy (Politique de sécurité)

Supported User Identity Tokens (Jetons d'identité d'utilisateur pris en charge)
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L'ApplicationinstanceCertificate est utilisé pour sécuriser la demande d’'OpenSecureChannel
(voir 5.5.2). Le MessageSecurityMode et le SecurityPolicy indiquent au Client comment
sécuriser les messages envoyés via le Canal Sécurisé. Les UserldentityTokens (jetons
d'identité d'utilisateur) indiquent au client le type d'authentifiant d'utilisateur qui doit étre
passé au Serveur dans la demande ActivateSession (voir 5.6.3).

Si le securityPolicyUri est NONE et qu’aucune UserTokenPolicy ne nécessite de chiffrement,
le Client doit ignorer I’ApplicationlnstanceCertificate.

Chaque EndpointDescription spécifie aussi un URI| pour le Transport Profile (profil de
transport) que I'Endpoint prend en charge. Les Transport Profiles (Profils de transport)
spécifient les informations telles que le format de codage de message et la version de
protocole™ et sont definis dans TIEC 625471-7. Les Clienls doigenti~chercher les
SoftwargCertificates (Certificats de logiciel) du Serveur s'ils veul ir’[la liste
compléte des Profiles pris en compte par le Serveur (voir 7.30).

Les megsages sont sécurisés en appliquant aux messages avan QS & réseau
des algprithmes de chiffrement normalisés. Le jeu exact d' algrlth 5 i d de la
SecurityPolicy pour I'Endpoint. L’IEC 62541-7 définit des Policies
communes et leur affecte un URI unique. Il est prévu_que Rplications connaisgent les
SecurityPolicies (Politiques de sécurité) qu'elles pre conséqugnt, seul
I'URI de profil pour la SecurityPolicy est spécifié [ lient ne
peut pas se connecter a un Endpoint qui ne pre : 3 ne SecurityPolicy qu'il
connait,

Une En sécurité de message es{ NONE
(Aucun/Ri mandée sauf si les applications
communi : i isolé\dans lequel le risque d'intrugion est
extréme ible. Si gegurité—o 2 ONE, il est possible pour les Cljents de
pirater, j 36

Un Serveur peut avoi I: ) . Pour cette raison, le Client doit passer a ce
Service|l'URL q isée g nnegcter a I'Endpoint. L'implémentation de ce|Service
doit utiliser cette Yafor i ) S yer des réponses qui sont accessibles au Cfient via
I'URL fournie.

Ce Service pegut ilrs ans sécurité et il est donc vulnérable aux attaques par|déni de
service (DO ' 2). Il convient qu'un Serveur réduise au maximum la guantité
de trait S ire, pour envoyer la réponse a ce Service. Cela peut étre| fait en
prépara S1 ance. |l convient que le Serveur ajoute aussi un faible retard avant
de comt] erletratement d’'une demande s’il y a beaucoup de demandes.

Certaings des EndpomtDescr/pt/ons retournées dans une reponse doivent spec fier les
informatiofis—d n_uupuuu. pour—utt uausvvay Servet qul petit etre—ttitise pout accédera—tin autre
Serveur. Dans ce cas, le gatewayServerUri (I'URI de serveur passerelle) est spécifié dans
I'EndpointDescription et tous les contrbles de sécurité utilisés pour vérifier les Certificates
doivent utiliser le gatewayServerUri (voir 6.1.3) au lieu du serverUri (URI du serveur).

Pour se connecter a un Serveur via la passerelle, le Client doit d'abord établir un Canal
Sécurisé avec le Gateway Server. Le Client doit appeler le service CreateSession et passe au
Gateway Server le serverUri spécifié dans I'EndpointDescription. Le Gateway Server doit
alors se connecter au Serveur sous-jacent pour le compte du Client. Le processus de
connexion au Serveur via un Gateway Server est illustré a la Figure 10.
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Client

Gateway
Server

! GetEndpoints ()

EndpointDescription[]

OpenSecureChannel()

CreateSession()

i S

|
|

CreateSecureChannel()
CreateSassionl)
L
| |
Discovery Session Session
Endpoint Endpoint &
Anglais \{ra%a}& \
Gateway server Serveur passerelle \ >
Sefver Servedr \
Didcovery endpoint F}o‘l{n\d’e}rﬁlmi}{é dNéche

Sepsion endpoint

N
’\koin d’exﬁén{té}ie\s&%ion

(Serveur passerelle)

Les StatusCodes communs sont définis au Tableau 165.

5.4.3.2
Le Tabl
u service GetEndpoints
Nom N L Rpe Des¢ription
Request N
requdstHeader Reguestieader”’ Paramétres communs aux demandes.
L'authenticationToken (jeton d'authentification) est toujours omis. S'il est
fourni, I'authentication Token doit étre ignoré.
/\ Le type RequestHeader est défini en 7.26.
endpoiniUrl \ Stxing L'adresse réseau que le Client a utilisée pour accéder au Disdovery Endpoint.
Le Serveur utilise cette information pour des diagnostics et paur déterminer
les URL a retourner dans la réponse.
x Il convient que le Serveur retourne une URL adéquate par défaut s'il ne
reconnait pas le HostName dans I'URL.
localgldsA] Localeld Liste des parameétres de lieu a utiliser.
Spécifie le paramétre de lieu a utiliser pour retourner des chaines lisibles par
Thomme.
Ce parametre est décrit en 5.4.2.2.
profileUris [] String Liste de Transport Profile que doivent prendre en charge les Endpoints
retournés. L'IEC 62541-7 définit les URI pour les Transport Profiles
Tous les Endpoints sont retournés si la liste est vide.
Response
responseHeader ResponseHeader Paramétres communs aux réponses.
Le type ResponseHeader est défini en 7.27.
Endpoints [] EndpointDescription | Liste des Endpoints qui répondent aux critéres spécifiés dans la demande.
Cette liste est vide si aucun Endpoint ne répond aux critéres.
Le type EndpointDescription est défini en 7.9.
5.4.3.3 Résultats des services
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5.4.4 Enregistrer un serveur (RegisterServer)
5.4.41 Description

Ce Service enregistre un Serveur auprés d'un Discovery Server (Serveur de découverte). Ce
Service est appelé par un Serveur ou par un utilitaire de configuration distinct. Les Clients
n'utilisent pas ce Service.

Un Serveur doit établir un Canal Sécurisé avec le Discovery Server avant d'appeler ce
Service. Le Canal Sécurisé est décrit en 5.5. L'Administrateur du Serveur doit fournir au
Serveur une EndpointDescription pour le Discovery Server, cela fait partie intégrante du
processus de configuration. Les Discovery Servers doivent rejeter les enregistrements si le
serverUri_faurni ne r‘nrrpclnnnd pas a I'nln'nlir‘nﬁnnllri contenue dans le-Server Certificate
utilisé ppur créer le Canal Sécurisé.

Un Seryeur fournit uniquement son serverUri et les URL de ints au

Discovery Server. Les Clients doivent utiliser le service G ercher
directenmpent auprés du Serveur les informations de configuratio

Le Sery eu qu'il
prend e

Les Ser hant sur
la mém scovery
Server ¢

Il existg qui sont lancées manuellement, y
compris gn a l'amorgage et celles qui sont
lancées de se connecter. Le prpcessus

d'enregi it utili dépend\d€ la catégorie dans laquelle il s'injscrit.

Le prodessus d'enregistrem
Figure 11 {>

Admlnlstra or

rveurs lancés manuellement est illusfré a la
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T \/ —

N |
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RegisterServer
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<

RegisterServer

IISAHI:HA—T—..A\
\LEA4RLLLE i B A=\~

> ApplicationDescriptions| ]

L]
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|
Stop o ) '
D > RegisterServer FindServers()
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' |
]

T~ Nothing to find
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Anglais Francgais

Administrator Administrateur
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Anglais Frangais
Server Serveur
Discovery server Serveur de découverte
Registration timer expires La minuterie d’enregistrement expire
Online registrations expire, servers must register | L’enregistrement en ligne expire, les serveurs
at least once every 10 minutes doivent s’enregistrer au moins toutes les 10 minutes
Remove expired registrations Retirer les enregistrements expirés
Start Démarrage
Stop Arrét
Nothing to find Rien a trouver

Figure 11 — Processus d'enregistrement — Serveurs lancés nuellement

Le processus d'enregistrement pour les Serveurs lancés automatiqu
Figure 12.

ré a la

N\

S
Adnjinistrator Server File System /\bggve{y\\ Client
>

7 Install _  Create 030
D - Semaphor, re istr s
RegisterSe

FindServers()

<

Application >
Descriptions[ ] !
|
B FindServers() i
Check Semaphor ) i
+ Delete Registration T
I I IEC
Francais
Administrator \/ Administrateur
Servdr Serveur
File system Systéme de fichiers
Install Installer
Create Créer
Semaphor file Fichier sémaphore
Load registrations at startup Charger les enregistrements au démarrage
Save registration Sauvegarder les enregistrements
Delete Supprimer
Uninstall Désinstaller
Check semaphor Veérifier le fichier sémaphore
Delete registration Supprimer I'enregistrement
The offline registration is deleted when the L’enregistrement hors ligne est supprimé lorsque le
semaphor file is no longer available fichier sémaphore n’est plus disponible
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Anglais Francgais
A server may also mark itself off-line by Un serveur peut aussi se marquer lui-méme hors ligne
renaming or moving the semaphore file en renommant ou en déplacant le fichier sémaphore

Figure 12 — Processus d'enregistrement — Serveurs lancés automatiquement

Le processus d'enregistrement est congu pour étre indépendant de la plateforme, étre

robuste

et capable de réduire au maximum les problémes créés par des erreurs de configuration.

Pour cette raison, les Serveurs doivent s'enregistrer plus d'une fois.

Dans des conditions normales, les Serveurs lancés manuellement doivent s'enregistrer
régulierement auprés du Discovery Server tant qu'ils peuvent recevoir des connexions des

Clients.[ST un Serveur passe hors Tigne, il doit s'enregisirer une fois de/plus

huer s'il
endant,

idtrement

(par exemple, le Discovery Server n'est pas en marche), le Serv tenter
périodiquement de s'enregistrer. Il convient que la fréquence de hence a
1 s mai$ augmente progressivement jusqu'a ce que la fréquence d eigne la
valeur qu'elle aurait eue si aucune erreur ne s'était produite” 2e est de
doubler(la période de chaque tentative jusqu'a ce que le ma

Lorsqu'iin Serveur lancé automatiquement (ou sah registre
auprés [du Discovery Server, il doit fournir u que le
Discovelry Server peut utiliser pour détéxmi 3 été désinstallé de la npachine.

Le Discovery Server doit avoir eu accs

5.4.4.2 Parameétres

Le Tabl¢au 5 définit les p

9,
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Tableau 5 — Parameétres du service RegisterServer

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes.
L'authenticationToken (jeton d'authentification) est toujours omis.
Le type RequestHeader est défini en 7.26.
Server RegisteredServer Le serveur a enregistrer. Cette structure est définie de fagon cohérente par

rapport aux éléments prévus suivants.

serverUri String L'identificateur globalement unique pour l'instance de Serveur. Le serverUri
correspond a I'applicationUri de I'ApplicationDescription défini en 7.1.

productUri String L'identificateur globalement unique pour le produit Serveur.

serverNames [] LocalizedText Une liste des noms descriptifs localisés pour le Serveur.
La liste doit avoir au moins une entrée valide.

serverType Enum Ce type dapplication.

ApplicationType Les valeurs d'énumération sont définies au leau 103}

La valeur “CLIENT_1” (L'application est ur_Client. ma auforisée. Le
résultat du Service doit étre Bad_| InvaI Al ent dans\ce ca

gatewayServerUri String L'URI du Gateway Server associé auxgiscoyeryUrls,
Cette valeur est uniquement spé lqui souhaitent
enregistrer les Serveurs auxque
Pour les Serveurs qui n‘agi{gstK r, ce parametre
doit étre null. x

discpveryUrls [] String Une liste de Discove OIRts p\u\le ‘S\e‘ﬁet{/
La liste doit avoir m entrée valid

sempphoreFilePath String phorewitiljgé pour identifier I'ijfstance de

serveurs lancés manuellerhent

t fournj/et existe, le LocalDiscoveryS¢rver doit
atives a I'enregistrement dans yne unité de
données qu'il lit lorsque le LocalDiscoveryServer

& est spécifié, mais n’existe pas, le Discoyery Server doit

egistré avec un semaphoreFilePath, le DiscoyeryServer doit
e ce fichier existe avant de renvoyer I'ApplicationDesdription au

il est null ou
deNg’DiscoveryServer ne tente pas de vérifier I'existence du fichier avant de
rehyoyer |’ApplicationDescription au client.

isOrlline

Nz (vrai) si le Serveur est actuellement capable d'accepter de$ connexions de
Clients. Le DiscoveryServer doit renvoyer I'ApplicationDescriptigns au Client.
Il est prévu que le Serveur se réenregistre réguli€rement avec I¢
DiscoveryServer.
False (faux) si le Serveur est réellement incapable d’accepter dés connexions
de Clients. Le DiscoveryServer ne doit PAS renvoyer les
ApplicationDescriptions au Client.

Ce parametre est ignoré si un semaphoreFilePath est fourni.

S6-

Respo

ResponseHeader

ResponseHeader

Parameétres communs aux réponses.

Le type ResponseHeader est défini en 7.27.

5.4.4.3 Résultats des services

Le Tableau 6 définit les résultats de
communs sont définis au Tableau 165.

Services spécifiques a ce Service. Les StatusCodes
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Tableau 6 — Codes des résultats de services RegisterServer

Id symbolique Description

Bad_InvalidArgument Voir le Tableau 165 pour la description de ce code de résultat.
Bad_ServerUrilnvalid Voir le Tableau 165 pour la description de ce code de résultat.
Bad_ServerNameMissing Aucun ServerName n'a été spécifié.
Bad_DiscoveryUrlMissing Aucun DiscoveryUrl n'a été spécifié.
Bad_SempahoreFileMissing Le fichier sémaphore spécifié n'est pas valide.

5.5 Jeu de services de canal sécurisé (SecureChannel Service Set)
5.5.1 Vue d'ensemble

anal de

C S PH Qaot (1o PIH ANEPS - HIVN T | [« PNV PIE H HP--4 OO
e er LAY >4 IUL WAL ue OCTVILTO) UOCTITmt co IUTVIVUC O UlifmioCo MUuUl

communication qui assure la Confidentiality et I'Integrity de tous les Me és avec
le Serteur. Les concepts de base pour la sécurit¢é OPC is dans
'EC TR 62541-2.

Les SepureChannel Services (services de canal sécurisé) d'autres
Service§, car ils ne sont pas implémentés directeme 4 UA. En
revanchle, ils sont fournis par la Pile de Communication~sur Tag tie I'Application
OPC UA. Par exemple, un Serveur OPC UA peut étre-ba ils KP (Simplg¢ Object

Access [Protocol, Protocole d'accés a objet simple) dui ablir un
Canal Ppécurisé en utilisant la spécification e dgtion. Dans cps cas,
I'Application OPC UA doit vérifier que y it dans le contexie d'une
WS Sequre Conversation. L'IEC 625 < Sefvices SecureChanfpel sont
mis en deuvre.

Un Can ) Client et
un seul| Serveur. Ce cang t et du
Serveun, qui sont utilisée$ poli @ Wit p au. Les

Service$ SecureChanne urité les

clés a utiliser.

Une EndpointDe@ {

vec un
Endpoint donné. scovery
Server, n.

Les alg dans le
champ 5 lorsqu'il
crée un

Il convignt de\noter que certaines SecurityPolicies définies dans I'|EC 62541-7 désfactivent
I'authenrification etYe chiffrement, conduisant a un Canal Sécurisé qui ne procure|aucune
sécurité

Lorsqu'un Client et un Serveur sont en communication via un Canal Sécurisé, ils doivent
vérifier que tous les Messages entrants ont été signés et chiffrés conformément aux
exigences spécifiees dans I'EndpointDescription. Une Application OPC UA ne doit traiter
aucun Message qui n'est pas conforme a ces exigences.

La relation entre le Canal Sécurisé et I'Application OPC UA dépend de la technologie
d'implémentation. L'IEC 62541-6 définit toutes les exigences induites par la technologie
utilisée.

La corrélation entre une Session d'Application OPC UA et le Canal Sécurisé est illustrée a la
Figure 13. La Pile de Communication (Communication Stack) est utilisée par les Applications
OPC UA pour échanger des Messages. Dans une premiére étape, les Services
SecureChannel sont utilisés pour établir un Canal Sécurisé entre les deux Piles de
Communication qui permet I'échange sécurisé de Messages. Dans une seconde étape, les
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Applications OPC UA utilisent le Session Service Set (Jeu de services de session) pour
établir une Session d'Application OPC UA.

OPC UA Client OPC UA Server
Session
OPC UA Application €« -----. > OPC UA Application
SecureChannel
N S

e
NN
Anglais \\Q\Q E\Qli\ >

OHC UA Client Clienﬁc U
oHc UA Application Applicatidn PPCUA. S
Communication Stack ,&ile\g Coﬁmér?l\?atio\n>

)\/

OHC UA Server \ Ser\&gur O)\C L‘J)\/

Figure 13 — Servi SesureChannel et Session

Une foig qu'un Client a établ| t a partir
d'un Capal Sécurisé diffé . ien Sécurisé
avec le [Service ActivafeSession dégri

Si un Serveur a@ appelé
chainage de Servel sécurité
utilisatepr. Cela signifi serveur
sous-jaq bropriée
dans le ur. Elle
est indig S s'assurexque la sécurité est maintenue et qu'un utilisateur n'obtiendra
pas d'in ' i convient qu'il n'ait pas accés. Autant que possible, il convient
qu'un S e au Client d'origine en transmettant l'identité d'utilisateur du Client

S facent lorsqu'il appelle le Service ActivateSession. Si la subjstitution
nas ure option, le Serveur doit faire correspondre l'identité d'utilisgteur du
nguvelle identité d'utilisateur que le Serveur sous-jacent regconnait

d'origin
d'identitg n'es
Client fvec._une
effectivement.

5.5.2 Ouvrir un canal sécurisé (OpenSecureChannel)
5.5.2.1 Description

Ce Service est utilisé pour ouvrir ou renouveler un Canal Sécurisé qui peut étre utilisé pour
assurer la Confidentiality et I'Integrity pour I'échange de Messages pendant cette Session. Ce
Service exige de la Pile de Communication qu'elle applique les divers algorithmes de sécurité
aux Messages a mesure qu'ils sont envoyés et regus. Des mises en ceuvre spécifiques de ce
Service pour différentes Piles de Communication (Communication Stacks) sont décrites dans
I'IEC 62541-6.

Chaque Canal Sécurisé a un identificateur globalement unique et est valide pour une
combinaison spécifique d'instances d'applications Client et Serveur. Chaque canal contient un
ou plusieurs SecurityTokens (jetons de sécurité) qui identifient un jeu de clés
cryptographiques qui sont utilisées pour chiffrer et authentifier des Messages. Les
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SecurityTokens ont aussi des identificateurs globalement uniques qui sont joints a chaque
Message sécurisé avec le jeton. Cela permet a un récipiendaire autorisé de savoir comment
déchiffrer et vérifier les Messages.

Les SecurityTokens ont une durée de vie finie négociée avec ce Service. Cependant, les
différences entre les horloges systéme de plusieurs machines et les temps de latence réseau
impliquent que des Messages valides peuvent arriver aprés I'expiration du jeton. Pour éviter
que des Messages valides soient rejetés, il convient que les applications exécutent les
actions suivantes:

a) il convient que les Clients demandent un nouveau SecurityToken aprés 75 % de leur
durée de vie. Il convient que cela garantisse que les Clients regoivent le nouveau
SeC writvTokan avant auae l'anciean n'avnira affactivamant

rity Token avantguelancien-nexpire—effectivement-

b) les
sort

bssages
lessage

sécuri Clients
ne rgj ant que
le Cfi

c) ilco n expiré
pen : [ : II convient que

cela eton ne

soie

Chaque prmé ou jusqu'a ce que le
dernier |j At expiré. |l convienf qu’une
applicat . Afin d’assurer une prptection
contre d i i i S S déni de service, le Serveur doit fermer
le plus fen assignée avant d’atteindre le|nombre

maximal de Canaux Sécurisé

Les Messages de dem g eChannel et de réponse doivent étre signés|avec le
Certificgt de Iexpedlte r.\Cés 1 ; doiyent toujours étre chiffrés. Si la couche transport
ne fourpit pas i 6 Messages doivent étre chiffrés avec le Certificat du
récipiendaire. Q i > OpénSecureChannel ne s’appliquent que si le
securitylPolicyUri n’
Les Ce ervice OpenSecureChannel doivent étre les Certificats
d'Instan| ation Instance Certificates). Les Clients et Serveurs|doivent
vérifier \ icats ont été utilisés dans les services CreateSegsion et
ActivateS f Certificats ne sont pas fournis et ne doivent pas étre vérifies si le
security

Si le seg¢urityPolicyUfi n’est pas None, un Client doit vérifier que le HostName spécifié[dans le
Certificat du_Serveur est le méme que le HostName contenu dans l'endpointUrl. Enl cas de
différence, le Client doit alors signaler la différence et peut choisir de ne pas ouvrir le Canal
Sécurisé. Les Serveurs doivent ajouter tous les HostNames possibles tels que MyHost et
MyHost.local dans le Certificat du Serveur. Ceci comprend les adresses IP de I'hdéte ou
I’HostName présenté par un router NAT utilisé pour établir la connexion avec le Serveur.

Il convient que les Clients soient préts a remplacer le HostName retourné dans
I’EndPointDescription par le HostName ou les adresses IP qu’ils utilisent pour appeler les
GetEndpoints.

5.5.2.2 Parametres

Le Tableau 7 définit les paramétres pour le Service.
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Contrairement aux autres Services, les parameétres applicables a ce Service ne fournissent
qu’'une définition abstraite. La représentation concréte sur le réseau dépend des mises en
correspondance définies dans I'l[EC 62541-6.

Tableau 7 — Parameétres du service OpenSecureChannel

d'authentification) est toujours omis.
Le type RequestHeader est défini en 7.26.

Nom Type Description
Request
requestHeader RequestHeader Parameétres communs aux demandes. L'authenticationToken (jeton

clientCertificate

Applicationlnstance

Un Certificat qui identifie le Client.

renouvelé.

I'algorithme de chiffrement symétrique qui est identifié par le
securityPolicyUri.

Certificate La demande d'OpenSecureChannel doit étre signée avec ce Certificat.
LC ty'JU A’J’Jl’l‘ual‘l‘ul ll'l l\)tal lbUCGl‘t“l‘;’ual‘U cot d Vm 7.2
Si le securityPolicyUri est None, le Serveyr doit igno
I'ApplicationinstanceCertificate. /@ ~
requestType Enum Le type de demande de Security Tokerx
SecurityToken Une énumération qui doit étre I'unedes sui N
RequestType ISSUE_O crée un n au\SectyityXoken pourwrilnouveau Canal
Sécurisé:
RENEW_1 crée 0 noyveau Seeyrit) ur un|Canal Sécurisé
oxgant N, Yoo
secureChannelld ByteString L'identificateur du I\S%q ﬁm%rzv'ént que le npuveau jeton
appartienne. Ceparametre doitétre-nullYors dé la création d'in nouveau
securjtyMode Enum pliguenaux masgages.
MessageSecurityMode 'e estdéfinien 7.14.
é nal Sécurisé méme si le pecurityMode
< E. Le\compoxtement exact dépend de la mise en cofrespondance
'IEC'62541-6.
securjtyPolicyUri String {tyPolicy a utiliser lors de la sécurisation des messages
és s
Le\jeu ORI t les SecurityPolicies qui leur sont assdciées sont
/\ /TN dmns Il
clientNonce ByteString w wmre qui ne doit étre utilisé par aucune autre demande. Un
Quveau clightNonce doit étre généré chaque fois qu'un Cangl Sécurisé est
renQuvele: [
e payameétre doit avoir une longueur égale a la taille de clé yitilisée pour
Q I rithme de chiffrement symétrique qui est identifié par le
\§ecurityPolicyUri.
requesstedLifetime Dur ion\§> La durée de vie demandée, en millisecondes, pour le nouvegu
SecurityToken. |l spécifie quand le Client pense renouveler ¢ Canal
Sécurisé en appelant de nouveau le Service OpenSecureChgnnel. Si un
< Canal Sécurisé n'est pas renouvelé, tous les Messages envoyés en utilisant
(\ les SecurityTokens courants doivent étre rejetés par le récipigndaire.
AN SN
Resporfée  “\\\ N
response ade?\ %&ppﬁseHeader Parameétres communs aux réponses (voir 7.27 pour la définition du type
ResponseHeader).
securjtyTokKen /@hanneISecurityToken Décrit le nouveau SecurityToken émis par le Serveur. Cette gtructure est
définie de fagon cohérente par rapport aux éléments prévus guivants.
channelld ByteString Un identificateur unique pour le Canal Sécurisé. | s'agit de l'idlentificateur qui
doit étre fourni chaque fois que le Canal Sécurisé est renouvelé.
tokenld ByteString Un identificateur unique pour un seul SecurityToken dans le canal. Il s'agit
de l'identificateur qui doit étre transmis avec chaque Message sécurisé avec
le SecurityToken.
createdAt UtcTime Le moment ou le SecurityToken a été créé.
revisedLifetime Duration La durée de vie du SecurityToken en millisecondes. L'heure d'expiration
TUC pour le jeton peut étre calculée en ajoutant la durée de vie au temps
createdAt.
serverNonce ByteString Un nombre aléatoire qui ne doit étre utilisé par aucune autre demande. Un

nouveau serverNonce doit étre généré chaque fois qu'un Canal Sécurisé est

Ce parameétre doit avoir une longueur égale a la taille de clé utilisée pour
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Le Tableau 8 définit les résultats de Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 8 — Codes des résultats de services OpenSecureChannel

Id symbolique

Description

Bad_SecurityChecksFailed

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_Certificate Timelnvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CertificatelssuerTimelnvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CertificateHostNamelnvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_ CertificateUrilnvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CdrtificateUseNotAllowed

Voirle Tableau 169 pour la description de ce code ge FBSLm@t.

Bad_CdrtificatelssuerUseNotAllowed

Voir le Tableau 165 pour la description de ce codede résultaty

Bad_CdrtificateUntrusted

Voir le Tableau 165 pour la description de ce géde de réstitat.

Bad_CdrtificateRevocationUnknown

Voir le Tableau 165 pour la description de ¢& codade résultaix

Bad_CdftificatelssuerRevocationUnknown

Voir le Tableau 165 pour la description de c&codg derésultat.

Bad_CdtificateRevoked

Voir le Tableau 165 pour la descriptiqrl S se code ie rasultat,

Bad_CdtificatelssuerRevoked

Voir le Tableau 165 pour la descriptionde ce Codé-d&\résultat,

Bad_RgquestTypelnvalid

Le type de la demande de jetopde Sécurité Nest/pas valide.

Bad_SecurityModeRejected

Le mode de sécurité ne satisfait pas auxexigences étabjies par le Sdrveur.

Bad_SecurityPolicyRejected

La politique de sécurité pé satisfait pas.dux-exigdnces-établies par le[Serveur.

Bad_SecureChannelldinvalid

Voir le Tableau 165 po(r la gescriptisn'de e codedde résultat.

Bad_Ngncelnvalid

du nonce du client et refivoyer ce statut
tsaUne vérification des nonces dupliqués ne
les appels OpegnSecureChannel avec le typelde demande

ouyr la e criftion e ce code de résultat.

5.5.3

5.5.3.1 Description

Ce Serice est utilisé

ssages @

Les Me signés avec la clé appropriée associée au jeton
courant|pour le Ca
5.5.3.2
Le Tabl res pour le Service.
eaw’9 — Paramétres du service CloseSecureChannel
Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes. Le sessionl/d (identificateur de session)
est toujours omis.
Le type RequestHeader est défini en 7.26.
secureChannelld ByteString L'identificateur pour le Canal Sécurisé a fermer.
Response
responseHeader ResponseHeader Parameétres communs aux réponses (voir 7.27 pour la définition de

ResponseHeader).

5.5.3.3 Résultats

des services

Le Tableau 10 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.
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Tableau 10 — Codes des résultats de services CloseSecureChannel

Id symbolique Description

Bad_SecureChannelldinvalid Voir le Tableau 165 pour la description de ce code de résultat.

5.6 Jeu de services de session (Session Service Set)
5.6.1 Vue d’ensemble

Ce Service Set définit des Services pour I'établissement de connexions de couche application
dans le contexte d'une Session.

5.6.2 Créer une sessjon (CreateSession)
5.6.2.1 Description

Ce Service est utilisé par un Client OPC UA pour créer une Sesson\e ietourne
deux valeurs qui identifient de fagon unique cette Session. SMIE est le
session|d qui est utilisé pour identifier cette Session dans\les j it pt dans
'espacg d’adresses du Serveur. La seconde est I'authepfieation RoKen i ilisé pour
associef une demande entrante a une Session.

Service
ours de

Avant d'appeler ce Service, le Client doit cré
OpenSdcureChannel pour garantir Ilntegrlty d
cette S¢ssion. Ce Canal Sécurisé a socier a
I'authenticationToken. Le Serveur pée ioanToken
seulemeént si elles sont associées auNCanal \Séciiisé qui_a été utilisé pour créer cette
Session. Le Client peut associer un pouveau Sécurisé a la Session en appelant la
méthode ActivateSession.

Le Canal Sécurisé est toljours jgéré e/Communication, ce qui signifie qu'il doit
fournir les API que le ilise ouver des informations du Canal $écurisé
utilisé pour n'imparte ¢ inimum,
fournir la Secury it aussi
fournir yn Canal hique le
Canal $écurisé o e Canal
Sécurisé. p ilisé pour
envoyer en pour
différen

En fongti Policy et du SecurityMode du Canal Sécurisé, I'échange des
Applicati icates (Certificats d'instances d'application) et des Nonces (number
used orn bre uljlisé une seule fois) peut étre facultatif et les signatures peuvent étre
vides. Vair"\VIEC 62541-7 pour la définition des SecurityPolicies et la gestion |de ces
paramefres:

Le Serveur retourne ses EndpointDescriptions dans la réponse. Les Clients utilisent cette
information pour déterminer si, oui ou non, la liste des EndpointDescriptions retournées par le
Discovery Endpoint correspond aux Endpoints que le Serveur posséde. S'il y a une
différence, le Client doit alors fermer cette Session et rapporter I'erreur. Le Serveur retourne
toutes les EndpointDescriptions pour le serverUri spécifié par le Client dans la demande. Le
Client vérifie uniquement les EndpointDescriptions ayant un transportProfileUri (URI de profil
de transport) qui correspond au profileUri (URI de profil) spécifié dans la demande de
GetEndpoints initiale. Un Client peut sauter cette vérification si les EndpointDescriptions ont
été fournies par une source de confiance telle que I'"Administrateur.

Une Session créée avec ce Service ne doit pas étre utilisée jusqu'a ce que le Client appelle le
Service ActivateSession, fournisse ses SoftwareCertificates et prouve la possession de son
Certificat d'Instance d'Application et de tout jeton d'identité utilisateur qu'il fournit.
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Le paramétre SoftwareCertificates dans la réponse du Serveur est dévalorisé de fagon a
réduire la taille du message pour les Applications OPC UA aux ressources limitées. Les
SoftwareCertificates sont fournis dans I’Espace d'Adresses du Serveur, comme défini dans
'IEC 62541-5. Un SoftwareCertificate identifie les fonctions du Serveur et contient également
la liste des Profils OPC UA pris en charge par le Serveur. Les Profils OPC UA sont définis
dans I'l|EC 62541-7.

Les Certificats supplémentaires émis par d'autres organisations peuvent étre inclus pour
identifier des fonctions supplémentaires du Serveur. Les exemples de ces Profiles incluent la
prise en charge pour des modéles spécifiques d'informations et la prise en charge pour
I'accés aux types spécifiques d’appareils.

Lorsqu'ine Session est créée, Te Serveur ajoute une enirée pour le Client d Variable
SessionDiagnosticsArray. Voir '|EC 62541-5 pour la description de cet

Les Seqgsions sont créées de fagcon a étre indépendantes de la conrexio unjcations
sous-jagente. Par conséquent, une défaillance de la connexiop de i 'affecte
pas immédiatement la Session. Le mécanisme exact de r de la
connexipn de communications sous-jacente dépend de nce de
Secure(

tre une
ie avec

Les Seq
demand

le Serve¢ st ainsi
protégé -jacente
défectuTéu tre des
demand bession.
Les CI Service
Close S

Lorsqu'i on sont
abandomnnées plus, le
Serveun i $ession)

I'entrée a cette

entrée.

Si un Cli gdssociés

ala S cer les
abonne b raison
quelcon 3s. [Chaque
Subscription™s durée de vie pour se protéger des pertes de données en|cas de

fermeture dune™S
avant q\re sa-durée

pn. Dans ces cas, le Subscription peut étre réaffecté a un autre Client
de vie n'expire.

Certains Serveurs, tels que les Serveurs combinés, agissent aussi comme Clients pour
d'autres Serveurs. Les Serveurs prennent typiquement en charge plus d'un utilisateur
systéme, agissant comme leurs agents auprés des Serveurs qu'ils représentent. La sécurité
pour ces Serveurs est prise en charge a deux niveaux.

Premiérement, chaque demande de Service OPC UA contient un paramétre chaine qui est
utilisé pour contenir un id d'enregistrement d'audit. Un Client ou tout Serveur opérant comme
Client, tel qu'un Serveur combiné par exemple, peut créer une entrée locale de journal
d'audits pour une demande qu'il présente. Ce parameétre permet au Client de transmettre
I'identificateur pour cette entrée avec la demande. Si le Serveur maintient aussi un journal
d'audits, il peut alors inclure cet id dans l'entrée de journal d'audits qu'il écrit. Lorsque le
journal est examiné et I'entrée trouvée, I'examinateur peut la relier directement a I'entrée de
journal d'audits créée par le Client. Cette fonction permet la tragabilité a travers les journaux
d'audits dans un systéme. Voir '[EC TR 62541-2 pour des informations complémentaires
relatives aux audits. Un Serveur qui maintient un journal d'audits doit fournir les informations
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Messages d'événements. L'EventType Audit est défini dans I'l[EC 62541-3.

Deuxiémement, ces Serveurs combinés peuvent ouvrir des Sessions indépendantes sur les
Serveurs sous-jacents pour chaque Client qui, a partir d'eux, accéde aux données. La

Figure 1

4 illustre ce concept.

si

Clients typically support a

ngle system user

The aggregating server establishes a
separate session to its underlying

utifisateurs

servers for each of its users.
OPC UA
LIent d‘ Urcv U
\ / Setve
OPCUA |, _ | Aggregating
Client N | OPCUA
Server
OPC UA
OPC UA Serve
Dlient \ .
Sessions
/ > IEC
Anglais (\\// /\ \Q’angais
Clients|typically support a single system us€r }e client pre\:n.v)en piquement en charge un seul
utilisateur systeme
OPC U Client — Clignt OBC UA
Aggredating OPC UA Server \ S\E({Nco biné OPC UA
The ag| Le seryeur combiné établit une session séparge
sessio dahs/Ses serveurs sous-jacents pour chacun de ses

OPC U

Serveur OPC UA

5.6.2.2

Le Tabl

ultiplexage’d'utilisateurs sur une Session

tres pour le Service.
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Tableau 11 — Parametres du service CreateSession

Nom Type Description
Request

requestHeader RequestHeader Parametres communs aux demandes. L'authenticationToken (jeton
d'authentification) est toujours omis.
Le type RequestHeader est défini en 7.26.

clientDescription Application Informations qui décrivent I'application Client.

Description Le type ApplicationDescription est défini en 7.1.

serverUri String Cette valeur est seulement spécifiée si I'EndpointDescription a un gatewayServerUri.
Cette valeur est I'applicationUri issue de I'EndpointDescription qui est I'applicationUri
pour le Serveur sous-jacent. Le type EndpointDescription est défini en 7.9.

endpointUrl String L'adresse réseau que le Client a utilisée pour accéder au Session Endpoint.
Il convient que la partie HostName del URL 50|t I'un des HostNames pour
|app|lbauun qw p du Serveur
(voir 7.2). Le Serveur doit soulever un événem thEventType (un
événement de type événement de discordance dtU I''URL ne
correspond pas aux HostNames du Serv
AuditUrIMismatchEventType est défini
Le Serveur utilise cette information pqur gterminer le jeu
d'EndpointDescriptions a retourne(PKN\

sessipnName String Chaine interprétable par I'utilisateukqui ide Berveur rend ce
nom et le sessionld visibles dan ‘Adrssses a des fips de diagnostic. Il
convient que le Client fournis hce du Client.
Si ce parameétre n'est pas specifi leur.

clientNonce ByteString Un nombre aléatoirg qu'il he autre demande.

fils peuvent
r pour prouver la
se.

instance @application dans la répo

clientCertificate

Applicationinstance

augmenterm isel
pdSsession de\son Certifigatq'
] ‘qpplication)émis au Client.

tanceCertificate est défini en 7.2.
fast None, le Serveur doit ignorer

Certificate
jcate
Requested Duration ndé de millisecondes pendant lesquelles ilfconvient qu'une
SessipnTimeout sdns activité. Si le Client oublie d’émettre uhe demande de
ite’de cet intervalle, le Serveur doit automatiquement mettre fin a
N
maxHResponse Uint3 mM en octets, pour le corps de tout message de r§ponse.

MessageSize <

ue le Serveur retourne un défaut de service Bad_ResponseToolLarge si

leur zéro indique que ce parameétre n'est pas utilisé.
ragraphe 5.3 fournit plus d'informations sur |'utilisation de ce|paramétre.

[\
\

Resporse
respohseHeader F}QSb&\nseﬂe\ade\r\/ Paramétres communs aux réponses (voir 7.27 pour le type RespdnseHeader).
sessipnld Un Nodeld unique affecté par le Serveur a une Session. Cet identjficateur est utilisé

p7A

pour accéder aux informations de diagnostic pour une Session da
d’Adresses du Serveur. |l est également utilisé dans les journaux
éventuels événements qui rapportent des informations relatives a
informations de diagnostic d’'une Session sont décrites dans I'lEC
journaux d'audits et leurs événements connexes sont décrits en 6

hs 'Espace
f'audits et les
cette Session. Les
62541-5. Les

2

authentication
Toke]

\f?ésion
uthenticationToken

Un identificateur unique affecté par le Serveur a la Session. Cet ig

entificateur doit

étre transmis dans le RequestHeader de chaque demande et il est utilisé avec le
SecureChannelld pour déterminer si, oui ou non, un Client a accep a la Session. Cet

identificateur ne doit pas etre reutilisé dune maniere induisant Ie risque pour le Client
ou le Serveur de le confondre avec une Session précédente ou existante.
Le type SessionAuthenticationToken est décrit en 7.29.

revisedSession
Timeout

Duration

Nombre maximal effectif de millisecondes pendant lesquelles une Session doit rester
ouverte sans activité. Il convient que le Serveur tente d'honorer la demande du Client
pour ce parametre, mais il peut négocier cette valeur a la hausse ou a la baisse pour
satisfaire a ses propres contraintes.

serverNonce

ByteString

Un nombre aléatoire qu'il convient de ne jamais utiliser dans aucune autre demande.
Ce nombre doit avoir une longueur minimale de 32 octets.

Le Client doit utiliser cette valeur pour prouver la possession de son Certificat
d'instance d'application dans la demande ActivateSession.

Cette valeur peut aussi étre utilisée pour prouver la possession du userldentityToken
qu'il a spécifié dans la demande ActivateSession.

serverCertificate

Applicationinstance
Certificate

Le Certificat d'instance d'application émis au Serveur.

Un Serveur doit prouver la possession en utilisant la clé privée pour signer le Nonce
fourni par le Client dans la demande. Le Client doit vérifier que ce Certificat est le
méme que celui qu'il a utilisé pour créer le Canal Sécurisé.

Le type ApplicationinstanceCertificate est défini en 7.2.

Si le securityPolicyUri est NONE et qu’aucune UserTokenPolicy ne nécessite de
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Nom

Type

Description

chiffrement, le Client doit ignorer I'’ApplicationinstanceCertificate.

serverEndpoints []

Endpoint Description

Liste des Endpoints que le serveur prend en charge.

Le Serveur doit retourner un jeu d'EndpointDescriptions disponibles pour le serverUri
spécifié dans la demande. Le type EndpointDescription est défini en 7.9. Le Client
doit vérifier cette liste avec la liste issue d'un Discovery Endpoint s'il a utilisé un
Discovery Endpoint pour rechercher des EndpointDescriptions.

Il est recommandé que les Serveurs ne comprennent que I'endpointUrl, le
securityMode, le securityPolicyUri, les userldentityTokens, le transportProfileUri et le
securityLevel avec tous les autres paramétres définis sur null. Seuls les parameétres
recommandés doivent étre vérifiés par le client.

serverSoftware
Certificates []

SignedSoftware
Certificate

Ce parametre est dévalorisé et la matrice doit étre vide.

Les SoftwareCertificates sont fournis dans I'Espace d'Adresses du Serveur comme
défini dans I'lEC 62541-5.

serverSignature

SignatureData

Il s'agit d'une signature générée par la clé privée associée au serverCertificate. Ce

parametre est calculé en accolant le clientNonce/au cli ficdte et en signant la
séquence d'octets obtenue.

Le SignatureAlgorithm (algorithme de signa
I’AsymmetricSignatureAlgorithm (de sig
SecurityPolicy pour I'Endpoint.

Le type SignatureData est défini en7:30.

ifié dans la

maxRequest
MessageSize

UInt32

La taille maximale, en octets, poune corp tolimessage de d¢mande.
Il convient que la Pile de Co nicgtiondu(Client xetourné une efreur

Bad_RequestTooLarge a |'dpplicati i UYmEssage\de demandq dépasse cette

limite.
La valeur zéro indiqué que ce paranietré n'est\pas utilisé.
Le paragraphe 5.3 fournjt plus d'idformatians sur I'utilisation de ceparamétre.

5.6.2.3 Résultats des services

Le Tableau 12 définit les résultats de
communs sont définis au Tableau 165.

Tableau 1<\<’\

O

cifiqu 2/ce Service. Les StatysCodes

Id symholique

Description._

Bad_SecureChanneIIdInvaI\U

J
\(oﬂq Tableau T65 pour la description de ce code de résultat.

Bad_Ndncelnvalid Q K/\
/\(\

\Xibl? 165 pour la description de ce code de résultat.
eurdoit vérifier la longueur minimale du nonce du client et refivoyer ce statut
longueur est inférieure a 32 octets. Une vérification des nonces glupliqués est
ive et nécessite un accés au nonce utilisé pour créer le canal gécurisé.

Bad_SecurityChecksF ailed

Voﬁ le Tableau 165 pour la description de ce code de résultat.

Bad_Caqrtificate Timelvalio\

\Gir le Tableau 165 pour la description de ce code de résultat.

Bad_CdificatglssusrTimeln\alid N\

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CqrtificateostNamelovalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CtificateUninvatid:

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CartifisateUseNotAlowed \)

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CaqrtificatStsstierUseNotAllowed

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CdificateUntrusted )

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_Cs rtificateRevocatiofiUnknown

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CdtificatelssuerRevocationUnknown

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CertificateRevoked

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_CertificatelssuerRevoked

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManySessions

Le serveur a atteint le nombre maximal de sessions.

Bad_ServerUrilnvalid

Voir le Tableau 165 pour la description de ce code de résultat.

5.6.3 Activer une session (ActivateSession)

5.6.3.1 Description

Ce Service est utilisé par le Client pour présenter ses SoftwareCertificates au Serveur pour
validation et pour spécifier I'identité de I'utilisateur associé a la Session. Cette demande de
Service doit étre émise par le Client avant qu'il n'émette une quelconque autre demande de
Service aprés CreateSession. Si tel n’est pas le cas, le Serveur doit fermer la Session.

Chaque fois que le Client appelle ce Service, le Client doit prouver qu'il s'agit de la méme
application qui a appelé le Service CreateSession. Pour ce faire, le Client crée une signature
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avec la clé privée associée au clientCertificate spécifié dans la demande CreateSession.
Cette signature est créée en accolant le dernier serverNonce fourni par le Serveur au
serverCertificate et en calculant la signature de la séquence d'octets obtenue.

Une fois utilisé, un serverNonce ne peut plus étre réutilisé. C'est pourquoi le Serveur retourne
un nouveau serverNonce chaque fois que le Service ActivateSession est appelé.

Lorsque le Service ActivateSession est appelé la premiére fois, le Serveur doit rejeter la
demande si le Canal Sécurisé n'est pas le méme que celui qui est associé a la demande
CreateSession. Les appels consécutifs a ActivateSession peuvent étre associés a des
Canaux Sécurisés différents. Si tel est le cas, le Serveur doit vérifier que le Certificat utilisé
par le Client pour créer le nouveau Canal Sécurisé est le méme que le Certificat utilisé pour
créer le[Canal Sécurisé dorigine. En ouire, Te Serveur doit vérifier que fe Chent a fourni un
UserldeptityToken identique au jeton réellement associé a la Session. Serveur

a accepté le nouveau Canal Sécurisé, il doit rejeter les demandes I'ancien
Canal Sgécurisé.

Le Service ActivateSession est utilisé pour associer une identité d' ' 2 bession.
Lorsqu'iin Client fournit une identité d'utilisateur, il doit feurni S i bbilité a
utiliser [[identité d'utilisateur en question. Le mécanisme ct utisé i preuve

dépend|du type d’UserldentityToken. Si le jeton est
le pasgword (Mot de passe) qui a été inclug
X509ldgntityToken, la preuve est une S|gnatu e

oken, la preuve est
le jeton [est un
[ ciée au

Certificcte Les donnees a 3|gner nce au
serverC| ecret, il
convien

Les Clid elant le
Service , S de puis
valide la nouvelle identitend'utis . p o/d' , ‘identité
d'utilisa e i on peut
induire actifs, car le Serveur peut devoir caslser des

connexi gtablir en utilisant les nouveaux authentifjants.
Lorsqu'iin Client fg i identificateurs de paramétres de lieu dans la demande, il
est requi ! atificateur /de paramétre de lieu qu'il contienne la composante
langue. e ontenir la composante <country/region> (paysfrégion).
Lorsque LocalizedText dans le contexte d'une Session, il peut aussi
retourng langue et pays/région ou juste la composante languelcomme
la valeu identificateur de parametre de lieu.

Lorsqu'iin Servet tourne une chaine au Client, il détermine d'abord s'il existe des
traductipns pour celié-ci. S'il en existe, le Serveur retourne alors la chaine dont I'identfficateur

de parameéire de lieu correspond exactement 3 l'identificateur de parameétre de lieu ayant la
priorité la plus haute dans la liste fournie par le Client.

S'il n'existe pas de correspondances exactes, le Serveur ignore alors la composante
<country/region> de l'identificateur de paramétre de lieu et retourne la chaine dont la
composante <language> correspond a la composante <language> de l'identificateur de
parameétre de lieu ayant la priorité la plus haute dans la liste fournie par le Client.

S'il n'y a pas de correspondances, le Serveur retourne alors la chaine qu'ill a avec
I'identificateur de paramétre de lieu.

Un Gateway Server est censé se substituer a Il'utilisateur donné par le Client lorsqu'il se
connecte au Serveur sous-jacent. Cela signifie qu'il doit recalculer les signatures sur
I'UserldentityToken en utilisant le nonce fourni par le Serveur sous-jacent. Le Gateway
Serveur aura a utiliser ses propres authentifiants d'utilisateur si I’Userldentity Token fourni par
le Client ne prend pas en charge la substitution d'identité.


https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

IEC 62541-4:2015 © IEC 2015

5.6.3.2 Parametres

- 229 -

Le Tableau 13 définit les paramétres pour le Service.

Tableau 13 — Parameétres du service ActivateSession

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes. Le type RequestHeader est défini en

7.26.

clientSignature

SignatureData

Il s'agit d'une signature générée par la clé privée associée au
clientCertificate.

Le SignatureAlgorithm (algorithme de signature) doit étre
I’AsymmetricSignatureAlgorithm (de signature asymétrique) spécifié dans la

SecurityPolicy pour TEndpoint.
Le type SignatureData est défini en 7.30~

clientpoftwareCertificates []

SignedSoftware
Certificate

3 Iap icafion Client.
respondre au
>dans les
sans

Ce sont les SoftwareCertificates qui o été énii

demandes CreateSession. Il
productUri correspondant.
Les Serveurs peuvent rejetel ents s'ils ne
isfai Client.

e dans la prgmiére

jon. 1l doit toujqurs étre omis si

rle Serveur dans|la réponse

localdlds []

Localeld

es priorités
‘emier Localeld dans la listg a la priorité la
i lient, le

ction avec la plus haute priori{é qu'il peut. S'il
ur aucun des parametres de lieu identifigs dans cette

il do reteurneNa valeur chaine qu'il a et inclure l'identificateur de
ecla chalne Voir I IEC 62541 -3 pour plus de détails
éussit pas a
ins un identificateur de paramétre de lieu, le [Serveur doit

essaire de spécifier ce parametre que pendant le| premier appel
rvice ActivateSession au cours d'une seule Session dfapplication. S'il
‘est’pas spécifié, le Serveur doit continuer d'utiliser les locglelds courants
pdur la Session.

userl entltyToken

Les authentifiants de I'utilisateur associé a l'application Clieft. Le Serveur
utilise ces authentifiants pour déterminer s'il convient ou non d'autoriser le
Client a activer une Session et pour déterminer également lgs ressources
auxquelles le Client a accés au cours de la Session.
L’UserldentityToken est un type de paramétre extensible défini en 7.35.

L'EndpointDescription spécifie les UserldentityTokens que I¢ Serveur doit
accepter.
Les jetons d'utilisateur null ou vides doivent toujours étre interprétés
comme anonyme.

userTokenS|

SignatureData

Si le Client a spécifié un jeton d'identité d'utilisateur qui prerld en charge les
signatures numériques, il doit créer une signature et la passer comme étant
ce parameétre. Autrement le parametre est omis.

Le SignatureAlgorithm dépend du type de jeton d'identité.

Le type SignatureData est défini en 7.30.

Response

responseHeader

ResponseHeader

Parametres communs aux réponses (voir 7.27 pour la définition de
ResponseHeader).

serverNonce

ByteString

Un nombre aléatoire qu'il convient de ne jamais utiliser dans aucune autre
demande.

Ce nombre doit avoir une longueur minimale de 32 octets.

Le Client doit utiliser cette valeur pour prouver la possession de son
Certificat d'Instance d'Application lors de la prochaine demande d'appel a
ActivateSession.

results []

StatusCode

Liste de résultats de validation pour les SoftwareCertificates (voir 7.33 pour
la définition de StatusCode).

diagnosticinfos []

Diagnosticlnfo

Liste d'informations de diagnostic associées a des erreurs de validation de
SoftwareCertificate (voir 7.8 pour la définition de Diagnosticinfo). Cette liste
est vide si les informations de diagnostic n'ont pas été demandées dans
I'en-téte de demande ou si aucune information de diagnostic n'a été
rencontrée dans le traitement de la demande.
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5.6.3.3 Résultats des services

Le Tableau 14 définit les résultats de Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 14 — Codes des résultats de services ActivateSession

Id Symbolique Description
Bad_ldentityTokenlInvalid Voir le Tableau 165 pour la description de ce code de résultat.
Bad_ldentityTokenRejected Voir le Tableau 165 pour la description de ce code de résultat.
Bad_UserAccessDenied Voir le Tableau 165 pour la description de ce code de résultat.
Bad_ApplicationSignaturelnvalid La signature fournie par I'application Client est a!(sente\QQ non vplide.
Bad_UgerSignaturelnvalid La signature du jeton d'utilisateur est absent ou o Ilde
Bad_NpValidCertificates Le Client n'a pas fourni au moins un Certj ica Log /el ui e\1 valide
et satisfait aux exigences relatives aux profjls pourle S
Bad_ldentityChangeNotSupported Le Serveur ne prend pas en charge 4a mo tio the
d'utilisateur affectée a la sessuy\
5.6.4 Fermer une session (CloseSession)
5.6.4.1 Description
Ce Seryi actions
suivantd
a) Il arré Erieures
regu
b) 1l re utes les
dem ije de la
répd utes les
dem
c) |l refi
5.6.4.2
Le Tabl
We u 15 — Parameétres du service CloseSession
Nom \Type Description
Request
requeIstHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition|de
RequestHeader).
deleteSubscriptions Boolean Si la valeur est TRUE, le Serveur supprime tous les Subscriptions
(Abonnements) associés a la Session. Si la valeur est FALSE, le Serveur
conserve les Abonnements associés a la Session jusqu'a ce qu'ils expirent sur la
base de leur propre durée de vie.
Response
responseHeader ResponseHeader Parametres communs aux réponses (voir 7.27 pour la définition de
ResponseHeader).

5.6.4.3 Résultats des services

Le Tableau 16 définit les résultats de Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.
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Tableau 16 — Codes des résultats de services CloseSession

Id symbolique Description

Bad_SessionldInvalid Voir le Tableau 165 pour la description de ce code de résultat.

5.6.5 Annuler (Cancel)
5.6.5.1 Description

Ce Service est utilisé pour annuler des demandes de Services en cours. Les demandes de
services qui ont éte annulées avec succes doivent répondre avec
Bad_RequestCancelledByClient.

5.6.5.2 Paramétres
Le Tablgau 17 définit les parameétres pour le Service.
Tableau 17 — Parameétres du service é}&
Nom Type Description N\ Y U7\
Request
requestHeader RequestHeader Parametres commu aux andes %lr GMr la définition|de
RequestHeader).
requelstHandIe Integerld Le requestHandle des |p eur de marﬁ&)/éffecte a une ou plupieurs
demandes q il cyn\i tes les demandes en cours avec le
estHa cor Spo da |vent e annulées.
Resporse
responseHeader ResponseHeader etres UnS™QUX reponses (voir 7.27 pour la définition de
espcws\eHea
cancdglCount Uint32 Nombke déqema\@e Ssanfulées.
5.6.5.3
Les Sta leau 165.
57 J s degestiv noduds (NodeManagement Service Set)
5.71
Ce Seryi 5 § définit les Services pour ajouter et supprimer des Ngeuds de
I’Espacé éférences entre eux. Tous les Nceuds ajoutés coptinuent
d'existef ’E pace dYAdresses méme si le Client qui les a créés se déconngcte du
Serveur
5.7.2 Ajouter des nceuds (AddNodes)

5.7.2.1 Description

Ce Service est utilisé pour ajouter un ou plusieurs Nceuds dans la hiérarchie de I'Espace
d’Adresses. En utilisant ce Service, chaque Nceud est ajouté comme étant le TargetNode
d'une HierarchicalReference pour assurer que I’Espace d’Adresses est pleinement connecté
et que le Nceud est ajouté comme enfant dans la hiérarchie de I’Espace d’Adresses (voir
I'IEC 62541-3).

5.7.2.2 Parameétres

Le Tableau 18 définit les paramétres pour le Service.
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Tableau 18 — Parametres du service AddNodes
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Si le Serveur ne peut pas utiliser ce Nodel,
code d'erreur approprié.

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition de
RequestHeader).
nodesToAdd [] AddNodesltem Liste des Nceuds a ajouter. Tous les Noeuds sont ajoutés comme une
Référence a un Neeud existant en utilisant un ReferenceType hiérarchique.
Cette structure est définie de fagon cohérente par rapport aux éléments prévus
suivants.
parentNodeld Expanded ExpandedNodeld (identificateur de nceud étendu) du Noeud parent pour la
Nodeld Référence. Le type ExpandedNodeld est défini en 7.10.
referenceTypeld Nodeld Nodeld du ReferenceType hiérarchique a utiliser pour la Référence allant du
Nceud parent au nouveau Neeud.
reqt stedNewNodeld vannr{nr{ Nodeld édtendu demandé par le Client aYallTd le [, e serverlndex
Nodeld dans le Nodeld étendu d0|t étre 0.

bt renvoie un
de ce

t que son

nseHeader/\

Respo
Heade

ra
\Z%p\ ;éaHeader)

Nodeld soit un identificateur nu une
description des Nodelds d Rype!
browseName QualifiedName Le nom de navigation du Nsaud eﬁgbgte}\ \
nod¢Class NodeClass NodeClass (classe mmmﬁbd a\@o\te/
nodgAttributes Extensible ] i ifi ramétre
Parameter r.18.
NodeAttributes s les Attributs.
urs par défaut
g pas été fourni,
ec une valeur
bur.
typePefinition Expanded Nod% \A% itioiNode pour le Noeud & ajouter. Ce pargmétre doit étre
N d r toutes le eClasses autres qu’Object et Variable e}, dans ce cas, il
zdé\ /\ étre iy
N N
Resporjse |
respol S communs aux réponses (voir 7.27 pour la définition|de

result

d Nodéﬁsh/l\\\?e de résultats pour les Noeuds a ajouter. La taille et I'ordre d¢
c N ) < .
ette structure est définie de fagon cohérente par rapport aux é

respondent a la taille et a I'ordre du paramétre de demande

suivants.

la liste
odesToAdd.
éments prévus

staty

<N

StatusCode pour le Noeud a ajouter (voir 7.33 pour la définition
StatusCode).

He

addg

}\Qdelbx/

Nodeld affecté par le Serveur au Neeud ajouté. Nodeld null si I'd
échoué.

pération a

diagn

\Dy?gnosticlnfo

Liste d'informations de diagnostic pour les Noeuds a ajouter (voi
définition de Diagnosticinfo). La taille et I'ordre de la liste corres
taille et a I'ordre du parameétre de demande nodesToAdd. Cette
les informations de diagnostic n'ont pas été demandées dans I's

I 7.8 pour la
bondent a la
liste est vide si
n-téte de

rée dans le

demande ou si aucune information de diagnostic n'a été rencon

traiterment detadermmande:

5.7.2.3

Résultats des services

Le Tableau 19 définit les résultats de Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 19 — Codes des résultats de services AddNodes

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.
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StatusCodes

Le Tableau 20 définit les valeurs du paramétre statusCode de niveau opération qui sont
spécifiques a ce Service. Les StatusCodes communs sont définis au Tableau 166.

Tableau 20 — Codes de résultats de niveau opération des AddNodes

Id symbolique Description
Bad_ParentNodeldInvalid L'identificateur de nceud parent ne renvoie pas a un nceud valide.
Bad_ReferenceTypeldinvalid Voir le Tableau 166 pour la description de ce code de résultat.
Bad_ReferenceNotAllowed La référence n'a pas pu étre créée, car elle viole des contraintes imposées par le
modéle de données.
Bad_NodeldRejected L'identificateur de nceud demandé a été rejeté, car il était invalide ou parce que le
serveurattorse-pas-aue-desidentifieateurs-dereey t geifiés par le client.
Bad_NddeldExists L'identificateur de noeud demandé est déja utilisé pay, Un autre Reeud.
Bad_NddeClasslnvalid Voir le Tableau 166 pour la description de ce code/de Tésuttat,
Bad_BrpwseNamelnvalid Voir le Tableau 166 pour la description de ce codd de résutat,
Bad_BrpwseNameDuplicated Le nom de navigation n'est pas unique parmi les nosuds _qui rtabeqtﬁ éme relation
avec le parent.
Bad_NddeAttributeslnvalid Les Attributs de nceud ne sont pas validgs pourta slasse de roeuds.
Bad_TypeDefinitionInvalid Voir le Tableau 166 pour la descriptidn.de'ce code §-résyltat.
Bad_UserAccessDenied Voir le Tableau 165 pour la description dexcd cotig)de résultat.
N
5.7.3 Ajouter des références (AddReferences)
5.7.3.1 Description
Ce Seryice est utilisé pour ajouter une a un ou plusieurs Naguds. La
NodeClass est un parameétre d'entrée ¢ i K atider le fait que la Réfgrence a
ajouter [corresponde a la NodeClass (du Ge paramétre n'est pas valigé si la
Référenlce renvoie a un Targ ant
Dans ce@rtains cas, I'aj a I’Espace d’Adresses doit exigef que le
Serveun ajoute de noujes if erveur a la Variable ServerArray (mdtrice de
serveurs) du Seryeuyr. JURQ urs distants sont identifiés par leur URJl et non
par leur|indice @ y peut ainsi ajouter les URI de Serveurs digtants a
son SeryerArray.

5.7.3.2
Le Tabl

Para
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Tableau 21 — Parametres du service AddReferences

Nom Type Description
Request
requestHeader Request Parametres communs aux demandes (voir 7.26 pour la définition de
Header RequestHeader).
referencesToAdd [] AddReferences | Liste d'instances Référence a ajouter au SourceNode. La targetNodeClass de
ltem chaque Référence dans la liste doit correspondre a la NodeClass du
TargetNode. Cette structure est définie de fagon cohérente par rapport aux
éléments prévus suivants.
sourceNodeld Nodeld Nodeld au Nceud auquel la Référence est a ajouter. Le Noeud source doit
toujours exister dans le Serveur pour ajouter la Référence. Le paramétre
isForward («est direct») peut étre mis a FALSE si le Noeud cible est sur le
Serveur local et le Noeud source sur le Serveur distant.
referenceTypeld Nodeld Nodeld du ReferenceType qui définit |la Référence—.
isFofward Boolean Si la valeur est TRUE, le Serveur crée une Référence cte (foward
Reference). Si la valeur est FALSE, le Serv rée une Référenge inverse
(inverse Reference). (U\
targgtServerUri String URI du Serveur distant. Si ce parametr n est pas null il & subsiitue au
serverindex dans le targetNodeld.
targetNodeld Expanded Nodeld étendu du TargetNode. Lg'typ andedNvodeld est déflni en 7.10.
Nodeld
targ¢tNodeClass NodeClass NodeClass du TargetNode e do écifiergela, car le TdrgetNode peut
ne pas étre directement acC S|ble
Respornjse
responseHeader Response Parametres co w €POnS! (v0|\7x2'f pour la définition de
Header ResponseHe de
results [] StatusCode des Sfa url s [Réfgrerices a ajouter (voir 7.33 ppur la définition
tu. ode) talll et | ordre|de la liste correspondent a la|taille et a
re d métreyde delmande referencesToAdd.
diagnpsticinfos [] Diagnostic Info iagnostic pour les Références a ajouter (oir 7.8 pour la
). La taille et I'ordre de la liste corresppndent a la
tre de demande referencesToAdd. Cdtte liste est vide
agnostic n'ont pas été demandées dans lfen-téte de
cyne information de diagnostic n'a été rencontrge dans le

5.7.3.3 Résu@
Le Tableau 22 défini

communs sont défi

leaud22 i< Codes des résultats de services AddReferences

rvices spécifiques a ce Service. Les StatysCodes

Id symbBgliqie \ oo\

Description

Bad_NdfthingToDe)\ </

)/oir le Tableau 165 pour la description de ce code de résultat.

Bad_TopManyQpérations\

Voir le Tableau 165 pour la description de ce code de résultat.

5.7.3.4 StatusCodes

Le Tableau 23 définit les valeurs pour le parameétre results qui sont spécifiques a ce Service.
Les StatusCodes communs sont définis au Tableau 166.
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Tableau 23 — Codes de résultats de niveau opération des AddReferences

Id symbolique

Description

Bad_SourceNodeldInvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_ReferenceTypeldinvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_ServerUrilnvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TargetNodeldInvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_NodeClasslnvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_ReferenceNotAllowed

La référence n'a pas pu étre créée, car elle viole des contraintes imposées par le modéle
de données a ce serveur.

Bad_ReferenceLocalOnly

Le type de référence n'est pas valide pour une référence a un Serveur distant.

Bad_UserAccessDenied

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_DuplicateReferenceNotAllowed

Le type de référence entre les nceuds est déja défini.

Bad_InvalidSelfReference

Le serveur n'autorise pas ce type d'autoréférence sur ce ngeud.

5.7.4 Supprimer des nceuds (DeleteNodes)

5.7.4.1 Description

Ce Service est utilisé pour supprimer un ou plusieurs Ncoeuds ds

Lorsque b est le
TargetN @n~ résolues sur la base du
parameé
Lorsque st sous
surveillg odeldUnknown est ¢nvoyée
au Clien
5.7.4.2
Le Tablg
Nom NJpe Desgription
Requesit NN
requelstHeader qu%ﬁaramétres communs aux demandes (voir 7.26 pour la définition|de
Header RequestHeader).
nodegToDe leteNodes | Liste des Noeuds a supprimer. Cette structure est définie de fagcoh cohérente par
rapport aux éléments prévus suivants.
nodg \ PN N odeld Nodeld du Noeud a supprimer.

delefe rget\Re@'e és\/Boolean Un paramétre Boolean ayant les valeurs suivantes:
TRUE supprimer les Références dans les TargetNodes qui référencent

le Noeud a supprimer.
FALSE supprimer seulement les Références dont le Noeup a supprimer
est la source.

le Serveurne peuty 'j ltes les
Références des TargetNodes si ce parametre est TRUE.
Response
responseHeader Response Parameétres communs aux réponses (voir 7.27 pour la définition de
Header ResponseHeader).
results [] StatusCode Liste des StatusCodes pour les Noeuds a supprimer (voir 7.33 pour la définition
des StatusCode). La taille et I'ordre de la liste correspondent a la taille et a
I'ordre du parametre de demande nodesToDelete.
diagnosticinfos [] Diagnostic Liste d'informations de diagnostic pour les Noeuds a supprimer (voir 7.8 pour la
Info définition de Diagnosticinfo). La taille et I'ordre de la liste correspondent a la

taille et a I'ordre du parameétre de demande nodesToDelete. Cette liste est vide
si les informations de diagnostic n'ont pas été demandées dans I'en-téte de
demande ou si aucune information de diagnostic n'a été rencontrée dans le
traitement de la demande.
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Résultats des services

Le Tableau 25 définit les résultats de Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 25 — Codes de résultats des services DeleteNodes

Id symbolique Description

Bad_NothingToDo Voir le Tableau 165 pour la description de ce code de résultat.

Bad_To

oManyOperations Voir le Tableau 165 pour la description de ce code de résultat.

5.7.4.4

Le Tabl
Les Sta

StatusCodes

bau 26 définit les valeurs pour le parameétre results qui sont spécffiques\a ce
usCodes communs sont définis au Tableau 166.

Tableau 26 — Codes de résultats de niveau opération des DeleteNad

Service.

Id symHolique Description \ NAX /
Bad_NddeldInvalid Voir le Tableau 166 pour la description ge cexgode devésiltat. \
Bad_NgdeldUnknown Voir le Tableau 166 pour la description aév:@ co}}QQe Pc’@ul@t. >
Bad_UserAccessDenied Voir le Tableau 165 pour la descripfion dexce tede 'd¥/résyltat
Bad_NdDeleteRights Voir le Tableau 166 pour la desgriptign.de c&xcodeXtie résuliat.

Uncerta

5.7.5
5.7.5.1

Ce Service est utilisé pour

Lorsqu'ﬂm nombre que

est con
en char

Le Tabl

jn_ReferenceNotDeleted | Le serveur n'était pas capable de supprimer toutes les Yéférences cibles.
\

Supprimer des références

Description

enu dans une
he.

pau 27 défini

Service
st prise
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Tableau 27 — Parameétres du service DeleteReferences

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition de

RequestHeader).

referencesToDelete []

DeleteReferences
Item

Liste des Références a supprimer. Cette structure est définie de fagon cohérente
par rapport aux éléments prévus suivants.

sourceNodeld Nodeld Nodeld du Nceud qui contient la Référence a supprimer.

referenceTypeld Nodeld Nodeld du ReferenceType qui définit la Référence a supprimer.

isForward Boolean Si la valeur est TRUE, le Serveur supprime une Référence directe (forward
Reference). Si la valeur est FALSE, le Serveur supprime une Référence inverse
(inverse Reference).

targetNodeld ExpandedNodeld Nodeld du TargetNode de la Référence.

Stmdicedu-Servenr illdiquc que te Tcuyc'uvuu tst Noetrdt djtant le nodeld
doit contenir I'URI d'espace de noms absolu. Si{e TargetNodéresgt un Noeud
local, le nodeld doit contenir l'indice d' espa no,m§

deleteBidirectional Boolean Un parameétre Boolean ayant les valeurs
TRUE supprimer la Référence pec ieaet la efe nce ppposée partant
du TargetNode. Si | erveur distant,
le Serveur est autefi pécifiée
seulement.
FALSE supprimer la Reférence spécifiee s
Resporlse N
responseHeader ResponseHeader Paramétres communs a repo es\pvaQir 7 2A\pour la définition de
ResponseHeader)
results [] StatusCode Llste des Stafus efe ces a supprimer (voir 7.3 pour la
|t|on tatl Cod IIe et Jordre de la liste correspopdent a la taille
t al pa metre de d referencesToDelete

diagnpsticinfos []

Diagnosticinfo

pr (voir 7.8 pour
bpondent a la

. Cette liste est
bns I'en-téte de
fans le

5.7.5.2

commutj

Le Tableau 28 dé
s sont définj

Résultats d

sCodes

Id symHbolique\

Description

Bad_NdHingFoDg

Voir le Tableau 165 pour la description de ce code de résultat.

%ir le Tableau 165 pour la description de ce code de résultat.

5.7.5.3

\ DY
Bad_TopManyOpelations
N

Statu

)

ervice.

Le Tableau29 définit lesvaleurs nour le narametre resuylts gui
S—-GeHH— V-eHB8UH-S—p-otH—e8—paianReHeFesSth L

Les StatusCodes communs sont définis au Tableau 166.

4

Tableau 29 — Codes de résultats de niveau opération des DeleteReferences

Id symbolique

Description

Bad_SourceNodeldInvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_ReferenceTypeldInvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_Serverindexinvalid

L'indice de serveur n'est pas valide.

Bad_TargetNodeldInvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_UserAccessDenied

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_NoDeleteRights

Voir le Tableau 166 pour la description de ce code de résultat.
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5.8 Jeu de services pour les vues (View Service Set)
5.8.1 Vue d'ensemble

Les Clients utilisent les Services navigation du View Service Set (Jeu de services pour les
vues) pour naviguer a travers I’Espace d’Adresses ou a travers une Vue qui est un sous-
ensemble de I'Espace d’Adresses.

Une Vue est un sous-ensemble de I'Espace d’Adresses créé par le Serveur. Les futures
versions de la présente Norme peuvent aussi définir des services pour créer des Vues
définies par le Client. Voir 'lEC 62541-5 pour une description de I'organisation des vues dans
I’Espace d’Adresses.

5.8.2 Parcourir (Browse)

5.8.2.1 Description

Ce Service est utilisé pour découvrir les Références d’'un Noeyd s &, i on peut
en outrg étre limitée par I'utilisation d'une Vue. Ce Service rge une
fonction| de filtrage primitive.

5.8.2.2 Parametres

Le Tablgau 30 définit les parameétres du Service

&
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Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition de
RequestHeader).
view ViewDescription Description de la Vue a parcourir (voir 7.37 pour la définition de
ViewDescription). Une valeur vide de ViewDescription indique I'Espace
d’Adresses tout entier. L'utilisation de la valeur vide de ViewDescription entraine
que toutes les Références du nodesToBrowse sont retournées. L'utilisation
d'une autre Vue entraine que seules les Références du nodesToBrowse qui sont
définies pour la Vue en question seront retournées.
requestedMax Counter Indique le nombre maximal de références a retourner pour chaque Noeud de
ReferencesPerNode départ spécifié dans la demande. La valeur 0 indique que le Client n'impose
aucune limitation (voir 7.5 pour la définition de Counter).
nodegToBrowse [] BrowseDescription | Une liste de nceuds a parcourir (Browse). C;}eﬁtructﬁ&st défipie de facon
cohérente par rapport aux éléments prévus nts
nodéld Nodeld Nodeld du Noeud & parcourir. Si une Vue;{&fourmé \ﬂ@ do‘N@c ure ce Noeud.
browseDirection Enum Une enumerat|on qui specme le sens d gs R

BrowseDirection

Stte

FORWARD_0 ent.
INVERSE_1 hent.
BOTH | 2 rses.

b Serveur a

le sens direct;
bs Références
havigation) est

symétriques
pitsa INV E_

refefenceTypeld Nodeld Nodel§ du Réﬁ:ﬁ;&;?/é suivre. Seules des instarjces de ce
e ou\de Ses‘sous-types sont retournées.
spécifié;outes éférences sont retournées et includeSubtypes
inclydeSubtypes Boolean g{ con\)\n;mcl e dans la navigation les sous-types dii
feren woe. Si les instances de referenceTypeld et d¢ tous ses sous-
(\ /—\ MNypes sontrefourné
nodg¢ClassMask nt32 N Spéciiig les Nod tﬁasses des TargetNodes. Seuls les TargetNodes avec les
Q\%fi electionnées sont retournés. Il est affecté aux NodeClasses les
b ivants:
Q Bit\{ NodeClass
D | Object
1 Variable
2 Method
3 ObjectType
4 VariableType
\ 5 ReferenceType
x 6 DataType
7 View
S'il est mis a zéro, toutes les NodeClasses sont retournées.
resultMask Uint32 Spécifie les champs dans la structure ReferenceDescription qu'il convient de
retourner. Il est affecté aux champs les bits suivants:
Bit Result
0 ReferenceType
1 IsForward
2 NodeClass
3 BrowseName
4 DisplayName
5 TypeDefinition
Le type ReferenceDescription est défini en 7.24.
Response
responseHeader Response Header Parametres communs aux réponses (voir 7.27 pour la définition de
ResponseHeader).
results [] BrowseResult Une liste de BrowseResults (résultats de navigation). La taille et I'ordre de la liste

correspondent a la taille et a I'ordre du nodesToBrowse spécifié dans la
demande.
Le type BrowseResult est défini en 7.3.

diagnosticInfos []

Diagnostic Info

Liste d'informations de diagnostic pour les results (voir 7.8 pour la définition de
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Nom

Type Description

information de diagnostic n'a été rencontrée dans le traitement de

Diagnosticinfo). La taille et I'ordre de la liste correspondent a la taille et a I'ordre
du paramétre de réponse results. Cette liste est vide si les informations de
diagnostic n'ont pas été demandées dans I'en-téte de demande ou si aucune

la demande.

5.8.2.3

Résultats des services

Le Tableau 31 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 31 — Codes de résultats des services Browse

Id symbyotique Description 7
Bad_VigwldUnknown Voir le Tableau 165 pour la description de ce code de,gé(sultat.
Bad_VigwTimestamplnvalid Voir le Tableau 165 pour la description de ce code qé ré%ulm't\
Bad_VigwParameterMismatchinvalid | Voir le Tableau 165 pour la description de ce codé §exésultat,
Bad_VigwVersionlnvalid Voir le Tableau 165 pour la description de ce co\ke dé\r&qltat.
Bad_NgthingToDo Voir le Tableau 165 pour la description de,¢e cade\de résultet.
Bad_TopManyOperations Voir le Tableau 165 pour la description de\ce codedatéstitat\
N

5.8.2.4 StatusCodes

Le Tableau 32 définit les valeurs pour le paramétre(res i acifiques a ce [Service.

Les StafusCodes communs sont définis au Tabl

Tableau 32 — Codes de ts.de niveay opération de Browse

Id symbolique | Description /~
Bad_NddeldInvalid Voir le Tableau 166~pour Iéxqe%qriptiﬁ de ce code de résultat.
Bad_NddeldUnknown Voir le Tabléau 166 pod la degcription de ce code de résultat.
Bad_RgferenceTypeldinvalid Q oi;/ le Tabie@\ud 66:pour la ‘gegéription de ce code de resultat.
Bad_BrpwseDirectionlnvalids VoWt le Tableau 186 pour la i¥scription de ce code de résultat.
Bad_NddeNotInView l N\Voir leTableau'166 pourta’description de ce code de résultat.
Bad_NdContinuationpqints { VoIt le Tabledy 166 pour la description de ce code de résultat.
Uncertajn NotAIIN@Ha})\ %ﬂf ?s%; \fs\d:;e\yéwgatlon (Browse) peuvent étre incomplets en raison dd I'indisponibilité
ri-solig-sys
5.8.3 rowseNext)
5.8.3.1
Ce Sen demander le prochain jeu d'informations de réponse Brgwse ou
Browse olumineuses pour étre envoyées dans une seule réponsg. «Trop
volumin e dans ce contexte que le Serveur n'est pas capable de retourner une
réponse plus volumineuse ou que le nombre de résultats a retourner dépasse le [nombre
maximal ‘de“/résultats a retourner qui a été spécifié par le Client dans la demande |Browse

d'origine. e BrowseNext doit etre presenie dans la meme Session qui a ete utilisée pour
présenter le Browse ou BrowseNext qui se poursuit.

5.8.3.2

Parameétres

Le Tableau 33 définit les paramétres du Service.
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Tableau 33 — Parameétres du service BrowseNext

RequestHeader).

Nom Type Description
Request
requestHeader Request Header | Paramétres communs aux demandes (voir 7.26 pour la définition de

releaseContinuationPoints

Boolean

Un paramétre Boolean ayant les valeurs suivantes:
TRUE les continuationPoints passés doivent étre réini
libérer des ressources dans le Serveur. Les poi

tialisés pour
nts de

continuation sont libérés et les résultats et les matrices de

diagnosticlnfos sont vides.
FALSE
récupérer le prochain jeu d'informations de nav

les continuationPoints passés doivent étre utilisés pour

igation.

Un Client doit toujours utiliser le point de continuation retourné par une
réponse Browse ou BrowseNext pour libérer les ressources pour le point de

prochain jeu d'informations de navigation, wseNextdoit/ét

continuation dans Te Serveur. Si le Client ne gouha
ce parameétre mis a TRUE. N\

pas reclipérer le

e appelé avec

continuationPoints []

Continuation

sentent des

Lataille et erdie_de cefte liste correspondent a la taille et a I
paramet@ede e continuationPoints.

Let BrowseRgsult est défini en 7.3.

Point points de continuation. La valeur po Da été retournée
au Client dans une réponse Br. te. Ces valeurs
sont utilisées pour identifier | bxt
précédemment traitée quise p b résultats a
partir duquel il faut que ja ré
Les Clients peuvent mélanger le i tnant de
réponses BrowseOu Bro iffe .

Le type Contin ationFq’nt e déc iten 7.6)
~\
Resporse \\/ / /X
responseHeader Response ramétres c mun auxrépo (voir 7.27 pour la définitipn de
Header Re eHe
results [] BrowseResult ne I| e sfont aux criteres spécifiés darns la demande

rdre du

diagnpsticinfos []

'agn&s@c Info

Liste d'inform!

l'ordke duparametre de réponse results. Cette liste est vide si

e information de diagnostic n'a été rencontrée dans le t

emande.

ions de diagnostic pour les results (voir 7.8 polr la définition de
sticlnf0). La taille et I'ordre de la liste correspondent a la taille et a
ifles informations
e diagnostic n'ont pas été demandées dans I'en-téte de demjnde ou si

aitement de la

5.8.3.3

Le Tabl
commur

bleau™34 — Codes de résultats des services BrowseNext

sCodes

Id symbolique

Description

Bad_NdthingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

5.8.3.4

StatusCodes

Le Tableau 35 définit les valeurs pour le parameétre results qui sont spécifiques a ce Service.
Les StatusCodes communs sont définis au Tableau 166.
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Tableau 35 — Codes de résultats de niveau opération de BrowseNext

Id symbolique Description
Bad_NodeldInvalid Voir le Tableau 166 pour la description de ce code de résultat.
Bad_NodeldUnknown Voir le Tableau 166 pour la description de ce code de résultat.

Bad_ReferenceTypeldlnvalid | Voir le Tableau 166 pour la description de ce code de résultat.

Bad_BrowseDirectionlnvalid Voir le Tableau 166 pour la description de ce code de résultat.

Bad_NodeNotInView Voir le Tableau 166 pour la description de ce code de résultat.

Bad_ContinuationPointinvalid | Voir le Tableau 166 pour la description de ce code de résultat.

5.8.4

5.8.4.1

Ce Servi

navigati
et d'un

le RelalivePath est basé. Le RelativePath contient une séquse

Browse

Un objectif de ce Service est de permettre la prograr
type. Sgchant que les BrowseNames doivent étre u ique

Traduire les chemins de navigation en identifiants de nceuds
(TranslateBrowsePathsToNodelds)

—Description

Names.

type, url Client peut créer un chemin de navigatio 3 i une définition
et utilisrr ce chemin sur des instanees du yp. un ObjectType
(chaudigre) peut avoir une Va de chaleur)

InstanceDeclaration. Un élément grapkj

ction du “Boiler” pe

mins de

départ
k lequel
bs et de

ifions de
itions de

de type
“Boiler”
comme
ut avoir
Boiler1”,
deld de

elément

besoin ¢'afficher la Value du “HeatSengsex’. ament graphique était appelé sur “I

une instance de “Boiler”, il aurait be ervice en spécifiant le No
“Boiler1 comme Nceud d e du “HeatSensor” comme chémin de
navigatipn. Le Service eatSensor” de “Boiler1” et I
graphiqbie pourrait s'abonns

Si un Mceud a pldsje
liste de| Nodel

prendre

basé sufr

la liste.

5.8.4.2
Le Tabl

en charge”lz
la définitid

ner une
est de
U Neoeud
/d dans
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Tableau 36 — Parameétres du service TranslateBrowsePathsToNodelds

diagnpsticinfos [] :

) ur la définition de Diagnosticinfo). La taille et I'ordre de
orrespondent a la taille et a I'ordre du parametre de demand
:%ette liste est vide si les informations de diagnostic n'ont pas|
dans I'en-téte de demande ou si aucune information de diagr]
rencontrée dans le traitement de la demande.

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition de
RequestHeader).
browsePaths [] BrowsePath Liste des chemins de navigation pour lesquels les Nodelds sont demandés.
Cette structure est définie de fagon cohérente par rapport aux éléments prévus
suivants.
startingNode Nodeld Nodeld du Noeud de départ pour le chemin de navigation.
relativePath RelativePath Le chemin a suivre a partir du startingNode.
Le dernier élément dans le relativePath doit toujours avoir un targetName
spécifié. Cela restreint encore plus la définition du type RelativePath. Le
Serveur doit retourner Bad_BrowseNamelnvalid si le targetName est absent.
| o structiure Dalah’unDath estdéfinie-an 7_')!—'\/
(
Resporjse N~
responseHeader ResponseHeader Parametres communs aux réponsezﬁo‘h\7\27 bgr\\déﬁb'(on de
ResponseHeader).
results [] BrowsePathResult | Liste de résultats pour la liste ins ge nayigatien. Dahille et I'ordre de la
liste correspondent a la tailleet a I'ordre\du Raramétre dg demande
browsePaths. Cette structure ini facon coheéfente par rapport aux
éléments prévus suivamé{\ NS
statysCode StatusCode StatusCode poum de N3 aWS pour la dgfinition de
StatusCode).
targets [] BrowsePathTarget / Wu startingNode. Qette structure est
ppo X éléments prévus guivants.
sférence a un Noeud dans un autre Serveur
traite le RelativePath. S| cela se produit, le
retourne I€ Nedelddu Noeud externe et positionne l¢ parametre
er les éléments RelativePath|qu'il est encore
r. Pour parachever l'opération, le Client dpit se connecter a
l'autre Servedxet appeler de nouveau ce service en utilisant |a cible comme le
ents non traités comme le relativePafh.
targetld ExpandedNedeld \ L'identifisateurpout’une cible du RelativePath.
remainingPathindex dex w 'indide-du premfer élément non traité dans le RelativePath.
ette valeur doit étre égale a la valeur maximale du type de onnées Index si
[\ (\ tous Ies-eléMments ont été traités (voir 7.12 pour la définition d'/ndex).
Diagn Info Listed'informations de diagnostic pour la liste des chemins dg navigation (voir

la liste

e browsePaths.
été demandées
ostic n'a été

5.8.4.3

Le Tabl
commur

Tabléau 37 — Codes de résultats des services TranslateBrowsePathsToNode

sCodes

ds

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

5.8.4.4

StatusCodes

Le Tableau 38 définit les valeurs pour les parametres statusCode de niveau opération qui
sont spécifiques a ce Service. Les StatusCodes communs sont définis au Tableau 166.
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Tableau 38 — Codes de résultats de niveau opération de
TranslateBrowsePathsToNodelds

Id symbolique

Description

Bad_NodeldInvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_NodeldUnknown Voir le Tableau 166 pour la description de ce code de résultat.

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.
Ce code indique que le relativePath contenait une liste vide.

Bad_BrowseNamelnvalid Voir le Tableau 166 pour la description de ce code de résultat.

Ce code indique qu'un TargetName était absent dans un RelativePath.

Uncertain_ReferenceOutOfServer L'élément de chemin a des cibles qui sont dans un autre serveur.

Bad_TooManyMatches L'opération demandée a de trop nombreuses correspondances a retourner.

Il convient que les utilisateurs emploient des interrogations pour les volumineux jeux de
résultats. Il convient que les Serveurs autorisent au moins 10 correspondances avant de

retourner ce code d'erreur.

Bad_QueryTooComplex L'opération demandée exige un trop grand nombre de r,esiources dehqs le.sgrveur.
Bad_NdMatch Le relativePath demandé ne peut étre résolu en une cfhle & refourqet.
5.8.5 Enregistrer les nceuds (RegisterNodes)
5.8.5.1 Description
Un Seryeur n'a souvent pas d'acces direct aux informatic iNgere. variable$ ou les
serviced peuvent se trouver dans des systémes soug-j d un\effort supplémentaire
est requis pour établir une connexion avec ces systé . ] gisterNodes peut étre
utilisé pjar des Clients pour enregistrer les Noeuds\ab i ent qu'ils vont acgéder de
fagon rg¢pétée (par exemple Write, GQall) g d'installer tout cef qui est
nécessdire pour rendre les opération S s efficaces./Les Clients peuvent [espérer

des améliorations de performance lor

mesurey

Nlodelds enregistrés, mais les
Pour les Nodes Variaple, les

Serveurs doivent concentre dar I'Attribut Value.

La validjité des Nodeld istré étre gafrantie que dans la Session courapte. Les
Clients foivent immédi 3 es enregistrements des identificateurs inutiles pour
libérer ges ressouyrces.

RegistefNodes ne copient
simplement les Nodelds
(violatio Service
complet

Pour le Vodelds
enregisfré hleur de
I'Attribut Node

5.8.5.2 Paramétres

Le Tableau 39 définit les paramétres du Service.



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

IEC 62541-4:2015

© IEC 2015 — 245 -

Tableau 39 — Parameétres du service RegisterNodes

Nom Type Description
Request
requestHeader Request Header Parametres communs aux demandes (voir 7.26 pour la définition de
RequestHeader).
nodesToRegister [] Nodeld Liste des Nodelds a enregistrer que le client a récupérés par navigation,
interrogation ou de quelque autre maniére.
Response
responseHeader Response Header | Paramétres communs aux réponses (voir 7.27 pour la définition de
ResponseHeader).
registeredNodelds [] Nodeld Une liste de Nodelds que le Client doit utiliser pour des opérations d'accés
ultérieures. La taille et I'ordre de cette liste correspondent a la taille et a I'ordre du

e P ) ik

ouvedu Nodeld (un

parametre-de-demandenedesFoRegistes

Le Serveur peut retourner le Nodeld de la demande ou u

pseudonyme). Il est recommandé que le Sepreurretourne uh\Nodelds numérique
pour la dénomination.

Si aucune optimisation n'est prise en chgrge Rotg un ud\le S s/eur doit
retourner le Nodeld issu de la demapde.

5.8.5.3 Résultats des services \

Le Tableau 40 définit les résultats des Services spéci

communs sont défi

Tab

A_CeNSexvi es StatysCodes

nis au Tableau 165.

leau 40 — Codes de(réijltgt&i% se vi% RegisterNodes

Id symbolique

Description

Bad_NgthingToDo

/
Voir le Tableau 165-pour laxdesSs(iptiotkde ce ode de résultat.

Bad_TopManyOperations Voir le Tableau 165 pour la description da.ce code de résultat.

Bad_NqgdeldInvalid

5.8.6
5.8.6.1

Ce Seryi
service

Unregis
simple
enregisfré
enregisfré

5.8.6.2 Paramétres

Voir le Tableau 166 pdur I2descti ti&\dyée code de résultat.
esServ oivent refetergompletement la demande RegisterNodes si I'un qudiconque des
odelgs(dans le efre~nodegToRegister est structurellement non valide.
N \)

les Nodelds issus de la demande. Les Serveurs|doivent
registrement des Nodelds qui sont connus comme des Nodelds
delds qui sont dans la liste, mais ne sont pas des Nodelds

Le Tableau 41 défi

nit les paramétres du Service.

Tableau 41 — Parameétres du service UnregisterNodes

Nom Type Description
Request

requestHeader Request Header | Paramétres communs aux demandes (voir 7.26 pour la définition de

RequestHeader).

nodesToUnregister [] Nodeld Une liste des Nodelds qui ont été obtenus via le service RegisterNodes.
Response

responseHeader Response Parametres communs aux réponses (voir 7.27 pour la définition de

Header ResponseHeader).
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5.8.6.3 Résultats des services

Le Tableau 42 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 42 — Codes de résultats des services UnregisterNodes

Id symbolique Description
Bad_NothingToDo Voir le Tableau 165 pour la description de ce code de résultat.
Bad_TooManyOperations Voir le Tableau 165 pour la description de ce code de résultat.

5.9 Jeu de services d’interrogation (Query Service Set)

5.9.1 Vue d’ensemble

Ce Seryice Set est utilisé pour émettre une Query (interrogatio Sexveur. La
Query QPC UA est générique en ce qu'elle fournit un mécanismé s-jacent
indépenjdant de la fonction Query qui peut étre utilisée pour a variété

d'unités| de stockage de données et de systémes de gestion d'informati UA. La

Query QPC UA permet a un Client d'accéder a des donnég ur sans
connaitite le plan logique utilisé pour le stockage interned e S g issance de

I’Espac¢ d’Adresses est suffisante.

Une Application OPC UA est censée utiliser les Sarkice y e partie
d'un prgcessus d'initialisation ou une éts asio hronisation d'informations.
Par exemple, Query OPC UA serait utilisé S S données en vrac d'upe unité
de stockage persistante pour initialiser 2tyse avec I'état couramt d'une
configunation systéme. Une Query pey isée pour initialiser ou alimenter des
donnéef

Une Qiery définit les i ¢ \ 2 initi Espace
d’Adress i s j par un
Serveur : gation).
Les valgurs d'A S i 3 S i efinition

des Ty eésultats
apparais ery. La
Query g ttributs,
ainsi qu

Voir Anpex

5.9.2

Une Vue @est’un sols-ensemble de I'Espace d’Adresses disponible dans le Servelur. Voir
I'IEC 62549-5 pour une description de I'organisation des Vues dans 'Fspace d’Adress

Pour toute Vue existante, une Query peut étre utilisée pour retourner un sous-ensemble de
données de la Vue. Lorsqu'une application émet une Query en fonction d'une Vue, seules les
données définies par la Vue sont retournées. Les données non incluses dans la Vue, mais
incluses dans I'Espace d’Adresses d'origine ne sont pas retournées.

Les Services Query prennent en charge l'acces a des données courantes et historiques. Le
Service prend en charge un Client qui interroge une version antérieure de I'Espace
d’Adresses. Les Clients peuvent spécifier une ViewVersion (Version de vue) ou un Timestamp
(Horodatage) dans une Query pour accéder a des versions antérieures de I'Espace
d’Adresses. Le service Query OPC UA est complémentaire au service Historical Access
(Accés a historique) en ce que le premier est utilisé pour Query (interroger) un Espace
d’Adresses qui existait a un moment donné et que le second est utilisé pour Query afin
d'obtenir la valeur des Attributs au fil du temps. Ainsi, une Query peut étre utilisée pour
récupérer une partie d'un Espace d’Adresses antérieur et, de ce fait, un historique des
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valeurs de I'Attribut peut étre accessible a I'aide de Historical Access méme si le Noeud ne se
trouve plus dans I’Espace d’Adresses courant.

Les Serveurs qui prennent en charge Query sont censés étre capables d'accéder a I’Espace
d’Adresses qui est associé au Serveur local et a n'importe quelles Vues qui sont disponibles
sur le Serveur local. Si une Vue ou l'espace d’adresses référence également un Serveur
distant, l'interrogation peut étre capable d'accéder a I'espace d’adresses du Serveur distant,
mais cela n'est pas obligatoire. Si un Serveur accéde effectivement a un Serveur distant,
I'accés doit étre accompli en utilisant I'identité d'utilisateur du Client tel que décrit en 5.5.1.

5.9.3 Emettre une demande (QueryFirst)

5.9.3.1 Description

Ce Service est utilisé pour émettre une demande Query vers le Sery, ur. L té de la
Query pleut étre trés simple ou hautement sophistiquée. La Query mander
des dornnées issues d'instances d'un TypeDefinitionNode ou ?um|s a
des res}rictions spécifiées par le filtre. Par ailleurs, / onnées
issues f'instances de type Nceuds connexes en spécifi nt d'un
TypeDefinitionNode d'origine. Dans le filtre, un jeu séparé ] uit pour
limiter Ies instances qui fourmssent Ies donnees U 9 Iusieurs

opérate stances
sources a s d’'une
école particuliére, mais retourner des i formati s\ralative i 2 amilles.

Dans csg 6 t c tudiant-
famille S i 36s. ne description compléte de
Contentfilter, ir 7.4; i i B.1 ; es—simples et B.2 pour [de plus
complex S

TypeDefinitionNode et sélectiomn ALTEL a \rétourner dans la réponse. Un cli¢gnt peut
aussi folurnir un jeu d : y/systéme de type commencant a pdrtir d'un

TypeDefinitionNoge ces chemins, le client sélectionne [un jeu
d'Attribyts a pa eliés a des instances du TypeDefinitionNode de
départ. [En outre, Y& C
types fe TypeDeFfqiti

au Serveur de retourner des instances dgs sous-

Attribut sélectionné n'existe pas dans un

TypeDefiniti , & ' dang/un sous-type, il est admis avoir une valeur null|dans le
TypeDefiniti ¢ ion. Par conséquent, ceci ne constitue pas une condition [d'erreur
et une V ashretournée pour I'Attribut.

Le Clig spécifie le NOd(}d d'un

Le Clien ameétre filtre pour limiter le jeu de résultats en limitant les Attributs
et les H iles-a certathes valeurs. Une autre maniere dont le Client peut utiliser [un filtre
pour limi jeinde résultats consiste a spécifier comment il convient de relier les ingtances,
en utili f chemin
RelatedlFe pas—&iresuiviejusqu-au—bas—du d s , aucun
QueryDataSet nest retourne pour Imstance de depart ou Iune quelconque des instances
intermédiaires.

Lorsqu'il effectue une interrogation relative a des instances connexes dans le RelativePath, le
Client peut facultativement demander des Références. Une Référence est demandée via un
RelativePath qui inclut seulement un ReferenceType. Si toutes les Références sont désirées,
le ReferenceType racine est alors énumeéré. Ces Références sont retournées comme partie
des QueryDataSets.

Les Services Query permettent une gestion particuliere du champ targetName dans le
RelativePath. Dans plusieurs cas d’utilisation des Services Query, un Nodeld de type est
nécessaire dans le chemin, a la place d’'un QualifiedName. Le Client peut donc spécifier un
Nodeld dans le QualifiedName. Cela est réalisé en mettant le namespacelndex du
targetName a zéro et la partie nom du targetName a la représentation en XML du Nodeld. La
représentation en XML est définie dans [I'IEC 62541-6. Quand les instances de
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correspondance sont retournées comme le Nceud cible, le Noeud cible doit étre une instance
du type spécifié ou de son sous-type.

Le Tableau 43 définit les parametres de demande et le Tableau 44 les paramétres de réponse
pour le Service QueryFirst.

Tableau 43 — Paramétres de demande QueryFirst

Nom

Type

Description

Request

reque

stHeader

RequestHeader

Parameétres communs aux demandes (voir 7.26 pour la définition de

RequestHeader).

view

ViewDescription

Spécifie une Vue et un contexte temporel au Serveur

(voir 7.37 pour la

definition de ViewDescription). [/

nodeT

ypes []

NodeTypeDescription

Il s'agit de la description du type deNoeud. Cettg,stru
de fagon cohérente par rapport gux elénfents prewus

ture est définie
uivants.

type|

PefinitionNode

ExpandedNodeld

Nodeld du TypeDefinitionNo épartde 'nstahq
les données sont a retourne

bs pour lesquelles

incly

deSubtypes

Boolean

Un fanion qui indique sj,aui ot non il genvient queJé|
des instances des soys-types.de, TypeDefigitionNode
instances du type ANodi

Serveur inclue
dans la liste des

data

[ToReturn []

QueryDataDescription

Spécifie un Attribut o Référence partant du type

départ le long d'u :I)ati%lth é popr lequel ret
données. Cette Cl eshdéfinie acon cohéren
élémenis préyus suivants

DefinitionNode de
urner des
te par rapport aux

rel

tivePath

RelativePath

Chemin de navjgation Iatiféu\Naéud de départ qui i

et la partie nom du targetName de la représentation ¢
eprésentation en XML est définie dans I'lEC 6254
Quand les instances de correspondance sont retourn
Neeud cible, le Nceud cible doit étre une instance du t
son sous-type.

entifie le Nceud
rt étant un Noeud
type. Les Noeuds
bar le filtre fourni
tivePath, voir

let, dans ce cas,
P comme étant sa

h Nodeld de type.
petName a zéro

n XML du Nodeld.
1-6.

pes comme le

pe spécifié ou de

attiibutelD

Identificateur de I'Attribut. 1l doit étre un identificateur
L'Integerld est défini en 7.13. L’Integerld pour les Attri
dans I'lEC 62541-6. Si le RelativePath s'est terminé a
ce parameétre est 0 et ignoré par le serveur.

' Attribut valide.
buts est défini
une Référence,

ind

bxRande \

WRange

Ce parametre est utilisé pour identifier un élément sim
structure ou d'une matrice ou bien une plage simple d
matrices. Si une plage d'éléments est spécifiée, les vd
retournées sous forme de composé. Le premier élém
par l'indice 0 (zéro). Le type NumericRange est défini
Ce parameétre est null si I'Attribut spécifié n'est pas un
structure. Cependant, si I'Attribut spécifié est une mat
structure, et ce parameétre est donc null, tous les élém

ple d'une
indices pour les
leurs sont

bnt est identifié
en 7.21.

E matrice ou une
fice ou une

ents sont a

inclure dans la plage

filter

ContentFilter

Les Neceuds obtenus doivent étre limités aux Noeuds qui correspondent

aux criteres définis par le filtre. ContentFilter est I'obje

t d'un débat en

7.4. Si un filtre vide est fourni, I'espace d’adresses tout entier doit étre
examiné et tous les Noeuds contenant un Attribut ou une Référence
demandé(e) correspondant aux critéres sont retournés.

maxDataSetsToReturn

Counter

Le nombre de QueryDataSets que le Client souhaite que le Serveur

retourne dans la réponse et sur chaque réponse ultéri

eure d'appel de

continuation. Le Serveur est autorisé a limiter encore plus la réponse,

mais ne doit pas dépasser cette limite.

Une valeur 0 indique que le Client n'impose aucune limitation.

maxReferencesToReturn

Counter

Le nombre de Références que le Client souhaite que le Serveur

retourne dans la réponse pour chaque QueryDataSet

et sur chaque

réponse ultérieure d'appel de continuation. Le Serveur est autorisé a
limiter encore plus la réponse, mais ne doit pas dépasser cette limite.
Une valeur 0 indique que le Client n'impose aucune limitation.
Par exemple, dans le cas d'un résultat ou quatre Noeuds sont

retournés, mais chacun a 100 Références et cette lim
seules les 50 premiéres Références pour chaque Noe

ite est fixée a 50,
ud seront

retournées sur I'appel initial et un point de continuation sera établi pour

indiquer I'existence de données supplémentaires.
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Tableau 44 — Paramétres de réponse QueryFirst

Nom Type Description
Response
responseHeader ResponseHeader Parametres communs aux réponses (voir 7.27 pour la définition de
ResponseHeader).
queryDataSets [] QueryDataSet La matrice de QueryDataSets. Cette matrice est vide s'il n'y a pas de Noeuds

ou de Références ayant satisfait aux critéres de nodeTypes. Dans ce cas, le

parameétre continuationPoint doit étre vide.
Le type QueryDataSet est défini en 7.22.

continuationPoint

ContinuationPoint

Valeur opaque définie par le serveur qui identifie le point
Le point de continuation est utilisé seulement lorsque les
sont trop volumineux pour étre retournés dans une seule
volumineux» signifie dans ce contexte que le Serveur n'e
retourner une répo i

pas utilisé, la valeur de ce par
retourné, le Client doit appeler

dans le Serveur.
Un point de continu
point de continuati

Si le nombre #na poi
continuationAe plus a
Le type CqntinuatignPoli,

jusqu'a ce que la s
iquation a été attd

de continuation.
résultats de Query
réponse. «Trop

st pas capable de

re de QueryDataSets
ts a retourner qui a

Wext. Lorsqu'il n'est
de continuation est
Die prochain jeu de
int de continuation

Client passe le
pssion soit fermée.
bint, le point de

AR

correspondent a la taille et a I'ordre du parametre de denj

s matrice peut étre vide s'il ne s'est pas produit d'erreurs.

parsifgResults [] ParsingResult pbrdre de la liste
ande NodeTypes.
aux éléments
e rapportent au
trai pation. La matrice
eut & i Iconque type de
n bivent avoir un code
\Le statut associé.
statysCode \StatusCbde Réstitatid'afialyse pour la NodeTypeDescription demandge.
dataStatusCodes [] iste de résultats pour dataToReturn. La taille et I'ordre de la liste

ande dataToReturn.

b

data

Diagnosticlffos [

Diagnosticiafo

(Wiste d'informations de diagnostic pour les dataToReturn
définition de Diagnosticinfo). La taille et I'ordre de la liste
taille et a I'ordre du parameétre de demande dataToRetur
si les informations de diagnostic n'ont pas été demandée
demande ou si aucune information de diagnostic n'a été
traitement de la demande d'interrogation.

(voir 7.8 pour la
correspondent a la
b. Cette liste est vide
5 dans I'en-téte de
encontrée dans le

diagn

AN

Wiclnfo

Liste d'informations de diagnostic pour la Node TypeDesg
Cette liste est vide si les informations de diagnostic n'ont
dans I'en-téte de demande ou si aucune information de d
rencontrée dans le traitement de la demande d'interrogat

ription demandée.
pas été demandées
agnostic n'a été
on.

filterR

esult \>

ContentFilter
Résultat

Une structure qui contient toutes les éventuelles erreurs
Cette structure doit étre vide s'il ne s'est pas produit d'err

Le type ContentFilterResult est défini en 7.4.2.

hssociées au filtre.
Burs.

5.9.3.2

Résultats des services

Si la Query est invalide ou ne peut pas étre traitée, les QueryDataSets ne sont pas retournés

et seu

I un résultat

de

Service est

retourné, filterResult,

parsingResults,

ainsi

qu’éventuellement les Diagnosticlnfos facultatives. Le Tableau 45 définit les résultats de
Services spécifiques a ce Service. Les StatusCodes communs sont définis au Tableau 165.
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— Codes de résultats des services QueryFirst

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_ContentFilterinvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_ViewldUnknown

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_ViewTimestamplnvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_ViewParameterMismatchlinvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_ViewVersionlnvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_InvalidFilter

Le filtre fourni n'est pas valide, voir le filterResult pour les erreurs spécifiques.

Bad_NodelistError

Les NodeTypes fournis contiennent une erreur, voir les parsingResults pour les erreurs
spécifiques.

Bad_InvalidView

La ViewDescription fournie n'est pas une ViewDescription valide.

Good_ResultsMayBelncomplete Il convient que le serveur ait suivi une référence a un ncéud dans un serveur distant, mais il
ne |'a pas fait. Le jeu de résultats peut étre incomple
5.9.3.3 StatusCodes
Le Tableau 46 définit les valeurs pour le parametre statusCaofle ui sont
spécifiques a ce Service. Les StatusCodes communs sont dgfin
Tableau 46 — Codes de résultats de nive

Id symbolique Description (

Bad_NddeldInvalid Voir le Tableau 166 pour la-destription/de sg code de résultat.

Bad_NddeldUnknown Voir le Tablea\{66 poyrta descriptiof-de/ce\code de résultat.

Bad_Nd{TypeDefinition Le Nodeld faurni Métaft pas ur{ Nodelt.de téfinifiofi de type.

Bad_Atfributeldinvalid Voir le Tablealn166 pauria destiiption de ce cgde de résultat.

Bad_IndexRangelnvalid Voir le Tableau86 pour|a description de ce code de résultat.
5.9.4 Poursuivre la deprande (Que N%
5.9.4.1 Descriptions
Ce Sery ain jeu d'informations de réponse QueryFirst ou
QueryN " étre envoyées dans une seule réponsg. «Trop
volumin xte>que le Serveur n'est pas capable de retourner une
réponse evhombre de QueryDataSets a retourner dépasse le
nombre Sets/a retourner qui a été spécifié par le Client [dans la
demand doit étre présenté dans la méme session qui a été| utilisée
pour pré QueryNext qui se poursuit.
5.9.4.2
Le Tabl es parametres du Service.
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Tableau 47 — Parameétres du service QueryNext

RequestHeader).

Nom Type Description
Request
requestHeader Request Header Parametres communs aux demandes (voir 7.26 pour la définition de

releaseContinuationPoint

Boolean

Un paramétre Boolean ayant les valeurs suivantes:
TRUE

le continuationPoint passé doit étre réinitialisé pour

libérer des ressources pour le point de continuation dans

le Serveur.
FALSE

le continuationPoint passé doit étre utilisé pour

récupérer le prochain jeu de QueryDatSets.

Un Client doit toujours utiliser le point de continuation re

tourné par une

réponse QueryFirst ou QueryNext pour libérer les ressources pour le
point de continuation dans le Serveur. Si le Client ne souhaite pas

récuperer le prochain jeu dnformations de
appelé avec ce parametre mis a TR

Si le parametre est mis a TRUE, tqus les paramétr
la réponse doivent contenir de}/ﬁq ices vides.

ry, Que

dg

yNext doit étre

matrices dans

continjuationPoint

ContinuationPoint

Valeur opaque définie par le
continuation. La valeur p

a partir duquel il fau

int de
é retournée au
tdente. Cette
ou QueryNext
jeu de résultats

ihue.

Le type Co;r{/ﬁe%r)eot
[

~
>

matrice de Q elyData ets.
\Q e QU Data t défini en 7.22.

)
Resporfse ~\ VAR
respopseHeader Response Heya\ meggyoz(mu@ux?nses (voir 7.27 pour la difinition de
espongeHea
queryPataSets [] QueryDataSet

revisgdContinuationPoint

ContinuationPqiht

\

aquedéfinie par le Serveur qui représente le
ontln tion. Elleest utilisée seulement si les informatig

soRt trop\oltmineuses pour étre contenues dans une s

oint de
ns a retourner
eule réponse.

inuationPoint est

5.9.4.3

Le Tabl
commur

sCodes

Id symHaliqueN_\ \

‘Rescription

Bad_CdntinbationPajntinval

oir le Tableau 166 pour la description de ce code de résultat.

510 J

u deseﬁs&é pour les attributs (Attribute Service Set)

5.10.1

Vue d’ensemble

Ce Service Set fournit les Services pour accéder a des Attributs qui sont partie intégrante des

Nceuds.

5.10.2 Lecture (Read)

5.10.2.1

Description

Ce Service est utilisé pour lire un ou plusieurs Attributs d'un ou plusieurs Ncoeuds. Pour les

valeurs d'Attributs construits dont les éléments ont des

indices, comme une mat

rice, ce

Service permet aux Clients de lire la totalité du jeu de valeurs a indices comme un composé,
de lire des éléments individuels ou de lire des plages d'éléments du composé.

Le paramétre maxAge est utilisé pour ordonner au Serveur d'accéder a la valeur a partir de la
source de données sous-jacente (telle qu'un appareil par exemple) si sa copie des données
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est plus ancienne que celle que le maxAge spécifie. Si le Serveur ne peut pas satisfaire a

I'age maximal demandé,

demande.

5.10.2.2

Parametres

Le Tableau 49 définit les paramétres du Service.

il retourne la valeur «de meilleur effort» au lieu de rejeter la

Tableau 49 — Paramétres du service Read
Nom Type Description
Request
requestHnadpr anuthHpgdnr Parameétres communs aux demandes (voir 7 26 pnatirla définition de
RequestHeader).
maxAge Duration Age maximal de la valeur a lire en millisecopde ur est basé sur
la différence entre le ServeurTimestamp et I'heure a
laquelle le Serveur commence a traiter ¢a si le Client
spécifie un maxAge de 500 millisecondes et de
100 millisecondes avant que le Sg demande, l'age
de la valeur retournée peut étre 6Q0 milliSecand laquelle elle a
été demandée.
Si le Serveur a une ou plu s la limite de
I'age maximal, il peut retod pu il peut lire
leurs d'un
%ltems qui sont
mer de la
maximal, il doit
rne sa valeur
P peut se
her la nouvelle
&¢ifié.
e est mis,a 0, le Serveur doit tenter de lire une nouve]le valeur dans
ht32 maximale,
Q enter de récupérer une valeur mise en cache.
négatives ne sont pas valides pour maxAge.
timesfampsTo &/ n e éﬂwﬁération qui spécifie les Timestamps (Horodatages) a rgtourner pour
Return e psT. chague Variable Value Attribute. L'énumération TimestampsToRgturn est définie
%R@bq nA.34.
nodegToRead [] dValyeld )Liste des Neceuds et de leurs Attributs a lire. Pour chaque entrée dlans la liste, un
StatusCode est retourné, et s'il indique un succes, I'Attribut Valug est également
retourné. Le type de paramétre ReadValueld est défini en 7.23.
\ \\ 2
Resporfse ™\ \ v 0N \
respol He&}% WeHeader Parameétres communs aux réponses (voir 7.27 pour la définition de
ResponseHeader).
results [] taValue Liste de valeurs d'Attribut (voir 7.7 pour la définition DataValue). La taille et
I'ordre de cette liste correspondent a la taille et a I'ordre du paranjétre de
demande nodesToRead. Il y a une entrée dans cette liste pour chaque Neeud
contenu dans le parameétre nodesToRead
diagnosticInfos [] DiagnosticInfo Liste d'informations de diagnostic (voir 7.8 pour la définition de Diagnosticinfo).
La taille et I'ordre de cette liste correspondent a la taille et a I'ordre du parameétre
de demande nodesToRead. Il y a une entrée dans cette liste pour chaque Noeud
contenu dans le paramétre nodesToRead. Cette liste est vide si les informations
de diagnostic n'ont pas été demandées dans I'en-téte de demande ou si aucune
information de diagnostic n'a été rencontrée dans le traitement de la demande.

5.10.2.3

Résultats des services

Le Tableau 50 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.
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Tableau 50 — Codes de résultats des services Read

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_MaxAgelnvalid

Le parameétre 4ge maximal n'est pas valide.

Bad_TimestampsToReturninvalid

Voir le Tableau 165 pour la description de ce code de résultat.

5.10.2.4 StatusCodes

Le Tableau 51 définit les valeurs pour le statusCode de niveau opération contenu dans la
structure DataValue de chaque élément values. Les StatusCodes communs sont définis au

Tableau 166.
Tableau 51 — Codes de résultats de niveau opération R&
A\
Id symHolique Description <\
Bad_NddeldInvalid Voir le Tableau 166 pour la description de ce code_de'xésultat.
Bad_NddeldUnknown Voir le Tableau 166 pour la description de ce §ode dev@sultat, N

Bad_At{ributeldInvalid

Voir le Tableau 166 pour la description dg/se code de résuiat.\

Bad_IndexRangelnvalid

Voir le Tableau 166 pour la description de ce tedd deRestitat. \

Bad_IndexRangeNoData

Voir le Tableau 166 pour la descriptien-de ce.codeide résultat,

Bad_D4gtaEncodinglnvalid

Voir le Tableau 166 pour la description de e code de résiitat.

Bad_D4dtaEncodingUnsupported

Voir le Tableau 166 pour la desriptién Ye cetade dexésyffat.

Bad_NdtReadable

Voir le Tableau 166 pour ladast(iption/de e tods de résultat.

Bad_UserAccessDenied

5.10.3 | Lecture de I’historique (HistoryRe

5.10.3.1 Description

Ce Seryice est utilisé pbéur

Nceuds.| Pour les vale
matrice| ce Service pe

composg, de lire des elé
Serveurs peuve
Service)] bien que 1e$ vale

d’Adres

L'Attrib
charge
commer
de [I'hig
I'IEC 62

Le parametre continuationPoint dans |'HistoryRead est utilisé pour marquer le point

Voir le Tablea(iN65 poyr'ia descriptiof-d€ ce\code de résultat.
~

oriques disponibles aux Clients en utili
3 elles-mémes ne soient pas visibles dans

lusieurs
me une
mme un
sé. Les
sant ce
'‘Espace

prise en
diquent
onnées
i dans

a partir

duquel poursuivre la lecture si toutes les valeurs n'ont pas pu étre retournées dans une seule
réponse. La valeur n’est pas connue du Client et elle est utilisée seulement pour maintenir les
informations d'état pour le point de continuation pour le Serveur. Un Serveur peut utiliser
I’horodatage du dernier élément de données retourné si I’horodatage est unique. Cela réduit
la nécessité de stocker des informations d'état dans le Serveur pour le point de continuation.

Pour des détails supplémentaires relatifs a la lecture de données historiques et d'Evénements
historiques, voir 'lEC 62541-11.

5.10.3.2 Parametres

Le Tableau 52 définit les paramétres du Service.
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Tableau 52 — Parameétres du service HistoryRead

Nom

Type

Description

Request

requestHeader

RequestHeader

Parametres communs aux demandes (voir 7.26 pour la définition de
RequestHeader).

historyReadDetails

Extensible
Parameter

HistoryReadDetails

Les détails définissent les types de lectures d'historiques qui peuvent étre
effectuées. Le type de parametre HistoryReadDetails est un type de paramétre
extensible qui est défini formellement dans I'IEC 62541-11. Le type
ExtensibleParameter est défini en 7.11.

timestampsToReturn

Enum

TimestampsTo
Return

Une énumération qui spécifie les horodatages a retourner pour chaque Variable
Value Attribute. L'énumération TimestampsToReturn est définie en 7.34.

Il n'est pas valide de spécifier un TimestampsToReturn de NEITHER. Dans ce
cas, le Serveur doit retourner un StatusCode Bad_InvalidTimestampArgument.

LIEC 62541-11 définit les exceptions pour lesqy etre doit étre
ignoré. (

releageContinuation

Points

Boolean

Un paramétre Boolean ayant les valeurs syi
TRUE 8

FALSE les continuationPoints pg

récupérer le prochai

historiques, HistoryRegad-doi i$ a TRUE.

nodegToRead []

HistoryReadValueld

node¢ld

Nodeld

AN

/"N

»\ &
Ce parameétre contiént la listexd'éléments sux lesquels la récupéfation
d'historique est afaccopnplir. Celte'strusture est définie de fagon
rapport aux éléments préyus, suivants.

e
cohérente par
t
I'HistoryReadRetdils ést , PRCESSED, MODIFIED ou

IATTIME:
La valeur

Geudidont I'historique des Evénements est a lie.
aleurs
ir appropriée

indexRange

Nume 'cRaM

rametre tilisé pour identifier un élément simple d'une matrice ou une
imaple dlindices pour les matrices. Si une plage d'élémen{s est spécifiee,

O

-

meétre est null si la valeur n'est pas une matrice. Cepend
ne matrice, et ce paramétre est donc null, tous les élément|
ns la plage.

élément est
h7.21.

ant, si la valeur
5 sont a inclure

datafEncoding

N

uali dNa\we\/

Un QualifiedName qui spécifie le codage de données a retourne
a lire (voir 7.23 pour la définition de la fagon de spécifier le codd
données).

Le paramétre est ignoré lors de la lecture de I'historique d'Evénc

r pour la Value
ge de

bments.

cont

atiQn intx

NBytaString

Pour chaque NodesToRead, ce paramétre spécifie un point de
retourné a partir d'un précédent appel HistoryRead, permettant
poursuivre cette lecture a partir de la derniére valeur regue.
L'HistoryRead est utilisé pour sélectionner une séquence ordon
ou événements historiques. Un point de continuation marque urj
cette séquence ordonnée et, ainsi, le Serveur retourne le sous-¢

tontinuation
au Client de

hée de valeurs
point dans
nsemble de la

séquence qui suit le point en question.

Une valeur null indique que ce paramétre n'est pas utilisé.
Ce point de continuation est décrit plus en détail dans I'lEC 62541-11.

Response

responseHeader

ResponseHeader

Parameétres communs aux réponses (voir 7.27 pour le type ResponseHeader).

results []

HistoryReadResu

It Liste de résultats lus. La taille et I'ordre de la liste correspondent a la taille et a
I'ordre du parameétre de demande nodesToRead. Cette structure est définie de
fagon cohérente par rapport aux éléments prévus suivants.

statusCode

StatusCode

StatusCode pour I'élément NodesToRead (voir 7.33 pour la définition de
StatusCode).

continuationPoint

ByteString

Ce parameétre est utilisé seulement si le nombre des valeurs a retourner est
trop grand pour que celles-ci soient retournées dans une seule réponse.
Lorsque ce paramétre n'est pas utilis€, sa valeur est null.

Les Serveurs doivent prendre en charge au moins un point de continuation par
Session. Les Serveurs spécifient un nombre maximal de points de continuation
d'historiques par Session dans I'Object fonctions du Serveur défini dans

I'lEC 62541-5. Un point de continuation doit rester actif jusqu'a ce que le Client
passe le point de continuation a HistoryRead ou jusqu'a ce que la Session soit
fermée. Si le nombre maximal de points de continuation a été atteint, le point
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Nom Type Description
Request
de continuation le plus ancien doit étre réinitialisé.
historyData Extensible Les données d'historique retournées par le Neeud.
Parameter Le type de paramétre HistoryData est un type de parameétre extensible qui est
HistoryData défini formellement dans I'IEC 62541-11. Il spécifie les types des données

d'historique qui peuvent étre retournées. Le type de base ExtensibleParameter
est définien 7.11.

diagnosticInfos []

Diagnostic Info

Liste d'informations de diagnostic. La taille et I'ordre de la liste correspondent a
la taille et a I'ordre du paramétre de demande nodesToRead. Il y a une entrée
dans cette liste pour chaque Nceud contenu dans le parametre nodesToRead.
Cette liste est vide si les informations de diagnostic n'ont pas été demandées
dans I'en-téte de demande ou si aucune information de diagnostic n'a été

rencontrée dans le traitement de la demande.

5.10.3.3

Le Tabl
commur

Résultats des services

pau 53 définit les résultats de Services spécifiques a ce
s sont définis au Tableau 165.

Tableau 53 — Codes de résultats des sery‘ce\

sCodes

Id symHolique Description X. X )
Bad_NdthingToDo Voir le Tableau 165 pour lgdescriptten dexée eode Ye réx(iltat.
Bad_TopManyOperations Voir le Tableau 165 pour Ja degCriptionde'c8 vade derésultat.

Bad_Tin

hestampsToReturninvalid Voir le Tableau 165 peur la descriptian de se code-e résultat.

Bad_Hi

Voir le Jableau 166 pouNa“desgriptfon\de cetode de résultat.

toryOperationinvalid

Bad_Hi

toryOperationUnsupported

Voir |€ Tableau {66 Bou la des! riptl\sn/de code de résultat.
L’opération demandée sux/’historigue n’egt pas prise en charge par le §

erveur.

5.10.3.4 StatusCodes
Le Tablpau 54 définit les¢val atusCode de niveau opération fui sont
spécifiques a ce Service\Les\StatusSodes co uns sont définis au Tableau 1p6. Les
StatusCodes spécifiques sont définis dans I'l[EC 62541-11.
Table@ de niveau opération de HistoryRead
Id symHolique A \Desa“l?)\tiqh/
Bad_Nddeldinvalid < \ Voir le TgbBleau 166 pour la description de ce code de résultat.
Bad_NddeldUnkmqwn\  \ Voir T Tableau 166 pour la description de ce code de résultat.
Bad_D4gtaEncedinglivaild /X Vojir le Tableau 166 pour la description de ce code de résultat.
Bad_DdtafncodingUnsupported  \Yoir le Tableau 166 pour la description de ce code de résultat.
Bad_UsérAccessDenisth. \__ | Voir le Tableau 165 pour la description de ce code de résultat.
Bad_CdntintationPintinvalts,. | Voir le Tableau 165 pour la description de ce code de résultat.
Bad_In aIidTimestqmpArg\(ment L’horodatage défini a retourner n'était pas valide.

Bad_Hi

Voir le Tableau 166 pour la description de ce code de résultat.
L’opération demandée sur I'historique n’est pas prise en charge pour le Nog

toryOperatic}rLQS/ﬁported

Ld demandé.

5.10.4
5.10.4.1

Ecrire (Write)

Description

Ce Service est utilisé pour écrire des valeurs dans un ou plusieurs Attributs d'un ou plusieurs
Neoeuds. Pour les valeurs d'Aftributs construits dont les éléments ont des indices, comme une
matrice, ce Service permet aux Clients d'écrire la totalité du jeu de valeurs a indices comme
un composé, d'écrire des éléments individuels ou d'écrire des plages d'éléments du composé.

Les valeurs sont écrites dans la source de données (telle qu'un appareil par exemple) et le
Service ne retourne rien jusqu'a ce qu'il écrive les valeurs ou détermine que la valeur ne peut
pas étre écrite. Dans certains cas, le Serveur écrit avec succes dans un systeéme ou Serveur
intermédiaire et ne sait pas si la source de données a été correctement mise a jour. Dans ces
cas, il convient que le Serveur rapporte un code de succés qui indique que I'écriture n'a pas
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été vérifiée. Dans les cas ou le Serveur est a méme de vérifier qu'il a réussi a écrire dans la
source de donneées, il rapporte un succés inconditionnel.

L’'ordre dans lequel les opérations sont traitées dans le Serveur n’est pas défini et dépend
des différentes sources de données et de la logique interne du Serveur. Si une combinaison
Attribut et Noeud est contenue dans plus d’'une opération, I'ordre de traitement n’est pas
défini. Si un Client exige un traitement séquentiel, le Client a besoin d’appels de Services
séparés.

Il est possible que le Serveur puisse réussir a écrire certains Aftributs et pas d'autres. Le
retour en arriére est du ressort du Client.

Si un Serveur autorise I'écriture d'Attributs ayant le DataType LocalizedText,Ne Clignt peut
ajouter pu écraser le texte pour un paramétre de lieu en écrivant le Atexteavece localeld

associé| Le fait d'écrire une String null pour le texte pour un paramg i pprimer
la String pour le parameétre de lieu en question. Le fait d'écrirg uk ppour le
parameéire de lieu et une String non null pour le texte met lg : S de lieu
invariable. Le fait d'écrire une String null pour le texte et une ' pour le
paramétre de lieu doit supprimer les entrées pour tous lg i un Client
tente d’gcrire un parametre de lieu qui est soit non valide pris en

charge, |le Serveur renvoie Bad_LocaleNotSupported

5.10.4.2 Parameétres

Le Tablg¢au 55 définit les paramétres d XV

@@
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Tableau 55 — Parameétres du service Write

S
Q

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition de
RequestHeader).
nodesToWrite [] WriteValue Liste des Noeuds et de leurs Attributs a écrire. Cette structure est définie de

fagon cohérente par rapport aux éléments prévus suivants.

nodeld Nodeld Nodeld du Neeud qui contient les Attributs.

AttributelD Integerld Identificateur de I'Attribut. 1l doit s’agir d’un identificateur d'Aftribut valide.
L'Integerld est défini en 7.13. Les Integerlds pour les Attributs sont définis dans
I'IEC 62541-6.

indexRange NumericRange Ce parameétre est utilisé pour identifier un élément simple d'une matrice ou une
plage simple d'indices pour les matrices. Le premier élément est identifié par
l'indice O (7érn) Lo f\]lpﬁ I\Iumnrir\DnnCtn ost défini
Ce parametre n'est pas utilisé si I'Attribut spécifié n'est p atrice.
Cependant, si I'Attribut spécifié est une mat| dtre n'est pas
utilisé, tous les éléments sont a inclure d dtre est null s'il
n'est pas utilisé.
Un Serveur doit retourner une erreur Bad, Write i ?ne
indexRange est fournie et si I'écritdre o sible pour le
Noeud.

valug DataValue La valeur d'Attribut du Nce! i blue).

latrice méme si

berveur doit
tSupported s'il

e de données
idu DataType
-types du

le Value

lpe. La structure
nsion de Byte.
st prévue.

5'il ne prend

3sentation a la

gu’en recevant la représentation correcte a la volée polir un DataType
simple, le type correct a été choisi. Les Serveurs peuvent imposgr des
aJidations supplémentaires de données sur la valeur indépendante du codage
par exemple, une image au format GIF dans une ByteString). Dans ce cas, le
Serveur doit retourner une erreur Bad_TypeMismatch si la validafion échoue.

\

Resporjse

respo w \\R>S\Rnse¥r6§der

Parameétres communs aux réponses (voir 7.27 pour la définition de
ResponseHeader).

results []

StatysCode

Liste des résultats pour les Noeuds a écrire (voir 7.33 pour la défipition des
StatusCode). La taille et I'ordre de la liste correspondent a la taillg et a I'ordre du
parametre de demande nodesToWrite. |l y a une entrée dans cetfe liste pour
chaque Neceud contenu dans le paramétre nodesToWrite.

diagnpsticinfos ]

Diagnosticlnfo

Liste d'informations de diagnostic pour les Noeuds a écrire (voir 7.8 pour la

définition de Diagnosticinfo). La taille et I'ordre de la liste correspondent a la
taille et a I'ordre du parameétre de demande nodesToWrite. Cette liste est vide si
les informations de diagnostic n'ont pas été demandées dans l'en-téte de
demande ou si aucune information de diagnostic n'a été rencontrée dans le
traitement de la demande.

5.10.4.3 Résultats

des services

Le Tableau 56 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 56 — Codes de résultats des services Write

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.
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Le Tableau 57 définit les valeurs pour le paramétre results qui sont spécifiques a ce Service.
Les StatusCodes communs sont définis au Tableau 166.

Tableau 57 —

Codes de résultats de niveau opération de Write

Id symbolique

Description

Good_CompletesAsynchronously

Voir le Tableau 165 pour la description de ce code de résultat.
La valeur a été écrite avec succés dans un systeme intermédiaire, mais le Serveur ne sait
pas si la source de données a été correctement mise a jour.

Bad_No

deldinvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_No

deldUnknown

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_At

ISP Ll
outcianivang

ALtk PP L M s ! ! M Z '™
VUITTS Talicau TUU PUUT Ta UTSUTTPLIUIT UT LUE LUUT UT IUDUI[#.

Bad_Ing

exRangelnvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_Ing

exRangeNoData

Voir le Tableau 166 pour la description de ce code de résultat. (™

Bad_WiiteNotSupported

Si un Client tente d'écrire n'importe quelle combinaisgn d "\ " "Iu}nestamp"

inai (qudourrait étre une

seule grandeur telle que juste un horodatage); tuef d'écriture sur

ce Nceud et doit retourner ce StatusCom : flisé si |'écriture d'un
uru

IndexRange n’est pas prise en charge

Bad_Ng

tWritable

Voir le Tableau 166 pour la descnp)on.d\\e\coMe résultat,

Bad_UserAccessDenied

Voir le Tableau 165 pour la desc ptlon de de rés tat
L'utilisateur courant n'a pas la m|$§hn d'écrire I'a bu

Bad_OJtOfRange Voir le Tableau 166 pour | s&}r?lén e g€ code de ré¥lltat.
Si un Client tente d’ ecrir ur Hors a plage valide telle qu’'une valeur non contenue
dans le typ&/de < < ératign d Noe e Serveur doit retourner c¢ StatusCode
pour ce Nece
Bad_TypeMismatch Voir le Tableau 166 pow I3descrigtion d&~se-code de résultat.
Bad_DgtaEncodingUnsupported Voir le Tableqﬁ 166 pourk\dés\cripﬁ“en de ce code de résultat.
Bad_NdCommunication Voir le Tablegu 166 poyr ladeschiptione ce code de résultat.
Bad_LopaleNotSupported NLe par,am{tre\te Iie\u\daﬁx I’opé}lqti&{d’écriture demandée n’est pas pris en charge.
N
5.10.5 | Mise a jourd pdate)
5.10.5.1 Desc ion
Ce Service est utilig jodr des valeurs ou Evénements historiques |d'un ou

plusieur

mette alj

Replacsg

5.10.5.2
Le Tabl

bau 58 définit\Nes parametres du Service.

de demande indiquent comment il faut que le |Serveur
ent historique. Les actions valides sont Insert (Insérer),
Supprimer).
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Tableau 58 — Paramétres du service HistoryUpdate

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition de
RequestHeader).
historyUpdateDetails [| | Extensible Les détails définis pour la mise a jour. Le type de paramétre
Parameter HistoryUpdateDetails est un type de parameétre extensible qui est défini
HistoryUpdate formellement dans I'lEC 62541-11. Il spécifie les types des mises a jour
Details d'historique qui peuvent étre accomplies. Le type ExtensibleParameter est
définien 7.11.
Response
responseHeader ResponseHeader Parameétres communs aux réponses (voir 7.27 pour la définition de
ResponseHeader).
results-H I—Iiefnryl Ipdafn Liste des résultats de mise 3 jnur aYallTd les détai d'historiques_
Result La taille et I'ordre de la liste correspondent a I/ taille ef™s des éléments
de détails du parametre historyUpdateDetgifS spécifié bmande. Cette
structure est définie de fagon cohérente Is prévus
suivants.
statysCode StatusCode StatusCode pour la mise a jour du Noe (vh\xpo\%\@f}xﬁlon de
StatusCode).
operationResults [] StatusCode Liste des StatusCodes pour Ies erat|o exdcutensurdn Nageud. La taille et
I'ordre de la liste corresp a tal 'ordre defoute liste définie par
I'élément "details" commu ort pa I'entrée de [ésultat.
diaghosticinfos [] Diagnosticinfo i poﬁNes pe ns a executer sur un Neeud
e la liste
‘élgment "details”
. Cette liste est
jans I'en-téte
ontrée dans le
diagnpsticinfos [] DiagnosticInfo i i e dlabﬂost‘ré pour les deta||s de m|se a jour d'historiques.
des éléments
emande. Cette
andées dans
ou si aucune information de diagnostic n'd été rencontrée
e la demande.

5.10.5.3 Résultats
Le Tableau 59 (@ S ervices spécifiques a ce Service. Les StatysCodes
communs sont défi ' ¢

ablea des de résultats des services HistoryUpdate
Id symboligue\ . N\ Description
Bad_NdthingToRd, N\ \ Voir le Tableau 165 pour la description de ce code de résultat.
Bad_TopMaryOparationg / Voir le Tableau 165 pour la description de ce code de résultat.

5.10.5. Status es

Le Tableau B0 definit Tes valeurs pour Ies parametres statusCode et operationResults qui sont
spécifiques a ce Service. Les StatusCodes communs sont définis au Tableau 166. Les
StatusCodes spécifiques a I'accés aux historiques sont définis dans I'l[EC 62541-11.

Tableau 60 — Codes de résultats de niveau opération de HistoryUpdate

Id symbolique Description

Bad_NotWritable Voir le Tableau 166 pour la description de ce code de résultat.

Bad_HistoryOperationinvalid Voir le Tableau 166 pour la description de ce code de résultat.

Bad_HistoryOperationUnsupported Voir le Tableau 166 pour la description de ce code de résultat.

Bad_UserAccessDenied Voir le Tableau 165 pour la description de ce code de résultat.
L'utilisateur courant n’a pas la permission de mettre a jour I'historique.
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5.11 Jeu de services de méthodes (Method Service Set)
5.11.1 Vue d’ensemble

Les Méthodes représentent les appels de fonction des Objects. Elles sont définies dans
I'lEC 62541-3. Les Méthodes sont invoquées et retournent un résultat (couronné de succes
ou non) seulement a la fin. Les temps d'exécution pour les méthodes peuvent varier, selon la
fonction qu'elles accomplissent.

Le Method Service Set (Jeu de services de méthodes) définit les moyens pour invoquer des
méthodes. Une méthode doit étre un composant d'un Object. La découverte est fournie par le
biais des Services Browse (Navigation) et Query (Interrogation). Les Clients découvrent les
méthodes Inriepc en Phnrgp par un Serveur en na\/iglmn’r a la recherche-des Références

d'Objecis propriétaires qui identifient leurs méthodes prises en charge.

Parce que des Méthodes peuvent commander un certain aspgct iong d'une
installatjon, l'invocation de méthodes peut dépendre des condition ent ou
autres. [Cela peut étre particulierement vrai lors d'une tentative a4 ati néthode
immédiatement aprés que celle-ci a parachevé son exécutien. ‘ nsables
pour inyoquer la Méthode pourraient ne pas étre encore<etonees~a“1'é net a la

Méthodé de redémarrer.

5.11.2 | Appel (Call)
5.11.2.1 Description

Ce Seryice est utilisé pour appeler (in i " Méthodes. Chaque appel de
Méthod¢ est invoqué dans le contexte d'une %_existante. S'il est mis fin [a cette
Session e\pedvent pas étre retournés au Client et
sont éliminés. Cela est ind de I t4 ent exécutée au niveau du Seryeur.

s—dans le Serveur n’est pas défini et|dépend
8, du Serveur. Si une Méthode est contenue dans
itement

L'ordre dans lequel lep

des diff¢rentes taches
plusieurs opéra @

séquentjel, le Clie

Ce Servi ce de la

5.11.2.2

Le Tabld
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Tableau 61 — Parameétres du service Call

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition

de RequestHeader).

methodsToCall []

CallMethodRequest

Liste des Méthodes a appeler. Cette structure est définie de
fagon cohérente par rapport aux éléments prévus suivants.

objectld Nodeld Le Nodeld doit étre celui de I'Object ou ObjectType qui est la
source d'une Référence HasComponent (ou sous-type de
Référence HasComponent) a la Methode spécifiée en methodld.
Voir 'IEC 62541-3 pour une description des Objects et de leurs
Méthodes.

methodId Nodeld Nodeld de la Méthode a invoquer.
Sitobjestid-estle-Nodeld-dun-Objeci-ipeututiliser le Nodeld
d’'une Methode qui est la cible d’ ne Re ence HLsComponent
de I'ObjectType de I'Object.

inpufArguments [] BaseDataType Liste de valeurs des argu vide indique
qu'il n'y a pas d' argumex(ts dre de cette
liste correspondent g ents d'entrée
définis par la Propérty ode.
Le nom, une desc ipti 5 chaque
argument sg i Bns chaque
élément de ode.

D\
Resporfse /
responseHeader ResponseHeader Pa mé es/commuins au}\rep6nses (voir 7.27 potr la définition
seHdader))
results []

CallMet esult \Re Itat our%ejga els’de la Méthode. Cette strycture est
|n|e de\facon-Coherente par rapport aux éléments prévus
nts:

statysCode

StatusCo

tatus ode deTa Méthode exécutée dans le servgur. Ce
StalusCode est mis au StatusCode Bad_InvalidAlgument si au
i gument d'entrée a enfreint une contrainte (par

ype de données erroné, valeur hors plage).

tusCode est mis & bad StatusCode si I'exégution de la
ethode a échoué dans le Serveur, par exemple sur la base
une exception.

inpu ArgumentReiflts []X\

Liste de StatusCodes correspondant aux inputArguments.

Cette liste est vide sauf si le résultat de niveau opgration est
Bad_InvalidArgument
Si cette liste est remplie, elle a la méme longueur [que la liste
inputArgument

inpu Argun&otlc\os

Wiclnfo

Liste d'informations de diagnostic correspondant aux
inputArguments. Cette liste est vide si les informations de
diagnostic n'ont pas été demandées dans I'en-téte de demande
ou si aucune information de diagnostic n'a été rencontrée dans le
traitement de la demande.

outp um%n&[]

BaseDataType

Liste de valeurs des arguments de sortie. Une listg vide indique
qu'il n'y a pas d'arguments de sortie. La taille et I'qrdre de cette
liste correspondent a la taille et a I'ordre des arguments de sortie
définis par la Property OutputArguments de la Méfhode.

Le nom, une description et le type de données de[chaque

argument-sont-définis par la-structure. Argumanf dans Chaque

élément de la Property OutputArguments de la méthode

diagnosticinfos []

Diagnosticlnfo

Liste d'informations de diagnostic pour le statusCode des results.
Cette liste est vide si les informations de diagnostic n'ont pas été
demandées dans I'en-téte de demande ou si aucune information
de diagnostic n'a été rencontrée dans le traitement de la
demande.

5.11.2.3 Résultats des services

Le Tableau 62 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.
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Tableau 62 — Codes de résultats des services Call

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

5.11.2.4

StatusCodes

Le Tableau 63 définit les valeurs pour les paramétres statusCode et inputArgumentResults
qui sont spécifiques a ce Service. Les StatusCodes communs sont définis au Tableau 166.

Tableau 63 — Codes de résultats de niveau opération de Call

Id symbolique Description
Bad_NodeldInvalid Voir le Tableau 166 pour la description de ce code de résultat.

Sert a indiquer que l'objet spécifié n'est pas valide. A (\
Bad_NodeldUnknown Voir le Tableau 166 pour la description de ce code de résultat

Sert a indiquer que l'objet spécifié n'est pas valide.

Bad_ArgumentsMissing

Le client n'a pas spécifié |a totalité des arguments d'entrée pour I\méthode.

Bad_TooMpnyArguments

Le client a spécifi¢ plus d’arguments d'entrée que le nomkre définbpoufYa métkod6.

Bad_lInvali

Argument

Voir le Tableau 166 pour la description de ce code/de résu
Sert a indiquer dans les résultats de niveau opé
sont pas valides. Les inputArgumentResults/Contienren
argument non valide.

d d'entrée ne
Lr chaque

Bad_UserAccessDenied

Voir le Tableau 165 pour la description de ce dod¢ de résultat.

Bad_Methqdinvalid

L'identificateur de la méthode ne se (éfé\'\e\pa/ c}/un@(h\éthoﬁe\pour l'objet spécifié.

Bad_OutO{Range

Voir le Tableau 166 pglr | de DS ce c
Sert a indiquer qu'un argume tre e trouve a Iexter eur de la plage acceptable.

Bad_TypeNismatch

Voir Ie Tableau 166 pour codede résultat.
le type de données correct.

Serveupdoit accepter uke ByteString'si

Bad_NoCommunication

La structure d’'une Byt Strinxﬂ e\que celle d’une matrice a une dimension de Byte. Un

512 J
5.12.1
5.12.1.1

Les ClIij

Evénem

pour en

Les Noffi

Modeéle

de données(etd'E

transfer

Notificatie

pu de services

én
au Client. Le Subscription (abonnement) ev0|e périodiguement des

Qanng

Voir I€ Tableay/466 pour fa desdription de ¢ code de résultat.
N

onitoredltems pour s'abonner a des données et
item identifie I'élément a surveiller et le Subscription 3

2ments. Elles sont empaquetées dans des NotificationMessage§g

+n-unlln nl'nrhI- eifid

AlMAc
TOmvicssayg

caolo an
€S- SetoR—dh—Hhtervan eaHoh \J'J\l\JIIIU 14

w ot 1o ~vuel
LI} et1€ TycrC

D

lequel ces messages sont envoyés est appelé cycle d'édition.

a des
utiliser

ifications

pour le

durant

Il a été défini quatre paramétres primaires pour les Monitoredltems qui indiquent au Serveur
comment I'élément est a échantillonner, évaluer et rapporter. Ces paramétres sont l'intervalle
d'échantillonnage, le mode de surveillance, le filtre et le paramétre de mise en file d'attente.
La Figure 15 illustre ces concepts.
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Reporting may The monitoring mode defines whether sampling and

be enabled or reporting of notifications is enabled or disabled
disabled for the
subscription.

/ \-|:|]:|]]—<H Monitored Item | )| Attribute O
N The sampling interval
<«—"~— Subscription \_DI[D_<I_| Monitored Item ID| Variable —— defines the cyclic rate
used by the server to
sample the real item.
\—DI[D—<I—| Monitored Item [D| Node O

Queue attributes describe the / N
queuging of notifications to a Filters are used to select A monitored item mAy monitor an attiibute,
subsdription samples or events to report a value, or a no roviding events

aaN

S
Anglais /\n\\\

Reporting may be enabled or disabled for the La production de r pe t\f§e |vee\o(deswtivée
subscription. pour I’abonnemes{m\ \
Monitored ltem Elément sum

Attributp atribut [ (Y )
Variable Varia@e\\//

Node <
The sampling interval defines the cyclic rate vall ‘éch nage defmlt la fréquence cyclique
used by the server to sample the real item. ut||| arrleNserveur pour échantillonner I'élément|réel.

Subscription \ ’_\tx{nn\}l\)

The madni mpde depsurveillance définit si I’échantillonnagelet les
and rep notifications sont activés ou désactivés
disablef

Filters are used to lect m\{es reven Des filtres sont utilisés pour sélectionner des échantillons

report des événements a consigner dans des rapports

A monifored item my (o] \vax\/\ Un élément surveillé peut surveiller un attribut, une|valeur
e

value, qr a node prcyl\ g ou un nceud fournissant des événements
Queue pttributes degcrile | \hg\/ Les attributs de file d’attente décrivent la mise en file
notificafions t b cri d’attente de notifications destinées a un abonneme

ure 15 — Modeéle Monitoreditem

—

Les Atlri I'Attribute Value sont seulement surveillés pour détecter un
changer . Le filtre n'est pas utilisé pour ces Attributs. Toute modification de
valeur pout,ces Attributs entraine la création d'une Notification.

L'Attribute Value (Valeur Attribut) est utilisé pour surveiller des Variables. Les valeurs des
Variables sont surveillées pour détecter une modification de valeur ou une modification de
leur statut. Les filtres définis dans la présente Norme (voir 7.16.2) et dans I'lEC 62541-8 sont
utilisés pour déterminer si la modification de la valeur est suffisamment forte pour entrainer la
création d'une Notification pour cette Variable.

Les Objects et les vues peuvent étre utilisés pour surveiller les Evénements. Les Evénements
sont disponibles uniquement a partir des Nceuds pour lesquels le bit SubscribeToEvents de
I'Attribute EventNotifier est positionné. Le filtre défini dans la présente Norme (voir 7.16.3) est
utilisé pour déterminer si un Evénement recu du Nceud est envoyé au Client. Le filtre permet
aussi de sélectionner des champs de I'EventType qui seront contenus dans I'Evénement tels
que Eventld, EventType, SourceNode, Time et Description.

L'IEC 62541-3 décrit le modele Evénement et les EventTypes de base.
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Les Properties des EventTypes de base et la représentation des EventTypes de base dans
I’Espace d’Adresses sont spécifiées dans I'lEC 62541-5.

5.12.1.2 Intervalle d'échantillonnage

Chaque Monitoredltem créé par le Client recoit un intervalle d'échantillonnage qui lui est
affecté et qui est soit hérité de l'intervalle d'édition de Subscription, soit défini spécifiquement
pour se substituer a cette fréquence. Un nombre négatif indique que [lintervalle
d’échantillonnage par défaut défini par l'intervalle d’édition de Subscription est demandé.
L'intervalle d'échantillonnage indique la fréquence la plus rapide a laquelle il convient que le
Serveur échantillonne sa source sous-jacente pour les modifications de données.

Un Cliej hts.
L'intervd » que le
Serveur| utilise pour échantillonner I'élément a partir de sa sourcé Psignifie

dans cqg contexte que le Serveur fait de son mieux pour échani guence.

L'échantillonnage a des fréquences plus rapides que celle-ci € p est pas
indispensable pour répondre aux besoins du Client. La G 3 3 ile de la
fréquenge d'échantillonnage et la fréquence a laquelle il sonde fective ' rces de
données en interne sont un détail d'implémentation d 5 ntre les

valeurs fetournées au Client doit étre supérieur ou égal

Le Cliemt peut aussi spécifier 0 pour convient
pour le| Serveur d'utiliser la fréquencge pratiqgue la Pius ide. Il est escompté gue les

Serveuns prendront en charge uniqueme ¢ ité tintefvalles d'échantillonnage pour
optimisgr leur fonctionnement. Si I'intg Lhdeimandé par le Client n'est pas|pris en
charge par le Serveur, le Serveur affe ¥ itocedtem l'intervalle le plus approprié tel
que déferminé par le Sepvayr. jient et intervalle affecté. L'Object Server

Capabillties (l'objet Fonctions™d S fini daris I'IEC 62541-5 identifie les infervalles
d'échantillonnage pris ¢ 2 S

Le Servieur peu >
d'échantillonnage od g¢é

d'échanti

modéle
'intervalle
elément

modele gite pas
d'échanti

Le Clien ggestion
pour [|'éf cription.
Si, par ¢ ems est
5 secon erieur a

5 secondes.

A noter que, dans de nombreux cas, le Serveur OPC UA fournit I'accés a un systéme
découplé et n'a donc aucune connaissance de la logique de mise a jour de données. Dans ce
cas, méme si le Serveur OPC UA échantillonne a la fréquence négociée, les données peuvent
étre mises a jour par le systéme sous-jacent a une fréquence beaucoup plus lente. Dans ce
cas, les modifications ne peuvent étre détectées qu'a cette fréquence plus lente.

Si le comportement par lequel le systéme sous-jacent met a jour I'élément est connu, il sera
disponible via I'Attribut MinimumSamplinginterval défini dans I'|EC 62541-3. Si le Serveur
spécifie une valeur pour I'Attribut MinimumSamplinginterval, il doit toujours retourner un
revisedSamplinginterval qui est supérieur ou égal au MinimumSamplinginterval si le Client
s'abonne a I'Attribute Value.

Il convient que les Clients sachent que I'échantillonnage par le Serveur OPC UA et le cycle de
mise a jour du systéme sous-jacent ne sont pas, en général, synchronisés. Cela peut
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introduire des retards supplémentaires dans la détection des modifications, comme illustré a
la Figure 16.

Change detected via
sampling at "28”.
0 10 20 30 40 ] ]
Time axis
| | | | | )
I I I I I
Sampl. ) (cvcly A A A
10's) | | |
X
4
/
Updatg Cycle of /
underlying system ﬂ I
every(15s
(every[15s) >
Actual change occurs at “12” ([7\
A\
(\ ARSIV
Anglais \_/Fran(;als
Sampling (every 10 s) \UI\\nage (toutes les 10 s)
Uppate Cycle of underlyln system (ever Cyc B‘a\m@e a jour du systéme sous-jacent
Xtoute es 15 s)
Chpange detected via Ramp ga "28" Ch%g/ement détecté via I’échantillonnage a "28"
Acfual change occur% at\’QZ\ \ jjn/changement réel se produit a "12"
Time axis (s)( \ > 2 \/ Axe des temps (s)
R pe pour détecter des modifications
5.12.1.3
Le param ahce est utilisé pour activer et désactiver I'échantillonnage d'un
Monitore au ur permettre d'activer et de désactiver de fagon indépendante la
product , de Notifications. Cette fonction permet de configurer un Monitgreditem
pour éd i , echantillonner et rapporter ou ni I'un ni l'autre. La désactivation de
I'échant ange les valeurs d'aucun des autres parametres de Monitoredltem, tels
que son|intervalle d'échantillonnage.

Lorsqu'un Monitoredltem est activé (c'est-a-dire lorsque le MonitoringMode est passé de
DISABLED a SAMPLING ou a REPORTING) ou qu'il est créé dans I'état activé, le Serveur
doit signaler le premier échantillon dés que possible dans le rapport et I'heure de cet
échantillon devient le point de départ pour le prochain intervalle d'échantillonnage.

5.12.1.4 Filtre

Chaque fois qu'un Monitoredltem est échantillonné, le Serveur évalue I'échantillon en utilisant
le filtre défini pour le Monitoreditem. Le paramétre filter définit les critéres que le Serveur
utilise pour déterminer s'il convient de générer une Notification pour I'échantillon. Le type de
filtre dépend du type d'élément qui est surveillé. Par exemple, le DataChangeFilter et
I'AggregateFilter sont utilisés pour surveiller les Variable Values (Valeurs de variables) et
I'EventFilter est utilisé pour surveiller des Evénements. L'échantillonnage et I'évaluation, y
compris l'utilisation de filtres, sont décrits dans Ila présente Norme. Des filtres
supplémentaires peuvent étre définis dans d'autres parties de la présente série de normes.
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5.12.1.5 Parametres de mise en file d'attente

Si I'échantillon satisfait aux critéres de filtrage, une Notification est générée et mise en file
d'attente pour le transfert par Subscription. La taille de la file d'attente est définie lorsque
Monitoredltem est créé. Lorsque la file d'attente est pleine et qu’une nouvelle Notification est
recue, le Serveur soit élimine la plus ancienne Notification et place la nouvelle dans la file
d'attente, soit remplace la derniére valeur ajoutée a la file d’attente par la nouvelle valeur. A
sa création, le Monitoredltem est configuré pour I'une de ces politiques de rejet. Si une
Notification est rejetée pour une DataValue et que la taille de la file d’attente est supérieure a
un, le bit Overflow (fanion) dans la partie InfoBits du statusCode de la DataValue est établi. Si
discardOldest est TRUE, la valeur la plus ancienne est supprimée de la file d’attente et la
valeur suivante dans la file d’attente établit le fanion. Si discardOldest est FALSE, la derniéere
valeur ajoutée a la file d’attente est remplacée par la nouvelle valeur. La nouvelle valeur
établit lp fanion pour indiquer les valeurs perdues dans le NotificationMessage suiyant. La
Figure 17 illustre la gestion du dépassement de capacité de la file d’atien %

AN

Sampling  Sampling Sampling  SamplRg S li ampling
Value 1 2 3 4 6
Node | | | Timle axis
1 1 1 7S 1 ~ >
Monitored Item 1 1] 5] z % 2 > 5 6]
NodefoMonitor = Node 1 1 2 3 4 Bl
DiscafdOldest=TRUE | | ] X z ? 4
QueugSize =4 | B ¥ 1 ? ? —
— —\ ( N — — 1 Querflow
— bjt set
Monitpred Item 2 z\(i \E T ? 6 ///se
Node[loMonitor = Node T 2 ? ? ?
DiscafdOidest = FALSE | w» -u B B B
QueugSize = 4 (\ /> Xi ] T T T
>
(\ \/\\G.Qgﬁge of queue content

\/ IEC

\ A}\glak\) Francgais
S ﬂ)l%\ \‘ \ Echantillonnage

Time %\\ \ Axe des temps

Moitored it%\ ) Elément surveillé

Chpange/of queue content Modification du contenu de la file d’attente

QD

Overflow bit set Etablissement du bit de dépassement de capacité

Figure 17 — Gestion du dépassement de capacité de la file d’attente

Si la taille de la file d'attente est 1, la file d'attente devient un tampon qui contient en
permanence la Notification la plus récente. Dans ce cas, si l'intervalle d'échantillonnage du
Monitoredltem est plus court que l'intervalle d'édition de Subscription, le Monitoredltem sera
en suréchantillonnage et le Client recevra toujours la valeur la plus récente. La politique de
rejet est ignorée si la taille de la file d’attente est un.

Par ailleurs, le Client peut souhaiter s'abonner a un flux continu de Notifications sans le
moindre trou, mais ne souhaite pas que celles-ci soient rapportées a lintervalle
d'échantillonnage. Dans ce cas, le Monitoredltem met en place une file d'attente suffisamment
longue pour contenir toutes les Notifications générées entre deux cycles d'édition consécutifs.
Puis, a chaque cycle d'édition, Subscription envoie au Client toutes les Notifications mises en
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file d'attente pour le Monitoreditem. Le Serveur doit retourner les Notifications pour tout
élément particulier dans I'ordre dans lequel elles sont stockées dans la file d'attente.

Le Serveur peut échantillonner a une fréquence plus rapide que l'intervalle d'échantillonnage
pour prendre en charge d'autres Clients; il convient que le Client attende seulement les
valeurs a l'intervalle d'échantillonnage négocié. Le Serveur peut délivrer moins de valeurs
que ne le dicte l'intervalle d'échantillonnage, sur la base des contraintes du filtre et de
I'implémentation. Si un DataChangeFilter est configuré pour un Monitoredltem, il est toujours
appliqué a la valeur la plus récente dans la file d'attente en comparaison a I'échantillon
courant.

Si, par exemple, I'AbsoluteDeadband dans le DataChangefFilter est «10», la file d'attente peut

étre corstituée de valeurs dans Tordre suivant:

o 00

. 11

o 00

e &9

. 00
La misg des données en file d'attente peut conduire & i rsqu'un
filtre Dgadband est utilisé et que le ngmbre dé modificati : drieur au
nombre|de valeurs qui peuvent étre/mai i 5 la file
d'attente¢ peut ne pas dépasser la limite de y 3 3cé byée au
Client.
La taillg sg” en charge par le Serveur lors de la
surveillg eur a la responsabilité du |tampon
d'Evénements. perdus, un Evénement dy type
EventQueueOverflowE ‘ : file d’attente. Cet Evénement est| généré
lorsque | le pre S : iner sur un Monitoredltem s'abonnanff a des
Evenements II e du Monitoredltem en plus de la taille d¢ la File
d'attent¢ ns rejeter aucun autre Evénement. Si discandOldest

< la file d'attente et n'est jamais rejete, autrement a la
nsmettre un tel Evénement. |l doit étre géré comme les

Le Service Mapitoreditenis permet d'ajouter des éléments qui sont signalés dans un|rapport
seulemegnt lorsquiun autre élément est déclenché (I'élément de déclenchement). Qela est
réalisé pnlcréant de&s liens entre les éléments déclenchés et les éléments a rappdrter. Le
mode desurveillance des éléments a rapporter est mis en échantillonnage seul et_dd ce fait,
il échantillonnera et mettra les Notifications en file d’attente sans les signaler dans un rapport.
La Figure 18 illustre ce concept.



https://iecnorm.com/api/?name=c47c71586cf8d2c3ea641d3801bb9130

- 268 — IEC 62541-4:2015 © IEC 2015

Monltored Item Items to Report are

monitored items whose
Monitored Item Monltored Item notifications are sent when
/ the triggering item triggers.
M Their lifetime is independent
of the lifetime of the triggered
Triggering links link the triggering item with items items that reference them.

to report. These links are defined for the triggering
item and are deleted when the triggering item is

Triggering item defines
a set of triggered items

deleted.
IEC
Anglais Frangais(
Triggeying item defines a set of triggered items Le Triggering item (élémentAdécie eur)défin|t un
jeu d’éléments déclenchéy\
Monitofed item Elément surveillé
Triggefing links link the triggering item with items Les Triggering lin i < t)
to repart. These links are defined for the triggering relient le triggerjrg i
item and are deleted when the triggering item is (éléments a r. iep pour
deleted. I’élément décle e
I’élémengdécle
Items to report are monitored items whose W rapporter) sont|des
notificdtions are sent when the triggering item t les Hotifications sont
triggers. Their lifetime is independent of the lifetime : \é/é t déclencheur déclenghe.
of the friggered items that reference them 8 gstindependante de la durée fe vie
\d\es élémeéntsdéclenghés qui les référencent
Le méchni 2 : cténstique utile qui permet aux Clients de
réduire : figurant certains éléments poyr qu'ils
échantil ulement a produire un rapport Igrsqu'un
autre E
Les con
a) Sild oni de~surveillance) de I'élément déclencheur est SAMPLING, alors,
lorsque I'éJéme S éclenche les éléments a rapporter, cela ne fait pajs I'objet
d’un
b) Silg itoring\ (de surveillance) de I'élément déclencheur est REPORTING, alors,
lorsqiire é INdéclencheur déclenche les éléments a rapporter, cela fait I'ofjet d’un
rapg

c) Si l¢ mode moniforing (de surveillance) de I'élément déclencheur est DISABLED, alors
I'élément déclencheur ne déclenche pas les éléments a rapporter.

d) Si le mode monitoring (de surveillance) de I'élément a rapporter est SAMPLING, alors,
lorsque I'élément déclencheur déclenche les éléments a rapporter, cela fait I'objet d’un
rapport.

e) Si le mode monitoring (de surveillance) de I'élément a rapporter est REPORTING, de ce
fait, I'élément déclencheur est ignoré. Toutes les notifications des éléments a rapporter
sont envoyées a I'expiration de l'intervalle d’édition.

f) Si le mode monitoring (de surveillance) de I'élément a rapporter est DISABLED, alors il
n'y a pas d’échantillonnage de I'élément a rapporter et donc aucune notification a
rapporter.

g) Le premier déclenchement doit se produire lorsque la premiére notification est mise en file
d'attente pour I'élément déclencheur aprées la création de la liaison.

Les Clients créent et suppriment des liaisons de déclenchement entre un élément
déclencheur et un ensemble d'éléments a rapporter. Si le Monitoredltem qui représente un
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élément a rapporter est supprimé avant que sa liaison associée ne soit supprimée, la liaison
de déclenchement est également supprimée, mais I'élément déclencheur n’est pas altéré.

Il convient de ne pas confondre la suppression d'un Monitoredltem avec le retrait de I'Attribut
qu'il surveille. Si le Nceud qui contient I'Attribut surveillé est supprimé, le Monitoredltem
génere une Notification avec un StatusCode Bad_NodeldUnknown qui indique la suppression,
mais le Monitoredltem n'est pas supprimé.

5.12.2 Créer des éléments surveillés (CreateMonitoredltems)

5.12.2.1 Description

Ce Seryreeestutitisé pout créer—et aqutUl oot p:uaicwb tonttoredttems=a b fption. Un
Monitoredltem est supprimé automatiquement par le Serveur lors ibtion est
supprimg. La suppression d'un Monitoredltem entraine celle de let des
liaisons|d'éléments déclenchés, mais n'a pas d'effet sur les Monitor; par les
éléments déclenchés.

L'appel |a répétitions du Service CreateMonitoredltems poOur Qj 2 is un petit
nombre| de Monitoreditems peut affecter défavorablemen e rveur. |l
convient que les Clients ajoutent plutdét un jeu co $cription
chaque [fois que possible.

Lorsqu'lin Monitoredltem est ajouté, ipn pour
celui-ci.| Le traitement d'initialisatio elément
surveillg. Les types de Notification sont : g parties
de la [série de normes qui spécifien 3 ' es, ’ 2541-8.
Voir I'lE i 3 :

Lorsqu'iin utilisateur ajot{e I iltédont l'accés en lecture est refusé a
I'utilisateur, 'opération/dajod $ dait réussir et le mauvais statut Bad_NotRgeadable
ou Bad|UserAccessDenied i gtourné dans la réponse Publish (edlter) II g'agit du
méme g¢omporter ! U lg’s droits d'accés sont modifiés aprés llappel a
CreateMonitoredliten N droits. d'aece€s passent aux droits de lecture, le Serveur doit
commerncer a envo : 2es \our le Monitoredltem. La méme procédure doit étre
appliquee pour uy > i ne fournit pas de données pour la valeur couranfe, mais
qui peut i ar(

Les Nagyds i af étre retirés de I'Espace d'Adresses aprés la créatipon d’un
Monitoreés 1 Celan affe te pas la vaI|d|te du Monitoredltem, mais un Bad_NodeldUnknown
doit étrd

Le retourldes informations de réglage de diagnostic dans I'en-téte de demande des
CreateManitoredltems ou le dernier Service Mndifyl\/lnnifnrpr‘llfpme est appliqué aux Mbnitored

Items et il sert de réglages d'informations de diagnostic lors de I'envoi des Notifications dans
la réponse Publish.

Les valeurs de demande illégales pour les parameétres pouvant étre révisés ne générent pas
d’erreur. En revanche le Serveur choisit des valeurs par défaut et les indique dans le
paramétre révisé correspondant.

Il est fortement recommandé par 'OPC UA qu’un Client réutilise un Subscription aprés une
courte interruption du réseau en activant la Session existante sur un nouveau SecureChannel
comme décrit en 6.5. Si un Client a appelé CreateMonitoredltems pendant I'interruption du
réseau et si 'appel a réussi dans le Serveur, mais n’est pas retourné au Client, alors le Client
ne sait pas si I'appel a réussi. Le Client peut recevoir des changements de données pour ces
éléments surveillés, mais n’est pas capable de les retirer, car il ne connait pas le handle du
Serveur pour chaque élément surveillé. Il n'est pas non plus possible pour le Client de
détecter si la création a réussi. Pour supprimer et recréer, utiliser Subscription n’est pas non
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plus possible, car il peut y avoir plusieurs éléments surveillés fonctionnant normalement qu’il
convient de ne pas interrompre. Pour résoudre cette situation, le Server Object (objet
serveur) fournit une Method GetMonitoredltems qui retourne la liste des handles du Client et
du Serveur pour les éléments surveillés dans Subscription. Cette Method est définie dans

'EC 62

5.12.2.2

541-5.

Parametres

Le Tableau 64 définit les paramétres du Service.

Tableau 64 — Parametres du service CreateMonitoredltems

Nom Type B iptiot 7
Requesit (

requesstHeader RequestHeader | Paramétres communs aux demandes (vo<7.\26 la W| nde
RequestHeader). N pcu\

subsdriptionld Integerld L'identificateur affecté par le Serveurfou SCripton'Qui sig}glera dans un
rapport les Notifications pour ce Monitotedltem{yoir 73 paurfa définition
d'Integerld). K

timesfampsToReturn Enum Une énumération qui spécifie les Attributsdho daté%/é/(ransmettre pour

Timestamps chaque Monitoreditem. L'¢humérationNlimestamps ToReturn egt définie en
ToReturn 7.34.
Lors de la surveilla ~vé ue seulement aux champs
Evénement qui smata .
items[loCreate [] Monitoredltem Une liste des Mdnitorédliems @ réer\etéxyﬁecter au Subscriptjon spécifié.
CreateRequest Cette struct(arei t définj cye\fago cohérénte par rapport aux ¢léments prévus
uivants.
item[ToMonitor ReadValueld | ifie’Un &léntent ddns I’Egda adresses a surveiller. Pouf surveiller afin
de détecter desEvénérents, I'élement attributeld de la structufe ReadValueld
t l'idextificateurde I'Attri ventNotifier. Le type ReadValyeld est défini
n7.23.
monjtoringMode Enum Le e de\smc a établir pour le Monitoredltem. L'énufnération
MonitoringMode |\ MonitoritigMode.estdéfinie en 7.17.
requestedParameters onitqring es patametres dessurveillance demandés. Les Serveurs négofient les
rameters urs dece ametres sur la base du Subscription et des fpnctions du
N ~ \éa(v r. Le type MonitoringParameters est défini en 7.15.
| \
Resporse Q N\
responseHeader@ Respafise Paramétres communs aux réponses (voir 7.27 pour la définition de
NHeader \%QsponseHeader).
results [] Monitoréd iSte de résultats pour les Monitoredltems a créer. La taille et I'prdre de la liste
ateResult correspondent a la taille et a I'ordre du paramétre de demande |itemsToCreate.
Cette structure est définie de fagon cohérente par rapport aux ¢léments prévus
suivants.
statysCod StatusCoge StatusCode pour le Monitoredltem a créer (voir 7.33 pour la définition de
StatusCode).
monjtore d tegerld Identificateur affecté par le Serveur pour le Monitoredltem (voir|7.13 pour la
définition d'Integerld). Cet identificateur est unique dans Subscliption, mais
pourrait ne pas étre unique dans le Serveur ou dans une Sessipn. Ce
parametre est présent seulement si le statusCode indique que |e
Monitoredltem a été créé avec succes.
revigedSampling Duration L'intervalle d'échantillonnage réel que le Serveur utilisera.

Intervial Cette valeur est fondée sur plusieurs facteurs v compris les famctions du
systeme sous-jacent. Le Serveur doit toujours retourner un
revisedSamplingInterval qui est supérieur ou égal au samplinginterval
demandé. Si le samplinginterval demandé est supérieur a l'intervalle
d'échantillonnage maximal pris en charge par le Serveur, c'est l'intervalle
d'échantillonnage maximal qui est retourné.

revisedQueueSize Counter La taille réelle de file d'attente que le Serveur utilisera.
filterResult Extensible Contient toutes les éventuelles valeurs de paramétre révisées ou tous les
Parameter éventuels résultats d'erreur associés au MonitoringFilter spécifié dans
MonitoringFilter requestedParameters. Ce paramétre peut étre omis s'il ne s'est pas produit
Result d'erreurs. Le type de paramétre MonitoringFilterResult est un type de
parameétre extensible spécifié en 7.16.

diagnosticinfos [] DiagnosticInfo Liste d'informations de diagnostic pour les Monitoredltems a créer (voir 7.8
pour la définition de Diagnosticinfo). La taille et I'ordre de la liste
correspondent a la taille et a I'ordre du paramétre de demande itemsToCreate.
Cette liste est vide si les informations de diagnostic n'ont pas été demandées
dans l'en-téte de demande ou si aucune information de diagnostic n'a été
rencontrée dans le traitement de la demande.
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5.12.2.3 Résultats des services

Le Tableau 65 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 65 — Codes de résultats des services CreateMonitoreditems

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TimestampsToReturninvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_Subscriptionldinvalid

Voir le Tableau 165 pour la description de ce code de résultat.

5.12.2.4 StatusCodes

Le Tablgau 66 définit les valeurs de niveau opération pour le para
spécifigues a ce Service. Les StatusCodes communs sont définis aty T

Tapbleau 66 — Codes de résultats de niveau opératio

qui sont

Id symHbolique

AN
Description N

Bad_MgnitoringModelnvalid

))
Voir le Tableau 166 pour la déscriptiQn te ce'Code e résdiltat.

Bad_Nqdeldinvalid

Voir le Tableau 166 pour & desexiptionde.ce‘code d&résultat.

Bad_NgdeldUnknown

Voir le Tableau 166 paur la delcription-de\ce codede résultat.

Bad_Atfributeldinvalid

Voir le Tableau 166 poukla-désgriptjbride cécode de résultat.

Bad_IndexRangelnvalid

urta desgription Hece€ode de résultat.

Bad_IndexRangeNoData

iption de/ce code de résultat.
s ontune lon fixe qui ne peut étre modifiée ¢t qu’aucune

‘indices spécifiée, Bad_IndexRangeNoData est
ateMonitoredltgms. Sinon, si la longueur de la matricg est
i rner ce statut dans une réponse Publish pour le

Bad_D4taEncodinglnvalid

[ Voir le Tableati*166 polrld description de ce code de résultat.

Bad_D4gtaEncodingUnsuppdrted

Vqifte Tableau~.66 poyr la description de ce code de résultat.

Bad_Mgqnitoredltem FiIterInvlaIid

Vo\n\le ‘Fe\bleaN 66 pour la description de ce code de résultat.

qir I&Tableau P66 pour la description de ce code de résultat.

Bad_MdnitoredItemFiitéxUnstipported )
N

Bad_FillerNotAllowdd,

Voix le Taklead 165 pour la description de ce code de résultat.

Bad_TopManyMonitorédiems\

Nte, Serveyra atteint son nombre maximal d’éléments surveillés.

5.12.3
5.12.3.1
Ce Seryi

apporté
Serveurn

double cliu pouveau revisedSamplinglinterval.

ications
par le
gale au

Le retour des informations de réglage des diagnostics dans l'en-téte de demande de
CreateMonitoredltems ou le dernier Service ModifyMonitoreditems est appliqué aux Monitored
Items (éléments surveillés) et sert de réglages d'informations de diagnostic lors de I'envoi de
Notifications dans la réponse Publish.

Les valeurs de demande illégales pour les parametres pouvant étre révisés ne génerent pas
d’erreur. En revanche le Serveur choisit des valeurs par défaut et les indique dans le
paramétre révisé correspondant.

5.12.3.2 Parametres

Le Tableau 67 définit les paramétres du Service.
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seulement aux champs Evénement qui sont du type DataValue.

Nom Type Description
Request
requestHeader RequestHeader Parametres communs aux demandes (voir 7.26 pour la définition de
RequestHeader).
subscriptionld Integerld L'identificateur affecté par le Serveur pour Subscription utilisé pour qualifier le
monitoreditemld (voir 7.13 pour la définition d’Integerld).
timestampsToReturn Enum Une énumération qui spécifie les Aftributs d'horodatage a transmettre pour
Timestamps chaque Monitoredltem a modifier. L'énumération TimestampsToReturn est
ToReturn définie en 7.34. Lors de la surveillance d'Evénements, cela s'applique

itemsToModify [] MonitoredltemMo | La liste des Monitoredltems a modifier. Cette structure est définie de fagon
difyRequest cohérente par rapport aux éléments prévus suivants.
monijtoreditemld Infncnrlrl ldentificateur affectéd pak le Seneur aYallld le Moni
requestedParameters Monitoring Les valeurs demandées pour les parametres type
Parameters MonitoringParameters est défini en 7.15.
Si le nombre de notifications dans la fil ifle de la
nouvelle file d’attente, les notifications<en 5ejetées selon
la politique de rejet configurée.
\ N
Resporjse \ SO\
responseHeader Response Parametres communs auxréponses (Vi 27 poly la définition|de
Header ResponseHeader).
results [] MonitoredltemMo | Liste de résultats p nitoredltems Amodifier. La taille ef l'ordre de la
difyResult liste corresponderit a | a\lordre du parameétre de demande
items ToModif i fagon cohérente pfr rapport aux
éléments pr&J\s\s i
statysCode StatusCode w\z g&f\bouee MoQto@Wodlfler (voir 7.33 pour la ¢éfinition de
Stati
revigedSampling Duration S |IIonnége\r_e}l/que le Serveur utilisera. Le Sgrveur retourne

<

éventuels résultats d'erreurs associés au MonitoringFilter spécifi
derhande. Ce paramétre peut étre omis s'il ne s'est pas produit

pe de paramétre MonitoringFilterResult est un type de paramé
spécifié en 7.16.

Interval |I|ser réellement pour l'intervalle d'échantillonngge. Cette
ur plusieurs facteurs, y compris les fonctions|du systeme
0|t totjours retourner un revisedSamplinglnterval qpi est supérieur
< Interval demandé. Sile Samplinginterval dgmandé est
stpexieur a l'intervalle d'échantillonnage maximal pris en chargq par le Serveur,
[\ (\ ‘oSt d'échantillonnage maximal qui est retourné.
revis edQueueSize}\ Coufiten Da tailld\éelle de file d'attente que le Serveur utilisera.
filterResult i ontient'toutes les éventuelles valeurs de paramétre révisées o tous les

é dans la
H'erreurs. Le
tre extensible

diagnpsticinfg

Dﬁa@fo

N

Liste d'informations de diagnostic pour les Monitoredltems a mg
pour la définition de Diagnosticinfo). La taille et I'ordre de la listg
a la taille et a I'ordre du paramétre de demande itemsToModify.
vide si les informations de diagnostic n'ont pas été demandées

traitement de la demande.

difier (voir 7.8
correspondent
Cette liste est
lans I'en-téte

de demande ou si aucune information de diagnostic n'a été renqontrée dans le

5.12.3.3

Résultats des services

Le Tableau 68 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.

Tableau 68 — Codes de résultats des services ModifyMonitoredltems

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TimestampsToReturninvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_Subscriptionldinvalid

Voir le Tableau 165 pour la description de ce code de résultat.

5.12.3.4

StatusCodes

Le Tableau 69 définit les valeurs pour le paramétre statusCode de niveau opération qui sont

spécifiques a ce Service. Les StatusCodes communs sont définis au Tableau 166.
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Tableau 69 — Codes de résultats de niveau opération de ModifyMonitoreditems

Id symbolique

Description

Bad_Monitoredltemldinvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_MonitoredltemFilterinvalid

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_MonitoredltemFilterUnsupported

Voir le Tableau 166 pour la description de ce code de résultat.

Bad_FilterNotAllowed

Voir le Tableau 165 pour la description de ce code de résultat.

5.12.4 Gérer des modes de surveillance (SetMonitoringMode)

5.12.4.1 Description
Ce Service est utilisé pour établir le mode de surveillance pour un ou plusieurs
Monitorg [ptior. i aine la
suppresfsion de toutes les Notifications placées en file d'attente.
5.12.4.2 Parametres
Le Tablgau 70 définit les paramétres du Service.
Tableau 70 — Paramétres du servi(}Se\onl in de
Nom Type Description /A~
Request ~\ N/
requelstHeader RequestHeader Parameétres commuhs auk d ndesyoir 7.26 pour la définition|de
equestHegader). N
subsgriptionld Integerld lidentificateur affecté‘pakle Serveyr pour Subscription utilisé polir qualifier les
moxitoretifern]ds (vair 7.1 ur la définition d'Integerld).
monitpringMode Enum mode de'surVgillance a établir pour les Monitoredltems. L'énumération
MonitoringMode onitoringMoge estdéfinig en 7.17.
monitpredltemlds [] Integerld Diste des id8ptificateurs, dffectés par le Serveur pour les Monitoreditems.
Resporise N
responseHeader sponsge arametres.communs aux réponses (voir 7.27 pour la définition de
Heade ponseHeader).
results [] tatusCotle istendes/StatusCodes pour les Monitoredltems a activer/désactiyer (voir 7.33
powr la*définition des StatusCode). La taille et I'ordre de la liste cgrrespondent a
/ ~ \a taflle et & I'ordre du paramétre de demande monitoredltemlds.
diagnpsticinfos [] Diagnosticinfo Lte d'informations de diagnostic pour les Monitoredltems a actiyer/désactiver
(voir 7.8 pour la définition de Diagnosticinfo). La taille et I'ordre d¢ la liste
correspondent a la taille et a I'ordre du paramétre de demande
monitoredltemlds. Cette liste est vide si les informations de diagrostic n'ont pas
été demandées dans I'en-téte de demande ou si aucune informatfion de
& diagnostic n'a été rencontrée dans le traitement de la demande.
5.12.4.3 Reésultats\des services
Le Tablpaw 71 définit les résultats des Services spécifiques a ce Service. Les StatysCodes
communs-senpi-definis—auTableau165-
Tableau 71 — Codes de résultats des services SetMonitoringMode
Id symbolique Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_Subscriptionldinvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_MonitoringModelnvalid

Voir le Tableau 166 pour la description de ce code de résultat.

5.12.4.4

StatusCodes

Le Tableau 72 définit les valeurs de niveau opération pour le paramétre statusCode qui sont
spécifiques a ce Service. Les StatusCodes communs sont définis au Tableau 166.
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Tableau 72 — Codes de résultats de niveau opération de SetMonitoringMode

Valeur

Desc

ription

Bad_Monitoredltemldinvalid

Voir le Tableau 166 pour la description de ce code de résultat.

5.12.5 Gérer des déclenchements (SetTriggering)

5.12.5.1

Description

Ce Service est utilisé pour créer et supprimer des liaisons de déclenchement pour un élément
déclencheur. L'élément déclencheur et les éléments a rapporter doivent appartenir au méme

Subscription.
Chaque| liaison de déclenchement relie un élément déclencheur a un a ra|pporter.
Chaque| liaison est représentée par l'identificateur de Monitoredjte glgment a
rapportgr. Un code d'erreur est retourné si cet identificateur n'est p i
Voir 5.1R.1.6 pour une description du modéle de déclencheme
5.12.5.2 Parameétres
Le Tablgau 73 définit les paramétres du Service.
Tableau 73 — Parameétres du (<] Trig ering
Nom Type DQscrlbt\lo\n\ MNEEEN /
Request
requelstHeader Request arametres ns awx demandes (voir 7.26 pour la définition|de
Header equéstFieade
subsgriptionld erld L\dentificateyr affe bér le Serveur pour le Subscription qui cortient I'élément
/\\SL nch: t Igs éléments a rapporter (voir 7.13 pour la définitipn d'Integerld).
triggefingltemld [\ Iht?rhi\ M&e par le Serveur pour le Monitoreditem utilisé fomme
nt heur.
linksTloAdd [] Thte |ste s identificateurs affectés par le Serveur des éléments g rapporter qui
ont ter comme liaisons de déclenchement. La liste de linkf ToRemove est
traitee vant le linksToAdd.
linksTloRemove [] Tnt erld\/\ ste des identificateurs affectés par le Serveur des éléments g rapporter pour
>|es liaisons de déclenchement a supprimer. La liste de linksToRejmove est
traitée avant le linksToAdd.
Resporjse /
respo Response Parametres communs aux réponses (voir 7.27 pour la définition de
\ eader ResponseHeader).
addResults |/StatusCode Liste des StatusCodes pour les éléments a ajouter (voir 7.33 pouf la définition
des StatusCode). La taille et I'ordre de la liste correspondent a laftaille et a
I'ordre du parametre linksToAdd spécifié dans la demande.
addD(agnosticinfos ] Diagnostic Liste d'informations de diagnostic pour les liaisons a ajouter (voir|7.8 pour la
Info définition de ningnneﬁnlnfn) L 2 taille ot I'ardre de 13 liste corresp bndent a la
taille et a lI'ordre du parameétre de demande linksToAdd. Cette liste est vide si les
informations de diagnostic n'ont pas été demandées dans I'en-téte de demande
ou si aucune information de diagnostic n'a été rencontrée dans le traitement de
la demande.
removeResults [] StatusCode Liste des StatusCodes pour les éléments a supprimer. La taille et I'ordre de la
liste correspondent a la taille et a I'ordre du parametre linksToRemove spécifié
dans la demande.
removeDiagnosticlnfos [] Diagnostic Liste d'informations de diagnostic pour les liaisons a supprimer. La taille et
Info I'ordre de la liste correspondent a la taille et a I'ordre du paramétre de demande
linksToRemove. Cette liste est vide si les informations de diagnostic n'ont pas
été demandées dans I'en-téte de demande ou si aucune information de
diagnostic n'a été rencontrée dans le traitement de la demande.

5.12.5.3

Résultats des

services

Le Tableau 74 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis en 7.33.
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Tableau 74 — Codes de résultats des services SetTriggering

Id symbolique

Description

Bad_NothingToDo

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_TooManyOperations

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_Su

bscriptionldinvalid

Voir le Tableau 165 pour la description de ce code de résultat.

Bad_Monitoredltemldinvalid

Voir le Tableau 166 pour la description de ce code de résultat.

5.12.5.4

StatusCodes

Le Tableau 75 définit les valeurs pour les paramétres results qui sont spécifiques a ce
Service. Les StatusCodes communs sont définis au Tableau 166.

Tableau 75 — Codes de résultats de niveau opération de Setfriggering
Id symbholique Description N N
Bad_Mgnitoredltemldinvalid Voir le Tableau 166 pour la description de ce code de re’(sulté{.
5.12.6 | Supprimer des éléments surveillés (DeleteMonitor
5.12.6.1 Description
Ce Sernvice est utilisé pour retirer un ou plusig cription.
Lorsqu'iin Monitoredltem est supprimé, ses liaisg primées
aussi.
Le retrd pour le
Monitor Clients
peuvent réponse
positive
5.12.6.2
Le Tabl
du service DeleteMonitoredltems
Nom \[ Type Description
Request
requelstHea r \ equestHeader Parametres communs aux demandes (voir 7.26 pour la définition|de
N RequestHeader).
subsdri ionlﬁ\ Integerld L'identificateur affecté par le Serveur pour Subscription qui contignt les
Monitoredltems a supprimer (voir 7.13 pour la définition d’Integer|d).
monitpreditem Integerld Liste des identificateurs affectés par le Serveur pour les Monitorgdltems a
supprimer.
Respornse
responseHeader Response Parametres communs aux réponses (voir 7.27 pour la définition de
Header ResponseHeader).
results [] StatusCode Liste des StatusCodes pour les Monitoredltems a supprimer (voir 7.33 pour la
définition des StatusCode). La taille et I'ordre de la liste correspondent a la taille
et a I'ordre du paramétre de demande monitoreditemlds.
diagnosticInfos [] DiagnosticInfo Liste d'informations de diagnostic pour les Monitoredltems a supprimer (voir 7.8
pour la définition de Diagnosticinfo). La taille et I'ordre de la liste correspondent a
la taille et a I'ordre du paramétre de demande monitoreditemlds. Cette liste est
vide si les informations de diagnostic n'ont pas été demandées dans I'en-téte de
demande ou si aucune information de diagnostic n'a été rencontrée dans le
traitement de la demande.

5.12.6.3

Résultats des services

Le Tableau 77 définit les résultats des Services spécifiques a ce Service. Les StatusCodes
communs sont définis au Tableau 165.
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Tableau 77 — Codes de résultats des services DeleteMonitoreditems

Id symbolique Description

Bad_NothingToDo Voir le Tableau 165 pour la description de ce code de résultat.
Bad_TooManyOperations Voir le Tableau 165 pour la description de ce code de résultat.
Bad_Subscriptionldinvalid Voir le Tableau 165 pour la description de ce code de résultat.

5.12.6.4 StatusCodes

Le Tableau 78 définit les valeurs pour le paramétre results qui sont spécifiques a ce Service.
Les StatusCodes communs sont définis au Tableau 166.

T — : i ération de DeleteMonitoredltems

Id symbolique Description P

Bad_MgqnitoredltemlIdinvalid Voir le Tableau 166 pour la description de ce code de résyitat, \

5.
5.
5.

13 Jpu de services d'abonnements (Subscription Servic
13.1 | Modéle d’abonnement (SubscriptionModel)

13.1.1 Description

Les SuBfscriptions sont utilisés pour rapporter des ificati 3 jent. rtement

générallest récapitulé ci-aprés. Leur comporte

a)

b)

d)

e)

f)

Les |Subscriptions ont un jeu de s_quiNeur sont affectés par le Clignt. Les
Monitoredltems géneérent des Notifications\qu boscriptioeh est tenu de signaler fans un

rapgort au Client (voir 5.12.1 pour Monitoredltems).

Les [Subscriptions ont in alle d'édition d'un Subscription définit
la frequence cyclique<a laquglle pti exécute. Chaque fois qu'il s'exgcute, il
tent¢ d'envoyer un ffjcatie g nt. Les NotificationMessages contiennent
des WNotifications qui i 3 > TappOrtées au Client.

Les |Notificati 50N &s Au Client en réponse a des demandes Publish.
Les |demand 1 ment placées en file d'attente dans la Sgssion a
mesplre qu'elles{so n€ est sortie de la file d'attente et traitée|par un
abonnement a2 C§ ession a chaque cycle d'édition, s'il y a des Notifications a

rapporter. Lorsguh asy la demande Publish est sortie de la file d‘attenie de la
Sessi e d le prochain cycle et vérifie de nouveau la présence de
Notifi

N v a des Notifications a envoyer, mais s’il n'y a pas de demandes
ilg d'attente, le Serveur entre dans I'état d'attente (wait) pour qu'une
soit regue. Lorsqu'une demande est recgue, elle est| traitée
4dns attendre le prochain cycle d'édition.

S

immpediatement

oot

eontidentifidaed n S TSP nar-daec—mrnitm-drac—d P=y
SUTIaTTTomT S uTTarmeTT UMy ot par UCSTTummcTOSUut—S quence

Les Notiffeationtessages
qui permettent a des Clients de détecter des Messages manqués. L'intervalle d'édition
définit aussi l'intervalle d'échantillonnage par défaut pour ses Monitoredltems.

Les Subscriptions ont un compteur d'entretien qui compte le nombre de cycles d'édition
consécutifs dans lesquels il n'y a pas de Notifications a rapporter au Client. Lorsque le
compte d'entretien maximal est atteint, une demande Publish est sortie de la file d'attente
et utilisée pour retourner le Message d'entretien. Ce Message d'entretien informe le Client
que Subscription est encore actif. Chaque Message d'entretien est une réponse a une
demande Publish dans laquelle le parameétre notificationMessage ne contient pas de
Notifications et qui contient le numéro de séquence du prochain NotificationMessage a
envoyer. Dans les articles qui suivent, le terme NotificationMessage se réfere a une
réponse a une demande Publish dans laquelle le parameétre notificationMessage contient
réellement une ou plusieurs Notifications, par opposition a un keep-alive Message
(Message d'entretien) dans lequel ce paramétre ne contient pas de Notifications. Le
compte d'entretien maximal est établi par le Client pendant la création d’un Subscription et
peut étre modifié ultérieurement en utilisant le Service ModifySubscription. D’'une maniére
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similaire au traitement des Notifications décrit en c) ci-dessus, s'il n'y a pas de demandes
Publish placées en file d'attente, le Serveur attend la réception de la prochaine demande
et envoie immédiatement le message d'entretien sans attendre le prochain cycle d'édition.

g) L'édition par un Subscription peut étre activée ou désactivée par le Client a sa création ou
ultérieurement en utilisant le Service SetPublishingMode. La désactivation force
Subscription a cesser d'envoyer des NotificationMessages au Client. Cependant,
Subscription continue a s'exécuter de fagon cyclique et continue d'envoyer des Messages
d'entretien au Client.

h) Les Subscriptions ont un compteur de durée de vie qui compte le nombre de cycles
d'édition consécutifs dans lesquels il n'y a pas de demandes Publish disponibles pour
envoyer une réponse Publish pour Subscription. Tout appel de Service qui utilise le
Subscriptionld ou le traitement d’'une réponse Publish réinitialise le compteur de durée de
vie de Subscription. Lorsque ce compteur atteint la valeur calculée pour la duré¢e de vie
d'un| Subscription en fonction du paramétre MaxKeepAlj Service
CregteSubscription (5.13.2), Subscription est fermé. La ferm® scription
entraine la suppression de ses Monitoredltems. De plus, pttre un
notificationMessage de StatusChangeNotification avec