IEC 62541-5

Edition 2.0 2015-03

INTERNATIONAL
STANDARD

ORME N
INTERNATIONALE 27

|
<g® “ iCnOs(i)éiJ é

ORC unified architecture — <<
Part 5: Information Model QQ

Architecture unifiée OPC — @‘\
Partie 5: Modéle d'informations \‘(\

-

INTE@?IONAL
ELE OTECHNICAL

COMMISSION

COMMISSION
ELECTROTECHNIQUE
INTERNATIONALE

ICS 25.040.40; 35.100 ISBN 978-2-8322-2384-0

Warning! Make sure that you obtained this publication from an authorized distributor.
Attention! Veuillez vous assurer que vous avez obtenu cette publication via un distributeur agréé.

® Registered trademark of the International Electrotechnical Commission
Marque déposée de la Commission Electrotechnique Internationale


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

-2- IEC 62541-5:2015 © IEC 2015

CONTENTS

O ] T I P 12
1 S T oo o 1= Y PP 14
2 NOrMative referENCES ... e 14
3  Terms, definitions and coONVENtioNS...... ... 14
3.1 Terms and definifioNS .. ..o 14
3.2 Abbreviations and SYmMDbOIS ... 14
3.3 Conventions for Node descCriptionS.........cvviiiieiiiiiiiee e i e .15

4 Nodelds and BrowsSeNames ... ..ot N .16
4.1 1N 0o 1= o £ RS AP .16
4.2 BrowseNames. ... ... D .16

5 [ Common AttribDULES ... .17
5.1 General. ... D .17
5.2 L0 o) 1= o3 =T PP .17
5.3 Variables ... T .17
8.4 VA A e T YPOS e T .17

6 |Standard ObjectTypPes ....ooeiiiiii e a S .18
qg.1 LT a1 - Y PP .18
g.2 BaseODbJeCtTYPE ..oieiiiiiiie e e .18
g.3 ObjectTypes for the Server Object ........ . e, .18
6.3.1 Y= L CT IR o1 ST .18
6.3.2 ServerCapabilitieS TyPe ....oi i .20
6.3.3 ServerDiagnoStiCS Ty P e ..o e e .22
6.3.4 SessionsDiagnosticsSUMMaAryTYPe......viuiiiiiiieie e .23
6.3.5 SessionDiagnosticsSObJeCtTYPE ...vuiniiiii e .24
6.3.6 VendorServerINfOTYPe ... e .25
6.3.7 ServerRedUNAaN CY T Y PE . v .25
6.3.8 TranspareNtRedundanCyTyPe . ...couiiiiiiii e .25
6.3.9 NonTransparentRedundancyType ........ooouiiiiiiiiiii e .26
6.3.10 NonTransparentNetworkRedundancyType ......cccoiiiiiiiiiiiiiiiiceeeeeeea .26
6.3.11 OperationLimitSTYPe . .oe e .27
6.3.12 AAAressSSPaCEFIlETYPE couiei i .29
6.3.13 NamespaceMetadataType. ....c.ove i e .29
6.3-14 NaM ESPACES T Y P i L. 31

q.4 ObjectTypes used as EVENtTYPES ...couiiiiiiiii e L. 31
6.41 L€ 7= 0= - | P 31
6.4.2 BaSEE Ve N T Y P i 31
6.4.3 AUAIEEVENTTYPE e 33
6.4.4 AuditSecUrityEVeNtTYPE oo 34
6.4.5 AuditChannelEVENtTYPE . oo 35
6.4.6 AuditOpenSecureChannelEventType ... 35
6.4.7 AUditSeSSIONEVENTTYPE .ooee 36
6.4.8 AuditCreateSessioNEVENtTYPE ... 36
6.4.9 AuditUrIMismatChEVeNntTYPe ..o 37
6.4.10 AuditActivateSessionEventType ... ..o 38
6.4.11 AUditCanCelEVENITYPE ... 38
6.4.12 AuditCertificate EVentTYPe....u i 39


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

IEC 62541-5:2015 © IEC 2015 -3-

6.4.13 AuditCertificateDataMismatchEventType. ... 39
6.4.14 AuditCertificateExpiredEventType .....cc.oivi i 39
6.4.15 AuditCertificateInvalidEVENtTYPE . ..oooviiii e, 40
6.4.16 AuditCertificateUntrustedEventType. ..o 40
6.4.17 AuditCertificateRevokedEventType ..o, 40
6.4.18 AuditCertificateMismatchEventType ... 41
6.4.19 AuditNodeManagementEventType ... 41
6.4.20 AUditAdANOAESEVENTTYPE ..oeiiiiii e 42
6.4.21 AuditDeleteNOdEeSEVENTTYPE .ouuiitiiiiiii e 42
6.4.22 AuditAddReferencesEventType. ..o ey .42
6.4.23 AuditDeleteReferencesEventType......ocoiiiiiiiiiii e OV .43
6.4.24 AuditUpdateEventType ..o .43
6.4.25 AuditWriteUpdateEventType . ..o O .44
6.4.26 AuditHistoryUpdateEventType ........cooviiiiiiii e .44
6.4.27 AuditUpdateMethodEventType.....coooeiiiiiii e .45
6.4.28 SystemMEVENtTYPE ..o B .45
6.4.29 DeviceFailureEventType ..o e .45
6.4.30 SystemStatusChangeEventType ... S .46
6.4.31 BaseModelChangeEventType ..o il .46
6.4.32 GeneralModelChangeEventType . ... e .46
6.4.33 SemanticChangeEventType ... .47
6.4.34 EventQueueOverflowEventType. ... on/ e .47
6.4.35 ProgressEVENtTYPE ..o e .48
g.5 ModelliNnGRUIETYPE ..o e .48
g.6 FOIAEITYPE oo N e .48
q.7 DataTypPeENCOAINGT VPO . ettt .49
g.8 DataT Y P e S Y S M T Y P e N e e e .49
g.9 AGGregateF UNCHiON T Y P @ (e i .49
7 | Standard VariableTypes ..o e . .50
71 LT =Y o =T = Y .50
7.2 BaseVariabl el Y Pe . ... .50
7.3 P O eI Y T YD e .50
7.4 BaseDataVariableType ..o .50
7.5 SeryerVendorCapability TYPe ... .51
7.6 DAt T YPE DI CH ONAIY T VP i .51
.7 DataTypeDesCriPliON T Y P e .52
7.8 SVl S AtUS T Y PO oot .52
7-9 Buitdtnfofype— e e 52
7.10  ServerDiagnostiCSSUMMAaryTYPE ....oouiiiiiii e 53
7.11  SamplingIntervalDiagnostiCSAITAYTYPE .. cuiviiiiiieiie e 53
7.12  SamplingIntervalDiagnostiCSTYPE ...ucvuiiiiiiiii e 54
7.13  SubscriptionDiagnostiCSAITAY TYPE . .ou i 54
7.14  SubscriptionDiagnosStiCSTYPE . ovuiinii e 54
7.15  SessionDiagnostiCSAITAY TYPE ... 55
7.16  SessionDiagnosticsVariableTypPe ..o 56
7.17 SessionSecurityDiagnostiCSAITayTYPe ....oeuiiii e 57
7.18 SessionSecurityDiagnostiCSTYPE ...iuiiiiiii e 58
719 OPHONS O T Y P i e 58

8 Standard Objects and their Variables. ... 59


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

-4 - IEC 62541-5:2015 © IEC 2015

8.1 LT =Y o =T - ¥ S 59
8.2 Objects used to organise the AddressSpace structure ...........ccoooviiiiiiiiiininenn.. 59
8.2.1 OV I VIBW .ttt e e e e et e 59
8.2.2 (0 o) PP 60
8.2.3 RV AT P 60
8.2.4 L@ o) =T o1 £ PR 61
8.2.5 2 1 61
8.2.6 L0 o] =T a0 1Y/ o 1= PRSP 62
8.2.7 VA D O T Y DS e 63
8.2.8 R (T oY ToT N I o 1T PSSP ¢ .64
8.2.9 DataTYPes .o e N .64
8.2.10 O] o O =1y - | VS A .66
8.2.11 DY | S ot =T o o - T o) .66
8.2.12 EVENtTYPES ... .66
8.3 Server Object and its containing Objects..........ccccooiiiiiii U, .67
8.3.1 General.. ... NG N .67
8.3.2 Server ObJeCt ..o .68
8.4 ModellingRule ODbJects ... S .69
8.4.1 EXPOSESISAITAY...cviiiiiiiiiieeeeeeeee e e e .69
8.4.2 = g o F= 1 {0 1Y P .69
8.4.3 OPtioNal ... .69
8.4.4 OptionalPlaceholder..........ouiee e T N e .70
8.4.5 MandatoryPlaceholder ... ai .70
9 [Standard Methods ........oiiiii e .70
9.1 GetMonitoredItems ... s .70
10 | StANdard VIEWS ..ouuiiiiiee e e .71
11 | Standard ReferenCeT Y PES . v et e e e eas .71
P11 REfEIENCES e T e L. 71
11.2  HierarchicalReferEnCeS ... couuiiii e L. 71
11.3  NonHierarchicalReferencCes ...... ..o L. 71
I = 113 3 1 o R PP .72
T o o | =Yo F= ) (=P .72
1.6 OrgaNIZes ..o e .72
1.7 HaS G OMPONENT . .73
11.8  HasOrderedComMPONnENt ........iiiiie e .73
IR T i F= 11 0 o 1= o .73
D HaSSUDIY P oo .73
T1.11 HasModelliNgRUIE ... .o e 74
11.12 HasTypeDefinition. . ..o e 74
T1.13 HASENCOAING et e e ettt e e eaes 74
1114 HasSD eSO Pl ON o e 75
1115 HaSEVENTISOUICE ... e 75
1116 HasSN Ot O . e 75
T1.17  GeneratesSEVeNt ... 75
11.18 AlwaysGeneratesSEVENt .. ... 76
12 StANAArd DataT Y PO S cou e it 76
22 T 1V =Y Y S 76

12.2 DataTypes defined in IEC B2541-3. ... i 76


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

IEC 62541-5:2015 © IEC 2015 -5-

An

An

12.3 DataTypes defined in IEC B2541-4 .. ... . 81
T2.4  BUIAINTO oot e 82
12.5  RedUnNdanCySUPPOIT .ouuei e e 82
2.6 SerVer S At oo e 83
12.7 RedundantServerDataTyPe ......oiuiiiiiiii e 83
12.8 SamplinglntervalDiagnosticsDataType .. ..o 84
12.9 ServerDiagnosticsSummaryDataTyPe ...c..ovviiiiiiiiiiiiee e 84
12.10 ServerStatusDataT yPe . ce i 85
12.11 SessionDiagnostiCSDataT YP @ ... uu it 86
12.12 SessionSecurityDiagnosticsDataType .....cccovvvviiiiiiiiiiiiiieeeeeeeee e iy .87
12.13 ServiceCounterDataType ......oouiiiiiiiiiiiii e N .88
M2.14 StatuSRESUIt ... e .88
12.15 SubscriptionDiagnosticsDataType ........ocovviiiiiniiiiiiniinieeen L .89
12.16 ModelChangeStructureDataType ........cooouiiiiiiiiii b .90
12.17 SemanticChangeStructureDataType .......cccoovviviiiiiiiiiiiii .90
12.18 BitFieldMaskDataType .....ocouiiieiiiiiiiiieeeee e B e .91
12.19 NetworkGroupDataType .....coviiiiiiiiiee e b e e .91
12.20 EndpointUrlListDataType ..o e .92
nex A (informative) Design decisions when modelling the&erver information ................. .93
A.1 L@ AT =T Y= PP PPN .93
A.2 ServerType and Server ObjecCt ..o S .93
A.3 Typed complex Objects beneath the ServerObject..........c.ccovviiiiiiiiiiiiiiine. .93
A.4 Properties versus DataVariables ........ o0 .93
A.5 Complex Variables using complex DataTypes ......ccccoevviiiiiiiiiieie e, .94
A.6 Complex Variables having an arfay .........ccooeeiiiii e .94
A7 Redundant information ...l .94
A.8 Usage of the BaseDataVariableType.......ooouiiii e .95
A.9 SUDLYPING i s .95
A.10  Extensibility MeChamiSIm ... ... .95
nex B (normative) StateMachines ... .96
g.1 LT =Y =T = T .96
g.2 Examples ©fyfinite state machines ... .96

B.2.1 Simple state MacChine........c.oiiiiii e .96

B.2.2 State machine containing substates ... .97
B.3 Definition of state machine. ... .98
B.4 Representation of state machines in the AddressSpace ..........c.ccooiiiiiiiin. .98

B.4,.1 OV BIVIBW .ttt et .98

B42 YY1\ = Tol e Ta L= 7 S L= PR 99

B.4.3 StateVariableType ... 100

B.4.4 TransitionVariableType ..o 101

B.4.5 FiniteStateMachineType ... 101

B.4.6 FiniteStateVariable Type .. .o 102

B.4.7 FiniteTransitionVariableType ... ..o, 103

B.4.8 S AL T Y P oot 103

B.4.9 NIt S At T Y PO e it 104

B.4.10 TraANS T ON T Y PO e 105

B.4.11 [ o] .4 1S €= - 105

B.4.12 B0 TS ] £ = S PP 106

B.4.13 [ F= 1L = U =1 = P 106


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

-6- IEC 62541-5:2015 © IEC 2015

B.4.14 [ B2 157 = =Y o P 106
B.4.15 HasSubStateMachine..........cooooiiii 107
B.4.16 TransSitioNEVEN T YPE ..o 107
B.4.17 AuditUpdateStateEventType ..o 108
B.4.18 Special Restrictions on subtyping StateMachines ...............ccociiiiiiinnn. 108
B.4.19 Specific StatusCodes for StateMachines ..o, 109
B.5 Examples of StateMachines in the AddressSpace..........cocoeiviiiiiiiiiiiieieeee, 110
B.5.1 StateMachineType using inheritance............ccooviiiiiii e 110
B.5.2 StateMachineType with a sub-machine using inheritance........................... 111
B.5.3 StateMachineType using containment............ccccoovviiiiiiiiiiiiiiieeeee ey 112
B.5.4 Example of a StateMachine having Transition to SubStateMachine...(\. ... 113
Annex C (normative) File Transfer ... e 115
g.1 L@ A=Y T 1 RSB 115
¢.2 LTIl Y o1 PSP PP PRTPE ST TU PP 115
g.3 L oY= o R ) OO 116
qg.4 L0 1077 U PP 117
g.5 Read. ..o T 117
q.6 LT L PSRN 118
q.7 GetPoOSItIoN ..o S 118
g.8 ST 4 o 1] 14 o o 119
Figyre 1 — Standard AddressSpace Structure ....... 0. 0 .59
Figyre 2 — Views Organization ...t 0 et .60
Figyre 3 — Objects Organization.............ooe i@ e .61
Figyre 4 — ObjectTypes Organization ... . i e .62
Figyre 5 — VariableTypes Organizationil.. ... .63
Figyre 6 — ReferenceType DefinitiGnNs ... ..o .64
Figyre 7 — DataTypes Organization ............oiuiiiiiiii e e .65
Figyre 8 — EventTypes Organization ..........oouiiiiiiiiii e .67
Figyre 9 — Excerpt of Diagnostic Information of the Server............coi, .68
Figyre B.1 — Example_of a simple state machine ... .97
Figyre B.2 — Example of a state machine having a sub-machine..........................cl .97
Figyre B.3 —The StateMachine Information Model.............cooiiiiiiiii e .99
Figyre B.4-~"Example of an initial State in a sub-machine..............c..coiiiii 104
Figyre B;5 — Example of a StateMachineType using inheritance ................ccooiinn, 110
Figute B-6— Exampte of a StateMachineType withra SubStateMachine usimg———
0] gT=T 1 =Y o= TP UP TP PPT TP 111
Figure B.7 — Example of a StateMachineType using containment..................ccooeiiiiinnnn. . 112
Figure B.8 — Example of a state machine with transitions from sub-states........................... 113
Figure B.9 — Example of a StateMachineType having Transition to SubStateMachine.......... 114
Table 1 — EXamples Of DataT yPeS .. e e e e 15
Table 2 — Type Definition Table ... 16
Table 3 — Common Node Attributes ... e 17
Table 4 — Common Object AttribULES......c.ii e 17

Table 5 — Common Variable AttribULES ... 17


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

IEC 62541-5:2015 © IEC 2015 -7-

Table 6 — Common VariableType Attributes ... ..., 18
Table 7 — BaseObjectType Definition ... 18
Table 8 — ServerType Definition ... ... 19
Table 9 — ServerCapabilitiesType Definition...... ..o 21
Table 10 — ServerDiagnosticsType Definition ..., 23
Table 11 — SessionsDiagnosticsSummaryType Definition ............coooiiiiiiiii e, 24
Table 12 — SessionDiagnosticsObjectType Definition..........cccooiiiiiiin e, 24
Table 13 — VendorServerInfoType Definition ............c..cooiiiiiiiiiiiiii 25
Table 14 — ServerRedundancyType Definition..........c..ooiiii 0 .25
Table 15 — TransparentRedundancyType Definition ...........cooiiiiiiiiii s .25
Table 16 — NonTransparentRedundancyType Definition............ccocoooiinn S0 .26
Table 17 — NonTransparentNetworkRedundancyType Definition ................... s Yo, .27
Tablje 18 — OperationLimitsType Definition..........coooiiiii i S .28
Table 19 — AddressSpaceFileType Definition ..........oooiiiii i e N, .29
Tabje 20 — NamespaceMetadataType Definition ...........cooooiii @ lade e, .30
Table 21 — NamespacesType Definition ... L. 31
Table 22 — BaseEventType Definition ..o a S .31
Table 23 — AuditEventType Definition ... e .34
Table 24 — AuditSecurityEventType Definition.......... o5 o, .34
Table 25 — AuditChannelEventType Definition ... ... e .35
Table 26 — AuditOpenSecureChannelEventType\Definition ... .35
Table 27 — AuditSessionEventType Definition . .........oooiiiii e, .36
Table 28 — AuditCreateSessionEventTypeiDefinition ..o, .37
Table 29 — AuditUrIMismatchEventType Definition ... .37
Table 30 — AuditActivateSessionEventType Definition..........cc.oooi .38
Table 31 — AuditCancelEventType Definition........c.ooviiiiii i, .38
Table 32 — AuditCertificateEventType Definition ..., .39
Table 33 — AuditCertificateDataMismatchEventType Definition ............cooooiii, .39
Table 34 — AuditCertificateExpiredEventType Definition............oooo .40
Table 35 — AuditCertificatelnvalidEventType Definition ..., .40
Table 36 — AuditCertificateUntrustedEventType Definition ...........cooooiiiiiiiiiii, .40
Table 37~ AuditCertificateRevokedEventType Definition .............cooii .41
Table 88 — AuditCertificateMismatchEventType Definition............cooooiiiiii i, .41
Table 39 — AuditNodeManagementEventType Definition ............ccoooiiiiiiiiiiii, 41
Table 40 — AuditAddNodesEventType Definition ...........cooooiiiiii e, 42
Table 41 — AuditDeleteNodesEventType Definition ... 42
Table 42 — AuditAddReferencesEventType Definition..........ccooiiiiiiiiii e, 43
Table 43 — AuditDeleteReferencesEventType Definition............coooiiiiiiiiii i, 43
Table 44 — AuditUpdateEventType Definition ... 43
Table 45 — AuditWriteUpdateEventType Definition ..., 44
Table 46 — AuditHistoryUpdateEventType Definition ..o, 44
Table 47 — AuditUpdateMethodEventType Definition...........coooiiiiiii e, 45

Table 48 — SystemEventType Definition ...... .o 45


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

-8- IEC 62541-5:2015 © IEC 2015

Table 49 — DeviceFailureEventType Definition ..., 46
Table 50 — SystemStatusChangeEventType Definition...........cooooiiiiiiiii i, 46
Table 51 — BaseModelChangeEventType Definition.........ccccooiiiiiiii i, 46
Table 52 — GeneralModelChangeEventType Definition.........cooooiiiiiiii e, 47
Table 53 — SemanticChangeEventType Definition ..., 47
Table 54 — EventQueueOverflowEventType Definition ..o, 47
Table 55 — ProgressEventType Definition ... 48
Table 56 — ModellingRuleType Definition .............coocoiiiiiiiiiiii i 48
Table 57 — FolderType Definition ... ) .49
Table 58 — DataTypeEncodingType Definition.........ccocoiiiiii i) .49
Table 59 — DataTypeSystemType Definition.........c.coooiiiiiiiii i S .49
Table 60 — AggregateFunctionType Definition ..o .49
Table 61 — BaseVariableType Definition ... T .50
Table 62 — PropertyType Definition ... e e .50
Table 63 — BaseDataVariableType Definition ............oooiiiiiii @ iade e, L. 51
Table 64 — ServerVendorCapabilityType Definition ... 5 .51
Table 65 — DataTypeDictionaryType Definition.............cooco a8 .51
Table 66 — DataTypeDescriptionType Definition............c..h i, .52
Table 67 — ServerStatusType Definition ... @, .52
Table 68 — BuildInfoType Definition ... ..o e .53
Table 69 — ServerDiagnosticsSummaryType DEfiition ...........oooiiiiiii .53
Table 70 — SamplinglntervalDiagnosticsArrayFype Definition.............cooooiiiiiiiiiiin .54
Table 71 — SamplingintervalDiagnosticsType Definition ..o .54
Table 72 — SubscriptionDiagnosticsArrayType Definition ... .54
Table 73 — SubscriptionDiagnostiesType Definition ... .55
Table 74 — SessionDiagnosticsArrayType Definition ..o, .55
Table 75 — SessionDiagnosticsVariableType Definition ...........cccooiiiiiiiiiii i, .56
Table 76 — SessionSeecurityDiagnosticsArrayType Definition ... .58
Table 77 — SessionSecurityDiagnosticsType Definition ... .58
Table 78 — OptionSetType Definition. ... .59
Table 79 — ROOt Definition ......oouiii e e e .60
Table 80-=Views Definition. ... ... .61
Table 81 — Objects Definition ... ..o .61
Table 82 — Types Definition ... e 62
Table 83 — ObjectTypes Definition ... 63
Table 84 — VariableTypes Definition. ... ... 63
Table 85 — ReferenceTypes Definition ... 64
Table 86 — DataTypes Definition ... e 66
Table 87 — OPC Binary Definition. .. ... 66
Table 88 — XML Schema Definition ... ... e 66
Table 89 — EventTypes Definition. ... e 67
Table 90 — Server Definition. ... ... e 69

Table 91 — ExposesltsArray Definition ... 69


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

IEC 62541-5:2015 © IEC 2015 -9-

Table 92 — Mandatory Definition ... 69
Table 93 — Optional Definition . ... ... e 70
Table 94 — OptionalPlaceholder Definition ...........ooiiiiiiii e 70
Table 95 — MandatoryPlaceholder Definition ... 70
Table 96 — GetMonitoredltems Method AddressSpace Definition ...l 71
Table 97 — References ReferenCeTYPE . ovuivniiii e 71
Table 98 — HierarchicalReferences ReferenceType.......ovviiniiiiiiiiiii e 71
Table 99 — NonHierarchicalReferences ReferenceType ..........cccoviiiiiiiiiiiiiiiiiiiii 72
Table 100 — HasChild ReferenCeType .....couniiiiiii e 80 .72
Tabje 101 — Aggregates ReferenCeTyYPe ..o e e e .72
Table 102 — Organizes ReferenceType ....ccvuiiniiniiiiii e S e, .73
Tabje 103 — HasComponent ReferenceType ..o S .73
Tabje 104 — HasOrderedComponent ReferenceType .......cooeiveiiiiiininci S .73
Table 105 — HasProperty ReferenCeType .. ..o e e .73
Tabje 106 — HasSubtype ReferenceType ....ccouiiniiiiiiiiiiicee e e, .74
Table 107 — HasModellingRule ReferenceType .......couvviiiiiiiiim 5 .74
Table 108 — HasTypeDefinition ReferenceType ... a8 L. 74
Tabje 109 — HasEncoding ReferenCeTYPEe ..oouiiniieiiiie e e .74
Tabje 110 — HasDescription ReferenceType ...cc.ovnie i i .75
Table 111 — HasEventSource ReferenceType ... .. e .75
Table 112 — HasNotifier ReferenceType. ... ... e .75
Tabje 113 — GeneratesEvent Reference T ype . . ..o .76
Table 114 — AlwaysGeneratesEvent ReferenceType ......ooviviiniiiiiiee e, .76
Table 115 — IEC 62541-3 DataType Definitions ... .77
Table 116 — BaseDataType Definitlon ... .78
Table 117 — Structure Definifion ... ... e .78
Table 118 — Enumeration Definition ... e .79
Table 119 — ByteString-Definition ... .79
Tabje 120 — Number Definition ... . ..o e .79
Table 121 — DOUBIE Definition . ... e .79
Table 122 —Integer Definition ..o .80
Table 123 = DateTime Definition ... ... e .80
Tabje 424 — String DefinitioN ... ..o .80
Table 125 — UInteger Definition ..o e 80
Table 126 — Image Definition ... e 80
Table 127 — UINt64 Definition . ... ..o 81
Table 128 — IEC 62541-4 DataType DefinitionS.......coooiviiiiii e 81
Table 129 — UserldentityToken Definition...........ooiiiiiii e 82
Table 130 — BuildINfo StruCtUre .......ooo e 82
Table 131 — BuildInfo Definition ... ... e 82
Table 132 — RedundancySupport ValUES ........oeuiiiiiiiie e 82
Table 133 — RedundancySupport Definition ..o 83

Table 134 — ServerState ValUEs. ... e 83


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

-10 - IEC 62541-5:2015 © IEC 2015

Table 135 — ServerState Definition ... ... 83
Table 136 — RedundantServerDataType Structure ...........oooeiiiiiiiiiiiii e 83
Table 137 — RedundantServerDataType Definition...........ccoooiiiiiii e, 84
Table 138 — SamplinglntervalDiagnosticsDataType Structure .............coooiiiiiiiien, 84
Table 139 — SamplingintervalDiagnosticsDataType Definition .............ccoooiiiiiiiinnn. 84
Table 140 — ServerDiagnosticsSummaryDataType Structure...........ccooviiiiiiii i, 85
Table 141 — ServerDiagnosticsSummaryDataType Definition ..............ooooiiiiiiiiiin, 85
Table 142 — ServerStatusDataType Structure .............cco.ooiiiiiiiiii 85
Table 143 — ServerStatusDataType Definition ..o ) .86
Table 144 — SessionDiagnosticsDataType Structure ...........coooiiiiiiiiiiiii .86
Table 145 — SessionDiagnosticsDataType Definition...........ccccooiiiiiiiin S0 .87
Table 146 — SessionSecurityDiagnosticsDataType Structure ...................oa Yo .88
Table 147 — SessionSecurityDiagnosticsDataType Definition .................. e S .88
Table 148 — ServiceCounterDataType Structure ...........cooiiiiiiiii e N, .88
Table 149 — ServiceCounterDataType Definition ...........cooooiii @ lade .88
Table 150 — StatusResult Structure. ... .. ..o e .89
Tablje 151 — StatusResult Definition ... S .89
Table 152 — SubscriptionDiagnosticsDataType Structure ..o, .89
Table 153 — SubscriptionDiagnosticsDataType Definition.............coooviiiiiiii i, .90
Table 154 — ModelChangeStructureDataType Structure ..o .90
Table 155 — ModelChangeStructureDataType Definition .............cooooiiiiiii i .90
Table 156 — SemanticChangeStructureDatafype Structure..........ccooooviiiiiiiiiiiiie, .91
Table 157 — SemanticChangeStructureDataType Definition ............coooiiiiiiiiii, .91
Table 158 — BitFieldMaskDataType Definition ... .91
Table 159 — NetworkGroupDataType Structure ..o .91
Table 160 — NetworkGroupDatarype Definition..........ccooiiii i, .91
Table 161 — EndpointUrIListDataType Structure............oooeiiiiiiiiii e, .92
Table 162 — EndpointUrllistDataType Definition ... .92
Table B.1 — StateMachineType Definition.... ... 100
Table B.2 — StateVariableType Definition ..o, 100
Table B.3 —(TransitionVariableType Definition............cooiiiii i, 101
Table B4 < FiniteStateMachineType Definition ... 102
Table.B/5 — FiniteStateVariableType Definition ..o, 103
Table B.6 — FiniteTransitionVariableType Definition............ccoooiiiiiiii e, 103
Table B.7 — StateType Definition..... ..o 104
Table B.8 — InitialStateType Definition ... 105
Table B.9 — TransitionType Definition ..., 105
Table B.10 — FromState ReferenCeTYPE ..ouuiiniiiiiiiie e 105
Table B.11 — ToState ReferenCeType ... 106
Table B.12 — HasCause ReferenCeT yPe. ... 106
Table B.13 — HasEffect ReferenceTYPe ....ovuiiniiniiiiie e 107
Table B.14 — HasSubStateMachine ReferenceType .....c.ovviiiiiiiiiii e, 107

Table B.15 — TransitionEVentTYPe ..o 108


https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

IEC 62541-5:2015 © IEC 2015 -1 -

Table B.16 — AuditUpdateStateEventType ..o 108
Table B.17 — Specific StatusCodes for StateMachines ............cccooiiiiiiiiiiiii i, 109
BIE= o] O B o1 - R/ oY P 115
Table C.2 — Open Method AddressSpace Definition ... 117
Table C.3 — Close Method AddressSpace Definition ... 117
Table C.4 — Read Method AddressSpace Definition .........ccocooiiiiiiiii e, 118
Table C.5 — Write Method AddressSpace Definition ..........cccooiiiiiiiii e, 118
Table C.6 — GetPosition Method AddressSpace Definition ......................L. 119

Table C.7 — SetPosition Method AddressSpace Definition...............coo L 50y 119



https://iecnorm.com/api/?name=dc17256a0c2658c4a239bcbc1353665c

1)

2)

3)

4)

5)

6)

7)

8)

9)

-12 - IEC 62541-5:2015 © IEC 2015

INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -

Part 5: Information Model

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardization\compiising
aJl national electrotechnical committees (IEC National Committees). The object of IEC is [to promote
international co-operation on all questions concerning standardization in the electrical and electronic fieldg. To
this end and in addition to other activities, IEC publishes International Standards, Technical+Specificatjons,
chnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as [‘IEC
ublication(s)”). Their preparation is entrusted to technical committees; any IEC National’€Committee intergsted

the subject dealt with may participate in this preparatory work. International{,governmental and [non-
gpvernmental organizations liaising with the IEC also participate in this preparation. TEC collaborates clpsely
ith the International Organization for Standardization (ISO) in accordance ,with conditions determined by
agreement between the two organizations.

he formal decisions or agreements of IEC on technical matters express, as\fiearly as possible, an internatjonal
cpnsensus of opinion on the relevant subjects since each technical dommittee has representation from all
interested IEC National Committees.

C Publications have the form of recommendations for internatiohal use and are accepted by IEC Nafjonal
ommittees in that sense. While all reasonable efforts are made\to ensure that the technical content of IEC
ublications is accurate, IEC cannot be held responsible for the way in which they are used or for any
isinterpretation by any end user.

order to promote international uniformity, IEC Natignal* Committees undertake to apply IEC Publications
tlansparently to the maximum extent possible in their'national and regional publications. Any divergence
between any IEC Publication and the corresponding.national or regional publication shall be clearly indicated in
the latter.

C itself does not provide any attestation of‘\conformity. Independent certification bodies provide confofmity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible fof any
services carried out by independent certification bodies.

Il users should ensure that they have(the latest edition of this publication.

o liability shall attach to IEC or its-directors, employees, servants or agents including individual experty and
embers of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any naturel whatsoever, whether direct or indirect, or for costs (including legal fees)| and
ekpenses arising out of_the publication, use of, or reliance upon, this IEC Publication or any other| IEC
ublications.

ttention is drawn to'the Normative references cited in this publication. Use of the referenced publicatiops is
indispensable for the correct application of this publication.

ttention is drawn ‘to the possibility that some of the elements of this IEC Publication may be the subjgct of
pptent rights . NMEC shall not be held responsible for identifying any or all such patent rights.

Intefnational Standard IEC 62541-5 has been prepared by subcommittee 65E: Devices [and
integration in enterprise systems, of I|IEC technical committee 65: Industrial-progess

medsurement, control and automation

This second edition cancels and replaces the first edition published in 2011. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a)
b)

c)

Defined ProgressEventType in 6.4.35 identifying the progress of an operation such as a
service call (issue number 0057);

Defined DataType called BitFieldMaskDataType in 12.18 representing a bit field where
individual fields can be written without redefining other fields (issue number 0188);

Delete Property SamplingRateCount in ServerDiagnosticSummaryDataType (12.9) as it
was not needed (issue number 0635);
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d)

e)

f)

g)

h)

The|text of this standard is based on thefollowing documents:

Full
voti

Thig publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A li

Architecture, can be found on the IEC website.

Added the Property “EffectiveTransitionTime” to TransitionVariableType in B.4.4 (issue
number 0728);

Introduced VariableType OptionSetType in 7.19 representing a bit mask and text defining
the semantic of the individual bits (issue number 0983);

Added a new EventType called SystemStatusChangeEventType in 6.4.30 that can be
used to indicate connection to the underlying system is lost (issue number 1416);

Added properties to ServerCapabilitiesType (6.3.2) describing the max array length and
string length for variables as well as added an object for operation limits (max size of
arrays when calling services (e.g. read)). Added type OperationLimitsType (6.3.11)
containing that information (issue number 1451);

Added SecureChannelld to AuditActivateSessionEventType (6.4.10) and adapted. text in
various places (issue number 1492);

Added normative Annex C defining FileType and Methods used to transfer-files (igsue
humber 1502);

Added a Method GetMonitoredltems on ServerType (6.3.1) to receiye”information on
monitored items (issue 1543);

Removed the concept of ModelParent from document as it is notithat useful. The Nogeld
bf the ReferenceType will be kept not breaking existing applications (issue numbers 1555
ind 1556).

Added meta data for namespaces in ServerType (6.3.1)and created types for managing
hat (issue number 1702).

Added representations for ModellingRules _OptionalPlaceholder in 8.4.4 [and
MandatoryPlaceholder in 8.4.5 (issue number 1831\);

Added new types NonTransparéentNetworkRedundancyType (6.310),
NetworkGroupDataType (12.19) and EndpointUriListDataType (12.20) to marnage
HotAndMiorrored redundancy. Added more description on redundancy and updated
RedundancySupport enumeration in 125 (issue number 2031);

CBbV Report on voting
65E/376/CDV 65E/404/RVC

information on the yoting for the approval of this standard can be found in the report on
ng indicated in thelabove table.

5t of allparts of the IEC 62541 series, published under the general titte OPC Unijfied

b L I ) ) il n n e Jarls i Ll - 1 (] H
The CUTTITITHET Tidas UCUIUTU 1Tal 1T LCUTTETIS U UTls puiuntcauulrt Wit TCITiainm uricridaimtgycu Jnt”

the

stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data

related to the specific publication. At this date, the publication will be

reconfirmed,

withdrawn,

replaced by a revised edition, or
amended.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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Part 5: Information Model

1 Scope

are |standardised types as well as standardised instances used for diagnostics orcas: entry
poirlts to server-specific Nodes. Thus, the Information Model defines the AddressSpace of an
empgty OPC UA Server. However, it is not expected that all Servers will provide all of these
Noaes.

2 |Normative references

The|following documents, in whole or in part, are normatively referenced in this document|and
are [indispensable for its application. For dated references, only the edition cited applies.|For
undpted references, the Ilatest edition of the referenced document (including |any
amgndments) applies.

IEC|TR 62541-1, OPC Unified Architecture — Part 1: Overview and Concepts
IEC|62541-3, OPC unified architecture — Part 3: Address Space Model
IEC|62541-4, OPC unified architecture — Part 4: Services

IEC|62541-6, OPC unified architecturée= Part 6: Mappings

IEC|62541-7, OPC unified architecture — Part 7: Profiles

IEC|62541-9, OPC unified architecture — Part 9: Alarms and conditions
IEC|62541-10, OPC 'unified architecture — Part 10: Programs

IEC|[62541-11.~,0OPC unified architecture — Part 11: Historical Access
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