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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA GATEWAY IN HOME NETWORKS - GUIDELINES

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
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IEC 62514 has been prepared by technical area 18: Audio, video and multimedia applications
for end-user network, of IEC technical committee 100: Audio, video and multimedia systems
and equipment. It is an International Standard.

This second edition cancels and replaces the first edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) addition of new multimedia processmg functions and requirements the HMG shall support

ludina ada Ui ad: nroecoc wdiohiidan rananta ne~~~o and nlav £ t
inghreingadaptive-multimediaprecessingaudielridesremeteproeessirgandplay-fynction

enhancement, in Clause 6;

b) adfition of home automation functions and requirements of audio/video analysisifecognition
anfd alarm services based on Al technologies in Clause 7;

c) adgition of upgrade function and requirements of HMG in Clause 12.

The tgxt of this International Standard is based on the following documenis:

Draft Report on voting

100/4160/FDIS 100/4175/RVD.

Full information on the voting for its approval can be foutid in the report on voting indicgted in
the ablove table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part?1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdoes. The main document types developed by IHC are
descriped in greater detail at www.ieg/ch/publications.

The committee has decided that-the contents of this document will remain unchanged until the
stabilify date indicated on the IEC website under webstore.iec.ch in the data related [to the
speciflc document. At this date, the document will be
e re¢onfirmed,

e wilhdrawn, or

e reyised.

IMPORTANT - The "colour inside™” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

In-a-digital the smart-home system, in order to meet the various requirements of-digital-tiving
home intelligence, all kinds of communication devices (computers, consumer-electrical
products, etc.) and multimedia devices (TVs, surveillance cameras, etc.) are integrated into a
home network. Such a network (comprising home information, entertainment, control services,
etc.) thus forms a system of information exchange with outside networks.

In a home network system-is—a—Local-AreaNetwork{(LAN)-connecting-such, terminal devices

such as information devices, communication devices, entertainment devices, household
appliances, meters of gas, water and electricity, health-care equipment, and lighting and
securify systems; —are Inierconnectie roug € Internet o Ngs (1o echnolpgy to
implement the network management and services and share the resources and services|in the
netwolk. Based on the interconnection of terminal devices, home network syste@s*cah also
provide comprehensive multimedia processing services through the use of\.multi-§creen
interagtive services, remote access, image recognition, and other audio and¢video procgssing
technglogies.

The multimedia services and the management for devices mentioned~above can be perfprmed
through a home multimedia gateway.
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This document describes the general guidelines for typical applications of the home multimedia
gateway in home networks supporting IP networking.

home
in the
markeft. For general requirements, it is expected that widely adopted standard$ and
technglogies will be considered by implementers.
This document gives supplementary applications to the IEC 62481 series{ which specjfies a
centrjl management model in home networks supporting various interfaces on the LAN side
and o the WAN side (optional).
This document is applicable to home multimedia gateways in the(home network or netwqgrks of
similaf environments.
2 Normative references
The following documents are referred to in the text innsuch a way that some or all of their cpntent
constifutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition~of the referenced document (including any
amendgments) applies.
IEC 62481 (all parts), Digital living~network alliance (DLNA) home networked gevice
interoperability guidelines
IEC 62481-1:20072017, Digital> living network alliance (DLNA) home networked {evice
interoperability guidelines —-Part 1: Architecture and protocols
IEC 62481-2, Digital tiving network alliance (DLNA) home networked device interopefability
guidelines — Part 2sMedia formats
ISONBC 14782\ Information technoloayv Eunctional safetv reqgiirements for home and hlilding
AL A P TIRAE& y TTTITOTTTITAtTOTT U UTiTToTo g y viTotruridi-odure iy vyuire CTTtoToT T ATy T
ologhpric o o [EIRE S
ISO/IBC29344(alpartsy—tnformationtochnologyr—UPnP Dovico-Architescture

ISO/IEC 29341-1, Information technology — UpnP Device Architecture — Part 1: UpnP Device
Architecture Version 1.0
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RFC 2663, IP Network Address Translator (NAT) Terminology and Considerations

RFC 3022, Traditional IP Network Address Translator (Traditional NAT)

IEEE 802.1Q™, |EEE standard for Local and metropolitan Area Networks — Bridges and Bridge

Networks

3 Terms, definmitionsand abbreviatedterms
For the purposes of this document, the following terms and definitions apply.

ISO apnd IEC maintain terminology databases for use in standardizatiopjhat the fol
addregses:

o |EC Electropedia: available at https://www.electropedia.org/

e ISP Online browsing platform: available at https://www.iso.org/obp
3.1 [Terms and definitions

3.1.1
home|multimedia network
high speed network system to transport multimediainformation within the home network

3.1.2
home|multimedia gateway
HMG
logica| device in the home network, which provides such functions as multimedia proc
and h¢me automations, interconnection, QoS and security—ete;-it-can-alse

Note 1 fo entry: It can connect LAN withoutside networks (for example internet), implementing protocol tra
and off¢r various network services.

3143
homelcontrol network

X information in_the !

owing

Pssing

hslation

314

homejcontrol gateway

e B e e AR R R e e managementand -control sgrvices
n-a-hdxe control ne a hich-canbe combined h HMG in the form-of g ph al davice
3.1.3

control point

logical device that retrieves device and Service descriptions, sends actions to Services, polls

for Service state variables and receives events from Services

Note 1 to entry: 'Service' is a term that is also defined in the ISO/IEC 29341 series.

3.1.4
terminal device

device in the home network that can be controlled and managed by HMGs and control points
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media receiver

MR

device that receives media contents

Note 1 to entry: It normally refers to the media content player.

3.1.6
home
HMRe

media receiver
c

device that receives media contents in the home network

defined

1-1 and

Note 1 fo entry: HMRec should fully support the function of DMR and DMP which are DLNA device classés
by IEC p2481-1.

3.1.7

medig source

MS

devicqg that owns media resources and sends media contents

3.1.8

home|media source

HMSoju

devicq that provides media contents in the home network; it ¢an be a media server
Note 1 fo entry: HMSou should fully support the function of DMS _and)+PU+, which are defined by IEC 6248
IEC 62481-2.

3.1.9

WAN media source

WMS

devicq that provides media contents in the Wide Area Network (WAN)
3.1.10

WAN media receiver

WMR

devicq that receives media cantents in the Wide Area Network (WAN)
3.2 |Abbreviated terms

+DN+ download controller

+PR+ printing controller

+PU+ push uploader

+UP+ upload controller

AAC Advanced Audio Coding

ADSL Asymmetric Digital Subscriber Line

ANSI American National Standards Institute

ARP Address Resolution Protocol

ATA analogue telephone adapter

ATRAC adaptive transform acoustic coding

AV audio and video

AVC Advanced Video-Gedee Coding

CDS content distribution service

CPU central processing unit

DHCP Dynamic Host Configuration Protocol
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DLNA Digital Living Network Alliance
DMC digital media controller

DMR digital media renderer

DMP digital media player

DMPr digital media printer

DNS domain name system

DRM digital rights management

DSCP differentiated service code point
DSL Digital-Stbseribertine

DTV digital television

EPG electronic program guide

ETH Ethernet

FTP File Transfer Protocol

GENA general event notification architecture
HMRec home media receiver

HMG home multimedia gateway
HMSou home media source

HTTP Hyper Text Transfer Protocol
ICMP Internet Control Message Protocol
ID identification

IGD internet gateway device

IGMP Internet Group Management Protocol
IP Internet Protocol

IPTV Internet Protocol teleyision

ITU International Telecommunication Union
JPEG Joint Photographic Experts Group
LAN local area network

LPCM Linear Pulse Code Modulation
MAC media access control

MIU media interoperability unit

MPEG Moving Picture Experts Group
MR media receiver

MRC mediarenderer-tcontrot-point

MS media source

MSCP mediaserver:1 control point

NAT Network Address Translation
NAPT port-level NATNA

NID network infrastructure device
PAN personal area network

PC personal computer

QoS quality of service

RID request identity

RIP Routing Information Protocol
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SOAP
STB
TCP
UbP
UPnP
URI
URL
VDSL
VvOD

- 12 —

Simple Object Access Protocol

set top box

Transmission Control Protocol

User Datagram Protocol

Universal Plug and Play

Uniform Resource Identifier

Uniform Resource Locator
Very-high-bit-rate Digital Subscriber Line

yvideo-on-damand
< AZASIRRL= s R A~

IEC 62514:2024 RLV © IEC 2024

VOIP
WAN

WMS
WMM
WMR

Vo \>an,

voice over Internet Protocol
wide area network

WAN media source
wireless multimedia

WAN media receiver

4 HMG architecture

4.1 Architecture of a home multimedia network

A home multimedia network adopts a multiple-level network topology consisting of two ng¢twork

segme

sub-ne¢twork is optional, where appropriate.

The h

nts, i.e. a home multimedia network and a homeé control sub-network. The home ¢ontrol

The h¢me multimedia network supports the central management mode, which can be functioned
by H?\IG, as well as supporting peer-to-peersmechanisms as specified in the IEC 62481 $eries.
me multimedia network can accessdhe outside network through an HMG, while theghome

contrgl sub-network can be connected to the home multimedia network through a home ¢ontrol
sub-ne¢twork gateway. The devices*ina home control sub-network can intercommunicaje and

furthe

The tylpical architecture of ahome multimedia system is shown in Figure 1.

access outside networks by-sub-gateways and HMGs.
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Figure 1 — Architecture' for a home multimedia network

HMG architecture

General

IEC

the aspect of the functional structure, the HMG provides such functions as multimedia
sing and applications, interconnection, and QoS and security. The architecture |of the

s shown in Figure 2.
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Figure 2 — HMG architecture

AV processing
shall provide various application services of video and audio in the home multi

(k. It shall fully support all the functions of MIU {includes MSCP, MRCP), DMH
+DN+/+PR+, which are defined in IEC 62481-1_ dnd IEC 62481-2.

Home automation

devices in the home network.

QoS

should support QoS features in order to transport multimedia contents effectively
hetwork where the HM@ is*involved.

media
r and

can offer local management and remoté\management, as well as various control sgrvices

in the

der to
fegory

If the HMG supports QoS:features, then the HMG shall use the priority tag of QoS in o}
transfer the multimedia-contents that have IEEE 802.1Q User Priority, WMM Access Ca

or DSCP.

The de¢tailed reguirements of QoS shall be compliant withIEC 62481-1:2017, 8.3.

4.2.5 Security

HMGs shall support DRM, key management, authentication and security to log onto outside
networks.

4.2.6 Interconnection

HMGs shall support the network management, protocol translation, address assignment,
configuration and management on the home networked devices, in different multimedia
networks.
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4.2.7 Interfaces and access

These provide the connection between the home network and outside networks (for example,
the Internet) when necessary, which is optional.

The detailed interface and communication protocol requirements on both the LAN side and the
WAN side are specified in Clause 11. The specific protocol that is to be applied depends on the
application case.

5

HMGs| shall also conform to the following.requirements defined and specified in IEC 624

5.2

Interconnection-regquirements

uld-be

HNIGs shall implement a Dynamic Host Configuration Protocol (DHCP) server in orfder to

aspign IP address to DHCP client in the home network where the HMG is involved.

HNIGs should support Domain Name System (DNS) in order to usedevice name for
user experience.

better

Thiose messages are formatted by using the SOAP HTTP birnding, which shall be compliant

with ISO/IEC 29341-1.

HMGs should collect information with respect to all’\the devices connected to the
nefwork by using the device description and the service description of each device in
to manage the devices.

HNIGs also should control other devices such*as HMRec and HMSou by using apprd
actions to realize use cases described in this’document.

HNIGs shall support a TCP/IP stack that includes IPv4, TCP, UDP, ARP, and ICMP.

home
order

priate

81-1:

HNIGs may also support general-capability recommendations and device recommendations.

detailed methods of interconnection shall be compliant with [IEC 62481-1:200720
(Device discovery and.control).

7,7.3

HNIGs shall support'Simple Object Access Protocol (SOAP) header and body elemenfs, and

the messages are delivered via HTTP. The HMG as well as HMSou and HMRec supp
mgssaging scheme by using the GENA protocol to exchange the event information
the high-speéd-system. A control point invokes the action to the device's service in o
coptrol it.and when the action has completed or failed, the service returns any res

]
=

H

Drt the
inside
der to
LiIts or

;l‘ors of\the action.

Gs shall support the detailed methods of device management.

Address assignment and resolution

5.21 Address assignment

HMGs shall support the functions of address assignment as follows:

HMGs shall assign the identifiers to each control sub-network in order to identify different

sub-networks.

The control sub-network gateway shall apply for the addresses, which comply for the higher-
level network protocol and are composed of sub-network identifier and network address,

from the HMG.
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5.2

HMGs shall have the following address assignment functions.

.2

HMGs shall support DHCP servers to assign the addresses for the devices mana
the home network. Through a management and configuration interface on the HM

ged in
G, the

DHCP can be enabled or disabled, and the data such as address pool assignment on

the DHCP can be configured as well.

The terminal devices shall also support AutolP if there is no DHCP server in the sub-

network.

Address resolution

HMGs shall support the functions and requirements of address resolution as follows:

5.3

If tlhe source devices and destination devices are located in the same control sub-mlatwork

or

processing.

If fhe source devices and the destination devices are not located in the_same contra

ne

Th

HMGs

5.4

sh

royter and bridge

sh
sh

sh
wa

multimedia network, then the HMG shall forward the data packet directly/witho

work or multimedia network, then

the source devices shall know the identifier and network address of the contra
network or multimedia network in which the destination devices are located:;

the HMG shall resolve the data packet sent from the sodrce devices and ident
identifiers and network addresses of the control sub-ngtwork or multimedia netw
which the source devices and destination devices areXocated, respectively;

the HMG shall confirm the network and addres§ of the destination devices Iq
according to the identifier and network address,of that control sub-network or mult
network;

the HMG shall confirm the communication ptotocol of the destination devices frg
device registry;

the HMG shall then re-pack the data and send to the destination device in accon
with the communication protocol.confirmed.

e HMG shall support the ARP protocol as well.

Data transfer

bil support routerworking mode, bridge working mode or the hybrid working mode

bll support-the ‘static router in the router working mode;

bll support NAT and NAPT in accordance with RFC 2663 and RFC 3022 in the

puld support the dynamic router and support RIP V1/V2 in the router working mod¢;

Ut any
| sub-
| sub-

fy the
ork in

cated
media

m the

dance

f both

bridge

rking mode;

shall support the transparent bridge protocol in accordance with IEEE 802.4¢1Q in the

bri

dge working mode;

shall support the relevant functions of both router working mode and bridge working mode
when working the hybrid mode of router and bridge.

Protocol translation

HMGs shall support the application protocol translations when communicating and interacting
between different networks or sub-networks.
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6 AV processing-requirements

6.1 General

HMGs may offer services for applications in home network systems. In summary, service
requirements include multimedia transformation and multimedia stream control and may be
fulfilled by using the services and actions that are defined by UPnP AV specifications
(ISO/IEC 29341-3 series) and DLNA guidelines (IEC 62481 series). HMGs need to meet some
hardware and software requirements to enable all these AV processing services-reed-seme

requirementsfor-hardware-and-software of the HMG.

6.2 Multimediatransformation—service

6.2.1 Requirements summary
The fdllowing requirements apply.
e HMGs shall provide the media conversion service, including code conversion (transcqding),

regolution conversion (transcaling), and shall provide the media convérsion service |of the
frame rate conversion (transrating).

e HNIGs should support voice code conversion.

e The media conversion service request message shall sinclude the URI of the [media
regources, which specifies media code format, resolution,frame rate and transport prdtocols
nepded by the requester. In the case of getting contents from WMS, it can also inclufde the
cofle format, resolution and frame rate of the requested contents, as well as the media
transport protocols supported by the media content owner.

¢ HMNGs should be able to convert audio streams.into voice streams.
¢ HMGs should be able to convert voice streams into audio streams.

e HNIGs should be able to provide the video clip function, which shall be done in accordance
with the capability of receiving terminals.

e HNIGs shall be able to convert méltimedia based on the receiver's ability.
e HNIGs shall be able to convert,multimedia based on the network environment.
e HNIGs shall be able to request multimedia with specific parameters from the media spurce.

¢ HNIGs shall be able te . tommunicate with remote HMRecs.
6.2.2 Applications mode
6.2.2. Media-conversion

6.2.2.1.1 General

Media| stre€am conversion is the act of converting a media stream from one mode to another. It
includes code conversion, resolution conversion, rate conversion and transport protocol
translation. As shown in Figure 3, the green media stream indicates a dynamic conversion
process; the HMG converts a MPEG2 media stream transmitted from the HMSou into an H.264
media stream transmitted through the hypertext transfer protocol (HTTP); then the HMG sends
the stream to the HMRec. If the media server can know the devices at the user's home and the
media formats supported, it can use the remaining capabilities of the HMG to convert the media
contents on the media server into the format needed by the players. In this way, when such
contents are played, they need not be dynamically converted, as the conversion might affect
the QoS in real-time playback.
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Home
media Home network
server
N
H.264
MPEG2 stream stream

HMG
IEC

As shown in Figure 3, media conversion can be performed in two modes. In the, first mog
media|sender sends the media to the HMG; then the HMG converts the media, @nd seng
the media receiver. The one that requests the media conversion might be the-media sen
the m¢dia receiver. In the second mode, the device sends the media to.the HMG. After|
convefted, the media is returned to the device and is irrelevant for othérapplication devi
this mjode, the HMG can be regarded as an extension of the devicg. lInh this case, therg
transplort protocol translation.

Subcl

6.2.2.

Figure
HMG

e Th
Th
the
res

e The HMG shall support to convert the media format and expose all of them in the CDS

is
e Th
Th

the
me

The rqg

Figure 3 — Conversion of media streams

uses 6.2.2.1.2, 6.2.2.1.3 and 6.2.2.1.4 describe the pessible work modes of the H

.2 HMRec requests media conversion service

4 shows the process of how the HMRec requests the media conversion service frd
vhen HMRec gets media resource from HMSou Here it is supposed that:

HMG has obtained the uniform resource identifier (URI) for media resources on H

HMG can browse/search the dirgefory of devices providing media contents and
URI. The HMG also has obtainedithe code format, resolution and frame rate of the
ources.

Hefined in the ISO/IEC 29341 series.

HMRec has obtained the uniform resource identifier (URI) for media resources on

HMRec can browse/search the directory of devices providing media contents and

URI. The HMRec also has obtained the code format, resolution and frame rate
dia resources.

quest process is as follows:

Thee HMRec sends a request content message to the converted media URI of HMG.
Thwmm ' i

e, the
s it to
der or
being
es. In
is no

MG.

m the

MSou.
pbtain
media

which

HMG.
obtain
of the

3. The HMSou accepts the request of the HMG and sends the original media stream to the
HMG.

4. The HMG converts the media stream and sends the converted media stream to the HMRec.
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HMRec HMG HMSou
1. Request content 2. Request content
(converted media URI) (original media URI)
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Figure 4 —- HMRec requests media conversion from HMG

s shall include the procedure of how the HMG can pass the WMS authenti
se there are arich variety of DRM and authority management modes, the HMG-can
f support all DRM systems and authority management modes.

.3 HMRec requests WMS to support redirection

he HMG, it first requests media stream redirectiondrom the WMS. Here, it is sup

HMRec has obtained the URI of the needed‘media resources;

HMRec might have obtained the code fermat, resolution and frame rate of the n
dia resources;

HMRec might have known the media transport protocol used by the media sende

HMRec needs the conversioncservice for sure;

HMRec has finished necessary DRM authentication and device authentication w
1S.

ocess is as follows:

Thie HMRec sends a-Request Redirection message to the WMS, which includes:

the URI of4he ‘'media resources on the WMS requested by the HMRec.

Th
res

NO

e WMS satisfies the request of the HMRec and allocates a Request identity (RID)
ponse-message.

E When the media 'source rece|ves a med|a serV|ce request from the medla receiver, it allocates an

the MS is the WMS, if DRM and authority management are takeminto account, the

ation.

hardly

5 shows an optimized process. Before the HMRec requests the media conversion gervice

posed

ceded

by

th the

in the

|dent|ty
r (MR).

Thls identify is called the request |dent|ty The medla conversion service is originated by the medla receiver; the
request identify allocated by the media source is transferred to the HMG. When obtaining original media contents
from the media source, the HMG needs to provide the request identity to the media source to prove its validity.

Th

e HMRec sends a request conversion message to the HMG, which includes:
the URI of the media resources on the WMS requested by the HMRec;

the media code format, resolution and frame rate needed by the HMRec;
media transport protocols supported by the HMRec;

RID allocated by the WMS;

(optional) media code format, resolution and frame rate of the media contents requested

by the HMRec;
(optional) media transport protocols supported by the WMS.
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4. If the HMG can accept the conversion request, it can send a message to the HMRec,
indicating that the request is accepted; otherwise the HMG shall send a message to refuse
the request.

5. The HMG requests the media resources needed by the HMRec from the WMS. The request
message shall include the RID and the URI of the media resources on the WMS requested
by the HMRec; or the RID shall be sent back upon the request of the WMS. If the HMG
cannot request resources, or if the HMG cannot make conversion after the resources are
obtained, it shall send a message to the HMRec, indicating that the service cannot be
fulfilled

6. The WMS accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

7. The HMG converts the media stream and sends the converted media stream to the\F
cording to the media code format, resolution and frame rate needed by the HMIRed.

ac

In the

transmits the media stream directly. DRM authentication is completed by the'HMRec

step 1
does 1

In pra
the HN
HMG,

and the HMG, as both devices are at home and can adopt a standard method. Because di

servic
it is hg
Itis e
servic
excha
key eX

the HWG still needs to support multiple enctyption algorithms.

above procedure, the WMS does not implement DRM authentication enVthe HM

. The WMS authenticates the RID to verify the validity of the HMG. In this way, thq
ot need to support various DRM methods, but has new requirements on the WMS

G and the HMRec. As a result, keys need to be exchanged between the WMS a
and between the HMG and the HMRec. It is easy to exchange keys between the H

e systems in the WAN adopt different DRM systems’and different encryption algor
rd for the HMG to satisfy the media conversion+equests from various service tern
sy to unify the DRM method in the home network; however, it is hard to unify v
hge methods. Even if a control channel is reserved between the HMRec and the W
changes, through which the HMRec sends to the HMG the key exchanged with the

HMRec HMG WMS

1. Request redirection

\ 4

2. Redirection OK (RID)

A

3= Request conversion (RID)

MRec

G but
before
HMG

ctice, encrypted transmission is needed between the WMS.and the HMG, and bgtween

hd the
MRec
ferent
ithms,
hinals.
arious

bs in the WAN. The HMG is required to support various encryption algorithms and key

MS for
WMS,

( >
N
P 4. Response OK 5. Request media (RID) _
7. Converted media 6. Original media
IEC
Figure 5 — HMRec requests WMS to support redirection

In order to support the workflow of HMRec requests media conversion, HMGs are required to
observe the following rules.

e HMGs shall provide the media conversion service. Upon receiving a media conversion
request message from the HMRec, it should request media contents from the WMS.
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e The HMG should judge whether it can accept the media conversion request according to
the capability needed by the requester, available capability, and its processing capability.

o If the HMG finds that it cannot satisfy the requirement of the conversion service requester

after obtaining the media resources, it should send a message to the conversion s
requester, explaining that the conversion service cannot be fulfilled.

e The HMG should support the conversion of streaming media.
e The HMG should support the DRM.

e |If the HMG receives a RID from the HMRec, it shall include the RID when requesting
contents from the WMS; or it shall feedback the RID upon the query of the WMS.

L] '-”'i-i’-iii e CrypPtea SIS SOy

Gs should support encrypted transmission with the HMRec.

Gs should support various encryption algorithms.

°
I I I

Gs should support various key management methods.

In order to support the workflow of media conversion, WMSs ar€)fequired to obser
following rules:

e WIMSs should be able to accept the media redirection request of the HMRec.

a RID to the media receiver so as to authenticate the/HMG.
o Exjsting DRM methods should be optimized to support the media conversion service

o Ngw DRM methods should be adopted to support the media conversion service.

In order to support the workflow of media conversion, HMRecs are required to obser
follow|ng rules:

¢ HNIRecs should be able to"'send a media redirection request to the WMS.

ervice

media

e the

er the WMS accepts a media redirection request fram the media receiver, it can allocate

e the

e HNIRecs should be able to request the media conversion service from the HMG. The r¢quest

mgssage should inctude the URI of the media resources, media code format, reso
frame rate and tramsport protocols needed by the HMRec. It can also include ths
format, resolutién.and frame rate of the requested contents, as well as the media tra
protocols supported by the media content owner.

ution,
code
hsport

o |If the HMRec sends a media redirection request to the WMS and receives a RID all¢cated

by[theMS, it should include this RID when sending a media conversion service reqt
thg HMG.

est to

6.2.2.1.4 HMSou requests media conversion service

When the HMSou actively sends media contents to the HMRec, it can request the

media

conversion service from the HMG and sends media contents to the HMRec after they are

converted.

Supposing that the HMG shall support to convert the media format and expose all of them in

the CDS, then the process in Figure 6 is as follows:

1. The HMSou sends a request conversion message to the HMG, requesting the
conversion service. The message may include:

media

— the media code format, resolution and frame rate of the media contents sent by the

HMSou;

— the media transport protocol of the HMSou;
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the URI for the media source sent by HMSou.

2. The HMG sends a request conversion message to the HMRec, requesting the media

(e0)

o g oW

The H
HMG

HMSou are in the same home network, the HMSou can know the HMG address th
automfatic discovery or configurations. If the HMG and the HMSou are in different

netwo

In ord
obser

e Th

o If the HMG cannot fulfil the conversion process, it shall notify the HMSou that the conv

se

Thle HMG converts media streams and sends them to the HMRec.

nversion service. The message may include:
the media code format, resolution and frame rate of the media contents sent by the
the media transport protocol of the HMG,
the URI for the media source sent by HMG.

The HMRec requests the converted media content from the HMG.
The HMG requests the original media content from the HMSou.
The HMSou transmits media streams to the HMG.

HMG,

HMRec HMG HMSou
\
2. Set media source .l/
(converted madia URI) P 1. (original media URI)
3. Request content _ 4. Request content _
6. Converted media < 5. Qriginal media

IEC
Figure 6 — HMSou actively sends media to HMRec

MSou and the HMRec-might can be_located in different home networks. As a resu
can be in the same home networkZas the HMSou or the HMRec. If the HMG a

ks, the HMRec shall notify-the HMSou of the HMG address.

er to support the-HMSou requests media conversion workflow, HMGs are requi
e the followihg.Tfules:

e HMG shall support to convert the media format and expose all of them in the CD

r'vice cannot be fulfilled.

It, the
nd the
rough
home

red to

S.

ersion

In order to support the HMSou requests media conversion workflow, the HMSou should observe
the following rules:

e The HMSou should send a Set Media Source request to the HMG when transmitting media
contents. The request message from the HMSou may include the media code format,
resolution and frame rate of the transmitted media contents, as well as the transport
protocols used by the HMSou.

In order to support the HMSou requests media conversion workflow, HMRecs should observe
the following rules:
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e The HMRec should receive and interpret Set Media Source request properly and send
Request Content to HMG accordingly.

6.2.2.2 Video clip

To video clip is to clip some parts from high-resolution video pictures and transmit them to a
low-resolution media terminal. For example, in video surveillance, the resolution of the pictures
provided by a camera might be 720 x 480. When a user views a picture taken by the designated
cameras through a hand-held device, for example his mobile phone, the user needs to zoom
out the picture, as the screen of the hand-held device is quite small; otherwise, the user can
only see part of the picture. Besides, the media source does not need to send all original data
to the hand-held device. The user can view part of the picture taken by the cameras to keep the
high Inition of the picture. I SO, the sysiem can Clip the expecied part of the originall video
pictur¢ and encode it before transmitting it to the hand-held device. As a result, the quantity of
data transmitted can be reduced. The user can move the picture on the terminal-anq send
commpnds to the HMG to update the coordinates of the clipped picture. When a camera ig fixed,
the uder can view different parts of the picture. Because the uplink bandwidth of the|home
netwofk is always small, the picture can be clipped and encoded before bging transmitjed. In
this way, the uplink bandwidth can be saved, while loads on the access network and the|public
netwolk can be lessened. Figure 7 shows the video clip applications.

IP camera
®
Internet 4
MPEG¢4
720.%.480
N\ s DTV
MPEG4 ; Home network | . a¢ 4
240 x 160 E'@.
) HME~ \/ ' .‘

=4

Mobile
| phone

Figure 7 — Video clip

In order to suppertwvideo clip applications, HMGs shall observe the following rules:

e HNGs can.provide the video clip function. The service request message should include the

by the

terminal.
6.3 Multimedia stream control service

6.3.1 Requirements summary

e The HMG should be able to provide the AV media stream division service and divide the
audio and video parts into two streams.

e The HMG should be able to provide the stream combination service and combine the video
stream and the voice/audio stream into an AV stream.

e The HMG should be able to provide the media stream duplication service, which supports
multiple player terminals to receive the same media content.

e The HMG should be able to use the Internet group management protocol (IGMP) to multicast
media streams to provide the duplication function.
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e The HMG should be able to duplicate unicast streams to provide the duplication function.

e The HMG should be able to provide the media stream redirection service.

6.3.2

Application mode

6.3.2.1 Stream division

Stream division is to separate the audio part from the video part of an AV media stream so that
they can be transmitted through different channels. In a videophone stream, the voice stream
is separated by the HMG from the video stream, the voice stream is transferred to videophone
and the video stream is transferred to TV. In the stream division operation provided by the HMG,
the audio part might not be converted into voice contents, but simply separated from the video

part a
Figure

The s
conve

nd transmitted. This process shall be executed according to the instructions of the\d
7 shows the AV media stream division.

Videophone
stream

WMS HMG Voice

Home network

Video

Videophone
IEC

Figure 8 — AV media<stream division

ream division operation is a process in which the media receiver requests the
'sion service, see Figure 9.
Videophone HMG WMS
C 1. Request conversion
2. Response OK 3. Request AV media

4
A

4. Original AV stream

evice.

media

5.1. Converted video Rl e
\\.5.2. Converted stream
~N voice stream S
O A il 1
IEC
Figure 9 — Stream division process

Functi

ons of an HMG in stream division process:

e The HMG should be able to provide the AV media stream division function and divide the
audio part and the video part into two streams.

e Th

e HMG should be able to convert audio streams into voice streams.

e The HMG shall set up channels with the videophone for video and voice transmission.
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e The HMG shall be able to set up channels for video and voice transmission with the stream
division service requester, and send video and voice to the service requester.

o |f the HMG provides the stream division service, the stream division request message shall
include the URI of the AV resources, needed video code format and voice code format.

Functions of a videophone in stream division process:

e The videophone shall be able to set up IP connections with the HMG.

e The videophone shall be able to request the stream division service from the HMG. The
request message shall include the URI of AV resources.

6.3.2.2 Stream combination

Stream combination is the reverse of stream division. In video communications,the user might
use a camera to capture a video stream and a videophone to capture a voice stream; thg HMG
should combine the video stream and the voice stream into an AV stream’before forwarding it
to the |WMS.

Figurg 10 shows the stream combination application.

Homedetwork

Videophone \ideo E '
stream Camera

HMG Voice

WMS

=
L]
i1

Videophone IEC

Figure:10 — Combination of media streams

The sfream combination<eperation is a process in which the media sender requests the media
convefsion service; see Figure 11.

Camera Videophone HMG WMS

\
} 1. Request

v

2 Resporse oK

A

3. Connected

v

4.2. Video 4.1. Voice stream

IEC
Figure 11 — Stream combination process

HMGs shall conform to the following items in the stream combination process:
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e The HMG should be able to provide the function of combining video and voice streams into

an
e Th

AV media stream.

e HMG shall be able to convert voice streams into audio streams.

e The HMG shall set up channels with the videophone for voice and video transmission.

o |If the videophone does not indicate the audio and video code formats at the AV stream
receiver in the stream combination request message, the HMG shall be able to interact with
the AV stream receiver and obtain the code formats.

o |If the HMG provides the stream combination service, it shall be able to set up channels for
video and voice transmission with the stream combination service requester, and receive
video and voice from the service requester.

o |If tlhe stream combination service requester does not specify the audio/video code.fq

us
be

Video

Video

. ThE videophone shall be able to set up IP connections with the HMG.

e Th
me
vid

6.3.2.

Media
receiv
the pr
HMG

before
the m
differ
shall

applic

bd by the AV stream receiver in the stream combination request message, theyHM(
able to interact with the AV stream receiver to get the code formats.

bhones shall conform to the following items in stream combinatiaiprocess:

ssage shall include the address of the AV stream receiver and possibly the aud
eo code formats needed by the receiver.

] Duplication

stream duplication is to duplicate the transmitted media stream and send it to m
ng terminals. In general, the media seryver can support multicast protocols and s
bceding duplication operation. Nevertheless, if the media stream is to be converts
becomes the last multicast node on-the multicast path and converts the media g
sending it to multiple terminals. The HMG can also duplicate the media stream tH
Iticast technology of the application layer, thus generate multiple unicast streams.
nt receiving terminals need.different codes, resolutions and transport protocols, the
uplicate the media stream(separately and send them after conversion. Figure 12
htion for duplication of media streams.
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rmats
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videophone can request the stream combination service’ from the HMG. The r¢quest
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ultiple
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Figure 12 — Duplication of media streams

IEC

The duplication operation can be regarded as an application terminal joining a multicast group.

There

may be two cases:

— the original media stream passes through the HMG;

— the original media stream does not pass through the HMG.
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In the first case, the duplication operation occurs on the HMG and can be easily fulfilled. In the
second case, if the media server does not support the duplication operation, considerations
shall be made about how to redirect the media stream to the HMG.

In user operations, there are two cases-might that can lead to the duplication of the media
stream. Suppose HMRec1 is playing a programme, while the media stream shall be duplicated
to HMRec2.

— The user operates HMRec1. The user browses the list of players and selects HMRec2.
HMRec2 can be used to watch the programme being played by HMRec1.

— The user operates HMRec2. The user browses the list of programmes and selects the

prq
us

grg

In eith
comm
the m¢
the HN
operat
media
media
throug

Figurg
HMRe]
case

suppo

ygiralriiie IUU;IIS piaycu‘ BUtil Hrv’:RUbb wdarll p:dy t:IU odlic pProyrattiriie D;IIIUHGIIUUUD:
ber can browse the list of players on HMRec2 and select HMRec1 to join the-my
up of the programme being played on HMRec1.

er of the above operations, if the media stream passes through the HMG, opsd
bnds will be sent to the HMG, which directly duplicates the media stream to HMR
pdia stream does not pass through the HMG, operation commands ishall also be 5
1G. This can avoid the situation in which the media server does not support dupl

stream shall be switched to the HMG and forwarded from the HMG to HMRec1. Th
stream can be duplicated to HMRec2. That is to say, if the.media stream does no
h the HMG, operations shall be done so that the media str€am passes through the

13 and Figure 14 show how HMRec1 duplicates the media stream to HMRec2 an
c2 requests to join the multicast group of the prggramme being played on HMRec1,
bf the original media stream passing through.the HMG. HMRec1s and HMRec2
rt the DMC function of DLNA can satisfy bdththe flows in Figure 13 and Figure 14
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Figure 13 — HMRec1 duplicates media stream to HMRec2
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Figure

HMRec1 HMRec2 HMG MS

Original stream

1. Get media source

2. Sent media source

(UR)

v

3. Request content
(URI)

v

4. Duplicated stream

IEC

Figure 14 — HMRec2 requests to join the multicast group
of the program being played on HMRec1

original media stream does not pass through the HMG. Steps 1 to 4.‘are similar to the p

of req
conve
reque

Lesting the media conversion shown in Figure 3. Here, the- HMG is not used for

5t message in step 1 shall include the URI of the programmeg being played and the p

of corltents played. Here, the media conversion request message can be used. The

format

provid

start p
positig

to the

can s3gtisfy the flow in Figure 14.
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rsion. The media stream passes through the HMG to facilitate’duplication operation

and other parameters needed by HMRec1 are completely consistent with the parar
led by the MS. In the media conversion request,;a'parameter can be added to indica
osition of playback. When the HMG requests.media contents from the MS in step 3
n information shall be included in the request)message. Then the MS shall send co
HMG from the designated position. An HMRec1 that supports the DMC function of

15 shows how HMRec1 requests the duplication of the media stream to HMRecZ if the

ocess
media
5. The
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media
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te the
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D licated-st
—Duplicated siream

IEC

Figure 15 — HMRec1 requests media stream from HMG
and duplicates media stream to HMRec2

Before step 1, HMRec1 shall terminate the media transmission connection with the MS. This
procedure is not included in Figure 15. Because HMRec1 needs to receive subsequent media
contents from the HMG after terminating the connection with the MS, the playback on HMRec1
will be interrupted temporarily during the duplication process.

Like the defect of the media conversion method shown in Figure 4, the method shown in
Figure 15—can—hardly cannot be realized if DRM, device authentication or user identity
authentication is involved. Figure 16 shows the duplication process by requesting media
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redirection, which is similar to Figure 5. The request messages in step 3 and step 5 shall include
the stream position information. An HMRec1 that supports the DMC function of DLNA can satisfy

the flo

w in Figure 16.

HMRec1 HMRec2 HMG WMS

Original stream

< _________________________________________

1. Requestredirection

[
>

2. Response OK (RID)

d
<

If the
multic
not co
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reque

EeH

The fU

3. Request conversion (RID, position...)

\ 4

5. Request media (URI,
RID, position) \
4. Response OK O

< \

Rerouted stream 6. Rerouted stream

7. Set media resource

(UR

8. Set media resource

(UR

v

9. Duplicated stream

IEC

Figure 16 — HMRec1 duplicates media stream to HMRec2
after requesting MS to redirect media stream to HMG

priginal media stream does not passsthrough the HMG, HMRec2 can request to jd
Ast group of the media stream bejing played on HMRec1. If DRM and authenticati
nsidered, the process shown in_Figure 16 can be adopted, but request messages

y HMRec2. If DRM and authéntication are taken into consideration, HMRec2 sh3
to the MS for authentication; the HMRec2 can adopt the process shown in Fig
5t messages are all sent-by HMRec2.

nctions of the. HMG are described below:

e Th

HMG shall be able to provide the media stream duplication function and support m

plgyer terminals to share the same media contents.

e Thie MG should be able to use the Internet group management protocol (IGMP) to mu

in the
bn are
are all
Il first
re 16;

ultiple

Iticast

media-streams so asto prn\/irin the riuplir\nfinn function

e The HMG should be able to duplicate unicast streams to provide the duplication function.

o |If the HMG supports the duplication function, it shall support direct duplication when the
original media stream passes through the HMG.

o |If the HMG supports the duplication function, it shall support the duplications if the original
media stream does not pass through the HMG.

e |If the HMG supports the duplication function, it shall support the request of the original
media stream receiver for duplicating the media stream to other terminal devices.

o |If the HMG supports the duplication function, it shall support the request of the terminal
device for joining the existing multicast group of a media stream.

o |f the HMG supports the duplication function, it shall support the media stream redirection.
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he HMG supports the duplication function, it shall support exceptional conversion
operation, which is the forwarding of the media stream without conversion.

e |If the HMG provides the duplication service, when the original media stream receiver
requests to duplicate the media stream to other terminals, the duplication operation can
succeed even if the destination terminal device is off. After the destination terminal device
is turned on, it will automatically receive duplicated media streams.

6.3.2.4 Redirection

The redirection operation is to change the transmlssmn destlnatlon of the medla stream to
another deV|ce as shown |n Flgure 17.

user can perform a simple operation to resume playing the paused programme.

Figurg

Autheptication is also considered in the process. First of all,
rediregction message to the HMG, The message shall include the temporary URI of

conter
saves

stream under transmission. HMRec2 can get the bookmark from the HMG. After

from the DTV to the PC The bookmark technology is adopted to suspend the plc
redirected media stream. When the user moves to a new media receiving termin

Old stream
Home network

New stream

IEC
Figure 17 — Media stream redirection

17 shows the redirection of the original media stream when it passes through the

ts allocated by the HMG ¢6-HMRec1. Upon receiving the request message, the
the media stream location information and sets a bookmark. It terminates the

media
yback
al, the

HMG.

HMRec1 sends a rg¢quest

media
HMG
media
media

redire¢tion, HMRec2 shalll'show the user that the programme is paused and display the last

pictur¢ at pause. The HMRec1 and HMRec2 that support the DMC function of DLNA can
the flgw in Figure 17:.Jhe HMRec1 and HMG that support the DMR function of DLNA ¢

and r¢g

Figursg

cord the status of media, so they can support the media redirection function.

18 shows the HMRec1 requests to redirect a media stream to HMRec2.

satisfy
hn get
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Figure 18 — HMRec1 requests to redirect'\media stream to HMRec2

ons of the HMG and the destination dewice in redirection are as follows:

o |If the HMG provides the media stream redirection service, the redirection operation ¢an be
copducted even when the destination device is off.

o If the HMG successfully redirects a media stream, the position where the media gtream
pauses shall be recorded.

o |If the HMG successfully redirects a media stream, the last picture at pause shall be gent to
the destination device:of the redirection.

o |If the redirection{ operation is successful, the destination device of the redirection shall
support the HMG. to continue transmitting the media stream through the play operatiqgn.

6.3.2.% Adaptive processing

6.3.2.5.1 General

Adaptive processing refers to the HMG parameler conversion capability of media streams

according to the receiver's capabilities and network environments, including resolution, bit rate
and encapsulation format. Figure 19 displays an AV stream delivered to HMRec1 from MS and
then redirected to HMRec2 with the parameter adjusted through HMG. This operation is under
certain conditions. The conversion of resolution is only applicable to the conversion from high
to low; the conversion of bit rate is only applicable to the conversion from high to low; and the
conversion of the encapsulation format is not restricted. Figure 19 shows the technical workflow

of the

HMG adaptive processing operation.
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Figure 19 — Adaptive processing of HMG A

6.3.2.5.2 HMG adaptive process media stream to HMRec2 "[,b‘

Figurg 20 shows the process of HMG adaptively process the media %‘ Qrn displayed on
HMRelc1 and delivered converted media to HMRec2. It is supposed th%t);\ :

e thge HMG stores capabilities of all HMRec; (bq/
e the original media is delivered from MS to HMG and HMReQ/C)

N\
The process is as follows: 6\

1. Thle MS sends original media stream to HMG and b@ﬁeﬂ and the HMRec1 sets tafgeted
mgdia stream info to HMG.

Thie HMRec2 sends request to HMG for the sa\@&\media info displayed in HMRec1.

Thie HMG accepts the request from H c2 and the media info from HMRec1, and
prgcesses the media stream parameters Based on the capability of HMRec2. The HM{ then
sends back the converted media stre@ﬁo HMRec2.

\)
HMRec1 HMRe8A HMG MS

X

PECLILE LRSS

1. Set Media info
(URI{Position ...)

N\
% 2. Request Media info

O (URI, Position ...)
N\

v

3. Converted Media

IEC

Figure 20 —- HMG adaptive process media stream to HMRec2
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6.3.2.5.3 HMRec requests HMG to adaptive process media stream based on the
network environment

The workflow in Figure 21 displays the process of the HMRec requesting the media stream
from the HMG and the HMG processing the stream based on the HMRec network environment.
It is supposed that:

e the HMG is able to detect the network environment of the HMRec;

e the HMG is able to convert the media stream based on the network environment of the
HMRec.

The process is as follows:

the HMRec sends a request content message to the HMG; é
thg HMG forwards to request content message to MS; VQ‘
the MS accepts the request and sends the original media to the HMG; Qq’

thg HMG sends a request to detect the network environment of the Hl\g‘{ (o}

thg HMRec replies to the HMG with network information; (Q'\

thg HMG makes adjustments on the media based on the netwdrk'condition of the HMRec
anf then sends the HMRec the converted media stream. ((/C)
N\

o9k wN-=

HMRec HMG 5\ MS
& ®)
1. Request Content (URI) R Q\,\Z. Request Content (URI) |
%
N
D __ 3.Send Original Media
0\@ -
3
4. Request Ne(’&@x info
< e

S

A&&esponse Network info

IEC

Figure 21 — HMRec requests HMG to adaptive process media stream
based on the network environment

6.3.2.5.4 HMG requests specific parameters from MS

Figure 22 shows the process used by the HMG to detect HMRec network info and request media
with specific parameters from MS. It is supposed that:
e the HMG is able to detect the network environment of HMRec;

e the HMG is capable of requesting media content with specific parameters from the MS based
on the network condition that HMRec is in.
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The process is as follows:

the HMRec requests content from HMG;
the HMG accepts the request and sends a network information request to HMRec;
the HMRec accepts the request and sends network information to the HMG;

Ao nh =

the HMG determines the media stream parameters that fit the HMRec based on the HMRec
network information and device capability. After that, HMG requests content with specific
parameters from the MS;

5. the MS accepts the request and sends converted media stream to HMRec.

HMRec HMG MS

v

1. Request Content (URI) Q‘]/b‘

2. Request network info Q)qio

[ O
&
3. Response network info Q O
g Request Content (URI,
g\§\ Parameters) R
]
5. Converted media S
oSt S
K\
xO
(\}‘ IEC

Figure§‘~ HMG requests specific parameters from MS

Therefore, the HMG Qé%tive processing functions are as follows:

e The HMG sQﬁe able to convert multimedia sent from the MS based on the recgiver's
abllity. O

e The H shall be able to convert multimedia sent from the MS based on the n¢twork
en v@ment of the HMRec.

e The HMG shall be able to request multimedia with specific parameters from the media
source.

6.3.2.6 Remote processing
6.3.2.6.1 General

Remote processing is the capability to setup remote access (media stream outward sharing,
inward sharing, etc.) between home media devices and remote media devices (i.e. WMR or
WMS outside the home network). This operation has requirements for the HMG, the WMS and
the WMR, and authentication among them is required in this process. Figure 23 is the process
of the PC in the home network sharing the media stream to the mobile phone in WAN through
an app and Figure 24 is the process of the mobile phone in WAN inwardly sharing a media
stream to the DTV at home through the HMG.
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Home network

| <AV stream -

S 7V stream —

Figure 23 — Outward remote sharing from HMSou to WMR

Home network

WMS
C) IEC
N\
Figure 24 — Inward remote sharing fron‘éVMS to HMRec
6.3.2.6.2 WMR requests content from HMSou f utward remote sharing

that:

The p

1.

Th

Figurg 25 shows the process of WMR requesting @ent from the HMSou. Here, it is sup

\(\Q)

theé WMR has obtained the URI of the @é\ded media resources;

thg WMR might have obtained the\‘?gde format, resolution and frame rate of the n
madia resources; (@)

the WMR might have known %media transport protocol used by the media sender;
thg WMR needs the conv@n service;

-

th¢ WMR has finishe@pecessary DRM authentication and device authentication w

WIMS. O

ocess is as@{lows:

e WMR@%S content request message to HMSou, which includes:
the of the media resources on the HMSou requested by the WMR.

posed

ceded

th the

ThF\quSou satisfies the request of the WMR and allocates an RID in the regponse
mesSage.
The WMR receives the RID and sends a request conversion message to the HMG, which

includes:

the URI of the media resources on the HMSou requested by the WMR;
the media code format, resolution and frame rate needed by the WMR;
media transport protocols supported by the WMR;

RID allocated by the HMSou.

If the HMG can accept the request, it then sends a message to the WMR, indicating that the
request is accepted; otherwise the HMG shall send a message to refuse the request.

The HMG requests the media resources needed by the WMR from the HMSou. The request
message shall include the RID and the URI of the media resources on the HMSou requested

by

the HMRec; or the RID shall be sent back upon the request of the HMSou.
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6.3.2.6.3 Outward remote sha:{'@g from HMSou to WMR

There|is another occasion whi @tively sets the media resource from home media deyice to
the device in the WAN, whic ic\)

The pifoc s%as follows:

The HMSou accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

The HMG converts the media stream and sends the converted media stream to the WMR
according to the media code format, resolution and frame rate needed by the WMR.

HMSou HMG WMR
1. Request Content
<
2. Response OK (RID
P (RID) >
3. Request media (RID) é
4. Response OK & Q
5. Request media (RID |
< q (RID) N

o
C)Q)q,
&

6. Original media 7. erted media

@ IEC

resented in Figure 26. Here, it is assumed that:

the original stream | @Iivered from the HMSou to the WMR through the HMG;

thg WMR has fin@ed necessary DRM authentication and device authentication with the
HNISou; @

thg WMR Tﬁﬂ have known the media transport protocol used by the HMSou;

Th
The WMR satisfies the request and allocates an RID in the response message.

The HMSou sends set media resource message to the HMG, indicating the media resource
to be duplicated. The message may include:

— the URI of the media resources on the HMSou requested by the WMR;
— the RID allocated by the HMSou.

The HMG sends the set media resource message received from the HMSou to the WMR,
indicating which media resource from the HMSou is about to be duplicated.

The WMR then sends a request content message to the HMG.

If the HMG accepts the WMR request, it then sends a message to the WMR, indicating that
the request is accepted; otherwise, the HMG shall send a message to refuse the request.
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7. The HMG requests the media resource from the HMSou with a defined URI and a defined
RID in the message.

The HMSou accepts the HMG request and sends the original media as a response.

The HMG receives the original media and sends the duplicated media stream to the target
WMR.

HMSou HMG WMR

1 Raciactchar
regHesStTonare

L

2. Response OK Q}’

(RID)

0
<37

3. Set media 4. Set media
resource (URI, RID) resource (URI, RID) ﬁg\

- (

5. Request cont;rlC)

- \V
6. Respon K
) 7. Request media Q% @ >
8. Original medi %I' ted st
8. Orginalmedia_ B \RUplated stream
%
\.\Q IEC

N

Figure 26 — Outward -&%ote sharing from HMSou to WMR
xO
6.3.2.6.4 Inward remote sh@h&g from WMS to HMRec

Inward sharing refers to the mgdla device in WAN shares media stream to device in LAN through
HMG.|Figure 27 shows the process of inward remote sharing from the WMS to the HMRec.
Here, |t is supposed th@

e the HMRec mi Cﬁave obtained the code format, resolution and frame rate of the needed

media reso ;

e thgeg HMR ight know the media transport protocol used by the media sender;

o theﬂ%ec has finished necessary DRM authentication and device authentication w|th the
WIM'S;

The process is as follows:

The HMRec sends a request duplication message to the WMS.

The WMS satisfies the request of the HMRec and allocates an RID in the response message.
The WMS sends a set media resource message to the HMG, which includes:

— the URI of the media resources on the WMS requested by the HMRec;

— the media code format, resolution and frame rate needed by the HMRec;

— media transport protocols supported by the HMRec;

— RIDs allocated by the WMS.

f the HMG can accept the conversion request, it can send a message to the HMRec
indicating that the request is accepted; otherwise, the HMG shall send a message to refuse
the request.

B
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5. The HMRec sends request media content message to HMG. The request media content
message may include the URI of the media resources needed by the HMRec from the WMS.

6. The HMG responds OK if it accepts the request; otherwise, it shall send a refusal message

as areply.

The HMG then sends a request media message with RID to WMS.

The WMS accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

9. The HMG converts the media stream and sends the duplicated media stream to the HMRec.

HMG WMS
1. Request Content
q > b‘Q}/
2. Response OK (RID) Q(]/
—)
. .[/
A
4. Set media 3. Set mediiﬁo
resource (URI, RID) resource (UR(@I )
< P md
A\
;\\

5. Request media content (@)
(URI) ((
> QQ

N\
6. Response OK \0\
< 7. Request media (RID)
< >
s&‘
9. Duplicated strea ‘\6 8. Original media
xO
oF

N\
Figure 27. \ward remote sharing from WMS to HMRec

The functions of HMG @te processing shall observe the following items:

e thg HMG shall@geble to detect if media receiver is in LAN;
e the HMG s@'store the symmetric key and share with WMR and WMS;
o thgH all encrypt outward data with key;

o thd shall decrypt inward data with key.

The functions of the WMS and the WMR shall observe the following items:

e |If the WMS share media content to the home network, it shall indicate the receiver;

e If the WMR requests media content, it shall indicate the media source;
e The WMS and WMR shall be able to store the key shared with HMG;

e The WMS and WMR shall be able to encrypt inward data with key;

e The WMS and WMR shall be able to decrypt outward data with key.
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6.3.2.7 Playing jump control
6.3.2.7.1 General

HMGs shall be able to support media content playing jump control function. When the HMRec
specifies the progress bar position, the HMG returns the corresponding media stream according
to it. If the targeted media content is stored locally in the HMG, the media content will be directly
returned to the HMRec; otherwise, the corresponding media content will be requested from the
MS. Figure 28 shows the process of the HMG executing the play jump control for the PC's
request. The interaction between the MS and the HMG is not mandatory if the HMG has the
requested media resource. In Figure 29, the request message in step 1 shall include the URI of
the media content being played and the designated progress bar position. In Figure 30, When
the HYWG Tequests Medfa contents from the WS, the position mformatfon shoutdbe mciuded in
the refjuest message. Then, the MS sends contents to the HMG from the designat@ bsition
and the HMG operates the media content adjustment. Q~

PC
Request COM
«@=Request content== Co nverted gn)(:}:etwork
==QOriginal media == " media Q/
;\\
& O
IEC
3>
Figure 28 - Medlaeﬁ y jump control
$
6.3.2.7.2 Media content targeted by gress bar returned from HMG
Figurg 29 shows the HMRec request r or earlier content of the media stream, then thg HMG

returng the content it already cach r stored. It is supposed that:

e the original stream is dell@éd from the MS to the HMRec through the HMG;

e th¢g HMG caches or s es the targeted media resource.

The pfocess is as foIE@

1. The HMRec s request content message to the HMG with information of progreps bar
popition a Qﬁedla URI.

2. TTF H;;%ooepts the request and searches the cached or stored content internally. The
AN

@)

H ds back the converted media stream to the target HMRec.
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6.3.2.

Figurg 30 shows the HMRec request later or gg\rlier content of the media stream, then thd

reque
suppo

the original stream is deIivereQ{fﬁeQn the MS to the HMRec through the HMG;

thg HMG does not cache %z}gre required media resources and it needs to request ¢
from the MS.

5en
F\%&dellvers the original media to the HMG and the HMG then does the

HMRec HMG MS

Original Stream

< — =T <

1. Request Content
(Converted media URI,
progress bar position)

v

2. Send converted stream

<« 2.Send comvered seam__ o

s\ IEC

Figure 29 — Media content targeted by progQ bar returned from the HMG

.3 Media content targeted by progré&g’bar returned from MS

bts the content from the MS, which sends back the original media to the HMG
ses that: A’\

ocess is as foIIo@

E original str ag-?is delivered from the MS to the HMRec through the HMG. The H
hds a req &ontent message to the HMG.

quest content message to the MS.

HMG

,Jwhich

bntent

MRec

his cog@on the HMG does not have the required content, therefore the HMG continues

media

coNnversiom:

The p
1. Th

se
2. In

to
3. Th
4. Th

e HMG sends the converted media to the HMRec as requested.
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HMRec HMG MS
Original Stream
- e ————
1. Request Content 2. Request Content
(Converted media URI, (original media URI,
progress bar position) N progress bar position)

< 3. Original media
4. Converted media

o 5

IEC
Figure 30 — Media content targeted by progress bar returned from MS

Requirements for HMG jump control are as follows?

e the HMG shall be able to provide the jump.control function for the media stream;

e thge HMG shall search the content ca@hed or stored in it; if there is no requested cqntent,
thg HMG should request media contents from the MS.

6.3.3 Content directory service
6.3.3. Overview

Media| resources might-Gome from multiple devices or channels. To guarantee a goodl user
experience, the user shall access the resources from a uniform-ingress portal. IEC 6248111 has
proposed the concegpt’of a virtual media server, which is used to provide a unified cpntent
directory. This document will expand the so-called "media resources" so that they afe not
restrigted to media contents. Printers and surveillance cameras are also accessible Imedia
resoulces rather than merely devices.

6.3.3. Unified content directory

In a home network, media contents might exist in multiple devices, for example one or several
home media servers, STBs with hard disks, laptops, digital cameras or video cameras, and
mobile phones that can take pictures. When searching for media contents in the home network,
the user might want to see a unified content directory, which classifies contents according to a
certain method. The user can query contents by category or key words, instead of searching all
devices. In this way, the user can have a pleasant experience. This task can be enabled by the
HMG. The HMG collects all possible media contents in the home network and presents them to
the HMRec in the unified directory mode. The HMRec needs to connect to the HMG to access
this unified directory. Moreover, the HMG can contain the directory of contents on registered
media servers, for example the electronic programme guide (EPG) for IPTV.
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By combining media content directories on various media source devices, the directory service
of the HMG provides single directory ingress for the HMRec, which can order media
programmes in all positions. When the HMRec searches for a programme in the home network,
it first accesses the unified directory provided by the HMG, browses the programmes and makes
a selection. In this process, the HMRec can know the encoding and decoding formats, resolution
and frame rate of the selected media programme. The HMG can know the playback capability
of the HMRec. When the HMRec decides to play the programme, it can send the media data
through the HMG. If no data conversion is needed, the HMRec can directly obtain media data
from the media source device according to the URI of the media content provided by the HMG.
When the HMRec decides to play the programme, if the HMG knows that the HMRec cannot
play the selected media contents, the HMG redirects the URI provided to the HMRec to the
HMG itself. The HMRec requests the selected contents from the HMG, then the HMG requests
the contents from the actual media owner and sends them to the HMRec after conversiIn. On

the copntrary, if the HMG knows that the HMRec can directly play the selected media contents,
it redinects the URI provided to the HMRec to the media content owner, and the HMRec requests
the selected media contents from the media owner.

Figurd 31 shows the preceding process in which the HMG needs to implement'‘media conviersion.
During this process, the HMRec does not request the media conversion service from the|HMG,
becauge the URI provided by the HMG to the HMRec points to theyHMG. In this cade, the
HMRec can regard the HMG as the provider of media contents in thé)designated format.

If the URI provided by the HMG to the HMRec points to the, HMSou, the HMRec can request
the media conversion service from the HMG, if it obtains meédia contents from the HMSpu but
cannof play the contents. In this case, the process as described in Figure 4 should apply.

HMRec HMG HMSou

1. Request browse
(capabilities)

v

2. Filtered content directory

A

3. Select

v

4. URI of content

A

5. Request content o 6. Request content

A
A

8. Converted media stream 7. Original media stream

IEC
Figure 31 — HMRec selects media contents through the directory service of HMG

When the HMRec accesses the directory service of the HMG, the HMG can know the type of
media services played by the HMRec. The directory only shows the media types that can be
played by the HMRec, as indicated by steps 2, 3 and 4 in Figure 31. For example, for an
electronic photo frame that only plays photos, the HMG merely presents the collected photos
to the photo frame; for an MP3 player, the HMG presents music media contents.
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The HMG shall support the following functions:

e The HMG should provide the unified directory service.

The HMG should be able to collect media contents from various media devices in the home
network to form a unified directory.

The HMG should be able to classify media contents according to various standards,
including the content type, content creation time, content creator, content author, and
content title.

The HMG should be able to query contents according to key words.

If the HMG detects that the HMSou can directly provide the contents requested by the
HNIRec without conversion, the URI provided by the HMG to the HMRec can point|to the
HNMISou; otherwise, the URI points to the HMG. In this case, the HMG should actively pobtain
coptents from the device that contains the selected media contents and {ransnpit the
conptents to the HMRec after conversion.

e The HMG should filter all media contents according to the media typesyrequested py the
HNIRec and present the directory of filtered contents to the HMRec.

e The HMSou should provide the directory query interface, imedia content directofy and
coptents.

. Th[ HMRec should be able to automatically connéct to the HMG to access its directofy and

bregwse the directory.

6.4 |Media format-requirements

The media format requirements shall fully Support the specification of IEC 62481-2.

What ppecific media format is applicable depends on the application case-it-may-be. Tlable 1
displays mandatory and optional forniats for each media class.

In ordper to establish the actual interoperability, IEC 62481-2 defines profileIDs which gpecify
various parameters of those codecs. The serving endpoints, such as HMSou and HMG, gxpose
profileDs which they support and the rendering endpoints, such as HMSou and HMRef, use
those profileIDs to idéntify the rendering capabilities.

Table 1 — Mandatory and optional media formats

Medglia Mandatory format set Optional format set
class
Imagelb IPEG Gt T PNG
Audio LPCM (2 channel), MP3 and WMAS9, AC-3, MPEG2 AAC, ATRAC3plus, MPEG4 (HE AAC,
MPEG4 AAC LC AAC LTP, BSAC), AMR, ATRAC3plus, G.726, WMA, LPCM
Video MPEG2, MPEG4 AVC (AAC LC MPEG1, MPEG4, WMV9, VC1, H.263, H.264, H.265, H.266,
Assoc Audio) MPEG4 part 2, MPEG4 AVC (BSAC or other for Assoc. Audio)

7 Home automation-reguirements

71 Requirements summary

In the home network system, the automation and control applications of the home network can
be supported by the HMG. HMGs should support all the requirements of ISO/IEC 14762.
Clause 7 describes some typical multimedia applications supported by the HMG:
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e de

vice control functionality in directory services (7.2);

e multimedia message service (7.3);

e de

vices management service (7.4);

e meters reading service (7.5);

e ho

usehold appliance control service (7.6);

e AV recognition and alarm (7.7).

7.2
7.2.1

The d

Devices in directory

—Printer

rectory services provided by the HMG should include printers. When the user, u

ploads

photog or pictures from video to a printer through any device, it means that th€ photos or
pictur¢gs should be printed. The HMG should provide the printer driver apndVprintin
management.

HMGs

shall support the following functions:

o |If the home network contains a printer, the directory services provided by the HMG
inglude the printer. The HMG should be able to detect theprinter automatically or corjfigure
the printer passively.

e W

en the HMRec uploads pictures and text contents to the printer directory, the HMG

j task

thould

should

regard them as printing tasks. If the pictures and text contents cannot be printed
immediately, a prompt should be provided.

o |If the printer is not a network printer, the HMG should support the printing task manag
function.

e The HMG can convert the contents uploaded from the HMRec to the printer into the n
format.

ement

eeded

e The HMG should only presentithe printer in the directory views of uploaded picturgs and
texqt contents.

7.2.2

The d
When
view

conve

Surveillance cameras

the user selects a camera through the video terminal, it means that the user ne

rsion and coding/decoding conversion services according to the capability of the te|

devicq. It eanalso clip pictures according to the operations on the terminal. The HMG

also c
same

bnsider the situation when multiple application terminals access the same camera
ime.

jrectory services)yprovided by the HMG should also include the surveillance carmeras.

eds to

he current-picture of the cameras. The HMG can automatically provide resglution

Frminal
thould
at the

HMGs should support the following functions:

o |If the home network contains a surveillance camera, the directory services provided by the
HMG should include the cameras. The HMG should be able to detect the cameras

au

tomatically or configure the cameras passively.

e When an application terminal selects the cameras, the HMG should regard it as viewing the
cameras' contents. The HMG should actively receive the contents from the cameras and
perform conversion, compression and clipping operations according to the requirements of
the application terminal.

e The HMG should support multiple application terminals accessing the same camera at the

sa

me time.
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e The HMG should only present the cameras in the directory views of downloaded pictures
and videos.

7.2.3 Intelligent household appliance

The directory services provided by the HMG can also include the controllable home appliances.
When the user selects a home appliance, it means that the user is to control the home appliance.
In this case, the HMG can send a control web page to the terminal, and the terminal controls
the home appliance through the control web page.

HMG ghall support the following functions:

e The HMG should be able to support control on home appliances and cah list|home
appliances in the directory.

e When a terminal selects a home appliance, the HMG can send a control,web page|to the
terminal. The web page can be provided by the HMG or the home appliahce itself.

e Hgme appliances should only appear in the directory views accessed by web-emabled
tefminals.

7.3 |Multimedia message application

7.3.1 Requirements summary for HMG
e The HMG should be able to provide email detection*and notification functions.

o |If the HMG provides the email detection function, it should send the notifications ¢f new
enjails to the device that can receive the natifications in the user's home network, for
exgample the STB, intelligent telephone and.the user's personal device.

o |If the HMG provides the email detectionfunction, it should provide an interface to corjfigure
theg user's email address, user namegpersonal device, public device that can receiye the
email, and password for viewing the“email text through the public device.

7.3.2 Multimedia message

A muliimedia message application means a device generates an event and sends a megsage,
which|is presented in the multimedia form in the home network. For example, when the yser is
watching TV while the fixed telephone rings, the user can see the calling number on m\e TV
screen. Another example is that the user hears a voice saying the clothes are all washed when
reading a newspaper in the study. Such multimedia message applications can be rdalized
through a unified)multimedia message application platform in the home network.

7.3.3 Requirements for multimedia message

In the home network, events that occur on devices can be heard or seen. These events include
incoming call, incoming email, ordered messages received, washing finished by washers,
heating finished by the microwave oven, and hot water ready in the bathtub. Such events can
be heard from the TV set and IP acoustic devices, or seen from devices with displays, for
example TV sets, video doorbells, PDAs, and mobile phones, or from indicators on the devices.
The user can hear voice, music and ring tones, mostly voice. Sometimes, the user can set music
or ring tones for specific events. Things to be seen include characters, pictures, video and icons;
they can include various effects or mainly character information, because characters are the
most direct expression mode. Sometimes, the user can set special pictures, videos and icons
for specific events.

A unified multimedia message application platform in the home network allows any device to
send a message and displays the message on the designated or dedicated display or indication
device.
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To support the unified multimedia message application platform in the home network, a unified
message format should be made. Each message should meet the following—requirements
recommendations:

7.3.4 Multimedia message format

Table |2 describes a general multimedia\message format that is recommended.

The message should contain the ID of the device that sends the message so that the
message receiver can classify and match the message. The device ID should be unique
inside the home network.

The message should have a message ID so that the message receiver can retrieve the
message. The message ID can be used with the device ID. Therefore, the message ID
should be unique in the device that sends the message.

The message should contain the type of the message content. Content types include text,
pidture, audio, voice and video.

Thie message should contain the media that presents the message contents\Mgssage
coptents should be able to be presented through indicators, display, loudspeaker and other
mgdia. According to the ways of obtaining information, messages can be /presenfed by
logking and hearing. The specific presentation mode is determined by the-message reg¢eiver.
The message sender should specify whether the message will be heard or seen.|If the
cohtent type is inconsistent with the presentation media, contents of'the message might be
cohverted, for example from text into voice.

The message should be able to contain the duration of presentation of message confents.
The message should contain the information about the length”of message contents.

The message should contain the content body. The format of the contents is determifed by
the contents; for example a video involves the resolution, frame rate and code format,|which
arg¢ determined by the content body.

Ngtification in the form of a special message should be sent to the display device to delete
the previously sent messages.

Table 2 — Multimedia message format recommended

Device ID Message ID Message Presentation Keeping Length of Mesgage
Media Type Media Type Time Message Body Bofy
(4 blytes) (2 bytes) (1 byte) (1 byte) (4 bytes) (4 bytes) (LMB bytes)

Device ID:_the-device ID is allocated by the multimedia application platform in a dinified
mqde; it can/be the IP address or MAC address of the device.

Mgssage 1D: allocated by the device that sends the message.

Md ssage Media Typn' indicates the content type of the message hndy; Q-no message body;
1-text; 2-picture; 3-audio; 4-voice; 5-video; 6-event code.

Presentation Media Type: 0 — unknown (that is, not designated); 1 — looking; 2 — hearing; 3
— looking and hearing.

Keeping Time: 0 — delete the message designated by device ID + message ID; non 0 —
duration of keeping, in seconds; if the message is not explicitly deleted after the time is due,
the device deletes it automatically. Because no message is to be displayed permanently,
there is no need to define a value to indicate that the message will be permanently
displayed.

Length of Message Body: The range is 0-0xffffffff; if the value of the message content type
is 0, this field is also 0.

Message Body: message contents to be displayed. If the content type is voice, audio, picture
or video, the format is determined by the message body. That is, the format of the message
body is its storage format. The message receiver will process the message body as a file.
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Before the message body reaches the receiver, however, it may be converted through the
intermediate device. If the message content type is event code (6), the message body is an
event code represented by a decimal number. The event code is defined by the message
sender, while the corresponding information content is provided by the HMG. The message
media type (MMT), presentation media type (PMT) and keeping time (KT) can be defined
on the HMG; in the message, these contents can be omitted.

7.3.5 Send a message

The message sender can directly send the message to the destination device or the HMG. The
HMG can select the destination device automatically or according to settings. Either the
message sender or the HMG can use the unicast mode or broadcast mode to send the message.

Itis remmmmmﬁmmjle the
HMG |forwards the messages to the display device. This can not only simplify~service

configurations, but also facilitate unified allocation of device IDs. Moreover, theeHM[G can
conveft the message body if necessary.

7.3.6 Delete a message

After the message sender is sure that the user has known the sent message, a special mgssage
can b¢ sent to the message receiver, notifying the receiver to delgte’the previous mesgsage.
The method is to assign the same message ID to the special message and set the keepinjg time
to 0.

When|the message sender is sure that the user has«viewed the displayed message, the
displayed message can be deleted and not displayed again.

7.3.7 Requirements for HMGs

HMGs| shall observe the following points:

e The HMG should accept the registration of multimedia services by the application deyice.
e The HMG should support the'receiving and forwarding of multimedia messages.

e The HMG should automatically detect the status of the application device and determine the
mgssage forwarding destination. It can also adopt the broadcast mode to forward messages.

e The HMG should-match the media format of the message and the media processing
capability of theumessage receiver. If necessary, it should convert the message body}

7.4 |Devicesmanagement by HMG

7.4.1 Device status

In 7.2 Lintrodusctionis—givento-the presentationof the printersurveilance cameras—and home
appliances in the directory. The HMG needs to know whether these devices are usable. Even
when a device enters the hibernation mode due to power management and can be remotely

woken up, the device is usable if the HMG can wake up the device.
The HMG should record the state of the device under its management. States include usable

and unusable. Usable states include the online state and the hibernation mode, in which the
device can be woken up by the HMG.

7.4.2 Connection status

If a media stream from the MS to the HMRec passes through the HMG, if the MS fails or the
connection between the MS and the HMG fails, the HMG can detect the failure. The HMRec
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can also detect the failure, as it cannot receive media data from the HMG, and terminate the
connection with the HMG automatically or under user operation. If the connection between the
HMRec and the HMG is abnormal, if the HMG makes no special processing, it can continue
obtaining media data from the MS, although it is insignificant to do so. Therefore, when
detecting any exception on the connection between the HMG and the HMRec, the HMG should
actively terminate or suspend the transmission to the MS, to save processing capabilities and
resources to serve other connections.

The HMG should be able to judge whether the transmission connection on itself is normal. When

h H H e H 1 [ 1 Lol 4 H " () 'H H
t e tr Moo SIUTT CUTTTITULIUTT TS alTiuT T ar, TU STTOUTU ITTTHIITTatT UT SUSPYTITTU LT TITcuUild Service.

7.4.3 Energy saving and power management

The hpme media service centre and player terminals, which store and manage.media contents,
might |be in the hibernation mode to save energy when they are not in use,"When thd HMG
accesges the media service centre and player terminals, it should be able'to wake up|these
devicgs. Therefore, the HMG should be able to support the power waKe-up function. Wgke-up
messgges can be saved on the HMG or queried by the HMG fromr.other devices. (A specific
solutign is needed.)

In some special cases, the HMG might force a device to enter the hibernation modg. For
example, if the HMG detects that the TV is on but there is,no-one at home, or no-one ndgar the
room \vith the TV, it can turn off the TV. In this case, the TV actually enters a hibernation mode.

HMGs| shall observe the following points:

e the HMG should be able to wake up;other devices in the hibernation mode;

e the HMG should be able to savé) the wake-up messages sent by other devices pefore
enfering the hibernation mode;

e the HMG should be able to-query the wake-up messages from other devices;

e the HMG can send theidormancy command to other devices.
7.5 |Reading of meters

The rgading of méters is an important function in home automation. It can significantly neduce
the ogeration expénditures of water, electricity and gas companies. This function shodld not
add apy burden on users. For each user, if meters of water, gas and electricity are I¢cated
outdogrs, the user normally does not pay attention to meter reading by water, electricify and
gas cqnipanies. As a result, the user is not interested in automatic meter reading, unlesq there
are some advalltayco, forexampte;theuser—can query thre—constmptions—of-water—ete tricity
and gas through a PC, a TV and a mobile phone to know family expenditures.

Because the water, electricity and gas companies do not have operation networks, the
deployment of automatic meter reading needs the cooperation between these companies and
network operators. This can involve the settings of many parameters, for example the server
addresses and the data report time.

If the metering data for water, electricity and gas is automatically reported by the home network,
the payment information should also be sent to the user's home through the home network. The
network should adopt a method to notify the user to query the payment information, for example
displaying payment information on TV.

The HMG communicates with water, electricity and gas meters through wired or wireless mode
in the home network system.
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HMGs shall observe the following points:

e the HMG should be able to support the three-meter reading function;

o the HMG should provide interfaces for communicating with water, electricity and gas meters;

e the HMG should provide the user query interface;

o the HMG should provide the configuration interface for some parameters, for example the
URL of the data report server and the data report time;

HMG should provide an interface for receiving payment information, or que

y the

yment information from the suppliers' servers.

Household appliance control

servic

intera

HMGs| shall observe the following items:

o the
o the
o the

ex

ontrol can be performed by mteans of a dir

ttion, or by logging on to a web page.

HMG should support control through short.messages;
HMG should be able to receive short messages;

HMG should resolve the message content, authenticate the password, and resol
bcute the control command when the HMG receives a short message;

HMG should be able to send aymessage, notifying the command execution result
mber that sends the control.command when the HMG receives a short message;

HMG should be able te-'support web proxies and provide control web pages for V|
me appliances;

HMG should support web proxies and allow the user to log on to web pages. It
vide user identity’ authentication and display the status and control results of
bliances through’web pages.

AV recoghnition and analysis

o the
nu
o the
ho
e thd
prd
ap
7.7
The a

intellid

any a

digfvideo analysis and recognition function of HMG refers to the usage of a
eft fools and it |s important in home special care scenarios. The HMG shall b

ectory

. The HMG is the control centre that support different forms of\control. For example, it
can cgntrol home appliances by receiving short messages sent by mobile phones, through

voice

e and

to the

arious

should
home

tificial
b able

bnormal audio and video result. Abnormal condltlons include a stranger |ntr

fire/smoke warning, and special noises such as a baby crying.

Functi

ons of HMG audio/video recognition and analysis are as follows:

e the HMG shall support AV analysis and recognition abilities;

e the HMG shall be able to make an alarm reminder for abnormal conditions.

8 QoS

8.1

General

ges for
uding,

There might be multiple streams or multiple types of streams passing through the HMG. The
HMG needs to distinguish the priority level of each HMRec and the level of the stream type. If
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the HMG has a limited output bandwidth and a limited processing capability, it should guarantee
the bandwidth requirement and quality of service (QoS) of devices of high priority.

The QoS for the HMG is compatible with the UPnP-Qo0S:3, which is defined in the
ISO/IEC 29341 series. The HMG should support the UPnP-QoS Device:3 service.

The following paragraph is the reference from UPnP-QoS Architecture:3 document. Refer to
UPnP-QoS:3 for more details.

The QoS for the HMG defines three services which are the QosPolicyHolder Service [QPH:3],
the QosManager Service [QM:3] and the QosDevice Service [QD:3]. All three services are
showr in Figure 32.

QosPolicyHolder

.................................. Set po||cy B — Service
§ D
(SN
0= 2
29 =
To B
Py
o
= 8 o
(O]
©

Control \ |
point T Request QoS (1) — M@ O

SeQ@

A
Traffic descriptor (4)
Qos device Qos device Qos device
Traffic Layer 2 % Q Layer 2 Layer 2
descriptor 802.3/802.11 802.3/802.11 802.3/802.11
Om_/?rted to Device \b Device Device
gpecific layer AL
2 QoS ‘ ‘ T
s Traffic ¢ Traffic
= streams * streams
Source Intermediat Sink

Figure 32 — QoS Architecture overview

Fundamentally, the QoS for the HMG manages the QoS for a traffic stream that flows bgtween
a soufce’and a sink device. A traffic stream is viewed as a uni-directional flow from ajource
device to a sink device, possibly passing through intermediate devices. In the interaction
described in this clause, a control point application is assumed to have the knowledge of source,
sink and content characteristics to be streamed, along with the content's traffic specification
(TSPEC). The control point constructs a TrafficDescriptor structure and requests a QosManager
service on the network to setup QoS for a traffic stream (step 1). The control point in the
QosManager Service (from here on referred to as "QoS Manager") requests the
QosPolicyHolder Service (step 2) to provide appropriate policy for the traffic stream described
by the TrafficDescriptor structure (step 3). Based on this policy, the QoS Manager configures
the QosDevice Service(s) for establishing the QoS for the new traffic stream (step 4).

8.2 QoS-requirements for HMG
e The HMG should support the UPnP-QoS Device:3 service defined in the ISO/IEC 29341
series.

e The HMG should guarantee the bandwidth and QoS needed by the streaming media.
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e The HMG should be able to implement priority control on transmission connections
according to the device priority. For example, the telephone is of higher priority than the
STB; the STB is of higher priority than the PC.

e The HMG should be able to implement priority control on transmission connections
according to the content priority. For example, voice contents are of higher priority than
audio contents; audio contents are of higher priority than video contents; video contents are
of higher priority than pictures.

e The HMG should be able to reject new media service requests, or terminate connections of
the lowest priority, if the remaining bandwidth or processing capability is insufficient.

e The HMG should support new QoS requirements for remote AV processing.

9 Security

9.1 Requirements summary

e The HMG shall prevent the leakage of protected media contents and tiansmit the [media
contents only to the media service requester. The HMG shall not savexthe media conptents
lodally.

. ThE HMG shall accept authentication by the HMRec.

e The HMG should be able to implement DRM authentication,on the service requestdr as a
procedure in the DRM.

e Thle HMG shall support encrypted transmission with the MS.

e The HMG shall support encrypted transmission with‘the HMRec.
e The HMG shall support multiple encryption algotithms.

e The HMG shall support multiple key management methods.

— | The HMG shall fully support multiple DPRM and link protection methods, including the
digital transmission contents protection over DTCP-IP: Digital Transmission Cpntent
Protection over Internet Protocol!

e The HMG should be able to replace the media service requester in accepting user identity
authentication by the media.sender.

o If fhe HMG replaces the HMRec in identity authentication, the HMG shall transmit related
authentication data with the HMRec in the encrypted mode.

e Thee HMG shall not(store related authentication data.

e The HMG shalltsupport firmware and software upgrades initiated from WAN side dr LAN
side.

e The HMG.shall check the firmware and software integrity before flashing procedure.

e The HMG shall provide a mechanism that guarantees the basic functionality chn be
re¢ovefed in the case of a failure of a firmware and software upgrade.

e The HMG should support WMS authentication through the RID allocated by the WMS. If the
HMG receives an RID from the media service requester, this RID shall be included in the
request when the HMG requests media contents from the WMS, or the HMG shall feed back
the RID upon the query of the WMS.

Suppose that the HMG is allowed to disguise itself as a media service requester, and accepts

device authentication by the media sender.-+shal-meet-the followingrequirement: The HMG

shall authenticate the MS to prevent unauthorized devices from obtaining the user's account
and password.

9.2 DRM

Some previous chapters have already talked about the digital rights management (DRM). In
general, DRM is used for two purposes. One is to encrypt transmission to prevent contents from
being intercepted. The other is to manage copies to prevent unauthorized copies. The purpose
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of preventing unauthorized copies is to restrict the propagation of media contents in the
authorized range; unauthorized devices will not be able to obtain protected contents. When the
HMG is involved, however, media contents are actually duplicated, which makes the situation
more complicated. In this case, a new DRM system should be designed to add supports for
media format conversion and transmission adaptation, or the existing DRM system can be
expanded to support media format conversion and transmission adaptation.

HMGs shall observe the following points:

9.3

The+HMG—shottdpreventthete ¢ d i e Asmit-themedia
coptents only to the media servi contents
loqgally.

Thie HMG should be able to implement DRM authentication on the service-request
procedure in the DRM.

The HMG should accept authentication by the HMRec.

Key management

In addition to the encryption of transmitted contents by the DRMJsystem, other conterts not
involving copyright might also be encrypted during transmissjo‘to avoid being intercepted; for
example, in video communications, video transmitted is encfypted. The HMG can supp¢rt the
convefsion service only if it gets a key and decrypts the média stream sent by the MS. Thdrefore,

the

encryption method with the MS.

HMG needs to get a key from the HMRec, or exchange the key and negotiate abqut the

If the mhedia stream received by the HMG is encrypted, the HMG shall also encrypt the corrmT[/erted

media|stream before sending it to the HMRec«The HMG can adopt the same encryption

ethod

used hetween the HMRec and the MS to secretly transmit media streams to the HMRec.[It can

also adopt another encryption method.

The HMG shall support key management.

9.4

Authentication

In the media conversion service method shown in Figure 4, the HMG wholly replaces the HMRec
in reqliesting media contents from the MS. In addition to the DRM authentication, the MS| might
implement device authentication on the HMG to check whether the device is permitted fo use
services. Fhe*MS might also authenticate the user identity to make sure that the uyser is

authoillized--The authentication process might include the following.

Device authentication: some services might require device authentication. Only registered
and authorized devices can use these services. The authentication process might require
the device to own or provide the following information:

— device authentication key;
— device authentication certificate;
— unique identifier of device.

The above information is bound with the device. If the HMG obtains such information and
replaces the HMRec in accepting MS authentication, the HMG is actually disguised as the
HMRec, which shall be prohibited. The only exception is that a device type is defined to
support the disguise and new authentication process and device specifications are made in
the new DRM system.

User identity authentication: some services might need to authenticate the user's identity. The
user can use a service only if he can provide the authorized account and password, and shall
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always use the service on the same device. The authentication process needs the following
information:

account name and password;

a key used to encrypt account and password in transmission.

In order to perform authentication, HMG shall observe the following points:

the HMG should be able to replace the media service requester to accept the user identity

au

kL

FH £ | . P~ A :
nmermieativiT vy uic 1hiouta oCriucTt,

the HMG shall accept authentication by the HMRec;
the HMG shall encrypt related authentication data transmitted by the HMRec;

the HMG shall not save related authentication data;

the HMG shall prevent the leakage of protected media contents andytransmit the

co

loqally;

accep
HMG
accou

9.5

For th
when

an au

the

it shal

H

shall authenticate the MS to prevent unauthorized devices from obtaining the
ht and password.

Credibility of HMG

eplacing the HMRec in obtaining media‘from the media source, the HMG shall app

’Forized device; it also means HMReg-shall confirm authorization of the HMG. The

Rec needs to authenticate the HMG. In encrypted transmission not involving the

HMRelc needs to authenticate the HMG so that the HMG is credible.

The HMG shall accept therauthentication by the HMRec.

10 Performance requirements

e The HMG:shall support simultaneous processing of at least two input media strean;
twp output media streams, including media stream transcoding, resolution adap

tr
en

media

htents only to the media service requester. The HMG shall not save the media contents

suppose that the HMG is allowed to disguise itself as a,media service requestdr, and

device authentication by the media sender.-tshal-meetthe followingrequiremedt The

user's

b consideration of the DRM, the HMG shall,be an authorized device. This means n¢t only

ear as
efore,
DRM,

be ensured that the HMG will.not disclose the media contents. For such reasors, the

s and
fation,

a|nsport protocol adaptation, stream combination, stream division, duplication, redinFction,

cryption ana decryption.

If the HMG provides the video clip function, it shall be able to quickly respond to the
coordinate switching command sent by the terminal.

The HMG shall enter the energy-saving state when it does not provide services, for example,

by

reducing the CPU rate.

The HMG shall be able to work normally in the energy-saving state and receive service
requests.

The HMG shall recover from the energy-saving state once it receives a service request.
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11 RegquirementsforInterfaces and protocols of HMGs

11.1 General

The HMG is a logical device which can be combined into any physical device in home network
as well as can be a separate physical device. The HMG shall be in accordance with the
requirements if HMG adopts the optional interfaces given in Table 3 and Table 4.

11.2 WAN side interfaces

Table 3 — WAN side interfaces

(71 4

Qptional Requirements and options
interfaces
ADSL|and 1) The HMG should include an internal ADSL modem.
ADSLR+

2) The HMG should comply with requirements as specified in ANSI T1(448:1998 [1],|ANSI
T1.413a-2001 [1] and ITU 992.1 [2] for Annex A-er-AnnexB depending upon regignal
requirements.

3) The HMG should support FDM-mode per ANSI T1.413 [1],.and ITU-T G.992.1 [2].

4) The HMG should comply with ITU G.992.3 [3], (ADSL2)'and ITU G.992.5 [4],
(ADSL2+).

5) The HMG should comply with ITU G.992.3 [3], Annex'L (RE-ADSL2).

VDSL? 1) The HMG should include an internal VDSL2, modem.

2) The HMG should be compliant with ITU-T G:993.2 [5].

3) The HMG should include support for.the, following application reference models frpm
ITU-T G.993.2 [5]:

— G.993.2 [5].section 5.4.2, Data with POTS service
— (G.993.2 [5].section 5.4.1\Pata service (no POTS or ISDN)

Ethernjet (WAN) 1) If the HMG supports ancoptional WAN Ethernet port, it should support 10BASE-
T/100BASE-T presentedon an RJ-45 jack.

2) If the HMG suppeorts/both a WAN Ethernet port in addition to another physical WAN link
type (e.g., ADSL, VDSL2, ONT function, etc.), simultaneous use of both WAN ports
should not be supported.

3) Any Ethernet port used as a WAN link should be non-blocking for LAN to LAN anq LAN
to WAN traffic flows. This may occur in some implementations that use one port df a
multi-port Ethernet switch for WAN use, sometimes as a result requiring LAN to LAN
traffic to be forwarded and processed through the device CPU.

GPON 1) “Fhe HMG should include an integrated GPON ONT interface.

2) The HMG should comply with all mandatory requirements for the ONT as specifiefl in
ITU G.984.1 [6] (General Characteristics), G.984.2 [8] Amd 1 (Physical Media
Dependent Layer), G.984.3 [8] (Transmission Convergence Layer) and G.984.4 [9]
(ONT Management and Control Interface).

3) The HMG should support requirements contained in Table 3.2 of ITU-T G.984.2:2D03

=z i 41 Lo ol 4 4 4 Y } haal
T maTtopttarotager—SourcetypetranstmiterrangemeanTrauntnet—powet

min/max, extinction ratio, etc.).

Numbers in square brackets refer to the Bibliography.
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1.3 LAN side interfaces

Table 4 — LAN side interfaces

Optional Requirements and options
interfaces

ETH 1) The HMG shall have at least one 10/100BASE-T Ethernet port (RJ-45 jack) for
connecting it to the home data network.

for speed and duplex on a port-by-port basis according to IEEE 802.3u.

back off timers so that traffic marked with Ethernet priority (as defined in IEEE
802.4B1Q) can get statistically better treatment on broadcast LAN Segments.

2) The HMG shall be able to support both 10BASE-T and 100BASE-T with auto negotiate

3) The Ethernet LAN interface should allow for adjusting the inter-frame and collision

G.hn 1) The HMG should be compliant with G.hn Physical Layer (recommendation JFU>T
G.9960 specification).

2) The HMG should be compliant with G.hn Data Link Layer (recommendation ITU-T]
G.9961 specification).

Wirelgss 1) The HMG shall be compliant with the IEEE 802.11 b/g specifications.
2) The HMG shall be Wi-Fi CERTIFIED™ for all applicable IEEEy802.11 standards.
3) The HMG shall be Wi-Fi CERTIFIED™ for WPA2-Personal.

4) The HMG shall support setting the Ethernet VLAN_ identifier, defined in IEEE 802.
incoming wireless traffic to a configurable value, based on SSID.

1Q, of

1

Software and firmware upgrade is necessary fopmaintaining stability and security. HMG

S

2 Upgrade

uppoft upgrade functions as follows:
HNIGs shall provide the ability to uggrade software and firmware related to multi
prgcessing, including but not limitedsto multimedia control and management;

HNIGs shall provide upgrade.setting option to support online automatic upgrade o
mgnual upgrade;

wHen new software/firmware is available, HMGs shall offer a manual upgrade funct
users;

HNIGs shall verifythe’source and integrity of the upgrade package before upgrading;

Wihen the upgrade fails, the availability of the original multimedia processing capabilit
be|maintain€d-and the user should be given corresponding prompts.

5 shall

media

r user

on for

y shall
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A1

A.11

Descr

Annex A
(informative)

Application scenario

Entertainment

Scenario 1: playback

iption:

A honle network might contain one or multiple media servers, which support a lot of

conter
might

resout
Preco
Media
There

Applic

The u
netwo

Applic

The u
media
alsod

the selected media contents.

Funct

ts. Other user terminals, for example, the STBs, mobile phones and digital car
also contain some media contents. Once these devices are on, the user~can acce
ces and select a media content to be played on the media player.

hdition:

contents are stored on the media server and some other devices.
is at least one media player that can play media contents.

cation process 1:

ser operates the media player, which displays all media contents found in the
k. The user selects some contents and starts playing the contents.

cation process 2:

contents found in the home hetwork. The user selects some contents. The control
splays usable players in\the home network. The user selects a player and starts p

onal requirements:

media
heras,
ss the

home

ser operates a control devicey for example a remote control or a PC, which displays all

jevice
laying

e The HMG can provide the directory service to collect all media contents in the home neftwork,

m4

e The HMG-ean provide the media conversion service when necessary, so that media fg

no

inly contents on media servers.

I supported by a player can be played on the player.

rmats

e TheNKG id I lati ice wl I

1at the

player can play the selected media content if the player and the device that provides media
contents use different transport protocols.

e The HMG should support the conversion of the control protocol when providing the transport
protocol translation service.

e Devices containing media contents should actively report their contents to the HMG, or
accept queries from the HMG.
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A.1.2 Scenario 2: VOD

Description:

The user can play media programmes on demand from the public network through a TV set, a
PC and various hand-held devices.

Precondition:

The server in the WAN might authenticate the identities of the user and devices. The contents
provided might be protected by the digital rights management (DRM) technology.

Appli¢ation process 1:

The user logs on to the media server through the STB. The programme list is_displayed pn the
TV se}. The user selects a programme, and the programme is smoothly played:

Appli¢ation process 2:

The uper surfs the Internet through the PC. On a web page, the user finds a video |media
hyperlink. The user clicks the hyperlink and the video is smoothly. played.

Functjonal requirements:

e The HMG should provide the media conversion setvice, so that the player can play [media
forimats it does not support.

e The HMG should be able to meet the DRM requirements.
A.1.3 Scenario 3: change player

Descrjiption:

When|the user watches a programme on demand on a device, the user wants to transier the
progrgmme to another devicefand continue watching.

Precolndition:
The user owns multiple players, all of which are connected to the home network.

Appli¢ation process:

The ugseriwatches a movie on demand on the PC in the study.

After watching for a while, the user finds the movie very interesting and wants to transfer the
programme to the TV set in the sitting room. The user suspends the programme and selects
the TV set in the sitting room from the device list. The programme is transferred to the TV set
in the sitting room.

The user comes to the sitting room and turns on the TV set and switches to the VOD channel.
The TV screen shows the last picture of the programme and a prompt, "Please press OK to
continue." The user presses OK on the remote control. The programme is played from the
previous break point.
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Functional requirements:

A.1.4 Scenario 4: multicast

Description:

The HMG can support the media stream redirection function and support programme
transfer.

Even if the destination device is not on, the programme transfer can succeed.

After the programme is successfully transferred, the destination device should display the
last picture at programme pause.

The user can press the prompted key on the destination device to continue playing the
programme.

If the destination device does not support the original media format, the HMG should provide
the conversion service.

If programme transfer is supported through the HMG, the HMG should meet\thel DRM
requirements.

While [watching TV programmes on demand or programmes stored.in the home netwogrk, the
user wants to output the currently played programme on multiple’player terminals, so that|family
memblers can watch the same programme in different rooms oroeh various types of devides.

Precondition:

Relatgd players are connected to the home network.so that they can interwork with one arother.

Appli¢ation process 1:

The usger orders a programme.

The uger selects multicast from the menu or through the functional key of the remote cpntrol.

The ligt of all players is displayed_on the TV set.

The usger selects multiple players that are used for simultaneous playback.

The uger presses OK,_The current programme on demand is played on all selected TV sgts.

Appli¢ation process 2:

The ugerviews the VOD or playback programme being played in the home network through the
player. The user selects the programme being played and starts playing the programme [on his
device.

Functional requirements:

Through the HMG, a terminal device can join the multicast group of a programme being
played.

The HMG should be able to accept a terminal device passively joining of a multicast group.
The HMG should be able to accept a terminal device actively joining of a multicast group.

For a terminal device passively joining a multicast group, the joining operation should
succeed, even if the device is not on.

A terminal device passively joining a multicast group will play the multicast contents once it
is turned on.
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e When the HMG forwards media contents to multiple terminals, it should convert media
streams in orientation to the capabilities of different media receivers, if necessary.

e The HMG can accept the Stop Playback request from any terminal, which means leaving
the multicast group.

e The HMG should permit trick mode operations by any terminal in the multicast group.

e Th

A.1.5

e HMG should support multicast under the permission of the DRM.

Scenario 5: remote sharing

Description:

User 1 transfers some media contents in the home network to the media player of use

that u

Preco

ber 2 can remotely enjoy the contents provided by user 1.

ndition:

User 1 can access the home network and the player of user 2 and transmijt data to user

Appli¢ation process:

User 1 notifies user 2 of some media contents. User 2 is asked to turn on a device and
the device with user 1.

Upon

he request of user 1, user 2 turns on the TV setdnthe sitting room and tells user 1

the shfare ID.

User | accesses the home network of user 2{hrough his PC. User 1 enters the share |
finds the shared TV set. User 1 selects the IV set as a remotely shared media receiver.

User 1 browses the media directory at home, selects the needed contents and starts p

At the
the co

Funct

time, the PC of user 1 starts playing the selected media. At the same time, user 1
htents transferred by user ¢;on the TV set.

onal requirements;

e |If the remote deviee.does not support the format of the transferred media, the HMG
provide the media-conversion service.

e In

A.1.6

the homeetwork of user 1, the HMG can provide the directory service.

Scenario 6: remote playback

2, so

share

about

D and

aying.
P sees

thould

Descrjiption:

User 1 accesses the contents on the media server in the home network from the WAN. User 2

needs

Preco

to access the media contents in the home network of user 1.

ndition:

User 1 has configured relevant permission in the home network so that other users can access
his home network from the WAN and access the devices and contents in the authorized range.

Application process:

User 1 or user 2 accesses the home network of user 1.

The user is prompted to enter the account and password.
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The user enters the account and password.

The user accesses the media directory and sees the list of programmes in the authorized range.

The user selects the contents to be played and starts playing the contents.

Funct

e Th

ional requirements:

e HMG can provide the directory service.

e The HMG supports content authority management and can filter the directory according to
the allfhnrif‘\’/ of a visitor

o W
pr(

AA1.7

Descr

The nj
servel
conter
home
WAN

Preco
The u
Theu
Applic
Theu
After 1
The P

The u
on theg

en the user accesses the media contents that the device cannot play, the HM
vide the media conversion service.

Scenario 7: upload and download
iption:

edia contents on the user terminals are synchronized with the’contents on the
in the home network. Contents of the terminal can be uploaded to the media g
ts of the media server can be downloaded to the terminal; contents of devices
network can be uploaded to the WAN server; contents‘can also be downloaded fr(
server.

ndition:

ber has a media server in the home network to store and manage media contents.

tation process 1:

ber takes many photos witha digital camera during a tour.

eturning home, thesuser connects the digital camera to the PC through the USB intg
C detects the USB device.

ser opens the USB device, selects the photos, and copies them to a designated dir
media-server.

ber terminal can access the media server and upload and download media contents.

(G can

media
erver;
in the
m the

rface.

ectory

The u

Eop gnfc a prnmpf, "Do you want to convert the format of the phnfne before Qa\/ing’

The user selects "Yes".

The format of the photos is converted, and the photos are saved on the media server.

Application process 2:

The user is going to make a trip. He wants to carry an MP4 player to watch movies on the way.

The user searches for movies stored on the media server and selects two that he has not seen.
Then he downloads the movies to the MP4 player.

After half an hour, the download is completed.
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Functional requirements:

A.1.8 Scenario 8: printing

Desciiption:

The HMG can provide the directory service.

If the application terminal cannot access the media server directly, it can access the media
server through the HMG. For example, the application terminal can be connected to the
HMG, which is connected to the media server through the IP network.

During the uploading of contents, if the contents are transmitted through the HMG, the HMG
can ask the user whether to convert contents into a format supported by the media server.

During the uploading of contents, if the media server in the home network or WAN requires
that the format of contents should be supported by the server, the HMG can convert the

format-of-the-contents

Ddring the downloading of contents, contents downloaded should be in a format.supported
by[the terminal device. In this way, the HMG might need to provide the format/eonversion
sefvice.

The user takes some photos with a mobile phone. After returningthome, the user wants tp print

the photos.

Precolndition:

The usger has a printer at home.

The mobile phone does not support the printingdunction, but can upload information.
Appli¢ation process:

The uger browses photos on the mobile phone.

The user selects photos and performs the upload operation.

The mobile phone displays a directory, which includes the media server and the printer.
The user selects the.printer and confirms the upload.

Photo$ are uploaded to the printer.

Functjonal requirements:

The mobile phone can access the directory service in the home network.
The HMG can provide the directory service and list the printer in the directory.

The HMG should provide the printing service. If the terminal device uploads photos to the
printer, the HMG is able to send the photos to the printer for printing.

If the printer does not provide a task management capability, the HMG should provide the
printing task management function.
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A.1.9 Scenario 9: home multi-screen interaction

Description:

User has a video/picture in a mobile phone. Other family members using different devices
(smartphone, tablet, computer, TV etc.) want to watch the same picture/video and all of them

can get optimal display experience.

Precondition:

There are multiple devices at home that can play multimedia with smart screens, and all of them

Appli¢ation process: Qy

™
N4

User A browses photos/video on the mobile phone. (l/

Other ffamily members using different smart devices want to get the mqu\esource at thg
time. They select the targeted device (mobile phone of user A) on %a,screen and send
sharing request. C)

same
media

User A's mobile phone receives a prompt window with quesﬁg\ "smart device X is requesting

media|sharing, please select OK or Reject". Q

User A presses OK to each request and media is pI&ﬁd on each device.
QO

Functjonal requirements: %)
)
e Snpart devices can find all the other ho@ devices through the HMG.

e The HMG stores locations and capaﬁ&ies of all smart devices at home.

e HNIG can adaptively process mé@ resources according to capabilities of media recgivers.

e HMG can adaptively proce edia resources according to the media receiver's n¢
copdition.

-

e HNIG can request a r@ié resource with specific parameters to media source.

A.1.1Q Scenario 10:)ihward remote sharing

Descijiption: Q,®
O

User with @—held device in WAN environment wants to share media with home devicq.

ptwork

Precondition:

User's hand-held device is able to access the home network.

Application process:

The user opens the hand-held device and accesses HMG.

The user selects the targeted media source device from the list provided by the HMG.
The user browses the media resource list and selects the one to be shared.

The user sends the media to the HMG.
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HMG adaptively processes the media stream and sends to the target media receiver.

Functional requirements:

e The HMG shall be able to adaptively process multimedia sent from WAN device to home
media receiver.

e The HMG can provide the directory service.

e The HMG supports content authority management and can filter the directory according to
the authority of a visitor.

A.2

A.21

Descr

Email
emailg
on to

the usler in visual or audio mode, the user's experience will be significantly improved. T

can fy
Outlog

Preco
The u

Applic

The email detector periodically detects~the mailbox set by the user.

The u

The u
email.

Applic
The u

The u

- T
LUITIIarIiIeativri

Scenario 11: notification of new email
iption:

has become an important way of communication among people; however, viewin
is a complicated process. The user needs to turn on the PC, run_certain software
h website. If a device can be used to automatically monitor theyuser's mailbox and

Ifil this objective when it is configured with certain software, for example Mig
k1. As the PC consumes a lot of power, however, it mdy not be on all the time.

ndition:
ter has a mailbox and sets the address of the’mailbox on the email detector.

cation process 1:

ser is watching TV. A sign_indicating a new email is displayed on the TV screen.

ser views the new email with the remote control, and reads the subject and text
After the email is-fead, the sign indicating the new email disappears from the TV s

tation process 2:

ser{picks up the telephone to listen to the message. The message is about a new|

ser is doing chores when he sees that the message indicator of the telephone is on.

g new
or log
notify
he PC
rosoft

of the
Creen.

email

receiv

ed.-Theuser trears thesubjectand sender of the rew enTait:

The user hangs up. The message indicator is off.

The user turns on the PC and reads the text and attachment of the email.

1 Outlook is the trade name of a product supplied by Microsoft. This information is given for the convenience of
users of this document and does not constitute an endorsement by IEC of the product named. Equivalent products
may be used if they can be shown to lead to the same results.
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Functional requirements:

e The email detection function can be supported by the HMG, home gateway or other devices.

e When the home gateway or another device detects a new email, it sends a message to the
HMG. The HMG forwards the message to the TV STB and the telephone with the message
function.

e The HMG should support the conversion from text to voice, so that the new email can be
converted to a voice message on the telephone.

e After the user views the new email on a device, the device should send a message to the
HMG. The HMG sends a message to other devices, asking them to delete the notification

of

A.2.2

Descr

When
calling
displa

Applic

The u

\-a-a~a

Scenario 12: notification of incoming call
iption:

the telephone rings, people's first response is always “Wheo-makes-the-call2™ "
?" If the user is watching TV when the calling number or evensthe caller's ne
yed on the TV screen, the user's experience will be improved,

tation process:

ber is watching TV when the telephone rings.

The calling number or the caller's name is displayed oh the TV screen.

The uj

Funct

er picks up the phone and the notification@f incoming call disappears fromthe TV s

onal requirements:

e When the telephone rings, it cancsend a message to the HMG, which includes the

nu

e Up
mq

mber and/or the caller's name.

on receiving the message,"the HMG forwards it to the TV STB. The STB displa
ssage.

\Who's
me is

creen.

calling

s the

o Affer the ringing telephone is picked up, it sends a message to the HMG, indicating that the

tel
of

A.2.3

Descr

ephone is picked‘up. Then the HMG sends a message to the STB to delete the notif
the incoming.call that has been answered.

Scenario 13: content sharing through videophones

iption;

cation

User

Makes vVideo Commumications withuser 2T he two parties strare some media co

through videophones.

Preco

ndition:

Both user 1 and user 2 have videophones.

1tents

User 1 has a media server or an ordinary PC in the home network, and the server or PC stores
the media contents that user 1 will send to user 2.

The vi

deophone of user 1 has a USB interface.
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Application process 1:

User 1

makes video communication with user 2.

User 1 says, "l went to Wuyi Mountain last week. The scenery was gorgeous. | took many
photos."

User 2 says, "Oh, let me have a look at your photos."

User 1 operates the videophone and browses the directory of media contents in the home

netwo

rk. He finds the photos taken on Wuyi Mountain and sends them to user 2 one by one.

The p
User 2
When
After
Applic
User 1

User 1
him. W

User 2

User
videof
video

User 1
During

User 2
videoq

notos are also displayed on the videophone of user 1.

sees the photos sent by user 1 on the videophone.

photos are being sent, user 1 and user 2 can keep voice communications.
hotos are all sent, user 1 and user 2 can see the scenes of each’other.
tation process 2:

makes video communication with user 2.

says, "My son is really cute. He is now 6 months old. Yesterday | took some vi
ould you like to have a look?"

says, "Sure! Send it to my videophone("

connects his camera to his videgphone through the USB interface. The screen
hone shows that a USB device is found. User 1 opens the USB device and fin
faken of the baby. Then user starts sending the video.

that time, user 2 and user 1 keep voice communications.

thinks that the'screen of the videophone is too small. He performs an operation
hone and forwards the video to the TV set, which brings about a better visual effe

After the video.playing is finished, user 1 and user 2 can see the scenes of each other.

Funct

Heo of

of the
s the

P sees the video sent byyuser 1 on the videophone; he also hears the baby's s¢unds.

bn the
ct.

onal requirements:

e |f the videophone of the video receiver does not support the format of the media contents
sent by the media sender, the videophone of the sender can request the HMG to convert
the video format into one supported by the remote videophone.

e If the local videophone cannot extract the audio part of the AV media stream and encode it
to voice codes supported by the videophone, for example G.711, the HMG should provide
the conversion service.

e The HMG should provide the directory service for browsing and selection by videophones.

¢ The HMG might need to decompose each AV media stream into an audio stream and a
video stream and provide them to the videophones.

e The HMG might need to compose the audio and video parts of videophones into AV streams
and send them to other players.
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A.3 Security

A.3.1 Scenario 14: video surveillance

Description:

The user accesses the surveillance cameras at home and controls the cameras to view different
places.

Precondition:

The user has deployed surveillance cameras at home.

The usger has a hand-held device or a fixed terminal to access the network.
Appli¢ation process:

The usger uses his mobile phone to access his home network.

The usger is prompted to enter his account and password.

The user enters his account and password.

The uper can see the directory of accessible resourées? He selects the surveillance cameras
and s¢es different scenes.

The usger controls the cameras by using the direction keys of the mobile phone to view gcenes
in diff¢rent directions.

Because the screen of the mobile phone is small, the user fixes the direction of the cameras
and usges the number keys of the mobile phone to shift the pictures to see different partg. The
user cjan also use the number key'5 to switch between the whole scene and partial scen

D U

Functjonal requirements:

e The HMG can provide the directory service and the surveillance cameras are inclufded in
the directory.

e The HMG should match the format of the cameras and that of the user terminal. Thatis, the
HNIG should)provide the media conversion service.

e Thee HMG'can interpret operations on the user terminal into cameras control commarjds.

e The'HMG supports picture clipping and zooming. Different parts of pictures can be clipped.

A.3.2 Scenario 15: image recognition and alarm

Description:

Special care and danger alarm are typical topics that require instant information or alarm.
People not able to take good care of themselves such as the elderly, babies and disabled people
usually need special home surveillance. Besides, house owners might want to be notified if
strangers intrude and in the event of fire/smoke warning in order to make a quick response.
Therefore, caregivers or house owners need to be informed when abnormal AV is captured by
the camera.
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Precondition:

The user has deployed surveillance cameras and alarms at home.

The user has a hand-held device or a fixed terminal to access the network.
The alarm can access the network and it connects with HMG.

Application process:

Homesturrethance—cameras—pe
Abnormal AV is captured by camera and sent to the HMG.

The HMG analysis recognizes and classifies multimedia data. It sends the ainofmal AV(to the
user's|hand-held device and the local alarm device at the same time.

The uger at home will notice the alarm and the user out of the homefwill receive the notlice on
the hand-held device.

Functjonal requirements:

e The HMG shall adaptively process media for user t€fminal devices with a suitably [coded
format, resolution and frame rate.

e The HMG shall support AV stream analysis, recognition and classification.

e The HMG shall be able to send an alarmgreminder message to the media receiyer for
abhormal conditions.

e The HMG shall support AV clips.

A.4 | Automation

A.41 Scenario 16: controlling home appliances

Desctiption:
The uger remotely eontrols home appliances and queries their status.
Precojnditiont

The usef’s,home network allows remote access and has taken security into consideratioh.

Application process 1:

The user can log on to his home network by using the web function of his mobile phone. Then
he is prompted to enter his account and password.

The user enters his account and password and logs on successfully. The mobile phone displays
accessible devices at home.

The user selects the air conditioner in his room and presses the operate key.

The mobile phone displays that the air conditioner is shut off and asks whether to turn it on.
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The user selects yes. The mobile phone prompts that the air conditioner is turned on and the
currently set temperature is 26°C. The mobile phone also prompts the user to press the direction
keys to adjust the temperature.

The user presses the down key and sets the temperature to 25°C.

The mobile phone prompts that the temperature is successfully set.

The user exits the web function.

Application process 2:

The u
"room

The u
his ho

Funct

o If
an
co

o |f
va
md

o |f

. Thtr HMG can provide the home appliance control function.
h

ser edits a message on his mobile phone: "xyz, room 1, T25". "xyz" is the)pas
1" indicates the big bedroom; "T25" indicates the temperature set is 25 °C;

ser presses the send key and enters the fixed telephone number to sénd’the mess
me.

onal requirements:

e HMG provides the home appliance control function)'a web page should be prg
0 the web page should contain the hyperlinks.&t6 controllable devices or a
ntrollable devices.

he HMG provides the home appliance control function, a control interface co

de.

he HMG supports the remote contrel on home appliances through the web pag

o |If
co

o |f
au

o |If the HMG supports-remote control on home appliances through short messages, it §

be
A.4.2

Descr

viTtor ID has to be authenticated.

he HMG provides the home appliance control function, the user can implement 1
ntrol through short messages.

the HMG supports remote control on home appliances through short mes
hentication information‘contained in short messages should be checked.

able to receive-short messages.
Scenario:17: meter reading

iption:

Data d

sword;

pge to

vided,
list of

vering

rious devices should be provided. The user'ean also control home appliances in the¢ reply

e, the

emote

sages,

thould

f\electricity, water and gas meters can be automatically sent to the suppliers.

Preco

ndition:

Meters installed at the user's home provide digital communication interfaces.

The HMG at the user's home can communicate with these meters.

Application process:

According to settings, the HMG communicates with the digital water meter, digital electricity
meter and digital gas meter and reads metering data on a specific date and in a time segment
each month, for example, 2 a.m. to 5 a.m. on the first day of each month.
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The HMG sends the metering data to the water supply company, electricity company and gas
company through the IP network.

The water, electricity and gas companies deduct payment from the bank account offered by the
user.

On the second day each month, the user receives email notifications from the water, electricity
and gas companies, which inform the user about the payment deductions.

Functional requirements:

. Thr HMG can provide the automatic meter reading function.

o |If {he HMG provides the automatic meter reading function, it should provide interfages to
cophnect the digital water meter, electricity meter and gas meter.

unjform resource locators (URLs) of the servers of water, electricity and‘gas companies, as
well as accounts and passwords needed by these servers. It should also set the m¢thods
forl receiving payment notifications and mailbox information.

e |If the HMG provides the automatic meter reading function, it should be\able to Tt the

e The HMG can actively query the payment information from the sérvers of water, elegtricity
and gas companies, or query the payment information from banks. Then it notifies the user
though the TV set.
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A.5 Summary

According to the preceding analysis, the following functional requirements should be supported
by the HMG.

Scenario Classification of functions
o b (7]
- (=g [
s | 2| S|el|ls |3 2| 2
Q o = Q0
5 (2] 8| 8|3 |5 |8 |s|8 |2 a
g 3 = 3 9 o = & 9 @ S
=] (2] o Q 3 < [1:3 o < (] =4
S - S - S - S W " -
s | 5| s |g|3 88|23
Sle| s || 8| ¢ 8 |8
g =] =]
1. Playback Y Y Y
2. VOD Y
3. Change player Y Y
4. Multicast Y Y
5. Remote sharing Y Y
6. Remote playback Y Y
7. Upload and download Y Y
8. Printing Y
9. Home multi-screen Y Y
interaction
10. Inward remote sharing Y Y
11. Notification of new email Y
12. Notification of incoming Y
call
13. Content sharing through Y Y Y Y
videophone
14. Video surveillance Y Y Y Y
15. Image recognition and Y Y Y
alarm
16. Controlling home Y
appliance
17. Meter reading
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA GATEWAY IN HOME NETWORKS - GUIDELINES

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
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H-user network, of IEC technical committee 100: Audio, video and multimedia s)jstems

This second edition cancels and replaces the first edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a)

b)

c)

addition of new multimedia processing functions and requirements the HMG shall support,
including adaptive multimedia processing, audio/video remote processing, and play function

en

hancement, in Clause 6;

addition of home automation functions and requirements of audio/video analysis, recognition
and alarm services based on Al technologies in Clause 7;

addition of upgrade function and requirements of HMG in Clause 12.
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The text of this International Standard is based on the following documents:

Draft Report on voting

100/4160/FDIS 100/4175/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and develofed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed™by IHC are
descriped in greater detail at www.iec.ch/publications.

The committee has decided that the contents of this document will remainiunchanged until the
stabilify date indicated on the IEC website under webstore.iec.ch in/the data related [to the
speciflc document. At this date, the document will be
e reg¢onfirmed,

e witlhdrawn, or

e reyised.

IMPORTANT - The "colour inside” logo onthe cover page of this document indi¢ates
that {t contains colours which are considered to be useful for the correct understanding
of it§ contents. Users should thereforeprint this document using a colour printer
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INTRODUCTION

In the smart-home system, in order to meet the various requirements of home intelligence, all
kinds of communication devices (computers, consumer-electrical products, etc.) and multimedia
devices (TVs, surveillance cameras, etc.) are integrated into a home network. Such a network
(comprising home information, entertainment, control services, etc.) thus forms a system of
information exchange with outside networks.

In a home network system, terminal devices such as information devices, communication
devices, entertainment devices, household appliances, meters of gas, water and electricity,
health-care equipment, and lighting and security systems are interconnected through the
InterngtT o INgs (loT) technology to implement the network management and servicgs and
share |[the resources and services in the network. Based on the interconnection of“tefminal
devicgs, home network systems can also provide comprehensive multimedialprocgssing
services through the use of multi-screen interactive services, remote access, image recoghition,
and ofher audio and video processing technologies.

The multimedia services and the management for devices mentioned above can be perfprmed
through a home multimedia gateway.
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MULTIMEDIA GATEWAY IN HOME NETWORKS - GUIDELINES

1 Scope

This document describes the general guidelines for typical applications of the home multimedia

gatew

ay in home networks supporting IP networking.

markeft. For general requirements, it is expected that widely adopted standard
technglogies will be considered by implementers.

This document gives supplementary applications to the IEC 62481 series{ which spec
centrjl management model in home networks supporting various interfaces on the LA

and o

This d
simila

2 N

the WAN side (optional).

ocument is applicable to home multimedia gateways in the(home network or netwg
environments.

brmative references

The following documents are referred to in the texi innsuch a way that some or all of their c

consti
For u

utes requirements of this document. For dated references, only the edition cited a
ndated references, the latest edition~of the referenced document (includin

amendments) applies.

IEC 62481 (all parts), Digital living~network alliance (DLNA) home networked

intero

berability guidelines

IEC 62481-1:2017, Digital (living network alliance (DLNA) home networked

intero

berability guidelines —+Part 1: Architecture and protocols

IEC 62481-2, Digital-tiving network alliance (DLNA) home networked device interope

guide

ines — Part 2s.Media formats

ISO/IHC 29344 (all parts), Information technology — UPnP Device Architecture

ISO/I§C<29341-1, Information technology — UpnP Device Architecture — Part 1: UpnP |

home
in the
5 and

fies a
N side

rks of

bntent
bplies.
J any

evice

Hevice

ability

Device

Archit

oture MVersion 1 0
GHHO— o510

RFC 2663, IP Network Address Translator (NAT) Terminology and Considerations

RFC 3022, Traditional IP Network Address Translator (Traditional NAT)

IEEE 802.1Q™, IEEE standard for Local and metropolitan Area Networks — Bridges and Bridge
Networks
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3 Terms, definitions and abbreviated terms
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/

e |SO Online browsing platform: available at https://www.iso.org/obp

3.1 Terms and definitions

3.1.1
home|multimedia network
high speed network system to transport multimedia information within the home hetwork

3.1.2
home|multimedia gateway
HMG
logica| device in the home network, which provides such functionscas multimedia procgssing
and h¢me automations, interconnection, QoS and security

Note 1 fo entry: It can connect LAN with outside networks (for example infernet), implementing protocol trapslation
and off¢r various network services.

3.1.3
contr¢l point
logica| device that retrieves device and Service descriptions, sends actions to Services|, polls
for Sefvice state variables and receives eventsfrom Services

Note 1 fo entry: 'Service' is a term that is also defined in the ISO/IEC 29341 series.

3.14
terminal device
devicqd in the home network that Can be controlled and managed by HMGs and control ppints

3.1.5
medid receiver
MR
devicqg that receives.media contents

Note 1 jo entry: (It hormally refers to the media content player.

3.1.6
home|media receiver
HMRec
device that receives media contents in the home network

Note 1 to entry: HMRec should fully support the function of DMR and DMP which are DLNA device classes defined
by IEC 62481-1.

3.1.7

media source

MS

device that owns media resources and sends media contents


https://www.electropedia.org/
https://www.iso.org/obp
https://iecnorm.com/api/?name=d3a2a87e025cc4b92e25ea9e68011abe

-10 - IEC 62514:2024 © IEC 2024

3.1.8

home media source

HMSou

device that provides media contents in the home network; it can be a media server

Note 1 to entry: HMSou should fully support the function of DMS and +PU+, which are defined by IEC 62481-1 and
IEC 62481-2.

3.1.9

WAN media source

WMS

device that provides media contents in the Wide Area Network (WAN)

3.1.10
WAN media receiver
WMR
devicq that receives media contents in the Wide Area Network (WAN)

3.2 Abbreviated terms

+DN+ download controller

+PR+ printing controller

+PU+ push uploader

+UP+ upload controller

AAC Advanced Audio Coding

ADSL Asymmetric Digital Subscriber Line
ANSI American National Standards Institute
ARP Address Resolution Protocol

ATA analogue telephone adapter,
ATRALC adaptive transform acoustic coding
AV audio and video

AVC Advanced Video Coding

CDS content distribution service

CPU central processing unit

DHCP Dynamie Host Configuration Protocol
DLNA Digital Living Network Alliance
DMC digital media controller

DMR digital media renderer

DMP digital media player

DMPr digital media printer

DNS domain name system

DRM digital rights management

DSCP differentiated service code point
DSL Digital Subscriber Line

DTV digital television

EPG electronic program guide

ETH Ethernet

FTP File Transfer Protocol

GENA general event notification architecture
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HMRec home media receiver

HMG home multimedia gateway
HMSou home media source

HTTP Hyper Text Transfer Protocol
ICMP Internet Control Message Protocol
ID identification

IGD internet gateway device

IGMP Internet Group Management Protocol
IP HterretProtecsod

IPTV Internet Protocol television

ITU International Telecommunication Union
JPEG Joint Photographic Experts Group
LAN local area network

LPCM Linear Pulse Code Modulation
MAC media access control

MIU media interoperability unit

MPEG Moving Picture Experts Group
MR media receiver

MRCH mediarenderer:1 control point

MS media source

MSCH mediaserver:1 control point

NAT Network Address Translation
NAPT port-level NA

NID network infrastructureevice
PAN personal area netwark

PC personal computer

QoS quality of service

RID request identity

RIP Routing Information Protocol
SOAP Simple Object Access Protocol
STB set top box

TCP Transmission Control Protocol
UDP YUserBDatagramProtocot

UPnP Universal Plug and Play

URI Uniform Resource Identifier

URL Uniform Resource Locator

VDSL Very-high-bit-rate Digital Subscriber Line
VOD video on demand

VOIP voice over Internet Protocol

WAN wide area network

WMS WAN media source

WMM wireless multimedia

WMR WAN media receiver
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4 HMG architecture

4.1
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Architecture of a home multimedia network

A home multimedia network adopts a multiple-level network topology consisting of two network
segments, i.e. a home multimedia network and a home control sub-network. The home control
sub-network is optional, where appropriate.

The home multimedia network supports the central management mode, which can be functioned
by HMG, as well as supporting peer-to-peer mechanisms as specified in the IEC 62481 series.

The hom
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pical architecture of a home multimedia system is shown in Figure 1.
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Figure 1 — Architecture for a home multimedia network

4.2 HMG architecture

4.2.1

General

IEC

From the aspect of the functional structure, the HMG provides such functions as multimedia
processing and applications, interconnection, and QoS and security. The architecture of the
HMG is shown in Figure 2.
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Figure 2 — HMG architecture

AV processing
shall provide various application services of video and audio in the home multi

(k. It shall fully support all the functions of MIU {includes MSCP, MRCP), DMH
+DN+/+PR+, which are defined in IEC 62481-1_ dnd IEC 62481-2.

Home automation

devices in the home network.

QoS

should support QoS features in order to transport multimedia contents effectively
network where the HM@G is*involved.

media
r and

can offer local management and remoté\management, as well as various control sgrvices

in the

der to
fegory

If the HMG supports QoS features, then the HMG shall use the priority tag of QoS in o}
transfer the multimedia-contents that have IEEE 802.1Q User Priority, WMM Access Ca

or DSCP.

The de¢tailed reguirements of QoS shall be compliant with IEC 62481-1:2017, 8.3.

4.2.5 Security

HMGs shall support DRM, key management, authentication and security to log onto outside
networks.

4.2.6 Interconnection

HMGs shall support the network management, protocol translation, address assignment,
configuration and management on the home networked devices, in different multimedia
networks.
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Interfaces and access

These provide the connection between the home network and outside networks (for example,
the Internet) when necessary, which is optional.

The detailed interface and communication protocol requirements on both the LAN side and the
WAN side are specified in Clause 11. The specific protocol that is to be applied depends on the
application case.

5

5.1

Interconnection

General connection requirements

Wherg the home multimedia network is an IP network, the requirements for the HMG

follows:

H

aspign IP address to DHCP client in the home network where the HMG is involved.

H

Gs should support Domain Name System (DNS) in order to usedevice name for

user experience.

are as

MIGs shall implement a Dynamic Host Configuration Protocol (DHCP) server in orfder to

better

Thiose messages are formatted by using the SOAP HTTP binding, which shall be compliant
wifh ISO/IEC 29341-1.

HMGs should collect information with respect to all\the devices connected to the
nefwork by using the device description and the service description of each device in

to

anage the devices.

HNIGs also should control other devices such*as HMRec and HMSou by using apprd
actions to realize use cases described in this’document.

HMGs] shall also conform to the following.requirements defined and specified in IEC 624

5.2

HNIGs shall support a TCP/IP staek that includes IPv4, TCP, UDP, ARP, and ICMP.
HNIGs may also support general-capability recommendations and device recommendations.

The detailed methods of(interconnection shall be compliant with IEC 62481-1:201
(Device discovery and, control).

home
order

priate

B81-1:

7, 7.3

HNIGs shall supportSimple Object Access Protocol (SOAP) header and body elemenfs, and
the messages are delivered via HTTP. The HMG as well as HMSou and HMRec supp
megssaging schéme by using the GENA protocol to exchange the event information
the high-speéd'system. A control point invokes the action to the device's service in o
control it.and"when the action has completed or failed, the service returns any res

H

5.2.1

Drt the
inside
der to
Llts or

erq‘ors ofsthe action.

Gs shall support the detailed methods of device management.

Address assighment and resolution

Address assighment

HMGs shall support the functions of address assignment as follows:

HMGs shall assign the identifiers to each control sub-network in order to identify different
sub-networks.

The control sub-network gateway shall apply for the addresses, which comply for the higher-
level network protocol and are composed of sub-network identifier and network address,
from the HMG.
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e HMGs shall have the following address assignment functions.

5.2.2

HMGs shall support DHCP servers to assign the addresses for the devices mana
the home network. Through a management and configuration interface on the HM

ged in
G, the

DHCP can be enabled or disabled, and the data such as address pool assignment on

the DHCP can be configured as well.

The terminal devices shall also support AutolP if there is no DHCP server in the sub-

network.

Address resolution

HMGs shall support the functions and requirements of address resolution as follows:

o |f llhe source devices and destination devices are located in the same control sub-n4

or

processing.

e If fhe source devices and the destination devices are not located in the_same contrd

ne

e Th
5.3
HMGs

e sh

router and bridge

e sh
e sh

e sh
wa

multimedia network, then the HMG shall forward the data packet directly witho

work or multimedia network, then

the source devices shall know the identifier and network address of the contra
network or multimedia network in which the destination devices are located:;

the HMG shall resolve the data packet sent from the sodrce devices and ident
identifiers and network addresses of the control sub-ngtwork or multimedia netw
which the source devices and destination devices areXocated, respectively;

the HMG shall confirm the network and addres$ of the destination devices Iq
according to the identifier and network address, of that control sub-network or mult
network;

the HMG shall confirm the communicationprotocol of the destination devices frg
device registry;

the HMG shall then re-pack the data and send to the destination device in accon
with the communication protocol.confirmed.

e HMG shall support the ARP protocol as well.

Data transfer

bl support routerworking mode, bridge working mode or the hybrid working mode g

hil supportthe 'static router in the router working mode;

bll support NAT and NAPT in accordance with RFC 2663 and RFC 3022 in the

buld support the dynamic router and support RIP V1/V2 in the router working modg;

ptwork
Ut any

| sub-
| sub-

fy the
ork in

cated
media

m the

dance

f both

bridge

rking mode;

e shall support the transparent bridge protocol in accordance with IEEE 802.1Q in the bridge
working mode;

e shall support the relevant functions of both router working mode and bridge working mode
when working the hybrid mode of router and bridge.

5.4

Protocol translation

HMGs shall support the application protocol translations when communicating and interacting
between different networks or sub-networks.
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6 AV processing

6.1 General

HMGs may offer services for applications in home network systems. In summary, service
requirements include multimedia transformation and multimedia stream control and may be
fulfilled by using the services and actions that are defined by UPnP AV specifications
(ISO/IEC 29341-3 series) and DLNA guidelines (IEC 62481 series). HMGs need to meet some
hardware and software requirements to enable all these AV processing services.

6.2 Multimedia transformation service

6.2.1 Requirements summary
The fdllowing requirements apply.
e HMGs shall provide the media conversion service, including code conversion (transcqding),

regolution conversion (transcaling), and shall provide the media conversion service |of the
frame rate conversion (transrating).

e HNIGs should support voice code conversion.

e The media conversion service request message shall include the URI of the [media
regources, which specifies media code format, resolution, frafne rate and transport prdtocols
nepded by the requester. In the case of getting contents{from WMS, it can also inclufde the
cofle format, resolution and frame rate of the requested contents, as well as the [media
transport protocols supported by the media contentowner.

e HMGs should be able to convert audio streams-into voice streams.
e HMGs should be able to convert voice streams-into audio streams.

e HMNGs should be able to provide the videa clip function, which shall be done in accorfdance
with the capability of receiving terminals:

e HNIGs shall be able to convert multimedia based on the receiver's ability.
e HMGs shall be able to convert multimedia based on the network environment.
o HNIGs shall be able to requéestmultimedia with specific parameters from the media spurce.

e HMGs shall be able to communicate with remote HMRecs.
6.2.2 Applications immode

6.2.2. Media.conversion

6.2.2.11 General

Media|stream conversion is the act of converting a media stream from one mode to another. It
includgs.“code conversion, resolution conversion, rate conversion and transport prnotocol
translation. As shown in Figure 3, the green media stream indicates a dynamic conversion
process; the HMG converts a MPEG2 media stream transmitted from the HMSou into an H.264
media stream transmitted through the hypertext transfer protocol (HTTP); then the HMG sends
the stream to the HMRec. If the media server can know the devices at the user's home and the
media formats supported, it can use the remaining capabilities of the HMG to convert the media
contents on the media server into the format needed by the players. In this way, when such
contents are played, they need not be dynamically converted, as the conversion might affect
the QoS in real-time playback.
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Home
media Home network
server
N
H.264
MPEG2 stream stream

HMG
IEC

As shown in Figure 3, media conversion can be performed in two modes. In the, first mog
media|sender sends the media to the HMG; then the HMG converts the media, @nd seng
the media receiver. The one that requests the media conversion might be the-media sen
the media receiver. In the second mode, the device sends the media to.the HMG. After
convefted, the media is returned to the device and is irrelevant for othérapplication devi
this mpde, the HMG can be regarded as an extension of the devicg. lIn this case, therg
transport protocol translation.

Subcl

6.2.2.

Figure
HMG

e Th
Th
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e The HMG shall support to convert the media format and expose all of them in the CDS

is
e Th
Th

the
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Figure 3 — Conversion of media streams

uses 6.2.2.1.2, 6.2.2.1.3 and 6.2.2.1.4 describe the pessible work modes of the H

.2 HMRec requests media conversion service

4 shows the process of how the HMRec requests the media conversion service frg
vhen HMRec gets media resource from HMSou Here it is supposed that:

HMG has obtained the uniform resource identifier (URI) for media resources on H

HMG can browse/search the dirgetory of devices providing media contents and
URI. The HMG also has obtainedthe code format, resolution and frame rate of the
ources.

Hefined in the ISO/IEC 29341 series.

HMRec has obtained the uniform resource identifier (URI) for media resources on

HMRec can browseé/search the directory of devices providing media contents and

URI. The HMRec also has obtained the code format, resolution and frame rate
dia resources.

quest process is as follows:

Thee HMRec sends a request content message to the converted media URI of HMG.
ThE HMG sends a request content message to the original media URI of HMSou.

e, the
s it to
der or
being
es. In
is no

MG.

m the

MSou.
obtain
media

which

HMG.
obtain
of the

The HMSou accepts the request of the HMG and sends the original media stream to the
HMG.

4. The HMG converts the media stream and sends the converted media stream to the HMRec.
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1. The HMRec sends a-Request Redirection message to the WMS, which includes:
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Figure 4 —- HMRec requests media conversion from HMG

s shall include the procedure of how the HMG can pass the WMS authenti
se there are a rich variety of DRM and authority management modes, the HMG
It all DRM systems and authority management modes.

3 HMRec requests WMS to support redirection

5 shows an optimized process. Before the HMRec requests the media conversion g
he HMG, it first requests media stream redirectiondrom the WMS. Here, it is sup

HMRec has obtained the URI of the needed‘ymedia resources;

HMRec might have obtained the code farmat, resolution and frame rate of the n
dia resources;

HMRec needs the conversioncservice for sure;

HMRec has finished necessary DRM authentication and device authentication w
1S.

ocess is as follows:

the URI of{he‘media resources on the WMS requested by the HMRec.

res

NO

e WMS satisfies the request of the HMRec and allocates a Request identity (RID)
ponse-niessage.

E When the media source recelves a medla serwce request from the medla receiver, it aIIocates an

HMRec might have known the media transport protocol used by the media sender;

the MS is the WMS, if DRM and authority management are takeninto account, the

ation.
annot

ervice
posed

eeded

th the

in the

|dent|ty

r (MR).

ThIS identify is called the request |dent|ty The media conversion service is originated by the media receiver; the
request identify allocated by the media source is transferred to the HMG. When obtaining original media contents
from the media source, the HMG needs to provide the request identity to the media source to prove its validity.

3. Th

e HMRec sends a request conversion message to the HMG, which includes:
the URI of the media resources on the WMS requested by the HMRec;

the media code format, resolution and frame rate needed by the HMRec;
media transport protocols supported by the HMRec;

RID allocated by the WMS;

(optional) media code format, resolution and frame rate of the media contents requested

by the HMRec;
(optional) media transport protocols supported by the WMS.
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4. If the HMG can accept the conversion request, it can send a message to the HMRec,
indicating that the request is accepted; otherwise the HMG shall send a message to refuse
the request.

5. The HMG requests the media resources needed by the HMRec from the WMS. The request
message shall include the RID and the URI of the media resources on the WMS requested
by the HMRec; or the RID shall be sent back upon the request of the WMS. If the HMG
cannot request resources, or if the HMG cannot make conversion after the resources are
obtained, it shall send a message to the HMRec, indicating that the service cannot be
fulfilled

6. The WMS accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

7. The HMG converts the media stream and sends the converted media stream to the\HMRec
actording to the media code format, resolution and frame rate needed by the HMRed.

In the|above procedure, the WMS does not implement DRM authentication entthe HMG but
transmits the media stream directly. DRM authentication is completed by the 'HMRec pefore
step 1| The WMS authenticates the RID to verify the validity of the HMG. |n this way, thg HMG
does ot need to support various DRM methods, but has new requirements on the WMS

In praftice, encrypted transmission is needed between the WMS.and the HMG, and bgtween
the HWG and the HMRec. As a result, keys need to be exchanged between the WMS ahd the
HMG, J]and between the HMG and the HMRec. It is easy to exchange keys between the HMRec
and the HMG, as both devices are at home and can adopt a standard method. Because different
servicg systems in the WAN adopt different DRM system’s’and different encryption algoffithms,
it is hard for the HMG to satisfy the media conversion+{eduests from various service terminals.
It is epsy to unify the DRM method in the home network; however, it is hard to unify vjarious
services in the WAN. The HMG is required to support various encryption algorithms and key
exchaphge methods. Even if a control channel is reserved between the HMRec and the WMS for
key eXchanges, through which the HMRec sends to the HMG the key exchanged with the|WMS,
the HWG still needs to support multiple enctyption algorithms.

HMRec HMG WMS

1. Request redirection

\ 4

2. Redirection OK (RID)

A

3= Request conversion (RID)

v

4. Response OK 5. Request media (RID)

A
\ 4

7. Converted media 6. Original media

IEC

Figure 5 — HMRec requests WMS to support redirection

In order to support the workflow of HMRec requests media conversion, HMGs are required to
observe the following rules.

e HMGs shall provide the media conversion service. Upon receiving a media conversion
request message from the HMRec, it should request media contents from the WMS.

e The HMG should judge whether it can accept the media conversion request according to
the capability needed by the requester, available capability, and its processing capability.
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o |If the HMG finds that it cannot satisfy the requirement of the conversion service requester
after obtaining the media resources, it should send a message to the conversion service
requester, explaining that the conversion service cannot be fulfilled.

e The HMG should support the conversion of streaming media.
e The HMG should support the DRM.

o |If the HMG receives a RID from the HMRec, it shall include the RID when requesting media
contents from the WMS; or it shall feedback the RID upon the query of the WMS.

e HMGs should support encrypted transmission with the WMS.
e HMGs should support encrypted transmission with the HMRec.

HNIGs should support various encryption algorithms.

e HMGs should support various key management methods.

In order to support the workflow of media conversion, WMSs are required(to obserye the
following rules:
e WIMSs should be able to accept the media redirection request of the'HMRec.

o Affer the WMS accepts a media redirection request from the media-receiver, it can allocate
a RID to the media receiver so as to authenticate the HMG.

e Exjsting DRM methods should be optimized to support the'media conversion service

e Ngw DRM methods should be adopted to support the média conversion service.

In ordFr to support the workflow of media conversion,»HMRecs are required to obserye the
following rules:

e HNIRecs should be able to send a media redirection request to the WMS.

e HNIRecs should be able to request the media conversion service from the HMG. The r¢quest
mgssage should include the URI of the media resources, media code format, resojution,
frajme rate and transport protocols\néeded by the HMRec. It can also include thg code
format, resolution and frame ratef the requested contents, as well as the media trapsport
pratocols supported by the media’content owner.

o If the HMRec sends a mediaredirection request to the WMS and receives a RID allpcated
by|the MS, it should include this RID when sending a media conversion service reqyest to
the HMG.

6.2.2.1.4 HMSou requests media conversion service
When|the HMSgu>actively sends media contents to the HMRec, it can request the media

convefsion sgrvice from the HMG and sends media contents to the HMRec after th¢y are
convefted.

Suppccing that the HMG shall support to convert the media format and expose all of them in
the CDS, then the process in Figure 6 is as follows:

1. The HMSou sends a request conversion message to the HMG, requesting the media
conversion service. The message may include:

— the media code format, resolution and frame rate of the media contents sent by the
HMSou;

— the media transport protocol of the HMSou;
— the URI for the media source sent by HMSou.
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2. The HMG sends a request conversion message to the HMRec, requesting the media
conversion service. The message may include:

— the media code format, resolution and frame rate of the media contents sent by the HMG,
— the media transport protocol of the HMG,

— the URI for the media source sent by HMG.

The HMRec requests the converted media content from the HMG.

The HMG requests the original media content from the HMSou.

The HMSou transmits media streams to the HMG.

o 0 koW

The HMG converts media streams and sends them to the HMRec.

HMRec HMG HMSou

2. Set media source

(converted madia URI) P 1. (original media URI)
3. Request content _ 4. Request content o
6. Converted media < 5. Original'media

IEC
Figure 6 — HMSou actively sends media to HMRec

The HMSou and the HMRec can be located .in~different home networks. As a result, thg HMG
can be in the same home network as the HMSou or the HMRec. If the HMG and the HMSpu are
in the pame home network, the HMSou cap know the HMG address through automatic dis¢overy
or conffigurations. If the HMG and the HMSou are in different home networks, the HMRe¢ shall
notify the HMSou of the HMG address)

In order to support the HMSeu.requests media conversion workflow, HMGs are required to
obserye the following rules:
e The HMG shall support to convert the media format and expose all of them in the CD(S.

o If the HMG cannot-fulfil the conversion process, it shall notify the HMSou that the convlersion
sefvice cannoftibe fulfilled.

In order to support the HMSou requests media conversion workflow, the HMSou should olpserve
the following rules:

. o—F 56 4Gy ansmittingimedia
contents. The request message from the HMSou may include the media code format,
resolution and frame rate of the transmitted media contents, as well as the transport

protocols used by the HMSou.

In order to support the HMSou requests media conversion workflow, HMRecs should observe
the following rules:

e The HMRec should receive and interpret Set Media Source request properly and send
Request Content to HMG accordingly.
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6.2.2.2 Video clip

To video clip is to clip some parts from high-resolution video pictures and transmit them to a
low-resolution media terminal. For example, in video surveillance, the resolution of the pictures
provided by a camera might be 720 x 480. When a user views a picture taken by the designated
cameras through a hand-held device, for example his mobile phone, the user needs to zoom
out the picture, as the screen of the hand-held device is quite small; otherwise, the user can
only see part of the picture. Besides, the media source does not need to send all original data
to the hand-held device. The user can view part of the picture taken by the cameras to keep the
high definition of the picture. If so, the system can clip the expected part of the original video
picture and encode it before transmitting it to the hand-held device. As a result, the quantity of
data transmitted can be reduced. The user can move the picture on the terminal and send
commpnds o the HMG to updaie the coordinates of the clipped picture. When a camerajig fixed,
the uger can view different parts of the picture. Because the uplink bandwidth of the[home
networlk is always small, the picture can be clipped and encoded before being transmitted. In
this way, the uplink bandwidth can be saved, while loads on the access network 'and the[public
netwolk can be lessened. Figure 7 shows the video clip applications.

IP camera

MPEG4 7/\
720 x 480
MPEG4 \ | Home network' oy
240 x 160 \/ l g3
HMG Q

\ /\J

Internet

DTV

Figure 7 — Video clip

In order to support video clip @pplications, HMGs shall observe the following rules:

¢ HMGs can provide the.video clip function. The service request message should include the
relative coordinates and the scale of the video receiving terminal.

e HMGs should be.able to quickly respond to the coordinates switching command sent by the
terqminal.

6.3 Multimedia stream control service

6.3.1 Requirements summary

e The HMG should be able to provide the AV media stream division service and divide the
audio and video parts into two streams.

e The HMG should be able to provide the stream combination service and combine the video
stream and the voice/audio stream into an AV stream.

e The HMG should be able to provide the media stream duplication service, which supports
multiple player terminals to receive the same media content.

e The HMG should be able to use the Internet group management protocol (IGMP) to multicast
media streams to provide the duplication function.

e The HMG should be able to duplicate unicast streams to provide the duplication function.

e The HMG should be able to provide the media stream redirection service.
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6.3.2 Application mode

6.3.2.1 Stream division

Stream division is to separate the audio part from the video part of an AV media stream so that
they can be transmitted through different channels. In a videophone stream, the voice stream
is separated by the HMG from the video stream, the voice stream is transferred to videophone
and the video stream is transferred to TV. In the stream division operation provided by the HMG,
the audio part might not be converted into voice contents, but simply separated from the video
part and transmitted. This process shall be executed according to the instructions of the device.
Figure 7 shows the AV media stream division.

~—
Home network

Video

Videophone
stream

WMS

Videophoné
IEC

Figure 8 — AV media stream_division

The sfream division operation is a process in which‘the media receiver requests the [media

convefsion service, see Figure 9.

Videophone HMG WMS

1. Request conversion

»

2. Response OK 3. Request AV media

] 4. Original AV stream
5.1. Converted video Sttty
5.2. Converted stream

voice stream A Sttt

IEC

Figure 9 — Stream division process

Functions of an HMG in stream division process:

The HMG should be able to provide the AV media stream division function and divide the
audio part and the video part into two streams.

The HMG should be able to convert audio streams into voice streams.
The HMG shall set up channels with the videophone for video and voice transmission.

The HMG shall be able to set up channels for video and voice transmission with the stream
division service requester, and send video and voice to the service requester.

If the HMG provides the stream division service, the stream division request message shall
include the URI of the AV resources, needed video code format and voice code format.
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Functions of a videophone in stream division process:

e The videophone shall be able to set up IP connections with the HMG.

e The videophone shall be able to request the stream division service from the HMG. The
request message shall include the URI of AV resources.

6.3.2.2 Stream combination

Stream combination is the reverse of stream division. In video communications, the user might
use a camera to capture a video stream and a videophone to capture a voice stream; the HMG
should combine the video stream and the voice stream into an AV stream before forwarding it
to the WMS.

Figurd 10 shows the stream combination application.

Home network

Videophone Video Q '
stream Camera

HMG Voice

WMS

Videophone IEC

Figure 10 — Combination.of media streams

The sfream combination operation is a process in which the media sender requests the media
convefsion service; see Figure 11.

Camera Videophone HMG WMS

.

C 1. Request

v

2. Response OK

A

3. Connected

v

4:2.Video 4.1. Voice stream

IEC

Figure 11 — Stream combination process

HMGs shall conform to the following items in the stream combination process:

e The HMG should be able to provide the function of combining video and voice streams into
an AV media stream.

e The HMG shall be able to convert voice streams into audio streams.

e The HMG shall set up channels with the videophone for voice and video transmission.

e If the videophone does not indicate the audio and video code formats at the AV stream
receiver in the stream combination request message, the HMG shall be able to interact with
the AV stream receiver and obtain the code formats.
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o |f the HMG provides the stream combination service, it shall be able to set up channels for
video and voice transmission with the stream combination service requester, and receive
video and voice from the service requester.

o |If the stream combination service requester does not specify the audio/video code formats
used by the AV stream receiver in the stream combination request message, the HMG shall
be able to interact with the AV stream receiver to get the code formats.

Videophones shall conform to the following items in stream combination process:

e The videophone shall be able to set up IP connections with the HMG.

e The videophone can request the stream combination service from the HMG. The request
mgssage shall include the address of the AV siream receiver and possibly the audjo and
video code formats needed by the receiver.

6.3.2.3 Duplication

Media| stream duplication is to duplicate the transmitted media stream and send it to multiple
receivjng terminals. In general, the media server can support multicast protocols and sppport
the preceding duplication operation. Nevertheless, if the media stream_.is-to be convertdd, the
HMG pecomes the last multicast node on the multicast path and converts the media gtream
beford sending it to multiple terminals. The HMG can also duplicate‘the media stream through
the milticast technology of the application layer, thus generatemultiple unicast streams.[When
differgnt receiving terminals need different codes, resolutions.and transport protocols, thg HMG
shall quplicate the media stream separately and send them(after conversion. Figure 12 fhows
applicgtion for duplication of media streams.

AV stream
Home network

AV stream 1. ’ ~ ——
AV stream m

HMG 2
——

pPC

IEC
Figure 12 — Duplication of media streams

The duliplication~operation can be regarded as an application terminal joining a multicast group.
There|may bétwo cases:

— th¢ original media stream passes through the HMG;

— the original media stream does not pass through the HMG.

In the first case, the duplication operation occurs on the HMG and can be easily fulfilled. In the
second case, if the media server does not support the duplication operation, considerations
shall be made about how to redirect the media stream to the HMG.
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In user operations, there are two cases that can lead to the duplication of the media stream.
Suppose HMRec1 is playing a programme, while the media stream shall be duplicated to
HMRec2.

— The user operates HMRec1. The user browses the list of players and selects HMRec2.
HMRec2 can be used to watch the programme being played by HMRec1.

— The user operates HMRec2. The user browses the list of programmes and selects the
programme being played. Both HMRecs can play the same programme simultaneously. The
user can browse the list of players on HMRec2 and select HMRec1 to join the multicast
group of the programme being played on HMRec1.

the media stream does not pass through the HMG, operation commands shall alsosbe gent to
the HMG. This can avoid the situation in which the media server does not support{duplication
operalions, for example, ordering programmes on the WAN media server. In, this casge, the
media|stream shall be switched to the HMG and forwarded from the HMG to HHMRec1. Then the
media|stream can be duplicated to HMRec2. That is to say, if the media stream does not pass
through the HMG, operations shall be done so that the media stream passes through the|HMG.

Figurd 13 and Figure 14 show how HMRec1 duplicates the media.stream to HMRec2 and how
HMRec2 requests to join the multicast group of the programme being played on HMRec1 }in the
case ¢f the original media stream passing through the HMG.*HMRec1s and HMRecZs that
support the DMC function of DLNA can satisfy both the flowsyin Figure 13 and Figure 14

HMRec1 HMRec2 HMG MS

Original stream

S e Al C——m -

1. Set media
resource (URI)

\ 4

2-Request content
(URI)

\ 4

3. Duplicated stream

IEC

Figure 13 — HMRec1 duplicates media stream to HMRec2

HMRec1 HMRec2 HMG MS

Original stream

1. Get media source

y !

2. Sent media source

(UR

v

3. Request content
URI)

v

4. Duplicated stream

IEC

Figure 14 — HMRec2 requests to join the multicast group
of the program being played on HMRec1
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Figure 15 shows how HMRec1 requests the duplication of the media stream to HMRec2 if the
original media stream does not pass through the HMG. Steps 1 to 4 are similar to the process
of requesting the media conversion shown in Figure 3. Here, the HMG is not used for media
conversion. The media stream passes through the HMG to facilitate duplication operations. The
request message in step 1 shall include the URI of the programme being played and the position
of contents played. Here, the media conversion request message can be used. The media
format and other parameters needed by HMRec1 are completely consistent with the parameters
provided by the MS. In the media conversion request, a parameter can be added to indicate the
start position of playback. When the HMG requests media contents from the MS in step 2, this
position information shall be included in the request message. Then the MS shall send contents
to the HMG from the designated position. An HMRec1 that supports the DMC function of DLNA
can satisfy the flow in Figure 14.

HMRec1 HMRec2 HMG MS

Original stream

<_ _________________________________________

1. Request content (converted media URI)

> 2. Requesteontent
(original.media URI)

v

3L 0riginal media

4. Converted media stream stream
G —————————— - ———————————— 5 e
s\'\
1
5. Set media resource 6. Request content D
(URI) _ (URI)

7. Duplicated\stream

IEC

Figure 15 — HMRec1 requests media stream from HMG
and duplicates media stream to HMRec2

Beforg step 1, HMRec1 shall terminate the media transmission connection with the MY. This
procedlure is not included in Eigure 15. Because HMRec1 needs to receive subsequent [media
contents from the HMG after terminating the connection with the MS, the playback on HN¥IRec1
will bg interrupted temporarcily during the duplication process.

Like the defect of the) media conversion method shown in Figure 4, the method shgwn in
Figurg 15 cannot<bg-realized if DRM, device authentication or user identity authenticaflion is
involved. Figuré6 shows the duplication process by requesting media redirection, which is
similaf to Figure’5. The request messages in step 3 and step 5 shall include the stream p¢sition
information: MAn HMRec1 that supports the DMC function of DLNA can satisfy the flow in
Figurd 16
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Figure 16 — HMRec1 duplicates media stream to HMRec2
after requesting MS to redirect media stream to HMG

priginal media stream does not pass through.the HMG, HMRec2 can request to jg
st group of the media stream being played en HMRec1. If DRM and authenticati

not considered, the process shown in Figure 16.can be adopted, but request messages
sent by HMRec2. If DRM and authenticationyare taken into consideration, HMRec2 sha
log on to the MS for authentication; the HMRec2 can adopt the process shown in Figu

reque

5t messages are all sent by HMReg2,

The functions of the HMG are described below:

e The HMG shall be able to provide the media stream duplication function and support m

p

gyer terminals to share the same media contents.

e The HMG should be.able to use the Internet group management protocol (IGMP) to mu
mgdia streams sg-as-to provide the duplication function.

e The HMG should.be able to duplicate unicast streams to provide the duplication func

e |f
ori

o |If

he HMG-supports the duplication function, it shall support direct duplication wh
ginal media stream passes through the HMG.

he”’HMG supports the duplication function, it shall support the duplications if the o

in the
DN are
are all
Il first
re 16;

ultiple

Iticast

fion.

en the

riginal

madia’stream does not pass through the HMG

e |If the HMG supports the duplication function, it shall support the request of the original
media stream receiver for duplicating the media stream to other terminal devices.

e |If the HMG supports the duplication function, it shall support the request of the terminal
device for joining the existing multicast group of a media stream.

o |f the HMG supports the duplication function, it shall support the media stream redirection.

o If the HMG supports the duplication function, it shall support exceptional conversion

op

eration, which is the forwarding of the media stream without conversion.

e If the HMG provides the duplication service, when the original media stream receiver
requests to duplicate the media stream to other terminals, the duplication operation can
succeed even if the destination terminal device is off. After the destination terminal device
is turned on, it will automatically receive duplicated media streams.
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6.3.2.4 Redirection

The redirection operation is to change the transmission destination of the media stream to
another device, as shown in Figure 17. The user shifts the programme to redirect the media
stream from the DTV to the PC. The bookmark technology is adopted to suspend the playback
of the redirected media stream. When the user moves to a new media receiving terminal, the
user can perform a simple operation to resume playing the paused programme.

Old stream

Video

New stream
HMG

IEC
Figure 17 — Media stream redirection

Figurg 17 shows the redirection of the original media stream-when it passes through the(HMG.
Autheptication is also considered in the process. First of all, HMRec1 sends a rg¢quest
rediregction message to the HMG. The message shall include the temporary URI of [media
contents allocated by the HMG to HMRec1. Upon.receiving the request message, thg HMG
saves|the media stream location information and«sets a bookmark. It terminates the [media
stream under transmission. HMRec2 can get the bookmark from the HMG. After jmedia
rediregtion, HMRec2 shall show the user that"the programme is paused and display the last
picturg¢ at pause. The HMRec1 and HMRec2 thiat support the DMC function of DLNA can $atisfy
the flgw in Figure 17. The HMRec1 and HMG that support the DMR function of DLNA chn get
and rgcord the status of media, so they-can support the media redirection function.

Figurg 18 shows the HMRec1 requests to redirect a media stream to HMRec2.
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HMRec1 HMRec2 HMG MS

Original stream

S S S S

1. Pause 2. Pause

» »
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3. Set media info (URI, position...)

v

4. Request media info

\ 4

Functi

o If the HMG provides the media stream redirection service, the redirection operation ¢

co

o |If
pa

o |If the HMG successfully redirects a media stream, the last picture at pause shall be {

S—Semtmedia mfo{URY;

1 position...) -
[ A
6. Request content 7. Request content
(URI, position...) o (URI, positioni..) "
8)New stream
< ————————————&8 e

\

&
IEC

Figure 18 — HMRec1 requests to redirect'\media stream to HMRec2

ons of the HMG and the destination devicedr'redirection are as follows:

nducted even when the destination device is off.

he HMG successfully redirects -, media stream, the position where the media s
ises shall be recorded.

an be

tream

ent to

the destination device of theredirection.
o |If the redirection operation is successful, the destination device of the redirection shall
support the HMG to-eantinue transmitting the media stream through the play operatiqn.
6.3.2.% Adaptive processing
6.3.2.5.1 General
Adaptijve processing refers to the HMG parameter conversion capability of media streams
according to the receiver's capabilities and network environments, including resolution, it rate
and enreapstiationformat—Hgure—9-disptaysan-AV-stream-detveredtoHMReetHremMS and

then redirected to HMRec2 with the parameter adjusted through HMG. This operation is under
certain conditions. The conversion of resolution is only applicable to the conversion from high
to low; the conversion of bit rate is only applicable to the conversion from high to low; and the
conversion of the encapsulation format is not restricted. Figure 19 shows the technical workflow

of the

HMG adaptive processing operation.
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Adjusted stream
Home network
AV stream
AV stream
MS HMG
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Figure 19 — Adaptive processing of HMG

6.3.2.5.2 HMG adaptive process media stream to HMRec2

Figurg 20 shows the process of HMG adaptively process the media stream displayed on
HMRelc1 and delivered converted media to HMRec2. It is supposed that;

e the HMG stores capabilities of all HMRec;
o the original media is delivered from MS to HMG and HMRecA®:

The process is as follows:

1. The MS sends original media stream to HMG and HMRec1 and the HMRec1 sets tafgeted
mgdia stream info to HMG.

Thie HMRec2 sends request to HMG for the same media info displayed in HMRec1.

The HMG accepts the request from HMRec2 and the media info from HMRec1, and
processes the media stream parameters,based on the capability of HMRec2. The HM{ then
sephds back the converted media stream'to HMRec2.

HMRec1 HMRec2 HMG MS

Original Stream

1. Set Media info
(URI\Position ...)

2. Request Media info
(URI, Position ...)

~O,

3. Converted Media

IEC

Figure 20 —- HMG adaptive process media stream to HMRec2
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6.3.2.5.3 HMRec requests HMG to adaptive process media stream based on the
network environment

The workflow in Figure 21 displays the process of the HMRec requesting the media stream
from the HMG and the HMG processing the stream based on the HMRec network environment.
It is supposed that:

e the HMG is able to detect the network environment of the HMRec;

e the HMG is able to convert the media stream based on the network environment of the
HMRec.

The process is as follows:

the HMRec sends a request content message to the HMG;

the HMG forwards to request content message to MS;

the MS accepts the request and sends the original media to the HMG;

the HMG sends a request to detect the network environment of the HMRec;
the HMRec replies to the HMG with network information;

& 9 Rk wh =

thg HMG makes adjustments on the media based on the netwodrk“condition of the HMRec
anf then sends the HMRec the converted media stream.

HMRec HMG MS

1. Request Content (URI) 2. Request Content (URI)

v
N

3. Send Original Media

A

4. Request Network info

5:Response Network info

6. Converted Media
Stream

< _________

IEC

Figure 21 — HMRec requests HMG to adaptive process media stream
based on the network environment

6.3.2.5.4 HMG requests specific parameters from MS

Figure 22 shows the process used by the HMG to detect HMRec network info and request media
with specific parameters from MS. It is supposed that:

e the HMG is able to detect the network environment of HMRec;

e the HMG is capable of requesting media content with specific parameters from the MS based
on the network condition that HMRec is in.
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The process is as follows:

the HMRec requests content from HMG;
the HMG accepts the request and sends a network information request to HMRec;
the HMRec accepts the request and sends network information to the HMG;

Bo N =

the HMG determines the media stream parameters that fit the HMRec based on the HMRec
network information and device capability. After that, HMG requests content with specific
parameters from the MS;

5. the MS accepts the request and sends converted media stream to HMRec.

HMRec HMG MS

1. Request Content (URI)

2. Request network info

3. Response network info

4. Request Content (URI,
(X Parameters)

5. Converted media
stream

< ______________________________________

IEC
Figure 22 - HMG requests specific parameters from MS

Therefore, the HMG adaptive processing functions are as follows:

e The HMG shallFbe able to convert multimedia sent from the MS based on the recegiver's
abllity.

e The HMG shall be able to convert multimedia sent from the MS based on the n¢twork
enyifenment of the HMRec.

e The HMG shall be able to request multimedia with specific parameters from the media
source.

6.3.2.6 Remote processing
6.3.2.6.1 General

Remote processing is the capability to setup remote access (media stream outward sharing,
inward sharing, etc.) between home media devices and remote media devices (i.e. WMR or
WMS outside the home network). This operation has requirements for the HMG, the WMS and
the WMR, and authentication among them is required in this process. Figure 23 is the process
of the PC in the home network sharing the media stream to the mobile phone in WAN through
an app and Figure 24 is the process of the mobile phone in WAN inwardly sharing a media
stream to the DTV at home through the HMG.


https://iecnorm.com/api/?name=d3a2a87e025cc4b92e25ea9e68011abe

- 34 - IEC 62514:2024 © IEC 2024

Home network

AV stream . AV stream
PC
e \—/\f —_—

Figure 23 — Outward remote sharing from HMSou to WMR

IEC

Home network

AV stream . AV stream

HMG

IEC

Figure 24 — Inward remote sharing from-WMS to HMRec

6.3.2.6.2 WMR requests content from HMSou for-outward remote sharing

Figurg 25 shows the process of WMR requesting content from the HMSou. Here, it is sup
that:

the WMR has obtained the URI of the ngeded media resources;

posed

the WMR might have obtained the ¢ode format, resolution and frame rate of the ngeded
mgdia resources;

thg WMR might have known the-media transport protocol used by the media sender;

th¢ WMR needs the convérsion service;

thg WMR has finishedinecessary DRM authentication and device authentication w
WMS.

The p

1.

Th

ocess is as follows:

e WMR sends content request message to HMSou, which includes:
the JRI of the media resources on the HMSou requested by the WMR.

th the

ThF HMSou satisfies the request of the WMR and allocates an RID in the response
message.
The WMR receives the RID and sends a request conversion message to the HMG, which

includes:

the URI of the media resources on the HMSou requested by the WMR;
the media code format, resolution and frame rate needed by the WMR;
media transport protocols supported by the WMR;

RID allocated by the HMSou.

If the HMG can accept the request, it then sends a message to the WMR, indicating that the
request is accepted; otherwise the HMG shall send a message to refuse the request.

The HMG requests the media resources needed by the WMR from the HMSou. The request
message shall include the RID and the URI of the media resources on the HMSou requested

by

the HMRec; or the RID shall be sent back upon the request of the HMSou.
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6.3.2.6.3 Outward remote shariig from HMSou to WMR

The HMSou accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

The HMG converts the media stream and sends the converted media stream to the WMR
according to the media code format, resolution and frame rate needed by the WMR.

HMSou HMG WMR
1. Request Content
<
2. Response OK (RID
p (RID) >
P 3. Request media (RID)
4. Response OK ‘IS
5. Request media (RID) I
<

6. Original media 7. Gonverted media

IEC

Figure 25 — WMR requests content'from HMSou for outward remote sharing

There|is another occasion whichlactively sets the media resource from home media deyice to

the device in the WAN, whichlis presented in Figure 26. Here, it is assumed that:

The process,is as follows:

the original stream jstdelivered from the HMSou to the WMR through the HMG;

thg WMR has finished necessary DRM authentication and device authentication with the
HNMISou;

theg WMR might have known the media transport protocol used by the HMSou;

The-HMSousendsmedia-sharerequest message-to-the WMR for media-duplication-

The WMR satisfies the request and allocates an RID in the response message.

The HMSou sends set media resource message to the HMG, indicating the media resource
to be duplicated. The message may include:

— the URI of the media resources on the HMSou requested by the WMR,;
— the RID allocated by the HMSou.

The HMG sends the set media resource message received from the HMSou to the WMR,
indicating which media resource from the HMSou is about to be duplicated.

The WMR then sends a request content message to the HMG.

If the HMG accepts the WMR request, it then sends a message to the WMR, indicating that
the request is accepted; otherwise, the HMG shall send a message to refuse the request.
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7. The HMG requests the media resource from the HMSou with a defined URI and a defined
RID in the message.

Th

e HMSou accepts the HMG request and sends the original media as a response.

The HMG receives the original media and sends the duplicated media stream to the target
WMR.

HMSou HMG WMR

4 _Rac
<

b t oo
GHEST5Ta

\ 4

2. Response OK

» (RID)
3. Set media 4. Set media
resource (URI, RID) resource (URI, RID) f.

5. Request content

7.\

) 6. Response OK
7. Request media

v

A

8. Original media 9. Duplicated stream
>

IEC

Figure 26 — Outward remote sharing from HMSou to WMR

6.3.2.6.4 Inward remote sharing from WMS to HMRec

Inwargq
HMG.
Here,

o the

sharing refers to the media device in WAN shares media stream to device in LAN tHrough

Figure 27 shows the process of inward remote sharing from the WMS to the H
t is supposed that;

HMRec might.-have obtained the code format, resolution and frame rate of the n
dia resources;

HMRec-might know the media transport protocol used by the media sender;

HMRec has finished necessary DRM authentication and device authentication w

mq
e thd
o the
W

1S

MRec.

eeded

th the

The process is as follows:

The HMRec sends a request duplication message to the WMS.

The WMS satisfies the request of the HMRec and allocates an RID in the response message.

3. The WMS sends a set media resource message to the HMG, which includes:

B

the URI of the media resources on the WMS requested by the HMRec;
the media code format, resolution and frame rate needed by the HMRec;
media transport protocols supported by the HMRec;

RIDs allocated by the WMS.

f the HMG can accept the conversion request, it can send a message to the HMRec

indicating that the request is accepted; otherwise, the HMG shall send a message to refuse
the request.
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5. The HMRec sends request media content message to HMG. The request media content
message may include the URI of the media resources needed by the HMRec from the WMS.

6. The HMG responds OK if it accepts the request; otherwise, it shall send a refusal message
as areply.

The HMG then sends a request media message with RID to WMS.

The WMS accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

9. The HMG converts the media stream and sends the duplicated media stream to the HMRec.

HMRec HMG WMS

1. Request Content

>
< 2. Response OK (RID) \Q
v
4. Set media 3. Set media
< resource (URI, RID) resource (URIRID)

5. Request media content

URI
(URI) >
\
6. Response OK \Q\
< 7. Request media (RID)
9. Duplicated stream 8. Original media
— — — —— — = — . & —— = — — — -

IEC
Figure 27 —Ilaward remote sharing from WMS to HMRec

The functions of HMG remote processing shall observe the following items:

e the HMG shall.be-able to detect if media receiver is in LAN;
o the HMG shall store the symmetric key and share with WMR and WMS;
o the HMG shall encrypt outward data with key;

e the HMG shall decrypt inward data with key.

The functions of the WMS and the WMR shall observe the following items:

e If the WMS share media content to the home network, it shall indicate the receiver;
o If the WMR requests media content, it shall indicate the media source;

e The WMS and WMR shall be able to store the key shared with HMG;

e The WMS and WMR shall be able to encrypt inward data with key;

e The WMS and WMR shall be able to decrypt outward data with key.
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6.3.2.7 Playing jump control
6.3.2.7.1 General

HMGs shall be able to support media content playing jump control function. When the HMRec
specifies the progress bar position, the HMG returns the corresponding media stream according
to it. If the targeted media content is stored locally in the HMG, the media content will be directly
returned to the HMRec; otherwise, the corresponding media content will be requested from the
MS. Figure 28 shows the process of the HMG executing the play jump control for the PC's
request. The interaction between the MS and the HMG is not mandatory if the HMG has the
requested media resource. In Figure 29, the request message in step 1 shall include the URI of
the media content being played and the designated progress bar position. In Figure 30, When
the HWWG Tequests medfa contents from the MS, the position imformation shoutdbe hcifuded in
the reuest message. Then, the MS sends contents to the HMG from the designated-p¢sition
and the HMG operates the media content adjustment.

PC

Request content

Request content Converted
o ) media Home network
Original media

MS HMG

IEC
Figure 28 — Mediaplay jump control

6.3.2.7.2 Media content targeted by progress bar returned from HMG

Figurd 29 shows the HMRec request Jater or earlier content of the media stream, then thg HMG
returng the content it already cached-or stored. It is supposed that:

e the original stream is deliyered from the MS to the HMRec through the HMG;

e the HMG caches or stares the targeted media resource.
The process is as follows:

1. The HMRec sénds request content message to the HMG with information of progreps bar
pogition and\media URI.

HNMIG’sends back the converted media stream to the target HMRec.

2. TTF HMG~accepts the request and searches the cached or stored content internally. The
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6.3.2.

HMRec HMG MS

Original Stream

< — =T <

1. Request Content
(Converted media URI,
progress bar position)

v

2. Send converted stream

< _________

<

IEC
Figure 29 — Media content targeted by progress bar returned from the HMG

.3 Media content targeted by progress bar returned from MS

Figurg 30 shows the HMRec request later or @arlier content of the media stream, then the

reque
suppo

5ts the content from the MS, which then sends back the original media to the HMG,
5es that:

o the original stream is delivered froem the MS to the HMRec through the HMG;

e the HMG does not cache orstore required media resources and it needs to request ¢
from the MS.
The process is as follows:

1. Th
se

2. In
to

3. ThF

e original stream is delivered from the MS to the HMRec through the HMG. The H
hds a request‘content message to the HMG.

send-arequest content message to the MS.

HMG
which

pntent

MRec

his condition, the HMG does not have the required content, therefore the HMG conftinues

media

MS delivers the original media to the HMG and the HMG then does the

cohversionm:

4. Th

e HMG sends the converted media to the HMRec as requested.
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6.3.3
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3. Original media
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Figure 30 — Media content targeted by progress bar returned from MS

ements for HMG jump control are as follows:

HMG shall be able to provide the jump.control function for the media stream;

HMG shall search the content cached or stored in it; if there is no requested cgntent,

HMG should request media contents from the MS.
Content directory service
Overview

resources might-come from multiple devices or channels. To guarantee a goo

i user

experience, the user-shall access the resources from a uniform portal. IEC 6248141 has

propo

sed the concept’of a virtual media server, which is used to provide a unified c

direct
restri

ry. This document will expand the so-called "media resources" so that they a
ed to media contents. Printers and surveillance cameras are also accessible

resources rather than merely devices.

6.3.3.

Unified content directory

pntent
re not
media

In a home network, media contents might exist in multiple devices, for example one or several
home media servers, STBs with hard disks, laptops, digital cameras or video cameras, and
mobile phones that can take pictures. When searching for media contents in the home network,
the user might want to see a unified content directory, which classifies contents according to a
certain method. The user can query contents by category or key words, instead of searching all
devices. In this way, the user can have a pleasant experience. This task can be enabled by the
HMG. The HMG collects all possible media contents in the home network and presents them to
the HMRec in the unified directory mode. The HMRec needs to connect to the HMG to access
this unified directory. Moreover, the HMG can contain the directory of contents on registered

media

servers, for example the electronic programme guide (EPG) for IPTV.
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By combining media content directories on various media source devices, the directory service
of the HMG provides single directory ingress for the HMRec, which can order media
programmes in all positions. When the HMRec searches for a programme in the home network,
it first accesses the unified directory provided by the HMG, browses the programmes and makes
a selection. In this process, the HMRec can know the encoding and decoding formats, resolution
and frame rate of the selected media programme. The HMG can know the playback capability
of the HMRec. When the HMRec decides to play the programme, it can send the media data
through the HMG. If no data conversion is needed, the HMRec can directly obtain media data
from the media source device according to the URI of the media content provided by the HMG.
When the HMRec decides to play the programme, if the HMG knows that the HMRec cannot
play the selected media contents, the HMG redirects the URI provided to the HMRec to the
HMG itself. The HMRec requests the selected contents from the HMG, then the HMG requests
the contents from the actual media owner and sends them to the HMRec after conversiIn. On

the copntrary, if the HMG knows that the HMRec can directly play the selected media contents,
it redinects the URI provided to the HMRec to the media content owner, and the HMRec requests
the sejected media contents from the media owner.

Figurd 31 shows the preceding process in which the HMG needs to implement'‘media conviersion.
During this process, the HMRec does not request the media conversion service from the|[HMG,
becauge the URI provided by the HMG to the HMRec points to theyHMG. In this cade, the
HMRec can regard the HMG as the provider of media contents in thé)designated format.

If the URI provided by the HMG to the HMRec points to the, HMSou, the HMRec can request
the media conversion service from the HMG, if it obtains meédia contents from the HMSpu but
cannof play the contents. In this case, the process as described in Figure 4 should apply.

HMRec HMG HMSou

1. Request browse
(capabilities)

v

2. Filtered content directory

A

3. Select

v

4. URI of content

A

5. Request content o 6. Request content

A
A

8. Converted media stream 7. Original media stream

IEC
Figure 31 — HMRec selects media contents through the directory service of HMG

When the HMRec accesses the directory service of the HMG, the HMG can know the type of
media services played by the HMRec. The directory only shows the media types that can be
played by the HMRec, as indicated by steps 2, 3 and 4 in Figure 31. For example, for an
electronic photo frame that only plays photos, the HMG merely presents the collected photos
to the photo frame; for an MP3 player, the HMG presents music media contents.
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MG shall support the following functions:

e HMG should provide the unified directory service.

e The HMG should be able to collect media contents from various media devices in the home
network to form a unified directory.

e The HMG should be able to classify media contents according to various standards,
including the content type, content creation time, content creator, content author, and
content title.

e Th

e HMG should be able to query contents according to key words.

o |If the HMG detects that the HMSou can directly provide the contents requested by the

HmRec without conversion, the URI provided by the HMG to the HMRec can point
H

co
co

e Th

o T
co

e Th
brq

6.4

The media format requirements shall fully support théspecification of IEC 62481-2.

What

HV\tRec and present the directory of filtered contents to the HMRec.
h

Sou; otherwise, the URI points to the HMG. In this case, the HMG should actively

htents to the HMRec after conversion.

e HMG should filter all media contents according to the media types,requested

HMSou should provide the directory query interface, media~content director
ntents.

e HMRec should be able to automatically connect to the HMG to access its directo
wse the directory.

Media format

specific media format is applicable depends on the application case. Table 1 di

mand

In order to establish the actual interopétability, IEC 62481-2 defines profileIDs which §
various parameters of those codecs. The serving endpoints, such as HMSou and HMG, ¢

profil
those

tory and optional formats for each media-Class.

IDs which they support and, the rendering endpoints, such as HMSou and HMRe|
profilelDs to identify the rendering capabilities.

Table 1.— Mandatory and optional media formats

to the
pbtain

htents from the device that contains the selected media contents and {ransnjit the

by the
y and

Iy and

splays

pecify
Xxpose
C, use

Medglia Mangdatory format set Optional format set
clajss
ImageL JPEG GIF, TIFF, PNG
Audio LRCM (2 channel), MP3 and WMAQ9, AC-3, MPEG2 AAC, ATRAC3plus, MPEG4 (HE AAC,
MPEG4 AAC LC AAC LTP, BSAC), AMR, ATRAC3plus, G.726, WMA, LPCM
Video MPEG2, MPEG4 AVC (AAC LC MPEG1, MPEG4, WMV9, VC1, H.263, H.264, H.265, H.266,
Assoc Audio) MPEG4 part 2 _MPEG4 AVC (BSAC or other for Assoc_Audio)

7 Home automation

7.1

Requirements summary

In the home network system, the automation and control applications of the home network can
be supported by the HMG. HMGs should support all the requirements of ISO/IEC 14762.
Clause 7 describes some typical multimedia applications supported by the HMG:

e device control functionality in directory services (7.2);

e multimedia message service (7.3);

e devices management service (7.4);
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7.2

meters reading service (7.5);
household appliance control service (7.6);

AV recognition and alarm (7.7).

Devices in directory

7.2.1 Printer

The directory services provided by the HMG should include printers. When the user uploads
photos or pictures from video to a printer through any device, it means that the photos or
pictures should be printed. The HMG should provide the printer driver and printing task

managenTert:

HMGs| shall support the following functions:

7.2.2 Surveillance cameras

The djrectory services provided by the* HMG should also include the surveillance car
When|the user selects a camera through the video terminal, it means that the user ne
view the current picture of the-‘cameras. The HMG can automatically provide res
convefsion and coding/decoding.conversion services according to the capability of the te
devicq. It can also clip pictures according to the operations on the terminal. The HMG

also cpnsider the situatianiwhen multiple application terminals access the same camera
same fime.

HMGs| should suppert the following functions:

If fhe home network contains a printer, the directory services provided by-the HMG
inglude the printer. The HMG should be able to detect the printer automatically or cor
the printer passively.

When the HMRec uploads pictures and text contents to the printer directory, the HMG
regard them as printing tasks. If the pictures and text contents cannot be g
immediately, a prompt should be provided.

should
figure

thould
rinted

If the printer is not a network printer, the HMG should support the printing task management

funjction.

The HMG can convert the contents uploaded from the)HMRec to the printer into the n
format.

The HMG should only present the printer in the directory views of uploaded picturg
text contents.

If fhe home-network contains a surveillance camera, the directory services provided

ceded

s and

heras.
pds to
lution
minal
thould
at the

by the

HMG should include the cameras. The HMG should be able to detect the cameras

aufematically or configure the cameras passively.

When an application terminal selects the cameras, the HMG should regard it as viewi

ng the

cameras' contents. The HMG should actively receive the contents from the cameras and
perform conversion, compression and clipping operations according to the requirements of

the application terminal.

The HMG should support multiple application terminals accessing the same camera
same time.

The HMG should only present the cameras in the directory views of downloaded pi
and videos.

7.2.3 Intelligent household appliance

at the

ctures

The directory services provided by the HMG can also include the controllable home appliances.
When the user selects a home appliance, it means that the user is to control the home appliance.
In this case, the HMG can send a control web page to the terminal, and the terminal controls
the home appliance through the control web page.
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HMG shall support the following functions:

7.3

7.31 Ekequfremﬂrls-smmﬁrrfurH'MG
Thie HMG should be able to provide email detection and notification functions.

7.3.2 Multimedia message

The HMG should be able to support control on home appliances and can list home
appliances in the directory.

When a terminal selects a home appliance, the HMG can send a control web page to the
terminal. The web page can be provided by the HMG or the home appliance itself.

Home appliances should only appear in the directory views accessed by web-enabled
terminals.

Multimedia message application

If {he HMG provides the email detection function, it should send the notifications g¢f new
emails to the device that can receive the notifications in the user's home network, for
example the STB, intelligent telephone and the user's personal device.

If the HMG provides the email detection function, it should provide an.interface to configure
thg user's email address, user name, personal device, public deviCe that can receiye the
email, and password for viewing the email text through the publicydevice.

A mullimedia message application means a device generatés an event and sends a mesgsage,
which|is presented in the multimedia form in the home network. For example, when the yser is
watching TV while the fixed telephone rings, the us€p ¢an see the calling number on the TV
screen. Another example is that the user hears a voiee saying the clothes are all washed when
reading a newspaper in the study. Such multimedia message applications can be rdalized

through a unified multimedia message applicati@n platform in the home network.

7.3.3 Requirements for multimedia message

incom|ng call, incoming email, erdered messages received, washing finished by wa
heating finished by the microwave oven, and hot water ready in the bathtub. Such even|

In the home network, events that occur on devices can be heard or seen. These events irEcIude

hers,
s can

be heprd from the TV set and)IP acoustic devices, or seen from devices with displays, for
example TV sets, video doorbells, PDAs, and mobile phones, or from indicators on the dqvices.
The uger can hear voice,jmusic and ring tones, mostly voice. Sometimes, the user can set|music
or ring tones for specific-events. Things to be seen include characters, pictures, video and|icons;
they dan include various effects or mainly character information, because characters dre the
most Iirect expression mode. Sometimes, the user can set special pictures, videos and icons

for sp

cific events.

A unifled” multimedia message application platform in the home network allows any deyice to
send 4 message and displays the message on the designated or dedicated display or indication
device.

To support the unified multimedia message application platform in the home network, a unified
message format should be made. Each message should meet the following recommendations:

The message should contain the ID of the device that sends the message so that the
message receiver can classify and match the message. The device ID should be unique
inside the home network.

The message should have a message ID so that the message receiver can retrieve the
message. The message ID can be used with the device ID. Therefore, the message ID
should be unique in the device that sends the message.

The message should contain the type of the message content. Content types include text,
picture, audio, voice and video.
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