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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MULTIMEDIA GATEWAY IN HOME NETWORKS - GUIDELINES

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization

comprising

all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,

s)"). Their
t dealt with

ipns liaising

with thg IEC also participate in this preparation. IEC collaborates closely with the Internatiohal Orgahization for

transpafently to the maximum extent possible in their national and\regional publications. Any divergen
any IEQ Publication and the corresponding national or regional\publication shall be clearly indicated i

IEC its¢lf does not provide any attestation of conformity. Independent certification bodies provide
assessinent services and, in some areas, access to I[ECdnarks of conformity. IEC is not responsi
service$ carried out by independent certification bodies,

All users should ensure that they have the latest edition of this publication.

No liabflity shall attach to IEC or its directors,-employees, servants or agents including individual €
membefs of its technical committees and IEC"National Committees for any personal injury, property
other damage of any nature whatsoever, whether direct or indirect, or for costs (including lega
expensgs arising out of the publication)iuse of, or reliance upon, this IEC Publication or any
Publicalions.

Attentign is drawn to the Normative feferences cited in this publication. Use of the referenced pul
indispepsable for the correct application of this publication.

IEC drgws attention to the( possibility that the implementation of this document may involve the

hizations.

international
ipn from all

C National
ent of IEC
or for any

ublications
Ce between
h the latter.

conformity
ble for any

xperts and
damage or
fees) and
other IEC

lications is

use of (a)
nt rights in
ht(s), which
t represent

jiec.ch. IEC

)Iications

and equipment. It is an Internat|onal Standard.

systems

This second edition cancels and replaces the first edition published in 2010. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a)

b)

c)

addition of new multimedia processing functions and requirements the HMG shall support,
including adaptive multimedia processing, audio/video remote processing, and play function

enhancement, in Clause 6;

addition of home automation functions and requirements of audio/video analysis, re
and alarm services based on Al technologies in Clause 7;

addition of upgrade function and requirements of HMG in Clause 12.

cognition
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The text of this International Standard is based on the following documents:

Draft Report on voting

100/4160/FDIS 100/4175/RVD

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accorda}?e with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, Javailable

at www.ipc.ch/members_experts/refdocs. The main document types developed)by| IEC are

described in greater detail at www.iec.ch/publications.

The coanittee has decided that the contents of this document will remain-unchanged until the
stability ¢late indicated on the IEC website under webstore.iec.ch inqhe data relatged to the
specific Jocument. At this date, the document will be
e reconffirmed,

e withdfawn, or

e revised.

IMPORTANT - The "colour inside™” logo on the cover page of this document indicates
that it cpntains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printger.
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INTRODUCTION

In the smart-home system, in order to meet the various requirements of home intelligence, all
kinds of communication devices (computers, consumer-electrical products, etc.) and multimedia
devices (TVs, surveillance cameras, etc.) are integrated into a home network. Such a network
(comprising home information, entertainment, control services, etc.) thus forms a system of
information exchange with outside networks.

In a home network system, terminal devices such as information devices, communication
devices, entertainment devices, household appliances, meters of gas, water and electricity,
health-care equipment, and lighting and security systems are interconnected through the
Internet of Things (loT) technology to implement the network management and services and
share thg—resources—and—services— e—rretwork—B or—the—interconmection—of terminal
devices, [home network systems can also provide comprehensive multimedia, \pfjocessing
services through the use of multi-screen interactive services, remote access, image're¢ognition,
and othef audio and video processing technologies.

The multmedia services and the management for devices mentioned above can be performed
through g home multimedia gateway.
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MULTIMEDIA GATEWAY IN HOME NETWORKS - GUIDELINES

1 Scope

This document describes the general guidelines for typical applications of the home multimedia
gateway in home networks supporting IP networking.

This document specifies recommended functlons and serwces to be supported by the home
multimedja ga . ) )
market. |For general requwements it is expected that W|dely adopted standards and
technologies will be considered by implementers.

This dociiment gives supplementary applications to the IEC 62481 series, Which specifies a
central management model in home networks supporting various interfaces on the L AN side
and on te WAN side (optional).

This docIment is applicable to home multimedia gateways in the\hiome network or neffworks of
similar efivironments.

2 Normative references

The folloyving documents are referred to in the text jn such a way that some or all of thejr content
constitutes requirements of this document. For dated references, only the edition citedq applies.
For und}ted references, the latest edition)\of the referenced document (incluging any
amendments) applies.

IEC 62481 (all parts), Digital living~~network alliance (DLNA) home networke@l device
interopergbility guidelines

IEC 62481-1:2017, Digital living network alliance (DLNA) home networked device
interoperpbility guidelines = Part 1: Architecture and protocols

IEC 62481-2, Digital_living network alliance (DLNA) home networked device interoperability
guidelinels — Part 2. Media formats

ISO/IEC 9341 (all parts), Information technology — UPnP Device Architecture

ISO/IEC 2834t=tfrformatiomtechnotogy = UprP-Device Architecture—Part—1—tprnP Device

Architecture Version 1.0
RFC 2663, IP Network Address Translator (NAT) Terminology and Considerations
RFC 3022, Traditional IP Network Address Translator (Traditional NAT)

IEEE 802.1Q™, IEEE standard for Local and metropolitan Area Networks — Bridges and Bridge
Networks
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3 Terms, definitions and abbreviated terms
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following
addresses:

e |EC Electropedia: available at https://www.electropedia.org/
e |SO Online browsing platform: available at https://www.iso.org/obp

3.1 Terms and definitions

3.1.1
home miltimedia network
high spe¢d network system to transport multimedia information within the home (network

3.1.2
home multimedia gateway
HMG
logical device in the home network, which provides such functions\as multimedia pfocessing
and hom¢ automations, interconnection, QoS and security

Note 1 to eptry: It can connect LAN with outside networks (for example.internet), implementing protocol| translation
and offer vérious network services.

3.1.3
control point
logical dgvice that retrieves device and Service.déscriptions, sends actions to Serviges, polls
for Servige state variables and receives events from Services

Note 1 to eptry: 'Service' is a term that is also defined in the ISO/IEC 29341 series.

3.14
terminal|device
device in[the home network that'can be controlled and managed by HMGs and contrgl points

3.1.5
media relceiver
MR
device thpt receives’media contents

Note 1 to eptry: /~It\normally refers to the media content player.

3.1.6
home media receiver

HMRec

device that receives media contents in the home network

Note 1 to entry: HMRec should fully support the function of DMR and DMP which are DLNA device classes defined
by IEC 62481-1.

3.1.7

media source

MS

device that owns media resources and sends media contents
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3.1.8

home media source

HMSou

device that provides media contents in the home network; it can be a media server

Note 1 to entry: HMSou should fully support the function of DMS and +PU+, which are defined by IEC 62481-1 and
IEC 62481-2.

3.1.9

WAN media source

WMS

device that provides media contents in the Wide Area Network (WAN)

3.1.10 L

WAN megdia receiver

WMR

device thgat receives media contents in the Wide Area Network (WAN)
3.2 Abbreviated terms

+DN+ download controller

+PR+ printing controller

+PU+ push uploader

+UP+ upload controller

AAC Advanced Audio Coding

ADSL Asymmetric Digital Subscriber Line
ANSI American National Standards Insfitute
ARP Address Resolution Protocol

ATA analogue telephone adapter
ATRAC adaptive transform acgustic coding
AV audio and video

AVC Advanced Video Coding

CDS content distribution service

CPU central proc¢essing unit

DHCP Dynamic Host Configuration Protocol
DLNA Digital Living Network Alliance
DMC digital media controller

DMR digital media renderer

DMP digital media player

DMPr digital media printer

DNS domain name system

DRM digital rights management

DSCP differentiated service code point
DSL Digital Subscriber Line

DTV digital television

EPG electronic program guide

ETH Ethernet

FTP File Transfer Protocol

GENA general event notification architecture
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HMRec home media receiver

HMG home multimedia gateway
HMSou home media source

HTTP Hyper Text Transfer Protocol
ICMP Internet Control Message Protocol
ID identification

IGD internet gateway device

IGMP Internet Group Management Protocol
IP Internet Protocol

IPTV frtermetProtocottetevision

ITU International Telecommunication Union
JPEG Joint Photographic Experts Group
LAN local area network

LPCM Linear Pulse Code Modulation
MAC media access control

MIU media interoperability unit

MPEG Moving Picture Experts Group
MR media receiver

MRCP mediarenderer:1 control point

MS media source

MSCP mediaserver:1 control point

NAT Network Address Translation
NAPT port-level NA

NID network infrastructure.device
PAN personal area network

PC personal computer

QoS quality of séryice

RID request.identity

RIP Routihg Information Protocol
SOAP Simple Object Access Protocol
STB set top box

TCP Transmission-Conirol Protocol
UDP User Datagram Protocol

UPnP Universal Plug and Play

URI Uniform Resource Identifier

URL Uniform Resource Locator

VDSL Very-high-bit-rate Digital Subscriber Line
VOD video on demand

VOIP voice over Internet Protocol

WAN wide area network

WMS WAN media source

WMM wireless multimedia

WMR WAN media receiver
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4 HMG architecture

4.1 Architecture of a home multimedia network

A home multimedia network adopts a multiple-level network topology consisting of two network
segments, i.e. a home multimedia network and a home control sub-network. The home control
sub-network is optional, where appropriate.

The home multimedia network supports the central management mode, which can be functioned
by HMG, as well as supporting peer-to-peer mechanisms as specified in the IEC 62481 series.
The home multimedia network can access the outside network through an HMG, while the home
control sub-network can be connected to the home multimedia network through a home control
sub-network gateway The devices in a home control sub-network can intercommunjcate and

further ag¢cess outside networks by sub-gateways and HMGs.

The typidal architecture of a home multimedia system is shown in Figure 1.

: Control sub-
; : Control sub-network 1
Outside : Home | | gateway1 | _____ qmmmm 22 . © M ISR R

network : multimedia i I | I

network ' ' N\ . '
Terminal Terminal $\ Control Control
device 11 device nno point 11 boint nn

X
Device 1n Point 11 Point 1n
Control sub-
gateway 1 Control sub-network
-1 - Fm===- r=-==-"=%s===== e b I re===

1 1 1 1

1 1 1 1

G . , .
Termil a‘l\' Terminal Control Control

Dégﬂ Device nn Point n1 Point nn
B
w - -
% Terminal ce

Access area to outside networks

““Terminal device

Control point 1

Control point x

IEC
Figure 1 — Architecture for a home multimedia network

4.2 HMG architecture
4.2.1 General

From the aspect of the functional structure, the HMG provides such functions as multimedia
processing and applications, interconnection, and QoS and security. The architecture of the
HMG is shown in Figure 2.
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Figure 2 — HMG architecture

AV processing

HMGs shall provide various application services of video-and audio in the home multimedia

network.

+UP+/+DIN+/+PR+, which are defined in IEC 62481-1 and IEC 62481-2.

423

HMGs ca
to the de

4.2.4

HMGs should support QoS features in order to transport multimedia contents effectiv
home nefwork where the HMG ‘is involved.

If the HMG supports QaS features, then the HMG shall use the priority tag of QoS in
transfer the multimedia contents that have IEEE 802.1Q User Priority, WMM Access

or DSCP

The deta

4.2.5

It shall fully support all the functions of MIUjincludes MSCP, MRCP), D

Home automation

In offer local management and remoteimanagement, as well as various contro
ices in the home network.

QoS

led reguirements of QoS shall be compliant with IEC 62481-1:2017, 8.3.

MPr and

services

ely in the

order to
Category

Sect |ty

HMGs shall support DRM, key management, authentication and security to log onto outside

networks

4.2.6

Interconnection

HMGs shall support the network management, protocol translation, address assignment,
configuration and management on the home networked devices, in different multimedia

networks
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4.2.7 Interfaces and access

These provide the connection between the home network and outside networks (for example,
the Internet) when necessary, which is optional.

The detailed interface and communication protocol requirements on both the LAN side and the
WAN side are specified in Clause 11. The specific protocol that is to be applied depends on the
application case.

5 Interconnection

5.1 General connection requirements

Where tr]e home multimedia network is an IP network, the requirements for the HMlG are as
follows:

e HMGs shall implement a Dynamic Host Configuration Protocol (DHCP)\server ir| order to
assigh IP address to DHCP client in the home network where the HMG-is involved.

e HMGs$ should support Domain Name System (DNS) in order to use device name for better
user prerience.

e Thos¢ messages are formatted by using the SOAP HTTP binding, which shall be ¢gompliant
with IBO/IEC 29341-1.

e HMGs should collect information with respect to ali)the devices connected to fhe home
netwqrk by using the device description and the setvice description of each devic¢ in order
to manage the devices.

e HMGs also should control other devices such™as HMRec and HMSou by using appropriate
actions to realize use cases described in this"document.

HMGs shall also conform to the following requirements defined and specified in IEC §2481-1:

e HMGs shall support a TCP/IP stagk that includes IPv4, TCP, UDP, ARP, and ICMP.
o HMGs$ may also support general‘capability recommendations and device recommehdations.

e The detailed methods ofiinterconnection shall be compliant with IEC 62481-1:2017, 7.3
(Devige discovery and eontrol).

o HMGs shall support Simple Object Access Protocol (SOAP) header and body elemgnts, and
the messages are.delivered via HTTP. The HMG as well as HMSou and HMRec support the
messfpging scheme by using the GENA protocol to exchange the event informatipn inside

5.2 Address assighment and resolution
5.2.1 Address assighment
HMGs shall support the functions of address assignment as follows:

¢ HMGs shall assign the identifiers to each control sub-network in order to identify different
sub-networks.

e The control sub-network gateway shall apply for the addresses, which comply for the higher-
level network protocol and are composed of sub-network identifier and network address,
from the HMG.
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5.2.2

HMGs shall have the following address assignment functions.

— HMGs shall support DHCP servers to assign the addresses for the devices managed in
the home network. Through a management and configuration interface on the HMG, the
DHCP can be enabled or disabled, and the data such as address pool assignment on
the DHCP can be configured as well.

— The terminal devices shall also support AutolP if there is no DHCP server in the sub-
network.

Address resolution

HMGs shall support the functions and requirements of address resolution as follows:

5.3

HMGs

5.4
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or my
proce

If the
netwq
— th
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which the source devices and destination devices are located, respectively;

- th
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— th
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— th
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The H

Data transfer

shall
route

shall
shoul

shall

Ssing.

rk or multimedia network, then

e source devices shall know the identifier and network address of the cor
twork or multimedia network in which the destination devices are located;

e HMG shall resolve the data packet sent from the source devices and id
bntifiers and network addresses of the control sub-network or multimedia n

e HMG shall confirm the network and address“of the destination device
cording to the identifier and network address of that control sub-network or m
twork;

e HMG shall confirm the communication.protocol of the destination devices
vice registry;

e HMG shall then re-pack the dataland send to the destination device in ac

MG shall support the ARP protocol as well.

support router working mode, bridge working mode or the hybrid working mog
and bridge;

support the static router in the router working mode;

d support the dynamic router and support RIP V1/V2 in the router working m

W&W@MW inati i i -network
Itimedia network, then the HMG shall forward the data packet directly wifhout any

source devices and the destination devices are not located in the same coftrol sub-

trol sub-

pntify the
etwork in

5 located
ultimedia

from the

cordance

e of both

bde;

support NAT and NAPT in accordance with RFC 2663 and RFC 3022 in the bridge

working mode;

shall support the transparent bridge protocol in accordance with IEEE 802.1Q in the bridge
working mode;

shall support the relevant functions of both router working mode and bridge working mode

when

working the hybrid mode of router and bridge.

Protocol translation

HMGs shall support the application protocol translations when communicating and interacting
between different networks or sub-networks.
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6 AV processing

6.1 General

HMGs may offer services for applications in home network systems. In summary, service
requirements include multimedia transformation and multimedia stream control and may be
fulfilled by using the services and actions that are defined by UPnP AV specifications
(ISO/IEC 29341-3 series) and DLNA guidelines (IEC 62481 series). HMGs need to meet some
hardware and software requirements to enable all these AV processing services.

6.2 Multimedia transformation service

ummary

HMGs$ shall provide the media conversion service, including code conversion (transcoding),
resolytion conversion (transcaling), and shall provide the media conversion service of the

edia conversion service request message shall include the URI of the media
resources, which specifies media code format, resolution, frame rate and transport protocols
needg¢d by the requester. In the case of getting contentstfrom WMS, it can also inglude the
code [format, resolution and frame rate of the requested contents, as well as the media
transport protocols supported by the media content.owner.

¢ HMGS$ should be able to convert audio streams inte voice streams.
¢ HMGS$ should be able to convert voice streams-into audio streams.

¢ HMGs$ should be able to provide the video-clip function, which shall be done in acfordance
with the capability of receiving terminals.

e HMGs$ shall be able to convert multimedia based on the receiver's ability.
¢ HMGs$ shall be able to convert:multimedia based on the network environment.
o HMGs shall be able to request’multimedia with specific parameters from the media source.

¢ HMGS$ shall be able to contmunicate with remote HMRecs.
6.2.2 Applications mode
6.2.2.1 Media.conversion

6.2.2.1.1 General

Media stjeam conversion is the act of converting a media stream from one mode to another. It
includes code conversion, resolution conversion, rate conversion and transport protocol
translation. As shown in Figure 3, the green media stream indicates a dynamic conversion
process; the HMG converts a MPEG2 media stream transmitted from the HMSou into an H.264
media stream transmitted through the hypertext transfer protocol (HTTP); then the HMG sends
the stream to the HMRec. If the media server can know the devices at the user's home and the
media formats supported, it can use the remaining capabilities of the HMG to convert the media
contents on the media server into the format needed by the players. In this way, when such
contents are played, they need not be dynamically converted, as the conversion might affect
the QoS in real-time playback.
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Subclauges 6.2.2.1.2, 6.2.2.1.3 and 6.2.2.1.4 describe the possible work modes of th
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Figure-3—Conversion-of-media-streams

n in Figure 3, media conversion can be performed in two modes. In the fisst n
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receiver. The one that requests the media conversion might be, the' media
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The HMRec sends a request content message to the converted media URI of HM(

bst process is as follows:

te of the

The HMG sends a request content message to the original media URI of HMSou.

The HMSou accepts the request of the HMG and sends the original media stream to the
HMG.

The HMG converts the media stream and sends the converted media stream to the HMRec.
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Figure 4 —- HMRec requests media conversion from HMG

b MS is the WMS, if DRM and authority management are taken |into acc

there are a rich variety of DRM and authority management modes, the HM
I DRM systems and authority management modes.

HMRec requests WMS to support redirection

HMG, it first requests media stream redirection)from the WMS. Here, it is §

MRec has obtained the URI of the needed’media resources;

MRec might have obtained the code _format, resolution and frame rate of th
resources;

MRec might have known the media transport protocol used by the media ser
MRec needs the conversion/service for sure;

MRec has finished necessary DRM authentication and device authentication

bss is as follows:

MRec sends‘a‘Request Redirection message to the WMS, which includes:
e URI of-the 'media resources on the WMS requested by the HMRec.

VMS satisfies the request of the HMRec and allocates a Request identity (R
nse'‘message.
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shall include the procedure of how the HMG can pass the WMS autheptication.
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vwhen the media source recelives a media service request from the media recelver, It allocates

an identity

to authenticate the media conversion service device, that is, the HMG, provided by the media receiver (MR).
This identify is called the request identity. The media conversion service is originated by the media receiver; the
request identify allocated by the media source is transferred to the HMG. When obtaining original media contents
from the media source, the HMG needs to provide the request identity to the media source to prove its validity.

RI

The HMRec sends a request conversion message to the HMG, which includes:
the URI of the media resources on the WMS requested by the HMRec;

the media code format, resolution and frame rate needed by the HMRec;
media transport protocols supported by the HMRec;

D allocated by the WMS;

by the HMRec;

(o

ptional) media transport protocols supported by the WMS.

(optional) media code format, resolution and frame rate of the media contents requested
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4.

If the HMG can accept the conversion request, it can send a message to the HMRec,
indicating that the request is accepted; otherwise the HMG shall send a message to refuse
the request.

The HMG requests the media resources needed by the HMRec from the WMS. The request
message shall include the RID and the URI of the media resources on the WMS requested
by the HMRec; or the RID shall be sent back upon the request of the WMS. If the HMG
cannot request resources, or if the HMG cannot make conversion after the resources are
obtained, it shall send a message to the HMRec, indicating that the service cannot be
fulfilled

The WMS accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

The HMG converts the media stream and sends the converted media stream to the HMRec
according to the media code format, resolution and frame rate needed by the HMRec.

In the above procedure, the WMS does not implement DRM authentication enthe HMG but
transmits| the media stream directly. DRM authentication is completed by the.HMR¢c before
step 1. The WMS authenticates the RID to verify the validity of the HMG. In‘this way, [the HMG
does not|need to support various DRM methods, but has new requirements’ on the WMS.

In practiqe, encrypted transmission is needed between the WMS¢and the HMG, and|between
the HMG|and the HMRec. As a result, keys need to be exchanged“between the WM$ and the
HMG, anfl between the HMG and the HMRec. It is easy to exchange keys between the HMRec
and the HMG, as both devices are at home and can adopt a-standard method. Becausq different
service siystems in the WAN adopt different DRM systems“and different encryption algorithms,
it is hard|for the HMG to satisfy the media conversiontequests from various service terminals.
It is easy| to unify the DRM method in the home network; however, it is hard to unify various
services [n the WAN. The HMG is required to support various encryption algorithmg and key
exchang¢ methods. Even if a control channel is reserved between the HMRec and the|WMS for
key exchanges, through which the HMRec sends to the HMG the key exchanged with {he WMS,

the HMG(still needs to support multiple encryption algorithms.

HMRec HMG WMS

1. Request redirection

\ 4

2. Redirection OK (RID)

A

37 Request conversion (RID)

v

4. Response OK 5. Request media (RID)

7. Converted media 6. Original media

IEC

Figure 5 — HMRec requests WMS to support redirection

In order to support the workflow of HMRec requests media conversion, HMGs are required to
observe the following rules.

HMGs shall provide the media conversion service. Upon receiving a media conversion
request message from the HMRec, it should request media contents from the WMS.

The HMG should judge whether it can accept the media conversion request according to
the capability needed by the requester, available capability, and its processing capability.
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o |If the HMG finds that it cannot satisfy the requirement of the conversion service requester
after obtaining the media resources, it should send a message to the conversion service
requester, explaining that the conversion service cannot be fulfilled.

e The HMG should support the conversion of streaming media.
e The HMG should support the DRM.

o |If the HMG receives a RID from the HMRec, it shall include the RID when requesting media
contents from the WMS; or it shall feedback the RID upon the query of the WMS.

e HMG
e HMG
e HMG
e HMG

In order

following|rules:

e WMSE should be able to accept the media redirection request of the‘HMRec.

e After

e Exist

e New

In order

following|rules:

¢ HMR
e HMR

mess

o |If the|[HMRec sends a media redirection request to the WMS and receives a RID

s should support encrypted transmission with the WMS.
s should support encrypted transmission with the HMRec.

s should support various encryption algorithms.

5 should support various key management methods.

to support the workflow of media conversion, WMSs are required(to-obs

ing DRM methods should be optimized to support the media conversion serv

DRM methods should be adopted to support the media conversion service.

o support the workflow of media conversion; HMRecs are required to ob

Ics should be able to send a media redirection request to the WMS.

cs should be able to request the media conversion service from the HMG. Th

erve the

the WMS accepts a media redirection request from the media receiver, it can allocate
a RID to the media receiver so as to authenticate the HMG.

Cce.

serve the

e request

age should include the URI of the'media resources, media code format, rgsolution,
fram¢g rate and transport protocols.‘needed by the HMRec. It can also include
format, resolution and frame rate\of the requested contents, as well as the media
protog¢ols supported by the media’ content owner.

the code
transport

allocated
bquest to

by the MS, it should include this RID when sending a media conversion service r
the HMG.
6.2.2.1.4 HMSou.requests media conversion service
When the HMSou actively sends media contents to the HMRec, it can request the media

conversi
converte

¢n service from the HMG and sends media contents to the HMRec after

they are

11.

Supposing that the HMG shall support to convert the media format and expose all of them in

the CDS

, then the process in Figure 6 is as follows:

1. The HMSou sends a request conversion message to the HMG, requesting the media
conversion service. The message may include:

— the media code format, resolution and frame rate of the media contents sent by the

H

MSou;

— the media transport protocol of the HMSou;

— the URI for the media source sent by HMSou.
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2. The HMG sends a request conversion message to the HMRec, requesting the media
conversion service. The message may include:

— the media code format, resolution and frame rate of the media contents sent by the HMG,
— the media transport protocol of the HMG,

— the URI for the media source sent by HMG.

The HMRec requests the converted media content from the HMG.

The HMG requests the original media content from the HMSou.

The HMSou transmits media streams to the HMG.

o 0 koW

The HMG converts media streams and sends them to the HMRec.

LINAD LN LINCS
TTrviee TV Trvrooth

2. Set media source (
(converted madia URI) P 1. (original media URI) L
3. Request content _ 4. Request content o

6. Converted media < 5. Original media

IEC
Figure 6 — HMSou actively sends media to HMRec

The HMYou and the HMRec can be located in\different home networks. As a result, the HMG
can be in[the same home network as the HMSou or the HMRec. If the HMG and the HMSou are
in the same home network, the HMSou can-khow the HMG address through automatic liscovery
or configbirations. If the HMG and the HMSou are in different home networks, the HMRec shall
notify thg HMSou of the HMG address:

In order fo support the HMSou requests media conversion workflow, HMGs are required to
observe {he following rules:
e The HMG shall support to convert the media format and expose all of them in the CDS.

o If the HMG cannotfulfil the conversion process, it shall notify the HMSou that the cgnversion
servige cannat be fulfilled.

In order tp support the HMSou requests media conversion workflow, the HMSou should observe
the following rules:

e The HMSou should send a Set Media Source request to the HMG when transmitting media
contents. The request message from the HMSou may include the media code format,
resolution and frame rate of the transmitted media contents, as well as the transport
protocols used by the HMSou.

In order to support the HMSou requests media conversion workflow, HMRecs should observe
the following rules:

e The HMRec should receive and interpret Set Media Source request properly and send
Request Content to HMG accordingly.
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6.2.2.2 Video clip

To video clip is to clip some parts from high-resolution video pictures and transmit them to a
low-resolution media terminal. For example, in video surveillance, the resolution of the pictures
provided by a camera might be 720 x 480. When a user views a picture taken by the designated
cameras through a hand-held device, for example his mobile phone, the user needs to zoom
out the picture, as the screen of the hand-held device is quite small; otherwise, the user can
only see part of the picture. Besides, the media source does not need to send all original data
to the hand-held device. The user can view part of the picture taken by the cameras to keep the
high definition of the picture. If so, the system can clip the expected part of the original video
picture and encode it before transmitting it to the hand-held device. As a result, the quantity of
data transmitted can be reduced. The user can move the picture on the terminal and send
commands to the HMG to update the coordinates of the clipped picture. When a camera is fixed,
the user i ' i i i he home

network is always small, the picture can be clipped and encoded before being transmitted. In
this way,[the uplink bandwidth can be saved, while loads on the access network(and the public
network ¢an be lessened. Figure 7 shows the video clip applications.
IP camera
Internet /E
MPEG4
720 x 480
DTV

MPEG4 A ‘ Home network | a4
240 x 160 \/ Rt

HMG
e

IEC
Figure 7 — Video clip

In order fo support video clipsapplications, HMGs shall observe the following rules:

¢ HMGs$ can provide the\wideo clip function. The service request message should inglude the
relatiye coordinates and the scale of the video receiving terminal.

e HMGs should be*able to quickly respond to the coordinates switching command s¢nt by the
terminal.

6.3 Myltimedia stream control service

6.3.1 Requirements summary

e The HMG should be able to provide the AV media stream division service and divide the
audio and video parts into two streams.

e The HMG should be able to provide the stream combination service and combine the video
stream and the voice/audio stream into an AV stream.

e The HMG should be able to provide the media stream duplication service, which supports
multiple player terminals to receive the same media content.

e The HMG should be able to use the Internet group management protocol (IGMP) to multicast
media streams to provide the duplication function.

e The HMG should be able to duplicate unicast streams to provide the duplication function.

e The HMG should be able to provide the media stream redirection service.
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6.3.2 Application mode
6.3.2.1 Stream division

Stream division is to separate the audio part from the video part of an AV media stream so that
they can be transmitted through different channels. In a videophone stream, the voice stream
is separated by the HMG from the video stream, the voice stream is transferred to videophone
and the video stream is transferred to TV. In the stream division operation provided by the HMG,
the audio part might not be converted into voice contents, but simply separated from the video
part and transmitted. This process shall be executed according to the instructions of the device.
Figure 7 shows the AV media stream division.

/ HOMe TIStWOTK

. -

Videophone
stream

WMS Voice

Videophoné
IEC

Figure 8 — AV media streamydivision

The stream division operation is a process in whichi-the media receiver requests the media
conversign service, see Figure 9.

Videophone HMG WMS

1. Request conversion

»

., 2. Response OK 3. Request AV media o
N
. 4. Original AV stream
5.1. Converted video S el
5.2. Converted stream
voice stream A Sttt

IEC

Figure 9 — Stream division process

Functions of an HMG in stream division process:

e The HMG should be able to provide the AV media stream division function and divide the
audio part and the video part into two streams.

e The HMG should be able to convert audio streams into voice streams.

e The HMG shall set up channels with the videophone for video and voice transmission.

e The HMG shall be able to set up channels for video and voice transmission with the stream
division service requester, and send video and voice to the service requester.

e If the HMG provides the stream division service, the stream division request message shall
include the URI of the AV resources, needed video code format and voice code format.
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Functions of a videophone in stream division process:

e The videophone shall be able to set up IP connections with the HMG.

e The videophone shall be able to request the stream division service from the HMG. The
request message shall include the URI of AV resources.

6.3.2.2 Stream combination

Stream combination is the reverse of stream division. In video communications, the user might
use a camera to capture a video stream and a videophone to capture a voice stream; the HMG
should combine the video stream and the voice stream into an AV stream before forwarding it
to the WMS.

Figure 1Q shows the stream combination application.

Home network

Videophone Video Q '
stream Camera

HMG Voice

WMS

Videophone IEC

Figure 10 — Combination‘of media streams

The stregm combination operation is a process in which the media sender requests the media
conversign service; see Figure 11.
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Figure 11 — Stream combination process

HMGs shall conform to the following items in the stream combination process:

e The HMG should be able to provide the function of combining video and voice streams into
an AV media stream.

e The HMG shall be able to convert voice streams into audio streams.

e The HMG shall set up channels with the videophone for voice and video transmission.

e If the videophone does not indicate the audio and video code formats at the AV stream
receiver in the stream combination request message, the HMG shall be able to interact with
the AV stream receiver and obtain the code formats.
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o |f the HMG provides the stream combination service, it shall be able to set up channels for
video and voice transmission with the stream combination service requester, and receive

video

and voice from the service requester.

o |If the stream combination service requester does not specify the audio/video code formats
used by the AV stream receiver in the stream combination request message, the HMG shall

be ab

le to interact with the AV stream receiver to get the code formats.

Videophones shall conform to the following items in stream combination process:

e Thev

ideophone shall be able to set up IP connections with the HMG.

e The videophone can request the stream combination service from the HMG. The request
message shall include the address of the AV stream receiver and possibly the audio and

video
6.3.2.3
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Figure 12 — Duplication of media streams

cation-operation can be regarded as an application terminal joining a multicg
y be_two cases:
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the HMG
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— theo

gimat media streanT passes througit the HivG;

— the original media stream does not pass through the HMG.

In the first case, the duplication operation occurs on the HMG and can be easily fulfilled. In the
second case, if the media server does not support the duplication operation, considerations
shall be made about how to redirect the media stream to the HMG.
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In user operations, there are two cases that can lead to the duplication of the media stream.
Suppose HMRec1 is playing a programme, while the media stream shall be duplicated to

HMRec2.

HMRec2 can be used to watch the programme being played by HMRec1.

The user operates HMRec1. The user browses the list of players and selects HMRec2.

— The user operates HMRec2. The user browses the list of programmes and selects the
programme being played. Both HMRecs can play the same programme simultaneously. The
user can browse the list of players on HMRec2 and select HMRec1 to join the multicast
group of the programme being played on HMRec1.

In either of the above operations, if the media stream passes through the HMG, operation
commands will be sent to the HMG, which directly duplicates the media stream to HMRec2. If

the medig stream does not pass through the HMG, operation commands shall also _be sent to
the HMG| This can avoid the situation in which the media server does not support 'dliplication
operatiorfs, for example, ordering programmes on the WAN media server. In\this ¢ase, the
media strream shall be switched to the HMG and forwarded from the HMG to HMRec1.|Then the
media stjeam can be duplicated to HMRec2. That is to say, if the media stream does|not pass
through the HMG, operations shall be done so that the media stream passes through {he HMG.

Figure 13 and Figure 14 show how HMRec1 duplicates the media¢stream to HMRec2|and how
HMRec2 frequests to join the multicast group of the programme being played on HMRec1, in the
case of fhe original media stream passing through the HMGOHMRec1s and HMRegc2s that
support the DMC function of DLNA can satisfy both the flows{in Figure 13 and Figure|14.

HMRec1

<_ —_

HMRec2 HMG

Original stream

_________________________ é_________

1. Set media
resource (URI)

\ 4

2. Request content
(URI)

\ 4

3. Duplicated stream

Figure 13 — HMRec1 duplicates media stream to HMRec2

HMRec2 HMG

Original stream

MS

1. Get media source

2. Sent media source

(UR

v

3. Request content
URI)

v

4. Duplicated stream

Figure 14 — HMRec2 requests to join the multicast group
of the program being played on HMRec1
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Figure 15 shows how HMRec1 requests the duplication of the media stream to HMRec2 if the
original media stream does not pass through the HMG. Steps 1 to 4 are similar to the process
of requesting the media conversion shown in Figure 3. Here, the HMG is not used for media
conversion. The media stream passes through the HMG to facilitate duplication operations. The
request message in step 1 shall include the URI of the programme being played and the position
of contents played. Here, the media conversion request message can be used. The media
format and other parameters needed by HMRec1 are completely consistent with the parameters
provided by the MS. In the media conversion request, a parameter can be added to indicate the
start position of playback. When the HMG requests media contents from the MS in step 2, this
position information shall be included in the request message. Then the MS shall send contents
to the HMG from the designated position. An HMRec1 that supports the DMC function of DLNA
can satisfy the flow in Figure 14.

HMRec1 HMRec2 HMG S

Original stream

<_ _________________________________________

1. Request content (converted media URI)

> 2. Requesf content
(original.media URI)

»
| o

3:Original media

4. Converted media stream stream
<F—F - - - - -  — — — — — —————————- T ———
, €
5. Set media resource 6. Request content ;(
(URI) _ (URI)

7. Duplicated stream

EC

Figure 15 — HMRec1 requests media stream from HMG
and duplicatés media stream to HMRec2

Before step 1, HMRec1 shall terminate the media transmission connection with the [MS. This
procedurg is not included in Figure 15. Because HMRec1 needs to receive subsequgnt media
contents [from the HMG after terminating the connection with the MS, the playback on|[HMRec1
will be inferrupted temporarily during the duplication process.

Like the |defect of the 'media conversion method shown in Figure 4, the method shown in
Figure 18 cannot-be realized if DRM, device authentication or user identity authentjcation is
involved.| Figurext6 shows the duplication process by requesting media redirection,| which is
similar to[Figare*5. The request messages in step 3 and step 5 shall include the strean position
informatiopn’’ An HMRec1 that supports the DMC function of DLNA can satisfy the flow in
Figure 16-
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HMRec1 HMRec2 HMG WMS

Original stream

< _________________________________________

1. Requestredirection

[
>

2. Response OK (RID)

d
<

3. Request conversion (RID, position...)

\ 4

5. Request media (URI,
RID, position)
4. Response OK >

Rerouted stream 6. Rerouted stream

< ____________________________

Z O H
7. oct meaa resotrcee

(URI)

»
»
8. Set media resource

(UR

v

9. Duplicated stream

Figure 16 — HMRec1 duplicates media stfream to HMRec2
after requesting MS to redirect media stream to HMG

If the original media stream does not pass through the*HMG, HMRec2 can request tp join the
multicast|group of the media stream being playedcon' HMRec1. If DRM and authentidation are
not considered, the process shown in Figure 16<¢an be adopted, but request messaggs are all
sent by HIMRec2. If DRM and authentication_are taken into consideration, HMRec2 ghall first
log on to| the MS for authentication; the HMRec2 can adopt the process shown in Higure 16;

request messages are all sent by HMRec2:

The functions of the HMG are deseribed below:

The HMG shall be able to provide the media stream duplication function and suppont multiple
playef terminals to share.the same media contents.

The HMG should be able to use the Internet group management protocol (IGMP) tomulticast
medig streams so as.to provide the duplication function.

The HMG should be able to duplicate unicast streams to provide the duplication fynction.

If the] HMGssupports the duplication function, it shall support direct duplication when the
originjal _media stream passes through the HMG.

If the lHMG-suppo he—dupHeation Acton

LS - e original
media stream does not pass through the HMG.

If the HMG supports the duplication function, it shall support the request of the original
media stream receiver for duplicating the media stream to other terminal devices.

If the HMG supports the duplication function, it shall support the request of the terminal
device for joining the existing multicast group of a media stream.

If the HMG supports the duplication function, it shall support the media stream redirection.

If the HMG supports the duplication function, it shall support exceptional conversion
operation, which is the forwarding of the media stream without conversion.

If the HMG provides the duplication service, when the original media stream receiver
requests to duplicate the media stream to other terminals, the duplication operation can
succeed even if the destination terminal device is off. After the destination terminal device
is turned on, it will automatically receive duplicated media streams.
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6.3.2.4

Redirection

The redirection operation is to change the transmission destination of the media stream to
another device, as shown in Figure 17. The user shifts the programme to redirect the media
stream from the DTV to the PC. The bookmark technology is adopted to suspend the playback
of the redirected media stream. When the user moves to a new media receiving terminal, the
user can perform a simple operation to resume playing the paused programme.

Old stream \\
Ham nabuark

Figure 171
Authentid
redirectia
contents

saves the¢ media stream location information and-sets a bookmark. It terminates t

stream
redirectia
picture af

the flow in Figure 17. The HMRec1 and HMG that support the DMR function of DLNA4

and reco

Figure 18

New stream

HMG

IEC

Figure 17 — Media stream redirection

shows the redirection of the original media streamavhen it passes through the HMG.

ation is also considered in the process. Firstof all, HMRec1 sends 4
n message to the HMG. The message shall include the temporary URI
allocated by the HMG to HMRec1. Upon ¢egeiving the request message,

nder transmission. HMRec2 can getthe bookmark from the HMG. Aft
n, HMRec2 shall show the user that\the programme is paused and display

request
of media
the HMG
e media
er media
the last

pause. The HMRec1 and HMRec2(@hat support the DMC function of DLNA can satisfy

d the status of media, so they.gan support the media redirection function.

shows the HMRec1 requests to redirect a media stream to HMRec2.

\ can get
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HMRec1 HMRec2 HMG MS

Original stream

S S S S

1. Pause 2. Pause

»
»

v

3. Set media info (URI, position...)

v

4. Request media info

\ 4

5. Send media info (URI,

. position...)
6. Request content 7. Request content
(URI, position...) o (URI, position..)
8. New stream
< ————————————&8 L ————————

/A‘

Figure 18 — HMRec1 requests to redirect.media stream to HMRec2

Functions of the HMG and the destination device-in’redirection are as follows:

o If the[HMG provides the media stream redirection service, the redirection operatign can be
condycted even when the destination déevice is off.

o |If the] HMG successfully redirects *‘a-media stream, the position where the media stream
pauseés shall be recorded.

o |If the|[HMG successfully redifects a media stream, the last picture at pause shall fe sent to
the de¢stination device of the.redirection.

o |If the| redirection operation is successful, the destination device of the redirection shall
suppqrt the HMG to continue transmitting the media stream through the play operation.

6.3.2.5 Adaptive_processing
6.3.2.5.1 General

Adaptive| processing refers to the HMG parameter conversion capability of medial streams
according 1o the TecelvVers capabllities and Network environments, Incliuding resofution, bit rate
and encapsulation format. Figure 19 displays an AV stream delivered to HMRec1 from MS and
then redirected to HMRec2 with the parameter adjusted through HMG. This operation is under
certain conditions. The conversion of resolution is only applicable to the conversion from high
to low; the conversion of bit rate is only applicable to the conversion from high to low; and the
conversion of the encapsulation format is not restricted. Figure 19 shows the technical workflow
of the HMG adaptive processing operation.
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HMG adaptive process media stream to HMRec2

shows the process of HMG adaptively process the media stream disp
and delivered converted media to HMRec2. It is supposed that;

MG stores capabilities of all HMRec;

iginal media is delivered from MS to HMG and HMRecd.

bss is as follows:

1S sends original media stream to HMG and HMRec1 and the HMRec1 sets|

stream info to HMG.

AMG accepts the request from HMRec2 and the media info from HMR

sses the media stream parameters based on the capability of HMRec2. The H
back the converted media stream'to HMRec2.
MRec1 HMRec2 HMG MS
\y

Original Stream

1. Set Media info
(URIsPRosition ...)

2. Request Media info

MRec2 sends request to HMG for the same media info displayed in HMRec1.

layed on

targeted

ec1, and
MG then

/N

(URI, Position ....)

3. Converted Media

IEC

Figure 20 —- HMG adaptive process media stream to HMRec2
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6.3.2.5.3 HMRec requests HMG to adaptive process media stream based on the
network environment

The workflow in Figure 21 displays the process of the HMRec requesting the media stream
from the HMG and the HMG processing the stream based on the HMRec network environment.
It is supposed that:

e the HMG is able to detect the network environment of the HMRec;

e the HMG is able to convert the media stream based on the network environment of the
HMRec.

The process is as follows:

the HMG forwards to request content message to MS;

the M[S accepts the request and sends the original media to the HMG;
the HMG sends a request to detect the network environment of the HMRec;
the HMRec replies to the HMG with network information;

& 9 Rk wh =

the HMG makes adjustments on the media based on the network’ condition of the HMRec
and then sends the HMRec the converted media stream.

HMRec HMG MS

1. Request Content (URI) 2. Request Content (URI)

v
N

3. Send Original Media

A

4. Request Network info

5: Response Network info

6. Converted Media
Stream

< _________

IEC

Figure 21 — HMRec requests HMG to adaptive process media stream
based on the network environment

6.3.2.5.4 HMG requests specific parameters from MS

Figure 22 shows the process used by the HMG to detect HMRec network info and request media
with specific parameters from MS. It is supposed that:

e the HMG is able to detect the network environment of HMRec;

e the HMG is capable of requesting media content with specific parameters from the MS based
on the network condition that HMRec is in.
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The process is as follows:

the HMRec requests content from HMG;
the HMG accepts the request and sends a network information request to HMRec;
the HMRec accepts the request and sends network information to the HMG;

Bo N =

the HMG determines the media stream parameters that fit the HMRec based on the HMRec
network information and device capability. After that, HMG requests content with specific
parameters from the MS;

5. the MS accepts the request and sends converted media stream to HMRec.

HMRec HMG MS

1. Request Content (URI)

N
2. Request network info
<
3. Response network info
4. Request Content (URI,
( Parameters) R
$ -
)
5. Converted media
stream
e

IEC

Figure 22,~"HMG requests specific parameters from MS

Thereforg, the HMG adaptive processing functions are as follows:

e The HIMG shalll be able to convert multimedia sent from the MS based on the feceiver's
ability.

e The HMG shall be able to convert multimedia sent from the MS based on thg network
environment of the HMRec.

e The HMG shall be able to request multimedia with specific parameters from the media
source.

6.3.2.6 Remote processing
6.3.2.6.1 General

Remote processing is the capability to setup remote access (media stream outward sharing,
inward sharing, etc.) between home media devices and remote media devices (i.e. WMR or
WMS outside the home network). This operation has requirements for the HMG, the WMS and
the WMR, and authentication among them is required in this process. Figure 23 is the process
of the PC in the home network sharing the media stream to the mobile phone in WAN through
an app and Figure 24 is the process of the mobile phone in WAN inwardly sharing a media
stream to the DTV at home through the HMG.
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Home network

AV stream . AV stream
PC
e \—/\f —_—

Figure 23 — Outward remote sharing from HMSou to WMR

f/ Home network
AV stream . AV stream

IEC

\WWMS

IEQ

Figure 24 — Inward remote sharing from\WMS to HMRec

Figure 28 shows the process of WMR requesting content from the HMSou. Here, it is $upposed

that:

The procgss is as follows:

1.

the WMR has obtained the URI of the needed media resources;

the WMR might have obtained the Code format, resolution and frame rate of th¢ needed
media resources;

the WMR might have known the*media transport protocol used by the media sendgr;
the WMR needs the conversion service;

the WMR has finished necessary DRM authentication and device authentication with the
WMS

The WMR sends content request message to HMSou, which includes:
— thp URTI of the media resources on the HMSou requested by the WMR.

The HMSou satisfies the request of the WMR and allocates an RID in the response
message.

The WMR receives the RID and sends a request conversion message to the HMG, which
includes:

— the URI of the media resources on the HMSou requested by the WMR;
— the media code format, resolution and frame rate needed by the WMR;
— media transport protocols supported by the WMR,;

— RID allocated by the HMSou.

If the HMG can accept the request, it then sends a message to the WMR, indicating that the
request is accepted; otherwise the HMG shall send a message to refuse the request.

The HMG requests the media resources needed by the WMR from the HMSou. The request
message shall include the RID and the URI of the media resources on the HMSou requested
by the HMRec; or the RID shall be sent back upon the request of the HMSou.
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6.3.2.6.3 Outward remote sharing from HMSou to WMR

The HMSou accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

The HMG converts the media stream and sends the converted media stream to the WMR
according to the media code format, resolution and frame rate needed by the WMR.

HMSou HMG WMR
1. Request Content
<
2. Response OK (RID
p (RID) >
P 3 Requestmedta (RID)
4. Response OK b
>\
5. Request media (RID)
<

6. Original media 7,.Converted media

IEC

Figure 25 — WMR requests content\from HMSou for outward remote sharing

There is pnother occasion which.actively sets the media resource from home media device to

the devicge in the WAN, which.is*presented in Figure 26. Here, it is assumed that:

The procgss.is as follows:

the ofiginal stream is"delivered from the HMSou to the WMR through the HMG;

the WMR has finished necessary DRM authentication and device authentication with the
HMSqu;

the WMR might have known the media transport protocol used by the HMSou;

The HMSou sends media share request message to the WMR for media duplication.
The WMR satisfies the request and allocates an RID in the response message.

The HMSou sends set media resource message to the HMG, indicating the media resource
to be duplicated. The message may include:

— the URI of the media resources on the HMSou requested by the WMR,;
— the RID allocated by the HMSou.

The HMG sends the set media resource message received from the HMSou to the WMR,
indicating which media resource from the HMSou is about to be duplicated.

The WMR then sends a request content message to the HMG.

If the HMG accepts the WMR request, it then sends a message to the WMR, indicating that
the request is accepted; otherwise, the HMG shall send a message to refuse the request.
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7. The HMG requests the media resource from the HMSou with a defined URI and a defined
RID in the message.

The HMSou accepts the HMG request and sends the original media as a response.

The HMG receives the original media and sends the duplicated media stream to the target

WMR.
HMSou HMG WMR
1. Request share o
2. Response OK
» (RID)
3. Set media 4. Set media (
resource (URI, RID) resource (URI, RID) &
)
| 5. Request content
) 6. Resporise OK
) 7. Request media >
8. Original media 9.’Duplicated stream
R\
IEC
Figure 26 — Outward remote sharing from HMSou to WMR
6.3.2.6.4 Inward remote sharing from WMS to HMRec
Inward sharing refers to the media device in WAN shares media stream to device in LA

HMG. Figure 27 shows the)process of inward remote sharing from the WMS to the

The process is as follows:

The HMRec sends a request duplication message to the WMS.

N through
HMRec.

e needed

with the

The WMS satisfies the request of the HMRec and allocates an RID in the response message.

3. The WMS sends a set media resource message to the HMG, which includes:

— the URI of the media resources on the WMS requested by the HMRec;

— the media code format, resolution and frame rate needed by the HMRec;

— media transport protocols supported by the HMRec;
— RIDs allocated by the WMS.

B

f the HMG can accept the conversion request, it can send a message to the HMRec

indicating that the request is accepted; otherwise, the HMG shall send a message to refuse

the request.
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5. The HMRec sends request media content message to HMG. The request media content
message may include the URI of the media resources needed by the HMRec from the WMS.

6. The HMG responds OK if it accepts the request; otherwise, it shall send a refusal message
as areply.

The HMG then sends a request media message with RID to WMS.

The WMS accepts the request of the HMG after authenticating the RID. Then it sends the
original media stream to the HMG.

9. The HMG converts the media stream and sends the duplicated media stream to the HMRec.

HMRec HMG WMS

1. Request Content

>
2. Response OK (RID) |
< ™
o
4. Set media 3. Set media
< resource (URI, RID) resource (URI\RID)
5. Request media content
(URI)
>
g
6. Response OK N\
< ! 7. Request media (RID)
9. Duplicated stream 8. Original media
€« — — — — — = — —- «~ — —— —— — -

IEC
Figure 27 <Inward remote sharing from WMS to HMRec

The functions of HMG_ remote processing shall observe the following items:

e the HMG shall.be-able to detect if media receiver is in LAN;
o the HMG shall'store the symmetric key and share with WMR and WMS;
o the HMGrshall encrypt outward data with key;

o the HMG shall decrypt inward data with key.
The functions of the WMS and the WMR shall observe the following items:

e If the WMS share media content to the home network, it shall indicate the receiver;
o If the WMR requests media content, it shall indicate the media source;

e The WMS and WMR shall be able to store the key shared with HMG;

e The WMS and WMR shall be able to encrypt inward data with key;

e The WMS and WMR shall be able to decrypt outward data with key.
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6.3.2.7 Playing jump control
6.3.2.7.1 General

HMGs shall be able to support media content playing jump control function. When the HMRec
specifies the progress bar position, the HMG returns the corresponding media stream according
to it. If the targeted media content is stored locally in the HMG, the media content will be directly
returned to the HMRec; otherwise, the corresponding media content will be requested from the
MS. Figure 28 shows the process of the HMG executing the play jump control for the PC's
request. The interaction between the MS and the HMG is not mandatory if the HMG has the
requested media resource. In Figure 29, the request message in step 1 shall include the URI of
the media content being played and the designated progress bar position. In Figure 30, When
the HMG requests media contents from the MS, the position information should be included in
the request-message—Fhern—theMS—sendsecontentsto-the HMGfrom-thedesigrated position

and the HHIMG operates the media content adjustment.

P(

Request content

Request content Converted
o ) media Home network
Original media

VIS HMG

Figure 28 — Media play jump control

6.3.2.7.2 Media content targeted by.progress bar returned from HMG

Figure 29 shows the HMRec request.later or earlier content of the media stream, then|the HMG
returns the content it already cachedor stored. It is supposed that:

e the ofliginal stream is delivered from the MS to the HMRec through the HMG;

e the HMG caches or stores the targeted media resource.
The procgss is as follows:

1. The HMRec sénds request content message to the HMG with information of progress bar
positibn and-media URI.

2. The HIMG dccepts the request and searches the cached or stored content internally. The
HMG Isends back the converted media stream to the target HMRec
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Figure 29 — Media content targeted by progress bar returned from the HMG

Media content targeted by progress bar returned from MS

shows the HMRec request later or€arlier content of the media stream, then
the content from the MS, which then sends back the original media to the HM
that:

iginal stream is deliveredfrom the MS to the HMRec through the HMG;

MG does not cache or.store required media resources and it needs to requeg
he MS.

bss is as follows:

riginal stream is delivered from the MS to the HMRec through the HMG. Th
a requést content message to the HMG.

to se

condition, the HMG does not have the required content, therefore the HMG ¢
d<a request content message to the MS.

the HMG
G, which

t content

e HMRec

ontinues

3. The MS delivers the original media to the HMG and the HMG then does tf
conversion.

4. The HMG sends the converted media to the HMRec as requested.

e media
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Figure 30 — Media content targeted by progress bar returned from MS

Requirements for HMG jump control are as follows:

e the HMG shall be able to provide the jump-control function for the media stream;

o the HMG shall search the content cached or stored in it; if there is no requesteq content,
the HMG should request media contents from the MS.

6.3.3 Content directory service
6.3.3.1 Overview

Media repources might©ome from multiple devices or channels. To guarantee a gjood user
experienge, the usertshall access the resources from a uniform portal. IEC 624B1-1 has
proposed the concépt of a virtual media server, which is used to provide a unified content
directory| This document will expand the so-called "media resources" so that they are not
restricted to media contents. Printers and surveillance cameras are also accessible media
resources rather than merely devices.

6.3.3.2 Unified content directory

In a home network, media contents might exist in multiple devices, for example one or several
home media servers, STBs with hard disks, laptops, digital cameras or video cameras, and
mobile phones that can take pictures. When searching for media contents in the home network,
the user might want to see a unified content directory, which classifies contents according to a
certain method. The user can query contents by category or key words, instead of searching all
devices. In this way, the user can have a pleasant experience. This task can be enabled by the
HMG. The HMG collects all possible media contents in the home network and presents them to
the HMRec in the unified directory mode. The HMRec needs to connect to the HMG to access
this unified directory. Moreover, the HMG can contain the directory of contents on registered
media servers, for example the electronic programme guide (EPG) for IPTV.
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By combining media content directories on various media source devices, the directory service
of the HMG provides single directory ingress for the HMRec, which can order media
programmes in all positions. When the HMRec searches for a programme in the home network,
it first accesses the unified directory provided by the HMG, browses the programmes and makes
a selection. In this process, the HMRec can know the encoding and decoding formats, resolution
and frame rate of the selected media programme. The HMG can know the playback capability
of the HMRec. When the HMRec decides to play the programme, it can send the media data
through the HMG. If no data conversion is needed, the HMRec can directly obtain media data
from the media source device according to the URI of the media content provided by the HMG.
When the HMRec decides to play the programme, if the HMG knows that the HMRec cannot
play the selected media contents, the HMG redirects the URI provided to the HMRec to the
HMG itself. The HMRec requests the selected contents from the HMG, then the HMG requests
the contents from the actual media owner and sends them to the HMRec after conversion. On
the contrfry, if the HMG Knows that the HMREC can directly play the selected medla contents,
it redirects the URI provided to the HMRec to the media content owner, and the HMRe¢|requests
the selected media contents from the media owner.

Figure 31 shows the preceding process in which the HMG needs to implementmedia cgnversion.
During thjis process, the HMRec does not request the media conversion‘service from {he HMG,
because |the URI provided by the HMG to the HMRec points to the ' HMG. In this ¢ase, the
HMRec can regard the HMG as the provider of media contents in the-designated fornjat.

If the URJl provided by the HMG to the HMRec points to the HMSou, the HMRec can request
the medig conversion service from the HMG, if it obtains média contents from the HMSou but
cannot play the contents. In this case, the process as described in Figure 4 should agply.

HMRec HMG HMSou

1. Request browse
(capabilities)

v

2. Filtered content directory.

A

3. Selegt

v

4. URI'Of content

A

5. Request content o 6. Request content

A
\ 4

8. Converted media stream 7. Original media stream

IEC
Figure 31 — HMRec selects media contents through the directory service of HMG

When the HMRec accesses the directory service of the HMG, the HMG can know the type of
media services played by the HMRec. The directory only shows the media types that can be
played by the HMRec, as indicated by steps 2, 3 and 4 in Figure 31. For example, for an
electronic photo frame that only plays photos, the HMG merely presents the collected photos
to the photo frame; for an MP3 player, the HMG presents music media contents.
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The HMG shall support the following functions:

6.4

The med|a format requirements shall fully support the'specification of IEC 62481-2.

The HMG should provide the unified directory service.

The HMG should be able to collect media contents from various media devices in the home
network to form a unified directory.

The HMG should be able to classify media contents according to various standards,
including the content type, content creation time, content creator, content author, and
content title.

The HMG should be able to query contents according to key words.

If the HMG detects that the HMSou can directly provide the contents requested by the
HMRec without conversion, the URI provided by the HMG to the HMRec can point to the
HMSgt; ISE; i . i ; ively obtain
contents from the device that contains the selected media contents and ra
contents to the HMRec after conversion.

MG should filter all media contents according to the media types|request¢d by the
¢ and present the directory of filtered contents to the HMRec.

The HMSou should provide the directory query interface, media~content direg¢tory and
contepts.

The HMRec should be able to automatically connect to the HMGto access its direfptory and
browge the directory.

Media format

What spegcific media format is applicable depends on the application case. Table 1] displays

mandatofy and optional formats for each media class.

In order [o establish the actual interoperability, IEC 62481-2 defines profileIDs which specify
various pfarameters of those codecs..The serving endpoints, such as HMSou and HM{@, expose
profileIDg which they support and:the rendering endpoints, such as HMSou and HMRec, use

those prdfileIDs to identify the rendering capabilities.

Table~1- Mandatory and optional media formats

Media Mandatory format set Optional format set
class
Images JPEG GIF, TIFF, PNG
Audio LPCM (2 channel), MP3 and WMAQ9, AC-3, MPEG2 AAC, ATRAC3plus, MPEG4 (HE AAC,
MPEG4 AAC LC AAC LTP, BSAC), AMR, ATRAC3plus, G.726, WMA,|LPCM
Video MPEGZ, MPEG4 AVC (AAC LT VMPEGT, MPEGZ, WMVY, VCT, H.263, H.204, H.265, H.266,
Assoc Audio) MPEG4 part 2, MPEG4 AVC (BSAC or other for Assoc. Audio)

7

7.1

Home automation

Requirements summary

In the home network system, the automation and control applications of the home network can

be

supported by the HMG. HMGs should support all the requirements of ISO/IEC 14762.

Clause 7 describes some typical multimedia applications supported by the HMG:

device control functionality in directory services (7.2);
multimedia message service (7.3);

devices management service (7.4);
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e meters reading service (7.5);

e household appliance control service (7.6);

e AVre

cognition and alarm (7.7).

7.2 Devices in directory

7.2.1 Printer

The directory services provided by the HMG should include printers. When the user uploads
photos or pictures from video to a printer through any device, it means that the photos or
pictures should be printed. The HMG should provide the printer driver and printing task
management.

HMGs sh

e |If the
inclug
the pi

¢ When
regar
imme
e Ifthe
functi

e The HMG can convert the contents uploaded from the*HMRec to the printer into th

form
e The

text cpntents.

7.2.2

The diregtory services provided by the-HMG should also include the surveillance

When th
view the

conversign and coding/decoding conversion services according to the capability of the

all support the following functions:

home network contains a printer, the directory services provided by the HM
e the printer. The HMG should be able to detect the printer automatically or
inter passively.

the HMRec uploads pictures and text contents to the printer-directory, the HM

Hiately, a prompt should be provided.

printer is not a network printer, the HMG should support the printing task marj
pN.

t.

G should
configure

G should

] them as printing tasks. If the pictures and text contents cannot b¢ printed

agement

e needed

MG should only present the printer inthye directory views of uploaded picfures and

urveillance cameras

user selects a camera through the video terminal, it means that the user
current picture of the cameras. The HMG can automatically provide 1

cameras.
needs to
esolution
terminal

device. If can also clip pictures according to the operations on the terminal. The HMf should

also congider the situation when multiple application terminals access the same cam

same tim

HMGs should support the following functions:

. If the
HMG

e.

home)network contains a surveillance camera, the directory services provid
should include the cameras. The HMG should be able to detect the

ra at the

bd by the
cameras

auton atically or contigure the cameras passively.

e When an application terminal selects the cameras, the HMG should regard it as viewing the
cameras' contents. The HMG should actively receive the contents from the cameras and
perform conversion, compression and clipping operations according to the requirements of
the application terminal.

e The HMG should support multiple application terminals accessing the same camera at the

same time.

e The HMG should only present the cameras in the directory views of downloaded pictures
and videos.

7.2.3 Intelligent household appliance

The directory services provided by the HMG can also include the controllable home appliances.
When the user selects a home appliance, it means that the user is to control the home appliance.
In this case, the HMG can send a control web page to the terminal, and the terminal controls
the home appliance through the control web page.
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HMG shall support the following functions:

7.3

The HMG should be able to support control on home appliances and can list home
appliances in the directory.

When a terminal selects a home appliance, the HMG can send a control web page to the
terminal. The web page can be provided by the HMG or the home appliance itself.

Home appliances should only appear in the directory views accessed by web-enabled
terminals.

Multimedia message application

7.3.1 Requirements summary for HMG

7.3.2 Multimedia message

The HMG should be able to provide email detection and notification functions.

If thel]HMG provides the email detection function, it should send the notifications of new
emails to the device that can receive the notifications in the user's home network, for
example the STB, intelligent telephone and the user's personal device.

If the [HMG provides the email detection function, it should provide anjinterface to fonfigure
the user's email address, user name, personal device, public deviCe that can refeive the
email| and password for viewing the email text through the public_device.

A multimgdia message application means a device generdtes an event and sends a [message,
which is presented in the multimedia form in the home nietwork. For example, when the user is
watching| TV while the fixed telephone rings, the user\can see the calling number gn the TV
screen. Another example is that the user hears a voice saying the clothes are all wasled when
reading @ newspaper in the study. Such multimgdia message applications can be| realized

through g unified multimedia message application platform in the home network.

7.3.3 Requirements for multimedia message

In the home network, events that occur. on devices can be heard or seen. These even{s include
incoming| call, incoming email, ordered messages received, washing finished by [washers,
heating finished by the microwave’ oven, and hot water ready in the bathtub. Such eyents can
be heard from the TV set and ‘IP acoustic devices, or seen from devices with displays, for
example [TV sets, video doorbells, PDAs, and mobile phones, or from indicators on thg devices.
The user|can hear voice{music and ring tones, mostly voice. Sometimes, the user can et music
or ring topes for specific events. Things to be seen include characters, pictures, video gnd icons;
they can|include various effects or mainly character information, because characterp are the
most dirgct expréssion mode. Sometimes, the user can set special pictures, videos and icons

for specific events.

A unifiedlmultimedia message applirafinn platfnrm in the home network allows any device to
send a message and displays the message on the designated or dedicated display or indication
device.

To support the unified multimedia message application platform in the home network, a unified
message format should be made. Each message should meet the following recommendations:

The message should contain the ID of the device that sends the message so that the
message receiver can classify and match the message. The device ID should be unique
inside the home network.

The message should have a message ID so that the message receiver can retrieve the
message. The message ID can be used with the device ID. Therefore, the message ID
should be unique in the device that sends the message.

The message should contain the type of the message content. Content types include text,
picture, audio, voice and video.
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7.3.4 Multimedia message format

Table 2 describes a general multimedia message format that is recommended.

The message should contain the media that presents the message contents. Message
contents should be able to be presented through indicators, display, loudspeaker and other
media. According to the ways of obtaining information, messages can be presented by
looking and hearing. The specific presentation mode is determined by the message receiver.
The message sender should specify whether the message will be heard or seen. If the
content type is inconsistent with the presentation media, contents of the message might be
converted, for example from text into voice.

The message should be able to contain the duration of presentation of message contents.
The message should contain the information about the length of message contents.

The message should contain the content body. The format of the contents is determined by
the contents; for example a video involves the resolution, frame rate and code format, which
are determined hy the content hnr‘ly

Notification in the form of a special message should be sent to the display device|to delete
the previously sent messages.

Table 2 — Multimedia message format recommended

Device ID Message ID Message Presentation Keeping Length of Message
Media Type Media Type Time Message Body Body
(4 byteg) (2 bytes) (1 byte) (1 byte) (4 bytes) (4 bytes) (LMB bytes)

Device ID: the device ID is allocated by the multimedia application platform in |a unified
modej it can be the IP address or MAC address of the device.

Messgage ID: allocated by the device thatsends the message.

Messhge Media Type: indicates the«content type of the message body; 0-no message body;
1-texy; 2-picture; 3-audio; 4-voicei-5-video; 6-event code.

Presgntation Media Type: 0 £ unknown (that is, not designated); 1 — looking; 2 — Hearing; 3
— looking and hearing.

Keeping Time: 0 — delete the message designated by device ID + message IDj non 0 —
duration of keeping, in;Seconds; if the message is not explicitly deleted after the tir:Le is due,
the device deletesvit-automatically. Because no message is to be displayed permanently,
there|is no neéd to define a value to indicate that the message will be permanently
displgyed.

is 0, thiscfield is also O.

Message Body: message contents to be displayed. If the content type is voice, audio, picture
or video, the format is determined by the message body. That is, the format of the message
body is its storage format. The message receiver will process the message body as a file.
Before the message body reaches the receiver, however, it may be converted through the
intermediate device. If the message content type is event code (6), the message body is an
event code represented by a decimal number. The event code is defined by the message
sender, while the corresponding information content is provided by the HMG. The message
media type (MMT), presentation media type (PMT) and keeping time (KT) can be defined
on the HMG; in the message, these contents can be omitted.

LengtP of(Message Body: The range is 0-0xffffffff; if the value of the message corjtent type
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7.3.5 Send a message

The message sender can directly send the message to the destination device or the HMG. The
HMG can select the destination device automatically or according to settings. Either the
message sender or the HMG can use the unicast mode or broadcast mode to send the message.
It is recommended that all devices in the home network send messages to the HMG, while the
HMG forwards the messages to the display device. This can not only simplify service
configurations, but also facilitate unified allocation of device IDs. Moreover, the HMG can
convert the message body if necessary.

7.3.6 Delete a message

After the message sender is sure that the user has known the sent message, a special message
can be sEnTto the message receiver, notifying the receiver to delete the previous fnessage.
The metHod is to assign the same message ID to the special message and set thedkeeping time
to 0.

When thge message sender is sure that the user has viewed the displayed mesgage, the
displayed message can be deleted and not displayed again.

7.3.7 Requirements for HMGs
HMGs shall observe the following points:

e The HMG should accept the registration of multimedia services by the application|device.
e The HMG should support the receiving and forwarding of multimedia messages.

e The HMG should automatically detect the status’of the application device and detefmine the
messfage forwarding destination. It can also adopt the broadcast mode to forward messages.

e The HMG should match the media format of the message and the media pifocessing
capalyility of the message receiver. If necessary, it should convert the message bgdy.

7.4 Devices management by HMG
7.41 Device status

In 7.2, infroduction is givensta‘the presentation of the printer, surveillance cameras gnd home
appliancgs in the directory. The HMG needs to know whether these devices are usable. Even
when a device enters the’ hibernation mode due to power management and can be|remotely
woken up, the devicesis usable if the HMG can wake up the device.

The HMG shouldirecord the state of the device under its management. States include usable
and unudable. Usable states include the online state and the hibernation mode, in Wwhich the
device cgn.be woken up by the HMG.

7.4.2 Connection status

If a media stream from the MS to the HMRec passes through the HMG, if the MS fails or the
connection between the MS and the HMG fails, the HMG can detect the failure. The HMRec
can also detect the failure, as it cannot receive media data from the HMG, and terminate the
connection with the HMG automatically or under user operation. If the connection between the
HMRec and the HMG is abnormal, if the HMG makes no special processing, it can continue
obtaining media data from the MS, although it is insignificant to do so. Therefore, when
detecting any exception on the connection between the HMG and the HMRec, the HMG should
actively terminate or suspend the transmission to the MS, to save processing capabilities and
resources to serve other connections.

The HMG should be able to judge whether the transmission connection on itself is normal. When
the transmission connection is abnormal, it should terminate or suspend the media service.
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7.4.3 Energy saving and power management

The home media service centre and player terminals, which store and manage media contents,
might be in the hibernation mode to save energy when they are not in use. When the HMG

accesses the media service centre and player terminals, it should be able to wake
devices. Therefore, the HMG should be able to support the power wake-up function.

up these
Wake-up

messages can be saved on the HMG or queried by the HMG from other devices. (A specific

solution is needed.)

In some special cases, the HMG might force a device to enter the hibernation mode. For

example, if the HMG detects that the TV is on but there is no-one at home, or no-one

near the

room with the TV, it can turn off the TV. In this case, the TV actually enters a hibernation mode.

HMGs sHall observe the following points:

e the HMG should be able to wake up other devices in the hibernation mode;

e the HMG should be able to save the wake-up messages sent by other devicq
entering the hibernation mode;

e the HMG should be able to query the wake-up messages from other-devices;

e the HMG can send the dormancy command to other devices.

7.5 Reading of meters

The readjng of meters is an important function in home @utomation. It can significant
the operation expenditures of water, electricity and gas companies. This function s
add any ppurden on users. For each user, if meterscof water, gas and electricity ar
outdoors| the user normally does not pay attention)to meter reading by water, elect
gas companies. As a result, the user is not interested in automatic meter reading, unl

s before

y reduce
nould not
e |ocated
ricity and
bss there

are somg advantages; for example, the user-tan query the consumptions of water, ¢lectricity

and gas fhrough a PC, a TV and a mobile_pfione to know family expenditures.

Because|the water, electricity and.\(gas companies do not have operation netw
deployment of automatic meter reading needs the cooperation between these comp4g
network ¢perators. This can invelve the settings of many parameters, for example t
addressels and the data report time.

If the metering data for water, electricity and gas is automatically reported by the home
the paymeent informationshould also be sent to the user's home through the home nety
network ghould adgpt-a method to notify the user to query the payment information, for
displaying payment information on TV.

brks, the
nies and
e server

network,
vork. The
example

The HM

communicates with water, electricity and gas meters through wired or wirelefss mode

in the home-retworsystem-

HMGs shall observe the following points:

e the HMG should be able to support the three-meter reading function;
e the HMG should provide interfaces for communicating with water, electricity and ga

e the HMG should provide the user query interface;

s meters;

e the HMG should provide the configuration interface for some parameters, for example the

URL of the data report server and the data report time;

e the HMG should provide an interface for receiving payment information, or query the

payment information from the suppliers' servers.
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7.6 Household appliance control

Home appliance control can be performed by means of a directory service. The HMG is the
control centre that support different forms of control. For example, it can control home
appliances by receiving short messages sent by mobile phones, through voice interaction, or
by logging on to a web page.

HMGs shall observe the following items:

e the HMG should support control through short messages;
e the HMG should be able to receive short messages;

e the HMG should resolve the message content, authenticate the password, and resolve and
execyte The confrol command when the HMG receives a short message;

e the HMG should be able to send a message, notifying the command execution redult to the
numbgr that sends the control command when the HMG receives a short miessage;

e the HMG should be able to support web proxies and provide control web.pages fdqr various
home|appliances;

e the HMG should support web proxies and allow the user to log on to web pages.|It should
provide user identity authentication and display the status and”control results|of home
applignces through web pages.

recognition and analysis

The audio/video analysis and recognition function of. HMG refers to the usage of| artificial
intelligent tools and it is important in home special.Care scenarios. The HMG shal| be able
process and recognize images captured by a home device and send out alarm mesgages for
any abné¢rmal audio and video result. Abnormal conditions include a stranger |ntruding,
fire/smoke warning, and special noises such as, a baby crying.

Functiong of HMG audio/video recognitien and analysis are as follows:
e the HMG shall support AV analysis and recognition abilities;
e the HMG shall be able to make’' an alarm reminder for abnormal conditions.

8 QoS

8.1 Gdgneral

There might be ‘multiple streams or multiple types of streams passing through the HMG. The
HMG negds to distinguish the priority level of each HMRec and the level of the stream type. If
the HMG|has a limited output bandwidth and a limited processing capability, it should guarantee
the bandwidthreatirementand-guat of-devicesofhighpriority

C waw araqguoa AR,

The QoS for the HMG is compatible with the UPnP-Qo0S:3, which is defined in the
ISO/IEC 29341 series. The HMG should support the UPnP-QoS Device:3 service.

The following paragraph is the reference from UPnP-QoS Architecture:3 document. Refer to
UPnP-QoS:3 for more details.

The QoS for the HMG defines three services which are the QosPolicyHolder Service [QPH:3],
the QosManager Service [QM:3] and the QosDevice Service [QD:3]. All three services are
shown in Figure 32.
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Figure 32 — QoS Architéecture overview

Fundamgntally, the QoS for the HMG manages the QoS for a traffic stream that flows|between
a sourceland a sink device. A traffic stream is viewed as a uni-directional flow from|a source
device tQ a sink device, possibly passing through intermediate devices. In the irteraction
described in this clause, a control point.application is assumed to have the knowledge ¢f source,
sink and [content characteristics _to.be streamed, along with the content's traffic spgcification
(TSPEC)| The control point constructs a TrafficDescriptor structure and requests a QogManager
service dn the network to setup QoS for a traffic stream (step 1). The control pojnt in the
QosManager Service (frem* here on referred to as "QoS Manager") requpsts the
QosPolicyHolder Service (step 2) to provide appropriate policy for the traffic stream described
by the TrafficDescriptor structure (step 3). Based on this policy, the QoS Manager cpnfigures

the

8.2

QosDOevice Seryice(s) for establishing the QoS for the new traffic stream (step 4).

QqS for HMG

The KHIMG’should support the UPnP-QoS Device:3 service defined in the ISO/IEC 29341
series:

The HMG should guarantee the bandwidth and QoS needed by the streaming media.

The HMG should be able to implement priority control on transmission connections
according to the device priority. For example, the telephone is of higher priority than the
STB; the STB is of higher priority than the PC.

The HMG should be able to implement priority control on transmission connections
according to the content priority. For example, voice contents are of higher priority than
audio contents; audio contents are of higher priority than video contents; video contents are
of higher priority than pictures.

The HMG should be able to reject new media service requests, or terminate connections of
the lowest priority, if the remaining bandwidth or processing capability is insufficient.

The HMG should support new QoS requirements for remote AV processing.
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9 Security

9.1 Requirements summary

e The HMG shall prevent the leakage of protected media contents and transmit the media
contents only to the media service requester. The HMG shall not save the media contents
locally.

e The HMG shall accept authentication by the HMRec.

e The HMG should be able to implement DRM authentication on the service requester as a
procedure in the DRM.

e The HMG shall support encrypted transmission with the MS.

o The HWGstattsupportencryptedtransmissiomwiththeHiviRec:
e The HMG shall support multiple encryption algorithms.
e The HMG shall support multiple key management methods.

— The HMG shall fully support multiple DRM and link protection methods, inclyding the
digital transmission contents protection over DTCP-IP: Digital.‘Transmission Content
Protection over Internet Protocol.

e The HMG should be able to replace the media service requester in accepting usqr identity
authelntication by the media sender.

o If the|lHMG replaces the HMRec in identity authentication, the HMG shall transm|it related
authentication data with the HMRec in the encrypted, mode.

e The HMG shall not store related authentication data:

e The HIMG shall support firmware and software>upgrades initiated from WAN side or LAN
side.

e The HMG shall check the firmware and software integrity before flashing procedute.

e The HMG shall provide a mechanism that guarantees the basic functionality can be
recovered in the case of a failure of.a’firmware and software upgrade.

e The HMG should support WMS.authentication through the RID allocated by the WMS. If the
HMG |receives an RID from the*media service requester, this RID shall be incluttd in the
request when the HMG reguests media contents from the WMS, or the HMG shall fleed back
the R|D upon the query.efithe WMS.

Suppose|that the HMG is/allowed to disguise itself as a media service requester, and accepts

device apthentication-by the media sender. The HMG shall authenticate the MS tg prevent
unauthor|zed deviegs from obtaining the user's account and password.

9.2 DRM

Some previous chapters have atready tatkedabout the digitat Tights mmanagement (DRM). In
general, DRM is used for two purposes. One is to encrypt transmission to prevent contents from
being intercepted. The other is to manage copies to prevent unauthorized copies. The purpose
of preventing unauthorized copies is to restrict the propagation of media contents in the
authorized range; unauthorized devices will not be able to obtain protected contents. When the
HMG is involved, however, media contents are actually duplicated, which makes the situation
more complicated. In this case, a new DRM system should be designed to add supports for
media format conversion and transmission adaptation, or the existing DRM system can be
expanded to support media format conversion and transmission adaptation.
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HMGs shall observe the following points:

e The HMG should prevent the leakage of protected media contents and transmit the media
contents only to the media service requester. The HMG should not save the media contents
locally.

e The HMG should be able to implement DRM authentication on the service requester as a
procedure in the DRM.

e The HMG should accept authentication by the HMRec.
9.3 Key management

In addition to the encrypt|on of transmitted contents by the DRM system other Contents not
involving
example,|in video communlcatlons V|deo transmltted is encrypted The HMG can support the
conversign service only if it gets a key and decrypts the media stream sent by thed$&. Therefore,
the HMG| needs to get a key from the HMRec, or exchange the key and negotiate about the
encryption method with the MS.

If the media stream received by the HMG is encrypted, the HMG shall also ‘€ncrypt the gonverted
media stneam before sending it to the HMRec. The HMG can adopt the )same encryptioh method
used betyveen the HMRec and the MS to secretly transmit media-stteams to the HMREc. It can
also adopt another encryption method.

The HMQ@ shall support key management.

9.4 Authentication

In the media conversion service method shown inFigure 4, the HMG wholly replaces the HMRec
in requesting media contents from the MS. In.addition to the DRM authentication, the MS might
implement device authentication on the HMG to check whether the device is permitt¢d to use
services.| The MS might also authenticate the user identity to make sure that th¢ user is
authorizgd. The authentication processtmight include the following.

e Device authentication: somesservices might require device authentication. Only registered
and quthorized devices can Use these services. The authentication process might require
the device to own or proyide the following information:

— dgvice authentication key;
— dgvice authentication certificate;
— urnjique identifier of device.

The gbovesinformation is bound with the device. If the HMG obtains such information and
replag¢es the HMRec in accepting MS authentication, the HMG is actually disguised as the
HMRegcy which shall be prohibited. The only exception is that a device type is defined to
support the disguise and new authentication process and device specifications are made in
the new DRM system.

User identity authentication: some services might need to authenticate the user's identity. The
user can use a service only if he can provide the authorized account and password, and shall
always use the service on the same device. The authentication process needs the following
information:

e account name and password;

e akey used to encrypt account and password in transmission.
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o the HMG should be able to replace the media service requester to accept the user identity

authe

ntication by the media sender;

e the HMG shall accept authentication by the HMRec;

o the HMG shall encrypt related authentication data transmitted by the HMRec;

¢ the HMG shall not save related authentication data;

o the HMG shall prevent the leakage of protected media contents and transmit the media
contents only to the media service requester. The HMG shall not save the media contents
locally;

e suppose that the HMG is allowed to disquise itself as a media service requester, and accept

devic
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authentication by the media sender. The HMG shall authenticate the MS.t
horized devices from obtaining the user's account and password.

dibility of HMG

bnsideration of the DRM, the HMG shall be an authorized devicé. This means
lacing the HMRec in obtaining media from the media source, the'HMG shall &
ized device; it also means HMRec shall confirm authorization of the HMG. T]
bc needs to authenticate the HMG. In encrypted transmission not involving
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IMG shall bevable to work normally in the energy-saving state and receiv
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MG, shall recover from the energy-saving state once it receives a service re

example,
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11 Inter

faces—and-protocolsof HMGs
VT TTINING I

11.1 General

The HMG is a logical device which can be combined into any physical device in home network
as well as can be a separate physical device. The HMG shall be in accordance with the
requirements if HMG adopts the optional interfaces given in Table 3 and Table 4.
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11.2 WAN side interfaces

Table 3 — WAN side interfaces

Optional Requirements and options
interfaces
ADSL and 1) The HMG should include an internal ADSL modem.
ADSL2+

2) The HMG should comply with requirements as specified in ANSI T1.413:1998 [1], ANSI
T1.413a-2001 [1] and ITU 992.1 [2] for Annex A depending upon regional
requirements.

3) The HMG should support FDM-mode per ANSI T1.413 [1], and ITU-T G.992.1 [2].

4) The HMG should comply with ITU G.992.3 [3], (ADSL2) and ITU G.992.5 [4],
(ADS|.2+)

5) The HMG should comply with ITU G.992.3 [3], Annex L (RE-ADSL2).

VDSL2 1) The HMG should include an internal VDSL2 modem.

2) The HMG should be compliant with ITU-T G.993.2 [5].

3) The HMG should include support for the following application reféerence models from
ITU-T G.993.2 [5]:

— G.993.2 [5].section 5.4.2, Data with POTS service
— (G.993.2 [5].section 5.4.1, Data service (no POTSeMSDN)

Ethernet (WAN) 1) If the HMG supports an optional WAN Ethernet, port] it should support 10BASE-
T/100BASE-T presented on an RJ-45 jack.

2) If the HMG supports both a WAN Ethernet{port in addition to another physical|WAN link
type (e.g., ADSL, VDSL2, ONT functiony etc.), simultaneous use of both WAN|ports
should not be supported.

3) Any Ethernet port used as a WAN.link should be non-blocking for LAN to LAN]and LAN
to WAN traffic flows. This may oceur in some implementations that use one pqrt of a
multi-port Ethernet switch for JWAN use, sometimes as a result requiring LAN fo LAN
traffic to be forwarded and processed through the device CPU.

GPON 1) The HMG should include an integrated GPON ONT interface.

2) The HMG should comply with all mandatory requirements for the ONT as spegified in
ITU G.984.1 [6] (General Characteristics), G.984.2 [8] Amd 1 (Physical Media
Dependent Layer), G.984.3 [8] (Transmission Convergence Layer) and G.9844 [9]
(ONT Management and Control Interface).

3) The HMG should support requirements contained in Table 3.2 of ITU-T G.984]|2:2003
[7] Amd™ (optical budget, source type, transmitter range, mean launched power
min/maXx, extinction ratio, etc.).

Numbers |n square brackets refer to the Bibliography.
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11.3 LAN side interfaces
Table 4 — LAN side interfaces

Optional Requirements and options
interfaces

ETH 1) The HMG shall have at least one 10/100BASE-T Ethernet port (RJ-45 jack) for
connecting it to the home data network.

2) The HMG shall be able to support both 10BASE-T and 100BASE-T with auto negotiate
for speed and duplex on a port-by-port basis according to IEEE 802.3u.

3) The Ethernet LAN interface should allow for adjusting the inter-frame and collision
back off timers so that traffic marked with Ethernet priority (as defined in IEEE 802.1Q)
can get statistically better treatment on broadcast LAN Segments.

G.hn 1) The HMG should be compliant with G.hn Physical Layer (recommendation TU-T
G.9960 specification).

2) The HMG should be compliant with G.hn Data Link Layer (recommendation ITJ-T
G.9961 specification).

Wireless 1) The HMG shall be compliant with the IEEE 802.11 b/g specifications.
2) The HMG shall be Wi-Fi CERTIFIED™ for all applicable IEEEy802.11 standards.
3) The HMG shall be Wi-Fi CERTIFIED™ for WPA2-Persenal.
4) The HMG shall support setting the Ethernet VLAN identifier, defined in IEEE §02.1Q, of
incoming wireless traffic to a configurable value based on SSID.
12 Upgrade

Software|and firmware upgrade is necessary formaintaining stability and security. HNMIGs shall
support ypgrade functions as follows:

e HMGs shall provide the ability to upgrade software and firmware related to mpultimedia
procelssing, including but not limited.to multimedia control and management;

e HMGs shall provide upgrade $etting option to support online automatic upgrad¢ or user
manugl upgrade;

o when|new software/firmware is available, HMGs shall offer a manual upgrade fupction for
users

e HMGs shall verify the“source and integrity of the upgrade package before upgradihg;

o When the upgrade fails, the availability of the original multimedia processing capahility shall
be maintained.and the user should be given corresponding prompts.
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Annex A
(informative)

Application scenario

A.1 Entertainment

A.11

Descript

A home

contents,
might als|
resource

Precond
Media co
There is
Applicat

The usel
network.

Applicat

The user
media co
also disp
the selec

Function

e TheH
mainl

e TheH

Scenario 1: playback

ion:

hetwork might contain one or multiple media servers, which support a lot
Other user terminals, for example, the STBs, mobile phones and digital
o0 contain some media contents. Once these devices are on, the usercan a
5 and select a media content to be played on the media player.

tion:
htents are stored on the media server and some other dévices.
ht least one media player that can play media conténts.

on process 1:

The user selects some contents and starts playing the contents.
on process 2:

operates a control device,for example a remote control or a PC, which di
htents found in the home network. The user selects some contents. The conti
ays usable players in.the home network. The user selects a player and start
ted media contents.

al requirements:

MG canprovide the directory service to collect all media contents in the homg|
y contents on media servers.

MG'can provide the media conversion service when necessary, so that medi

of media
cameras,
ccess the

operates the media player, which displays all media contents found in the home

splays all
ol device
s playing

network,

h formats

not sypperted by a player can be played on the player.

e The HMG can provide the transport protocol translation service when necessary, so that the
player can play the selected media content if the player and the device that provides media

conte

nts use different transport protocols.

e The HMG should support the conversion of the control protocol when providing the transport
protocol translation service.

e Devices containing media contents should actively report their contents to the HMG, or
accept queries from the HMG.
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A.1.2 Scenario 2: VOD

Description:

The user can play media programmes on demand from the public network through a TV set, a
PC and various hand-held devices.

Precondition:

The server in the WAN might authenticate the identities of the user and devices. The contents
provided might be protected by the digital rights management (DRM) technology.

Applicatfjon process T:

The user|logs on to the media server through the STB. The programme list is displaygd on the
TV set. Tlhe user selects a programme, and the programme is smoothly playéed:

Applicatjon process 2:

The usell surfs the Internet through the PC. On a web page, thé user finds a vid¢o media
hyperlinkl The user clicks the hyperlink and the video is smoothly played.

Functional requirements:

e The HMG should provide the media conversion setvice, so that the player can plpy media
formdts it does not support.

e The HMG should be able to meet the DRM requirements.
A.1.3 Scenario 3: change player

Descriptjon:

When th¢ user watches a programme on demand on a device, the user wants to transfer the
programme to another device and continue watching.

Precondjtion:
The user|owns mulitiple players, all of which are connected to the home network.

Applicatjon process:

The user watches a movie on demand on the PC in the study.

After watching for a while, the user finds the movie very interesting and wants to transfer the
programme to the TV set in the sitting room. The user suspends the programme and selects
the TV set in the sitting room from the device list. The programme is transferred to the TV set
in the sitting room.

The user comes to the sitting room and turns on the TV set and switches to the VOD channel.
The TV screen shows the last picture of the programme and a prompt, "Please press OK to
continue." The user presses OK on the remote control. The programme is played from the
previous break point.
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Functional requirements:

A.1.4 Scenario 4: multicast

Descriptjon:

The HMG can support the media stream redirection function and support programme
transfer.

Even if the destination device is not on, the programme transfer can succeed.

After the programme is successfully transferred, the destination device should display the
last picture at programme pause.

The user can press the prompted key on the destination device to continue playing the
programme.

If the destination device does not support the original media format, the HMG should provide
the conversion service.

If prdgramme transfer is supported through the HMG, the HMG should meet the DRM
requifements.

While wdtching TV programmes on demand or programmes stored“in the home network, the
user wan}s to output the currently played programme on multipleplayer terminals, so that family
memberg can watch the same programme in different rooms,orf_onh various types of dgvices.

Precondjtion:

Related players are connected to the home network so that they can interwork with ong another.

Applicatjon process 1:

The user|orders a programme.

The user|selects multicast from thesmenu or through the functional key of the remotg control.

The list df all players is displayed_on the TV set.

The user|selects multiple players that are used for simultaneous playback.

The user|presses OK:-The current programme on demand is played on all selected TY sets.

Applicatjon process 2:

The user|views the VOD or playback programme being played in the home network thfough the
player. The user selects the programme being played and starts playing the programme on his
device.

Functional requirements:

Through the HMG, a terminal device can join the multicast group of a programme being
played.

The HMG should be able to accept a terminal device passively joining of a multicast group.
The HMG should be able to accept a terminal device actively joining of a multicast group.

For a terminal device passively joining a multicast group, the joining operation should
succeed, even if the device is not on.

A terminal device passively joining a multicast group will play the multicast contents once it
is turned on.
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e When the HMG forwards media contents to multiple terminals, it should convert media
streams in orientation to the capabilities of different media receivers, if necessary.

e The HMG can accept the Stop Playback request from any terminal, which means leaving

the m

ulticast group.

e The HMG should permit trick mode operations by any terminal in the multicast group.

e The HMG should support multicast under the permission of the DRM.
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A.1.6

2 can remotely enjoy the contents provided by user 1.
tion:
n access the home network and the player of user 2 and transmit'data to us

on process:

e with user 1.

ID.

ccesses the home network of user 2sthrough his PC. User 1 enters the sha
shared TV set. User 1 selects the XV set as a remotely shared media receiv

e, the PC of user 1 starts playing the selected media. At the same time, us
nts transferred by user(1,on the TV set.

al requirements:

e the media\conversion service.

home network of user 1, the HMG can provide the directory service.

Scenario 6: remote playback

ler 2.

ptifies user 2 of some media contents. User 2 is asked’'to turn on a device gnd share

request of user 1, user 2 turns on the TV sefin the sitting room and tells usgr 1 about

e ID and

er.

owses the media directory.at home, selects the needed contents and startg playing.

Br 2 sees

remote device does not support the format of the transferred media, the HMG should

Descript

ion:

User 1 accesses the contents on the media server in the home network from the WAN. User 2

needs to

access the media contents in the home network of user 1.

Precondition:

User 1 has configured relevant permission in the home network so that other users can access
his home network from the WAN and access the devices and contents in the authorized range.

Application process:

User 1 or user 2 accesses the home network of user 1.

The user

is prompted to enter the account and password.
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