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This second edition cancels and replaces the first edition published in 2013. This edition
constitutes a technical revision.

This edition includes the following changes with respect to the previous edition:

a) removal of CVP-NA-1;
b) addition of CVP-2.

The text of this International Standard is based on the following documents:

CDV Report on voting
100/2734/CDV 100/2884/RVC
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Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of IEC 62481 series, published under the general title Digital Living Network
Alliance (DLNA) home networked device interoperability guidelines, can be found on the IEC
website.

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch”" in the data related to
the spe¢ific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amepded.

A bilinglial version of this publication may be issued at a later date,

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the gorrect
understanding of its contents. Users should, therefore print this document using a
colourn printer.
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INTRODUCTION

Consumers are acquiring, viewing, and managing an increasing amount of digital media (photos,
music, and video) on devices in the consumer electronics (CE), mobile, and Personal Computer
(PC) domains. As such, they want to conveniently enjoy the content, regardless of the source,
across different devices and locations in the home. The digital home vision integrates the
Internet, mobile, and broadcast networks through a seamless, interoperable network, which will
provide a unique opportunity for manufacturers and consumers alike. In order to cater for this
need, a common set of industry design guidelines is needed that allows vendors to participate in
a growing marketplace, leading to more innovation, simplicity, and value for consumers. This
document serves that purpose and provides vendors with the information needed to build
interoperable networked platforms and devices for the digital home.
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DIGITAL LIVING NETWORK ALLIANCE (DLNA) HOME
NETWORKED DEVICE INTEROPERABILITY GUIDELINES -

Part 5: Device Profiles

1 Scope

This part of IEC 62481 (the DLNA guidelines) specifies guidelines that define variou

s DLNA

Device Profiles. A Device Profile is a collection of DLNA capabilities and features within
device. A device is compliant with a Device Profile when it conforms to all the guidelin
for that Device Profile.

In pract|ce, Device Profiles reference existing optional or recommended DENA guideli

a DLNA
bs listed

hes that

enable ¢ertain features, and make those DLNA guidelines mandatory within the context of a

Device Profile. A Device Profile can also provide some additional guidelines that comple
modify g¢xisting DLNA guidelines for a feature.

A particlular type of the DLNA Device Profile is the Commercial*Video Profile (CVP)
Device Profile is an extension of the DLNA guidelines that allows content from service p
and multichannel video programming distributers to be distributed on the DLNA networ
Commefcial Video Profiles (CVPs) are defined as Device Profiles that consistently
commercial content that enters the home network through a gateway device via an intg
a comnjercial content service provider. Since different regions of the world have
requirements for commercial content, multiple C\/Ps are defined.

2 Norfmative references

The follpwing documents are referred.to in the text in such a way that some or all of their|
constitutes requirements of this desument. For dated references, only the edition cited
For undated references, the'latest edition of the referenced document (includ
amendments) applies.

IEC 62481-1-1:2017, (Digital living network alliance (DLNA) home networked
interopdrability guidelines — Part 1-1: Architecture and protocols

IEC 62481-1-2:2017, Digital living network alliance (DLNA) home networked
interopgrability- guidelines — Part 1-2: Architecture and protocols — Extended Digitg

ment or

A CVP
roviders
. DLNA
enable
rface to
Hifferent

content
applies.
ng any

device

device
| Media

Renderefr

IEC 62481-2:2017, Digital living network alliance (DLNA) home networked
interoperability guidelines — Part 2: DNLA media formats

IEC 62481-3:2017, Digital living network alliance (DLNA) home networked
interoperability guidelines — Part 3: Link protection

IEC 62481-6-1:2017, Digital living network alliance (DLNA) home networked
interoperability guidelines — Part 6-1: Remote user interface — HTML5

IEC 62481-7:2017, Digital living network alliance (DLNA) home networked
interoperability guidelines — Part 7: Authentication

IEC 62481-8:2017, Digital living network alliance (DLNA) home networked
interoperability guidelines — Part 8: Diagnostics

device

device

device

device

device
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IEC 62481-9:2017, Digital living network alliance (DLNA) home networked device
interoperability guidelines — Part 9: HTTP adaptive delivery

IEC 62481-10:2017, Digital living network alliance (DLNA) home networked device
interoperability guidelines — Part 10: Low power mode

DTLA CVP-2, DTLA CVP-2 Volume 1 Specification, Digital Transmission Licensing
Administrator (DTLA)
http://www.dtcp.com/specifications.aspx

W3C HTML5 Specification, A vocabulary and associated APIs for HTML and XHTML
http://dev.w3.org/html5/spec

W3C SELECTORS, Cascading Style Sheets Selectors Level 3, W3C
http://wyww.w3.org/TR/selectors/

W3C NAMESPACES, Cascading Style Sheets Namespaces Module, W3C
www.w3.org/TR/css3-namespace/

W3C SELECTORS-API, Cascading Style Sheets Selectors API Level 1, W3C
http://wiww.w3.org/TR/selectors-api/

3 Terms, definitions, abbreviated terms and conventions

For the purposes of this document, the terms and definitions given in IEC 62481-1-1:2D17 and
the follogwing apply.

ISO and IEC maintain terminological databases for use in standardization at the fpllowing
addressles:

e |EC [Electropedia: available at hitp://www.electropedia.org/

e |SO|Online browsing platforpiiiavailable at http://www.iso.org/obp
3.1  Terms and definitions

3.1.1
CVP-2 Certificate
certificate that is either a DTCP CVP-2 Certificate or an X.509 CVP-2 Certificate

3.1.2
Device Profile
collectian*of DLNA capabilities and features within a DLNA device

Note 1 to entry: A device is compliant with a Device Profile when it implements all the guidelines listed for that
Device Profile.

3.1.3
(DMP DMR)
DMP Device Class and DMR Device Class that is co-located

3.1.4
DTCP CVP-2 Certificate
DTCP certificate issued by DTLA to DLNA CVP-2 certified devices (client or server)

Note 1 to entry: DTLA requirements regarding these certificates are provided in DTLA CVP-2.


http://www.dtcp.com/specifications.aspx
http://dev.w3.org/html5/
http://www.w3.org/TR/selectors/
http://www.w3.org/TR/css3-namespace/
http://www.w3.org/TR/selectors-api/
http://www.iso.org/obp
https://iecnorm.com/api/?name=34bf3132c4c2d32724a7a3a94fa98b06
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3.1.5
X.509 CVP-2 Certificate
DLNA-approved X.509 certificate issued to a server for authentication by CVP-2 Clients

Note 1 to entry: X.509 CVP-2 Certificates are certificate issued by a Certificate Authority approved by the DLNA
Board of Directors (e.g. DTLA) to a DLNA CVP-2 certified server device in the home or to a server in the cloud that
complies with the best Internet and DLNA practices (e.g. Authentication Server, RUI-H Transport Server). DLNA
maintains a list of approved sources of X.509 CVP-2 Certificates.

3.1.6
CVP
Commercial Video Profiles
DLNA Device Profile that allows commercial content acquired through a commercial video
providersgateway deviceto be prayedomthe BENATetwoTk

3.2 Abbreviated terms

EAS Emergency Alert System
3.3 Conventions

In IEC 62481-1-1:2017 and this document, a number of terms, ,conditions, mecHanisms,
sequenges, parameters, events, states, or similar terms are printed with the first letter|of each

word in uppercase and the rest in lowercase (e.g. Device Profile).”Any lowercase uses pf these
words hpve the normal technical English meanings.

4 Networking architecture, device models and guideline conventions

4.1 DLNA home networking architecture

See Clause 4 of |IEC 62481-1-1:2017 for-a full description of the DLNA home nefworking
architecfture.

4.2 LNA device model

See Clause 5 of IEC 62481-1-1.2017 for a full description of the DLNA device model.

4.3 ocument conventions

See Clause 6 of IEC'62481-1-1:2017 for a full description of the DLNA document convgntions.

5 DLNA Device Profile guidelines

5.1

This clause describes the format of the guidelines for DLNA Device Profiles. Applicability of a
referenced guideline to a specific Device Class is defined both by the attribute table of the
guideline that references it, as well as by the "applicable Device Classes" column of the Device
Profile definition in the table at the top of each Device Profile clause.

CVP-2 architecture, system usages and deployment scenarios is described in Annex A, and the
CVP-2 client implementer’s guide is in Annex C.

5.2 Defined Device Profiles

Each Device Profile begins with a table that briefly describes it.

This table also indicates which DLNA Device Classes the Device Profile applies to. Although a
guideline, as defined, could apply to additional Device Classes, the defined Device Profile only
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provides for the guideline’s applicability to the Device Classes listed in conjunction with the
Device Profile.

The definition of a Device Profile in Table 1 (the applicable Device Classes and the Device
Profile name) is a normative definition of that Device Profile. The Device Classes that a
guideline applies to within the context of a Device Profile are the intersection of the Device
Classes the guideline applies to (from its attribute table) and the Device Classes that the Device
Profile applies to (from its introductory table). See 7.1 in IEC 62481-1-1:2017 for guideline and
attribute table layout descriptions.

6 CVP-2 guidelines

6.1 D|evice profile definition

Table 1 — CVP-2 device profile definition

Device Profile Applicable.Device Clasges and
Capabilities
Name: GVP-2_Client o .. (BMP DMR) or XDMR
Descripfion: This is a CVP-2 Client Device Profile that defines a full set of 4 RUIHPL+
functionality required for a rendering endpoint device to access commercial +DIAGE+
content pvailable to DLNA devices in North America and Europe. This does +LPC+

not limitfthe Device Profile’s applicability to other regions and other devices:

Name: GVP-2_Server e DMS
Description: This is a CVP-2 Server Device Profile that defines affulhset of +RUIHSRC+
functionality required for a serving endpoint device to make commercial +DIAGE+
content pvailable to DLNA devices in North America and Eurepe,*This does +LPE+

not limitfthe Device Profile’s applicability to other regions and other devices.

6.2 Media Format Profiles guidelines
6.2.1 Media Format Profiles
6.2.1.1

[GUIDELINE] A CVP-2 Client shall conform to all the guidelines for the Media Format|Profiles
specified in Table 2 for the'tegions supported by the device. A CVP-2 Client shall also fonform
to the duidelines for the required Media Format Profiles for the rendering endpoints |of HND
Device Category for thetegions supported by the device as defined in IEC 62481-2:20(17.

Table 2 —- Mandatory Media Format Profiles for
North America and Europe

North America Europe
Mandatory Media | MPEG_TS_NA_ISO AVC_MP4_BL_CIF15_AAC_520
Format Profiles AVC_TS_NA_ISO AVC_TS_EU_ISO
AVC_TS_ NA_T AVC_MP4_EU
MPEG_TS_HD_NA_ T

[ATTRIBUTES]

IEC 62481-2:20
17

M | A | (DMP DMR) XDMR n/a ‘n/a

S3ETP
+RUIHPL+

[COMMENT] This guideline mandates the region-specific Media Format Profiles for a CVP-2
Client. A CVP-2 Client indicates support for regions through registration during certification. The
Mandatory Media Format Profiles for registered regions, as defined in IEC 62481-2:2017, for
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individual Device Class or Device Capability of the CVP-2 Client Device Profile are accounted
for by this guideline.

6.2.1.2
[GUIDELINE] A CVP-2 Client that indicates support for 3-D media shall conform to the

guidelines associated with the following 3-D Media Format Profiles: MPEG_TS_ 3DFC_ISO,
AVC_TS_3DFC_ISO and AVC_TS_HD_3D_AC3_ISO, as defined in IEC 62481-2:2017.

[ATTRIBUTES]

M | A | (DMP DMR) XDMR n/a n/a IEC 62481-2:20 | C3ACY ‘

+RUHPL i i 7 |

[COMMENT] A CVP-2 Client indicates support for 3-D media through registratiory during
certificafion.

6.2.1.3

[GUIDELINE] A CVP-2 Server that indicates support for 3-D media shall conform t¢ all the
guidelinges for at least one of the following 3-D Media Format Prefiles: MPEG_TS_3DFC_ISO,
AVC_T$ 3DFC_ISO, and AVC_TS_HD_3D_AC3_ISO, as defined in IEC 62481-2:2017.

[ATTRIBUTES]

M | A | DMS +RUIHSRC+ n/a n/a

IEC 62481-2:20 ‘ OTLOF ‘
17

[COMMENT] A CVP-2 Server indicates\support for 3-D media through registration during
certificafion.

6.2.1.4
[GUIDELINE] A CVP-2 Client shall implement the following Media Format Profiles:

. DAZ|H_AVC_MP4_HD;
e DASH_AVC_TS<HD_ISO.

[ATTRIBUTES]

M | A | (OMPDMR), XDMR, n/a
+RUIHPL+

n/a ‘ IEC 62481-2:20 | AQUTJ ‘ N
17

[COMMENT] This guideline adds a requirement to support the HD versions of the Media Format
Profiles that are mandatory in IEC 62481-9:2017.

6.2.1.5

[GUIDELINE] The set of Mandatory Media Format Profiles allowed by IEC 62481-1-1:2017
GUN F8SCI, GUN 6RDIF, GUN 377QS and GUN Y62MY shall include the Media Format Profiles
defined by Table 2, Table 4, and IEC 62481-9:2017 GUN HVUON and GUN SVI6B.
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[ATTRIBUTES]
M| A DMS +RUIHSRC+ n/a n/a IEC 62481-1-1: 48WE7 N
2017
IEC 62481-9:20
17

[COMMENT] This guideline extends the set of Mandatory Media Format Profiles used by a
CVP-2 Server for purposes of the requirements of IEC 62481-1-1.

6.3 Architecture and protocol guidelines

6.3.1 Baseline client

6.3.1.1

[GUIDELINE] A CVP-2 Client shall conform to all the guidelines for the (BMP DMR) Device

Classes| or XDMR Device Class.

[ATTRIBUTES]

M | A | (DMP DMR) XDMR n/a n/a IEC 62481-1-1:2 | UC6AZ

017
IEC 62481-1-2:2
017

[COMMENT] This is the baseline client device guideline common to CVP-NA-1 and C\P-EU-1

(DMP DMR) Device Classes.

6.3.1.2

[GUIDELINE] A CVP-2 Client shall conform to all the guidelines for the +RUIHPL+H Device

Capabil|ty as defined in IEC 62481-6-1:2017.

[ATTRIBUTES]

M| A +RUIHPL+ n/a

6.3.1.3

n/a
2017

IEC 62481-6-1: ‘ HRGXR ‘

[GUIDELINE] A CVP-2 Client shall support all the guidelines for Playspeed scan opgrations

(a.k.a trick modes), as modified by Table 3.

Table 3 — Updates to existing general HTTP media transport
for streaming transfer guidelines

Requirement updated (replace “should” with “shall”) IEC :g:g?ﬂﬂigoﬂ GUN
MT HTTP Streaming Fast Forward Scan Media Operation 11.4.3.45.3 TYBIP
MT HTTP Streaming Slow Forward Scan Media Operation 11.4.3.46.3 3W8KS
MT HTTP Streaming Fast Backward Scan Media Operation 11.4.3.47.3 ZHSFA
MT HTTP Streaming Slow Backward Scan Media Operation 11.4.3.48.3 2DQOQ
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[ATTRIBUTES]

M | R | (DMP DMR) XDMR n/a

+RUIHPL+

3LQVT
2017

n/a ‘ IEC 62481-1-1:

[COMMENT] This guideline mandates Playspeed trick modes on the CVP-2 Client.

6.3.1.4

[GUIDELINE] A CVP-2 Client shall support DLNA Link Protection and conform to all the
guidelines for Link Protection (see IEC 62481-3:2017) for the Link Protected Media Format

Profilesfisted—mmTable =

Table 4 — Link Protected Mandatory Media Format Profiles
for North America and Europe

North America Europe

Mandatéry e DTCP_MPEG_TS_SD_NA e DTCP_MPEG_TS-SD,EU_T

Media Flormat DTCP_MPEG_TS_SD_NA_ISO DTCP_MPEG_TSXSD_EU

Profiles DTCP_MPEG_TS_SD_NA_T DTCP_MPEG_TS_SD_EU_ISO
DTCP_MPEG_TS_NA_ISO DTCP_AVCAMP4_EU
DTCP_MPEG_TS_HD_NA_T DTCP_AV.C_‘MP4_BL_CIF15_AAC_52(
DTCP_AVC_TS_NA_ISO DTCP_AVC_TS_EU_ISO
DTCP_AVC_TS_NA_T DTCRzAVC_MP4_MP_SD
DTCP_MPEG_PS_NTSC DTCR"MPEG_PS_PAL

[ATTRIBUTES]
M | R | (DMP DMR) XDMR n/a n/a IEC 62481-3:20 | BGTUT C
+RUIHPL+ 17

[COMMENT] This guideline explicitly requires the CVP-2 Client to support DLNA Link
Protectipn.

6.3.1.5

[GUIDELINE] A CVR-2<Clientthatuses DLNA Link Protection shall support all the guidefines for
Playspeled scan gpgrations, as modified by Table 5.

Table 5 — Updates to existing general HTTP media transport for
streaming transfer guidelines with DLNA Link Protection

Requirement updated (replace "should" with "shall") Location in GUN
IEC 62481-3:2017
MT HTTP Streaming Fast Forward Scan Media Operation 7.6.4.4.2.3 SWOIL
MT HTTP Streaming Slow Forward Scan Media Operation 7.6.4.4.2.5 2UB6TN
MT HTTP Streaming Fast Backward Scan Media Operation 7.6.4.4.27 YFQOG6
MT HTTP Streaming Slow Backward Scan Media Operation 7.6.4.4.2.9 FFN2S

[ATTRIBUTES]

M | R | (DMP DMR) XDMR n/a n/a IEC 62481-1-1: | RTCIY
+RUIHPL+ 2017
IEC 62481-3:20
17
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6.3.1.6

[GUIDELINE] A CVP-2 Client shall conform to all the guidelines for DLNAQOS, as modified by
Table 6.

Table 6 — Updates to existing QoS guidelines

Requirement updated (replace “should” with “shall”) Location in GUN
IEC 62481-1-1:2017

NC Devices: DLNAQOS support 8.4.2.4.1 6YK2S

[ATTRIBUTES]

M | R | (DMP DMR) XDMR n/a n/a

2017

IEC 62481-1-1; ‘ 2C8TL ‘

[COMMENT] This guideline explicitly requires the CVP-2 Client.to_conform to all mgndatory
elements of DLNAQOS. Network interfaces on the device needs to be conformant|with all
requirements labelled for a particular interface type in 7.2.4 of JEC 62481-1-1:2017, Nefworking
and Connectivity: QoS requirements. This includes tolerangce of tags (VLAN and DS({P) and,
when tggging traffic, tagging both VLAN and DSCP using values as defined by the DLNA
guidelings. The values used cannot exceed the allowedémaximum classifications for apy given
traffic type.

6.3.1.7

[GUIDELINE] The RUI-H Pull Controller Device Capability of a CVP-2 Client shall confofrm to all
the guidelines for the Client Authentication Device Option as defined in IEC 62481-7:2D17.

[ATTRIBUTES]

M | A | +tRUIHPL+ n/a n/a

17

IEC 62481-7:20 ‘ NO7RQ ‘

[COMMENT] See-Anhex B for the CVP-2 authentication examples.

6.3.1.8

[GUIDELINE] A CVP-2 Client shall conform to all the guidelines for the +DIAGE+| Device
Capability as defined in IEC 62481-8:2017.

[ATTRIBUTES]

M ‘ A ‘ (DMP DMR) XDMR n/a
17

n/a ‘ IEC 62481-8:20 ‘ DPLC5 ‘

6.3.1.9

[GUIDELINE] A CVP-2 Client shall conform to all the guidelines for the +LPC+ Device
Capability as defined in IEC 62481-10:2017.
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[ATTRIBUTES]
M| A (DMP DMR) XDMR n/a n/a IEC 62481-10:2 | XOLUC
017
6.3.1.10

[GUIDELINE] A (DMP DMR) or XDMR Device Class and the +RUIHPL+ Device Capability of a
CVP-2 Client shall conform to all the corresponding guidelines identified in the DLNA HTTP
Adaptive Delivery Device Option for Rendering Endpoint as defined in IEC 62481-9:2017.

[ATTRIBUTES]

fined in

conform
T HTTP

M | A | (DMP DMR) XDMR n/a n/a IEC 62481-9:20 | BMXCH
+RUIHPL+ 17

6.3.2 Baseline server

6.3.2.1

[GUIDELINE] A CVP-2 Server shall conform to all the guidelines for DMS as de

IEC 62481-1-1:2017.

[ATTRIBUTES]

M | A | DMS n/a n/a IEC 62481-1-1: | SYZI2

2017

6.3.2.2

[GUIDELINE] A CVP-2 Server shall'support the PlaySpeed.dina.org HTTP header and

to the guidelines for Playspeed-scan operations as defined in Guideline 11.4.3.53 (M

PlaySpeged.dina.org header) in lEC 62481-1-1:2017.

[ATTRIBUTES]

M | R | DMS n/a n/a IEC 62481-1-1: | Y5SDT
+RUIHSRG# 2017

[COMMENT}” This guideline explicitly requires the CVP-2 Server to supp

PlaySpeed dima.org HT T P header-

6.3.2.3

[GUIDELINE] A CVP-2 Server shall support DLNA Link Protection and conform to all the
guidelines for Link Protection (IEC 62481-3:2017 for at least one of the Link Protected
Mandatory Media Format Profiles as defined in Table 4 for each supported region).

[ATTRIBUTES]

M‘A

IEC 62481-3:20
17

DMS n/a n/a I5NV3

+RUIHSRC+

‘ c
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[COMMENT] This explicitly requires the CVP-2 Server to support DLNA Link Protection. A
CVP-2 Server indicates support for its supported region(s) through registration during
certification.

6.3.2.4

[GUIDELINE] A CVP-2 Server shall conform to the guidelines for +RUIHSRC+ as defined in
IEC 62481-6-1:2017.

[ATTRIBUTES]

M | A | +RUIHSRC+ n/a n/a IEC 62481-6-1: | 83P0OS
| | | LU‘IT |
6.3.2.5

[GUIDELINE] The RUI-H Source Device Capability of a CVP-2 Server shall conform tp all the
guidelings for the Server Authentication Device Option as defined in IEC'62481-7:2017.

[ATTRIBUTES]

M | A | +RUIHSRC+ n/a n/a

17

IEC 62481-7:20 ‘ RSBRU ‘

6.3.2.6

[GUIDELINE] A CVP-2 Server shall conformxto all the guidelines for the +DIAGE+ Device
Capabil|ty as defined in IEC 62481-8:2017.

[ATTRIBUTES]

M | A | +DIAGE+ n/a n/a

IEC 62481-8:20 ‘ 2JMJP ‘
17

6.3.2.7

[GUIDELINE] A GVP-2 Server shall conform to all the guidelines for the +LPE+| Device
Capabil|ty as defined in IEC 62481-10:2017.

[ATTRIBUTES]

M | A | +LPE+ n/a
017

n/a ‘ IEC 62481-10:2 ‘ NYX8F ‘

6.3.2.8

[GUIDELINE] If a CVP-2 Server supports HTTP Adaptive Delivery, then it shall conform to all
the guidelines as defined in IEC 62481-9:2017.

[ATTRIBUTES]

M | A | DMS n/a

+RUIHSRC+

IEC 62481-9:20
17

n/a

3KNJQ ‘
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[COMMENT] This guideline applies the same HTTP Adaptive guidelines to both DMS and the
+RUIHSRC+ Device Capability. A CVP-2 Server indicates support for HTTP Adaptive Delivery
through registration during certification.

6.3.2.9

[GUIDELINE] The DMS of a CVP-2 Server shall support the getAvailableSeekRange.dIna.org
HTTP header field and availableSeekRange.dlna.org HTTP header field when operating under
Full Random Access Data Availability model, as described in (GUN 58A3H, GUN OEEJH)
IEC 62481-6-1:2017 for a +RUIHSRC+ Device Capability when providing MPEG-2 Media

Format Content.

[ATTRIEUTES]

M | A DMS n/a n/a

2017

IEC 62481-6-1: ‘ RBUDK ‘ N

[COMMENT] In the HTML5 RUI guidelines +RUIHSRC+ capabilities dare- mandated to|support
the avajlableSeekRange.dIna.org header so that clients can detect“the duration of |[FRADA
content] This guideline extends that mandatory guideline to includé the DMS of a CVP-2 server.

6.3.3 Device discovery and control
6.3.3.1

[GUIDELINE] A CVP-2 Client shall use the <dlna:X_DLNACAP> element in the| device
descriptjon document and include in the commasseparated list of Capability ID value$ all the
Device Profiles implemented. The valid Capability ID value for Device Profile is thel Device
Profile "Name:" string for a CVP-2 Client as.defined in Table 1.

[ATTRIBUTES]

M | A | DMR XDMR nia

n/a IEC 62481-1-1: | QQOS9
2017

[COMMENT] UPnP AV *MediaRenderer devices use the <dIna:X_DLNACAP> element to
indicate|to control points'the Device Profiles they implement. For example “CVP-2_Client” would
be included forsa-"'CVP-2 Client device. See Guideline 9.2.35.1 (GUN WJUQC) in
IEC 62481-1-1:20117 for the formal syntax of the <dina:X_DLNACAP> element. [Sample
description issgiven below:

<dlna:X] DENACAP xmlns:dlna="urn:schemas-dlna-org:device-1-0">
CVP-NA-t—E¥p—2—tttent

</dlna:X DLNACAP>

6.3.3.2

[GUIDELINE] A CVP-2 Server shall use the <dlna:X_DLNACAP> element in the device
description document and include in the comma-separated list of Capability ID values all the
Device Profiles implemented. The valid Capability ID value for Device Profile is the Device
Profile "Name:" string for a CVP-2 Server as defined in Table 1.

[ATTRIBUTES]

DMS n/a
+RUIHSRC+

n/a

M| A
2017

IEC 62481-1-1: ‘ oYLCY ‘
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[COMMENT] An UPnP AV MediaRenderer devices use the <dina:X_DLNACAP> element to
indicate to control points the Device Profiles they implement. For example "CVP-2_Server"
would be included for a CVP-2 Server device. See Guideline 9.2.35.1 (GUN WJUQCQC) in
IEC 62481-1-1:2017 for the formal syntax of the <dina:X_DLNACAP> element. Sample
description is given below:

<dlna:X DLNACAP xmlns:dlna="urn:schemas-dlna-org:device-1-0">

CVP-EU-1, CVP-2 Server
</dlna:X DLNACAP>

6.3.4 HTMLS5 remote Ul

6.3.4.1

[GUIDELINE] RUI-H User Agent of a CVP-2 client shall implement the [FULLSCREEN]
referenge as defined in W3C HTML5 Specification.

[ATTRIBUTES]

M | A | +tRUIHPL+ n/a n/a

W3C HTML5 36HRD
Specification

6.3.4.2

[GUIDELINE] The RUI-H Pull Controller Device Capability of a CVP-2 Client shall conform to
the normative text in the following CSS Level 3 modules: Selectors Level 3 W3C SELECTORS,
CSS Namespaces W3C NAMESPACES, and Selecters API Level 1 W3C SELECTORS-API.

[ATTRIBUTES]

M | A | +RUIHPL+ n/a n/a W3C SELECTORS PH6RZ
W3C NAMESPACES
W3C
SELECTORS-API

6.3.4.3

[GUIDELINE] When_a. CVP-2 Client displays information about a RUI-H Ul listing| from a
RemotelJIServer Service, it shall implement the following rules:

— if the Ulllisting has an <iconList> element, display one icon from the list;

- Ise if the RemoteUlServerDevice device description has an <iconList> element| display
nelicon from the list;

— else noicon is displayed for the Ul Listing.
[ATTRIBUTES]

M [ A IEC 62481-6-1:

2017

+RUIHPL+ n/a n/a

UTAQT ‘

6.3.4.4

[GUIDELINE] When a CVP-2 Client displays information about a RUI-H Ul listing from a
RemoteUlServer Service, it shall implement the following rules:
o if the Ul listing has a <description> element, display the description;

e else, display the <friendlyName> element from the RemoteUIServerDevice device
description.
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[ATTRIBUTES]

M [ A

6.3.4.5

+RUIHPL+ n/a IEC 62481-6-1:

2017

n/a 72VN9

[GUIDELINE] The GetCompatibleUlIs action from a RemoteUIServer Service of a CVP-2 Server
shall provide at least one URL that establishes an HTTPS connection to the RUI-H Transport

Server.

[ATTRIB

M [ A

[COMME
RUI-H ¢
Remote
the CVH
initiating
scope (I

6.3.4.6
[GUIDEI

establis
Client.

[ATTRIE

M‘A

[COMME
be able
HTML5
part of {
have a

6.3.4.7

UTES]

+RUIHSRC+ n/a IEC 62481-6-1:

2017

n/a 9XDT,6

ENT]  This simplifies the client architecture by establishing archain of trust

with the

pntent servers at launch. A CVP-2 Client can expect that HTTRS'URLs published by the
UIServer Service will support Server Authentication using'a)CVP-2 Certificatg so that
P-2 Client can validate the server’s certificate and determine at launch time that it is

a CVP-2 session. The trust established based on the-C€VP-2 Certificate has the same

ifetime) as the HTML5 Session Storage object credted in that session.

LINE] The RUI-H Source of a CVP-2 Server shall use its CVP-2 Certifi
hment of the initial HTTPS connectionswith the +RUIHPL+ Device Capability of

UTES]

+RUIHSRC+ n/a n/a DTLA CVP-2 LVPBB

cate for
h CVP-2

‘ E

ENT] When the #RUIHPL+ initially connects with the +RUIHSRC+, the +RUIHPL+ will

fo validate the CVVP-2 Certificate and set the session for that ORIGIN as defined
Specificationj\to be from a CVP-2 Server. Any subsequent resources fetched
he same seéssion can be from any non CVP-2 HTTPS servers (i.e. the servers
CVP-2 Cettificate).

in [W3C
that are
may not

[GUIDELINE]

User modifications to the settings of a RUI-H User Agent shall not modify the

behaviour of the device as specified in the CVP-2 Device Profile, such that the RUI-H content
from a RUI-H Transport Server using HTTPS and the presentation of the content, including the
AV content, are not altered except for critical settings that are allowed for user control of
accessibility, security, diagnostics, key mappings, privacy and parental control.

[ATTRIBUTES]

M [ A

+RUIHPL+ n/a LJ8CK

n/a W3C HTML5
Specification

N

[COMMENT] Forinstance, Emergency Alert System (EAS) and video service are not allowed to
be altered. The purpose of the exceptions for accessibility, security, privacy, and parental
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controls in this guideline is to allow for more stringent protections enabled through consumer

device settings.

6.3.4.8

[GUIDELINE] RUI-H User Agent of a CVP-2 Client shall implement and conform to the
Security Policy (CSP) reference as defined by W3C HTML5 Specification

[ATTRIBUTES]

M | A | +RUIHPL+ n/a
Specification

n/a ‘ W3C HTML5 ‘ ON9GP

Content

‘ N

[COMMENT] This guideline addresses the fact that W3C HTML5 Specification dpes not
mandat¢ support for CSP. CSP defines a mechanism that service providers can uSe to mitigate
a large|class of content injection vulnerabilities, including cross-site scripting (XS8). This

guideling ensures that this important mechanism is available for use by service provid
other web applications accessed by a RUI-H User Agent.

6.3.4.9

[GUIDELINE] If a RUI-H User Agent of a CVP-2 Client allows installation of thi

ers and

rd-party

extensigns or add-ons that permits the injection of third-party content (of any form) intp a Web

page, then the RUI-H User Agent shall apply CSP policy.directives to the third party
when thpse policy directives are sourced from a RUI-H Fransport Server using HTTPS

[ATTRIBUTES]

M | A | +tRUIHPL+ n/a n/a

W3C HTML5 EZJNY
Specification

content

‘ N

[COMMBNT] This guideline ensures that service provider or web application CSP policies are

not igngred by a RUI-H User Agent when processing potential content injection by th

rd-party

extensigns or add-ons. Inparticular, this guideline mitigates vulnerabilities that may be

introduged through malfufctioning or malicious third-party extensions or add-ons. R
cases of user add-ons‘anhd extensions to support user control of accessibility, §
diagnostics, key mappings, privacy and parental control, the user and/or client manufacﬂ
need to|inform the,service providers so that these extensions can be unblocked in

policy.

6.3.4.10

or valid
ecurity,
urer will
he CSP

[GUIDELINE] When applying CSP to a third-party extension or add-on, the RUI-H User Agent
shall not report policy violations unless the violated policy directive was specified in a

Content-Security-Policy-Report-Only header.

[ATTRIBUTES]

M ‘A +RUIHPL+ n/a n/a

W3C HTML5 X2EXH
Specification

‘ N
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Authentication

[GUIDELINE] The RUI-H Pull Controller Device Capability of a CVP-2 Client shall implement
DTCP Method using a DTCP CVP-2 Certificate for Client Authentication as defined in

IEC 624

81-7:2017.

[ATTRIBUTES]

M | A | +RUIHPL+ n/a n/a IEC 62481-7:20 | TML20 E
17
DTLA CVP-2
[COMMENT] A CVP-2 Server can use the C2 bit, as defined in DTLA CVP-2, o distinguish a
DTCP QVP-2 Certificate from a generic DTCP Certificate.
6.3.5.2
[GUIDELINE] The RUI-H Source Device Capability of a CVP-2(Server shall use 4 CVP-2
Certificate for server authentication as defined in IEC 62481-7:2047.
[ATTRIBUTES]
M | A [ +RUIHSRC+ n/a n/a IEC 62481-7:201 | 425MN A
7
DTLA CVP-2
6.3.5.3
[GUIDELINE] If the RUI-H Pull Controller Device Capability of a CVP-2 Client support$ Server
Authent|cation, it shall implement the X.509 Method for Server Authentication as ddfined in
IEC 62481-7:2017.
[ATTRIBUTES]
M | A | +RUIHPL+ n/a n/a IEC 62481-7:20 | SEFTW E
17
[COMMENT]~ A CVP-2 Client that supports Server Authentication is expected to be|able to
authenticate servers that use X.509 CVP-2 Certificates from any of the approved sourges.
6.3.5.4
[GUIDELINE] If the RUI-H Pull Controller Device Capability of a CVP-2 Client supports Server
Authentication, it shall implement the DTCP Method for Server Authentication as defined in
IEC 62481-7:2017.

[ATTRIBUTES]

M‘A

+RUIHPL+ IEC 62481-7:20

17

n/a n/a ‘ ZEZZX

‘ E
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6.3.6 3-D media rendering
6.3.6.1

[GUIDELINE] If a CVP-2 Client supports rendering of DLNA 3D Media Format Profiles, it shall
conform to all the guidelines for 3-D media rendering as defined in IEC 62481-1-1:2017.

[ATTRIBUTES]

M | A | (DMP DMR) XDMR n/a
+RUIHPL+

n/a
2017

IEC 62481-1-1: ‘ L5M4W

6.3.6.2

[GUIDELINE] The RUI-H Pull Controller Device Capability of a CVP-2 Client shall'not
confirmation from the user before switching from 3D media to 2D media.

[ATTRIBUTES]

M | A +RUIHPL+ n/a n/a

2047

IEC62481-1-1: ‘ WYLUI

[COMMENT] This ensures, for example, that a RUI-H\application selection of EAS

pre-empted by the RUI-H User Agent.

wait for

N

5 is not
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Annex A
(informative)

CVP-2 architecture, system usages and deployment scenarios

A.1 CVP-2 device architecture

Figure A.1 displays the architecture of a CVP-2 device.

P ~ Is . ™)
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i A
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. o
Server Client a@’v
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Figure A.1 — CVP-2 device architecture
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A.2 System usages

A.2.1 General

This clause lists DLNA system usages supported by CVP-2.

A.2.2 AV system usages
CVP-2 supports following AV system usages defined in IEC 62481-1-1:2017:

e 2-box Model;
e 3-box Model.

These AV system usages include the support for HTTP Adaptive Delivery IEC 62481%9:2017 and
3-D Media Format Profile.

A.2.3 RUI-H with AV system usage
CVP-2 qupports

e 2-box RUI-H with AV system usage for in-home only scenarig,as shown in Figure [A.2 and
in-hgme + cloud scenario as shown in Figure A.3

as defined in IEC 62481-6-1:2017. The usage includes the<support for HTTP Adaptive Delivery
and 3-D[ Media Format Profile.

A.2.4 Other system usages
Other system usages supported by CVP-2 incldde:

e Diagnostics system usages IEC 6248148:2017;
e LowjiPower system usages IEC 62481-10:2017.
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A.3 CVP-2 in-home only deployment scenario

Note: Diagnostics and Low-Power

(both in-home scenarios) can be
layered on top of this diagram W\
+RUIHPL+
client
—_—& In-Home AuthN @ —

CAD 2 Soryar

Participating CWP-2
components

Device and Service _ @

LS
=0 i
-

o~
I

T IEC

Figure A.2 — CVP-2 in-homg only system scenario

A.4 CVP-2 in-home + cloud deployment scenario

Web Server
Notes:

' dwh 1. Diagnostics and Low-Power (both in-
home scenarios) can be layered on top

of this diagram.
2. RUIHTS on the CVP-2 Server may be
required depending on whether HTMLS

start page needs to be served.

CVP-2 Server

RUIHSRC+
rver

+
Sel
Authentication
Device Option

Participating CVP-2
component RUIHTS
Discovery —
’/“

IEC

Figure A.3 — CVP-2 in-home + cloud system scenario
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Annex B
(informative)

CVP-2 authentication examples

This annex includes the following examples for implementing authentication:

1) CVP-2 usage scenario without in-home CVP-2 Server Authentication shown in Figure B.1;

2) TLS-SD exchange for CVP-2 usage scenario without in-home CVP-2 Server Authentication
shown in Figure B.2;

3) CVP-2 usage scenario with in-home CVP-2 Server Authentication shown in Figure B.3;

4) TLS
sho

tSD exchange for CVP-2 usage scenario with in-home CVP-2 Server Auther|1tication

Subscriber

vn in Figure B.4.
CVP-2 Client Components CVP-2 Server Components
in-home components tloud component$
RUI App RUI-H Client: RUIH Client: RUI-H Source: DLNA RULH Source: ‘Auth Server
RUI User Agent RUI Server CP RUI Server Service Content Server Ul Server =1
< SSDP broadcasts
UPnP RUI Server Service
— getCompatibleUl —|
response with i
Ul listings
“ displays Ul listing to user
selects Ul from ]
fating initiate https RUI requeft >
Standard TLS with Server authéatleation using trusted X.509 Cert
B S o Servei sendls basic RUI -
<=+ RUI App loads - J
RUI app requests premiutn.RUI content
1 1 )
bommmeeeinn RUI Server sends HTMLS ofitet with URL of Auth Server _____{______...__.....
(eithek a redirec or XHR)
Initiate hitps regy,
to auth server 4
User Agent initiates https auth request >
N I I il R S Clfent auth using TLS+SupplementalData (8) = = = = = { === === ======= ==« >
---------------------- Auth Server senids signed token intended for RUI Server --====--======== - --=ssoootoeeeemmnnnneeee| |
Resend RUI app request for pemium RUI content
(includes signed token receivdd from Auth Server)
' o
___________________________________ Returns RUI conten; over hitps
(RUI Server can set persistent session cookie)
request AV
content ") Notes:
sends get request over HTTP
(A) See TLS-SD Exghange for
JER stream AV content with DTCP-IP|f applicable +~~=<=<<-=+=+-- cetalls

IEC
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TLS-SD DH for authentication of client using DTCP Credential and server using trusted X.509 Cert

IEC

CVP-2 Client Client messages:
Cloud Auth Server CC - Client sends an empty message if
the server requests it
pa— ' - . Standard TLS messages
TLS App layer TLS Client TLS Server TLS Aprp_ layer Cert - Certificate
I T ) ) SKE - ServerkeyExchange
e » M CR - CertificateRequest
nHisAR AL < > SHD - ServertellaDane
< 1)TLS Hello
New Session —®| Generate CKE - ClientKeyExchange
Provide SD payload SD CV - CertificateVerify
- S— 2) SupplementalData message . _ <- - (Nonce1) payload CCS - ChangeC\pherSpec
includes {Nonce1) Fin - Finished message
< 3) TLS messages Extended TLS messages
Verify X508 Cert, SKE, CR, SHD 5D - SupplementalData
Cert (b} Notes:
(—sD payload ——
Generate Bey a. Sequence Diagram assumes server is
SD Provide SD using a trusted X.509 certificate (typical for
payload payload cloudfintranet servers) & client is using
F= (Moncel v - > DTCF credental wit -Z Dii]set
DTCP Cert + 4) SupplementalData message
picesig) | [t - includes (Nonce1 + DTCP Cert - | b. The TLS layer verifies the ¥.409 cert
+ DTCP Sig) SD payload —P>| before passing the S0 messagq to the app
| Verify layer
5) TLS messages DTCP Cert
CC, CKE, CV, CCS, Fin L] Check if new
e i y
<4 —— Initial TLS tunnel established o [FORE
[ ]+—— iate —|
4 6) Hello Request Rensgntiats
7) TLS extended Hello messa: —» Generate
b ) extended Felo m i ges - - Provide SD payload sD
e ciania . B)SupplementalData message . . (Nonce2) payload
includes {Nonce2)
< 9) TLS messages
Verify X.500 Cert, SKE, CR, SHD
Cert (b)
Generath |——sD payload —
sD Provide SD
payload| payload
[ - - - (Nongce2+ - 3 10) SupplementalData message
DTCPCert+ | |====-- - includes (Nonce2 + DTCP Cert - =>| .
DTCP Sig ) +DTCP Sig) SD.payload —»|  Verify
DTCP Cert
l DTCP authenticated TLS tunnel established —FJ
Figure B.2 — TLS-SD\exchange (no in-home
CVP-2 Server Authentication)
CVP-2 Client Components CVP-2 In-home Server Components
RUI App RUIH Client: RUI-H Source: DLNA Auth Server/
- RUI User Agent RUI Server Service Content Server RUI-H Source:
b T - Ul Server
" SSDP broadcasts
UPnP RUI Server Service
getCompatibleUr —|
response with
Ui listings
« dispiays.Ul listing to user
sefocts(Ut from ]
e Initiate hitps RUI request i >
; S R - - - Client and Server auth using TLS+SupplementalData (B) - = = = = = = = = = = = | B
Subscriber |
il L S T R S ST ST Server sénas RUIcontent over hips & ____________._.._.........._....
(RUI Server cin set persistent session cookie) |
<~ RUIApp loads - ;
RUI app requests premiutn RUI content
L e e e e e e - Retums RUT content oier hifpg ~<-=-========cxmeseie fammadiaminsisnsiansaaie s
request AV _y,|
content X
sends get request over HTTP ————————————————»| Notes:
R straam AV content with DTCP-IP.if applicable -~~~ ) oo TLOAD Pxhmmeltor

Figure B.3 — CVP-2 usage scenario (in-home

CVP-2 Server Aut

hentication)
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TLS-SD DH for authentication of client using DTCP CVP-2 Credential and server using DTCP CVP-2 Credentials + self-

signed X 509 Cert Client messages:
CVP-2 Client CC - Client sends an empty message if
In-home Auth Server the server requests it
Standard TLS messages
D— . - . Cert - Certificate
TLS App layer TLS Client TLS Server TLS App layer A SKE - ServerKeyExchange
— T 1 T i X CR - CertificateRequest
o ™ — SHD - ServerHelloDone
initiate TLS —|
<+ 1) TLS extended Hello messages | New Session —#| CKE - ClientKeyExchange
Generate CV - CertificateVerify
Provide SD payload sD CCS - ChangeCipherSpec
2) SupplementalData message (Noncet + payload Fin - Finished message
[ - includes (Nonce1 + S-DTCP Cert+ - | [€- - 8-DTCP Cert+
X609 Cert + S-DTCP Sig) X.509 Cert + TLS g
" ) TLS messages S-DTCP Sig ) 8D - SupplementalData
Verlfy X.509 Car, SKE, CR. B0 S-DTCP Cert = Servers DTGP CVP2
Cert (b) Certificate
S-DTCP Sig = Signature generated using
Verify 4—:%8;2‘;0 i server's DTCP CVP2 Certificate
S-DTCF Cert| 2
Generate Provide SD Notes:
sD payload -
payloa === (Noncel+ - > 4) SupplementaiData message a. Sequence Diagram eris
DTCPCert+ | [ ----- - includes (Nonce1 + DTCP Cert - | using a DTCP credential with CJ/P-2 bit set
DTCP Sig ) +DTCP Sig) SD payload —P>| along with a self-signed X.509 dertificate
(typical for in-home'servers) & dient is using
™ 5) TLS messages Verify i
_- CC, CKE, CV, CCS, Fin || DTCP Cert DTCP credential with '€VP-2 bit|set
= : Initial TLS tunnel established P Creck T1em) | b The TLs ayer verifies the X 408 cert
™ 7 : before passingthe SD messagd to the app
< 6) Hello Request ¢ Renegotiate layer. [f the TLS layer cannot velify the X.509
= Provide SD payload ced, jLwill pass the X.509 cert gong with SD
b 7) TLS extended Hello messages ( Nonce2 + Generate fbthe.app layer and let the app |ayer verify
8) SupplementalData message <- - S-DTCP Cert + sD
(e SRR - Includes (Nonce2 + S-DTCP Cert + - X.509 Cert + payload
X.509 Cert + S-DTCP Sig) S-DTCP Sig )
< 9) TLS messages
Verify X500 Cert, SKE, CR, SHD
agi - Cert (b)
Veri payloact ..
S-DTGP Chr X009 Cari
Generat Provide SD
SD payload
payload| | - - - (Nonce2+ - 5| 10) SupplementalData message
DTCPCert+ | |7~ """ " - includes (Nonce2 + DTCP Cert - > Verlty
DTCP Sig) +DTCP Sig) SDpaylods —P| oI
7# DTCP authenticated TLS tunnel established —DJ

Figure B.4 — TLS-SD exchange (in-home
CVP-2 Server Authentication)
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