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The text of this International Standard is based on the following documents:

CDV Report on voting
100/2732/CDV 100/2882/RVC

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of|all parts of IEC 62481 series, published under the general title Digital Living Network
Alliance| (DLNA) home networked device interoperability guidelines, can be found™en [the IEC
website
The committee has decided that the contents of this document will remainyunchanged until the
stability|date indicated on the IEC website under "http://webstore.iec.ch"in’the data rglated to
the speg¢ific document. At this date, the document will be
e reconfirmed,
e withdrawn,
e replaced by a revised edition, or
e amehded.
A bilinglial version of this publication may be issued-at a later date.
IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which“are considered to be useful for the gorrect
understanding of its contents(Users should therefore print this document using a

colour

printer.
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INTRODUCTION

Consumers are acquiring, viewing, and managing an increasing amount of digital media (photos,
music, and video) on devices in the consumer electronics (CE), mobile, and personal computer
(PC) domains. As such, they want to conveniently enjoy the content, regardless of the source,
across different devices and locations in the home. The digital home vision integrates the
Internet, mobile, and broadcast networks through a seamless, interoperable network, which will
provide a unique opportunity for manufacturers and consumers alike. In order to achieve this
interoperability, a common set of industry design guidelines is needed that allows vendors to
participate in a growing marketplace, leading to more innovation, simplicity, and value for
consumers. This document serves that purpose and provides vendors with the information
needed to build interoperable networked platforms and devices for the digital home.
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DIGITAL LIVING NETWORK ALLIANCE (DLNA) HOME NETWORKED

DEVICE INTEROPERABILITY GUIDELINES -

Part 3: Link protection

1 Scope

This part of IEC 62481, the DLNA guidelines, specifies the DLNA Link Protection guidelines,

which gre an extension of the DLNA guidelines. DLNA Link Protection is defined
protectipn of a content stream between two devices on a DLNA network fromhille

observa
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ion or interception using the protocols defined within this part of DLNA guideli

protection is an important mechanism for ensuring that commercial centent is p
hcy and illegitimate redistribution. Link Protection is a technique that-enables dis
cted commercial content on a home network, thus resulting in greater cq
y while still preserving the rights of copyright holders and centent providers.

delines in this part of DLNA guidelines reference *existing technologies
bn and provide mechanisms for interoperability between different implementa

mative references

wing documents are referred to in thetext in such a way that some or all of their|
fes requirements of this document. For dated references, only the edition cited
ated references, the latest edition of the referenced document (includ
ents) applies.

81-1-1:2017, Digital Jiving network alliance (DLNA) home networked
rability guidelines — Part’1-1: Architecture and protocols

81-2:2017, Digital" living network alliance (DLNA) home networked
rability guidelines — Part 2: DLNA media formats

13818+t Information technology — Generic coding of moving pictures and as
formation. Systems
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hes.
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ISO/IEQ

29341-3-10, Information technology — UPnP Device Architecture — Part 3-1

): Audio

Video D

evice Control Protocol — Audio Video Transport Service

ISO/IEC 29341-3-11, Information technology — UPnP Device Architecture — Part 3-11: Audio

Video D

evice Control Protocol — Connection Manager Service

IETF RFC 1191, Path MTU Discovery, J. Mogul, DECWRL, S. Deering, Stanford University
http://www.ietf.org/rfc/rfc1191.txt

IETF RFC 2045, Multipurpose Internet Mail Extensions (MIME) Part One

IETF RFC 2327, SDP: Session Description Protocol, M. Handley, V. Jacobson, ISI/LBNL
https://www.ietf.org/rfc/rfc2327 .txt
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IETF RFC 2616, Hypertext Transfer Protocol — HTTP/1.1, R. Fielding, UC Irvine, J. Gettys,
Compaq/W3C, J. Mogul, Compaq, H. Frystyk, W3C/MIT, L. Masinter, Xerox, P. Leach,
Microsoft*, T. Berners-Lee

http://www.ietf.org/rfc/rfc2616.txt?number=2616

IETF RFC 3550, RTP: A Transport Protocol for Real-Time Applications, H. Schulzrinne,
Columbia University, S. Casner, Packet Design, R. Frederick, Blue Coat Systems Inc., V.
Jacobson, Packet Design

http://www.ietf.org/rfc/rfc3550.txt

IETF RFC 3551, RTP Profile for Audio and Video Conferences with Minimal Control, H.

Schulzrinne, Columbia University, S. Casner, Packet Design

http://w\w.ieif.org/rfc/rfc355T.Ixt

IETF RRFC 3986, Uniform Resource Identifier (URI): Generic Syntax, T. Berners-lcge; R. Fielding,
L. Masinter, January 2005

http://wiw.ietf.org/rfc/rfc3986.txt

DTCP Molume 1 (informational version), Digital Transmission Content-Protection Spedification
Volume

http://wiww.dtcp.com/specifications.aspx

DTCP Yolume 1 Supplement E (informational version),(,DTCP Volume 1 Supplement E
Mapping DTCP to IP

http://wyww.dtcp.com/specifications.aspx

DTCP Audio Compliance Rules EXHIBIT B-2, Compliance rules for licensed products that
receive jor transmit commercial audio works

http://www.dtcp.com/agreements.aspx

DTCP Adopter Agreement, DTCP Adopter Agreement, Digital Transmission Protection [License
Agreempnt, DTLA Digital Transmission-Licensing Administrator

http://www.dtcp.com/

IEEE 802.1Q, IEEE standard for information technology — Telecommunications and infgrmation
exchange between systems — |IEEE standard for local and metropolitan area nefworks —
Commoh specifications—-Yirtual Bridged Local Area Networks

IEEE 802.11, I|EEE-standard for information technology — Telecommunications and infgrmation
exchange between systems — Local and metropolitan area networks-specific requirements —
Part 11:]Wireless LAN Medium, Access Control (MAC) and Physical Layer (PHY) specifications
W MDRM-NBAHRds Media-DBR s etworkDe

http://wmlicense.smdisp.net/licenserequest/default.asp

RTP Payload format for WMV and WMA, RTP Payload Format for Windows Media Audio and

Video, Microsoft Corporation

http://download.microsoft.com/download/5/5/a/55a7b886-b742-4613-8ea8-d8b8b5c27bbc/RTP

PayloadFormat_for WMAandWMV_v1.doc

3 Terms, definitions, abbreviated terms and conventions

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.


http://www.ietf.org/rfc/rfc2616.txt?number=2616
http://www.ietf.org/rfc/rfc3550.txt
http://www.ietf.org/rfc/rfc3551.txt
http://www.ietf.org/rfc/rfc3986.txt
http://www.dtcp.com/specifications.aspx
http://www.dtcp.com/specifications.aspx
http://www.dtcp.com/agreements.aspx
http://www.dtcp.com/
http://wmlicense.smdisp.net/licenserequest/default.asp
http://download.microsoft.com/download/5/5/a/55a7b886-b742-4613-8ea8-d8b8b5c27bbc/RTPPayloadFormat_for_WMAandWMV_v1.doc
http://download.microsoft.com/download/5/5/a/55a7b886-b742-4613-8ea8-d8b8b5c27bbc/RTPPayloadFormat_for_WMAandWMV_v1.doc
https://iecnorm.com/api/?name=dc3f66700031135363b98075c18d437a
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ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

e |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

3.11

AKE

Authentication and Key Exchange

step in a Link Protection System where the receiving device is authenticated and given the
correct keys for the content

3.1.2
ASF
Advanced System Format

media format encapsulation for the transmission of content

3.1.3
AV
Audio with Video

media cpntent that contains both moving pictures and sound

3.1.4
AVT
Audio Video Transport
UPnP sgrvice that provides network-based control fer common transport operations such as
play, stop, pause, next, previous, and seek

Note 1 tolentry: The AVTransport service specification, isva standard UPnP DCP.

3.1.5
Cleartext
unencrypted content

Note 1 to pentry:  Within this standard,\thé content stream after decryption by the upstream content protectipn system
and beforp encryption by the Link Protection System.

3.1.6
Cleartext Byte Domain
specification of a byte position in the Cleartext content stream

Note 1 tolentry: _For“a complete explanation of seek operations on link protected content, see Annex A.

3.1.7
Cleartext Byte Seek Request Header

request that a certain position in the Cleartext byte stream be returned

Note 1 to entry: This term is used to signify any of these different transport layer request headers.

Note 2 to entry: When used in a guideline, Cleartext Byte Seek Request Header implies that the guideline applies to
all uses of any of the request headers.

3.1.8
Cleartext Byte Seek Response Header
response that declares the range of bytes returned in the Cleartext byte stream

Note 1 to entry: This term is used to signify any of these different transport layer response headers.

Note 2 to entry: When used in a guideline, this implies that the guideline applies to all uses of any of the request
headers.
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3.1.9

comply

conform

be in accordance with referenced requirements; where the reference includes both mandatory
and optional requirements, only the mandatory elements are considered necessary for
compliance

Note 1 to entry: Optional requirements continue to be optional. Any variation from these expectations shall be
specifically noted.

Note 2 to entry: "Comply with" can be used interchangeably with "conform to" (includes the variations of complies,
complying, compliance, compliant; conforms, conforming, conformance, conformant).

3.1.10
CcMSs

ConnedtionManager:1 Service
UPnP skrvice that provides information about the supported transport protocols angd media
formats|of a UPnP device

Note 1 tolentry: The CMS specification is a standard UPnP DCP.

3.1.11
CSRC
ContribJ‘uting SouRCe

source Yised for the RTP Media Transport

3.1.12
Decoder Friendly Alignment Position
position|in the bitstream defined for decoder friendly alignment

Note 1 tolentry: A Decoder Friendly Alignment Position is always the start of a Media Format Alignmen{ Element.
Generally} the decoder can begin to process data without any other internal state information about the stfeam. The
decoder cfan begin processing at that point and create a valid output rendering. This value is defined for the(individual
media forfnat profiles that have Decoder Friendly, Alignment Positions.

3.1.13
DLNA
Digital Living Network Alliance

organization that created this.series of documents, the DNLA guidelines

3.1.14
DLNA Link Protection
protectipn, using~-DLNA protocol elements as defined in these guidelines, of a conten{ stream
between two devices on a DLNA network from illegitimate observation or interception

3.1.15
DLNAQOS_UP

DLNA QoS User Priority

DLNA-defined QoS label used to correlate an underlying IEEE 802.1Q user priority and WMM
access category to a DLNA traffic type(s)

3.1.16

DTCP

Digital Transmission Content Protection
Link Protection System

3.1.17

DTCP-IP

Digital Transmission Content Protection over IP networks
DTCP as applied to IP based networks
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Group Of Pictures

defined

3.1.19
HTTP

grouping of information in the MPEG 2 media format

Hyper Text Transfer Protocol
protocol for transferring files across the Internet

Note 1 to

3.1.20
Link Pr
protecti

observation or interception

3.1.21
Link Pr

unit of gontent carried within a link-protected content stream

Note 1 to
bytes of t

3.1.22
Link Pr
specific

between two endpoints

3.1.23

Media Hormat Alignment Element
unit of gontent carried within an unprotected content stream

Note 1 to

contains gn integral number of units of content as defined by the media format in use. This value is defined

media for

3.1.24
MIME

Multipurpose Internet-Mail Extension

standar

Note 1 to

e-mail mgssages) This includes graphics, photos, sound, video files, and formatted text documents.

3.1.25

entry: Requires an HTTP client program on one end, and an HTTP server program on the other end.

btection
bn of a content stream between two devices on a DLNA network from ille

btection Alignment Element

entry:  This typically starts with a packet header that is defined by the\link Protection System an
he link-protected stream.

btection System
collection of technologies with corresponding tules that enable secure content

entry: This typically starts at @‘Decoder Friendly Alignment Position for the given media fd

mat profile specification.

| system foridentifying the type of data contained in a file

entry: «MIME is an internet protocol that allows sending binary files across the internet as attac

gitimate

I contains

transfer

rmat and
within the

hments to

Network Byte Domain
specification of a byte position in the content stream as it is carried on the network transport

Note 1 to

entry: For content binaries that use a Link Protection System, this will include encryption and an

or padding necessary for the Link Protection System.

3.1.26
PCP

Protected Content Packet
packet format for DTCP-IP link protected content as defined in DTCP Volume 1 and DTCP

Volume

3.1.27
PS

1 Supplement E

Program Stream
MPEG-2 AV stream format

y headers
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3.1.28

RTP

Real Time Protocol

media transport that provides end-to-end network transport functions for transmitting real-time
data, such as AV

Note 1 to entry: RTP provides services such as payload type identification, sequence numbering, time-stamping,
and delivery monitoring.

3.1.29

RTSP

Real Time Streaming Protocol
protocol within the RTP protocol suite

3.1.30
RTT

Round [rip Time
time befween sending a network packet to a remote host and the time that the resgonse is
receive(

3.1.31
SDP
Session Description Protocol
protocol within the RTP protocol suite

3.1.32
SOAP
Simple [Object Access Protocol
XML bgsed messaging protocol used to exchange service requests and responseg over a
network

3.1.33
Time Domain
specification of a position in the caontent stream in time units

3.1.34
TS
Transport Stream
MPEG-2 AV stream format

3.1.35
UCDA
Uniform Client Data Availability Model
model fprirépresenting which bytes of a content binary are available on a server for seek
operations

Note 1 to entry: See clause 10 of IEC 62481-1-1:2017 for a full definition.

3.1.36
UPnP
architecture for pervasive peer-to-peer network connectivity of devices of all form factors

Note 1 to entry: UPnP is designed to bring easy-to-use, flexible, standards-based connectivity to ad-hoc or
unmanaged networks whether in the home, in a small business, public spaces, or attached to the Internet.

Note 2 to entry: UPnNP is a distributed, open networking architecture that leverages TCP/IP and Web technologies to
enable seamless proximity networking in addition to control and data transfer among networked devices in the home,
office, and public spaces.
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3.1.37

URI

Uniform Resource Identifier

W3C's codification of the name and address syntax of present and future objects on the internet

Note 1 to entry: Inits most basic form, a URI consists of a scheme name (such as file, http, ftp, news, mailto, gopher)
followed by a colon, followed by a path whose nature is determined by the scheme that precedes it. URI is the umbrella
term for URNs, URLs, and all other Uniform Resource Identifiers.

3.1.38

VOBU

Video OBject Unit

grouping of information in the MPEG 2 media format

3.1.39
WEP
Wired Bquivalency Privacy

wirelesq privacy standard used in conjunction with IEEE 802.11 networks

3.1.40
WMA
Windows Media Audio

audio cgmpression binary format

WMDRM-ND
Windows Media DRM for Network Devices
Link Prqtection System

3.1.42
WMV
Windows Media Video

AV compression binary format

3.1.43
WPA
WiFi Prptected Access

system o secure a wireless IEEE 802.11 network

3.1.44
WPA2
WiFi Prptected.Access version 2

system fo secure a wireless IEEE 802.11 network

3.2 Abbreviated terms

MPEG-2 Moving Picture Experts Group phase 2

3.3 Conventions

In IEC 62481-1-1:2017 and this document, a number of terms, conditions, mechanisms,
sequences, parameters, events, states, or similar terms are printed with the first letter of each

word in uppercase and the rest in lowercase (e.g., Move). Any lowercase uses of these words
have the normal technical English meaning.

4 DLNA home network architecture

See Clause 4 of IEC 62481-1-1:2017 for detailed descriptions of the DLNA home network
architecture.
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5 DLNA device model

See Clause 5 of IEC 62481-1-1:2017 for detailed descriptions of the DLNA device model. This
document extends the existing DLNA devices and system usages to include link-protected
content used for the following:

e 2-box Pull system usage;

e 2-box Push system usage;

e 3-box system usage,

for transfer and rendering of content items. These are the only system usages that are currently

in scopg-ferthedse—-ofBDENALIk-Protestion-

6 Guideline terminology and conventions

See Clause 6 of IEC 62481-1-1:2017 for a full description of the DLNA document convgntions.

7 Common Link Protection guidelines

7.1 General

See 7.1|of IEC 62481-1-1:2017 for guideline and attribute table layout descriptions.

7.2 Conditions for measuring time in message exchanges

These guidelines define in certain cases timevconstraints for the exchange of me¢ssages
between two communicating endpoints. These time constraints have been defined as § means
to provifle some operational consistency between the two communicating endpoints. However,
in best{effort networks, actual time measurements for exchanging messages shgqw wide
variations depending on perturbations derived from network conditions, traffic, gvailable
bandwidth, and others. Thereforethe following recommendations should be appligd when
making fime measurements.

e The|two communicatingsendpoints should establish communications under Ideal Network
Conditions.

e Time¢ measurements) at a given layer assume that the underlying layers presgrve the
communication ehannel. For example, time measurements at the HTTP layer cannot|be valid
if the underlying=TCP/IP channel breaks during the measurements.

e Unlgss speeified otherwise, time measurements assume that the communicating delices are
both|inactive mode. This means that time measurements should not include transitions from
sleep*mode to active mode.

7.3 Networking and connectivity

For DTCP-IP specific requirements, see 8.2. For WMDRM-ND specific requirements, see 9.3.

7.4 Device discovery and control

For detailed information, see Clause 9 of IEC 62481-1-1:2017. For DTCP-IP specific guidelines,
see 8.4. For WMDRM-ND specific guidelines, see 9.4.

7.5 Media management
7.51 General

This subclause covers the guidelines for implementing media management using the UPnP AV
architecture with DLNA Link Protection. For detailed subclause information see Clause 10 of
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IEC 62481-1-1:2017. For DTCP-IP specific guidelines, see 8.5. For WMDRM-ND specific
guidelines, see 9.5.

Many of the guidelines for 7.5 as well as 7.6 have to do with the structures necessary to perform
seek operations over the link protected content. IEC 62481-1-1:2017 defines two models of seek
operations: the Full Data Seek Availability model and the Limited Data Seek Availability model.
These two models continue to operate for content using DLNA Link Protection. However, for this
content, we introduce the concept of the Network Byte Domain (the protected content stream as
it flows over the network) and the Cleartext Byte Domain (representing positions within the
content before encryption by the Link Protection System). This allows the Content Receiver to
seek to byte positions in the content as if no Link Protection had been applied. For content
binaries using DLNA Link Protection, if the Content Receiver performs a byte seek operation in
the Cle ItUI\t Bytc DUIIIG;II, It ovdall ;ODUU ICqUUDtO fUI thc 2dllTe bth PUOItIUIIO thqt It VWU Id If the
content [were sent without any Link Protection. The Content Receiver does not need to|convert
between positions in the Cleartext and positions in the encrypted content. FOr, a detailed
explanafion of seeking and link protected content, see Annex A.

Table 1|and Table 2 summarize the structures used for each of the domains and seek models.
Table 3|contains the media management guidelines for devices using DLNA Link Protgction.

Table 1 — Summary of Domain Elements for
Full Random Access Data Availability model

Function Time Domain Network Byte Cleartext Byte Domain
Domain
Domain pnd op-param a-val op-param b-val flags-param Bit 15: CleartextByteSeeN-full

model stipport

SDP indjcation | Range Domain Not Domain Not Available

of domajn Available

support

File size res@duration res@size res@dlIna:cleartextSize

HTTP request TimeSeekRange.dlna.org Range Cleartext Byte Seek Request Header
gigg&ret%eek DTCP-IP: Range.dtcp.com

operation WMDRM-ND: Cleartext-Range.dIna.org
HTTP TimeSeekRange.dlna.org Content-Range | Cleartext Byte Seek Response Heade
Le;sé\pdoer;sf;r DTCP-IP: Content-Range.dtcp.com

Seek opgration WMDRM-ND:

Cleartext-Content-Range.dlna.org

RTSP he¢ader Range Domain Not Domain Not Available

to execute Available

Seek opgratiaon

HTTP message | Not defined Content-Length Content-Length HTTP message body $ize is

body size

always specified by the Content-Length

response header
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Table 2 — Summary of Domain Elements for
Limited Random Access Data Availability model

Function Time Domain Network Byte Domain Cleartext Byte Domain

Domain and flags-param Bit 30: lop-npt flags-param Bit 29: lop-bytes | flags-param Bit 14:

model lop-cleartextbytes

support

SDP Range Domain Not Available Domain Not Available

indication of

domain

support

HTTP TimeSeekRange.dIna.org Range Cleartext Byte Seek Request

request Header

header tp

execute [Seek DTCP-IP: Range.dtcp.dom

operation WMDRM-ND:
Cleartext-Range«dina.ofg

HTTP TimeSeekRange.dlna.org Content-Range Cleartext/Byte Seek Regsponse

response Header

header for

Seek DFCPR-IP:

operatiof Content-Range.dtcp.com
WMDRM-ND:
Cleartext-Content-Range.dIna.
org

RTSP hg¢ader | Range Domain Not Available Domain Not Available

to execuyte

Seek

operatioh

HTTP header to request the available range

getAvailableSeekRange.dlna.org

HTTP availableSeekRange.dlna.org | availableSeekRange.dlna.org | availableSeekRange.dlpa.org

responsge

heapder for (with npt-range) (with*byte-range) (with mode-flag)

availablg Cleartext Byte Seek Response

range Header
DTCP-IP:
Content-Range.dtcp.com
WMDRM-ND:
Cleartext-Content-Range.dIna.
org

RTSP hg¢ader | DESCRIBE Domain Not Available Domain Not Available

to requept the

availablg

range

RTSP hg¢ader~| ‘Available-Range.dIna.org Domain Not Available Domain Not Available

for spec|fying
the available

range

Sy is increasing

flags-param Bit 27: s, -increasing

sy is increasing

flags-param Bit 26: sy-increasing

See A.6 for an explanation of the various seek domains for link protected content.



https://iecnorm.com/api/?name=dc3f66700031135363b98075c18d437a

-18 — IEC 62481-3:2017 © IEC 2017

7.5.2 Updates to existing general AV Media Management guidelines
7.5.2.1 Affected guidelines in IEC 62481-1-1:2017

Table 3 — AV Media Management guideline changes

Guideline updated Location in
IEC 62481-1-1:2017

MM flags-param (Flags Parameter) 10.1.3.24.2 (GUN 3WJUU)
MM lop-npt, lop-bytes, and lop-cleartextbytes (Limited Operations Flags): Common | 10.1.3.29.1(GUN OTHY2)
MM lop-npt lop-bytes, and lop-cleartextbytes (Limited Operations Flags): HTTP 10.1.3.30 (GUN WJUUP)
MM lop-ppttop-byteseandtop-cteartextbytesttimited-OperationsHagsy—RFF H- 433 HESUN-UX6UW)
MM IFO|File 10.1.4.9.1 (GUN VPY7V)
10.1.4.9.2 (GUN 4}F4V)
10.1.4.9.4 (GUN VpGS6)
10.1.4.9/6 (GUN 28HQ6)
10.1/4.9.7 (GUN ZQRDX)

7.5.2.2 MM IFO file
7.5.2.2.1

[GuIDELINE] If an IFO file is provided by the UPnP AV MediaServer or Push Controller for any
content pinary which corresponds to a media format profiljesusing DLNA Link Protection fhen the
IFO shafl not be encrypted or encapsulated by the Link Protection System used for the|content
binary.

[ATTRIBUTES]

M ‘ A | DMS +PU+ M-DMS n/a n/a VHRUV

[COMMENT] IFO file needs to bemade available as Cleartext.

7.5.2.2.2

[GUuIDELINE] If an IFO\file is provided by the UPnP AV MediaServer or Push Controller for any
contentpbinary which.corresponds to a media format profile using DLNA Link Protection the byte
data and time data-in the IFO file shall refer to the byte position and time position within the
unprotected content stream.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a n/a KWDR4

[COMMENT] Byte positions are given with respect to the unprotected content stream and not a
byte position within the protected content stream.

7.5.3 New general AV Media Management guidelines
7.5.3.1 MM Media Class of link protected content

[GUIDELINE] A content object that represents a link protected form of one of the DLNA media
classes shall use the media class value of the unprotected content.
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[ATTRIBUTES]

M ‘ R ‘ DMS M-DMS n/a IEC 62481-2:2017 | WTLQ8

[COMMENT] For example, use object.item.videoltem or a derived class for the upnp:class
value of link protected content that, in its unprotected form conforms to the DLNA "AV" media
class.

7.5.3.2 MM DIDL-Lite byte metadata properties

[GUIDELINE] For resources that specify a content binary that uses DLNA Link Protection all
metada:lﬁ with byte units shall refer 1o tThe Network Byte Domain (i.e. Tink protected confent as it
is transinitted between the serving and rendering endpoints), unless specified by the 'definition
of the metadata item, to refer to the Cleartext Byte Domain.

[ATTRIBUTES]

IEC 62481:1-1:
2017

M [ A | DMS M-DMS n/a

067G8 ‘

[COMMENT] The length of the protected content stream cah be longer due to engryption
additional headers for packetization and any necessary padding.

7.5.3.3 MM CP: res@dIna:cleartextSize
7.5.3.3.1

[GUIDELINE] A UPnP AV MediaServer-ishould additionally provide non-empgty and
non-whitespace values for metadata properties as shown in Table 4 for <res> elemgnts that
describg content binaries which use a kink Protection System.

Table 4 =~Recommended metadata properties

upnp:class value Property names
object.item.audioltem res@dlna:cleartextSize
object.itef.imageltem res@dlIna:cleartextSize
objechitem.videoltem res@dlna:cleartextSize
[ATTRIBUTES]
S [ A | DMS M-DMS n/a IEC 62481-1-1: | DR47I ‘
2017

[COMMENT] This guideline helps resolve dependency issues that Rendering Endpoints have,
on knowing the size in bytes of the unprotected content stream.

7.5.3.3.2

[GUIDELINE] If flags-param bit 15 equals 1 and sN-increasing flag is false, then the Content
Source shall provide content length information in the res@dIna:cleartextSize value of the <res>
element.
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[ATTRIBUTES]

M [ A | DMS +PU+ M-DMS IEC 62481-1-1:

2017

n/a

OFRD2 ‘

7.5.3.3.3

[GUIDELINE] If the UPnP AV MediaServer specifies the res@dIna:cleartextSize value of the
content binary it shall be the size in bytes of the unprotected content binary before any Link
Protection headers padding or encryption have been added, see Table 5.

Tabte 5=Property typeandmuttivatue

Property name Property type Multiple value

res@dlna:cleartextSize unsigned long No

The prefix for res@dlna:cleartextSize shall be "dIna" and thé-'hamespace shall be
"urn:schemas-dlna-org:metadata-1-0/".

[ATTRIBUTES]

M ‘ A | DMS M-DMS n/a n/a VWWTL

7.5.3.4 MM CP: DIDL-Lite protocolinfo value

[GUIDELINE] A UPnP AV MediaServer may. contain resources that specify encrypted|content
binaries| if the format profile so specifies.

[ATTRIBUTES]

O [A | DMS M-DMS IEC 62481-1-1:

2017

n/a

KJVW4 ‘

[COMMENT] Refer to.”IEC 62481-1-1:2017, 10.1.3.16.5 (GUN NKQ9V), which prohibits
transport layer encryption unless the media format profile explicitly states it is requirgd. This
guideling clarifiesythat some media format profiles might use Link Protection and arg hence
encrypted. The-kink Protection System is specified within the media format profile of the pontent.

7.5.3.5 | ~MM CP: LP-flag (Link Protection flag)
7.5.3.5.1

[GUIDELINE] If the content binary described by the protocolinfo uses DLNA Link Protection
when it is transmitted then the LP-flag shall be true.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a n/a P8F3M

[COMMENT] The specifics of the Link Protection System used and parameters for setting up
the connection can be found in the MIME type or other protocolinfo parameters.
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7.5.3.5.2

[GUIDELINE] If the content binary described by the protocolinfo does not use DLNA Link
Protection when it is transmitted then the LP-flag shall be false.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a n/a WWTLQ

7.5.3.6 MM CP: cleartextbyteseek-full

7.5.3.6.

[GENERAL] Byte based full seek data availability with the Cleartext Byte Seek Request|Header

7.5.3.6.2

[GUIDELINE] If a content binary uses a Link Protection System over the)HTTP media transport
protocol the meaning of the cleartextbyteseek-full flag shall be as follows: True = the|content
source supports the Cleartext Byte Seek Request Header under the Full Random Accgss data
availability model; False = the content source does not support thelCleartext Byte Seek Request
Header |under the Full Random Access data availability model. The guidelines of fthe Full
Random Access data availability model for link protected content are defined in 7.6.3.2.

[ATTRIBUTES]

M ‘ A | DMS +PU+ M-DMS n/a n/a TLQ89

[COMMENT] The Cleartext Byte Seek Reguest Header can be different depending on fthe Link
Protectipn System used. For the general header guideline, see 7.6.6.3, for the DTCP-IP Link
Protectipn System, see 8.6.1.2 for the WMDRM-ND Link Protection System, see 9.6.1.f for the
definition of this header. The Cleariext Byte Seek Request Header allows an endpoint tq specify
a byte range in the Cleartext Byte'Domain to be returned by the server.

7.5.3.7 MM CP: lop-cleartextbytes flag
7.5.3.71

[GENERAL] Bytebased limited seek data availability with Cleartext Byte Seek Request Header.

7.5.3.7.2

[GUIDELINE] If a content binary uses a Link Protection System over the HTTP media fransport
protocol the meaning of the lop-cleartextbytes flag shall be as follows True = The content source
supports the Cleartext Byte Seek Request Header under the Limited Random Access data
availability model. False = The content source does not support the Cleartext Byte Seek
Request Header under the Full Limited data availability model. The guideline of the Limited
Random Access data availability model for link protected content is defined by 7.6.3.3.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a n/a RKJVW

[COMMENT] The Cleartext Byte Seek Request Header can be different depending on the Link
Protection System used. For the general header guideline, see 7.6.6.3, for the DTCP-IP Link
Protection System, see 8.6.1.2, for the WMDRM-ND Link Protection System, see 9.6.1.7 for the
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definition of this header. The Cleartext Byte Seek Request Header allows an endpoint to specify
a byte range in the Cleartext Byte Domain to be returned by the server.

7.5.4 MediaRenderer device guidelines
7.5.41 MM CP: Link Protection state error

[GUIDELINE] The AVT:TransportStatus instance state variable should be set to
ERROR_OCCURRED if the AVT:SetAVTransportURI method failed because of a device
authentication failure, or because Link Protection restrictions (e.g. RTT) were not met between
the content source and the content receiver.

[ATTRIBUTES]

S |A DMR n/a n/a

ISO/IEC WDR47
29341-3-10

[COMMENT] UPnP MediaRenderers define new allowed values for theVAVT.TranspoftStatus
instanceg state variable to represent a Link Protection error condition.

7.5.4.2 MM CP: Link Protection human readable error message
7.5.4.2.1

[GUIDELINE] If the media connection to the content receiver (e.g. a UPnP AV MediaR¢nderer)
fails with HTTP or RTSP error 403 (Forbidden) ;thécontent receiver should respond to a
AVT:SetAVTransportURI AVT:Play AVT:Seek AVT:Previous or AVT:Next request with|a UPnP
AV errof code 722 (Can't determine allowed us€s):.

[ATTRIBUTES]

S |A DMR n/a n/a

29341-3-10

ISO/IEC ‘ G8YKV ‘

7.5.4.2.2

[GuIiDELINE] If the UPRP AV MediaRenderer knows the specific reason of the failure, it may use
a localized human-readable error message in the errorDescriptiontag of the SOAP rg¢sponse
indicating failure-0f device authentication or that Link Protection restrictions (e.g. RTT) were not
met.

[ATTRIBUTES]

O |A DMR n/a n/a

29341-3-10

ISO/IEC ‘ JVWA4I ‘

7.6 Media Transport
7.6.1 General

This subclause covers the guidelines for the Media Transport layer. For detailed information see
Clause 11 of IEC 62481-1-1:2017. For DTCP-IP-specific guidelines, see 8.6. For
WMDRM-ND-specific guidelines, see 9.6.

The following subclauses contain guidelines for the use of Media Transports in DLNA devices.
The guidelines are organized into a table that covers those common among all Media Transports
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and then subclauses/tables that cover guidelines for specific Media Transport protocols such as
HTTP and others. For detailed information, see 11.4 of IEC 62481-1-1:2017.

Many of the guidelines in this subclause define the byte seek operations available on the content.
See the 7.5.1 for a summary of the headers and flags used to represent the various byte
domains and seek models.

7.6.2 Updates to existing general Media Transport guidelines

Table 6 specifies the updates to existing general Media Transport guidelines.

Table 6 — Updates to existing general Media Transport guidelines

Guideline updated Location in IEC 62481-1-1:2017

MT normative random access data availability 11.4.2.14.1 (GUN YPY8R)

models

MT "Full Random Access Data Availability" 11.4,2.15.1 (GUN D7KPW,)

model 11.4.2.15.2 (GUN 5*MHZ)

MT "Limited Random Access Data Availability" 11.4.2.16.1 (GUN 7ZKPWX)

model 11.4.2.16.2 (GUN'W5HZV)
11.4.2.16.3(GUN KPWXV)
11.4.2.16%4 (GUN VMHZL)

7.6.3 New general Media Transport guidelines
7.6.3.1 MT CP: link protected content

[GUIDELINE] Any key exchange required to decode a link protected content binary shdll follow
the reqyirements of the Link Protection System in use.

[ATTRIBUTES]

M ‘ R | DMS DMP DMR +PU+ \M-PMS M-DMP n/a n/a 7G8YK

7.6.3.2 MT CP: Play ready.

[GUIDELINE] Initiation of\Link Protection specific setup operations should occur while browsing
for content or upon inveeation of AVT:SetAVTransportURI.

[Attributes]

S | A | DMR.DMR M-DMP ISO/IEC

29341-3-11

nnnnnnn
| | ‘ LE=AY/A ) =\ v] ‘

29341-3-10

n/a RG6EOV

[COMMENT] Link Protection setup operations (such as RTT testing and authentication of the
endpoint and key exchange) can take considerable time. Wait times can be noticeably reduced
by these operations as soon as possible, instead of waiting until the HTTP connection is
established.

7.6.3.3 MT CP: metadata and transport headers for Link Protection

[GUIDELINE] For resources that specify a content binary that uses DLNA Link Protection,
unless otherwise specified, all transport layer headers with byte units shall refer to the link
protected content as it is transmitted between the serving and rendering endpoints (i.e. with
encryption, Link Protection headers, and any necessary padding added).
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[ATTRIBUTES]

M ‘ C ‘ DMS DMP DMR +PU+ M-DMS M-DMP n/a n/a VW416

7.6.4 HTTP transport

There are many possible transport protocols that can be used for the transfer of content. The
baseline mandatory Media Transport protocol for DLNA devices is HTTP. Subclauses 7.6.5 to
7.6.8 contain the guidelines that pertain to the HTTP transport and are sorted into those that are
common to all HTTP transfers, guidelines specific to a Streaming Transfer, guidelines specific to
an Interactive Transfer, and guidelines specific to a Background Transfer. For detailed

H C o 00404 4 4. 2904 7 44 4.1
informati ot —S€ee H-E-62484+4 T ZoT1 T T 5.0

7.6.5 Updates to existing general HTTP Media Transport guidelines
7.6.5.1 Summary

Table 7|lists these updates.

Table 7 — Updates to existing general HTTP
Media Transport guidelines

Guideline updated Location in IEC 62481-1-1:2017

MT HTTP Header: contentFeatures.dina.org 11.4.3.11.7 (GUN P7NKR)

MT HTTP Common Random Access Data Availability guidelines 11.4.3.18.1 (GUN J4YC9

.3.19.2 (GUN 8A57U
.19.4 (GUN 368A5

(GUN ouBZjg
(GUN KR8W/1
(GUN 868PW
(GUN UBZ33
(GUN NTSXZ
1 (GUN 4NTS
2 (GUN TSXZ
6 (GUN 8DU6

.2 (GUN Z33H5
.3 (GUN 8WAA

.1 (GUN U8UZX)

MT HTTP Data Range of "Full Random Access Data Availability" 11.
11.

MT HTTP: Data Range of "Limited Random Access _Data Availability”

LLaLhoobabn

MT HTTP Header: RANGE (Sefver) 11.
11.

&)

MT HTTP Time-Based Seek”(Server) 11.

7.6.5.2 MTHTTP common random access data availability guidelines

[GUIDELINEY If an HTTP Server Endpoint supports the Cleartext Byte Seek Request Hgader for
the specified URI, it shall process any requested range in the random access data range at the
same time.

[ATTRIBUTES]

M ‘ c ‘ DMS +PU+ M-DMS n/a n/a 8F3M2

[COMMENT] This is a general requirement that random access requests to be supported on the
entire [rg, ry] data range over the Cleartext Byte Domain.
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7.6.5.3 MT HTTP data range of "Full Random Access Data Availability"
7.6.5.3.1

[GUIDELINE] The byte position of O for the Cleartext Byte Seek Request Header field shall refer
to the beginning of the content binary.

[ATTRIBUTES]

M ‘ A ‘ DMS DMP DMR +PU+ M-DMS M-DMP n/a n/a 0O4R8S A

7.6.5.3.2

[GUIDELINE] If an HTTP Server Endpoint receives an HTTP GET request for a_contert binary
which uges a Link Protection System and that omits all of the headers used for. seek opgrations
(i.e. the RANGE HTTP header, the Cleartext Byte Seek Request, Helader 3and the
TimeSegkRange.dIna.org HTTP header), then the HTTP Server Endpoint shall infer a requested
byte position of 0 (i.e. respond from the beginning of the content binary).

This guideline shall also apply when sy-increasing is false and noneJof the above heaglers are
supported by the HTTP server.

[ATTRIBUTES]

M ‘ A | DMS M-DMS nra IETF RFC 2616 | T5GV8 A

7.6.5.3.8

[GUIDELINE] For a content binary that_uses a Link Protection System, if an HTTH Server
Endpoint supports the Cleartext Byte Seek Request Header with the "Full Random Accgss Data
Availability" model, the HTTP Server Endpoint should specify the byte length of the feturned
entity (fn the Cleartext Byte Domain) via the instance-length included in the apgropriate
Cleartext Byte Seek Response(Hgader of the Target Response to a HTTP GET/HEAD(request
with the|Cleartext Byte Seek Request Header.

[ATTRIBUTES]

S ‘ C | DMS +PU¥ M-DMS n/a IETF RFC 2616 | W4l6W

[COMMENT], "The Cleartext Byte Seek Request Header can be different depending on fthe Link
ProtectionSystem used—Forthe generalrequiremenis of the header see guideline 7610.2, for
the DTCP-IP Link Protection System, see guideline 8.6.1.2, for the WMDRM-ND Link Protection
System, see guideline 9.6.1.7 for the definition of this header.

Similarly, the Cleartext Byte Seek Response Header can also be different depending on the Link
Protection System used. For the DTCP-IP Link Protection System, see guideline 8.6.1.3, for the
WMDRM-ND Link Protection System, see guideline 9.6.1.8 for the definition of this header.

7.6.5.3.4

[GUIDELINE] For a content binary that uses a Link Protection System, if an HTTP Client
Endpoint wants to get the instance-length of a content binary in the Cleartext Byte Domain, then
it should use an HTTP HEAD request with the Cleartext Byte Seek Request Header that
specifies 0 for the first-cleartextbyte-pos and omits the last-cleartextbyte-pos.
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[ATTRIBUTES]

s ‘ c ‘ DMP DMR M-DMP n/a IETF RFC 2616 ‘ 4712C

[COMMENT] The response will include the Cleartext Byte Seek Response Header. If the
instance length is known, then it will be the number of bytes in the UCDAM [s, 5] data range for
the Cleartext Byte Domain. Otherwise, the instance-length token will be "*".

The Cleartext Byte Seek Request Header can be different depending on the Link Protection
System used. For the general requirements of the header, see guideline 7.6.10.2, for the
DTCP-IP Link Protection System, see guideline 8.6.1.2, for the WMDRM-ND Link Protection
System| see guideline 9.6.1.7 for the definition of this header.

7.6.5.3.p

[GUIDELINE] For a content binary that uses a Link Protection System, if.’an HTTH Server
Endpoint knows the instance-length of a content binary, then it shall provide-the instance-length
in the Cl]eartext Byte Seek Response Header.

This behaviour is required for scenarios where the HTTP Serverds serving stored contgent.

[ATTRIBUTES]

M ‘ A | DMS M-DMS n/a IETF RFC 2616 | R4712

7.6.5.4 MT HTTP: data range of "Limited Random Access Data Availability"
7.6.5.4.1

[GUIDELINE] If the HTTP request containsca getAvailableSeek.Range.dlna.org HTTP [header,
an HTTP Server Endpoint shall provide the currently-available cleartextbyte-range uging the
Cleartext Byte Seek Response Headerin the HTTP Target Response when all of the fpllowing
are true

o the nequested content binaryUses a Link Protection System and supports the Cleartpxt Byte
Seek Request;

o the nequested content-binary operates under the "Limited Random Access Data Avalilability"
modgel;

o the HTTP reqlest does not include a TimeSeekRange.dlna.org header or a Cleartgxt Byte
Seek Request’header.

[ATTRIBUTES]

M ‘ A | DMS +PU+ M-DMS n/a IETF RFC 2616 | F3M2V C

[COMMENT] Since the syntax of the availableSeekRange.dlna.org header does not
accommodate a cleartextbyte-range, the available Cleartext byte range for link protected
content is returned using the Cleartext Byte Seek Response Header. Two headers need to be
returned in this case: the Cleartext Byte Seek Response Header to indicate the available bytes
range within the Cleartext Byte Domain, and the availableSeekRange.dlna.org header to
indicate the limited operation mode supported, the available time range, and/or the available
network (non-Cleartext) byte domain range. See A.6 for an explanation of the various seek
domains for link-protected content.

If either the TimeSeekRange.dIlna.org or a Cleartext Byte Seek header is included in the content
request for link protected content, the Cleartext Byte Seek Response Header cannot be used to
indicate the available Cleartext domain range. For requests of this form, the Cleartext Byte Seek
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Response Header will indicate the Cleartext domain of the actual response body, as described
in guidelines 7.6.6.3.3 (GUN 5JYDY) and 7.6.5.6 (GUN M2V86).

7.6.5.4.2

[GUIDELINE] If the Cleartext Byte Seek Response Header is provided, the syntax of the
availableSeekRange.dlna.org header is modified as follows:

e availableSeekRange-line = "availableSeekRange.dIna.org" *LWS ":" *LWS mode-flag [SP
range specifier]

[ATTRIBUTES]

M [ A | DMS +PU+ M-DMS IEC 62481-1-1:

2017

n/a NQINX

[COMMENT] This change in syntax for the availableSeekRange-line allows, for the modg-flag to
be provjded without requiring a range specifier. This allows the Cleartext byte rande to be
provided via the Cleartext Byte Seek Response Header and the Limited/Random Accgss Data
Availability mode to be provided via the availableSeekRange.dIna.org header when| neither
time-seEk nor non-Cleartext byte seek are supported on a pftoiécted content bindry. The

components of the availableSeekRange-line are defined in IEC*62481-1-1:2017, 11.4.3.20.8
(GUN UBZ33).

7.6.5.5 MT HTTP: data range of "Limited Random<{Access Data Availability"

[GUIDELINE] For a content binary that uses a Link Rrotection System, the Cleartext Byte Seek
Request Header shall be used as the mechanism<or byte-based seek operations on the HTTP
transport protocol that are specified in the Cleartext Byte Domain.

The RANGE header shall be used as themechanism for specifying byte seek operations on the
HTTP thansport protocol that are specified in the Network Byte Domain. The seek-able data
range shall be equivalent to the randem access data range of [rg, rp].

[ATTRIBUTES]

M ‘ A | DMS DMP DMR +RPU+ M-DMS M-DMP n/a ‘ IETF RFC 2616 ‘ 3M2v8

[COMMENT] The ,Cleartext Byte Seek Request Header can be different depending on fthe Link
Protectipn System used. For the general requirements of the header, see guideline 7.6.{10.2, for
the DT{P-IR Liink Protection System, see guideline 8.6.1.2, for the WMDRM-ND Link Prptection
System| and see guideline 9.6.1.7 for the definition of this header.

7.6.5.6 MT HTTP Time-Based Seek (Server)

[GUIDELINE] If an HTTP Server Endpoint supports both time-based-seek operations and byte
based operations in the Cleartext Byte Domain on a resource that uses a Link Protection System,
then it shall specify a cleartextbyte-range value using the Cleartext Byte Seek Response Header
in addition to the npt-range value using the TimeSeekRange.dlna.org header in the HTTP Target
Response to the HTTP request with the TimeSeekRange.dIna.org header field unless one of the
following exceptions applies.

Exceptions:

If all of the following conditions are true:
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e the data access model is the Limited Random Access Data Availability model and the
mode-flag (as indicated in availableSeekRange.dIna.org) is "1";

e the HTTP request includes a valid PlaySpeed.dlna.org header;

o the media format profile corresponding to the requested resource requires a modified form of
the content binary in a time-seek response (e.g. MP4 container-based media profiles).

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS | n/a IETF RFC 2616 | M2V86 ‘ E

[COMM’.I“.T] FUI “ll'r\-plutcutcd L:Ulltcllt, thU ;Ilbtallbc |a||yc ;D IUtuIIICd ubilly thc C:Caltuxt Byte
Seek Response Header and not using the TimeSeekRange.dIna.org header. Theréfofe, both
headerg are necessary to indicate the byte position within the Cleartext Byte Domain.

The ingtance-duration and npt-range values of TimeSeekRange.dlna.org” is defined in
IEC 62481-1-1:2017, 11.4.3.23.2 (GUN S2RRM).

The cleprtextbyte-range and instance-length values for the Cleartext Byte Seek Response
Header|are defined for the DTCP-IP Link Protection Systemc/ in-guideline 8.6.1.3,| for the
WMDRNM-ND Link Protection System in guideline 9.6.1.8.

EXAMPLE 1

TimeSeeKRange.dlna.org: npt=335.1-336.1/40445.4
Content-Range.dtcp.com: bytes 1539686400-1540210688/304857907200
EXAMPLE 2

TimeSeeKRange.dlna.org: npt=00:05:35.2-00:05:38.4/*

Content-Range.dtcp.com: bytes 1539686400-1540210688/*
7.6.5.7 MT caching directives.for HTTP 1.0

[GUIDELINE] An HTTP Seryver Endpoint that transfers content using DLNA Link Protertion as
the response to an HTTPALO GET request shall prevent intermediate caching by including
among fthe HTTP response headers the directive

e Pragma: no-cache.

[ATTRIBUTES]

M ‘ A | BMS +PU+ M-DMS n/a IETF RFC 2616 | VLBIV

7.6.5.8 MT caching directives for HTTP 1.1

[GUIDELINE] An HTTP Server Endpoint that transfers content using DLNA Link Protection as
the response to an HTTP/1.1 GET request shall prevent intermediate caching by including
among the HTTP response headers the directive

e Pragma: no-cache,

e Cache-control: no-cache.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a IETF RFC 2616 | JYDYG
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7.6.6 New general HTTP Media Transport guidelines
7.6.6.1 HTTP error codes for unavailable content

[GUIDELINE] If an HTTP Server Endpoint receives a request for a content binary with an HTTP
GET or HEAD request and the Server Endpoint cannot make that content available because of
a content protection license issue, the HTTP Server Endpoint should respond with an error code
of 403 (Forbidden).

[ATTRIBUTES]

S ‘ A ‘ DMS M-DMS n/a IETF RFC 2616 | 6EOVL

[COMMENT] By the HTTP specification, the HTTP Server Endpoint can place additional
information about the cause of the error in the entity body of the response.

7.6.6.2 MT byte position definitions

[GUIDELINE] For content that uses DLNA Link Protection, unless’ otherwise stdted, all
referenges in IEC 62481-1-1:2017 that refer to byte positions or byte based seek opprations
(such ap the Range, Content-Range, and Content-Length headefs, as well as the Hyte unit
values df instance-length and byte-range of the TimeSeekRange.dIna.org header) shall refer to
byte pogitions in the Network Byte Domain (i.e. after encryption and any Link Protection headers
and padding have been added).

[ATTRIBUTES]

M [ C | DMS +PU+ DMR DMP M-DMS M-DMP IEC 62481-1-1:

2017

n/a

LGENX ‘

7.6.6.3 MT HTTP header: Cleartext Byte Seek Request Header (server)
7.6.6.3.1
[GUIDELINE] If the HTTP_Sérver Endpoint is transporting content using DLNA Link Prgtection,

the HTT|P Server Endpoint should support receiving the Cleartext Byte Seek Request Hgader as
defined fin the guidelines’/below for the HTTP GET and HEAD methods.

[ATTRIBUTES]

S ‘ L | DMS_#PU+ M-DMS n/a IETF RFC 2616 | 3PVBR

7.6.6.3.2

[GUIDELINE] If the HTTP Server Endpoint is transporting content using DLNA Link Protection,
and the HTTP Server Endpoint receives the Cleartext Byte Seek Request Header in a HEAD
request, then the HTTP server may respond without the Cleartext Byte Seek Response Header.

[ATTRIBUTES]

o ‘ A ‘ DMS +PU+ M-DMS n/a IETF RFC 2616 | EOVLB
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7.6.6.3.3
[Guideline] If the HTTP Server Endpoint is transporting content using DLNA Link Protection,
and an HTTP Server Endpoint returns the data range requested with the Cleartext Byte Seek

Request Header, it shall specify the Cleartext Byte Seek Response Header in the target
response. Furthermore, the HTTP response code shall be: 200 (OK).

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a ‘ IETF RFC 2616 ‘ 5JYDY

[COMMENT] The positions specified in this header refer to positions in the Cleariéxt Byte
Domain

7.6.6.3.4

[GUIDELINE] Ifthe HTTP Server Endpoint is transporting content using DLNA Link Protgction, it
shall respond with the Cleartext Byte Seek Response Header for a request specified with the
Cleartext Byte Seek Request Header in the HTTP GET request.

[ATTRIBUTES]

M ‘ A | DMS +PU+ M-DMS n/a IETF RFC 2616 | X5JYD

7.6.6.3.

[GUIDELINE] If the HTTP Server Endpoint is trahsporting content using DLNA Link Prptection
and the|l HTTP Server Endpoint uses the Cleartext Byte Seek Response Header, then the
provided values shall be accurate with respect to the requested range over the Cleartext Byte
Domainjallowing for alignment at boundaries within the content binary. Specifically,

e the first byte position specified.in'the Cleartext Byte Seek Response Header shall match the
first requested byte in the Cleartext Byte Seek Request Header or start at a Decoder Friendly
AIigerent Position for the'given format profile containing the requested byte,

o the [ast byte position(specified in the Cleartext Byte Seek Response Header shall properly
matg¢h the last byté nequested in the Cleartext Byte Seek Request Header or enf at the
endpoint of a Media Format Alignment Element for the given format profile in use.

The vallie indicating the instance-length shall indicate the length of the entire original|content
binary over-the Cleartext Byte Domain (i.e. before encryption and any Link Prptection
packetization) or asterisk (*) if unknown.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ | M-DMS n/a IETF RFC 2616 | OVLBI

[COMMENT] The Decoder Friendly Alignment Position is defined for each of the media format
profiles specified in 8.8 and 9.8.

The Media Format Alignment Element is defined for each of the media format profiles specified
in 8.8 and 9.8.

7.6.6.3.6

[GUIDELINE] If the HTTP Server Endpoint is transporting content using DLNA Link Protection
and the HTTP Server Endpoint uses the Cleartext Byte Seek Response Header to return a
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specific range of data, the first byte of the HTTP Entity Body shall correspond to the start of a
Link Protection Alignment Element for the given Link Protection System in use.

[ATTRIBUTES]

M ‘ C ‘ DMS +PU+ M-DMS n/a IETF RFC 2616 | 6X5JY

[COMMENT] There has typically been a seek operation where the bytes returned do not
correspond to the bytes following the previous packet. In order to allow decryption to correctly
operate, the client needs to be able to start decryption at the start of the HTTP Entity body.

7.6.6.3.¥

[GUIDELINE] If the range requested with the Cleartext Byte Seek Request Headefis-hotvalid for
the resqurce with a URI specified in the HTTP request, then the HTTP Server, Endpojnt shall
respond with the HTTP response code of: 416 (Requested Range Not Satisfiable).

When jncountering syntax errors with the Cleartext Byte Seek Request Header, the HTTP
server shall use the HTTP response code 400 (Bad Request).

[ATTRIBUTES]

M ‘ c | oms +pPU+ M-DMS | n/a ‘ IETF RFC 2616 | VALG6

[COMMENT] HTTP response code 416 is used,when the HTT Server Endpoint qupports
seeking|in the Cleartext Byte Domain for the specified content binary, but is unable tg comply
with the|[request because the requested range.is not currently available on the server.

7.6.6.3.8

[GUIDELINE] If an HTTP request with a Cleartext Byte Seek Request Header for the URI can

never b¢ processed/satisfied by'the HTTP Server Endpoint, for example, in the case of real-time
transcojing or live content, then the HTTP Server Endpoint shall respond with 406 (Not
Acceptable).

[ATTRIBUTES]

M ‘ L | DMS +RU+ M-DMS n/a IETF RFC 2616 | ALG6N

[COMMENT] HTTP response code 406 is used when the HTTTP Server Endpoint does not
support seeking in the Cleartext Byte Domain for the specified content binary and the request
includes the Cleartext Byte Seek Request Header.

Note that using a Cleartext Byte Seek Request Header with a starting position of 0 and
requesting the entire range of available content is still using the Cleartext Byte Seek Request
Header.

This includes the case where the incorrect Cleartext Byte Seek Request Header is used for the
type of the content binary. For the specification of the header for the given link protect system
used, see guideline 8.6.1.3 for the DTCP-IP Link Protection System, for the WMDRM-ND Link
Protection System, see guideline 9.6.1.8.
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7.6.6.3.9

[GUIDELINE] If an HTTP Server Endpoint receives a GET or HEAD request with both the
Cleartext Byte Seek Request Header and the RANGE header, then the HTTP Server Endpoint
shall respond with 406 (Not Acceptable).

[ATTRIBUTES]

M ‘ L ‘ DMS +PU+ | M-DMS n/a IETF RFC 2616 | V3PVB

[COMMENT] The client cannot specify this situation, see guideline 7.6.6.4.3.

7.6.6.3.10

[GUIDELINE] If an HTTP Server Endpoint can support HTTP requests withra, speciffed byte
range ap expressed in the Cleartext Byte Seek Request Header for a particular URI, then the
HTTP Server Endpoint should support persistent connections (HTTP/1.1) for that URI.

[ATTRIBUTES]

s ‘ A | DMs +PU+ M-DMS n/a ] IETF RFC 2616 ‘ 4N2GT

[COMMENT] Content that is requested with the byte range option can often get many nequests
using the Cleartext Byte Seek Request Header in, a\short period of time, potentially [causing
content|serving devices to run out of available sockets.

7.6.6.3.11

[GUIDELINE] An HTTP Server Endpoint should support HTTP requests that spefify the
Cleartext Byte Seek Request Header'by implementing behaviour that returns the reuested
entity-bpdy with the 200 (OK) HTTPheader.

[ATTRIBUTES]

s ‘ A | DMs +PU+ | M-DMS n/a ‘ IETF RFC 2616 ‘ YDYGD

7.6.6.4 MT HTFP header: Cleartext Byte Seek Request Header (client)
7.6.6.4.1

[GUIDELINE}—HTTP-ClientEndpointsshrattnotisstean HTFP-GETand HEABrequests with the
Cleartext Byte Seek Request Header for content items that do not explicitly state support for the
Cleartext Byte Seek Request Header via the 4th field cleartextbyteseek-full flag or the
lop-cleartextbytes flag of the flags-param, as defined in guideline 7.5.2.2.

[ATTRIBUTES]

M ‘ L ‘ DMP DMR n/a n/a IETF RFC 2616 | 6NXR7 A

[COMMENT] This prohibition includes HTTP GET and HEAD requests with a range that
includes the entire content binary.
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7.6.6.4.2
[GuiDELINE] HTTP Client Endpoints shall specify byte positions within the Cleartext Byte

Domain (before Link Protection encryption, headers, or padding is added) when using the
Cleartext Byte Seek Request Header.

[ATTRIBUTES]

M ‘ L ‘ DMP DMR n/a n/a IETF RFC 2616 | GBNXR A
7.6.6.4.3
[GuIiDELINE] HTTP Client Endpoints shall not specify an HTTP GET or HEAD nequlest that
includeg both the Cleartext Byte Seek Request Header and the HTTP RANGE header.
[ATTRIBUTES]

M ‘ L | DMP DMR n/a n/a IETF REC|2616 | PVBRV A
[COMMENT] Itis unlikely that the request will be satisfiable with specifications for both the byte
position|in the Network Byte Domain and the Cleartext Byte Domain.

7.6.7 Updates to existing general HTTP Media Transport
for Streaming Transfer guidelines
7.6.71 Summary
Table 8| lists the updates to existing generall HTTP Media Transport for Streaming Jransfer
guidelines.
Table 8 — Updates to-existing general HTTP Media Transport
for Streaming Transfer guidelines
Guideline updated Location in IEC 62481-1-{1:2017

MT HTTP Fast Forward Scan Media Operation 11.4.3.45.1 (GUN TY7CW)

MT HTTP Streaming Slow Forward Scan Media Operation 11.4.3.46.1 (GUN L6RNZ)

MT HTTP Streaming\Fast Backward Scan Media Operation 11.4.3.47.1 (GUN Y7CWO)

MT HTTP Streaming Slow Backward Scan Media Operation 11.4.3.48.1 (GUN 6RNZ6)

MT HTTP Streaming Scan Media Operations 11.4.3.49.1 (GUN 6TQT3)

MT HTTPR-Medgia-Operation-support-withinaPrefie HA4-3-522(GUN-Z8HET

MT Combined RANGE, Time based Seek, and Play Speed HTTP Requests | 11.4.3.56.2 (GUN CPWAE)

MT HTTP Header: realTimelnfo.dIna.org 11.4.3.57.6 (GUN R2GYQ)
7.6.7.2 MT HTTP Seek media operation
7.6.7.2.1
[GUIDELINE] A streaming HTTP Client Endpoint should implement the Seek media operation on

content using DLNA Link Protection by using the RANGE, Cleartext Byte Seek Request Header,
or the TimeSeekRange.dIlna.org header, if those headers are supported by the HTTP Server for
the content binary.
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[ATTRIBUTES]

s ‘ A ‘ DMP DMR M-DMP n/a n/a 5K83S A

[COMMENT] The Cleartext Byte Seek Request Header can be different depending on the Link
Protection System used. For the general header guidelines, see 7.6.10.2, for the DTCP-IP Link
Protection System, see guideline 8.6.1.2, for the WMDRM-ND Link Protection System, see
guideline 9.6.1.7 for the definition of this header.

7.6.7.2.2

[GUIDELINE] For every audio content binary using DLNA Link Protection, it a streaming HTTP
Client Hndpoint wants to perform a Fast Forward Scan media operation (positiverplay speed
greater than 1x), then it should use one of these methods:

e issulng multiple HTTP GET requests with a specified Cleartext Byte Seek-Request|Header
field| or

e issuing a single HTTP GET request with a specified PlaySpeed.dlna.org header field.
[ATTRIBUTES]

S ‘ A | DMP DMR M-DMP n/a IETF RFC 2616 | YUX7M A

7.6.7.2.8

[GUIDELINE] For every AV content binary using®LNA Link Protection, if a streaming HTTP
Client Hndpoint performs a Fast Forward Scan-media operation (positive play speed| greater
than 1x}, then the HTTP Client Endpoint should support the following method:

e issulng a single HTTP GET requestwith a specified PlaySpeed.dina.org header field.
[ATTRIBUTES]

S ‘ A | DMP DMR M-DMP n/a IETF RFC 2616 | SWOIL A

7.6.7.2.4

[GUIDELINE] Fotrevery audio content binary using DLNA Link Protection, if a streaming HTTP
Client Bndpointswants to perform a Slow Forward Scan media operation (positive plaly speed
less thap ¥x),Jthen it should use one of these methods:

o issuing multiple HT TP GET requests with a specified Cleartext Byte Seek Request Header
field, or

e issuing a single HTTP GET request with a specified PlaySpeed.dlna.org header field.
[ATTRIBUTES]

S ‘ A ‘ DMP DMR M-DMP n/a IETF RFC 2616 | RADAX A

7.6.7.2.5

[GUIDELINE] For every AV content binary using DLNA Link Protection, if a streaming HTTP
Client Endpoint performs a Slow Forward Scan media operation (positive play speed less than
1x), then the HTTP Client Endpoint should support the following method:

e issuing a single HTTP GET request with a specified PlaySpeed.dIna.org header field.
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[ATTRIBUTES]

S ‘ A ‘ DMP DMR M-DMP n/a IETF RFC 2616 | 2UGTN A

7.6.7.2.6

[GUIDELINE] For every audio content binary using DLNA Link Protection, if a streaming HTTP
Client Endpoint wants to perform a Fast Backward Scan operation (negative play speed less
than —1x), then it should use one of these methods:

e issuing multiple HTTP GET requests with a specified Cleartext Byte Seek Request Header
field

e issuing multiple HTTP GET requests with a specified TimeSeekRange.dIna.org Header field,

e issulng a single HTTP GET request with a specified PlaySpeed.dlna.org header field.

[ATTRIBUTES]

S ‘ A | DMP DMR M-DMP n/a IETF RECI2616 | 2WZ7Q A

7.6.7.2.¥

[GUIDELINE] For every AV content binary using DLNA {Link Protection, if a streaming HTTP
Client Epdpoint performs a Fast Backward Scan media operation (negative play speed I¢ss than
—-1x), then the HTTP Client Endpoint should support the following method:

e issuing a single HTTP GET request with a sp€cified PlaySpeed.dIna.org header field.
[ATTRIBUTES]

S ‘ A | DMP DMR M-DMP, n/a IETF RFC 2616 | YFQOG6 A

7.6.7.2.8

[GUIDELINE] For every audio content binary using DLNA Link Protection, if a streaming HTTP
Client Epdpoint wants to perform a Slow Backward Scan media operation (negative play speed
greater than or equalito —1x), then it should use one of these methods:

e issulng multiple HTTP GET requests with a specified Cleartext Byte Seek Request| Header
field| or

. issu1ng a single HTTP GET request with a specified PlaySpeed.dlna.org header field.

[ATTRIBUTES]

S ‘ A ‘ DMP DMR M-DMP n/a IETF RFC 2616 | 29BM2 A

7.6.7.2.9

[GUIDELINE] For every AV content binary using DLNA Link Protection, if a streaming HTTP
Client Endpoint wants to perform a Slow Backward Scan media operation (negative play speed
less than zero and greater than or equal to —-1x), then the HTTP Client Endpoint should support
the following method:

e issuing a single HTTP GET request with a specified PlaySpeed.dina.org header field.
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[ATTRIBUTES]

S ‘ A ‘ DMP DMR M-DMP n/a IETF RFC 2616 | FFN2S A

7.6.7.2.10

[GUIDELINE] If a streaming HTTP Client Endpoint wants to stop a normal playback stream in
order to start a scan operation playback using the Cleartext Byte Seek Request Header under
conditions where guideline 11.4.3.5.6 (GUN Y8RWS) in IEC 62481-1-1:2017 applies, then it
should close the original HTTP connection before issuing a GET request with the Cleartext Byte
Seek Request Header to perform scan operations (a.k.a. trick modes). After closing the original

o F H LILTETDh o1 £ ol H I Lol LT D FH
Connect JUTT, 1S OLICGIIIIIIB rrruri VIHCTIU LTTUpPUTTTL oTTUUTU UPTITT A TTCvwW 11T 11 CUTITICUUUT for the

scan operation. Note that the new HTTP connection may be a persistent connection, which
allows the client to issue multiple GET requests on a single HTTP connection.

[ATTRIBUTES]

S | A | DMP DMR +DN+ M-DMP
+DNSYNC+

n/a ‘ IETF RFC)2616 ‘ QFAIG ‘ A

[COMMENT] Transitions from scan operations to normal playback may be achieved by making
open ended (i.e. last-byte-pos value in Range header is absent) GET requests with the Qleartext
Byte Segk Request Header.

7.6.7.2.11

[GUIDELINE] If an HTTP Server Endpointxsupports byte Cleartext Byte Seek| and/or
TimeSegkRange.dIna.org capabilities on the.content for a particular DLNA media format profile,
it should support this on all content with this$’media format profile.

[ATTRIBUTES]

S ‘ A | DMS +PU+ M-DMS n/a n/a RDHG6E

[COMMENT] In some (cases, such as transcoded or live content, it may be difficult to|support
byte Clgartext Byte.Seek and/or TimeSeekRange.dlna.org.

7.6.7.2.12

[GUIDELINE} -If a streaming HTTP Server Endpoint receives an HTTP GET request With the
Cleartext Byte Seek Request and (Tiannnqungn dlna org or DlayQpnnd dlna nrg) header
fields, then the Cleartext Byte Seek Request Header field takes the highest precedence and the
server shall ignore the other time seek and play speed fields.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a IETF RFC 2616 | ISOLO

[COMMENT] This guideline covers what a streaming HTTP Server endpoint needs to do if it
receives an HTTP request with Cleartext Byte Seek and other DLNA fields for play speed or time
based seek. This guideline also infers how a streaming HTTP Client endpoint can expect an
HTTP Server Endpoint to behave.
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7.6.7.2.13
[GUIDELINE] If an HTTP Server Endpoint receives an HTTP GET or HEAD request with a

Cleartext Byte Seek and realTimelnfo.dIna.org header, then an HTTP Server Endpoint shall
never reply with a finite max-lag-time parameter value.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a IETF RFC 2616 | LHLTF

[COMMENT] This guideline obliges an HTTP Server Endpoint to not change the content data
bytes in[a reply To a request with a Cleariext Byte Seek Request Header.

7.6.7.2.14

[GUIDELINE] If a streaming HTTP Client Endpoint performs a Pause media operatipn on a
DLNA Ljnk Protected binary, then the HTTP Client Endpoint shall supperpall of the fpllowing
Pause media operation methods:

e Discpnnecting and Seeking: Disconnecting the HTTP connection’and Cleartext byte-based
seel transport layer features as the mechanism for Pause-Release;

e Disconnecting and Seeking: Disconnecting the HTTP connection and using time-baged seek
trangport layer features as the mechanism for Pause:Release.

[ATTRIBUTES]

M ‘ L DMP DMR M-DMP n/a IETF RFC 2616 | LQWYS A

7.6.8 MT RANGE behaviour for Interactive Transferred Content
[GUIDELINE] For a content binary that'uses a Link Protection System, the Cleartext Byte Seek
Requesi Header may be used forllnteractive Transfers when the "Full Random Access Data

Availability" model or the "Limited Random Access Data Availability" model with modg-flag=1
applies fo the HTTP ServerEndpoint serving the content binary.

[ATTRIBUTES]

o ‘ C | DMS DMR{DMP +PU+ M-DMS M-DMP n/a n/a VBRVS A

7.6.9 RTP transport

Subclauses 7.6.10 to 7.6.11 cover the guidelines for the RTP transport protocol for content
transmitted using DLNA Link Protection. For detailed information, see IEC 62481-1-1:2017,
11.4.4, Media Transport: RTP Transport.

7.6.10 Update existing general RTP Transport guidelines
7.6.10.1 MT RTP Packet size

[GUIDELINE] A Serving Endpoint should limit the size of the RTP carrying content using DLNA
Link Protection so that the size of the encrypted packet, including protocol headers, Link
Protection headers, and any necessary padding will not exceed the Maximum Transmission Unit
(MTU) used in the home network.
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[ATTRIBUTES]

S ‘ A ‘ DMS +PU+ M-DMS n/a IETF RFC 1191 | 2GTDF

[COMMENT] Link Protection encapsulation can add headers and padding and will increase
payload size.

7.6.10.2 MT RTP Play Media operation

[GUIDELINE] If an RTSP Server Endpoint receives a request for a content binary with an RTSP
PLAY or SETUP request and the Server Endpoint cannot make that content available because of
a contenit proteciion license issue, the RTSP Server Endpoint should respond with an erfor code
of 403 (Forbidden).

[ATTRIBUTES]

S ‘ A | DMS +PU+ M-DMS n/a IETF RFC 491 | BRVS3

7.6.11 | New general RTP Transport guidelines:
MT: RTP support for link protected content

[GUIDELINE] Serving Endpoints and Receiving Endpointstthat implement a Link Prptection
System|and that support the RTP Media Transport{for’ non-link-protected contenf should
implement the Link Protection System for the RTP Media Transport.

[ATTRIBUTES]

S ‘ A | DMS DMP DMR +PU+ M-DMS M-DMP n/a WMDRM-ND N2GTD A

[COMMENT] Content Receivers and Content Sources that implement a Link Protection[System
and alsq support the optional RTPMedia Transport are recommended to extend their support for
the Link| Protection System to-include the RTP Media Transport.

7.7 Clontent conversion device virtualization

The guldelines coftained in IEC 62481-1-1:2017, Clause 12 hold identically for |devices
exchanging content using DLNA Link Protection. Correspondingly, there are no additional
DTCP-IP or WMBRM-ND specific guidelines in Clauses 8 or 9 for content conversion ang device
virtualizption.

7.8 Link Protection technology guidelines
7.8.1 Link Protection System: DTCP-IP
7.8.1.1

[GUIDELINE] If a device supports DLNA Link Protection it shall support DTCP-IP as defined in
these guidelines.
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[ATTRIBUTES]

M [ A

DMS DMP DMR +PU+ M-DMS M-DMP n/a DTCP Volume 1 | BSTW5
DTCP Volume 1
Supplement E
DTCP Adopter
Agreement
DTCP Audio
Compliance
Rules EXHIBIT
B-2

7.8.1.2

[GUIDEL|
exposin
Protecti

[ATTRIE

M‘A

7.8.1.3

[GUIDEL|
be capg
Protecti

[ATTRIE

M‘A

7.8.1.4

[GUIDEL|
it expos
ID using

[ATTRIE

M‘A

NE] If a UPnP AV Media Server supports DLNA Link Protection it shall be.ca
j and transferring at least one of the DLNA media format profiles with-DTCP
DN,

UTES]

DMS M-DMS n/a n/a K83SN

NE] Ifa UPnP AV Media Renderer Control Poifit supports DLNA Link Protectio
ble of transferring at least one of the DLNAmedia format profiles with DTCP
DN,

UTES]

+PU+ n/a n/a n/a STW5C

es for which DTCPSIP is permitted as an output shall have a <res> element with
the DTCP_ prefix.

UTES]

DMS M-DMS n/a n/a 83SNB

pable of
HIP Link

n it shall
-IP Link

NE] If a UPnP AV.MediaServer supports DLNA Link Protection the content objgcts that

A profile

[COMMENT] The phrase "permitted as an output" refers to usage that is in compliance with
policy requirements that the endpoint is subject to and that are defined by the entity governing
the usage of the content. This excludes product design decisions or product manufacturer's
policy. While a definition of these policies is outside the scope of the DLNA Link Protection
guidelines the behaviour expressed by this guideline will result in improved interoperability.

7.8.1.5

[GuIDEL

INE] If a Push Controller supports DLNA Link Protection the content that it streams for
which DTCP-IP is permitted as an output shall be available with DTCP-IP Link Protection.

[ATTRIBUTES]

M‘A

‘ +PU+ n/a n/a n/a TW5CS
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7.8.1.6

[GUIDELINE] If a device supports the DTCP-IP Link Protection System, it shall support all
guidelines in IEC 62481-1-1:2017, modified by the guidelines stated in Clause 7 of this
document and 8.3, 8.5, and 8.6.1, and if the RTP media transport format is supported as given
in 8.6.2.2 to 8.6.2.4.

[ATTRIBUTES]

M [ A | DMS DMP DMR +PU+ M-DMS M-DMP
2017

n/a ‘ IEC 62481-1-1: ‘ GTDFW

7.8.2 Link Protection System: Windows Media DRM for network Devices
7.8.2.1

[GUIDELINE] If a device supports DLNA Link Protection it may support WMDRM-ND as|defined
in these| guidelines.

[ATTRIBUTES]

O | A | DMS DMP DMR M-DMS M-DMP n/a WMDRM-ND 3SNB9 A
RTP Payload
format for WMV
and WMA
7.8.2.2

[GUIDELINE] If a UPnP AV MediaServer supports DLNA Link Protection the content objects that
it exposles for which WMDRM-ND is permitted as an output may have a <res> element with a
profile ID using the WMDRM _ prefix:

[ATTRIBUTES]

o ‘ A | DMS M-DMS n/a n/a W5CS8 A

[COMMENT] The)phrase "permitted as an output" refers to usage that is in compliance with
policy requirements that the endpoint is subject to and that are defined by the entity ggverning
the usagerof-the content. This excludes product design decisions or product manufacturer's
policy. While definition of these policies is outside the scope of the DLNA Link Prptection
guidelines the optional behaviour expressed by this guideline will result in improved
interoperability. Content objects that are only permitted to be output over WMDRM-ND can be
optionally exposed on the network with WMDRM-ND protection. Content objects that are
permitted to be output over both DTCP-IP and WMDRM-ND can be optionally exposed on the
network with WMDRM-ND protection, in addition to being exposed with the required DTCP-IP
protection.

7.8.2.3

[GUIDELINE] If a Push Controller supports DLNA Link Protection the content that it streams, for
which WMDRM-ND is permitted as an output, may be available with WMDRM-ND Link
Protection.
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[ATTRIBUTES]

0 ‘ A ‘ +PU+ n/a n/a n/a 5CS88

7.8.2.4
[GUIDELINE] If a device supports the WMDRM-ND Link Protection System it shall support all

guidelines in IEC 62481-1-1:2017, modified by the guidelines stated in Clause 7 of this
document and 9.2, 9.3, 9.4, and 9.6.1, and if the RTP media transport (9.6.2) is supported.

[ATTRIBUTES]

M [ A | DMS DMP DMR M-DMS M-DMP IEC 62481-1-1:

2017

n/a SNBOE

8 DTCP-IP Link Protection System guidelines

8.1 General

This clapse contains the guidelines that are specific to the DT.CP-IP Link Protection System.
See Clause 7 for general guidelines for devices that implement DTCP-IP.

8.2 CPP DTCP-IP general guidelines

[GUIDELINE] A device that implements DTCR:IP shall comply with all requirement$ in the
DTCP-IP specifications at the time the product is offered to the market.

[ATTRIBUTES]

M [ R | DMS DMP DMR +PU+ M:DMS M-DMP n/a DTCP Volume 1 5GV8W A
DTCP Volume 1
Supplement E
DTCP Audio
Compliance Rules
EXHIBIT B-2
DTCP Adopter
Agreement

[COMMENT]._Reference DTCP Adopter Agreement defines a grace period that allows vendors
to ship ;Products which are conformant with previous specifications.

8.3 Networking and connectivity
8.3.1 General

This subclause contains the guidelines that are specific to DTCP-IP use of the networking
capabilities described in Clause 8 of IEC 62481-1-1:2017.

8.3.2 New DLNAQOS guidelines:
QoS requirement for DTCP-IP traffic

[GUIDELINE] If DLNA QoS as defined in Clause 8 of IEC 62481-1-1:2017 is implemented, all
DTCP-IP commands and responses generated by Content Sources and Content Receivers shall
be tagged as DLNAQOS_3, or a lower DLNAQOS_UP value, in accordance with Table 7 of
IEC 62481-1-1:2017.
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[ATTRIBUTES]

M [ A | DMS DMP DMR +PU+ M-DMS M-DMP IEC 62481-1-1:

2017

n/a TDFW2 A

[COMMENT] DTCP-IP has an RTT test that puts stringent requirements on the network timing.
In order to ensure that these packets get the best available network service, set the DLNAQOS
level appropriately. Also assign DTCP-IP messages a priority higher than A/V stream itself.

8.3.3 New common device guidelines:
NC CP: wireless security

[GUIDELINE] Devices which use the DTCP-IP Link Protection System with integratelzd IEEE
802.11 shall ensure that WEP or an equivalent protection mechanism (e.g. WPA or WPA2) is
engaged prior to exchanging DTCP AKE commands and protected content viasthat network
interface.

[ATTRIBUTES]

M [ R | DMS DMP DMR +PU+ M-DMS M-DMP n/a DTCR.Volume 1 | LQ89T
Supplement E

DTCP Adopter
Agreement

[COMMENT] This is a requirement of the DTCP speeification.

8.4 Device discovery and control

There afe no DTCP-IP specific changes to®he guidelines in Clause 9 of IEC 62481-1-1:2017.

8.5 Media Management
8.5.1 General

This subclause covers the guidelines for implementing media management using the UPnP AV
architecfture that are specific to the DTCP-IP Link Protection System. For detailed infgrmation
see Clapise 11 of IEC 62481-1-1:2017.

8.5.2 MM CP:-BTCP-IP URI

[GUIDELINE]~ A DLNA device shall not rely on the existence of URI parameters to establish the
DTCP-IP AKE connection.

[ATTRIBUTES]

M | L DMP, DMR n/a DTCP Volume 1

Supplement E

n/a

8YKV4 ‘

[COMMENT] The DTCP specification allows the DTCP-IP AKE parameters for the host and port
to be placed in either the MIME type or within the URI of the content. This specification requires
that servers publish the host and port within the MIME type and that rendering devices not rely
on that information being within the URI also.
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8.5.3 MM CP: mandatory media operations
8.5.3.1

[GUIDELINE] A Rendering Endpoint implementing audio or AV media classes shall implement
the same media operations as stated in Guideline 10.1.6.31.1 (GUN: S4HXE) in
IEC 62481-1-1:2017 with the following modifications:

e Pause-Release (7.6.7.2.14);
e seek (Guideline 8.6.1.4.1).

[ATTRIBUTES]

M-DMP IEC 62481-1-1:
2017

IETF RFC 2616

M | A | DMP, DMR n/a SHCIH

8.5.3.2

[GUIDELINE] A Rendering Endpoint implementing AV media classe’s shall implenjent the
following media operations:

e FastiForward Scan (Guideline 8.6.1.4.3);
e Slow Forward Scan (Guideline 8.6.1.4.4);
e Fast|Backward Scan (Guideline 8.6.1.4.5);
e Slow Backward Scan (Guideline 8.6.1.4.6).

[ATTRIBUTES]

M ‘ A | omP, DMR | M-DMP | n/a IETF RFC 2616 | WUYBX A

[COMMENT] An operation mightinot always invoke the corresponding media operatiop due to
buffering on the Rendering Endpoint.

8.6 Media Transport
8.6.1 HTTP transport
8.6.1.1 General

This subclause covers the guidelines for implementing Media Transport using the UPnP AV

architecfture’that are specific to the DTCP-IP Link Protection System. For detailed infofmation,
see Clause 10 of IEC 62481-1-1:2017.

8.6.1.2 MT HTTP Cleartext Byte Seek Request Header for DTCP-IP
8.6.1.2.1

[GUIDELINE] The HTTP Server and Client endpoints shall use the Range.dtcp.com header as
the Cleartext Byte Seek Request Header for content that uses the DTCP-IP Link Protection
System transmitted using the HTTP Media Transport protocol.

[ATTRIBUTES]

M [ R | DMS DMP DMR +PU+ M-DMS M-DMP DTCP Volume 1 A

Supplement E
IETF RFC 2616

n/a 4I6WA
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8.6.1.2.2

[GUIDELINE] The notation of the Range.dtcp.com header field for HTTP Media Transport of
content that uses the DTCP-IP Link Protection System shall be as stated below.

[ATTRIBUTES]

M | L DMP DMR M-DMP DTCP Volume 1
Supplement E

IETF RFC 2616

n/a 712CK A

e Range.dtcp.com = "Range.dtcp.com" ":" range-specifier

e range-specifier = byte-range-specifier

e bytefrange-specifier = bytes-unit "=" byte-range-set

e bytep-unit = "bytes"

o bytetrange-set = byte-range-spec

e bytefrange-spec = first-cleartextbyte-pos "-" [last-cleartextbyte-pos]
o first{cleartextbyte-pos = 1*DIGIT

e last-cleartextbyte-pos = 1*DIGIT

first-cleartextbyte-pos and last-cleartextbyte-pos apply\“to the original content| binary
immediately before DTCP processing, i.e. before encryption and PCP packetization.

Note that the literal "bytes" is case sensitive.

EXAMPLE 1

Range.dt¢p.com: bytes=1 539 686 400 —

EXAMPLE 2

Range.dt¢p.com: bytes=1 539 686 400.~1.540 210 688

8.6.1.3 MT HTTP Cleartext Byte Seek Response Header for DTCP-IP
8.6.1.3.1

[GUIDELINE] The HFTP Server and Client endpoints shall use the Content-Range.dftcp.com
header ps the Cleartext Byte Seek Response Header for content that uses the DTCP-IP Link
Protectipn System transmitted using the HTTP Media Transport protocol.

[ATTRIBUTES]

M [L | DMS DMR DMP +PU+ M-DMS M-DMP DTCP Volume 1
Supplement E

IETF RFC 2616

n/a

2V86H ‘

8.6.1.3.2

[GUIDELINE] The notation of the Content Range.dtcp.com header field for HTTP Media
Transport of content that uses the DTCP-IP Link Protection System shall be as stated below.
e Content-Range.dtcp.com = "Content-Range.dtcp.com" ":" content-range-spec

e content-range-spec = byte-content-range-spec

e byte-content-range-spec = bytes unit SP byte-range-resp-spec "/" (instance-length | "*")

e bytes-unit = "bytes"


https://iecnorm.com/api/?name=dc3f66700031135363b98075c18d437a

IEC 62481-3:2017 © IEC 2017 - 45—

e byte-range-resp-spec = first-cleartextbyte-pos "-" last-cleartextbyte-pos

o first-cleartextbyte-pos = 1*DIGIT

o last-cleartextbyte-pos = 1*DIGIT

e instance-length = 1*DIGIT

first-cleartextbyte-pos, last-cleartextbyte-pos and instance-length apply to the content binary

over the Cleartext Byte Domain, immediately before DTCP processing, i.e. before encryption
and PCP packetization.

Note that the literal "bytes" is case sensitive.

Example ¢f Content Range.dtcp.com header.

Content Hange.dtcp.com: bytes 1539686400-1540210688/9238118400

[ATTRIBUTES]

M [ F | DMS +PU+ M-DMS DTCP Volume 1
Supplement E

IETE-RFC 2616

n/a

LBIVE ‘

8.6.1.4 MT HTTP trickmodes
8.6.1.4.1

[GUIDELINE] For every content binary using the DTECP-IP Link Protection System, if a stfeaming
HTTP Qlient Endpoint performs a Seek media opération, then the HTTP Client Endpojnt shall
supportfall of the following Seek media operation methods:

e Range.dtcp.com header field;

o Time¢SeekRange.dlna.org header field.

[ATTRIBUTES]

M ‘ A | DMP DMR M-DMP | n/a ‘ n/a ‘ RMK89 A

[COMMENT] RefertolEC 62481-1-1:2017, 11.4.3.44 (GUNs 914UN and PHTA47).

8.6.1.4.2

[GUIDELINE], For every AV content binary using the DTCP-IP Link Protection System that
support\ "N imitad Pandam Accese Datag Availahilitv" Maode 1 or "Full Random Acce S Data
S—=H e 6o 66055—ata—Vaapshity—hroae—05H+ —tH— a7 66e

Availability" model (see 11.4.2.16 of IEC 62481-1-1:2017 for details on mode), an HTTP Server
Endpoint shall indicate support in the fourth field of the Protocollnfo for at least one of

e time-based seek,
e Cleartext Byte Seek.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a IETF RFC 2616 | XQWLF ‘ E

[COMMENT] A content binary that is restricted to "Limited Random Access Data Availability"
Mode 0 is considered live content and can have limited ability to support scan modes (see
IEC 62481-1-1:2017, 11.4.2.16.2 GUN W5HZV).
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8.6.1.4.3

[GUIDELINE] For every AV content binary using the DTCP-IP Link Protection System, if a
streaming HTTP Client Endpoint performs a Fast Forward Scan media operation (positive play
speed greater than 1x), then the HTTP Client Endpoint shall support all of the following
methods:

e |Issuing multiple HTTP GET requests with a specified Range.dtcp.com header field;

e Issuing multiple HTTP GET requests with a specified TimeSeekRange.dIna.org header field.

[ATTRIBUTES]

v | A LomromR DR , | Etr RFE-2646—A4rz A
JIVIT JIvVITN | WITLIIVIT | nra | =TT N o 2Z0UTU | MOUOST o

8.6.1.4.4

[GUIDELINE] For every AV content binary using the DTCP-IP Link Protection System, if a
streaming HTTP Client Endpoint performs a Slow Forward Scan mediacroperation (posifive play
speed lgss than 1x), then the HTTP Client Endpoint shall support all ehthe following miethods:

e issulng multiple HTTP GET requests with a specified Range:dtep.com header field;

e issuing a single HTTP GET request and subsequently, using Connection Stalling{Method
(see|guideline IEC 62481-1-1:2017, 11.4.3.43) to accommodate slower decode and display
of the streamed content.

[ATTRIBUTES]

M ‘ A | DMP DMR M-DMP | n/a IETF RFC 2616 | 49EQY

8.6.1.4.

[GUIDELINE] For every AV conteqt*binary using the DTCP-IP Link Protection System, if a
streaming HTTP Client Endpointyperforms a Fast Backward Scan media operation (fegative
play sp¢ed less than —-1x),.then the HTTP Client Endpoint shall support all of the fpllowing
methods:

e issuing multiple HTTP GET requests with a specified Range.dtcp.com header field;

e issuing multiple2HTTP GET requests with a specified TimeSeekRange.dIna.org header field.

[ATTRIBUTES]

M ‘ A | DMP DMR | M-DMP | n/a | IETF RFC 2616 | MRPVA A

8.6.1.4.6

[GUIDELINE] For every AV content binary using the DTCP-IP Link Protection System, if a
streaming HTTP Client Endpoint wants to perform a Slow Backward Scan media operation
(negative play speed less than zero and greater than or equal to —1x), then the HTTP Client
Endpoint shall support the following method:

e issuing multiple HTTP GET requests with a specified Range.dtcp.com header field.

[ATTRIBUTES]

M ‘ A ‘ DMP DMR M-DMP n/a IETF RFC 2616 | WDJFZ A
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8.6.2 RTP transport
8.6.2.1 General

This subclause covers the guidelines for the RTP transport protocol for DLNA devices using the
DTCP-IP Link Protection System.

8.6.2.2 MT RTP CP:
[GUIDELINE] For A/V Profile ID values in 8.7 for which the following holds:

o the media format profile defines link protected content;

h [T P = n ' o & ol DnTToepD 1D
o t e ImrTrrotecton LYyolTliTustUio UT oI =Ir.

The RT[P encapsulation of this media format profile shall not use a static paylogd type,
see 8.6{2.4.

[ATTRIBUTES]

M [ A | DMS DMP DMR +PU+ M-DMS M-DMP n/a DTCP Volume 1 DYGDM
DTCR Volume 1
Supplement E

IETF'RFC 3550
ITETF RFC 3551

8.6.2.3 MT DTCP-IP encapsulated media format profiles
8.6.2.3.1

[GUIDELINE] For a content binary that uses the DTCP-IP Link Protection System, the Gleartext
content|binary shall first be encapsulated'into an RTP payload and an RTP header ghall be
generated adhering to Guidelines 11.4.4°59 to 11.4.4.127 of IEC 62481-1-1:2017, accqrding to
the corresponding format profile of thé.un-encrypted content.

[ATTRIBUTES]

M | A | DMS DMP DMR +PU%* M-DMS M-DMP n/a DTCP Volume 1 NXR7U
DTCP Volume 1
Supplement E

IETF RFC 3550
IETF RFC 3551

8.6.2.3.2

[GUIDELINE] After the RTP encapsulation of the Cleartext content as per 8.6.1.2.1, the RTP
payload thus generated shall be encrypted into a single DTCP PCP as defined in DTCP Volume
1 Supplement E.

The RTP payload includes the encapsulated media portion but not the RTP header, the CSRC
list, the extended RTP header, or any RTP padding applied.

[ATTRIBUTES]

M [ C | DMS DMP DMR +PU+ M-DMS M-DMP n/a DTCP Volume 1 RVS3E
DTCP Volume 1
Supplement E
IETF RFC 3550
IETF RFC 3551
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8.6.2.3.3

[GUIDELINE] All other RTP header information for the DTCP-IP encapsulated payload shall

match the corresponding value of the RTP header of the encapsulation of the Cleartext
stream of Guideline 8.6.1.2.1.

[ATTRIBUTES]

M [ A | DMS DMP DMR +PU+ M-DMS M-DMP IETF RFC 3550

IETF RFC 3551

n/a DFW2J

content

[COMMENT—ATy timmmg—mformratiom carred—mthe RTPHheader of = DTCP=-tP—encapsulated

packet ghall match the information available for the un-encrypted RTP payload within.

8.6.2.4 MT RTP CP

[GUIDELINE] If the Link Protection System is DTCP-IP, the SDP media field s
"application" and a dynamic payload type shall be used.

The rtprmap attribute field shall have "x-dtcp1" as encoding name

The fmtp attribute field shall have
"CONTENTFORMAT=<MIME-Type> DTCP1HOST=<address> DTCP1PORT=<port>"
format gpecific parameter.

In thfis case, <MIME-Type> represents the MIME:type of the RTP encapsulation bef|
Protgection is applied.
<address> represents the IP address of the AKE host.

<pornt> represents the port on which_the AKE host is listening for authentication
exchange messages.

The AKE <address> and <port> parameters for all streams defined in the SDP shall bj

[ATTRIBUTES]

M | A | DMS DMP DMR M-DMS M-DMP IETF RFC 3550

IETF RFC 3551

n/a NBOFS

[COMMENT] Referto IETF RFC 2327

EXAMPLH

m=application 0 RTP/AVP 96
a=rtpmap:96 x-dtcp1/90000

a=fmtp:96 CONTENTFORMAT= video/mp2t DTCP1HOST=192.168.1.1 DTCP1PORT=37654

hall be

as the

ore Link

and key

e equal.

If the video stream and audio stream are separated, describe 2 kinds of dynamic payload types as follows.

m=application 0 RTP/AVP 96

a=rtpmap:96 x-dtcp1/90000

a=fmtp:96 CONTENTFORMAT=video/mpv DTCP1HOST=192.168.1.1 DTCP1PORT=37654
m=application 0 RTP/AVP 97

a=rtpmap:97 x-dtcp1/90000

a=fmtp:97 CONTENTFORMAT=audio/mpa DTCP1HOST=192.168.1.1 DTCP1PORT=37654
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8.7 Content conversion device virtualization

There are no guidelines specific to DTCP-IP for content conversion and device virtualization.

8.8 Volume 2: DTCP-IP profiling guidelines
8.8.1 General

This subclause contains additions to IEC 62481-2:2017, defining the DTCP-IP media format
profiles. This subclause also contains guidelines that are specific to the DTCP-IP Link
Protection System. The guidelines only apply to DLNA devices that implement the DTCP-IP Link
Protection System.

8.8.2 CP DTCP-IP: profile
8.8.2.1

[GENERAL] Profile: DTCP_*

8.8.2.2

[GUIDELINE] Main characteristics of profiles that are encapsulated using the DTCP}IP Link
Protectipn System are defined in DTCP Volume 1 and DTCP Vtolume 1 Supplement E.

[ATTRIBUTES]

M | R | HND MHD n/a DTCP Volume 1 CcSs88Vv
DTCP Volume 1
Supplement E
8.8.2.3

[GUIDELINE] The Profile ID of DTCP=IP protected content shall comply with the fpllowing
syntax:

ProfilelD) Protected = "DTCR_" Original_ProfilelD

Original| ProfileID = the Profile ID specified in IEC 62481-2:2017 that would be used for the
Cleartext version ofithe same content.

EXAMPLE If a content binary that complies with the MPEG_PS_NTSC Profile ID is transferred with DTQP-IP Link
Protection, then the Profile ID of the protected content shall be DTCP_MPEG_PS_NTSC.

[ATTRIBUTES]

M | A | HND MHD n/a

IEC 62481-2:20 ‘ S88V5 ‘
17

8.8.2.4

[GUIDELINE] The media carried within the DTCP-IP media format profile, after de-capsulation of
DTCP-IP shall be conformant to the original profile ID as specified in the Original_ProfilelD
portion of the format Profile ID.

[ATTRIBUTES]

M ‘A ‘HND MHD n/a IEC 62481-2:2017 | BOFS8
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DTCP-IP Link Protection System.

[ATTRIBUTES]

A content binary using a DTCP_ Profile ID shall only be transferred using the

M | A | HND MHD n/a n/a FW2J3
8.8.3 CP DTCP-IP: profile MIME type definition
8.8.3.1
[PROFILES]
DTCP_*
8.8.3.2
[GUIDELINE] When used to describe a content binary, the MIME type used for profiles b
the DTQP-IP Link Protection System shall be as follows:
applicatjon/x-dtcp1;DTCP1HOST=<host>;DTCP1PORT=<port>CONTENTFORMAT=<)
pe>
<MIME-}ype> is the MIME-type of the original content.before DTCP-IP packetization eng
quotatign marks.
Where 4host> and <port> are the host and portiwhere the serving endpoint is listening
required AKE exchange.
[ATTRIBUTES]
M | C | DMS +PU+ N~DMS n/a IETF RFC 2045 VS3EY
DTCP Volume 1
DTCP Volume 1
Supplement E
[COMMENT] An example would be in protocolinfo values that are used in <res> elemen
that thel CONTENTFORMAT attribute carries the original MIME type enclosed in q
marks in adherence to IETF RFC 2045.
8.8.3.3

ased on

NIME-ty

losed in

for any

ts. Note
Lotation

[GUIDELINE] The <host> value in the MIME type specified by guideline 8.8.3.2 shall be an
absolute IP address consistent with the address used for UPnP Communications, formatted
according to IETF RFC 3986.

[ATTRIBUTES]

M ‘ R ‘ DMS +PU+ M-DMS n/a IETF RFC 3986 | XR7U7
8.8.3.4
[GUIDELINE] When used to describe a capability of a device, the MIME type used for

based o

n the DTCP-IP Link Protection System shall be as follows:

C

profiles
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application/x-dtcp1;CONTENTFORMAT=<MIME-type>

<MIME-type> is the MIME-type, as listed in WMDRM-ND, for the content format profile before
DTCP encryption enclosed in quotation marks.

[ATTRIBUTES]

M | C | DMS DMR M-DMS n/a IETF RFC 2045 YGDM2
DTCP Volume 1

DTCP Volume 1

Supplement E

[COMMENT] Example would be in protocolinfo values that are used in the respense to the
CMS:GegtProtocollnfo action. Note that the CONTENTFORMAT attribute carries_the|original
MIME type enclosed in quotation marks in adherence to IETF RFC 2045

8.8.4 CP DTCP-IP: profile protected and unprotected content portions

8.8.4.1
[PROFILES]
DTCP_*

8.8.4.2

[GUIDELINE] If a content binary contains both a protected portion and a non-protected|portion,
then thg entire content shall be transferred by the Serving Endpoint using a DTCP-IP profile.

[ATTRIBUTES]

M ‘ A | DMS +PU+ M-DMS n/a n/a W2J34
[COMMENT] In this case, the (ign-protected portion is transferred with the E-EMI field of the
PCP header equal to 0000, without encryption.

8.8.4.3

[GUIDELINE] If a content binary is known to never contain any protected content portiohs, then
the Serying Endpoint should not use the DTCP-IP format profile to describe the content.

[ATTRIBUTES]

S ‘ C | DMS +PU+ M-DMS n/a n/a 9FS8V

[COMMENT] Forinstance, in case of a server that is capturing a stream that it knows will never
have a protected portion, it is preferable to send this content as unprotected content and not use
the DTCP-IP Link Protection System.

8.8.4.4

[GUIDELINE] A Rendering Endpoint shall continue to render the input stream correctly in the
presence of dynamic changes of E-EMI values during the transfer of the content stream.
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[ATTRIBUTES]

M | C | DMP DMR M-DMP n/a DTCP Volume 1 88V5U
DTCP Volume 1
Supplement E
8.8.4.5

[GUIDELINE] If a Serving Endpoint cannot determine if the content item will ever contain a
protected content portion, then the entire content shall be transferred using the Protected
Content Packet (PCP) format.

[ATTRIBUTES]

DTCP Volume 1
DTCP Volume 1
Supplement E

M | C | DMS +PU+ M-DMS n/a

S3EYA ‘

[COMMENT] In this case, the non-protected portion is transferred”with the E-EMI field of the
PCP header equal to 0000, without encryption.

8.8.5 CP DTCP-IP: profile HTTP encapsulation

8.8.5.1
[PROFILES]
DTCP_*

8.8.5.2

[GUIDELINE] The first byte of an HTTP response carrying DTCP-IP link protected medialcontent
in its entity body shall be aligned to thefirst byte of a DTCP-IP PCP header.

For DTCP encapsulated content, the Link Protection Alignment Element is a PCH packet
consisting of a properly formed PCP header, payload, and any necessary padding.

[ATTRIBUTES]

DTCP Volume 1
DTCP Volume 1
Supplement E

M | L | DMS +PU% M-DMR n/a

R7U7Q ‘

8.8.6 DTCP-IP profile encapsulation
8.8.6.1 DTCP-IP encapsulated content: Alignment Element for PS
8.8.6.1.1

[GENERAL] Mandatory Alignment Element for Cleartext bitstreams using MPEG-2 Program
Streams (PS) system.

8.8.6.1.2

[GUIDELINE] The Media Format Alignment Element for Cleartext bitstreams using MPEG-2
Program Stream (PS) to these profiles shall be the MPEG-2 pack.
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[ATTRIBUTES]

M ‘ A ‘ n/a n/a | n/a | ISO/IEC 13818-1 | GDM2L

[COMMENT] This entry clarifies the transport alignment of MPEG-2 Programme Streams
encapsulated within the DTCP-IP Link Protection System.

Examples of DLNA Media Format Profiles to which this guideline applies are
DTCP_MPEG_PS_NTSC, DTCP_MPEG_PS_PAL, DTCP_MPEG_PS_NTSC_XAC3,
DTCP_AVC_PS_HD_DTS, etc.

8.8.6.2 DTCP-IP encapsulated content: Decoder Friendly Alignment Position\for PS
8.8.6.2.1

[GENERAL] Mandatory Decoder Friendly Alignment Position for Cleartextitstreams|using a
MPEG-2 Program Stream (PS) system.

8.8.6.2.2

[GUIDELINE] The Decoder Friendly Alignment Position for bitstreams using MPEG-2 Program
Stream (PS) to these profiles shall be the VOBU boundary.

[ATTRIBUTES]

ISO/IEC
13818-1

M| A n/a n/a n/a

BIVE3 ‘

[COMMENT] This entry clarifies the tkransport alignment of MPEG-2 Program $Ptreams
encapsylated within the DTCP-IP Link.Ppotection System when a Range.dtcp.com is pefformed.

Note thpt this is different from“the corresponding unprotected content streams where the
decodel friendly alignment position is defined as the GOP boundary.

Exampl¢s of DLNA _Media Format Profiles to which this guideline applies are
DTCP_MPEG_PS_NTSC, DTCP_MPEG_PS_PAL, DTCP_MPEG_PS_NTS({_XAC3,
DTCP_AVC_PS_HD-DTS, etc.

8.8.6.3 DTCP-IP encapsulated content: Size of each PCP for PS

8.8.6.3.1

[GENERAL] Mandatory Decoder Friendly Alignment Position for Cleartext.

8.8.6.3.2

[GUIDELINE] For content using MPEG-2 Program Stream (PS) transferred with the HTTP
transport protocol, the size of each PCP shall be one VOBU except in the following cases:

e when transferring a specific range of content requested with the Range.dtcp.com or
TimeSeekRange.dIna.org header;
e when transferring the last VOBU in a content stream;

e when transferring content that includes a splitted VOBU that is caused by an Nc update in the
middle of the VOBU as defined in DTCP Volume 1 or DTCP Volume 1 Supplement E.
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[ATTRIBUTES]
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M | L | DMS +PU+ M-DMS n/a DTCP Volume 1 IVE36
DTCP Volume 1
Supplement E
[COMMENT] Examples of DLNA Media Format Profiles to which this guideline applies are

DTCP_MPEG_PS_NTSC,

DTCP_MPEG_PS_PAL,

DTCP_AVC_PS_HD_DTS, etc.

DTCP_MPEG_PS_NTSC_XAC3,

8.8.6.4 DTCP-IP encapsulated content: Alignment Element for TS
8.8.6.4.1
[GENERAL] Mandatory Alignment Element for Cleartext bitstreams using MPEG=2 Transport
Stream |(TS) system.
8.8.6.4.2
[GUIDELINE] The Media Format Alignment Element for Cleartext, bitstreams using DLNA
Transpdrt Packets shall be the DLNA Transport Packet.
[ATTRIBUTES]
M | A | n/a n/a n/a IEC 62481-2:2017 | V86HW

ISO/IEC 13818-1
[COMMENT] This entry clarifies the transport alignment of MPEG-2 Transport Htreams
encapsylated within the DTCP-IP Link Protection System.
Exampl¢s of DLNA Media Faormat Profiles to which this guideline applies are
DTCP_MPEG_TS_SD_NA, DTCP_MPEG_TS_SD_EU_T, DTCP_MPEG_T$_JP_T,
DTCP_AVC_TS_HD_60_AC3_T, etc.
8.8.6.5 DTCP-IP encapsulated content: Decoder Friendly Alignment Position for TS
8.8.6.5.1
[GENERAL] Mapdatory Decoder Friendly Alignment Position for Cleartext bitstrean|s using
MPEG-2 Transport Stream (TS) system.
8.8.6.5.2

[GUIDELINE] The Decoder Friendly Alignment Position for Cleartext bitstreams using DLNA
Transport Packets shall be the DLNA Transport Packet boundary.

[ATTRIBUTES]

M | A | n/a n/a n/a IEC 62481-2:20 | 2CKL6
17
ISO/IEC
13818-1
[COMMENT] Examples of DLNA Media Format Profiles to which this guideline applies are

DTCP_MPEG_TS_SD_NA, DTCP_MPEG_TS_SD_EU_T,
DTCP_AVC_TS_HD_60_AC3_T, etc.

DTCP_MPEG_TS_JP_T,
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9 WMDRM-ND Link Protection System guidelines

9.1 Overview
This clause contains guidelines that are specific to the WMDRM-ND Link Protection System.

The guidelines only apply to DLNA devices that implement the WMDRM-ND Link Protection
System. These guidelines are based on WMDRM-ND in WMDRM-ND.

9.2 General guidelines
9.2.1 CP WMDRM-ND: guidelines

9.2.1.1

[GUIDELINE] Content Receivers thatimplement WMDRM-ND shall comply with allrequifements
in the WMDRM-ND specification WMDRM-ND at the time the product is offered.'to-the market.

[ATTRIBUTES]

M ‘ A | DMP DMR M-DMP n/a WMDRN3ND 12CKL A

[COMMENT] The subclause entitled "Common Cryptographic Elements for Receiyers" in
WMDRNM-ND lists requirements on the use of encryptionialgorithms and on output formats,
which need to be satisfied by all Rendering Endpoints~that use WMDRM-ND. The subclause
entitled ['Protocol Requirements for Receivers" in WMDRM-ND lists protocol requirements.

9.2.1.2

[GUIDELINE] Content Sources that implement WMDRM-ND shall comply with all requifements
in the WMDRM-ND specification WMDRM=ND at the time the product is offered to the market.

[ATTRIBUTES]

M ‘ A | DMS +PU+ M-DMS n/a WMDRM-ND 6WAWI

[COMMENT] The subtlause entitled "Common Cryptographic Elements for Transmifters" in
WMDRNM-ND lists requirements on the use of encryption algorithms, random number geperation
and on ¢lock accufaey, which need to be satisfied by all Serving Endpoints that use WMDRM-ND.
The subclause.entitled "Protocol Requirements for Transmitters" in WMDRM-ND lists protocol
requirements.

9.2.2 CP-WMBRM-NB:supportforHFTP
9.2.2.1

[GUIDELINE] Content Receivers that implement WMDRM-ND shall support the guidelines for
the use of WMDRM-ND with the HTTP Media Transport defined in 9.6.1.

[ATTRIBUTES]

M ‘ A ‘ DMP DMR M-DMP n/a WMDRM-ND IBWAW A

9.2.2.2

[GUIDELINE] Content Sources that implement WMDRM-ND shall support the guidelines for the
use of WMDRM-ND with the HTTP Media Transport defined in 9.6.1.
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[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a WMDRM-ND 86HW6

9.2.3 CP WMDRM-ND: support for RTP
9.2.3.1

[GUIDELINE] Content Receivers that implement WMDRM-ND and that support the RTP Media
Transport for non-link-protected content should implement WMDRM-ND for the RTP Media
Transport.

[ATTRIBUTES]

S ‘ A | DMP DMR M-DMP n/a WMDRM-ND YKV4V A

[COMMENT] Content Receivers and Content Sources that implement WMDRM-ND, and also
support|the optional RTP Media Transport, are recommended te extend their suplport for
WMDRM-ND to include the RTP Media Transport.

The guidelines on how WMDRM-ND is used with RTSP and RPP are stated in 9.6.2.

9.2.3.2

[GUIDELINE] Content Receivers that implement WMDRM-ND for the RTP Media Transpjort shall
adhere {o the guidelines defined in.

[ATTRIBUTES]

M ‘ A | DMP DMR M-DMR n/a WMDRM-ND 89TV8 A

9.2.3.3
[GUIDELINE] Content Sources that implement WMDRM-ND and that support the RTP Media

Transpdrt for non-link=protected content should implement WMDRM-ND for the RTP Media
Transpdrt.

[ATTRIBUTES]

S ‘ A | DMS +PU+ M-DMS n/a WMDRM-ND KV4VE

9.2.3.4

[GUIDELINE] Content Sources that implement WMDRM-ND for the RTP Media Transport shall
adhere to the guidelines defined in 9.6.2.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a WMDRM-ND Q89TV
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9.24 CP WMDRM-ND: Registration and Revalidation procedures
9.2.4.1
[GUIDELINE] Content Receivers that implement WMDRM-ND shall implement the mapping of

the WMDRM-ND Registration and Revalidation procedures to UPnP, as defined in the section
entitled "Registration Using UPnP" in WMDRM-ND.

[ATTRIBUTES]

M ‘ R ‘ DMP DMR M-DMP n/a WMDRM-ND ‘ 9TV86 ‘ A

[COMMENT] The WMDRM-ND Registration procedure allows the Content Source)to iniquely
identify the Content Receiver. It also allows the Content Source to discover Contént Receivers
that do [not otherwise announce their presence on the network (e.g., by sending ssdp:alive
messaggs.)

Content| Receivers invoke the RegisterDevice action of the X-MS_MediaReceiverRegistrar:1
service (defined in WMDRM-ND) on the Content Source as part of the WMDRM-ND Regjstration
procedure.

This guideline also applies to the DMR Device Class.

9.2.4.2
[GUIDELINE] Content Sources that implement WMDRM-ND shall implement the mapping of the

WMDRNM-ND Registration and Revalidation pro¢edures to UPnP, as defined in the|section
entitled ['Registration Using UPnP" in WMDRM-=ND.

[ATTRIBUTES]

M ‘ R | DMS +PU+ M-DMS | n/a ‘ WMDRM-ND ‘ 4VEJX

[COMMENT] The WMDRM-ND Registration procedure is to be completed successfully pefore a
Content|Source is allowed to deliver content (using any Media Transport) to a Content Receiver.

9.2.4.3

[GUIDELJNE] A\ -Content Source that implements WMDRM-ND shall expoge the
X-MS_MediaReceiverRegistrar:1 service as one of the services offered by the device.

[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a WMDRM-ND TV86M

[COMMENT] The mapping of the WMDRM-ND Registration and Revalidation procedures to
UPnP requires implementing the X-MS_MediaReceiverRegistrar:1 service. This service is
implemented on the UPnP Content Source device and invoked by the Content Receiver. A Push
Controller needs to implement a UPnP device in order to expose the service if it is combined with
a DLNA device class that does not require a UPnP device.

9.2.4.4

[GUIDELINE] A Content Receiver that implements WMDRM-ND shall implement an
X-MS_MediaReceiverRegistrar:1 service control point.
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[ATTRIBUTES]

M ‘ A ‘ DMP DMR M-DMP n/a WMDRM-ND V4VEJ A

9.2.5 CP WMDRM-ND: discovery of Content Receivers

[GUIDELINE] Content Sources that implement WMDRM-ND shall perform the WMDRM-ND
Authorization procedure defined in the "Authorization" section of WMDRM-ND before starting
the transfer of a content binary to a Content Receiver, and shall not transfer content binaries to
a Content Receiver which has not been authorized.

[ATTRIHUTES]

M ‘ R | DMS +PU+ M-DMS n/a WMDRM-ND WAWIF

[COMMENT] Content Sources can discover Content Receivers by listening for ssdp:alive
messaggs or through the optional mapping of the WMDRM-ND Authorization procedure fo UPnP.
DMRs dre required to send ssdp:alive messages, and can be discovered that way. If a [Content
Receiver chooses to invoke the [sAuthorized UPnP action (part of the mapping of the
WMDRNMI-ND Authorization procedure to UPnP), then this also allows the Content Source to
discovef the Receiver. Content Receivers that do not send ssdf.ialive messages (such ag DMPs)
might n¢t be discovered until they perform the WMDRM-ND{Registration procedure.

9.3 Networking and connectivity
9.3.1 General

Subclause 9.3 contains the guidelines that are specific to WMDRM-ND use of the nefworking
capabilifies described in Clause 8 of IEC 62481-1-1:2017.

9.3.2 CP WMDRM-ND: QoS guidelines

[GUIDELINE] If DLNA QoS as defined in Clause 8 of IEC 62481-1-1:2017 is implemented, all
WMDRN-ND Proximity Detection messages shall be tagged as DLNAQOS_3, or [a lower
DLNAQODS_UP value, in aceordance with Table 7 of IEC 62481-1-1:2017.

[ATTRIBUTES]

M [ A | MHS HND IEC 62481-1-1:

2017

n/a

AWIFT ‘

[COMMENT] Proximity Detection messages are used to measure the round trip time between
the Content Source and the Content Receiver. Allowing DLNAQOS_3 for such messages
reduces the likelihood that other network traffic will skew the round trip time measurement.

9.4 Device discovery and control
9.4.1 General

This subclause covers the guidelines for implementing device discovery and control using the
UPnP device architecture that are specific to the WMDRM-ND Link Protection System. For
detailed information, see Clause 9 of IEC 62481-1-1:2017.
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9.4.2 CP WMDRM-ND: additional rules for DMRs
[GuIiDELINE] If WMDRM-ND is supported by a DMR, then its implementation of the control point

for the X-MS_MediaReceiverRegistrar:1 service shall comply with all guidelines in Clause 9 of
IEC 62481-1-1:2017 for the DMP device class.

[ATTRIBUTES]

M | A | DMR n/a n/a IEC 62481-1-1: CKL6L
2017
[COMMENT—DMRs—=are—Tequired—to—mvoke—the—RegisterDevice——=actiom —of  the

X-MS_MediaReceiverRegistrar:1 service (defined in Appendix 1 of WMDRM-ND) onthe[Content
Source ps part of the WMDRM-ND Registration procedure.

This megans that the DMR is a UPnP control point for the X-MS_MediaReceiverRegistrar:1
service.| Clause 9 of IEC 62481-1-1:2017 specifies rules for UPnP c¢ontrol points| These
guidelines also apply to the implementation of the X-MS_MediaRece€iverRegistrar:1| control
point.

9.5 Media management

There fare no WMDRM-ND specific changes to thé guidelines in Clause| 10 of
IEC 62481-1-1:2017.

9.6 Media Transport
9.6.1 HTTP transport
9.6.1.1 General

This subclause covers the guidelines for implementing media transport using the UPnP AV
architecfture that are specific to the-WMMDRM-ND Link Protection System. The guidelings in this
subclauge apply only to DLNA devices that implement WMDRM-ND.

9.6.1.2 CP WMDRM-ND:XHTTP support
9.6.1.2.1

[GUIDELINE] When-using the WMDRM-ND Link Protection System, HTTP Client Epdpoints
shall implement.the mapping of WMDRM-ND to HTTP as specified in the "HTTP Mappings"
subclaupe o WMDRM-ND.

[ATTRIBUTES]

M ‘ A ‘ DMP DMR M-DMP n/a WMDRM-ND KL6LR A

[COMMENT] HTTP Client Endpoints and HTTP Server Endpoints that implement WMDRM-ND
and use the HTTP Media Transport have to follow the rules for how WMDRM-ND is used with
HTTP. Those rules are defined in the subclause called "HTTP Mappings" in the WMDRM-ND
specification WMDRM-ND.

9.6.1.2.2

[GUIDELINE] When using the WMDRM-ND Link Protection System, HTTP Server Endpoints
shall implement the mapping of WMDRM-ND to HTTP as specified in the "HTTP Mappings"
subclause of WMDRM-ND.
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[ATTRIBUTES]

M ‘ A ‘ DMS +PU+ M-DMS n/a BHWEW

9.6.1.3 CP WMDRM-ND: Media Format Profiles that use ASF when using HTTP

[GUIDELINE] When using the WMDRM-ND Link Protection System with the HTTP media
transport, a DLNA Endpoint transferring a content binary that uses ASF encapsulation shall
follow the rules listed below.

e The rules in the "Data Transfer" subclause of WMDRM-ND.

e The]jrules in the subclause entitled "Rules Common to All Content" in the "Data Transfer
Using HTTP" subclause of WMDRM-ND.

e ThejJrules in the subclause entitled "Windows Media-based Content" in the."Data Transfer
Using HTTP" subclause of WMDRM-ND.

[ATTRIBUTES]

M | A | DMS DMP DMR +PU+ M-DMS M-DMP
WMDRM-ND

n/a ‘ IEC(62481-2:2017

E369K ‘ A

[COMMENT] Content encapsulated in ASF uses ASFK» Sample Encryption (demned in
WMDRNI-ND). It involves adding the Advanced Encryption Object in the ASF file header, and
including a Sample ID ASF packet extension in each:encrypted ASF packet.

Media Flormat Profiles that use ASF encapsulation’ are defined in IEC 62481-2:2017.

Examplés of such profiles include the WMAZprofiles in 8.7 of IEC 62481-2:2017 and the WMV9
profiles in 9.7 of IEC 62481-2:2017, and all profiles whose name starts with MPEG4_PS§_ASF_.

9.6.1.4 CP WMDRM-ND: MPEG:2 Transport Stream content when using HTTP

[GUIDELINE] When using the. WMDRM-ND Link Protection System with the HTTR Media
Transpdrt, a DLNA Endpoinfitransferring a content binary that uses MPEG-2 Transporf Stream
shall follJow the rules listed)below.

e Thejrules in the<Data Transfer" subclause of WMDRM-ND.

e The]Jrules in(the subclause entitled "Rules Common to All Content" in the "Data Transfer
Using HTFP" subclause of WMDRM-ND.

e The|rules in the subclause entitled "MPEG-2 Transport Stream Content" in the "Data
TransferYsing-HH P subslause-oFWMBRM-ND-

o ooTg T

[ATTRIBUTES]

IEC 62481-2:2017
WMDRM-ND

M [ A | DMS DMP DMR +PU+ M-DMS M-DMP n/a HW6WF A

[COMMENT] For content that uses MPEG-2 Transport Stream encapsulation, additional
MPEG-2 Transport Packets, called TAG packets, are inserted in front of each protected PES
packet in the Transport Stream.

Media Format Profiles that use MPEG-2 Transport Stream encapsulation are defined in
IEC 62481-2:2017.
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For example, all profiles with names starting with MPEG_TS_, MPEG4_PS_TS_and AVC_TS_
use MPEG-2 Transport Stream.

9.6.1.5 CP WMDRM-ND: Link Encryption Mode when using HTTP

[GUIDELINE] When using the WMDRM-ND Link Protection System with the HTTP Media
Transport, a DLNA Endpoint transferring a content binary that does not use ASF or MPEG-2
Transport Stream encapsulation shall follow the rules listed below.

e The rules in the "Data Transfer" subclause of WMDRM-ND.

e The rules in the subclause entitled "Rules Common to All Content" in the "Data Transfer
Using HTTP" subclause of WMDRM-ND.

e Therules in the subclause entitled "Other Content Types" in the "Data Transfer Using HTTP"
subglause of WMDRM-ND.

[ATTRIBUTES]

M | A | DMS DMP DMR +PU+ M-DMS M-DMP
WMDRM-ND

n/a ‘ IEC 6248142:2017

VE369 ‘ A

[COMMENT] In this case, the WMDRM-ND Link Encryption Mode is used. It is defingd in the
"Link Encryption Mode" subclause of WMDRM-ND. The Content Source partitions the|content
binary |nto an arbitrary number of data segments..-Each data segment is encrypted
indepenidently and transmitted together with a Data” Segment Descriptor (defined in
WMDRNI-ND.)

9.6.1.6 CP WMDRM-ND: Link Protection Alighment Element when using HTTP

[Guideljne] When using the WMDRM-NB~Link Protection System with the HTTR Media
Transpdrt, a Link Protection Alignment Element is defined as follows.

e For ASF Sample Encryption: An ASF packet or the ASF file header.

e For ¢ontent that use MPEG;2 \Transport Stream: A MPEG-2 TS packet.

e For content that use the WMDRM-ND Link Encryption Mode: The framing header dg¢fined in
the |HTTP Framing Headers" subclause of WMDRM-ND] followed by the number pf bytes
indigated in the framing header.

[ATTRIBUTES]

M | A | DMS DMP'DMR +PU+ M-DMS M-DMP

n/a IEC 62481-2:2017
WMDRM-ND

DM2LQ ‘ A

[COMMENT] I|EC 62481-2:2017 defines which media format profiles use MPEG-2 Transport
Stream.

9.6.1.7 CP WMDRM-ND: Cleartext Byte Seek Request Header
9.6.1.7.1
[Guideline] When using the WMDRM-ND Link Protection System, HTTP Client and Server

endpoints shall use the Cleartext-Range.dIna.org header as the Cleartext Byte Seek Request
Header.

[ATTRIBUTES]

M ‘ A ‘ DMS DMP DMR +PU+ M-DMS M-DMP n/a N/A M2LQ7 A
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9.6.1.7.2

[GUIDELINE] The notation of the Cleartext-Range.dlna.org header field for HTTP Media

Transport of WMDRM-ND link protected content shall be as stated below:

o Cleartext-Range.dlna.org = "Cleartext-Range.dIna.org" ":" range-specifier
e range-specifier = byte-range-specifier

e byte-range-specifier = bytes-unit "=" byte-range-set

e bytes-unit = "bytes"

e byte-range-set = byte-range-spec

o' " vt ot
TC

° b t,—. Eo-a-Eh PN =Ffirat laariasctba P L 5 Af o 1
y Crrarmgc—sSpTyT MO T CTCATTTATOYyTCT P US L CATOYTCTPUS]

o first{cleartextbyte-pos = 1*DIGIT
o last-cleartextbyte-pos = 1*DIGIT

first-cleartextbyte-pos and last-cleartextbyte-pos apply to the Cleartext Byte Dom
content [pbinary immediately before WMDRM-ND processing, i.e. before ehcryption.

Note that the literal "bytes" is case sensitive.

EXAMPLE 1
Cleartext{Range.dlna.org: bytes=1 539 686 400 —
EXAMPLE 2

Cleartext{Range.dlna.org: bytes=1 539 686 400 — 1 540 210,688

[ATTRIBUTES]

ain, the

M ‘ A | DMP DMR M-DMP n/a n/a 7U7Q0 A
9.6.1.8 CP WMDRM-ND: Cleartext Byte Seek Response Header

9.6.1.8.1

[GUIDELINE] When using”the WMDRM-ND Link Protection System, HTTP Client and Server
endpoints shall use the Cleartext-Content-Range.dIna.org header as the Cleartext Byte Seek
Response Header:

[ATTRIBUTES]

M ‘ A DMS DMP DMR +PIJ+ l M-DMP M-DMS l nla l n/a l 3EYAQ A
9.6.1.8.2

[GUIDELINE] The notation of the Cleartext-Content-Range.dlna.org header field for DLNA

media transport is as stated below:

o Cleartext-Content-Range.dIna.org = "Cleartext-Content-Range.dlna.org" ":"
content-range-spec
e content-range-spec = byte-content-range-spec

e byte-content-range-spec = bytes-unit SP byte-range-resp-spec "/"
(instance-length | "*")

e bytes-unit = "bytes"

e byte-range-resp-spec = first-cleartextbyte-pos "-" last-cleartextbyte-pos
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o first-cleartextbyte-pos = 1*DIGIT
e last-cleartextbyte-pos = 1*DIGIT
e instance-length = 1*DIGIT

first-cleartextbyte-pos, last-cleartextbyte-pos and instance-length apply to the Cleartext Byte
Domain, the content binary immediately before WMDRM-ND processing, i.e. before encryption.

Note that the literal "bytes" is case sensitive.

Example:

Cleartext-Cantent-Ranqge dlna orq: bvtes 1539686400-1540210688/9238118400M

[ATTRIBUTES]

M ‘ A | DMS +PU+ M-DMS n/a n/a 24344

[COMMENT] The positions specified in this header refer to positions”/in the Clearteéxt Byte
Domain

9.6.1.9 CP WMDRM-ND: HTTP Trickmodes
9.6.1.9.1

[GUIDELINE] For every content binary using the WMDRM-ND Link Protection System, if a
streaming HTTP Client Endpoint performs a Seek“media operation, then the HTTP Client
Endpoint shall support a Seek media operation usifg the TimeSeekRange.dIna.org header field.

[ATTRIBUTES]

M ‘ A | DMP DMR M-DMP | n/a ‘ n/a ‘ WGDS3 E

[COMMENT] Referto IEC 62481-1-1:2017, 11.4.3.44 (GUNs 914UN and PHTA47).

9.6.1.9.2

[GUIDELINE] For every content binary using the WMDRM-ND Link Protection System, if a
streaming HTTP~CElient Endpoint performs a Seek media operation, then the HTTP Client
Endpoint should'support the following Seek media operation methods:

¢ the RANGE,,header field;

o Cleartext-Range.dlna.org header field.

[ATTRIBUTES]

s ‘ A ‘ DMP DMR M-DMP | n/a ‘ n/a ‘ TX5AK A

[COMMENT] Referto IEC 62481-1-1:2017, 11.4.3.44 (GUNs 914UN and PHT47).

9.6.1.9.3

[GUIDELINE] For every AV content binary using the WMDRM-ND Link Protection System that
supports "Limited Random Access Data Availability" Mode 1 or "Full Random Access Data
Availability" Model (see IEC 62481-1-1:2017, 11.4.2.16 for details on mode), an HTTP Server
Endpoint shall indicate support in the fourth field of the Protocolinfo for time-based seek.
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