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INTERNATIONAL ELECTROTECHNICAL COMMISSION

DIGITAL LIVING NETWORK ALLIANCE (DLNA) HOME
NETWORKED DEVICE INTEROPERABILITY GUIDELINES -

Part 1-3: Architecture and protocols — Cloud access

FOREWORD

nternational Electrotechnical Commission (IEC) is a worldwide organization for standardization_co

beration on all questions concerning standardization in the electrical and electronic fields. To this er]
ion to other activities, IEC publishes International Standards, Technical Specifications,’ Fechnical

cly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)]
hration is entrusted to technical committees; any IEC National Committee interested, in the subject d
participate in this preparatory work. International, governmental and non-governmental organization
the IEC also participate in this preparation. IEC collaborates closely with the_International Organiz
Hardization (ISO) in accordance with conditions determined by agreement between the two organiz

ormal decisions or agreements of IEC on technical matters express, as(nearly as possible, an inte

consensus of opinion on the relevant subjects since each technical cammittee has representation

inter

IEC

Com
Publ
misi

In o

bsted IEC National Committees.

Publications have the form of recommendations for internationaluse and are accepted by IEC
mittees in that sense. While all reasonable efforts are made\{fo ensure that the technical conten|
cations is accurate, IEC cannot be held responsible fof\the way in which they are used or
terpretation by any end user.

der to promote international uniformity, IEC National,Committees undertake to apply IEC Pub

trangparently to the maximum extent possible in their natiohal and regional publications. Any divergence

any
IEC

EC Publication and the corresponding national qgr-régional publication shall be clearly indicated in tH

tself does not provide any attestation of conformity. Independent certification bodies provide cqg

assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible

serv
All u
No |

ces carried out by independent certification-bodies.
ers should ensure that they have the(Tatest edition of this publication.

ability shall attach to IEC or its directors, employees, servants or agents including individual exp

members of its technical committees‘ahd IEC National Committees for any personal injury, property da

othe
arisi

damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and ¢
g out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publication

Attention is drawn to the Normative references cited in this publication. Use of the referenced public
indispensable for the caorktect application of this publication.

Attenption is drawn toithe-possibility that some of the elements of this IEC Publication may be the subject

right

5. IEC shall not-be held responsible for identifying any or all such patent rights.

home gystems and applications for end-user network IEC technical committee 100: Audig
and mlrltimedia systems and equipment.

mprising

htional electrotechnical committees (IEC National Committees). The object of IEC is to promote\intefnational

d and in
Reports,
). Their
palt with
5 liaising
Ation for
htions.

national
from all

National
t of IEC
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e latter.

nformity
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f patent

tional Standard IEC 62481-1-3 has been prepared under technical area 8: Mulfimedia

, video

The text of this International Standard is based on the following documents:

CDV Report on voting
100/2738/CDV 100/2886/CDV

Full information on the voting for the approval of this International Standard can be found in the
report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of IEC 62481 series, published under the general title Digital Living Network
Alliance (DLNA) home networked device interoperability guidelines, can be found on the IEC
website.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication’indicates
that |it contains colours which are considered to be useful for-the correct

undefstanding of its contents. Users should therefore print this document usjng a
coloyr printer.
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INTRODUCTION

Consumers are acquiring, viewing, and managing an increasing amount of digital media (photos,
music, and video) on devices in the consumer electronics (CE), mobile, and personal computer
(PC) domains. As such, they want to conveniently enjoy the content, regardless of the source,
across different devices and locations in the home. The digital home vision integrates the
Internet, mobile, and broadcast networks through a seamless, interoperable network, which will
provide a unique opportunity for manufacturers and consumers alike. In order to deliver on this
vision, a common set of industry design guidelines is needed that allows vendors to participate
in a growing marketplace, leading to more innovation, simplicity, and value for consumers. This
document serves that purpose and provides vendors with the information needed to build
interoperable networked platforms and devices for the digital home
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The bgsic support is realized with the UPnP ApplicationManagement Service.

2 Ngrmative references

constit
For u
amend

IEC 62481-1-1:2017, Digital living network alliance(DLNA) Guidelines — Part 1-1: Archi

and pr

IEC 62481-2:2017, Digital living network .alliance (DLNA) Guidelines — Part 2: Media
profiles

IEC 62481-6-1:2017, Digital living aetwork alliance (DLNA) Guidelines — Part 6-1: HTML

ISO/IE
Video

ISO/IE
Video

ISO/IE

video device)control protocol — Level 4 — Content directory service

The fo:llJowing documents are referred to in the text in such a waythat some or all of their g
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e by devices in the home.

Guidelines focus on the discovery, association, and control of AppsVcap3
Inting DLNA devices with the ability to consume content from sources putside the

dated references, the latest edition of the referenced document (includin
ments) applies.

btocols

C 29341-3-10, Information Technology — UPnP Device Architecture — Part 3-10]
Device Control Protoeol — Audio Video Transport Service

C 29341-3-11, \Information Technology — UPnP Device Architecture — Part 3-11]
Device Control Protocol — Connection Manager Service

C 29344-20-12, Information technology — UPnP Device Architecture — Part 20-12

ble of
home.

ontent

tes requirements of this document. For dated references, only the edition cited applies.

g any

fecture

format

5 RUI

Audio

Audio

Audio

IETF RFC 3986, Uniform Resource Identifier (URI): General Syntax.
http://www.ietf.org/rfc/rfc3986. txt

UPnP/AMS, ApplicationManagement:1, UPnP Forum
https://members.dina.org/apps/org/workgroup/ils/download.php/30975/ApplicationManagemen
t-v1&2_- 20140331_v0.75[1].zip

3 Terms, definitions and conventions

For the purposes of this document, the terms and definitions given in IEC 62481-1-1:2017 and

the foll

owing apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:


http://www.ietf.org/rfc/rfc3986.txt
https://members.dlna.org/apps/org/workgroup/ils/download.php/30975/ApplicationManagement-v1&2_-_20140331_v0.75%5b1%5d.zip
https://members.dlna.org/apps/org/workgroup/ils/download.php/30975/ApplicationManagement-v1&2_-_20140331_v0.75%5b1%5d.zip
https://iecnorm.com/api/?name=c5274f00c5e9e15587852ba3b98106a6
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e |EC Electropedia: available at http://www.electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

3.1 General terms

3.1.1
App

computer software application

Note 1 to entry: General shorthand for the term.

3.1.2

Cloud
DMR o

3.1.3
Cloud
one or

Note 1 t

3.1.4
AVT
Audio
UPnP
play, s
UPnP

3.1.5
CDS
Conte
UPnP
specifi

3.1.6
DMR
Digita
DLNA
render

3.1.7
DMS
Digita
DLNA

Content Renderer
r XDMR that supports the Cloud Access Device Function

Service
more media servers outside of the home network

b entry Typically, it would provide content using non-DLNA means.

Video Transport

service that provides network-based control for gommon transport operations s
op, pause, next, previous and seek; the AVTransport service specification is a st
DCP

nt Directory Service
service that provides network-based discovery of content and ContentDirectory §
cation is a standard UPnP Deyice Control Protocol

Media Renderer
Device Class having home network environmental characteristics, with the
ng content it réceives after being setup by another network entity

Media Server
Dévice Class having home network environmental characteristics, with the

uch as
andard

bervice

role of

role of

exposi

hg-ahd-distributing-conteni-throughout-the-home

3.1.8
MSCP
Media

Server Control Point

UPnNnP AV control point that issues actions to a DMS

3.1.9
XDMR

eXtended DMR
DLNA device class defined to combine the functionality of a Digital Media Renderer (DMR) and

a Medi

Note 1 to entry:

a Server Control Point (MSCP)

This device class is equivalent to combining previous device classes known as a DMR and a DMP.


http://www.iso.org/obp
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3.2 Conventions
In this document a number of terms, conditions, mechanisms, sequences, parameters, events,
states, or similar terms are printed with the first letter of each word in uppercase and the rest

lowercase (e.g., Move). Any lowercase uses of these words have the normal technical English
meaning.

4 Networking architecture, device models and guideline conventions

4.1 DLNA home networking architecture

AN
I

H 4 4 () =V At 4 b bord 4 o [ T ol
Th|S d CUTITCTIU TALTTIUS T DULINA TIUTTC TICTWUTRITTY ATCTTTIICLLUTS idt 15 UCTIiicu 1T Uidu e 4 Of

IEC 62481-1-1:2017.

4.2 Document conventions and conventions

See Clause 6 in IEC 62481-1-1:2017 for a full description of the DLNA dogument conveptions.

4.3 Guideline structure and layout

See 7./l in IEC 62481-1-1:2017 for guideline and attribute table layout descriptions.

5 Clpud Access Device Model and Device Function

5.1 Device Model
Refer o Clause 5 of IEC 62481-1-1:2017 for detajled descriptions of the existing DLNA Device

Model.| This document extends the existing:DENA devices and system usages. Se¢ 0 for
additiopal description on Cloud Service access models and device interaction.

5.2 Device Function

For thg Cloud Access guidelines,he following Device Function is defined.

Cloud Access Device Function: this enables a Rendering Endpoint to express support fof Cloud
Servicés and the available® Apps needed to render the content from Cloud Services$. This
complgments Media Management Guidelines in Clause 10 of IEC 62481-1-1:2017.

6 Clpud Access Device Function guidelines

6.1 mplementation requirements

6.1.1
[GUIDELINE] A DLNA Device Class should implement the Cloud Access Device Function.

[ATTRIBUTES]

s ‘A ‘ DMC, DMR, XDMR M-DMC n/a n/a I8OWW

6.1.2

[GUIDELINE] |If a DLNA Device Class implements the Cloud Access Device Function, then it
shall conform to the Guidelines in 6.2, 6.3, and 6.4.
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[ATTRIBUTES]

M

6.2
6.2

‘ A ‘ DMC, DMR, XDMR M-DMC n/a n/a 8KZ67

Cloud Service and parameter syntax

A1 Cloud-service-name type syntax

[GUIDELINE] The cloud-service-name type is a UTF-8 quoted-string of a fully-qualified domain
name.

[ATTRIBUTES]

M

[COMMENT] Example: MyService.example.com

6.2

.2 Protocolinfo syntax

‘ A ‘ n/a n/a n/a IETF RFC 3986 | QéWIoz

[GUIDELINE] The Protocolinfo value describing support for<dlna-service URIs sHall be

compligint with the following definition:
cloud-protocolinfo = "dIna.org:*:dIna-service:*"

[ATTRIBUTES]

M

A ISO/IEC

29341-3-11

n/a n/a n/a

LDC2P ‘

[COMMENT] This string is used by the Cloud Content Renderer in its
ConnegtionManager:SinkProtocollnfo-state variable to indicate that it supports the dlna-gervice

URI scheme.

6.2

.3 dina-service URlsyntax (cloudservice-URI)

[GUIDELINE] The UR}‘that identifies a content item located on a Cloud Service shall be

compligint with the following definition:
cloudsgrvice-UR| = "dIna-service://" cloud-service-name "?" URI-parameters

cloud-gervice-name is defined in 6.2.1

URI-parameters = ( app-id-parameter "&" content-id-parameter ) |
( content-id-parameter [ "&" app-id-parameter ] )
app-id-parameter = "appid=" DQUOTE app-id DQUOTE

app-id = the application@id attribute of an <application> element in the
ApplicationManagement service

content-id-parameter = "contentid=" DQUOTE content-id DQUOTE
content-id = 1*( ALPHA | "." | " """ |"")

[ATTRIBUTES]

M

‘ A ‘ n/a | n/a | n/a UPnP/AMS AU9Y2
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[COMMENT] Examples:

dlna-service://MyService.example.com?contentid="item-123"
dlna-service://MyService.example.com?appid="5E0E4EC1-6CC4-4D12-9995-7F996B709726"&C
ontentid="item-123"

6.2.4 upnp:resExt::dlna:servicelnitialization element syntax

[GUIDELINE] The dina:servicelnitialization element shall be a child-element of the upnp:resExt
XML element, defined in ISO/IEC 29341-20-12.

The data type of dIna:servicelnitialization shall be xsd:string.

[ATTRIBUTES]

A ISO/IEC

29341-20-12

M n/a n/a n/a

DQJP2 ‘

[COMMENT] A UPnP AV MediaRenderer control point can use the. dina:servicelnitialization
element to pass parameters to the App on the Rendering, Endpoint. For exjample,
dlna:sgrvicelnitialization can convey parameters needed by -the App to initialize its
commynication with the Cloud Service. The syntax of any such parameters is not definedl here,
as they are specific to the App or Cloud Service.

Example:

<item [{d="100" parentID="200" restricted="0">
<dc:tiftle>Media Item 100</dc:title>
<upnp:fclass>object.item.videoItem</upnp:elass>
<res ild="100-res-1"
protjocolInfo="dlna.org:*:dlna-serviCe:*">
dlnaj-service://MyService.example.€om?contentid="item-100"
</res
<upnp:fresExt id="100-res-1">
<dlnk:serviceInitializationXservice parameterl=ABCD</dlna:serviceInitializatlion>
</upnp|: resExt>
</item

6.3 Cloud Service, advertisement
6.3.1 Cloud Service advertisement UPnP service

[GUIDELINE] _ *A-Cloud Content Renderer shall implement one ApplicationManagement:1 gervice,
or a higher'version of that UPnP service.

[ATTRIBUTES]

M ‘A ‘ DMR, XDMR n/a n/a UPnP/AMS SsQLs

[COMMENT] This enables UPnP AV MediaRenderer control points to determine which Apps are
available, and to obtain the app-id for each App. The app-id can be specified in the dIna-service
URI.

6.3.2 Cloud Service advertisement element

[GUIDELINE] If a Cloud Content Renderer supports an App that is able to render content from a
Cloud Service, then the Cloud Content Renderer’s ApplicationManagement’s ApplinfolList state
variable shall contain for that App an <application> element that contains a <function> element
that contains the corresponding cloud-service-name.
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[ATTRIBUTES]

M ‘ A ‘ DMR, XDMR n/a n/a UPNP/AMS OD8K9

[COMMENT] In other words, Apps that support streaming from a Cloud Service shall have a
<function> element when listed by the ApplicationManagement service. The <function> element
shall state the name of the Cloud Service.

Example:

<?xml version="1.0" encoding="UTEF-8"?2>
<AppInffolList =xmlns="urn:schemas-upnp-org:ms:ams"
xsli:schemalocation="urn:schemas-upnp-org:ms:AppInfolist
http://www.upnp.org/schemas/av/AppInfolist.xsd">
<appllication id="5EOE4EC1-6CC4-4D12-9995-7F996B709726">
<flriendlyName>Example Cloud Service App</friendlyName>
<flunction org="cloudservice.dlna.org”>MyService.example.com</function>
</application>
</AppIjhfolList>

6.3.3 HTML5 RUI Cloud Service advertisement element

[GuIiDELINE] If a Cloud Content Renderer is implemented in*conjunction with a +RUIHPL+ or
+RUIHSINK+ Device Capability, then the Cloud Content Renderer’s ApplicationManagegment’s
ApplInfpList state variable shall contain an <application>"gelement with the following info;

— clopd-service-name in the application::function element set to
“generic-cloudservice.dlna.org”;

— apgplication::alternativelD element set to “HTML5_RUI_Browser”;

— with @org attribute set to “www.dlna.org®

[ATTRIBUTES]

M | A] | DMR, XDMR nfa n/a IEC 62481-6-1: | KKDDG
2017
UPnP/AMS

[CoMMENT] By complying with this guideline, a Rendering Endpoint signals that it can launch
an HTML5 RUl«browser to initiate a cloud HTML5 RUI service. Note that the
<dIna:gervicelnitialization> element would be used to supply HTML5 RUI URL and ass¢ciated
sessiop parameters needed for session transfer.

Example:

<?xml version="1.0" encoding="UTF-8"?>
<AppInfolist =xmlns="urn:schemas-upnp-org:ms:ams"
xsi:schemalocation="urn:schemas-upnp-org:ms:AppInfolList
http://www.upnp.org/schemas/av/AppInfolist.xsd">
<application id="6EOE4EC1-6CC4-4D12-9995-7F996B709726">
<alternativeID org="www.dlna.org”>HTML5 RUI Browser</alternativeID>
<function org="cloudservice.dlna.org”>generic-cloudservice.dlna.org</function>
</application>
</AppInfolist>

6.3.4 Cloud Service advertisement element detail

[GUIDELINE] If A Cloud Content Renderer supports an App that renders content from a Cloud
Service, then the Cloud Content Renderer’s ApplicationManagement’s application::function
element that specifies the cloud-service-name shall have an application::function@org attribute
with the value "cloudservice.dlna.org".


http://www.dlna.org/
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[ATTRIBUTES]

M ‘ A ‘ DMR, XDMR | n/a n/a UPNP/AMS E47TK

[COMMENT] The application::function@org attribute specifies how the application::function
element shall be interpreted. If the attribute is set to "cloudservice.dlna.org", it indicates that
application::function specifies a cloud-service-name.

6.3.5 Cloud Service advertisement search support

[GUuIDELINE] _The ApplicationManagement:SuppaortedTargetFields state variable of a Cloud
Content Renderer shall include the value "function".

[ATTRIBUTES]

M ‘ A ‘ DMR, XDMR n/a n/a UPNP/AMS V870E

[COMMENT] The ApplicationManagement:GetSupportedTargetFields action retufns a
commg-separated list of element names that can be specified in, the value of the TargetFields
paramgter of the ApplicationManagement:GetApplDList action.\lr order for it to be posgible to
use thé GetApplDList action to search for a cloud-service-name, the ApplicationManagement
servicg supports searching for Apps based on their¢ application::function value |if the
SuppofltedTargetFields state variable includes the valye\’function”.

6.3.6 dina-service URI advertisement

[GUIDELINE] A Cloud Content Renderer shalkinclude cloud-protocollnfo (defined in 6.2.2) in its
ConnegtionManager.SinkProtocollnfo statevariable.

[ATTRIBUTES]

M [ A ISO/IEC

29341-3-11

DMR, XDMR n/a n/a

RLZWR ‘

[CoMMENT] By including cloud-protocolinfo in the SinkProtocollnfo state variable, the| Cloud
Content Renderer advertises that it supports the dina-service URI scheme.

6.3.7 Support for dina-service URI

[GUIDELINE]~ A Cloud Content Renderer shall support the dlna-service URI (specified in 6.2.3)
in the AVWFransport:SetAVTransportURI and AVTransport:SetNextAVTransportURI actions.

[ATTRIBUTES]

n/a

M | A | DMR, XDMR n/a
29341-3-10

ISO/IEC ‘ VGCM7 ‘

[COMMENT] Upon starting to play from a dina-service URI, the Cloud Content Renderer is
expected to launch an App that can access the Cloud Service, if the appropriate App is not
already running.

6.3.8 Support for dina-service URI without app-id-parameter

[GuIiDELINE] If a Cloud Content Renderer receives a dina-service URI (specified in 6.2.3) that
does not include the app-id-parameter, then the Cloud Content Renderer shall use an App that
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can access the Cloud Service identified by cloud-service-name to render the content identified
by content-id-parameter.

[ATTRIBUTES]

M ‘ A ‘ DMR, XDMR n/a n/a n/a FR4SC

6.3.9 Support for dina-service URI with app-id-parameter

[GUIDELINE] If a Cloud Content Renderer receives a dina-service URI (specified in 6.2.3) that
includes_the sulnln-iri-lnaramnh:r, then the Cloud Content Renderer shall use the Alnln identified by

the app-id-parameter to render the content identified by content-id-parameter.

[ATTRIBUTES]

M ‘ A ‘ DMR, XDMR n/a n/a n/a LH8S4

[COMMENT] Even if the Cloud Content Renderer prefers to use a different App that supparts the
same Cloud Service, if app-id-parameter is specified it needs to-use only the specifie[d App.
This i to avoid a situation where the UPnP AV MediaRendefrer control point spedifies a
dina:s¢grvicelnitialization parameter value tailored for a specific App, and the parameter is not
understood when passed to a different App.

6.4 Bervice invocation
6.4.1 Service invocation only if Cloud Accéss is supported

[GUIDELINE] A UPnP AV MediaRenderer control point shall only invokKe an
AVTrapsport:SetAVTransportURI or AVJransport:SetNextAVTransportURI action With a
dlna-s¢rvice URI (specified in 6.2.3) if.the Rendering Endpoint advertises support (specified in
6.3.6) for the dina-service URI.

[ATTRIBUTES]

ISO/IEC
29341-3-10

M ‘A ‘ DMC M-DMC n/a

7IPJX ‘

[COMMENT] This‘guideline requires a UPnP AV MediaRenderer control point to verify that the
Rendefing Endpoint supports the Cloud Access Device Function in order to avoid unexpected
results|on Rendering Endpoints that do not understand the dina-service URI.

6.4.2 Service initialization parameters

[GUIDELINE] When a UPnP AV  MediaRenderer control point invokes an
AVTransport:SetAVTransportURI or AVTransport:SetNextAVTransportURI action, it may
include a <dlna:servicelnitialization> element for each <res> element that specifies a
cloudservice-URI.

[ATTRIBUTES]

O |A | DMC M-DMC ISO/IEC

29341-3-10

n/a

ESHEV ‘

[COMMENT] The dlna:servicelnitialization element can be used to provide parameters to the
App on the Rendering Endpoint to initialize the App’s communications with the Cloud Service.
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Annex A
(informative)

Cloud Service access and device interaction

Cloud Service access model

A Rendering Endpoint uses the UPnP ApplicationManagement service to identify the Cloud
Services from which it can render content. The UPnP AV MediaRenderer control point can use
the UPnP ApplicationManagement:GetAppIDList action with input argument Target set to the

name ¢ftire~Ctoud—Service,amdthemputargument T argetFietdssettofurctiom toseg

Apps t

When

nat support a specific Cloud Service.

the UPnP AV MediaRenderer control point wants the Rendering Endpoint to

contenf item from a Cloud Service, it will invoke the AVTransport:SetAVTransportURI
The CyrrentURI parameter or one of the <res> elements in the CurrentURIMétaData par

will be

used to identify the Cloud Service and the desired content item; using a special

servicg URI". The cloud service URI uses the "dIna-service" protocol scheme, instead of "

"rtsp".

The URI can also specify the app-id of the App that the Rendering Endpoint shall use to
the Clqud Service. This is useful when there are multiple Apps that can access the samsg

Service.

Some

Cloud Services may require a special initialization process, such as authenticati

deliverg limited-access token that grants access to.the Rendering Endpoint for a limited
of timg. Service initialization parameters are needed to trigger the initialization procesg
initialization parameters can be conveyed by.the UPnP AV MediaRenderer control point t
the CuyrrentURIMetaData parameter of the AVTransport:SetAVTransportURI action

AVTra
which

A.2

This s

hsport service. This is done through a new element called <dlna:servicelnitializ
s associated with the <res> element that contains the cloud service URI.

Cloud device interaction

bction illustrates the® interaction between the entities implementing the Cloud $

accesy model. This invalves a user at a UPnP AV MediaRenderer control point (Cloud-[

diagra
and m

) in home network, which enables a user to find the content item from a Cloud §
ke it play.ona Rendering Endpoint, as well as enabling interacting applications bg

the UPNP AV MediaRenderer control point and the Rendering Endpoint as shown in Figy

rch for
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action.
Bmeter
"cloud
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