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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INTERNET PROTOCOL (IP) AND TRANSPORT
STREAM (TS) BASED SERVICE ACCESS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this eng—ene—tr—additton—to—ether—aetirities: c—pubhshes—rternational—Standards—Feehnteal—-Spqcifications,
Technidal Publicly Available Specifications (PAS) and Guides (hereafter referred \p as “IEC
Publicalion(s)”). Their preparation is entrusted to technical committees; any IEC National Committeq interested
in the lsubject dealt with may participate in this preparatory work. International, governmental and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collabordtes closely
e International Organization for Standardization (ISO) in accordance with conditions det¢rmined by
nt between the two organizations.

al decisions or agreements of IEC on technical matters express, as nearlyas/possible, an irfternational
consengus of opinion on the relevant subjects since each technical committee has representatipn from all
ed IEC National Committees.

IEC Puplications have the form of recommendations for international use and are accepted by IEC National
Commiftees in that sense. While all reasonable efforts are made to ensure that the technical con{ent of IEC
Publicalions is accurate, IEC cannot be held responsible for the ‘way in which they are used |or for any
misintefpretation by any end user.

In ordef to promote international uniformity, IEC National Cemmittees undertake to apply IEC Hublications
transpafently to the maximum extent possible in their natienal and regional publications. Any [divergence
betweep any IEC Publication and the corresponding national\or regional publication shall be clearly indicated in
the lattgr.

IEC its¢lf does not provide any attestation of conformity. Independent certification bodies provide|conformity
assessinent services and, in some areas, access 10 1EC marks of conformity. IEC is not responsiple for any
service$ carried out by independent certification bodies.

All userp should ensure that they have the latest edition of this publication.

No liabflity shall attach to IEC or its directors, employees, servants or agents including individual gxperts and
membefs of its technical committees andJIEC National Committees for any personal injury, property|damage or
other damage of any nature whatgoever, whether direct or indirect, or for costs (including legall fees) and
expensgs arising out of the publication, use of, or reliance upon, this IEC Publication or any|other IEC
Publicafions.

Attentign is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispefpsable for the correct application of this publication.

Attentign is drawn to«the ‘possibility that some of the elements of this IEC Publication may be the| subject of
patent fights. IEC shall'not be held responsible for identifying any or all such patent rights.

Internatignal Stahdard IEC 62455 has been prepared by technical area 1: Terminals for audio,
video anld ,data services and content, of IEC technical committee 100: Audio, vjdeo and

multimedja.systems and equipment.

This second edition cancels and replaces the first edition, published in 2007, and constitutes
a technical revision.

The main changes with respect to the previous edition are listed below.

e Recent developments in DVB and OMA standards caused some incompatibilities,
which have been solved in the second edition.

e Technical errors have been corrected, missing details added.
e References have been updated to the newest available ones.

e In addition, a number of editorial corrections and readability improvements have been
made, where the original text could have lead to misunderstanding due to unclear
wording or the use of slightly different spellings for the same item.
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The text of this standard is based on the following documents:

CDV Report on voting
100/1551/CDV 100/1627/RVC

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until

the stabi
related td

* reconfirmed,
Fawn,

* withd
* repla

¢ amended.

A bilingugl version of this publication may be issued at a later date.

ity date indicated on the IEC web site under "http://webstore.iec.ch” in
the specific publication. At this date, the publication will be

ed by a revised edition, or

the data

IMPORTANT - The 'colour inside' logo on the cover page of this publication ir

that it
underst3
colour p

contains colours which are considered to be useful for the
nding of its contents. Users should therefore print this document
rinter.

dicates
correct
using a
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INTERNET PROTOCOL (IP) AND TRANSPORT
STREAM (TS) BASED SERVICE ACCESS

1 Scope

This International Standard specifies the terminal for a service purchase and protection
system for digital broadcasts, called the 18Crypt system. It is applicable in all countries and
regions with suitably compliant broadcasting and multimedia distribution systems. Guidelines
for compatible broadcast services are given in this standard. The service purchase and
protection functions operate in a pure broadcast environment that may be combined With a bi-
directional interactivity channel.

This stanldard is applicable to the following broadcast systems.
a) IP dajacast over DVB-H systems

IP datacast over DVB-H is an end-to-end broadcast system for delivery of any type|of digital
content and services using IP-based mechanisms optimized for devices with limitations on
computafional resources and battery. An inherent part of the)lP datacast system |is that it
comprisels a unidirectional DVB broadcast path that may. e combined with a bi-djrectional
mobile/cgllular interactivity path. IP datacast is thus a platform that can be used for|enabling
the convlergence of services from broadcast/mediasand telecommunications domains (for
example,| mobile/cellular). This standard specifies,service purchase and protectign for IP
datacast|over DVB-H systems (see Table B.6 for an overview of references to ¢ne such
system).

b) DVB T/C/S systems

DVB T/CJS systems are end-to-end broadcast systems for audio/video data that enploy an
MPEG2 fransport stream and use\terrestrial, cable or satellite broadcast netwofks. This
standard| specifies a system far.the protection of these broadcasts in a pure RQroadcast
environmlent. In addition, this ‘standard specifies how purchasing, key management and
registratipn may be carried_out over an optional interactivity channel. The pgrotection
technologies offered by (his standard are designed to operate within an existing DVB
SimulCrypt environment(see Table B.6 for an overview of references).

c) MPEG2 TS-based\IP systems

MPEG2 TS-based"IP systems employ bi-directional IP networks for the (broadcast) delivery of
MPEG2 fransport streams. This standard specifies a system for the purchase and grotection
of services<{and content delivered via these networks. This standard is applicable to, for
example, = i

d) Non-MPEG2 TS-based IP systems

Non-MPEG2 TS-based IP systems employ bi-directional IP networks for the (broadcast)
delivery of audio/video or other data using IP protocols instead of an MPEG2 transport
stream. This standard specifies a system for the purchase and protection of services and
content delivered via these networks (see Table B.6 for an overview of references).

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.
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ISO/IEC 8859-1:1998, Information technnology — 8-bit single-byte coded graphic character
sets — Part 1: Latin alphabet No. 1

ISO/IEC 13818-1:2007, Information technology — Generic coding of moving pictures and
associated audio information: Systems

ISO/IEC 14496-12:2008, Information technology — Coding of audio-visual objects — Part 12:
ISO base media file format

ISO/IEC 15938-5:2003, Information technology — Multimedia content description interface —
Part 5: Multimedia description schemes

ISO 639-[1:2002, Codes for the representation of names of languages — Part 1: Alpha}2 code
ISO 639-R:1998, Codes for the representation of names of languages — Part 2{ Alphat3 code

ISO 3166 (all parts), Codes for the representation of names of- '\countries and their
subdivisipns

ISO 4217, Codes for the representation of currencies and funds

ISO 86Q01:2004, Data elements and interchange forméats — Information interchange -—
Representation of dates and times

ETSI EN 102 034, Digital Video Broadcasting (DVB) — Transport of MPEG-2-based DVB
services pver |- based networks

ETSI EN| 300 468, Digital Video Broadcasting (DVB) — Specification for Service Information
(S!) in DYB systems

ETSI EN|301 192, Digital Video Broadcasting (DVB) — DVB specification for data brogdcasting

ETSI EN| 302 304, Digital Video Broadcasting (DVB) — Transmission system for frandheld
terminalg (DVB-H)

ETSI TS|102 539, Digital Video Broadcasting (DVB) — Carriage of broadband contgnt guide
(BCG) information oyer internet protocol (IP)

ETSI ETR 1623 http://www.dvb.org/products_registration/dvb_identifiers/(this website|replaces
ETR 162

ETSI ETR 289, Digital Video Broadcasting (DVB) — Support for use of scrambling and
conditional sccess (CA) within digital broadcasting systems

ETSI TS 102 471, Digital Video Broadcasting (DVB) — IP datacast over DVB-H: Electronic
service guide (ESG)

ETSI TS 102 472, Digital Video Broadcasting (DVB) — IP datacast over DVB-H: Content
delivery protocols

ETSI TS 102 822-3-1, Broadcast and on-line services: Search, select, and rightful use of
content on personal storage systems (TV-anytime) — Part 3: Metadata — Sub-part 1: Phase 1
— Metadata schemas

ETSI TS 103 197, Digital Video Broadcasting (DVB) — SimulCrypt Head-end implementation
of DVB SimulCrypt, v1.4.1
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3 Terms, definitions and abbreviations

3.1 Te

For the p

3.1.1
18Crypt
service p

3.1.2

rms and definitions

urposes of this document, the following terms and definitions apply.

urchase and protection system specified by this standard

broadband content guide

service g

3.1.3
broadca
broadca

NOTE Se

3.1.4

broadcast device

device t
interactiv

NOTE All
device tori

3.1.5

broadcast domain
devices for which rights objects-granting the same rights to the whole group can be

group of
issued vi

3.1.6

broadcast network

digital t

broadcaster to multiple devices

3.1.7

broadcast rights-object

content,

3.1.8

oide T BVB=tPtbasedPsystenms;see EFSHEN 102 034

t channel
t network

b also other definitions using "broadcast".

nat is capable of receiving protected broadcasts but which cannot ag
ity channel

messages sent to such a device are delivered via abroadcast channel and all communicatio
hhts issuers is done out of band.

0 a broadcast channel

Fansmission system, ‘supporting only unidirectional communication f

brogramme or service rights object delivered over the broadcast network

Cess an

hs from the

rom the

broadcastservice

service carried over a broadcast network

3.1.9

broadcast

unidirecti

3.1.10

onal distribution to all receivers

conditional access
encryption/decryption management method (security system) where the broadcaster controls
the subscriber's access to digital services

3.1.11
content
any form

of digital media that can be acquired and presented by a device
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3.1.12
content on demand
delivery of content to a single device as a result of a specific request from a user

3.1.13
content protection
protection of content such that it can only be presented by authorized devices

3.1.14
content rights object
rights object containing a content key and pertaining to content protection

3.1.15
customﬂr operation centre
entity regponsible for billing the customer

NOTE It i$ assumed that the customer will have a contractual relationship with this organization.

3.1.16
device
terminal that is capable of receiving broadcast transmission overbroadcast network

NOTE The terminal may be capable of interacting with a service provision subsystem and a commerce|subsystem
through a dellular network. The terminal may include optional embedded secure hardware, such as a UIGC.

3.1.17
digital rights management
set of methods which ensures that content, during its entire lifetime, can only bg used in
specified| ways and only when the relevant conditions (for example, access conditigns) have
been me

NOTE These "specified ways" and "relevant conditions" are expressed in rights objects.

3.1.18
DRM timge
secure, rlon user-changeable time source

NOTE Th¢ DRM time is measured in the UTC time scale.

3.1.19
DVB network
network for transmitting a collection of MPEG-2 transport streams, each carrying a fultiplex,
and trangmitteéd on a single delivery system

NOTE DVB network 15 1dentiiied by Network_id.

3.1.20
electronic service guide
service guide in IPDC over DVB-H systems

3.1.21

interactive device

device that is capable of directly connecting to a rights issuer using an appropriate protocol
over an interactivity channel over an appropriate transport/network layer interface, for
example, HTTP over TCP/IP

3.1.22
interactive domain
OMA DRM 2.0 domain, as specified in OMA-ERP-DRM-V2_0
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NOTE This is a group of devices for which rights objects can be issued via an interactivity channel granting rights

to the whol

3.1.23

e group.

interactivity channel rights object
content, programme or service rights object delivered over an interactivity channel

3.1.24

interactivity channel
bi-directional channel established between the broadcast service network and the device for
reliable exchange of messages

3.1.25

interactiyity network

network |supporting bi-directional communication and the reliable delivery of
between fthe device and the rights issuer

3.1.26

interactiyity network cell

cell forming part of an interactivity network

3.1.27

IP flow

stream of IP datagrams each sharing the same IP source and destination address
3.1.28

IPDCKMSId

identifier| assigned for a particular IPDC key mafagement system by DVB (also k
CA_system_id in ETSI ETR 162)

3.1.29

ISMACTryp

end-to-end content encryption system for media carried over RTP streams and 1S
media filgs

3.1.30

key manpgement system

end-to-end system to authorize users and provide them the necessary means t
protected content

3.1.31

key stream message

message| bfoadcast alongside a protected service, carrying key material to deg

essages

nown as

O-based

D access

rypt and

optionally authenticate the service

3.1.32

media access unit
smallest data entity to which timing information can be attributed

NOTE In the case of audio, an access unit is an audio frame, and in the case of video, a picture.

3.1.33

media flow

elementa

3.1.34
mixed-m
combinat

ry stream or IP flow carrying audio or video data

ode device
ion of a broadcast device and an interactive device
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mobile TV application

main dev

NOTE Thi

3.1.36
nonce

ice application responsible for accessing the mobile TV services

s is sometimes referred to as the player application.

randomly chosen value, different from previous choices, inserted in a message to protect
against replay attacks

3.1.37
off line

without ljsing a direct link (such as the interactivity channel) between network entitie
device (dllso called "out of band")

3.1.38
OMA BC
working
access a

3.1.39
out of ba
without u

AST

5 and the

group in OMA developing a fully standardized system allowing operators fo control

hd usage of broadcast content on mobile devices

nd
sing a direct link (such as the interactivity channel) between network entitie

device (dllso called "off line")

NOTE Th
notification
DVB-T/C/S

band (a.k.4.

repeating n
make mattg
interactivity

3.1.40

b name OOB is used in different ways in diffefent contexts. OOB is used to signal o
of data to the RI, as, for example, in registration over means other than the interactivity
systems, the term OOB or "out of band" is well kKnown to signal a part of the spectrum other

5 and the

it of band
hannel. In
than the in

IB). In the latter context, the OOB may-carry data in such environments to save bandwidth for

hessages in the IB. In the T/C/S context;"DVS-167/178 or DOCSIS are well-known "OOB" slystems. To
rs more complex, DOCSIS may be used as OOB when multiplexing in tables in the downstrgam and as

channel when carrying IP data packets in Ethernet frames.

parameter set

either a g

equence parameter.set or a picture parameter set

NOTE This term is used tg refer to both types of parameter sets.

3.1.41

paramet

r set-elementary stream

elementdry stream containing access units made up of NAL units for coded picture da

—

a

3.1.42

programme rights object

rights obj

3.1.43

ect containing a programme key or keys and pertaining to service protection

programme
logical portion of a service with a distinct start and end

3.1.44

rights issuer context
context consisting of information that was negotiated with a given rights issuer, during the 4-
pass registration protocol such as the rights issuer ID, rights issuer certificate chain, version,

algorithm

s used and other information

NOTE A rights issuer context is necessary for a device to participate successfully in all the protocols of the ROAP
suite, except the registration protocol.
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3.1.45

rights issuer service

IP datacast channel used to carry broadcast rights objects, registration data and other
messages from a rights issuer over a broadcast channel

3.1.46

rights issuer

entity that registers devices and provides rights objects allowing devices to receive protected
services

3.1.47

rights object
collection—of Ir_\nrmieeinne, I{nyc and other attributes that are linked to items of content or

services

3.1.48

roaming
end-user|accessing IPDC services through another (‘foreign’) service previder than the 'home'
service provider

NOTE Ropming is usually based on roaming agreements between service providers.

3.1.49
service
one or mpre IP flows intended to be presented together

NOTE Exgmples include, but are not limited to, audio and video services.

3.1.50
service guide
data soufce describing the services and_content available via a network and how thgy can be
received

3.1.51
service ¢peration centre
service provider

NOTE Seg¢ also other definittons with ‘service’.

3.1.52
service protection
protectiop of ‘aservice such that only authorized devices are able to receive and decqde it

3.1.53

service provider

provider of a broadcast service — the entity that broadcasts the service, and provides key and
schedule information to rights issuers

3.1.54
service rights object
rights object containing one or multiple service keys and pertaining to service protection

3.1.55

service roaming

roaming during which the user has access to the same services as through the home service
provider
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simulCrypt
system that provides the ability for multiple KMSs to control access at the same time to a
single content stream

3.1.57

super distributable content
protected (encrypted) content that can be freely distributed and for which the recipients can
obtain ROs from an RI for the consumption of that content, because that protected (encrypted)
content has a link to the Rl in it as well as enough information such that the Rl can determine
the decryption key

3.1.58

terminal
consume

3.1.59

token rig
special i
based ch
for pre-/p

3.1.60
unconn
device,
an intera
device

3.1.61
user
person u

3.1.62
user roa
roaming

I device that can receive, descramble, and decode services

hts object

nteractivity channel rights object containing tokens for pre-fpost-paid cons
arging of interactive devices, or a special broadcast rights object containin
ost-paid consumption-based charging of broadcast devices

cted device

ctivity channel for the acquisition of rights objects, but can do so via an intsg

5ing the device to receive protected services

ming
juring which the user has access to the services of the foreign service provi

3.1.63
video el

mentary stream

umption-
g tokens

defined in OMA-AD-DRM-V2_0, which cannot‘connect directly to a rights issuer via

rmediary

Her

elementdry stream¢eontaining samples made up of only sequence and picture parafneter set

NAL unit$ synchrionized with the video elementary stream

3.2 Symbols

For the purposes of this document, the following symbols apply.
E{K}(M) Encryption of message ‘M’ using key ‘K’
D{K}(M) Decryption of message ‘M’ using key ‘K’

P Public key

Q Private key

RIQ Rights issuer private key

RIP Rights issuer public key

DQ Device private key

DP Device public key

A{K}(M) Authentication of message ‘M’ with key K
V{K}(M) Verification of message ‘M’ with key K

A==B Yields true if and only if A equals B

A&&B Yields true if and only if both A and B are true
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A&B Bit-wise AND of A and B

A®B Bit-wise exclusive OR of A and B

A|B Bit-wise OR of A and B

Al B Concatenation of A and B

A+B Arithmetic addition in case A and B are numerical arguments; concatenation
of A and B if A and B are strings

A <<B Bit-wise shift left operation of A by B bits, filling with Os

A>>B Bit-wise shift right operation of A by B bits, filling with Os

LSBm(X) The bit string consisting of the m least significant bits of the bit string X

MSBm(X) The bit string consisting of the m most significant bits of the bit string X

3.3 Abbreviations
For the purposes of this document, the following abbreviations apply.

ACG Access Criteria Generator

ADSL Asymmetric Digital Subscriber Line

AES Advanced Encryption Standard

AID Application Identifier

APDU Application Protocol Data Units

API Application Program Interface

ARC Action Request Code

ASCII American Standard Code for Information Interchange

ATM Asynchronous Transfer Mode

AU Access Unit

AVC Advanced Video Codec

AVP Attribute-Value Pairs

BAK BCRO Authentication Key

BCD Binary Coded Decimal

BCG Broadband (Content Guide

BCI Binary Caontent ID

BCRO Broadcast Rights Object

BDK Broadcast Domain Key

BOC Broadcast Operation Centre

bslbf bit string left bit first

CA Conditional Access

CAS Conditional Access System

CAT Conditional Access Table

CBC Cipher Block Chaining

CCl Copy Control Information

CDC Connected Device Configuration

CDP Content Delivery Protocol

CEK Content Encryption Key

CGF Customer Group Filter

CLDC Connected Limited Device Configuration

CID Content ID

CIEK Content Item Encryption Key

cocC Customer Operation Centre

CoD Content on Demand

CPCM Content Protection and Copy Management
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CRC Cyclic Redundancy Check

CRL Certificate Revocation List

CSA Common Scrambling Algorithm

CTR Counter

DCF DRM Content Format

DIST Mgmt Service Distribution Management
DOCSIS Data Over Cable Service Interface Specification
DRD Device Registration Data

DRM Digital Rights Management

DVB Digital Video Broadcasting

DVB-C DVB-Cable

DVB-H DVB-Handheld

DVB-IPI DVB-Internet Protocol Infrastructure
DVB-$ DVB-Satellite

DVB-T DVB-Terrestrial

ECB Electronic Code Book

ECM Entitlement Control Message

ECMG ECM Generator

EIS Event Information System

EIT Event Information Table

EMM Entitlement Management Message
EMMG EMM Generator

EPG Electronic Programme Guide

ESG Electronic Service Guide

ESP Encapsulating SecurityPayload

GCF Generic Connection.Framework
GPRS General Packet.Radio Service

GSM Global System.for Mobile Communications
HMAQ Hashed Message Authentication Code
HO Home Q©perator

HTTP HyperText Transfer Protocol

HTTPE Secure — Hyper Text Transfer Protocol
IC Interactivity Channel

ICRO Interactivity Channel Rights Object

ID Identifier

IEK Inferred Encryption Key

IMSI International Mobile Subscriber Identity
IP Internet Protocol

IPDC IP DataCast

IPPV Impulse Pay Per View

IPsec IP Security

IPTV Internet Protocol Television

IRD Inform Registered Device (protocol)
IrDA Infrared Data Association

ISMA Internet Streaming Media Alliance

ISO International Standards Organization
v Initial Vector

KML Key Management Layer

KMM Key Management Message
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KMS Key Management System

KSL Key Stream Layer

KSM Key Stream Message

LBDF Long-form Broadcast Domain Filter (a.k.a. longform_domain_id)

Isb least significant bit

MAC Message Authentication Code

MF Master File

MII Major Industry Identifier

MIME Multipurpose Internet Mail Extensions

MJD Modified Julian Date

mjdutg. Modified Julian Date UTC

MK Master Keys

MKI Master Key Indicator

MPEG Moving Pictures Experts Group

MPTS Multi Program Transport Stream

msb most significant bit

MSISIDN Mobile Station Integrated Services Digital Netwaork

MTU Maximum Transmission Unit

NAL Network Abstraction Layer

NDD Notification of Detailed Data

NIST National Institute of Standards and Technology

NIT Network Information Table

NSD Notification of Short Data

OBEX Object Exchange Protocol

OCSP Online Certificate Status;Protocol

OMA Open Mobile Alliance

0]0]=] Out Of Band

OTA Over The Air\(i.€. transfer over a wireless connection)

PAK Programme“Authentication Key

PAS Programie Authentication Seed

PAT Programme Association Table

PCT Purchase Channel Table

PDCF Packetised DRM Content Format

PDR Push Device Registration

PEAK Programme Encryption/Authentication Key/Seed
NOTE Concatenation of PEK and PAS

PEK Programme Encryption Key

PES Packetised Elementary Stream

PID Packet Identifier

PIT Purchase Item Table

PKC Public Key Certificate

PKCS Public-Key Cryptography Standards

PKC-ID PKC Identifier: the hash of the Public Key Certificate

PKI Public Key Infrastructure

PMT Programme Map Table

PPV Pay Per View

PS Program Stream

PSI Programme Specific Information

PSS Probabilistic Signature Scheme
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RI
RIAK
RID
RIS
RML
RO
ROAP
ROC
ROT
rpchof
RSA

Rights Issuer

Right Issuer Authentication Key

Registered application provider Identifier

Rights Issuer Services

Rights Management Layer

Rights Object

Rights Object Acquisition Protocol

Roll-Over Counter

Root Of Trust

remainder polynomial coefficients, highest order first

RSASBA-PSS
RTP
SA
SAC
SAK
SAS
SBDF
SBT
SCS
SDP
SDT
SEAK

SEK
SG
SGK
SHA-1
Si
SIM
SK
SMS
SOC
SPI
SPP

Rivest-Shamir-Adleman public key algorithm
RSA Signature Scheme with Appendix - Probabilistic Signature_§
Real-time Transport Protocol

Security Association

Secure Authenticated Channel

Service Authentication Key

Service Authentication Seed

Short-form Broadcast Domain Filter (a.k.a.¢shortform_domain_id
Service Bundle Table

SimulCrypt Synchronizer

Session Description Protocol

Service Description Table

Service Encryption / Authenti¢ation Key / Seed

NOTE Concatenation of SEKand SAS.

Service Encryption Key.

Service Guide

Subscriber Group-Key

Secure Hash Algorithm

Service Information

Subseriber Identity Module

Session Key

Short Message Service

Service Operation Centre

Security Parameters Index

Service Purchase and Protection

SRTPL— Secure Real-FimeFransportProtoggb——

SUB Mgmt
TAA

TAK

TAS

TDK
TDRMAK
TEK

TS

UDF
UDK
UDN
UDP
UGK

Service Subscription Management
Trust Authority Algorithm

Traffic Authentication Key

Traffic Authentication Seed

Token Delivery Key

Token Delivery Response Message Authentication Key
Traffic Encryption Key

Transport Stream

Unique Device Filter

Unique Device Key

Unique Device Number

User Datagram Protocol

Unique Group Key

cheme
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uiccC Universal Integrated Circuit Card

uimsbf unsigned integer, most significant bit first
UMTS Universal Mobile Telecommunications System
UPnP Universal Plug and Play

URI Uniform Resource Identifier

URL Uniform Resource Locator

USB Universal Serial Bus

USIM Universal Subscriber Identity Module
uTtcC Universal Time Coordinated

UTF Unicode Transformation Format

UTF- 8-hit Unicode Transformation Format

VO Visited Operator

VM Virtual Machine

WAP Wireless Application Protocol

WIM WAP Identify Module

XML eXtensible Markup Language

ZMB Zero Message Broadcast

18CRYPT_CAS_ID: This is the CA_system_id assignedyto/ 18Crypt by the DVB project. The

val

ue can be found at

ETSI[ETR 162: http://www.dvb.org/products_registration/dvb_identifiers/

18CRYPT_PRIVATE_DATA_ID: This is the<private data identifier ID assigned to 18Crypt by

the DVB project. The value can be found. at

4

4.1

This clause provides a general introduction to this standard. It covers

ETSI|[ETR 162: http://www.dvb:grg/products_registration/dvb_identifiers/

General

OVerview

the service’purchase and protection system,

the four-fayer modetfor service protectiomn,
the end-to-end system and use of broadcast and interactivity channels,
the types of systems and devices supported by this standard,

difference between service and content protection.

The specification subsequent to the present clause is structured as follows.

Clause 5 provides general specifications and concepts for the service purchase and
protection system.

The four-layer model is specified in 5.4. The four layers are specified in Clauses 6, 7, 8
and 9 respectively.

Clause 10 specifies signalling and service and content discovery (service guide — SG).

Clause 11 specifies the RI services, i.e. the system with which messages meant for
individual devices or groups of devices are broadcast.
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e Service purchase is specified in Clause 12.

e The subsequent clauses provide normative prescriptions specific for the individual
supported systems, which are:

- IP

DC over DVB-H systems, Clause 13;

— DVB T/C/S systems, Clause 14;
— MPEG2 TS-based IP systems, Clause 15;
— Non-MPEG2 TS-based IP systems, Clause 16.

Annex A

Annex B

normatively specifies several required tools and technologies in detail.

ay provide the reader with more insight into the system

4.2 Gg¢neral description of the system and elements

4.2.1

This star
overab
users.

The solu
IP-based
applicatic
content

could be
these ted

Additiond
this solut

OMA DR
form, OM
that to th
means of

General

dard specifies a service purchase and protection system for|services tra
roadcast infrastructure. It enables access to services to be restricted to a

ion can be based on the IPsec security standard,in*which case it is trans

n using SRTP, ISMACryp, or MPEG2 TS CRYPT. This allows direct stora
n encrypted form. Additional application-specific content protection me
freely combined with this solution, if desited, on top of the protection prg
hnologies.

| application-specific content protection mechanisms could be freely comb
on, if desired, on top of the transport layer.

M 2.0 is used as the defaultframework for rights management. In its most
A DRM 2.0 manages the rights to use files stored in a device; this standarg
e case of receiving streaming content over a broadcast channel. It also p
performing rights management over a broadcast channel.

nsmitted
ithorized

parent to

applications (such as video players). Alternativelyy‘the solution can be bas¢d on the

ge of the
chanisms
vided by

ned with

common
extends
ovides a

Device

Application

Service protection

Serv

. . Service Broadcast Service
ice provider . :
encryption channel decryption

Figure 1 — System overview

Figure 1 shows the position of the service protection system within the overall architecture.
IPsec allows the solution to be completely independent of the content format, while SRTP,
ISMACryp and MPEG2 TS CRYPT provide alternatives for protecting content at the transport
layer. Depending on the mode of operation, different normative prescriptions apply for the
selection between the three ciphers. This is specified in the clauses about the supported

systems.
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4.2.2 Selected technologies

The following are the main standards on which the solution is based.

Advanced Encryption Standard (AES, see FIPS PUB 197:2001) in the cipher block
chaining mode, for actual content encryption. Furthermore, OMA DRM uses AES-WRAP in
its rights objects and optionally AES CBC-MAC.

Secure Internet Protocol (IPsec, see IETF RFC 4301) using the encapsulating security
payload (ESP) protocol, for implementing service encryption and decryption as a function
of the IP stack. Only the transport mode is used.

Secure Real Time Protocol (SRTP, see IETF RFC 3711) as one option for implementing
service protection at the transport layer. SRTP uses AES-CTR (counter mode).

ISMA| Encryption and Authentication, see ISMACryp 2.0, as a second ~option for
implementing service protection at the transport layer. ISMACryp also usés~AES-CTR
(counter mode).

The DVB-CSA as well as DES, 3DES, AES and M2 ciphers as the optidns for epcrypting
content in an MPEG2 TS.

A traffic key delivery protocol and management as specified in this‘standard.

Open| Mobile Alliance (OMA) Digital Rights Management version 2.0 (OMA DRM 2.0, see
OMA{ERP-DRM-V2_0) for managing rights to services, thé associated service keys and
the cfyptographic protection of those keys themselves. This standard introdudes some
adapfations to OMA DRM 2.0 for IPDC service protection:

Rights object delivery and device registration over a broadcast channel, withoyt making
any use of an interactivity channel, are also specified in this standard.

Adapted Zero Message Broadcast according todFiat Naor:1998 in 1-resilient mode|.
SimullCrypt (see ETSI TS 103 197) head-end interfaces.

The reaspns for choosing these particularstechnologies as the basis of the solution inglude the

following

AES |s an efficient symmetric.encryption method and an open standard that has hardware
implementations. AES has many existing applications.

IPsed/ESP is the standard way of keeping service decryption in receiving devices within
the IP stack, invisible to the receiving applications, which thus remain indepgndent of
servige protection and’the carriers of the IP flows.

NOTE | An IPDC speeific broadcast channel is only one means to transmit such IP flows. IPsec/ESF has many
existing applications:
SRTH is a standard way of performing service decryption at receiving devices within the
transpott layer. It can be used to carry all common forms of streaming content, which can

be stored-by a-deviceforlaterdecryption—ifrequired—— —— |

ISMACryp is also a standard way of performing service decryption within the transport
layer. It provides end-to-end protection for transport and storage of streaming content.

DVB-CSA is a widely deployed, standard way of encrypting content in an MPEG2 TS. The
descramblers of most video processors implement the alternative DES, 3DES, AES and
M2 ciphers.

The traffic key (i.e., the actual content encryption key) management framework and
protocol are specified in this standard. The efficiency and robustness of the solution is
achieved by a particular delivery protocol and management scheme for the frequently
changing traffic keys.

OMA DRMZ2.0 is a state-of-the-art open standard for digital rights management. The use of
OMA DRM2.0 allows deployments to the leverage existing implementations in the area of
DRM-enabled services.
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OMA DRM 2.0, however, uses interaction over a two-way communication channel for
device registration and guaranteed rights delivery. To adapt to broadcast devices, and to
optimize the use of the broadcast channel, some new standardization is introduced.

The main and foremost consideration for the system is network bandwidth efficiency, while
maintaining realistic CPU requirements for the local device. By using zero message
broadcast encryption, the network does not need to transmit keys to devices after
registration. By choosing Fiat Naor, there is a good balance between network bandwidth
consumption and local device processing requirements.

The chosen group size is relatively small (with 256 or 512 devices), and, depending on the
group size(m), the following is needed:

— device transmission and storage for 2log(m) subscriber group keys (a.k.a. ‘SGKs’);

—  devi i i - ,

— device computing power to process, worst case, (m-1) leaf keys to create the'[IEK" key
thiat covers the SEK.

Giver| the small size of the subscriber group, local device processing requirements are not
consiflered a problem.
Fiat Naor is used in 1-resilient mode, thereby making a collusion_attack in theory [possible.
Making the scheme k-resilient, as discussed in Fiat Naor:1998 will increase the qumber of
keys fgramatically. The potential threat of 1-resilience is countéréd by measures described
in 5.5.3.
By uging SimulCrypt interfaces for the T/C/S head-end;the 18Crypt solution can |pe easily
integriated into existing DVB head-end configurations by using widely available SimulCrypt
comppnents.
4.2.3 Dverview of four-layer model for service protection
This subglause introduces the four-layer model for service protection. The four-layer|model is
specified|in 5.4. The four layers are specified’in Clauses 6, 7, 8 and 9, respectively.
Public device key Private device key
. . . . Registration
I Rights encryption keyset Eetgl.s”at.lon Regdlsttratlon data
ata Issuing ata decoding
Rights encyption key Rights encryption key
(various options) (various options)
OMA rights Dicbt OMA rights
Service and/or programme Keys 2 object bioct object SETVITE OT
issuing 0bje Wprogramme keys
Key stream Key stream
Key stream messages
Traffic keys gr:::rs:ﬁgoen encrypted with service/programme key dn;:rsys;%i Traffic keys
IPsec/ IPsec/
Content SRTP/ISMA Encrypted traffic over broadcast channet SRTP/ISMA Content—>»
encryption decryption

Figure 2 — Service protection via four-layer model
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As illustrated in Figure 2, the solution is based on a four-layer cryptographic architecture, with
an optional optimization to provide both secure subscription and pay-per-view purchase
options for a single service. Actual service encryption is carried out according to AES using
128-bit symmetric traffic keys.

Traffic keys are applied:

e as part of standard IPsec security associations (SAs); or

e as an SRTP master key, from which the session key is derived according to the SRTP
specification; or

e as an ISMACrypKey, from which the session key is derived according to the ISMACryp
specification; or

e as a ¢ontent key for MPEG2 TS CRYPT.

These afe used by the IPsec, SRTP, ISMACryp or MPEG2 TS CRYPT layers tq perform
decryptign automatically before passing the packets to the receiving application. The traffic
keys are|not protected by IPsec, but instead encrypted with a service or.,programmle key on
the key ptream layer, above the IP socket interface. These broadecast messages| carrying
traffic keys are called key stream messages.

Key stream messages can contain two levels of encryption. Separate programme and service
keys haye different lifetimes and can be used to provide, ‘for a single service,|different
granularifies of purchase periods to different usersy*This allows for the | efficient
implementation of both subscription and pay-per-view_business models for the same service.
Pay-per-yiew customers are provided with a programme key that is only valid for| a single
programme while subscribers are given a service key, valid for reception of the seérvice for
some lompger period. Within the key stream message, the traffic key is encryptdd with a
programme key, and the programme key is also“earried, encrypted with the service kpy. Thus,
pay-per-yiew customers can directly decrypt;the traffic key, while subscribers can dgcrypt the
programme key using the service key, whi¢hcan then be used to decrypt the traffic key.

Key stream messages contain extensions to content IDs, which are carried in the¢ service
guide, fof the programme and/or"$ervice. Devices use this ID to identify which rights object
contains fhe keys to use for key ‘stream message decryption.

Where tHe two-level service 'and programme functionality is not required, the traffiq key can
be directly encrypted with’either the service or programme key with the service-key-encrypted
programme key omitted.

2.0 rightp objects (ROs). Such transmission of ROs can be done in two differgnt ways,

depending.em whether the receiving device can make use of a separate interactivity ghannel:

The servjce orprogramme key(s) are transmitted to each receiving device within Oi\AA DRM

e via a broadcast channel; or

e by using the separate interactivity channel.

In both cases, the ROs can be utilized by the customer device only, since the service or
programme key sections are protected according to the OMA DRM 2.0 standard, or, in the
broadcast case, by the variant of OMA DRM 2.0 specified in this standard.

When delivering rights objects over a broadcast channel, bandwidth is a major constraint.
This standard addresses this problem in two complementary ways. Firstly, a new binary form
of the OMA DRM 2.0 rights object, called a broadcast rights object (BCRO), is defined.
Secondly, a method is specified for securely delivering BCROs to groups of devices using a
single broadcast message. Valuable portions of rights objects are protected by group or unit
keys, and when necessary, zero message broadcast encryption can be used to allow
messages to be decrypted only by arbitrary sets of devices within a larger group.
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An additional mechanism is available, as in OMA DRM 2.0, for rights objects to be issued to a
group of devices known as a domain. It is expected that a domain will contain a number of
devices belonging to the same user, and will be used by rights issuers to sell subscriptions
allowing all devices within the domain to receive protected services.

Registration can be performed either via an interactivity or via a broadcast channel. In the
case that an interactivity channel is used, the registration protocol is according to OMA DRM
2.0 and unit keys are delivered, protected with the public key of the device. This standard
defines an efficient and user-friendly process for the registration of devices that do not
support an interactivity channel, and a new protocol, called the 1-pass ROAP, is defined for
the delivery of unit, group and broadcast keys via a broadcast channel.

The service I{ny prnfnr\finn thus is based, nr‘r‘nrding to OMA_DRM 2.0 on a a}

blic key

cryptosygtem where the public key of t
and the dorresponding private key is ke

4.3 End-to-end system

This subg¢lause briefly specifies the major roles within the system. For @nofe details, s

Figure 3|shows a simplified view of the major actors in the system and their relati

each other.

Service and
Service provider (service key stream
operations centre)

Service/
programme keys

he customer device is registered at each righ
pt within the customer device.

ts issuer

pe 5.1.

bnship to

Broadcast chanipel——»| Device
A

Rights issuer

rights objects

Registration data and

Figure 3 — Highly simplified view of the end-to-end system

|nteraCtiVity channel-- - i

The main actors are as follows.

e The service provider, also known as the service operations centre, broadcasts and
encrypts the service and the key stream. It provides service and programme keys to the

rights issuers.

e The rights issuer registers devices and provides rights objects to registered devices

allowing them to decrypt the service

s that they are entitled to receive.

e The device receives the service, decrypts it (if it has the necessary rights objects) and

presents it to the user.

4.4 Supported systems and device

types

This standard supports stream based service access for the following systems.

e |P datacast over DVB-H, referred to in this standard as ‘IPDC over DVB-H system’.
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¢ Digital broadcast system according to DVB-T, DVB-C or DVB-S standard, referred to in
this standard as ‘DVB T/C/S system’.

e Two versions of IPTV:
— MPEG2 TS-based IP system;

— non-MPEG2 TS-based IP system.

Based on the communication channels used, this standard supports the following device types,
as listed in Table 1.

Table 1 — Supported systems and device types

IP
Syst TPDC DVB-H DVB T/C7S MREG2 Npn-
ystem over TS-based [ MPEG2
TP-based
See Clause 13 Clause 14 Clause (15 Clause 16
Subclause B.1.1 Subclause B.1.2 Subgclause Styibclause
B,1\3 B{1.3
Broadcast Mixed- Interactive Broadcast Mixed- PTV IHTV
device mode mode device mode device de¢vice
device device device
Comm. IPDC IPDC + IC IC DVB-T/C/S | DVB-TIEC/S | IC 14
channel(s) + (optional)
IC
AV content Via SRTP Via SRTP Via SRTP Via PES Yia PES MPEG2 AV | Via SRTP,
(Traffic or IPsec or IPsec or IPsec over over data via IHsec or
layer, over IP over IP over IP MPEG2 MPEG2 PES over I§MACryp
Clause 6 (MP) TS (MP) TS IP oyer IP
TEK KSMvia IP | KSMvialP | KSMvialP | KSMwia S| | KSM via SI | KSM KBM via IP
(Key stregm (packets) (packets) (packets) table table viaMPEG2 (packets)
layer, (section) in | (section)in | table
Clause 7 TS TS (section) in
TS
RO BCRO via BCRO via ICROvia BCRO via BCRO via ICRO via IJRO via
(Rights IP packets, | IP packets XML/ROAP | Sl table Sl table XML/ROAP | XML/ROAP
manage- using RI over IPDC over IP or (section) in | over TS or over IP oyer IP
ment layér, services or ICRO OBEX TS, using ICRO via
Clause 8 (Clause via Rl services | XML/ROAP
10) XML/ROAP (Clause over IP or
ovenlP or 10) OBEX
OBEX
Registration Via IP Via IP Via Via Via Via Via
data packets, packets XML/ROAP | MPEG2 MPEG2 XML/ROAP | XML/ROAP
(Regis- using RI over IPDC over IP or tables tables over IP oyer IP
tration layer, | Servicés or via OBEX (sections) (sections)
Clause 9 (Clduse XML/ROAP inTS, inTS or
10) over IP or using RI via
OBEX services XML/ROAP
(Clause over IP or
10) OBEX
Service IPDC over IPDC over IPDC over Purchase Purchase DVB-IPI DVB-IPI
guide flute flute flute and EPG and EPG BCG BCG
(Clause 10) data via data via
extra Sl extra Si
tables plus | tables plus
DVB-SI or DVB-SI or
AB5in TS AB5 in
TS;o0p-
tionally as
additional
programme
information
data over
IC

NOTE DVB-T/C/S devices may use linkage descriptors for more options to signal where the messages will be
carried, as explained in B.6.3. This has been omitted in this table for the sake of clearness.
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4.5 Service protection versus content protection

Broadcast bitpipe

\ Service / .:

protection

Removable
media

Local link

Broadcast bitpipe

\ Service / .:_

protection

v 4l

End-to-end
content - _---

protection rotected

media

‘ Broadcast bitpi ‘ =
roadcast bitpipe J U -4 >.
\ Service / p\ Link 2

protection protection

Figure 4='Service protection versus content protection

Figure 4 illustratess.the conceptual difference between service protection and| content
protectio

=

Service protection ensures that only those authorized to access the broadcast servide can do
so. Servifeprotection is removed at reception time.

Content protection refers to protecting the content either throughout the content lifecycle
(end-to-end content protection) or subsequent to delivery through the service protection
system (post-delivery content protection).

The services purchase and protection system defined in the present standard provides
service protection, and it can optionally also be used to facilitate end-to-end content
protection. The access permission in rights objects controls access to the broadcast service
and allows immediate rendering of the content. In order to be able to play recorded content,
play permission is required. If only service protection is needed, export permission can be

used to allow exporting in the clear.

In some cases, for instance to facilitate sharing of the protected content with different devices,
it could be desirable to export the content to a separate post-delivery content protection
system. The usage state information needed by such a content protection system can be
carried as a constraint for export permission.
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5 General specifications

5.1 End-to-end architecture

This subclause specifies the end-to-end architecture of the system in a network centric way
and illustrates how the public key infrastructure relates to the end-to-end architecture. The
figures in this subclause can be used as a reference and overview when reading this standard.

Service application [|operated by
broadcaster

C. Eil st
protection distrib. distrib.

A A A 4

Interaction

Servi t
* | ervice managemen | * opbrated by
. . . _ sefvice provider
Operated by[ | Ji® rotect sioring cavion |
service
operation centre Service 1> Seérvice v/ Operated by
T distrib. subscript. customer
- e operation|centre
Broadcast ¢
A X
Rights
issuer
A
y y
Opgrated byl| | Hroddcast Interactivity Opprated by
broadcast networ . : 1) 2) interactivity network
operatidn centrel| | distrjbution system network Opkration Centre
L
Network |- device intgrface
vy y y yvy

Device

NOTE 1 Broadcast distribution systems may be:
— IP datacast over DVB-H,;
— digital broadcast system using the DVB-T, DVB-C or DVB-S standard;
— the Internet.
NOTE 2 |Interactivity networks may be:
— cellular radio networks like GSM/GPRS;
— ADSL, ATM or DOCSIS networks;

— the Internet.

Figure 5 — Service protection and purchase entities and names (broadcast architecture)
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Figure 5 names several entities used in this standard. The arrows in this figure represent
information flow between the elements. All these entities should be considered as logical
entities, i.e. actual deployment may be different and entities indicated separately in Figure 5
may well be merged into larger systems. One should also note that there may be additional
connections and entities, such as the off-line communication of broadcast mode devices and
certification authority needed for public key infrastructure.

The service application represents any content that can be sent over a broadcast channel.
Besides digital television it can be, for example, discrete files, streams or interactive services.
The service distribution management’s role is to create and manage protected broadcasts as
specified in this standard. Service subscription management takes care of the purchase of
services. The rights issuer takes care of device registration and rights issuing.

Certification authority and root of trust

S t OCSP 4
! responder
' P
/&

. [
Service hanagement

I

|

™

Rights issuer ¥

(2)

—_
~
—_

[
~

distribution

system

|
|
|
Broadcast i
|
|
|
I
|
|

Interactivity network

Ngt:&.ca'rkl - device in

——— g —— L

tlbrface

A Y v v
Device
PKI related provisioning <—-————————- >
Service request “«———p
Koy and certificate.
7 4—>

provisioning

(1) Specific for broadcast mode of operation

(2) Specific for interactive mode of operation

Figure 6 — Public key infrastructure

Figure 6 maps entities from the public key infrastructure to the broadcast architecture. A root
certification authority provides keys and certificates to devices and rights issuers. If the
device and rights issuer do not have the same root certification authority, the rights issuer
cannot register the device or issue rights to the device.

Lines marked with (1) relate to the broadcast mode of operation and lines marked with (2)
relate to the interactive mode of operation (compare Figure 6 with Figure 22 and Figure 37).
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5.2 Special cases
5.2.1 Free-to-air services

Free-to-air services, by definition, are broadcast without any service protection. Any device
can receive these services. In this subclause, ‘air’ may also mean ‘cable’, etc.

Free-to-air services shall not be broadcast using IPsec, SRTP, ISMACryp or MPEG2 TS
CRYPT. In this case, a key stream will not normally be broadcast, but if one is broadcast,
it shall be ignored by the device.

Otherwise, free-to-air services are beyond the scope of this standard.

5.2.2 Free-to—Hew-serviees

Free-to-view services are broadcast with service protection, but no charge is made tp receive
the serviges. However, reception can be restricted to certain users.

It is expelcted that free-to-view services will be implemented by either

e requifing users to "subscribe" to the service in the normal way; although no ¢harge is
made| for the subscription (rights objects are delivered to "subscribers"); or

o distributing rights objects to all devices in a populationy*or to particular prg-existing
subsdriber groups or registered devices without requiring(a specific "subscription”

However| free-to-view services may be implemented.intany way that is compliant|with this
standard

5.3 Selrvice guide and purchase

Broadcagt systems may have some form 0f’service guide available. This service guide is a
source of service, programme and content information. Service and content discoyery may
then be Based on information transmitted in the service guide.

In systems supporting automated" purchase of services and content, it is assumed that a
service dquide is available, which also contains necessary information for making a purchase
of a seryice or programme:i-This means that for each service and programme, the service
guide contains all the necessary information for making a purchase and for the devige to find
services pnd programmes.

NOTE ”Sgrvice guide®‘is used as a generic term in this standard. Specific systems may use specifiq terms (for
example, E[SG in IPDC over DVB-H systems; see 13.6).

Figure 7 |illasirates a high-level overview of a service guide and purchase system. Ljne (1) in

Figure 7 krepresents-the-broadcast-ofa-servce-guide-overa-broadecast-channel—Lines (4) and

(5) represent purchase and lines (2) and (3) represent the delivery of necessary rights objects.
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Figure 7 — Overview of service guide and purchase

le to use
e able to

receive gnd parse service guide data..Unless the service or content is free to air (sg¢e 5.2.1),

the user heeds to make a purchaserand the service guide contains all the needed in
to do s¢. Interactive and mixed-mode devices can find the URI and other n
parametgrs from the service guide. For broadcast devices, the service guide c¢
Servicell) (see B.2.6.3) that identifies a purchased service or content. Line (4) in
represents purchase byginteractive and mixed-mode devices over an interactivity che

line (5) re¢presents offsline purchase by broadcast devices.

With intefactive.and mixed-mode devices, a purchase initiates the sending of an I(
an interaftivity"channel; line (3) in Figure 7. With broadcast and mixed-mode deviceg
are sent| over’a broadcast channel. Before purchases can happen, devices ne

registerefl with the relevant rights issuer; see Clause 9

ormation
ecessary
ntains a
Figure 7
nnel and

RO over
, BCROs
pd to be

For more information on service guides, see Clause 10 for general specifications and 13.6,
14.6, 15.7 and 16.6 for system specific specifications.

5.4 Four-layer model — Key hierarchy

5.4.1 General

A four-layer key hierarchy is used to implement service protection. This four-layer model is
analogous to the one used for protection in DVB systems. The four layers are as follows.

a)
b)
c)
d)

Registration layer.

Traffic layer (content encryption; DVB equivalent is the CSA layer).
Key stream layer (DVB equivalent is the ECM layer).
Rights management layer (DVB equivalent is the EMM layer).
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The information in the traffic layer and the key stream layer is transmitted over a broadcast
channel. The information in the rights management and registration layer may be distributed
over a broadcast channel and/or an interactivity channel. The remainder of this subclause
specifies the key hierarchy. Specific specifications of each of the layers can be found in
Clauses 6, 7, 8 and 9, respectively. The way these layers are used in specific systems is
specified in Clauses 13, 14, 15 and 16.

5.4.2 Keys on the traffic layer

On the lowest level, the data shall be encrypted using one of IPsec, SRTP, ISMACryp, or
MPEG2 TS CRYPT, depending on the application. This layer is called the traffic layer. The
key used to encrypt the traffic on this layer is called traffic encryption key, or TEK. The TEK
changes frequently in the order of once per minute to once per second.

The encription of the content can be written as

E{TEK}(C)

with C bging the data and E{TEK}() being the encryption function using-the key TEK.
The datalcan be recovered by using the decryption function D()4with the same key THK:
C = D{TEK}(E{TEK}(C))

As a symmetric encryption is used to encrypt the data, the data is recovered using the same
key.
5.4.3 Keys on the key stream layer
5.4.3.1 General

The TEK|itself is transmitted on thekey stream layer. The TEK shall be encrypted using either
a programme encryption key (PEK) or a service encryption key (SEK). The use of two
different [keys to protect the ‘TEK allows for the models specified in the following three
subclausps to be used.

5.4.3.2 Service-based subscription
If the seryice is made available to customers by subscription only, the following appli¢s.
o If acdess(rights change per programme, a programme key is used within the kdy stream

messpge but is never delivered separately in a rights object. The scheme spegcified in
5.4.3. 3 strattbeused:

e If access rights do not change per programme, a programme key shall not be used and
the scheme below shall be followed.

E{SEK}(TEK)
and

TEK = D{SEK}(E{SEK}(TEK))

The SEK is transmitted to devices as part of the rights objects on the rights management
layer. These ROs shall be either normal OMA DRM 2.0 ROs in the case of an interactive
device or BCROs for both mixed-mode and broadcast devices.

Figure 8 shows the key hierarchy for the case of a service-based subscription.
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Registration layer

Device registration data

P: public device ke

E{P}(DRD) DRD D{Q}(DRD)

IEK IEK

Q: private device key———

Rights manager

SEK E{IEK}(SEK) RO @ SEK

— 1 TEK E{SEK}TEK) Key stream message: »  D{SEK}(TEK) “
4\/ e
Key stream layer ‘

A !

—C—>»] E{TEK}C) Encrypted traffic D{TEK}(C) C—»

Traffic encryption fayer
Network Terminal
NOTE DR - Device registration data: device-assigned keys durihg registration; see 5.4.6 and 5.4.7.
Figure 8 — 4-layer key hierarechy — Use of SEK only
5.4.3.3 Pay-per-view-based purchase and service-based subscription
If contenf is made available both via a_service subscription and via a pay-per-vigw-based
purchaseg then the TEK shall be encrypted with the PEK:
E{PEK}(TEK)
Devices |that do not have)'a service-based subscription to that service can acquire the
entitlement for a specific_pay-per-view event. The RO for that pay-per-view event shajl contain
a PEK. This PEK can.be used to decrypt the TEK:
TEK = D{PEK}(E{PEK}(TEK))

To allowldevices with a service-based subscription to access the service as well.|the PEK

encrypted with the SEK is also carried in the key stream message. Therefore, the KSM carries

and

E{SEK}(PEK)

E{PEK}(TEK)

In order to decrypt the TEK given only the SEK, the device has to do the following decryption:

TEK = D{PEK(E{PEK}(TEK))
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TEK = D{D{SEK}(E{SEK}(PEK)){E{PEK}(TEK))

The lifetime of a PEK is expected to last only for the duration of a specific pay-per-view event

while the SEK is expected to last for a longer period.

P: public device ke

Device registration data E{P}(DRD) DRD D{Q}(DRD)

Q: private device keys——

Registration layer

IEK

IEK

Selection made based on
subscription used (service vs. PPV)

SEK

Rights managems¢}
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PEK—

Selection
subscripti

nade based on
n used (service vs. PPV)

Key stream layer

——TE

E{SEKYPEK)

E{PEK}(TEK)

Key stream message:

|

D{PEK}(TEK)

>—‘

TEK

—c—

Traffic encryption

E{TEK}(C)

Encrypted traffic

D{TEK}C)

Network

Teminal

NOTE DRD - Device registration data: device-assigned keys during registration; see 5.4.6 and 5.4.7.

Figure 9 — 4-layer key hierarchy — Use of PEK and SEK

Figure 9 shows the four-layer key hierarchy in the case of service subscription and pay-per-

view.

5.4.3.4

Pay-per-view-based consumption

If content can be consumed on a pay-per-view-only basis, that means that the content is not
available via a service subscription, then the TEK may be encrypted with a PEK or the TEK
may be encrypted with a SEK. Both PEK and SEK are interchangeable in this case.
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5.4.4 Keys on the rights management layer (interactive mode)

If a rights object containing the SEK or PEK is delivered via an interactivity channel (see
A.8.3.2), the rights encryption key is used to decrypt the SEK/PEK. OMA-ERP-DRM-V2_0
specifies how a device can obtain and use a rights encryption key. If the RO contains a CEK,
it shall be processed according to OMA-ERP-DRM-V2_0 and is beyond the scope of this
standard.

5.4.5 Keys on the rights management layer (broadcast mode)

In broadcast mode, the SEK and PEK are transmitted to the device on the rights management
layer as part of a SEAK or PEAK in a BCRO, see A.8.3.3.

The keyd used to encrypt and decrypt the SEK or PEK depend on the addressing mgde of the
BCRO (sge 5.5.2). The term "inferred encryption key" (IEK) is used to indicate the ke used to
en-/decrypt the SEK/PEK without specifying which exact key is used.

e RO agldressed to a unique device

In thge case where an RO is addressed to a unique device, the I[EK/used to encrypt the
SEK pr PEK shall be derived from the unique device key (UDK), as specified|in 5.4.7,
whichH UDK was delivered during device registration.

¢ RO agdressed to a subscriber group (subset of unique group)

In thg case where an RO is addressed to a subset of-a<unique group (subscribgr group),
the IHK shall be deduced from the subscriber group{keys (SGKs) by use of zero message
broadcast encryption. See 5.5.3 for an explanation of the zero message hroadcast
encryption concept. See Clause A.7 for an explanmation of how the IEK is deduged given
the bit access mask and the SGKs.

¢ RO agdressed to a unique group

In thg case where an RO is addressed.to all devices in a unique group, the IEK used to
encrypt the SEK or PEK shall be derived from the unique group key (UGK), as specified in
5.4.7

¢ RO agddressed to a domain

In thg case where an RO is addressed to a domain, the IEK used to encrypt the SEK or
PEK ghall be derived frem the broadcast domain key (BDK), as specified in 5.4|7, which
BDK was delivered during device registration.

¢ RO containing a CEK

In thg case whére-an RO is for an OMA DRM 2.0 content format (for example, a [DCF), the
asset| shall carry a CEK object and an additional cipher value. Decryption of the key
matefial is~defined by OMA-ERP-DRM-V2_0.

5.4.6  Keys on the registration layer (interactive mode)
This is according to OMA-ERP-DRM-V2_0 and is beyond the scope of this standard.

5.4.7 Keys on the registration layer (broadcast mode)

The registration layer delivers the keys used for the broadcast mode of operation. There are
several keys used for authentication and decryption purposes.
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Table 2 — Keyset in the registration data

Name of key Description Remark
UGK unique_group_key
SGK subscriber_group_key Used for zero message broadcast
BDK broadcast_domain_key Used for domains
UDK unique_device_key
RIAK ri_authentication_key Used for authentication
UDF unique_device_filter Eurocrypt address, not a key
SBDF shortform_broadcast_domain_filter domain_id address, not a key
LBDF Tongrorm_broadcast_domain_iiter domain_id address, not g key
TDK token_delivery_key Used for token deljvery, not for
registration
The keyset itself is delivered to the device in a protected format-as part of the device
registratipn data (see 9.3.2.7.2 for details).
The RI generates a session key (SK) to protect the keyset_block (UGK, SGK1..n, UDK, BDK,
RIAK, UDF, SBDF, LBDF and/or TDK), which carries the keyset’specified in Table 2 gbove.
encrypted_keyset_block = E{SK |(Keyset_block)
The RI [encrypts the SK and the encrypted.Keyset block (together called tHe SK +
encrypted_keyset_block) into a sessionkey_block; such that
sessionkey_block = E{DP}(SK + encrypted_keyset_block)
where th¢ sessionkey_block is encrypted with the public key of the device (DP).
If the keyset_block does not {it into the size of the sessionkey_block, the remainder is kept as

surplus_block. See 9.3.2.7.2.2 for details.

The com
a single s

blete message.(header, sessionkey_block and optional surplus_block) is pro
ource authenticity check, such that:

signature_block = A{RIQ}{message)

fected by

where the RIQ is the private key of the RI.

Upon rec

eption, the device follows the rules specified above in reverse order:

V{RIP|(signature_block)
SK + encrypted_keyset_block = D{DQ/(sessionkey_block)

keyset_block = D{SK}(encypted_keyset_block)

where the signature_block is verified with the RI public key (RIP).
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The encrypted sessionkey_block contains the session key (SK) plus encrypted_keyset_block
(together called the SK + encrypted_keyset_block) and is decrypted with the private key of
the device (DQ).

If the surplus_block is present, it is concatenated to the keyset block from the
sessionkey_block. See 9.3.2.7.2.2 for details.

The encrypted_keyset_block, decrypted with the session key (SK), produces the keyset_block,
containing the keyset (UGK, SGK, UDK, RIAK, UDF), which never leaves the DRM agent.

The notation HMAC_SHA1{k}(s) is used to denote the computation of HMAC, see IETF RFC
2104, with SHA1, see FIPS PUB 180-2:2002, as the hash function keyed by the key ‘k’ over
the string—s—HMAC—SHAT—+28{k}{s) s used—todenote—the—+28—must—sigmificant bits of

HMAC_SHA1{k}(s) output.

A key IEK is "derived" from the UGK, SGK, UDK or BDK to decrypt the BCRO, such that

IEK = HMAC_SHA1_128{UGK}(salt)

or

IEK = HMAC_SHA1_128{NK; || ... J-NK }(salt)

where thge NKs are NK keys ordered according to the\index (such that i < j) that are| required
for creat|ng the key for the desired group. The-keys NK are obtained using thg scheme
specified|in 5.5.3. See 5.5.3 and A.7.

or

IEK =HMAC_SHA1_128{UDK](salt)

or

IEK = HMAC_SHA1_128{BDK}(salt)

The IEK |s used to.decrypt the part of the BCRO containing key material, which carries CEK
or SEAK| and/orn PEAK, see A.8.3.3. The ‘salt’ parameter is the BCI value in the asset
structure|of the . BCRO. The BCI value from the first asset structure in a BCRO shall be used
for all asgets in a BCRO structure.
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5.4.8 Authentication overview
5.4.8.1 Authentication hierarchy

Figure 10 explains the authentication "hierarchy" of the system.

62455 © IEC:2010(E)
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Figure 10 — Authentication hierarchy

5.4.8.2 Authentication keys on the traffic layer

Registration layer

Key stream layer

When IPsec is used with authentication, the message shall be verifiable by the ESP integrity
code. This shall be done by means of the traffic authentication key (TAK), which is derived

from the traffic authentication seed (TAS) (see A.8.2).
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5.4.8.3 Authentication keys on the key stream layer

The KSM shall be authenticated and the integrity of the message shall be verified. This shall
be done by means of the programme authentication key (PAK) and/or the service
authentication key (SAK), which are derived from the programme authentication seed (PAS)
and the service authentication seed (SAS), which are delivered as part of the RO (see A.8.3).

5.4.8.4 Authentication keys on the rights management layer (broadcast mode)

The BCRO shall be authenticated and the integrity of the message shall be verified. This shall
be done by means of the BCRO authentication key (BAK), which is derived from the RI
authentication key (RIAK), which is delivered during registration (see A.8.4).

5.4.8.5 Authentication keys on the registration layer (broadcast mode)

The RI puthentication key (RIAK) shall be delivered during registration s’ paft of the
device_registration_response(). See 9.3.2.4 for details.

5.5 Deployment for broadcast mode of operation
5.5.1 Concept of Domains - Interactive and broadcast domains

Content in OMA DRM 2.0 can be bound to a device or to a domain; see OMA-ERP-DRM-V2_0.
In this standard, we refer to a domain as specified by OMASERP-DRM-V2_0 as an interactive
domain.

A domain in OMA-ERP-DRM-V2_0 is a group of ofhe’or more devices that share alcommon
secret, tHe so-called domain key. In the case of cantent that is bound to a domain, thg content
encryptidn key of that content as stored in the*xRO associated with that content is ¢ncrypted
with the domain key of that domain. A device.that receives an RO that is bound to a qomain of
which it is a member can freely pass that RO to other devices belonging to the samg domain.
The othef devices in the same domain can then access that content as allowed by th¢ RO.

OMA-ERP-DRM-V2_0 defines protdcols with which a device can join and leave a dofnain: the
ROAP join domain protocol and the ROAP leave domain protocol. In order to use don(I:ain keys,
the devide shall have joined the. corresponding domain. The equivalents for these pr¢tocols in
the case [that there is no interactivity channel are defined in 9.3.3.

The equfvalent of the.interactive domain in case there is no interactivity channgl is the
broadcast domain.{h:the BCRO, there is a facility to indicate that the BCRO is intended for a
broadcast domain, using the address_mode. If the address_mode is set to "donfain”, the
domain Key is“used for the encryption of the key material in the BCRO. Furthermdre, if the
address_|mode’ is set to "domain", the domain_id is created by concatendting the
address_[field with the domain_id _extension.

NOTE While the domain ID and domain key may be the same in the case of the interactive and broadcast domain,
the content for broadcast domains with BCROs is not interoperable with content for interactive domains with ICROs.
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5.5.2 Addressing (group/subset/device/domain)
5.5.2.1 Concept of addressing

The registration data supports four methods of addressing devices, as explained in Figure 11.

All domains
from one user

Local domain
addressing

Unique group
addressing
Broadcast grqup Domain group
addressing Domain group #2
#1

Unique devite
addressihg

Join
domain

Unique group Il
with e.g. 24
devices Y

)

Unique group |
with e.g. 256
devices

® Broadcast
group.Eg. @
“sport”

Broadcast
group. E.g.
“BBC”

Key
1 Addresging a unique group — use unique group key (UGK)

2 Addressging a subscriber group — use subscriber group key(s) (SGK)
3 Addresging only one device — use upique device key (UDK)

4 Addres$ing a broadcast domain¢- use broadcast domain key (BDK)

Figure’11 — Explaining the concept of addressing

A unique|group contains all the devices in a group. A subscriber group can be smallef than, or
as large|as, the(unique group. Alternatively, a device can be addressed via a (bfoadcast)
domain group.<A unique device can be part of a unique group and/or a subscrier group
and/or a proadcast domain. One or more unique groups form the population of devicgs. In this
example,| the“group size is 256 devices. Group sizes of 256 and 512 are supported,|as these
are acceptable group sizes when it should be needed to revoke devices. Using a larger group
size is not supported because of the fact that eventual revocation of such a group easily
concerns too many devices.

The following subclauses specify the relationship between the registration data and the
broadcast rights object. The registration data is sent to the device after successful registration
of the device. At a later stage, the device can receive a BCRO as a means to obtain the
content encryption key, which in turn is used to decrypt the encrypted AV content. The
content key may carry the SEK and/or PEK. The RI encrypts the content key with an inferred
encryption key (IEK). The following subclauses specify the different addressing modes, how
the message is filtered and what type of IEK will be used by the device to obtain the content
key.

A device supporting broadcast mode of operation shall support all four addressing modes.
The network operator can choose to send registration data with a keyset of UGK and/or SGK
and/or UDK and/or BDK to the device at registration time.
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See 5.4 for the general overview of the process used to construct the IEK.

5.5.2.2

Addressing the unique group

To access the whole group, the following (oversimplified) BCRO is used (see Figure 12).

@ ‘ type ‘ group_address ‘ content key ‘

Figure 12 — (Oversimplified) group BCRO

e The group_address was delivered with the registration data and is used to filter for the
message (see 9.3 2 7 for details)

e The ¢ontent key (which can carry the SEK and/or PEK) is encrypted with ‘an
entiti¢gment key (IEK). In this case, the unique_group_key (UGK) is used to-derivg

.4.7. The UGK used by the RI is identical to the key that was delivered
ration data sent to the device (see 9.3.2.7 for details).

b devices in the group can use the content key.
Addressing a subscriber group

criber group is a privileged subset of the unique groupy;Two methods are av,
he subscriber group, but either one can be used.

see
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encr

t the content key and only the devices(with the matching set of SGKs on b

constfuct the same |IEK.

e Forr
the rg
In thi
is us§

asons of completeness, it is mentiohed that is also possible to deliver no S

inferred
the IEK,
with the

pilable to

K) to the
hcryption
is IEK to
oard can

GKs with

gistration data. With 0 (zero) SGKs, it is, of course, not possible to deduc¢ an IEK.

5 case, unique device addressing with a unique_device_key (UDK) to deriv
d. See 5.5.2.4 for more details.

NOTE It ip inefficient for large populations to use unique addressing instead of (broadcast) group

since it qui

To acces|

Lkly consumes a considerable amount of bandwidth.

s the subscriber group, the following (oversimplified) BCRO is used (see Fig

@ ‘ type ‘ group_address ‘ bit access mask ‘ Content key ‘

Figure 13 — (Oversimplified) subscriber group BCRO

b the |[EK

ddressing,

ure 13).

For both methods, the group_address was delivered with the registration data and is used to

filter for t

he message.

e The group_address is part of the unique_device_filter (UDF) address that was sent with
the registration data to the device and is used to filter for the message (see 9.3.2.7 for
details).

e The Eurocrypt-style bit access mask, see EN 50094:1992, prescribes which group
members are "entitled" to use the content key (which can carry the SEK and/or PEK). This
bit mask indicates which group members of the subscriber group can deduce the
broadcast key from the zero message broadcast keys in the device.

e The device can construct the inferred encryption key (IEK) from the SGKs that were
delivered to the device. The SGKs used in this process belong to the same RI context as
the BCRO.
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¢ Only members of the subscriber group can use the content key. If a member of the group
succeeds in constructing the IEK, that member can decrypt the content key. Any group
member that tries to deduce the IEK but does not have the appropriate (zero message)
SGK on board is unable to deduce the IEK to decrypt the content key.

5.5.2.4 Addressing a unique device

To access a unique device, the following (oversimplified) BCRO is used (see Figure 14).

@ ‘ type ‘ group_address ‘ position_in_group ‘ Content key ‘

Figure 14 — (Oversimplified) unique device BCRO

A unique|device is a privileged set of the total group.

e A unique device is addressed by a unique address, which is a group)addreds plus a
positipn/offset in the group. This address matches the unique_device filter address that
was dent with the registration data to the device (see 9.3.2.7 for details).

e The ¢ontent key (which can carry the SEK and/or PEK) is _&ncrypted with an inferred
encryption key (IEK). In this case, the unique device key (UBK) is used to derive the IEK,
see §.4.7. The UDK used by the RI is identical to the key. that was delivered| with the
regisfration data sent to the device (see 9.3.2.7 for details).

¢ Only the unique device that is addressed can use thecontent key.
In all cages, the head end infrastructure composes.the IEK used to encrypt the coptent key
and determines the access mask on the basis of-the created key. For the subscrifer group
case thelhead end infrastructure creates the access mask based on the corresponding (zero

message)) SGKs. A "type" field inside the BCRO shall indicate which addressingd case is
covered.

5.5.2.5 Addressing a broadcast domain

To accesls a broadcast domain, the-following (oversimplified) BCRO is used (see Figyre 15).

@ type | Domain address | Content key

Figure 15 — (Oversimplified) broadcast domain BCRO

A broadcpst domain is a privileged set of the total group.

e The domiain address was delivered with the registration data (see 9.32.7 for details)
and/or via a join domain response (see 9.3.3.5.1.1 for details) in the form of the
shortform_domain_id and is used to filter for the message. This address is the OMA DRM
2.0 domain ID.

e The content key (which can carry the SEK and/or PEK) is encrypted with an inferred
encryption key (IEK). In this case, the broadcast_domain_key (BDK) is used to derive the
IEK, see 5.4.7. The BDK used by the RI is identical to the key that was delivered with the
registration data sent to the device (see 9.3.2.7 for details).

e All the devices in a broadcast domain group can use the content key.

NOTE Broadcast domain addressing is included in this standard as an additional addressing option that will
potentially save some bandwidth over unique device addressing, because more devices belonging to one user
might be registered into the same broadcast domain group. The "savings" in bandwidth with domain addressing are
not as high as under subscriber group addressing. For completeness, it is mentioned that the domain addressing
can also be used in another mode: an option would be to use domain addressing with a population of millions of
devices to allow large groups to access low value content. In this particular use of domains, the "savings" in
bandwidth might be considerable compared to any other of the mentioned addressing modes. The trade-off is that
a security incident can affect more devices.
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5.5.3 Zero message broadcast encryption scheme

Zero message broadcast encryption was originally introduced in Fiat Naor:1998. It solves the
problem of creating a privileged set within a group of devices without the need for sending out
messages to create such a set. During device registration, the Rl creates registration data for
the device and is able to enter the correct subscriber_group_keys (SGK) into the registration
data. After the device registration, no more data needs to be transmitted to the unique
Devices, which is why it is called a zero message broadcast (a.k.a. ZMB) scheme. This,
therefore, preserves bandwidth on the network.

This standard uses an algorithm similar to the Fiat-Naor scheme, but with the following
advantages.

e The &lIgorithm IS altered to support changing the IEK independenily of the_shbscriber
group keys.

e The IEK does not reveal information about the subscriber group keys.

Zero megsage broadcast encryption is based on a set of group keys that-are provigioned to
the termipal during registration. The number of group keys needed depends on the group size
(n = log2[(group size)). Each terminal needs (worst case) to derive m -1 keys (with » = group
size). A |device that implements zero message broadcast encryption will need, for group
addressing, n + 1 keys (the additional key is used when thec¢priVileged set is eqyal to the
completel group).

Deriving the required keys is done as follows, illustratedwith a group size of 8 in Figyre 16.

NK2

Device DO cap NOT

derive its own key! o

DA

NK7 NK8 NK9 NK10 NK11 NK12 NK13

NOTE Key material for the authentication of messages is omitted for readability reasons.
Figure 16 — Example of a zero message tree with three nodes (keys)

m = 8, the number of terminal keys will be log2(8) = 3
Assume the terminal DO has the following keys:

{NK2, NK4, NK8}

The terminal now derives, as specified in Clause A.7 steps a to d, a set of leaf node keys {D4,
D5, D6, D7} from NK2 and {D2, D3} from NK4. This is done using AES such that the left child
key of key NKi is AES_ENC_128{NKi}(T1+2i) and the right child key is
AES_ENC_128{NKi}(T2+2i), see also A.7.1. Using the mechanisms as set forth in Clause A.7,
the device can derive the leaves in the following order.

NK6

D7

NK14
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o From NK2 it derives NK5 and NK®6.
— From NKS5 it derives NK11 and NK12
— From NKG6 it derives NK13 and NK14
e From NK4 it derives NK9 and NK10

The || binary operator is used to denote concatenation. The notation HMAC_SHA1{k}(s) is
used to denote the computation of HMAC, see IETF RFC 2104, keyed by the key ‘k’ over the
string ‘s’ with SHA1, see FIPS PUB 180-2:2002, as the hash function. HMAC_SHA1_128{k}(s)
is used to denote the 128 most significant bits of HMAC_SHA1{k}(s) output. The IEK is
constructed by computing HMAC_SHA1 keyed by the concatenation of the selected keys, with
the keys ordered according to their index in the Eurocrypt address (see EN 50094:1992). The
HMAC_SHA1 is computed over a salt that is defined as follows. The IEK is specific to each
encrypted SEAK or PEAK in the BCRO. The 96-bit BCI field from the BCRO asset() |structure
is used gs the salt. The BCI value from the first asset structure in a BCRO shall\be| used for
all asset$ in a BCRO structure in the case that there is more than one asset‘strudture in a
BCRO.

<salt> = BCI

IEK 3 HMAC_SHA1_128{NK8 || NK9 || NK10 || NK11 || NK12J/NK13 || NK14}(<shlt>).

NOTE 1 To exclude a device from the so-called privileged set, its key is{included in the decryption key/ If terminal
D1 and D5|are to be excluded, the rights decryption key would be constructed by computing HMAC_SHRA1_128{D1
|| D5}(<salfp). Given that terminal D1 and D5 are not able to derive4heir own keys (i.e. D1 or D5), thesp terminals
are excluded from the so-called privileged set and cannot create-the rights decryption key. See Clausdg A.7 for an
overview of the function F, ..

NOTE 2 Tlhe best (feasible) group sizes will be 256 or &12< Because of the small size of the group, the local
processing|requirements are limited on the device side, and the device needs limited resources for th¢ Fiat Naor
tree. The ferivation process will have some computational overhead but can be implemented efficiently (for
example, it]is not necessary to calculate all terminal:keys before processing them into the broadcast key).

One of the reasons to keep the groupssize small is because the security of the zero |message
broadcast encryption scheme is based on the assumption that any two devices within the
same grdqup do not share or exchange their broadcast encryption keys. This means that if two
memberg of a group hack their terminal and merge their subscriber group key set, they would
be capalle of a collusion attack which would enable them to decrypt any messageg that are
addressed to a subset of this'group — even the ones for which they are not authorizel. The RI
would bg forced to re-register the complete group (distributed over a number of groups to
perform some sort of ‘a stepwise refinement scheme to identify the culprits). Howeyer, when
the group sizes are“small enough (i.e. 256 or 512), collusion is not a big threat.

This schemesimproves upon the current practice of relying purely on tamper-resisfance, as

breaking| the tamper-resistance of a single device is not sufficient to obtain cess to
unauthorwwmmmwwww&bers of

the same group is required. Even when the keys have been acquired, these keys need to be
distributed to another device, which is by no means trivial. Above that a distribution might be
also be traceable.

In order to make the probability of such collusion attacks negligible, the following criteria
should be followed when assigning devices to broadcast encryption groups.

a) Devices owned by the same user are not assigned to the same group.

b) Each device is assigned to a group randomly.

It is the responsibility of the Rl to make available and manage an appropriate number of

groups. When the number of groups is in the order of thousands, collusion attacks become
costly and impractical.
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6 Traffic layer

6.1 General

In this clause, the traffic layer is specified. The traffic layer is layer 1 of the four-layer model
(see 5.4) used in the protection functionality specified by this standard. The specific use of
the traffic layer for the individual supported systems is further specified in 13.2, 14.2, 15.3

and 16.2

For protection of media streams on the traffic layer, either IPsec, SRTP, ISMACryp or MPEG2
TS CRYPT shall be used, as defined in detail in this clause. Furthermore, this clause explains
how to use these protection methods together with the other layers defined in this standard.

Specific normative prescriptions for the cipher choice ;\pply for each of the covered hroadcast
applicatigns, as specified in Clauses 13, 14, 15 and 16.

6.2 IPsec

6.2.1 General

The broddcast network may use IPsec, see IETF RFC 4301, to protect broadcast

see Clau

The IPselc implementation in the device shall be such that it does not interfere with t

of IPsec
and sec
interoper

An IPsec

e selec

port gnd destination port);

e SPI;

e destination |IP address;

e securjty protocol, security protocol mode and security protocol parameters;

e algori

e key material.

An |IPsec

ses 13 and 16.

irity association (SA) look-ups shall be implemented in such a way {
ate with existing IPsec implementations.

SA consists of a tuple of the following,parameters:

ors (IP protocol version, source IPzaddress, destination IP address, protocd

thms and algorithm \parameters;

SA shall.be-uniquely identified by a destination IP address and SPI pair.

services;

Ne usage

for other applications. This implies that the secufity: parameter index (SPI) allocation

hat they

|, source
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Figure 17 shows the different objects and elements involved in instantiating IPsec security
associations.

Rights |:> Rights management layer
object

Encrypted Decrypted
fields fields
from KSM from KSM

Key stream |:> Key stream layer
message

Security Security
association | ----- association
1 N

IPsec

Figure 17 ~1Psec security association elements

The instgntiation of security associations is performed by the key stream layer and|is driven
by key stream messages._and rights objects. When a key stream message is received, the key
stream lgyer extracts-ihe encrypted fields from that message. The key stream pasdes these
and othef relevaptifields to the rights management layer. For each rights object storjed in the
device, the rights-management layer determines whether that rights object would be able to
decrypt the fi€lds in the key stream message. If the rights layer finds a suitable rights object,
it decrypls<these fields using the appropriate rights management system and righ{s object.
The decrypted—tields—are—providedbacktothekeystreamtayer—which—based—en the key
stream message and the decrypted fields — instantiates a set of security associations. If the
rights management layer does not find a suitable rights object, the key stream message
should be silently dropped.

6.2.2 Selectors

Selectors are provided by the KSL. The selectors may contain wildcards, ranges or point
values, but all the other parameters shall be exactly defined. All address selectors shall be
point values and the destination address selector shall match the destination IP address of
the SA.

6.2.3 Encapsulation protocol and mode

If IPsec is used for traffic encryption, the protocol and mode shall be ESP in transport mode,
according to IETF RFC 4301 and IETF RFC 2406. Other IPsec encapsulation protocols or
modes shall not be used.
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6.2.4 Encryption algorithm

The encryption algorithm for IPsec ESP shall be AES-128-CBC with explicit IV in each IP
packet, as defined in IETF RFC 2451 and IETF RFC 3602. Other encryption algorithms, key
sizes or chaining modes shall not be used.

6.2.5 Authentication algorithm

The authentication algorithm for IPsec ESP shall be HMAC-SHA-1-96, as defined in IETF
RFC 2104 and IETF RFC 2404. Other authentication algorithms or truncations shall not be
used.

The system may use authentication. If no authentication is desired, the NULL authentication
algorithml shall be specified. In this case, replay protection shall not be performgd by the
device.

6.2.6 Becurity association management

The KSL defines how often the transport layer keys are re-keyed. (This sets the [following
requirements.

e The TEK provided by KSL shall be used as the key for the ESRencryption.

e The tfaffic authentication key (TAK) provided by the KSL shall be used as the kgy for the
ESP [nessage authentication code (MAC) if authentication is used.

e The IPsec implementation shall be able to manage*SAs relating to the KSL sgparately
from [those managed manually or by any other\protocol such as IKE. This implies the
ability to identify whether an SA relates to the KSL.

e SAs felating to KSL shall be prioritised lower than those SAs that have a locally defined
policy or a policy that is provided by a trustworthy party.

e SAs felating to KSL are simplex and shall be applied only to inbound traffit on the
recipient side.

The re-keying of existing SAs by\the KSL should be managed on a resource bas|s by the
IPsec layler according to the following recommendations.

e The [Psec implementation should be able to keep alive at least the two mos{ recently
instantiated IPsec SAs for a particular set of selectors.

e The |Psec implémentation should provide a least-recently-instantiated mechgnism for
clean|ng up SAS.as resources reserved for IPsec SAs are exhausted.

e The npumbér—of IPsec SAs required to exhaust the resources such that the [clean-up
mechpnisivis triggered should be 3 per service key per set of IP selectors.

o A device—shoutd—be—=abte—to |c-;\cy arTy SA—atteast—for eveTy 20—received—ESP packets
without a significant loss in performance. This re-key consists of installing a new SA with a
defined set of selectors, and possibly, eliminating an old SA with an equal set of selectors.
Both SAs in this case are managed by the KSL.

A broadcaster is not recommended to re-key existing SAs for every 20 packets, as the
amount of traffic one can place in 20 packets varies heavily with the maximum packet size.
The impact on the device in terms of time is also hard to estimate, as the timing between
packets may be significantly altered in a broadcasting environment. Therefore, a
broadcaster shall not re-key an IPsec SA more often than every 2 s at the point of sending
the messages through KSL.

6.3 ISMACryp
6.3.1 Streamed content

Streamed content may be encrypted and carried over RTP as specified in ISMA Encryption
and Authentication (refer to ISMACryp 2.0); see Clauses 13 and 16.
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The ISMACrypSalt parameter shall be used to signal the ISMACryp salt in the attributes of
each encrypted media streams.

The default ISMACryp cipher, mode and configuration, AES-128-CTR, as defined in
ISMACryp 2.0, shall be used.

An ISMACryp broadcast implementation shall change the key over time, but no faster than
once per second for each encrypted stream.

The length of the key indicator shall be greater than or equal to 1 byte.

6.3.2 Downloadable audio/visual content (stored in MP4 files)

This subflause applies to the use of a broadcast system for the distribution (dowhload) of
protected files containing, for example, audio/visual content, instead of to the{ransnission of
a broadcast stream. The difference between streaming and file download is explained below.

e A brdadcast stream can be rendered by a device irrespective of the/point in the stream
from which the device starts receiving it.

e A deyice can only start to render a file if it has received at I€ast the first part of that file
(progfessive download) or potentially even only after it¢has received that gntire file
(download). How much of the file needs to be received before the device fan start
renddring depends on the distribution of information within the file.

Encryptign of downloadable audio/visual content, when stored in an ISO base media file
format file (MP4 file, see ISO/IEC 14496-12:2005)¢may be performed as specified| in ISMA
Encryptign and Authentication, see ISMACryp 2.0.

The default ISMACryp cipher, mode andi‘configuration, AES-128-CTR, as dgfined in
ISMACryp 2.0, shall be used.

The ISMACrypSaltBox box shalll_be used to signal the ISMACryp salt| in the
SchemelpformationBox of each encrypted media stream.

An ISMAICryp broadcast implementation shall change the key over time, but no fajster than
once per|second for each(encrypted stream.

To suppdrt a SimulCrypt approach, see ETSI TS 103 197, the SchemelnformationBok of each
encrypted media_ streéam may contain multiple occurrences of the ISMAKMSBox, one| for each
KMS.
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6.3.3 Use of ISMACryp with the rights management and key stream layers

Figure 18 shows how ISMACryp is used with the rights management and key stream layers.

Rights ::> Rights management layer
object

Encrypted Decrypted
fields fields
frorm KS from kS

Key stream |::> Key stream layer
message

L

ISMACrypKey,
ISMACrypKeylndicator

ISMACrypSalt i> ISMACryp

Figure 18 — ISMACryp Key Management

When ISMACryp is’used, the key stream message carries encrypted ISMACrypKey in the
traffic ke¢y material field, and ISMACrypKeylndicator, which is used to assog¢iate the
ISMACrypKey-with a particular access unit of the content stream. Given a key stream
message| the”key stream layer extracts the encrypted fields from that messgge. The
encrypted fields are sent to the rights management layer for decryption. If the rights
management layer finds a suitable rights object, it decrypts the fields using the appropriate
rights management system and rights object. The decrypted ISMACrypKey is sent along with
the ISMACrypKeylndicator to the ISMACryp content decrypter. When an access unit with a
matching ISMACrypKeylndicator is received, the ISMACryp decrypter uses the ISMACrypKey
to decrypt the content. The ISMACrypSalt parameter is signalled in the SDP attributes; see
IETF RFC 2327 of the stream. If the rights management layer does not find a suitable rights
object, then the key stream message should be silently dropped.

6.4 SRTP
6.4.1 General

The broadcast network may use SRTP, see IETF RFC 3711, to protect broadcast services;
see Clauses 13 and 16.
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An SRTP session is defined as the cryptographic context for an RTP session. The
cryptographic context for SRTP, when used for service protection, consists of the following
elements:

roll-over counter (ROC);

receiving sequence number;

cipher and mode definition;

message authentication code (MAC) method definition;
list of received packets;

array of master keys (MKs);

mastgrkeymdicator (MK -mdicatorbit;

length of the MKI field;

value|of currently active MKI;

array|of counters of processed packets for each master key;
length of encryption and authentication keys;

master salt;

contekt id.

A cryptographic context is uniquely identified by its context'id. The context id consi
synchronjzation sources, destination network address and destination transport port pumber.

Figure 19 shows the different objects and elements involved in building SRTP cryp

context.

bts of the

ographic
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Rights :{> Rights management layer
object
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fields fields
from KSM from KSM

Key stream |:{> Key stream layer
message

<

Cryptographic
context

L

SRTP

Figure 19 — SRTP cryptographic context management

As with IPsec security associations, the instantiation of a cryptographic context is performed
by the key stream layer and is driven by key stream messages and rights objec{s. A key
stream message includes parameters that are specific to the selected content ehcryption
layer. In the case of SRFR,/a key stream message includes an MKI (master key indgx) that is
necessary to identify,an’ SRTP cryptographic context. The SRTP ROC (roll-overrcounter)
values fgr each component stream are communicated in the integrity transform |of SRTP
packets in order te‘keep track of how many times each RTP sequence number has|wrapped
around. This is“required for keeping receivers synchronized with the current SRTP| session.
Becausel|it is_possible that a received ROC value is already out of date by the time that a
receiver |starts decrypting packets, there is additional information provided in t
packets i j i
algorithm.

Just as it is the case with IPsec, an encrypted traffic key is extracted from a key stream
message and is passed to the rights management layer for decryption. If the rights
management layer finds a valid rights object for this traffic key, it will be decrypted and
converted to an SRTP master key. The SRTP content decryption layer then creates an SRTP
session with decryption and (optionally) authentication keys that are derived from the master
key as required by SRTP. If the rights management layer does not find a suitable rights object,
then the key stream message should be silently dropped.

6.4.2 Key management

The SRTP application shall use the MKI value for looking up decryption keys. This means that
a cryptographic context shall have the MKI indicator bit set to 1. The <From, To> value
method of key lookup shall not be used.
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The master salt shall not be used.
The TEKs provided by the KSL shall be used as the SRTP MK.

The key derivation rate shall be 0. Exactly one SRTP session encryption key shall be derived
from one MK. If SRTP authentication is enabled, exactly one SRTP session authentication key
shall be derived from one MK.

The KSL shall provide and update the cryptographic contexts to the SRTP implementation
(excluding the ROC). Some fields are initialized and/or managed internally within the SRTP
implementation, such as the list of received packets used in replay protection, receiving
sequence number, and the ROC.

The ROC value is included in the plaintext over which a MAC is computed (:Lssuming
authentidation is used). The ROC value is included in the (implicit) IV forythe AES-CTR
encryptidn, and therefore the ROC is needed to encrypt/decrypt a packet.

The Senfer's ROC shall be transferred in every R-th packet according-to IETF RFC 4771,
where R |s a configurable parameter that is signalled out of band apd shall be greatgr than 0.
See 13.6|2 for the out-of-band signalling.

Because|the SRTP key-derivation rate is not used and the,<From, To> values areg| also not
used, thg SRTP crypto context will be re-keyed by the KSL* The SRTP implementafion shall
be able fo handle installing a new crypto context every/20 packets. An SRTP broadcasting
implementation shall not require an install or an update of a new crypto context more than
once a sg¢cond for a single SRTP context id, at the point of sending the messages thfough the
KSL.

6.4.3 Fncryption algorithm

The encryption algorithm for SRTP packets shall be AES-128-CTR, as defined in IETF RFC
3711. Other encryption algorithms, key sizes or chaining modes shall not be used.

6.4.4 Authentication algorithm

The authentication algorithm for SRTP shall be as defined in IETF RFC 4771, iased on
HMAC-SHA-1-80 as defined in IETF RFC 2104 and IETF RFC 3711. Other authgntication
algorithms or truncations shall not be used.

IETF RFC 4771-defines two versions of a roll over counter carrying (RCC) transform, both of
which refuire authentication of those packets containing the sender's ROC. The hroadcast
system
authentidation-is—de = S
4771, Clause 3). In th|s case, also replay protectlon shall not be performed by the deV|ce

The version of RCC transform used is a configurable parameter that is signalled out of band.
See 13.6.2 for the out-of-band signalling.

6.5 MPEG2TS crypt
6.5.1 General

Figure 20 shows the different objects and elements involved in building MPEG2 transport
stream cryptographic context for MPEG2 TS CRYPT.
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Figure 20 —- MPEG2 transport stream cryptographic context management

The deciyption of a content key shall be performed by the key stream layer and| shall be
driven bl key stream ;messages and rights objects. A key stream message |includes
parametgrs that are)specific to the selected content protection method in the traffic| layer. In
the casd of MPEG2 TS CRYPT protection as specified in this standard, a key stream
message| shalldnaclude a content key, which is necessary in an MPEG2 cryptographic|context.

The folloving analogy is given to clarify the vocabulary used in this standard with the typical
vocabulary used in an MPEG2 context with DVB-CSA.

In an MPEG2 environment with DVB-CSA, there are three different credentials involved in the
(de)scrambling.

a) An ECM carries a "control word", which is used to initialize the descrambling.

b) An EMM carries a "service key", which is used to encrypt the control word for a group of
one or more users.

c) A "user key", contained in for instance a smart card, which is used to encrypt the service
key.

In an MPEG2 environment with DVB-CSA the decryption in a device consists of recovering
the service key from the EMM and the user key. The service key is then used to decrypt the
ECM in order to recover the control word. Loading the "control word" into the odd and/or even
registers starts the initialization process of the descrambler.
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In this standard, descrambling of scrambled AV content carried over a MPEG2 TS is
supported in the following way. The decryption in a device consists of recovering the "service"
(or programme) key from the RO and the "user key" from the registration data. The service or
programme key is then used to decrypt the KSM in order to recover the "control word"
allowing the initialization of the descrambler.

a) The "user key" is carried by the registration data, which is protected by the device private

key.

b) The RO carries the "service" (or programme) key.

c) The KSM carries the key material, being in this DVB-CSA analogy the "control word".

The "control word" for the descrambler is called content key in this standard. The content key

can be a

DV/B-CSA, l(ny ora nI:Q’ QnFQ’ AES or M2 I(ny

The scra
stream g

6.5.2

To prote

stream (a.k.a. TS). In this case, scrambling takes place after mulliplexing the paylo

transport
audio an

called tht"descrambler". The descrambler knows when t‘thas to descramble or not b

at the tra

mbling method used for AV content carried in an MPEG2 TS shall be gither
vel scrambling or PES level scrambling.

Transport stream level scrambling
bt network broadcasts the broadcaster may "scramble" (a'k.a. encrypt) the

packet. The receiving device will have to "descramblet\(a.k.a. decrypt) the ]
d/or video and/or data parts can be consumed. Thi§/is done with a piece of

sport stream control (a.k.a. TSC) bits in the TS{packet as defined in Table

Table 3 — Definition of transport;,scrambling_control bits

transport

transport
hd of the
'S so the
hardware
y looking
B.

Transplrt stream control bits Description
00 No descrambling
01 Scrambling with the DEFAULT content key
10 Sc¢rambling by the EVEN content key
11 Scrambling by the ODD content key

Limitatiops to TS level scrambling will adhere to ISO/IEC 13818-1.

6.5.3 PES level scrambling
Instead pf scrambling all the content at the TS level, one or more of the packetized
elementdqry streams (a.k.a. PES) may be scrambled. In this case, scrambling generally takes
place at [the (source, before multiplexing. The descrambler knows whether to descrpmble or
not by lopkKirdg at the 2-bit PES scrambling control field in the PES packet header as defined in
Table 4.
Table 4 — Definition of pes_scrambling_control field bits
PES_scrambling control field Description

00 No descrambling

01 No descrambling

10 Scrambling by the EVEN content key

11 Scrambling by the ODD content key

Limitations to PES level scrambling will adhere to ISO/IEC 13818-1.
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Descrambling MPEG2 content

An encrypted traffic key is extracted from a key stream message and is passed to the rights
management layer for decryption. If the rights management layer finds a valid rights object for
this traffic key, it will be decrypted and converted to a content key. If the rights management
layer does not find a suitable rights object, then the key stream message should be silently

dropped.

Independent of TS or PES level descrambling, the descrambler shall use content keys for
descrambling scrambled (TS or PES) packets.

MPEG-2 transport stream packets consist of a 4- byte header and a 184 byte data field. The

data field

the size ¢f the adaptatlon field, the length of the payload varies between 1 byte and\]
If TS levg

The MPE
length P
carrying

There ar
see also

[ ]
they
is in
the s
s). Tk
expir

can FI

Dual-
can g
upda

e
identi‘l‘ied as the odd and evgn key register. The TSC bit in the TS packet indic

descr
the T

ES packet data block that follows the header bytes. The PES, packet datg

Singl¢

| scrambling is used, only the payload of the transport stream packet is-Sera

G2 PES packet consists of a PES header indicating among other things 3

he payload. If PES level scrambling is used, only the payload;is/scrambled.

b two possible descrambler implementations: single-key.and dual-key desc
Figure 21.

-key descramblers have one register to store a. descrambler key. To chang
have to overwrite the key in the register. This cannot be done when the deg
he middle of descrambling a packet. Therefore, the broadcaster usually
crambled transmission by transmitting packets in the clear a short interval
e descrambler’s register is then updated’with the new key. After the clea
s, the broadcaster sends TS packet_that are scrambled with the new key. T
peat itself endlessly.

key descramblers have two registers so they can store two keys: the firs
ontain the key the descrambler is currently using and the second regist

nding on
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Figure 21 — Single-key versus dual-key TS over time

signals if the delivered traffic key is "odd" or "even"
r, Table 5 applies.

. Because of the aforementioned
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Table 5 — Descrambling possibility matrix

Single-key descrambler

Dual-key descrambler

Single-key TS

De facto

Possible?

Dual-key TS

b

Impossible

De facto

@8 TSC bits in single key TS will be stationary odd or even. The following two solutions are possible:

a) detect TSC status and put key in correct register; or

b) put the existing key in both the odd and even register at the same time.

b There is no second in the clear in dual-key TS to change the key.

6.5.5

For MPE

Supported ciphers

52 TS Crypt, this standard supports the ciphers listed in Table 6.

Table 6 — Supported ciphers for MPEG2 TS Crypt

Cipher Mandatory / optional Reference
DVB-CSA \ith 64-bit key Mandatory?@ ETSI ETR 289
DES Optional @ FIPS PUB 46-351999, FIPS PUB 81:1980
3DES-168 Optional @ FIPS PUB 46-3:1999, FIPS PUB 81:1980
3DES-112 Optional @ FIPS PUB 46-3:1999, FIPS PUB 81:1980
3DES-56 Optional @ FIRS/PUB 46-3:1999, FIPS PUB 81:1980

AES with 1p8-bit key

Mandatory @

FIPS PUB 197:2001

M2 with 64}bit key Optional @

a8 A Devife implementing "MPEG2 TS Crypt"

e shall implement the DVB-CSA as well asthe AES-128 cipher; the other ciphers as indicated in Table 6 may be
implenjented,

e shall sppport the interpretation all values of the content_key_index field in the KSM (see 7.2).

NOTE 1 I{ is out of the scope/of this standard how the Rl would get knowledge of the device capabilities. Such
issues maylbe sorted outcbetween the Rl and ROT based on the UDN.

NOTE 2 Tlhere are differences in bit and byte numbering used in MPEG (see ISO/IEC 13818-1) on thé¢ one hand
and the ong¢ used<in:thie specification of DES and 3DES (see FIPS PUB 46-3:1999) on the other hand. How to map
the one numbering;system to the other is defined in ATSC Doc. A/70A:2004, Annex A.

6.5.6 Key management

Under MPEG2 TS crypt, several ciphers can be used, such as DVB-CSA, DES, 3DES, AES or
M2. Irrespective of the cipher used the odd_even_flag shall be in line with the bits of the
transport_scrambling_control bits (see 6.5.2) or the pes_scrambling_control bits (see 6.5.3)
Using Table 5, the device will decide how to handle encrypted_traffic_key material and
next_encrypted_traffic_key material in odd and/or even registers.

The content_key_index field in the key stream message indicates which cipher is used. The
list below specifies some cipher dependent functionality.

e All ciphers

The odd_even_ flag in the key stream message will indicate if the
encrypted_traffic_key_material field will contain a content key for the odd or even register.
The use of odd and even is explained in 6.5.2 and 6.5.3. Shortly before the traffic key
lifetime expires, the KSM will include the field next_encrypted_traffic_key material to
allow the device to prepare for the key change.
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NOTE Although odd/even functionality is in practice not used for other ciphers than DVB-CSA, this standard
supports this functionality for all ciphers.

DES, 3DES, AES

DES, 3DES and AES can be used in ECB or CBC mode. In ECB mode, there is no IV. In
CBC mode, the KSM shall include an IV. Switching from one key and IV to another is done
when the traffic key lifetime expires. Shortly before the traffic key lifetime expires, the
KSM will include the field next_encrypted_traffic_key material and the field
next_initialisation_vector to allow the device to prepare for the key change. The
termination block handling is specified in ANSI/SCTE 52:2008 and shall be applied when

the la

7 Key

st content block to be encrypted is smaller than the cipher block size.

stream layer

71 GJneraI

In this cl
layer mo
specific U
13.3, 14.

The key
together

huse, the key stream layer is specified. The key stream layer is layer’2 of
del (see 5.4) used in the protection functionality specified by ‘this stand
se of the key stream layer for the individual supported systems)is further sp
B, 15.4 and 16.3.

stream layer is made up of key stream messages, which\shall be distributed
with the protected media streams.

7.2 Format of the key stream message (KSM)

7.21

The form

Format

pat of the key stream message is specified in Table 7.

the four-
ard. The
ecified in
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Table 7 — Format of key stream message

Field Length Type
key_stream_message() {
selectors_and_flags {
protocol_version 4 uimsbf
reserved_for_future_use 3 bslbf
access_criteria_flag 1 uimsbf
traffic_protection_protocol 3 uimsbf
traffic_authentication_flag 1 uimsbf
ngxt_traffic_key_flag 1 uimsbf
timestamp_flag 1 uimsbf
programme_flag 1 uimsbf
sgrvice_flag 1 uimsbf
}
if (traffic_protection_protocol == KSM_ALGO_IPSEC) {
sgcurity_parameter_index 32 uimsbf
if (next_traffic_key_flag == KSM_FLAG_TRUE ) {
next_security_parameter_index 32 uimsbf
}
}
if (traffic_protection_protocol == KSM_ALGO_SRTP) ¥
mpster_key_index_length 8 uimsbf
mpster_key_index 8*master_key_index_length | uimsbf
reserved_for_future_use 7 bslIbf
mpster_salt_flag 1 uimsbf
}
if (traffic_protection_protocolte=5"KSM_ALGO_ISMACRYP){
kgqy_indicator_length 8 uimsbf
kgqy_indicator 8*key_indicator_length bslIbf

f (next_traffie.key flag == KSM_FLAG_TRUE) {

key_‘indicator 8*key_indicator_length bslIbf

}

}

if (traffic_protection_protocol == KSM_ALGO_MPEG2_TS_CRYPT) {
content_key_index 4 uimsbf
odd_even_flag 1 bslbf
cipher mode 3 uimsbf
reserved_for_future_use 8 bslbf

if (cipher_mode == 0x1) {

initial_vector_length 8 uimsbf

initial_vector 8 * initial_vector_length bslbf

if (next_traffic_key_flag == KSM_FLAG_TRUE){

next_initial_vector 8 * initial_vector_length bslbf



https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

62455 © IEC:2010(E) - 67 —
Field Length Type
}
}
encrypted_traffic_key_material_length 8 uimsbf
encrypted_traffic_key_material 8*encrypted_traffic_key_ma | bslbf
terial_length
if (next_traffic_key_flag == KSM_FLAG_TRUE) {
next_encrypted_traffic_key_material 8*encrypted_traffic_key_ma | bslbf
terial_length
}
reservpd—fer—futtro—bso 5 bslbf
traffic | key_lifetime 3 uimsbf
if (tim¢stamp_flag == KSM_FLAG_TRUE) {
timestamp 40 mjdutc
}
if (accpss_criteria_flag == KSM_FLAG_TRUE) {
regerved_for_future_use 8 bslbf
nymber_of_access_criteria_descriptors 8 uimsbf
adcess_criteria_descriptor_loop() {
access_criteria_descriptor()
}
}
if (programme_flag == KSM_FLAG_TRUE) {
programme_selectors_and_flags {
reserved_for_future_use 7 bslbf
permissions_flag 1 uimsbf
}
if (permissions_flag == KSM_FLAG_TRUE) {
permissions_category 8 uimsbf
}
if (service_flag's= KSM_FLAG_TRUE) {
encrypted’ PEK 128 bslbf
}
programme_CID_extension 32 uimsbf
programme_MAC 96 bslbf
}
if (service_flag == KSM_FLAG_TRUE) {
service_CID_extension 32 uimsbf
service_MAC 96 bslbf
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7.2.2 Descriptors for access_criteria_descriptor_loop
7.2.21 General
The format of the access_criteria_descriptor is specified in Table 8.
Table 8 — Descriptors for access_criteria_descriptor_loop
Field Length Type
tag 8 uimsbf
length 8 uimsbf
value R*Inng\‘h bslbf
The accdgss criteria descriptor loop is an extension mechanism to allow the-addition of new
access cfiteria in the future versions of this standard. The device shall ignere acceds criteria
descriptdrs that it does not support.
A single fccess criteria descriptor can carry one or more access criteria.
The accdgss criteria descriptors listed in Table 9 have been defined. They are specified in the
following|subclauses.
Table 9 — Access_criteriaxdescriptors
Access_criteria_descriptor Jag Comment
parental_rpting 0x01
. . CCl information byte; not applicable to
copy_contfol_information OxE1 IPDC over DVB-H systems
blackout_gpotbeam OxE2 Not applicable to IPDC over DVB{H systems
7.2.2.2 Parental_rating access criteria descriptor
This desgriptor represents-the parental rating of the programme. The descriptor tag for this
descriptdr is defined inTable 9. This descriptor is encoded as specified in Table 10.
Table 10 — Parental_rating access criteria descriptor
Field Length Type
rating_type 7 Ttmsbf
country_code_flag 1 uimsbf
rating_value 8 uimsbf
if (country_code_flag == KSM_FLAG_TRUE) {
number_of_country_codes 8 uimsbf
for (i = 0; i < number_of_country_codes; i++) {
country_code 16 uimsbf
}
}

The optional list of country_code(s) specifies that the rating is for a specific list of one or more
countries, which is analogous to the MPEG-7, see ISO/IEC 15938-5:2003, definition of the
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ParentalGuidanceType. Each country code is a 2-character value that shall be compliant with
ISO 3166.

The rating_type with values 0 through 8 specifies one of the content rating systems that are
defined by MPEG-7, see ISO/IEC 15938-5:2003, and the rating value is an integer with the
meaning that is dependent on the rating_type; see Table 11. The rating values for rating type
0 through 8 are exactly as they had been defined by MPEG-7; see ISO/IEC 15938-5:2003.
Rating type 9 is for the parental rating for the German system; see Table 11.

Table 11 — Parental rating values for each parental rating type

Rating
_type

Name

Description

Rating_value

N/A

ETSI EN 300 468
parental_rating_descriptor in DVB
systems

Minimum allowgble age,
encodedcas spegified in
ETSI EN 300 46 for the
field rating’ of
parental_rating_Hescriptor

apaneseAdmCommMotionPictureCo
leEthicsParentalRatingCS

Japanese Motion Picture Parental
Rating

0=G
1=PG12
2=R-15
3=R-18

4=None

CRAParentalRatingCS

Internet Content Rating Association
Parental Rating

1=Level4
2=Level3
3=Level2
4= Levell
5= LevelO

6= None

MPAAParentalRatingCS

MPAA Parental Rating

1=G
2=PG
3=PG-13
4=R
5=NC-17
6=NR

CRAParentalRatingNudityCS

Internet Content Rating Association
Parental Rating for Nudity

1=Level 4
2=Level 3
3=Level 2

4=Level 1
5=Level 0

6=None

RIAAParentalRatingCS

RIAA Parental Rating

1=Parental advisory

2=None

ICRAParentalRatingSexCS

Internet Content Rating Association
Parental Rating for Sex

1=Level 4
2=Level 3
3=Level 2
4=Level 1
5=Level 0

6=None
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Rating Name Description Rating_value
_type

7 MPAAParentalRatingTVCS MPAA Parental Rating for TV 1=TVY
2=TVY7
3=TVG
4=TVPG
5=TV14
6=TVMA

7=None

8 ICRAParentalRatingViolence 1=Level 4

Z=Lever3
3=Level 2
4=Level 1
5=kevel 0

6=None

9 SermanyF SK German Freiwillige Selbstkontrolle 1=0 (Freigegeljen ohne
der Filmwirtschaft Rating System Altersbeschrankung)

2=6 (Freigegehen ab 6
Jahren)

3=12 (Freigeggben ab 12
Jahren)

4=16 (Freigegg¢ben ab 16
Jahren)

5=18 (Keine
Jugendfreigab¢

~

7.2.2.3 Copy_control_information'access criteria descriptor
7.2.2.31 General

This desgriptor represents the-CCIl information byte to the programme or servicg. It may
optionally be used in networks that inject CCI, like the US cable. The descriptor tag for this
descriptdr is defined in Fable 9. This descriptor is encoded as specified in Table 12.

Table 42 — Copy_control_information access criteria descriptor

Copy._control_information access criteria descriptor Length Type

copy_conirdlzinformation_byte 8 bslbf

The copy_control_information_byte (a.k.a. CCl-byte) is a single byte (8-bit) field; see Table 13
and Table 14. Six of the eight bits are defined. The remaining two are reserved. The reserved
bits shall be set to zero by the network.

NOTE It is out of the scope of this standard how to translate the received CCIl value to a particular output
protection technology (for example, HDCP). The copy_control_information access criteria descriptor will apply
equally to all output protection technologies that are designed to respond to CCl. Some other output protection
technologies may implement different content protection measures that do not easily map to CCI. If it is necessary
to distinguish between different systems, the export permission in rights objects (see Clause A.21) can be used to
signal the applicable rights individually for each system.
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Table 13 — Bit assignments of copy_control_information_byte

- 71 -

Bit # 7 6 5 4 3 2 1 0
Network sets 0 0 RCT | CIT | APS1 | APSO | EMI1 | EMIO
DRM interprets as | rsvd | rsvd | RCT | CIT | APS1 | APSO | EMI1 | EMIO

Table 14 — CCI bit assignments

Short name Description

EMI Encryption mode indicator

APS Analogue protection system

CIT Constraint image trigger

RCT Redistribution control trigger
7.2.2.3.2 EMI - DIGITAL COPY CONTROL BITS
The two(least significant bits of the CCIl byte are the EMIbits. They shall con
permissigns for digital copies. The EMI bits shall be supplied to any digital output
control of copies made from those outputs. The EMI bits-are’ defined in Table 15.

7.2.2.3.3

Bits 3 an
use the
defined i

Table 15 — EMI values<and content

EMI value Digital copy permission Content type
00 Copying not restricted Not "high value"
01 No further copying is permitted High value
10 One-generation copy is permitted | High value
11 Copying is prohibited High value

APS — ANALOG PROTECTION SYSTEM

trol copy
ports for

H 2 of CCl as'shown in Table 13 are the APS bits 1 and 0 respectively. The host shall

APS bits{te- control copy protection encoding of analogue composite ol

n Table 16.

Table 16 — APS value definitions

tputs as

7.2.2.3.4

APS Description

00 Copy protection encoding off

01

AGC process on, split burst off

10

AGC process on, 2-line split burst on

11

AGC process on, 4-line split burst on

CIT — CONSTRAINED IMAGE TRIGGER

A constrained image means the visual equivalent of not more than 520 000 pixels per frame
(for example, an image with resolution of 540 vertical lines by 960 horizontal lines for a 16:9
aspect ratio). A constrained image can be output or displayed using video processing
techniques such as line doubling or sharpening to improve the perceived quality of the image.
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Bit 4 of CCl as shown in Table 13 is the CIT bit. The device shall use the CIT bit to control the
image constraint of high-definition analogue component outputs as specified in Table 17.

Table 17 — CIT values and application

CIT value Image constraint application
0 No image constraint asserted
1 Image constraint required

7.2.2.3.5 RCT - REDISTRIBUTION CONTROL TRIGGER

RCT is thsed to trigger the encryption plus non-assertion ("EPN") state in DTCP. protected
digital outputs in the DTCP licensed products.

Bit 5 of |ICCI as shown in Table 13 is the RCT bit. The device shall us€)the RCT bit as
specified| in Table 18 to trigger redistribution control on controlled content when [the RCT
value is $et to a value of one (1) in combination with the EMI bits settola value of Zero, zero
(0,0), whiich signals the need for redistribution control to be asserted”on controlled content
without the need to assert numeric copy control.

Table 18 — RCT values and application

RCT value Redistribution control application
0 No redistribution, control asserted
1 Redistribution’control required

7.2.2.4 Blackout_spotbeam access_criteria_descriptor
7.2.2.41 General

This desgriptor represents the black-out and/or spot beam to the programme or seryice. This
descriptdr may be used in networks that use black-out-spotbeam to limit access for|a variety
of reasorjs, for example, ontgeographical grounds.

The selglctive distribution of rights objects can be used to have fine-grained control over
access. lHowever, the\blackout _spotbeam access_criteria_descriptor offers a mecharnism that,
depending on the situation, may achieve the same while using less bandwidth.

When uding-the black-out-spot-beam mechanism, devices are equipped during repistration
with a CGE{customer group filter see 932 7 2) The bits in the CGF represent whether a
device belongs to certain categories or not. The definition of these categories is outside the
scope of this standard. Some examples are given in Clause B.9.

Furthermore, when using the black-out-spot-beam mechanism, the KSM may contain
blackout_spotbeam access_criteria_descriptors, which in turn contain a black-out-spot-beam
mask (bosb_mask). Subclause 7.2.2.4.3 defines the rules for denying access using the black-
out-spot-beam mechanism.

When using the blackout_spotbeam descriptor, the COC (in call centre and/or in information
in the purchase data) shall take care to avoid that customers purchase and pay for events
where the end effect will be "no access".
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7.2.2.4.2

- 73—

Syntax and field definition of the blackout_spotbeam

access_criteria_descriptor

The descriptor tag for this descriptor is defined in Table 9. This descriptor is encoded as

specified in Table 19.

Table 19 — Blackout_spotbeam access criteria descriptor

Field

Length

Type

bosb_masklength

6

uimsbf

offset

6

uimsbf

operator

3

bslbf

invert_f

ag 1 b

51bf

bosb_m|

ask bosb_masklength * 8 b

51bf

bosb_m

access criteria descriptor. The value of this field times 8 defines how-many black-g
beam items are addressed (see 7.2.2.4.3 for the rules). The value 'of this field shall
to the lehgth of the CGF from the keyset (see 9.3.2.7.2). The\Vvalue of this field

greater t

NOTE Ch
standard. 1
and is, the|
network wif
a terrestria
avoid repa

offset —
bosb _mal
(right sid
‘left’ part
‘left’ and
7.2.2.4.3
situations

operator
7.2.2.4.3

sklength — This field represents the length in bytes of the bosb, mask carri

an zero.

bosing the length of the masks is the responsibility of the hetwork operator and is out of sc
he granularity of a black-out/spot beam may differ injerrestrial, cable or satellite network
refore, a trade-off between payload overhead and limitations in expression. For example,
h a black-out-spot-beam model based on regions and\Cities might require a larger mask than
network. The length of a complete KSM should-not exceed 255 bytes in a SimulCrypt envi
kaging before the SCS component.

This field indicates the border:.inv between the ‘left’ and the ‘right’ pa
sk. The offset field represents_the offset in bytes from the least significan
b) of the bosb_mask field that\indicates the end of the ‘right’ part and the st
of the bit mask. For exampte, offset 0x01 will indicate that the offset bet
the ‘right’ part is located.between the right-most and one but right-most |
for the rules of using.this field and to Clause B.9 for examples. Table 20 dg
in which this field_.has an effect.

— This field indicates the operator that has to be applied; see Table
for the rules:of using this field and Clause B.9 for examples.

Table 20 — Operator field values and their meaning

ed in this
ut- spot-
be equal
shall be

pe for this
conditions
a satellite
the one for
ronment to

rt of the
bit side
art of the
wveen the
yte. See
fines the

20. See

Operjator

Offsetffield

field value

0

BOSB_OR

OR of all bit-wise matches, whose result
is equal to OR of left and right part match

Value is
don’t care

1

BOSB_AND

AND left and right part match

Value is used

2

BOSB_LEFT_OVER_RIGHT

Precedence of left part match over right
part match

Value is used

BOSB_RIGHT_OVER_LEFT

Precedence of right part match over left
part match

Value is used

4-7

Reserved for future use

invert_flag — This 1-bit flag indicates whether the black-out-spot-beam output shall be

inverted or not. See 7.2.2.4.3 for the rules of using this flag and Clause B.9 for examples.
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bosb_mask — This field represents the mask to signal that devices are touched by a black-out
or a spot beam. The bosb_mask is encoded as bit mask where any 0 means ‘black-out’ and
any 1 mean ‘spotbeam’. The bosb_mask can be divided into a ‘left’ part and a ‘right’ part, see
the definition of the offset field above. See 7.2.2.4.3 for the rules of using the bosb_mask and

Clause B

7.2.2.4.3

.9 for examples.

Black-out-spot-beam access rules

The black-out-spot-beam mechanism by itself cannot give access to a service or programme.
It can yield "bosb_access_denied" and "bosb_access allowed". The outcome of the black-out-
spot-beam mechanism is then used according to the precedence rules; see Clause A.20.

There s

all not be more than one blackout spotbeam access criteria descriptor p

esent in

each KS
next KS
consump
until the

The follo

// The ou
// bosb_o

// When n
if (bosb |

else { //
// Cons
bosb ma|

M. The effect of the blackout _spotbeam access criteria descriptor is valid
M. If there is no blackout _spotbeam access criteria descriptor in-/a. K
fion of the service or programme is not limited by the blackout_spotbéam m
next KSM.

ving rules define the outcome of the black-out-spot-beam mecChahism.

tput of the blackout spotbeam mecahnism is stored in the jarfable bosb out.
Lt can have the value ‘bosb_access_denied’ or ‘bosb_acgesg¥allowed’

b CFG, so not registered, but KSM contains bosbimask'é deny access.
ask in KSM && no CGF in registration data) { bosShlout = bosb_access_denied

Both bosb_mask and CGF are present =» match bosb mask with CGF
cruct right and left parts
sk r = bosb mask << (bosb masklength - offset)*8;

until the
(SM, the
pchanism

CGF_r = CGF << (bosb _masklength - offset) *8;
// bosbl mask_r and CGF_r will become 0 when ofifset is equal to 0
bosb mapk 1 = bosb mask >> offset*8;
CGF 1 = CGF >> offset*8;
if (opefrator==BOSB LEFT OVER RIGHT) {\// Left part has precedence
if (CBF_1==0) { // Device is not-wart of any category in CGF 1 = use right parts
if |( (bosb mask r & CGF r) IMN\9) { output = match; }
elsp { output = no_match; }
}
else [{ // Use left parts. fer matching
if |( (bosb mask 1 & (CGF 1) != 0) { output = match; }
elsp { output = no_match; }
}
}
else if| (operatiorF=BOSB RIGHT OVER LEFT) { // Right part has precedence
if (CBF_r==@9»{ // Device is not part of any category in CGF r = use left parts
if |( (Posb'mask 1 & CGF 1) != 0) { output = match; }
elsp { output = no_match; }
}
else { // Use right parts for matching
if ( (bosb mask r & CGF r) != 0) { output = match; }
else { output = no_match; }
}
}
else if (operator==BOSB_OR) { // OR operation
if ( (bosb mask & CGF) != 0) { output = match; }
else { output = no_match; }
}
else if (operator==BOSB _AND) { // AND left and right part match
if (((bosb mask 1 & CGF_1) != 0) &&
((bosb_mask r & CGF_r) != 0)) { output = match; }
else { output = no match; }
}
else { output = no match; }

// Rpply invert flag

if
else if

( (invert flag==0) && (output== match) ) { bosb_out = bosb access_allowed;

( (invert flag==0) && (output==no match) ) { bosb out = bosb_access denied;

i}

}
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else if ( (invert flag==1) && (output== match) ) { bosb out
else { bosb_out

}

bosb_access_denied; }
bosb_access_allowed; }

7.2.3 Constants

Table 21 specifies the constants used in the key stream message.

Table 21 — Constants in key stream message

Name Value
KSM—ALGORSEC o
KSM_ALGO_SRTP 1
KSM_ALGO_ISMACRYP 2
KSM_ALGO_MPEG2_TS_CRYPT 7
KSM_FLAG_FALSE 0
KSM_FLAG_TRUE 1
KSM_FLAG_EVEN [0}
KSM_FLAG_ODD 1

7.2.4 Coding and semantics of attributes

protocol| version — This parameter indicates the protocol version of this key stream message.
The devife shall ignore messages that have axprotocol_version number it does nof| support.
The valug of the protocol_version of this message shall be set to 0x1 (i.e. the originall format).

If this pafameter is set to 0x1, the format specified in this version of the standard i$ used. If
this pargmeter is set to anything other than 0x1, the format is beyond the scope of this
version of this standard.

reserved_for_future_use —«These bits are reserved for future use and shall be s¢t to 0 in
systems pccording to thisersion of this standard.

traffic_pfrotection_protocol — Defines the protocol used for the encryption and| optional
authentidation of traffic:

KSM_|ALGOCIPSEC = IPsec ESP (transport mode; encryption: AES-128-CBC [key length
128]; [authentication: HMAC-SHA1-96 [key length 160] or NULL);

KSM_L = —458-

HMAC-SHA1-80 [key length 160] or NULi_);

KSM_ALGO_ISMACRYP = ISMACryp (encryption: AES-128-CTR [key length 128];
authentication is not used);
KSM_ALGO_MPEG2_TS_CRYPT = DVB-CSA encryption or any other encryption

algorithm listed in this subclause in the specification of the content_key_index field;
authentication is not used;

ntication:

other values = reserved for future use.
Whether or not authentication is used depends on <traffic_authentication_flag>.

traffic_authentication_flag — Defines whether or not the traffic is authenticated:

KSM_FLAG_FALSE = traffic authentication is not used;

KSM_FLAG_TRUE = traffic authentication is used, and the algorithm depends on
<traffic_protection_protocol>.
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next_traffic_key_flag — indicates whether or not the key stream message contains the next
traffic key material:

KSM_FLAG_FALSE = the key stream message contains only the current traffic key
material;

KSM_FLAG_TRUE = the key stream message contains both the current and the next
traffic key material.

The next traffic key material shall be included at least 1 s (2 s if traffic_protection_protocol ==
KSM_ALGO_MPEG2_TS_CRYPT) before it becomes current. This is to enable the devices to
process the traffic key material and put the necessary security associations in place before
the media packets start arriving that are encrypted with the next traffic encryption key.

The next|traffic key material shall not be included earlier than 1 min before it becomgs current.
This is tp limit the effect on pay-per-view enforcement that is caused by sending|the next
traffic key material, encrypted with the encryption key of a programme that may end before
the next jraffic key becomes current, to maximally 1 min.

The aboye times shall be relative to the moment of transmission of theZkey stream mg¢ssages.

timestamp_flag — Indicates whether or not the key stream message contains a timestamp:

KSM |FLAG_FALSE = the key stream message does not contain a timestamp;
KSM |FLAG_TRUE = the key stream message contajns a timestamp.

programme_flag — Indicates whether or not the programme key layer is present in the key
stream nessage:

KSM |FLAG_FALSE = the programme key layer is not present, i.e. the| optional
programme key layer is not used for the @ervice;
KSM |FLAG_TRUE = the programme key layer is present, i.e. the optional prpbgramme
key Igyer is used for the service.

<programpme_flag> and <service—flag> shall not both be 0. All other combinations ar¢ allowed,
indicating that either or both of.the key layers are present.

service_flag - Indicates.whether or not the service block is present in the kel stream
message

KSM |FLAG_FALSE = the service key layer is not present, i.e. the optional sefvice key
layer [is not_used for the service;

KSM |FLAG TRUE = the service key layer is present, i.e. the optional service key layer
is usgd\fer the service.

<programme_flag> and <service_flag> shall not both be 0. All other combinations are allowed,
indicating that either or both of the key layers are present.

security_parameter_index — Provides the link to the IPsec ESP header:

Upon reception of a protected IP packet, the device shall use the security parameter index
(SPI) to identify (look up) the correct security association and thereby find the decryption and
authentication keys to be used for the received IPsec ESP packet. The SPI value shall be in
the range 0x00000100 — OxFFFFFFFF. An incoming ESP packet containing the SPI value
specified in this field shall use the key material provided in the encrypted traffic key material
field as key material for the decryption operation.
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next_security_parameter_index — Provides the link to the IPsec ESP header:

This field is present in the packet only if next traffic key flag is set to true. This field then
contains the IPsec SPI value corresponding to the next_encrypted traffic key material field.
The value of the SPI shall be in the range 0x00000100 — OxFFFFFFFF. An incoming ESP
packet containing the SPI value specified in this field shall use the key material provided in
the next encrypted traffic key material field as key material for the decryption operation.

master_key_index_length — Provides the length of the master_key_index field.

This field gives the length of the master_key_index field in bytes.

master_

Upon recgeption of a protected RTP packet, the device shall use the master key)index

identify

authentidation keys to be used for a received SRTP packet.

This field is a sequence of 8-bit values. The sequence consists of master_key_indg
bytes. Th

The MKI

associated with the "next TEK" is implicitly defined as MKI|+1.

key_index — Provides the link to the SRTP header:

look up) the correct security association and thereby find the)decryp

is associated with the current TEK. If the nextitraffic key flag is set to 1,

(MKI) to
tion and

x_length

e bytes are in the same order that they will be in an SRTP packet and shall be in
SRTP (s¢e IETF RFC 3711) network byte-order when extracting:the MKI value.

the MKI

master_salt_flag — Specifies if the master salt iszincluded in the SRTP parameters| For this
version df this standard, this flag is always false; thus indicating that the master salf is set to
a NULL Jalue consisting of 112 0-bits.
key_indicator_length — The length of key indicator for ISMACryp in bytes (1...255).
key_indicator — Is used by ISMACryp to associate ISMACrypKey with the access punit(s) of
content gncrypted with it.
content_|lkey_index — Isused by MPEG2 TS CRYPT scrambling to identify the type of the
MPEG2 TS CRYPT conient key, so the device can take according measures. Table 2P defines
the optiofs.
Table 22 — Content_key_index options
Content| keysindex value Description Comment

0x0 DVB-CSA key of 64-bit length.

0x1 DES key of 56-bit length.

0x2 3DES key of 168-bit length.

0x3 3DES key of 112-bit length.

0x4 3DES key of 56-bit length.

0x5 AES key of 128-bit length.

0x6 M2 key of 64-bit length. Multi 2 for Japan

0x7 — OxF Reserved for future use.

odd_even_flag — Indicates if the odd or even register is used for the content key, assuming
the traffic_protection_protocol == KSM_ALGO_MPEG2_TS_CRYPT.
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KSM_FLAG_ODD = the receiving device should insert the IEK (i.e. the content key) into the
odd register of the DVB descrambler.

KSM_FLAG_EVEN = the receiving device should insert the IEK (i.e. the content key) into the
even register of the DVB descrambler.

cipher_mode - Indicates the mode in which the cipher indicated by the field
content_key_index is used, assuming the traffic_protection_protocol field has the value
KSM_ALGO_MPEG2_TS_CRYPT. Table 23 defines the options.

Table 23 - cipher_mode options

cipjer_mode value Description comment
0x0 ECB For DES, 3DES of‘AE$
0x1 CBC For DES, 3DES or AE$
0x2 CSA For DVB CSA
0x3 — 0x7 Reserved for future use -

initial_vector_length — is the length in bytes of the initial vector.

initial_vector — is the initial vector for the current traffic 'key_lifetime period thaj is used
when, under KSM_ALGO_MPEG2_TS_CRYPT operation; the DES, 3DES or AES ciphers are
used in CBC mode, as is indicated by the cipher_mode field. The value shall be I random
number matching the size indicated by the field content_key_index (see Table 22).

when, under KSM_ALGO_MPEG2_TS_CRYPT operation, the DES, 3DES or AES ciphers are
used in
number

next_inifial_vector — is the initial vector forithe next traffic_key_lifetime period th]} is used
BC mode, as is indicated by the cipher_mode field. The value shall be & random
atching the size indicated by*the field content_key_index (see Table 22).

NOTE 1 he initial vector is not used ih"ECB mode.

encryptdd_traffic_key_material_length — Is the length in bytes of the encrypted traffic key
material.

The length of the traffic key material depends on the encryption and authentication glgorithm,
and is olgtained by.adding the respective key sizes. Encryption may require the cleaf-text key
material {o be padded.

encrypted. traffic_key_material — Is the key material currently used for encrygtion and
optional authentiicalion of the traffic, encrypted using AES-128-CBC, with fixed TV 0, and with
0 padding in the last block, if needed.

If <programme_flag> == KSM_FLAG_TRUE, the traffic key material is encrypted with the
programme encryption key (PEK).

If <programme_flag> == KSM_FLAG_FALSE and <service_flag> == KSM_FLAG_TRUE, the
traffic key material is encrypted with the service encryption key (SEK).

After decryption (and discarding any padding), the traffic encryption key (TEK) and the traffic
authentication key (TAK) are obtained in a way that depends on the protocol used for traffic
protection.

a) IPsec:
If no traffic authentication is used, the TEK is identical to the decrypted traffic key material
(16 bytes). If traffic authentication is used, TEK and traffic authentication seed (TAS) are
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obtained by splitting the decrypted traffic key material into two parts, where the TEK is
identical to the first 16 bytes, and the TAS is identical to the second 16 bytes. The TAK
(20 bytes) is derived from the TAS, as specified in Clause A.8.

b) SRTP:
The master key is identical to the decrypted traffic key material and shall always be a 16-
byte AES key as required by SRTP. SRTP specifies how to derive session encryption and
authentication keys from the master key using a derivation function based on AES in
counter mode.

c) ISMACryp:
No traffic authentication is used. TEK is identical to the decrypted traffic key material (16
bytes).

TEK is the binary representation of the "aes-key" part of the ISMACrypKey. The complete

d by the

devicg using the ISMACrypSalt in the SDP file (see IETF RFC 2327) and)the KSM

parameter key_indicator as follows:

ISMACrypKey = (key)BASEG64(TEK||ISMACrypSalt)|2*64|key_indicator

NOTE R In the above definition of ISMACrypKey, the character ‘|’ is not the OR operation, as spegified in 3.2
but simply means the insertion of the ‘|’ character in the character string making up-the ISMACrypKgy.

The dptional ISMA lifetime parameter is not signalled, assuming'2264 (the default).
d) MPEG2 TS CRYPT:

If traffic |protection_protocol == KSM_ALGO_MPEG2_TS-CRYPT, the KSM can {eliver a
content Key as specified in Table 24.

Table 24 — Obtaining thecontent key

Content| key_ Obtain decrypted
Description Traffic key material . ypte
index Malue P y traffic key miaterial

64 bits input are padded to
0x@ DVB-CSA key of 64-bit length 128 bits according to FIPS First 8 bytes
PUB 197:2001.

56 bits input are padded to
0x1 DES key of 56-bit length 128 bits according to FIPS First 7 bytes
PUB 197:2001.

168 bits input are padded to
0x4 3DES key of 168-bit length 256 bits according to FIPS First 21 bytes
PUB 197:2001.

112 bits input are padded to
0x3 3DES key of 112-bit length 128 bits according to FIPS First 14 bytes
PUB 197:2001.

56 bits input are padded to
0x: 3DES key of 56-bit length 128 bits according to FIPS First 7 bytes
PUB 197:2001.

128 bits input are according

0x5 AES key of 128-bit length to FIPS PUB 197:2001.

First 16 bytes

64 bits input are padded to
0x6 M2 key of 64-bit length 128 bits according to FIPS First 8 bytes
PUB 197:2001.

0x7 — OxF Reserved for future use - -

next_encrypted_traffic_key_material — Is the encrypted key material used for encryption
and optional authentication of the traffic after the current crypto period is over and the next
crypto period starts. The structure of this attribute is identical to
encrypted_traffic_key_material attribute.
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traffic_key_lifetime — denotes the lifetime of the traffic key material, relative to the first
occurrence of an SPI, MKI or key_indicator.

If <traffic_key_lifetime> is n, then the actual lifetime is 2" s, as presented in Table 25.

Table 25 - Traffic key lifetime

Value of traffic_key_lifetime attribute 0 1 2 3 4 5 6 7
Actual lifetime of traffic key material 1 2 4 8 16 32 64 128
(seconds)

The actugl duration of the crypto period shall be strictly shorter than the defined lifetine of the
traffic kely material. Typically, an SPI or MKI appears for the first time implicitly,”when the
"next" trdffic key material is included in a KSM. Any safety margins to cope with’network and
transmisgion delays shall be added by the network. A typical value for the lifetime|could be
three timgs the crypto period.

The max|mal value for the crypto period duration is in practice slightly-shorter than {he traffic
key lifetime, because the KSM will include the "current" and "next"(traffic key materjal before
a changd of crypto period, to allow the devices to set up the secufity associations.

After the|lifetime has expired, the security association containing the traffic key can pe safely
deleted by the device. This may help managing the sécurity association databage in the
device ofl enable other optimizations.

The maximum value for the traffic key lifetime is defined mainly in order to have a stfict upper
bound fgr the effect of the "sneak post view! problem: the "next traffic key" mpterial is
distributdd under the current PEK, and allows\viewers to view a programme during| the next
crypto period. Should this possibility still :be of concern, the network may choose g shorter
crypto period than the maximum value;* or, during the crypto period where th¢ current
programme ends and a new progranime starts, choose to distribute the "current'l and the
"next" traffic key material in separate;KSMs, encrypted with their respective PEKs.

timestamip — Field containing‘a timestamp at the point of sending the key stream message.
The timegtamp shall be usedas a reliable time of reception of the associated media stream
for post-acquisition permissions. The device shall not use the timestamp as a reliable source
for DRM fime. The format’of the 40-bit mjdutc field is specified in A.3.1.

access_¢riteriacflag — Indicates whether or not access criteria are defined| for the
programrme:

KSM |FIKAG_FALSE = no access criteria are defined. Access to the programme is
governed by RO(S) associated with this programme or with the Service this programme is
a part of.

KSM_FLAG_TRUE = access criteria are defined, implying that the device is allowed to
access the programme only if the specified access criteria are met and if the device has
an RO granting access to the programme.

permissions_flag — Indicates whether or not permissions category is defined for the
programme:

KSM_FLAG_FALSE
KSM_FLAG_TRUE

no permissions category is defined;

permissions category is defined.

number_of_access_criteria_descriptors — Indicates the number of access criteria
descriptors.
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permissions_category — Indicates the permissions category for the programme;
Table 26.

see

Table 26 — Values of permissions_category and their meaning

Value of
permissions_
category

Meaning

No permissions category.
In case of ICROs, ICROs with the following service_CID apply:

service_CID as specified at the specification of the service_CID_extension field (see
service_CID_extension),

0x0d

or

service_CID = ”cid:” || socID || "#S" || serviceBaseCID || "@" || hex(service_CIlD  extd
"_" || hex(0).

In the case of BCROs, service RO assets with no permissions_categery’field or with
permissions_category field 0 apply.

nsion) ||

0x01...0x3F

Permissions_category is included in the permissions lookup
In the case of ICROs, the device shall use as service_CIDforpermissions lookup thg

service_CID = ”cid:” || socID || "#S" || serviceBaseCID,|| *@" || hex(service_CID_extd
" " || hex(permissions_category) and then apply the permissions specified in the ser
for this asset.

In the case of BCROs, the device shall look up“the permissions specified in the servi
for the asset that has a matching permissions_category field.

For both ICROs and BCROs, the:permissions so found replace the service RO as spsg
Clause A.20. In particular, if, for~example, the so-found permissions do not include af
permission, the device does_ ot have the right to render the broadcast stream immed
specified in the definition, of the ACCESS permission.

text string

nsion) ||
ice ICRO

e BCRO

cified in
ACCESS
ately, as

0x40...0kFE

Reserved for future standardization

If permissions_category is in the (reserved for future standardization) range 0x40...0
the device does‘not'support it, the device shall drop (i.e., ignore) all permissions (likqg
redistribute, et¢\) indicated in the service RO, or if the device cannot do such permisg
dropping, allew real-time rendering of the streaming content only (i.e. refuse to recor
content, or.to redistribute it in real time). Permissions_category has no impact on a p
RO. The 'permissions delivered in a programme RO apply as such; see Clause A.20.

FF, and
play,

ion

i the
ogramme

OxFH

No-post-acquisition content protection

Export in plaintext is allowed.

encrypted_PEK - Is the programme encryption key (PEK) used within the current key stream
message to decrypt the traffic key material, encrypted using AES-128-CBC with fixed 1V 0).

The programme encryption key is encrypted with the service encryption key (SEK).

programme_CID_extension — Is the extension of the programme_CID that allows to identify
the PEAK that has been delivered to the device within a programme RO.

The CID/BCI of the programme key is constructed as

programme CID = "cid:" || socID || "#P" || serviceBaseCID || "@" ||

hex (programme CID extension)

programme BCI = hash("cid:" || socID || "#P" || serviceBaseCID || "@")

| | programme CID extension
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The soclD and serviceBaseCID are string values and are expected to be part of the service
guide, see e.g. A.17, A.18 and A.19. Upon reception of a KSM, the device can assemble the
programme_CID/BCI and look up the programme key (wrapped inside an RO). The device
should check whether it has a programme RO for the programme_CID/BCI.

The hex() function is a hexadecimal presentation of the parameter containing hexadecimal
characters 0-9 and a-f (in lower case) with possible preceding zeros.

EXAMPLE For a 16-bit value 2748, hex() returns "Oabc". There are always two characters generated for each
byte.

The hash function for the construction of programme_BCI is defined in Clause A.4, where BCI
is defined. It does not depend on the contents of the KSM, and can thus be pre-computed.

programl'ne_MAC — Is the HMAC-SHA-1-96 according to IETF RFC 2104 and IETE"RFC 2404
calculatefd over all preceding fields of the key stream message. It is used to authenticate the
relevant part of the key stream message with PAK in case of pay-per-view, where a PEK from
a programme RO is used to decrypt the traffic key material directly.

In case the device is accessing the key stream message with a programme RO, the device
shall compute the programme MAC, and drop the message if authentication fails. In this case,
<programpme_MAC> may also be used to detect and drop duplicates (it can be expdcted that
a particular key stream message is repeated multiple times,“\in order to keep accgss times
short for devices that newly start receiving a broadcast transmission).

In case the device is accessing the key stream message with a service RO, it will ngt be able
to compute the programme MAC, and there is no need for it to do so.

service_[CID_extension — Is the extension of.the service CID that allows the identifjcation of
the SEAK that has been delivered to the device within a Service RO.

The CID/BCI of the service key is constructed as:

service CID = "cid:" [\ socID || "#S" || serviceBaseCID []| ["@" [|
hex (§ervice CID extension)

service BCI = hash(¥ctd:" || socID || "#S" || serviceBaseCID || ["@") ||
service CID extensiohn

The soclP and serviceBaseCID are string values and are expected to be part of the service
guide, sde e.g. A.17~A.18 and A.19. Upon reception of a KSM, the device can assgmble the
service_(CID/BCl\and look up the service key (wrapped inside an RO). The devide should
check whether it has a service RO for the service_CID/BCI.

AN 5 EH H I Al H 1 FP% H £+l + oo b 1
The heX\’ TUTivtuvll To d TITAQUTUITTTIAT PJTToUTILAdtlviT Ul e pJarariroicl \JUIILGIIIIIIIEJ ||c/\adec|ma|

characters 0-9 and a-f (in lower case) with possible preceding zeros.

EXAMPLE For a 16-bit value 2748, hex() returns "Oabc". There are always two characters generated for each
byte.

The hash function for the construction of service BCI is defined in Clause A.4, where BCl is
defined. It does not depend on the contents of the KSM and can thus be pre-computed.

If the permissions_category field is present and has a non-zero value, the service_CID of the
service is constructed as specified above (at the specification of the permissions_category
field).

service_MAC -Is the HMAC-SHA-1-96 according to IETF RFC 2104 and IRTF RFC 2404
calculated over all preceding fields of the key stream message. It is used to authenticate the
key stream message with SAK in case of subscription, where a SEK from a service RO is
used to decrypt the PEK and further decrypt the traffic key material.
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In case the device is accessing the key stream message with a service RO, the device shall
compute the service MAC and drop the message if authentication fails, i.e. if the computed
MAC does not correspond to <service_MAC>. In this case, <service_MAC> may also be used
to detect and drop duplicates (it can be expected that a particular key stream message is
repeated multiple times, in order to keep access times short for devices that newly start
receiving a broadcast transmission).

In the case that the device is accessing the key stream message with a programme RO, it
need not compute the service MAC.

8 Rights management layer

8.1 Gineral

In this clause, the rights management layer is specified. The rights management-laygr is layer
3 of the|four-layer model (see 5.4) used in the protection functionality{specified by this
standard| The specific use of the rights management layer for the individual qupported
systems [s further specified in 13.4, 14.4, 15.5 and 16.4.

8.2 Identification of rights objects

In the case of a subscription, the SEAK associated with the service is deliverdd to the
authorizgd device in an RO that is bound to a device, a unique group, a subscriber grfoup or to
a domain. Such an RO is called a service RO. In general, a service RO will coptain key
material associated with more than one service (with a’service bundle).

In the case of pay-per-view, the PEAK associated’ with a pay-per-view event is delivered to
the authprized device direct within an RO that is bound to a device, a unique |group, a
subscriber group or to a domain. Such an RQ-is called a "programme RO".

The ID ¢f ROs that contain SEAKs:0r a PEAK needs to be structured, to allow for the
management of purchase transactions in the device, or more specifically, to dreate an
associatipn between the service guide (where the purchase item is expected to be anpnounced)
and the [successful completion‘\of the purchase transaction (when the RO relatgd to the
purchasel has finally been received in the device). This is valid for both interagtive and
especially for broadcast mode of operation, where the RO may be received by the device
much later than the purchase transaction is initiated.

Defining |a structufted ID will allow the device also to check later on whether RQs for all
subscribid services are available (and have been renewed). The rekeying_period_rlumber is
an increasing-humber by which the rolD related to the same purchase item can pe made
unique.

The ID of an OMA DRM 2.0 RO delivered over an interactivity channel (i.e. the ID of an ICRO),
linked with a subscription (service RO) or pay-per-view (programme RO) and bound to a
device or to a domain, shall be constructed respectively as follows:

deviceRoID = "E" ||  deviceID || "s" |l socID || " I" [
purchase item id || " " || hex(rekeying period number)
domainRoID = "O" ||  domainID || "s" |l socID || " I" ||
purchase item id || " " || hex(rekeying period number)

The hex() function is a hexadecimal presentation of the parameter containing hexadecimal
characters 0-9 and a-f (in lower case) with possible preceding zeros.

EXAMPLE For a 16-bit value 2748, hex() returns "Oabc". There are always two characters generated for each
byte.
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In the case of BCROs, the link with the corresponding subscription (service RO) or pay-per-
view (programme RO) is obtained by using the field purchase_item_id and
rekeying_period_number (see 8.4.3).

8.3 Requirements for rights objects
8.3.1 Requirements for service ROs

A service RO shall contain at least one asset, that is one (service_period_CID/BCI,
wrapped_SEAK) pair. The CID/BCI pertaining to a particular re-keying period of the service
shall be constructed as specified in Clause A.4.

For BCROs, after unwrapping the SEAK contained in the RO the service encryption key (SEK)
and the [service authentication seed (SAS) are obtained by splitting the unwrapped key
material into two parts as follows:

SEK F first part (128 bits, since AES-128 is used to encrypt the traffic key.'matetial or the
PEK)

SAS F second part (128 bits).

For ICROs, SEK and SAS are carried as separate elements in\the asset, as spgcified in
A.8.3|2.

The SAK| (160 bits, since HMAC-SHA-1-96 is used to calculate the service_ MAC) i§ derived
from the SAS, as specified in Clause A.8.

The senfice RO shall contain a rights expression¢defining a "date-time" constrairt for the
"access"|permission. The time interval defined bythis constraint shall correspond tq the time
interval dquring which the SEAK can be used to{get access to the key stream messpge. The
device should use this information in order to.determine the appropriate time for re-kpying the
service RO.

All SEAK]s that are bundled in a single service RO shall have the exact same lifetimg, and the
"access" [permission shall be applicable to all SEAKs. This allows the device to detefmine the
time for RO renewal in an unambiguous way.

If and only if post-delivery-Content protection is used in a system, the service RO maly contain
further rights expressions-restricting post-acquisition usage, and such restrictions| shall be
enforced

The pefmissions) 'may be different for different programmes, depending | on the
permissigns_category value signalled in KSM (see Clause 7). The service RO shall specify
(as separfate‘assets) the permissions for each of the categories in the range 0x01...px3F that
are used|inthe service.

The "access" permission is a new extension to OMA DRM for the purpose of defining rights to
service protection in a clean manner that is distinguishable from usage rules defined for
content protection. For maximum compatibility with older OMA DRM implementations, it is
recommended that the "execute" permission be granted as well.

8.3.2 Requirements for programme ROs

A programme RO shall contain exactly one asset, that is a (programme_CID/BCI,
wrapped_PEAK) pair. The CID/BCI pertaining to the programme shall be constructed as
specified in Clause A.4.

For BCROs, after unwrapping the PEAK contained in the RO, the programme encryption key
(PEK) and the programme authentication seed (PAS) are obtained by splitting the unwrapped
key material into two parts as follows:
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PEK = first part (128 bits, since AES-128 is used to encrypt the traffic key material)
PAS = second part (128 bits)
For ICROs, PEK and PAS are carried as separate elements in the asset, as specified in

A.8.3

2.

The PAK (160 bits, since HMAC-SHA-1-96 is used to calculate the programme_MAC) is
derived from the PAS, as specified in Clause A.8.

The programme RO shall contain a rights expression defining a "date-time" constraint for the
"access" permission. The time interval defined by this constraint shall correspond to the time
interval during which the PEAK can be used to get access to the key stream message.

If and orn
contain f
be enford

The "acc
service f{

recomme

8.4 Format of rights objects
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Table 27
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BCROs f
contain B
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nded that the "execute" permission be granted as well.

Format of an interactivity channel rights object’(ICRO)

Rights objects delivered over an interacfivity channel are referred to as in

|0, with extensions specified in 8.2 afid A.8.3.2.

Format of a broadcast rights ©bject (BCRO)

D <stream, the BCRO does not have to carry this information. If, however

from diff

rent riahts issuers have to be carried inone stream then the riahts issiiar id
J

signalled

in every BCRO. This is done by setting the rights_issuer_flag tg 1.

Table 27 — Format of BCRO

lause specifies the format of a rights object that can be obtained over an int

ly if post-delivery content protection is used in a system, the programme|RO may
irther rights expression restricting post-acquisition usage, and such restrictijons shall

bss" permission is a new extension to OMA DRM for the purposésof defining rights to
rotection in a clean manner that is distinguishable from usage rules ddfined for

content protection. For maximum compatibility with older OMA DRM~implementatipns, it is

ractivity
ractivity

ights objects (ICRO). An ICRO is the'OMA DRM V2 RO, as specified in OMA-ERP-

tlause specifies the format.of a rights object that can be distributed over a Qroadcast

defines the format of a BCRO. The asset, permission and constraipt object
nd in their meaning to their counterparts in OMA-ERP-DRM-V2_0. The actipn object
nds to the allowed elements in the OMA-TS-DRM-REL-V2_ 0 permissions elgment.

Fom one-rights issuer are normally carried in one stream, and this stream qoes only
CROs\from this one rights issuer. As the rights issuer id is thereby already|given by

BCROs
shall be

Field Length Type

BCRO() {

/* MAC protected part starts here */

message_tag 8 uimsbf

version 4 uimsbf

bcro_length 12 uimsbf

group_size_flag 1 bslbf

timestamp_flag 1 bslbf

stateful_flag 1 bslbf
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Field Length Type
refresh_time_flag 1 bslbf
address_mode 3 uimsbf
rights_issuer_flag 1 bslbf
address 32 uimsbf

if(address_mode == 0x1 && group_size_flag == 0){

bit_access_mask 256 bslbf

}else if(address_mode == 0x1 && group_size_flag == 1){

bit_access_mask 512 bslbf

lelse if (address_mode&0x6 == 0x2){

position_in_group 8 uimsbf

else if (address_mode == 0x4){

domain_id_extension 6 bslpf

domain_generation 10 uimsbf

if(rights_issuer_flag == 1){

rights_issuer_id 160 bslpf

if(timestamp_flag == 1){

bcro_timestamp 40 mjdutc

if(refresh_time_flag == 1){

refresh_time 40 mjdutc
permissions_flag 1 bslpf
rekeying_period_number 7 uimsbf
purchase_item_id 32 uimsbf
number_of_assets 8 uimsbf

for(i=0;i<number_lof Jassets; i++){

asset()

if(permissions_flag == 1){

number_of_permissions 8 uimsbf

for(i=0;i<number_of_permissions; i++){

permission()

}
/* MAC protected part ends here */

MAC 96 bslbf

message_tag — Tag identifying this message as a BCRO. The value for this field is defined in
Clause A.12.

version — 4-bit flag that indicates the version of the BCRO message format. If this flag is set
to 0, the original format is used. Devices shall ignore BCROs with versions it does not support.
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bcro_length — 12-bit field indicating the length in bytes of the BCRO starting immediately
after this field. The size of a BCRO including its header shall not exceed 4 096 bytes.

group_size_flag — 1-bit field indicating the group size used. 0 — a maximum group size 256 is
used, 1 — a maximum group size of 512 is used.

timestamp_flag — 1-bit field indicating that the BCRO is time stamped.
stateful_flag — 1-bit flag indicating that when set to 1 the BCRO contains stateful information.

refresh_time_flag — 1-bit flag indicating that a refresh_time for the BCRO is contained in this
BCRO.

address| mode — 3-bit field indicating the addressing mode used by this BCROTable 28 lists
all four ppssible address modes.

Table 28 — Address_mode

Address_mode Description

0x0 Addressing whole of unique group

Addressing of subscriber group using a bit_mpsk size
0x1 of 256 or 512.bit depending on group_size_flag
(subset of Anique group)

0x2-0x3 Addressing of unique device

Addressing of OMA domain. Address field
0x4 concatenated with the domain_id_extension Will be
the domain id in this case

0x5-0x7 Reserved

rights_igsuer_flag — 1-bit flag indicating that the rights issuer id is listed in this BCRO.
Normally| this information is given.via a dedicated BCRO stream. This flag will only| be set if
BCROs ffom different rights issuers are carried in the same stream.

address|— 4-byte group{ address. Each rights issuer has its own address spade. If the
group_size is 512 then'the group address is made of the first 31 bits of the addresfs field. If
the BCRP is addressed to a unique device in a group, then the least significant bit of the
address field is thenost significant bit of the group position.

If the addresS_mode is set to Ox4, the address field contains the first 32 bits of the short form
domain_ifds

bit_access_mask - If the BCRO addresses a subset of a unique group (address_mode 0x1)
than the bit_access_mask defines to which devices in the group this BCRO is addressed to.
Devices not listed in the bit_access_mask cannot decrypt the key material in this BCRO as
zero message broadcast encryption is used for the encryption of the key material. The size of
the bit_access_mask is given by the group_size_flag.

position_in_group — If the BCRO addresses a unique device then this field specifies the
position of the unique device in the given subscriber group. If group_size flag is 0 than the
position in the group is directly given by the position_in_group field. If group_size_flag is 1
then 9 bits are used to identify the position in the group. If group_size_flag is 1 then the Isb
(bit 0) from the address field is used as the 9th bit, the most significant bit. The real position in
the group is then given by:

int real position in group;
if (address mode&Ox6==0x2) {
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if(group size flag == 0) {
//maximum size of 256 devices in group.
real position in group = position in group;
}else{
//maximum size of 512 devices in group;
real position in group = ((address&0x1)<<8) |position in group;

}
}

domain_id_extension — The domain_id is given by the address field concatenated with the
domain_id_extension to form a 38-bit id:

domain_ id = (address<<6) |domain id extension

domain_|generation - This 10-bit field specifies the generation of the dompin. The
shortformp_domain_id is constructed as follows: shortform_domain_id = (domain_id <<10) |
domain_generation.

rights_igsuer_id — The ID of the rights issuer. This is the 160-bit SHA-1" hash of the public
key of the¢ RI. See X509SPKIHash in OMA-TS-DRM-DRM-V2_0.

bcro_timestamp - Field containing a timestamp at the point.of-issuing of the BQRO. The
format of] the 40-bit mjdutc field is specified in A.3.1. This 40-bit field contains the timestamp
of the BQRO in universal time, coordinated (UTC) and modified julian date (MJD).

refresh_time — The refresh_time specifies the time .when the device should acquife a new
BCRO. If does not specify when the keys in the BCRO expire. This field is a hint to|a device
to acquire a new BCRO for the content listed. invthe BCRO before the keys in the BCRO
expires. [The format of the 40-bit mjdutc field.is-'specified in A.3.1. This 40-bit field|contains
the expirly time of the BCRO in universal time, coordinated (UTC) and modified jylian date
(MJD).

permissions_flag — 1-bit flag indicating that the BCRO contains at least 1 permission.

rekeying_period_number — 7-bit’counter used to differentiate between different RO$ with the
same pulfchase_item id.

purchase_item_id — 32-bit field specifying the purchase ID this RO is associated with.

number_|of_asseéts'— This field specifies the number of assets (see below) in this BCRO.
Each asget listed in this BCRO has an internal id that is equal to the index of the asget in this
BCRO. In other words, the first asset listed in this BCRO has the internal asset id (inlex) of 0,
the secopd.ef 1 etc. This internal id or index is used by permissions objects (see pelow) to
identify the assets it addresses.

asset() — This object is specified in 8.4.3.

number_of_permissions — This field specifies the number of permissions (see below) in this
BCRO.

permission() — This object is specified in 8.4.4.

MAC - This is the authentication code calculated over all bytes before this field in the BCRO
using HMAC-SHA-1-96, see IETF RFC 2104. The MAC is used for integrity check of the
BCRO. The key used to create the MAC is the BCRO authentication key BAK as defined in
A.8.4).
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8.4.3 Format of the asset object

The format of the asset object is specified in Table 29.

Table 29 — Asset format
Field Length Type
asset() {
BCI 96 bslbf
key_flag 1
key_type 1 uimsbf
reserved_for_future_use 2 bslbf
inherit_flag 1 Gimfsbf
asset_type 2 uimsbf
permissions_category_flag 1 uimsbf
if(inherit_flag == 1){
purchase_item_id 32 uimsbf
reserved_for_future_use 1 bslipf
rekeying_period_number 7 uimsbf
}
if(permissions_category_flag == 1){
permissions_category 8 uimgbf
}
if(key_flag == 1){
if(asset_type == 0){
if(key_type == 0){
encrypted_service_encryption_authentication_key 256 bslipf
lelse if (key_type ==.1)X
encrypted_program_encryption_authentication_key 256 bslipf
}
telse if(asset(type == Ox1){
encrypted_content_encryption_key 128 bsltpf
}
}
}

BCI — This 96-bit field is the binary content ID, see Clause A.4. A BCRO can contain multiple
assets with the same BCI but with a different permissions_category. Only one asset has to

carry key material.

key_flag — 1-bit flag indicating that the asset does contain key material.

key_type — 1-bit flag indicating the type of the key material. If set to 0 the key material
contains a service encryption key (SEK), when set to 1 it contains a programme encryption

key (PEK).

reserved_for_future_use — These bits are reserved for future use and shall be set to 0 in

systems according to this version of

this standard.
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inherit_flag — 1-bit flag indicating whether inheritance is used. If this flag is set to 1, the asset

inherits t

he rights setting from a parent rights object.

asset_type — 2-bit flag indicating the asset type as defined in Table 30. If the asset_type is
set to 0, the asset may contain either a PEK or a SEK. If the asset_type is set to 0x1 then the
asset may contain a CEK.

Table 30 — Asset_type

Asset_type Description
0%0 Broadcast stream protected I.Psec., SR.TP, ISMACryp,
or MPEG2 TS CRYPT as defined in this standard
0x1 Downloaded file content as defined by OMA
0x2-0x3 Reserved

permiss
present i

purchas

ions_category_flag — 1-bit flag indicating that a permissjens_category
n this asset object.

e_item_id — 32-bit id specifying the purchase ID of the, parent rights object.

field is

rekeying _period_number — 7-bit field specifying the rekeying_period_number of the parent

rights oblect. The purchase_item_id and rekeying_period \aumber are used together
soclD anf devicelD or domainID to identify the parent.rights object uniquely.

permiss

with the

ions_category — For programme assets,4he value of this field (if present) |s always

zero. For service assets, the following rule applies. If the value of this field is nop-zero, it

indicates| that the permissions (see below);linked to this asset are only to be ag

plied for

streaming content whose KSM contains the"same value in its permissions_category field. If
the valudg of this field is zero, it indicatesythat the permissions (see below) linked to fhis asset
are only|to be applied for streamingcontent whose KSM contains the value z

permissi

is no pe

ro in its

ons_category field, or has.alue zero for its permissions_flag bit (indicating fhat there
missions_category field in the KSM). There may be multiple assets with {he same

Service_BCl, in which case "typically only one of them contains authentication and/or
encryptign keys in it assetiobject(s). KSM permissions_category field value thus sglects the

one with

The one| with the authentication and/or encryption keys is found among the B(
inheritange, or by lookup for a BCRO with key material in its assets.

encrypt

the permissions to’be applied among the service assets with the same Ser

contains [the encrypted SEAK, the service encryption key (SEK) concatenated with th
authentidation seed (SAS); see also A.8.3. The field itself is protected using AES-128-CBC,
with fixed IV 0 and with 0 padding in the last block if needed. The key used to decrypt this
field depends on the addressing mode of the BCRO; see Table 31.

].d_service_encryption_authentication_key — If key_type is set to 0, fhis field

Table 31 — Mapping of address_mode to keys

ice_BCI.
ROs via

service

Address_mode Keys used
0x0 (unique group) UGK (unique group key)
0x1 (subscriber group) Deduced SEK decryption key (based on
bit_access_mask and zero message subscriber group
keys)
0x2 or 0x3 (unique Device) UDK (unique device key)
0x4 (OMA domain) BDK (broadcast domain key)
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encrypted_program_encryption_authentication_key — If key type is set to 1, this field
contains the encrypted PEAK, the PEK concatenated with the PAS, see also A.8.3. The field
itself is protected using AES-128-CBC, with fixed IV 0 and with 0 padding in the last block if
needed. The key used to decrypt this field is depending on the addressing mode of the BCRO;

see Table 32.

Table 32 — Mapping of address_mode to keys

Address_mode

Key(s) used to decrypt field

0x0 (unique group)

UGK (unique group key)

0x1 (subscriber group)

Deduced PEK decryption key (based on
bit_access_mask and zero message subscrib

[VZ-XVI-A
7

er group

P4

0x2 or 043 (unique Device)

UDK (unique device key)

0x4 (OMA domain)

BDK (broadcast domain key)

encryptdd_content_encryption_key — This field contains the encrypted content e
key (CEK). The field is protected using AES-128-CBC, with fixed IV ,0 and with 0 p
the last block if needed. The key used to decrypt this field is depending on the ag
mode of the BCRO; see Table 33.

Table 33 — Mapping of address_mode to keys

hcryption

bdding in
dressing

Address_mode

Key(s) used to decrypt field

0x0 (unique group)

UGK (unique group key)

0x1 (subpcriber group)

Deduced CEK decryption key (based on
bit_access_mask and zero message subscrib
keys)

er group

0x2 or 0%3 (unique device)

UDK (unique device key)

0x4 (OMA domain)

BDK (broadcast domain key)
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8.4.4 Format of the permission object
The format of the permission object is specified in Table 34.

Table 34 — Permission format

Field Length Type
permission() {
constraint_flag 1 uimsbf
actions_flag 1 uimsbf
number_of_assets 6 uimsbf
for(i = O;i<number_of_assets; i++){
hsset_index 8 uimsbf
}
if(copstraint_flag == 1){
Constraint()
}
if(acfions_flag == 1){
humber_of_actions 8 uimsbf
or(i=0;l<number_of_actions; i++){
action()
}
}

constraipnt_flag — 1-bit flag that indicates when set to 1 that a constraint object is gresent in
this permissions object. The constraint object applies to all action listed in this pgrmission
object.

actions_fflag — 1-bit flag. When set to 1, 1 or more actions are contained in this pgrmission
object.

number_|of_assets =\The number of assets this permission object links to. Assets|linked to
by this pgrmissiop-@bject are bound by this permission object.

asset_index\—)A list of number_of_assets links to assets in this BCRO. Assets are|linked to
by using th&.internal asset id (the index of the asset in this BCRO).

constraint () — This object is specified in 8.4.6.

number_of_actions — Field specifying the number of actions (see below) contained in this
permission object.

action () — This object is specified in 8.4.5.
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8.4.5

Format of the action object

— 903 -

The format of the action object is specified in Table 35.

Table 35 — Action format

Field Length Type
action() {
action_type 7 uimsbf
constraint_flag 1 uimsbf
if(constraint_flag == 1){
Fonstraint()
}
}
action_type — 7-bit field specifying the type of action as listed in Table(36.
Table 36 — Action_type
Action_type Description
0x00 PLAY_ACTAON
0x01 DISRLAY_ACTION
0x02 EXECUTE_ACTION
0x03 PRINT_ACTION
0x04 EXPORT_ACTION
0x05 ACCESS_ACTION
0x06 SAVE_ACTION
0x07-0x7F Reserved for future use.
The gction_types 0x00 (PLAY_ACTION), 0x01 (DISPLAY_ACTION) 0x02
(EXECUTE_ACTION),, 0x03 (PRINT_ACTION) and 0x04 (EXPORT_ACTION) gnd their

semantics are definediin OMA-TS-DRM-REL-V2_0.

The actign_type-0x06 (SAVE_ACTION) and its semantics is defined in Clause A.24.

The actidntype 0x05 (ACCESS ACTION) and its semantics are defined below

The ACCESS_ACTION grants the permission to create a transient representation of audio or
video content direct from a broadcast stream during its reception. It contains an optional
<constraint> object. If the constraint_descriptor is specified, the device shall grant access
rights according to the constraint_descriptor child object. If no constraint_descriptor is
specified, the device shall grant unlimited access rights.

A system_constraint object contained in an ACCESS_ACTION object is used to specify a
target system that may be used for creating a transient rendering of the broadcast stream.

The ACCESS_ACTION has the semantics of rendering the broadcast stream into transient
audio/video form, for example, audio/midi, video/quicktime. The device shall not grant access
according to an ACCESS_ACTION to content that cannot be rendered in this way.
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The device shall not grant access to stored content, not even stored broadcast streams,

based on the ACCESS_ACTION.

PLAY_ACTION shall be utilized instead.

Clause A.23 specifies the use of the ACCESS_ACTION in ICROs.

In order to specify rights for stored content, the

constraint_flag — 1-bit flag that indicates when set to 1 that a constraint object is present in

this action object. The constraint object only applies to the action it is in.

8.4.6 Format of the constraint object

8.4.6.1 Top-level format

The formlat of the constraint object is specified in Table 37.

Table 37 — Constraint format

Field Length Type
constrairft() {
numper_of_constraints 4 uimsbf
congtraint_descriptor_length 12 uimsbf
for(if0;i;<number_of_constraints; i++){
Constraint_descriptor()
}
}
number_|of_constraints — 4-bit number specifying the number of constraint descriptors (see
below).
constraipt_descriptor_length =‘Length of all constraint descriptors in bytes that fpllow this
field.
constraipt_descriptor(). £ The format of this descriptor is specified in Table 38.
Table 38 — Format of constraint_descriptor
Field Length Type
constrair|t_desefiptor() {
constratht—tag S uimsbf
length 8 uimsbf
for(i=0;i;<length; i++){
byte 8 uimsbf
}
}
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constraint_tag — Tag identifying the specific constraint_descriptor as listed in Table 39.

Table 39 — Constraint_tag

Constraint_tag Description
0x00 Count constraint
0x01 Timed-count constraint
0x02 Date time constraint
0x03 Interval constraint
0x04 Accumulated constraint
0x05 Individual constraint
0x06 System constraint
0x07 Token management constraint
0x08-0xFF Reserved for future use

8.4.6.2 Count constraint descriptor

The formpt of the count_constraint_descriptor is specified in Table 40.

Table 40 — Format of count_constraint_descriptor

Field Length Type
count_cdnstraint_descriptor() {
congdtraint_tag 8 uimsbf
lengih 8 uimsbf
cour|t 8*length || uimsbf
}
length —| The number of bytes used for the count field. Length shall not exceed 4; Hence the
maximum size of the count field can be 32 bits.
count — [The number-of times the content can be played. The field can be of size B, 16, 24
and 32 bits. See also OMA-TS-DRM-REL-V2_0.
8.4.6.3 Timed count constraint descriptor
The formatofthe timed_count_constraint_descriptor 1s specified In Tabte 41.
Table 41 — Format of timed_count_constraint_descriptor
Field Length Type
timed_count_constraint_descriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
timer 16 uimsbf
count 8*(length-2) uimsbf
}
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length — The number of bytes following this field. The count field is length-2 bytes long and
shall not exceed 32 bits.

timer — Specifies the number of seconds after which the count state is reduced starting from
beginning to render the content.

count — The number of times the content can be played. The field can be of size 8, 16, 24
and 32 bits. See also OMA-TS-DRM-REL-V2_0.

8.4.6.4 Date-time constraint descriptor

The format of the date-time constraint descriptor is specified in Table 42.

Table 42 — Format of datetime_constraint_descriptor

Field Length Type
datetime| constraint_descriptor() {
congdtraint_tag 8 uimsbf
lengih 8 uimsbf
star] flag 1 bslbf
end [flag 1 bslbf
resefved_for_future_use 6 bslbf
if(start_flag == 1){
Btart_time 40 mjdutc
}
if(end_flag == 1){
end_time 40 mjdutc
}
}

length —|The number of bytes of the descriptor immediately following this field.
start_flag — 1-bit field\When set, the descriptor contains a start time.

end_flag — 1-bjt:field. When set, the descriptor contains an end time.

reserved for future use — These bits are reserved for future use and shall be sé¢t to 0 in
systems according to this version of this standard.

start_time - Time field with the semantics of ‘not before’ time for a permission. The
start_time shall be before the end_time if present. See also OMA-TS-DRM-REL-V2_0. The
format of the 40-bit mjdutc field is specified in A.3.1.

end_time — Time field with the semantics of ‘not after’ time for a permission. The end_time
shall be after the start_time if present. See also OMA-TS-DRM-REL-V2_0.The format of the
40-bit mjdutc field is specified in A.3.1.
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8.4.6.5 Interval constraint descriptor

The format of the interval_constraint_descriptor is specified in Table 43.

Table 43 — Format of interval_constraint_descriptor

Field Length Type
interval_constraint_descriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
time_interval 8*length uimsbf
}
length + The number of bytes following this field. Length specifies{the siz¢ of the

time_intgrval field.

time_interval — Specifies the number of seconds starting from firstreceiving this BCRO that
the perm|ssion is valid. The length of the field is given by the length,field and shall ngt exceed
32 bits. §ee also OMA-TS-DRM-REL-V2_0 for more details.

8.4.6.6 Accumulated constraint descriptor
The accymulated_constraint_descriptor specifies the maximum period of metered ugage time

during which the rights can be exercised over“the DRM content. The formgt of the
accumulated_constraint_descriptor is specified innTable 44.

Table 44 — Format of accumulated_constraint_descriptor

Field Length Type
accumulgted_constraint_descriptor() {
congdtraint_tag 8 uimsbf
lengih 8 uimsbf
accUmulated_time 8*length uimsbf
}
length + Thexnumber of bytes following this field. Length specifies the siz¢ of the

accumulated time field.

accumulated_time — Specifies the maximum period of metered usage time during which the
rights can be exercised. The period is given in seconds. The length of the field is given by the
length field and shall not exceed 32 bits. See also OMA-TS-DRM-REL-V2_0 for more details.

8.4.6.7 Individual constraint descriptor

The individual constraint is a constraint that is used to bind content to individuals. If the
content should be bound to more than one individual, multiple
individual_constraint_descriptor(s) can be carried in one constraint object. The format of the
individual_constraint_descriptor is specified in Table 45.
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Table 45 — Format of individual_constraint_descriptor

Field Length Type
individual_constraint_descriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
reserved_for_future_use 4 bslbf
id_type 4 uimsbf
individual_id (length-1)*8 | bslbf
}

length 4+ The number of bytes following this field. Length-1 specifies the\sizg of the
individua| _id field.

reserved_for_future_use — These bits are reserved for future use and/shall be s¢t to 0 in
systems pccording to this standard.

id_type + Tag identifying format of the individual_id as listed in<Table 46.

Table 46 — Id_type

Id_type Description
The individual_id field contains the IMSI number
0x0 coded as 16-digit 4-bit BCD. The first digit shpll be 0
and shall be ignored. The length of the indiviqual_id
field is 64 bit
0x1 The individual_id field contains the PKC-ID of the
WIM to which the content is bound
0x2-0xF Reserved for future use

individual_id - IndividuakID. The format and length of this field is identified by the
identifier| type and lengih _field see the table above. See also OMA-TS-DRM-REL{V2_0 for
more detpils.

8.4.6.8 System, ‘constraint descriptor

rights objects-are allowed to be exported to. The format of the system_constraint_degcriptor is
specified mTabte=47

The systTm constraint is a constraint that is used to identify systems to which the coptent and

Table 47 — Format of system_constraint_descriptor

Field Length Type
system_constraint_descriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
system_id 64 bslbf
parameterbytes 8*length - 64 bslbf
}

length — The number of bytes following this field.
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system_id — The system id of the system the content and RO can be exported to. This is the
HMAC-SHA-1-64 encoded hash (using 0 as the key) of the system name as registered with
OMNA. See also OMA-TS-DRM-REL-V2_0 for more details.

parameterbytes — This is a string of bytes, containing parameters for the system. This may
be required when exporting to a (possibly non-DRM) system and requiring that no more
copies are to be made. The format of parameters is system specific and out of scope of this
standard.

8.4.6.9 Token management constraint descriptor

The token_management_constraint_descriptor specifies that the consumption of the DRM
content i i ' i ch rights

issuer and store them per rights issuer in a token store. The parameters in the
token_management_constraint_descriptor indicate how "much" consumption of~DRNI content
requires how many tokens to be consumed from the token store.
The formpt of the token_management_constraint_descriptor is specified-inxTable 48.
Table 48 — Format of token_management_constrajnt_descriptor
Field Length Type
tokgn_management_constraint_descriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
token_constraint_type 2 uimsbf
token_unit_length 3 uimsbf
token_consumed_length 3 uimsbf
token_unit 8*token_unit_length uimsbf
for(i=0;i<token_consumed_lengthsli++){
token_consumed 8*token_consumed_length uimsbf
}
if (token_constraint_#ype==0x2) {
timer 16 uimsbf
}
}
length —Yherumberefbytesfellowingthisfeld-
token_constraint_type - If the value of this field equals 0x0 (COUNT) or 0x2

(TIMED_COUNT), the consumption of the DRM content shall be counted and any
consumption of the DRM content equalling the number of "counts" as indicated by the
token_unit field requires the consumption of the amount of tokens as indicated by the value of
the token_consumed field.

If the value of this field equals 0x1 (DURATION), any consumption of the DRM content with a
duration of the number of seconds as indicated by the token_unit field requires the
consumption of the amount of tokens as indicated by the value of the token_consumed field.

All other values of this field are reserved for future use.

token_unit_length — Field defining the length in bytes of the token_unit field. The value shall
not be bigger than 4.
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token_consumed_length — Field defining the length in bytes of the token_consumed field.
The value shall not be bigger than 4.

token_unit - If the token_constraint_type field equals 0x00 (COUNT) or O0x2
(TIMED_COUNT), the token_unit indicates the amount of "counts" of consumption of the DRM

content that can be consumed for the amount of tokens as indicated in the token_consumed
field.

If the token_constraint_type field equals 0x01 (DURATION), the token_unit indicates the
number of seconds of consumption of the DRM content that can be consumed for the amount
of tokens as indicated in the token_consumed field.

_ from the
token stgre of the device if the amount of DRM content is consumed as indicatgd by the

token_cofnstraint_type field and the token_unit field.

timer — $pecifies the number of seconds after which the count state is reduced stanting from
beginning to render the content in the case that the value of the token) Constraint_jype field
has the vialue 0x2 (TIMED_COUNT).

9 Registration layer

9.1 Geéneral

In this clause, the registration layer is specified. The\registration layer is layer 4 of|the four-
layer model (see 5.4) used in the protection fupctionality specified by this standard. The
specific yse of the registration layer for the individual supported systems is further spfecified in
13.5, 14.p, 15.6 and 16.5.

9.2 Rl|context

In order fo communicate with a rightstissuer (a.k.a. RI) and obtain rights objects from the RI,
the devige needs to have an Rl context for that right issuer. To obtain an RI coptext the
device n¢tifies its device data to'the RI. The RI will then contact a root of trust (a.k.a] ROT) to
request the certificate and capabilities matching this device data by checking the datp against
the publi¢ key infrastructure) (PKI) and a certificate revocation list (CRL) from that rogt of trust.
If the ROJT certifies that'the notified device data is valid, the Rl can decide to send registration
data to the device. The\device will create an Rl context from that registration data.

There ar¢ two types of Rl context, being:

e RI coptéxt for interactive mode of operation. This is specified in OMA-ERP-DRM-\{2 0.

¢ RI context for broadcast mode of operation. This is specified in 9.3.2.

NOTE Both types of Rl context are different from each other.

In the case that the device supports an interactivity channel that can be used to contact an RI,
the device is called an interactive device. In the case where the device does not have a direct
interactivity channel to contact the RI, the device is called a broadcast device.

The sending of registration data to the device is handled by a registration operation. There
are several different types of registration operations, which are defined in Table 49.
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Table 49 — Registration types

Registration type Device types Subclause
Register device for interactive mode of operation Interactive 9.3.1
Reglster device for broadcast mode of operation (content and RO Broadcast and mixed-mode 932
via broadcast channel)
Register device for mixed-mode of operation (both interactive and Mixed-mode 935

broadcast)

On successful execution, the registration operations result in the creation of an RI context in
the device. An RI context for broadcast mode of operation will differ from an RI context for

9.3 R

interactije mode of operation.
g

istration layer protocols and message specification

9.3.1 nteractivity channel registration layer specification

Registration over an interactivity channel is according to OMA-ERP-DRM-V2_0, dising the

standard|4-Pass ROAP.

This encpmpasses devices with an interactivity channel, asCwell as unconnected|devices,

which haye the capability to make a connection to an interactive device, as specified in OMA-

ERP-DRM-V2_0, section 14, via the OBEX protocol andy'use the interactive device[to report

the device data to the RI.

9.3.2 Broadcast channel registration layer specification

9.3.2.1 Broadcast channel registration layer protocol overview

To register a device, the device data has to be notified to the RI. There are two casgs for the

notificatign of device data to the RI.

Case 1: The device has never béen registered before and is activated by the user.

There arg two possibilities~in*which the device has no direct communication back channel to

contact the Rl but needstoreport device data to the RI.

e The device has'no interactivity channel or an interactivity channel is not able t¢ make a
conngction to the RI, but the device is able to create another connection to a cpnnected
OMA |device~~This device is called an unconnected interactive/unconnected mijed-mode
device and.is covered in 9.3.1.

¢ The device—has—nointeractivibychanneland is—unabletomake—a—connection to an

interactive device. This device is called a broadcast device. In this case, the 1-pass binary

push

registered device protocol is used, as is specified in this standard.

Case 2: The device has been registered at the Rl before and needs to be re-registered.

¢ In this case the RI uses the 1-pass binary inform registered device protocol to send a
message ordering the device to re-register, as is specified in this standard.

The following sequence chart (see Figure 22) explains the registration for broadcast only
mode of operation.
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Service provider/

ROT/PKI+CRL RI

Customer/device

-

[1] Notify device data
2] Wait

[3] Cert. and cap.

NOTE No
from the RI

Explanat

Once
the R
the re

The
certifi
have
decid
certifi

ification of device data to the rights issuer is performed off-line. Transmission of the regist
to the device is performed on line via a broadcast channel.

Figure 22 — Registration for broadcast mode of operation with one ROT

on of the protocol:

the RI has the device data from the device (1) via the protocol specified i
contacts the ROT (3), while the device is entered inte_registration mode a
gistration data (2).

ROT implements a public key infrastructure (a.k.a. PKIl). The PKI look
cate and capabilities belonging to the device data in question (4). The RO
a certificate revocation list (CRL). In any case, it is the responsibility of th
e whether the requested device data is valid or not and whether or not the r|
cate and capabilities data can be passéed-to the RI.

Assuining the RI received the requested.certificate and capabilities from the RO

RI wi
the d¢

The H
the rg
The

speci
send

A de

| perform some last checks (6) ahd shall send back a registration data mgq
bvice (7).

1 uses the 1-pass binary push device registration data (a.k.a. PDR) protocd

ration data

9.3.2.2,
d awaits

5 up the
T should
e ROT to
equested

[ (5), the
ssage to

| to send

gistration data over the-broadcast network. The PDR protocol is specified in 9.3.2.4.

egistration data (in the-/format of the device_registration_response() me
ied in 9.3.2.7.2. The Rl may decide to send an error status with the me
valid registration/data containing the data required to create an Rl context.

Esage) is
ssage or

with

ice listening, for device_registration_response() messages will look for

essages

he corresponding message_tag. On every message with a matching mesgage_tag,
the device willkéheck the long_form_udn parameter. If this matches (any of) thel device’s
local [UDN(s),-the device will process the message and will start trying to defgrypt the
secref datain it.

If the| device does not receive registration data within a timeout, the device Idaves the

registration mode and stops listening for device_registration_response() messages.

After successful execution of the above (re-) registration protocol (that means that a valid Rl
context is present), a device is able to receive and use BCROs from that RI for the
consumption of content. BCROs are distributed using the RI services (Clause 11).

The above results in the specification of several protocols:

offline protocols (from device to RI)

Protocol Subclause Purpose

Off-line notification of detailed devicedata protocol 9.3.2.2 Registration

Off-line notification of short devicedata protocol 9.3.2.3 Inform RI by action request codes
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e 1-pass protocols (from RI to device)
Protocol Subclause Purpose
1-pass binary push device registration protocol 9.3.2.4 Transmit registration data to device
1-pass binary inform registered device protocol 9.3.2.5 Inform device via messages

e supporting protocols for registration

Protocol Subclause Purpose

Unique device number (UDN) protocol 9.3.2.6 Make registration data robust (part of

data)

off-line notification of detailed device

9.3.2.2

This profocol is also known as the "off-line NDD protocol”, short for off<ine notif

detailed

NOTE No
defined in

Explanat

e Thed
the d
make

e Thed

in vatious ways, for@xample, by showing the user of the device a dialogue on th

of th
notifig
mess

An exam
to the RI

Offline notification of detailed devicedata protocol

lata protocol.

Service provider/

RI Customer/device

1] Notify device data
2] Enter reg. mode

ification of device data is performed off-line. Thé device data (device_data_inform() m|
.3.2.7.

Figure 23 — Offline NDD protocol

on of the protocol (see also Figure 23).

evice shall notify (1) its device data via some means to the RI. After user in
bvice shall produce thecdevice_data_inform() message (see 9.3.2.7.1 for de
this data available tothe user.

evice may display-a‘dialogue with instructions. Notifying the device data can
b device, displaying the device data and a telephone number to call
ation of the device data. Another example is to display instructions to seng
hge via @ mobile phone to the RI.

ble- 6f )a displayed message follows, where the following information is repo

cation of

essage) is

eraction,
ails) and

be done
e screen
or vocal
an SMS

ted back

NOTE It is the sequence of the defined values that is specified. The use of dashes as the delimiter is shown with
an example placement to be consistent with the examples used elsewhere in this standard. The text portion of this
screen is shown as an example only (see Figure 24); there is no implied requirement to duplicate the exact wording
or formatting shown. The numeric fields should be included as defined above. The short UDN will only be displayed
after the first registration, when that data may be available for display.
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In order to start service with this device,

please contact customer service at: following phone number:
KHXHXHX-RXRXHXK XXXX-XXX-XXXXXXX

Unique device number (UDN): . .
Unique device number (UDN):

KHXK XRHX HXRX XHXK XXX XXXX XXXX XXXX XXXX XXXX

Short UDN:

XXX XXXX Short UDN:

XXXX XXXX

An example dialogue showing instructions for

In order to start service with this device,
please send an SMS with the UDN below to the

An example dialogue showing instructions for

vocal notification of UDN to the call centre. notification of UDN by SMS to the call centre.

—Figure 24— Samples of notification disprays

e |If the device does not support a return channel to the RI, the(’devjce data

(devi

detailed devicedata protocol. The device data to notify shall be reduced by
protogol (see 9.3.2.6).

e After
mode]

regisfration data for a limited time.

9.3.2.3

9.3.2.3

Offline notification of short devicedata protocol

A General

e_data_inform() message) shall be notified off-line, using the off-line/notif|cation of

b special

the notification of the device data, user needs to put the device into repistration
(2). When put into registration mode, the device shall $start to listen for the device

This profocol is also known as the "off-line NSD. protocol”, short for off-line notification of
short datp protocol.

NOTE No

Servmer‘p’)lrowderl Customer/device

[1] Notify "request" rl-l

Figure 25 — Off-line NSD protocol

Explanation of the pratocol (see also Figure 25):

e The yser maynotify a short decimal code called the action request code (ARC)

via

offliné methods (for example, telephone call or SMS or other). The code

constfueted as indicated in Figure 26 and Table 50.

NOTE 1

ification of device data is performed off line. See Table 51 for an overview of the possible "reguests”.

to the RI
shall be

‘ shortform_udn action_code ‘ checksum ‘

Figure 26 — Action request code (ARC)

For some of the ARCs (for example, the ARC token_consumption_report), the user may have to notify
more digits to the Rl than the ones of the ARC.

Table 50 — NSD action request code fields

ARC fields Length (digits) Supporting up to
shortform_udn 8 100 million devices
action_code 2 99 action codes
checksum 2
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This totals 12 digits. The fields are defined below.

shortform_udn — The off-line notification can be performed faster if the long-form UDN is not
used, but a shorter form instead. After first-time notification of the device data to the RI, the
RI may issue a short version of the full UDN (called shortform_udn) that is carried in the
device_registration_response() message. The shortform_udn number is used to speed up the
off-line interaction with the RI. If this number is stored into the device, subsequent "requests”
by the user of the device can be notified off line much quicker by using the shortform_udn
number concatenated by a standardized action code.

NOTE 2 In cases where the device needs to be identified uniquely in another network than its home network
where it was registered, the shortform_udn cannot be used because the (new/different) Rl does not have the
shortform_udn in its database. In this case, the only possibility for the hosting RI to identify the device uniquely
would be Vrathefomgform_udm it s the Tesponsibitity of thedevice todecidewhen it fs—appropriate]to use the
longform_ujdn instead, for example, by comparing the service operations centre (SOC) ID received withylhe SOC ID
remembergd from registration.

action_clode — Following the shortform_udn, the user of the device can notify.an acjion code
to the RIf The NSD protocol defined in this standard shall use action_codgs from Table 51 to
construcf the ARC.

Table 51 — NSD action types

Action type Action code (d) Specified in $ubclause
Re-registrafion (only at same RI) {0d01} 9.3.2.8.2
Resend BGQRO {0d02} 13.718
Reserved fpr future use {0d03,..,0d09}

Join domaip {0d10,..,0d19} 9.3.2.3.3

Leave dompin {0d20,..,0d29} 9.3.2.3.4

Purchase {0d30}, whereas“content identification is supplied 12.4)2
by the Serviee guide.

token_conqumption_report {0d31,.4,0d39} 9.3.2.8.5

Reserved fpr future use {0d40,.,0d49}

token_requlest {0d50,..,0d59} 9.3.2.3.6

Reserved fpr future use {0d60,..,0d69}

Notify DRM time drift {0d70,..,0d89} 9.3.2.3.7

TAA report (0d90} 9.3.2.3.8

Reserved fpr future Use {0d91,..,0d99}

checksu The—constructed—shortform—udn—and—action—code—is—appended—by—dhecksum

digits. See Clause A.9 for an explanation of the algorithm.

An example: In order to request to re-register, a sample NSD action request code could look
like: "1660 8731 0112". An example of a displayed message is shown in Figure 27, where
the information to be reported back to the Rl is shown.
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In order to start the requested action,
please send an SMS with the short request
code (NSD) below to the following phone

In order to start the requested action,
please contact customer service at:

XXXX-XXX-XXXXXXX .
number:
. . XXXX-XXX-XXXXXXX
Action request code:
XXXX XXXX XXXX . .
Action request code:
XXXX XXXX XXXX
An example dialogue showing instructions for An example dialogue showing instructions for
vocal notification of ARC to the call centre. notification of ARC by SMS to the call centre.
It is the gequer e defined ' ’ I TT fast he delimiter is

shown with an example placement to be consistent with the examples used elsewhé&re in this
standard| The text portion of this screen is shown as an example only; there.is np implied
requirempnt to duplicate the exact wording or formatting shown. The numeric'fieldq shall be
included |as defined above. The short UDN will only be displayed after the-first registration,
when thaft data may be available for display.

Figure 27 — Samples of notification displays showing’an’/ARC message

9.3.2.3.2 Request re-registration (only at same RI)

After sernding this ARC, the user will wait until he receives the confirmation of the |RI in the
form of a|device_registration_response() message (see 9.3.2.4).

9.3.2.3.3 Request join domain
The actidn request code (ARC) for the NSD protocol is formed according to following|rules:

o the fifst digit is used to notify the joinndomain action;

e the s¢cond digit is used as a device_nonce to help the device to keep track of joih domain
requegsts.

After nofifying the ARC to the-RI, the user may notify a particular domain groug number

identifying a domain whete* the device is to be entered. The RI shall incorpgrate the
device_npnce from the request in the response message.

9.3.2.3.4 Request leave domain

The actidn request code (ARC) for the NSD protocol is formed according to following|rules:

o the fifstdigit is used to notify the leave domain action;

e the second digit is used as a device_nonce to help the device to keep track of leave
domain requests.

After notifying the ARC to the RI, the user needs to notify a particular domain group number
identifying a domain where the device is to be removed from. The device shall display a
domain ID. The RI shall incorporate the device nonce from the request in the response
message.

9.3.2.3.5 Token consumption report
The action request code (ARC) for the NSD protocol is formed according to following rules:

o the first digit is used to notify the token consumption report;

e the second digit is used as a device_nonce to help the device to keep track of token
consumption reports.
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After notifying the ARC to the RI, the user should notify the token consumption data. The
device shall display the token consumption data, for example, to the left of or below the digits
of the ARC for the token consumption report. The RI shall incorporate the device_nonce from
the request in the response message.

An example of a displayed message is shown in Figure 28, where the information to be
reported back to the Rl is shown.

In order to start the requested action,
please contact customer service at:
XXXX-XXK-XXXXXXX

Action request code-
XXXX XXXX XXXX

Token consumption data:
XXXX XXXX XXXX XXXX XXXX

It is the dequence of the defined values that is specified. The use of dashies as the d¢limiter is
shown with an example placement to be consistent with the examples used elsewhdre in this
standard| The text portion of this screen is shown as an example’ only; there is np implied
requirement to duplicate the exact wording or formatting shown. The numeric fieldq shall be
included |as defined above. The short UDN will only be displayed after the first registration,
when thaft data may available for display.

Figure 28 — Sample of token consumption reporting notification displayj
The tokep consumption data are defined in Table»52.

Table 52 — Token consumption data

Field Length (digits) Supporting up to
tokens_g¢onsumed 4 9999 tokens to be reported
report_authentication_code 13
checksum 3

This totals 20 digits. The-fields are defined below.

tokens_¢onsumed - This field contains the amount of tokens the device wished to freport as
consumegd to the*RI. See Clause A.16 for more information.

report_authentication _code — This field contains the authentication code for the value in the
tokens_consumed field and the value of the device_nonce (second digit of the action_code of
the ARC of this message). See Clause A.15 for the computation of the report authentication
code.

checksum — The final digits of the device ID number are check digits, akin to a checksum.
The three digits allow 1 out of 103 possible errors to remain undetected. The checksum
algorithm used is the UDN checksum; see A.9.2.

9.3.2.3.6 Token request
The action request code (ARC) for the NSD protocol is formed according to following rules:

o the first digit is used to notify the token request;

e the second digit is used as a device_nonce to help the device to keep track of token
requests.
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After notifying the ARC to the RI, the user should notify the number of tokens desired and the
RI may request additional data (such as a bookable account). The RI shall incorporate the
device_nonce from the request in the token_delivery_response message.

9.3.2.3.7 Notify DRM time drift

Time drift is expressed in minutes and rounded up to next multiple of 5 min. The range is
0..90 min, whereas value 89 will decode as timedrift > 90 min. Some examples of valid ARC
values are given below.

EXAMPLE 1 Device notifies 2 min timedrift from newly received DRM time message: action code is 71.

EXAMPLE 2 Device notifies 38 min timedrift from newly received DRM time message: action code is 78.

EXAMPLE B Device notifies 235 min timedrift from newly received DRM time message: action code is"§9.

9.3.2.3.8 TAA report

The TAA|report may be used to check whether a device has implemented the TAA plgorithm
(see A.11.7).

The actidn request code (ARC) for the NSD protocol is formed aceofding to following Jrules:

o the fist digit is used to notify the TAA report;

e the s¢cond digit is 0.

After notifying the ARC to the RI, the user should netify the TAA report data. The deyice shall
display thhe TAA report data, for example, to the left of, or below, the digits of the ARC for the
TAA repqrt.

An example of a displayed message is_shiown in Figure 29, where the informatipn to be
reported pack to the Rl is shown.

In"order to start the requested action,
please contact customer service at:
XXXX-XXK-XXXXXXX

Action request code:
XXXX XXXX XXXX

TAA report data:
XXXX XXXX XXXX XXXX XXXX

It is the gequence of the defined values that is specified. The use of dashes as the dg¢limiter is
shown with an example placement to be consistent with the examples used elsewhere in this
standard. The text portion of this screen is shown as an example only; there is no implied
requirement to duplicate the exact wording or formatting shown. The numeric fields shall be
included as defined above. The short UDN will only be displayed after the first registration,
when that data may available for display.

Figure 29 — Sample of TAA report display
The TAA report data are defined in Table 53.

Table 53 — TAA report data

Field Length (digits)
TAA_report_code 17

checksum 3
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s 20 digits. The fields are defined below.

TAA_report_code — This field contains the TAA report_code. See A.8.7 for the computation
of the TAA_report_code and when it shall be computed and presented to the user.

checksum — The final digits of the device ID number are check digits, akin to a checksum.
The three digits allow 1 out of 103 possible errors to remain undetected. The checksum

algorithm

9.3.24

used is the UDN checksum, see A.9.2.

1-pass binary push device registration protocol

This protocol is also known as the "1-pass PDR protocol”, short for push device registration

protocol.

The tran
registrati

Explanat

e The H
send
devic
doma
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a vali

e A dey
mess
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are v
proce
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delete theold keyset (if applicable).

e After

Service provider/
RI

l ||1| Send registr. data al I

Figure 30 — 1-pass PDR protocol - (first) device registration

ROT/PKI+CRL Customer/device

smission of registration data is performed on-line via a broadcast char
bn data (device_registration_response() message)\s specified in 9.3.2.7.2.

on of the protocol (see also Figure 30):

I shall use the 1-pass binary push device registration data (a.k.a. PDR) p
registration data over the network® (1). The registration data can
b_registration_response() message (see 9.3.2.7.2) or
n_registration_response() message (see 9.3.3.5.1). The RI shall

i keyset in the message.

ice listening for device”registration_response() (or domain_registration_re
hges shall look for ‘messages with the corresponding message _tag. ¢
hge with a matching message_tag, the device shall check the long
neter. If this matches (any of) the device’s local UDN(s) the device s
ting the signature and check the RI certificate (chain). If both (UDN and s
blid, the device detects this message is really addressed to it. The device g
ssing theximessage and shall start trying to decrypt the secret data in
hge is ‘correct, the device shall store the new keyset with key(s). The de

nel. The
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use the

anisms specified in 13.7.5 tosaddress the message to a device. The RI shall include

sponse())
Dn every
orm_udn
nall start
ignature)
hall start
it. If the
ice shall

atimeout the device shall leave the registration mode and stops list

ening for

device_registration_response() messages.

9.3.2.5
9.3.2.5.1

1-pass binary inform registered device protocol

General

This protocol is also known as the "1-pass IRD protocol”, short for inform registered device

protocol.

Service provider/
RI

| I |1| Reregistration msg. al I

ROT/PKI+CRL Customer/device

Figure 31 — 1-pass IRD protocol — Rl initiated message to device (here re-registration)


https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

- 110 - 62455 © IEC:2010(E)

Explanation of the protocol (see also Figure 31 and Table 54):

The 1-pass IRD protocol is designed to meet the messaging push case. Its successful
execution assumes the device to have an existing RI context with the sending RI.

Several messages are defined for the IRD protocol.

Table 54 — Messages of the 1-pass IRD protocol

Message name For message syntax, see subclause Remark
Force to re-register 9.3.2.7.3
Update RI certificate 9.3.2.7.4
Update DRM Time 9.3.2.7.5
Update coptact number 9.3.2.7.6
Present TAA report 9.3.2.7.7
Update domain 9.3.3.5.2
Force to jdin domain 9.3.3.5.3
Force to Iqave domain 9.3.3.5.4
Token delipery 9.3.4.4

The procgssing of each message will be specified in the following subclauses.

9.3.2.5.2 Force re-registration

In this cdse, the Rl is sending a message to the devige to get it into registration mods.

The Rl shall use the mechanisms specified itn13.7.5 to address the message to a|device.

The device shall filter on the message_tag to identify the message. Then it shal| filter for
the UDN and compare it to the local UDN of the device. If those match, the deyice shall
start |validating the signature and (check the RI certificate (chain). If both (UDN and
signature) are valid, the device.detects this message is really addressed to it| and the
devicg shall start to perform thelintended action.

If thel message is correct,.the reception of this message shall start the (re-)repistration
process. The device will. be rendered inoperable but only in relation with the assdciated RI
(contéxt) as specified below.

— Agcessing a service guide for purchase is still allowed, as this will require a
registration first.

— The devi¢e)shall be rendered inoperable for any purchase protocol or plgyback of
fufure caontent. The device may use stored BCROs to play old content for which the
device-obtained ROs, but shall not use these BCROs for new content received after
thie ré-reqistration request until the device is re-reqistered with the RI.

Depending on the implementation, a dialogue will be shown to the user and the off-line
NDD protocol will be executed, using the RI_ID stored in the Rl context. Depending on the
implementation, a dialogue may be shown to the user and the off-line NDD protocol shall
be executed.

9.3.2.5.3 Update RI certificate

The RI can use this message to update the RI certificate in one or more devices.

The RI shall enter a valid RI certificate in the message.

The Rl may enter a rooted RI certificate chain in the message. The root certificate is to be
excluded.

The RI shall use the mechanisms specified in 13.7.5 to address the message to a device.

The device shall filter on the message_tag to identify the message. Then it shall filter for
the UDN and compare it to the local UDN of the device. If those match, the device shall
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start validating the signature and check the RI certificate (chain). If both are valid, the
device detects this message is really addressed to it, and the device shall start to perform
the intended action.

If the message is correct, the device shall save the new RI certificate in the message after
the signature of the message has been verified correctly. The old RI certificate shall be
made obsolete.

9.3.2.54 Update DRM_Time

The RI can use this message to update the DRM time.

9.3.2.5.5 Update contact number

The RI shall enter a valid DRM time in the message.

The Rlmavput-a-time-offsetinthe-message—lhe-timeoffsetshall bevalid
oA o SAs §

The RI shall use the mechanisms specified in 13.7.5 to address the message toa|device.

The device shall filter on the message_tag to identify the message. Then.the deyice shall
start palidating the signature and check the RI certificate (chain). If,both are [valid the
device detects this message is really addressed to it, and the device shall start t¢p perform
the intended action.

If the|message successfully validated and the RI certificate is,valid, the device shall save
the ngw DRM time into the device.

The Rl dan use this message to update the contact number that the device should contact

during the offline notification processes (both for use with the NDD or NSD protocols).

9.3.2.5.6 Force to join"a domain

The message shall contain (a) valid telephonenumber(s) to contact.
The Rl shall use the mechanisms specifiediin 13.7.5 to address the message to a|device.

The device shall filter on the message\tag to identify the message. Then the deyice shall
start palidating the signature and_check the RI certificate (chain). If both are [valid the
devicp detects this message is really addressed to it and the device shall start t¢ perform
the intended action.

If the|message is correct, the-device shall store the new contact number(s) and delete the
old onme(s).

In this cgse, the Rkisvsending a message to the device to get it into join domain moge, which

may be followed @p by the matching action in the NSD protocol.

The RI shall use the mechanisms specified in 13.7.5 to address the message to a|device.

A device listening for device registration response() messages shall look for messages

with the corresponding message_tag. On every message with a matching message_tag,
the device shall check the long_form_udn parameter. If this matches (any of) the devices
local UDN(s) the device shall start validating the signature and check the RI certificate
(chain). If both (UDN and signature) are valid the device detects this message is really
addressed to it, and the device shall start to perform the intended action.

9.3.2.5.7 Force to leave a domain

In this case, the RI is sending a message to the device to get it into leave domain mode,
which may be followed up by the matching action in the NSD protocol.

The RI shall use the mechanisms specified in 13.7.5 to address the message to a device.

A device listening for device_registration_response() messages shall look for messages
with the corresponding message_tag. On every message with a matching message_tag,
the device shall check the long_form_udn parameter. If this matches (any of) the devices
local UDN(s) the device shall start validating the signature and check the RI certificate


https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

- 112 - 62455 © IEC:2010(E)

(chain). If both (UDN and signature) are valid the device detects this message is really
addressed to it and the device shall start to perform the intended action.

9.3.2.5.8

Update a domain

The RI can use this message to inform the device that it left a particular domain.

e The message shall contain a valid domain id.

e The RI shall use the mechanisms specified in 13.7.5 to address the message to a device.

e A device listening for device_registration_response() messages shall look for messages
with the corresponding message_tag. On every message with a matching message_tag,
the device shall check the long_form_ udn parameter If this matches (any of) the device’s

(chai
addre

e If the
9.3.2.6
9.3.2.6.1

To redud
care of @

). If both (UDN and S|gnature) are vaI|d, the deV|ce detects thls message
ssed to it and the device shall start to perform the intended action.

message is correct, the device shall delete the associated domain context.
Unique device number (UDN) protocol

Protocol specification

e the amount of data that is to be notified to the RI, the device data proto

ata reduction. To ease the detection of errors during the registration pro

device data protocol will also allow detection of errors in the ‘notified device data.

The algo
number (

Fithm shown in Figure 32 and Table 55 shallvbe used to construct a uniqy
a.k.a. UDN).

issuer ID

‘ rot_id ‘ mii issuersidentifier device_serial_number checksum

Figure 32 — Unique device number

Table 55 — UDN explanation

ertificate
is really

col takes
cess, the

e device

Field Length (digits) Supporting up to
rot_id 3 1 000 ROT
mii 1 9 major industries
issuer_identifier 4 100 000 issuers (10 000 in 10 industries)
device_serial_number 9 1 billion
checksum 3
This totals 20 digits. The fields are specified below.

Every of 1 000 ROT can issue 100 000 issuer ranges, from which every unique issuer can
have 1 billion devices issued.

rot_id — The first three digits in the UDN identify the ROT. Every ROT has an own unique ID.

mii — The first digit of the device ID number is the major industry identifier (MIl), which
represents the category of entity, which issued the device_serial_number. Different Mll digits
represent the issuer categories shown in Table 56.
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Table 56 — Major industry identifier
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MIl digit value Issuer category Remarks

0 Root of trust

1 Telecom

2 Consumer electronics

3 Network equipment

4 Reserved for future use

5 Reserved for future use

6 Reserved for future use

7 Reserved for rtutare use

8 Reserved for future use

9 National assignment
EXAMPUE Philips is in the consumer electronics category and Nokia is in the Telecom sector. If the MII digit
is 9, then the next three digits of the issuer identifier are the three-digit country codes~defined in ISO $166,
and the femaining final two digits of the issuer identifier can be defined by the national.standards body of the
specified country in whatever way it wishes.

issuer_identifier — The issuer_identifier identifies which Jissuer created the devides serial

number. Together with the MII digit, this forms the issuer Dy

device_gerial_number — The device_serial_numbegr\is unique inside a range of gn issuer.

Each iss{ier therefore has 1 billion (10°) possible device_serial_numbers. It is unlikely that an
issuer eXceeds 1 billion serial numbers. An issuer wishing to group devices in andther way
can request a second issuer_identifier for another range (of 1 billion).
checksum — The final digits of the device ID number are check digits, akin to a checksum.
The thre¢ digits allow 1 out of 103 possible errors to remain undetected. See Clause A.9 for
an explanation of the algorithm.
9.3.2.6.2 Message syntax
The 20 digits of the UDN\are encoded in BCD format into the longform_udn(). The imessage
syntax is|specified in Table 57.
Table 57 — longform_udn
Field Length Type
longform_udn(){
rot_id 12 bslbf
mii 4 bslbf
issuer_identifier 16 bslbf
device_serial_number 36 bslbf
checksum 12 bslIbf
}
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9.3.2.7 Binary messages
9.3.2.7.1 Device data — device_data_inform() message
9.3.2.7.11 Message specification

The device data shall prove that it is unique. In a one-way case, the device notifies this device
data, yet the length of the unique device data should remain concise.

Because devices can be uniquely identified by the PKI, it is not needed to incorporate unique
data like the device certificate into the (device-specific) registration data. The OMA DRM 2.0
certificate is global, and the link between the manufacturer and the device can be requested
from the PKI, based on the device ID.

The paraLneters of the device_data_inform() message are specified in Table 58.

Table 58 — Notify device data message parameters

Device_Data_Inform()

parametpr (M)andatory / (O)ptional?@ Remark
version M
contact_|number (0]
longform_udn() M

@ (O)ptional means that the user of the message may include.the parameter in the message, but theldevice
shalllsupport the interpretation of the parameter.
(M)ahdatory means that the user of the message shall include the parameter in the message.

version { Is a <major> representation of thie’highest ROAP version number supported by the
device. Flor this version of the protocol, the*version field shall be set to value ‘1.

contact_[number — Is the number. t0,be contacted in order to register the device. It|can be a
phone nymber or an SMS number. This number may have been entered into the fevice at
productign time and if so may be shown in the registration display (see 9.3.2)2 for an
example). This number couldi'also be provided in other ways, like a leaflet in the pgckage of
the devige, a commercial 'channel that is viewed after selection of a free to air channgl via the
service guide or via entirely other means.

longform_udn()=\ldentifies the unique_device_number to the RI. The UDN shall He part of
the credgntials—entered at production time into the device, like the private key|and the
certificat¢. See’9.3.2.6 for details.

9.3.2.7.1.2 Message syntax

Since this is an offline protocol, the device data is not really formed into a message that can
be transmitted. The device data is decimal and formatted as specified in Table 59.

Table 59 — Device data

Parameter Format and length Description
version 1 byte
contact_number 15 bytes Dependent on target telco network
longform_udn() 20 bytes UDN protocol
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Using the 1-pass PDR protocol the RI shall send a device_registration_response() message

IEC:2010(E)

Registration data — device_registration_response() message

- 115 -

Message specification

with the registration data to the device as specified in Table 60.

Table 60 — Message fields

Device_Registration_Response()

Parameter name

(M)andatory/(O)ptional?

message_tag

M

Global,

not encrypted

protocol_version

Global,

not encrypted

drm_time

Device specific,

not encrypted

local_time_offset

Device specific,

not encrypted

registration

_timestamp_start

Device specific,

not encrypted

registration

_timestamp_end

Device specific,

not encrypted

M
longform_ujdn () M Global, not encrypted
status M Device specific, not encrypted
certificate_ersion M Global, not encrypted
ri_certificafe_counter M Global, not encrypted
c_length M Global, not encrypted
ri_certificate M Global, not encrypted
ocsp_respgnse_counter M Global, not encrypted
r_length M Global, né¥encrypted
ocsp_respgnse M Global) not encrypted
local_time_|offset_flag M Device specific, not encrypted
time_stamg_flag M Device specific, not encrypted
subscriber |group_key_flag M Device specific, not encrypted
signature_tlype_flag M Global, not encrypted
shortform_gyidn_flag M Device specific, not encrypted
surplus_blqck_flag M Device specific, not encrypted
keyset_blo¢k_length M Device specific, not encrypted
unique_group_key (0] Device specific, encrypted
subscriber |group_key O Device specific, encrypted
unique_deVice_key (0] Device specific, encrypted
unique_deVice_filter M Device specific, encrypted
customer_droup_filter o Device specific, encrypted
ri_authentigation~key M Device specific, encrypted
token_delierylkey (0] Device specific, encrypted
TAA_descriptor (0] Device specific, encrypted
broadcast_domain_key (0] Device specific, encrypted
shortform_domain_id (0] Device specific, encrypted

M

)

)

)

)

shortform_udn

Device specific,

not encrypted

signature_block

E<

Device specific,

not encrypted

a

support the interpretation of the parameter.

(M)andatory means that the user of the message shall include the parameter in the message.

(O)ptional means that the user of the message may include the parameter in the message, but the device shall
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message_tag — This parameter identifies the type of the message. See Clause A.12 for the
value of the message_tag.

protocol_version — This parameter indicates the protocol version of this message. The
device shall ignore messages that have a protocol_version number it does not support. The
value of the protocol_version of this message shall be set to 0x0 (i.e., the original format).

If this parameter is set to 0x0, the format specified in this standard is used. If set to anything
else than 0x0, the format is beyond the scope of this version of this standard.

longform_udn() — The long form of the UDN. See 9.3.2.6 for details.

status —{ The status parameter shall indicate one of the values defined in Table| 61. The
device shall ignore messages with other error values.

Table 61 — Status values

Status yalue Meaning
Success The registration request was executed successfully and the, Rl completed all data.|[The
device shall process the message.
UnknownEfror The Rl encountered an unknown error after receiving the\registration request. The|device
may put forward a subsequent registration request to the Rl (context).
NotSupported The Rl does not support the registration request,
AccessDenjed The Rl decided that the device will not be granted access to the service and stops|the

registration. The RI will stop listening to fUture registration requests of this device.|The
device is forced to refrain from future registration and shall suppress broadcast apd/or
mixed-mode registration requests to the particular RI (context).

NotFound The RI decided that the device could not be found (off-line UDN and/or UaProf). The device
may put forward a subsequent registration request to the RI (context).

MalformedRRequest | The Rl decided that the registration request was malformed and will force the devjce to
execute a (re)-registratiornat once. The device shall enter (re)registration mode (s¢e
9.3.2.5.2)

See Clause A.2 for the value of the error codes.

certificate_version — This\parameter is a numerical representation of the version pf the RI
certificatg; see Table 62. Using the certificate_version parameter the device can decjde if it is
needed tp update the Rl-certificate (if it was stored before).

Table 62 — Fields of certificate_version parameter

ParFmeter fieldname Field value (n) Supports
[
major_version_number Ox0,..,0xF MSB4(certificate_version)
minor_version_number 0x0,..,0xF LSB4(certificate_version)

The parameter is divided into two fields of four bits, whereas the first four bits (msb left)
express the major number and the last four bits (Isb right) express the minor version. The
major and minor number encode in bslbf format. Sixteen major and 16 minor versions are
supported.

EXAMPLE Major.Minor version <1.2> is expressed as 0001 00105.



https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

62455 © IEC:2010(E) - 117 -

ri_certificate_counter — This parameter indicates the depth of the RI certificate chain; see
Table 63.

Table 63 — Allowed values for ri_certificate_counter

Number of certificates in chain Value (n) Remark

Will signal absence of ri_certificate, for

0 0x0 example, on error status to save bandwidth

1 0x1

0x2

0x3

0x4

0x5

0x6

N|o|loa|ldh|lw N

0x7

NOTE The certificate chain can have a depth of up to seven RI certificates.

c_lengthl — This parameter indicates the length in bytes of the ri_certificate.

ri_certificate() — This parameter shall be present. When present, the value of a ri_gertificate
parametgr shall be a certificate chain including the RI’s certificate. The chain shall ngt include
the root gertificate. The RI certificate shall come first in the list. Each following certifi¢ate shall
directly certify the one preceding it.

The devige may store RI certificate verification data indicating that an RI certificate ¢hain has
been verified. The purpose of this is to avoid\repeated verification of the same gertificate
e RI certificate verification data stored in this way shall uniquely identify the RI
and shall be integrity protected. The device should check if the RI certificate chain
received |in this parameter corresponds to-\the stored certificate verification data for this RI. If
so, the device need not verify the RI cértificate chain again; otherwise, the device shall verify

ertificate is received that is not in the stored certificate verification data fdr this RI,

time of the received RI certificate is later than the RI context for this Rl and the
status of the R certificate as indicated in the OCSP response is good (sge OCSP-
MP), then the devieeshall verify the complete chain and should replace the dtored RI
verificationdata with the received RI certificate data and set the Rl contgxt expiry
time to tHat of thereceived RI certificate expiry time.

However| ifthe device does store RI certificate verification data in this way it shall |store the
expiry peri if7 ki i Tt ifitate) and
shall compare the device’s current DRM time with the stored RI certificate expiry time
whenever verifying the signature on signed messages from the RI. If the device’s current
DRM time is after the stored RI certificate expiry time then the device shall abandon
processing the Rl message and shall initiate the registration protocol.
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ocsp_response_counter — This parameter indicates the depth of the OCSP response chain,

see Table 64.

Table 64 — Allowed values for ocsp_response_counter

Number of responses in chain

Value (n)

Remark

0

0x0

Will signal absence of ocsp_response, for
example, on error status to save bandwidth

0x1

0x2

w | N

0x3

UXx4

0x5

0x6

N | o | o] N

0x7

NOTE The certificate chain can have a depth of up to seven OCSP responses.

r_length|- This parameter indicates the length in bytes of the ocsp \response.

ocsp_response() — This parameter, when present, shall be @ complete set of valid OCSP
responses for the Rl's certificate chain. The device shall not fail due to the presence of more
than one|OCSP response element. A device shall check-that an OCSP response is gresent in
the receiyed message. If no OCSP response is present in the device_registration_rgsponse()

message)}, then the device shall abort the registrationsprotocol.

local_time_offset_flag — Binary flag to signal the presence of the local_time_offset field. See
Table 65|for the allowed values and their meaning.

Table 65 — Values for flags signalling data absent/data present

Value (n) Meaning
0x0 data absent
0x1 data present

time_stamp_flag <Binary flag to signal the presence of the registration_timestamp_|start and
registratipn_timestamp_end field. See Table 65 for the allowed values and their mearning.

subscribjer_group_key_flag — The flag expresses how many subscriber_group_keys (a.k.a.
SGK) ara_delivered with the rngiefrnfinn data \When zero message broadcast is used, a set of

8 keys will support a group size of 256. A set of nine keys will support a group size of 512.
Other values or larger group sizes are not supported. A value larger than zero indicates that
the registration data message delivers a set of zero message subscriber_group_key (s) to the
device and that the device needs to use zero message broadcast style encryption to deduce
the decryption key to decrypt the SEK. See also Table 66.
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Table 66 — Allowed values for subscriber_group_key_flag

Subscriber_group_key_flag Value (n) Remark
Data absent 0x0 Will signal absence of keyset_block, for example, on
error status to save bandwidth
Reserved for future use 0x1-0x7 Not used in this version of this standard
Set of (8) subscriber_group_key 0x8
Set of (9) subscriber_group_key 0x9
Reserved for future use 0xA-OxF Not used in this version of this standard

signaturp_type_ftag — A ffag to Stgnat the type of Signature atgorthm used—See Table 67 for

the allowpd values and their meaning.

Table 67 — Values and their meaning for signature_type_flag

Malue (n) Meaning Remark
0x0 RSA 1024
0x1 RSA 2048
0x2 RSA 4096
0x3 Reserved for future use Not used in this vefsion of this standard

shortform_udn_flag — Binary flag to signal the presence of the shortform_udn fleld. See

Table 65|for the allowed values and their meaning:

surplus_|block_flag — Binary flag to signalthe presence of the surplus_block() strucfure. See

Table 65|for the allowed values and their meaning.

keyset_hlock_length — This parameter indicates the length in bits of the total keysgt_block.

That is [the part in the sessionkey block() plus the optional second part

surplus_Mlock().
unique_
also known as UGK. The-key length shall be 128 bit.

NOTE 1 Tlhis key is wpapped into the keyset_block, see 9.3.2.7.2.2.

subscriber_group_key — An (set of) AES symmetric encryption key(s) which are u

rom the

roup_key — A symmetric AES encryption key to address a unique group. This key is

sed for the
zero megsage subscriber_group_key deduction of the key needed to decrypt the SHK and/or
PEK. These{subscriber_group_key is also known as SGK. The key length shall be 128 bits.

NOTE 2 This key is wrapped into the keyset_block, see 9.3.2.7.2.2.

unique_device_key — An AES symmetric key to address a unique device. This key is also

known as UDK. The key length shall be 128 bits.

NOTE 3 This key is wrapped into the keyset_block, see 9.3.2.7.2.2.

unique_device_filter — An EN 50094:1992 style addressing scheme used to filter for
messages like BCROs. A device address consists of five bytes and is unique within an
operation. In the case of a group size of 256 devices, the first 32 bits contain the
group_address field, whilst the last 8 bits contain the position_in_group field. In the case of
512 devices, the first 31 bits contain the group_address field whilst the last 9 bits contain the

position_in_group field. This address is also known as UDF.

NOTE 4 This address is wrapped into the keyset_block, see 9.3.2.7.2.2.
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customer_group_filter — Device-specific data for filtering KSM messages using the black-
out-spot-beam mechanism; see 7.2.2.4. The customer_group_filter is also known as CGF.
During registration, the Rl may define a CGF for the device to be part of the registration data
in the keyset. If there is a blackout_spotbeam access_criteria_descriptor in a KSM, the length
of its bosb_mask field shall be the same as the length of the CGF. A ‘1’ on a certain position
of the CGF indicates that the device belongs to a certain category. It is out of scope of this
standard to define the categories. However, see Clause B.9 for examples of categories and
their use.

NOTE 5 This address is wrapped into the keyset_block, see 9.3.2.7.2.2.

ri_authentication_key — An AES symmetric key to verify MACs on BCRO and KSM
messages. This key is also known as RIAK. The key length shall be 128 bits.

NOTE 6 Tlhis key is wrapped into the keyset_block, see 9.3.2.7.2.2.

token_de¢livery_key — This is the token delivery key (TDK), which is used in.9.374.4.

NOTE 7 ]his descriptor is wrapped into the keyset_block, see 9.3.2.7.2.2.

TAA_degcriptor — This is the TAA descriptor as specified in A.11.7(

NOTE 8 WLhis descriptor is wrapped into the keyset_block, see 9.3.2.7.2.2.

broadcast_domain_key — An AES symmetric key to addréss a broadcast domain. This key is
also known as BDK. The key length shall be 128 bits.

NOTE 9 I:lhis key is wrapped into the keyset_block, see 9.3.2.7.2.2.

longform_domain_id() — This parameter is also known as the long-form broadcast domain
filter (LBDF). See A.11.6 for the definition. Fhe longform_domain_id() is used for mijed-mode
operatiorn.

NOTE 10 [This address is wrapped into the keyset_block, see 9.3.2.7.2.2.

shortform_domain_id — This parameter is also known as the short-form broadcast domain
filter (SBPF); see A.11.1. An.addressing scheme used to filter for messages like BCROs. The
shortform_domain_id is used-for broadcast mode of operation.

NOTE 11 |[This address is‘wrapped into the keyset_block, see 9.3.2.7.2.2.

drm_timtE— Thisrparameter defines the time in universal time coordinated (UTC). This 40-bit
field contains the.current time and date in UTC and MJD; see A.3.1.

local_time.offset — This parameter indicates the local time offset from the (UTC) grm_time
as defined in A.3.3.

registration_timestamp_start — Indicates from what time onwards the registration data is
valid. This is an extra mechanism above the expiration date of the RI certificate. The format of
the 40-bit mjdutc field is specified in A.3.1.

NOTE 12 This parameter can also be used against replay attacks.

registration_timestamp_end — Indicates from what time onwards the registration data is
expires. This is an extra mechanism above the expiration date of the RI certificate. The format
of the 40-bit mjdutc field is specified in A.3.1.

NOTE 13 This parameter can also be used against replay attacks.
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shortform_udn — This parameter allows the Rl to give an own defined short number
identifying the device. This number can be used as a shorter alternative to the UDN during
offline notifications. The shortform_udn is coded in BCD format.

signature_block — The signature shall enable a single source authenticity check on the
message. The algorithm used for the signature is RSA-1024 or RSA-2048 or RSA-4096. The
signature will apply to the implementation guidelines of PKCS#1, as outlined in Clause A.10.

Message result:

The stored RI context shall at a minimum contain

¢ Rl IDjunittedevicefitter{0b
¢ the fdllowing keys:
— UEGK, SGK1..n and/or UDK;
- RIAK;
- SK.

If domain addressing via an OMA DRM 2.0 domain is required, the keyset|shall (in
additipn to the standard addressing above) include the following/keys:

— BDK;
— sHortform broadcast domain filter (SBDF), a.k.a. "shortform_domain_id"; see A.11.1.
e For nfixed-mode devices the domain context shall additionally contain
— lopg-form broadcast domain filter (LBDF), a.k:a. "longform_domain_id()"; see A.11.6.
e A deVice may have several domain contexts«with an RI.

e The RI context shall also contain an Rlkcontext expiry time, which is defined {o be the
timesfamp of the registration data if that"was send and otherwise the expiration |of the RI
certifijcate.

¢ The RI context may also contain-the RI certificate validation data.

o If the|RI context has expired, the device shall not execute any other protocol than the 1-
pass |binary device dataregistration protocol with the associated Rl (context) and upon
detecfion of Rl context-expiry, the device should initiate the offline notification of detailed
device data protocelusing the RI_ID stored in the RI context. Depending on the
implementation, adialogue will be shown to the user and the offline NDD protocpl will be
execyted.

— Agcessing_a service guide for purchase is still allowed, as this will quire a
registration first.

the re-registration request until the device is re-registered with the RI.

Requirements:

e The device shall have at most one RI context with each RI. An existing RI context shall be
replaced with a newly established RI context after successful re-registration with the
same RI.

e The device shall support at least 6 Rl contexts for broadcast mode of operation.
o For standard addressing the keyset shall include a valid set of
— UGK, SGK1..n and/or UDK keys;

— RIAK key (a single RIAK key is bound to a single group, or, if no UGK nor SGKs have
been issued to the device, is bound to a single device);

— Unique device filter (UDF).
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If domain addressing via an OMA DRM 2.0 domain is required, the keyset shall (in
addition to the standard addressing above) include a valid set of

— BDK key;
— short-form broadcast domain filter (SBDF), a.k.a. "shortform_domain_id"; see A.11.1.
And in case of mixed-mode operation devices, the keyset shall contain

— a long-form broadcast domain filter (LBDF, a.k.a. "longform_domain_id()") that
matches the SBDF; see A.11.6.

9.3.2.7.2.2 Protection of the keyset

The structure of the device_registration_response() message is shown in Figure 33. The
device_registration respanse() message is split in two parts: device-specific (time bound)

data and|global (noTtime bound) data.

Message_tag

Longform_udn

Device global data Device-specific data <L
(in the clear)

Key material Other device data
(encrypted) (in the clear)

Signature over|
complete
message

Signature r

Figure 33 — Device_registration_response() message

The devige global data shall.be. in the clear. The device specific data contains the Keyset for
the devide. This key material*shall be encrypted, whereas the rest of the device-speific data
shall be [n the clear. The'key material shall be protected by encryption. The RI shall use the
device’s public key toencrypt all key material in the device-specific data part of the message.

The RI dhall use his private key to sign the complete message data. Upon reception, the

The device’/shall make sure that this message is correct by using a valid and cprrect Rl

certificate.

device SFII verify the RI signature, by using the issuer’s public key from the RI certificate.

The complete message shall be authenticated by a signature from the RI.

Creation of the encrypted message shall adhere to the following rules.

a)

b)

Generate a (128 or 192 or 256) bit AES key to be used as session key (SK) for the
device_registration_response() message.

Concatenate the keyset (UGK, SGK1..n, UDK, RIAK, UDF and/or BDK, SBDF plus
optional LBDF and CGF if applicable) under rules of FIPS PUB 197:2001 and the tag
length format specified in Clause A.11.

Determine if the trust authority has defined an algorithm for extra encryption of the
keyset_block. If so, prepare the appropriate TAA descriptor for it (see A.11.7). Prepend
this to the keyset concatenation of step b).
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d) If a TAA_descriptor containing a TAA_algorithm field has been inserted in the
keyset_block, encrypt the keyset_block starting at the last bit of the TAA_descriptor while
using the algorithm and parameter as indicated in the TAA_descriptor.

e) The concatenated keyset shall be padded with one bit with the value '1' and, after this 1-
valued bit, 0 to 63 bits with the value '0', such that the length of the padded keyset is a
multiple of 64 bits, see Appendix A of NIST 800-38A. Note that if the non-padded keyset
was already a multiple of 64 bits in length, it is padded with 64 bits.

f) Encrypt the keyset using NIST:2001 using the generated SK as (AES-WRAP style) keyset
encryption key. This will produce the keyset_block.

g) Calculate the part of the keyset_block that would fit into the RSA block (depending on the
size of RSA used, be that 1024, 2048 or 4096; see also Clause B.10), including the SK
and under implementation rules of the PKCS#1; see A.10.2. If the keyset block fits into
one RSA block, continue at step i). Otherwise, continue at step h).

h) If the| SK plus keyset_block including PKCS#1 header, aligning, etc. did not fit|into one
RSA block, then keep the remainder part as surplus_block().

i) Encrypt SK plus the (part of the) keyset_block that fits into the RSA block with the public
key of the target device using RSA (1024 or 2048 or 4096) @nder implementation
guide]ines of PKCS#1; see A.10.2. This will produce the sessionkey) block().

j) Concatenate the (non-encrypted) parameters that were not used’in the keyset_hlock and
creat¢ the message "header” from this. See 9.3.2.7.2.3 for details.

NOTE | The sessionkey_block(), the (optional) surplus_block() andwthe signature_block are not part of the
message header).

k) Concatenate the message "header" and the sessionkey_block(). If the SK [plus the
keysgt_block including the PKCS#1 header, aligning, etc. did not fit into one R$A block,
then |also concatenate surplus_block() part?; Hash the result under implementation
guide]ines of IETF RFC 3447; see Clause Ax10. This will produce the signature_irnput_data.

[) Sign the signature_input_data with RSA(1024 or 2048 or 4096) using the private key of
the R]. The signature will apply to the implementation guidelines of PKCS#1, as outlined in
Claude A.10. This will produce the signature_ block.

m) The [device_registration_response() message comprises the message "header" plus
sessipnkey_block(), optionally the surplus_block() and the signature_block; see F|gure 34.

All Qut input for keyblocks Message “header”
below. (in the clear)

SK (plus part of Sessionkey_block

keyget_block that fits into
RSA blogk (size) (RSA encrypted)
Keyset_block

ke écé?tlt?lgillz EZT;Q?\%‘; ?II surplus_block T (AES encrypted)
ysq ) (AES encrypted)
into RSA block

Signature_block

RSA signature (RSA signature)

Figure 34 — Structure of device_registration_response() message

In conclusion, the number of RSA blocks used should be kept to a minimum. The AES
surplus_block() is present when the keyset does not completely fit into the sessionkey_block()
given the RSA block size used. If present the AES surplus_block() contains those keys that
did not fit into one RSA block (i.e. the sessionkey_block()). The complete keyset needed for
operation after registration is included in the encrypted keyset_block, which is concatenated
from the first part in the sessionkey_block() and optionally the surplus_block(). See Clause
A.6 for calculations on the surplus_block_size.

Decryption of the encrypted message shall adhere to the following rules.
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Locate the message via message_tag.

Verify if the message is intended for this device by comparing the long_form_udn with the
UDN stored in the device.

Verify the signature_block of the message by using the public key from the RI.

Locate the sessionkey_block() and decrypt the block with the private key of the local
device. Locate the session key (SK) from the header and (eventual) padding (according to
PKCS#1 and A.10.2). Then locate the keyset_block part from the header and (eventual)
padding (according to PKCS#1 and A.10.2). See Clause B.10 for the determination of the
session key length.

e) (Optionally) If there is a surplus_block() concatenate this part to the keyset block. This
will complete the keyset_block.

f) Use the SK to decrypt the keyset_block, using NIST:2001.

g) Remgdve padding from the keyset_block.

h) If, in the keyset block from step g), there is no TAA_descriptor present,’ go to step i). If
therelis a TAA_descriptor present, part of the keyset_block was doublelencrypted], Decrypt
the Keyset block (i.e. result from step g)) anew starting atnthe last bif of the
TAA_ descriptor while using the algorithm and parameter \@s indicated| in the
TAA |descriptor.

i) Allocate the individual keyset_items from the keyset_ block according to NIST:2001 and
the tag length format specified in Clause A.11.

The SK fshall be stored into protected storage. The AES encrypted keyset block may be

stored as is into unprotected storage and decrypted by the device upon use. If the

keyset_bJock is not stored but the decrypted keys-from that block are stored insjead, the
device shall store all key data safely. The keys shall not leak outside the device.

9.3.2.7.2(3 Message syntax

The syntax of device_registration_response() is specified in Table 68.

Table 68 — Message syntax
Field Length Type
device_rlegistration_response()§
/* signature protected part starts here */
/* message header starts here */
mesfsage_tag 8 bslbf|
protpcol_(version 4 bslbf|
resgrved’ for_future_use 4 bslbf|
longform_udn() 80 bslbf
status 8 bslIbf
flags {
ri_certificate_counter 3 bslbf
ocsp_response_counter 3 bslbf
local_time_offset_flag 1 bslbf
time_stamp_flag 1 bslbf
subscriber_group_key_flag 4 bslbf
shortform_udn_flag 1 bslbf
signature_type_flag 2 bslbf
surplus_block_flag 1 bslbf
keyset_block_length 16 uimsbf
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Field Length Type
}
certificate_version 8 bslbf
for(cnt1=0; cnt1 < ri_certificate_counter;cnt1++){
c_length 16 uimsbf
ri_certificate() 8*c_length bsIbf
}
for(cnt2=0; cnt2 < ocsp_response_counter;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length bsibf
}
drm| time 40 mjdugc
if (Iqcal_time_offset_flag == 0x1) {
local_time_offset 16 bsIbf
}
if (time_stamp_flag == 0x1) {
registration_timestamp_start 40 mjdugc
registration_timestamp_end 40 mjdugc
}
if (shortform_udn_flag == 0x1) {
shortform_udn 32 bsIbf
}
/* message header ends here */
if (s|gnature_type_flag == 0x0){
sessionkey_block() 1024 bslbf|
} elge if (signature_type_flag == Bx4){
sessionkey_block() 2048 bslbf|
} elge if (signature_type flag == 0x2) {
sessionkey_block() 4096 bslbf|
}
if (sprplus_black) flag == 0x1){
surpls\block() a bsIbf
}
/* signature protected part ends here */
if (signature_type_flag == 0x0){
signature_block 1024 bslbf
} else if (signature_type_flag == 0x1) {
signature_block 2048 bslbf
} else if (signature_type_flag == 0x2) {
signature_block 4096 bslbf

28  For details, see Clauses A.6 and B.10.

The fields reserved_for_future_use are reserved for future use and all their bits shall be set to
0 in systems according to this standard.
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9.3.2.7.3 (Force to) Re-register — re_register_msg() message
9.3.2.7.3.1 Message specification

Using the 1-pass IRD protocol (see 9.3.2.4) the RI sends a re_register_msg() message,
indirectly triggering a (re)registration. The message is specified in Table 69.

Table 69 — Message fields

re_register_msg( )

Parameter name (M)andatory/(O)ptional® | Remark

message_tag

protocol_vgrsion

longform_ujdn

status

signature_tlype_flag

certificate_ersion

ri_certificafe_counter

c_length

ri_certificate

ocsp_respdnse_counter

r_length

= Il Il I - I B I I I I | I

ocsp_respgdnse

E<

signature_llock

@ (O)ptional means that the user of the message may-include the parameter in the message, but the dqvice shall
support|the interpretation of the parameter.
(M)andftory means that the user of the messageishall include the parameter in the message.

messagqg_tag — This parameteriidentifies the type of the message. See Clause A.12 for the
value of the message_tag.

protocol| version — This—parameter indicates the protocol version of this message. The
Device shall ignore messages that have a protocol_version number it does not support. The
value of the protocol “version of this message shall be set to 0x0 (i.e. the original format).

If this pafametertis set to 0x0, the format specified in this standard is used. If this parameter
set to anything/else than 0x0, the format is beyond the scope of this version of this standard.

longform_udn() — The long form of the UDN. See 9.3.2.6 for details.

status — The status parameter shall indicate one of the values defined in Table 70. The
device shall ignore messages with other error values.
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Table 70 — Status values

Status value Meaning

Success The message contains valid reregistration message and cancels any preceding forced
channel usage restrictions.

ForcelnteractiveChannel | If the device is a mixed-mode device, the (re-) registration will be possible via OOB
and/or the interactive channel. By using this status code, the Rl can indicate to the
device that the device shall direct subsequent (re-)registrations to the Rl over the
device’s interactive channel only. When the device receives this status code it will also
exclusively use the interactive channel for all other messages. When the interactive
channel of the device is not able to connect to the Rl the mixed-mode device may
revert to the OOB re-registration dialogue.

NOTE A mixed-mode device will remain to have full broadcast reception capabilities
after recejving this status code

ForceOob({hannel If the device is a mixed-mode device, the (re-)registration will be possible'vig OOB
and/or the interactive channel. By using this status code, the Rl can indicate|to the
device that the device shall direct subsequent (re-)registrations to the| Rl ovefr the

device’s OOB channel. When the device receives this status code(-it will alsd
exclusively use the OOB channel for all other messages.

NOTE A mixed-mode device will remain to have full interactive channel capabilities
after receiving this status code but will not use the interactive channel.

See Clause A.2 for the value of the error codes.

signaturp_type_flag — A flag to signal type the type @&f signature algorithm uged. See
Table 67|for the values allowed and their meaning.

certificate_version — This parameter is a numericalorepresentation of the version pf the RI
certificatg; see Table 71. Using the certificate_version parameter the device can decjde if it is
needed tp update the RI certificate (if it was stored before).

Table 71 — Fields of certificate_version parameter

Parameter field name Field value (1) Supports
major_vers|on_number 0x0,..,0xF MSB4(certificate_version)
minor_vers|on_number 0x0,..,0xF LSB4(certificate_version)

The pargmeter is divided into two fields of four bits, whereas the first four bits (msb left)
express the major number and the last four bits (Isb right) express the minor vergion. The
major and minor number encode in bslbf format. Sixteen major and 16 minor versgions are
supported.

EXAMPLE | Major:Minor version <1.2> is expressed as 0001 00105.

ri_certificate _counter — This parameter indicates the depth of the RI certificate chain; see
Table 63.

c_length — This parameter indicates the length in bytes of the ri_certificate.

ri_certificate() — This parameter shall be present. When present, the value of a ri_certificate
parameter shall be a certificate chain including the RI’s certificate. The chain shall not include
the root certificate. The RI certificate shall come first in the list. Each following certificate shall
directly certify the one preceding it.

The device may store RI certificate verification data indicating that an RI certificate chain has
been verified. The purpose of this is to avoid repeated verification of the same certificate
chain. The RI certificate verification data stored in this way shall uniquely identify the RI
certificate and shall be integrity protected. The device should check if the RI certificate chain
received in this parameter corresponds to the stored certificate verification data for this RI. If
so, the device need not verify the RI certificate chain again; otherwise the device shall verify
the RI certificate chain.
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If an RI certificate is received that is not in the stored certificate verification data for this RI,
and if the device can determine (in the case of broadcast devices that support DRM time) that
the expiry time of the received RI certificate is later than the RI context for this RI, and the
certificate status of the RI certificate as indicated in the OCSP response is good (see OCSP-
MP), then the device shall verify the complete chain and should replace the stored RI
certificate verification data with the received RI certificate data and set the RI context expiry
time to that of the received RI certificate expiry time.

However, if the device does store RI certificate verification data in this way it shall store the
expiry period of the RI’s certificate (as indicated by the notAfter field within the certificate) and
shall compare the device’s current DRM time with the stored RI certificate expiry time
whenever verifying the signature on signed messages from the RI. If the device’s current
DRM time is after the stored RI certificate expiry time then the device shall abandon
processing the Rl message and shall initiate the registration protocol.

ocsp_response_counter — This parameter indicates the depth of the OCSP fresponkse chain;
see Tabl¢ 64.

r_length|- This parameter indicates the length in bytes of the ocsp_response.

ocsp_response() — This parameter, when present, shall be a“complete set of valid OCSP
responses for the Rl's certificate chain. The device shall not faidue to the presence of more
than one|OCSP response element. A device shall check that an OCSP response is gresent in
the receiyed message. If no OCSP response is present,in the device_registration_rgsponse()
message)}, then the device shall abort the registration protocol.

signaturp_block — The signature shall enable @, single source authenticity check on the
message| The algorithm used for the signature<js'RSA-1024 or RSA-2048 or RSA-4096. The
signaturg will apply to the implementation guidelines of PKCS#1, as outlined in Clause A.10.
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9.3.2.7.3.2 Message syntax

The syntax of re_register_msg() is specified in Table 72.

Table 72 — Message syntax

Field Length Type
re_register_msg() {
/* signature protected part starts here */
message_tag 8 bslbf
protocol_version 4 bslbf
resgrved for future use 4 bsibf|
longfform_udn() 80 bslbf|
statis 8 bsIbf
flag$ {
signature_type_flag 2 bslbf|
ri_certificate_counter 3 bslbf|
ocsp_response_counter 3 bslbf|
reserved for future use 8 bsIbf
}
certfficate_version 8 bslbf|
for(¢nt1=0; cnt1 < ri_certificate_counter;cnt1++){
c_length 16 uimsbf
ri_certificate() 8*c_length bslbf|
}
for(¢nt2=0; cnt2 < ocsp_response_countercnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length bslbf|
}
/* signature protected part ends here */
if (s|gnature_type_flag.== 0x0){
signature_bleek 1024 bslbf|
} elge if (signature_type_flag == 0x1) {
sighature_block 2048 bslbf|
} eldeif{signature type flag == Qx2){
signature_block 4096 bslbf
}
}

The fields reserved_for_future_use are reserved for future use and all their bits shall be set to
0 in systems according to this standard.

9.3.2.7.4 Update RI certificate — update_ri_certificate_msg() message

Using the 1-pass IRD protocol (see 9.3.2.4) the RI sends an update_ri_certificate_msg()
message, forcing the device to update his RI certificate chain.

This update_ri_certificate_msg() trigger is almost identical to the re_register_msg() message
specified in 9.3.2.7.3, with the only adaptation being that the message_tag is different. See
Clause A.12 for the value of the message_tag.
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Updating the DRM time — update_drmtime_msg() message

9.3.2.7.5.1 Message specification

Using the 1-pass IRD protocol (see 9.3.2.4), the Rl sends an update_drmtime trigger

message

with the DRM time to the device as specified in Table 73.

Table 73 — Message fields

Update_drmtime_msg( )

Parameter name (M)andatory/(O)ptional? | Remark

message_tag M

protocol_vgrsion M

status M

signature_tlype_flag M

local_time_|offset_flag M

drm_time M

local_time_|offset (0]

signature_llock M

@ (O)ptiopal means that the user of the message may include the parametet_in the message, but the dqvice shall

support]
(M)and

the interpretation of the parameter.
htory means that the user of the message shall include the parameter in the message.

messagqg_tag — This parameter identifies the typ€,of the message. See Clause A.1

value of {

he message_tag.

protocol
device s

all ignore messages that havéya protocol_version number it does not sup

2 for the

version — This parameter indicates the protocol version of this message. The

port. The

value of the protocol_version of this-mesSsage shall be set to 0x0 (i.e., the original forat).
If this pafameter is set to 0x0, the format specified in this version of this standard i$ used. If
this pargmeter is set to anything else than 0x0, the format is beyond the scopg of this
standard
status —{ The status.parameter shall indicate one of the values defined in Table| 74. The
device shall ignorenmessages with other error values.
Table 74 — Status values

Status value Meaning
Success The message contains valid DRM time RI
NotSupported The RI does not support the sending of DRM time request. The device will use other means

to update DRM time

DeviceTimeError

ARC (off-line notification of short device data; see 9.3.2.3)

NOTE This capability should be used with great care.

The RI concluded that the devicetime might be false and forces the device to update its time.
As an extra result, the device will determine the clock drift, if any, and notify this to the Rl per

See Clau

se A.2 for the value of the error codes.

local_time_offset_flag — Binary flag to signal the presence of the local_time_offset field. See

Table 65

for the values allowed and their meaning.
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signature_type_flag — A flag to signal the type of signature algorithm used. See Table 67 for
the allowed values and their meaning.

drm_time — This parameter defines the DRM time in universal time coordinated (UTC). This
40-bit field contains the current time and date in UTC and MJD; see A.3.1.

local_time_offset — This parameter indicates the local time offset from the (UTC) drm_time
as defined in A.3.3.

signature_block — The signature shall enable a single source authenticity check on the
message. The algorithm used for the signature is RSA-1024 or RSA-2048 or RSA-4096. The
signature will apply to the rules of PKCS#1, as outlined in Clause A.10.

9.3.2.7.5|2 Message syntax
The syntax of update_drmtime_msg() is specified in Table 75.
Table 75 — Message syntax
Field Length Type
update_g@rmtime_msg(){

/* signature protected part starts here */
mesjsage_tag 8 bslbf]
protpcol_version 4 bslbf]
resdrved_for_future_use 4 bslbf]
statys 8 bslIbf
flag$ {

local_time_offset_flag 1 bslbf]

signature_type_flag 2 bslbf]

reserved for future use 5 bslIbf
}
drm| time 40 mjdujc
if (Iqcal_time_offset_flagy== 0x1) {

local_time_offset 16 bslIbf
}
/* signature\protected part ends here */
if (s|gnature_type_flag == 0x0){

signature_block 1024 bslIbf
} else if (signature_type_flag == 0x1) {

signature_block 2048 bslIbf
} else if (signature_type_flag == 0x2) {

signature_block 4096 bslIbf
}

}

The fields reserved_for_future_use are reserved for future use and all their bits shall be set to
0 in systems according to this version of this standard.
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9.3.2.7.6 Update the contact number — update_contact_number_msg() message
9.3.2.7.6.1 Message specification

Using the 1-pass IRD protocol (see 9.3.2.4) the Rl sends an update_contact_number_msg()
message with a (set of) contact number(s) to the device as specified in Table 76.

Table 76 — Message fields

Update_contact_number_msg( )

Parameter name (M)andatory/(O)ptional® Remark

message_tag

protocol_vdrsion

status

signature_tlype_flag

ri_certificate_counter

c_length

ri_certificate

ocsp_respdnse_counter

r_length

ocsp_respdnse

contact_cotinter

oIl g g g 2|1g1=

contact

E<

signature_Rlock

@ (O)ptional means that the user of the message may-in¢clude the parameter in the message, but the dgvice shall
support|the interpretation of the parameter.
(M)andatory means that the user of the messageishall include the parameter in the message.

messagqg_tag — This parameteriidentifies the type of the message. See Clause A.12 for the
value of the message_tag.

protocol| version — This—parameter indicates the protocol version of this message. The
device shall ignore messages that have a protocol_version number it does not support. The
value of the protocol “version of this message shall be set to 0x0 (i.e. the original format).

If this pafametertis set to 0x0, the format specified in this standard is used. If this parameter
is set to anything else than 0x0, the format is beyond the scope of this standard.

status — The status parameter shall indicate one of the values defined in Table 77. The
Device shall ignore messages with other error values.

Table 77 — Status values

Status value Meaning
Success The message contains valid contact numbers from the RI.
NotSupported The RI does not support the sending of contact numbers. The device will use other means to
use contact numbers (for example, via the service guide).

See Clause A.2 for the value of the error codes.

signature_type_flag — A flag to signal type the type of signature algorithm used. See Table
67 for the allowed values and their meaning.



https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

62455 © IEC:2010(E) ~133 -

certificate_version — This parameter is a numerical representation of the version of the RI
certificate; see Table 78. Using the certificate_version parameter the device can decide if it is
needed to update the RI certificate (if it was stored before).

Table 78 — Fields of certificate_version parameter

Parameter field name Field value (1) Supports
major_version_number 0x0,..,0xF MSB4(certificate_version)
minor_version_number 0x0,..,0xF LSB4(certificate_version)

The parameter is divided into two fields of four bits, whereas the first four bits (msb left)
express the major number and the last four bits (Isb right) express the minor version. The
major ang—mirerrdmber—encede—in—bstbffermat—Shieenr—maforand—6—mirer—versions are

supported.

EXAMPLE | Major.Minor version <1.2> is expressed as 0001 00105.

ri_certificate_counter — This parameter indicates the depth of the R|. certificate chain; see
Table 63

c_lengthl — This parameter indicates the length in bytes of the ri_‘Cértificate.

ri_certificate() — This parameter shall be present. When pfesent, the value of a ri_gertificate
parametgr shall be a certificate chain including the RI’s eettificate. The chain shall ngt include
the root gertificate. The RI certificate shall come first in_the list. Each following certifi¢ate shall
directly certify the one preceding it.

The devige may store RI certificate verification*data indicating that an RI certificate ¢hain has
been verified. The purpose of this is to aveid repeated verification of the same gertificate
chain. The RI certificate verification datasstored in this way shall uniquely identify the RI
certificat¢ and shall be integrity protected. The device should check if the RI certificate chain
received |in this parameter corresponds-to the stored certificate verification data for this RI. If
so, the device need not verify the-Rl; certificate chain again; otherwise, the device shall verify
the RI ceftificate chain.

If an RI ¢ertificate is received that is not in the stored certificate verification data fdr this RI,
and if thg device can determine (in the case of broadcast devices that support DRM {ime) that
the expiry time of thewreceived RI certificate is later than the RI context for this RI| and the
certificatg¢ status of-the RI certificate as indicated in the OCSP response is good (sde OCSP-
MP), then the device shall verify the complete chain and should replace the dtored RI
certificatg verification data with the received RI certificate data and set the RI contgxt expiry
time to tHat,of the received RI certificate expiry time.

However, if the device does store RI certificate verification data in this way it shall store the
expiry period of the RI’s certificate (as indicated by the notAfter field within the certificate) and
shall compare the device’s current DRM time with the stored RI certificate expiry time
whenever verifying the signature on signed messages from the RI. If the device’s current
DRM Time is after the stored RI certificate expiry time then the device shall abandon
processing the Rl message and shall initiate the registration protocol.

ocsp_response_counter — This parameter indicates the depth of the OCSP response chain;
see Table 64.

r_length — This parameter indicates the length in bytes of the ocsp_response.

ocsp_response() — This parameter, when present, shall be a complete set of valid OCSP
responses for the Rl's certificate chain. The device shall not fail due to the presence of more
than one OCSP response element. A device shall check that an OCSP response is present in
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the received message. If no OCSP response is present in the device_registration_response()

message

, then the device shall abort the registration protocol.

contacts_counter — This parameter indicates the number of contacts carried in the message.

contact — This object specifies the contact, see 9.3.2.7.6.3.

signature_block — The signature shall enable a single source authenticity check on the
message. The algorithm used for the signature is RSA-1024 or RSA-2048 or RSA-4096. The
signature will apply to the implementation guidelines of PKCS#1, as outlined in Clause A.10.

9.3.2.7.6.2 Message syntax

The syntax of update_contact_number_msg() is specified in Table 79.
Table 79 — Message syntax
Field Length Tylpe
update_corjtact_number_msg() {
/* signature protected part starts here */
message_tag 8 bslbf
protocgl_version 4 bslbf
reservgd_for_future_use 4 bslbf
status 8 bsIbf
flags {
coptacts_counter 4 bslbf
regerved for future use 4 bslIbf
signature_type_flag 2 bslbf
ri_fertificate_counter 3 bslbf
ocsp_response_counter 3 bslIbf
}
certificpte_version 8 bslbf
for(cnt]=0; cnt1 < ri_certificate_counter;cnt1++){
c_|ength 16 uimsbf
ri_Fertificate() 8*c_length bslbf
}
for(cnt2=0:"cnt?2 < ocsp response counter;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length bslbf
}
for(cnt3=0; cnt3 < contacts_counter;cnt3++){
contact() see 9.3.2.7.6.3
}
/* signature protected part ends here */
if (signature_type_flag == 0x0){
signature_block 1024 bslbf
} else if (signature_type_flag == 0x1) {
signature_block 2048 bslbf
} else if (signature_type_flag == 0x2) {
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Field

Length

Type

signature_block

4096 bslbf

}

The fields reserved_for_future_use are reserved for future use and all their bits shall be set to
0 in systems according to this standard.

9.3.2.7.6.3

Format of the contact object

The format of the contact object is specified in Table 80.

Table 80 — Format of contact object
Field Length Type
contact()
contact_type 4 uim$bf
reserved for future use 4 bslInf
contact_length 8 uim$bf
contactdata 8*contact_length bslyf
}
The field$ reserved_for_future_use are reserved for future use and all their bits shall|be set to
0 in systems according to this standard.
contact_|type — This field specifies the type of action as listed in Table 81.
Table 81- Contact_type
Max
Contact_{ype Description Comments length
(chars)
local_ri_phone_number The number the user of the device needs to
0x00 . o 20
contact to start service provision.
int_ri_phohe,number The number the user of the device needs to
0x01 contact to start service provision when he 20
would call from abroad.
rilsms_number The SMS number the user of the device
0x02 & - . o 20
needs to contact to start service provision.
ri_url The URL address the user of the device
0x03 - . s 30
needs to contact to start service provision.
0x04 local_home_coc_phone_number The number the user of the device needs to 20
X contact to start service provision.
int_home_coc_phone_number The number the user of the device needs to
0x05 contact to start service provision when he 20
would call from abroad.
home_coc_sms_number The SMS number the user of the device
0x06 == - . o 20
needs to contact to start service provision.
home_coc_url The URL address the user of the device
0x07 == ) o 30
needs to contact start service provision.
local_reporting_phone_number The number the user of the device needs to
0x08 : 20
contact to report token consumption.
int_reporting_phone_number The number the user of the device needs to
0x09 contact to report token consumption when 20
he would call from abroad.
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Max
Contact_type Description Comments length
(chars)
reporting_sms_number The SMS number the user of the device
0x0A needs to contact to report token con- 20
sumption.
reporting_url The URL address the user of the device
0x0B needs to contact to report token con- 30
sumption.
0x0C-0x0F Reserved for future use

contact_length — This parameter indicates the length in bytes of the contact field. The
maximum length of the contacts is specified in Table 81.

UTF-8, spe IETF RFC 3629, character encoding for ASCII characters is 'efficient' with 1 byte
per character. On the other hand, there are characters that are encoded usifig 6 bytes (Asian
languages).

EXAMPLE | A URL is limited to 30 characters. The 30 URL UTF-8 characters are,tfanslated into bytes ap follows.

e "Westgrn" languages — character is 1 byte — Longest URL encoded as bytes\is”1*30 characters = 30|bytes.

e Asian languages — character is 6 bytes — Longest URL encoded as bytes_ is 6*30 characters = 180 bytes.
contactdata — The value in this field specifies any of the-eontact_type possibilities tHe user of

the Devite needs to contact (via other means) to start‘service provision. For the encoding
rules, se¢ Table 82.

Table 82 — Encoding rules for contactdata

Contact types Contactdata encoding rules
phone numpers The phone number is(encoded as UTF-8, supporting telephone numbers like:|"0800-
123456789" but also for example: "0800-philips"
SMS numbers The SMS number’is encoded as UTF-8, supporting telephone numbers like: "0800-
123456789"\but also for example: "philips+subscribe"
URLs The URLNs encoded as UTF-8, according to IETF RFC 1738, supporting URUs like:

www-philips.com/start.

9.3.2.7.7 Present TAA report — present_TAA_report() message

Using th¢ 1-pass IRD protocol (see 9.3.2.4) the Rl sends a present_TAA_report() [nessage
when the Rl“wants the device to compute the TAA report and show it to the user. See
9.3.2.3.8|_LA.8.7 and A.11.7 for details on the TAA report

The present_TAA_report() is identical to the re_register_msg() specified in 9.3.2.7.3, except
for the following.

e The value of the message tag field is as specified in Clause A.12 for the
present_TAA_report() message.

e The status field shall always have the value ‘Success’ from Clause A.2.
9.3.3 Domain joining and leaving

9.3.3.1 General

Interactive devices will adhere to OMA-ERP-DRM-V2_0.

e Interactive devices will therefore use OMA DRM 2.0 domain ID.
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Broadcast devices will adhere to the mechanisms as specified in this subclause.
o Broadcast devices will use "shortform_domain_id" a.k.a. SBDF.

Mixed-mode shall have the "interoperability" requirement to support both domain ID formats of
interactive and broadcast devices.
o Mixed-mode devices will receive

"longform_domain_id()", a.k.a. LBDF, which is a translation of OMA DRM 2.0 domain
ID;

— "shortform_domain_id" a.k.a. SBDF.

¢ Mixed-mode devices registered for both interactive and broadcast operations may pass
eithef domain ID format to other mixed-mode devices In the domain.

e Interdctive only devices shall pass longform_domain_id() format to other devicgs in the
domajn. The mixed-mode device will understand this, while broadcast does not
undefstand.

e Broadcast devices shall pass shortform_domain_id format to other devices in thg domain.
The mixed-mode device will understand this, while interactive does(hot understang.

9.3.3.2 Protocol overview

The brogdcast channel registration layer protocol overview” (see 9.3.2.1) resul{s in the
specificajion of several protocols; see Table 83 and Table/84.

Table 83 — Off-line protocols (from device to RI)

Protocol Subclause Purpose
Off-line dorpain join request protocol 9.3.3.3 Request to join a domain
Off-line dorpain leave request protocol 9.3.3.4 Request to leave a domain

Table 84 --1-pass protocols (from Rl to device)

Protocol Subclause Purpose
1-pass bingry push device registration protocol 9.3.2.4 Transmit registration data to dejice
1-pass bingry inform registered device protocol 9.3.2.5 Inform device via messages

These prptocels.interrelate in the way (roundtrip), as specified in Table 85.

Fablte-85—Protocol-interretati
ANl Tativilil

Kicking off action... ...results in

Off-line domain join request domain_registration_response() message

(request to join a domain) (transmit registration data to device)

Off-line domain leave request domain_update_response() message

(request to leave a domain) (inform device via messages)

join_domain_msg() Off-line domain join request, which in turn may result in
. . . domain_registration_response() as listed above
(inform device via messages)

leave_domain_msg() Off-line domain leave request, which in turn may result in
) ) ) domain_update_response() as listed above

(inform device via messages)
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9.3.3.3 Off-line domain join request

When the user of a device might want to join a particular domain, he uses the NSD protocol
with the destined action code range (see 9.3.2.3).

9.3.3.4 Off-line domain leave request

When the user of a device might want to leave a particular domain, he uses the NSD protocol
with the destined action code range (see 9.3.2.3).

9.3.3.5 Binary messages
9.3.3.5.1 Domain data — domain_registration_response() message
9.3.3.5.1{1 Message specification
Using the¢ 1-pass PDR protocol (see 9.3.2.4) the Rl sends a domain_regisiration_rgsponse()
message) informing the device of a new domain keyset. The message is specified in Table 86.
Table 86 — Message fields
Domain_registration_response()
Parameter hame (M)andatory/(O)ptional® Remark
message_thg M Global,‘not encrypted
protocol_vgrsion M Glebal;not encrypted
longform_ujdn M Global, not encrypted
device_norce M Device specific, not encrypted
status M Device specific, not encrypted
time_stamg_flag M Device specific, not encrypted
certificate_ersion M Global, not encrypted
ri_certificafe_counter M Global, not encrypted
c_length M Global, not encrypted
ri_certificate M Global, not encrypted
ocsp_respgnse_counter M Global, not encrypted
r_length M Global, not encrypted
ocsp_respgnse M Global, not encrypted
domain_tinestamp.start o Device specific, not encrypted
domain_tinjestamp_end o Device specific, not encrypted
signature_type—flag M Clobal—hoi-encrypted
keyset_block_length M Device specific, not encrypted
TAA_descriptor (0] Device specific, encrypted
broadcast_domain_key M Device specific, encrypted
longform_domain_id() (0] Device specific, encrypted
shortform_domain_id M Device specific, encrypted
signature_block M Device specific, not encrypted

a

(O)ptional means that the user of the message may include the parameter in the message, but the device shall

support the interpretation of the parameter.
(M)andatory means that the user of the message shall include the parameter in the message.

message_tag — This parameter identifies the type of the message. See Clause A.12 for the
value of the message_tag.



https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

62455 © IEC:2010(E) ~139 -

protocol_version — This parameter indicates the protocol version of this message. The
device shall ignore messages that have a protocol_version number it does not support. The
value of the protocol_version of this message shall be set to 0x0 (i.e. the original format).

If this parameter is set to 0x0, the format specified in this standard is used. If this parameter
is set to anything else than 0x0, the format is beyond the scope of this standard.

longform_udn() — The long form of the UDN. See 9.3.2.6 for details.

status — The status parameter shall indicate one of the values defined in Table 87. The
device shall ignore messages with other error values.

Table 87 — Status values

Status value Meaning
Success The message contains valid domain registration data from the RI.
NotSupportled The RI does not support the sending of domain registration data from‘the RI. The RI shall not

include any valid keyset in the message. The device will use othérymeans to obtain| valid
domain registration data from the RI.

InvalidDompin The RI could not recognize the domain identifier that waswsed in the join domain request or
decided that the domain identifier is invalid. The Rl shallknot include any valid keyget in the
message.

DomainFull The Rl indicates that no more devices are allowed to“join the domain. The Rl shall jnot include

any valid keyset in the message.

See Clause A.2 for the value of the error codes.

device_nonce — The device_nonce is the nonce that was present in the request (using the
offline N$D protocol) to which this message isia response. This nonce is an encoded|in BCD.

time_stamp_flag — Binary flag to signal the presence of the domain_timestamp_ptart and
domain_{imestamp_end field. See Table 65 for the allowed values and their meaning

certificate_version — This parameter is a numerical representation of the version pf the RI
certificatg; see Table 88. Usihg the certificate_version parameter the device can decjde if it is
needed tp update the RI cettificate (if it was stored before).

Table 88 — Fields of certificate_version parameter

Parameter_ field name Field value (n) Supports
major_vers|onznumber 0x0,..,0xF MSB4(certificate_version)
minor_verq nn_nnmhpr 0x0  OxF | QRA(r-prfifir‘zfr-\_verqinn\

The parameter is divided into two fields of four bits, whereas the first four bits (msb left)
express the major number and the last four bits (Isb right) express the minor version. The
major and minor number encode in bslbf format. Sixteen major and 16 minor versions are
supported.

EXAMPLE Major.Minor version <1.2> is expressed as 0001 00105.

ri_certificate_counter — This parameter indicates the depth of the RI certificate chain, see
Table 63.

c_length — This parameter indicates the length in bytes of the ri_certificate.

ri_certificate() — This parameter shall be present. When present, the value of a ri_certificate
parameter shall be a certificate chain including the RI’s certificate. The chain shall not include



https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

- 140 - 62455 © IEC:2010(E)

the root certificate. The RI certificate shall come first in the list. Each following certificate shall
directly certify the one preceding it.

The device may store RI certificate verification data indicating that an RI certificate chain has
been verified. The purpose of this is to avoid repeated verification of the same certificate
chain. The RI certificate verification data stored in this way shall uniquely identify the RI
certificate and shall be integrity protected. The device should check if the RI certificate chain
received in this parameter corresponds to the stored certificate verification data for this RI. If
so, the device need not verify the RI certificate chain again; otherwise the device shall verify
the RI certificate chain.

If an RI certificate is received that is not in the stored certificate verification data for this RI,
and if the_device can determine (in the case of broadca device ha oport DRM |me)that
time of the received RI certificate is later than the RI context for this Rl| and the
¢ status of the RI certificate as indicated in the OCSP response is good, (see OCSP-
n the device shall verify the complete chain and should replace |the dtored RI
certificatg verification data with the received RI certificate data and set thevRI contgxt expiry

However| if the device does store RI certificate verification data in(this way it shall |store the
riod of the RI's certificate (as indicated by the notAfter field within the certificate) and
shall compare the device’s current DRM time with the stored RI certificate expiry time
whenevel verifying the signature on signed messages from ‘the RI. If the device’s current
DRM time is after the stored RI certificate expiry tinmie)*then the device shall |abandon
processing the Rl message and shall initiate the registration protocol.

ocsp_response_counter — This parameter indicates the depth of the OCSP responke chain;
see Tabl¢ 64.

r_length|- This parameter indicates the length in bytes of the ocsp_response.

ocsp_response() — This parameter,  when present, shall be a complete set of valid OCSP
responses for the Rl's certificate chain. The device shall not fail due to the presence of more
than one|OCSP response elemént."A device shall check that an OCSP response is gresent in
the receiyed message. If no QCSP response is present in the domain_registration_rgsponse()
message)}, then the device, shall abort the registration protocol.

domain_timestamp_start — Indicates from what time onwards the registration data for the
domain ig valid. Thisis an extra mechanism above the expiration date of the RI certificate.
The formpt of the 40-bit mjdutc field is specified in A.3.1.

NOTE 1 'I]his parameter can also be used against replay attacks.

domain_timestamp_end - Indicates from what time onwards the registration data for the
domain expires. This is an extra mechanism above the expiration date of the RI certificate.
The format of the 40-bit mjdutc field is specified in A.3.1.

NOTE 2 This parameter can also be used against replay attacks.

signature_type_flag — A flag to signal type the type of signature algorithm used. See Table
67 for the values allowed and their meaning.

keyset_block_length — This parameter indicates the length in bits of the total keyset_block.
That is the part in the sessionkey_block().

TAA_descriptor — This is the TAA descriptor as specified in A.11.7.

NOTE 3 This key is wrapped into the keyset_block; see 9.3.3.5.1.2.
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broadcast_domain_key — An AES symmetric key to address a broadcast domain. This key is
also known as BDK. The key length shall be 128 bits.

NOTE 4 This key is wrapped into the keyset_block; see 9.3.2.7.2.2.

longform_domain_id() — This parameter is also known as the long-form broadcast domain
filter (LBDF). See A.11.6 for its definition. The longform_domain_id() is used for mixed-mode

operation

NOTES T

his address is wrapped into the keyset_block; see 9.3.2.7.2.2.

shortform_domain_id — This parameter is also known as the short-form broadcast domain
filter (SBDF). See A.11.1. An addressing scheme used to filter for messages like BCROs. The

shortfor

NOTE 6 Tlhis address is wrapped into the keyset_block; see 9.3.2.7.2.2.

signaturp_block — The signature shall enable a single source authenticity check on the
message| The algorithm used for the signature is RSA-1024 or RSA-2048 or RSA-4096. The
signaturg will apply to the implementation guidelines of PKCS#1, as odtlined in Clause A.10.
Message|result:

The storgd domain context shall at a minimum contain

e Following keys:
— BDK;
ort-form broadcast domain filter (SBDE), ‘a.k.a. "shortform_domain_id"; see A.11.1.

— sH

e Form

— lopg-form broadcast domain filter (tBDF), a.k.a. "longform_domain_id()"; see

ixed-mode operation, devices’ domain context shall additionally contain

\.11.6.

e A deVice may have several domain contexts with an RI.

o If thel[domain context has expired, the device shall not execute any other protocol than the
1-pass binary device data registration protocol with the associated RI (context), and upon
detecfion of domain context expiry, the device should initiate the offline notification of

short
dialog
- A

re

futurecontent. The device may use stored BCROs to play old content for v

d

- T}e device shall be rendered inoperable for any purchase protocol or plg

ue will be shownto the user and the offline NSD protocol will be executed.

cessing a-Service guide for purchase is still allowed, as this will require a
gistration-first.

device data protocol using the correct ARC. Depending on the implementation, a

(domain)

yback of
vhich the

viceé obtained ROs, but shall not use these BCROs for new content received after

the re-registration request until the device is re-registered with the RI.

Requirements:

e If domain addressing via an OMA DRM 2.0 domain is required the keyset shall
(additionally to the standard addressing as defined in 9.3.2.7.2.2) include a valid set of

— BDK key;
— short-form broadcast domain filter (SBDF), a.k.a. "shortform_domain_id"; see A.11.1.

And in the case of mixed-mode operation devices, the keyset shall contain

- a

long-form broadcast domain filter (LBDF, a.k.a. "longform_domain_id()") that
matches the SBDF; see A.11.6.
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9.3.3.5.1.2 Protection of the keyset

The structure of the domain_registration_response() message is shown in Figure 35. The
domain_registration_response() message is split in two parts: device-specific (time bound)
data and global (not time bound) data.

Message_tag

Longform_udn

Device global data Device-specific data <«
(in the clear)
Keymateriat Otherdevice data
(encrypted) (in the clear)
Signaturejover|

complete
message

Signature

Figure 35 — Domain_registration_response() message

The devige global data shall be in the clear. The device-specific data contains the Keyset for
the devide. This key material shall be encrypted, whereas the rest of the device-spefific data
shall be [n the clear. The key material shall be protected by encryption. The Rl shall use the
device’s public key to encrypt all key material,in the device-specific data part of the message.

The RI dhall use his private key to sign"the complete message data. Upon reception, the
device shall verify the RI signature, by-using the issuer’s public key from the RI cgrtificate.
The device shall make sure that this message is correct by using a valid and cprrect RI

certificate.
The complete message shall-be authenticated by a signature from the RI.

Creation |of the encrypted message shall adhere to the following rules.

a)
b)

c)

Genefate a (128 or 192 or 256) bit AES key to be used as session key (SK) for the
domajn_registration_response() message.

Determine~if the trust authority has defined an algorithm for extra encryptign of the
keys(:f block. If sq, prepare the apprnpriafn TAA dner\ripfnr item for it (an A 11 7/_

Concatenate the TAA descriptor item from step b) if it is present, the keyset (BDK, SBDF
plus optional LBDF if applicable) according to the rules of FIPS PUB 197:2001 and the tag
length format specified in Clause A.11. The keyset may contain multiple domain contexts
(i.e. a matching BDK, SBDF and optionally LBDF) but not more than the maximum
indicated size of the single RSA block used for the sessionkey_block.

If a TAA descriptor containing a TAA_algorithm field has been inserted in the
keyset_block, encrypt the keyset_block starting at the last bit of the TAA_descriptor while
using the algorithm and parameter as indicated in the TAA_descriptor.

NOTE 1 The TAA descriptor length is a multiple of 64 bits plus 1 bit, see A.11.7.

The concatenated keyset shall be padded with one bit with the value '1' and, after this 1-
valued bit, 0 to 63 bits with the value '0', such that the length of the padded keyset is a
multiple of 64 bits, see Appendix A of NIST 800-38A. Note that if the non-padded keyset
was already a multiple of 64 bits in length, it is padded with 64 bits.
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f)

g)

Decryptign of the encrypted message shall adhere to the following rules.

a)
b)

c)

h)

Encrypt the keyset using NIST:2001 using the generated SK as (AES-WRAP style) keyset
encryption key. This will produce the keyset block.

Calculate the part of the keyset_block that would fit into the RSA block (depending on the
size of RSA used, be that 1024, 2048 or 4096; see also Clause B.10), including the SK
and under implementation rules of the PKCS#1; see A.10.2.

Encrypt the SK plus the keyset_block with the public key of the target device, using RSA
(1024 or 2048 or 4096) under the implementation guidelines of PKCS#1; see A.10.2. This
will produce the sessionkey_block().

Concatenate the (non-encrypted) parameters that were not used in the keyset_block and
create the message "header" from this. See 9.3.3.5.1 for details.

NOTE 2 The sessionkey_block() and the signature_block are not part of the message header.

Concatenate the message "header" and the sessionkey_block(). Hash the resplt under
implementation guidelines of IETF RFC 3447; see Clause A.10. This will'produce the
signajure_input_data.

Sign the signature_input_data with RSA (1024 or 2048 or 4096) using-the private key of
the R]. The signature will apply to the implementation guidelines of PKES#1, as optlined in
Claude A.10. This will produce the signature_block.

The Homain_registration_response() message comprises the..message "header
sessipnkey_block() and the signature_block; see Figure 36.

plus

All but input for keyblocks Message “header”
below (in the clear)
SK (glus keyset_block that Sessionkey_block P Keyset_block
fits|into RSA block (size) (RSA encrypted) % (AES encrypted)

Signature_block

RSA signature (RSA signature)

Figure 36 — Structure ofidomain_registration_response() message

Locate the message viaymessage_tag.

Verify if the message.is intended for this device by comparing the long_form_udn with the
UDN Fktored in the-device.

Verify the sighature_block of the message by using the public key from the RI.

Locate the ;sessionkey_block() and decrypt the block with the private key of fthe local

devicp.dwocate the session key (SK) from the header and (eventual) padding (acdording to
PKCS#t and-A102) Thenlocate-the kevset blockpartfrom-the headerand-{ Ventua')
o * =77 J ~ \

padding (according to PKCS#1 and A.10.2). See Clause B.10 for the determination of the
session key length.

Use the SK to decrypt the keyset_block, using NIST:2001.
Remove padding from the keyset_block.

If, in the keyset block from step f), there is no TAA_descriptor present, go to step h). If
there is a TAA_descriptor present, part of the keyset_block was double encrypted. Decrypt
the keyset block (i.e. result from step f)) anew starting at the last bit of the
TAA_descriptor while using the algorithm and parameter as indicated in the
TAA_descriptor.

Allocate the individual keyset_items from the keyset_block according to NIST:2001 and
the tag length format specified in Clause A.11.

The SK shall be stored into protected storage. The AES encrypted keyset block may be
stored as is into unprotected storage and decrypted by the device upon use. If the
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The syntax of the domain_registration_response() message is specified in Table 89.

Table 89 — Message syntax

Field Length Type
domain_registration_response(){
/* signature protected part starts here */
/* message header starts here /*
mesfsage_tag 8 bslbf
protpcol_version 4 bslbf|
resgrved_for_future_use 4 bslbf|
unigue_device_number 80 bslbf|
resgrved_for_future_use 4 bslbf|
device_nonce 4 bslbf|
statis 8 bsIbf
flag$ {
ri_certificate_counter 3 bslbf|
ocsp_response_counter 3 bslbf|
signature_type_flag 2 bslbf|
time_stamp_flag 1 bslbf|
reserved for future use 7 bsIbf
keyset_block_length 16 uimsbf
}
certfficate_version 8 bslbf|
for(¢nt1=0; cnt1 < ri_certificate_counter;cnt1++){
c_length 16 uimsbf
ri_certificate() 8*c_length bslbf|
}
for(¢nt2=0; ent2 < ocsp_response_counter;cnt2++){
rlength 16 uimsbf
ocsp_response() 8*r_length bslbf
}
if (time_stamp_flag == 0x1) {
domain_timestamp_start 40 mjdutc
domain_timestamp_end 40 mjdutc
}
/* message header ends here /*
if (signature_type_flag == 0x0){
sessionkey_block() 1024 bslIbf
} else if (signature_type_flag == 0x1) {
sessionkey_block() 2048 bslIbf

} else if (signature_type_flag == 0x2) {
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sessionkey_block() 4096 bslIbf
}
/* signature protected part ends here */
if (signature_type_flag == 0x0){
signature_block 1024 bslbf
} else if (signature_type_flag == 0x1) {
signature_block 2048 bslbf
} else if (signature_type_flag == 0x2) {
signature_block 4096 bsibf
}
}
The field$ reserved_for_future_use are reserved for future use and all theit bits shall|be set to
0 in systems according to this standard.
9.3.3.5.2 Updating a domain — domain_update_response() message
9.3.3.5.21 Message specification
Using thp 1-pass IRD protocol (see 9.3.2.5), the RI sends a domain_update_rgsponse()
message}, informing the device that it left a particular ‘domain. The message is spgcified in
Table 90
Table 90 — Message fields
Domain_update_response()
Parameter hame (M)andatory/(@)ptional? Remark
message_thg M Global, not encrypted
protocol_vgrsion M Global, not encrypted
longform_ujdn M Global, not encrypted
status M Device specific, not encrypted
device_norce M Device specific, not encrypted
certificate_jersion M Global, not encrypted
ri_certificale_counter M Global, not encrypted
c_length M Global, not encrypted
ri_certificate M Global, not encrypted
ocsp_response_counter M Global, not encrypted
r_length M Global, not encrypted
ocsp_response M Global, not encrypted
shortform_domain_id M Device specific, not encrypted
signature_type_flag M Global, not encrypted
signature_block M Device specific, not encrypted

@ (O)ptional means that the user of the message may include the parameter in the message, but the device shall
support the interpretation of the parameter.

(M)andatory means that the user of the message shall include the parameter in the message

message_tag — This parameter identifies the type of the message. See Clause A.12 for the

value of the message_tag.
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protocol_version — This parameter indicates the protocol version of this message. The
device shall ignore messages that have a protocol_version number it does not support. The
value of the protocol_version of this message shall be set to 0x0 (i.e. the original format).

If this parameter is set to 0x0, the format specified in this standard is used. If this parameter
is set to anything else than 0x0, the format is beyond the scope of this standard.

longform_udn() — The long form of the UDN. See 9.3.2.6 for details.

status — The status parameter shall indicate one of the values defined in Table 91. The
device shall ignore messages with other error values.

Table 91 — Status values

Status Yalue Meaning

Success The message informs the device that the Rl has removed this device from the dompin in
which it was registered. The device shall remove the domain keyset that' was assogiated to
the particular domain.

NotSupported The RI does not support the request to leave a domain. The device will use other means to
notify the RI that it wants to leave a particular domain.
InvalidDomfin The Rl is unable to support the request to leave a domain, because the domain is invalid.

See Clause A.2 for the value of the error codes.

device_nonce — The device_nonce is the nonce thatiwas present in the request (using the
offline N$D protocol) to which this message is a response. This nonce is an encoded|in BCD.

certificate_version — This parameter is a numerical representation of the version pf the RI
certificatg¢; see Table 92. Using the certificate_version parameter, the customer dgvice can
decide if fit is needed to update the RI certificate (if it was stored before).

Table 92 — Fields of certificate_version parameter

Parameter field name Field value (n) Supports
major_vers|on_number 0x0,..,0xF MSB4(certificate_version)
minor_vers|on_number 0x0,..,0xF LSB4(certificate_version)

The pargdmeter is divided 2 fields of 4 bits, whereas the first 4 bits (msb left) express the
major number and-the last four bits (Isb right) express the minor version. The major gnd minor
number gncode-in-bslbf format. Sixteen major and 16 minor versions are supported.

EXAMPLE | "Major.Minor version <1.2> is expressed as 0001 0010,.

ri_certificate_counter — This parameter indicates the depth of the RI certificate chain; see
Table 63.

c_length — This parameter indicates the length in bytes of the ri_certificate.

ri_certificate() — This parameter shall be present. When present, the value of a ri_certificate
parameter shall be a certificate chain including the RI’s certificate. The chain shall not include
the root certificate. The RI certificate shall come first in the list. Each following certificate shall
directly certify the one preceding it.

The device may store RI certificate verification data indicating that an RI certificate chain has
been verified. The purpose of this is to avoid repeated verification of the same certificate
chain. The RI certificate verification data stored in this way shall uniquely identify the RI
certificate and shall be integrity protected. The device should check if the RI certificate chain
received in this parameter corresponds to the stored certificate verification data for this RI. If
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so, the device need not verify the RI certificate chain again; otherwise, the device shall verify

the Rl ce

rtificate chain.

If an RI certificate is received that is not in the stored certificate verification data for this RI,
and if the device can determine (in the case of broadcast devices that support DRM time) that
the expiry time of the received RI certificate is later than the RI context for this RI, and the
certificate status of the RI certificate as indicated in the OCSP response is good (see OCSP-
MP), then the device shall verify the complete chain and should replace the stored RI
certificate verification data with the received RI certificate data and set the Rl context expiry
time to that of the received RI certificate expiry time.

However, if the device does store RI certificate verification data in this way, it shall store the

expiry p

riod of the Rl's certificate (s\e indicated hy the notAfter field within the certifi

ate) and

shall cor
wheneve
DRM tim
processif

see Tabl

ocsp_response_counter — This parameter indicates the depth of the ©CSP respon
b 64.
— This parameter indicates the length in bytes of the p¢sp_response.

r_length

ocsp_response() — This parameter, when present, shalhbe a complete set of val

response
than one
the recei
message

shortform_domain_id — The shortform_doenrain_id is the SBDF.

signaturp_type_flag — A flag tolsignal type the type of signature algorith

See Tabl

signaturp_block — The sighature shall enable a single source authenticity chec
The algorithm_ased for the signature is RSA-1024 or RSA-2048 or RSA-4096. The

message
signatursg

hpare the device’s current DRM time with the stored RI certificate €x
r verifying the signature on signed messages from the RI. If the device’
e is after the stored RI certificate expiry time then the device’ |shall
g the RI message and shall initiate the registration protocol.

s for the Rl's certificate chain. The device shall*'not fail due to the presenc
OCSP response element. A device shall check that an OCSP response is ¢
ed message. If no OCSP response is present in the domain_registration_re
then the device shall abort the registration protocol.

e 67 for the values allowed-and their meaning.

will apply to theJimplementation guidelines of PKCS#1, as outlined in Claus|

biry time
5 current
abandon

se chain;

id OCSP

of more
resent in
sponse()

m used.

kK on the

e A.10.
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9.3.3.5.2.2 Message syntax

The syntax of domain_update_response() is specified in Table 93.

Table 93 — Message syntax

Field Length Type

domain_update_response(){

/* signature protected part starts here */

message_tag 8 bslbf
protocol_version 4 bslbf
resgrved_for_tuture_use 4 bsibf|
longfform_udn() 80 bslbf|
resgrved_for_future_use 4 bslbf|
device_nonce 4 bslbf|
statis 8 bsIbf
flag$ {
ri_certificate_counter 3 bslbf|
ocsp_response_counter 3 bslbf|
signature_type_flag 2 bslbf|
}
certfficate_version 8 bslbf|

for(¢nt1=0; cnt1 < ri_certificate_counter;cnt1++){

c_length 16 uimsbf
ri_certificate() 8*c_length bslbf|

}

for(¢nt2=0; cnt2 < ocsp_response_caounter;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length bslbf

}

shofftform_domain_id 48 uimspf

/* signature protected part ends here */

if (s|gnature_type_flag == 0x0){

sighature_block 1024 bslbf|
} eldedf (eicnnhwn_h/pn_flnc == ﬂy’l) {
signature_block 2048 bslbf

} else if (signature_type_flag == 0x2) {

signature_block 4096 bslbf

}

The fields reserved_for_future_use are reserved for future use and all their bits shall be set to
0 in systems according to this standard.

9.3.3.5.3 (Force to) Join a domain - join_domain_msg() message

Using the 1-pass IRD protocol (see 9.3.2.5), the RI sends a join_domain_msg() message,
forcing the device to join a particular domain.
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This join_domain_msg() trigger is almost identical to the re_register_msg() message specified
in 9.3.2.7.3, with the only adaptation being that the message_tag is different. See Clause
A.12 for the value of the message_tag.

9.3.3.5.4 (Force to) Leave a domain — leave_domain_msg() message
9.3.3.5.41 Message specification

Using the 1-pass IRD protocol (see 9.3.2.5), the RI sends a leave_domain_msg() message,
forcing the device to leave a particular domain.

This leave_domain_msg() trigger is almost identical to the re_register_msg() message
specified in 9.3.2.7.3, with the only adaptations being that

o the message_tag is different. See Clause A.12 for the value of the message_tag;
e the shortform_domain_id is incorporated, which is the SBDF.
For the message specification with an explanation of the parameters see the re_regidter_msg()

message| For sake of completion the complete leave_domain_msg()”message s$yntax is
defined Helow.
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9.3.3.5.4.2 Message syntax

The syntax of leave_domain_msg() is specified in Table 94.
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Table 94 — Message syntax

Field Length Type
leave_domain_msg() {
/* signature protected part starts here */
message_tag 8 bslbf
protocol_version 4 bslbf
resqrved_for_tuture_use 4 bsibt
longform_udn() 80 bslbf]
flag$ {
signature_type_flag 2 bslbf]
ri_certificate_counter 3 bslbf]
ocsp_response_counter 3 bslbf]
reserved for future use 8 bslIbf
}
shoftform_domain_id 48 uimsbf
certf|ficate_version 8 bslbf]
for(¢nt1=0; cnt1 < ri_certificate_counter;cnt1++){
c_length 16 uimsbf

ri_certificate()

8*c_length bslbf]

for(¢nt2=0; cnt2 < ocsp_response_countercnt2++){

r_length

16 uimsbf

ocsp_response()

8*r_length bslbf]

/* signature protected part ends here */

if (s|gnature_type_flag.== 0x0){

signature_bloek 1024 bslbf]
} elde if (signature_type_flag == 0x1) {

sighature_block 2048 bslbf]
) elde ik {signature type flag == Qx2){

signature_block 4096 bslbf

}

The fields reserved_for future use are reserved for future us

0 in systems according to this version of this standard.

e and all their bits shall be set to
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The theory of operation (see Clause A.16) results in the specification of several protocols; see

Table 95 and Table 96.

Table 95 — Offline protocols (from device to RI)

Protocol Subclause Purpose
Token request protocol 9.3.4.2 Request to purchase tokens
Token reporting protocol 9.3.4.3 Protocol to report the consumption of
tokens

Table 96 — 1-pass protocols (from Rl to device)

Protocol Subclause Purpose
1-pass bingry push device registration protocol 9.3.2.4 Transmit registration data to dejice
1-pass bingry inform registered device protocol 9.3.2.5 Inform deviee via messages

These prptocols interrelate in the way (roundtrip), as specified in Table 97.

Table 97 — Protocol interrelation

Kicking off action...

...results in

Token requlest protocol

(request to|purchase tokens)

Token delivery response message

(transmit tokens to device)

Token repofting protocol

(report the ponsumption of tokens)

Token delivery response message

(transmit tokens to device)

9.3.4.2 Token request protocol

When the user of a.device wants to obtain tokens, he uses the NSD protocol

token_refiuest actiomitype (see 9.3.2.3).

9.3.4.3 Token reporting protocol

with the

When thg¢-user of a device is instructed by his device to report token consumption,| he uses
the NSDfUmmmmmmm a token

consumption report (see 9.3.2.3.5).

9.3.4.4

9.3.4.4.1 Message specification

Delivering tokens — token_delivery_response() message

Using the 1-pass PDR protocol (see 9.3.2.5), the Rl sends a token_delivery_response()
message, informing the device of the delivery of new tokens. The message is specified in

Table 98.
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Table 98 — Fields of token delivery response message

Token_delivery_response()

Parameter name

(M)andatory/(O)ptional®

Remark

message_tag

Not encrypted

protocol_version M Not encrypted
message_length M Not encrypted
group_size_flag M Not encrypted
address_mode M Not encrypted
one M Not encrypted
address ™ Not encrypigd

bit_access|mask

Not used in this standard

Not encrypted

position_in] group

M

Nof encrypted

domain_id_|extension

Not used in this standard

Not encryptéd

domain_geperation

Not used in this standard

Not encryptéd

rights_issugr_id M Not encryptéd
status M Not encryptéd
device_norlce M Not encryptéd
response_flag M Not encryptéd
token_reporting_flag M Not encryptéd
earliest_reporting_time_flag M Not encryptéd
latest_repofting_time_flag M Not encryptéd
token_quarjtity_flag M Not encryptéd
token_deliery_response_id M Not encryptéd
latest_conqumption_time (0] Not encryptéd
earliest_reporting_time Q Not encryptéd
latest_repofting_time_flag (@) Not encryptéd
encrypted_foken_quantity (0] Encrypted

encrypted_feport_authentication_key Encrypted

MAC M Not encryptéd

@ (O)ptionjal means tHat-the user of the message may include the parameter in the message, but the dqvice shall
support|the interpretation of the parameter.

(M)andatory means that the user of the message shall include the parameter in the message.

message_tag — This parameter identifies the type of the message. See Clause A.12 for the

value of the message_tag.

protocol_version — This parameter indicates the protocol version of this message. The
device shall ignore messages that have a protocol_version number it does not support. The
value of the protocol_version of this message shall be set to 0x0 (i.e. the original format).

If this parameter is set to 0x0, the format specified in this version of this standard is used. If
this parameter is set to anything else than 0x0, the format is beyond the scope of this

standard.

message_length — 12-bit field indicating the length in bytes of the message starting

immediately after this field.
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group_size_flag — 1-bit field indicating the group size used. 0 — a maximum group size 256 is
used, 1 — a maximum group size of 512 is used.

address_mode — Three-bit field indicating the addressing mode used by this message. Table
99 lists all possible address modes. Not that not all modes are used in this standard for the
token delivery response message.

Table 99 — Address_mode for token delivery response message

address_mode Description

Addressing whole of unique group

D
[«»)

This addressing mode is not used in this stanldard for
the token delivery response message.

Addressing of subscriber group usjng a’bit_mlask size
of 256 or 512 bit depending on groUp_size_flag

(subset of unique group)
0x1

This addressing mode,is_nbt used in this stanfdard for
the token delivery response message.

0x2-0x3 Addressing of unigue device

Addressing of ©@MA DRM 2.0 domain. Addres field

concatenatedwith the domain_id_extension Will be the
domain.«idin this case
0x4

This addressing mode is not used in this stanfdard for
the token delivery response message.

0x5-0x7 Reserved for future use.

one — 1-pit flag that shall have the value Ox1 in this standard. This field may have Jalue 0x0
in future pditions of this standard.

address |- Four-byte grouptaddress. Each rights issuer has its own address spage. If the
group_size is 512, the greup*address is made of the first 31 bits of the address fig]d. If this
message| is addressed to a unique device in a group, the least significant bit of thg address
field is thle most significant bit of the group position.

bit_access_mask - This field is not used in this standard and may be used in future|editions.
It is indidated-here, so devices according to this edition of this standard know its siz¢. All bits
of the field shall be set to 0, when the field is not used.

position_in_group — If this message addresses a unique device, this field specifies the
position of the unique device in the given subscriber group. If group_size_flag is 0, the
position in the group is directly given by the position_in_group field. If group_size_flagis 1, 9
bits are used to identify the position in the group. If group_size_flag is 1, the least significant
bit (bit 0) from the address field is used as the 9th bit, the most significant bit. The real
position in the group is then given by:

int real position in group;
if (address mode&Ox6==0x2) {

if (group size flag == 0) {
//maximum size of 256 devices in group.
real position in group = position in group;
}else{

//maximum size of 512 devices in group;
real position in group = ((address&0x1l)<<8) |position in group;

}
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}

domain_id_extension — This field is not used in this standard and may be used in future
editions. It is indicated here, so devices according to this edition of this standard know its size.
All bits of the field shall be set to 0, when the field is not used.

domain_generation — This field is not used in this standard and may be used in future
editions. It is indicated here, so devices according to this edition of this standard know its size.
All bits of the field shall be set to 0, when the field is not used.

rights_issuer_id() — The ID of the rights issuer. This is the 160-bit SHA-1 hash of the public
key of the RI. See X509SPKIHash in OMA-TS-DRM-DRM-V2_0.

status —| The status parameter shall indicate one of the values defined in Table [100. The
device shall ignore messages with other error values.

Table 100 — Message error codes

Status value Meaning
Success The message contains valid token delivery data ffom the RI
NotSupported The RI does not support the sending of tokehs from the RI. In this message,

the RI shall set the value of token_quantity‘to zero or shall set the
token_quantity_flag to 0x0.

TokenCongumptionMessageError | The Rl did receive a token consumption message, but that it was errpneous
and that the device should redo the last token consumption messagg

In this token delivery respohse message, the Rl shall set the value df
token_quantity to zero“or shall set the token_quantity_flag to 0x0. The RI shall
use a token_reporting, flag of value 0x1. The RI shall use the device] nonce of
the last token consumption message that the Rl successfully procesged or set
the response_flag'to 0x0 in case no token consumption messages have been
successfullyrocessed. The device shall generate a token consumpfion
message, reporting on the token consumption from the time of the géneration
of the, token consumption message with the same device_nonce as the

deviee nonce in this token delivery response message, or from first [start-up in
case.the response_flag was set to 0x0.

NoTokenC¢nsumptionMessage The RI did not receive a token consumption message yet, but was expecting
one, because the present date/time is later than the last
latest_token_consumption_time sent to the device in a token deliver} response
message

In this token delivery response message, the Rl shall set the value df
token_quantity to zero or shall set the token_quantity_flag to 0x0. The RI shall
use a token_reporting_flag of value 0x1. The RI shall use the device] nonce of
the last token consumption message that the Rl successfully proces$ed or set
t:IC |capu||ac_f:a9 tU G}\G ;II CdstT 11U tUIr\UII L/UIIbuIII}Jt;UII IIICDGGsUE :I Ve been
successfully processed. The device shall generate a token consumption
message, reporting on the token consumption from the time of the generation
of the token consumption message with the same device_nonce as the
device_nonce in this token delivery response message, or from first start-up in
case the response_flag was set to 0x0.

See Clause A.2 for the value of the error codes.

device_nonce - If the response_flag equals Ox1, the device_nonce is the nonce present in
the request (using the offline NSD protocol) to which this token delivery response message is
a response. If the response_flag field equals 0x0, this token delivery response message does
not refer to any request from the Device to the Rl and the device_nonce may be ignored. The
nonce is encoded in BCD.

response_flag — If this flag equals 0x1, this token delivery response message is a response
to a message from the device to the RI and the device_nonce in this token delivery response
message is taken from that message. If this flag equals 0x0, this token delivery response
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message does not refer to any message from the device to the Rl and the device_nonce can
be any value.

token_reporting_flag — If this flag equals 0x1, the device has to report to the RI the
consumption of the tokens received with this token delivery response message. If this flag
equals 0x0, the device can consume all tokens delivered with this token delivery response
message, as well as any other previously delivered tokens that are still not consumed, without
ever having to report their consumption.

earliest_reporting_time_flag - Binary flag to signal the presence of the
earliest_reporting_time_flag field. See Table 65 for the allowed values and their meaning.

latest_reporting—time—flag———Bimary—ftag—to——sigmat—the—presence—j of  the

latest_reporting_time_flag field. See Table 65 for the values allowed and their meaning.

token_qtiantity_flag — Binary flag to signal the presence of the token_quantity“flag field. See
Table 65(for the allowed values and their meaning.

token_de¢livery_response_id — This is the ID of the token delivery response messpge. The
Rl shall luse the same token_delivery_response_id when retransmitting a token| delivery
responsel message. The RI shall generate a random number using”a sufficiently goofl pseudo
random npumber generator for every new token delivery response message. Devites shall
discard tpken delivery response messages with a token_delivery_response_id identigal to the
one in ar| already received token delivery response message.

latest_taken_consumption_time - After the date/time indicated in the
latest_token_consumption_time field, the device~shall not use any tokens, which have been
received |after the last token delivery response message that had the token_reporting_flag set
to 0x0, fgr the consumption of protected content controlled by the RI. The device shall use the
date/timg in the latest_token_consumptionytime field, if present, of the last receivled token
delivery fesponse message, regardlesscof the value of the field status. The format gf the 40-
bit mjdut¢ field is specified in A.3.1.

earliest_[reporting_time - If the device reports the consumption of tokens before the
date/timg indicated in thetearliest_reporting_time field, the RI need not change the
latest_token_consumption—time in its subsequent token delivery response message. The
format of|the 40-bit mjdutcfield is specified in A.3.1.

latest_reporting_time — The purpose of this field is to make uninterrupted token consumption
possible.| If the-device reports the token consumption before the date/time indicated in the
latest_reporting: time field, the Rl shall send the next token delivery response message before
the lates _token consumptlon tlme unless the RI W|shes to interrupt or disable the token
consumpti

encrypted_token_quantity — A 4-byte field, containing the encrypted token_quantity.
Token_quantity is a signed, two’s complement 32-bit number. If the value of token_quantity is
positive, it specifies the number of tokens the device receives from the RI. If the value of
token_quantity is negative, it specifies how many tokens the Rl removes from the device. If
the field encrypted_token_quantity is not present, no tokens are received from the Rl and no
tokens are removed from the device by this token delivery response message. The
token_quantity is encrypted using AES-128-CBC, with fixed IV 0 and with 0 padding in the last
block if needed. The encryption key used depends on the addressing mode of the token
delivery response message; see Table 101.
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Table 101 — Mapping of address_mode to keys for
the token delivery response message

Address_mode Key(s) used to decrypt field

0x0 (unique group) This addressing mode is not used in this standard for
the token delivery response message.

0x1 (subscriber group) This addressing mode is not used in this standard for
the token delivery response message.

0x2-0x3 (unique device) Token delivery key.

0x4 (domain) This addressing mode is not used in this standard for
the token delivery response message.

0x5-0x7 Reserved for future use.

encryptdd_report_authentication_key - This field contains the {-encrypted report

authentidation key. The report authentication key a 128-bit key to authenticate the|reported
number | of tokens with in the next token consumption message. The
encrypted_report_authentication_key field is only present if the toKen_reporting_flag has the
value 0x]. The RI shall generate a random number using a sufficiently good pseud® random
number generator for the value of every newly required report-authentication key. The report
authentidation key is encrypted using AES-128-CBC, with fixed"1V 0 and with 0 padding in the
last block if needed. The encryption key used depends ofi'the addressing mode of {he token
delivery flesponse message; see Table 102.

Table 102 — Mapping of address_mode to keys for
the token delivery résponse message

Address_mode Key(s) used to decrypt field
0x0 (unique group) This addressing mode is not used in this starldard for
the token delivery response message.
0x1 (subpcriber group) This addressing mode is not used in this starldard for
the token delivery response message.
0x2-0x3 [unique Device) Token delivery key.
0x4 (donjain) This addressing mode is not used in this starldard for

the token delivery response message.

0x5-0x7 Reserved for future use.

MAC - This”is the authentication code calculated over all bytes before this field in this
message using HMAC-SHA-1-96 (see IETF RFC 2104). The MAC is used for the integrity
check of this message. The key used to create the MAC is the token delivery response
message authentication key TDRMAK as defined in A.8.6. Devices shall not use token
delivery response messages with an invalid MAC.

Message result:

e More information on device actions after the reception of this message can be found in
A.16.2.

9.3.4.4.2 Message syntax

The syntax of the token delivery response message is specified in Table 103.
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Table 103 — Syntax of token delivery response message

Field Length Type

token_delivery_response(){

/* MAC protected part starts here */

message_tag 8 bslbf
protocol_version 4 bslbf
message_length 12 uimsbf
group_size_flag 1 bslbf
reserved for future use 3 bslIbf
addfess_mode 3 amsbf
one 1 bsIbf
address 32 uimsbf

if(aqdress_mode == 0x1 && group_size_flag == 0){ @

bit_access_mask 256 bslIbf

}elsg if(address_mode == 0x1 && group_size_flag == 1){

bit_access_mask 2 512 bslbf

}elsg if (address_mode&0x6 == 0x2){

position_in_group 8 uimsbf

lelsg if (address_mode == 0x4){ @

domain_id_extension 6 bslIbf
domain_generation 10 uimsbf
}
rights_issuer_id() 160 bslbf]
statys 8 bslIbf
device_nonce 4 bslbf]
flag$ {
response_flag 1 bslbf]
token_reporting_flag 1 bslIbf
earliest_reporting_time_flag 1 bslbf]
latest_repofiing_time_flag 1 bslbf]
token_gquantity_flag 1 bslIbf
reserved for future use 7 bslIbf
}
token_delivery_response_id 96 bslIbf

if (token_reporting_flag == 0x1) {

latest_token_consumption_time 40 mjdutc

if (earliest_reporting_time_flag == 0x1) {

earliest_reporting_time 40 mjdutc

}

if (latest_reporting_time_flag == 0x1) {

latest_reporting_time 40 mjdutc

}

/* encrypted part starts here

if(token_quantity_flag == 1){
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Field Length Type
encrypted_token_quantity 32 bslbf
}
encrypted_report_authentication_key 128 bslbf

/* encrypted part ends here

/* MAC protected part ends here */
MAC 96 bslbf

}

The fields reserved_for_future_use are reserved for future use and all their bits shall be set to 0 in systems
according to this standard.

a Althqugh this addressing mode is indicated here to facilitate future upgrades, this addressifg,|mode is
NOT|used in this standard for the token delivery response message.

9.3.5 Mixed-mode registration for interactive and broadcast modes ‘of operation

This subflause applies to devices supporting both communication_via“a broadcas{ channel
and an interactivity cannel. If such devices are registered for both.interactive and Qroadcast
mode of joperation, the RI has the option of sending ROs eitherover a broadcast channel or
an interagtivity channel, whichever the RI finds better at the time.of sending the ROs.

Since the registration of a broadcast-only device involyes more user interaction |than the
registratipn for an interactive device (see 9.3.2), the registration of a mixed-mode deyice (with
both support for broadcast channel and interactivity~channel) shall start with the repistration
for intergctive mode of operation; see Figure 37»,Steps 3-10 in this figure are thie 4-pass
ROAP as specified in OMA-ERP-DRM-V2_0 with which the registration for the interactive
mode of pperation is done when OMA DRM 2:0 is used on registration layer. In Figure 37, the
registratipn for the interactive mode of operation (steps 3 — 10) was triggered by the feception
of a ROAP trigger (step 2), which was sent by the SoC when it received a purchas¢ request
(step 1) [from a device that was not ‘registered yet. The Rl may decide to use the ROAP
protocol jas specified in OMA XBS;'\7.3, for sending the registration data for the Broadcast
mode of pperation to mixed-mode devices in step 10.

After sudcessful registration\for interactive mode of operation, the device may al$o join a
domain ($teps 11 and 12),.if so desired.

After step 12, a device that is capable of broadcast operation and uses OMA DRM 2.0 for
registratipn, but that did not receive registration data for the broadcast mode of opgration in
step 10, [shall put itself into registration mode, in which it waits for the registration| data for
broadcajt mode of operation in the form of the device_registration_response() mesls:;rge (step

14 in Figure”37). If the device does not receive the registration data within a timeout the
device leaves registration mode and stops Tistening for device_registrafion_response()
messages.

As part of step 1, the Rl obtains the capabilities of the device that wanted to register in the
form of the signed XML data of the purchase request, see 12.2.4.5. From these capabilities
data, the RI finds out that the device is also capable of broadcast mode of operation. In such
a case, the RI may decide to send this device the device_registration_response() message
(step 14 in Figure 37), which message contains the registration data for the broadcast mode
of operation.

In case the device indicates capability of mixed-mode operation and when the Rl wants to
include the domain registration in the device registration data as well, this registration data
shall include the longform_domain_id().

Part of the registration data for the broadcast mode of operation is the longform_udn(); see
9.3.2.6, which is stored in the device. In the mixed-mode registration outlined above, the RI
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will obtain in step 1 the longform_udn() of the device as part of the XML purchase data. See
12.2.4.5 for details on the use of this XML structure.

ROT/PKI+CRL

SoC

Customer/device

[1] Purchase rl-l

Hf[Z] ROAP trigger

[6]OCSP request |

3] Device hello
4] RI hello

5] RegistrationRequest

8] OCSP response

10] RegistrationResp.
[11] OMA join domain

[14] 1-pass PDR

12] domain response

10 Signalling and service guide

10.1 Ggneral

This clause specifies the general requirements and data model for signalling and se
content dliscovery for any-system implementing this standard. Specific informatio

following|systems can be found as referenced below.

e |PDC|over DVB-H;see 13.6;
e DVB-[/C/S, see 14.6;

o MPEG2-TSsbased IP systems (15.7):

— agcording to DVB-IPI, see ETSI EN 102 034 and other TV-anytime based syst

Figure 37 — Registration for mixed-mode operation with one ROT

[

re.

Enter
mode

rvice and
h for the

Ems (see

15.7.2);

— others, using, for example, proprietary signalling and discovery, see 15.7.3;
e non-MPEG2-TS based IP systems (16.6):
— TV-anytime based systems;

— others, using, for example, as of yet non-standardized signalling and discovery.

The reason for describing separately requirements and implementations is that, especially for
IP systems, standards for signalling and service guides are not well established. While the
use of standardized systems is recommended, it is recognized that this standard may also be
of use where other signalling and service guides are already in place.
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10.2 Signalling requirements
10.2.1 Signalling information

This standard requires some signalling information to be carried alongside protected content,
so that devices are able to locate the relevant messages and streams in the received data.

This subclause sets out the requirements and data model for signalling in any system
implementing this standard. These requirements apply to all systems and serves as an
introduction to the following subclauses. It is expected that existing signalling schemes in
most systems will are extensible enough to support these requirements.

10.2.2 Requirements for signalling the KSM

It shall bcL possible to

e assodiate a KSM stream with a service, such that one KSM applies to all.€comppnents in
that service;

o for systems that allow the separate encryption of components of @, service (for pxample,
audio| video or subtitles), associate a KSM stream with a particular component in a
servige;

e and sjgnal an access description for the KSM, so that a deyice is able to locate tHe stream
for a particular service.

Devices shall be able to buffer the access description,.in{order to ensure quick servide access
without njeed for service guide acquisition.

Thereforg, the access description can only contain parameters that are likely to chgnge very
infrequer)tly for a particular service, so that it\can be tolerated that in case of a change, the
device pgrforms service guide acquisition béfore accessing a service.

Multiple KSM streams may be associated with a single service. If those KSM strean}s cannot
be distinguished by IPDCoperatorlD (mapping to soclD or coclD), another method of
associatipng the KSM stream with the correct rights object (ICRO or BCRO) is to use|the most
significant 8 bits of the service_CID_extension / programme_CID_extension for this|purpose.
Those vdlues shall be unique\in the different KSM streams for this method to work. In order to
find the [correct KSM siream, the device will look for a matching srvCIDExt or prgCIDExt
attribute [see 13.6.2) in'the SDP file.

10.2.3 Requirements for signalling of services

It shall bg possible to signal for each service the socID and serviceBaseCID, that is fhe static
part of al| ClDs of SEAKs and PEAKSs pertaining to the service.

10.3 Service guide requirements

The requirements and data model for service and content discovery via a service guide are
specified in 12.5.

10.4 Service guide recommendations

The following RECOMMENDATION is made regarding the use of all service guides.

When describing an item available for purchase, the seller should include some indication of
the rights that are being offered. This means that the implications of the constraints and
permissions that will be contained in the rights object(s) delivered should be clear.

There follows an incomplete list of examples.


https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

62455 ©

IEC:2010(E) ~ 161 -

e If a rights object will contain only an ACCESS_ACTION (see Clause A.23), it should be
indicated to the user that they will not be able to perform "PVR"-like functions on the

conte

nt.

e If a rights object will contain an EXPORT_ACTION (see OMA-TS-DRM-REL-V2_0), it
should be indicated to the user that they will be able to export the content. Restrictions on
the export should also be described.

o If a rights object will contain a PLAY_ACTION with a count constraint, the number of plays
allowed should be clearly indicated to the user.

o If a rights object will contain a PLAY_ACTION with a time constraint, the limits of the time

const

raint should be clearly indicated to the user.

If a service quide includes methods for indicating this type of information, they should be filled

in as apq
this kind
instead.

11 Rights issuer services and rights issuer streams

11.1 Ggdgneral

In this cl
use of th
14.9, 15.

A rights
layer me
message
one or

DVB-H, i
audio an

RI servic

e |PDC
e DVB-

In both t
device.

11.2 Ri
11.2.1

ropriate. However, current service guides do not generally include fields~tg
of information. In this case, it is RECOMMENDED that a text description.is|

e key stream layer for the individual supported systems is further specified
B and 16.7.

ssuer service is a logical service that delivers registration and rights mar
5sages to devices over a broadcast channel. The messages carried inclug

ore rights issuer streams, which carry the messages and objects. For IR

| video streams.

Bs and streams are used-n

over DVB-H systems;
[/C/S systems.

ghts issuer services

Requirements for rights issuer services in IPDC over DVB-H systems

indicate
included

huse, the rights issuer services and rights issuer streams are specified. Th¢ specific

in 13.7,

agement
e all the

s that are allocated a message tag in Clause A.12. A rights issuer service consists of

DC over

is also possible to add a rights\issuer stream to other types of service, alongside

hese systems,\it may also be possible to deliver rights objects and registrgtion data
via an interactivity.ehannel where such a channel is available and when supportq

d by the

Table 104 shows the requirements for the support of rights issuer services and streams by

devices i

n IPDC over DVB-H systems.

Table 104 — Requirements for the support of Rl services and streams by IPDC over

DVB-H devices

Device type Support
Interactive device Not applicable
Mixed-mode device Mandatory
Broadcast device Mandatory

Table 105 shows the requirements for the support of rights issuer services and streams by
service providers in IPDC over DVB-H systems.
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Table 105 — Requirements for the support of rights issuer services and streams by
service providers in IPDC over DVB-H systems

Scenario Support
Network supports only interactive devices Not applicable
Network supports only interactive and mixed-mode devices Optional
Network supports broadcast devices (and optionally other types) Mandatory

11.2.2 Requirements for rights issuer services in DVB-T/C/S systems

All DVB-T/C/S networks using this standard shall support rights issuer services and streams.

All DVB-T/C/S devices using this standard shall support rights issuer services and ‘streams.

11.2.3 Requirements for the support of rights issuer services and streams in IPTV
systems

RI services and streams are not used in

e MPEG2 TS-based IP systems;
e non-MIPEG2 TS-based IP systems.

Clause 1{1 does not apply to these systems.

11.3 Usage of rights issuer streams and services

11.3.1 (General

message| and rights object delivery, and to trade off latency against bandwidth, while also
allowing fevices to minimize power eonsumption. To support this, there are no restrictions on
which meéssages can be carried \in“which type of stream, although the expected |mode of
operatior| is described in Clause'B.4, and the following uses of an Rl stream are desdribed:

This starldard aims to allow enough flexibility for operators to fulfil their own requirt\a,[ents for

e ad hdc Rl stream;
e scheduled RI stream;

e in-band RI stream\(for IPDC over DVB-H systems only).

However| rights-iSsuers may use rights issuer streams to deliver messages in any way they
require thatis_compliant with this standard.

An informative schedule may be broadcast for Rl services. Where available, this shall be
provided as part of the service guide. It is used to indicate times at which data for particular
sets of devices or subscriber groups will be broadcast. This allows devices to listen to RI
services only when necessary and will also allow service operation centres to make use of
spare network capacity when available, for example, at night.

Where a rights issuer broadcasts a complete schedule covering all its registered devices, it
may have any number of rights issuer services. This schedule shall indicate, for each device
or group of devices, a single rights issuer service, which will be used to deliver objects to that
set of devices. Otherwise, rights issuers shall have exactly one rights issuer service. This
requirement allows a device to determine exactly one rights issuer service to which it listens.

Figure 38 shows how RI streams are carried in RI services and A/V services.
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AN service 1

Rl service 1

Video stream

Rl stream 1.1 RI service 2

RI stream 2.1 Audio stream

RI stream 1.2

stream

In-band RI

Within th

11.3.2

In a sche

Figure 38 — Relationship between Rl service and RI streams
and other services and Rl streams

s subclause, the objects and messages to be carried are referredAo_as "objgcts".

Scheduled RI stream

duled RI stream, the timing of message broadcast may‘be scheduled in sq

according to device or subscriber groups.

The sche
to be avg
be availa

Although
the servi

It is reg
circumsta
This may

A schedd
be broad

11.3.3

An ad H
spontane
itisin so

dule describes, for each RI service, blocks of times at which messages are
ilable for particular ranges of devices or subscfiber groups. Where provide
ble in the service guide (see Clause A.17).

the schedule applies to the whole RI service, it may be that there are strea
te that do not follow the schedule — for example, ad hoc RI streams.

ommended that a rights issuer fulfil the advertised schedule. Howev
nces require, a rights issuer may deviate from the schedule that has been &
cause some devices to mjss schedule slots.

me way,

expected
d, it shall

ms within

br, when
roadcast.

led RI service doestnot have to be available continuously. It could, for exanmple, only

cast at night. It is-also possible for an RI service’s bandwidth to vary.

Ad hoc Rl stream

oc stream is used to carry messages that a rights issuer wishes to

be sent

ously,~i-e. with low latency. It is expected that a device will receive this stream when

e special registration mode or when the rights issuer service is specificallyj]

selected.

11.3.4 In-band Rl streams within a media service

In band RI streams apply only to IPDC over DVB-H systems. This subclause applies only to
such systems. In this subclause, "in-band" means that the stream is logically part of a media
service, and will be transmitted in the same time sliced bursts as that service. This allows
devices to receive the stream without increasing the length of time for which they must
receive the stream, which would cause them to increase their power consumption.

Each protected service may contain in band RI streams. When receiving a protected service,
which has associated in band RI streams, a device shall listen to the RI streams for rights
issuers with which it is registered when receiving the protected service.

It is expe

cted that in-band RI streams will be used to deliver:
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e messages that need to be delivered with low latency to large numbers of devices.
Examples include rights objects for free previews of the media service or free-to-view
services; or

e rights objects for content being carried by the service.

Devices shall be able to identify in-band RI streams within protected services from the service
guide.
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12 Service subscription and purchase

12.1

General

Figure 39 and Figure 40 show message flows for service subscription and purchase for the
connected and unconnected mode of operation.

Service distribution management
(Service operation centre)

(Identification: socID)

Broadcast
service guide
Service guide info
purchase-item-info
key mgmt info
—I sqcinfoURL I—I socKeyURL I—
Get
SEAKs and PEAKs
Rights issuer
(Identification: rilD)
Get
purghase info -Broadcast
Rl service
.
[
Purchase item info :
CIDs, keys .
[ ]
— riURL =  romur | :
LI K] M
Get ROAP M .
trigger  Request e
RO broadcast Registrations
] (1-pass)
Y '* ]
A a
Seryice subscription management BCROs
Customer operation centre) @ -p.ass)
Mess-ages
(Identification: coclD) Register (1-pass)
/’.—\ (4-pass ROAP) :
I .
v Acquire RO ]
Purchasedtem info (2-pass ROAP) :
\_ subscriberinfo _J 1
[
[
—I cocPurchaseURL I— H
[}
Cancel :
request
Renewal ' ' '
request - Device
Purchase (user)
request > (Identification: IMEI, IMSI, devicelD)
Pricing
request - .
Token purchase item info
request P subscription info
RI contexts
ROs
et Tokens .

: Specific for ¢
’
¢ mixed mode ,
M devices :
J

Figure 39 — Message flows for service subscription and purchase
for the connected mode of operation
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Service distribution management
(Service operation centre)

(Identification: soclD)

Broadcast
service guide
Service guide info
purchase item info
key mgmt info
] socinfoURL |  sockeyURL
Get
SEAKSs and PEAKs
Rights issuer
(Identification: rilD)
Get
plirchase info |___Broadcast
Rl service
Purchase item info
CIDs, keys
— HURL o roanure IT
A .
eques (] o
RO broadcast N Registrations
' Iv : (1-pass)
(]
Pervice subscription management (] BCROs
(Customer operation centre) : (1-PIaSS)
: Messages
(Identification: cocID) ' (1-pass)
[}
]
Out-of-band
aeey
" . ol ] I: dialogue :I
Purchase item info ’ (Registration)
subscriber info : '
- (]
-of-| []
— cocPurchaseURL = Out-of-band '
dialogue '
(Requests) M
: .
. &
Device
(User)
(Identification: IMEI, IMSI, devicelD)
~ =y tegend
.- oo ®y
Purchase item info [) :
subscription info : Outofband
RI contexts ' interaction §
ROs ) '
Tokens . '
oo

Figure 40 — Message flows for service subscription and purchase
for the unconnected mode of operation

12.2 Purchase over an interactivity channel
12.2.1 General

Interactive devices may use an interactivity channel for purchase transactions. The protocol
and messages of these purchase transactions are specified later in this subclause.
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A device supporting purchase over an interactivity channel shall implement the protocol for
communication with the network elements (SOC, COC, RI) defined in this subclause. However,
the messages exchanged between network elements are listed here only as an informative
reference.

Messages specified in this subclause apply also to mixed-mode devices. However, for mixed-
mode devices the Rl may choose to deliver a BCRO instead of an ICRO (see 12.3).

12.2.2 Typical purchase sequences

12.2.2.1 General

Entity definitions for interaction diagrams

DIST Service distribution management, part of service operation centre {SOC)
Mgmt
The distribution management system is the system from which the fevice is
receiving broadcast services, and is therefore alwayscloCal to the| device’s
current position, whether the device is located at home orroaming.

SUB Mgmt | Service subscription management, part of .customer operatiop centre
(CoC)

The user is assumed to have a contractual rélationship with a home CQC (there
are no restrictions regarding how many:COCs the user may have a cqntractual
relationship with; in case there is more than one, the user needs to chqose from
which COC to purchase access to aparticular service).

The operators of the home COQC and the SOC (home or visited) need {o have a
contract ("roaming agreement") in place.

RI Rights issuer (can be'part of SOC or COC)

The rights issuer‘is the server-side DRM implementation and can be aspumed to
be part of either the SOC or part of the COC (from the architectural point of
view, no ,assumption shall be made, and also a stand-alone rights issuer
implementation should be enabled).

OCSP OCSP'responder

Fhe OCSP responder is the external certification authority that is able|to certify
DRM-related device credentials

Device Device

The device is assumed to be a mobile broadcast device with interaction
capabilities (interactive device). The device is further assumed to have an OMA
DRM 2.0 compliant DRM agent, which supports the broadcast extensions as
specified in this standard. If it is a device supporting mixed-mode registration, it
is also assumed to be able to receive BCROs via a broadcast channel.

12.2.2.2 Bulk download of service and programme keys

In cases where the Rl is part of the SOC, the download of service and programme keys from
the key generator within service distribution management to the Rl may be implemented as a
periodical "bulk download"; see Figure 41.
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DIST Mgmt SUB Mgm¢t
(home or visited) (home)

RI (SOC or COC)

OCSP Device (home or
(anywhere) roaming)

[1] Get SEAKs &PEAKs I':I
2] OK (SEAKs&PEAKS) ¥

1 Get SEAKs and PEAKSs

used

Each
asso)

With
the ¢

Recqd

This

SEAKs and PEAKs have a time span of validity (indicating during which time interval they are
)

The SEAKs and PEAKs are downloaded from the service distribution management to the RI, together with
the purchase item identification.

effectively

to-protect-broadeast-traffie):

ciated with multiple SEAKs or PEAKSs.

each purchase item, there may be some information regarding usage rules-.specified, whic
eneration of the rights expression by the RI.

mmended content of the message:

ime interval for which associations of purchase items and their ré€spective SEAKs and PEAK
eturned.

message is network-internal and is not further specified.

SEAK or PEAK can be associated with one or more purchase items and each purchase ifem can be

h influence

should be

2 OK (SEAKs and PEAKS)

The
iden

Recd

This

answer to a 'Get SEAKs and PEAKSs’ request Contains a set of associations between pur
ification and the corresponding SEAKs or PEAKSs.

mmended content of the message:

ist of purchase item associations, containing
- purchase item ID,
- time span of validity of contained SEAKs and PEAKSs,
- list of key records, ¢ontaining
- CID,
- SEAK-orPEAK,

- usagelrule info.

mesS§age is network-internal and is not further specified.

Chase item

F

12.2.2.3

Bulk download of purchase information

gure 41 — Interactions for bulk download of service and programme keys

In cases where the COC is "local" to the SOC, the download of purchase and bundling
information from the SOC to the COC(s) providing the broadcast services and content to the
users may be implemented as a periodical "bulk download"; see Figure 42.
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DIST Mgmt SUB Mgmt soc OCSP Device (home or
(home or visited) (home) RI( or €OC) (anywhere) roaming)

[1] Get Purchase Info D
2] OK (purchase info) ¥

1 Get purchase info

Information about purchase items (for example, service bundles) and the items contained in the purchase
item (services, schedule items, content items) is fetched from the SOC (its service distribution management)
to the COC (its service subscription management); the information how to bundle multiple items into a single
purcfrasettenrmrayorigirate—fromrthre—service-subscriptiommamagementbutthismessage-stittmmgkes sense,
becquse the identifiers of purchase items are assumed to be managed by the service\Histribution
manggement and synchronized with the identifiers in the service guide.

In the case that items that can be subscribed to (service bundles), the subscription options,may bje indicated
to th service subscription management.

Recqgmmended content of the message:

. ime interval for which associations of purchase items and their respectivé)composition anfl purchase
bptions should be returned.

This|message is network-internal and is not further specified.

2 OK (purchase info)

The Janswer to the ‘Get purchase info’ request contains the purchase info on all purchase itenjs that can
currgntly be sold by the service subscription management.

Recqgmmended content of the message:

. ist of purchase item associations, containing

- purchase item ID;

- flag whether or not re-keying is used:(indicating a subscription);

- list of purchase item records, containing (for a service or schedule item or content item):
- ID;

— name (multi-language);

— description (multi-language);

- list of purchase option:records, containing

— purchase optioh ID;

— purchase option description (multi-language);

— purchase option price (including currency);

The [list of purchase item records is not strictly necessary for service subscription management to obtain.

Howegver,(it,;’"can be assumed that for purposes of customer care it will be important for the service
subsicription management to know what items are included in a purchase item.

This message Is network-internal and IS not rarther speciiied.

Figure 42 — Interactions for bulk download of purchase information

12.2.2.4 Announcement of purchase items in service guide

The purchase items that relate to the services that are broadcast in the network controlled by
the service distribution management are listed in the service guide. In the case that multiple
services, schedule items or content items are bundled into a single purchase item, this
bundling information shall be part of the service guide. This allows a user to decide which
bundle to purchase in order to get access to that particular item.

If not all purchase items are obtainable from a particular COC (through its service
subscription management), the information about which purchase items can be obtained from
which COC may be included in the service guide.
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In the case where a particular purchase item may be obtained via multiple purchase options
(for example, one-month subscription, 12-month subscription, renewal option), the service
guide should list these purchase options.

The service guide should include COC-specific price indications for all purchase options.

It is assumed that the service guide will contain availability and pricing information only for
"local" COCs. In the case of roaming, the device will have the following options:

a) to ask for this information from its home service subscription management (and execute
the purchase via its home COC);

b) to establish a contractual relationship with one of the local COCs who thereby becomes a

homer€o€:

The intefaction for the announcement of purchase items in the service guide\is ghown in
Figure 43.

DIST Mgmt] (home Deyice (home or
or visited) SUB Mgmt (home) RI (SOC or COC) OCSP (anywhere) roaming)

1] Broadcast service uidel

1 Broddcast service guide

The |service guide is assumed to be broadcast, and(to contain the purchase-relevant data ap specified
furthler down (whereas distribution over a broadcasf'‘channel is assumed to be the normal case, fhe service
guidge may also be retrievable over an interactivity channel).

The |service guide is not within the scope of-this standard. However, some purchase-relevant atjributes are
spedified and are assumed to be included(in the service guide.

Figure 43 — Interactions for:announcement of purchase items in service guide

12.2.2.5| Pricing inquiry

In the cape where the device intends to buy a purchase item that is announced in the service
guide, but the service.guide
a) contajns no information about the home COC of the device; or

b) lacks|availability and/or pricing information about the desired purchase item in rglation to
the home, COC

then the device needs to inquire the availability and pricing information from its home COC
prior to making a purchase request.

This pricing inquiry is adding an additional interaction between the device and the COC. In
order to improve usability and reduce interaction traffic in the "normal" case of home service
consumption, the service guide should therefore contain all pricing-relevant information
concerning the local COCs.

The interactions for pricing inquiry are specified in Figure 44.
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DIST Mgmt (home Device (home or
or visited) SUB Mgmt (home) RI (SOC or COC) OCSP (anywhere) roaming)
[1] Pricing Request rl1

3] Get Purchase Info
4] OK (purchase info)

[5] Pricing Response OK (dvailability and pricing)

Pricing request
The device may send a pricing request to its home COC. The pricing request refers to a purchase item. In
order for the COC to further get the pricing information from the SOC (through its service distribution
management), the SOC needs to be identified. The pricing request may include an indication of the user’s
preferred—tamguage-

This|message is further specified in 12.2.4.

AutHenticate

Befofe doing any further processing, the COC authenticates the device and/or user, using some ¢r all of the
credgntials that are part of the purchase request, or even some credentials that ear”be supp|ied by the
cellular network, such as MSISDN.

This|operation is network-internal and is not further specified.

Get purchase info

In cgse the COC doesn’'t do "bulk download" of purchase and pricing."information from the|SOC, and
typicllly in the case where the COC has a different geographical location (for example, differept country)
from| the SOC, the COC inquires availability and pricing information from the SOC specificglly for the
requpsted purchase item.

Recqgmmended content of the message:

. burchase item ID;

. breferred language.

This|message is network-internal and is not further specified.

OK (purchase info)

In thg case where the purchase item requested, by the device is valid, the SOC returns its purchase|and pricing
inforfnation (for example, there may be multiple purchasing options with different pricing) back to the CQC

Recgmmended content of the message;

. burchase item ID;

. lag whether or not re-keying“is’used (indicating a subscription);

. ist of purchase item records, containing (for a service or schedule item or content item)
- ID (of service orischedule item or content item);

- name (user-specified or default language);

- description\(user-specified or default language);

. ist of pur¢hase option records, containing

- purchase option ID;

- ¢ purchase option description (user-specified or default language);

nurchase aption price (including currency)
T T T t =5 Y

The list of purchase item records is not strictly necessary for COC to obtain. However, it can be assumed
that, for the purposes of customer care, it will be important for the COC to know what items are included in a
purchase item.

This message is network-internal and is not further specified.

Pricing response (availability and pricing)

Upon reception of the availability and pricing information from the SOC, the COC may, based on its own
logic and pricing rules, modify the pricing and decide whether or not to return a successful pricing response
to the device.

The successful pricing response lists all pricing options and their prices.

The text within the pricing response may be in the user’s preferred language, if supported by SOC, otherwise
in a default language.

This message is further specified in 12.2.4.

Figure 44 — Interactions for pricing inquiry
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12.2.2.6 Unsuccessful purchase

Establishing a contractual relationship (commonly called "subscription" and not to be
confused with the subscription of a particular service or service bundle) between a user and a
service subscription management is not within the scope of this standard.

Even after a contractual relationship is established, the first purchase might fail, because no
device registration has yet been taken place. The following interactions illustrate this scenario,
which might be so common that it cannot be treated as an exception.

The interactions for unsuccessful purchase are specified in Figure 45.

Device [home or
roarhing)

DIST Mgrjit(nome

or vislted) SUB Mgmt (home) RI (SOC or COC) OCSP (anywhere)

[1] Purchase.request

2] Auth

[3] Get Purchase info
4] OK (purchase info)

] [5] Get ROAP tri

[7] NOK (reg. trigger)
) [8] Purchase response NOK Wregistration trigger)

[9] Device hello I'EI
10] R! hello™_ l

JULl

I [11] Registration request

12POCSP request

13] Auth

[14] OCSP response
[15] Registration response (rggistration data)

16] 1-pass PDR I

P =
I

b |

1 Purghase request

In orlder to initiate a purchase (this can be a one-off purchase of a content item or of a schedulg item, or a
subdcription of a seérvice or service bundle), the device sends a purchase request to its hofne service
subgcription mapagément (or one of its home service subscription managements, if there are|several of
theny).

Priof to,sending the purchase request, the device should have established the availability of thp purchase
item|from the selected service subscription management and its pricing for all purchase options. By sending
the purehase request the device accepts the pricing

This message is further specified in 12.2.4.

2 Authenticate

Before doing any further processing, the service subscription management authenticates the device and/or
user, using some or all of the credentials that are part of the purchase request, or even some credentials
that can be supplied by the cellular network, such as MSISDN. The device certificate may be returned as a
result of this operation.

This operation is network-internal and is not further specified.
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3 Get purchase info (optional step)

In the case where the service subscription management does not do "bulk download" of purchase and
pricing information from the service distribution management, and typically in the case where the service
subscription management has a different geographical location (for example, different country) from the
service distribution management, the service subscription management inquires availability and pricing
information from the service distribution management specifically for the requested purchase item.

Recommended content of the message:

e purchase item ID;

o preferred language.

This operation is network-internal and is not further specified.

4 OK (purchase info)

In the case where the purchase item requested by the device is valid, the service disfribution mpnagement
retulns its purchase and pricing information (for example, there may be severalj\purchasing options with
diffefent pricing) back to the service subscription management.

Recommended content of the message:

. purchase item ID;

. lag whether or not re-keying is used (in case of subscription,.'yes", otherwise, "no");

. ist of purchase item records, containing (for a service or §ch&dule item or content item)
- ID (of service or schedule item or content item);

- name (user-specified or default language);

- description (in user-specified or default language);

. ist of purchase option records, containing

- purchase option ID;

- purchase option description (in user-specified or default language);

- purchase option price (including currency).

The |list of purchase item records_is not strictly necessary for service subscription managemenf to obtain.

Howpver, it can be assumed that, for the purposes of customer care, it will be important for the service
subgcription management te-khow what items are included in a purchase item.

This|operation is network-internal, and is not further specified.

5 Get ROAP trigger

The |sepvice’ subscription management requests a ROAP trigger from the RI. The request may dlso include
(parf of) sthe rights expression that will be included in the RO. It is up to the service sjubscription
man egement—to—deeide—whieh—Ri—te—use—{for—exempte—this—ean—be—is—ewr—Ri—er—the—R+—of—he service

distribution management).

Recommended content of the message:

e RI Device ID;

e Rl domain ID (optionally used in case the device requests the RO to be valid for a broadcast domain);
e purchase item ID (which the Rl can use to identify all the keys to pack into the RO);

e soclD;

e socKeyURL;

e user-specific rights expression (which the RI puts into the RO, in accordance with rules defined by
service distribution management; if defined, these will have to be observed by the device in addition to
any post-acquisition usage rules);

e current/next flag set to "current" (indicating to the Rl that the "current" keys shall be put into the RO).

This operation is network-internal and is not further specified.
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6 Authenticate
Before doing any further processing, the Rl authenticates the device.
This operation is network-internal and is not further specified.
7 NOK (reg. trigger)
In case the device is found to have no valid registration (for example, never registered, or the registration
expired, or is not trusted anymore), a negative response is sent back to the service subscription
management, containing a registration trigger that instructs the device to register.
Recaommended content of the message:
. rigger for device registration (the trigger includes the rights issuer URL to which the registrafion can be
nitiated).
This|operation is network-internal and is not further specified.
8 Purghase response NOK (registration trigger)
The |negative response from the RI, including the registration trigger, is fotwarded to the device.|The ROAP
trigger includes the URL of the Rl with which the device is supposed toregister.
This|message is further specified in 12.2.4.
9 Device hello
Using the information contained in the trigger, the déyice initiates the 4-pass device registration.
This|is a standard OMA DRM 2.0 operation and/s not further specified.
10 RI hello
This|is a standard OMA DRM 2.Q7operation and is not further specified.
11 Reg|stration request
This|is a standard OMA-DRM 2.0 operation and is not further specified.
12 OCSYP request
This|is a standard OMA DRM 2.0 operation and is not further specified.
13 Authenticate
Before doing any further processing, the OCSP authenticates the device.
This operation is network-internal and is not further specified.
14 OCSP response

This

is a standard OMA DRM 2.0 operation and is not further specified.
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15

Registration response

As a result of a successful registration, the registration data is securely stored in the device and ready for
subsequent use. The device can now re-initiate the purchase transaction.

The RI may then include a join domain trigger with the ROAP-RegistrationResponse as an additional MIME
part of the payload. This will result in the 2-pass ROAP registration for the OMA DRM 2.0 domain.

This is a standard OMA DRM 2.0 operation and is not further specified.

16

1-pass PDR (mixed-mode devices only)

For a_mixed-mode device the Rl may decide to send the device registration response message, which
conthins the registration data for the broadcast mode of operation (see 9.3.2.4).

12.2.2.7 | Successful purchase

Figure 45 — Interactions for unsuccessful purchase

This seqlience is executed if a device is already registered with the Rl at the momernt when it
initiates fhe purchase transaction. It is also assumed that all authéntication steps are carried

out succgssfully, and the purchase can be successfully charged:

The Interfactions for successful purchase are specified in.kigure 46.

DIST Mgint (home Device {home or
or vidited) SUB Mgmt (home) RI (SOC or COC) OCSP (anywhere) roarhing)

[1] Purchase request {1

Auth

3] Get purchase info
%4 ok (purchase info)

f[S] OK (SEAKs and PEAKs]

(|

[10] OK (ROAP trigger)
11] Chri

12] Purchase response OK @rigger for RO acquisition)

[13] RO request

14] Auth

RO)

Purchase request

In order to initiate a purchase (this can be a one-off purchase of a content item or of a schedule item, or a
subscription of a service or service bundle), the device sends a purchase request to its home service
subscription management (or one of its home service subscription management, if there are several of
them).

Prior to sending the purchase request, the device should have established the availability of the purchase
item from the selected service subscription management, and its pricing for all purchase options. By sending
the purchase request, the device accepts the pricing.

This message is further specified in 12.2.4.
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Authenticate

Before doing any further processing, the service subscription management authenticates the device and/or
user, using some or all of the credentials that are part of the purchase request, or even some credentials
that can be supplied by the cellular network, such as MSISDN. The device certificate may be returned as a
result of this operation.

This

operation is network-internal and is not further specified.

Get

purchase info (optional step)

In the case where the service subscription management does not do "bulk download" of purchase and
pricing information from the service distribution management and typically in the case where the service

subsg
serv|
infor

Rec

This

ce distribution management, the service subscription management requests availability
mation from the service distribution management specifically for the requested purchaseitem

mmended content of the message:

purchase item ID;

preferred language.

operation is network-internal and is not further specified.

i, — iy " lo FR n r L iy " " f h
CTTOTOT Mrarmagemertt mas a arterent geograpiedar 1ocattorr (101 eXanpre; atitererrt \.Uullll)) rom the

nd pricing

OK (purchase info)

In th

e case where purchase item requested by the devicg, is valid, the service distribution mpnagement

retuns its purchase and pricing information (for example,ythere may be multiple purchasing options with

diffe

Rec

The

Fent pricing) back to the service subscription management.

mmended content of the message:

purchase item ID;

fFlag whether or not re-keying is used¢(in case of subscription, "yes", otherwise, "no");
ist of purchase item records, containing (for a service or schedule item or content item)
- ID (of service or schedule item or content item);

- name (user-specified or.default language);

- description (user-specified or default language);

ist of purchase option records, containing

- purchase. @ption ID;

- purchaseroption description (in user-specified or default language);

- puFfchase option price (including currency).

list{of purchase item records is not strictly necessary for service subscription managemen

to obtain.

How

4 b At ot £ £ 4 HA HIN i 4 i £
e taf— ot eSSt ea—mar—ror—pPurpPoSeS—or—CuSomer—eare——wWhr—ot—mpPofraft—of

subscription management to know what items are included in a purchase item.

This

operation is network-internal and is not further specified.

the service



https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

62455 ©

IEC:2010(E) —177 -

5 Get

This

ROAP trigger

Recommended content of the message:

RI Device ID;

The service subscription management requests a ROAP trigger from the RI. If the request includes any
rights expression, they will be included in the RO. It is up to the service subscription management to decide
which RI to use (for example, this can be the own RI of the service subscription management, or the RI of
the service distribution management).

RI domain ID (optionally used in case the device requests the RO to be valid for a broadcast domain);

purchase item ID (which the Rl can use to identify all the keys to pack into the RO);

soclD:

socKeyURL;

user-specific rights expression (which the RI puts into the RO, in accordance with\rules
Service distribution management; if defined, these will have to be observed by the device in
pny post-acquisition usage rules);

current/next flag set to "current" (indicating to the RI that the "current" keys shall*be put into t

operation is network-internal and is not further specified.

defined by
addition to

he RO).

Befqd

In th

This

Authenticate

re doing any further processing, the Rl authenticates the device.

s example of a purchase sequence, the device is foundo have a valid registration (RI conte

operation is network-internal and is not further specified.

—_

).

7 Get

In th
keys
the 1

Rec

This

SEAKs and PEAKs (optional step)

e case that there is no "bulk download" of associations between purchase items and the corj

ecessary keys by sending thespurchase item identification to the service distribution manage

mmended content of themessage:

purchase item ID;

current/next flagiset to "current" (indicated that the "current" keys are requested).

operationsis‘network-internal and is not further specified.

Fesponding

(service keys, programme keys)\from the service distribution management to the RI, the RI requests

ment.
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8 OK (SEAKs and PEAKS)
The service and programme keys corresponding to the purchase item as specified in the request are
returned by the service distribution management to the RI.
There may be some information regarding usage rules specified, which influence the generation of the rights
expression by the RI.
Recommended content of the message:
. purchase item ID;
e time span of validity of contained SEAKs or PEAK;
. ist of key records_containing
- CID;
- SEAK or PEAK;
e usage rule info.
This|operation is network-internal and is not further specified.
9 Genprate RO
The [RI generates the RO containing the desired keys (for example, mulfiple SEAKs in case of a qubscription
to apervice bundle, or a PEAK in case of pay-per-view of a service),
In tHe case where the service subscription management has ‘§pecified some particular usage rights, these
are included in the rights expression of the RO, under consideration of the usage rules that may|have been
spedified by the service distribution management.
This|operation is network-internal and is not further specified.
10 OK (ROAP trigger)
In thhe case of success, the Rl sends. an OK message back to the service subscription m3dnagement,
contpining also the ROAP trigger that.the device may use to request the prepared RO.
Recpmmended content of the.message:
. rigger for the rights ‘abject acquisition (the trigger includes the rights issuer URL from which the RO can
be acquired by the.device). The trigger may be omitted for mixed-mode devices (see 12.3).
The [device certificate may also be returned as a result of this operation.
This|operatien'is network-internal and is not further specified.
11 Chatge

Before sending the RO acquisition trigger back to the device, the service subscription management may
charge the user (if consumption-based charging based on the consumption of tokens is used, the user is not

char

ged when the "purchase request" is made, but when tokens are requested).

How charging is done (for example, credit card, direct bank debit, generation of charging record to be
included in a periodical invoice) is completely up to the implementation and to the contract between the user
and the service subscription management.

This

operation is network-internal and is not further specified.
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12 Purchase response OK (trigger for RO acquisition)

The

ROAP trigger includes the URL of the RI that the device can use to retrieve the prepared RO.

As part of the positive response to the purchase request, the trigger for RO acquisition is sent to the device.

Alternatively, if the device is a mixed-mode device the RI may decide to deliver a BCRO over a broadcast
channel. In this case, the ROAP trigger will not be delivered to the device and the flow continues with the
delivery of a BCRO (see 12.3).

If the request was for a domain RO, and the device has not yet joined the domain, the RI may include a join
domain trigger as an additional MIME part of the response payload. The join domain operation is not
described in this sequence.

Thispressage—isFurtherspeeiffedin—122-4
13 RO request
Usinlg the information contained in the ROAP trigger, the device initiates the 2-pass ROAP.

This

is a standard OMA DRM 2.0 operation and is not further specified.

14 Authenticate

Befd

This

re doing any further processing, the Rl authenticates the device and/or user.

operation is network-internal and is not further specifiegh

15 RO

As 3

This

esponse

result of a successful RO acquisition, the RO,is available in the device.

is a standard OMA DRM 2.0 operatiof™and is not further specified.

12.2.2.8

The ROS
lifetime @

processir

Renewin

Figure 46 —Interactions for successful purchase

Subscription RO'‘renewal and asynchronous charging

g and bandwidth usage.

j.@ ,subscription RO can be understood as "re-keying of the service K

ot tha "navt camiion leav" for Ul coniionc thaot o

for subscriptions will have to be periodically renewed. It can be expected that the
f a subscription RO will be on the order of 1 day to 1 month and no longer than the
subscription period’~A shorter lifetime means higher security at the expense

of more

ey". The
device or

purpose

oa—nronsid tha daovicao anth L o
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user is already subscribed to, and may already have paid for. The need for authentication by
the service subscription management makes the RO renewal request very similar in nature to
the normal purchase request, and the data flows are largely identical.

The device may initiate RO renewal any time during the lifetime of the "current" RO. The
lifetime of the RO is signalled in form of a "date-time" restriction to the "access" permission of
the RO. In order to avoid all devices to renew their ROs at the same time, the following
random delay mechanism shall be used to spread renewal over the whole renewal period.

T1 = the point in time when all of the SEAKSs in the current RO first became active.

T2 = the point in time when all of the SEAKSs in the current RO are due to expire.
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DT = a device shall request the next RO within DT of the current RO’s expiry (implementation-
dependent and big enough to ensure that the device gets the next RO timely). It is expected
that DT is signalled in the service guide.

71 and 72 define the time interval in the "date-time" restriction in the "access" permission in
the RO. The device shall request the next RO at a random point in time 7, where 71 <= T <=

T12-DT.

In case of open-ended subscriptions, it is expected that the service subscription management
will periodically charge the user. If this is the case, the charging operation should be
completely separated from the RO renewal, and may continue until cancellation of the
subscription, whether the device renews the related RO or not.

The intefactions for subscription RO renewal and asynchronous charging are)spé¢cified in
Figure 47.
DIST My m('fme SUB Mgmt (home) RI (SOC or COC) OCSP (anywhers) De"'gm';ﬁg)‘e“
(1] Subciption %0 renewsl reguest [[]
Auth
] Get ROAP trigger 3
4] Auth
[5] Get SEAKs and PEAKs
[f[b]OK(sa\KsandPEAKsj
RO
L) [8] OK(ROAPtrigger)
[9] Subscription RO renewal OK (trigger for RO acquisition) in
==
[10] RO request || |
11] Auth
12] RO response (cortainind RO) in
13] Chr

1 Sub

The
purc|
requ

scription ROvrenewal request

devicessends the renewal request to the same service subscription management from where |it originally
hased the subscription. This allows the service subscription management to check that the renewal
estihdeed corresponds to a valid subscription.

RO.

This message is further specified in 12.2.4.

In order to signal to the service subscription management which RO to return, the renewal request contains
the expiry time of the current RO. If no expiry time is given, then the service subscription management will
assume that the current RO has been lost and treat the request as a replacement request for the current

2 Authenticate

resu

It of this operation.

This operation is network-internal and is not further specified.

Before doing any further processing, the service subscription management authenticates the device and/or
user, using some or all of the credentials that are part of the purchase request, or even some credentials
that can be supplied by the cellular network, such as MSISDN. The device certificate may be returned as a
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3 Get

ROAP Trigger

Recommended content of the message:

RI device ID;

The service subscription management requests a ROAP trigger from the Rl. The request may also include
(part of) the rights expression that will be included in the RO. The service subscription management will use
the same RI as for the original purchase request.

RI domain ID (optionally used in case the device requests the RO to be valid for a broadcast domain);

purchase item ID (which the Rl can use to identify all the keys to pack into the RO);

e soclD;

e [FocKeyURT;

e user-specific rights expression (which the RI puts into the RO, in accordance with_rules |defined by
Service distribution management; if defined, these will have to be observed by the device in|addition to
pny post-acquisition usage rules);

e rurrent/next flag set to "next" (indicating to the RI that the "next" keys shall be putiinto the RQ).

This|operation is network-internal and is not further specified.

4 Authenticate
Befdgre doing any further processing, the Rl authenticates the device.
This|operation is network-internal and is not further specified.

5 Get SEAKs and PEAKSs (optional step)

In the case that there is no "bulk download" of associations between purchase items and the corfesponding

keyqd (SEAK, PEAK) from the service distribution management to the RI, the RI requests the|necessary

SEAKs and PEAKSs by sending the purchase-item identification to the service distribution management.

Impg@rtantly, the service subscriptionnmanagement will specify whether the "current" or "nex{' keys are

desifed.

Recpmmended content of thesmessage:

. purchase item ID;

e furrent/next flagiset to "current" (indicated that the "current" keys are requested).

This|operation-is‘network-internal and is not further specified.
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OK (SEAKs and PEAKS)

The SEAKs or PEAKs corresponding to the purchase item as specified in the request are returned by the

serv

ice distribution management to the RI.

There may be some information regarding the usage rules specified which influence the generation of the
rights expression by the RI.

Recommended content of the message:

This

purchase item ID;
time span of validity of contained SEAKs or PEAK;

ist of key records _containing

- CID;
- SEAK or PEAK;

usage rule info.

operation is network-internal and is not further specified.

Gen

The

In the case that the service subscription management has specified some particular usage rights,
inclyded in the rights expression of the RO, under consideration of the usage rules that may
spedified by the service distribution management.

This

prate RO

RI generates the RO containing the desired keys.

operation is network-internal and is not further specified.

these are
have been

OK

In th
cont|
may

Rec

This

ROAP trigger)

e case of success, the Rl sends*an OK message back to the service subscription m4d
hining also the ROAP trigger that'the device may use to request the prepared RO. The devicg
also be returned as a result of this operation.

mmended content of the message:

rigger for the rights ‘abject acquisition (the trigger includes the rights issuer URL from which
be acquired by the.device).

operation is_ network-internal and is not further specified.

nagement,
certificate

he RO can

Sub

scription RO renewal response OK (trigger for RO acquisition)

As ¢

artrof the nnem\/n response to the mlrr-hnqn FQHIIQQf the frmmnr for the RO nr\muelhnn s

sent to the

device. The ROAP trigger includes the URL of the RI that the device can use to retrieve the prepared RO.

Alternatively, if the device is a mixed-mode device the Rl may decide to deliver a BCRO over a broadcast
channel. In this case, the ROAP trigger will not be delivered to the device and the flow continues with the
delivery of a BCRO (see 12.3).

This

message is further specified in 12.2.4.

10

RO Request

Usin

This

g the information contained in the ROAP trigger, the device initiates the 2-pass ROAP.

is a standard OMA DRM 2.0 operation and is not further specified.
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11

Authenticate

Before doing any further processing, the Rl authenticates the device and/or user.

This operation is network-internal and is not further specified.

12 RO response
As a result of a successful RO acquisition, the RO is available in the device.
This is a standard OMA DRM 2.0 operation and is not further specified.
13 Chafge
How| charging is done (for example, credit card, direct bank debit, generation of charging regcord to be

and

This

inclyded in a periodical invoice) is completely up to the implementation and to the contract/betwe

service subscription management.

operation is network-internal and is not further specified.

bEn the user

Figure 47 — Interactions for subscription RO renewal and‘asynchronous cha

rging
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Asynchronous charging and cancellation of open-ended subscriptions

In the case of open-ended subscriptions, the user is charged asynchronously from time to
time, irrespective of any RO renewals. Typically, such asynchronous charging could happen
on a monthly basis.

Open-ended subscriptions are valid until they are cancelled by the user. Depending on the
contract, they may also have to be cancelled (and renewed by issuing a new purchase

request)

when the price per subscription period changes.

The interactions for asynchronous charging and cancellation of open-ended subscriptions are

specified in Figure 48.
DIST Mgint (home Device {home or
or vigited) SUB Mgmt (home) RI (SOC or COC) OCSP (anywhere) roarhing)
1] Chre
Cancellation request
Auth
4] Cancellation response RN
1 Chagge
How| charging is done (for example, credit card, directibank debit, generation of charging record to be
included in a periodical invoice) is completely up to theZimplementation and to the contract betwegn the user
and pervice subscription management.
This|operation is network-internal and is not further specified.
2 Cangellation request
The |device sends the cancellation requiest to the same service subscription management from where it
origipally purchased the subscription.
If the cancellation is received only\after the device has already retrieved the ROs pertaining {o the next
subgcription period, cancellation*may become effective at the end of the current or at the end pf the next
subsgcription period.
The |cancellation may orl may not have an immediate effect. If the user has already paid for fhe current
subdcription period, thé subscription RO renewal is expected to succeed until the current subscrigtion period
is oVler, and fails theteafter.
This|message is<further specified in 12.2.4.
3 Authenticate
Befofe doing any further processing, the service subscription management authenticates the deyice and/or
user| using some or all of the credentials that are part of the purchase request, or even some [credentials
that eer—be—supphedby—th Helarretworc—suehas—MSHSBN—The-device—eertifieate—maybe—Fefurned as a
result of this operation.
This operation is network-internal and is not further specified.
4 Cancellation response
The cancellation response includes a text that tells the user until when the cancelled service can still be
received. This means that the device should continue renewing ROs until the renewal fails.
This message is further specified in 12.2.4.

Figure 48 — Interactions for asynchronous charging and cancellation
of open-ended subscriptions
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12.2.2.10 Purchase of tokens for consumption-based charging

The following sequence shows the interactions needed for the purchase of tokens that can be
used for the token consumption-based pre- and post-paid models.

The purchase of tokens is fully separated from the consumption book-keeping and
independent of the existence of particular purchase items. However, it may depend on the
contract a user has with the subscription management whether or not that particular user can
purchase tokens and whether to use pre- or post-paid mode.

Concerning the delivery of tokens, the interactions for pre- and post-paid mode are identical,
but the charging step bears different semantics:

e in thg pre-paid case, the tokens that are delivered as a result of the purchase trelmsaction
are charged immediately;

e in thel post-paid case, the charging is done after the token usage has beén reportgd by the
devic

11

The medhanisms for acquiring the token amount and reporting the ‘token usage Wdsing the
interactiviity channel are specified in OMA XBS. These mechanism’s may later onf become
incorpordted in future versions of OMA-ERP-DRM-V2_0.

The interpctions for acquisition and charging of tokens are-specified in Figure 49.

DIST Mgint (home Device {home or
or vigited) SUB Mgmt (home) RI (SOC or COC) OCSP (anywhere) roarhing)

[1] Token request :_

Token acquisition request

11] Token acquisition respose (containing tokens)

[§2] Token consumption report

13] Auth

[17] Token consumption resgpnse OK

-
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Token request

Based on an internal logic, which is not in the scope of this standard, the terminal or user decides to

purc

The

This

hase additional tokens from the subscription management and issues a token request.

attributes of the token request are:

the type of charging (pre-paid or post-paid);

the requested number of tokens. In pre-paid mode, these will be charged. In post-paid mode, they

indicate the requested credit limit (the actual number of tokens that will be sent to the devi
the subscription management).

message is further specified in 12.2.4.

ce is up to

Autllenticate

Befqd
usin
be s
this

This

re doing any further processing, the subscription management authenticates the,terminal a
j some or all of the credentials that are part of the purchase request, or even someJcredentis
upplied by the cellular network, such as MSISDN. The device certificate may be +eturned as
bperation.

operation is network-internal and is not further specified.

hd/or user,
Is that can
a result of

Get

The

the flights expression that will be included in the RO. The substription management will use the

for t

Rec

This

ROAP trigger

subscription management requests a ROAP trigger from<¢he'RIl. The request may also inclu

he original purchase request.

mmended content of the message:

RI Device ID;
humber of tokens;

n the case of post-paid, an indication that a token consumption report is requested for
Helivery and the URL to which the RI should send the token consumption report.

operation is network-internaland is not further specified.

e (part of)
ame RI as

this token

Authenticate

Befdgre doing any further processing, the Rl authenticates the terminal and/or user.

This

operationnis’ network-internal and is not further specified.

Gen

The

This

prate token

RI generates the desired amount of tokens.

operation is network-internal and is not further specified.
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OK (ROAP trigger)

In the case of success, the Rl sends an OK message back to the subscription management, containing also
the ROAP trigger that the terminal may use to request the prepared tokens.

Recommended content of the message:

This

RO can be acquired by the terminal);

the device certificate may also be returned as a result of this operation.

operation is network-internal and is not further specified.

trigger for the rights object acquisition (the trigger includes the rights issuer URL from which the token

Cha

How|
incly
and

This

fge (pre-pard onty]

charging is done (for example, credit card, direct bank debit, generation of charging re
ded in a periodical invoice) is completely up to the implementation and to the contract.betwe
Subscription management. This step is executed only if pre-paid charging is selected.

operation is network-internal and is not further specified.

cord to be
bEn the user

Tok

As p
The

This

en response OK

art of the positive response to the token request, the trigger for,token acquisition is sent to th
ROAP trigger includes the URL of the RI that the terminal can\use to retrieve the prepared to

message is further specified in 12.2.4.

e terminal.
en.

Tok

Usin

This

bn acquisition request

g the information contained in the ROAP trigger, the terminal initiates the 2-pass ROAP.

is a standard OMA DRM 2.0 operation-and is not further specified.

10

Authenticate

Befqd

This

re doing any further precessing, the Rl authenticates the terminal and/or user.

operation is network-internal and is not further specified.

11

Tok

As 3

bn acquisition response

result 6f a successful token acquisition, the token is available in the terminal.

This

is a standard OMA DRM 2.0 operation and is not further specified.

12

Token consumption report (post-paid only)

If post-paid charging was selected, the device reports the token consumption to the RI. The rest of this
sequence applies only to the post-paid charging case.

This

is a standard OMA DRM 2.0 operation and is not further specified.

13

Authenticate

Befo

This

re doing any further processing, the Rl authenticates the terminal and/or user.

operation is network-internal and is not further specified.
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14 Token report

After having validated it, the RI forwards the token report to the subscription management.

This operation is network-internal and is not further specified.

15 Charge

The subscription management charges the user based on the amount of tokens consumed.

This operation is network-internal and is not further specified.

16 OK

This|operation is network-internal and is not further specified.

17 Token consumption report OK

This|is a standard OMA DRM 2.0 operation and is not further specified.

Figure 49 — Interactions for acquisition and charging of tokens

12.2.3 Protocol
12.2.3.1| General

The servfce provider shall support HTTP POST, which may be used for purchase|requests
over an ipteractivity channel.

The servjce provider may support HTTPS.POST, which may be used for purchase|requests
over an ipteractivity channel.

The servlice provider shall use either HTTP POST or HTTPS POST for purchase |requests
over an ipteractivity channel.

The devige shall support both HTTP POST and HTTPS POST for purchase request$ over an
interactivjity channel.

The devife needs4o-know the URL for HTTP or HTTPS sessions. It is expected that this is
supported by infarmation contained in the service guide.

12.2.3.2 | ‘HTTP headers

Request messages shall be sent as HTTP content of type "application/xml". Responses shall
always be sent as part of the "200 OK" response to the original request. The content type
shall be "application/xml" if the response has only one payload, or "multipart/mixed" in the
case of multiple payloads (for example, if the response includes one or more ROAP triggers).
In the latter case, the content type of a single payload of the multipart content shall be
"application/xml|" for the messages defined here and "application/vnd.oma.drm.roap-
trigger+xml" for the ROAP triggers.

12.2.3.3 Signatures

All request messages shall be signed with the private device key, using the RSASSA-PSS
algorithm as specified in IETF RFC 3447 (see also Clause A.10). The input to the signature
operation shall be the XML payload of the request without the "signature" element,
canonicalised according to the exclusive XML canonicalisation algorithm; see OMA-TS-DRM-
DRM-V2_0.
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12.2.4 XML schemas for request and response messages
12.2.4.1 Basic types
12.2.4.1.1 General

This subclause contains the XML schema fragment definitions for the elementary data types
used in the subsequent message definitions.

12.2.4.1.2 User data type

The user data includes the user’s identity known to the customer operator centre that will be
used for billing and, optionally, the user’s preferred language (specified as a two-letter code

i Aia 1SN 20 1-9009\ D ol o b N b oo ES-EHR-ES —ih L] DataT
as deﬂn TTrTOoU VU IT T Z0UZ )/ UCTUW TS TG /A SUTTCTTTa TmaygrToTTr ToT T uoUluaLalype.

<xs:compllexType name="userDataType">
<xs:sefjuence>
<xs:plement name="userID" type="xs:string"/>
<xs:plement name="lang" type="xs:language" minOccurs="0"/>
</xs:spquence>
</xs:complexType>

12.2.4.1.3 Device data type

The devjce data includes the device identification andX<the device capabilities, Device
capabilities are optional and, if they are omitted, the sdbscription management may assume
the capgbilities announced in a previous request. However, if the device has never
announced its capabilities to the subscription management, the capabilities shall be|included
in the request.

The detalled device data are:

o the device ID known to the subscriber management. For mixed-mode devices, the content
of this field shall be the UDN of the device;

o the device ID known to the rightiissuer, specified in OMA-ERP-DRM-V2_0;

e the Hroadcast bearers supported by the device (currently defined identifiersf "dvbh",
"mbms", "bcmcs");

o the sgrvice protection protocols supported by the device (currently defined identifiers:

"ipseg¢", "srtp", "ismacryp");

o the dpvice type“("interactive" for interactive-only devices, "broadcast" for broadcast-only
devices, "mixed" for mixed-mode devices).

<xs:compléxType name="deviceDataType">
<xs:sefjuente>
<xs:element name="devicelD" type="xs:token"
<xs:element name="riDevicelID" type="xs:token"/>
<xs:element name="bcastBearer" type="xs:token" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="serviceProtection" type="xs:token" minOccurs="0"
maxOccurs="unbounded" />
<xs:element name="deviceType" type="xs:token" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

12.2.4.1.4 Domain type

If the service guide indicates that the purchase is available for a domain, the user is allowed
to select such an option by including the domain ID in the purchase request. For mixed-mode
devices, the domain data also specifies whether the domain is an OMA DRM 2.0 domain
("omadrm2") or a broadcast domain ("broadcast").
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<xs:complexType name="domainType">
<xSs:sequence>
<xs:element name="domainID" type="xs:token"/>
<xs:element name="domainType" type="xs:token" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

12.2.4.1.5 ServiceOperatorCentreType

The service operation centre data contains the following information.

NOTE There are two XML elements describing the service operation centre. One XML element, the
ServiceOperationCentreType is wused in ESG signalling while this XML element of the type
ServiceOpgratorGentreFypetstusearegtestantresporsemessages-:

soclID: Globally coordinated ID of the service operation centre.

socIinfoURL: The URL through which the SubMgmt can retrieve purchase information|from the
SOC.

socKeyURL: The URL from which an Rl can receive service and programme keys.

rilD: Globally coordinated ID of the rights issuer.

riURL: The rights Issuer URL, from which the SubMgmt/can retrieve the ROAP triggers that
will be dglivered to the device.

riProxyURL: The RI proxy URL, from which the:broadcast of BCROs in a foreign network can
be requepted (see B.8.3). If this parameter is received via the service guide, it is marndatory to
include itlin the SOC data.

If SOC ipformation is included in oné&. of the requests, the soclD is always MANDATORY.
riProxyURL is always OPTIONAL., The other elements may or may not be needed, depending
on the pdrticular message, as illystrated in Table 106.

Table| 106 — Definition ofimandatory SOC attributes in request/response messages
Message\Hlement soclD socinfoURL socKeyURL rilD riURL riProxyURL
Pricing reqpiest M M
Purchase rgquest M M M M M
Renewal rgquest M M M M
Cancel request M
Token request M M M
<Any> response M

NOTE "M" means that the element is MANDATORY for the particular request.

Below is the XML schema fragment for the ServiceOperatorCentreType.

<xs:complexType name
<xS:sequence>

serviceOperatorCentreType">

<xs:element name="socID" type="xs:token"/>

<xs:element name="socInfoURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="socKeyURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="riID" type="xs:token" minOccurs="0"/>
<xs:element name="riURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="riProxyURL" type="xs:anyURI" minOccurs="0"/>

</xs:sequence>
</xs:complexType>
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12.2.4.1.6 PriceType

The price information contains the price as a decimal value and an optional currency qualifier
(specified as defined in ISO 4217), as illustrated by the following XML schema fragment.

<xs:complexType name="priceType">
<xs:simpleContent>
<xs:extension base="xs:decimal">
<xs:attribute name="currency" type="xs:token" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

12.2.4.1.7 _—_Purchase item type

The purchase item data contains the information needed to identify the user’s purchage.

ItemID: the purchase_item_id received from the service guide.

PurchasgOption: an identifier of the particular type of purchase, foroexample, opgen-ended
subscription or one-time subscription, a received from the service guide.

Price: the price of the item known to the user (optional).
Version: the version number of this purchase item, as indicated in the service guide.

Below is the XML schema fragment for the PurchaseltemType.

<xs:complexType name="purchaseItemType">
<xs:sefjuence>
<xs:plement name="itemID" type="xs:token'/>
<xs:plement name="version" type="xs:nonNegativelInteger" minOccurs="0"/>
<xs:plement name="purchaseOption" yfype="xs:token" minOccurs="0"/>
<xs:plement name="price" type="¢l8:priceType" minOccurs="0"/>
</xs:spquence>
</xs:complexType>

12.2.4.1.8 Request type

Each request message ‘extends the base request type. The request type has one ['version"
attribute [hat indicates the interface version used for this communication.

<xs:compllexType, name="requestType">
<xs:atfribute name="interfaceVersion" type="xs:nonNegativeInteger" use="required"/
</xs:complexlype>

12.2.4.1.9 Response type

Each response message extends the base response type. The response type has a "status"
attribute, which is either success or error, a "reason code" attribute that indicates the cause of
error among the ones listed in Table 107 and an optional free-form error text.

<xs:complexType name="responseType">
<xs:sequence>
<xs:element name="message" type="xs:string" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="status" use="required">
<xs:simpleType>
<xs:restriction base="xs:token">
<xs:enumeration value="success"/>
<xs:enumeration value="error"/>
</xs:restriction>
</xs:simpleType>
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</xs:attribute>
<xs:attribute name="reasonCode" type="xs:nonNegativeInteger" use="optional"/>
</xs:complexType>

12.2.4.2 Error codes

Table 107 lists all the possible reasonCode values for error case and their applicability to
each transaction.

Table 107 — Occurrence of error codes in response messages

Code Error situation Pricing Purchase Renewal Cancel Token

0 Authentication failed X X X X X

THis code indicates that the service
supscription management was unable to
authenticate the user or the device, which may
bel due to the fact that the user or the device is
noft registered with the service subscription
management.

In|this case, the user may contact the service
subscription management and establish a
coptract, or get the credentials in place that
arg used for authentication.

1 Pyrchase item unknown X X

THis code indicates that the requested
purchase item is unknown. This can happen,
for example, if the device has a cached service
guiide with old information.

In|this case, the user may re-acquire the
sefvice guide.

2 Dgvice not authorized X X X

THis code indicates that the device is not
aufthorized to get ROs from the RI, for
expmple, because the device certificate was
reyoked.

In|this case, the user may contact the service
supscription management gperator.

3 D¢gvice not registered X X X

THis code indicates that the device is not
registered with the\RI that is used for the
trgnsaction.

When this eode is sent, the response message
in¢gludes~awregistration trigger that allows the
dejvice toregister.

Inlthis case_the device may. mlfnmnfir-ally
perform the registration, and, if the registration
is successful, re-initiate the original
transaction.

4 Server error X X X X X

This code indicates that there was a server
error, such as a problem connecting to a
remote back-end system.

In such a case, the transaction may succeed if
it is re-initiated later.

5 Device error X X X X X

This code indicates that there has been a
device malfunction, such as a mal-formed XML
request.

In such a case, the transaction may or may not
(for example, if there is an interoperability
problem) succeed if it is re-initiated later.
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Code

Error situation

Pricing

Purchase

Renewal

Cancel

Token

6

Charging error

This code indicates that the charging step
failed (for example, agreed credit limit
reached, account blocked) and therefore the
requested RO cannot be provided.

The user may in such a case contact the
service subscription management operator.

X

No subscription

This code indicates that there has never been
a subscription for this purchase item, or that
the subscription for this purchase item has
terminated.

Th
re

e user may in such a case issue a purchase
juest for a new subscription.

Oy

TH
de
un
su

TH
Su
th

eration not permitted

is code indicates that the operation that the
ice attempted to perform is not permitted
der the contract between service

bscription management and user.

e user may in this case contact service
bscription management operator and change
e contract.

Unjsupported version

TH
sp
su

In
su

is code indicates that the version number
ecified in the request message is not
pported by the network.

this case, the user may contact the service
bscription management operator.

10

Si

T
m

In
su

gnature error

is code indicates that the validation of<the
bssage signature failed.

this case, the user may contact.the service
bscription management openator.

11

Dd

TH
re
do

W
in
de
ne

main error

is code indicates that the device has
huested a purchasfe for a domain to which it
les not belong.

hen this codésis'sent, the response message
ludes a "joih 'domain" trigger that allows the
ice toointhe domain if it has the

cessary, permissions.

In

this\case, the device may automatically

pefforTT the JoIm domaln procedurs, and, 11 1he
operation is successful, re-initiate the original
transaction.

12

Purchase item version mismatch

This code indicates that the purchase item
requested by the device has an older version
number compared to the one stored in the
CoOcC.

In this case, the device should update its
service guide and retry the purchase.

NOTE

"X" means that only the particular request may result in the corresponding error code.
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12.2.4.3 Pricing request
12.2.4.31 General

The pricing request includes the user, device and SOC data specified above, and a list of the
identifiers of the purchase items for which the user is requesting the price details.

12.2.4.3.2 Schema

<xs:element name="pricingRequest" type="cl8:pricingRequestType"/>
<xs:complexType name="pricingRequestType">
<xs:complexContent>
<xs:extension base="cl8:requestType">
<xs:sequence>
<xs:element name="user" type="cl8:userDataType"/>
xs:element name="device" type="cl8:deviceDataType"/>
xs:element name="serviceOperatorCentre" type="cl8:serviceOperatorCentreBypel/>
xs:element name="purchaseItemList">
<xs:complexType>
<xSs:sequence>
<xs:element name="purchaseltem" type="cl8:purchaseltemType"
maxOccursf"unbounded" />
</xs:sequence>
</xs:complexType>
/xs:element>
xs:element name="signature" type="xs:base64Binary"/>
</ks:sequence>
</xsfextension>
</xs:cpmplexContent>
</xs:complexType>

12.2.4.3.8 Example

<?xml verpgion="1.0" encoding="UTF-8"7?>
<pricingRequest xmlns="http://www.l8crypt.com/2005/XMLSchema"
xmlns:xsifhttp://www.w3.0rg/2001/XMLSchema+idstance interfaceVersion="1">
<user>|
<usprID>24403123456</userID>
<lapg>en</lang>
</user|
<devicg>
<deyiceID>0044005817853</dewvdcelID>
<ripeviceID>1234567890<¢/riDevicelID>
<bcpstBearer>dvbh</bcastiBearer>
<sefviceProtection>ipsec</serviceProtection>
<deficeType>interdctive</deviceType>
</devife>
<servifeOperator@entre>
<sofID>12345<AsocID>
<sofpInfoURL®http://www.soc.com/info</socInfoURL>
</servficeOpexatorCentre>
<purchpseltemList>
<pufehaseIltem>

'*4» “‘ID E/l’)’) e TD

</purchaseItem>
</purchaseItemList>
<signature>f7jwx3rvEPOOVKtMup4NbeVu9kn=</signature>

</pricingRequest>

12.2.4.4 Pricing response
12.2.4.4.1 General

The pricing response contains a global status code ("success" or "error") and an optional
global failure code in case the transaction failed completely. The response includes a list of
purchase items and for each of them,

e in the case of success, the purchase options and their price;

e otherwise the item-specific error code.
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12.2.4.4.2 XML Schema

<xs:element name="pricingResponse" type="cl8:pricingResponseType"/>
<xs:complexType name="pricingResponseType">
<xs:complexContent>
<xs:extension base="cl8:responseType">
<xs:sequence minOccurs="0">
<xs:element name="serviceOperatorCentre" type="cl8:serviceOperatorCentreType"/>
<xs:element name="purchaseItemList">
<xs:complexType>
<xs:sequence>
<xs:element name="purchaseItem" maxOccurs="unbounded">
<xs:complexType>
<xs:choice>
<xs:element name="purchaseOptionList">
<xs:complexType>
<xs:sequence>
<xs:element name="purchaseOption" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="optionID" type="xs:token"/>
<xs:element name="desc" type="xs:string"/>
<xs:element name="price" type="cl8:pricelype™/>
</xs:sequence>
<xs:attribute name="type" use="required{>
<xs:simpleType>
<xs:restriction base="xs:token"®
<xs:enumeration value="one-t4%me"/>
<xs:enumeration value="continuous"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="reasonCode" type="xs:negativelnteger"/>
</xs:choice>
<xs:attribute name="itemID" type="xs:token"/>
<xs:attribute name="versSion" type="xs:nonNegativeInteger"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
/xs:element>
</ks:sequence>
</xs|extension>
</xs:cpmplexContent>
</xs:complexType>

12.2.4.4.3 Example: successful pricing response

The sucgessful pricing response contains for each individual purchase item the same
purchasetinformationthat-isavailable-through-the service-guidethough-limited-to-the service

subscription management to which the pricing request has been addressed, and containing
only the availability and pricing-related information.

<?xml version="1.0" encoding="UTF-8"?>
<pricingResponse status="success">
<serviceOperatorCentre>
<socID>12345</socID>
</serviceOperatorCentre>
<purchaseItemList>
<purchaseItem itemID="5432" version="1234345">
<purchaseOptionList>
<purchaseOption type="one-time">
<optionID>A</optionID>
<desc>one-month subscription</desc>
<price currency="EUR">5.00</price>
</purchaseOption>
<purchaseOption type="continuous">
<optionID>B</optionID>
<desc>monthly subscription, renewable until cancellation</desc>
<price currency="EUR">5.00</price>
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</purchaseOption>
</purchaseOptionList>
</purchaseItem>
</purchaseItemList>
</pricingResponse>

12.2.4.5 Purchase request

12.2.4.5.1 General

The purchase request includes the user, device and SOC data specified above, and a list of
the identifiers of items the user wants to purchase, including a purchase option and the price
known to the user. The purchase can be requested for a domain, in which case optional

domain

ata is specified
L

12.2.4.5.

R Schema

<xs:elem
<xs:comp
<xXs:CO
<xs:

<x|

maxOccurs

</

</xs
</xs:c
</xs:com|

Ent name="purchaseRequest" type="cl8:purchaseRequestType"/>
lexType name="purchaseRequestType">
plexContent>
Extension base="cl8:requestType">
5 : sequence>
xs:element name="user" type="cl8:userDataType"/>
xs:element name="device" type="cl8:deviceDataType"/>
xs:element name="domain" minOccurs="0">
<xs:complexType>

<xs:sequence>

<xs:element name="domainID"/>

</xs:sequence>
</xs:complexType>
/xs:element>
xs:element name="serviceOperatorCentre" type="cl8:serviceOperatorCentreType
xs:element name="purchaseItemList">
<xs:complexType>

<xs:sequence>

<xs:element name="purchaseltem" type="cl8:purchaseltemType"

="unbounded" />

</xs:sequence>

</xs:complexType>

/xs:element>
xs:element name="signafure" type="xs:base64Binary"/>
xS : sequence>
:extension>
bmplexContent>
blexType>

/>

12.2.4.5.8 Example

<?xml ver|
<purchase

<user>|
<u
<lang>en</lang>

</user>

<device>
<deviceID>0044005817853</deviceID>
<riDeviceID>1234567890</riDevicelID>
<bcastBearer>dvbh</bcastBearer>
<serviceProtection>ipsec</serviceProtection>
<deviceType>interactive</deviceType>

</device>

<domain>
<domainID>dhf5434jddAdfD</domainID>

</domain>

<serviceOperatorCentre>
<socID>12345</socID>
<socInfoURL>http://www.soc.com/info</socInfoURL>
<socKeyURL>http://www.soc.com/keys</socKeyURL>
<riID>4567</riID>
<riURL>http://www.soc.com/ri</riURL>

</serviceOperatorCentre>

<purchaseItemList>

kion=!"1.0" encoding="UTF-8"?>
Reguest interfaceVersion="1">

OS2 44021 90240 D
e T -+ - =3 ¥
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<purchaseItem>
<itemID>5432</itemID>
<version>123435</version>
<purchaseOption>B</purchaseOption>
<price currency="EUR">5.00</price>
</purchaseItem>
</purchaseItemList>
<signature>h8twx3rvEPOOVKtMup4NbeVu0fl0</signature>
</purchaseRequest>

12.2.4.6 Purchase response

12.2.4.6.1 General

The purchase response contains a global status code ("success" or "error") and ar;lI optional
global faflure code in the case that the transaction failed completely. The response-includes a
list of item-specific status codes and in the case of a subscription to a service.thaf requires
RO renewal, the last day and time of validity of the RO per subscription is giyen:

12.2.4.6.2 XML schema

<xs:elempnt name="purchaseResponse" type="cl8:purchaseResponseType'/>
<xs:compllexType name="purchaseResponseType">
<xs:copmplexContent>
<xs:pxtension base="cl8:responseType">
<xp:sequence>
xs:element name="serviceOperatorCentre" type="cl8:serviceOperatorCentreTypel/>
xs:element name="purchaseItemList">
<xs:complexType>
<xs:sequence>
<xs:element name="purchaseItem" maxOccurs="unbounded">
<xs:complexType>
<xSs:sequence>
<xs:element name="reasonCede" type="xs:nonNegativeInteger"
minOccursfE"0"/>
<xs:element name="roValidityEndTime" type="xs:dateTime" minOccurg="0"/>
</xs:sequence>
<xs:attribute name="ifemID" type="xs:token" use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
/xs:element>
</ks:sequence>
</xs|extension>
</xs:cpmplexContent&
</xs:complexType>

12.2.4.6.3 , (Example: successful purchase response with RO acquisition triggqr

The successfut ptrechaseresponsets—amuit=-part message; inu:udiny RO eqttsition trigger
(not shown) for each of the requested purchase items.

<?xml version="1.0" encoding="UTF-8"?>
<purchaseResponse status="success"/>

12.2.4.6.4 Example: unsuccessful purchase response with registration trigger

If the device is not registered, the unsuccessful purchase response is a multi-part message,
containing a registration trigger (not shown):

<?xml version="1.0" encoding="UTF-8"7?>
<purchaseResponse status="error" reasonCode="3"/>
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12.2.4.6.5 Example: unsuccessful purchase response with purchase-item-specific
error
<?xml version="1.0" encoding="UTF-8"7?>
<purchaseResponse status="error">
<serviceOperatorCentre>
<socID>12345</socID>
</serviceOperatorCentre>
<purchaseItemList>
<purchaseItem itemID="5432">
<reasonCode>1</reasonCode>
</purchaseltem>
</purchaseItemList>
</purchaseResponse>
12.2.4.7 | Subscription RO renewal request
12.2.4.7 /1 General
The subgcription renewal request includes the user, device and SOC data specifigd above,
and a lis{ of the identifiers of purchase items corresponding to subscriptions the userfjwants to
renew.
12.2.4.7.2 XML schema
<xs:elempnt name="renewalRequest" type="cl8:renewalRequestType™/>
<xs:compllexType name="renewalRequestType">
<xs:copplexContent>
<xs:pxtension base="cl8:requestType">
<xf:sequence>
xs:element name="user" type="cl8:userDataType"/>
xs:element name="device" type="cl8:deviceDataType"/>
xs:element name="serviceOperatorCentré&!™\ type="cl8:serviceOperatorCentreTypel/>

maxOccurs

</

</xs
</xs:c
</xs:com|

xs:element name="purchaseItemList">
<xs:complexType>
<xSs:sequence>
<xs:element name="purchaseltem" type="cl8:purchaseltemType"
="unbounded" />
</xs:sequence>
</xs:complexType>
/xs:element>
xs:element name="signature" type="xs:base64Binary"/>
xS : sequence>
:extension>
bmplexContent>
blexType>

12.2.4.7.

B (Example

<?xml ver|

Ehon="1.0" encoding="UTF-8"?>

<renewalR
<user>

cquesSt 1NterraCceverS1OoN="1

<userID>24403123456</userID>
<lang>en</lang>

</user>
<device>

<deviceID>0044005817853</deviceID>

<riDev

1ceID>1234567890</riDeviceID>

<bcastBearer>dvbh</bcastBearer>

<servi

ceProtection>ipsec</serviceProtection>

<deviceType>interactive</deviceType>
</device>
<serviceOperatorCentre>
<socID>12345</socID>
<socKeyURL>http://www.soc.com/keys</socKeyURL>
<riID>4567</riID>
<riURL>http://www.soc.com/ri</riURL>
</serviceOperatorCentre>
<purchaseItemList>
<purchaseItem>
<itemID>5432</itemID>
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</purchaseItem>
</purchaseItemList>
<signature>qg2ewx3rvEPOOVKtMup4NbeVulwd9</signature>
</renewalRequest>

12.2.4.8 Subscription RO renewal response
12.2.4.81 General

The subscription renewal response contains a global status code ("success" or "error") and an
optional global failure code in case the transaction failed completely. The response includes a
list of item-specific status codes the updated last day and time of validity of the RO after the
renewal.

12.2.4.8.2 Schema

<xs:elemeht name="renewalResponse" type="cl8:renewalResponseType"/>
<xs:complpxType name="renewalResponseType">
<xs:complexContent>
<xs:ektension base="cl8:responseType">
<xs|: sequence>
<ks:element name="serviceOperatorCentre" type="cl8:serviceQperatorCentreType"[>
<ks:element name="purchaseItemList">
<xs:complexType>
<xs:sequence>
<xs:element name="purchaseltem" maxOccurs="unkounded">
<xs:complexType>
<xs:sequence>
<xs:element name="reasonCode" typea!'xs:nonNegativelnteger" minOccprs="0"/>
<xs:element name="roValidityEndTdme" type="xs:dateTime" minOccursf"0"/>
</xs:sequence>
<xs:attribute name="itemID" type=<'xs:token"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
<})xs:element>
</xf:sequence>
</xs:pxtension>
</xs:complexContent>
</xs:compflexType>

12.2.4.8.3  Example:successful renewal response with RO acquisition trigger

The sucdessful renewal response is a multi-part message, including a RO acquisitign trigger
(not shown) for each of the purchase items for which the RO is renewed.

<?xml verpions"1.0" encoding="UTF-8"?>
<renewalRespénse status="success">
<servicepDpératorCentre
<socID>12345</socID>
</serviceOperatorCentre>
<purchaseItemList>
<purchaseItem itemID="5432">
<roValidityEndTime>2005-02-19T00:59:59Z</rovValidityEndTime>
</purchaseItem>
</purchaseItemList>
</renewalResponse>

12.2.4.8.4 Example: unsuccessful renewal response with registration trigger

If the device is not registered, the unsuccessful renewal response is a multi-part message,
containing a registration trigger (not shown).

<?xml version="1.0" encoding="UTF-8"7?>
<renewalResponse status="error" reasonCode="3"/>
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12.2.4.8.5 Example: unsuccessful renewal response with purchase-item-specific error

If individual items cannot be found, the unsuccessful renewal response contains purchase-
item-specific reason codes.

<?xml version="1.0" encoding="UTF-8"7?>
<renewalResponse status="error">
<serviceOperatorCentre>

<socID>12345</socID>
</serviceOperatorCentre>
<purchaseItemList>

<purchaseItem itemID="5432">

<reasonCode>7</reasonCode>

</purchaseItem>
</purchaseltemList>
</renewalRespaonse

12.2.4.9 | Subscription cancellation request
12.2.4.9.1 General
The subdcription cancellation request includes the user, device and,/SOC data specified above,

and a lis{ of the identifiers of purchase items corresponding to subscriptions the userfwants to
cancel.

12.2.4.9.2 XML schema

<xs:elempnt name="cancellationRequest" type="cl8:cancellationRequestType"/>
<xs:compllexType name="cancellationRequestType">
<xs:copplexContent>
<xs:pxtension base="cl8:requestType">
<xp:sequence>
xs:element name="user" type="cl8:useiDataType"/>
xs:element name="device" type="cl8sdeviceDataType"/>
xs:element name="serviceOperatorGeéritre" type="cl8:serviceOperatorCentreTypel/>
xs:element name="purchaseItemList">
<xs:complexType>
<xs:sequence>
<xs:element name="purchaseltem" type="cl8:purchaseltemType"
maxOccursf"unbounded" />
</xs:sequence>
</xs:complexType>
/xs:element>
xs:element name="gignature" type="xs:base64Binary"/>
</ks:sequence>
</xs|extension>
</xs:cpmplexContent>
</xs:complexTypel>

12.2.4.9.8 Example

<?xml version="1.0" encoding="UTF-8"?>
<cancellationRequest interfaceVersion="1">
<user>
<userID>24403123456</userID>
<lang>en</lang>
</user>
<device>
<deviceID>0044005817853</deviceID>
<riDeviceID>1234567890</riDevicelID>
<bcastBearer>dvbh</bcastBearer>
<serviceProtection>srtp</serviceProtection>
<deviceType>interactive</deviceType>
</device>
<serviceOperatorCentre>
<socID>12345</socID>
</serviceOperatorCentre>
<purchaseItemList>
<purchaseItem>
<itemID>5432</itemID>
</purchaseltem>
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</purchaseItemList>
<signature>w2jwx3rvEPOOvKtMup4NbeVu9enl</signature>
</cancellationRequest>

12.2.4.10 Subscription cancellation response
12.2.4.10.1 General

The subscription cancellation response contains a global status code ("success" or "error")
and an optional global failure code in case the transaction failed completely. In case of
success, the response includes a text per purchase item that tells the user when the
cancellation takes effect, i.e. from when on the ROs cannot be renewed any more.

The devjce is expected to continue renewing ROs until the renewal fails, Wilh a "no
subscriptjon" error message.

12.2.4.10.2 Schema

<xs:elemeht name="cancellationResponse" type="cl8:cancellationResponseTlype" />
<xs:complexType name="cancellationResponseType">
<xs:complexContent>
<xs:ektension base="cl8:responseType">
<xs|: sequence>
<ks:element name="serviceOperatorCentre" type="cl8:serviceOperatorCentreType"[>
<ks:element name="purchaseIltemList">
<xs:complexType>
<xs:sequence>
<xs:element name="purchaseItem" maxOccurs=s"unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="reasonCode"\type="xs:nonNegativeInteger" minOccu}s="0"/>
<xs:element name="cancellationInfoMessage" type="xs:string" minOccprs="0"/>
</xs:sequence>
<xs:attribute name="itemIDY)type="xs:token"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
<})xs:element>
</xf:sequence>
</xs:pxtension>
</xs:complexContent>
</xs:compllexType>

12.2.4.1(0.3 Example: successful cancellation response

<?xml verpion="@=0" encoding="UTF-8"7?>
<cancellafionResponse status="success">
<serviceppefatorCentre>
<socIDpl2345 ocID
</serviceOperatorCentre>
<purchaseItemList>
<purchaseItem itemID="5432">
<cancellationInfoMessage>Service valid until 2005-03-27</cancellationInfoMessage>
</purchaseItem>
</purchaseItemList>
</cancellationResponse>

12.2.4.10.4 Example: unsuccessful cancellation response with purchase-item-specific
error

<?xml version="1.0" encoding="UTF-8"7?>
<cancellationResponse status="error">
<serviceOperatorCentre>
<socID>12345</socID>
</serviceOperatorCentre>
<purchaseItemList>
<purchaseItem itemID="5432">

<reasonCode>7</reasonCode>
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</purchaseItem>
</purchaseItemList>
</cancellationResponse>

12.2.4.11

12.2.4.11

Token request

.1 General

In addition to the user, device and SOC data specified above, the token request includes

ChargingType: the type of charging (pre-paid or post-paid) the user wishes to use. The
SubMgmt will verify that the requested charging type is available for this user;

Requestsd
the amoy
verified t

12.2.4.11

dTokens: the amount of new tokens requested by the device. In caserof
nt of tokens requested is subtracted from the user’s credit. In case of ‘post-
nat the amount of tokens requested does not exceed the user’s credit limit.

.2 XML schema

pre-paid,
pbaid, it is

<xs:elem
<xs:comp
<xXs:CO

Ent name="tokenRequest" type="cl8:tokenRequestType"/>
lexType name="tokenRequestType">
plexContent>

<xs:pxtension base="cl8:requestType">
<xp:sequence>
xs:element name="user" type="cl8:userDataType"/>
xs:element name="device" type="cl8:deviceDataTlgpe¥®/>
xs:element name="serviceOperatorCentre" type='cl8:serviceOperatorCentreTypel/>
xs:element name="paymentType'">
<xs:simpleType>
<xs:restriction base="xs:token">
<xs:enumeration value="prePaid"/>
<xs:enumeration value="postPaid®/>
</xs:restriction>
</xs:simpleType>
/xs:element>
xs:element name="requestedTokenrs" type="xs:nonNegativelnteger"/>
xs:element name="signature™type="xs:base64Binary"/>
</ks:sequence>
</xs|extension>
</xs:cpmplexContent>
</xs:complexType>
12.2.4.11.3 Example

<?xml ver|

<tokenReq]

<user>
<userl

sion="1.0" ‘encoding="UTF-8"?>
llest inberfaceVersion="1">

D>24403123456</userID>

<lang>|

</ lang>

</user>
<device>
<devic
<riDev
<bcast
servic
<devic
</device
<service
<socID
</servic
<payment
<request
<signatu
</tokenRe

eID>C0044005817853</deviceID>
1iceID>1234567890</riDeviceID>
Bearer>DVBH</bcastBearer>
eProtection>IPsec</serviceProtection>
eType>interactive</deviceType>

>

OperatorCentre>

>12345</socID>

eOperatorCentre>
Type>postPaid</paymentType>
edTokens>-20</requestedTokens>
re>d2jwx3rvEPOOVKtMup4NbeVu9ke7</signature>
quest>
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12.2.4.12 Token response
12.2.4.12.1 General

The token response reports the success or failure of the operation and includes a ROAP
trigger for token acquisition as additional HTTP payload (not shown here).

12.2.4.12.2 Schema

<xs:element name="tokenResponse" type="cl8:tokenResponseType"/>
<xs:complexType name="tokenResponseType">
<xs:complexContent>
<xs:extension base="cl8:responseType"/>
</xs:complexContent>
</xs:complexType>

12.2.4.13.3 Example: successful token response

<?xml verpgion="1.0" encoding="UTF-8"7?>
<tokenResponse status="success"/>

12.2.4.13.4 Example: unsuccessful token response

<?xml verpgion="1.0" encoding="UTF-8"7?>
<tokenResponse status="error" failureCode="1"/>

12.2.5 KML schema definition for request and response related XML elements

The schgma definition below defines the namespace
http://www.18crypt.com/2005/XMLSchema and\all XML elements used for requests and
responsel. The schema SHALL take precedence over XML elements declared previougly in
this clauge.

<?xml verpgion="1.0" encoding="UTF-8"2>
<xs:schemp xmlns:xs="http://www.w3.0r/2001/XMLSchema"
xmlns:cl8F"http://www.l8crypt.com/2005/XMLSchema"
targetNampspace="http://www.1l8crypt.com/2005/XMLSchema" elementFormDefault="qualified
attributeformDefault="unqualified">
<xs:cpmplexType name="wserDataType">
<ks:sequence>
<xs:element mame="userID" type="xs:string"/>
<xs:elementh\hame="lang" type="xs:language" minOccurs="0"/>
<) xs:sequence>
</xs:fpomplexType>
<xs:cpmplexType€ name="deviceDataType">
<ks:sggquence>
<xs:element name="deviceID" type="xs:token"/>
<“xs:element name="riDevicelID" type="xs:token"/>
<xs:element name="bcastBearer" type="xs:token" minOccurs="0"
maxOccurs="unbounded" />
<xs:element name="serviceProtection" type="xs:token" minOccurs="0"
maxOccurs="unbounded" />
<xs:element name="deviceType" type="xs:token" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="domainType">
<xS:sequence>
<xs:element name="domainID" type="xs:token"/>
<xs:element name="domainType" type="xs:token" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="serviceOperatorCentreType">
<xS:sequence>
<xs:element name="socID" type="xs:token"/>
<xs:element name="socInfoURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="socKeyURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="riID" type="xs:token" minOccurs="0"/>
<xs:element name="riURL" type="xs:anyURI" minOccurs="0"/>
<xs:element name="riProxyURL" type="xs:anyURI" minOccurs="0"/>
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</xs:sequence>
</xs:complexType>
<xs:complexType name="priceType">
<xs:simpleContent>
<xs:extension base="xs:decimal">
<xs:attribute name="currency" type="xs:token" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:complexType name="purchaseltemType">
<xS:sequence>
<xs:element name="itemID" type="xs:token"/>
<xs:element name="version" type="xs:nonNegativelnteger" minOccurs="0"/>
<xs:element name="purchaseOption" type="xs:token" minOccurs="0"/>
<xs:element name="price" type="cl8:priceType" minOccurs="0"/>
</xs:sequence>
</xs:complexType

<xs:cpmplexType name="requestType">
<ks:attribute name="interfaceVersion" type="xs:nonNegativelInteger" use="réguifed"/>
</xs:fpomplexType>
<xs:cpmplexType name="responseType">
<ks:sequence>
<xs:element name="message" type="xs:string" minOccurs="0"/>
<) xs:sequence>
<ks:attribute name="status" use="required">
<xs:simpleType>
<xs:restriction base="xs:token">
<xs:enumeration value="success"/>
<xs:enumeration value="error"/>
</xs:restriction>
</xs:simpleType>
xs:attribute>
ks:attribute name="reasonCode" type="xs:nonNegativelnteger" use="optional"/>
</xs:fpomplexType>
<xs:e]lement name="pricingRequest" type="cl8:prichngRequestType"/>
<xs:cpmplexType name="pricingRequestType">
<ks:complexContent>
<xs:extension base="cl8:requestTyp&'>
<xS:sequence>
<xs:element name="user" \type="cl8:userDataType"/>
<xs:element name="deuice" type="cl8:deviceDataType"/>
<xs:element name="se¥rviceOperatorCentre"
type="cl8|serviceOperatorCentreType" f>
<xs:element nahe='"purchaseltemList">
<xs:complexType>
<xs:séquence>
<xs:element name="purchaseltem" type="cl8:purchaselteqhType"

AN

maxOccursf"unbounded" />
</xs:sequence>
</xs:complexType>
</Xstelement>
<xs:element name="signature" type="xs:base64Binary"/>
</ X% sequence>
</zs»exXtension>
<} xs:ComplexContent>
</xs:poplexType>
<xs:ellem&nt name="pricingResponse" type="cl8:pricingResponseType"/>
<xs:complexType name="pricingResponseType">
<xs:complexContent>
<xs:extension base="cl8:responseType">
<xs:sequence minOccurs="0">
<xs:element name="serviceOperatorCentre"
type="cl8:serviceOperatorCentreType"/>
<xs:element name="purchaseItemList">
<xs:complexType>
<xS:sequence>
<xs:element name="purchaseItem" maxOccurs="unbounded">
<xs:complexType>
<xs:choice>
<xs:element name="purchaseOptionList">
<xs:complexType>
<xS:sequence>
<xs:element name="purchaseOption

maxOccurs="unbounded">
<xs:complexType>
<xS:sequence>
<xs:element
name="optionID" type="xs:token"/>
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type="xs:string"/>

type="cl8:priceType" />

use="required">

base="xs:token">
value="one-time" />

value="continuous"/>

<xs:element name="desc"
"

<xs:element name="price

</xs:sequence>
<xs:attribute name="type"

<xs:simpleType>
<xs:restriction

<xs:enumeration
<xs:enumeration
</xs:restriction>

</xs:simpleType>
-attribunte

</xs:element>

type="xs:hegativelnteger"/>
</xs:choice>

type="xs:honNegativeInteger"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
<} xs:complexContent>
</xs:fpomplexType>

<xs:ellement name="purchaseRequest" type="cl\8:purchaseRequestType"/>

<xs:cpmplexType name="purchaseRequestType™>

<ks:complexContent>

<xs:extension base="cl8:requestType">
<xS:sequence>

<xs:element hame="domain" minOccurs="0">
<xs:compleéxType>
<RS:sequence>
<xs:element name="domainID"/>
</xs:sequence>
</xs:complexType>
</Xstelement>
£Xs:element name="serviceOperatorCentre"
type="cl8|serviceOperatorCentreType" />
<xs:element name="purchaseItemList">
<xs:complexType>
<xS:sequence>

</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>

<xs:element name="reasonCode"

<xs:attribute name="itemID" (£ype="xs:token"/>
<xs:attribute name="version

<xs:element name=fuser" type="cl8:userDataType"/>
<xs:element names"device" type="cl8:deviceDataType"/>

<xs:element name="purchaseItem"

type="cl8:purchaseltehType"

maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="signature" type="xs:base64Binary"/>

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="purchaseResponse" type="cl8:purchaseResponseType"/>

<xs:complexType name="purchaseResponseType">
<xs:complexContent>
<xs:extension base="cl8:responseType">
<xS:sequence>
<xs:element name="serviceOperatorCentre"
type="cl8:serviceOperatorCentreType"/>
<xs:element name="purchaseItemList">
<xs:complexType>
<xS:sequence>

<xs:element name="purchaseItem"

<xs:complexType>

maxOccurs="unbounded">



https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

— 206 — 62455 © IEC:2010(E)

<xS:sequence>
<xs:element name="reasonCode"
type="xs:nonNegativeInteger" minOccurs="0"/>
<xs:element name="roValidityEndTime"
type="xs:dateTime" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="itemID" type="xs:token"
use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType
<xs:eflement name="renewalRequest" type="cl8:renewalRequestType"/>
<xs:cpmplexType name="renewalRequestType">
<ks:complexContent>
<xs:extension base="cl8:requestType">
<xS:sequence>
<xs:element name="user" type="cl8:userDataType"/>
<xs:element name="device" type="cl8:deviceDataType" [
<xs:element name="serviceOperatorCentre"
type="cl8| serviceOperatorCentreType"/>
<xs:element name="purchaseItemList">
<xs:complexType>
<xS:sequence>
<xs:element name="purchaseltém"~type="cl8:purchaselteqhType"

maxOccursf"unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="signature" types'xs:base64Binary"/>
</xs:sequence>
</xs:extension>
<} xs:complexContent>
</xs:fpomplexType>
<xs:eflement name="renewalResponse" type="cl8:renewalResponseType"/>
<xs:cpmplexType name="renewalResponseTlype">
<ks:complexContent>
<xs:extension base="cl8:hresponseType">
<xS:sequence>
<xs:element hame="serviceOperatorCentre"
type="cl8| serviceOperatorCentreType" />
<xs:element name="purchaseItemList">
<xsweomplexType>
<xS:sequence>
<xs:element name="purchaseltem" maxOccurs="unbounded"
<xs:complexType>
<xS:sequence>
<xs:element name="reasonCode"
type="xs:honNegabiveInteger" minOccurs="0"/>
<xs:element name="roValidityEndTime"
type="xs:HateTifme" minOccurs="0"/>

</xs:sequence>
<xs:attribute name="itemID" type="xs:token"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="cancellationRequest" type="cl8:cancellationRequestType"/>
<xs:complexType name="cancellationRequestType">
<xs:complexContent>
<xs:extension base="cl8:requestType">
<xS:sequence>
<xs:element name="user" type="cl8:userDataType"/>
<xs:element name="device" type="cl8:deviceDataType"/>
<xs:element name="serviceOperatorCentre"
type="cl8:serviceOperatorCentreType"/>
<xs:element name="purchaseItemList">
<xs:complexType>
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<xs:sequence>
<xs:element name="purchaseltem" type="cl8:purchaseltemType"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="signature" type="xs:base64Binary"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="cancellationResponse" type="cl8:cancellationResponseType"/>
<xs:complexType name="cancellationResponseType">
<xs:complexContent>
<xs:extension base="cl8:responseType">
<xs:sequence>

celement name="serviceQOperatorCentre

type="cl8| serviceOperatorCentreType"/>
<xs:element name="purchaseIltemList">
<xs:complexType>
<xS:sequence>
<xs:element name="purchaseltem" maxOccurs="unbpunded"
<xs:complexType>
<xS:sequence>
<xs:element name="reasonCodey
type="xs:honNegativeInteger" minOccurs="0"/>
<xs:element name="cangeélldationInfoMessage
type="xs:ptring" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="4dtemID" type="xs:token"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:extension>
<} xs:complexContent>
</xs:fpomplexType>
<xs:e]lement name="tokenRequest" type="al8":tokenRequestType"/>
<xs:cpmplexType name="tokenRequestType'">
<ks:complexContent>
<xs:extension base="cl8:hrequestType">
<xS:sequence>
<xs:element hame="user" type="cl8:userDataType"/>
<xs:element name="device" type="cl8:deviceDataType"/>
<xs:element name="serviceOperatorCentre"
type="cl8| serviceOperatorCentreType" />
<xs:element name="paymentType">
<xs:simpleType>
<xs:restriction base="xs:token">
<xs:enumeration value="prePaid"/>
<xs:enumeration value="postPaid"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="requestedTokens" type="xs:nonNegativeInteger"/>
<xs:element name="signature" type="xs:base64Binary"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:element name="tokenResponse" type="cl8:tokenResponseType"/>
<xs:complexType name="tokenResponseType">
<xs:complexContent>
<xs:extension base="cl8:responseType"/>
</xs:complexContent>
</xs:complexType>
</xs:schema>

12.3 Purchase for mixed-mode devices

The sequences specified in 12.2.2 apply also to mixed-mode devices. However, for mixed-
mode devices the Rl may decide to deliver a BCRO over a broadcast channel as a result of a
successful purchase. In this case, the device will not receive a ROAP trigger, but instead it
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shall prepare to receive BCROs, which are specified in 8.4.2. The flows in 12.2.2 are thus
modified as follows.

Unsuccessful purchase (Figure 45, step 16): after the ROAP registration, the Rl may send
registration data via the PDR protocol to the device, in the case the device has not registered
before.

Successful purchase (Figure 46, step 12): the device receives the "success" response but no
RO acquisition trigger. The device shall prepare to receive a BCRO.

RO renewal (Figure 47, step 9): the device receives the "success" response but no RO
acquisition trigger. The device shall prepare to receive a BCRO.

Token relquest (Figure 49, step 8): the device receives the "success" responsé blIlt no RO
acquisitign trigger. The device shall prepare to receive a token BCRO.

A mixed-mode device may join a broadcast domain, and domain ROs forithat domaip may be
delivered via an interactivity channel. In this case, the ICRO will be-addressed to the long-
form domain ID (identical to OMA domain ID) and the device shall“obtain the short-form
domain [D from the association between long-form and shoft-form domain IDs it has
establishpd when it received the registration data (see 9.3.3).

12.4 Oyt-of-band purchase
12.4.1 Means of purchase — Introduction

Out-of-bgnd purchase is needed in order to make the purchasing functionality available to
broadcast devices. Interactive devices may alse use out-of-band purchase, for the hroadcast
mode of pperation.

Figure 40 shows the dataflow that, governs the broadcast mode of operationl Device
registratipn as well as the transaetions related to purchasing require that inforgnation is
conveyed from the device or its userto the network.

web shop, call centre, automated SMS service, etc.). A viable operation would be where the
user of the device calls(the COC and tells that he wants to see the football match of tonight.
Such opt|lons are not mandated.

There ar{ numerous ways haw out-of-band communication can be implemented (for example,

The following subclause specifies the behaviour of the device in case it is equipped with an
approprigte contact() either via the service guide or via the update_contact_numbler_msg()
message

12.4.2 Out-of-band purchase from service guide data

Generally, the request/response pairs for purchase over an interactivity channel need to be
performed out-of-band. If the out-of-band communication requires that the user speaks or
types some information, it is desirable that instead of long numeric identifiers, shorter
(properly scoped) numbers, codes, or names can be used. These "human-friendly" numbers
and names are expected to be part of the service guide, or, if they are used to identify the
device, be put in place during device registration. In case the short version of an identifier is
not available in the service guide, the long version will be used instead. The service guide will
also include a textual representation of the customer operation centre contact information and
the out-of-band channels available, to be displayed to the user. These numbers, codes and
names are established in 12.5.

In order to request a purchase, the user is required to provide the data in Table 108 to the
customer operation centre, via the out-of-band channel indicated by the service guide.
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Table 108 — Data to be provided to the customer operation centre

Data

Short concise version

Human friendly version

contact() "number"

Local phone number or
international phone number or

SMS number or

Local phone number or

SMS number or

international phone number or

URL URL
Device ID ARC code (see A.9.3) including ARC code (see A.9.3) including

purchase code purchase code
Service ID Service ID code Service name

(i.e. #servicelD) (i.e. serviceName)
Service Opkrator Centre ID Soc ID Soc name

(i.e. soclID) (i.e. socName)
Purchase l{fem ID Purchase item code Purchase item(name

(i.e. #pltemName) (i.e. PltemName)
NOTE 1 Tlhe data in Table 108 is provided by the service guide information; see 12.5for details.
NOTE 2 A device that has not been registered before will show the UDN instead’ of.the ARC.
During the out-of-band purchase, the device may display~a dialogue with insfructions.
Notifying|the device data can be done in various ways, for example by showing the usger of the
device a(dialogue on the screen of the device, displaying.the'data necessary for purchase and
a contacf() "number" that needs to be contacted. A .phone number may be used ffor vocal
notification of the data to the RI. Another example is\to display instructions to send an SMS
message| via a mobile phone to the RI. Yet another‘example is to display a URL, which may
be used by the user to contact a web shop via amoffline browser.
An example of a displayed OOB purchase message for a registered device is ghown in
Figure 50, where the information to be reported back to the Rl is shown.
It is the gequence of the defined values that is specified. The use of dashes as the dg¢limiter is
shown with an example placemént*to be consistent with the examples used elsewhdre in this
standard| The text portion of this screen is shown as an example only; there is np implied
requirempnt to duplicate the-exact wording or formatting shown. The numeric fieldq shall be
included |as defined above. The ARC code will only be displayed after the first registration,

when thaft data may available for display.

To purchase the selected service,
please'contact customer service at:
HXXXX-XXXK-XXXXXXX

To purchase the selected service,
please contact customer service at:
XXXX-XXXK-XXXXXXX

At

s da-
FeGHeStreoae-

XXXX XXXX

v da-
ActopFfeguest-eede: action
XXX XXXX XXXX XXXX
Service: <serviceName>

Provider: <SocName>

Purchase ID: <pltemName>

Service: <#servicelD>
Provider: <Soc ID>
Purchase ID: <#pltemID>

An

vocal notification of ARC and purchase data to

Key

. The ac

example dialogue concise instructions for

the call centre. purchase data to the call centre.

tion request code shall incorporate the purchase action request code (see 9.3.2.3).

Figure 50 — Samples of out-of-band purchase information displays
for a registered device

An example dialogue showing human friendly
instructions for vocal notification of ARC and

The contact can be any number as specified in contact() (see 9.3.2.7.6.3) or delivered by the service guide.
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The dialogue shown in Figure 51 is an example of what an unregistered device could display.

To purchase the selected service,
please contact customer service at:
XXXXK-XXXK-XXXXXXX

Unique device number:
XXXX XXXX XXXX XXXX XXXX

Service: <serviceName>
Provider: <SocName>
Purchase ID: <pltemName>

An example dialogue showing human friendly
instructions for vocal notification of UDN and
purchase data to the call centre.

Figure 51 — Sample of out-of-band purchase information
displays for an unregistered device

NOTE 2 An unregistered device performing a purchase request will need to register first/See 9.3.2 for fetails.

The resuft of a successful purchase is usually a BCRO. For its<acquisition, the stgndard 2-
pass ROAP cannot be used. Instead an RI service is defined (seeClause 10), that comprises
mechanigms to broadcast BCROs spontaneously (as a result©f the purchase transaction) or
in a scheduled manner (for example, for re-keying the SEAKS).

12.5 Required service guide information

12.5.1 (General

This standard fully specifies extensions to the service and content guides of the |following
systems [o meet the signalling and service guide requirements:

e |PDC|over DVB-H (in 13.6.3);
o DVB-/C/S (in 14.6);

e DVB-|P (in 15.7 and 16.6).

It is also|possible to use(this standard with other service guides. In this case, this|standard

does not|prescribe the (precise structure of the service guide, but the purchasing part of the
service guide needs.tobe designed in line with the requirements derived from this SﬂAbclause,

which depls with pUfehasing (the attributes as presented above enable purchasing gnly if the
relationships between the entities in the service guide are in line with the architecturgl model).

The requjred attributes are specified in 12.5.2 to 12.5.8.
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12.5.2 Service operation centre (including service distribution management)

soclD (mandatory, 1) — Is the globally co-ordinated ID of the service operation centre (a.k.a.
"soclD"). In case of IPDC systems, the DVB platform ID may (and is recommended to) be
used for this purpose. For DVB-T/C/S systems, it is recommended to use the original network
id. The ID has to comply with the definition in http://www.w3.org/TR/xmlschema-2/#ID.

socName (mandatory, 1) — Is the name of the service operation centre, reasonably globally
unique (for example, this can be achieved by concatenating of the ISO country code and an
acronym that identifies the operator within the country). This name may be used for identifying
the SOC operator within out-of-band purchase transactions. In XML documents, the name
shall be encoded using UTF-8, see IETF RFC 3629.

socKeyURL (mandatory, 1) — URL through which an RI can retrieve keys from @hge service
distributipn management.

socinfoURL (mandatory, 1) — URL through which the service subscriptiopxmanagement can
retrieve gurchase info from the service distribution management.

socRiPrthyURL (optional, 1) — URL of the RI Proxy associated with the service pperation
centre (used by a service subscription management in a differept\etwork to insert BCROs, as
specified|in B.8.3). This parameter is present only if the Rl Proxy functionality is supported by
the SOC

12.5.3 Customer operation centre (including service . subscription management)

coclD (nfandatory, 1) — Is the globally coordinateddD of the customer operation centie.

cocLocalFlag (mandatory, 1) — indicatesif "true", that a COC is local to the $OC and
therefore| advertises the availability and purchase information completely in the servige guide.
This knowledge helps avoiding unnecéssary requests by the device to obtain information
whether or not a particular purchase.item is available from a certain COC (not all items will, in
general, pe purchasable through al:COCs).

cocName (mandatory, 1, multilanguage) — Is the name of the customer operatioh centre,
reasonably globally uniqué\(for example, this can be achieved by concatenating off the ISO
country dode and an acronym that identifies the operator within the country). This name may
be used for identifyingithe COC operator within out-of-band purchase transactions. TThe name
shall be ¢ncoded using UTF-8; see IETF RFC 3629.

cocRekeyingSafetyWindow (mandatory, 1) — Is the time interval DT, as specified in[12.2.2.8,
during whi¢h it cannot be guaranteed that RO renewal will succeed timely for uninlterrupted

access to-aparticutar-serviee:

cocPurchaseURL (optional, 0..1) — Specifies the URL for a pricing or purchase or
subscription RO renewal request can be sent by the device over HTTP POST or HTTPS
POST. If present, all the purchase transactions that are specified in this standard shall be
supported.

cocPortalURL (optional, 0..1) — Specifies the URL on which customer operation centre may
offer out-of-band self-provisioning via HTTP(S). If present, the portal shall support all the out-
of-band purchase transactions that are specified in this standard.

cocContactinfo (optional, 0..n, multi-language) — Is a text string that indicates to a user how
to contact a COC to initiate an out-of-band purchase transaction (for example, toll-free phone
number, international phone number, letter address, e-mail address, SMS number, etc.).
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cocRilD (mandatory, 1) — ID of the Rl associated with the customer operation centre (needed
to allow broadcast devices to identity the RI service that may be operated by their home

COC).

cocRiURL (mandatory, 1) — URL of the RI associated with the customer operation centre
(used by service subscription management for requesting ROAP triggers or requesting
registration data or BCROs to be broadcast).

The service guide shall include an entry for every COC with which the SOC has an agreement
("locality agreement”, "roaming agreement"; see Clause B.8). For "local COCs", the service
guide shall include the complete availability and purchase information, and should include
also the pricing information (purchase options with their respective prices).

12.5.4

Service

servicelll
distributi

serviceT]

med

sg
llrill
BCR

serviceN
scope of
identifyin

D (mandatory, 1) — Is the ID of the service, unique within the scopée of
bn management (soclD).

ypeEnum (mandatory, 1) — Is the type of the service. The allowed values ar
ia" — the service is a regular media service;

— the service is a service guide, and its streams.€arry service guide objects;

+ the service is an RI service, and its streams carry Rl objects (registrat

Os, RI triggers, Rl messages) for the brogdcast mode of operation.

ame (mandatory, 1, multi-language)i> Is the name of the service, unique \
a service distribution management (socIlD). The service name may be
g the service within out-of-band\purchase transactions. In XML documents,

shall be ¢ncoded using UTF-8, see IETF RFC 3629.

serviceD

serviceHBaseCID (mandatony, 1) — Is used as part of the CID of all service and pr

keys rela

ted to the service.

escription (optional, 0.7, multi-language) — Is the description of the servicq.

h service

Y%

on data,

vithin the
used for
he name

bgramme

NOTE Se

viceBaseGID. is not required for non-encrypted services.
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12.5.5 Scheduleltem

sltemID (mandatory, 1) — Is the ID of the schedule item (programme), unique within the scope
of a service distribution management (soclID).

sltemName (mandatory, 1, multi-language) — Is the user-friendly name that is used to identify
the schedule item, unique within the scope of a service distribution management (socID). The
schedule item name may be used for identifying the schedule item within out-of-band
purchase transactions. In XML documents, the name shall be encoded using UTF-8, see IETF
RFC 3629.

sltemDescription (optional, 0..1, multi-language) — Is the description of the schedule item.

sltemSt3

sltemEn@Time — Is the end time of the schedule item. In XML documents; it is sp¢g
yyyy-mmtddThh:mm:ss

rtTime — Is the start time of the schedule item. In XML documents, it is splcified as
yyyy-mmtddThh:mm:ss

cified as

12.5.6 Contentitem

cltemID

cltemTypeEnum (mandatory, 1) — Is the type of\the content item. The allowed valueg

med

"riSe
oper

cltemNa
the contgq
schedule|
transacti
RFC 362

cltemDescription (optional, 0..1, multi-language) — Is the description of the conten
if/the type of the content item is "riSet", then the description is a structuer mono-

and only

ia" — the content item is a regular.media item;

t" — the content item is defining a set of devices using the broadcast
ation.

me (mandatory, 1, multi-language) — Is the user-friendly name that is used t
nt item, unique within the scope of a service distribution management (so
item name may-be used for identifying the content within out-of-band
bns. In XMLy, documents, the name shall be encoded using UTF-8; 9
D.

mandatory, 1) — Is the ID of the content item{ unique within the scope of p service
distributipn management (socID).

are:

mode of

b identify
CID). The
purchase
ee |ETF

item. If,

languag

attribute with the following substructure:

cltemGroupRange (optional, 0..n) — Is a range of subscriber groups, specified as a tuple

(low,

high);

cltemDeviceRange (optional, 0..n) — Is a range of individual device IDs, specified as a
tuple (low, high);

cltemDomainRange (optional, 0..n) — Is a range of domain IDs, specified as a tuple (low,
high).
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12.5.7 Purchase item

pltemID (mandatory, 1) — Is the ID of the purchase item (a.k.a. "purchase_item_id"), unique
within the scope of a service distribution management (soclD).

pltemVersion (mandatory, 1) — Is the version number of the purchase item, used to verify that
the purchase item data received via the service guide is synchronized with the data in the
subscription management.

pltemName (mandatory, 1, multi-language) — Is the user-friendly name that is used to identify
the service, unique within the scope of a service distribution management (soclD). The
purchase item name may be used for identifying the purchase item within out-of-band
purchas transactions—In XML documents, the name shall be encoded ||Qing UTE-8 see |IETF

RFC 362p.

pltemDescription (optional, 0..1, multi-language) — Is the description of the service | used for
the purpgses of the user.

pltemServicelD (optional, 0..n) — Is the servicelD of a service that'is part of the purchase
item (which is in this case a subscription item to a service bundlesand is not intended to have
any schefule or content items associated).

pltemScheduleltemID (optional, 0..1) — Is the ID of a schedule item (sltemID) that s part of
the purchjase item (which is in this case a pay-per-view/purchase for a programme gnd is not
intended |to have any services or content items associated).

pltemCoptentltemID (optional, 0..n) — Is the ID_efa content item (cltemID) that is pprt of the
purchaseg item (which should in this case not have any services or schedyle items
associated).

12.5.8 Purchase data

coclD (nlandatory, 1) — Is the ID of the customer operation centre.

pltemID [mandatory, 1)(—,IS the ID of the purchase item.

purchaseOption_(optional, 0..n) — Is a structure including all the information (purchage option
code [unlque within purchase data record], description [multi-language], price [with qurrency],
type [corftinudus or one-time], availability for domain subscription and for which domain type;
see OMA DRM 2 0 OMA XBS or both) that is needed for the user to deC|de upon a purchase,
and for burchase as pHFeRase—FoguHes ks should
essentially be the same |nformat|on as the mformatlon returned to the deV|ce in a successful
pricing response.

For a "local COC" the availability information shall be complete, i.e. for all purchase items that
are available through the COC, there shall be a purchase data fragment in the service guide,
which shall include also all purchase options and their respective pricing.

13 Protection of IPDC over DVB-H systems

13.1 General

This clause specifies the use of specific protection technologies from Clauses 6, 7, 8, 9, 10
and 11 for IP data casting over DVB-H (see ETSI EN 302 304 and Clause B.11 for general
references to these systems). Clauses 4, 5 and 12 are general and apply to all systems.
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13.2 Delivery of traffic layer data in IPDC over DVB-H systems

Table 109 shows how the traffic layer options shall be used when traffic layer data is
transmitted over IPDC over DVB-H.

Table 109 — Traffic layer options for transmission over IPDC over DVB-H

Traffic layer Transmission details
IPsec As specified in IETF RFC 4301
ISMACryp Not applicable
SRTP As specified in IETF RFC 3711 and IETF RFC 4771
MPEG2 TS Not-appheabl

13.3 Dellivery of key stream data in IPDC over DVB-H systems

Each KS
a distinct

In order
transmitt

The KSN
media st

M shall be encapsulated in exactly one UDP packet. The KSM data shall be
IP flow, separated from other data.

o keep access times low for devices that start accessihga service, a KSM
bd periodically.

| shall be transported in-band, in the same g€lementary stream together
eams that are protected with the traffic keys ¢ontained in the KSM.

13.4 Dellivery of rights management data in IRDC over DVB-H systems

13.4.1

IPDC ov¢

General

br DVB-H systems may use a broadcast channel, an interactivity channel

broadcaelt channel as well as an interactivity channel for the delivery of rights man

data (rig
the next

13.4.2

When an
delivery
objects ¢

ts objects). The use of broadcast channels and interactivity channels is sp
wo subclauses.

Delivery of ICROsin'IPDC over DVB-H systems over interactivity channel

interactivity,channel is used to deliver rights objects, all aspects of righ
are governgd:'by OMA DRM 2.0 specifications; see OMA-ERP-DRM-V2_
elivered-over an interactivity channel are referred to as interactivity chan

objects (ICRO).

The inter

carried in

shall be

with the

pr both a
agement
ecified in

ts object
D. Rights
hel rights

aetivity channel used may be a cellular radio network.

13.4.3 Delivery of BCROs in IPDC over DVB-H systems over broadcast channel

BCROs (see 8.4.2) shall be broadcast within an RI service, as defined in Clause 11. The RI

service(s

) used by individual rights issuers are identified by the service guide.

13.5 Delivery of registration data in IPDC over DVB-H systems

13.5.1 General

IPDC over DVB-H systems may use a broadcast channel or an interactivity channel, or both a
broadcast channel as well as an interactivity channel for the delivery of registration data. The
use of broadcast channels and interactivity channels is specified in the next two subclauses.
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13.5.2 Delivery of registration data in IPDC over DVB-H systems over an interactivity
channel

When an interactivity channel is used to deliver registration data, all aspects of delivery are
governed by OMA DRM 2.0 specifications; see OMA-ERP-DRM-V2_0. However, see also
9.3.5 for the delivery of broadcast registration data using ROAP.

The interactivity channel used may be a cellular radio network.

13.5.3 Delivery of registration data in IPDC over DVB-H systems over a broadcast
channel

When a broadcast channel is used to deliver registration data, registration data shall be
broadcast within an Rl service, as defined in Clause 11. The Rl service(s) used by individual
rights isspes are identified by the service guide.

13.6 Signalling and service guides in IPDC over DVB-H systems
13.6.1 General

Signalling is provided at two layers: the electronic service guide”(ESG) and thq session
descriptipn protocol (SDP), see IETF RFC 2327. The signallingcissdefined in ETSI TS 102 471
(ESG) and ETSI TS 102 472 (CDP) respectively. The two subcClauses below identify [the parts
of these $pecifications that are relevant to SPP signalling.

13.6.2 Signalling of KSM in IPDC over DVB-H systems
ETSI TS|102 472 (CDP) specifies how SDP is incladed in an SDP file.

o ETSI|TS 102 472, 10.1, specifies the fieldssused within an SDP file to signal the presence
of a Key stream.

e ETSI|TS 102 472, 10.2, specifies.the fields used within an SDP file to describe a KMM
stream.

v

o ETSI|TS 102 472, 10.3, specifies how to bind a key stream to one or more corhponents
forming a service.

Additionglly, the following(attributes shall be included in SDP when SRTP is used:
a = SRTHAuthentication:n

where n is the SRTP authentication algorithm value for the version of the RCC transfprm used,
as specifjed in IETF RFC 4771.

a = SRTPROCTxRate:R

where R is the value of the ROC transmission rate parameter, an integer between 1 and
65535 inclusive, as specified in IETF RFC 4771.

Additionally, if there are multiple KSM streams associated with a single service, which are not
distinguishable by IPDCoperatorID, the following attributes shall be provided:

a = srvCIDExt:<x>
where <x> is the value of the most significant 8 bits of service_CID_extension (0...255), and

a = prgCIDExt:<y>
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where <y> is the value of the most significant 8 bits of programme_CID_extension (0...255), if
used.

Details of the extensions to ETSI TS 102 471 (ESG) required to carry information specific to
this standard can be found in Clause A.17.

13.6.3 The service guide for IPDC over DVB-H systems

The signalling provided within the ESG specification ETSI TS 102 471 (ESG) enables the
following functionality.

e The inclusion of SPP-specific data for the purchasing of rights to consume
content/services.

e The gbility to signal the SPP system or systems that will enable consumption.eDpa service
or content item.

e The gbility to signal a service on which KMS-specific data is delivered.

e The gbility to describe details about how and from where rights to the 'content/seryices can
be obtained.

ETSI TS|102 471 (ESG), 5.4 specifies the service fragment, which.may be used to|signal to
the terminal the presence of a service carrying KMS-specific data. A service carrying KMS-
specific ¢lata is declared by setting the ServiceType element-of the fragment apprppriately.
Any KM$-specific fields may be included using the RrivateData element of the service
fragment

ETSI TS|102 471 (ESG), 5.8 defines a PurchaseRequestType within the purchase [fragment
that enables the inclusion of SPP-specific datarequired to make a purchase. This|type has
three elements, as follows.

o DRM$ystem — This uniquely identifies-the KMS from which the purchase can be made.

e PurclaseData — This uses an abstract data type, allowing the inclusion of KM$-specific
fields|to support the purchasing ©fthe described offer.

e PurchaseChannellDRef — This is an optional element that enables the referenging of a
PurchlaseChannel fragment: The PurchaseChannel fragment describes an entity from
which the purchase may be made.

A purchase fragment allows multiple PurchaseRequests to be defined, therefore engbling the
purchase of contentyffom multiple KMSs.

ETSI TS| 102-471 (ESG), 5.9 specifies the PurchaseChannel fragment, and proyides the
ability to| deseribe a point of purchase. Data specific to a KMS may be included ysing the
PrivateData €lement.

ETSI TS 102 471 (ESG), 5.10 specifies the acquisition fragment. This fragment defines a
KeyStream element that enables the signalling of the KMS and the operator used for the
delivery of the content associated with the acquisition fragment.

Details of the extensions to ETSI TS 102 471 (ESG) required to carry information specific to
this specification can be found in Clause A.17.

13.7 Format and use of RI streams over IPDC over DVB-H systems
13.7.1 General

All the objects defined in this specification are carried in rights issuer streams. The format of
these streams is defined in this subclause.

These streams have the following characteristics.
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e The bandwidth overhead of the stream format is minimized.

e Objects of varying sizes (smaller than, similar to, and larger than, the size of an IP packet)
are efficiently carried.

o Devices are able to start interpreting the stream at any packet.

o Where packet reception is unreliable or where packets have been reordered, devices are
able to determine which objects have been correctly and completely received.

NOTE It is assumed that the underlying IP stack and the layers below it will provide all the necessary error
detection and that IP packets received by the service protection system can be assumed to be as transmitted.

13.7.2

The data

IP characteristics

service ¢

carTc ooyt DoOtaTTo ot Oy otCTTo o rogroarny— arv IoaC U T to—oSCTvIc T o =acTt

bnsists of one or more IP streams. The following requirements are made,

o Arights issuer stream shall be a distinct IP stream within a service.

o Rightp issuer services shall carry only rights issuer streams. It is also)allowed
types|of service, including media services, to carry Rl streams.

o Arrights issuer service may contain any number of rights issuer streams.

e RI sefvices shall be identified as services in the ESG. RI sefvices shall contai
streams.

e All Rlfstreams forming part of any service shall be identified as such in the ESG.

Rights issuer streams are IP streams advertised in the' ESG. The ESG shall also

identifier|for the version of this specification used te generate each RI stream. The

cearciad by 1D Naotanoct covctamc 1o loaiaallhy, dAndad inta camiosnc Each r.g!—ts issuer

for other

n only RI

carry an
format of

the IP pgckets is UDP; see IETF RFC 768. This standard does not specify any limjts to the

length of

Subclauge 13.7.3 defines the format of the\packets of the RI stream.

13.7.3

RI stream packet format

The righ{s issuer stream is made up of RI stream packets. There shall be at mog

stream p
The leng

hcket per UDP packet,-and each UDP packet shall contain only an RI strearn
h of the RI stream.packet is determined by the broadcaster.

these IP packets — this will instead be*determined by the underlying network.

t one RI
h packet.

biect 1 Object 2 Object 3 \ \ Object 4

Packet 1 Packet 2 Packet 3 Packet 4

Figure 52 — Example mapping of objects to Rl stream packets

Objects are placed into RI stream packets according to the following rules (see Figure 52 for
an example).

o If the length of an object and its Rl stream header is less than, or equal to, the remaining
empty length of a packet, the object is placed in the packet in its entirety and the split_flag

is set

to zero.

o If the length of an object is greater than the remaining empty length of a packet, the
following applies.
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— The object is allocated an object_id.

— The number of packets required to carry the object is calculated, including the
remaining space in the current packet. The part of an object to be placed in each
packet is hereafter referred to as a fragment.

— The object is split into the appropriate fragments. Fragments may be of varying length,
for example, if the first fragment of the object begins part way through a packet.

— While fragments remain to be carried, a header for each fragment is generated,
containing the object ID, the number of this fragment within the object and the total
number of fragments in the object. The split_flag is set to one.

e Packets shall not contain any empty space. The end of the last bytes within a packet
carrying |nformat|on shaII be the end of the packet and the Iength f|eld of the UDP and IP
packg y aretehh v c as—part of this
protogol.

e The grocess is repeated with the next object. The size of each packet cambe dgcided by
the rights issuer, up to the maximum MTU supported by the network.

The formpt of the packet is specified in Table 110.

Table 110 — Format of the rights issuer stream

Field Length Format
while (bytgs left in packet){
split_flag 1 bs|bf
if(splif_flag == 1) {
object_id 7 bs|bf
fragment_number_within_object 4 bs|bf
total_number_of_fragments_for_object 4 bs|bf

if{ffragment_number_within_object =={0otal_number_of_fragments_for_object) {

reserved_for_future_use 4 bs|bf

remaining_length_in_packet 12 bs|bf

o

tes_of_object()

else{
rgserved_for—future_use 3 bs|bf
lehgth \of’ object 12 bs|bf
bytes of object()

split_flag — If 1, this object is split over multiple packets. If 0, this object is completely
contained in this packet.

object_id — An identifier for this object. All fragments of an object (that are carried in
separate packets) have the same object ID. This is only required for objects that are split over
multiple packets. For each split object generated, this object ID shall be incremented by
1mod(27).

fragment_number_within_object — The number of this fragment within the object.
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total_number_of_fragments_for_object — The total number of fragments that make up the
object.

reserved_for_future_use — These bits are reserved for future use and shall be set to 0 in
systems according to this standard.

remaining_length_in_packet — The length of the remaining bytes of the current object in this
packet.

length_of_object — The length of this object (which is completely contained in this packet).

bytes_of_object() — The bytes of the object to be carried in this packet.

13.7.4 |mplementation notes
13.7.4.1| Unreliable delivery

IP netwgrks do not usually offer reliable delivery of packets — this(is  particularly true of
broadcast systems. Devices might not receive all the packets of the Rl{stream. Wherg¢ missing
packets gause the device to receive only part of an object, the device’shall discard thjs object,
although|apparently missing packets could later be received due“to packet reordefing; see
13.7.4.2.

13.7.4.2 | Changes in packet order

IP packef order can change between the source andrdestination hosts on some types of IP
network. |Of course, this cannot happen on a broadcast link, but it could happen within head-
end systems.

At recepfion time, it is not possible for a device to tell whether an apparently missing packet
has been missed due to a reception preblem, or whether it will be received later dug to some
upstream packet reordering. Consider the situation where three packets 1, 2, 3 are eordered
and a deyice receives them in the:order 1, 3, 2. When the packet-processing module|receives
packet niimber 3, it will appear as)if packet 2 has been missed. However, if the device stores
packet 3, and then receives and processes packet 2, it can reconstruct all the objects
completely contained in allsthree packets. In order to implement this reconstruction|scheme,
the devige buffers partly\received objects for some time and then reconstructs the whole
object if fhe remainder is’later received. Incomplete objects are discarded after some period
of time. The limit on‘the use of this technique and the extent of reordering it can cor;l:e with is
the amoynt of buffefing provided within a device for partly received objects.

The protpcel\used for rights issuer streams supports the recovery of data from reordered
packets as\déscribed above. Using the object_id field, it is possible to identify which object a
fragment of data belongs to, allowing partly received objects to be buffered and fragments to
be allocated to the correct object.

The implementation of any scheme of this kind is not required by this specification. However,
it is RECOMMENDED that devices are implemented in such a way that limited packet
reordering does not cause objects to be unnecessarily discarded.

It is also RECOMMENDED that service operations centres and rights issuers minimize
changes in packet order within their systems.

13.7.4.3 Addressing of objects

The RI stream packet format does not contain addressing information for objects. The format
of each object includes addressing information relevant to that object. Devices can determine
when an object is addressed to the local device or a group of which the device is a member in
the following way.
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e The device examines the message tag and the version number of the message to
determine what type of message is being broadcast.

e The format of the message contains fields addressing the message to devices in some
way. These fields are used to determine whether the local device is being addressed.

13.7.5
13.7.5.1

Mapping of messages to Rl services and streams

General

Within an IP datacast network, devices discover streams using the ESG and various SI/PSI

tables.

e The ESG maps services to IP addresses, allowing a device to discover what services are
availgble, on which TP stream or streams Ihese Services are carried and on
addrgsses these streams can be found.

o SI/PYI data describes how a device can receive IP datacast broadcasts‘to par
addrgsses, including such information as the PID of the stream carrying the data.

Informatipn about RI services is carried in the same way as for any other service. RI

may con

in any number of IP streams. When receiving a service, a~-device will recei

streams {hat make up that service.

IP datacast systems typically use a number of multicast streams to transmit data to

devices.

It is not anticipated that devices will be allocated“individual IP addresseg

then be ysed to address streams to single devices.

The follo

13.7.5.2

As menti
sets of d

Rights issuer services with complete schedule information

bned above, rights issuers may provide a schedule for the broadcast of meg
evices. If a rights issuer broadeasts a complete schedule of messages to b

all devices (excluding ad hoc streams), that rights issuer may have any number of RI

containin

g any number of RI streams.

For each service, the rightsiissuer shall broadcast, within the ESG, one or more
items containing a list of devices for which messages may be broadcast on that ser

the timeg
issuer sh

13.7.5.3

If a right

lall be able tolocate a single Rl service to listen to at any one time.

Rights issuer services without complete schedule information

ssUer broadcasts either no schedule information or incomplete schedule inf

ving subclauses specify how messages are'mapped to services and streamg.

which |IP

ficular IP

services
ve all the

receiving
that will

sages to
e sent to
services,

schedule
vice, and

at which those/messages will be broadcast. Any device registered with fhe rights

brmation,

that right

: 1 el ! 4 1 CI T I :
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Devices for which schedule information is broadcast should listen at the appropriate times.
Devices for which schedule information is not broadcast should listen as often as practical,

but no re

13.7.6

quirements are placed on their behaviour.

Discovery of Rl services, streams and schedule Information

The ESG carries information about RI services, streams and their associated schedule
information.

The ESG requirements are as follows.

e The capability to describe a service as an Rl service and have an associated rights issuer

ID.
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e The capability to describe a stream within any service as an Rl stream and, when the
stream is not part of an Rl service, have an associated rights issuer ID.

e The capability to describe the standard used to construct an Rl stream.

e The capability to include multiple Rl schedule blocks, which may be placed within ESG
context or also associated with a purchase channel.

e The capability to indicate that a certificate chain update will be included in a particular
schedule slot.

For scheduled RI services, a number of particular "content items" are announced,
corresponding to device, group or domain ranges (or no range, corresponding to all devices).
One of the existing attributes of the content item is for this purpose defined to have a
particular_structure and semantics.

The broadcast times of these particular content items will be announced within schedule items,
and thergby a device will be able to determine when it has to receive the RI service.

13.7.7 Certificate chain updates

It is impgrtant that devices can acquire certificate chain updates, which may include an OCSP
response, as quickly as possible. A device will not be able to deCoede services unti| it has a
current certificate chain (although a grace mechanism is defined'in A.1.2 to make {his more
user-friendly). The following requirements are made on the“broadcast of certificate chain
updates.

e It is sfrongly recommended that schedule information for certificate chain updateg is made
availgble in the ESG. When such schedule information is carried, devices should listen to
the relevant Rl services when they need {e<acquire updates. No firm requirgment on
devicg behaviour can be made, as a device' may not be able to receive a seryice at a
partiqular time, for example because it-has a low battery or is out of rande of the
broadcast network.

Signdlling of certificate chain updates’is specified in Clause A.17.

e Furthermore, it is strongly recommended that a reference to at least the next gertificate
chain|update is always carriedin the ESG.

e Wherg such schedule information is not carried, certificate chain updates shall b¢ carried,
at lealst, in the RI servjCe'belonging to the relevant rights issuer.

Using the mechanism$.specified in this subclause, two possible schemes for the bropdcast of
certificat¢ chain updates are informatively described below.

o Certiffjcate.ehain updates can be broadcast continuously in an Rl stream. A schedule block
indicgting\a certificate chain update, with no device range limit and a time limif of, say,
midnight\to midnight, is broadcast for this stream, indicating that certificate chair] updates
can always be found on this stream.

e Certificate chain updates are broadcast periodically on an RI stream. Schedule blocks
indicating a certificate chain update, with no device range limit and the time limit for when
the updates will be broadcast, is broadcast for this stream.

13.7.8 Resending of BCROs

13.7.8.1 General

There is no guarantee that a device will receive the BCROs sent to it via a broadcast channel.
A device may request that the BCROs be sent once again by the rights issuer.

13.7.8.2 Resending of BCROs to interactive devices

For an interactive device, requests to resend BCROs can be made via an interactivity channel.
If the BCROs are to be delivered via a broadcast channel, the device will listen to the relevant
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rights issuer service after sending the request. It is recommended that devices listen to this
channel for at least 1 h or until the BCROs are received. It is expected that the BCROs will be
delivered in an ad hoc RI stream.

When a rights issuer receives a request from an interactive device to resend BCROs over a
broadcast channel, it may resend the BCROs for that device.

13.7.8.3 Resending of BCROs to broadcast devices

Rights issuers may allow users of broadcast devices to request that BCROs for that device
are resent. If the rights issuer does allow this, the device may prompt the user to make such a
request, as specified in 9.3.2.3. The device should then listen to the relevant rights issuer
service, possibly after the user has acknowledged that the request has been made. It is
recommended that devices listen to this channel for at least 1 h, or until the BQROs are
received] It is expected that the BCROs will be delivered in an ad hoc Rl stream.

No firm fequirement on device behaviour can be made, as a device may not b¢ able to
receive g service at a particular time, for example, because it has a lowxbattery or|is out of
range of fhe broadcast network.

When the rights issuer receives such a request, it may resend the \BCROs for that us¢

D
=

13.7.9 Bummary of requirements for rights issuers

If a rights issuer delivers messages to devices via a broadcast channel, it shall use rights
issuer services and streams to do so and shall meet.{he requirements below. If a rights issuer
does not|deliver messages via a broadcast channgl, it will not have rights issuer seryices and
streams, [and the remainder of this subclause dgé€s not apply.
e Eachlrights issuer shall either

— provide a complete schedule forheir Rl services, covering all registered deyices and
allowed any registered device tovidentify one RI service to listen to; or

— hagve exactly one rights issuer’'service.

e Eachlrights issuer service
— sHhall not contain mere‘than three Rl streams; and
— sHall contain only_rights issuer streams.

e Rightp issuers should provide an informative schedule for the broadcast of megsages in
their |[RI service, unless the system is being used in an environment whefe power
consymptiopaof devices is not an issue (as the scheduling of RI services is |primarily

intengled as'a power-saving feature for devices).
e Any i = i i er rights

issuer.

e Rights issuers should broadcast both the current and next rights objects required to
receive services, to reduce the likelihood of a device not having the rights object required
to receive a service that it is entitled to receive.

13.7.10 Summary of requirements for devices

The following is a summary of the requirements relating to Rl services for devices, which
support the broadcast mode of operation. None of these requirements apply to devices which
only use an interactivity channel to communicate with rights issuers.

e For each rights issuer with which the device is registered, a device shall listen to the
associated rights issuer service, subject to the following.

— Where a schedule for the RI service is available, devices may receive that schedule
and may listen to the RI service only at the relevant times.
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Devices that make use of the schedule should check for new schedule data at least

once per day.

— Otherwise, when a schedule for the RI service is not available or a device does not
listen to it,

e When

mains-powered devices or devices under charge should listen to that service

continuously;

battery-powered devices should listen to that service at least when the
powered on for some purpose.

device is

receiving a rights issuer service, devices shall listen to all streams within that
service.

e |t shall be possible to put a device into a mode in which it receives the Rl service of a

partidular rights issuer, for some period, in order to receive, for example, registra
domajn messages and recently purchased rights objects. These are expect
delivered in ad hoc Rl streams. This does not apply in the case that a device continuously
receiyes rights issuer services.

e Whenr a device is receiving a service containing an in-band RI streamfor a righ
with which it is registered, the device shall listen to that stream.

13.7.11
13.7.11.1

This sub
to DVB-H

13.7.11.2
The follo

o Key g
"currg

key a
o Akey
o  Withi
which

13.7.11.3

apping of messages to DVB-H time sliced bursts
General

Clause specifies how the various key streams and/other messages shall bg
time slicing bursts. For the definition of suchra burst, see ETSI EN 301 192

Key stream messages
ving requirements apply to key stream messages.

tream messages shall be carried in the same burst as the content to v
nt" traffic key they carry apphlies. Key stream messages may carry a seco
pplying to the next crypto. period, which may apply to content in the next bur

stream message containing the DRM time field should be carried in every b

n a burst, key stream messages should be broadcast before the content
they are used to decrypt.

Rl service'channel

There ar¢ no requirements for the mapping of Rl services to DVB-H bursts.

13.7.11.4

In-band RI stream

ion data,
pd to be

ts issuer

mapped

hich the
nd traffic
5t.

urst.

packets,

In-band RI streams are carried as a separate IP stream within a service. As such, they are
broadcast within the bursts of that service. Therefore, an in-band RI stream will be received
by a device without the need for that device to listen to additional time sliced bursts. This will
reduce power consumption by the device compared to delivering the messages via a separate
rights issuer service.

14 Protection of DVB T/C/S systems

14.1 General

This clause specifies the use of specific protection technologies from Clauses 6, 7, 8, 9, 10,
11 and 12 for DVB terrestrial, cable and satellite systems (see Clause B.11 for general
references to these systems). Clauses 4, 5 and 12 are general and apply to all systems.
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In Clause 14, several types of reserved fields are used. In Clause 14, the use of all reserved
fields shall be as defined in ETSI EN 300 468, including, but not limited to, the setting of the
value of the reserved fields.

NOTE The use of reserved fields in all other clauses of this standard is different.
14.2 Delivery of traffic layer data in DVB T/C/S systems

Table 111 shows how the traffic layer options shall be used when traffic layer data is
transmitted over MPEG2 TS-based networks.

Table 111 — Traffic layer options for transmission over MPEG2 TS-based networks

Traffic layer Transmission details
IPsec Not applicable
ISMACryp Not applicable
SRTP Not applicable
MPEG2 TS| As specified in 6.5

14.3 Dellivery of key stream data in DVB T/C/S systems

The table from ETSI ETR 289 shall be used to carry¢the KSM from 7.2 as payload, as
specified|in Table 112. The network can identify if the IKSM payload carries the odd or even
key by rgading the conditional "odd_even_flag" field jn the key_stream_message() pnd shall
use alterpating table IDs to indicate the change in the ksm_table(). The correct usage of the
table ID by the network and hardware section filtefing in the receiving device may bg used to
limit loca| processing requirements.

It is advised to use a filter depth of 16 bytes or more (possibly even the maximal deFth of 20
bytes as|explained in ETSI ETR 289)xThe filter should incorporate at least the table ID and
the odd_geven_flag field from the key:lstream_message.

Table 112 — KSM table

RI stream Length Type
ksm_fable() {
table_id 8 uimshf
slection_syntax_indicator 1 bslbf
OVB: reserved 1 bslbf
18O reserved 2 bslbf
CA_section_length 12 uimsbf
key_stream_message()
}

table_id — KSM_TABLE ID as defined in Clause A.13. Two values for the table_id field are
reserved for transmission of KSM data. A change of these two table ID values signals that a
change of KSM contents has occurred, as explained in ETSI ETR 289.

EXAMPLE The change of the content key from odd to even may be indicated by a change from, for example,
0x081 to 0x080. Another example would be to signal the alternating inclusion or omission of next key material.

section_syntax_indicator — This field shall always be set to ‘0’.
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DVB_reserved — This term indicates that the field may be used in the future for DVB
applications and therefore shall not be used for private applications.

ISO_reserved — The term "ISO_reserved" indicates that the value may be used in the future
for ISO defined extensions and therefore is not be specified by DVB.

CA_section_length — This field specifies the number of bytes that follow the section_length
field up to the end of the section. The section shall not exceed 4093 so that the entire section
has a maximum length of 4096 bytes.

key_stream_message() — Structure as defined in 7.2.

14.4 Dellivery of rights management data in DVB T/C/S systems
14.4.1 General

DVB T/C/S systems use a broadcast channel for the delivery of rights management|data. As
an option, DVB T/C/S systems may use an interactivity channel fortheé delivery |of rights
management data. The use of broadcast channels and interactivity channels is spgcified in
the next fwo subclauses.

14.4.2 Pelivery of ICROs in DVB T/C/S systems over interactivity channel

Optionally, a DVB T/C/S system according to this standafd)may support the delivery] of rights
objects oyer an interactivity channel. The following two_options are possible.

o When an interactivity channel is used in a bi-directional mode to deliver rights oj)jects, all
aspedts of rights object delivery are governedby OMA DRM 2.0 specifications; see OMA-
ERP-PRM-V2_0. Rights objects delivered_over an interactivity channel are referfed to as
interdctivity channel rights objects (ICRQ);

e When an interactivity channel is used’in a one-directional, downstream mode fo deliver
rights| objects, the IP_linkage_descriptor (see 14.6.4.12) is used to signal thaf BCROs
(8.4.9) are distributed in push mode via the IP channel to the device. See B.6.3 fdr details.

The interpctivity channel used may be the Internet.

14.4.3 Pelivery of BCROs in DVB T/C/S systems over broadcast channel

The privgte section.as\defined in ISO/IEC 13818-1 has a short and a long version. |n a DVB
T/C/S nefwork, a-short version of the private section is used to carry BCROs (see [8.4.2) as
payload, |as defined in Table 113. Hardware section filtering by the receiving device can be
used to limit l[ocal processing requirements.

It is advised 0 use a filer depih of 16 byies or more (possibly even the maximal depth of 20
bytes as explained in ETSI ETR 289). The filter should incorporate at least the table ID and
the "address" field from the bcro_message.

The "linkage_descriptor" as specified in 14.6.4.11 may be used to signal the presence of
BCROs in another, non-in-band channel, as suggested in B.6.3.
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Table 113 — BCRO table

RI stream Length Type
bcro_table() {
table_id 8 uimsbf
section_syntax_indicator 1 bslbf
private_indicator 1 bslbf
reserved 2 bslIbf
private_section_length 12 uimsbf
bcro_message()
}

table_id

— This field has the value of BCRO_TABLE_ID as defined in Table A:14.

section_fsyntax_indicator — The section_syntax_indicator is a 1-bit field that shall pe set to

‘0.

private_indicator — This is a 1-bit user definable flag that shall not be specified by ITU-
T | ISO/IEC in the future.

private_
starting i
4093 so {

bcro_m
size of t

e BCRO() shall never exceed 4093bytes.

14.5 Dellivery of registration data in"\DVB T/C/S systems

14.5.1
DVB T/C/
DVB T/C

delivery
14.5.2 ar

14.5.2

Optionall

General

d 14.5.3, respectively.

registrati

ection_length — This is a 12-bit field. It specifies the number of bytes of the section,
mmediately following the private_section_length field. The section shall ngt exceed
hat the entire section has a maximum length of 4096 bytes.

ssage() — Structure BCRO() as defided in 8.4.2 with additional requirement that the

S systems use a broadcast channel for the delivery of registration data. As gn option,
S systems may dse*an interactivity channel for the delivery of registration data. The
bf registration data over broadcast channels and interactivity channels is spfcified in

Delivery-of registration data in DVB T/C/S systems over an interactivity channel

glivery of

o When an interactivity channel is used in a bi-directional mode to deliver registration data,
all aspects of registration data delivery are governed by OMA DRM 2.0 specifications; see
OMA-ERP-DRM-V2_0.However, see also 9.3.5 for the delivery of broadcast registration
data using ROAP.

e When an interactivity channel is used in a one-directional, downstream mode to deliver
registration data, the IP_linkage_descriptor (see 14.6.4.12) is used to signal that binary
registration data (9.3.2) is distributed in push mode via the IP channel to the device. See

B.6.3

for details.

The interactivity channel used may be the Internet.

14.5.3 Delivery of registration data in DVB T/C/S systems over a broadcast channel

In an MPEG2 TS, private data is carried in private sections of a maximum of 4kByte in length.
Data that does not fit into one section can be carried in multiple sections. Corresponding to
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this, a table header has been defined to carry the registration layer messages defined in 9.3.
The messages of the registration layer shall be carried as defined in Table 114. The
"linkage_descriptor" as specified in 14.6.4.11 may be used to signal the presence of data in
another, non-in-band channel, as suggested in B.6.3.

Table 114 — Carrying registration layer messages via MPEG sections in T/C/S system

Message name Table See Table ID will be®
format subclause

device_registration_response() RMT 9.3.2.7.2 a DEVICE REGISTRATION TABLE ID
re_register_msg() RMT 9.3.2.7.3 a RE_REGISTRATION TABLE ID
update_ri_certificate_msg() RMT 9.3.2.7.4 a UPDATE RI CERTIFICATE TABLE ID
update_drmtime_msg() RMT 9.3.2.7.5 a UPDATE DRMTIME TABLE I
update_cophtact_number_msg() RMT 9.3.2.7.6 a UPDATE CONTACT_ NUMBER \TABLE ID
domain_repistration_response() RMT 9.3.3.5.1 a DOMAIN REGISTRATEOGN.TABLE| ID
domain_ufdate_response() RMT 9.3.3.5.2 a DOMAIN UPDATE_ TABLE ID
join_domaln_msg() RMT 9.3.3.5.3 a JOIN_DOMAINWTABLE 1D
leave_domjain_msg() RMT 9.3.3.5.4 a LEAVE D@MAIN TABLE ID
token_deliyery_response() RMT 9.3.4.4 b TOKENXDELIVERY TABLE ID

@ The filter should incorporate at least the table ID and the udn() field ftom the particular message tha} is carried
as payload.

b The filter should incorporate at least the table ID and the address() field from the token_delivery_regponse()
message that is carried as payload.

C  See Clpuse A.13 for an overview of all table id values.

The regidtration message table (RMT) header is specified in 14.5.4.

14.5.4 Registration message table

The privdte section as defined in ISQHEC 13818-1 has a short and a long version. |n a DVB
T/C/S ndtwork, a long version ofithe private section with extensions is used to fparry the
registratipn messages from 9.3 ‘as payload in one or multiple sections, as specified|in Table
115.

Hardwarg section filtering can be used by the receiving device to limit local pfjocessing
requirempnts. It is_advised to use a filter depth of 16 bytes or more (possibly pven the
maximal depth of 2@ bytes as explained in ETSI ETR 289).
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Table 115 — Syntax of registration message table (RMT)

Field Length Type
registration_message_table() {
table_id 8 uimsbf
section_syntax_indicator 1 bslbf
private_indicator 1 bslbf
reserved 2 bslIbf
private_section_length 12 uimsbf
table_id_extension 16 uimsbf
reserved Z bsibf
versioh_number 5 uinpsbf
currerft_next_indicator 1 bslpf
sectioh_number 8 uimsbf
last_spction_number 8 uimsbf

if (table_id == TOKEN_DELIVERY_TABLE_ID) {

d¢vice_identification 40 bslpf
else {

d¢vice_identification 64 bslpf
}
uniqu¢_device_number 64

for (i=P; i < section_length-5; i++){

=

dgistration_message_byte() 8 bslpf

CRC_B2 32 rpghof

table_id |- This field will-caftry a value according to Table 114 depending on th¢ type of
message|this table will e¢arry.

section_[syntax_indicator — The section_syntax_indicator is a 1-bit field that shall pe set to
“1°.

private lLndlcator — This is a 1-bit user definable flag that shall not be specified by ITU-
T | ISO/II—\J mriwrre futul\a

private_section_length — This field specifies the number of remaining bytes in the section
immediately following the section_length field up to the end of the section. The value in this
field shall not exceed 4093 (OxFFD).

table_id_extension — This is a 16-bit field. Its use and value are defined by the user.

section_number — This field gives the number of the section. The section_number of the first
section in a private table shall be 0x0. The section_number shall be incremented by 1 with
each additional section in this private table.

last_section_number — This field specifies the number of the last section (that is, the section
with the highest section_number) of the private table of which this section is a part.
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version_number - This field is the version number of the private section. The
version_number shall be incremented by 1 modulo 32 when a change in the information
carried within the private_section occurs. When the current_next_indicator is set to '0', then
the version_number shall be that of the next applicable private_section with the same Table
ID and section_number.

current_next_indicator — This field, which when set to '1', indicates that the private_section
sent is currently applicable. When the current_next_indicator is set to '1', then the
version_number shall be that of the currently applicable private_section. When the bit is set to
'0', it indicates that the private_section sent is not yet applicable and shall be the next
private_section with the same section_number and Table ID to become valid.

device_i ification — This fi i i ice | ificati iltering of
the MPE|G2 private section. Depending on the value of the table ID, this field“gan carry
different |[nformation, as given below.

messpge (i.e. table_id == TOKEN_DELIVERY_TABLE_ID) this field will-carry the|address()
field from the token_delivery_response() message (see 9.3.4.4) aspayload.

e In alll other cases (i.e. table_id <> TOKEN_DELIVERY_TABLE JID; see Table [114) this
field |carries the 64 most significant bits of the longformsudn() of the corresponding
regisfration layer message. The longform_udn() is specified-in 9.3.2.6.2.

e In th} case where the table ID signals the carriage of the token_delivery rgsponse()

NOTE Since the longform_udn() does not completely fit in the device identification field, the device may in rare
cases be tfiggered for a message that is not intended for it. When triggered by the MPEG section filtering, the
device shotld therefore check the longform_udn() in the registration layer message.

registration_message_byte() — This field represgnts one of the subsequent bytes pf one of
the mesdages as defined in Table 114. The valde~in the field table_id determines the actual
message|carried in the longform_registration_.message_table().

If the mgssages exceed the section length, the next section shall be used to garry the
subsequent remaining part of the respéctive registration data message.

CRC_32|- This is a 32-bit field(that contains the CRC value that gives a zero outgut of the
registers|in the decoder defined in ISO/IEC 13818-1, Annex A, after processing the entire
private section.

14.6 Signalling and'service guide in DVB T/C/S systems

14.6.1 (General

ISO/IEC | 13818-1 specifies service information that allows receivers to autdmatically

demultiplex<and decode the various programmes within the multiplex. These bagic tables
(PAT, thmmwmmmmmtional

tables (SDT, EIT, NIT etc) and descriptors that are used to provide additional information to
the user. These tables are referred to as Sl tables.

This standard adds additional tables and descriptors that are used to convey the necessary
information needed to decrypt and purchase services protected by the technology in this
standard. The tables and descriptors offer means to

¢ identify and locate the key stream for the different elementary streams;

¢ identify and locate rights issuer services conveying rights objects and other Rl messages;

e label services with additional IDs to allow the creation of the unique CID used within this
standard to identify services and their key material;

¢ identify and locate additional information needed for purchases, such as service bundles,
information on the COC and purchase items;
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e provide an informative schedule for the times that rights objects and other Rl messages
will be broadcast for particular sets of devices on an RI service.

The tables and descriptors defined in this standard adhere to the rules set out by
ETSI EN 300 468 and ISO/IEC 13818-1.

14.6.2 Signalling of encrypted services in DVB T/C/S systems
14.6.2.1 General

This subclause and the following subclauses define how the tables in 14.6.3 and descriptors
in 14.6.4 shall be used together with existing PSI/SI tables to convey the additional
information needed to locate and identify key streams and rights issuer services, efc.
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14.6.2.2 Signalling of key stream messages

PMT A
PAT <> CA_descriptor } >{ KSM (for complete service) ‘
ES info
Audio Q Audio stream ‘
CA_descriptor ‘
>
Video Q‘ Video stream ‘
ﬁ Audio streacx% ‘
Audio 2
CA_descriptor N K io
[ CA_descriptor_] g S o)
PMT B
CA_descriptor } % KSM (for complete sefvice) ‘
ES info
Audio % Audio stream ‘
>
Video % Video stream ‘
PMT C
ES info
Audio % Audio stream ‘
' |
Video >‘ Video stream ‘
’—D{ Audio stream 2 ‘
Audio 2 [
CA descriptor | » KSM (audio) ‘
L

Figure 53 — Signalling of encrypted services and their associated key streams

Encrypted services are signalled by including a CA_descriptor (see ISO/IEC 13818-1, 2.6.16)
in the PMT of that particular service. The CA_System_ID of the CA_descriptor shall be set to
18CRYPT_CAS_ID. The CAS_PID of the CA_descriptors specifies on which PID the KSM
stream can be found. If the CA_descriptor is in the programme info descriptor loop of the PMT
then the KSM stream is for all elementary streams listed in that PMT (see PMT B in Figure 53).
If a CA_descriptor is used within the elementary stream descriptor loop of the PMT, then this
overrides the settings for that particular elementary stream (see PMT A, Audio 2 in Figure 53).
PMT C in Figure 53 shows the case where only one elementary stream of a service is
scrambled. In this case, the CA_descriptor shall only be used within the elementary stream
descriptor loop of that particular elementary stream.
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descriptor

Service ID (Programme No)

Service B

CA
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d
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Service C

I Dfdescriﬁtor
c_descriptor

ervice_ID_
descriptor

Services
by using
18CRYP]
Figure 51

via PAT

Service ID (Programme No)

EIT

Event info loop

Event A

Event B

EventC

Figure 54 — Signalling of encrypted services in the SDT

encrypted using this.standard shall be signalled in the SDT (ETSI EN 300 468, 5.2.3)
the CA_identifier~descriptor (ETSI EN 300 468, 6.2.5) with the CA_System |ID set to
[ CAS_ID and~by using the service_ID_descriptor (see Table 121) as
L. The descriptor and the soclD (a.k.a. original network ID) provide the necessary

shown in

serviceBaseCID and.SOC to create the CID that is used to link services, programmeg and key

material

14.6.2.3

ogether

Signalling of the rights issuer service in DVB T/C/S systems

The rights issuer service is signalled by setting the service_type of the service_descriptor
(ETSI EN 300 468, 6.2.33) in the descriptor loop of the SDT to RI_SERVICE_TYPE (see
Table 135) for that particular service. To identify the rights issuer a ri_id_descriptor (see
Table 122) shall be present in that particular descriptor loop as shown in Figure 55. The
actual RI stream containing BCRO tables etc is identified by the elementary stream listed in
the PMT with the stream_type of RI_STEAM_TYPE (see Table 135). A particular rights issuer
service might only be available on one transport stream while services offered by this rights
issuer might be available on other transport streams. It is therefore up to the receiver to build
up a database of rights issuers.
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SDT

Service info loop

Service A

Service B

RI Service A PMT

Service_descriptor ES info

service_type=
RI_SERVICE_ID

Via PAT—

stream_type =
RI_STREAM TYPE

Rl ai
—rSteah

A 4
[¢

[ Ri_id_descriptor |

Figure 55 — Signalling of the rights issuer service,in'the SDT

In order|to minimize filtering requirements in receivers the RI" service may be gplit onto
multiple |streams, each stream addressing a different set-of groups (see 5.5.2). The
addressing shall be done by using a eurocrypt_addressing_descriptor in descriptijon of an
elementgry stream as shown in Figure 56.

$DT PMT
Servide info loop YW
info
Seqrvice A ‘
‘ stream_type =
RI_STREAM_TYPE ‘
Service B ‘ »
‘ Eurocrypt_addressing_ g RI stream (for setjof groups)
descriptor
RI Service A
servicg descriptor . .
stream_type =
serv|ce_type= .
A e XiaPAT —p RI_STREAM_TYPE ‘
Eurocrypt_addressing_ > RI stream (for set jof groups)
descriptor
ri_id_descriptor P
stream_type =
RI_STREAM_TYPE |
. Rl cetraam (for caot
Eurocrypt_addressing_ 4l \ f groups)
descriptor

Figure 56 — Addressing of a rights issuer service

14.6.2.4 Signalling of an alternative Rl service in DVB T/C/S systems

It is possible to signal an alternative/additional RI service on a different transport stream or
delivered via an IP connection by using a linkage descriptor (see ETSI EN 300 468) with a
linkage_type of RI_SERVICE_LINKAGE_ID or by using an IP linkage descriptor (see
14.6.4.12) with a linkage type of RI_SERVICE_LINKAGE_ID.
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14.6.2.5 Signalling of purchase data in DVB T/C/S systems

There are three different ways of signalling purchase information (purchase channel, service
bundles and purchase items).

The streams containing the purchase information tables (PCT 14.6.3.3, SBT 14.6.3.4 and PIT
14.6.3.5) may be signalled by using the purchase_info_location_descriptor (14.6.4.5) when
listing an RI service in the SDT as shown in Figure 57. The streams referenced by the
purchase_info_location_descriptor shall only contain tables for the rights issuer specified by
the ri_id_descriptor for that particular Rl service. It is, however, possible to have all three
tables on the same stream by setting purchase_channel_pid, service_bundle_pid and
purchases_item_pid in the purchase_info_location_descriptor to the same value.

SDT

Sefvice info loop

‘ Service A ‘

‘ Service B ‘

Rl Service A PCT /| | PCT

Seryice_descriptor

rvice_type=
|_SERVICE_ID

Ri|id_descriptor

SBT —  SBT

descriptor

RI Service B

Seryice_descriptor

rvice_type=

| SERVICE ID P I T L] P | T

Ri|id_descriptor

P{irchase_info_
descriptor Rights issuer A Rights|issuer B

Figure 57 — Signalling of purchase information via the SDT



https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

~ 236 - 62455 © IEC:2010(E)

CAT CA_PID
CA_descriptor_loop PCT
Proprietary A COC A
RI_ID X “
Proprietary B
18Crypt C » COCB
R_IDY B
SBT PIT
Descriptor_loop
Bundle A
Purghase Item_ ||| 1 |
Service A descriptor
Service A < Purchase_ltem_
descriptor
Even.tAof Purchase_ltem
Service C 2 L
descriptor
Bundle B
Service A
Service D >
Event A of
Service C

Figufre.’58 — Signalling of purchase information via the CA_descriptor in the |CAT

Another way of signalling the purchase information is by using the CAT (see ISO/IEC 13818-1,
2.4.4.6) as shown in Figure 58. If the CAT contains a CA_descriptor with the CA_System_ID
set to 18CRYPT_CAS _ID and the private data of the CA_descriptor does not contain a
purchase_info_location_descriptor (see 14.6.4.5), then the CAS_PID of the CA_descriptors
identifies the stream carrying the purchase information tables for all rights issuers offering
services on this transport stream.

When the private data block of the CA_descriptor contains a
purchase_info_location_descriptor, then the CA_PID of the CA_descriptor has no meaning
and the PIDs specified in the purchase_info_location_descriptor shall be used to carry the
purchase information (see Figure 59).
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CAT
CA_descriptor_loop PCT
Proprietary A COC A
RI_ID X <
Proprietary B
18Crypt C cocB
Purchase_info_ RI DY <
descriptor —
A
SBT PIT
Descriptor_Jloop
Bundle A
Pufchase Item_ ||| | |
Service A descriptor
Service A < Purchasg_ltem_
descriptor
Even.tA of Purchase_ltem
Service C e -
descriptor
Bundle B
Service A
Service D <
Event A of
Service C
Figure 59~ Signalling of purchase information via the private data bloc}
of the CA_descriptor in the CAT

Lol
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14.6.2.6 Relationship between purchase information and services

SDT PCT
Service info loop COCA
Service A RI_ID X <
CA_ID_descriptor
‘ soc_descriptor ‘
COC B
Service_ID_
descriptor RILIDY
short_service_base
CID=0xFFEE
%l Service B
% coc_channel_id
9
[0]
L
2
[]
)
i
[e]
5
SBT
Bundle A PIT
Service A Descriptor_loop
P ) Purchase_ltem_
Event A of Purchase_ltem_
Service C descriptor
Purchase_Iltem_
Bundle B descriptor

Service A

Service D

Event A of
Service C

Figure 60 — Relationship between PCT, PIT, SBT and SDT

Figure 60 shows the relationship between the different tables for purchase information (PCT,
SBT and|PiF)and the SDT. It is, however, also possible to directly add pricing inforfnation to
& descrintion _or e ipti o o 6—o B RIT tables
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SDT PCT
Service info loop COCA
Service A RI_ID X <
[ CA_ID_descriptor |
‘ soc_descriptor ‘ COCEB
Service_ID_ coc_channel_id
descriptor - - RILIDY
short_service_base
CID=0xFFEE
descri;;tor -
EIT
Service B Event info loop

Event-A

Figun

14.6.2.7

via TS_ID, ON_ID and service_id

Purchase_Item_
descriptor

Event B

Scheduling of rights issuer services

e 61 — Alternative usage of the purchase_item_descriptor in the SDT an

id EIT

An informative schedule for right issuer_services may be provided by the rights issyer. If the

informati
times wh

The RI
carried in
e shall
e shall

e shall
devic

the EIT tables. Events that refer to schedule blocks in

contain start\and end dates and times in the usual way;

es thiat\will be addressed during this schedule block.

Rights Is

Rl services

bn is broadcast, devices may+use it, for example, to save power by switch
En Nno messages are scheduled to be broadcast for the device.

containa EuroCrypt addressing descriptor (see 14.6.4.8), indicating the

ng off at

service is signalled, as specified in 14.6.2.3. In addition, schedule inforfnation is

refer to the RI service using the TS_ID, ON_ID and service_id in the usual way;

range of

suers should make reasaonable efforts to meet the advertised schedule and shall note

that failing to do so can lead to inefficient operation of the system and possible breaks in
service to users.

It is RECOMMENDED that devices that make use of schedule information make some
allowance for possible inaccuracies in the schedule by, for example, starting reception of data
shortly before the advertised start time and continuing to receive data for a short period after
the advertised end time.

14.6.3 Sl tables

14.6.3.1

General

The Sl tables defined in this subclause shall be segmented into one ore more sections before

being ins

erted into TS packets.

These syntactic structures conform to the private section syntax defined in ISO/IEC 13818-1.
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14.6.3.2 Table IDs

Clause A.13 lists the tables IDs that shall be used for the Sl-tables defined in this standard.

14.6.3.3 Purchase channel table

The purchase channel table (PCT) in Table 116 conveys information regarding the different
customer operation centres (see 5.1). The PCT is the equivalent to the XML
PurchaseChannelType defined in ETSI TS 102 471. One coc channel loop can only be 4081
bytes long. Should the description of a COC (purchase channel) require more data, it can be
transmitted in multiple sections with a different section_number. The COC is identified by the
coc_channel_id in the loop. Information transmitted in multiple sections shall be treated as a

concatenation of the different fields if these fields are of variable length. For example, if the

purchas ) -
present, | for instance, in section 1 the coc _purchase url field jis-| set to
http://www.MyPurchaseChannel.com and in section 2 it is et to
‘/purchase?coc=1234&lang=en’ then the resulting coc_purchase_Uirl is
http://www.MyPurchaseChannel.com/purchase?coc=1234&lang=en.
For fields of fixed length, the content of the last section contributing’to this one purchase
channel shall be used. It is recommended however that the information of fixed sizg fields is
the sam¢q in all sections contributing to this purchase channel.
Descriptqgrs that this standard specifies for use with the PCT‘are listed in 14.6.4.2.
Table 116 — Purchase channel table
Field Length Type
purchase| channel_table() {
table] id 8 limsbf
sectipn_syntax_indicator 1 slbf
reserjved_future_use 1 slbf
reserjved 2 slbf
sectipn_length 12 limsbf
purchase_channel_collection_id 16 limsbf
reserjved 2 slbf
versipn_number 5 limsbf
currgnt_next_indicator 1 slbf
sectipn_number 8 limsbf
last_tection number 8 limsbf
for(i=0; i<N; i++){
coc_id_length 8 uimsbf
coc_id coc_id_length*8 uimsbf
coc_channel_id 16 uimsbf
short_rights_issuer_id 16 uimsbf
coc_name_loop_length 8 uimsbf
for(j=0; j<N; j++){
multilingual_text()
}
coc_rekeying_safety_window 16 uimsbf
coc_purchase_url_flag 1 bslbf
coc_portal_url_flag 1 bslbf
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Field Length Type
coc_contact_info_flag 1 bslbf
ri_url_flag 1 bslbf
reserved_future_use 4 bslbf
if(coc_purchase_url_flag){

coc_purchase_url_length 8 uimsbf
coc_purchase_url 8*coc_purchase_url_length bslbf
}
if(coc_portal_url_flag){
coc_portal_url_length 8 imsbf
coc_portal_url 8*coc_portal_url_length slbf
if(ri_url_flag){
ri_url_length 8 limsbf
ri_url 8*ri_url_length slbf
if(coc_contact_info_flag){
contact_loop_length 8 limsbf
for(j=0; j<N; j++){
contact_type 4 limsbf
reserved_future_use 4
coc_contact_info_length 8 limsbf
coc_contact_info 8*coc_contact_info_length slbf
}
descriptor_loop_length 8 limsbf
flor(j=0; j<N; j++){
descriptor()
}
CRC[ 32 32 pchof
}

table_id - PURCHASE_CHANNEL_TABLE_ID as defined in Table A.14.

section_syntax_indicator — The section_syntax_indicator is a 1-bit field that shall be set
to ‘1.

section_length — This is a 12-bit field. It specifies the number of bytes of the section, starting
immediately following the section_length field. The section shall not exceed 4093 so that the
entire section has a maximum length of 4096 bytes.

purchase_channel_collection_id — This is a 16-bit field that serves as a label to identify this
particular collection of purchase channels.

version_number — This 5-bit field is the version_number of the sub_table. The version
number shall be incremented by 1 when a change in the information carried in the sub_table
occurs. When it reaches 31, it wraps around to 0. When the current_next_indicator is set to ‘1’,
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then the version_number shall be that of the currently applicable sub_table defined by the
table_id and the purchase channel collection_id. When the current_next_indicator is set to
‘0’, then the version_number shall be that of the next applicable sub_table defined by the
table_id and purchase_channel_collection_id.

current_next_indicator — This 1-bit indicator, when set to ‘1’ indicates that the sub_table is
the currently applicable sub_table. When set to ‘0’, it indicates that the sub_table sent is not
yet applicable and shall be the next sub_table to be valid.

section_number - This 8-bit field gives the number of the section. The section_number of
the first section in the sub_table shall be "0x00". The section_number shall be incremented by
1 with each additional section with the same table_id and purchase _channel_collection_id.

last_section_number — This 8-bit field specifies the number of the last section (tth is, the
section with the highest section_number) of the sub_table of which this section.is\part.

coc_id_length — This is an 8-bit field that specifies the length in bytes of thefollowing coc_id.

coc_id H This is a variable length field of coc_id_length bytes. TheAfield contains th¢ globally
coordinafed ID of the customer operation centre as a string. The@ncoding of the text and the
character set used is specified in ETSI EN 300 468, Annex A.

coc_chapnel_id - This is a 16-bit field and identifies the,,COC uniquely within th¢ original
network and provides a mapping to the coc_id listed abéve’ References to the COC Within the
Sl data are done using this short ID.

short_rights_issuer_id — This is a 16-bit field\and references the rights issuer thig COC is
bound to|by using the short_right_issuer_id. Seeri_id_descriptor in 14.6.4.4.

coc_name_loop_length — This is an _8-bit field that specifies the length in bytg¢s of the
following|loop up to but excluding the cac_rekeying_safety_window.

multilindqual_text() — This struCtyre provides the name of the COC in a specific language.
The syntax of this structure is specified in Clause A.14.

coc_rekeying_safety_window — This is a 16-bit field specifying the coc re-keyipg safety
window gs specified inn12.2.2.8.

coc_purgchase_url flag — 1-bit flag indicating the presence of the coc_purchase_ulrl block.
When set to t-the block is present.

coc_portai—uri—fiag ot gingieating-the—presence-of the—cec : bteek—¥When set
to 1 the block is present.

coc_contact_info_flag — 1-bit flag indicating the presence of the coc_contact_info block.
When set to 1 the block is present.

ri_url_flag — 1-bit flag indicating the presence of the ri_url block. When set to 1 the block is
present.

coc_purchase_url_length — This is an 8-bit field specifying the length in bytes of the
following coc_purchase_url. This field is only present when the coc_purchase_url_flag is set
to 1.

coc_purchase_url - Variable length string of size ‘coc_purchase_url_length’ bytes. See
12.5.3. This field is only present when the coc_purchase_url_flag is set to 1. The encoding of
the text and the character set used is specified in ETSI EN 300 468, Annex A.
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coc_portal_url_length — This is an 8-bit field specifying the length in bytes of the following
coc_portal_url. This field is only present when the coc_portal_url_flag is set to 1.

coc_portal_url — Variable length string of size ‘coc_portal_url_length’ bytes. See 12.5.3. This
field is only present when the coc_portal_url_flag is set to 1. The encoding of the text and the
character set used is specified in ETSI EN 300 468, Annex A.

ri_url_length — This is an 8-bit field specifying the length in bytes of the following ri_url loop.
This field is only present when the ri_url_flag is set to 1.

ri_url — Variable length string of size ‘ri_url_length’ bytes. The URL is used by service
subscription management for requesting ROAP triggers or requesting registration data or
BCROs {obebroadcast—Thisfretd—s—omty present—whenm—thei—urt—ftag—is—settp 1. The
encoding| of the text and the character set used is specified in ETSI EN 300 468, Anngx A.

contact_[loop_length — This is an 8-bit field specifying the length in bytes: of the [following
contact_lloop. This field is only present when the coc_contact_flag is set toV

contact_|type — This 4-bit field specifies the type of contact as listed-in“Table 81.

coc_confact_info_length - This 8-bit field specifies the" length of the |[following
coc_contpct_info field.

coc_congact_info — Variable length field of the coc_contact_info_length bytes. The encoding
of the text and the character set used is specified in*ETSI EN 300 468, Annex A. The format
of the text is given by the contact_type.

descriptpr_loop_length — This is an 8-bifwfield that specifies the length in bytes of all
following|descriptor() structures.

CRC_32|- This is a 32-bit field that,contains the CRC value that gives a zero outgut of the
registers|in the decoder defined. inJISO/IEC 13818-1, Annex A, after processing the entire
section.

14.6.3.4 | Service bundle-table

The servjce bundle table”(SBT) in Table 117 conveys information about the different service
bundles that can be“purchased. The SBT is the equivalent of the XML ServiceBupdleType
fragment| specifigdyin ETSI TS 102 471. A service bundle is defined by a 16-bit D, which
should be unigue within the scope of the current network. Every service bundle is [bound to
one rights, lissuer either via the short_ri_id in the table or via the usel of the
purchase info_location_descriptor in the signalling of an RI service (see 14.6.2.4). A service
bundle may contain

e services, which are identified via the short_service_base CID;

e events, which are identified via the short_service base CID and the event_id as specified
by the EIT;

e components, for example, a second audio track, identified via the short_service_base_ CID,
an optional event_id and the component_no as specified in the PMT of that service.

The following descriptors may be used to provide additional information on the bundle:

e content_descriptor (see ETSI EN 300 468), to identify the genre(s) of this bundle;

e parental_rating_descriptor (see ETSI EN 300 468), to specify a parental rating of the
bundle;

e provider_name_descriptor (see 14.6.4.7), to provide a multilingual name of the provider of
the bundle;


https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

— 244 - 62455 © IEC:2010(E)

e info_url_descriptor (see 14.6.4.9) to specify a URL to a web page where additional
information to this bundle can be found.

Table 117 — Service bundle table

Field Length Type
service_bundle_table() {
table_id 8 uimsbf
section_syntax_indicator 1 bslbf
reserved_future_use 1 bslbf
reserved 2 bslIbf
sgction_length 12 uimisbf
sgrvice_bundle_collection_id 16 uimsbf
reserved 2 bslipf
vgrsion_number 5 uimsbf
cyrrent_next_indicator 1 bslbpf
sgction_number 8 uimsbf
lapt_section_number 8 uimsbf
for(i=0; i<N; i++){
bundle_id 16 uimsbf
bundle_name_loop_length 8
for(j=0; j<N; j++){
multilingual_text()
}
ri_id_flag 1
bundle_description_flag 1 bslpf
reserved_future_use 2 bslpf
descriptor_loop_length 12 uimsbf
if(ri_id_flag){
short_ri_id 16 uimsbf
}
if(bundle_description_flag){
bundle_description_loop_length 8 uimsbf
for(j=0; j<N; j++){
Lt Lt

list_loop_length 8 uimsbf
for(j=0; j<N; j++)

short_service_base_CID 16 uimsbf
event_list_flag 1 bslbf
component_list_length 7 uimsbf

for(k=0;k<component_list_length; k++){

component_no 8 uimsbf

}
if(event_list_flag){
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Field Length Type

event_list_length 8 uimsbf

for(k=0; k<event_list_len/2; k++){

event_id 16 uimsbf

}

for(j=0; j<N; j++){

descriptor()

CRC_32 32 rpchof
}
table_id - SERVICE_BUNDLE_TABLE_ID as defined in Table A.14,
section_[syntax_indicator — The section_syntax_indicator is a. 1-bit field that shall pe set to

1.

section_|
immediately following the section_length field. The section shall not exceed 4093 s¢

entire se

service_|

particula

version_|
number 9
occurs. |

then the
table_id
then the
and serv

current_|

length — This is a 12-bit field. It specifies the number of bytes of the section

ction has a maximum length of 4096 bytes.

bundle_collection_id — This is a 16-bit field that serves as a label to idg
collection of service bundles.

number — This 5-bit field is>the version_number of the sub_table. The
hall be incremented by 1 when a change in the information carried in the §
Vhen it reaches 31, it wraps around to 0. When the current_next_indicator is
version_number shall bé that of the currently applicable sub_table defing
hnd the service_bundle_collection_id. When the current_next_indicator is §
version_number shall be that of the next applicable sub_table defined by thg
ce_bundle_collection_id.

hext_indicator — This 1-bit indicator, when set to ‘1’ indicates that the suk

, starting
that the

ntify this

version
ub_table
set to ‘1,
d by the
et to ‘0’,
table_id

_table is

the currently applicable sub_table. When set to ‘0’, it indicates that the sub_table s¢nt is not

yet appli

ablé and shall be the next sub_table to be valid.

section_number — This 8-bit field gives the number of the section. The section_number of
the first section in the sub_table shall be "0x00". The section_number shall be incremented by
1 with each additional section with the same table_id and service _bundle_collection_id.

last_section_number - This 8-bit field specifies the number of the last section (that is, the
section with the highest section_number) of the sub_table of which this section is part.

bundle_id — This 16-bit field serves as a label to identify this service bundle. This ID is used
in the purchase_item_descriptor to identify the service bundle. The ID ‘0’ is reserved and shall
not be used in this table.

bundle_name_loop_length - 8-bit field specifying the total length in bytes of the following
multilingual bundle names.
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multilingual_text() — This structure provides the bundle name in a specific language. The
syntax of this structure is specified in Clause A.14.

ri_id_flag — 1-bit flag indicating the presence of the short_ri_id field.
bundle_decription_flag — 1-bit flag indicating the presence of the bundle description block.

descriptor_loop_length — This is a 12-bit field specifying the length of the descriptor loop in
bytes that follows the list loop.

short_ri_id — This is a 16-bit field. When present it links the service bundle to the rights
issuer identified by this short ID. If this table is carried on a stream containing purchase
informatipn for multiple rights issuers, this field shall be present.

bundle_description_loop_length — This 8-bit field specifies the length (of-byte of the
following|multilingual bundle descriptions.

multilinqual_text() — This structure provides the bundle description(inva specific language.
The syntax of this structure is specified in Clause A.14.

list_loop_length — This 8-bit field specifies the total length in‘bytes of the following bundle
definition[ up to but excluding the descriptor loop.

short_sdrvice_base_CID - This is a 16-bit field identifying a service as part of this service
bundle via the short_service_base_CID as specified by the service_id_descriptor in the SDT.
Should e|ther one or more event_id fields or one opmore component_no be present, fhen only
the listed events/components are part of the 'service bundle and not the complet¢ service
itself.

event_ligt_flag — 1-bit field indicating the presence of the event_list block.

component_list_length - 7-bit\fields specifying the total length of the [following
component_no list in bytes.

component_no — This 84bit'field specifies a particular component (elementary stream) of the
service gs specified by_the stream_identifier_descriptor in the ES loop of the PMT. If no
stream_identifier_descriptors are used in the PMT, the component_no specifies [the loop
number ip the PMTF/with 0 being the first elementary stream, 1 the second listed etc.

event_ligt_length — 8-bit field specifying the total length in bytes of the following event list.

event_id — Thisis a 16-bit field containing the ID of the event as used In the EII.

CRC_32 - This is a 32-bit field that contains the CRC value that gives a zero output of the
registers in the decoder defined in ISO/IEC 13818-1, Annex A, after processing the entire
section.

14.6.3.5 Purchase item table

The purchase item table (Table 118) conveys information for purchase items and is the
equivalent to the XML PurchaseType of the DVB-CBMS ESG specification. The purchase
items itself are described using the purchase_item_descriptor (see 14.6.4.6) in the descriptor
loop of this table.
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Table 118 — Purchase item table

Field Length Type
purchase_item_table() {
table_id 8 uimsbf
section_syntax_indicator 1 bslbf
reserved_future_use 1 bslbf
reserved 2 bslIbf
section_length 12 uimsbf
purchase_item_collection_id 16 uimsbf
refferved Z bSThf
vgrsion_number 5 uimsbf
cyrrent_next_indicator 1 bslpf
sgction_number 8 uimsbf
lapt_section_number 8 uimsbf
for(i=0; i<N; i++){
descriptor()
}
CRC_32 32 rpchof
}
table_id - PURCHASE_ITEM_TABLE_ID as defingd in Table A.14.

section_fsyntax_indicator — The section_-syntax_indicator is a 1-bit field that shall

1.

section_

length — This is a 12-bit field: It specifies the number of bytes of the section

immediately following the section_length field. The section shall not exceed 4093 s¢

entire se

ction has a maximum length of 4096 bytes.

purchase_item_collection/id — This is a 16-bit field that serves as a label to ide

particula

version_|
number 9
occurs. V|
then the

collection of,purchase items.

number 3+ This 5-bit field is the version_number of the sub_table. The
hall be-incremented by 1 when a change in the information carried in the s
Vhen-it reaches 31, it wraps around to 0. When the current_next_indicator is

be set to

, starting
that the

ntify this

version
ub_table
set to ‘1,

version number shall be that of the currently applicable sub table defing

d by the

table_id and the purchase_item_collection_id. When the current_next_indicator is set to ‘0’,
then the version_number shall be that of the next applicable sub_table defined by the table_id
and purchase_item_collection_id.

current_next_indicator — This 1-bit indicator, when set to ‘1’ indicates that the sub_table is
the currently applicable sub_table. When set to ‘0’, it indicates that the sub_table sent is not
yet applicable and shall be the next sub_table to be valid.

section_number - This 8-bit field gives the number of the section. The section_number of
the first section in the sub_table shall be "0x00". The section_number shall be incremented by
1 with each additional section with the same table_id and purchase_item_collection_id.

last_section_number - This 8-bit field specifies the number of the last section (that is, the
section with the highest section_number) of the sub_table of which this section is part.
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CRC_32 - This is a 32-bit field that contains the CRC value that gives a zero output of the
registers in the decoder defined in ISO/IEC 13818-1, Annex A, after processing the entire
section.

14.6.4 Sl descriptors
14.6.4.1 Private data descriptor
The private data specifier descriptor (PDSD) indicating the start of a scope that contains

18Crypt private descriptors and/or user data shall use the private_data_specifier
18CRYPT_PRIVATE_DATA_ID. The value of this ID is assigned by DVB; see ETSI ETR 162.

The PDSD shall be in accordance with DVB requirements.

Table 119 — Private descriptor tags used for 18Crypt

Descriptor tag Value
SHRVICE_ID_DESCRIPTOR_TAG 0xA1
RI|ID_DESCRIPTOR_TAG 0xA2
PURCHASE_INFO_LOCATION_DESCRIPTOR_TAG 0xA3
PURCHASE_ITEM_DESCRIPTOR_TAG 0xA4
PROVIDER_NAME_DESCRIPTOR_TAG 0xA5
EUROCRYPT_ADDRESSING_DESCRIPTOR_TAG 0xA6
INFO_URL_DESCRIPTOR_TAG 0xA7
KHY_URL_DESCRIPTOR_TAG 0xA8
IP|LINKAGE_DESCRIPTOR_TAG 0xA9

Table 11P lists all descriptor tags usediby 18Crypt in DVB-T/C/S networks. In order tp use the
following| descriptors in a particularttable, a PDSD with the private_data_specifier set to
18CRYPT_PRIVATE_DATA_ID has-to be signalled in that table before the actual degcriptor is
signalled

14.6.4.2 | Descriptor locations

Table 120 lists which\descriptors can be used in which table. The table covers the use of
existing PVB-SI déscriptors in new tables defined by this standard, new descriptor$ used in
existing PSI/SI tables as well as new descriptors in new tables.
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Table 120 — Possible locations of descriptors

Descriptor Tag CAT NIT SDT EIT PMT PCT SBT PIT
content_descriptor 0x54 - - - OK - - OK -
telephone_descriptor 0x57 - - OK OK - OK - -
service_id_descriptor 0xA1 - - OK - - - - -
ri_id_descriptor 0xA2 - - OK - - - - -
purchase_info_location_descriptor | 0xA3 ok?@ - oK P - - - - -
purchase_item_descriptor 0xA4 - - OK OK - - - OK
provider_name_descriptor 0xA5 - - - - - - OK -
eurocrypt_Rddressing_descriptor OXAG | - = = OK oR¢ = = -
info_url_dgscriptor O0xA7 | - OK® |- - - - oK -
key_url_ddscriptor 0xA8 | - okf |- - - - - -
IP_linkage| descriptor 0xA9 - - OK - - 4 - -

2 In the |private data block of the CA_descriptor.
b When signalling a right issuer service.

€ Only when EIT references a rights issuer service.

Only when stream_type is set to RI_STREAM_TYPE (see Table 135).
€  Signalling the socinfoURL.

Signalling the socKeyURL.

14.6.4.3 | Service ID descriptor

The serv|ce_id_descriptor is used to signal@he serviceBaseCID of a service and to provide a
mapping |to a shorter ID. This ‘short_service_base CID’ is used to identify this service within
the origipal network and should be wnique within the scope of the original network (see
original_metwork_id in the NIT).

Table 121 — Service_ID_descriptor

Field Length Type
servige_|D_descriptofy() {
descriptor_tag 8 uimshf
descriptorilength 8 uimshf

for(i=0sisdescriptor_length-2;i++){

epr\/ir‘pRaepr‘ln_rhnr 8 uimshf

}

short_service_base_CID 16 uimsbf

descriptor_tag — This is an 8-bit field identifying the descriptor. The tag shall be set to
SERVICE_ID_DESCRIPTOR_TAG as defined in Table 119.

descriptor_length — This is an 8-bit field specifying the total number of bytes of the data
portion of the descriptor following the byte defining the value of this field.

serviceBaseCID_char - This is an 8-bit field. A string of ‘char' fields specifies the
serviceBaseCID. The length of the string is descriptor_length-2 bytes.
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short_service_base_CID - 16-bit field specifying the ‘short’ serviceBaseCID. This short ID
shall be unique within the scope of current network. The short serviceBaseCID is used to
reference the serviceBaseCID in PSI tables.

14.6.4.4 Rights issuer ID descriptor

The rights issuer ID descriptor is used in the descriptor loop of the SDT when signalling a
rights issuer service. It provides for a mapping of a short 16-bit long RI ID to the 160-bit RI ID.
The short_RI_ID shall be unique within the scope of the original network.

Table 122 — Right issuer ID descriptor

Field Length Type
ri_id_|descriptor() {
descriptor_tag 8 uimshf
descriptor_length 8 uimshf
rights_issuer_id 160 bslbf
short_RI_ID 16 uimshf
}

descriptpr_tag — This is an 8-bit field identifying the déscriptor. The tag shall he set to
RI_ID_DESCRIPTOR_TAG as defined in Table 119.

descriptor_length — This is an 8-bit field specifying the total number of bytes of|the data
portion of the descriptor following the byte defining/the value of this field.

rights_igsuer_id — This is a 160-bit field gontaining the ID of the rights issuer. This is the
160-bit §HA-1 hash of the public key of the RI. See X509SPKIHash in OMA-TS-DRM-DRM-
V2_0.

short_RI[ ID - This is a 16-bit fieldthat uniquely identifies the rights issuer within the scope
of the or|ginal network. References to a specific rights issuer are done via the short_RI_ID
that is mapped to the 160-bit'rights_issuer_id via this descriptor.

14.6.4.5| Purchase jnfo'location descriptor

The purghase infolocation descriptor conveys information on where to find the purchase
channel jables,«the service bundle tables and the purchase item tables. The purchase info
location Hescriptor can either be used in signalling of an RI service in the SDT pr in the
private dpta/block of the CA_descriptor in the CAT. If the purchase info location degcriptor is
used as part-of-the eignglling of an Rl cnr\lir\n’ the referenced streams for the D(‘T7 SBT and
PIT are all bound to that particular rights issuer. The structure of the purchase info location
descriptor is specified in Table 123.
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Table 123 — Purchase info location descriptor

Field Length Type
purchase_info_location_descriptor() {
descriptor_tag 8 uimsbf
descriptor_length 8 uimsbf
purchase_channel_flag 1 bslbf
service_bundle_flag 1 bslbf
purchase_item_flag 1 bslbf
if((purchase_channel_flag |
Service_pundle_i1ag |
purchase_item_flag) == 0){
purchase_info_pid 13 uimshf
telsef
if(purchase_channel_flag){
purchase_channel_pid 13 uimshf
telsef
reserved 5 bslIbf
}
if(service_bundle_flag){
reserved_future_use 3 bslIbf
service_bundle_pid 13 uimshf
}
if(purchase_item_flag){
reserved_future_use 3 bslIbf
purchase_item_pid 13 uimshf
}
}
}
descriptpr_tag ~\This is an 8-bit field identifying the descriptor. The tag shall he set to
PURCHASE_INEO__LOCATION_DESCRIPTOR_TAG as defined in Table 119.
descriptpr.length — This is an 8-bit field specifying the total number of bytes of|the data

portion of the descriptor following the byte defining the value of this field.

purchase_channel_flag - 1-bit flag indicating the presence of the purchase_channel_pid

field.

service_bundle_flag — 1-bit flag indicating the presence of the service_bundle_pid field.

purchase_item_flag — 1-bit flag indicating the presence of the purchase_item_pid field.

purchase_info_pid — This is a 13-bit field specifying the PID on which PCT, SBT and PIT
tables are transmitted. When all three flags are set to ‘0’, then all purchase info related tables
(PCT, SBT, PIT) are transmitted on the same PID specified by this field.

purchase_channel_pid — This is a 13-bit specifying the PID on which purchase channel
tables will be transmitted.
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service_bundle_pid — This is a 13-bit specifying the PID on which service bundle channel
tables will be transmitted.

purchase_item_pid — This is a 13-bit specifying the PID on which purchase item tables will
be transmitted.

14.6.4.6 Purchase item descriptor

The purchase item descriptor conveys pricing information and restrictions for a particular
service bundle, service or event. The purchase item descriptor can be used in the descriptor
loop of the purchase item table. In this case, the purchase item described by this descriptor is
linked to a service bundle identified by the bundle_id field. The structure of the purchase item
descriptor_is specified in Table 124

If the pyrchase info descriptor is used within the descriptor loop of the SDT ¢r in the
descriptdr loop of the EIT, then this purchase item is bound to the particular.service] or event
respectiviely. The bundle_id shall be set to the reserved value of ‘0’ in'this cape. As a
descriptgr can have a maximum length of only 256 bytes, information fop<one purchase item
can be cprried in multiple descriptors with the same purchase_id and-coc_channel [id in the
same table.

Informatipn transmitted in multiple descriptors with the same purchase_id and coc_channel _id
shall be {reated as a concatenation of the different fields ifdhese fields are of variable length.
If a purclhase item is split over two descriptor sections and)in both sections, the English item
descriptipn is present, the resulting English item description is the concatenation of both
strings.

If multiple descriptors for the same purchase\item carry pricing information in|different
currencigs, for example, descriptor 1 has pricing information in EUR, and GBP and descriptor
2 as priding information in USD then the :complete purchase item has pricing inforpnation in
EUR, GBP and USD. If the 2nd descriptor,"however, has pricing info for GBP as well,|then this
overrideqd the information of the first deseriptor.

For field$ of fixed length, the content of the last section contributing to this one purchase
channel $hall be used. It is recommended however that the information of fixed siz¢ fields is
the sam¢q in all descriptors_coentributing to this purchase item.

The purchase item descriptor can carry usage_constraint() objects that specify resfriction of
this purchase item/o'the user. For example, the time a subscription is valid (use of the Date-
time  cpnstrainf )" descriptor) or how often the content can be | played
(count_constraint._descriptor). These usage constraints are only for user information gnd shall
not be uged-to_enforce restrictions.
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Table 124 — Purchase item descriptor

Field Length Type
purchase_item_descriptor() {
descriptor_id 8 uimsbf
descriptor_length 8 uimsbf
purchase_id 32 uimsbf
bundle_id 16 uimsbf
coc_channel_id 16 uimsbf
purchase_item_name_loop_length 8 uimsbf
for(i=0; I<N; 177
multilingual_text()
}
plrchase_item_version 8 uim$bf
it¢m_description_flag 1 bslyf
subscription_type 3 bslyf
agtion_flag 1 bslyf
rgserved_future_use 4 bslyf
if(item_description_flag){
item_description_loop_length 8 uim$bf
for(i=0; i<N; i++){
multilingual_text()
}
}
ptlice_loop_length 8 uim$bf
far(i=0; i<price_loop_length/6; i++){
price_bcd 20 BCH
decimal_point_locatioh 3 uim$bf
reserved_future_use 1 bslyf
currency_code 24 bslInf
}
if(action_flag){
action_loop_length 8 uim$bf
for(i=0: i<N: j++){
action_type 7 uimsbf
constraint_flag 1 uimsbf
if(constraint_flag){
constraint_loop_length 8 uimsbf
for(j=0; j<N; j++){ bslbf
constraint_descriptor()
}
}
}
}
}
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descriptor_tag — This is an 8-bit field identifying the descriptor. The tag shall be set to
PURCHASE_ITEM_DESCRIPTOR_TAG as defined in Table 119.

descriptor_length — This is an 8-bit field specifying the total number of bytes of the data
portion of the descriptor following the byte defining the value of this field.

purchase_id — This is a 32-bit field and acts as a label of this particular purchase item. The
ID should be unique within the scope of the customer operation centre (coc) this purchase
item is bound to.

bundle_id — This is a 16-bit field identifying the service bundle this purchase item is bound to.
If the bundle_id is 0 then the purchase item is bound to a particular service or event.

coc_chapnel_id — This is a 16-bit field identifying the COC channel this purchasg item is
bound to

T

purchase_item_name_loop_length — 8-bit field specifying the length”in bytes of the
following|multilingual purchase names.

multilindqual_text() — This structure provides the purchase name&dn a specific language. The
syntax off this structure is specified in Clause A.14.

purchase_item_version — This 8-bit field specifies the version of this purchase item,
item_description_flag — 1-bit flag indicating the presénce of the item_description blgck.
subscrigtion_type — 3-bit field specifying the type of subscription as shown in Table|125).

Table 125 — Subscription_type values

Subscription_type value Description
1 Continues subscription
2 One-time subscription
3 Preview

usage_cpnstraintiflag — 1-bit flag indicating the presence of the usage_constraint block.
The usage constraint block is only for user information and shall not be used| for real
constraints. These are signalled in ROs or the KSM.

item_destription_toop_tengthr— T his 8-bit fietdspecifies the tengtiTim bytes of the following
multilingual purchase item description up to but excluding the price_loop_length field.

multilingual_text() — This structure provides the purchase item description in a specific
language. The syntax of this structure is specified in Clause A.14.

price_loop_length — This 8-bit field specifies the length in bytes of the following price loop up
to but excluding the usage_constraint block.

The loop following the price_loop_length field contains the prices for the purchase item in
different currencies. This loop shall not contain two prices with the same currency.

price_bcd — This is a 20-bit field containing five BCD (binary coded decimal) coded digits.
The price of the purchase item is derived by inserting a decimal point starting from the left at
the position indicated by the decimal_point_location+2. The smallest possible price (apart
from 0) is 0,001 while the biggest possible price is 999 990 000,00.
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If the price_bcd field has the value 0x10952, the five digits are 10952. The different prices,

be derived from this with different decimal_point_location values, are shown in Table 126.

Table 126 — Example price with different decimal point location values

which can

Decimal point location
Decimal_point_location value Price
(from the left)
0 2 10,952
1 3 109,52
2 4 1 095,20
3 5 10 952,00
4 6 109 520,00
5 7 1 095 200,00
6 8 10 952 000,00
7 9 109 520 000,00

decimal |
value of
means th

currency
currency

EXAMPLE

action_f|
for user i
the KSM

action_t

constrai
block is
signalled

constrai
constrain

0 means the decimal point is at after the second digit from the left, a v
e decimal point is after the third digit from the left, gtc:

_code — This is a 24-bit field containing the<ISO/IEC 8859-1:1998 code
code according to ISO 4217.

The Euro (€) has the currency code ‘EUR’ which'is coded as "0100 0101 0101 0101 0101 0

ag — 1-bit flag indicating the presence of the action block. The action blog
nformation and shall not be used\for real constraints. These are signalled i

ype — 7-bit field specifying.the action_type as defined in Table 36.

nt_flag — 1-bit flag~indicating the presence of the constraint block. The d
only for user ,nformation and shall not be used for real constraints. T
in ROs or the KSM.

ht_loop(length — 8-bit fields specifying the length in bytes of the followi

The for

listed in this“descriptor are for user information only and shall not be used to enfor

at of_the following constraint_descriptor is defined in 8.4.6. The usage co

[point_location — 3-bit field specifying the decimal pgifnt of the price mihus 2. A

blue of 1

 3-letter

D10".

k is only
h ROs or

onstraint
hese are

g usage

t loop~Multiple usage constraints shall be treated as having an AND relationship.

hstrained
Ce usage

constrain

14.6.4.7

ed. This is solely done via the usage constraints in the rights objects or the

Provider name descriptor

KSMs.

The provider name descriptor conveys the multilingual name of a provider. The structure of
the provider name descriptor is specified in Table 127.
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Table 127 — Provider name descriptor

Field Length Type

provider_name_descriptor() {

d

escriptor_tag 8 uimsbf

d

escriptor_length 8 uimsbf

for(i=0; i<N; i++){

multilingual_text()

descript
PROVIDH

descript
portion o

multiling
syntax of

14.6.4.8
The euro

e in the

FR_NAME_DESCRIPTOR_TAG as defined in Table 119.

br_length — This is an 8-bit field specifying the total number) 6f bytes of
the descriptor following the byte defining the value of this field.

this structure is specified in Clause A.14.

Eurocrypt addressing descriptor

crypt addressing descriptor may be used

br_tag — This is an 8-bit field identifying the descriptor. The tag shall be set to

the data

ual_text() — This structure provides the provider name™n a specific language. The

elementary stream loop in a PMT of ‘a’rights issuer service. A rights issugr service

can have multiple elementary streams ofi'type RI_STREAM_TYPE (see Table [135). By
using|this descriptor, the streams can be-associated to certain groups;
e inthelevent loop of an EIT to allowxscheduling of Rl messages to specific groups.
The strugture of the eurocrypt addressing descriptor is specified in Table 128.
Table128 — Eurocrypt addressing descriptor
Field Length Type
eurogrypt_addressing=descriptor() {
descriptor (tag 8 uimshf
descriptaor._length 8 uimshf
resefved_future_use 4 bslbf
group_size_flag 1 bslbf
address_mode 3 uimsbf
address 32 uimsbf
if(address_mode == O0x1 && group_size_flag == 0) { bit_access_mask } 256 bslbf
else if(address_mode==0x1 && group_size_flag==1) { bit_access_mask } 512 bslbf
else if (address_mode&0x6 == 0x2) { position_in_group } 8 uimsbf
}else if (address_mode == 0x4){
domain_id_extension 6 bslbf
domain_generation 10 uimsbf
}else if(address_mode == 0x5){ group_mask } 32 bslbf
}
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descriptor_tag — This is an 8-bit field identifying the descriptor. The tag shall be set to
EUROCRYPT_ADDRESSING_DESCRIPTOR_TAG as defined in Table 119.

descriptor_length — This is an 8-bit field specifying the total number of bytes of the data

portion o

f the descriptor following the byte defining the value of this field.

group_size_flag — 1-bit field indicating the group size used. 0 — a maximum group size 256 is
used, 1 — a maximum group size of 512 is used.

address_mode — 3-bit field indicating the addressing mode used by this descriptor. Table 129

lists all possible address modes.
Table 129 — Address_mode
Address_mode Description
0x0 Addressing whole of unique group
0x1 Addressing of subscriber group using a bit_mask!size of 256 or]512 bit
depending on group_size_flag (subset of unique/group)
0x2-0x3 Addressing of unique device
Oxd Addressing of OMA domain. Address.field concatenated with the
domain_id_extension will be the domain id in this case
0x5 Addressing set of groups by applying group_mask to address
0x6-0x7 Reserved
address|— 4-byte group address. Each rights\issuer has its own address spade. If the
group_size is 512 then the group address is made of the first 31 bit of the address fi¢ld. If the

descriptgr is addressing a unique deviceldn a group then the least significant b

address
0x4, the

bit_acce
0x1) tha

addresse

material.

position
position
position
then 9 bi

field is the most significant bit_of*the group position. If the address_mode
pddress field contains the first\32 bit of the short form domain_id.

s5s_mask — If the descriptor addresses a subset of a unique group (addre
h the bit_access_mask defines to which devices in the group this des

The size of the-bit_access_mask is given by the group_size_flag.

| in_group - If the descriptor addresses a unique device then this field spe
Df thesunique device in the given subscriber group. If group_size_flag is 0
n the’group is directly given by the position_in_group field. If group_size|

it of the
is set to

ss_mode
Criptor is

d to. Devices notdisted in the bit_access_mask cannot decrypt the key mlaterial in
this BCHO as zero message broadcast encryption is used for the encryption of

the key

cifies the
than the
flag is 1
the least

s\are used to identify the position in the group. If group_size_flag is 1 then

significant bit (bit 0) from the address field is used as the 9th bit, the most significan
real position in the group is then given by:

int real position in group;
if (address mode&Ox6==0x2) {

if (group size flag == 0) {
//maximum size of 256 devices in group.
real position in group = position in group;
}else{
//maximum size of 512 devices in group;
real position in group = ((address&0xl)<<8) |position in grou

}
}

bit. The

P

domain_id_extension — The domain_id is given by the address field concatenated with the

domain_i

d_extension to form a 38-bit id:
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domain id = (address<<6) |domain id extension
domain_generation — This 10-bit field specifies the generation of the domain.

group_mask — If the address_mode is set to 0x5 then this 32-bit field is used together with
the 32-bit address field to specify the range of groups the descriptor is addressed to. A device,
which is in the group with the address ‘my_group’, is addressed if the following statement is
true:

address&group_mask == my_group&group_mask

14.6.4.9 Info URL descriptor

The info [URL descriptor conveys a URL from which additional information can jbe’pbtained.
The strugture of the Info URL descriptor is specified in Table 130.

Table 130 — Info URL descriptor

Field Length Type
info_uirl_descriptor() {
descriptor_tag 8 uimshf
descriptor_length 8 uimshf

for(i=0; i<descriptor_length; i++){

url_char 8 uimshf

descriptpr_tag — This is an 8-bit field’ identifying the descriptor. The tag shall he set to
INFO_URL_DESCRIPTOR_TAG as defined in Table 119.

descriptor_length — This is an 8-bit field specifying the total number of bytes of|the data
portion of the descriptor follewing the byte defining the value of this field.

url — Variable length, field of descriptor_length bytes. The text representing thg URL is
encoded [accordingto-fSO/IEC 8859-1:1998.

14.6.4.10 Key-URL descriptor

The key [URE descriptor conveys a URL through which key material can be retrieyed. The
structure of the Info URL descriptor is specified in Table 131.

Table 131 — Key URL descriptor

Field Length Type
key_url_descriptor() {
descriptor_tag 8 uimsbf
descriptor_length 8 uimsbf

for(i=0; i<descriptor_length; i++){

url_char 8 uimsbf
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descriptor_tag — This is an 8-bit field identifying the descriptor. The tag shall be set to
KEY_URL_DESCRIPTOR_TAG as defined in Table 119.

descriptor_length — This is an 8-bit field specifying the total number of bytes of the data
portion of the descriptor following the byte defining the value of this field.

url — Variable length field of descriptor_length bytes. The text representing the URL is
encoded according to ISO/IEC 8859-1:1998.

14.6.4.11 Linkage descriptor

The linkage descnptor is defmed in ETSI EN 300 468 ThIS standard extends the linkage
descriptor—by ertptor—{as—she , bteq 132) for
linkage_types as shown in Table 133.

Table 132 — Linkage descriptor

Field Length Typed
linkage_descriptor(){
descriptor_tag 8 uimsbf
descriptor_length 8 uimsbf
tfansport_stream_id 16 uimsbf
driginal_network_id 16 uimsbf
slervice_id 16 uimsbf
linkage_type 8 uimsbf
il (linkage_type ==0xBB){
short_RI_ID 16 uimsbf
}elsef bslbf
for (i=0; i<=N; i++){
private_data_byte 8 bslbf
}
}
}

descriptpr_tag-=This is an 8-bit field identifying the descriptor. The tag shall be set fo 0x4A.

descriptprilength — This is an 8-bit field specifying the total number of bytes of|[the data
portion of the descriptor following the byte defining the value of this field.

transport_stream_id — This is a 16-bit field that identifies the TS containing the information
service indicated.

original_network_id — This 16-bit field gives the label identifying the network_id of the
originating delivery system of the information service indicated.

service_id — This is a 16-bit field that uniquely identifies an information service within a TS.
The service_id is the same as the program_number in the corresponding
program_map_section.

linkage_type — This is an 8-bit field specifying the type of linkage. This standard only defines
linkage_types as listed in Table 133. Other linkage types are defined in ETSI EN 300 468.
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Linkage_type Description
0x00-0x7F Defined by other standards
Reserved for future use (within the scope of
0x80-0xBA 18CRYPT_PRIVATE_DATA_ID)
0xBB RI service
0xBC Purchase service
0xBD EIT service
Reserved for future use (within the scope of
OxBE-0xFE 18CRYPT_PRIVATE_DATA_ID)
OxFF Reserved for future use

short_RI[ ID — This 16-bit field specifies the short version of the RI ID{the refer
service belongs to. This field is only present when the linkage_type is 0xBB.

private_¢data_byte — This is an 8-bit field, the value of which is privately defined.

14.6.4.13 IP linkage descriptor

The IP linkage descriptor as defined in Table 134 is/invits concept similar to th
descriptdr. It is used to signal alternative or additional service. While the linkage ¢
refers to|MPEG services, the IP linkage descriptor qefers to services carried over a

connectiogn.

Table 134 — IP.linkage descriptor

ed to RI

b linkage

escriptor

n UDP/IP

Field Length Typed
IP_lirlkage_descriptor(){

descriptor_tag 8 uimsbf
descriptor_length 8 uimsbf
reserved_future_use 7 uimsbf
IP_version 1 uimsbf
port 16 uimsbf
linkage_type 8 uimsbf
i(IP_version == 0){

NP_address 32 uimsbf
telsef

IP_address 128 uimsbf
}
if (linkage_type == 0xBB){

short_RI_ID 16 uimsbf
telsef bslIbf

for (i=0; i<N; i++){

private_data_byte 8 bslbf

}

}
}
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descriptor_tag — This is an 8-bit field identifying the descriptor. The tag shall be set to
IP_LINKAGE_DESCRIPTOR_TAG as defined in Table 119.

descriptor_length — This is an 8-bit field specifying the total number of bytes of the data
portion of the descriptor following the byte defining the value of this field.

IP_version — 1-bit flag indicating the IP version used in for the IP_address field in this
descriptor.

port — 16-bit field specifying the port on which the referred to service can be received.

IP_address — Field containing the IP address the referred service can be received on. The
format and length of this field is specified by the IP_version field. If IP_version is Q' then the
field spegifies an IPv4 address and the length of the field is 32-bit. If IP_versionhis-'set to ‘1’,
then the field specifies an IPv6 address and the length is 128-bit.

linkage_kype — This is an 8-bit field specifying the type of linkage. This standard only defines
linkage_types as listed in Table 133. Other linkage types are defined in .ETSI EN 300(468.

The servjces listed in Table 133 are normally carried in MPEG $ections. In order tg transmit
these sefvices over an IP connection the sections are carried.in UDP packets. EMery UDP
packet shall contain exactly one MPEG section.

short_RI[ ID — This 16-bit field specifies the short version of the Rl ID the referfed to RI
service belongs to. This field is only present when the\linkage_type is 0xBB.

private_¢data_byte — This is an 8-bit field, the value of which is privately defined.
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14.7 User-defined identifiers used in DVB-SI tables
Table 135 — User defined IDs

ID Value Comment

RI_STREAM_TYPE 0xBB Used in stream_type in PMT. The descriptor loop in the
elementary stream loop for the rights issuer shall contain a
private_data_specifier_descriptor with the
private_data_specifier set to 18CRYPT_PRIVATE_DATA_ID
to indicate the scope of the user defined values; see Table
2-34 — Stream type assignments in ISO/IEC 13818-1.

RI_SERVICE_TYPE 0xBB Used in service_descriptor to signal a rights issuer service. A
private_data_specifier_descriptor with the value of
18CRYPT_PRIVATE_DATA_ID shall be signalled in the
descriptor loop of the SDT before the service_desdriptor to
identify the scope of the user define value.

RI_SERVIGE_LINKAGE 0xBB Used in a linkage descriptor or an IP linkage\descrjptor to
signal the existence of an alternative/additional right issuer
service.

PURCHASE_STREAM_TYPE 0xBC Used in stream_type in PMT. A service with this stfeam type
only carries purchase related tablés’such as PIT, HCT and
SBT.

PURCHASE_SERVICE_TYPE 0xBC Used in service_descriptorto’signal a purchase sefvice only
containing purchase related tables. This kind of sefvice is
used together with & linkage descriptor in order to pllow for
purchase information, to be delivered on a different|transport.

PURCHASE_SERVICE_LINKAGE 0xBC Used in a linkage descriptor or an IP linkage descrjptor to
signal the existence of a (for example, out-of-band) purchase
service.

EIT_SERVICE_LINKAGE 0xBD Used.in@ linkage descriptor or an IP linkage descrjptor to

signal.the existence of a Service carrying EIT tablgs on a
different transport stream (for example, on out-of-Hand
transport stream).

EIT_STREAM_TYPE 0xBD Used in stream_type in PMT A stream with this stréam type
only contains MPEG sections containing EIT tableq.

EIT_SERVICE_TYPE 0xBD Used in service_descriptor to signal an EIT servicg. This kind
of service is used together with a linkage descriptor to carry
EIT information on a different transport stream (forlexample,
via out-of-band).

14.8 Scope of identifiers used in DVB-SI tables

The signglling for_DVB-T/C/S systems introduces a couple of ‘short’ IDs that are mjapped to
longer I0s used throughout this standard. These short IDs are used to save bandwidth but
while the|lahgform IDs are unique, the short IDs are only unique within a certain scppe. This
subclausk_specifies the scape of the different short IDs used and the entity responsible for

assigning these IDs.

short_service_base_CID — The short_service_base_CID is a 16-bit ID that maps to the
variable length serviceBaseCID. The short_service_base_CID is only unique within the scope
of the original network. A network could contain multiple transport streams from different
original networks (see network_id and original_network_id in the NIT). Only the combination o
original_network_id and short_service_base_CID makes this ID unique in a network. It is up
to the original network operator to assign these IDs.

coc_channel_id — The coc_channel_id is a 16-bit ID that maps to the variable length coc_id.
The coc_channel_id is only unique within the scope of the original network. A network could
contain multiple transport streams from different original networks (see network_id and
original_network_id in the NIT). Only the combination o original_network_id and
coc_channel_id makes this ID unique in a network. It is up to the original network operator to
assign these IDs.
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short_RI_ID — The short_RI_ID is a 16-bit ID that maps to the 160-bit rights issuer ID. The
short_RI_ID is only unique within the scope of the original network. A network could contain
multiple transport streams from different original networks (see network_id and
original_network_id in the NIT). Only the combination o original_network_id and short_RI_ID
makes this ID unique in a network. It is up to the original network operator to assign these IDs.

purchase_id — This is a 16-bit ID and acts as a label of a particular purchase item. The ID
shall be unique within the scope of a customer operation centre (coc).

bundle_id — This is a 16-bit ID identifying a service bundle. This ID shall be unique within the
scope of one rights issuer.

14.9 FormatofRiservicesover DVYB=-T/€/S—systems

14.9.1 (General

In DVB-[T/C/S systems, rights management data is carried as specified in 14.4 and
registratipn data is carried as specified in 14.5.

The RI service for DVB-H systems is specified in 13.7.3. The, Rl) service for DYB-T/C/S
systems [s the same as the RI service for DVB-H systems, excep{\for the differences [specified
in 14.9.2] 14.9.3 and 14.9.4.

14.9.2 RI stream packet format

In DVB-T[/C/S systems, the RI services carry different-payloads in the objects, whi¢h in this
case are|the MPEG2 private section tables RMT_(see 14.5.3) and bcro_table (seq 14.4.3).
The objefts themselves are put into Rl packetsras’defined in 13.7.3. The RI packet[format is
defined ip Table 110. The RI packets are divided by the MPEG2 TS into MPEG2 TS| packets.
There arg therefore no changes in IP packet,order (also see 14.9.4). In DVB T/C/S |systems,
there is rjlo mapping to DVB-H time slice bursts.

14.9.3 Addressing of objects

The addiessing of objects is done by filtering on the MPEG2 private header as spgcified in
14.5.3 and 14.4.3.

14.9.4 Mapping of messages to Rl services and streams

Within a [DVB-T/C/S network, devices discover streams using EPG and various SI/P§l tables.
See Clayse B.6+fermore information.

A DVB-T|/C/S system with the optional OOB broadcast channel shall support thé linkage
descriptommmmmm—ﬁwm;rom that

channel by making the prop;ar associations between the PIDs as identified in the PSI/SI data.
In this case, the objects are carried in MPEG2 TS packets.

A DVB-T/C/S system with the optional interactivity channel shall support the IP_linkage
descriptor, and, in this case, the RI services shall support getting RI services data from that
channel by making the proper associations between the IP address and port number as
identified in the PSI/SI data. In this case, the objects are carried in UDP packets.

15 Protection of MPEG2 TS-based IP systems

15.1 General

This clause specifies the use of specific protection technologies from Clauses 6, 7, 8, 9, 10
and 11 for IP-based broadcast systems that employ an MPEG2 transport stream for the
encapsulation of the content. Clauses 4, 5 and 12 are general and apply to all systems. An
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example of such a system is specified by the DVB-IPI specifications (ETSI EN 102 034 and
Clause B.11 for general references).

15.2 Encapsulation of an MPEG2 TS in IP

Several methods are available for the encapsulation of an MPEG2 TS in IP datagrams. The
most commonly used are:

e transport over RTP, as specified in ETSI EN 102 034;

e ad hoc mapping of TS packets to UDP datagrams, with one or more TS packets carried
directly in a UDP datagram.

scope of
hcryption
level.

As all e
this standglard and the use of any particular encapsulation technique is no required(E
shall be applied within the transport stream and shall not be applied at the IP or.RTP

Compliarjce with DVB-IPl is RECOMMENDED - direct UDP transport is likely to be padded as
an optior] to the DVB-IPI specifications (see ETSI EN 102 034) in the neapfuture.

15.3 Dellivery of traffic layer data in MPEG2 TS-based IP systems

When trdffic layer data is transmitted over IP-based networks:that use an MPEG2 [transport
stream, the traffic layer protection shall be applied within ‘the MPEG2 transpor{ stream,
identical to the method specified in 14.2.

15.4 Dellivery of key stream data in MPEG2 TS-based IP systems

In MPEGR TS-based IP systems, the key stream@ata shall be delivered as specified |n 14.3.

15.5 Dellivery of rights management data’in MPEG2 TS-based IP systems

In MPEGR TS-based IP systems rights«objects shall be delivered over an interactivity channel
using thg RO acquisition protocol (ROAP) as specified in OMA-ERP-DRM-V2_0. RODAP can
be execuyted using different connectivity, such as HTTP, WAP, UPnP, OBEX oyer IrDA,
Bluetooth or USB.

The interpctivity channel.used may be the Internet.

15.6 Dellivery of registration data in MPEG2 TS-based IP systems

In MPEQ2 TS-based IP systems, registration data shall be delivered over an inferactivity
channel using the RO acquisition protocol (ROAP) as specified in OMA-ERP-DRM-V2_0.
ROAP may be executed using different connectivity technologies, such as HTTP, WAP, UPnP,
OBEX overirbA; Btuetoothror USB:

The interactivity channel used may be the Internet.

15.7 Signalling and service guides in MPEG2 TS-based IP systems

15.7.1 General

This subclause specifies how to perform signalling and service and content discovery in
systems that use MPEG2 TS over IP to deliver services and content. It specifies a complete

scheme for DVB-IPI (see ETSI EN 102 034) and sets out some requirements and
recommendations for other systems that do not conform to DVB-IPI.

15.7.2 Signalling and the service guide in DVB-IPI systems

DVB-IPI (see ETSI 102 034) splits service discovery into three parts:
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e bootstrapping via defined or discovered entry points;

o "SD&S" (service discovery and selection) — an XML-based description of IP-related data to
locate a service; and

e PSI/SI data — carried in the transport stream in the usual way.

DVB-IPI (see ETSI EN 102 034) defines two S| profiles: TS full SI, which carries full,
traditional Sl information in the transport stream; and TS optional Sl, which may carry only

PAT and

PMT tables with the rest of the information located in the SD&S data.

This subclause specifies the data that shall be carried in the Sl and the SD&S, as an
extension to the DVB-IPI specification; see ETSI EN 102 034.

15.7.2.1

All DVB{lPI-based systems carry PAT and PMT. PAT and PMT shall conforn

requirem
streams

15.7.2.2
15.7.2.2.

Where S
requirem

Signalling of key stream messages

bnts set out in 14.6.2.2, i.e. contain the necessary CA_descriptors, {o ind
hnd encrypted component streams.

DVB-IPI SD&S signalling
n Extensions to the broadcast discovery record

DT is carried (for example, in a DVB-IPI "TS Full-S{" system), it shall confo
ents set out in 14.6.2, i.e. contain the necessary CA_ID_descriptors. A

n to the
cate key

rm to the
ny other

discovery and purchase data above the SDT, PAT, RMT that may be carried in the stream

shall be
SDT but

Where S
specified
XML sch

gnored and the data as specified in this clause used instead (that is PAT,
hot EIT).

DT is not carried, SD&S shall carry the fields shown in Table 136, in addition
in 5.2.6.2.1 and 5.2.6.2.2 of the\DVB-IPI specification; see ETSI EN 102
ema for these types is definedyin 15.7.2.4. Additionally, it is RECOMMEN

PMT and

to those
034. The
DED that

this inforpnation is carried in the SD&S in all cases.
Where bjoth SD&S and Sl information is available, precedence shall be as indjcated in
ETSI EN|102 034.
Table 136 — Additions to the broadcast discovery record
Broadcagt discoverk Attribute description Mandatofy/optional
rgcord
Service(s) For each service (in addition to already specified fields).
CA ID |dentifier Identifier of the broadcast protection system used. This shall M
pe set 10 he value alloCated 10 IS standard DYy DVDE,
indicating that this standard is used.
SOC identifier Identifier for the service operation centre responsible for the (0]
service.
ServiceBaseCID The serviceBaseCID of this service; see 15.7.2.4.3. (0]

If SOC identifier and serviceBaseCID are not carried in the broadcast discovery record, they
shall be available via the service guide.

15.7.2.2.2 Extensions to the content-on-demand discovery record
The content-on-demand discovery record is extended to include the information shown in
Table 137.

NOTE The use of this record will be deprecated in a forthcoming version of the DVB-IPl handbook,
ETSI EN 102 034, and the broadband content guide discovery record should be used instead.
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Table 137 — Additions to the content-on-demand discovery record

Conten

discovery record

t-on-demand Attribute description Mandatory/optional

Content-on-demand For each offering (in addition to already specified fields).
offerings(s)

CA ID identifier Identifies of the content-on-demand protection system M

available. This shall include the value allocated to this
specification by DVB, indicating that this standard is used.
Other protection systems may also be listed here.

SOC identifier Identifier for the service operation centre responsible for the (0]
service.
ServiceBase CID The serviceBaseCID of this service; see 15.7.2.4.3. (6]

The device may use this field to determine whether it supports the content)on
protectiop system used. The relevant purchase information shall be included(ih th

guide, a

The SO( identifier and serviceBaseCID identifier fields shall only be_G$ed where th
are cons|stent across the whole content-on-demand catalogue being“advertised. M

grained

If SOC

record, they shall be available via the service guide.

15.7.2.2

No extenpgions to the package discovery record aré’required.

15.7.2.2

No extenpgions to the broadband content guide discovery record are required.

15.7.2.3

All infor
DVB-IPI

small nu):[ber of extensions’to TV anytime that allow full signalling of the required inf

These e

15.7.2.4 | XML-types
15.7.2.4.|1 €A_ID_descriptor

§ specified in 15.7.2.3 or otherwise meet the requirements in 10.3.

Values can be specified in the service guide (see 15.7.2.3).

identifier and serviceBaseCID are not carried in thé. content-on-demand

. Extensions to the package discovery record

.# Extensions to the broadband>content guide discovery record

Signalling of purchase data

mation relating to content items available for purchase should be signallg
broadband content\guide, which uses TV anytime metadata. This standard p

ensions can‘be found in Clause A.19.

demand
b service

e values
bre finely

liscovery

d by the
rovides a
prmation.

This subclause specifies how the XML fragment is used to carry the CA_System_ID. This is
equivalent to the CA_identifier_descriptor in ETSI EN 300 468.

<XSs:comp
<xs:

</xs

lexType name="CA ID descriptor"/>

sequence/>

<xs:element name="CA System ID" type="anyURI"/>
:sequence>

</xs:complexType>

The value of CA_System_ID shall be of the format

urn:dvb:casystemid:

followed by the value assigned by DVB for this specification.
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15.7.2.4.2 SOC identifier

The syntax of the SOC identifier is as specified in A.19.4.2.

15.7.2.4.3 ServiceBaseCID

The syntax of the serviceBaseCID is as specified in A.19.4.3.

15.7.3 Signalling and service guides in non-DVB-IPI systems

For systems based on MPEG2 TS over IP that do not conform to DVB-IPI, it is not possible to
specify a complete scheme for the signalling and service/content discovery required for this
standard. The following requirements are made:

e the rgquirements set out in 10.2, regarding signalling, shall be met;

e the rgquirements set out in 10.3, regarding service and content discovery, shall b¢ met.

e Wherg signalling and/or service and content discovery is /oased on DVB{SI, it is
e Wherg the signalling used is the same or similar to DVB-IRI, it is RECOMMENDED that

e Wherp the service and content discovery used)tis based on TV anytinpe, it is
RECQMMENDED that the mechanisms specified:in*Clause A.19 are followed as far as

MPEG2 TS-based IP systems do not employ a broadcast channel for the delivery|of rights
management and registration data. Therefore, Rl services have not been defined for these

be used

systems

eive them

(this is beyond the scope of this standard).

¢ Restrictions on viewing are enforced cryptographically and/or with the OMA DRM 2.0
rights expression language using this standard.

From a technical point of view, content on demand streams are no different to other streams,
and require the same protection. The rights expression language provided by OMA DRM 2.0
is rich enough to implement most business models. Table 138 shows a possible sequence for
the purchase and supply of a content-on-demand item.
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Table 138 — Sequence of events for purchase and supply of a content-on-demand item

Step Action by device Action by COC Action by SOC

1 User selects and confirms
purchase of a CoD item from the
service guide.

2 Using the information in the
service guide, device makes a
ROAP request to the relevant

CoOcC.
3 COC receives request and issues
rights object
Optionally — COC informs SOC of
Issue of rights object
4 Dgvice receives rights object

Dgvice makes request to SOC
vig, for example, RTSP to start
CqD streaming.

5 Optionally — SOC copfirms
whether rights objec{ has been
issued to this user

SOC starts streaming CoD

item.
6 Dgvice receives CoD stream and
is fable to decrypt it using the
rights object.
7 Optionally — SOC infprms COC

when user has watchHed some
proportion of the Colp item, for
billing purposes.

The exagt point that the user is charged for an item is beyond the scope of this standard. It
could be|done after step 3, step 5 or step 7.

The comnunication between the SOC and the COC is beyond the scope of this standard.

15.9.2 Content-on-demand trick play support

Some coptent-on-demand systems allows trick play of CoD items. This does not require any
special gonsideration<from this standard, but it is noted that SOCs are RECOMMENDED to
ensure the following.

reammessages remain synchronized with the encrypted traffic at all times.

sufficient
time for a user to watch the requested content, including some use of trick play features
such as pause and rewind.

The enforcement of any restrictions on trick play, such as preventing a user from viewing a
piece of content twice by restricting the use of a rewind feature, can be enforced using the
OMA DRM 2.0 rights expression language to impose a time constraint, or simply at the CoD
server by restricting use of the trick play functionality.

15.10 Use of server-side purchase interfaces
15.10.1 General

Some IPTV systems may use some server-side purchase interface (for example, a web shop),
rather then advertising purchase data via the BCG. The operation of such an interface is
beyond the scope of this standard. However, 15.10.2 and 15.10.3 explain how such a system
is compatible with devices implementing this standard.
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be noted that all systems shall meet the requirements for signalling in 10.2.

Example showing registration via a web interface

The sequence below illustrates how registration could take place via a web interface.

e The user navigates to the relevant website, where a rights issuer (or other party on behalf
of a rights issuer) offers a web-based registration facility.

e The user and the website interact to provide the necessary information, the registration is
confirmed and the rights issuer informed.

e The rights issuer sends a ROAP Trigger (see OMA-ERP-DRM-V2_0) to the device
requesting the device to initiate the registration process.

e The
proto
e Thep
15.10.3
The sequ
e The U
e The U
e The
shop
e Ther
- s

(s

— Uu§

How the
standard

16 Prof

jevice (perhaps after confirming with the user) initiates the 4-pass (fe
col; see OMA-ERP-DRM-V2_0.

rotocol completes and registration is complete.
Example showing purchase via a web interface
ence below illustrates how a purchase could be made via @ web interface.

ser logs into the website in order to identify himself and his device.
ser browses the web site and selects content to purchase.

ser and the website interact in some way to €onfirm the purchase, after
nstructs a rights issuer to issue rights.

ghts issuer either

sues a ROAP trigger to the device requesting the device to start the 2-Pa
ce OMA-ERP-DRM-V2_0) to acquireithe rights object; or

es the 1-Pass ROAP to deliver the'rights object direct to the device.

device subsequently receives or acquires the content is beyond the scop

ection of non-MPEG2 TS-based IP systems

16.1 Ggdgneral

This clad
and 11 fq
encapsul
systems)

se specifies the use of specific protection technologies from Clauses 6, 7
r IP-based broadcast systems that do not employ an MPEG2 transport streg
ation_of the content (see Clause B.11 for general references to IP-based |
Clauses 4, 5 and 12 are general and apply to all systems.

gistration

vhich the

5s ROAP

e of this

8,9, 10

m for the
roadcast

16.2 Delivery of traffic layer data in non-MPEG2 TS-based IP systems

Table 139 shows how the traffic layer options are used when traffic layer data is transmitted

over IP-b

ased networks that do not use an MPEG2 transport stream.

Table 139 — Traffic layer options for transmission over
non-MPEG2 TS based IP networks

Traffic layer Transmission details
IPsec As specified in IETF RFC 4301
ISMACryp As specified in ISMACryp 2.0
SRTP As specified in IETF RFC 3711 and IETF RFC 4771
MPEG2 TS Not applicable
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16.3 Delivery of key stream data in non-MPEG2 TS-based IP systems

In IP systems not based on MPEG2 TS, each KSM shall be encapsulated in exactly 1 UDP
packet. The KSM data shall be carried in a distinct IP flow, separated from other data.

In order to keep access times low for devices that start accessing a multicast service, a KSM
shall be transmitted periodically when multicast.

16.4 Delivery of rights management data in non-MPEG2 TS-based IP systems

The way non-MPEG2 TS-based IP systems obtain rights objects is identical to the method

specified

16.5 De

The way
to the mqg

16.6 Signalling and service guides in non-MPEG2 TS-based IP&ystems

The diffe

itself is mot encapsulated in an MPEG2 transport streami<but instead carried dire

another g
RFC 355

There ar
standard
systems
signalling
reused fd

16.7 Format of Rl services over-hon-MPEG2 TS-based IP systems

Non-MPH
rights ma
such sys

16.8 Cqg

It is anti
based IP

In 195.9.

livery of registration data in non-MPEG2 TS-based IP systems

in which non-MPEG2 TS-based IP systems registration data is d€livered is
thod specified in 15.6.

rence between MPEG2 TS and non-MPEG2 TS-based)IP systems is that th

rotocol offering facilities for timing and synchronization; for example, RTP,
D.

b currently no DVB-IPI standards for non&TS-based systems. In the absenc
shall meet the requirements set out in 10.3. However, it is anticipated

r non-MPEG2 TS-based IP systems.

nagement and registration data. Therefore, RI services have not been deg
ems.

ntent-on<demand support

systems.

identical

b content
ctly over
see |[ETF

b of such

5, this standard mandates only that ‘signalling and content discovery within such

that the

and content discovery mechanism's for MPEG2 TS-based IP systems can mostly be

G2 TS-based IP systems do not employ a broadcast channel for the de¢livery of

fined for

Cipated-that the considerations specified in 15.9 will also apply to non-MPEG2 TS-
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Annex A
(normative)

Supporting specifications

A.1  Security considerations

A11

Handling weak keys

The responsible components in the head-end architecture shall not use weak keys for

message
for use i
weak key
architect

A.1.2

If a devid
certain ¢
response
a short

n AES. This does not imply that weak keys do not exist. If, at some peint
s for AES is identified, the use of these weak keys shall be rejected in.the
ire followed by a request for replacement key.

Handling OCSP grace period
e without a return channel inspects a certificate, because thé user wants to

of the certificate chain has expired, then the device shall still be allowed to

which thI device will receive a new OCSP response. This_means that the user can

content
possibly

A device

a) Thed

b) If a R
assod
OCSH

compromised certificates for a short grace period.

in broadcast-only mode shall implement.the grace period mechanism.

evice shall check periodically a pafticular or all RI contexts for expiration.

| context is expired, the deviceydisplays an OCSP response expiry remind
iated RI context. The reminder notifies the user that the user needs to g

"call §his number with this méssage please".

c) Until
inope

1) A

this OCSPresponse, ‘expiry reminder is invoked, the device will be

cessing a service guide for purchase is still allowed.

2) T

th
r

rable, but only in‘felation with the associated RI (context) as specified below.

Inthe IF DataCast network. At the time or Writing, there are no speciiied Weak keys

a set of
head-end

consume

bntent for which he has acquired the RO, and the devige finds out that the OCSP

use it for

eriod of time during which the user has time to set the process in motion through

enjoy the

e was entitled to consume straight away, at<the expense of allowing the use of

br for the
et a new

P response. This should .bé& done of course in terms that a user can undergtand like

rendered

e device¢shall be rendered inoperable for any purchase protocol or plgyback of
future cantent. The device may use stored BCROs to play old content for which the
dgvice.obtained ROs, but shall not use these BCROs for new content recei

re~cegistration request until the device received a fresh OCSP response
istéred with the RI.

ved after
or is re-

d) A device shall be allowed to use an expired OCSP response for a pre-defined grace
period. The grace period shall not be more than the OCSP response’s lifetime (the
difference between the nextUpdate and thisUpdate fields in the OCSP response), and
shall not exceed 48 h. During the grace period, the device can use the expired OCSP

respo

nse.

1) The grace period is for a one-time use only.

2) The terminal shall support secure DRM time.

3) Rules in ROs shall have precedence over the OCSP response grace period usage.

e) If the secure timer (i.e. grace period) expires and a fresh OCSP response has not been
received, the device will be rendered inoperable, but only in relation with the associated RI
(context) as specified below.

1) Accessing a service guide for purchase is still allowed.
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2) The device shall be rendered inoperable for any purchase protocol or playback of
future content. The device may use stored BCROs to play old content for which the
device obtained ROs, but shall not use these BCROs for new content received after
the re-registration request until the device received a fresh certificate chain or is re-
registered with the RI.

A device in broadcast mode may implement a mechanism to schedule the certificate chain
updates automatically.

f) An update (powerup/powerdown) timeslot is programmed in which the RI will transmit the
certificate chain. The timeslot may be obtained from the service guide. The device should
parse the received service guide data to find a time at which it can receive a certificate
chain update. It may be the case that certificate chain updates are broadcast continuously.

See B3—++FanrdI4-9Ferrmere-details:

g) Upon|power down before update, the device may display a warning message| that the
devicg needs to update its device chain. An example might look like: "de“\not power off
devicg. Device will perform update during xx:yy h".

The devige will be powered up and down in timeslot xx:yy h to pick up the*message {o update

the RI ceftificate chain (notably the OCSP response).

A.2 Status and error message handling

This clause specifies the status and error values that shall be used in the 1-pass projocols for

broadcast devices.

The statys field is a binary value. Upon receipt of @ message for which status is not '|success",

the defalilt behaviour, unless explicitly stated>otherwise below, is that both the Rl and the

device s
devices

are required to delete any session-identifiers, nonces, keys, and/or

associated with a failed run of the protocol.

When pgssible, the device should._present an appropriate error message to the

example

of such a message is shown in Figure A.1.

It is the g§equence of the defined values that is specified. The use of dashes as the d

shown w
standard
requirem
included
when tha

th an example(placement to be consistent with the examples used elsewh

The text portion of this screen is shown as an example only; there is n
ent to duplicate the exact wording or formatting shown. The numeric fields
as defined above. The short UDN will only be displayed after the first reg
[t datasis~available for display.

nall immediately close the connectioh and terminate the protocol. Rl sysfems and

secrets

user. An

limiter is
re in this
b implied
shall be
istration,

The service cannot continue due to an error,
please contact customer service at:
XXXK-XXXK-XXXXXXX

and notify the short UDN:
XXXX XXXX
with following errorcode
XXX

An example dialogue showing an error.

NOTE The error codes should be displayed as a three digit decimal number. See Table A.1 for an overview of

possible er

ror codes.

Figure A.1 — Sample notification display
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Table A.1 — Status/error codes

Status/Error Valuep, Comment
Success 0x00
UnknownError 0x01
Abort 0x02
NotSupported 0x03
AccessDenied 0x04
NotFound 0x05
MalformedRequest 0x06
UnknownRgquest UX07
UnsupportgdVersion 0x08
NoCertificateChain 0x09
SignatureEfror 0x0A
DeviceTimgError 0x0B
NotRegistefed 0x0C
InvalidDomfin 0x0D
DomainFul 0x0E
TokenConslumptionMessageError 0x0F
NoTokenC¢nsumptionMessage 0x10
ForcelntergctiveChannel 0x11
ForceOob(Qhannel 0x12
Reserved fpr future use 0x13-0xFF
UnknownError indicates an internal Rl system error.

Abort ind

NotSupp
the RI.

AccessD
NotFoun

Malforme

cates that the RI rejected the device’s request for unspecified reasons.

brted indicates the device made a request for a feature currently not supported by

bnied indicates that the device is not authorized to contact this RI.
I indicates that the requested object was not found.

dRequest indicates that the RI failed to parse the device's request.

UnknownRequest indicates that the RI did not recognize the request type.

UnsupportedVersion indicates that the device used a ROAP protocol version not supported by

the RI.

NoCertificateChain indicates that the Rl could not verify the signature on a device request due
to not having access to the device's certificate chain.

SignatureError indicates that the RI could not verify the device's signature.

DeviceTimeError indicates that rights issuer request a device to set the device DRM time with

a newva

lue and report the time drift to the rights issuer.
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NotRegistered indicates that the device tried to contact an RI with which it has not completed
a valid registration. The RI should include the Rl ID attribute in the response message in
which this error code is sent. The device should perform the off-line device registration
protocol until a retry limit but shall have user consent to start.

InvalidDomain indicates that the request was invalid due to an unrecognized domain identifier.
DomainFull indicates that no more devices are allowed to join the domain.

TokenConsumptionMessageError indicates that the RI did receive a token consumption
message, but that it was erroneous and that the device should redo the last token
consumption message.

NoTokenConsumptionMessage indicates that the RI did not receive a token_leonsumption
message| yet, but was expecting one, because the present date/time is later.thar| the last
latest_token_consumption_time sent to the device in a token delivery response.'message.

ForcelntgractiveChannel indicates that the RI forces a mixed-mede, device to| use its
interactivie channel exclusively and not its OOB channel.

ForceOobChannel indicates that the Rl forces a mixed-mode device to use its OOB channel
exclusivdly and not its interactive channel.

A.3 Time and date conventions

A.3.1 Specification of the mjdutc format

The mjdytc format is a 40-bit field that represents date and time.
The first [left) 16 bits contain the 16 least significant bits of MJD from A.3.2.

If the firsf (left) 16 bits of the mjdutc field are less than 15079, these 16 bits represernt a value
for MJD ¢f 65536 + the value of the first (left) bits of the mjdutc field.

NOTE The first (left) 16 bits ofithe mjdutc field represent the inclusive dates 1900 March 1 to 2081 Apri] 25.

The last [(right) 24 bits of the mjdutc field is the UTC field, which represents time. [The UTC
field is cqded as 6.digits in 4-bit binary coded decimal (BCD).

EXAMPLE | 93/10/13 12:45:00 is coded as "0xC079124500".

A.3.2 [Conversion bhetween time and date conventions

NOTE 1 This text originates from ETSI EN 300 468 V1.6.1 but has been slightly modified. The version in
ETSI EN 300 468 V1.6.1 has a byte alignment problem caused by the time offset polarity field. The version in this
text maintains byte alignment everywhere.

The types of conversion, which may be required, are summarized in Figure A.2.
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MJD + UTC

L I

Local offset (see note) ¢ad d ? subtract

(positive or negative)

“"Local” MJD + local time

_YAVAY

5/’ AAH HN;”AV

Y Month D Day of Week - Week
= i Week Year riumber

NOTE:

The cony
adding o
"borrow"
diagram

Symbols
D
int

K, L, M,

MJD

Offsets are positive for Longitudes East of Greenwich and negative for, bangitudes West of G

Figure A.2 — Conversion routes between modijfied julian date (MJD)
and coordinated universal time\(UTC)

ersion between MJD + UTC and the "local"MJD + local time is simply a
r subtracting the local offset. This process may, of course, involve a
from the UTC affecting the MJD. The~other five conversion routes show
bre detailed in the formulas below.

used:
Day of month fromi it to 31
Integer part, ignoring remainder
W, Y' Intermediate variables

Month from January (= 1) to December (= 12)

Modified Julian Date

reenwich.

matter of
carry" or
n on the

WN

mod 7

uTC

WD

wy

Week number according to ISO 8601
Remainder (0-6) after dividing integer by 7
Universal Time, Co-ordinated

Day of week from Monday (= 1) to Sunday (= 7)
"Week number" Year from 1900

Multiplication

Year from 1900 (for example, for 2003, Y = 103)
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a) To find Y, M, D from MJD
Y'=int[ (MJD - 15 078,2) / 365,25 ]
M'=int{[ MJD - 14 956,1 —int (Y' x 365,25) ]/ 30,600 1}
D = MJD — 14 956 —int (Y' x 365,25) — int (M' x 30,600 1)
If M'=14 or M'=15,then K=1; else K=0

Y=Y+K

M=NM-1-Kx12

b) To find MJD from Y, M, D
fM31orM=2,thenL=1;elseL=0

MJD # 14956 + D +int [ (Y — L) x 365,25] +int[ (M + 1 + L% 12) x 30,600 1]

c) To fing WD from MJD

WD

[(MJD +2)mod 7]+ 1

d) To fing MJD from WY, WN, WD

MJD # 15012+ WD + 7 x { WN +Lnt [ (WY x 1 461/ 28) + 0,41] }

e) To fing WY, WN from MJD

W=ipt[ (MJD/7)—2144,64 ]

WY =lint [ (W>28 /1 461) — 0,007 9]
WN AW ~int [ (WY x 1461/ 28) + 0,41]
EXAMPLE MJD = 45 218 W =4 315

Y =(19)82 WY = (19)82
M =9 (September) N =36

D=6 WD = 1 (Monday)

NOTE 2 These formulas are applicable between the inclusive dates 1900 March 1 to 2100 February 28.

A.3.3 Local time offset

This 16-bit field contains the current offset time from UTC in the range between —-12 h and
+13 h at the area that is indicated by the combination of country_code and country_region_id
in advance. These 16 bits are coded as 4 digits in 4-bit BCD in the order hour tens, hour,
minute tens, and minutes.
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The positive or negative offset from the UTC s indicated with the 1-bit
local_time_offset_polarity. If this bit is set to ‘0’ the polarity is positive and the local time is
advanced to UTC (usually east direction from Greenwich). If this bit is set to ‘1’ the polarity is
negative and the local time is behind UTC. The local_time_offset_polarity is represented by
the first bit of the first nibble representing the hour tens field. The first nibble of the
local_time_offset is therefore encoded as specified in Table A.2.

Table A.2 — Local time offset coding

Local_time_offset_polarity Offset hour tens First nibble
0 (i.e. "+") 0 0000
0 (i.e. "+") 1 0001
1 (i.e. "-") 0 1000
1 (i.e. "-") 1 1001

A.4 Cpnversion of OMA DRM 2.0 content identifiers to binary content
identifiers

The CID [in OMA DRM 2.0 has the form of a URI. For a broadeast rights object as defined in
8.4.2, thip text base id has to be transformed into a binary<4d. The ID is split into a pase_BCI
and an extension_BCI.

Definitior):

Field Description/Value Tylpe
soclD Service operator centre ID as sigpalled in service guide String
conterjt_id Textual id as used in OMA DRM\2.0 and signalled in the service guide String
conterjt_type | "#P" for programmes and "#S" for services String
cid-url "cid:” || socID || content.type || content_id || "@" String

The 64-bjt binary content id BCI is then given by
base_BCIl = HMAC-SHAA1-64(cid-url)

The extepsion_BClis*a 32-bit id (see programme_CID_extension and service_CID_¢xtension
in the KSM).

The BCI [s4given by

BCIl = (base_BClI << 32) | extension_BClI

A.5 Conversion of OMA X509SPKIHash values to binary values

Values codes as roap:X509SPKIHash in OMA DRM 2.0 (see OMA-TS-DRM-DRM-V2_0) are
SHA1-160 hashes. In OMA DRM 2.0, these values are presented as base64 encodings in a
XML <hash> element as shown by the example below.

<keyIdentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKofk=</hash>
</keyIdentifier>

If such a hash is carried in a binary object, for example, the BCRO or a KSM, the 160-bit hash
itself without the base64 encoding will be used.
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A.6 Limits of the surplus_block()

A.6.1 General

The following examples show two possible cases: one keyset for standards addressing and
one keyset with additional domain addressing.

A.6.2 Standard keyset
For standard addressing is keyset_block filled with

e 1 UGK, 9 SGK, 1UDK, 1 UDF, 1 RIAK, 1 UDF, see Table A.3 and Table A.4.

The maximum subscriber group size is 512, which is supported by 9 SGK.
Table A.3 — Standard keyset with RSA block size 1024
Value Variable Key size| Key data Key size| Key data Key sizel| Key data
1024 | RYA size
1 | UQF 40 40 40 40 40 40
1 | UGK 128 128 128 128 128 128
9 | SGK 128 1152 128 1152 128 1152
1 | UugK 128 128 128 128 128 128
1 | RIAK 128 128 128 128 128 128
0 | BOK 128 0 128 0 128 0
0 | SBDF 48 0 48 0 48 0
0 | LBPF 840 0 840 0 840 0
0 | TDK 128 0 128 0 128 0
13 | TLF overhead 7 181 7 181 7 181
keyset_block 1757 1757 1757
1 | SK 128 128 192 192 256 256
0 | PKICS overhead 0 0 0
segsionkey_blocky() 1024 1024 1024
Ropm in sesSionkey_block() to
us¢ for keyset”block 896 832 768
(rejmainder of keyset_block
in‘;lsurplus_block() 861 925 989
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Other block sizes with keyset as depicted above produce the following results.

Table A.4 — Standard keyset with other RSA block sizes

Block size SK size Keyset_block Room in Surplus block
sessionkey_block()
2 048 128 1757 1920 No
2 048 192 1757 1856 No
2 048 256 1757 1792 No
4 096 128 1757 3 968 No
4 096 192 1757 3904 No
4 096 256 1757 3 840 No

A.6.3 Extended keyset

An externjded keyset includes keys for standard addressing plus demain addresging. The

keyset_bJock is filled with

e 1 UGK, 9 SGK, 1UDK, 1 UDF, 1 RIAK, 1 UDF, 1 BDK, 1 SBBF, 1 LBDF (maximurp size), 1

TDK (see Table A.5 and Table A.6)

The maximum subscriber group size is 512, which his is{supported by 9 SGK.

Table A.5 — Extended keyset with RSA block size 1024

Value Variable Key size| Key\data Key size| Key data Key sizel| Key data
1024 | RYA size
1 | UQF 40 40 40 40 40 40
1| UgK 128 128 128 128 128 128
9 | SGK 128 1152 128 1152 128 1152
1| UgK 128 128 128 128 128 128
1 | RIAK 128 128 128 128 128 128
1 | BOK 128 128 128 128 128 128
1 | SBPF 48 48 48 48 48 48
1 | LBPF 840 840 840 840 840 840
1 | TDK 128 128 128 128 128 128
17 | TLE ovérhead 7 219 7 219 7 219
keyset_block 2939 2939 2939
1| SK 128 128 192 192 256 256
0 | PKCS overhead 0 0 0
sessionkey_block() 1024 1024 1024
Room in sessionkey_block() to
use for keyset_block 896 832 768
(remainder of keyset_block
in) surplus_block() 2 043 2107 2171
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Block size SK size Keyset_block sessif:fe";_iglock() Surplus block
2048 128 1924 1920 1019
2048 192 1924 1856 1083
2048 256 1924 1792 1147
4096 128 1924 3968 No
4096 192 1924 3904 No
4096 256 1924 3840 No

NOTE Not yet included is the PKCS overhead in the sessionkey block(), so surplus_block() will be a little larger.

A.7 Function Fzys

A.71 Definitions

The function that shall be used for the ZMB system is defined as follows.

a) node| numbering calculation. The keys in the zero message broadcast encry
tree gre numbered in a breadth-first fashion. The rootkey has number 0 (NK)
parent key NKi, the left child key is NK2i+1 and the right child key is NK2i+2, as
Figure A.3.

Parent
node
i
Left Right
child child
node node
2i+1 2i+2
Figure A.3 — Node numbering
b) nodelleaf key\'derivation function. Given a parent key NKi, the derived c

NK2iA
Figur

1 and-NK2i+2 are calculated by encrypting a known constant using AES as
e A4,

ption key
For any
shown in

nild keys
shown in
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Explanatfon of Figure A.4.

T1+2ior T2 +2i

128
KNKi4447444{:}AESK

128

Child node key

Figure A.4 — AES for key derivation

Step [I: Initialize the system with following values.
— Lt T1=0x010101010101010101010101010104.01
— Let T2 = 0x02020202020202020202020202020202

— Lqgad K \k; (bslbf), where K\ ; = SGK (in'case of device) or K \« ; = Root Kgy NKj (in
the case of RI)

Step R: Calculate the left child node and the right child node from an input key BGK. Or,
given|a parent key NKi (i.e. root key or SGK), the derived child keys NK2i+1 (i.e.|left child
node) and NK2i+2 (i.e. right child node) are specified by following functions.

NK2i4+1 = AES_ENC_128{NKi}(2i+T1)
NK2i42 = AES_ENC_128{NKi}(2i+T2)
AES shall be compliantwith FIPS PUB 197:2001.

Computation of all\keys. The rights issuer computes all keys in the tree by rgcursively
apply|ng the relations given by (b) starting from the root key NKO that is known oply to the
rights|issuer.

Leaf [number calculation. In a subscriber group for n devices, these n deyices are
assodiated_with the leaf keys NKr-1 up to and including NK2r-2. A device with position p
(numlpered from 0 to »#-1) in the group is associated with key NKp+n-1.

Determining the (SGK) keyset of a device. Define the functions sibling(i) and parent(i)
as follows.

sibling(i) = { i-1 if i is even,
i+1 if i is odd }.

parent (i) = { 1/2 - 1 if 1 is even
(i-1)/2 if i is odd }

Then the following algorithm defines the key set to be given to a device with position p in
the group.

i:= p+n-1

KeySet = {}

while (i > 0) {
i:= sibling (i)
KeySet = KeySet union { NKi }
i:= parent (i)

} //end while
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f) Determining the exclusion keys. Given an access mask, it is possible to determine the
key numbers of the keys used as exclusion keys. Each device given its own keyset can
determine these exclusion keys, except if the key associated with its own position is used
as an exclusion key. To effectively disallow devices to access a certain asset, the rights
issuer derives an IEK by concatenating the device revocation keys and using this

concatenation as key for computing a MAC over the BCI as retrieved from the righ
IEK = HMAC — SHA1T_128{NK gy _1 [INKgx_2 || ... [I[NK gx_n HBCI)

g) IEK calculation. The notation HMAC_SHA1(k, s) is used to denote the compu

ts object:

tation of

HMAC (see IETF RFC 2104) keyed by the key ‘k’ over the string ‘s’ with SHA1 (see FIPS
PUB 180-2:2002) as the hash function. HMAC_SHA1_128(k, s) is used to denote the 128

most significant bits of HMAC_SHA1(k, s) output.

NOTE | IETF RFC 2104 specifies that if the key is longer than the output block length of SHA1, then
first hgshed to the SHA1 block length. This is expected to be the case frequently in this algarithn

the key is
. A device

that hgs verified that its own key is not part of the exclusion key set, can calculate the IEK(using the following

algorithm:

functfion CalculateEncryptionKey
{

IEK = 0
b= 0
Tpmp:= ""
while (b < n) {
if (bit b in access mask equals 0) {
Temp:= Temp || CalculateNodeKey(b + n - 1)
} //end if

}| //end while
IEK:= HMACisHAlilZS(Temp, Salt)
return IEK

functfion CalculateNodeKey (1)

iff (NKi is in KeySet) {
return NKi from KeySet

ellse

parentkey = CalculateNodekey( parent (i) )
return AES{ parentkey sh\W 1 )

A.7.2 Example tree and keyset

Figure Al5 shows avsample tree with keys for a device at position 7 (i.e. device
defined in subsection ‘e’ of A.7.1

D0), as
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EXAMPLE
EXAMPLE

EXAMPLE
IEK by con
computing

A8 A

A.8.1

For a qui

A.8.2

IPsec m
authentio
from the

-@ @ =@ @ @ ~@ ~@ °
NK7 NK8 NK9

NK10 NK11 NK12 NKA3

I Keyset for DO = {NK2, NK4, NK8}
P Keyset for D4 = {NK1, NK6, NK12}
B To effectively disallow devices D1, D5 and D7 to access a certain asset, the rights issuer

an HMAC-SHA1-128 over the BCI as retrieved from the rights ‘ebject:

IEK = HMAC — SHA1_128{NKg |INK%, [|NK 1, }(BCI)

Figure A.5 — Sample tree with correct hode and device numbering

ithentication

General

ck overview of the authentication "hierarchy" of the system, see 5.4.8.

Authentication forIlPsec

ay be used \with authentication. In case of authentication with IP
ation data_shall carry the TAS. The authentication mechanism shall create
TAS.

shall be

To obtai:{; thé encrypted traffic key material from the KSM the encrypted traffic key

ecfypted with the SEK or PEK:

NK14

derives an

catenating the device revocation keys (NKg, NKi2 and NKy,) and.using this concatenation ag a key for

sec, the
the TAK

material

or

TAS = D{SEK]}(traffic_key_material)

TAS = D{PEK]}(traffic_key_material)

The authentication key shall be generated from the authentication seed:

where

TAK = fa 4, {TAS}(CONSTANT_TAK)

CONSTANT_TAK = 0x040404040404040404040404040404 (120 bit)
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See A.8.5 for details on f-auth.

The TAK shall be used in the MAC generation/verification of the IPsec data. See IETF RFC
2406 for details.

A.8.3 Authentication for KSMs
A.8.3.1 General

A key stream message can contain two MAC fields, the programme MAC field and the service
MAC field. If only one MAC field was used, the authentication key could only be renewed
when both SEK and PEK change at the same time. Having two MAC fields and two
authentication keys makes it possible to authenticate the message and check for its integrity
while only having one key set. The service authentication key (SAK) and the gprpgramme
authentidation key (PAK) shall be derived from the service authentication seed|and the
programme authentication seed respectively, which are transmitted together |with the
encryptign keys in the ROs. How this is carried in the BCRO and ICRO"is dgfined in
subsequent subclauses. A service RO will contain SEAKs and a programme RO wil|l contain
PEAKS.

To obtaip the PAS or SAS from the BCRO, the encrypted SEAK/PEAK, see 8.4.3, shall be
decrypted with the IEK:

SAS =LSB,,4 (D{IEK}(encrypted_service_encryption_authentication_key))

PAS =LSB,,4 (D{IEK}(encrypted_program. encryption_authentication_key))
The authpntication key shall be generated from' the authentication seed:

SAK = T {SAS}HCONSTANT_SAK)

PAK = f,uih {PAS}HCONSTANT_PAK)

where
CONSTANIY'SAK = 0x020202020202020202020202020202 (120 bit)

CONSTANT_PAK =0x010101010101010101010101010101 (120 bit)

See A.8.% for details on f-auth.

The SAK or PAK shall be used in the MAC generation/verification of the KSM. The algorithm
used to calculate the MAC field shall be HMAC-SHA1-96 according to FIPS PUB 198:2002
and IETF RFC 2104, using authentication keys of 160 bit in both cases.

A.8.3.2 Transport of SEAK and PEAK in OMA DRM 2.0 rights objects

The encryption keys and authentication keys (SEAK and PEAK), encrypted with a key
transport algorithm as specified in OMA-ERP-DRM-V2_0 (the default being AES_wrap (see
NIST:2001) which is used in the examples below), shall be transported in an ICRO as separate
ds:KeyInfo elements in the <asset> fragment of the rights object. Hence, the <asset>
fragment of a service ICRO contains the following (see OMA-TS-DRM-REL-V2_0 for a
detailed specification of the XML elements).
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<o-ex:asset o-ex:id="asset ID">
[..]

<ds:KeyInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aesl28"/>
<ds:KeyInfo>
<ds:RetrievalMethod URI="#K MAC and K REK"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>encrypted service_encryption_key</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
<ds:KeyInfo Id="service_authentication_seed_id" >
<xencpeEncryptedKe
<xepc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aesl28"7/>
<ds|:KeyInfo>
<ds:RetrievalMethod URI="#K MAC and K REK"/>
</dp:KeyInfo>
<xepc:CipherData>
<kenc:CipherValue>encrypted service_authentication_seed</xenc:CiphetValue>
</xenc:CipherData>
</xenf:EncryptedKey>
</ds:KelyInfo>
</o-ex:aspet>

encrypted_service_encryption key =
E{REK}(SEK) = AES wrap{REK}(SEK)
encrypted_service_authentication_seed =
E{REK}(SAS) = AES wrap{REK}(SAS)

where SEK and SAS are both an AES key of 128 bits and service_authentication_seg¢d_id is a
unique identification of the authentication seed Keylnfo element within the ICRO, copstructed
as follows.

servicg authentication seedydd = asset ID || " authSeed"

Similarly| the <asset> element of-a.programme ICRO contains

<o-ex:asspt o-ex:id="asset IDW>
[..]

<ds:Key[lnfo>
<xenc|:EncryptedKey>
<xepc:EncryptienMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aesl28"/>
<ds|:KeyInfos
<dsfRetrievalMethod URI="#K MAC and K REK"/>
</dp:KeyInfo
<xepcy€lpherData>
<xenc:CiphervValue>encrypted programme_encryption key</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
<ds:KeyInfo Id="programme_ authentication_ seed id" >
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aesl28"/>
<ds:KeyInfo>
<ds:RetrievalMethod URI="#K MAC and K REK"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>encrypted programme_ authentication_seed</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>

encrypted_programme_encryption_key =
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E{REK}(PEK) = AES_wrap{REK}(PEK)
encrypted_programme_authentication_seed =
E{REK}(PAS) = AES_wrap{REK}(PAS)

where PEK and PAS are both an AES key of 128 bits and programme_authentication_seed_id
is a unique identification of the authentication seed Keylnfo element within the ICRO,
constructed as follows.

programme authentication seed id = asset ID || " authSeed"

A.8.3.3 Transport of SEAK and PEAK in BCROs
The encryption keys and authentication keys (SEAK and PEAK) shall be transported in a

BCRO by concatenating the encryption key and the authentication seed and then protecting
the resulfing field with AES CBC.

encrypted_service_encryption_authentication_key =
E{IEK}(SEAK) = AES_CBC{IEK}(SEK << 128) || SAS)

where SEK and SAS are both an AES key of 128 bits.

and encrypted_programme_encryption_authentication_key =
E{IEK}(PEAK) = AES_CBC{IEK}(PEK << 128){|/PAS)

where PEK and PAS are both an AES key of 128 bits.

A.8.4 Authentication of BCROs

BCROs ¢ontain one MAC field that is used to authenticate the message and to protect the
integrity of the message.

The authpntication key shall be generated frgm the RIAK:

BAK = f, it {RIAK}(CONSTANT_BCRO)

where
CONSTANT_BCRO = 0x030303030303030303030303030303 (120 bit)

To obtair] the RIAK the\device needs to have been equipped with a valid keyset. See|9.3.2 for
details.

See A.8.5 for details on f-auth.

The BAK shall be used in the MAC generation/verification of the BCRO. The algorithm used to
calculate the MAC field is HMAC-SHA1-96 according to FIPS PUB 198:2002 and IETF RFC
2104, using an authentication key of 160 bits.

A.8.5 General authentication mechanism

The function F-auth shall consist of the following steps.

a) Denote by PRF{key}(text) as the AES-XCBC-MAC-PRF with output block size 128 bits as
defined by IPsec WG in IETF.
e See IETF RFC 3566 for the AES-XCBC-MAC-PRF based key generation function.
e See IETF RFC 3664 for the requirement NOT to truncate the generated key material.

b) Apply the generated input key according to ideas of IKEv2 to generate authentication key.
Define a key generator function f-kg{key}(constant). Keying material will always be derived
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as the output of the negotiated PRF algorithm. PRF* is the function that outputs a pseudo-
random stream of n blocks based on the inputs to a PRF as follows:

T1= AES_XCBC_MAC_PRF{AS}(CONSTANT || 0x01)

T2 = AES_XCBC_MAC_PRF{AS}(T1|| CONSTANT || 0x02)

Tn = AES_XCBC_MAC_PRF{AS}(T1|| CONSTANT || n)

wher JAK) and
CONSTANT is the appropriate constant as specified in preceding subclauses,jor in the
next gne. The amount of blocks to derive is defined by the amount of key materia| needed,
i.e. nfis the amount of needed key bits divided by 128 and rounded up.

This means that if 160 bits were needed then PRF*() would be comput€ed, as:
T1|| T2 = PRF{K}(S)

c) The 160-bit authentication key is taken from the generated key.material as follows:
AK =MSB50(T1]| T2)
The gendrated authentication key shall be applied as specified in preceding subclausgs.

A.8.6 Authentication of token delivery response messages

Token dglivery response messages contain-one MAC field that shall be used to authenticate
the messfage and to protect the integrity of\the message.

The authentication key shall be generated from the RIAK:

TDRMAK = f i {RIAK}(CONSTANT_TDRM)
where
CONSTANT_TDRM = 0x050505050505050505050505050505 (120 bit)

To obtain thé RIAK the device needs have been equipped with a valid keyset. See|9.3.2 for
details.

See A.8.5 for details on f-auth.

The TDRMAK shall be used in the MAC generation/verification of the token delivery response
message. The algorithm used to calculate the MAC field shall be HMAC-SHA1-96 according
to FIPS PUB 198:2002 and IETF RFC 2104, using an authentication key of 160 bit.

A.8.7 Computation of the TAA_report_code field in the TAA report

Devices shall compute the TAA_report_code field of the TAA report (see 9.3.2.3.8) in the way
specified in this subclause.

During registration, the device may receive a TAA_descriptor (see 9.3.2.7.2 and A.11.7).
When the device receives a present_TAA_report() message (see 9.3.2.7.7), the TAA report
shall be computed immediately and shall be shown to the user without the user asking for it
(for example, through the user interface of the device). The device shall compute the TAA
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report and show it to the user whenever the user asks for it through the user interface of the
device. The device shall have suitable user interface functionality for this. The way a TAA
report should be shown to the user is specified in 9.3.2.3.8.

In the cases that it has to be computed, the TAA report_code shall computed as follows.

The TAA_report_value from the TAA_descriptor padded at the right with zero-valued bits,
such that a field with the block size of the TAA algorithm is obtained. This right-padded field is
decrypted with the TAA algorithm and TAA parameter as indicated in the TAA descriptor. The
leftmost 56 bits are of this decryption are taken as the TAA_report_code. The 17-digit decimal
representation of these 56 bits, including any leading zeroes is used as the TAA_report_code
in the TAA report. See also Figure A.6.

TAA_report_value || m - 56 zero-valued -bits

" {

8
TAA algorithm ——~
TAA
decryption
algorithm

TAA_parameter

m

N

TAA_report_code discard

Figure A.6 — Computation of the TAA_report_code

A.9 Checksum algorithms

A.9.1 General

The likelihood of errors in human communication according to empirical research from
Verhoef:1969 is exXpressed in Table A.7.

Table A.7 — Error likelihood in human communication

Nr Error Representation Relative likelihood
in %
1 Single substitution a=>b 60 to 95
2 Single adjacent transpositions ab => ba 10 to 20
3 Twin errors aa => bb 0,5to0 1,5
4 Jump transpositions (longer jumps are even rarer) acb => bca 0,5to0 1,5
5 Phonetic errors (phonetic, because in some languages the two a0 => 1a 0,5to0 1,5
have similar pronunciation, for example, thirty and thirteen)
where a={2,..,9}
6 Adding or omitting digits 10 to 20

a and b are different decimal digits, while ¢ can be any decimal digit.

The most common errors are therefore errors 1, 2 and 6. Error 6 is easily detected. The
following subclauses define a method to detect other errors.
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A.9.2 UDN checksum — Definition

The checksum on the UDN shall be calculated by F-upn.

We use codes over Z,, the integers modulo p, where p = 11. That is to say, codewords are
strings with entries from {0,1,....p—1}. We consider codes of length n defined by r parity

equations: a string c:(c1,c2,....,cn) with elements from Z, is a codeword if, and only if, it
satisfies the following condition

n
Y a;c; =0(mod p)
=

for each theck equation, which is defined by a = (ay,a5,....,a,).

We now [describe a [20,17] code, that is defined over 20 symbols from“Z,, using the three
following|check equations as specified in the matrix H3 below:

Take n 4 17, »r = 3 and p = 11. We consider the code defined by the » = 3 following check
equations.

1xc1+0xco+ 1 xcs+..+1xcqg 0modulo 11)
Oxci+1xcp+0xc3+...+1xcq9="0(modulo 11)
10 xc1+1xca+9xcez+...+ 1% eh =0 (modulo 11)

In other Words, a string ¢ = (c1,c2,....,c20) with eléments from Z., is a codeword if, and|only if, it
has innef product zero (modulo 11) with the@rows of the following matrix H3.

ny | np n3 N4 N5 ng Ny HgJ N9 Nq0 N1 M2 N3 N14 Ni5 Mg N7 NYg  N19 N0

1 0 1 0 1 0 1 0 1 0 1 2 3 4 5 7 8 1 0 0
H3| O 1 0 1 0 1 0 1 0 1 0 1 2 3 14 6 7 ( 1 0

101 1 9 2 8 3 714 6 514 5 7 [10] 3 2 8 ( 0 1

Error detection simply takes:-place by checking if the received word r =(r,r,,..., )| satisfies
the three|parity check equations.

Encoding can for example be done as follows: choose ¢4, ¢3,..., c17 in any way. If we define

C18=_(1 ><C1+O><CZ+1><c3+___+8><c17)mOdU|011
619:_(0><C1+1><CZ+O><C3+___+7><C17)mOdU|O11
pu—_('lﬂ n|+1 co+ QO nd+ + 8 p”)mnrlllln 11

then (c4, ca,..., c20) is @ codeword. We can view cqg, c1g9 and ¢y as parity check digits.

NOTE 1 We may restrict ¢q, ca,..., cq7 to be any of the numbers 0, 1, 2..., 9. Any of the three parity check digits

can be '10’. This 10’ can be represented by an alphanumerical character different from 0, 1,..., 9, for example X or
Z.

Decoding is done by

S18:(1 X Cq +0><02+ 1 ><03+...+1 ><C18)mOdU|O11
S19:(0><C1+1><(32+0><C3+...+1><C19)m0dU|011
S20:(10XC1 + 1 X02+9XC3 +..+1 XCzo) modulo 11

In short, the code defined with H3 detects all errors of any of the following types.

e Single and double substitution errors.

¢ Single and double transposition errors.
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e Any combination of a single substitution error and a single transposition error.

e All three consecutive substitution errors.

where a transposition is ab => ba and a substitution is a => b.

EXAMPLE The following example illustrates the use of the algorithm on valid UDN as input number.

Positon(nr) 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

|nputnumber|8|5|6|2|8|7|0|1|2|1|5|3|2|9|5|6|7| Choose a digit (0..9)

Matrix H3 1({o|1|0|1|0|1|0|1]|0|1|2|3|4|5|7|8|]1]|]0|0]| Rowforcig&sis
oji1|ofl1|o0o|1|0|1|0|1|0|1|2|3|4|6|7|0|1]|0 Row for c49 & s19
TUT L 4 Z (=] S 7 ) L S £ S T— IO S Z (=] U U I Row fLFCzo&Szo

Coding checkdigit = -stim(n1}n17y mod 11

c1s g8|lo|6|0|8|0|0|0|2|0|5]|6]|6]|36|25|42|56 9

c19 o|5|o0|2]o|7]0|1]0o|1|0]|3]|4]|27]|20]|36]|49 10

c20 80| 5 |54 4 |64|21| 0| 4 |12| 5 |20|15|14|90|15|12]|56 // 2

[s[sf2]o]s[6f7]o[10]2]

Codeword|8|5|6|2|8|7|o|1|2|1

Decoding checkdigit £ 4sum(n..n17and nyg oOr n4g 0Or{nye) mod 11
S18 glo|le6|o|s|lolojo|2|0]|5]|6]|6(|3625/42]|56/9]|0]0 0

S19 o|s|o|2|o|l7]o]1]o]|1]|0]|3|cay27|20]36]|49| 0 |10]| 0 0

520 80| 5 |54| 4 |64|21| 0| 4 |12| 5 |20|15p14|90|15]12|56| 0 | 0| 2 0

NOTE 2 The value 10’ of checksum digit c19 can be represented by an alphanumerical character differgnt from {0,
1,..., 9}, fol example X or Z.

A.9.3 ARC checksum — Definition

The chedksum on the ARC is calculated by F-ARc.

Take n 412, r = 2 and p = 11, We consider the code defined by the r = 2 following check
equations.

8 c1+8xcy+ 6 xcz+...t 1xcq1=0 (modulo 11)
3><C1+6XCZ+4><C3+...+1><C12=0(mOdU|O11)

In other Words, a.string (¢4, ca,..., ¢12) with elements from Z,, is a codeword if and only if it has
inner productzero (modulo 11) with both rows of the following matrix H1:

n1 ) 110) ) 10 1na 15, e nz e na ) 7ETaY a4 40
8 | 8| 6 |5 |10 5|6 |4 1 4 1 0
3] 6 |42 |6 |8]2 1 2 4 0 1

H1

Error detection simply takes place by checking if the received word r =(r,rs,...,r15) satisfies
the two parity check equations.

Encoding can for example be done as follows: choose ¢4, ca,..., c1o in any way. If we define

011:_(8><c1+8><62+6><C3+...+4><C10)mOdU|O11
c12==(3xc1+ 6 xco+ 4 xcz+..+ 4 x cqg) modulo 11

then (c4, ca,..., c12) is a codeword. We can view cq4 and ¢4, as parity check digits.

NOTE We may restrict ¢q, ca,..., c10 to be any of the numbers 0, 1, 2..., 9. Any of the two parity check digits can
be ’10’. This 10’ can be represented by an alphanumerical character different from 0, 1,..., 9, for example X or Z.

Decoding is done by:
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1 :(8><c1+8><62+6><63+...+ 1 ><C11)mOdU|O11
C12=(3><C1 +6xcot4 xezt. + 1 ><C12) modulo 11

o All single and double substitution errors are detected.

e All single and double transposition errors are detected.

e Any combination of a substitution error in position 12, and a transposition error in

positions not involving position 12 is detected.

e A substitution error not in position 12 "matches" exactly one transposition error. About 1 %
not detected.

F  The following example illustrates the use of the algorithm on validhARG

Choose a digit (0..9)

Row foric 1 & s14
Row/for C12 & S12

checkdigit = -sum(n1..n19) mod 11

S

checkdigit,="+sum(ns..n1pand nq1 or n12) mod 11

0
0

where a |a||opuaitiuu ts—ab—=>baand—a—substitutronts—a—=>1-

EXAMPL

number.

Position(g)) 1 2 3 4 5 6 7 8 9 10 11 12

Inputnumber|1|6|6|o|8|7|3|1|0|1|

Matrix H1 8|6 10| 5 41410
6|4 6|8 12401

Coding

c1 8 |48|36| 0 |80|35[18| 4| 0| 4

c12 3 |36|24| 0 |48|56| 6|1 |04

Codeword |1|6|6|0|8|7|3|1|0|1|9|9|

Decoding

S11 8 |48|36| 0 |80|35[18{4 0 |4a]9]|oO

S12 3036|24] 0 |48|56|6 )1 |0]4a]0]09

A.10 Use of PKCS#1

A.10.1 |RSAsignatures under PKCS#1

RSA signatures shall be made as specified by the implementation guidelines of If

as input

ETF RFC

3447.

The scheme is RSA + SHA1. There are two choices specified in IETF RFC 3447 as they are

RSASSA-PSS and RSASSA-PKCS1-V1_5.

Since OMA DRM 2.0 is used for interactive mode of operation and uses RSASSA-PSS,
RSASSA-PSS shall be used to sign the binary messages for broadcast mode of operation.

A.10.2

RSA encryption/decryption under PKCS#1

RSA encryption/decryption shall be done as specified by the implementation guidelines of
IETF RFC 3447.

The recommended cipher in IETF RFC 3447, RSAES-OAEP, shall be used for RSA encryption
and decryption.
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A.11 Tag length format for keyset_block

A.11.1 TLF syntax definition

A tag length format (TLF) is defined to identify the keyset_items in the keyset_block. A
keyset_item is identified by following syntax:

<tag> [optional <clarifier>] [optional <length>] <keyset_item>
The following values are defined and shall be used.

A.11.2 Tag

This is g 4-bit field (bslbf) indicating the tag that uniquely identifies the keyset|item, as
specified|in Table A.8.

Table A.8 — Defined tag values

Keyset_item Tag () Clarifier present Remark

UGK 0000 NO

SGK 0001 YES

UDK 0010 NO

UDF 0011 NO

BDK 0100 NO

SBDF 0101 NO shortform_domain_ifl

LBDF 0110 YES

RIAK 0111 NO

TDK 1000 NO

Reserved fpr future use. 1001-1101 YES Not used in this starjdard

TAA 1110 YES For its specification,|see
A11.7
If present in a keysdt block,
the TAA shall be thq first
keyset item.

CGF 1111 YES See 7.2.2

e The Keyset items shall be included in the order of the table above, except for TAA, which
shall pelthe first keyset item if it is present.

o The keyset shall'include at most one instance of each the following keys: UGK, UDK, UDF,
RIAK and TDK.

e If included the SGKs (8 or 9) shall follow in fashion SGK1..x.

e The keyset may include zero or more domain sets (BDK, SBDF, LBDF). If included, the
SBDF shall follow the BDK it belongs to, followed by the optional LBDF that belongs to the
afore-mentioned SBDF.

A.11.3 Clarifier (optional)

This 10-bit field (bslbf) can be used to indicate the following possible values. See also
Table A.8 for the presence and absence of the clarifier field.

e In case the preceding <tag> value indicates a SGK, this field shall be present. It shall
represent the position of a SGK in the fiat naor tree.
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e In case the preceding <tag> value indicates a LBDF, this field shall be present. It shall
represent the length of the LBDF in bytes and be of type uimsbf.

e In case the preceding <tag> value indicates a TAA, this field shall be present. It shall
represent the length of the next keyset_item field in bytes and be of type uimsbf.

e In case the preceding <tag> value indicates a CGF, this field shall be present. It shall
represent the length of the CGF in bytes and be of type uimsbf.

e Future extensions to this standard shall always use tag + clarifier + length + keyset_item.
The clarifier field shall indicate the length of the keyset_item field in bytes and be of type
uimsbf.

e Inall
A.11.4
A.11.4.1

If keyset

other cases, the clarifier field shall not be present.

Speciyimt  thre-chartfrerfietd+ " - 3EHK

General

| item

0001 (i.e. SGK) then the field "clarifier" shall indicate the ‘positi

SGK as a node in the fiat naor tree (see Fiat Naor:1998). When m = groupxsize, then

(m), whe
2(n+1) _ 1
nodes in
the SGK
are used
numbere

e n is number of SGKs in tree. Possible positions for the-SGKs in the
. Therefore, the parameter "position" is expressed with/10 bits to expre
a tree. The first most significant bit left will be used as binary indicator to i
position is a node (0, zero) or a leaf (1, one). Bit positions 2..10 (from left td

bn of the
n=2log
tree are
ss 1 023
ndicate if
right Isb)

in binary format as an indication of the node and-leaf position. Nodes
] according to Figure A.7. The nodes at the bottom‘level of the tree (for exa

shall be
ple, DO

in Figure|A.5) are also called leaves. Leaves represent devices. A leaf is a node (for pxample,
DO == NK7 in Figure A.5), but a node does not need. to be a leaf (for example, NK5 in in
Figure Al5). Leaves are numbered from left to right, starting at 0. See in Figure A.5 for
examples.
Parent
node
[
Left Right
child child
node node
2i+1 2i+2
Key
The root ke¢y R-is"numbered zero. Node keys NK are sequentially numbered per "level" in a breadth-first manner
from left to|right, starting from the root node with number 0.

Figure A.7 — Node numbering

A.11.4.2 Specifying the use of the clarifier for length of LBDF

If LBDF is included, the field "clarifier" specifies the variable length of the LBDF in bytes, as
specified in A.11.6.

A.11.4.3 Specifying the use of the clarifier for length of TAA

If the TAA is included, the field "clarifier" specifies the variable length of the TAA in bytes.

A.11.4.4 Specifying the use of the clarifier for length of CGF

If CGF is included, the field "clarifier" specifies the variable length of the CGF in bytes, as
specified in 7.2.2.4 and 9.3.2.7.2.
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This is a 3-bit field (bslbf) indicating the length of a keyset item, as specified in Table A.9 and
Table A.10. This field shall be present for all keyset items, except for the LBDF keyset item.

Table A.9 — Defined length values

(Key) length prescriber Length (1) Remark
128 bit AES 000
192 bit AES 001
256 bit AES 010
5 byte Eurgerypt 044
6 byte 100 SBDF
Reserved fpr future use 101-110 Not used in this standard
nil field 111
NOTE The nil field may be used in future extensions to ensure that future codes can bé)parsed by legagy devices.
Table A.10 — Correct usage of length values
Keyset_item Allowed.(key) length prescriber (binfry)
UGK 000, 001 ‘%r 010
SGK 000,005 or 010
UDK 000,001 or 010
UDF 011
BDK 000, 001 or 010
SBDF 100
LBDF Shall use clarifier field for length
RIAK 000, 001 or 010
TDK 000, 001 or 010
TAA nil (111)
CGF Shall use clarifier field for length
A.11.5 |TLF examples
EXAMPLE1 A 5-byte Eurocrypt address implementing the UDF will be coded as

<0011> <011> <UDF>

EXAMPLE 2 A 48 bits SBDF address will be coded as

<0101> <100> <SBDF>

EXAMPLE.3 A LBDF address of 105 bytes will be coded as

<0110> <0001101001> <LBDF>
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EXAMPLE 4 A 128 but AES key implementing the UGK will be coded as

<0000> <000> <UGK>

EXAMPLE 5 A 128-bit AES key implementing the SGK on node position NK5 in Figure A.5
will be coded as

<0001> <0000000101> <000> <SGK>

EXAMPLE 6 A 128-bit AES key implementing the SGK on node position NK7 (i.e. DO) in

L.

Figure A,

<0001

EXAMPL

<1001

A.11.6

In OMA
characte

The strin
UTF-8 ch
other hari

The 17 X
The long
The shor

A11.7

The synt

rewH I dad
CARAALLEESA>IAvAVAV Aviv By e o)

<1000000000> <000> <SGK>

F 7 A CGF of 10 bytes will be coded as

<0000001010> <CGF>

LBDF syntax

DRM 2.0, the domain ID can be 1 to 17.characters (any) followed b
S.

aracter encoding for ASCII characters is 'efficient' with 1 byte per characte
d, there are characters that are encoded using 6 bytes (Asian languages).

ML UTF-8 characters shall be translated into bytes as follows.
st OMA DRM 2.0 domaih identifier encoded as bytes is 6 x 17 + 3 bytes =
est domain identifier is 4 bytes.

TAA descriptor syntax

hx of the TA Algorithm TLF fields is specified in Table A.11.

U 3 digit

g that forms the identifier is encoded normally in ROAP messages using UTF-8. The

. On the

105 bytes.
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Table A.11 — TAA descriptor syntax

Field Length Value Type
TAA_descriptor() {
tag 4 1110, bslbf
clarifier 10 uimsbf
length 3 111, bslbf
TAA_TA_ID 10 uimsbf
TAA_report_value 56 uimsbf
TAA_algorithm 8 uimsbf
TAA_pprameter 8*clarifier — 74 — n bslbf
TAA_ppdding n (n>0) 0p (n times) bslbf
}

tag — Thils is the tag for TAA as defined in Table A.8.

clarifier

TAA_TA
algorithm
9.3.2.7.2

TAA_replort_value — This field contains the value-fo-be used in the determination of

report to

TAA_algprithm — This field contains whigh algorithm is used for extra encryptid

- This is the clarifier for TAA as defined in A.11.1.

s for extra encryption of the keyset block in which this descriptor is loc
and 9.3.3.

the RI of the reception of the TAA in theregistration message; see 9.3.2.3.8

[ ID — This field contains the Identifier of the/trust authority that delined the

ted; see

the TAA

n of the

keyset block; see 9.3.2.7.2 and 9.3.3. See Table A.12 for the values of this field pnd their
meaning
Table'A.12 — TAA algorithm values
Field value Meaning Remark
0x00-0xff Indicates the extra encryption The algorithms are definefd by the
algorithm of the TA indicated by the | TA
field TAA_TA_ID
TAA_parlameter — This field contains the parameter(s) for the algorithm indicated by the

d in the

TAA_alg

prithim field. The parameter(s) are defined by the trust authority indicatg

TAA_TA_ID field.

TAA_padding — This field is an n-bit zero-valued padding field. The total length of the TAA
tag field, clarifier field, length field and keyset_item field shall be 1 bit plus a multiple (m) of 64
bits. There shall be at least 1 padding bit, i.e. 17 + clarifier x 8 = m x 64 + 1. There shall be at
least one padding bit, because the last bit of the TAA_parameter field is encrypted with the
TAA encryption; see 9.3.2.7.2 and 9.3.3.

A12 M

essage_tag overview

The messages that are defined in this standard shall use message_tag values as specified in
Table A.13.
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Table A.13 — Message_tag overview

Message name Message_tag Specified in

BCRO() 0x20 8.4.2
device_registration_response() 0x01 9.3.2.7.2
re_register_msg() 0x11 9.3.2.7.3
update_ri_certificate_msg() 0x12 9.3.2.7.4
update_drmtime_msg() 0x13 9.3.2.7.5
update_contact_number_msg() 0x14 9.3.2.7.6
domain_registration_response() 0x02 9.3.3.5.1
domain_ujdate_response() UXU3 9.3.3.5.2
join_doma|n_msg() 0x15 9.3.3.5.3
leave_donjain_msg() 0x17 9.3.3.5.4
present_TAA_report() 0x18 9.3.2.7.7
token_delijery_response() 0x30 9.3.4.4

A.13 Table ID overview

Table A.14 lists all table IDs that are used in the MPEG Sl tables used in this standand.
Table A.14 — Table ID overview
Table ID Value Stream Rémark

KSM_TABUES80_ID 0x080 KSM To indigate
changelin data,
for example, odd/
even cdntent key

KSM_TABUES81_ID 0x081 KSM To indigate
changelin data,
for example, odd/
even c@dntent key

BCRO_TABLE_ID BaseTablelD+0x02 Rl service

DEVICE_REGISTRATION_TABEEND BaseTablelD+0x03 Rl service

RE_REGIS|[TRATION_TABLE\ID BaseTablelD+0x04 Rl service

UPDATE_RI_CERTIFICATE TABLE_ID BaseTablelD+0x05 Rl service

UPDATE_QRMTIMELTABLE_ID BaseTablelD+0x06 Rl service

UPDATE_QONTACT_NUMBER_TABLE_ID | BaseTablelD+0x07 Rl service

DOMAIN_REGISTRATION_TABLE_ID BaseTablelD+0x08 Rl service

DOMAIN_UPDATE_TABLE_ID BaseTablelD+0x09 Rl service

JOIN_DOMAIN_TABLE_ID BaseTablelD+0x0A Rl service

LEAVE_DOMAIN_TABLE_ID BaseTablelD+0x0B Rl service

TOKEN_DELIVERY_TABLE_ID BaseTablelD+0x0C Rl service

PURCHASE_CHANNEL_TABLE_ID

BaseTablelD+0x0D

Stream referenced to by
purchase_info_descript
oror CA_PID in
CA_descriptor_loop

SERVICE_BUNDLE_TABLE_ID

BaseTablelD+0x0E

Stream referenced to by
purchase_info_descript
oror CA_PID in
CA_descriptor_loop

PURCHASE_ITEM_TABLE_ID

BaseTablelD+0x0F

Stream referenced to by
purchase_info_descript
or or CA_PID in
CA_descriptor_loop
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Table A.14 lists the table IDs used for the Sl-tables defined in this standard. The BaseTablelD
is OxBO. All table IDs are in the user-defined range. Without any knowledge of how the table is
signalled or on which special stream the table is transmitted, a terminal will not be able to
uniquely identify a table as other specifications might define tables with the same IDs. It is
therefore important that PIDs carrying tables defined in this standard shall not carry other
tables with the same table IDs.

A.14 Multilingual text structure

The multilingual text structure is used to convey text in different languages. Wherever
multilingual_text() is used, this is replaced with the structure given by Table A.15.

Table A.15 — Multilingual text structure

Multilingual text structure Length Type

multilingual_text() {

ISO_639_language_code 24 bslbf
text_length 8 uimshf
international_text 8téxt_length bslIbf

ISO_639] language_code — This 24-bit field identifies the language of the text in the
‘internatipnal_text’ field. The ISO_639_language_ code contains a 3-character [code as
specified| by 1SO 639-2:1998. Both ISO 639-2/B~and I1SO 639-2/T may be us¢d. Each
character is coded into 8 bits according to ISO/IEC’/8859-1:1998 and inserted in ordefr into the
24-bit field.

EXANPLE: English has the 3-character code ‘eng’, which is coded as:
"0110 0101 0110¢H110 0110 0111".

text_length — This field specifies thelength of the following text in bytes.

internatipnal_text — Variable length field with length text_length*8 bits. This field|contains
the text nformation. The~encoding of the text and the character set used is spegcified in
ETSI EN|300 468, Annex A:

A.15 Authentication of the tokens_consumed field in the token consumption
data

Devices |shall authenticate the tokens consumed field and the device nonce of the token

consumption report; see 9.3.2.3.5 in the way specified in this clause. The hash function used
here is one of the four secure hash functions from Schneier:1996, page 449 (the upper left
one in Figure 18.9).

The maximum amount of tokens that can be reported as consumed is 9999. The amount of
tokens, with the above-mentioned restriction, is represented with a 14-bit uimsbf number and
called tokens_consumed. The value of device _nonce can be in value between 0 and 9 and is
represented as a 4-bit uimsbf number. The 14-bit number tokens_consumed is right
concatenated with the 4-bit number device_nonce. The resulting 18-bit number is right
padded with 0x1 and right padded again with 109 binary zeroes (so 2109). The resulting 128-
bit number is used as the input for a single AES block. The report authentication key, as
obtained with the token delivery response message (see 9.3.4.4) is used as the key input for
the AES block. The 128-bit output of the AES block is EXOR-ed with the 128-bit input of the
AES block. The left-most 43 bits of the result of this EXOR operation are taken as the
report_authentication_code. The 13-digit decimal representation of these 43 bits, including
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any leading zeroes is used as the report_authentication_code in the token consumption report.
See also Figure A.8.

tokens_consumed || device_nonce || 2%

128

128
report_authentication_key ﬁgj AES 128

128
43 7 : 85
report_authentication_code discard

Figure A.8 — Computation of the report_authentication_code

A.16 Management of tokens by Rls and devices

A.16.1 |Token management by Ris
A.16.1.1| General

There arg¢ two business models for the use of tokens.

The first pusiness model is'that all tokens ordered by the user are paid for by the us¢r. These
tokens afe pre-paid tokens. The second business model is that a user orders tokens| but only
wants to [pay for thé)ones he actually consumes. These tokens are post-paid tokens.

The tool$ to(support these two business models are the token delivery response message
(see 9.3.4.4) and the token reporting protocol (see 9.3.4.3). The next subclauses spgcify how
these todls-may-be-used-byanrRHo-supporttheabeove-two-busiressmodelsand-how one can

switch from one business model to the other.

A.16.1.2 Pre-paid token business model

Setting the token_reporting_flag in the token delivery response message to 0x0 will signal to
the device that it does not now nor in the future have to report anymore on the consumption of
any of the tokens received so far from this RI.

Therefore, in the pre-paid token business model, where the user has agreed to be billed for
the delivery of the tokens and their consumption need not be reported, the RI will set the
token_reporting_flag to 0x0.

Tokens that are delivered from an Rl to a device with a token delivery response message
which token_reporting_flag has been set to 0x0 can be called pre-paid tokens.
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A.16.1.3 Post-paid token business model

Setting the token_reporting_flag in the token delivery response message to 0x1 will signal to
the device that it shall report on the consumption of these tokens.

NOTE 1 Although a broadcast device can only display the token consumption message to the user and relies on
the user to report this message to the RI, the wording in this subclause is as if the device does the reporting.

Therefore, in the post-paid token business model, where the user has to be billed for the
actual consumption of the tokens and their actual consumption shall be reported by the device,
the RI will set the token_reporting_flag to 0x1.

Tokens that are delivered from an Rl to a device with a token delivery response message
which toKe T OX T R

In the pogst-paid token business model, the RI can limit its risk, by making sure-that|a device
at all time¢s only contains post-paid tokens up to a certain maximum, the so<called credit-limit.
Furthermore, the Rl can set a date/time limit in the device after which"_the devige is not

a) The Rl sends in the first token delivery response message a number of tokens eqpal to the
credif limit. Furthermore, the RI sets the token_reporting.flag in the token| delivery

b) The RI waits for the reception of a token consumption mgssage.

c) If thel RI receives a token consumption message, ‘it shall check the authenticity of the
tokenls_consumed field. If the authentication fails;;go to step b); otherwise, contjnue with

d) For r¢asons explained in A.16.1.4, if the reported number of consumed tokens |is higher
than the credit limit, the RI shall assume_that only a number of post-paid tokeng equal to

e) The RI bills the user for the amount(of post-paid tokens consumed with a maximpm equal

f) The RI sends a token deliveryresponse message a number of tokens equal to the amount

RI sefs the token_reporting ‘flag in the token delivery response message to Ox1|and sets

g) Go to[step b).

NOTE 2 Ip the above,\the use of the response_flag, device_nonce, earliest_reporting_time, latest_repprting_time
and other flelds has _nof been included.

NOTE 3
message

he RI_can force the creation of a token consumption message by sending a token delivery response
thhits’ status field set to "TokenConsumptionMessageError" or to "NoTokenConsumptionMessphge".

A.16.1.4 Switching from the pre-paid token business model to the post-paid token
business model

When at a certain point of time, the user asks the RI to switch from the use of pre-paid tokens
to the use of post-paid tokens and the RI agrees, the RI starts at step a) in A.16.1.3. The
device will report the actual consumption of tokens that have been delivered to it in step a)
and in all steps f). However, at the time of executing step a), the device may still have some
pre-paid tokens. Based on the implementation of the device, these pre-paid tokens may also
be reported as consumed by the device; see A.16.2. Because the Rl knows that a device
never holds more post-paid tokens than the credit limit, the Rl shall assume that at most an
amount of tokens equal to the credit limit have been consumed by the device. Hence step d)
in A.16.2.
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A.16.1.5 Switching from the post-paid token business model to the pre-paid token
business model

When at a certain point of time, the user asks the RI to switch from the use of post-paid
tokens to the use of pre-paid tokens, and the RI agrees, the Rl has a few options.

One option is that the RI bills the user for the amount of post-paid tokens that were left in the
device at the time of the last token consumption message. These tokens have in effect then
become pre-paid tokens. The RI will set the token_reporting_flag in the next token delivery
response message to 0x0 and set the value of token_quantity to zero or to the amount of
tokens that the user wished to purchase in addition to the amount of post-paid tokens left in
the device (encrypting token_quantity yields the encrypted_token_quantity field).

Another pption, useful, for example, when the previous option turns out to be expgnsive, is
that the RI performs the actions specified in A.16.1.6 for clearing the post-paid-fokdgns left in
the devide. After clearing the post-paid tokens, the Rl can start sending pre-paid-tokgns to the
device if the user wishes to purchase these.

A.16.1.6| Stopping the post-paid token business model

When at [a certain point of time, the user informs the RI that he no’longer wishes to pise post-
paid tokgns, not even the ones that are still in his device, the RI can do the following. The RI
sends the¢ device a token delivery response message with

o the YValue of token_quantity set to zero (enCrypting token_quantity yigelds the
encrypted_token_quantity field) or set the token_quantity_flag to 0x0;

e the tgken_reporting_flag field set to 0x1;

e the IIest_token_consumption_time set to a*date/time in the past;

o the sflatus field to "NoTokenConsumptionMessage".

This forces the device to generate a token consumption report. Using this, the Rl dgtermines
how many post-paid tokens are stilkin the device. The RI sends the device a token delivery
response message with

e the value of token_quantity set to minus the amount of post-paid tokens left in the device
(encrypting token_quaptity 'yields the encrypted_token_quantity field);

e the tgken_reporting (flag field set to 0x1;

o the IT:st_token_consumption_time set to a date/time in the past;

e the sflatus field_to "Success".

The aboye/message may be repeated several times. After reception of this token delivery
message),_the device will have no post-paid tokens left. Any remaining pre-paid tokens can
still be consumed by the device.

A.16.2 Token management by devices
Each RI context in a device shall at a minimum contain

e a token purse, which is incremented with the tokens received from the Rl and which is
decremented with the amount of tokens required for each requested consumption of
metered protected content from the corresponding RI. If a decrement would yield an
accumulator value of less than zero, the device shall deny the requested consumption of
metered protected content from the corresponding RI;

e a token consumption accumulator, which initially starts at zero;

o the token purse initially starts at zero.
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Whenever a device receives from an Rl a token delivery response message that has its
token_reporting_flag set to 0x0, the device sets the token consumption accumulator
associated with the RI to zero and shall consider all tokens in the token purse associated with
the RI as pre-paid tokens.

In case of the reception of a (series of) token delivery response message with the
token_reporting_flag set to 0x1, there are two possible implementations of token consumption
registration.

A device with a simple implementation of token consumption registration would do the
following.

a) Whenever tokens are required and available for consumption, then, in addition to
decrgmenting the token purse associated with the RI, the device also increments,the token
consymption accumulator associated with the RI with the same amount.

b) When a device receives a token delivery response message with status "Succegs" and a
token| reporting_flag set to Ox1, the device shall schedule the creation of|a token
consymption report at a suitable time, keeping in mind the,Wwalue in the field
latest] consumption_time and possibly the values in the fields earliest_reporting [time and
latest| reporting_time.

If the| response_flag was set to 0x1, the device shall decrement the token conisumption
accumulator associated with the Rl with the amount ofCfokens reported in the token
consymption report that this token delivery response _message was a responsI to. The
device may delete that token consumption report and/all others sent before that token
consymption report was sent.

The device shall increment the token purse associated with the Rl with the number of
tokenls indicated in the encrypted_token_quantity field of this token delivery fesponse
messgage.

c) Wherl a device receives a token, delivery response message with status
"TokgnConsumptionMessageError" or<with status "NoTokenConsumptionMessage", the
devicge shall immediately create a teken consumption report.

d) Whenl a device creates a token consumption report, it uses a device_nonce that is one
highefr than the previously used device_nonce. If the previously used device_nong¢e was 9,
the device uses 0 as the next device_nonce.

e) Whenl a device createsv'a token consumption report, it uses the value of the token
consymption accumglator associated with the Rl as the amount of tokens to feport as
consymed.

f) Tokem consumption reports shall be stored by the device, at least until the devicelreceives
a token delivery response message indicating that they have been successflilly been
processed by the RI or indicating that later created token delivery messages have been
succgssfully been processed by the RI.

g) The device shall stop with the execufion of the above actions when It receives a token
delivery response message with the token_reporting_flag set to 0x0. The device shall then
set the token consumption accumulator associated with the Rl to zero and may delete all
created token consumption reports.

The device actions above imply that the RI will consider the first credit_limit tokens reported
as consumed to be post-paid tokens, even though the device might still have had pre-paid
tokens. Furthermore, if the current date/time is past the date/time set in the
latest_token_consumption_time field, a device is not allowed to use tokens any more. Since a
device according to the above rules does not keep track separately of the pre-paid tokens, it
cannot use tokens anymore even though the device might still have had pre-paid tokens.

With a slightly more complex implementation, the above two disadvantages can be solved.
The device can then first consume all pre-paid tokens before consuming any post-paid tokens.
To this end, the device would implement two token purses per RI, a pre-paid token purse and
a post-paid token purse for tokens that have been delivered to the device with token delivery
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response messages with the token_reporting_flag set to Ox1. The device can first consume all
tokens in the pre-paid token purse. Consumption of tokens from the pre-paid token purse will
not influence the value of the token consumption accumulator and this consumption will
therefore not be reported by the device. Whenever the device consumes tokens from the
other token purse, the token consumption accumulator shall be incremented with the same
amount. A device according to this implementation, upon the reception of a token delivery
response message with the token_reporting_flag set to 0x0, shall increment the pre-paid
token purse with the tokens in the post-paid token purse, shall set the post-paid token purse
as well as the token consumption accumulator to zero.

A.17 Service guide and CDP signalling for IPDC over DVB-H systems

A.17.1 [General

This stamdard requires certain information to be signalled or carried in the-'servige guide,
alongsidg¢ protected services. This clause specifies the formatting of this data in the ESG and
CDP for IPDC over DVB-H systems.

The ES(|is fully specified by

o the géneral structure as in ETSI TS 102 471;
e the dIta formats relating to this standard as in this clause;

e the data field definitions as in 12.5.

The CDH is fully specified in ETSI TS 102 472, with the  addition of the extra parameter in the
SDP as dpecified in A.17.5.

A.17.2 |Data mapping
A.17.2.1| Signalling of service operation centre

All servige information centre data is-included in the PurchaseChannel fragment apd in the
private data element, using ServiceOperationCentreType.

<compflexType name="ServiceOperationCentreType">
<fomplexContent>
<extension base="esg:PrivateDataType">
<sequence>
<element name="socID" type="anyURI"/>
xalement name="socName" type="mpeg7:TextualType" maxOccurs="unboupded"/>
<element name="socKeyURL" type="anyURI"/>
<element name="socInfoURL" type="anyURI"/>
<element name="socRiProxyURL" type="anyURI" minOccurs="0"/>
</sequence>
</extension>

</ TCOMpPIExXCOITtEITC
</complexType>

In order to signal the socID using a XML type of anyURI, the actual soclD is concatenated to
the following URI:

"http://www.18crypt.com/soclID:".

Given a soclD of, for example, 1234 the soclD SHALL be signalled as follows:
<c18:socID>http://www.18crypt.com/soclD:1234</c18:soclD>

A.17.2.2 Signalling of customer operation centre

All customer operation centre data is included in the PurchaseChannel fragment and in the
private data element, using CustomerOperationCentreType.
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<complexType name="CustomerOperationCentreType">
<complexContent>
<extension base="esg:PrivateDataType">
<sequence>
<element name="cocID" type="anyURI"/>
<element name="cocName" type="mpeg7:TextualType" maxOccurs="unbounded"/>
<element name="cocLocalFlag" type="boolean"/>
<element name="cocRekeyingSafetyWindow" type="integer"/>
<element name="cocPurchaseURL" type="anyURI" minOccurs="0"/>
<element name="cocPortalURL" type="anyURI" minOccurs="0"/>
<element name="cocContactInfo" type="mpeg7:TextualType"/>
<element name="cocRiID" type="roap:Identifier"/>
<element name="cocRiURL" type="anyURI"/>
</sequence>
</extension>
</complexContent>
</complexType

A.17.2.3| Signalling of service

Service information is given in the Service fragment. Service id, name and description are
signalled|with the respective fields in the service fragment. ServiceTypeEnum’is signalled with
the ServiceType element with ServiceTypeCS.

The serviceBaseCID is signalled in the private data element, using
HorizontalServicelnformationType.

<compllexType name="HorizontalServiceInformationType">
<fomplexContent>
<extension base="esg:PrivateDataType">
<sequence>
<element name="serviceBaseCID" tgpe="string"/>
</sequence>
</extension>
<} complexContent>
</complexType>

When sgrviceBaseCID is used to_construct a type that is a CID, e.g. servicg_CID or
programme_CID in 7.2.4, and if seryviceBaseCID starts with a prefix of the form “dcheme:”,
with ‘sct]eme’ as defined in IETF'RFC 1738, e.g. cid:, the prefix shall be dropped when

construcfing the CID, since CIDs cannot contain more than one prefix.

A.17.2.4| Signalling of Scheduleltem

Scheduldltem information is given in the ScheduleEvent fragment, except for the nfame and
descriptipn that are\given in the associated Content fragment. The schedule item iq shall be
instantiated.

A.17.2.5| \Signalling of Purchaseltem and PurchaseData

Purchaseltem information is given in the Purchase fragment, using
HorizontalPurchaseltemType. The purchase item name, version and id are given in
pltemName, pltemVersion and pltemID fields, respectively. The purchase fragment has a
reference to a ServiceBundle fragment, which is the sellable item.

pltemServiceld, pltemScheduleld and pltemContentld are not part of this fragment. Instead,
service can be sold by instantiating a ServiceBundle fragment that refers just to that service.
A scheduleltem can be sold by instantiating a service that contains just one scheduleltem,
and selling that service.

SubscriptionTypeEnum values are: 1 for continuous subscription, 2 for one-time subscription,
and 3 for preview.
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<simpleType name="subscriptionTypeEnumType">
<restriction base="integer">
<enumeration value="1"/>
<enumeration value="2"/>
<enumeration value="3"/>

</restriction>
</simpleType>
<complexType name="HorizontalPurchaseItemType">
<complexContent>
<extension base="esg:PurchaseDataBaseType">
<sequence>

<element name="pItemName" type="mpeg7:TextualType" maxOccurs="unbounded"/>
<element name="pItemVersion" type="integer"/>
<element name="purchaseOption">

<complexType>
<sequence>
clement name="SyubscriptionlInit" nillable="+frpe"
minOccursg"0">
<complexType>

<attribute name="subscriptionTypeEnum"
type="cl8| subscriptionTypeEnum" use="required"/>
<attribute name="subscriptionDuration™) type="¢uration"
use="requfired" />
</complexType>
</element>
<element name="UnitText" type="mpeg7:TextualType"
minOccursf"0" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
</sequence>
<attribute name="pItemId" type="unsignedInbl use="required"/>
</extension>
<} complexContent>
</complexType>
<simpfleType name="subscriptionTypeEnum">
<pnion memberTypes="cl8:subscriptionTypeEnumType integer"/>
</simpleType>

A.17.3 |Rights issuer services
A.17.3.1| Signalling of rights issuer services

Rights issuer services are signalled using the ServiceType scheme. The ServiceTypg element
is used |to identify theservice as an RI service by referencing ‘Rl servicd in the
ClassificationScheme urh;dvb:ipdc:esg:cs:ServiceTypeCS. Additional data for the Rl service
is signalled using thé RlServiceDataType that is used as an instance of the PrivateData
element in ServiceType.

<complexTlype names"RIServiceDataType">
<complexCpntent»
<pxténsion base="esg:PrivateDataType">
<sequence>
<element name="riID" type="roap:Identifier"/>
<element name="scheduled" type="boolean"/>
<element name="drmID" type="anyURI" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

A.17.3.2 Signalling of scheduled rights issuer service schedule

Rights issuer services can be addressed to certain groups or devices. In order to allow this
the PrivateData element of the ContentType is used to add group addressing. Scheduling of
these ContentTypes is done by using the ScheduleEventType in the usual way.
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<complexType name="RIAddressingType">
<complexContent>
<extension base="esg:PrivateDataType">
<sequence>
<element name="EuroCryptGroup" type="unsignedLong"/>
<element name="EuroCryptGroupMask" type="unsignedLong"/>
<element name="DeviceAddress" type="unsignedByte" minOccurs="0"/>
<element name="DeviceAddressMask" type="unsignedByte" minOccurs="0"/>
<element name="CertificateChainUpdate" type="boolean"/>
</sequence>
</extension>
</complexContent>
</complexType>

The fields- i i i d in this
timeslot.[ A device should evaluate the EuroCryptGroup and EuroCryptGroupMask as
described below to determine whether its EuroCrypt Group will be addressed in-this|timeslot.

If its grqup will be addressed, the device should then evaluate the DeviceAddfess and
DeviceAddressMask fields to determine whether it will be addressed in thisvtimeslot] If it will,
the devige should listen to the Rights Issuer Service during this timeslot-/If DeviceAddress
and Dev|ceAddressMask fields are not present, this timeslot may belused to address all
devices iph the group. If the EuroCryptGroupType, EuroCryptGroupsand EuroCryptGroupMask
fields arg not present, but DeviceAddress and DeviceAddressMask fields are, [then the
DeviceAddress and DeviceAddressMask fields are absolutetdevice addresses ysing the
longform) udn(), as defined in 9.3.2.6.

If the CertificateChainUpdate field is set to true, this Tights issuer service wil| contain
CertificateChainUpdates within this timeslot. These apply to all devices registered| with the
rights issuer using this rights issuer service. The useof certificate chain updates is gescribed
in13.7.7

EuroCryptGroup: The EuroCrypt Group address for the group(s) to be addressed in this
scheduled time slot in a rights issuer service. A device can determine whether its HuroCrypt
Group matches this value by bitwise’ ANDing its EuroCrypt Group address |with the
EuroCryptGroupMask (see below). If\the result equals the value in this field, the groups match.
The EurdCrypt Group address is-the group_address, which is part of the unique_deyice filter
as defingd in 9.3.2.7.2.

EuroCryptGroupMask: A_.mask to be applied to the EuroCryptGroup. See the definitign for the
EuroCryptGroup field above.

DeviceAddress: Fhe device address for the device(s) to be addressed in this schedpled time
slot in a|rights-issuer service. A device can determine whether its device address|{matches

this valug¢ by(bitwise ANDing its device address with the DeviceAddressMask (see below). If
the result.equals the value in this field, the device addresses match. In ¢ase the
EuroCry Sisin the

form of a longform_udn(), as defined in 9.3.2.6. In casé the EuroCryptGroup and
EuroCryptGroupMask fields are present, the DeviceAddress is the fixed_position_in_group,
which is part of the unique_device filter as defined in 9.3.2.7.2.

DeviceAddressMask: A mask to be applied to the DeviceAddress. See the definition for the
DeviceAddress field above.

CertificateChainUpdate: If set to true, this timeslot will be used to broadcast certificate chain
updates. Note that these apply to all devices registered with the rights issuer, not just those
referenced by the above fields.
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A.17.4 Event scheduling

This standard requires some extra permissions data to be carried related to event scheduling.
The following structure is defined.

<complexType name="PermissionScheduleEventType">
<complexContent>
<extension base="esg:ScheduleEventType">
<sequence>
<element name="PermissionCategory" type="unsignedShort" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

A.17.5 |Acquisition data

The key $tream shall be signalled in the ESG acquisition data, as follows.

<complexType name="esg:KeyStreamType">
<attrfibute name="IPDCKMSIdA" type="unsignedShort" use="required" />
<attrfibute name="IPDCoperatorID" type="string" use="required" />
</complex[lype>

The IPDCoperatorID attribute is mapped to socID (when a single KSM stream is appjicable to
all COCs)) or cocID (when there are COC-specific streams).

Furthermiore, the following additional parameter to the SBP fmtp description shall be pdded.

Parameter Mand/ Type Comments
Opt

serviceBageCID M string Base ID of the service

When sefviceBaseCID is used to construct a type that is a CID, for example service_CID or
programme_CID in 7.2.4, and if serviceBaseCID starts with a prefix of the form “4cheme:”,
with ‘scheme’ as defined in IETF. RFC 1738, for example cid:, the prefix shall be| dropped

when constructing the CID, since"CIDs cannot contain more than one prefix.

A.17.6 |XML schema definition

The schgma definition below defines the namespace
http://www.18crypt.cem/2005/XMLSchema and all XML elements used in an ESG. Th
schema $HALL take precedence over XML elements declared previously in this claude.

W

<?xml verpiong"IN 0" encoding="UTF-8"7?>
<schema xmlAs="http://www.w3.0rg/2001/XMLSchema" xmlns:esg="urn:dvb:ipdc:esg:2005"
xmlns:mpepg?’=Yurn:tva:mpeg7:2005" xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmlns:cl8="http://www.l8crypt.com/2005/XMLSchema"
targetNamespace="http://www.1l8crypt.com/2005/XMLSchema" elementFormDefault="qualified"
attributeFormDefault="unqualified">

<import namespace="http://www.w3.o0rg/XML/1998/namespace"
schemalLocation="http://www.w3.0rg/2001/03/xml.xsd" />

<import namespace="urn:tva:mpeg7:2005" schemaLocation="../tva/3-1 CM 2005-06-
26/tva_mpeg7.xsd"/>

<import namespace="urn:dvb:ipdc:esg:2005" schemalLocation="../DVB/ESG.xsd"/>

<import namespace="urn:oma:bac:dldrm:roap-1.0" schemalocation="../OMA/OMA-DRM-ROAP-

v2_0.xsd"/>
<complexType name="ServiceOperationCentreType">
<complexContent>
<extension base="esg:PrivateDataType">
<sequence>
<element name="socID" type="anyURI"/>
<element name="socName" type="mpeg7:TextualType" maxOccurs="unbounded"/>
<element name="socKeyURL" type="anyURI"/>
<element name="socInfoURL" type="anyURI"/>
<element name="socRiProxyURL" type="anyURI" minOccurs="0"/>
</sequence>
</extension>
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</complexContent>
</complexType>
<complexType name="CustomerOperationCentreType">
<complexContent>
<extension base="esg:PrivateDataType">
<sequence>
<element name="cocID" type="anyURI"/>
<element name="cocName" type="mpeg7:TextualType" maxOccurs="unbounded"/>
<element name="cocLocalFlag" type="boolean"/>
<element name="cocRekeyingSafetyWindow" type="integer"/>
<element name="cocPurchaseURL" type="anyURI" minOccurs="0"/>
<element name="cocPortalURL" type="anyURI" minOccurs="0"/>
<element name="cocContactInfo" type="mpeg7:TextualType"/>
<element name="cocRiID" type="roap:Identifier"/>
<element name="cocRiURL" type="anyURI"/>
</sequence>

extension

<} complexContent>

</complexType>

<compllexType name="HorizontalServiceInformationType">

<fomplexContent>

<extension base="esg:PrivateDataType">
<sequence>

<element name="serviceBaseCID" type="string"/>

</sequence>

</extension>

<} complexContent>

</complexType>

<simplleType name="subscriptionTypeEnumType">

<frestriction base="integer">

<enumeration value="1"/>

<enumeration value="2"/>

<enumeration value="3"/>

<[ restriction>

</simpleType>
<compflexType name="HorizontalPurchaseItemType"®
<fomplexContent>
<extension base="esg:PurchaseDataBdseType">
<sequence>

<element name="pIltemNam&!™ type="mpeg7:TextualType" maxOccurs="unbpunded" />
<element name="pItemVersion" type="integer"/>
<element name="purchaseOption">
<complexType>
<sequenger
Kelement name="SubscriptionUnit" nillable="true"
minOccursfF"0">
<complexType>
<attribute name="subscriptionTypeEnum"
type="cl8| subscriptionTypekEnum" use="required"/>
<attribute name="subscriptionDuration" type="¢uration"
use="requfired" />
</complexType>
</element>
<element name="UnitText" type="mpeg7:TextualType"
minOccursf"0"(maxOccurs="unbounded" />
</sequence>
</complexType>
</element>
</sequence>
<attribute name="pItemId" type="unsignedInt" use="required"/>
</extension>
</complexContent>
</complexType>
<simpleType name="subscriptionTypeEnum">
<union memberTypes="cl8:subscriptionTypeEnumType integer"/>

</simpleType>
<complexType name="RIServiceDataType">
<complexContent>
<extension base="esg:PrivateDataType">
<sequence>
<element name="riID" type="roap:Identifier"/>
<element name="scheduled" type="boolean"/>
<element name="drmID" type="anyURI" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="RIAddressingType">
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<complexContent>

<extension base="esg:PrivateDataType">

<sequence>

<element
<element
<element
<element
<element

name="EuroCryptGroup" type="unsignedLong"/>
name="EuroCryptGroupMask" type="unsignedLong"/>
name="DeviceAddress" type="unsignedByte" minOccurs="0"/>
name="DeviceAddressMask" type="unsignedByte" minOccurs="0"/>
name="CertificateChainUpdate" type="boolean"/>

</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="PermissionScheduleEventType">

_ngn />

<complexContent>
<extension base="esg:ScheduleEventType">
<sequence>
clement name="Pormi ionCateqgory" tvype="1ungsignedShort" minQccnr
</sequence>
</extension>
<} complexContent>
</complexType>
</schema>|

A17.7

This subglause specifies the mapping of the required service guide data (12.5) to th
r DVB-H systems (Table A.16).

IPDC ovg

Table A.16 — Mapping of required service guidé-data to the IPDC ESG

Mapping of required service guide data to ESG of IPDC over,DVB-H sygtems

e ESG of

Required data

IPDC ESG data

Field name

Element

Field name

Element

soclD

SOC

soclD (IP platform D)

ServiceOperationCentreType via
element in the PurchaseChannel

PrivateData
fragment

socName

SOC

socName

ServiceOperationCentreType via
element in the PurchaseChannel

PrivateData
fragment

socKeyURL

SOC

socKeyURL

ServiceOperationCentreType via
element in the PurchaseChannel

PrivateData
fragment

socInfoURL

SOC

socInfoURL

ServiceOperationCentreType via
element in the PurchaseChannel

PrivateData
fragment

socRiProxyYRL

SOC

socRiProxyURL

ServiceOperationCentreType via
element in the PurchaseChannel

PrivateData
fragment

coclD

€0oC

coclD

CustomerOperationCentreType
PrivateData element in the Purch
fragment

ia
aseChannel

coclLocalFla

CcocC

cocLocalFlag

CustomerOperationCentreType

ia

PrivateData element in the PurcH

aseChannel

i’ldglllﬁlll

cocName

cocC

cocName

CustomerOperationCentreType via
PrivateData element in the PurchaseChannel

fragment

cocRekeyingSafetyWindow

CcocC

cocRekeyingSafetyWindow

CustomerOperationCentreType via
PrivateData element in the PurchaseChannel

fragment

cocPurchaseURL

CcocC

cocPurchaseURL

CustomerOperationCentreType via
PrivateData element in the PurchaseChannel

fragment

cocPortalURL

CcocC

cocPortalURL

CustomerOperationCentreType via
PrivateData element in the PurchaseChannel

fragment

cocContactinfo

CcocC

cocContactinfo

CustomerOperationCentreType via
PrivateData element in the PurchaseChannel

fragment
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Required data

IPDC ESG data

Field name Element Field name Element
cocRilD cocC cocRilD CustomerOperationCentreType via
PrivateData element in the PurchaseChannel
fragment
servicelD Service servicelD ServiceType
serviceTypeEnum Service ServiceType ServiceType
(controlled term)
serviceName Service ServiceName ServiceType
serviceDescription Service ServiceDescription ServiceType
serviceBaselID Service serviceBaseCID HorizontalServicelnformationTypg via
PrivateData field in ServiceType
sltemID Scheduleltem [Not applicable
sltemName Scheduleltem [Not applicable (are available
via content referencing)
sltemDescription Scheduleltem [Not Applicable (are available
via content referencing)
sltemStartTime Scheduleltem |PublishedStartTime ScheduleEventType
sltemEndTime Scheduleltem [PublishedEndTime ScheduleEventType
cltemID Contentltem contentID (anyURI) ContentType
cltemTypeEnum Contentltem ContentType ContentType
(controlled Term)
cltemName Contentltem Title ContentType
cltemDescription Contentltem Synopsis ContentType
cltemGroupRange Contentltem Not'Applicable
cltemDeviceRange Contentltem Not Applicable
cltemDomainRange Contentltem Not Applicable
pltemID Purchase Item |pltemld HorizontalPurchaseltemType
pltemVersio Purchase Item |pltemVersion HorizontalPurchaseltemType
pltemName Purchase Item |pltemName HorizontalPurchaseltemType
pltemDescription Purchase Item |pltemDescription HorizontalPurchaseltemType
pltemServicg¢ID Purchase Item |ServiceRef, Referred to via |ServiceBundleType

ServiceBundleRef in
Purchase Fragment

pltemScheduleltemID

Purchase Item

No direct equivalent.
Reference is via
ServiceBundle which has a
ContentType

pltemContentltemID

Purchase Item

No direct equivalent.
Reference is via
ServiceBundle which has a
ContentType

coclD

Purchase Data

Linked to via
PurchaseChannellDRef

PurchaseRequestType

purchaseOption

Purchase Data

purchaseOption

HorizontalPurchaseltemType
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A.18 Mapping of required service guide data to PSI/SI tables of DVB T/C/S
systems

This clause specifies the mapping of the required service guide data (12.5) to the PSI/SI
tables of DVB T/C/S systems (Table A.17).

Table A.17 — Mapping of required service guide data to DVB PSI/SI tables

Required data DVB-T/C/S PSI/SI table data
Field name Element Field name Table
socID sSQC original network id INLT
socName SOC network_name_descriptor() NAIT
socKeyURI SOC key_url_descriptor() NIr
socinfoUR SOC info_url_descriptor() NIr
socRiProxyURL SOC Not needed (roaming only).
coclD cocC coc_id PQT
cocLocalFlag cocC Not needed (roaming only).
cocName cocC coc_name PQT
cocRekeyinpgSafetyWindow|COC coc_rekeying_safety_wihdow PQT
cocPurchageURL cocC coc_purchase_url PQT
cocPortalURL cocC coc_portal_url PQT
cocContacfinfo cocC coc_contact~info, telephone_descriptor() PGT
cocRilD cocC Link via short_rights_issuer_id. PQT
servicelD Service short_service_base_CID in service_ID_descriptor() or sOT
uniquely via TSID.ONID.ServicelD
serviceTyppEnum Service service_type in service_descriptor(), service data is not a |SOT
service on its own in DVB-T/C/S. Newly defined
RI_SERVICE_TYPE.
serviceName Service service_name in service_descriptor() or in sOT
multilingual_service_name_descriptor()
serviceDesfcription Service No equivalent; should be done via ServiceBundle.
serviceBasgCIlD Service serviceBaseCID in service_ID_descriptor() sOT
sltemID Scheduleltem |event_id, unique together with service_id it links to. EIT
sltemName Scheduleltem |event_name in short_event_descriptor() EIT
sltemDescription Scheduleltem |short_event_descriptor() or extended_event_descriptor() |EIT
sltemStartTime Scheduleltem |start_time EIT
sltemEndTime Scheduleltem |start_time + duration EIT
cltemID Contentltem |event_id, unique together with service_id it links to. EIT
cltemTypeEnum Contentltem |Not applicable
cltemName Contentltem |event_name in short_event_descriptor() EIT
cltemDescription Contentltem |short_event_descriptor() or extended_event_descriptor() |EIT
cltemGroupRange Contentltem |Not applicable
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Required data DVB-T/C/S PSI/SI table data
Field name Element Field name Table
cltemDeviceRange Contentltem |Not applicable
cltemDomainRange Contentltem |Not applicable
pltemID Purchase Item |purchase_id in purchase_item_descriptor() PIT/EIT/SDT
pltemVersion Purchase ltem |purchase_item_version in purchase_item_descriptor() PIT/EIT/SDT
pltemName Purchase Item [first multilingual_text() in purchase_item_descriptor() PIT/EIT/SDT
pltemDescription Purchase ltem |second multilingual_text() in purchase_item_descriptor() [PIT/EIT/SDT
pltemServifelD Purchase Ttem [short_service_base_CID in SBT or directly when SBT/SDT/EIT
purchase_item_descriptor is used in SDT/EIT.
pltemScheguleltemID Purchase Item|event_id in SBT or directly when purchase_item_deseriptor|SBT/EIT
is used in EIT.
pltemContentltemID Purchase Item |No equivalent as Schedule and Content are both_handled
by EIT.
coclD Purchase DatalLink via coc_channel_id in purchaseitem_descriptor(). PIff/SDT/EIT
purchaseOption Purchase Data|purchase_item_descriptor() PIff/SDT/EIT

Figure AJ9 shows the relationships between the tables:in Table A.17.

SDT| PurchaseltemTable
1 1
q.r [
Service
(loop entry in
1 SDT) 0:*
1 0..1 0.*
Service Bundle Purchaseltem CcoC
(loop entry in (Purchase_item_ (logp entry in
1 SBT) 1 0.1 descriptor) 0.* 1 PCT)
0..* o 0l
0.* —— ServiceBundleTable
1
0.* 1 1
Event

(loop entry in EIT)

PCT

0.*
1

EIT

Figure A.9 — Relationship between DVB-T/C/S PSI/SI tables


https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

62455 © IEC:2010(E) ~313 -

A.19 Service guide for TV anytime based systems

A.19.1

General

This clause specifies some generic extensions to the TV anytime metadata schema in
ETSI TS 102 822-3-1 to support this standard.

In TV anytime systems, the Purchaseltem fragment carries purchase information, and can be
associated with any of the following fragments.

Any assg
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Universa
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Groupinformation—fragment,—which—assoctates—a—number—ofprogrammes—into

group
Sche

Servi
also |

OnDs
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from
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amInformation fragment, describing an individual programme.

, for example, a series or collection.
jule fragment describes a specific scheduled event.

celnformation fragment describes a service — note that much of this’inform
e carried in the SD&S data.

ciation allowed by the TV anytime specification may be used.

dard adds the following types to TV anytime.
aseChannelType — new type used to provideinformation on how to purchas
h particular customer operations centre.

ceBundleType — new type used to desc¢fibe a bundle of services which
ased together.

rsalPurchaseltemType — extensioncof PurchaseltemType with additional in
ed by this standard.

information required by this standard.

Unive

information required by this standard.

PurchaseType( — extension of PurchaseType with additional information re

this standard.

a logical

ation can

mandProgram fragment describes a content item that is available "on demand".

b content

may be

ormation

rsalServicelnformationType (= "extension of ServicelnformationType with additional

rsalOnDemandServiceType — extension of OnDemandServiceType with additional

huired by
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Figure A.10 shows the relationships between the various types. Only relationships relevant to

this standard are shown.

ServiceBundle

0...n 0...n Universal

A.19.3 |Mapping of required service guide data to TV anytime

0..n Servicelnformation
0..n
0...n 0..n
UniversalPurchaseltem 0.n Grouplnformation 0..n
0..n 0..n
1
0...n
UniversplPurchaseChannel 0..n ScheduleEventltem 0..n 1 Universal .
Programinformgtion
1
0./n
0...n

OnDemandProgram

Figure A.10 — Relationships between the defined types

This subclause specifies the mapping of the required service guide data (12.5) to the TV-
anytime metadata (Table A.18).

Table A.18 — Mapping of required service guide data to IPI BCG/TV anytime

Required data

IPI BCG/TV anytime

Field name Element Field name Element
soclD SOC soclD SD&S and/or
UniversalServicelnformationType
socName SOC socName PurchaseChannel
socKeyURL SOC socKeyURL PurchaseChannel
socInfoURL SOC socInfoURL PurchaseChannel
socRiProxyURL SOC socRiProxyURL® PurchaseChannel
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Required data IPI BCG/TV anytime
Field name Element Field name Element

coclD cocC coclD PurchaseChannel
cocLocalFlag cocC cocLocalFlag? PurchaseChannel
cocName cocC cocName PurchaseChannel
cocRekeyingSafetyWindow cocC cocRekeyingSafetyWindow | PurchaseChannel
cocPurchaseURL cocC cocPurchaseURL PurchaseChannel
cocPortalURL cocC cocPortalURL PurchaseChannel
cocContacfinfo COC cocContactlnfo PurchaseChannel
cocRilD cocC cocRilD PurchaseChannel
servicelD Service servicelD ServicelnformationType of SD&S
serviceTygeEnum Service Signalling of RI service is

not applicable. Signalling of

other service types is

beyond the scope of this

standard
serviceNaine Service Name ServicelnformationType
serviceDegcription Service ServiceDescription ServicelnformationType
serviceBageCID Service serviceBaseC|lD SD&S and

UniversalServicelnformatipnType

sltemID

Scheduleltem

Not applicable

sltemNamg¢

Scheduleltem

Name from
Programlnformation

ScheduleEventType

sltemDescription

Scheduleltem

Description from
Programlnformation

ScheduleEventType

sltemStart[lime

Scheduleltem

PublishedStartTime

ScheduleEventType

sltemEndT|ime

Scheduleltem

PublishedEndTime

ScheduleEventType

cltemID

Contentltem

Not applicable

cltemTypeEnum

Contentltem

Not applicable

cltemName¢

Contentltem

Title

BasicContentDescriptionTlype

cltemDescfiption

Contentltem

Synopsis

BasicContentDescriptionTlype

cltemGroupRange

Contentltem

Not applicable

cltemDeviceRange

Contentltem

Not applicable

cltemDomainRange

Contentltem

Not applicable

pltemID

Purchase Item

pltemld

UniversalPurchaseltemType

pltemVersion

Purchase Item

pltemVersion

UniversalPurchaseeltemType

pltemName

Purchase Item

pltemName

UniversalPurchaseeltemType

pltemDescription

Purchase Item

Description

PurchaseltemType

pltemServicelD

Purchase Item

Servicelnformation
fragment associated with
the Purchaseltem
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Required data IPI BCG/TV anytime
Field name Element Field name Element
pltemScheduleltemID Purchase Item | Scheduleltem fragment
associated with the
Purchaseltem
pltemContentltemID Purchase Item | Programinformation
fragment associated with
the Purchaseltem
coclD Purchase Data | Linked via PurchaseRequestType
PurchaseChannellDRef.
purchaseQptron PureheaseBeatararious YriversatPurchesettemype
@ These|entries are retained for consistency with IPDC over DVB-H systems, but their use is not defifled by
this stpndard.
A.19.4 ([XML types
A.19.4.1 Namespace
The namespace used for the following XML elements is
xmins:ipty="http://www.18crypt.com/2005/IPTV/XMLSchema”
A.19.4.2| SOC identifier
Figure AJ11 shows the XML fragment used to carry the:SOC identifier.
<xs:simplpType name="soc ID">
<xs:rpstriction base="xs:string"/>
</xs:simpfleType>
Figure A.11 — XML fragment for SOC identifier
A.19.4.3| ServiceBaseCID
Figure AJ12 shows the XML fragment used to carry the serviceBaseCID.
<xs:simplpType name="serviceBaseCID">
<xs:rpstriction base="xg:string"/>
</xs:simpfleType>
Figure A.12 — XML fragment for serviceBaseCID
When sgrviceBaseCID is used to construct a type that is a CID, e.g. servicg_CID or
programmeCID in 7.2.4, and if serviceBaseCID starts with a prefix of the form scherpe:”, with
‘scheme’las defined in |IETF RFC 1738 ¢ g cid:—the prnfiv shall _be dropped when

constructing the CID, since CIDs cannot contain more than one prefix.
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A.19.4.4 UniversalPurchaseltemType

Figure A.13 shows the XML type UniversalPurchaseltemType. This extends
PurchaseltemType, as defined in ETSI TS 102 822-3-1.

<complexType name="UniversalPurchaseItemType">
<complexContent>
<extension base="tva:PurchaseltemType">
<sequence>
<element name="pIltemName" type="mpeg7:TextualType" maxOccurs="unbounded"/>
<element name="pItemVersion" type="integer"/>
<element name="purchaseOption">
<complexType>
<sequence>
<element name="SubscriptionUnit" nillable="true" minOccurs="0">
complexTyne

<attribute name="cl8:subscriptionTypeEnum"
type="esg| subscriptionTypeEnum" use="required"/>
<attribute name="subscriptionDuration" type=!'durafion
use="requfired" />

</complexType>
</element>
<element name="UnitText" type="mpeg7:TextualType" minOccufs="0"
maxOccursf"unbounded" />

</sequence>
</complexType>

</element>
</sequence>
<attribute name="pItemId" type="unsignedInt" use#£"required"/>

<[ extension>

</complexContent>
</complex[lype>
<simpleType name="subscriptionTypeEnumType">

<restfiction base="integer">
<pnumeration value="1"/>
<pnumeration value="2"/>
<knumeration value="3"/>

</resftriction>
</simpleTlype>
<simpleType name="subscriptionTypeEnum">

<unioph memberTypes="esg:subscripticon®ypeEnumType integer"/>
</simpleTlype>

NOTE The item description is part”is.'the PurchaseltemType and so is not separately carried in the
UniversalPirchaseltemType.

Figure A:13 — Definition of UniversalPurchaseltemType
Other fields are as defined for IPDC over DVB-H systems in A.17.2.5.

A.19.4.5| ServiceBundleType

Figure AJ14.defines the ServiceBundleType.

<complexType name="ServiceBundleType">
<sequence>
<element name="ServiceBundleName" type="mpeg7:TextualType" maxOccurs="unbounded"/>
<element name="ServiceBundleProvider" type="string" minOccurs="0"/>
<element name="ServiceBundleMediaTitle" type="mpeg7:TitleMediaType" minOccurs="0"/>
<element name="ServiceBundleDescription" type="mpeg7:TextualType" minOccurs="0"
maxOccurs="unbounded" />
<element name="ServiceBundleGenre" type="tva:GenreType" minOccurs="0"
maxOccurs="unbounded" />
<element name="ServiceRef" type="tva:TVAIDRefType" minOccurs="0"
maxOccurs="unbounded" />
<element name="ParentalGuidance" type="mpeg7:ParentalGuidanceType" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
<attribute name="serviceBundleID" type="anyURI" use="required"/>
</complexType>

Figure A.14 — Definition of the ServiceBundleType
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ServiceRef refers to the serviceRefID field in the Servicelnformation fragment of each
referenced service.

The use of all fields is as specified in ETSI TS 102 471.

A.19.4.6 PurchaseChannelType

The PurchaseChannelType definition is as defined in ETSI TS 102 471 for IPDC over DVB-H
systems. The PrivateData field shall contain the following types.

o ServiceOperationCentreType, as defined in Clause A.17.

e CustomerOperationCentreType, as defined in Clause A.17.

A.19.4.7| UniversalServicelnformationType

Figure AJ15 defines the UniversalServicelnformationType.

<complexType name="UniversalServiceInformationType">
<compjlexContent>
<pxtension base="tva:ServiceInformationType">
<sequence>
<element name="socID" type="iptv:soc_ ID"/>
<element name="serviceBaseCID" type="xs:string"/>
</sequence>
<[ extension>
</complexContent>
</complex[lype>

Figure A.15 — Definition of UniversalServicelnformationType

Where thle socID and/or serviceBaseCID are also.'carried in the broadcast discovery [record in
SD&S ddta, it should match the value provided here. In the event that the values (iffer, the
precedence shall be as defined in ETSI TS 102 539.

A.19.4.8| UniversalOnDemandSeryiceType

Figure AJ16 defines the UniversalOnDemandServiceType.

<complexType name="UniversalOnsDemandServiceType">
<compllexContent>
<pxtension bases"tvd:0nDemandServiceType">
<sequence>
<elemfient name="socID" type="iptv:soc_ ID"/>
<elYement name="serviceBaseCID" type="xs:string"/>
</seduence>
<[ extension>
</complexContent>
</complex|ype>

Figure A.16 — Definition of UniversalOnDemandServiceType

Where the socID and/or serviceBaseCID are also carried in the content on demand record in
SD&S data, it should match the value provided here. In the event that the values differ, the
precedence shall be as defined in ETSI TS 102 539.

A.19.4.9 UniversalPurchaseType
Figure A.17 defines the UniversalPurchaseType. SubscriptionTypeEnum values are as follows.

e 1 for continuous subscription
o 2 for one-time subscription

o 3 for preview
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<complexType name="UniversalPurchaseType">
<complexContent>
<extension base="tva:PurchaseType">
<sequence>
<element name="PurchaseRequest" type="iptv:PurchaseRequestType" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
<complexType name="PurchaseRequestType">
<sequence>
<element name="DRMSystem" type="anyURI"/>
<element name="PurchaseData" type="UniversalPurchaseItemType" minOccurs="0"/>
<element name="PurchaseChannelIDRef" type="ESGIDRefType" minOccurs="0"/>
</sequence>
</complexIype

Figure A.17 — Definition of UniversalPurchaseType
The defirjition of DRMSystem is the same as for CA_System_ID, see 15.7.241.

A.19.4.10 XML schema definition

The schgma definition below defines the namespace
xmins:ipty="http://www.18crypt.com/2005/IPTV/XMLSchema” and‘all XML elements used. The
schema $HALL take precedence over XML elements declared {previously in this clauge.

<?xml verpion="1.0" encoding="UTF-8"?>
<schema xmplns="http://www.w3.0rg/2001/XMLSchema" xmlnssesg="urn:dvb:ipdc:esg:2005"
xmlns:mpefg7="urn:tva:mpeg7:2005" xmlns:roap="urn:oma:bac:tdldrm:roap-1.0"
xmlns:tvafF"urn:tva:metadata:2005" xmlns:cl8="http://www.1l8crypt.com/2005/XMLSchema"
xmlns:iptp="http://www.l8crypt.com/2005/IPTV/XMLScheéma"
targetNampspace="http://www.1l8crypt.com/2005/IPTW/ XMLSchema" elementFormDefault="qualjfied"
attributeformDefault="unqualified">

<impoft namespace="http://www.w3.org/XMLAI998/namespace"
schemalLocption="http://www.w3.0rg/2001/03/xml" xsd" />

<impofrt namespace="urn:tva:mpeg7:2005" schemaLocation="../tva/3-1 CM 2005-06-
26/tva_mppg7.xsd"/>

<impoft namespace="urn:dvb:ipdc:&sg:2005" schemalocation="../DVB/ESG.xsd"/>

<impofrt namespace="urn:tva:metadata:2005" schemalLocation="../tva/tva metadata 3-
1 _v131l.xsp"/>

<impoft namespace="urn:oma:bac:dldrm:roap-1.0" schemalocation="../OMA/OMA-DRM-ROAP-

V2_0.xsd"y>
<impofrt namespace="httpw//www.l8crypt.com/2005/XMLSchema"
schemaLocption="../IEC/l8cxypt esg.xsd"/>
<compllexType name="CAID descriptor">
<pequence>
<elementliname="CA System ID" type="anyURI"/>
<} sequenge>
</complexType>
<simp|leType,name="soc ID">
<Jregpriction base="string"/>
</simpleType>
<simpleType name="serviceBaseCID">
<restriction base="string"/>

</simpleType>
<complexType name="UniversalPurchaseItemType">
<complexContent>
<extension base="tva:PurchaseltemType">
<sequence>

<element name="pIltemName" type="mpeg7:TextualType" maxOccurs="unbounded"/>
<element name="pItemVersion" type="integer"/>
<element name="purchaseOption">
<complexType>
<sequence>
<element name="SubscriptionUnit" nillable="true"
minOccurs="0">
<complexType>
<attribute name="subscriptionTypeEnum"
type="cl8:subscriptionTypeEnum" use="required"/>
<attribute name="subscriptionDuration" type="duration"
use="required"/>
</complexType>
</element>
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minOccurs

<

<element name="UnitText" type="mpeg7:TextualType"
="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
</sequence>
<attribute name="pItemId" type="unsignedInt" use="required"/>
</extension>
/complexContent>

</complexType>

<comp
<sequ
<
<

lexType name="ServiceBundleType">

ence>

element name="ServiceBundleName" type="mpeg7:TextualType" maxOccurs="unbounded"/>
element name="ServiceBundleProvider" type="string" minOccurs="0"/>

<element name="ServiceBundleMediaTitle" type="mpeg7:TitleMediaType" minOccurs="0"/>
<element name="ServiceBundleDescription" type="mpeg7:TextualType" minOccurs="0"
maxOccurs="unbounded"
<plement name="ServiceBundleGenre" type="tva:GenreType" minOccurs="0"
maxOccursf"unbounded" />
<plement name="ServiceRef" type="tva:TVAIDRefType" minOccurs="0"
maxOccursf"unbounded" />
<plement name="ParentalGuidance" type="mpeg7:ParentalGuidanceType" minpccurs=[0"
maxOccursf"unbounded" />
</segence>
<attrfibute name="serviceBundleID" type="anyURI" use="required"/>
</complex[lype>
<complexType name="UniversalServiceInformationType">
<compjlexContent>
<pxtension base="tva:ServiceInformationType">
<sequence>
<element name="socID" type="iptv:soc_ ID"/>,
<element name="serviceBaseCID" type="stringl/>
</sequence>
<[ extension>
</complexContent>
</complex[lype>
<complexType name="UniversalOnsDemandServiceType>
<comp|lexContent>
<pxtension base="tva:OnDemandServiceBype">
<sequence>
<element name="socID" type="iptv:soc_ ID"/>
<element name="serviceBaseCID" type="string"/>
</sequence>
<[ extension>
</complexContent>
</complex[lype>
<complexTlype name="UniversalPurchaseType">
<compjlexContent>
<pxtension base=*twa:PurchaseType">
<sequence>,
<element name="PurchaseRequest" type="iptv:PurchaseRequestType" minOcg¢urs="0"
maxOccursfk"unbounded™./>
</sequénce>
<[ extension>
</complexComntent>
</complex[lype>
<complexType“Yname="PurchaseRequestType">
<sequence>

<element name="DRMSystem" type="anyURI"/>
<element name="PurchaseData" type="iptv:UniversalPurchaseltemType" minOccurs="0"/>
<element name="PurchaseChannelIDRef" type="esg:ESGIDRefType" minOccurs="0"/>
</sequence>
</complexType>

</schema>
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A.20 The use and precedence of programme ROs, service ROs, the
permissions_category and access criteria

A.20.1 General

An operator can give a user access to a service using a service RO. The service RO is
typically valid for a relatively long period, for example, a month. A service RO contains
permissions and constraints for all programmes in the service.

In the simplest case, the service RO contains one set of permissions and constraints, which
means that all programmes in the service have the same permissions and constraints for
users that have received such a service RO.

An operaltor might wish to treat certain programmes of a service in a special way.)For example,
the opergtor may wish to sell additional permissions to users for specific programmgs or give
different [restrictions to certain programmes for users who just have the subscription (for
example,| more restrictions for a new movie, less restrictions for preview<type cont¢nt). This
standard|provides two mechanisms to achieve such a requirement.

A.20.2 |Use of multiple programme ROs in addition to a service-RO

The first[mechanism this standard provides for having different permissions and cgnstraints
for programmes is to have a programme RO for each programme for which the pefmissions
and consgtraints are different from the ones in the encompassing service RO. Thdrefore, a
programme RO of a programme shall have precedence<over a service RO of the sérvice for
which thg programme is a part.

These prpgramme ROs can be broadcast to breadcast devices and they can be sent over an
interactiviity channel to devices that have anvinteractivity channel. The distribution|of these
programme ROs can consume much bandwidth in case there are many programmes [for which
the perm|ssions and constraints are different from the service RO.

A.20.3 |Use of the permissions:.category and service ROs

The second mechanism this standard provides for having different permissipons and
constraints for programmes* is by using the permissions_category functionality (see
specificajion of permissions_category). In this second mechanism, only service [ROs are
distributgdd, which can_save considerable bandwidth in comparison with the first mecchanism,
where multiple programme ROs are distributed.

For BCRDs, itsisspossible to have more than one set of permissions and constraints| for each
asset in the service RO. Each of these sets is identified by an 8-bit number that is galled the
permissignsi.Category. For service ICROs, the permissions_category is indicated in their
Service_CID (see specification of permissions_category). The key siream message can
contain a permissions_category number. This number in the key stream message indicates
which of the sets of permissions and constraints in the service BCRO and which service ICRO
applies to the programme that is broadcast at the time of reception of the
permissions_category number in the key stream message. The permissions_category should
remain constant over one programme.

Using the permissions_category number functionality, it is possible to have a service with
programmes with different permissions and constraints by just distributing a service RO
containing multiple sets of permissions and constraints, each set indexed by
permissions_category.

The RO as defined in OMA DRM 2.0 does not have the permissions_category functionality but
it can contain different rights for different assets. Taking advantage of this feature, this
standard contains an enhancement that defines this functionality (see the specification of the
permissions_category field).
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A.20.4 Use of programme ROs without a service RO
An operator can give access to the user on a programme-by-programme basis using

programme ROs, without using a service RO. This may be useful in, for example, pay-per-
view business models.

A.20.5 Access criteria

The key stream message may contain access criteria in the form of
access_criteria_descriptors; see 7.2.2. This standard specifies three access criteria, as
follows:

e parental rating, see 7.2.2.2;

e copy fontrol information, see 7.2.2.3; and

e blacktout spot-beam, see 7.2.2.4.

For pareptal rating, this standard does not offer other equivalents to transfer parental rating
informatipn to the device. This means that the precedence as specified in A.20/6 is not
applicable to parental rating. In particular, programme ROs cannot ovérside a denial ¢f access
by parental rating.

Copy corjtrol information, however, can also be transferred to the device in rights objgcts or in
an access_criteria_descriptor in the key stream, see Claus€-/A.21. Therefore, the précedence
as defingd in A.20.6 also applies to the different ways.the copy control informatioh can be
sent to tHe device.

If a blackout — spotbeam access_criteria_descriptor, is present in the KSM, the outcome of the
blackout |- spotbeam mechanism as specified in’\7.2.2.4.3 is used, in the precedencd rules as
defined in A.20.6.

A.20.6 |Precedence of permissions_and constraints in programme and service ROs and
access criteria

The prededence of permissions(and constraints in programme and service ROs and access
criteria afe specified below from highest precedence to lowest.

a) The permissions and constraints in a programme RO for a programme in a seryice shall
have | precedence_ovér any set of permissions and constraints in any sefvice RO
appligable to that.service. This is independent of whether or not a set of permisgions and
constfraints isSindicated for that programme in the key stream messagel by the
permissionsscategory field. Access criteria related permissions and constraints in a
programme RO for a programme in a service shall also have precedence ovdr access
criterfadnm the key stream message for that programme.

b) In the‘_almtmlwm ria in the
key stream message for that programme shall have precedence over any other set of
‘access criteria related permissions and constraints’ (see A.20.5) in any service RO that is
applicable to the service of which that programme is a part. This is independent of

whether or not a set of permissions and constraints is indicated for that programme in the
key stream message by the permissions_category field.

c) Furthermore in the absence of a programme RO for a programme in a service, the set of
permissions and constraints that is indicated for that programme in the key stream
message by the permissions_category field shall have precedence over any other set of
permissions and constraints in any service RO that is applicable to the service of which
that programme is a part.

d) If none of the higher precedence items defined in the above three rules are available, all
permissions and constraints in service ROs that are applicable to the service of which the
programme is a part, and that are specified for a value of 0 for permissions_category in
Table 26 shall apply.
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The black-out-spotbeam mechanism is a special case. If the black-out-spotbeam mechanism
yields "bosb_access_denied" (see 7.2.2.4.3) for a device, access based on service ROs
and/or permissions_category fields in the key stream message is always denied. However,
programme ROs override any access denials of the black-out-spotbeam mechanism. If the
black-out-spotbeam mechanism yields "bosb_access_allowed" (see 7.2.2.4.3), a device still
needs a proper RO for being able to access the programme or service.

A.21 Copy control information in KSM and ROs

Copy control information controls analogue and digital outputs and the creation of copies
usable by other protection systems. By "creation of copies" is meant the creation of a (digital)
representation of the content and possibly the creation of other information (for example, an
RO), such that other devices using other protection systems can render the confert. Simply
copying pf encrypted content is not meant with "creation of copies", since othef devices
cannot uge that content without proper ROs. Also, the copying of content for~which|a device
has a domain RO for other devices in the same domain is not meant with "crgation of copies”,
and neither is the creation of superdistributable recordings, which is cantrolled by [the save
permission. Thus, copy control information does not prevent the creation of copieq that are
governed by OMA DRM as permitted by the relevant service or programme ROs. Therefore,
copy corjtrol information is important when exporting content to ‘other, possibly gnalogue,
systems.

Copy control information for use in the key stream messdge is specified in 7.2.3.3. Copy
control ipformation can also be present in ROs. In the\latter case, it is in the fprm of a
parametgr to the SYSTEM constraint! of an EXPORT permission. An example for an |[CRO is:

<o-ex:perfnission>
<o-dd:Pisplay/>
<o-dd:print/>
<oma-df:export oma-dd:mode="copy">
<o-ex|:constraint>
<omajdd:system>
<o-px:context>
<ofdd:version>1.0</o-dd:versiqn>
<ofdd:uid>urn:oma:drms:org-X¥Zs'System XYZ?CCI parameter=value_of_the_CCl</o-dd:uifd>
</ofex:context>
</omp-dd:system>
</o-ek:constraint>
</oma-Hd:export>
</o-ex:pefrmission>

As a spetial case, thetvalue ‘OxFF’ of the permissions_category in the key stream signals that
no post-acquisition’content protection is required, which means only the service is protected
(see the ppecification of the permissions_category field in 7.2).

The spedifiCation of the copy control information parameter for each system, its effeqt in each

system alnd-the systems themselves are not within the scope of this standard and are left to

the owners of those systems.

A.22 Recording, sharing and output of broadcast content

A.22.1 General

Broadcast content that is protected with the functionality offered by this standard is always
encrypted on the broadcast channel.

What a device is allowed to do with the broadcast content is governed by

1 The registration of system names for use in the SYSTEM constraint is managed by the Open Mobile Naming
Authority (OMNA) of the Open Mobile Alliance.
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objects;
ssions_category fields in the key stream message;
elds in the key stream message,

the precedence of which is specified in Clause A.20.

This clause specifies how recording, sharing and output of broadcast is controlled using the
above mechanisms.
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e Recordings shall be made in encrypted formats only; the encryption method shall be of
equivalent strength or better than the encryption algorithm used for the broadcast itself;
decryption keys shall be protected by the device and stored in secure memory. Playback
of these encrypted recordings is allowed:

— by the device itself which did the recording and only if it has an RO for the recorded

br

oadcast with a PLAY permission;

— by devices that belong to the same domain as the device that did the recording and
then only if they have a domain RO for the recorded broadcast with the PLAY
permission.

e Recordings in super-distributable formats shall not be made by the device, unless it has
an RO with the SAVE permission in it; see Clause A.24. Playback of super-distributable
recordings is only allowed by devices that have an RO with the PLAY permission for this
recording.


https://iecnorm.com/api/?name=2482752e0b544c06b763a7e660afee66

62455 © IEC:2010(E) ~325-

e A device that implements this standard shall only allow devices or a subsystem
implementing other standards to record broadcast content if has ROs with the proper
EXPORT permissions and/or when the CCI bit settings allow recording using the other
standard. The parameters to these EXPORT permissions and/or the CCI bit settings also
determine what is allowed to be done with the recordings made using the other standard.

A.22.4 Sharing of broadcast content
A.22.4.1 General

This standard supports the (protected) sharing of broadcast content in the following ways.

A.22.4.2 Sharing of broadcast using domains

Broadcagt content may be bound to domain ROs. This means that all devices belong’lng to the
same domain can consume that content according to the permissions and constraifts in the
domain RO.

Examples:

e If a service or programme RO bound to a domain has the ACCESS permission| then all
devices belonging to that domain can directly render the\broadcast contept during
reception.

e If a gervice or programme RO bound to a domain has the PLAY permission, then all
devicpes belonging to that domain can render recopdings of content controlled by that
servige or programme RO, which are made by<other devices belonging to the same
domajin. The recordings should be made in DCF«prr PDCF format and may be acdording to
the suiper-distributable way, specified for the SAVE permission (Clause A.24).

A.22.4.3| Sharing of content using link level protection

ROs may contain EXPORT permissions_using link-level protected systems (see NO[TE 1). In
compliange rules (see NOTE 2), the<use of certain link-level protection systems may be
granted without having appropriatecROs, or without the presence of equivalent CCI-bit
settings ip the key stream message:

NOTE 1 Tlhe target system of ancEXPORT permission is indicated with a system name. The registratiop of system
names is mlanaged by the OpenMpbile Naming Authority (OMNA) of the Open Mobile Alliance.

NOTE 2 The implementation” of a device according to this International Standard may involve the|signing of
contracts wWith a trust authority. One of these contracts may be a ‘compliance rule’ contract, which may ppecify, for
example, allowed outputs and content formats, disallowed outputs and formats, etc.

In the ahove~cases, broadcast content may be streamed over the allowed protecied links,
while adhefing to possible constraints or parameters in the EXPORT permission |(see, for
example lClause A 21) and what is specified in compliance rules (see NOTE 2 _abovd).

A.22.4.4 Sharing of content using EXPORT to other protected systems (in-home
networking)

ROs may contain EXPORT permissions to other copy-controlled systems, or other DRM
systems (see NOTE 1, above). Key stream messages may contain CCI-bit settings that allow
the export to other copy-controlled systems.

The target systems of the EXPORT permission may be in-home network systems, in which the
content can be freely shared between devices belonging to the in-home network, but not with
devices that do not belong to the in-home network.

The target systems of the EXPORT permission may be systems in which a copy of the content
is made on a physical medium which can be rendered by any device complying with the
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specification of that system, but of which copy on that physical medium, no more copies can

be made.

The target system, of the EXPORT permission may be any other protected or un-protected

system.

In case of service protection, broadcast content can be freely shared after reception.

A.22.5 Output of broadcast content

In the case of service protection, any output is allowed.

In the cafe of content protfection, the device, In outputiing the content, shall adhere_fo what is
allowed by the EXPORT permissions in ROs and CCI bit-settings in the key stream mlessage.

For their|lanalogue outputs, devices shall obey the CCI bits controlling analegue outputs; see

7.2.2.3.

For their|digital outputs, devices shall obey the CCI bits controlling digital outputs; sge 7.2.2.3.
Furthermlore for digital outputs, devices shall obey what is allowed’with EXPORT pefmissions

in ROs.

Compliarjce rules also may control the use of analogue and)digital outputs.

A.23 Access permission

A.23.1 |General

This clayse specifies an extension to the\OMA DRM REL V2.0 specification (see PMA-TS-
DRM-REL-V2_0) called access permisSion that shall be used in an ICRO when gfranting a
device the right to access (i.e. directly render) a service or programme. Theg access

permission for use in BCROs is speeified in 8.4.5.

The confents of this clause '\may be added to the OMA BCAST DLDRM specification (see
OMA-TS{DRM-REL-V2_0)If this happens, that specification shall take precedence |over this

clause.

A.23.2 |Specification of the access permission

The pernjission*element from OMA-TS-DRM-REL-V2_0 is changed as shown in Tablg A.19.

Tabte A-t9—=Updated-permissioneterment

Element <IELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-
dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?,
oma-dd:access?, oma-dd:save?)>

Semantics | The <permission> element contains an optional <constraint> element,

zero or more <asset> elements and a set of optional permissions
specifying the rights over a piece of Content, such as <play>,
<display>, <execute>, <print>, <export>, and <access> permission
elements.

The <constraint> element is the top-level constraint. As a sibling
element to other permission elements such as <play>, <display> it
applies to all sibling permission elements inside the same
<permission> element. The DRM agent shall honour the top-level
constraint in addition to honouring possible constraints specified as a
child element to a permission element, for example, <play>, when
granting access to content according to such a permission. The
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<asset> elements specified within the <permission> element enable
expression linking allowing its sibling permission elements in the same
<permission> element to apply to DRM content referenced by <asset>
elements contained in an <agreement> element (i.e., outside a
<permission> element). The link is established through the use of the
"id" and "idref" attributes specified in OMA DRM (see OMA-TS-DRM-
REL-V2_0).

Note that the DRM agent shall respect both constraints specified as
child elements to a permission element and those specified as top-
level constraints in the same rights object, i.e., the stricter of two
constraints of the same type prevails for a given permission element.
Of course, rights objects with contradictory constraints should not be
issued in the first place.

VWhen there is a top-level constraint that is otherwise not allowed as a
child constraint to a permission, for example, <count> and\-4qexport
mode="move">, the child constraint takes precedence owver tHe top-
level constraint as applied to this permission. For example,in thg move
scenario, content and rights object would be moved,<and the <gount>
constraint would accordingly be removed, too.
A DRM agent shall grant access to DRM contént”referenced|by an
<asset> element in the agreement model according to permissions
specified inside a <permission> element thatds as sibling elemgnts to
an <asset> element in the permission model, where the <psset>
element referencing the DRM content @nd the <asset> element|inside
the <permission> element are linkéd) by matching "id" and |"idref"
attributes.
If no <asset> element is present'in a permission element sych as
<play>, then the permission applies to all <asset> sibling elemeénts in
the same rights object.
The <export> permission\is” associated with all of the DRM dontent
referenced by <asset> elements within the same rights object. A[single
rights object has ati'most one <export> element within a| given
<permission> elemént.

NOTE Th
extension
is included

The acce

e save permission from Clause/A.24 is included in this table. However, this was not part of th
roposal for OMA DRM with.access permission, because the one for the save permission ca
here because it is required here after the acceptance of the save permission.

ss element is defined as shown in Table A.20.

e accepted
me later. It
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Table A.20 — Access element

Element <IELEMENT oma-dd:access (o-ex:constraint)>
Semantics | The <access> element grants the permission to create an immediate
rendering of audio or video content direct from a broadcast, multicast,
or unicast stream during its reception. "Immediate" here means a time
period in the order of one or a few seconds at most. It contains an
optional <constraint> element. If the <constraint> element is specified
the DRM agent shall grant access rights according to the <constraint>
child element. If no <constraint> element is specified, the DRM agent
shall grant unlimited access rights.

A <system> element contained in a <constraint> child element to
<access> is used to specify target system that may be used for
creatingam immediate Tenderingof the broadcast, mutticast, orynicast
stream during its reception.

The <access> element has the semantics of rendering immediatgly the
broadcast, multicast, or unicast stream somehow into userperceivable
form. The DRM agent shall not grant access according\to <accgss> to
content that cannot be rendered in this way.

Note that the DRM agent shall not grant access to)stored content, not
even stored broadcast, multicast, or unicast (streams, based pn the
<access> permission. In order to specify rights for stored content, the
<play> element shall be utilized instead.

A.24 Save permission

A.24.1 |General

This clayse specifies an extension to the OMA DRM REL V2.0 specification (see PMA-TS-
DRM-REL-V2_0) called save permission\that shall be used to allow the expresgion of a
"recording" permission in interactivity channel and broadcast rights objects. It also |specifies
the procgdure for recording broadcast content in OMA assets that are super-distribufable and
for whiclh rights can be acquiredi_using standard OMA DRM 2.0 procedures. The save
permission for use in BCROs is specified in 8.4.4.

The confents of this clause-may be added to the OMA BCAST DLDRM specification; see
OMA-TS{DRM-REL-V2 (01f this happens, that specification shall take precedence [over this
clause.

A.24.2 |Recording concept

The condept of controlled recording is illustrated in the Figure A.18. A rights issuer has issued
a rights cmmwmmwmw_umgst asset,

as well as the right to create a super-distributable copy of (part) of that broadcast asset in a
new asset. Another device B may receive a copy of this new content file and contacts the
rights issuer to acquire (play) rights for this content.
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Access, save and play permission

T~
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"""" semajoined-aceesp+save
. J
< N Device permission are part of the
B /I_/ same group thatis
\_/ \'_/ identified, by la Gro{ipld
that is equal to thelasset id
Play permission for device B of thefaccess perntission.
Figure A.18 — Recording and super-distributing the recorded asset
Figure AL18 illustrates the process of recording and _super-distribution of assets| and the

subsequent acquisition of rights for that content.

A.24.3
A.24.31

The normative statements in this clause only apply to the concept of creatin

distributd
standard

A rights i
by includ
allows cf
storage.
create th

Specification of the save permission

General

ble OMA assets containing *a-recording of broadcast content that is su
OMA DRM 2.0 devices.

ssuer can allow a device to make super-distributable recordings of a broadc
ng a save permission in a rights object for that asset. The save permission
eating new assets containing a rendering of the broadcast content in p
[The device shall also have access permission for that broadcast asset in
S permanent-copy.

The sup
distribut
for use

r-disteibutable recorded assets shall be in a DCF or PDCF format and a
ble to)other devices. The recording device shall create a new CommonHed
neach new asset file. The ContentID and RightsissuerURL are generg

g super-
table for

ast asset
explicitly
brmanent
order to

e super-
ders box
ted from

information that Is retrieved from the service guide, and the secure DRM time ot the device.

If the device does not support secure DRM time, it shall not grant save permissions.

The context of the broadcast asset (service guide, session description protocol or key stream
messages) should provide at least the content identifier, RightsissuerURL and content
encryption key to use when creating the CommonHeaders box and the protected content in
each created asset file.

A.24.3.2

Element <save>

Semantics of the save element is defined as shown in Table A.21.
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