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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 3: Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR)

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization cpmprising
all ndtional electrotechnical committees (IEC National Committees). The object of AEC”is to| promote
international co-operation on all questions concerning standardization in the electrical and, electronic|fields. To
this ehd and in addition to other activities, IEC publishes International Standards, Jechnical Spedfications,
Technjical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to| as “IEC
Publigation(s)”). Their preparation is entrusted to technical committees; any IEC National Committee |nterested
in thgd subject dealt with may participate in this preparatory work. Internatignal, governmental [and non-
governmental organizations liaising with the IEC also participate in this preparation. IEC collaborat¢s closely
with the International Organization for Standardization (ISO) in accordance with conditions detefqmined by
agreenent between the two organizations.

2) The fqrmal decisions or agreements of IEC on technical matters express,/as nearly as possible, an international
consehsus of opinion on the relevant subjects since each technical committee has representatiog from all
interested IEC National Committees.

3) IEC Publications have the form of recommendations for intérnational use and are accepted by IEG National
Comnlittees in that sense. While all reasonable efforts are_made to ensure that the technical contgnt of IEC
Publigations is accurate, IEC cannot be held responsible for the way in which they are used gr for any
misinterpretation by any end user.

4) In order to promote international uniformity, IEC _National Committees undertake to apply IEC Publications
transparently to the maximum extent possiblesin® their national and regional publications. Any djvergence
betwepn any IEC Publication and the corresponding national or regional publication shall be clearly indicated in
the lafter.

5) IEC itpelf does not provide any attestation”of conformity. Independent certification bodies provide gonformity
assespment services and, in some ar€as, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

6) All us¢rs should ensure that they have the latest edition of this publication.

7) No liapility shall attach to IEC-or its directors, employees, servants or agents including individual experts and
membiers of its technical.committees and IEC National Committees for any personal injury, property damage or
other |damage of any natire whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenkes arising out\'ef the publication, use of, or reliance upon, this IEC Publication or any ¢ther IEC
Publigations.

8) Attentjon is drawn to the Normative references cited in this publication. Use of the referenced publications is
indispensabléfor the correct application of this publication.

Internatjonal Standard IEC 62439-3 has been prepared by subcommittee 65C: Industrial

networks,” of IEC technical commiitee ©65. Industrial-process measurement, conirol and

automation.

This third edition cancels and replaces the second edition published in 2012. This edition

constitu

tes a technical revision.

This edition includes the following significant technical changes with respect to the previous

edition:

a) tech

nical corrections and extension of specifications;

b) consideration of IEC 61588 clock synchronization with end-to-end delay measurement

alon

gside the existing peer-to-peer delay measurement in PRP.
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The text of this standard is based on the following documents:

FDIS Report on voting
65C/834/FDIS 65C/841/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

This International Standard is to be read in conjunction with IEC 62439-1.

A list of all parts in the IEC 62439 series, published under the general tjtle. Tndustrial
communication networks — High availability automation networks, can be found-on [the IEC
website

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related o the specific publication. At this date, the publication will be
e recopfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

IMPORTANT - The “colour inside”: logo on the cover page of this publication
indicates that it contains colours which are considered to be useful for the gorrect
understanding of its contents. Users should therefore print this publication using a
colourn printer.
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INTRODUCTION

0.1 General

IEC 62439-3 belongs to the IEC 62439 series “Industrial communication networks — High
availability automation networks”. It specifies the PRP and HSR seamless redundancy
protocols. It was adopted by IEC TC57 WG10 as the redundancy method for demanding
substation automation networks operating on layer 2 networks, according to IEC 61850-8-1
and IEC 61850-9-2.

The seamless redundancy principle has been extended to clocks operating according to the
Precision Time Protocol (IEC 61588) and attached to redundant networks. Two variants are
specifief: L3E2E for clocks which operate on layer 3 networks with end-to-end Jirlk delay

measur¢ment (E2E) and L2P2P for clocks that operate on layer 2 with peer-to-peer link delay
measur¢ment (P2P).

0.2 Changes with respect to the previous edition
The major changes with respect to IEC 62439-3:2012 are:

— Sub¢lause 4.1.10.3 has been rewritten to explain the calculation’ of the duplicate nejection
for different speeds.

— Ann¢x A has been redrafted as a general concept for doubly attached clocks applicable to
endqto-end (E2E) and to peer-to-peer (P2P) link delay measurement; the principle of
pairegd port operation has now been specified in_tefms of a state machine based on
IEC 61588:2009.

— Anneéx B of IEC 62439-3:2012 has been deleted; its properties are mentioned in 5.3.7.

— Annéx B (new) makes the support of redundancy mandatory for IEC/IEEE 61850-9-3 that
spegifies doubly attached clocks on layeri2, with peer-to-peer delay measurement.

— Anngx C specifies two profiles of a precision clock for industrial automation:
L3ERE for layer 3, end-to-end delay_measurement and
L2P2P for layer 2, peer-to-peer'delay measurement.

— Ann¢x D contains the tutorialinformation on IEC 61588:2009 for understanding the above
anngxes. It was contained-in"IEC 62439-3:2012 Annex A.

— Annéx E (MIB) contains*the SNMP Management Information Base to be used fqr singly
and doubly attached clocks in all profiles.

0.3 Patent declaration

The Internatiohal’ Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed| that compliance with this document may involve the use of a patent concerning
filtering|eftedundant frames in a network node (Siemens Aktiengesellschaft — EP 21127329,

ALN Nl ANANAANACON H : Lo QN
US 818 OJU, UIN TUTOTTOTID ) YIVCITIIT J.£.9.9.

IEC takes no position concerning the evidence, validity and scope of this patent right.

The holder of this patent right has assured the IEC that he/she is willing to negotiate licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the
world. In this respect, the statement of the holder of this patent right is registered with IEC.
Information may be obtained from:

Siemens Aktiengesellschaft
Oto-Hahn-Ring 6
81379 Munich, Germany

The International Electrotechnical Commission (IEC) draws attention to the fact that it is
claimed that compliance with this document may involve the use of patents concerning
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Reception of redundant and non-redundant frames (ABB Research Ltd - EP 1825657,
US 8582426, CN 101057483, IN 254425) given in 4.2.7, concerning lIdentifying improper
cabling of devices (ABB Technology AG — EP 2163024, US 8344736, CN 101689985) given in
4.3, concerning Critical device with increased availability (ABB Research Ltd — EP 2090950)
given in 4.4, concerning Ring coupling nodes for high availability networks (ABB Research Ltd
— US 8582424, EP 2327185, CN 102106121) given in 5.2.3.

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holder of these patent rights has assured the IEC that he/she is willing to negotiate
licences under reasonable and non-discriminatory terms and conditions with applicants
throughout the world. In this respect, the statement of the holder of these patent rights is

register

ABB Sc

ed with [EC. Information may be obtained from:

hweiz AG

Intellecfual Property CH-IP (CH-150016-L)
Brown Boveri Strasse 6

CH-540

D Baden, Switzerland

ch-ip.patent@abb.com

Attentio
subject
identifyi

pf patent rights other than those identified above. IEC shall not be held respon
hg any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iecich) maintain on-line data b

patents

most up| to date information concerning patents.

n is drawn to the possibility that some of the elementsf,this document may be the

sible for

Ases of

relevant to their standards. Users are encouraged to consult the data baseg for the
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INDUSTRIAL COMMUNICATION NETWORKS -
HIGH AVAILABILITY AUTOMATION NETWORKS -

Part 3: Parallel Redundancy Protocol (PRP) and
High-availability Seamless Redundancy (HSR)

1 Scope

The IE
Etherne

This pa
recover

based on the same scheme: parallel transmission of duplicated information:

2 Normative references

The foll
are indi

undated references, the Ilatest edition of the referenced document (includi
amendments) applies.

IEC 600
quality (

IEC 615
control

IEC TR
— Part 9

IEC 624
Part 1:

IEC/IEE]
Part 9-3
3)1

62439 series is applicable to high-availability automation networks based
technology.

rt of IEC 62439 specifies two redundancy protocols designed to provide s
in case of single failure of an inter-bridge link or bridge in theynetwork, w

bwing documents, in whole or in part, are normatively‘referenced in this docum
spensable for its application. For dated references, only the edition cited app

50-191, International Electrotechnical Yocabulary — Chapter 191: Dependab
f service

88:2009, Precision clock synchronization protocol for networked measurem|
Eystems

61850-90-4:2013, Communication networks and systems for power utility aut
0-4: Network engineeting guidelines

39-1, Industrigl communication networks — High availability automation net
Seneral concepits and calculation methods

E 61850-9-3:.—, Communication networks and systems for power utility auto
: Precision time protocol profile for power utility automation (proposed IEC 6

on the

pamless
hich are

ent and
ies. For

ng any

lity and

ent and

omation

works —

mation -
1850-9-

ISO/IEC/IEEE 8802-3:2014, Standard for Ethernet

IEEE 802.1D:2004, IEEE Standard for Local and metropolitan area networks — Media Access

Control

(MAC) Bridges

IEEE 802.1Q:2014, IEEE Standard for Local and metropolitan area networks — Media Access

Control

(MAC) Bridges and Virtual Bridge Local Area Network

IETF RFC 2578, Structure of Management Information Version 2 (SMiv2)

1 Tobe

published.
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IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management
Protocol (SNMP)

3 Terms, definitions, abbreviations, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191 and in
IEC 62439-1, as well as the following, apply.

3.11
grandmastc- \.apab:r;
ordinary clock or boundary clock that is able to take the role of a grandmaster

Note 1 tolentry: A grandmaster-capable clock is not necessarily connected to a recognized time seurce.

3.1.2
interlink
link thaff connects two network hierarchies

3.1.3
network time inaccuracy
time inaccuracy evaluated or measured between a patticular slave clock and the time
referenge signal of its grandmaster clock(s), considering‘he worst network topology

314
RedBo)
device attaching singly attached nodes to a redundant network

3.1.5
QuadBox
quadrugdle port device connecting .two' peer HSR rings, which behaves as an HSR [node in
each rinlg and is able to filter the traffic and forward it from ring to ring

3.1.6
HSR frgme
frame that carries as EtherType the HSR_ethertype

3.1.7
switchipg logic
hardwaie thatfransmits a frame from one port to another port, possibly providing cut-through

3.1.8
time error

deviation from the time reference used for measurement or synchronization, evaluated over a
short time span

3.1.9

time inaccuracy

time error not exceeded by 99,7% of the measurements, evaluated over a series of 1 000
measurements (about 20 min) in steady state

Note 1 to entry: In this document, the words “bridge” and“bridging” are synonymous with the words “switch” and
“switching” respectively, when they apply to layer 2 connectivity.

3.2 Abbreviations and acronyms

For the purposes of this document, the abbreviations and acronyms given in IEC 62439-1, as
well as the following apply.
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ARP
BC
BMCA
BOC
CoS
DAC
DABC
DAN
DANH
DANP
DATC
E2E
GMC
HC
HSR
IP
L2P2P
L3E2E
LAN
LLC
LRE
MAC
MC
MIB
ocC
P2P
PICS
PRP
PT
RCT
RSTP
SAN
SAC
SLTC
SNMP
TC
TCP
UDP
VDAN

3.3
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Address Resolution Protocol
Boundary Clock, as defined in IEC 61588:2009

IEC 62439-3:2016 © IEC 2016

Best Master Clock Algorithm, as defined in IEC 61588:2009

Boundary Ordinary Clock

Class of Service (layer 2 quality of service)
Doubly Attached Clock

Doubly Attached Boundary Clock

Doubly Attached Node

Doubly Attached Node implementing HSR

Doubly Attached Node implementing PRP
Doubly Attached Transparent Clock
End-to-End (delay measurement)
Grandmaster Clock

Hybrid Clock

High-availability Seamless Redundancy
Internet Protocol

Layer 2 Peer-to-Peer

Layer 3 End-to-End

Local Area Network

Link Layer Control

Link Redundancy Entity

Medium Access Control

Master Clock

Management Information Base

Ordinary Clock, as defined in IEC 61588:2009
Peer to Peer (delay'measurement)
Protocol Implementation Conformance Statement
Parallel Redundancy Protocol
ProtocokType

Redundancy Check Trailer

Rapid Spanning Tree Protocol

Singly Attached Node

Singly Attached Clock

Stateless Transparent Clock

Simple Network Management Protocol
Transparent Clock, as defined in IEC 61588:2009
Transport Control Protocol

User Data Protocol

Virtual Doubly Attached Node (SAN as visible through a RedBox)

Conventions

This part of the IEC 62439 series follows the conventions defined in IEC 62439-1.
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4 Parallel Redundancy Protocol (PRP)

4.1 PRP principle of operation
411 PRP network topology

This redundancy protocol implements redundancy in the nodes rather than in the network (see
the definitions in IEC 62439-1), using Doubly Attached Nodes obeying to PRP (DANPSs).

A DANP is attached to two independent Local Area Networks (LANs) of similar topology,
named LAN_A and LAN_B, which operate in parallel. A source DANP sends the same frame
over both LANs and a destination DANP receives it from both LANs within a certain time,
consumgs the firstframe anddiscards the dupticate:

Figure 1 shows a redundant network consisting of two LANs, each of whichccanh have any
topology, e.g. tree, ring or meshed.

source

SAN DANP B-frame DANP
Al A-frame as P

(T,
& o &
bridged local area

network (ring)
LAN_A

bridged local area
network (tree)

bridge ] ] bridge
(TTTTTTTT} (TTJITTTT1}

USRS ""l‘, d

B S< E

.' L L O O
A-frame B-frame
SAN SAN
DANP DANP DANP R1 R2
destination

IEC

Figure 1 — PRP example of general redundant network

The twp LANSs are identical in protocol at the MAC-LLC level, but they can differ in
performpnee and topology. Transmission delays may also be different, especially if one of the
network |Ubunfigwcb itocif, ISHCE uaillg RSTP, toovercome—anminternat-faiture:

The two LANs follow configuration rules that allow the network management protocols such as
Address Resolution Protocol (ARP) and Simple Network Management Protocol (SNMP) to
operate correctly.

The two LANs have no connection between them and are assumed to be fail-independent.
Redundancy can be defeated by single points of failure, such as a common power supply or a
direct connection whose failure brings both networks down. Installation guidelines in this
document provide guidance to the installer to achieve fail-independence.

4.1.2 PRP LANs with linear or bus topology

As an example of a simpler topology, Figure 2 draws a PRP network as two LANs in linear
topology, which may also be a bus topology.
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Figure 2 — PRP example of redundant network as two LANs (bus topology

4.1.3 PRP LANs with ring topology

The two| LANs can have a ring topology, as Figure 3 shows.

Redundpncy within each ring is provided by a different mechanhism, for instance as dgfined in
IEEE 8(2.1D or in other IEC 62439 protocols.

DANP
I‘I

|
(TTTTIT1Y
L

br|dge 1 bridge +
bridg |

DANP| E DANP

B RedBox
DANP S

i

ANP —C@ SAN

IEC

Figure 3 — PRP example of redundant ring with SANs and DANPs
4.1.4 DANP node structure

Each node has two ports that operate in parallel and that are attached to the same upper

layers of the communication stack through the Link Redundancy Entity (LRE), as Figure 4
shows.
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basic communication, the LRE presents toward"its upper layers the same inte
dundant network adapter, so the upper layers are unaware of redundancy.

F has two tasks: handling of duplicates*and management of redundancy.

bceiving a frame from the nodels upper layers, the LRE appends to the
ancy Check Trailer (RCT) containing a sequence number and sends the frame
ports at nearly the same timie. The two frames are nearly identical except for

=

Figure 4 — PRP with two DANPs communicating

r (and the checksum).

frames transit through the two LANs with different delays, ideally they arrive &

e time at the destination node.

frame

de’s upperilayers and discards the duplicate frame (if it arrives). It removes the RCT

For ma

hagement of redundancy and checking of the presence of other DANPs,

periodically sends PRP_Supervision frames and can evaluaie the PRP_supervision

sent by other DANPs.

4.1.5

Singly attached nodes (SANs) can be attached in two ways:

PRP attachment of singly attached nodes

IEC

rface as

a

through
he LAN

t nearly

f a pair

if

an LRE
frames

SANs can be attached directly to one LAN only. Such SANs can only communicate with other
SANs on the same LAN. For instance, in Figure 1, SAN A1 can communicate with SAN A2,
but not with SAN B1 or SAN B2. SANs can communicate (not redundantly) with all DANPs.

SANs can be attached over a Redundancy Box (RedBox) to both LANs, as Figure 1 shows for
SAN R1 and SAN R2 (see also 4.1.9). Such SANs can communicate with all DANP and SANs,

for instance SAN A1 and SAN R1 can communicate.
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NOTE SANs are not aware of PRP; they are for instance off-the-shelf computers or printers.

In some applications, only availability-critical devices need a double attachment, for instance
the operator workplaces, while the majority of the devices are SANs. Taking advantage of the
basic infrastructure of PRP, a DANP can be attached to two different bridges of the same LAN
(e.g. aring) and use protocols different from PRP to reconfigure the network in case of failure.
The DANP then behaves as a bridge according to IEEE 802.1D. For instance, the bridge
element may implement the RSTP protocol or a subset of RSTP where there is no forwarding
of traffic between the ports. These abilities are optional and not detailed in this document. The
supported mode is specified in Clause 6.

4.1.6 Compatibility between singly and doubly attached nodes

Singly dttached nodes (SAN), for instance maintenance laptops or printers that belgng to one
LAN, can be connected to any LAN. Bridges are always SANs. A SAN connected 'togne LAN
cannot communicate directly to a SAN connected to the other LAN. TheseSANSs |are not
aware of PRP redundancy, but DANPs generate a traffic that these SANs understand.

The cordition is however that the SANs ignore the RCT in the frames, which is the case since
a SAN gannot distinguish the RCT from the Ethernet padding.

Convergely, DANPs understand the traffic generated by SANs,since these do not append an
RCT. They only forward one frame to their upper layers sincé.the SAN traffic uses gne LAN
only.

4.1.7 Network management

A node|has the same MAC address on both ports and has only one set of IP addresses
assignefd to that address. This makes redumdancy transparent to the upper laygers and
especially allows ARP to work as with a SAN. Bridges in a LAN are not doubly gttached
devices| and therefore all managed bridges have different IP (and MAC) addregses. A
network| management tool is preferably-a DANP that can access nodes and bridges|in both
LANSs.

4.1.8 Implication on application

When the same frame cames from the two ports with significant time difference, p frame
could, in exceptional sitGations, be wrongly rejected as duplicate. Therefore, there gxists a
mechanjsm to age out frames. This ageing mechanism causes in seldom cases that both
duplicates are accepted. The duplicate must then be filtered out by the transport layer (e.g.
TCP) o tolerated\ by the application. This is a normal case since a LAN does not gyarantee
absence of duplicates.

and the

The age¢

4.1.9 Transition to non-redundant networks

The mechanism of duplicate rejection can be implemented by a RedBox that does the
transition between a SAN and the doubled LANSs, as Figure 5 shows. The RedBox mimics the
SANs connected behind it (called VDAN or virtual DANs) and multicasts supervision frames
on their behalf. The RedBox is itself a DANP and has its own IP address for management
purposes, but it may also perform application functions.
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Figure 5 — PRP RedBox, transition from single to double LAN

4.1.10 | Duplicate handling
4.1.10.1 Duplicate Accept mode (testing only)

The Duplicate Accept mode is used-for testing purposes, to verify that duplicates arg indeed
discarded by the link layer and not'by higher layer protocols.

In the Djuplicate Accept mede, a sender is configured to send a normal frame over both ports.

In the Djuplicate Accept-mode, a receiver is configured to accept both frames and forward both
of them|(if both arrive) to its upper layers.

A node |ndicates its mode (Duplicate Accept/Duplicate Discard) in its supervision frames.

NOTE Upper layers also discard duplicates, but less effectively than the link layer.

4.1.10.2 Duplicate Discard mode
4.1.10.2.1 Principle

To allow the receivers to detect duplicates, the sender LRE appends a six-octet field that
contains a sequence number, the Redundancy Control Trailer (RCT), to both frames it sends,
as Figure 6 shows.

The receiver LRE uses the sequence number of the RCT and the source MAC address to
detect duplicates. It forwards only the first frame of a pair to its upper layers. To offload the
application processor, the LRE can be implemented with an independent pre-processor, an
intelligent Ethernet controller or in hardware.
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Keeping track of duplicates allows at the same time to improve the redundancy supervision.
As an option, the receiver may remove the RCT before forwarding the (first) frame to its upper

layer.

The RC

T consists of the following fields:

e 16-bit sequence number (SeqNr);
e 4-bit LAN identifier (Lanld);

e 12 bit frame size (LSDUsize);

e 16-bit suffix (PRPsuffix).

octet position

D

destination source LT LSDU // SeqNr

v

Lanld

The LRE sends both (nearly identical) frames over both LANSs.

The rec

NOTE 1
wrongly T
sequence

will not bg the same as that of a frame on the other LAN, so that a frame from an SAN will never be disca

NOTE 2
DANP ac

4.1.10.2.2 Use of PRPsuffix

The PR

also append a trailerito-their useful data.

4.1.10.2

The 12
The L

frame without redundancy control Redundancy Control Trailer

Figure 6 — PRP frame extended by@n RCT

biving LRE can then detect duplicates based on the RCT.

This method considers that SANs also exisf\on the network, and that frames sent by SANs
ejected as duplicates because they happen*to have a trailing field with the correct PRP su
number and the same size. However, SANS send on one LAN only, therefore their source MA

Reception of a well-formed RCT_.is;no proof that the source node is a DANP. Even if the path ig
epts the frame.

Psuffix identifies\PRP frames and distinguishes PRP frames from other protod

.3 Use)of LSDUsize

LSDU PRP
size suffix

time

IEC

could be
fix, same
L address
ded.

wrong, a

ols that

octets.

bit, LSDUsize field contains the length of the link service data unit (LSDU) in

DUsize field allows the receiver to distinguish PRP frames from randonln, non-

redundant frames as an additional check.

In VLANs, frame VLAN tags can be added or removed during transit through a bridge. To
make the length field independent of VLAN tagging, only the LSDU and the RCT are
considered in the LSDUsize, as Figure 7 shows.
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~ time

8100
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Figure 7 — PRP VLAN-tagged frame extended by an RCT

If the r&eeweﬁde{e%haHh&k&meae—e{esed—by—HHﬁeeFPRP—&eﬁHhHe 12 bits
before the PRP suffix correspond to the LSDU size, and that the LAN identifier matghes the

identifielr of the LAN of the receiving port, the frame is a candidate for discarding:

Since short frames need padding to achieve the minimum frame size of 64-octets, thg sender
already [includes the padding to avoid scanning the frame backwards, as‘Figure 8 shows. The
minimum frame size is extended to 70 octets since the LRE or a RedBox can remove the
RCT.

octet pogition 0 6 12 14 i 66 70

. T LSDU | PRP

- destination source LT LSDU // dg?'ggl,r‘lgﬁ SeqNr size | suffix
~ time
RCT

Lanld

IEC

Figure 8 — PRP padded frame closed by an RCT

The padding size is increased to_74,octets when a VLAN tag is used.

NOTE A VLAN-tagged frame can pass several bridges, which removes or inserts VLAN tags. If the sender
observes the Ethernet rule to send\a minimum frame size of 68 octets for a VLAN-tagged frame and of 64|octets for
a VLAN-uhtagged frame, theré will never be a situation in which there is padding before and after the RCT.

4.1.10.2.4 Use of ‘kanid

The 4 bfit Lanld(field of the RCT carries a distinct identifier for LAN_A or LAN_B, specifically
the codes 1010>(“A”) and 1011 (“B”). Therefore, the A-frame and the B-frame differ in one bit
(and in the’ KCS). The receiver checks that the frame comes from the correct LAN. It does not
reject a|frame that comes from the wrong LAN, since this could be a legitimate frame which
happens to have the PRP suffix and the length information in its last 28 bits, but it increments
the error counters CntErrWrongLanA or CntErrWrongLanB since this hints at a configuration
error. Since this kind of error is permanent, it is detected rapidly.

4.1.10.2.5 Use of SeqNr

The 16-bit field SeqNr is incremented by one for each frame a DANP sends. The doublet
{source MAC address, sequence number} uniquely identifies copies of the same frame.

4.1.10.3 Duplicate discard algorithm and configuration

The algorithm for discarding duplicates is not specified. For instance, node tables, hash
tables, fifos or sequence number tracking can be used. Whichever the algorithm, it is
designed such that it never rejects a legitimate frame, while occasional acceptance of a
duplicate can be tolerated. Since the 16-bit SeqNr wraps around after 65 536 frames and the
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sequence numbers are not necessarily contiguous, entries older than a specified time
EntryForgetTime are purged.

Figure 9 shows the conditions for discarding or accepting frames.

The time tg,,, is the time difference between the arrivals of two copies of the same frame
(from LAN A to LAN B and from LAN B to LAN A) in a particular case.

The maximum time fg, . vax PO€tween two copies is a network property, estimated by the
network designer based on the number of bridges and the traffic for a particular application,
e.g. 12 ms.

The time f,iasmin 18 the minimum possible interval between two different, legitimatel frames
with the[ same sequence number (after 65 536 increments) in a particular applicatign.

NOTE Hpwever, a node that reboots with an arbitrary sequence number could cause a shortening of time ¢

. . aliasMin’
as will be|detailed below.

In a 10D Mbit/s network, t,ji,smin IS the theoretical minimum frame fepetition intervgl of the
smallesi frame (64 octets) from the same source (65 536 x 6,72 pus) =440 ms.

In a 1 Gbit/s, t,izsmin IS 44 Ms.
This is @ worst case since applications rarely send minimium size frames contiguously.

EXAMPLE: An IEC 61850-9-2 device sending sampled values<{rames at 4,8 kHz will exhibit a t =13 s.

aliasMin

»
.

— —— ¢

t resideMax resideMax

A A A

t resideMin

— tskewZ < fresidenceMax

h 4

l— t skewt < tresideMin —p

¢ tresideMin < tskew1 <t resideMax »

v

tskew1 > l‘resider\«'lax

IEC

Figure 9 — Duplicate Discard algorithm boundaries

Considering a device, entries in the duplicates list remain recorded during a time that varies
between t ogigemin @Nd tesidemax -1hese values depend on the implementation and are
adequate for a number of applications, they can depend on the traffic if the list size is bound.

It is recommended to make f,..gigemin @8N tesidemax @djustable depending on the data rate.

The following cases of Figure 9 are considered in Table 1:
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Table 1 — Duplicate discard cases

Case

Condition Description

Case 1

The duplicate is always discarded.
This situation is desirable.

t >t

skew resideMin

Case 2

The duplicate is sometimes not discarded if the entry was pur
This situation is tolerable if infrequent.

t <t < tresideMax

resideMin skew1

ged.

Case 3

t >t

skew1 resideMax

frame and creates a new entry in the duplicates list.
This situation never occurs if the network was properly dimen

with (¢ <t

skewMax resideMax)'

The duplicate is never discarded, the duplicate is treated as a new

sioned

Case 4

t t

skew2 ~ lresideMax

The duplicate is never discarded, but a legitimate frame is discarded

billbe e eiry credicu vy LAN'D bUIIIIibI.b Wil.ll e dlidb OIT L
This situation never occurs if the nodes are properly desjgne

.

N A.

Case 5

t t

The duplicate is discarded for the wrong reason, but this)doe
impair operation.

This situation never occurs if the nodes are properly)designe

skew2 ~ laliasMin

5 not

.

The con
For

tske\n
For
t

t

resig

resig

In pract
depend
the man

A node
sequen(
all entr|
NodeReg
therefor|

Therefo
time of

The deflault value of EntryForgetTime in Table 8 (400 ms) allows in principle a ¢

800 ms,

ditions for correct operation are as follows:

he network engineer:

Max < (taliasMin
he device engineer:

)/2 (no aliases)

eMin > skewMax (recognizes all duplicates), and

< (t n)/2 (prevents unwanted discards)

eMax aliasMi

ce, tresigemin IS Often given by the number of frames kept in the buffer and t
5 on the traffic, while t,.5qemax iS €nforced by a timer. This value is adjustable
agement setting IreDupListResideMaxTime (see Clause 7)

that reboots could generate-aliases at a lower interval than t, smin Si
e number at restart is arbitrary. To allow all possible destination nodes time

bootinterval (see Table-8). NodeRebootInterval holds for all nodes in the netw
e it is independent frem the link speed.

Fe, all nodes, flush their entries before NodeRebootlnterval. The maximum re
an entry regardless of the speed (and of the value of t,.5iqemax) IS EntryForgetT

sk
assuming a t ;5smin ©f 1 600 ms. This fits all envisioned applications.

herefore
through

nce the
to flush

es of this node from-‘the duplicates list, a node may not reboot faster than

ork and

sidence
ime.

wMax of

To comply with the above equations, f

especia

resideMax

Ily in 1Gbit/s networks.

is usually much smaller than EntryForgetTime,

4.1.10.4 Frame size restriction

Appending the RCT could generate oversize frames that exceed the maxValidSize foreseen
by ISO/IEC/IEEE 8802-3:2014 (1 522 octets).

Hence, it is expected that every network component in the LANs supports oversize frames up
to maxValidSize foreseen by ISO/IEC/IEEE 8802-3:2014 plus 6 bytes of RCT (1 528 octets).

NOTE Many bridges are dimensioned for double-VLAN-tagged (Q-in-Q) frames that have a maximum size of
1 526 octets. Most Ethernet controllers are certified up to 1 528 octets. Most bridges forward correctly frames of up
to 1 536 octets.
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4.1.11 Network supervision

The health status of each LAN and its attached devices (nodes and bridges) is monitored,
otherwise redundancy helps little.

The receiver checks that frames are correctly received over both channels. It maintains error
counters that network management can read.

To this effect, senders and receivers can maintain tables that record the last time a frame was
received from another node, the time a multicast or broadcast frame was sent and other
protocol information.

Supervigion relies on each DANP sending periodically a PRP_Supervision frame that allows
checking the integrity of the network and the presence of the nodes. At the same’timg, these
frames [allow checking which devices are DANP, the MAC addresses they use’ and which
operating mode they support: Duplicate Accept or Duplicate Discard.

4.1.12 [ Redundancy management interface

Redundpnt devices and links are useless without network ~management supervising
redundgncy and calling for maintenance actions.

The LRE presents a network management interface that,allews to track the health |of each
LAN, and especially to detect failures early when the errorrate increases. To this effect, the
LRE kegps for each port a counter of received messages and of messages received|with an
error.

The LAN statuses appear as SNMPv1 or SNMPv2/v3 objects, allowing the same [tools to
manage both nodes and bridges.

4.2 PRRP protocol specifications
4.21 Installation, configuration-and repair guidelines
4.21.1 General

The follpwing guidelines apply at installation time. They do not apply to conformancg testing
of the devices.

4.2.1.2 LANs 4ayout

The network-Shall consist of two LANs that have similar properties, i.e. each one is| able to
carry the traffic that would exist in the absence of redundancy.

DANP shall be attached to both LANSs.

SANs that need to communicate with one another shall be attached to the same LAN or to
both LANs through a RedBox.

4.21.3 Labelling cables

The two LANs shall use cables distinctly identified as A and B.

If colours are used to identify the cables, A should be red and B should be blue.

NOTE The intention is that persons with colour disability distinguish them.
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4.21.4

Bridges

4215

Labelling bridges

in the two LANs should have a distinct label or colour for each A or B.

Independent operation

The layout of both LANs shall fulfil the assumption of fail-independence.

4.2.1.6
All DAN

4.2.2

Both po
This MA

SANs c
within th

4.2.3

All nodd
the purg

4.2.4

The IP
plus LA

NOTE 1

A DANH

Bridges
for the (

NOTE 2
devices a

4.2.5

Configuration

Ps shall be configured with the same LifeChecklinterval (see 4.5).

Unicast MAC addresses

Fts A and B of a DANP shall be configured with the same MAC address.

C address shall be unique in the network.

e whole network (LAN_A plus LAN_B).

Multicast MAC addresses

ose of network supervision (see 4.3).

IP addresses

bddress(es) of any node or bridge shall be unique within the whole network
N_B).

Uniqueness applies to all IP addressés)of a device.

shall have the same IP address(es) when seen from either LAN_A or LAN_B.

urpose of networksmanagement, even if they occupy the same location.

A possible scheme is to distinguish IP addresses by one bit, e.g. allocate even IP addresses
hd odd IP addresses to LAN_B devices.

Nodes

4.2.5.1

Node types

pnnected to one LAN only shall not have the same MAC address as another node

s in the network shall be configured to operate-with the same multicast address for

(LAN_A

on LAN_A and LAN.B'are considered as SANs and shall have different IP addresses

to LAN_A

Doubly attached nodes according to the parallel redundancy protocol (DANP) shall have two
ports (portA and portB) that have the same abilities, and in particular could be used
alternatively if only one LAN would be connected, portA being connected to LAN_A and portB
to LAN_B.

Singly Attached Nodes (SAN) have only one port for the purpose of this protocol, no special
requirements apply to them.

4.2.5.2

Subclau

The con

Labelling connectors

se 4.2.5.2 applies to a DANP using two LANs of similar nature.

nectors for each LAN shall be labelled distinctly as A and B.
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When connectors are ordered vertically, LAN_A should be the upper connector and LAN_B
the lower connector in the normal position of the device.

When connectors are ordered horizontally, the left connector should be the LAN_A and the
right connector the LAN_B, as seen from the side where the cables or fibres are plugged.

The redundant connectors shall be independently removable and insertable.

4.2.6 Duplicate Accept mode (testing only)
4.2.6.1 Sending

A sendgr in the Duplicate Accept mode shall send the frame it receives from its uppdr layers
unchanged over both its ports so that the two frames appear on the respective LANs:

4.2.6.2 Receiving

A receiJer in the Duplicate Accept mode shall forward frames receivedfrom either port to its
upper lgyers.

NOTE Dpuplicate Accept is a test setting not used for operation.
4.2.7 Duplicate Discard mode
4.2.71 Monitoring data set

A node ghall maintain a monitoring data set consisting'of the elements of Table 2.

Table 2 — Monitoring data set

Object name Character Description
SendSeq mandatory A 16=bit sequence counter used by this node for sending
CntErrofA and optional For each port A and B, a 32-bit counter indicating the number pf
CntErroiB erroneous frames received
CntRecdivedA and optional For each port A and B, a 32-bit counter indicating the number pf
CntRecdivedB frames received
CntErrWrongLanA and optional For each port A and B, a 32-bit counter indicating the number pf
CntErrWrongLanB mismatches
ActiveA and ActiveB optional For each port A and B, the status of the communication link
NodesTable optional A table of all other nodes that this node detects

4.2.7.2 NodesTable

A node may maintain a NodesTable for the purpose of network supervision. If a NodesTable
is used, it shall consist of the elements given in Table 3 for each entry.
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Table 3 — NodesTable attributes

Argument Definition Data Type
MacAddress MAC address of the remote source node (6 octets) OctetString6
CntReceivedA Number of frames received from that node over LAN_A Unsigned32
CntReceivedB Number of frames received from that node over LAN_B Unsigned32
CntErrWrongLanA Number of frames that were received from that node Unsigned32
with the wrong LAN identifier on LAN_A

CntErrWrongLanB Number of frames that were received from that node Unsigned32
with the wrong LAN identifier on LAN_B

TimelLastSeenA Time at which the latest frame was received from that TimeTicks
node over LAN_A

TimeLadtSeenB Time at which the latest frame was received from that TimeTicks
node over LAN_B

SanA True if the remote node is most probably a SAN Boolean]
accessible over portA

SanB True if the remote node is most probably a SAN Boolean1
accessible over portB

A node|shall clear a NodesTable entry of a given other node“when the time elapsed since

receptign of a frame from that node over both TimelLastSeenA and TimelLastSeenB
NodeFofrgetTime (see 4.5).

NOTE 1
NodesTal
frames without an RCT over the port of that LAN only. A node ‘without a NodesTable always sends all fr
an RCT ojer both ports, also when the destination is a SANSIn applications where broadcast traffic is thq
impact on|

NOTE 2
DANP or

NOTE 3
instances
used by t

NOTE 4
4.2.7.3

The Re
structured in the-following way (in the order of transmission):

NOTE 1

a 16-bit (sequence number (SeqNr) transmitted with the most significant 8 bits in
octef,which reflects the counter SendSeq (see 4.2.7.1);

The NodesTable is populated by the received framies®and distinguishes SANs from DA
le allows a node to identify another node as SAN on-one LAN only and in this case the node c

network load is small.

The key attribute of the NodesTable is MacAddress as received in the PRP_Supervision frame
n any frame received from a SAN.

for each multi/broadcast addre§s*used by that node, and some also for each multi/broadca

is (local) node.

TimeTicks is a local timéunit, not a global time.
Redundancy Control Trailer (RCT)

lundancy €antrol Trailer (RCT) appended to DANP frames shall consist of six

bxceeds

NPs. The
puld send
hmes with
bulk, the

sent by a

Most of these attributes exist nat(only in one instance per physical remote node, but also ajtseparate

address

octets,

the first

a 4-bit LAN identifier (Lanld) transmitted as the most significant 4 bits of the third octet,
which carries the sequence “1010” for LAN_A and the sequence “1011” for LAN_B,
respectively;

a 12 bit LSDU size (LSDUsize) whose most significant 4 bits are transmitted in the least
significant 4 bits of the third octet and the least significant 8 bits in the fourth octet, that
indicates the size in octets of the LSDU starting from the end of the Protocol Type (PT)
field as defined in ISO/IEC/IEEE 8802-3:2014 and IEEE 802.1Q (octet offset 12-13 without
LAN header or 16-17 with VLAN header) to the RCT, excluding the PT and including
possible padding and the RCT itself;

a 16-bit PRPsuffix, set to 0x88FB.

Padding inserted before the RCT is included in the LSDU size.

NOTE 2 The intention is that the LSDUsize is the same in PRP and HSR.
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4.2.7.4 Sending (Duplicate Discard mode)
4.2.7.4.1 Sending

When sending a frame coming from its upper layers, a node shall:

If the destination node is not registered as a SAN in the NodesTable or if the node
has no NodesTable

If the frame carries a IEEE 802.1Q tag and has a size smaller than 64 octets
(without FCS)

| pad the frame to 64 octets as specified in ISO/IEC/IEEE 8802-3:2014

If the frame does not carry a IEEE 802.10 tag and has a size smaller than 60
ctets (without FCS)

| pad the frame to 60 octets as specified in ISO/IEC/IEEE 8802#3:2014

ncrement SendSeqg (see 4.2.7.1), wrapping over through 0;
bppend the 6-octet RCT with a LanId “A” for portA and LanID “B”,for por{B;
bppend the 4-octet FCS;

end the frame with LanId “A” through portA and the frame _with LanId “B
Fhrough portB;

Else

bend the frame to the port(s) where the SAN is regdstered;

NOTE 1 |Simple nodes have no NodesTable and do not registerremote nodes as DANP or SAN, th¢y always
append the RCT and send over both ports.

NOTE 2 |The total padding to 70 octets (no VLAN tag) considers that the LRE or a RedBox could regmove the
6-octet RC. Padding to 74 octets (with VLAN tag) considers'dhat in addition, an edge port in a bridge could remove
the 4-octg¢t priority tag. This way, the frame given to the*destination respects the minimum frame size of(64 octets
and the RICT is always just before the FCS.

4.2.7.4.2 Timing

The time skew between the sending-of both frames of a pair should be kept at a minjmum to
reduce asymmetry of the transmission delays.

In particular, frames waiting. for sending should be dropped from the sending queye if the
corresppnding port is not operational.

4.2.7.5 Receiver-(Duplicate Discard mode)
4.2.7.5.1 Receiving

On reception-of a frame over either port, the receiver shall:

If the frame is erroneous,

increment the error counter of the respective port CntErrorsA or CntErrorsB
(see 4.2.7.1)

ignore the frame;

Else if the destination MAC address belongs to the reserved addresses in
IEEE 802.1Q-2004 Table 7-10,

| treat the frame at the link layer;

Else if the frame is a duplicate (see 4.2.7.5.2 and 4.2.7.5.3),

| discard the frame;

Else

| forward the frame to the upper layers.
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Frames with a destination MAC address according to IEEE 802.1Q:2014, Table 8-1, Table 8-2
and Table 8-3 are treated at the link layer and are not expected to carry an RCT, even if sent
by a DANP.

4.2.7.5.2 Identification of frames associated with the Duplicate Discard mode
A receiver shall identify a duplicate candidate as a valid frame:

e whose last 16 bits before the checksum match the 16-bit PRPsuffix,

e whose 12 bits before the PRPsuffix match the physical size of the LSDU (excluding the
ProtocolType PT, but including the RCT) and

o whose Lanld matches the LAN ir'lnnfify of the rnr‘ni\/ing port, 1010 (A) or 1011 (R)

4.2.7.5.8 Duplicate Discard method

The Duplicate Discard method shall not discard a frame sent as single or beth frames of a
pair; exgeptionally, both frames of a pair may be passed to the higher protacol layers.

The Duplicate Discard method shall forget an entry after EntryForgetTime (see Table §

~

4.2.7.5.4 Transparent reception

A receiyer configured for TransparentReception (default)shall not remove the RCT before
transferfing the frame to its upper layers.

A receiyer not configured for TransparentReception shall remove the RCT on frames where it
has identified the presence of the RCT.

4.2.7.5.5 Receiving and NodesTable

If the nqde supports a NodesTable, it shall, at reception of a frame:

If thip frame is not a PRP_Supetr¥Vision frame or a HSR Supervision frame and ifs
source| MAC address is not yet\in the NodesTable,

freate an entry in the NodesTable for that source MAC address assuming 1t is
b SanA or a SanB,.depending which LAN the frame arrives on;

Else iff this frame is‘\a PRP_Supervision frame

[f its source Is not yet in the NodesTable

cregte an entry in the NodesTable for that source assuming DANP
DGplicate Accept or Duplicate Discard according to the PRP Supervjision
frame contents;

Else

! update the source status to DANP Duplicate Accept or Duplicate Digcard;

record the local time at which the frame was received in the TimelLastSeenA,
respectively TimeLastSeenB fields of the NodesTable for that source;

increment by one (wrapping through 0) the counters CntReceivedA, respectively
CntReceivedB of the NodesTable for that source.

If it receives the frame from LAN B from a node registered as SanA, or over LAN A
from a node registered as SanB,

set SanA = SanB = 1 for that source;

If the LanId does not match the identity of the port,

increment the CntErrWrongLanA, respective CntErrWrongLanB counter of the
source device.

NOTE 1 Updating SanA and SanB allows moving an SAN from LAN_A to LAN_B and vice-versa. If this happens,
the DANP will send on both LANs and after NodeForgetTime it will send only on the correct LAN.
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protocols reply with the same frame as received.

4.3

PRP_Supervision frame

431

PRP_Supervision frame format

Each DANP shall multicast a PRP_Supervision frame over both its ports with the format
specified in Table 4 (no VLAN) and Table 5 (with VLAN) respectively, every LifeChecklInterval

(see 4.5).
Table 4 - PRP_Supervision frame with no VLAN tag
0 1 4 3 4 9 [} 4 4 9 10 11 12 13 15

0 | | | | [ msb [ un | G |

2 PRP_DestinationAddress = multicast (01-15-4E-00-01-XX)

4 | 1sb |

6 ‘ msb ‘ u/L ‘ 0 |

8 SourceAddress (MAC address of the node)

10 | 1sb |

12 SupEtherType = 0x88FB

14 SupPath ‘ SupVefsior < 64

16 SupSequenceNumber,

18 TLV1.Type = 20 or 21 TLV1.Length =6
20 | msb | UL | o

22 MacAddress (MAE“ address of the DANP)

24 Isb

26 TLV2.Type = 30 A\v TLV2.Length = 6
28 E SR

30 .\‘\g\}‘ RedBoxMacAddress

32 O Isb

34 TLVO.Type\= 0 TLVO.Length = 0
36

Padding to 70 octets (no VLAN)

60 SeqNr

62 | Lanld (0x1010 or 0x1011) LSDUsize = 52

64 PRPcuffix = OxS8SEB

66 FCS

68

70
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Table 5 — PRP_Supervision frame with (optional) VLAN tag

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
3 I N N R R P TR TE
2 PRP_DestinationAddress = multicast (01-15-4E-00-01-XX)
4 | 1sb |
6 ‘ msb ‘ u/L ‘ 0 |
8 SourceAddress (MAC address of the node)
10 | 1sb |
12 PT (0x8100 for VLAN)
14 prio ‘ cti ‘ vlan_identifier
16 SupEtherType = 0x88FB
18 SupPath ‘ SupVersion < 64
20 SupSequenceNumber
22 TLV1.Type = 20 or 21 TLV1 Llength = 6
24 | msb | UL | o
26 MacAddress (MAC address of the DANPY
28 Isb ‘
30 TLV2.Type = 30 <§< TLV2.Length = 6
32 [ msb [ un | o N N
34 RedBoxMac @ess
36 fse |
38 TLVO.Type =0 TLVO.Length =0
Padding to 74 octets (VLAN)
64 SeqNr
66 | Lanld (0x1010 or 0x1011) LSDUsize = 52
68 PRPsuffix = 0x88FB
70 FCS
72
74
NOTE 1 |Oectets with offset 14 to 17 are inserted only if a VLAN tag according to IEEE 802.1Q is used.

NOTE 2 The frame has a size of 70 octets (no VLAN tag) or 74 octets (with VLAN tag) to avoid padding if an
entity removes the VLAN tag or the RCT.

NOTE 3 The SeqNr, Lanld and LSDUsize are reused when the frame is passed to an HSR network. The
SupEtherType is the same as the PRP suffix. It is also used for HSR.

NOTE 4 MAC addresses are assumed to have a length of 6 octets.
4.3.2 PRP_Supervision frame contents

The contents of a PRP_Supervision frame are defined in Table 6.
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Table 6 — PRP_Supervision frame contents

Field name Description

PRP_DestinationAddress Multicast address 01-15-4E-00-01-XX reserved for the PRP protocol.
By default XX is “00”, but if conflicts arise, XX can be configured to take any
value between 0x00 and OxFF.

SourceAddress MAC address of the node

SupEtherType EtherType 0x88FB reserved for the PRP protocol.
SupPath Reserved, set to 0

SupVersion Protocol version, set to “1” for PRP.

Implementation of version X of the protocol shall interpret version >X as if they

were version X, ignoring any parameters and/or flags added by the more|recent
version, and interpret version <=X PRP_Supervision frames exactly as\specified
for the version concerned.

SupSeqlienceNumber Sequence number incremented by 1 for each supervision frame_sént.

TLV1.Type Operation mode, a value of 20 indicates that the node suppaorts the Duplicate
Discard or a value of 21 indicates that it implements Duplicate Accept.
Other values are reserved.

TLV1.Length Length of the following MAC address in octets.
MacAddfess MAC addresses used by both port of the node:
TLV2.Type Not present if the node is not a RedBox
TLV2.Length Not present if the node is not a RedBox
RedBoxMacAddress Not present if the node is not a RedBox
TLVO.Type Closing TLV, setto 0

TLVO.Length Closing TLV, setto 0

4.3.3 PRP_Supervision frame for RedBox

A RedBpx, i.e. a node acting as a proxy/for one or several SANs (called VDAN or virtual DAN)
shall append to the TLV1 field a further TLV2 field with the content given in Table 7:

Table 7= PRP_Supervision TLV for Redbox

Figeld name Description

TLV1.Type Operation mode with a value of 20 to indicate that the node supports the Dupl|cate
Discard mode, since this is the only mode a RedBox supports. Other values ate
reserved.

TLV1.Length Length of the following MAC address in octets.

MacAddfess MAC address of the VDAN

TLV2.Type RedBox-tdentifier-witha—vatoeof-36-to-indicate-that-the nodetsaRedBox

TLV2.Length Length of the following MAC address in octets.

RedBoxMacAddress MAC address of the RedBox that acts as proxy for the other device (VDAN)

TLVO.Type Closing TLV, set to 0

TLVO.Length Closing TLV, setto 0

4.3.4 Reception of a PRP_Supervision frame and NodesTable

When receiving a PRP_Supervision frame over any LAN, a node shall create an entry in the
NodesTable corresponding to the MacAddress of that source as indicated in the message
body, not in the source address, with the Duplicate Accept or Duplicate Discard mode as
indicated in the frame.
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If a node ceases to receive PRP_Supervision frames from a source for a time longer than
NodeForgetTime, but receives frames from that source over one LAN only, it shall change the
status of this node to SanA, respective SanB, depending on the LAN from which frames are
received.

NOTE 1 This rule allows moving a SAN between LAN_A and LAN_B, and also to obtain the operating mode for a
SAN if it was first registered at sending and not at receiving, since a DANP starts by sending on both LANs.

NOTE 2 This rule allows distinguishing an SAN from a DANP in Duplicate Accept mode with one line
disconnected.

4.4 Bridging node

If the hmdgmg node cnfhng is—enabled,the node shall act as a hrldg|ng node for its two

ports, apcording to an unspecified protocol, i.e. HSR, RSTP or MRP, but shall not append an
RCT to the frames it sends.

NOTE 1 |The bridging node setting supports attachment of a DANP to two bridges of the same LAN to implement a
partial requndancy topology. There is no requirement that normal frames be bridged in case-of a double failure, but
implementers are free to include this feature.

NOTE 2 |The presence of nodes in bridging mode is potentially dangerous for a PRR(hetwork since it brejpches the
assumptign of fail-independence of the two LANs.

4.5 C(Clonstants

The constant parameters are shown in Table 8.
Other values may be defined at the user’s responsibility.

Table 8 — PRP-constants

Gonstant Description Default yalue

LifeCheg¢klinterval Typical interval between two successive PRP_Supervision 2 000 ms
frames sent by the_same node.

NodeFofgetTime Time after which a node entry is cleared from the NodesTable | 60 000 ms
after frame€s,from this node cease to be received.

EntryForgetTime Maximum time an entry may reside in the duplicate table, 400 ms
indépendently from speed.

NodeRepootinterval Minimum time during which a node that reboots remains 500 ms
silent, independently from speed.

4.6 PIRP service specification

Objects|inthe LRE, e.g. error counters, can be accessed from an application running on the
same nld&uﬁng_dteaLmﬂLadmm_an_apmmﬁmLm_amnhﬂLnndLusing_Lmanjgement

protocol such as SNMP or a specific protocol such as IEC 61850.

All LRE objects are described in Clause 7 as a Management Information Base (MIB)
conformant to SNMP (RFC 2578, RFC 3418), which is common for PRP and HSR.

5 High-availability Seamless Redundancy (HSR)

5.1 HSR objectives

Clause 5 describes the application of the PRP principles of Clause 4 to implement a High-
availability Seamless Redundancy (HSR), retaining the PRP property of zero recovery time,
applicable to any topology, in particular rings and rings of rings.
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NOTE With respect to PRP, HSR allows to roughly halve the network infrastructure. With respect to rings based
on |IEEE 802.1D (RSTP), IEC 62439-2 (MRP), IEC 62439-6 (DRP) or IEC 62439-7 (RRP), the network traffic is
about the same.

Nodes within the ring are restricted to be HSR-capable bridging nodes, thus avoiding the use
of dedicated bridges. Singly Attached Nodes (SANs) such as laptops or printers cannot be
attached directly to the ring, but need attachment through a Redundancy Box (RedBox).

5.2 HSR principle of operation
5.2.1 Basic operation with a ring topology

As in PRP, a node has two ports operated in parallel; it is a DANH (Doubly Attached Node
with HSR plutuuu:).

A simple HSR network consists of doubly attached bridging nodes, each havihg {wo ring
ports, interconnected by full-duplex links, as shown in the example of Figure .10 (multicast)
and Figre 11 (unicast) for a ring topology.

source destinations ? LFM
DANH ) DANH
l = ,D-frame PU brifige
,Cframe —< [l gﬂ 1 ﬂ ——" interlink
L]
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[

| |5 3| | & E AN A I L A N s
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< destinations
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ﬁ C kametron--S3famefromhosttoring
X

“D" frame (non-HSR frames from ring to host)

frame removed from the ring by the node IEC

Figure 10 — HSR example of ring configuration for multicast traffic

A source DANH sends a frame passed from its upper layers (“C” frame), prefixes it by an HSR
tag to identify frame duplicates and sends the frame over each port (“A”-frame and “B”-frame).

A destination DANH receives, in the fault-free state, two identical frames from each port within
a certain interval, removes the HSR tag of the first frame before passing it to its upper layers
(“D”-frame) and discards any duplicate.

The nodes support the IEEE 802.1D bridge functionality and forward frames from one port to
the other, according to four rules:
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1) a node will not forward a frame that it injected into the ring or mesh;

2) a node will not forward a frame for which it is the unique destination (except for special
applications such as redundancy supervision);

3) a port will not send a frame that is a duplicate of a frame that it already sent into that
same direction;

4) a port will (optionally) refrain from sending a frame that is a duplicate of a frame that it
already received from the opposite direction (except for supervision and timing frames).
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ol i

IEC
Figure 11 — HSR example of ring configuration for unicast traffic

Frames|circulating in the ring carry the HSR tag inserted by the source, which contains a
sequeng¢e number. The-doublet {source MAC address, sequence number} uniquely igentifies
copies of the same, frame.

NOTE 1 |The maximum time skew between two frames of a pair depends on the relative position of the|receiving
node and|of the sending node. Assuming a worst case in which each node in the ring is transmitting at|the same
time its owni frame with the largest size of 1 536 octets (maximum length supported by the EtherType flefined in
ISO/IEC/IEEE_8802-2:1998), each node could introduce 125 us of delay at 100 Mbit/s. With 50 nodes] the time
skew can exceed 6 ms.

NOTE 2 The minimum delay before a frame returns to the node that injected it depends on the ring size.
Assuming a worst case in which there is no other traffic and in which each node in the ring operates in cut-through
with 4 us residence time, in a ring of 32 nodes, a frame with the maximum size of 1 536 octets (125 ps at
100 Mbit/s) returns to the injecting node after 124 us, i.e. before the injecting node finished transmitting it.

5.2.2 DANH node structure

Figure 12 shows a conceptual view of the structure of a DANH implemented in hardware;
practical implementations can be different. The two HSR ports A and B and the device port C
are connected by the LRE, which includes a switching matrix allowing to forward frames from
one port to the other. The switching matrix allows cut-through bridging. The LRE presents to
the higher layers the same interface as a standard Ethernet transceiver would do.
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The input circuit checks if this node is the destination of the frame and possibly does VLAN
and multicast filtering to offload the processor. The Duplicate Discard is implemented in the
output queues.

applications
upper layers
publisher/ transport layer duplicate discard
link layer subscriber network layer and untagger
interface i# /
v I
RX_C X C
IMux
HSR tagger
link redundancy _ _ I
entity (LRE) i < > filtering
. R
forwarding >
demux demux
T [
dyplicate —
T = e/ [ T
I T
Y | % v |
filtering
TX_A RX_A TX_B RX_B
' duplicate discard : L
! \
<— ! \
B
Aaaas e bommmmm s > IEC
Figure 12 — HSR structure of a DANH
5.2.3 Topology
5231 Attachment of singly attached nodes
Singly gttachedmodes (SAN), for instance maintenance laptops or printers cannot be |nserted
directly |into the.Ting since they have only one port and cannot interpret the HSR tag in the
frames.|SANs communicate with ring devices through a RedBox that acts as a proxy for the
SANs aftached to it, as shown in Figure 10 and Figure 11. The RedBox is detailed in 5.2.3.8.

Connecting non-HSR nodes to ring ports, breaking the ring, is allowed to enable
configuration. Non-HSR traffic within the closed ring is supported in an optional mode.

5.2.3.2 Use of HSR with separate LANs

HSR nodes can be connected in the same way as PRP nodes. To this effect, an HSR node
may be set to “no forwarding” (mode N). Unlike PRP, SANs cannot be attached directly to
such a duplicated network unless they are able to interpret the HSR tag.
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bridged local area
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[
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Figure 13 — HSR example of topology using'two independent networks

5.2.3.3 Peer coupling of rings

Two HYR rings may be connected by quadruple port devices with forwarding capabilities,
called QuadBoxes, as Figure 14 shows.\Fhis is advantageous when the traffic flow ¢xceeds
the caplabilities of a single ring. However, transmission delays from end to end |are not
improved.

Although one QuadBox is sufficient to conduct the traffic in the fault-free state of the petwork,
two QugdBoxes are used tovprevent a single point of failure.

A Quadbox forwards {frames over each ring as any HSR node, and passes the| frames
unchanged to the «ther ring, except if the frame can be identified as a frame ng¢t to be
forwarded to the‘ether ring. To this effect, a QuadBox is expected to filter traffic based for
instance on multicast filtering or on VLAN filtering. There is no learning of MAC addrg¢sses in
a QuadBox,ssince the learning of MAC addresses on specific ports of a QuadBox devi¢e could

lead to [a §hott break in communication, if the QuadBox that has learned an addres$ and is
forwarding-netwaork traffic_fails

With QuadBoxes realized as single physical entities, the two interconnected rings share the
same redundancy domain concerning fault tolerance. If one QuadBox breaks down, both
interconnected rings are in a degraded state and cannot tolerate a further fault.

Therefore, constructing QuadBoxes in the same way as a RedBox can help keep the
redundancy independent. The QuadBox then consists of two devices connected by an
interlink. For this reason, the RedBox specifications include the HSR connection.
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Figure 14 — HSR example of peer coupling of two rings

IEC

e frame

from a
uadBox

forward it if it already sent a~copy that came from its interlink. Conversely, if the
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sent a copy. Fhis’ duplicate will be discarded at the other end of the interlink. This

may cause some additional traffic on the interlink, but it allows to simplify thg
gic.

—Hierarchicalring topotogy

An HSR network may consist of rings connected by QuadBoxes, as Figure 15 shows.

design
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Figure 15 — HSR example of connected rings

Connection of\an HSR ring to a PRP network

IEC

may be coupled to a PRP network through two RedBoxes, one for each
6 showsInthis case, the RedBoxes are configured to support PRP traffig on the
and HSRytraffic on the ring ports.

uence number from the PRP RCT is reused for the HSR tag and vice versa,
entification from one network to the other and to identify pairs and duplicate

N a single QuadBox is sufficient to.sustain the traffic, two independent QuadBgxes are
to avoid a single point of failure,

bANs are connected dire¢tly to the DANH that performs the duty of a simplified
RedBox|.

| AN, as

to allow
5 on the

HSR ring, introduced by a twofold injection into the ring through the two HSR RedBoxes.
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Figure 16 — HSR example of coupling two redundant PRP LANs to a ring

The HSR RedBoxes for connecting the ring to a PRP network operate identically to the HSR
RedBoxes used to attach SANs described in 5.2.3.1, except that they are configured as
RedBox “A” or RedBox “B” to accept PRP frames on their interlink.

In Figure 16, RedBox A and RedBox B would send the same frame (A and AB and B and BA,
respectively), but if a RedBox receives the frame before it could send it itself, it refrains from
sending it.

In the example of Figure 16, RedBox A will not generate an “A“ frame on behalf of LAN A if it
previously received the same frame as “AB* from the ring, or conversely, RedBox “B” will
generate an “AB” frame if it did not previously receive an “A” frame from the ring, which is the
case whenever frame “A” is not a multicast frame.

Multicast frames or unicast frames without a receiver in the ring (void arrows in Figure 16) are
removed by the RedBox that inserted them into the ring, if they originated from outside the
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ring. To this purpose, the frames carry a LAN identifier that is at the same time the Redbox
identifier.

Figure 17 shows the same coupling when the source is within the ring.

destination
end PRP nOdeS end
node node

____W""“\
[ ] = 4

interlink A interlink B

end
node

RedBox A
A

RedBox B
B

:m
HSR nodes

X X<
% )
BEA BEA B TA BEA

| L || |
end end end end
node node node node
source

‘Aframe (counter-clock wise)

"B” frame (CIOCKWISE)

mulitcast or not received unicast frame
frame removed from the ring by the node

111

IEC

Figure 17 — HSR example of coupling from a ring node to redundant PRP LANs

To avoid reinjection of a frame into the PRP network through the other RedBox, each HSR
frame carries the identifier of the PRP network from which the frame came originally, the 4-bit
Pathld. RedBoxes are configured and identified by the Pathld of the PRP LAN to which they
are attached.

5.2.3.6 Connection of several PRP networks to an HSR ring

Up to 7 PRP networks can be connected to the same HSR ring, each being identified by a 3-
bit Netld.
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The two RedBoxes that connect a PRP network with an HSR ring are configured with the
Netld (1 to 7) and the Lanld (A=0/B=1), which form the 4-bit Pathld (see Figure 18).
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Figure 18 — HSR example,of coupling from a ring to two PRP LANs
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work or
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given Netld, a RedBox inserts into the Pathld of the HSR tag its own Netld and th¢ Lanld,

i.e.one
or RedB
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ely; when forwarding a frame from the ring to a PRP network, a RedBox injsert the

5.2.3.7

” or ’B” into the P(‘T, r'lnpnnrling ifitis RedBox A or RedBox B

Connection of one PRP networks to several HSR rings

A PRP network can be connected to any number of HSR rings, but these rings cannot be
connected between themselves, neither by QuadBoxes nor by another PRP network since this
would create loops (see Figure 19).
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Figure 19 — HSR example of coupling three rings to one PRP LAN

5.2.3.8 Meshed topology

HSR allows any kind of meshing, and préavides redundancy as long as the structure is free
from single point of failure. For instance;*Figure 20 shows a matrix arrangement of npdes. In
this case, nodes have more than*{wo ports operated in parallel that operate |ike the
QuadBdgxes. A frame received from-one port is forwarded to all other ports except the pne that
received it, and each port forwards the frame unless it already sent a duplicate.



https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

- 44 - IEC 62439-3:2016 © IEC 2016

Sk
Y Y Y v BE; :‘

T
51

Figure 20'— HSR example of meshed topology

5.2.4 RedBox structure

Figure 21 shows the general structure of a RedBox:
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The Red@Box has an LRE that performs the duties of the HSR protocol, in particular:
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Figure 21 — HSR structure of a RedBox

— forwprds the frames-received from one HSR port to the other HSR port, unless the frame

was

— recelives frames addressed to its own upper protocols;

sent already;

— prefixeshe frames sent by its own upper layers with the corresponding HSR tag before

send

ing’ fwo copies over its HSR ports.

A RedBox can be operated in one of three modes: as a SAN connection, as a PRP connection

or as an

HSR connection (half of a QuadBox). Depending on the mode of operation, the frame

handling at the interlink interface of the RedBox differs (see 5.4.2 and 5.4.4).

The switching logic in Figure 21 can be incorporated into the RedBox, so the interlink
becomes an internal connection.

A simple RedBox is present in every node, since the LRE makes a transition to a single non-
HSR host. Also, it is usual to have more than one host in a node, since a port for maintenance

often ex

ists.
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5.3 HSR node specifications
5.3.1 HSR operation
5.3.1.1 Node properties

A DANH shall be operable in one of the following modes, which shall be changeable at
runtime using management commands:

e Mode H (mandatory, default mode): HSR-tagged forwarding — in this mode, the DANH
shall insert the HSR tag on behalf of its host and shall forward the ring traffic, except for
frames sent by the node itself, duplicate frames and frames for which the node is the
unique destination.

e Mode N (optional): No forwarding — in this mode, the node shall behave like mod¢ H with
the e¢xception that it shall not forward ring traffic from port to port.

e Mode T (optional): Transparent forwarding — in this mode the DANH shall remove the HSR
tag before forwarding the frame to the other port and shall send a frame from thg host to
both| ports, untagged and without discarding duplicates.

¢ Mode M (optional): Mixed forwarding HSR-tagged and non HSR-tagged — in this mpde, the
DANH shall insert the HSR tag depending on local criteria when injecting frames[into the
ring| HSR tagged frames from ring ports are handled according to Mode H. Non-HSR
tagged frames from ring ports are handled according to IEEE*802.1D forwarding rules.

e Mode U (optional): Unicast forwarding — in this mode, the node shall behave as in Mode H,
excgpt that it shall also forward traffic for which it is_the) unique destination.

e Modg X (optional): No sending on counter-duplicate™— in this mode, the node shall{behave
as in Mode H, except that a port shall not send‘aframe that is a duplicate of a frame that it
recefived completely and correctly from the opposite direction.

5.3.1.2 Host sequence number

An HSR node shall maintain a sequence* humber for each MAC address the host uges. The
sequeng¢e number is initialized with 0:

NOTE Tpe LRE is expected to detect"'the MAC address of the host by listening to the frames it receivgs from it.
The host MAC address can also be configured into the LRE. Without knowledge of the host MAC addresg, the LRE
forwards all HSR traffic to the host, treating unicast frames as multicast.

5.3.1.3 Host multicast address

A node [shall have-the ability to filter out at least MulticastFilterSize (see Table 11) multicast
addresses or multicast address groups. If the table is not configured, the LRE shall foqward all
multicagt frames-to the host and to the other port, duplicates excluded.

5.3.1.4 Host unicast address

A node shall have the ability to communicate its MAC address(es) to the LRE. If the MAC
address is not configured, the LRE shall forward all unicast frames to the host and to the
other port, duplicates excluded.

5.3.1.5 Host reboot
When a node reboots, it shall refrain from sending frames over its HSR ports during a time

NodeRebootTime (see Table 11) and preferably start transmission by sending a supervision
frame.

5.3.2 DANH receiving from its link layer interface

For each frame to send on behalf of its link layer interface, a source node shall:
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If the

node is in Mode T

do not modify the frame;

duplicate the frame, enqueue it for sending into both HSR ports

Else if the node is in Mode M

If the local criteria is not met

insert the HSR tag and increment the sequence number depending on local
criteria;
duplicate the frame, enqueue it for sending into both HSR ports
Else
ol not dnsort +h HSR +—:zgr:
process the frame according to IEEE 802.1D rules
Else
nsert the HSR tag with the sequence number of the host;
lncrement the sequence number, wrapping through O;
uplicate the frame, enqueue it for sending into both HSR perts
NOTE 1 |Enqueuing means that the frame will be sent as soon as no former or.higher-priority frames pre in the
queue andl the medium is ready.
NOTE 2 [Sending a non-HSR frame to both ports does not produce circulating frames since such framgs will not
be forwarded by the adjacent HSR node. This mechanism is intended¥for off-ring configuration of an SR node
through alnormal PC.
5.3.3 DANH receiving from an HSR port
A node feceiving a frame from one of its HSR ports shall:
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If this frame is not HSR-tagged:

If the frame is a link local traffic (IEEE 802.1D Table 7-10)

| consume the frame and do not forward it.

Else if the node is in Mode M

| forward according to 802.1D forwarding rules

Else if the node is in Mode T

enqueue the unchanged frame for passing to its link layer interface.
enqueue the unmodified frame for sending over the second port.

Else

o EIR S 2t 1ol 1 PESEE IR —NE O N
13 I P

rerene—the wachonced £ for
< S HH

do not forward this frame

Else (HSR-tagged frame):

Iff the node is in Mode T

remove the HSR tag
send the modified frame over the second port
send the modified frame to its link layer interface

Ellse (node is not in Mode T)

If this node is a destination:

If this is the first occurrence of the ffame over the link layer
interface:

remove the HSR tag and pass thewmedified frame to its link lajyer
interface.

Else (this is not the first occGyrence of the frame over the linkl layer
interface):

‘ do not pass the frame £o"the link layer interface.

Else (if this node is not a~destination):

‘ do not pass the frame\to the link layer interface.

If this node is not the) only destination or the node is in Mode U:

If this is the fdrst occurrence of the frame and the node is not [in
Mode N:

‘ enqueue) the unmodified frame for sending over the other port (f)

Else (th¥s is not the first occurrence of the frame):

[discard the frame.

Else\¥¥f this node is not in Mode U and it is the unique destination)|:

) discard the frame.

NOTE 1 Itis possible that more than one duplicate arrives, especially when rings are coupled.

NOTE 2 A node accepts an HSR tagged frame also if the Lanld does not correspond to the Portld and if the
LSDUsize does not match the frame size.

5.3.4 DANH forwarding rules

A node shall not send over a port, a frame that is a duplicate of a frame previously sent over
that port in that same direction.

A node that receives a frame shall not modify its source address or HSR tag when forwarding
the frame even if it did modify the contents of the frame.

A node that detects on the base of the signal quality supervision or FCS that the frame is
damaged or truncated, shall not forward it. However, if the node operating in cut-through
already started forwarding and then detects that the frame is damaged or truncated, it shall
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append the error sequence foreseen in ISO/IEC/IEEE 8802-3:2014, 27.3.1.2.2 and then stop
transmission of that frame.

If a previously connected port is disconnected from the network, a node shall purge the port’s
buffer so that it cannot send an obsolete frame, and resume buffering when the port is
reconnected.

For frames that originate from a DANH, Lanld may be set to 0 or to 1 to indicate the sending
port (A=0,B=1)

Cleaning the transmit queues from entries coming from this node is not necessary, since a
transmit_ queue empties itself whether the attached link is operational or not.

If a por} received a complete and correct frame, it could in principle refrain from ‘sgnding a
duplicate of that frame in the opposite direction, since it can be assumed that all nodep in that
direction already received correctly the frame since they forwarded it. This) methofd saves
bandwidth, but there are several caveats:

e This|method is not applicable to supervisory frames, to preserve integrity check of|the ring
in both directions.

e This| method is not applicable to PTP frames (see Annex A)since the delay is different in
both| directions.

e This| method is not applicable when Mode "U" is enabled, to allow all nodes to reg¢eive all
traffic.

e This|method is not effective for the traffic that is.not forwarded by a unique destination.

e This| method only reduces the broadcast _.and multicast traffic when the nodg is not
opeffating in cut-through mode.

e This| method introduces a variable response delay depending on the position of the node
in the ring and on race conditions; it~cannot be predicted which node, if any, remgves the
dupljcate.

e This| method does not guarantee that the gained bandwidth remains available fpr other
traffic.

o This| method does not improve the worst case network delay, when a frame or alnode is
lost.|Nodes presenting-this behaviour would interwork with nodes not implementing| it.

The ability to refrain from sending on counter-duplicate is expressed as Mode_X in thel PICS.

NOTE 1 |These rules)remove circulating HSR frames and open the ring, in the same way as an RSTP |or similar
protocol. |t applies-to frames originally sourced by the node and to frames circulating in case a device i removed
after having sentya frame, and the ring is closed again, for instance by a mechanical bridging device ¢r when a
DANH is powe€red down. In a ring of 50 nodes, a frame comes back to its originator after some 6 ms.

NOTE 2 These conditions enable a node to operate either in store-and-forward or in cut-through mode. Delaying
the forwarding of a frame does not affect the worst-case ring delay.

NOTE 3 The Duplicate Discard method of PRP is not a preferred method for discarding duplicates in HSR, since
HSR aims at preventing duplicates from circulating.

NOTE 4 The fact that the sequence numbers of the frames sent by one source are not monotonically increasing is
not a reason for discarding the frame. This observation can however be used for supervision of the network.

NOTE 5 In cut-through operation, the complete reception of the HSR tag takes approximately 2,4 us at
100 Mbit/s, after which the node decides to forward the frame or not. In store-and-forward, the complete reception
of a frame takes some 123 us at 100 Mbit/s for the maximum size frame (1 522 octets).

5.3.5 CoS

For the operation of HSR, priorities and VLANs are not required.

An HSR node is expected, as expressed in its PICS:
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e to support at least 2 levels of priority according to IEEE 802.1D (IEEE 802.1p);
e to filter VLAN traffic according to IEEE 802.1Q;

e to filter multicast traffic.

5.3.6

Clock synchronization

Handling of clocks as per IEC 61588 is described in Annex A.

5.3.7

Determi

Deterministic medium access

nistic medium access is not specified.

NOTE D
start tran
other fran
header.

54 H
5.4.1

A RedB
protoco

A RedB

eterministic medium access can take advantage of the precise clock synchronization, by letting
Emission of frames with time-critical data at the same time in a reserved time slot and ensuriy
es completed transmission before the start of that time slot. The size of a frame is annguhced it

SR RedBox specifications
RedBox properties

ox is a device with at least three ports, two of them being ring ports for t
, the third port being connected to an interlink.

bx shall behave as a DANH for all traffic for whickit‘is the source or the destin

In addition to the DANH behaviour, the behavioursof the RedBox Interlink is desc

54.2. 9
internal
network]

A RedB
is used
HSR R{
into the

The Ne
RedBox
be confi

A RedB
1) HSR

ince the RedBox distinguishes, on reception from the HSR network, bety
interfaces and its interlink, the behavigur of a RedBox upon reception from
is described in 5.4.4.

bx shall have a configurable Netld that is composed of three bits as defined in
in the HSR tag for frames that\were received from the interlink port of the Red
dBox connection to a PRP EAN will not forward HSR frames of the configure
PRP LAN.

Id of the RedBox{shall not be used in the HSR tag of frames generated w
. Such frame shallluse a Netld of zero in the HSR tag instead, or a ring Netld
gured separately, with a default value of zero.

pXx shall(be configurable for one of three modes:

-SAN the traffic on the interlink is not HSR, not PRP;

all nodes
g that all
the HSR

he HSR

ation.

ribed in
een its
an HSR

57.1.1t
Box. An
d Netld

thin the
hat can

2) HS

-PRP: the traffic on the interlink is PRP-fnggnd as “A” or “‘B”:

3) HSR-HSR the traffic on the interlink is HSR-tagged.

NOTE 1

A RedBox itself implements at least a management interface.

NOTE 2 A RedBox is expected to have its own IP address, especially for configuration messages. It can be

accessed

NOTE 3

5.4.2

over the interlink or over the HSR ports.

The interlink can be an internal connection if the RedBox serves as bridge at the same time.

RedBox receiving from interlink

When receiving a frame from its interlink port, a RedBox shall:
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If the frame carries a HSR tag:

If the node is in Mode T

remove the HSR tag
enqueue the modified frame to the link layer interface of the RedBox
enqueue the modified frame into each HSR port

Else if the RedBox operates in HSR-HSR mode

If the RedBox is a destination of the frame

If this is not the first occurrence of the frame at the link layer
interface

discard the frame

Else (If this is the first occurrence of the frame at the link lay
interface)

er

remove the HSR tag
enqueue to the link layer interface of the RedBox

If the frame is to be injected into the ring (RedBox is not“only
destination, Multicast/VLAN is ok)

If this is not the first occurrence of the frame

‘ discard the frame (already sent over that poct)

Else (If this is the first occurrence of the: frame)

‘ enqueue the unmodified frame into eaeh HSR port

Elge (If the RedBox does not operate in HSR-HSR\mode)

‘ discard the frame

Else

ilff the frame carries a PRP RCT and the(RedBox is in HSR-PRP mode

If|the node is in Mode T

remove the PRP RCT
enqueue the modified frame telthe link layer interface of the RedBox
enqueue the modified frame(into each HSR port
Elge
If the source MAC address is not already registered:

‘ create an entry in the ProxyNodeTable;

If the PRP tag does not correspond to the LanId of the RedBox “A” or YB”

‘ increment the error counter lreCntWrongLanIdC;

If the RedBox is a destination of the frame
IMthis is not the first occurrence of the frame at the link layej
interface
‘ discard the frame
Else
‘ enqueue to the link layer interface of the RedBox (with the PRP RCT)
If the frame is to be injected into the ring (RedBox is not sole
destination and multicast/VLAN is ok)
If this is not the first occurrence of the frame at each HSR port
‘ discard the frame (already sent over that port)

Else (If this is the first occurrence of the frame at each HSR port)
reuse the PRP sequence number and the RedBox’s path identifier to
build the HSR tag
enqueue the frame into each HSR port

Else (if the frame carries neither a HSR tag nor a PRP RCT)

If the node is in Mode T
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enqueue the unmodified frame to the link layer interface of the RedBox
enqueue the unmodified frame into each HSR port
Else if the node is in Mode M
| forward according to 802.1D forwarding rules
Else
If the source MAC address is not already registered in the ProxyNodeTable:
‘ create an entry in the ProxyNodeTable;
Else (If the source is already registered)
‘(void)
If the RedBox is a destination of the frame:
‘ enqueue to the link layer interface of the RedBox
If the frame is to be injected into the ring (RedBox is not sole
destination and multicast/VLAN is ok))
append the HSR tag using the sequence number of that ngdé€
increment the sequence number of that source;
enqueue the tagged frame into each HSR port
NOTE 1 |Reception of an HSR frame over the interlink is considered as a configuration error in PRP cpnnection
mode. If fhe RedBox is used as one half of a QuadBox in HSR connection{mode, then the interlink will pnly carry
HSR trafflc. In HSR-HSR mode, the interlink is handled as an additional HSR port intended for QuadBox coupling
and thus [does not use a ProxyNodeTable, unlike PRP-HSR and SAN-HSR RedBoxes. The RedBox imp|lements a
NodesTable to record the presence of HSR nodes.
NOTE 2 |The RCT is only removed if the DANH identifies positively the sender as a DANP if the nqde has a
NodeTable. Nodes without a NodeTable remove the RCT according to the mode setting.
5.4.3 RedBox forwarding on the ring
In additlon to the forwarding rules of 5.3.4;;a RedBox shall not forward in the ring aJ unicast
frame that is intended for one of the nodes that are registered in the ProxyNodeTahle. This

conditio

5.4.4
A RedB

N is enabled by default and can._be disabled by setting the RedBox to Mode U.

RedBox receiving from:an HSR port

bx that receives a yalid frame over one HSR port shall:
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If this

frame is not HSR-tagged:

If

the frame is a link local traffic (IEEE 802.1D Table 7-10)

consume the frame and do not forward it.

Els

e if the node is in Mode M

enqueue the unchanged frame for passing to the interlink.
forward according to 802.1D forwarding rules

Els

e if the node is in Mode T

enqueue the unchanged frame for passing to its link layer interface.
enqueue the unmodified frame for sending over the second port.

Els

e

enqueue the unchanged frame for passing to its link layer interface
do not forward this frame

Else (If

rame i1s HSR-tagged) :

If

the node is in Mode T

remove the HSR tag
send the modified frame over the second port
send the modified frame to its link layer interface

Ells

e

If this node is a destination:

If this is the first occurrence of the{ fifame over the link layer

interface:
remove the HSR tag and pass théModified frame to its link lalyer
interface.
Else (this is not the first ocCcurrence of the frame over the link] layer
interface) :
‘ do not pass the frameélto the link layer interface.
Else (if this node is not.(a) destination) :
‘ do not pass the frame to the link layer interface.
If this node is not the unique destination or the node is in Mode U:
If this is the‘*first occurrence of the frame and the node is not [in
Mode N:

‘ enquetie the unmodified frame for sending over the other port (s)
Elsge “ftthis is not the first occurrence of the frame or the node ijs in
Modé N) :

‘ do not enqueue the unchanged frame to the second HSR port.

If this is the first occurrence of the frame in direction of the
interlink:
If the RedBox is in SAN mode:
remove the HSR tag;
If Source in the ProxyNodeTable
‘ discard the frame
Else
‘ enqueue frame for passing to the interlink.
Else if the RedBox is in PRP mode:
If the netId matches that of the RedBox
‘ discard the frame
Else
remove the HSR tag and append the PRP RCT with LanId (“A”

or “B”) of the RedBox and reusing the HSR sequence number.
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‘ ‘ enqueue frame for passing to the interlink.

Else (if the RedBox is in HSR mode)

do not modify the frame.

enqueue frame for passing to the interlink.

the interlink):

Else (If this is not the first occurrence of the frame in direction of

‘ discard the frame

in Mode U:

Else (If this node is the only (unicast) destination) and the node is not

‘ discard the frame.

NOTE

which it ig

5.4.5

A RedB

F

br HSR-HSR connection only, a RedBox does not check if the frame was sent by one of the
a proxy since it cannot distinguish if the frame could have been sent by a redundant RedBex.

RedBox receiving from its link layer interface

bx that receives a valid frame from its link layer interface shall:

nodes for

If t

he

node is in Mode T

ddg

not modify the frame;

dy

plicate the frame, enqueue it for sending inte both HSR ports

Else

I

f the node is in Mode M

in
c1
e

sert the HSR tag and increment the sequehce number depending on local
iteria
rward depending on local criteria

Else

If

the RedBox is in SAN mode:

enqueue frame for passingwto the interlink.

E]

se If the RedBox is inJPRP mode:

insert the PRP RCT with the sequence number of the host;
enqueue frame fdx passing to the interlink.

E]l

se (if the RedBox is in HSR mode)

insert the HSR tag with the sequence number of the host;
enqueue~frame for passing to the interlink.

dy

plicateg the frame, enqueue it for sending into both HSR ports

5.4.6

Redbox ProxyNodeTable handling

A RedBox shall hold a ProxyNodeTable containing an entry for each represented association,
and supporting at least ProxyNodeTableMaxEntries entries.

A RedBox shall purge the entry of a node in the ProxyNodeTable with a configurable time-out
(default of ProxyNodeTableForgetTime) for non-receiving frames of this node.

NOTE The actual size of the ProxyNodeTable is indicated in the PICS.

5.4.7

RedBox CoS

Same as 5.3.5, except that the RedBox is expected to support more VLANs and more
complex and comprehensive options for engineering traffic flow in the network on higher
protocol layers, e.g. multicast filtering rules, than a simple node.
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5.4.8

RedBox clock synchronization

Handling of clocks as per IEC 61588 is described in Annex A.

5.4.9

RedBox medium access

Same as 5.3.7, except that the RedBox shall be able to aggregate several nodes for which it

acts as

a proxy.

5.5 QuadBox specification

A Quadbox shall operate conceptually as two RedBoxes in HSR-HSR mode, back-to-back.

5.6 IZJupIicate Discard method

duplicate

ce MAC

time

For the purpose of Duplicate Discard, a frame shall be identified by:
e its spurce MAC address;
e its sequence number.
NOTE Il addition, it is possible to use other fields of the frame such as,the)checksum to aid in
detection
The Duplicate Discard method is not specified.
Any Duplicate Discard method shall be able to forget{an entry identified by <Sour
Addresg><Sequence number> after a time EntryForgetTime.
5.7 Frame format for HSR
5.7.1 Frame format for all frames
HSR frames are identified uniquely by their HSR tag.
The HSR tag consists of:
e 16-bit Ethertype (HSR .EtherType = 0x892F)
e 4-bif path identifier(Pathld)
o 12 bjit frame size (LSDUsize)
e 16-bit sequence number (SeqNr)
— /J]\ —
octet position 0 6 12 14 16 18 .
- destination source 'jg? § LSSiZDeU SeqNr LT payload / / l
- N " g -
HSR tag original LPDU

Figure 22 — HSR frame without a VLAN tag

IEC

The 4-bit Pathld field prevents reinjection of frames coming from one PRP network to another
PRP network.
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The 3 most significant bits of the 4-bit path field are the Netld with values 0 for regular HSR
frames, 1 to 6 for frames originating from a PRP network (up to 6 networks supported, might
also be used for other HSR networks in the future), 7 is reserved.

The least significant bit of the 4-bit path field is the Lanld. This bit indicates for a frame
coming from a PRP network if it has been received over portA or portB of a RedBox.

For frames that originate from within the HSR ring, Lanld may be set to 0 or to 1 to indicate
the sending port (A=0,B =1).

The allocation of the 4-bit Pathld field is:

e 0000 to 0001 frame from an HSR node (A/B);
e 0010 to 1111 frames from one of 7 PRP networks (A/B).

If the frame carries a VLAN tag according to IEEE 802.1Q, the HSR tag shall be inser{ed after
the VLAN tag.

The same frame with a VLAN tag is shown in Figure 23.

!

AV
A
-~ N
octet position 0 6 12 16 18 20 22 //
L ! HSR | =},LSDU
destination source 8100 | = |VLAN ETNEY size SeqNr LT payload / / l
& P time

\ v J ~ ~—

VLAN tag HSR tag original LPDU
IEC

Figure 23 — HSR frame with VLAN tag

The migimum frame size~(including the destination MAC address and the FCS) shall be 70
octets with no VLAN (tag”and 74 octets with a VLAN tag. The padding shall be |nserted
between payload and\FCS.

NOTE 1 |The LSDUsize has the same definition as in PRP and includes possible padding.

NOTE 2 |The reason for inserting the HSR tag after the VLAN tag is to provide faster MAC address lookyp in case
IVL (Independent VLAN learning as defined in IEEE 802.1Q) is used.

NOTE 3 The minimum frame size ensures that the frame will meet the ISO/IEC/IEEE 8802-3:2014 minimum frame
size of 64 octets after removal of the HSR tag and of the VLAN tag.

5.7.2 HSR_Supervision frame
5.7.21 Sending

Each DANH shall multicast an HSR_Supervision frame over both its ports with the format
specified in Table 9 or Table 10.

NOTE 1 The frame has been padded to 70 octets (no VLAN) and 74 octets (with VLAN) respectively since the
LRE can remove the HSR tag (6 octets) and VLAN tag (4 octets) when passing the frame to the upper layers.
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o A~ N O

10
12
14
16
18
20
22
24
26
28
30
32
34
36
38
40

64
66
68
70

Table 9 — HSR_Supervision frame with no VLAN tag

1 2 3 4 5 6 7 8 9 10 11 12 13 14

15

| | | [ msb | un | G |
HSR_DestinationAddress = multicast (01-15-4E-00-01-XX)
Isb ‘

|msb | UL | o |
SourceAddress (MAC address of the node)

| Isb ‘
HSR_EtherType
pathld ‘ HSR_LSDUsize = 52 (with padding) @A
SeqNr ,\Q'\
SupEthertype
SupPath ‘ SupVersion
SupSequenceNumber
TLV1.Type = 23 TLV1iLength = 6
| msb | UL | o
MacAddress (MAC address of the DANH)
TLV2.Type = 30 ‘Q\) TLV2.Length = 6
[ msb [ un | o 0\\ )
RedBoxM ﬁdress
\\\Q“ Isb ‘
TLVO.Type =0 TLVO.Length = 0

Padding to 70 octets (64 + 6 + 0 VLAN)

FCS
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Table 10 - HSR_Supervision frame with optional VLAN tag

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 | | | | [ msb [ un | G |

2 HSR_DestinationAddress = multicast (01-15-4E-00-01-XX)

4 Isb ‘

6 ‘ msb ‘ u/L ‘ 0 |

8 SourceAddress (MAC address of the node)

10 | 1sb |

12 VLAN Tag (=0x8100 for VLAN)

14 prio ‘ cti ‘ vlan_identifier

16 HSR_EtherType Q,Q )
18 HSR_path ‘ LSDUsize = 52 (with padding and VLAE)SB’V
20 SeqNr k())\b
22 SupEthertype

24 SupPath ‘ SupVersion

26 SupSequenceNumber

28 TLV1.Type = 23 TLV1.Length = 6
30 ‘ Msb ’ u/L ’ 0

32 MacAddress (MAC address of the DANH)

34 ’

36 TLV2.Type = 30 o : TLV2.Length = 6
38 | msb | unL ‘g\'\

40 R@BoxMacAddress

42 xOA Isb ‘

44 TLVO0.Type = 0 TLVO.Length = 0
46

Padding to 74 octets (64 + 6 + 4 with VLAN)

68

70 FCS

72

74
NOTE 2 |The format of the frame is nearly identical to that of the PRP supervision frames.

NOTE 3 The Supervision frames allow the NodesTable to keep track of the presence of other nodes identified by
their MAC address. When a node does not send a Supervision frame within a given time-out (in the order of one
minute), its address is removed from the NodesTables if such are used.

5.7.2.2 HSR_Supervision frame contents

The content of the HSR_Supervision frame shall be defined as follows:
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HSR_DestinationAddress

Reserved multicast address 01-15-4E-00-01-XX. By default XX is “00”, but if
conflicts arise, XX can be configured to take any value between 0x00 and OxFF.

SourceAddress

MAC address of the node.

VLAN tag (optional)

IEEE 802.1Q tag if used.

HSR_EtherType

Ethertype of the HSR protocol, see 5.7.1

Pathld Path over which this frame was sent, in particular, identification of the PRP
network.

LSDUsize Size of the LSDU in octets.

SeqNr SendSeq of the sender.

SupEthertype Ethertype for supervision frames, shall be 0x88FB

SupPath Unused, setto 0

SupVerdion Protocol version, set to “1” (one) for this version of HSR.

Implementation of version X of the protocol shall interpret version(>X-as if|they
were version X, ignoring any parameters and/or flags added by the"more recent
version, and interpret version <=X exactly as specified for the, vefsion conterned.
The version shall not exceed the value of 64.

SupSeqlienceNumber

Sequence number of the supervision frames

TLV1.Type

Has a value of 23 to indicate that it is an HSR node€ in normal operation. Qther
values are reserved.

TLV1.Length

Indicates the length of the following MAC address.

MacAddfess MAC address used by the sender.

TLV2.Type Source node identifier set to 30 if th€) seurce node is a RedBox (see 4.3.3
TLV2.Length Indicates the length of the following MAC address.

RedBoxMacAddress MAC addresses used by the,RedBox on its interlink.

TLVO.Type Closing TLV, set to 0

TLVO.Lgngth

Closing TLV, set to 0

5.7.2.3 Reception of a HSR_Supervision frame and NodesTable

When regceiving a first HSR_Supervision frame over any ring port, a node shall create an entry
in the NodesTable corresponding to the MacAddress of that source as indicated in the
message body, not in the«source address of the frame, and register the port over which this

frame came.

Subseqlient reception of frames shall be registered with the objective of identifying r¢ception

errors.

5.7.2.4 Non-Reception of a HSR_Supervision frame

When a device detects another device as non-existent, it shall, If this device resumes
transmission, accept frames from that device as if that device had not been connected before.

NOTE The mechanism to detect non-existing devices is not specified, it can be assumed that reading the
NodesTable resets or reads a frame counter.

5.8 Constants

The constant parameters are shown in Table 11.

Other values are allowed at the user’s responsibility.
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Table 11 — HSR Constants

Constant Description Default value
LifeCheckInterval How often a node sends an HSR_Supervision frame 2 000 ms
NodeForgetTime Time after which a node entry is cleared in the NodesTable | 60 000 ms
ProxyNodeTableForgetTime | Time after which a node entry is cleared in the 60 000 ms

ProxyNodeTable
ProxyNodeTableMaxEntries | Maximum number of entries in the ProxyNodeTable 512
EntryForgetTime Time after which an entry is removed from the duplicates 400 ms
NodeRebootInterval Minimum time during which a node that reboots remains 500 ms
. silent
MuIticaskFiIterSize Number of multicast addresses to be filtered 16

5.9 HSR service specification

Objects|in the LRE, e.g. error counters, can be accessed from an application running on the
same npde using direct calls or from an application on another node Using a manggement
protocol such as SNMP or a specific protocol such as IEC 61850.

All LRE objects are described in Clause 7 as an MIB conformant to SNMP (RFC 2578,
RFC 34/18), which is common for PRP and HSR.

For betfer understanding of the MIB counters, Figure<24"shows the structure of a ngde with
the entities that maintain the counters.

appli¢ations
publisher/ transport layer
subscriber network layer

# IreCntTxC
Foo] [mob—"

link redund L IreCntUnliqueRxC
Ink redundancy, ’J/ IreCntDuplicateRxC
entity (LRE) IreCntM{ItiRxC
IreCntRxC
IreCntErrordC ’7/ IreCntNodes
Nodes 4
HSR tagger Table
forwarding
IreCntRxB
IreCntErrorsB
IreCntErrWrongLanB
IreCntUniqueRxA dupl. discard I i
. reCntUniqueRxB
IreCntDupI_|cateRxA; N IrantDu;IicateRxB
IreCntMultRxA ~ ———¥ \IreCntRxA Y ! IreCntMultiRxB
[ XA | [ RXA | [(txB | [ RXxB |
IreCntTxA v IreCntErrorsA = T
. IreCntErrWronglLanA :
A -==-== I np——— IreCntTxB Lm e e == = » B
IEC

Figure 24 — HSR node with management counters
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Figure 25 shows the management information base for a RedBox.

o Sy ENEE I MeEs RedBox local applications
layer 2 transport layer
\’J access network layer
ports D1..Dn ’ port C
x bridge IreCntRxA
IreCntRxB
renrsp | ———y N P - recnmie
IreCntWrongLanD S —J L ! ;
d di d IreUniglieRxC
. | e | - c
In 1] e roxy IreMultipleRxC
redundancy ) 3 Node
?Ijgg) o T o > Table \( IreCntProxyNodes
IreCntRecejivedA f . &ntNodes
IreCntErrorsA — discard discard IreCntReceivedB
IreCntWrorjglanA duplicate duplicate IreCntEfrorsB
IreCntUniqlieRxA (— i | __IreCntVyrongLanB
IrsCntDuplitateR: P )
IreCntMultipleRxA IreCntUniqueRxB
A B L IrsCntDuplicateRxB
IreCntMultipleRxB
CCW = ' ccw
HSR B
ow > HSR port A port > CW
IEC
Figure 25 — HSR RedBox\with management counters
6 Prdtocol Implementation Conformance Statement (PICS)
The PIQS shall indicate if the following options are supported:
e SNMP_MIB: ability to'support the SNMP MIB
e NTAB_SIZ: number of entries in the NodesTable (0 = no NodesTable)
e PRIO_QTY: number of supported priorities
e VLAN_QTY:~“number of supported VLANS
e MULT_QTY: number of filtered multicast addresses
e CLK\ 1588 support of IEC 61588 synchronization
e PRP_SRP: ability to perform as non-bridging node with no PRP
e PRP_RSTP: ability to perform as an RSTP bridge element with designated port role
e PRP_MRP: ability to perform as an MRP bridge element (client or master)
e HSR_H ability to support HSR Mode H (default)
e HSR_N ability to support HSR Mode N (no forwarding)
e HSR M: ability to support HSR Mode M (mixed forwarding)
e HSR_T: ability to support HSR Mode T (transparent forwarding)
e HSR_U: ability to support HSR Mode U (forwarding also when unique destination)
e HSR_X ability to support HSR Mode X (no forwarding on counter-duplicate)
¢ RBX_PRP: RedBox with PRP ports
e RBX_HSR: RedBox with HSR ports
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¢ QBX_HSR: AQuadBox integrating two RedBoxes
o RBX_PNT: number of entries in the ProxyNodeTable

7 PRP/HSR Management Information Base (MIB)

The MIB objects reflect the arguments of the service parameters which bear the same name,
with an uppercase first letter. If the PICS option SNMP_MIB is true, the MIB data structures
defined in Clause 7 shall be available at OID = 1.0.62439 in addition to the MIBs that the
ports may provide, with the following definition.

NOTE When copying the MIB from a PDF document, all headers and footers are removed and characters are
convertedte—the—eharacterformatthat-SNMPreguires—AHheugheare-hasbeertakenrottousetHegateparacters,

some can|appear in the final document due to the editing process.

e AR R AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A KA A A A A KR A A AAKR A A A AR A A A AR AR AT AKX XA XKk K [

IEC-624B9-3-MIB DEFINITIONS::= BEGIN

e R AR AP AR A A A A A A A A A A A A A A AR A AR A A A A A A AR A A A A A A A A A AR A A Ak A A A A A A Ak A A A kA A A KT I F A A Ak kA K

-—- Impofts
RS SRR R R R R R S R R R R R R R S R R R R R R e A

IMPORTS

MODPLE-IDENTITY, OBJECT-TYPE,

Coupter32, TimeTicks, Integer32, Unsigned32 FROM SNMPv2-SMI
OBJECT-GROUP,

MODPLE-COMPLIANCE FROM SNMPv2-CONF
TrukhValue, RowStatus, MacAddress, DisplayStriwg,

TEX[TUAL-CONVENTION FROM SNMPv2-TC;

—— Ak Rk Ak Ak A Ak A Ak Ak Ak hk kA hhk kA kA Ak Ak Ak Ak Ak hk kA kA kA KK h Ak rhkhkhkhkhkhkhkhk kA hkhkhhkhkrkhkrhrkhkhkhkkhkhkkxkxf

—-- Root| OID

—— Ak kAP hk Ak Ak Ak Ak Ak hk kA hkhkhkhk kA kA kA hk Ak h Ak hhkhkhkhkhkhk hhkhkkhrhrhkhkhkhkhkhkhkhk kA hkhkhhkhkhkhkrhrkhkhkkhkkhkkkxkxf

iec6243Pp MODULE-IDENTITY

LAST-PUPDATED "2014052200002" -+_2014, May 22
ORGAN[ZATION "IEC/SC 65C"

CONTALT-INFO "

International Electrotechnical Commission
IEC Centxal Office

3, rtieyde Varembe

P.0.yBox 131

CH ~ 1211 GENEVA 20
Switzerland

Phone: +41 22 919 02 11

Fax: +41 22 919 03 00

email: infoQRiec.ch

DESCRTPTTON
This MIB module defines the Network Management interfaces
for the redundancy protocols defined by the IEC 62439 suite.
This MIB exposes the IEC62439-3 objects (PRP + HSR)
REVISION "201405220000Zz" -- 2014, May 22
DESCRIPTION "
added reference to ptp MIB and lreDuplistResideMaxTime and type
SecondFraction
REVISION "201202170000Z2" -- February 17, 2012
DESCRIPTION "
Consistency brought into line to mrp, crp, brp MIBs
REVISION "201108260000z" -- August 26, 2011

DESCRIPTION "
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REVIS
DESCR

REVIS
DESCR

= {is

—— Xk kK

-- Redu

—— Xk kK

mrp OBJ]
prp OBJ
crp OBJ]
brp OBJ
drp OBJ
rrp OBJ
ptp OBJ

—_ Kk kK

-- Text

—_ kk kK

SecondF]
DIS
STA|
DES

REF
SYN|

—_— Kk k kK

-- Obje

—_— kk kK

linkRed
linkRed|
linkRed|

—_— Kk kK

This MIB is aligned with the changes to PRP and HSR as defined
Amendment to IEC 62439-3

n

ION "200811100000zZ" -- November 10, 2008
IPTION "
Separation of IEC 62439 into a suite of documents.
This MIB applies to IEC 62439-3, added HSR functionality
ION "200612160000Z" -- December 16, 2006
IPTION "
Initial version of the Network Management interface for the
Parallel Redundancy Protocol
b std(0) 62439 }

Pe Xk k kA kxkkkkkhkhkhkhkkhkkh ok ok ok kkkkkkkhkkkkkhkkhkhkkkkkkkkkkhkkhkkhkkhkkkhkkkkkkkkxkpnkxx

hdancy Protocols
R e S S A e R I I S R I I S R S S S S I I S S S I S S S b I S S S S b S S b I S S S S e S R R i S S

F.CT IDENTIFIER::= { iec62439 1 }
.CT IDENTIFIER::= { iec62439 2 }
F.CT IDENTIFIER::= { iec62439 3 }
F.CT IDENTIFIER::= { iec62439 4 }
F.CT IDENTIFIER::= { iec62439 5 }
F.CT IDENTIFIER::= { iec62439 6 }
F.CT IDENTIFIER::= { iec62439 7 }

IR R I I S b b b S S b b e I S b b b S S S R S S b b e S S S b R S S b b S R R R S b b b e S 2 IR b e S Sb b b S S db b b S S b 3

llal conventions
ek Ak ok hk kA Rk Ak A A A A A A A A A A A A A A A A A A A A A A A AR A A AR AR A Ak Ak Ak Ak Ak kA A A A Ak Ak A A A Ak hkhkhkhkhkkh ok ok kK

raction: := TEXTUAL-CONVENTION

PLAY-HINT"d"

FUS current

CRIPTION
"time interval expressedidn multiple of 2**-16 = 15,7 microseconds
this corresponds to the. fraction of seconds in the NTP time represer
the minimum time is\\O~microseconds, the maximum 18 hours
A\l

ERENCE ~ "IEC 62439-3"

'AX Integer32

Pk x kA kA hhkhk kA Ak kA A A Ak Ak Ak Ak Ak h Ak hkhkhkhkhkhkhk kA hhkhrhkhkhkhkhkhkhkhkhkhkhkhhkhkrhkrhrhkrkhkhkhkhkkkxkxk

cts of the PRP Network Management

Pk k kA kA kA kA RA hkk kA kA kA kA Ak h Ak hhkhkhkhkhkhk kA hhkhrhkhkhkhkhkhhkhkhkhkhkhhkhkrkhkrhrhkhkkhkhhkkkxkxk

LindaneyEntityNotifications OBJECT IDENTIFIER::= { prp 20 }
LndandyEntityObjects OBJECT IDENTIFIER::= { prp 21 }
hndancyEntityConformance OBJECT IDENTIFIER::= { prp 22 }

KKK A A AR R A A A A A A A AR A A A A AR A A A AR A A A A AR A A A AR A A A AR A A A A KRR A A AR A A A AR A A A AR A A A A Ak Kk

lreConfiguration OBJECT IDENTIFIER::= { linkRedundancyEntityObjects 0 }
lreStatistics OBJECT IDENTIFIER::= { linkRedundancyEntityObjects 1 }
lreConfigurationGeneralGroup OBJECT IDENTIFIER::= { lreConfiguration 0 }
lreConfigurationInterfaceGroup OBJECT IDENTIFIER::= { lreConfiguration 1 }
lreStatisticsInterfaceGroup OBJECT IDENTIFIER::= { lreStatistics 1 }

in the

tation

——m Ak ok Kk kA hk kA kA Ak Ak hkhk Ak Ak Ak hkhkhkhkhkhkhk kA kA hhkhkhkhkhkhkhhkhkhkhhkhkhkhkhkhrhkrhkhkhkhkhkhkkhkhkhkhkhkhkrhkkkrxkxkx*k

-- Objects for lreConfigurationGeneralGroup
e R AR R R A A A A AR A A AR AR AR A A A A A A A AR AR A A A AR A A A AR A A A A AR KA A A AR A KA A AR KA A AR XA IA AR AR KR A AR XA XA A KK

lreManu

facturerName OBJECT-TYPE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUS current

DESCR

IPTION "specifies the name of the LRE device manufacturer"

::= { lreConfigurationGeneralGroup 1 }
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lreInterfaceCount OBJECT-TYPE

SYNTAX Integer32

MAX-ACCESS read-only

STATUS current

DESCRIPTION "total number of LREs present in this system."
::= { lreConfigurationGeneralGroup 2 }

e AR R R A A A A A A A A A AR A A A A A A A A A A A A A A A A A A AR A A A A KA A A AR A I AR A A A AR A A A AR A A A AR A AR AR A A A Ak K K

-- Objects for lreConfigurationInterfacesGroup
—_—— kkkkhkhkhkhk Ak kA kA hhhk kb bk kb hh b kb kb hkhhhh kb hhkhhkhhhhhhkhkhhkhkhkhrhkhkhkhkhkhkhkhkhkhkkhkhkhkkhhrhkhkhrkkhhkhkx*k

lreConfigurationInterfaces OBJECT IDENTIFIER
:= { lreConfigurationInterfaceGroup 0 }

—— ok k ok kPrhkkhkhkkh kA hhkhhkhkdkhhkhrhkrhkhkhkhhkhkhkkhkkx

-— ***Bpgin LRE InterfacesConfigTable***

—— ok kkkPrhkkhk ok khhkhhkhhkhkhkhhkhrhkrhkhkhkhkkhkkhkkhkkx

lreIntefrfaceConfigTable OBJECT-TYPE
SYNTAK SEQUENCE OF LREInterfaceConfigEntry
MAX-A[LCESS not-accessible
STATUE current
DESCR{PTION "
list of PRP/HSR LREs. Each entry cérresponds
to onp PRP/HSR Link Redundancy Entity (LRE), each représenting a
pair pf LAN ports A and B. Basic devices supporting ,PRP/HSR may
have pnly one LRE and thus one entry in the table, while more complex
devices may have several eabries for multiple LREs.

"

::= { lfeConfigurationInterfaces 1 }

lreIntefrfaceConfigEntry OBJECT-TYPE
SYNTAK LREInterfaceConfigEntry
MAX-A[LCCESS not-accessible
STATUP current
DESCR[IPTION "
each entrycedntains management information applicable fo a
particulas LRE.
INDEX| { lreInterfaceConfiglindex }
:= { lfeInterfaceConfigTable 1 }

LREIntefrfaceConfigEntry: :=
SEQUENCE {
lreInferfaceConfigIindex Unsigned32,
lreRowStatus( RowStatus,
lreNofeType~INTEGER,
lreNofeName DisplayString,
lreVefrsionName OCTET STRING,
lreMakAidcress Mo.k,nd.\_h.coo,
lrePortAdminStateA INTEGER,
lrePortAdminStateB INTEGER,
lreLinkStatusA INTEGER,
lreLinkStatusB INTEGER,
lreDuplicateDiscard INTEGER,
lreTransparentReception INTEGER,
lreHsrLREMode INTEGER,
lreSwitchingEndNode INTEGER,
lreRedBoxIdentity INTEGER,
lreEvaluateSupervision TruthValue,
lreNodesTableClear INTEGER,
lreProxyNodeTableClear INTEGER,
lreDuplistResideMaxTime SecondFraction

}

lreInterfaceConfigIndex OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
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STATUS current
DESCRIPTION "A unique value for each LRE."
::= { lreInterfaceConfigEntry 1 }

lreRowStatus OBJECT-TYPE
SYNTAX RowStatus
MAX-ACCESS read-create
STATUS current
DESCRIPTION "indicates the status of the LRE table entry"
:= { lrelInterfaceConfigEntry 2 }

lreNodeType OBJECT-TYPE
SYNTAX INTEGER
{

prpmoj»;L \l/ 7
hsr (R)

}
MAX-ALCCESS read-write

STATUP current

DESCR{PTION "

specifies the operation mode of the LRE:

PRP mpde 1 (1)
HSR mpde (2)

Note:| PRP mode 0 is considered deprecated and is not sdpported by this

revision of the MIB
"

{ lfeInterfaceConfigEntry 3 }

lreNodeName OBJECT-TYPE

SYNTAK DisplayString

MAX-ALCESS read-write

STATUF current

DESCR[[PTION "specifies this{LRE's node name"
::= { lfeInterfaceConfigEntry 4 }

lreVersfionName OBJECT-TYPE
SYNTAK OCTET STRING (SIZE (1.).32))
MAX-ALCESS read-only
STATUF current
DESCR[PTION 'specifies the version of this LRE's software"
:= { lfeInterfaceConfigEntry 5 }

lreMacAfdress OBYECT-TYPE
SYNTAK MacAddress
MAX-A[LCESS Jread-write
STATUpsEGurrent
DESCRTPFION -
Specifies the MAC address to be used by this LRE. MAC

addresses are
identical for all ports of a single LRE

::= { lrelInterfaceConfigEntry 6 }

lrePortAdminStateA OBJECT-TYPE
SYNTAX INTEGER
{
notActive (1),
active (2)
}
MAX-ACCESS read-write
STATUS current
DESCRIPTION "
Specifies whether the port A shall be active or not Active
through
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administrative action (Default: active).

::= { lrelInterfaceConfigEntry 7 }

lrePortAdminStateB OBJECT-TYPE

SYNTAX

notActive (1),

active (2)

}

MAX-ACCESS read-write
STATUS current
DESCRIPTION

INTEGER
{

"

through

I
—
—

lreLinkBtatusA OBJECT-TYPE

SYNTAK

up (1),
down [(2)
}
MAX-A[LCESS read-only
STATUp current
DESCR[[PTION

::= { lfeInterfaceConfigEntry 9 }

lreLinkBtatusB OBJECT-TYPE

SYNTAK

up (1),
down |(2)
}
MAX-A[LCCESS read-only
STATUp current
DESCR[IPTION

:= { lfeInterfaceConfigEntry 10 }

lreDuplficateDiscard OBJECT-TYPE

SYNTAK

doNotpiscard( (1),
discald (29

}
MAX-ALCCESS read-write

reInterfaceConfigEntry 8 }

= 2 2 Z PR T U T : 2 :
SPEeCITITS WIISCtIIer Clle pPOrC D Silarl PUT JdcrtIve or ot ACcLlve

administrative action (Default: active).

"

INTEGER
{

"shows the actual link status of the LRE's port A"

INTEGER
{

"shows) the actual link status of the LRE's port B"

INTEGER
{

STATUS \_/ulJ.J.Cllt
DESCRIPTION

reception

specifies whether a duplicate discard algorithm is used at

(Default: discard).

::= { lreInterfaceConfigEntry 11 }

lreTransparentReception
SYNTAX

removeRCT (1),
passRCT (2)

}

MAX-ACCESS read-write
STATUS current
DESCRIPTION

OBJECT-TYPE
INTEGER
{
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if removeRCT is configured, the RCT is removed when

forwarding to the upper

layers, only applicable for PRP LRE (Default: removeRCT) .

::= { lreInterfaceConfigEntry 12 }

lreHsrLREMode OBJECT-TYPE
SYNTAX INTEGER

modeh
moden
modet
modeu

{

’

14

’

modem|
}

MAX-A|
STATU
DESCR

bridgin
It sh
(1) D
(2) O
Is di
Traff
(3) O
betwe
(4) O
does
(5) O

802.1D

Il
e
=

lreSwit
SYNTA|

nonbr
bridg
prpno
hsrre
hsrno
hsrre
hsrre
hsrre
}

MAX-A|
STATU

1)
2)
3),
4)
5y

CCESS read-write

5 current

[ PTION "
This enumeration is only applicable if the IRE is an HBR
b node or RedBox.

bws the mode of the HSR LRE:

cfault mode: The HSR LRE is in mode h and bridges tagged(HSR traffic
ptional mode: The HSR LRE is in mode n and bridging bétween its HSR porg
sabled.

ic is HSR tagged.
btional mode: The HSR LRE is in mode t and bridgés) non-tagged HSR traffjc
bn its HSR ports

hot remove unicast messages

pbridging rules.
"w

reInterfaceConfigEntry 13}

chingEndNode OBJECT-TYPE

X INTEGER
{

i dgingnode (1),

i ngunspecified(2),

e (3) ,

Hboxsan (4),

e (5) ,

Hooxhsr (6)

Hboxprpa ()

Hboxprpb (8)

CCESS Jread-write

bwcurrent

DESCR

particu
(1):

c:= {1

lreRedB
SYNTA.

idla
idlb

TPEFON
This enumeration shows which feature is enabled in this

lar LRE:

an unspecified non-bridging node, e.g. SRP.

an unspecified bridging node, e.g. RSTP.

a PRP node/RedBox.

an HSR RedBox with regular Ethernet traffic on its interlink.

an HSR switching node.

an HSR RedBox with HSR tagged traffic on its interlink.

an HSR RedBox with PRP traffic for LAN A on its interlink.

an HSR RedBox with PRP traffic for LAN B on its interlink.

reInterfaceConfigEntry 14 }

oxIdentity OBJECT-TYPE

X INTEGER
{

(2),

(3),

btional mode: The HSR LRE is in mode u and Jehaves like in mode h, except it

ptional mode: The HSR LRE is configured inv'mixed mode. HSR frames are handled
according to mode h. Nor—=HSR frames are handled according to
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id2a
id2b
id3a
id3b
id4a
id4b
idba
id5b
idéa
ideéb
id7a
id7b
}
MAX-ACCESS read-write
STATUS CULLTIIT
DESCR{LPTION "
Applicable to RedBox HSR-PRP A and RedBox HSR-PRP¢B.“One ID

~ N 0~ 0~

~

~

~

~

~

A e e R R IS N NN N
W B O—— o2

—_— — — — — — ~
~

is used| by
one pair of RedBoxes (one configured to A and one configured to B)
couplling an HSR ring to a PRP network. The integer value states the” value
of the path field a RedBox inserts into each frame it receives  from its
intefrlink and injects into the HSR ring. When interpreted as dinary values,
the [LSB denotes the configuration of the RedBox (A or B), andythe following
3 bifks denote the identifier of a RedBox pair.

::= {lrpInterfaceConfigEntry 15}

lreEvalpateSupervision OBJECT-TYPE
SYNTAK TruthValue
MAX-ALCESS read-write
STATUF current
DESCR{PTION "
True if the LRE evaluates received supervision frames.|False
if it
drops| the supervision frames without\é€valuating. Note: LREs are required
to sehd supervision frames, but reception is optional. Default value is depepdent
on implementation.

n

::= { lfeInterfaceConfigEntrysi64

lreNodegTableClear OBJECTSTYPE
SYNTAK INTEGER

{

noOp [(0),

clearNodeTablel A(1IY)

}

MAX-ALCCESSwread-write

STATUp current

DESCR[[RTLON "specifies that the Node Table is to be cleared"

. — 1 . - o T e 17
= { Tt rraceCconrrgniTcr T 7

lreProxyNodeTableClear OBJECT-TYPE

SYNTAX INTEGER

{

noOp (0),

clearProxyNodeTable (1)

}

MAX-ACCESS read-write

STATUS current

DESCRIPTION "specifies that the Proxy Node Table is to be cleared"
::= { lrelInterfaceConfigEntry 18}

lreDuplistResideMaxTime OBJECT-TYPE
SYNTAX SecondFraction
UNITS "binaryFractionOfSecond"
MAX-ACCESS read-write
STATUS current
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DESCRIPTION "the longest time an entry may reside in the duplicates list,
expressed as the number of seconds multiplied by 65536;
the default value is 26214 x 15 us, or 400 ms; too low a value can
cause broadcast storms"
DEFVAL {26214}
::= { lrelInterfaceConfigEntry 19}

—— AR KR KA KA KK A A A AR AR A A AR A A A AR A A A AR A A AR A kK

-— *** Fnd lreInterfaceConfigTable ***
—_—— kkkkhkhkhkhkhk kA kA hkkhhkhkhk kA hkdhhkhkhkhkkhkhrkhkhkhkhrhkx

—— Rk k Ak kA hk kA kA Ak A kA kA kA kA h Ak hkhkhkhkhkhkhk kA kA hhkhkhkhkhkhkhhkhkhkhhkhkhkhkhkhrhkrhkhkhkhkhkhkkhkhkhkhkhkhkrhkkkhxkxkx*k

-- Objects for lreStatisticsInterfacesGroup

e S el hmobicmotem otttk oottt il e bbbl el

lreStatfisticsInterfaces OBJECT IDENTIFIER
::= { lfeStatisticsInterfaceGroup 0 }

—— kkkkPrhkk kA khkhkhhkhhkhkhkhhkhrhkrhkhkhkhkhkhkkhkkx

-— ***Bpgin LRE InterfacesStatsTable ***

—— kkkkPrhkk kA khkhkhkhkhhkhkk kA hrhkrkhkhkhkhkhkkhkkkkx

lreInteffaceStatsTable OBJECT-TYPE

SYNTAK SEQUENCE OF LREInterfaceStatsEntry

MAX-A[CCESS not-accessible

STATUE current

DESCR{PTION "
list of PRP/HSR LREs. Each entry corresponds
to onp PRP/HSR Link Redundancy Entity (LRE), “each representing a
pair pf LAN ports A and B and a port C towa¥ds the application/interlink.
Basic| devices supporting PRP/HSR may havesonly one LRE and thus one entry in
the table, whilelmore complex devices may have several
entries| for multiple LREs.

::= { lfeStatisticsInterfaces 1 }

lreInteffaceStatsEntry OBJECT-TYPE
SYNTAK LREInterfaceStatsEntry
MAX-A[LCCESS not-accessible
STATUpF current
DESCR{PTION "

An entry containing management information applicable to a

particular LRE.
INDEX| { lrefnterfaceStatsIndex }

::= { lfreInteérfaceStatsTable 1 }

LREInterfaceStat EthL_Y r
SEQUENCE {
lreInterfaceStatsIndex Unsigned32,
lreCntTxA Counter32,
lreCntTxB Counter32,
lreCntTxC Counter32,
lreCntErrWrongLanA Counter32,
lreCntErrWrongLanB Counter32,
lreCntErrWrongLanC Counter32,
lreCntRxA Counter32,
lreCntRxB Counter32,
lreCntRxC Counter32,
lreCntErrorsA Counter32,
lreCntErrorsB Counter32,
lreCntErrorsC Counter32,
lreCntNodes Integer32,
lreCntProxyNodes Integer32,
lreCntUniqueA Counter32,
lreCntUniqueB Counter32,
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lreCntUniqueC Counter32,
lreCntDuplicateA Counter32,
lreCntDuplicateB Counter32,
lreCntDuplicateC Counter32,
lreCntMultiA Counter32,
lreCntMultiB Counter32,
lreCntMultiC Counter32,
lreCntOwnRxA Counter32,
lreCntOwnRxB Counter32

}

lreInterfaceStatsIndex OBJECT-TYPE

SYNTAX Unsigned32

MAX_A:CESO ITOT T atlTtT DJ_lJlC

STATUP current

DESCR[IPTION "A unique value for each LRE."
::= { lfelInterfaceStatsEntry 1 }

lreCntTRA OBJECT-TYPE
SYNTAK Counter32
MAX-A[LCESS read-only
STATUp current
DESCR{PTION "
number of frames sent over port A tHat are HSR tagged ¢r
fitted with a PRP
Redunpancy Control Trailer.
Only [frames that are HSR tagged or do have a PRP RCT¥ are counted.
A frape aborted during the transmission is not cetnted.
Initial value = 0.

I
—
—

reInterfaceStatsEntry 2 }

lreCntTkB OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUF current
DESCRPTION "
numbersof frames sent over port B that are HSR tagged ¢r
fitted with a PRP
Redunpancy Control Trailer.
Only [frames that are HSR“tagged or do have a PRP RCT are counted.
A frape aborted durihg) the transmission is not counted.
Initial value = 0.

::= { lfelInterfaceStatsEntry 3 }

lreCntTkC ,OBJECT-TYPE
SYNTAK«Eounter32
STATUS current
DESCRIPTION "
number of frames sent towards the application interface of

the DANP or DANH
or over the interlink of the RedBox. Frames with and without PRP RCT or HSR
tag are counted, but not link-local frames.
A frame aborted during the transmission is not counted.
Initial value = 0.

:= { lrelInterfaceStatsEntry 4 }

lreCntErrWrongLanA OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
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number of frames with the wrong LAN identifier received on
LRE port A.
Initial value = 0. Only applicable to PRP ports.

::= { lreInterfaceStatsEntry 5 }

lreCntErrWrongLanB OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current

DESCRIPTION "
number of frames with the wrong LAN identifier received on
LRE port B
Illil,ial CllblC - U \Jlll Clb)b)lj_k,dl}l‘: cU PRF lJUJ-L
= { lpeInterfaceStatsEntry 6 }

lreCntEfrWrongLanC OBJECT-TYPE

SYNTAK Counter32

MAX-A[LCCESS read-only

STATUE current

DESCR{PTION "
number of frames with the wrong LAN/identifier received@ on
the intprlink of

a RedBox. Only applicable to HSR RedBoxes in HSR-PRP donfiguration
(hsrredboxprpa and hsrredboxprPb) .

1
—
—

reInterfaceStatsEntry 7 }

lreCntRKA OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUE current
DESCR{PTION "

number of rames received on a LRE port A. Only frames|that

are HSR| tagged
or fifted with a PRP Redundancy Control Trailer are counted. Frames that are
not fprwarded anywhere (e.qg.) because the sender of the frame is in the proxy
node ftable) are counted, ‘too. Only frames received completely and without
error| are counted.

Initial value = 0.

"

::= { lfelInterfaceStatsEntry 8 }

lreCntRkB OB@EECT-TYPE
SYNTAK Couniter32
MAX-ACCESS read-only
STATUS \_/ulJ.J.Cllt
DESCRIPTION "
number of frames received on a LRE port B. Only frames that

are HSR tagged
or fitted with a PRP Redundancy Control Trailer are counted. Frames that are
not forwarded anywhere (e.g. because the sender of the frame is in the proxy
node table) are counted, too. Only frames received completely and without
error are counted.
Initial value = 0.

:= { lreInterfaceStatsEntry 9 }

lreCntRxC OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
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number of frames received from the application interface of a
DANP or DANH or
the number of number of frames received on the interlink of a RedBox. Frames
with and without PRP RCT or HSR tag are counted, but not link-local frames.
Only frames received completely and without error are counted.
Initial value = 0.

"

::= { lrelInterfaceStatsEntry 10 }

lreCntErrorsA OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current

DESCREPETON o=
number of frames with errors received on this LRE port|A.
Initial value = 0.

= { lfeInterfaceStatsEntry 11 }

lreCntEfrorsB OBJECT-TYPE
SYNTAK Counter32
MAX-ALCCESS read-only
STATUp current

DESCR{PTION "
number of frames with errors redeived on this LRE port|B.
Initial value = 0.

= { lfelInterfaceStatsEntry 12 }

lreCntEfrorsC OBJECT-TYPE
SYNTAK Counter32
MAX-ALCCESS read-only
STATUP current
DESCR[IPTION "
number of “frames with errors received on the applicatipn
interfape of a DANP or
DANH pr on the interlink ofsa“RedBox.
Initial value = 0.

I
—

reInterfaceStatsEntry 13 }

lreCntNpdes OBJECTE-TYPE

SYNTAK Integer32

MAX-ALCESS réad-only

STATUP curxreht

DESCR[LPTION "number of nodes in the Nodes Table."
::= { lfkeInterfaceStatsEntry 14 }

lreCntProxyNodes OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of nodes in the Proxy Node Table. Only applicable to
RedBox.
Initial value = 0.

"

::= { lrelInterfaceStatsEntry 15 }

lreCntUniqueA OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
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port A

number of entries in the duplicate detection mechanism
for which

no duplicate was received.

= {1

lreCntU

Initial value = 0.

"

relnterfaceStatsEntry 16 }

niqueB OBJECT-TYPE

SYNTAX Counter32

MAX-A
STATU
DESCR

port B
no du

I
—
—

lreCntU
SYNTA|
MAX-A
STATU
DESCR

applica
of th

I
—
—

lreCntD
SYNTA|
MAX-A
STATU
DESCR

port A
one s

I
—
—

lreCntD
SYNTA|
MAX-A|
STATU

CCESS read-only
S current
IPTION "
number of entries in the duplicate detection mechanism

L UL WllJ‘_&,‘ll
blicate was received.
Initial value = 0.

"

reInterfaceStatsEntry 17 }

hiqueC OBJECT-TYPE

K Counter32

CCESS read-only

5 current

T PTION "
number of entries in the duplicate detection mechanism

Fion interface

E DAN or the interlink of the RedBox for which/no duplicate was receive
Initial value = 0.

reInterfaceStatsEntry 18 }

LplicateA OBJECT-TYPE
K Counter32
CCESS read-only
5 current
TPTION "
numbersof entries in the duplicate detection mechanism
for which
ingle duplicate was received.
Inttial value = 0.

reInterfaceStatskEntry 19 }

LplicateB) OBJECT-TYPE
K Coumter32
CCESS Jread-only

-

bwcurrent

DESCR

L 1

port B
one s

ci= {1

L1 TUN
number of entries in the duplicate detection mechanism
for which
ingle duplicate was received.
Initial value = 0.

reInterfaceStatsEntry 20 }

lreCntDuplicateC OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only

STATU
DESCR

applica

S current
IPTION "

number of entries in the duplicate detection mechanism
tion interface

of the DAN or the interlink of the RedBox for which one single duplicate was
received.

Initial value = 0.

on

on

on the

on

on

on the
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::= { lrelInterfaceStatsEntry 21 }

lreCntMultiA OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of entries in the duplicate detection mechanism on
port A for which
more than one duplicate was received.
Initial value = 0.

"

.. - = o e,
.« { lLCJ_LlL,CJ_J_GlL/COLClLDDILL,J_ J

lreCntMpltiB OBJECT-TYPE
SYNTAK Counter32
MAX-A[LCCESS read-only
STATUE current
DESCR{LPTION "
numpber of entries in the duplicate detéction mechanism|on
port B [for which
more fhan one duplicate was received.
Initial value = 0.

::= { lfeInterfaceStatsEntry 23 }

lreCntMpltiC OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUP current
DESCR[IPTION "

number of entni€s in the duplicate detection mechanism|on the

applicafion interface
of thp DAN or the interlink of the’ RedBox for which more than one duplicate yas

receivef.

Initialsalue = 0.

"

:= { lfelInterfaceStatsEntry, 24 }

lreCntOpnRxA OBJECT-TYPE

SYNTAK Counter32

MAX-ALCESS read=omly

STATUp current

DESCR{PTION "
number of HSR tagged frames received on Port A that
originafed \f¥om this

devicpsrames originate from this device if the source MAC matches the

MAC oT tllc LRE, UL _ILf thc UULTtT IE&C atJLJ‘CC{J.D J'.J.l tllc LJJ.U uud.c tablc \J..f
implemented) . Applicable only to HSR.
Initial value = 0.

:= { lrelInterfaceStatsEntry 25 }

lreCntOwnRxB OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of HSR tagged frames received on Port B that
originated from this
device. Frames originate from this device if the source MAC matches the
MAC of the LRE, or if the source MAC appears in the proxy node table (if
implemented) . Applicable only to HSR.
Initial value = 0.

"

::= { lrelInterfaceStatsEntry 26 }
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—— ok k kK
—_ Kk k%

—— ok k kK

—— Kk kK

khkkhkhkkhkhkhkhkkhkhkhkhrkhkrhrkhkrkhkhkkhkhkhkhkkhkxhkxkx*k

End LRE InterfacesStatsTable ***
Ak hkkhkhkhkrhkkhkhkhkhkhkkhkhkhkrhkhhkhkhkhkkhkkhk ok kkkhx

AKAkKkAkhAAKAAh XAk Ak Ak hAk Ak kA khh*k

-— ***Begin LRE NodesTable ***

—— kk kK

lreNode

KAk kAR KAA kA hAkk kA hAk Ak kA khk*k

sTable OBJECT-TYPE

SYNTAX SEQUENCE OF LRENodesEntry
MAX-ACCESS not-accessible

STATU
DESCR

informa
supervi

ci= {1

lreNode
SYNTA|
MAX-A|
STATU
DESCR

informa
a par

INDEX]
= {1

LRENode
SEQUE
lreNo
lreNo
lreTi
lreTi
lreRe

}

lreNode
SYNTA|
MAX-A
STATU
DESCR

3 CULLTIIT

T PTION "

The node table (if it exists on that node) contains
ion about

all remote LRE, which advertised themselves theugh
Eion frames

reStatisticsInterfaces 2 }

sEntry OBJECT-TYPE

X LRENodesEntry
CCESS not-accessible
5 current
[PTION "
Each entry in the node table (if it exists) contains
ion about

Ficular remote LRE registered in the node” table, which advertised itsel
through supervision.frames.
A\l
{ lreInterfaceStatsIndex, lreNodeSTndex }
reNodesTable 1 }

SEntry::=

NCE  {

HesIndex Unsigned32,
HesMacAddress MacAddress,
helLastSeenA TimeTicks,
elastSeenB TimeTicks,
NodeType INTEGER

EIndex OBUECT-TYPE
K Unsighe@32
CCESSwnot-accessible

5 currvent
[PTLON "Unique value for each node in the LRE's node table."

= {1

lreNode

N

ECNR] e el
mNoTTSTITCE E—

sMacAddress OBJECT-TYPE

SYNTAX MacAddress

MAX-A
STATU
DESCR
= {1

lreTime
SYNTA.
MAX-A
STATU
DESCR

remote
recei

CCESS read-only

S current

IPTION "Each MAC address corresponds to a single Doubly Attached Node"
reNodesEntry 2 }

LastSeenA OBJECT-TYPE
X TimeTicks

CCESS read-only

S current

IPTION "

Time in TimeTicks (1/100s) since the last frame from this

LRE was
ved over LAN A. Initialized with a value of 0 upon node registration
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in the node table.

::= { lreNodesEntry 3 }

lreTimeLastSeenB OBJECT-TYPE
SYNTAX TimeTicks
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
Time in TimeTicks (1/100s) since the last frame from this
remote LRE was
received over LAN B. Initialized with a value of 0 upon node registration
in the node table.

Il
—
—

reNodesEntry 4 }

lreRemNpdeType OBJECT-TYPE
SYNTAX INTEGER
{
danp ((0),
redbokp (1),
vdanp| (2),
danh [(3),
redbokh (4),
vdanh| (5)
}
MAX-ALCESS read-only
STATUF current
DESCR[[PTION "DAN type, as indicated it the received supervision frame"
::= { lfeNodesEntry 5 }

—_— ARk kAP AR A A A A A KA A A A A A KA A A AKX KKK

—-— *** | End LRE NodesTable ***

—_— KAk AP AR A A A A A KA A A AR A KA A A AKX KKK

—_—— AR Kk AP AR A KA A A KA AR KKKk hhkk ok ok ko k ok ok Kkk

-— *** | Begin LRE ProxyNodeTable\x**

—— AR KR AP AR A A A A AR A AR A A AR A A A A AR AR F X k&

lreProxfyNodeTable OBJECT-IYPE
SYNTAK SEQUENCE OF LRERnOxyNodeEntry
MAX-A[LCCESS not-accessible
STATUP current

DESCRIP[FTION "

The proxy node table (if implemented) contains information
about afll

nodes, for which the LRE acts as a connection to the HER/PRP
network].

"
= { 1 reStetistiesfrrterfoce 3 }

lreProxyNodeEntry OBJECT-TYPE
SYNTAX LREProxyNodeEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "
Each entry in the proxy node table contains information about
a particular nodefor
which the LRE acts as a connection to the HSR/PRP network.
INDEX { lrelInterfaceStatsIndex,lreProxyNodeIndex }
:= { lreProxyNodeTable 1 }

LREProxyNodeEntry: :=
SEQUENCE {
lreProxyNodeIndex Unsigned32,
lreProxyNodeMacAddress MacAddress
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lreProxyNodeIndex OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "A unique value for each node in the LRE's proxy node table."
::= { lreProxyNodeEntry 1 }

lreProxyNodeMacAddress OBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current

DESCRIPTION "

= 3 : : = : 3 : 2 2
TaCIT CIICTy COITCarIr TIITOTMAaCTIOIT dPpouc d parcrcuarar ITod

for which the LRE acts as a proxy for the HSR/PRP netw

::= { lfeProxyNodeEntry 2 }

—— ok k ok kPrkkkhkhk kA kA hkhkhkhkhkrkhkhkhkhkkkkxkxk*

—-— *** | End LRE ProxyNodeTable ***

—— kkkkPrkkkhkhk kA kA hkkhkhkhkrkhkhkhkkhkkkkxkxk*

-— Confprmance Information

linkRedhindancyConformance OBJECT IDENTIFIER::= { linkRédundancyEntityConforman
lreGroups OBJECT IDENTIFIER::= { linkRedundancyConformance 1}
lreDefaphltGrp OBJECT-GROUP

OBJEC[I'S {

lreManufacturerName,
lreflnterfaceCount,
lreRowStatus,
lreNodeType,
lreNodeName,
lrelVersionName,
lreMacAddress,
lrePortAdminStateA,
lrePortAdminStateB,
lrefL.inkStatusA,
lreL.inkStatusB,
lrepuplicateDiscard,
lreflransparentReception,
lreHsrLREMode,
lrepwitchingEndNode,
lreRedBoxIdehtity,
lrefEvaluatéSupervision,
lreNodesTableClear,
lreProxyNodeTableClear,
lrepuplistResideMaxTime,

brk.

te 1 }

lreEmt?® vaw
lreCntTxB,
lreCntTxC,
lreCntErrWrongLanA,
lreCntErrWrongLanB,
lreCntErrWrongLanC,
lreCntRxA,
lreCntRxB,
lreCntRxC,
lreCntErrorsA,
lreCntErrorsB,
lreCntErrorsC,
lreCntNodes,
lreCntProxyNodes,
lreCntUniqueA,
lreCntUniqueB,
lreCntUniqueC,
lreCntDuplicateA,
lreCntDuplicateB,
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lreCntDuplicateC,
lreCntMultiA,
lreCntMultiB,
lreCntMultiC,
lreCntOwnRxA,
lreCntOwnRxB,
lreNodesMacAddress,
lreTimeLastSeenA,
lreTimeLastSeenB,
lreRemNodeType,
lreProxyNodeMacAddress
}
TATUS current

DESCRIPTION

" . : — 3 2 't}
obJCK/LD LI LI ULl dult YLUUP

{1rpGroups 1}

hhk kAP krkhkrhkhkhkhkhkhkhkhkhkhkhkhrhkhkhkhkhkhhkhkhkhhkhkkkkhkkhkkhkkhkkhkkkhkkkhkkhhkkkkhkkkhkkhkkhkkxkkph

—-— MIB podule Compliance statements

lin
lin
STA
DES
MOD
MAN

END

kRedhndancyCompliances OBJECT IDENTIFIER::= { linkRedundancyEntityConforman

kRedlindancyCompliance MODULE-COMPLIANCE

TUS fpurrent

CRIP[FION "Compliance for support by IEC 62439-3 modulé'
ULE
DATORY-GROUPS {

lrepefaultGrp
}

{ linkRedundancyCompliances 1 }

te 2 }
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Annex A
(normative)

Clocks synchronization over redundant paths in IEC 62439-3

A.1  Overview

Annex A specifies how clocks operating according to the Precision Time Protocol (PTP,
IEC 61588:2009) are attached over redundant, simultaneously active paths as in PRP and
HSR with no single point of failure at the network level. The use of redundant master clocks is
not considered since it is already part of IEC 61588:2009 (e.g. grandmaster clusters)

This mejthod is applied to two PTP profiles described in Annex C:

— L3EZ2E (Layer 3 with end-to-end delay measurement) and
— L2P2P (Layer 2 with peer-to-peer delay measurement).

Annex [) contains tutorial material restricted to the aspects of IEC 61588:2009 relevant to the
redundgnt operation in this context.

A.2 Attachment to redundant LANs by a boundary clock

An ordipary clock (OC) may be attached to redundantimasters MCA and MCB by a fwo-port
BC (sed Figure A.1) which is at the same time an OC,

MASTER LAN A LANB MASTER

® ()®

&)
©e &

SLAVE SLAVE| \OC4B
SLAVE PASSIVE_MASTER

ri ™

port A port B

IEC

Figure A.1 — Doubly Attached Clock as BC (MCA is best master)

This arrangement increases the availability of both LANs in case of failure of a master. For
instance in Figure A.1, if MCB fails, port B will change its state from PASSIVE_MASTER to
MASTER and MCA will synchronize OC4B over the BC. If there are several BC between the
two masters, only one of them will become master, according to the BMCA.

This arrangement is covered by the IEC 61588:2009 specifications. However, it requires a
modification of the BMCA (see IEC 61588:2009, Figure 28) to account for the scenario in
which MCA and MCB are one and the same clock. The decision for the BMCA should consider


https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

- 80— IEC 62439-3:2016 © IEC 2016

in addition the clock quality (see Figure A.26 and A.7.3), so when port A and port B receive
the same master with the same steps-removed, one of the two ports will go to
PASSIVE_MASTER. This mode will not be further detailed since it is covered by
IEC 61588:20009.

NOTE It has been claimed that the coupling of LAN A and LAN B by numerous BCs could introduce common
failure modes.

A.3 Attachment to redundant LANs by doubly attached ordinary clocks

IEC 61588:2009 foresees that an ordinary clock has only one port. Clause A.7 extends the
IEC 61588:2009 model to support an ordinary clock with redundant, paired ports, called a
doubly attached clock (DAC).

The DAL principle can be applied to PRP (see Clause A.4) and to HSR (see Glause| A.5). A
DAC may be combined with a TC or an HC, whose closest counterpart in IEG 615882009 is
called “Combined ordinary and peer-to-peer transparent clock”.

Figure A.2 shows the conceptual PTP clock model of an ordinary clogck/OC2 (doubly-attached
slave) With two ports, one port attached to LAN A with Master Clock A (MCA) and o¢ne port
attached to LAN B with Master Clock B (MCB), MCA being of better quality than bdth MCB
and OCR. The LANs are symbolized by bridges acting as TCs.

NOTE 1 [LANs can also contain BCs, in which case the BCs nearest4oYOC2 have the role of MCA or MCI

The redundant ports execute the PTP protocol independently. In particular, each port has a
state machine according to IEC 61588:2009, 9.2.5<Each port executes the BMCA, cdlculates
the link delays and responds to PTP management’messages independently.

If a DAC has a lower clock quality than MCA or MCB, only the port connected to the better
master will go to the SLAVE state and-.synchronize OC2, while the other port goeg to the
PASSIVE_SLAVE state, which does.not synchronize OC2, but otherwise operates as slave
port andl for instance sends the delay calculation messages. The latter port will go to the
SLAVE |state if the other port loses synchronization or when the master on its LAN gets a
better quality than the master onjthe other LAN.



https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

IEC 624

39-3:2016 © IEC 2016 - 81—

LAN A LAN B

MASTER

portlpS-state="SEAVE | A | ports— pertbSstate=PASSIVE_SLAVE

NOTE 2
the same

If a DA(
They w
traffic).

Figure A
Since b
SLAVE,
the BM(

quality)

recommiended so neisy behaviour does not cause frequent switchover.

o Ty

slave

Figure A.2 — Doubly Attached Clock-when MCA is best master

This concept can be extended to more than two_ports or to several masters simultaneously a
port.

L has a better quality than both MCA and MCB, both its ports go to the MASTE|
Il send the Sync messages at approximately the same time (depending on

.3 shows a topology innwhich one DAC is master (OC1) and the other is slave
bth ports of OC2 are controlled by the same master OC1, OC2 will chose oneg
depending on its BMCA. Since the clock identifier and quality are equal in th
CA is extended with application-specific criteria (e.g. dependent on the receivg
before the port.identifiers are considered as a tie-breaker. A hysteresis behad

IEC

ttive over

R state.
network

(0C2).
port as
is case,
ed clock
viour is
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master

paired
port A }( -------------- >| port B
portDS state = MASTER portDS state = MASTER

(5.

LAN B Q’

>

portDS.state = SLAVE portDSstate = PASSIVE_SLAV

©)

Figure A.3="Doubly attached clocks when OC1 is best master

Such a DAC is_simpler than a full BC, but this is not the main motivation. This arrangement rern

coupling between the.LANs that would exist with a BC.

There are undelaying dependencies between the ports. This leads to the concept of
ports”, which _is reflected in the MIB. The dependencies are:

e The

E

IEC

hoves the

“paired

e The state of one port is communicated to the other to ensure that one port does not go to
the MASTER state when the other is in the SLAVE state.

e The

two ports may exchange additional information, i.e. the calculated link delays.

Otherwise, when the ports are independent, the clock may send the corresponding PTP

messag

es with the same or a different PTP sequence number on both ports.

A.4 PRP mapping to PTP

A.4.1

Scenarios and device roles

The general topology considered is shown in Figure A.4, which is not an actual topography,
but only serves to explain the scenarios.
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The duplicated PRP network consists of two LANs, LAN A and LAN B. The LANs are
symbolized by bridges acting as TCs. BCs may exist in the LANs (not shown in Figure A.4).
Ordinary clocks may be attached to the redundant LAN A and LAN B through RedBoxes as
master (LAN C) and slave (LAN D).

The generalized network consists of the following elements, which are roles that a device may
take, not actual devices:
1) OCH1: DAC attached to both LANs, as master;
2) 0OC2: DAC attached to both LANSs, as slave;
3) OC3: SAC attached to one of the PRP LANs, as master;
4) [OC4SAC attached to one of the PRP TANS, a5 siave;
5) | OC5: SAC attached through a RedBox outside of the PRP LAN, as master;
6) | OC6: SAC attached through a RedBox outside of the PRP LANSs, as slave;
7) | BC7: RedBox M attached to the singly attached master clock OC5¢as DABC;
8) | BC8: RedBox S attached to the singly attached slave clock OC6xas DABC;

9) | TC9: RedBox M attached to the singly attached master €lock OC5, as OATC or
SLTC;

10) [ TC10: RedBox S attached to the singly attached slave clock OC6 as DATC or|SLTC.

NOTE

r| reality, the LAN will carry a combination of all these cases, so¢his distinction is only conceptual.
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DAC master
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| |
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mastar SLAVE | | PASSIVE_SLAVE Elave
RedBox
BC s
TC
MASTER
LAN C
SAN slave @ @
IEC
A.4.2 Operation in PRP

The general PRP operating mode is that a DANP (OC1 and OC2 in Figure A.4) is attached to

two distinct LANs (LAN A, LAN B in Figu
sends over both LANs to the same frame

re A.4). For all traffic except PTP, a DANP source
after appending the RCT. A frame is not modified

while transiting through the LANs. The DANP destination receives the first frame of a pair and
discards the duplicate on the base of its RCT and source address.

This general PRP operating mode does not apply to PTP frames, since the delay suffered by
a frame is not the same in the two LANs and some frames are modified in the TCs (bridges)

while transiting through the LAN. A DANP
ports even when the source is the same.

does not receive the same PTP message from both
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In particular:

e 1-step Syncs messages are modified by TCs to adjust the correction field.

e Follow_Up frames are generated by every 2-step clock and carry no RCT.

e TCs are not PRP-aware and not obliged to forward the RCT, which is a message part that
comes after the payload.

o BCs present in the LAN are not PRP-aware and would generate their own Announce and
Sync frames with no RCT appended.

Figure A.5 shows the connection between the master OC1 and a slave OC2 in a PRP
network, both devices belng DANPs (and DACs) The path of a Sync message through the

LANS vv;th Lhc UUIIUL;LIUII Uf thc \I:U\J:\ fUI th IUOIUGIIUG dU:Cly GIIGI :III:\ dGIGyO o Oy gested
using a|2-step clock as an example. OC2 receives from each port the same PTP ‘mg¢ssages

coming ffrom the same master with different delays.

Since the RCT of PRP cannot be relied upon for PTP messages, ordinary’clocks

perform

duplicate discard on them and will consider the two ports as independent.

DAC master @

Anncunce_A Sync A Follow_Up_A

-_— <..| =

esidence delay

Follow_Up 8/ Sync B Anncunce_B

=) =) =

residence
delay

will not

LAN B link delay link delay

link delay

residencedelay @ &7.- -

residence

delay

>

3
link delay )

(Follow_Up A) Sync A Announce_A Announce_B Sync B (Follow_Up B)

= =) = = = =

A.43

DAC slave @

Figure A.5 — Connection of a master clock to an ordinary clock over PRP

Configuration specification

When operating on a PRP network, an ordinary clock shall be either:

IEC

1) a DAC, attached directly as a DANP (see A.4.4, e.g.0C1 or OC2 in Figure A.4), in which
case the clock obeys to the IEC 61588:2009 default BMCA extended by this specification;

2) a SAC, which is unaware of this specification, but is supposed to obey to the default
BMCA IEC 61588:2009, attached either:
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e to one LAN only as a singly attached clock (see OC3, OC4 in Figure A.4) without the

benefit of redundancy;

¢ through a RedBox as specified in A.4.5 (see OC5, OC6 in Figure A.4).

NOTE A PRP topology in which one MC is located on LAN A and another MC on LAN B is considered a degraded
situation, since a grandmaster clock (GMC) on one LAN ignores another master on the other LAN and cannot serve
as a back-up. This situation happens when links are lost and ordinary clocks take over as master for lack of a
better alternative. This situation can be avoided if at least one device according to A.7.3. exists. However, this can
also be an intentional way of providing independent redundant clocks.

A.4.4 Specifications of DANP as DAC

A.4.41 Sending in the DACs

A DANPR shall send the PTP messages over both ports according to the port state,|of each

port, as|selected by A.7.4.

NOTE There is no need to append an RCT but if one is added it would be ignored.
A.4.4.2 Reception in the DACs

A DAC shall handle all PTP messages according to A.3 for each port separately;

NOTE 1 |This means in particular that a port exploits the Sync and Delay_Resp (in E2E) for supervision| even if it

does not use them for synchronization.

NOTE 2 |A DANP does not rely on the RCT of received PTP messages.
A.4.5 Clock model of a RedBox for PTP

A.4.51 PRP RedBox types

RedBoxes connect singly attached devices t@a duplicated LAN. There exists different [kinds of
RedBoxes with regard to the redundant operation. All kinds can be used and mixef in the

same ngtwork. Some RedBox types introduce constraints that affect the entire network.

The follpwing types of RedBox are'\considered:

1)

2)

3)

RedBoxes as three-port,.BCs (TWBC)
The|RedBox operatesfas*a three-port BC, which acts as a slave on exactly one JAN and
as a master or passive/on the other two LANs. This increases resiliency of singly attached
clocks on LAN A.or-LAN B since the BC can bridge the two LANs. This scenariqg is fully
covered by thetpresent IEC 61588:2009 specifications and is not repeated hegre (see
A.4.5.2).

RedBox as;a doubly attached BC (DABC)
The|RedBox operates as a Doubly Attached Clock towards the duplicated LAN gnd as a
BC {owards the single LAN. The time distribution principles may be different on both sides
of the BC; there is no restriction of IEC 61588:2009. (see A.4.5.3)

RedBox as a doubly-attached TC (DATC)

The RedBox operates as a DAC towards the duplicated LAN and as a TC towards the
single LAN and for this it uses the BMCA to choose one path. They route the PTP
messages to the correct path by manipulating the source port identity on the single-thread
LAN. Restrictions to the IEC 61588:2009 are that a singly attached master receives twice
as many Delay_Req as in the non-redundant case and that the number of ports in a
device is restricted to 4 096 (see A.4.5.4)

RedBox as a stateless TC (SLTC)

This RedBox operates in cut-through mode and can only discard messages at reception.
These RedBoxes provide higher performance for all messages. The SLTC tags PTP
messages on all LANs.

The Singly Attached Clocks on the single-threaded LAN are able to operate with two
simultaneous masters, as specified in IEC 61588:2009.

An SAC master on a single-threaded LAN receives twice as many Delay_Req as it would
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without redundancy, causing additional processor load, and a total of four Delay_Resp
would circulate on the LANs, causing additional traffic. The number of ports in a device is
restricted to 4 096 (see A.4.5.5)

A.4.5.2 PRP RedBox as three-way BC (TWBC)

RedBoxes can be implemented as three-way BCs, (see A.2 and Figure A.6). This case is
covered by the IEC 61588:2009 specifications.

SAN master
PASSIVE
X LAN
RedBox MASTER
\ecr/
SLAVE T T MASTER

DAC master

SLAVE \ OC1 RASSIVE

PASSIVE_SLAVE

€&

SLAVE \oc?2
DAC slave
SLAVE,J1 'L PASSIVE
N\
RedBox BCe
MASTER

v StAVE
SAN slave @

Figure A.6 — PRP RedBox as BCs (OC3 and BC7 are best masters)

IEC

A.4.5.3 PRP RedBox as doubly attached BC (DABC)
A.4.5.3.1 RedBox as DABC - principle
A RedBox operates as a BC with two ports, one virtual port consisting of two physical ports, A

and B operated as DAC towards the duplicated LAN A and LAN B and one port towards the
single path LAN C. It does not operate as a BC between LAN A and LAN B.
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Figure A.7 shows the conceptual PTP clock model of a RedBox as a DABC.

DAC master @

MASTER MASTER

LAN A LAN B @
]

SLAVE port A | port B | PASSIVE_SLAVE

MASTER

SAC slave @ @

Figure A.7 - RedBox DABC clock model

IEC

In this configuration, two cases are distinguished:

1)

2)

The best master resides on the PRP LANs (OC1 in Figure A.7), port A or port B become
slaves and port C competes for mastership on the non-PRP side. If it wins the BMC
competition, the master OC1 will synchronize the BC, which will in turn synchronize OCS6.

The best master resides on the single-threaded LAN (e.g. OC5 in Figure A.8), port C
becomes slave and synchronizes the BC, whose port A and port B compete for mastership
on their respective LANs, and, if successful, synchronize the DAC OC2.
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A.4.5.3.2 PRP RedBox as DABC with E2E
A.4.5.3.21 PRP RedBox as DABC with E2E - principle
When a RedBox implements a BC with E2E (see Figure A.8), the exchange of PTP messages

is limited to the individual LANs. Ordinary clocks attached to LAN A and LAN B obey to the
doubly-attached clock model; they implement the E2E specified in IEC 61588:2009.

Clocks in LAN C and LAN D can use another link delay calculation (e.g. clock OC6 in
Figure A.8, which uses P2P) or even a different time distribution protocol such as SNTP.

SAN master /g\ /O -

i1 i SyncC
i i Delay_ReqG
LAN C : “Delay_Resp C
RedBox | portC
Delay_RegA @ M portC Viy Delay_ReqB
$ync A Delay_RespA & Delay Resp B Sync B
MASTER T MASTER
DAC master

0OC3 0C2
SAN DAC slave Iy
mas 5:,|_A\,'E|J1 .J-. PASSIVE_SLAVE 11 slave

11

RedBox BC8

® > G

A Pdelay_ReqD

Sync D
A Pdelay_ReqD

SAN slave

Figure A.8 — PRP RedBoxes as DABC with E2E — BC7 is master

IEC
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A.4.5.3.2.2 PRP RedBox as DABC with E2E - timing diagram

Figure A.9 shows the timing of the PTP messages between the two RedBoxes. The RedBoxes
behave like DACs. The PTP message exchange on the single-threaded LANs is show in
Figure A.9 with E2E as example.

RedBox S RedBox M

link D A link C
ordinary Ap t
(slave) master
clock
Sync A (tat, Zpams) Z
= ta
th2 i _ i te
t r‘ - - - tC2 ...........................
o Syne B (tgy, Tppms) | | YT Lol
Bt =PBms) | | NOT D lca
—
Delay_Resp(
(t4| zpsm)
Delay_ReqA (Zpasm)
e
3’ - bae Delay_Req(Q
h“"“'-..,_‘ (0|2p3m)
| to1 Qs t
tpa Sync D Delay_Req B (Zpgsm) ‘-‘*u B4
:%. Delay_ReqD ;'r
t T - =
I N >, Q. __---- */
<t~ ““Delay_RespB | -
] t
Delay_RespD D4 Delav RespA
(t, Zpem) -resp
IEC
Figute)A.9 — PRP RedBoxes as DABC with E2E - timing
A.4.5.33 PRP.RedBox as DABC with P2P
A.4.5.33.1 PRP RedBox as DABC with P2P - principle
When a4 _RedBox implements a BC with P2P (see Figure A 10) the exchange of Sync

messages is limited to the individual LANs. The P2P is link-local. The clocks attached to both
LAN A and LAN B obey to the Doubly Attached Clock rules.

The time distribution protocol on LAN C or LAN D can be different, Figure A.10 shows an
example of P2P on LAN C and E2E on LAN D.
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SAN master @
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Pdelay_Req
Pdelay_Resp
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1\ Pdelay_Req
Pdelay_Resp
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Sync_D

Delay_Req
Delay_Resp

o

SAN
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Figure A.10 — PRP RedBoxes as DABC with P2P — OC5 is best master

A.4.5.3.3.2

PRP RedBox as DABC with P2P - timing diagram

IEC

Figure A.11 shows the timing diagram of the P2P, 1-step PTP message exchange between
the RedBoxes. The BCs implement E2E on the single-threaded LANs to demonstrate the

independence of the protocols.
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Figure A.11 — PRP, RedBoxes as DABC with P2P — timing

A.4.5.34 PRP RedBox as'DABC - specification

RedBoxes acting as BCs-shall behave as Doubly Attached Clocks according to A.4.4 on the
PRP side.

NOTE This specificatioh. applies both to P2P and E2E. The behaviour on the single-threaded side is not|specified,
it is not cpnstrainedte'be PTP.

A.4.5.4 PRP RedBox as Doubly Attached TC (DATC)

A.4.5411~ PRP RedBox-as DATC with E2E
A.4.5.41.1 PRP RedBox as DATC with E2E - principle

All messages needed for delay measurement need to take the same path:
in 1-step, E2E, Sync and Delay_Req need to take the same path, while
in 2-step, E2E, Sync, Follow_Up, Delay_Req and Delay_Resp need to take the same path.

A DATC ensures this by letting the RedBox execute the same BMCA algorithm as a DAC
would.

When the ordinary clock is a DAC (OC1, OC2), each port keeps track of the port over which it
sends and receives the PTP messages, LAN A and LAN B are separate.

The most complex situation is when both the master and the slave clock are SAN attached
through a RedBox, (master OC5 or slave OC6, as shown in Figure A.12). These devices
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ignore over which LAN A or LAN B the PTP messages arrived. In this case, the RedBox S
(TC10) makes the choice.

Delay_Req (src=10) y % ~\ Delay_Req (src=11)

Delay_Resp (src=00,req=10)

(o)

~ | RedB

Delay| Resp (src=00, req=00)

1’ Delay_Resp, (s#=00,rgq=00)

=0
M) &
SAN

masier

—

Delpy Req (src=00) \/pﬁ 2
RedBox
Delay_Req (src=00) —|

Delay_Resp (src=00, reg300

LAN D
Sync

SAN slave

IEC

Figure A.12 — PRP RedBox as DATC with E2E —signal flow

The RedBox M on the master side (TC9 in Figure A.12) duplicates the Sync coming from the
master clock (OC5) over LAN_C and forwards it to both port A and port B, with individual

correction of the residence time. The Sync messages transit over LAN A and LAN B with
different delays.

Two cases are considered (see Figure A.12):

1) When the slave clock is a DAC that operates with PRP (OC2), it receives both Sync and
accepts one according to its BMCA. OC2 sends two Delay_Req on LAN_A and LAN_B
that travel to the master OC5. The DAC OC2 will only use the Delay Resp for time
correction on the same LAN as it accepted the Sync, but the port in the PASSIVE_SLAVE

state will nevertheless be able to calculate the delay on the other part, so switchover can
be smoother.
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2) When the slave clock is a SAC (OC6) that resides behind a RedBox S (TC10 in
Figure A.12), TC10 receives two Syncs and selects the one from the better
according to its BMCA (A.7.4) and forwards the Sync to the slave clock (OC6) on LAN C.
The slave clock OC6 responds with one Delay Req. RedBox S (TC10) duplicates the
received Delay_Req on both LANSs.

master

The master OC5 will respond to each Delay_Req with a Delay Resp. To ensure that the
Delay Resp takes the same path as the Delay_Req, the DATC RedBox M (TC9) manipulates
the port identity of the Delay_Req, by setting the most significant two bits Bit 15 and Bit 14 to
“10” for LAN A and to “11” for LAN B respectively, before forwarding it on LAN C to OCS5.

The master OC5 copies the port number of the sourcePortldentity in the Delay Req to the

port nur

har of H‘\a rnqnaehnnDr\rHHanhhl ITa) I’ha naloy Dacp \/\/han I-ha nnlo\l Pacn

returns

oo

from thg master OC5, the RedBox M routes the Delay_Resp according to the manlpulated port

number
the two
field to |

RedBox
receiveq

unused

NOTE 1

NOTE 2
cost is thg

NOTE 3
perform tf

A.4.5.4,

The tim
master
LAN B.

NOTE T

on the same path as the Delay_Req came from. At the same time, the RedBo
most significant bits Bit 15 and Bit 14 of the port number in the requestingPor|
00” to ensure that the slave clock recognizes its identity.

S (TC9 in Figure A.12) accepts the Delay Resp only fromsthé LAN over

path in the event of a unidirectional failure.

This assumes that the portNumber of a DAC on LAN A and LAN B is “00” in the two most signifi

The RedBox also sends Delay_Req on the inactive LAN\O supervise that both LANs are oper
t a master on LAN C receives twice as many Delay_Req\as in the non-redundant case.

This behaviour is not strictly that of a TC according,to IEC 61588:2009, which does not foreses
e BMCA. However, it is the same as for the DA€ and for the BCs.

1.2 PRP RedBox as DATC with-E2E —timing

ng diagram in Figure A.13 shows the 1-step PTP message exchange betw
OC5 in Figure A.12) and the“slave (OC6 in Figure A.12) over the PRP LA

he 2-step exchange looks similar, only that a Follow_Up follows the Sync.

M sets
tldentity

which it

the Sync (and Follow_Up in 2-step) and forwards it over LAN’D; it rejects the other
Delay_Resp, regardless which one came first, but registers its timely arrival to super|

vise the
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Figure A.13'=)PRP RedBox as DATC with E2E - timing
The Re@Box M on the master side (TC9 in Figure A.12) duplicates the Sync coming from the
master [clock (OC5) over LAN_C and forwards it to both port A and port B, with individual
correctipn of the residence time. The Sync messages transit over LAN A and LAN B with
different delays
Assumi g that-the RedBox S on the slave side (TC10 in Figure A. 12) considers LAN A as
sidence

When the corresponding Delay_Req arrives (same sequence number as Sync), RedBox S
(TC10 in Figure A.12) forwards it only on the LAN from which it propagated the Sync to the

slave.

It may send the Delay_Resp over the inactive channel to supervise that no unidirectional
failure exists on the path.

The RedBox M (TC9 in Figure A.12) forwards the (both) Delay Req to the master (OC5 in
Figure A.12).

The master returns the Delay_Resp and RedBox M (TC9 in Figure A.12), forwards this
response on both LANs (since it cannot know which port RedBox S prefers).
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RedBox S (TC9 in Figure A.12) accepts the Delay_Resp only from the LAN over which it
received the Sync (and Follow_Up in 2-step) and forwards it over LAN D; it rejects the other
Delay_Resp, regardless which one came first, but registers its timely arrival to supervise the

unused path in the event of a unidirectional failure.

A.4.5.4.2 PRP RedBox as DATC with P2P

A.4.5.4.2.1

PRP RedBox as DATC with P2P —

principle

A RedBox can be implemented as a DATC as the model of Figure A.14 shows.
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po port
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Figure A.14 — PRP RedBox as DATC with P2P

The RedBox M on the master side (TC9 in Figure A.14) duplicates the Sync.

OcCc4

SAN
slave

IEC
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The RedBox S on the slave side (TC10 in Figure A.14) only forwards one of the Sync.

In P2P, it does not matter if the Sync travels over LAN A and LAN B: the corrections are per
TC. But in 2-step, the Follow_Up needs to take the same way as the Sync. Some clock
profiles require that Announce takes the same path as the Sync.

The Sync that is not forwarded by RedBox S is nevertheless used as a health check for the
path.

A.4.5.4.2.2 PRP RedBox as DATC with P2P — timing

Figure A.15 shows the timing diagram of the RedBoxes as DATCs using P2P. LAN A is
assumef to contain the preferred master. Sync B is transmitted as a health chegk|of PTP
synchropization on LAN B.

® ® ®
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Figure A.15 — PRP RedBox as DATC with P2P - timing

NOTE The timing diagram for 2-step is similar, except for the Follow_Up that follow the Sync and the
Pdelay_Resp_Follow_Up that follow the Pdelay_Resp.

A.4.54.3 PRP RedBox as DATC - specification

A RedBox operating as a DATC shall act as a TC according to IEC 61588:2009, operate as
DAC towards the PRP network and implement the paired port selection of A.7.4.

A RedBox operating as a DATC, when in E2E mode shall:
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A RedBpx operating as a DATC when in P2P mode shall:

A.4.5.5 PRP RedBox as stateless TC (SLTC)
A.4.55(1 PRP RedBox as SLTC - principle
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when it receives from LAN A or LAN B a PTP message, except Delay_Req, forward
this message to the single-threaded LAN only if it came from the LAN with the best
master;

when it receives from LAN A or LAN B a Delay_Req message, set the most significant
two bits (MSB) of the sourcePortldentity.portNumber of the Delay_Req message to
“10” for LAN A and to “11” for LAN B respectively;

when it receives from the single-threaded LAN a PTP message except Delay_Resp,
forward a copy to both LAN A and LAN B;

when it receives from the single threaded LAN a Delay_Resp, inspect its
requestingPortldentity.portNumber, restore it to the wvalue it had in
sourcePortldentity.portNumber of Delay_Req and forward it only to the LAN where the
[Pefay_Req came from.

brward a PTP message that it receives from LAN A or LAN B to the-single-threaded
AN, but only if it came from the LAN with the best master and’if it is npither a
Delay_Req nor a Delay_Resp message;

AN A and LAN B, except for Pdelay_Resp (Pdelay_Resp-Follow_Up in 2-step) and

f]

4

g

fprward a copy of a PTP message that it receives from the single-threaded LAN to both
1

Rdelay_Req;

dend and receive the Pdelay Resp (Pdelay Resp Follow _Up in 2-stgp) and
Pdelay_Req messages and calculate the link delaysas specified in IEC 61588:2009 on
gll ports individually.

In applications where the RedBox cannatiimplement the BMCA (e.g. simple hardware cores
which fgrward frames in cut-through mode), the RedBox can be constructed as a statgless TC
which does not discard PTP duplicates, but just sends all PTP messages it receives from
LAN A gr LAN B on the single-thread™LAN C or LAN D, tagging them as coming from LAN A or

LAN B hy manipulating the bit ¥3)and bit 12 of the source port identity.

Singly attached clocks of-the single-thread LAN C and LAN D will thus receive fall PTP
messages twice. Therefore, all OCs (e.g. OC6) execute the BMCA to pick up the corrgct Sync

and Anrjounce.

A.4.5.52 PRP'RedBox as SLTC - limitations

This typle of\RedBox operates with E2E or P2P, 1-step or 2-step and over multiple domains. It
expects| thiat the OCs on the single-thread LAN C or LAN D follow the IEC 61588:2009
standard, and in particular the state machine in TEC 61588:2009, Figure 24, which prescribes
that the slave clock only listens to the best master in case it receives Syncs from several
masters.

This type of RedBox reserves the four most significant bits of the source port identity to tag
the frames, therefore the number of ports per device is reduced to 4 096. This affects also
clocks that are not redundancy-aware.

This method is vulnerable to a unidirectional link failure in the RedBox S to RedBox M
direction because, if Delay_Req is lost Delay_Resp will not be received.

With this method, slave devices will report a portldentity of the selected master which does
not actually exist; this might cause some confusion to network administration.

An SLTC cannot be used to connect two duplicated HSR or PRP networks.
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NOTE This method is therefore not applicable to slave-only clocks which do not execute the BMCA.

A.4.5.5.

3 PRP RedBox as SLTC with E2E

Figure A.16 show the most complicated case in which the master OC5 sends an Announce or
a Sync, which is duplicated by RedBox M and travels on LAN A and LAN B. When each of the
two Announce or Syncs arrives at RedBox S (TC10), it tags them as coming from LAN A or
LAN B by manipulating the source portNumber bit 13 and bit 12 and forwards them on LAN D.

OCG6 receives two Announces and selects one of them as its best master. The different port
identities serve as a tie-breaker. OC6 will from now on receive Syncs only from the selected

master.

To mealsure link delay in end-to-end, OC6 sends a Delay_Req with its source port

which R
identity

NOTE 1
SLTC Re

Both De
The ma

NOTE 2
same clog

The RedBox M duplicates each Delay_Resp on both LANs, without modifying them. In

free net

RedBox
indicate
the LAN

NOTE 3
identity u
corrupt th

RedBox
one and

RedBox
back to
Delay_H
in the O
leaves t

edBox S receives. RedBox S manipulates the bit 13 and bit 12 of the~sou
when sending then over LAN A (value 10) and for LAN B (value 11).

The reason for tagging the Delay_Req at RedBox S rather than at RedBox Mas™for a DATC
Box M cannot modify the tags since the SLTC RedBox S needs them.

lay_Req travel to RedBox M, which sends them both unchanged to the mast
bter OC5 responds to each of them with a Delay_Resp.

Master OC5 can notice that it receives redundant Delay_Resp since both come from a devic
kldentity.

work four Delay Resp are under way.

S can remove two of the Delay_Resp ‘from the network, those where the
5 that Delay_Req was on the other.tAN (requestingPortldentity not correspo
the frame was received from), cases “10” and “01” in Figure A.17.

htouched so the slave will not recognize this as a response to his request. Alternatively, it
e CRC so the next network nede\will discard the frame.

S tags the Delay_Resp as it would tag the Syncs. Therefore, the OC will o
discard the other:

S resets the'sets bit13 and bit 12 in the requesting port identity in the Delg
“00” when~sending the response to LAN D so the slave OC6 identifies thi
esp to.his Delay_Req. RedBox S does this only if the requesting port identity
elay-Resp matches the source port identity tagging in the Delay_Resp. Othg
he requesting port identity untouched.

identity,
rce port

is that an

er OC5.

e with the

a fault-

tagging
hding to

If the RedBox cannot supress the sending of the message, it can alternatively leave the requdsting port

ould also

nly take

y_Resp
5 as his
tagging
brwise it
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Figure A.16 — PRP RedBox as SLTC with E2E

The timing diagram in Figure A.17 shows the message exchange.

f—

gs “B")

IEC
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Figure A'17 — PRP RedBox as SLTC with E2E - timing

RedBox] M can also operate as a DATC. In this case, it will send a Delay_Resp on the same
LAN as|it received.the' Delay_Req. It will then only send two Delay_Resp, one on eaclh LAN A
and LAN B, which will conserve the sourcePortldentity.portNumber of Delay_Req [in their
requestingPortidentity.PortNumber.

NOTE This'was not necessary in a DATC, since a DATC does not operate in cut-through mode and can|therefore
select thel-messages—itsends:

A.4.5.5.4 PRP RedBox as SLTC with P2P

The operation is similar to A.4.5.5.3, except that there are no Delay_Req and Delay Resp
messages (see Figure A.18). The peer delay messages are link-local and therefore
unaffected. OCG6 receives two Sync with a difference in the upper nibble and selects the best
one as master.
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Figure A.18 — PRP RedBox as SLTC with P2P

A.4555 PRP RedBox as SLTC - specifications
A RedBox operating as SLTC shall operate as TC according to IEC 61588:2009.

A RedBox operating as SLTC, when operating in E2E, shall:

— if it receives a PTP message from a single-threaded LAN,

IEC

e duplicate this message to LAN A and LAN B, and if the message is a Delay_Req, set

the bit13 and bit12 in the most significant nibble (MSN) of

the

sourcePortldentity.portNumber to “10” if it forwards it to LAN A and to “11” if it forwards

it to LAN B, respectively.
— ifitreceives a PTP message from LAN A or LAN B,
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if it is a Delay_Resp message, discard it, if bit13 and bit12 of the
requestingPortldentity.portNumber do not match the value which the RedBox set in
sourcePortldentity.portNumber of Delay Req on the LAN and if they match, reset
these two bits to “00” before forwarding the Delay_Resp to the single-threaded LAN;

otherwise, if it receives a PTP message from LAN A or LAN B in which the
sourcePortldentity bit 13 and bit 12 are 00, set them to “10” if it received it from LAN A,
and to “11” if it received it from LAN B respectively, and forward the PTP message to
the single-threaded LAN with possible correction.

A RedBox operating as SLTC, when operating in P2P, shall:

A.5

A.5.1

forward a PTP message that it receives from LAN A or LAN B to the single-threaded

AN} Y S ) [ | R P 0
AN altu 1 TU TS TITIUITCT a UTIdy TA\TY TIUT a UTIAdy_ TI\TopP 111tooay’cT,

AN A and LAN B, except for Pdelay_Resp (Pdelay_Resp_Follow_Up dn-2-step) and

T

forward a copy of a PTP message that it receives from the single-threaded. AN to both
1

Pdelay_Req;

$end and receive the Pdelay_Resp (Pdelay_Resp_Follow_Up~ in 2-stgp) and
FPdelay_Req messages and calculate the link delays as specified in TEC 61588:2009 on
gll ports individually.

HSR Mapping to PTP

PTP traffic in HSR

The opgrating mode of HSR is that a DANH sends the same frame in both directions|into the
ring, prefixed with the HSR Tag containing a sequence number. Each DANH relays the frame

until it

receives two frames, uses the first and discards.the duplicate.

reaches the source again or is otherwisg discarded. A destination DANH therefore

This opgrating mode does not apply to PTP frames, since the delay suffered by a frame is not
the same going clockwise or countersclockwise in the ring. A DANH does not recgive the
same mnessage from both ports since®some messages are modified by intermediatg nodes.

Figure

A.19 illustrates the paths ofthe different PTP messages in an HSR ring network.
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Figure A.19 — HSR with. one GMC

For 1-s{ep operation, each DANH implements_the 1-step Sync and P2P and exchanges the
messages shown in Figure A.20.
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Figure A.20 — PTP messages sent and received by an HSR node (1-step).
Alternatjvely, the HSR nodes may operate with 2-step correction as Figure A.21 shows.
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Figure(A.21 — PTP messages sent and received by an HSR node (2-step)

A.5.2 HSR nodes specifications

A DANH shall implement a Hybrid Clock, made of a TC and an optional OC.

A DANH shall send all PTP messages with a HSR tag.

NOTE 1 HSR tagging is in principle not needed for Pdelay_Req and Pdelay_Resp, which are link-local, but it
allows to remove corrupted frames out of the ring, although in principle an HSR node does not forward untagged
frames.

A DANH acting as master clock shall send all PTP messages in both directions with an HSR
tag and with the same PTP sequence number.

A DANH shall handle all PTP messages for each port separately.

A DANH shall send and receive the Pdelay_Req and Pdelay_Resp messages per port and
compute the link delay per port.
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A DANH receives from each port one Announce and one Sync message coming from the
same master with the same Clock Identity and different delays. It shall forward both in the
same direction with the appropriate correction, except if this contradicts the HSR rules.

A clock shall apply the Best Master Clock algorithm on port A and port B, taking its ordinary
clock as the common reference.

NOTE 1

TC-only DANH have been considered, but this would have added an unnecessary option.

If the Announce and Sync messages from both ports have the same Clock Identity, a DANP
may use Syncs from both ports for synchronization/syntonization, or from one port only, a

DANH s

hall listen to the port that provides the best clock quality.

A port t
port be
convers

All PTH
address
Pdelay |

NOTE 2

address gs source address. Doing so would prevent removing circulating messages from the ring.

A.5.3

nat receives 2-step Sync message shall await the Follow_Up message from*th

ore using the Sync timestamps to adjust its clock or to perform 2-step tdg
on.

messages except the link-local Pdelay_Reqg/Pdelay_Resp shall use as

e same
1-step

source

the MAC address of the node that injected the frame into.‘the ring. The link-local

Req and Pdelay_Resp shall insert the MAC address of the TC-

The IEEE P1588 revision group foresees that all devices that tnodify a frame insert their

Redundant clocks in HSR

cannot
among

As FigL}r)e A.19 shows, there can be a redundant _master clock in the ring. Howev

In case
own An

A.5.4

An MC may be connected to an HSR ring through a RedBox (see Figure A.22).

In its sin
port to 4

The ext

The HS

e active at the same time in PTP. Therefore, the grandmaster clock is
he master-capable clocks according to\the Best Master Clock of PTP.

bwn MAC

er, both
selected

of loss of the master, the back-updmaster detects the loss and start broadcafsting its

hounce messages.

Attachment of an MC to(an external LAN

nplest form, this RedBox can be a three-port HSR node connected through an
n outside network.

brnal network may operate either with a 1-step or with a 2-step clock.

R ©4ode may be either slave or master. Such an HSR node may implement a

interlink

TC or a

€ same

BC bety

reen the interlink pnrf and the ring I:ignrn A 22 shows that the RedBox at th

time translates from 2-step to 1-step clocks.
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Higure A.22 — Attachment of a~GMC to an HSR ring through a RedBox as TC

A}

This arrangement allows to usé an existing DANH to inject the synchronization. Howgver it is
not recdmmended when the MC is to be attached redundantly.

A.6 PRP to HSR Mapping

A.6.1 Connection methods

A PRP petwork is connected to an HSR ring through two RedBoxes. There are two different
ways ofl proceeding for connecting the networks: through BCs (recommended) and |through
TCs (notTecommended):

A.6.2 PRP-HSR connection by BC

The RedBoxes implement each a BC. The two BCs are treated as redundant clocks on HSR
(see Figure A.23). The original PRP RCT is lost. Only one RedBox is actually sending
Announces and Syncs, the other RedBox starts to send Announces and Syncs only in case it
ceases to sense the other clock, but its port in the HSR ring remains otherwise in the
PASSIVE_MASTER state (i.e. the second RedBox is not synchronized by the HSR ring).

Since both BCs reference the same GMC, they are only distinguished by their
sourcePortldentity.
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IEC
Eigure A.23 — PRP to HSR coupling by BCs
A.6.3 PRP-HSR_connection by TCs

The redundant PRP-HSR connection by a TC causes the injection of four PTP messa

the ring

see _Figure A.24. This configuration is not recommended and not further speci

ges into
fied.
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Figure A.24 — PRP to HSR coupling by TCs

A.7 Doubly attached clock model

A.71

Each p
shows.

State.machine

bri/,can be in the port states defined in IEC 61588:2009, Table 8, as Fig

9.2 for the Doubly Attached Clock are in red.

IEC

re A.25

The’transitions that have been added to the state machines given in IEC 61588:2009,
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Figure A.25 — Port states including transitions for redundant operation
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(underscore) and deletions (strike-through).

Table A.1 — States

IEC 61588:2009, 9.2.5, Table 10 with additions

State

Definition

INITIALI

ZING

While a port is in the INITIALIZING state, the port initializes its data sets, hardware,
and communication facilities. No port of the clock places any PTP messages on its

communication path. If one port of a BC is in the INITIALIZING state, then a
go to the INITIALIZING state.

Il ports

FAULTY

The fault state of the protocol. A port in this state places no PTP messages except
for management messages that are a required response to another management

maseado-ob-ite—communication nnl‘h oo Df" Reo-activibv-onr-a-faHbv—portaffgcts the
T I Ld

other ports of the device. If fault acthlty ona port in this state cannot be Corfined to

the faulty port, then all ports go to the FAULTY state.

DISABL

FD

The port places no messages on its communication path. In a BC, no activity
port affects the activity at any other port of the BC. A port in this 'state disca
PTP received messages except for management messages.

at the
ds all

LISTENI

NG

The port is waiting for the announceReceiptTimeout to expire ‘or to receive a
Announce message from a master. The purpose of this state is to allow ordg
addition of clocks to a domain. A port in this state places’no PTP messages
communication path except for Pdelay_Req, Pdelay\. Resp,

Pdelay_Resp_Follow_Up, or signaling messages,"\drrmanagement messageg
are a required response to another managemeft message.

ul

rly
on its

that

PRE_MA

STER

The port behaves in all respects as though'it were in the MASTER state exc
it places no messages on its communication path except for Pdelay_Req,
Pdelay_Resp, Pdelay_Resp_Follow_Wp, signaling, or management messagsg

bpt that

o

MASTEH

R

The port behaves as a master port:

PASSIV

E MASTER

The port places no messages pn its communication path except for Pdelay_
Pdelay_Resp, Pdelay_RespxFollow_Up, or signaling messages, or manager
messages that are a required response to another management message.

Req,
hent

UNCALI

BRATED

One or more master ports have been detected in the domain. The appropria
master port has beeniselected, and the local port is preparing to synchroniz
selected master powt. This is a transient state to allow initialization of
synchronization servos, updating of data sets when a new master port has b
selected, and other implementation-specific activity.

e
b to the

een

SLAVE

The portiis)synchronizing to the selected master port.

PASSIV

E SLAVE

The ‘port is not synchronizing to the selected master port. In E2E, it may sen|
Delay_Req; or in P2P, it sends Pdelay_Req, Pdelay_Resp,
(Rdelay_Resp_Follow_Up). It may send signaling or management messages
are a required response to another management message

d

that

NOTE
interfacd

‘PASSIVE_NMASTER” and “PASSIVE_SLAVE” are jointly expressed as “PASSIVE” in the man

hgement

Table A

2 ¥ists the transitions that cause state changes. In particular, the tn

BMC_PStAVE has been mtroduced to keep the pairedports synchronized————

ansition
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Table A.2 — Transitions

Transition Definition
ANNOUNCE_TO No Announce has been detected on this port within the timeout.
(the other port may still receive Announce messages)
BMC_SLAVE Outcome of STATE_DECISION_EVENT: this port receives the best master.
(the other port will go to PASSIVE_SLAVE)
BMC_MASTER Outcome of STATE_DECISION_EVENT: the local OC is the best clock on both
ports (the other port will also go to MASTER).
BMC_PASSIVE Outcome of STATE_DECISION_EVENT: this OC is not the best but the port is
prevented from entering the MASTER state
(e.g. it is a grandmaster that cannot accept synchronization).
BMC_P$LAVE Outcome of STATE_DECISION_EVENT: the clock on this port has a-we¢rse
quality than that on the other port (the other port is in the SLAVE state]).
DESIGNATED_DISABLED A command has been given to disable this port.
DESIGNATED_ENABLED A command has been given to enable this port.
FAULT_PETECTED An error occurred. The logic is supposed to do some sglf2checking.
FAULT_CLEARED The error has been corrected.
INITIALIZE Reception of an INITIALIZE management messagde.
MASTER_CLOCK_SELECTED | The port has synchronized to the master gn“this port.
POWER| UP The port starts operation.
QUALIF|CATION_TO The qualification time out (see IEC\ 61588:2009, 9.2.6.10) expired.
Ready The initialization procedure is«finished.
STATE_|DECISION_EVENT Outcome: BMC_MASTER, BMC_SLAVE, BMC_PSLAVE, BMC_PASSIVE
SYNC_HAULT The clock synchronization has performed a correction outside of the allowed
range.
Table A[3 indicates the auxiliary variables used in the state chart of Figure A.25.
Table A.3 — Variables
Variable Definition
new_malster identity of the higher quality master
old_masdter identity of the current master
A.7.2 Supervision of the port
A port in the“SLAVE or PASSIVE_SLAVE state enters the FAULTY state when it cgases to
receive ' nd the

STATE_DECISION_EVENT transition.

To this effect, the ports shall implement a time-out on the PTP messages: Sync (and
Follow_Up), Delay_Resp (in end-to-end) and Pdelay_Resp (in peer-to-peer).

The time-out on these messages shall be set by default to the double value of the expected
period (logMessagelnterval) plus 60 %.

NOTE 1
edition.

IEC 61588:2009 has no time-out on the PTP messages except Announce. This could change in a new

NOTE 2 Only one outage is tolerated before the clock switches to the redundant path. If the Sync interval is 1 s,
the time-out will be raised 2,6 s after reception of a correct Sync. This accounts for the + 30 % jitter permitted by
IEC 61588:2009, 7.7.2.1.
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A.7.3 BMCA for paired ports

The BMCA algorithm in IEC 61588:2009 is extended for the purpose of paired ports
synchronized by the same master. If BCs exist, the Steps Removed (number of hops) can be
different and serve as a selection criteria.

The reception of identical messages is a normal case and therefore an application-specific
quality chooses the clock to listen to, e.g. smaller correction field (after proper filtering) or an
anomaly in the correction field.

The application-specific quality is reflected in the decision “compare quality” in Figure A.26,

which has been adapted from Figure 28 of IEC 61588:2009.
return

Reteiyer < Sender

compare Steps
Removed of
AandB

return

B better than A A= B+

B = A+1

Receiver < Sender A within 1 of B

compare

identities of
Receiver of A and
Sender of A

Receiver < Sender

A=B

compare Steps
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B=A
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Sender of B
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A>B Aand B B=A
A=B
vy Y v Vv
= T
B better A>B identifiers of B>A
by topol senders of by topology
) i A than B
A=B
A=B
B=A
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Aor‘[ Numbersk

Receivers of
AandB

Figure A.26 — BMCA for redundant masters

This paired port BMCA specification is considered in the term “better” transition in the sequel.
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A.7.4 Selection of the port state
The paired port BMCA shall define which clock synchronizes which other clock.

a) If the OC is the best (or only) master both on port A and port B, both ports go to the
MASTER state (BMC_MASTER).

b) If the master MCA on port A or the master MCB on port B is better than the OC, the port A
with the better master goes to the SLAVE state (BMC_SLAVE) while the other goes to the
PASSIVE_SLAVE state (BMC_PSLAVE).

c) If a port in the SLAVE state loses its master (ANNOUNCE_TO, SYNC_FAULT), or the
BMCA detects a better master on the paired port, the port transits from the SLAVE to the
PASSIVE_SLAVE state (BMC_PSLAVE), while the other port wakes up from the
PASSIVE_SLCAVE state and becomes SLAVE (BMC_SLAVE).

d) If the master on one port is worse than the OC or the master on the other port, noleffort is
spent in trying to supply the synchronisation, this is not a BC.

A.8 PTP datasets for high availability

A.8.1 General

The objects in the IEC 61588 datasets are extended. These objecCts are exposed in the MIB
for locdl or remote management. In case of discrepancy,~the wording in the MIB takes
precedence.

A.8.2 Data types
A8.21[1 Timelnterval
This type is defined in IEC 61588, 5.3.2

A.8.2.1.2 EUI64
Base type: OCTET STRING (SIZE(8))

Description: This type is defined in IEC 61588, 7.5.2.2.2

A.8.2.13 PortStateType

This type is defined in IEC 61588:2009, 8.2.5.3.1, Table 8 and extended by value 10:
PASSIVE_SLAVE,

A.8.2.1.4 ProfileSet

Base type: Unsigned32 (bit set)
References: IEC 62439-3:2015

Description: Bits are numbered from 0 (least significant) to 31 (most significant). Bit “7” is set
for the L3E2E profile (see Clause C.5), Bit “8” for the L2P2P profile (see Clause C.6) and Bit
“9” for the IEC/IEEE 61850-9-3 profile (see Annex B). Other bits are not defined. If the value
of this object is “0”, no profile is defined.

A.8.2.1.5 PortAttachmentType

Base type: Enum32
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: the port belongs to a singly attached ordinary clock;
: the port belongs to a singly attached boundary clock;
: the port belongs to a singly attached transparent clock;

o

A.8.3
A.8.3.1

The me

A.8.3.2.1

: th
255:

q

FFFF);

e port belongs to a stateless transparent clock (portDs.pairedPort is notsEFFF);

unknown.

Datasets for ordinary or boundary clocks
Additional or modified members

mbers additional or modified with respect to IEC 61588 are’as follows:

efaultDs.numberPorts
efaultDs.profileSet;

efaultDs.timelnaccuracy;

ortDs.portState;
ortDs.portEnabled;
ortDs.dlyAssymetry;
efaultDs.profileld;
ortDs.vlanEnable;
ortDs.vlanld;
ortDs.vlanPrio;
ortDs.twoStepFlagj
ortDs.peerldentity;
ortDs.prpPairedPort;
ortDs.ptpAttachment;
ortDs’errorCounter;

Type: Unsigned 8 [5 to 254]

Object defaultDs.numberPorts

Reference: IEC 61588:2009, 8.2.1.2.3, IEC 62439-3:2015, Clause A.3

: the port belongs to a doubly-attached ordinary clock (portDs.pairedPort is not >FFFF);

: the port belongs to a doubly-attached boundary clock (portDs.pairedPort is not >FFFF);
t

is not

Description: The number of PTP ports on the device. (1 if OC, >1 for Boundary Clock).
IEC 62439-3 allows 2 for OC that are doubly attached.

A.8.3.2.2

Type: ProfileSet

Object defaultDs.profileSet
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Description: The set of profiles which the clock has the ability to support with the required
performance. Profile activation is a port property.

Default value: 0

NOTE This object serves management to check that all devices are properly configured for deployment or
maintenance. This information is not used in the PTP protocol. It does not guarantee that all parameters of the
clock have been properly set. A clock can support several profiles, but a port supports only one.

A.8.3.2.

3 Object defaultDs.timelnaccuracy

Type: Timelnterval

Units: sgaledNanoseconds

Referenice: IEC 61588:2009, 5.3.2, IEC 62439-3:2015, C.7.4.1 and C.7.6.1.

Description: The absolute value of the rated worst-case time error with ‘réspect to absolute
time when the clock is connected to its reference signal. If the clock i§) a'boundary clpck, the
referenge signal is the clock signal applied to any port, and the_raied time error the error
observed on any master port.

Default value: OXFFFFFFFF

NOTE This object serves to check that a MC or BC has a sufficiefit gdality for the given application. This value is
not measlired at run-time, it is a design parameter that also appe€ars*in the MIB. This value is not transmifted using
in the PTP protocol. The inaccuracy at run-time can be deduced frgm the
defaultD.clockQuality.offsetScaledLogVariance object.

A.8.3.24 Object defaultDs.offsetFromMasterLim

Type: Uhsigned32

Units: nenoseconds

Reference: IEC 62439-3:2015:A-8.3.2.4

Description: The value'of the limit to the offset from master that signals an apnormal
condition.

Default value: OXRFFFFFFF

A.8.3.3 Dataset ParentDS

As in IEC 61588.

A.8.3.4 Dataset PortDS

A.8.3.41 Object portDs.portState

Type: PortStateType

Referen

ce: IEC 61588:2009, 8.2.5.3.1, Table 8; IEC 62439-3:2015, Table A.1

Description: The current state of the protocol engine associated with this port taken from the
enumeration in Table 8, extended by the PASSIVE_SLAVE state in doubly attached clocks.
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Type: B
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2 Object portDs.portEnabled

oolean

ce: IEC 61588:2009, 8.2.5.3.1

Description: Enables the port for PTP traffic and indicates the enabled status of the port.

Default
A.8.3.4.
Type: T
Units: s
Referen
Descrip

Default

NOTE Th

A.8.3.4.

a) Typs
b) Refg
c) Des

Default

NOTE T
informatig
properly g

A.8.3.4.

Type: B
Referen

Descrip

value: true

3 Object portDs.dlyAsymmetry

melnterval

caledNanoseconds — IEC 61588, 5.3.2

ce: IEC 61588:2009, 7.4.2, 11.6, 5.3.2

ion: The link delay asymmetry to correct the link delay.

value: 0

s object is used to verify the topology in P2P.

4 Object portDs.profileld

. ProfileSet

rence: IEC 62439-3:2015

Cription: The profile in use on this port

value: O

his object serves to check thatall devices are properly configured for deployment or mainteng

n is not used in the PTP protocol. It does not guarantee that all parameters of the clock h
et.

5 Object portDs.vlanEnable

polean

ce: IEEE-802.1Q:2014

nce. This
ave been

ian” Enables that PTP messages generated internally to the clock rec

eive an

IEEE 80

2.1TQ tag with the values specitied In portUs.vlanld and portUs.vianFrio wh

en sent

over this port, with exception of Pdelay_Req and Pdelay_Resp, which operate with link-local
addresses. It does not apply to messages in transit generated by other clocks. The bridge
rules take precedence over this setting.

Default value: false

NOTE The VLAN settings of the port in its bridge function can override this tagging or remove it. A bridge port

cannot se
A.8.3.4.

Type: U

Referen

nd a VID of 0 except if its VLAN setting is disabled.
6 Object portDs.vianld
nsigned32 (0 to 4095)

ce: IEEE 802.1Q:2014
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Description: The IEEE 802.1Q VLAN Identity to be used by the PTP stack internal to a bridge
if portDs.vlanEnable is true.

Default value: 0

NOTE A bridge port would not send a message with a VID of 0 if the port VLAN setting indicates that VLANs are
enabled.

A.8.3.4.7 Object portDs.vlanPrio

Type: Unsigned32 (0 to 7)

oD oNo 10h0-2104
Referenee—E=EE862492404

Definitign: The IEEE 802.1Q priority (0 to 7) to be used by PTP messages origipating from the
PTP stack of this clock if portDs.vlanEnable is true.

Default jvalue: 4

A.8.3.48 Object portDs.twoStepFlag

Type: Bpolean
Reference: IEC 61588:2009, 8.2.1.2.1

Description: Enables (if true) 2-step correction at sending of this port (if the port implements
it) and ipdicates that this port uses 2-step correction.

Default value: true

NOTE A|BC can use a different correction method on different ports, according to the supported profile.
A.8.3.49 Object portDs.peerldentity
Type: OCTET STRING (SIZE (6))

Reference: ISO/IEC/IEEE_8802-3:2014

Description: The Medium Access Control address of the peer clock in a peer-to-peger delay
measuré¢ment.

A.8.3.4[10 Object portDs.prpAttachment

Type: PortAttachmentType

Reference: IEC 62439-3:2015

Description: The type of redundant attachment of this port.
Default value: 0

A.8.3.4.11 Object portDs.prpPairedPort
Type: Unsigned16 [0 to 4095]

Description: The portNumber of the other port to which this port is attached, if the port is
paired for the purpose of double attachment; a value greater than 4 096 indicates the port is
not paired.
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Default value: 65535

A.8.3.4.12 Object portDs.errorCounter

Type: Counter32

Description: The error counter that is incremented for each reception error of PTP messages
(e.g. time-out), only for those messages that are normally received given the port state.

Default value: 0

A.8.3.4.13 __OQbject portDs.peerDelaylim
Type: PtpTimelnterval

Description: The value of the peer delay that, if exceeded, will cause an eventio be rajsed.
Default palue: 100 ns

A.8.4 Object for transparent clocks
A.8.4.1 Additional or modified objects
The members additional or modified with respect to IEC.61588 are as follows:

— trangparentClockDefaultDS.profileSet;

— trangparentClockDefaultDS.timelnaccuracy

— trangparentClockPortDs.portEnabled;

— trangparentClockPortDs.dlyAssymetry;transparentClockPortDS.twoStepFlag;
— trangparentClockPortDs.peerldentity;

— trangparentClockPortDs.prpAttachment;

— trangparentClockPortDs.prpPairedPort;transparentClockPortDs.errorCounter;
— trangparentClockPortDstdelayMax.

A.8.4.2 Dataset TransparentClockDefaultDS
A.8.4.21 Object'transparentClockDefaultDS.profileSet

This object has\the same definition as in A.8.3.2.2.

A.8.4.22 Object transparentClockDefaultDS.timelnaccuracy

Type: Timelnterval
Units: scaledNanoseconds — IEC 61588:2009, 5.3.2
Reference: IEC 62439-3:2015.

Description: The absolute value of the rated worst-case time error introduced between any
two ports.

Default value: 50 ns

NOTE This object serves to check that a TC has a sufficient quality for the given application. This value is not
measured at run-time, it is a design parameter that also appears in the MIB. This value is not transmitted using in
the PTP protocol.
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A.8.4.3 Dataset TransparentClockPortDS
A.8.4.3.1 Object transparentClockPortDs.portEnabled

Type: Boolean
Reference: IEC 61588:2009, 8.2.5.3.1
Description: Enables the port for PTP traffic and indicates the enabled status of the port.

Default value: true

A.8.4.32 Object transparentClockPortDs.dlyAsymmetry

This object has the same definition as in A.8.3.4.2.

A.8.4.33 Object transparentClockPortDs.twoStepFlag

Type: Bpolean
Reference: IEC 61588:2009, 8.2.1.2.1

Description: Enables (if true) 2-step correction at sendinglof this port (if the port implements
it) and indicates that this port uses 2-step correction.

Default fvalue: true

NOTE A|BC can use a different correction method on different ports, according to the supported profile.
A.8.4.34 Object transparentClockPortDs.peerldentity
Type: OCTET STRING (SIZE (6))

Reference: ISO/IEC/IEEE 8802-3:2014

Description: The Medium-Access Control address of the peer clock in a peer-to-peg¢r delay
measure¢ment.

A.8.4.35 Object transparentClockPortDs.prpAttachment

Type: PprtAttachmentType

Referenice: lEC 62439-3:2015

Description: The type of redundant attachment of this port.
Default value: 0

A.8.4.3.6 Object transparentClockPortDs.prpPairedPort
Type: Unsigned16 [0 to 4095]

Description: The portNumber of the other port to which this port is attached, if the port is
paired for the purpose of double attachment, a value greater than 4 096 indicates the port is
not paired.

Default value: 65 535
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A.8.4.3.7 Object transparentClockPortDs.errorCounter
Type: Counter32

Description: The error counter that is incremented for each reception error of PTP messages
(e.g. time-out), only for those messages that are normally received given the port state.

Default value: 0

A.8.4.3.8 Object transparentClockPortDs.peerDelayLim
Type: PtpTimelnterval

Description: The value of the peer delay that, if exceeded, will cause an event to be\rajsed.

Default jvalue: 100 ns
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Annex B
(normative)

PTP profile for Power Utility Automation —
Redundant clock attachment

B.1 Application domain

For Power Utility Automation, IEC/IEEE 61850-9-3 specifies a Precision Time Protocol profile
using a layer 2 transport according to IEC 61588:2009, Annex F with a peer-to-peer delay

measurement-based-ontEC 645882008 ClauseJ-4-

Annex H
IEC/IEE

B.2 H

The prg
and Anr

profileN
Automa

profileV
profileld

Where

- x={
—_ X:’
- x=1
- x=1

— y:(

organizationName: IEC Technical Committee 57 Working Group 10

defines the mandatory support of redundant clock attachment as an(éxte
E 61850-9-3:—, Clause 9.

PTP profile specification

file identifier of a singly or doubly attached clock according to IEC/IEEE 61
ex A shall be:

ame: IEC/IEEE 61850-9-3 "Precision Time_ Rrotocol profile for Powe

ion
Brsion: 1.0
entifier: 00-0C-CD-00-01-xy

he first nibble of the sixth octet isa bitfield:

for a singly-attached clock

for PRP redundancy

P for HSR redundaney

for both PRP and)HSR (configurable) redundancy

(minor revision)

sourcel

Electrotechnical Commission (http://www.iec.ch)

entification: A copy of IEC/IEEE 61850-9-3 can be obtained from the Inter

hsion of

850-9-3

- Utility

national

B.3 Redundant clock attachment

Clocks shall implement the doubly attached clock model for at least one of:

a) PRP (A.4.2) or
b) HSR (A.5) or
c) HSR-PRP RedBoxes (A 6)

The m
IEC/IEE

anufacturer shall list the supported method in the PICS, as stated in

E 61850-9-3.
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Annex C
(normative)

PTP profiles for high-availability automation networks

C.1 Application domain

For high-availability industrial automation networks, two precision time clock profiles are
specified which share most specifications:

— L3E2E, transported over Layer 3 using end-to-end delay measurement

bass

— L2P2P, transported over Layer 2 using peer-to-peer delay measurement

bass

An objeftive is that clock synchronization operates without special configuration if all
elements comply with the same profile.

Interopd
through

These |
profiles

C.2 PRTP profile specification

The profile specification of a singly or doubly attached clock according to Annex C
accordiTeg to IEC 61588:2009, 19.3.3:

profil

profil
profil

d on IEC 61588:2009, Clause J.3 and

d on IEC 61588:2009, Clause J.4.

rability between L3E2E and L2P2P clocks is not an objective, but couplin
BCs is possible. Clocks of both profiles can coexist on thé.same network.

rofiles allow mixing singly attached clocks according to the IEC 61588:2009
and doubly-attached clocks according to Annex-A.in the same network.

Name: IEC 62439-3 *Precision Time Protocol profile for High-av
Automation-Networks"

eVersion: 1.0

eldentifier: 00-185-4E-00-01-xy

Where the first nibble of the sixth octet is a bit field:
x = 1 for PRP redundancy
x = 2 for HSR redundancy

x = 4 for L3E2E
x = 8 for L2P2P

y = 0 (minor version)

(E2E),

(P2P),

network

g them

default

shall be

hilability

EXAMPLE: 00-15-4E-00-01-50 supports L3E2E and PRP.

organizationName: [EC Technical Committee SC65C Working Group 15

sourceldentification: A copy of IEC 62439-3 can be obtained from the Inter

Electrotechnical Commission (http://www.iec.ch)

NOTE The OUI defined in IEC 61588:2009, Clause J.4 does not apply when redundancy is used.

C.3 Clock types

This specification distinguishes clocks by their capabilities:

e Ordi

nary Clocks (OCs) implement one of the following capabilities:

— Slave-only (defaultDS.slaveOnly = true)
no port can be in the MASTER state

national
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— Grandmaster-capable (defaultDS.slaveOnly = False);
the port (or the port pair in redundancy) can be in the MASTER state

— Grandmaster-only (defaultDS.slaveOnly = False and clockClass = 6 or 7)

n

o port can be in the SLAVE state.

e Transparent Clocks (TCs) correct and forward PTP messages; ports do not have states in
IEC 61588:2009.

¢ Boundary Clocks (BC) are never slave-only and can have either:
— exactly one port in the SLAVE state and all other in the MASTER or PASSIVE state;
— all ports in the MASTER state, in which case the BC is the grandmaster.

NOTE

ithin a time domain, a BC has a port in the S| AVF state in the upper sub-domain and one

r several

ports in th

C.4 Protocol specification common

All clocH

All  sing
IEC 615

All douhb
the best

All cloc

step or R-step synchronization on egress.

All clocH
1) t

2) t

I

3) t
I

C.5 K

All clod
IEC 615

e MASTER state in the lower sub-domain(s) (see IEC TR 61850-90-4).

s shall support the PTP time scale (based on TAI).

ly attached clocks shall support the default best master clock algorn
88:2009, 9.3.2, 9.3.3 and 9.3.4.

ly attached clocks according to IEC 62439-3 shall support in addition the exte
master clock algorithm defined in A.7.3.

s shall support both 1-step and 2-step synchronization on ingress, they may

s shall support at least one of the thtee ' management mechanisms:
he alternate management mechanism using the SNMP MIB specified in
nd/or

he alternate management ;mechanism using the management objects de
FC TR 61850-90-4:2013,,99.3 and 19.4 and/or

he manufacturer-defined fixed values and/or the manufacturer-specific implem
nethod to access all:configurable values as stated in IEC 61588:2009, 15.1.1.

Protocol specification for L3E2E automation profile

ks shall~transport PTP messages using Layer 3 (UDP over IP) accor
88;2009, Annex D (IPv4) or IEC 61588:2009, Annex E (IPv6)

ithm in

nsion to

use 1-

Annex E

fined in

entation

ding to

All clocks shall use only muliicast addresses, as specified in TEC 61588:2009, Clause D.3 and

IEC 615

88:2009, Clause E.3 respectively.

All clocks shall support the end-to-end delay calculation defined in IEC 61588:2009, 10.2.

The “portnumber” of all clocks shall be zero in their four most significant bits.

C.6 Protocol specification for L2P2P automation profile

All clocks shall transmit PTP messages on Ethernet layer 2 according to IEC 61588:2009,
Annex F.

All clo

cks shall use multicast communication using the addresses speci

IEC 61588:2009, Clause F.1.

fied in
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All clocks shall support the peer-to-peer delay measurement defined in IEC 61588:2009, 10.3
and 11.4.

C.7 Timing requirements

Cc.71 Measurement conditions

Steady state is defined as 30 s after a single master starts to send synchronisation messages
and 16 s after a change of master, with no change to the environment temperature.

This requirement applies only to clocks that have been energized for 30 min to accommodate

H 4 i 4 LL pu | HT i
for instanee rempetratgre=contromeaoScHratotrs:

NOTE Apsuming a Gaussian distribution, this corresponds to three sigma (3 ¢ = 99.7%) or no more thap 3 points
outside the specified interval, out of 1 000 total points evaluated.

C.7.2 Network time inaccuracy

The following requirements on the network elements aim at achieving a netwqgrk time
inaccuracy better than +1 ps after crossing approximately 15 TCs or 3'BCs.

C.7.3 Network elements

All network elements shall be clocks according to this standard, conformant media cohverters
and/or donformant links.

C.7.4 Requirements for grandmasters
C.7.41 Grandmaster time inaccuracy

A grandmaster-capable clock shall have_ a‘\time inaccuracy measured between its appljed time
referenge signal and the produced synchronization messages that is smaller than 250 ps.

NOTE This value corresponds to an IEC\641588:2009 clockAccuracy of 22 hex; IEC 61588 defines clockAccuracy.

In case |the grandmaster-capable clock has no time reference signal, IEC 61588:2009| J.4.4.1
shall apply.

C.7.4.2 Grandmaster holdover

A grandmaster (Shall remain within the time inaccuracy of C.7.4.1 for a holdover time of at
least 5 ¢ afterdosing its time reference signal, given that it was in steady state.

C.7.43 Grandmaster clockClass in holdover and recovery
A grandmaster clock shall have an IEC 61588:2009 clockClass of:

6 while connected to its time reference signal and in steady state;
7 after loss of time reference signal, while in holdover;

52 when its time error exceeds the value given in C.7.4.1;

187 when its time error exceeds 1 ps;

6 after recovering the time reference signal and in steady state.

NOTE 1 This modifies IEC 61588:2009, Table 5 for the timing requirements of this profile.

NOTE 2 The timeTraceable bit of the flagField indicates if the grandmaster is currently locked to a recognized
standard time source or has a stated uncertainty to a recognized standard time source. The clockClass = 6 indicates that
the grandmaster is currently locked to its time reference signal. The clock class 6 appears twice, once before loss
of time reference signal, and once after recovery of that signal.
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C.7.5 Requirements for TCs

A TC shall introduce less than 50 ns of time inaccuracy, measured between the applied
synchronization messages at any ingress port and the produced synchronization messages at
any egress port, given it is in steady state.

NOTE This time inaccuracy cumulates the time errors in measuring the residence delay, measuring the peer delay
in the ingress port and responding to the peer delay measurement from the downstream clocks in the egress
port(s). It does not include time error due to asymmetry in either link, nor introduced by the upstream or
downstream peer devices involved in the peer delay measurements. This time inaccuracy can be measured using
peer devices with known contribution of the peer delay measurement to time error and using links with known or
negligible asymmetry, and subtracting those amounts from the observed TC time error.

C.7.6 Requirements for BCs

C.7.6.1 BC time inaccuracy

A BC shall introduce less than 200 ns of time inaccuracy between the port indhe’SLAVE state
and any| port in the MASTER state, provided that it is in steady state.

NOTE This time inaccuracy cumulates the time errors in local clock adjustment, measlring the peer dglay in the
port in th¢ SLAVE state and responding to the peer delay measurement from the downstream clocks in the port(s)
in the MASTER state. It does not include time errors due to asymmetry in €ither link, nor introducéd by the
upstream|or downstream peer devices involved in the peer delay measurements. This time inaccuragy can be
measured using peer devices with known contribution of the peer delay measurément to time error and using links
with known or negligible asymmetry, and subtracting those amounts from theyobserved BC time error.

C.7.6.2 BC as free-running grandmaster

In case [the BC has no port in the SLAVE state and no‘time reference signal, IEC 61588:2009,
J.4.4.1 shall apply.

C.7.6.3 BC as master in holdover

A BC shall remain within the time inaccuracy of C.7.6.1 for a holdover time of at least s after
losing itk time reference signal or PTRsynchronization, provided that it was in steady state.

C.7.7 Requirements for medija converters

Media qonverters that support IEC 61588 are considered as TCs or BCs and are sybject to
the reqyirements of C.7.57and C.7.6, respectively.

Media donverters (e.g. fibre to copper) introduce a delay, considered in peer-to-peé¢r delay
measurgment. ThiS delay may suffer from a significant jitter and may be different|in both
directions. Netweork engineering should use only media converters with known behgviour to
estimate the network time inaccuracy at every slave clock.

Media converiers shall present a Jitier of less than 50 ns and an asymmetry of less than
25 ns.

C.7.8 Requirements for links

Links present a predictable and nearly constant link propagation delay (about 5 us/km for fibre
or copper), whose average value is regularly calculated by peer-to-peer delay measurement.

NOTE Radio links are not considered.
Since delay asymmetry is not measurable, network engineering must know it to compensate
it.

Links shall present a propagation asymmetry of less than 25 ns or shall have a known
propagation asymmetry with an asymmetry variation of less than 25 ns.
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C.8 Network engineering

To achieve the required network time inaccuracy, careful network design is required,
considering the placement of masters and redundant masters and possible network topology
changes because of reconfigurations so as not to exceed the number of allowed TCs and
BCs.

The network designer should only select network elements knowing their contribution to
network time inaccuracy and dependencies on the operating conditions. The network designer
should estimate the network time inaccuracy for all slave clocks.

The nepwark designer should use network elements with stricter specifications in more

demanding applications or larger networks.

The total time inaccuracy et of the time signal available at a given clock,is“computed at
engineefring time as:

€1 = €gp + €gm + Nyc x &7¢c + N x €gc + Nye. x@pc

The network time inaccuracy €y of the time signal available at a given clock is computed at
engineefring time as:

EN = €gm + N7c x €1¢ + N %€gc + Nyc * Emc
where:

€1 = total time inaccuracy;
gy = nefwork time inaccuracy;

ERF = wprst-case source time inaccuracy;

egMm = Worst-case grandmaster time inaccuracy (see C.7.4);

e1c = worst-case TC time ingccuracy (see C.7.5);

egc = wprst-case BC time-inaccuracy (see C.7.6);

€uc = Worst-case media converter time inaccuracy (see C.7.7);
Ntc = number of TCs in series on the longest path to this clock;
Ngc = numberof BCs in the path on the longest path to this clock;

Nyc = number of media converters in the path on the longest path to this clock.

The network engineering should consider the time error g in the signal received from the
recognized standard time source, e.g. the GNSS signal.

The network commissioner should check the time inaccuracy class of the installed network
components and verify the topology (e.g. using the management mechanism, if such is
provided) and then perform a calibration for the network time inaccuracy of all slave clocks.
For this purpose, it is recommended to equip clocks with a 1 PPS output.

C.9 Default settings

All clocks shall be initially configured with the default settings and shall be able to support the
ranges (if specified) of Table C.1.
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Table C.1 — PTP attributes for the Industrial Automation profile

PTP attribute Default value Range
defaultDS.domainNumber 0 as specified in Table 2 of
IEC 61588:2009
portDS.logAnnouncelnterval 1 for the L3E2E profile 0 to 4 for the L3E2E profile
0 for the L2P2P profile 0 for the L2PTP profile ®
portDS.logSynclinterval 0 0°®
portDS.logMinPdelay_ReqInterval 0 0°
portDS.’ nnounceReceiptTimeout 3 3
defaultDiS.priority1 255 for slave-only clocks, 0 to 255
128 otherwise 255 for slave-enly ¢locks
defaultD|S.priority2 255 for slave-only clocks, 0 to 255
128 otherwise 255 for slave-only ¢locks
defaultD|S.slaveOnly False (if this parameter is True,)False
configurable)
transpanentClockdefaultDS.primaryDomain 0 as specified in Table 2 of
IEC 61588:2009
t (Allan Heviation sample period) 1,0s 1,0s
For each defined range, manufacturers are free to allow wider rangesiwhich are out of the scope of this profile
and whi¢h conformance testing will not consider.
a8 Althqugh a master clock is not required to support any other value, it still can have a jitter as
IEC $1588:2009, 9.5.9.2 specifies. A slave clock should have ‘a eapture range accordingly.
C.10 Redundant clock handling
Clause {£.10 does not apply to clocks*with only one port.
These profiles differ from IEC61588:2009 when clocks are doubly attached according to
Annex A as follows:
1) Iptroduction of ordinary clocks with more than one port;
2) HExtension of ¢the” BMCA to allow a decision based on an application-specific clock
duality when'the same grandmaster appears over two different paths;
3) Extensign_of the port state machine for doubly attached clock to allow chegking of
ynused\paths;
4) Time~outs for supervision of all message exchanges;

5) Extension of the datasets to include redundancy management.

When redundancy is used, it shall be implemented as follows:

Clocks shall implement the doubly attached clock model for at least one of:

a) PRP

(A.4.2) or

b) HSR (A.5) or
c) HSR-PRP RedBoxes (A 6)

The manufacturer shall list the supported method in the PICS.
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C.11 Protocol Implementation Conformance Statement (PICS)

C.11.1 Conventions

The conventions are based on ISO/IEC 9646-7.

The "Base" column reflects the definitions and specifications in the base standard (i.e.
Clauses C.3 to C.10 of this document in this case). Each entry in this column is chosen from
the following list:

e mandatory (m): the base standard mandates this capability and it is implemented;

. ptional (0): the base standard leaves this capability optional, but it is implemented.

The "Cdndition" column reflects the condition(s) for the capability. Each entry in this.column is
chosen ffrom the following list:

e donditionally supported (c): this capability is supported undef the cagnditions
pecified in the corresponding index in the PICS Table;

7))

e unconditionally supported (-): this capability is not constrained-

The “Sulpport” column is to be filled by the manufacturer.

C.11.2 | PICS

The mafufacturer shall list the capabilities and options "supported by its clock in the PICS
according to Table C.2.

The “Base” of this PICS are Clauses C.3 to C.10"of this document.
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Table C.2 — PICS for clocks

PICS Capability Value Base Condition ® Support
proforma reference range (see
Note)
CLOCK_TYPE_OC clock is OC according to this base True, m c.1 True
False
CLOCK_TYPE_TC clock is TC according to this base True, m c.1
False
CLOCK_TYPE_BC clock is BC according to this base True, m c.1
False
NR_POR[S number of clock ports (total) integer > 0 - b
PORTS_BTEP 1: all ports support 1-step on egress 1to3 - 1}
2: all ports support 2-step on egress
3: all ports support both 1-step and 2.
SLAVE_ONLY all ports of the clock are slave-only True, m c.2 [rue
False
TIME_TRACEABLE connectable to a time reference True, m c.3
outside of PTP (e.g. GPS) False
FREQ_TRACEABLE connectable to a frequency reference True, m c.3
outside of PTP (e.g. GPS) False
DAC doubly attached OC Trues o - [rue
False
PORTS_PAIRED paired clock ports for redundancy identifier o) c.4 0,1}
(e.g. {3-4}) pair
REDBOX| DATC Redbox as TC True, o c.5
False
REDBOX| SLTC Redbox as Stateless TC True, o c.5
False
REDBOX|[ TWBC Redbox as three-way BC True, o c.6
False
REDBOX| DABC Redbox as DAC.BC True, o) c.6
False
MIB_SNNIP supportssMIB of IEC 62439-3, Annex E | True, m c.7
False
MIB_61850 supports IEC TR 61850-90-4 Clock True, m c.7
Qbjects False
MIB_OTHER clock supports fixed values or a True, m c.7 [rue,
mechanism defined by the False
manufacturer oid list.
(If True, this list is appended to this
PICS)
NOTE The values in the "Support” column are an example of a clock that Is doubly attached over poris U and 1,

uses 1-step PdelayReq, but has no master capability and does not support an MIB (there is nothing adjustable).

a8 Conditions are:

c.1: at least one shall be supported (CLOCK_TYPE_OC and CLOCK_TYPE_ TC may be both True)
c.2: only if CLOCK_TYPE_OC = True
c.3: only if SLAVE_ONLY = False
c.4: shall be “m” (>1) if DAC = True

c.5: support shall only be declared if CLOCK_TYPE_TC = True and DAC=True
c.6: support shall only be declared if CLOCK_TYPE_BC = True and DAC=True

c.7: at least one shall be supported
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Annex D
(informative)

Precision Time Protocol tutorial for IEC 62439-3

D.1 Objective

This tutorial describes the aspects of the Precision Time Protocol in IEC 61588:2009 that are
relevant to IEC 62439-3. D.6.2 describes in addition the conversion between the 1-step and
the 2-step correction method, which is currently not specified in IEC 61588:2009, but
nevertheless compliant to the standard

D.2 PRrecision and accuracy

The qudlity of a synchronized clock is expressed by its error from an ideal-feference fime, as
Figure 0.1 shows.

reference
[

clockAccuracy

ke o meanfo 3G
99,73% 68,28% {~48,28% 99,73%

&

precision | —» -«

F 3
h 4

Y

time|inaccuracy

time |error

FTT{TTTT[TT] ||| NRRIL ||||||||||||||||||| | [ns]
-150 -30 +50 +150

IEC

Figure D.1 —Precision and accuracy example
The clock accuracy is the mean time error (in Figure D.1: 25 ns).

The precision is the deviation from the mean for a given probability (in Figure D.1: 125 ns at
99,3 % or 50 ns at 68,28 %)

The time inaccuracy of a clock is the deviation from the reference, not from the mean (in
Figure D.1: 150 ns at 99,3 %)

Clock accuracy is the maximum guaranteed error from the reference time (in Figure D.1:
200 ns
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Quality criteria for non-synchronized clocks are the stability, expressed for instance in ps/s,
and the temperature stability (us/s/°C).

A clock that is only synchronized to a reference frequency is called a syntonized clock.

NOTE Similar considerations apply to frequency, which is not considered here.

D.3 PTP clock types

The basic principle of IEC 61588:2009 is shown in Figure D.2.

GPS
Grand Master Clock

Sync’ Sync
(corrected)

I|nk delgy

residence
delay

IEC

Eigur

A grandmaster clock (GMC) distributes the exact time in a Sync message multicast to all
(slave) ordinary clocks (OC). This Sync message suffers different delays on the path between
the grandmaster and the slaves, especially a residence delay when traversing the bridges and
a link delay on the medium.

The bridges operate here as TCs capable of calculating the residence delay and correcting
the time for them. To this effect, each TC (and each master and each slave) has hardware
capable of time-stamping the PTP messages that transit through them with nanosecond
precision.

More generally, PTP distinguishes the following clock types (see Figure D.3):

e Ordinary clocks (OC) have only one port (singly-attached clock), that operates either in the
slave or in the master state. An ordinary clock can be configured as master-capable or
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slave-only. When the OC is the best clock of its subdomain, it becomes the Grandmaster
Clock (GMC); its port is in the MASTER state and sends Sync messages to synchronize
all slave clocks. Otherwise, its port is in the SLAVE (or PASSIVE) state and it receives
synchronization messages.

e Transparent clocks (TC) have at least two ports which are stateless, and acts as a bridge
for all messages. A TC forwards the Sync messages it receives over one port to all its
other ports and corrects the time indicated in the Sync messages.

e Boundary clocks (BC) have at least two ports, that are usually in different states, exactly
one port being in the SLAVE state and synchronized by a master clock while the other
port(s) is (are) in the MASTER state and synchronize(s) a subdomain. When the BC
receives a Sync message over the port in the SLAVE state, it does not forward it to the
ports_in the MASTER state; instead, it sends its own PTP messages,  with a period that
may|be different from port to port. If the BC is the best clock of all subdomains, all jts ports
are |n the MASTER state and it becomes the Grandmaster clock. Otherwise,, it ecomes
master in each subdomain where it is the best master. It may be degraded) to SLAVE or
PASSIVE by a better master in its subdomain.

e Hybiid clocks (HC) combine a transparent clock (TC) and an ordinary ©lock (OC).

grandmjaster:

top level clock of the time domain
master [of the top subdomain,
defines|grandmaster identity

=
master [port

sends Sync & Announce: sets/— | _—"
“sourcgPortldentity” for this

subdomain

designated[master

§ top sub domain Jé (back-up clock of domain)

first to become|master
(after BMCA) if

the current master stops
sending Anfhounce

=] slave (or passive)|port

ordinary clock dan take
9 the role of master ¢r slave

master-enabled OC
(currently slave)

Transpgrent Clock forwards
and corfrects PTP messages egress.porfs

Sync & Announde carry
the MAC addresg of the

Boundary Clock has a slave port
in the Upper subdomain and

slave port

a mastgr (or passive) port in master,
the lowjer subdomain (not that of the
grandmaster)

and the

“sourcePortldentity”

slave port of the|master

e

if this lipk is established, the two subdomains merge and
the majterport of one boundary clock becomes either
slave ol passfve, according to the BMCA bridging nodes

hybrid clocks cpbmbine
aTCandan OC,
HC have two or mofe ports
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Key:
The text in red expresses the momentary role of a clock
The text in blue expresses the current state of a port according to its state machine.

The text in black is the configured or factory type of clock

Figure D.3 — Precision Time Protocol elements

D.4 PTP main options

IEC 61588:2009 distinguishes three basic options:
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e layer 2 versus layer 3 communication (see D.5)

e 1-step versus 2-step clock correction (see D.5).

e end-

to-end (see D.7) versus peer-to-peer link delay measurement (see D.8)

D.5 Layer 2 and layer 3 communication

Layer 2 PTP communication transports PTP message on layer 2, relying on MAC addresses.
This communication ends at a router. Layer 2 PTP defines for Ethernet at which point in a
frame the time stamps is taken. Layer 2 PTP is the preferred approach for automation
networks based on Ethernet Layer 2.

Layer 3| PTP communication transports PTP messages over layer 3, relying on IPy4|or IPv6
addressies (mapped to specific Layer 2 addresses). Layer 3 PTP can operate over a variety of
media.StIThe precise time-stamping relies on an unspecified physical layer support. [Layer 3
PTP is the preferred approach for automation networks based on Layer3.
D.6 1-step and 2-step correction
D.6.1 Time correction in TCs
The master clock (MC) multicasts periodically (e.g. every 1 s} a Sync message contaihing the
referenge time. This Sync message transits through the network over links and TCs.
The Sync message suffers a path delay consisting ofithe link delays A between clocks and of
the resiflence delays p in the TCs, before it reaches -the slave clocks. To correct these| delays,
the netWyork devices time-stamp precisely the Synt messages as they ingress and egfess the
devices|(in the physical interface, PHY) as shown in Figure D.4.
<— link delay ; residence delay : link delay —
| i Transparent Clock i i
~re v\ B PHY PHY
i link i n ) i link |
I i = bridging logic —{ ! I
i (e.g. cable) : i (e.g. cable) |
b s o i W
I referen(;e plane referenée plane

Figure D.4 — Delays and time-stamping logic in TCs

IEC

The TCs calculate a correction including the residence time of the Sync message. There are
two ways to transmit this correction: 1-step correction and 2-step correction, which are
illustrated in Figure D.5.

1) 1-step correction: the TC enters the value of the correction in the Sync message while it is

bein

g sent. This needs a hardware support that can modify messages on-the-fly.

2) 2-step correction: the TC sends the value of the correction in a subsequent Follow_Up
message. The hardware support is limited to the precise time-stamping of the ingress and
egress frames.
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Figure D.5 — Correction of the Synhc message by 1-step and 2-step (peer-to-peer)
Both mgthods can be used withinna network (see D.6.2).

D.6.2 2-step to 1-step<translation
D.6.2.1 Choice of methods

IEC 61988:2009_allews to mix clocks with 1-step correction and 2-step correction within the
same sybdomain.

The engineer is faced with two correction methods, depending on the ability of its flevices.
Most current—commerciat—ctocks—use 2-otcp correction—to O;Illp“fy ;||||J=c|||c||tat;un, ut with

increasing silicon support 1-step is gaining ground.

In HSR rings, 1-step is preferred since hardware support is already provided for cut-through
and handling Follow_Ups would only be overhead.

Clocks supporting the two correction methods can be chained in the same network if they
accept both 1-step and 2-step correction. An ingress port is supposed to accept both 1-step or
2-step corrected messages; it does not need special hardware for this.

A TC forwards the message with 1-step or 2-step correction, possibly modifying the 2-step
flag in the message header. A BC treats the clock domains independently.
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Although IEC 61588:2009 lists the ability of performing 1-step or 2-step as a default clock
property, it is in reality a port property, but usually the same hardware will be used on
different ports, so IEC 61588:2009 assumes the same property for all ports.

D.6.2.2 Translation from 1-step to 2-step and vice-versa

A 2-step clock is always able to receive 1-step Sync messages. A 2-step clock that receives a
1-step Sync needs no special translation except change the mode to 2-step and generate the
Follow_Up. In one method, the Sync carries the received correction field, while the Follow_Up
carries the sum of the residence delay and of the peer delay. Alternatively, the Sync carries
the sum of the received correction field and of the peer delay, while the Follow_Up carries
only the residence delay. The next clock will take the sum of the correction fields in the Sync
andint : j 32009 foresee

NOTE A|1-step TC modifies the correction field of the Sync message, while a 2-step TC modifiés\the forrection
field of thp Follow_Up message. Therefore it is important that for any 1-step translation or synchronizatioh the sum
of the Syrjc and Follow_Up correction field is used.

D.6.2.3 Translation from 2-step to 1-step

NOTE 1 | IEC 61588:2009 only foresees a 1-step to 2-step translation. The method described in [D.6.2.3 is
considereld for a next revision of IEC 61588, it is fully backward compatible.

Figure [D.6 shows the translation from 2-step to 1-step in a ¢hain of 1-step and 2-step TCs
between an ordinary clock (slave) and the grandmaster clock ‘(master).
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clock clock diock
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t1: Pms =2pi! (2 /11) -
y time distance
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Figure D.6 — Translation from 2-step to 1-step in TCs

A 1-step clock that receives a 2-step Sync awaits the Follow_Up before generating the 1-step
Sync. The 1-step Sync at the egress port then carries the sum of the correction fields of the 2-
step Sync, of the Follow_Up, the residence delay of the TC and the estimated delay to the
upstream peer, as Figure D.7 shows.

NOTE 2 Without syntonized clocks the error can be large. A 500 ms delay between Sync and Follow_Up
measured by a 50 ppm local oscillator would cause an error of 25 pus.
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Figure D.7 — Translation from 2-step to 1-step — message view

End-To-End link delay measurement

General method

pthods, the residence time of a Sync message in the TCs isymeasured using the local
r, the difference is in the method for measuring the link-delays.

p-end link delay measurement, the TCs correct the.Sync or Follow_Up messages only
esidence time, but not for the link delays. The €alculation of the link delay inyolves a
-reply mechanism using the delay request (Delay Req) and delay ré¢sponse
Resp) messages, which yields the sum aof all link delays along the path that Sync
ssuming that link delays are the same in both directions.

mize the time error due to the clock drift, the time difference between Sync and
eq is kept short. In practice, Délay Req is sent in response to a Sync| and is

evaluated for the next Sync. Path delays do not change rapidly, so this value can be ayeraged

over se
The han

D.7.2

Each sl
Delay_H

eral periods.
dling of these messages is different in 1-step and 2-step correction.

End-to-End link'delay measurement with 1-step clock correction

pve calculatés .the sum of the link delays on the path to the master by sending a
eq (delay’request) message to the master, which responds with a Delay_Resp (delay

response) message containing the time of reception. Both Delay_Req and Delay_Resgp cross

all TCs

n thewnetwork. The slave awaits the Sync to compute the correction.

The ma

cter sends the Qynr at time f‘. and the TCs carrect the received value of f‘. by their

residence time p. The slave receive the Sync at time f, with the sum of the residence time
correction ppq.

To calculate the sum of the end-to-end link delays, the slave sends at time t; a Delay_Req to
the master. The master receives the Delay_Req at time f, with the sum of the residence time
corrections on the path and responds with a Delay_Resp that contains the received sum of
the correction and the timestamp ¢4, as Figure D.8 shows.

v

IEC
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Figure D.8 — End-to-endlink delay measurement with 1-step clock correctign
After this exchange, the slave keeps t;, t, and the sum of the residence times, Xpg,.
TCs with 1-step corréct the timestamp in the Delay Req for their residence delay. They do not
modify the Delay <Resp.
This mdde therefore implies that the Delay_Req and Sync take the same path, which fequires

some errgineering in a layer 3 network. The path taken by Delay_Resp is less critical.

D.7.3

End-to-End link delay measurement with 2-step clock correction

TCs with 2-step correction do not modify the Delay_Req; they just record the exit timestamp
of the Delay_Req. When the Delay_Resp comes back, they insert this correction when they
forward the Delay Resp in the opposite direction, as Figure D.9 shows. The Delay Resp

collects all residence delays.

This mode therefore implies that the TCs memorize the communicating partners and that
Sync, Delay_Req and Delay_Resp take the same path, which requires some engineering in a
layer 3 network.
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Figure D.9 — End-to-end delay measurement with 2-step clock correction

D.7.4 End-to-End link delay'¢alculation by Delay_Req/Delay_Resp

In both |1-step and 2-step cgrrection, the slave deduces the sum of the two link delgys from
the corrgction field X 65, @nd Zp,,s previously received in Delay_Resp and Sync:

) = (f1 _t4)_<t2 _t3)_zpms — 2Psm
2

Again, this\scheme assumes symmetry of the path delays (the residence times can bg widely
different).

D.8 Peer-to-Peer link delay calculation

D.8.1 Peer-to-Peer link delay calculation with 1-step correction

Unlike end-to-end which measures the sum of the link delays, each peer-to-peer TC computes
the link delay to all its neighbours by sending a time-stamped Pdelay Req (peer delay
request) message on its links, to which the peer responds with a time-stamped Pdelay_Resp
(peer delay response) message. This delay is summed with the residence delay in the
correction of the Sync or Follow_Up.

Figure D.10 shows a PTP clock distribution peer-to-peer link delay measurement and with 1-
step correction.
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To calculate the link delays, each clock sends peer delay request messages (Pdelay_Req) to
all its neighbours, even in the direction opposite to the current GMC since a redundant GMC
may exist. The neighbour responds with a Pdelay_Resp message and the link delay over
each link is calculated as:

g olta—1) (13 —13)

2
bridge bridge %
ordinary link i 1-step link 2 1-step link 1 master
(slave) gleet transparent transparent l
el clock clock | -
t1 Pdelay_Req path detlay
to Calculaton
Pdelay_Resp Z t thy- Pdelay_Req
t] Pdela ke
. yResp "D
link delay 2, / s ty4 PdelayxReq

toa to
Pdélay, ‘Resp D ty

A\

A N N N NN N NN R N

N
| t1 9
%
T residence time p“
)

Sync time
/ distribytion

residence time 4
P v Sync
A (caontains p + 24)
t Sync

(contains Zp + X1)

—»  dlistance

v time

IEC

F

gure D.10 — Peersto-peer link delay measurement with 1-step clock correctjon

In 1-step clocks~FC; adds the received correction from clock k to its own correction (Rkj + o))
and maqdifies_‘the éync message’s correction field on-the-fly, while the frame ig being
transmi¥ed over the egress port, since the residence time is only precisely known when

transmission started.

This 1-step correction requires a dedicated hardware to modify the correction field (and the
checksum) of the outgoing Sync frame while the header of the message has already been
transmitted.

The slave clock corrects the received time t, by the value of the correction field, which
contains the sum of the residence times and the sum of the estimated link delays.

D.8.2 Peer-to-Peer link delay calculation with 2-step correction

To avoid a dedicated hardware for modifying the Sync message on-the-fly, a 2-steps clock
records the precise time at which the Sync was received, forwards the Sync message without
modification (but announcing a Follow_Up message) and records the precise time at which
the Sync was sent. Dedicated PHY chips time-stamp messages within a few nanoseconds, so
sending the Sync message is not time-critical, it can be done by a CPU.
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The 2-step TCs calculates the correction field as the sum of the ingress Sync correction, the
residence delay and the (previously measured) peer delay and sends a Follow_Up message
as Figure D.11 shows. The same scheme applies to the calculation of the peer delay.

The receiver assumes that Sync and Follow_Up messages are paired; they have the same

bridge bridge E
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(slave) clock

master
clock

thq Pdelay_Req
N thy path-delay
Pdelay_Resp j ts calculation
WS e thq Pdelay Req
< t
Pdelay_Resp_Follow_Up Pdelay_Resp j t12 ty4 Pdelay_Req
(contains ta-t) / 18 Pdelay Resp z ti2
N t13
__________________ ta N 0o AN
link ddlay A 4
Pdelay_Resp_Follow_Up
Pdelay_Resp_Follow_Up
AARNAA NI
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Follow_Up’

- PSS
Follow_Up* contains
=X (pi + 7"\)

Sync + Follow_Up
contain & =X (p; + ;)

t14
N Sync
________ &
) ) Follow_Up time
PR Sy T distriblition

»

distan

time

(o)

IEC
Fiqure D.11 —‘Peer-to-peer link delay measurement with 2-step clock correctjon

A 2-step Pdelay Resp/Pdelay Resp_Follow_Up improves over 1-step Pdelay Resp|since it
transmifs the)values of t, and t; individually and therefore allows to discover errorg in the
syntonization, as described in IEC 61588:2009, 6.5.5 and specified in IEC 61588:20009,
11.4.3, (c) 8) option (i).

A combination of 2-step with 1-step is in principle possible, since the 2-step flag applies to the
messages individually, but is not currently specified. In view of a possible revision of
IEC 61588:2009, the receiver should watch the 2-step flag of the received Pdelay Resp or
Sync messages to know if a Pdelay Resp_Follow_Up or Follow_Up is expected. Also, the
revision of IEC 61588:2009 is expected to define a time-out for a Follow_Up to be received, in
case of unreliable links.
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Annex E
(normative)

Management Information base for singly and doubly attached clocks

NOTE When copying the MIB from a PDF document, all headers and footers are removed and characters are
converted to the character format of SNMP. Although care has been taken not to use illegal characters, some can
appear in the final document due to the editing process.

IEC62439-8-MIB DEFINITIONS::= BEGIN
IMPORTS
MODULE-TIDENTITY, OBJECT-TYPE, NOTIFICATION-TYPE, Unsigned32, Integer32, Counter32
FROM SNMPv2-SMI -— [RFC2578]
TEX[TUAL-CONVENTION, TruthValue FROM SNMPv2-TC -- [RFC2579]
MODPLE-COMPLIANCE, OBJECT-GROUP, NOTIFICATION-GROUP FROM SNMPv2-CONEN -
[REC258p]

iecp2439 FROM IEC-62439-3-MIB -- root
ptp MODULE-IDENTITY
LAS[I-UPDATED "20150408154872"-- 2015-04-08: 15:48:55
ORGANIZATION "IEC/SC 65C WG15"
CON[TACT-INFO "International Electrotechnical Commisgion/,
Central| Office, 3, rue de Varambe 22, CH-1211 Geneva 20, ,Switzerland"
DESLCRIPTION

"The Management Information Base module of the ILEC62439 Redundant Time
Distribption protocol."

REV[SION "201504081548Z2"-- 2015-04-08: 15:48:55

DESLCRIPTION

"Orfiginal version to be published as part @frthe CDV"
:= { iso(1l) std(0) 62439 }
OHJECT IDENTIFIER::= { 1ec62439.ptp (TW\

-- Textphial Conventions

ClockIdpntity::= TEXTUAL-CONVENTION

DISPLAY-HINT "lx:"

STA[US current

DESCRIPTION
"Represents &n,TEEE 802 MAC address represented in the
canonicpl order defidn&d by IEEE 802.la, EUI-64. EUI-48
convertp to EUI-g4\as specified by IEEE. The conversion
assigns| values 255 and 254 to octets 3 and 4 respectively,
where oftet 0\I¢' the most significant and octet 7 the least.
For example; EUI-48 of AC:DE:48:23:45:67 would extend to
AC:DE:4B:&F;FE:23:45:67. In IEC 62439-3 the octets 4 and 5 are used to transport the
GMshort[[DY

REFERENCE "IEC 61588:2009 5.3.4 and 7.5.2.2"
SYNTAX OCTET STRING (SIZE (8))
PtpTimeInterval::= TEXTUAL-CONVENTION
DISPLAY-HINT "2x:"
STATUS current
DESCRIPTION
"TimeInterval Value from IEEE Std 1588-2008 5.3.2 — 2**48 / 10**9 s"
REFERENCE "IEC 61588:2009 5.3.2"

SYNTAX OCTET STRING (SIZE (8))

ClockClass::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

"Clock Class Value from IEEE Std 1588-2008 7.6.2.4,
with the following interpretation placed on the value:
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6: A clock that is synchronized to a primary reference
time source,

7: A clock that has previously been designated as clockClass
6 but that has lost the ability to synchronize to a primary
reference time source and is in holdover mode and within
holdover specifications,

13: A clock that is synchronized to an application-specific
source of time,

14: A clock that has previously been designated as clockClass 13
but that has lost the ability to synchronize to an
application-specific source of time and is in holdover mode
and within holdover specifications,

52: Degradation alternative A for a clock of clockClass 7 that
JI_D ITOT WJ‘_L]lJ‘_lL lluldk} cL DPCQLLJ‘_\,QLJ‘_Ull,

58: Degradation alternative A for a clock of clockClass 14 that
is not within holdover specification,

68..122: For use by alternate PTP profiles (68..122),

133..170: For use by alternate PTP profiles (133..170),
187: Degradation alternative B for a clock of clockClass 7 that
is not within holdover specification,
193: Degradation alternative B for a clock of clockClass W4/ that
is not within holdover specification,
P16..232: For use by alternate PTP profiles,
P48: Default none of the other clockClass definitiéms apply,
P55: A slave-only clock(255)."
REFERENCE "IEC 61588:2009 7.6.2.4"
SYN['AX INTEGER {

}

ClockAcfkuracy: := TEXTUAL-CONVENTION
STA['US current
DESCRIPTION

primarySync(6),

primarySyncLost (7),
applicationSpecificSync(13),
applicationSpecficSyncLost (14),
primarySyncAlternativeA (52),
applicationSpecificAlternativeA (58N,
primarySyncAlternativeB (187),
applicationSpecficAlternativeBy(d93),
default (248),

slaveOnlyClock (255)

"Clock Accuracy Value from IEEE Std 1588-2008 8.6.2.3,
with thp following
interprétation placed on the value:

32: The)time is accurate to within 25 ns,
33:«Fhe time is accurate to within 100 ns,
34: )JThe time is accurate to within 250 ns,
354 The time is accurate to within 1 us,
3U . Tln—; tJ‘.lllC JI_D G.k_,k_,u.l.atc tU WJ..t}.J.J..ll 2 . 5 o 12
37: The time is accurate to within 10 us,
38: The time is accurate to within 25 us,
39: The time is accurate to within 100 us,
40: The time is accurate to within 250 us,
41: The time is accurate to within 1 ms,
42: The time is accurate to within 2.5 ms,
43: The time is accurate to within 10 ms,
44: The time is accurate to within 25 ms,
45: The time is accurate to within 100 ms,
46: The time is accurate to within 250 ms,
47: The time is accurate to within 1 s,
48: The time is accurate to within 10 s,
49: The time is accurate to within > 10 s,
254: Default indicating unknown"
REFERENCE "IEC 61588:2009 7.6.2.5 and Table 6"
SYNTAX INTEGER {

timeAccurateTo25ns (32),
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timeAccurateTol00ns (33),
timeAccurateTo250ns (34),
timeAccurateTol000ns (35),
timeAccurateTo2500ns (36),
timeAccurateTol0000ns (37),
timeAccurateTo25000ns (38),
timeAccurateTol00000ns (39),
timeAccurateTo250000ns (40),
timeAccurateTol000000ns (41),
timeAccurateTo25000000ns (42),
timeAccurateTolOms (43),
timeAccurateTo25ms (44),
timeAccurateTol00ms (45),
timeAccurateTo250ms (46),

tTmeATcuratetots \47; 7
timeAccurateTolOs (48),
timeAccurateToGT10s (49),
timeAccurateToUnknown (254)

}

TimeSoufceValue: := TEXTUAL-CONVENTION
STA[LUS current
DESLCRIPTION

"The timeSource is an information only attribute iAdicating
the type of source of time used by a grandmastef clock.
The following value are defined:

16: Atomic Clock,

32: GPS,
48: Terrestrial Radio,
64 : PTP,
80: NTP,

96: Hand Set,
112: IRIG-B,
144: Other,
160: Internal Oscillator"

REFERENCE "IEC 61588:2009 7.6.2.6 and Table 7"
SYN|TAX INTEGER {

atomicClock (16),

gps (32),

terrestrialRadio (48)4,

ptp (64),

ntp (80),

handSet (96),

irigb (112),

bther (144) ,
internalOSedllator (160)
}

Integerp8i(:;= TEXTUAL-CONVENTION

DISPEAY—TENT aErava
STATUS current
DESCRIPTION
"48bit Integer value"
REFERENCE "IEEE 802.3"
SYNTAX OCTET STRING (SIZE (6))

DelayMechanism: := TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"Identifies the path delay measurement mechanism in use"

REFERENCE "IEC 61588:2009 8.2.5.4.4"
SYNTAX INTEGER {

e2e (1),

p2p(2),

disabled (254)
}
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PortStateType: := TEXTUAL-CONVENTION
STATUS current
DESCRIPTION

"The state of the port protocol machine according

REFERENCE "IEC 61588:2009 8.2.5.4.4"

SYNTAX INTEGER {

undefined (0),
initializing
faulty (2),
disabled (3
listening (
preMaster (
master (6),

(1),

) s
4),
5)

4

IEC 62439-3:2016 © IEC 2016

to 1588 "

77

(8),

Pra TveMasteT
unfalibrated
slpve (9),

papsiveSlave (10)

ProfileBet::= TEXTUAL-CONVENTION
STAJLUS current
DESLCRIPTION

"Identifies the profile supported or in use"

REFERENCE "IEC 62439-3"

SYN['AX BITS {
regProfileO (0),
powerUtilityProfile
13p2eProfile (8),
12p2pProfile (9)

}

(7).,

PortAttpchmentType: := TEXTUAL-CONVENTION

STAJLUS current

DESLCRIPTION

"port attachment type according to IEC 62439-3"
REFERENCE "IEC 62439-3"

SYN[TAX INTEGER {

Linspecified (0),

brdinaryClockPort (1),

boundaryClockPortas(2) ,

FransparentClockPort (3),

boundaryNode (4),

HoublyAttachedOcPort ),

HoublyAttachedBcPort (6),

HoublyAttachedTcPort (7)

pbairedStatelessTcPort (8
bther ) (255)

i

(5

)y

T1lvTxRxIndex::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"index for transmitted or received TLV object"
REFERENCE "IEC 62439-3"
SYNTAX INTEGER {
tx (1),
rx(2)
}

NetworkProtocol::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"PTP transport protocol in use over that port"
REFERENCE "IEC 61588:2009 7.4.1 Table 3"
SYNTAX INTEGER {
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reserved (0),
udpIpv4d (1),
udpIPve (2),
ieeeB8023 (3),
deviceNet (4),
controlNet (5),
profinet (6),
reserved2 (65535)
}

LogTimeInterval::=

DISPLAY-HINT

TEXTUAL-CONVENTION
lld"

STATUS

current

— 147 -

DES

= 1ls, 2
REF
SYN

L N1 T 1T 1TUINN

"Time interval expressed as logarithm base 2 of the number of seconds;
= 4s, -3 = 125ms, "

FERENCE "IEC 61588:2009 7.7.2.1"

TAX Integer32 (-128..127)

s

ptpNoti

eventFa
OBJ
STA
DES
"A

eventRe
OBJ
STA
DES
"A

eventPe
OBJ
STA|
DES
"A

failure

fications OBJECT IDENTIFIER::

{ ptp 0}

LltyState NOTIFICATION-TYPE
FCTS { ptpPortDsPortState }
rus current

CRIPTION

~lock detects it has entered a
{ ptpNotifications 1 }

faulty state."

HundancylLoss NOTIFICATION-TYPE

ECTS { ptpPortDsPortState }

NS current

CRIPTION

clock that was previouslyw\xredundantly connected detects loss of one cha
{ ptpNotifications 2 }

ErDelayExceeded NOIIFICATION-TYPE
ECTS { ptpPortBsPeerDelayLim }
INSIS] current

CRIPTION

bort detects\'an abnormal increase of the peer delay,
Al

possibly due to 1i

{ ptpNotifications 3 }

selts

e.g.

hnel"

hk

ptpObjects OBJECT IDENTIFIER::=

ptpOcBc

ptpDefaultDs OBJECT IDENTIFIER::=

{ ptp 1}
OBJECT IDENTIFIER::= { ptpObjects 1}

{ ptpOcBc 1}

ptpDefaultDsTwoStepFlag OBJECT-TYPE

SYNTAX
—-ACCESS
STATUS

MAX

TruthValue
read-only
current

DESCRIPTION

"If all ports of the clock apply two-step time correction: true;

false (The port settings may allow individual two-step correction)"

REFERENCE
DEFVAL

"IEC61588 8.2.1.2.1"
{true}
{ ptpDefaultDs 1 }

otherwise
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ptpDefaultDsClockIdentity OBJECT-TYPE
SYNTAX ClockIdentity

MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The grandMasterIdentity in the case this clock becomes grandmaster
The octets 4 and 5 should carry the value OXFFFE."
REFERENCE "IEC61588 8.2.1.2.2, 7.6.2.1, 7.5.2.2"
::= { ptpDefaultDs 2 }
- .1.1.2

ptpDefaultDsNumberPorts OBJECT-TYPE

SYNI‘ Ull J._kjllck.ls \1. . \'_J\'_J[
MAX[ACCESS read-only
STA[US current
DESLCRIPTION

"The number of PTP ports on the device. (1 if OC, >1 for Boundany Clock

IEC 624B9-3 allows 2 for OC that are doubly attached"
REFERENCE "IEC61588 8.2.1.2.3, IEC62439-3 A.8.3.2.1"
::= [{ ptpDefaultDs 3 }

-- .1.1}3

ptpDefapltDsClockClass OBJECT-TYPE
SYN[rAX ClockClass
MAX|ACCESS read-only
STALUS current
DESLRIPTION
"The clockClass specification"
REFERENCE "IEC61588 8.2.1.3.1.1, 7.6 2. AN
::= [{ ptpDefaultDs 4 }
-- .1.1]4

ptpDefapltDsClockAccuracy OBJECT-TYPE

SYN[rAX ClockAccuracy
MAX|FACCESS read-only
STA['US current

DESLCRIPTION

"The clockAccuracy membetr of the ptpDefaultDs.clockQuality member"
REFERENCE "IEC61588 8W2.1.3.1.2, 5.3.7"
::= [{ ptpDefaultDs 5 }

-- .1.1}5

ptpDefapltDsOffsetScaledlogVaria OBJECT-TYPE

SYN[TAX Integer32(-32768..32767)
MAX|ACCESS read-only
STAFUS current

DESCRIPITION

"The JoffsetScaledLogVariance member of the ptpDefaultDs.clockQuality me¢mber"
REFERENCE "IEC61588 8.2.1.3.1.3, 5.3.7 and 7.6.3.5"
:= {pCpDeraultDs © 7

-- .1.1.6

ptpDefaultDsPriorityl OBJECT-TYPE
SYNTAX Unsigned32 (0..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The priorityl attribute of the local clock"
REFERENCE "IEC61588 8.2.1.4.1, 7.6.2.2"
::= { ptpDefaultDs 7 }
-— .1.1.7

ptpDefaultDsPriority2 OBJECT-TYPE
SYNTAX Unsigned32 (0..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION
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"The priority2 attribute of the local clock"

REFERENCE "IEC61588 8.2.1.4.2, 7.6.2.3"

{ ptpDefaultDs 8 }
.8

ptpDefaultDsDomainNumber OBJECT-TYPE

SYN
MAX
STA
DES

-- .1.1.

ptpDefa
SYN
MAX
STA
DES

REF

-- .1.1

ptpDefa
SYN
MAX
STA
DES

require
REF

absolut
boundar
rated t

REF

ptpDefa

SYNEA

TAX Unsigned32 (0..255)
-ACCESS read-write
TUS current

CRIPTION

"The domain attribute of the local clock, it applies to all ports in a BC"
REFERENCE "IEC61588 8.2.1.4.3, 7.1"

{ ptpDefaultDs 9 }
9

L1tDsSlaveOnly OBJECT-TYPE

TAX TruthValue

-ACCESS read-write

rUs current

CRIPTION

"If the clock is a slave-only clock: true; otherwise falseg"
FERENCE "IEC61588 8.2.1.4.4, 9.2.2. and 9.2.3"

{ ptpDefaultDs 10 }

.10

L1tDsProfileSet OBJECT-TYPE

TAX ProfileSet

-ACCESS read-write

INON current

CRIPTION

"The set of profiles which the clock has\Mthe ability to support with t
H performance. Profile activation is a port property"

FERENCE "IEC62439-3 A.8.3.2.2"

{ ptpDefaultDs 11 }

.11

hltDsTimeInaccuracy OBJECT-TYPE

TAX PtpTimeInterval

I "scaledNanoseconds"

-FACCESS read-write

rUs current

CRIPTION

"The absolute valuée of the rated worst-case time error with respect to
 time when thelclock is connected to its reference signal. If the cloc
y clock, the neference signal is the clock signal applied to any port,
ime error theserror observed on any master port."

ERENCE "IEC62439-3 A.8.3.2.3"

{ ptpDefaultDs 12 }

.12

L1ltDsOffsetFromMasterLim OBJECT-TYPE

SRV

k is a
hbnd the

e T T 3
TCprImecrircervar

UNITS "scaledNanoseconds"

MAX

-ACCESS read-write

STATUS current
DESCRIPTION
"The value of the limit to the offset from master that signals an abnormal
condition"

REFERENCE "IEC62439-3 A.8.3.2.4"

-- .1.1

{ ptpDefaultDs 13 }
.13

ptpCurrentDs OBJECT IDENTIFIER::= { ptpOcBc 2}

ptpCurrentDsStepsRemoved OBJECT-TYPE
SYNTAX Unsigned32

MAX

-ACCESS read-only

STATUS current
DESCRIPTION
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"The number of boundary clocks traversed between the local clock and the
grandmaster clock"
REFERENCE "IEC61588 8.2.2.2"
:= { ptpCurrentDs 1 }
-- .1l.2.1

ptpCurrentDsOffsetFromMaster OBJECT-TYPE

SYNTAX
UNITS

PtpTimeInterval
"scaledNanoseconds"

MAX-ACCESS read-only

STATUS

current

DESCRIPTION

"The implementation-specific,

master and a slave as computed by the slave"

o

current value of the time difference between a

REF:RDL‘I\,D "IECUlSUU O e . =l

:= { ptpCurrentDs 2 }

-- .1.2]2

ptpCurrpntDsMeanLinkDelay OBJECT-TYPE

SYN[AX
UNI'S

PtpTimeInterval
"scaledNanoseconds"

MAX|ACCESS read-only

STA[US

current

DESLCRIPTION
"The implementation-specific, current value of the€mlean propagation time
between| a master and slave clock as computed by the slavé"

REFERENCE "IEC61588 8.2.2.4"
::= [ ptpCurrentDs 3 }
-- .1.2]3
ptpParehtDs OBJECT IDENTIFIER::= { ptpOcBc 3}

ptpParehtDsClockIdentity OBJECT-TYPE
SYN['AX ClockIdentity
MAX[ACCESS read-only
STA['US current
DESLCRIPTION
"The identity of the port on/ the master that issues the Sync messages"
REFERENCE "IEC61588 8.2.3n2"
::= { ptpParentDs 1 }
-- .1.3]1

ptpParehtDsPortNumber OBJECT-TYPE
SYN['AX UnsignedB82)0..65535)
MAX|FACCESS readsonly
STALUS current
DESLCRIPTION
"The ntmber of the port on the master that issues the Sync"
REFERENCE "IEC61588 8.2.3.2"
::= [ ptpBarentDs 2 }
-- .1.3]2

ptpParentDsStats OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-only

STATUS current

DESCRIPTION

"If all of the following conditions are satisfied:

- The clock has a port in the SLAVE state.
- The clock has computed statistically valid estimates of the
ptpParentDs.observedParentOffsetScaledlLog Variance and the
ptpParentDs.observedParentClockPhaseChangeRate members: true
otherwise false."

REFERENCE "IEC61588 8.2.3.3"

:= { ptpParentDs 3 }
-- .1.3.3

ptpParentDsObsOfstScdLVar OBJECT-TYPE
SYNTAX Unsigned32 (0..65535)
MAX-ACCESS read-only
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STATUS current
DESCRIPTION

"If ptpParentDs.parentStats is true, an estimate PTP variance of the parent
clock as observed by the slave clock. The computation of this value is optional;

If ptpParentDs.parentStats is false: not valid"
REFERENCE "IEC61588 8.2.3.4, 7.6.3.5, 7.6.3.3"
:= { ptpParentDs 4 }

-- .1.3.4

ptpParentDsObsPhChgRate OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

or 8000[ 000016, as appropriate."

REFERENCE "IEC61588 8.2.3.5, 7.6.4.4, and 15.5.3.5.1.4"

::= |{ ptpParentDs 5 }
-- .1.3].5

ptpParehtDsGmIdentity OBJECT-TYPE

SYN['AX ClockIdentity
MAX|ACCESS read-only
STA'US current

DESLCRIPTION

"The received grandMasterIdentity"
REFERENCE "IEC61588 8.2.3.6. 7.5.2.2, and 5+3.4A"
::= [ ptpParentDs 6 }

-- .1.3}6

ptpParehtDsGmClass OBJECT-TYPE
SYN['AX ClockClass
MAX|ACCESS read-only
STA[US current
DESLCRIPTION

REFERENCE "IEC61588 8.2.3v%, 7.6.2.4"
::= [{ ptpParentDs 7 }
-- .1.3}8

ptpParehtDsGmAccuracy OBJECT-TYPE
SYN[AX ClockAccuracy
MAX[FACCESS readrsonly
STALUS current
DESLCRIPTION

REFERENCE "IEC61588 8.2.3.7, 7.6.2.5"
::= [ ptpBarentDs 8 }
-- .1.3}9

'Tllc CDL,J..lchlL,C UJ’__ Lll‘: j_J‘llGl < phauyc J_CLLC UL L,‘llC pALTIIL k/lUk/}\
(ptpParpntDs.observedParentClockPhaseChangeRate) as observed by the slave clog
the estfimate exceeds the capacity of its data type, this value is set to 7EFF

"The clockQuality.clockClass’/ attribute of the grandmaster clock."

"The clogkQuality.clockAccuracy attribute of the grandmaster clock."

k. If
FEFF16

ptpParentDsGmOfstScdLVar OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The clockQuality.offsetScaledLogVariance attribute of the grandmaster

clock."
REFERENCE "IEC61588 8.2.3.7, 7.6.3, 7.6.2.2"
::= { ptpParentDs 9 }

-- .1.3.10

ptpParentDsGmPriorityl OBJECT-TYPE
SYNTAX Unsigned32(0..255)

MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The priorityl attribute of the grandmaster clock."

REFERENCE "IEC61588 8.2.3.8, 7.6.2.2"
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:= { ptpParentDs 10 }
-- .1.3.11

ptpParentDsGmPriority2 OBJECT-TYPE
SYNTAX Unsigned32 (0..255)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The priority2 attribute of the grandmaster clock."
REFERENCE "IEC61588 8.2.3.9, 7.6.2.3"
::= { ptpParentDs 11 }
-- .1.3.12

ptpTimePropDs OBJECT IDENTIFIER::= { ptpOcBc 4}

ptpTimePropDsCurrentUtcOffset OBJECT-TYPE
SYN[IAX Integer32(-32768..32767)

MAXFACCESS read-write
STA[LUS current
DESLCRIPTION

"If the clock class is 6, 7 or 52 and if the epoch is the PTP epoch, the
value off defaultDS.currentUtcOffset (offset between TAI and UTC @y 'seconds) ;
otherwipe the value has no meaning"

REFERENCE "IEC61588 8.2.4.2, 7.2.3, 9.4"

::= [{ ptpTimePropDs 1 }
-- .1.4]1

ptpTimePropDsCurrentUtcOffsetVld OBJECT-TYPE
SYN[FAX TruthValue
MAX[ACCESS read-write
STA[LUS current
DESLCRIPTION
"If the clock class is 6, 7 or 52 andJif the defaultDS.currentUtcOffset is
known tp be correct: true; otherwise false™
REFERENCE "IEC61588 8.2.4.3, 7.233, 9.4"
::= [{ ptpTimePropDs 2 }
-- .1.4}].2

ptpTimepPropDsLeap59 OBJECT-TYPE
SYN[FAX Truthvalue
MAX[ACCESS read-write
STALUS current
DESLCRIPTION

"If the clock_tlass is 6, 7 or 52 and the epoch is the PTP epoch and the last

minute pf the current UTC day contains 59 seconds: true; otherwise false"
REFERENCE "IEC61588 8.2.4.4, 9.4"
::= [ ptpTimebzopDs 3 }

-- .1.4].3

ptpTimePropDsleap6l OBJECT-TYPE
SYN[AX TruthValue
IVLAX A/‘CESS J.CO.\_l WLJ‘.tC
STATUS current
DESCRIPTION
"If the clock class is 6, 7 or 52 and the epoch is the PTP epoch and the last
minute of the current UTC day contains 61 seconds (timePropertiesDS.leap6l): true;
otherwise false"
REFERENCE "IEC61588 8.2.4.5, 9.4"
:= { ptpTimePropDs 4 }
-- .1.4.4

ptpTimePropDsTimeTraceable OBJECT-TYPE

SYNTAX Truthvalue

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"If the timescale is PTP and the source is traceable to a primary reference:

true; otherwise false"

REFERENCE "IEC61588 8.2.4.6"

::= { ptpTimePropDs 5 }
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ptpTimePropDsFrequencyTraceable OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"If the frequency determining the timescale is traceable to a primary

reference: true; otherwise false"
REFERENCE "IEC61588 8.2.4.7"
::= { ptpTimePropDs 6 }

-- .1.4.06

ptpTimePropDsPtpTimescale OBJECT-TYPE

SYN Frothvetoe

MAX[ACCESS read-write

STA[US current

DESCRIPTION

"If the clock timescale of the grandmaster clock

false"
REFERENCE "IEC61588 8.2.4.8, 7.2.1"
::= [[ ptpTimePropDs 7 }

-— .1.4}.7

ptpTimePropDsTimeSource OBJECT-TYPE
SYN[IAX TimeSourceValue
MAX|ACCESS read-write
STAJLUS current
DESLCRIPTION

type"
REFERENCE "IEC61588 8.2.4.9"
::= [{ ptpTimePropDs 8 }

-- .1.4}].8

ptpForefignMasterDsTable OBJECT-TYPE
SYN['AX SEQUENCE OF PtpForeignMasterDsEntry
MAX|ACCESS not-accessible
STA'US current
DESLCRIPTION
"A table of foreign master entries"
REFERENCE "IEC61588 9.3.2"
= [{ ptpOcBc 5 }

ptpForefignMasterDsEntry OBJECT-TYPE
SYN['AX PtpEoreignMasterDsEntry
MAX|ACCESS not-accessible
STA[US eurrent
DESLCRLET ION
YX Aist of foreign master entries"

is PTP:

truel;

otherw

"The source of time used by the grandmaste¥ clock given by the enumera

Lse

rion

REFERENEE LIRE6T5 889321

INDEX {
ptpForeignMasterDsIndex }

::= { ptpForeignMasterDsTable 1 }

-- .1.5.1

PtpForeignMasterDsEntry ::= SEQUENCE ({
ptpForeignMasterDsIndex Unsigned32,
ptpForeignMasterDsPortIdentity ClockIdentity,
ptpForeignMasterAnnounceMessages Unsigned32

}

ptpForeignMasterDsIndex OBJECT-TYPE
SYNTAX Unsigned32 (0..65535)

MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Index for ptpForeignMAsterDs Table"
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REFERENCE "IEC61588 9.3.2.4.5"
::= { ptpForeignMasterDsEntry 1 }
-- .1.5.1.1

ptpForeignMasterDsPortIdentity OBJECT-TYPE
SYNTAX ClockIdentity

MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The sourcePortIdentity field value of an Announce message received from the
foreign master"

REFERENCE "IEC61588 9.3.2.4.2"
:= { ptpForeignMasterDsEntry 2 }
-- .1.5.1.2

ptpForefignMasterAnnounceMessages OBJECT-TYPE
SYN['AX Unsigned32

MAX|ACCESS read-only
STAJLUS current
DESLCRIPTION

"The number of Announce messages from the foreign master indicated by the
foreignMasterDS. foreignMasterPortIdentity member
that hape been received within a time window of duration FOREIGN)MASTER TIME WENDOW"

REFERENCE "IEC61588 9.3.2.4.3"
::= [ ptpForeignMasterDsEntry 3 }
-- .1.5]1.2

ptpPortpsTable OBJECT-TYPE

SYN[TAX SEQUENCE OF PtpPortDsEntry
MAX|FACCESS not-accessible

STA[LUS current

DESCRIPTION

"A table of port related variables, ~a)value of 1 is used in devices with only
one porfk"
::= [ ptpOcBc 6 }

ptpPortpsEntry OBJECT-TYPE
SYN[AX PtpPortDsEntry
MAX[FACCESS not-accessible
STAJLUS current
DESLCRIPTION
"A list of objeckts‘pertaining to a port."
REFERENCE "IEC61588 8.2.5"
INDEX {
ptpPortDsIndex }
::= [{ ptpPortDsTable 1 }
-- .1l.6]1

PtpPortpsEntry ::= SEQUENCE {

L-/tLJPULtDDIIJ.LJLC UllDJ’.\ﬁllC\_l:’)q,
ptpPortDsClockIdentity ClockIdentity,
ptpPortDsPortNumber Unsigned32,
ptpPortDsPortState PortStateType,
ptpPortDsLogMinDelayRegInterval LogTimeInterval,
ptpPortDsPeerMeanLinkDelay PtpTimeInterval,
ptpPortDsLogAnnouncelInterval LogTimeInterval,
ptpPortDsAnnounceReceiptTimeout Unsigned32,
ptpPortDsLogSyncInterval LogTimeInterval,
ptpPortDsDelayMechanism DelayMechanism,
ptpPortDsLogMinPdelayReqInterval LogTimeInterval,
ptpPortDsVersionNumber Unsigned32,
ptpPortDsNetworkProtocol NetworkProtocol,
ptpPortDsPortEnabled TruthValue,
ptpPortDsDlyAsymmetry PtpTimelInterval,
ptpPortDsProfileld ProfileSet,
ptpPortDsVlanEnable TruthValue,

ptpPortDsVlanId Unsigned32,

ptpPortDsVlanPrio Unsigned32,
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ptpPortDsTwoStepFlag TruthValue,
ptpPortDsPeerIdentity ClockIdentity,
ptpPortDsPrpAttachement PortAttachmentType,
ptpPortDsPrpPairedPort Unsigned32,
ptpPortDsErrorCounter Counter3z,
ptpPortDsPeerDelayLim PtpTimeInterval

}

ptpPortDsIndex OBJECT-TYPE
SYNTAX Unsigned32 (0..65535)

MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"Index for ptpPortDs Table"
HEE yLyPuLLD Eut_J._y + }

-- .1l.6/1.1

ptpPortpsClockIdentity OBJECT-TYPE
SYN['AX ClockIdentity
MAX|ACCESS read-only
STA[US current
DESLCRIPTION
"The portIdentity.clockIdentity attribute of the local (peptt"
REFERENCE "IEC61588 8.2.5.2.1, 7.5.2.2.1"
::= [{ ptpPortDsEntry 2 }
-- .l.¢|1.2

ptpPortpsPortNumber OBJECT-TYPE
SYN[AX Unsigned32 (0..65535)
MAX|ACCESS read-only
STA'US current
DESLCRIPTION
"The portIdentity.portNumber attribute of the local port"
REFERENCE "IEC61588 8.2.5.2.1, 7.5.2.3"
::= [{ ptpPortDsEntry 3 }
-- .1.6].1.3

ptpPortpsPortState OBJECT-TYPE

SYN[TAX PortStateType
MAX|ACCESS read-only
STALUS current

DESERIPTION
"The current state‘of the protocol engine associated with this port taken
from thp enumeration ih Table 8, extended by the PASSIVE SLAVE state in doubly
attachefl clocks"

REFERENCE "IEC61588 8.2.5.3.1, 9.2; IEC62439-3 A.8.3.4.1"
::= [ ptpPortDsEntry 4 }
-- .1l.6/1.4

ptpPortpsLogMinDelayRegInterval OBJECT-TYPE

SYN['AX LogTimeInterval

UNI I‘S "DCK_/UIJ.K.].D"

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"The logarithm to the base 2 of the minDelayReqgInterval; The initialization

value is implementation-specific consistent with 7.7.2.4."

REFERENCE "IEC61588 8.2.5.3.2, 7.7.2.4"
:= { ptpPortDsEntry 5 }
-- .1.6.1.5

ptpPortDsPeerMeanLinkDelay OBJECT-TYPE

SYNTAX PtpTimeInterval
UNITS "scaledNanoseconds"
MAX-ACCESS read-only
STATUS current

DESCRIPTION
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"If the value of the ptpPortDs.delayMechanism member is peer-to-peer (P2P),
an estimate of the current one-way propagation delay on the link, i.e.,
<meanPathDelay>, attached to this port computed using the peer delay mechanism.
If the value of the ptpPortDs.delayMechanism member is end-to-end (E2E), this wvalue
is zero"

REFERENCE "IEC61588 8.2.5.3.3, 11.4"
::= { ptpPortDsEntry 6 }
-- .1.6.1.6

ptpPortDsLogAnnouncelInterval OBJECT-TYPE

SYNTAX LogTimeInterval
UNITS "seconds"
MAX-ACCESS read-write
STATUS current

DESERIPTION
"The logarithm to the base 2 of the mean announcelnterval"

REFERENCE "IEC61588 8.2.5.4.1, 7.7.2.2"
::= [{ ptpPortDsEntry 7 }
-- .1.6/1.7

ptpPortpsAnnounceReceiptTimeout OBJECT-TYPE
SYN[AX Unsigned32 (0..255)
MAX|ACCESS read-write
STAJLUS current
DESLCRIPTION
"The integral multiple of announcelnterval"
REFERENCE "IEC61588 8.2.5.4.2, 7.7.3.1"
::= [{ ptpPortDsEntry 8 }
-- .1.6/1.8

ptpPortpsLogSyncInterval OBJECT-TYPE

SYN[rAX LogTimeInterval
UNI['S "seconds"
MAX[ACCESS read-write
STAJLUS current
DESLCRIPTION
"The logarithm to the base 2 0f the mean SyncInterval for multicast mepsages"
REFERENCE "IEC61588 8.2.5.443%, 7.7.2.3"
::= [{ ptpPortDsEntry 9 }
-- .1.6/1.9

ptpPortpsDelayMechanism OBJECT-TYPE

SYN[FAX DelayMechanism

MAXFACCESS readswrite

STAUS current

DESLCRIPTION
"The propagation delay measuring option used by the port in computing
<meanLiphkDelay>. )/ the data type being enumeration taken from Table 9. The
initialfizatdon value is implementation-specific unless otherwise stated."

REFERENCE "IEC61588 8.2.5.4.4"
::= [{“ptpPortDsEntry 10 }
-- .1.6.1.10

ptpPortDsLogMinPdelayReqgInterval OBJECT-TYPE
SYNTAX LogTimeInterval
UNITS "seconds"
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The logarithm to the base 2 of the minPdelayReglInterval"
REFERENCE "IEC61588 8.2.5.4.5, 7.7.2.5"
::= { ptpPortDsEntry 11 }
-- .1.6.1.11

ptpPortDsVersionNumber OBJECT-TYPE
SYNTAX Unsigned32 (2..15)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
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"The PTP version in use on the port; it is 2 for IEC 61588-2009"

REFERENCE "IEC61588 8.2.5.4.0"
::= { ptpPortDsEntry 12 }
-- .1.6.1.12

ptpPortDsNetworkProtocol OBJECT-TYPE
SYNTAX NetworkProtocol
MAX-ACCESS read-write
STATUS current
DESCRIPTION
"The network protocol in use over that port according to Table 3"
REFERENCE "IEC61588 7.4.1"
::= { ptpPortDsEntry 13 }
-- .1.6.1.13

ptpPortpsPortEnabled OBJECT-TYPE
SYN[FAX TruthValue
MAX[ACCESS read-write
STAJLUS current
DESCRIPTION

"Enables the port for PTP traffic and indicates the enabled’”status of the

port if| true"

REFERENCE "IEC62439-3 A.8.3.4.2"
DEFVAL {1}
::= |{ ptpPortDsEntry 14 }

-- .1.6].1.14

ptpPortpsDlyAsymmetry OBJECT-TYPE
SYN['AX PtpTimeInterval
UNI['S "scaledNanoseconds"
MAX[ACCESS read-write
STA[US current
DESCRIPTION
"The link delay asymmetry to corretf the link delay"
REFERENCE "IEC61588 7.4.2, IEC62439-3 A.8.3.4.3"
DEFVAL {"7FFFFFFF'H}
::= [{ ptpPortDsEntry 15 }
-- .1.06J1.15

ptpPortpPsProfileld OBJECT-TYPE

SYN[FAX ProfileSet
MAX|ACCESS read-ondly
STAJLUS current

DESCRIPTION
"The profiles_in use on this port"

REFERENCE "IEC62439-3 A.8.3.4.4"
::= [{ ptpPortDsEntry 16 }
-- .1l.6]1.16

ptpPortpsVlarnkEnable OBJECT-TYPE
SYN[AX TruthValue
MAX MCCESS J.CG.Ll WJ_JI_tC
STATUS current
DESCRIPTION
"Enables that PTP messages generated internally to the clock receive an
802.1Q tag with the values specified in portDs.vlanId and portDs.vlanPrio when sent
over this port, with exception of PdelayReq and PdelayResp, which operate with link-
local addresses. It does not apply to messages in transit generated by other clocks.
The bridge rules take precedence over this setting.
This does not concern PTP messages in transit (even modified), which are handled
according to the bridging rules.
In a boundary clock, this setting applies to the sending over that port only."

REFERENCE "IEC62439-3 A.8.3.4.5; IEEE 802.1Q"
::= { ptpPortDsEntry 17 }
-- .1.6.1.17

ptpPortDsVlanId OBJECT-TYPE
SYNTAX Unsigned32(0..4095)
MAX-ACCESS read-write
STATUS current
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DESCRIPTION
"The 802.1Q VLAN Identity to be used by the PTP stack internal to a bridge if
portDs.vlanEnable is true; A bridge port would not send a message with a VID of 0 if
the port VLAN setting indicates that VLANs are enabled"

REFERENCE "IEC62439-3 A.8.3.4.6; IEEE 802.1Q"
::= { ptpPortDsEntry 18 }
-- .1.6.1.18

ptpPortDsVlianPrio OBJECT-TYPE
SYNTAX Unsigned32(0..7)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"The 802.1Q priority (0 to 7) to be used by PTP messages originating from the

PTP stapk—of—thrt ctock—Tf yuLLDo. e te—Ts—tTrTe

REFERENCE "IEC62439-3 A.8.3.4.7; IEEE 802.1Q"

::= [[ ptpPortDsEntry 19 }
-- .1.6/1.19

ptpPortpsTwoStepFlag OBJECT-TYPE
SYN[FAX TruthvValue
MAX|ACCESS read-only
STAJLUS current
DESLCRIPTION

"Enables (if true) 2-step correction at sending of€fhis port (if the p¢prt

implemehts it) and indicates that this port uses 2-step ¢orrection"

REFERENCE "IEC62439-3 A.8.3.4.8"
::= [{ ptpPortDsEntry 20 }
-— .1.6[.1.20

ptpPortpPsPeerIdentity OBJECT-TYPE
SYN['AX ClockIdentity

MAX[ACCESS read-only
STA[US current
DESCRIPTION

"The Medium Access Control addréss of the peer clock in a peer-to-peer|delay
measurejent"

REFERENCE "IEC62439-3 A.8.3¢4¢.9"
::= |{ ptpPortDsEntry 21 }
-- .l.6}1.21

ptpPortpsPrpAttachement OBJECT-TYPE

SYN[AX PortAttachmentType
MAX[ACCESS readtonly
STAJLUS current

DESCRIPTION

"The typ&lof redundant attachment of this port."
REFERENCE "IEC62439-3 A.8.3.4.10"
::= || ptpRertDsEntry 22 }

-- .1.6)1,22

ptpPort PLyPaLLchuLt OBIECT—TPE

SYNTAX Unsigned32(0..4095)
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The portNumber of the other port to which this port is attached, if the port
is paired for the purpose of double attachment; a value greater than 4095 indicates
the port is not paired"

REFERENCE "IEC62439-3 A.8.3.4.11"
::= { ptpPortDsEntry 23 }
-- .1.6.1.23

ptpPortDsErrorCounter OBJECT-TYPE

SYNTAX Counter32
MAX-ACCESS read-only
STATUS current

DESCRIPTION
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"The error counter that is incremented for each reception error of PTP
messages (e.g. time-out), only for those messages that should be normally received

given the port state"

REFERENCE "IEC62439-3 A.8.3.4.12"
::= { ptpPortDsEntry 24 }
-- .1.6.1.24

ptpPortDsPeerDelayLim OBJECT-TYPE
SYNTAX PtpTimeInterval
UNITS "scaledNanoseconds"
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The value of the peer delay that, if exceeded, will cause an event to be

raised"
REFERENCE "IEC62439-3 A.8.3.4.13"
DEFVAL {'640000"'H}
::= |{ ptpPortDsEntry 25 }

-- .1.6]1.25

ptpTc OBJECT IDENTIFIER::= { ptpObjects 2}
ptpTcDeffaultDs OBJECT IDENTIFIER::= { ptpTc 1}

ptpTcDeffaultDsClkIdentity OBJECT-TYPE

SYN['AX ClockIdentity
MAX[ACCESS read-only
STAJL'US current

DESLCRIPTION

"The clockIdentity attribute of the local ¢lock."
REFERENCE "IEC61588 8.3.2.2.1, 7.6.2.1"
::= |{ ptpTcDefaultDs 1 }

-— .2.1}.2

ptpTcDeffaultDsNumberPorts OBJECT-TYPE
SYN[IAX Unsigned32(1..4095)

MAX[ACCESS read-only
STA[US current
DESLCRIPTION

"The number of PTP poxrts/of the clock (1 if OC),
Attachepd OC and the port is paired"

REFERENCE "IEC61588 8.3.2.2.2"

::= [{ ptpTcDefaultDs @.\}
-- .2.1}3

ptpTcDeffaultDsDelayMech OBJECT-TYPE

SYN['AX DelayMechanism
MAX|ACCESS read-write
STAJLUS current

DESCRIET ION
UThe mechanism used to measure the link delay.

2 in IEC 62439-3 if D

bubly
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E2E aACCororng—to raore TT Cllc Crallopdarclit CIroOCRK uSscso Ctlc ol Co o oo

measurement;
P2P according to Table 9 if the transparent clock uses the peer-to-peer delay
measurement"
REFERENCE "IEC61588 8.3.2.3.1"
DEFVAL {2}
::= { ptpTcDefaultDs 3 }
-- .2.1.4

ptpTcDefaultDsPriDomain OBJECT-TYPE
SYNTAX Unsigned32 (0..255)
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The value of transparentClockDefaultDs.primaryDomain of the primary

syntonization domain; The initialization value is 0"
REFERENCE "IEC61588 8.3.2.3.2, 10.1"
::= { ptpTcDefaultDs 4 }

-- .2.1.5
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ptpTcDefaultDsProfileSet OBJECT-TYPE

SYNTAX ProfileSet

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"The set of profiles which the clock has the ability to support with the

required performance (Profile activation is a port property)"

REFERENCE "IEC62439-3 A.8.4.2.1"

:= { ptpTcDefaultDs 5 }
-- .2.1.6

ptpTcDefaultDsTimeInaccuracy OBJECT-TYPE
SYNTAX PtpTimeInterval
UNI I‘Q "ok,al'chcuxuocpuud
MAX|ACCESS read-only
STA[US current
DESLCRIPTION

"The absolute value of the rated worst-case time error introduCed betwgen any

two porfks"

REFERENCE "IEC62439-3 A.8.4.2.2"
DEFVAL {"7FFFFFFF'H}
::= [{ ptpTcDefaultDs 6 }

-= .2.1}7

ptpTcPofrtDsTable OBJECT-TYPE

SYN[TAX SEQUENCE OF PtpTcPortDsEntry
MAX|FACCESS not-accessible

STA[LUS current

DESLCRIPTION

"The table of port dataset related variables. A value of 1 is used in @evices
with onfly one port."
c:= [ ptpTc 2 }

-— .2.2

ptpTcPoftDsEntry OBJECT-TYPE

SYN['AX PtpTcPortDsEntry
MAX[ACCESS not-accessible
STA[L'US current

DESLCRIPTION
"A list of objects pertaining to a port."
REFERENCE "IEC61588 8.2.5"
INDEX {
ptpTcPortDsIndex) }
::= [{ ptpTcPortDsTable 1 }
-- .2.2|1

PtpTcPoptDsEntry ::= SEQUENCE {
ptpIldPortDsIndex Unsigned32,
pEpTcPortDsClockIdentity ClockIdentity,
LJtLJTk_/PUJ.tD PUJ.tI\.I'uLleCJ. Uu.:-_'u:ducd3ﬂ,
ptpTcPortDsLogMinPdelayReqglnterv Integer32,
ptpTcPortDsFaultyFlag TruthValue,
ptpTcPortDsPeerMeanLinkDelay PtpTimeInterval,
ptpTcPortDsPortEnabled TruthValue,
ptpTcPortDsDlyAsymmetry PtpTimeInterval,
ptpTcPortDsTwoStepFlag TruthValue,
ptpTcPortDsPeerIdentity ClockIdentity,
ptpTcPortDsPrpAttachement PortAttachmentType,
ptpTcPortDsPrpPairedPort Unsigned32,
ptpTcPortDsErrorCounter Counter32,
ptpTcPortDsPeerDelayLim PtpTimelInterval

}

ptpTcPortDsIndex OBJECT-TYPE
SYNTAX Unsigned32(0..65535)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
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-— .2.2

"Port index"
{ ptpTcPortDsEntry 1 }
1.1

ptpTcPortDsClockIdentity OBJECT-TYPE
SYNTAX ClockIdentity

MAX

-ACCESS read-only

STATUS current
DESCRIPTION

"The portIdentity.clockIdentity attribute of the local port"

REFERENCE "IEC61588 8.3.3.2.1, 7.5.2.2.1"

-— .2.2

ptpTcPo
SYN
MAX
STA
DES

REF

-— .2.2

ptpTcPo
SYN
MAX
STA
DES

to the
minPdel
REF

ptpTcPo
SYN
MAX
STA
DES

(initia
REF

ptpTcPo
SYN
UNI
MAX

STA¥E

{ ptpTcPortDsEntry 2 }
1.2

LD PUJ_ ‘L,I\‘J'LAI[L.‘LJCJ_ UBJE T TLEE

TAX Unsigned32 (0..65535)

FACCESS read-only

rUs current

CRIPTION

"The portIdentity.portNumber attribute of the local port"
ERENCE "IEC61588 8.3.3.2.1, 7.5.2.3"

{ ptpTcPortDsEntry 3 }

1.3

rtDsLogMinPdelayRegInterv OBJECT-TYPE
TAX Integer32 (-128..127)

-ACCESS read-write

rUs current

CRIPTION

"The value of transparentClockPortDs.logMinPdelayRegInterval as the lo
pbase 2 of the

byRegInterval"

FRENCE "IEC61588 8.3.3.3.1, 7.7.2:X9"
{ ptpTcPortDsEntry 4 }

.1.4

rtDsFaultyFlag OBJECT-TYPE

TAX TruthValue

FACCESS read-only

rUS current

CRIPTION

"If the transparentClockPortDs.faultyFlag is set: true; otherwise: fal
lization value)"

ERENCE "IEC61588 8.3.3.3.2"

{ ptpTcPortDsEnfry 5 }

L1.5

rtDsPeetrMeanLinkDelay OBJECT-TYPE
TAX PtpTimeInterval

I "scaledNanoseconds"

FAGCESS read-only

SRyl

parithm

-
TO CUrrTITCT

DESCRIPTION

"If the transparentClockDefaultDs.delayMechanism is P2P, the value of

transparentClockPortDs.peerMeanPathDelay as an estimate of the current one-way
propagation

delay on the link attached to this port computed using the peer delay mechanism;
otherwise, if the value of the transparentClockDefaultDs.delayMechanism member
E2E, the value

is zero. The data type should be TimelInterval."
REFERENCE "IEC61588 8.3.3.3.3, 11.4"
DEFVAL {"7TFFFFFFF'H}
:= { ptpTcPortDsEntry 6 }

-- .2.2.1.6

ptpTcPortDsPortEnabled OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current

DESCRIPTION

is
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"Enables the port for PTP traffic and indicates the enabled status of the
port if true"

REFERENCE "IEC62439-3 A.8.4.3.1"
DEFVAL {1}
::= { ptpTcPortDsEntry 7 }

-— .2.2.1.7

ptpTcPortDsDlyAsymmetry OBJECT-TYPE
SYNTAX PtpTimeInterval
UNITS "scaledNanoseconds"
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"The link delay asymmetry to correct the link delay"

N TS aCan == 2 2 Z
REFERENCE TILCOLJ00 T .22y ILOCOZHEOT O RR.0.".90-

DEFVAL {"7TFFFFFFF'H}
::= [[ ptpTcPortDsEntry 8 }
-- .2.2).1.8

ptpTcPolrtDsTwoStepFlag OBJECT-TYPE
SYN['AX TruthValue
MAX|ACCESS read-only
STAJLUS current
DESLCRIPTION
"Enables (if true) 2-step correction at sending of€fhis port (if the p¢prt
implemehts it) and indicates that this port uses 2-step ¢orrection"

REFERENCE "IEC62439-3 A.8.4.3.3"
DEFVAL {1}
::= [{ ptpTcPortDsEntry 9 }

-- .2.2}1.9

ptpTcPolrtDsPeerIdentity OBJECT-TYPE
SYN[rAX ClockIdentity
MAX|FACCESS read-only
STA[US current
DESLCRIPTION
"The Medium Access Control address of the peer clock in a peer-to-peer|delay
measureuent"

REFERENCE "IEC62439-3 A.8v4.3.4"
::= [ ptpTcPortDsEntry 10 _}
-- .2.2)1.10

ptpTcPoftDsPrpAttachement \OBJECT-TYPE
SYN['AX PortAttachmentType
MAX|ACCESS readswrite
STA[US Current
DESLCRIPTION
"The type’ of redundant attachment of this port"
REFERENCE "IEC62439-3 A.8.4.3.5"
DEFVAL {3}
= [{[\pPtpTcPortDsEntry 11 }

= 2.2 T

ptpTcPortDsPrpPairedPort OBJECT-TYPE
SYNTAX Unsigned32(0..4095)

MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The portNumber of the other port to which this port is attached, if the port
is paired for the purpose of double attachment; a value greater than 4095 indicates
the port is not paired”

REFERENCE "IEC62439-3 A.8.4.3.6"
DEFVAL {0}
::= { ptpTcPortDsEntry 12 }

-- .2.2.1.12

ptpTcPortDsErrorCounter OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
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DESCRIPTION
"The error counter that is incremented for each reception error of PTP
messages (e.g. time-out), only for those messages that should be normally received
given the port state."

REFERENCE "IEC62439-3 A.8.4.3.7"
::= { ptpTcPortDsEntry 13 }
-- .2.2.1.13

ptpTcPortDsPeerDelayLim OBJECT-TYPE
SYNTAX PtpTimeInterval
UNITS "scaledNanoseconds"
MAX-ACCESS read-write
STATUS current
DESCRIPTION

ITllC Cllu': UL LILC MPTETL dcla_y Lllclb, J_Jr__ < k/CCC{C\J{, WJ.ll CauotT 4dll T©VTITT LU be

raised.|'
REFERENCE "IEC62439-3 A.8.4.3.8"
DEFVAL {'640000"H}
::= |{ ptpTcPortDsEntry 14 }

-- .2.2[.1.14

ptpTLVs| OBJECT IDENTIFIER::= { ptpObjects 3}
ptpAltefnateTimeOffsetIndicator OBJECT IDENTIFIER::= { ptpTLVs;1l}

ptpAtoifllvTable OBJECT-TYPE
SYN[FAX SEQUENCE OF PtpAtoiTlvEntry
MAX[ACCESS not-accessible
STA[LUS current
DESLCRIPTION

"Table of ALTERNATE TIME OFFSET INDICATORS"
REFERENCE "IEC61588 16.3"
::= [ ptpAlternateTimeOffsetIndicator 1.}

-- .3.1}1

ptpAtoilllvEntry OBJECT-TYPE
SYN['AX PtpAtoiTlvEntry
MAX|ACCESS not-accessible
STA['US current
DESLCRIPTION

"Table entry"

REFERENCE "IEC61588 16.3"

X {

ptpAtoiTlvIndek,

ptpAtoiTlvTxRxIndex }
::= [{ ptpAtoiTliyTable 1 }

-- .3.11.1

PtpAtoifllyEntry ::= SEQUENCE ({
REPAtoiTlvIndex Unsigned32,

A tot v TrReTrrde P PR Frrctes
ptpAtoiCurrentOffset Integer32,
ptpAtoiJumpSeconds Integer32,
ptpAtoiTimeOfNextJump Integer4s,
ptpAtoiDisplayName OCTET STRING

}

ptpAtoiTlvIndex OBJECT-TYPE
SYNTAX Unsigned32 (0..65535)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Table Index for each alternate time offset indicator"
REFERENCE "IEC61588 16.3"
::= { ptpAtoiTlvEntry 1 }
-- .3.1.1.1.1

PtpAtoiT1vTxRxIndex OBJECT-TYPE
SYNTAX T1vTxRxIndex
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MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"Table Index for received or sent objects"
REFERENCE "IEC61588 16.3"
::= { ptpAtoiTlvEntry 2 }
.3.1.1.1.2

ptpAtoiCurrentOffset OBJECT-TYPE

the
the

ptpAtoiumpSeconds OBJECT-TYPE

alternafe time). A value of zero indicates that no~discontinuity is expected. A
positive value indicates that the discontinuity
will capse the currentOffset of the alternate time to increase."

ptpAtoiffimeOfNextJump OBJECT-TYPE

transmifting node at thetfilme that the next discontinuity will occur). The
discontfinuity occurs at the start of the second indicated
by the palue of timeQfNextJump."

ptpAtoipispldyName OBJECT-TYPE

SYNTAX Integer32(-32768..32767)
UNITS "seconds"
MAX-ACCESS read-write
STATUS current
DESCRIPTION
e TTte—of—Ccurrertotfset TOL L et—of—tie—=tterm=te L,Jl_lllC, T TTOTTS from
timp of this node). The alternate time is the sum of this value and the Tiphe of
nodp, which is TAI if the PTP time scale is used."
REFERENCE "IEC61588 16.3.3.4"
::= [{ ptpAtoiTlvEntry 3 }
.3.111.1.3

SYN[IAX Integer32(-32768..32767)
UNI['S "seconds"

MAX|ACCESS read-write

STA['US current

DESLCRIPTION

"The value of jumpSeconds (size of the next disScontinuity, in seconds,|of the

REFERENCE "IEC61588 16.3.3.5"
::= [ ptpAtoiTlvEntry 4 }
.3.111.1.4

SYN[rAX Integer4s8
UNI[S "seconds"
MAX[ACCESS read-write
STAUS current
DESLCRIPTION

"The value of timeOfNextJump (value of the seconds portion of the time|of the

REFERENCE "IEC61588 16.3.3.6"
::= [ ptpAtoillvEntry 5 }
.3.1)1.1.5

SYN[AX OCTET STRING (SIZE (10))

MAX“ACEESS resc—write
STATUS current
DESCRIPTION

"The value of displayName (text name of the alternate timescale in ASCII-8).

It represent the time zone, e.g. CET;
a leading character of * indicates that daylight saving time is in effect."

REFERENCE "IEC61588 16.3.3.7"
:= { ptpAtoiTlvEntry 6 }
.3.1.1.1.6

—-— Conformance Information

ptpConformance OBJECT IDENTIFIER::= { ptp 2}
ptpGroups OBJECT IDENTIFIER::= { ptpConformance 1}
ptpDefaultDsGrp OBJECT-GROUP

OBJECTS {

ptpDefaultDsTwoStepFlag,
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ptpDefaultDsClockIdentity,
ptpDefaultDsNumberPorts,
ptpDefaultDsClockClass,
ptpDefaultDsClockAccuracy,
ptpDefaultDsOffsetScaledLogVaria,
ptpDefaultDsPriorityl,
ptpDefaultDsPriority2,
ptpDefaultDsDomainNumber,
ptpDefaultDsSlaveOnly,
ptpDefaultDsProfileSet,
ptpDefaultDsTimelInaccuracy,
ptpDefaultDsOffsetFromMasterLim
}

STATUS current

- 165 —

DESCREPFTON
"Objects in the default dataset"
::= {pkpGroups 1}

ptpCurrentDsGrp OBJECT-GROUP
OBJEC[I'S {
ptpfurrentDsStepsRemoved,
ptpfurrentDsOffsetFromMaster,
ptpfurrentDsMeanLinkDelay
}
STATUP current
DESCR[[PTION
"Ob[jects in the current dataset"
::= {pkpGroups 2}

ptpParehtDsGrp OBJECT-GROUP

OBJEC[I'S {
ptpParentDsClockIdentity,
ptpParentDsPortNumber,
ptpParentDsStats,
ptpParentDsObsOfstScdLVar,
ptpParentDsObsPhChgRate,
ptpParentDsGmIdentity,
ptpParentDsGmClass,
ptpParentDsGmAccuracy,
ptpParentDsGmOfstScdLyar,
ptpParentDsGmPriorityd,
ptpParentDsGmPriority2
}

STATUB current

DESCR{PTION
"Ob[jects ifi the parent dataset"

::= {pkpGroups 3}

o I

ptpTlme J.\JtJDD\JJ_LJ BIECT—GROEPR

OBJECTS {
ptpTimePropDsCurrentUtcOffset,
ptpTimePropDsCurrentUtcOffsetVld,
ptpTimePropDsLeap59,
ptpTimePropDsLeap6bl,
ptpTimePropDsTimeTraceable,
ptpTimePropDsFrequencyTraceable,
ptpTimePropDsPtpTimescale,
ptpTimePropDsTimeSource
}

STATUS current

DESCRIPTION

"Objects in the time properties dataset"

::= {ptpGroups 4}

ptpForeignMastersDsGrp OBJECT-GROUP
OBJECTS {
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ptpForeignMasterDsPortIdentity,
ptpForeignMasterAnnounceMessages
}
STATUS current
DESCRIPTION
"Objects in the foreign master dataset"
:= {ptpGroups 5}

ptpPortDsGrp OBJECT-GROUP
OBJECTS {
ptpPortDsClockIdentity,
ptpPortDsPortNumber,
ptpPortDsPortState,

IEC 62439-3:2016 © IEC 2016

ptp UL LDDLUHIiJ‘_lIDCleRCKﬁIIILCJ_ Gl,
ptpPortDsPeerMeanLinkDelay,
ptpPortDsLogAnnouncelnterval,
ptpPortDsAnnounceReceiptTimeout,
ptpPortDsLogSyncInterval,
ptpPortDsDelayMechanism,
ptpPortDsLogMinPdelayReqgInterval,
ptpPortDsVersionNumber,
ptpPortDsNetworkProtocol,
ptpPortDsPortEnabled,
ptpPortDsDlyAsymmetry,
ptpPortDsProfileld,
ptpPortDsVlanEnable,
ptppPortDsVlanId,
ptppPortDsVlanPrio,
ptpPortDsTwoStepFlag,
ptpPortDsPeerIdentity,
ptpPortDsPrpAttachement,
ptpPortDsPrpPairedPort,
ptppPortDsErrorCounter,
ptpPortDsPeerDelayLim
}

STATUP current

DESCRIPTION
"Objects in the port datasetl

::= {pkpGroups 6}

ptpTcDeffaultDsGrp OBJECTSGROUP
OBJEC[I'S {

ptp[fcDefaultDsClkIdentity,
ptp[fcDefaultDsNumberPorts,
ptpfcDefaultbDsDelayMech,
ptp[fcDefaultDsPriDomain,
ptp[fcDefauwltDsProfileSet,
ptp[fcDefaultDsTimeInaccuracy

}

STATUS \_ale.J.Cllt
DESCRIPTION

"Objects in the transparent clock default dataset"
::= {ptpGroups 7}

ptpTcPortDsGrp OBJECT-GROUP
OBJECTS {

ptpTcPortDsClockIdentity,
ptpTcPortDsPortNumber,
ptpTcPortDsLogMinPdelayReglInterv,
ptpTcPortDsFaultyFlag,
ptpTcPortDsPeerMeanLinkDelay,
ptpTcPortDsPortEnabled,
ptpTcPortDsDlyAsymmetry,
ptpTcPortDsTwoStepFlag,
ptpTcPortDsPeerIdentity,
ptpTcPortDsPrpAttachement,
ptpTcPortDsPrpPairedPort,
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ptpTcPortDsErrorCounter,
ptpTcPortDsPeerDelayLim
}
STATUS current
DESCRIPTION
"Objects in the transparent clock port dataset"
:= {ptpGroups 8}

ptpTlvGrp OBJECT-GROUP
OBJECTS {
ptpAtoiCurrentOffset,
ptpAtoiJumpSeconds,
ptpAtoiTimeOfNextJump,

ptp. LUJ‘.DJ‘.DLJ].GL Name

}
STATUp current
DESCR[IPTION

"Ob[jects in the TLV dataset"
::= {pkpGroups 9}

ptpNotifficationGrp NOTIFICATION-GROUP
NOTIFLCATIONS {
evehtFaultyState,
evehtRedundancyLoss,
evephtPeerDelayExceeded

STATUB current

DESCR[[PTION
"Nokifications™

::= {pkpGroups 10}

-- MIB pmodule Compliance statements

ptpComplliances OBJECT IDENTIEFIER::= { ptpConformance 2 }
ptpComplliance MODULE-COMPLIANCE
STATUS| current
DESCRIPTION
"Compliance statemeht) for support by of the IEC 61439-8 module"
MODULE
MANDATORY-GROUPS {
evehtPeerDel@gyExceeded,
ptpDefaultDsGrp,
ptpCurrentDsGrp,
ptpParentDsGrp,
REpTimePropDsGrp,

LJtLJFUJ_ Ci\ﬁlliiathL DDDGJ.LJ,
ptpPortDsGrp,
ptpTcDefaultDsGrp,
ptpTcPortDsGrp,
ptpTlvGrp,
ptpNotificationGrp
}

:= { ptpCompliances 1 }

END
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COMMISSION ELECTROTECHNIQUE INTERNATIONALE

. RESEAUX DE COMMUNICATION INDUSTRIELS -
RESEAUX D'AUTOMATISME A HAUTE DISPONIBILITE -

Partie 3: Protocole de redondance en paralléle (PRP)
et redondance transparente de haute disponibilité (HSR)

AVANT-PROPOS

1) La Cpmmission Electrotechnique Internationale (IEC) est une organisation mondiale ¢(de. norialisation
compgsée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de-''EC). L'IEC a pour
objet fle favoriser la coopération internationale pour toutes les questions de normalisation-dans les [domaines
de I'dlectricité et de I'électronique. A cet effet, I'lEC — entre autres activités~)publie deqd Normes
internationales, des Spécifications techniques, des Rapports techniques, des Spécifications accegsibles au
public| (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur_élaboration est confiée a des
comitgs d'études, aux travaux desquels tout Comité national intéressé par le sdjet traité peut parti¢iper. Les
organ|sations internationales, gouvernementales et non gouvernementales, (en, liaison avec I'lEC, participent
également aux travaux. L'IEC collabore étroitement avec I'Organisation Internationale de Normalisafjon (ISO),
selon des conditions fixées par accord entre les deux organisations.

2) Les decisions ou accords officiels de I'lEC concernant les questions techniques représentent, dans |a mesure
du popsible, un accord international sur les sujets étudiés, étant.donné que les Comités nationau) de I'lEC
intéressés sont représentés dans chaque comité d'études.

3) Les Plublications de I'lEC se présentent sous la forme de fecommandations internationales et sonf agréées
commg telles par les Comités nationaux de I'lEC. Tous les‘\efforts raisonnables sont entrepris afin [que I'lEC
s'assyre de I'exactitude du contenu technique de ses publications; I'lEC ne peut pas étre tenue respopsable de
I'évenfuelle mauvaise utilisation ou interprétation qui en\ést faite par un quelconque utilisateur final.

4) Dans Je but d'encourager I'uniformité internationalgy les Comités nationaux de I'lEC s'engagent, danfs toute la
mesure possible, a appliquer de fagon transparente les Publications de I'lEC dans leurs publications nationales
et rédionales. Toutes divergences entre toutes”Publications de I'lEC et toutes publications natignales ou
régionales correspondantes doivent étre indiquées en termes clairs dans ces derniéeres.

5) L'IEC |elle-méme ne fournit aucune attestation de conformité. Des organismes de certification indgpendants
fournigsent des services d'évaluation('de conformité et, dans certains secteurs, acceédent aux mgrques de
confoimité de I'lEC. L'IEC n'est responsable d'aucun des services effectués par les organismes de certification
indépgndants.

6) Tous les utilisateurs doivent.s'assurer qu'ils sont en possession de la derniére édition de cette publicafion.

7) Aucurle responsabilité ,ne_doit étre imputée a I'lEC, a ses administrateurs, employés, auxiliaires ou
mandataires, y compris. ses experts particuliers et les membres de ses comités d'études et ded Comités
nationfaux de I'lEC, ,pour tout préjudice causé en cas de dommages corporels et matériels, ou de fout autre
dommlage de quelque.nature que ce soit, directe ou indirecte, ou pour supporter les coldts (y comprif les frais
de jugtice) et lesndépenses découlant de la publication ou de I'utilisation de cette Publication de I'l[EC ou de
toute putre Publieation de I'lEC, ou au crédit qui lui est accordé.

8) L'attemtion'est attirée sur les références normatives citées dans cette publication. L'utilisation de publications
reférepcéés est obligatoire pour une application correcte de la présente publication.

La Norme internationale IEC 62439-3 a été établie par le sous-comité 65C: Réseaux
industriels, du comité d'études 65 de I'lEC: Mesure, commande et automation dans les
processus industriels.

Cette troisieme édition annule et remplace la deuxiéme édition parue en 2012. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a |'édition
précédente:

a) corrections techniques et extension des spécifications;

b) prise en compte de la synchronisation des horloges selon I'lEC 61588 lors de la mesure
du délai entre extrémités et la mesure existante du délai entre homologues dans le
protocole PRP.
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Le texte de cette norme est issu des documents suivants:

FDIS Rapport de vote
65C/834/FDIS 65C/841/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette norme.

Cette publication a été rédigée selon les Directives ISO/IEC, Partie 2.

Cette Norme internationale doit étre lue conjointement avec I'lEC 62439-1.

Une liste de toutes les parties de la série IEC 62439, publiées sous le titre général RRéseaux
industriéls de communication — Réseaux d'automatisme a haute disponibilité; peut étre
consultge sur le site web de I'lEC.

Le comité a décidé que le contenu de cette publication ne sera pas mgdifié avant la|date de
stabilité| indiquée sur le site web de I'lEC sous "http://webstore.iec.ch" dans les données
relatives a la publication recherchée. A cette date, la publication sera
e reconduite,

e supprimée,

e remplacée par une édition révisée, ou

e amendée.

IMPORTANT - Le logo "colour inside®)qui se trouve sur la page de couverture de
cette publication indique qu'elle contient des couleurs qui sont considérées gomme
utiles |a une bonne compréhension’ de son contenu. Les utilisateurs devraient, par
conséquent, imprimer cette publication en utilisant une imprimante couleur.
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INTRODUCTION

0.1 Généralités

L'I[EC 62439-3 fait partie de la série IEC 62439 Réseaux industriels de communication —
Réseaux d'automatisme a haute disponibilité. Elle spécifie les protocoles de redondance
transparente PRP et HSR. Elle a été adoptée par I'lEC TC57 WG10 pour servir de méthode
de redondance pour les réseaux d'automatisme de la sous-station demandeuse qui fonctionne
sur des réseaux de couche 2, conformément a I'lEC 61850-8-1 et a I'lEC 61850-9-2.

Le principe de redondance transparente a été étendu aux horloges qui fonctionnent
conformément au protocole PTP (Precision Time Protocol), comme défini dans I'lEC 61588 et
associé|aux reseaux redondants. Deux variantes sont specifiees: L3E2E pour les horlpges qui
fonctionhent sur des réseaux de couche 3 avec une mesure du retard de ligne entre
extrémifés (E2E) et L2P2P pour les horloges qui fonctionnent sur des réseaux\de cbuche 2
avec unge mesure du retard de ligne entre homologues (P2P).

0.2 Madifications par rapport a I'édition précédente
Les principales modifications par rapport a I''EC 62439-3:2012 sont:

— Le paragraphe 4.1.10.3 a été réécrit pour expliquer la fageh de calculer le r¢jet des
doublons pour différentes vitesses.

— L'Anhexe A a été revue pour servir de conception générale pour des horloges § double
assqciation utilisables pour une mesure du retard dg ligne entre extrémités (E2E) [et entre
homplogues (P2P); le principe du fonctionnement de ports couplés a été désormais
spégifié en termes de diagramme d'états basés*sur I'lEC 61588:2009.

— L'Annexe B de I'IEC 62439-3:2012 a été Supprimée; ses propriétés sont menfionnées
en 5.3.7.

— La pouvelle Annexe B rend obligatoire la prise en charge de la redondang¢e pour
I''EQ/IEEE 61850-9-3 qui spécifie les horloges a double association sur la couche 2 avec
une mesure du retard de ligne entre homologues.

— L'Annexe C spécifie deux_profils d'une horloge de précision pour I'automatisation
induptrielle:
L3ERE pour la couche 3ysumesure du retard entre extrémités et
L2P2P pour la couchg~2,"mesure du retard entre homologues.

— L'Anhexe D contient’les informations de tutoriel relatives a I'lEC 61588:2009 qui sont
nécessaires pourycomprendre les annexes ci-dessus. Ces informations se trouyaient a
I'Annexe A del'ITEC 62439-3:2012.

— L'Annexe E<(MIB) comprend la base d'informations de gestion SNMP a utiliser pour des
horlpges.a@ une seule association et a double association, quel que soit le profil.

0.3 Déctaration de brevet

La Commission Electrotechnique Internationale (IEC) attire l'attention sur le fait qu'il est
déclaré que la conformité avec les dispositions du présent document peut impliquer
['utilisation d'un brevet intéressant le filtrage de trames redondantes dans le noceud d'un
réseau (Siemens Aktiengesellschaft — EP 2127329, US 8184650, CN 101611615B) traité
en 5.2.3.3.

L'IEC ne prend pas position quant a la preuve, a la validité et a la portée de ces droits de
propriété.

Le détenteur de ces droits de propriété a donné I'assurance a I'lEC qu'il consent a négocier
des licences avec des demandeurs du monde entier, a des termes et conditions raisonnables
et non discriminatoires. A ce propos, I'énoncé du détenteur des droits de propriété est
enregistré a I'lEC. Des informations peuvent étre demandées a:


https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

IEC 62439-3:2016 © IEC 2016 - 179 -

Siemens Aktiengesellschaft
Oto-Hahn-Ring 6
81379 Munich, Allemagne

La Commission Electrotechnique Internationale (IEC) attire l'attention sur le fait qu'il est
déclaré que la conformité avec les dispositions du présent document peut impliquer
I'utilisation de brevets sur la réception de trames redondantes et non redondantes (ABB
Research Ltd — EP 1825657, US 8582426, CN 101057483, IN 254425) traitée en 4.2.7, sur
I'identification d'un mauvais cablage des appareils (ABB Technology AG — EP 2163024,
US 8344736, CN 101689985) traitée en 4.3, sur I'appareil critique avec disponibilité accrue
(ABB Research Ltd — EP 2090950) traité en 4.4 et sur les nceuds de couplage d'un anneau
pour les réseaux a haute disponibilit¢ (ABB Research Ltd — US 8582424, EP 2327185,

CN 10266+2traitésen52-3-

L'IEC ne prend pas position quant a la preuve, a la validité et a la portée deees droits de
propriétg.

Le détepteur de ces droits de propriété a donné l'assurance a I'lEC qutil-consent a négocier
des licences avec des demandeurs du monde entier, a des termes et'conditions raisonnables
et non |discriminatoires. A ce propos, I'énoncé du détenteur des“droits de proprjété est
enregisiré a I'lEC. Des informations peuvent étre demandées a:

ABB Schweiz AG

Intellecfual Property CH-IP (CH-150016-L)

Brown Boveri Strasse 6

CH-540p Baden, Suisse

ch-ip.patent@abb.com

L'attentijon est d'autre part attirée sur le fait_gue certains des éléments du présent dgcument
peuven{ faire I'objet de droits de propriété@autres que ceux qui ont été mentionnés ci{dessus.
L'IEC ne saurait étre tenue pour respensable de ne pas avoir identifié de tels droits de
brevets|et de ne pas avoir signalé leur(existence.

L'ISO (www.iso.org/patents) et~-FIEC (http://patents.iec.ch) maintiennent a dispositjon des
bases de données en ligne ‘des brevets relatifs a leurs normes. Les utilisatedrs sont
encourggés a consulter cestbases de données pour obtenir I'information la plus récg¢nte sur
les droifs de propriété.
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) RESEAUX DE COMMUNICATION INDUSTRIELS -
RESEAUX D'AUTOMATISME A HAUTE DISPONIBILITE -

Partie 3: Protocole de redondance en paralléle (PRP)
et Redondance transparente haute disponibilité (HSR)

1 Domaine d'application

La sérig
technolgq

IEC 62439 s'applique aux réseaux d'automatisme a haute disponibilité basé
gie Ethernet.

s sur la

Cette partie de I'lEC 62439 spécifie deux protocoles de redondance congus pour asslirer une

reprise
réseau,

fransparente en cas de défaillance unique de liaison interpont ou,dé pont au
basés sur le schéma: transmission en paralléle d'informations dupliquées.

2 Reéférences normatives

Les dodg
partie,
référeng
derniérg
amendg

IEC 600
fonction|

IEC 615
control

IEC TR
Part 90

IEC 624
disponik

IEC/IEE
Part 9-3

uments suivants sont cités en référence de maniére-normative, en intégralit
Hans le présent document et sont indispensables pour son application. H
es datées, seule I'édition citée s’applique.<Pour les références non da

édition du document de référence slapplique (y compris les é
ments).

50-191, Vocabulaire Electrotechniqué International — Chapitre 191: Sa
nement et qualité de service

88:2009, Precision clock synchronization protocol for networked measurem
bystems (disponible en anglais seulement)

61850-90-4, Communication networks and systems for power utility auton
4: Network engingering guidelines (disponible en anglais seulement)

39-1, Réseaux industriels de communication — Réseaux d'automatisme
ilité — Partie~1: Concepts généraux et méthodes de calcul

E 61850-9-3:—, Communication networks and systems for power utility auto
: Precision time protocol profile for power utility automation (proposed IEC 8

3), (disg

sein du

£ ou en
our les
ées, la
entuels

reté de

ent and

ation —

B haute

mation -
1850-9-

anible en anglais qpnlpmpnt)1

ISO/IEC/IEEE 8802-3:2014, Standard for Ethernet (disponible en anglais seulement)

IEEE 802.1D:2004, IEEE Standard for Local and metropolitan area networks — Media Access

Control

(MAC) Bridges (disponible en anglais seulement)

IEEE 802.1Q:2014, /[EEE Standard for Local and metropolitan area networks — Media Access
Control (MAC) Bridges and Virtual Bridge Local Area Network (disponible en anglais
seulement)

1T A paraitre.
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IETF RFC 2578, Structure of Management Information Version 2 (SMiv2) (disponible en
anglais seulement)

IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management
Protocol (SNMP) (disponible en anglais seulement)

3 Termes, définitions, abréviations, acronymes et conventions

3.1 Termes et définitions

Pour les besoins du présent document, les termes et définitions donnés dans I'lEC 60050-191

td o on420..4 H H L H 4 L] |H 4
el aans rr=CozZao =1, amstaueresS—sttvantsS,—Sapprquent

3.1.1
réle grgnd maitre
horlogelordinaire ou horloge frontiére capable de jouer le réle de grand majtre

Note 1 a [farticle: Une horloge a réle grand maitre n'est pas forcément reliée a une source d'heure reconpue.

3.1.2
intercohnexion
liaison gntre deux hiérarchies de réseaux

3.1.3
imprécision temporelle du réseau
imprécigion temporelle évaluée ou estimée entre)>une horloge esclave et le signal de
référenge temporel des horloges grands maitres,@n fonction de la pire topologie résedu

3.1.4
RedBo
appareil qui permet de connecter des neeuds a une seule association a un réseau redgndant

3.1.5
QuadBox
appareil a quatre ports qui permet de connecter deux anneaux HSR homologues, agitff comme
un nceufl HSR dans chaqueranneau et peut filtrer et transmettre le trafic d'anneau en anneau

3.1.6
trame HSR
trame qli transporte EtherType en tant que HSR_ethertype

3.1.7

Iogiqu de—commutation

matériel qui transmet une trame d'un port a un autre et peut fournir la commutation a la volée

3.1.8

erreur de temporisation

écart par rapport a la référence temporelle utilisée pour mesurer la synchronisation, évaluée
sur un court intervalle de temps

3.1.9

imprécision temporelle

erreur de temporisation qui n'est pas dépassée par 99,7 % des mesures, évaluée sur une
série de 1 000 mesures (environ 20 min) en régime établi

Note 1 a I'article: Dans le présent document, les mots "ponts" et "pontage" sont respectivement synonymes des
mots "commutateurs" et "commutation” lorsqu'ils s'appliquent a une connectivité de couche 2.
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Abréviations et acronymes

Pour les besoins du présent document, les abréviations et acronymes donnés dans
I'"EC 62439-1, ainsi que les suivants, s'appliquent.

ARP
BC
BMCA

BOC
CoS
DAC
DABC
DAN
DANH

DANP

DATC
E2E
GMC
HC
HSR

IP
L2P2P
L3E2E
LAN
LLC
LRE
MAC
MC
MIB
ocC
P2P
PICS

PRP
PT
RCT
RSTP
SAN
SAC
SLTC
SNMP
TC
TCP
UDP
VDAN

Address Resolution Protocol (protocole de résolution d'adresse)
Boundary Clock (horloge frontiére, comme défini dans I'lEC 61588:2009)

Best Master Clock Algorithm, algorithme de la meilleure horloge maitre, comme
défini dans I'lEC 61588:2009

Boundary Ordinary Clock (horloge ordinaire frontiére)
Class of Service (classe de service (qualité de service de couche 2))

F)mlhly Attached Clock (hnrlngp a double zqenr‘intinn)

Doubly Attached Boundary Clock (horloge frontiére a double association)
Doubly Attached Node (nceud a double association)

Doubly Attached Node implementing HSR (nceud a double association de mise en
ceuvre du HSR)

Doubly Attached Node implementing PRP (nceud a double association de mise en
ceuvre du PRP)

Doubly Attached Transparent Clock (horloge transparente a double association)
End-to-End (entre extrémités (mesure du retard))
Grandmaster Clock (horloge grand maitre)
Hybrid Clock (horloge hybride)

High-availability Seamless Redundancy{ (redondance transparente| haute
disponibilité)

Internet Protocol (protocole Internet)

Layer 2 Peer-to-Peer (couche 2 enirehomologues)

Layer 3 End-to-End (couche 3 entre extrémités)

Local Area Network (réseau lgcal)

Link Layer Control (contréle’de couche de liaison)

Link Redundancy Entity (entité de redondance de liaison)

Medium Access Control (contrdle d'accés au support)

Master Clock (herlege maitre)

ManagementInformation Base (base d'informations de gestion)
Ordinary Clock (horloge ordinaire, comme défini dans I'lEC 61588:2009)
Peer to,Peer (entre homologues (mesure du retard))

Protocol Implementation Conformance Statement (énoncé de conformité de mise
en-eeuvre de protocole)

Parallel Redundancy Protocol (protocole de redondance en paralléle)

ProtecotFrpe{type-deprotecele)

Redundancy Check Trailer (queue de contrdle de redondance)
Rapid Spanning Tree Protocol (protocole STA rapide)

Singly Attached Node (nceud a une seule association)

Singly Attached Clock (horloge a une seule association)
Stateless Transparent Clock (horloge transparente sans état)
Simple Network Management Protocol (protocole simple de gestion de réseau)
Transparent Clock (horloge transparente, comme défini dans I'lEC 61588:2009)
Transport Control Protocol (protocole de contréle de transport)

User Data Protocol (protocole de données d'utilisateur)

Virtual Doubly Attached Node (nceud a association virtuelle double (SAN vu d'une
RedBox))
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3.3 Conventions

Cette partie de la série IEC 62439 applique les conventions définies dans I'lEC 62439-1.

4 Protocole de redondance en paralléle (PRP)

4.1 Principe de fonctionnement du protocole PRP

411 Topologie du réseau PRP

Ce protocole de redondance met en ceuvre la redondance dans les noeuds plutét que dans le
réseau (voir les définitions de I'lEC 62439-1), a l'aide de nceuds a double association qui

obéissept & PRP (les DANP).

Un DANP est associé a deux réseaux locaux (LAN) indépendants de topolagie sfmilaire,
nommés LAN_A et LAN_B, qui fonctionnent en paralléle. Un DANP source'envoie la méme
trame slur les deux LAN et un DANP de destination la recgoit des deux.LAN dans ¢in délai
donné, (itilise la premiére trame et rejette le doublon.
La Figure 1 présente un réseau redondant composé de deux réseaux locaux qui peuvent
avoir une topologie quelconque, en arbre, en anneau ou maillée,\par exemple.
source
B-frame DANP
A1 A-frame at N N\
- [g (] (] \ [} L}
) ‘
(T ITTTTT11 L]
S oo
bridged local area bridged local area
network (ring) network (tree)
LAN_A
A
bridge = ] bridge '
(ITTTTTTTT] (T T ITT I ] (I TTTTTITT]
R r Y s=s s P
: ‘ *
o * . 3 .
A2 RedBox SAN SAN
B1 B2
LT T}
l'l l'l I'I ] I
A-frame B-frame
SAN SAN
DR DA R1 R2
destination
IEC
Anglais Francais
A-frame trame A
B-frame trame B
bridge pont
bridged local area network (ring) LAN ponté (anneau)
bridged local area network (tree) LAN ponté (arborescence)

Figure 1 — Exemple PRP de réseau redondant général

Les protocoles des deux LAN sont identiques au niveau MAC-LLC, mais ils peuvent différer
en termes de performances et de topologie. Les retards de transmission peuvent aussi étre
différents, en particulier si I'un des réseaux se reconfigure, a l'aide du protocole RSTP, pour

remédier a une défaillance interne, par exemple.
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Les deux LAN suivent des regles de configuration qui permettent le bon fonctionnement des
protocoles de gestion de réseau, comme les protocoles ARP et SNMP.

Les deux LAN ne sont pas connectés entre eux et sont considérés comme indépendants en
cas de défaillance. La redondance peut étre compromise par des points de défaillance
uniques, comme une alimentation commune ou une connexion directe dont la défaillance
provoque la panne des deux réseaux. Les directives d'installation de ce document donnent a

I'installateur des lignes directrices pour assurer I'indépendance en cas de défaillance.

4.1.2

LAN PRP avec topologie linéaire ou en bus

Pour une topologie plus simple, la Figure 2 présente un réseau PRP constitué de deux

réseau

DANP DANP DANP DANP
% % %

10CaUX avel une topologle lneaire, qui peut aussl etre une topoliogie en bus.

ANP

Figure

41.3

Les deu

La redo|
celui qu

LAN PRP avec topologie en*anneau

X LAN peuvent présenter une topologie en anneau; voir Figure 3.

e définit I'lEEE802.1D ou d'autres protocoles de I'lEC 62439.

ndance dans chaque anneau est assurée par un mécanisme différent, par ¢

R LAN_B =

IEC

2 — Exemple PRP de réseau redondant constitué de deux LAN (topologie ¢n bus)

bxemple
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DANP

.!
|

bridge

;!

1 bridge +

bridge

1 bridge T
II|II

 —

[TT11}

DANP

DANP

EDANP

T

b

DANP

UI-\

RedBox

SA

EDANP SAN SAN
IEC
Anglais Frangais
bridge pont
Figure 3 — Exemple PRP d'anneau redondant avec des SAN et des DANP
4.1.4 Structure des nceuds DANP
Chaque| nceud dispose de deux ports qui fonctionnent en paralléle et sont assodiés aux
mémes |couches supérieures de la pile de communication via I'entité LRE (Link Redéindancy
Entity, gntité de redondance de liaison), comme le montre la Figure 4.
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DANP 2

hard real-time

uoP | TCP

hard real-time | UDP | TCP

stack network layer stack network layer
same data v : T
link layer < Link Redundancy Entity Link Redundancy Entity
interface — /R\
network portA port B port A port B
adapters Tx Rx Tx Rx Tx Rx T« Ry

s | A9 ]
vV A N vV A I A&

transceivers

i I

Francgais

D

LAN_A
LAN_B

=

IEC

Anglais

upper layers couches_ supgérieures

hard red|l-time stack pile enntemps réel dur

network [layer couche réseau

same ddta link layer interface méme interface de couche de liaison de données

Link Requndancy Entity Entité de redondance de liaison

network |adapters cartes réseau

transceiyers émetteurs-récepteurs
Figure 4 — PRP'avec deux DANP qui communiquent
Pour la tommunication de.base, I'entité LRE présente dans ses couches supérieures lg méme

interfacgé qu'un adaptatetryreseau non redondant. Les couches supérieures ne reconnaissent
donc pas la redondance.

L'entité LRE a deuX fonctions: le traitement des doublons et la gestion de la redondancge.

queue de.contréle de redondance (RCT) avec un numéro de séquence, puis envoie |a trame
par ses deux ports pratiguement en méme temps. Les deux trames sont pratiquement
identiques, sauf leur identificateur LAN (et la somme de contrdle).

Lorsqu';lle recoit une trame des couches supérieures du nceud, I'entité LRE Iui ajoute une

Les deux trames transitent par les deux LAN avec des retards différents et arrivent
pratiquement au méme moment au nceud de destination.

Lorsqu'elle regoit des trames du réseau, I'entité LRE transmet la premiére trame regue d'une
paire aux couches supérieures de son nceud et rejette le doublon (s'il arrive). Elle supprime
la RCT, si cela est exigé.

Pour gérer la redondance et vérifier la présence d'autres DANP, une entité LRE envoie
régulierement des trames PRP_Supervision et peut évaluer celles envoyées par
d'autres DANP.
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4.1.5 Association PRP de nceuds a une seule association

Les nceuds a une seule association (SAN) peuvent étre associés de deux maniéres:

Les SAN ne peuvent étre associés directement qu'a un seul LAN. Ce type de SAN ne peut
communiquer qu'avec d'autres SAN sur le méme LAN. Par exemple, a la Figure 1, SAN A1
peut communiquer avec SAN A2, mais pas avec SAN B1 ou SAN B2. Les SAN peuvent
communiquer (de maniére non redondante) avec tous les DANP.

Les SAN peuvent étre associés par l'intermédiaire d'un boftier de redondance (RedBox) aux
deux LAN, comme l'indique la Figure 1 pour SAN R1 et SAN R2 (voir aussi 4.1.9). Ces SAN
peuvent communiquer avec tous les DANP et SAN, SAN A1 et SANR1 peuvent
commuiffquer, par EXempie.

NOTE Lgs SAN ne reconnaissent pas la présence de PRP. Ce sont par exemple des ordinateurs ou des
impriman{es disponibles dans le commerce.

Dans cprtaines applications, seuls les appareils essentiels pour la disponibilité [doivent
disposef d'une association double, les postes de travail des opérateursyxpar exemplg, tandis
que la majorité des appareils sont des SAN. Un DANP peut tirer parti“de l'infrastrugture de
base dy protocole PRP pour étre associé a deux ponts différents(du méme LAN (un pnneau,
par exemple) et utiliser des protocoles autres que PRP pour recanfigurer le réseau en cas de
défaillance. Le DANP se comporte alors comme un pont, conformément a I'lEEE 802|1D. Par
exemple, I'élément de pont peut mettre en ceuvre le protocele RSTP ou un sous-epsemble
de RSTP, ou aucun trafic n'est transmis entre les ports™\Ces capacités facultatives |[ne sont
pas détaillées dans le présent document. Le mode prisien’charge est spécifié a I'Article 6.

4.1.6 Compatibilité entre les nceuds a une seule association et a double assodiation

Les noguds a une seule association (SAN),vpar exemple, les ordinateurs portaples de
maintenjance ou les imprimantes d'un LANgpeuvent étre connectés a n'importe quel LAN. Les
ponts dont toujours des SAN. Un SAN\“connecté a un LAN ne peut pas comnjuniquer
directemnent avec un SAN connecté(a l'autre LAN. Ces SAN ne reconnaissent|pas la
redondgnce PRP, mais les DANP génerent un trafic que ces SAN comprennent.

La condition est toutefois que“les SAN ignorent la RCT dans les trames, ce qui esf le cas
puisqu'dn SAN ne peut pas distinguer la RCT du remplissage Ethernet.

Inverseiment, les DANR_comprennent le trafic généré par les SAN, puisque ceux-ci n'pjoutent
pas de|RCT. lls ne-transmettent qu'une trame a leurs couches supérieures, car |e trafic
des SAN utilise un{seul LAN.

4.1.7 Gestion du réseau

Un ncetod—possedetaméme adresse MAC—sur tes deux ports—et—um—seut—ensemble
d'adresses IP est affecté a cette adresse. La redondance est donc transparente pour les
couches supérieures, ce qui permet en particulier au protocole ARP de fonctionner de la
méme maniére qu'un SAN. Les ponts d'un LAN ne sont pas des appareils a double
association. Tous les ponts gérés possédent donc des adresses IP (et MAC) différentes. Un
outil de gestion de réseau est de préférence un DANP qui peut accéder aux nceuds et aux
ponts des deux LAN.

4.1.8 Implication sur I'application

Quand la méme trame provient de deux ports dont la différence de temps est significative,
dans certains cas exceptionnels, une trame pourrait étre par erreur rejetée comme doublon. Il
existe par conséquent un mécanisme qui élimine les trames au bout d'un certain temps. Ce
mécanisme de vieillissement a dans de rares cas pour effet que les deux doublons sont
acceptés. La couche de transport (par exemple, TCP) doit alors filtrer le doublon ou
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I'application doit tolérer le doublon. Ce cas est normal, puisqu'un LAN ne garantit pas
I'absence de doublons.

Le mécanisme de vieillissement prend en compte le taux maximal de répétition des trames et
la différence la plus défavorable dans le retard de propagation, comme décrit en 4.1.10.3.

4.1.9 Transition vers des réseaux non redondants

Le mécanisme de rejet des doublons peut étre mis en ceuvre par une RedBox qui assure la
transition entre un SAN et les LAN doublés, comme le montre la Figure 5 La RedBox simule
les SAN connectés derriére elle (VDAN ou DAN virtuels) et diffuse en multidiffusion des
trames de supervision en leur nom. La RedBox, elle-méme un DANP, posséde sa propre
adresse[TP—a des filns de gestion, meme S elfe  peut aussi executer des _fonctions
d'application.

non-redundant network

o
(TTTTTTTT]

singly attached nodes ! A
‘ ¥ local
Tx Rx application
port C TCP/IP
SNMP
RedBox
LRE
A\ I—, |—I
\@ port A port B
Tx Rx Tx Rx
I I I I
transceivers v A v A

LAN (A
EANS B
IEQ
Anglais Frangais
bridge pont
non-redundant network réseau non redondant
singly attached nodes nceuds a une connexion
local application application locale
transceivers émetteurs-récepteurs

Figure 5 — RedBox PRP, transition d'un LAN simple vers un LAN double

4.1.10 Gestion des doublons
4.1.10.1 Mode d'acceptation des doublons (essai seulement)

Le mode d'acceptation des doublons est utilisé a des fins d'essai; il permet de vérifier que les
doublons sont écartés par la couche de liaison, pas par les protocoles de couche supérieure.
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En mode d'acceptation des doublons, un émetteur est configuré pour envoyer une trame
normale vers les deux ports.

En mode d'acceptation des doublons, un récepteur est configuré pour accepter et transférer
les deux trames (si elles sont arrivées) a ses couches supérieures.

Un nceud indique son mode (acceptation/rejet des doublons) dans ses trames de supervision.

NOTE Les couches supérieures rejettent aussi les doublons, mais moins efficacement que la couche de liaison.

4.1.10.2 Mode de rejet des doublons

4.1.10.2

Pour permettre aux récepteurs de détecter les doublons, la LRE émettrice ajouté™un ¢

6 octets

La LRE

détecter les doublons. Elle ne transfére que la premiére trame d'une ‘paire a ses

t—Principe

avec un numéro de séquence, RCT, aux 2 trames, comme le montre la Eigure

réceptrice utilise le numéro de séquence de la RCT et I'adressg MAC sour

hamp a
6.

ce pour
couches

supérielires. Pour délester le processeur d'application, la LRE\Cpeut étre dot¢e d'un

préproc
Le fait
(premié

La RCT

e num

e iden

o taillg de trame de 12 bits (LSDUsize);

e suffi

bsseur indépendant, d'un contréleur Ethernet intelligent ou'dé matériel.

re) trame a sa couche supérieure.

est composée des champs suivants:

gro de séquence de 16 bits (SeqNr);
tificateur de LAN de 4 bits (Lanld);

ke de 16 bits (PRPsuffix).

A ]

v

d'assurer le suivi des doublons permet aussi ,d@méliorer la supervisiof de la
redondgnce. Le récepteur peut éventuellement supprimer la RCT, puis transf

érer la

octet position 0 6 12 14 . —
destination source LT LSDU / / SeqNr % LsSiEeU Eulifl; l
B time
frame without redundancy control Redundancy Control Trailer
IEC
Anglais Francais
octet position position d'octet
preamble préambule
LSDU size taille LSDU
PRP suffix suffixe PRP
time temps
frame without redundancy control trame sans contrdle de redondance
Redundancy Control Trailer queue de contrdle de redondance
Figure 6 — Trame PRP étendue par une RCT
La LRE envoie les deux trames (pratiquement identiques) sur les deux LAN.
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La LRE de réception peut ensuite détecter les doublons en fonction de la RCT.

NOTE 1 Cette méthode considére que des SAN sont aussi présents sur le réseau et que les trames envoyées par
les SAN peuvent étre rejetées par erreur en tant que doublons, car leur champ de fin affiche le suffixe PRP correct,
le méme numéro de séquence et la méme taille. Les SAN envoient cependant les trames sur un seul LA. Leur
adresse MAC source ne sera donc pas identique a celle d'une trame sur l'autre LAN, de sorte qu'une trame issue
d'un SAN ne sera jamais rejetée.

NOTE 2 La réception d'une RCT bien formée ne prouve pas que le nceud source est un DANP. Un DANP accepte
la trame méme si le chemin est incorrect.

4.1.10.2.2 Utilisation de PRPsuffix

PRPsuffix identifie les trames PRP et les distingue des autres protocoles qui ajoutent aussi
une qudue a feurs donnees utiles.

4.1.10.2.3 Utilisation de LSDUsize
Le champ LSDUsize de 12 bits contient la longueur de ['unité de données de sefvice de
liaison (LSDU) en octets. Il permet au récepteur de distinguer les trames'PRP des trames non
redondgntes aléatoires dans le cadre d'un contrdle supplémentaire.
Dans lgs VLAN, des balises VLAN de trame peuvent étre ajodtées ou supprimées|lors du
transit yia un pont. Pour que le champ de longueur soit indépendant du balisagg VLAN,
seules |a LSDU et la RCT sont prises en compte dans LSDUsize, comme le mpntre la
Figure 7.
octet podition 0 6 12 14 16 - V_ ™
N k]
destination source § % ET Q{}_SDU // SegNr (:% LsSizDeU SU?Z l
rr
- ~ -~ time
RCT
IEC
Anglais Frangais
octet pogition position d'octet
LSDU sige taille LSDU
PRP suffix suffixe PRP
time temps
preamblg préambule
Figure 7 — Trame PRP a étiquette VLAN étendue par une RCT

Si le récepteur détecte que la trame est fermée par le suffixe PRP correct, que les 12 bits qui
précédent le suffixe PRP correspondent a la taille LSDU et que l'identificateur de LAN
correspond a celui du port destinataire, la trame est candidate au rejet.

Comme les trames courtes doivent disposer d'un remplissage pour atteindre la taille de trame
minimale de 64 octets, I'émetteur inclut déja le remplissage pour éviter d'analyser la trame a
partir de la fin, comme le montre la Figure 8 La taille de trame minimale est étendue a
70 octets, car I'entité LRE ou une RedBox peut supprimer la RCT.
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octet position 0 6 12 14 ) m 70
- destination source LT LSDU // :}‘;}aﬁ;ﬁ: SeqNr % LSSiIZDeU spjiflljx l
/ - ~N -~ time
RCT
IEC
Anglais Frangais
octet poFmon position d octet
LSDU si|ze taille LSDU
PRP suffix suffixe PRP
time temps
preamblg préambule
padding remplissage

Figure 8 — Trame remplie PRP fermée paraine RCT

La taille]du remplissage est portée a 74 octets si une balise, VEAN est utilisée.

NOTE Une trame a balise VLAN peut traverser plusieurs ponts, ¢€ qui supprime ou insére des balises|VLAN. Si
I'émetteul respecte la régle Ethernet pour envoyer des trames d'une taille minimale de 68 octets pour une trame a
balise VLAN et de 64 octets pour une trame sans balise VLUAN] il n'y aura pas de situations dans legquelles il
existe un remplissage avant et aprés la RCT.

4.1.10.2.4 Utilisation de Lanld

Le champ Lanld de 4 bits de la RCT transporte un identificateur différent pour LAN_A ou
LAN_B,| notamment les codes 10104(*A") et 1011 ("B"). La trame A et la trame B different
donc d'un bit (et au niveau de 1a~ECS). Le récepteur vérifie que la trame provient|du LAN
approprjé. Il ne rejette pas une trame qui provient du mauvais LAN, car il pourrait s'agir d'une
trame lggitime dont le suffixe.PRP et les informations de longueur se trouvent dans les
28 dernfers bits, mais il incrémente le compteur d'erreurs CntErrWrongLgnA ou
CntErrWrongLanB, ce gqui’indique une erreur de configuration. Ce type d'erreur est
permanent. Il est doncrapidement détecté.

4.1.10.2.5 Utilisation de SeqNr

Le champ Se@Nr de 16 bits est incrémenté de un pour chaque trame qu'un DANP enpoie. Le
doublet| {adresse MAC source, numéro de séquence} identifie de maniére unique les
différenies Copies d'une méme trame.

4.1.10.3 Algorithme de rejet des doublons et configuration

L'algorithme de rejet des doublons n'est pas spécifié. Par exemple, des tables de nceuds, des
tables de hachage, le principe de FIFO ou le suivi des numéros de séquence peuvent étre
utilisés. Quel que soit l'algorithme, il est congu de maniére a ne jamais rejeter une trame
légitime alors que l'acceptation occasionnelle d'un doublon peut étre tolérée. Comme le
champ SeqNr de 16 bits est remis a zéro aprés 65 536 trames et que les numéros de
séquence ne sont pas nécessairement contigus, les entrées qui ont dépassé une durée
EntryForgetTime spécifiée sont purgées.

La Figure 9 représente les conditions de rejet ou d'acceptation des trames.

Le temps ty,, est la difféerence de temps entre les arrivées des deux copies de la méme
trame (du LAN A au LAN B et du LAN B au LAN A) dans un cas particulier.
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Le temps maximal ty..max €Ntre deux copies est une propriété réseau, estimée par le
concepteur réseau a partir du nombre de ponts et du trafic pour une application particuliére,
par exemple 12 ms.

Le temps t4.5min €St 'intervalle minimal possible entre deux trames légitimes différentes avec
le méme numéro de séquence (aprés 65 536 incréments) dans une application particuliére.

NOTE Un nceud qui se réinitialise avec un numéro de séquence arbitraire pourrait toutefois causer un

raccourcissement du temps taliasmins COMMe cela sera détaillé ultérieurement.

Dans un reseau 100 Mbit/s, t,,smin €St l'intervalle minimal théorique de répétition de trames
de la plus petite trame (64 octets) issue de la méme source (65 536 x6,72 us) = 440 ms.

Dans un réseau 1 Gbit/s, t,izsmin S'€l€ve a 44 ms.

Cela constitue la situation la plus défavorable, car les applications envoieni.farement des
trames ¢e taille minimale de maniére contigué.

EXEMPLE: Un appareil IEC 61850-9-2 qui envoie des trames de valeurs échantillonnées a 4,8 kHz prégentera un
=[3s.
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t resideMin !

resideMax

A A A

[— tskew2 < fresidenceMax

\ 4

l— t skew! = tresideMin —

¢ tresideMin < fskew1 <t residelMax >

Y

tskew1 > fresideMax

IEC
Figure'9 — Limites de I'algorithme de rejet de doublons

En congidérant un~appareil, les entrées qui figurent dans la liste de doublons demeurent
enregisirées dutant un temps qui varie entre t gigemin €t fresiqemax- C€S valeurs déperdent de
la mise| en eeuvre, elles sont appropriées pour un certain nombre d'applications |et elles
peuvenf dépendre du trafic si la taille de la liste est limitée. Il est recommandé |que les
valeurs et _....no. SOjent réglables selon le débit de données

resStaeivra

HAPN W H
reStaeivit

Les cas suivants de la Figure 9 sont considérés dans le Tableau 1:
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Tableau 1 — Cas de rejet des doublons

Cas Condition Description
Cas 1 t >t o Le doublon est toujours rejeté.
skew ™ resideMin Cette situation est souhaitable.
Cas 2 trosidemin < fskewt < Le doublon n'est parfois pas rejeté si I'entrée a été purgée.

) Cette situation est tolérée si elle reste occasionnelle.
resideMax

t

Cas 3 t Le doublon n'est jamais rejeté, il est traité comme une nouvelle trame et il
crée une nouvelle entrée dans la liste des doublons.
Cette situation ne se produit jamais si le réseau a été correctement

dimensionné avec (t <t

skew1 ~ lresideMax

skewMax resideMax)'

Cas4 |t t Le doublon n'est jamais rejeté, mais une trame légitime est rejetée, car
rentree creece par le LAN B eSSt el CoONntiit avec T'allas du LAN A. Uellp

situation ne se produit jamais si les nceuds sont correctement conguk.

skew?2 > resideMax

Cas 5 t Le doublon est rejeté pour la mauvaise raison, mais cela ne.cempromet pas
I'exploitation.
Cette situation ne se produit jamais si les noeuds ont été correctement

congus.

skew2 ~ taliasMin

Les conditions d'un fonctionnement correct sont les suivantes:
— Pour l'ingénieur réseau:
tskeqMax < (faliasmin)/2 (pas d'alias)
— Pour l'ingénieur appareil:
t
t

>t x (reconnait tous les doublons).et

resigeMin skewMa

residemax < (taliasmin)/2 (€mpéche les rejets non souhaités)

En pratique, f.o5iqemin €5t SOUVent donné par lesnombre de trames conservées dans le|tampon
et dépend donc du trafic, tandis que t,o5iqeniax €St 9éré par un temporisateur. Cette vgleur est
réglablg par le biais du paramétre de gestion IreDupListResideMaxTime (voir Article 7

Un noeud qui se réinitialise pourrait\générer des alias a un intervalle inférieur a t,;,5mih, car le
numéro|de séquence au redémartrage est arbitraire. Pour permettre au temps de I'ensemble
des noguds de destination possibles de vider toutes les entrées du nceud de la liste des
doublons, un nceud peut ne’ pas se réinitialiser plus vite que NodeRebootinteryal (voir
Tablead 8). NodeRebootinterval vaut pour tous les nceuds du réseau; il est donc indépendant
de la vitesse de liaison.

Tous le$ nceuds. vident donc leurs entrées avant NodeRebootlnterval. Le temps de résidence
maximal d'une._entrée quelle que soit la vitesse (et la valeur det est
EntryForgetTime.

resideMax)

La valeur—pardefaut—d'EntryForgettime dans—te—Tableau 8400 ms)permet—=em—principe
un fgewmax d€ 800 ms, en prenant pour hypothése un t,;smin de 1 600 ms. Cela convient a
toutes les applications envisagées.

Pour satisfaire aux équations ci-dessus, f..siqemax €5t gé€néralement beaucoup plus petit que
EntryForgetTime, notamment dans les réseaux 1 Gbit/s.

4.1.10.4 Restriction de taille des trames

L'ajout de la RCT peut générer des trames surdimensionnées qui dépassent la valeur
maxValidSize prévue par I'l'SO/IEC/IEEE 8802-3:2014 (1 522 octets).

Il est donc prévu que chaque composant de réseau des LAN prenne en charge les trames
surdimensionnées jusqu'au maxValidSize prévu par I'lSO/IEC/IEEE 8802-3:2014 plus 6 octets
de la RCT (1 528 octets).
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NOTE Beaucoup de ponts sont dimensionnés pour des trames a double balise VLAN (Q-in-Q) d'une taille
maximale de 1 526 octets. La plupart des contréleurs Ethernet sont certifiés jusqu'a 1 528 octets. Les ponts
transferent correctement les trames jusqu'a 1 536 octets.

4.1.11 Supervision du réseau

L'état de chaque LAN et des appareils associés (nceuds et ponts) est surveillé, sans quoi la
redondance a peu d'utilité.

Le récepteur vérifie que les trames sont correctement regues sur les deux canaux. Il gére les
compteurs d'erreurs que la gestion de réseau peut lire.

A cette fin, les émetteurs et les récepteurs peuvent gérer des tables qui enregistrent I'heure
de réception de la derniére trame en provenance d'un autre nceud, I'heure d'envoi d;une trame
de multidiffusion ou de diffusion et d'autres informations de protocole.

La supervision repose sur chaque DANP qui envoie régulierement une|l trame
PRP_Sudpervision qui permet de vérifier I'intégrité du réseau et la présence’/des nceuds. Dans
le méme temps, ces trames permettent de vérifier quels appareils\\sont des DANP, les
adresses MAC qu'ils utilisent et le mode d'exploitation qu'ils prennent.en charge: accegpter les
doublons ou rejeter les doublons.

4.1.12 | Interface de gestion de la redondance

Les appareils et les liaisons redondants sont inutiles en J'absence d'une gestion de réseau qui
supervige la redondance et qui exige des actions de maintenance.

La LRH présente une interface de gestion de“réseau qui permet de suivre llétat de
chaque [LAN, en particulier de détecter rapidement les défaillances lorsque le taux [d'erreur
augmenite. A cette fin, la LRE gére pour chagque port un compteur des messages regus et des
messages regus avec une erreur.

Les étafs du LAN apparaissent sous<forme d'objets SNMPv1 ou SNMPv2/v3, ce quif permet
aux mémes outils de gérer les nceuds et les ponts.

4.2 Slpécifications du protocole PRP
4.2.1 Lignes directrices d'installation, de configuration et de réparation
4211 Généralites

Les lignes directrices suivantes s'appliquent lors de l'installation. Elles ne s'appliguent pas
aux esspis de‘conformité des appareils.

4.2.1.2 "—Dispesition-desLAN

Le réseau doit étre composé de deux LAN avec des propriétés similaires: chacun peut
transporter le trafic qui existerait en I'absence de redondance.

Le DANP doit étre associé aux deux LAN.

Les SAN qui ont besoin de communiquer entre eux doivent étre associés au méme LAN ou
aux deux LAN via une RedBox.

4.2.1.3 Etiquetage des cables

Les deux LAN doivent utiliser des cables clairement identifiés A et B.

Si des couleurs sont utilisées pour identifier les cables, il convient d'utiliser la couleur rouge
pour A et la couleur bleue pour B.
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NOTE L'objectif est de permettre aux personnes ne percevant pas les couleurs de les distinguer.

4.21.4 Identification des ponts

Il convient que les ponts des deux LAN aient une étiquette ou une couleur distincte pour A
et B.

4.21.5 Fonctionnement indépendant

La disposition des deux LAN doit étre adaptée a I'hypothése d'indépendance en cas de
défaillance.

4.2.1.6 Configuration

Tous le$ DANP doivent étre configurés avec la méme valeur LifeChecklinterval (voir4.p

4.2.2 Adresses MAC monodiffusion

Les porfs A et B d'un DANP doivent étre configurés avec la méme adresse-MAC.

Cette adresse MAC doit étre unique au sein du réseau.

Les SAN connectés a un seul LAN ne doivent pas avoir la méme adresse MAC qu'un autre
nceud dp réseau global (LAN_A plus LAN_B).

4.2.3 Adresses MAC multidiffusion

Tous lep nceuds du réseau doivent étre configurés de maniére a utiliser la méme

multidiffusion pour la supervision du réseau (voir'4.3).

4.2.4

Les adr
(LAN_A

NOTE 1

Un DAN

Les pon
adresse
emplace

NOTE 2

Adresses IP

bsses I[P de chaque noeud ou de chaque pont doivent étre uniques dans tout Ig
plus LAN_B).

L'unicité s'applique a toutés les adresses IP d'un appareil.

P doit avoir les mémes adresses IP vu du LAN_A ou vu du LAN_B.

ts sur le LAN_A et le LAN_B sont considérés comme des SAN et doivent a
s IP differentes pour la gestion du réseau, méme s'ils occupent le
ments

réseau

voir des
méme

Un‘schéma possible consiste a distinguer les adresses IP d'un bit, c'est-a-dire a allouer les ad

resses IP

paires au

4.2.5

4.2.51

appareils CAN_A et les adresses 1P impaires aux appareils LAN_B, par exemple.
Nceuds

Types de nceuds

Les nceuds a double association conformes au protocole de redondance en paralléle (DANP)
doivent avoir deux ports (port A et port B) dotés des mémes capacités; ils pourraient
notamment étre utilisés seuls si un seul LAN était connecté, puisque le port A est connecté a
LAN_A et le port B a LAN_B.

Les nceuds a une seule association (SAN) ne disposent que d'un seul port pour ce protocole.

Aucune

exigence particuliere ne s'applique a eux.
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Etiquetage des connecteurs

Le Paragraphe 4.2.5.2 s'applique a un DANP qui utilise deux LAN de nature similaire.

Les connecteurs de chaque LAN doivent étre étiquetés explicitement comme A et B.

Lorsque les connecteurs sont placés verticalement, il convient que le LAN_A soit le
connecteur supérieur et que le LAN_B soit le connecteur inférieur en position normale de

I'appare

Lorsque les connecteurs sont placés horizontalement, il convient que le connecteur de
gauche soit le LAN A et que le connecteur de droite soit le LAN B, depuis le c6té ou les

cables qu les fibres sont branchés.
Les connecteurs redondants doivent pouvoir étre retirés et mis en place indépendamment.
4.2.6 Mode d'acceptation des doublons (essai seulement)
4.2.6.1 Envoi
Un émsgtteur en mode d'acceptation des doublons doit envoyet/la trame qu'il regoitl de ses
coucheg supérieures sans la modifier sur ses deux ports,~afin que les deux| trames
apparaissent sur les LAN respectifs.
4.2.6.2 Réception
Un récepteur en mode d'acceptation des doublons®doit transférer les trames regues d'un port
vers seg couches supérieures.
NOTE Llacceptation des doublons est un réglage.d'essai qui n'est pas utilisé pour I'exploitation.
4.2.7 Mode de rejet des doublons
4.2.71 Ensemble de données_de surveillance
Un ncedd doit gérer un ensemble de données de surveillance constitué des éléments du
Tablea( 2.
Tableau 2 - Ensemble de données de surveillance
Nom d'objet Caractere Description
SendSeg obligatoire Numéro de séquence de 16 bits utilisé par ce nceud pour I'envpi
CntErrofA ‘et facultatif Pour chaque port A et B, compteur de 32 bits indiquant le nombre de
CntErronR trames erronées recues
CntReceivedA et facultatif Pour chaque port A et B, compteur de 32 bits indiquant le nombre de
CntReceivedB trames regues
CntErrWrongLanA et facultatif Pour chaque port A et B, compteur de 32 bits indiquant le nombre de
CntErrWrongLanB discordances
ActiveA et ActiveB facultatif Pour chaque port A et B, statut de la liaison de communication
NodesTable facultatif Table de tous les autres nceuds que ce noeud détecte
4.2.7.2 NodesTable

Un noeud peut gérer un NodesTable pour le besoin de la supervision du réseau. Si un
NodesTable est utilisé, il doit contenir les éléments donnés au Tableau 3 pour chaque entrée.
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Tableau 3 — Attributs de NodesTable

Argument Définition Type de données
MacAddress Adresse MAC du noeud source distant (6 octets) OctetString6
CntReceivedA Nombre de trames regues de ce nceud sur LAN_A Unsigned32
CntReceivedB Nombre de trames regues de ce noeud sur LAN_B Unsigned32
CntErrWrongLanA Nombre de trames regues de ce nceud avec un Unsigned32

identificateur LAN incorrect sur LAN_A

CntErrWrongLanB Nombre de trames recues de ce nceud avec un Unsigned32
identificateur LAN incorrect sur LAN_B

TimelLastSeenA Heure de réception de la derniére trame depuis ce TimeTicks
noeud sur LAN_A

TimelLaqtSeenB Heure de réception de la derniére trame depuis ce TimeTicks
nceud sur LAN_B

SanA True si le noeud distant est trés probablement un SAN Boolean]
accessible sur le port A

SanB True si le nceud distant est trés probablement un SAN Boolean1
accessible sur le port B

Un nceud doit supprimer une entrée NodesTable d'un autre nhogud lorsque le déla| écoulé
depuis la réception d'une trame de ce nceud sur TimelLastSeenA et TimelLastSeenB ¢épasse
NodeFofrgetTime (voir 4.5).

NOTE 1 |NodesTable est rempli par les trames regues et permet*de distinguer les SAN des DANP. Le tableau
NodesTalle permet a un nceud d'identifier un autre noceud comime' un SAN sur un seul LAN. Dans ce cas), le nceud
pourrait gnvoyer des trames sans RCT vers le port de ce LAN seulement. Un nceud sans NodesTable envoie
toujours tputes les trames avec une RCT sur deux ports, méme si la destination est un SAN. Dans des applications
présentar]t principalement du trafic de diffusion, I'impact sur le réseau est limité.

NOTE 2 |L'attribut clé de NodesTable est MacAddress, comme regu dans la trame PRP_Supervision enyoyée par
un DANP [ou une trame regue d'un SAN.

NOTE 3 |La plupart de ces attributs existent hon seulement en une instance par nceud physique disfant, mais
aussi en tant qu'instances distinctes pout chaque adresse de diffusion/multidiffusion utilisée par ce nogud. Dans
certains das, ils existent aussi pour chaque adresse de diffusion/multidiffusion utilisée par ce noeud (local).

NOTE 4 |TimeTicks est I'unité dettemps locale, pas un temps global.
4.2.7.3 Queue de contréle de redondance (RCT)

La RCT| (Redundaney Control Trailer) ajoutée aux trames DANP doit étre composée de six
octets, structurés.de la maniére suivante (dans I'ordre de transmission):

e un numéro* de séquence de 16 bits (SegNr) transmis avec les 8 bits de poids| fort du
pren|1ier octet qui refléte le compteur SendSeq (voir 4.2.7.1);

e un identificateur de LAN de 4 bits (Lanld) transmis comme les 4 bits de poids fort du
troisieme octet, qui transporte respectivement la séquence 1010 pour LAN_A et 1011 pour
LAN_B;

e une taille de LSDU de 12 bits (LSDUsize) dont les 4 bits de poids fort sont transmis dans
les 4 bits de poids faible du troisieme octet et dont les 8 bits de poids faible sont transmis
dans le quatrieme octet, ce qui indique la taille en octets de la LSDU entre la fin du champ
Protocol Type (PT), comme défini dans I'ISO/IEC/IEEE 8802-3:2014 and IEEE 802.1Q
(décalage d'octets 12-13 sans en-téte LAN ou 16-17 avec en-téte VLAN) et la RCT, a
I'exclusion du PT, ainsi que le remplissage possible et la RCT elle-méme;

e un PRPsuffix de 16 bits, défini sur Ox88FB.

NOTE 1 Le remplissage inséré avant la RCT est inclus dans la taille de LSDU.

NOTE 2 L'objectif est de faire en sorte que LSDUsize soit identique dans PRP et HSR.
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Envoi (mode de rejet des doublons)

1 Envoi

Lorsqu'il envoie une trame issue de ses couches supérieures, un nceud doit appliquer la
procédure ci-dessous:

has no

If the destination node is not registered as a SAN in the NodesTable or if the node

NodesTable

If the frame carries a IEEE 802.1Q tag and has a size smaller than 64 octets

(without FCS)

| pad the frame to 64 octets as specified in ISO/IEC/IEEE 8802-3:2014

[f the frame does not carry a IEEE 802.1Q tag and has a size smaller than 60
ctets (without FCS)
| pad the frame to 60 octets as specified in ISO/IEC/IEEE 8802-3:2014
fncrement SendSeq (see 4.2.7.1), wrapping over through 0;
bopend the 6-octet RCT with a LanId “A” for portA and LanID (MB?” for por{B;
bppend the 4-octet FCS;
send the frame with LanId “A” through portA and the frame with LanId “B
fhrough portB;
Else
bend the frame to the port(s) where the SAN isregistered;
NOTE 1 |Des noeuds simples ne disposent pas de NodesTable et n'enregistrent pas les nceud§ distants
comme DANP ou SAN. lIs ajoutent toujours la RCT et I'envoient sur les deux ports.
NOTE 2 |Le remplissage total a 70 octets (sans balise/MEAN) considére que la LRE ou une RedBok pourrait
supprimef la RCT a 6 octets. Le remplissage a 74 octets (avec balise VLAN) considére en outre du'un port
d'extrémifé pourrait supprimer la balise de priorité a.4octets. De cette maniére, la trame donnée a la destination
respecte la taille de trame minimale de 64 octets et la/RCT est toujours placée juste avant la FCS.
4.2.7.4.2 Temporisation
Il convignt que le décalage entre:l'énvoi des deux trames d'une paire soit réduit au minimum
pour réduire I'asymétrie entre les'retards de transmission.
En particulier, il convient que les trames en attente d'envoi soient retirées de la file d'attente
d'envoi i le port correspondant n'est pas opérationnel.
4.2.7.5 Récepteur (mode de rejet des doublons)
4.2.7.5.1 Réception
Lors dellaréception d'une trame sur un port le récepteur doit appliquer la procédure ci-

dessous:
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If the frame is erroneous,

increment the error counter of the respective port CntErrorsA or CntErrorsB
(see 4.2.7.1)

ignore the frame;

Else if the destination MAC address belongs to the reserved addresses in
IEEE 802.1Q-2004 Table 7-10,

| treat the frame at the link layer;

Else if the frame is a duplicate (see 4.2.7.5.2 and 4.2.7.5.3),

| discard the frame;

Else

| Forward the frame to the upper layers.

Les trgmes dont Il'adresse MAC de destination est conforme a (ltEEE 802.1Q:2014,
Tableay 8-1, Tableau 8-2 et Tableau 8-3 sont traitées au niveau de la,couche de liaispn et ne
sont pas supposées transporter de RCT, méme en cas d'envoi par un/DANP.

4.2.7.5.p Identification des trames associées au mode de rejet des doublons
Un récepteur doit identifier un doublon potentiel comme ung€ trame valide:

e donf les 16 derniers bits avant la somme de cohtréle correspondent au PRPsfuffix de
16 bjts,

e donf les 12 bits avant le PRPsuffix correspondent a la taille physique de la LJSDU (a
I'exglusion de ProtocolType PT, mais aveci’a RCT) et

e donflle Lanld correspond a l'identité LAN~du port de réception, 1010 (A) ou 1011 (B).
4.2.7.5.8 Méthode de rejet des doublons

La méthode de rejet des doublons ne doit pas rejeter une trame envoyée seule ou les deux
trames g'une paire. Exceptionnellement, les deux trames d'une paire peuvent étre trahsmises
aux couches de protocole supérieures.

La méthode de rejet des doublons doit oublier une entrée aprés EntryForgetTime (voir
Tablead 8).

4.2.7.5.4 Réception transparente

Un réceppteur-configuré pour TransparentReception (par défaut) ne doit pas supprimern la RCT
avant de transférer la trame a ses couches supérieures.

Un récepteur non configuré pour TransparentReception doit supprimer la RCT sur les trames
s'il a détecté la présence de la RCT.

4.2.7.5.5 Réception et NodesTable

Si le nceud prend en charge un NodesTable, il doit, a réception d'une trame, appliquer la
procédure ci-dessous:
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source

MAC address is not yet in the NodesTable,

If this frame is not a PRP_Supervision frame or a HSR Supervision frame and its

create an entry in the NodesTable for that source MAC address assuming it is
a SanA or a SanB, depending which LAN the frame arrives on;

Else i

f this frame is a PRP_Supervision frame

If its source is not yet in the NodesTable

create an entry in the NodesTable for that source assuming DANP

frame contents;

Duplicate Accept or Duplicate Discard according to the PRP Supervision

Else
update the source status to DANP Duplicate Accept or Duplicate Digcard;
record| the local time at which the frame was received in the TimeLastSeefA,
respecftively TimeLastSeenB fields of the NodesTable for that source;
incrempnt by one (wrapping through 0) the counters CntReceivedA, respectively
CntRecpivedB of the NodesTable for that source.
If it feceives the frame from LAN B from a node registered as ‘SanA, or over LAN A
from al node registered as SanB,
set SanA = SanB = 1 for that source;
If the| LanId does not match the identity of the porth
increment the CntErrWronglLanA, respective €ntErrWrongLanB counter of thp
source device.
NOTE 1 |La mise a jour de SanA et SanB permet de deplacer un SAN du LAN_A vers le LAN_B et inversement.
Dans ce ¢as, le DANP enverra les données sur les deux'LAN et, aprés NodeForgetTime, limitera I'env¢i au LAN
approprié
NOTE 2 |La réception d'une RCT bien formée-n'est pas un critére suffisant pour déclarer sa source er tant que
DANP, cefrtains protocoles répondant avec uné trame identique a celle regue.
4.3 Trame PRP_Supervision
4.3.1 Format de la trame PRP_Supervision
Chaque|DANP doit diffuser en multidiffusion une trame PRP_Supervision sur chacur| de ses
deux ports au format spécifié au Tableau 4 (pas de VLAN) ou au Tableau 5 (ave¢ VLAN)
respectivement, a-une fréquence déterminée par LifeChecklnterval (voir 4.5).
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o B~ N O

10
12
14
16
18
20
22
24
26
28
30
32
34
36

60
62
64
66
68
70

Tableau 4 — Trame PRP_Supervision sans balise VLAN

0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
1 ] | ww o]
PRP_DestinationAddress = multidiffusion (01-15-4E-00-01-XX)
| Isb ‘
|msb | UL | o |
SourceAddress (adresse MAC du nceud)
| Isb ‘
SupEtherType = 0x88FB
SupPath ‘ SupVersion < 64
SupSequenceNumber
TLV1.Type = 20 ou 21 TLV1.Length =6
| msb | un | o
MacAddress (adresse MAC du DANP)
Isb ‘
TLV2.Type = 30 \@\J.Length =6
[ msb [ un | o 6\\"
RedBoxMacAddress Q
Isb O
TLVO.Type = 0 TLVO.Length =0
Remplissage a 70.octets (pas de VLAN)
SeqNr
Lanlgd (0x1010 ou 0x1011) LSDUsize = 52
PRPsuffix = 0x88FB
FCS
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Tableau 5 — Trame PRP_Supervision avec balise VLAN (facultative)

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
3 I N N R R P TR TE
2 PRP_DestinationAddress = multidiffusion (01-15-4E-00-01-XX)
4 | 1sb |
6 ‘ msb ‘ u/L ‘ 0 |
8 SourceAddress (adresse MAC du nceud)
10 | 1sb |
12 PT (0x8100 pour VLAN)
14 prio ‘ cti ‘ vlan_identifier '\Q)
16 SupEtherType = 0x88FB
18 SupPath ‘ SupVersion < 64
20 SupSequenceNumber
22 TLV1.Type = 20 ou 21 TLV1 llength = 6
24 | msb | UL | o
26 MacAddress (adresse MAC du DANP)
28 Isb ‘
30 TLV2.Type = 30 <§< TLV2.Length = 6
32 [ msb [ un | o N N
34 RedBoxMac @ess
36 fse |
38 TLVO.Type =0 TLVO.Length =0
Remmplissage a 74 octets (VLAN)
64 C,}\V SeqNr
66 | Lanlf (0x1010 ou 0x1011) \’ = LSDUsize = 52
68 n PRPsuffix = 0x88FB
70 FCS
72
74

NOTE 1 Les octets avec un décalage de 14 a 17 ne sont insérés que si une balise VLAN conforme a la norme
IEEE 802.1Q est utilisée.

NOTE 2 La taille de la trame est respectivement de 70 octets (sans balise VLAN) ou 74 octets (avec balise VLAN)
afin d'éviter le remplissage si une entité supprime la balise VLAN ou la RCT.

NOTE 3 SeqgNr, Lanld et LSDUsize sont réutilisés lorsque la trame est transmise a un réseau HSR. SupEtherType
est identique au suffixe PRP. Il est aussi utilisé pour HSR.

NOTE 4 La longueur des adresses MAC est, par hypohtése, de 6 octets.
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4.3.2 Contenu de la trame PRP_Supervision

Le contenu d'une trame PRP_Supervision est défini dans le Tableau 6.

Tableau 6 — Contenu de la trame PRP_Supervision

Nom de champ

Description

PRP_DestinationAddress | Adresse multidiffusion 01-15-4E-00-01-XX réservée pour le protocole PRP.

Par défaut, XX est "00", mais, en cas de conflits, XX peut étre configuré pour
prendre n'importe quelle valeur comprise entre 0x00 et OxFF.

SourceAddress Adresse MAC du nceud
SupEtherType EtherType 0x88FB réservé pour le protocole PRP.
SupPath Réservé, défini sur 0

SupVerdion

Version du protocole, définie sur "1" pour PRP.

La mise en ceuvre de la version X du protocole doit interpréter une-yéersion >X
comme s'il s'agissait de la version X en ignorant tous les paramgtres et/ou
indicateurs ajoutés par la version plus récente et interpréter lestrames

PRP_Supervision de la version <=X exactement comme specifié pour la verdion
concernée.

SupSeqlienceNumber

Numéro de séquence incrémenté de 1 pour chaque trame de supervision enyoyée.

TLV1.Type

Mode d'exploitation. Les valeurs 20 et 21 indiquent respectivement que le ngeud
prend en charge le rejet des doublons et qu'il(met en ceuvre I'acceptation dep
doublons.

Les autres valeurs sont réservées.

TLV1.Length

Longueur de I'adresse MAC suivante, en octets.

MacAddfess

Adresses MAC utilisées par les deux ports du nceud.

TLV2.Type

Absent si le noceud n'est passwune’RedBox

TLV2.Length

Absent si le noeud n'est pas une RedBox

RedBoxMacAddress

Absent si le noeud n'estpas une RedBox

TLVO.Type

Fermeture de TLM, _défini sur 0

TLVO.Legngth

Fermeture de"TLV, défini sur 0

4.3.3 Trame PRP_Supetvision pour RedBox

Une RegdBox, c'est-ardire€ un nceud qui fait office de proxy pour un ou plusiefirs SAN
(appelés VDAN ou DAN virtuels), doit ajouter au champ TLV1 un champ TLV2 supplémentaire

avec le contenu donné dans le Tableau 7:

Tableau 7 — TLV PRP_Supervision pour RedBox

Nom de champ

Description

TLV1.Type

Mode d'exploitation. La valeur 20 indique que le nceud prend en charge le mode de rejet
des doublons, car il s'agit du seul mode qu'une RedBox prend en charge. Les autres
valeurs sont réservées.

TLV1.Length

Longueur de I'adresse MAC suivante, en octets.

MacAddress Adresse MAC du VDAN

TLV2.Type Identificateur de la RedBox, la valeur 30 indiquant que le nceud est une RedBox
TLV2.Length Longueur de I'adresse MAC suivante, en octets.

RedBoxMacAddress | Adresse MAC de la RedBox qui fait office de proxy pour I'autre appareil (VDAN)
TLVO.Type Fermeture de TLV, défini sur 0

TLVO.Length

Fermeture de TLV, défini sur 0
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4.3.4 Réception d'une trame PRP_Supervision et NodesTable

Lors de la réception d'une trame PRP_Supervision sur n'importe quel LAN, un nceud doit
créer une entrée dans le NodesTable correspondant au MacAddress de cette source, comme
indiqué dans le corps du message et non dans l'adresse source, avec le mode d'acceptation
ou de rejet des doublons, comme indiqué dans la trame.

Si un nceud cesse de recevoir des trames PRP_Supervision d'une source pendant une
période supérieure a NodeForgetTime, mais recoit des trames de cette source sur un LAN
seulement, il doit remplacer le statut de ce nceud par SanA ou SanB, selon le LAN d'origine
des trames.

NOTE 1 e 0 Y AN BT 3
nvoi et non a la réception, car un DANP commence par, effglctuer des

un SAN {'il a d'abord été enregistré a l'e
envois suf les deux LAN.

NOTE 2 |Cette regle permet de faire la distinction entre un SAN et un DANP en mode d'acceptation des|doublons
lorsqu'ung¢ ligne est déconnectée.

4.4 Nceud de pontage

Si le parameétre "nceud de pontage" est activé, le nceud doit faire office de nceud de pontage
pour sgs deux ports, conformément a un protocole non spécifié; c'est-a-dire HSR, RSTP
ou MRP, mais ne doit pas ajouter de RCT aux trames qu'il envioie.

NOTE 1 |Le paramétre de nceud de pontage prend en charge I'asSociation d'un DANP a 2 ponts du LAN pour
mettre en| ceuvre une topologie a redondance partielle. Il n'y a pas{d'exigence pour ponter les trames normalisées
en cas de| défaillance double, mais les personnes chargées de la'mise en ceuvre sont libres de I'ajouter.

NOTE 2 |La présence de nceuds en mode de pontage présente un danger potentiel pour un réseau PRP)}, puisqu'il
va a l'encpntre de I'hypothése d'indépendance en cas de défaillance des deux LAN.

4.5 Clonstantes

Les parameétres de constantes sont donnés dans le Tableau 8.
Les autfes valeurs peuvent étre définies par I'utilisateur.

Tableau 8 — Constantes PRP

Constante Description Valeuf par
défaut

LifeChe¢kInterval Intervalle type entre deux trames PRP_Supervision successives 2 000 ms
envoyées par le méme noeud.

NodeFofgetTime Temps a l'issue duquel une entrée de nceud est effacée de 60 000 mp
NodesTable aprés que les trames de ce noeud ont cessé d'étre
regues.

EntryForgetTime Temps maximal pendant lequel une entrée peut résider dans la table | 400 ms

des doublons, indépendamment de la vitesse.

NodeRebootinterval | Temps minimal pendant lequel un nceud qui se réinitialise reste 500 ms
silencieux, indépendamment de la vitesse.

4.6 Spécification de service PRP

On peut accéder aux objets de la LRE, les compteurs d'erreurs par exemple, a partir d'une
application qui fonctionne sur le méme nceud qui utilise les appels directs ou a partir d'une
application présente sur un autre nceud qui utilise un protocole de gestion comme SNMP ou
un protocole particulier comme I'lEC 61850.

Tous les objets LRE sont décrits a I'Article 7 comme une base d'informations de gestion (MIB)
conforme & SNMP, (RFC 2578, RFC 3418), commune a PRP et HSR.
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5 Redondance transparente haute disponibilité (HSR)

5.1 Objectifs du protocole HSR

L'Article 5 décrit 'application des principes du protocole PRP de I'Article 4 pour mettre en
ceuvre une redondance transparente haute disponibilité (HSR), qui conserve la propriété PRP
de récupération instantanée, applicable a toute topologie, notamment dans les anneaux et les
anneaux d'anneaux.

NOTE Par rapport au PRP, le protocole HSR permet de réduire environ de moitié I'infrastructure réseau. Pour les
anneaux basés sur les normes IEEE 802.1D (RSTP), IEC 62439-2 (MRP), IEC 62439-6 (DRP) ou IEC 62439-7

(RRP), le

trafic du réseau est a peu prés le méme.

Les nce
d'éviter
ordinatg
I'anneal

52 P
5.21

Comme
d'un DA

Un rése
dispose
dans l'g

ids de I'anneau ne sont que des nceuds de pontage compatibles HSR, ce qu
I'utilisation de ponts dédiés. Les nceuds a une seule association (SAN), eor
urs portables ou les imprimantes, ne peuvent pas étre associés (directq
. lls doivent étre associés a un boitier de redondance (RedBox).

rincipe de fonctionnement du protocole HSR
Fonctionnement de base avec une topologie en anneau

dans le PRP, un nceud dispose de deux ports qui fonctionnent en parallele;
NH (Doubly Attached Node avec protocole HSR).

au HSR simple se compose de nceuds de pontage a deux connexions. Chaqu
de deux ports d'anneau, interconnectés par:des liaisons full duplex, comme [
xemple de la Figure 10 (multidiffusion) et<de la Figure 11 (monodiffusion) p

topologie en anneau.

permet
nme les
ment a

il s'agit

e noeud
résenté
our une
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"D" framle. (@On-HSR frame from ring to host)

trame "D" (trame non HSR de I'anneau a I'h6te

frame removed from the ring by the node

trame retirée de I'anneau par le nceud

Figure 10 — Exemple HSR d'une configuration en anneau pour le trafic multidiffusion

Un DANH source envoie une trame transmise depuis ses couches supérieures (trame "C"), la
préfixe avec une balise HSR pour identifier les trames en double, puis envoie la trame vers

chaque port (trame "A" et trame "B").

Un DANH de destination regoit, dans un état sans panne, deux trames identiques de chaque
port dans un intervalle donné, supprime la balise HSR de la premiére trame avant de la
transmettre aux couches supérieures (trame "D") et rejette tout doublon.

Les nceuds permettent la fonctionnalité de pont IEEE 802.1D et transmettent les trames d'un
port au suivant, conformément a ces quatre régles:

1) un nceud ne transmettra pas une trame qu'il a injectée dans lI'anneau ou la maille;
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2) un nceud ne transmettra pas une trame de laquelle il est la destination unique (sauf dans
des applications particuliéeres comme la supervision de la redondance);

3) un port n'enverra pas de trame qui est le doublon d'une trame déja envoyée dans la méme
direction;

4) un port s'abstiendra (facultativement) d'envoyer une trame qui est le doublon d'une trame
déja recue dans la direction opposée (sauf pour les trames de supervision et de
temporisation).

source SAN SAN SAN

DANH DANH .

“ Sl o0 bridge
.C -11?'""&1 i T T Y interlink
IEI ,B“frame IEI IEI T RedBox

Az (g P 2 2

<o
D | Vs

[ (E SE [

] L [ LI 1]
CPU CPU CPU CPU CRU
DANH DANH DANH ‘D“frame DANH DANH
destination
“Al frame (counter-clock wise)
m “Bf frame (clockwise)
_ “C[ frame (non-HSR frame from host to ring)
I:> “Df frame (non-HSR frames from ring to host)
x frgme removed from the ring by the node IEC
Anglais Frangais
bridge pont
"A" framle trame "A"
"B" frame trame "B"
"C" framle trame "C"
"D" framle trame "D"
interlink interconnexion
"A" frame_(eounter-clockwise) trame "A" (sens inverse des aiguilles d'une mohtre)
"B" frame (clockwise) trame "B" (sens des aiguilles d'une montre)
"C" frame (non-HSR frame from host to ring) trame "C" (trame non HSR de I'h6te a I'anneau)
"D" frame (non-HSR frame from ring to host) trame "D" (trame non HSR de I'anneau a I'hbte)
frame removed from the ring by the node trame retirée de I'anneau par le nceud

Figure 11 — Exemple HSR d'une configuration en anneau pour le trafic monodiffusion

Les trames circulant dans I'anneau portent la balise HSR insérée par la source, qui contient
un numéro de séquence. Le doublet {adresse MAC source, numéro de séquence} identifie de
maniére unique les différentes copies d'une méme trame.

NOTE 1 Le décalage maximal entre deux trames d'une paire dépend de la position relative du nceud de réception
et du nceud d'envoi. Dans la situation la plus défavorable dans laquelle chaque nceud de I'anneau transmet au
méme moment sa propre trame d'une taille égale a la taille maximale de 1 536 octets (longueur maximale prise en
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charge par EtherType défini dans ISO/IEC/IEEE 8802-2:1998), chaque nceud pourrait introduire un retard de
125 pus a 100 Mbit/s. Avec 50 nceuds, le déphasage peut dépasser 6 ms.

NOTE 2 Le retard minimal avant qu'une trame retourne au nceud qui I'a injectée dépend de la taille de I'anneau.
Dans la situation la plus défavorable ou il n'y a pas d'autre trafic et ou chaque nceud de I'anneau fonctionne en
mode a la volée avec le temps de résidence de 4 us, dans un anneau a 32 nceuds, une trame d'une taille maximale
de 1 536 octets (125 pus a 100 Mbit/s) retourne au nceud d'injection au bout de 124 ps, c'est-a-dire avant que le
nceud d'injection ait fini de la transmettre.

5.2.2 Structure des nceuds DANH

La Figure 12 présente une vue conceptuelle de la structure d'un DANH mise en ceuvre
matériellement; les mises en ceuvre pratiques peuvent étre différentes. Les deux ports HSR A
et B et le port de l'appareil C sont connectés par la LRE, qui inclut une matrice de
commutgti i : 2 . rice de
commutation permet un pontage a la volée. La LRE présente aux couches supéfi
méme imterface qu'un émetteur-récepteur Ethernet normalisé.

Le circujit d'entrée vérifie si ce nceud est la destination de la trame et procéde éventuellement
a un filtrage VLAN et multidiffusion pour décharger le processeur. Le rgjet"des doubjons est
mis en ¢euvre dans les files d'attente de sortie.
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Figure 12 — Structure HSR d'un DANH

5.2.3 Topologie

5.2.31

Association de nceuds a une seule association

Les nceuds a une seule association (SAN), comme les ordinateurs portables de maintenance
ou les imprimantes, ne peuvent pas étre insérés directement dans I'anneau, car ils ne
disposent que d'un seul port et ne peuvent pas interpréter la balise HSR contenue dans les
trames. Les SAN communiquent avec les appareils de I'anneau par le biais d'une RedBox qui



https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

-210 - IEC 62439-3:2016 © IEC 2016

fait office de proxy pour les SAN qui lui sont associés, comme indiqué aux Figure 10 et
Figure 11. La RedBox est détaillée en 5.2.3.8.

La connexion de nceuds non HSR aux ports de I'anneau, qui ouvre I'anneau, peut permettre la
configuration. Le trafic non HSR dans l'anneau fermé est pris en charge dans un mode
facultatif.

5.2.3.2 Utilisation du protocole HSR avec des LAN distincts

Les nceuds HSR peuvent étre connectés de la méme maniére que les nceuds PRP. A cet
effet, un nceud HSR peut étre défini sur "pas de transfert" (mode N). A la différence du PRP,
les SAN ne peuvent pas étre associés directement a un tel réseau dupliqué, sauf s'ils peuvent
interpréferta batise HSR:

bridged local area
network (ring)
LAN_A

[
SANH
2

bridge
(TTITTTITTH

bridged local area
hetwork (tree)
LAN_B

[] bridge
(TTTTTTTT}

ANH
B2

IEC

(7 L Hanl ]
(LT T 1]

] L]

SAN SAN

R1 R2

Anglais Francgais

bridge pont
bridged |Jocallarea network (ring) LAN_A LAN ponté (anneau) LAN_A
bridged Jocal’area network (tree) LAN B LAN ponté (arborescence) LAN B

Figure 13 — Exemple HSR de topologie qui utilise deux réseaux indépendants

5.2.3.3

Couplage d'anneaux par homologues

Deux anneaux HSR peuvent étre connectés par des appareils a quatre ports qui disposent de
capacités de transfert et nommés QuadBox, comme le montre la Figure 14. Cette méthode
présente des avantages lorsque le flux de trafic dépasse les capacités d'un seul anneau. Elle
ne permet toutefois pas d'améliorer les retards de transmission d'une extrémité a l'autre.

Bien qu'une QuadBox suffise pour amener le trafic sans panne au réseau, deux QuadBox
permettent de prévenir les points uniques de défaillance.

Une QuadBox transfére les trames sur chaque anneau comme un nceud HSR et transmet les
trames non modifiées a I'autre anneau, sauf si la trame peut étre identifiée comme une trame
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a ne pas transférer a l'autre anneau. A cet effet, une QuadBox est censée filtrer le trafic en
fonction, par exemple, d'un filtrage multidiffusion ou d'un filtrage VLAN. Il n'y a pas
d'apprentissage des adresses MAC dans une QuadBox, car I'apprentissage des
adresses MAC sur des ports spécifiques d'un appareil QuadBox pourrait entrainer une
interruption des communications en cas de panne de la QuadBox qui a appris une adresse et
qui transfere le trafic réseau.

Avec des QuadBox réalisées en tant qu'entités physiques uniques, les deux anneaux
interconnectés partagent le méme domaine de redondance pour la tolérance aux pannes. Si
une QuadBox tombe en panne, les deux anneaux interconnectés sont dans un état dégradé et
ne peuvent pas tolérer une autre panne.

La confception de QuadBox comme une RedBox peut donc confribuer a -maintenir
I'indépehdance de la redondance. La QuadBox est alors composée de deux appareils|liés par
une intgrconnexion. Les spécifications de la RedBox incluent donc la connexion-HSR.

spurce
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1 1

= = = =
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gxem g PR -
JA“frame
Ring 1 inierlir]k Ring 2 (rfl‘:;)t
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o Py = (B |5
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DANH DANH DANH DANH DANH
destination
IEC
Anglais Francgais
Ring Anneau
interlink interconnexion
A-frame trame A
B-frame trame B
(next ring) (anneau suivant)

Figure 14 — Exemple HSR du couplage par homologues de deux anneaux

En présence de deux QuadBox sur le méme anneau, deux copies de la méme trame sont
transférées du premier anneau jusqu'au second, chacun générant deux autres copies.

Cela n'entraine pas la diffusion de quatre trames sur le deuxiéme anneau, car, lorsqu'une
copie issue d'une premiére QuadBox atteint la deuxieme QuadBox sur le méme deuxiéme
anneau, la deuxieme QuadBox ne la transfére pas si elle a déja envoyé une copie issue de
son interconnexion. Inversement, si la deuxieme QuadBox n'a pas encore regu de copie de
son interconnexion, elle transférera la trame, mais pas la copie qui provient par la suite de
I'interconnexion.
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Lorsqu'une QuadBox regoit une trame qui est elle-méme injectée dans I'anneau ou une trame
que l'autre QuadBox a insérée dans I'anneau, elle la transfére a l'interconnexion et a son
autre port si elle n'a pas déja envoyé une copie. Ce doublon sera rejeté a l'autre extrémité de
I'interconnexion. Ce schéma peut entrainer du trafic supplémentaire sur I'interconnexion, mais
il permet de simplifier la conception de la logique.

NOTE Le décalage maximal entre deux trames d'une paire est a peu prés identique au décalage maximal produit
si tous les noeuds résidaient sur le méme anneau.

5.2.34 Topologie en anneau hiérarchique

Un réseau HSR peut se composer d'anneaux connectés par des QuadBox (voir Figure 15).

DANH DANH DANH
ring 1
LT 0T LT 0T
2] [ < [a
1 i [ []
ring 2 ring 3
L1 LT 0T
O O
DANH DANH r DANH DANH—‘ DANH DANH
L] L] [ [
SAN SAN SAN SAN
IEC
Anglais Francgais
Ring anneau
Figure 15 — Exemple HSR d'anneaux connectés

Bien qu'une seule QuadBox suffise pour maintenir le trafic, deux QuadBox indépendantes
sont nécessaires pour éviter un point unique de défaillance.

Des SAN sont connectés directement au DANH qui fonctionne comme une RedBox simplifiée.

5.2.3.5 Connexion d'un anneau HSR a un réseau PRP

Un HSR peut étre couplé a un réseau PRP par le biais de deux RedBox, une pour
chaque LAN (voir Figure 16). Dans ce cas, les RedBox sont configurées pour prendre en
charge le trafic PRP sur l'interconnexion et le trafic HSR sur les ports de I'anneau.

Le numéro de séquence de la RCT PRP est réutilisé pour la balise HSR et inversement pour
permettre l'identification de la trame d'un réseau a l'autre et identifier les paires et doublons
sur I'anneau HSR, introduits par une injection double dans I'anneau via deux RedBox HSR.
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frame removed from the ring by the node trame retirée de I'anneau par le nceud

Figure 16 — Exemple HSR du couplage de deux réseaux
locaux PRP redondants a un anneau

Les RedBox HSR qui permettent de connecter I'anneau a un réseau PRP fonctionnent de la
méme maniére que les RedBox utilisées pour associer les SAN décrites en 5.2.3.1, a


https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

- 214 — IEC 62439-3:2016 © IEC 2016

I'exception du fait qu'elles sont configurées en tant que RedBox "A" ou RedBox "B" pour
accepter les trames PRP sur leur interconnexion.

A la Figure 16, les RedBox A et B enverraient la méme trame (respectivement A et AB et B
et BA), mais si une RedBox recoit la trame avant qu'elle n'ait pu I'envoyer elle-méme, elle ne
I'envoie pas.

Dans I'exemple de la Figure 16, la RedBox A ne générera pas de trame "A" au nom du LAN A
si elle a précédemment recu de l'anneau la méme trame "AB". Inversement, la RedBox "B"
générera une trame "AB" si elle n'a pas précédemment regu de I'anneau une trame "A", ce qui

se prod

uit dés que la trame "A" n'est pas une trame multidiffusion.

Les trames multidiffusion ou monodiffusion sans récepteur dans I'anneau (fleches vid

la Figu

provendient de I'extérieur de l'anneau. Les trames transportent a et e
identificateur LAN qui est en méme temps l'identificateur RedBox.

La Figu

e 16) sont supprimées par la RedBox qui les a insérées dans |'anneau

e 17 présente le méme couplage pour une source située dans l'anneau.

ks dans
si elles
ffet un
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"B" frame (clockwise) trame "B" (sens des aiguilles d'une montre)
"C" frame (non-HSR frame from host to ring) trame "C" (trame non HSR de I'h6te a I'anneau)
"D" frame (non-HSR frame from ring to host) trame "D" (trame non HSR de I'anneau a I'hé6te)
frame removed from the ring by the node trame retirée de I'anneau par le nceud

Figure 17 — Exemple HSR de couplage du nceud d'un anneau a des LAN PRP redondants


https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

- 216 - IEC 62439-3:2016 © IEC 2016

Pour éviter de réinjecter une trame dans le réseau PRP par l'intermédiaire de I'autre RedBox,
chaque trame HSR transporte l'identificateur du réseau PRP d'origine de la trame, le Pathld a
4 bits. Les RedBox sont configurées et identifiées par le Pathld du réseau LAN PRP auquel
elles sont associées.

5.2.3.6 Connexion de plusieurs réseaux PRP a un anneau HSR

Jusqu'a 7 réseaux PRP peuvent étre connectés au méme anneau HSR; chacun d'eux est
identifié par un Netld de 3 bits.

Les deux RedBox qui connectent un réseau PRP a un anneau HSR sont configurées avec le
Netld (1 a 7) et le Lanld (A=0/B=1) qui forme le Pathld a 4 bit (voir Figure 18).

DANP PRP nodes
O (]

DANH
CINC Y

RedBox 1A RedBox

= || RedBox 18

n EEDX T g 1B ES%) 1BES) R
ring A ==

DANH DANH DANH DANH DANH DANH DANH i—‘ DANH

SAN SA SA

0—

IEC

Anglais Francgais

PRP nodes nceuds PRP

ring anneal

Figure 18 — Exemple HSR de couplage d'un anneau a deux LAN PRP

Pour éviter de réinjecter des trames issues d'un réseau PRP dans un autre réseau PRP ou
issues de l'autre LAN dans le méme réseau PRP, une RedBox assure seulement le transfert a
partir des trames de I'anneau HSR qui ne transportent pas son propre Pathld.

Lors de l'insertion dans I'anneau d'une trame PRP en provenance du LAN A ou du LAN B d'un
réseau PRP avec un Netld donné, une RedBox insére dans le Pathld de la balise HSR son
propre Netld; ainsi que le Lanld, autrement dit une valeur parmi "2"/"3", "4"/"5", "6"/"7T",
"g"/"g", "A"/"B", "C"/"D" ou "E"/"F", selon qu'il s'agisse d'une RedBox A ou d'une RedBox B.

Inversement, lors du transfert d'une trame de I'anneau a un réseau PRP, une RedBox insére
le Lanld "A" ou "B" dans la RCT selon qu'il s'agisse d'une RedBox A ou B.
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5.2.3.7 Connexion d'un réseau PRP a plusieurs anneaux HSR

Un réseau PRP peut étre connecté a un nombre quelconque d'anneaux HSR, mais ces
anneaux ne peuvent pas étre connectés entre eux, ni par des QuadBox, ni par un autre
réseau PRP, puisque cela créerait des boucles (voir Figure 19).

end PRP nodes i
node node
(] (]

—
A B A B A B
RedBox|A RedBox B
T A fingq T e ring 2 fing 3
0 ’—E
DANH DANH DANH DANH DANH DANH DANH DANPW DANH
] ]
SAN SAN
IEC
Anglais Frangais
PRP nodes nceuds PRP
end nodg noeud d'extrémité
Ring anneau
Figure 19 — Exemple HSR de couplage de trois anneaux a un LAN PRP
5.2.3.8 Topologie en maille
Le protpcole HSR permet toutes sortes de maillages et fournit une redondance tanf que la
structurg ne.contient aucun point unique de défaillance. Par exemple, la Figure 20 grésente
une disposition en matrice des nceuds. Dans ce cas, les nceuds disposent de plus e deux

ports qui fonctionnent en parallele et qui fonctionnent comme les QuadBox. Une trame regue
de I'un des ports est transférée a tous les autres ports, a I'exception de celui qui I'a regue;
chaque port transfére la trame sauf s'il a déja envoyé un doublon.
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Figure 20— Exemple HSR de topologie en maille
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5.24 Structure d'une RedBox

219 -

La Figure 21 présente la structure générale d'une RedBox:
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Figure 21 — Structure HSR d'une RedBox
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La RedBox dispose d'une LRE qui accomplit les fonctions du protocole HSR, en particulier:

elle transfére les trames regues d'un port HSR a l'autre port HSR, sauf si la trame a déja
été envoyée;

elle recoit les trames adressées a ses propres protocoles supérieurs;

elle préfixe les trames envoyées par ses propres couches supérieures avec la balise HSR
correspondante avant d'envoyer deux copies via ses ports HSR.

Une RedBox peut étre utilisée dans I'un des trois modes suivants: en tant que connexion
SAN, PRP ou HSR (moitié d'une QuadBox). Selon le mode d'exploitation, la gestion des
trames au niveau de l'interface d'interconnexion de la RedBox différe (voir 5.4.2 et 5.4.4).

La

I'interco

Une Re
hoéte un

car

5.3
5.3
5.3
Un

lors de

A
1.1

logig

il ex

S

DAN

Mode H (obligatoire, mode par défaut): *transfert avec balise HSR — dans ce
ANH doit insérer la balise HSR auinom de son héte et doit transférer le tLrT?fic de

le D
I'ann
doul
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balidg
aux

Mode M (facultatif):.transfert mixte avec balise HSR et non HSR — dans ce mode, |

doit
I'ann
['ann
non
de t1

en nLode H, sauf qu'il ne doit'pas transférer le trafic de I'anneau entre les ports.

ue de commutation de la Figure 21 peut étre intégrée a la RedBox, de(sg
hnexion devienne une connexion interne.

dBox simple est présente dans chaque nceud, car la LRE fait une_fransition

iste souvent un port de maintenance.

pécifications du nceud HSR
Fonctionnement HSR
Propriétés du nceud

H doit pouvoir fonctionner dans I'un des modes ‘suivants, qui doit pouvoir étre
'exécution a I'aide de commandes de gestion:

eau, a l'exception des trames \efAvoyées par le nceud lui-méme, des tra
lon et des trames dont le nceud, est la destination unique.

e N (facultatif): pas de transfert — dans ce mode, le nceud doit se comporter

T (facultatif): transfert transparent — dans ce mode, le DANH doit supp
e HSR avant de transférer la trame a l'autre port et doit envoyer une trame ¢
deux ports, sanslinsérer de balise ni rejeter les doublons.

nsérer lafalise HSR en fonction de critéres locaux lors de l'injection des tram
eau. Les)trames qui disposent d'une balise HSR et qui sont issues des
eau_sont gérées comme dans le Mode H. Les trames qui disposent d'un
HSR.et qui sont issues des ports de I'anneau sont gérées conformément au
ansfert de I'lEEE 802.1D.

rte que

vers un

que non-HSR. De plus, il est courant de disposer de plusieurs hétes dans um noeud,

changé

mode,

es en

comme

Fimer la
e I'hote

e DANH
es dans
orts de
b balise
K regles

Mode U (facultatif): transfert monodiffusion — dans ce mode, le nceud doit se comporter
comme en Mode H, sauf qu'il doit aussi transférer le trafic dont il est la destination unique.

Mode X (facultatif): pas d'envoi vers le doublon homologue — dans ce mode, le nceud doit
se comporter comme en Mode H, mais un port ne doit pas envoyer de trame qui est un
doublon d'une trame entiérement et correctement recue de la direction opposée.

5.3.1.2

Numéro de séquence de I'hote

Un nceud HSR doit maintenir un numéro de séquence pour chaque adresse MAC utilisée par
I'héte. Le numéro de séquence commence a 0.

NOTE La LRE est censée détecter I'adresse MAC de I'h6te en écoutant les trames que ce dernier lui envoie.
L'adresse MAC de I'hdte peut aussi étre configurée dans la LRE. Si elle ne connait pas I'adresse MAC de I'hbte, la
LRE transmet tout le trafic HSR a I'h6te en traitant les trames monodiffusion comme des trames multidiffusion.
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5.3.1.3 Adresse multidiffusion de I'hote

Un nceud doit pouvoir filtrer au moins des adresses multidiffusion MulticastFilterSize (voir
Tableau 11) ou des groupes d'adresses multidiffusion. Si la table n'est pas configurée, la LRE
doit transférer toutes les trames multidiffusion a I'héte et a I'autre port, sauf les doublons.

5.3.1.4 Adresse monodiffusion de I'hote

Un nceud doit pouvoir communiquer ses adresses MAC a la LRE. Si I'adresse MAC n'est pas
configurée, la LRE doit transférer toutes les trames monodiffusion a I'hdte et a I'autre port,
sauf les doublons.

5.3.1.5 —Réinitiatisationdethote
Lors deg sa réinitialisation, un nceud doit éviter d'envoyer des trames vers ses ports HSR

pendani une durée égale a NodeRebootTime (voir Tableau 11) et préferentiellement
commencer la transmission en envoyant une trame de supervision.

5.3.2 Réception de données par le DANH depuis son interface de'Couche de liaison

Pour gye chaque trame envoie au nom de son interface de couche de liaison, up nceud
source ¢loit procéder comme suit:

If the|l node is in Mode T

o not modify the frame;

uplicate the frame, enqueue it for sending into both HSR ports

Else iff the node is in Mode M

[f the local criteria is not met

insert the HSR tag and incfement the sequence number depending on|local
criteria;
duplicate the frame, ‘enqueue it for sending into both HSR ports

b 1lse

do not insert the) HSR tag;
process the frame according to IEEE 802.1D rules

Else

nsert the HSR.tag with the sequence number of the host;
| ncrement ~/the sequence number, wrapping through 0;
uplicate\the frame, enqueue it for sending into both HSR ports

NOTE 1 |La.mise en file d'attente signifie que la trame sera envoyée dés lors que la file d'attente ne contient plus
de trame bude trame a priorité plus élevée et que le support est prét

NOTE 2 L'envoi d'une trame non-HSR aux deux ports n'entraine pas la circulation de trames, car ces trames ne
seront pas transférées par le noeud HSR adjacent. Ce mécanisme est destiné a la configuration hors de I'anneau
d'un noeud HSR via un PC classique.

5.3.3 Réception de données par le DANH depuis un port HSR

Un nceud qui regoit une trame depuis I'un de ses ports HSR doit procéder comme suit:
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If this frame is not HSR-tagged:

If the frame is a link local traffic (IEEE 802.1D Table 7-10)
| consume the frame and do not forward it.
Else if the node is in Mode M
| forward according to 802.1D forwarding rules
Else if the node is in Mode T
enqueue the unchanged frame for passing to its link layer interface.
enqueue the unmodified frame for sending over the second port.
Else
v\q11 1 1k PRV 2 ngn] -F-wm -{—'wp -:ng-i— S 1l 1 ot o £
do not forward this frame
Else (HSR-tagged frame):
Iff the node is in Mode T
remove the HSR tag
send the modified frame over the second port
send the modified frame to its link layer interface
Ellse (node is not in Mode T)
If this node is a destination:
If this is the first occurrence of the ffame over the link layer
interface:
remove the HSR tag and pass thewmedified frame to its link lajyer
interface.
Else (this is not the first occGyrence of the frame over the linkl layer
interface):
‘ do not pass the frame £o"the link layer interface.
Else (if this node is not a~destination):
‘ do not pass the frame\to the link layer interface.
If this node is not the) only destination or the node is in Mode U:
If this is the ffrst occurrence of the frame and the node is not [in
Mode N:
‘ enqueue) the unmodified frame for sending over the other port (f)
Else (this is not the first occurrence of the frame):
[discard the frame.
Else\¥¥f this node is not in Mode U and it is the unique destination)|:
) discard the frame.
NOTE 1 Plusieurs doublons peuvent arriver, notamment lorsque les anneaux sont couplés

NOTE 2 Un nceud accepte aussi une trame avec une balise HSR si le Lanld ne correspond pas au Portld et si le
LSDUsize ne correspond pas a la taille de trame.

5.3.4 Régles de transfert du DANH

Un nceud ne doit pas envoyer vers un port une trame qui est un doublon d'une trame
précédemment envoyée vers ce port dans la méme direction.

Un nceud qui recgoit une trame ne doit pas modifier son adresse source ni sa balise HSR lors
de la transmission de la trame méme s'il a effectivement modifié le contenu de la trame.

Un nceud qui détecte, grace a la supervision de la qualité du signal ou la FCS, que la trame
est endommagée ou tronquée, ne doit pas transférer cette trame. Toutefois, si le nceud qui
fonctionne a la volée a déja commencé le transfert, puis s'il détecte que la trame est
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endommagée ou tronquée, il doit lui ajouter la séquence d'erreur décrite dans
I''SO/IEC/IEEE 8802-3:2014, 27.3.1.2.2, puis arréter la transmission de cette trame.

Si un port connecté précédemment est déconnecté du réseau, un nceud doit purger le tampon
du port pour qu'il ne puisse pas envoyer une trame obsoléte, puis reprendre la mise en
tampon lorsque le port est de nouveau connecté.

Pour les trames qui proviennent d'un DANH, la valeur 0 ou 1 peut étre attribuée a Lanld pour
indiquer le port d'envoi (A =0, B =1).

Il n'est pas nécessaire de nettoyer les files d'attente de transmission des entrées issues de ce
nceud, car une file d'attente de transmission se vide d'elle-méme. que la liaison associée soit
opératignnelle ou non.

Si un port a regu une trame entiére et correcte, il pourrait en principe s'abstenir,d'enjoyer un
doublon| de cette trame dans la direction opposée, puisque, par hypothése, tous les ngeuds de
cette direction ont déja correctement recu la trame, puisqu'ils I'ont transmise. Méme|(si cette
méthod¢ économise de la bande passante, elle présente plusieurs inconyénients:

o Cettp méthode ne peut étre appliquée aux trames de superyision, afin de consgrver la
vérification d'intégrité de I'anneau dans les deux directions.

e Cettp méthode ne peut étre appliquée aux trames PTP (vair Annexe A), puisque le retard
est différent dans les deux directions.

o Cettp méthode n'est pas applicable quand le mode(’U" est activé afin de permettrg a tous
les npceuds de recevoir tout le trafic.

e Cette méthode n'est pas efficace pour le trafic qui n'est pas transféré par une degtination
unigpe.

o Cettp méthode réduit le trafic de diffusion et de multidiffusion seulement quand le nceud
ne fonctionne pas en mode a la volée:

e Cettp méthode introduit un retard‘variable de réponse selon la position du ncetild dans
I'anneau et les conditions de course; on ne peut pas prévoir quel nceud, s'il y gn a un,
supprime le doublon.

o Cettp méthode ne garantit, pas que la bande passante gagnée reste disponible pour un
autre trafic.

e Cettp méthode n'améliore pas le retard du réseau dans le cas le plus défavorable guand il
y a perte de nceud -ou de trame. Les nceuds qui ont ce comportement pourraient {nteragir
aveg des nceuds qui ne I'ont pas.

La capdqcité_d'empécher I'envoi d'un doublon homologue est exprimée en Mode_X |[dans le
PICS.

NOTE 1 Ces régles suppriment les trames HSR en circulation et ouvrent I'anneau, comme le fait le RSTP ou un
protocole similaire. Il s'applique aux trames issues a l'origine du noeud et aux trames qui circulent par suite de la
suppression d'un appareil aprés l'envoi d'une trame et a la fermeture de I'anneau, par un appareil de pont
mécanique ou lorsqu'un DANH est mis hors tension, par exemple. Dans un anneau de 50 nceuds, une trame
retourne a son émetteur au bout de 6 ms.

NOTE 2 Ces conditions permettent a un noeud de fonctionner en mode enregistrement et retransmission ou en
mode a la volée. Le fait de retarder le transfert d'une trame n'affecte pas le retard d'anneau le plus défavorable.

NOTE 3 La méthode de rejet des doublons du PRP n'est pas une méthode préférentielle de rejet des doublons
dans HSR, car le protocole HSR a pour objectif d'empécher les doublons de circuler.

NOTE 4 Le fait que les numéros de séquence des trames envoyées par une source n'‘augmentent pas de fagon
monotone ne constitue pas une raison pour rejeter la trame. Cette observation peut toutefois étre utilisée pour la
surveillance du réseau.

NOTE 5 Dans le fonctionnement en mode a la volée, la réception compléte de la balise HSR prend environ entre
2,4 us et 100 Mbit/s, période a l'issue de laquelle le nceud décide de transférer ou pas la trame. En mode
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d'enregistrement et de retransmission, la réception compléte d'une trame dure environ 123 pus a 100 Mbit/s pour
une longueur de trame maximale (1 522 octets).

53.5 CoS

Les priorités et les VLAN ne sont pas exigés pour le fonctionnement du HSR.

Un nceud HSR est attendu, comme indiqué dans son PICS:

e pour prendre en charge au moins 2 niveaux de priorité, conformément a la norme
IEEE 802.1D (IEEE 802.1p);

e pour filtrer le trafic du VLAN, conformément a la norme IEEE 802.1Q;

e pour filtrer le trafic multidittfusion.
5.3.6 Synchronisation de I'horloge

La gestion des horloges selon I'lEC 61588 est décrite a I'Annexe A.

5.3.7 Accés déterministe au support

L'accés|déterministe au support n'est pas spécifié.

NOTE Llaccés déterministe au support peut tirer avantage de la synchronisation précise de I'horloge} puisqu'il
laisse toys les noceuds commencer a transmettre des trames qui ont{des données temporellement critiques en
méme terpps dans un intervalle de temps réservé et qu'il assure qué€ toutes les autre trames ont été erftierement
transmisefs avant le début de cet intervalle de temps. La taille d'une frame figure dans I'en-téte HSR.

5.4 Spécifications de la RedBox HSR
5.4.1 Propriétés de la RedBox

Une Re@iBox est un appareil qui posséde.au,moins trois ports: deux d'entre eux sont des ports
de I'annleau pour le protocole HSR et le troisieme est connecté a une interconnexion.

Une ReflBox doit se comporter comme un DANH pour tout le trafic dont elle est la squrce ou
la destination.

Outre 14 comportement dusPANH, celui de l'interconnexion de la RedBox est décrit ¢n 5.4.2.
La RedBox fait la distinction, a la réception des trames issues du réseau HSR, entre ses
interfacgs internes et sen interconnexion. Le comportement d'une RedBox a la réception de
trames [ssues du réseau HSR est donc décrit en 5.4 .4.

Une RgdBoxwdoit comporter un Netld configurable composé de trois bits, commg défini
en 5.7.1. Ik est utilisé dans la balise HSR pour les trames regues du port d'interconngxion de
la RedBjox.“Une connexion RedBox HSR a un LAN PRP ne transférera pas les trames [HSR du
Netld configuré dans ce méme LAN.

Le Netld de la RedBox ne doit pas étre utilisé dans la balise HSR des trames générées dans
la RedBox. Ce type de trame doit plutdt utiliser un Netld de valeur nulle dans la balise HSR
ou un Netld d'anneau qui peut étre configuré séparément, avec une valeur par défaut nulle.

Une RedBox doit étre configurable pour un de ces trois modes:

1) HSR-SAN: le trafic sur I'interconnexion n'est ni HSR ni PRP;
2) HSR-PRP: le trafic sur I'interconnexion est PRP avec une étiquette "A" ou "B";
3) HSR-HSR: le trafic sur l'interconnexion a une étiquette HSR.

NOTE 1 Une RedBox met elle-méme en ceuvre au moins une interface de gestion.

NOTE 2 Une RedBox est censée disposer de sa propre adresse IP, en particulier pour les messages de
configuration. On peut y accéder via l'interconnexion ou les ports HSR.
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NOTE 3 L'interconnexion peut étre une connexion interne si la RedBox fait aussi office de pont.
5.4.2 Réception RedBox via l'interconnexion

Quand elle regoit une trame via son port d'interconnexion, une RedBox doit procéder comme
suit:

If the frame carries a HSR tag:

If the node is in Mode T

remove the HSR tag
enqueue the modified frame to the link layer interface of the RedBox
enqueue the modified frame into each HSR port

Elge if the RedBox operates in HSR-HSR mode

If the RedBox is a destination of the frame

If this is not the first occurrence of the frame at the link|layei
interface

discard the frame

Else (If this is the first occurrence of the frame~atr the link layer
interface)

remove the HSR tag
enqueue to the link layer interface of the“RedBox

If the frame is to be injected into the ring{f(RedBox is not only
destination, Multicast/VLAN is ok)

If this is not the first occurrence ofs the frame

‘ discard the frame (already sentYover that port)

Else (If this is the first occuxrence of the frame)

‘ enqueue the unmodified firame into each HSR port

Elge (If the RedBox does not operate in HSR-HSR mode)

‘ discard the frame

Else iff the frame carries a BRRJRCT and the RedBox is in HSR-PRP mode

If|the node is in Mode, T

remove the PRP_RCT
enqueue the médified frame to the link layer interface of the RedBox
enqueue the mddified frame into each HSR port

Elge

If thé source MAC address is not already registered:

[create an entry in the ProxyNodeTable;

If/ the PRP tag does not correspond to the LanId of the RedBox “A” or YB”

‘ increment the error counter lreCntWrongLanIdC;

If the RedBox is a destination of the frame

If this is not the first occurrence of the frame at the link layer
interface

‘ discard the frame

Else

‘ enqueue to the link layer interface of the RedBox (with the PRP RCT)

If the frame is to be injected into the ring (RedBox is not sole
destination and multicast/VLAN is ok)

If this is not the first occurrence of the frame at each HSR port

‘ discard the frame (already sent over that port)

Else (If this is the first occurrence of the frame at each HSR port)
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reuse the PRP sequence number and the RedBox’s path identifier to
build the HSR tag
enqueue the frame into each HSR port

Else (if the frame carries neither a HSR tag nor a PRP RCT)

If the node

is in Mode T

enqueue
enqueue

the unmodified frame to the link layer interface of the RedBox
the unmodified frame into each HSR port

Else if the

node is in Mode M

|forward

according to 802.1D forwarding rules

Else

If the source MAC address is not already registered in the ProxyNodeTjble:

‘ create an entry in the ProxyNodeTable;

Else (If the source is already registered)

‘(void)

If the RedBox is a destination of the frame:

‘ enqueue to the link layer interface of the RedBox

If the frame is to be injected into the ring (RedBox./is not sole
destination and multicast/VLAN is ok))

append the HSR tag using the sequence number of that node
increment the sequence number of that sodrce;
enqueue the tagged frame into each HSR\port

NOTE 1 |La réception d'une trame HSR sur l'interconnexion est considérée comme une erreur de corffiguration
dans le hode de connexion PRP. Si la RedBox est utitisée en tant que moitié d'une QuadBox en|mode de
connexionp HSR, l'interconnexion ne transportera que du trafic HSR. En mode HSR-HSR, l'interconnexion|est gérée

comme yn port HSR supplémentaire congu pour.%fe couplage de la QuadBox et n'utilise dond pas de
différence des RedBox PRP-HSR et SAN-HSR. La RedBox met en ceuvre une NgdesTable

ProxyNodeTable, a la

pour enrefistrer la présence de nceuds HSR.

NOTE 2 |La RCT n'est supprimée que si leg DANH identifie positivement I'émetteur en tant que DANP s
comporte|une NodesTable. Les nceuds dépourvus d'une NodesTable suppriment la RCT, conformément g

de mode

543 Transfert RedBox'sur I'anneau

le nceud
u réglage

En plus| des régles de transfert données en 5.3.4, une RedBox ne doit pas transféner dans
I'anneay une trame. monodiffusion congue pour l'un des nceuds enregistrés g¢ans

ProxyNodeTable..Cette condition est activée par défaut et peut étre désactivée en pa
RedBox en ModeU.

544 Réception RedBox via un port HSR

Une RedBox qui recoit une trame valide sur un port HSR doit procéder comme suit:

la

Issant la

If this frame is not HSR-tagged:

If the frame is a link local traffic (IEEE 802.1D Table 7-10)

consume

the frame and do not forward it.

Else if the

node is in Mode M

enqueue
forward

the unchanged frame for passing to the interlink.
according to 802.1D forwarding rules

Else if the

node is in Mode T

enqueue
enqueue

the unchanged frame for passing to its link layer interface.
the unmodified frame for sending over the second port.

Else
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enqueue

the unchanged frame for passing to its link layer interface.

do not forward this frame

Else (frame is HSR-tagged) :

If the node

is in Mode T

remove the HSR tag
send the modified frame over the second port
send the modified frame to its link layer interface

Else

If this

node is a destination:

If this is the first occurrence of the frame over the link layer

interfaco:

remove the HSR tag and pass the modified frame to its link ‘lalyer
interface.

Else (this is not the first occurrence of the frame over (ghe” link layer
interface) :

do not pass the frame to the link layer interface.

Else (if this node is not a destination):

‘ do not pass the frame to the link layer interfaee.

If this

node is not the unique destination or the“node is in Mode U:

If this is the first occurrence of the ftamé and the node is not [in
Mode N:

enqueue the unmodified frame for sending over the other port(s) .

Else (this is not the first occupreence of the frame or the node ijs in
Mode N) :

do not enqueue the unchanged frame to the second HSR port.

If this is the first occuthence of the frame in direction of the
interlink:

If the RedBox is "inf SAN mode:

remove the\ HSR tag;

If Souree in the ProxyNodeTable

‘ discard the frame

Else

‘ enqueue frame for passing to the interlink.

Else if the RedBox is in PRP mode:

If the netlId matches that of the RedBox

‘ discard the frame

ElSe

remove the HSR tag and append the PRP RCT with LanId (“A”
or “B”) of the RedBox and reusing the HSR sequence number.

enqueue frame for passing to the interlink.

Else (if the RedBox is in HSR mode)

do not modify the frame.

enqueue frame for passing to the interlink.

Else

(If this is not the first occurrence of the frame in direction of

the interlink):

‘ discard the frame

Else (If

this node is the only (unicast) destination) and the node is not

in Mode U:

‘ discard the frame.
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NOTE Pour la connexion HSR-HSR seulement, une RedBox ne vérifie pas si la trame a été envoyée par I'un des
noeuds dont elle fait office de proxy, car elle ne peut pas déterminer si la trame a pu étre envoyée par une RedBox

redondante.
5.4.5 Réception RedBox via son interface de couche de liaison
Une RedBox qui regoit une trame valide de son interface de couche de liaison doit procéder
comme suit:
If the node is in Mode T
do not modify the frame;
dyplicate the frame, enqueue 1t for sending into both HSR ports
Else Iff the node is in Mode M
irlsert the HSR tag and increment the sequence number depending om)local
chgiteria
fdqrward depending on local criteria
Else
If the RedBox is in SAN mode:
enqueue frame for passing to the interlink.
Ellse If the RedBox is in PRP mode:
insert the PRP RCT with the sequence numbex/of the host;
enqueue frame for passing to the interlink.
Ellse (if the RedBox is in HSR mode)
insert the HSR tag with the sequeneé’ number of the host;
enqueue frame for passing to the interlink.
dyplicate the frame, enqueue it £0% sending into both HSR ports
5.4.6 Gestion de ProxyNodeTable de la RedBox
Une RedBox doit disposer d'une ProxyNodeTable avec une entrée pour chaque association
représentée et qui prend en.charge au moins les entrées ProxyNodeTableMaxEntries.
Une ReflBox doit purgeryl'entrée d'un nceud dans ProxyNodeTable avec un délai d'expiration
configunable (ou ProxyNodeTableForgetTime est la valeur par défaut) lorsqu'elle ne regoit pas
de trame de ce neeud.
NOTE Lhp taille réelle de ProxyNodeTable est indiquée dans le PICS.
5.4.7 CoS RedBox

Comme pour 5.3.5, sauf que la RedBox est censée prendre en charge un plus grand nombre
de VLAN et des options plus complexes et complétes en matiere d'ingénierie du trafic dans le
réseau sur les couches de protocole supérieures, les regles de filtrage multidiffusion, par
exemple, qu'un simple nceud.

5.4.8

La gesti

5.4.9

Synchronisation de I'horloge RedBox

on des horloges selon I'lEC 61588 est décrite a I'Annexe A.

Accés au support RedBox

Comme pour 5.3.7, sauf que la RedBox doit pouvoir agréger plusieurs nceuds pour lesquels

elle fait

office de proxy.
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5.5 Spécification de la QuadBox

Une QuadBox doit fonctionner conceptuellement comme deux RedBox adossées en

mode HSR-HSR.

5.6 Méthode de rejet des doublons
Pour le rejet des doublons, une trame doit étre identifiée par:

e son adresse MAC source;

e son numéro de séquence.

NOTE |lest-en-eutre—possible—d-utiiserdadutres—echamps—detatrame—commeta—somme—d

la détectipn des doublons.

La méthode de rejet des doublons n'est pas spécifiée.

Une méthode de rejet des doublons doit pouvoir omettre une entrée identifiée par <

MAC source><numéro de séquence> aprés une durée EntryForgetTime,

5.7 Flormat de trame pour HSR
5.7.1 Format de trame pour toutes les trames

Les trames HSR sont identifiées de maniére unique par leur balise HSR.

La balisg HSR est composée des champs suivants;

e EthgrType de 16 bits (HSR_EtherType = 0x892F)
o Identificateur de chemin de 4 bits (Pathld)

e Taille de trame de 12 bits (LSDUsize)

o Numnéro de séquence de 16 bits (SeqNTr)

poyr faciliter

adresse

octet positidn 0 6 12 { 16 18 . \,_
- destination source TE? % LssiEeU SeqNr LT payload / / l
N \/ P — time
HSRtag riginal-Rb
IEC
Anglais Francais
octet position position d'octet
preamble préambule
LSDU size taille LSDU
payload données utiles
HSR tag balise HSR
original LPDU LPDU d'origine
time temps

Figure 22 — Trame HSR sans balise VLAN
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Le champ Pathld de 4 bits empéche le rejet de trames issues d'un réseau PRP vers un autre
réseau PRP.

Les 3 bits de poids fort du champ de chemin de 4 bits sont le Netld avec des valeurs 0 pour
les trames HSR normales, 1 a 6 pour les trames issues d'un réseau PRP (6 réseaux pris en
charge au maximum, susceptible d'étre aussi utilisés ultérieurement pour d'autres
réseaux HSR), 7 réservés.

Le bit de poids faible du champ de chemin de 4 bits est le Lanld. Ce bit indique une trame
issue d'un réseau PRP s'il a été regu sur le port A ou le port B d'une RedBox.

Pour les_trames issues de I'anneau HSR. la valeur 0 ou 1 peut étre attribuée a Lanld pour
indiquen le port d'envoi (A =0,B =1).

L'allocation du champ Pathld de 4 bits est la suivante:

e 0000 a 0001 trame issue d'un nceud HSR (A/B);
e 0010 a 1111 trames issues de 7 réseaux PRP (A/B).

Si la trame transporte une balise VLAN conforme a I'lEEE 802.1Q, la balise HSR doit étre
insérée |apres la balise VLAN.

La mémle trame avec une balise VLAN est présentée a la_Rigure 23.

!

T
/ — = Y
octet position 0 6 12 16 18 20 22 /1
- ol sk [ 2] Lspu
destination source 8100 ;E@AN ET E size SeqNr LT payload / / l
\ Vv PAN ~ A —~ ~ time
VLAN tag HSR tag original LPDU
IEC
Anglais Frangais

octet pogition position d'octet
preamblg préambule
LSDU siFe taille LSDU
payloadl données utiles
time temps
VLAN tag balise VLAN
HSR tag balise HSR
original LPDU LPDU d'origine

Figure 23 — Trame HSR avec balise VLAN

La taille de trame minimale (y compris I'adresse MAC de destination et la FCS) doit étre de
70 octets sans balise VLAN et de 74 octets avec balise VLAN. Le remplissage doit étre inséré
entre les données utiles et la FCS.

NOTE 1 LSDUsize comporte la méme définition que dans PRP et contient un remplissage possible.


https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

IEC 62439-3:2016 © IEC 2016 - 231 -

NOTE 2 La balise HSR est insérée aprés la balise VLAN pour permettre une recherche de I'adresse MAC plus
rapide en cas d'utilisation de I'apprentissage VLAN indépendant (IVL, Independent VLAN Learning, comme défini
dans la norme IEEE 802.1Q).

NOTE 3 La taille de trame minimale de 64 octets permet a la trame de satisfaire a I'|SO/IEC/IEEE 8802-3:2014
aprés suppression de la balise HSR et de la balise VLAN.

5.7.2 Trame HSR_Supervision
5.7.21 Envoi

Chaque DANH doit diffuser en multidiffusion une trame HSR_Supervision sur ses deux ports
au format spécifié au Tableau 9 ou au Tableau 10.

NOTE 1 |La trame a été remplie a 70 octets (pas de VLAN) et a 74 octets (avec VLAN), car la LRE peut supprimer
la balise HSR (6 octets) et la balise VLAN (4 octets) lors de la transmission de la trame aux couches supérieures.
Tableau 9 — Trame HSR_Supervision sans balise VLAN
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 | | | | [ msb [ un | G |

2 HSR_DestinationAddress = multidiffusion (01-15-4E-00-01-XX)

4 | 1sb |

6 ‘ msb ‘ u/L ‘ 0 |

8 SourceAddress (adresse MAC-di,nceud)

10 | 1sb_|

12 HSR_EtherType

14 pathld ‘ HSFSAIé!I;‘Usize = 52 (avec remplissage)

16 ngNr

18 SupEthertype

20 SupPath ‘ SupVersion

22 SupSequenceNumber

24 TLV1.Type = 23 TLV1.Length = 6

26 ‘ Msb ‘ u/L ‘ 0

28 MacAddress (adresse MAC du DANH)

30

32 a@é.Type =30 TLV2.Length = 6

34 @) | msb [ un | o

36 C)é RedBoxMacAddress

38 \Q/ Isb

40 TLVO.Type =0 TLVO.Length =0

Remplissage a 70 octets (64 + 6 + 0 VLAN)

64

66 FCS

68

70
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Tableau 10 — Trame HSR_Supervision avec balise VLAN facultative

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

0 | | | | [ msb [ un | G |

2 HSR_DestinationAddress = multidiffusion (01-15-4E-00-01-XX)

4 | 1sb |

6 ‘ msb ‘ u/L ‘ 0 |

8 SourceAddress (adresse MAC du nceud)

10 | 1sb |

12 Balise VLAN (=0x8100 pour le VLAN)

14 prio ‘ cti ‘ vlan_identifier

16 HSR_EtherType Q,Q )
18 HSR_path ‘ LSDUsize = 52 (avec remplissage et VLﬁI\f}B i
20 SeqNr k())\b
22 SupEthertype

24 SupPath ‘ SupVersion

26 SupSequenceNumber

28 TLV1.Type = 23 TLV1.Length = 6
30 ‘ Msb ’ u/L ’ 0

32 MacAddress (adresse MAC{du DANH)

34 ’

36 TLV2.Type = 30 o : TLV2.Length = 6
38 | msb | unL ‘g\'\

40 R@BoxMacAddress

42 xOA Isb ‘

44 TLVO0.Type = 0 TLVO.Length = 0
46

Remplissage a 74 octets (64 + 6+ 4 avec VLAN)

68

70 FCS

72

74
NOTE 2 |Leformat de la trame est presque identique a celui des trames de supervision PRP.

NOTE 3 Les trames de supervision permettent a NodesTable de conserver une trace de la présence d'autres
ncoeuds identifiés par leur adresse MAC. Lorsqu'un nceud n'envoie pas de trame de supervision pendant un délai
d'expiration donné (de I'ordre d'une minute), son adresse est supprimée de NodesTables s'il est utilisé.

5.7.2.2 Contenu de la trame HSR_Supervision

Le contenu de la trame HSR_Supervision doit étre défini comme suit:
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HSR_DestinationAddress

Adresse multidiffusion réservée 01-15-4E-00-01-XX. Par défaut, XX est "00",
mais, en cas de conflits, XX peut étre configuré pour prendre n'importe quelle
valeur comprise entre 0x00 et OxFF.

SourceAddress

Adresse MAC du nceud.

Balise VLAN (facultative)

Balise IEEE 802.1Q en cas d'utilisation.

HSR_EtherType

EtherType du protocole HSR; voir 5.7.1

Pathld Chemin sur lequel cette trame a été envoyée, en particulier, identification du
réseau PRP.
LSDUsize Taille de la LSDU, en octets.
SeqNr SendSeq de I'émetteur.
SupEth rh}/'r_\n l:fhan\Jl'r_\n des trames de cn'r_\nr\/icinn’ doit 8tre Ox88FR
SupPath Non utilisé, défini sur 0
SupVerdion Version du protocole, définie sur "1" (un) pour cette version de HSR:
La mise en ceuvre de la version X du protocole doit interprétermne‘versionp >X
comme s'il s'agissait de la version X en ignorant tous les parameétres et/od
indicateurs ajoutés par la version plus récente et interpréterJa version <=
exactement comme spécifié pour la version concernée, Lla«version ne doit|pas
dépasser 64.
SupSequenceNumber Numéro de séquence des trames de supervision
TLV1.Type Prend la valeur 23 pour indiquer qu'il s'agit d'un'noceud HSR en fonctionnement
normal. Les autres valeurs sont réservées.
TLV1.Length Indique la longueur de I'adresse MAC sbivante.
MacAddfess Adresse MAC utilisée par I'émetteut.
TLV2.Type Identificateur du noeud source défini sur 30 si le nceud source est une RedBox
(voir 4.3.3)
TLV2.Length Indique la longueur de I'adresse MAC suivante.
RedBoxMacAddress Adresses MAC utilisées par la RedBox sur son interconnexion.
TLVO.Type Fermeture de TL\L\défini sur O
TLVO.Length Fermeture de TV, défini sur 0
5.7.2.3 Réception d'une trame HSR_Supervision et NodesTable
Lors della réception de la-premiére trame HSR_Supervision sur un port de I'anneau, yn nceud
doit créer une entrée dans la NodesTable correspondant a la MacAddress de cette|source,
indiqué¢ dans le corps .du message et non dans |'adresse source de la trame, puis enfegistrer
le port d'origine de)cette trame.
La récgption“des trames suivantes doit étre enregistrée pour identifier les erreurs de
réceptign.

5.7.2.4

Lorsqu'un appareil détecte qu'un autre appareil n'existe pas, il doit, si cet appareil reprend la

Non-réception d'une trame HSR_Supervision

transmission, accepter ses trames comme s'il n'avait pas été connecté auparavant.

NOTE Le mécanisme de détection des appareils inexistants n'est pas spécifié, il peut étre pris comme hypothése

que la lecture de NodesTable réinitialise ou lise un compteur de trames.

58 C

onstantes

Les parameétres de constantes sont donnés dans le Tableau 11.

Les autres valeurs peuvent étre définies par I'utilisateur.
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Tableau 11 — Constantes HSR

Constante

Description

Valeur par défaut

LifeChecklInterval

Fréquence d'envoi par un nceud d'une trame
HSR_Supervision

2 000 ms

NodeForgetTime Durée a l'issue de laquelle une entrée de nceud est effacée | 60 000 ms
de NodesTable

ProxyNodeTableForgetTime | Durée a l'issue de laquelle une entrée de nceud est effacée | 60 000 ms
de ProxyNodeTable

ProxyNodeTableMaxEntries | Nombre maximal d'entrées dans ProxyNodeTable 512

EntryForgetTime Durée a l'issue de laquelle une entrée est supprimée des 400 ms
doublons

NOdeReJUUt:IItCIVd: DUIU’U III;II;IIIG:C pcllb:ﬂllt :qquc“c uTT IILBl.lUI L‘UI IUUIC'IIIGIIU SOG LIRS
reste silencieux

MulticasFilterSize Nombre d'adresses multidiffusion a filtrer 16

5.9 Spécification de service HSR

On peut accéder aux objets de la LRE, les compteurs d'erreurs par.€xemple, a pariir d'une
applicatjon qui fonctionne sur le méme nceud qui utilise les appels ‘directs ou a parfir d'une
application présente sur un autre nceud qui utilise un protocole de-gestion comme SNMP ou
un protqcole particulier comme I'lEC 61850.

Tous le$ objets LRE sont décrits a I'Article 7 comme ung-MIB conforme a SNMP, (RHC 2578,
RFC 34/18), commune a PRP et HSR.

Pour mieux appréhender les compteurs MIB, la Figure 24 représente la structure d'un noeud
avec leg entités qui restent dans le compteur.
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IreCntTxB L m === == =

applications
publisher/ transport layer
subscriber network layer
# IreCntTxC
| rxc | | ™xc \—J
A
. l— IreCntUniqueRxC
I|nk_ redundancy untagger IreCntDuplicateRxC
entity (LRE) IreCntMultiRxC
IreCntRxC
IreCntErrorsC Z IreCntNodes
HSR tagger Table
forwarding
IreCntRxH
IreCntErrdrsB
IreCntErrWrongLanB
IreCntUniqueRxA .
IreCntDupIicateRxA; \ ‘\ :regn;[gﬁlc:yelt?xs B
IreCntMUultiRxA \ rs P ica e
s = | IreCntRxA IreCntMultiRxB
IreQntTxA — IreCntErrorsA =
IreCntErrWronglLanA N .

IEC

Anglais

Frangais

publisher/subscriber

fournisseur/abonné

transport layer

couche de transport

network [layer

couche réseau

untaggef

outil de débalisage

link redyndancy entity (LRE)

LRE

forwardiphg transfert

demux démultiplexeur
mux multiplexeur
dupl. digcard rejet de doublons
HSR tadger baliseur HSR
Nodes Table table de nceuds

Figure 24 — Noeud HSR avec compteurs de gestion

La Figure 25 présente la base d'informations de gestion d'une RedBox.
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to singly attached nodes RedBox local applications
layer 2 transport layer
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IreCntRxB
IreCntRxD
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| send | discard IreUniqueRxC
| —duplicate— duplicate lreDuplicateRxC
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IrsCntDuplicateR .
IreCntMultipleRxA IreCntUniqueRxB
+  IrsCntDuplicateRxB
IreCntMultipleRxB
X
CCW = —d
< CCw
HSR port A HSRport B
cw o » P > Ccw
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RedBox|local applications applications locales RedBox
layer 2 gccess accés a la couche 2
transport layer couche de transport
network [layer couche réseau
bridge pont
send duplicate envoi de doublons
discard gluplicate rejet de doublons
Proxy Node Table table de nceuds proxy
link redyndancy entity<LRE) LRE
Nodes Tlable table de nceuds
HSR por|t port HSR

o o
Figure 25—RedBoxHSRaveccompteursdegestion

6 Enoncé de conformité de mise en ceuvre de protocole (PICS)

Le PICS doit indiquer si les options suivantes sont prises en charge:

SNMP_MIB:

NTAB_SIZ:
PRIO_QTY:

VLAN_QTY:
MULT_QTY:

CLK_1588

capacité a prendre en charge la MIB du SNMP

nombre d'entrées dans la NodesTable (0 = pas de NodesTable)

nombre de priorités prises en charge

nombre de VLAN pris en charge

nombre d'adresses multidiffusion filtrées

prise en charge de la synchronisation IEC 61588
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¢ PRP_SRP:
e PRP_RSTP: capacité

a fonctionner en tant qu'élément de pont RSTP avec un
port désigné

capacité d'exécution en tant que nceud sans effet de pont sans PRP

role de

e PRP_MRP: capacité a fonctionner comme élément de pont MRP (client ou mattre)

e HSR_H: capacité a prendre en charge le Mode H de la HSR (par défaut)
¢ HSR N: capacité a prendre en charge le Mode N de la HSR (pas de transfert)
e HSR_M: capacité a prendre en charge le Mode M de la HSR (transfert mixte)
e HSR_T: capacité a prendre en charge le Mode T de la HSR (transfert transparent)
e HSR_ U: capacité a prendre en charge le Mode U de la HSR (le transfert a aussi
[leu en cas de destnation unique)
e HSR X: capacité a prendre en charge le Mode X de la HSR (pas de transiert vers
un doublon homologue)
e RBX_PRP: RedBox avec ports PRP
e RBX_HSR: RedBox avec ports HSR
e QBK HSR: QuadBox quiintégre deux RedBox
e RBX_PNT: nombre d'entrées dans la ProxyNodeTable
7 Base d'informations de gestion (MIB) PRP/HSR
Les objg¢ts MIB reflétent les arguments des paramétres‘de service qui portent le mémeg nom et
commencent par une majuscule. Si la valeur true est\attribuée a I'option PICS SNMP_MIB, les
structures de données MIB définies a [I'Article 7 doivent étre disponibleg pour
OID = 1]0.62439, en plus des MIB que les ports(peuvent fournir, avec la définition suiviante.
NOTE Lprs de la copie de la MIB a partir d'un document PDF, tous les en-tétes et pieds de page sont supprimés,
puis les g¢aracteres sont convertis au format exigé par le protocole SNMP. Bien que des précautions|aient été
prises afin de n'utiliser aucun caractére non(valide, certains peuvent apparaitre dans le document qu fait du
processug d'édition.
RS R R R I i R I I R I i e R S I i i e b e b S R b i b b b b b b I R b I b b I b I R b b I o
IEC-624B9-3-MIB DEFINITIONS::= BEGIN
RS R R R R I R i e N St R I R I I i I I i I i e b S b S R b b b b b b b b I S b b i b b b i S b I b b 4
-— Impofts
RS R R e I i i S e I b I I b I R i I b I i b b I I b I i I S b i b b R b b b b b b b b I b b b b b b b S b I R b 4
IMPORTS
MODPLE-IDEN®ITY, OBJECT-TYPE,
Coupten32y TimeTicks, Integer32, Unsigned32 FROM SNMPv2-SMI
OBJECL~GROUP,
MODULEYCOMPLIANCE FROM_SNMPv2-CONF

TruthValue, RowStatus, MacAddress, DisplayString,
TEXTUAL-CONVENTION FROM SNMPv2-TC;

—— kk ok ok ok kA hkhkhkhk kA hhhkhkhkhhkhhkhkhk kA hkhkhkhkhrhkhhkhkhkhhkhhkhhkhrhrhkhkhkhhkrhkhhkhhkhkhkhkrhkrhrkhkhkhkhkhkxkxx

-- Root

OID

—— kk ok ok ok kA hkhk kA kA hhkhkhk ok hkhkhkhkhkhk kA hk bk hkhkhk vk hhkhkhkhhkhkhkhhkhrhrhkhkhkhhkhhkhhkhhkhkhkhkrhkrhrkhkhkhkhkhkxkxx

iec62439 MODULE-IDENTITY
LAST-UPDATED "201405220000z" -- 2014, May 22
ORGANIZATION "IEC/SC 65C"

CONTACT-INFO "

International Electrotechnical Commission
IEC Central Office

3, rue de Varembe

P.O. Box 131

CH - 1211 GENEVA 20

Switzerland
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Phone: +41 22 919 02 11
Fax: +41 22 919 03 00
email: infoQiec.ch

DESCRIPTION "
This MIB module defines the Network Management interfaces
for the redundancy protocols defined by the IEC 62439 suite.
This MIB exposes the IEC62439-3 objects (PRP + HSR)
REVISION "201405220000Z" -- 2014, May 22
DESCRIPTION "
added reference to ptp MIB and lreDuplistResideMaxTime and type
SecondFraction
REVIS[LON "201202170000Z" -- February 17, 2012
DESCR{IPTION "
Consistency brought into line to mrp, crp, brp MIBs
REVIS[ION "201108260000z" -- August 26, 2011
DESCR{PTION "
This MIB is aligned with the changes to PRP and“HSR as defined|in the
Amendment to IEC 62439-3
"
REVIS[ION "200811100000z" -- November 10, 2008
DESCR{PTION "
Separation of IEC 62439 into a suiteVYof documents.
This MIB applies to IEC 62439-3,added HSR functionality
"
REVIS[ION "200612160000Z" -- December 16,2006
DESCR{LPTION "

Initial version of the Aetwork Management interface for the
Parallel Redundancy BR#otocol

t:= {isp std(0) 62439 }

—— Kk Ak kA Ak kA kA kA kA kA kA kA h Ak hkh hk Sk h kA kA hkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhk kA hrhkhkhkhkhkhkhkhkhkhkhkhkrhkrxkrxkxkxf

—-—- Redupdancy Protocols
S AR SRR R e i b e e e I i e - R e S S I S S S b S S S e S I S e b 2 S e S e S S e b S S b S e b S S

mrp OBJECT IDENTIFIERT ;=" { iec62439 1 }
prp OBJECT IDENTIFIER::= { iec62439 2 }
crp OBJECT IDENTLFIER::= { iec62439 3 }
brp OBJECT IDENTIFTIER::= { iec62439 4 }
drp OBJECT IDENTIFIER::= { iec62439 5 }
rrp OBJECT ADENTIFIER::= { iec62439 6 }
ptp OBJECT, FDENTIFIER::= { iec62439 7 }

e AR R R A A A R A A A A A AR A A A A A A A A A A A A A A A A A AR A AR AR A A A AR A A A AR A A A AR A A A AR A A A A AR AR AR AR A ARk K,k

-- Textual conventions
—_—— kkhkhkhkhkh kA kA kA hhhkh kb kb hhhhhkhhkhhhAhdhhhhkhkhkhhhhhhbhhkhkkhkhkhkhkhhkhhkhkhkkhkhkhkhhkhkhkhkhkhkkhkhkhkkhrkhxkx*k

SecondFraction: := TEXTUAL-CONVENTION

DISPLAY-HINT"d"

STATUS current

DESCRIPTION
"time interval expressed in multiple of 2**-16 = 15,7 microseconds
this corresponds to the fraction of seconds in the NTP time representation
the minimum time is 0 microseconds, the maximum 18 hours

REFERENCE "IEC 62439-3"

SYNTAX Integer32

e AR R R A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A A AR A A A AR A A A AR A A A A AR A A AR A Ak ARk kA A Ak Kk

-— Objects of the PRP Network Management
—— hk ok ok ok hkhk ok ok hkhhhkhkhkhhhkhkhkhhhrhkhkhkhk bk bk hkhkhr bk hk kb bk hkhr bk hkhhkhkhkhkhrhkkhkhkhkhkhkhkhk ok khkhkhhkkhhxxkk
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linkRedundancyEntityNotifications OBJECT IDENTIFIER::= { prp 20 }
linkRedundancyEntityObjects OBJECT IDENTIFIER::= { prp 21 }
linkRedundancyEntityConformance OBJECT IDENTIFIER::= { prp 22 }

e AR R R A A A R A A A A A A A A A A A A A A A A A A A AR A A A AR A A A AR A A A KRR A A A AR A A AR A A A AR A AR AR A A A AR A ARk K

lreConfiguration OBJECT IDENTIFIER::= { linkRedundancyEntityObjects 0 }
lreStatistics OBJECT IDENTIFIER::= { linkRedundancyEntityObjects 1 }
lreConfigurationGeneralGroup OBJECT IDENTIFIER::= { lreConfiguration 0 }
lreConfigurationInterfaceGroup OBJECT IDENTIFIER::= { lreConfiguration 1 }
lreStatisticsInterfaceGroup OBJECT IDENTIFIER::= { lreStatistics 1 }

—— Ak Ak kA hk kA kA A kA kA kA hk Ak Ak hkkhkhhk kA kA kA hhkhkhkhkhkhkhkhkhkhkhhkhhkhkhkhrhrhkhkhkhkhkhkkhkhkhkhkhkhkrhkkkrxkhkxkx*k

-- Objects for lreConfigurationGeneralGroup

e K phemaleomeom kbt ittt il e bbbl bbbl el

lreManuffacturerName OBJECT-TYPE

SYNTAK DisplayString

MAX-ALCESS read-only

STATUF current

DESCR[PTION "specifies the name of the LRE device manufacturer"
::= { lfeConfigurationGeneralGroup 1 }

lreIntefrfaceCount OBJECT-TYPE

SYNTAK Integer32

MAX-A[LCESS read-only

STATUp current

DESCR[[PTION "total number of LREs present in %his system."
::= { lfeConfigurationGeneralGroup 2 }

e R AR AP AR A A A AR AR AR A A A AR A A AR AR A A A AR A A A AR A A A AR IR RI A A A A A A Ak kA Ak hk kA rk kA dk Ak hk,k,xxk

-- Objefts for lreConfigurationInterfacesGroup
e hk ok kPehk ok ok ok hkhkhkkhkkhkhkhkhkhkhkh bk hkhkhkhk bk bk hkhkhkh bk hkhk bk hk kA A hkhkhkhk bk hkhkhkhrhkhkhkhhk bk hkhrkkhkhkhkhkhkkhhxxkfk

lreConfligurationInterfaces OBJECT IDENTIEIER
:= { lfeConfigurationInterfaceGroup 0%

—— ok k ok kPrhkk ok hk kA h kA hhkhkdkh Ak xhkkhkhhkd Ak *khkk*x

—-— ***Bpgin LRE InterfacesConfigTable***

—— kkk kP Ak kA kA Ak Ak kA kA kA hxkk kb kkkkkkkkk*x

lrelIntefrfaceConfigTable ‘©BIJECT-TYPE
SYNTAK SEQUENCE OF LREInterfaceConfigEntry
MAX-A[LCESS not-accessible
STATUE current
DESCR{PTION "
list of PRP/HSR LREs. Each entry corresponds
to onp PRP#HSR Link Redundancy Entity (LRE), each representing a
pair pf _ LAN ports A and B. Basic devices supporting PRP/HSR may
have pnl¥y one LRE and thus one entry in the table, while more complex

] . 1 kel oo - LI | T
eV ICTS Mo ITavVe Scverarl ClItrres ror murcrpre OGS .
"

::= { lreConfigurationInterfaces 1 }

lreInterfaceConfigEntry OBJECT-TYPE

SYNTAX LREInterfaceConfigEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "
each entry contains management information applicable to a
particular LRE.

INDEX { lrelInterfaceConfigIndex }

:= { lrelInterfaceConfigTable 1 }

LREInterfaceConfigEntry::=
SEQUENCE {
lreInterfaceConfigIndex Unsigned32,
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lreRowStatus RowStatus,
lreNodeType INTEGER,

lreNodeName DisplayString,
lreVersionName OCTET STRING,
lreMacAddress MacAddress,
lrePortAdminStateA INTEGER,
lrePortAdminStateB INTEGER,
lreLinkStatusA INTEGER,
lreLinkStatusB INTEGER,
lreDuplicateDiscard INTEGER,
lreTransparentReception INTEGER,
lreHsrLREMode INTEGER,
lreSwitchingEndNode INTEGER,
lreRedBoxIdentity INTEGER,

lreE ToateSupeT TsTomr—fruthivatoe;
lreNofesTableClear INTEGER,
lrePrpxyNodeTableClear INTEGER,
lreDupListResideMaxTime SecondFraction

}

lreIntefrfaceConfigIndex OBJECT-TYPE

SYNTAK Unsigned32

MAX-A[LCESS not-accessible

STATUP current

DESCR[[PTION "A unique value for each LRE."
::= { lfeInterfaceConfigEntry 1 }

lreRowStatus OBJECT-TYPE
SYNTAK RowStatus
MAX-A[LCESS read-create
STATUF current
DESCR[[PTION "indicates the status of the LRE‘“table entry"
:= { lfeInterfaceConfigEntry 2 }

lreNode[lype OBJECT-TYPE

SYNTAK INTEGER
{
prpmofel (1),
hsr (R)
}
MAX-A[LCESS read-write
STATUp current
DESCR{PTION N\
specifies the operation mode of the LRE:

PRP mpde 1 (1)
HSR mpde (2)

Note:| PRP mede 0 is considered deprecated and is not supported by this

revision of the MIB
"

.. 1 . = o T e o
= { Tt rraceConrrgniTcr o ]

lreNodeName OBJECT-TYPE

SYNTAX DisplayString

MAX-ACCESS read-write

STATUS current

DESCRIPTION "specifies this LRE's node name"
::= { lreInterfaceConfigEntry 4 }

lreVersionName OBJECT-TYPE
SYNTAX OCTET STRING (SIZE(1l..32))
MAX-ACCESS read-only
STATUS current
DESCRIPTION "specifies the version of this LRE's software"
:= { lrelInterfaceConfigEntry 5 }
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lreMacAddress OBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-write
STATUS current
DESCRIPTION "

Specifies the MAC address to be used by this LRE. MAC

addresses are

identical for all ports of a single LRE

"

:= { lrelInterfaceConfigEntry 6 }

lrePortAdminStateA OBJECT-TYPE
SYNTAX INTEGER

1
notAckive (1),

active (2)

}
MAX-A[LCCESS read-write
STATUE current

DESCR[PTTION "
Specifies whether the port A shall be aagtiwe or not Active
through
administrative action (Default: actife).
= { lfeInterfaceConfigEntry 7 }
lrePortphdminStateB OBJECT-TYPE
SYNTAK INTEGER
{
notAckive (1),
activp (2)
}
MAX-A[LCESS read-write
STATUF current
DESCR[IPTION "
Specifies Wwhether the port B shall be active or not Active
through
administrative action (Default: active).
"
= { lpeInterfaceConfigEntry 8 }
lreLinkBtatusA OBJECT-TYPE
SYNTAK INTEGER
{
up (1),
down |(2)
}
MAX-ALECESS read-only
STATUS \_/uJ.J.Clkt
DESCRIPTION "shows the actual link status of the LRE's port A"
::= { lreInterfaceConfigEntry 9 }
lreLinkStatusB OBJECT-TYPE
SYNTAX INTEGER
{
up (1),
down (2)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION "shows the actual link status of the LRE's port B"

:= { lrelInterfaceConfigEntry 10 }

lreDuplicateDiscard OBJECT-TYPE
SYNTAX INTEGER
{
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doNotDiscard (1),
discard (2)

}

MAX-ACCESS read-write
STATUS current
DESCRIPTION "

IEC 62439-3:2016 © IEC 2016

specifies whether a duplicate discard algorithm is used at

reception
(Default: discard).

::= { lreInterfaceConfigEntry 11 }

lreTransparentReception OBJECT-TYPE

SYNTA, REECER
{
removpRCT (1),

passRET (2)

}
MAX-A[LCCESS read-write
STATUp current
DESCR[IPTION "

forwardfing to the upper

"

:= { lfeInterfaceConfigEntry 12 }

lreHsrLREMode OBJECT-TYPE
SYNTAK INTEGER
{
modeh
moden
modet
modeu
modem|
}
MAX-A[LCCESS read-write
STATUp current
DESCR[IPTION "

1),
2),
3),
4)
5)

’

bridginpg node or RedBox.
It shpws the mode of{the HSR LRE:

(1) Dpfault mode: Thé HSR LRE is in mode h and bridges tagged HSR traffic

if removeRCT is configured, the RCT is(removed when

layers, only applicable for PRP LRE/(Default: removeRCT) .

This, enumeration is only applicable if the LRE is an HPR

(2) Optional modet\The HSR LRE is in mode n and bridging between its HSR ports

Is dipabled.
Trafffic is HER)tagged.

(3) Optionatsmode: The HSR LRE is in mode t and bridges non-tagged HSR traffjc

betwepn ,iit9 HSR ports

(4) Optional mode: The HSR LRE is in mode u and behaves like in mode h, except it

d o : -
Ooes Imot—Tremove ulirrcast messages

(5) Optional mode: The HSR LRE is configured in mixed mode. HSR frames are handled
according to mode h. Non-HSR frames are handled according to

802.1D bridging rules.

"

::= { lrelInterfaceConfigEntry 13}

lreSwitchingEndNode OBJECT-TYPE

SYNTAX INTEGER
{

nonbridgingnode (1),
bridgingunspecified(2),
prpnode (3),
hsrredboxsan (4),
hsrnode (5),
hsrredboxhsr (6),
hsrredboxprpa(7),
hsrredboxprpb (8)
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}

MAX-A
STATU
DESCR

particu
(1) :
(2):
(3)
(4):
(5):
(6)
(7)
(8)

= {1

lreRedB
SYNTA|

idla
idlb
id2a
id2b
id3a
id3b
id4da
id4b
id5a
id5b
idea
ideb
id7a
id7b
}
MAX-A|
STATU
DESCR

is used
one
coup
of t
inte
the
3 bi

= {1lr

lreEval
SYNTA
MAX-A
STATU
DESCR

if it

drops the supervision frames without evaluating. Note:
but reception is optional.

to se

:= { lreInterfaceConfigEntry 16}

lreNode
SYNTA

noOp
clear

}

CCESS read-write

— 243 -

This enumeration shows which feature is enabled in this

S current

IPTION "

lar LRE:

an unspecified non-bridging node, e.g. SRP.
an unspecified bridging node, e.g. RSTP.

a PRP node/RedBox.
an HSR
an HSR switching node.
an HSR RedBox with HSR
an HSR RedBox with PRP
an HSR RedBox with PRP

RedBox with regular Ethernet traffic on its interlink.

tagged traffic on its interlink.
traffic for LAN A on its interlink.
traffic for LAN B on its interlink.

reInterfaceConfigEntry 14

bxIdentity OBJECT-TYPE
X INTEGER
{

’
’
’
’
’
’

’

)y
)y
),
)
)
)

14

2
3
4
5
6
5
8
9
1
1
1
1
1
1

(2)
(3)
(4)
(3)
(6)
(7)
(8)
(9)
(10
(11
(12
(13
(14
(15

CCESS read-write

5 current
[PTION "

by
bair of RedBoxes

EInterfaceConfigEntry 15}

}

LateSupervision OBJECT-TYPE

Applicable to RedBox HSR-PRP A and RedBox HSR-PRP B. O

(onel configured to A and one configured to B)
ling an HSR ring to ‘a, PRP network. The integer value states the value
he path field a RedBox inserts into each frame it receives from its
r1ink and injects) into the HSR ring. When interpreted as binary values,
[.SB denotes the)configuration of the RedBox
s denote thevidentifier of a RedBox pair.

(A or B),

and the following

he ID

TJ_ utleYO.luc

CCESS read-write

S current

IPTION "

True if the LRE evaluates received supervision frames.

nd supervision frames,

on implementation.

sTableClear OBJECT-TYPE

X INTEGER
{

(0),

NodeTable (1)

LREs are required

False

Default value is dependent
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MAX-ACCESS read-write

STATUS current

DESCRIPTION "specifies that the Node Table is to be cleared"
:= { lrelInterfaceConfigEntry 17}

lreProxyNodeTableClear OBJECT-TYPE
SYNTAX INTEGER
{
noOp (0),
clearProxyNodeTable (1)
}
MAX-ACCESS read-write
STATUS current
DESCRIPTION "specifies that the Proxy Node Table is to be cleared"

P = o R 2o
= { lJ_\:‘J_ul,cJ_J_clk,c\vou_J_kjr_.uL,J_ TO |

lreDuplfistResideMaxTime OBJECT-TYPE
SYNTAK SecondFraction
UNITS "binaryFractionOfSecond"
MAX-ALCCESS read-write
STATUP current

DESCR[[PTION "the longest time an entry may reside imythe duplicatep list,
expresspd as the number of seconds multiplied by 65536;
the default value is 26214 x 15 us, or 400 ms; toqQ€lXow a value can caupe
broadcapt storms"

DEFVAL {26214}

::= { lfeInterfaceConfigEntry 19}

—_—— KAk AP A A A A A A A A A A A A A A A A A A A A AR A A h Ak Ak kK Kk

-— *** | End lrelInterfaceConfigTable ***
—_— Kk kkPrhkhkhkhk kA kA hkhhkhkhkhk kA hhkhkhkhAhkkhkhkhkhhkhkxkdkx

e ok k ok kPrk ok ok ok ok h kA kA hk ok hkkhkhhkh ko hk ok hhkhk ok hkhkhdrhrhk kR hkh ok hkhkhhkhkdkhkhkhk vk vk hhkhhkhhkhkhkhhhrxhkrkkhkxkxkxf

-- Objefts for lreStatisticsInterfacesGtoup
—— kk ok kPrhk ok ok ok hkhkhk bk hkhkhkhkhkhkhkhh bk ok hkhkhkhk bk hkhk kb hkbhkhkhkkhkhkhkhkhkhkhk kb hkhkhkhrhkhkhkhhkhkhkhk ok khkhkhkhrkhkkhkhhxxkfk

lreStatfisticsInterfaces OBJECT IRENTIFIER
::= { lfeStatisticsInterfaceGroup 0 }

—— AR KR AP AA AR A A A AR A A A A A A F A I I AR A XA A A A A ARk Kk

-— ***Bpgin LRE InterfacesStatsTable ***
—— kk ok kPek ok ok ok ok ok hk ok ok kRkok k ok kk ok ok ok hkkkkhhkkkk

lrelIntefrfaceStatsTable OBJECT-TYPE
SYNTAK SEQUENCE OF LREInterfaceStatsEntry
MAX-A[LCESS Jnot-accessible
STATUps&urrent
DESCRTPFFON -
list of PRP/HSR LREs. Each entry corresponds
to one PRP/HSR Link Redundancy Entity (LRE), each representing a
pair of LAN ports A and B and a port C towards the application/interlink.
Basic devices supporting PRP/HSR may have only one LRE and thus one entry in
the table, while more complex devices may have several
entries for multiple LREs.

::= { lreStatisticsInterfaces 1 }

lreInterfaceStatsEntry OBJECT-TYPE
SYNTAX LREInterfaceStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "
An entry containing management information applicable to a
particular LRE.
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INDEX { lreInterfaceStatsIndex }
::= { lrelInterfaceStatsTable 1 }

LREInterfaceStatsEntry::=
SEQUENCE {
lreInterfaceStatsIndex Unsigned32,
lreCntTxA Counter32,
lreCntTxB Counter32,
lreCntTxC Counter32,
lreCntErrWrongLanA Counter32,
lreCntErrWrongLanB Counter32,
lreCntErrWrongLanC Counter32,
lreCntRxA Counter32,
lreCntRxB Counter32,

lreCnfRxt—Courrters 7
lreCnftErrorsA Counter32,
lreCntErrorsB Counter32,
lreCnfkErrorsC Counter32,
lreCnftNodes Integer32,
lreCnftProxyNodes Integer32,
lreCnftUniqueA Counter32,
lreCngUniqueB Counter32,
lreCngUniqueC Counter32,
lreCnfkDuplicateA Counter32,
lreCnfDuplicateB Counter32,
lreCnfkDuplicateC Counter32,
lreCngtMultiA Counter32,
lreCngMultiB Counter32,
lreCnftMultiC Counter32,
lreCnkOwnRxA Counter32,
lreCnfOwnRxB Counter32

}

lreIntefrfaceStatsIndex OBJECT-TYPE

SYNTAK Unsigned32

MAX-A[LCESS not-accessible

STATUP current

DESCR[IPTION "A unique value fox-each LRE."
::= { lfelInterfaceStatsEntry I~}

lreCntTKkA OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUP current
DESCRILPTION "

fitted with a_PRP
Redunpancys€entrol Trailer.
Only [frames that are HSR tagged or do have a PRP RCT are counted.
A frapeMaborted during the transmission is not counted.

number of frames sent over port A that are HSR tagged

o o 2 o
TITrcrar aroac. . J.
"

::= { lrelInterfaceStatsEntry 2 }

lreCntTxB OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "

number of frames sent over port B that are HSR tagged or

fitted with a PRP
Redundancy Control Trailer.
Only frames that are HSR tagged or do have a PRP RCT are counted.
A frame aborted during the transmission is not counted.
Initial value = 0.

::= { lreInterfaceStatsEntry 3 }
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lreCntTxC OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of frames sent towards the application interface of
the DANP or DANH
or over the interlink of the RedBox. Frames with and without PRP RCT or HSR
tag are counted, but not link-local frames.
A frame aborted during the transmission is not counted.
Initial value = 0.

"

::= { lreInterfaceStatsEntry 4 }

lreCntEfrWrongLanA OBJECT-TYPE
SYNTAK Counter32
MAX-A[LCESS read-only
STATUP current

DESCR{PTION "
number of frames with the wrong LAN identjifier receivedl on
LRE porft A.
Initial value = 0. Only applicable t6 PRP ports.
= { lfelInterfaceStatsEntry 5 }

lreCntEfrWrongLanB OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUp current

DESCRIPTION "
number of frames with the wrong LAN identifier receivedl on
LRE porf B
Initial value ={0. Only applicable to PRP ports.
= { lfeInterfaceStatsEntry 6 }

lreCntEfrWrongLanC OBJECT-TYPE

SYNTAK Counter32

MAX-A[LCESS read-only

STATUE current

DESCR{PTION "
number of frames with the wrong LAN identifier receive@ on
the intprlink of

a RedBox. Only)applicable to HSR RedBoxes in HSR-PRP configuration
(hsrredboxprpa and hsrredboxprpb) .

I
—
—

reinterfaceStatsEntry 7 }

lreCntRxA OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of frames received on a LRE port A. Only frames that
are HSR tagged
or fitted with a PRP Redundancy Control Trailer are counted. Frames that are
not forwarded anywhere (e.g. because the sender of the frame is in the proxy
node table) are counted, too. Only frames received completely and without
error are counted.
Initial value = 0.

::= { lreInterfaceStatsEntry 8 }

lreCntRxB OBJECT-TYPE
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SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "

number of frames received on a LRE port B. Only frames that

are HSR tagged

or fitted with a PRP Redundancy Control Trailer are counted. Frames that are
not forwarded anywhere (e.g. because the sender of the frame is in the proxy
node table) are counted, too. Only frames received completely and without
error are counted.

Initial value = 0.

:= { lreInterfaceStatsEntry 9 }

lreCntRKC OBJECT-TYPE
SYNTAK Counter32
MAX-A[LCESS read-only
STATUP current
DESCR[IPTION "

number of frames received from the applicatien interfage of a

DANP or| DANH or
the nlmber of number of frames received on the interlink of &rRédBox. Frames
with pnd without PRP RCT or HSR tag are counted, but not ldink-local frames.
Only [frames received completely and without error are cqamted.

Initial value = 0.

::= { lfeInterfaceStatsEntry 10 }

lreCntEfrorsA OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUP current
DESCR[IPTION "

number of frame& with errors received on this LRE port]|A.

Initial value™= 0.

:= { lfelInterfaceStatsEntry 11 %

lreCntEfrorsB OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUP current
DESCR[PTION "

number of frames with errors received on this LRE port|B.

Initial value = 0.

"

{ lfelnterfaceStatsEntry 12 }

lreCntErrorsC OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of frames with errors received on the application
interface of a DANP or
DANH or on the interlink of a RedBox.
Initial value = 0.

"

::= { lrelInterfaceStatsEntry 13 }

lreCntNodes OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "number of nodes in the Nodes Table."
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:= { lrelInterfaceStatsEntry 14 }

lreCntProxyNodes OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of nodes in the Proxy Node Table. Only applicable to
RedBox.
Initial value = 0.

:= { lrelInterfaceStatsEntry 15 }

lreCntUphiqueA OBJECT-TYPE
SYNTAK Counter32
MAX-A[LCCESS read-only
STATUP current
DESCR[IPTION "
number of entries in the duplicate detectidmymechanism|on
port A [for which
no duplicate was received.
Initial value = 0.

Il
—
-

reInterfaceStatsEntry 16 }

lreCntUhiqueB OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUP current
DESCR[IPTION "
number of entries, nr the duplicate detection mechanism|on
port B [for which
no duplicate was received.
Initial value™= 0.

:= { lfelInterfaceStatsEntry 17 %

lreCntUhiqueC OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUP current
DESCR[PTION "
number of entries in the duplicate detection mechanism|on the
applicafion interface
of thp DANwer the interlink of the RedBox for which no duplicate was receive

Initial value = 0.
"

.. 1 . = Fo R — 10
= { reTrIcerraceocacsoIrer TO |

lreCntDuplicateA OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of entries in the duplicate detection mechanism on
port A for which
one single duplicate was received.
Initial value = 0.

"

:= { lrelInterfaceStatsEntry 19 }

lreCntDuplicateB OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
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STATUS current
DESCRIPTION "
number of entries in the duplicate detection mechanism on
port B for which
one single duplicate was received.
Initial value = 0.

"

::= { lrelInterfaceStatsEntry 20 }

lreCntDuplicateC OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCREPFTON -
number of entries in the duplicate detection mechani'sm|on the

applicajion interface

of the DAN or the interlink of the RedBox for which one single duplicafte~was
receivef.
Initial value = 0.

Il
—
=

reInterfaceStatsEntry 21 }

lreCntMpltiA OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUP current
DESCR[PTTION "
number of entries in the.d@plicate detection mechanism|on
port A [for which
more fhan one duplicate was received.

Initial value = 0.
"

Il
—
=

reInterfaceStatsEntry 22 }

lreCntMpltiB OBJECT-TYPE
SYNTAK Counter32
MAX-ALCESS read-only
STATUP current
DESCR[PTION "
number of entries in the duplicate detection mechanism|on
port B [for which
more fthan one duplicate was received.
Initial value = 0.

{ lfeInterfagceStatsEntry 23 }

lreCntMpditi€ OBJECT-TYPE
SYNTA Cuuuth.gr\
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of entries in the duplicate detection mechanism on the

application interface
of the DAN or the interlink of the RedBox for which more than one duplicate was
received.
Initial value = 0.

:= { lrelInterfaceStatsEntry 24 }

lreCntOwnRxA OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of HSR tagged frames received on Port A that
originated from this
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device. Frames originate from this device if the source MAC matches the
MAC of the LRE, or if the source MAC appears in the proxy node table (if
implemented) . Applicable only to HSR.

Initial value = 0.

"

::= { lrelInterfaceStatsEntry 25 }

lreCntOwnRxB OBJECT-TYPE
SYNTAX Counter32
MAX-ACCESS read-only
STATUS current
DESCRIPTION "
number of HSR tagged frames received on Port B that
originated from this

deVin. FJ_GI[LC ULJ‘_\jJ‘_lLClLC L LT OUII LllJ‘.D L:lC JI_L,‘C JI.Jr__ L,‘llC UOULTT IL—;C llla‘l,bll‘: L‘llc
MAC off the LRE, or if the source MAC appears in the proxy node table (if
implepented) . Applicable only to HSR.

Initial value = 0.

::= { lfeInterfaceStatsEntry 26 }

—— AR KA AR AR KA A A AR AR AR AR A A A AR A A A AN R A A AKXk K,k

-— *** | End LRE InterfacesStatsTable ***

—— AR KA AR KR KA A A KRR A A A AR A A A A AR AR AN A AR Ak Kk

—_— ARk kAP Ak Ak Ak A A A A A A A A A A AR A AKX Kk Kk K

-— ***Bpgin LRE NodesTable ***

—_— kA kAP Ak Ak Ak A A A A A A AR A KA A A AKX KKK

lreNodegTable OBJECT-TYPE

SYNTAK SEQUENCE OF LRENodesEntry

MAX-ALCCESS not-accessible

STATUF current

DESCR[[PTION "
The node table' (if it exists on that node) contains
informafion about
all remote LRE, which advertised themselves through
supervipion frames

"

:= { lfeStatisticsInterfaces 2 }

lreNodepEntry OBJECT<IYPE

SYNTAK LRENodesEntry

MAX-ALCCESS not-accessible

STATUp current

DESCR[PTION "
Each entry in the node table (if it exists) contains
informafdols about

. 3 - IR T N ) k] —Tal doa ol k] — e k]
a parcreurar remote oD reUISTerToT IIT CIT Tote Caolc,; WIIICIT auverTtIsSceo TtSer

through supervision frames.
INDEX { lreInterfaceStatsIndex, lreNodesIndex }
:= { lreNodesTable 1 }

LRENodesEntry: :=
SEQUENCE {
lreNodesIndex Unsigned32,
lreNodesMacAddress MacAddress,
lreTimeLastSeenA TimeTicks,
lreTimeLastSeenB TimeTicks,
lreRemNodeType INTEGER
}

lreNodesIndex OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS not-accessible
STATUS current
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DESCRIPTION "Unique value for each node in the LRE's node table."
::= { lreNodesEntry 1 }

lreNodesMacAddress OBJECT-TYPE
SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION "Each MAC address corresponds to a single Doubly Attached Node"
:= { lreNodesEntry 2 }

lreTimeLastSeenA OBJECT-TYPE
SYNTAX TimeTicks

MAX-APEESS—Tead~omrty

STATUF current

DESCR[LPTION "

Time in TimeTicks (1/100s) since the last frame from this

remote [LRE was
receijed over LAN A. Initialized with a value of 0 upon node regiStration
in the node table.

"

Il
—
—

reNodesEntry 3 }

lreTimeLastSeenB OBJECT-TYPE
SYNTAK TimeTicks
MAX-A[LCESS read-only
STATUp current
DESCR[[PTION "
Time in TimeTicks (1/1008) since the last frame from this
remote [LRE was
receijed over LAN B. Initialized with a valdle of 0 upon node registration
in the node table.

I
—
—

reNodesEntry 4 }

lreRemNpdeType OBJECT-TYPE
SYNTAXNENTEGER
{

danp |(0),

redbokp (1),

vdanp| (2),

danh |(3),

redbokh (4),

vdanh| (5)

}
MAX-ALCCESS«read-only
STATUp curzent
DESCR[[RTLON "DAN type, as indicated in the received supervision frgame

.. 1 ECNR] Torde L
= { ot STITTE T T

—— kkkkkkk kA A A Ak Ak Ak hkhkrkhkkkkkx

—-— *** FEnd LRE NodesTable ***

—— Kk kkkkk Ak Ak A Ak Ak Ak Ak hkhkkkhkkkkkx

—— kkkkkhkkk Ak Ak Ak Ak Ak hkhkrkkhkkhkkhkkkkxkxk*

—-— *** Begin LRE ProxyNodeTable ***

—— kkkkkhkkk Ak Ak Ak Ak Ak hkhkrkkhkkhkkhkkkhkkkhxk*

lreProxyNodeTable OBJECT-TYPE
SYNTAX SEQUENCE OF LREProxyNodeEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION "
The proxy node table (if implemented) contains information
about all
nodes, for which the LRE acts as a connection to the HSR/PRP
network.
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::= { lreStatisticsInterfaces 3 }

lreProxyNodeEntry OBJECT-TYPE
SYNTAX LREProxyNodeEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "

Each entry in the proxy node table contains information about

a particular nodefor

INDEX
= {1

LREProx
SEQUE
lrePr
lrePr

}

lreProx
SYNTA|
MAX-A|
STATU
DESCR
= {1

lreProx
SYNTA|
MAX-A|
STATU
DESCRIP

—— Kk kK
—_ kxk %

—— kk kK

which the LRE acts as a connection to the HSR/PRP network.

"

{ lreInterfaceStatsIndex, lreProxyNodeIndex }

2

= PO -~ T 2
[CT TOXyNoOUTTC Iadore T |

yNodeEntry: :=

NCE  {

bxyNodeIndex Unsigned32,
bxyNodeMacAddress MacAddress

yNodeIndex OBJECT-TYPE

K Unsigned32

CCESS not-accessible

5 current

TPTION "A unique value for each node in the LRE'S proxy node table."

reProxyNodeEntry 1 }

yNodeMacAddress OBJECT-TYPE

K MacAddress

CCESS read-only

5 current

' TON "

Each entry contains information about a particular nod
for which the IRE acts as a proxy for the HSR/PRP netw

"

reProxyNodeEntry 2 }

IR I I I R I b b b b b S I b e S I b b A Y

End LRE ProxyNodeTable ***
ek kA hk kA hkhkhkhkhkhkhkhkhkdhhr k" hkhkhkhkkxk*

-- Conf

brmance Information

linkRed|
lreGrou
lreDefa
OBJEC
lre

lre

LndancyConformance OBJECT IDENTIFIER::= { linkRedundancyEntityConforman
bs OBFEET IDENTIFIER::= { linkRedundancyConformance 1}

11tGrp OBJECT-GROUP

TS {

1%

brk.

te 1 }

s - - A
I raccarc rivancy,

InterfaceCount,

lreRowStatus,
lreNodeType,
lreNodeName,
lreVersionName,
lreMacAddress,
lrePortAdminStateA,
lrePortAdminStateB,
lreLinkStatusA,
lreLinkStatusB,
lreDuplicateDiscard,
lreTransparentReception,
lreHsrLREMode,
lreSwitchingEndNode,
lreRedBoxIdentity,
lreEvaluateSupervision,
lreNodesTableClear,
lreProxyNodeTableClear,
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1lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
lre
}
STATU
DESCR
"Ob
= {1r

DuplListResideMaxTime,
CntTxA,

CntTxB,

CntTxC,
CntErrWrongLanA,
CntErrWrongLanB,
CntErrWrongLanC,
CntRxA,

CntRxB,

CntRxC,
CntErrorsa,
CntErrorsB,
CntErrorsC,
CntNodes,

CrrtPro yNudC 7
CntUniqueA,
CntUniqueB,
CntUniqueC,
CntDuplicateAl,
CntDuplicateB,
CntDuplicateC,
CntMultiA,
CntMultiB,
CntMulticC,
CntOwnRxA,
CntOwnRxB,
NodesMacAddress,
limeLastSeenA,
imeLastSeenB,
RemNodeType,
ProxyNodeMacAddress
5 current

I PTION

jects in the default group"
EGroups 1}

e A A A A A AR A A A AR A A A AR A A A A AR A A KNIE A A A AR A A A AR A A A AR A A A A ARk A A A A kA Ak Ak kA Ak Ak Kk kK

re 2}

-- MIB module Compliance statements
linkRedphndancyCompliances\OBJECT IDENTIFIER::= { linkRedundancyEntityConforman
linkRedpndancyCompliance) MODULE-COMPLIANCE
STATUS fpurrent
DESCRIP[FION "Compliance for support by IEC 62439-3 module"
MODULE
MANDATORY-GROUPS) {
lrepefaultGrp
}
L= { lLuchduudauuyﬂumyliaupco + }

END
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Annexe A
(normative)

Synchronisation d'horloges sur des chemins
redondants dans I'lEC 62439-3

A.1 Vue d'ensemble

L'Annexe A spécifie la maniére dont les horloges qui fonctionnent conformément au
protocole PTP (PreC|S|on T|me Protocol IEC 61588: 2009) sont assomees sur des chemins

au niveau réseau. L' ut|I|sat|on d horloges ma|tres redondantes n est pas etudlee cat,
déja partie de I'lEC 61588:2009 (par exemple, cluster grand maitre).

Cette mgthode s'applique a deux profils de PTP décrits a I'Annexe C:

— L3EZ2E (couche 3 a mesure du retard entre extrémités) et
— L2P2P (couche 2 a mesure du retard entre homologues).

L'Anne>le D contient des informations de tutoriel se limitant aux.aspects de I'lEC 61588:2009
relatifs au fonctionnement redondant dans le présent contextes:

A.2 Association a des LAN redondants par uhe horloge frontiére

Une horloge ordinaire (OC) peut étre associée aux horloges maitres MCA et MCB par{une BC
a deux ports (voir Figure A.1) qui est en méme:temps une OC.

MASTER LAN A LANB MASTER

® ()®

SLAVE SLAVE| \OC4B
SLAVE PASSIVE_MASTER

&)
©e &

IEC

Anglais Frangais

Master Maitre

Slave Esclave

Figure A.1 — Horloge a double association comme BC
(MCA est la meilleure horloge maitre)
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Cette disposition augmente la disponibilité des deux LAN en cas de défaillance d'un maitre.
Par exemple, dans la Figure A.1, en cas de défaillance de MCB, le port B passera de I'état
PASSIVE_MASTER a MASTER tandis que MCA synchronisera OC4B sur la BC. S'il existe
plusieurs BC entre les deux maftres, un seul d'entre eux deviendra le maitre, conformément
au BMCA.

Cet arrangement est couvert par les spécifications de I'lEC 61588:2009. Elle exige toutefois
une modification du BMCA (voir IEC 61588:2009, Figure 28) pour intégrer le scénario ou MCA
et MCB constituent une seule et méme horloge. Il convient aussi que la décision de
I'algorithme de la BMCA tienne compte de la qualité de I'horloge (voir Figure A.26 et A.7.3);
donc, lorsque les ports A et B regoivent le méme maitre avec les mémes étapes supprimées,
I'un des deux ports passera a l'état PASSIVE_MASTER. Ce mode ne sera pas détaillé

d t’_ H [H | + + LiCo 40009000
avanigge;putsgutresteotvertpar =G o To00.Zz00 "

NOTE Il a été revendiqué que le couplage du LAN A et du LAN B par plusieurs BC pourrait_‘intropuire des
défaillanckes en mode commun.

A.3 Association a des LAN redondants par des horloges ordinaires a double
jdssociation

L'IEC 61588:2009 prévoit qu'une horloge ordinaire comporte undsedl port. L'Article A7 étend
le modéle de I'lEC 61588:2009 afin de prendre en charge une horloge ordinaire ayec des
ports cquplés redondants, appelée une horloge a double assadciation (DAC).

Le prin¢ipe des DAC peut étre appliqué aux protocoles'PRP (voir Article A.4) et HER (voir
Article A.5). Une DAC peut étre combinée a une TCuou a une HC, dont I'homologug le plus
proche |dans I'l[EC 61588:2009 est appelée "Horloge ordinaire et transparente entre
homologues combinée”.

La Figure A.2 représente le modéle d'harfoge PTP conceptuel d'une horloge ordingire OC2
(esclave a double association) a deux ports, ou I'un des ports est associé au LAN A avec
I'horloge maitre A (MCA) et ou l'autre)port est associé au LAN B avec I'horloge B (MCB),
puisque|MCA est de meilleure qualité que MCB et OC2. Les LAN sont symbolisés |par des
ponts quii font office de TC.

NOTE 1 |Les LAN peuvent aussi\eomporter des BC, auquel cas les horloges frontieres les plus proches d'OC2
exercent le réle de MCA ou MEB.

Les ports redondants_exécutent le protocole PTP de maniére indépendante. En pafticulier,
chaque |port dispose d'un diagramme d'états conforme a I'lEC 61588:2009, 9.2.5. Chaque port
exécute| le BMGAy calcule le retard de ligne et répond indépendamment aux messages de
gestion |PTP.

Si une DAC posséde une qualité d'horloge inférieure a MCA ou MCB, seul le port connecté au
meilleur maitre passera a I'état SLAVE et synchronisera OC2 tandis que le port passera a
I'état PASSIVE_SLAVE. Cela ne synchronise pas OC2, mais fonctionne comme un port
esclave et envoie par exemple les messages de calcul de retards. Le second port passera a
I'état SLAVE si I'autre port perd la synchronisation ou lorsque le maitre obtiendra sur son LAN
une meilleure qualité que le maitre sur I'autre LAN.
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LAN A LAN B

MASTER

portlpS-state="SEAVE | A | ports— pertbSstate=PASSIVE_SLAVE
Z \:j

IEC

Anglais Frangais

Master Maitre

Slave Esclave

Figure A.2 — Horloge a double association quand MCA est la meilleure horloge maitre

NOTE 2 |[Ce concept peut étre étendu a pluscde deux ports ou a plusieurs maftres actifs simultanément sur le
méme poft.

Si une DAC posséde une qualité d'horloge supérieure a MCA et MCB, les deux ports [passent
a I'état MASTER. lIs enverront*tes messages de synchronisation quasiment en mémg temps
(selon I¢ trafic réseau).

La Figufe A.3 représente une topologie dans laquelle une DAC est le maitre (OC1) 4t I'autre
est un gsclave (OC2)."Comme les deux ports d'OC2 sont contrélés par le méme maifre OC1,
OC2 chpisira un-pért comme SLAVE d'aprés son algorithme de la BMCA. L'identificateur et la
qualité d'horloge-sont identiques dans ce cas. L'algorithme de la BMCA est donc étendu avec
des critéres(spécifiques a l'application (par exemple, en fonction de la qualité d'horlogg regue)
. 1l est
erturbé

n'entraine pas une commutation fréquente.
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®

portDS state = MASTER

- 257 —

master

portDS state = MASTER

LAN B

>

(5.

oSy

portDS.state = SLAVE portDSstate = PASSIVE_SLAVE
paired
portA |[€------------2 partB
? f
slave
IEC
Anglais Francgais
Paired Couplés
Master Maitre
Slave Esclave
Figure A.3— Horloges a double association quand OC1 est la meilleure horloge maitre
NOTE 3 Une teffe DAC €St pius Simpie quune BC, mais ne constitue pas ta motivation principale. Cette

configuration élimine le couplage entre les LAN qui existeraient avec une BC.

Cela constitue des dépendances sous-jacentes entre les ports. Cela donne lieu au concept de
"ports couplés”, qui est reflété dans la MIB. Les dépendances sont les suivantes:

o L'algorithme de la BMCA et la qualité d'horloge d'OC2 sont communs aux deux ports.

e |'état d'un port est communiqué a l'autre pour s'assurer qu'un port ne passe pas a |'état
MASTER lorsque l'autre est a I'état SLAVE.

e Les deux ports peuvent échanger des informations complémentaires, a savoir les retards
de ligne calculés.

Sinon,

quand
correspondants avec

les ports sont indépendants,

séquence PTP différent sur les deux ports.

I'norloge peut envoyer les messages PTP
le méme numéro de séquence PTP ou avec un numéro de
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A.4 Mapping PRP vers PTP

A.4.1 Scénarios et roles d'appareils

La topologie générale retenue est représentée a la Figure A.4; elle ne constitue pas une
topographie réelle, mais sert seulement a expliquer les scénarios.

Le réseau PRP dupliqué se compose de deux LAN, LANA et LANB. Les LAN sont
symbolisés par des ponts faisant office d'horloges transparentes. Il peut exister des BC dans
les LAN (non représentées a la Figure A.4). Des OC peuvent étre associées aux réseaux
LAN A et LAN B redondants via des RedBox en tant que maitre (LAN C) et qu'esclave
(LAN D).

Le résepu généralisé se compose des éléments suivants, qui sont des réles qu'un pppareil
peut assumer, pas des appareils réels:
1) [ OCH1: DAC associée aux deux LAN, en tant que maitre;
2) | OC2: DAC associée aux deux LAN, en tant qu'esclave;
3) | OC3: SAC associée a I'un des LAN PRP, en tant que maftre;
4) | OC4: SAC associée a I'un des LAN PRP, en tant qu'esclave;
5) | OC5: SAC associée via une RedBox en dehors des LAN PRP, en tant que mditre;
6) | OC6: SAC associée via une RedBox en dehors dés LAN PRP, en tant qu'esclpve;

7) | BC7: RedBox M associée a I'horloge maitre“a une seule association OC5,|en tant
que DABC;

8) | BC8: RedBox S associée a I'horloge esclave a une seule association OC6,|en tant
que DABC;

9) | TC9: RedBox M associée a I'horloge maitre a une seule association OC5,|en tant
que DATC ou que SLTC;

10) | TC10: RedBox S associée a«lhorloge esclave a une seule association OC6,| en tant
que DATC ou que SLTC.

NOTE Ehp réalité, le LAN comportera'une combinaison de tous ces cas; cette distinction n'est que conceptuelle.



https://iecnorm.com/api/?name=06bdccae544d4c11c81980eb021017e6

IEC 62439-3:2016 © IEC 2016

SAN master @

LAN C

— 259 —

_. | RedBox \/
Do T M \T/
TC
®
MASTERT T MASTER
D aster
o | (M= @ @
@ c1
\V @ \
oc3 1= @ ‘ oc4
| |
SAN SAN
mastgr SLAVEJ1 DAC slave J1 PASSIVE_SLAVE klave

RedBox
]

MASTER

LAN C

SAN slave @ @

IEC

Anglais Francais
SAN master Maitre SAN
SAN slave Esclave SAN
DAC master Maitre DAC
DAC slave Esclave DAC

Figure A.4 — Eléments des réseaux PRP

A.4.2 Fonctionnement dans PRP

Le mode d'exploitation PRP général est qu'un DANP (OC1 et OC2 dans la Figure A.4) est
associé a deux LAN distincts (LAN A et LAN B dans la Figure A.4). Pour tout le trafic
sauf PTP, une source DANP envoie la méme trame sur deux LAN aprés avoir ajouté la RCT.
Une trame n'est pas modifiée lors du transit par les LAN. La destination DANP recoit la
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premiére trame d'une paire et rejette le doublon sur la base de sa RCT et de son adresse
source.

Ce mode d'exploitation PRP général ne s'applique pas aux trames PTP, puisque le retard
dont fait I'objet une trame n'est pas le méme dans les deux LAN et que certaines trames sont
modifiées dans les TC (ponts) lors de la transition via le LAN. Un DANP ne recgoit pas le
méme message PTP des deux ports méme lorsque la source est la méme.

En particulier:

e les messages Sync en 1 étape sont modifiés par les TC pour régler le champ de
correction.

e Les|trames Follow_Up sont générées par I'horloge en 2 étapes et ne trangportent
aucyne RCT.

e Les [TC ne reconnaissent pas PRP et ne sont pas obligées de transmettrg 1a’RCT| qui est
une jpartie du message arrivant aprés les données utiles.

e Les BC du LAN ne reconnaissent pas PRP et généreraient leurs propres trames Apnounce
et Sync sans ajouter de RCT.

La Figyre A.5 représente la connexion entre le maitre OC1 gf-un esclave OC2 dans un
réseau PRP, puisque les deux appareils sont des DANP (et\'des DAC). Le chenpin d'un
message de synchronisation par les LAN avec la correction(de I'horloge pour les refards de
résideng¢e et les retards de ligne est suggéré a l'aide d'uh exemple d'horloge en 2|étapes.
OC2 regoit de chaque port les mémes messages PTP issus du méme maitre avec deq retards
différents.

Comme| la RCT de PRP ne peut pas étre ufilisée pour les messages PTP, les|OC ne
procédgront pas au rejet des doublons sur, eux et considéreront que les deux ports sont
indépendants.
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Figure A.5 — Connexion 'd'une horloge maitre a une horloge ordinaire via PRP

A.4.3 Spécification.de/la configuration

Lors dulfonctionnement sur un réseau PRP, une horloge ordinaire doit étre:

1) soit{une DAC) associée directement en tant que DANP (voir A.4.4, par exemple OC1
ou QC2 dans la Figure A.4), auquel cas I'horloge exécute l'algorithme de la BMCA par
défdutde1'lEC 61588:2009 étendu par la présente spécification;

2) soit —uneSAC,—quime Teconmait—pas @ presente specificatiom, —mmais—qui, par

hypothéese,exécute I'algorithme du BMCA par défaut de I'lEC 61588:2009, associée:

e soit a un LAN en tant qu'horloge a une seule association (voir OC3, OC4 dans la

Figure A.4) sans la garantie de redondance;
via une RedBox, comme spécifiée en A.4.5 (voir OC5, OC6 dans la Figure A.4).

NOTE Une topologie PRP dans laquelle une MC se trouve sur le LAN A et une autre MC sur le LAN B est
considérée comme une situation dégradée, puisqu'une GMC qui se trouve sur un LAN ignore I'autre maitre qui se
trouve sur 'autre LAN et qu'elle ne peut donc pas faire office de sauvegarde. Cette situation se produit lorsque des
liaisons sont perdues et que les horloges ordinaires reprennent le role de maitre en I'absence d'une meilleure
alternative. Cette situation peut étre évitée s'il existe au moins un appareil conforme a A.7.3. Cela peut toutefois
aussi étre une maniére intentionnelle de fournir des horloges redondantes indépendantes.
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A.4.4 Spécifications d'un DANP en tant que DAC
A.4.41 Envoi dans les DAC

Un DANP doit envoyer les messages PTP via les deux conformément a I'état de port de
chaque port, comme sélectionné par A.7 .4.

NOTE Il n'est pas nécessaire d'ajouter une RCT; elle serait ignorée en cas d'ajout.

A.4.4.2 Réception dans les DAC

Une DAC doit gérer tous les messages PTP conformément a A.3 pour chaque port
séparément;

NOTE 1 |Cela signifie notamment qu'un port exploite les messages Sync et Delay_Resp (en E2E)"a d¢s fins de
supervisign, méme s'il ne les utilise pas a des fins de synchronisation.

NOTE 2 |Un DANP ne s'appuie pas sur la RCT des messages PTP recgus.
A.4.5 Modéle d'horloge d'une RedBox pour PTP
A.4.51 Types de RedBox PRP

Les RedBox connectent des appareils a une seule associationnd un LAN dupliqué. |l existe
différenis types de RedBox pour le fonctionnement redondant. Tous les types peuvgent étre
utilisés |conjointement dans le méme réseau. Certains_types de RedBox introduisent des
contraintes qui affectent I'ensemble du réseau.

Les typés de RedBox suivants sont pris en comptet

1) RedPBox en tant que BC a trois ports (TWBE)
La RedBox fonctionne comme une BG. a trois ports, qui fait office d'esclave sur
exa¢tement un LAN et d'esclave ou.dé port passif sur les deux autres LAN. Ce type
améliore la résilience des SAC sur.le LAN A ou le LAN B, car la BC peut faire gffice de
poni pour les deux LAN. Ce scénario est entierement couvert par les spécifications de

2) RedBox en tant que BC a double association (DABC)
La RedBox fonctionne comme une horloge a double association vis-a-vis du LAN dupliqué
et comme une BC vis-a=vis de 'autre LAN. Les principes de distribution du temps peuvent
difffrer des deux-'€btés de l|laBC; il n'existe pas de restriction par rapport a

3) RedBox en taft-que TC a double association (DATC)
La RedBox fonctionne comme une DAC vis-a-vis du LAN dupliqué et comme une|TC vis-
a-vis de [‘autre LAN pour lequel elle utiIise le BMCA afin de choisir un cherrin. Elle

du port

maitre a

une seule assomahon recoit deux f0|s pIus de messages Delay Req qu'en Iabsence de

redondance et que le nombre de ports dans un appareil est limité a 4 096 (voir A.4.5.4).

4) RedBox en tant que TC sans état (SLTC)
La RedBox fonctionne en mode a la volée et ne peut rejeter les messages qu'a la
réception. Ces RedBox produisent des performances supérieures pour l'ensemble des
messages. La SLTC balise les messages PTP sur I'ensemble des LAN.
Les horloges a une seule association sur le LAN a liaison simple sont en mesure de
fonctionner avec deux maitres simultanés, comme spécifié dans I'lEC 61588:2009.
Un mafitre SAC sur un LAN a liaison simple regoit deux fois plus de messages Delay Req
qu'en l'absence de redondance, ce qui engendre une charge processeur supplémentaire;
quatre messages Delay Resp au total pourraient étre diffusés sur les LAN, ce qui
engendrerait du trafic supplémentaire. Le nombre de ports dans un appareil est limité a
4 096 (voir A.4.5.5)
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A.4.5.2 RedBox PRP en tant que BC a trois ports (TWBC)

Les RedBox peuvent étre mises en ceuvre en tant que BC a trois ports (voir A.2 et
Figure A.6). Ce cas est couvert par les spécifications de I'lEC 61588:2009.

SAN master
PASSIVE

LAN C

RedBox MASTER

\ecz/

SLAVE T MASTER
DAC master

SLAVE @ PASSIVE,

Q\ PASSIVE_SLAVE
SLAVE @

TR

DAC slave
SL)”\VEJ1 l PASSIVE
RedBox BC8
MASTER
SAN slave
IEC
Anglais Frangais
SAN master Maitre SAN
SAN slave Esclave SAN
DAC master Maitre DAC
DAC slave Esclave DAC

Figure A.6 — RedBox PRP en tant que BC (OC3 et BC7 sont les meilleurs maitres)

A.4.5.3 RedBox PRP en tant que BC a double association (DABC)
A.4.5.3.1 RedBox en tant que DABC - principe

Une RedBox fonctionne comme une DABC, avec un port virtuel constitué de deux ports
physiques A et B exploités comme une DAC vis-a-vis du LAN A et du LAN B dupliqués et un
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port vis-a-vis du LAN C a un chemin. Il ne fonctionne pas comme une BC entre le LAN A et le
LAN B.

La Figure A.7 représente le modéle d'horloge PTP conceptuel d'une RedBox en tant

que DABC.
DAC master @
1
MASTER MASTER
[,
qﬁb
LAN Bb
q/b‘
©
SLAVE port A port B PASSIVE_SLAVE
1 X%
e
MASTER
SAC slave @
IEC
Anglais Francais
DAC master Maitre DAC
SAC slave Esclave SAC
Master Maitre
Slave Esclave

Figure A.7 — Modeéle d'horloge DABC RedBox

Dans cette configuration, on distingue deux cas:

1) Le meilleur maitre réside sur les LAN PRP (OC1 dans la Figure A.7), le port A ou le port B
devient esclave tandis que le port C se dispute le role de maitre du c6té non PRP. S'il
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remporte la compétition au titre de la meilleure BMC, le maitre OC1 synchronisera la BC,
qui synchronisera a son tour I'OCG6.

2) Le meilleur maitre réside sur le LAN a liaison simple (par exemple, OC5 dans la
Figure A.8), le port C devient esclave et synchronise la BC dont le port A et le port B se
disputent la place de mafitre sur leurs LAN respectifs et, si cela aboutit, synchronise

AN A et

alcul de

la DAC OC2.
A.4.5.3.2 RedBox PRP en tant que DABC avec E2E
A.4.5.3.21 RedBox PRP en tant que DABC avec E2E - principe
Lorsqu'une RedBox met en ceuvre une BC avec E2E (voir Figure A.8), l'échange de
message Lo T o !
au LAN[B appliquent le modéle d'horloge a double association; elles mettent en
méthod¢ E2E spécifiée dans I'lEC 61588:2009.
Les horloges qui se trouvent dans le LAN C et le LAN D peuvent utiliser un-autre c
retard de ligne (par exemple, I'norloge OC6 de la Figure A.8 qui utilisenle’retard P4P entre
homologues) ou méme un protocole de distribution de temps différent,.comme SNTP.
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Figure A.8 — RedBox PRP en tant que DABC avec E2E — BC7 est I'horloge maitre

A.453.2.2 RedBox PRP en tant que DABC avec E2E - diagramme de temporisation

La Figure A.9 représente la temporisation des messages PTP entre les deux RedBox. Les
RedBox se comportent comme des DAC. L'échange de messages PTP sur les LAN a liaison
simple est représenté a la Figure A.9 avec E2E a titre d'exemple.
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Figure A.9 — RedBox PRP en tant que DABC avec E2E — temporisation
A.4533 RedBox PRP en tant que DABC avec P2P
A.4.5.33.1 RedBox PRP en tant que DABC avec P2P - principe
Lorsqu'iine/,RedBox met en ceuvre une BC avec P2P (voir Figure A.10), I'échange de
messag fité irrcivi tar orloges

associées au LAN A et au LAN B appliquent les regles d'horloge a double association.

Le protocole de distribution de temps sur le LAN C ou le LAN D peut étre différent; la
Figure A.10 montre un exemple de P2P sur le LAN C et d'E2E sur le LAN D.
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A.4.5.3.3.2 RedBox PRP en tant que DABC avec P2P - diagramme de temporisation
La Figure A.11 montre le diagramme de temporisation du P2P, I'échange de messages PTP

en 1 étape entre les RedBox. Les BC mettent en ceuvre E2E sur les LAN a liaison simple pour
démontrer I'indépendance des protocoles.
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Figure A.11 — RedBox PRP en tant que DABC avec P2P - temporisation

A.4.5.34 RedBox PRP en tant que DABC - spécification

Les RedBox qui font office de BC doivent se comporter comme des DAC, conformément
a A.4.4, du coté PRP.

il n'est pas contraint d'étre PTP.

A.454 RedBox PRP en tant que TC a double association (DATC)
A.45.41 RedBox PRP en tant que DATC avec E2E

A.4.5.41.1 RedBox PRP en tant que DATC avec E2E - principe

Tous les messages nécessaires pour la mesure du retard doivent emprunter le méme chemin:
en mode a 1 étape, E2E, Sync et Delay_Req doivent emprunter le méme chemin, tandis que,
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en mode a 2 étapes, E2E, Sync, Follow_Up, Delay_Req et Delay_Resp doivent emprunter le
méme chemin.

La DATC laisse pour cela la RedBox exécuter le méme algorithme de BMCA que le ferait
une DAC.

Lorsque I'horloge ordinaire est une DAC (OC1, OC2), chaque port suit la trace du port sur
lequel il envoie et recgoit les messages PTP, le LAN A et le LAN B sont distincts.

La situation la plus complexe survient lorsque I'horloge maitre et I'horloge esclave sont
associées au SAN via une RedBox (maftre OC5 ou esclave OC6 comme le montre la
Figure A.12). Ces appareils ignorent sur quel LANA ou LANB sont arrivés les
messages PTP. Dans ce cas, la RedBox S (TC10) effectue le choix.
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Figure A.12 — RedBox PRP en tant que DATC avec E2E - flux de signaux

La RedBox M c6té maitre (TC9 dans la Figure A.12) duplique les messages Sync issus de
I'horloge maitre (OCS) sur le LAN_C et les transmet sur le port A et sur le port B, avec une
correction individuelle du temps de résidence. Les messages Sync transitent via le LAN A et
le LAN B avec des délais différents.

Deux cas sont considérés (voir Figure A.12):

1) Lorsque I'horloge esclave est une DAC qui fonctionne avec le protocole PRP (OC2), elle
recoit les deux messages Sync et en accepte un seul, conformément a son algorithme
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de BMCA. OC2 envoie deux messages Delay_Req sur le LAN_A et le LAN_B qui
transitent jusqu'au maitre OC5. La DAC OC2 n'utilisera le message Delay_Resp que pour
la correction du temps sur le méme LAN ou elle a accepté le message Sync. Le port a
I'état PASSIVE_SLAVE pourra néanmoins calculer le délai sur l'autre partie, ce qui peut
lisser la commutation.

Lorsque [I'horloge esclave est une SAC (OC6) qui réside derriere une RedBox S
(TC10 dans la Figure A.12), TC10 recoit deux messages Sync, sélectionne celui qui
provient du meilleur maitre, conformément a son BMCA (A.7.4), puis transmet le message
Sync a I'horloge esclave (OC6) sur le LAN C. L'horloge esclave OC6 répond par un
message Delay Req. La RedBox S (TC10) duplique les messages Delay Req regus sur
les deux LAN.

Le maitre—S€5 |épund|a 2 uhaquc message Dc:ay_P\cq par—tuh—message Dc:ay_Rc\p. Pour
s'assurgr que le message Delay Resp emprunte le méme chemin que le'\Cmessage
Delay Req, la DATC RedBox M (TC9) manipule l'identité de port du message Delay| Req et
régle pour cela les deux bits de poids fort bit 15 et bit 14 respectivement_sur/"10"|pour le

LAN A gt sur "11" pour le LAN B avant de le transférer sur le LAN C jusqu'a. QGC5.

Le maitfe OC5 copie le numéro de port du champ sourcePortldentity dumessage Delay_Req
dans le [nhuméro de port du champ requestingPortldentity du message(Delay_Resp. Lofsque le
message Delay_Resp revient du maitre OC5, la RedBox M acheming le message Delgdy_ Resp
conformément au numéro de port manipulé et emprunte le mémeg-chemin d'ou est prgvenu le
message Delay Req. Parallelement, la RedBox M définit les-deux bits de poids fort bit 15 et
bit 14 du numéro de port dans le champ requestingPortldentity sur "00" pour s'assyrer que

I'horloge maitre reconnait son identité.

La RedBox S (TC9 dans la Figure A.12) n'accepte que le message Delay Resp en
provengnce du LAN ou elle a regu le message (Sync (et Follow_Up dans une corregtion en
2 étapes) et le transmet via le LAN D; elle rejette I'autre message Delay Resp, quel gue soit
le message arrivé en premier, mais enregistre néanmoins son heure d'arrivée |afin de

superviger le chemin inutilisé en cas de défaillance unidirectionnelle.

NOTE 1 |De ce fait, le portNumber d'une DAC-sur le LAN A et le LAN B est, par hypohtése, égal a "00' dans les

deux bits |[de poids fort.

NOTE 2 | La RedBox envoie également le message Delay_Req sur le LAN inactif pour supervisef que les
deux LAN| sont capables de fonctionner. L'inconvénient est qu'un maitre qui réside sur le LAN C recoit|deux fois

plus de mlessages Delay_Req gu'en'l'absence de redondance.

NOTE 3 |Ce comportement n'est pas strictement celui d'une TC, conformément a I'lEC 61588:2009, qui he prévoit

pas que lgs TC exécutentite-BMCA. Il est toutefois identique a celui de la DAC et des BC.

A.4.5.41.2 RedBox PRP en tant que DATC avec E2E - temporisation

Le diagfamme ‘de temporisation de la Figure A.13 représente I'échange de messages|PTP en
1 étape(entre le maitre (OC5 dans la Figure A.12) et I'esclave (OC6 dans la Figure A.12) sur

le LAN Aettie tANBPRFP:

NOTE L'échange en 2 étapes semble similaire, mais le message Sync est suivi d'un message Follow_Up.
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Figure A.13 — RedBox PRP en tant que DATC avec E2E - temporisation

La RedBox M c6té maitre (TC9 dans la Figure A.12) duplique les messages Sync issus de
I'horloge maitre (OCS) sur le LAN_C et les transmet sur le port A et sur le port B, avec une
correction individuelle du temps de résidence. Les messages Sync transitent via le LAN A et
le LAN B avec des délais différents.

En prenant pour hypothése que la RedBox S cb6té esclave (TC10 dans la Figure A.12)
considére que le LAN A contient le meilleur maftre, elle transmet le message Sync du LAN A
au LAN D et corrige son temps de résidence. Elle veille aussi a ce que le message Sync B
arrive afin de superviser le port passif.

Lorsque le message Delay_Req correspondant arrive (méme numéro de séquence que Sync),
la RedBox S (TC10 dans la Figure A.12) le transmet sur le LAN a partir duquel elle a propagé
le message Sync jusqu'a l'esclave.
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Elle peut envoyer le message Delay_Resp sur le canal inactif afin de veiller a ce qu'il n'existe
aucune défaillance unidirectionnelle sur le chemin.

La RedBox M (TC9 dans la Figure A.12) transmet les (deux) messages Delay_Req au maitre
(OC5 dans la Figure A.12).

Le maitre retourne le message Delay Resp et la RedBox M (TC9 dans la Figure A.12)
transmet cette réponse sur les deux LAN (vu qu'elle ne peut pas savoir quel port la RedBox S
préféere).

La RedBox S (TC9 dans la Figure A.12) n'accepte que le message Delay Resp en
provenance du LAN ou elle a recu le message Sync (et Follow Up dans une correction en
2 étapes$) et le transmet via le LAN D; elle rejette I'autre message Delay Resp, quel fgue soit
le mesgage arrivé en premier, mais enregistre néanmoins son heure d'arrivée |afin de
superviger le chemin inutilisé en cas de défaillance unidirectionnelle.

A.4.5.4)2 RedBox PRP en tant que DATC avec P2P
A.4.54021 RedBox PRP en tant que DATC avec P2P - principe

Une RedBox peut étre mise en ceuvre en tant que DATC commele modele représenté a la
Figure A.14.
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Figure A.14 — RedBox PRP en tant que DATC avec P2P
La RedBox M c6té maitre (TC9 dans la Figure A.14) duplique le message Sync.

La RedBox S cété esclave (TC10 dans la Figure A.14) ne transmet que I'un des messages
Sync.
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En mode P2P, peu importe que le Sync parcoure le LAN A et le LAN B: les corrections se font
par TC. Par contre, en mode en 2 étapes, le message Follow_Up doit emprunter le méme
chemin que le message Sync. Pour certains profils d'horloge, il est exigé que le message
Announce emprunte le méme chemin que le message Sync.

Le chemin Sync qui n'est pas transmis par la RedBox S est néanmoins utilisé en tant que

contrbéle d'état du chemin.

A.4.5.4.2.2

RedBox PRP en tant que DATC avec P2P - temporisation

La Figure A.15 représente le diagramme de temporisation des RedBox en tant que DATC
avec P2P. Le LAN A, par hypothése, contient le maitre préférentiel. Le message Sync B est

transmi$
RedBox S a RedBoxM ik C
ordinaryj| Pac, PBC ,J] master
(slave)
clock Pca, PcB 1 clock
D BA BA C Sync C (4, 0) ¢
1

Sync A (t, Zpame+Z7-apd =]

Sync D tams A -7 pce
tn Some¥Thand) || R
. -
? >
Sync B (ty, ZpemstZAgms
=
Qilay_Rqu
. Pdelay_ReqC
Pdelay_ReqD \
N Pdelay_Resp A
Pdelay_RespC
Pdelay_RespD Pdelay_ReqB
—
........ )
Pdelay_Resp B
IEC

Anglais

Frangais

ordinary (slave) clock

horloge (esclave) ordinaire

link

liaison

master clock

horloge maitre

Figure A.15 — RedBox PRP en tant que DATC avec P2P - temporisation

NOTE Le diagramme de temporisation pour le mode en 2 étapes est similaire, sauf que le message Follow_Up
suit le message Sync et que le message Pdelay_Resp_Follow_Up suit le message Pdelay_Resp.
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A.45.4.3 RedBox PRP en tant que DATC - spécification

Une RedBox qui fonctionne en tant que DATC doit faire office de TC, conformément a
I''EC 61588:2009, fonctionner comme DAC vis-a-vis du réseau PRP et mettre en ceuvre la
sélection de ports couplés de A.7.4.

Une RedBox qui fonctionne en tant que DATC en mode E2E doit:

e lorsqu'elle regoit un message PTP, hormis Delay_Req, en provenance du LAN A ou du
LAN B, ne transférer ce message au LAN a liaison simple que s'il provenait du LAN
avec le meilleur maitre;

e Jlorsqu'elle regoit un message Delay Req en provenance du LAN A ou du LAN B,
définir Tes bits de poids fort (MSB) du champ sourcePortldentity.portNumber du
message Delay_Req respectivement sur "10" pour le LAN A et sur "11" pourle/LAN B;

Iprsqu'elle recoit un message PTP, hormis Delay_Resp, issu du LAN a&fliaison| simple,
tfansférer une copie au LAN A et au LAN B;

Iprsqu'elle recgoit un message Delay Resp qui provient du LANy-a liaison | simple,
inspecter son requestingPortldentity.portNumber, restaurer le champ a sa valqur dans
le sourcePortldentity.portNumber du message Delay Reg)’et ne le transférer
dqu'au LAN d'ou provenait le message Delay_Req.

Une ReflBox qui fonctionne en tant que DATC en mode P2P doit:

ransférer un message PTP qu'elle regoit en provenance du LAN A ou dy LANB
u LAN a liaison simple, mais seulement s'il prevenait du LAN avec le meilleur maitre
t s'il ne s'agit pas d'un message Delay_Req ou Delay_Resp;

t

€

tfansférer une copie d'un message PTP qu/elle regoit en provenance du LAN & liaison
gimple au LAN A et au LANB, «xhormis pour les messages Pdelgy_ Resp
(Pdelay_Resp_Follow_Up dans une herloge en 2 étapes) et Pdelay_Req;

€

4

g

nvoyer et recevoir les messagés Pdelay_Resp (Pdelay Resp Follow_Up [dans le
hode en 2 étapes) et Pdelay .Req, puis calculer les retards de ligne, comme |spécifié
ans I'lEC 61588:2009 individu€llement sur I'ensemble des ports.

A.4.5.5 RedBox PRP tant que TC sans état (SLTC)
A.4.5.5[1 RedBox PRP-en tant que SLTC - principe

Dans lgs applications ‘ol la RedBox ne peut pas mettre en ceuvre le BMCA (par exemple,
noyaux [matériels simples qui transmettent des trames en mode a la volée), la RedBox peut
étre construite efdtant que TC sans état qui ne rejette pas les doublons PTP, maig envoie
seulemgnt tous.les messages PTP qu'elle regoit en provenance du LAN A ou du LAN B sur le
LAN C ¢u le"DAN D a liaison simple, en les balisant lorsqu'ils proviennent du LAN A ou du
LAN B gn{manipulant le bit 13 et le bit 12 de I'identité du port source.

Les horloges a une seule association sur le LAN C ou le LAN D a liaison simple recevront
ainsi deux fois I'ensemble des messages PTP. Toutes les OC (par exemple, OC6) exécutent
donc le BMCA pour sélectionner les messages Sync et Announce corrects.

A.4.5.5.2 RedBox PRP en tant que SLTC - limitations

Ce type de RedBox fonctionne en mode E2E ou P2P, en 1 étape ou en 2 étapes et sur
plusieurs domaines. Elle s'attend a ce que les OC qui résident sur le LAN C ou le LAND a
liaison simple appliquent la norme IEC 61588:2009, notamment le diagramme d'états de
I''EC 61588:2009, Figure 24, qui spécifie que I'horloge esclave n'écoute que le meilleur maitre
au cas ou elle regoit des messages Sync provenant de plusieurs maftres.

Ce type de RedBox réserve les quatre bits de poids fort de l'identité du port source pour
baliser les trames, ce qui fait que le nombre de ports par appareil est abaissé a 4 096. Cela
affecte aussi les horloges qui n'ont pas connaissance de la redondance.
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Cette méthode est vulnérable aux défaillances de liaisons unidirectionnelles dans la direction
RedBox S vers RedBox M, car le message Delay_Resp ne sera pas regu en cas de perte du
message Delay_Req.

Avec cette méthode, les appareils esclaves rapporteront une portldentity du maftre
sélectionné qui n'existe pas en réalité; cela pourrait engendrer une certaine confusion pour
I'administration réseau.

Une SLTC ne peut pas étre utilisée pour connecter deux réseaux HSR ou PRP dupliqués.

NOTE Cette méthode n'est donc pas applicable aux horloges esclaves seulement qui n'exécutent pas le BMCA.

A.4.5.5, RedBox PRP en tant que SLTC avec EZE

La Figure A.16 représente le cas le plus compliqué dans lequel le maitre QC5 envoie un
message Announce ou Sync, qui est dupliqué par la RedBox M et qui transite sur le AN A et
le LANB. Lorsque chacun des deux messages Announce et Sync arrive-a la RedBox S
(TC10),|elle les balise comme issus du LAN A ou du LAN B; pour cela, ellemanipule |e bit 13
et le bit|12 du portNumber source et les transfére ensuite sur le LAN D=

OC6 refoit deux messages Announce et sélectionne I'un des,'deux comme son meilleur
maitre. |Les différentes identités de port servent de départageur-”OCG6 ne recevra désormais
que les |Imessages Sync issus du maitre sélectionné.

Pour mé¢surer le retard de ligne entre extrémités, OC8)envoie un message Delay Rpq avec
son ideptité du port source que la RedBox S recoit: La RedBox S manipule le bit 13 et le
bit 12 dg l'identité du port source lorsqu'elle les envoie sur le LAN A (valeur 10) et l¢ LAN B
(valeur [11).

NOTE 1 |La raison pour laquelle le message DelayyReq est balisé au niveau de la RedBox S au lieu de la
RedBox M dans le cas d'une DATC est qu'une SLFC RedBox M ne peut pas modifier les balises, cal la SLTC
RedBox § en a besoin.

Les delux messages Delay Req transitent jusqu'a la RedBox M, qui envoie lgs deux
messagps intacts au maitre ,O€5. Le maitre OC5 répond a chaque message |par un
Delay_Resp.

NOTE 2 |Le maitre OC5 pedyt \déterminer qu'il recoit des messages Delay_Resp redondants, car |les deux
provienngnt d'un appareil avega méme clockldentity.

La méme RedBoxM' duplique chaque message Delay Resp sur les deux LAN, dans les
modifien. Dans ynyréseau sans panne, quatre messages Delay_Resp sont en transit.

La RedBox,S-peut supprimer deux des messages Delay_Resp du réseau, a savoir ceux ou le
balisage indique que le message Delay Req résidait sur l'autre LAN (requestingPortldentity
ne correspondant pas au LAN ou a été recue la trame), Cas "10" et "01" dans la Figure A.17.

NOTE 3 Si la RedBox ne peut pas supprimer I'envoi du message, elle peut laisser I'identité du port demandeur
intacte de sorte que l'esclave considérera le message comme une réponse a sa requéte. Cela pourrait aussi
corrompre le CRC, de sorte que le prochain nceud réseau rejetterait la trame.

La RedBox S balise le message Delay_Resp comme si elle balisait les messages Sync. L'OC
n'en prendra donc qu'un et rejettera l'autre.

La RedBox S restaure le bit 13 et le bit 12 de l'identité du port demandeur qui figure dans le
message Delay_Resp a la valeur "00" lorsqu'elle envoie la réponse au LAN D, de sorte que
I'esclave OC6 identifie ce message comme sa réponse Delay_Resp a sa requéte Delay Req.
La RedBox S ne fait cela que si le balisage de l'identité du port demandeur dans le message
Delay Resp correspond au balisage de l'identité du port source dans le message
Delay _Resp. Sinon, elle laisse l'identité du port demandeur intacte.
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Figure A.16 — RedBox PRP en tant que SLTC avec E2E

Le diagramme de temporisation a la Figure A.17 représente I'échange de messages
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Figure A.17 — RedBox PRP en tant que SLTC avec E2E - temporisation

La RedBox M peut aussi fonctionner en tant que DATC. Dans ce cas, elle enverra un
message Delay_Resp sur le méme LAN ou elle a recu le message Delay_Req. Elle enverra
ensuite deux messages Delay Resp, un sur le LAN A et un autre sur le LAN B, qui

conserveront le sourcePortldentity.portNumber du
requestingPortldentity.portNumber.

message

Delay_Req dans

leur

NOTE Cela n'était pas nécessaire dans une DATC, car une DATC ne fonctionne pas en mode a la volée et peut

donc sélectionner les messages qu'elle envoie.
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A.4.5.5.4 RedBox PRP en tant que SLTC avec P2P

Le fonctionnement est similaire a A.4.5.5.3, excepté qu'ill n'existe pas de messages
Delay_Req et Delay_Resp (voir Figure A.18). Les messages de retard entre homologues sont
locaux a la liaison et ne sont donc pas affectés. OC6 regoit deux messages Sync avec une
différence dans le quartet supérieur et sélectionne le meilleur en tant que maitre.

SAN master @ &

A Pdelay_Req
Pdelay_Resp
r“‘-\ Svnce C
L!"\I\I U -~ 4
e } 1\ Pdelay Req
1 Pdelay Reep

1\ Pdelay_Req
Pdelay_Resp
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1\ Pdelay_Req
@ Pdelay_Resp
SAN slave
IEC
Anglais Frangais

SAN master Maitre SAN

SAN slave Esclave SAN

DAC master Maitre DAC
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Figure A.18 — RedBox PRP en tant que SLTC avec P2P
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A.4.5.5.5 RedBox PRP en tant que SLTC - spécifications

Une RedBox qui fonctionne en tant que SLTC doit fonctionner en tant que TC, conformément
al'lEC 61588:2009.

Une RedBox qui fonctionne en tant que SLTC en mode E2E doit:

— si elle regoit un message PTP d'un LAN a liaison simple,

— si elle regoit un message PTP du LAN A ou du LAN B,

Une RefiBox qui fonctionne en tant que SLTC en mode P2P doit:

A.5

A.5.1

dupliquer ce message sur le LAN A et le LAN B, s'il s'agit d'un message Delay_Req,
définir le bit13 et le bit12 du quartet de poids fort (MSN) dans Ile
sourcePortldentity.portNumber respectivement sur la valeur "10" si elle le transfére sur
le LAN A ou sur la valeur "11" si elle le transfére sur le LAN B.

'il s'agit d'un message Delay_Resp, le rejeter si le bit 13 et si.le bit 12 du
equestingPortldentity.portNumber ne correspondent pas a la valeur guesla R¢dBox a
éfinie dans le sourcePortldentity.portNumber du message Delay_Regq-sur le LAN; s'ils
orrespondent, redéfinir ces deux bits sur la valeur "00" avant“de transférer le
hessage Delay_Resp sur le LAN a liaison simple;

30 0 =

ginon, si elle regoit un message PTP en provenance du AN A ou du LANB ou le
Rit 13 et le bit 12 du sourcePortldentity sont définis sara valeur "00", leg définir
respectivement sur la valeur "10" si elle I'a regu du LAIN"A"ou sur la valeur "11" si elle
lla regu du LAN B, puis transférer le message PTPOau LAN a liaison simple avec
gorrection éventuelle.

tfansférer un message PTP qu'elle recoit en provenance du LAN A ou du LANB
gu LAN a liaison simple et s'il ne s'agitpa@s d'un message Delay_Req ou Delay[Resp;

tfansférer une copie d'un message PIP qu'elle recgoit en provenance du LAN & liaison
gdimple au LANA et au LANB, hormis pour les messages Pdeldy_Resp
(Pdelay_Resp_Follow_Up danscune horloge en 2 étapes) et Pdelay_Req;
€
n
g

nvoyer et recevoir les messages Pdelay Resp (Pdelay_Resp_Follow_Up [dans le
hode en 2 étapes) et Pdelay_Req, puis calculer les retards de ligne, comme [spécifié
ans I'lEC 61588:2009, individuellement sur I'ensemble des ports.

Mapping HSR vers PTP

Trafic PTP.dans HSR

Le mod¢ d'expleitation de HSR repose sur un DANH qui envoie la méme trame dans les deux

directio

s [dans l'anneau, précédé d'un suffixe dont la balise HSR contient un numéro de
séqueng¢e.<Chaque DANH transmet la trame tant qu'elle n'a pas atteint de nouveau Ig source
ou n'estﬁwmmwmmmmmé—mj . inati i UX ,utifi miére et

rejette le doublon.

Ce mode d'exploitation ne concerne pas les trames PTP, puisque le retard dont fait I'objet une
trame n'est pas le méme dans le sens des aiguilles d'une montre ou en sens inverse dans
I'anneau. Un DANH ne recoit pas le méme message des deux ports, puisque certains
messages sont modifiés par des nceuds intermédiaires. La Figure A.19 représente les
chemins des différents messages PTP dans un réseau en anneau HSR.
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Figure A.20 — Messages PTP envoyés et regus par un nceud HSR (1 étape)

Par ailleurs, les nceuds HSR peuvent fonctionner avec une correction en 2 étapes, comme le

montre la Figure A.21.
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