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INTERNATIONAL ELECTROTECHNICAL COMMISSION

HIGH AVAILABILITY AUTOMATION NETWORKS

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electrical and electronic fields. To
this end and in addition to other activities, IEC publishes International Standards, Technical Specifications,
Technical Reports, Publicly Available Specifications (PAS) and Guides (hereaftef referred to as “IEC

Publicafion(s)”). Their preparation is entrusted to technical committees; any IEC Natjopal Co i interested

in the [subject dealt with may participate in this preparatory work. Internatio and non-

governmental organizations liaising with the IEC also participate in this preparation. tes closely
with the International Organization for Standardization (ISO) in accordance( wit j ined by
agreemfent between the two organizations.

The formal decisions or agreements of IEC on technical matters express,<as nea international

consengus of opinion on the relevant subjects since each technica ion from all

interested IEC National Committees.

IEC Puplications have the form of recommendations for interpa C National

Commiftees in that sense. While all reasonable efforts are » ent of IEC

Publicafions is accurate, IEC cannot be held responsible( for or for any

misintefpretation by any end user.

In order to promote international uniformi P ublications

transpafently to the maximum extent poSssible\in helr i icati . divergence

betweep any IEC Publication and the correspqnding i icati ndicated in
the lattgr.

IEC pr le for any

equipmp

All userns should ensure that(the

No liabflity shall attach fe i i ) i ing indivi xperts and

membefs of its technical co i E i =€ i injury, damage or

other damage of any vat Q i i fees) and
expenses arising other IEC

Publications.

Attentign is drawn toKthe ati exen lications is

indispefpsable for

The Infernational € i mission (IEC) draws attention to the fact that it is clpimed that

compli v i involve the use of the following patents:

a) Clays 2 Patent WO 99/046908 A1 “Local network, especially Ethernet network, with
redindan o rtles and redundancy manager”, owned by Siemens AG A&D, Gleiwitzerstr. 554, Nirnberg
904y i irschmann Automation and Control GmbH, Stuttgarter Strasise 45-51,
Neckartengzli K 4, Germany

b) Clayse’ 6 (PRR ay involve Patent WO06053459 “Reception of redundant and non-redundapht frames”,

c) Clause 7 (CRP) may involve Patent U.S. 6,826,590 ,Block Oriented Control System on High Speed
Ethernet, owned by the Fieldbus Foundation, 9005 Mountain Ridge Drive — Bowie Bldg, Suite190, Austin,
TX 78759

d) Clause 8 (BRP) may involve Patent Application Serial No. US 11/520,192, "Multiple fault-tolerant Ethernet
redundancy", owned by Rockwell Automation Technologies, Inc., 1 Allen-Bradley Drive, Mayfield Heights,
Ohio, USA

IEC takes no position concerning the evidence, validity and scope of these patent rights.

The holders of these patents have assured the |IEC that they are willing to negotiate licenses under reasonable
and non-discriminatory terms and conditions with applicants throughout the world. In this respect, the statement
of the holders of these patent rights is registered with IEC.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights other than those identified above. IEC shall not be held responsible for identifying any or all such patent
rights.”

IEC 62439 has been prepared by subcommittee 65C: Industrial networks, of IEC technical
committee 65: Industrial-process measurement and control.
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The text of this International Standard is based on the following documents:

FDIS Report on voting
65C/495/FDIS 65C/498/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remai
the main{
data rela

unchanged until
£h" in the

ed to the specific publication. At this date, the publication wil

e reconfirmed,

e withdfrawn,

e replag¢ed by a revised edition, or
e amended.

A bilingugl version of this publication may be issued

&
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INTRODUCTION

This International Standard specifies relevant principles for high availability networks that
meet the requirements for industrial automation networks.

In the fault-free state of the network, this International Standard provides ISO/IEC 8802-3
compatible, reliable data communication, and preserves determinism of real-time data
communication. In cases of fault, removal, and insertion of a component, it provides
deterministic recovery times.

The typical Ethernet communication capabilities as used in the office world are fully retained,
so that the software involved remains applicable.

The marlket is in need of several network solutions, each wit formance

characteristics and functional capabilities, matching diverse applicé These
solutions| support different redundancy topologies and mechanjsm uced in
Clause 4] and specified in the clauses following it. Clause 4 i veen the

different polutions, giving guidance to the user.

This Intefnational Standard follows the general struct

&
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HIGH AVAILABILITY AUTOMATION NETWORKS

1 Scope

This International Standard is applicable to high-availability automation networks based on
the ISO/IEC 8802-3 (Ethernet) technology.

This International Standard specifies

e a clagsification scheme for network characteristics (see Annex A);
e a methodology for estimating network availability (see Annex B);

e a set|of communication protocols that realize high availability_aut >via the
use of redundancy and that can be used in a variety of apyg i 5 5, 6, 7,
8).

2 Normative references

The follofving referenced documents are indispey i rnational
Standardl For dated references, only tt ifiopn ci . undated references, the
latest edition of the referenced docum ; 3 ) applies.

IEC 6005 (IEV) — Chapter 191: Depéndability
and quallfty of service

IEC 61188 (all parts), Industrialx

IEC 61784-1, Industriakcommb

IEC 6178 networks — Profiles — Part 2: Additional fieldbus
profiles fi ISO/IEC 8802-3

IEC 6191 9 ations networks — Installation of communication nefworks in
industria j

IEEE 804 or local and metropolitan area networks: Overview and Ardhitecture

IEEE 804a,vIEEE standard for local and metropolitan area networks: Overiew and
Architecture

Amendment 1: Ethertypes for Prototype and Vendor-Specific Protocol Development

IEEE 802.1D, IEEE standard for local and metropolitan area networks: Media Access Control
(MAC) bridges

IEEE 802.1Q, IEEE standards for local and metropolitan area networks: Virtual bridged local
area networks

IEEE 802.3:2005, Carrier sense multiple access with collision detection (CSMA/CD) access
method and physical layer specifications

IEEE 1588, IEEE Standard for a Precision Clock Synchronization Protocol for Networked
Measurement and Control Systems
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DARPA Internet Program Protocol Specification, Internet Protocol, RFC 791

3 Terms, definitions, abbreviated terms, acronyms, and conventions

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 60050-191, as well
as the following, apply.

3.1.1
aggregated link
set of inter-switch links configured to work as one inter-switch link /TN

[[EEE 80p.3:2005, Clause 43]

3.1.2
aggregated ports
set of intgr-switch ports configured to work as one inter-swi p

[[EEE 80p.3:2005, Clause 43]

3.1.3
availabiljty (performance)
ability of{an item to be in a state to 1
given ingtant of time or over a give
resources are provided.

nder given condifions at a
g that the required| external

NOTE 1 Tlhis ability depends o f_the” reliability performance, the majntainability
performande, and the maintenadice

NOTE 2 HRequired extern
performande of the item.

aintenance resources, do not affect the |availability

[IEV 191;

3.1.4
channel
layer 2
redundar

4

o end nodes which consists of one or more ppths (for

3.1.5
common

failure that@affects edundant elements for a given function at the same time

3.1.6
complete failure
failure which results in the complete inability of an item to perform all required functions

[IEV 191-04-20]

3.1.7
connection
logical relationship between two nodes

3.1.8

coverage

probability that a failure is discovered within a time short enough for redundancy to handle it,
also expressing the percentage of failures caught up by redundancy versus total number of
failures
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3.1.9
degradation failure
failure which is both a gradual failure and a partial failure

[IEV 191-04-22]

3.1.10

dependability

collective term used to describe the availability performance and its influencing factors:
reliability performance, maintainability performance and maintenance support performance

NOTE Dependability is used only for general descriptions in non-quantitative terms.

[IEV 19162-63]

3.1.11
device
physical lentity connected to the network composed of comm
other fungtional elements

possibly

[IEC 61198-2, 3.1.12, modified]

NOTE De}ices are for instance nodes, routers and switches ode and a

switch can |be combined in one device.

3.1.12
doubly attached node
node tha

3.1.13
edge port
port of a

3.1.14
end node
node whi

NOTE Fo

3.1.15

error (
discrepart
or theoreti

specified

NOTE 1 An error can he caused hy a fnlllfy item faor nvamlhln a r‘nmr\ufing error made hy fault computer
equipment.

NOTE 2 The French term “erreur” may also designate a mistake (see IEV 191-05-25).
[IEV 191-05-24, modified]

3.1.16
extended frame
frame that has been extended by a Redundancy Control Trailer

3.1.17
failure
termination of the ability of an item to perform a required function

NOTE 1 After failure the item has a fault.

NOTE 2 "Failure" is an event, as distinguished from "fault", which is a state.
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NOTE 3 This concept as defined does not apply to items consisting of software only.

[IEV 191-04-01]

3.1.18

fault

state of an item characterized by its inability to perform a required function, excluding the
inability during preventive maintenance or other planned actions, or due to lack of external
resources

[IEV 191-05-01]

NOTE A fault is often the result of a failure of the item itself, but may exist without prior failure.

3.1.19
fault recpvery time

time fronmp the fault event, to the time when the network regains i
function in the presence of the fault

ﬁication

NOTE After fault recovery, the network is operating in a degraded modg™usi R elements,
so it has relduced fault resilience, and may not be able to recover from & 3

3.1.20
frame
unit of data transmission on an ISO/IEC 8802-3/MAE pnveys a
protocol ¢lata unit (PDU) between MAC’s

[IEEE 80R.1Q, modified]

3.1.21
higher-lgyer entity
entity in p Media Access G
(spanning tree protoco

3 Mmanages the logical topology off the LAN
management, etc.)

[IEEE 80

3.1.22
instanta
limit, if it
non-repa
interval,
the timeq

ilure of a
this time
inning of

[IEV 191;

NOTE Th
one item.

lifetime of

3.1.23
inter-switch link
link between two switches

3.1.24
inter-switch port
port of a switch connected to another switch via an inter-switch link

3.1.25

LAN

part of the network consisting of hubs, switches and inter-switch links, characterized by a
common link layer protocol and link address space

NOTE 1 An LAN excludes the end nodes and the leaf links.
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NOTE 2 In the context of redundancy, a network may consist of several LANs operated in redundancy.

3.1.26
leaf link
link between an end node and the LAN

NOTE For the purpose of this standard, further specification is given in 4.2.1.3.

3.1.27

linear topology
topology where the switches are connected in series, with two switches each connected to
only one other switch and all other switches each connected to two other switches (that is,
connected in the shape of a line)

NOTE 1 Tjhis topology corresponds to that of an open ring.

NOTE 2 Tlhis configuration is sometimes named “daisy chain”. This International
“daisy chaip” because of possible confusion with the term “daisy chain” used elgewhe
point of view they require two different implementations.

[IEC 619[18, 3.1.39, with modified notes]

5o, the term
e wiring

3.1.28
link

physical, adjacent nodes

[ISO/IEC|11801, modified]

NOTE “Li

3.1.29

link redyndancy entity

entity at [ayer 2 that hides g upper layers, by forwarding to the upper
layers the¢ frames rece|ve ' L ngle port,

and by fg rwarding/\to t
3.1.30

link servlice data
data tran

NOTE Th
field and t2

length/type

3.1.31
mean failurera

mean of {hédinstantarieous failure rate over a given time interval A(z4, 12).

[IEV 191-12-03]

NOTE This standard uses “failure rate” for the meaning of “mean failure rate” defined by IEV 191-12-03.

3.1.32
mean operating time between failures
expectation of the operating time between failures

[IEV 191-12-09]

3.1.33
mean time to failure (MTTF)
expectation of the time to failure

[IEV 191-12-07]
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3.1.34
mean time to recovery (MTTR)
expectation of the time to recovery

[IEV 191-13-08]

3.1.35
mesh topology
topology where each node is connected with three or more inter-switch links

3.1.36
message
ordered series of octets intended to convey information VRN

NOTE Nofmally used to convey information between peers at the application layer.

[IEC 61784-2, 3.1.14]

3.1.37
network
communi

NOTE A

3.1.38
node

NOTE No
[IEC 61784-2, 3.1.16, mod

3.1.39
partial fgilure
failure which res
3.1.40

path
set of lin

nctions

M series

NOTE Tﬁ paths between two switches to provide redundancy.

3.1.41
plant

system that dnpnnde onthe :n/::ilnhili’ry of the automation network to operate

EXAMPLE Plants can be power plants, printing machines, manufacturing systems, substations, vehicles.

3.1.42
port
connection point of a node to the network

[ISO/IEC 15802-3]

NOTE 1 This definition is different from a TCP port or a UDP port, which this standard qualifies explicitly, if
necessary.

NOTE 2 A port includes layer 1 and 2 implementation.
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3.1.43
recovery

event when the network regains the ability to perform its required communication function

after a disruption

NOTE Examples of disruptions could be a fault or removal and reinsertion of a component.

3.1.44
recovery time
time period between disruption and recovery

3.1.45

redundancy /TN

existencg in an item of two or more means of performing a required function

[IEV 191415-01]

NOTE In fhis standard, the existence of more than one path (consisting of i ; shes)bet

3.1.46
reinstatgment recovery time

time to reinstate the original, or pre-fault, network
and management states in each device

3.1.47
reliabilit

en|

ding original

ability of cli v&n conditions for a gi

interval

[IEV 191;

NOTE 1 Hi
time interv

NOTE 2 T

3.1.48
repair
action ta

fault resilience

o/perform this required function at the begir

end nodes.

bperating

ven time

ning of the

element
required

NOTE 1 This time includes any network down time caused by the repair process, for example a network outage to

replace a switch with several good ports and one faulty port.

NOTE 2 This time does not include re-instatement time to return the network from its backup mode of operation to

the original mode of operation.

3.1.50
ring link
link that connects two switches of a ring

3.1.51
ring port
port of a switch to which a ring link is attached
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3.1.52
ring topology
topology in which each node is connected in series to two other nodes

NOTE 1 Nodes are connected to one another in the logical shape of a circle.
NOTE 2 Frames are passed sequentially between active nodes, each node being able to examine or modify the

frame before forwarding it.

[IEC 61918, 3.1.57, modified]

3.1.53
robustness
behaviour of the network in face of failures /TN

3.1.54
route
layer 3 communication path between two nodes

3.1.55
single falilure criterion
capacity pf a system that includes redundant compongnts to
one failure of any of its components, prior to maintefiance~r anfoma

s ful’ functionality upon
gcovery

3.1.56
single pj)int of failure

single falilure point
component whose failure would result/in failure\g
redundar]cy or alternative operational proc

system and is not compensated for by

NOTE A §ingle point of failure » ilure PQiI used by a
design errgr in the redunda e ¥a a ¢ same way,
for exampl¢, extreme tempe

3.1.57 <>
singly aftached nodé

node that has onl

3.1.58

stand-by

redunday t of the means for performing a required function is intended to
operate, part(s) of the means are inoperative until needed

[IEV 19-5

NOTE This is also known as dynamic redundancy.

3.1.59
star topology
topology in which all devices are connected to a central node

[IEC 61918, 3.1.63, modified]

3.1.60

switch

switch node

MAC bridge as defined in IEEE 802.1D

NOTE The term “switch” is used as a synonym for the term “switch node”.
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3.1.61

systematic failure

failure related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational procedures,
documentation or other relevant factors

NOTE 1 Corrective maintenance without modification usually eliminates the failure cause.

NOTE 2 A systematic failure can be induced by simulating the failure cause.

[IEV 191-04-19]

3.1.62
topolog yAERN

pattern of the relative positions and interconnections of the individual n s of th neltwork

[IEC 619[18, 3.1.67, modified]

NOTE Adgditional aspects such as the delay, attenuation and physical mg
network nofes are sometimes also considered to be properties of the topology®

connecting

3.1.63
tree topglogy

topology|in which any two nodes have only one pat
attached|to more than two inter-switch links

switch is

3.1.64
trunk pofrtion
part of a pwitched LAN that carries traf;

3.1.65
unavailapility
state of dn item of bei N i egqdired function

[IEV 603

NOTE Un
example gi

ion of expected operating life that an item is not available, for

3.1.66
upper la
parts of 4| tack\immediately above the redundancy handling layer

[IEV 603

3.1.67
worst case recovery time
maximum expected recovery time amongst all faults and for all allowed configurations

NOTE This delay is important for a network designer to indicate which aspects of the network need special
treatment to minimize communication disruption.

3.2 Abbreviated terms and acronyms

AL Application Layer
ARP Address Resolution Protocol
ASE Application Service Element

BPDU Bridge management Protocol Data Unit, according to IEEE 802.1D
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BRP Beacon Redundancy Protocol, according to Clause 8.

CRP Cross-network Redundancy Protocol, according to Clause 7
DAN Doubly attached node

DANB Double attached node implementing BRP, according to Clause 8

DANC Doubly attached node implementing CRP, according to Clause 7

DANP Double attached node implementing PRP, according to Clause 6
DLPDU Data Link Protocol Data Unit

DLSDU Data Cink Service Data Unit —
FCS Frame Check Sequence, IEEE 802.3 cyclic redundancy

FDB Filtering Data Base

IP Internet Protocol

IT Information Technology

LAN Local Area Network

LLDP Link Layer Discovery Protg se

LRE Link Redundancy Entity

LSB Least Significant Bit

LSDU

MAC

MIB

MRC

MRM

MRP

MTBF

MTTF

MTTEN Mean Time 10 Failure of Network
MTTFS Mean Time To Failure of System
MTTR Mean Time To Repair

MTTRP Mean Time To Repair Plant

oul Organizational Unique Identifier

PDU Protocol Data Unit

PICS Protocol Implementation Conformance Statement
PRP Parallel Redundancy Protocol, see Clause 6

PTP Precision Time Protocol, see IEEE 1588
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QAN Quadruply Attached Node

RCT Redundancy Control Trailer, see Clause 6

RSTP Rapid Spanning Tree Protocol, see IEEE 802.1D:2004
SAN Singly Attached Node

SANC Singly Attached Node implementing CRP, see Clause 7

SNMP Simple Network Management Protocol

SRP Serial Redundancy Protocol, see Clause 6

N
VDAN Virtual Doubly Attached Node, see Clause 6
VLAN Virtual LAN, see IEEE 802.1Q

3.3 Cdnventions
3.3.1 (General conventions

The protgcols specified in this standard follow the stry

General

3.3.2

This sta ing is a
summaryl

e Each|state is describex ( ' i that may

cause a state changs

e Trangitions ar,

e The jction fie<> 3
e Fors
e Ther

ditions.

3.3.3

In particy

e Dbits, octets and arrays are numbered starting with O;

o the Network Byte Ordering (big-endian, most significant octet first) convention is observed.

IEC 61158-6-10 distinguishes bit identification from the bit offset.

EXAMPLE In a bit string of 8 bits, the rightmost bit (LSB) is labelled bit 0, but it has bit offset 7 within the bit
string octet.

When specifying data objects rather than PDUs, the bit identification according to
IEC 61158-6 is used. Consequently, bits of a bit string are specified in ascending bit
identification, although they are transmitted in the opposite order.

3.4 Reserved network addresses

The following is a summary of the network addresses reserved for the purpose of this
standard, whilst the prescribed values are specified in the respective clauses.
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For the purpose of this standard, the OUI 01-15-4E has been reserved by IEEE. All bands
within this OUI are reserved for this standard. The following bands are assigned:

e MRP (see Clause 5) uses 01-15-4E, band 00-00-xx.

e PRP (see Clause 6) uses 01-15-4E, band 00-01-xx.

e CRP (see Clause 7) uses an IP multicast MAC address.

e BRP (see Clause 8) uses 01-15-4E, band 00-02-xx.

For the purpose of this standard, the following Ethertypes (see IEEE 802a) have been
reserved by IEEE:

e MRP (see Clause 5) uses Ox88E3. TN
e PRP (see Clause 6) uses 0x88FB.

e CRP [see Clause 7) uses 0x0800 (IP) with UDP port 3622.

e BRP (see Clause 8) uses 0x80E1.

4 Conctepts for high availability automation net

4.1 CHaracteristics of application of automation

4.1.1 Resilience in case of failure

Plants relly on the correct function of the a i tem. Plz dation of
the automation system for only a short tirge, salle ime. very time
should be shorter than the grace tiy i oplicati i perform
additionall tasks (related to protocol\ an i iti cheduled

communigation cycle, etc. blications

can be distinguished by t

App}ir\atio\}i \ Typical grace time

Uncrifical Autom/aﬁg\for\a< }p\e }r{t\‘e}f{e systems 20s

Automation managementfor Manufacturlng discrete 2s
autonatlo

Gene au\{matuNﬁpr amMrocess automation, power plants 0,2s

Tlme%QC\l\{tOM fc%example synchronized drives 0,020 s
Some plants” have “stricter requirements when they are required to operate confinuously,
having noi ] uring whi Y intai igured. his case,

the grace time holds for the stricter requirement, for instance, dictated by the hot-swapping of
parts of the equipment.

Automation systems may contain redundancy to cope with failures. Methods differ on how to
handle redundancy, but their key performance factor is the recovery time, i.e., the time
needed to restore operation after occurrence of a disruption. If the recovery time exceeds the
grace time of the plant, protection mechanisms initiate a (safe) shutdown, which may cause
significant loss of production and plant operational availability.

A key characteristic of recovery is its determinism, i.e., the guarantee that the recovery time
remains below a certain value as long as the basic assumptions (single failure at a time, no
common mode of failure, less than maximum system extension) are met.

Whenever operation depends on the correct function of the automation network, it may
become necessary to increase the availability of the network.
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Raising availability by increasing reliability of the elements or improving maintenance is
outside the scope of this standard. This standard considers only protocols that introduce
redundancy and automatically reconfigure redundant network elements in case of failure.

4.1.2 Classes of network redundancy
4.1.21 General
This standard considers two classes of network redundancy:

e redundancy managed within the network;

e redundancy managed in the end nodes.

RN

he use Wmdant end

dacy field

NOTE This standard does not consider redundancy of the end nodes themselves, i.e.
nodes, sinde this is highly application specific.

4.1.2.2 Redundancy managed within the network

Redunda
busses.

failures.
time is in
recovery

Layer 3 1
The corrg
the orde
times ar¢g

Automati AN), i.e.,
message ut do not
cross rod exist, but

are cons

inks and
he Rapid

Classical
switches
Spanning

Improved
faster req
End nodg

build on similar principles as RSTP, but provide a
ptlon that the automation network has a ring fopology.

4.1.2.3 anaged in the end nodes

Further i in recovery time require managing of redundancy in the end rjodes, by
equipping the-e es with several, redundant communication links. In genergl, doubly
attached|end’ nodes provide sufficient redundancy. In this type of redundancy, no aasumption

about the switches within the LAN is made.

For time-critical applications such as synchronized drives, the parallel operation of disjoint
networks provides a seamless recovery, but requires complete duplication of the network.
Some critical plants also require doubly attached nodes in order to cope with a failure of a leaf
link, even if they do not require a very short recovery time.

4.1.3 Redundancy maintenance
Redundancy can be affected by latent faults, which can be detected by testing. The testing

interval allows availability to be estimated. All protocols provide the means to test the
redundant or spare components and report detected failures to the network management.

4.1.4 Comparison and indicators

The protocols specified in this standard offer
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e a maximum, deterministic and guaranteed recovery time (that may depend on the
topology);

e transparency of the actual communication towards the application under all circumstances;
and

e for doubly attached nodes, interoperability with singly attached devices (off-the-shelf, IT
equipment).

Table 2 compares some characteristics of some redundancy protocols, ordered by recovery
time.

Table 2 - Examples of redundancy protocols

Protoco| Solution Fram | Redundancy End node Network Recov y time
e protocol attachment topology |r
loss /\
IP IP routing Yes Within the Single Single
network meshe \Qt te inis i
STP IEEE Yes Within the Single Single
802.1D:1998 network eshe tdete |nistic
RSTP IEEE Yes | Within the Single ing] \ s typica
802.1D:2004 network mes d not etermlnlst|c
CRP IEC 62439, Yes In the end Singl v onneeted, worst case
Clause 7 nodes double de for 512 end nodes
N mekhgd
MRP IEC 62439, |Yes |Within the indle Ring /|20 ms worst case
Clause 5 network for 50 switches
BRP IEC 62439, Yes In the en ub) yonnected, 4,8 ms worst case
Clause 8 nodes doubly for 500 end nodes
/\ meshed
PRP IEC 62439, No Nthe end Double Independent [0 s
Clause 6 node double
meshed
NOTE Fo \}IS standard, the recovery times in Table 2 are guarapteed when
using the dpecified sgtti gs.and ar eters aster recovery tlmes may be achieved using different spttings and
parameterg
The indig lutions include, when applicable,
. faultﬁ
e repai
. reinsqatement resbvery time;

e worst-case recovery time;

e impact on normal operation.
The fault cases include

e failure of the current active network manager (if it exists)
reinstatement;

followed by repair and

e failure of the current source of network time (if it exists), followed by repair and
reinstatement.

Subclause 4.2 generalizes the above considerations and introduces a classification scheme.
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4.2 Generic network system
4.21 Network elements
4.21.1 General

The generic network is modelled with the functional elements listed below and represented in
Figure 1.

e End nodes

e Leaf links

e Switches (with edge ports and inter-switch ports)

e [nter-Fwitch 1INks

e Switching end nodes

The LAN|consists of all network components, except the end nod

edge gorts

inter-switch port leaf link

—4—’_r switth
o .
switch
element
leaf link

internal

0 leaf link
end
L] L] L] L] L]
>wd end end node end end
node node node node node

L N
erld c
nogieN @

N switching end node

i

d
Figure 1 — General network elements (tree topology)

NOTE Edge ports are shaded I light grey, Inter-switch ports are shaded in dark grey, iter-switch 1nnks are drawn
with a thick line, leaf links drawn with a thin line.

4.2.1.2 End node

An end node requires one connection port to the LAN for its normal operation.

The connection port of an end node is connected to an edge port of a switch in a LAN by a
leaf link.

4213 Leaf link

A leaf link connects an end node with a LAN.

This connection may be internal to a device, in the case where the device combines the end
node and switch or LRE functionality (switching end node in Figure 1).


https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

- 26 - 62439 © IEC:2008(E)

4.2.1.4 Inter-switch link

An inter-switch link connects the switches within a LAN.
There may be several inter-switch links between two switches to increase availability.

4.2.1.5 Switches

Switches are layer 2 connecting elements as defined in IEEE 802.1D.

NOTE Bridges according to IEEE 802.1D are called switches in this standard.

Switches are connected to each other by inter-switch links. /TN

A switch s connected to a leaf link through an edge port.

4.2.1.6 Switching end node

A switch nt as the
end node nternally
the operating principle is different, since there is no meed dundancy enfity (LRE)
because

4.21.7

End nodg¢s may have more than one connectio rts of an
end node

End nodé¢s with more thar © attac stack to

hide redyndancy from the s

An end rlode conpect
doubly aﬂtached

An end n
quadrupl

inks is a

links is a

NOTE En
consider32

i here, the

4.2.2

4.2.21

Redundancy within the network considers the presence of more network elements (switches,
links) than necessary for operation, in order to prevent loss of communication caused by a
failure. To this effect, there is more than one physical path between any two end nodes.

IEC 61918 specifies various kinds of basic physical topologies, some of which are used by
this standard to define different topologies.
a) Topologies without redundancy
— Tree topology (Figure 2)
— Linear topology (Figure 3)
b) Topologies with redundant links
— Ring topology (Figure 4)
— Partial meshed topology (Figure 5)
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— Fully meshed topology (Figure 6)

There are four top level structures.

e Single LAN without redundant leaf links (see 4.2.2.4.1)
e Single LAN with redundant leaf links (see 4.2.2.4.2)

e Redundant LANs without redundant leaf links (see 4.2.2.4.3)
e Redundant LANs with redundant leaf links (see 4.2.2.4.4)

When redundancy is handled in the LAN, end nodes can be singly attached. In the case of
switch or leaf link failure, such end nodes may lose communication.

4.2.2.2 Topologies without redundancy
4.2.2.21 Tree topology
In a tree|topology, at least one switch has more than two inte e is only
one path|between any two devices. Figure 2 shows an example\o
end end
node nod
1 [l
leaf link G
e N
orts inter-
LAN switch link )
inter-switch switch j
link -
N switch
RN
[TTITTIKTTITT L
switch
N e o) [TITITIT1
leaf
4 links
] \ N L] O L] O O L]
end d end end end end end end
node no node node node node node node
Figure 2 — Example of tree topology
4.2.2.2.2 Linear topology

In a linear topology, all switches are connected to each other in line and no node has more
than two inter-switch links but the two nodes located at the end of the line have only one inter-

switch link. Figure 3 shows an example of linear topology.
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LAN

inter-switch link

inter-switch link

switch ‘

element

internal
leaf

U link [ U

end end

node | [ node | | node node | [ node | | node node

AN
switching en de
Figure 3 — Example of linear topology
NOTE A rlode may be a switching end node, as shown in the second rightmg re
4.2.2.3 Topologies with redundant links
4.2.2.31 Ring topology
NOTE This topology applies to MRP redundancy (see Cla
In a ring have two
paths be le for the
ring topology.
edge ports
\
ring ports
~ [ | [ | I
edge ports [l [l ..
S L S S 2 internal
\ f allEiEA
leaf lin end end end in
e|#d elﬁld e|#d node node node
node node node

switching end nodes

Figure 4 — Example of ring topology

A ring topology introduces a loop in the LAN that could lead to flooding by permanently
circulating frames. Protocols such as the rapid spanning tree protocol (RSTP) and the media
redundancy protocol (MRP) ensure that the switches maintain a logical linear topology during
initialization, operation and reconfiguration.

If a switch or an inter-switch link fails, the switch is excluded from the ring, and a new logical
linear topology is established. However, end nodes connected to a failed switch lose
connectivity.
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4.2.2.3.2 Partially meshed topology

In a partially meshed topology, at least one switch has more than two inter-switch links and
there exist more than one path between some devices. Figure 5 shows an example of a
meshed topology.

end
node

leaf link

LAN ~__

ey .
MItCTTOo W1

\v]

L]
L switch q
aggregated
switch ports

switch ST switch
\ [TTTT1T1T111 g [TI1I11111
|

aggregated leaf
switch link il

edge
ports

4.2.2.3.3

In a fully as’more than two inter-switch links.

In a fully re of any inter-switch link and of any switch can be
tolerated s_connécted to a failed switch lose connectivity. Figurel 6 shows
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switch l;. switch ‘
EEEEEEEE| EEEEEEEE|

switch

=
e ——
i] g end nodes

Figure 6 — Example of fully

4.2.2.4 Top level structures of ngtwork
4.2.2.41 Single LAN without redundantNea

This topdlogy has only one path between a see Figure 7).

X
EAE

end

Figure'7 — Single LAN structure without redundant leaf links

Examples of this topology are the tree and linear topologies (see Figure 2 and Figure 3).

4.2.2.4.2 Single LAN with redundant leaves
NOTE This topology applies to SRP (see Clause 6).

DANs are connected to the same LAN through leaf links. Each edge port may belong to the
same switch or to different switches. Figure 8 gives an example.
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leaf links

DAN

/rll:l

—-31-

DAN
M n

LAN

DAN

Figure 8 — Single LAN structure with redundant leaf links

4.2.2.4.3

NOTE This topology applies to PRP (see Clause 6), CRP (see Clause 7) and BRE (s

Network without redundant leaves

In this type of topology, paths do not overlap. Redundant leaf {inks

LANs. Arl example is shown in Figure 9.

4.2.2.4.4

Redundght
quadruply

ac

DAN
M ri

li are \connected both to the same LAN and different LANs. N
d Rodes (QANs). An example is shown in Figure 10.

QAN

QAN

QAN

different

odes are

Figure 10 — Redundant LAN structure with redundant leaf links
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4.2.3 Redundancy handling
4.2.31 Backup mode

In the backup mode, only one of the redundant paths is selected as on-service while the other
paths are in stand-by.

If the on-service path becomes unavailable, another path backs it up.

During the elapsed time from the loss of the on-service path to the beginning of operation of
the backup path, messages can be lost, therefore the channel is considered in disconnected
state.

N

“dynamke\d ndancy” is

NOTE IEV calls this kind of redundancy “stand-by” or “passive” redundancy. The ter
also used.

4.2.3.2 Alternate (active) mode

In the a brding to
regular p
If it is de ps being
used whi
This mode allows checking the avadilabihty 5 therefore

increases$ coverage.

4.2.3.3

In the pafallel operation,

The rece|ving end nod

NOTE The¢ term “st

4.2.4

Network i i eqd recovery time in this standard because this standard deals
only with

425

Faults ar ge of the

faults. THe\coverage'is the probability that diagnosis mechanisms detect an error within a time
that allows recovery before other mechanisms take action to protect the plant or before the
plant suffers damage.

4.2.6 Failures
4.2.6.1 Kinds of failure
There are three kinds of failure:

e transient failure;
e component failure; and

e systematic failure.
They affect the following elements:

e end nodes;
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e leaf links;
e switches;

e inter-switch links.
4.2.6.2 Transient failures

A transient failure such as EM interferences causes transient errors, which leave the
hardware essentially intact but disrupt the function. In this case, the failed part can be
automatically reintegrated after automatic testing. Such mechanisms are partially
implemented in the redundancy protocols specified in this standard.

NOTE EM interferences can become systematic failures. T~

4.2.6.3 Component failure

A compohent failure may be partial or complete. Only complete fd
intermittgnt, not spurious) are considered in this standard.

m onéts (not

4.2.6.4 Systematic failure

A systenatic failure affects several redundant comparents e tinve; it is therefore a
single pgint of failure. Configuration errors also [ gory. The redundancy
protocolsl specified in this standard do not congsit es but allow detecting
some.

NOTE Diy
4.2.6.5

End nodsd

4.2.6.6

Leaf link

A switch [consi
number qf ports.

of a\core switch functionality (for instance, processor, power supply) and a

For calculation purposes, a switch failure considers only the failure of the core switch function.
Failure of an edge port of the switch is considered as a leaf link failure.
Failure of an inter-switch port of the switch is considered as an inter-switch link failure.

4.2.6.8 Inter-switch link failure
Inter-switch link failure is caused by

e failure of either inter-switch port; or

e failure of the inter-switch link cable.
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4.3 Safety

This standard does not consider safety aspects such as integrity.

NOTE Even though safety is not directly addressed, high reliability is a desirable feature in a safety system.
4.4 Security

This standard does not consider security (for example privacy, authentication) issues.

4.5 Conformance

4.5.1 Conformance to redundancy protocols S~

A statempnt of compliance with a clause of this standard shall be state

e compliance to IEC 62439, Clause 5 (MRP); or
e compliance to IEC 62439, Clause 6 (PRP); or
e compliance to IEC 62439, Clause 7 (CRP); or
e compliance to IEC 62439, Clause 8 (BRP).

A conforfnance statement shall be supported with (app i tation as ctfined in

4.5.2. The supported protocols and options in the format
PICS_62139-X_supported options.

Example PICS_62439-5_BlockingSupported.

4.5.2 Conformance tests

4.5.2.1 Concept
The condept of this co the capabilities of a device under tgst (DUT)
against [a consjsten ynder simulated worst-case conditigns. The
conformgnce te iQteraperability of devices which claim compliancqg with the
same prdtocol.

This stan {catians/that are to be observed by the following different actors:

o the devi
e the rf¢ : ho defines the topology;
e the ug

A device|sold as being fully compliant with this standard could underperform if thg network
configuration rules are not observed when It 1S Used.

Figure 11 gives an overview of the conformance test related to this standard.

NOTE Conformance test implementation and conformance test execution are not defined in this standard.
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conformance test conformance test
requirements implementation
IEC 62439 test environment
conformance test ‘, test process
methodology
performance indicator tests for BRP
definition —
tests for CRP
BRP, CRP, PRP tests for PRP \
MRP -' tests for MRP
service and
protocol selection Test 1
= Test 2
relevant set § Test 3
|| | of parameters L (
parameters / values
Conformance llllllllllllllllllllllllllllllllllllllllllllllll
statement format

d ?

4.5.2.2 Methodol

Test cases shall be
documenited and sha

Conformance tests of &
e correg¢tness oge S

e netwg

e devic

The perfq
<
NOTE 1 A

NOTE 2 If isassum
irregularitiqs are reporte

developed jims ay
Il be bsed as the bagsis for

e\

, the test cases will be adapted accordingly.

ormance testing process is given in ISO/IEC 14496-4.

......... @ formance
tatement

tests are repeatable. Test results|shall be

the quality of the test cases guarantees the interoperability of a tested dejice. If any

4.5.2.3 Test conditions and test cases

Test conditions and test cases shall be defined and documented based on a specific
redundancy protocol. This shall include the following indicators, when applicable:

e number of nodes;

e network topology;

e number of switches between nodes;

e type of traffic.

For each measured indicator, test condition and test case documents shall be prepared and

shall describe

e test purpose;


https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

- 36— 62439 © IEC:2008(E)

o test set-up;

o test procedure;

e criteria for compliance.

Test set-up describes the equipment set-up necessary to perform the test including

measurement equipment, DUT, auxiliary equipment, interconnection diagram, and test
environmental conditions.

Parts of the test environment may be emulated or simulated. The effects of the emulation or
simulation shall be documented.

The test
descripti
complian

n of a specific set of indicators required to perform this
ce define test results accepted as compliance with this test.

4.5.2.4 Test procedure and measuring
The meagured indicators shall include, when applicable,

e redundancy recovery time;

e impagt of redundancy overhead on normal operation

The test
The sequ
The num

The mett ovided if

applicable.

4.5.2.5

The test | i information so that the test can be repeated.

The test [

a) the r4
b) the rg
c) the rdference used redundancy protocol according to this standard,

d a d cerntion of thao caonformanca—taoct anviranoaant inasliiAdiao nafwarl n—nulators
CSCr o O e COTToOTTT arcT tC ot vt ot CTr— ooty HeTwWworc— y

measurement equipment and the person or organization responsible for the test execution,
and the date of testing;

e) a description of the DUT, its manufacturer, and hardware and software revision;

f) the number and type of devices connected to the network together with the topology;
g) areference to the test case specifications;

h) the measured values;

i) a statement regarding compliance with the redundancy protocol.
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5 MRP - Media Redundancy Protocol based on a ring topology

5.1 MRP Overview

The Media Redundancy Protocol (MRP) specifies a recovery protocol based on a ring
topology.

MRP is designed to react deterministically on a single failure of an inter-switch link or switch
in the network.

MRP is based on functlons of ISO/IEC 8802-3 (IEEE 802 3) and IEEE 802. mcIudmg the
filtering da Gptic ayer (see
Figure 13).

NOTE La

One of the nodes has the role of a media redundanc R ibn of the
MRM is i €act gn etwork fqults. The
MRM does this by sendmg frames on one rmg port 9 d rec from the

rlng overli

The othe
on receiv
its ring p

C reacts
Anges on

e medid
e medid
e both

Each MRP-complian i i i i b the ring.

NOTE Adfliti

Each n ink or the

failure or

The MRH censists 0f/a service and a protocol entity, see stack model in Figure 12.

The service entity specifies, in an abstract way, the externally visible service provided by the
data link layer in terms of

e primitive actions and events of the service;

e parameters associated with each primitive action and event, and the form which they take;
and

e interrelationship between these actions and events, and their valid sequences.
MRP defines the services provided to

o the application layer at the boundary between the application layer and the data link layer;
and

e the MRP management at the boundary between the data link layer and the MRP
management.
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Higher-Layer Entity

5.2 MRP Media redundancy behaviour

5.21 Ring ports

The MRM and the MRC shall have two ring po

The MRN
mechanis

The MR

- M

RYLinkChange frames from an MRC.

Figure 12 — MRP st

MRP MRP
Management
(Service) (Protocol)
Data 802.1
Link Bridge
Layer
802.3 802.3
Media Medi
Abbbbb Abb ISIS)
Physical 802.3 0 3Q\
Layer PHY P >
N

port with

mes, and

— frames from other protocols that are defined in IEEE 802.1D, Tables 7-10 to pass ports
that are in BLOCKED state (for example, LLDP, PTP).

— frames with a destination address equal to a group address configured in the
Permanent Database (see IEEE 802.1D, 7.12.6) marked to pass ports that are in

BLOCKED state.
¢ FORWARDING:

All frames shall be passed through according to the forwarding behaviour of IEEE 802.1D.

NOTE 1 Designers should be aware that switches in a ring should not block additional services which are

supported by the switches.

NOTE 2 IEEE 802.1D calls the port state corresponding to BLOCKED as BLOCKING.
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5.2.2

-39

Media Redundancy Manager (MRM)

The first ring port of the MRM shall be connected to a ring port of an MRC. The other ring port
of that MRC shall be connected to a ring port of another MRC or to the second ring port of the
MRM, thereby forming a ring topology as shown in Figure 13.

The MRN

e sendi

e settin
recei

e settin
frame
MRP |

<

g both

s withi
| TSTNRma

es its own M

ep

end

end
node

L_AAL

ek

riod in both directions of the rinp;
state and'the other ring port in BLOCKED

end end end
node node node
> H >
M'RM il Lkad /\ \J_
LAN
MRC MRC MRC MR y
LJ ] ]
end end end end end en nchm » end | | end
node node node node node d node node nods
Figure 13 — MRP ring topology with on and clients

state if it
13);

RP_Test

ding to MRP_TSTdefaultT, MRP_TSTsHortT and
gans that the ring is open, see Figure 14).

MRM

a
A 4

The following mechanism

changes.

=Ml

MRC

\-......Illllll4l-- ;ﬁh
. node

J J I J J J
end end end end end end switching
node node node node node node end node

Figure 14 — MRP MRM in an open ring

supports synchronization between MRM and MRC

MRC

J J 0
end end [ | end
node node node

in ring topology
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The MRM shall indicate changes in the ring state to the MRCs by means of
MRP_TopologyChange frames.

The MRM shall not forward MRP specific frames (MRP_Test frames, MRP_TopologyChange
frames, MRP_LinkChange frames) between its ring ports.

If the MRM receives an MRP_LinkUp or MRP_LinkDown frame, then the MRM shall reduce its
test monitoring time according to Table 35 to accelerate the detection of the open ring. When
the open ring is detected then the MRM shall send the MRP_TopologyChange frames through
both its ring ports.

Optionally, the MRM shall send the MRP TopologyChange frames throug ring ports This
option is pefected by settimgthe paramete ON -- o

The MRM shall send to the MRCs an MRP_TopologyChange frame X/ |
the ring topology change will be performed The parameter

he delay, afer which
his. delay |is” called

Each MRC shall send the configured delay in MRP_Inter$ v inthe MRP_LinkUp
and MRR_LinkDown frames to tell the MRM after whi ' i b its port
state frbom BLOCKED to SABLED
(MRP_LinkDown frame).

Measure$ shall be included to preveft the ¢ 0 i state in

Each MR[C shall forward S i ing port and
vice versp.

If the MRC dete

change Ry sending MRPF
forward MRP_Link
versa.

notify the
RC shall
and vice

Each MRC sfall ‘ R opologyChange frames received on one ring port to fthe other
ring portyand\vice Ve Eaeh MRC shall process these frames. It shall clear ifs FDB if

Y gpologyChange frame in a given time interval (see Tlable 35,
MRP_TOPchgT):

5.2.4 Redundancy domain

The redundancy domain represents a ring. By default, all MRM and MRCs belong to the
default domain. A unique domain ID can be allocated as a key attribute, especially if an MRM
or an MRC is member of multiple rings. A node shall assign exactly two unique ring ports per
redundancy domain.

NOTE 1 A device may have other ports than the two assigned to MRP. These other ports are not influenced by
MRP.

NOTE 2 MRP ports should behave as if RSTP is disabled.
5.2.5 Usage with diagnosis and alarms

If the attribute Check Media Redundancy has the value TRUE, media redundancy events shall
cause diagnosis events and alarm notifications.
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5.2.6 Ring diagnosis

In a redundancy domain the following diagnosis events handling shall be implemented by

each MRM.

e If a device is configured as MRM, but not operating in the manager role, it shall signal a
“MANAGER_ROLE_FAIL” diagnosis event and suspend reporting of all other media

redundancy diagnosis events while not in the manager role.

e If a device is operating in manager role and this device detects another active MRM, it
shall signal the “MULTIPLE_MANAGERS” event. This event can occur concurrently with

the ring state event “RING_OPEN”.

e If a device is operating in manager role and detects an open rin

‘RING—oPEN-event:

These eVlents shall be signalled by using the State Change service s

NOTE The¢ presence of MRP_Test frames enables the checking of the existepCe
5.2.7 Multiple MRM in a single ring

There shpll be only one active MRM in the ring even if 8

NOTE Multiple active MRMs cause the ring to divide itself in

As an oplion, in case of more than ong node Having
an enhanced protocol not specified in\this

nodes shall become the MRM, while the\ othe
Figure 1%. To this effect the nodes wi
conveyed in the MRP_Prio field of the

gyiQhall signal the

the ring,
of these
shown in
shall be

If an optipnal protocol for Itipke MRMYQYesinglg ¥Ying is used then all MRM in the fing shall
support the same protocol. The vendorshall specify the supported protocols.
Q en d end
od node ... | node
) m| m|
L™\ a Ll < ;\
4 \} T >
h MRM blocked
N
node with MRM capability
NN (in the MRC role) MRC MRC
.
]
end
) O O ) ) U sod ) ) O
end end | ...| end end end [ ...| end switching end end [ | end
node node node node node node end node node node node

Figure 15 — MRP ring with more than one MRM

5.2.8 BLOCKED not supported (option)

If an MRC is not able to support the BLOCKED port state at its ring ports, the MRC shall

report it in the corresponding parameter of the MRP_LinkChange frames.
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If an MRC does not support the BLOCKED state in a ring, then a MRM shall support
additional functionalities (see Table 28, MRP_BLOCKED_SUPPORTED).

5.3 MRP Class specification
5.3.1 General

The MRP Application Service Element (ASE) defines one object type.

5.3.2 Template

An MRP object is described by the following template:

AN
ASE: Media redundancy ASE
CLASS: Media redundancy
CLASS IO: not used
PARENT CLASS: IEEE 802.3, IEEE 802.1D
ATTRIBUTES:
1. (m) Key Attribute: Domain ID
2 (m) Attribute: Domain Name
3. (m) Attribute: Ring Port 1 ID
4. (m) Attribute: Ring Port 2 ID
5 (o) Attribute: VLAN ID
6. (m) Attribute: Expected Role
7. (c) Constraint:
71 (m) Attribute:
7.2 (m) Attribute:
7.3 (m) Attribute:
7.4 (m) Attribute:
7.5 (m) Attribute;
7.6 :
7.7 supported (TRUE, FALSE)
7.8 supported = TRUE
7.8.1 oring Extended Count
7.9 change (TRUE, FALSE)
7.10 edia Redundancy (TRUE, FALSE)
7.10.1 k>Media Redundancy = TRUE
7.10.1.1
7.10.1.2 Real Ring State
7.10.1.3 ing Port 1 Port State
7.10.1.4 Ring Port 2 Port State
8. Expected Role = CLIENT
8.1 Link Down Interval
8.2 Link Up Interval
8.3 Link Change Count
8.4 Ring Port 1 Port State
8.5 Ring Port 2 Port State
8.6 BLOGKED-state-supperted{FRUEFALSE)
SERVICES:
1 (m) OpsService: Start MRM
2 (m) OpsService: Stop MRM
3 (o) OpsService: State Change
4 (m) OpsService: Start MRC
5 (m) OpsService: Stop MRC
6 (0) OpsService: Read MRM
7 (o) OpsService: Read MRC

5.3.3 Attributes

Domain ID
This key attribute defines the redundancy domain representing the ring the MRP object
belongs to. It is set to default domain ID or provided as unique ID by engineering.

Attribute Type: UUID
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Domain Name

This attribute defines the redundancy domain representing the ring the Media redundancy
object belongs to. It is set to default domain name or provided as unique ID by
engineering.

Attribute Type: VisibleString[240]

Ring Port 1 ID
This attribute specifies one port of a switch which is assigned as ring port 1 in the
redundancy domain referenced by the value of the attribute Domain ID.

Attribute Type: Unsigned16

Ring Port 2 ID
This attribute specifies another port of a switch different from Ring Port 1 ID which is
assigped-as—+ing-pert2intheredundancy-domatnreferenced-by-thealue t attribute

Domgin ID.
Attribpte Type: Unsigned16
VLAN ID

This ¢ptional attribute may be used by the MRP object and pntifier in

the rgdundancy domain.
Attribpte Type: Unsigned16

Expegted Role
This attribute specifies the role of the MRP obj the

Attribute Type: Unsigned16
Allowgd Values: MANAGER, CLIE

Manalger Priority
This

priori
Attrib

Topo

a higher
00.

Attrib

Topo
This
MRP|

Attrib

igsions of

orts after

Attrib

Default Test Interval
This attribute specifies the default interval for sending MRP_Test frames on ring ports.

Attribute Type: Unsigned16

Test Monitoring Count
This attribute specifies the interval count for monitoring the reception of MRP_Test
frames.

Lte Type:

Attribute Type: Unsigned16

Non-blocking MRC supported
This attribute specifies the ability of the MRM to support MRCs without BLOCKED port
state support in the ring.

Attribute Type: Boolean

Test Monitoring Extended Count
This attribute specifies the extended interval count for monitoring the reception of
MRP_Test frames.
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Attribute Type: Unsigned16

React on link change
This optional attribute specifies whether the MRM reacts on MRP_LinkChange frames or
not.

Attribute Type: Boolean

Check Media Redundancy
This attribute specifies whether monitoring of MRM state is enabled (TRUE) or disabled
(FALSE) in the redundancy domain.

Attribute Type: Boolean

Real Role State
This attribute specifies the actual role of the MRP object in the redundancy domain.

Attribpte Type: Unsigned16
Allowed Values: MANAGER, CLIENT, UNDEFINED

Real Ring State
This attribute specifies the actual ring state of the MRP obj
The Ring State shall have one of the following values:

dancy domain.

OPEN: Ring is open due to link or MRC failure in rings
CLOSED: Ring is closed (normal operation, ng error).
UNDEFINED: Shall be set if the attribute 3 ¢ CLIENT

Attribpte Type: Unsigned16
Allowgd Values: OPEN, CLOSED, U»;

Ring |[Port 1 Port State
This ¢ptional attribute sf
shall

Attrib
Allow

rt 1 state

Ring
This
shall

Attrib

aCtual port state of Ring Port 2. The Ring Port 2 state
g port states in 5.2.1.

Attrib :
Link Up-nterval
This attribute specifies the interval for sending MRP_LinkUp frames on ring ports.
Attribute Type: Unsigned16

Link Change Count
This attribute specifies the MRP_LinkChange frame count which controls repeated
transmission of MRP_LinkChange frames.

Attribute Type: Unsigned16

BLOCKED state supported
This attribute specifies whether the MRC supports BLOCKED state at its ring ports or not.

Attribute Type: Boolean
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5.4 MRP Service specification
5.4.1 Start MRM

The Start MRM service creates a local instance of the MRM protocol machine.
Table 3 shows the parameters of the service.

Table 3 — MRP Start MRM

Parameter name Req Cnf

Argument

Domain ID

Ring Port 1 ID

Ring Port 2 ID

VLAN ID

Manager Priority

Topology Change Interval
Topology Change Repeat Count
Short Test Interval

Default Test Interval

Test Monitoring Cou

e :

Argument
The argu

D
</Q¥Vro Code
i
ment-sha

nvey the service specific parameters of the service request.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Ring Port 1 ID
This parameter contains the ID of the port which serves as first ring port.

Ring Port 2 ID
This parameter contains the ID of the port which serves as second ring port.

VLAN ID
This optional parameter contains the value for the VLAN identifier.

Manager Priority
This parameter contains the value for the manager priority.

Topology Change Interval
This parameter contains the value of the interval for sending MRP_TopologyChange
frames.
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Topology Change Repeat Count
This parameter contains the value of the interval count which controls repeated
transmissions of MRP_TopologyChange frames.

Short Test Interval
This parameter contains the value of the short interval for sending MRP_Test frames
on ring ports after link changes in the ring.

Default Test Interval
This parameter contains the value of the default interval for sending MRP_Test frames
on ring ports.

Test Monitoring Count
This parameter contains the value of the interval count for monitoring the reception of
MRP_Test frames. /TN

Non-*locking MRC supported
This parameter specifies the ability of the MRM to support M
pqrt state support in the ring.

LOCKED

Test Monitoring Extended Count
This optional parameter contains the value of
mpnitoring the reception of MRP_Test frames.

ount for

React on link change
T

kChange

Result(+
This par

Result(-
This par

D_RINGPORT

Table 4 shows the parameters of the service.
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Table 4 — MRP Stop MRM

Parameter name Req Cnf
Argument M
Domain ID M
Result(+) S
Domain ID
Result(-) S
Domain ID M
Error Code 2\
Argument
The argument shall convey the service specific parameters reque
in ID

This is the key attribute to identify the instance of,
Result(+
This pargmeter indicates that the service reque
Domain ID
This i

Result(-)
This pargdmeter indicates th

Domain ID
This is the key attrip

Error{Code
The parame

Type:

Allow

5.4.3

Table 5 ghows parameters of the service.

Table 5 — MRP Change State

Parameter name Ind

Argument M
Domain ID M
Error Type List M

Argument
The argument shall convey the service specific parameters of the service request.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Error Type List
This attribute consists of the following elements:
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Error Type
This attribute identifies a media redundancy error.

Attribute Type: Unsigned16
Allowed Values: MANAGER_ROLE_FAIL, RING_OPEN, MULTIPLE_MANAGERS

Appear
This attribute identifies whether the error appears or disappears.

Attribute Type: Boolean
Allowed Values: TRUE, FALSE

5.4.4 Start MRC

The StarfMRCseTvice treatesaminmstance of the MRCprotocotmactine:
Table 6 ghows the parameters of the service.

Table 6 — MRP Start MRC

Parameter name

Argument

Domain ID
Ring Port 1 1D
Ring Port 2 ID
VLAN ID

Link Down Interval

&

S
S
M
Domain ID
This is the key attribute to identify the instance of the protocol machine.
Ring Port 1 ID
This parameter contains the ID of the port which serves as first ring port.
Ring Port 2 ID
This parameter contains the ID of the port which serves as second ring port.
VLAN ID

This optional parameter contains the value for the VLAN identifier.

Link Down Interval
This parameter contains the value of the interval for sending MRP_LinkDown frames
on ring ports.
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Link Up Interval

This parameter contains the value of the interval for sending MRP_LinkUp frames on

ring ports.
Link Change Count

This parameter contains the value of the MRP_LinkChange frame count which controls

repeated transmissions of MRP_LinkUp or MRP_LinkDown frames.
BLOCKED state supported

This parameter specifies whether the MRC supports BLOCKED state at its ring ports or

not.

Result(+ N

This pargmeter indicates that the service request succeeded.

Domain ID
This is the key attribute to identify the instance of the protocol ma

Result(-)
This pargdmeter indicates that the service request failed.
Domain ID
This is the key attribute to identify the instance of/the

Error|Code
The parameter result contains the er

TypelUnsigned16
Allowed Values: DOMAIN_ID_MISMARCH,

5.4.5 Stop MRC

RINGPORT

This seryice shall be used to dcol machine. Ring port states anpd switch

)

e
main ID

Result(-) S
Domain ID
Error Code M

Argument

The argument shall convey the service specific parameters of the service request.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Result(+)
This parameter indicates that the service request succeeded.

Domain ID
This is the key attribute to identify the instance of the protocol machine.
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This is the key attribute to identify the instance of the protocol machine.

Error Code

The parameter Result contains the error code of the specific error.

Type: Unsigned16
Allowed Values: DOMAIN_ID_MISMATCH

5.4.6

The optiag

Table 8 ghows the parameters of the service.

Read MRM

Table 8 - MRP Read MRM

Parameter name

) o

Argument

Domain ID

Result(+)

Domain ID

Ring Port 1 1D

ology Change Repeat Count
>10rt Test Interval

efault Test Interval

oAl

Result(-)
Domain ID

Error Code

Test Monitoring Count
Non-blocking MRC supported
Test Monitoring Extended Count

React on link change

Y% y =
= =2 o cccdccecccec=2=2=2=2c=22=2o0 f

Argument

The argument shall convey the service specific parameters of the service request.

Domain ID

This is the key attribute to identify the instance of the protocol machine.
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Result(+)
This parameter indicates that the service request succeeded.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Ring Port 1 ID
This parameter contains the ID of the port which serves as first ring port.

Ring Port 2 ID

This parameter contains the ID of the port which serves as second ring port.

VLAN ID
This optional parameter contains the value for the VLAN identifier.

Manager Priority

This parameter contains the value for the manager priority.

Check Media Redundancy
This parameter indicates whether monitoring of MRM is enabled

Topojogy Change Interval
This [parameter contains the value of the interval for se
framgs.

Topojogy Change Repeat Count
This |parameter contains the value of the
transmission of MRP_TopologyChange frames

interval

Short Test Interval

This
ring
Test

MRP | Test frames.
Non- Iockinﬁ

Ring Port 1 Port State
This optional attribute contains the actual port state of Ring Port 1.

Ring Port 2 Port State
This optional attribute contains the actual port state of Ring Port 2.

React on link change

yChange

repeated

ames on

[ames on

eption of

KED port

onitoring

-

omain.

This optional parameter contains whether the MRM reacts on MRP_LinkChange frames or

not.
Result(-)
This parameter indicates that the service request failed.

Domain ID
This is the key attribute to identify the instance of the protocol machine.
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Error Code
The parameter Result contains the error code of the specific error.

Type: Unsigned16
Allowed Values: DOMAIN_ID_MISMATCH, MANAGER_READ_FAIL

5.4.7 Read MRC

The optional Read MRC service reads the actual state of the MRC protocol machine.

Table 9 shows the parameters of the service.

Table 9 — MRP Read MRC T~
(
Parameter name Req Rﬁ) N
Argument M
Domain ID
Result(+)

. N
Domain ID M
Ring Port 1 ID
Ring Port 2 ID 6 > M
VLAN ID \j\/ u
Ring Port 1 Port State u
Ring Port 2 Port State u

i W 3 U
9 5 U

. _ U
U

S

M

Argum
The argu

Dom
This i

Result(+)
This parameter indicates that the service request succeeded.

Domain ID
This is the key attribute to identify the instance of the protocol machine.

Ring Port 1 ID
This parameter contains the ID of the port which serves as first ring port.

Ring Port 2 ID
This parameter contains the ID of the port which serves as second ring port.

VLAN ID
This optional parameter contains the value for the VLAN identifier.

Link Down Interval
This parameter contains the value of the interval for sending MRP_LinkDown frames on
ring ports.
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Link Up Interval
This parameter contains the value of the interval for sending MRP_LinkUp frames on ring
ports.

Link Change Count
This parameter contains the value of the MRP_LinkChange frame count which controls
repeated transmission of MRP_LinkUp or MRP_LinkDown frames.

Ring Port 1 Port State
This optional attribute contains the actual port state of Ring Port 1.

Ring Port 2 Port State
This optional attribute contains the actual port state of Ring Port 2.

BLOCKED state supported
This parameter—contairs—whethertheMRGSsuppor } g ports or

not.

Result(-)
This pargmeter indicates that the service request failed.

Domain ID
This is the key attribute to identify the instance of t

Error{Code
The pgarameter Result contains the error cod

Type:] Unsigned16
Allowed Values: DOMAIN_ID_MISMA

5.5 MRP Protocol specification

5.5.1 PDU description
5.5.1.1 Basic data

The conyention tion and
encoding| of basi t

, 4.2,

5.5.1.2
Transfer of the MRP protocol specification is according to
IEC 6115
<
The encqdi ing of the fields in Table 10 shall be according to IEEE 802|3 for the

DLPDU.
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Table 10 — MRP IEEE 802.3 DLPDU syntax

DLPDU DLPDU structure
name
DLPDU Preamble?®, StartFrameDelimiter, DestinationAddress, SourceAddress, DLSDUb,

DLPDU_Padding®, FrameCheckSequence
DLSDU [VLAN]Y, LT, MRP-PDU
VLAN LT(=0x8100), TagControlinformation

NOTE 1 According to IEEE 802.3 the DLPDUs have a minimum length of 64 octets (excluding
Preamble and Start Frame Delimiter).

NOTE 2 For IEEE 802.3 frames with VLAN tag the minimum frame size is increag€d te. 68 octets in
order|to guaranty the minimum frame size of 64 octets after removing the VLAN ta%y a brid‘g&

@ Thelfield contains at least 7 octets
® The|minimum DLSDU size is 2 octets.

° The |number of padding octets shall be in the range of 0 to 46 dependixg on ize. Yhe
value|shall be set to zero.

¢ The|[VLAN field can be omitted in case of optimized transportatio i may\be set by|the
encoder but it may be discarded by intermediate bridges. The de
withoyit VLAN fields.

\/
5.5.1.3 Coding of the DLPDU fiel : G
This field shall be coded as data type i e of the field SourceAddress
shall be |according to IEEE 802 MAC adress ¢ E 802-1D:2004, Clause 7.|The port
MAC address is used for MRP DLPDU{ Th > address shall be different{from any

port MAQ address.

5.5.1.4 Coding of th inationAddress

This field| shall b@wje

The IEEHE Organiza{iQ
Table 11

ifier for MRP is 00-15-4E. It shall be set acdording to

Table 11 - MRP OUI

4 N

Wr oul Meaning

hexadecimal)

\/ 00-15-4E Global administered individual unicast
94-45-4E Glebaladministered-greup-{rrHiieastaddress
02-15-4E Local administered individual unicast
03-15-4E Local administered group (multicast) address

For MRP-PDUs, the destination address value shall be set according to Table 12.
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Table 12 — MRP MulticastMACAddress

Value Value Meaning
oul Extensionldentifier
(Multicast)
(hexadecimal) (hexadecimal)

01-15-4E 00-00-00 Reserved

01-15-4E 00-00-01 MC_Test, used for MRP_Test frames

01-15-4E 00-00-02 MC_CONTROL, used for MRP_LinkChange and

MRP_TopologyChange frames
01-15-4E 00-00-03 to FF-FF-FF [ Reserved

VRN

NOTE Ocjet 1 contains the Individual/Group Address Bit (LSB).
5.5.1.5 Coding of the field TagControlinformation

This field shall be coded according to IEEE 802.1Q as data typ
bits shalllhave the following meaning:

Bit 0 |— 11: TagControlinformation.VLAN_ldentjfier
Theseg bits shall be coded according to IEEE 802/1Q

NOTE VLAN_Identifier 0 means that no VLANs are used,

Bit 13 — 15: TagContyé
Thesg bits shall be cod

For MRP, wuse o

TagControIInformition Pri

scording to Table 13.

ntrolinformation.Priority field

\The Individual

optional. If present the wvalue of

IR M .
(he/zg\gi?\,é\{\ \_/ Meaning

007\ 1.\ | MRP,PDU

5.5.1.6 Coding of\the field LT

This field shall be coded as data type Unsigned16 with the values according to IER
For MRP the value shall be set according to Table 14.

Table 14 - MRP LT field

E 802.3.

Value (hexadecimal) Meaning

O0x88E3 MRP-PDU

5.5.1.7 MRP APDU abstract syntax

Table 15 defines the abstract syntax of the MRP-PDUs referred to as APDUs. The defined

order of octets shall be used to convey the APDUs.
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Table 15 — MRP APDU syntax

APDU name APDU structure

MRP-PDU MRP_Version, MRP_Type, MRP_Common, [MRP_Option], MRP_End, [Padding*]®

? If the frame is shorter than 64 octets, it shall be extended with padding to 64 octets, according to IEEE 802.3.

Table 16 defines structures for substitutions of elements of the APDU structure shown in
Table 15.

Table 16 — MRP Substitutions (/\
Substitytion name Structure /\< A (\
MRP_Type MRP_Test A MRP_LinkChange A MRP_TopoIogyChangé\" n}@\Opt}N >
MRP_Comion MRP_TLVHeader, MRP_SequencelD, MRP_Dom%Uh‘bD\ \ \
MRP_Optidn MRP_TLVHeader, MRP_ManufacturerOUl, I\W}n\ufa@u Da\tg, [Paddind®
MRP_End MRP_TLVHeader (=0x0000)

MRP_Test MRP_TLVHeader, MRP_Prio, MRP_SA, MRP_PuortRote, MRP\ RingState,
MRP_Transition, MRP_TimeStamp, [Padding*] ®

MRP_TopologyChange | MRP_TLVHeader, M}Q_Prio,%P&W#Pj%rval\,\gadding*] a

MRP_LinkGhange MRP_LinkUp"MRﬁ\Linm&Q & \ ~/ )\/

MRP_Linkown MRP_TLVHeader, MR%SAM?\P\POH‘&)Ie,N‘RP{IntervaI, MRP_Blocked, [Hadding*] *
MRP_LinkUp MRP_TLVHeader, MRP_SA,MRP{PbxtRol, MRP_Interval, MRP_Blocked, [Hadding'] °

@ 32-bit alignment shall be ensu;;e/a\ /\\ \ \ \
N

5.5.1.8 Coding of the Yfield P der
The codi Q S P ng to IEC 61158-6-10, 3.6.3.4 and the indivjdual bits

shall hav

Bit 0 g

The v ! her of subsequent octets of the according block.
Bit 8 :

This i coded with the values according to Table 17.

Table 17 — MRP_TLVHeader.Type

Malue Meaning Usace
= 4

(hexadecimal)

0x00 MRP_End Mandatory
(MRP_TLVHeader.Length shall be set to zero)

0x01 MRP_Common Mandatory

0x02 MRP_Test Mandatory

0x03 MRP_TopologyChange Mandatory

0x04 MRP_LinkDown Mandatory

0x05 MRP_LinkUp Mandatory

0x06 — O0Xx7E |Reserved —

0x7F MRP_Option (Organizationally specific) Optional
0x80-0xFF Reserved —
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Coding of the field MRP_Version

This field shall be coded as data type Unsigned16 with the values according to Table 18.

Table 18 — MRP_Version

Value (decimal) Meaning
0 Reserved
1 Initial version of MRP
2 ...65535 Reserved
5.5.1.10 | Coding of the field MRP_SequencelD

This field shall be coded as data type Unsigned16. It is used to
MRP frames in the ring. The range is from 0 to 65 535. The r
shall proyide a unique sequence number to each outstanding sé&

5.5.1.11

This field shall be coded as data type octetString[6
according to IEEE 802 MAC address and shall conta
host (Intgrface MAC Address).

5.5.1.12

This field shall be coded as data type

N

Coding of the field MRP_Prio

Coding of the field MRP_SA

Value

(hexadecimal)

N

Meaning

Hi esh)QorMe undancy manager

-hm

\E{ef\a\:@y{rity for redundancy manager

Oxg0
69300\— OXEQOM Lo%riorities

2 oxggﬁb \\

Mest priority redundancy manager

™ Nt}bﬁr ) Reserved

5.5.1.13

Coding of the field MRP_PortRole

ation of
rocess

shall be
ng switch

This field shall be coded as data type Unsigned16. The coding shall be according to Table 20.

Table 20 — MRP_PortRole

Value
(hexadecimal)

Meaning

Usage

0x0000

Primary ring port

Frame is sent on primary ring port

0x0001

Secondary ring port

Frame is sent on secondary ring port

0x0002 — OxFFFF

Reserved

5.5.1.14

Coding of the field MRP_RingState

This field shall be coded as data type Unsigned16 with the values according to Table 21.
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Table 21 - MRP_RingState

Value Meaning Usage
(hexadecimal)
0x0000 Ring open MRM in ring open state
0x0001 Ring closed MRM in ring closed state
0x0002 — OxFFFF | Reserved —

5.5.1.15

Coding of the field MRP_Interval

2008(E)

This field shall be coded as data type Unsigned16 with the values accordingtq Table 22.

Table 22 — MRP_Interval

Value
(hexadecimal)

Meaning

0x0000 - 0x07D0

Interval for next topology
change event (in ms)

5

0x07D1 — OxFFFF

Interval for next topology
change event (in ms)

/

5.5.1.16
This field

O

)
mevg%i;cordng to Table

23.

Value
(hexadecimal)

N

Usage

0xp000 — o@

mber of trapsiti s}e\t\?;en ring
open state and\ing sed state

Used for monitoring this value via
packet sniffer station

5.5.1.17

This field
4

“TimeStamp

ta’type Unsigned32 with the values according to Table

Table 24 — MRP_TimeStamp

24.

Valuw

(hexadecimal)

Meaning

Usage

0x00000000 —
OXFFFFFFFF

Actual local counter value of 1ms
counter

The value is used by the MRM to
determine the maximum travel time
of the MRP_Test frames in a ring.

5.5.1.18

Coding of the field MRP_Blocked

This field shall be coded as data type Unsigned16 with the values according to Table 25.
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Table 25 — MRP_Blocked

Value (decimal)

Meaning

Usage

0

The MRC is not able to receive and forward MRP_Test

frames, MRP_LinkChange frames and

Optional

state is BLOCKED

MRP_TopologyChange frames at a ring port whose port

The MRC is able to receive and forward MRP_Test frames, | Mandatory
MRP_LinkChange frames and MRP_TopologyChange
frames at a ring port whose port state is BLOCKED

2...65535

Reserved

5.5.1.19

This field

(OUI) as|defined by the IEEE Registration Authority Committee

5.5.1.20 | Coding of the field MRP_ManufacturerData

This field shall be reserved for vendor-specific data.

5.5.1.21 | Coding of the field MRP_DomainU

This field shall be coded as UUID witi\thevalues agcording te’' Table 26.

RN

Coding of the field MRP_ManufacturerOUI

shall be coded as data type octetString[3] with the Organig

Table —MR DemaimUuID

ly \Unigue Bentifier

(hechangg\(-\\\D Q Meaning Usage

OxFFF FFFFF-F%&\\{/NM FF

0x00000000-0000-0 0 -000 0000((0\00 Reserved
0x00000000-0 -0 0000 00 00 - UUID for MRP redundancy Optional
OxFFEFFFFF-RFFF- -FFF domain
Default UUID for MRP Mandatory

redundancy domain

5.5.2 Protocol chine

5.5.21 < achine
The MRN

machine | igure 16

| machine is defined in Table 28. The principal behaviour of the| protocol
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Power_On

AC_STAT1

The text ifference
in the inje machine
supersedes.

Power_On

ing ports RPort_1 and RPort_2 in| the port
or MRP multicast addresses MC_TEST and
RP-PDU shall use the highest priority[( ORG).

Initialjzation, the
state | BLOCKED.
MC_CQONTR

AC_S§

Starty ng port),
starti

PRM |U

This § . port with
no lifk). The brts even
if the [other ritvg’por

CHK [RO\(Ch

The RingState

shall be set to ring open state.

This state can also be entered on reception of an MRP_LinkDown frame if the option
MRP_REACT_ON_LINK_CHANGE is supported.

CHK_RC (Check Ring, Ring Closed State)
The MRM shall send its MRP_Test frames and shall check the link of its ring ports, the
MRP_RingState shall set to ring closed state.

Local variables of the MRM protocol machine are listed in Table 27.
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Table 27 — MRP Local variables of MRM protocol machine

Name Type Meaning
SA_Port1 OctetString[6] Ring port RPort_1 MAC source address
SA_Port2 OctetString[6] Ring port RPort_2 MAC source address
SA_RPort OctetString[6] Ring port1 or Ring port2 MAC source address
PRIORITY Unsigned8 Priority according to IEEE 802.1Q for MRP-PDU.
Shall be set to ORG.
MRP_TS_Prio Unsigned16 MRP_Prio of host
MRP_TS_SA OctetString[6] MAC source address of host
RPO[t_1 Ullbiyllcd1u Portdentifreatiomrof |i||9 ’JUI‘l(‘I
RPort| 2 Unsigned16 Port identification of ring (rt\‘Z
PRM_|RPort Unsigned16 Port identification of p{méx\&ng}m{t
SEC_RPort Unsigned16 Port |dent|f|cat|op/C)\f\sg&‘Knd§{y\n\g p\
MRP_[MRM_NRmax Unsigned16 Maximum retransiission nt\of I\MDUJ of
Type MRP{\(&:\ \
MRP_|[MRM_NReturn Unsigned16 Coun}eﬁ‘WP\:lARMWx to 0
TC_NReturn Unsigned16 Conﬁlter{r\%nge\i\{RwP@max to 0
AddTest Boolean Sen d |o -PDU of type MRP_Te$t
aft r MR hortT ntervall if TRUE
ReactMode Boolean reasts on MRP_LinkDown frames fronmp an
MR i TR
MRP_|LNK_UP Un3|6ned1f6\ CBRQtahl\value to indicate Link Up
MRP_[LNK_DOWN )@i&qed&j\ c}n{ém/value to indicate Link Down
MRP_[BLOCKED_SUPPO ED Unsigne 16\’ tant value to indicate that — if TRUE - the
M assumes all MRC in the ring support the
LOCKED port state
If FALSE, the MRM requires additional supgort
for MRC not supporting BLOCKED state
<\ FALSE: option for nodes not according to
A \/\ IEC61784-2, CP3/4, CP3/5, CP3/6.
MRP_[REACT_ CH GE\\pe/gnedm Constant value to indicate that — if TRUE - the
MRM reacts on MRP_LinkDown frames fronmp an
MRC with TopologyChange.
if FALSE, the MRM does not react on
4 MRP_LinkDown frames
TRUE: option for nodes not according to
IEC 61784-1, IEC 61784-2, CP3/4, CP3/5, ¢P3/6
NoTC Boolean Suppress MRP_TopologyChange while in line

fnlhnlngy (NnT(‘ =TRI IF)

The MRM state machine shall be according to Table 28.
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Table 28 — MRM state machine
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Current
state

Event
Icondition
=>action

Next state

Power On

=>

INIT_FDB

ADD_MAC_FDB({local},{MC_TEST, MC_CONTROL},ORG)
PRM_RPort:= RPort_1

SEC_RPort:= RPort_2

AC_STAT1

MRP VMRV NRMax= MRP_TSTNRMax — 1
MRP_MRM_NReturn:= 0
AddTest:= FALSE

ReactMode:= TRUE if MRM reacts on MRP_LinkDown fr
an MRC or FALSE if MRM does not react on MRP_Link
from an MRC

Set_Port_StateReq (PRM_RPort, BLOCKED)
Set_Port_StateReq (SEC_RPort, BLOCKED,

AC_STATI1

MAUType_Changelnd (RPort, Link_statuw
/RPort == PRM_RPort G

PRM_UP

AC_STAT1

AC_STAT1

AC_STAT1

»

SEC_RPort:= PRM_RPort
PRM”_RPort:= RPort

PRM_UP

Set_Port_StateReq (PRM_RPort, FORWARDING)
TestRingReq(MRP_TSTdefaultT)

AC_STATI1

MAUType_Changelnd (RPort, Link_status)
/RPort = PRM_RPort

&& Link_status == MRP_LNK_DOWN

=>

ignore

AC_STAT1

AC_STAT1

TestTimer expired
=>

ignore

AC_STAT1
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# Current Event Next state
state /condition
=>action
7 AC_STAT1 | LinkChangelnd(PortMode, Link_status) AC_STAT1
=>
ignore
8 PRM_UP TestTimer expired PRM_UP
=>
AddTest:= FALSE
TestRingReq(MRP_TSTdefaultT)
9 | PRM_UP | MAUType Changelind (RPort. Link_status) /[ PRM_UP
/RPort == PRM_RPort
&& Link_status == MRP_LNK_UP
=>
ignore <\
10 | PRM_UP | MAUType_Changelnd (RPort, Link_status) \ ) >C_STAT1
/RPort == PRM_RPort
&& Link_status == MRP_LNK_DOWN
=>
TestTimer.stop G
SetPortStateReq(PRM_RPoxt, BLQCKED)
11 PRM_UP PRM_UP
&& Link_
=>
ignore
12 | PRM_UP  KMAUTyge_Chafigelnd (RPart, Lifik_status) CHK_RC
<s
\Feét ihgReq(MRP_TSTdefaultT)
13 | PRM_LIP TestRingInd(MRP_SA, MRP_Priq) CHK_RC
/IMRP_SA == MRP_TS_SA
=>
MRP_MRM_NRmax:= MRP_TSTNRmax — 1
MRP_MRM_NReturn:= 0
NoTC:= FALSE
TestRingReq(MRP_TSTdefaultT)
14 PRM_UP TestRingInd(MRP_SA, MRP_Prio) PRM_UP

IMRP_SA != MRP_TS_SA
=>

ignore
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# Current Event Next state
state /condition
=>action
15 PRM_UP LinkChangelnd( PortMode, Link_status) PRM_UP
/'AddTest
&& PortMode == MRP_BLOCKED_SUPPORTED
=>
AddTest:= TRUE
TestRingReq(MRP_TSTshortT)
16 PRM_UP LinkChangelnd( PortMode, Link_status) PRM_UP
/AddTest /
&& PortMode == MRP_BLOCKED_SUPPORTED
=>
ignore <\
17 PRM_UP LinkChangelnd( PortMode, Link_status) \ w
/Link_status == MRP_LNK_DOWN >
&& PortMode !'= MRP_BLOCKED_SUPPORT
=>
ignore f\ N
18 PRM_UP LinkChangelnd( PortMode, hink_status U PRM_UP
/AddTest U
&& Link_status == MRP_LNK_UP
&& PortMode !'= MRP_BLOCKE PP D
N
TopoIoPg(Cha eR q(?—)\
19 PRM_UP i decLink\ status) PRM_UP
@ NK/UP
RP_BLOCKED_SUPPORTED
</\ RingReg(MRP_TSTshortT)
§‘I’op log angeReq(0)
20 PRM_UP WgyChangelnd( MRP_SA, t) PRM_UP
=>
ignore
21 CHK_RO TestTimer expired CHK_RO
=>
AddTest:= FALSE
TestRingReq(MRP_TSTdefaultT)
22 CHK_RO MAUType_Changelnd (RPort, Link_status) CHK_RO

/RPort == PRM_RPort
&& Link_status == MRP_LNK_UP
=>

ignore
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# Current Event Next state
state Icondition
=>action
23 CHK_RO MAUType_Changelnd (RPort, Link_status) PRM_UP

/RPort == PRM_RPort

&& Link_status == MRP_LNK_DOWN

=>

PRM_RPort:= SEC_RPort

SEC_RPort:= RPort
Set_Port_StateReq(SEC_RPort, BLOCKED)
TestRingReq(MRP_TSTdefaultT)

TopologyChangeReq(MRP_TOPchgT)

24 CHK_RO MAUType_Changelnd (RPort, Link_status)
/RPort != PRM_RPort

&& Link_status == MRP_LNK_UP

=>

ignore

25 CHK_RO MAUType_Changelnd (RPort, Link_status)
/RPort = PRM_RPort
&& Link_status == MRP

=>

Set_Port_StateReq(SEC_

PRM_UP

26 CHK_RO

logyCRangeReq(MRP_TOPchgT)

CHK_RC

27 CHK_EE\\\QYes inglf{d(MRP_SA, MRP_Prio)

RPSA == MRP_TS_SA

&& ReactMode == MRP_REACT_ON_LINK_CHANGE

CHK_RC

=>

Set_Port_StateReq (SEC_RPort, BLOCKED)
MRP_MRM_NRmax:= MRP_TSTNRmax — 1
MRP_MRM_NReturn:= 0

NoTC:= FALSE
TestRingReq(MRP_TSTdefaultT)
TopologyChangeReq(0)

28 CHK_RO TestRingInd(MRP_SA, MRP_Prio)
/MRP_SA != MRP_TS_SA
=>

ignore

CHK_RO
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Current
state

Event
Icondition
=>action

Next state

29

CHK_RO

LinkChangelnd( PortMode, Link_status)
/'AddTest

&& Link_status == MRP_LNK_UP

&& PortMode == MRP_BLOCKED_SUPPORTED
=>

AddTest:= TRUE
TestRingReq(MRP_TSTshortT)

CHK_RO

30

CHK_RO

LinkChangelnd( PortMode, Link status)

/[ CHK RO

/AddTest

&& Link_status == MRP_LNK_UP

&& PortMode == MRP_BLOCKED_SUPPORTED
=>

Ignore

31

CHK_RO

LinkChangelnd( PortMode, Link_status)
/AddTest

&& Link_status == MRP_LNK_DOWN

=>

Ignore

EHK_RO

32

CHK_RO

LinkChangelnd( PortMod
/I1AddTest
&& Link_

Link_statu

Tsh

CHK_RO

33

CHK_RO

W

Wnk _status)
_status == M LNK_UP

P_BLOCKED_SUPPORTED

tateReq (SEC_RPort, BLOCKED)
RM_NRmax:= MRP_TSTExtNRmax — 1
MRP_MRM_NReturn:= 0

CHK_RC

TestRingReq(MRP_TSTdefaultT)
TopologyChangeReq(0)
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# Current Event Next state
state Icondition
=>action
34 CHK_RO LinkChangelnd( PortMode, Link_status) CHK_RC

/'AddTest

&& Link_status == MRP_LNK_UP

&& PortMode != MRP_BLOCKED_SUPPORTED
=>

Set_Port_StateReq (SEC_RPort, BLOCKED)
MRP_MRM_NRmax:= MRP_TSTExtNRmax — 1
MRP_MRM NReturn:= 0

AddTest:= TRUE
TestRingReq(MRP_TSTshortT)
TopologyChangeReq(0)

35 CHK_RO TopologyChangelnd( MRP_SA, t)
=>

ignore

36 CHK_RC TestTimer expired
/MRP_MRM_NReturn >= MRP_MRM_N
&& INoTC

4§77

37 | CHH_RC

" NRmax:= MRP_TSTNRmax — 1
RM_NReturn:= 0
AddTest:= FALSE

7

CHK_RO

TestRingReq(MRP_TSTdefaultT)

38 CHK_RC TestTimer expired

/MRP_MRM_NReturn < MRP_MRM_NRmax

=>

MRP_MRM_NReturn:= MRP_MRM_NReturn + 1
AddTest:= FALSE
TestRingReq(MRP_TSTdefaultT)

CHK_RC

39 CHK_RC MAUType_Changelnd (RPort, Link_status)
/RPort == PRM_RPort

&& Link_status == MRP_LNK_UP

=>

ignore

CHK_RC
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# Current Event Next state
state /condition
=>action
40 CHK_RC MAUType_Changelnd (RPort, Link_status) PRM_UP
/RPort == PRM_RPort
&& Link_status == MRP_LNK_DOWN
=>
PRM_RPort:= SEC_RPort
SEC_RPort:= RPort
Set_Port_StateReq (SEC_RPort, BLOCKED)
Set Port StateReq (PRM_RPort, FORWARDING) /
TestRingReq(MRP_TSTdefaultT)
TopologyChangeReq(MRP_TOPchgT) /\ %
41 CHK_RC MAUType_Changeind (RPort, Link_status) CH R}\
/RPort != PRM_RPort %
&& Link_status == MRP_LNK_UP
D
ignore //—\\
42 CHK_RC MAUType_Changelnd (RPort, Link_sta w PRM_UP
/RPort != PRM_RPort G
&& Link_status == MRP_LNK_D
=>
ignore (\
43 | cHd_ Prioj ) CHK_RC
44 CHH_ CHK_RC
<
45 CHK_RE inkChangelnd( PortMode, Link_status) CHK_RC
[AddTest
&& ReactMode !'= MRP_REACT_ON_LINK_CHANGE
&& PortMode == MRP_BLOCKED_SUPPORTED
=>
ignore
46 CHK_RC LinkChangelnd( PortMode, Link_status) CHK_RC
/'AddTest

&& ReactMode !'= MRP_REACT_ON_LINK_CHANGE
&& PortMode == MRP_BLOCKED_SUPPORTED

=>

AddTest:= TRUE

TestRingReq(MRP_TSTshortT)
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# Current Event Next state
state Icondition
=>action
47 CHK_RC LinkChangelnd( PortMode, Link_status) CHK_RO

/Link_status == MRP_LNK_DOWN

&& ReactMode == MRP_REACT_ON_LINK_CHANGE
=>

Set_Port_StateReq (SEC_RPort, FORWARDING)
TopologyChangeReq(0)

48 CHK_RC LinkChangelnd( PortMode, Link_status) CHK_RC
/Link status == MRP_LNK UP
&& ReactMode == MRP_REACT_ON_LINK_CHANGE

/
&& PortMode != MRP_BLOCKED_SUPPORTED Q
=>
MRP_MRM_NRmax:= MRP_TSTExtNRmax - 1
TopologyChangeReq(0) \

49 CHK_RC LinkChangelnd( PortMode, Link_status) ~/62HK_RC
/Link_status == MRP_LNK_UP

&& ReactMode == MRP_REACT_ON_

=>
MRP_MRM_NRmax:= MRP
TopologyChangeReq(0)

50 | cHQ_RC | TopologyChangelnd( MRP \SA, HL") CHK_RC

@

5.5.2.2

The MR(
machine |

4

ired in Table 30. The principal behaviour of the| protocol
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The text pelow i

S/a0 exp
rpreta

in the int
supersedes.

T |

Vv

)

Start py.wait for Link Up on one of the ring ports.

DE/F§

N
3

s

achine for MRC

actions performed in the states. If a difference
t and the state machine, then the state|machine

the port
FST and
ONTROL
| use the

DE_IDLE (Data Exchange idle state
This state shall be reached if only one ring port (primary) has a link and its port state is set
to FORWARDING.

PT (Pass Through)
Temporary state while signalling link changes.

DE (Data Exchange)
Temporary state while signalling link changes.

PT_IDLE (Pass Through idle state)

This state shall be reached if both ring ports have a link and their port states are set to
FORWARDING.

Local variables of the MRC protocol machine are listed in Table 29.
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Table 29 — MRP Local variables of MRC protocol machine

Name Type Meaning
SA_RPort OctetString[6] Ring port1 or ring port2 MAC source address
PRIORITY Unsigned8 Priority according to IEEE 802.1Q for MRP-
PDU. Shall be set to ORG.
RPort_1 Unsigned16 Port identification of ring port 1
RPort_2 Unsigned16 Port identification of ring port 2
PRM_RPort Unsigned16 Port identification of primary ring port
SEC_RPort Unsigned16 Port identification of secondary ring port
ARP_LNKNRoturn Unsigned16 CounterRange MRP_| l\II(NDmgm
MRP_LNK_UP Unsigned16 Constant value to indicate Li aN
IRP_LNK_DOWN | Unsigned16 Constant value to indicate\/LiBQBan \
The MR({ state machine shall be according to Table 30. w
Table 30 - MRC Statm
/N
# Cyrrent Eve.n \) Next state
state Icondijtion
e ()
1 Powkr On N/ AC_STAT1
=>
INIT_FDB
% .ini
2 AC_STAT1 WA e_Changelnd (RPort, Link_status) DE_IDLH
/RPorty== PRM_RPort
&& Yink_status == MRP_LNK_UP
=>
Set_Port_StateReq (PRM_RPort, FORWARDING)
3 AC_STAT1 MAUType_Changelnd (RPort, Link_status) AC_STAT1
/Link_status == MRP_LNK_DOWN
=>
ignore
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# Current Event Next state
state /condition
=>action
4 AC_STAT1 MAUType_Changelnd (RPort, Link_status) DE_IDLE
/RPort = PRM_RPort
&& Link_status == MRP_LNK_UP
=>
SEC_RPort:= PRM_RPort
PRM_RPort:= RPort
Set_Port_StateReq (PRM_RPort, FORWARDING)
£
5 AC_ISTAT1 | TopologyChangelnd (MRP_SA, t) AC_\SQW
=>
ignore <\
6 | DE_|DLE | MAUType_Changelnd (RPort, Link_status) \ ) PT
/RPort = PRM_RPort <<\\\\\\jiigj\/
&& Link_status == MRP_LNK_UP
=>
MRP_LNKNReturn:= MR
UpTimer.start(MRP_LNKup
LinkChangeReq(PRM_RP P_LNKNReturn X
MRP_LNKupT)
7 DE_JDLE DE_IDLH
8 DE_JDLE AC_STAT1
<s
9 DE_IDLE MAUType_Changelnd (RPort, Link_status) DE_IDLE
/RPort == PRM_RPort
&& Link_status == MRP_LNK_UP
=>
ignore
10 DE_IDLE TopologyChangelnd( MRP_SA, t) DE_IDLE

=>

CLEAR_FDB(t)
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Current
state

Event
Icondition
=>action

Next state

11

PT

UpTimer expired

/MRP_LNKNReturn ==

=>

MRP_LNKNReturn:= MRP_LNKNRmax
Set_Port_StateReq (SEC_RPort, FORWARDING)

PT_IDLE

12

PT

UpTimer expired

/MRP_LNKNReturn > 0 /]

=>
MRP_LNKNReturn:= MRP_LNKNReturn - 1
UpTimer.start(MRP_LNKupT)

LinkChangeReq(PRM_RPort, MRP_LNK_UP, MRP_LNKNRetu
MRP_LNKupT)

13

PT

A\
MAUType_Changelnd (RPort, Link_status) \
/RPort = PRM_RPort
&& Link_status == MRP_LNK_UP

=>
ignore &

14

PT

MAUType_Changelnd (R ort,%_s tw

OWN

DE

15

PT

(A

\uJy\m?hangelnd (RPort, Link_status)
\Rp t =>PRM_RPort

Ljrfk_status == MRP_LNK_DOWN

DE

MRP_LNKNReturn:= MRP_LNKNRmax

UpTimer.stop

PRM_RPort:= SEC_RPort

SEC_RPort:= RPort

Set_Port_StateReq (SEC_RPort, BLOCKED)
DownTimer.start(MRP_LNKdownT)

LinkChangeReq(PRM_RPort, MRP_LNK_DOWN, MRP_LNKNReturn X

MRP_LNKdownT)
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# Current Event Next state
state /condition
=>action
16 PT MAUType_Changelnd (RPort, Link_status) PT
/RPort == PRM_RPort
&& Link_status == MRP_LNK_UP
=>
ignore
17 PT TopologyChangelnd( MRP_SA, t) PT_IDLE
=> /]
MRP_LNKNReturn:= MRP_LNKNRmax
UpTimer.stop
Set_Port_StateReq (SEC_RPort, FORWARDING)
CLEAR_FDB(t)
N
18 DE DownTimer expired \\ DE_IDLE
IMRP_LNKNReturn == w
=>
MRP_LNKNReturn:= MRW G
19 DE DownTimer expired DE
/MRP_LNKNReturn > 0
20 DE PT
</\
\ DownYimer.stop
UpTimer.start(MRP_LNKupT)
LinkChangeReq(PRM_RPort, MRP_LNK_UP, MRP_LNKNReturn X
MRP_LNKupT)
21 DE MAUType_Changelnd (RPort, Link_status) DE

/RPort = PRM_RPort
&& Link_status == MRP_LNK_DOWN
=>

ignore



https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

62439 © IEC:2008(E) - 75—

# Current Event Next state
state Icondition
=>action

22 DE MAUType_Changelnd (RPort, Link_status) AC_STAT1

/RPort == PRM_RPort

&& Link_status == MRP_LNK_DOWN

=>

MRP_LNKNReturn:= MRP_LNKNRmax
Set_Port_StateReq (PRM_RPort, BLOCKED)

DownTimer.stop

23 DE MAUType_Changelnd (RPort, Link_status)
/RPort == PRM_RPort
&& Link_status == MRP_LNK_UP

DE

=>

2]

ignore

24 | DE TopologyChangelnd( MRP_SA, t) \\\\\¢> DE_IDLE
=>
MRP_LNKNReturn:= MR (i)

DownTimer.stop

CLEAR_FDB(t)

25 PT_|DLE PT_IDLE

26 PT_|DLE DE

W

RP_E2NKNReturn:= MRP_LNKNRmax
Set_Port_StateReq (SEC_RPort, BLOCKED)
DownTimer.start(MRP_LNKdownT)

LinkChangeReq(PRM_RPort, MRP_LNK_DOWN, MRP_LNKNReturn X
MRP_LNKdownT)
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# Current Event Next state
state Icondition
=>action
27 PT_IDLE MAUType_Changelnd (RPort, Link_status) DE

/RPort == PRM_RPort

&& Link_status == MRP_LNK_DOWN

=>

MRP_LNKNReturn:= MRP_LNKNRmax
PRM_RPort:= SEC_RPort

SEC_RPort:= RPort

Set Port StateReq (SEC RPort, BLOCKED)

.
DownTimer.start(MRP_LNKdownT)

LinkChangeReq(PRM_RPort, MRP_LNK_DOWN, MRP_LNKNRe X
MRP_LNKdownT)

28 PT_|DLE MAUType_Changelnd (RPort, Link_status) P\T_BLE
/RPort == PRM_RPort

&& Link_status == MRP_LNK_UP

=>

ignore
AN

290 | PT_[pLE | TopologyChangelnd( MRe_SA, t) \\) PT_IDLE

=>

CLEAR_FDB(t) “

N w

5.5.2.3 S i
The MRM

Table 31 — MRP functions

Funo@\{orhmée\ \ \ Operations

TestRingI? q N SETUP_TEST_RING_REQ
TestTimer.start(t)
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Function name

Operations

SETUP_TEST_RING_REQ

Create MRP-PDU according MRP_Test

Assignments:

MRP_Type:= MRP_Test

MRP_Prio:= MRP_TS_Prio

MRP_SA:= MRP_TS_SA

MRP_PortRole:= frame sent on primary ring port or secondary ring port
MRP_RingState:= actual ring state

MRP_Transition:= actual number of transitions between+ing open state and

ring closed state

MRP_TimeStamp:= actual local counter value

MRP_SequencelD:= next SequencelD
MRP_DomainUUID:= domainUUID
MRP_Type:= MRP_End

RIORITY, LT,
rt2, PRIORITY, LT,

SendFrameReq (RPort_ MRP-PDU)

SendFray\eReq (RRobrt_ MRP-PDU)

TestRingInf(MRP_SA, MRP_Prio)

)
according

TopologyChangeReq(time)

O

NGE\RE\

SETUP_TQ
Q)

POLOGY_

>ssignments:
M

RP_Type:= MRP_TopologyChange
MRP_Prio:= MRP_TS_Prio
MRP_SA:= MRP_TS_SA
MRP_Interval:=t

MRP_SequencelD:= next SequencelD
MRP_DomainUUID:= domainUUID
MRP_Type:= MRP_End

SendFrameReq (RPort_1, MC_CONTROL, SA_Port1, PRIORITY, LT, MRP-
PDU)

SendFrameReq (RPort_2, MC_CONTROL, SA_Port2, PRIORITY, LT, MRP-
PDU)

TopologyChangelnd(MRP_SA, t)

Receive MRP-PDU according MRP_TopologyChange
MRP_SA:= MRP_SA from MRP-PDU
t:= MRP_Interval from MRP-PDU
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Function name

Operations

LinkChangeReq(RPort, LinkStatus,
time)

Create MRP-PDU according MRP_LinkUp or MRP_LinkDown

Assignments:

if LinkStatus == MRP_LNK_UP
MRP_Type:= MRP_LinkUp

else MRP_Type:= MRP_LinkDown

MRP_SA:= MRP_TS_SA
MRP_PortRole:= actual port role of the port which indicated the link change

MRP_Interval:= time

MRP_Blocked:= indicates if the MRC is able &
forward MRP_Test frames, MRP_LinkChang
MRP_TopologyChange frames on a ringort

MRP_SequencelD:= next Sequeg
MRP_DomainUUID:= domai
MRP_Type:= MRP_End

SendF@n\e&eq MC TES _RPGrt, PRIORITY, LT, MRP-PDU)

LinkChange¢lnd(PortMode,
LinkStatus

\lee inkStatusss MRP_LNK_DOWN

Receive WDown or MRP_LinkUp

MAUType_| r‘hangel@F?o
Link_statuq)

Wk change indication.

:=)port which caused the local link change indication.

Link_status:= MRP_LNK_UP or MRP_LNK_DOWN (depends on tphe the local
ink change indication)

SetPortSt?/Re\RPor%\S%tus

Function to set the port status of RPort to Status

CLEAR_FOBttimeN O\ N\

FDBClearTimer.start(time)

CLEAR_LQCAL(F

Function to clear the FDB within the MRP node. The learning of Jource
addresses from ingress frames, which were sent out before the tqpology
change was indicated, shall be prevented

INIT_FDB

Function to initialize Filtering Data Base

ADD_MAC_FDB(Destination, MAC-
Address, Priority)

Function to add Static Filtering Entries (MAC-Address) in the FDB with Priority
and Destination. The term local in the state diagram means a connection to the
Higher-Layer Entity (see IEEE 802.1D).

SendFrameReq(RPort,
DestinationAddress,
SourceAddress, Priority, LT, MRP-

PDU)

Function to send an MRP-PDU at port RPort with the SourceAddress and LT to
the DestinationAddress. Priority used in the TagControlinformation is coded in
the frame if VLAN is used

5.5.2.4 FDB Clear Timer

FDB Clear Timer is an auxiliary state machine. FDB Clear Timer shall be according to the

state machine in Table 32.
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Table 32 — MRP FDB clear timer

# Current Event Next state
state Icondition
=>action
1 Power On IDLE

=>

FDBClearTimer.ini

2 IDLE FDBClearTimer.expired IDLE
=>

CLEAR_LOCAL_FDB

5.5.2.5 Topology Change Timer

Topology Change Timer is an auxiliary state machine. Topolo ngeTimer shall be
according to the state machine in Table 33.

Table 33 — MRP topology charge\\er

# Currgnt Event \ Nex
statp Icondition state
=>action (7
1 | Powe N 0 IDLE
On
=>
TopTimer.ini
TC_NReturn:= MRP_TOPNRm@ax - 1“
> | IDLE TopTimer expi y IDLE
3 IDLE IDLE
4
SETUP_TOPOLOGY_CHANGE_REQ (0)

5.6 MRP Installation, configuration and repair
5.6.1 Ring port parameters

Ring port parameterization for the MRM and all MRC in a ring shall comply with the settings
from Table 34.
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Table 34 — MRP network/connection parameters

Parameter Value
Link speed The link speed shall be at least 100 Mbit/s
Duplex setting Ring ports shall operate in full duplex mode,

Administrative mode of a port may be set to

autonegotiation, but negotiated value (oper mode) shall
be full duplex
5.6.2 Ring topology parameters
The number of nodes participating in ring shall not exceed 50. TN
NOTE Fof more than this number of nodes in a ring, the maximum recovery time nd the ring
may beconle instable.
5.6.3 MRM and MRC parameters
The MRN! defines with its parameter set the recovery time”0 Table 36
specify tiwo consistent sets of parameters for a ring re d a ring
recovery[time of 200 ms.
NOTE Adgitional consistent parameter sets for shorter or orted in an

MRM and MRC. The designer is responsible for the consi

for the con

bistency of all nodes in the ring.

Table 35 - MR

imym receyery times may be supqg
eter 9 5.6, the installer is

esponsible

Pa

rameter Max. keco eryNime \/ Meaning
oo\ Sz0p e

MRP_TOP

hgT [‘ 20'm U ms Topology Change (Clear Ad

Table) request interval

ress

MRP_TOP

NRmax \) 3 Topology Change (Clear Ad
Table) repeat count

ress

MRP_TSTshortT /\§ 3o\ms(\ 10 ms MRP_Test short interval

MRP_TSTdefaultT Q \ soans / 20 ms MRP_Test default interval

S
MRP_TSTN qu{\ \ \5 3 MRP_Test monitoring count
MRP_TSTHxtNRMax . S\ 15
4 \ (option)

Not applicablea MRP_Test extended monitoring count

* The folloy ing\ﬁ‘ile&Uir detion "non-blocking MRC supported"” shall be set to FALSE for max. re

time = 200

ms. All Cs shall support blocking mode. MRP_TSTExtNRmax not applicable.

Covery

Table 36

specifies the MRC parameter sets (used for both MRM parameter sets).

Table 36 — MRP MRC parameters

Parameter Max. recovery time Meaning
500 ms and 200 ms
MRP_LNKdownT 20 ms Link Down Timer interval
MRP_LNKupT 20 ms Link Up Timer interval
MRP_LNKNRmax 4 Link Change (Up or Down) count

NOTE These parameters are computed under the assumption that the traffic load in the ring does not exceed 90%.
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5.6.4 Configuration

For the configuration of MRP nodes there are two optional network management information
bases (MIBs) provided in Clause C.2.

6 PRP - Parallel Redundancy Protocol

6.1 PRP Principle of operation

This redundancy protocol implements redundancy in the devices. An end node is attached to
two independent LANs of similar topology, which are operated in parallel.

5 such as

%ve any

The two LANs follow configuration rules that allow the network manage
address fesolution protocol (ARP) to operate correctly.

Figure 18 shows a redundant network consisting of two switched LAN
topology/| for example, tree, ring or meshed.

DANP SAN ,DKNP

; ‘
OOOTTITIT o
O  switch

switched local
area network

(tree) LAN_A
N~ .
switch O K switch u switch
[TTTTTITIT] Nlllllﬂlll [TTTTTTTIT]
X\
N .
‘,‘("
P
oo ) oo | H | ] ]
S%\ /I_l Redundancy SAN SAN
a2 DANP DANP Box B1 B2
] LT
SAN SAN
< B3 B4

Figure 18 — PRP general redundant network example

The twolLANs are identicalin prnfnhnl at the MAC.LLC Io\/nl, but fhny cand differ in

performance and topology. Transmission delays may also be different. The LANs have no
direct connection between them and they are assumed to be fail-independent.

A doubly attached node implementing PRP (DANP) is attached to both LANs, named LAN_A
and LAN_B.

Singly attached nodes (SANs) can be attached in two ways:

e SANs can be attached direct to one LAN only. SANs can only communicate with other
SANs on the same LAN. For instance, in Figure 18, SAN A1 can communicate with SAN
A2, but not with SAN B1 or SAN B2. SANs can communicate with all DANPs.

e SANSs can be attached over a redundancy box to both LANs, as Figure 18 shows (see also
6.1.5). Such SANs can communicate with all SANs, for instance SAN A1 and SAN B3 can
communicate.
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NOTE SANs do not need to be aware of PRP, they can be off-the-shelf computers.

As an example of a simpler configuration, Figure 19 draws a PRP network as two LANs in
linear topology, which may also be a bus topology.

DANP DANP DANP DANP DANP DANP

M r 1 1 1 1 1

The two LANs can have a ring topology, as Figure 20/6hows>

CRED
N

B sicn

o
P
=z
T

74

—1J

N | Lo ]
et =

& [T1T11]
g DANP g | DAP
Redundancy
s Box H
gDANP / J_‘ SAN
=y E
1 SAN B9 L Hsan

Figure 20 — PRP redundant ring example with SANs and DANPs.

In some applications, only availability-critical devices need a double attachment, for instance
the operator workplaces, while the majority of the devices are SANs, as Figure 21 shows.
Taking advantage of the basic infrastructure of PRP, a DANP can be attached to two different
switches of the same LAN (for example, a ring) and use protocols different from PRP to
reconfigure the network in case of failure. The DANP then behaves as a switch element
according to IEEE 802.1D. For instance, the switch element may implement the MRP protocol,
the RSTP protocol, or a subset of RSTP, called Serial Redundancy Protocol (SRP) in which
the node behaves like a RSTP switch element, except that it does not forward traffic between
its ports. These abilities are optional and not detailed in this standard. The supported mode is
specified in the PICS (see 6.4).
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6.1.1

The LANg are assumed to be fail-independent. Redurdancixcamble defeatéd by sing

of failure
networks

Figure 21 — PRP single ring with DANPs i

achieve fail-independence.

6.1.2

Node structure

Single points of failure

down. Installation guidelines in this

|— SAN I—D SAN I—:l SAN
SAN SAN 0 SAN
N
SAN SAN AN AN
AN aX

Pat are attached to the same upper

le points
ngs both
staller to

layers of the communicati igure 22 shows.
DANP 2
hard ~
upper layers \/% ime real-time bl | PP
Aéggk WQF stack network layer
N\ A |
\L Nn?ﬁed dancy Entity | Link Redundancy Entity
< NN N N
</\ rt /port B portA | ] po?t\B
netwo N\ pd N\
adaptgrs ~N| x| | Rx Tx | | Rx Tx | | Rx Tx | ||Rx
M — I |
transceivers V A V A v A V A
—_—
LAN_A
—_—
LAN_B

The LRE has two tasks: handling of duplicates and management of redundancy. This layer
presents toward its upper layers the same interface as the network adapter of a non-

Figure 22 — PRP two DANPs communicating

redundant adapter.
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When receiving a frame from the node’s upper layers, the LRE sends the frame through both
its ports at nearly the same time.

The two frames transit through the two LANs with different delays, ideally they arrive at the
same time at the destination node.

When receiving frames from the network, the LRE forwards the first received frame of a pair
to the node’s upper layers and discards the duplicate frame (if it arrives).

For management of redundancy, the LRE can append a redundancy check trailer (RCT)
including a sequence number to the frames it sends to keep track of duplicates. In addition,
the LRE periodically sends PRP_Supervision frames and evaluates th/e_%P_Supervision
frames of threotirer DANPS:

6.1.3 Compatibility between singly and doubly attached node

Singly atjached nodes (SAN), for instance maintenance laptopg

A\
directly tp a SAN connected to the other LAN. Switches a X EANs are
not awarg¢ of PRP redundancy, so DANPs generate a traffj 8. SANs’undersfand. The
condition| is however that the SANs ignore the RCT / vwhigh should be|the case
since a [SAN cannot distinguish the RCT from IE ing” Conversely, DANPs
understand the traffic generated by SANSs, sing ppend an RCT. They only
forward gne frame to their upper laye i ) one LAN only. If a DANP
cannot positively identify that the remo i , itcopsiders it as a SAN.

6.1.4

A node h k %s, ahd only one set of IP addresses Jassigned
to that g ( franmspaceht to the upper layers. Especlally, this
allows th ARP) to work in the same way as withh a SAN.
Switches . 2 devices, and, therefore, all managed |[switches
have dif 3 . ahagement tool is preferably a DANP |and can
access nodes a i it all belong to the same network. Especially] network
management implem i is @ble to see SANs connected to either LAN.

Some applicatiQns\require AC addresses on the redundant ports, and these MAC
address ' the default MAC address of that node. This involveg address
substitutipr me IS are not specified in this standard. However, the basig protocol
and theSNfram ’Riat are prepared for such extension. Nodes that support MAC| address
substitution \di s supporting PICS_SUBS.

6.1.5 ransitionto non-redundant networks

The mechanism of duplicate rejection can be implemented in a device called a redundancy
box that does the transition between a SAN and the doubled LANs, as Figure 23 shows. The
redundancy box mimics the SANs connected behind it (called VDA or virtual DANs) and
multicasts supervision frames on their behalf, appending its own information. The redundancy
box is itself a DANP and has its own IP address for management purposes but it may also
perform application functions.
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Figure 23 -

6.1.6
6.1.6.1

Since a

There a

a) Duplicate in which the sender LRE uses the original frames and the recqiver LRE

forwards, both es it receives to its upper protocol layers.
Duplmr to both

frames it sends and the receiver LRE uses that redundancy control trailer to send only the
first frame of a pair to its upper layers and filter out duplicates.

b)

6.1.6.2 Duplicate accept

This method does not attempt to discard duplicates at the link layer. The sender LRE sends
the same frame as it would in the non-redundant case over both LANs. The receiver’s LRE
forwards both frames of a pair (if both arrive) to its upper layers, assuming that well-designed
network protocols and applications are able to withstand duplicates — indeed IEEE 802.1D
explicitly states that it cannot ensure freedom of duplicates.

The internet stack, consisting of a network layer with an UDP and a TCP transport layer, is
assumed to be resilient against duplicates. The TCP protocol is designed to reject duplicates,
so it discards the second frame of a pair. The UDP layer is by definition connectionless and
unacknowledged. All applications that use UDP are assumed to be capable of handling
duplicates, since duplication of frames can occur in any network. In particular, a UDP frame is
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assumed to be idempotent, i.e. sending it twice has the same effect as sending it once.
Administrative protocols of the internet such as ICMP and ARP are not affected by duplicates,
since they have their own sequence numbering.

Real-time stack that operate on the publisher-subscriber principle are not affected by
duplicates, since only the latest value is kept. Duplicate reception increases robustness since
a sample that gets lost on one LAN is usually received from the other LAN.

Therefore, one can assume that handling of duplicates is taken care of by the usual network
protocols, but one has to check if each application complies with these assumptions.

This simple dupllcate accept method does not prowde easy redundancy IerV|S|on since it

does notft ash tables
to know f the CRC
and leng owever,
not specified in this standard, but it is not excluded.
6.1.6.3 Duplicate discard in the link layer
6.1.6.3.1 Principle
It is advantageous to discard duplicates already at the lipk
Without duplicate discard, the procese ivas fwi interrupt requests|as when
only one ! v , the LRE can| perform
duplicate| di , i i i essor or an intelligent |[Ethernet
controller. - isi
The dupl|cate discard pro i i i , T, which
the LRE |inserts into ecei nding, as
Figure 24 shows. The
a) 16-bi seque
b) 4-bit LAN identifig
c) 12-bif frame size
v
——
Sequence| | LSDU
/ source LT LSDU // qu s size -_»
octet positi 6 12 14 time
frame without redundancy control Redundancy Control Trailer

Figure 24 — PRP frame extended by an RCT

6.1.6.3.2 Use of SequenceNr

Each time an LRE sends a frame to a particular destination, it increases the sequence
number corresponding to that destination and sends both (nearly identical) frames over both
LANSs.

The receiving LRE can then detect duplicates based on the RCT.

This method considers that SANs also exist on the network, and that frames sent by SANs
could be wrongly rejected as duplicates because they happen to have a trailing field with the
same sequence number and the same size. However, SANs send on one LAN only, and the


https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

62439 © IEC:2008(E) - 87 —

source will not be the same as that of another frame, so a frame from an SAN will never be
discarded.

6.1.6.3.3 Use of Lan

The field Lan can take one of two values: 1010 indicating that the frame has been sent over
LAN_A and 1011 indicating that the frame has been sent over LAN_B. This allows detecting
installation errors.

6.1.6.3.4 Use of LSDU_size

To allow the receiver LRE to distinguish easily frames coming from nodes that obey to the
PRP from_the non-redundant ones, the sender LRE appends to the frame thetength of the link
service data unit (LSDU) in octets in a 12-bit field.

EXAMPLE | If the frame carries a 100-octets LSDU, the size field equals LSDU+R

In VLANg, frame tags may be added or removed during transitcthr . Mmake the
length figld independent of tagging, only the LSDU andthe\ RCT i d in the
LSDU_sire, as Figure 25 shows.

o
- destination | source g tag
octet positlon 0 4

The recefver scans th nes, tartmg om the end. If it detects that the 12 bits
before th SDV s at the LAN identifier matches the|identifier
of the LAN it is at 2e\6.1.F ame is a candidate for rejection.

Since shprt fram p 1 wadding et the minimum frame size of 64 octets, the sender
already includes t i

L
size

time

Lan

/
.
14

Figure 26 — PRP constructed, padded frame closed by an RCT

NOTE A tagged frame can pass several switches which may remove or insert tags. If the sender observes the
IEEE 802.3 rule (repeated in Table 10) to send a minimum frame size of 68 octets for a tagged frame and of 64 for
an untagged frame, there should never be a situation in which there is padding before and after the RCT. Scanning
from behind is specified as a matter of precaution.

6.1.6.3.5 Frame size restriction

Appending the RCT could generate oversize frames that exceed the maxValidSize foreseen
by IEEE 802.3.

To maintain compliance with IEEE 802.3-2005, the communication software in a DANP using
duplicate discard is configured for a maximum payload size of 1 496 octets

NOTE Longer payloads would work in most cases, but this requires previous testing. Many switches are
dimensioned for double-tagged (non-IEEE 802-3 compliant) frames that have a maximum size of 1 526 octets. Most
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Ethernet controllers are certified up to 1 528 octets. Most switches would forward correctly frames of up to 1 536
octets, but this cannot be relied upon.

6.1.6.3.6 Discard algorithm

The receiver assumes that frames coming from a DANP are sent in sequence with increasing
sequence numbers. The sequence number expected for the next frame is kept in the variables
ExpectedSeqA, respectively ExpectedSeqB.

At reception, the correct sequence can be checked by comparing ExpectedSegA with the
received sequence number in the RCT, CurrentSeqA. Regardless of the result, ExpectedSeqA
is set to one more than CurrentSeqA to allow checking the next expected sequence number
on that line. The same applies to ExpectedSeqB and CurrentSeqB on LAN7B.\

Both LANs thus maintain a sliding drop window of contiguous sequenceNnuymber tlhe upper
bound bging ExpectedSeqgA (the next expected sequence number o
value, the lower bound being StartSeqA (the lowest sequence numk iscard
on that | AN) as Figure 27 shows for LAN_A. The same applies eqB and

StartSeqB on LAN_B.

<+— dropWindow
Curre @
StaptSegA
,B is late” ,B is early*
7O S N R ] X

SN
p kei)B

LAN_B

v

After chgcki ence/number, the receiver decides whether to digcard the
frame or . ing th \N_Ahas established a non-void drop window (as in Figure 27),
a frame ; < guence number CurrentSegB fits into the drop window of A is
discardeq indKi . In all other cases, the frame is kept and forwardg¢d to the
upper pr4 ayses(keepB in Figure 27).

Discardirng the ¢dropB in Figure 27) shrinks the drop window size on LAN_A[since no
more frames” from B with an earlier sequence number are expected, thus StantSeqA is
increase - ; S reset to
a size of 0 (StartSegB = ExpectedSeqB), since obviously B lags behind A and no frames from

A should be discarded, as Figure 28 shows.
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CurrentSeqA

LANA | | lcfe]

—> ExpectedSegA
StartSegA <—| P
s

StartSeqB <—|_

v

o [[o]

LAN.B | lc

CurrentSeqB <J T—> ExpectedSeqB

In the situation of Figure 28, if several frames come in sequenge

Figure 28 — PRP drop window reduction after a di§card

none on LAN_B, they are kept since their CurrentSeqA is outside the drop windo

and the qrop window of LAN_A grows by one position. If fran
but not |[LAN_B when the maximum drop window si
incremenited to slide the drop window.

When a feceived frame is out of the drop wind
window qgf that line is reduced to a size of 1, meaking
with the $ame sequence number is discar whil
to 0, megning that no frame is discarde i

_A, but
LAN_B,
r LAN_A
is also

the drop
pther line
b is reset

LAN.A | NN N~ W E

ecW € — StartSeqB
s
LANE [N S 2NN\ e |,
\> CurrentSeqB +—
iguvye-2 PRP frame from LAN_B was not discarded.
The mosg] ituatign is when the two lines are synchronized and both drop|windows
are redu¢ eaning that the first frame to come next is kept and the drop window is

received) as Figure 30’shows.

StartSeqA
LAN_A [ -
ExpectedSeqA — & g

StartSeqB
LAN_B [ IR
ExpectedSeqB & -

Figure 30 — PRP synchronized LANs

The sequence counter has 16 bits, which allows a drop window size of 32768, a size large
enough so that even under the worst-case network delays and highest frame rate the

sequence numbers do not wrap-around.
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There is no change to this algorithm when frames come out of sequence.

This method can be defeated by some situations, for instance nodes failing and recovering or
reconnection of a damaged LAN after a long time, but in case of doubt, duplicates are
accepted so that no frame is lost.

Annex D discloses a pseudo-code for the duplicate discard algorithm.

6.1.7 Configuration check

The remaining 4 bits of the RCT carry a distinct identifier for LAN_A or LAN_B, specifically
the codes 1010 ( (“B”). Therefore, the frames differ in one bit (and in the FCS).
The receprer—checks—that-the—frame— ormes—from—the—correstLAN—tH-doeérobre] a frame
that comgs from the wrong LAN, since this could be a legitimate frame Mhi 5 to have
the length information in its last 12 bits, but it increment counters
CntErrWigongLanA or CntErrWrongLanB since this could hint at a \figurati > Since
this kind pf error is permanent, it is detected rapidly.

6.1.8 Network supervision

The health status of each LAN and its attached devi€es (ne¢ itches) is nlonitored,
otherwis¢ redundancy helps little.

The recejver checks that all frames cg es are correctly|received
over botH channels. It maintains error tounts rk manfagement can read.

To this |effect, all senders and tables of nodes with wHich they

ers
communicate that record the last time\a f S ecdéived from another node, the time a
4 A otler)protocol information.

multicast
At the sa 3 connections to synchronize the gequence
numbers S > Missig nodes.

Since th i . ectiop-oriented, the sequence numbers correspgnding to
non-exis » ned a low-priority task after a time NodeForgetTimg.

Supervis i NP sending periodically a PRP_Supervision frame thiat allows
checking i etwork and the presence of the nodes. At the same time, these
frames i which devices are DANP, the MAC addresses they use ahd which
operating rt, duplicate accept or duplicate discard.

6.1.9 Redundanty management interface

Redundant devices and links are useless without network management supervising this
redundancy and calling for maintenance actions.

The LRE presents a network management interface that allows to track the health of each
LAN, and especially to detect failures early when the error rate increases. To this effect, the
LRE keeps for each adapter (each LAN) a counter of received messages and of messages
received with an error.

The LAN statuses appear as SNMPv1 or SNMPv2/v3 variables. This allows using the same
tools for managing the nodes and the switches.

NOTE SNMP is part of the IP protocol suite.
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6.2 PRP protocol specifications

6.2.1 Installation, configuration and repair guidelines

NOTE These guidelines are to be followed at installation time, they do not apply to conformance testing of the
devices.

6.2.1.1 LANs layout

The network shall consist of two LANs that have similar properties, i.e., each one is able to
carry the traffic that would exist in the absence of redundancy.

6.2.1.2 Labelling cables

The two LANs shall be labelled A and B and shall use cables distinctly i

6.2.1.3 Labelling switches

Switches|in the two LANs shall have a distinct label or colour fd

6.2.1.4 Independent operation

The layo

6.2.1.5 Configuration

All DANR frames.
All DANA

6.2.2

Both ada

SANs co
within thg

her node

If a DAN BS, the MAC address shall be the MAC address of gdapter A
and adapter e ent MAC address, which shall be unique within the whole

NOTE Nofdes supporting _SUBS are expected to behave as a DANP that has the default MAC address,

6.2.3

All nodes in the network shall be configured to operate with the same multicast address for
the purpose of network supervision, see 6.2.7.6.

6.2.4 IP addresses

The IP address(es) of any node or switch within the whole network (LAN_A plus LAN_B) shall
be unique.

NOTE A device may have several IP addresses.

A DANP shall have the same IP address(es) when seen from either LAN_A or LAN_B.

Switches on LAN_A and LAN_B are considered as SANs and shall have different IP
addresses for the purpose of network management.
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6.2.5 Nodes
6.2.5.1 Node types

Doubly attached nodes according to the DANP shall have two network adapters (adapter A
and adapter B) that have the same abilities, and, in particular, could be used alternatively if
only one LAN is connected, adapter A being connected to LAN_A and adapter B to LAN_B.

SAN have only one adapter for the purpose of this protocol and may be attached to either
LAN.

SANs that need to communicate with one another shall be attached to the same LAN or to
both LANs through a redundancy box. AN

6.2.5.2 Labelling connectors

This clause applies to a DANP using two LANs of similar nature,
The conrjectors for each LAN shall be labelled distinctly as A™a

When cophnectors are ordered vertically, LAN_A shalV'be th ector and LAN_B the
lower connector in its normal position.

When copnectors are ordered horizontall ¢ allbe the LAN_A and the right
connector the LAN_B, as seen from th \ fibres are plugged.

The reduhdant connectors shall be ind

6.2.6 Duplicate accept

6.2.6.1 Sending

The sender sha
adapters|so that thé

from its upper layers unchanged ovef both its
D the respective LANSs.

6.2.6.2

The rece received from both adapters to the upper layers.
NOTE Th ificati estable indirectly, by counting the number of frames over the MIB.
6.2.7

6.2.7.1

A node shall maintain a table with an entry for each node (SAN or DANP) to which it sends a
frame, or from which it receives a frame, using the MAC address as a key. The table shall
contain the following information for each unicast, multicast or broadcast address sent by that
node.

a) SendSeq
a 16-bit sequence number used by this node for sending to that remote node or multicast
or broadcast address (wrapping through zero)

b) ExpectedSeqA and ExpectedSeqB
for each adapter A and B, a 16-bit sequence number indicating the sequence number used
last by the remote node to communicate with this node on that LAN, incremented by one
(wrapping through zero)
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c)

CntErrOutOfSequenceA and CntErrOutOfSequenceB
for each adapter A and B, a 32-bit error counter indicating that a frame from the remote
node was not received in sequence over that LAN

StartSeqA and StartSeqB
for each adapter A and B, a 16-bit cursor that limits the drop window

CntReceivedA and CntReceivedB
for each adapter A and B, a 32-bit counter indicating the number of frames received over
the adapter

CntErrWrongLanA and CntErrWrongLanB
for each adapter A and B, a 32-bit counter indicating the number of mismatches on each
adapter

g) Time
for eqgch adapter A and B, a time field indicating when this node recéived last bme from
the rgmote node. This field is in some cases updated at sending o geing.
h) SanAjand SanB
for egch adapter A and B, a Boolean indicating that the re i y a SAN
and/or that the remote node uses duplicate accept (see 6.2.%
NOTE 1 S for eadh multicast
or broadcapt address that remote node is sending. It contains orfe row gastMnhulticast of broadcast

address thig node is sending.

NOTE 2 Yome fields are irrelevant for a SAN.

NOTE 3 Tlhis is a conceptual view, distinct t ed.
6.2.7.2

The RCT inserted into e d in the

following|way (in the ord

a) A 16-it sequence its in the
1st ogtet, which re on of the
framg (see 1).

b) A 4-Qit LAN i itted as the most significant 4 bits of the 3rd octet,
which carries the for LAN_A, respectively the sequence “1011” for
LAN_B.

c) A12-pi ' ize) whose most significant 4 bits are transmitted in|the least
signif i 3rd gctet, that indicates the size in octets of the LSDU stafting from
the &f otocol type (PT) field as defined in IEEE 802.3 and 802.1Q (odtet offset
12-13 Wi er or 16-17 with VLAN header) to the RCT, excluding theg PT, and
the fr the RCT, but including the RCT itself.

NOTE Paflding inserted before the RCT is included in the LSDU size, padding inserted after the RCT is not

included inThe LSDU Size.

6.2.7.3 Sending (duplicate discard mode)

6.2.7.3.1 Frame size control

The sender shall have the ability to limit the LSDU size so that the complete frame, including
the four-octet RCT, does not exceed the maximum size allowed on the LAN when it operates
in the duplicate discard mode.

NOTE 1 This maximum size is currently 1518 octets for untagged frames according to IEEE 802.3:2005.

NOTE 2 This specification does not apply to the LRE, but to its upper layers.

6.2.7.3.2 Sending and nodes table

When sending a frame coming from its upper layers, a node shall
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a) update the nodes table:

If the destination address (single cast, multicast or broadcast address) is not yet in the
nodes table, create an entry in that table and record as TimelLastSeenA and
TimelLastSeenB the current time. If the destination is a unicast address, set the SanA
and the SanB to 1, if it is a multicast or broadcast address set them to 0. All other
values shall be reset to 0, except for the sequence number SendSeq that may take an
arbitrary value, preferably the value 1.

If the destination address (single cast, multicast or broadcast address) is already in the
nodes table, increment the sequence number SendSeq for that address, wrapping over
through 0.

If the destination address is a multicast address or the broadcast address, update in
addition the TimeLastSeenA and TimeLastSeenB counters.

NOTE 1 U ime for the
remote nod JA time-out
process refnoves the entry.
NOTE 2 O frame tells
the mode. nation is a
DANP, an , Or one is
coming sodn.
b) send:
— If|either SanA or SanB is set, send the_f e sponding
adapter.
- If
— If[none is set, append the RCT X een payload) and before the FCS,
preferably just before the FCS inoi d_and send the appended frame with
LA " through
ity adapter B, in thg
6.2.7.4
6.2.7.4.1 Re@
On recegtion of a fra [dapter, a
node shall
a) if the the frame is in error, increment the error countg¢r of the
respsg ¥A or CntErrorsB and ignore the frame;
b) othetyi
- if a PRP_Supervision frame and not a BPDU and its source |s not yet
in s tgble, create an entry in the nodes table for that source MAQ address
agsuming it is’a SANA or a SANB, depending which LAN the frame arrives on;

NOTE
the DAN

if the frame is received from LAN_B from a node registered as SANA, or over LAN_A
from a node registered as SANB, set SanA = SanB = 1 for that source;

if this frame is a PRP_Supervision frame, and its source is not yet in the nodes table,
create an entry in the nodes table for that source assuming DANP duplicate accept or
duplicate discard according to the PRP_Supervision frame contents. If the source is
already in the nodes table, update its status to DANP duplicate accept or duplicate
discard;

record the local time at which the frame was received in the TimelastSeenA,
respectively TimeLastSeenB fields of the nodes table for that source;

increment by one (wrapping through 0) the counters CntReceivedA or CntReceivedB of
the nodes table for that source and address kind.

Updating SanA and SanB allows to move an SAN from LAN_A to LAN_B and vice-versa. If this happens,
P will send on both LANs and after NodeForgetTime it will send only on the correct LAN.


https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

62439 © |[EC:2008(E) ~ 95—

6.2.7.4.2 Identification of frames associated with the duplicate discard mode

A receiver shall identify as a duplicate candidate a frame whose last 12 bits before the FCS
match the physical size of the LSDU as defined in 6.2.7.2, except for small frames that use
padding, for which the receiver shall scan the frame backwards until it finds a matching size
field, stopping when reaching the LT field.

NOTE 1 Small frames using padding are smaller than 64 octets.

NOTE 2 Reception of an RCT is not a sufficient criterion to declare its source as DANP, since some protocols
reply with the same frame as received.

6.2.7.4.3 LAN identification TN

A receiver shall check for a frame identified as a duplicate candida four bits
previous [to the size are either 1010 (A) or 1011 (B)

ter of the
from which

A receivdr shall increment the CntErrWrongLanA, respective
source device in the Nodes Table if the LAN identifier does
it received the frame and forward the unchanged frame to i{s upp

NOTE If ¢ne SAN is moved from LAN_A to LAN_B, it will fipst b i R ept for the
duration of[NodeForgetTime before it becomes a SAN B.

6.2.7.4.4 Drop window

A receivér shall consider for each LA range of
sequenci numbers from StartSeqgA to {excluded tSeqB to
(excluded) ExpectedSeqgB, in Modulo 16 ar

@tl

6.2.7.4.5

The rece ame is in sequence by comparing it|with the
ExpectedSeqA, B Jof the LAN over which it was receijed, and
incremenit the e > quenceA, respectively CntErrOutOfSeqyenceB if
they are 3 increment ExpectedSeqA, respectively ExpectedSeqB.

6.2.7.4.6

If the seq rdme that is a duplicate candidate is within the drop window of
the othef ceiver shall discard that frame, reset the drop window of the LAN over
which th ived to 0 (StartSeqA:= ExpectedSeqB respectively StgrtSeqB:=

ExpectedSeq ove the lower bound of the drop window on the other LAN to one
position Thead of eceived frame (StartSeqA:= StartSeqB).

6.2.7.4.7 Frame keeping

If the sequence number of a frame that is a duplicate candidate is outside the drop window of
the other LAN, the receiver shall forward the frame to the upper layers.

If the sequence number is in sequence on that LAN, the receiver shall, if the maximum
window size DropWindowMax (see 6.2.7.8) has been reached, increase by one the lower drop
window bound for the LAN over which the frame was received, StartSeqA or StartSeqB.

If the received sequence number is out of sequence, the receiver shall reset the drop window
on that LAN to one (for example, StartSeqB:= CurrentSeqB).

6.2.7.4.8 Transparent reception

If the configuration setting TransparentReception of the node is set, the receiver shall not
remove the RCT before transferring the frame to the upper layers.
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If the configuration setting TransparentReception of the node is not set, the receiver shall
remove the RCT on frames where it has identified the presence of the RCT.

6.2.7.5 Clean-up of the nodes table

A node shall clear a nodes table entry when the time elapsed since reception of a frame from
that source over both TimelLastSeenA and TimelLastSeenB exceeds NodeForgetTime (see
6.2.7.8).

NOTE It is sufficient to check the whole Nodes Table every NodeForgetTime for stale entries.

6.2.7.6 PRP_Supervision frame

6.2.7.6.1 Sending
Each DANP shall multicast a PRP_Supervision frame over both its ith” the format

specified| in Table 37 every LifeChecklnterval (see 6.2.7.8). This ¥ormat shall/also used
when thel node is operating in duplicate accept mode.

Table 37 — PRP_Supervision frame wi

0 1 2 3 4

15

T T T T TewTwTs
2 PRP_DestinationAddr uIt|c st @15 4E~00-01-XX)
4

6 ‘ msb |

8 PRP_SourceA ss\( address of the adapter)

10 sE |

12 N \& ptid (&B:fo\for VL)}r(or 0x88FB for PRP)

14 prio ‘ c vlan_identifier

16 (\ > 2 \\{{t/()= 0x88FB for PRP)

18 2N \ A > PRP_Ver

20 PRR LVNe 20 or}) PRP_TLV.Length = 12

22 kb [ UL | o
24 MacAddressA (MAC address A of the DANP)
26 Isb |

VAN

28 \/ ‘ msb | UL ‘ 0
30 MacAddressB (MAC address B of the DANP)

32 Isb_|

34 PRP_TLV2.Type = 30 or 31 PRP_TLV2.Length = 6
36 | msb | UL |

38 RedBoxMacAddress

40 | 1sb |

Padding to 64 octets (no VLAN) or to 68 octets (VLAN)

60 SequenceNr
62 Lan (0x1010 or 0x1011) LSDU_size = 46
64 FCS

66
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6.2.7.6.2 PRP_Supervision frame contents

PRP_DestinationAddress

Reserved multicast address 01-15-4E-00-01-XX shall be used for this protocol. By default
XX'is “00”, but if conflicts arise, XX can be configured to take any value between 0x00 and
OxFF.

PRP_SourceAddress
MAC address of the sending adapter.

PRP_Ver

Indicates the protocol version, set to “0” (zero) for this version of PRP.

Implementation of version X of the protocol shall interpret version >X as if they were
version X, ignoring any parameters and/or flags added by the more recent version, and
interpret version <=X PRP_Supervision frames exactly as specified~for the version

concdrned.
? node
uplicate

PRP_|TLV.Type
Indicgtes the operation mode and shall have a value of 20
suppdrts the duplicate discard or a value of 21 to indicate
accept. Other values are reserved.

PRP_[TLV.Length
Indicgtes the length of the following MAC addresse

MacAddressA and MacAddressB
MAC [addresses used by each port. These addre
substjtution (PICS=PRP_SUBS) is sypported '

PRP_|TLV2

address

This VL .3)
SequenceNr

Sequ

Lan

LAN ¢ver which this

LSDUY_size

Size ¢f the L a

The fpllowing fi€le behalf of

a SAN
NOTE 1 i are inserted only if VLAN according to 802.1D is used.
NOTE 2 T i 8 oftets if tagging is used to avoid padding if a switch removes the tag.
6.2.7.6.§ ervision frame for redundancy box

A redung
virtual DAN).shall a

.©., a node acting as a proxy for one or several SANs (called VDAN or
end to the TLV field a second TLV field with the following contepts:

PRP_TLV2.Type

Indicates the operation mode and shall have a value of 30 to indicate that the node is a
redundancy box or a value of 31 to indicate that it is a VDAN. Other values are reserved.
This field shall only be sent by a redundancy box, otherwise it shall be zero.

PRP_TLV2.Length
Indicates the length of the following MAC address (6 for a redundancy box, 0 otherwise).

RedBoxMacAddress
MAC address of the redundancy box that acts as proxy for the other device. This field
shall only be sent by a redundancy box, otherwise it shall be zero.

6.2.7.6.4 Reception of a PRP_Supervision frame

When receiving a PRP_Supervision frame over any LAN, a node shall create an entry in the
nodes table corresponding to the MacAddressA of that source as indicated in the message
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body, not in the source address, with the duplicate accept or duplicate discard mode as
indicated in the frame.

If MacAddressA and MacAddressB are different, this indicates that the sending node supports
PICS_SUBS. If the receiving node supports PICS_SUBS, a receiving node shall, in all frames
it receives from that node over adapter A respective adapter B, substitute the received MAC
address by the default MAC address of that node (which may be identical to MacAddressA)
before forwarding the frame to the upper layers.

6.2.7.6.5 Non-reception of a PRP_Supervision frame

If a node ceases to receive PRP_Supervision frames from a source for a time longer than
NodeForgetTime, but receives frames from that source aver one | AN onlyif shall change the

status of|this node to SANA, respective SANB, depending on the LAN frgm whickhcframes are
received,
NOTE 1 Tlhis rule allows moving a SAN between LAN_A and LAN_B, and alse 2r a SAN
if it was firgt registered at sending and not at receiving, since a DANP starts Ky sendi
NOTE 2 Tlhis rule allows distinguishing an SAN from a DANP in duplicg sconnected.
6.2.7.7 Switching end node
If this se¢tting is enabled, the node shall act a Vo ports,
implementing either:
e SRP ([serial redundancy protocol), & its ports
may ¢nly have the root or alternate/patkup™xole
e RSTH, (rapid spanning tree protocol), ports can
take the root, alternate/backup-ordesigna P; or

e MRP,
NOTE 1 1T me LAN to
implement equirement
that norma s feature.
NOTE 2 N
6.2.7.8
The cong

<
NOTE Oth ined at the user’s responsibility.

Table 38 — PRP constants
Constant Description Default value

LifeChecklInterval How often a node sends a PRP_Supervision frame 2 000 ms
NodeForgetTime Time after which a node entry is cleared 60 000 ms
DropWindowMax Max size of drop window 32768

6.3 PRP service specification
6.3.1 Arguments

These arguments are used in both the command and the response. In a command (PRP write),
they indicate the desired setting and in a status (PRP read), they indicate the actual setting.
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Table 39 — PRP arguments

Argument Definition Data type
Node Node name in the LRE VisibleString32
Manufacturer Name of the LRE manufacturer VisibleString255

(can be read only)

Version Version of the LRE software VisibleString32
MacAddressA MAC address to be used by network interface A Unsigned48
MacAddressB MAC address to be used by network interface B Unsigned48
AdapterActiveA Adapter A is commanded to be active or responds that it Boolean1

is active if true

ya

AdapterActjveB Adapter B is commanded to be active or responds that it /%oleaM
is active if true

(@AN
DuplicateDjscard Duplicate discard algorithm is (to be) used at reception oleaq
and the RCT is (to be) appended at sending if true

Transparer|ftReception RCT is not (to be) removed when forwarding to th Upp\GI\ Bagleand
layers if true \

AN
SwitchingEpdNode if 0: LRE is not (to be) configured as a switchi n@% \nge/\e
if 1: LRE is (to be) configured as an SRP“switchihg n@
if 2: LRE is (to be) configured as an TP switching“node
if 4: LRE is (to be) configured as an RP@tchin no

NodesTablgClear Nodes table is (to be/),\cleared if@é\\// /\ \ Boolean1

SupervisiopAddress Address to be use@rb@_ﬁu&er\@ion f&\amésj V Unsigned 48

LifeChecklIpterval Interval at which the PRP_Suypervision ramg\&Lm/k)e) Unsigned16
sent in milliseconds

NodeForgetTime Interval at which the\nodes takle\e ry\e{%ode is (to be) | Unsigned16
cleaye/d,\'@ seconds

DropWindowMax I\Aaxm\{ms of the dro wirngMused Unsigned16

CntTotalSahtA rﬁwmé@a\m@%r A Unsigned32

CntTotalSentB < N%ber era}wiss to adapter B Unsigned32

CntTotalRdceivedA Nbv\\b/e}\{ﬂWed over adapter A Unsigned32

A\
CntTotalRdceivedB \ WWchived over adapter B Unsigned32

CntErrorsAl

\l?l\u}n{be of transmission errors on adapter A, as signalled Unsigned32
y the a ter

\ X
N
CntErrorsB \ Wr of transmission errors on adapter B, as signalled Unsigned32

bytie adapter

CntNodes )\Iumber of nodes in NodesTable Unsigned16

NodesTable Records for all nodes that have been detected within the | sequence, see 0.3.2
last NodeForgetTime the following fields

6.3.2 NodesTable

NOTE 1 The key attribute of the nodes table is MacAddressA as received in the PRP_Supervision frame sent by
a DANP.

NOTE 2 Most of these attributes exist not only in one instance per physical remote node, but also as separate
instances for each multi/broadcast address used by that node, and some also for each multi/broadcast address
used by this (local) node (see 6.2.7.1).
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Argument Definition Data type
MacAddressA MAC address of the source node (6 octets) OctetString6
MacAddressB MAC address of the source node (6 octets) as seen over OctetString6

adapter B, as advertised by the PRP_Supervision frame
CntReceivedA Number of frames received from that source over LAN_A Unsigned32
CntReceivedB Number of frames received from that source over LAN_B Unsigned32
CntKeptFramesA Number of frames that were kept because they were out Unsigned32
of the drop window on LAN_A
CntKeptFramesB Number of frames that were kept because they were out Unsigned32

of the rlrn'r_\ windowon LAN_B

[

CntErrOutQfSequenceA

Number of frames that were out of sequence on LAN_A

/U

CntErrOut@fSequenceB

Number of frames that were out of sequence on LAN_B(

iWSZ
\ZEN

CntErrWropgLanA

Number of frames that were received with the wron N
identifier on LAN_A

TR

CntErrWropgLanB

\bns@gedéf

TimeLastS¢enA

Number of frames that were received with the“wreng\LA

identifier on LAN_B

UTC time at which the latest frame wag received o 0
)

Téfi me

LAN_A.

TimeLastS¢enB UTC time at which the Iatestm %inB\ov% UTCTime
LAN_B.

N

SanA True if the remote deyice is mest pr ablyw Boolean1
accessible over adaptex A

SanB True if the remote dévice is most\prohabl SAN Boolean1
accessible over adapter I{S\

SendSeq Unsigned16

Seqén\Wto é&q&wn@ with that remote
c}c\avic

NOTE MacAddres

6.3.3

shows th

4

~—"

ues to the LRE of a DANP to co

ntrol the PRP.

Table 41
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Table 41 — PRP Write

Parameter name

Req

Rsp

Cnf

Argument
Node
Manufacturer
Version
MacAddressA
MacAddressB
AdapterActiveA

HapterActiveB

LiplicateDiscard

vitchingEndNode

A

D
TransparentReception
S

NpdesTableClear

S

ipervision address

-

ifeChecklinterval

Z

bdeForgetTime

@)

opWindowMax

Resplt (+)

Status

Resplt (-)

ccgggEgEeEgs <=L X<«

S

R

N

M(=)

S(=)

Result(-
This pararm

Status

This parameter specifies the error condition (see MIB in Clause C.3)

6.3.4 PRP Read

5 defined

This service shall be used to read the current status of the LRE from a DANP. Table 42 shows

the parameters of this service.
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Parameter name Req Ind Rsp Cnf
Argument M M(=)
none
Result (+) S S(=)
Node M M(=)
Manufacturer M M(=)
Version M M(=)
MacAddressA M M(=)
hcAddressB ™M =)

ipervisionAd

N
DfopWindowM
C
CptTotalSentB
CptErrorsA
C
Cc
N

htErrorsB

Resplt (-)

Status

HapterActiveA
lapterActiveB

LiplicateDiscard

itchingEndNode

A

A

D
TransparentReception
S

NpdesTableClear

S

LifeChecklinterval

bdeForgetTime

htTotalSentA

htNodes
bdesTable

dress

ax

¢
o

§

<

T n =g g2 2£.& €2

%z/g

)

Result(-)
This parameter indi

Status

This parameter specifies the error condition (see MIB in Annex C.3).

6.4

N\

cates that the service request failed.

PRP Management Information Base

5 defined

The MIB objects reflect the arguments of the service parameters which bear the same name,
with an uppercase first letter. If the PICS option PRP_MIB is true, the MIB data structures
defined in Annex C.3 shall be available at OID = 1.0.62439 in addition to the MIBs that the

adapters provide.
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6.5 PRP Protocol Implementation Conformance Statement (PICS)
The PICS shall indicate if the following options are supported:

e PRP_MIB: ability to support the SNMP MIB

e PRP_SRP: ability to perform as a reduced RSTP switch element (no designated port role)
e PRP_RSTP: ability to perform as a full RSTP switch element (with designated port role)

e PRP_MRP: ability to perform as an MRP switch element (client or master)

e PRP_SUBS: ability to substitute MAC addresses.

7 CRP - Cross-network Redundancy Protocol

7.1 CRP Overview

This parf| describes a redundancy protocol executed within the }ed to a
redundar]cy protocol built in the switches. There is no central “R ; instead
each node operates autonomously.

7.2 CRP Nodes
There ex|st different classes of nodes that may in
e DAN(s able to execute the CRP ¢ i « rpose of

redundancy;
e SAN(s able to execute the CRP protocol, and k

e SAN,|such as commercially available | i > the CRP
proto¢ol. Even though N also have access to the redundancy
manajgement data for the p

In DANCE, these two por a d by the
LRE, whiose imglementation 4s ot d in the
communigation sta v

\ \\/ upper layers
i UDP TCP
IP

\
\\\) link redundancy entity
> driver driver

IEC 8802-3 MAC and PHY | IEC 8802-3 MAC and PHY

LAN_A LAN_B
Figure 31 — CRP Stack architecture

This arrangement provides application-level transparency. The LRE hides redundancy from
the upper layers and manages the ports. A node can therefore operate with only one IP
address.

7.3 CRP LAN topology

Implementing the redundancy protocol within the DANCs allows a variety of topologies, using
switches that are not aware of the redundancy protocol and could implement another
redundancy protocol such as RSTP.
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This standard does not dictate the topology but does allow for configuration of node behaviour
to accommodate the characteristics of the specific LAN being used.

Nodes may be attached to the same or to different switches of a single LAN, which may or
may not include redundant links, as Figure 32 shows. Attaching both links to the same switch
only provides leaf link failure resilience.

SAN

leaf link

inter-switch link

inter-switch port

switch

leaf Jink

Nodes mjay be a h ich are basically failure-independent,| but may
be connegcted by i

\
~ switch switch switch
oo I OO oo oo M) M)
SANC SAN SAN
DANC A2 DANC DANC DANC B1 B2

Figure 33 — CRP double LAN topology

When there is only one LAN, a node is attached through both its ports to that LAN. In double
LAN configurations, port A is normally connected to LAN_A and port B to LAN_B. Connecting


https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

62439 © IEC:2008(E) - 105 -

a node twice to the same network tree or connecting port A to LAN_B and vice versa may be
a configuration error called “crossed cables”.

7.4 CRP Key components

7.4.1 CRP General protocol operation

7411 Doubly attached nodes (DANCSs)

DiagnosticFrames are used to exercise communication paths and to assess the network

health. A DiagnosticFrame contains a summary of the reporting node’s view of the network
health and status, including its own port.

N
Annuncidtion frames are sent to announce the existence of the nodel These frames are
described in 7.5.7.1
Each DANC sends a pair of DiagnosticFrames periodically, eve }s ports,
as Figurg 34 shows. Each DANC that receives one Diagnostictra bects the
other mgssage of the pair on the other port. (On a single 3 ives both
messagep on both ports.) If a node receives no messageqr if * & i e second
Diagnost|cFrame on the other port before receiving s agnesticFramgs on the
same poft, it records a fault in the row of the Net sponding
node.
ime
Nnog >
ime
no( >

In practiq res the Sequence_Number of the last message|received
on the ofher eceived. If the difference in Sequence_Number is nmore than
the confi umber_Difference, a fault is recorded.

Based u ic frames it receives from all other nodes, each node can select
which poft tolus d messages to a particular node, on a node-per-node basis.

EXAMPLE

Figure 35 shows four nodes connected to two redundant LANs which are not connected with each other. Node 3
and 4 have link failures. The diagnostic frame handling on node 3 is detailed.

Each node broadcasts its view on the port status of all nodes it detected in addition to other status information
(source MAC address, Node_Index, etc.).

Node 3 maintains a Network_Status_Table populated by the DiagnosticFrames from nodes 1, 2, and 4, as shown in
Table 43.

The port status values are OK to indicate a working condition, and X for a don’t know or bad condition.

According to the first three columns of the Network_Status_Table in Table 43, node 3 sends out its
Received_DiagnosticFrame for port A as [OK, OK, OK, OK] and for port B as [OK, OK, OK, X].

Similarly, node 1 sends out its view on nodes 2, 3, & 4 as [OK, OK, X, OK] for port A and [OK, OK, OK, X] for port
B. Node 3’s adapter A and adapter B status is populated as shown in Table 43.

The row for node 3 is set based on its own testing, but in this example there is no testing, so all appears to be OK.
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node node node node

A 1 B A 2 B A 3 B A 4 B

1z X
LAN A
LAN B

Node 3: Interface A partial failure; can receive, but not transmit
Node 4: Interface B complete failure.

Figure 35 — CRP Example system
Table 43 — CRP Example Network_Status Ta?le\ x
Received_DiagnosticFrame Ned\&us extr ffom
nosticFrame
Node| Index # Received on Received on Re eived \/ﬁode 3 R4ceived
B adapter A adapter B OR_ 2 ter A on adaqter B
Received from Received l\/ Received fM Receiveti from
adapter A/B? adapte Aa }éﬁﬁpte /B? adapter|A?/B
1 OK/X & N >)m( xiok

2 OKIX > \X\K\K\ \ XIX xiok
3 (th(s node) OKI/X ( /03\@ N, OKKX xiok

4 XI{

@ The crpss statuses are all “ foﬁ\gual LA hout inter link. That is, messages originating frpm a
port A afe never heard o port\B an ver
nosticF@ \\>

The Diag providexherefores

e minim kmg path. With each message received, the receiing node
can 4 , the reporting node’s transmitter, and the path through
the netw

e assur reverse path is working. With each message received, the feceiving
node the xeporting node’s view of the receiving node and thus determine

wheth
netwg

, the reporting node’s receiver, and the path thrpugh the

e This allews the system administrator to construct a variety of coverage strategies|such as:

- ensure that all paths between all nodes are tested;

- send to a single node. This node may be a “diagnostic node” that only provides
detection of faults between each node and the diagnostic node.

7.4.1.2 Singly attached nodes

SANCs also can send and receive DiagnosticFrames. If they choose to transmit them, the
DANCs and SANCs are aware of their presence and attempt to ensure that messages reach
them. The Network_Status_Table built by the SANC allows it to build DiagnosticFrames and
also, in a single LAN, to select a path to a node with a failed port.

7.4.2 CRP Statistics

Statistics should be gathered and presented for each port, by a system management
application. Examples of presentation methods are a graphical user interface for visual
reporting of network errors or via SNMP.
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7.4.3 CRP Network_Status_Table

Each node maintains a Network_Status_Table that holds the node’s view of the network.

This table is used to assist with selection of which port(s) to use for transmission to a
destination address and which port(s) to use for reception of multicast transmissions.

The Network_Status_Table is constructed from received DiagnosticFrames as well as from
other locally acquired and sometimes vendor-specific diagnostic information, for example
built-in tests, link integrity pulse, etc.

This table is conceptual and is described to assist with understanding ofﬁj%fmcepts in this

L

SpeCIfICa ;UII (:lll\"..lI LILAY4 O}JUUIflu ;IIIP:UIIIGIIth;UII IO plcoullbcd \W A ;Illp:;cd. LLYLE=] l.llclcr%ot V|S|b|e
ected

to netwprk management; however,the contents of the table in the
Diagnost|cFrames.

The NetwWork_Status_Table in each node keeps for each node for each

port of each note, the following information.

a) For each remote reporting node

— remote node identification (name, index in a t
— dipgnosis Message interval;
— apparent number of ports (1..

— for each port, in nominal order
MRAC address of the remote port.

|
=

ime of latest m
— sdquence pum
— receipt ofﬁg

c) For as

— in
~
EXAMPLE

Table 44 shows’a Network Status Table for a SANC and Table 45 a Network Status Table for a DANC
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7.4.4 CRP Recovery time
7.4.41 Recovery time calculation

The maximum recovery time from a fault is:
tr = (1+Max_Sequence_Number_Difference) x tdmi + tpath + tproc

Where tr is the recovery time, tdmi is the time interval of diagnostic frames, tpath is the
latency of frame delivery of the network and tproc is the processing time of the receiving LAN
redundancy entity.

VAN
The valug of tpath is determined by the amount of time the packef take ough the
network. |In a switched network, the worst-case transition time through switch is
dependent on the number of ports of the switch. It may be necessar) respect
this delay. The arrival of the packet of interest after all other packets e}ination
interface|of interest produces the worst case delay. In this case i
td = Nsp x tdr x Sp x

where
td is the gelay time in a single switch;
Nsp is the number of switch ports on &
tdr = 1/gata rate;
Sp is thelmaximum packet size in bytes
EXAMPLE
The followihg are examples [of\tecove ousend node speeds.
Processing|time is upt time of
15 us is usgd.
Given: tdm 2 bytes for
all cases.
For all end

<
In a single using 6 switches of 24 ports each, and assuming the diagnostic packet traverses all
switches, the totaltp xtd =0,174 s.

Thus,

tr=2x0,40 +0,174 + 0,000 015 s

For this example the maximum processing time is negligible thus:

tr=0,974 s

For all end nodes with 100 Mbps bandwidth, the equation scales directly thus

td =24 x 10° x 1 522 x 8 = 0,002 9 s and for 6 paths = 0,014 6 s

Thus

tr=2x 0.40 + 0.0174 + 0,000 015

tr=0,8174s
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7.4.4.2 Maximum repair time

For faults such as cable breaks there is no repair time. However, in a multiple interface switch
topology repairing a failed interface requires replacing the entire switch. In this case,
powering the switch down to replace it causes additional network disruptions in nodes that
have paths though that switch. So as a worst case, the repair time is identical to the recovery
time from a fault described in 7.4.4.1.

7.4.5 CRP Multicast messages
7.4.5.1 Sending

Multicast messages are always sent from both ports (|f both are operatlc}uaJ{ They carry as
source MACaddresstheaddress of the portover whichrthey trave beemsemnt:

This applies in particular to the DiagnosticFrames and Annunciatio

7.4.5.2 Receiving

on each

On some| network topologies, a single operational multica

of a noge’s ports. If a node has two ports, the S 8 igred to|use the
Network [Status_Table to select a reception port forymulticas al messages, and so
reduce its interrupt and message processing load.|Dupli il veegd to be detected and
discarded.

7.4.6 CRP Unicast messages
7.4.6.1 Sending a frame

Each unigcast frame sent b pating node is sent from only one port.

When the LRE receives\a frs f >~stdck (or other upper layer), it examines the

frame, idlentifies Ahe ddress and looks up for that addresp in the
Network_Status .

If the A-A A, which
inserts it
If A-A pa es the B
MAC adq A, which
inserts it
If the A-A he frame
to port B,

If the A-A, A-B and B-A paths are NOT OK, the LRE substitutes the B MAC address of the
destination node in the frame and send the frame to port B, which inserts its address as a
source MAC address.

If the message is broadcast or multicast, the LRE sends the frame to A if A is working and to
B if A is not working.

7.4.6.2 Receiving a frame

When the LRE receives a frame from the physical layer over port B, it substitutes the
destination MAC B to MAC A address, before forwarding the frame up to the stack. Some IP
stacks are sensitive to the IP/MAC association being correct. The IP address is not
manipulated/substituted in any way on neither transmit nor receive.
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7.4.7 CRP Redundancy information

Each node is configured by a user definable mechanism. The configuration determines the
details of how each node transmits DiagnosticFrames and how it uses the
Network Status_Table to select transmission and reception ports. This information can be
obtained from another node by listening to AnnunciationFrames.

7.4.8 CRP Redundancy statistics

Any node (even if it is not CRP enabled) may gather and display the health of the nodes in the
network by subscribing to the multicast address used for the DiagnosticFrames. The
application may then generate a Network_Status_Table and use it in any way.

7.5 CRP Protocol

7.5.1 CRP Singly attached node

SANCs shall have one port and shall participate in the CRP red : protecol.

7.5.2 CRP Doubly attached node

7.5.3 CRP Installation, configurati

DANC shall be connected to a single re pdundant

LAN withput redundant leaves as describad in

NOTE Th¢ former connection provides four Rossible paths\to ‘ath
provides onjly two.

In order
to a diffefent switch.

er doubly connected nodes whilg¢ the latter

ndancy, each port of a DANC shall be cpnnected

SANC arn gted™Mo any LAN, but preferably all SANCs and SAN shall be
connecte A

NOTE 1

The maximum number of network switch layers of a single redundant LAN with redundant
leaves shall be 3.

NOTE 2 This limitation maintains a spanning tree diameter of 7 hops for those networks where a spanning tree is
used to prevent loops.

7.5.4 CRP LRE model attributes
7.5.4.1 Attribute specification
7.5.411 Protocol_Version

This configured attribute specifies the CRP protocol used. It is an Unsigned8 with a value of
0x01.
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Packets with higher version numbers shall be rejected by lower versions. Newer versions
shall revert to compatibility mode when older version packets are received.

7.5.4.1.2 Number_of_ports

This configured attribute specifies the number of ports on this node for the purpose of
redundancy (Unsigned8 = 1 or 2).

7.5.41.3 Max_Sequence_Number_Difference

This configured attribute specifies the maximum acceptable difference between the
Sequence_Number parameters in a pair of DiagnosticFrame received from a particular
sending node. It shall be an Unsigned8 greater than or equal to 1. VRN

NOTE This attribute affects the speed and accuracy of the dual messag value of
Max_Sequég¢nce_Number_Difference number is at least one to ensure that fa 8 normal
incrementing of the Sequence_Number. A number of at least two ensures that a singleNost oes not
cause detegtion of faults. Having larger numbers allows tolerance of the loss/o0fseveral ive mgssages but
slows down speed with which the algorithm detects actual faults, as a trade i brance and
detection speed.

7.5.41.4 Redundancy_Flags

This confligured attribute specifies five flags that are r more of

the following.
a) Single multicast message transmis e jon policy
for al| services with multicast destina ) ; ' [ i ne.
— False Transmit on both ports
— True Transmit on.one po
b) Cross
- F4

C) ;in;—ll

multig

cy for all

addresses on both ports
st addresses on one port except if a fault is detected

wn DiagnosticFrames for diagnosis

- Tr|ue owp DiagnosticFrames for diagnosis
e) Load
— False Do not balance load

balancing enabled

— True Balance load
7.5.4.1.5 DiagnosticFrame_Interval

This configured attribute specifies the time interval in milliseconds between successive
sending of the DiagnosticFrames as an Unsigned32.

NOTE This parameter is set individually for each end device. This allows tuning of the intervals to provide fast
detection of critical end devices while reducing the traffic from other end devices.

7.5.4.1.6 Ageing time

This configured attribute specifies the time interval in milliseconds used by the LRE to remove
silent nodes from its Network_Status_Table.
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NOTE 1 The configuration ensures that the value of this attribute is larger than the value of the
Max_Sequence_Number_Difference attribute multiplied by the largest value of the DiagnosticFrame_lInterval
attribute found in received DiagnosticFrames.

NOTE 2 Short ageing times (minutes) mean that DANCs appear and disappear if their power fails briefly. Longer
ageing times (days) mean that DANCs that have been removed continue to appear in the Network_Status_Tables.

7.5.4.1.7 DiagnosticFrame_Address

This configured attribute specifies the 32-bit IP address for DiagnosticFrames. The address
may be a broadcast or multicast IP address.

The address 224.0.0.105 has been registered for this purpose.
N

7.5.4.1.8 DiagnosticFrame_UDP_source_port

This confligured attribute specifies the 16-bit UDP source port used iagnesticFrames.

The sam¢ port number as for AnnunciationFrames shall not be

7.5.4.1.9 DiagnosticFrame_UDP_destination_port

This confligured attribute specifies the 16-bit UDP de ror DiagnostigFrames.
The sameg port number as for Annunciati

7.5.4.1.1p Annunciation_UPD_port

This fixedl attribute specifies the 16-bit UDP~destina
AnnuncidtionFrames as an/Unsigned16 wit ¢

source and destination port] used for

7.5.411
This coniligured @ S ode_Index of that node.
NOTE Th¢ - ¢ the scope of the DiagnosticFrame_Address.
7.5.411
This confligured att
<
NOTE Th i to determine the length of the Adapter Status Array and the Crossed Caljle Array in
the Diagnopti Il as the length of the Network_Status_Table in each end device within the ng¢twork. The
value of thi cts the size of DiagnosticFrames; therefore having a very large numbef adversely

impacts pefformance.

It is recommended that the Max_Node_Index be set to the same value for all devices within
the network.

7.5.4.1.13 Node_Name
This configured attribute is a VisibleString32 octets that specifies a Node_Name that is unique

for each node in the scope of the DiagnosticFrame_Address. Unused octets in this field shall
be transmitted as ASCII space characters.

7.5.4.1.14 Annunciation_Interval

This configured attribute specifies the time interval at which AnnunciationFrames are sent.

7.5.4.1.15 Operational IP Address

This configured attribute specifies the IP address used for application communication.


https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

62439 © IEC:2008(E) — 115 -

7.5.4.1.16 Duplicate detection state

This dynamic attribute indicates possible detections of multiple addresses.

It shall be reset to all 0 by configuration or start-up and set upon detection of a conflicting

network situation.

It is a bit set encoded as:

0 1 2 3 4 5 6 7
RES ‘ DND | DID |
Bit 0 |— 5: Reserved
set tol 0
Bit 11 DND
1: duplicate name detected,
Bit 0 DID

1: duplicate node index detected,

7.5.4.1.1f LRE state

This dynamic attribute specifies the state of the LRE as nth .

Bit 0 |— 6: CONF

0 = rdserved

1 = np name figu

2=0 )eratioré; >

3 — 127 = reserved

Bit 7:

0=N

1=8
The LRE] be reset to all “0” by configuration or start-up.
7.5.41.1 uente_Number

This dynamic attribute is a monotonically increasing 32-bhijt integer that shall start

vith O for

the first DiagnosticFrame sent after start-up, incrementing by 1, and rolling over to 0.

7.5.4.1.19 Path status

This dynamic attribute summarizes the view of the node on its paths. It consists of four path

status sets as shown in Table 46.
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Table 46 — CRP Path_Status_Sets

Remote node sent over This node received over
Path_Status_A_to_A A A
Path_Status_B_to_A B A
Path_Status_A_to B A B
Path_Status_B_to_B B B

Each path status set consists of a 32-bit aligned sequence of bits, each bit representing a
node, using the Node_Index as an offset and indicating the status of tthmission path
from the feporiing node to this node.

The folloywing values are used for each bit:

e 0 = DjagnosticFrames successfully received
e 1 = DjagnosticFrames not received
EXAMPLE
Table 47 s es that it sees:
Node 1: re
Node 2: did
Node 3: re
Node 4: re

Node 5: re s N 3 $sages also over its LAN_A — possible c@nfiguration
error.

Node 6: re i ‘B’ messages also over its LAN_A — possible crgssed cable
error.

Example of a Path_Status_Set

0 2 4 12 14 16 18 20 22 24 2p 28
Path_Sta us_»&\to_A
0o 1 (K\ 1 1\’9\ 0 \SB o000 OO O OO OO |O O O O O OO |O|O
1 10 (0]|O “9\ 9 [0\|0O 0 |O |O |O [O O O |O|O|O|O OO |O|O|O|O O |0 0 OO
Path_StajusiB, to_A
o000 1f0 (0O}t OO |O|O|O|O|O OO OO O |O OO OO |O|O|O |0 [0 |O
o000 1{0 (0O OO |O|O|O|O O OO OO O |O OO OO |O|O|O |0 [0 |O
Path_Status_A_to_B
o000 {1t4j0 41t 0O OO |O|O O OO OO O |O OO OO |O|O|O O [0 |O
oi/oj|0 o o0jojojojmHoi Wm0S WMOI IO 1 0 /00|00 O0IO|O|O O |O0|O0O|O0O O |0 |0 |0 |O
Path_Status B _to B
oi/t/0 o0 o0¢t/0 |0 OO |O|O|O|OIIO|O}HOI|OIOI|O OO0 |O O |0 |0 |0 |O
110 0 (O |[O |O O O OO |OO|O|O|O O} 0OI|OIOTIBWOT OO |O O OO |0 O |O
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7.5.4.1.20 Configuration_Version

This attribute specifies the version of this object as an Unsigned16. Each time the value of
any of its other attributes changes by configuration, the version number shall be incremented
by 1. Version number 0 indicates that this object has not been configured. This value shall be
skipped when rolling over.

7.5.4.2 Impact of LRE configuration attributes

The impact of the LRE configured attributes is summarized in Table 48.

Table 48 — CRP configuration attributes impact on LAN operation

Co‘\figuration parameter

Dual LAN

AN
| A SingN.Al‘

Node_Indek

Same for both, see 7.5.4.1.10

Max_Node| Index

Same for both, see 7.5.4.1.12

NN
A\

Max_Sequénce_Number_Difference

Same for both, see 7.5.4.1.3

Diagnosticlframe_UDP_destination_port

Same for both, see 7.5.4.1.

\
NN >
Y\

N

Redundangy_Flags

Single Mulficast Message Transmission

Adapter Enfabled

This parameter consisWom ﬁ\e\ﬁagy

ormally set true, allqwing
mulfjeast messages t
propagate to both adgpters of

ther nodes. Sending|on both
adapters increases traffic on the
LAN and the receiving nodes

Crossed_cable_detection_enabled

Normally false. Crossgd cables
have irrelevant on a sjngle LAN

Single Mulfficast Message Rece
Adapter Enfabled

Normally true, allowing
operating multicast messages
propagate to both adgpters of
other nodes. Listening on both
adapters increases traffic on the
receiving node

N
s

Diagnosis Psing Own 5 naN

N

ormally false, preventing

i sticFrame sent on one
adapter will not be heard on the
other

Normally true, allowing
DiagnosticFrames sent from one
adapter to be received on the
other. Using this as a|diagnostic
improves fault detectipn, at the
cost of processor loag

May be set false on a temporary
basis to facilitate system
maintenance

Normally set false. Load
balancing is not appli¢able to
single LAN networks

Load Balagjéing. £ ablm

Diagnostic 'rame_Nal

Same for both, see 7.5.4.1.5

Aging_Tim¢

Same for both, see 7.5.4.1.6

DiagnosticFrame Adapter A Send
Address

The address to which
DiagnosticFrames are sent on

DiagnosticFrame Adapter B Send
Address

adapters A and B. Usually the
same address is used for both
adapters

The addresses to which
DiagnosticFrames are sent on
adapters A and B. The same
address may be used to
maximize the ability to detect
and recover from faults, at a
cost of CPU load. Different
addresses allow a reduction of
traffic seen by the receiving
node

DiagnosticFrame Adapter A Receive
Address

The address to which
DiagnosticFrames are received on
adapters A and B. Usually the
same address is used for both
adapters

The addresses to which
DiagnosticFrames are received
on adapters A and B. The same
address may be used to
maximize the ability to detect
and recover from faults, at a
cost of CPU load
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7.5.5 CRP Encoding of the DiagnosticFrame

A DiagnosticFrame shall have the content described in Table 49.

Table 49 — CRP DiagnosticFrame format

Parameter name Offset Data type Size Description
Ethernet DLL header
Preamble 0 8 Alternating ones and zeros
Destination address 6 Broadcast, multicast MAC address
Source address 14 6 Unicast source MAC address of adapter used to
send this message.
Type 26 2 Ox860-for-+> dataylalllo ’/
IP headgr
Version 22 4 IP Version (4 bit fielg) < 4
Internet header length Internet Header Lﬂgt?\}\}\{t‘(ﬂéﬂg\ bhgth of
the internet hgader bit'words
Type of $ervice Type of ser(ice (8\uit field\—set.all fi F 0
Bits 0-
Bit Low Delay.
i , 1 =HigH
hrou )
Bits~5: <'Normal Religbility, 1 = High
Reliapility.
\B{Z 7/\Res ed for Future Use.
Total length < ﬁeh fI 16 bit field) in bytes, induding
ader an ata 346
Identifier 26 IdentWagmented packets. Set = 0
Flags gs (3 bit field)
%resewed, shall be zero
( ii/1: Don't Fragment = 1
/\ RN DBt 2: 0 = Last Fragment
Fragmerit offset & \\/ Position in original Datagram. First fragmgnt = 0
Time to ljve [N\30 Urfsigneds Set to 1
Protocol [ Unsignesg User Datagram = 17 (decimal)
Header hecksum<> 16 bits. The checksum field is the 16 bit ofie's
complement of the one's complement sunj of all
< 16 bit words in the header. For purposes g¢f
\/» computing the checksum, the value of the
checksum field is zero.
Source gddress \ [ 34 4 Source IP address.
Destinatjon aireN 38 4 Configured DiagnosticFrame_Address, sep
7.5.41.7
Optiong/] 43 1
Pad 43) 3 Pad header to a 32 bit boundary. Pad set O
UDP hegder
Source fort D1 46 2 See 7.5.4.1.8
Destinatfon poft 48 2 See 7.5.4.1.9
Length 50 4 Cength or UDP Tield
Checksum 52 2 Checksum is the 16-bit one's complement of the
one's complement sum of a pseudo header of
information from the IP header, the UDP header,
and the data.
Header
Protocol_Version 54 Unsigned8 1 see 7.5.4.11
reserved 58 Unsigned24 | 3 Set to 0x801001
Auxiliary address 58 Unsigned32 | 4 Not used —set to 0
Message length 62 Unsigned32 | 4 Specifies the number of octets contained in the
entire message, starting immediately after the
UDP header until the end of the message.
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Parameter name Offset Data type Size Description
Body
Node_Index 66 Unsigned16 | 2 See 7.5.4.1.10
Number of adapters 68 Unsigned8 1 See 7.5.4.1.2
Transmission adapter 69 Unsigned8 1 Port used to transmit this DiagnosticFrame.
0 = Adapter A
1 = Adapter B
DiagnosticFrame_Interval 70 Unsigned 32 | 4 See 7.54.1.5
Node_Name 74 VisibleString | 32 See 7.5.4.1.13
Reserved 106 Unsigned8 1 Reserved, set to zero
Duplicate detection state 107 Unsigned8 1 See 7.5.4.1.15
Number of adapter 108 Unsigned16 | 2 Number of Unsigned32 entifes iinthe Path Status.
statuses|
Path_Status_A_to_A 110 array of see See 7.5.4.1.19 N
Unsigned32 | Note (\
Path_Status B_to A see array of see See 7.5.4.1.19
Note Unsigned32 | Note
Path_Stdtus_A_to B see array of see See 7.5.4.149 \ \)
Note Unsigned32 | Note N
Path_Status B _to B see array of see See K5.4.1.
Note Unsigned32 | Note
Sequende_Number see Unsigned32 | 4 See 7.5,
Note
Ethernet|DLL trailer 1\
FCS see 4 R b@ framexcheck sequence
Note /\
NOTE Th¢ field size and offset depends on the number ofa tatuses, the size of each Path_Status field is
4 x number| of adapter statuses, the offset is in remem e of the previous field
7.5.6 CRP Encoding tio
An AnnunciationFrame/ s have the n in Table 50
Q T RP " AnnunciationFrame
Octet e
Parameter nanje O%\ Data type length Description
Preamble ( \Q \ 8 Alternating ones and zeros
Destin§m3\s(res§\\‘ 8\ 6 Broadcast, multicast MAC address
Source p res& W 6 Unicast source MAC address of adaptef used
to send this message.
Type 20 2 0x800 for IP datagrams
IP header
Version 0 4 IP Version (4 bit field) = 4
Internet header length Internet Header Length (4 bit field) is the
length of the internet header in 32 bit words =
6
Service Service (8 bit field) — set all fields = 0
Bits 0-2: Precedence.
Bit 3: 0 = Normal Delay, 1 = Low Delay.
Bits 4: 0 = Normal Throughput, 1 = High
Throughput.
Bits 5: 0 = Normal Reliability, 1 = High
Reliability.
Bit 6-7: Reserved for Future Use.
Total length Length of IP field (16 bit ) in bytes, including IP
header and data
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Parameter name Offset Data type Ig::;et:] Description

Identifier 4 4 Identifier for fragmented packets. Set = 0

Flags Flags (3 bit field)
Bit 0: reserved, set to zero
Bit 1: Don't Fragment = 1
Bit 2: 0 = Last Fragment

Fragment offset Position in original Datagram. First fragment =
0

Time to live 8 4 8 bits. Set to 1

Protoco 8-bits—serDatagram— »IT@RQQ

Header [checksum 16 bits. The checksu if one's
complement of the m of
all 16 bit words inthe Yieader. ¢ses of
computing the che
checksum figld is~zerq.

Source pddress 12 4 Source dE@s of\tﬁis Me.

Destinajion address 16 4 se}Z@s1\7\ \ )

Options 20 1 /fﬁ option\NQId

Pad 21 3 M\ \Pa@ h/éac}gr NSZ\BH/boundary. Pad set =0

UDP hehder AN A N D

Source port \2\ Annlﬁ@ation})ort see 7.5.4.1.8

Destinajion port /L 2 Mnciation port see 7.5.4.1.9

Length \ N ng}. of UDP field

Checksyim \2\> }hecksum is the 16-bit one's complemgnt of
he one's complement sum of a pseudo|header
of information from the IP header, the YDP

Q\ header, and the data.

Body (\
N\

LRE_Stafe mgbeQS > 1
Reserved0 Qnsign@S 1 Reserved
Reserved1 Unsigried8 1 Reserved
Duplicate De%on y\nsignedS 1 see 7.5.4.1.15
State e
Node_In Re\\ Unsigned16 |2 see 7.5.4.1.10
Max_Node_Inde Unsigned16 |2 see 7.5.4.1.12
OperatiopalNP Addre\ss/ OctetString |16 see 7.5.4.1.17
ReservedString 24 VisibleString (32 Reserved
Node_Name 56 VisibleString (32 see 7.5.4.1.13.
Annunciation_Interval |88 Unsigned32 |4 see 7.5.4.1.14
DiagnosticFrame_UDP_ (92 Unsigned16 |2 see 7.5.4.1.8 and 7.5.4.1.9
Port
Reserved 94 Unsigned16 |2 Reserved, set to 0.
Configuration_Versionr |96 Unsigned32 |4 see 7.5.4.1.1
User_Option 100 Unsigned32 |4 Reserved
Number of Entries 104 Unsigned32 |4 indicates the number of user-defined entries
Entries 108 Unsigned32 (4 x Reserved for user-defined entries
Number
of Entries

Ethernet DLL trailer
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Octet

Parameter name Offset Data type length

Description

FCS 0 4 CRC based frame check sequence

7.5.7 CRP Common protocol
7.5.71 AnnunciationFrames
7.5.71.1 Sending

A node shall send an AnnunciationFrame with the format indicated in Table 50:
RN

e after [nitial power up or warm start;
e following configuration of the node parameters;

e periodlically at a rate determined by the Annunciation_Interval.

A SANC ghall send the AnnunciationFrame over its port A.
A DANC ghall send the AnnunciationFrame over both its

7.5.7.1.2 Receiving

The recgiving node shall include to the

Network |Status_Table.

7.5.7.2 DiagnosticFrames
7.5.7.2.1 Sending

Nodes shall transmit DjagnosticFra

— at startu

Frame over its port A, with

ber of ports field set to 1;

— the sénding adapter set to “1” (LAN_A)

A DANC shall send a pair of DiagnosticFrame over both its port A and port B, with

— the value of the number of ports field set to 2;

— the Sequence_Number incremented by 1 for each successive sending of a pair, and
identical Sequence_Numbers fields in both messages of a pair;

— the associated MAC address set;

— the sending adapter set to the value corresponding to the adapter over which the
message is sent;

— a time spacing not greater than 30 % of the configured DiagnosticFrame_Interval
attribute between the two messages of a pair.
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7.5.7.2.2 Receiving
The node shall be configured to receive DiagnosticFrames on its port using the address

specified by the DiagnosticFrame_Address attribute at the
DiagnosticFrame_UDP_Destination_Port; see 7.5.4.1.9.

7.5.7.3 Detection of duplicate Node_Index
If a node receives a DiagnosticFrame from another node that has the same Node_Index as its

own, the node shall set the Duplicate_Detection_State attribute to indicate a duplicate
Node_Index was detected.

This entry shall be cleared by reconfiguration of the node with a non-dupligate~Node Index.

7.5.7.4 Detection of duplicate Node_Name

If a node|receives a DiagnosticFrame from another node that hasthe\samexNo e as its
own, the|node shall set the Duplicate_Detection_State attribute toindica icate name
detected

This entry shall be cleared by reconfiguration of the ne ] ica _IName.

7.5.7.5 Failure detection based on arrival

Diagnost|cFrames received by a of the

Network |Status_Table unless

e they Idicate duplicate Node_Index(det d;
e they have a Node_Indg \ Ma

o their Node_Index i

The node shallAira
Sequence_Num

his noe.

iving from each reporting node [by their

The Diag be considered when evaluating arriving messpges.
Arrival of grk the receive status entry for that reporting node jand path
that did n

<
If a DAN DiagnosticFrame with a Sequence_Number that exdeeds by

Max_Seduence™Numbger Difference the last DiagnosticFrame received on any other path
from the| diven repefting node, it shall mark the DiagnosticFrame received entry for that
reporting nmodeas otOiK:

The status shall be returned to OK following receipt of a DiagnosticFrame from the reporting
node on the path for which a failure had been recorded provided that its Sequence_Number is
no smaller than Max_Sequence_Number_Difference to the highest number received. This
shall be the only condition that causes the status to be reset to OK.

The DANC shall reflect the status array of the reporting node contained in the
DiagnosticFrame in its Network_Status_Tables in the entry associated with the Node_Index of
the reporting node.

However, when a node does not receive a DiagnosticFrame for a particular Node_Index for a
time superior to Aging Time, the adapter A and adapter B columns in the
Network_Status_Table for that Node_Index shall indicate that all paths to that node are not
OK.
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NOTE In DiagnosticFrames sent by receiving nodes, the list of port status reflects this not OK status for that
Node_Index.

When receiving nodes begin receiving DiagnosticFrames from a node with that Node_Index, it
shall not update the messages received here sent from reporting node’s adapter A and B
columns in the Network_ Status_Table for that Node Index until
Max_Sequence_Number_Difference = messages are received. This ensures the
DiagnosticFrame content is set correctly.

Two entries of this array shall be examined: that corresponding to the receiving node and that
corresponding to the reporting node; see 7.5.7.6.

7.5.7.6 Status array entries

7.5.7.6.1 Receiving node entry

The list ¢f DiagnosticFrame received status array shall indicate ?g node
has succpessfully received DiagnosticFrames on each of the fou is node.
This nodg shall copy this information from the reporting node’ o all four
of the | reported status extracted from the [ of its
Network |Status_Table.

7.5.7.6.2 Reporting node entry

This entrly shall indicate that the reposting nogde S 2rrors on
any of the four possible paths from this ne i ot OK, it
shall be yised to update the Diagnostic Table for
the reporting node. Entries with a statug

NOTE This may record the fault ie a e roach.
7.5.7.7 Other failure

Nodes should prewd nly used
mechanigms to e kqeir of

The faul ld allow
propagat ~Whether or not a node detects errors in its adapters, it shall
ensure th clly initialized and maintained with an OK value.

7.5.8 <

7.5.8.1

Nodes that participate in the CRP redundancy approach are able to balance the| load for

unicast destination addresses between the available transmission adapters. The
Redundancy_Flag load balancing enabled shall control the use of load balancing. Subclause
7.5.8.3 defines how the port is selected when load balancing is used.

7.5.8.2 LAN and port maintenance

Maintenance may be performed on LAN components or port with reduced impact on system
operation, if the port or LAN components are not being used. To avoid use of the port or LAN
components, the Redundancy_Flag Load Balancing Enabled shall be set to false.

NOTE Setting this flag to false has the effect of reverting to the method of using the path associated with this
node’s operational IP address, or best path if there is a fault.
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Selecting transmission path

General
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Selected transmission paths indicate the ports used to transmit operational messages to
specific destination addresses. A path shall be defined as the combination of the transmitting
node’s sending port and the destination address for the receiving node. Path selection shall
be evaluated for a specific unicast or multicast destination address at initial use, and then
shall be determined following the detection of a fault or the detection of a repaired fault as
described in 7.5.8.3.2 and 7.5.8.3.3.

7.5.8.3.2 Unicast destination address
Path for
Table 51 — CRP unicast destination address hanh g
Destination address of: ( \Q \t\ \Qctl\&
CRP redunfancy participating node with DiagnosticFrame Received %o M and fairly
fields and Reported Status Extracted from DiagnosticFrame fields in etween
Network_Status_Table all OK in the AtoA and BtoB columns. Load
Balancing Enabled is true
CRP redunfancy participating node with DiagnosticFrame Received Selec aWs associated wjth this
fields and Reported Status Extracted from DlagnostlcFram i d i node's erational IP Address that was
Network_Status_Table all OK. Load Balancmg)iﬁ\&led i onfigureq
N
CRP redunfancy participating node with DiagnosticFrame\Recel ved Wpath with no fault
fields and Reported Status Extracted from DiagnosticFrameXield
Network_Status_Table that have one or more N
CRP redunfancy participating node with Numbeyr of Ada ers Select path that leads to availahle adapter
(singly conpected node)
Node that qoes not have a row i heMtwork S Table Use existing path
not participating in CRP redP\Qanc
Nodes that|are out3|d}9\he rl\twork\ﬁg\dgs r\%h\a&{e msough routers | Use existing path
NOTE "Ra ndomly t the de S Iects or a specific path one adapter rather than the other|by using a
true randomn number ge r a psS u number generator with a different seed, each time the node
initializes.
7.5.8.3.3
4
7.5.8.3.3 rue
The single_mult S.

If there are no errors, the node should send on the adapter that has the most singly
connected nodes recorded in the Network_Status_Table. This should be selected by choosing
the adapter that has the least number of not applicable entries in its DiagnosticFrame
received columns of the Network_Status_Table.

If there is a single error, the node shall send on the adapter that has no error recorded in its
DiagnosticFrame received or nodes reporting problems columns of the Network_Status_Table.

Otherwise if there are multiple errors, the node shall send on the adapter that has fewest
errors recorded in its DiagnosticFrame received and nodes reporting problems columns of the
Network_Status_Table.

If the number of errors is the same for each adapter, no change should be made to the
selected transmission adapter for multicast addresses.
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7.5.8.3.3.2 Single_multicast_message_reception_adapter_enabled state is false

If all SANs and DANCs can be reached by sending on a single adapter the node shall send on
that adapter. That is, if all the “not OK” and “not applicable” entries recorded in its
DiagnosticFrame  received and nodes reporting problems columns of the
Network Status_Table are associated with the other port.

Otherwise, the node shall send the multicast over both ports.

7.5.8.4 Selecting reception adapter

NOTE The intention is to reduce duplicate operational multicast messages.

Nodes
[single_

cy_Flags

If [single| multicast_message_reception_adapter_enabled] is false, Qten on
both adapters. If it is true, the requirements shall be as follows:

If: no LAN faults are detected, the node listens on its po have an
Adapter )
Else: usqg same format as above. If a single LA j& d inditating that on¢ adapter

of this ndde cannot correctly receive trahsmissiog

If there a
7.5.8.5
Diagnost bage was
sent. For| i ‘ to determine if the port is connecfed to the
LAN corr
7.5.8.6
Table 52 dditional
paramets
4 ¢ 52 — CRP configuration parameters
description data type

Device ID Descriptive string of the end OctetString32

node
Node_Name End node name OctetString32
Node_index End node’s unique device Unsigned16

index

DiagnosticFrame_UDP_destination_port | UDP port used to receive CRP | Unsigned16
redundancy messages

Repeat time End node’s annunciation Unsigned32
message repeat time.

Max_Node_ Index Highest device index used in Unsigned16
the CRP network

Operational IP address End node’s operational IP OctetString16
address
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7.5.9 CRP services
7.5.9.1 Configuration options and services

A node may obtain its configuration in three optional ways.

The first is through a local configuration page for those nodes that have a graphical user

interface, such as a PC.

The second is through switch configuration where a set of switches configures the device
index. The operational IP address would be the sum of a base IP address configured in the

device firmware plus the device index.

The third| is by a network management node using over the network sefw
upon the| reception of an annunciation message. In addition, the neg

has the gqervices to gather the statistics kept by each redundancy

are:
e set agsignment information;
e get rgdundancy information;
e set rgdundancy information;

e get rgdundancy statistics.

7.5.9.2 LAN redundancy service‘specifite
7.5.9.21 Set assignment informati

This confirmed service sh
shown in|Table 53.

service parameters

ibutes using the service paz

mmence
ent node
rvices

rameters

Req | Ind [Rsp | Cnf
M M(=)
M [ M(=)

M

4 ) | I
M [ M(=)
\ FDX address M| M)
Device ID M M(=)
Node_Name ™ V(=)
Node_index Cc C(=)
DiagnosticFrame_UDP_destination_port | C C(=)
Repeat time C C(=)
Clear duplicate detection state C C(=)
Max_Node_ Index C C(=)
Operational IP Address C C(=)

Result (+) S S(=)

Invoke 1D M M(=)

Source IP address M
Destination IP address M M(=)
Destination port M M(=)
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Argumerlt
The argument conveys the parameters of the service request

Parameter name Req | Ind [Rsp | Cnf
Repeat Time C C(=)
Max_Node_index C C(=)
Result (-) S |S(=)
Invoke ID M M(=)
Source IP address M
Destination IP address M
Destination port M
Error info M

InvoKe ID
This parameter contains a value that is determined by the g ) st and is
matched by the responder
(Unsigned32)

Sourg¢e IP address
This parameter is the IP address from which the| servi t psponder
uses |t when returning the response.
(OctefString16)

Sourg¢e Port
This parameter is the UDP port fropa—
uses |t when returning the responsé¢
(Unsigned16)

Dest
This

bsponder

bsponder

(Octe ering?’))

Node_index

This conditional parameter contains the value of the end node’s unique device index. Its
value is not permitted to be zero.

(Unsigned16)

DiagnosticFrame_UDP_destination_port

This conditional parameter contains the value of the UDP port used to receive CRP
redundancy messages.

(Unsigned16)

Repeat time

This conditional negotiable parameter contains the value of the end node’s annunciation
message repeat time.

(Unsigned32)
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Clear duplicate detection state

This conditional parameter causes the duplicate detection state to be set to no duplicates
detected if it contains a non-zero value.

(Unsigned8)

Max_Node_Index

This conditional negotiable parameter contains the value of the highest device index used
in the CRP network.

(Unsigned16)

Operational IP Address
This conditional parameter contains the end node’s operational IP address.
(OctetString16)

Result (+) /TN

This pargmeter indicates that the service request succeeded. The follo
in the response. Negotiable parameters may be different then the
manager

included
network

InvoKe ID
Sourge IP address
DestiEation IP address

Destination port
Repept time
Max-Node_index

Result (-

This pargmeter indicates that the service.
the respdnse.

following fields are ingluded in

InvoKe ID
Sourge IP address
Destination IP addre

Destination port
Error{info Q
This paramet o)

7.5.9.2.2

This confirm i all benused to retrieve CRP Redundancy attributes using thle service
paramets .

4

le 54 — CRP get redundancy info service

Parameter name Req | Ind [Rsp | Cnf

Argument M M(=)

Invoke ID M M(=)
Source address M
Destination address M M(=)

Result (+) S S(=)
Invoke 1D M M(=)
Source address M
Destination address M M(=)
Redundancy attributes version M M(=)
Number of network adapters M M(=)
Max message number difference M M(=)
Redundancy flags M M(=)
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Parameter name Req | Ind [Rsp | Cnf
Diagnostic message interval M M(=)
Aging time M M(=)
DiagnosticFrame send adapter addresses M M(=)
DiagnosticFrame receive adapter addresses M M(=)
Result (-) S |S(®)
Invoke 1D M M(=)
Source address M
Destination address M K=Y T
Error info M “ﬁ&l(=)

Argument \

The argument conveys the parameters of the service request:

InvoKe ID
Sourge IP address
Destination IP address

Result(+)

This selgction type parameter indicate
fields arg included in the response.

¢st succeeded. The [following

InvoKe ID

Sourge IP address
Destination IP address
LAN redundancy attribux
This attribute specifiesvtt 6 i its other
attriblites ch@ b PSi oL I8 indicates
that this obje > 3 I

(Unsi

vice may

have |on Network
Interfs

(Unsigned

Max 3

This attribute defines the maximum acceptable difference between the messagg¢ number

parameters in a pair of Diagnostic Message Service indications received from| a single
sending device. When the difference exceeds the value of this attribute, a fault in the path
from the network interface sending the lower message number is detected

(Unsigned8)

Redundancy flags
This attribute is a bit array that controls how messages are sent and received.
(Unsigned8)

Diagnostic message interval

This attribute defines the time interval in milliseconds between successive sending of the
DiagnosticFrames

(Unsigned32)

Aging time

This attribute defines the time interval in milliseconds used by the LRE to remove silent
nodes from its Network_Status_Table

(Unsigned32)
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DiagnosticFrame send adapter address
This attribute defines the send address of the diagnostic frame.

(OctetString16)

DiagnosticFrame receive adapter address

This attribute defines the receive address of the diagnostic frame.

(OctetString16)

Result(-)

This parameter indicates that the service request failed. The following fields are included in
the response.

Invoke ID
Source IP address

62439 © IEC:2008(E)

Destination IP address
Errorlinfo

This pargmeter specifies the error condition.

7.5.9.2.3

This confi
attributes

Redunda

Put redundancy info service

Table 55 — CW rzd(%

fter upd
g and the
pwn in Tablg

ating the
updated
55.

Parameter n Ene \ \qu_/l/nd Rsp | Cnf
Argument M M(
Invoke D % M M(
SourceNaddress M
M M(
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
M M(=)
<§\ nosticFrame adapter send addresses M M(=)
\agnosticFrame adapter receive addresses M M(=)
Result (+) S S=E)
Invoke ID M M(=)
Source address M
Destination address M M(=)
LAN redundancy attributes version M M(=)
Number of network interfaces M M(=)
Max_sequence_number_difference M M(=)
LAN redundancy flags M M(=)
DiagnosticFrame interval M M(=)
Aging time M M(=)
DiagnosticFrame adapter send addresses M M(=)
DiagnosticFrame adapter receive addresses M M(=)
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Parameter name Req | Ind [Rsp | Cnf

Result (-) S S(=)

Invoke ID M M(=)
Source address M

Destination address M M(=)

Error info M M(=)

Argument
The argument conveys the parameters of the service request:

Result(+ -
This selgction type parameter indicates that the service request sutceed .%e\following
fields arg included in the response.

InvoKe ID

Sourg¢e IP address

Destination IP address

Redundancy attributes version

Number of network adapters

Max message number difference

Redundancy flags

DiagnosticFrame_interval

Aging time

DiagnosticFrame adapter send addresse

DiagnosticFrame adapter receive/address
Result(-) %
This pargmeter indica exrequest/failed. The following fields are influded in
the respgnse.

InvoKe ID

Sour¢e IP addre

Destination |
7.5.9.2.4
This coﬁ' ice shall be used to retrieve statistics attributes using the service
paramets

Table 56 — CRP get statistics service

Parameter name Req | Ind [Rsp | Cnf

Argument M M(=)

Invoke ID M M(=)
Source address M
Destination address M M(=)

Result (+) S S(=)
Invoke ID M(=)
Source address M
Destination address M M(=)
Number of diagnostic message service indications received M M(=)
Number of diagnostic message service indications missed M M(=)



https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

- 132 - 62439 © IEC:2008(E)

Parameter name Req | Ind [Rsp | Cnf
Number of Faults detected M| M(=)
List of crossed cable status M [M(=)
Result (-) S |S(®)
Invoke ID M M=)
Source IP Address M
Destination IP Address M [M(=)
Error Info M | M(=)
N

Argumeljnt
The argument conveys the parameters of the service request:

InvoKe ID
Sourge IP address
Destination IP address

Result(+)

This selgction type parameter indicates that th
fields arg included in the response.

st sutceeded. The [following

InvoKe ID
Sourge IP address
Destination IP address

This attribute
The detectio
incremented.
(Unsi

jotal number of faults detected from missed diagnostics
he detection of a fault from any device causes this qounter to

This attribute contains the list of crossed cable status. Value 0 means that the [ist is not
present.
(Unsigned32)

Result(-)

This parameter indicates that the service request failed. The following fields are included in
the response.

Invoke ID

Source IP address
Destination IP address
Error info
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8 BRP - Beacon redundancy protocol

8.1

BRP Overview

This clause specifies a protocol for an Ethernet network tolerant to all single-point failures.
This protocol is called beacon redundancy protocol (BRP). A network based on the BRP is
called a BRP network. The BRP network is based on switched ISO/IEC 8802-3 (Ethernet) and
IEEE 802.1 technologies and redundant infrastructure. In this network, the decision to switch
between infrastructures is made individually in each end node.

8.2
8.2.1

BRP Principle of operation

General

The text jn 8.2.2 to 8.2.4 is an explanation of the overall actions pg
machine | If a difference in the interpretation occurs between this te

in 8.4,

8.2.2

then the state machines take precedence.

Network topology

The BRR network topology can be described as /two_int
heading an underlying topology of star, line, or ring.
the top qwitches. Examples of star, linear and(ri

Figure 31 and Figure 38, respectively

X P state
chines

s, each
hected to
igure 36,

switch switch
network network]
infrastructure A infrastructufe B
switch slvitch
N4
A VZON V‘ edge
\ ports
iterswitcl — []
end L \ end . .
n
} node end mteI ﬁ\lz(wtch
node
<
swjtch switch itch
’ leaf end
link node
leaf
link
leaf
link
[] n []
end end end end end end end
node node node node node node node

Figure 36 — BRP star network example
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interswitch link

interswitch link
switch switch
interswitch | interswitch
port

port
beacon
node
e
o
leaf link leaf link %
end
node | /7N
end end
node node
bdge N
borts /\ S
NADYERN a

end
node
(\\V N <
AR A 5
N / @
AN N
o K Q&‘ s o
%)
i Ii etwork example

VAN
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interswitch link . interswitch link
switch switch
interswitch interswitch
port | port

beacon
node

leaf link leaf link

switch

8.2.3

The BRP FE 802.3.
No suppq

Figure 3 b, |t uses
two sets umber of
levels of ber of switches on each level are dependent only on application

requirements en Wwith three levels of hierarchy, it is possible to construct very large

networks| \FOr exa e, a BRP star network built from switches with eight regular ports and
one uplirfpm—can—mamm—ﬁee—nvdermmm—wmdm*he—mp—iﬂﬂﬂ)shall be

connected to each other with one or more links providing sufficient bandwidth. With link
aggregation capability traffic is shared among bundle of links and failure of one link does not
bring the network down. With such an arrangement, infrastructures A and B form a single
network.

Two types of end nodes can be connected to the BRP network: doubly attached and singly
attached. A doubly attached end node can function as a BRP end node or a BRP beacon end
node. A BRP beacon end node is a special case of a doubly attached end node that is
connected direct to the top switches. Though doubly attached BRP end nodes have two
network ports, they use only one MAC address.

At any given point in time, a BRP end node actively communicates through only one of its
ports, while blocking all transmit and receive traffic on its other port, with the exception of
received Beacon messages and Failure_Notify messages. Fault tolerance is achieved in a
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distributed fashion by BRP end nodes switching between their ports from inactive to active
mode and vice versa.

As shown in Figure 36, Figure 37 and Figure 38, two beacon end nodes shall be connected to
top level switches. Beacon end nodes multi/broadcast a short beacon message on the
network periodically. Similarly to BRP end nodes, a beacon end node at any given point in
time actively communicates through only one of its ports, while blocking all traffic on its other
port, with the exception of received Failure_Notify messages. Fault tolerance is achieved by
beacon end nodes switching between their ports from inactive to active mode and vice versa.

Singly attached end nodes may also be connected to the BRP network but they do not support
the BRP protocol. A singly attached node can communicate with doubly/a_@:hed nodes as

well as other cingly attached nodes on the network
Since swlitches are IEEE 802.1D compliant, they support the RSTP/pratocol. is gliminates
loop formation in BRP ring networks like in the one shown in Figure
8.2.4 Rapid reconfiguration of network traffic
For fast [reconfiguration, multicast control features in led. The
multicast|traffic is therefore treated as the broadcast
Unicast packets are affected by switch g features. After end node port
reconfigyration, switches have invalid&kno Il update
its database when a packet with a learned ved on a
different port from the learned port stored\in tf
When a BRP end node swijches to the\ina or Nitsfifst action is to send a short|multicast
message} called Learning{ Updaté message, bugh its newly enabled port. As this message
propagates through th P update heir MAC address database regulting in
rapid recpnfiguration o i affic.\I his-message is of no interest to other epd nodes
in the nefwork a )
8.3 BRP stack
Figure 39 shows\the fMitecture. It is applicable to both BRP and beacon end
nodes.
<
Upper Layer Protocols
non-TCP/IP TCcpP ubP
Stack
IP
LRE
Management [« Link Redundancy Entity
(Service)
IEEE 802.3 MAC IEEE 802.3 MAC
IEEE 802.3 PHY IEEE 802.3 PHY
Port A Port B

Figure 39 — BRP stack architecture
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The BRP stack contains two identical ISO/IEC 8802-3 ports, identified here as ports A and B,
connected to the network. These ports interface with the MAC sublayer compliant with
ISO/IEC 8802-3. Though there are two physical ports, a BRP end node uses only a single
MAC address.

The LRE continuously monitors the status of leaf links between both ports and corresponding
ports on the switches. When a failure of the leaf link between the end node active port and the
corresponding port on the switch is detected, the LRE shall reconfigure end node ports,
provided the inactive port was not in the fault mode as well. After reconfiguration, all traffic
flows through the newly activated port. Some messages may be lost during the failure
detection and reconfiguration process, and their recovery is supported by upper layer
protocols which also deal with messages lost due to other network errors.

The LRE i i . ‘ gm[message
fails to afri i i i iod, Qrt i eclareq to be in

the fault as not
in the fa . i ion, i S i . jh\{pe newly
activated . Fai i i i ected.
If one of network
infrastrug the top
switch of B.
If the fay d N h inuyés to operate without any
problems, i e arrival
decrease
f beacon
messagep. If such a faul nodes or
switches|adjacent to the fa its ports
immediately or results|in i leads to
loss of bpacon missaes at selves at
bchanism
ifying all
Cluding a
it may be
agement
7 ry of the
associatgd\Node Receive timer, the receiving end node shall send a Failure Notify [nessage

to the transmitting end node and send a Path_Check_Request message to beacon end nodes.
Upon reception of a Failure_Notify message, the transmitting end node shall attempt to verify
the transmit path by sending the Path_Check Request message to the beacon end nodes.
When the beacon end nodes receive these messages, they shall respond with
Path_Check _Response messages. When Path_Check Request fails to elicit response, an
end node shall place its active port in faulted state and activate its inactive port, provided it is
not in fault mode as well.

BRP beacon end nodes also behave in a similar way. When a frame from a transmitting end
node of interest fails to arrive before expiry of the associated Node_ Receive timer, the
receiving Beacon end node shall send a Failure_Notify message to the transmitting end node
and send a Path_Check_Request message to a designated set of end nodes. When the
beacon end nodes receive Failure_Notify messages themselves, they shall verify their
transmit path by sending a Path_Check_Request message to a designated set of end nodes.
Upon receiving Path_Check_Request message, the designated end nodes shall respond with
Path_Check_Response message. When Path_Check_Request fails to elicit response, a
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beacon end node shall place its active port in faulted state and activate its inactive port,
provided it is not in fault mode as well.

When the faulted port is restored, it shall stay idle until a switchover is initiated or the
currently active port fails. When both ports are operational, the BRP end node shall
periodically switch its message activity from one port to the other. This switchover is
controlled by the Active_Port_Swap timer.

The LRE management entity is used to select an end node type (normal or beacon), configure
protocol parameters (for example, beacon timer) and obtain the end node port status (active,
failed, idle).

All dete r further
diagnosig and repair. Fault diagnostics services shall be provided by bnt entity
or other accessible entities in the network.

8.4 BRP Protocol specification
8.4.1 J\nAC addresses
o]

BRP profocol shall use multicast address 01-15-4E-00 pde shall

have the|same MAC address for active communicatif

8.4.2 FtherType
The BRP

8.4.3
The folloying fault detectio

e Link fault detection

This mecha on a link

conngcted dire
e Rece
This i

ed utilizing Failure_Notify, Path_Check_Requedt, and
messages. The periodic switchover between active and inactive

The BRP end node state diagram is shown in Figure 40.
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power on

INITIALIZATION

initialization completed

port A failed port B failed
> -
K IDLE )
. 4 port B is
port Ais operational
operational
at least one both ports
port is operational failed

PORT_A_ACTIVE

beacon

d

Actiap timerexpt

40 — BRP state diagfam of end node

The BRR end nede P ~ hing shall perform in accordance with the state
transition| table p i

When i up) and has passed the initialization procg¢ss (the
Initializatjon_Co is set), i resets the protocol state machine and transitigns to the

transitions ¥r k ‘ the FAULT state.

Port B_Failed flags were initially set, the node imimediately

ansitions

and the node transmons from the IDLE to the PORT A ACTIVE state.

The node tests port B simultaneously with port A using the procedure described abov
ports are operational, either one can be selected as the default.

this port

e. If both

Periodic reception of beacon messages (Beacon_A_Received is set) keeps the node in the

PORT_A_ACTIVE state and trigger reset of the No_Beacon_A timer.

If, when in the PORT_A_ACTIVE state, link A becomes inactive (Link_A_Active is reset) or no
beacon messages were received for a given time period (No_Beacon_ A timer expired and
Beacon_A Received is reset), the node sets the Port_A Failed flag and transitions to the

IDLE state where it attempts to switch to port B.

Operation of port B is identical to operation of port A.
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If a Node_Receive timer expires, the receiving node sends a Failure_Notify message to the
associated transmitting end node and sends Path_Check_Request message on its active port
to beacon end nodes. When the transmitting end node receives the Failure_Notify message it
attempts to verify transmission path on its active port by sending a Path_Check Request
message on this port to beacon end nodes. When beacon nodes receive these messages,
they issue Path_Check_Response messages addressed to the requesting node.

When Path_Check_Request fails to elicit response (Path_A_Check/Path_B_Check timer
expired), the node sets the Path_A_Failed/Path_B_Failed flag and Port_A_ Failed/
Port_B_Failed flag, and transitions to the IDLE state where it attempts to switch to port B/A.

If both ports failed, then the node transitions from the IDLE to the FAULT state and stays
there until—one-—of the Ir_\r\ri'c becomes npnrni‘innnl In FAULT state. o node co finuous|y
monitors| link status (Link_A_Active/Link_B_Active flags) and anivgl status
(Beacon |A Received/Beacon_B_Received flags). If Path_A_Failed B_Failed
flags wdre set, the node also sends Path _Check Request <an jval of
Path_Chg¢ck _Response message for corresponding ports. When_ohe © ecomes
operatiorfal (Port_A_Failed/Port_B_Failed is reset), iti the IDLE
state and then to PORT_A_ACTIVE/PORT_B_ACTIVE as appropriate.

When 4 node receives a Path _Check Reque SSaT PORT_A_AC[TIVE or
PORT_B| ACTIVE states, it responds with the Path/ Chet € p stays in
current sjate.

When in [PORT_A_ACTIVE/PORT_B_# . expires,
the ngde transitions to POR & provided

PORT_B

The No_Beacon timer periodN igu )eter selected for a specific sygtem. The
mandatory default valye oRthe\l diod is 450 us resulting in the default valpe of the
No_Beac 5 eriod is chosen such that at least tw beacon
message QN hlaveto be lost before fault is declared on a pprt.

A BRP c C e to receive beacon messages over both of| its ports
sent from 3 NO% mandatory default value of the beacon periog.

The PatH_
for a spegiffi
<
The Actiyve imer period is a configuration parameter selected for g specific
system. T default value is 1 h.

3_Check timer periods are configuration parameters|selected
tory default value is 2 ms.

Table 57 spetifiestheflagsusedmthe BRPenmdmodestate mractime:

Table 57 —- BRP end node flags

Name Description Data Type
Initialization_Completed Used to indicate initialization completed successfully BOOL
Link_A_Active Used to indicate physical layer link status of Port A BOOL
Beacon_A_Received Used to indicate beacon message was received on Port A BOOL
Path_A_Failed Used to indicate if Path_Check_Response message was BOOL

received for Path_Check_Request message on Port A
Link_B_Active Used to indicate physical layer link status of Port B BOOL
Beacon_B_Received Used to indicate beacon message was received on Port B BOOL
Path_B_Failed Used to indicate if Path_Check_Response message was BOOL

received for Path_Check_Request message on Port B
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Name Description Data Type
Path_A_Request Used to indicate if Path_Check_Request message was BOOL
sent on Port A
Path_B_Request Used to indicate if Path_Check_Request message was BOOL
sent on Port B
Port_A_Failed Used to indicate if Port A has failed BOOL
Port_B_Failed Used to indicate if Port B has failed BOOL
Table 58 specifies the BRP end node state transition table.
agn A/\
# Current State Event Ne%itate
ICondition
=>Action

1 IN[TIALIZATION

4

Initialization is completed
=>

Set Initialization_Completed
Reset Link_A_Active

Reset Beacon_A_Received

o

A_Request

Stop N

e_Receive timers

top Active_Port_Swap timer

>|\L>:\E>

2 ID
PQ
PQ

\,Ffort A Link Pass Status
=>

Set Link_A_Active

STAY IN qURRENT
STATE

3 IDLE, FAULT,

PORT_B_ACTIVE

PORT_A_ACTIVE,

Port A Link Fail Status
=>

Reset Link_A_Active

STAY IN CURRENT
STATE

4 IDLE, FAULT,

PORT_B_ACTIVE

PORT_A_ACTIVE,

Port B Link Pass Status
=>

Set Link_B_Active

STAY IN CURRENT
STATE

5 IDLE, FAULT,

PORT_B_ACTIVE

PORT_A_ACTIVE,

Port B Link Fail Status

=>

STAY IN CURRENT
STATE

Reset Link_B_Active
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# Current State Event Next State
ICondition
=>Action
6 IDLE, FAULT, Beacon Message Received on Port A STAY IN CURRENT
PORT_A_ACTIVE, B STATE
PORT_B_ACTIVE ==
Set Beacon_A_Received
Start No_Beacon_A timer
7 IDLE, FAULT, No_Beacon_A timer expired STAY IN CURRENT
PORT_A_ACTIVE, B STATE
PORT_B_ACTIVE ==
Reset Beacon_A_Received
8 IDLE. FAULT Beacon Message Received on Port B /1S URRENT
PQRT_A_ACTIVE, _ STA
PORT_B_ACTIVE =>
Set Beacon_B_Received
Start No_Beacon_B timer
9 | iplE, FAULT, No_Beacon_B timer expired \ S\FQ:{(%}\I qURRENT
PQRT_A_ACTIVE, _ STA
PORT_B_ACTIVE =>
Reset Beacon_B_Received
10 | PQRT_A_ACTIVE | Failure_Notify message is receive \) PORT_A_ACTIVE
=>
_Requést megsageion é)A
11 PQRT_B_ACTIVE PORT_B_ACTIVE
12 STAY IN QURRENT
STATE
13 ath_B_Check timer expired STAY IN QURRENT
STATE
=>
Set Path_B_Failed
Reset anh_A_I—'\’nqunef
14 PORT_A_ACTIVE, Path_Check_Response message is received on Port A STAY IN CURRENT
FAULT . STATE
Stop Path_A_Check timer
Reset Path_A_Failed
Reset Path_A_Request
15 PORT_B_ACTIVE, Path_Check_Response message is received on Port B STAY IN CURRENT

FAULT

=>

Stop Path_B_Check timer
Reset Path_B_Failed
Reset Path_B_Request

STATE
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=>

Stop Path_B_Check timer
Reset Path_B_Request
Stop Node_Receive timers

Stop Active_Port_Swap timer

# Current State Event Next State
ICondition
=>Action
16 IDLE, FAULT, Link_A_Active is set STAY IN CURRENT
PORT_A_ACTIVE, AND STATE
PORT_B_ACTIVE Beacon_A_Received is set
AND
Path_A_Failed is reset
=>
Reset Port_A_Failed
17 IDLE, FAULT, Link_A_Active is reset STAY IN CURRENT
PORT_A_ACTIVE, OR STATE
PORT_B_ACTIVE Beacon_A_Received is reset
OR
Path_A_Failed is set
=>
Set Port_A_Failed <\
18 | iolE Port_A_Failed is Reset \ W_ \CTIVE
=>
Send Learning_Update message on A
Start Node_Receive timers
Start Active_Port_Swap tim?k\ }7 N
19 | PQRT A_ACTIVE U IDLE
20 IDLE, FAULT, STAY IN QURRENT
PQRT_A_A E, STATE
PQRT_B_A
21 STAY IN QURRENT
STATE
acon_B_Received is reset
R
Path_B_Failed is set
=>
Set Port_B_Failed
22 IDLE Port_B_Failed is Reset PORT_B_ACTIVE
=>
Send Learning_Update message on Port B
Start Node_Receive timers
Start Active_Port_Swap timer
23 PORT_B_ACTIVE Port_B_Failed is Set IDLE
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Current State

Event
ICondition
=>Action

Next State

24

IDLE

Port_A_Failed is Set
AND
Port_B_Failed is set

FAULT

25

FAULT

Link_A_Active is set

AND

Beacon_A_Received is set
AND

Path_A_Failed is set

AND

Path_A_Request is reset

=>

FAULT

Set Path_A_Request
Send Path_Check_Request message on Port A
Start Path_A_Check timer

26

FAULT

Link_B_Active is set

AND

Beacon_B_Received is set
AND

Path_B_Failed is set

AND

Path_B_Request is reset

RN

=>

Set Path_B_R
Send Path_Check
Start Path_B_Check }i%r

€8S

27

FAULT

N,

Poxt_A_Fai res\Q
R
rt_B\Failed is\teset

IDLE

28

PQRT_A_ACTIVE,

P RT_B_AciVE

i
Check_Reque Mge received on active port
d Path,"Ckheck_ Response message on active port

STAY IN QURRENT
STATE

29

PQRT
PQRT

=>
\@ﬁ\n
ame _receiv rom transmit node of interest on

active rt

associated Node_Receive timer

STAY IN QURRENT
STATE

30

= T_A\_@ e

yde_Receive timer expired

=>

Send Failure_Notify message on Port A to associated
transmit node

PORT_A_ACTIVE

Send Path_Check_Request message on Port A
Set Path_A_Request
Start Path_A_Check timer

31

PORT_B_ACTIVE

Node_Receive timer expired
=>

Send Failure_Notify message on Port B to associated
transmit node

Send Path_Check_Request message on Port B
Set Path_B_Request
Start Path_B_Check timer

PORT_B_ACTIVE
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# Current State Event Next State
ICondition
=>Action
32 PORT_A_ACTIVE Active_Port_Swap timer expired PORT_B_ACTIVE
AND

Port_B_Failed is reset

=>

Stop Path_A_Check timer

Reset Path_A_Request

Send Learning_Update message on Port B

Start Active Port Swap timer /]
[

33 PQORT_A_ACTIVE Active_Port_Swap timer expired POR

AND

Port_B_Failed is set

=>

Start Active_Port_Swap timer (\ \

ACTIVE

%

34 | PQRT_B_ACTIVE | Active_Port_Swap timer expired w  PORT_A_ACTIVE
AND

Port_A_Failed is reset

35 | PQRT_B_ACTIVE PORT_B_ACTIVE

845 (

If the en
beacon egnd’'nede

figured as a beacon, it periodically generates Beacon messages. The
diagram is shown in Figure 41.
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power on

INITIALIZATION

initialization completed

port A failed port B failed

o —

IDLE ) AN

. [ port Bis
port Ais operational

operational
at least one both ports
port is operationgl failed

.

PORT_A_ACTIVE v RT B_ACTIVE
' AULT
beacon timer expired beacon timer expired

ctiveypt ap timepexpired

agram for beacon end node

When the powered up and has passed the initialization prog¢ess (the
Initializatjon_ resets the protocol state machine and transitigns to the
IDLE stafe.

Port_B_Failed flags were initially set, the node iminediately
the FAULT state.

Since P
transition

If link A is active,thep'the node transitions from the FAULT state back to the IDLE. The node
then gengrates a beacon message on port A, starts the beacon timer and transitions to the
PORT_A_ACTIVE state.

The node tests port B simultaneously with port A executing procedure identical to the one
described above. If both ports are operational, either one can be selected by default.

When the beacon timer expires the node transmits the beacon message, restarts the beacon
timer and continues staying in the PORT_A_ACTIVE state.

If, when in the PORT_A_ACTIVE state, link A becomes inactive (Link_A_Active is reset), the
node sets the Port_A_Failed flag, stops the beacon timer and transitions to the IDLE state
where it attempts to switch to port B.

Operation of port B is identical to operation of port A.
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If a Node_Receive_Timer expires, the receiving beacon end node sends a Failure_Notify
message to the associated transmitting end node and sends Path_Check_Request message
on its active port to designated set of end nodes. When the transmitting end node receives
the Failure_Notify message it attempts to verify transmission path as described in 8.4.4.

When a beacon end node receives Failure_Notify message it attempts to verify transmission
path on its active port by sending Path_Check_Request message on this port to designated
set of nodes. When the designated set of nodes receives this message, they respond with
Path_Check Response message.

When Path_Check Request fails to elicit response (Path_A_Check/Path_B_ Check timer
expired), the node sets the Pat A_Falled/Path B_ Falled flag and PortA Failed/

Port_B_Faile witchato port B/A.

If both pprts failed, then the node transitions from the IDLE to the ‘ d stays
there unfil one of the ports becomes operational. In FAULT s y &auously
monitors| link status (Link_A_Active/Link_B_Active flags) and/or
Path_B_frailed flags were set, the node also sends Path_Check rs arrival

of Path_Check_Response message for corresponding ports. ™\ e ports [becomes
operatiorjal (Port_A_Failed/Port_B_Failed is reset) the nod STy ack to the IDLE state
and then|to PORT_A_ACTIVE/PORT_B_ACTIVE as ggprophiate:

When 4 node receives a _
PORT_B| ACTIVE states, it responds
current sjate.

gsa in PORT_A_AC|TIVE or
6- porise message and stays in

When in A _B_ 8 e Active_Port_Swap timef expires,
the ngde transitions \ T A _ACTIVE state provided
PORT_B| FAILED/PORT_A _F ED

The No_Beacon t|mer pexiod ' i rameter selected for a specific sygtem. The
mandatofy default ¢ e of the
No_Beadon per < ime erlod is chosen such that at least twp beacon
messagep from ea ] ave to be lost before fault is declared on a pprt.

A BRP compliant \ all be able to broadcast the beacon message gvery 450
microsec i i

The Patf
for a spegifi

th_B_Check timer periods are configuration parameters|selected
andatory default value is 2 ms.

The Active{Port_ Swap timer period is a configuration parameter selected for g specific
system. TheTmamdatory defauttvatue s

Table 59 specifies the flags used in the BRP beacon end node state machine.

Table 59 — BRP beacon end node flags

Name Description Data Type
Initialization_Completed Used to indicate initialization completed successfully BOOL
Link_A_Active Used to indicate Physical layer link status of Port A BOOL
Path_A_Failed Used to indicate if Path_Check_Response message was BOOL

received for Path_Check_Request message on Port A
Link_B_Active Used to indicate Physical layer link status of Port B BOOL
Path_B_Failed Used to indicate if Path_Check_Response message was BOOL
received for Path_Check_Request message on Port B
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Name Description Data Type
Path_A_Request Used to indicate if Path_Check_Request message was BOOL
sent on Port A
Path_B_Request Used to indicate if Path_Check_Request message was BOOL
sent on Port B
Port_A_Failed Used to indicate if Port A has failed BOOL
Port_B_Failed Used to indicate if Port B has failed BOOL
Table 60 specifies the BRP Beacon end node state transition table.
AN
Table 60 — BRP beacon end node state transition le
Current state Event \Nex\t;>te
/ICondition
=>Action /\
IN|TIALIZATION Initialization is completed N

Po AWSS Status

Set Lihk_A_Active

STAY IN QURRENT
STATE

/P\art A Link Fail Status
=>

Reset Link_A_Active

STAY IN QURRENT
STATE

IDLE, FAULT,
PORT_A_ACTIVE,
PORT_B_ACTIVE

Port B Link Pass Status
=>

Set Link_B_Active

STAY IN CURRENT
STATE

IDLE, FAULT,
PORT_A_ACTIVE,
PORT_B_ACTIVE

Port B Link Fail Status
=>

Reset Link_B_Active

STAY IN CURRENT
STATE

PORT_A_ACTIVE,
PORT_B_ACTIVE

Frame received from transmit node of interest on
active port

=>

Restart associated Node_Receive timer

STAY IN CURRENT
STATE
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FAULT

=>
Stop Path_B_Check timer
Reset Path_B_Failed

Reset Path_B_Request

# Current state Event Next state
/Condition
=>Action
7 PORT_A_ACTIVE Node_Receive timer expired PORT_A_ACTIVE
=>
Send Failure_Notify message on Port A to associated
transmit node
Send Path_Check_Request message on Port A
Set Path_A_Request
Start Path_A_Check timer
8 PORT_B_ACTIVE Node_Receive timer expired —JQRT_B_ACTIVE
=>
Send Failure_Notify message on Port B to associate
transmit node
Send Path_Check_Request message on Port
Set Path_B_Request
Start Path_B_Check timer <\ \
9 | PART_A_ACTIVE | Failure_Notify message is received %) LPORT A_ACTIVE
=>
Send Path_Check_Request(me
Set Path_A_Ré&que
Start Path_A_Check ti
10 | POQRT_B_ACTIVE PORT_B_ACTIVE
11 PORT_A_ASTIV E STAY IN QURRENT
FAULT Q STATE
/\ \%set ath_A_Request
12 | PART B ACTI Path, B  Check timer expired STAY IN JURRENT
FAUL \ STATE
Set Path_B_Failed
Reset Path_A_Request
13 | PORTAACTIVE; Path—€heck—Responsemessage-isreceivedonmPortA STAY-HN-EURRENT
FAULT - STATE
Stop Path_A_Check timer
Reset Path_A_Failed
Reset Path_A_Request
14 PORT_B_ACTIVE, Path_Check_Response message is received on Port B STAY IN CURRENT

STATE
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# Current state Event Next state
/ICondition
=>Action
15 IDLE, FAULT, Link_A_Active is set STAY IN CURRENT
PORT_A_ACTIVE, AND STATE
PORT_B_ACTIVE Path_A_Failed is reset
=>
Reset Port_A_Failed
16 IDLE, FAULT, Link_A_Active is reset STAY IN CURRENT
PORT_A_ACTIVE, OR STATE
PORT_B_ACTIVE Path_A_Failed is set
=>
yd
Set Port_A_Failed [
17 | iolEe Port_A_Failed is Reset N T}\\CTNE
=>
Send Beacon message on Port A
Start Beacon timer
Start Node_Receive timers >
Start Active_Port_Swap timer /_\
18 | PART A_ACTIVE | Port_A_Failed is Set ~_ | ibLE
O
19 IDLE, FAULT, STAY IN QURRENT
PQRT_A_ACTIVE, STATE
PQRT_B_A
/\C\&ase Rort_ B
20 | ID ink. B_Activé is reset STAY IN QURRENT
P STATE
P( _B/Failed is set
4 >
et Port_B_Failed
21 | iole \) Port_B_Failed is Reset PORT B_ACTIVE
=>
Send Beacon message on Port B
Start Beacon timer
Start Node_Receive timers
Start Active_Port_Swap timer
22 PORT_B_ACTIVE Port_B_Failed is Set IDLE

=>

Stop Beacon timer

Stop Path_B_Check timer
Reset Path_B_Request

Stop Node_Receive timers

Stop Active_Port_Swap timer
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# Current state Event Next state
/ICondition
=>Action
23 IDLE Port_A_Failed is Set FAULT
AND
Port_B_Failed is set
24 FAULT Link_A_Active is set FAULT
AND
Path_A_Failed is set
AND
Path_A_Request is reset
=>
Set Path_A_Request A
Send Path_Check_Request message on Port A d
Start Path_A_Check timer A (\
25 FAULT Link_B_Active is set E L\
AND
Path_B_Failed is set
AND
Path_B_Request is reset
=>
Set Path_B_Request
Send Path_Check_Request Ppt B
Start Path_B_@\tim f 6
26 FAULT Port_A_Failed is\rese IDLE
OR \/
Port_B_Failed s reset
27 PQRT_A_ACTIVE, ue ved on active port STAY IN QURRENT
PQRT_B_ACTIVE STATE
28 PORT_A_ACHVE, STAY IN QURRENT
PORT_B_. STATE
29 | PQRT A ACTINVE \wort_wap timer expired PORT B_ACTIVE
AN
4 rt_B_Failed is reset
=>
Stop Path_A_Check timer
RESEl Patl_A_Request
Start Active_Port_Swap timer
30 PORT_A_ACTIVE Active_Port_Swap timer expired PORT_A_ACTIVE

AND
Port_B_Failed is set

=>

Start Active_Port_Swap timer
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Current state

Event
/ICondition
=>Action

Next state

31 | PORT_B_ACTIVE

Active_Port_Swap timer expired
AND

Port_A_Failed is reset

Stop Path_B_Check timer
Reset Path_B_Request

Start Active_Port_Swap timer

PORT_A_ACTIVE

32 PORT B _ACTIVE

Active Port Swap timer expired

/[ PORT_B_ACTIVE

AND
Port_A_Failed is set
=>

Start Active_Port_Swap timer

8.5 BF

8.5.1

The BRP

In Table

e the d

Learning_
Path_[Check_Respo

802.1
o all mylti-byte fielde

o |EEE

General

51 to Table 66:

P Message structure

messages contain header, pa

st

~

8.5.2
Table 61
NOTE THi N.
Byte Eield Ty_np Remarks
0 Destination MAC Address UINTB8I[6]
6 Source MAC Address UINTB8I[6]
12 802.1Q Tag Type UINT16 = 0x8100
14 802.1Q Tag control UINT16 = OxE000 + optional VLAN_ID
16 BRP EtherType UINT16 = 0x80E1
18 BRP Sub-type UINT8 = 0x01
19 BRP Version UINT8 = 0x01
8.5.3 Beacon message

Table 62 specifies the format for the beacon message.
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Table 62 — BRP beacon message format

Byte Field Type Remarks

20 Message type UINT8 = 0x80

21 Source IP address UINT32 = 0x0, if source has no IP address

25 Sequence Id UINT32

29 Beacon timeout UINT32 In ys

33 Reserved UINT8[31]

64 CRC UINT32

yAERN
8.54 | earning_Update message
Table 63(specifies the format for the Learning_Update message.
Table 63 — BRP Learning_Update messdge f at

Byte Field Type \ R(%larks
20 Message type UINT8 / N@\b
21 Source IP address UINTS;\ ( § 7 . XQXO, i Urce has no IP gddress
25 Sequence Id UIWZ X / ( \>
29 Reserved \Qﬁu{swsﬁ\ \ )
64 CRC UINTI2 S
8.5.5 Failure_Notify %

Table 64

tify message.

e_Notify message format

Byte /\\ \E\le\h\ \/\ Type Remarks
20 Megsade tyge UINTS = 0x20
21 | <] souee Paddress > UINT32 = 0x0, if source has no IP 4ddress
25 Seygence I UINT32
29 se\y&j\/ UINTS[35]
64 c > UINT32
8.5.6  Path_Check_Request message

Table 65 specifies the format for the Path_Check_Request message.

Table 65 — BRP Path_Check_Request message format

Byte Field Type Remarks
20 Message type UINT8 = 0x10
21 Source IP address UINT32 = 0x0, if source has no IP address
25 Sequence Id UINT32
29 Source Port UINT8 = 0x1 or 0x2
30 Reserved UINT8[34]
64 CRC UINT32
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Table 66 specifies the format for the Path_Check_Response message.

Table 66 — BRP Path_Check_Response message format

Byte Field Type Remarks

20 Message type UINT8 = 0x08
21 Source IP address UINT32 = 0x0, if source has no IP address
25 Sequence Id UINT32 :jsigir:‘i_lf’d{gqfhﬁ message
29 Source port UINT8 = Source@ of, \

Path_ _Re@&me age
30 Reserved UINT8[34] \\\ \\
64 CRC UINT32 4 AW S

8.6 BRP Fault recovery time

The follo

e Leaf

recoy

e Faults
oppoS

physi
than

cal layer. The fayh\recove

e Fault$ occurred in
detectable in the niod

longer than i

NOTE Fa

until the ng

case recov

ilts in the ina

ving types of faults may occur in an BRP-

ite direction to the flow of be&aco

fime

~\

The fault

essages plus those occurrgd in the
ut are detectable in the nofle/switch
s two beacon timeouts whigh is less

are not
5 case is

erformance
iven worst-

_. 4
tfr - tnr +
where
te is the fault recovery time;
tor is the Node_Receive timer time out;
tig is the infrastructure propagation delay of the Failure_Notify message;
tpcr is the path check request timer time out.
EXAMPLE

Consider a network of 500 nodes with 3 layers of 8-port switches, similar to the one shown in Figure 36.

Assuming that all links have a data rate of 100 Mbit/s and a data frame size of 1 522 octets, the data frame
transmit time plus inter-frame gap time is about 124 ps.

The Failure_Notify message size is 68 octets, its transmit time plus inter-frame gap time is about 8 ps.

Assuming the worst-case message queuing in the switch, the Failure_Notify message delay in each switch is:

124 us + 8 us = 132 ps.
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The total delay of the Failure_Notify message travelling through the longest path of the network infrastructure is:

tiy = 8 us + (132 x 6) ys + 8 ps = 808 ps = 0,81 ms.

Assuming that Node_Receive timer time out t,. = 2 ms, and Path_Check_A_Request timer time out t . = 2 ms,
and also assuming that Path_Check_B_Request timer is set to the same time as the Path_Check_A_Request timer:

8.7

tr =2ms + 0,81 ms + 2 ms = 4,81 ms.

BRP Service definition

8.7.1 Supported services

8.7.2 Common service parameters

The following service parameters are

eters and
us. The following services are provided:
set ngde parameters;

get npde parameters;

add njode receive parameters;
remoye node receive parameters;

get npde status.

This
(String32)
Sour¢e MAC addre

This parameter is
sent.

(Strin

Desti
This
sent.

NodeFLName
has been

has been

VLAN-D
This parameter contains the VLAN identifier.

(String32)

Status
This parameter contains description of the positive response to a service request.

(String128)

Error info
This parameter contains description of the negative response to a service request.

(String128)

8.7.3 Set node parameters service

Table 67 shows the parameters of the set node parameters service.
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Table 67 — BRP set node parameters service parameters

Parameter name Req Ind Rsp Cnf

Argument M M(=)

Node name M M(=)

Source MAC address M M(=)

Destination MAC address M M(=)

Node type M M(=)

Beacon timer reload value c C(=)

No_Beacon timer reload value Cc C(=)

Path_A_Check umer relfoad value ™ M=)

Path_B_Check timer reload value M M(=) /\< (\

Active_Port_Swap timer reload value M M(=) < \ \

Number of designated nodes Cc C(s

Designated node list Cc (= \\\ \

VLAN D c e OS] D
/ ’

Result (+) A K g . \ s s(e)
Node name A > / (\ > M M(=)
Source MAC address \ \ \ ) M M(=)
Destination MAC address /X \ M M(=)
Status ( (N > M M(=)

Result () N\ 1A ) s s(=)
Node na&e \ \ M M(=)
Sé\ur% Mi@ addr%s \ M M(=)
Destin@tiomWAG. addre’s M M(=)
E@r\l\%\ j M M(=)

(Unsigred-32y

No_Beacon timer reload value
This parameter contains the value of the No_Beacon timer in microseconds.

(Unsigned 32)

Path_A_Check timer reload value
This parameter contains the value of the Path_A_ Check timer in microseconds.

(Unsigned 32)

Path_B_Check timer reload value
This parameter contains the value of the Path_B_Check timer in microseconds.

(Unsigned 32)

Active_Port_Swap timer reload value
This parameter contains the value of the Active_Port_Swap timer in seconds.

(Unsigned 32)
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Number of designated nodes
This parameter contains the number of nodes in designated node list.

(Unsigned 16)

Designated node list
This parameter contains the list of MAC addresses of designated nodes. It is applicable to
beacon end nodes.

(Array of OctetString16)

Result (+)
This parameter indicates that the service request succeeded. The following fields are included
in the response:

Node me VRN
Sour¢e MAC address
Destination MAC address
Statu

Result (-
This pargmeter indicates that the service request failed and
applicable. The following fields are included in the resp

onditions, when

Node|name
Sour¢e MAC address

Destination MAC address
Errorlinfo

8.7.4 Get node para

Table 68|shows the pa ameters service.

arameters service parameters

/\\ \Pa\ra teh/ah\g Req Ind Rsp Cnf

Argdenh, \ (N N/ M| M)
LN v e

N Souges MAC\addréss M M(=)
\ \%sth\wc address M M(=)
)

Result (+) S S(=)
Node name M M(=)
Manufacturer M M(=)

Version M M(=)

Destination MAC address M M(=)
Node type M M(=)
Beacon timer reload value c C(=)
No_Beacon timer reload value c C(=)
Path_A_Check timer reload value M M(=)
Path_B_Check timer reload value M M(=)
Active_Port_Swap timer reload value M M(=)
Number of designated nodes Cc C(=)
Designated node list c C(=)
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The arglment conveys the parameters of the service request. T
parametdrs for this service.

Result (+)
This pargmeter indicates that the service request succeeded. T
in the regponse.
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Parameter name Req Ind Rsp Cnf

VLAN ID c C(=)

Result (-) S(=)
M(=)
M(=)
M(=)
M(=)

Node name
Source MAC address
Destination MAC address

A

Error info

Argument N

Manufacturer
This b;[jlrameter contains the name of the manufa

(VisibleString255)

Versipon
This parameter contains the vergion™\of
downward compatible with the versj

specific

included

shall be
pde shall

accept packets from end nodes sup i R pports. A

BRP ignore extended payload cq

ntents in

knowh packets from end ighs higher than the one it supports.

(Unsigned32)

Beacpn timer reload va
This | parameter

(Unsigned 32{%
No_Beacon t 3
This parameter gqntai 2lde vfthe No_Beacon timer in microseconds.

(Unsi

Path A :
This pararmeter cexntains th

the beacon timer in micrg

seconds.

(Unsigred323
Active_Port_Swap timer reload value

This parameter contains the value of the Active_Port_Swap timer in seconds.
(Unsigned 32)

Number of designated nodes
This parameter contains the number of nodes in designated node list.

(Unsigned 16)

Designated node list
This parameter contains the list of MAC addresses of designated nodes. It is app
beacon end nodes.

(Array of OctetString16)

licable to
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Result (-)
This parameter indicates that the service request failed and specifies error conditions, when
applicable. The following fields are included in the response:

Node name

Source MAC address
Destination MAC address
Error info

8.7.5 Add node receive parameters service

Table 69 shows the parameters of the add node receive parameters service.

N
Table 69 — BRP add node receive parameters service p mete\s\

Parameter name Req Ind @é& bn\f
Argument M M(j)/\

Node name M M(=\)\ \
Source MAC address M M= \ \
Destination MAC address /M/—\\M(_

Transmit node MAC address ( M (\ M(

Node receive timeout < \M// =) N

& NS\

Result (+) \ S S(=)
Node name \ > M M(=)
Source MACé}szs/\\ \) S M M(=)
Destmatlﬁ\ M)‘:C\ack&es;_\ M M(=)
Status M M(=)
9 K < \\/

Result ( S S(=)
RN v e

/\S%}Na NC ddre\s§ M M(=)
De\s\tm&orWAC\adéress M M(=)
SRR o e

Argument

The argument conveys the parameters of the service request.

Transmit node MAC address
This parameter contains MAC address of transmit node of interest.

(VisibleString16)

Node Receive Timeout
This parameter contains associated node receive timeout in microseconds.

(Unsigned 32)

Result (+)
This parameter indicates that the service request succeeded. The following fields are included
in the response.


https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

Node name

Source MAC address
Destination MAC address
Status

Result (-)

- 160 —
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This parameter indicates that the service request failed and specifies error conditions, when
applicable. The following fields are included in the response:

Node name
Source MAC address
Destination MAC address

Error info
8.7.6 Remove node receive parameters service
Table 70(shows the parameters of the remove node receive pa
Table 70 — BRP remove node receive parameferss¢ vWa eters
Parameter name /(eq \In\d Rsp\ Cnf
Argument A \@ N(=\
Node name /\ A > M ( (M\9=)\>
Source MAC address \M M(=))
Destination MAC address /L \M\ M(=)
Transmit node MAC addre%s (\ \M > M(=)
< (\\\) \&
Result (+) T ONAN s S(=)
poge dame” NN NN D M| ME)
“Qopreg MAC adbicess M M(=)
Dﬁ%atﬁn\l\m ad\dcébs\ M M(=)
Qe NN/ w | o
O RResuel N\ s | s
. \ode name” M| ME)
Wurc MAC address M M(=)
Destination MAC address M M(=)
Error info M M(=)
Argument

The argument conveys the parameters of the service request.

Transmit node MAC address
This parameter contains MAC address of transmit node to be removed from Node Receive

timers.

(VisibleString16)

Result (+)

This parameter indicates that the service request succeeded. The following fields are included
in the response.
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Node name

Source MAC address
Destination MAC address
Status

Result (-)

- 161 -

This parameter indicates that the service request failed and specifies error conditions, when
applicable. The following fields are included in the response.

Node name
Source MAC address
Destination MAC address

Error info yAERN
8.7.7 Get node status service
Table 71|shows the parameters of the get node status service.
Table 71 — BRP get node status service m
Parameter name /(eq \In\d Rsp\ Cnf
Argument i \@ N(=\
Node name A > M ( (M\9=)\>
Source MAC address \M M(=))
Destination MAC address /L \M\ M(=)
Result (+) Q ( X \) s s(=)
Node narﬁw\a\ N (‘\ \/ M M(=)
Swe I\kQC ad(%gs \ \ M M(=)
WKQAAC é@re}\ M M(=)
Nod/e\&pe \J\ M M(=)
Nge Status N\ N/ M| ME)
/\P&K\l\stﬁ\u;\ \ M M(=)
</\ Po&\&atu M M(=)
RSsult (1)) s | s
Node name M M(=)
Source MAC address M M(=)
Destination MAC address M M(=)
Error info M M(=)
Argument

The argument conveys the parameters of the service request.

parameters for this service.

Result (+)

There are no specific

This parameter indicates that the service request succeeded. The following fields are included

in the response.

Node status

This parameter contains the value representing node status.

(OctetString16)


https://iecnorm.com/api/?name=537f62e5a004418e24edce7f08f51d57

	CONTENTS
	FOREWORD
	INTRODUCTION
	1 Scope
	2 Normative references
	3 Terms, definitions, abbreviated terms, acronyms, and conventions
	3.1 Terms and definitions
	3.2 Abbreviated terms and acronyms
	3.3 Conventions
	3.4 Reserved network addresses

	4 Concepts for high availability automation networks
	4.1 Characteristics of application of automation networks
	4.2 Generic network system
	4.3 Safety
	4.4 Security
	4.5 Conformance

	5  MRP – Media Redundancy Protocol based on a ring topology
	5.1 MRP Overview
	5.2 MRP Media redundancy behaviour
	5.3 MRP Class specification
	5.4 MRP Service specification
	5.5 MRP Protocol specification
	5.6 MRP Installation, configuration and repair

	6 PRP – Parallel Redundancy Protocol
	6.1 PRP Principle of operation
	6.2 PRP protocol specifications
	6.3 PRP service specification
	6.4 PRP Management Information Base
	6.5 PRP Protocol Implementation Conformance Statement (PICS)

	7 CRP – Cross-network Redundancy Protocol
	7.1 CRP Overview
	7.2 CRP Nodes
	7.3 CRP LAN topology
	7.4 CRP Key components
	7.5 CRP Protocol

	8 BRP – Beacon redundancy protocol
	8.1 BRP Overview
	8.2 BRP Principle of operation
	8.3 BRP stack and fault detection features
	8.4 BRP Protocol specification
	8.5 BRP Message structure
	8.6 BRP Fault recovery time
	8.7 BRP Service definition

	Annex A (informative) Classification of networks
	Annex B (informative) Availability calculations 
	Annex C (normative) Network management information base
	Annex D (informative) PRP algorithm as pseudo-code
	Bibliography
	Figures
	Figure 1 – General network elements (tree topology)
	Figure 2 – Example of tree topology
	Figure 3 – Example of linear topology
	Figure 4 – Example of ring topology
	Figure 5 – Example of a partially meshed topology
	Figure 6 – Example of fully meshed topology
	Figure 7 – Single LAN structure without redundant leaf links
	Figure 8 – Single LAN structure with redundant leaf links
	Figure 9 – Redundant LAN structure without redundant leaf links
	Figure 10 – Redundant LAN structure with redundant leaf links
	Figure 11 – Conformance test overview
	Figure 12 – MRP stack
	Figure 13 – MRP ring topology with one manager and clients
	Figure 14 – MRP MRM in an open ring
	Figure 15 – MRP ring with more than one MRM
	Figure 16 – MRP Protocol machine for MRM
	Figure 17 – MRP protocol machine for MRC
	Figure 18 – PRP general redundant network example
	Figure 19 – PRP Redundant network example as two LANs (bus topology)
	Figure 20 – PRP redundant ring example with SANs and DANPs
	Figure 21 – PRP single ring with DANPs in SRP mode
	Figure 22 – PRP two DANPs communicating
	Figure 23 – PRP redundancy box, transition from single to double LAN
	Figure 24 – PRP frame extended by an RCT
	Figure 25 – PRP Tagged frame extended by an RCT
	Figure 26 – PRP constructed, padded frame closed by an RCT
	Figure 27 – PRP Drop window on LAN_A
	Figure 28 – PRP drop window reduction after a discard
	Figure 29 – PRP frame from LAN_B was not discarded
	Figure 30 – PRP synchronized LANs
	Figure 31 – CRP Stack architecture
	Figure 32 – CRP single LAN topography
	Figure 33 – CRP double LAN topology
	Figure 34 – CRP DiagnosticFrame pair approach
	Figure 35 – CRP Example system
	Figure 36 – BRP star network example
	Figure 37 – BRP linear network example
	Figure 38 – BRP ring network example
	Figure 39 – BRP stack architecture
	Figure 40 – BRP state diagram of end node
	Figure 41 – BRP state diagram for beacon end node
	Figure B.1 – General symmetrical fault model
	Figure B.2 – Simplified fault model
	Figure B.3 – Asymmetric fault model
	Figure B.4 – Network with no redundancy
	Figure B.5 – Network with no single point of failure
	Figure B.6 – Network with resiliency to second failure

	Tables
	Table 1 – Examples of application grace time
	Table 2 – Examples of redundancy protocols
	Table 3 – MRP Start MRM
	Table 4 – MRP Stop MRM
	Table 5 – MRP Change State
	Table 6 – MRP Start MRC
	Table 7 – MRP Stop MRC
	Table 8 – MRP Read MRM
	Table 9 – MRP Read MRC
	Table 10 – MRP IEEE 802.3 DLPDU syntax
	Table 11 – MRP OUI
	Table 12 – MRP MulticastMACAddress
	Table 13 – MRP TagControlInformation.Priority field
	Table 14 – MRP LT field
	Table 15 – MRP APDU syntax
	Table 16 – MRP Substitutions
	Table 17 – MRP_TLVHeader.Type
	Table 18 – MRP_Version
	Table 19 – MRP_Prio
	Table 20 – MRP_PortRole
	Table 21 – MRP_RingState
	Table 22 – MRP_Interval
	Table 23 – MRP_Transition
	Table 24 – MRP_TimeStamp
	Table 25 – MRP_Blocked
	Table 26 – MRP_DomainUUID
	Table 27 – MRP Local variables of MRM protocol machine
	Table 28 – MRM state machine
	Table 29 – MRP Local variables of MRC protocol machine
	Table 30 – MRC State machine
	Table 31 – MRP functions
	Table 32 – MRP FDB clear timer
	Table 33 – MRP topology change timer
	Table 34 – MRP network/connection parameters
	Table 35 – MRP MRM parameters
	Table 36 – MRP MRC parameters
	Table 37 – PRP_Supervision frame with VLAN tagging
	Table 38 – PRP constants
	Table 39 – PRP arguments
	Table 40 – PRP arguments
	Table 41 – PRP Write
	Table 42 – PRP read
	Table 43 – CRP Example Network_Status_Table for node 3
	Table 44 – CRP Network_Status_Table for singly connected nodes
	Table 45 – CRP Network_Status_Table for DANC
	Table 46 – CRP Path_Status_Sets
	Table 47 – CRP Example of a Path_Status_Set 
	Table 48 – CRP configuration attributes impact on LAN operation
	Table 49 – CRP DiagnosticFrame format
	Table 50 – CRP AnnunciationFrame
	Table 51 – CRP unicast destination address handling
	Table 52 – CRP configuration parameters
	Table 53 – CRP set assignment info service parameters
	Table 54 – CRP get redundancy info service
	Table 55 – CRP put redundancy info service
	Table 56 – CRP get statistics service
	Table 57 – BRP end node flags
	Table 58 – BRP end node state transition table
	Table 59 – BRP beacon end node flags
	Table 60 – BRP beacon end node state transition table
	Table 61 – BRP common header with IEEE 802.3 tagged frame format
	Table 62 – BRP beacon message format 
	Table 63 – BRP Learning_Update message format 
	Table 64 – BRP Failure_Notify message format 
	Table 65 – BRP Path_Check_Request message format 
	Table 66 – BRP Path_Check_Response message format 
	Table 67 – BRP set node parameters service parameters
	Table 68 – BRP get node parameters service parameters
	Table 69 – BRP add node receive parameters service parameters
	Table 70 – BRP remove node receive parameters service parameters
	Table 71 – BRP get node status service parameters
	Table A.1 – Code assignment for the <TYPE> field
	Table A.2 – Code assignment for the <PLCYleaf> field
	Table A.3 – Code assignment for the <TPLGY> field
	Table A.4 – Code assignment for the <ITYPE> field




