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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 2: Guidelines for single event effects
testing for avionics systems

FOREWORD
The International Electrotechnical Commission (IEC) is a worldwide organization f pmprising
all ndtional electrotechnical committees (IEC National Committees). The promote
interngtional co-operation on all questions concerning standardization in the e{ecthic Pelds. To
this ehd and in addition to other activities, IEC publishes International fications,
Technfical Reports, Publicly Available Specifications (PAS) and Guijdes as “IEC
Publigation(s)”). Their preparation is entrusted to technical committees; aR nterested
in thgd subject dealt with may participate in this preparatory wor 2 and non-
goverpmental organizations liaising with the IEC also participate i bs closely
with the International Organization for Standardization (ISO) anditions determined by
agreement between the two organizations.
The fgrmal decisions or agreements of IEC on technical matiers s possible, an intgrnational
consehsus of opinion on the relevant subjects since @akt . cominjttee has representation from all
interegted IEC National Committees.
IEC Publications have the form of recom and are accepted by IEQ National
Comnlittees in that sense. While all reasonable effqrts \ re that the technical contdnt of IEC
Publidations is accurate, IEC cannot be 3 the way in which they are used gr for any
misinterpretation by any end user.
In order to promote internatiopal uniformit blications
transparently to the maxinum ‘e L vergence
betwegn any IEC Publication\and the dicated in
the lafter.
IEC itpelf does nof _provide onformity
assespment seryi i e for any
servicps carried oyt by |
All us
No lia ors, employees, servants or agents including individual eXperts and
memb 3 EC National Committees for any personal injury, property damage or
other ; 3 whatsoever, whether direct or indirect, or for costs (including legal fees) and
expen \ jcation, use of, or reliance upon, this IEC Publication or any ¢ther IEC
Publid 9
Attent ative references cited in this publication. Use of the referenced publications is
indisp ef application of this publication.
Attentjon is"draw! possibility that some of the elements of this IEC Publication may be the pubject of
paten{ rights”’IEC shafl not be held responsible for identifying any or all such patent rights.

International Standard IEC 62396-2 has been prepared by IEC technical committee 107:
Process management for avionics.

This standard cancels and replaces IEC/TS 62396-2 published in 2008. This first edition
constitutes a technical revision.

This first edition includes the following significant technical changes with respect to the
technical specification IEC/TS 62396-2.

a) Clause 5 information expanded including additional information in sections on heavy ion

data, neutron and proton data and thermal neutron data.

b) The neutron sources Clause 6 has been updated, Figure 1 now contains data on
additional radiation simulators, and Figure 2 contains more recent data with results for
feature sizes below 100 nm. A new Figure 3 contains data on low energy neutron

(< 10 MeV) SEU percentage fraction.
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c) The sources of existing data (radiation SEE data) table has been split in to two tables: one
for post 2000 sources and the other for pre 2000 sources which is now in Annex A.

d) The Anita spallation neutron source has been added to Clause 7.

e) A new subclause, 7.4.5, has been added on whole system and equipment testing.

f) A new subclause, 8.4, provides a comparison between accelerator based neutron sources.

dg) A new subclause, 8.5, compares the influence of upper neutron energy for neutron
sources.

The text of this standard is based on the following documents:

FDIS Report on voting
107/186/FDIS 107/192/RVD

Full infgrmation on the voting for the approval of this standard cark be\f
voting indicated in the above table.

e ra.;port on

This publication has been drafted in accordance with the I3

A list ¢f all parts in the IEC 62396 series, published Process
managelment for avionics — Atmospheric radiation effects c 9 Dsite.

The committee has decided that the €Contents i ed until
the stability date indicated on the IEG he data
related {o the specific publication. At this

* reconfirmed,
* withdrawn,
* replaced by a revise

« amepded.

A bilinglial edition

IMPORY r inside' logo on the cover page of this publication indicates
that it i oups which are considered to be useful for the c¢orrect
underst its contents. Users should therefore print this document using a
colour printer:
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INTRODUCTION

This industry-wide international standard provides additional guidance to avionics systems
designers, electronic equipment component manufacturers and their customers to determine
the susceptibility of microelectronic devices to single event effects. It expands on the
information and guidance provided in IEC 62396-1.

Guidance is provided on the use of existing single event effects (SEE) data, sources of data
and the types of accelerated radiation sources used. Where SEE data is not available
considerations for testing are introduced including suitable radiation sources for providing
avionics SEE data. The conversion of data obtained from differing radiation sources into
avionics SEE rates is detailed.

@%
8
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 2: Guidelines for single event effects
testing for avionics systems

1 Scope

This paH of IEC 62396 aims to provide guidance related to the testing icroel|ectronic
devices|for purposes of measuring their susceptibility to single event effests induced by
atmospheric neutrons. Since the testing can be performed in a t ways,

using d|fferent kinds of radiation sources, it also shows how the\test bsed to
estimate the SEE rate of devices and boards due to atmospherig titudes.

Although developed for the avionics industry, this process’may industrial

sectors.

2 Normative references

The foll erenced in this document and

are indip the edition cited applies. For
undated references, erenced document (including any
amendments) applies.

IEC 62396-1:2012, Proces Qr avion|cs — Atmospheric radiation effects |- Part 1:
Accommodation of at via single event effects within avionics
electrorlic equipm

IEC/TS [62396-3, :r y g r avionics — Atmospheric radiation effects 4 Part 3:
Optimis _Sigr mdate the single event effects (SEE) of atmspheric
radiatio

IEC/TS agement for avionics — Atmospheric radiation effects 4 Part 4:
Guidelin n/ng with high voltage aircraft electronics and potential single event
effects

IEC/TS [62396-5, Process management for avionics — Atmospheric radiation effects 4 Part 5:
Guidelinesfor assessing thermal neutron fluxes and effects in avionics systems

3 Ter

ms and definitions

For the purpose of this document, the terms and definitions given in IEC 62396-1 apply.

4 Abbreviations used in the document

ANITA Atmospheric-like Neutrons from thick TArget (TSL, Sweden)
BL1A, BL1B, BL2C Beam line designations at the TRIUMF facility (Canada)
BPSG Borophosphosilicate glass

CMOS Complementary metal oxide semiconductor

COTS Commercial off-the-shelf

D-D

Deuterium-deuterium
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DRAM
D-T

DUT

E
EEPROM
EPROM
ESA

eV

FIT
FPGA

-8 - 62396-2 © IEC:2012(E)

Dynamic random access memory

Deuterium-tritium

Device under test

Energy

Electrically erasable programmable read only memory
Electrically programmable read only memory
European Space Agency

Electron volt

Failures in time (failures in 10° hours)

Field programmable gate array

GeV
GNEIS
GSFC
GV
IBM

IC

ICE

IEEE Trans. Nucl. Sci.

IUCF
JEDEC
JESD
JPL
LANSCE
LET
LETth
MBU
MCU
MeV
NASA
PIF
PNPI
PSG
QMN
RADEC
RAM
RCNP

Giga electron volt
Gatchina Neutron Spectrometer (Russia)
Goddard Space Flight Center
Giga volt (rigidity unit)
International Business Machines
Integrated circuit

Irradiation of Chips and Electroni

autical and Space Agency
jation Facility (TRIUMF, Canada)

PhospHhosilicate glass

asi-monoenergetic neutrons

adiations, effets sur les composants et systémes.
Random access memory

Research Center of Nuclear Physics (Osaka, Japan)

RvVC
SBU
SDRAM
SEB
SEE
SEFI
SEGR
SEL
SEP
SER
SET
SEU
SHE

Result of voting (IEC)

Single Bit Upset

Synchronous dynamic random access memory
Single event burn-out

Single event effect

Single event functional interrupt
Single event gate rupture
Single event latchup

Solar energetic particles

Soft error rate

Single event transient

Single event upset

Single event induced hard error
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SRAM Static random access memory

SW Software

TID Total ionizing dose

TNF TRIUMF neutron facility (TRIUMF, Canada)
TRIUMF Tri-University Meson Facility (Canada)

TSL Theodor Svedberg Laboratory (Sweden)

WNR Weapons Nuclear Research (Los Alamos USA)

5 Obtaining SEE data

51 Typesof SEE data

The type of SEE data available can be viewed from many different pergpectives. indicated,
the SEH testing can be performed using a variety of radiation source i induce
single gvent effects in ICs. In addition, many tests are performed on \ndivi iPes, but
some tgsts expose an entire single board computer to radiatio i te SEE.
Howevelr, a key discriminator is deciding on whether existing § [ used is
availablg, or whether there really is no existing data and thé % & evice or

board of interest has to be carried out.

5.2 Use of existing SEE data
5.2.1 General

The simplest solution is to find previou
available on SEE caused by heavy io

may be
butrons.

Heavy-i ization by
the prin eful for
screenil r space
applicat er, high-
energy indergo
very sinmilar nuclgax_i ) i i ) ials. , isti on data
and exip pvice of
interest se SEE
in somg es (see
section

5.2.2

An impd bavy ion
SEE tegti r space
applicat : used to
calculate«SEE data from hlgh energy neutrons and protons by utlllzmg a number of different
calculatiom |||t:u|uu> but—this luqunub the—activemvotvenmrentof a radiatiomreffects xpert in

the process. Heavy ion testing is characterized by the LET (linear energy transfer) of the ions
to which the ICs are exposed. The LET is the energy that can be deposited per unit path
length, divided by the density (units of MeV-cm2/mg). With neutron SEE, secondary particles
or recoils created by the neutron interactions act as heavy ions, and the highest possible LET
of neutron-induced recoils in silicon is ~15 MeV-cm2/mg [1, 2]1. Thus, any device tested with
heavy ions that has a LET threshold > 15 MeV-cm2/mg will be immune from neutron-induced
SEE. In a recent paper summarizing SEE testing at NASA-GSFC [3], 21 ICs of various types
were tested with only heavy ions and eight of them (~40 %) had LET thresholds
> 15 MeV-cm2/mg for diverse SEE effects.

However, for the rare commercial SRAMs that are susceptible to SEL from heavy ions [4], this
susceptibility can be increased due to the presence of small amounts of high Z materials

1 Numbers in square brackets refer to the Bibliography.
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within the IC, e.g., tungsten plugs, because higher Z recoils are created which can cause SEE
reactions due to their higher values of LET. The high Z materials also lead to higher proton
and neutron SEL cross-sections due to the neutron/proton reactions producing these recoils
with higher LET and energy. Therefore heavy ion SEL cross-sections need to be examined
carefully for applicability to proton-neutron SEL susceptibility caused by embedded high Z
materials in the SRAMs. A suggested conservative value of LET threshold above which a
device can be considered immune from SEL induced by neutrons is 40 MeV-cm2/mg [4].
However, this caution does not apply to the primary rationale given above for eliminating
some devices from consideration for neutron SEE sensitivity based on heavy ion SEE testing,
since only some devices incorporate these higher Z materials and the limitation applies to
SEL.

Heavy j neutron
environ ers who
have ex itly, when
SEE da n single
event te y ions
5.2.3

If SEE frons or
protons : pbrder to
calculat ‘ vendors for their gtandard
applicat e ' different units, FIT units,
where 0 icel i to~apply at ground level|

IC deviq i 8 deyices which had been tested, pecome
obsolet¢ and are replaced by new dev ces o been tested. The fact that a device
is made y ] pe-as the one it replaced does npt mean
that the Mt i igs directly to the newer device. |n some
cases, $mall changes | i manufacturing process can have a large gffect in
altering|the SEE resp sut i cases; the effect on the SEE response jmay be
minimal

5.2.4

There i$ pallation
neutron thermal
neutron ight it is
possiblg 'e are a
number D,

A continpuing probtepy” with the existing SEE data is that there is no single database that
containg all,of the neutron or proton SEE data. Instead, portions of this kind of SEE data can
be found published in many diverse sources. 1he SEE data in the larger databases is mainly

on much older devices, dating from the 1990s and even 1980s, and is primarily from heavy
ion tests that were performed for space applications and not from testing with protons and
neutrons.

5.3 Deciding to perform dedicated SEE tests

If existing SEE data is not available, for any one of the many reasons discussed above and
which will be further expanded upon below, then there is no real alternative but to carry out
one’s own SEE testing. The advantage of such a test is that it pertains to the specific device
or board that is of interest, but the disadvantage is that it entails making a number of
important decisions on how the testing is to be carried out. These pertain to selecting the
most useful test article (single chip or entire board), nature of the test (static or dynamic
(mainly applicable to board testing), assembling a test team, choosing the facility that
provides the best source of neutrons or protons for testing, scheduling and performing the test,
coping with uncertainties that appear during the test and, finally, using the test results to
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calculate the desired SEE rate for avionics. Many of these issues will be discussed in the
following clauses.

6 Availability of existing SEE data for avionics applications

6.1 Variability of SEE data

Because of the diverse ways that SEE testing is carried out, and the multitude of venues for
how and where such data is published, the availability of SEE data for avionics applications is
not a simple matter.

6.2 TypesofexistingSEEdatathatmaybeuse
6.2.1 General

SEE data can be derived from a number of different kinds of tests\anyg iffigrences
between these tests need to be understood in order to € ningful.
Although there are many different types of single event eff ‘ of this
internatjonal standard, the focus is on three of them: sing c ingle event
functional interrupt (SEFI) and single event latchup . Sk i energy

deposited by an energetic particle leading to a single bi i ipped\in its logic state. The
main types of devices that are susceptible to SEU s, both

SRAMs [and DRAMSs), field programmable gate arrs SRAM-
based gonfiguration) and microproces e™sact A SEFI
refers tq S which it
is operdting not functioning properly. A i Ne i U in a control registef, which
can affg¢ct the device itself, but can dlso be “aropagated to another device on thg board,
leading [to board malfunction. SEL refers t deposited in a CMOS device thpt leads
to the tyrning on of a parasiti s whichMisually results in a high current in the
device and a non-functioni . Hi auirons in the atmosphere can indufe all of
these €fffects: SEU, 3% a iconductor devices are operated |at high
voltage [stress (200 V and\g ubject to single event burn-out, SEB ar single
event gate ruptu@E seeffectS are covered in detail in IEC/TS 62396-4.

One of the importapt [ aptions to be used in this international standard is that,

for single event , SEFI and SEL, the response from high energy|protons,
i.e., those with b€ same as that from high energy neutrons of tHe same
energy.| The{SEE generally measured in terms of a cross-section (cim?/dev),
S df a given type divided by the fluence of particles to which the
device . gd.. Thexefore, for the SEU, SEFI and SEL cross-sections deternfined by
measurem dade With’high energy protons can be used as the cross-sections for high
energy [atmospheric Neutrons. This is far more than an assumption, since it hgs been
demonstrated) by diggct measurement in many different devices see [5, 6, 7, 8, 9] and
IEC 62396:1. In these references, SEU was measured in the same devices using
monoenergetic proton beams and using the neuiron beam from the Weapons Neutron
Research (WNR) facility at the Los Alamos National Laboratory. The energy spectrum of the
neutrons in the WNR is almost identical to the spectrum of neutrons in the atmosphere. An
estimate of the SEE rate at aircraft altitudes in a device can be obtained by the simplified
equation:

SEE rate per device = 6 000 [n/cmZ2-h] x avionics SEE cross-section [cmZ2 per device] (1)

Here, the integral neutron flux in the atmosphere, £ >10 MeV, is taken to be 6 000 n/cmZ2-h,
the approximate flux at 40 000 ft (12,2 km) and 45° latitude as in IEC 62396-1, this flux is
suitable for devices with feature size above 150 nm. This shows the importance of the SEE
cross-section. As indicated above, the avionics SEE cross-section is taken to be the SEE
cross-section obtained from SEE tests with a spallation neutron source such as the WNR, and
also with a proton or neutron beam at energies > 100 MeV. The simplified approach of
Equation (1) is used in IEC 62396-1 and is the nominal flux under the above conditions. For
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devices with feature size below 150 nm the relevant neutron flux will be higher than
6 000 n/cm2-h because the threshold energy will be lower than 10 MeV, therefore the
threshold energy (and flux) used for estimation must be clearly shown and validation
demonstrated, see IEC 62396-1.

A more elaborate approach for calculating the SEE rate is to utilize a number of
measurements of the SEE cross-section as a function of neutron or proton energy, and
integrate the curve of the SEE cross-section over energy with the differential neutron flux. The
details for this approach are given in the standard JESD-89A [10], although the neutron flux
given in this standard is at ground level and would have to be multiplied by approximately a
factor of 300 to make it relevant to avionics applications (see 6.2.3).
cross-
V{R, b) a
monoenlergetic proton beam and c) a quasi-monoenergetic neutron er SEE
data th@t are also valuable are SEU cross-sections made with & 34 MeV
neutron| beam. Based on comparisons of SEU cross-section ithaf14 MeV

neutron|beam and the WNR, the WNR SEU cross-section is pro' f1,5to
2 highen than the 14 MeV SEU cross-section for relativel S ire size

Thus thé data that is most valuable for estimating the SEE rate in avionicg
section [measurements made with: a) a spallation neutron source s

< 0,5 wm), and a factor of 4 times higher for older device y y latest
devices| the factor is close to 1. In general, there are S S acilities
around fthe world for neutron soft error rate testing Y ' idered in
referenges [11, 12]. Calculation of soft-error rate-de¢ e combinatioh of the

kKind of practical threshold
a fixed value and gtFneraIIy

energy {o determine the neutron flux,<but™
decreasfes as scaling of device proceeds. " threshold has been used for
devices|with geometry above 100 nm ron flux
determination must be clearly shown (and d t ' i device
technolggy.

6.2.2 Sources of data,

As indiclated abo S
are being made@
a) Spa¢ izati
b) IC ve

refel
sam

tE rates

ing;
es to measure the upset rate at ground level [whjich they
(SER), rather than the SEU rate, although the terms have the

c) Aviopi e neutron sources to measure the upset rate at aircraft levels.

General aken and reported by government agencies contains most if njot all of
the releyant.information, including identifying the specific IC devices tested and provifling the
measur¢d. SEU cross-sections in unambiguous units. This applies to most of the profon data
taken and reported by NASA in the open literature by the NASA centres at GSFC and JPL.
GSFC and JPL invariably publish almost all of the proton SEE data that they take. However,
even though they disseminate essentially all of the results from the proton SEE testing that
they carry out, this is data that is usually reported in the open literature in an inclusive
compilation that contains results from SEE testing with both heavy ions and protons, thus the
proton SEE data has to be carefully sought out. Examples of the most recent NASA-GSFC
compilations of SEE testing containing proton SEE test results are given in [13, 14, 15, 16],
and examples of JPL reports of SEE testing containing proton SEE test results are given in
[17, 18, 19]. Other governmental agencies do not necessarily publish the results from all of
the proton SEE tests that they perform.

Data from the other sources, primarily private companies, is not nearly as accessible. IC
vendors perform a large number of tests, but only a small fraction of that data is reported
upon in the open literature. Furthermore, when the SEE data from IC vendors is published,
the results are often disguised, so that the identity of the devices tested or the part number
are usually hidden by using an arbitrary designation and the results are expressed in units
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that are ambiguous at best and often of little use quantitatively. Sometimes, the data is
expressed in FIT units, which means errors per 10 device hours; however, this does not
incorporate information on how many bits are included in the device. If only the FIT value is
given, this can be converted into a SEE cross-section by using the FIT definition and dividing
by 13 (13 n/cm2-h is the flux of high energy neutrons (E > 10 MeV) at ground level in New
York City, which is the value recommended by the JESD-89A standard [10] and so most often
used.) Thus, FITx10-9/13 gives the SEE cross-section in cm2/device.

Some reports give the SER rate in units of FIT/Mbit, which allows the SEE cross-section per
bit to be calculated by multiplying as follows (FIT/Mbit) x 10-15/13 to obtain the SEE cross-
section in cm?2/bit. Other papers report the FIT value in arbitrary units which allows the
authors to show how the FIT rate varies with a particular parameter (e.g., applied voltage), but
it allowg o quantitative assessment to be made of the SEE cross-sectiof. Exampigs|of such
reports using FIT rates are given in [6], [20, 21, 22, 23].

Most off the SEE data that has been discussed comes from the\S individual
componients, placing those devices in a beam of neutrons or prg itoci hanges
in the sfatus of the device for errors. A typical procedure is g fi R i pry in a
RAM wjth a specified bit pattern and monitor that merr it Flips i Dr more
addressies. However, some tests are done using an entire beard QM i rror has
occurred. In this case, the malfunction of the board is inthcati e ccurred,

and such an error is referred to as a SEFI, but the f nct' aI i iondis i d rather
than the actual device being irradiated. e b or two
devices|are exposed to the particles in error is

a SEE ip those devices. However, thisi i tland it may be that the device
in the bgam experienced the initial erro - ' e board,
and faulty performance of the latter devi

There dre some reports 0 i i , re less
common. rds that
will be ised on manne b brotons,
and while it is recorded R \ ailable,
examplgs are gi S reen all
of the dpvices fo e event
latchup, 4. Other
govern sults of
these t%v terature, but are not included in any organized dptabase.
In addiff carry out such board level testing, often for the bgnefit of
specific applications (neutron tests for avionics vendors) of space
applicat dactests\for low earth orbit spacecraft contractors), and this data is rarely
reported 0 erafure. By 2005 the number of user groups had grown to more(than 25,
but the rati oups that published their results had not changed much.

6.2.3 Data based on the use of different sources

6.2.3.1 Obtaining SEE data using radiation sources

In general, all SEE testing is carried out using an accelerator-based source of neutrons or
protons, meaning that the device or board to be tested will receive a larger fluence of particles
over a given period of time in the test environment compared to the fluence it would receive
during that same time period in the intended vehicle in the atmosphere or space. In the past,
testing was usually carried out with only one type of source, but in recent times, some
engineering groups have been exposing devices to more than one type of particle
environment and comparing the SEE responses. Two main types of sources have been used
for this SEE testing for avionics applications, neutrons and protons, although there are a
variety of different kinds of neutron sources that have been used, as will be discussed below.
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6.2.3.2 Data obtained using neutron sources

Single event effects, in particular, single event upset, can be induced by neutrons in two
distinct energy ranges, at high energies (> 1 MeV) and at very low energies (thermal neutron
energy, 0,025 eV). High energy neutrons cause the SEU by the nuclear reaction with device
materials, causing energetic ions to be emitted. It is the energy from these ions which cause
ionization in the semiconductor lattice, leading to the upset. Neutrons with energies above
about 10 MeV are of the greatest concern. This is because many of the interactions which
lead to SEE have threshold energies in the region between 2 MeV and 10 MeV in silicon,
oxygen and other typical device materials [27, 28, 29] because elastic interactions (which
have no threshold energy) are more effective at higher energies, and also because the natural
neutron spectrum has a minimum around 10 MeV [30, 31, 32, 33]. Nonetheless neutrons
with lower . E reduced
probabi |ty Estlmates of the SEU contribution by neutrons below 10(MeVNn el€ctronics
technold ture sizes

this frgction increases [28, 35]. This is consistent e with
monoenlergetic neutrons on devices of the mid 1990s (feature sizes abo }howing
that the| SEU cross-section at 3 MeV for these older devices 3 2 0 lower
than that at 14 MeV for most of the SRAMs tested [36]. However, fo jevices,
especially those with feature sizes less than 0,2 um and ey down Y , ribution
of neutrpns with energies below 10 MeV is expected to ben > B].

For high energy neutrons, there are three different typed of sourees:

a) a spallation neutron source whjch Butpons wi\@e
spec¢trum similar to that of the atmo i

gies over a wide| energy

b) a quiasi-monoenergetic neutron (Qiv G hat has a peculiar energy spectrum,
roughly half of the neutrons are at ~ c\the other half are evenly digtributed
between close to the peak and ~1 M

c) a4

s close to being truly monoenerdetic.

The WN i s mentioned previously is the best example of a spallation
neutron , ) utron”ircadiation facility at TRIUMF (Tri University] Meson
Facility,|i is @nother stich source. Since the WNR facility was upgraded
around 0, N Y imes referred to by its new name, the ICE (Irradiation of

Chips a igure 1 compares the neutron spectra from Los|Alamos
(the ICH at TRIUMF [38], ANITA at TSL [39] and the atmg@spheric
neutron [30, 31] and with the avionics neutron spectrum

(IEC 62
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Ground spectrum (JESD-89A) x 3 x 108

== == Atmos spectrum (IEC 62396) x 1 x 106

IEC house (WNR) measured spectrum, 2005
TRIUMF at 100 pA

TRIUMF BL1B at 2 nA

ANITA facility (TSL)

Differential neutron flux (n/cszeV x h)

10 1.0po

IEC [1783/12

RIUMF and ANITA neutron spectra
pectra (JESD-89A and IEC 62396-1)

SEU dat ished in a
number at Los
Alamos e pt been
publishe ' : . ad to be published. Reference [42] indicates that in the year
2001, at Igast\ei } ted that
only twd boratory
and a yi endors,

The TRIUME facility in Canada, called the TNF (TRIUMF Neutron Facility) also prqvides a
spallation neutron source. Until 2004, it had received limited use, but since that time, a
number of papers on SEU results from the testing of IC devices at the TNF have been
published [38].

A spallation neutron facility PNPI, Petersburg Nuclear Physics Institute has been set up in St
Petersburg, Russia to study the effect of high energy neutrons on electronic devices. The high
energy neutrons are produced by a 1 000 MeV synchrotron, the GNEIS spectrometer is used
to provide a neutron beam that matches that of the atmospheric radiation [43].

At TSL in Uppsala, Sweden, the facility has been developed to produce a pseudo white
neutron source called ANITA (Atmospheric-like Neutrons from thick TArget) [39]. The high
energy (about 200 MeV) protons interact with a Tungsten target to produce spallation
neutrons. The facility was built in 2007, provides neutrons with atmospheric-like spectrum up
to the highest energy of ~180 MeV (see Figure 1). The neutron flux above 10 MeV is ~10%
times the atmospheric one at 39 000 ft [39]. A correlation has been established between the
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SEE data obtained at ANITA and LANSCE [39], which has enabled the wide use of the ANITA
facility for SEU testing of modern DUTs (SRAMs, microprocessors, high-voltage devices,
entire servers, etc.) The beam has a lower fraction of high energy neutrons (above 100 MeV)
than the LANSCE neutron field. As a consequence, a correction may be required, especially
in case of testing for SEL or other SHE phenomena (see 8.5).

The RCNP Research Center of Nuclear Physics in Osaka, Japan provides a spallation neutron
beam with energy up to 400 MeV and maximum proton beam energy of 400 MeV that can be
used for electronic component test [44].

The ISIS facility at Harwell, UK can provide high energy neutrons up to 800 MeV, there are
two target stations. The Vesuvio (Target station 1) beam line [45] is currently available but the

high en
at ISIS

atmospheric radiation spectrum and will be able to produce a collima

test and

There 4
includin
testing
Theodo
papers
exposeq

extractimg SEU cross-section data at

facility
make 9
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energy
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are combined to i

varied W
2 show
maximu
as featu

ergy neutron flux content Is lower than in atmospheric radiation.
Target station 2 will produce neutrons that have a goo

a flood beam for equipment test [46].

microelectronics for SEE. The site with the most experieace with
Svedberg Laboratory (TSL) at Uppsala Upiversi tppsalay, SwWeden [47]

to the TSL neutron beam [9],

as been operating in Japan ‘@
ome SEU measurements. A
ners has been developed for ex

51, 52].

e 2, SEU several different groups at these various
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[53].

fagility is one that provides essentially monoepergetic
sattion, is the highest energy of such a monoepergetic
in the United States and abroad have such |[neutron
s€és fabricated in the mid-1990s indicated that the SEU
neutron source was 3 to 5 times higher than from a(14 MeV
ore recent devices have shown a closer agreement in fhe SEU
ation neutron source and 14 MeV neutron sources [7], [O]. This
¢ low voltage devices, 14 MeV neutrons provide a fairly good
ospheric neutrons with respect to inducing SEUs. However, |14 MeV
ide a good simulation with respect to inducing single event Iatcht1p (SEL)

In 2006 and 2007, it has been shown [54, 28] that for devices with feature sizes smaller than
0,25 um [39] the SEU susceptibilities to neutrons with lower energies, between 3 MeV to
10 MeV, are much greater than was the case in older technology devices, see figure 3.
Previously, the contribution of such lower energy neutrons had been largely ignored, since it
was very small. For future devices with even smaller feature sizes (< 90 nm), the contribution
to the SEU rate from these lower energy neutrons or protons is likely to grow, and so SEU
testing of such devices using neutron sources covering this energy range [53, 54] may be
needed to accurately assess the SEU rate, additional references are [35], [55, 56].

Furthermore, the extrapolation of data points in curves that display trends in SEE
susceptibility, such as Figure 2, to future reduced feature sizes needs to be updated over time
with data on newer devices to be assured of bounding the SEE susceptibilities of future
devices. The situation of the higher SEU susceptibility to neutrons in the (3 to 10) MeV range
is one such example of how SEE susceptibility trends change with decreasing feature size
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and a second is the increase in the susceptibility to MCU with decreasing feature size (see
figure G.4 in Annex G of IEC 62396-1:2012).

25

@ Data/Calc fr Hands et al, IEEE TNS 2009

20 B Data/Calc fr Baggio, IEEE TNS 2007
L A Data Warren, Puchner, EN,Calc

15 (

10

Percentage fraction SEU rate, neutron £ < 10 MeV
LI B | T

IEC 178512

There i$
inducing
reaction

ifity that should be considered for testing devices for
eutrdns. Thermal neutrons cause SEUs through the |neutron
Noron-10, which can be present in high enough concentrations

to be off lyNas a constituent of the glassivation layer above an IC, i.e., in BPSG
(boroph xtelglass) (see IEC/TS 62396-5). Many devices use a different |type of
glassivg e\ 3) and in some cases, the boron in the BPSG is 1'B, boron-11, $o there
are no 1 actions Neading to SEU from the reaction products (alpha particle and 7L i) of the

10B intgraction. limited amount of data has been published on the SEU cross}section
induced| by/thermal neutrons [9], [22], [57, 58, 59]. Boron may also be used as a dopapt in the

semiconductor material and as feature sizes of state of the art devices continue—t06 shrink

creort

below 100 nm thermal upset from the use of boron-10 as a dopant may become significant.

6.2.3.3 Data obtained using proton sources

It was demonstrated over 30 years ago [60] that high energy protons cause SEUs in
microelectronics. It was also recognized that at high energies, the protons, even though they
are charged particles, cause the upsets by the same mechanism as the high energy neutrons,
by nuclear reactions with the silicon, rather than by direct ionization in the silicon. However
for the smaller geometries below 100 nm there is evidence of direct ionization by low energy
protons [61]. Proton SEU cross-sections have therefore been published over the years, but
the effectiveness of the low energy protons in causing upsets has increased over time, as the
applied voltage to the ICs has decreased below 5 V and feature size has reduced. Thus, for
DRAMs made during the 1980s and tested with protons, the SEU cross-section decreased by
more than an order of magnitude for proton energies < 50 MeV [62, 63]. For more recent
devices, the SEU cross-section has generally not decreased very much with energy, the
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cross-section due to 50 MeV protons being only about a factor of 2 higher than the cross-
section due to 14 MeV neutrons [7]. A very useful compendium of SEU cross-sections in more
than 120 different SRAMs and DRAMs was compiled by ESA in 1997 [64], mostly on 5 V
devices, but a few at 3,3 V. However, few if any, of these devices are used today. In contrast,
many other papers in the open literature today contain measured proton SEU response data
e.g. Coy Kouba, [65] where many devices were tested with 200 MeV protons at IUCF for
NASA JPL. There are many references on proton testing and there is a summary each year
from NASA GSFC with some proton test results.

6.2.4 Ground level versus avionics applications

There are a number of |mportant dlfferences between the SEU considerations for devices in

avionic in the
atmosp g to be
proporti cen the
neutron|flux at 40 000 ft (12,2 km) and on the ground, however the 4 flux at
40 000 ft (12,2 km) and sea level is nearer to 450 times. As explaj A and in
various [technical papers [66, 67], there are two main source on the
ground,| the atmospheric neutrons and alpha particles from radioactive
materia ithi . 1Q S d over the¢ years,
the spegifi i pha_ partiche emiss| have changed.
Today, ment to
eliminat solder
materia f alpha
particles.

At the d es from
the IC d ices, the
neutrong x in the
atmosphere being more t rom the
alphas emitted by the 5. Thus,
the alpHa particles fro avionics
applicatjons.

As disciissed in 6;. n terms
of the F]:T rate, n is is that
the test that sell
ground after the
possibil ss [68].
This ocgu Forbes magazine of November, 2000 that reported thpt some
servers s, with dozens of machines crashing due to bit flips in th¢ SRAM
used fqg cachememory which were caused by cosmic rays or alpha pjarticles.
Companies jn-\the_seryer market received a great deal of adverse publicity and hundreds of
thousands/of“people“became aware of the fact the cosmic rays can cause errors in memory
chips. Im_this case, the problem was amplified because a server manufacturer initiallyl blamed

the vendor of the SRAMs [69].

Companies in the server market have become very involved in neutron-induced upsets,
testing devices and systems to quantify the rates and designing error correcting schemes to
protect their systems against individual errors. The testing they perform is generally
considered proprietary and so the results from these tests are not available; this applies to the
testing of both individual devices and entire computer boards.

For ground level applications, it is likely that the IC vendors perform more neutron testing than
the server vendors, and their testing is almost always on individual devices. Nevertheless,
their SEU or SER results invariably remain proprietary. In some cases, they do publish their
results, and in that case, the upset information is expressed in FIT units, with the identity of
the individual devices that were tested hidden by means of generic designations (e.g., part A,
part B1, etc.). When the data is published by the IC vendors, it is often presented at a
particular annual meeting, the International Reliability Physics Symposium (IRPS). Examples
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of recent IRPS papers that contain information related to SEUs induced by the atmospheric
neutrons, although expressed in units that may not be directly usable, are given in [21, 22, 23],
and [52]. Additionally some neutron test data is available from some companies in the server
market [73, 74, 75].

There is one group of IC vendors who are more open about their SEU testing results. These
are two microelectronics manufacturers who make FPGAs (field programmable gate arrays)
including SRAM based and flash (non-volatile) based FPGA types. Examples of some of the
papers that they have published containing relevant SEU information are given in [69, 70, 71].

6.3 Sources of existing data
6.2.1, 6[272and 6.2.3 feferred fiver referer ntf per ain SEU
cross-se¢ction information from tests carried out with neutron and proton In{Table 1
below, [descriptions of the SEU information contained in some ces are
compilef, in particular those with the largest amount of data.
Table 1 — Sources of existing data (published after
Device tegsted or Particle type, Data contained Ref. P}bj\\ Wents
listed ener
9y /F%\
a) SEU: WNR neutrons, | a) SEU cross- [6] | 2010 om\pi‘l@ﬁén of measured data
18 SRAMSs, 14 MeV section, cm?/bit fr 22 separate referencgs;
6 FPGA| neutrons, gmn mogt of devices identified by
7 uprocess neutrons and b) rt number; includes
high energy measured cross-sections for
b) SEFI: 6|FPGA, protons c) devices using different sources
2 pprocess (neutron, protons)
c) SEL 3 §RAM
a) SEU, MCU and WNR neuttons [77 2007 Plots of SEU and SEFI (>1p00
SEFl in[15 cell upsets) in DRAMs and
DRAMS SEU in SRAMs based on data
b) SEU vafious provided by others
SRAMs|(0,1-
0,25 pm)
a) SEU in |14 S C \és{section, [78] | 2006 Plots of cross-sections for p
SRAMs/J SEL in m?/bit/ SEL cross- older identified SRAMs and 8
2 SRAMs sectioh, cm?/dev newer (unidentified) SRAMs
SEU in 14 SRAW‘S\ RI F SEU cross-section, [59] | 2006 Devices and details identified
eutrons cm?/bit (atmospheric
(insludes neutron spectrum,
thermal) thermal)
SEU in 9 SRAMS WNR, gmn SEU cross-sections [79] | 2006 Devices and details identified
neutrons, high units of FIT/Mbit,
energy protons
9 SRAMSs, 1 flash 14 MeV neut., SEU and SEL (prot) | [80] | 2006 All devices had SEU, 4 SRAMs
memory 250 MeV prot. in cm?/dev exhibited SEL
SEL in 5 SRAMs High energy SEL cross-section in | [4] 2005 Device details but not part
protons units of cm?/dev numbers, effect of temp.
SEU in FPGAs High energy SEU in config. bits [81] | 2004 Two different Virtex || FPGAs
protons and Block RAM, tested
cm?/bit, SEFI:
cm?/dev
8 SRAMs High energy SEU cross-section, [7] 2004 Devices not identified; SEU X-
(0,14 to 0,5 um) proton and cm?/bit Stns from WNR and from

WNR neutron

proton data
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Table 1 (2 of 2)
Device tested or Particle type, Data contained Ref. | Publ. Comments
listed energy
Year
6 SRAMs High energy SEU cross-section, [9] 2004 Devices identified; SEU X-Stns
proton and cm?/bit from high energy proton and
neutron neutron 14 MeV and thermal
14 MeV and neutron data
thermal
neutron
6 SRAMs 150 MeV SEU cross-section, [21] 2004 Test devices, vendor not
(0,18, 0,1 S G,Gg plutuub cxl'uitlaly urits
um)
10 SRAMS| WNR,QMN SEU cross-section, [49]
neutrons cm?/bit (qmn), SER
(arb. Units) compare
WNR with gmn
FPGA, 4 sgctions High energy SEU cross-section [74]
tested protons (cm?/bit), SEFI
cross-section
(cm?/dev)
6 SRAMs WNR neutrons | SER rate, FIT/Mbit [20] 03 TWes, SOl and bulk,
(0,25, 0,13, 0,09 m twd vendors.
) RONGIZA
24 SRAMs] 6 WNR neutrons | SER, efror/bith 11<)\%2003~ )?e/vices and 4 vendors not
feature sizps 40 000 fiNd2,2m identified
SEL in 4 SRAMs WNR SEL in uhits of 2] N2003 Device details but not part
FIT/Mbi numbers, effect of temp.
9 SRAMs High ener \Q 6N | 2002 | Devices not identified: SER
(0,14 to 0,6 um) proton, an rates from WNR and from
WNR Ntro proton measurements
SRAMs, DRAMSs, \/\ [18] | 2001 Devices identified; SEU X-
other deviges Sections from high Energy

igh energ
rotons

proton measurements

A numb

7 Conside

71 @

Testing [for single ev
factors.

t effects for avionics purposes involves the consideration of a v
These factors include the type of hardware to be tested (individual device ¢

ariety of

r entire

board), the type of test used (static or dynamic), and the type of the facility providing the
neutron or proton beam. These are discussed in greater detail in 7.2 to 7.4.

In addition, a number of standards are available that provide guidance on how to conduct SEE
testing and discuss proper procedures. Existing standards are available for SEE testing with
heavy ions [83, 84], and although these do not strictly apply to neutron and proton SEE
testing, many but not all of the procedures that are described also apply to SEE tests with
neutrons and protons. Three other standards apply specifically to SEE testing with neutrons
and protons. These include IEC 62396-1 which directly applies to avionics. Reference [10] is
a JEDEC standard that is also directed at SEE testing with neutrons, but its focus is testing
for purposes of SEE effects on the ground; nevertheless, it is directly applicable to SEE
testing for avionics purposes. Reference [85] is a standard that is also under development
which applies to SEE testing with protons.
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7.2 Selection of hardware to be tested

It is easier and more direct to test one device type at a time, such as a RAM or a
microprocessor. However, if the actual avionics board contains many devices that are
potentially susceptible to SEE from high energy neutrons, this approach could involve a large
number of tests. When testing individual devices for single event effects, the testing is usually
performed on a specially designed test board, one test board for each type of device. To
achieve the test goals more quickly, some organizations have been favouring the testing of
entire boards. With this kind of testing, either the entire board, or each of the potentially
susceptible devices on the board are exposed to a neutron or proton beam.

If a dewce by device SEE test approach is belng considered, |t can be narrowed down to
three maintypes—of-devices—that-aretikelyto-have-SEE-effecis—induced : spheric
neutrong RAM dewces mlcroprocessors and FPGAs as the most suscepti

One of |the advantages of testing of individual devices is the abitity isti i hetween
different types of single event effects. In most cases, single eve i t effect,
but this|may not always be true. As described in 6.2.1, single d single

event fynctional interrupt can also be induced by the atmges igh case,
their ocgurrence in the device under test (DUT) can conf gncounting of the upsets
errors during the irradiation. Thus, the need to distingut iOVs R g’ of SEE efffects is
important. However, one of the advantages of testing an i ffects in

one of the other devices on a board may Iead to improper functioningof the entire Hoard as

an errof is propagated from device to testing

individugl devices. Conversely, it m may be

smaller [than the SEE cross-sections i bove as

most susceptible to SEE effects.

7.3 Selection of test method

Selectian of the softwa b tested

and the| test vehicle, b actual
dt board

avionicq board. If~a

containipg the D@ 7 such a way as to dlstmgwsh the differept types
of SEE that can o G EL, the current is always monitored, since|in most
cases g latchup ts i increase in the current. SEL also results in alloss of
functionfality in t ith~a_device like a SRAM, in which SEU and SEL are {he only
expecte would generally be written to load in a test pattern gf words

into a gpecified poch 3RAM memory cells, usually with a checkerboard p3ttern of
alternating e nuhiber of bit flips after exposure is the number of upsets, [and the
current |s ect a possible SEL. Multiple cell upset, MCU (more than one upset
induced neutron or proton) is a possibility which increases as featlire size

reduces| (sege"l 36-1:2012, Annex G, Figure G.4). At feature sizes of about 180 nm an
MCU rateof-aboutX2 to 3) % of the SEU rate may be expected; for about 100 nm the figure
rises tol about 30 % and at sizes approaching 25 nm the rate will reach 100 %. There are
ways of examining the test pattern words to distinguish which words experienced more than a
single bit flip as a result of a single radiation event, where more than one bit is upset in a
single word then the effect is termed multiple bit upset, MBU.

With devices like DRAMs, microprocessors and FPGAs, the possibility of burst errors or a
SEFI makes the testing more difficult. The combination of test procedures and the
accompanying software via the various programs and/or diagnostics that are run by the
device or the evaluation board shall be designed to detect an error that is more than a single
bit flip. The goal is to detect SEFI events which are often referred to by another name, such
as a “hang” or “hang-up”. These are errors that cause the device to not function properly,
such as when a control register would receive an upset.

To design a test that includes the possibility of a SEFI requires a more detailed understanding
of the operation of the device. It often involves the use of an evaluation board for a device like
a microprocessor or FPGA in order to exercise it in its various modes of operation and to
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distinguish the various kinds of errors. A better understanding of the design of SEE tests to
measure SEFI can be obtained from papers that report on the results from SEFI events during
SEE testing. For the testing in microprocessors, these include [86, 87] in which “hangs” or
other types of errors in that caused a disruption in the program flow are measured. The
emphasis in these two papers is on SEFIs induced during SEE testing with heavy ions, but
SEFIs have also been induced by protons in similar microprocessors [88, 89]. SEFIs have
also been induced in DRAMs [90], but also SRAMs in rare cases, but this has been seen
mainly in testing with heavy ions and not with protons, although upper bound proton SEFI
cross-sections have been calculated.

The SEE testing of entire boards or subsystems is much more complex since the devices
experiencing SEE erI mteract wrth one another The board or system Ievel effects testing
should pe—pe - ; ; Siame C siand the
combinegd SEE mechanlsms However testlng in thls way glves grea i ince all
devices|on the board are being exposed at the same time. With this kind gftesting, [it is the
malfunctioning of the board that signals the functional interrupt to S ctional
interrupf being to the entire board and not to any specific device, mic, SO
that an prror in one device can propagate to other devices, ult{ oard no
longer Reing able to function. Examples of reports on the results suki stems level
testing @re given in [91], which used a heavy ion beam, Q2] am and
[93] which used a neutron beam.

7.4 Selection of facility providing energetic pg

7.4.1 Radiation sources

In order 3 ¢ ates the
atmospheric neutrons, there are two i , beams
and nel Hifferent
kinds of 62396-
1:2012 ailable.
Users s 5.

7.4.2

The spa Yy proton
beam w| & argeh proddcing secondary neutrons. This is exactly the sgme way
in which i are created in the atmosphere; hence this type of [neutron
source | in the atmosphere with respect to the energy spectrum of the
neutron ¢ ree main neutron spallation sources that have been lised for
exposin gr purposes of SEE testing. These are the WNR, discussed|in 6.2.1,
the TRI iity (TNF) at TRIUMF [10], and the ANITA facility at TSL [39]

The WNR<¢has been~much more widely used for SEE testing as discussed in 5.2. At present,
with the_new ICE House configuration it is very convenient to use and it has currently an
acceleration factor of approximately between five and six orders of magnitude, so that one
hour in the beam exposes a device to the same neutron fluence as about 2,5 x 105 hours in
an airplane nominally at 40 000 ft (12,2 km). Currently an additional beam line and neutron
irradiation facility is being added at the facility to increase the neutron test capacity

The TNF at the TRIUMF (Tri University Meson Facility in Vancouver, Canada) is much less
convenient to use than the WNR. However, it provides a neutron spectrum that is quite similar
to that of the atmospheric neutrons and the flux available (for £ > 10 MeV) is about a factor 3
higher than that at the WNR, and at TRIUMF this is about 108 times the neutron flux at an
altitude of 39 000 ft (11,9 km). Figure 1 compares the neutron spectra from Los Alamos (the
ICE House), the TNF at TRIUMF and the atmospheric neutron spectrum at ground level.

Even though TRIUMF had not been used very much for SEE testing before 2004, with the
temporary closing of WNR, it has been in much greater use since 2004. It is not convenient
for placing the test board in the beam and it has to be lowered down a channel on a pulley
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system, but the TNF has a significant advantage in that the neutron field also contains
thermal neutrons. Thus, by conducting a test on a device twice to measure the number of
upsets, with and without an effective thermal neutron shield such as a thin sheet of cadmium
metal, two SEU cross-sections can be obtained. These are the standard SEU cross-section
due to high energy neutrons (> 10 MeV) and the SEU cross-section due to thermal neutrons.

The ANITA neutron beam facility (Atmospheric-like Neutrons from thick TArget) [39], is briefly
described in 6.2.3.2. The features of the ANITA facility are a high LANSCE equivalent flux,
user flux control, spacious user area (from 2,5 m to 15 m from the source), possibility to vary
the beam size, from pencil-shape to greater than 1 m in diameter, low thermal neutron flux,
low ionizing dose rate in the beam, on-line neutron dosimetry, and possibility to use both
white and QMN beams durmg the same test campalgn and at the same beam line. The facility

is avail . fing has
been st¢adily increasing.

Due to the options to promptly change the ANITA beam size (from gnd the
neutron|flux (from 106 n/cm?2 s down to 5-109 n/cm? s, above 1 h single
devices|(components) and larger systems can be combined in

7.4.3 Monoenergetic and quasi-monoenergetic bean

As noted in 6.2.3.2, both monoenergetic and quagi- S utron (QMN) [sources
have b¢en used for testing devices to measure ns. The

monoenlergetic sources produce relative . 14 MeV, and utjlize the
interaction of a charged particle wit S of this type that has been
regularly utilized is the 14 MeV neutro i oduces neutrons with engrgies in
the range of (~13,5 to 14,5) MeV. Th e.produced by accelerating a deuteron

beam into a tritium target, and so result reaction. The exact energy of the
neutron c q g deuteron, which is usually about
200 keM|. Similar neutro avajtable that accelerate deuterong into a
deuteriym target, i } the neutrons produced is much lower,
~ 3 MeV\. For purposes E i gy is too low to be very useful for avionics

purposes, since, Hased the mjd-1990s (feature size above 0,5 um), the SEU
cross-section at@«\e ' S \ 00 times lower than the cross-section at (14 MeV
(based pn about five”dH s, [36]). For more recent devices, especially thgose with
feature pize belo 2 n to 45 nm, the contribution of neutrons with gnergies
below 1D MeV is expe i (8 to 10) % range. As indicated with regard to fhe high

energy ’ » ion variation with the feature size shown in Figure 2,| without
test dat . B ict K the SEU response to neutrons of both high and low gnergies
might cha as feature sizes continue to decline below 0,1 um.

Quasi-n getic\neutrons (QMN) are also produced by a similar mechanism, byt in this
case, it|i wOf protons that is accelerated into a target that is usually lithigm. The
neutrong«produced have a usual energy distribution that is essentially a two-part| energy
distributiorm—Approximatety ratfof the neutrons trave highenergies, withima few MeV of the
energy of the protons in the initiating beam, and these constitute an apparent peak or a
pseudo peak. The other half of the neutrons is approximately evenly distributed over energy
from the high energy pseudo peak down to a few MeV. Thus, there is a peak of neutrons with
the same high energy, but there are also a sizable number of neutrons in what is referred to
as the “low energy tail”. The higher the energy of the initiating proton, the longer the tail
extends over energy and the smaller the percentage of all of the neutrons that lie within the
pseudo peak.

In the past, the difficulty of using a quasi-monoenergetic neutron (QMN) source was to
separate out the SEE contribution from the neutrons within the peak, which have a very
specific energy, from the contribution of the SEE events from the neutrons within the “tail”. As
indicated in 6.2.3.2, two different groups have developed procedures for how to process their
SEE data to obtain the SEE cross-section at the peak energy, i.e., a way of subtracting the
contribution of the lower energy neutrons in the tail. These are given in [48, 49, 50, 51].
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This can be a useful neutron source, but the user has the responsibility of assuring that the
SEU data obtained truly applies at each peak energy, and that the overall collection of SEU
data obtained, including all of the various peak energies, is self-consistent. We have seen
some SEU data from this kind of neutron source that appeared to exhibit larger variations
over energy than has usually been seen in monoenergetic proton SEU data. It is unclear
whether these larger variations are due to the calculation procedure, the facility, too small a
number of upsets during some of the runs, or other causes.

7.4.4 Thermal neutron sources

Thermal neutrons are available at a number of different kinds of facilities. The most widely
available type of facility is a nuclear reactor, and in particular, research or test reactors.

These rpas n, and
this wo asuring
the resy Annex C
of IEC §2396-1:2012. One of the problems with a thermal column i ion that
usually laccompanies the neutrons in a thermal column. If the , there
could b¢ an effect of the total ionizing dose (TID) absorbed by'th tesfed from
the gamma radiation while the device is also receiving the peutxons. F \ rcial off
the shelf (COTS) devices, a TID dose of under 10 000 rads s X eterious
effect ir] the response of the parts. TID doses in excess—Q rads very likely
will have an effect on the response of the devices an avoidex ous TID
testing ¢f the devices have demonstrated that they (are(i i 5. When
devices|are exposed to such a thermal neutron/beaq as mber of
SEU events measured is due to only the

The sedond type of facility that has been 1 as both
high en¢rgy neutrons (£ > 10 MeV) a i eutrons. TRIUMF is one such facility
having ioth thermal neutrons along wi i eutrons
are a sgcond source, bu \ i and this
can be |[done at high ) RIUMF and high altitude laboratorjes both
offer a pixed neutron |envirgh i h~high energy neutrons (E > 10 MeV) along with
thermal|neutrons. Jo S EU eyents due to thermal neutrons from those due to
the £ > 10 MeV 8 afe needed, one in which the devices are povered
with an| efficient tie Suitable materials such as cadmium ang boron
(borated fencies in absorbing all of the thermal neutrops even
with a th 4| (between 0,1 mm and 1 mm).

Thus, tv ements are made, one the devices open to all of the rjeutrons
and thels devices fully shielded from the thermal neutrons. By subtragting the
two set and accounting for differences in the neutron fluences, from the
thermal the £ > 10 MeV neutrons, the thermal neutron SEU crossfsection
can be gletermined

The third type of facility 1Is more specialized, one that is generally called a cold neutron”
facility. These are generally used by materials scientists for examining the internal structure
of materials, and since this application is in great demand, there are few opportunities to
obtain neutron exposure time at such a facility. However, one such facility at NIST (National
Institute of Standards and Technology) is available and may be used. Care must be exercised
in using such a facility because the cold neutrons are more efficient than the thermal neutrons
in interacting with the boron-10 and causing SEU events. Thus, the number of SEUs from a
cold neutron source has to be adjusted down to obtain the equivalent number of SEU events
from true thermal neutrons. A procedure for carrying this out is found in [94].

7.4.5 Whole system and equipment testing
7.4.5.1 General

The above facilities are suitable in general for testing electronic components and small
modules due to restricted beam size. After the individual electronic components and modules
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have been radiation assessed it is useful to verify the final electronic unit or system design
(see IEC/TS 62396-3:2008) by testing at the higher level. The neutron radiation source for
such testing is required to be approximately uniform over a substantial area for example
0,5 m2 to 1 m2, so that the whole equipment can be exposed to the radiation. In general such
equipment would be tested by “in the loop” testing for example the equipment is fed
parameters from an external computer test system and its function is in some way closed loop
with the parameters so that the response of the equipment on test can be monitored during
the trial. Because the response when performing equipment or system test is more complex
(many SEE sensitive components present) the beam flux should be much lower than for
component test, typically 1 000 to 10 000 times nominal flux. A small number of facilities have
been used for test of whole units or systems in the beam these include the following.

7.4.5.2 —FRiUMFProtontrradiationFacitity(PH)

At the RIF facility a large area neutron beam [95] has been develop hergetic
protons|from either BL2C (116 MeV) or BL1B (500 MeV) in a lead pletely
stops the protons and then using the neutrons generated in the forwa i i ter the
absorbdr. These neutrons have a spectrum similar to the /at i as the
production mechanism is similar. The maximum neutron flux of\10 is [about a
factor 107 higher than the sea level flux. The neutron be i % over
transvefse dimensions of 80 cm by 80 cm at a distanc bsorber.
This bepm is ideal for testing large electronic syste aircraft
altitude |neutrons. The maximum neutron rate is ab : RIUMF
neutron|facility, TNF location. arie f -g| to less
than 1 @

By vary flux is
provided [95], a summary of the bean i ground
level and aircraft level operation i ide e e . iati bn rates
has pr i i Bvionics
compongents for long t systems

with significant memo ansmission capabilities. BL2C with proton

energy fof 116 MgV st \ ead absorber is more frequently scheduled for
neutron| use so g experience and calibrations for this beam line at
different geometries,E srating a 500 MeV with protons stoppmg |n a 23 ¢m lead
absorbd

7.4.5.3

The AN y (Atmospheric-like Neutrons from thick TArget) [39], briefly
describe 2. .2, is widely used for system testing, due to the availgbility of
large ngqutrog fi 907120 cm in diameter) and the user control of the neutron flUx in the
range fr Y to 5-100 of the flux at 39 000 ft (11,9 km) altitude. A user may switch
between testing ofN\an’entire system (unit, board) and testing of single devices (comppnents),
or vice yersa, at any time during the testing campaign, due to the flexibility in the bezpm size,
which is—achieved by flexible collimator opening as well as by a possibility to vary the distance
from the neutron source and the DUT from 2,5 m to 15 m. The possibility to switch between
the testing modes for systems and components (without any significant rearrangements in
users’ equipment) is widely used by testing groups as a means to search for the component
which is originally responsible for malfunction of the entire system.

8 Converting test results to avionics SEE rates

8.1 General

The goal of any SEE testing for avionics applications is to determine the SEE rates in devices
and/or in entire boards that would be expected based on the results of the SEE testing. This
is relatively easily done when using a spallation neutron source, but can be more complicated
when using other types of neutron sources. Ultimately the results from testing of the individual
SEE sensitive elements will be combined to determine the effect on the equipment or system.
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8.2 Use of spallation neutron source

When testing with a spallation neutron source, the SEUs recorded are all due to the high
energy neutrons, except if there are also thermal neutrons within the source. If in fact there
are thermal neutrons which could be contributing to upsets, such as with the TRIUMF neutron
source or actually from using the atmospheric neutrons, at high altitudes or even at sea level,
the contribution of the thermal neutrons needs to be accounted for and subtracted off. The
remaining SEUs are due to the high energy neutrons.

The SEU rate for avionics applications can be calculated in two different ways. The first way
is to calculate the SEU cross-section and then apply Equation (1) and the second way is to
use the ratio between the high energy (for example devices with threshold £ > 10 MeV)

neutron ffx—in-the-beamand-that-in-the-atmeosphere-{6-000nfemi-h—Bethmethods—yield the
same SEU rate for avionics applications which can best be shown by an
In the ekample, the WNR or ICE House facility at Los Alamos is u utrons
such that no thermal neutrons are present. During the testing Alamos
beam, 450 SEUs were recorded in one hour on a given board 1A specific devicg on the
board) during this time the board received a total neutrg ) cm2. In
addition|, Los Alamos indicates that the neutron flux (£ >™1 15 x 109
times njore intense than the nominal aircraft neutrg J “-h. Normally the
component or in this case the board is exposed to i during
the expEsure the total number of events measuye . ' -section is caflculated
but eaclhh method below is acceptable and provide &’S3 S, The neutron crosstsection
is then |given by the Equation (2) b 8 & y environment is given by
Equation (1).

Event cross-section (cm2) = to (2)
Using the example the ups ' D8 cm?2
per boa’Ld from Equatipr ) S adiation
environment is 6 Oj 3 ‘
Assuming the accele ction is
250/(7 .4 ications
(at 40  x 104
Upset/b
Alternat the 250
upsets were_inya he At in an
aircraft fat 40.0Q0" ft 15 x 10°
per hour or 3,33 x4

8.3 Use of SEU cross-section curve over energy

If a different kind of neutron or proton source is used, one that provides a beam of either
monoenergetic protons or quasi-monoenergetic neutrons (QMN), then several different
approaches may be taken. The simplest method is to use the SEU cross-section taken at the
highest particle energy used (e.g. approximately 200 MeV) and apply it as the SEU cross-
section from the atmospheric neutron spectrum. This will generally be conservative since
neutrons with lower energies within the atmospheric neutron spectrum have low SEU cross-
sections.

The more complicated, but more accurate method is to use the SEU cross-sections taken at a
number of different particle energies to create a SEU cross-section curve that varies with
energy, and integrate this curve with the differential neutron flux in the atmosphere. This gives
more accurately the spectrum averaged SEU cross-section. Equation (3) below is a simplified
formula for the variation of the differential neutron flux with energy, E, taken from
IEC 62396-1, which applies at 40 000 ft (12,2 km).
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dN/dE = 10,346 x E-0.922 x exp [-0,0152(InE)2] E < 300 MeV n/cm2.s-MeV (3)
| 340 x E-2.2 E > 300 MeV

The spectrum averaged cross-section is expected to be very similar to the SEU cross-section
from the actual atmospheric neutrons or that when measured using a spallation neutron
source.

The difficulty with this method lies is in developing an accurate SEU cross-section curve as a
function of neutron energy. First, if a quasi-monoenergetic neutron (QMN) beam has been
used, the effect of the “tail” of low energy neutrons has to be determined and subtracted off to
enable the SEU cross-section due to just the neutrons within the peak energy to be calculated.
As indicated in 6.2.3.2 and 7.4.3, there are a number of different methods available for
removinyg the effect of the neutrons in the low energy tail to determine thé SEU crossfsection
at the peak energy. With monoenergetic proton beams, this is not a ause each
ies, e.g.,
< 50 MgV, there can be differences between the SEU cross-sectiom\due b due to
neutrony, so using a 14 MeV source for the lowest energy pg idea. In
JESD-8PA [10], one suggested method uses protons at 50 Me 0 eV, and
neutrons at 14 MeV. However, a recent paper suggests e | ould be
replaced by a data point at 200 MeV or higher [7].

In addit EU data
that areg mber of
errors 1 but the
number Jsing the minimum number of errors

as 30 ¢ . hig’ is that a simplified sf{atistical
measur¢ of the variation in the measurgd numbgg 6f\errars is the square root of the number of
errors, i 18 % opthe measured number. At present,
there a i accounting for the variation, sudh as in
Annex ( ed, these are based on confidenceg levels.
Therefofe, it would be cross-section also included error |bars on
the megsured SEU cryq ti yoweventhisTis rarely done in open literature papers and
reports.|In additj th oferrors that each SEU cross-section value is based
upon is|very rar ified. W i nded that where curves are drawn, error |bars be
included and that th \ of/single events be reported together with th¢ cross-
sectionq.

Addition glved in generating the SEU cross-section curve. Whep proton
éported in the early 1980s, the first model that was deyeloped,
G one parameter. It was recognized that this was inadequate, so a
two-par nodel was derived which was much better. These and all subsequent
cross-section increasing monotonically with the neutron off proton
energy. afameter models were later developed, but while they may have|given a
better fif,\it.was at the expense of more complex functions of energy. More recently, the four-
parameter Weibull fit model is being used for profon SEU dafa as a nafural extension of the
Weibull fit that is applied to describe the variation of the heavy ion SEU cross-section induced
by the cosmic rays. Once a distribution like the Weibull was established as being extremely
useful for the variation of heavy ion SEU cross-sections with the LET of the ions, it was
evident that it could easily be applied to proton SEU cross-sections, in this case, as a function
of the energy of the particles. Thus, the Weibull distribution is often used for proton and
neutron SEU cross-sections. The Weibull distribution at a proton/neutron E is given as

SEU Cross-section, o (E) = opy. (1-exp{-[(E — E)/W15}) (4)

where:

op,N-L IS the limiting or asymptotic proton/neutron cross-section (high energy);
Eq is the threshold energy below which there is no SEU cross-section;
w is the “width” parameter;
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S is the “fitting” parameter.

Nevertheless, one of the difficulties with measured SEU cross-sections is that the variation of
the cross-section with energy is often not smooth, even though all of the fits, the Weibull, the
Bendel, etc., are predicated on that fact that the cross-section increases smoothly with energy.
Therefore, if a piece-wise linear fit were to be used along with a smooth fit like the Weibull,
the results could be different by up to 25 % or more. If test results show irregular variation of
the SEU cross-section as a function of energy, using a linear fit to this kind of SEU data to
calculate the SEU cross-section from the atmospheric neutrons could lead to low results. An
example of this is shown in Figure 4 in which SEU cross-section data from three different
SRAMs are shown (Baggio [7], Dyer [9] and Granlund [49]). In each case, the Weibull fit of
Equation (3) and a linear fit from each energy point, point to point, were integrated with the
differential neutron flux given by Equation (2) to obtain the actual SEU cross:section from the
atmospheric neutrons, as in Equation (4). As shown in the figure, there ¢an be\large|enough
variations over energy with the result that the average SEU cross ti using’ [the two
different fitting approaches, a smoothed fit versus a linear fit, could di 25 %.

1000
Spectrum Averaged SEU o= j o(E)dN /dE)JE

N

KEY]

1 Mbit JRAM Baggio
measur¢d protons

1 Mbit §RAM
Baggio Weibull fit

1 Mbit SRAM
Baggio linear fit

M5M5408 Dyer
measur¢d Protons

M5M5408 Dyer
Weibull fit

M5M5408
Dyer lingar fit

SRAM (-4 Granlund
measur¢d neutrons

SRAM (-4 Granlund
Weibull fit

SRAM (-4 Granlund
linear fit]

100 200 300 400 500

E (MeV) IEC 1786/12

Figure 4 — Comparison of mono-energetic SEU cross-sections
with Weibull and piece-wise linear fits

Generally, the Weibull fit is preferred for a number of reasons. It is based on a least squares
type of approach, so it averages out all of the variations over energy. It can be based on data
from several different samples of the same part and in that sense it can more effectively
“average” out the behaviour of different samples, which can often exhibit significant variations
between them. It usually gives a higher value “averaged” value of the spectrum-averaged
SEU cross-section over the atmospheric neutron spectrum, and so from the perspective of
providing conservative values, it is the preferred approach.
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Having data from several samples of the same part, a single Weibull fit applies to all of the
data and so Equation (4) has to be applied only once to obtain the spectrum-averaged SEU
cross-section. However, for the piece-wise linear fit approach, the spectrum-averaged SEU
cross-section would have to be calculated for the SEU data from each sample, applying
Equation (4) to each set of data. The final spectrum-averaged SEU cross-section would be
obtained by averaging the individual spectrum-averaged SEU cross-sections for each sample.
By calculating the spectrum-averaged SEU cross-section for a set of SEU cross-section data
using the two approaches, a consistency check can be applied to the accuracy of the data. If
the variation between the spectrum-averaged SEU cross-section is larger than a given
percentage, e.g., 15 %, then perhaps more data points are necessary, or data points based
on a larger number of errors are needed in order to improve the internal consistency of the
data. In all cases, it should be remembered that good statistics are needed for each and every
data point taken at all of the various proton/neutron energies used in the testing

8.4 Measured SEU rates for different accelerator based neutron<sourc¢e

The chdracterization of the different accelerator based neutron sou an [96]
with thr¢e energy ranges: (1 to 10) MeV, (10 to 100) MeV and bnted in
the tablg below. The numbers for the two lower fluence faciliti ; d BL2C
have been added.

As the groduction method is similar the distribution fgr the BLYB that for
WNR. Jomparison measurements for SEU rates TNF as
reported by Sandia and QinetiQ [97] and othe 20 % -

30 % higher at WNR than at TRIUMF ¢sing_t

Source \(1\0\k{100) MeV > 100 Me\

IEC 6236-1 NNES Y 29
JESD89A [ 3%\ -/ 35 30
QARM (frodel) "\ > 40 > 36 24
LANSCH WNR SR\ 26 22

TRIUMF| TNF /\\ \2/4\ 54 21
TRIUMF|BL1B \ \ a2/ 29 19
TRIUMF, BL2C< > 69 30 1

TSLANPAN N\ 2ot ] \ 65 28 7
RN %

8.5

nfluenc
prification

er neutron energy on the accuracy of calculated SEE rates
d compensation

<

The energy of the primary proton beam incident on the spallation target is an important factor
in determining the fidelity of the synthetic spallation neutron spectrum with regard to the
spectrum of atmospheric neutrons. In this respect the LANSCE ICE House [98] is currently the
best, as the primary proton energy there is the highest (800 MeV). At TRIUMF [38, 95], the
neutron sources at the TNF/NIF (BL1A) and PIF (BL1B) derive from 500 MeV protons; those
at the PIF (BL2C) derive from 116 MeV protons. At TSL ANITA [39], the primary proton source
is at 180 MeV. These limited upper energies correspond to a reduction in spectral fidelity to
the natural atmospheric neutron spectrum produced by cosmic rays.

Platt et al. [99] have shown that errors in SEE rate estimates derived from measurements in
neutron spectra with relatively low upper energy limits can be appreciable for some current
devices but negligible for other devices. It also developed a new method for adjusting the
measured response from a relatively low upper energy spectrum by combining this
measurement with a second, independent SEE measurement made with higher energy
particles (neutron or proton). This was achieved through an analysis that utilized a wide range
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of cross-section functions available in the literature, leading to an adjustment factor that
allowed errors in the SEE rate (derived from the lower energy spectrum) to be reduced.

This adjustment methodology is new and has not be formally endorsed, but it appears to be
useful if sources with higher energy neutron spectra are not available but only facilities with
lower energy spectra are accessible. This concept of utilizing more than one set of SEE data
to adjust and improve one of the data sets is novel, but also has some practical and
philosophical limitations. This method works for SEE effects in which the energy dependence
is weak at the limiting neutron energy of the facility neutron beam, which is satisfied for SEU
in modern COTS devices. In other cases, for example SEL or other SHE phenomena in some
devices, the influence of the upper energy appears to be appreciable and so much more
caution needs to be taken in trying to use this method.

In other| cases, for example SEL or other SHE phenomena in some de i ence of
the uppgr energy might not be negligible. If such a case is suspecie primary
proton heam [38] or a derived QMN source [47] can be used to d re is a
sensitivity of the studied cross-section to neutron energy at o gy limit.
Referenice [99] also shows how cross-section measurements, in a i can be
combingd with cross-section measurements ; eam to

compensate for the effects of a limited upper energy™ a uch an
approadh enables the SEE rate equivalent to the LA e d when
LANSCE is unavailable or unsuitable, for example beg

The method of Platt et al. [99] is expe & WE i Hevices.
On the| other hand, as soon as ¢ d, it is
recommiended that the method is used wi ive use

of the method in practical testing is needed, In g\validating comparisons between SEE
data from different facilities and the natural
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