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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 1: Accommodation of atmospheric radiation effects via
single event effects within avionics electronic equipment

2016

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardjzation comprising

rnational co-operation on all questions concerning standardization in the electrical and/electronic fiel
end and in addition to other activities, IEC publishes International Standards, Technical Specific

national electrotechnical committees (IEC National Committees). The object of [EC"is to prpmote

fis. To
tions,

chnical Reports, Publicly Available Specifications (PAS) and Guides (heredfter referred to as| “IEC

rested

in|the subject dealt with may participate in this preparatory work. International, governmental and non-

7) Ng
me
ot
ex
Py

8) At
in

itself does not provide any attestation of conformity. Independent certification bodies provide conf]
essment services and, in some aréeas, access to IEC marks of conformity. IEC is not responsible f
rvices carried out by independent certification bodies.

users should ensure that they have the latest edition of this publication.

liability shall attach to IEC or its directors, employees, servants or agents including individual exper
mbers of its technical.committees and IEC National Committees for any personal injury, property dam
er damage of any (hature whatsoever, whether direct or indirect, or for costs (including legal feeg
penses arising out of the publication, use of, or reliance upon, this IEC Publication or any othg
blications.

ention is drawn to the Normative references cited in this publication. Use of the referenced publicati
ispensabléfor the correct application of this publication.

9) At

parent rights. IEC shall not be held responsible for identifying any or all such patent rights.

entionSis“drawn to the possibility that some of the elements of this IEC Publication may be the sub

ernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates glosely
h the International Organization for Standardization (ISO) in accordance’ with conditions determined by

tional
bm all

tional
bf IEC

blications is accurate, IEC cannot be held responsible for the way in which they are used or fgr any

order to promote international uniformity, IEGNational Committees undertake to apply IEC Publidations
nsparently to the maximum extent possible Tn*their national and regional publications. Any divergence
ween any |[EC Publication and the corresponding national or regional publication shall be clearly indicated in

pbrmity
br any

s and
hge or
) and
r IEC

bns is

ect of

This redline version of the official IEC Standard allows the user to identify the changes
made to the previous edition. A vertical bar appears in the margin wherever a change
has been made. Additions are in green text, deletions are in strikethrough red text.
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International Standard IEC 62396-1 has been prepared by IEC technical committee 107:
Process management for avionics.

This second edition cancels and replaces the first edition published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) removed, in Clause 7 related to system design, reference to level A Type | and Type Il

b) a

c) in

f) re

p
g) c
a
a

The fext of this standard is based on the folfowing documents:

Full i
votin

This

A lis
manég

arified;

bcuments;

corporated in Annex G related to new technology or latest news referente to some
Apers and issues which have appeared since 2011;

plar flares and extreme space weather reference added in 56~to a proposed f
art 6;

ference added in 7.1 to a proposed new Part 7 on incorporating atmospheric radi
fects analysis into the system design process;

fotons, pions and muons;

arification on calculating event rates where cross<sections have been obtained with
mospheric radiation like neutron sources, addition of a new Annex H, and changes t
hd 8.2.

FDIS Report on voting
107/274/FDIS 107/275/RVD

nformation on the voting)for the approval of this standard can be found in the repd
j indicated in the above table.

publication has’been drafted in accordance with the ISO/IEC Directives, Part 2.

of all the=parts in the IEC 62396 series, published under the general title Prg
gemenli\for avionics — Atmospheric radiation effects, can be found on the IEC websi

| current definitions included in Clause 3 are those used within the IEC 62396 fam|i

uture

ation

ference added in 6.2.10 d) to a proposed future Part 8 on other particles inclliding

non-
D 5.3

rt on

cess
e.
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The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
thal it contains colours which are considered to be useful for.'the corfect
understanding of its contents. Users should therefore print this document using a
colur printer.
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INTRODUCTION

This industry-wide—technical-specification International Standard informs avionics systems
designers, electronic equipment manufacturers, component manufacturers and
customers of the kind of ionising radiation environment that their devices will be subjected to
in aircraft, the potential effects this radiation environment can have on those devices, and
some general approaches for dealing with these effects.

their

The same atmospheric radiation (neutrons and protons) that is responsible for the radiation
exposure that crew and passengers acquire while flying is also responsible for causing the

singlﬁmm&&wmmw
carri¢d out over the last few years related to the radiation exposure of aircraft passenger;

crew
elect

A standardised industry approach on the effect of the atmospheric neutron
ronics should be viewed as consistent with, and an extension of, the on-going acti

related to the radiation exposure of aircraft passengers and crew.

Atmog
fault
meth

spheric radiation effects are one factor that could contribute to equipment hard ang
rates. From a system safety perspective, using derived fault rate~values, the ex
pdology described in ARP4754A (accommodation of hard and soft/fault rates in gen

will also accommodate atmospheric radiation effect rates.

In ad
to so
10 0(

dition, this International Standard refers to the JEDEC Standard JESD 89A, which re
ft errors in electronics by atmospheric radiation at ground level (at altitudes less
0 ft (3 040 m)).

work
5 and
5 on
vities

soft
sting
eral)

lates
than
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 1: Accommodation of atmospheric radiation effects via
single event effects within avionics electronic equipment

1 Scope

2016

This
avior
the r
cons

This
and
guida

Deta
probl
giver
systsg
rates
and s

part of IEC 62396 is intended to provide guidance on atmospheric radiationeffec

pdiation environment, the effects of that environment on electronics and provides d
derations for the accommodation of those effects within avionics systems.

International Standard is intended to help-aerospace avionics equipment manufact

nce, leading to a standard methodology.

for quantifying single event effect (SEE) rates jn electronic components. The o
m safety methodology should be expanded tocaccommodate the single event ef
and to demonstrate the suitability of the electronics for the application at the compq
ystem level.

2 Normative references

The following documents, in whole or.in-part, are normatively referenced in this documen

are i

undated references, the latest “edition of the referenced document (including
dments) applies.

amer

iect

comg

NOTE]
Prep
and-\

IECH

IEC TS 62239-1:2015, Process management for avionics — Management plan — P
vil-supersede lEC/TS 62239

[S62396-2:2008 2012, Process management for avionics — Atmospheric radiation e

ndispensable for its application.)For dated references, only the edition cited applies|.

bration and-maintenance of an electronic components management plan-is—under—$

S on

ics electronics used in aircraft operating at altitudes up to 60 000 ft (18,3 km)X It defines

esign

urers

jesigners to standardise their approach to single event effectsnin’avionics by providing

Is of the radiation environment are provided togethef/with identification of potgntial
ems caused as a result of the atmospheric radiation received. Appropriate methodg

are
erall
fects

nent

t and
For
any

fects

Part 2: Guidelines for single event effects testing for avionics systems

IECAS 62396-3, Process management for avionics — Atmospheric radiation effects — Part 3:
Optimising System design optimization to accommodate the single event effects (SEE) of
atmospheric radiation

IECHA-S 62396-4:2008 2013, Process management for avionics — Atmospheric radiation effects
— Part 4: —Gwde#nes—fer—desgnmg—mth Design of high voltage aircraft electronics managing

and potential single event effects

IECHA-S 62396-5, Process management for avionics — Atmospheric radiation effects — Part 5:
Guidelinesfor-assessing Assessment of thermal neutron fluxes and single event effects in
avionics systems
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EIA-4899, Standard for Preparing an Electronic Components Management Plan

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

NOTE Users of this international standard-may can use alternative definitions consistent with convention within

their c

spuri
depo

3.3

avail
prob
previ

Note 1
time t

3.4

avionics equipment environment

ompanies.

us signal or voltage produced at the output of an analogue-device component b
ition of charge by a single particle

bility
bility that a system is working at instant ¢, regardless ‘of the number of times it may
pusly failed and been repaired

to entry: For equipment, availability is the fraction of time the equipment is functional divided by th

e equipment is expected to be operational, i.e. the time.the equipment is functional plus any repair timeg.

eers

y the |

have

P total

b

the
on in

n with

dard,

<aerpnautical equipment> applicable -&nvironmental conditions (as described per
equigment specification) that the equipmeént is able to withstand without loss or degradati
equigment performance during all of-its manufacturing cycle and maintenance life

Note 1 to entry: The length of the maintenance life is defined by the equipment manufacturer in conjunctio
customers.

3.5

capaple

ability of a componeént to be used successfully in the intended application

3.6

certified

assepsmentand-compliance assessed and compliant to an applicable—third—party stan
with maintenance of a certificate and registration-{i-e-JANHECQ)}

3.7

characterisation
process of testing a sample of components to determine the key electrical parameter values
that can be expected of all produced components of the type tested

3.8

component application
process that assures that the component meets the design requirements of the equipment in
which it is used

3.9

component manufacturer
organisation responsible for the component specification and its production
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3.10

could not duplicate

CND

reported outcome of diagnostic testing on a piece of equipment

Note 1 to entry: Following receipt of an error or fault message during operation, the error or fault condition could
not be replicated during subsequent equipment testing (see IEC 62396-3).

3.1
critical charge
smallest charge that will cause an SEE if injected or deposited in the sensitive volume

Note {1 to entry: For many-devices electronic components, the unit applied-was is the pico coulomb (pC)=hoWwever,
for smlall geometry-devices components, this parameter is measured in femto coulomb (fC).

3.12
cross-section
(¢}
<in groton and neutron interactions> combination of sensitive area and" probability of an
interaction depositing the critical charge for a SEE

Note 1 to entry: The cross-section may be calculated using the following formulat
o = nymber of errors/particle fluence

Note 3 to entry: The units for cross-section are cm? per-device electrofiit component or per bit.

3.13
douljle error correction triple error detection
DECTED

systgm or equipment methodology to test a digital word of information to determine if if has
been|corrupted, and if corrupted, to conditiehally apply a correction

Note 1 to entry: This methodology can correci\iWo-bit corruptions and can detect and report three-bit corrugtions.
(Used|within IEC 62396-3.)

3.14
digitpl single event transient
DSET
spuripus digital signal ortvoltage, induced by the deposition of charge by a single particlg that
can pgropagate through-the circuit path during one clock cycle

Note {1 to entry: Seg 6.2.4.

3.15
elecfron
elempntary particle having a mass of approximately 1/1 840 atomic mass units, apd a
negalive’charge of 1,602 x 10-19C

3.16

electronic components management plan

ECMP

equipment manufacturer's document that defines the processes and practices for applying
electronic components to an equipment or range of equipment

Note 1 to entry: Generally, it addresses all relevant aspects of the controlling components during system design,
development, production, and post-production support.

3.17

electronic component

electrical or electronic device that is not subject to disassembly without destruction or
impairment of design use
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EXAMPLE Resistors, capacitors, diodes, integrated circuits, hybrids, application specific integrated circuits,
wound components and relays.

Note 1

3.18

to entry:  An electronic component is sometimes called electronic device, electronic part, or piece part.

electronic equipment
item produced by the equipment manufacturer, which incorporates electronic components

EXAM

3.19

electronicflightinstrumentation—system

EFIS
o3

PLE End items, sub-assemblies, line-replaceable units and shop-replaceable units.

lple—of—an avionics electronic system requiring system development assurance

A-type—H and for which the pilot will be within the loop (within the control loopj-throug

pilot/system information exchange

3.20

expelrt

persogn who has demonstrated competence to apply knowledge. and skill to the sp
subjgct

3.21

firm prror

<senjiconductor community> circuit cell failure within ad,electronic component that cann
resefl other than by rebooting the system or by cycling\the power

Note 1 to entry: Such a failure can manifest itself as a¢soft fault in that it could provide no fault found
subsepuent test and impact the value for the MTBUR of the"LRU.

Note J
3.22
firm
<airc|

to entry: See also soft error.
fFault
raft function level> failure that-Cannot be reset other than by rebooting the system

cycling the power to the relevant,functional element

Note
during

3.23

fly-b
FBW|
avior

to entry: Such a fauli{-€eutd can impact the value for the MTBF of the LRU and provide no fault
the subsequent test.
y-wire

ics electronic system requiring system development assurance level A—type—} an

whicly the-pilot will not be within the aircraft stability control loop

level
h the

beific

bt be

Huring

Or by

found

d for

3.24

functional hazard-analysis assessment

FHA

assessment of all hazards against a set of defined hazard classes

3.25
giga
GeV

electron volt

energy gained when an electron is accelerated by an electric potential of 109 volts, that is, |

radia

tion particle energy of giga electron volts (thousand million electron volts)

Note 1 to entry: The Sl equivalent energy is 160,2 pico joules.
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3.26

gray

Gy

Sl unit of ionising radiation dose-and-the-energy-deposited-as-ionization-and-excitation{J)-per
unit-mass{kg), defined as the absorption of one joule (J) of radiation energy per one kilogram
(kg) of matter

Note 1 to entry: Related units are centigray (cGy) and rad. 1 cGy is equal to 1 rad.

3.27
hard error

ern\dnnni- or—caominarmanant damaaoe of o caoll hy atmac
e t—e—S e r—perarte i —aa i ge—o+—a—6e—o oS

recoyerable even by cycling the power off and on

heric—radiation—that—is not

Note 1 to entry: Hard errors can include SEB, SEGR and SEL. Such a fault would be manifest asca.hard faylt and
can inmpact the value for the MTBF of the LRU.

3.28
hard|fault

<aircraft function level> permanent failure of a component within an LRU

Note 1 to entry: A hard fault results in the removal of the LRU affected and.the-replacement of the permanently
damaged component before a system/system architecture can be restored_to_full functionality. Such a faultfeould
can impact the value for the MTBF of the LRU repaired.

3.29
heavyy ion
posit|vely charged nucleus of the elements heavier than hydrogen and helium

3.30
in-the-loop
test methodology where an LRU is placed, within a radiation beam that provides a simulation
of the atmospheric neutron environment:and where the inputs to the LRU-weuld can be|from
an electronic fixture external to the beam to enable a closed loop system

Note 1 to entry: The electronic fixturesweuld can contain a host computer for the aircraft simulation modgl. The
electrgnic fixture-would can also contain appropriate signal conditioning for compatibility with the LRU. In th¢ case
of an jautomatic control function, the outputs from the LRU-eeuld can be, in turn, sent to an actuation meg@ns or
directly to the host computer. The host computer would automatically close a stability loop (as in the case of a fly-
by-wire control system). In the'case of a navigation function, the outputs from the LRU could be sent to a display
system where the pilot couldhthen close the navigation loop.

3.31
inteqrated modular avionics
IMA
implgmentation of aircraft functions in a multitask computing environment wherel the
computations for each specific system implementing a particular function are confined|to a
partifiogvthat is executed by a common computing resource (a single digital electronic cirquit)

3.32

latch-up

triggering of a parasitic—papna p-n-p-n circuit in bulk CMOS, resulting in a state where the
parasitic latched current exceeds the holding current.-This-state-is-maintained-whilepoweris
apphed

Note 1 to entry: This state is maintained while power is applied.

Note 2 to entry: Latch-up can be a particular case of a soft fault (firm/soft error) or in the case where it causes
electronic component damage, a hard fault.
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3.33

linear energy transfer

LET

energy deposited per unit path length in a semiconductor along the path of the radiation

Note 1 to entry: The units applicable are MeV-cm?/mg.

3.34

linear energy transfer threshold

LETy,

for a given component, the minimum LET to cause an effect at a particle fluence of

1x1 z iuno~u|u_7

3.35
line replaceable unit
LRU
piecq of-avienics—electronic equipment that may be replaced during the maintenance cygle of |
the slystem

3.36
mega electron volt
MeV
energy gained when an electron is accelerated by an electj€ potential of 106 volts, thpt is,
radiation particle energy of mega electron volts (million electron volts)

Note {1 to entry: The Sl equivalent energy is 160,2 femto joule.

3.37
mean time between failure
MTBF
meagure of reliability-requirements—and, which is the mean time between failure of equipment
or a $ystem in service

Note 1 to entry: MTBF is a term from thewworld airlines’ technical glossary referring to the mean time bdtween
failurg of equipment or a system insgervice such that it generally requires the replacement of a damaged
compgnent before a system/system atchitecture can be restored to full functionality and thus it is a measjure of
reliabijity requirements for equipmgnt{or systems.

3.38
mean time between unscheduled removals
MTBUR

meagure of reliability—requirements—and, which is the mean time between unscheduled
remojval of equipment or a system in service

Note 1 to efitty: MTBUR is a term from the world airlines’ technical glossary referring to the mean time bdtween
unscheddlet*removal of equipment or a system in service that can be the result of soft faults and thus is a mgasure
of religbility for equipment or systems. MTBUR values can have a major impact on airline operational costs.

3.39

multiple bit upset

MBU

energy deposited in the silicon of an electronic component by a single ionising particle and
which causes upset to more than one bit in the same word

Note 1 to entry: The definition of MBU has been updated due to the introduction of the definition of MCU, multiple
cell upset.

3.40

multiple cell upset

MCU

energy deposited in the silicon of an electronic component by a single ionising particle and
which induces several bits in an integrated circuit (IC) to upset at one time
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3.41
neutron
elementary particle with atomic mass number of one and which carries no charge
Note 1 to entry: It is a constituent of every atomic nucleus except hydrogen.
3.42
no fault found
NFF
reported outcome of diagnostic testing on a piece of equipment
Note ftoemtryFoHowWiTTg TECEIpt Of arm erTor or fauit TESSage auring Operaton, the equipment s fourdto be fully
functignal and within specification during subsequent equipment testing. See IEC 62396-3.
3.43
particle fluence
<unidirectional beam of particles> number of particles crossing the unit surface area at|right
anglgs to the beam
Note 1 to entry: For isotropic flux, this is the number entering a sphere of unit cross-se¢tional area.
Note 4 to entry: The units applicable are particle-cm~2.
3.44

particle flux

fluen

Note

3.45
| pion]

Ce rate per unit time

to entry: The units applicable are particle-cm=2.s7".

lor pi-meson

sub-atomic particle

Note 1

‘ Note 3

3.46

preli
PSS/
syste
funct

Note 1

to entry: The charge possibilities are {41, —1, 0) and they are produced by energetic nuclear interacti

to entry: The term “pi-meson” can be’used in lieu of “pion” in some documents or standards.

minary system safety assessment
\
matic evaluation_of a proposed system architecture and implementation based o
onal hazard asséssment and failure condition classification to determine safety

to entry:/~See ARP4761:1996, 2.2 [126] 1.

3.47
protd

which is a constituent of all atomic nuclei

3.48

PN

pns.

n the

reliability

R(7)

and

for a system with constant failure rate, the conditional probability that a system will remain
operational over the time interval 0 to ¢ given by:

R(f)=e “*and 1= 1/MTBF

1 Numbers in square brackets refer to the Bibliography.
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3.49
risk

measure of the potential inability to achieve overall program objectives within defined cost,
schedule, and technical constraints

3.50

single bit upset

SBU

<semiconductor device> radiation absorbed by the—device electronic component which is
sufficient to change a single cell’s logic state

Note 1

3.51
sing
SEB

to entry: After a new write cycle, the original state can be recovered.

e event burnout

burnput of a powered electronic component or part thereof as a result,of the ey

abso

3.52
sing
SEC
systg
been

Note 1

3.53
sing
SEE
respq
cosnm

Note
examy

3.54
sing
SEFI
occu
micrd
to ce

Note
electr

ption triggered by an individual radiation event

e error correction, double error detection

DED

m or equipment methodology to test a digital word of infermation to determine if i
corrupted, and if corrupted, to conditionally apply a cafcection

to entry: This methodology can correct one-bit corruptiogtand can detect and report two-bit corruptio

e event effect

nse of a component caused by the impact of a single particle (for example ga
ic rays, solar energetic particles, epergetic neutrons and protons)

to entry: The range of responsesican include both non-destructive (for example upset) and destructi
le latch-up or gate rupture) phenemena.

e event functional interrupt

rence of an .upset, usually in a complex—device electronic component (e,
processor), sueh that a control path is corrupted, leading the-part electronic compg
pse to function properly

| to entry.” This effect has sometimes been referred to as lockup, indicating that sometimes th
nic ¢omponent can be put into a “frozen” state (see 6.2.6).

Note 2

ergy

has

Ns.

actic

e (for

nent

%

tovéntry: SEFI can be recoverable by resetting the configuration reqgister (F/F) to default values.

3.55

single event gate rupture
SEGR

<gate of a powered insulated gate component> radiation charge absorbed by the-device
electronic component, which is sufficient to cause gate rupture and is destructive

3.56
single event latch-up
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in an electronic component containing a minimum of 4 semiconductor layers (p-n-p-n), fixed
state of a component that occurs when the radiation absorbed by the component is sufficient
to cause a node within the powered semiconductor component to be held whatever input is
applied until the component is de-powered

Note 1 to entry: Single event latch-up can be destructive or non-destructive.

Note 2 to entry: The ionization deposited by the interaction of a single particle of radiation in an electronic
component causes triggering of a parasitic p-n-p-n circuit in semiconductor materials (including bulk CMOS) to
occur, resulting in a state where the parasitic latched current exceeds the holding current; this state is maintained
while power is applied. Single event latch-up can be a particular case of a soft fault (firm/soft error) or in the case
where it causes electronic component damage, a hard fault.

3.57

single event transient

SET

spuribus-sianal-or voltaacae —induced - bv the denosition-of charae bv g sinale pnarticle_that can
SpHHpUS—Sighal—or—yortage,—Hhauceabythe—GepostHon—-ot-chargebya-Ssihgrepattere thaflc6ah

momentary voltage excursion (voltage spike) at a node in an integrated (cir¢uit caused|by a
singlg energetic particle strike

Note 1 to entry: The specific terms ASET (analogue single event transient).@hd” DSET (digital single|event
transi¢nt) may be used.

Note 3 to entry: See 6.2.4.

3.58
single event upset
SEU
<semnliconductor-deviee component> radiation abserbed by the-device electronic compgnent
whiclp is sufficient to change a cell’s logic state

Note {1 to entry: After a new write cycle, the original state can be recovered.

Note 4 to entry: A logic cell may be a memory ©it/cell, register bit cell, latch cell, etc.

3.59
single hard error
SHE
single event induced hard error
radiaIion (in a single eyént) absorbed by the-device electronic component which is sufficient
to cause a permanent stuck-bit in the—device component, and a hard error within the
equipment

3.60

soft prror

e

errorje@ds output signal from a latch or memory cell that can be corrected by performing one
or moere-rermat-functions—ofthe—electroniccomponenteontainingthetatehermemoryeeH

> : . . . _

Note 1 to entry: As commonly used, the term refers to an error caused by radiation or electromagnetic pulses and
not to an error associated with a physical defect introduced during the manufacturing process.

Note 2 to entry: Soft errors can be generated from SEU, SEFI, MBU, MCU, and or SET. The term SER has been
adopted by the commercial industry while the more specific terms SEU, SEFI, etc., are typically used by the
avionics, space and military electronics communities.

Note 3 to entry: The term “soft error” was first introduced (for DRAMs and ICs) by May and Woods of Intel in their
April 1978 paper at the IEEE International Reliability Physics Symposium (IRPS) [135] and the term “single event
upset” was introduced by Guenzer, Wolicki and Allas of Naval Research Laboratory, Washington DC, in their 1979
IEEE Nuclear & Space Radiation Effects Conference (NSREC) paper [136].
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3.61

soft fault
<aircraft function level> characteristic of invalid digital logic cell(s) state changes within digital
hardware electronic circuitry

Note 1 to entry:

It is a fault that does not involve replacement of a permanently damaged component within an

LRU but it does involve restoring the logic cells to valid states before a system/system architecture can be restored
to full functionality. Such a fault condition has been suspected in the "no fault found" syndrome for functions
implemented with digital technology and it-weuld can probably impact the value for the MTBUR of the involved
LRU. If a soft fault results in the mistaken replacement of a component within the LRU, the replacement-could can
impact the value for the MTBF of the LRU repaired.

Note 2-toc-entrv—Logiccellls)includels) logic gates-and-memorvclomenits
Y ) 7 STy Y

3.62
sola
(SEP
durin

energetic particle event
) event

—these—periods—there—is enhancement of solar particles (protons,.ions and

neutqons) caused by solar flare activity or coronal mass ejections

Note
energ

3.63

to entry: The enhancement can last from a few hours to several days. A-small fraction has suffi
btic spectra to produce significantly enhanced secondary neutron fluxes in thgyatmosphere.

substitute component

comy
appr

Note 1
is “eq

3.64

onent used as a replacement in equipment after the equipment design has
bved

to entry: In some contexts, the term “alternate component” is used to describe a substitute compone
al to or better than” the original component.

systém safety assessment

SSA
asse

3.65

5sment performed to verify compliance with the safety requirements

systém

colle
of air

3.66
total
TID
cumy
comy

3.67

ction of hardware and software elements that implement a specific aircraft function g
craft functions

ionising dose

onentduring a specified period of time

pome

Ciently

been

ht that

r set

lative radiation dose that goes into ionization that is received by an-device elecfronic

total

mitigation

100 % mitigation
mitigation achieved for certain types of SEE by control of certain stressors within defined
parameters in the application

Note 1 to entry:

where

3.68
valid

SEL and SEB occur.

ation

For example SEL and SEB can be 100 % mitigated by limiting supply voltage below the threshold

method of confirmation of component radiation tolerance by the equipment manufacturer,
when there is no in-service data from prior use or radiation data from a test laboratory
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source providing energetic neutrons with a wide range of energies, the spectrum of which is
similar to that of the natural atmospheric or terrestrial radiation up to the maximum energy of

the source

4 Abbreviations and acronyms

[see

[see

AC advisory circular

AIR atmospheric ionizing radiation

ANITIA Atmospheric-like Neutrons from thick TArget (TSL, Sweden)

ARP aerospace recommended practices

ASET analogue single event transient

ASIC application specific integrated circuit

BL1A, BL1B, BL2C beam line designations at the TRIUMF facility (Canada)
IEC 62396-2]

BIT built-in test

BPSG borophosphosilicate glass

CECC CENELEC electronic components ¢cogmmittee

CMQOS complementary metal oxide semiconductor

COTB commercial-off-the-shelf

D-D deuterium-deuterium

DOE Department of Energy (USA)

DRAM dynamic random access memory

DSET digital single event transient

DSP digital signal‘processor

D-T deuterium=tritium

DUT devige under test

E energy

ECMP electronic components management plan

EDAC error detection and correction

EEPROM electrically erasable programmable read only memory
IEC 62396-2]

EPRPM electrically programmable read only memory [see IEC 62396-3

EFIS electronic flight instrumentation system

ESA European Space Agency

eV electron volt

EXPACS EXcel-based Program for calculating Atmospheric Cosmic-ray
Spectrum

FBW fly-by-wire

FHA functional hazard-analysis assessment

FIT failure in time

FPGA field programmable gate array

GCR galactic cosmic rays

GeV giga electron volt

GLE ground level event
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GNEIS
GSFC
GV
HW
IBM
IC

ICE
IEEE

Gatchina Neutron Spectrometer (Russia) [used within IEC 62396-2]

Goddard Space Flight Center

giga volt (rigidity unit)

hardware

International Business Machines

integrated circuit

irradiation of Chip and Electronics (WNR)
Institute of Electrical and Electronics Engineers

IEEE| Trans. Nucl. Sci. IEEE Transactions on Nuclear Science

IGBT] insulated gate bipolar transistor

IGRH International Geomagnetic Reference Field

IMA integrated modular avionics

IRPR integral rectangular parallelepiped

IUCH Indiana University Cyclotron Facility (USA)

JANGL—— JointArmy-Navy (USA Department of Defence)

JEDEC JEDEC Solid State Technology Association

JESI JEDEC standard

JPL Jet Propulsion Laboratory (USA)

LANS$CE Los Alamos Neutron Scienge)Center (USA)

LET linear energy transfer

LETy linear energy transfer threshold

LRU line replaceable unit

MBU multiple bit upset (in the same word)

MCU multiple cellfupset

MeV mega.electron volt

MOSFET metal-oxide semiconductor field effect transistor

MTBF mean time between failure

MTBUR mean time between unscheduled removals

NASA National Aeronautical and Space Administration (USA)

PCN product change notification

PIF Proton Irradiation Facility (TRIUMF, Canada)

PNP Petersburg Nuclear Physics Institute (Russia) [see IEC 62396-P

PSG phosphosilicate glass [used within IEC 62396-2]

PSI Paul Scherrer Institute (Switzerland)

PSSA preliminary system safety assessment

PWM pulse width modulator

QARM QinetiQ Quotid Atmospheric Radiation Model

QMN quasi mono-energetic neutrons

RADECS RADiation Effects on Components and Systems

rad deprecated Gaussian-cgs (centimeter-gram-second) unit
radiation absorbed dose

RAL Rutherford Appleton Laboratory

RAM random access memory

of
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RCNP Research Center of Nuclear Physics (Osaka, Japan) [used within
IEC 62396-2]
RPP rectangular parallelepiped
SAFETI Systems and Airframe Failure Emulation Testing and Integration
SBU single bit upset
SC stacked capacitance
SDRAM synchronous dynamic random access memory
SEB single event burnout
SECPEB singte—eventeorrectiondouble—eventdetection
SEDR single event dielectric rupture
SEE single event effect
SEFI single event functional interrupt
SEGR single event gate rupture
SEL single event latch-up
SEP solar energetic particles
SER soft error rate
SET single event transient
SEU single event upset
SHE single event induced hard error
SRAM static random access memory
SSA system safety assessment
SSEEM segmented seconddry electron emission monitor
SW software
TIC trench internal capacitance
TID total ionizing dose
TNF TRIUMF neutron facility (TRIUMF, Canada)
TRIUMF Tri-University Meson Facility (Canada)
TSL Theodor Svedberg Laboratory (Sweden)
WNR Weapons Neutron Research Los Alamos National laboratory (USA)
5 Radiationenvironment of the atmosphere
5.1 Radiation generation
a4 by o €

The atrrosphere—is—penretrated—by—a—fhn—of—rarious—charged—and—reutral—partietes—that in
combination create a complex ionising radiation environment. These particles are created by
the interaction of the continuous stream of primary cosmic ray particles with the atoms in the
atmosphere (mainly nitrogen and oxygen), and so are called secondary cosmic rays. The
primary cosmic rays are usually referred to as galactic cosmic rays (GCR), indicating that
their origins are beyond that of the solar system.

The galactic cosmic radiation is composed of atomic nuclei that have been completely ionised
(fully stripped of their electrons) and subsequently accelerated to very high energies. GCR
consist of about 83 % protons, 16 % alpha particles and <2 % heavy ions (particles with
atomic number Z > 2). As the primary cosmic rays, mainly very high-energy protons, bombard
the atmosphere, they create a cascade of secondary, tertiary, etc., particles from their
interactions with the atoms of the atmosphere. Thus, for each primary cosmic ray entering,
many more secondary particles are created. At a very approximate level, the flux of incoming
primary cosmic rays at the top of the atmosphere is 3 particle.cm2.s-!, and at aircraft
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altitudes, the flux of all secondary particles is about 10 particle-cm2.s-1. The density of the
lowest portion of atmosphere is so high, that most of the flux of particles is absorbed, so that
at sea level the nominal flux of secondary particles is less than 0,1 particle-cm=2.s-1,

The flux of secondary particles is not uniform around the earth due to the effect of the earth’s
magnetic field that is at right angles to the particle direction at the equator. Particles cross
field lines at right angles at the equator and are bent away, while at the poles they travel
parallel to the field and are not deflected. As a result the primary cosmic rays are able to
penetrate into the atmosphere more readily near the magnetic poles and they interact with the
atoms in the atmosphere creating larger numbers of cascade particles.

5.2 | Effect of secondary particles on avionics

Som¢ of the secondary particles can interact with microelectronic devices within aifcraft
aviorjics systems and cause single event effects (SEEs) in the devices. These secondary
parti¢cles deposit enough charge through the recoils they create within a sensitive portior] of a
devide to result in a malfunction of the device. It has been found that neutrons, protong and
piong are the main particles that can cause these effects.

5.3 | Atmospheric neutrons
5.3.1 General

Neutfons are the secondary cosmic ray particles that-have been shown to be mjainly
responsible for causing single event upsets (SEUs) in memories and other electronic deyices
on aifrcraft since the early 1990s. This identification af the neutrons as the main cause df the
SEU$ was based on several different kinds of correlations:

a) the variations of the upset rates against altitude and geographic latitude followed the
vpriation of the neutron flux with altitude and latitude;

b) neutron-induced SEU rates calculated.using SEU cross-sections measured in a laborgtory
and integrated with the neutron flux h the atmosphere agreed with measured in-flight|SEU
rates; and

c) upset rates at ground level due+to secondary neutrons are proportional to rates at aifcraft

altitudes. For the neutrons, as well as all for the secondary particles within the
atmosphere, the variatian jof the particle flux with three parameters (energy, altitudg and
Iatitude) is most impartant for understanding the variation of the SEU rate.

5.3.2 Energy spedétrum-of atmospheric-neutrons Atmospheric neutrons energy

spectrum and SEE cross-sections
5.3.2}1 Natural energy spectrum of atmospheric neutrons

The |energy, variation of the atmospheric neutrons is usually presented by plotting the
diffenentiat’flux (flux per unit energy interval) as a function of energy, which is often callef the
spectrum (see Figure 1), Monte Carlo generated spectra have produced the follawing
fractions <1 MeV 0,53; 1 MeV to 10 MeV 0,2; > 10 MeV 0,27. The fits quoted below may give
slightly different values. Measurements of the energy spectrum of the cosmic ray neutrons
have been made since the 1950s using a variety of techniques. In Figure 1 four neutron
spectra at an altitude of approximately 40 000 ft (12,2 km) are plotted. These include the
original measurements made by Hess in 1959 [1], a calculation by Armstrong in 1973 [2], a fit
to measurements by Hewitt et al at NASA in 1977 [3], and the recent DOE measurements by a
fit to measurement by Goldhagen in an ER-2 aircraft during 1997 [4].
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Figure 1 — Energy spectrum of atmosphéric neutrons
at 40 000 ft (12 160 m), latitude 45°

A fit fo the NASA Ames Research Center’'s 1974 flight)data (energy (E) up to 300 MeV] that
had been used in the past has been modified for énergy > 300 MeV using the more r¢cent
meagurements data. It should be noted that whenythis differential flux is integrated for energy
10 MgV, the integrated neutron flux is ~5 600, neutron-cm=2-h-! which can be rounded {ip to
6 000 neutron-cm2.h-1. This nominal highxéhergy neutron flux of 6 000 neutron-cm=2.H-! at
40 090 ft (12,2 km) and geographic latitude 45° may be treated as a typical or nominal in-
flight] envelope and scaled for different avionics applications (for example, for alfjtude
variafion per measurements). The modified spectrum is given, with energy in MeV, as

T

dN/dE = [0,346E-0.922 x exp (~0;0152(InE)2) E < 300 MeV neutron/cm2-s - MeV (1)
| 340E-2.2 E > 300 MeV

It shpuld be noted that,when this differential flux is integrated for energy > 10 MeV| the
integfated neutron flGx is ~5600 neutron-cm2-h-! which can be rounded up to
6 000 neutron-cm2h=¥. This nominal high energy neutron flux of 6 000 neutron-cm2.§-1 at
40 000 ft (12,2 km).and geographic latitude 45° may be treated as a typical or nominal in-
flight] envelope)yand scaled for different avionics applications (for example, for altj
variafion as_in"5.3.3 and for latitude variation as in 5.3.4). For lower energies, the model
a flux of 3200 neutron-cm=2-h-1 for 1 MeV < E < 10 MeV, with 1 600 neutron-cm2.h-1 i
rang¢ of 1“MeV< E < 3 MeV and 1 600 neutron-cm2-h-1 in the range of 3 MeV < E < 10
This flux“of 6 000 neutron-cm=2-h-1 for £ > 10 MeV is conservative by a factor of approxi
2 compared to the ER-2 aircraft measurement results. At ground level the flux is
approximately a factor of 300 lower than at 40 000 ft (12,2 km), thus on the ground, the flux
for energy > 10 MeV is 20 neutron-cm=2-h-1, [5] and this agrees with an independently derived
calculation for New York City [6].

The greater than 10 MeV neutrons will be the dominant cause of SEE on sensitive electronic
devices with geometric feature size above 150 nm, however for devices with feature size at
and below 150 nm the contribution of neutrons W|th energy between 1 MeV and 10 MeV may
be S|gn|f|cant
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sizes 150 nm and below the effects due to neutrons with energy in the range 1 MeV < £ <10
MeV shall be included when calculating SEE rates.

In order to make relevant SEE calculations for electronic devices with feature sizes below
150 nm, it can be valuable to understand how the available SEE cross-section(s) was/were
determined.

5.3.2.2 White neutron spectrum cross-sections
If the available cross-section(s) was/were determined from neutron experiments;w%& re a

whitd neutron energy spectrum representative of the atmospheric spectrum was us test
bean} includes neutrons with energy in the range 1 MeV < £ <10 MeV and e 1OI\AeV,
reprgsentative of the atmospheric spectrum), the experimental results mclu E causg¢d by
neutqons with energy in the range 1 MeV < E <10 MeV. Therefore, th culated cfoss-
sectipn includes those SEE contributions from neutrons with y in the range
1 MelV < E < 10 MeV (if any). For those cross-sections, the neutron ce reference energy

origigally used to calculate the cross-section (if JESD 89A is us the neutron fluenge at
10 MgV is specified) provides the key for the applicable energy famge for the use of nejitron
flux that will yield appropriate use condition SEE rates. Faci 't@; which provide high energy
whitg neutron radiation sources include WNR, TRIUMF (TN&/ISIS (RAL), ANITA (TSL) and
terregtrial facilities. o)

Becaluse a cross-section measured with a white spe?@ﬂ atmospheric neutron beam conftains
SEE [contributions at lower energies, the white n% on spectrum cross-section can be [used
withqut modifications for all energy ranges cov§§ by the cross-section tests. For exafple,
for cross-sections measured in a white ne spectrum beam and following JESD| 89A
(JESP 89A specifies the cross-section be \Qrculated using the 10 MeV fluence), the nominal
neutron flux at 10 MeV of 6 000 neutron$n'2 h-1, may be used to determine the appropriate
SEE [rate. Thus the nominal event rati@ such cross-sections (£ > 10 MeV) is given by:

ominal event rate = cross-sedt@n (E>10 MeV) x 6 000 events per hour

Some¢times the white neut@\céross -sections are quoted for neutrons with energy above
, and the nominal event'rate for such cross-sections (£ >1 MeV) is then given by:

ominal event rat&oss-section (E>1 MeV) x 9 200 events per hour

Ccross-se s and fluxes based on a >1 MeV threshold introduces addifional
unceftainty. T fore, this should only be done if, for some reason, the > 10 MeV cfoss-

sectipn is g@ilable.
@)

5.3.2.@ Non-white neutron spectrum cross-sections or unknown cross-sections

For cases where the SEE cross-sections were measured by methods where the SEE
contributions from neutrons with energy in the range 1 MeV < E < 10 MeV potentially have not
been included, the contributions from these lower energy ranges can be estimated for some
electronic devices by using an enhanced figure for neutron flux in the error rate calculation.
Non-atmospheric spectrum beam types include mono-energetic proton beams and quasi-
mono-energetic neutron beams. Because beam spectra are not representative of the natural
atmospheric radiation spectra the tolerance on the error rate is larger than in 5.3.2.2.

e For electronic devices with feature size above 160 nm the nominal SEE rate is calculated
using the £ > 10 MeV cross-section and nominal neutron flux of 6 000 neutron.cm=2.-h-1.
For feature sizes above 160 nm this flux is considered to be sufficiently conservative to
accommodate the effects from lower energy neutrons.

e For electronic devices with geometric feature size 160 nm and below the effects due to
lower energy neutrons shall be included, and consideration of the low energy thresholds
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for smaller geometry devices is provided in Annex H. Table H.1 provides the approximate
neutron energy thresholds versus electronic device technology feature size. Table H.2
provides the recommended nominal neutron fluxes for different electronic device
technology feature sizes when using non-white neutron (non-atmospheric like) radiation
sources. The method to calculate nominal event rates for the smaller geometry electronic
devices is given in Clause H.3.

NOTE 1 The original guidance based on reference [7] that the contribution from the 1 MeV < E <10 MeV neutrons
to the overall SEE rate is 10 % is no longer recommended for the smaller geometry electronic devices.

NOTE 2 The values of neutron flux given in Table H.2 can be scaled to other altitudes and latitudes, using the
Tables D.1 and D.2.

5.3.3 Altitude variation of atmospheric neutrons

The pltitude variation of the atmospheric neutron derives from the competition between the
various production and removal processes that affect how the neutrons and ‘the initiating
cosnfic rays interact with the atmosphere. The result is a maximum in the) flux at about
60 000 ft (18,3 km), called the Pfotzer maximum that can be seen in Figuré 2. The fjgure
compares the altitude variation of the 1 MeV to 10 MeV neutron flux. A_much more riggrous
apprpach was taken by NASA-Langley in developing a model that is currently called AIR|[10].
It utilised measurements made on aircraft during the 1960s and~1970s, and developed a
modg¢l that gives the 1 MeV to 10 MeV neutron flux as a function‘of three parameters, the
atmoppheric depth (g-cm-2), vertical rigidity cut-off (GV) and solar'weather conditions.

A still more rigorous model has been developed based on @xtensive calculations incorpornating
thred key steps, the calculation of the initial cosmi¢ ray spectrum, the rigidity cpt-off
calcylation and a Monte Carlo code to generate and-iransport the secondary particle radiation
through the atmosphere. This code package is_called the—QinetiQ Quotid Atmospheric
Radiation Model (QARM) [12] and it can be accessed and utilised via the Internet link [11]. It
can provide estimates of the secondary cosmig,ray particle fluxes and spectra at all locdtions
for a|l particles including neutrons and protons. A similar code package that is also available
via the Internet is called EXPACS (Excel-based programme for calculating atmospheric
cosnlic-ray spectrum [13]), and is basedZon analytical functional fits to Monte Carlo-generated
specjra [14]. QARM and EXPACS yield similar results for the atmospheric neutron spegtrum
[15]. |Predicted SEU rates in the atmosphere based on using QARM for six different SRAMs
are gdbout a factor of 2 lower than rates calculated using the neutron spectrum (see 5.3(2) in
this gtandard [15].
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Figure 2 — Model of the atmospheric neutron flux
variation with altitude (see Annex D)
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A tabular description of the variation of atmospheric neutron flux with altitude and also with
latitude as given by the Boeing model is provided in Annex D to enable calculation of neutron
flux at various flight locations.

5.3.4 Latitude variation of atmospheric neutrons

The latitude variation is expressed in terms of the vertical rigidity cut-off (R), in units of GV.
The rigidity cut-offs indicate the required rigidity (essentially the particle momentum divided
by its charge) of primary cosmic ray particles needed to penetrate to a given location above
the atmosphere. At the equator, where the magnetic field is at right angles to particle
direction, it requires particles with the highest rigidity (R ~ 15 GV) to penetrate to this region,
and ; ; can
reach. The geographical distribution of the vertical rigidity cut-offs around the warldiat an
altitupe of 20 km [16] is shown in Figure 3.

Figune 3 shows the distribution of vertical rigidity cut-off curves across the globe based oh the
1980| epoch that was developed in [16], combining measurements and calculations, with the
rigidity cut-offs being averaged over geographical longitude for each ,5° in geograpghical
latitude. The reference [16] authors updated their rigidity cut-off modehwith a new set of|data
from|the year 1995 and it is tabulated in JESD 89A. This newer ‘set of calculations] and
meagurements produced a model with rigidity values within 1° x(A4%accuracy. These rigidity
valuds were averaged over broader angular bins (5° in latitude % 15° in longitude) and these
averaged values are tabulated in Annex A of JESD 89A:2006{ Based on a comparison qf the
updated rigidity values from JESD 89A (1995 epoch) with ‘the older values in Figure 3 (1980
epoch), the rigidity cut-off values have decreased slightly.“A comparison was carried ou{ at a
longitude of 0° and for latitudes ranging between 30°and 60°. In most cases the changdg was
a degrease of ~0,15 to 0,2 in the overall vertical rigidity across all latitude levels. Sincg the
chanpe in rigidity was approximately constant, the percentage change was much higher at
higher latitudes where the absolute value of the 'rigidity is smaller. Thus, for latitudes 4 50°,
the percentage decrease was < 5 %, for 50249-55° it was between 5 % and 7 %, and for $0° it
was 115 %. These variations in the vertical rigidity cut-offs due to changes in the geomagnetic
field Jover a 15-year period appear tobe small enough to indicate that the correspomnding
chanpe in the atmospheric neutron flux will be relatively small, and Figure 3 is still useful.
Fullyl up to date cut-off rigidities, ane available through the QARM-cede model [12] Using
traje¢tory integrations in the latest [IGRF magnetic field plus external source terms dependent
on the geomagnetic disturbanee’ index (Kp) using the Tsyganenko 2001 model. The QQARM
mod¢l can be accessed and utilised via the internet link [11]. These rigidities caph be
computed on-line for any selected location. For flight path calculations a set of 49| pre-
calcdlated maps is used.*Geomagnetic disturbances can significantly lower the cut-off rigidity
(by gbout a factor 2 for Kp = 6 for a 1 GV cut-off at zero disturbance). The influenge on
parti¢cle fluxes can.be about 10 % for galactic cosmic rays but by factors of 5 or more during
solar|particle events.
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models are also available for the variation of the’,1"MeV to 10 MeV neutron flux
on of latitude, a simplified Boeing model and)the NASA-Langley AIR model.
ified Boeing model is based on measurements made in aircraft during the 1960
ular pole-pole latitude surveys aboard a Beeing 707 aircraft [17]. The initial data
as the neutron flux as a function of the vertical rigidity cut-off. Based on the obsery
jure 3 that the rigidity cut-offs exhibit théir main variation with latitude, the vertica
vere averaged over geographical longitude for each 5° in geographical latitude. T
urs are evolving with time due tothe Earth's changing geomagnetic field. This all

the mpeasured 1 MeV to 10 MeV neutran flux, originally given as a function of rigidity cut-g

be c(
is sh

bwn in Figure 4.

0,8 |

0,6 -

IECI

as a
The
s, in
was
ation
cut-
hese
bwed
ff, to

nverted to a curve of the 1 MeV to 10 MeV neutron flux as a function of latitude andg this

04

0,2

Normalizefl 1 MeV to 10 MeV néutron flux

o

0 10 20 30 40 50 60 70 80 90

Latitude (°)
IEC

Figure 4 — Model of atmospheric neutron flux variation with latitude

The variation of the neutron flux with altitude shown in Figure 2 for energies 1 MeV to 10 MeV
has also been shown to apply for neutrons with higher energies [9]. Therefore Figure 2 and
Figure 4 can be used to scale the greater than 10 MeV neutron flux of 6 000 neutron-cm2-h-"
which applies at 40 000 ft (12,2 km) and 45° latitude to other altitudes and latitudes. It should
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be noted that there is a strong dependence of cut-off rigidity and hence particle fluxes on
longitude and this is shown in the QARM model. For example, at 45° latitude there is a factor
5 variation in cut-off rigidity with longitude and this translates into a factor 3 variation in
neutron fluxes from galactic cosmic rays.

The 1 MeV to 10 MeV neutrons have a significant SEE contribution for electronic devices with
geometries 150 nm and below (see 5.3.2).

5.3.5 Thermal neutrons within aircraft

Thermal neutrons are low energy neutrons that have scattered sufficiently to be in thermal
equillbrium with their surroundings. At room temperatures this leads to an average enerfgy of
0,02% eV. The majority of the thermal neutrons inside the aircraft are created by the
interaction of the aircraft structure and all of its contents with the higher energy-neufrons
withip the atmosphere. Thermal neutrons can be significant because they havéra very|high
probability of interacting with certain isotopes, such as boron 10 (B10), and beron is présent
in microelectronics in two main areas, as a p dopant, and in some forms of/the glassiviation
layer] for example borophosphosilicate glass. Thus, a 0,025 eV neutron interacting with d B10
atom| leads to two charged particles in an electronic device with ayéombined 2,3 MgV of
energy; if this energy is deposited within the sensitive volume of an,‘micreelectronic device, it
can lpad to SEU.

To date, only one study has attempted to calculate thesthérmal neutron flux within an
aeroplane [18]. The hydrogenous materials within an aeroplane, the fuel, the passengerg, the
crew|and the baggage, all serve to thermalise the higher energy neutrons. An entire Jarge
commercial airliner was modelled in terms of 20 sub-yolumes, some extremely large. Even
with this crude model the calculations were very useful, showing that at the several locations
withiph the aeroplane that were reported upon, thethermal neutron flux was about a facfor of
10 higher than it is just outside the aeroplane, The number of measurements of SEU cfoss-
sectipns in electronic devices induced by théfmal neutrons is very limited (see 8.3.3), but |
more| recent references significantly expand on this data [19, 20, 21, 22].

The $ubject of thermal neutron effectsis covered in more detail in IEC/FS 62396-5.

5.4 | Secondary protons

Charped particles have also been measured in the atmosphere, most of which are, likg¢ the
neutqons, cosmic ray secondaries, from the interaction of the primary cosmic rays with the
oxygen (O) and nitrogen (N) nuclei in the air. The secondary protons can cause single ¢vent
effects in electronies’in a manner very similar to that of the neutrons. The distributipn of
secophdary protons\is similar to that of neutrons, especially with respect to energy and altifude.
The ¢nergy spectrum of the atmospheric protons is similar to that of the neutrons, as segen in
Figune 5, which contains proton measurements at two mountain tops (US and Russia/ [23,
24]) and from one balloon experiment [24]. The mountain-top data indicates a peaking in the
differlential proton flux at about 200 MeV to 300 MeV. Figure 5 shows that for energies lp to
about500-MeN the-secondaryprotons—inthe atmosphereareabout 20-% {0 30-% of the flux
of the neutrons, but at higher energies the proton and neutron fluxes are comparable.
Measurements have shown that for secondary protons in the energy range
100 MeV < E < 750 MeV, the variation with altitude is very similar to that of the neutrons [25],
i.e., there is a maximum at ~80 g-cm=2 (55 000 ft (16,8 km)), the Pfotzer maximum. With
respect to the latitude variation there is a slight decrease in the total atmospheric proton flux
of about a factor of 2 in traversing from the polar to equatorial regions, which is less
pronounced than the latitude variation with neutrons. Therefore, for purposes of calculating
SEE rates in the atmosphere, since the neutron flux dominates and the suggested flux of
6 000 neutron-cm2.h-1 (E > 10 MeV) is conservative, the contribution of the protons to the
SEE rate can be considered as being included within the neutron-induced SEE rate.
Nevertheless as discussed in 6.2.10, item c), in the low energy domain, protons may interact
through ionization and contribute to the error rate of technologies below 90 nm.
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Figure 5 — Energy spectrum of protons within the atmosphere

5.5 | Other particles

The ¢ther charged particle secondary cosmic ray within)the atmosphere that can induce single
even} effects in electronics is the pion (there are<both positively and negatively charged
piong). However, in the atmosphere at aircraft altitudes, the pion flux is only a small frdction
of the¢ neutron and proton flux. For energies <,1'GeV, the pion/proton (n/p) ratio is estimated
to be ~0,1, and it applies at both aircraft altifudes, 500 g-cm2 (20 000 ft (6,1 km)), as well as
at grpund level [26]. At 40 000 ft (12,2 km) and at an energy of 1 GeV, the differential| pion
flux has been calculated to be ~1/30 thab of the neutrons and protons (the differential nefitron
and ;Lroton fluxes are about equal), and at 100 MeV, the differential pion flux is ~1/100 that of
the nfeutron flux [27]. Thus, the flux.of pions in the atmosphere is so small (<1 %) comparged to
that pf the neutrons, that they-can be ignored for purposes of effects on electronics,| The
QARM model [12] can provide-detailed flux and spectrum information within the atmosphere
for these other cosmic ray secondary particles, including protons. Annex E proyides
cons|deration of effectscabhhigher altitudes, above 60 000 ft (18 290 m).

Elecfrons and gamma rays are also produced as secondary cosmic radiation in the
atmogphere. Although these particles do not have a high enough dE/dx (energy depositioh per
path llength) in\Silicon to cause single event effects in electronics, they do deposit an iorfising
dose|in the electronics. In general terms, the fluxes of high energy electrons and gamma| rays
are rpughly'comparable to those of the atmospheric neutrons.

There is also a very small percentage of heavy lons, I.e., primary cosmic rays and their
secondary fragments in the atmosphere that survive the passage through the hundreds of
g-cm2 of atmosphere. However their flux is very low. Therefore, heavy ions in the atmosphere
can be generally ignored as a potential threat to electronics, although for the case of very
high altitudes it is possible that some heavy ions may be encountered. Only for altitudes
greater than 60 000 ft (18,3 km) may additional consideration need to be given for the effects
of heavy ions [28, 29], as well as for the effects from primary cosmic rays and their secondary
fragments. At present, the QARM model [12] does not provide information on the reduced
fluxes of primary cosmic ray heavy ions and their secondary fragments within the atmosphere
although enhancements are in hand.

5.6 Solar enhancements

Solar activity follows an approximately 11-year cycle, during which time there are periods of
heightened activity (approximately the middle 6 years) and lessened activity (approximately
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the first 2,5 years and last 2,5 years). During the entire period there is a finite probability of
eruptions on the sun, such as solar flares or coronal mass ejections that result in energetic
particles being emitted.

In general, these solar energetic particles have less energy than the galactic cosmic rays. The
first particles reach the Earth in a matter of minutes but the enhancements last for several
hours to days. They interact with the atmosphere to create secondary particles in a similar
way to galactic cosmic rays but their lower energy means that they produce much steeper
altitude and latitude profiles. For a few events the particle energies are sufficiently high to
give enhanced secondary fluxes at aircraft altitudes and on the ground (so-called ground level
events or GLEs).

The ¢nhanced secondary cosmic rays during solar flares have been measured on the ground
by the worldwide network of cosmic ray neutron detectors (continually tracking the ‘variatipn of
the dqosmic ray environment) and occasionally by instruments aboard aircraft, [30, 31]] The
SEP |[enhancement in the atmospheric neutron flux, relative to the background flux (>10 MeV)
of 6 000 neutron-cm=2-h-1 in 5.3.2, has been calculated for a number of worst<case scenarios.
These scenarios are dependent on the particle spectra from specific solar flare events, the
altitude and the rigidity cut-off. For the September 1989 flare, the énhancement factors at
39 000 ft (12 km) are 41 and 1,6 for rigidities of 0 GV and 3 GY respectively, and at an
altitude of 56 000 ft (17 km) the factors increase to 73 and 2,4 respectively. With the Febfuary
1956| flare, for which the incoming particle spectrum is, (less well characterized, the
enhapcement factor is 263 at 0 GV and 39 000 ft (12 km).~Fhus, extremely high SEE rates
could occur in the high latitude regions (R < 1 GV) during worst case flares that could be
enhahced by a factor as high as 300 at 39 000 ft (12 k). Such very large events are tefmed
extreme space weather, with, typically, enhancement§ of more than 100 times nominal fljixes.
This |subject will be covered in more detail in a fdture new part of the IEC 62396 sfries
(IEC|TS 62396-6).

Thesg events are usually of short duration<(several hours) and for worst case take-off {imes
are ¢ontained within the duration of lehg haul flights. Hence although the worst |case
instaptaneous rate enhancement is as’ high as a factor of 263 the increased SEE| rate
avergged over a high latitude flight would be more like 25 times the solar minimum quietttime
rate.|The QARM model includes 'seven solar particle events which have been modelled in
detail [32]. Five of these have been compared favourably with the limited available flight|data
on air crew dose. Use of these*events in QARM enables the worst case flight scenarios| with
respgct to take-off time to~be determined. The February 1956 event is the worst [case
available, and based on ground level data is the worst since such monitoring commencgd in
1942] However, based on the indirect evidence of nitrate samples in ice cores, the first [solar
flare lever observed. (the Carrington event of 1 September 1859) could have been four {imes
worsge [33, 34]. dnvaddition analysis of events with respect to air crew dose [35] showg that
four pther events-in the 1940s could have exceeded 10 times the normal flight-averaged |dose
or SEE ratesathigh latitude and 39 000 ft. With the more recent events of 29 September [1989
and 20 January 2005 (this fortunately only at high southern latitudes due to large anisofropy
in artival directions) also in this category, the frequency of such worst case events should be
taken_as seven in 67 years Some 23 other events (e g 15 April 2001) could have given
route-averaged rates at high latitude ranging from 10 % to 200 % of quiet time over this time
period.

5.7 High altitudes greater than 60 000 ft (18 290 m)

Although neutrons are the dominant cause of SEEs up to about 40 000 ft (12,2 km) other
particles become increasingly important at higher altitudes. Protons contribute to the neutron
rate at 60 000 ft (18,3 km) and above 60 000 ft (18,3 km), while above this altitude there is
significant penetration of cosmic ray heavy ions and their secondary fragments. In addition
the importance of solar particle events increases and the February 1956 event would have
been six times worse at 60 000 ft (18,3 km) compared to 40 000 ft (12,2 km). Currently
models such as QARM include neutrons and protons but not heavy ions.
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Heavy ions produce SEE by direct ionization and techniques such as CREME96 [36, 37] are
used for space systems. These are based on the characterisation of the environment by the
spectrum of particles as a function of linear energy transfer (LET). This is usually plotted in
integral form, i.e. the flux of particles having greater LET. The path length distribution through
a parallelepiped representation of an electronic device sensitive volume is then employed to
give the spectrum of charge depositions and hence a number greater than a device threshold
for SEE. Earlier work [28] has presented LET spectra for the upper atmosphere using semi-
empirical cross-sections for heavy ion interactions and the generation of fragments. Modern
Monte Carlo radiation transport codes such as FLUKA [38] now contain physics modules to
deal with ion-ion collisions and these are being applied to generate response functions for the
atmosphere.

Ann%‘xes E and F give details of the high altitude environment and calculation of SEE rates
prodliced by heavy ions as well as neutrons and protons. Figure E.6 and Figure €.7"cgn be
effectively used to estimate the SEU contribution from the three particles, (neutrons,
secopdary protons and primary cosmic ray heavy ions) within the atmospherecas-a functipn of
altituge, based on the SEU response of a particular SRAM. From Figure E{6,and Figur¢ E.7
the neutron SEU contribution is seen to decrease at altitudes above 60000 ft, the pfoton
contribution reaches a plateau at 60 000 ft and the heavy ion ~¢ontribution incrgdases
significantly above 80 000 ft.

6 Effects of atmospheric radiation on avionics

6.1 | Types of radiation effects

The |onising radiation environment in the atmosphére; and therefore within an aircraft| can
causg a variety of effects on the electronics usedhin avionics. Three basic types of radifation
effects on electronics are dealt with in Clause 6;-8ingle event effects, total ionising dosg and
displpcement damage. It is shown that some Single event effects have an impact on avipnics
but that total ionising dose and displacemient damage are not of concern. Thus, the [main
focug is on single event effects in aviehics. "Single event effects" is a generic terml and
encompasses all of the potential effects on the electronics caused by the interaction|of a
single element of radiation; in the case of atmospheric radiation, this is secondary neutrofs.

atmogphere reaching sea level, neutrons are the most significant in causing electronic dircuit

Out E the many types of particles resulting from cosmic rays cascading through the Earth’s
probl

ms.

6.2 | Single event(effects (SEEs)
6.2.1 General

All gingle<-event effects (SEEs) are caused by the deposition of energy within an
micrgelectronic device by a single particle that interacts with the device. The energy
depogition, which occurs either directly or indirectly, leads to a charge being collected. When
the incoming particle is charged (for example, cosmic ray heavy ion), the ionizafion proceeds
directly as the particle deposits its energy by ionising the surrounding silicon atoms. The
greater the ability of the particle to release its energy, the greater the energy deposited by the
particle (expressed as LET (linear energy transfer), energy/path length), the more likely the
charge released is sufficient to cause an effect. When the single particle is neutral, such as a
neutron, the particle first has to have a nuclear interaction with an atom within or near the
active area of the device. This creates recoiling atoms, called recoils, which possess energy
that is deposited (indirectly) into the surrounding silicon atoms.

A proton is charged-butit and has a low-ereugh LET in silicon-that-it but has-net-yet been
shown to cause SEE by direct ionization in electronic devices with geometry at and below 90
nm. However, at high energies (> 5 MeV), it also has nuclear reactions with silicon in a
manner similar to how a neutron of the same energy would interact. Thus to date, protons
cause single event effects in electronic devices only through nuclear reactions. Based on
actual measurements, we assume that for energies > 100 MeV, protons and neutrons have
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the same ability to induce a single event upset (SEU), a flip in the logic state, in electronic
devices. This is called the SEU cross-section, and hence, atmospheric neutrons are assumed
to have the same SEU cross-section as high energy protons.

In avionics, SEEs have been observed in electronic devices used in aircraft since the early
1990s [5, 8, 39, 40, 41]. In the existing literature, SEUs in memory devices have been
recorded. Most if not all of the upsets have been attributed to the atmospheric neutrons. As
the size of the total number of bits in an aircraft that are-susceptible sensitive to SEU has
increased geometrically over the last decade (more bits per electronic device, greater
functionality-led leading to the need for more memory), the number of SEUs being induced
has similarly increased. However, there is not a great deal of documented evidence of these
in-flight SEUS Tor a varietly of reasons.

a) tme use of error detection and correction schemes is routinely used in avionics;.but since
the errors are corrected, there is little interest in recording the errors that aredetectedq and
cprrected;

b) the occurrence of these errors is considered proprietary information, -hence it is rarely
cpllected, and even less often analysed; and

c) most error correction schemes look for errors only in memory that'is being utilised, hience
bjt flips in unused memory will always be ignored.

6.2.2 Single event upset (SEU)

A single event upset (SEU) is the most common type of a-single event effect. SEU is caused
by the deposition of charge in an electronic device by.a single particle that is sufficignt to
chanpe the logic state of a single bit from one binary state to the other. SEUs are some{imes
callef soft errors because they are readily corrected by reinitialising the bits. Elec}ronic

devides—susceptible sensitive to SEUs generally have been memory bits, register bits or
latchps. Random access memories are genéfrally the most-susceptible sensitive electronic
devides to SEU because they contain the |argest number of memory bits. However due tp the
largel number of volatile memory bits contained within microprocessor-cached memorieg and
registers, microcontrollers, ASICs and-field programmable gate arrays (FPGAs) are|also
vulndrable. SEU-susceptibility sensitivity increases as the applied supply voltage decreasgs.

More| recently the potential for’SEU due to thermal neutrons has been observed in|high
dens|ty complex electronic devices that have very small feature size and a low critical charge
for upset. Thermal neutrens are produced when high energy secondary neutrons interac{ with
the pircraft structuressNinh particular the hydrogenous materials, for example baggage,
passengers and fuel” Fhe thermal neutron flux within the aircraft may be about 2 times that of
the hligh energy neutrons at some locations. A thermal neutron SEU cross-section comparable
to that of the highvenergy secondary neutrons was observed during the SEU testing of SRAMs
by several different groups (see 8.3.3). These electronic devices have a thermal neptron
crosg-section because they contain boron 10. The comparatively high thermal neutron flux
assogiated/with the aircraft environment means that for electronic devices that contain horon
10 in ‘any percentage, consideration shall be given to the thermal neutron flux (for further
details refer to Annex A).

6.2.3 Multiple bit upset (MBU) and multiple cell upset (MCU)

Multiple bit upset (MBU) refers to multiple bits (bits that are in the same logical word) being
upset during the same SEE interaction. MBU differs from multiple cell upset (MCU) in which
two or more bits (cells) are upset, usually bits physically located near each other, but not
necessarily in the same logical word. The multiple cell upset (MCU) fraction (probability of
MCU/probability of SEU or MCU cross-section (multiplicity > 1)/SEU cross-section) increases
with the decreasing feature size and with more recent IC fabrication in a dramatic way. This is
believed to be due to charge sharing, i.e., the charge deposited by the energetic neutron
interacting with the SRAM is being shared by a number of adjacent memory bits.
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With regard to SRAMs, those fabricated in around 2003 had an MCU fraction of ~3 % for
130 nm electronic devices but of ~6 % for 90 nm electronic devices when tested in a
spallation neutron beam in Japan [42]. However, based on a later compilation of such data
[43] from eight different sources, including reference [42], the MCU fraction was definitely
increasing with decreasing feature size, however there appear to be two separate trendlines.
For one set of electronic devices the MCU fraction starts relatively low, similar to reference
[42] (~2 % for 150 nm electronic devices), but increases by about a factor of 20 as the feature
size decreases from 150 nm to 50 nm. For the other set of electronic devices the MCU
fraction starts much higher, for example ~40 % for 150 nm electronic devices, but increases
much more slowly, by about a factor of 2 as the feature size decreases from 150 nm to 50 nm.
Further, more recent data has shown substantially wider variations, with data points falling in
betw f - i i i f } wvhen
extrapolating out to a feature size of ~35 nm, the MCU fraction will be 1,0 i.e. all SEUs will
resulf in two or more bits being upset.

One pf the recent papers [44] also investigated the effect of changing the angle of incidence
of the neutron beam striking the electronic device on the MCU fraction. The" MCU frdction
increpsed with the angle of incidence, it was lowest for normal incidence and highest for
grazihg incidence (90°), but the overall measured increase over normalificidence was at most
~80 % at 90° and ~30 % at 45°.

The |ariation of the MCU fraction with energy was examined j[45] via testing with mono-
energetic protons and the overall conclusion is that the MCU\{raction decreased very slightly
with |decreasing energy. The variation with proton energy was not uniform, buf the
approximate decrease in the MCU fraction was from 425 % for E = 200 MeV to 20 % for
| E=46 MeV for the first electronic device, and froni 18 % for E =200 MeV to ~15 % for
E = 32 MeV for the second device.

Thus|for SRAMs, the MCU rate as a fraction of the SEU rate primarily depends on the fepture
size [ (and more crudely the year of fabrication) of the electronic device, withl the
neut}on/proton energy having a very small effect and the angle of incidence having a larger

effect. The large variation in the MCU_fraction in the various SRAMs tested by the different
resegrchers cited above should be~duly noted. As a result, only the conservative ypper
bounds summarized below can beprovided for the MCU fraction in SRAMs, and even fhese
are rlot the most conservative values that could be used. If these values are considerefl too
high,| individualized SEE testing would be required to measure the MCU fraction in actual
devides.

For o¢lder electronic_devices, fabricated prior to 2003, the guidance in the original IEC TS
62396-1:2006 was ‘that an MCU fraction of 3 % should be used. For electronic depices
fabrigated between 2003 and 2006, an MCU fraction of 10 % may be used. For elecffonic
devides fabricated after 2006 and in particular for feature sizes of <100 nm, an upper bjound
of 30[ % may.be used.

For DPRAMs the situation is much different, because DRAMs contain control logic in |their
periphery. Thus when this logic IS upset, entire bitlines and rows can be upset, resulting in
thousands of bits being in error due to a single neutron hit. Such thousand bit errors are
called burst errors and can often be considered as a SEFI rather than a multiple cell upset.

The MBU / MCU fraction relative to SEU increases with incident particle energy and has been
observed to be 7 % for 63 MeV protons on 16 Mbit DRAMs. Multiplicities up to 4 have been
observed for protons and of 19 for ions [46, 47].

Utilising the data from [48], the situation regarding MCU in DRAMs can be generalized based
on the feature size, similar to the crucial role played by feature size regarding MCU in
SRAMs. At a feature size of 180 nm, the MCU fraction is about 5 %, and for electronic devices
with larger feature sizes, the guidance in the original IEC TS 62396-1:2006 indicates that an
MCU fraction of 3 % should be used. However, for the 180 nm electronic devices, multi-
thousand bit upsets are possible, but there is wide variation in the SEFI response of the two
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SDR DRAMs in which it was measured. The SEFI/SBU ration varied between 0,3 % to 24 %
and the absolute cross-section varied between 3,5 x 10-!" cm2.device! to 1,3 x 10-10
cm2.device 1.

For 110 nm DRAMs, the fraction for classical MCU is very uncertain because of the
tremendous variation in the MCU fraction, which varies from 2 % to 100 % in the three
different electronic devices tested, all 512 Mbit DDR2 devices. However, in terms of absolute
MCU cross-section the variation is much smaller, between ~1 x 10-1" cmZ2device! to
3,5 x 10~11 cm?device™!. For the SEFI type of event that results in 1x 103 to 1 x 104
erroneous blts SEFI was much more likely than SBU. Thus, the SEFI/SBU ratio (per device

For 940 nm DRAMSs, the situation is similar to that of the 110 nm DRAMs. However,.only ohe of
the four 90 nm DDR2 devices tested exhibited the classical MCU, and for. this elecfronic
devide, the MCU fraction was 14 %. All four DDR2 showed the SEFI type 'of response of
thougands of errors, but in this case, SBU was more likely than SEFI, and for these four the
SEFIYSBU ratio was ~15%. The absolute SEFI| cross-section varied between
4 x 10-12 cm2.device ! and 4 x 10-11 cm2.device!. However, in a separate test of DDR and
DDRP DRAMs of 90 nm to 110 nm [49], electronic devices from two- vendors exhibited purst
errorg, while four separate electronic devices from a third vendor showed no burst efrors.
Thus] the—susceptibility sensitivity to burst errors varies{among DRAM vendors, $ome
electfonic devices being immune.

In summary, it appears that the multi-thousand bit burstyor SEFI events are more of a prgblem
than the classical 2-bit or 3-bit MCU, but DRAMs from Ssome vendors are-susceptible sengitive
to the burst errors, though not from all vendors. For electronic devices that are-susceptible
sens|tive to burst errors, the overall trend in thevabsolute SEFI cross-section appears {o be
gradlially decreasing with feature size, from~#x 10-10 cm2.device ! for 180 nm to ~1 x 1011
cm2.device ! for 90 nm. For high density mé&mories, due to the more complex architectyre of
peripheral parts/functions a higher SEFIdistribution can be expected [50].

6.2. Single effect transients (SETs)

An SEU-related event in some €lectronic devices-that can leads to the generation of a gingle
evenf transient (SET) which”a device may interpret as a new bit of information. These
transfents are spurious_sSignals or voltages, induced by the deposition of charge by a slingle
parti¢le that propagatesythrough the circuit path during one clock cycle. These signals may be
harmfful by propagating to a latch and becoming fixed, or by striking an internal nodg and
caus|ng an unwanted response or they can be effectively removed by the legitimate
synchronous signals of the circuit. Initially, such transients were observed in linear analpgue
devides such.as comparators and operational amplifiers, but they have also been recorded in
digite
volta
voltap . ,
been induced in linear deV|ces W|th high- energy proton beams [61, 52, 53] hence the
atmospheric neutrons also cause this kind of effect.

A digital single event transient (DSET) is a spurious digital signal or voltage, induced by the
deposition of charge by a single particle that can propagate through the circuit path during
one clock cycle{see-6-2-4}. As the frequency of digital electronics has risen above 100 MHz
the potential for DSET has increased. A DSET that is clocked into a flip flop or register may
appear as an SEU in that element.

An analogue single event transient (ASET) is a spurious signal or voltage produced at the
output of an analogue device by the deposition of charge by a single particle. This erroneous
output may persist long enough to provide false values to monitoring circuit elements, for
example analogue to digital converters, effectively providing corrupt data.
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6.2.5 Single event latch-up (SEL)

A single event latch-up (SEL) is a regenerative current flow condition in which a parasitic
n-p-n-p pathway in a silicon electronic device is turned on by the deposition of charge from a
single particle. SEL has generally been a concern in bulk CMOS devices, but it has also been
seen in CMOS devices with relatively thick (> 10 um) epitaxial layers. The regenerative circuit
provides a path for large current flow and can often lead to destructive breakdown. Even if the
breakdown does not occur, the latched path will persist until power is removed from the
device, so power shall be recycled to restore normal operation. Beginning in 1992, a small
number of CMOS devices have been shown to be-suseceptible sensitive to proton and neutron-
induced latch-up [54, 55]. SEL-susceptibility sensitivity decreases as the applied voltage

decr 3566 anH |nr\raoeoc as the rln\llnn temperature |nr\rcaeoc lh—addition—on—\ery rare
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occa;ions, other single event induced mechanisms have been observed which can lead to a
high |current condition in a device that could lead to its destruction. One such exampld is a
drivef contention mechanism in one type of FPGA [56]; other specialized mechanisms |have
been|observed to impact bipolar devices [57, 58].

6.2.6 Single event functional interrupt (SEFI)

A single event functional interrupt (SEFI) refers to an SEU in an electtonic device, usually a
complex electronic device (for example, a microprocessor), such"that a control path is
corrupted, leading the—part device to cease to function properly. " This effect has sometimes
been| referred to as lockup, indicating that the—part electraric—-device has been put into a
“frozen” state. Generally, SEFI is brought about by an SEU. inva critical bit, such as a bit that
controls important downstream operations. Examples of)such bits are program counters,
specl|al function registers, control, timing and mode registers in DRAMs and even built-in test
(BIT)[ bits utilised by the electronic device vender\only for pre-screen testing. In some
electfonic devices such as DRAMs [59] and FPGAs_[60], a SEFI can lead to an increase in the
supply current which is similar to the effect of+a'single event latch-up, but proceeds yia a
diffejent mechanism.

6.2.7 Single event burnout (SEB)

Electronic devices such as N-channel power MOSFETSs, insulated gate bipolar transistors
(IGBTs) and bipolar power transistors and diodes, which have large applied voltage bjases
and high internal electric fields, are—susceptible sensitive to single event induced bufnout
(SEB). The penetration of the,'source-body-drain region by the charge deposited by a heavy
ion cpn forward bias the thin"body region under the source. If the terminal bias applied tp the

and protons as determined by rad|at|on testmg For high voItage electronlc devices, those
with a rated Vpg of >400V, tests at ground level (Vpg at > 90 % of rated voltage) have
experienced destructive failures that are consistent with rates due to SEB by the atmospheric
neutrons [62]. Since the atmospheric neutron flux level at aircraft altitudes is more than 100
times greater than at ground level, the potential for SEB in high voltage electronic devices in
avionics is a potential concern. Laser testing may be used to determine—susceptibility
sensitivity of high voltage electronic devices to SEB (see B.5). The effects of atmospheric
radiation on high voltage electronics and design mitigation are detailed in IEC/-S 62396-4.

6.2.8 Single event gate rupture (SEGR)

Both N-channel and P-channel power MOSFETs are subject to single event gate rupture
(SEGR). This effect is explained via the transient plasma filament created by a heavy ion
track when it strikes the MOSFET through the thin gate oxide region. As a result of this ion
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track filament, there is a localised increase in the oxide field which can cause oxide
breakdown leading first to gate leakage and finally to gate rupture. With MOSFETSs, ground
level testing of high voltage electronic devices [62] has shown that in some of the devices the |
failure was due to SEGR, rather than SEB. Thus the high energy atmospheric neutrons are
able to induce SEGR in some high voltage MOSFETSs.

A related effect that has been seen in electronic devices such as field programmable gate ‘
arrays (FPGAs) is single event dielectric rupture (SEDR) in which a thin dielectric is ruptured
by heavy ions with very high LET. Testing to date has shown that the dielectrics are ruptured
only by heavy ions with very high LETs, and not by energetic neutrons or protons.

6.2.9 Single event induced hard error (SHE)

It hag long been known that heavy ions are able to cause "stuck bits" in SRAMs. These eyents
are dometimes referred to as single hard errors (SHEs). These hard errors aré‘due to|very
locallsed total dose effects, caused by a few ions impinging on the gate oxide of sensitive
transfistors. Stuck bits are significant because they can invalidate the most common form of
error| detection and correction (EDAC), called SECDED, single error _cotrect, double |error
detegt. Stuck bits are not corrected by EDAC so they persist. If a wordyéontains a stuck pit, a
single SEU in another bit in that word at any time then produces an’ebservable error. In the
early| occurrences of these hard errors,-they the errors were caused only by heavy iong with |
high [LET. More recently the first occurrence of SHE by protons in a laboratory test| was
published, indicating that in newer electronic devices (in this, case a 64 Mbit DRAM, [63]), |
protans, and hence atmospheric neutrons, are capable of inducing stuck bits.

6.2.10 SEE potential risks based on future technology

As technology develops in the future the impact of;atmospheric radiation on electronic depices ‘
will ipcrease and the following list highlights potential impact.

ffects of MBU and MCU for future electronic devices of < 35 nm: an MCU fractipn of ‘
00 % should be expected

a) E
1
The MCU rate for SRAM devices fabricated before 2003 with feature sizes 200 nm and
apove is typically a few per cent. As feature sizes of more recent SRAM devices |have
reéduced to 150 nm, the MCU rate has increased to about 40 % and the expectation ig that

far feature sizes of 35 nnmand below, an MCU fraction of 100 % will result.

b) Hffects on small geometry flash ROM

B

Traditionally the non-volatile ROM memory has been very tolerant of the neutrops in
afmospheric radiation. However at feature sizes approaching and lower than 100 nm the
nlemories may\become-susceptible sensitive to various SEEs, including SEFI. ‘
O

T

t

irect ionization by protons is significant for 65 nm and below

pstingvof SOl SRAMs at feature sizes of 90 nm and below shows that there is no
Hresheld energy for proton-induced upsets in some electronic devices, and the cfoss- |
section in fact increases below 1 MeV [64, 65]. Direct ionization by protons at high| LET
values near the end of the track, as opposed to nuclear reactions, is sufficient to give SEU
in such electronic devices. These low energy, or stopping, protons are generated in
materials local to the electronic device and will add to the SEU rates.

For electronic devices used in large fielded systems such as aircraft, the greater the mass
surrounding the electronics—it—is the more unlikely that the electronics within will be ‘
susceptible sensitive to SEU from direct ionization from external low energy protons. This
is because the “end of track” distance within which the highest proton LET is achieved in
silicon (required to produce an SEU) is 1 um to 2 um (~4 x 1075 to 8 x 10-5 inches),
compared to the centimetres of material that surround the—}C electronic devices, making |
energy deposition from the protons within the sensitive 1 um to 2 um unlikely. However the
electronic devices will be sensitive to higher energy protons which will lose energy due to
the mass surrounding the electronics and then will be in the low energy domain.
Additionally, the electronic devices will also be sensitive to secondary protons generated
locally in materials surrounding the device.
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d) Direct ionization by muons

Muons behave like electrons but are 200 times heavier and come from pion decay. Pions
are created just like neutrons during nuclear reactions between cosmic ray protons and
the oxygen and nitrogen in the atmosphere. Because muons are weakly interacting they
do not cause upsets by interacting with silicon and so can only cause upset through direct
ionization. Muons are the most dominant particle in cosmic rays at ground level but most
have energies of 1 000 MeV or higher. However some will be produced at lower energy or
be degraded to lower energy. For SEE from direct ionization to take place the muons have
to be 1 MeV or below. The impact of additional particles, for example pions and muons, on
electronic devices with very small geometry, will be covered in more detail in a proposed
future new part of the IEC 62396 series (IEC TS 62396-8).

6.3 | Total ionising dose (TID)

Total ionising dose (TID) effects refer to the cumulative effect of ionization (charge builg-up)
in anHC electronic device leading to a gradual degradation of electrical parameters. When a
MOS| (metal oxide-semiconductor) device is exposed to ionising radiation, €lectron-hole jpairs
are ¢reated throughout the oxide, inducing the build-up of charge which-leads to device
degradation. The main mechanisms are the build-up of the positive oxXide trap charge in the
oxidg and of the interface-trap charge in the interface between the:silicon and the sjlicon
dioxifle. Large concentrations of oxide-trap charge cause increased leakage current in an
electfonic device. Large concentrations of interface-trap charge increase the threghold
voltape of transistors, degrading the timing parameters of ac/device. Similar effects are|also
causged in bipolar devices.

Based on previous total dose testing experience of¢microelectronics devices over the|past
20 ygars, involving probably thousands of different{devices, an effective lower bound op the
minimum TID level that can cause a device toOperate out of-spee specification is 1 000
cGy{BH (e.g. deposited in silicon). For the vast majority of electronic devices, including almost
all cqmmercial off the shelf (COTS) electronjcdevices, the TID threshold level is much hlgher
than [1 000 cGy. Nevertheless, using 1 000 c¢Gy as the minimum threshold, and even inclyding
a fadtor of 2 for margin, this means thata worst case minimum total dose level that aifcraft
aviorjics would have to absorb is 500,'¢cGy before TID effects could possibly be an issyie of
concern in avionics.

lenising—dose—is—contributedby All of the major particles that constitute the radiation

envirpnment within the atmosphere, i.e., neutrons, protons, electrons, photons, etc, contrjibute
to thHe ionising dose. Based on measurements made in a commercial airliner [66]} the
maximum dose rate from all of the particles is ~70 nGy-min-! (~0,4 mrad-h-1 or ~4 uGyh1).
For § nominal 100 Q00-flight hours, this results in ~40 cGy of dose over that lifetime, which is
an ofder of magnitude lower than the worst case TID threshold of 500 cGy. For aircraft at
highar altitudes)-for example 55 000 ft (16,8 km), the dose rate doubles to 8 pGy-h-1 with a
maxifnum dose over 100 000 flight hours of 80 cGy well below the TID threshold. Howevgr the
total ionising*dose is cumulative and any dose from other sources should also be considgred,
for example mechanical X-ray testing.

An upper bound estimate on the maximum dose that an electronic device might receive from
an X-ray inspection is 1 mGy. This is extrapolated from the maximum dose that objects may
receive from X-ray machines used to inspect luggage (10 uGy), and is also consistent with the
approximate range of doses known to be received from commercial X-ray inspection systems
(200 uGy to 500 uGy). Thus, TID effects are not generally an issue for avionics.

Mechanical X-ray and gamma ray inspection is carried out on certain parts of the airframe to
demonstrate structural integrity. The radiation doses delivered by this type of inspection may
be higher than that from the luggage inspection machines. Where such inspections are
carried out if the cumulative dose received by any localised avionics electronic equipment
over its lifetime in service potentially exceeds 50 cGy, then consideration shall be given to
removing the electronic equipment before the radiation inspection is carried out. Examples of
such equipment include wing and engine mounted electronics.
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6.4 Displacement damage

Still another kind of effect that ionising radiation can induce in microelectronic devices is
displacement damage. This is also a cumulative effect, but in this case it refers to atoms that
are displaced out of their lattice. When a sufficient number of atoms are displaced, the
electronic device no longer functions normally. This effect is primarily due to the heavier
particles, neutrons and protons, since lighter particles, such as electrons and gamma rays,
are much less effective in knocking atoms out of their lattice.

Based on previous experience of testing dozens of-parts electronic devices for displacement
damage, an effective lower bound on the minimum neutron fluence that causes an electronic

energies than 1 MeV, and their potential for causing displacement damage™in elecfronic
devides is greater than that of 1 MeV neutrons. The NIEL (non-ionising energy loss) function
has been calculated for semiconductor materials such as silicon and galliim* arsenide (GaAs)
as a[function of energy, and the NIEL is accepted as the best measuréfor the potential of a
matefial to undergo displacement damage. Based on the NIEL forsilicon by neutrons|as a
functjon of energy, it is conservative to assume that the higher energy neutrons have gt the
most|a factor of 3 greater effectiveness in causing displacement damage compared to 1[MeV
neutnons.

At ajrcraft altitudes, a useful estimate of the flux ,of “high-energy neutrons (1 MgV to
1 000 MeV) is 8 x 103 neutron.cm2'h-1. Thus assuming the electronics are exposedl for
1 x 10° flight hours, this results in a neutron fluence of 8 x 108 neutron-cm 2. Using the
factof of 3 as an upper bound equivalence between'the higher energy neutrons and the 1|MeV
neutons for purposes of displacement damage; this fluence converts to a 1 MeV equivjalent
neut:|on fluence of 2,4 x 109 neutron-cm%~“This upper bound 1 MeV neutron equivialent
fluenge for avionics is still a factor of 4, below the minimum level to cause displacement
damage to the most sensitive electronic devices. Hence displacement damage is not a
problem for—avienies electronic devices, based on a minimum 1 MeV neutron fluenge of
1 x 1010 neutron-cm2.

7 Guidance for system.designs

7.1 Overview

Methpdology and ‘practices associated with safety aspects of system design can result ip the
accofnmodation2of component and equipment soft and hard fault rates. If avionics elecfronic
components (that can experience atmospheric radiation induced upset and failure efffects
whiclh have—=the potential to adversely affect aircraft safety are identified, the methed of
assepsing-the safety impact of such effects is identical to that used to assess other poté¢ntial
hazafdsvassociated with an electronic avionics product. Figure 6 contains a flow phart
showing an outline of this process. The flowchart is consistent with the aerospace
recommended practices (ARP) contained in ARP4754A(Certification—Considerations—for
H@h%ﬂmgna%ed%r—ewnpiex—AwepamS%tems} and ARP47614GeHdelmesﬁand4\Aethedsﬂfep

addltlon to the ARPs quantitative requwements for the ava|lab|I|ty of a|rcraft functlons are
provided in AC23.1309-1C and AC25.1309-1A. Additional guidance for system designers-is
provided for SEE mitigation is provided in IECAS 62396-3. A future new part of the
IEC 62396 series, (IEC TS 62396-7) will address specifically the subject of incorporating
atmospheric radiation effects analysis into the system design and reporting process.
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Allocation of aircraft functions Functional hazard analysis
to systems —® - Identify functional hazard classes

Development of system
architecture

Preliminary system safety assessment
- Identify HW/SW hazard classés
- Identify safety requirements

Allocation of system
requirements to hardware
and software

System safety assessment

System implementation > _ Verify system meets safety requirements

IEC

Figure 6 — System safety assessment process

The {irst step in the development process is to allocate the aircraft level functions to systems
whicl will implement these functions. As part of this development phase, each of the systems
is asjsessed relatively to potential hazards, which could impact aircraft safety, by use|of a
functjonal hazard=analysis assessment (FHA). The FHA assesses all hazards against a get of
hazafd classes) similar to the classes shown in Table 1. In addition to identification of toplevel
systgm hazards the FHA identifies required hazard classifications for each function.|This
clasgification is set equal to the highest criticality hazards associated with each function.|SEE
does|net’generally cause unigue function level failure effects as other hardware failure mjodes
can cause the same effects. As a result SEE does not need to be included as a separate
hazard within the FHA.

System development assurance levels refer to processes used during system development
(design, implementation, verification/certification, production, etc.). It was deemed necessary
to focus on the development processes for systems based upon "highly-integrated" or
"complex" (whose safety cannot be shown solely by test and whose logic is difficult to
comprehend without the aid of analytical tools) elements (primarily digital electronic
components and software).

Development assurance activities support system development processes. Systems and items
are assigned "development assurance levels" based on failure condition classifications
associated with aircraft-level functions implemented in the systems and items. The rigor and
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discipline needed in performing the activities supporting development processes will vary
according to the assigned development assurance level and should be tailored accordingly.

Systems that implement aircraft functions are classified by the failure effects of the functions
they implement. Table 1 provides a cross-reference between functional failure effects and the

classi

fication of systems that implement the corresponding function.

Table 1 — Nomenclature cross reference

Functional failure condition classification System development assurance level
(AC23.1309-1C, AC25.1309-1A (ARP4754A | EUROCAE ED-79A)
and ARPA754A T EUROCAE ED-79A)
Catastrophic Level A
Severe major/hazardous Level B
Major Level C
Minor Level D
No effect LevehE

Durir

purp

of thle architecture to meet the system safety requirements. Unlike the FHA, the H

cons

in combination, can lead to the top-level hazardous_ events identified in the FHA. Since
would not introduce new failure modes, the failure' modes considered in the PSSA |
inclugle SEE. Depending on the effects of SEE*the PSSA will consider those that cause
s hard faults separately. The impact of’the phase of flight typically will need fo be

versy
cons

landipg. Since PSSA results will drive architecture mitigation measures, it will identify
architectural mitigation that is required,

Durir

safety assessment (SSA) is_performed to verify and document that the system, as desi

to hj)rdware and software, a preliminary system safety assesément (PSSA) is performed
se of the PSSA is to evaluate the planned architecture to determine the reasonablgness

g the development of the system architecture and the alloCation of system requirenp

ders the intended system architecture and identifies failure modes, which individua

dered since the probability of SEE, is* higher during cruise than during take-off

ents
The

SSA
ly or
SEE
ould
soft

and
any

g the system implementation phase the design is completed and verified. The syistem
gned

and built, complies with the) safety requirements. Thus, all applicable SEE rates will be

incluged in the SSA.
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Fault / fault annunciation due to
SEE (all events)

Hard faults Firm faults Soft faults SYSTEM LEVEL
e.g. SEB, SEGR, SEFI, loss of configuration, e.g. SEU, SET,
deStructtlve SEL, non-destructive SEL, etc. etc.
etc.

Hard effect Hard effect . No effect . Soft effect
may affect MTBF until power cycled — either through the effect being may affect
availability timing ‘momentary’ (soft) or because no fault found
may affect MTBF the gate affected is not/used
(hard)
LRU
LEVEL

May affect MTBUR

IEC

Figure 7 — SEE.in relation to system and LRU effect

7.2 | System design

Because failure effectssmay include both malfunction and loss of function, the implemenfation
of spme aircraft functions usually requires system architectures with some degrdge of
equigment monitoring and redundancy. The degree of redundancy is dictated by equipment
component failure-rates that include SEE failure/fault rates. An indication of the impact of| SEE
is giyen in Figufe 7. Since the neutron interaction events that result in SEE are stochasti¢ and
relatively rare; potentially adverse safety effects would be confined to Level A, B jor C
systgms.(For Level D and E systems, the impact of SEE would primarily affect economicg and
custgnierssatisfaction and need not be considered in system safety assessments.

For Level A, B and C systems the SEE rates-shall should include single event effects that
result in both soft errors and hard errors. Soft errors are defined as those that are easily
recovered from, usually by a rebooting of the system, or even recycling power. The non-
destructive SEE effects that comprise soft errors include SEU, MCU, SET and SEFI (most of
the time). Hard errors are those that cannot easily be recovered from by a rebooting of the
system. They can be brought about by destructive damage to an electronic device or by a soft
error being propagated within a system that results in the standard boot-up not being
available. The destructive SEE effects that constitute hard errors include SEL, SHE, SEB,
SEGR and on occasion SEFI. In those few electronic devices that are-susceptible sensitive to
destructive SEE effects by high-energy neutrons, such as SHE and SEL, the SEE rates in
avionics (see 8.2.3 and 8.2.4) will be much larger than the rates of hard failures in those
devices due to mechanical mechanisms, which are generally in the range of 100 to 1 000 FITs
(1 x 1077 failure-device=1-h=1 to 1 x 106 failure-device=1-h—1 [68] for avionics).
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The SEU rates for individual electronic devices may be obtained from a variety of data
sources, and the two main approaches that can be utilised for these are discussed in Clause
B.3 and Clause B.4. The approach described in Clause B.2, exposing an LRU or circuit board
to a proton or neutron beam, provides more information as to how potential SEEs in electronic
devices affect the subsystem, but few such tests have been carried out. Very few electronic
devices have been documented to be-—susceptible sensitive to destructive SEE effects,
primarily SEL, by high-energy neutrons or protons, but only a limited number of devices have
been tested in such beams in the first place. However, actual in-flight experience of devices
used in avionics boxes could be utilised to demonstrate the lack of-suseeptibiity sensitivity to
destructive SEE mechanisms, although this has not been done formally to date.

Equiwmmw turn
trans|ate to requirements for acceptable SEE rates. For a single system implementation of a
parti¢ular aircraft function, objectives should revolve around acceptable equipment failure
rates| that include SEE rates. Architectural considerations, equipment design or,component
seledtion mitigate the impact of failure rates (including SEE rates) on a product. The discipline

and figor required in the system design for, and verification of, mitigation ‘of fault effe¢ts is
dependent on the system development assurance level.

Separate error rates are required for soft errors and hard errors(faults) depending on the
overall equipment impact of these errors/faults. For example, soft errérs may not constitufe an
equigment fault if an automatic or crew initiated reset is able tojreturn the equipment tp full
oper{tion. The discipline and rigor associated with SEE rate determination could range|from

characterisation of the actual SEE rate for a specific electronic device to a determinatipn of
similarity to a class of devices with a known SEE gate. An electronic device SEE| rate
impafting a Level A (function failure effect of catastrophic) system should be quantified with
greafer rigor (see 7.4.2) than that impacting a L'evel B (function failure effect of s¢vere
majof/hazardous) system. Likewise, an SEE rate: impacting a Level B system should be
quanfified with greater rigor (see 7.4.3) than that impacting Level C (major) systems|(see
7.4.4)) or Level D (minor) and Level E (no effect) systems (see 7.4.5).

For the purposes of this document, seft’errors result in error or loss of function-but which is
recoverable for example by reset or power cycle. Hard errors result in equipment failurg that
is pefmanent and only recoverable«through repair activity.

7.3 Hardware considerations

SEU|[rates are a particular issue with digital electronic hardware. Such effects refer tp the
charrIcteristic of invalid state changes, for example those that occur in latch cifcuits
(menpories, registers, etc.) that are fundamental building blocks of digital hardware.

Extrgme solarflare events produce additional neutrons within the atmosphere that increase
the dverall_atmospheric neutron flux without direct warning. Therefore for Levels A, B and C
systgms (@,scaling factor for solar enhancement of the high-energy neutron flux should be
applied\(see 5.6).

Using the safety assessment process and given a failure/fault rate, for each type of SEE, the
system architectures can be provided to achieve robust operation in a potentially fault
producing environment. System architectural features, such as redundancy, monitoring, error
correction, or partitioning, can be useful in mitigating the effects of an equipment fault on the
system operation and reducing the probability of a system hazard. Redundancy is a technique
for providing multiple implementations of a function — either as multiple items, or multiple
lanes within an item. It assumes that a hard error/fault (SEE induced, etc.) impacting one
element of the system implementing a function is independent of such a fault impacting the
redundant system element. Monitoring for, and accommodation of, an equipment fault effect is
a useful technique to minimise the impact of any such effects.

If various functions are provided by the integrated modular avionics (IMA) technology, the
determination of the development assurance level-shall should include the effects of the
simultaneous loss and/or malfunction of all of the functions that the IMA system provides. The
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rigor and discipline associated with the highest system development assurance level would
typically be applied to the hardware associated with the IMA computing platform.

4

Parts Electronic devices characterisation and control

7.41 Rigour and discipline

‘ The rigour and discipline needed in characterising-parts electronic devices SEE rates and-in
parts electronic devices control will vary according to the development assurance level and
should be tailored accordingly.

7.4.2 Cevel A'systems

a)

b)

c)

d)

One pf the following metheds should be employed:

This [assurance level will require the most rigorous/disciplined (testing/analysis) appnoach
(inclyding SEE rate characterisation) far,showing compliance to requirements for acceptable
functjon performance in the radiation ‘environment. Level A systems include functiongs for
whiclh the pilot will not be part efithe operational loop, for example FBW, etc., and|also
functjons for which the pilot will ble- within the loop through pilot/system information exchange ,
for example EFIS, etc.

SEE rates in elecironic-components devices may be derived from neutron testing op the
specificparts. devices used in the design by exposure to a suitable simulation facility. An
example of.a-high fidelity atmospheric neutron environment simulation is the Los Alamos
WNR (s€e 8.3.3 and Annex C for alternative simulators). The accuracy of this methjod is
approximately a factor of 2 on the event rate.

EE rates in electronic-components devices may also be derived from proton testing on

e . . . . than
100 MeV) proton beams (see 8.3.3, Clause B.2 and Annex C). The accuracy of this
method is approximately a factor of 3 on the event rate.

At system level, “in-the-loop” type of SEE testing of avionics equipment or systems may
be used as described in Clause B.1. The accuracy of this method is approximately a factor
of 2 to 3 on the event rate dependent on particle beam used.

Where such data is not available or testing is impractical then the methods of 7.4.3 may
be used to derive event rates, however a suitable minimum factor in event rates over
values calculated by these methods-shal should be applied.

These—types—of The type A systems require the most robust—parts electronic devices
performance and electronic device technology controls. Technology controls-shall should be

in place to monitor—device electronic component supplier changes that could impact SEE
failure/fault rates.
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7.4.3

Level B

SEE rates should be based on either:

a) Level A-Type-trigour/discipline; or
b) less rigorous/disciplined approach using one of the following methods:

1)

The use of proprietary information and data applicable to SEE, for example silicon on

insulator and established thin radiation tolerant epitaxial layer to prevent latch up, and
non-contiguous memory to avoid MBU (accuracy approximately a factor of 2 on the

event rate).

Irradiation of individual avionics equipment items containing a variety of peten
susceptible-parts sensitive electronic devices as described in Clause B.2.

Any of the following SEE engineering tools that—shal should be applied by
radiation effects experts:

i) Use of heavy ion SEE data processed using an analytical approach to o
neutron SEE data (see Clause B.3). Accuracy is approximately“a factor of 10 o
event rate.

ii) Use of neutron/proton SEE data on specific—part electronic device types
Clause B.3). Accuracy is approximately a factor of 40°on event rate.

tially
SEE

btain
n the

(see

iii) Use of generic SEE data based on component basic technology and typg (for
example CMOS SRAM) (see Clause B.4); it is,used where there is no relevant|{SEE
data for the-parts electronic devices. Accdracy is approximately a factor of 10 on
the event rate because this is an inherently conservative method.

iv) Use of component SEE testing by laser simulation using a laser that has peen
calibrated using a reference electronic device of the same functional typqg (for
example SRAM) and similar technology and feature size (see Clause [B.5).
Accuracy using calibration electronic devices is approximately a factor of 10 op the
event rate.

Thes tvnes of svstems reauire—the! most robust narte nerformance—and-device-techndloav
Thesp-types—of systems require-the most robust partsperformanceand-device-technplogy
contols Technoloav-—controls shal he in nlace tomonitor device sunnlier chanaes-that ¢ould
contipls—Technology-controls_shall-be-in-place-to-monitor-devicesupplierchanges-thatgould
mpapt-SEE failure/faultrates-
SEE ratesshould-be based on-either:
Lk A i (compline:
b c) [SEE failureffault rates traceable to SEE tests on similar—parts electronic devices using
tgst results\from non-neutron testing facilities (see Clauses B.3, B.4 and B.5).
Thesg types of systems require moderate-parts electronic device and technology control with
periodic{assurances that no supplier changes could impact SEE failure/fault rates.
7.4.4 Level C
SEE rates should be based on either:

a) L

evel B rigor / discipline; or

b) SEE failure/fault rates traceable to testing results via an SEE failure/fault rate model (use
of an average SEE error rate for all potentially sensitive components. In these instances,
the SEE error rate may be high for some components and low for others but the overall

e

quipment error rate can be expected to be acceptable (see Clause B.4)).

These types of systems use normal-parts electronic device control and change notification
practices. Changes-shall should be reviewed for potential impact on SEE failure/fault rates.
The impact of an part electronic device change will be tracked by product (identify trends
indicating major increases in failure/fault rates).
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7.4.5 Levels D and E

These types of systems use-ef normal-parts electronic devices control and change notification
practices. No additional screening for the effects of atmospheric radiation is required unless
specifically requested by the customer.

8 Determination of avionics single event effects rates

8.1 Main single event effects

Many s—sensitive tc S avionics—ataircraft
altitudes, and there are many different ways of dealing with the phenomena. First, it-shall be
recognised that even though Clause 6 lists many different kinds of single event effects, in
almogpt all cases for electronic devices available at the beginning of the 21st century, the [main
effects that need to be dealt with are SEU, MBU, MCU and SEFI. This may net-hold trpe in
the future as fabrication methods and output requirements of newer electronic device$ are
further advanced through developments in electronic device technology.nThé event rate for
the gqther single event effects are generally low enough that they can.be ignored in most
casep. However, SEL presents a difficulty because while the majority‘of CMOS-parts deyices
are rlot-susceptible sensitive to SEL due to the atmospheric neutrons, a few-parts elecﬂronic
devides are-susceptible sensitive, and the atmospheric neutron SEL rate for some of these
may phot be considered small enough to ignore. The potential for SEL may change as a flesult
of dig revision of existing-parts electronic devices.

The key to being able to deal with single event effects.in avionics is to quantify the SEH rate
of anl LRU, which usually is taken as the combined"SEE rate of all of the electronic deyices
that pre used in the LRU. The SEE rate per electronic device-hour is calculated by the
following equation:

SEE rate = atmospheric neutron flux (neutton-cm=2.h=1) x SEE cross-section (cm2.device[')(2)

A number of different approaches can be used for this, from testing an LRU or the elecfronic
boardls within it while exposed to,a~beam of neutrons or protons (dynamic test), to calculating
rates| based on data for the static SEE response of individual-part electronic devices| The
subjdct of single event testing,of avionic systems is covered in more detail in IEC/FS 62396-2.

The BEE response of,an-electronic device to a beam of particles is characterised as the|SEE
crosg-section, which-is-the number of events divided by the fluence of particles (proton-¢m=2,
the pfarticle flux integrated over the exposure time) to which the device was exposed. Thus the
crosg-section is)given in units of cm2.device=1 or cm2-bit=1.

8.2 | Single event effects with lower event rates

8.2.1 Single event burnout (SEB) and single event gate rupture (SEGR)

Single event burnout (SEB) and single event gate rupture (SEGR) apply only to electronic
devices such as power MOSFETs and IGBTs. As discussed in Clause 6, energetic neutrons in
the atmosphere can induce SEB and SEGR in power MOSFETSs, but there is an additional
important electronic device parameter involved, Vg, the drain-source voltage (Vgg, the gate
source voltage, plays a minor role). Power MOSFETs are generally operated at a derated
condition, i.e., operated at a Vpg that is lower than the rated Vpg of the device. A large
number of power MOSFETs have undergone laboratory testing with beams of heavy ions for
SEB and/or SEGR, and these have identified the value of Vg (passing Vpg) at which no SEB
or SEGR occurs. Similarly, a smaller number of power MOSFETs have been tested with
beams of protons and energetic neutrons for SEB, and the results of these, the passing Vpg
values, have been tabulated [69, 70, 71]. The proton/neutron passing Vpg is higher than the
heavy ion passing Vpg. From these results we can generalise that, based on those electronic
devices that were tested, atmospheric neutrons can induce SEB in power MOSFETSs rated at
400 V and above. However, if the electronic devices are operated at a g of <300V, the
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probability of a SEB will be low enough that SEB should not be a concern. For voltages
> 300 V, the SEB cross-section is needed in order to calculate the SEB rate, and this cross-
section can be obtained only from high energy proton/neutron SEB tests, such as those in [72,
73, 74].

There is evidence that high voltage electronics has been affected by secondary neutrons at
sea level. As indicated in [62, 69], the instances in which high power electronics have failed
on the ground are all attributable to the cosmic ray neutrons.

8.2.2 Single event transient (SET)

devides with heavy ions, but in only three different types of devices using proton_beams, a
comparator [52], analogue to digital converter [75] and a pulse width modulator (RWM)|[51].
The ability of an-eireuit electronic device to tolerate a SET is highly dependent oi'the spgcific
applifation. Nevertheless, the calculated SET rates for these three types of elécironic deyices
at aifcraft altitudes considering the nominal neutron flux (see 5.3.2) can be helpfyl for
purppses of assessing the kind of effects that could be induced, and ,providing an uUpper
bound on their probability of occurrence. For the PWM, SETs led to changes in the wavgform
outpyit of the electronic device, which is usually at constant frequency and duty cycle|[51].
Phasle shift errors in the output were considered small events, and-thHey have an upper bpund
rate pf 4 x 10-% event.device~1-h—1 at aircraft altitudes, while, period mismatch errors (larger
evenls), have an upper bound rate of 1 x 10-6 event.device~!-h—1. With the comparatof, the
reconded transients were about 1 pus in duration, and the prebability of such events depended
on thle voltage input. For a =25 mV input, the proton results lead to an upper bound SET| rate
1 x 10-% event-device~1-h~1 at aircraft altitudes, and . with a —12,5 mV input, the proton rdsults
lead fo an upper bound SET rate 2 x 10~° event-device=1-h—1 at aircraft altitudes.

For gingle event hard error (SHE), a 64:Mbit SDRAM was recently tested with high-evrergy

ating
the SHE rate at aircraft altitudes. SHE is a micro-dose effect, and it is not at all cleayq that
othenl large SDRAMs will also have’the same-susceptibility sensitivity to this effect a$ the
SDRAM that was tested. Nevertheless, the calculated SHE rate for this SDRAM at aifcraft
altitudes is helpful in providingwan upper bound on the probability of occurrence of hard efrors.
Using this proton data [63]”an upper bound rate of 4 x 10-6 SHE event-device=1-h[! is

contat W S dev at-es By d g
and their SEL cross-sections, but each year or two one or more new electronic devices are
identified by SEE researchers as-susceptible sensitive to proton SEL [78].

One approach that may be useful is to provide an upper bound rate based on the electronic
device with the highest probability of having SEL [76, 77] induced by atmospheric neutrons at
aircraft altitudes. References [76, 77] list a total of seven electronic devices with proton SEL
cross-sections, and the two highest have SEL cross-sections of 4,5 x 10~9 cm2 (DSP) and
6,6 x 1079 cm2 (microcontroller). Unfortunately, two very recent proton-induced latch-up
cross-sections have been published for SRAMs [47, 79] and these proton-induced SEL cross-
sections, 7 x 1079 cm?2 and 4 x 10~8 cm2, both exceed the largest previous proton SEL value.
Another study [80] exposed SRAMs to the WNR neutron beam, and SRAMs from three
different vendors latched up, two also with high SEL cross-sections. Thus an upper bound
SEL rate for avionics based on the largest measured SEL cross-section to date of
4 x 10-8 cm2 and the neutron flux of 6 x 103 neutron-cm=2.h=1 is 2,4 x 10~4 latch-up-device~
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1.h=1, or once in about 4 000 h. Since this rate appears to be high enough to be of concern,
the best certain alternative would be to expose all electronic devices in an LRU to a beam
of high-energy protons or neutrons, and monitor for latch-up (increase in current). For latch-up
screening, the pulsed laser approach constitutes also an efficient solution. The laser is used
only to determine whether or not an electronic device will latch up following an ionization
event [81]. This testing provides a relevant and reproducible answer for electronic device
assessment during design phase but also to control die changes influence on SEL

susceptibility sensitivity.

Electronic devices that are-susceptible sensitive to neutron-induced SEL could thereby be
identified and alternative actions considered. This is the approach taken by a number of
NASA cenires and programs due to concerns of SEL by the frapped protons in space.

8.3 | Single event effects with higher event rates — Single event upset data
8.3.1 General

The key to being able to deal with single event effects in avionics is to, quantify the single
even} effect rate for an avionics box. Once an estimate can be made of the event |rate,
appropriate measures can be considered to accommodate the eventhlf the event rate i$ low
enough, a decision might be made to tolerate it. If it is too highy & variety of fault tolerant
meagures can be considered for incorporation, such as error detection and correction (EDAC)
or redundancy. These fault tolerant measures involve architecture and systems approgches
that @are beyond the scope of this document.

As indicated in Clause 6, SEU, MCU and SEFI are thee three single event effects that pr¢sent
the lprgest potential threat to aircraft avionics, and they are listed in order of decreasing
occufrence. In addition, as discussed in 8.2.4, forsa*few CMOS-parts devices, the single ¢vent
latchtup rate could be a concern. At a simplified-level, the SEU rate depends on the number
of bifs in an electronic device, and in most cases the bits serve as either memories, regigters,
or lafches. The kinds of electronic devices that contain the largest number of volatile bits are
mempries, microprocessors, ASICs and>field programmable gate arrays (FPGAs). When the
SEU [rate at aircraft altitudes is considéred on a per bit basis, the SEU rate is similar for fhese
various kinds of electronic devices.toywithin a range of 1 to 2 orders of magnitude.

8.3.2 SEU cross-section

The BEU response of antelectronic device to a beam of particles is characterised as the|SEU
crosg-section, which is'the number of upsets divided by the fluence of particles (proton-¢m=2,
parti¢le flux integrated over the exposure time) to which the device was exposed. Thug the
crosg-section is given in units of cm2.device=! or cmZ2.bit=1. Various scientific and enginefring
organisations_areund the world carry out such SEU tests in order to characterise the |SEU
respgnse of ‘electronic devices to the different particles. The vast majority of these tests are
perfagrmed for electronics that are being considered for use in space. Therefore, most df the
tests|are ‘with heavy ion particle beams, and some are with proton beams. A smaller number
are performed using neutron beams

Thus, in the radiation effects literature, there are three different types of SEU cross-sections
that are reported, heavy ion SEU cross-sections, proton SEU cross-sections and neutron SEU
cross-sections. For immediate purposes, the heavy ion SEU cross-sections, which are used
for electronics intended for space applications, are not directly relevant for avionics
applications; however the utilisation of heavy ion SEU data for avionics purposes is further
discussed in Clause B.3.

8.3.3 Proton and neutron beams for measuring SEU cross-sections

For particle energies above 50 MeV, SEU cross-sections measured with protons and neutrons
can be taken to be essentially the same, but at lower energies this is not true due to the
coulomb barrier for the proton that is not present for the uncharged neutron. However, there is
a problem in making comparisons between neutron and proton data in that the proton SEU
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cross-sections are measured using a mono-energetic proton beam, whereas it is difficult to
achieve a beam of neutrons of a single energy except under special circumstances. Proton
beams are available at a number of high energy accelerators around the world, for example
the Indiana University Cyclotron Facility (IUCF) in the US, the Paul Scherrer Institute (PSI) in
Switzerland, the Tri-University Meson Facility (TRIUMF) in Canada, etc. Each accelerator has
an upper energy, but testing is often done at several energies and the SEU cross-sections are
reported as a function of the proton energy. Therefore SEU cross-section from proton beams
greater than 100 MeV can be used to give the equivalent cross-section from WNR.

At aircraft altitudes, the spectrum of the atmospheric neutrons covers the energy range to
greater than 1 000 MeV. One type of neutron source is available that simulates the
atmoFpheric neutron environment and IS SEt Up 10 allow EXperimentiers 10 EXpose elecirpnics
to the beam and measure the induced single event effects. This is the spallation "neputron
sour¢e, examples of which are given in Annex C; these sources can be designed so.that|their
specfrum simulates the atmospheric radiation environment (white neutron source) up tp the
maximum energy of the accelerator. Such sources can produce neutron fluxes-that are orders
of magnitude greater than that of the atmospheric radiation environment and” enable Highly
accelerated testing of electronics.

The pther neutron sources that are available are mono-energetie, heutron generators and
quas|-mono-energetic neutron beams. The neutron generators fely on the D-T reaction to
prodlice mono-energetic beams of 14 MeV neutrons and occasionally on the D-D reactipn to
prodlice beams of ~3 MeV neutrons. The quasi mono-energetic-beams rely on a proton beam
strikihg a lithium 7 target producing a peak of neutrons at‘nearly the energy of the protons,
and a lower flux of neutrons with energies over the entire energy range from the peak energy
dowr] to thermal energies. This low energy “tail” constitutes a significant fraction of all qf the
neutrnons produced. There is some uncertainty as toshow to remove the SEU contribution|from
the rleutrons in the lower energy tail in a consistént manner to yield mono-energetic neptron
SEU [cross-sections.

Howgver, there is another source of neutrons within an aircraft that can cause SEEg that
requires an entirely different kind of neGtron source for purposes of laboratory testing. These
are {he thermal neutrons discussed-in 5.3.5. The average energy of these neutrons is
0,02% eV, but they are more generally considered to be below 1 eV; thus they are 6|to 9
ordels of magnitude in energy lower than that of the high energy neutrons of primary congern,
thosg in the 1 MeV to 1 000-MeV range. The thermal neutrons cause single event effects by
their [interaction with the boron 10 isotope within the IC (glassivation layer over silicon), rather
than with the silicon atoms. The reaction that is responsible for the increased SEU rate due to
thermpal neutrons is:

10B + neutron — 7Li + 4He (alpha) (3)

and the resultmg SEU cross-section measured. Of these only a small number have exposed
SRAMs to both thermal neutron and high-energy neutron beams and compared the SEU
cross-sections. In one study [47], both the thermal and high energy neutron SEU cross-
sections in SRAMs from four different vendors were measured. For SRAMs from two vendors
the thermal neutron cross-section was higher than the high energy SEU cross-section by a
factor of between 1,5 and 3, for one vendor’s electronic device the ratio of the SEU cross-
section from thermal and high energy neutrons was about 1, and for the fourth vendor, there
were no SEUs from thermal neutrons. In a second study [82], for one SRAM the thermal
neutron SEU cross-section was lower than that due to the high energy neutrons by about a
factor of 10, but for a second SRAM, the thermal neutron SEU cross-section was higher by a
factor of 2,5. The most compelling study [83] exposed SRAMs to naturally occurring neutrons
at a high altitude location, with some electronic devices receiving the full spectrum and others
having the thermal neutrons shielded out. The SEU rate due to thermal neutrons was about
three times that due to the high-energy neutrons, and when account is taken of the relative
magnitude of the neutrons fluxes, the SEU cross-section from thermals is about four times
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that due to high energy neutrons. Additional comparison between high energy and thermal
neutron cross-sections for SRAMs is made in [22]. Thus the additional SEU rate from thermal
neutrons is an issue for avionics. There is further discussion of thermal neutron SEE in Annex

A and in IECAS 62396-5.

Thus the neutron SEU cross-section obtained from a specific test depends on the neutron
source that was used. For avionics applications, cross-sections measured with the WNR
beam are best because these neutrons have the same energy spectrum as the atmospheric
neutrons. These WNR SEU cross-sections can be applied directly to the atmospheric

neutrons at aircraft altitudes [77].

The felationship between the WNR SEU cross-section and proton and neutron SEU\cfoss-
sectipns at specific energies is shown in Figure 8 for three older SRAMs. For thg two
electfonic devices with the SEU cross-section measured in the WNR beam, it appear$ the
WNR SEU cross-section is approximately equal to the proton SEU cross-section for
energy > 100 MeV, and to the mono-energetic neutron SEU cross-sectiony at 100 MeV.
Thergfore SEU cross-section from proton beams greater than 100 MeV canlbe used to| give
the €quivalent cross-section from WNR. The mono-energetic neutron SEU cross-section|data
were| derived from measurements made with a pseudo mono-energetic-beam and corrIcted
for tHe contribution from the tail of lower energy neutrons [84]. Further, based on more rg¢cent
testing [21], SEU cross-sections obtained from testing with mone“energetic proton bgams
(> 100 MeV) in SRAMs, FPGAs and microprocessors are expected to be within less than a
factor of 2 of those that would be obtained from testing with the WWNR neutron beam.
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Figure 8 — Variation of RAM SEU cross-section as function of neutron/proton energy
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For the comparison of neutron and proton measurements and the significance of low energy
neutrons, two examples are presented in Figure 9, with data on 4 Mbit SRAMs [21, 47]. The
feature size of these electronic devices was 0,4 um and this figure gives data for the most and
least sensitive electronic devices from this sample. For the results obtained from neutron
energies of 21 MeV to 174 MeV at TSL, the neutron upper and lower limits are derived by
dividing by neutrons in the peak and total neutrons respectively. Proton results at 13 MeV to
490 MeV from TRIUMF are truly mono-energetic and fall in between. The neutron point at
14 MeV was obtained from mono-energetic neutron sources (D-T) and is higher than the
lowest energy TSL point. The cross-sections obtained at the TRIUMF spallation neutron
source are averaged over the spectrum > 10 MeV and are shown as the dotted lines. These
are in good agreement with the plateau cross-sections obtained from mono-energetic proton
and fljuasi mono-energetic neutron testing. Further data points at 3 MeV and 4 MeV |were
obtaiped from ASP (D-D) and IUCF facilities (3 MeV to 5 MeV) and are one to two-ordgrs of
magnitude below the high energy plateau. Additional data comparing 3 MeV to 5¢(MeV|data
with [spallation neutron sources are available in [21] and indicate the former,to)be legs by
factofs ranging from 5 to 600.
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Figure 9 — Neutron and proton SEU bit cross-section data

Figure 9 also has the SEU cross-section from thermal neutrons (less than 1 eV) obtained at
the NPL facility. For one electronic device this is about a factor 1,5 to 3 higher than the SEU
cross-section from high energy neutrons and for the other it is comparable. Further examples
of test data on thermal neutron sensitivity are given in references [21, 22] and these show
that for some electronic devices, thermal neutrons could dominate the SEU rate in avionics,
while for others the contribution could be minor. Full discussion on how to deal with the
thermal neutron problem is given in IECA-S 62396-5.
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8.3.4 SEU per bit cross-section trends in SRAMs

Thus, as a practical matter, even though the best SEU data is from measurements in the
WNR beam, the largest source of SEU data that can be used as a substitute for the WNR

SEU cross-sections are proton SEU cross-sections at energy > 100 MeV. Recognising

this,

tabulations were compiled in 1997 of SEU cross-sections (cmZ2-bit=1), applicable to avionics,
that were derived from WNR and proton (£ > 200 MeV) measurements for both SRAMs and
DRAMs [85]. The conclusion reached in reference [85] is that based on the original data that
had been compiled, the average SEU-susceptibility sensitivity of both SRAMs and DRAMs
was decreasing over time. However, for SRAMs the SEU sensitivity per bit was decreasing

slowly, while for DRAMs the SEU sensitivity was decreasing much more rapidly.

Becajuse this compilation of SEU cross-section data as a function of the date of the electlronic

devide is very useful for purposes of understanding trends in the SEU-susceptibilitf séns
of electronics, the two curves for SRAMs and DRAMs [86, 87] have been Gpdated.

tivity
The

updating was done by plotting all of the original data, and then adding data from more récent

sourges to expand years covered and the breadth of-paris electronic devices included
SRAM data is shown in Figure 10, and Figure 11 shows the corresponding ‘data for DR
However, since the SEE cross-section data changes so rapidly with changes in IC techno
as better characterized by feature size rather than electronic devicefdate, Annex G has
addefd. It contains the latest SEE response data (for feature sizes down to <50 nm
guidgnce (SEU, MCU, SEFI, SEL, SET and SEB).

Figune 10 shows a reduction in the SEU cross-section overitime, but with a gradual slog
lookipg at Figure 10 that includes the newer data, it isdifficult to justify a continuing tre
the reduction of the SEU cross-section, i.e., for most{pasts electronic devices it appears
apprpaching an asymptotic value. Much of the data appears to be centred around an
crosg-section of 1 x 10~13 cm2.bit=1, but more broadly within a band of a factor of 3 to 0,
this yalue.

The ponclusion regarding the approximate asymptotic behaviour of SRAMs over time
respgct to their SEU-susceptibility sedsitivity from atmospheric neutrons should be tre
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with |caution. It is derived primarily from the data in Figure 10, and there is no way to

deteimine how representative thécparts electronic devices used in Figure 10 are fq
SRAMs that may be used in avionics. The SRAMs used in Figure 10 are those that had

tested for SEU with either the"\WWNR beam or high-energy protons. As seen in Figure 10

SRAMs have even lower SEU cross-sections than the apparent asymptotic bands that c4
derived, either 1 x 10:1%.cm2.bit-1 to 1 x 10~13 cm2-bit=1 or 3 x 10-14 cm2-bit~! to 3
13 cm2.bit=1.
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Figure 10 — SEU cross-section in SRAMs as function of the manufacture date

The BRAM SEU data in Figure 10 includes SRAMsythat had feature sizes of > 500 nn| and
otherls down to below 100 nm; the approximate technology feature sizes have been added in
nm. Compilations of SEU cross-sections from mere recent electronic devices, down to fepture
sizeq of 180 nm [88, 89, 90] have shown a gradual decline in the cross-sections, with mgst of
the cross-sections falling into the range of 1‘x10~13 cm2.bit~1 to 1 x10~14 cmZ2.bit~! but 4 few,
mostly those for < 200 nm, lying between 1 x10-14 cm2.bit=! to 1 x10-1% cm2.bit-1. As the
feature sizes have continued to declinej¢a few SRAMs have exhibited an increased sensitivity
at lolv neutron energies, i.e., £ <A0 'MeV, compared to most previous electronic deVices.
Whilg the rule of thumb that the SEU contribution in the atmospheric neutron environment
from| neutrons with 1 MeV < £&*10 MeV is less than 10 % of the total rate [7] genegrally
appligs, for these few electronic devices the ratio of [SEU cross-section (£ > 10 MeV)] / [SEU
crosg-section (E between 3 MeV to 5 MeV)] has been ~1,0. Thus for such electronic deyices
the §EU contribution from neutrons with £ < 10 MeV will be greater than 10 % [21].

A relpted but différent effect is being seen in SRAMs with feature sizes of < 90 nm and this
relates to upsets_being caused by direct ionization from low energy protons (£ ~0,1 MeV)|[64].
Neutfons of allyenergies can produce secondary protons with such low energies. Thus, $EUs
from|[such-tow energy secondary protons are a new mechanism through which neutrong can
causg SEUs in SRAMs [91] (see 6.2.10 for further discussion). Low energy protons are part of
the ejnwironment.

8.3.5 SEU per bit cross-section trends and other SEE in DRAMs

With DRAMSs the situation is different. The steep decline of the SEU cross-section with year of
DRAM production seen in the original data [85] is enhanced by including more recent data. In
this case, as microelectronic technologies are being modified to enable individual electronic
devices to hold an increasing larger number of bits, the net result for SEU-susceptibility
sensitivity is a continuing decline in that-susceptibility sensitivity on a per bit basis. This is
seen in Figure 11 which shows the original data [85] along with SEU results from more recent
tests. For more detailed information and more recent data, see Annex G. The original data
was based mainly on 4 Mbit and 16 Mbit DRAMs, but the more recent tests, with much
reduced SEU cross-sections per bit, are based mainly on electronic devices in the range of 64
Mbit to 256 Mbit. In addition, [8, 40] DRAMs were tested that were designed using different
DRAM technologies, trench internal capacitance (TIC, utilised only by IBM and one or two
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other vendors) and stacked capacitance (SC, utilised by all other DRAM vendors). TIC
DRAMs have a lower SEU-susceptibility sensitivity.

However due to the large variations between electronic devices of differing technology and
feature size, designers are recommended to seek relevant data or to test the selected device.
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Figure 11 — SEU cross-section in'DRAMs as function of manufacture date

An 3approximate trend line is shownin Figure 11, together with approximate generic
technology feature size. The dataon DRAM was obtained from several sources, incliiding
data [for SC DRAMSs [87, 92, 93]« This data was modified to fit the format of the figure since
the griginal Baumann curves were based on the size of the DRAM and not the yepr of
manufacture. The main point t0 be derived from the trend line is that the SEU per bit cfoss-
sectipn has continued to.decrease as the size of the DRAM has increased, which appedrs to
be re¢lated to the new DRAM technology that has been developed to achieve the hjgher
dens|ty memories.

In m@st applications, the occurrence of SEU in the DRAMs that constitute the main memory is
protgcted by(EDAC. With EDAC additional bits are attached to each word to enable the HDAC
scheme to~detect a flipped bit and correct it. However, there are also other SEE effegts in
DRAMs’that should be considered, namely their-suseceptibility sensitivity to multiple cell lipset
(MCU)ystuck bits (single hard errors) and single event functional interrupt (SEFI). TheTnew
larger DRAMs (Gbit size arrays) may be-susceptible sensitive to all of these effects [48, 49].
Regarding MCU, two different kinds of effects are possible, standard MCU in which two or
three errors are induced per neutron strike in the memory array, and a burst type of effect in
which thousands of errors are induced due to a neutron strike in the logic portion of the DRAM
(see 6.2.3). The-susceptibility sensitivity of new DRAMs to burst errors varies significantly
with DRAM vendor and so this effect needs to be considered for future developments in the
usage of DRAM designs. Thus, these effects should be considered for future developments in
DRAM designs.

Probably the major effect is MCU, which had been about 1 % to 3 % of the SEU rate for older
electronic devices, but for more recent electronic devices with feature sizes below 180 nm
MCUs increase and burst errors affecting > 1 000 bits may be important (see 6.2.3). However,
the MCU fraction relative to the SEU rate can vary significantly from one DRAM to the next,
and the impact that an MCU in a DRAM has on the operation of a board can also vary
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significantly due to the distribution of the bits per word in the DRAM. The method by which
bits per word are physically distributed within the DRAM varies among the DRAM vendors.
Stuck bits can be a concern because once such bits are stuck, the SECDED EDAC technique
protecting words containing these bits no longer works for those words. The MCU fraction
variation can be much higher, and there is value in laser screening to give the physical
location of bits and the relative sensitivity to MCU. If there is physical separation between the
bits per word then this reduces the-suseceptibility sensitivity to MBU in a given word.

8.4 Calculating SEE rates in avionics

Based on the SEE data shown and discussed in Clause 8, it is clear that SEEs can be
induged—imetectronmics used-imavionics. Ctause 8 distussed—a variety of SEEteststhatihave
been| carried out in the laboratory, using both neutron and proton beams, during whieh|SEE
crosg-sections in microelectronics have been measured. In addition, a limited amount/of|data
has heen published of actual SEE rates recorded during flight [5, 8, 39, 40, 41]. The objdctive
is to|establish a methodology for obtaining the SEE rate in the microelectropics used ip the
aviorjics due to the atmospheric neutrons, and to address the impact of the SEE on the actual
aviorics.

The pimplified method of calculating the SEE rate for a particulareffect as defined in this
standard is to multiply the SEE cross-section for that effect (units, of cm?2) by the integfated
neutfon flux of 6 000 neutron.cm=2-h=1 (E> 10 MeV). This 6 Q00 neutron-cm=2-h=1 flux| is a
nomipal value for 40 000 ft (12,2 km) altitude and 45° latitude, and may be adjusted for
diffenent altitudes and latitudes (see Annex D), as well as the enhancement from a solar flare,
as dipcussed in 5.6.-Using In the nominal atmospheric radiation environment described gbove
and When the cross-section has been determined with*an atmospheric-like (white neytron)
sour¢e the SEE rate may be calculated from:

SEE rate per electronic device-hour = 6 000 (neutron-cm=2.h=1) x SEE cross-section
(cmZ2|-device) (4)

The @bove calculation applies for all gegmetries because the conditions are atmospheric |ike.

The greater than 10 MeV neutrons will be the dominant cause of SEE on sensitive elecfronic

devides with geometric feature-size above 150 nm, however for electronic devices with fepture

size pt and below 150 nm the contribution of neutrons with energy between 1 MeV ar{d 10

MeV |may be significant although, for such electronic devices, based on [7], the contribution

from|the 1 < E < 10 Me\fneutrons to the overaII SEE rate |s 10 %.-Fherefore-when-calculating
tio

the SEE contribu
EE-CORHHD

SEE e Lol Be ealondatad oo oo O2E pote e 00 MoML This—aofes
convprsionfaetorestimated contribution has been derived using geometries between 150 nm
and PO nm and' needs to be kept under review as further low energy neutron test dafa on
smal feature size electronic devices (below 150 nm) becomes available —A—greater—than
hie '
e ;
b However even |f the equwalent contribution for smaller feature size electronic deV|Ces is
much higher, this will in any case be automatically reflected in SEU cross-sections measured
at white spectrum neutron facilities.

The other method of calculating the SEE rate is by integrating the SEE cross-section as a
function of energy (e.g., as in Figure 8) with the neutron spectrum (as in Figure 1) over all-E
the neutron energies. However, in the vast majority of cases (for example with WNR SEE) the
measured spallation neutron is available for electronic devices but the cross-section as a
function of energy is not. In comparing calculated SEU rates in six SRAMs (0,5 um < feature
size < 0,35 um) based on the integration method using the QARM neutron spectrum [15], the
rates from the simplified method of this standard are in good agreement with the integration
method rates, though higher by about 50 %, but may not be applicable for smaller geometries
if non atmospheric-like sources are used to determine cross-sections (see also Annex H).
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The multiple cell upset (MCU) rate should be calculated for the EDAC protected memory that
had has been identified earlier, and-had has been deleted from consideration for the SEU
rate. Because the MCU/SEU fraction has been changing so rapidly with decreasing feature
size and RAM type, as described in 6.2.3, the MCU rate should be calculated only after
considering the guidance provided in 6.2.3. On a simplified level, this MCU rate in the
protected memory is assumed to evade the EDAC scheme and lead to an error that can affect
the LRU.

A four-level hierarchical procedure is proposed for answering these questions regarding SEE
rates and the impact of the SEE rates on the avionics, proceeding from a rigorous
assessment to a conservative upper bound assessment. The primary levels involve testing of
specffic_rieroelecironics devices or boards, whereas the lowest level involves utlising
existing SEE cross-section data to the extent possible, and applying it in a conservative
manner, which therefore entails the highest level of risk. The methods are detailed{in-Clduses
B.1tp B.6.

8.5 | Calculation of availability of full redundancy
8.5.1 General

Most| modern avionics equipment utilises state-of-the-art electrgniec components that [have
subnjicron feature size integrated circuits within the design. Such"components may be|SEE
sens|tive due to the avionics atmospheric radiation. The result”of such SEE is to gengrate
errorg or faults within the equipment that could have an ¢impact on the functionality of the
equigment. Mitigation features can be incorporated as ‘necessary in order to satisfy the
aviorlics system requirements for the higher design categories A to C (see Clause 7)| The
equigment may contain some method of detecting theverror or fault and utilise some leyel of
redupndancy to avoid any impact on the function. However, the affected element will not
recoyer until some form of correction is applied*for the original SEE; during this time, the|time
to recover the full redundancy is not available/[94]. The correction can be made by a regular
procgss such as "scrubbing" (memory refresh from uncorrupted data at fixed intervals) of rely
on cqgrrection when an error or fault is discovered. As an example, consider the availability, 4,
of a block of memory. If the mean time\to recover is ¢, the mean rate of recovery p = 1/t...,
and ff the mean time between SEE-~error generation is tggg, the mean SEE rate 1 = 1ftggg.
The availability of full redundancy is'then given by the equation:

A=p/l (h+p) (5)

When the recovery rate’ is~very much higher than the SEE rate the availability tends towards
1, i.e| full availability:="System availability is considered for three different types of SEE event:

a) Tfransient-errors and upset (e.g. SEU, MCU) with correction applied quickly after the ¢vent
oF as thé.data is required.

b) Flirm 'errors and faults (e.g. SEFI, non-destructive latch), which persist until the power to
fpeefectronic device is cycled. If there is no facility during normal equipment operatign for
power cycling, the condition will persist until the end of the operational period.

—

c) Hard faults (e.g. stuck bits and destructive latch up) which are permanent and require
maintenance activity on the unit. These events are considered in the same manner as any
other component failure (see Clause 7).

The first two of these SEE types do not require maintenance activity since they recover for the
next operational use without any external intervention. Examples of full redundancy
availability for the first two types of SEE event are given below.

8.5.2 SEU with mitigation and SET

Consider SEU in SRAM, with applied mitigation such as EDAC, ECC or multiple strings
(redundancy) along with voting. In such cases, the recovery time for ECC or redundancy with
voting can be very fast; if 1 ms is assumed, then the recovery rate is 1/1 000 =1 000 s~1,
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which is 3,6 million per hour. For SRAM with 5 Mbits of used locations, and with the SEU
cross-section between 10-13 cm2.bit=1 and 10-14 cm2-bit-1 (see Figure 10), the corresponding
SEU rates vary from 3 x 103 upset-device=!-h=1 to 3 x 10-4 upset-device=1-h=1. In this
example, the recovery rate is orders of magnitude larger than the SEU rate, and therefore the
availability is very close to 1. There would be no significant impact on the equipment
availability, but the availability could be significantly impacted if the memories were very large
and the scrubbing operation not carried out at a sufficiently high rate (low periodicity).

Single event transients (SETs) can persist for up to 10 us, after which the electronic device
recovers to normal operation. For a typical recovery time of 10 us, the recovery rate would be
1/10=° = 100 000 s='! or 360 000 000 h-'. The SET rate during flight for a comparator or a
pulsq width modulator ranges from 10~/ event.device=!-h-1 to 2 x 10~° event-device{!-h~1
(see[8.2.2). In this example, the recovery rate is again orders of magnitude greater thap the
SET fate and the availability is very close to 1.

8.5.3 Firm errors and faults

Conslider SEFI, where electronic device functionality is recovered by cycling power or
rebogting. If the avionics equipment is not able to cycle power or réboot automatically, the
fault lwill persist for the remaining flight duration (10 h or more) and-full redundancy wijll be
unavhilable for this period. For triple modular redundant systems|(the recovery time from the
first pvent is immediate, but the occurrence of another event.during the recovery time will
causg that element of the system to fail. For a typical SDRANM/device (in READ mode, faken
from|[43]) with a SEFI cross-section of 3 x 10-1" cm2.device~!, the SEFI rate will be 2 x|[10~7
even}-device~1-h=1, and again the recovery rate would’be orders of magnitude greater|than
the SEFI rate, and the availability near 1.

As indicated in Figure 7, events such as SEFI may impact the MTBUR and MTBF if they are
identjfied as failures by any built-in test systeny.

9 (Considerations for SEE compliance

9.1 Compliance

The |following steps are a means to compliance and should be documented; however
altermative methods may be used where such methods can be justified.

9.2 | Confirm the radiation environment for the avionics application

Gengral guidance-is given in 5.3. The degree of solar flare enhancement accommodfation
shou|d be defined by the user (see 5.6).

9.3 | Identify the system development assurance level

The development assurance level will determine the rigour and discipline associated with the
SEE accommodation (see Clause 7).

9.4 Assess preliminary electronic equipment design for SEE
9.4.1 Identify SEE-sensitive electronic components

As part of the equipment manufacturer electronic component management plan (ECMP), there
is a requirement for the equipment to be able to function in the application avionics
environment (see 4.3.7 in IEC TS-62239:2008 62239-1:2015 or EIA-4899). Guidance for the
identification of SEE-sensitive electronic components is given in Clauses 6 and 8 of this
standard.
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9.4.2 Quantify SEE rates

Quantify SEE rates based on the rigour required by 7.4 and the calculation approach defined
in 8.4.

9.5 Verify that the system development assurance level requirements are met for SEE
9.5.1 Combine SEE rates for the entire system

The accumulation of SEE-induced hard faults may impact the MTBF of the system.
Unaccommodated soft faults may impact the MTBUR and also the MTBF. The soft SEE-
indu(\nrl faults may he accaommadated hy hardware Qnri’/r\r software meoasiiras (rnf}r to
Clause 7). Where any SEE is totally (100 %) mitigated in the application by limitati¢n of
strespors this shall be clearly defined.

Whilgt the equipment recovers from radiation induced soft errors some redundancy elements
are not available, and the recovery time shall be demonstrated as acceptablé)at' system Igvel.

9.5.2 Management of-parts electronic components control and dependability

Refef to 4.3.7 in I[EC TS-62239:2008 62239-1:2015 or EIA-4899;-and to 8.4 of the present
standard. Changes by the semiconductor vendor to electronic' components—-may can affect
their|atmospheric radiation SEE sensitivity and SEE rates. As, a result change to poterjtially
SEE-sensitive electronic components shall be reviewe& for impact on SEE sensjtivity
throughout the operating service life of the equipment. Atmospheric radiation is part gf the
electfonic component management plan addressed bytEC TS 62239-1 or EIA-4899.

9.6 | Corrective actions

Take| corrective actions if necessary.
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Annex A
(informative)

Thermal neutron assessment

It is important to assess the contribution that thermal neutrons make to the overall SEU rate.
The thermal neutrons can play a major role for two main reasons:

a) it appears that the thermal neutron flux inside an airliner is 1 to 2 times the high energy
(> 10 MeV) neutron flux; and

b) for many electronic devices the SEU cross-section due to thermal neutrons is higher [by a
factor of 1,5 to 3) than the SEU cross-section due to > 10 MeV neutrons.

Therg are confounding issues that make this assessment difficult and unceftain for|both
factofs. Regarding the thermal neutron flux, it varies significantly within a commercial airjiner,
due fo the proximity of hydrogenous materials which produce them, but the' magnitude qf the
variafion has yet to be quantified through rigorous measurements. “The high energy
(> 10 MeV) neutron flux within the aircraft is essentially the samgLas the flux il the
atmopphere right outside the aircraft structure. This is not true for thethermal neutrons| The
thermal neutron flux within the aircraft is approximately 10 times thigher than it is outsidg the
aircraft because as the atmospheric high energy neutrons interact with the materials gf the
aircraft, the flux of thermal neutrons builds up inside thefaircraft. Anecdotal informjation
regalding measurements in a stripped down military 707 indicates variations of up to a factor
of 3]in a thermal neutron detector as it was moved inside the aircraft, but this aifcraft
contgined far less hydrogenous material compared 4o,"modern airliners. Based on theg one
detailed calculation that has been carried out for a €rudely modelled 747, it can be estinrr‘ated
that within an aircraft, the thermal neutron flux may\be a factor of 1 to 2 times the high energy
neutdon flux. By comparison, within the atmosphere, the thermal neutron flux may be a factor
of 0,15 to 0,25 times the high energy neutrop-flux.

Regdrding thermal neutron SEU cross-sections, from the limited number of electronic depices
in which this has been measured [47,-82, 83], most have a thermal neutron SEU cross-s¢ction
comparable to or larger than the high energy SEU cross-section, but a few electronic deyices
are rnjot-susceptible sensitive tonSEU from thermal neutrons. These latter electronic deyices
shou|d not contain any BPSGthe major source of boron 10 which leads to the SEU by the
thermal neutrons. However,'‘these electronic devices do contain boron in lower concentrjtions
through other constituents in the die (for example p dopant). Thus in older—parts elecfronic
devides without BPSG, 'the thermal neutron SEU cross-section from these other RQoron
sour¢es would be réduced by 2 to 3 orders compared to that in BPSG and hence cgn be
ignored, but in more recent SRAMs [18, 95] without BPSG, the SEU contribution from thg¢rmal
neutrons is somewhat reduced compared to BPSG, but may not be ignored. At presgnt, it
appeprs that' SRAMs are the only electronic devices which have been tested with thermal
neutnons and found to have a thermal neutron SEU cross-section. However it is very |ikely
that [other’ electronic devices such as DRAMS, microprocessors and FPGAs are |also
suscepiible sensitive to SEU from thermal neutrons, but that has not yet been verifigd by
measurements.

In the SRAMSs in which thermal neutron SEU has been measured, for most electronic devices,
the ratio of the thermal neutron SEU cross-section to the high energy SEU cross-section is
> 1, generally in the range of 1,5 to 3. However, for electronic devices from some vendors
there is notable part-to-part variation in the ratio, which is generally higher than the part-to-
part variation of the individual SEU cross-sections. For the highest ratio measured to date, the
thermal neutron SEU cross-section to high energy SEU cross-section ratio is approximately 7.
Thus when combined with the fact that the thermal neutron flux in an airliner may be 1 to
2 times higher than the high energy neutron flux, the SEU rate due to thermal neutrons could
be as high as a factor of 10 or greater than the SEU rate due to high energy neutrons. This
appears to be a bounding value, but is nevertheless important since the remainder of this
international standard is devoted to SEU from the high energy neutrons. The effects of
thermal neutrons on electronics are covered in more detail in IECA-S 62396-5.
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Annex B
(informative)

Methods-of for calculating SEE rates in avionics electronics

B.1 Proposed in-the-loop system test — Irradiating avionics LRU in
neutron/proton beam, with output fed into aircraft simulation computer

This is the h|ghest IeveI of testlng and is expected to g|ve the most accurate answer and

anics.
ergy
puter
test
that

time
this $hould be viewed as a future and unique testing capability involvifig the combining of
speclalised facilities at two laboratories.

At the present time, 1 h in the WNR beam (2002 calibration) is,equivalent to approximately
1 x 106 h at 40 000 ft (12,2 km). With this normalisation fattor, the number of upsets| that
affecf the avionics system in 1 h of exposure in the WNR Beam can be adjusted to obtaip the
rate at aircraft altitudes.

Alterpatively, the typical high energy neutron flux _being suggested for use in avionics gingle
even} effects evaluations (see 5.3) is the integrated neutron flux of 6 000 neutron-cm2-h~1
(E> 10 MeV). Thus, for a lifetime of 100 000 ‘flight hours, the lifetime fluence is 6 x 108
neutfon-cm=2. The contribution to the SEE\tate by neutrons of energies < 10 MeV is gmall
enough, as seen in Figure 8, that it can be neglected. This does not, however, consider|SEU
induged by thermal neutrons.

B.2 | Irradiating avionics LRU in a neutron/proton beam

This [approach also involves’ radiation testing of an avionics LRU, but in this case} the
operability of the LRU is\the basis for how the neutron-induced SEE effects are manifejsted.
The putput of the LRUis not fed into a simulation computer. This test is similar to thosg that
have| been conducted for space applications, in which an LRU was exposed to a begm of
high-energy protons. If the proton or neutron beam is not large enough to encompass$ the
whol¢ LRU theha'number of different exposures will be required.

NASA-JSCihas used this kind of testing to identify—ea#ts electronic devices that are prone to
have

ybe e ; e - e e' also
involved many SEUs in a var|ety of electromc devices; in all cases the effects of the SEU
have propagated in such a way that the LRU indicates that normal operation has been
interrupted. Thus, this is a dynamic type of testing, in which the original SEU in one electronic
device may propagate to an error in another electronic device which causes the LRU to
malfunction and reboot. Compared to Clause B.1’s testing approach, this methodology
requires the test/analysis team to project how the non-normal operation of the LRU will impact
the avionics system. The architecture of the avionics subsystem may have built-in fault
tolerance measures, such as various types of redundancy, which could override an
unexpected or erroneous signal from the LRU due to an SEU or other cause. However,
without rigorous testing of the entire system, or a specified procedure for how the fault
tolerance is to be implemented, it will generally be necessary to be conservative and assume
that the SEE rate in the LRU will be directly propagated to the avionics system.
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If this kind of testing is carried out, it will be advantageous to expose the LRU to fluences
much greater than the expected lifetime fluence for avionics (100 000 flight hours) of 6 x 108
neutron.-cm=2. As an example, if an LRU were exposed to a proton fluence of 1 x 1010
proton-cm=2 and 5 events were recorded in which the LRU malfunctioned, the LRU upset
cross-section would be 5 x 10-10 cm2 (5 events/1 x 1010 proton-cm=2). For avionics purposes,
the LRU rate per hour would be 5 x 10-10cm2 x 6 000 neutron-cm=2.h=1 or 3 x 10~
event-.LRU-1.h—1.

B.3

Utilising existing SEE data for specific-parts electronic components on

LRU

B.3.1
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Neutron proton data

approach is much simpler than Clause B.2 because it attempts to rely on existing ne
oton SEE data for the few main—paris electronic devices on the LRU"that w
pptible sensitive to SEE. An extension of this approach could be to carry,out SEE te
ividual-parts electronic devices utilising a neutron or proton beam., In both cases
pach relies on the static SEE response of an electronic device ¢getnheutrons or pro
gnores dynamic effects in the LRU, such as propagated errors,

utron
Il be
sting

this
tons,

lisadvantage of this approach is that the number of-parts'electronic devices which

vely small. A list of some of the more useful sources @f such proton/neutron SEE d
in Table B.1, and it includes both web sites and journal compilations. In add
hercially available-parts electronic devices are continuously changing, so by the time
of the data is incorporated into a database, the-part electronic device may no long
bble, or a next generation-part electronic device has replaced it.

ben in Figure 8, proton SEE data at high energies, i.e., £ > 100 MeV, may be us
sent the SEE response due to thevatmospheric neutron spectrum. Further, baseg
recent testing [21, 53], SEU and\SEFI cross-sections obtained from testing with n

ener

resulf in SEU/SEFI cross-sections that are within less than a factor of 2 of those that wou
obtaiphed from testing with the WWNR neutron beam. However, in testing for SEL, only

energly beams (E = 100 MeV) of either neutrons or mono-energetic protons should be us
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SEL cross-sections ‘expected to be within a factor of 2 of those that would be obtained

the WNR neutront"beam (for E, o0, > 200 MeV, the SEL cross-section ma
prvatively higher,\[21]). Further, for other SEE effects in other kinds of electronic deV

y be
ices,

high energy beams (£ > 100 MeV) of either neutrons or mono-energetic protons should

ed in plage.of a spallation neutron source to obtain the relevant SEE cross-sections
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Table B.1 — Sources of high energy proton or neutron SEU cross-section data

Organisation

Publications

Internet site

NASA — Goddard Space Flight
Center (GSFC), (Rad Effects &
Analysis Section)

Yearly publication of SEE results
(with protons and heavy ions) in
IEEE Radiation Effects Data
Workshop.

http://radhome.gsfc.nasa.gov/

radhome/parts.htm

NASA - Jet Propulsion Laboratory
(JPL)

Biannual publication of SEE results
in (with protons and heavy ions) in
IEEE Radiation Effects Data
Workshop.

General NAS JPL internet link:

http://parts.jpl.nasa.gov/organitatio
n/group-5144/

NASA JPL database interhéttink:

http://radcentral.jplmasa.qgov/

(use of search engihe providesjlink
to database links area of
“Spacedew)

European Space Agency

“Proton SEE Results — A Summary
of ESA’s Ground Test Data”, R.
Harboe-Sorensen, 1997 RADECS
Conference Data Workshop, p. 89.

http://vwww.escies.org/public/rafiati
on/database.html

B.3.2 Heavy ion data

A legs accurate approach is to utilise the availablel SEE cross-sections on—parts elecfronic
devides that were exposed to heavy ions, and transform this data into proton/neutron|SEE
crosg-sections. This is not straightforward and should only be carried out by engineerd and
scientists who are experienced in utilising this“kind of single event effects data. A number of
models have been developed that allow for this heavy ion SEU data to be used to calculate
the gorresponding proton SEU cross-sections or rates. However, care should be taken in
correctly utilising the data and employing the models, since there are ample opportunitigs for
the Heavy ion SEE data to be errefeously applied. References to some of these models are
inclugled in Table B.2. Almost alhbf this SEE data (heavy ion or proton) are for-parts elecfronic
devides that were or are being-considered for use in space applications, very little are for

parts| electronic devices specifically being targeted for aircraft avionics.
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Table B.2 — Some models for the use of heavy ion SEE data
to calculate proton SEE data

Model Author Reference

PROFIT P. Calvel “An Empirical Model for Predicting Proton Induced Upset,” IEEE Trans.
Nucl. Sci, 43, 2827, 1996

FOM (Figure of E. L. Petersen “The SEU Figure of Merit and Proton Upset Rate Calculations,” IEEE

Merit) Trans. Nucl. Sci., 45, 2550, 1998; also J. Barak et al., “On the Figure of
Merit Model ...,” IEEE Trans. Nucl. Sci., 46, 1504, 1999
J. M. Palau “A New Approach for the Prediction of the Neutron-Induced SEU Rate,”
IEEE Trans. Nucl. Sci., 45, 2915, 1998
L. D. Edmonds “Proton SEU Cross-sections Derived from Heavy-lon Test Data,” IEEE]
Trans. Nucl. Sci., 47, 1713, 2000
J. Barak “A Simple Model for Calculating Proton Induced SEU,” IEEE Trans. Ndcl.

Sci., 43, 979, 1996; also “A Akkerman et al., “A Practical Model for
Calculation of the Proton Induced SEU ...,” Proceedings(1991 RADECSB, p.

509

BGR] E. Normand “Extensions of the Burst Generation Rate Method-for Wider Applicatiofn to
Proton/Neutron-Induced Single Event Effects,” fEEE Trans. Nucl. Sci. |45,
2904, 1998

SEUBIM C. Inguimbert “Proton Upset Rate Simulation by a Monté/€arlo Method: the Importance
of Elastic Scattering Mechanism,” IEEE Trans. Nucl. Sci., 44, 2243, 1997

IMD¢ C.S.Dyer "Microdosimetry Code Simulation of €harge-Deposition Spectra, Single
Event Upsets and Multiple-Bit Upsets," IEEE Trans Nucl. Sci., 46, 148p,
1999

CUP|D P. McNulty “Proton Induced Spallationf,Reactions,” Radiat. Phys. Chem., 43, 139,
1994

MET]S C. Weulersee “A Monte Carlo enging&er tool for the prediction of SEU proton cross-

section from heavy ien data” , 12th European Conference on Radiatiof]
and Its Effects, otddComponents and Systems (RADECS), Publication, Year:
2011; RADECS 2011 Proceedings: pages 376 — 383

In gg¢neral, proton/neutron SEE response data needs to be found for just a few of the
electfonic devices on an LRU,\those—part device types that are judged to be-suscejptible
sensftive to SEE. This consists’primarily of RAMs, microprocessors and FPGAs, elecfronic
devides that contain a large_number of bits, which can upset. However, only those bitg that
are used are-suseceptibleysensitive to SEUs that can be recognised as errors, and often only a
fractipon of all of the bitston an electronic device are utilised in the way it operates on the LRU.
Thergfore, without specific knowledge of the fraction of bits that are actually used in an
electfonic device @n-the LRU, the conservative approach is to assume that 1) all of thg bits
are Used and therefore-susceptible sensitive to SEU, and 2) all of these SEUs will causg the
LRU fto malfunction.

Any memery that is protected by EDAC should be deleted from consideration for single ¢vent
upsel. bécause these upsets are corrected by the EDAC. The combined neutron SEU cfoss-
section for the LRU is obtained by adding the SEU cross-sections for each of the LRU-paris
electronic devices types that were identified (RAMs, microprocessors and FPGAs), multiplied
by the number of each part type on the board.

B.4 Applying generic SEE data to all-parts electronic components on LRU

In this case the LRU has a number of-parts electronic devices that are likely to be-susceptible
sensitive to SEE through the atmospheric neutrons, but there is no SEE data available for one
or more of these-parts electronic devices. Calculating the SEU rate for such-parts electronic
device by this approach has the least technical basis in terms of specific data and therefore
has to be, of necessity, the most conservative. Like the approach in Clause B.3, it evaluates
only the static SEE response of an electronic device to neutrons or protons, and ignores
dynamic effects in the LRU, such as propagated errors.
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Overall, the procedure is quite similar to the approach in Clause B.3.-Susceptible Sensitive
electronic devices are divided into two categories, DRAMs, and all others (SRAMs,
microprocessors and FPGAs). For a DRAM with no available proton or neutron SEU cross-
section data, we look at Figure 11 to obtain the per bit SEU cross-section. The figure clearly
shows that there are large differences in the per bit SEU cross-section, but this is strongly
influenced by the size of the DRAM. As indicated, most DRAMs in LRUs are protected by
EDAC, but this has to be verified for each LRU. Even if the DRAM is protected by EDAC so
that the SEU rate can be deleted as a matter for concern, the MBU and MCU rates need to be
calculated, and the MCU rate is conservatively taken to be 3 % of the SEU rate at feature
sizes 350 nm and above.

For 0 : P i Cross-section wi €] data
for SRAMs shown in Figure 10. The number of bits in all of the SRAMs, microprocessorg and
FPGAs needs to be added together. From Figure 10, we choose a conservative SEY cross-
sectipn of 5 x 10~13 cm2.bit-1, and with the integral flux of 6 x 103 neutron.cm<h~1, a[SEU
rate pf 3 x 1079 upset-bit=1-h="1. This rate is multiplied by the total number of bits in all gf the
electfonic devices to obtain the SEU rate for the LRU due to SEUs in all of the-devices except
DRAMs. If, for example, there were a total of 10 Mbits on the LRU, the SEU rate wou|d be
3 x 102 upset-LRU-Th=1, or one upset every 30 h. In looking at Figure:490 we see that this is
clearly a conservative approach, as SEU cross-sections at least an.order of magnitude lower
are qvailable, but this approach is being used because no SEE, 'data is available for the
specf|fic-parts electronic devices on the LRU. Thus a trade-off ¢could be made between a| high
SEU[rate for the LRU with no specific SEU data, resulting in‘a high error rate for the LRU, or
effor{s to more accurately quantify the SEU response of thé& electronic devices on the LRU by
testing or analysis of relevant-parts electronic devices/data. This approach also ignoreg the
archifecture of the avionics subsystem and any built<inyfault tolerance measures it may |have
that would override unexpected or erroneous signals from the LRU due to an SEU or pther
cause.

B.5 | Component level laser simulation of single event effects

It is [feasible to use focused ps-pulsed laser facilities to measure microchip SEU cfoss-
sectipns (as a function of LET) by, delivering large arrays of laser pulses at a range of pulse
energies [96,97]. Methodologies.and codes have also been devised for converting LET cfross-
sectipn curves to neutron SEU-upset rates [98]. However, these methodologies further reguire
an timate of the sensitivel volume of the microchip cells. For crude calculations| the
sensftive volume may be.estimated; but it has also recently been shown that it is possiljle to
use a laser facility directly to measure the sensitive volume by testing microchips at a range
of different wavelengths [99, 97]. It should be noted that the empirical techniques reported in
references [96, 99] were demonstrated using three commercial 4 Mbit SRAM types.

These methadologies provide a basis for employing laser facilities to measure the neptron
and [protenSEU sensitivity of electronic devices. The use of such facilities potentially
circumyents the apparent high costs and occasional long lead times, which can arise from the
use ¢f‘néutron and proton beam facilities to assess components. Laser simulation is suitable
not only for initial test of SEU sensitive components but also for the ongoing monitoring of the
effects on SEU of proposed die changes to such components as notified by product change
notifications (PCNs) (see IEC TS 62239-1).

Laser systems are potentially effective for identifying excessively-susceptible sensitive and
selecting relatively insensitive electronic device types, where a range of equivalent—paris
electronic devices from alternative manufacturers is under consideration for inclusion in an
avionics system. Nevertheless, laser assessment is not a fully mature technology and will
normally be less accurate and reliable than neutron beam testing, so the latter should be
preferred where relatively precise results are justified by the cost-benefit analysis.
Furthermore laser testing is indirect, in that it relies on integrating the results of several
assessment steps. However as more experience is accumulated the relative accuracy and
efficiency of laser testing would be expected to improve.
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‘ Parts Electronic devices need to-be-delidded have their active chip exposed for laser testing
(also necessary for ion beam testing, but not for neutron or proton beam testing). The laser
technique may therefore be relatively more beneficial in cases where the bare die within the
component is readily accessible.

‘ Laser beams are also effective to characterize the sensitivity of power electronic devices such
as power MOSFETs or IGBTs to single-event burnout. Even if cross-correlation between laser
and proton or neutron data remains limited, laser testing has been demonstrated as efficient

‘ to determine the safe operating area (SOA) of a power electronic device [100, 97]. This
additional input could be very useful for designers to select the most appropriate electronic
device for dedicated applications and establish with the full knowledge of the SOA the

and

neutdon testing is currently very limited. The laser simulation testing for a component may be
calibrated using the cross-correlation data results (neutron/proton test to laser simulatign) of
components from the same functional type (for example SRAM) having similar semiconductor
technjology and feature size. However, some studies have shown distinct differences in the
| SEU|response among-paris electronic devices of the same functionahtype [47], and in| how
poorly proton and heavy ion SEU data sometimes correlate [79]. Therefore the user should be
very [cautious when applying this laser simulation method for(obtaining the high energy

neutnon SEU response of electronic devices.

B.6

Determination of SEU rate from service monitoring

This procedure can provide a measure of the SEU,_rate of monitored electronics in operafional
servite for these systems where error detectionyand correction (EDAC) or another kind of
error|checking scheme is used to identify erroneous bits which are then recorded. The 4grrors
should be stored in non-volatile memory (simitar to a fault code store) and can subsequently
be uged to identify the errors that have ogcurred due to SEU from the atmospheric neutfons.
This |can generally be done by obtaining a bit error rate from the service monitoring| and
assufing, by comparison with rates-that can be calculated from 8.3 and 8.4, that|it is

cons|stent with an SEU bit error raté from the atmospheric neutrons.

Therg are several issues that 'should be addressed when considering this method.

a)

b)

f)

Tlhe system will record ‘that an error has taken place. The recorder/monitor will on]y be
effective if it reliablyidentifies and stores error data.

he extent of, the system that is monitored and recorded for errors should be clearly
identified an@-some elements of the system will not be addressed by the monitor. Those
pgarticipating. in the post-removal analysis should understand how other effects not reJated
to the atmospheric neutrons (power transients, vibration transients, software problems,
efc.) may contribute to the errors.

he information obtained will always be historical, i.e. the system will be in operation.

Where the errors are corrected (not a hard fault), the errors will be recorded in the errors’
non-volatile memory area but how this is enunciated to the aircraft system should be
determined on a case-by-case basis and any action taken as a result. The data may be
regularly recorded and cleared during scheduled maintenance, or as the memory fills.

The recovery of the data from such store memories during maintenance requires the co-
operation of the fleet operators and equipment manufacturer customer’s support facilities.

The procedure for the processing of such data should be clearly defined. This should be
done by a person experienced in analysing SEU data. Since the bit upset rate is so
important in verifying that the errors are indeed due to the atmospheric neutrons, the
number of bits potentially-susceptible sensitive to SEU by the neutrons in the particular
system being monitored should be known or reliably estimated. An understanding of the
normal SEU rates may indicate potential response during periods of high SEP activity.
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g)

h)

The coverage of the store and the route to data and analysis of results for SEU should be
auditable including by customer and third party (including atmospheric radiation experts).

It would be extremely helpful if additional information—weould—be were recorded that is
related to the location and altitude when an SEU takes place as this will assist correlation
of the SEU data. Following an SEU, the altitude and location data would need to be
requested from the flight control computer.
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Review of test facility availability®

C.1 Facilities in the USA and Canada
Cc.1. Neutron Facilities
‘ Facility Description Availability/Cest
| Los Alamos Facility with neutron beam having an energy spectrum | Cost=%8250/dayFacility is
Neutfon Science (neutrons with energies up to 700 MeV) providing the open for ~8 mpnths/year.
Center -LANSCE most accurate simulation of the atmospheric neutrons. Numerous users’want to usq
‘ (alt. WNR Eight beam lines, with-30-Left the beam line labelled this beam; so'LANSCE
(Wegpons Neutron 30 Left used for SEE testing (the ICE House). Facility personnel, schedule outside
Resgarch) facility upgraded in 2003, making it very convenient to use for | users~férlone session/year. Bee
or IgE (Irradiation SEE tests. Since 2000, 1 h in beam is equivalent to “The.Les Alamos National
of Chip and ~1 x 108 h at 39 000 ft (11 860 m). The neutron Laboratory Spallation Neutrgn
Elec{ronics) spectrum is recorded accurately each run using a Sources,” P. Lisowski et al.,
Houge), located in fission ionization chamber. LANL staff provide fluence Nucl. Sci. Eng. v. 106, p. 208,
Los Alamos, NM for each run (E> Ethresh, With Ethresh specified by. 1990 and http://wnr.lanl.gov|
user; per this international standard Ethresh should be - .
10 MeV). Spot size typically 2,5 cm to 8 cm diameéter Fam(ljlty colnt?ct. Ste\(/)e \gVBenc er
with other options possible. wender@lanl.gov, 505-667-
1344)
TRIYMF Neutron The TNF Facility has a neutron flux with\similar The TNF costis-$-150/h- The
Facilities (TNF, spectrum to that of atmospheric neutron. (highest TNF facility is available abolt 8
BL2¢, BL1B) of the | energy ~400 MeV). Unique facility because beam also months per year and is
Tri-University contains a thermal neutron component (approximately presently scheduled about 30 %
Meso¢n Facility 30 % of the >10 MeV neutron.flux). For >10 MeV of the time.
(TRIYMF) located neutron flux is ~1 x108 times, the atmospheric neutron )
on the University flux at 39 000 ft. Neutron , SEU cross-sections due to Theflood-beam-costis$-45p/he
of Bijitish Columbia | >10 MeV and thermal néutrons can be determined the-same-as forthe .
(Vangouver, from two successive.SEE tests (with and without onoenergetic-proton-testing:
Cangda) campus cadmium plate over the IC). Not too convenient to use | ° dHs-heavily-utilized
since test card has to be lowered 5 m down a channel Contact Ewart Blackmore
on a mounting.plate connected to a pulley system. ewb@trivmf-cato-schedule-{See
Fluxes are(determined for each run based on a “Ymproved-Capabilitiesfor

neutron monitor that has been calibrated against
activation foil measurements and calculations with
FLUKA code.

In 2005, a “flood” beam of neutrons, beam size 50 cm
to 100 cm in diameter at the test point was developed
at the proton test facility. Neutrons are produced by
stopping either 115 MeV BL2C or-568 480 MeV BL1B
protons in a lead target. The >10 MeV neutron flux is
variable from-1-000-n/cm?/s-to-50-000-n/cm?/s

1 000 neutron-cm=2.s~" to >100 000 neutron-cm~2-s
and is designed for testing large electronic systems. In

—2. o1

The BL2C flood beam (neutfons

to 115 MeV) is scheduled 1

week per month Apr to Dec.[The

BL1B flood/collimated beam
(neutrons to 450 MeV) is

2013 the higher energy facility was upgraded with
improved shielding for a factor 5 intensity upgrade.

scheduled 4 times per year.

See www.triumf.ca/pif-nif for
beam schedule, costs and
availability.

Reference: “Intensity Upgrade to

the TRIUMF 500 MeV Large-
Area Neutron Beam”, IEEE
REDW 2014, pp 275-279.

2 This list of test facilities is given for the convenience of the users of this standard and does not constitute an

endorsement by the IEC.
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Facility

Description

Availability/Cost

Boeing Radiation This is a 14 MeV neutron generator, capable of GCost-is-approximately-$-600/h-of
Effects Laboratory | producing fluxes as high as 1 x 108 neutron.cm=2.s" beam-time;-Availability-is ~10
(BREL), Seattle, to 5 x 108 neutron-cm=2.s™" at close proximity (3 cm to | monrthsperyear{contactb-
WA 6 cm) to the generator head, emitted in 4 © geometry. | Russelat _

It was upgraded with a new source and control dennis-a-russel@bosing-com);

electronics in 2009. For recent SRAMs (after the year See

2000) testing has shown that the SEU cross-section

from 14 MeV neutrons is very close to that from the

high energy neutrons. Latch-up testing is not Thtm

recommended using 14 MeV neutrons. Fluence is —

determined using an electronic neutron dosimeter. Availability is ~10 months per

After an exposure, a 20 min cool-down time is required | year (contact Jerry Wert at

to re-enfer the neufron chamber. jerry.wert@boeing.com);
NCNR (NIST Two different types of facilities are available at the The thermal column_is curreptly

Centger for Neutron
Resgarch),
Natignal Institute
of Standards and

NCNR to provide thermal neutrons, the thermal

column and a cold neutron facility. The thermal column
provides a collimated beam of thermal neutrons with a
diameter of 1 into 2 in (2,54 cm to 5,1 cm), and a flux

(2010) out of sefvice, with a
return to seryice)of, at the
earliest, sometime during 2(

TecHnology, of 1 x 108 neutron-cm~2.s~1. Epithermal neutrons and The neytron imaging facility|is
Gaithersburg, MD gamma rays are also in the beam at much lower avail@hfe, though-the price as

levels, but they do not cause any SEUs. Occasionally tngregsed-to-approximately

another facility, the neutron beam imaging area, $ 4,600/day(F¥2009).

having a much larger thermal neutron beam spot, may,

be available. The second type of source is that of cold

neutrons, having energies well below 0,025 eV. At

present the cold neutron facility that had been used for

electronics testing is about to be retired. A cold

neutron beam area, the “bench top facility ’=shieuld-be

was available-inlate-2005 for electronicstesting. The

cold neutron beams are pure, having no other

particles, and have a higher effectivesthermal flux

since the B-10 neutron cross-section‘increases with

decreasing energy.
Nuclgar Science The TRIGA research reactor,operates at 1 MW, The cost of usage of beam port,
Center, Texas and has beam ports available that can be used for the dry cell as well as core
Engipeering exposing electronics tothermal neutrons. One beam irradiation locations vary with
Expgriment port can provide a neutron beam of thermal neutrons time and usage.
Statipn, Texas (0,025 eV) with anvavérage flux of 1 x 10 neutron-cm™ .
A&M| University, 2.571. The reactof-has a dry irradiation cell that can be See: A

http://nuclear.tamu.edu/faciljties/

Collgge Station,

TX

used for irradiating electronics and the average
thermal fluk can be close to 1 x10'? neutron-cm=2.s~
The reactor also supports isotope production and there
are igradiation locations in the core where the neutron
fluxonthe order of 10'3 neutron-cm™2-s~" can be
expected.

2 1

lab08/
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Cc.1.2 Proton facilities
Facility Description Availability/Cost
Los Alamos Facility with 800 MeV proton beam with 108 protons/ For cost and availability contact

Neutron Science

pulse. Beam spot size typically 1 cm diameter with

Leo Bitteker (Ibj@lanl.gov 505-

Center —-LANSCE | other options possible. Proton currents up to 667-0333)
(alt. WNR approximately 80 nA or 5x10'" proton/s.
(Weapons
Neutron
Research) facility
or Target-2 or
Blue Room)
located in Los
AIan‘IM, NI
IndiJna Within the RERP (Radiation Effects Research Program) | Ceost=$627/h-with-a-12-Reuf
University of the IUCF, two separate beam lines (radiation effects daily-minimum-.The facility-ig
Cyclotron Facility | research stations),-are were available to provide open most of the time but bdam
(IUCF), Indiana protons, RERS-1 and RERS-2. At RERS-1,-which-has } —The
Univgrsity, been-operational-forabout-10-years protons-are were facility closed inNDecember
Bloomington, IN available with energies in the range of 30 MeV to 2014.
200 MeV. The lower energies-are were achieved by the 8 - L4
use of Cu degraders. The diameter of the beam spot Fluxes >1x10 proton-cm™.s|
ean-be was 2 cm to 20 cm, but the usual diameter-is can-bgWere obtained only a
was 7 cm, with a uniformity of >70 %. During normal night-and on weekends. See
operation the maximum beam flux-is was ~1 x 10° Opportunities _for_ Single Evgnt
- . . and Other Radiation Effects
proton-cm™-s™', but at night and on weekends it-can Testi
. ) . 10 esting and Research at the
could be higher. Typical particle fluences of 1 x 10 IUCE.” C. C. Foster et al
-2 11 -2 Nt .
protc?n-cm to 1 x 1.0 proton-f:m were usually Workshop Record, 1996 |EEE
obtained in a few minutes. Dosimetry-is was by means —p—Radiation Effects Data
of secondary electron monitor. Although the RERS=2 Workshop, p. 84-and
beam line (operational December 2003)-is was ‘similar . Liuef indiana ,
to RESR-1, exposures with proton energig$ <200 MeV ’ T )
witkbe mainly performed at this station . using Be
degraders. Electronic devices to be tested-are were
mounted on an adjustable x, y, z table. which-ean could
be moved remotely, and alignmentdwith the beam-is
was assured by means of a laser:
Frangis H. Burr As of 2002, the FHBPTC has-replaced the Harvard GCost-is-$-650/h(experimentdr
Prot¢n Therapy Cyclotron Laboratory as the“facility used for exposing present): Because the main
Center (formerly both patients and electronics to proton beams. The customers are cancer patienfs,
Nortlheast Proton FHBPTC beam can previde energies in the range of 90 the beam is available for
Therppy Center) MeV to 230 MeV via.a magnetic energy selection radiation effects testing onlyfon
(FHBPTC), system, and beam’s down to 20 MeV using degraders. weekends. See “The Proton
Masgachusetts The diameter of'the beam spot can be <1 cm and up to Irradiation Program at the
Gengral Hospital, | 30 cm, but-the usual diameter is 5 cm to 10 cm, with Northeast Proton Therapy
Bostpn, MA uniformitysvariation of <10 %. Beam flux is available Center,” E. Cascio et al.,”
from 102 proton-cm=2.s~'to ~2 x10"" proton-cm=2.s~". Workshop Record, 2003 IEEE
Dgsimetry to a device under test (DUT) is by means of | Radiation Effects Data
a thin foil transmission ion chamber calibrated to the Workshop, p. 141
Earaday cup or thimble chamber. A
scintillator/phototube system is available for low flux
runs. A laser alignment system is used to centre the
DUT in the beam.
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Facility

Description

Availability/Cost

Tri-University
Meson Facility,
(TRIUMF) located
on University of
British Columbia
(Vancouver,
Canada) campus

Since 1995 the Proton Irradiation Facility (PIF) has
been providing two separate beams of mono-energetic
protons, covering the range of 65 MeV to 500 MeV.
Beam line BL2C provides protons with energies up to
120 MeV, and beam line BL1B provides protons with
energies in the range of 180 MeV to 500 MeV. The
facility has been optimized to provide fluxes of

~1 x 108 proton-cm~2.s~1, with uniform beam diameters
of up to 7,5 cm. However, by reducing the beam spot,
fluxes of 1 x 10"9 proton-cm=2.s~'can be achieved.
Beam dosimetry is achieved using a miniature ion
chamber and also a Faraday cup for high flux beams.

The facility is available about 8
te—10 months per year during
which time BL2C is available for
week-long periods approximately
once per month, but 8 hto 16 h
test periods can be scheduled at
other times on BL2C with several
week's advance notice. BL1B is
available during-ene-ortwo-3-
four week-long periods per year

See www triumf r‘n/pif_nif for

ADSorbers are used In conjunction with collmators 1o
lower the beam energy, and scattering foils to broaden
the beam. A beam profile monitor is employed upstream
and lasers are used to align positioning of the DUT
within the beam.

beam schedule, costs and
availability.

Reference: “Improyed
Capabilities for Rreton and
Neutron Irradiations at TRIUMF,”
IEEE REDW (2003 pp149-15%
Record-2003 |EEE Radiatiof
Effects-Data Workshop, p-—149
and-Werkshop-Reeerd;2000(p-1

Univgrsity of
Califprnia at
Davip, Crocker
Nuclgar
Labqgratory
(CNL), Davis, CA

Since the 1970s CNL has been providing industry and
government agencies access to the variable energy

76 in isochronous cyclotron. The cyclotron can
accelerate protons from 1 MeV to 68 MeV. In the
Radiation Effects Facility (REF) the maximum proton
energy to the DUT is 66 MeV. The spatial spreading of
the beam is accomplished by passing the beam*through
a Ta diffuser foil. Lower energies can alsg be“obtained
by choosing a cyclotron proton energy ¢ombined with a
proper diffuser foil to give an acceptable*beam energy
spread. Typically the beam energy spread is kept below
600 keV. In the REF the flux can/A€/in the range of 1
proton-cm™2.s~" to 1 x 109 proten-cm=2.s~1, although
typical beam fluxes for exposing electronics are

1 x 104 proton-cm=2.s "t 4% 109 proton-cm=2.s~1. For
this beam line the diameter of the beam spot can be up
to 6 cm, with a uniformity of 92 %. A second beam line,
1C, has recently become available for higher flux
beams, up to 1. 10'2 proton-cm2.s~1, but with a beam
spot of 2 cmyin’diameter. A compound x-y table is
provided for tecating the DUT, the range on translation
is 7,37 in.and 19,59 in in the X and Y direction
respectively (this table can also be remotely
controlled); two laser beams are used to align the
positioning of the DUT within the beam. A vacuum box
16:5 in x 16,5 in and 25 in tall can be attached at the
end of the REF beam line to use cyclotron proton
beams lower than 7 MeV without subjecting them to the
energy spreading due to the exit foil or the air path.
Beam dosimetry is accomplished by means of a
secondary electron emission monitor (SEEM) combined
with a removable Faraday cup. Beam uniformity is

The facility is available
~10 months/year, but needs [an
agreement w/U of Cal. Contact:
Carlos Castaneda (530) 752
4228, see “Crocker Nuclear
Laboratory (CNL) Radiation
Effects Measurement and Tqst
Facility,” C. Castaneda et at
Workshop Record, 2001 IEE
Radiation Effects Data
Workshop, p. 77;

T

http://cyclotron.crocker.ucdalis.e
du/

Crocker/Website/b_Information/

index.php.

monitored with a segmented secondary electron
emission monitor (SSEEM).
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Facility

Description

Availability/Coest

Pulsed Laser
Test Facility at
the Naval
Research
Laboratory,
Washington DC.

The NRL test facility contains two separate pulsed
laser systems, one for doing single-photon
absorption (SPA) experiments at a wavelength of
typically 590 nm and tunable from 570 nm to

620 nm and the other for doing two-photon
absorption (TPS) experiments at a nominal
wavelength of 1 260 nm that allows through-wafer
testing. The electronic device under test is
mounted on an XYZ stage that is computer
controlled for doing three-dimensional scanning to

detarmin. saneitivavaoliimac 1o bhaoth acac—th
eeteHh RS ¥ —r-oet—6a Tt

B s $ 5K . . -
suppert:- Contact Dale McMorrow for
scheduling at
mcmorrow@ccs.nrl.navy.mil

Tel: (202) 767-5469

light is focused onto the device using long-working
distance microscope objective lens that produces
a focused beam with a spot size of just over 1 um
in diameter. Pulse rate is adjustable from single
shot to 40 MHz for the SPA laser, and from single
shot to 1 kHz for the TPA laser. Both setups
contain illumination optics for viewing the DUT as
well as the focused laser spot. Maximum laser
pulse energies are equivalent to LETs

>>100 MeV-cm2.mg~.
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C.2 Facilities in Europe
C.21 Neutron facilities
Facility Description Availability/Cest

The Svedberg
Laboratory (TSL)
at Uppsala
University,
Uppsala, Sweden

Two neutron beam facilities are available at TSL:
(1) Atmospheric-like Neutrons from thick TArget (ANITA),
(2) Quasi-Mono-energetic Neutrons (QMN).

The ANITA and QMN facilities share the same area with
~30 m2 floor space available for users. At both the

faciitieos—the-Reutran-fliixis—continuoushrecorded-bi
’ J J

Availability: ~9 months/year.
Lead time at ANITA 2-8 weeks.
The beam time request form is

available at http://www.tsl.u

u.se

Cost (2040 2015): ANITA: EUR
460 520/h, QMN: EUR 460-500

580/h dep. on energy. See

calibrated monitors based on neutron fission (FIC, TFBC)
and on integration of the primary proton beam current.

(1) The ANITA facility, built in 2007, provides neutrons
with atmospheric-like spectrum up to the highest
energy of ~180 MeV. The neutron flux above 10 MeV
is~10%-times-the atmospheric-one-at 39-000 feet_Any
beam-size between-1-and-120-cm-can-be selected by
— upto 108 cm=2.s~! at the conventional user area,

— upto 107 cm 2~s’ at the Close User Position
(CUP), constructed and characterized in 2013-
2014.

At the conventional user area, any beam size betweeh

1 cm and 120 cm can be selected by the user andgvaried
during the campaign. At the CUP, the beam size is™=20 cm
x 20 cm.

The flux is promptly variable within a factorof at least 150.

{Variation within-a factor up to 5000 may require re-
trimming-thattakesup-te—1-h)- The thermal neutron flux,
relative to the flux >10 MeV, is ~1_%sof the fluxabove10
MeV at the conventional user area and ~20 % at the CUP.

(2) The QMN facility, upgraded'in 2003, provides neutrons
with energy controllable%in the range 20 MeV to180
MeV, with roughly half‘the neutrons in the high-energy
peak and the restin/the low-energy tail. The peak
neutron flux is\3.x 10* neutron-cm=2.s~" to 1,5 x 105
neutron-cm>2{s7" depending on the energy. Any beam
size between 1 cm and 80 cm can be user selected by
and variedduring the campaign.

pricing policy:
http://www.tsl.uu.se

Contact: beams@tsiUu.se
http://www.tsl.uu.se/About_
Contact/ .

Facility descriptions:

ANITA: A.V. Prokofiev et al

or
rSL/

‘Chafracterization-of the AN{TA
Neutron-Source for-Accelerpted

SEE Festingat-FSL* 2009
IEEE REDW, pp. 166-173,

http://ieeexplore.ieee.org/st
/stamp.jsp?arnumber=0533

- - N

amp
5295
362

Facility”-Rad-Prot—Dosim-jv-

S

ANITA-CUP: A.V. Prokofie
al., IEEE Transactions on
Nuclear Science, v.61, pp.
1929-1936 (2014),
http://urn.kb.se/resolve?urn
:nbn:se:uu:diva-234423

QMN: A.V. Prokofiev et al.,

Rad. Prot. Dosim. v. 126, pp.

18-22 (2007),
http://rpd.oxfordjournals.org
tent/126/1-4/18.full .

et

Furn

con
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Facility Description Availability/Cest
ISIS Pulsed ISIS is a facility that is primarily used for condensed Academic (and therefore
Neutron and Muon | matter physics, operating two separate target stations published) access is via peer

Source, Rutherford

Appleton
Laboratory,
Harwell Science
and Innovation
Campus, Didcot,

that can provide neutrons with an energy spectrum up to
800 MeV and which contain epithermal, thermal and cold
neutrons.

The VESUVIO beam line on Target Station One is
immediately available for SEE testing having been
characterised through Monte Carlo (MCNPX) simulation

review.

See

http://www.isis.stfc.ac.uk/about-

isis/aboutisis.html

Currently non-academic access

OX11 0aX, UK and activation foil analysis. The fast neutron content of and proprietary research is

the beam is 5,8 x10* neutron-cm=2.s~! (> 10 MeV) with a negotiated.

strong well characterised cold/thermal and epithermal Contact: Christopher Frost

comnaonent This hoam is hiahlvy collimated with o

diameter of 2 ¢cm to 5 cm and has dosimetry based on christopher.frost@stfc.aciul

fission counters, scintillation counters and the proton

current.

A new development on Target Station Two is in the

design and construction phase and should provide both a

collimated (~10 cm x16 cm) and flood area (~100 cm

diameter) beam matching atmospheric spectrum up to

800 MeV both with variable collimation. Design fluxes are

1x108 neutron-cm=2-s7" to 1x 107neutron-cm=2.s™"

(>10 MeV) for the collimated beam and 1x10*

neutron-cm=2.s~" to 1x105 neutron-cm=2.s~" for the flood

beam. A highly flexible large experimental area is

envisaged with remote sample positioning and the abjlity

for in-situ dosimetry being developed.
CYClotron of CYCLONE has a mono-energetic neutron beam lihe that | Cestisunknown. Beam time
LOuyain-la-NEuve, | provides quasi mono-energetic neutrons at energies in has to be scheduled. See
Cyclptron the range of 25 MeV to 70 MeV. The neutrohs Jare “CYCLONE - A Multipurposke
Resgarch Centre generated by accelerating a mono-energetiCc proton beam |Heavy lon, Proton and Neufron
(CRQ) at Catholic |into a lithium target, with roughly half the\resulting SEE Test Site,” Workshop
Univgrsity of neutrons having a pseudo peak withinn1*MeV to 2 MeV of |Record, 1997 RADECS
Louvain-la-Neuve |the proton energy, and the remaining neutrons Conference Data Workshopj| p.
(UCl), Belgium approximately evenly distributed(ver energy down to a 51, 4th European Conferende,

few MeV (the low energy “tail”). The peak neutron flux is |Palm Beach, Cannes, Frande;

1 x 108 neutron-cm=2.s~! (3.mm thick target) over a beam |see http://www.cyc.ucl.ac.b¢

spot of 4 cm in diameter.
Natignal Physical |Can provide well-characterized mono-energetic neutron Fhereareno-fixed-costs: Pllices
Labdratory, fields covering the energy range 70 keV to 5 MeV and at |are estimated primarily in tqrms
Teddington, UK 17 MeV via a variety of nuclear reactions using beams of |of staff time to perform the

protons or deuterons from a 3,5 MV Van de Graaff irradiations.

accelerator. ‘A.thermal neutron irradiation facility is also ) )

available.with a beam fluence of up to 10* cm=2.s~" over http://www.npl.co.uk/commgrcial

an area.of 30 cm diameter or an isotropic field with -serymes/measurement-

fluences up to 107 cm=2.s~" in an access hole of diameter services/neutron-

19 o measurements/
Atonjic Weapons. The ASP Accelerator produces 14 MeV neutrons via the ~ - Beam
Estaplishment D+T reaction. The maximum 14 MeV neutron flux is time has to be scheduled in
(AWE) 2 x 10"% neutron-cm=2.s~" at 1 cm from the target. In advance. For further information
Aldefmaston, addition, deuterium loaded targets can be used to contact Shaun Hughes on
Berkphire/ UK produce 3 MeV neutrons using the d+d reaction, giving a |01189 824122 or email

maximum TuxX of Z X TO0° neutron-cm 2.5 1. The
accelerator has the capability of being operated in either
continuous or pulsed mode. The minimum pulse width is
5 us.

gSpacCeleraton@awe . Co. UK
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C.2.2 Proton facilities
Facility Description Availability/Coest
Proton Within PSI there are now two proton irradiation Costis-unknown- Beam time has to be
Irradiation facilities, the high energy (HE) PIF and the low scheduled in order to coordinate with
Facility (PIF) at energy (LE) PIF. The design of the two PIF areas the biomedical treatment operation.
the Paul is very similar with regard to set-up and operation See “Radiation Effects Testing
Scherrer Institute | (beam dosimetry, flux calibration, energy degrader | Facilities in PSI during Implementation
(PSI) Villigen, and data acquisition). At the high energy PIF (also | of the Proscan Project,” W. Hajdas et
PSS} Switzerland | called the NA3 PIF) the initial proton beam has an al., Workshop Record, 2002 IEEE
energy of 590 MeV, but at the irradiation area the Radiation Effects Data Workshop, p.
energy is reduced to 254 MeV (range of 30 MeV to | 160 and “Radiation Effects Testing
254 MeV). At 254 MeV, the maximum flux is Facility in PSI Low Energy OPTIS
2,5 x 108 proton-cm=2-s~' and the maximum Area,” W. Hajdas et al., Workshog
diameter of the beam spot is 9 cm. Degraders are Record, 1998 IEEE Radiation Effects
used to achieve lower energies, but the uniformity Data Workshop, p. 152.
of the beam is reduced, which varies with the
distance from the degrader. Because part of the
beam line is used for biomedical therapy,
electronics are exposed only during weekends.
The LE PIF (also called NEB PIF) is located near
another biomedical beam line called OPTIS,
however the operation of the two beams is more
directly coordinated. The energy range for the LE
PIF is 6 MeV to 71 MeV, the maximum proton flux
is 5 x 108 proton-cm™2-s~", the largest beam spot is
5 cm diameter, and the beam uniformity is > 90 %.
Electronic components are exposed at the LE PIF
mainly at night and during weekends. These
exposures are performed during OPTIS treatment
weeks (once a month) beginning at 17:00 after
patient therapy has ended, and also on “free
weekends”.
The Bvedberg The-FSL-proton-irradiationfacility PAULA facility Availability: ~9 months/year.
Labgratory (TSL) | (Proton fAcility in UppsaLA), upgraded in-2003 The beam time request form is
at Uppsala 2011, provides mono-energetic protons with available at http://www.tsl.uu.se .
Univgrsity, energy-controlable in the range-28 ~10 MeV to
Uppgala, ~180 MeV, controllable by selgetion of the Cost (2040 2015): EUR 460-500
Sweglen acceleration mode and of dédgrader slabs. Two 550/h dep. on energy. See pricing

modes of operation are available, with scattered
and unscattered beanis)

(1) Scattered beams have the spot diameter (after
collimation)\between 0,5 cm and-20 40 cm,
selectable by the user. The highest flux
amounts.to-7x108 - 5x10%cm 25" for the

3 310° cm=2.s7" for the proton energy of
~180 MeV. The lowest achievable flux-is-=102
em~2s~* corresponds to single protons per cm?
per s. The flux within the beam spot is uniform
to £10 %. The flux is monitored by TFBCs and
by scintillator telescopes.

2

~

Unscattered beams have the highest intensity
of 3x10"" 57" to 2x10"2 s~* for the highest and

th

policy at http://www.tsl.uu.se .

Contact: aprokefiev@tskuu-se—
beahs@tsi.ud.sé , or -
http://www.tsl.uu.se/About_TSL/C
ct/ .

Facility description:
http://www.tsl.uu.se/irradiation-
facilities-tsl/PAULA-proton-beam-
facility/

g

bnta

thetowestenergy—respectvely—Fhetowest
achievable intensity is ~102 s='. The typical
beam spot shape is a circle with the diameter
of 0,7 cm to 2 cm. The beam profile shape is
approximately Gaussian. The intensity is
measured with a Faraday cup and monitored

by scintillator telescopes.
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CYClotron of
LOuvain-la-
NEuve,
Cyclotron
Research Centre
(CRC) at
Catholic
University of
Louvain-la-
Neuve (UCL),
Belgium

One of the CYCLONE proton beam lines called the
Light lon irradiation Facility (LIF) has been
modified for testing electronics. The proton energy
can be varied between 10 MeV to 70 MeV, by
adjusting the cyclotron or using plastic degraders.
The beam spot is 10 cm in diameter. Beam flux
can be modified between a few proton-cm=2.s~"
and 5 x 108 proton.cm™2.s7".

Costis-unknown- Beam time has to be
scheduled. See “CYCLONE - A
Multipurpose Heavy lon, Proton and
Neutron SEE Test Site,” Workshop
Record, 1997 RADECS Conference
Data Workshop, p. 51, 4th European
Conference, Palm Beach, Cannes,
France; see http://www.cyc.ucl.ac.be
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Cc.2.3 Laser facilities

Facility

Description

Availability/Coest

Single Event
Radiation Effects
in Electronics
Laser
(SEREELZ2) at
MBDA in Bristol,
UK

SEREEL incorporates a 1 ps pulsed laser with a
computer controlled parametric amplifier system
for generating wavelengths in the range 450 nm to
2 600 nm (covering the entire laser SEE range
including both single-photon absorption and two-
photon absorption). Pulse energies up to 1,5 mJ
(dependent upon wavelength). Standard
magnification of the focussing objective is x100
with a 10 mm working distance relative to the
microchip under test. Features: In GaAs camera

Standard rates-are ~£-800per-day
including-staff-support{Normally

contracts need to be for > £ 2 000

technology for viewing chips through their polished
backsides; piezo-electric scanning and positioning
technology for fast delivery of large arrays of laser
pulses (e.g. 3D SEE sensitivity mapping);
selectable laser pulse repetition rate from single
shot to 1 kHz. Standard types of memories can be
interrogated during testing using MBDA’s FPGA-
based STREAM system (pin assignment in
software for rapid adaptation to many pinout
configurations).

Radigtion Analysis
Lasef Facility at
EAD$ MW Airbus
Group Innovations,
Suregnes, France

EABSHAL Airbus Group Innovations Radiation
Analysis Laser Facility is designed for industrial
purpose. It is based on a pulsed (600 ps) laser
source operating at a wavelength of 1 064 nm,
optimized to perform tests from the electronic
device backside with no need for substrate
thinning. The laser source is highly stable anddhe
energy can be varied over a wide range. Wofking
distance between the focusing objective afd the
device under test is 1 cm. The whole laser facility
is fully automated thanks to motorized.actuators
on XY and Z directions (50 nm minimum step
resolution), an automated system~or the laser
energy adjustment and a camera.allowing to view
the front side of the chip throagh the device
substrate. Power supply andarious acquisition
systems may be connected and synchronized to
the system as well, which makes parameterized
tests easier.

2040 Standard rates-are-around
1k€—per/day-including include
calibration and mandatory staff
support

ATLAS (Analysis
and [est with
Lasers) platform
at IMS
Labqgratory,
University of
Bordeaux, in
Talepce, France

ATLAS is an academic laser facility offering SEE
test serviceslusing three pulsed laser sources,
giving access to pulse durations of 150 fs, 1 ps or
30 ps with'wavelength tunable from 400 nm to

2 500 nm, pulse repetition rate from single-shot to
10(MHZ, and pulse energies higher than 1 uJ on
the_ full range of wavelengths (up to 1 mJ at 800
nm). Standard wavelengths for single-photon
absorption SEE testing include 800 nm, 980 nm
and 1 064 nm. Two-photon absorption at 1 300 nm
is used for 3D SEE mapping. Laser focusing and
real-time imaging of the laser impact location is
achieved by 100X front-side or backside infrared

Rates start-at ~1 500€ perday ( a
dependent on test details and lasq
parametersy} including the support
an ATLAS engineer.

Availability: 4 weeks minimum not

Contact: atlas@ims-bordeaux.fr

Other features: standard scanning resolution of
100 nm, down to 10 nm using piezo-electric
stages; sample preparation (package opening and
substrate thinning) available on-site; flexible
mechanical fixture compatible with most PCB
geometries; wafer probing station with inverted
microscope compatible with naked dies or wafer-
level laser testing; software controlled scanning,
triggering, data acquisition and analysis;
customizable IC tester/software interface; digital
tester with customizable daughter-board; standard
electronic instruments (oscilloscopes, precision
power supplies, delay and pattern generators,
spectrum analyzer, lock-in amplifier); remote
(internet based) testing capability.

=

of
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Annex D
(informative)

Tabular description of variation of atmospheric
neutron flux with altitude and latitude

The source is the Simplified Boeing Model in [9],-Nermand-and-Baker in which the 1 MeV to
10 MeV neutron flux is normalized to a value of 0,85 neutron-cm=2.s=1 at 39 000 ft (11 860 m)
altitude and 45° latitude. Even though the fluxes in Table D.1 and D.2 are for neutrons with
energies between 1 MeV to 10 MeV, [9] has shown that the same altitude and latitude
variafion applies to neutrons for all £ > 1 MeV.

Table D.1 — Variation of 1 MeV to 10 MeV neutron flux in
the atmosphere with altitude

Altitude 1 MeV to 10 MeV neutron flux,
ft (m) neutron.cm=2.s™"

5000 (1 520) 0,01

10 000 (3 050) 0,04

15 000 (4 570) 6,08

20 000 (6 100) 0,13

25 000 (7 620) 0,24

30 000 (9 140) 0,38
35 000 (10 670) 0,60
40 000 (12 190) 0,88
45 000 (13 720) 1,02
50 000 (15 240) 1,16
55 000 (16 760) 1,24
60 000 (18 290) 1,25
65 000 (19.810) 1,24
70 000.(21 340) 1,22
75\000 (22 860) 1,20
80 000 (24 380) 1,18
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Table D.2 — Variation of 1 MeV to 10 MeV neutron flux in
the atmosphere with latitude

Latitude 1 MeV to 10 MeV neutron flux,

° neutron.cm=2.s™"
90 1,26

76 1,25

69 1,23
62,5 1,21

55 1.13

49 0,99

45 0,85

42 0,74

39 0,63

33 0,46

27 0,35

21 0,29

12 0,28

0 0,23
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Annex E
(informative)

Consideration of effects at higher altitudes

As altitude increases both protons and heavy ions provide increasingly important contributions
to SEE rates and these-must should certainly be included for applications above about 60 000
ft. For protons the main interaction is non-elastic nuclear interactions and these are similar to
neutron interactions at high energies (> 20 MeV). However small feature size components
(65 nm and beIow) are becommg%useept{ble sensitive to direct ionization effects from protons
as th

in), dompared to the centimetres of material that surround the-lC electronic devices, making
energy deposition from the protons within the 1 um to 2 um nery unlikely. Howevef the
electronic devices will be sensitive to higher energy protons which will lose energy due tp the
masq surrounding the electronics and then will be in the low €ngrgy domain. Additionally, the
electfonic devices will also be sensitive to secondary protons generated locally in matgrials
surrqunding the device.

Significant heavy ion fragments penetrate down toabout 60 000 ft and their higher charge
mearns that many electronic devices are-susceptible sensitive to SEE by direct ionization.

Diredt ionization by energetic heavy ions, fof'which the range is much greater than electronic
devide dimensions so that LET is constant across the device, can be dealt with using the
integral linear energy transfer spectracas applied to space systems in CREME96 [36] and
otherl codes. However it is necessary-t0 generate such spectra as a function of depth within
the gtmosphere. This has been done for an updated version of the QARM model (QARM2)
using the cosmic ray heavy ion spectra from the Badhwar-ONeill model [101] and the FUUKA
radiation transport code [38;:°102]. This model propagates all secondary ion fragmentq and
updates the early methods of/Tsao, Silberberg and Letaw [28], who employed semi-emgirical
spallgtion cross-sections. and followed only the larger spalled nuclei and not the pther
secopdary products. Examples of integral LET spectra in silicon are given in Figure H.1 to
Figude E.3 for solaf miaximum while Figure E.4 and Figure E.5 show the influence of |solar
modulation.

Readers not.involved in aerospace vehicles operating at greater than 60 000 ft (18,3 km) can
skip [fo Rigures E.6 and E.7 and can ignore Annex F. Figures E.6 and E.7 show the|SEU
contribGtion from three particles within the atmosphere, neutrons, secondary protons anfd the
heaviyionswithin the primary cosmicrays—all as a function of altitudeTFheseare fof two
different rigidity cut- offs (see F|gure 3), i.e. R =0 (in polar regions) and R = 8 (~20° N to 40° N
latitude). Figures E.6 and E.7 show that at altitudes of up to 60 000 ft, the neutron
contribution to the SEU rate dominates, at ~70 %, but at higher altitudes the neutron SEU rate
diminishes and at 100 000 ft, it is less than 50 %. The SEU rates in Figures E.6 and E.7 are
based on three separate sets of SEU cross-section data (neutrons, protons and heavy ions)
on one specific SRAM, but very similar behaviour has also been seen for a second SRAM
[103], thus the overall behaviour in these figures can be considered as typical of how other
electronic devices respond to SEU from these three particles as a function of altitude.
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Figure E.1 — Integral linear energy transfer-'spectra in silicon
at 100 000 ft (30 480 m) for cut-off rigidities (R) from 0 GV to 17 GV
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Figure E.2 — Integral linear energy transfer spectra in silicon
at 75 000 ft (22 860 m) for cut-off rigidities (R) from 0 to 17 GV
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55 000 feet

transfer spectra in silicon at 150 000 ft (45 720 m)
for cut-off rigidities (R) of 0 GV and 8 GV

—R=0
—— R=1
—— R=2
—— R=4
R=8
R=17
01 0,01 0,1 1 10 100
LET (MeV xcm?xmg )
IEC
Figure E.3 — Integral linear energy transfer spectra in silicon
at 55 000 ft (16 760 m) for cut-off rigidities (R) from 0 GV to 17 GV
01
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Figure E.4 —The Influence of solar modulation on integral linear energy
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pectra in silicon at 55 000 ft (16 760 m) for cut-off rigidities (R) of 0 GV and 8 G

The integral LET spectra are combined with a path length distribution through a parallelef
reprgsentation of an electronic device sensitive volume&to give SEE rates. A commonly
methpd is the integral rectangular parallelepiped (IRRR) approach as discussed in Peters
al. [104, 105]. The methods and equations used foK.the prediction of SEE rates for ion
fully |[discussed in the ECSS standard (ECSS-E-10-12) [106] and the appropriate secti
reprdduced below. An essential input is the SEE ‘cross-section as a function of LET meas
at ion accelerators and this is often fitted using a Weibull function. Such data is requirg
spacg applications and is widely published, for example in the IEEE Radiation Effects

this technique, example SEWU tates as a function of altitude are given for the Hita
it SRAM in Figures E.6 and;E.7 for two different cut-off rigidities at solar maximum.
electfonic device has been fally'characterised using heavy ion, proton and neutron beamg
47, 1|07]. SEU rates are normalised to 1 Gbit of memory. It can be seen that while the ne
contribution peaks at arqund 60 000 ft, the contributions of protons and ions both incH
with pltitude. For this| particular electronic device the SEU rates are enhanced by factd

Figure E.5 —The Influence of solar modulation on integral(linear energy transfer
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IEC
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about 1,4, 2,0 and 3,0 at 40 000 ft, 85 000 ft and 100 000 ft respectively when considering all

radiation compared-with considering neutrons alone. Investigations are being made into
components torascertain how typical such factors are.

bther
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Figure E.6 — Calculated contributions from neutrons, protons and heavy ions
to the SEU rates of the Hitachi-A 4 Mbit SRAM as afunction of altitude
at a cut-off rigidity (R) of 0 GV
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Figure E.7 — Calculated contributions from neutrons, protons and heavy ions

to-the SEUrates of the Hitachi-A 4 Mbit SRAM-asafunction
of altitude at a cut-off rigidity (R) of 8 GV
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Annex F
(informative)

Prediction of SEE rates for ions®

Reproduced4-with-permissionfrom ECSS-E-10-12

When an ion crosses an electronic device, it leaves a dense plasma of electron hole pairs
along its path. When the charges are generated close to a sensitive node of a circuit, a p-n
junction of a transistor for example, these charges are collected and, if of sufficient

magf

The
sens
It lea

The

in the sensitive volume is estimated and if Eqgep is greater than the threshold energy, the

occu
elect
linea

The

than
spec
upse
distri

itude, are able to generate soft errors.

ipset rate calculation depends on the paths available in the charge collection region
tive volume). Ordinarily, this region is assumed to be a rectangular parallelepiped (H
ds to two different SEE rate calculations: the RPP model and integral RRRYIRPP) m

principle for the RPP model is very simple: the energy deposited (Hgar) by an incide
s. As incident ions are very energetic, they have very long ranges compared with ty

fonic device feature sizes and one can assume that their slowing down is continuous
. In that case, the deposited energy Egep, Can be expressed/simply as:

Egep = p-LET -d

on is characterised by its LET. An upset occurs when the incident ion has a LET gr
the threshold LET (LETy,). To calculate the-upset rate, one needs to evaluate the
rum of the incident particles. It leads to-a“very simple formula due to Bradford wher,

bution (such as the examples shown-in Figures F.1 and F.2):

zﬁj-LETMax do (LET)- Pg (> D(LET))- d(LET)

(the
PP).
bdel.

tion
pset
pical

and

(F.1)

cater
LET
e the

rate is expressed as a function of ‘the incident LET spectrum and the path l¢ngth

4 JLERyn d(LET)
Bradford formula for RPP (F.2)
A=2-(lw+1h+ hw) (F.3)
wherp
A is the total surface area of the SV (sensitive volume);
[, w gnddh are the length, width and height of the SV;
d®/d(LET) is the differential ion flux spectrum expressed as a function of LET (shortened
to “differential LET spectrum”);
Pc (>D(LET)) is the integral chord length distribution, i.e. the probability of particles
travelling through the sensitive region with a path length greater than D;
LET\in is the minimum LET to upset the cell (also referred to as the LET threshold);
LET)ax is the maximum LET of the incident distribution (~10% MeV-cm2.g~1).

3 Annex F is taken from ECSS-E-HB-10-12A standard [106]. Reproduced by permission from ECSS-E-10-12.

4 Thi . ¢ ECSS-E-HB-10-12A_17 December 2010
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NOTE| This graph is from the-reference ECSS-E-HB-10-12A standard [106]_and’ uses the scientific notatipn for
numbgrs, for example 1.E+02 is 102.

Figure F.1 — Example differential LET spectrum
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Figure F.2 — Example integral chord length distribution
for isotropic particle environment

Equation (F.2) is the Bradford formula [108] used in the CREME model [36]. Some other
similar expressions exist that use the differential chord length distribution and the integral LET
spectrum as in Equation (F.4) and Equation (F.5) respectively, due to Pickel and Blandford,
and Adams [109, 110].

_4 Diviax _dPCL .
N=2 JDMin (> LET(D))- = 2= (D)- dD (F.4)
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LET,
E_CJ- Max 1 9oL pLETY d(LET) (F.5)

-®(> LET)-
Yol

v A
4 LETvin LET? d(D(LET))

But all these RPP model expressions make the same assumption. The LET threshold of each
SV is considered equal to a unique value. Petersen pointed out that it is necessary to fold the
LET spectrum with the experimental cross-section curves to properly account for sensitivity
variations across the electronic device [104].

In reality the critical LETs of the sensitive nodes are not the same but form a distribution that
can be fitted by a Weibull function. To take into account the variation of sensitivity by

integratimgover g distribution of upset Tates corresponding to the varigtion of cross-sgction
versys LET, the integral RPP approach (IRPP) is used.
LET; do;
_ A Max |_4Tion l).[ ———(LET)- Pg| (> D(LET))d(EET) {d(LET;)
4S LET; Min d(LET LET d LET)
integral rectangular parallelepiped (IRPP) equation (F.6)
S=1-w (F.7)
wherp
d@/d(LET) is the differential LET spectrum;
PcoL(3D(LET) is the integral chord length distribution;
dcionfd(LET) is the differential upset cross-section;
A is the total surface area of the sensitive volume;
S is the surface areaof the sensitive volume in the plane of the semiconductor
die;
I,wandh are the lengthy,"width and height of the sensitive volume;
Dppax is the maximum length that can be encountered in the SV;
LET)\ax is thesmaximum LET of the LET spectrum;
LET; Min is the lower bin limit in the differential upset cross-section do;,,/d(LET);
LET; Max is the upper bin limit in the differential upset cross-section doj,,/d(LET).
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Annex G
(informative)

Late news as of-2014 2014 on SEE cross-sections applicable
to the atmospheric neutron environment

SEE cross-sections key to SEE rate calculations

SEE cross-sections are required to calculate the SEE rate at aircraft altitude, and the best
SEE = i ; SEE

neut

on cross-section is the parameter that quantifies the probability that an electronic-dgvice

will ihteract with the atmospheric neutrons and cause a specific SEE effect. In accardance
with [JESD 89A, during SEE testing individual electronic devices or an entire.-board |were
expoped to high energy particle beams and the induced SEE events were recorded. The|SEE
crosg-section is defined as the number of measured effects divided by the @bsorbed pafticle
fluenge. The closer the beam spectrum is to that of the atmospheric heutrons, the more
reprgsentative are those SEE cross-sections for avionics SEE rate applications. Thusg|, the
best [SEE cross-sections come from testing with a spallation neutron;Source (e.g. WNR/ICE

Hou1e at Los Alamos or TRIUMF). Other beam sources, are, inorder of preference, alhigh
ener

y mono-energetic proton source, a quasi mono-energetic neutron source (e.g., TSL) or a

mong-energetic neutron source (e.g., 14 MeV neutron generater). These beam source$ are

more| fully discussed in 6.2.3 of IEC/S 62396-2:2008 2012¢

For

$EU and MCU the cross-section units are generally those of “cmZ2.bit=1". For all pther

effects (SEL, SEFI, SET, SEB) the effect is based.on the response of the entire elecfronic

devide and so the units are “cm2.device=!" per device effect.

Annex G compiles SEE cross-sections for,\Marious SEE effects in different electronic dgevice
typeq, plotting them as a function of the I1C feature size. The cross-sections were measured in
specffic electronic devices, although -the" specific part numbers were not always given. To
utilise the SEE cross-section data in~Anhnex G in a conservative manner for calculating|SEE
rates, some assumptions may berequired to obtain the final cross-section used to caldulate

the §EE rates.

Often the exact1C electronic’device, or the same part number, as used in an avionics LRU,
may [have never been {ested previously, but closely related electronic devices were tested.
Thus| estimates may_bhave to be made by utilising SEE data that is based on the testing of
similar electronic devices, and the basis for the similarity between the exact electronic device

and

he electronic\device with test data has to be justified (e.g., same manufacturing prgcess

by same IC vendor, same feature size, etc.). Guidance for these assumptions can be ut|lised

(see{EC/S.62396-1; Annex B and IEC/S 62396-2) as well as reviews of published datg.

G.2 [ Limitations in compiling SEE cross-section data

The data available to the user when determining SEE cross-section data is limited due to the
following.

a)

b)

The graphs and tables of the SEE cross-sections published in the available literature vary
greatly in the degree of specific data provided, which is based primarily on the availability
of the SEE data. Microelectronics manufacturers and other organizations possess a great
deal of proprietary SEE data which is not accessible and so could not be incorporated into
Annex G.

Many reports in publicly available literature with SEE data tend to “hide” the name of the
specific electronic devices that have been tested or the actual SEE response.

SEE response data in many publicly available sources, especially from testing for
terrestrial applications, can be utilised, but it may be disguised by being expressed in SER
(soft error rate) units of FIT or FIT/Mbit. According to standard JESD 89A, upset data
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expressed as FIT/Mbit can be converted to a cross-section in units of cm2-bit~! by using
the conversion factor 7,7 x 10~17 Mbit-cm2/(FIT-bit), and to a cross-section in units of
cmZ2.device™! by using 7,7 x 10~1" cm2/FIT-device, both of which are based on a neutron

fl

G.3

ux (E > 10 MeV) of 13 neutron-cm=2-h=1 in New York City.

Cross-section measurements (figures with data from public literature)

For each SEE effect listed below, the main objective of Annex G is to present the relevant

SEE

data which is contained in the figures that are included below.

a)

b) M

c) S

d) S

e) S

f) S

SEU (Qingln event ||Inenf)

Provide upper bound estimates based on updated figures analogous to Figure™4(
Figure 11 of this standard.

Provide guidance based on memory element type (SRAM bit, DRAM bitjiflash me
bit, register (flip-flop, latch, digital buffer, etc.)).

CU (multiple cell upset)

and

mory

Provide estimates for MCU in SRAMs (may be extrapolated”to other elecffonic

devices).
EF1 (single event functional interrupt)

Provide estimates of SEFI cross-section for microprocessors, FPGAs and DRAMSs,
EL (single event latch-up)

Applicable only to CMOS devices, but similar types of high current type conditions
to contention) have also been seen in microprocessors and FPGAs.

Some CMOS technology variations are immune to latch-up: (silicon on insulator (§

(due

ol)).

SEL cross-section increases with incréasing temperature, so the effect of elecfronic

device temperature within the LRU is‘important.

Provide figure showing SEL crass*section in electronic devices in which SEL has
measured.

Data in figure that can be.uséed to obtain an upper bound estimate on the SEL rate
ET (single event transient)

Provide guidance.on.which electronic devices are sensitive.

been

Provide guidance*on nature of worst case transient (duration, amplitude of transient).

Encouragewuse of filters in LRU design to preclude SET transients impacting LRU.

SET is‘/dependent on the operating frequency and will have higher impa

ot at

frequencies above 100 MHz; transients will have more relative impact when electronic

devices are running at higher frequencies compared to lower frequencies.
EB{(single event burnout)

G4

G.4.1

Applies only to high voltage electronic devices operated at > 200 V.

If power electronic devices are operated at > 300 V, data indicates that it is reasonable

to assume that if the device use conditions are at less than half of rated voltage,
derating percentage > 50 %, then SEB is precluded.

i.e. a

If SEB is not precluded in power electronic devices (voltage > 300 V, inadequate

derating) then provide upper bound estimate of SEB rate.
Conservative estimates of SEE cross-section data

General

Subclauses G.4.2 to G.4.7 provide guidance regarding the SEE cross-sections for specific
effects in specific types of electronic devices. The variation of SEE cross-section with the
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integrated circuit feature size is the most relevant way to represent the SEE sensitivity of
microelectronics technology changes. The guidance is based on assembling published SEE
cross-section data to observe how cross-sections vary with feature size. However, there can
be variations of factors of 10 to 100 in the magnitude of the cross-sections. Further, it is never
clear how representative those electronic devices are in which the SEE cross-sections have
been measured compared to all devices with a specific feature size. Thus this guidance is
useful, but it cannot cover all situations.

G.4.2 Single event upset (SEU)

Atmospheric neutron SEU cross-sections for SRAMs and SRAM arrays in microprocessors

and %mmmture
sizeq ranging from 500 nm down to 50 nm, the SEU cross-section has remained_primarily

withi
cach
also
extern
SEU
cm?2.
from
at th
per b

With
respq
cons
Cross

1 the range of 1 x 10=13 cmZ2.bit=1 to 1 x 10-14 cm2-bit-'. For microprocessors)(bot
b and registers), and in FPGAs (SRAM configuration bits) the SEU crossgsection
within that same range, 1 x 10=13 cm2.bit-! to 1 x 10~14 cmZ2-bit-1. Figure G.1

test results on sub-100 nm memory cells and Flip Flops have shown'wdlues of 5 x
it=1 for 90 nm technology from balloon and particle beams [111}&8d 40 nm techn
neutron beams [112]. A neutron test report [113] on new technélegies has indicated
b 40 nm node, the reducing trend may have reversed, and at-4@® nm and below the
it rate may begin to increase with reduced feature size.

pbut any additional information Figure G.1 can be used.-as a source for estimating the
nse of SRAMs and SRAM arrays used in niicroprocessors and FPGAs. T
brvative, a value of 1 x 10~ 12 cm2.bit~1 could.bé used as an upper bound on the
-section for devices using SRAM arrays and miscellaneous (non-specific) registers.

h the
5 are
s an

sion of Figure 10 and is also similar to Figure 2 of IECA-S 62396-2:2088 2012. R¢cent

0-13
blogy

that
SEU

SEU
b be
SEU
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Figure G.1 — Variation of the high energy neutron SEU cross-section
per bit as a function of electronic 'device feature size for SRAMs
and SRAM arrays in microprocessors and FPGAs

For DRAMs the SEU cross-section"has continued to decrease as a function of feature [size.
Figule G.2 shows this clearly;-with cross-section per bit varying over about 5 ordefs of
magnitude. Figure G.2 is an'extension of Figure 11 in 8.3.5.

Figune G.2-variation-of-the-high-energy—neutron-SEU cross-sectionper-bit-asafunctipnof
devidefeature—sizel foF-DRAMs also includes a straight line that serves as a “best fit to
meagured data’—fStayman} (based on [48, 90]). Figure G.2 shows that there are |wide
diffefences in ¢he' SEU response of the more recent DRAM devices (SDRAM, DDR, DPR2,
etc.)|at a given feature size. Nevertheless, the data clearly shows that the overall trend ig of a
contipuing“decrease in SEU cross-section per bit, even as the number of bits in the DRAM
devides’continues to increase.



https://iecnorm.com/api/?name=1ec84d2f5bea6603102c094822c68842

-92 - IEC 62396-1:2016 RLV © |IEC 2016

1x1071°

Slayman best fit to measured data $
& e
.

1x107"® 7

L 4
1x107"7
/ /
o/ .

NOTE

Flash

this wasn’t always the case (flash devices "of the 1990s were tested and no neutron-induced
SEE |was observed). This changed as flash memory technology made rapid advances through
rst decade of the 21st century, '§0 that flash memories currently contain the lafgest

the f
numfk
from
devid
sens

diffenent logic levels. The two highest levels, L2 and L3, are 2 to 3 orders of magnitude

sens
flash

ground level that error correcting code is incorporated into many electronic devices in org

corrg

SEU X-sectfon (cm?*bit)

1x107"8 //{.‘ .
: ¢

1x107"° 7o 3—0

1 x 1 0_20 | | } | | | i | | | i | i
0 50 100 150 200 250

DRAM feature size (nm)

IEC

The solid line represents a conservative upper bound.

Figure G.2 — Variation of the high energy neutron SEU cross-section per bit
as a function of electronic device feature size for DRAMs

memories are also-susceptible sensitive)to SEU from atmospheric neutrons, alth

er of memory cells on a single~chip, and they are definitely-susceptible sensitive to
high energy neutrons. Figure  G.3 shows the variation in the SEU cross-sectior
e in flash memories as a(function of feature size. One notable effect is the increg
tivity of the multi-layer cell (MLC) NAND flash devices, which have cells held at

tive than level 1 _(level 0, not shown, is the least sensitive). For the larger MLC N

ct single bitser multi-bit errors.

ough

SEU

per
ased
four
more
AND

memory devices_currently available, the SEU cross-section is considered so high at

er to
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Figure G.3 — Variation of the high energy neutron SEU cross-section
per electronic device as a function of electronic device feature size
for NOR and NAND type flash memories

G.4.3 Multiple cell upset (MCU)

The fapid change in-susceptibility sensitivity to multiple cell upset (MCU) with feature size is
similar to that of the flash memories;.gspecially for feature sizes < 100 nm. For MCU] it is
easigst to consider the MCU fraction (¢ross-section for MCU/cross-section for SBU (sing|e bit
upsel)). For older electronic devices; those fabricated prior to 2003 (roughly with featurg size
> 250 nm), the guidance in the original IEC TS 62396-1:2006 specification of an MCU fraction
of 3 % may be used. For electronic devices fabricated after 2005, Figure G.4 shows the dctual
data, all of which is based ©on the response of SRAMs. Based on Figure G.4, a simplified
conservative estimate would be for feature sizes between 35 nm to 100 nm, an upper bjound
of 3q0 % may be used, Jand for future electronic devices with feature sizes <35 nm, a MCU
fraction of 100 % should be expected. For multiple bit upset (MBU), mitigations through
interleaving or_memory bit scattering is very efficient and is now standard procedurg for
SDRAM produetion. Many small geometry electronic devices contain high-Z materialg, for
example tungsten adjacent to the active areas, and are associated with the device packgging
and pssembly. Comparison [114, 115] of high energy (LANSCE) and low energy 14 [MeV
mong@-gnergetic neutron test sources demonstrated that 14 MeV sources should not be |used

. . : . . and

asS alsdbs S S HO—eReg S HaSHe—ReHtHoR—SoUHGS SSHG—R Gt S =

MCU cross-section determination.
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Figure G.4 — Variation of the MCU/SBU percentage as a function
of feature size based on data from many researchers in SRAMs [43, 45]

G.4.4 Single event functional interrupt (SEFI)

Singl

le event functional interrupt (SEFI) involvesian upset in a complex electronic devic

exaniple a microprocessor, such that a contrelcpath is corrupted, leading the electronic d
to cg¢ase functioning properly. The main“electronic devices in which SEFIs have

obse

In D

'ved are DRAMs, microprocessors and FPGAs.

RAMs the interaction by a 'single neutron can result in a large burst of bits |

corrupted at a single time. This‘is-considered to be the result of an SEU in a control reg

of th

diffen

(writi

b DRAM, rather than in-the"memory array. Although some researchers try to distin

hg over the pattern,\software conditioning or power recycling), for current purposes

thesg¢ are regarded asya SEFI. Figure G.5 shows the SEFI cross-section in DRAMs

| funct

on of feature(size. The DRAM SEFI cross-section, on a per electronic device b

shows less variation among DRAMs of the same feature size compared to the variation g

SEU
error

cross-section as shown in Figure G.2. Since DRAMs are almost always protected |
correction ‘code, single bit errors in DRAMs are not considered as large an SEE t

compared-to-SEFI.

b, for
Bvice
been

being
jister
juish

ent types of SEFI or burst errors depending on how easily the error can be corr¢cted

all of
as a
asis,
f the
y an
hreat
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the résponse of a collection of diverse processor and FPGA devices, the resulting SEFI ¢
sectipns have been derived [116] and th&y are shown in Figure G.6 as a function of fe

size.

relatively good agreement, within the range of ~3x10-10 cm2.device!

2396-1:2016 RLV © IEC 2016 - 95—
1x107°
&
% A
8 107 3
NE .
k3
5 100 nm u A
*;.m; DRAMSs =
<
T 1x107" =y
® m
[ |
1><10_12 L L 1 } 1 1 1 | I | 1 1 1 } 1 1 1 |
0 50 100 150 200

DRAM feature size (nm)
IEC

Figure G.5 — Variation of the high energy neutron SEFI cross-section
in DRAMs as a function of electronic’device feature size

processors and FPGAs can also have SEFI responses induced by high energy neutfons.
Somé¢times identifying an electronic device respense as a SEFI in these kinds of electronic
es is not straightforward and often requires some interpretation. Based on an analysis of

ross-
ature

These SEFI cross-sections may.-be considered to be conservative, and they show

to

3 x 109 cm2.device™!, somewhat similar to the plateau seen in the SEU response of these

samg

G.4.5

Whil

analysis, this is net.true for single event latch-up (SEL). SEL is a regenerative current
condjtion in whigh'a parasitic n-p-n-p pathway in a silicon electronic device is turned on bj
depokition of charge from a single particle. The regenerative circuit provides a pathwag
large| current flow and can lead to destructive breakdown. The latched path will persist
powdr is ‘removed from the electronic device, even if the breakdown does not occur, so p

has t

electronic devices in Figure G.1.

Single event latch-up (SEL)

an initial conservative cross-section estimate for SEU and SEFI may be feasib

be‘recycled in order to restore normal operation.

e by
flow

y the

y for
until
ower
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Figure G.6 — Variation of the high energy neutron SEFI cross-section
in microprocessors and FPGAs as a function of electronic device feature size

1€ Electronic component suppliers expend great\effort in attempting to ensure that latch-up is

not g4 part of the normal operation of their-€lectronic devices. Sensitivity to latch-up
atmoppheric neutrons is not as easily evaluated, and thus not easily mitigated by the sug

from
plier

or thge avionics vendor. Therefore, SEL s generally not acceptable to avionics vendors pr &

electfonic component suppliers. Accelerated neutron or proton beam testing is the
recommended method for determining neutron-induced SEL sensitivity.

A smiall number of CMOS devices have been found to be-susceptible sensitive to SEL by

only

high

ener@y neutrons and protons.”/A larger number of CMOS devices are not-susceptible sensitive

to SEL by neutrons but are-susceptible sensitive to SEL by heavy ions (cosmic ray par
applitable to space environment but not to the avionics atmospheric environment). An
larger number of CMQOS devices are completely immune to SEL.

Meagured highsenergy neutron and proton SEL cross-sections have been compile
sens(tive elestronic devices tested over the last 20 years, and these are shown in Figure
Oldef electronic devices (prior to year 2000, feature sizes > 500 nm) are included, but no
is currently available for recent electronic devices (feature sizes < 100 nm). Most o

icles
even

H for
G.7.
data
f the

electkerie—deviee epresertedn gure e——RAM b4 oe—are—+HEropreeesse

two are gate arrays. SEL is enhanced by high temperature so cross-sections at
temperature are also included. What is very noteworthy is the wide variation in the SEL ¢
section, values varying over about 3 orders of magnitude.

and
high
ross-
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Figure G.7 — Variation of the high enerdy neutron single event
latch-up (SEL) cross-section in CMOS devices (SRAMs, processors)
as a function of electronic _device feature size

Whilg the vast majority of today’s ICs do not exhibit any latch-up events when exposed to| high
ener@y neutrons, it is not possible to reasonably predict or analyse a specific-part elecfronic
devide for its-susceptibility sensitivity to.SEL. Thus the only way to be sure that none qgf the
CMOQOIS devices in a particular avionics subsystem will undergo latch-up is to test all of thgm in
a high energy neutron or proton beam:

Becaluse a power reset is requifed for all electronic devices that may become latched, (eyen if
not permanently damaged){ the decision—must should be made as to whether an avipnics
subsystem can meet its “safety and reliability requirements if one or more of theg ICs
expefiences a latch-up&This decision will help determine the need for actual testing that SEL
cannpt occur in these_electronic devices. An alternative conservative approach would be to
assufne that all CMOS devices without SEL test data will undergo latch-up, and use an| SEL
crosg-section taken from Figure G.7 for a conservative representative value, for exgmple
3 x 108 cm2dévice!.

G.4.6 Single event transient (SET)

As previously discussed (see 6.2.4 and 8.2.2), energy deposited by the interaction of high
energy neutrons and protons in an-microelectronics electronic device generates a charge
which can produce a voltage shift at a circuit node. This voltage deviation or pulse is called a
single-event transient (SET), and can interfere with the proper functioning of the electronic
device. Initially, such SETs were observed in linear analogue devices such as comparators
and operational amplifiers (low-input differential voltages (< 100 mV)), but they have also
been recorded in digital devices. In addition, neutrons can induce a larger SET cross-section
in optocouplers (in the photo-detector portion) than typically found in other electronic devices.

Most of the applicable optocoupler testing has been performed with high energy protons, and
care needs to be taken in distinguishing the SET cross-section due to nuclear interactions
(same for neutrons and protons) from that due to direct ionization by the protons (not the
same for neutrons). Relevant information regarding neutron-induced SET is presented in
Table G.1, including the corresponding SET data from heavy ions. This SET data can serve
only as a cursory guide because details of the heavy ion SET test results would be required in
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order to provide more specific guidance, and that is beyond the scope of this standard. The
| SET response data varies greatly with electronic device parameter settings, as well as with
the amplitude and duration of the SET pulse.

Table G.1 — Information relevant to neutron-induced SET

Electronic device Electronic device Neut. SET X-sect, Heavy ion SET X-sect, Ref
type example cm?.device™ cm?.device™’
Optocoupler HCPL5231 1x107to1x 1078 1x102to1x 1073 [117]
Comparator LM139 1% 10710 6 x 1074 [52]
PWN uc1842 1x10Yto1x 107" 1x 105 to1x 107 [p1]
G.4.7 Single event burnout (SEB)

Sing|

| energy neutrons in power and/or high voltage electronic devices (power MOSFETs

event burnout (SEB) and single event gate rupture (SEGR) can be linduced by|high

IGBT]|s), but essentially all of the measured responses are for SEB. As)discussed in Clajse 6

| of this standard and also in IEC/FS 62396-4, there is an additional important electronic d
parameter involved, Vpg, the drain-source voltage (Vgg, the gatesource voltage play

role)

that is lower than the rated Vg of the electronic device.

Power MOSFETs are generally operated at a derated cofdition, i.e., operated at g Vg

and

Bvice
S no

ns and energetic neutrons for SEB, and the results have been tabulated in terms g
cross-section as a function of Vhg. Based on _those results it has been generalizeag
spheric neutrons can induce SEB in power MOSFETs rated at 400 V and above. ]
pberating voltages in aircraft > 300 V, the SEB cross-section is needed in order to as

mber of power MOSFETs and IGBTs have undergone laboratory testing with beams of

f the
that
hus,
sess

nduced SEB rate. Figure G.8 shows{the SEB cross-section for a variety of power
ronic devices as a function of Vpg s very similar to Figure 1 and Figure 2 in IECAS

6239p6-4:2008 2013 but also includes some more recent data.
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Figure G.8 — Single event burnout (SEB) cross-section in power electronic devices

(400 V to 1 200 V) as a function of drain-source voltage (Vpg)
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The data shown by Figure G.8 clearly shows that there is a Vg threshold for all such power
electronic devices such that if they are operated at a large enough derating, i.e., at a Vpg |
below the Vg threshold, there is no possibility of SEB. The data in Figure G.8 shows that the
currently favoured derating factor of 50 % will lead a Vpg below the Vg threshold and so the
power electronic devices will be immune to SEB from the atmospheric neutrons. If a smaller |
derating is used, the SEB rate will have to be calculated using data similar to that in Figure
G.8.
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Annex H
(informative)

Calculating SEE rates from non-white (non-atmospheric like) neutron
cross-sections for small geometry electronic components

H.1  Energy thresholds

For electronic devices with geometric feature size 160 nm and below the effects due to lower

enerwme—mmmwmmﬁmmmm—m—wergy
thresjholds versus electronic device technology feature size. \%

Table H.1 — Approximate SEU energy thresholds for SRAM-based df\ﬁyes

-
Elecfronic device technology [nm] 400 250 180 160 .%30 P
Threlshold [MeV] 10 5 3 2 o ols

NOTE Source: “Guideline for designing and integration of avionics concernin égrgspheric radiation”, y T.
Grarflund [118]. Q?\-I’

H.2 | Nominal neutron fluxes \Q/C)
&

For gmaller geometry electronic devices with lower enetgy thresholds Table H.2 providep the
recojnmended nominal neutron fluxes for different ronic device technology feature pizes
wher using non-atmospheric like (non-white) neu% radiation sources.
O
Table H.2 — Neutron fluxes abgs/\e different energy thresholds
(40 000, Iatitude 45°)

Blectronic device E: Thres&t@‘ X: Flux from Boeing Y: IEC recommended flux
technology ~
\J
(nm] w"e'v] Model [cm-2-h"] [em2.h-]
400 r‘\\b‘ 10 5 590 6 000 (IEC nominal vhiue)
250 s 6 559 7 000 (IEC nominal vhlue)
180 f:\\\ 3 7 255 7 700 (IEC nominal vilue)
160 ()\"' 2 7 801 8 300 (IEC nominal vhiue)
130 /,Q 1 8716 9 200 (IEC nominal vhiue)
90('3'< 0,5 9 560 10 000 (IEC nominal Jfalue)
X
The nominal flux m [culat the following roun rules from E tion (HI1).
Y=INT[(X+500)/100] x 100 (H.1)
where

Y is the IEC nominal value in units of neutrons.cm=2-h—1

X is the flux from the Boeing model in units of neutrons-cm=2.h=1. The Boeing model is the
Equation (H.2)

dN/dE = [0,346E-0,922 x exp (-0,0152(InE)?) E <300 MeV  neutron/cm2-.s - MeV (H.2)

[340£-2.2 E > 300 MeV
For example the IEC nominal values are calculated as follows
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INT(
INT(
INT[(
INT[(
INT[(
INT[(

H.3

Whe
(incly
beloy
using

prodiict of (Cross-section > 10 MeV) and (Recommended flux for geome@p om Table H.

5 590+500)/100] x 100= 6 000 cm=2-h~1
8 716+500)/100] x 100= 9 200 cm=2-h~"
6 559+500)/100] x 100= 7 000 cm~—2.h—1
7 255+500)/100] x 100= 7 700 cm=2-h~"
7 801+500)/100] x 100= 8 300 cm=2-h~"
9 560+500)/100] x 100= 10 000 cm~2.h—"

Calculating event rates using non-atmospheric like cross-sections for

—smal-geemetry-eleectronie devieces———————————————————————————————
)

e the >10 MeV neutron cross-section has been determined using non atmo \éri

the cross-section > 10 MeV and Table H.2 above. So the SEE I’%:gl/ls given b

0
9P
Be
;\\
@)
&
%
N
@Q
¥
O
&
e
QOQ
@ .
Q~

b like

ding mono-energetic) neutron beams for electronic devices with geometryic$50 nm and
v, the contribution for lower energy neutrons has to be included. This ca obtaingd by
y the

D).
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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 1: Accommodation of atmospheric radiation effects via
single event effects within avionics electronic equipment

2016

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization comy
national electrotechnical committees (IEC National Committees). The object of IEC"is to pr

end and in addition to other activities, IEC publishes International Standards, Technical Specifica
Telchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to as
Publication(s)”). Their preparation is entrusted to technical committees; any IEC National Committee inte
in |[the subject dealt with may participate in this preparatory work. International, governmental and
governmental organizations liaising with the IEC also participate in this prepanation. IEC collaborates g
with the International Organization for Standardization (ISO) in accordance’ with conditions determin|
agfeement between the two organizations.

Thie formal decisions or agreements of IEC on technical matters express,‘as nearly as possible, an interng
cohsensus of opinion on the relevant subjects since each technical committee has representation fr
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC N3
Cdmmittees in that sense. While all reasonable efforts are\inade to ensure that the technical content
Publications is accurate, IEC cannot be held responsible for the way in which they are used or fq
mipinterpretation by any end user.

In|order to promote international uniformity, IECNational Committees undertake to apply IEC Publig
trgnsparently to the maximum extent possible in*their national and regional publications. Any diver
between any IEC Publication and the correspording national or regional publication shall be clearly indica
the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conf|
aspessment services and, in some aréas, access to IEC marks of conformity. IEC is not responsible f
sefvices carried out by independent certification bodies.

Alllusers should ensure that they have the latest edition of this publication.

Nd liability shall attach to |IEC or its directors, employees, servants or agents including individual exper
megmbers of its technical.committees and IEC National Committees for any personal injury, property dam
other damage of any fiature whatsoever, whether direct or indirect, or for costs (including legal fees
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any othg
Publications.

At{ention is drawn. to the Normative references cited in this publication. Use of the referenced publicati
indispensabje-for the correct application of this publication.

Atlentiontis=drawn to the possibility that some of the elements of this IEC Publication may be the sub
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.
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This second edition cancels and replaces the first edition published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) removed, in Clause 7 related to system design, reference to level A Type | and Type Il

(system and references). As Clause 7 is now for guidance, "shall” statements have

been

changed to “should” and in 9.5.2 the requirement for electronic component management is

clarified;
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b) all current definitions included in Clause 3 are those used within the IEC 62396 family of
documents;

c) incorporated in Annex G related to new technology or latest news reference to some new
papers and issues which have appeared since 2011;

d) solar flares and extreme space weather reference added in 5.6 to a proposed future
Part 6;

e) reference added in 7.1 to a proposed new Part 7 on incorporating atmospheric radiation
effects analysis into the system design process;

f) reference added in 6.2.10 d) to a proposed future Part 8 on other particles including
protons, pions and muons;

clarification on calculating event rates where cross-sections have been obtained with|non-
atmospheric radiation like neutron sources, addition of a new Annex H, and changes tp 5.3
ahd 8.2.

g)

The fext of this standard is based on the following documents:

FDIS Report on voting
107/271/FDIS 107/275/RVD

Full information on the voting for the approval of this standard‘ean be found in the repdrt on
voting indicated in the above table.

This publication has been drafted in accordance with the\ISO/IEC Directives, Part 2.

A list of all the parts in the IEC 62396 series,~published under the general title Prqcess
manggement for avionics — Atmospheric radiation effects, can be found on the IEC websife.

The committee has decided that the contents of this publication will remain unchanged| until
the gtability date indicated on the IEC website under "http://webstore.iec.ch" in the |data
relate¢d to the specific publication. At this date, the publication will be
e rg¢confirmed,

e withdrawn,

e re¢placed by a revisediedition, or

e amended.

A bilingual versioniof this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that \it” contains colours which are considered to be useful for the corTect
understanding of its contents. Users should therefore print this document using a
colour printer.
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INTRODUCTION

This industry-wide International Standard informs avionics systems designers, electronic
equipment manufacturers, component manufacturers and their customers of the kind of
ionising radiation environment that their devices will be subjected to in aircraft, the potential
effects this radiation environment can have on those devices, and some general approaches
for dealing with these effects.

The same atmospheric radiation (neutrons and protons) that is responsible for the radiation
exposure that crew and passengers acquire while flying is also responsible for causing the

singlﬁmm&ﬁmwmwmwork
carrigd out over the last few years related to the radiation exposure of aircraft passengers$ and

crew| A standardised industry approach on the effect of the atmospheric neutrong on
electfonics should be viewed as consistent with, and an extension of, the on-going actiyities
related to the radiation exposure of aircraft passengers and crew.

Atmgspheric radiation effects are one factor that could contribute to equipment hard and soft
fault [rates. From a system safety perspective, using derived fault rate~Vvalues, the existing
methpdology described in ARP4754A (accommodation of hard and soft’fault rates in general)
will dlso accommodate atmospheric radiation effect rates.

In addition, this International Standard refers to the JEDEC Standard JESD 89A, which relates
to sdft errors in electronics by atmospheric radiation at ground level (at altitudes less|than
10 000 ft (3 040 m)).
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 1: Accommodation of atmospheric radiation effects via
single event effects within avionics electronic equipment

1 Scope

This

avior

ther
cons

This

desid

part of IEC 62396 is intended to provide guidance on atmospheric radiationeffec

pdiation environment, the effects of that environment on electronics and provides d
derations for the accommodation of those effects within avionics systems.

International Standard is intended to help avionics equipmenty manufacturers

guidance, leading to a standard methodology.

Deta
probl

lems caused as a result of the atmospheric radiation received. Appropriate method

giver] for quantifying single event effect (SEE) rates jn electronic components. The o

systsg
rates

and gystem level.

2 Normative references

The following documents, in whole or.in-part, are normatively referenced in this documen

are i

undated references, the latest “edition of the referenced document (including

ameli

IEC T
Prep

IEC
Part

IEC 6239653, Process management for avionics — Atmospheric radiation effects — Pa
System<design optimization to accommodate the single event effects (SEE) of atmosp

dments) applies.

bration and maintenance of an electronic components management plan

2396-2:2012y  Process management for avionics — Atmospheric radiation effeq

: Guidelings for single event effects testing for avionics systems

ndispensable for its application.)For dated references, only the edition cited applies

'S 62239-1:2015, Process management for avionics — Management plan — P4

S on

ics electronics used in aircraft operating at altitudes up to 60 000 ft (18,3 km)X It defines

esign

and

ners to standardise their approach to single event effects im;~avionics by providing

Is of the radiation environment are provided togethef/with identification of potgntial

5 are
erall

m safety methodology should be expanded tocaccommodate the single event effects
and to demonstrate the suitability of the electronics for the application at the compgnent

I and
. For
any

~
%]
|

rt 3:
heric

radiatfon

IEC 62396-4:2013, Process management for avionics — Atmospheric radiation effects —
Part 4: Design of high voltage aircraft electronics managing potential single event effects

IEC 62396-5, Process management for avionics — Atmospheric radiation effects — Part 5:

Asse

ssment of thermal neutron fluxes and single event effects in avionics systems

EIA-4899, Standard for Preparing an Electronic Components Management Plan

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.
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NOTE Users of this international standard can use alternative definitions consistent with convention within their
companies.

3.1
aero

space recommended practice

documents relating to avionics which are published by the Society of Automotive Engineers

(SAE)

3.2

analogue single event transient

ASET

spurig ignal or voltage prod

of chprge by a single particle

3.3

availfability

probability that a system is working at instant z, regardless of the number of ¢imes it may
previpusly failed and been repaired

Note 1 to entry: For equipment, availability is the fraction of time the equipment is“functional divided by th

time t

3.4

avionics equipment environment

<aer

equigment specification) that the equipment is able to withstand without loss or degradati
equigment performance during all of its manufacturing.cycle and maintenance life

bnautical equipment> applicable environmental conditions (as described per|

e equipment is expected to be operational, i.e. the time the equipment is functional plus any repair time.

have

P total

b

the
on in

n with

and

hlues

Note 1 to entry: The length of the maintenance life is defined by the equipment manufacturer in conjunctiol
customers.

3.5

capaple

ability of a component to be used successfully in the intended application

3.6

certified

assepsed and compliant to~an applicable standard, with maintenance of a certificate
registration

3.7

charIcterisation

procegss of testing a sample of components to determine the key electrical parameter v
that ¢an be ‘expected of all produced components of the type tested

3.8

component apptication

process that assures that the component meets the design requirements of the equipment in
which it is used

3.9

component manufacturer
organisation responsible for the component specification and its production

3.10

could not duplicate

CND

reported outcome of diagnostic testing on a piece of equipment

Note 1 to entry: Following receipt of an error or fault message during operation, the error or fault condition could
not be replicated during subsequent equipment testing (see IEC 62396-3).
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3.11
critical charge
smallest charge that will cause an SEE if injected or deposited in the sensitive volume

Note 1 to entry: For many electronic components, the unit applied is the pico coulomb (pC); however, for small
geometry components, this parameter is measured in femto coulomb (fC).

3.12

cross-section

(¢}

<in proton and neutron interactions> combination of sensitive area and probability of an

interaction-depositing-the critical charge for 3 SEE

Note ] to entry: The cross-section may be calculated using the following formula:
o = nymber of errors/particle fluence

Note 4 to entry: The units for cross-section are cm?2 per electronic component or per bit.

3.13
doullle error correction triple error detection
DECTED

systgm or equipment methodology to test a digital word of infermation to determine if if has
been|corrupted, and if corrupted, to conditionally apply a correection

Note 1 to entry: This methodology can correct two-bit corruptions and‘ean detect and report three-bit corruptions.
(Used|within IEC 62396-3.)

3.14
digitpl single event transient
DSET
spuripus digital signal or voltage, induced by.the deposition of charge by a single particlg that
can propagate through the circuit path during one clock cycle

Note 1 to entry: See 6.2.4.

3.15
elecfron
elemgntary particle having™a mass of approximately 1/1 840 atomic mass units, apd a
negalive charge of 1,602'x 10-19C

3.16
elecfronic components management plan
ECMP
equigment_manufacturer's document that defines the processes and practices for apglying
electfoni€¢ components to an equipment or range of equipment

Note 1710 entry: Generally, It addresses all relevant aspects of the controlling components during system design,
development, production, and post-production support.

3.17

electronic component

electrical or electronic device that is not subject to disassembly without destruction or
impairment of design use

EXAMPLE Resistors, capacitors, diodes, integrated circuits, hybrids, application specific integrated circuits,
wound components and relays.

Note 1 to entry: An electronic component is sometimes called electronic device, electronic part, or piece part.

3.18
electronic equipment
item produced by the equipment manufacturer, which incorporates electronic components
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EXAMPLE End items, sub-assemblies, line-replaceable units and shop-replaceable units.

3.19

electronic flight instrumentation system
EFIS

avionics electronic system requiring system development assurance level A and for which the
pilot will be within the loop (within the control loop) through the pilot/system information

exch

3.20

ange

expert

2016

ecific

error

<senjiconductor community> circuit cell failure within an electronic componéntthat cann
resef| other than by rebooting the system or by cycling the power

Note

to entry: Such a failure can manifest itself as a soft fault in that it could provide no fault found

subsepuent test and impact the value for the MTBUR of the LRU.

Note 7 to entry: See also soft error.

3.22
firm

Fault

<aircfaft function level> failure that cannot be reset, other than by rebooting the system
cycling the power to the relevant functional element

Note 1 to entry: Such a fault can impact the value for the MTBF of the LRU and provide no fault found duri
subsepuent test.

3.23
fly-b

FBW

y-wire

aviorjics electronic system requiting system development assurance level A and for whic

pilot

3.24
func
FHA
asse

3.25
giga
GeV
ener

will not be within the airctaft stability control loop

ional hazard assessment

ssment of all ‘hazards against a set of defined hazard classes

electron volt

aained—when—an—electron—i i i 09

C

radiation particle energy of giga electron volts (thousand million electron volts)

Note 1 to entry: The Sl equivalent energy is 160,2 pico joules.

3.26

gray
Gy

bt be

Huring

Or by

hg the

h the

Sl unit of ionising radiation dose, defined as the absorption of one joule (J) of radiation energy
per one kilogram (kg) of matter

Note 1 to entry: Related units are centigray (cGy) and rad. 1 cGy is equal to 1 rad.


https://en.wikipedia.org/wiki/Joule
https://en.wikipedia.org/wiki/Energy
https://en.wikipedia.org/wiki/Kilogram
https://en.wikipedia.org/wiki/Matter
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3.27
hard

error

permanent or semi-permanent damage of a cell by atmospheric radiation that is not
recoverable even by cycling the power off and on

Note 1 to entry:

can impact the value for the MTBF of the LRU.

Hard errors can include SEB, SEGR and SEL. Such a fault would be manifest as a hard fault and

3.28

hard fault

<aircraft function level> permanent failure of a component within an LRU

Note 1 to entry: A hard fault results in the removal of the LRU affected and the replacement of the permanently
damaged component before a system/system architecture can be restored to full functionality. Such,'a fadlt can
impac| the value for the MTBF of the LRU repaired.

3.29

heavyy ion

posit|vely charged nucleus of the elements heavier than hydrogen and helium

3.30

in-th’ﬁ-loop

test methodology where an LRU is placed within a radiation béam that provides a simulation
of the atmospheric neutron environment and where the inputs to the LRU can be from an
electfonic fixture external to the beam to enable a closed lo0p system

Note 1 to entry: The electronic fixture can contain a host cemputer for the aircraft simulation mode|. The
electrgnic fixture can also contain appropriate signal conditioning for compatibility with the LRU. In the caseg of an
automjatic control function, the outputs from the LRU can be)in turn, sent to an actuation means or directly [to the
host computer. The host computer would automatically close. a stability loop (as in the case of a fly-by-wire gontrol
system). In the case of a navigation function, the outputs;from the LRU could be sent to a display system whdre the
pilot cpuld then close the navigation loop.

3.31

integrated modular avionics

IMA

implgmentation of aircraft functions in a multitask computing environment wherel the
computations for each specific:system implementing a particular function are confined|to a
partifion that is executed by‘acommon computing resource (a single digital electronic cirguit)
3.32

latch-up

triggering of a parasitic p-n-p-n circuit in bulk CMOS, resulting in a state where the parasitic
latchgd current exceeds the holding current

Note 1 to entry. This state is maintained while power is applied.

Note 4 tojéntry: Latch-up can be a particular case of a soft fault (firm/soft error) or in the case where it dauses

electronic component damage, a hard fault.

3.33
linea
LET

r energy transfer

energy deposited per unit path length in a semiconductor along the path of the radiation

Note 1 to entry: The units applicable are MeV-cm?/mg.
3.34

linear energy transfer threshold

LETy,

for a given component, the minimum LET to cause an effect at a particle fluence of

1x1

07 ions-cm—2


https://iecnorm.com/api/?name=1ec84d2f5bea6603102c094822c68842

3.35

- 14 - IEC 62396-1:2016 © IEC

line replaceable unit

LRU

piece of equipment that may be replaced during the maintenance cycle of the system

3.36

mega electron volt

MeV

2016

energy gained when an electron is accelerated by an electric potential of 10° volts, that is,
radiation particle energy of mega electron volts (million electron volts)

m in

tween
haged
ure of

nt or

tween
asure

and

ultiple

and

Note 1 to entry: The Sl equivalent energy is 160,2 femto joule.

3.37

mean time between failure

MTBF

meagure of reliability, which is the mean time between failure of equipment or a syste
servite

Note {1 to entry: MTBF is a term from the world airlines’ technical glossary referring“to the mean time b¢g
failurg of equipment or a system in service such that it generally requires~the’ replacement of a daj
compgnent before a system/system architecture can be restored to full functionality and thus it is a meas|
reliabijity requirements for equipment or systems.

3.38

mean time between unscheduled removals

MTBUR

meagure of reliability, which is the mean time between unscheduled removal of equipme
a sygqtem in service

Note 1 to entry: MTBUR is a term from the world airlines’ technical glossary referring to the mean time b¢
unschpduled removal of equipment or a system in service that can be the result of soft faults and thus is a mqg
of reliability for equipment or systems. MTBUR valugs can have a major impact on airline operational costs.
3.39

mult|ple bit upset

MBU

ener@y deposited in the silicon® of an electronic component by a single ionising particlg
whiclh causes upset to more than one bit in the same word

Note 1 to entry: The definition of MBU has been updated due to the introduction of the definition of MCU, m
cell ugset.

3.40

mult|ple cell upset

MCU

energy/deposited in the silicon of an electronic component by a single ionising particle
which i e . . . .

3.41

neutron

elementary particle with atomic mass number of one and which carries no charge

Note 1 to entry: It is a constituent of every atomic nucleus except hydrogen.

3.42

no fault found

NFF

reported outcome of diagnostic testing on a piece of equipment

Note 1 to entry: Following receipt of an error or fault message during operation, the equipment is found to be fully
functional and within specification during subsequent equipment testing. See IEC 62396-3.
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3.43

particle fluence

<unidirectional beam of particles> number of particles crossing the unit surface area at right
angles to the beam

Note 1 to entry: For isotropic flux, this is the number entering a sphere of unit cross-sectional area.

Note 2 to entry: The units applicable are particle-cm™2.

3.44
particle flux
fluence rate per unit time

2 o1

Note 1 to entry: The units applicable are particle.cm™:s

3.45

pion
sub-atomic particle

Note 1 to entry: The charge possibilities are (+1, —1, 0) and they are produced by energetic nuclear interactipns.

Note 7 to entry: The term “pi-meson” can be used in lieu of “pion” in some documents or standards.

3.46
preliminary system safety assessment
PSSA
systgmatic evaluation of a proposed system architecture and implementation based on the
functjonal hazard assessment and failure condition €lassification to determine safety

Note 1 to entry: See ARP4761:1996, 2.2 [126]1.

3.47

proton

elem%ntary particle with an atomic mass number of one and a positive electric chargq and
whicl is a constituent of all atomic nuclei

3.48

reliability

R(@)

for a| system with constant failure rate, the conditional probability that a system will rgmain
operational over the time interval 0 to ¢ given by:

R(f)=e *and 1= 1/MTBF

3.49
risk
measure-of the potential inabilitvy to achieve overall nrogram obiectives within defined lcost

< | P4 P ¥ hd ’

schedule, and technical constraints

3.50

single bit upset

SBU

<semiconductor device> radiation absorbed by the electronic component which is sufficient to
change a single cell’s logic state

Note 1 to entry: After a new write cycle, the original state can be recovered.

1 Numbers in square brackets refer to the Bibliography.
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3.51

single event burnout

SEB

burnout of a powered electronic component or part thereof as a result of the energy
absorption triggered by an individual radiation event

3.52

single error correction, double error detection

SECDED

system or equipment methodology to test a digital word of information to determine if it has
been corrupted, and if corrupted, to conditionally apply a correction

Note 1 to entry: This methodology can correct one-bit corruption and can detect and report two-bit corruptionps.

3.53
single event effect
SEE
response of a component caused by the impact of a single particle (for. example galactic
cosnlic rays, solar energetic particles, energetic neutrons and protons)

Note 1 to entry: The range of responses can include both non-destructive (for example upset) and destructiye (for
example latch-up or gate rupture) phenomena.

3.54
single event functional interrupt
SEFI
occufrence of an upset, usually in a complex electronic component (e.g. a microprocegsor),
such|that a control path is corrupted, leading the\electronic component to cease to function

properly

Note 1 to entry: This effect has sometimes been referred to as lockup, indicating that sometimes the ele¢tronic
compgnent can be put into a “frozen” state (see 6.2.6).

Note 4 to entry: SEFI can be recoverable by-esetting the configuration register (F/F) to default values.

3.55
single event gate rupture
SEGR
<gate of a powered insulated gate component> radiation charge absorbed by the electronic
component, which is sufficient to cause gate rupture and is destructive

3.56
single event latch-up
SEL
in an electronic component containing a minimum of 4 semiconductor layers (p-n-p-n), [fixed
state| of’ a-component that occurs when the radiation absorbed by the component is sufficient
to cquse’a node within the powered semiconductor component to be held whatever input is
applied until the component is de-powered

Note 1 to entry: Single event latch-up can be destructive or non-destructive.

Note 2 to entry: The ionization deposited by the interaction of a single particle of radiation in an electronic
component causes triggering of a parasitic p-n-p-n circuit in semiconductor materials (including bulk CMOS) to
occur, resulting in a state where the parasitic latched current exceeds the holding current; this state is maintained
while power is applied. Single event latch-up can be a particular case of a soft fault (firm/soft error) or in the case
where it causes electronic component damage, a hard fault.

3.57

single event transient

SET

momentary voltage excursion (voltage spike) at a node in an integrated circuit caused by a
single energetic particle strike
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Note 1 to entry: The specific terms ASET (analogue single event transient) and DSET (digital single event
transient) may be used.

Note 2 to entry: See 6.2.4.

3.58
single event upset
SEU

<semiconductor component> radiation absorbed by the electronic component which is
sufficient to change a cell’s logic state

Note 1 to entry: After a new write cycle, the original state can be recovered.

Note 2 to entry: A logic cell may be a memory bit cell, register bit cell, latch cell, etc.

3.59
single hard error
SHE
single event induced hard error
radiation (in a single event) absorbed by the electronic component, cwhich is sufficight to
cause a permanent stuck-bit in the component, and a hard error within‘the equipment

3.60
soft prror
errorfeous output signal from a latch or memory cell that can\be corrected by performing one
or more normal functions of the electronic component containing the latch or memory cell

Note 1 to entry: As commonly used, the term refers to an errof ¢adsed by radiation or electromagnetic puls¢s and
not tolan error associated with a physical defect introduced daring the manufacturing process.

Note 3 to entry: Soft errors can be generated from SEU, SEFI, MBU, MCU, and or SET. The term SER hag been
adopted by the commercial industry while the more specific terms SEU, SEFI, etc., are typically used by the
avionifs, space and military electronics communities.

Note 3 to entry: The term “soft error” was first.ntroduced (for DRAMs and ICs) by May and Woods of Intel ip their
April 1978 paper at the |IEEE International Rehability Physics Symposium (IRPS) [135] and the term “single|event
upset’] was introduced by Guenzer, Wolicki(@and Allas of Naval Research Laboratory, Washington DC, in theif 1979
IEEE Nuclear & Space Radiation Effects Conference (NSREC) paper [136].

3.61
soft fault
<aircfaft function level>characteristic of invalid digital logic cell(s) state changes within digital
hardyare electronic circuitry

Note 1 to entry: Jtjis~a fault that does not involve replacement of a permanently damaged component within an
LRU but it does involve restoring the logic cells to valid states before a system/system architecture can be reptored
to fulll functionality. Such a fault condition has been suspected in the "no fault found" syndrome for functions
implerhented ‘Wwith digital technology and it can probably impact the value for the MTBUR of the involved LR. If a
soft fault results in the mistaken replacement of a component within the LRU, the replacement can impact the| value
for thq MTBF of the LRU repaired.

Note 2 to entry: Logic cell(s) include(s) logic gates and memory elements.

3.62

solar energetic particle event

SEP event

enhancement of solar particles (protons, ions and some neutrons) caused by solar flare
activity or coronal mass ejections

Note 1 to entry: The enhancement can last from a few hours to several days. A small fraction has sufficiently
energetic spectra to produce significantly enhanced secondary neutron fluxes in the atmosphere.

3.63

substitute component

component used as a replacement in equipment after the equipment design has been
approved
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Note 1 to entry: In some contexts, the term “alternate component” is used to describe a substitute component that
is “equal to or better than” the original component.

3.64

system safety assessment

SSA

assessment performed to verify compliance with the safety requirements

3.65

system

collection of hardware and software elements that implement a specific aircraft function or set
of aircraft functions

3.66
total|ionising dose
TID
cumdlative radiation dose that goes into ionization that is received by-an elecfronic
compgonent during a specified period of time

3.67
total|mitigation

100 % mitigation
mitigation achieved for certain types of SEE by control of &Gertain stressors within defined
parafneters in the application

Note 1 to entry: For example SEL and SEB can be 100 % mitigated by limiting supply voltage below the thr¢shold
where|SEL and SEB occur.

3.68
validation
methpd of confirmation of component radiation tolerance by the equipment manufaciurer,
wher there is no in-service data from prioriuse or radiation data from a test laboratory

3.69
whit¢ neutron source
sourge providing energetic neufrons with a wide range of energies, the spectrum of which is
similar to that of the naturallatmospheric or terrestrial radiation up to the maximum energy of
the spurce

4 Abbreviations.and acronyms

AC advisory circular

AIR atmospheric ionizing radiation

ANITIA Atmospheric-like Neutrons from thick TArget (TSL, Sweden)

ARP deTospace recommended practices

ASET analogue single event transient

ASIC application specific integrated circuit

BL1A, BL1B, BL2C beam line designations at the TRIUMF facility (Canada) [see
IEC 62396-2]

BIT built-in test

BPSG borophosphosilicate glass

CECC CENELEC electronic components committee

CMOS complementary metal oxide semiconductor

COTS commercial-off-the-shelf

D-D deuterium-deuterium
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DOE Department of Energy (USA)

DRAM dynamic random access memory

DSET digital single event transient

DSP digital signal processor

D-T deuterium-tritium

DUT device under test

E energy

ECMP electronic components management plan

EDAC error detection and correction

EEPROM electrically erasable programmable read only memory [[see
IEC 62396-2]

EPRDOM electrically programmable read only memory [see IEC 62396-3

EFIS electronic flight instrumentation system

ESA European Space Agency

eV electron volt

EXPACS EXcel-based Program for -calculating~ Atmospheric Cosmig-ray
Spectrum

FBW fly-by-wire

FHA functional hazard assessment

FIT failure in time

FPGA field programmable gate array

GCR galactic cosmic rays

GeV giga electron volt

GLE ground level.event

GNE|S Gatchina(Neutron Spectrometer (Russia) [used within IEC 62396-2]

GSFC Goddard Space Flight Center

GV giga*volt (rigidity unit)

HW hardware

IBM International Business Machines

IC integrated circuit

ICE irradiation of chip and electronics (WNR)

IEEE Institute of Electrical and Electronics Engineers

IEEE| Tqans. Nucl. Sci. IEEE Transactions on Nuclear Science

IGBT msutated gate bipotar transistor

IGRF International Geomagnetic Reference Field

IMA integrated modular avionics

IRPP integral rectangular parallelepiped

IUCF Indiana University Cyclotron Facility (USA)

JEDEC JEDEC Solid State Technology Association

JESD JEDEC standard

JPL Jet Propulsion Laboratory (USA)

LANSCE Los Alamos Neutron Science Center (USA)

LET linear energy transfer

LETy,

linear energy transfer threshold


https://iecnorm.com/api/?name=1ec84d2f5bea6603102c094822c68842

LRU

MBU
MCU
MeV
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MTBUR
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line replaceable unit

multiple bit upset (in the same word)

multiple cell upset

mega electron volt

metal oxide semiconductor field effect transistor

mean time between failure

mean time between unscheduled removals

National Aeronautical and Space Administration (USA)

2016

PCN
PIF
PNP
PSG
PSI
PSS/
PWM
QAR
QMN
RAD

rad

RAL
RAM
RCN

RPP

SAFE

SBU
SC

SDR
SEB
SEC
SED
SEE

ECS

Tl

DED

product change notification

Proton Irradiation Facility (TRIUMF, Canada)

Petersburg Nuclear Physics Institute (Russia) [see IEC/62396-
phosphosilicate glass [used within IEC 62396-2]

Paul Scherrer Institute (Switzerland)

preliminary system safety assessment

pulse width modulator

Quotid Atmospheric Radiation Model

quasi mono-energetic neutrons

RADiation Effects on Components and Systems

deprecated Gaussian-cgs. ) (centimeter-gram-second) unif
radiation absorbed dose

Rutherford Appleton Laboratory
random access memory

Research Center of Nuclear Physics (Osaka, Japan) [used |
IEC 62396-2]

rectangular parallelepiped

Systems and Airframe Failure Emulation Testing and Integratio
single bit upset

stacked capacitance

synchronous dynamic random access memory

single event burnout

single event correction double event detection

single event dielectric rupture

single event effect

of

vithin

=]

SEFI

SEGR

SEL
SEP
SER
SET
SEU
SHE

SRAM

SSA

SSEEM

singteeventfunctionatimterrupt
single event gate rupture
single event latch-up

solar energetic particles

soft error rate

single event transient

single event upset

single event induced hard error
static random access memory
system safety assessment
segmented secondary electron emission monitor
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SW software

TIC trench internal capacitance

TID total ionizing dose

TNF TRIUMF neutron facility (TRIUMF, Canada)

TRIUMF Tri-University Meson Facility (Canada)

TSL Theodor Svedberg Laboratory (Sweden)

WNR Weapons Neutron Research Los Alamos National laboratory (USA)
5

5.1 Radiation generation

The fatmosphere is penetrated by a flux of various charged and neutral particles thjat in
compiination create a complex ionising radiation environment. These particles-are creatg¢d by
the ipteraction of the continuous stream of primary cosmic ray particles with-the atoms ih the
atmogphere (mainly nitrogen and oxygen), and so are called secondary cosmic rays.| The
primary cosmic rays are usually referred to as galactic cosmic rays;{GCR), indicating that
their [origins are beyond that of the solar system.

The galactic cosmic radiation is composed of atomic nuclei thiat-have been completely iopised
(fully| stripped of their electrons) and subsequently accelerated to very high energies. [GCR
cons|st of about 83 % protons, 16 % alpha particles and’ <2 % heavy ions (particles| with
atomjc number Z > 2). As the primary cosmic rays, mainly very high-energy protons, bombard
the ftmosphere, they create a cascade of secondary, tertiary, etc., particles from [their
interactions with the atoms of the atmosphere. Thus, for each primary cosmic ray entgring,
many more secondary particles are created. At'avery approximate level, the flux of incgming
primary cosmic rays at the top of the atméSphere is 3 particle.cm2.s-1, and at aifcraft
altitufes, the flux of all secondary particles“is about 10 particle-cm2.s-1. The density df the
lowest portion of atmosphere is so highgthat most of the flux of particles is absorbed, sg that
at sep level the nominal flux of secondary particles is less than 0,1 particle-cm=2.s-1,

The flux of secondary particles istnot uniform around the earth due to the effect of the earth’s
magnetic field that is at right)angles to the particle direction at the equator. Particles ¢ross
field |lines at right angles .at“the equator and are bent away, while at the poles they fravel
parallel to the field and are not deflected. As a result the primary cosmic rays are afle to
rate into the atmosphere more readily near the magnetic poles and they interact with the
in the atmosphere creating larger numbers of cascade particles.

Some¢ of(the secondary particles can interact with electronic devices within aircraft avipnics
systgms’,and cause single event effects (SEEs) in the devices. These secondary pariicles
depositenough arge-through-thereeei Ay eate—within-a-sensitiveportionofa-device to
result in a malfunction of the device. It has been found that neutrons, protons and pions are
the main particles that can cause these effects.

5.3 Atmospheric neutrons
5.3.1 General

Neutrons are the secondary cosmic ray particles that have been shown to be mainly
responsible for causing single event upsets (SEUs) in memories and other electronic devices
on aircraft since the early 1990s. This identification of the neutrons as the main cause of the
SEUs was based on several different kinds of correlations:

a) the variations of the upset rates against altitude and geographic latitude followed the
variation of the neutron flux with altitude and latitude;
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b) neutron-induced SEU rates calculated using SEU cross-sections measured in a laboratory
and integrated with the neutron flux in the atmosphere agreed with measured in-flight SEU
rates; and

c) upset rates at ground level due to secondary neutrons are proportional to rates at aircraft
altitudes. For the neutrons, as well as all for the secondary particles within the
atmosphere, the variation of the particle flux with three parameters (energy, altitude and
latitude) is most important for understanding the variation of the SEU rate.

5.3.2 Atmospheric neutrons energy spectrum and SEE cross-sections

5.3.2.1 Natural energy spectrum of atmospheric neutrons

The |energy variation of the atmospheric neutrons is usually presented by plotting the
differential flux (flux per unit energy interval) as a function of energy, which is often-catlef the
specfrum (see Figure 1). Monte Carlo generated spectra have produced the" follgwing
fractions < 1 MeV 0,53; 1 MeV to 10 MeV 0,2; > 10 MeV 0,27. The fits quoted below may| give
slightly different values. Measurements of the energy spectrum of the cosmic¢ ray neufrons
have| been made since the 1950s using a variety of techniques. In Figure 1 four neptron
specfra at an altitude of approximately 40 000 ft (12,2 km) are plottéd; These includ¢ the
original measurements made by Hess in 1959 [1], a calculation by Armstrong in 1973 [2]| a fit
to measurements by Hewitt et al at NASA in 1977 [3], and the recent|DOE measurements| by a
fit to jmeasurement by Goldhagen in an ER-2 aircraft during 1997 [4].
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Figure 1 — Energy rum of atm heric n ron
at 40 000 ft (12 160 m), latitude 45°

A fit to the NASA Ames Research Center’'s 1974 flight data (energy (£) up to 300 MeV) that
had been used in the past has been modified for energy > 300 MeV using the more recent
measurement data. It should be noted that when this differential flux is integrated for energy
10 MeV, the integrated neutron flux is ~5 600 neutron-cm=2-h-! which can be rounded up to
6 000 neutron-cm=2-h-1. This nominal high energy neutron flux of 6 000 neutron-cm=2-h-1 at
40 000 ft (12,2 km) and geographic latitude 45° may be treated as a typical or nominal in-
flight envelope and scaled for different avionics applications (for example, for altitude
variation per measurements). The modified spectrum is given, with energy in MeV, as

dN/dE = [0,346E-0.922 x exp (-0,0152(InE)2) E < 300 MeV neutron /cm2-s - MeV (1)
| 340E-2.2 E > 300 MeV
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It should be noted that when this differential flux is integrated for energy > 10 MeV, the
integrated neutron flux is ~5600 neutron-cm2-h-! which can be rounded up to
6 000 neutron-cm=2-h-1. This nominal high energy neutron flux of 6 000 neutron-cm2.h-1 at
40 000 ft (12,2 km) and geographic latitude 45° may be treated as a typical or nominal in-
flight envelope and scaled for different avionics applications (for example, for altitude
variation as in 5.3.3 and for latitude variation as in 5.3.4). For lower energies, the model gives
a flux of 3 200 neutron-cm=2-h-! for 1 MeV < E < 10 MeV, with 1 600 neutron-cm=2-h-1 in the
range of 1 MeV< E < 3 MeV and 1 600 neutron-cm2-h-1 in the range of 3 MeV < E < 10 MeV.
This flux of 6 000 neutron-cm2.h-1 for £ > 10 MeV is conservative by a factor of approximately
2 compared to the ER-2 aircraft measurement results. At ground level the flux is
approximately a factor of 300 lower than at 40 000 ft (12,2 km), thus on the ground, the flux
for epergy > 10 MeV is 20 neutron-cm4-h-', [5] and this agrees with an independently defrived
calcylation for New York City [6].

The greater than 10 MeV neutrons will be the dominant cause of SEE on sensitive elecfronic
devides with geometric feature size above 150 nm, however for devices wijth_feature sige at
and below 150 nm the contribution of neutrons with energy between 1 MeV ahd 10 MeV| may
be significant. Therefore for electronic device feature sizes 150 nm and-below the effectg due
to ngutrons with energy in the range 1 MeV < E <10 MeV shall be in€luded when calculating
SEE frates.

In order to make relevant SEE calculations for electronic déviees with feature sizes helow
150 pm, it can be valuable to understand how the available\SEE cross-section(s) was/jwere
determined.

5.3.2,.2 White neutron spectrum cross-sections

If th¢ available cross-section(s) was/were detérmined from neutron experiments where a
whitg neutron energy spectrum representativetof the atmospheric spectrum was used (thIAtest

beam includes neutrons with energy in the-range 1 MeV < E <10 MeV and above 10 MeV,
reprgsentative of the atmospheric spectrdim), the experimental results include SEE causgd by
neutfons with energy in the range 1"MeV < E <10 MeV. Therefore, the calculated cfoss-
sectipn includes those SEE copntributions from neutrons with energy in the range
1 Me)V < E < 10 MeV (if any). Fay those cross-sections, the neutron fluence reference energy
originally used to calculate theé_cross-section (if JESD 89A is used, the neutron fluenge at
10 MgV is specified) provides)the key for the applicable energy range for the use of neptron
flux that will yield appropriate use condition SEE rates. Facilities which provide high energy
whitd neutron radiationtsources include WNR, TRIUMF (TNF), ISIS (RAL), ANITA (TSL) and
terrestrial facilities.

Because a cross-section measured with a white spectrum atmospheric neutron beam contains
SEE |contributions at lower energies, the white neutron spectrum cross-section can be |used
withdut modifications for all energy ranges covered by the cross-section tests. For example,
for cross-sections measured in a white neutron spectrum beam and following JESD| 89A
(JESP~89A specifies the cross-section be calculated using the 10 MeV fluence), the nopminal
neutron flux at 10 MeV of 6 000 neutron-cm2.h-1, may be used to determine the appropriate
SEE rate. Thus the nominal event rate for such cross-sections (£ > 10 MeV) is given by:

Nominal event rate = cross-section (£ > 10 MeV) x 6 000 events per hour

Sometimes the white neutron cross-sections are quoted for neutrons with energy above
1 MeV, and the nominal event rate for such cross-sections (£ >1 MeV) is then given by:

Nominal event rate = cross-section (E > 1 MeV) x 9 200 events per hour

Using cross-sections and fluxes based on a >1 MeV threshold introduces additional
uncertainty. Therefore, this should only be done if, for some reason, the > 10 MeV cross-
section is unavailable.
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5.3.2.3 Non-white neutron spectrum cross-sections or unknown cross-sections

For cases where the SEE cross-sections were measured by methods where the SEE
contributions from neutrons with energy in the range 1 MeV < £ < 10 MeV potentially have not
been included, the contributions from these lower energy ranges can be estimated for some
electronic devices by using an enhanced figure for neutron flux in the error rate calculation.
Non-atmospheric spectrum beam types include mono-energetic proton beams and quasi-
mono-energetic neutron beams. Because beam spectra are not representative of the natural
atmospheric radiation spectra the tolerance on the error rate is larger than in 5.3.2.2.

e For electronic devices with feature size above 160 nm the nominal SEE rate is calculated
u*ing the L 10 Me\. cross.section and nominal noutran fliiv of 68 000 nettron r\m‘2.h-1_
Fpr feature sizes above 160 nm this flux is considered to be sufficiently conservatiye to
apcommodate the effects from lower energy neutrons.

e Fpr electronic devices with geometric feature size 160 nm and below the éffects dlie to
Iqwer energy neutrons shall be included, and consideration of the low energy thresholds
fqr smaller geometry devices is provided in Annex H. Table H.1 provides|the approximate
ngutron energy thresholds versus electronic device technology feature size. Tablg H.2
pfovides the recommended nominal neutron fluxes for different electronic device
tgchnology feature sizes when using non-white neutron (non-atmospheric like) radiation
spurces. The method to calculate nominal event rates for the (smaller geometry electlronic
devices is given in Clause H.3.

NOTE|1 The original guidance based on reference [7] that the contribution from the 1 MeV < E <10 MeV neptrons
to theoverall SEE rate is 10 % is no longer recommended for the smallegrygeometry electronic devices.

NOTE|2 The values of neutron flux given in Table H.2 can be &caled to other altitudes and latitudes, usipg the
Tableg D.1 and D.2.

5.3.3 Altitude variation of atmospheric netitrons

The pltitude variation of the atmospheric neutron derives from the competition between the
various production and removal processes that affect how the neutrons and the initiating
cosnlic rays interact with the atmosphere. The result is a maximum in the flux at about
60 0090 ft (18,3 km), called the Pfotzer maximum that can be seen in Figure 2. The figure
compares the altitude variation of*the 1 MeV to 10 MeV neutron flux. A much more riggrous
apprpach was taken by NASA-Larngley in developing a model that is currently called AIR|[10].
It utilised measurements made on aircraft during the 1960s and 1970s, and developed a
modg¢l that gives the 1 MeV-to 10 MeV neutron flux as a function of three parameters, the
atmoppheric depth (g-cm2), vertical rigidity cut-off (GV) and solar weather conditions.

A still more rigorousmodel has been developed based on extensive calculations incorporjating
thred key stepsi*the calculation of the initial cosmic ray spectrum, the rigidity cpt-off
calcylation and“a Monte Carlo code to generate and transport the secondary particle radiation
through the-atmosphere. This code package is called the Quotid Atmospheric Radiation Mlodel
(QARM) ([12] and it can be accessed and utilised via the Internet link [11]. It can prpvide
estimates of the secondary cosmic ray partlcle fluxes and spectra at all locations f¢r all
parti ' ' '
Internet is called EXPACS (Excel based programme for calculatlng atmospherlc cosmic-ray
spectrum [13]), and is based on analytical functional fits to Monte Carlo-generated spectra
[14]. QARM and EXPACS yield similar results for the atmospheric neutron spectrum [15].
Predicted SEU rates in the atmosphere based on using QARM for six different SRAMs are
about a factor of 2 lower than rates calculated using the neutron spectrum (see 5.3.2) in this
standard [15].
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Figure 2 — Model of the atmospheric neutron flux
variation with altitude (see Annex D)

A tahular description of the variation of atmospheric neutron,flux with altitude and also| with
latitude as given by the Boeing model is provided in Annex B4e enable calculation of neptron
flux gt various flight locations.

5.3.4 Latitude variation of atmospheric neutrons

The |atitude variation is expressed in terms of the 'vertical rigidity cut-off (R), in units of GV.
The rigidity cut-offs indicate the required rigidity (essentially the particle momentum diyided
by it§ charge) of primary cosmic ray particles-heeded to penetrate to a given location gbove
the atmosphere. At the equator, where\the magnetic field is at right angles to particle
direction, it requires particles with the-highest rigidity (R ~ 15 GV) to penetrate to this region,
and where it is parallel to the particle' direction, near the poles, particles with R <1 G\ can
reach. The geographical distribution’ of the vertical rigidity cut-offs around the world at an
altituge of 20 km [16] is shown intFigure 3.

Figune 3 shows the distribution of vertical rigidity cut-off curves across the globe based oh the
1980| epoch that was developed in [16], combining measurements and calculations, with the
rigidity cut-offs being _averaged over geographical longitude for each 5° in geograpghical
latitude. The reference [16] authors updated their rigidity cut-off model with a new set of|data
from|the year 1995 and it is tabulated in JESD 89A. This newer set of calculations and
meagurements produced a model with rigidity values within 1° x 1° accuracy. These rigidity
valugs were.averaged over broader angular bins (5° in latitude x 15° in longitude) and these
averaged values are tabulated in Annex A of JESD 89A 2006. Based on a companson af the
1980
v - 4t at a
Iongltude of O° and for Iatltudes ranglng between 30° and 60° In most cases the chang was
a decrease of ~0,15 to 0,2 in the overall vertical rigidity across all latitude levels. Since the
change in rigidity was approximately constant, the percentage change was much higher at
higher latitudes where the absolute value of the rigidity is smaller. Thus, for latitudes < 50°,
the percentage decrease was < 5 %, for 50° to 55° it was between 5 % and 7 %, and for 60° it
was ~15 %. These variations in the vertical rigidity cut-offs due to changes in the geomagnetic
field over a 15-year period appear to be small enough to indicate that the corresponding
change in the atmospheric neutron flux will be relatively small, and Figure 3 is still useful.
Fully up to date cut-off rigidities are available through the QARM model [12] using trajectory
integrations in the latest IGRF magnetic field plus external source terms dependent on the
geomagnetic disturbance index (Kp) using the Tsyganenko 2001 model. The QARM model
can be accessed and utilised via the internet link [11]. These rigidities can be computed on-
line for any selected location. For flight path calculations a set of 49 pre-calculated maps is
used. Geomagnetic disturbances can significantly lower the cut-off rigidity (by about a factor 2
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for Kp = 6 for a 1 GV cut-off at zero disturbance). The influence on particle fluxes can be
about 10 % for galactic cosmic rays but by factors of 5 or more during solar particle events.
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Figure 3 — Distribution of vertical rigidity cut-offs around the world

models are also available for the variation*of the 1 MeV to 10 MeV neutron flux
on of latitude, a simplified Boeing model and the NASA-Langley AIR model.
ified Boeing model is based on measurements made in aircraft during the 1960
ular pole-pole latitude surveys aboard a Boeing 707 aircraft [17]. The initial data
as the neutron flux as a function of,the vertical rigidity cut-off. Based on the obsery
jure 3 that the rigidity cut-offs exhibit their main variation with latitude, the vertica
vere averaged over geographical longitude for each 5° in geographical latitude. T
urs are evolving with time>due to the Earth's changing geomagnetic field. This all
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Figure 4 — Model of atmospheric neutron flux variation with latitude
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The variation of the neutron flux with altitude shown in Figure 2 for energies 1 MeV to 10 MeV
has also been shown to apply for neutrons with higher energies [9]. Therefore Figure 2 and
Figure 4 can be used to scale the greater than 10 MeV neutron flux of 6 000 neutron-cm2.h-1
which applies at 40 000 ft (12,2 km) and 45° latitude to other altitudes and latitudes. It should
be noted that there is a strong dependence of cut-off rigidity and hence particle fluxes on
longitude and this is shown in the QARM model. For example, at 45° latitude there is a factor
5 variation in cut-off rigidity with longitude and this translates into a factor 3 variation in
neutron fluxes from galactic cosmic rays.

The 1 MeV to 10 MeV neutrons have a significant SEE contribution for electronic devices with
geometries 150 nm and below (see 5.3.2).

5.3.5 Thermal neutrons within aircraft

Thermal neutrons are low energy neutrons that have scattered sufficiently to,b& in thgrmal
equillbrium with their surroundings. At room temperatures this leads to an average energy of
0,02% eV. The majority of the thermal neutrons inside the aircraft are |created by the
interaction of the aircraft structure and all of its contents with the higher energy neufrons
withip the atmosphere. Thermal neutrons can be significant becausethey have a very|high
probability of interacting with certain isotopes, such as boron 10 (B\10), and boron is prgsent
in microelectronics in two main areas, as a p dopant, and in someforms of the glassivation
layer} for example borophosphosilicate glass. Thus, a 0,025 eV(neutron interacting with 4 B10
atom| leads to two charged particles in an electronic devi¢€ with a combined 2,3 MgV of
energy; if this energy is deposited within the sensitive volume of an electronic device, if can
lead fo SEU.

To date, only one study has attempted to calcufate the thermal neutron flux within an
aeroplane [18]. The hydrogenous materials withinnan aeroplane, the fuel, the passengerg, the
crew|and the baggage, all serve to thermalise ‘the higher energy neutrons. An entire Jarge
commercial airliner was modelled in terms)x0f 20 sub-volumes, some extremely large. Even
with this crude model the calculations were Vvery useful, showing that at the several locations
withip the aeroplane that were reportedzupon, the thermal neutron flux was about a facfor of
10 higher than it is just outside the aeroplane. The number of measurements of SEU cfross-
sectipns in electronic devices induced by thermal neutrons is very limited (see 8.3.3), but
more| recent references significantly expand on this data [19, 20, 21, 22].

The $ubject of thermal neutron effects is covered in more detail in [IEC 62396-5.

5.4 | Secondary protons

Charped particlesshave also been measured in the atmosphere, most of which are, likg¢ the
neutnons, cosmic ray secondaries, from the interaction of the primary cosmic rays with the
oxygen (O)and nitrogen (N) nuclei in the air. The secondary protons can cause single ¢vent

secopdaty protons is simil

d A ar—to—thatoftheneutrons—as—seen in
Figure 5, which contains proton measurements at two mountain tops (US and Russia, [23,
24]) and from one balloon experiment [24]. The mountain-top data indicates a peaking in the
differential proton flux at about 200 MeV to 300 MeV. Figure 5 shows that for energies up to
about 500 MeV, the secondary protons in the atmosphere are about 20 % to 30 % of the flux
of the neutrons, but at higher energies the proton and neutron fluxes are comparable.
Measurements have shown that for secondary protons in the energy range
100 MeV < E < 750 MeV, the variation with altitude is very similar to that of the neutrons [25],
i.e., there is a maximum at ~80 g-cm2 (55 000 ft (16,8 km)), the Pfotzer maximum. With
respect to the latitude variation there is a slight decrease in the total atmospheric proton flux
of about a factor of 2 in traversing from the polar to equatorial regions, which is less
pronounced than the latitude variation with neutrons. Therefore, for purposes of calculating
SEE rates in the atmosphere, since the neutron flux dominates and the suggested flux of
6 000 neutron-cm2.h-! (E > 10 MeV) is conservative, the contribution of the protons to the
SEE rate can be considered as being included within the neutron-induced SEE rate.
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Nevertheless as discussed in 6.2.10, item c), in the low energy domain, protons may interact
through ionization and contribute to the error rate of technologies below 90 nm.
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Figure 5 — Energy spectrum of protonsiwithin the atmosphere

5.5 | Other particles

The ¢ther charged particle secondary cosmic ray within the atmosphere that can induce gingle
even} effects in electronics is the pion (there are both positively and negatively charged
piong). However, in the atmosphere at aireraft altitudes, the pion flux is only a small fraction
of the¢ neutron and proton flux. For energies < 1 GeV, the pion/proton (n/p) ratio is estia\ated
to bel ~0,1, and it applies at both aircraft altitudes, 500 g-cm=2 (20 000 ft (6,1 km)), as well as
at grpund level [26]. At 40 000 ft (42,2 km) and at an energy of 1 GeV, the differentiall pion
flux has been calculated to be #1/30 that of the neutrons and protons (the differential nefitron
and ;Lroton fluxes are about@&qual), and at 100 MeV, the differential pion flux is ~1/100 that of
the nfeutron flux [27]. Thus; the flux of pions in the atmosphere is so small (<1 %) comparged to
that pf the neutrons, that they can be ignored for purposes of effects on electronics,| The
QARM model [12] cah_provide detailed flux and spectrum information within the atmosphere
for these other .cosmic ray secondary particles, including protons. Annex E proyides
cons|deration of ‘effects at higher altitudes, above 60 000 ft (18 290 m).

atmogphere. Although these particles do not have a high enough dE/dx (energy depositioh per
path [lerigth) in silicon to cause single event effects in electronics, they do deposit an iorfising
dose Tn the electronics. Tn general terms, the fluxes of high energy electrons and gamma rays
are roughly comparable to those of the atmospheric neutrons.

Elechns and gamma rays are also produced as secondary cosmic radiation in the

There is also a very small percentage of heavy ions, i.e., primary cosmic rays and their
secondary fragments in the atmosphere that survive the passage through the hundreds of
g-cm=2 of atmosphere. However their flux is very low. Therefore, heavy ions in the atmosphere
can be generally ignored as a potential threat to electronics, although for the case of very
high altitudes it is possible that some heavy ions may be encountered. Only for altitudes
greater than 60 000 ft (18,3 km) may additional consideration need to be given for the effects
of heavy ions [28, 29], as well as for the effects from primary cosmic rays and their secondary
fragments. At present, the QARM model [12] does not provide information on the reduced
fluxes of primary cosmic ray heavy ions and their secondary fragments within the atmosphere
although enhancements are in hand.
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5.6 Solar enhancements

Solar activity follows an approximately 11-year cycle, during which time there are periods of
heightened activity (approximately the middle 6 years) and lessened activity (approximately
the first 2,5 years and last 2,5 years). During the entire period there is a finite probability of
eruptions on the sun, such as solar flares or coronal mass ejections that result in energetic
particles being emitted.

In general, these solar energetic particles have less energy than the galactic cosmic rays. The
first particles reach the Earth in a matter of minutes but the enhancements last for several
hours to days. They interact with the atmosphere to create secondary particles in a similar
way fogatactictosmic Tays buttheirtoweremnmergy means thratthey produce much—steeper
altitude and latitude profiles. For a few events the particle energies are sufficiently-high to
give pnhanced secondary fluxes at aircraft altitudes and on the ground (so-called ground|level
even}s or GLEs).

The ¢nhanced secondary cosmic rays during solar flares have been measured on the ground
by the worldwide network of cosmic ray neutron detectors (continually tracking the variatipn of
the dosmic ray environment) and occasionally by instruments aboardy@ircraft [30, 31]] The
SEP |enhancement in the atmospheric neutron flux, relative to the background flux (>10 MeV)
of 6 000 neutron-cm2-h-1 in 5.3.2, has been calculated for a number‘of worst-case scenarios.
Thesge scenarios are dependent on the particle spectra from, specific solar flare events, the
altitude and the rigidity cut-off. For the September 1989 flare, the enhancement factors at
39 000 ft (12 km) are 41 and 1,6 for rigidities of 0 GV and 3 GV respectively, and at an
altitude of 56 000 ft (17 km) the factors increase to 73 and*2,4 respectively. With the Febfuary
1956| flare, for which the incoming particle specthum is less well characterized,| the
enhapcement factor is 263 at 0 GV and 39 000 ft442 km). Thus, extremely high SEE fates
could occur in the high latitude regions (R < 1 GV) during worst case flares that could be
enhahced by a factor as high as 300 at 39 000 ft(12 km). Such very large events are tefmed
extreme space weather, with, typically, enhanéements of more than 100 times nominal fluxes.
This [subject will be covered in more detail in a future new part of the IEC 62396 skries
(IEC|TS 62396-6).

These events are usually of shortxduration (several hours) and for worst case take-off {imes
are ¢ontained within the duration of long haul flights. Hence although the worst |case
instaptaneous rate enhancement is as high as a factor of 263 the increased SEE| rate
averaged over a high latitude“flight would be more like 25 times the solar minimum quietftime
rate.|The QARM model ‘includes seven solar particle events which have been modellgd in
detail [32]. Five of these*have been compared favourably with the limited available flight|data
on aiff crew dose. Use of these events in QARM enables the worst case flight scenarios| with
respgct to take:off-time to be determined. The February 1956 event is the worst |case
available, and<{based on ground level data is the worst since such monitoring commencgd in
1942] However, based on the indirect evidence of nitrate samples in ice cores, the first solar
flare |ever-observed (the Carrington event of 1 September 1859) could have been four {imes
worse [33;/34]. In addition analysis of events with respect to air crew dose [35] showg that
four other events in the 1940s could have exceeded 10 times the normal flight-averaged Idose
or SEE rate at high latitude and 39 000 ft. With the more recent events of 29 September 1989
and 20 January 2005 (this fortunately only at high southern latitudes due to large anisotropy
in arrival directions) also in this category, the frequency of such worst case events should be
taken as seven in 67 years. Some 23 other events (e.g. 15 April 2001) could have given
route-averaged rates at high latitude ranging from 10 % to 200 % of quiet time over this time
period.

5.7 High altitudes greater than 60 000 ft (18 290 m)

Although neutrons are the dominant cause of SEEs up to about 40 000 ft (12,2 km) other
particles become increasingly important at higher altitudes. Protons contribute to the neutron
rate at 60 000 ft (18,3 km) and above 60 000 ft (18,3 km), while above this altitude there is
significant penetration of cosmic ray heavy ions and their secondary fragments. In addition
the importance of solar particle events increases and the February 1956 event would have
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been six times worse at 60 000 ft (18,3 km) compared to 40 000 ft (12,2 km). Currently
models such as QARM include neutrons and protons but not heavy ions.

Heavy ions produce SEE by direct ionization and techniques such as CREME96 [36, 37] are
used for space systems. These are based on the characterisation of the environment by the
spectrum of particles as a function of linear energy transfer (LET). This is usually plotted in
integral form, i.e. the flux of particles having greater LET. The path length distribution through
a parallelepiped representation of an electronic device sensitive volume is then employed to
give the spectrum of charge depositions and hence a number greater than a device threshold
for SEE. Earlier work [28] has presented LET spectra for the upper atmosphere using semi-
empirical cross-sections for heavy ion interactions and the generation of fragments. Modern

atmopgphere.

Anngxes E and F give details of the high altitude environment and calculation of SEE fates
prodliced by heavy ions as well as neutrons and protons. Figure E.6 and Figure E.7 cgn be
effectively used to estimate the SEU contribution from the three. particles (neutfons,
secohdary protons and primary cosmic ray heavy ions) within the atmasphere as a functipn of
altitupge, based on the SEU response of a particular SRAM. From Kigure E.6 and Figur¢ E.7
the neutron SEU contribution is seen to decrease at altitudes above 60 000 ft, the proton
contribution reaches a plateau at 60 000 ft and the heaYy)ion contribution incrdases
significantly above 80 000 ft.

6 Effects of atmospheric radiation on avionics

6.1 | Types of radiation effects

The |onising radiation environment in the atmosphere, and therefore within an aircraft| can
cause a variety of effects on the electronics'used in avionics. Three basic types of radifation
effects on electronics are dealt with in Elause 6, single event effects, total ionising dose and
displacement damage. It is shown that'some single event effects have an impact on avipnics
but that total ionising dose and diSplacement damage are not of concern. Thus, the jmain
focug is on single event effects_in avionics. "Single event effects" is a generic terml and
encompasses all of the potential effects on the electronics caused by the interaction|of a
single element of radiation; inthe case of atmospheric radiation, this is secondary neutrons.

atmopphere reaching Sea level, neutrons are the most significant in causing electronic dircuit

Out E the many types~of particles resulting from cosmic rays cascading through the Earth’s
problems.

6.2 | Single-event effects (SEESs)

6.2.1 General

All single event effects (SEEs) are caused by the deposition of energy within an electronic
device by a single particle that interacts with the device. The energy deposition, which occurs
either directly or indirectly, leads to a charge being collected. When the incoming particle is
charged (for example, cosmic ray heavy ion), the ionization proceeds directly as the particle
deposits its energy by ionising the surrounding silicon atoms. The greater the ability of the
particle to release its energy, the greater the energy deposited by the particle (expressed as
LET (linear energy transfer), energy/path length), the more likely the charge released is
sufficient to cause an effect. When the single particle is neutral, such as a neutron, the
particle first has to have a nuclear interaction with an atom within or near the active area of
the device. This creates recoiling atoms, called recoils, which possess energy that is
deposited (indirectly) into the surrounding silicon atoms.

A proton is charged and has a low LET in silicon but has been shown to cause SEE by direct
ionization in electronic devices with geometry at and below 90 nm. However, at high energies
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(> 5 MeV), it also has nuclear reactions with silicon in a manner similar to how a neutron of
the same energy would interact. Thus to date, protons cause single event effects in electronic
devices only through nuclear reactions. Based on actual measurements, we assume that for
energies > 100 MeV, protons and neutrons have the same ability to induce a single event
upset (SEU), a flip in the logic state, in electronic devices. This is called the SEU cross-
section, and hence, atmospheric neutrons are assumed to have the same SEU cross-section
as high energy protons.

In avionics, SEEs have been observed in electronic devices used in aircraft since the early
1990s [5, 8, 39, 40, 41]. In the existing literature, SEUs in memory devices have been
recorded. Most if not all of the upsets have been attributed to the atmospheric neutrons. As
the dqize of the total number of bits in an aircraft that are sensitive to SEU has increlased
geonjetrically over the last decade (more bits per electronic device, greater functiopality
leadipg to the need for more memory), the number of SEUs being induced has-similarly
increpsed. However, there is not a great deal of documented evidence of these, insflight $EUs
for a|variety of reasons:

a) t:l:e use of error detection and correction schemes is routinely used in“avionics, but $ince
the errors are corrected, there is little interest in recording the errorsthat are detected and
cprrected;

b) the occurrence of these errors is considered proprietary infarmation, hence it is rarely
cpllected, and even less often analysed; and

c) most error correction schemes look for errors only in memory that is being utilised, hence
b[t flips in unused memory will always be ignored.

6.2.2 Single event upset (SEU)

A single event upset (SEU) is the most common.type of a single event effect. SEU is caused
by tHe deposition of charge in an electronic.\device by a single particle that is sufficignt to
chanpe the logic state of a single bit from one binary state to the other. SEUs are somefimes
callef soft errors because they are readily corrected by reinitialising the bits. Elecfronic
devides sensitive to SEUs generally have been memory bits, register bits or latches. Random
acceps memories are generally thesymost sensitive electronic devices to SEU because|they
contgin the largest number of .memory bits. However due to the large number of vdlatile
mempry bits contained .within microprocessor-cached memories and registers,
micrgcontrollers, ASICs and field programmable gate arrays (FPGAs) are also vulnerable.
SEU [sensitivity increases_as the applied supply voltage decreases.

More| recently the potential for SEU due to thermal neutrons has been observed in|high
dens|ty complex_electronic devices that have very small feature size and a low critical charge
for upset. Thermal neutrons are produced when high energy secondary neutrons interac{ with
the pircraft (structure, in particular the hydrogenous materials, for example baggage,
passengers;and fuel. The thermal neutron flux within the aircraft may be about 2 times that of
the hligh energy neutrons at some locations. A thermal neutron SEU cross-section compafrable
to that'of'the high energy secondary neutrons was observed during the SEU testing of SRAMs
by several different groups (see 8.3.3). These electronic devices have a thermal neutron
cross-section because they contain boron 10. The comparatively high thermal neutron flux
associated with the aircraft environment means that for electronic devices that contain boron
10 in any percentage, consideration shall be given to the thermal neutron flux (for further
details refer to Annex A).

6.2.3 Multiple bit upset (MBU) and multiple cell upset (MCU)

Multiple bit upset (MBU) refers to multiple bits (bits that are in the same logical word) being
upset during the same SEE interaction. MBU differs from multiple cell upset (MCU) in which
two or more bits (cells) are upset, usually bits physically located near each other, but not
necessarily in the same logical word. The multiple cell upset (MCU) fraction (probability of
MCU/probability of SEU or MCU cross-section (multiplicity > 1)/SEU cross-section) increases
with the decreasing feature size and with more recent IC fabrication in a dramatic way. This is
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believed to be due to charge sharing, i.e., the charge deposited by the energetic neutron
interacting with the SRAM is being shared by a number of adjacent memory bits.

With regard to SRAMs, those fabricated in around 2003 had an MCU fraction of ~3 % for
130 nm electronic devices but of ~6 % for 90 nm electronic devices when tested in a
spallation neutron beam in Japan [42]. However, based on a later compilation of such data
[43] from eight different sources, including reference [42], the MCU fraction was definitely
increasing with decreasing feature size, however there appear to be two separate trendlines.
For one set of electronic devices the MCU fraction starts relatively low, similar to reference
[42] (~2 % for 150 nm electronic devices), but increases by about a factor of 20 as the feature
size decreases from 150 nm to 50 nm. For the other set of electronic devices the MCU
fraction starts much higher, P nm_electronic devices, but Incrgases
much more slowly, by about a factor of 2 as the feature size decreases from 150 nm 16-5¢ nm.
Further, more recent data has shown substantially wider variations, with data poin{s-falling in
betwegen the two trendlines. What is consistent with the two trendlines is~that Wwhen
extrapolating out to a feature size of ~35 nm, the MCU fraction will be 1,0 ice.nall SEUg will
resulf in two or more bits being upset.

One pf the recent papers [44] also investigated the effect of changingthe angle of incidence
of the neutron beam striking the electronic device on the MCU fraction. The MCU frdction
increpsed with the angle of incidence, it was lowest for normalc-ifncidence and highegt for
grazihg incidence (90°), but the overall measured increase over normal incidence was at|most
~80 % at 90° and ~30 % at 45°.

The |ariation of the MCU fraction with energy was_éexamined [45] via testing with mono-
energetic protons and the overall conclusion is thatthe MCU fraction decreased very slightly
with | decreasing energy. The variation with proton energy was not uniform, buf the
approximate decrease in the MCU fraction was\from ~25 % for £ = 200 MeV to 20 % for
E =46 MeV for the first electronic device, and"from ~18 % for E =200 MeV to ~15 % for
E = 32 MeV for the second device.

Thus|for SRAMs, the MCU rate as a fraction of the SEU rate primarily depends on the fepture
size [ (and more crudely the year “of fabrication) of the electronic device, withl the
neutron/proton energy having a_very small effect and the angle of incidence having a larger
effec}. The large variation in the"MCU fraction in the various SRAMs tested by the different
resegrchers cited above should be duly noted. As a result, only the conservative Upper
bounds summarized below can be provided for the MCU fraction in SRAMs, and even these
are rlot the most conservative values that could be used. If these values are considerefl too
high,| individualized SEE testing would be required to measure the MCU fraction in actual
devides.

For o¢lder electronic devices, fabricated prior to 2003, the guidance in the original IEC TS
62396-1:2006"was that an MCU fraction of 3 % should be used. For electronic deyices
fabrigated between 2003 and 2006, an MCU fraction of 10 % may be used. For elecfronic
devides<fabricated after 2006 and in particular for feature sizes of <100 nm, an upper tqound
of 30 % may be used.

For DRAMs the situation is much different, because DRAMs contain control logic in their
periphery. Thus when this logic is upset, entire bitlines and rows can be upset, resulting in
thousands of bits being in error due to a single neutron hit. Such thousand bit errors are
called burst errors and can often be considered as a SEFI rather than a multiple cell upset.

The MBU / MCU fraction relative to SEU increases with incident particle energy and has been
observed to be 7 % for 63 MeV protons on 16 Mbit DRAMs. Multiplicities up to 4 have been
observed for protons and of 19 for ions [46, 47].

Utilising the data from [48], the situation regarding MCU in DRAMSs can be generalized based
on the feature size, similar to the crucial role played by feature size regarding MCU in
SRAMSs. At a feature size of 180 nm, the MCU fraction is about 5 %, and for electronic devices
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with larger feature sizes, the guidance in the original IEC TS 62396-1:2006 indicates that an
MCU fraction of 3 % should be used. However, for the 180 nm electronic devices, multi-
thousand bit upsets are possible, but there is wide variation in the SEFI response of the two
SDR DRAMs in which it was measured. The SEFI/SBU ration varied between 0,3 % to 24 %
and the absolute cross-section varied between 3,5 x 10-'! cm2device! to 1,3 x 10-10
cm2-device™!.

For 110 nm DRAMs, the fraction for classical MCU is very uncertain because of the
tremendous variation in the MCU fraction, which varies from 2 % to 100 % in the three
different electronic devices tested, all 512 Mbit DDR2 devices. However, in terms of absolute
MCU cross-section the variation is much smaller, between ~1 x 10-'" cm?device™! to
3,5 x/10~11 cm?device-!. For the SEFI type of event that results in 1x 10% to 1 k 104
errorfeous bits, SEFI was much more likely than SBU. Thus, the SEFI/SBU ratio (per device
basiq) varied between ~1 to 20, with an average value of = 5, and the absolute. SEFI cross-
sectipn varied between 1 x 10~1" cm2.device ! and 2 x 10-11 cmZ2.device™1.

For 940 nm DRAMSs, the situation is similar to that of the 110 nm DRAMs. However, only ohe of
the fpur 90 nm DDR2 devices tested exhibited the classical MCU, and for this elecfronic
devide, the MCU fraction was 14 %. All four DDR2 showed the SEFIl type of responge of
thougands of errors, but in this case, SBU was more likely than SEFI, and for these fodr the
SEFIYSBU ratio was ~15%. The absolute SEFI cross-section varied between
4 x 10712 cm2.device ! and 4 x 10~11 cm2.device !. However{in-a separate test of DDR and
DDRPR DRAMs of 90 nm to 110 nm [49], electronic devices. from two vendors exhibited purst
errorg, while four separate electronic devices from a thitd vendor showed no burst efrors.
Thus| the sensitivity to burst errors varies among DRAM vendors, some electronic deyices
being immune.

mary, it appears that the multi-thousand bit'burst or SEFI events are more of a prgblem
than the classical 2-bit or 3-bit MCU, but DRAMSs from some vendors are sensitive to the purst
, though not from all vendors. For electronic devices that are sensitive to burst efrors,
the dverall trend in the absolute SEFI cress-section appears to be gradually decreasing with
feature size, from ~1 x 10~10 cm2.device™! for 180 nm to ~1 x 1011 cmZ2.device ! for 90 nm.
igh density memories, due to.the more complex architecture of peripheral parts/fungtions
a higher SEFI distribution can belexpected [50].

6.2. Single effect transients (SETs)

An SEU-related eventinssome electronic devices can lead to the generation of a single ¢vent
transjent (SET) whichya device may interpret as a new bit of information. These transients are
spuripus signals_or.-voltages, induced by the deposition of charge by a single particlg that
propagates through the circuit path during one clock cycle. These signals may be harmful by
propagating. to)a latch and becoming fixed, or by striking an internal node and causirlg an
unwgnted-fesponse or they can be effectively removed by the legitimate synchronous signals
cireuit. Initially, such transients were observed in linear analogue devices sudgh as
comparafors and operational amplifiers, but they have also been recorded in digital devices.
In analogue devices the SET may be manifested as a change in the timing of voltage or
current signals, and is dependent on the magnitude of the driving differential voltage. Most
SET tests have been performed using beams of heavy ions, but SET has also been induced in
linear devices with high-energy proton beams [51, 52, 53], hence the atmospheric neutrons
also cause this kind of effect.

A digital single event transient (DSET) is a spurious digital signal or voltage, induced by the
deposition of charge by a single particle that can propagate through the circuit path during
one clock cycle. As the frequency of digital electronics has risen above 100 MHz the potential
for DSET has increased. A DSET that is clocked into a flip flop or register may appear as an
SEU in that element.

An analogue single event transient (ASET) is a spurious signal or voltage produced at the
output of an analogue device by the deposition of charge by a single particle. This erroneous
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output may persist long enough to provide false values to monitoring circuit elements, for
example analogue to digital converters, effectively providing corrupt data.

6.2.5 Single event latch-up (SEL)

A single event latch-up (SEL) is a regenerative current flow condition in which a parasitic
n-p-n-p pathway in a silicon electronic device is turned on by the deposition of charge from a
single particle. SEL has generally been a concern in bulk CMOS devices, but it has also been
seen in CMOS devices with relatively thick (> 10 um) epitaxial layers. The regenerative circuit
provides a path for large current flow and can often lead to destructive breakdown. Even if the
breakdown does not occur, the latched path will persist until power is removed from the
devidg, : ; mall
number of CMOS devices have been shown to be sensitive to proton and neutron<induced
latchtup [54, 55]. SEL sensitivity decreases as the applied voltage decreases, andjincrgases
as thie device temperature increases. In addition, on very rare occasions, othersingle
induged mechanisms have been observed which can lead to a high current condition|in a
devide that could lead to its destruction. One such example is a driver conténtion mechgnism
in one type of FPGA [56]; other specialized mechanisms have been observed to impact
bipolar devices [57, 58].

6.2.6 Single event functional interrupt (SEFI)

A single event functional interrupt (SEFI) refers to an SEU in/an electronic device, usually a
complex electronic device (for example, a microprocessor), such that a control path is
corrupted, leading the device to cease to function properly. This effect has sometimes pbeen
referfed to as lockup, indicating that the electronic device has been put into a “frozen” gtate.
Gengrally, SEFI is brought about by an SEU in @/ cfitical bit, such as a bit that controls
impoftant downstream operations. Examples of\such bits are program counters, sgecial
functjon registers, control, timing and mode registers in DRAMs and even built-in test (BIT)
bits witilised by the electronic device vendor.‘only for pre-screen testing. In some elecfronic
devides such as DRAMs [59] and FPGAs [60], a SEFI can lead to an increase in the supply
currgnt which is similar to the effect of .a'single event latch-up, but proceeds via a different
mechanism.

6.2.7 Single event burnout (SEB)

Electronic devices such as\ N-channel power MOSFETSs, insulated gate bipolar transistors
(IGBTs) and bipolar power-transistors and diodes, which have large applied voltage bjases
and pigh internal elegtric fields, are sensitive to single event induced burnout (SEB)| The
penefration of the source-body-drain region by the charge deposited by a heavy ion can
forwgrd bias the thin“body region under the source. If the terminal bias applied to the fdrain
excegds the loealbreakdown voltage of the parasitic bipolar, the single event induced pulse
initiafes avalanching in the drain depletion region that eventually leads to destructive burpout.
In cgmmercial N-channel power MOSFETSs, this effect can occur at values of the frain
voltapge, ¥gg, lower than the rated voltage of the electronic device. Based on the results|from
radiation-testing in a heavy ion beam, a threshold Vg is defined as the highest Vg at which
the MOSFET can be operated with no probability of SEB being induced by that heavy ion.
Energetic neutrons and protons are also able to induce SEB in N-channel power MOSFETs
[61]. In all cases, the threshold Vpg for neutrons and protons is higher than it is for heavy
ions. SEB is precluded by operating the MOSFET below the Vg threshold for neutrons and
protons as determined by radiation testing. For high voltage electronic devices, those with a
rated V'pg of > 400V, tests at ground level (Vo5 at > 90 % of rated voltage) have experienced
destructive failures that are consistent with rates due to SEB by the atmospheric neutrons
[62]. Since the atmospheric neutron flux level at aircraft altitudes is more than 100 times
greater than at ground level, the potential for SEB in high voltage electronic devices in
avionics is a potential concern. Laser testing may be used to determine sensitivity of high
voltage electronic devices to SEB (see B.5). The effects of atmospheric radiation on high
voltage electronics and design mitigation are detailed in IEC 62396-4.
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6.2.

8 Single event gate rupture (SEGR)

Both N-channel and P-channel power MOSFETs are subject to single event gate rupture
(SEGR). This effect is explained via the transient plasma filament created by a heavy ion
track when it strikes the MOSFET through the thin gate oxide region. As a result of this ion
track filament, there is a localised increase in the oxide field which can cause oxide
breakdown leading first to gate leakage and finally to gate rupture. With MOSFETSs, ground
level testing of high voltage electronic devices [62] has shown that in some of the devices the
failure was due to SEGR, rather than SEB. Thus the high energy atmospheric neutrons are
able to induce SEGR in some high voltage MOSFETs.

A relgted—effectthathasbeemseemimetectronic devices suchas fietd—programmmabie] gate
arrays (FPGAs) is single event dielectric rupture (SEDR) in which a thin dielectric is rupfured
by heavy ions with very high LET. Testing to date has shown that the dielectrics are_raptured

only py heavy ions with very high LETs, and not by energetic neutrons or protons;

6.2.

9 Single event induced hard error (SHE)

It hag long been known that heavy ions are able to cause "stuck bits" in,\SRAMs. These eyents

are

gometimes referred to as single hard errors (SHEs). These hardyerrors are due to|very

locallsed total dose effects, caused by a few ions impinging oncthe gate oxide of sengitive
transjistors. Stuck bits are significant because they can invalidate the most common form of
error| detection and correction (EDAC), called SECDED, sifagle error correct, double |error
detegt. Stuck bits are not corrected by EDAC so they persist.™f a word contains a stuck pit, a
single SEU in another bit in that word at any time then produces an observable error. In the
early| occurrences of these hard errors, the errors were‘caused only by heavy ions with| high
LET.|More recently the first occurrence of SHE by grotons in a laboratory test was publighed,
indicating that in newer electronic devices (in this:icase a 64 Mbit DRAM, [63]), protons| and

hencp atmospheric neutrons, are capable of indueing stuck bits.

6.2.

10 SEE potential risks based on future technology

As technology develops in the future the'impact of atmospheric radiation on electronic deyices

will

a)

b)

increase and the following list highlights potential impact.

Hffects of MBU and MCU-for future electronic devices of < 35 nm: an MCU fractipn of
00 % should be expected

The MCU rate for SRAM devices fabricated before 2003 with feature sizes 200 nm and
apove is typically(a)few per cent. As feature sizes of more recent SRAM devices |have
reduced to 150 Am, the MCU rate has increased to about 40 % and the expectation ig that
fqr feature sizes‘of 35 nm and below, an MCU fraction of 100 % will result.

—_

Hffects on~small geometry flash ROM

Traditionally the non-volatle ROM memory has been very tolerant of the neutrons in
afmospheric radiation. However at feature sizes approaching and lower than 100 nm the
memories may become sensitive to various SEEs, including SEFI.

Direct ionization by protons is significant for 65 nm and below

Testing of SOl SRAMs at feature sizes of 90 nm and below shows that there is no
threshold energy for proton-induced upsets in some electronic devices, and the cross-
section in fact increases below 1 MeV [64, 65]. Direct ionization by protons at high LET
values near the end of the track, as opposed to nuclear reactions, is sufficient to give SEU
in such electronic devices. These low energy, or stopping, protons are generated in
materials local to the electronic device and will add to the SEU rates.

For electronic devices used in large fielded systems such as aircraft, the greater the mass
surrounding the electronics the more unlikely that the electronics within will be sensitive to
SEU from direct ionization from external low energy protons. This is because the “end of
track” distance within which the highest proton LET is achieved in silicon (required to
produce an SEU) is 1 um to 2 um (~4 x 10~® to 8 x 10~° inches), compared to the
centimetres of material that surround the electronic devices, making energy deposition
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from the protons within the sensitive 1 um to 2 um unlikely. However the electronic
devices will be sensitive to higher energy protons which will lose energy due to the mass
surrounding the electronics and then will be in the low energy domain. Additionally, the
electronic devices will also be sensitive to secondary protons generated locally in
materials surrounding the device.

d) Direct ionization by muons

Muons behave like electrons but are 200 times heavier and come from pion decay. Pions
are created just like neutrons during nuclear reactions between cosmic ray protons and
the oxygen and nitrogen in the atmosphere. Because muons are weakly interacting they
do not cause upsets by interacting with silicon and so can only cause upset through direct
igpization—Muons—are-the-most-dominantparticle—in-cosmicrays—at-groundtevelbut-most
hhve energies of 1 000 MeV or higher. However some will be produced at lower energy or
be degraded to lower energy. For SEE from direct ionization to take place the muens [have
tqg be 1 MeV or below. The impact of additional particles, for example pions apd ‘muonjs, on
electronic devices with very small geometry, will be covered in more detailtin-a proplosed
fyture new part of the IEC 62396 series (IEC TS 62396-8).

6.3 | Total ionising dose (TID)

Total ionising dose (TID) effects refer to the cumulative effect of ignization (charge build-up)
in ar electronic device leading to a gradual degradation of electrical parameters. When a
MOS| (metal oxide-semiconductor) device is exposed to ionising radiation, electron-hole |pairs
are ¢reated throughout the oxide, inducing the build-up of<{charge which leads to device
degradation. The main mechanisms are the build-up of the.positive oxide trap charge ip the
oxidg and of the interface-trap charge in the interface, between the silicon and the sjlicon
dioxifle. Large concentrations of oxide-trap charge €ause increased leakage current in an
electfonic device. Large concentrations of interface-trap charge increase the threshold
voltage of transistors, degrading the timing parameters of a device. Similar effects are|also
caused in bipolar devices.

Based on previous total dose testing experience of electronic devices over the past 20 ygars,
involying probably thousands of differefit devices, an effective lower bound on the minimum
TID lIevel that can cause a device to operate out of specification is 1 000 cGy (e.g. depgsited
in sillcon). For the vast majority of\electronic devices, including almost all commercial off the
shelf| (COTS) electronic devices;-the TID threshold level is much higher than 1 000 |cGy.
Nevelrtheless, using 1 000 cGy.as the minimum threshold, and even including a factor of |2 for
margjin, this means that a, worst case minimum total dose level that aircraft avionics would
have| to absorb is 500 _'c¢Gy before TID effects could possibly be an issue of concefn in
avioryics.

All of the major_particles that constitute the radiation environment within the atmosphere| i.e.,
neutqons, proefens, electrons, photons, etc, contribute to the ionising dose. Base@l on
meagurements’ made in a commercial airliner [66], the maximum dose rate from all of the
parti¢les (is,~70 nGy-min-! (~0,4 mrad-h-! or ~4 uGy-h-1). For a nominal 100 000 flight hpurs,
this resulis in ~40 cGy of dose over that lifetime, which is an order of magnitude lower|than
the c c e at-higher-attitudesforexampte 00 ft
(16,8 km), the dose rate doubles to 8 uGy-h-1 with a maximum dose over 100 000 flight hours
of 80 cGy well below the TID threshold. However the total ionising dose is cumulative and any
dose from other sources should also be considered, for example mechanical X-ray testing.

An upper bound estimate on the maximum dose that an electronic device might receive from
an X-ray inspection is 1 mGy. This is extrapolated from the maximum dose that objects may
receive from X-ray machines used to inspect luggage (10 pGy), and is also consistent with the
approximate range of doses known to be received from commercial X-ray inspection systems
(200 puGy to 500 uGy). Thus, TID effects are not generally an issue for avionics.

Mechanical X-ray and gamma ray inspection is carried out on certain parts of the airframe to
demonstrate structural integrity. The radiation doses delivered by this type of inspection may
be higher than that from the luggage inspection machines. Where such inspections are
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carried out if the cumulative dose received by any localised avionics electronic equipment
over its lifetime in service potentially exceeds 50 cGy, then consideration shall be given to
removing the electronic equipment before the radiation inspection is carried out. Examples of
such equipment include wing and engine mounted electronics.

6.4 Displacement damage

Still another kind of effect that ionising radiation can induce in electronic devices is
displacement damage. This is also a cumulative effect, but in this case it refers to atoms that
are displaced out of their lattice. When a sufficient number of atoms are displaced, the
electronic device no longer functions normally. This effect is primarily due to the heavier
parti i i i rays,
are

uch less effective in knocking atoms out of their lattice.

Based on previous experience of testing dozens of electronic devices for, ‘displacement
damgge, an effective lower bound on the minimum neutron fluence that causes ‘an electlronic
devide to operate out of spec is 1 x 1010 neutron-cm=2. The 1 x 1010 neutron-cm2 valje is
basefl on displacement damage in sensitive optocouplers [67]. For electronic devices|, the
neutnon fluence threshold for damage is higher. The basis for this testing was a fluenge of
1 Me:t/ equivalent neutrons. A large fraction of the neutrons at aircraft altitudes are at hjgher
energies than 1 MeV, and their potential for causing displacethent damage in elecfronic
devides is greater than that of 1 MeV neutrons. The NIEL (nonFienising energy loss) function
has been calculated for semiconductor materials such as siliéon and gallium arsenide (GaAs)
as affunction of energy, and the NIEL is accepted as the best measure for the potential of a
matefial to undergo displacement damage. Based on the-NIEL for silicon by neutrons|as a
functjon of energy, it is conservative to assume that«the higher energy neutrons have gt the
most|a factor of 3 greater effectiveness in causing displacement damage compared to 1|MeV
neutnons.

At ajrcraft altitudes, a useful estimate of’\the flux of high-energy neutrons (1 MgV to
1000 MeV) is 8 x 103 neutron-cm2'h-1. .Thus assuming the electronics are exposedl for
1 x 10° flight hours, this results in a nedtron fluence of 8 x 108 neutron-cm-2. Using the factor
of 3las an upper bound equivalence*between the higher energy neutrons and the 1|MeV
neut:lons for purposes of displacement damage, this fluence converts to a 1 MeV equivialent
neutfon fluence of 2,4 x 109 peutron-cm2. This upper bound 1 MeV neutron equivialent
fluengce for avionics is still -axfactor of 4 below the minimum level to cause displacement
damgge to the most sensitive electronic devices. Hence displacement damage is not a
problem for electronic\\devices, based on a minimum 1 MeV neutron fluencg of
1 x 1010 neutron-cm%

7

£

suidance for system designs

71 Overview

Methbdelogy and practices associated with safety aspects of system design can result ih the
accommodation of component and equipment soft and hard fault rates. If avionics electronic
components that can experience atmospheric radiation induced upset and failure effects
which have the potential to adversely affect aircraft safety are identified, the method of
assessing the safety impact of such effects is identical to that used to assess other potential
hazards associated with an electronic avionics product. Figure 6 contains a flow chart
showing an outline of this process. The flowchart is consistent with the aerospace
recommended practices (ARP) contained in ARP4754A and ARP4761. In addition to the
ARPs, quantitative requirements for the availability of aircraft functions are provided in
AC23.1309-1C and AC25.1309-1A. Additional guidance for system designers for SEE
mitigation is provided in IEC 62396-3. A future new part of the IEC 62396 series,
(IEC TS 62396-7) will address specifically the subject of incorporating atmospheric radiation
effects analysis into the system design and reporting process.
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Allocation of aircraft functions Functional hazard analysis
to systems —® - Identify functional hazard classes

Development of system
architecture

- Identify HW/SW hazard classes

Preliminary system safety assessment
- Identify safety requiréments

Allocation of system
requirements to hardware
and software

l

System implementation

System safety assessment
——® _ Verify system meets safety requirements

IEC

Figure 6 — System safety assessment process

The {irst step in the development process is to allocate the aircraft level functions to systems
whiclh will implement these functions. As part of this development phase, each of the systems
is asjsessed relatively to potential hazards, which could impact aircraft safety, by use|of a
functjonal hazard-'assessment (FHA). The FHA assesses all hazards against a set of hazard
clasges similar to the classes shown in Table 1. In addition to identification of top4level

systgm hazards the FHA identifies required hazard classifications for each function.|This
clasgffication is set equal to the hlghest crltlcallty hazards associated with each functlon SEE
doeslno odes

can cause the same effects As a result SEE does not need to be mcIuded as a separate
hazard within the FHA.

System development assurance levels refer to processes used during system development
(design, implementation, verification/certification, production, etc.). It was deemed necessary
to focus on the development processes for systems based upon "highly-integrated" or
"complex" (whose safety cannot be shown solely by test and whose logic is difficult to
comprehend without the aid of analytical tools) elements (primarily digital electronic
components and software).

Development assurance activities support system development processes. Systems and items
are assigned "development assurance levels" based on failure condition classifications
associated with aircraft-level functions implemented in the systems and items. The rigor and
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discipline needed in performing the activities supporting development processes will vary
according to the assigned development assurance level and should be tailored accordingly.

Systems that implement aircraft functions are classified by the failure effects of the functions
they implement. Table 1 provides a cross-reference between functional failure effects and the

class

ification of systems that implement the corresponding function.

Table 1 — Nomenclature cross reference

Functional failure condition classification System development assurance level
(AC23.1309-1C, AC25.1309-1A (ARP4754A | EUROCAE ED-79A)
and ARP4754A T EUROCAE ED-79A]
Catastrophic Level A
Severe major/hazardous Level B
Major Level C
Minor Level D
No effect LevehE

Durir

to hj)rdware and software, a preliminary system safety assesément (PSSA) is performed

purp

of thle architecture to meet the system safety requirements. Unlike the FHA, the H
ders the intended system architecture and identifies failure modes, which individually or

cons
in co
woul
inclu
versy
cons
landi

architectural mitigation that is required,

Durin
safet
and

inclu

se of the PSSA is to evaluate the planned architecture to determine the reasonablée

mbination, can lead to the top-level hazardous events identified in the FHA. Since
1 not introduce new failure modes, the failure modes considered in the PSSA v
je SEE. Depending on the effects of SEE*the PSSA will consider those that causs
s hard faults separately. The impact ofs’the phase of flight typically will need f
dered since the probability of SEE, is* higher during cruise than during take-off
ng. Since PSSA results will drive architecture mitigation measures, it will identify

g the system implementation phase the design is completed and verified. The sy
y assessment (SSA) is_performed to verify and document that the system, as desi

g the development of the system architecture and the alloCation of system requirenments

The
ness
SSA

SEE
ould
soft
o be
and
any

stem
gned

built, complies with the’safety requirements. Thus, all applicable SEE rates will be

Hed in the SSA.
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Fault / fault annunciation due to
SEE (all events)

Hard faults Firm faults Soft faults SYSTEM LEVEL
e.g. SEB, SEGR, SEFI, loss of configuration, e.g. SEU, SET,
destructive SEL, non-destructive SEL, etc. etc.
etc.
Hard effect Hard effect _ No effect _ Soft effect
may affect MTBF until power cycled — either through the effect being may affect
availability timing ‘momentary’ (soft) or because no fault found
may affect MTBF the gate affected is, not\dsed
(hard)
LRU
LEVEL
May.affect MTBUR
IEC
Figure 7 — SEE.in relation to system and LRU effect

7.2 | System design

Because failure effectssmay include both malfunction and loss of function, the implemenfation
of spme aircraft functions usually requires system architectures with some degrde of
equigment monitoring and redundancy. The degree of redundancy is dictated by equipment
component failure-rates that include SEE failure/fault rates. An indication of the impact of| SEE
is giyen in Figufe 7. Since the neutron interaction events that result in SEE are stochasti¢ and
relatively rare; potentially adverse safety effects would be confined to Level A, B jor C
systgms.(For Level D and E systems, the impact of SEE would primarily affect economicg and
custgnierssatisfaction and need not be considered in system safety assessments.

For Level A, B and C systems the SEE rates should include single event effects that result in
both soft errors and hard errors. Soft errors are defined as those that are easily recovered
from, usually by a rebooting of the system, or even recycling power. The non-destructive SEE
effects that comprise soft errors include SEU, MCU, SET and SEFI (most of the time). Hard
errors are those that cannot easily be recovered from by a rebooting of the system. They can
be brought about by destructive damage to an electronic device or by a soft error being
propagated within a system that results in the standard boot-up not being available. The
destructive SEE effects that constitute hard errors include SEL, SHE, SEB, SEGR and on
occasion SEFI. In those few electronic devices that are sensitive to destructive SEE effects by
high-energy neutrons, such as SHE and SEL, the SEE rates in avionics (see 8.2.3 and 8.2.4)
will be much larger than the rates of hard failures in those devices due to mechanical
mechanisms, which are generally in the range of 100 to 1000 FITs
(1 x 107 failure-device=1-h=1 to 1 x 10~ failure-device~'-h—1 [68] for avionics).
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The SEU rates for individual electronic devices may be obtained from a variety of data
sources, and the two main approaches that can be utilised for these are discussed in Clause
B.3 and Clause B.4. The approach described in Clause B.2, exposing an LRU or circuit board
to a proton or neutron beam, provides more information as to how potential SEEs in electronic
devices affect the subsystem, but few such tests have been carried out. Very few electronic
devices have been documented to be sensitive to destructive SEE effects, primarily SEL, by
high-energy neutrons or protons, but only a limited number of devices have been tested in
such beams in the first place. However, actual in-flight experience of devices used in avionics
boxes could be utilised to demonstrate the lack of sensitivity to destructive SEE mechanisms,
although this has not been done formally to date.

Equipment redundancy along with other mitigaling architecture measures would in] turn
transfate to requirements for acceptable SEE rates. For a single system implementation of a
parti¢ular aircraft function, objectives should revolve around acceptable equipment failure

rates| that include SEE rates. Architectural considerations, equipment design oFcompanent
seledtion mitigate the impact of failure rates (including SEE rates) on a product. The discipline
and figor required in the system design for, and verification of, mitigation‘of fault effec¢ts is
depehdent on the system development assurance level.

Sepdrate error rates are required for soft errors and hard errorsAfaults) depending ofn the
overall equipment impact of these errors/faults. For example, soft €rrors may not constitute an
equipment fault if an automatic or crew initiated reset is able toyreturn the equipment tp full
oper{tion. The discipline and rigor associated with SEE rate determination could range|from

characterisation of the actual SEE rate for a specific electronic device to a determinatipn of
similarity to a class of devices with a known SEE gate. An electronic device SEE| rate
impafgting a Level A (function failure effect of catastrophic) system should be quantified with
greafer rigor (see 7.4.2) than that impacting a L'evel B (function failure effect of sgvere
majof/hazardous) system. Likewise, an SEE rate - impacting a Level B system should be
quantified with greater rigor (see 7.4.3) than that impacting Level C (major) systems|(see
7.4.4)) or Level D (minor) and Level E (no effect) systems (see 7.4.5).

For the purposes of this document, soft errors result in error or loss of function which is
recoyerable for example by reset or power cycle. Hard errors result in equipment failurg that
is pefmanent and only recoverable<through repair activity.

7.3 Hardware considerations

SEU|[rates are a particular issue with digital electronic hardware. Such effects refer tp the
chargcteristic of invalid state changes, for example those that occur in latch cifcuits
(menories, registers, etc.) that are fundamental building blocks of digital hardware.

Extrgme solarflare events produce additional neutrons within the atmosphere that increase
the dverall_atmospheric neutron flux without direct warning. Therefore for Levels A, B and C
systgms (@ ,scaling factor for solar enhancement of the high-energy neutron flux should be
applied\(see 5.6).

Using the safety assessment process and given a failure/fault rate, for each type of SEE, the
system architectures can be provided to achieve robust operation in a potentially fault
producing environment. System architectural features, such as redundancy, monitoring, error
correction, or partitioning, can be useful in mitigating the effects of an equipment fault on the
system operation and reducing the probability of a system hazard. Redundancy is a technique
for providing multiple implementations of a function — either as multiple items, or multiple
lanes within an item. It assumes that a hard error/fault (SEE induced, etc.) impacting one
element of the system implementing a function is independent of such a fault impacting the
redundant system element. Monitoring for, and accommodation of, an equipment fault effect is
a useful technique to minimise the impact of any such effects.

If various functions are provided by the integrated modular avionics (IMA) technology, the
determination of the development assurance level should include the effects of the
simultaneous loss and/or malfunction of all of the functions that the IMA system provides. The
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rigor and discipline associated with the highest system development assurance level would
typically be applied to the hardware associated with the IMA computing platform.

7.4 Electronic devices characterisation and control
7.41 Rigour and discipline

The rigour and discipline needed in characterising electronic devices SEE rates and electronic
devices control will vary according to the development assurance level and should be tailored
accordingly.

7.4.2 Cevel A'systems

This [assurance level will require the most rigorous/disciplined (testing/analysis)apprnoach
(inclyding SEE rate characterisation) for showing compliance to requirements for, acceptable
functjon performance in the radiation environment. Level A systems include“functions for
whiclh the pilot will not be part of the operational loop, for example FBW,-etc., and|also
functjons for which the pilot will be within the loop through pilot/system information exchange ,
for example EFIS, etc.

One pf the following methods should be employed:

a) SEE rates in electronic devices may be derived from <eltron testing on the spgcific
r:vices used in the design by exposure to a suitable simulation facility. An examplg of a
gh fidelity atmospheric neutron environment simulation is the Los Alamos WNR|(see
3.3 and Annex C for alternative simulators)\\ The accuracy of this methqgd is
proximately a factor of 2 on the event rate.

d
h
8
a

b) SEE rates in electronic devices may also besderived from proton testing on the spgcific
devices used in the design by exposure to“high energy (greater than 100 MeV) proton
beams (see 8.3.3, Clause B.2 and:Annex C). The accuracy of this methdd is
approximately a factor of 3 on the event rate.

c) At system level, “in-the-loop” type of SEE testing of avionics equipment or systems| may
be used as described in Clause B.1. The accuracy of this method is approximately a factor
2 to 3 on the event rate dependent on particle beam used.

e used to derive event_rates, however a suitable minimum factor in event rates|over

0
d) Where such data is not available or testing is impractical then the methods of 7.4.3| may
b

vhalues calculated by these methods should be applied.

The fype A systems require the most robust electronic devices performance and elecﬂronic
devide technology, controls. Technology controls should be in place to monitor elecfronic
compgonent supplier changes that could impact SEE failure/fault rates.

7.4.3 Level B

SEE [rates should be based on either:

a) Level A rigour/discipline; or
b) less rigorous/disciplined approach using one of the following methods:

1) The use of proprietary information and data applicable to SEE, for example silicon on
insulator and established thin radiation tolerant epitaxial layer to prevent latch up, and
non-contiguous memory to avoid MBU (accuracy approximately a factor of 2 on the
event rate).

2) lIrradiation of individual avionics equipment items containing a variety of potentially
sensitive electronic devices as described in Clause B.2.

3) Any of the following SEE engineering tools that should be applied by SEE radiation
effects experts:
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i) Use of heavy ion SEE data processed using an analytical approach to obtain
neutron SEE data (see Clause B.3). Accuracy is approximately a factor of 10 on the
event rate.

ii) Use of neutron/proton SEE data on specific electronic device types (see Clause
B.3). Accuracy is approximately a factor of 10 on event rate.

iii) Use of generic SEE data based on component basic technology and type (for
example CMOS SRAM) (see Clause B.4); it is used where there is no relevant SEE
data for the electronic devices. Accuracy is approximately a factor of 10 on the
event rate because this is an inherently conservative method.

iv) Use of component SEE testing by laser simulation using a laser that has been
calibrated using a reierence electronic device of the same junctional typg (for
example SRAM) and similar technology and feature size (see Clause: [B.5).
Accuracy using calibration electronic devices is approximately a factor of 10 op the
event rate.

c) SEE failure/fault rates traceable to SEE tests on similar electronic devices using test
regsults from non-neutron testing facilities (see Clauses B.3, B.4 and B.5).

Thesg types of systems require moderate electronic device and technology control| with
periodic assurance that no supplier changes could impact SEE failure/fault rates.

7.4.4 Level C
SEE Jrates should be based on either:

a) Level B rigor / discipline; or

b) SEE failure/fault rates traceable to testing results via an SEE failure/fault rate model|(use
of an average SEE error rate for all potentially’ sensitive components. In these instapces,
the SEE error rate may be high for someccomponents and low for others but the oyerall
equipment error rate can be expected tocbe acceptable (see Clause B.4)).

Thesep types of systems use normalZelectronic device control and change notification
practices. Changes should be reviewed for potential impact on SEE failure/fault rates| The
impagt of an electronic device change will be tracked by product (identify trends indicating
major increases in failure/fault rates).

7.4.5 Levels D and E
Thesep types of systems use normal electronic devices control and change notification

practices. No additional screening for the effects of atmospheric radiation is required upless
specifically requested by the customer.

8 Determination of avionics single event effects rates

8.1 L Mainsingle-eventeffeets

Many electronic devices are sensitive to SEEs in avionics at aircraft altitudes, and there are
many different ways of dealing with the phenomena. First, it shall be recognised that even
though Clause 6 lists many different kinds of single event effects, in almost all cases for
electronic devices available at the beginning of the 215t century, the main effects that need to
be dealt with are SEU, MBU, MCU and SEFI. This may not hold true in the future as
fabrication methods and output requirements of newer electronic devices are further
advanced through developments in electronic device technology. The event rate for the other
single event effects are generally low enough that they can be ignored in most cases.
However, SEL presents a difficulty because while the majority of CMOS devices are not
sensitive to SEL due to the atmospheric neutrons, a few electronic devices are sensitive, and
the atmospheric neutron SEL rate for some of these may not be considered small enough to
ignore. The potential for SEL may change as a result of die revision of existing electronic
devices.
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The key to being able to deal with single event effects in avionics is to quantify the SEE rate
of an LRU, which usually is taken as the combined SEE rate of all of the electronic devices
that are used in the LRU. The SEE rate per electronic device-hour is calculated by the
following equation:

SEE rate = atmospheric neutron flux (neutron.cm=2.h=1) x SEE cross-section (cm2.device=1)(2)

A number of different approaches can be used for this, from testing an LRU or the electronic
boards within it while exposed to a beam of neutrons or protons (dynamic test), to calculating
rates based on data for the static SEE response of individual electronic devices. The subject

f H 1 b s £ H H % H [ [ [l S aYaVoVaValllla)
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The BEE response of an electronic device to a beam of particles is characterised as-the|SEE
crosg-section, which is the number of events divided by the fluence of particles {proton-¢gm=2,
the pfarticle flux integrated over the exposure time) to which the device was exposed. Thus the
crosg-section is given in units of cm2.device=! or cmZ2.bit~1.

8.2 | Single event effects with lower event rates

8.2.1 Single event burnout (SEB) and single event gate rupture (SEGR)

devides such as power MOSFETs and IGBTs. As discussediin Clause 6, energetic neutrgns in
the dtmosphere can induce SEB and SEGR in power/MOSFETSs, but there is an addifional
impoftant electronic device parameter involved, V'pg,<the drain-source voltage (Vgg, the|gate
sourge voltage, plays a minor role). Power MOSFETS are generally operated at a defated
condj|tion, i.e., operated at a Vpg that is lower.than the rated Vpg of the device. A Jarge
number of power MOSFETs have undergone Iaboratory testing with beams of heavy ions for
SEB |and/or SEGR, and these have identified-the value of V'hg (passing Vpg) at which no|SEB
or SEGR occurs. Similarly, a smaller nhumber of power MOSFETs have been tested| with
beanys of protons and energetic neutrops:for SEB, and the results of these, the passind Vpg
valugs, have been tabulated [69, 70,.71]. The proton/neutron passing Vpg is higher thap the
heavy ion passing Vpg. From these(tesults we can generalise that, based on those electronic
devides that were tested, atmospheric neutrons can induce SEB in power MOSFETSs ratgd at
400 Y and above. However, ifithe electronic devices are operated at a Vg of <300 |, the
probability of a SEB will be_low enough that SEB should not be a concern. For volages
> 300 V, the SEB cross-section is needed in order to calculate the SEB rate, and this cfoss-
sectipn can be obtained only from high energy proton/neutron SEB tests, such as those in [72,
73, T4].

Single event burnout (SEB) and single event gate rupture (SEGR) apply only to elec%ronic

Therg¢ is evidence that high voltage electronics has been affected by secondary neutrops at
sea IEveI. As.indicated in [62, 69], the instances in which high power electronics have failed
on the greund are all attributable to the cosmic ray neutrons.

8.2.2—Singleevent-transient{SET)

Single event transient (SET) responses have been measured in a number of electronic
devices with heavy ions, but in only three different types of devices using proton beams, a
comparator [52], analogue to digital converter [75] and a pulse width modulator (PWM) [51].
The ability of an electronic device to tolerate a SET is highly dependent on the specific
application. Nevertheless, the calculated SET rates for these three types of electronic devices
at aircraft altitudes considering the nominal neutron flux (see 5.3.2) can be helpful for
purposes of assessing the kind of effects that could be induced, and providing an upper
bound on their probability of occurrence. For the PWM, SETs led to changes in the waveform
output of the electronic device, which is usually at constant frequency and duty cycle [51].
Phase shift errors in the output were considered small events, and they have an upper bound
rate of 4 x 108 event.device=1-h="1 at aircraft altitudes, while period mismatch errors (larger
events), have an upper bound rate of 1 x 10~ event-device=1-h=1. With the comparator, the
recorded transients were about 1 pus in duration, and the probability of such events depended
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on the voltage input. For a =25 mV input, the proton results lead to an upper bound SET rate
1 x 10-% event-device~1-h~1 at aircraft altitudes, and with a —12,5 mV input, the proton results
lead to an upper bound SET rate 2 x 10~° event-device=1-h=1 at aircraft altitudes.

8.2.3 Single event hard error (SHE)

For single event hard error (SHE), a 64 Mbit SDRAM was recently tested with high-energy
protons and stuck bits, SHEs, were recorded [63]. This is the most useful data for estimating
the SHE rate at aircraft altitudes. SHE is a micro-dose effect, and it is not at all clear that
other large SDRAMs will also have the same sensitivity to this effect as the SDRAM that was
tested. Nevertheless, the calculated SHE rate for this SDRAM at aircraft altitudes is helpful in
proviffiing an upper bound on the probability ol occurrence of hard errors. using this proton
data[[63] an upper bound rate of 4 x 10-6 SHE event-device='-h=! is obtained at™aifcraft
altitudes due to the atmospheric neutrons. This rate is based on the assumption that-eac¢h bit
of the¢ 64 Mbit SDRAM is equally sensitive.

8.2.4 Single event latch-up (SEL)

Many CMOS devices are sensitive to SEL from heavy ions. A small number of these have also
been| tested with beams of energetic protons and neutrons, and-have been shown be
sensftive to SEL from the protons and neutrons. References [76{/{7] contain a few of these
electfonic devices that can have SEL induced by protons and heutrons and their SEL cfoss-
sectipns, but each year or two one or more new electroni¢{devices are identified by|SEE
resegrchers as sensitive to proton SEL [78].

One ppproach that may be useful is to provide an upper bound rate based on the electronic
devide with the highest probability of having SEL [76, 77] induced by atmospheric neutrons at
aircraft altitudes. References [76, 77] list a total of seven electronic devices with proton| SEL
crosg-sections, and the two highest have SEL ‘cross-sections of 4,5 x 10-9 cm2 (DSP) and
6,6 x| 10-9 cm2 (microcontroller). Unfortunately, two very recent proton-induced lat¢h-up
crosg-sections have been published for SRAMs [47, 79] and these proton-induced SEL cfoss-
sectipns, 7 x 10~2 cm?2 and 4 x 10-8 cm?Z; both exceed the largest previous proton SEL vjalue.
Another study [80] exposed SRAMs-to the WNR neutron beam, and SRAMs from three
diffeflent vendors latched up, two*also with high SEL cross-sections. Thus an upper bjound
SEL [rate for avionics based-‘on the largest measured SEL cross-section to dafe of
4 x 1108 cm?2 and the neutron'flux of 6 x 103 neutron.cm=2-h—1is 2,4 x 104 latch-up-device~1-
h=1, pr once in about 4 000 h-' Since this rate appears to be high enough to be of concer
best pertain alternative would be to expose all electronic devices in an LRU to a beam of

scregning, the pulsed laser approach constitutes also an efficient solution. The laser is Jused
only [to determine\'whether or not an electronic device will latch up following an ioni
evenf [81]. This-testing provides a relevant and reproducible answer for electronic device
assegsmentduring design phase but also to control die changes influence on SEL sensitipity.

Electronic devices that are sensitive to neutron-induced SEL could thereby be identified and
alterrratt f f —Tris and
programs due to concerns of SEL by the trapped protons in space.

8.3 Single event effects with higher event rates — Single event upset data
8.3.1 General

The key to being able to deal with single event effects in avionics is to quantify the single
event effect rate for an avionics box. Once an estimate can be made of the event rate,
appropriate measures can be considered to accommodate the event. If the event rate is low
enough, a decision might be made to tolerate it. If it is too high, a variety of fault tolerant
measures can be considered for incorporation, such as error detection and correction (EDAC)
or redundancy. These fault tolerant measures involve architecture and systems approaches
that are beyond the scope of this document.
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As indicated in Clause 6, SEU, MCU and SEFI are the three single event effects that present
the largest potential threat to aircraft avionics, and they are listed in order of decreasing
occurrence. In addition, as discussed in 8.2.4, for a few CMOS devices, the single event
latch-up rate could be a concern. At a simplified level, the SEU rate depends on the number
of bits in an electronic device, and in most cases the bits serve as either memories, registers,
or latches. The kinds of electronic devices that contain the largest number of volatile bits are
memories, microprocessors, ASICs and field programmable gate arrays (FPGAs). When the
SEU rate at aircraft altitudes is considered on a per bit basis, the SEU rate is similar for these
various kinds of electronic devices to within a range of 1 to 2 orders of magnitude.

8.3.2 SEU cross-section

The BEU response of an electronic device to a beam of particles is characterised as the|SEU
crosg-section, which is the number of upsets divided by the fluence of particles (protoh-¢gm=2,
parti¢cle flux integrated over the exposure time) to which the device was exposed." Thug the
crosg-section is given in units of cm2.device~! or cm2-bit=1. Various scientific and enginegring
organisations around the world carry out such SEU tests in order to characterise the |SEU
respanse of electronic devices to the different particles. The vast majority~of these test§ are
perfgrmed for electronics that are being considered for use in space_ ~lherefore, most df the
tests|are with heavy ion particle beams, and some are with proton beams. A smaller number
are performed using neutron beams.

Thus} in the radiation effects literature, there are three diffefent types of SEU cross-segtions
that are reported, heavy ion SEU cross-sections, proton SEU cross-sections and neutron|SEU
crosg-sections. For immediate purposes, the heavy ion,SEU cross-sections, which are [used
for ¢lectronics intended for space applications, are* not directly relevant for avipnics
applipations; however the utilisation of heavy ion SEU data for avionics purposes is fyrther
discyssed in Clause B.3.

8.3.3 Proton and neutron beams for mgasuring SEU cross-sections

For particle energies above 50 MeV, SElcross-sections measured with protons and neufrons
can be taken to be essentially the same, but at lower energies this is not true due tp the
coulgmb barrier for the proton thatis)not present for the uncharged neutron. However, there is
a prgblem in making comparisors between neutron and proton data in that the proton|SEU
crosg-sections are measured\using a mono-energetic proton beam, whereas it is difficplt to
achigve a beam of neutrons_of a single energy except under special circumstances. Proton
beams are available at a.number of high energy accelerators around the world, for example
the Ipdiana University-€yclotron Facility (IUCF) in the US, the Paul Scherrer Institute (P$l) in
Switzerland, the TricUniversity Meson Facility (TRIUMF) in Canada, etc. Each accelerator has
an upper energy, buttesting is often done at several energies and the SEU cross-sectiong are
repoayted as a funetion of the proton energy. Therefore SEU cross-section from proton bgams
greafer than 100 MeV can be used to give the equivalent cross-section from WNR.

At aircraft”altitudes, the spectrum of the atmospheric neutrons covers the energy range to
greafer~than 1 000 MeV QOne type of neufron source is available that simulates the
atmospheric neutron environment and is set up to allow experimenters to expose electronics
to the beam and measure the induced single event effects. This is the spallation neutron
source, examples of which are given in Annex C; these sources can be designed so that their
spectrum simulates the atmospheric radiation environment (white neutron source) up to the
maximum energy of the accelerator. Such sources can produce neutron fluxes that are orders
of magnitude greater than that of the atmospheric radiation environment and enable highly
accelerated testing of electronics.

The other neutron sources that are available are mono-energetic neutron generators and
quasi-mono-energetic neutron beams. The neutron generators rely on the D-T reaction to
produce mono-energetic beams of 14 MeV neutrons and occasionally on the D-D reaction to
produce beams of ~3 MeV neutrons. The quasi mono-energetic beams rely on a proton beam
striking a lithium 7 target producing a peak of neutrons at nearly the energy of the protons,
and a lower flux of neutrons with energies over the entire energy range from the peak energy
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down to thermal energies. This low energy “tail” constitutes a significant fraction of all of the
neutrons produced. There is some uncertainty as to how to remove the SEU contribution from
the neutrons in the lower energy tail in a consistent manner to yield mono-energetic neutron
SEU cross-sections.

However, there is another source of neutrons within an aircraft that can cause SEEs that
requires an entirely different kind of neutron source for purposes of laboratory testing. These
are the thermal neutrons discussed in 5.3.5. The average energy of these neutrons is
0,025 eV, but they are more generally considered to be below 1 eV; thus they are 6 to 9
orders of magnitude in energy lower than that of the high energy neutrons of primary concern,
those in the 1 MeV to 1 000 MeV range. The thermal neutrons cause single event effects by
their iInteraction with the boron 10U Isotope within the 1C (glassivation layer over silicon), rather
than [with the silicon atoms. The reaction that is responsible for the increased SEU rate-due to
thernmpal neutrons is:

10B + neutron — 7Li + 4He (alpha) (3)

Resgarch nuclear reactors and other facilities (see Annex C) provide~gonvenient sourcgs of
thermpal neutrons with relatively high neutron fluxes for accelerated-testing. However there
have|been few studies in which electronic devices have been exposed to thermal neufrons
and the resulting SEU cross-section measured. Of these only @ small number have exposed
SRAMs to both thermal neutron and high-energy neutron . ®©eams and compared the |SEU
crosg-sections. In one study [47], both the thermal and%“high energy neutron SEU cross-
sectipns in SRAMs from four different vendors were measured. For SRAMs from two vendors
the thermal neutron cross-section was higher than the“high energy SEU cross-section |by a
factof of between 1,5 and 3, for one vendor’s electronic device the ratio of the SEU cfross-
sectipn from thermal and high energy neutrons was about 1, and for the fourth vendor, there
were|l no SEUs from thermal neutrons. In a second study [82], for one SRAM the thermal
neutnon SEU cross-section was lower than_ that due to the high energy neutrons by abput a
factof of 10, but for a second SRAM, the thermal neutron SEU cross-section was higher|by a
factof of 2,5. The most compelling study:-[83] exposed SRAMs to naturally occurring neufrons
at a lhigh altitude location, with some electronic devices receiving the full spectrum and ofhers
havirlg the thermal neutrons shielded out. The SEU rate due to thermal neutrons was about
threg times that due to the high-energy neutrons, and when account is taken of the relative
magnitude of the neutrons fluxes, the SEU cross-section from thermals is about four {imes
that Hue to high energy neutrons. Additional comparison between high energy and thgrmal
neut:lon cross-sections for 'SRAMs is made in [22]. Thus the additional SEU rate from thermal
neutrnons is an issue foravionics. There is further discussion of thermal neutron SEE in Annex
A and in IEC 62396-5!

Thus| the neutrons'SEU cross-section obtained from a specific test depends on the neptron
sourge that was used. For avionics applications, cross-sections measured with the WNR
beam are_best because these neutrons have the same energy spectrum as the atmospheric
neutfons:._These WNR SEU cross-sections can be applied directly to the atmospfheric
neut:Ions at aircraft altitudes [77].

The relationship between the WNR SEU cross-section and proton and neutron SEU cross-
sections at specific energies is shown in Figure 8 for three older SRAMs. For the two
electronic devices with the SEU cross-section measured in the WNR beam, it appears the
WNR SEU cross-section is approximately equal to the proton SEU cross-section for
energy > 100 MeV, and to the mono-energetic neutron SEU cross-section at 100 MeV.
Therefore SEU cross-section from proton beams greater than 100 MeV can be used to give
the equivalent cross-section from WNR. The mono-energetic neutron SEU cross-section data
were derived from measurements made with a pseudo mono-energetic beam and corrected
for the contribution from the tail of lower energy neutrons [84]. Further, based on more recent
testing [21], SEU cross-sections obtained from testing with mono-energetic proton beams
(> 100 MeV) in SRAMs, FPGAs and microprocessors are expected to be within less than a
factor of 2 of those that would be obtained from testing with the WNR neutron beam.
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For t

neutrLons, two examples are presented in Eigure 9, with data on 4 Mbit SRAMs [21, 47]
e size of these electronic devices was 0,4 um and this figure gives data for the most and
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Figure 9 — Neutron and proton SEU bit cross-section data

Figure 9 also has the SEU cross-section from thermal neutrons (less than 1 eV) obtained at
the NPL facility. For one electronic device this is about a factor 1,5 to 3 higher than the SEU
cross-section from high energy neutrons and for the other it is comparable. Further examples
of test data on thermal neutron sensitivity are given in references [21, 22] and these show
that for some electronic devices, thermal neutrons could dominate the SEU rate in avionics,
while for others the contribution could be minor. Full discussion on how to deal with the
thermal neutron problem is given in IEC 62396-5.
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8.3.4 SEU per bit cross-section trends in SRAMs

Thus, as a practical matter, even though the best SEU data is from measurements in the
WNR beam, the largest source of SEU data that can be used as a substitute for the WNR
SEU cross-sections are proton SEU cross-sections at energy > 100 MeV. Recognising this,
tabulations were compiled in 1997 of SEU cross-sections (cmZ2-bit=1), applicable to avionics,
that were derived from WNR and proton (£ > 200 MeV) measurements for both SRAMs and
DRAMs [85]. The conclusion reached in reference [85] is that based on the original data that
had been compiled, the average SEU sensitivity of both SRAMs and DRAMs was decreasing
over time. However, for SRAMs the SEU sensitivity per bit was decreasing slowly, while for
DRAMs the SEU sensitivity was decreasing much more rapidly.

Becajuse this compilation of SEU cross-section data as a function of the date of the electlronic
devide is very useful for purposes of understanding trends in the SEU semhsitivify of
electfonics, the two curves for SRAMs and DRAMs [86, 87] have been updated. (Fhe updfating
was flone by plotting all of the original data, and then adding data from more~recent soJArces
to eXpand years covered and the breadth of electronic devices included. The"SRAM data is
shown in Figure 10, and Figure 11 shows the corresponding data for DRAMs. However, since
the $EE cross-section data changes so rapidly with changes in IC~technology, as hQetter
characterized by feature size rather than electronic device date, Anfnex’G has been added. It
contgins the latest SEE response data (for feature sizes down(t0”< 50 nm) and guidance
(SEU, MCU, SEFI, SEL, SET and SEB).

Figule 10 shows a reduction in the SEU cross-section ovetitime, but with a gradual slope. In
lookipg at Figure 10 that includes the newer data, it isdifficult to justify a continuing trepd in
the reduction of the SEU cross-section, i.e., for m@st"electronic devices it appears o be
apprpaching an asymptotic value. Much of the datd appears to be centred around an|SEU
crosg-section of 1 x 10~13 cm2.bit=1, but more hroadly within a band of a factor of 3 to 0,83 of
this yalue.

The ponclusion regarding the approximaie asymptotic behaviour of SRAMs over time| with
respect to their SEU sensitivity from atmospheric neutrons should be treated with caution| It is
derived primarily from the data in Figure 10, and there is no way to determine| how
reprgsentative the electronic devices’ used in Figure 10 are for all SRAMs that may be usked in
aviorjics. The SRAMs used in Figure 10 are those that had been tested for SEU with gither
the WNR beam or high-energy.protons. As seen in Figure 10 a few SRAMs have even lower
SEU [cross-sections than the apparent asymptotic bands that can be derived, either 1 x 1014
cm2-bit=1 to 1 x 10~13 cm2-bit=1 or 3 x 10~14 cm2.bit-1 to 3 x 10~13 cm2-bit-"1.
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Figure 10 — SEU cross-section in SRAMs as function of the manufacture date

The BRAM SEU data in Figure 10 includes SRAMs~that had feature sizes of > 500 nn] and
otherls down to below 100 nm; the approximate technology feature sizes have been addged in
nm. Compilations of SEU cross-sections from more recent electronic devices, down to fepture
sizeq of 180 nm [88, 89, 90] have shown a gradual decline in the cross-sections, with mgst of
the cfoss-sections falling into the range of 4<x10-13 cmZ2.bit=1 to 1 x10~14 cmZ2-bit-1 but 4 few,
mostly those for <200 nm, lying between. 1 x10-14 cmZ2.bit-! to 1 x10-15 cmZ2.bit-!. As the
feature sizes have continued to declineia few SRAMs have exhibited an increased sensftivity
at low neutron energies, i.e., E < 10"MeV, compared to most previous electronic deyices.
Whilg¢ the rule of thumb that the 'SEU contribution in the atmospheric neutron environment
from|neutrons with 1 MeV < Ex"10 MeV is less than 10 % of the total rate [7] geneérally
applies, for these few electronic devices the ratio of [SEU cross-section (£ > 10 MeV)] / [SEU
crosg-section (E between 3 MeV to 5 MeV)] has been ~1,0. Thus for such electronic deyices
the §EU contribution frem*neutrons with £ < 10 MeV will be greater than 10 % [21].

A relpted but different effect is being seen in SRAMs with feature sizes of < 90 nm and this
relates to upsets_being caused by direct ionization from low energy protons (£ ~0,1 MeV)|[64].
Neutfons of allyenergies can produce secondary protons with such low energies. Thus, $EUs
from|[suchdow energy secondary protons are a new mechanism through which neutrong can
causg SEUs in SRAMs [91] (see 6.2.10 for further discussion). Low energy protons are part of
the gnvironment.

8.3.5 SEU per bit cross-section trends and other SEE in DRAMs

With DRAMSs the situation is different. The steep decline of the SEU cross-section with year of
DRAM production seen in the original data [85] is enhanced by including more recent data. In
this case, as microelectronic technologies are being modified to enable individual electronic
devices to hold an increasing larger number of bits, the net result for SEU sensitivity is a
continuing decline in that sensitivity on a per bit basis. This is seen in Figure 11 which shows
the original data [85] along with SEU results from more recent tests. For more detailed
information and more recent data, see Annex G. The original data was based mainly on 4 Mbit
and 16 Mbit DRAMs, but the more recent tests, with much reduced SEU cross-sections per
bit, are based mainly on electronic devices in the range of 64 Mbit to 256 Mbit. In addition, [8,
40] DRAMs were tested that were designed using different DRAM technologies, trench
internal capacitance (TIC, utilised only by IBM and one or two other vendors) and stacked
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capacitance (SC, utilised by all other DRAM vendors). TIC DRAMs have a lower SEU
sensitivity.

However due to the large variations between electronic devices of differing technology and
feature size, designers are recommended to seek relevant data or to test the selected device.
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Figure 11 — SEU cross-section in:\DRAMs as function of manufacture date

An 3pproximate trend line is shown~in Figure 11, together with approximate generic
technjology feature size. The dataoan DRAM was obtained from several sources, incliiding
data |for SC DRAMSs [87, 92, 93], This data was modified to fit the format of the figure $ince
the griginal Baumann curves. Wwere based on the size of the DRAM and not the yepr of
manufacture. The main point fo be derived from the trend line is that the SEU per bit cfoss-
sectipn has continued to, decrease as the size of the DRAM has increased, which appedrs to
be re¢lated to the newsDRAM technology that has been developed to achieve the hjgher
dens|ty memories.

In m@st applications, the occurrence of SEU in the DRAMSs that constitute the main memory is
protected by(EDAC. With EDAC additional bits are attached to each word to enable the HDAC
schee tosdetect a flipped bit and correct it. However, there are also other SEE effegts in
DRAMs-that should be considered, namely their sensitivity to multiple cell upset (MCU), stuck
bits (single hard errors) and single event functional interrupt (SEFI). The new larger DRAMs
(Gbit size arrays) may be sensitive to all of these effects [48, 49]. Regarding MCU, two
different kinds of effects are possible, standard MCU in which two or three errors are induced
per neutron strike in the memory array, and a burst type of effect in which thousands of errors
are induced due to a neutron strike in the logic portion of the DRAM (see 6.2.3). The
sensitivity of new DRAMs to burst errors varies significantly with DRAM vendor and so this
effect needs to be considered for future developments in the usage of DRAM designs. Thus,
these effects should be considered for future developments in DRAM designs.

Probably the major effect is MCU, which had been about 1 % to 3 % of the SEU rate for older
electronic devices, but for more recent electronic devices with feature sizes below 180 nm
MCUs increase and burst errors affecting > 1 000 bits may be important (see 6.2.3). However,
the MCU fraction relative to the SEU rate can vary significantly from one DRAM to the next,
and the impact that an MCU in a DRAM has on the operation of a board can also vary
significantly due to the distribution of the bits per word in the DRAM. The method by which
bits per word are physically distributed within the DRAM varies among the DRAM vendors.
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Stuck bits can be a concern because once such bits are stuck, the SECDED EDAC technique
protecting words containing these bits no longer works for those words. The MCU fraction
variation can be much higher, and there is value in laser screening to give the physical
location of bits and the relative sensitivity to MCU. If there is physical separation between the
bits per word then this reduces the sensitivity to MBU in a given word.

8.4 Calculating SEE rates in avionics

Based on the SEE data shown and discussed in Clause 8, it is clear that SEEs can be
induced in electronics used in avionics. Clause 8 discussed a variety of SEE tests that have
been carried out in the laboratory, using both neutron and proton beams, during which SEE
crosg=sectionms T Ticroetectronics tave beem measuredmadditiom, = Hmited—amouomntofidata
has een published of actual SEE rates recorded during flight [5, 8, 39, 40, 41]. The_objdctive
is to|establish a methodology for obtaining the SEE rate in the microelectronics used ip the
aviorlics due to the atmospheric neutrons, and to address the impact of the SEE ©on the actual
aviorics.

The pimplified method of calculating the SEE rate for a particular effect“as defined in this
standard is to multiply the SEE cross-section for that effect (units of-¢m?2) by the integfated
neutfon flux of 6 000 neutron-cm=2-h=1 (E> 10 MeV). This 6 000 péttron-cm=2-h-1 flux|is a
nomipal value for 40 000 ft (12,2 km) altitude and 45° latitude{~ahd may be adjusted for
diffenent altitudes and latitudes (see Annex D), as well as the ehhancement from a solar flare,
as discussed in 5.6. In the nominal atmospheric radiation efvironment described abovg and
wher the cross-section has been determined with an atmospheric-like (white neutron) sgurce
the EE rate may be calculated from:

SEE | rate per electronic device-hour = 6 000- (heutron-cm=2.h=1) x SEE cross-section
(cmZ2|-device) (4)

The @bove calculation applies for all geometties because the conditions are atmospheric |ike.

The greater than 10 MeV neutrons will'be the dominant cause of SEE on sensitive elecfronic
devides with geometric feature size@bove 150 nm, however for electronic devices with fepture
size pt and below 150 nm the contribution of neutrons with energy between 1 MeV ar{d 10
MeV |may be significant, altheugh, for such electronic devices, based on [7], the contriblution
from|the 1 < E < 10 MeV neutrons to the overall SEE rate is 10 %. This estimated contribjution
has been derived using geometries between 150 nm and 90 nm and needs to be kept ynder
review as further low energy neutron test data on small feature size electronic devices (helow
150 pm) becomes available. However, even if the equivalent contribution for smaller fepture
size plectronic devices is much higher, this will in any case be automatically reflected in|SEU
crosg-sectionsymeasured at white spectrum neutron facilities.

The pther-method of calculating the SEE rate is by integrating the SEE cross-section|as a
functjon,of’‘energy (e.g., as in Figure 8) with the neutron spectrum (as in Figure 1) over all the
neut i i jori i ) the
measured spallation neutron is available for electronic devices but the cross-section as a
function of energy is not. In comparing calculated SEU rates in six SRAMs (0,5 um < feature
size < 0,35 um) based on the integration method using the QARM neutron spectrum [15], the
rates from the simplified method of this standard are in good agreement with the integration
method rates, though higher by about 50 %, but may not be applicable for smaller geometries
if non atmospheric-like sources are used to determine cross-sections (see also Annex H).

The multiple cell upset (MCU) rate should be calculated for the EDAC protected memory that
has been identified earlier, and has been deleted from consideration for the SEU rate.
Because the MCU/SEU fraction has been changing so rapidly with decreasing feature size
and RAM type, as described in 6.2.3, the MCU rate should be calculated only after
considering the guidance provided in 6.2.3. On a simplified level, this MCU rate in the
protected memory is assumed to evade the EDAC scheme and lead to an error that can affect
the LRU.
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A four-level hierarchical procedure is proposed for answering these questions regarding SEE
rates and the impact of the SEE rates on the avionics, proceeding from a rigorous
assessment to a conservative upper bound assessment. The primary levels involve testing of
specific electronic devices or boards, whereas the lowest level involves utilising existing SEE
cross-section data to the extent possible, and applying it in a conservative manner, which
therefore entails the highest level of risk. The methods are detailed in Clauses B.1 to B.6.

8.5 Calculation of availability of full redundancy

8.5.1 General

Mostrmederr—avionies—eaupment—utiises—state-of-the-ari—etectronic—components—thatihave
subnlicron feature size integrated circuits within the design. Such components may-be|SEE
sens|tive due to the avionics atmospheric radiation. The result of such SEE is to)gengrate
errorg or faults within the equipment that could have an impact on the functienality of the
equipment. Mitigation features can be incorporated as necessary in order "to” satisfy the
aviorjics system requirements for the higher design categories A to C (see“Clause 7)| The
equigment may contain some method of detecting the error or fault and utilise some leyel of
redupdancy to avoid any impact on the function. However, the affectéd element will not
recoyer until some form of correction is applied for the original SEE; during this time, the|time
to regover the full redundancy is not available [94]. The correction‘¢an be made by a regular
procgss such as "scrubbing" (memory refresh from uncorrupted.-data at fixed intervals) of rely
on cqgrrection when an error or fault is discovered. As an example, consider the availability, 4,
of a block of memory. If the mean time to recover is t,., the'mean rate of recovery p = 1/t...,
and If the mean time between SEE error generation is, tdpg, the mean SEE rate 1 = 1ftggg.
The availability of full redundancy is then given by the equation:

A=pl (0Fn) (5)

the recovery rate is much higher than the SEE rate the availability tends towards 1, i.e.

oF as the data is required.

b) Flirm errors and faults (e.g..SEFI, non-destructive latch), which persist until the power to
the electronic device is ¢ycled. If there is no facility during normal equipment operatign for

ppwer cycling, the condition will persist until the end of the operational period.

c) Hard faults (e.g. Stuck bits and destructive latch up) which are permanent and require
aintenance activity on the unit. These events are considered in the same manner a$ any

other component failure (see Clause 7).

The first two(of)jthese SEE types do not require maintenance activity since they recover fqr the
next [ operational use without any external intervention. Examples of full redundancy
availabilityfor the first two types of SEE event are given below.

8.5.2 SEU with mitigation and SET

Consider SEU in SRAM, with applied mitigation such as EDAC, ECC or multiple strings
(redundancy) along with voting. In such cases, the recovery time for ECC or redundancy with
voting can be very fast; if 1 ms is assumed, then the recovery rate is 1/1 000 = 1 000 s,
which is 3,6 million per hour. For SRAM with 5 Mbits of used locations, and with the SEU
cross-section between 1013 cm2.bit=1 and 1014 cm2.bit-" (see Figure 10), the corresponding
SEU rates vary from 3 x 103 upset.device=!-h-1 to 3 x 104 upset.device=1-h=1. In this
example, the recovery rate is orders of magnitude larger than the SEU rate, and therefore the
availability is very close to 1. There would be no significant impact on the equipment
availability, but the availability could be significantly impacted if the memories were very large
and the scrubbing operation not carried out at a sufficiently high rate (low periodicity).
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Single event transients (SETs) can persist for up to 10 us, after which the electronic device
recovers to normal operation. For a typical recovery time of 10 us, the recovery rate would be
1/10=° = 100 000 s~1 or 360 000 000 h-'. The SET rate during flight for a comparator or a
pulse width modulator ranges from 10-7 event.device~!-h-1 to 2 x 10~5 event-device~1-h~1
(see 8.2.2). In this example, the recovery rate is again orders of magnitude greater than the
SET rate and the availability is very close to 1.

8.5.3 Firm errors and faults

Consider SEFI, where electronic device functionality is recovered by cycling power or
rebooting. If the avionics equipment is not able to cycle power or reboot automatically, the
fault [will persist for the remaining flight duraiion (10 h or more) and full redundancy wjll be
unavhilable for this period. For triple modular redundant systems, the recovery time_from the
first pvent is immediate, but the occurrence of another event during the recovery-time¢ will
causg that element of the system to fail. For a typical SDRAM device (in READ(mode, faken
from[[43]) with a SEFI cross-section of 3 x 10-1" cm2.device~!, the SEFI ratecwill be 2 x|[10~7
even}-device~1-h=1, and again the recovery rate would be orders of magnitude greater|than
the SEFI rate, and the availability near 1.

As indicated in Figure 7, events such as SEFI may impact the MTBUR and MTBF if they are
identjfied as failures by any built-in test system.

9 (Considerations for SEE compliance

9.1 Compliance

The |following steps are a means to compliance and should be documented; however
altermative methods may be used where such methods can be justified.

9.2 | Confirm the radiation environment for the avionics application

Gengral guidance is given in 5.3. The degree of solar flare enhancement accommodfation
shou|d be defined by the user (see«5:6).

9.3 | Identify the system development assurance level

The gevelopment assurance level will determine the rigour and discipline associated with the
SEE j[accommodation (see Clause 7).

9.4 | Assess preliminary electronic equipment design for SEE

9.4.1 Identify SEE-sensitive electronic components

environment (see 4.3.7 in IEC TS 62239-1:2015 or EIA-4899). Guidance for the identification
of SEE-sensitive electronic components is given in Clauses 6 and 8 of this standard.

9.4.2 Quantify SEE rates

Quantify SEE rates based on the rigour required by 7.4 and the calculation approach defined
in 8.4.

9.5 Verify that the system development assurance level requirements are met for SEE
9.5.1 Combine SEE rates for the entire system

The accumulation of SEE-induced hard faults may impact the MTBF of the system.
Unaccommodated soft faults may impact the MTBUR and also the MTBF. The soft SEE-
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induced faults may be accommodated by hardware and/or software measures (refer to
Clause 7). Where any SEE is totally (100 %) mitigated in the application by limitation of
stressors this shall be clearly defined.

Whilst the equipment recovers from radiation induced soft errors some redundancy elements
are not available, and the recovery time shall be demonstrated as acceptable at system level.

9.5.2 Management of electronic components control and dependability

Refer to 4.3.7 in IEC TS 62239-1:2015 or EIA-4899, and to 8.4 of the present standard.
Changes by the semiconductor vendor to electronic components can affect their atmospheric
radiation SEE sensitivity and SEE rates. As a result change to potentially SEE-sengitive
electronic components shall be reviewed for impact on SEE sensitivity throughout the
operating service life of the equipment. Atmospheric radiation is part of thel/selectronic
compgonent management plan addressed by IEC TS 62239-1 or EIA-4899.

9.6 Corrective actions

Take| corrective actions if necessary.
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Annex A
(informative)

Thermal neutron assessment

It is important to assess the contribution that thermal neutrons make to the overall SEU rate.
The thermal neutrons can play a major role for two main reasons:

a) it appears that the thermal neutron flux inside an airliner is 1 to 2 times the high energy
(> 10 MeV) neutron flux; and

b) for many electronic devices the SEU cross-section due to thermal neutrons is higher [by a
factor of 1,5 to 3) than the SEU cross-section due to > 10 MeV neutrons.

Therg are confounding issues that make this assessment difficult and uncertain for|both
factofs. Regarding the thermal neutron flux, it varies significantly within a commercial air]iner,
due fo the proximity of hydrogenous materials which produce them, but the' magnitude qf the
variatlion has yet to be quantified through rigorous measurements. “The high energy
(> 10 MeV) neutron flux within the aircraft is essentially the samgLas the flux i the
atmopphere right outside the aircraft structure. This is not true for thethermal neutrons| The
thermal neutron flux within the aircraft is approximately 10 times thigher than it is outsidg the
aircraft because as the atmospheric high energy neutrons interact with the materials of the
aircraft, the flux of thermal neutrons builds up inside thefaircraft. Anecdotal informjation
regaiding measurements in a stripped down military 707 indicates variations of up to a factor
of 3]in a thermal neutron detector as it was moved inside the aircraft, but this aifcraft
contgined far less hydrogenous material compared 4o,"modern airliners. Based on the one
detailed calculation that has been carried out for a €rudely modelled 747, it can be estimated
that Within an aircraft, the thermal neutron flux may.be a factor of 1 to 2 times the high energy
neutjon flux. By comparison, within the atmosphere, the thermal neutron flux may be a factor
of 0,15 to 0,25 times the high energy neutrop-flux.

Regdrding thermal neutron SEU cross-sections, from the limited number of electronic deyices
in which this has been measured [47,-82, 83], most have a thermal neutron SEU cross-s¢gction
comparable to or larger than the high energy SEU cross-section, but a few electronic deyices
are rjot sensitive to SEU from thiermal neutrons. These latter electronic devices should not
contgin any BPSG, the major\source of boron 10 which leads to the SEU by the th%rmal

neutnons. However, these electronic devices do contain boron in lower concentrations thrpugh
othel| constituents in thetdie (for example p dopant). Thus in older electronic devices without
BPSG, the thermal neuiron SEU cross-section from these other boron sources would be
redug¢ed by 2 to 3 orders compared to that in BPSG and hence can be ignored, but in more
recent SRAMs [18, 95] without BPSG, the SEU contribution from thermal neutrops is
somgwhat reduced compared to BPSG, but may not be ignored. At present, it appearg that
SRAMs are_the' only electronic devices which have been tested with thermal neutrony and
found to have a thermal neutron SEU cross-section. However it is very likely that pther
electronic.devices such as DRAMS, microprocessors and FPGAs are also sensitive to|SEU
from [thermal neutrons, but that has not yet been verified by measurements.

In the SRAMSs in which thermal neutron SEU has been measured, for most electronic devices,
the ratio of the thermal neutron SEU cross-section to the high energy SEU cross-section is
> 1, generally in the range of 1,5 to 3. However, for electronic devices from some vendors
there is notable part-to-part variation in the ratio, which is generally higher than the part-to-
part variation of the individual SEU cross-sections. For the highest ratio measured to date, the
thermal neutron SEU cross-section to high energy SEU cross-section ratio is approximately 7.
Thus when combined with the fact that the thermal neutron flux in an airliner may be 1 to
2 times higher than the high energy neutron flux, the SEU rate due to thermal neutrons could
be as high as a factor of 10 or greater than the SEU rate due to high energy neutrons. This
appears to be a bounding value, but is nevertheless important since the remainder of this
international standard is devoted to SEU from the high energy neutrons. The effects of
thermal neutrons on electronics are covered in more detail in IEC 62396-5.
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Annex B
(informative)

Methods for calculating SEE rates in avionics electronics

B.1 Proposed in-the-loop system test — Irradiating avionics LRU in
neutron/proton beam, with output fed into aircraft simulation computer

ected to give the most accurate answer and
lowes S S 0 0-S s—-ipduced c—atmosphericheutrons—wil-affectactual-ardgnics.
It inviolves an in-the-loop test in which an avionics LRU is exposed to a beam of high.energy
neutqons or protons, and the signals from the LRU are interfaced into a hostycomputer
contgining a simulation of the aerodynamic responses for the aircraft of interest. No . such test
that

time
this $hould be viewed as a future and unique testing capability involving the combining of
speclalised facilities at two laboratories.

At the present time, 1 h in the WNR beam (2002 calibration) jis_equivalent to approximately
1 x 108 h at 40 000 ft (12,2 km). With this normalisation faétor, the number of upsets| that
affect the avionics system in 1 h of exposure in the WNR beam can be adjusted to obtaip the
rate @t aircraft altitudes.

Alterpatively, the typical high energy neutron flux_being suggested for use in avionics dingle
even} effects evaluations (see 5.3) is the integrated neutron flux of 6 000 neutron-cm72-h~1
(E> [0 MeV). Thus, for a lifetime of 100000 flight hours, the lifetime fluende is
6 x 108 neutron-cm=2. The contribution to theSEE rate by neutrons of energies < 10 MgV is
smal| enough, as seen in Figure 8, that it.can be neglected. This does not, however, conjsider
SEU[induced by thermal neutrons.

B.2 | Irradiating avionics LRUin a neutron/proton beam

This [approach also involves’ radiation testing of an avionics LRU, but in this case| the
operability of the LRU js\the basis for how the neutron-induced SEE effects are manifejsted.
The putput of the LRU™is not fed into a simulation computer. This test is similar to thosg that
have| been conducted for space applications, in which an LRU was exposed to a begm of
high-energy protons. If the proton or neutron beam is not large enough to encompas$ the
whol¢ LRU thefi’a'number of different exposures will be required.

NASA-JSC has used this kind of testing to identify electronic devices that are prone to pfoton

(or nedtron) induced single event latch-up; these electronic devices have generally [been
de|et Arfram cancidaratinn irrnconnctivna Af tha Q1 ratn Tha tncte havun Alen invunlhynd nany

T O T O o T trioT T CopP ootV o~ o the—Oo T = TatCT— T et oto v oo v orveto

SEUs in a variety of electronic devices; in all cases the effects of the SEU have propagated in
such a way that the LRU indicates that normal operation has been interrupted. Thus, this is a
dynamic type of testing, in which the original SEU in one electronic device may propagate to
an error in another electronic device which causes the LRU to malfunction and reboot.
Compared to Clause B.1’s testing approach, this methodology requires the test/analysis team
to project how the non-normal operation of the LRU will impact the avionics system. The
architecture of the avionics subsystem may have built-in fault tolerance measures, such as
various types of redundancy, which could override an unexpected or erroneous signal from
the LRU due to an SEU or other cause. However, without rigorous testing of the entire
system, or a specified procedure for how the fault tolerance is to be implemented, it will
generally be necessary to be conservative and assume that the SEE rate in the LRU will be
directly propagated to the avionics system.
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If this kind of testing is carried out, it will be advantageous to expose the LRU to fluences
much greater than the expected lifetime fluence for avionics (100 000 flight hours) of
6 x 108 neutron.cm=2. As an example, if an LRU were exposed to a proton fluence of
1 x 1010 proton-cm=2 and 5 events were recorded in which the LRU malfunctioned, the LRU
upset cross-section would be 5x 10-10cm?2 (5 events/1 x 1010 proton-cm=2). For avionics
purposes, the LRU rate per hour would be 5 x 10-19 cm2 x 6 000 neutron-cm=2-h—1 or 3 x 106
event-LRU-1.h-1,

B.3

Utilising existing SEE data for specific electronic components on LRU

B.3.

This
or pr
SEE.
devid
SEE
the L

The

teste
relati
giver
comr
of th
ora

As s
repre

Neutron proton data

approach is much simpler than Clause B.2 because it attempts to rely on existing'he
pton SEE data for the few main electronic devices on the LRU that will bé~sensiti

es utilising a neutron or proton beam. In both cases, this approach relies on the
response of an electronic device to neutrons or protons, and ignores*dynamic effe
RU, such as propagated errors.

jisadvantage of this approach is that the number of electronic)devices which have
d for SEE response to high energy protons or neutrons)in all of the databas
vely small. A list of some of the more useful sources ofistch proton/neutron SEE d
in Table B.1, and it includes both web sites and-journal compilations. In add
nercially available electronic devices are continuouslychanging, so by the time that

next generation electronic device has replaced ‘it.

ben in Figure 8, proton SEE data at high, energies, i.e., £ > 100 MeV, may be us

more
ener

resulf in SEU/SEFI cross-sections thatare within less than a factor of 2 of those that wou
obtaihed from testing with the WNR neutron beam. However, in testing for SEL, only

energy beams (E = 100 MeV)_.of either neutrons or mono-energetic protons should be us

obtai
from
cons
only
be usg

etic proton beams (> 100 MeV) in‘SRAMs, FPGAs and microprocessors are expect

utron
ve to

An extension of this approach could be to carry out SEE testing of indiyidual electronic

static
tts in

been
BS s
ta is
ition,
some

b data is incorporated into a database, the electronic device may no longer be available,

bd to

sent the SEE response due to the atmospheric neutron spectrum. Further, basgd on
recent testing [21, 53], SEU and SEFI cross-sections obtained from testing with mono-

ed to
Id be
high
ed to

SEL cross-sections expected to be within a factor of 2 of those that would be obtained

the WNR neutron ‘beam (for E, o, > 200 MeV, the SEL cross-section ma

y be

prvatively higher, [21]). Further, for other SEE effects in other kinds of electronic deVices,

high energy beams (E > 100 MeV) of either neutrons or mono-energetic protons should

ed in place of a“spallation neutron source to obtain the relevant SEE cross-sections
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Table B.1 — Sources of high energy proton or neutron SEU cross-section data
Organisation Publications Internet site
NASA — Goddard Space Flight Yearly publication of SEE results http://radhome.gsfc.nasa.gov/
Center (GSFC), (Rad Effects & (with protons and heavy ions) in radhome/parts.htm
Analysis Section) IEEE Radiation Effects Data
Workshop.
NASA — Jet Propulsion Laboratory Biannual publication of SEE results | General NAS JPL internet link:
(JPL) in (with protons and heavy ions) in http://parts.jpl.nasa.gov/organizatio
IEEE Radiation Effects Data n/group-5144/
Workshop.
NASA JPL database internet link:
http://radcentral.jpl.nasa.gov{
(use of search engine provides|link
to database links area of
“Spacedew”)
European Space Agency “Proton SEE Results — A Summary | http://www.escies.org/public/rafliati
of ESA’s Ground Test Data”, R. on/database.html
Harboe-Sorensen, 1997 RADECS
Conference Data Workshop, p. 89.
B.3.2 Heavy ion data
A legs accurate approach is to utilise the available SEE cross-sections on electronic deyices
that were exposed to heavy ions, and transform this_ data into proton/neutron SEE cfoss-
sectipns. This is not straightforward and should only be carried out by engineers| and
scientists who are experienced in utilising this kind{of*single event effects data. A number of
models have been developed that allow for this heavy ion SEU data to be used to calculate
the gorresponding proton SEU cross-sections*0r" rates. However, care should be taken in
correctly utilising the data and employing the models, since there are ample opportunitigs for
the Heavy ion SEE data to be erroneously applied. References to some of these models are

inclu
devid
elect

es that were or are being considéred for use in space applications, very little ar
fonic devices specifically being-targeted for aircraft avionics.

jed in Table B.2. Almost all of thisSSEE data (heavy ion or proton) are for elecfronic

e for
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Table B.2 — Some models for the use of heavy ion SEE data

to calculate proton SEE data

Model Author Reference
PROFIT P. Calvel “An Empirical Model for Predicting Proton Induced Upset,” IEEE Trans.
Nucl. Sci, 43, 2827, 1996
FOM (Figure of E. L. Petersen “The SEU Figure of Merit and Proton Upset Rate Calculations,” IEEE
Merit) Trans. Nucl. Sci., 45, 2550, 1998; also J. Barak et al., “On the Figure of
Merit Model ...,” IEEE Trans. Nucl. Sci., 46, 1504, 1999
J. M. Palau “A New Approach for the Prediction of the Neutron-Induced SEU Rate,”
IEEE Trans. Nucl. Sci., 45, 2915, 1998
L. D. Edmonds “Proton SEU Cross-sections Derived from Heavy-lon Test Data,” IEEE]
Trans. Nucl. Sci., 47, 1713, 2000
J. Barak “A Simple Model for Calculating Proton Induced SEU,” IEEE Trans. Ndcl.
Sci., 43, 979, 1996; also “A Akkerman et al., “A Practical Model for
Calculation of the Proton Induced SEU ...,” Proceedings(1991 RADECS, p
509
BGR] E. Normand “Extensions of the Burst Generation Rate Method-for Wider Applicatiofn to
Proton/Neutron-Induced Single Event Effects,” fEEE Trans. Nucl. Sci. |45,
2904, 1998
SEUBIM C. Inguimbert “Proton Upset Rate Simulation by a Monté/€arlo Method: the Importance
of Elastic Scattering Mechanism,” IEEE Trans. Nucl. Sci., 44, 2243, 1997
IMD¢ C.S.Dyer "Microdosimetry Code Simulation of €harge-Deposition Spectra, Single
Event Upsets and Multiple-Bit Upsets," IEEE Trans Nucl. Sci., 46, 148p,
1999
CUP|D P. McNulty “Proton Induced Spallatiorf,Reactions,” Radiat. Phys. Chem., 43, 139,
1994
MET|S C. Weulersee “A Monte Carlo enginegr tool for the prediction of SEU proton cross-

section from heavy ien data” , 12th European Conference on Radiation
and Its Effects, ondComponents and Systems (RADECS), Publication,
2011; RADECS_ 2011 Proceedings: pages 376 — 383

ear:

In gg¢neral, proton/neutron SEE response data needs to be found for just a few o
electfonic devices on an LRU, those device types that are judged to be sensitive to SEE.
cons|sts primarily of RAMs, microprocessors and FPGAs, electronic devices that cont
largel number of bits, which ‘can upset. However, only those bits that are used are sensiti
SEU$ that can be recognised as errors, and often only a fraction of all of the bits o
electfonic device are utilised in the way it operates on the LRU. Therefore, without sp
knowlledge of the fraction of bits that are actually used in an electronic device on the LRU
conservative appreach is to assume that 1) all of the bits are used and therefore sensiti
SEUJ and 2) all-ofithese SEUs will cause the LRU to malfunction.

Any memery that is protected by EDAC should be deleted from consideration for single
upsef, beeause these upsets are corrected by the EDAC. The combined neutron SEU
sectipnvfor the LRU is obtained by adding the SEU cross-sections for each of the

f the
This
Hin a
ve to
n an
beific
, the
ve to

vent
cToss—
LRU

electronic devices types that were identified (RAMs, microprocessors and FPGAs), multiplied
by the number of each part type on the board.

B.4 Applying generic SEE data to all electronic components on LRU

In this case the LRU has a number of electronic devices that are likely to be sensitive to SEE
through the atmospheric neutrons, but there is no SEE data available for one or more of these
electronic devices. Calculating the SEU rate for such electronic device by this approach has
the least technical basis in terms of specific data and therefore has to be, of necessity, the
most conservative. Like the approach in Clause B.3, it evaluates only the static SEE response
of an electronic device to neutrons or protons, and ignores dynamic effects in the LRU, such
as propagated errors.
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Overall, the procedure is quite similar to the approach in Clause B.3. Sensitive electronic
devices are divided into two categories, DRAMs, and all others (SRAMs, microprocessors and
FPGAs). For a DRAM with no available proton or neutron SEU cross-section data, we look at
Figure 11 to obtain the per bit SEU cross-section. The figure clearly shows that there are
large differences in the per bit SEU cross-section, but this is strongly influenced by the size of
the DRAM. As indicated, most DRAMs in LRUs are protected by EDAC, but this has to be
verified for each LRU. Even if the DRAM is protected by EDAC so that the SEU rate can be
deleted as a matter for concern, the MBU and MCU rates need to be calculated, and the MCU
rate is conservatively taken to be 3 % of the SEU rate at feature sizes 350 nm and above.

For all of the other electronic devices, the per bit SEU cross-section will be based on the data
for SRAMS shown in Figure 10. The number of bits In all of the SKRAMS, microprocessorg and
FPGAs needs to be added together. From Figure 10, we choose a conservative SEU-cross-
sectipn of 5 x 10-13 cmZ2.bit~!, and with the integral flux of 6 x 103 neutron.cm=2.§21;a|SEU
rate pf 3 x 1079 upset-bit=1-h="1. This rate is multiplied by the total number of bitg-in all gf the
electfonic devices to obtain the SEU rate for the LRU due to SEUs in all of the~devices except
DRAMSs. If, for example, there were a total of 10 Mbits on the LRU, the SEU rate wou|d be
3 x 10=2 upset-LRU-1Th=1, or one upset every 30 h. In looking at Figure 10'we see that this is
clearly a conservative approach, as SEU cross-sections at least an ordéer of magnitude lower
are gvailable, but this approach is being used because no SEE-data is available for the
specffic electronic devices on the LRU. Thus a trade-off could bemade between a high|SEU
rate {for the LRU with no specific SEU data, resulting in a high efror rate for the LRU, or efforts
to more accurately quantify the SEU response of the electronic devices on the LRU by tdsting
or arfalysis of relevant electronic devices data. This approach*also ignores the architectyre of
the gvionics subsystem and any built-in fault tolerange ‘measures it may have that would
overtide unexpected or erroneous signals from the LRU\due to an SEU or other cause.

B.5 | Component level laser simulation of.single event effects

It is |feasible to use focused ps-pulsed aser facilities to measure microchip SEU cfoss-
sectipns (as a function of LET) by delivering large arrays of laser pulses at a range of pulse
energies [96,97]. Methodologies and codes have also been devised for converting LET cfross-
sectipn curves to neutron SEU upsetyrates [98]. However, these methodologies further reguire
an timate of the sensitive volume of the microchip cells. For crude calculations| the
sensftive volume may be estimated; but it has also recently been shown that it is possiljle to
laser facility directly to_measure the sensitive volume by testing microchips at a range
of different wavelengths {99, 97]. It should be noted that the empirical techniques reported in

methodologies provide a basis for employing laser facilities to measure the neptron
and [proton SEMU" sensitivity of electronic devices. The use of such facilities potentially
circumvents _the apparent high costs and occasional long lead times, which can arise from the
use of nedtron and proton beam facilities to assess components. Laser simulation is suitable
not only for initial test of SEU sensitive components but also for the ongoing monitoring qf the
effecishon SEU of proposed die changes to such components as notified by product chiange
notifications (PCNs) (see IEC TS 62239-1).

Laser systems are potentially effective for identifying excessively sensitive and selecting
relatively insensitive electronic device types, where a range of equivalent electronic devices
from alternative manufacturers is under consideration for inclusion in an avionics system.
Nevertheless, laser assessment is not a fully mature technology and will normally be less
accurate and reliable than neutron beam testing, so the latter should be preferred where
relatively precise results are justified by the cost-benefit analysis. Furthermore laser testing is
indirect, in that it relies on integrating the results of several assessment steps. However as
more experience is accumulated the relative accuracy and efficiency of laser testing would be
expected to improve.

Electronic devices need to have their active chip exposed for laser testing (also necessary for
ion beam testing, but not for neutron or proton beam testing). The laser technique may
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