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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 1: Accommodation of atmospheric radiation effects via
single event effects within avionics electronic equipment
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FOREWORD

ternational Electrotechnical Commission (IEC) is a worldwide organization for standardization c|
tional electrotechnical committees (IEC National Committees). The object of |EC/is to|
htional co-operation on all questions concerning standardization in the electrical and, electronic
hd and in addition to other activities, IEC publishes International Standards, Aechnical Sped
ical Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred to
ation(s)”). Their preparation is entrusted to technical committees; any IEC National Committee
subject dealt with may participate in this preparatory work. Internatighal, governmental
mental organizations liaising with the IEC also participate in this preparation. IEC collaboratg

nent between the two organizations.

rmal decisions or agreements of IEC on technical matters express,/as nearly as possible, an int
hsus of opinion on the relevant subjects since each technical committee has representatioy
Eted IEC National Committees.

ublications have the form of recommendations for intérnational use and are accepted by IEQ
ittees in that sense. While all reasonable efforts are_made to ensure that the technical contq
ations is accurate, IEC cannot be held responsible for the way in which they are used g
erpretation by any end user.

er to promote international uniformity, IEC _National Committees undertake to apply IEC Pu
arently to the maximum extent possiblesin®their national and regional publications. Any d
bn any IEC Publication and the corresponding national or regional publication shall be clearly in
ter.

elf does not provide any attestation”of conformity. Independent certification bodies provide (
Ement services and, in some ar€as, access to IEC marks of conformity. IEC is not responsib
bs carried out by independent-certification bodies.

ers should ensure that they have the latest edition of this publication.

bility shall attach to IEC-or its directors, employees, servants or agents including individual eX
ers of its technical.committees and IEC National Committees for any personal injury, property d
damage of any natlire whatsoever, whether direct or indirect, or for costs (including legal
ses arising out\'of the publication, use of, or reliance upon, this IEC Publication or any
ations.

on is drawn to the Normative references cited in this publication. Use of the referenced publi
Ensablésfor the correct application of this publication.

on’is~drawn to the possibility that some of the elements of this IEC Publication may be the

patent

pmprising
promote
fields. To
ifications,
as “IEC
nterested
and non-
ks closely

he International Organization for Standardization (ISO) in accordahce” with conditions detefmined by

prnational
from all

National
nt of IEC
r for any

blications
vergence
dicated in

onformity

e for any

perts and
amage or
fees) and
bther IEC

cations is

bubject of

rights. IEC shall not be held responsible for identifying any or all such patent rights.

International Standard IEC 62396-1 has been prepared by IEC technical committee 107:
Process management for avionics.

This second edition cancels and replaces the first edition published in 2012. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) removed, in Clause 7 related to system design, reference to level A Type | and Type Il
(system and references). As Clause 7 is now for guidance, "shall” statements have been
changed to “should” and in 9.5.2 the requirement for electronic component management is
clarified;
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b) all current definitions included in Clause 3 are those used within the IEC 62396 family of
documents;

c) incorporated in Annex G related to new technology or latest news reference to some new
papers and issues which have appeared since 2011;

d) solar flares and extreme space weather reference added in 5.6 to a proposed future

Part

6;

e) reference added in 7.1 to a proposed new Part 7 on incorporating atmospheric radiation
effects analysis into the system design process;

f) reference added in 6.2.10 d) to a proposed future Part 8 on other particles including
protons, pions and muons;

g) clarif

|r\ahnn on r\olr\lllohnn sventrates where-cross-sections ha\/n hann nhi’alnorl WA

ith non-

atmg

and 8.2.

The tex{

Full infg
voting i

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list o

spheric radiation Ilke neutron sources, addition of a new Annex H, and change

of this standard is based on the following documents:

FDIS Report on voting
107/271/FDIS 107/275/RVD

dicated in the above table.

f all the parts in the IEC 62396 series;>published under the general title

sto 5.3

rmation on the voting for the approval of this standard can be found in the rg¢port on

Process

manageiment for avionics — Atmospheric radiation effects, can be found on the IEC webpsite.
The committee has decided that the contents of this publication will remain unchanded until
the stability date indicated on the IEC website under "http://webstore.iec.ch" in the data
related {o the specific publication. At this date, the publication will be
e reconfirmed,
e withdrawn,
e replaced by a revised edition, or
e amehded.
A bilinglial version“of this publication may be issued at a later date.

IMPOR = ! inside’ licates

that it contains colours which are considered to be useful
understanding of its contents. Users should therefore print this document using a
colour printer.

for the correct
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INTRODUCTION

This industry-wide International Standard informs avionics systems designers, electronic
equipment manufacturers, component manufacturers and their customers of the kind of
ionising radiation environment that their devices will be subjected to in aircraft, the potential
effects this radiation environment can have on those devices, and some general approaches
for dealing with these effects.

The same atmospheric radiation (neutrons and protons) that is responsible for the radiation
exposure that crew and passengers acquire while flying is also responsible for causing the
single event effects (SEE) in the avionics electronic equipment. There has been much work
carried out over the last few years related to the radiation exposure of aircraft passengers and
crew. jstandardised industry approach on the effect of the atmospheric neutfons on
electronfics should be viewed as consistent with, and an extension of, the on-going-gctivities

related {o the radiation exposure of aircraft passengers and crew.

Atmospheric radiation effects are one factor that could contribute to equipment hard and soft
fault raes. From a system safety perspective, using derived fault raté+values, the |existing
methodglogy described in ARP4754A (accommodation of hard and soft.fault rates in general)
will alsg accommodate atmospheric radiation effect rates.

In additjon, this International Standard refers to the JEDEC Standard JESD 89A, which relates
to soft errors in electronics by atmospheric radiation at ground level (at altitudes lgss than
10 000 1t (3 040 m)).
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PROCESS MANAGEMENT FOR AVIONICS -
ATMOSPHERIC RADIATION EFFECTS -

Part 1: Accommodation of atmospheric radiation effects via
single event effects within avionics electronic equipment

1 Scope

This pa
avionics
the radi
conside

This In
designe
guidanc

Details
problem
given fd
system
rates an
and sys

2 Nol

The foll
are indi
undated

amendments) applies.

IECTS
Prepara

IEC 623
Part 2:

t of IEC 62396 is intended to provide guidance on atmospheric radiation ef
electronics used in aircraft operating at altitudes up to 60 000 ft (18,3 km):. 1t
htion environment, the effects of that environment on electronics and provides
rations for the accommodation of those effects within avionics systems.

ernational Standard is intended to help avionics equipmentymanufactur
s to standardise their approach to single event effects ip, lavionics by p
e, leading to a standard methodology.

of the radiation environment are provided togetheriwith identification of
s caused as a result of the atmospheric radiation¢received. Appropriate meth
r quantifying single event effect (SEE) rates in_electronic components. The
safety methodology should be expanded to accommodate the single event
d to demonstrate the suitability of the electronics for the application at the con
em level.

mative references

bwing documents, in whole or<in’part, are normatively referenced in this docum

references, the latest.“edition of the referenced document (includi

62239-1:2015, Process management for avionics — Management plan —
tion and maintenance of an electronic components management plan

96-2:20425. Process management for avionics — Atmospheric radiation e
Suidelines for single event effects testing for avionics systems

IEC 623

ects on
defines
design

ers and
roviding

otential
ods are
overall
effects
nponent

ent and

spensable for its applicationi~For dated references, only the edition cited applies. For

hg any

Part 1:

ffects —

963, Process management for avionics — Atmospheric radiation effects —

Part 3:

System design optimization to accommodate the single event effects (SEE) of atmospheric
radiation

IEC 62396-4:2013, Process management for avionics — Atmospheric radiation effects —
Part 4: Design of high voltage aircraft electronics managing potential single event effects

IEC 62396-5, Process management for avionics — Atmospheric radiation effects — Part 5:
Assessment of thermal neutron fluxes and single event effects in avionics systems

EIA-489

3 Ter

For the

9, Standard for Preparing an Electronic Components Management Plan

ms and definitions

purposes of this document, the following terms and definitions apply.
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NOTE Users of this international standard can use alternative definitions consistent with convention within their
companies.

31
aerosp

ace recommended practice

documents relating to avionics which are published by the Society of Automotive Engineers

(SAE)

3.2
analog
ASET

ue single event transient

spurious signal or voltage produced at the output of an analogue component by the deposition

of charge by a single particle
3.3
availabllity

probability that a system is working at instant #, regardless of the number of times it m

previou

$ly failed and been repaired

Note 1 tolentry: For equipment, availability is the fraction of time the equipment is functional divided b
time the gquipment is expected to be operational, i.e. the time the equipment is functional plus any repair

3.4

avionicp equipment environment
<aerongutical equipment> applicable environmental cenditions (as described

equiment specification) that the equipment is able to withstand without loss or degrag
equipment performance during all of its manufacturing cycle and maintenance life

Note 1 tolentry: The length of the maintenance life is defifed by the equipment manufacturer in conjun
customersg.

3.5

capable

ability of a component to be used successfully in the intended application

3.6

certified

assessgd and compliant {ohan applicable standard, with maintenance of a certific
registration

3.7

characterisation
process| of testinng a sample of components to determine the key electrical paramete
that can be expected of all produced components of the type tested

3.8
compo

lay have

the total
time.

pber the
ation in

ction with

ate and

 values

nent application

process that assures that the component meets the design requirements of the equipment in
which it is used

3.9
compo

nent manufacturer

organisation responsible for the component specification and its production

3.10

could not duplicate

CND

reported outcome of diagnostic testing on a piece of equipment

Note 1 to entry: Following receipt of an error or fault message during operation, the error or fault condition could

not be re

plicated during subsequent equipment testing (see IEC 62396-3).
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3.11
critical charge
smallest charge that will cause an SEE if injected or deposited in the sensitive volume

Note 1 to entry: For many electronic components, the unit applied is the pico coulomb (pC); however, for small
geometry components, this parameter is measured in femto coulomb (fC).

3.12

cross-section

(¢}

<in proton and neutron interactions> combination of sensitive area and probability of an
interaction depositing the critical charge for a SEE

Note 1 tolentry: The cross-section may be calculated using the following formula:
o = numbegr of errors/particle fluence

Note 2 tolentry: The units for cross-section are cm?2 per electronic component or per bit.

3.13
double lerror correction triple error detection
DECTED
system for equipment methodology to test a digital word of information to determine |if it has
been corrupted, and if corrupted, to conditionally apply a correetion

Note 1 tolentry: This methodology can correct two-bit corruptions and’can detect and report three-bit cgrruptions.
(Used within IEC 62396-3.)

3.14
digital single event transient
DSET
spurious digital signal or voltage, induced bytthe deposition of charge by a single partjcle that
can propagate through the circuit path during one clock cycle

Note 1 tolentry: See 6.2.4.

3.15

electrotra
elemenfary particle having\a mass of approximately 1/1 840 atomic mass units| and a
negative charge of 1,602.x10-19C

3.16
electronic components management plan
ECMP
equipment, manufacturer's document that defines the processes and practices for applying
electronfic.éemponents to an equipment or range of equipment T

Note 1 to entry: Generally, it addresses all relevant aspects of the controlling components during system design,
development, production, and post-production support.

3.17

electronic component

electrical or electronic device that is not subject to disassembly without destruction or
impairment of design use

EXAMPLE Resistors, capacitors, diodes, integrated circuits, hybrids, application specific integrated circuits,
wound components and relays.

Note 1 to entry: An electronic component is sometimes called electronic device, electronic part, or piece part.

3.18
electronic equipment
item produced by the equipment manufacturer, which incorporates electronic components
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EXAMPLE End items, sub-assemblies, line-replaceable units and shop-replaceable units.

3.19

electronic flight instrumentation system

EFIS

avionics electronic system requiring system development assurance level A and for which the
pilot will be within the loop (within the control loop) through the pilot/system information
exchange

3.20
expert

person who has demonstrated competence to apply knowledge and skill to the specific

subject

3.21

firm err]
<semicd
reset ot

Note 1 to
subseque

Note 2 to

3.22
firm fau
<aircraf
cycling

Note 1 to
subseque|

3.23

or
nductor community> circuit cell failure within an electronic component that c4
ner than by rebooting the system or by cycling the power

entry: Such a failure can manifest itself as a soft fault in that it could\provide no fault fou
ht test and impact the value for the MTBUR of the LRU.

entry: See also soft error.

It
function level> failure that cannot be reset other than by rebooting the syste
he power to the relevant functional element

entry: Such a fault can impact the value for thesMTBF of the LRU and provide no fault found
ht test.

fly-by-wire

FBW
avionics
pilot wil

3.24
functio
FHA
assessn

electronic system requiring system development assurance level A and for w|
not be within the aircraft'stability control loop

nal hazard assessment

nent of all\hazards against a set of defined hazard classes

3.25

nnot be

nd during

m or by

luring the

hich the

giga elqctron volt

GeV

energy gained when an electron is accelerated by an electric potential of 109 volts, that is,
radiation particle energy of giga electron volts (thousand million electron volts)

Note 1 to

3.26

gray
Gy

entry: The Sl equivalent energy is 160,2 pico joules.

Sl unit of ionising radiation dose, defined as the absorption of one joule (J) of radiation energy

per one

Note 1 to

kilogram (kg) of matter

entry: Related units are centigray (cGy) and rad. 1 cGy is equal to 1 rad.


https://en.wikipedia.org/wiki/Joule
https://en.wikipedia.org/wiki/Energy
https://en.wikipedia.org/wiki/Kilogram
https://en.wikipedia.org/wiki/Matter
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3.27

hard error
permanent or semi-permanent damage of a cell by atmospheric radiation that is not
recoverable even by cycling the power off and on

Note 1 to

3.28

entry: Hard errors can include SEB, SEGR and SEL. Such a fault would be manifest as a hard fault and
can impact the value for the MTBF of the LRU.

hard fault
<aircraft function level> permanent failure of a component within an LRU

Note 1 to

entry: A hard fault results in the removal of the | RU affected and the replacement of the pe

rmanently

damaged
impact th

3.29
heavy i
positive

3.30

in-the-l
test me
of the &

component before a system/system architecture can be restored to full functionality. Such-a
e value for the MTBF of the LRU repaired.

bn
y charged nucleus of the elements heavier than hydrogen and helium

bop

tmospheric neutron environment and where the inpuis to the LRU can be

electronfic fixture external to the beam to enable a closed I6op system

Note 1 to
electronic
automatid
host com
system).

pilot coulg

3.31
integrat
IMA
implemd

entry: The electronic fixture can contain a host computer for the aircraft simulation m
fixture can also contain appropriate signal conditioning*for compatibility with the LRU. In the g
control function, the outputs from the LRU can be, in turn, sent to an actuation means or dire
uter. The host computer would automatically closga stability loop (as in the case of a fly-by-w
n the case of a navigation function, the outputs“from the LRU could be sent to a display system
then close the navigation loop.

ed modular avionics

ntation of aircraft functions in a multitask computing environment wh

computations for each specific-system implementing a particular function are confin

partition

3.32
latch-uj
triggerir]
latched

Note 1 to

that is executed bhyta common computing resource (a single digital electronic

D
currentiexceeds the holding current

entrys This state is maintained while power is applied.

fault can

hodology where an LRU is placed within a radiation beam that provides a sifulation

from an

bdel. The
ase of an
Ctly to the
re control
Where the

ere the
ed to a
Circuit)

g of a parasitic p-n-p-n circuit in bulk CMOS, resulting in a state where the parasitic

Note 2 to
electronic

3.33
linear e
LET

entry: Latch-up can be a particular case of a soft fault (firm/soft error) or in the case where
component damage, a hard fault.

nergy transfer

it causes

energy deposited per unit path length in a semiconductor along the path of the radiation

Note 1 to

3.34
linear e
LETy,

entry: The units applicable are MeV-cm?/mg.

nergy transfer threshold

for a given component, the minimum LET to cause an effect at a particle fluence of

1x 107

ions-cm—2
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LRU
piece of

3.36
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laceable unit

equipment that may be replaced during the maintenance cycle of the system

mega electron volt

MeV

energy gained when an electron is accelerated by an electric potential of 10° volts, that is,
radiation particle energy of mega electron volts (million electron volts)

Note 1 to

entry: The Sl equivalent energy is 160,2 femto joule.

3.37

mean time between failure

MTBF
measurq
service

Note 1 to
failure of|
componel|
reliability

3.38

e of reliability, which is the mean time between failure of equipment or a sy

entry: MTBF is a term from the world airlines’ technical glossary referring“to the mean time
equipment or a system in service such that it generally requires(the replacement of a
t before a system/system architecture can be restored to full functionality and thus it is a m|
Fequirements for equipment or systems.

mean time between unscheduled removals

MTBUR
measurq
a systern

Note 1 to
unschedu
of reliabil

3.39

b of reliability, which is the mean time between unscheduled removal of equip
N in service

entry: MTBUR is a term from the world airlines’ technical glossary referring to the mean timg
ed removal of equipment or a system in service that can be the result of soft faults and thus is g
ty for equipment or systems. MTBUR valués can have a major impact on airline operational cost

multiple bit upset

MBU
energy
which ¢

Note 1 to
cell upset]

3.40

Heposited in the silicon of an electronic component by a single ionising part
huses upset to morfethan one bit in the same word

multipl¢ cell upset

MCU

-

entry: The definition of MBU has been updated due to the introduction of the definition of MCU,

stem in

between
damaged
leasure of

ment or

between
measure

B.

cle and

multiple

energy

which induces several bits in an integrated circuit (IC) to upset at one time

osited in the silicaon-of an alectranic compbonent bv a9 cinalg ionicina na
o 8c—H—+tHe—ShcoH—oah—6e+ectH oGO poReit—By—a—SHgre1oHSHgPpart

3.41

neutron

elementary particle with atomic mass number of one and which carries no charge
Note 1 to entry: It is a constituent of every atomic nucleus except hydrogen.

3.42

no fault found

NFF

reported outcome of diagnostic testing on a piece of equipment

cle and

Note 1 to entry: Following receipt of an error or fault message during operation, the equipment is found to be fully

functional

and within specification during subsequent equipment testing. See IEC 62396-3.
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3.43

particle fluence

<unidirectional beam of particles> number of particles crossing the unit surface area at right
angles to the beam

Note 1 to entry: For isotropic flux, this is the number entering a sphere of unit cross-sectional area.

Note 2 to entry: The units applicable are particle-cm™2.

3.44
particle flux
fluence rate per unit time

2 o1

Note 1 tolentry: The units applicable are particle.cm™:s

3.45
pion
sub-atomic particle

Note 1 tolentry: The charge possibilities are (+1, —1, 0) and they are produced by energetic nuclear interfactions.

Note 2 tolentry: The term “pi-meson” can be used in lieu of “pion” in some documents or standards.

3.46
preliminary system safety assessment
PSSA
systemdtic evaluation of a proposed system architectdre and implementation based on the
functionfal hazard assessment and failure condition classification to determine safety

Note 1 tolentry: See ARP4761:1996, 2.2 [126]1.

3.47

proton
elemenfary particle with an atomic mass number of one and a positive electric charge and
which ig a constituent of all atomic nuclei

3.48
reliability
R(®)
for a syistem with constant failure rate, the conditional probability that a system will remain
operatidnal over the.time interval 0 to ¢ given by:

R(f)=e *and 1= 1/MTBF

3.49
risk
measure of the potential inability to achieve overall program objectives within defined cost,
schedule, and technical constraints

3.50

single bit upset

SBU

<semiconductor device> radiation absorbed by the electronic component which is sufficient to
change a single cell’s logic state

Note 1 to entry: After a new write cycle, the original state can be recovered.

1 Numbers in square brackets refer to the Bibliography.
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3.51

single event burnout

SEB

burnout of a powered electronic component or part thereof as a result of the energy
absorption triggered by an individual radiation event

3.52

single error correction, double error detection

SECDED

system or equipment methodology to test a digital word of information to determine if it has
been corrupted, and if corrupted, to conditionally apply a correction

Note 1 to 'entry: n1s methodo ogy can Correct one-pit COI’I’UprOﬂ and can detect and report TWO-DIt corruptions.
3.53

single évent effect

SEE

response of a component caused by the impact of a single particle (fof2example |galactic
cosmic fays, solar energetic particles, energetic neutrons and protons)

Note 1 tolentry: The range of responses can include both non-destructive (for example upset) and destryuctive (for
example lgtch-up or gate rupture) phenomena.

3.54
single ¢vent functional interrupt
SEFI
occurrence of an upset, usually in a complex electronic component (e.g. a microprogessor),
such that a control path is corrupted, leading the‘electronic component to cease to function
properly

Note 1 to|entry: This effect has sometimes been referred to as lockup, indicating that sometimes the electronic
componeit can be put into a “frozen” state (see 6.2:6).

Note 2 tolentry: SEFI can be recoverable byesetting the configuration register (F/F) to default values.

3.55
single ¢vent gate rupture
SEGR
<gate of a powered insutated gate component> radiation charge absorbed by the electronic
componient, which is sdffjcient to cause gate rupture and is destructive

3.56
single event latch-up
SEL

in an elecetronic component containing a minimum of 4 semiconductor layers (p-n-p-p), fixed
state ofgwmwmmmmwmmmmient

to cause a node within the powered semiconductor component to be held whatever input is
applied until the component is de-powered

Note 1 to entry: Single event latch-up can be destructive or non-destructive.

Note 2 to entry: The ionization deposited by the interaction of a single particle of radiation in an electronic
component causes triggering of a parasitic p-n-p-n circuit in semiconductor materials (including bulk CMOS) to
occur, resulting in a state where the parasitic latched current exceeds the holding current; this state is maintained
while power is applied. Single event latch-up can be a particular case of a soft fault (firm/soft error) or in the case
where it causes electronic component damage, a hard fault.

3.57

single event transient

SET

momentary voltage excursion (voltage spike) at a node in an integrated circuit caused by a
single energetic particle strike
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Note 1 to entry: The specific terms ASET (analogue single event transient) and DSET (digital single event
transient) may be used.

Note 2 to entry: See 6.2.4.

3.58
single event upset
SEU

<semiconductor component> radiation absorbed by the electronic component which is
sufficient to change a cell’s logic state

Note 1 to entry: After a new write cycle, the original state can be recovered.

Note 2 to entry: A logic cell may be a memory bit cell register bit cell latch cell etc

3.59
single hard error
SHE
single event induced hard error
radiation (in a single event) absorbed by the electronic component, rwhich is sufficient to
cause a|permanent stuck-bit in the component, and a hard error within‘the equipment

3.60
soft errpr
erroneols output signal from a latch or memory cell that can-be corrected by perfornjing one
or more[normal functions of the electronic component contdining the latch or memory gell

Note 1 tolentry: As commonly used, the term refers to an error.caused by radiation or electromagnetic pulses and
not to an prror associated with a physical defect introduced during the manufacturing process.

Note 2 to|entry: Soft errors can be generated from SEU\SEFI, MBU, MCU, and or SET. The term SER|has been
adopted by the commercial industry while the more specific terms SEU, SEFI, etc., are typically us¢d by the
avionics, ppace and military electronics communities:

Note 3 tolentry: The term “soft error” was first-introduced (for DRAMs and ICs) by May and Woods of Infel in their
April 1978 paper at the |IEEE International Reliability Physics Symposium (IRPS) [135] and the term “single event
upset” was introduced by Guenzer, Wolickirand Allas of Naval Research Laboratory, Washington DC, in tfheir 1979
IEEE Nuc]ear & Space Radiation Effects.€onference (NSREC) paper [136].

3.61
soft fault
<aircraff function level>characteristic of invalid digital logic cell(s) state changes withip digital
hardwane electronic circuitry

Note 1 to|entry: It is)a fault that does not involve replacement of a permanently damaged component|within an
LRU but if does involve restoring the logic cells to valid states before a system/system architecture can b¢ restored
to full functionality. Such a fault condition has been suspected in the "no fault found" syndrome for|functions
implemented with digital technology and it can probably impact the value for the MTBUR of the involved|LRU. If a
soft fault fesults in the mistaken replacement of a component within the LRU, the replacement can impact|the value
for the MTBF of the LRU repaired.

Note 2 to entry: Logic cell(s) include(s) logic gates and memory elements.

3.62

solar energetic particle event

SEP event

enhancement of solar particles (protons, ions and some neutrons) caused by solar flare
activity or coronal mass ejections

Note 1 to entry: The enhancement can last from a few hours to several days. A small fraction has sufficiently
energetic spectra to produce significantly enhanced secondary neutron fluxes in the atmosphere.

3.63

substitute component

component used as a replacement in equipment after the equipment design has been
approved
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Note 1 to entry: In some contexts, the term “alternate component” is used to describe a substitute component that
is “equal to or better than” the original component.

3.64

system safety assessment

SSA

assessment performed to verify compliance with the safety requirements

3.65

system

collection of hardware and software elements that implement a specific aircraft function or set
of aircraft functions

3.66
total iohising dose
TID
cumulatjve radiation dose that goes into ionization that is received by ‘an electronic
compongnt during a specified period of time

3.67
total mitigation

100 % mitigation
mitigatign achieved for certain types of SEE by control of certain stressors within|defined
paramefers in the application

Note 1 tolentry: For example SEL and SEB can be 100 % mitigated by limiting supply voltage below the|threshold
where SEL and SEB occur.

3.68
validatipn
method|of confirmation of component radiation tolerance by the equipment manufacturer,
when there is no in-service data from prioruse or radiation data from a test laboratory

3.69
white nputron source
source providing energetic neutrons with a wide range of energies, the spectrum of which is
similar fo that of the natural.atmospheric or terrestrial radiation up to the maximum epergy of
the sourfce

4 Abbreviationsiand acronyms

AC advisory circular

AIR atmospheric ionizing radiation

ANITA Atmospheric-tike NeutrersfromthickFArget{FSL—Sweden

ARP aerospace recommended practices

ASET analogue single event transient

ASIC application specific integrated circuit

BL1A, BL1B, BL2C beam line designations at the TRIUMF facility (Canada) [see
IEC 62396-2]

BIT built-in test

BPSG borophosphosilicate glass

CECC CENELEC electronic components committee

CMOS complementary metal oxide semiconductor

COTS commercial-off-the-shelf

D-D deuterium-deuterium
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DOE Department of Energy (USA)

DRAM dynamic random access memory

DSET digital single event transient

DSP digital signal processor

D-T deuterium-tritium

DUT device under test

E energy

ECMP electronic components management plan

EDAC error detection and correction

EEPROM electrically erasable programmable read only memofy [see
IEC 62396-2]

EPROM electrically programmable read only memory [see IEC162396-3]

EFIS electronic flight instrumentation system

ESA European Space Agency

eV electron volt

EXPACS EXcel-based Program for calculating,“Atmospheric Cogmic-ray
Spectrum

FBW fly-by-wire

FHA functional hazard assessment

FIT failure in time

FPGA field programmable gate array

GCR galactic cosmic rays

GeV giga electron volt

GLE ground level-event

GNEIS GatchinaNeutron Spectrometer (Russia) [used within IEC 6R396-2]

GSFC Goddard Space Flight Center

GV giga-volt (rigidity unit)

HW hardware

IBM International Business Machines

IC integrated circuit

ICE irradiation of chip and electronics (WNR)

IEEE Institute of Electrical and Electronics Engineers

IEEE Trers—Nuel—Sei- {EEETransactions—onNuclearSeienee

IGBT insulated gate bipolar transistor

IGRF International Geomagnetic Reference Field

IMA integrated modular avionics

IRPP integral rectangular parallelepiped

IUCF Indiana University Cyclotron Facility (USA)

JEDEC JEDEC Solid State Technology Association

JESD JEDEC standard

JPL Jet Propulsion Laboratory (USA)

LANSCE Los Alamos Neutron Science Center (USA)

LET linear energy transfer

LETy, linear energy transfer threshold
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LRU

MBU
MCU
MeV

MOSFET

MTBF
MTBUR
NASA
PCN
PIF
PNPI
PSG
PSI
PSSA
PWM
QARM
QMN
RADEC

rad

RAL
RAM
RCNP

RPP
SAFETI
SBU
SC
SDRAM
SEB
SECDE
SEDR
SEE
SEFI
SEGR
SEL
SEP
SER
SET
SEU
SHE
SRAM
SSA
SSEEM
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line replaceable unit

multiple bit upset (in the same word)

multiple cell upset

mega electron volt

metal oxide semiconductor field effect transistor

mean time between failure

mean time between unscheduled removals

National Aeronautical and Space Administration (USA)
product change notification

)

Proton Irradiation Facility (TRIUMF, Canada)

Petersburg Nuclear Physics Institute (Russia) [see IEC 6234
phosphosilicate glass [used within IEC 62396-2]

Paul Scherrer Institute (Switzerland)

preliminary system safety assessment

pulse width modulator

Quotid Atmospheric Radiation Model

quasi mono-energetic neutrons

RADiation Effects on Componénts and Systems

)6-2]

deprecated Gaussian-cgs_ * (centimeter-gram-second) dnit of

radiation absorbed dose
Rutherford Appleton Laboratory
random access memory

Research Center of Nuclear Physics (Osaka, Japan) [use
IEC 62396-2]

rectangular parallelepiped

d within

Systems and Airframe Failure Emulation Testing and Integration

single bit upset

stacked capacitance

synchronous dynamic random access memory
single event burnout

single event correction double event detection

single event dielectric rupture

single event functional interrupt
single event gate rupture
single event latch-up

solar energetic particles

soft error rate

single event transient

single event upset

single event induced hard error
static random access memory
system safety assessment
segmented secondary electron emission monitor
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SW software

TIC trench internal capacitance

TID total ionizing dose

TNF TRIUMF neutron facility (TRIUMF, Canada)

TRIUMF Tri-University Meson Facility (Canada)

TSL Theodor Svedberg Laboratory (Sweden)

WNR Weapons Neutron Research Los Alamos National laboratory (USA)

5 Radiation environment of the atmosphere

5.1 Riadiation generation

The atmosphere is penetrated by a flux of various charged and neutral particles| that in
combination create a complex ionising radiation environment. These particles are crgated by
the interaction of the continuous stream of primary cosmic ray particles with the atoms in the
atmosphere (mainly nitrogen and oxygen), and so are called secondasy cosmic rays. The
primary|cosmic rays are usually referred to as galactic cosmic rays, (GCR), indicafing that
their origins are beyond that of the solar system.

The galactic cosmic radiation is composed of atomic nuclei that have been completely|ionised
(fully stfipped of their electrons) and subsequently accelérated to very high energigs. GCR
consist |of about 83 % protons, 16 % alpha particles .and <2 % heavy ions (particles with
atomic number Z > 2). As the primary cosmic rays, mainly very high-energy protons, Qombard
the atmosphere, they create a cascade of secondary, tertiary, etc., particles frgm their
interactions with the atoms of the atmosphere. Thus, for each primary cosmic ray gntering,
many miore secondary particles are created. At(avery approximate level, the flux of ifcoming
primary| cosmic rays at the top of the atmoSphere is 3 particle.cm2.s-1, and at| aircraft
altitudes, the flux of all secondary particlés is about 10 particle-cm2.s-1. The density of the
lowest gortion of atmosphere is so high,~that most of the flux of particles is absorbed| so that
at sea l¢vel the nominal flux of secondary particles is less than 0,1 particle-cm=2.s-1,

The flu§ of secondary particles(is'not uniform around the earth due to the effect of thg earth’s
magnetic field that is at right angles to the particle direction at the equator. Particlgs cross
field lings at right angles«af*the equator and are bent away, while at the poles thegy travel
parallel |to the field and\are not deflected. As a result the primary cosmic rays are|able to
penetrafe into the atmosphere more readily near the magnetic poles and they interact jwith the
atoms in the atmosphere creating larger numbers of cascade particles.

5.2 Effect ofssecondary particles on avionics

Some of \the secondary particles can interact with electronic devices within aircraft gvionics
systems—and cause singte event effects (SEEs) Im the devices. 1hese secondary particles
deposit enough charge through the recoils they create within a sensitive portion of a device to
result in a malfunction of the device. It has been found that neutrons, protons and pions are
the main particles that can cause these effects.

5.3 Atmospheric neutrons
5.3.1 General

Neutrons are the secondary cosmic ray particles that have been shown to be mainly
responsible for causing single event upsets (SEUs) in memories and other electronic devices
on aircraft since the early 1990s. This identification of the neutrons as the main cause of the
SEUs was based on several different kinds of correlations:

a) the variations of the upset rates against altitude and geographic latitude followed the
variation of the neutron flux with altitude and latitude;
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b) neutron-induced SEU rates calculated using SEU cross-sections measured in a laboratory
and integrated with the neutron flux in the atmosphere agreed with measured in-flight SEU
rates; and

c) upset rates at ground level due to secondary neutrons are proportional to rates at aircraft
altitudes. For the neutrons, as well as all for the secondary particles within the
atmosphere, the variation of the particle flux with three parameters (energy, altitude and
latitude) is most important for understanding the variation of the SEU rate.

5.3.2 Atmospheric neutrons energy spectrum and SEE cross-sections

5.3.2.1 Natural energy spectrum of atmospheric neutrons

The engprgy variation of the atmospheric neutrons is usually presented by plotting the
differential flux (flux per unit energy interval) as a function of energy, which is often(eglled the
spectrum (see Figure 1). Monte Carlo generated spectra have produced the- fpllowing
fractiong < 1 MeV 0,53; 1 MeV to 10 MeV 0,2; > 10 MeV 0,27. The fits quoted below may give
slightly (different values. Measurements of the energy spectrum of the cosmic ray neutrons
have bgen made since the 1950s using a variety of techniques. In Figure 1 four [neutron
spectralat an altitude of approximately 40 000 ft (12,2 km) are plotted,”These include the
original [measurements made by Hess in 1959 [1], a calculation by Armstrong in 1973 |[2], a fit
to measjurements by Hewitt et al at NASA in 1977 [3], and the recent DOE measuremepts by a
fit to mgasurement by Goldhagen in an ER-2 aircraft during 1997 [4Y.
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Figure 1 — Energy spectrum of atmospheric neutrons
at 40 000 ft (12 160 m), latitude 45°

A fit to the NASA Ames Research Center’'s 1974 flight data (energy (£) up to 300 MeV) that
had been used in the past has been modified for energy > 300 MeV using the more recent
measurement data. It should be noted that when this differential flux is integrated for energy
10 MeV, the integrated neutron flux is ~5 600 neutron-cm=2-h-! which can be rounded up to
6 000 neutron-cm=2-h-1. This nominal high energy neutron flux of 6 000 neutron-cm=2-h-1 at
40 000 ft (12,2 km) and geographic latitude 45° may be treated as a typical or nominal in-
flight envelope and scaled for different avionics applications (for example, for altitude
variation per measurements). The modified spectrum is given, with energy in MeV, as

dN/dE = [0,346E-0.922 x exp (-0,0152(InE)2) E < 300 MeV neutron /cm2-s - MeV (1)
| 340E-2.2 E > 300 MeV
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It should be noted that when this differential flux is integrated for energy > 10 MeV, the
integrated neutron flux is ~5600 neutron-cm2-h-! which can be rounded up to
6 000 neutron-cm=2-h-1. This nominal high energy neutron flux of 6 000 neutron-cm2.h-1 at
40 000 ft (12,2 km) and geographic latitude 45° may be treated as a typical or nominal in-
flight envelope and scaled for different avionics applications (for example, for altitude
variation as in 5.3.3 and for latitude variation as in 5.3.4). For lower energies, the model gives
a flux of 3 200 neutron-cm=2-h-! for 1 MeV < E < 10 MeV, with 1 600 neutron-cm=2-h-1 in the
range of 1 MeV< E < 3 MeV and 1 600 neutron-cm2-h-1 in the range of 3 MeV < E < 10 MeV.
This flux of 6 000 neutron-cm2.h-1 for £ > 10 MeV is conservative by a factor of approximately
2 compared to the ER-2 aircraft measurement results. At ground level the flux is
approximately a factor of 300 lower than at 40 000 ft (12,2 km), thus on the ground, the flux
for energy > 10 MeV is 20 neutron-cm2.h-1, [5] and this agrees with an independently derived
calculatformfor New York City {671

The grepter than 10 MeV neutrons will be the dominant cause of SEE on sensitive electronic
devices|with geometric feature size above 150 nm, however for devices with_featurg size at
and belpw 150 nm the contribution of neutrons with energy between 1 MeV~and 10 MeV may
be significant. Therefore for electronic device feature sizes 150 nm and-below the effgcts due
to neutrpns with energy in the range 1 MeV < E <10 MeV shall be in¢luded when calculating
SEE ratps.

In ordef to make relevant SEE calculations for electronic dévices with feature sizes below
150 nm/ it can be valuable to understand how the available.SEE cross-section(s) was/were
determined.

5.3.2.2 White neutron spectrum cross-sections

If the dvailable cross-section(s) was/were detefmined from neutron experiments where a
white ngutron energy spectrum representative of the atmospheric spectrum was used (the test
beam includes neutrons with energy in thesrange 1 MeV < E <10 MeV and above {0 MeV,
representative of the atmospheric spectrum), the experimental results include SEE caused by
neutrong with energy in the range I MeV < E <10 MeV. Therefore, the calculated cross-
section | includes those SEE contributions from neutrons with energy in thg range
1 MeV 4 E <10 MeV (if any). For:those cross-sections, the neutron fluence referencg energy
originallly used to calculate the_tross-section (if JESD 89A is used, the neutron fluence at
10 MeV|is specified) provides the key for the applicable energy range for the use of|neutron
flux that will yield appropriate use condition SEE rates. Facilities which provide high energy
white negutron radiatiop~sources include WNR, TRIUMF (TNF), ISIS (RAL), ANITA (TBL) and
terrestripl facilities.

Becaus¢ a cross-section measured with a white spectrum atmospheric neutron beam ¢ontains
SEE coptributions at lower energies, the white neutron spectrum cross-section can pe used
without |modifications for all energy ranges covered by the cross-section tests. For example,
for crosis-séctions measured in a white neutron spectrum beam and following JESD 89A
(JESD 89A specifies the cross-section be calculated using the 10 MeV fluence), the nominal
neutron flux at 10 MeV of 6 000 neutron-cm2.h-!, may be used to determine the appropriate
SEE rate. Thus the nominal event rate for such cross-sections (£ > 10 MeV) is given by:

Nominal event rate = cross-section (£ > 10 MeV) x 6 000 events per hour

Sometimes the white neutron cross-sections are quoted for neutrons with energy above
1 MeV, and the nominal event rate for such cross-sections (£ >1 MeV) is then given by:

Nominal event rate = cross-section (E > 1 MeV) x 9 200 events per hour
Using cross-sections and fluxes based on a >1 MeV threshold introduces additional

uncertainty. Therefore, this should only be done if, for some reason, the > 10 MeV cross-
section is unavailable.
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5.3.2.3 Non-white neutron spectrum cross-sections or unknown cross-sections

For cases where the SEE cross-sections were measured by methods where the SEE
contributions from neutrons with energy in the range 1 MeV < £ < 10 MeV potentially have not
been included, the contributions from these lower energy ranges can be estimated for some
electronic devices by using an enhanced figure for neutron flux in the error rate calculation.
Non-atmospheric spectrum beam types include mono-energetic proton beams and quasi-
mono-energetic neutron beams. Because beam spectra are not representative of the natural
atmospheric radiation spectra the tolerance on the error rate is larger than in 5.3.2.2.

e For electronic devices with feature size above 160 nm the nominal SEE rate is calculated
using the £ > 10 MeV cross-section and nominal neutron flux of 6 000 neutron.cm=2-h-1.
For feature sizes above 160 nm this flux is considered to be sufficiently conservative to
accgmmodate the effects from lower energy neutrons.

e For Eelectronic devices with geometric feature size 160 nm and below the éeffect§ due to
lowdr energy neutrons shall be included, and consideration of the low energy thiesholds
for gmaller geometry devices is provided in Annex H. Table H.1 provides,the approximate
neutron energy thresholds versus electronic device technology feature size. Tgble H.2
provides the recommended nominal neutron fluxes for different electronic| device
techpology feature sizes when using non-white neutron (non-atmoSpheric like) radiation
sources. The method to calculate nominal event rates for the smaller geometry electronic
deviges is given in Clause H.3.

NOTE 1 |The original guidance based on reference [7] that the contribution-from the 1 MeV < E <10 Me\| neutrons
to the ovdrall SEE rate is 10 % is no longer recommended for the smallef, geometry electronic devices.

NOTE 2 [The values of neutron flux given in Table H.2 can be.scaled to other altitudes and latitudes, |using the
Tables D.[l and D.2.

5.3.3 Altitude variation of atmospheric neuttons

The altifude variation of the atmospheric néutron derives from the competition between the
various [production and removal processes that affect how the neutrons and the ipitiating
cosmic |rays interact with the atmosphere. The result is a maximum in the flux gt about
60 000 {t (18,3 km), called the Pfotzer maximum that can be seen in Figure 2. The figure
compares the altitude variation of(the 1 MeV to 10 MeV neutron flux. A much more figorous
approadh was taken by NASA-Langley in developing a model that is currently called AIR [10].
It utilisgd measurements made on aircraft during the 1960s and 1970s, and developed a
model that gives the 1 MeM*to 10 MeV neutron flux as a function of three parameters, the
atmospheric depth (g-cm<2), vertical rigidity cut-off (GV) and solar weather conditions.

A still mjore rigorods model has been developed based on extensive calculations incorporating
three kpy steps,)‘the calculation of the initial cosmic ray spectrum, the rigidity cut-off
calculat|on and-a Monte Carlo code to generate and transport the secondary particle rpdiation
through|the ‘atmosphere. This code package is called the Quotid Atmospheric Radiation Model
(QARM) 2] and it can be accessed and utilised via the Internet link [11]. It can|provide
estimates of the secondary cosmic ray particle fluxes and spectra at all locations for all
particles including neutrons and protons. A similar code package that is also available via the
Internet is called EXPACS (Excel-based programme for calculating atmospheric cosmic-ray
spectrum [13]), and is based on analytical functional fits to Monte Carlo-generated spectra
[14]. QARM and EXPACS yield similar results for the atmospheric neutron spectrum [15].
Predicted SEU rates in the atmosphere based on using QARM for six different SRAMs are
about a factor of 2 lower than rates calculated using the neutron spectrum (see 5.3.2) in this
standard [15].
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Figure 2 — Model of the atmospheric neutron flux
variation with altitude (see Annex D)

A tabular description of the variation of atmospheric neutron flux”with altitude and also with
latitude |as given by the Boeing model is provided in Annex D-to enable calculation of [neutron
flux at viarious flight locations.

5.3.4 Latitude variation of atmospheric neutrons

The latifjude variation is expressed in terms of the vertical rigidity cut-off (R), in unitg of GV.
The rigidity cut-offs indicate the required rigidity (essentially the particle momentum|divided
by its charge) of primary cosmic ray particles needed to penetrate to a given locatiop above
the atmosphere. At the equator, where.the magnetic field is at right angles to |particle
direction, it requires particles with the highest rigidity (R ~ 15 GV) to penetrate to thig region,
and where it is parallel to the particle-direction, near the poles, particles with R < 1|GV can
reach. The geographical distribution” of the vertical rigidity cut-offs around the world at an
altitude |of 20 km [16] is shown in Figure 3.

Figure 3 shows the distribGtion of vertical rigidity cut-off curves across the globe basefl on the
1980 epoch that was developed in [16], combining measurements and calculations, with the
rigidity cut-offs being “averaged over geographical longitude for each 5° in geogfraphical

averag arison of the
updated S gure 3 (1980
epoch), the rigidity cut-off values have decreased slightly. A comparison was carried out at a
longitude of 0° and for latitudes ranging between 30° and 60°. In most cases the change was
a decrease of ~0,15 to 0,2 in the overall vertical rigidity across all latitude levels. Since the
change in rigidity was approximately constant, the percentage change was much higher at
higher latitudes where the absolute value of the rigidity is smaller. Thus, for latitudes < 50°,
the percentage decrease was < 5 %, for 50° to 55° it was between 5 % and 7 %, and for 60° it
was ~15 %. These variations in the vertical rigidity cut-offs due to changes in the geomagnetic
field over a 15-year period appear to be small enough to indicate that the corresponding
change in the atmospheric neutron flux will be relatively small, and Figure 3 is still useful.
Fully up to date cut-off rigidities are available through the QARM model [12] using trajectory
integrations in the latest IGRF magnetic field plus external source terms dependent on the
geomagnetic disturbance index (Kp) using the Tsyganenko 2001 model. The QARM model
can be accessed and utilised via the internet link [11]. These rigidities can be computed on-
line for any selected location. For flight path calculations a set of 49 pre-calculated maps is
used. Geomagnetic disturbances can significantly lower the cut-off rigidity (by about a factor 2
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for Kp = 6 for a 1 GV cut-off at zero disturbance). The influence on particle fluxes can be
about 10 % for galactic cosmic rays but by factors of 5 or more during solar particle events.
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Figure 3 — Distribution of vertical rigidity'‘cut-offs around the world
Two mddels are also available for the variationpof the 1 MeV to 10 MeV neutron flux as a
function| of latitude, a simplified Boeing moedel and the NASA-Langley AIR model. The
simplifigd Boeing model is based on measurements made in aircraft during the 1960s, in
particular pole-pole latitude surveys aboard a Boeing 707 aircraft [17]. The initial dpta was
given ag the neutron flux as a function of‘the vertical rigidity cut-off. Based on the obsgrvation
in Figure 3 that the rigidity cut-offs exhibit their main variation with latitude, the vert|cal cut-
offs were averaged over geographical longitude for each 5° in geographical latitude., These
contour$ are evolving with time-due to the Earth's changing geomagnetic field. This |allowed
the medsured 1 MeV to 10 MeV neutron flux, originally given as a function of rigidity cuit-off, to

be cony,
is show

erted to a curve of.the 1 MeV to 10 MeV neutron flux as a function of latitude
N in Figure 4.
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Figure 4 — Model of atmospheric neutron flux variation with latitude
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The variation of the neutron flux with altitude shown in Figure 2 for energies 1 MeV to 10 MeV
has also been shown to apply for neutrons with higher energies [9]. Therefore Figure 2 and
Figure 4 can be used to scale the greater than 10 MeV neutron flux of 6 000 neutron-cm2.h-1
which applies at 40 000 ft (12,2 km) and 45° latitude to other altitudes and latitudes. It should
be noted that there is a strong dependence of cut-off rigidity and hence particle fluxes on
longitude and this is shown in the QARM model. For example, at 45° latitude there is a factor
5 variation in cut-off rigidity with longitude and this translates into a factor 3 variation in
neutron fluxes from galactic cosmic rays.

The 1 MeV to 10 MeV neutrons have a significant SEE contribution for electronic devices with
geometries 150 nm and below (see 5.3.2).

5.3.5 Thermal neutrons within aircraft

Thermal| neutrons are low energy neutrons that have scattered sufficiently to-be in|thermal
equilibrium with their surroundings. At room temperatures this leads to an ayerage energy of
0,025 eY. The majority of the thermal neutrons inside the aircraft are- created| by the
interaction of the aircraft structure and all of its contents with the higher energy rjeutrons
within tlre atmosphere. Thermal neutrons can be significant because“théey have a véry high
probability of interacting with certain isotopes, such as boron 10 (B10); and boron is|present
in micrdelectronics in two main areas, as a p dopant, and in some)forms of the glagsivation
layer, fgr example borophosphosilicate glass. Thus, a 0,025 eV+geutron interacting with a B10
atom leads to two charged particles in an electronic device. with a combined 2,3[MeV of
energy; [if this energy is deposited within the sensitive volume of an electronic device, it can
lead to BEU.

To datg, only one study has attempted to caleculate the thermal neutron flux wjthin an
aeroplane [18]. The hydrogenous materials withippanh aeroplane, the fuel, the passenders, the
crew arld the baggage, all serve to thermalisé.the higher energy neutrons. An entife large
commercial airliner was modelled in terms_ef 20 sub-volumes, some extremely large. Even
with thig crude model the calculations wereivery useful, showing that at the several Ipcations
within the aeroplane that were reported upon, the thermal neutron flux was about a factor of
10 higher than it is just outside the aeroplane. The number of measurements of SEY cross-
sectiong in electronic devices induced by thermal neutrons is very limited (see 8.3.3), but
more refent references significantly expand on this data [19, 20, 21, 22].

The subjject of thermal neutron effects is covered in more detail in [IEC 62396-5.

5.4 Secondary protons

Charged particlgs,*have also been measured in the atmosphere, most of which are, [like the
neutrony, cosplic’ ray secondaries, from the interaction of the primary cosmic rays with the
oxygen [(O) ‘and nitrogen (N) nuclei in the air. The secondary protons can cause single event
effects jn €lectronics in a manner very similar to that of the neutrons. The distribution of
secondary protons Is simifar to that of neutrons, especially with respect to energy and altitude.
The energy spectrum of the atmospheric protons is similar to that of the neutrons, as seen in
Figure 5, which contains proton measurements at two mountain tops (US and Russia, [23,
24]) and from one balloon experiment [24]. The mountain-top data indicates a peaking in the
differential proton flux at about 200 MeV to 300 MeV. Figure 5 shows that for energies up to
about 500 MeV, the secondary protons in the atmosphere are about 20 % to 30 % of the flux
of the neutrons, but at higher energies the proton and neutron fluxes are comparable.
Measurements have shown that for secondary protons in the energy range
100 MeV < E < 750 MeV, the variation with altitude is very similar to that of the neutrons [25],
i.e., there is a maximum at ~80 g-cm2 (55 000 ft (16,8 km)), the Pfotzer maximum. With
respect to the latitude variation there is a slight decrease in the total atmospheric proton flux
of about a factor of 2 in traversing from the polar to equatorial regions, which is less
pronounced than the latitude variation with neutrons. Therefore, for purposes of calculating
SEE rates in the atmosphere, since the neutron flux dominates and the suggested flux of
6 000 neutron-cm2.h-! (E > 10 MeV) is conservative, the contribution of the protons to the
SEE rate can be considered as being included within the neutron-induced SEE rate.



https://iecnorm.com/api/?name=f4efc80cf9dd7500623a04f25c838430

- 28 — IEC 62396-1:2016 © IEC 2016

Nevertheless as discussed in 6.2.10, item c), in the low energy domain, protons may interact
through ionization and contribute to the error rate of technologies below 90 nm.
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Figure 5 — Energy spectrum of protons within the atmosphere

5.5 Qther particles

The other charged particle secondary cosmic ray within the atmosphere that can induge single
event effects in electronics is the pion (there are both positively and negatively pharged
pions). However, in the atmosphere at air¢raft altitudes, the pion flux is only a small|fraction
of the neutron and proton flux. For energies < 1 GeV, the pion/proton (n/p) ratio is egtimated
to be ~Q,1, and it applies at both aircraft altitudes, 500 g-cm=2 (20 000 ft (6,1 km)), ag well as
at ground level [26]. At 40 000 ft (12,2 km) and at an energy of 1 GeV, the differential pion
flux has|been calculated to be ~1/30 that of the neutrons and protons (the differential jneutron
and profon fluxes are about,equal), and at 100 MeV, the differential pion flux is ~1/100 that of
the neufron flux [27]. Thus;ithe flux of pions in the atmosphere is so small (<1 %) compared to
that of the neutrons, that'they can be ignored for purposes of effects on electronics. The
QARM model [12] can provide detailed flux and spectrum information within the atmpsphere
for these other .gosmic ray secondary particles, including protons. Annex E provides
considefation of-effects at higher altitudes, above 60 000 ft (18 290 m).

Electronls yand gamma rays are also produced as secondary cosmic radiation| in the
atmosphere. Although these particles do not have a high enough dE/dx (energy deposi|tion per
path length) in silicon to cause single event effects in electronics, they do deposit an ionising
dose in the electronics. In general terms, the fluxes of high energy electrons and gamma rays
are roughly comparable to those of the atmospheric neutrons.

There is also a very small percentage of heavy ions, i.e., primary cosmic rays and their
secondary fragments in the atmosphere that survive the passage through the hundreds of
g-cm=2 of atmosphere. However their flux is very low. Therefore, heavy ions in the atmosphere
can be generally ignored as a potential threat to electronics, although for the case of very
high altitudes it is possible that some heavy ions may be encountered. Only for altitudes
greater than 60 000 ft (18,3 km) may additional consideration need to be given for the effects
of heavy ions [28, 29], as well as for the effects from primary cosmic rays and their secondary
fragments. At present, the QARM model [12] does not provide information on the reduced
fluxes of primary cosmic ray heavy ions and their secondary fragments within the atmosphere
although enhancements are in hand.
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5.6 Solar enhancements

Solar activity follows an approximately 11-year cycle, during which time there are periods of
heightened activity (approximately the middle 6 years) and lessened activity (approximately
the first 2,5 years and last 2,5 years). During the entire period there is a finite probability of
eruptions on the sun, such as solar flares or coronal mass ejections that result in energetic
particles being emitted.

In general, these solar energetic particles have less energy than the galactic cosmic rays. The
first particles reach the Earth in a matter of minutes but the enhancements last for several
hours to days. They interact with the atmosphere to create secondary particles in a similar
way to galact|c cosmic rays but their lower energy means that they produce much steeper
altitude s high to
give enhanced secondary fluxes at alrcraft aItltudes and on the ground (so caIIed ground level
events ¢r GLEs).

The enhlanced secondary cosmic rays during solar flares have been measured on the ground
by the worldwide network of cosmic ray neutron detectors (continually tracking the varjation of
the cosmic ray environment) and occasionally by instruments aboard, aircraft [30, 31]. The
SEP enhancement in the atmospheric neutron flux, relative to the background flux (>10 MeV)
of 6 00Q neutron-cm2-h-1 in 5.3.2, has been calculated for a number of worst-case scgnarios.
These d4cenarios are dependent on the particle spectra from, specific solar flare events, the
altitude [and the rigidity cut-off. For the September 1989 flare, the enhancement factors at
39 000 1t (12 km) are 41 and 1,6 for rigidities of 0 GV<and 3 GV respectively, and at an
altitude [of 56 000 ft (17 km) the factors increase to 73 and)2,4 respectively. With the Hebruary
1956 flare, for which the incoming particle spectrum is less well characterized, the
enhancement factor is 263 at 0 GV and 39 000 ft.(12 km). Thus, extremely high SRE rates
could ogcur in the high latitude regions (R < 1,GV) during worst case flares that gould be
enhanced by a factor as high as 300 at 39 000{ft (12 km). Such very large events arg termed
extreme space weather, with, typically, enhancements of more than 100 times nominal fluxes.
This supject will be covered in more detail in a future new part of the IEC 62396 series
(IEC TS[62396-6).

These gvents are usually of shortcduration (several hours) and for worst case take-gff times
are corjtained within the duration of long haul flights. Hence although the worst case
instantaneous rate enhancement is as high as a factor of 263 the increased SEE rate
iet-time
rate. THe QARM model(includes seven solar particle events which have been modelled in
detail [32]. Five of these’have been compared favourably with the limited available flight data
on air cfew dose. Use of these events in QARM enables the worst case flight scenarios with
respect|to take-Off~time to be determined. The February 1956 event is the worst case

availabl nced in
1942. However, based on the indirect evidence of nitrate samples in ice cores, the fifst solar
flare ev r times
worse [83; )ws that

four other events in the 19403 could have exceeded 10 times the normal flight- averaged dose
or SEE rate at high latitude and 39 000 ft. With the more recent events of 29 September 1989
and 20 January 2005 (this fortunately only at high southern latitudes due to large anisotropy
in arrival directions) also in this category, the frequency of such worst case events should be
taken as seven in 67 years. Some 23 other events (e.g. 15 April 2001) could have given
route-averaged rates at high latitude ranging from 10 % to 200 % of quiet time over this time
period.

5.7 High altitudes greater than 60 000 ft (18 290 m)

Although neutrons are the dominant cause of SEEs up to about 40 000 ft (12,2 km) other
particles become increasingly important at higher altitudes. Protons contribute to the neutron
rate at 60 000 ft (18,3 km) and above 60 000 ft (18,3 km), while above this altitude there is
significant penetration of cosmic ray heavy ions and their secondary fragments. In addition
the importance of solar particle events increases and the February 1956 event would have
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been six times worse at 60 000 ft (18,3 km) compared to 40 000 ft (12,2 km). Currently
models such as QARM include neutrons and protons but not heavy ions.

Heavy ions produce SEE by direct ionization and techniques such as CREME96 [36, 37] are
used for space systems. These are based on the characterisation of the environment by the
spectrum of particles as a function of linear energy transfer (LET). This is usually plotted in
integral form, i.e. the flux of particles having greater LET. The path length distribution through
a parallelepiped representation of an electronic device sensitive volume is then employed to
give the spectrum of charge depositions and hence a number greater than a device threshold
for SEE. Earlier work [28] has presented LET spectra for the upper atmosphere using semi-
empirical cross-sections for heavy ion interactions and the generation of fragments. Modern
Monte Carlo radiation transport codes such as FLUKA [38] now contain physics modules to

for-tor—cottistons—and-thesearebeingapplied-togenerate retions for the

Annexe$ E and F give details of the high altitude environment and calculation'of SEE rates
produced by heavy ions as well as neutrons and protons. Figure E.6 and-Figure E.7| can be
effectivgly used to estimate the SEU contribution from the three. (particles (ngutrons,
seconddry protons and primary cosmic ray heavy ions) within the atmosphere as a function of
altitude [ based on the SEU response of a particular SRAM. From _Figure E.6 and Figure E.7
the neutron SEU contribution is seen to decrease at altitudes, above 60 000 ft, thg proton
contribution reaches a plateau at 60 000 ft and the heaw‘4ion contribution increases
significgntly above 80 000 ft.

6 Effects of atmospheric radiation on avionics

6.1 Tlypes of radiation effects

The ionjsing radiation environment in the atmosphere, and therefore within an aircraft, can
cause a variety of effects on the electronics used in avionics. Three basic types of radiation
effects pn electronics are dealt with in Clause 6, single event effects, total ionising dpse and
displacgment damage. It is shown that.some single event effects have an impact on avionics
but thaf total ionising dose and displacement damage are not of concern. Thus, the main
focus i on single event effectshin avionics. "Single event effects" is a generic tgrm and
encomppsses all of the potential effects on the electronics caused by the interaction of a
single element of radiation; in the case of atmospheric radiation, this is secondary neutrons.

Out of the many types.of particles resulting from cosmic rays cascading through the| Earth’s
atmosplpere reaching\sea level, neutrons are the most significant in causing electronic circuit
problems.

6.2 Sjlingle event effects (SEESs)

6.2.1 “General

All single event effects (SEEs) are caused by the deposition of energy within an electronic
device by a single particle that interacts with the device. The energy deposition, which occurs
either directly or indirectly, leads to a charge being collected. When the incoming particle is
charged (for example, cosmic ray heavy ion), the ionization proceeds directly as the particle
deposits its energy by ionising the surrounding silicon atoms. The greater the ability of the
particle to release its energy, the greater the energy deposited by the particle (expressed as
LET (linear energy transfer), energy/path length), the more likely the charge released is
sufficient to cause an effect. When the single particle is neutral, such as a neutron, the
particle first has to have a nuclear interaction with an atom within or near the active area of
the device. This creates recoiling atoms, called recoils, which possess energy that is
deposited (indirectly) into the surrounding silicon atoms.

A proton is charged and has a low LET in silicon but has been shown to cause SEE by direct
ionization in electronic devices with geometry at and below 90 nm. However, at high energies
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(> 5 MeV), it also has nuclear reactions with silicon in a manner similar to how a neutron of
the same energy would interact. Thus to date, protons cause single event effects in electronic
devices only through nuclear reactions. Based on actual measurements, we assume that for
energies > 100 MeV, protons and neutrons have the same ability to induce a single event
upset (SEU), a flip in the logic state, in electronic devices. This is called the SEU cross-
section, and hence, atmospheric neutrons are assumed to have the same SEU cross-section
as high energy protons.

In avionics, SEEs have been observed in electronic devices used in aircraft since the early
1990s [5, 8, 39, 40, 41]. In the existing literature, SEUs in memory devices have been
recorded. Most if not all of the upsets have been attributed to the atmospheric neutrons. As
the size of the total number of bits in an aircraft that are sensitive to SEU has increased
geometficatty overthe tast—decade (more bits—per_efectronic devite, greater_fungtionality
leading |to the need for more memory), the number of SEUs being induced hasOsimilarly
increasg¢d. However, there is not a great deal of documented evidence of these. jnsflight SEUs
for a vafiety of reasons:

a) the lse of error detection and correction schemes is routinely used innavionics, but since
the errors are corrected, there is little interest in recording the errors that are detegted and
corrected;

b) the jpccurrence of these errors is considered proprietary information, hence it is rarely
collected, and even less often analysed; and

c) most error correction schemes look for errors only in memory that is being utilised, hence
bit fljps in unused memory will always be ignored.

6.2.2 Single event upset (SEU)

A singlg event upset (SEU) is the most common-type of a single event effect. SEU is|caused
by the deposition of charge in an electronic, device by a single particle that is sufficient to
change [the logic state of a single bit from one binary state to the other. SEUs are sommetimes
called doft errors because they are readily corrected by reinitialising the bits. Electronic
devices|sensitive to SEUs generally have been memory bits, register bits or latches. Random
access memories are generally thelmost sensitive electronic devices to SEU becayse they
contain [the largest number of .memory bits. However due to the large number of|volatile
memory] bits contained within microprocessor-cached memories and reggisters,
microcoptrollers, ASICs and field programmable gate arrays (FPGAs) are also vulperable.
SEU sensitivity increases-as'the applied supply voltage decreases.

More rgcently the potential for SEU due to thermal neutrons has been observed|in high
density complex_électronic devices that have very small feature size and a low critica| charge
for upsgt. Thermal neutrons are produced when high energy secondary neutrons intenact with
the airgraft~structure, in particular the hydrogenous materials, for example bpggage,
passengers and fuel. The thermal neutron flux within the aircraft may be about 2 time$ that of
the highLenergy neutrons at some locations A thermal neutron SEU cross-section comparable
to that of the high energy secondary neutrons was observed during the SEU testing of SRAMs
by several different groups (see 8.3.3). These electronic devices have a thermal neutron
cross-section because they contain boron 10. The comparatively high thermal neutron flux
associated with the aircraft environment means that for electronic devices that contain boron
10 in any percentage, consideration shall be given to the thermal neutron flux (for further
details refer to Annex A).

6.2.3 Multiple bit upset (MBU) and multiple cell upset (MCU)

Multiple bit upset (MBU) refers to multiple bits (bits that are in the same logical word) being
upset during the same SEE interaction. MBU differs from multiple cell upset (MCU) in which
two or more bits (cells) are upset, usually bits physically located near each other, but not
necessarily in the same logical word. The multiple cell upset (MCU) fraction (probability of
MCU/probability of SEU or MCU cross-section (multiplicity > 1)/SEU cross-section) increases
with the decreasing feature size and with more recent IC fabrication in a dramatic way. This is
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believed to be due to charge sharing, i.e., the charge deposited by the energetic neutron
interacting with the SRAM is being shared by a number of adjacent memory bits.

With regard to SRAMs, those fabricated in around 2003 had an MCU fraction of ~3 % for
130 nm electronic devices but of ~6 % for 90 nm electronic devices when tested in a
spallation neutron beam in Japan [42]. However, based on a later compilation of such data
[43] from eight different sources, including reference [42], the MCU fraction was definitely
increasing with decreasing feature size, however there appear to be two separate trendlines.
For one set of electronic devices the MCU fraction starts relatively low, similar to reference
[42] (~2 % for 150 nm electronic devices), but increases by about a factor of 20 as the feature
size decreases from 150 nm to 50 nm. For the other set of electronic devices the MCU
fraction starts much higher, for example ~40 % for 150 nm electronic devices, but increases
much mere o:uvv:y, by abott-afactorof 2-asthe-feature—sizedecreasesfrom4+56rm+tq9 50 nm.
Further,| more recent data has shown substantially wider variations, with data points_flling in
between the two trendlines. What is consistent with the two trendlines _is\ thdgt when
extrapolating out to a feature size of ~35 nm, the MCU fraction will be 1,0 j.e.Lall SEUs will
result inl two or more bits being upset.

One of the recent papers [44] also investigated the effect of changingthe angle of incidence
of the neutron beam striking the electronic device on the MCU fraction. The MCU |fraction
increasg¢d with the angle of incidence, it was lowest for normal.incidence and highest for
grazing fincidence (90°), but the overall measured increase overuiermal incidence was|at most
~80 % 4t 90° and ~30 % at 45°.

The vatiation of the MCU fraction with energy was .gexamined [45] via testing with mono-
energet|c protons and the overall conclusion is that.the*MCU fraction decreased very| slightly
with dgcreasing energy. The variation with pteton energy was not uniform, put the
approximate decrease in the MCU fraction was>from ~25 % for £ = 200 MeV to 40 % for
E =46 MeV for the first electronic device, and"from ~18 % for E =200 MeV to ~15 % for
E = 32 MeV for the second device.

Thus fof SRAMs, the MCU rate as a fraction of the SEU rate primarily depends on the feature
size (ahd more crudely the year ~of fabrication) of the electronic device, with the
neutronfproton energy having a.vény small effect and the angle of incidence having @ larger
effect. The large variation in theyMCU fraction in the various SRAMs tested by the different
researchers cited above should be duly noted. As a result, only the conservative upper
bounds [summarized below:¢an be provided for the MCU fraction in SRAMs, and evan these
are not [the most conservative values that could be used. If these values are consid¢red too
high, individualized SEE testing would be required to measure the MCU fraction in actual
devices

For old¢r electronic devices, fabricated prior to 2003, the guidance in the original|IEC TS
62396-1:2006’ was that an MCU fraction of 3 % should be used. For electronic |devices
fabricatgd\ between 2003 and 2006, an MCU fraction of 10 % may be used. For electronic
devices fabricated after 2006 and in particular for feature sizes of <100 nm, an upper bound
of 30 % may be used.

For DRAMs the situation is much different, because DRAMs contain control logic in their
periphery. Thus when this logic is upset, entire bitlines and rows can be upset, resulting in
thousands of bits being in error due to a single neutron hit. Such thousand bit errors are
called burst errors and can often be considered as a SEFI rather than a multiple cell upset.

The MBU / MCU fraction relative to SEU increases with incident particle energy and has been
observed to be 7 % for 63 MeV protons on 16 Mbit DRAMs. Multiplicities up to 4 have been
observed for protons and of 19 for ions [46, 47].

Utilising the data from [48], the situation regarding MCU in DRAMSs can be generalized based
on the feature size, similar to the crucial role played by feature size regarding MCU in
SRAMSs. At a feature size of 180 nm, the MCU fraction is about 5 %, and for electronic devices
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with larger feature sizes, the guidance in the original IEC TS 62396-1:2006 indicates that an
MCU fraction of 3 % should be used. However, for the 180 nm electronic devices, multi-
thousand bit upsets are possible, but there is wide variation in the SEFI response of the two
SDR DRAMs in which it was measured. The SEFI/SBU ration varied between 0,3 % to 24 %
and the absolute cross-section varied between 3,5 x 10-'! cm2device! to 1,3 x 10-10
cm2-device™!.

For 110 nm DRAMs, the fraction for classical MCU is very uncertain because of the
tremendous variation in the MCU fraction, which varies from 2 % to 100 % in the three
different electronic devices tested, all 512 Mbit DDR2 devices. However, in terms of absolute
MCU cross-section the variation is much smaller, between ~1 x 10-1" cmZ2device! to
3,5 x 10~11 cm?device !. For the SEFI type of event that results in 1x 103 to 1 x 104
erroneofis bits, SEFT was much more Tikely than SBU. Thus, the SEFI/SBU ratio (pel device
basis) viaried between ~1 to 20, with an average value of = 5, and the absolute SEHI cross-
section yaried between 1 x 10~11 cm2.device ! and 2 x 10-11 cm2.device™!.

For 90 nm DRAMSs, the situation is similar to that of the 110 nm DRAMs. Hewever, only one of
the four 90 nm DDR2 devices tested exhibited the classical MCU, .and’ for this electronic
device, [the MCU fraction was 14 %. All four DDR2 showed the SEFR) type of response of
thousan(ds of errors, but in this case, SBU was more likely than SEFI, and for these ffour the
SEFI/SBU ratio was ~15%. The absolute SEFI cross-Section varied etween
4 x 10-'¢ cm2.device™! and 4 x 10~1! cm2.device !. However,‘in“a separate test of DDR and
DDR2 ODRAMs of 90 nm to 110 nm [49], electronic devices from two vendors exhibited burst
errors, While four separate electronic devices from a third vendor showed no burs{ errors.
Thus, the sensitivity to burst errors varies among DRAM vendors, some electronic [devices
being immune.

than thg classical 2-bit or 3-bit MCU, but DRAMs from some vendors are sensitive to the burst
errors, {hough not from all vendors. For .efectronic devices that are sensitive to burs] errors,
the overall trend in the absolute SEFI crass-section appears to be gradually decreasjng with
feature [size, from ~1 x 10-10 cmZ2.device-! for 180 nm to =1 x 10-11 cm2.device-! fo 90 nm.
For high density memories, due to,the more complex architecture of peripheral parts/fliinctions
a highert SEFI distribution can be expected [50].

In sumr%\ary, it appears that the multi-thousand-bit’burst or SEFI events are more of a problem

6.2.4 Single effect transients (SETs)

An SEUtrelated event inJsome electronic devices can lead to the generation of a sing|e event
transienft (SET) whieha device may interpret as a new bit of information. These transignts are
spurious signals_‘er-voltages, induced by the deposition of charge by a single particle that
propagdtes through the circuit path during one clock cycle. These signals may be hafmful by
propagdting/to. a latch and becoming fixed or by striking an internal node and caysing an
signals
oL S . such as
comparators and operatlonal ampl|f|ers but they have also been recorded in dlgltal devices.
In analogue devices the SET may be manifested as a change in the timing of voltage or
current signals, and is dependent on the magnitude of the driving differential voltage. Most
SET tests have been performed using beams of heavy ions, but SET has also been induced in
linear devices with high-energy proton beams [51, 52, 53], hence the atmospheric neutrons
also cause this kind of effect.

A digital single event transient (DSET) is a spurious digital signal or voltage, induced by the
deposition of charge by a single particle that can propagate through the circuit path during
one clock cycle. As the frequency of digital electronics has risen above 100 MHz the potential
for DSET has increased. A DSET that is clocked into a flip flop or register may appear as an
SEU in that element.

An analogue single event transient (ASET) is a spurious signal or voltage produced at the
output of an analogue device by the deposition of charge by a single particle. This erroneous
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output may persist long enough to provide false values to monitoring circuit elements, for
example analogue to digital converters, effectively providing corrupt data.

6.2.5 Single event latch-up (SEL)

A single event latch-up (SEL) is a regenerative current flow condition in which a parasitic
n-p-n-p pathway in a silicon electronic device is turned on by the deposition of charge from a
single particle. SEL has generally been a concern in bulk CMOS devices, but it has also been
seen in CMOS devices with relatively thick (> 10 um) epitaxial layers. The regenerative circuit
provides a path for large current flow and can often lead to destructive breakdown. Even if the
breakdown does not occur, the latched path will persist until power is removed from the
device, so power shall be recycled to restore normal operation. Beginning in 1992, a small

£ OCMOS d hao h h $ b H $ ato P~ |
number re—GMOS—devices—havebeer—shownto—besensitve—te protoh—ahe—Hhedtron induced

latch-up [54, 55]. SEL sensitivity decreases as the applied voltage decreases, and\increases
as the device temperature increases. In addition, on very rare occasions, other'single event
induced| mechanisms have been observed which can lead to a high current conditjon in a
device that could lead to its destruction. One such example is a driver contention me¢hanism
in one fype of FPGA [56]; other specialized mechanisms have beencobserved to| impact
bipolar ¢levices [57, 58].

6.2.6 Single event functional interrupt (SEFI)

A singlg event functional interrupt (SEFI) refers to an SEU infan electronic device, usually a
complex electronic device (for example, a microprocessor), such that a control |path is
corruptgd, leading the device to cease to function propérly. This effect has sometimgs been
referred| to as lockup, indicating that the electronic device has been put into a “frozen” state.
Generally, SEFI is brought about by an SEU in, alcritical bit, such as a bit that controls
important downstream operations. Examples of "such bits are program counters,|special
function| registers, control, timing and mode registers in DRAMs and even built-in tgst (BIT)
bits utilised by the electronic device vendor, only for pre-screen testing. In some electronic
devices[such as DRAMs [59] and FPGAs [60], a SEFI can lead to an increase in the supply
current which is similar to the effect of-a“single event latch-up, but proceeds via a different
mechanjsm.

6.2.7 Single event burnout(SEB)

Electronic devices such as\N-channel power MOSFETSs, insulated gate bipolar transistors
(IGBTs)| and bipolar power transistors and diodes, which have large applied voltagg biases
and high internal electric”fields, are sensitive to single event induced burnout (SEB). The
penetration of the source-body-drain region by the charge deposited by a heavy fon can
forward|bias the thin body region under the source. If the terminal bias applied to the drain
exceedg the local)breakdown voltage of the parasitic bipolar, the single event inducgd pulse
initiates|avalanching in the drain depletion region that eventually leads to destructive burnout.
In commmercial N-channel power MOSFETSs, this effect can occur at values of the drain
voltage,| ’'gg, lower than the rated voltage of the electronic device. Based on the resylts from
radiation testing in a heavy ion beam, a threshold Vg is defined as the highest Vg at which
the MOSFET can be operated with no probability of SEB being induced by that heavy ion.
Energetic neutrons and protons are also able to induce SEB in N-channel power MOSFETs
[61]. In all cases, the threshold Vpg for neutrons and protons is higher than it is for heavy
ions. SEB is precluded by operating the MOSFET below the Vg threshold for neutrons and
protons as determined by radiation testing. For high voltage electronic devices, those with a
rated V'pg of > 400V, tests at ground level (Vo5 at > 90 % of rated voltage) have experienced
destructive failures that are consistent with rates due to SEB by the atmospheric neutrons
[62]. Since the atmospheric neutron flux level at aircraft altitudes is more than 100 times
greater than at ground level, the potential for SEB in high voltage electronic devices in
avionics is a potential concern. Laser testing may be used to determine sensitivity of high
voltage electronic devices to SEB (see B.5). The effects of atmospheric radiation on high
voltage electronics and design mitigation are detailed in IEC 62396-4.
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6.2.8 Single event gate rupture (SEGR)

Both N-channel and P-channel power MOSFETs are subject to single event gate rupture
(SEGR). This effect is explained via the transient plasma filament created by a heavy ion
track when it strikes the MOSFET through the thin gate oxide region. As a result of this ion
track filament, there is a localised increase in the oxide field which can cause oxide
breakdown leading first to gate leakage and finally to gate rupture. With MOSFETSs, ground
level testing of high voltage electronic devices [62] has shown that in some of the devices the
failure was due to SEGR, rather than SEB. Thus the high energy atmospheric neutrons are
able to induce SEGR in some high voltage MOSFETs.

A related effect that has been seen |n electronic dewces such as fleld programmable gate

arrays (

uptured

by heavy ions W|th very hlgh LET Testmg to date has shown that the dielectrics areyjuptured

only by heavy ions with very high LETs, and not by energetic neutrons or protons:

6.2.9 Single event induced hard error (SHE)

It has long been known that heavy ions are able to cause "stuck bits" inySRAMs. Thesg events
are sonmetimes referred to as single hard errors (SHEs). These hardy€rrors are due|to very
localisedl total dose effects, caused by a few ions impinging on (the gate oxide of gensitive
transistors. Stuck bits are significant because they can invalidate- the most common|form of
error detection and correction (EDAC), called SECDED, single error correct, double error
detect. Ptuck bits are not corrected by EDAC so they persist.-If a word contains a stugk bit, a
single §EU in another bit in that word at any time then<produces an observable errof. In the
early odcurrences of these hard errors, the errors were caused only by heavy ions with high
LET. Mare recently the first occurrence of SHE by pratons in a laboratory test was puplished,
indicating that in newer electronic devices (in this“case a 64 Mbit DRAM, [63]), protdns, and

hence atmospheric neutrons, are capable of indu¢ing stuck bits.

6.2.10 | SEE potential risks based on future technology

As techpology develops in the future the impact of atmospheric radiation on electronic|devices

will increase and the following list highlights potential impact.

a)

b)

Effepts of MBU and MCU Yor future electronic devices of < 35 nm: an MCU fraction of
100|% should be expected

The [MCU rate for SRAM devices fabricated before 2003 with feature sizes 200 |nm and
aboye is typically a_few per cent. As feature sizes of more recent SRAM devicgs have
reduced to 150.nm;, the MCU rate has increased to about 40 % and the expectatiop is that
for feature sjzeS of 35 nm and below, an MCU fraction of 100 % will result.

Effects onssmall geometry flash ROM

Traditionally the non-volatile ROM memory has been very tolerant of the neufrons in
atmad ephnrir‘ radiation. However at feature sizes Qpprnnr‘hing and lower than 100 nm the

memories may become sensitive to various SEEs, including SEFI.

Direct ionization by protons is significant for 65 nm and below

Testing of SOl SRAMs at feature sizes of 90 nm and below shows that there is no
threshold energy for proton-induced upsets in some electronic devices, and the cross-
section in fact increases below 1 MeV [64, 65]. Direct ionization by protons at high LET
values near the end of the track, as opposed to nuclear reactions, is sufficient to give SEU
in such electronic devices. These low energy, or stopping, protons are generated in
materials local to the electronic device and will add to the SEU rates.

For electronic devices used in large fielded systems such as aircraft, the greater the mass
surrounding the electronics the more unlikely that the electronics within will be sensitive to
SEU from direct ionization from external low energy protons. This is because the “end of
track” distance within which the highest proton LET is achieved in silicon (required to
produce an SEU) is 1 um to 2 um (~4 x 10~® to 8 x 10~° inches), compared to the
centimetres of material that surround the electronic devices, making energy deposition
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from the protons within the sensitive 1 um to 2 um unlikely. However the electronic
devices will be sensitive to higher energy protons which will lose energy due to the mass
surrounding the electronics and then will be in the low energy domain. Additionally, the
electronic devices will also be sensitive to secondary protons generated locally in
materials surrounding the device.

d) Direct ionization by muons

Muons behave like electrons but are 200 times heavier and come from pion decay. Pions
are created just like neutrons during nuclear reactions between cosmic ray protons and
the oxygen and nitrogen in the atmosphere. Because muons are weakly interacting they
do not cause upsets by interacting with silicon and so can only cause upset through direct
ionization. Muons are the most dommant partlcle in cosm|c rays at ground level but most

be d graded to lower energy. For SEE from direct |on|zat|on to take place the mugns have
to be 1 MeV or below. The impact of additional particles, for example pions and“muons, on
electronic devices with very small geometry, will be covered in more detailin“a proposed
futune new part of the IEC 62396 series (IEC TS 62396-8).

6.3 Tptal ionising dose (TID)

Total iopising dose (TID) effects refer to the cumulative effect of ionization (charge Ruild-up)
in an electronic device leading to a gradual degradation of electrical parameters. When a
MOS (metal oxide-semiconductor) device is exposed to ionising.radiation, electron-hgle pairs
are crefated throughout the oxide, inducing the build-up of<charge which leads tg device
degraddtion. The main mechanisms are the build-up of thHe positive oxide trap chargge in the
oxide aphd of the interface-trap charge in the interface\between the silicon and thg silicon
dioxide.| Large concentrations of oxide-trap charge.cause increased leakage current in an
electronfic device. Large concentrations of interface-trap charge increase the threshold
voltage |of transistors, degrading the timing parameters of a device. Similar effects are also
caused |n bipolar devices.

Based gn previous total dose testing experiénce of electronic devices over the past 2p years,
involving probably thousands of different'devices, an effective lower bound on the nfinimum
TID level that can cause a device to operate out of specification is 1 000 cGy (e.qg. d}posited
in silicop). For the vast majority of-electronic devices, including almost all commercia|l off the
shelf (QOTS) electronic devices,'the TID threshold level is much higher than 1 000 cGy.
Nevertheless, using 1 000 cGy as the minimum threshold, and even including a factor|of 2 for
margin, [this means that a.worst case minimum total dose level that aircraft avionics would
have to| absorb is 500 (cGy before TID effects could possibly be an issue of concern in
avionicyg.

All of the majorparticles that constitute the radiation environment within the atmosphgre, i.e.,
neutrons, proetons, electrons, photons, etc, contribute to the ionising dose. Bgsed on
measurg¢mehts' made in a commercial airliner [66], the maximum dose rate from all of the
particles 18,70 nGy-min-! (~0,4 mrad-h-! or ~4 uGy-h-1). For a nominal 100 000 flight hours,
this resuttsin ~40 cGy of dose over that fifetime, which is an order of magnitude lower than
the worst case TID threshold of 500 cGy. For aircraft at higher altitudes, for example 55 000 ft
(16,8 km), the dose rate doubles to 8 uGy-h-1 with a maximum dose over 100 000 flight hours
of 80 cGy well below the TID threshold. However the total ionising dose is cumulative and any
dose from other sources should also be considered, for example mechanical X-ray testing.

An upper bound estimate on the maximum dose that an electronic device might receive from
an X-ray inspection is 1 mGy. This is extrapolated from the maximum dose that objects may
receive from X-ray machines used to inspect luggage (10 pGy), and is also consistent with the
approximate range of doses known to be received from commercial X-ray inspection systems
(200 puGy to 500 uGy). Thus, TID effects are not generally an issue for avionics.

Mechanical X-ray and gamma ray inspection is carried out on certain parts of the airframe to
demonstrate structural integrity. The radiation doses delivered by this type of inspection may
be higher than that from the luggage inspection machines. Where such inspections are
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carried out if the cumulative dose received by any localised avionics electronic equipment
over its lifetime in service potentially exceeds 50 cGy, then consideration shall be given to
removing the electronic equipment before the radiation inspection is carried out. Examples of
such equipment include wing and engine mounted electronics.

6.4 Displacement damage

Still another kind of effect that ionising radiation can induce in electronic devices is
displacement damage. This is also a cumulative effect, but in this case it refers to atoms that
are displaced out of their lattice. When a sufficient number of atoms are displaced, the
electronic device no longer functions normally. This effect is primarily due to the heavier
particles, neutrons and protons, since lighter particles, such as electrons and gamma rays,

hlacs affactiva in knackina atame ot af thaoir Iaotticg
are much-ess-effestive-inknoscking-atoms-out-of-theirtattice-

Based pn previous experience of testing dozens of electronic devices for dispIaLcement
damagel|, an effective lower bound on the minimum neutron fluence that causesan electronic
device {o operate out of spec is 1 x 1010 neutron-cm=2. The 1 x 1010 neutron-cm2 yalue is
based gn displacement damage in sensitive optocouplers [67]. For eléctronic deviges, the
neutron|fluence threshold for damage is higher. The basis for this testing was a flyence of
1 MeV g¢quivalent neutrons. A large fraction of the neutrons at aircraft ‘altitudes are at higher
energie$ than 1 MeV, and their potential for causing displacement damage in electronic
devices|is greater than that of 1 MeV neutrons. The NIEL (non-iénising energy loss) function
has begn calculated for semiconductor materials such as silicon and gallium arsenidel (GaAs)
as a function of energy, and the NIEL is accepted as the<best measure for the potential of a
material to undergo displacement damage. Based on the) NIEL for silicon by neutrons as a
function| of energy, it is conservative to assume that_the higher energy neutrons havg at the
most a factor of 3 greater effectiveness in causing displacement damage compared t¢ 1 MeV
neutrons.

At aircnaft altitudes, a useful estimate of\\the flux of high-energy neutrons (1 MeV to
1000 MeV) is 8 x 103 neutron-cm2'h-1...Thus assuming the electronics are expdsed for
1 x 10° fflight hours, this results in a neutron fluence of 8 x 108 neutron-cm-2. Using tHe factor
of 3 as|an upper bound equivalence-between the higher energy neutrons and thg 1 MeV
neutrong for purposes of displacement damage, this fluence converts to a 1 MeV equivalent
neutron| fluence of 2,4 x 109 fieutron-cm™2. This upper bound 1 MeV neutron equivalent
fluence [for avionics is still a factor of 4 below the minimum level to cause displacement
damage| to the most sensitive electronic devices. Hence displacement damage is not a
problem for electronic, Jdevices, based on a minimum 1 MeV neutron flugnce of
1 x 1019 neutron-cm2.

7 Guldance for system designs

71 Qverview

Methodology and practices associated with safety aspects of system design can result in the
accommodation of component and equipment soft and hard fault rates. If avionics electronic
components that can experience atmospheric radiation induced upset and failure effects
which have the potential to adversely affect aircraft safety are identified, the method of
assessing the safety impact of such effects is identical to that used to assess other potential
hazards associated with an electronic avionics product. Figure 6 contains a flow chart
showing an outline of this process. The flowchart is consistent with the aerospace
recommended practices (ARP) contained in ARP4754A and ARP4761. In addition to the
ARPs, quantitative requirements for the availability of aircraft functions are provided in
AC23.1309-1C and AC25.1309-1A. Additional guidance for system designers for SEE
mitigation is provided in IEC 62396-3. A future new part of the IEC 62396 series,
(IEC TS 62396-7) will address specifically the subject of incorporating atmospheric radiation
effects analysis into the system design and reporting process.
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Figuie 6 — System safety assessment process

The firsf step in the development process is to allocate the aircraft level functions to gystems
which will implement.these functions. As part of this development phase, each of the systems
is assegsed relatively to potential hazards, which could impact aircraft safety, by Jse of a
functionfal hazard/assessment (FHA). The FHA assesses all hazards against a set of hazard
classes|similar to the classes shown in Table 1. In addition to identification of tpp-level
system [hazards the FHA identifies required hazard classifications for each functign. This
classificdatten-is—set-equal-to-the-highesteriticality-hazards—asseosciated-with-each-funetion. SEE
does not generally cause unique function level failure effects as other hardware failure modes
can cause the same effects. As a result SEE does not need to be included as a separate
hazard within the FHA.

System development assurance levels refer to processes used during system development
(design, implementation, verification/certification, production, etc.). It was deemed necessary
to focus on the development processes for systems based upon "highly-integrated" or
"complex" (whose safety cannot be shown solely by test and whose logic is difficult to
comprehend without the aid of analytical tools) elements (primarily digital electronic
components and software).

Development assurance activities support system development processes. Systems and items
are assigned "development assurance levels" based on failure condition classifications
associated with aircraft-level functions implemented in the systems and items. The rigor and
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discipline needed in performing the activities supporting development processes will vary
according to the assigned development assurance level and should be tailored accordingly.

Systems that implement aircraft functions are classified by the failure effects of the functions
they implement. Table 1 provides a cross-reference between functional failure effects and the

classific

ation of systems that implement the corresponding function.

Table 1 — Nomenclature cross reference

Functional failure condition classification System development assurance level
(AC23.1309-1C, AC25.1309-1A (ARP4754A | EUROCAE ED-79A)
and ARP4754A | EUROCAE ED-79A)
Catastrophic Level A
Severe major/hazardous Level B
Major Level C
Minor Level D
No effect LevehE
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Figure 7 — SEE in relation to system and LRU effect

7.2 Slystem design

Becausg¢ failure effects'may include both malfunction and loss of function, the implemgntation
of some aircraft functions usually requires system architectures with some degree of
equipmtnt monitoring and redundancy. The degree of redundancy is dictated by equipment
compongnt failure rates that include SEE failure/fault rates. An indication of the impact of SEE
is given|in Figure 7. Since the neutron interaction events that result in SEE are stochafstic and
relatively rare, potentially adverse safety effects would be confined to Level A, [B or C
systemg.*For Level D and E systems, the impact of SEE would primarily affect econonics and
customer satistaction and need not be considered in sysiem safely assessmentis.

For Level A, B and C systems the SEE rates should include single event effects that result in
both soft errors and hard errors. Soft errors are defined as those that are easily recovered
from, usually by a rebooting of the system, or even recycling power. The non-destructive SEE
effects that comprise soft errors include SEU, MCU, SET and SEFI (most of the time). Hard
errors are those that cannot easily be recovered from by a rebooting of the system. They can
be brought about by destructive damage to an electronic device or by a soft error being
propagated within a system that results in the standard boot-up not being available. The
destructive SEE effects that constitute hard errors include SEL, SHE, SEB, SEGR and on
occasion SEFI. In those few electronic devices that are sensitive to destructive SEE effects by
high-energy neutrons, such as SHE and SEL, the SEE rates in avionics (see 8.2.3 and 8.2.4)
will be much larger than the rates of hard failures in those devices due to mechanical
mechanisms, which are generally in the range of 100 to 1000 FITs
(1 x 107 failure-device=1-h=1 to 1 x 10~ failure-device~'-h—1 [68] for avionics).
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The SEU rates for individual electronic devices may be obtained from a variety of data
sources, and the two main approaches that can be utilised for these are discussed in Clause
B.3 and Clause B.4. The approach described in Clause B.2, exposing an LRU or circuit board
to a proton or neutron beam, provides more information as to how potential SEEs in electronic
devices affect the subsystem, but few such tests have been carried out. Very few electronic
devices have been documented to be sensitive to destructive SEE effects, primarily SEL, by
high-energy neutrons or protons, but only a limited number of devices have been tested in
such beams in the first place. However, actual in-flight experience of devices used in avionics
boxes could be utilised to demonstrate the lack of sensitivity to destructive SEE mechanisms,
although this has not been done formally to date.

3 failure
rates thjat include SEE rates. Architectural considerations, equipment design_aorcomponent
selectioh mitigate the impact of failure rates (including SEE rates) on a product. he d|scipline
and riggr required in the system design for, and verification of, mitigation of*fault effects is
dependént on the system development assurance level.

Separate error rates are required for soft errors and hard errors_(faults) depending on the
overall gquipment impact of these errors/faults. For example, soft erfors may not constitute an
equipment fault if an automatic or crew initiated reset is able to\return the equipment to full
operatidn. The discipline and rigor associated with SEE rate~determination could range from
characterisation of the actual SEE rate for a specific electronic device to a determinjation of
similarity to a class of devices with a known SEE rate. An electronic device SEE rate
impacting a Level A (function failure effect of catastrophic) system should be quantified with
greater [rigor (see 7.4.2) than that impacting a Level B (function failure effect of| severe
major/hazardous) system. Likewise, an SEE rate*impacting a Level B system shpuld be
quantified with greater rigor (see 7.4.3) than)that impacting Level C (major) systems (see
7.4.4) of Level D (minor) and Level E (no effect) systems (see 7.4.5).

For the|purposes of this document, soft errors result in error or loss of function Which is
recoverable for example by reset or power cycle. Hard errors result in equipment failure that
is permanent and only recoverable-through repair activity.

7.3 Hardware considerations

SEU rafes are a particular issue with digital electronic hardware. Such effects refefr to the
charactgristic of inyvalid state changes, for example those that occur in latch |circuits
(memor|es, registers;ietc.) that are fundamental building blocks of digital hardware.

Extremg solar-flare events produce additional neutrons within the atmosphere that ihcrease
the overall atmospheric neutron flux without direct warning. Therefore for Levels A, B and C
systemq ‘a‘scaling factor for solar enhancement of the high-energy neutron flux shiould be
applied (see 5.6).

Using the safety assessment process and given a failure/fault rate, for each type of SEE, the
system architectures can be provided to achieve robust operation in a potentially fault
producing environment. System architectural features, such as redundancy, monitoring, error
correction, or partitioning, can be useful in mitigating the effects of an equipment fault on the
system operation and reducing the probability of a system hazard. Redundancy is a technique
for providing multiple implementations of a function — either as multiple items, or multiple
lanes within an item. It assumes that a hard error/fault (SEE induced, etc.) impacting one
element of the system implementing a function is independent of such a fault impacting the
redundant system element. Monitoring for, and accommodation of, an equipment fault effect is
a useful technique to minimise the impact of any such effects.

If various functions are provided by the integrated modular avionics (IMA) technology, the
determination of the development assurance level should include the effects of the
simultaneous loss and/or malfunction of all of the functions that the IMA system provides. The
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rigor and discipline associated with the highest system development assurance level would
typically be applied to the hardware associated with the IMA computing platform.

7.4 Electronic devices characterisation and control
7.41 Rigour and discipline
The rigour and discipline needed in characterising electronic devices SEE rates and electronic

devices control will vary according to the development assurance level and should be tailored
accordingly.

7.4.2 Level A systems

This aspurance level will require the most rigorous/disciplined (testing/analysis)\@pproach
(including SEE rate characterisation) for showing compliance to requirements for, acg¢eptable
function| performance in the radiation environment. Level A systems includefunctjons for
which the pilot will not be part of the operational loop, for example FBW, . etc., and also
functionls for which the pilot will be within the loop through pilot/system infefmation exghange ,
for example EFIS, etc.

One of fhe following methods should be employed:

a) SEH rates in electronic devices may be derived from reutron testing on the |specific
devices used in the design by exposure to a suitable simulation facility. An examjple of a
high[ fidelity atmospheric neutron environment simulation is the Los Alamos WNR (see
8.3.3 and Annex C for alternative simulators)¢ The accuracy of this method is
approximately a factor of 2 on the event rate.

b) SEH rates in electronic devices may also berderived from proton testing on the [specific
devices used in the design by exposureste*high energy (greater than 100 MeV) proton
beams (see 8.3.3, Clause B.2 and_sAnnex C). The accuracy of this method is
approximately a factor of 3 on the eventrate.

c) At siystem level, “in-the-loop” typecof SEE testing of avionics equipment or systems may
be used as described in Clause B.*1. The accuracy of this method is approximately|a factor
of 2|to 3 on the event rate depéndent on particle beam used.

d) Whdre such data is not available or testing is impractical then the methods of 7.4.3 may
be ysed to derive event rates, however a suitable minimum factor in event rafes over
values calculated by these methods should be applied.

The type A systemstrequire the most robust electronic devices performance and electronic

device fechnology)controls. Technology controls should be in place to monitor electronic
compongnt supplier changes that could impact SEE failure/fault rates.

7.4.3 Level B

SEE rates should be based on either:

a) Level A rigour/discipline; or
b) less rigorous/disciplined approach using one of the following methods:

1) The use of proprietary information and data applicable to SEE, for example silicon on
insulator and established thin radiation tolerant epitaxial layer to prevent latch up, and
non-contiguous memory to avoid MBU (accuracy approximately a factor of 2 on the
event rate).

2) lIrradiation of individual avionics equipment items containing a variety of potentially
sensitive electronic devices as described in Clause B.2.

3) Any of the following SEE engineering tools that should be applied by SEE radiation
effects experts:
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i) Use of heavy ion SEE data processed using an analytical approach to obtain
neutron SEE data (see Clause B.3). Accuracy is approximately a factor of 10 on the
event rate.

ii) Use of neutron/proton SEE data on specific electronic device types (see Clause
B.3). Accuracy is approximately a factor of 10 on event rate.

iii) Use of generic SEE data based on component basic technology and type (for
example CMOS SRAM) (see Clause B.4); it is used where there is no relevant SEE
data for the electronic devices. Accuracy is approximately a factor of 10 on the
event rate because this is an inherently conservative method.

iv) Use of component SEE testing by laser simulation using a laser that has been
calibrated using a reference electronic device of the same functional type (for

l (el = W. W W AY pu | H H | + | l ol £ 4 H L ool
Cl\alllplc \)I\I'\IVI} [<1RA°] S Hrrrar LUbIIIIUIUyy arJu cauurc 12T \OUC U|au\.e B.5).
Accuracy using calibration electronic devices is approximately a factor of(h0) on the
event rate.

c) SEEF| failure/fault rates traceable to SEE tests on similar electronic devicés usfing test
results from non-neutron testing facilities (see Clauses B.3, B.4 and B.5)-

These {ypes of systems require moderate electronic device and technology confrol with
periodiclassurance that no supplier changes could impact SEE failure/fault rates.

7.4.4 Level C
SEE rates should be based on either:

a) Level B rigor / discipline; or

b) SER failure/fault rates traceable to testing results’ via an SEE failure/fault rate mogel (use
of ap average SEE error rate for all potentially sensitive components. In these ingtances,
the SEE error rate may be high for some*components and low for others but thg overall
equipment error rate can be expected to-be acceptable (see Clause B.4)).

These fypes of systems use normal ‘electronic device control and change notification
practices. Changes should be reviewed for potential impact on SEE failure/fault rafes. The
impact pf an electronic device change will be tracked by product (identify trends inldicating
major increases in failure/fault rates).

7.4.5 Levels D and E

These types of systems use normal electronic devices control and change noftification
practices. No addjtional screening for the effects of atmospheric radiation is requireq unless
specifically requested by the customer.

8 Del1ermination of avionics single event effects rates

8.1 Main single event effects

Many electronic devices are sensitive to SEEs in avionics at aircraft altitudes, and there are
many different ways of dealing with the phenomena. First, it shall be recognised that even
though Clause 6 lists many different kinds of single event effects, in almost all cases for
electronic devices available at the beginning of the 215t century, the main effects that need to
be dealt with are SEU, MBU, MCU and SEFI. This may not hold true in the future as
fabrication methods and output requirements of newer electronic devices are further
advanced through developments in electronic device technology. The event rate for the other
single event effects are generally low enough that they can be ignored in most cases.
However, SEL presents a difficulty because while the majority of CMOS devices are not
sensitive to SEL due to the atmospheric neutrons, a few electronic devices are sensitive, and
the atmospheric neutron SEL rate for some of these may not be considered small enough to
ignore. The potential for SEL may change as a result of die revision of existing electronic
devices.
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The key to being able to deal with single event effects in avionics is to quantify the SEE rate
of an LRU, which usually is taken as the combined SEE rate of all of the electronic devices
that are used in the LRU. The SEE rate per electronic device-hour is calculated by the
following equation:

SEE rate = atmospheric neutron flux (neutron.cm=2.h=1) x SEE cross-section (cm2.device=1)(2)

A number of different approaches can be used for this, from testing an LRU or the electronic
boards within it while exposed to a beam of neutrons or protons (dynamic test), to calculating
rates based on data for the static SEE response of individual electronic devices. The subject
of single event testing of avionic systems is covered in more detail in IEC 62396-2.

The SEE response of an electronic device to a beam of particles is characterised as)ihe SEE
cross-sgction, which is the number of events divided by the fluence of particles.{protgn-cm=2,
the part|cle flux integrated over the exposure time) to which the device was exposed. Thus the
cross-sgction is given in units of cm2.device~! or cm2-bit=1.

8.2 Sjingle event effects with lower event rates
8.2.1 Single event burnout (SEB) and single event gate rupture (SEGR)

Single ¢vent burnout (SEB) and single event gate rupture (SEGR) apply only to electronic
devices|such as power MOSFETs and IGBTs. As discussed-in Clause 6, energetic neytrons in
the atmpsphere can induce SEB and SEGR in power.MOSFETs, but there is an additional
important electronic device parameter involved, Vg, thHe drain-source voltage (Vgg, the gate
source poltage, plays a minor role). Power MOSEETs are generally operated at a |derated
conditiop, i.e., operated at a Vpg that is lower_than the rated Vpg of the device. |A large
number|of power MOSFETs have undergone laboratory testing with beams of heavy |ions for
SEB anfl/or SEGR, and these have identified\the value of Vhg (passing Vpg) at which|no SEB
or SEGR occurs. Similarly, a smaller number of power MOSFETs have been tesfed with
beams of protons and energetic neutrons for SEB, and the results of these, the passging Vpg
values, |have been tabulated [69, 70x71]. The proton/neutron passing Vpg is higher fhan the
heavy ign passing Vpg. From theselresults we can generalise that, based on those electronic
devices|that were tested, atmospheric neutrons can induce SEB in power MOSFETSs [rated at
400 V dnd above. However, jf\the electronic devices are operated at a Vg of <30p V, the
probability of a SEB will be low enough that SEB should not be a concern. For yoltages
> 300 V| the SEB cross-section is needed in order to calculate the SEB rate, and this cross-
section an be obtained only from high energy proton/neutron SEB tests, such as thosg in [72,
73, 74].

There ig evidenee that high voltage electronics has been affected by secondary neutrons at
sea level. AS indicated in [62, 69], the instances in which high power electronics haye failed
on the Jround are all attributable to the cosmic ray neutrons.

8.2.2 Single event transient (SET)

Single event transient (SET) responses have been measured in a number of electronic
devices with heavy ions, but in only three different types of devices using proton beams, a
comparator [52], analogue to digital converter [75] and a pulse width modulator (PWM) [51].
The ability of an electronic device to tolerate a SET is highly dependent on the specific
application. Nevertheless, the calculated SET rates for these three types of electronic devices
at aircraft altitudes considering the nominal neutron flux (see 5.3.2) can be helpful for
purposes of assessing the kind of effects that could be induced, and providing an upper
bound on their probability of occurrence. For the PWM, SETs led to changes in the waveform
output of the electronic device, which is usually at constant frequency and duty cycle [51].
Phase shift errors in the output were considered small events, and they have an upper bound
rate of 4 x 108 event.device=1-h="1 at aircraft altitudes, while period mismatch errors (larger
events), have an upper bound rate of 1 x 10~ event-device=1-h=1. With the comparator, the
recorded transients were about 1 pus in duration, and the probability of such events depended
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on the voltage input. For a =25 mV input, the proton results lead to an upper bound SET rate
1 x 10-% event-device~1-h~1 at aircraft altitudes, and with a —12,5 mV input, the proton results
lead to an upper bound SET rate 2 x 10~° event-device=1-h=1 at aircraft altitudes.

8.2.3 Single event hard error (SHE)

For single event hard error (SHE), a 64 Mbit SDRAM was recently tested with high-energy
protons and stuck bits, SHEs, were recorded [63]. This is the most useful data for estimating
the SHE rate at aircraft altitudes. SHE is a micro-dose effect, and it is not at all clear that
other large SDRAMs will also have the same sensitivity to this effect as the SDRAM that was
tested. Nevertheless, the calculated SHE rate for this SDRAM at aircraft altitudes is helpful in
providing an upper bound on the probability of occurrence of hard errors. Using this proton
data [63=amupperboundtTateof4=x+0—-—SHE—eventdevice—+h—+—s—obtaimed—=at) aircraft
altitudes due to the atmospheric neutrons. This rate is based on the assumption thabpach bit
of the 64 Mbit SDRAM is equally sensitive.

8.2.4 Single event latch-up (SEL)

Many CMOS devices are sensitive to SEL from heavy ions. A small number of these have also
been tested with beams of energetic protons and neutrons, and Wave been showh to be
sensitive to SEL from the protons and neutrons. References [76,\7/7] contain a few ¢f these
electronfic devices that can have SEL induced by protons and neutrons and their SEL cross-
sectiond, but each year or two one or more new electronicdevices are identified by SEE
researchers as sensitive to proton SEL [78].

One approach that may be useful is to provide an upper bound rate based on the electronic
device with the highest probability of having SEL [76)'77] induced by atmospheric neytrons at
aircraft pltitudes. References [76, 77] list a totalcof 'seven electronic devices with profon SEL
cross-sgctions, and the two highest have SEL\ cross-sections of 4,5 x 10-9 cm2 (D$P) and
6,6 x 10-% cm2 (microcontroller). Unfortunately, two very recent proton-induced Jatch-up
cross-sgctions have been published for SRAMs [47, 79] and these proton-induced SEL cross-
sectiong, 7 x 10~9 cm?2 and 4 x 108 cmZ, both exceed the largest previous proton SEL value.
Another| study [80] exposed SRAMs“to the WNR neutron beam, and SRAMs from three
different vendors latched up, twocalso with high SEL cross-sections. Thus an uppef bound
SEL rate for avionics based™ on the largest measured SEL cross-section to (date of
4 x 10~ cm2 and the neutron flux of 6 x 103 neutron.cm=2-h—1is 2,4 x 104 latch-up-device~1-
h=1, or gnce in about 4 000-h: Since this rate appears to be high enough to be of condern, the
best ceftain alternative.would be to expose all electronic devices in an LRU to a beam|of high-
energy [protons or neutrons, and monitor for latch-up (increase in current). For |atch-up
screening, the pulsed‘laser approach constitutes also an efficient solution. The laser|is used
only to [determine{whether or not an electronic device will latch up following an ignization
event [$1]. This-testing provides a relevant and reproducible answer for electronigq device
assessment(during design phase but also to control die changes influence on SEL sensitivity.

Electronic devices that are sensitive to neufron-induced SEL could thereby be identitied and
alternative actions considered. This is the approach taken by a number of NASA centres and
programs due to concerns of SEL by the trapped protons in space.

8.3 Single event effects with higher event rates — Single event upset data
8.3.1 General

The key to being able to deal with single event effects in avionics is to quantify the single
event effect rate for an avionics box. Once an estimate can be made of the event rate,
appropriate measures can be considered to accommodate the event. If the event rate is low
enough, a decision might be made to tolerate it. If it is too high, a variety of fault tolerant
measures can be considered for incorporation, such as error detection and correction (EDAC)
or redundancy. These fault tolerant measures involve architecture and systems approaches
that are beyond the scope of this document.
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As indicated in Clause 6, SEU, MCU and SEFI are the three single event effects that present
the largest potential threat to aircraft avionics, and they are listed in order of decreasing
occurrence. In addition, as discussed in 8.2.4, for a few CMOS devices, the single event
latch-up rate could be a concern. At a simplified level, the SEU rate depends on the number
of bits in an electronic device, and in most cases the bits serve as either memories, registers,
or latches. The kinds of electronic devices that contain the largest number of volatile bits are
memories, microprocessors, ASICs and field programmable gate arrays (FPGAs). When the
SEU rate at aircraft altitudes is considered on a per bit basis, the SEU rate is similar for these
various kinds of electronic devices to within a range of 1 to 2 orders of magnitude.

8.3.2 SEU cross-section

The SEL i i i i ised-as he SEU

¢ (pratgn-cm=2,
particle |flux integrated over the exposure time) to which the device was exposed: Thus the
cross-section is given in units of cm2.device~! or cm2-bit=1. Various scientific_and engjneering
organisations around the world carry out such SEU tests in order to characterise the SEU
response of electronic devices to the different particles. The vast majority’of these tests are
performed for electronics that are being considered for use in space ~T'herefore, most of the
tests arg with heavy ion particle beams, and some are with proton beams. A smaller{number
are perfprmed using neutron beams.

Thus, ir] the radiation effects literature, there are three different types of SEU cross-sections
that are[reported, heavy ion SEU cross-sections, proton SEU cross-sections and neutjfon SEU
cross-sections. For immediate purposes, the heavy ionSSEU cross-sections, which dre used
for ele¢tronics intended for space applications, .aré not directly relevant for fvionics
applicatjons; however the utilisation of heavy ion,SEU data for avionics purposes ig further
discussed in Clause B.3.

8.3.3 Proton and neutron beams for measuring SEU cross-sections

For particle energies above 50 MeV, SEUcross-sections measured with protons and rjeutrons
can be |taken to be essentially the same, but at lower energies this is not true du¢ to the
coulomby barrier for the proton that. s not present for the uncharged neutron. However,|there is
a problem in making comparisens between neutron and proton data in that the proton SEU
cross-se¢ctions are measured. using a mono-energetic proton beam, whereas it is difficult to
achieve|a beam of neutrons.of a single energy except under special circumstances| Proton
beams are available at a number of high energy accelerators around the world, for ¢xample
the Indigna University Cyclotron Facility (IUCF) in the US, the Paul Scherrer Institute |(PSI) in
Switzerland, the Tri=University Meson Facility (TRIUMF) in Canada, etc. Each accelerator has
an uppdr energy, but testing is often done at several energies and the SEU cross-sectjons are
reported as a function of the proton energy. Therefore SEU cross-section from proton beams
greater than~100 MeV can be used to give the equivalent cross-section from WNR.

At aircraft-ealtitudes—the—spectrum—of-the—satmosphericnettrons—covers—the—energyrange to
greater than 1 000 MeV. One type of neutron source is available that simulates the
atmospheric neutron environment and is set up to allow experimenters to expose electronics
to the beam and measure the induced single event effects. This is the spallation neutron
source, examples of which are given in Annex C; these sources can be designed so that their
spectrum simulates the atmospheric radiation environment (white neutron source) up to the
maximum energy of the accelerator. Such sources can produce neutron fluxes that are orders
of magnitude greater than that of the atmospheric radiation environment and enable highly
accelerated testing of electronics.

The other neutron sources that are available are mono-energetic neutron generators and
quasi-mono-energetic neutron beams. The neutron generators rely on the D-T reaction to
produce mono-energetic beams of 14 MeV neutrons and occasionally on the D-D reaction to
produce beams of ~3 MeV neutrons. The quasi mono-energetic beams rely on a proton beam
striking a lithium 7 target producing a peak of neutrons at nearly the energy of the protons,
and a lower flux of neutrons with energies over the entire energy range from the peak energy
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down to thermal energies. This low energy “tail” constitutes a significant fraction of all of the
neutrons produced. There is some uncertainty as to how to remove the SEU contribution from
the neutrons in the lower energy tail in a consistent manner to yield mono-energetic neutron
SEU cross-sections.

However, there is another source of neutrons within an aircraft that can cause SEEs that
requires an entirely different kind of neutron source for purposes of laboratory testing. These
are the thermal neutrons discussed in 5.3.5. The average energy of these neutrons is
0,025 eV, but they are more generally considered to be below 1 eV; thus they are 6 to 9
orders of magnitude in energy lower than that of the high energy neutrons of primary concern,
those in the 1 MeV to 1 000 MeV range. The thermal neutrons cause single event effects by
their interaction with the boron 10 isotope within the IC (glassivation layer over silicon), rather
than witpthe—sittconatoms—Fhereactionthatis |copuuo;b:c for-the—ncreased-SEd—+ate due to

thermal|neutrons is:

10B + neutron — 7Li + 4He (alpha) (3)

Researgh nuclear reactors and other facilities (see Annex C) provide~convenient solirces of
thermal|neutrons with relatively high neutron fluxes for accelerated-testing. However there
have bgen few studies in which electronic devices have been exposed to thermal neutrons
and the(resulting SEU cross-section measured. Of these only asmall number have ¢xposed
SRAMs|to both thermal neutron and high-energy neutron beams and compared the SEU
cross-se¢ctions. In one study [47], both the thermal and’,high energy neutron SEU cross-
sectiong in SRAMs from four different vendors were measured. For SRAMs from two yendors
the thermal neutron cross-section was higher than the’ high energy SEU cross-sectipn by a
factor of between 1,5 and 3, for one vendor’s electronic device the ratio of the SEU cross-
section from thermal and high energy neutrons was about 1, and for the fourth vendar, there
were ng SEUs from thermal neutrons. In a sec¢end study [82], for one SRAM the |thermal
neutron|SEU cross-section was lower than that due to the high energy neutrons by [about a
factor of 10, but for a second SRAM, the, thermal neutron SEU cross-section was higher by a
factor of 2,5. The most compelling study.[83] exposed SRAMs to naturally occurring rjeutrons
at a high altitude location, with some.glectronic devices receiving the full spectrum angd others
having the thermal neutrons shielded out. The SEU rate due to thermal neutrons wgs about
three times that due to the high<energy neutrons, and when account is taken of the|relative
magnitude of the neutrons fluxes, the SEU cross-section from thermals is about four times
that due to high energy neutrons. Additional comparison between high energy and |thermal
neutron|cross-sections for,.SRAMs is made in [22]. Thus the additional SEU rate from|thermal
neutrons is an issue for-avionics. There is further discussion of thermal neutron SEE in Annex
A and in IEC 62396-5.

Thus the neutron) SEU cross-section obtained from a specific test depends on the |neutron
source [thatwas used. For avionics applications, cross-sections measured with tHe WNR
beam arecbest because these neutrons have the same energy spectrum as the atmgspheric
neutrong.\These WNR SEU cross-sections can be applied directly to the atmospheric
neutrons at aircraft altitudes [77].

The relationship between the WNR SEU cross-section and proton and neutron SEU cross-
sections at specific energies is shown in Figure 8 for three older SRAMs. For the two
electronic devices with the SEU cross-section measured in the WNR beam, it appears the
WNR SEU cross-section is approximately equal to the proton SEU cross-section for
energy > 100 MeV, and to the mono-energetic neutron SEU cross-section at 100 MeV.
Therefore SEU cross-section from proton beams greater than 100 MeV can be used to give
the equivalent cross-section from WNR. The mono-energetic neutron SEU cross-section data
were derived from measurements made with a pseudo mono-energetic beam and corrected
for the contribution from the tail of lower energy neutrons [84]. Further, based on more recent
testing [21], SEU cross-sections obtained from testing with mono-energetic proton beams
(> 100 MeV) in SRAMs, FPGAs and microprocessors are expected to be within less than a
factor of 2 of those that would be obtained from testing with the WNR neutron beam.


https://iecnorm.com/api/?name=f4efc80cf9dd7500623a04f25c838430

- 48 — IEC 62396-1:2016 © IEC 2016

1510712

A WNR - IMS1601
= »,

o¢ - A E e = e e T - - P
WNR - MT5C2568 -
W,

1x107"3

_____
- .

1107 +

SEU cross-s4ction (cm2~bit)

—&— IMS1601-protons

- A= IMS1601-neutrons
—&— TC551001-protons

= ©O=- TC55100%=neutrons
—— MT5C2568-protons
= £1= MT5C2568-neutrons

L | T T TR R B S BN I |

1x1 0_'I 5 T T T T T I T
0 20 40 60 80 100 120 140 160 180

Particle energy (MeV)

1EQ

Figurp 8 — Variation of RAM SEU cross-section as function of neutron/proton energy

For the |comparison of neutron and proton measurements and the significance of low energy
neutrong, two examples are presented in Figure 9, with data on 4 Mbit SRAMs [21, 47]. The
feature pize of these electronic devices was’0,4 um and this figure gives data for the most and
least sgnsitive electronic devices from this sample. For the results obtained from |neutron
energies of 21 MeV to 174 MeV at TSL, the neutron upper and lower limits are defived by
dividing|by neutrons in the peak.and total neutrons respectively. Proton results at 13 MeV to
490 Me) from TRIUMF are truly-mono-energetic and fall in between. The neutron jpoint at
14 MeV| was obtained from mono-energetic neutron sources (D-T) and is higher than the
lowest energy TSL point..The cross-sections obtained at the TRIUMF spallation [neutron
source are averaged over)the spectrum > 10 MeV and are shown as the dotted lineg. These
are in good agreement.with the plateau cross-sections obtained from mono-energeti¢ proton
and quasi mono-energetic neutron testing. Further data points at 3 MeV and 4 MgV were
obtained from ASR~(D-D) and IUCF facilities (3 MeV to 5 MeV) and are one to two ofrders of
magnituIée below/the high energy plateau. Additional data comparing 3 MeV to 5 MgV data
with spallations neutron sources are available in [21] and indicate the former to be|less by
factors fanging from 5 to 600.
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Figure 9 — Neutron and proton SEU bit cross-section data

Figure 9 also has the SEU cross-section from thermal neutrons (less than 1 eV) obtained at
the NPL facility. For one electronic device this is about a factor 1,5 to 3 higher than the SEU
cross-section from high energy neutrons and for the other it is comparable. Further examples
of test data on thermal neutron sensitivity are given in references [21, 22] and these show
that for some electronic devices, thermal neutrons could dominate the SEU rate in avionics,
while for others the contribution could be minor. Full discussion on how to deal with the
thermal neutron problem is given in IEC 62396-5.
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8.3.4 SEU per bit cross-section trends in SRAMs

Thus, as a practical matter, even though the best SEU data is from measurements in the
WNR beam, the largest source of SEU data that can be used as a substitute for the WNR
SEU cross-sections are proton SEU cross-sections at energy > 100 MeV. Recognising this,
tabulations were compiled in 1997 of SEU cross-sections (cmZ2-bit=1), applicable to avionics,
that were derived from WNR and proton (£ > 200 MeV) measurements for both SRAMs and
DRAMs [85]. The conclusion reached in reference [85] is that based on the original data that
had been compiled, the average SEU sensitivity of both SRAMs and DRAMs was decreasing
over time. However, for SRAMs the SEU sensitivity per bit was decreasing slowly, while for
DRAMs the SEU sensitivity was decreasing much more rapidly.

Becaus ctronic
device [is very useful for purposes of understanding trends in the SEU sensitivity of
electronlics, the two curves for SRAMs and DRAMs [86, 87] have been updated. (The ypdating
was done by plotting all of the original data, and then adding data from more-recent |[sources
to expahd years covered and the breadth of electronic devices included. The SRAM data is
shown ip Figure 10, and Figure 11 shows the corresponding data for DRAMs. Howevar, since
the SEE cross-section data changes so rapidly with changes in ICytechnology, as better
characterized by feature size rather than electronic device date, Annex’G has been gdded. It
containg the latest SEE response data (for feature sizes down(to <50 nm) and guidance
(SEU, MCU, SEFI, SEL, SET and SEB).

Figure 10 shows a reduction in the SEU cross-section over time, but with a gradual glope. In
looking jat Figure 10 that includes the newer data, it is-difficult to justify a continuing [trend in
the redpiction of the SEU cross-section, i.e., for most electronic devices it appears to be
approadhing an asymptotic value. Much of the datarappears to be centred around pn SEU
cross-sgction of 1 x 10~13 cm2.bit=1, but more breadly within a band of a factor of 3 td 0,33 of
this valye.

The conclusion regarding the approximaté’ asymptotic behaviour of SRAMs over time with
respectito their SEU sensitivity from atmospheric neutrons should be treated with cautjon. It is
derived| primarily from the data .in “Figure 10, and there is no way to determit[-\e how

representative the electronic deviceés used in Figure 10 are for all SRAMs that may be|used in
avionicd. The SRAMs used in (Figure 10 are those that had been tested for SEU with either
the WNR beam or high-energy protons. As seen in Figure 10 a few SRAMs have evgn lower
SEU crgss-sections than _the ‘apparent asymptotic bands that can be derived, either 1[x 10-14
cm2.bitq" to 1 x 10~13 cm2.bit=1 or 3 x 10~14 cm2.bit=1 to 3 x 10~13 cm2-bit="1.
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Figure 10 — SEU cross-section in SRAMs as function of the manufacture date

The SRAM SEU data in Figure 10 includes SRAMs.that had feature sizes of > 500 |nm and
others down to below 100 nm; the approximate techhology feature sizes have been gdded in
nm. Compilations of SEU cross-sections from mare recent electronic devices, down tqg feature
sizes off{ 180 nm [88, 89, 90] have shown a gradual decline in the cross-sections, withjmost of
the crogs-sections falling into the range of 1:%10~13 cmZ2.bit=1 to 1 x10-14 cmZ2-bit=1 byt a few,
mostly {hose for <200 nm, lying between™ x10-14 cmZ2.bit-! to 1 x10-15 cmZ2.bit-"] As the
feature pizes have continued to decline, a few SRAMs have exhibited an increased sqgnsitivity
at low meutron energies, i.e., E < 10vMeV, compared to most previous electronic ¢evices.
While the rule of thumb that the (SEU contribution in the atmospheric neutron envifonment
from ngutrons with 1 MeV < E <10 MeV is less than 10 % of the total rate [7] generally
applies,|for these few electrohic devices the ratio of [SEU cross-section (£ > 10 MeV)| / [SEU
cross-se¢ction (E between-3-MeV to 5 MeV)] has been ~1,0. Thus for such electronic|devices
the SEU contribution from-neutrons with £ < 10 MeV will be greater than 10 % [21].

A relatgd but différent effect is being seen in SRAMs with feature sizes of < 90 nm and this
relates {o upsets being caused by direct ionization from low energy protons (£ ~0,1 MeV) [64].
Neutrons of all’énergies can produce secondary protons with such low energies. Thug, SEUs
bns can
p part of

the environment.

8.3.5 SEU per bit cross-section trends and other SEE in DRAMs

With DRAMSs the situation is different. The steep decline of the SEU cross-section with year of
DRAM production seen in the original data [85] is enhanced by including more recent data. In
this case, as microelectronic technologies are being modified to enable individual electronic
devices to hold an increasing larger number of bits, the net result for SEU sensitivity is a
continuing decline in that sensitivity on a per bit basis. This is seen in Figure 11 which shows
the original data [85] along with SEU results from more recent tests. For more detailed
information and more recent data, see Annex G. The original data was based mainly on 4 Mbit
and 16 Mbit DRAMs, but the more recent tests, with much reduced SEU cross-sections per
bit, are based mainly on electronic devices in the range of 64 Mbit to 256 Mbit. In addition, [8,
40] DRAMs were tested that were designed using different DRAM technologies, trench
internal capacitance (TIC, utilised only by IBM and one or two other vendors) and stacked
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capacitance (SC, utilised by all other DRAM vendors). TIC DRAMs have a lower SEU
sensitivity.

However due to the large variations between electronic devices of differing technology and
feature size, designers are recommended to seek relevant data or to test the selected device.

1x107"2

1x107°

N
X
=

1x1

1x1

SEU cross-section (cmz-bit)

Original Data (4M, 16M) Kerness / Taber
Granlund

Data 1996 - 2001 (64M-256M)

Ziegler et al, SC design DRAMs (16,64M)
Ziegler et al, TIC design DRAMs (16, 64M)
- ——-Approximate Fit to data

0—18 I I I I } I I I T } T I T I I } I |
1985 1990 1995 2000

Year of DRAMimarking

1x1

oo e» e

1x1
2010

IEC

Figure 11 — SEU cross-section in DRAMs as function of manufacture date

An appfroximate trend line is shown) in Figure 11, together with approximate |generic
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applications, the occurrence of SEU in the DRAMSs that constitute the main mg¢mory is

d by-EDAC. With EDAC additional bits are attached to each word to enable th
te’ detect a flipped bit and correct it. However, there are also other SEE e

e EDAC
fects in

that should be considered. namely their sensitivity to multiple cell upset (MCU

), stuck

bits (single hard errors) and single event functional interrupt (SEFI). The new larger DRAMs
(Gbit size arrays) may be sensitive to all of these effects [48, 49]. Regarding MCU, two
different kinds of effects are possible, standard MCU in which two or three errors are induced
per neutron strike in the memory array, and a burst type of effect in which thousands of errors
are induced due to a neutron strike in the logic portion of the DRAM (see 6.2.3). The
sensitivity of new DRAMs to burst errors varies significantly with DRAM vendor and so this
effect needs to be considered for future developments in the usage of DRAM designs. Thus,
these effects should be considered for future developments in DRAM designs.

Probably the major effect is MCU, which had been about 1 % to 3 % of the SEU rate for older
electronic devices, but for more recent electronic devices with feature sizes below 180 nm
MCUs increase and burst errors affecting > 1 000 bits may be important (see 6.2.3). However,
the MCU fraction relative to the SEU rate can vary significantly from one DRAM to the next,
and the impact that an MCU in a DRAM has on the operation of a board can also vary
significantly due to the distribution of the bits per word in the DRAM. The method by which
bits per word are physically distributed within the DRAM varies among the DRAM vendors.


https://iecnorm.com/api/?name=f4efc80cf9dd7500623a04f25c838430

IEC 62396-1:2016 © IEC 2016 - 53 -

Stuck bits can be a concern because once such bits are stuck, the SECDED EDAC technique
protecting words containing these bits no longer works for those words. The MCU fraction
variation can be much higher, and there is value in laser screening to give the physical
location of bits and the relative sensitivity to MCU. If there is physical separation between the
bits per word then this reduces the sensitivity to MBU in a given word.

8.4 Calculating SEE rates in avionics

Based on the SEE data shown and discussed in Clause 8, it is clear that SEEs can be
induced in electronics used in avionics. Clause 8 discussed a variety of SEE tests that have
been carried out in the laboratory, using both neutron and proton beams, during which SEE
Ccross- sectlons in microelectronics have been measured In addition, a limited amount of data
has bee he-gbjective
is to establish a methodology for obtaining the SEE rate in the mlcroelectronrcs used in the
avionicq due to the atmospheric neutrons, and to address the impact of the SEE con*thg actual
avionicd.

The sinmplified method of calculating the SEE rate for a particular effectyas defined in this
standargdl is to multiply the SEE cross-section for that effect (units of-¢cm?) by the infegrated
neutron| flux of 6 000 neutron-cm=2-h~1 (E> 10 MeV). This 6 000 néatfon-cm=2-h-1 flux is a
nominal| value for 40 000 ft (12,2 km) altitude and 45° latitude,_and may be adjusted for
different altitudes and latitudes (see Annex D), as well as the enhancement from a solfar flare,
as discyssed in 5.6. In the nominal atmospheric radiation environment described abpve and
when thle cross-section has been determined with an atmadspheric-like (white neutron) source
the SEH rate may be calculated from:

SEE rdte per electronic device-hour = 6 000 ¢“(néutron-cm=2.h-1) x SEE crossfsection
(cmZ2 .dgvice) (4)

The abdve calculation applies for all geometries because the conditions are atmosphetric like.

The grepter than 10 MeV neutrons will-be the dominant cause of SEE on sensitive electronic
devices|with geometric feature sizerabove 150 nm, however for electronic devices with feature
size at pnd below 150 nm the, contribution of neutrons with energy between 1 MeV|and 10
MeV may be significant, although, for such electronic devices, based on [7], the confribution
from thg 1 < £ < 10 MeV neutrons to the overall SEE rate is 10 %. This estimated confribution
has begn derived using geometries between 150 nm and 90 nm and needs to be kept under
review as further low energy neutron test data on small feature size electronic devices (below
150 nm) becomes available. However, even if the equivalent contribution for smaller| feature
size eleftronic devices is much higher, this will in any case be automatically reflected in SEU
cross-sections.measured at white spectrum neutron facilities.

The otherimethod of oaloulatlng the SEE rate is by mtegratlng the SEE cross-sectipn as a
~ ‘ ver all the
neutron energies. However in the vast majorlty of cases (for example wrth WNR SEE) the
measured spallation neutron is available for electronic devices but the cross-section as a
function of energy is not. In comparing calculated SEU rates in six SRAMs (0,5 um < feature
size < 0,35 um) based on the integration method using the QARM neutron spectrum [15], the
rates from the simplified method of this standard are in good agreement with the integration
method rates, though higher by about 50 %, but may not be applicable for smaller geometries
if non atmospheric-like sources are used to determine cross-sections (see also Annex H).

The multiple cell upset (MCU) rate should be calculated for the EDAC protected memory that
has been identified earlier, and has been deleted from consideration for the SEU rate.
Because the MCU/SEU fraction has been changing so rapidly with decreasing feature size
and RAM type, as described in 6.2.3, the MCU rate should be calculated only after
considering the guidance provided in 6.2.3. On a simplified level, this MCU rate in the
protected memory is assumed to evade the EDAC scheme and lead to an error that can affect
the LRU.
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A four-level hierarchical procedure is proposed for answering these questions regarding SEE
rates and the impact of the SEE rates on the avionics, proceeding from a rigorous
assessment to a conservative upper bound assessment. The primary levels involve testing of
specific electronic devices or boards, whereas the lowest level involves utilising existing SEE
cross-section data to the extent possible, and applying it in a conservative manner, which
therefore entails the highest level of risk. The methods are detailed in Clauses B.1 to B.6.

8.5 Calculation of availability of full redundancy
8.5.1 General

Most modern avionics equipment utilises state-of-the-art electronic components that have
submicr ize | ircui ithi i be SEE
sensitive due to the avionics atmospheric radiation. The result of such SEE is ta-denerate
errors dr faults within the equipment that could have an impact on the functienality of the
equipment. Mitigation features can be incorporated as necessary in order(to~ satjsfy the
avionicq system requirements for the higher design categories A to C (see“Clause(7). The
equipmeént may contain some method of detecting the error or fault and Atilise some|level of
redundgncy to avoid any impact on the function. However, the affected element |will not
recover|until some form of correction is applied for the original SEE; during this time, the time
to recover the full redundancy is not available [94]. The correction-can be made by a regular
process|such as "scrubbing" (memory refresh from uncorrupted data at fixed intervals)) or rely
on corrgction when an error or fault is discovered. As an example, consider the availapility, 4,
of a blogk of memory. If the mean time to recover is t,.;, the 'mean rate of recovery p|= 1/t
and if the mean time between SEE error generation is #gfg, the mean SEE rate 1 9 1/tggg.
The avdilability of full redundancy is then given by the €quation:

A=/ (Ocf p) (5)

When the recovery rate is much higher than-the SEE rate the availability tends towards 1, i.e.
full availability. System availability is considered for three different types of SEE event

a) Transient errors and upset (e.g. SEU, MCU) with correction applied quickly after the event
or as the data is required.

b) Firm errors and faults (e.g\SEFI, non-destructive latch), which persist until the gower to
the electronic device is gycled. If there is no facility during normal equipment operation for
powgr cycling, the condition will persist until the end of the operational period.

c) Hard faults (e.g. stuck bits and destructive latch up) which are permanent and|require
maimntenance activity on the unit. These events are considered in the same mannef as any
othgr component failure (see Clause 7).

next operational use without any external intervention. Examples of full redyindancy
availability-for the first two types of SFF event are given helow

The first two-of these SEE types do not require maintenance activity since they recove\[ for the

8.5.2 SEU with mitigation and SET

Consider SEU in SRAM, with applied mitigation such as EDAC, ECC or multiple strings
(redundancy) along with voting. In such cases, the recovery time for ECC or redundancy with
voting can be very fast; if 1 ms is assumed, then the recovery rate is 1/1 000 = 1 000 s,
which is 3,6 million per hour. For SRAM with 5 Mbits of used locations, and with the SEU
cross-section between 1013 cm2.bit=1 and 1014 cm2.bit-" (see Figure 10), the corresponding
SEU rates vary from 3 x 103 upset.device=!-h-1 to 3 x 104 upset.device=1-h=1. In this
example, the recovery rate is orders of magnitude larger than the SEU rate, and therefore the
availability is very close to 1. There would be no significant impact on the equipment
availability, but the availability could be significantly impacted if the memories were very large
and the scrubbing operation not carried out at a sufficiently high rate (low periodicity).
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Single event transients (SETs) can persist for up to 10 us, after which the electronic device
recovers to normal operation. For a typical recovery time of 10 us, the recovery rate would be
1/10=° = 100 000 s~1 or 360 000 000 h-'. The SET rate during flight for a comparator or a
pulse width modulator ranges from 10-7 event.device~!-h-1 to 2 x 10~5 event-device~1-h~1
(see 8.2.2). In this example, the recovery rate is again orders of magnitude greater than the
SET rate and the availability is very close to 1.

8.5.3 Firm errors and faults

Consider SEFI, where electronic device functionality is recovered by cycling power or
rebooting. If the avionics equipment is not able to cycle power or reboot automatically, the
fault will persist for the remaining flight duration (10 h or more) and full redundancy will be
unavailg i fod: i ; i
first evgnt is immediate, but the occurrence of another event during the recovery
cause that element of the system to fail. For a typical SDRAM device (in READ(mod
from [43]) with a SEFI cross-section of 3 x 10~11 cm2.device~!, the SEFI rate will be
event-d¢vice=1-h=1, and again the recovery rate would be orders of magnitude grea
the SEHI rate, and the availability near 1.

As indigated in Figure 7, events such as SEFI may impact the MTBUR and MTBF if they are
identifield as failures by any built-in test system.

9 Considerations for SEE compliance

9.1 Clompliance

The following steps are a means to compliance and should be documented; however
alternat{ve methods may be used where such methods can be justified.

9.2 Clonfirm the radiation environment-for the avionics application

General guidance is given in 5.3. The degree of solar flare enhancement accommodation
should he defined by the user (see5.6).

9.3

dentify the system development assurance level

The deVelopment assurance level will determine the rigour and discipline associated with the
SEE ac¢ommodation,(see Clause 7).

9.4 Assess preliminary electronic equipment design for SEE

9.4.1 Identify SEE-sensitive electronic components

As part oftheeguipment mmanufacturer etectromic comporment mamagement ptan{ECMP), there
is a requirement for the equipment to be able to function in the application avionics
environment (see 4.3.7 in IEC TS 62239-1:2015 or EIA-4899). Guidance for the identification
of SEE-sensitive electronic components is given in Clauses 6 and 8 of this standard.

9.4.2 Quantify SEE rates

Quantify SEE rates based on the rigour required by 7.4 and the calculation approach defined
in 8.4.

9.5 Verify that the system development assurance level requirements are met for SEE
9.5.1 Combine SEE rates for the entire system

The accumulation of SEE-induced hard faults may impact the MTBF of the system.
Unaccommodated soft faults may impact the MTBUR and also the MTBF. The soft SEE-
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induced faults may be accommodated by hardware and/or software measures (refer to
Clause 7). Where any SEE is totally (100 %) mitigated in the application by limitation of
stressors this shall be clearly defined.

Whilst the equipment recovers from radiation induced soft errors some redundancy elements
are not available, and the recovery time shall be demonstrated as acceptable at system level.

9.5.2 Management of electronic components control and dependability

Refer to 4.3.7 in IEC TS 62239-1:2015 or EIA-4899, and to 8.4 of the present standard.
Changes by the semiconductor vendor to electronic components can affect their atmospheric
radiation SEE sensitivity and SEE rates. As a result change to potentially SEE-sensitive

electrommrmermut the
operating service life of the equipment. Atmospheric radiation is part of the ‘electronic

compongnt management plan addressed by IEC TS 62239-1 or EIA-4899.

9.6 Clorrective actions

Take cofrective actions if necessary.
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Annex A
(informative)

Thermal neutron assessment

It is important to assess the contribution that thermal neutrons make to the overall SEU rate.
The thermal neutrons can play a major role for two main reasons:

a) it appears that the thermal neutron flux inside an airliner is 1 to 2 times the high energy
(> 10 MeV) neutron flux; and

b) for many electronic devices the SEU cross-section due to thermal neutrons is higher (by a
factgrof 1,5 t0 3) than the SEU cross-section due to > 10 MeV neutrons.

There dre confounding issues that make this assessment difficult and uncertain for both
factors.|Regarding the thermal neutron flux, it varies significantly within a commercialjairliner,
due to the proximity of hydrogenous materials which produce them, but the magnitude of the
variation has yet to be quantified through rigorous measurementsi)yThe high| energy
(> 10 MeV) neutron flux within the aircraft is essentially the sameJas the flux| in the
atmosphere right outside the aircraft structure. This is not true for the thermal neutrgns. The
thermal|neutron flux within the aircraft is approximately 10 times higher than it is outside the
aircraft pecause as the atmospheric high energy neutrons interact with the materialg of the
aircraft,| the flux of thermal neutrons builds up inside the-aircraft. Anecdotal infqrmation
regardirlg measurements in a stripped down military 707 indicates variations of up to|a factor
of 3 infa thermal neutron detector as it was moved<{inside the aircraft, but this| aircraft
containgd far less hydrogenous material compared. to{ modern airliners. Based on the one
detailed| calculation that has been carried out for a crudely modelled 747, it can be egtimated
that within an aircraft, the thermal neutron flux may‘be a factor of 1 to 2 times the high energy
neutron|flux. By comparison, within the atmosphére, the thermal neutron flux may be [a factor
of 0,15 fo 0,25 times the high energy neutron flux.

Regardihg thermal neutron SEU cross-sections, from the limited number of electronic|devices
in which this has been measured [47,%82, 83], most have a thermal neutron SEU crossfsection
comparable to or larger than the high energy SEU cross-section, but a few electronic|devices
are not|sensitive to SEU fromthermal neutrons. These latter electronic devices should not
contain [any BPSG, the major ‘source of boron 10 which leads to the SEU by the |thermal
neutrons. However, these glectronic devices do contain boron in lower concentrations |through
other cgnstituents in the(dje (for example p dopant). Thus in older electronic devices| without
BPSG, [the thermal néutron SEU cross-section from these other boron sources wpuld be
reduced by 2 to 3 erders compared to that in BPSG and hence can be ignored, but[in more
recent SRAMs [48;" 95] without BPSG, the SEU contribution from thermal neufrons is
somewHhat reduced compared to BPSG, but may not be ignored. At present, it appejars that
SRAMs|are the only electronic devices which have been tested with thermal neutrpns and
found tp have a thermal neutron SEU cross-section. However it is very likely that other
electroniictdevices such as DRAMS, microprocessors and FPGAs are also sensitivelto SEU
from thermal neutrons, but that has not yet been verified by measurements.

In the SRAMSs in which thermal neutron SEU has been measured, for most electronic devices,
the ratio of the thermal neutron SEU cross-section to the high energy SEU cross-section is
> 1, generally in the range of 1,5 to 3. However, for electronic devices from some vendors
there is notable part-to-part variation in the ratio, which is generally higher than the part-to-
part variation of the individual SEU cross-sections. For the highest ratio measured to date, the
thermal neutron SEU cross-section to high energy SEU cross-section ratio is approximately 7.
Thus when combined with the fact that the thermal neutron flux in an airliner may be 1 to
2 times higher than the high energy neutron flux, the SEU rate due to thermal neutrons could
be as high as a factor of 10 or greater than the SEU rate due to high energy neutrons. This
appears to be a bounding value, but is nevertheless important since the remainder of this
international standard is devoted to SEU from the high energy neutrons. The effects of
thermal neutrons on electronics are covered in more detail in IEC 62396-5.
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Annex B
(informative)

Methods for calculating SEE rates in avionics electronics

B.1 Proposed in-the-loop system test — Irradiating avionics LRU in
neutron/proton beam, with output fed into aircraft simulation computer

This is the highest level of testing and is expected to give the most accurate answer and
lowest risk for how the SEEs induced by the atmospheric neutrons will affect actual avionics.
It involves an in-the-loop test in which an avionics LRU is exposed to a beam of high energy
neutrons or protons, and the signals from the LRU are interfaced into a hostgcpmputer
containing a simulation of the aerodynamic responses for the aircraft of interest. .No spch test
system [exists today, however an experimental “proof of principle” is being (propoged that
would utilise the WNR neutron beam and the expertise of the Systems andAirframel Failure
Emulatipn Testing and Integration (SAFETI) Laboratory at NASA-LaRC. _Atythe present time
this shdquld be viewed as a future and unique testing capability involving the combining of
specialised facilities at two laboratories.

At the pgresent time, 1 h in the WNR beam (2002 calibration) iS/equivalent to approximately
1x 108 |h at 40 000 ft (12,2 km). With this normalisation factor, the number of upskets that
affect the avionics system in 1 h of exposure in the WNR beam can be adjusted to oftain the
rate at gircraft altitudes.

Alternatjvely, the typical high energy neutron flux being suggested for use in avionics single
event effects evaluations (see 5.3) is the integratéd neutron flux of 6 000 neutron-gqm=2-h~"
(E> 10 MeV). Thus, for a lifetime of 1000000 flight hours, the lifetime flugnce is
6 x 108 heutron-cm=2. The contribution to thé SEE rate by neutrons of energies < 10 MeV is
small enough, as seen in Figure 8, that it.éan be neglected. This does not, however, ¢onsider
SEU induced by thermal neutrons.

B.2 Irradiating avionics LRU-in a neutron/proton beam

This approach also involves radiation testing of an avionics LRU, but in this c3gse, the
operability of the LRU is the basis for how the neutron-induced SEE effects are manifested.
The output of the LRU\is not fed into a simulation computer. This test is similar to thpse that
have bgen conducted: for space applications, in which an LRU was exposed to a heam of
high-engrgy protons. If the proton or neutron beam is not large enough to encompgass the
whole LRU then\a' number of different exposures will be required.

NASA-JISC has used this kind of testing to identify electronic devices that are prone tp proton
(or neutromnyinmduced—singteeventtatch-up; these etectronic devices Tave generally been
deleted from consideration, irrespective of the SEL rate. The tests have also involved many
SEUs in a variety of electronic devices; in all cases the effects of the SEU have propagated in
such a way that the LRU indicates that normal operation has been interrupted. Thus, this is a
dynamic type of testing, in which the original SEU in one electronic device may propagate to
an error in another electronic device which causes the LRU to malfunction and reboot.
Compared to Clause B.1’s testing approach, this methodology requires the test/analysis team
to project how the non-normal operation of the LRU will impact the avionics system. The
architecture of the avionics subsystem may have built-in fault tolerance measures, such as
various types of redundancy, which could override an unexpected or erroneous signal from
the LRU due to an SEU or other cause. However, without rigorous testing of the entire
system, or a specified procedure for how the fault tolerance is to be implemented, it will
generally be necessary to be conservative and assume that the SEE rate in the LRU will be
directly propagated to the avionics system.
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If this kind of testing is carried out, it will be advantageous to expose the LRU to fluences
much greater than the expected lifetime fluence for avionics (100 000 flight hours) of
6 x 108 neutron.cm=2. As an example, if an LRU were exposed to a proton fluence of
1 x 1010 proton-cm=2 and 5 events were recorded in which the LRU malfunctioned, the LRU
upset cross-section would be 5x 10-10cm?2 (5 events/1 x 1010 proton-cm=2). For avionics
purposes, the LRU rate per hour would be 5 x 10-19 cm2 x 6 000 neutron-cm=2-h—1 or 3 x 106
event-LRU-1.h-1,

B.3 Utilising existing SEE data for specific electronic components on LRU

B.3.1 Neutron proton data

This approach is much simpler than Clause B.2 because it attempts to rely on existing|neutron
or protdn SEE data for the few main electronic devices on the LRU that will b&“sengitive to
SEE. An extension of this approach could be to carry out SEE testing of individual electronic
devices|utilising a neutron or proton beam. In both cases, this approach relies on the static
SEE regponse of an electronic device to neutrons or protons, and ignores.\'dynamic effects in
the LRU, such as propagated errors.

The dis@dvantage of this approach is that the number of electronic devices which haye been
tested for SEE response to high energy protons or neutronsvin all of the databjases is
relatively small. A list of some of the more useful sources of such proton/neutron SEH data is
given in Table B.1, and it includes both web sites and_journal compilations. In gddition,
commercially available electronic devices are continuously)changing, so by the time that some
of the dpta is incorporated into a database, the electronic device may no longer be ayailable,
or a next generation electronic device has replaced.it,

As seen in Figure 8, proton SEE data at high)energies, i.e., E> 100 MeV, may be |used to
represept the SEE response due to the atmospheric neutron spectrum. Further, based on
more refcent testing [21, 53], SEU and SEFI cross-sections obtained from testing with mono-
energet|c proton beams (> 100 MeV) innSRAMs, FPGAs and microprocessors are expgcted to
result il SEU/SEFI cross-sections thatvare within less than a factor of 2 of those that would be
obtained from testing with the WNR neutron beam. However, in testing for SEL, oply high
energy beams (E = 100 MeV) of gither neutrons or mono-energetic protons should be|used to
obtain §EL cross-sections expected to be within a factor of 2 of those that would be gbtained
from the WNR neutronbeam (for E o, > 200 MeV, the SEL cross-section may be
conservptively higher, [21]). Further, for other SEE effects in other kinds of electronic gevices,

only high energy beams (£ > 100 MeV) of either neutrons or mono-energetic protong should
be used|in place ofia spallation neutron source to obtain the relevant SEE cross-sectidns.
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Table B.1 — Sources of high energy proton or neutron SEU cross-section data

Organisation Publications Internet site
NASA — Goddard Space Flight Yearly publication of SEE results http://radhome.gsfc.nasa.gov/
Center (GSFC), (Rad Effects & (with protons and heavy ions) in radhome/parts.htm
Analysis Section) IEEE Radiation Effects Data
Workshop.
NASA — Jet Propulsion Laboratory Biannual publication of SEE results | General NAS JPL internet link:
(JPL) in (with protons and heavy ions) in http://parts.jpl.nasa.gov/organizatio
IEEE Radiation Effects Data n/group-5144/
Workshop.
NASA JPL database internet link:
http://radcentral.jpl.nasa.gov/
(use of search engine provigdes link
to database links area jof
“Spacedew”)
European Space Agency “Proton SEE Results — A Summary | http://www.escies.org/publi¢/radiati
of ESA’s Ground Test Data”, R. on/database.html
Harboe-Sorensen, 1997 RADECS
Conference Data Workshop, p. 89.
B.3.2 Heavy ion data
A less 3gccurate approach is to utilise the available SEE cross-sections on electronic |[devices
that wefe exposed to heavy ions, and transform this data into proton/neutron SERE cross-
sectiond. This is not straightforward and should only "be carried out by enginegers and
scientis{s who are experienced in utilising this kind ofssingle event effects data. A number of
models [have been developed that allow for this heavy ion SEU data to be used to galculate
the corfesponding proton SEU cross-sections~0¥ rates. However, care should be faken in
correctly utilising the data and employing the models, since there are ample opportur]ities for
the heajy ion SEE data to be erroneously-applied. References to some of these moglels are
included in Table B.2. Almost all of this\'SEE data (heavy ion or proton) are for electronic
devices|that were or are being considered for use in space applications, very little| are for
electronfic devices specifically beingtargeted for aircraft avionics.
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Table B.2 — Some models for the use of heavy ion SEE data
to calculate proton SEE data

Model Author Reference

PROFIT P. Calvel “An Empirical Model for Predicting Proton Induced Upset,” IEEE Trans.
Nucl. Sci, 43, 2827, 1996

FOM (Figure of E. L. Petersen “The SEU Figure of Merit and Proton Upset Rate Calculations,” IEEE

Merit) Trans. Nucl. Sci., 45, 2550, 1998; also J. Barak et al., “On the Figure of
Merit Model ...,” IEEE Trans. Nucl. Sci., 46, 1504, 1999
J. M. Palau “A New Approach for the Prediction of the Neutron-Induced SEU Rate,”
IEEE Trans. Nucl. Sci., 45, 2915, 1998
L. D. Edmonds “Proton SEU Cross-sections Derived from Heavy-lon Test Data,” IEEE
Irans. Nucl. Sci., 47, 1/13, 2000
J. Barak “A Simple Model for Calculating Proton Induced SEU,” IEEE_ Trans| Nucl.

Sci., 43, 979, 1996; also “A Akkerman et al., “A Practical Model fo
Calculation of the Proton Induced SEU ...,” Proceedings, 1991 RAOECS, p.

509

BGR E. Normand “Extensions of the Burst Generation Rate Method-for\Wider Application to
Proton/Neutron-Induced Single Event Effects,” fEEE Trans. Nucl. $ci., 45,
2904, 1998

SEUSIM C. Inguimbert “Proton Upset Rate Simulation by a Monte\.Carlo Method: the Impoftance
of Elastic Scattering Mechanism,” IEEE Trans. Nucl. Sci., 44, 2243, 1997

IMDC C.S.Dyer "Microdosimetry Code Simulation of(Gharge-Deposition Spectra, S|ngle
Event Upsets and Multiple-Bit Ugsets," IEEE Trans Nucl. Sci., 46, [1486,
1999

CUPID P. McNulty “Proton Induced Spallation Reactions,” Radiat. Phys. Chem., 43, 1B9,
1994

METIS C. Weulersee “A Monte Carlo engineer tool for the prediction of SEU proton crosp-

section from heavylion data” , 12th European Conference on Radigtion
and Its Effects on Components and Systems (RADECS), Publicatign, Year:
2011; RADECS+2011 Proceedings: pages 376 — 383

In gengdral, proton/neutron SEE response data needs to be found for just a few of the
electronfic devices on an LRU, thgse device types that are judged to be sensitive to SEE. This
consisty primarily of RAMs, microprocessors and FPGAs, electronic devices that contain a
large nymber of bits, whichtcan upset. However, only those bits that are used are sensitive to
SEUs that can be recognised as errors, and often only a fraction of all of the bitg on an
electronfic device are utilised in the way it operates on the LRU. Therefore, without|specific
knowledge of the fraction of bits that are actually used in an electronic device on the URU, the
conservptive approach is to assume that 1) all of the bits are used and therefore sensitive to
SEU, and 2) all of)ythese SEUs will cause the LRU to malfunction.

Any memeéry. that is protected by EDAC should be deleted from consideration for single event
upset, ecause these upsets are corrected hy the EDAC. The combined neutron SEU cross-
section for the LRU is obtained by adding the SEU cross-sections for each of the LRU
electronic devices types that were identified (RAMs, microprocessors and FPGAs), multiplied
by the number of each part type on the board.

B.4 Applying generic SEE data to all electronic components on LRU

In this case the LRU has a number of electronic devices that are likely to be sensitive to SEE
through the atmospheric neutrons, but there is no SEE data available for one or more of these
electronic devices. Calculating the SEU rate for such electronic device by this approach has
the least technical basis in terms of specific data and therefore has to be, of necessity, the
most conservative. Like the approach in Clause B.3, it evaluates only the static SEE response
of an electronic device to neutrons or protons, and ignores dynamic effects in the LRU, such
as propagated errors.
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Overall, the procedure is quite similar to the approach in Clause B.3. Sensitive electronic
devices are divided into two categories, DRAMs, and all others (SRAMs, microprocessors and
FPGAs). For a DRAM with no available proton or neutron SEU cross-section data, we look at
Figure 11 to obtain the per bit SEU cross-section. The figure clearly shows that there are
large differences in the per bit SEU cross-section, but this is strongly influenced by the size of
the DRAM. As indicated, most DRAMs in LRUs are protected by EDAC, but this has to be
verified for each LRU. Even if the DRAM is protected by EDAC so that the SEU rate can be
deleted as a matter for concern, the MBU and MCU rates need to be calculated, and the MCU
rate is conservatively taken to be 3 % of the SEU rate at feature sizes 350 nm and above.

For all of the other electronic devices, the per bit SEU cross-section will be based on the data
for SRAMs shown in Figure 10. The number of bits in all of the SRAMs, microprocessors and
FPGAs peeds—tobe—added tuycthcl. From r;yluc 13, we—choose—a—conservative—SEY cross-
section [of 5 x 10=13 cmZ2.bit=1, and with the integral flux of 6 x 103 neutron-cm=2.h<b a SEU
rate of § x 1079 upset-bit=1-h="1. This rate is multiplied by the total number of bits\in gl of the
electronlic devices to obtain the SEU rate for the LRU due to SEUs in all of the-devices except
DRAMs] If, for example, there were a total of 10 Mbits on the LRU, the SEU rate would be
3 x 1074 upset-LRU-1Th=1, or one upset every 30 h. In looking at Figure 10,we see that this is
clearly a conservative approach, as SEU cross-sections at least an order of magnitude lower
are avadlilable, but this approach is being used because no SEE data is available| for the
specific|electronic devices on the LRU. Thus a trade-off could belmade between a high SEU
rate for the LRU with no specific SEU data, resulting in a high error rate for the LRU, of efforts
to more|accurately quantify the SEU response of the electronic.devices on the LRU by testing
or analysis of relevant electronic devices data. This approach also ignores the architgcture of
the avignics subsystem and any built-in fault tolerance Ymeasures it may have thgt would
overridg unexpected or erroneous signals from the LRU{ue to an SEU or other cause

B.5 Component level laser simulation ofssingle event effects

It is feasible to use focused ps-pulsed (aser facilities to measure microchip SEU cross-
sectiong (as a function of LET) by delivering large arrays of laser pulses at a range pf pulse
energies$ [96,97]. Methodologies and'codes have also been devised for converting LET cross-
section curves to neutron SEU upset-rates [98]. However, these methodologies further require
an estimate of the sensitive velume of the microchip cells. For crude calculatigns, the
sensitive volume may be estimated; but it has also recently been shown that it is pogsible to
use a Igser facility directly to measure the sensitive volume by testing microchips at |a range
of different wavelengths 99, 97]. It should be noted that the empirical techniques reported in
referenges [96, 99] wefe ,demonstrated using three commercial 4 Mbit SRAM types.

These methodologies provide a basis for employing laser facilities to measure the |neutron
and prgton SEWU sensitivity of electronic devices. The use of such facilities patentially
circumvents/the apparent high costs and occasional long lead times, which can arise from the
use of nediron and proton beam facilities to assess components. Laser simulation is [suitable
not 0n|\] for initial test of SEJ sensitive r\nmpnnnnfc but alsa for the nngning monitori g of the
effects on SEU of proposed die changes to such components as notified by product change
notifications (PCNs) (see IEC TS 62239-1).

Laser systems are potentially effective for identifying excessively sensitive and selecting
relatively insensitive electronic device types, where a range of equivalent electronic devices
from alternative manufacturers is under consideration for inclusion in an avionics system.
Nevertheless, laser assessment is not a fully mature technology and will normally be less
accurate and reliable than neutron beam testing, so the latter should be preferred where
relatively precise results are justified by the cost-benefit analysis. Furthermore laser testing is
indirect, in that it relies on integrating the results of several assessment steps. However as
more experience is accumulated the relative accuracy and efficiency of laser testing would be
expected to improve.

Electronic devices need to have their active chip exposed for laser testing (also necessary for
ion beam testing, but not for neutron or proton beam testing). The laser technique may
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therefore be relatively more beneficial in cases where the bare die within the component is
readily accessible.

Laser beams are also effective to characterize the sensitivity of power electronic devices such
as power MOSFETs or IGBTs to single-event burnout. Even if cross-correlation between laser
and proton or neutron data remains limited, laser testing has been demonstrated as efficient
to determine the safe operating area (SOA) of a power electronic device [100, 97]. This
additional input could be very useful for designers to select the most appropriate electronic
device for dedicated applications and establish with the full knowledge of the SOA the
adequate mitigation technique notably on the voltage de-rating.

It should also be noted that the availability of cross-correlation data between laser and
neutron{estmg is currenily very Timited. The Taser simulation festing for a componenijmay be

calibrated using the cross-correlation data results (neutron/proton test to laser simulation) of
compongnts from the same functional type (for example SRAM) having similar semicgnductor
technolggy and feature size. However, some studies have shown distinct differencep in the
SEU regponse among electronic devices of the same functional type [47]-and in how poorly
proton and heavy ion SEU data sometimes correlate [79]. Therefore theluser should|be very
cautioug when applying this laser simulation method for obtaining thie -high energy [neutron
SEU regponse of electronic devices.

B.6 Determination of SEU rate from service monitoring

This prdcedure can provide a measure of the SEU rate-of monitored electronics in opgrational
service [for these systems where error detection and ‘correction (EDAC) or another| kind of
error chiecking scheme is used to identify erroneous‘\bits which are then recorded. The errors
should be stored in non-volatile memory (similar4o0"a fault code store) and can subsgquently
be used to identify the errors that have occurted due to SEU from the atmospheric neutrons.
This cah generally be done by obtaining a\bit error rate from the service monitoring, and
assuring, by comparison with rates thatZ/can be calculated from 8.3 and 8.4, that it is
consistgnt with an SEU bit error rate fromithe atmospheric neutrons.

There afe several issues that should be addressed when considering this method.

a) The|[system will record that“an error has taken place. The recorder/monitor will jonly be
effective if it reliably identifies and stores error data.

b) The|extent of the system that is monitored and recorded for errors should be clearly
identified and some~elements of the system will not be addressed by the monitoll. Those
part|cipating imthe post-removal analysis should understand how other effects no{ related
to the atmospheric neutrons (power transients, vibration transients, software prpoblems,
etc.] may-eontribute to the errors.

c) Thelinformation obtained will always be historical, i.e. the system will be in operatipn.

d) Wheretheerrors—are corrected{nmot @ trardfautt); theerrorswittbeTecordedimthe errors’
non-volatile memory area but how this is enunciated to the aircraft system should be
determined on a case-by-case basis and any action taken as a result. The data may be
regularly recorded and cleared during scheduled maintenance, or as the memory fills.

e) The recovery of the data from such store memories during maintenance requires the co-
operation of the fleet operators and equipment manufacturer customer’s support facilities.

f) The procedure for the processing of such data should be clearly defined. This should be
done by a person experienced in analysing SEU data. Since the bit upset rate is so
important in verifying that the errors are indeed due to the atmospheric neutrons, the
number of bits potentially sensitive to SEU by the neutrons in the particular system being
monitored should be known or reliably estimated. An understanding of the normal SEU
rates may indicate potential response during periods of high SEP activity.

g) The coverage of the store and the route to data and analysis of results for SEU should be
auditable including by customer and third party (including atmospheric radiation experts).
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h) It would be extremely helpful if additional information were recorded that is related to the
location and altitude when an SEU takes place as this will assist correlation of the SEU
data. Following an SEU, the altitude and location data would need to be requested from
the flight control computer.
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Annex C
(informative)

Review of test facility availability?

C.1 Facilities in the USA and Canada
Cc.11 Neutron facilities
Facility Description Availability
Los Alamos Facility with neutron beam having an energy spectrum | Facility is open for ~8
Neutron|Science (neutrons with energies up to 700 MeV) providing the months/year. Numerous tsers
Center H{LANSCE most accurate simulation of the atmospheric neutrons. | want to use this beam-s|
(alt. WNR Eight beam lines, with the beam line labelled 30 Left LANSCE personnélschgdule
(Weapons Neutron used for SEE testing (the ICE House). Facility outside users for one
Research) facility upgraded in 2003, making it very convenient to use for | session/year.'See “The llos
or ICE (Jrradiation SEE tests. Since 2000, 1 h in beam is equivalent to Alamos Natiohal Laborafory
of Chip and ~1 x 108 h at 39 000 ft (11 860 m). The neutron Spallation/Neutron Sourges,” P.
Electronjcs) spectrum is recorded accurately each run using a Lisowskiet al., Nucl. Sci. Eng.
House), [located in | fission ionization chamber. LANL staff provide fluence | v. 106,p. 208, 1990 and
Los Alamos, NM for each run (E> Ethresh, With Ethresh specified by hitp://wnr.lanl.gov.
user; per this international standard £ should be . .
10 MeV). Spot size typically 2,5 cm totgrgrsnhdiameter Fam(ljlty colnt?ct. Stg\ég \gne?nder
with other options possible. W&gﬂ, I
)
TRIUMF| Neutron The TNF Facility has a neutron flux with similar The TNF facility is availgble
Facilities (TNF, spectrum to that of atmospheric neutron (highest about 8 months per yearfand is
BL2C, BLL1B) of the | energy ~400 MeV). Unique facility because beam also presently scheduled aboput 30 %
Tri-University contains a thermal neutron component, (approximately of the time.
Meson Hacility 30 % of the >10 MeV neutron flux). For>10 MeV
(TRIUMK) located neutron flux is ~1x108 times the atm@Spheric neutron The BL2C ﬂO.Od beam (neutrons
on the University flux at 39 000 ft. Neutron SEU cross-sections due to to 115 MeV) is scheduley 1
of British Columbia | >10 MeV and thermal neutronstéan be determined week per manth Apr to Qec. The
) . ; BL1B flood/collimated bgam
(Vancouper, from two successive SEE tests (with and without " to 450 MeV) id
Canada) campus cadmium plate over the 1G)) Not too convenient to use (neutrons to ) ev) is
since test card has to belowered 5 m down a channel scheduled 4 times per ygar.
on a mounting plate cohnected to a pulley system. See www.triumf.ca/pif-nif for
Fluxes are determinéd for each run based on a beam schedule, costs arld
neutron monitorthat has been calibrated against availability.
activation foil measurements and calculations with
FLUKA code’ Reference: “Intensity Upgrade to
the TRIUMF 500 MeV Lgrge-
In 2005, av"flood” beam of neutrons, beam size 50 cm Area Neutron Beam”, IEEE
to 100 em in diameter at the test point was developed REDW 2014, pp 275-279.
at,the-proton test facility. Neutrons are produced by
stopping either 115 MeV BL2C or 480 MeV BL1B
protons in a lead target. The >10 MeV neutron flux is
variable from 1 000 neutron-cm=2.s~" to >100 000
neutron-cm~2.s~" and is designed for testing large
electronic systems. In 2013 the higher energy facility
was upgraded with improved shielding for a factor 5
intensity-upgrade-
Boeing Radiation This is a 14 MeV neutron generator, capable of Availability is ~10 months per
Effects Laboratory | producing fluxes as high as 1 x 108 neutron.cm=2.s~" year (contact Jerry Wert at

(BREL),
WA

Seattle,

to 5 x 108 neutron.cm=2.s~" at close proximity (3 cm to
6 cm) to the generator head, emitted in 4 = geometry.
It was upgraded with a new source and control
electronics in 2009. For recent SRAMs (after the year
2000) testing has shown that the SEU cross-section
from 14 MeV neutrons is very close to that from the
high energy neutrons. Latch-up testing is not
recommended using 14 MeV neutrons. Fluence is
determined using an electronic neutron dosimeter.
After an exposure, a 20 min cool-down time is required
to re-enter the neutron chamber.

jerry.wert@boeing.com);

2 This list of test facilities is given for the convenience of the users of this standard and does not constitute an
endorsement by the IEC.
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Facility Description Availability
NCNR (NIST Two different types of facilities are available at the The thermal column is currently
Center for Neutron NCNR to provide thermal neutrons, the thermal (2010) out of service, with a
Research), column and a cold neutron facility. The thermal column | return to service of, at the
National Institute provides a collimated beam of thermal neutrons with a | earliest, sometime during 2012.
of Standards and diameter of 1 in to 2 in (2,54 cm to 5,1 cm), and a flux . . A
Technology, of 1 x 108 neutron-cm=2.s~'. Epithermal neutrons and The neutron imaging facility is
Gaithersburg, MD | gamma rays are also in the beam at much lower available.
levels, but they do not cause any SEUs. Occasionally
another facility, the neutron beam imaging area,
having a much larger thermal neutron beam spot, may
be available. The second type of source is that of cold
neutrons, having energies well below 0,025 eV. At
present the cold neutron facility that had been used for
electronics testing is about to be retired. A cold
neutron beam area, the “bench top facility” was
available for electronics testing. The cold neutron
beams are pure, having no other particles, and have a
higher effective thermal flux since the B-10 neutron
cross-section increases with decreasing energy.
Nuclear [Science The TRIGA research reactor operates at 1 MW, The cost(ofsusage of begm port,
Center, [Fexas and has beam ports available that can be used for the dry cell as well as cqre
Engineefing exposing electronics to thermal neutrons. One beam irradiation locations vary] with
Experiment port can provide a neutron beam of thermal neutrons time.and usage.
Station, [Texas (0,025 eV) with an average flux of 1 x 108 neutron. )
A&M Unjversity, cm2.s~1. The reactor has a dry irradiation cell that can See:// | du/tbcilities/
College [Station, be used for irradiating electronics and the average | tE%B/I"IUC ear.tamu.edu/facilities
X thermal flux can be close to 1 x10'° neutron.cm~2.s&0) | 224
The reactor also supports isotope production and(there
are irradiation locations in the core where the 'neutron
flux on the order of 10"3 neutron.cm=2.s~'can(be
expected.
C.1.2 Proton facilities
Fagility Description Availability
Los Alamos Facility with 800 MeV proton beam with 108 protons/ For cost and availability ¢gontact
Neutron|Science pulse. Beam spot sizeltypically 1 cm diameter with Leo Bitteker (Ibj@lanl.goly 505-
Center H{LANSCE | other options possible. Proton currents up to 667-0333)
(alt. WNR approximately 80 nA or 5 x 10'" proton/s.
(Weapons
Neutron
Research) facility
or Targgt-2 or
Blue Ropm)
located |n Los
Alamos,|NM
Indiana Within the RERP (Radiation Effects Research Program) | The facility closed in Dedember
University of the IUCF, two separate beam lines (radiation effects 2014.
Cyclotron Facility | research stations), were available to provide protons, 9 o 4
(IUCF), |ndiada RERS-1 and RERS-2. At RERS-1, protons were Fluxes >1 x 10% proton-cin™=.s
University; avaltabie with energies tmthe Tange of 30 MeV 1o were-obiatned-ontyatright and
Bloomington, IN 200 MeV. The lower energies were achieved by the use | ON weekends. See
of Cu degraders. The diameter of the beam spot was Opportunities for Single Event
2 c¢m to 20 cm, but the usual diameter was 7 cm, with a | @nd Other Radiation Effects
uniformity of >70 %. During normal operation the Lecs:tl_ln,ggng 'T:ec)ss?::cer} 2} the
; - 9 em—2.a-1 , C.C. o
maximum beam flux was ~1 x 10° proton-cm™-s™', but Workshop Record, 1996 IEEE

at night and on weekends it could be higher. Typical
particle fluences of 1 x 10'% proton-cm~2 to

1 x 10" proton-cm=2 were usually obtained in a few
minutes. Dosimetry was by means of secondary
electron monitor. Although the RERS-2 beam line
(operational December 2003) was similar to RESR-1,
exposures with proton energies < 200 MeV mainly
performed at this station using Be degraders. Electronic
devices to be tested were mounted on an adjustable x,
y, z table which could be moved remotely, and
alignment with the beam was assured by means of a
laser.

Radiation Effects Data
Workshop, p. 84
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Facility

Description

Availability

Francis H. Burr
Proton Therapy
Center (formerly
Northeast Proton

As of 2002, the FHBPTC has replaced the Harvard
Cyclotron Laboratory as the facility used for exposing
both patients and electronics to proton beams. The
FHBPTC beam can provide energies in the range of 90

Because the main customers are
cancer patients, the beam is

available for radiation eff

ects

testing only on weekends. See

Therapy Center) MeV to 230 MeV via a magnetic energy selection “The Proton Irradiation Program
(FHBPTC), system, and beams down to 20 MeV using degraders. at the Northeast Proton Therapy
Massachusetts The diameter of the beam spot can be <1 cm and up to | Center,” E. Cascio et al.,”
General Hospital, | 30 cm, but the usual diameter is 5 cm to 10 cm, with Workshop Record, 2003 IEEE
Boston, MA uniformity variation of <10 %. Beam flux is available Radiation Effects Data
from 102 proton-cm=2.s'to ~2 x10"! proton.cm=2.s7". Workshop, p. 141
Dosimetry to a device under test (DUT) is by means of
a thin foil transmission ion chamber calibrated to the
Faraday cup or thimble chamber. A
Qr‘infillnfnr/r\hnfnhlhn Qy:fnm is available for low flux
runs. A laser alignment system is used to centre the
DUT in the beam.
Tri-University Since 1995 the Proton Irradiation Facility (PIF) has The facility is available apout 8
Meson Hacility, been providing two separate beams of mono-energetic months per year during which
(TRIUMK) located | protons, covering the range of 65 MeV to 500 MeV. time BL2Cs.available for week-
on Univgrsity of Beam line BL2C provides protons with energies up to long periods-approximatgly once
British Jolumbia 120 MeV, and beam line BL1B provides protons with per manth,;"but 8 h to 16 h test
(Vancouyer, energies in the range of 180 MeV to 500 MeV. The periads,can be scheduled at
Canada) campus facility has been optimized to provide fluxes of other-times on BL2C witH several
~1 x 108 proton-cm=2.s~", with uniform beam diameters } Weék's advance notice. BL1B is
of up to 7,5 cm. However, by reducing the beam spot, available during four wegk-long
fluxes of 1 x 1010 proton-cm™2-s~'can be achieved. periods per year.
Beam dosimetry is achieved using a miniature ion See www.triumf.ca/pif-nif for
chamber and also a Faraday cup for high flux beams. beam sch.edule .costs ankd
Absorbers are used in conjunction with collimatoers to ilabilit ’
lower the beam energy, and scattering foils to¢broaden availability.
the beam. A beam profile monitor is employed upstream | Reference: “Improved
and lasers are used to align positioning @fsthe DUT Capabilities for Proton and
within the beam. Neutron Irradiations at TRIUMF,”
IEEE REDW 2003 pp149}155.
Universify of Since the 1970s CNL has been:providing industry and The facility is available
Californifa at government agencies access\to‘the variable energy ~10 months/year, but ne¢ds an
Davis, (rocker 76 in isochronous cyclotron."The cyclotron can agreement w/U of Cal. Cpntact:
Nuclear accelerate protons fromx}iMeV to 68 MeV. In the Carlos Castaneda (530) ¥52-
Laboratgry Radiation Effects Fagility (REF) the maximum proton 4228, see “Crocker Nuclear
(CNL), Davis, CA | energy to the DUTis_66 MeV. The spatial spreading of Laboratory (CNL) Radiation
the beam is accomplished by passing the beam through | Effects Measurement ang Test
a Ta diffuser foil.-"Lower energies can also be obtained Facility,” C. Castaneda e} at,
by choosingia cyclotron proton energy combined with a Workshop Record, 2001 |JEEE
proper diffuser foil to give an acceptable beam energy Radiation Effects Data
spreagd: ‘Lypically the beam energy spread is kept below | Workshop, p. 77;
600 ke\. In the REF the flux can be in the range of 1 http://cyclotron.crocker.ucdavis.e
preton-cm=2-s" to 1 x 100 proton-cm=2.s~', although du/
ical beam fluxes for exposing electronics are . .
t1y‘?< 104 proton-cm‘z-s”toa x 1(9)9 proton-cm=2.s~1. For Crocker/Website/b_Information/
this beam line the diameter of the beam spot can be up index.php.
to 6 cm, with a uniformity of 92 %. A second beam line,
1C, has recently become available for higher flux
beams. up to 1 x 10'2 proton-cm=2-s=', but with a beam

spot of 2 cm in diameter. A compound x-y table is
provided for locating the DUT, the range on translation
is 7,37 in and 19,59 in in the X and Y direction
respectively (this table can also be remotely
controlled); two laser beams are used to align the
positioning of the DUT within the beam. A vacuum box
16,5 in x 16,5 in and 25 in tall can be attached at the
end of the REF beam line to use cyclotron proton
beams lower than 7 MeV without subjecting them to the
energy spreading due to the exit foil or the air path.
Beam dosimetry is accomplished by means of a
secondary electron emission monitor (SEEM) combined
with a removable Faraday cup. Beam uniformity is
monitored with a segmented secondary electron
emission monitor (SSEEM).



http://www.triumf.ca/pif-nif
http://cyclotron.crocker.ucdavis.edu/
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Facility

Description

Availability

Pulsed Laser
Test Facility at
the Naval
Research
Laboratory,
Washington DC.

The NRL test facility contains two separate pulsed
laser systems, one for doing single-photon
absorption (SPA) experiments at a wavelength of
typically 590 nm and tunable from 570 nm to

620 nm and the other for doing two-photon
absorption (TPS) experiments at a nominal
wavelength of 1 260 nm that allows through-wafer
testing. The electronic device under test is
mounted on an XYZ stage that is computer
controlled for doing three-dimensional scanning to
determine sensitive volumes. In both cases, the
light is focused onto the device using long-working

Contact Dale McMorrow for
scheduling at
mcmorrow@ccs.nrl.navy.mil

Tel: (202) 767-5469

distance microscope objective lens that produces
a focused beam with a spot size of just over 1 pm
in diameter. Pulse rate is adjustable from single
shot to 40 MHz for the SPA laser, and from single
shot to 1 kHz for the TPA laser. Both setups
contain illumination optics for viewing the DUT as
well as the focused laser spot. Maximum laser
pulse energies are equivalent to LETs

>>100 MeV-cm2.mg~".
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C.2 Facilities in Europe
C.21 Neutron facilities
Facility Description Availability

The Svedberg
Laboratory (TSL)
at Uppsala
University,
Uppsala, Sweden

Two neutron beam facilities are available at TSL:
(1) Atmospheric-like Neutrons from thick TArget (ANITA),
(2) Quasi-Mono-energetic Neutrons (QMN).

The ANITA and QMN facilities share the same area with
~30 m2 floor space available for users. At both the
facilities, the neutron flux is continuously recorded by
calibrated monitors based on neutron fission (FIC, TFBC)

Availability: ~9 months/year.

Lead time at ANITA 2-8

weeks.

The beam time request form is

available at http://www.t

sl.uu.se

Cost (2015): ANITA: EUR
520/h, QMN: EUR 580/h. See

pricing policy at

and on integration of the primary proton beam current.

(1) The ANITA facility, built in 2007, provides neutrons
with atmospheric-like spectrum up to the highest
energy of ~180 MeV. The neutron flux above 10 MeV
is:

2

up to 108 cm~2.s~1 at the conventional user area,

up to 107 cm~2.s1 at the Close User Position
(CUP), constructed and characterized in 2013-

ray) el
TP T WWWIIST Ot ST -

Contact: beams@tsl.ud

se, or

http://www.tsl.uu.se/Abgut TSL/

Contact/ .
Facility descriptions:

ANITA»ALY. Prokofiev ¢
2009 |EEE REDW, pp. 1
httpi//ieeexplore.ieee.or

t al.,
66-173,
h/stamp

component. This beam is highly collimated with a

2014. [stamp.jsp?arnumber=0%$336295
At the conventional user area, any beam size between ANITA-CUP: A.V. Prokofiev et
1 cm and 120 cm can be selected by the user and varied al., IEEE Transactions dn
during the campaign. At the CUP, the beam size is,~20/cm | Nuclear Science, v.61, gp.
x 20 cm. 1929-1936 (2014),
. 9 =
The flux is promptly variable within a factor of\at least 150. h;Lpn/é:rE:%.i:\/.r;;ﬂVz% HI=dn
The thermal neutron flux, relative to the flux»10 MeV, is
~1 % at the conventional user area and £20r% at the CUP.| QMN: A.V. Prokofiev et fl.,
» ) . Rad. Prot. Dosim. v. 124, pp.
(2) The QMN facility, upgraded in 2008, provides neutrons| 1g_o2 (2007),
with energy controllable in the range 20 MeV to180 http://rpd.oxfordjournalslorg/con
MeV, with roughly half the neutrons in the high-energy | tent/126/1-4/18.full .
peak and the rest in the lowsenergy tail. The peak
neutron flux is 3 x 10* neutron-cm=2.s~" to 1,5 x 10°
neutron-cm~2.s~!- depénding on the energy. Any beam
size between 1 cm and 80 cm can be user selected
and varied during the campaign.
ISIS Pulsed ISIS is a facility'that is primarily used for condensed Academic (and thereforg
Neutron|and Muon | matter physijcs, operating two separate target stations published) access is via|peer
Source, [Rutherford | that can provide neutrons with an energy spectrum up to | review.
Appletor] 800 MeVY and which contain epithermal, thermal and cold
Laboratgry, neutrons: See .
Harwell Bcience http://www.isis.stfc.ac.uk/about-
and Inndvation The\VESUVIO beam line on Target Station One is isis/aboutisis.html
Campus| Didcot, immedlatgly available for SEE testing having bfaen ) Currently non-academiclaccess
0xX11 0dX, UK characterised through Monte Carlo (MCNPX) simulation y! .
’ and activation foil analysis. The fast neutron content of and proprietary researcl) is
the beam is 5,8 x10% neutron-cm=2-s~" (> 10 MeV) with a | "egotiated.
strong well characterised cold/thermal and epithermal Contact: Christopher Frgst

diameter of 2 cm to 5 cm and has dosimetry based on
fission counters, scintillation counters and the proton
current.

A new development on Target Station Two is in the
design and construction phase and should provide both a
collimated (~10 cm x16 cm) and flood area (~100 cm
diameter) beam matching atmospheric spectrum up to
800 MeV both with variable collimation. Design fluxes are
1x108 neutron-cm=2.s~" to 1x 107neutron-cm=2.s~

(>10 MeV) for the collimated beam and 1x10*
neutron-cm=2.s~" to 1x10% neutron-cm=2.s~" for the flood
beam. A highly flexible large experimental area is
envisaged with remote sample positioning and the ability
for in-situ dosimetry being developed.

christopher.frost@stfc.ac.uk
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http://www.tsl.uu.se/
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http://urn.kb.se/resolve?urn=urn:nbn:se:uu:diva-234423
http://rpd.oxfordjournals.org/content/126/1-4/18.full
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Facility

Description

Availability

CYClotron of

LOuvain-la-NEuve,

Cyclotron
Research Centre
(CRC) at Catholic
University of
Louvain-la-Neuve
(UCL), Belgium

CYCLONE has a mono-energetic neutron beam line that
provides quasi mono-energetic neutrons at energies in
the range of 25 MeV to 70 MeV. The neutrons are
generated by accelerating a mono-energetic proton beam
into a lithium target, with roughly half the resulting
neutrons having a pseudo peak within 1 MeV to 2 MeV of
the proton energy, and the remaining neutrons
approximately evenly distributed over energy down to a
few MeV (the low energy “tail”). The peak neutron flux is
1 x 108 neutron-cm=2.s~! (3 mm thick target) over a beam
spot of 4 cm in diameter.

Beam time has to be scheduled.
See “CYCLONE - A
Multipurpose Heavy lon, Proton
and Neutron SEE Test Site,”
Workshop Record, 1997
RADECS Conference Data
Workshop, p. 51, 4th European
Conference, Palm Beach,
Cannes, France; see
http://www.cyc.ucl.ac.be

National Physical
Laboratory,

Can provide well-characterized mono-energetic neutron
fields covering the energy range 70 keV to 5 MeV and at

Prices are estimated primarily
in terms of staff time to perform

Teddingfon, UK

17 MeV via a variety of nuclear reactions using beams of
protons or deuterons from a 3,5 MV Van de Graaff
accelerator. A thermal neutron irradiation facility is also
available with a beam fluence of up to 10* cm=2.s~" over
an area of 30 cm diameter or an isotropic field with
fluences up to 107 cm=2.s~" in an access hole of diameter
12 cm.

the irradiations.

http://www.npl.co. ukfcommercial

-services/measurement-|
services/neutron-
measurements/

Atomic \Veapons
Establishment

(AWE)
Aldermajston,
Berkshirne, UK

The ASP Accelerator produces 14 MeV neutrons via the
D+T reaction. The maximum14 MeV neutron flux is

2 x 10'% neutron-cm=2.s~" at 1 cm from the target. In
addition, deuterium loaded targets can be used to
produce 3 MeV neutrons using the d+d reaction, giving.a
maximum flux of 2 x 108 neutron-cm=2.s~1. The
accelerator has the capability of being operated in.either
continuous or pulsed mode. The minimum pulsé width is
5 us.

Beam/|time has to be scheduled
in advance. For further
information contact Shayin

Hughes on 01189 824132 or
email

aspaccelerator@awe.coluk



http://www.cyc.ucl.ac.be/
http://www.npl.co.uk/commercial-services/measurement-services/neutron-measurements/
http://www.npl.co.uk/commercial-services/measurement-services/neutron-measurements/
http://www.npl.co.uk/commercial-services/measurement-services/neutron-measurements/
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C.2.2 Proton facilities
Facility Description Availability
Proton Within PSI there are now two proton irradiation Beam time has to be scheduled in
Irradiation facilities, the high energy (HE) PIF and the low order to coordinate with the

Facility (PIF) at
the Paul
Scherrer Institute
(PSI) Villigen,
Switzerland

energy (LE) PIF. The design of the two PIF areas

is very similar with regard to set-up and operation

(beam dosimetry, flux calibration, energy degrader
and data acquisition). At the high energy PIF (also
called the NA3 PIF) the initial proton beam has an
energy of 590 MeV, but at the irradiation area the

energy is reduced to 254 MeV (range of 30 MeV to
254 MeV). At 254 MeV, the maximum flux is

2,5 x 108 proton-cm~2-s~" and the maximum

biomedical treatment operation. See
“Radiation Effects Testing Facilities in
PSI during Implementation of the
Proscan Project,” W. Hajdas et al.,
Workshop Record, 2002 IEEE
Radiation Effects Data Workshop, p.
160 and “Radiation Effects Testing
Facility in PSI Low Energy OPTIS
Area,” W. Hajdas et al., Workshop

tHemeterof-the-beam—spotis-S-em—DbBegraders-eare
used to achieve lower energies, but the uniformity
of the beam is reduced, which varies with the
distance from the degrader. Because part of the
beam line is used for biomedical therapy,
electronics are exposed only during weekends.
The LE PIF (also called NEB PIF) is located near
another biomedical beam line called OPTIS,
however the operation of the two beams is more
directly coordinated. The energy range for the LE
PIF is 6 MeV to 71 MeV, the maximum proton flux
is 5 x 108 proton-cm™2-s~", the largest beam spot is
5 cm diameter, and the beam uniformity is > 90 %.
Electronic components are exposed at the LE PIF
mainly at night and during weekends. These
exposures are performed during OPTIS treatment
weeks (once a month) beginning at 17:00 after
patient therapy has ended, and also on “freé
weekends”.

R re—+998EEE-Radiationf ffects

Data Workshop, p. 152.

The Svefdberg
Laboratgry (TSL)
at Uppsdla
University,
Uppsala
Sweden

The PAULA facility (Proton fAcility in.UppsaLA),
upgraded in 2011, provides mono-energetic
protons with energy in the range <10 MeV to ~180
MeV, controllable by selection ©f,the acceleration
mode and of degrader slabs. Two modes of
operation are available, with scattered and
unscattered beams.

(1) Scattered beams\have the spot diameter (after
collimation) between 0,5 cm and 40 cm,
selectable by the user. The highest flux
amounts'to =3 x 10° cm~2.s~" for the proton
energy of ~180 MeV. The lowest achievable
flux-cerresponds to single protons per cm? per
s. Fhe flux within the beam spot is uniform to
#10 %. The flux is monitored by TFBCs and by
scintillator telescopes.

(2

~

Unscattered beams have the highest intensity
of 3x10"" 57" to 2x10"2 s~* for the highest and
the lowest energy, respectively. The lowest
achievable intensity is ~102 s~'. The typical

Availability: ~9 months/year. [The
beam time request form is avajlable at
http://www.tsl.uu.se .

Cost (2015): EUR 550/h. See pricing
policy at http://www.tsl.uu.se .

Contact: beams@tsl.uu.se , of
http://www.tsl.uu.se/About TS)L/Conta
ct/ .

Facility description:

http://www.tsl.uu.se/irradiation
facilities-tsl/PAULA-proton-beam-
facility/

beam spot shape is a circle with the diameter
of 0,7 cm to 2 cm. The beam profile shape is
approximately Gaussian. The intensity is
measured with a Faraday cup and monitored
by scintillator telescopes.

CYClotron of
LOuvain-la-
NEuve,
Cyclotron
Research Centre
(CRC) at
Catholic
University of
Louvain-la-
Neuve (UCL),
Belgium

One of the CYCLONE proton beam lines called the
Light lon irradiation Facility (LIF) has been
modified for testing electronics. The proton energy
can be varied between 10 MeV to 70 MeV, by
adjusting the cyclotron or using plastic degraders.
The beam spot is 10 cm in diameter. Beam flux
can be modified between a few proton.cm=2.s~"

and 5 x 108 proton.cm=2.s~".

Beam time has to be scheduled. See
“CYCLONE - A Multipurpose Heavy
lon, Proton and Neutron SEE Test
Site,” Workshop Record, 1997
RADECS Conference Data Workshop,
p. 51, 4th European Conference, Palm
Beach, Cannes, France; see
http://www.cyc.ucl.ac.be



http://www.tsl.uu.se/
http://www.tsl.uu.se/
mailto:beams@tsl.uu.se
http://www.tsl.uu.se/About_TSL/Contact/
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Cc.2.3 Laser facilities

Facility Description Availability
Single Event SEREEL incorporates a 1 ps pulsed laser with a Normally contracts need to be for
Radiation Effects | computer controlled parametric amplifier system > £2000
in Electronics for generating wavelengths in the range 450 nm to
Laser 2 600 nm (covering the entire laser SEE range
(SEREEL2) at including both single-photon absorption and two-
MBDA in Bristol, photon absorption). Pulse energies up to 1,5 mJ
UK (dependent upon wavelength). Standard

magnification of the focussing objective is x100
with a 10 mm working distance relative to the
microchip under test. Features: In GaAs camera
technology for viewing chips through their polished

baelkaidaaa: laate 3 L, .
DECKSIGeSTPreZo—ereeeStartigaRaPoStaomtg

technology for fast delivery of large arrays of laser
pulses (e.g. 3D SEE sensitivity mapping);
selectable laser pulse repetition rate from single
shot to 1 kHz. Standard types of memories can be
interrogated during testing using MBDA’s FPGA-
based STREAM system (pin assignment in
software for rapid adaptation to many pinout
configurations).

Radiatior) Analysis | Airbus Group Innovations Radiation Analysis Laser | Standard rates include calibrafion and

Laser Fagility at Facility is designed for industrial purpose. It is mandatery staff support
Airbus Gfoup based on a pulsed (600 ps) laser source operating
Innovations, at a wavelength of 1 064 nm, optimized to perform

Suresneg, France tests from the electronic device backside with no
need for substrate thinning. The laser source is
highly stable and the energy can be varied overa
wide range. Working distance between the
focusing objective and the device under teshis

1 cm. The whole laser facility is fully automated
thanks to motorized actuators on XY and Z
directions (50 nm minimum step resolution), an
automated system for the laser energy adjustment
and a camera allowing to view the front side of the
chip through the device substrate. Power supply
and various acquisition systems may be connected
and synchronized to the'system as well,

which makes parameterized tests easier.

ATLAS (Analysis | ATLAS is an academic laser facility offering SEE Rates are dependent on test dtails

and Tes} with test services using’three pulsed laser sources, and laser parameters including the
Lasers) platform giving access,to'pulse durations of 150 fs, 1 ps or support of an ATLAS engineer|

at IMS 30 ps with.wavelength tunable from 400 nm to o . .
Laboratgry, 2 500 pm._pulse repetition rate from single-shot to | Availability: 4 weeks minimum|notice.
University of 10 MHz,/and pulse energies higher than 1 pJ on Contact: atlas@ims-bordeaux.fr
Bordeaulx, in the.full'range of wavelengths (up to 1 mJ at 800

Talence| France | Am): Standard wavelengths for single-photon
absorption SEE testing include 800 nm, 980 nm
and 1 064 nm. Two-photon absorption at 1 300 nm
is used for 3D SEE mapping. Laser focusing and
real-time imaging of the laser impact location is
achieved by 100X front-side or backside infrared
microscopes.

Other features: standard scanning resolution of
100 nm, down to 10 nm using piezo-electric
stages; sample preparation (package opening and
substrate thinning) available on-site; flexible
mechanical fixture compatible with most PCB
geometries; wafer probing station with inverted
microscope compatible with naked dies or wafer-
level laser testing; software controlled scanning,
triggering, data acquisition and analysis;
customizable IC tester/software interface; digital
tester with customizable daughter-board; standard
electronic instruments (oscilloscopes, precision
power supplies, delay and pattern generators,
spectrum analyzer, lock-in amplifier); remote
(internet based) testing capability.
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Annex D
(informative)

Tabular description of variation of atmospheric
neutron flux with altitude and latitude

The source is the Simplified Boeing Model in [9], in which the 1 MeV to 10 MeV neutron flux is
normalized to a value of 0,85 neutron.-cm=2.s~1 at 39 000 ft (11 860 m) altitude and 45°
latitude. Even though the fluxes in Table D.1 and D.2 are for neutrons with energies between
1 MeV to 10 MeV, [9] has shown that the same altitude and latitude variation applies to
neutrons for all £ > 1 MeV.

Table D.1 — Variation of 1 MeV to 10 MeV neutron flux in
the atmosphere with altitude

Altitude 1 MeV to 10 MeV neutron flux,
ft (m) neutron.cm—2.s"

5000 (1 520) 0,01

10 000 (3 050) 0,04

15 000 (4 570) 0,08

20 000 (6 100) 0,13

25 000 (7 620) 0,24

30 000 (9 140) 0,38
35 000 (10 670) 0,60
40 000 (12 190) 0,88
45 000 (13 720) 1,02
50 000 (15 240) 1,16
55 000 (16 760) 1,24
60 000 (18 290) 1,25
65 000 (19.810) 1,24
70 000\(21 340) 1,22
75.000 (22 860) 1,20
80 000 (24 380) 1,18
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Table D.2 — Variation of 1 MeV to 10 MeV neutron flux in
the atmosphere with latitude

Latitude 1 MeV to 10 MeV neutron flux,

° neutron.cm—2.s"
90 1,26

76 1,25

69 1,23
62,5 1,21

55 1,13

49 099

45 0,85

42 0,74

39 0,63

33 0,46

27 0,35

21 0,29

12 0323

0 0,23
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Annex E
(informative)

Consideration of effects at higher altitudes

As altitude increases both protons and heavy ions provide increasingly important contributions
to SEE rates and these should certainly be included for applications above about 60 000 ft.
For protons the main interaction is non-elastic nuclear interactions and these are similar to
neutron interactions at high energies (> 20 MeV). However small feature size components
(65 nm and below) are becoming sensitive to direct ionization effects from protons as they
reach maximum linear energy transfer (LET) towards the end of their track (the Bragg peak
effect). General-tochnigues—fordealing—with-stopping—protons—have—yet to be-develeped and
proper Monte Carlo simulations will be required. However, SEU from direct proton(ignization
has only been seen in laboratory experiments with collimated beams. For electronic |devices
used in large fielded systems such as aircraft, the greater the mass surrounding the
electronlics, the less likely it is that the electronics within will be sensitive to, SEU from direct
ionizatign. This is because the “end of track” distance within which the highest proton LET is
achievef in silicon (required to produce an SEU) is 1 um to 2 um (~4-8x"10~° in), cqmpared
to the centimetres of material that surround the electronic devices, making energy deposition
from thg protons within the 1 um to 2 um very unlikely. However the,electronic devices will be
sensitive to higher energy protons which will lose energy dueo the mass surroundling the
electronfics and then will be in the low energy domain. Additionally, the electronic devjces will
also be [sensitive to secondary protons generated locally innmaterials surrounding the device.

Significant heavy ion fragments penetrate down to about 60 000 ft and their higher charge
means that many electronic devices are sensitive to, SEE by direct ionization.

Direct ignization by energetic heavy ions, for which the range is much greater than electronic
device fimensions so that LET is constantvacross the device, can be dealt with uging the
integral|linear energy transfer spectra as<applied to space systems in CREME96 [j36] and
other cqdes. However it is necessary to generate such spectra as a function of depth within
the atmpsphere. This has been done.for an updated version of the QARM model (QARM2)
using thie cosmic ray heavy ion spectra from the Badhwar-ONeill model [101] and the] FLUKA
radiation transport code [38, 102]. This model propagates all secondary ion fragmegnts and
updates| the early methods of. Tsao, Silberberg and Letaw [28], who employed semi-gmpirical
spallatign cross-sections «and followed only the larger spalled nuclei and not the other
seconddry products. Examples of integral LET spectra in silicon are given in Figur¢ E.1 to
Figure E.3 for solar maximum while Figure E.4 and Figure E.5 show the influence |of solar
modulation.

Readerg not involved in aerospace vehicles operating at greater than 60 000 ft (18,3 km) can
skip to [Figures E.6 and E.7 and can ignore Annex F. Figures E.6 and E.7 show the SEU

contribution from three particles within the atmosphere, neutrons, secondary protons jand the
heavy |Lﬁ5ﬂwmn—rhe—mrmmﬁm—hwmhm—cﬁaﬁmm for two

different rigidity cut-offs (see Figure 3), i.e. R = 0 (in polar regions) and R = 8 (~20° N to 40° N
latitude). Figures E.6 and E.7 show that at altitudes of up to 60 000 ft, the neutron
contribution to the SEU rate dominates, at ~70 %, but at higher altitudes the neutron SEU rate
diminishes and at 100 000 ft, it is less than 50 %. The SEU rates in Figures E.6 and E.7 are
based on three separate sets of SEU cross-section data (neutrons, protons and heavy ions)
on one specific SRAM, but very similar behaviour has also been seen for a second SRAM
[103], thus the overall behaviour in these figures can be considered as typical of how other
electronic devices respond to SEU from these three particles as a function of altitude.
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Higure E.5 — Influence of solar modulation on integral linear energy transfer
spectra in silicon at 55 000 ft (16 760 m) for cut-off rigidities (R) of 0 GV and § GV
The intggral LET spectra are combined with a path length-distribution through a parallg¢lepiped
representation of an electronic device sensitive volume)to’ give SEE rates. A commonly used
method |is the integral rectangular parallelepiped (IRPP)*approach as discussed in Petersen et
al. [104| 105]. The methods and equations used for)the prediction of SEE rates for fons are
fully discussed in the ECSS standard (ECSS-E#1,0-12) [106] and the appropriate sqction is
reproduted below. An essential input is the SEE ‘cross-section as a function of LET mgasured
at ion arcelerators and this is often fitted using a Weibull function. Such data is required for
space dpplications and is widely published; for example in the IEEE Radiation Effe¢ts Data
Workshop.
Using this technique, example SEUrates as a function of altitude are given for the Hitachi-A
4-Mbit $RAM in Figures E.6 and)E.7 for two different cut-off rigidities at solar maximym. This
electronfic device has been fully characterised using heavy ion, proton and neutron beams [21,
47, 107]. SEU rates are normalised to 1 Gbit of memory. It can be seen that while the|neutron
contribution peaks at around 60 000 ft, the contributions of protons and ions both increase
with altitude. For this particular electronic device the SEU rates are enhanced by factors of
about 1{4, 2,0 and-3;0 at 40 000 ft, 85 000 ft and 100 000 ft respectively when considgring all
radiation compared with considering neutrons alone. Investigations are being made infto other

compongnts toascertain how typical such factors are.
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Annex F
(informative)

Prediction of SEE rates for ions3

When an ion crosses an electronic device, it leaves a dense plasma of electron hole pairs
along its path. When the charges are generated close to a sensitive node of a circuit, a p-n
junction of a transistor for example, these charges are collected and, if of sufficient
magnitude, are able to generate soft errors.

The upset rate calculation depends on the paths available in the charge collection region (the
sensitivevotume)—Ordimarity, thisTegiomisassumedto bea tectangutar parattetepiped (RPP).

It leads [to two different SEE rate calculations: the RPP model and integral RPP (IRPP) model.

The principle for the RPP model is very simple: the energy deposited (E4,) by an incident ion
in the s¢nsitive volume is estimated and if Eqgep is greater than the threshold-energy, the upset
occurs. [As incident ions are very energetic, they have very long ranges cempared with typical
electronfic device feature sizes and one can assume that their slowingown is continupus and
linear. Ip that case, the deposited energy Egep: CanN be expressed simply as:

Egep = p+LET -d (F.1)

The ion|is characterised by its LET. An upset occurs when the incident ion has a LET| greater
than the threshold LET (LETy,). To calculate the upset rate, one needs to evaluate the LET
spectrug of the incident particles. It leads to a very.simple formula due to Bradford where the

upset rate is expressed as a function of the.incident LET spectrum and the path length

distribufion (such as the examples shown in Figures F.1 and F.2):

_ ﬁ J‘LETMax dod

LET)- Py (> D(LET))-d(LET) Bradford formula for RPP F.2
4 e, d(LET)( )- For (> D(LET))- d(LET) (F.2)

A=2-(lw+1h+ hw) (F.3)
where
A is thentotal surface area of the SV (sensitive volume);
[, wand|A are the length, width and height of the SV;
dD/d(LE|T) is the differential ion flux spectrum expressed as a function of LET (shortened
to “differential LET spectrum”);
P (>D(EET—Ts—the—integral—chord—tength—distributiom—e—the—protabitity —of—particles
travelling through the sensitive region with a path length greater than D;
LET\in is the minimum LET to upset the cell (also referred to as the LET threshold);
LET\ax is the maximum LET of the incident distribution (~10% MeV-cm2.g=1).

3 Annex F is taken from ECSS-E-HB-10-12A standard [106]. Reproduced by permission from ECSS-E-10-12.
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Figure F.1 — Example differential LET spectrum
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Figure F.2 — Example integral chord length distribution
for isotropic particle environment

Equation (F.2) is the Bradford formula [108] used in the CREME model [36]. Some other
similar expressions exist that use the differential chord length distribution and the integral LET
spectrum as in Equation (F.4) and Equation (F.5) respectively, due to Pickel and Blandford,
and Adams [109, 110].

A (Dvax
N = Z-[Dmm ®(> LET(D))- (D)-dD (F.4)

dD
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N=Z -®(> LET) ——-
4 p JLETin 1ET? d(D(LET))

LET,
AE_CJ- Max 1 dFcL - D(LET)- d(LET) (F.5)

But all these RPP model expressions make the same assumption. The LET threshold of each
SV is considered equal to a unique value. Petersen pointed out that it is necessary to fold the
LET spectrum with the experimental cross-section curves to properly account for sensitivity
variations across the electronic device [104].

In reality the critical LETs of the sensitive nodes are not the same but form a distribution that
can be fitted by a Weibull function. To take into account the variation of sensitivity by
integrating over a distribution of upset rates corresponding to the variation of cross-section

versus [FETthetntegral-RPPapproach-HRPPHsused:
LET, do; LET
Nl A [Himax ] @Gion ;g )_[ Max AP ey, po (> D(LET))d(LET)Vd(LET,)
48 JLET,\in | d(LET) " e, d(LET)
ax
integral rectangular parallelepiped (IRPP) equation (F.6)
S=1-w (F.7)
where
dD/d(LE|T) is the differential LET spectrum;
PoL(>D(LET) is the integral chord length distribution;
dcion/d(LET) is the differential upset cress-section;
A is the total surface area of the sensitive volume;
S is the surface ared.of the sensitive volume in the plane of the semicqnductor
die;
[, wand|h are the length;"width and height of the sensitive volume;
Dprax is the maximum length that can be encountered in the SV;
LET\ax is the maximum LET of the LET spectrum;
LET; min is the lower bin limit in the differential upset cross-section doi,,/d(LEY);
LET; ma is the upper bin limit in the differential upset cross-section do;,/d(LE[T).
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Annex G
(informative)

Late news as of 2014 on SEE cross-sections applicable
to the atmospheric neutron environment

G.1 SEE cross-sections key to SEE rate calculations

SEE cross-sections are required to calculate the SEE rate at aircraft altitude, and the best
SEE cross- sectlons are those based on actual measurements from SEE testmg The SEE
neutron kg

will inte
with JE
exposeq(

act W|th the atmosphenc neutrons and cause a speC|f|c SEE effect In ace
SD 89A, during SEE testing individual electronic devices or an entire~boa
to high energy particle beams and the induced SEE events were recarded. T

cross-section is defined as the number of measured effects divided by the absorbed

fluence.
represe
best SH

The closer the beam spectrum is to that of the atmospheric-neutrons, th

E cross-sections come from testing with a spallation neutron, source (e.g. W

House at Los Alamos or TRIUMF). Other beam sources, are, in order of preference

energy
mono-e
more fu

For SE
effects
device 4

Annex (

types, p
specific

mono-energetic proton source, a quasi mono-energetic néutron source (e.g., T
nergetic neutron source (e.g., 14 MeV neutron generator). These beam soui
ly discussed in 6.2.3 of IEC 62396-2:2012.

SEL, SEFI, SET, SEB) the effect is based«on the response of the entire el
nd so the units are “cmZ2.device=!” per device effect.

5 compiles SEE cross-sections for various SEE effects in different electronig
lotting them as a function of the I€deature size. The cross-sections were mea
electronic devices, although the* specific part numbers were not always gi

utilise the SEE cross-section data in*Annex G in a conservative manner for calculat

rates, s
the SEH

Often th
have ng

bme assumptions may be required to obtain the final cross-section used to g
rates.

e exact electronictdevice, or the same part number, as used in an avionics LH
ver been tested'\previously, but closely related electronic devices were teste

electro

ic devices,~and the basis for the similarity between the exact electronic device

estimatis may haveo-be made by utilising SEE data that is based on the testing o

electro
IC vend
Annex H

or, same’feature size, etc.). Guidance for these assumptions can be utilis
and I[EC 62396-2) as well as reviews of published data.

= device
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rd were
he SEE
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ntative are those SEE cross-sections for avionics SEE rate apptications. Thus, the
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ed (see

G.2 Limitations in compiling SEE cross-section data

The data available to the user when determining SEE cross-section data is limited due to the
following.

a) The graphs and tables of the SEE cross-sections published in the available literature vary
greatly in the degree of specific data provided, which is based primarily on the availability
of the SEE data. Microelectronics manufacturers and other organizations possess a great
deal of proprietary SEE data which is not accessible and so could not be incorporated into
Annex G.

b) Many reports in publicly available literature with SEE data tend to “hide” the name of the
specific electronic devices that have been tested or the actual SEE response.

c) SEE response data in many publicly available sources, especially from testing for
terrestrial applications, can be utilised, but it may be disguised by being expressed in SER
(soft error rate) units of FIT or FIT/Mbit. According to standard JESD 89A, upset data
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expressed as FIT/Mbit can be converted to a cross-section in units of cm2-bit~! by using
the conversion factor 7,7 x 10~17 Mbit-cm2/(FIT-bit), and to a cross-section in units of
cmZ2.device™! by using 7,7 x 10~1" cm2/FIT-device, both of which are based on a neutron
flux (£ > 10 MeV) of 13 neutron-cm=2-h=1 in New York City.

G.3 Cross-section measurements (figures with data from public literature)

For each SEE effect listed below, the main objective of Annex G is to present the relevant
SEE data which is contained in the figures that are included below.

a) SEU (single event upset)

[ HN| I ol b " lo ol PP I Il 4 =
FTOVIUT UpPPUTT DUUTTU TOolTTTAdlTo UdosTU Ul UpuUdltU TTyulco difalUyuus U T Tyul

Kigure 11 of this standard.

Rrovide guidance based on memory element type (SRAM bit, DRAM bitflash
hit, register (flip-flop, latch, digital buffer, etc.)).

b) MCU (multiple cell upset)

devices).

c) SEF]| (single event functional interrupt)

Rrovide estimates of SEFI cross-section for microprocessors, FPGAs and DRAI

d) SEL[(single event latch-up)

Applicable only to CMOS devices, but similar types of high current type conditid
tp contention) have also been seen in microprocessors and FPGAs.
$ome CMOS technology variations are immune to latch-up: (silicon on insulatof

evice temperature within the LRU is,;important.

N
g
Rrovide figure showing SEL cross-section in electronic devices in which SEL h
measured.

0

Data in figure that can be used to obtain an upper bound estimate on the SEL r

e) SET|(single event transient)

Rrovide guidance oncwhich electronic devices are sensitive.
Rrovide guidance’on nature of worst case transient (duration, amplitude of trans
H

Encourage use of filters in LRU design to preclude SET transients impacting LR

q
frequencies above 100 MHz; transients will have more relative impact when el
d

10 and

memory

Rrovide estimates for MCU in SRAMs (may be extrapolated-to other electronic

s.

ns (due

(SOl)).

EL cross-section increases with increasing temperature, so the effect of electronic

as been

Ate.

ient).
u.

ET is\dependent on the operating frequency and will have higher impact at

ectronic

evices are running at higher frequencies compared to lower frequencies.

f) SEB (single event burnout)

G4

G.4.1

Applies only to high voltage electronic devices operated at > 200 V.

If power electronic devices are operated at > 300 V, data indicates that it is rea
to assume that if the device use conditions are at less than half of rated voltag
derating percentage > 50 %, then SEB is precluded.

sonable
e, i.e. a

If SEB is not precluded in power electronic devices (voltage > 300 V, inadequate

derating) then provide upper bound estimate of SEB rate.
Conservative estimates of SEE cross-section data

General

Subclauses G.4.2 to G.4.7 provide guidance regarding the SEE cross-sections for specific
effects in specific types of electronic devices. The variation of SEE cross-section with the
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