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INTERNATIONAL ELECTROTECHNICAL COMMISSION

HYDROELECTRIC POWER PLANT AUTOMATION -
GUIDE FOR COMPUTER-BASED CONTROL

FOREWORD

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote
international co-operation on all questions concerning standardization in the electricalfﬁd\e@ctronic fields. To
this eng—ammd—madditiomtoother—activities, TECpubtishes—imtermatiomat—Stanmdards, —fechmcat—Spgcifications,
Techniqal Reports, Publicly Available Specifications (PAS) and Guides (hergéfte fer?éx:o as “IEC
Publicafion(s)”). Their preparation is entrusted to technical committees; any IEC 2 interested
in the |subject dealt with may participate in this preparatory work. i & nta nd non-
governmental organizations liaising with the IEC also participate in this prepa . |5 closely
with the International Organization for Standardization (ISO) in accordén 3 il ,rmined by
agreempnt between the two organizations.

2) The formal decisions or agreements of IEC on technical matters exp international
consensus of opinion on the relevant subjects since each technica \ ion from all
interested IEC National Committees.

3) IEC Puplications have the form of recommendations for infernati ) C National
Commiftees in that sense. While all reasonable efforts _are\made fo,ensure tha i tent of IEC
Publicafions is accurate, f yhich they are used|or for any
misintefpretation by any end user.

4) In orde dertake to apply IEC Rublications
transpa égional publications. Any |divergence
betwee gional publication shall be clearly |ndicated in
the latter.

5) IEC provides no marking proeedure te_indj 3 al and cannot be rendered responsible for any
equipment declared to be i ati

6) All usens should ensure

7) No liabllity shall attach [to IBC ar ire S K , i ing indivi xperts and
membefs of its i E i inj damage or
other dgmage of fees) and
expenses arising other IEC
Publications.

8) Attentign is dra 9 z lications is
indispensabl

9) Attentig subject of
patent g

Internatig : Hydraulic

turbines.

The text of thisstandardis based on the tTEEE Standard 1249 (1996 TEEE guide for computer-
based control for hydroelectric power plant automation. It was submitted to the national
committees for voting under the Fast Track procedure as the following documents:

FDIS Report on voting
4/188/FDIS 4/190/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this publication will remain unchanged until
2005. At this date, the publication will be

* reconfirmed;

* withdrawn;

* replaced by a revised edition, or
*+ amended.

@%
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INTRODUCTION

Automation of hydroelectric generating plants has been a known technology for many years.
Due to the relative simplicity of the control logic for hydroelectric power plants, the application
of computer-based control has lagged, compared to other types of generating stations, such as
fossil. Now that computer-based control can be implemented for comparable costs as relay-
based logic and can incorporate additional features, it is being applied in hydroelectric power
stations worldwide, both in new installations and in the rehabilitation of older plants.

@%
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HYDROELECTRIC POWER PLANT AUTOMATION -
GUIDE FOR COMPUTER-BASED CONTROL

1 Overview

1.1 Scope

This standard sets down guidelines for the application, design concepts, and implementation of
computer-based control systems for hydroelectric plant automation. It addresses functional
capabilities, performance requirements, interface requirements, hardware considerations, and

operator fraining. It includes recommendations for system testing and ac plly, case
studies o

The auto 2‘ these
tasks, al bses, the

plant’s of eduction)

while still

Automati bgic have
been in ¢ 3 idered standard practice for
the indudtry. Within the last decade, misroprocge§sox-t ers have become|available
that are $uitable for operation in a p ege computer-based systems
have been applied for data logging, alars i and wnit apd plant control. Advantages of
computer-based control include use of graphica ihterfaces, the incorporation of gequence
of eventd and trending into the contrg e\jncoxporation of artificial intelligence and

expert system capabilities, and reducea
1.2 Purpose

This starldard is ditec iclhg ehgineer who has some familiarity with domputer-
based control s Q' and who isXdesigning/0r implementing hydroelectric unit or plapt control

systems,[either in“d n trofit to an existing one. This standard assymes that

the contrpl syste gic hascalreadyNbeén defined; therefore, its development is not|covered.
For information ogic, the reader is directed to the IEEE guides fpr control
of hydrod|lectri ted in Clause 2 of this standard.

2  Nofi

The follo enced documents are indispensable for the application of this document. For
dated referénces, only the edition cited applies. For undated references, the latest pdition of
the referenced document (including any amendments) applies.

IEC 61158, Digital data communications for measurement and control - Fieldbus for use in
industrial control systems

ANSI C63.4-2001, Methods of Measurement of Radio-Noise Emissions from Low-Voltage
Electrical and Electronic Equipment in the Range of 9 kHz—40 GHz !

IEEE Std 100-1996, The IEEE Standard Dictionary of Electrical and Electronics Terms 2

ANSI publications are available from the Sales Department, American National Standards Institute, 11 West
42nd Street, 13th Floor, New York, NY 10036, USA.

IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, P.O.
Box 1331, Piscataway, NJ 08855-1331, USA.
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IEEE Std 485-1997, IEEE Recommended Practice for Sizing Lead-Acid Batteries for Stationary
Applications (ANSI)

IEEE Std 610-1990, /EEE Standard Glossary of Software Engineering Terminology (ANSI).

IEEE Std 1010-1987 (Reaffirmed 1992), IEEE Guide for Control of Hydroelectric Power Plants
(ANSI)
IEEE Std 1014-1987 IEEE Standard for A Versatile Backplane Bus: VMEbus

IEEE Std 1020-1988 (Reaffirmed 1994), IEEE Guide for Control of Small Hydroelectric Power
Plants. (ANSI)

IEEE Std 1046-1991 (Reaffirmed 1996), /[EEE Guide for Distributech\\DigitalN\Goptrol and
Monitoring for Power Plants (ANSI)

IEEE Std 1147-1991 (Reaffirmed 1996), IEEE Guide for the
Power Plants (ANSI)

IEEE Std > (AR j ms Used
for Super [

IEEE Std Tests for
Protectiv

IEEE Std stems to
Radiated

IEEE 1379: 2000, IEEE ¢ ) S Remote
Terminal|Units and Int o j ] B

ISO/IEC 8802-3: 1, bxchange
between [system — Part 3:
Carrier sense multip physical

layer spefifications®

ISO/IEC : wed 1995), Information processing systems — Ldcal area
networks ‘ passing bus access method and physical layer spegifications
(ANSI/IEEE™8 {

ISO/IEC 3 Information technology —Telecommunications and information gxchange
between [systems ocal and metropolitan area networks — Specific requirements - Part 5:
Token ri Tg— dCTTSS methrod—ard [Jl'lyal'ua/ l'ayc'l specifreations (ANSiI’iEEE Std—862.5, 1995

Edition)

3 Terms and definitions

For the purposes of this document the definitions provided here reflect common industry usage
as related to automation of hydroelectric power plants, and may not in all instances be in
accordance with IEEE Std 100-1996, or IEEE Std 610-1990, or other applicable standards. For
more rigorous definitions, or for definitions not covered herein, the reader is referred to the
appropriate IEEE standards.

ISO publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211,
Genéve 20, Switzerland/Suisse. ISO publications are also available in the United States from the Sales
Department, American National Standards Institute, 11 West 42nd Street, 13th Floor, New York, NY 10036,
USA.
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3.1
analog-to-digital (a/d) conversion
production of a digital output corresponding to the value of an analog input quantity

3.2

automatic control

arrangement of electrical controls that provides for switching or controlling, or both, of
equipment in a specific sequence and under predetermined conditions without operator
intervention

3.3
automatic generation control (AGC)
Capablllt tU lcyulatc tIIU HUVVUI Uulvut Uf OU:U\JLOb:G Ulllto LLAL IUOHUIIOG v Ul V’er plant

output, tig-line power flow, and power system frequency

3.4
automatic voltage control (AVC)
capability to regulate a specific power system voltage, via
the limits|of unit terminal voltage and VAR capability

on within

3.5
automation hierarchy

design and implementation of automation functi
group leviel, unit level, etc.

2 lt@el structure, such as lgcal level,

3.6
availabiljty
ratio of uptime (system fungtional) to uptim : e (system not functional)

3.7
backplane

circuit bdard wit g
signals between -
3.8

bridge
device th

3.9 <

centraliz
control Idcation
unit, but stilkwithin

gnsferring

e sfep removed from local control; remote from the equipment or generating
€ confines of the plant (e.g. controls located in a plant control rogm)

3.10

closed loop control

type of automatic control in which control actions are based on signals fed back from the
controlled equipment or system. For example, a plant control system can control the power
output of a multi-unit hydroelectric power plant by monitoring the total plant megawatt value
and, in response, by controlling the turbine governors of each unit, change the plant power
output to meet system needs

3.11

computer-based automation

use of computer components, such as logic controllers, sequence controllers, modulating
controllers, and processors in order to bring plant equipment into operation, optimize operation
in a steady-state condition, and shut down the equipment in the proper sequence under safe
operating conditions
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3.12
control hierarchy
system organization incorporating multiple levels of control responsibility

3.13
control philosophy
total concept on which a power plant control system is based

3.14

data acquisition system

centralized system that receives data from one or more remote points. Data may be
transported in either analog or digital form TN

3.15

database

collectior of stored data regarding the process variables and proc edukes

3.16

data bus

control nletwork technology in which data stations sha S i riunicatiop system
medium. |Messages propagate over the entire medi gceivey by all datg stations

simultangously

3.17
device (¢lectrical equipment)
operatind element such as a relay, conta
given fun

berform a

3.18
digital-tg
productio | input
3.19

distribut
design in
by the pr

Itiple processors. Processing functions could be shared
rol system

3.20
event <
discrete tatus) of a system or device

3.21
expert system

computer programs that embody judgmental and experimental knowledge about an application.
Expert systems are able to reach decisions from new, uncertain and incomplete information
with a specified degree of certainty. Expert system abilities include: making logical inferences
under unforeseen conditions; using subjective and formal knowledge; explaining the
procedures used to reach a conclusion; growing in effectiveness as embedded expertise is
expanded and modified

3.22

firmware

hardware used for the non-volatile storage of instructions or data that can be read only by the
computer. Stored information is not alterable by any computer program
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3.23
gateway
device that allows two networks of differing technology to communicate

3.24

local control

for auxiliary equipment, controls that are located at the equipment itself or within sight of the
equipment. For a generating station, the controls that are located on the unit
switchboard/governor control station

3.25

logic:(control or relay logic) TN
predeterr I;IIU(.I‘I OU\{UUIIUU Uf UPUIG‘[:UII Uf IU:G_YO (JIIGI UthUl UUIItIU: dUV;\JUO

3.26

manual ¢ontrol
control in which the system or main device, whether direct
directly cpntrolled by an operator

ration, is

3.27
mean-time-between-failure (MTBF)

time interval (hours) that may be expected between g equipment]
3.28
mean-time-to-repair (MTTR)
time interfval (hours) that may be expecte iled equipment to proper operation

3.29

modem
modulator/demodulato
form appfopriate for a

he signal

3.30
monitori
means o

3.31
offsite C
controls

3.32
open loop control
form of control without feedback

3.33

proportional integral derivative (PID) [control system]

control action in which the output is proportional to a linear combination of the input, the time
integral of input, and the time rate of change of input. Commonly used in hydroelectric
applications for the control of a generator’s real power, reactive power, or flow

3.34
pixel
in image processing, the smallest element of a digital image that can be assigned a gray level
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3.35

programmable logic controller (PLC)

solid state control system with programming capability that performs functions similar to a relay
logic system

3.36
protocol
structured data format required to initiate and maintain communication

3.37
relay, interposing

device that enables the energy in a high-power circuit to be switched by/a'lo%power control
signal

3.38
remote gontrol
control of a device from a distant point

3.39
reliability
charactetjistic of an item or system expressed by the
mission Under stated conditions for a stated missio

required

3.40
respons¢ time
elapsed f[ime between the moment whe Qriginated in an input device| until the
moment s), under
defined slystem loading conditions

3.41
resistanc¢e temperatu
resistor for whic

3.42

br data at
a specifiq

3.43 <
scan cydg
time in

controllel], ‘afl-data

required to obtain a collection of data (for example, all data from one
m all controllers, and all data of a particular type from all controllers)

3.44

serial communication

method of transmitting information between devices by sending digital data serially over a
single communication channel

3.45
sequential control
mode of control in which the control actions are executed consecutively

3.46

supervisory control and data acquisition (SCADA)

system operating with coded signals over communication channels so as to provide control of
remote equipment and to acquire information about the status of the remote equipment for
display or for recording functions


https://iecnorm.com/api/?name=8aa761b5c3bb8eab8f53993b18501410

62270 O IEC:2004(E) - 13-

3.47

user interface

functional system used specifically to interface the computer-based control system to the
operator, maintenance personnel, engineer, etc.

4 Functional capabilities

4.1 General

Computer-based automation has enhanced hydroelectric power plant operation and

maintenance activities. Many activities previously accomplished by plant personnel can now be

performed more accurately, safely, and consistently by computer-based adtomation systems.
Also, new tasks are within the capabilities of computer-based systems.

Ead data

e only

Power plant operators have long been responsible for manually pe
acquisitign tasks. Relay logic type automatic control systems we

automateld control assistance for operations staff. These syste it control
sequencipg (start/stop) and were not easily changed, o of data
acquisitign has been subject to the limitations of available

Computef-based control and data acquisition systems 9 ; the way
these tadks are carried out. Power plant operato sti in many
plants byl the computer, which can assist with ufit ‘st gging; in
other plants, the computer has replace ¢ performing these tasks. The
online diggnostic, corrective, and protective tapabilit ntinue to

be develaped.

Computef-based automation
plants in
automatiq
of plants

systems owp apt\owners to operate and maintain their

. Caontrolalgorithms based on criteria such as gfficiency,
antrol allow more cost effective and safe pperation
is"now possible to acquire and procgss more
data than i keep operators and maintenance stafflapprised

of the to ( clivities are enhanced by the computer’s|ability to
isolate pn >Cri 5, and.keep maintenance records.

Compute also permit operation of the power plant, switchyard, and
outlet wdg bypass gates and valves, fishways, fish ladders, etc|) from a
single co [ at\can\belocal, centralized, or offsite. This one-point control has many
advant i ing reduced operations staff, consistent operating procedures,| and the
capability onfrol and data available for reference during normal and pbnormal
conditionp.

Subc|au:g 4 2 -4 11 outline the functional Pnpnhiliﬁne of hydrnnlnr\’rrir Ir_\l::h’r compu er-based
automation systems.

4.2 Control capabilities
4.2.1 Control hierarchy
A general hierarchy of control for hydroelectric power plants is defined in IEEE Std 1010-1987.

The combination of computer-based and noncomputer-based equipment utilized for unit, plant,
and system control should be arranged in accordance with Table 1.
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Table 1 — Summary of control hierarchy for hydroelectric power plants
Control category Subcategory Remarks
Location Local Control is local at the controlled equipment or within sight of the
equipment.
Centralized Control is remote from the controlled equipment, but within the
plant.
OffSite Control location is remote from the project.
Mode Manual Each operation needs a separate and discrete initiation; could
be applicable to any of the three locations.
Automatic Several operations are precipitated by a le initiation; could
be nnnlmnhln io any of the three locati n:
Operation Attended Operator is available at all times to(\gte(ceqtrckﬁ\ ion.
supervisign
(sup ) Unattended Operation staff is not normally ( \q\i{at\\\uqect\s;te.
A decision is required on the extent of functions to be uter-based
equipment. At one extreme, the computer-based equip orporate all agpects of
local, centralized, offsite, manual, and automatic contrg , the qomputer-
based eq uisition, with all other
functions uipment.
Manual G a backup to the automatic
control € : djacent to the devides being
controlled, otorsontrol centers. Transfer pf control
to higher wote transfer switches installed at the
equipment. ( of equipment is also provided at the
unit swit¢hboard while in the . IfY capability is designed to backup the
computern-based equm i i terpoesing relays and other devices will be
required.| Alternately, i i ility of modern computer equipment, local-manual
operatior| from the unjt swi e incorporated into the computer control{, thereby
reducing |control ity. \\ irect manual operation will still be possibble at the
equipment locati onsiderations are described in 8.2

For seve

included |i

state, or
logic. Th
based s{

Figure 1
typical in

ed tripping of a unit, separate protective equj

protectlon for electrical and mechanical equipment

pment is

his protective equipment comprises relay-based, solid-

and trip

ive functions are generally not incorporated into the qgomputer-

ation, and

erchange control and operating information. Local control, centralized coptrol, and

offsite co

. c o : T _ 4O O 4 0O 4
ITror TUtiCtuorts dic UCsCITOCU I 4.£.£2—5 . £. 4.



https://iecnorm.com/api/?name=8aa761b5c3bb8eab8f53993b18501410

62270 O IEC:2004(E) - 15—

kl Oft-Site Dkr Centralized Dk} Local ﬂ
gtan/hStop Sequencing
; i mati Unit 1 mchronizin,
Station Cfm&nunlcauon Local S)S:'nchronousgcwdenser Control
= Control Pump Storage Control
Trashrack Control
. User Forebay Selective Withdrawal Control
Offsite Rermote Communication Centralized |Interfaoe BI:I?';‘ 1‘:‘.,"9"":;2'""0'
Control 4 Link N  Control = Governor/Excitation Control/Status
" - Unit Load Control
Unitn Unit Annunciation
Local Unit g:llenréga
N Unit Relay Status
Contal Unit Flow Data
Ser Condition Monitoring
Interface
ser
Interface /\
$ In(gviUUﬁl Urlart go?llml Extacihyard
Dther Plants, witchyard, Spillway,
Substations, Station_VSqmcg Corltral |} Control
Cpntrol Centers & Monitoring sor
Plant Real Power Control Interface
& Monitoring
AGC svuttom?g Volta '(_Jo_ntr?_l
Hrequency Control W:t:: B T
H 4 ypass Control
Rermjedial Action Schemes Interchange/AGC
Switchyard Relay Status
Report Generation
Data Logging/Trending
Historical Archiving

TN
Cofitrol
N_" IEC 496/04
Figure 1 — Relationship\of | ,centralized, and offsite control
4.2.2 |_ocal control

Local comtrol can be i located near the generating unit itself. [The local

unit computer is epending
on the ogerator’s igMphiloSophyy W he mputer is
typically gllocated to it. al ¥nit computer interfaces to higher level plant|or offsite

computerls exchang
illustrates the loc

Figure 2

h \k \é&q)
Lova Congal By Protection
System K—
Station
Communication D
Link Computer Process
Process {Unit
Based < N P :
Control Interface K Switchgear
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Figure 2 — Local control configuration
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4.2.2.1 Start/stop sequencing

One of the most obvious uses for computer-based automation in power plants is for automating
unit start/stop control sequencing. Older designs that use electromechanical relay-based
start/stop sequential logic are being replaced with modern computer automation systems. The
computer is programmed to completely start or stop the unit when directed by higher level
control or by the operator. The computer system controls the generator’s electrical and
electrical/mechanical auxiliary systems to start or stop the unit. Inputs to the computer are unit
and plant status points that are constantly monitored for change during the sequence. The
computer can continuously monitor and display more status information than an operator can
assimilate so that control actions, such as abort sequences, can be initiated immediately,
without operator reaction time. Because the computer is programmable, modifications to the
sequence control can be made relatlvely S|mply, even after the plant |s ope “l'onal Computer-
based sta S . ' e =rl to older

electrome mfortable
with full tart/stop
sequenci %ing to
allow for

The com pshooting
informati en pause
in the se tion. This
diagnostif ing the unit
to service. of-events
recording ions.
One of th iagnostic
information in the event something failg formation
can be usged to isolate the problem and

Examples of some of the & G y i i sequence
are as follows:

a) intak gate@
b) govejnor hydraali
c) gate limi i ;
d) gate
e) high pressure oi e thrust bearing;
f) mech
g) coolir
h) excitati

i) unit speed;

j) protective relaying status;
k) unit alarms;

[) unit breaker status.

4.2.2.2 Synchronizing
Synchronizing has traditionally been performed either manually or by a dedicated automatic

synchronizer unit. Today, automatic synchronizers use computer technology to optimize their
performance.
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In some cases, the synchronizing function is performed by the plant computer-based
automation system. Synchronizing is a critical function that requires accurate and reliable
monitoring of voltage magnitude, frequency, and phase angle. Not all systems can provide the
synchronizing function as part of the computer-based automation system. The advantages of
the synchronizing function being internal to the automation system include less plant wiring,
less maintenance, reduced installation costs, and much better diagnostic capabilities. For
security, a synchrocheck relay is typically used as a permissive for the circuit breaker close.

4.2.2.3 Synchronous condenser mode

Hydroelectric generating units are often used in synchronous condenser mode where real
power output is negative (the unit is running as a motor) while the unit isk}_nl{le and excited.
One reasan_for this is to r\rn\/idn reactive power cantrol_as described Helow Qyn hronous

condensgr mode is generally dispatched according to prevailing power §, but can

be regulgted automatically by the computer-based control system to 4 real and
reactive power capability and maximum transmission utilization.

In cases| where a turbine is located below the tailwater leve N chronous
condensegr, the water is expelled from the runner area by Ce 3 i ce power

losses anhd turbine wear and tear. The computer-based automatign)\sys can control the
auxiliary [devices and monitor the generator during this mode oflgperation” For example, the
automatipn system can override the reverse power r ~

Another { e gratioh i ide radlly available, re¢al-power
spinning 9 e d control
schemes ipn.
4.2.2.4

The computer-based automati i for a unit
to operatg in pumping [0 ing : i d related

lement in
he pump

equipment necessary
a computer-bas

mode, prpviding properly,
and detefmini units. All
these fed rol of the

units dirg
The main
of operdfi
informat{

€rs based on the configuration of the automation system.
g computer-based system to control the pumped storage mode
mMmaintenance, easy modifications, and available diagnostic

4.2.2.5 [Turbine opexation optimization

There are_humerous pneeihilifine for npﬁmi?ing individual -unit turbine npnrnfinn i‘hrough the
application of custom software algorithms. Depending on the parameters monitored and control
sequences needed to achieve the operating mode, algorithms can be created to enhance unit
operation.

Typical algorithms and monitored parameters are as follows:
a) Efficiency maximization. Head water level, tail water, gate position, blade position (Kaplan
turbines), flow, unit kW output, unit reactive power output.

b) Minimization of unit vibration or rough running zones. Gate position, blade position, unit
vibration.

c) Minimization of cavitation. Gate position, blade position, flow, hydraulic head (head water
level, tail water level) turbine manufacturer’s cavitation curves (or scroll case sound level).
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4.2.2.6 Trashrack control

The computer-based automation system can be used to monitor the water level differential
between the water level on the outside and the inside of the trashrack and to use this
information to operate automatic trashrack cleaning equipment. The information provides
operations personnel with appropriate data about the condition of the water flow through the
trashrack to allow them to make informed decisions. One of the most important functions that
the system can provide is the ability to automatically lower the flow through a unit by
decreasing the generated power whenever the trashrack differential exceeds a predetermined
value. In this way, the automation system can be used to ensure that the trashrack equipment
is not damaged.

4.2.2.7 Forebay selective withdrawal control yARN
Environmental regulations often prescribe an optimal temperature for flow to
assist lodal fisheries. In installations where a large impoundment exists)\it i sible to
draw eittler bypass flow or unit flow from different temperature le using
slide gatgs or other water level selection equipment. Slide gate re po tioned at
various heights along the intake structure, which allow water to t ug levels in
the reserjoir. Computer algorithms can be written to monita ature and
to contrdl that variable to a predetermined set point onitoring
temperat i ‘ 3 desired
downstre mount of
dissolved
4.2.2.8 Black start control
Hydroele¢ r a major
outage. § S running
and, therefore, no station C . ility (i.e. i t without
normal station service pov i lan r:l: is vital.
Computef-based autorf gtart. The
computel system can n a black
bnditions,

start units, and r
back to fulll operation

er. Subsequently, the entire plant can b¢ brought

start con‘FoI se
can be restored.

The capdgbili
devices i
as an em

black start conditions is usually a function of thg physical
than the automation system. An auxiliary power system, such
gfation batteries, must be available to provide power tofthe unit’s

auxiliary erplant to ensure a black start will be successful.
Hydraulig eumatic systems must be operational for the automation system tp provide
black staft.capabilities. The advantages of black starting under computer-based autonmation are

H H 4lo £ ol L 4 - alads
similar to*-thosefoundtmramornrat-start-condition:

4.2.3 Centralized control

Centralized control refers to a common control location from which plant functions can be
initiated and plant operating information can be collected and displayed. The purpose of
centralized control is to consolidate control and monitoring at a common location in order to
facilitate efficient plant operation and to carry out control functions best handled at the plant
level. An important example of efficiency derived from centralized control is the economy of
minimizing the number of operating staff required during attended operation of the facility.
Centralized control also provides a link between the offsite control facilities and the in-plant
facilities. The following clauses describe typical functions provided by the centralized control
system.
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4.2.3.1 Control of individual units

A number of the functions available at the unit local control system may be made available at
the centralized control location. The extent of duplication between centralized and local control
functions will depend on the operating philosophy of the utility or owner and the capability of the
plant data network. Typical unit control functions able to be initiated at the centralized control
location are as follows:

a) automatic start and synchronization;

b) automatic stop;

c) emergency shutdown;

d) speed setpoint; TN
e) powef setpoint;

f) voltage and reactive power set point.

4.2.3.2 PBwitchyard, spillway, and station service control

A numbef of the functions at the switchyard, spillway, and tatl e local contro| systems
may be made available at the centralized control locationm—A )W) f duplicgtion with
local conftrol is an operational decision. Typical fun oyided/at the centralized location
are as follows:

a) circuif breaker open/close synchrop
b) discopnect switch open/close;

c) transtormer tap changer control;
d) spillwjay gate open/close;
e) plantfreal-power contrql.

The computer system 9 f plant or individual unit power output based
on differgnt operati is to maintain a predetermined power lgvel it can
be essentially & er, and power output will be very gccurately

maintaingd at that o S ey variables, such as head changes.

Similarly, 0 a certain discrete demand and be assigned the task of
exactly s order to allow other units to be block-loaded. When this swing
unit trips y for one or more of the remaining units to transfer|from the

block-lo the swing unit mode to pick up the variable load. Computer-basgd control
systems

A joint p cheme is often employed in which the desired plant power [output is
allocated| equally among the individual units selected for joint power control. In this fase, the
plant control scheme includes functions for unit selection, balancing of individual unit power
setpoints, control of joint power setpoint, and frequency bias (regulation).

4.2.3.3 Plant voltage/var control

Plant voltage and corresponding plant var output may be controlled by dispatch of individual
unit voltage setpoints or by means of a joint voltage control scheme. The joint voltage control
system maintains a desired high voltage bus or line voltage by allocating var generation among
individual units selected for joint voltage control. The joint voltage control system may include
functions for unit selection, control of joint voltage setpoint, and transformer tap position or line
drop compensation.
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4.2.3.4 Water and power optimization

As maximum utilization of the water resource becomes more and more important to power
producers, power plant operators are striving to optimize water usage and power production.
Automated water resource management, such as scheduled water releases for minimum water
flow and fish water needs, is an excellent application for the computer control system.
Accurate, timely, and recorded release information is retrievable through an automated system.

It is also possible to optimize the use of water for given power requirements by computer-based
unit, plant, or system efficiency algorithms. For example, knowing the individual generator,
turbine, and penstock efficiencies and the hydraulic head and flow, the onsite computer can
direct the optlmal loading of the units to meet the overaII plant load requireme twh|le achieving
the best ‘ encies will
change and it may be necessary for the computer to reallocate uni inNtain best
achievable overall plant efficiency while satisfying the total demand.

4.2.3.5 Water bypass control

Minimum| downstream water flows are often dictated 2 ironmental
requirements. Water release through bypass mechanisms ca lqne, at ati and more
efficiently through the computer. Accurate, -ti S C b provide
exact flolws based on current head and other conditions, is ¥ i a elying on

simple opgen or closed control.

4.2.4 Dffsite control

Offsite control refers to plant control acti y located
from the|hydroelectric plant. Plant op ually one
component of an integrat i S system’ operation strategy. Personnel at the
offsite cpntrol location < i hnts  and
substatiohs, and will p istribution
system, qr other powe

Some of | centers

are:

a) periodi r system
operdti ing bodies
(e.g. T

b) maidgain™g ati 3 i i iteri i inating bodies
to as$ y

c) enerdy interchang

d) autonati i i i i ol (these

require coordmatlon with other control areas with which the system may be interconnected);
e) hourly load forecast;
f) transmission line loading (system power flow);
g) power sales control adjustments.

The interconnection of power systems, and the need to control generation and power flow
throughout such systems, has led to the design and installation of networks of hierarchical
computer-based control schemes that allow system dispatchers to direct power generation at
many plants. The computer-based automation systems at individual hydroelectric plants are
often integral parts of these power system-wide computer-based control systems used for
interconnected power system operation.
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When considering automation of hydroelectric plants, it is important to determine how the
proposed computer-based plant control system will interact with the offsite power system
control computers. Since specific control capabilities can be programmed into computers at
various levels in a hierarchical control scheme, an overall philosophy of system control must be
established first. The control capabilities and data requirements for the local plant computer
can then be defined.

Subclauses 4.2.4.1-4.2.4.4 describe typical functions performed by offsite control systems that
impact the control requirements of the hydroelectric powerplant.

4.2.4.1 Control of individual generator sets and selection of centralized control
functions

A numbe roelectric
plant are number
and type }power
system o gencies,
and the amount and quality of plant and system data available to the@ffsi | system.
Individua i bl system
may incly

4.2.4.2

The cont P.3.2.
4.2.4.3

Computef-  system,
provides ili ' i er outpu (megawatt) of selected gengrators or
power plants in real-time. - i $ystem to
meet reqfi i

For the regional g al ’ ion control
error (SCE)] in a*co , ’ eive data
from the|plant. Inp i at calculates the ACE include: Tie-line power flows;
schedule ; lant outputs; time error bias; power system frequency
bias. Theg igried to each individual plant (SCE) as a desired ¢hange in
generatidn le ~ lant’s assigned level of participation in ACE correct|on. Plant
participat) ity to vary
generatign, v availabyli i i i bay and
tailwater g

The amopuntiand t rly in the
design ¢ eter. It is

usually crltlcal that generat|on change aIIocatlons to the pIant do not V|oIate environmental or
equipment limit constraints. A well-designed plant control system will not allow control actions
that will result in such violations; however, lack of plant control response has the undesirable
effect of slowing needed generation changes, and of causing reallocation of changes to other
plants in the center’s control area. Such reallocations may upset plant generation scheduling
and water use planning at all plants affected.

Power setpoint signals are transmitted to selected power plants either as a plant scheduled
generation, or individual unit scheduled generation, depending on the utility’s practice, or the
operating agreement between plant operator and system control center operator if they are
owned or controlled by different entities.

Operator interfaces to the plant control system are provided so that individual units may be
placed on AGC operation, or removed from AGC operation and placed on local control.
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4.2.4.4 Remedial action schemes (RAS)

A number of remedial action schemes are provided in modern power systems, normally
controlled from offsite area control centers. Typical schemes include the following:

a) automatic generation shedding based on transmission line configuration (for transient
stability);

b) automatic generation shedding to help correct large-scale system overfrequency;

c) voltage transient boost capability for dynamic stability;

d) braking resistor application for transient stability;

e) load shedding to help correct system underfrequency.

offsite area
e update

To implement these schemes, various signals will be transmitted be
control center and the plant for arming and triggering corrective actig

and resppnse time of the plant control computer system are criti refully
considergd in implementing remedial action schemes.

4.2.4.5 Pata integrity

Reliable power plant data is important to system operation. v rroneous
generatign, operation of the whole power system is/affecied % roblem is
identified| and faulty data corrected, either by the teinporary, expedients erride or
substitutipn of an alternate data source.

The designer of the plant control syste uding the
impact that faulty data will have on opg he offsite

control system. The plant control systems s S at impact
plant and power system gep

4.3 Data acquisitio

Hydroeleg¢tric plar 1 8 hance the acquisition of data from the equipment and
systems gt the . ilabii exibility of modern computer input hardware and
data acquisition sof ion and manipulation of large amounts of glant data
possible.

Data can i i om plant devices such as transducers and contacts, put given
the comn ilittes 6f computer-based equipment such as dataloggers, sequence-
of-even and djgital fault recorders, the plant computer can, if a common protocol is
available i irectly from these intermediate data collection systems. This|data can
be displa tor’s use, used in the computer control logic, uploaded to higher level
control cq

4.3.1 Analog

Analog signals can be monitored at fixed intervals by the system for control purposes. For the
purpose of data acquisition, the number of samples per unit of time is usually configured
according to the parameter being monitored. Some critical quantities such as bearing
temperature, hydraulic pressures, or vibration may be sampled more frequently than quantities
that do not have the potential for rapid change, such as water level. Trending displays of
selected analog quantities is a powerful capability of the computer system.

Several methods of collecting data from analog signal inputs are as follows:

a) Constant interval. Data is stored at a constant time interval.

b) Report by exception. The quantity is constantly monitored, and while the variable remains
within certain limits, infrequent reporting of data takes place. When the quantity is out of
range, data is reported at predetermined intervals until a steady-state condition exists.
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c) Variable interval monitoring triggered by event occurrence. This method monitors and
stores signal values at a rate that changes as the result of an event. If no unusual event
occurs, older data is overwritten by new data and constant interval storage takes place.
Upon initiation of an event, the data collection rate will be increased to provide extremely
fine time resolution and all data points stored for future review. This method is very useful
for troubleshooting and research into equipment characteristics, but could require extensive
memory.

In all cases of analog monitoring, limits can be assigned to each parameter to alarm, shut
down, or initiate some other action when a value is out of range. Limits can be absolute, or may
include a rate of change of the variable. The computer system has a high degree of flexibility in
the recording, alarming, and processing of analog data.

4.3.2 iscrete

Most autpmation systems offer sequence of events recording for disgfe inputs.
Ideally, the system should provide time stamping in sufficient ! vide the
informatipn required to analyze the proper operation of the high used in
modern powerplants. Computer systems with this sequence- WS ility are often
preferred| because they eliminate a stand-alone sequencg-ofseventt all of the
associatgd additional duplicate wiring and maintenance nd status
points can be time-tagged and saved in a database for futuxe ) [ discrete
status inputs are as follows:

a) evenfpoints such as relay operatio

b) alarm points such as low pressures

c) status points such as breaker positi

4.3.3 Fire detection dafa

Modern design and op emphasis

on fire detection. The Q acquisi ili of computers are very useful for nmonitoring

plant fire|detecti t through
software,[and pr

ition, fire
protection control “ag s can be
initiated 1310) efulations vary and can require separate fire protection
control, lpcal regulatigns uld b i i ion i stem.
4.3.4
Plant sefuri hesQmijng more important to owners working to minimize vandalism,
unauthor try, and the effects of natural events that might jeopardize the safe and proper
operation ility. Security information displayed at centralized operators’ stations makes

it easier gnd”safer for plant personnel to respond to security breaches. For unattendé¢d plants,
the transmittal to offsite locations of such security information is used to dispatch personnel to
investigate the cause. The computer on site also can be programmed to control responses to
the security breach, such as turning on lights or alarms, or activating cameras.

4.4 Alarm processing and diagnostics

Accumulating large amounts of plant status and alarm data is not very useful unless the
information can be processed in such a way to enhance operation and maintenance activities.
The capabilities of the computer can be used to sort, select, prioritize, interpret, and display
information in ways that were not possible before.

Modern power plants are designed to provide status and alarm indication of virtually all
electrical and electrical/mechanical systems in the plant. This massive amount of information
can be overwhelming, and even counterproductive, if it is not processed and presented
properly. When major plant problems occur, multiple alarms are inevitable.
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Knowledge-based programs can filter alarms for the operator and even interpret alarm
groupings to identify the probable event that generated them. Expert system programming can
assist plant operations and maintenance personnel in the location and solution of problems.

4.5 Report generation

Raw data collected by the computer system is necessary for the generation of reports that are
used for operations and maintenance decisions. Computer database management and
document preparation capabilities are becoming powerful tools for increasing plant efficiency.
The multi-tasking capabilities of the computer provide report generation capability while
accomplishing real-time control and monitoring of plant functions. Computer-based
documentation capabilities include the following:

a) Sequ e nearest
millisecond to provide after- the fact information to analyze fault igh-speed
events. ;

b) Automated operator’s log. Hourly, daily, and weekly elegitica ical data,

traditjonally logged manually by the operator, can be recorde

c) Histofical data recording. Important data are recorded j
of plgnt operation over various cycles of operation.
compputer control. For example, optimum efficien
in reg
by sty

d) Trendg problems
that mnay need maintenance attention. 3 glyzed for
trends tion

it analysis
brove the
pperation
improved

4.6 Ma

Data colle d” effectively as input to more sophisticated
computelized maintenanc : e CMMS). CMMS that are conditiontbased or
predictive-based xreed i ation\on the condition of equipment in the plant;
information that in“the plant computerized automation system. The
automatipn system’ ¢é a data collection point for data needed for coptrol and

S data needed to trigger maintenance activities, [from the

The long-tern i and retrieval of hydroelectric plant operations data is important.
a cll-organized data on water levels and flows, power generation, jand plant
maintenance is requifed for regulatory and environmental purposes. In the past recq rds were
kept manuattya ccessible
locations was common.

Retrievability of useful information was sometimes difficult and could be costly. Well-planned
and operated computer-based automation systems in power plants can help relieve this
problem. Useful data can be collected, collated, stored, and retrieved in ways that take up less
space and time. Significant planning is required to anticipate the long-term data storage needs,
and consideration should be given to format of data stored, the expected amount of data that
will be collected, and the most appropriate storage media.

4.8 Operation scheduling and forecasting

Automation-collected hydro-meteorological data can be used for operation scheduling and
forecasting. Information such as weather data and runoff data can be used for near- and
longer-term predictions of power generation capability that affect scheduling and forecasting on
an individual plant or system-wide basis.
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4.9 Data access

As computer-based automation systems are implemented in power plants, management has
direct access to data. This increased availability of data (unit availability, total plant output,
etc.) helps streamline management decision making. Automation makes data readily available
at all times to all departments with computer access. Data flow and information access are
increased thus promoting higher efficiency. In order to protect the integrity of the control
system and its data, the computer system can restrict access to authorized persons.

4.10 Operator simulation training

Computer-based hydroelectric plant control systems may include realistic operator training in
plant operation. Offline simulation of normal and abnormal operating -conditions can be
provided [fhat expose the operator to a wide variety of possible plant conditions. Beirjg able to

simulate [emergency conditions in realistic fashion through the compu enhance
the operator’s response in real emergencies. Where plant normal-gtat ] ining is
desired, [actual current plant conditions, status, and quantities ca i while the

operator/frainee practices operating procedures.

4.11 Typical control parameters

Table 2 |gives selected examples of input and oufput pa eters tat are necessary to
implement some of the computer-based control ca S ise. This
listing is heither complete nor exhaustive, but is articulars
that shoufld be considered when desigpingaan

Table 2 — Typical parameters neces

Control action \ &\I‘I\Puts \/ Outputs

Unit start/gtop i \) Brake release

Gate operator
ctive relays Unit selection
(\ Geneyator voltage Breaker trip/close

Cooling water valve
lics Exciter

Start circuit

Unit synchironizj Unit speed Breaker select
Gate position Breaker closing
< Gate limit Unit select
Breaker status Power adjust
Generator voltage Voltage adjust
Bus voltage
AGC Unit status Unit selection
MW Power adjust
MVar
Unit protective relays
Set point
Synchronous condensing Draft tube depression Power adjust
MW Excitation
MVvar Draft tube depression
Unit selection
Turbine optimization Head Gate operator
Blade angle

Power adjust
Gate position

MW head

MVar
Flow

Unit selection
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Control action Inputs Outputs

Trashrack control Differential pressure Trash raking system
Power adjust
Gate operator

Black start Protective relays Generator start
Bus voltages Unit synchronizing
Generator status Breaker close (dead bus)
Breaker status Power adjust
Generator voltage Voltage regulator
Unit power Unit selection
Breaker sel/eet-iq1
Base load [control Unit status
MW
MVar
Gate position
Gate limit
Set point
Voltage cqntrol Unit status Wa Wr
Breaker status nit selagction
MW

>

Remedial action schemes Breaker trip

Breaker selection

M Syst
Forebay s¢lective withdraw. ter t pMures Gate operator
/\ NGate position Unit select

communications, and databases

System architecture Yefines the structures and relationships among the componerits of the
hydroelegtri i , including its interface with the operational
environmie i ddes configu-
rations, networks performance rellab|I|ty concepts and malntalnablllty of the automation
system. Performance, reliability, and maintainability aspects of the system are covered in other
clauses of this standard. These aspects of the system are dependent upon the system
architecture. System architecture for a hydroelectric power plant must consider such factors as
the number, size, and types of turbines and generators in the plant; whether the plant is
generation-only or pumped storage; the plant’s auxiliary systems, and whether or not the plant
is designed for attended or unattended operation. A wide range of hardware components,
networks, software components, and database alternatives are available to configure cost-
effective architectures to meet the automation system’s design goals. Open system
architectures offer the advantages of ease of expansion, ability to accommodate changing
technologies, and immunity to premature obsolescence.
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5.2 System classification
5.21 Overview

Advances in computer technology provide a user with the choice of a variety of system
architectures for configuring hydroelectric automation systems. No attempt has been made to
describe all configurations and systems available, but rather to focus on systems currently
employed or envisioned to find future use in hydroelectric plant automation applications.

5.2.2 Hydroelectric plant automation classification

There are two general classes of system architectures used in hydroelectric plant automation
systems. One class of systems uses propr|etary hardware and software a kes little or no
provision nter ' ' '
are termg

The othe
compone
and softw
practical |sense, open systems or the openness of a sys
hardware, modify software, and expand system capabiljti
of the cdntrol system. Attributes of open systems afe intercon
software [ portability of the software, and interoperability ‘

Examples of applications and major c
in Table|3. For contrast, a traditiona

illustrate
similaritigs and differences. Again, fro ither fully
closed ngr truly open systems exist. R me ability

Table 3 — Classificati er plant computer control systems

System typ/e’\ x Apsﬁga\ﬁo\ns\éxamples Major components

Nonprogrammable remote
terminal units

Traditional supervrs&/@g{x Har%o\r{control systems Master stations

Closed St ystems (proprietary, Proprietary controllers
|ng| functlon controllers) Proprietary operator console
stations
N

Open < ydroelectrrc power controllers Programmable logic controllers on
ystems) communications networks

Networked PCs or workstatiops

End user programmable rem¢te terminal

units

Large scale energy management
systems

SCADA systems (microprocessor-
based)

5.2.3 Functional and geographic distribution

The terms functional distribution and geographical distribution are frequently used in describing
characteristics of automation systems. Geographical distribution refers to the physical layout of
the equipment comprising the automation system. Functional distribution refers to the
performance of tasks within the functional groups of a hydroelectric power plant, (e.g.
generator/turbine units, switchyards, etc.).
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5.3 System architecture characteristics
5.3.1 General

Any discussion of characteristics of system architectures for hydroelectric automation systems
requires some basic understanding of the data communication structures (and related
standards) that allow communication between computers. A communication network is the
system that permits the linking of resources so information can be passed to where it is
needed.

Although physical separation of the communicating computers varies considerably from
application to application, in general, a computer communication network can be represented
diagrammatically, as shown in Figure 3.

c&%

User to User

Application ¥
Processes

Communication

L Computer to Cpm t

unjcatio _
Communication ) Communication
Subsystem Subsystem

[\/\ Dat@&qkm\@cangn Network ’
N

IEC |498/04

At the hg hication network is the data communication fagility. The
applicatid ] ary widely between systems (different languages, pperating
systems, ) i Y hardware. Systems communicating only within their family are
referred< ed systems. Examples of closed systems are shown in Table [3. These

proprieta t address the problem of universal connectivity or open systems
architectdre.

To alleviate_the prnhlnm of r‘nnnnr‘fi\/ify, the International Standards ﬁrgnni79fi n (|SO)

formulated a reference model. The resulting Open Systems Interconnection (OSI) is concerned
with structuring the communications software needed to provide a reliable, data transparent,
communication service (independent of any specific manufacturers’ equipment or conventions)
capable of supporting a wide range of applications. The objective is to provide a model for
exchanging information among systems open to one another through the mutual use of
standards. The model provides a tool for describing, designing, implementing, standardizing,
and using communication networks.

The IEEE 802 family of standards deals with the two lowest layers — the physical and data link
layers — of the ISO OSI| Reference Model. These standards describe the relationship among
these systems and their relationship to ISO’s OSI| Reference Model.
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5.3.2 Open system standards

To ensure a degree of system longevity and flexibility, it is desirable to conform to open system
attributes of hardware interconnectivity and software portability. To achieve this goal it is
recommended that industry standards or widely supported vendor specific de facto standards
be employed.

Hardware interconnectivity standards apply to system backplane and peripheral connection
standards. As an example, typical backplane standards are VME Bus (IEEE Std1014-1987),
and EISA Bus (de facto standard). Peripheral connection standards are broken into two broad
groups, parallel and serial. An example of a typical parallel connection standard is the Small
Computer System Interface (SCSI); a typical serial connection standard is the TIA/EIA series of
standards RS232, RS422 and RS485 (industry standards). RN

Software| portability relates to the operating systems, programming nd user
interfaces with the hydroelectric automation system. Ideally, the( hydrqelestri w}mation
software [should be capable of being moved from one vendor’s hardwa fréquired,
although [this ideal is yet to be realized. Standards (industry & ted by the
Open Software Foundation focus on software portability issyes. ¥ das in this
area include the IEEE Portable Operating System Inte POSIX®) Series,

OSF/DCE (Distributed Computing Environment), and
de facto s$tandards).

fient enyironment

An implementation of the OSI referenge K 5 h electric
utilities is the Utility CommunicationsCArc def b Electric
Power Research Institute (EPRI), in th if standard for each layer of the
OSI refetence model and references a_s ' enter’'s agreements, developed|by users

and implg¢menters of OSI products, to arabitty of applications and systens. Work
is underway to address the need for util nenter’'s agreements for the use of the
i used within UCA for control [and data
acquisitign applications,

5.3.3 Netwo@
5.3.3.1

General

The two | nce model are the physical layer and the data link layer.
For communigati i ayers within the OSI reference model (e.g. to a utility area-wide
control s plectric plant automation system), the next laygr — the
g involved.

Availabilitynand suceessful operation of the data communication network is essentjal to the
reliability of a hydroeleciric automation system. There are a number of important concepts to
evaluate when considering a communication data network for a hydroelectric power plant data
acquisition and control system, some of which are as follows:

a) Data links. Communication among major system elements should use bit serial
communication links.

b) Adherence to industry standards. The data network should conform to formal and informal
(de facto) industry standards to provide for the widest selection of mutually compatible
equipment, and ensure long service life.

c) Availability. The data network should be designed for maximum availability. This will require
fault tolerant design concepts and possibly even a redundant network.

d) Correct operation. The data network should, as a minimum, use error detection techniques
to prevent the acceptance and use of corrupted data. Error detection without correction
implies either loss of the data for the reporting cycle, or a request for retransmission of the
data.
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e) Data transmission speeds. The data system design should consider the amount and type of
data to be transmitted, and the time constraints on the data, for example time sensitive
control algorithms. Time constraints include consideration of worst case data transmission
activity such as complete update of a plant data base during a period of maximum control
system activity after a control system element failure, a plant equipment failure, a power
system disturbance, or a combination of these events.

f) Environmental considerations. The control data network system should operate acceptably
in the expected operating environment. The equipment may be subjected to electro-
magnetic interference (EMI), radio frequency interference (RFI), and temperature and
humidity changes. Data networks with physically long paths may have ground potential
differences between terminals of the network during fault conditions.

g) Data network operat/on There are several network control protocols s conS|der in the
gared and
sary, and

h) Offsite ications. i i cati nlts”should
accormmodate the type and volume of data to be trans ived,| and the
- followed,

allowing the use of widely available and compatible equip

5.3.3.3 Ppata communication functions
5.3.3.3.1| Monitoring and control

Monitoring equipment. In a digital contrel s i i vels over
the communication link (or links) to the da uiring the

data.
Data from the controlled i is N i 5 contact
positions| representingy ala & BV E gtus; and

continuoysly variable hation for

operatind progra 2 used for
sequencg of ev{t;s} 2 \go Discreté data may also include information fromp position
encoders|, transforme s i inputs from

watthour

Analog d on of its
analog value\ ti i here it is
sensed. r than a
reasona used to
generate ion.

ControllingxIn_a digital control system, control action can be initiated either as alresult of
application program results within the control node near the controlled equipment (the local
node), or by action of the station control node. If the local node initiates control action, the
communication network is not used. If the control action is initiated by the operator via the
operator interface, or by the station control node, the communication network is used.

Typical control actions in a hydroelectric plant result in starting and stopping turbine-generator
units, closing circuit breakers, controlling unit load and generator voltage, opening and closing
spillway gates, and operating auxiliary equipment, including station service breakers and
transformer tap changers. Control actions are initiated at the operator interface or by the
station control node, transmitting the control command to the local node over the
communication network.
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5.3.3.3.2 Control node configuration and initialization

The system control nodes’ application programming may include both software and firmware,
and the control programming may use proportional, integral, and derivative (PID) and other
control algorithms.

The control node configuration software, or the PID loop parameters, should not be accessible
to change by all users of the control system. There should be a system security provision
permitting alteration of the software only by those authorized. An automatic audit trail should
exist documenting the changes and their implementer.

5.3.3.4 Control data communication requirements

5.3.3.4.1| General

The contfol data communication network requirements include: tim ability;
safety; dgta communication network transparency; diagnostics; and llowing
discussign applies mainly to distributed types of control sy Is nodes
connectefd by one or more communication networks. It is apglica s insofar
as these systems use data communication networks among{theirya

5.3.3.4.2( Time constraints

5.3.3.4.2]1 Process data availability

Ideally, the current value of the data from analog or discrete, ghould be
instantangously available to the request i . In practice, delays| between
the timef Z inats_and the time it appears in|the plant
data bas¢ are unavoidable.

5.3.3.4.2]2 Data transport dels

There arg¢ a numbegr of(source t NFor a digital control system, the first delay occurs
in transmitting i érminals to the data base of the systen control
node nearest the\eop » g local node). For analog data, the filtering and a/d
conversign proces elay. For discrete inputs, the scan process ig the first,
and usudlly leastyimpoxtant the contact bounce filter), source of delay. If| the local
node per er delays in data transmission become less important, or
less critid 0Cess.

Another etwgen the local node and any other node utilizing this data. This delay
includes {i data for use by the communication network, time to queug the data
for transmissi and\time for the local node to execute the data communicatioh system
transmisgion protoceland transmit the data.

A source of delay occurs with transmission of data to an offsite control system at a dispatch
center. The communication network control protocol used by the network to the offsite system
may introduce another unpredictable delay.

5.3.3.4.2.3 Control command execution

System security requires error-free, correct performance of control actions, for example the
control command must not be misinterpreted by the local control node. Rather than chance
incorrect control operation, it is better to reject the command, and ask for it to be repeated, or
wait for the next command. To achieve this security level, sophisticated error detecting codes
are used, as well as automatic checkback to verify command validity.
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If checkback before operation is used, the effective transmission time of the control command
is more than doubled. The transmission time may be unpredictable because if the intended
receiving node is transmitting data at the time a command is sent, there is a delay in its
command retransmission for verification. If the control command sequence requires a
checkback verification, further delays are introduced.

5.3.3.4.2.4 Overall control system delays

Power plant response to offsite control commands such as AGC inputs requires accounting for
the amount and type of plant data used by the offsite system to determine its control
requirement for the plant. Delay in transmission of data to the offsite system from the plant
data base is the sum of all delays in getting the data from the local node to the plant data base
node.

5.3.3.4.3 Dependability

Data compmunication network dependability is a broad term covexi iapility and
availabilify, data transmission error detection and correction, and a gliabilitys Flor critical
systems, e . features
may be rpquired. Fault-tolerant data networks should be desi ¢ [ ny single
element pf the data network does not cause the entjré nety i : re should
exhibit excellent availability and be capable of being S d and returned fpo service
after a fajlure.

Data errdgrs due to noise or other influences\o [ edium must be det¢cted and
corrected if possible, or the data must b i increase
data trafgsmission times, and lead tp smission
network gapability.

5.3.4 Safety

Plant, equi , pr permit
executior achieve
safe ope es. Each
network 1 , ing safety
issues. T nigues used to assure reliable data communication
regardleg S ed. If a specific data communication link fails,|it should
not caus i data communication network. The system should bg able to
automatig its and continue transmission of data to remaining |[operable
compong <O ata\that are required for life or plant safety systems (e.g. dam spillway
gates, etf: i riority in reconfiguration schemes.

5.3.41

Data network operations should be transparent to plant operators and to equipment outside the
terminals of the data network. All data transmission functions, including error detection and
correction, formatting for transmission, and preparation for presentation to control system
nodes should be done by the data network equipment without attention from the control system
nodes.

5.3.4.2 Diagnostics

The data communications network should include diagnostic software for both online and
offline functions. Monitored online functions include data network performance and alarming for
excessive channel errors and channel failures. Offline functions should include tests of each
hardware element of the system, transmission medium tests, and verification of the data
network error detection and correction features.


https://iecnorm.com/api/?name=8aa761b5c3bb8eab8f53993b18501410

62270 O IEC:2004(E) - 33 -

5.3.4.3 Maintenance

The data communications network should be easy to maintain, preferably without interruption of
the data transmission function. Completely redundant, independent data networks are
desirable, so the control system remains operable if one of the networks fails. Further, a failure
of a single element should not precipitate a total system failure. Redundancy provides a means
for effecting system repairs and provides a method for system tests or training.

5.4 Control data networks
5.41 General
There are two general classes of control data networks f|nd|ng applica '. ".n hydroelectric

automatign Syste B 2 ocal Area INetwork AN one pbeing configurad a set of
IEEE Sta i videscale

applicatign in hydroelectric automation systems. Two other standaras hE series
(802.4 amd 802.5) involving token passing protocols likewise find icaij i s€ same
systems.|A second category of networks covers a broad rang pologies.

Proprietary topologies find application in both segregated and integrateg, is clause
briefly digcusses features of the two classes of control data/etw

5.4.2 | ocal area network (LAN) topologies

5.4.2.1 General

The locdl area network differs fro several
significan B number
of relative smission
occurs o § ith a LAN,
each devjce attached to the ! i | is a i i i ine, and any
device atfached to the LAN can th qny i very high
speed. Figure 4 contrasts the ical di i-poi i ocal area
networks
Master. Station Mutipoint Data Link
(No Peer to Peer Communications)
~q Terminal Terminal Teminal
= .
= - < -
N - cr -

Server
@ = Local Area Network
o
( Peer to Peer Communications)
—

- -

IEC 499/04

Figure 4 — Multi-point data link versus LANs
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5.4.2.2 LAN characteristics

Station Relationships. With a typical LAN, all stations accessing the common
communication facility are peers on the network; there is generally no distinction made
between primary stations and secondary stations.

Message Exchange. A LAN is designed to give the appearance of supporting multiple
message exchanges at any given time between various pairs of stations, although in actual
practice only a single message can be transmitted at any given instant.

Transmission Speed. Transmission speeds are very high, typically in the millions of bits per
second.

Distance. A LAN is designed to support communication over a limited geographic area, for

exam

le within a powerhouse or control dispatch center.

— Trans
comni

— Exten
(WAN

5.4.2.3

Many hai
share thg
general,
a) netwq
b) trans
c) trans

d) acceq

5.4.2.4

mission Medium. A LAN typically uses private,
unication medium.

general characteristics just discussed
L ANs are classified according tg the fol
rk topologies;
mission media;
mission techniques;

s protocols.

Network topo

as the

>etwork

vorks. All
ways. In

5.4.2.41
The netw he three
major to
5.4.2.4.2
With the< trol point.
The Multi shown in Figure 4 is an example of a star topology. True star

topologie

used in modern networks. TokenRing and 10BASE-T Ethe

cabling d

brnet use

chemes that resemble a star topology. However, TokenRing is electrica

ly a ring

topology,

and 10BASE-T Ethernet is electrically a bus topology.
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1
!

IEC 500/04

AR

Figure 5 — Star topology

5.4.2.4.3| Ring topology

With a riphg, (see Figure 6), each station is connected to the g closed loop.
Each stafion has a transmitter and receiver, and data is tra i gction afound the

ring. In g regular ring configuration, the communicationm media_is"8 ed point-tp-point to
each node, with each node acting as a repeater. irectional
communigation since the transmitter of one node is ext node.

irectional
and find

This cha
communi
applicatid

[=17]

ngg\\
ST

Figure 6 — Ring topology

IEC 501/04

5.4.2.4.4 Bus topology

With a bus (see Figure 7), all stations are attached to a single cable. Standard and ThinNet
Ethernet, 10BASES5, and 10BASE2 are examples of a bus topology.
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Figure 7 — Bus topology TN

IEC 502/04

5.4.2.4.5

Topologi
manufac
General

Topologies employed in hydroelectric automation systenis

>ed on

e 5.3.2).
ring, and

star topo|ogies all find application in control systems. A cuso unication
data networks employed with hydroelectric automation s
Table 4 — Hydroplant computer control sy}tg s data commuhicati ibutes
Traditional supervisory control Centralcomyutep(master) co mu‘\ic)ti ith nonprogrammablel RTUs over
wire, fibey, radh microwayve;\dedicated communications channgls
Star topology
Closed Small sqale systems
Proprietary ngtworks
Pppri\eta communjcations ks
Open }Lgnlimite leZsystem

5.4.2.4.6

Some digi

their own
included
interfacé
(Ethernet

by other $

pe ste hitectyres
(IEE@{){ser' s networks)

provide proprietary data links for equipment m
ide complete systems, with process I/O devices and ¢

bdules of
pontrollers

ork data link. Most, however, provide a standard gateway to

-3: 1996
eveloped

Proprieta

ry data communication networks (and in some cases, bus structures) are used with

some closed control systems having dispersed elements. Normally, for these closed control
systems, the user will not have to be concerned with the network capability; the vendor will
have ensured that all elements are working together to provide the necessary performance.
However, should the closed system be of a new design with no performance record, the user
should verify that the data communication network has the design capacity to perform as
specified, and obtain performance guarantees from the vendor.

If the closed control system requires communication with another system in the plant, the
design must have provisions to ensure that the proprietary data communication network can
interface with other systems, either through a bridge or a gateway. For the interface
arrangement, data transmission speed will be a consideration.
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Proprietary data communication network protocol may be a factor in reusing existing remote
terminal units (RTUs) when partially replacing or expanding an existing control system. Older
systems almost invariably used proprietary data formatting and communication protocol. In this
instance, it will probably be necessary to use a gateway between the two systems.

A further discussion of proprietary control systems and data communication networks may be
found in IEEE Std 1046-1991.

5.4.3 Physical transmission media

Media types used to implement network topologies include unshielded twisted pair, shielded
multiple twisted pair, coaxial cable, twin axial cable, or fiber optic cable. Moice of media
for a hydroetectricautommatiom—applicatiomdepends—omisotatiom charact Iibiibb,'\kdgl smission

bandwidth, signal attenuation, access methods, cost, and immunity t ise~J he\ifstallation

of @ircuits to
;se the

of some

methods |used with metallic media have a significant influence on H& i

noise (e.g. use of cable trays dedicated only to control cables wilksignifican
immunity| to noise of the affected circuits). Table 5 provides a relative \¢@
critical pgrameters of the various media. It should be noted that i cable and
equipment is dropping, relative to other physical transmissgion S ) superior
charactetlistics of fiber optics combined with its dielectric isotationygake fiber optics well suited
for application in power plant control systems.

Table 5 — Cable media

>
Clable type Noise im}\{nib\\ l‘l'\ransr&l\ission gpeed Transmissign length

Shielded, multiconductor Poor owe Short
twisted pajr

Coaxial caple, both ?ﬁ \ g Fa\ég Long
baseband and broadband /\ N

Twin-axial|cable N (%({d N F%ster Long

Fiber optig L \Be%\ \ Fastest Long

con ration

As ope ore popular choice for a control system architectufe in the
hydroele ystem industry, database management systems have befome the
subject of study. Formerly, database systems were a given—they camg¢ with the

system, werelv oprietary, and could not be interfaced with software from other vendors.

There are four main types of database management systems, which are distinguished by the
way they organize data. The data organizations are hierarchical, network, relational, and
object-oriented.

a) Hierarchical. In a hierarchical database, the relationships between records are extremely
limited. If a more extensive (network) relationship is required for an application, then the
application has to manage the relationships through programmatic manipulations, leading
to a system that is very difficult to maintain.

b) Network. In a network database, any record can be related to any other record. The
network model permits complex connections among data at extremely high efficiency while
supporting a high volume of users. The performance of a network database is dependent
upon the identification and organization of relationships during the design process. The
network model is particularly inflexible in terms of permitting changes after the initial
design.
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Relational. The relational model implements relationships between data as occurrences of
rows, columns and tables. New fields and modifications to the initial database can be
accomplished with a minimum of restructuring. Relationships among record types are
established dynamically, permitting new applications to be easily accommodated. The
relational model has the benefit of being associated with a firm theoretical description.

Object-oriented. This database design is an emerging technology that is growing to fill the
deficiencies of the relational model. Object-oriented databases permits data to be shared
externally during database execution, providing excellent speed and simplicity. The object-
oriented database lacks the firm theoretical base that the relational model possesses.

5.5.2 Real-time vs. nonreal-time database designs

Hydroele designs.
Real-timd the user
interface 5 all must
be accom >
Nonreal-fime database deS|gns are needed to support historica funct|s di reporting,
and othd i of data
processir
Unfortunately, commercially available databases haye H inag real-time
needs of j endors to
develop external
hardware s closed
systems dification
of the sy{ pertise to
perform f{
While au eit proprietary database designs fo satisfy
real-time ment to incorporate commercially |available
database i cheduling
and othef g$igns that
provide 4
Often it is r defined
flexibility |i j;/veen the
nonreal-t atabase,
data traz
The bengfi ommercially-available database management systems ing¢lude the
following
a) directTinkages to supporting relational database information is available;
b) plant operation data is available (through a utility’s wide area network) to other groups
within the operating utility;
c) reporting formats can be easily changed to meet changes in plant operational

documentation.

5.5.3 Software configuration

5.5.3.1 Custom software

In the custom software area there are several options, as follows:

a)

Dedicated. The software changes are closed to the end user.
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b) Configurable. The software has features that can be changed by the user’s software
maintenance personnel. These changes are normally of the form of turning on or off a
feature that is already in the software through a software key or password.

c) Programmable. The software has features that can be changed or added by the user’s
software maintenance personnel.

5.5.3.2 Commercially-available software

The custom software described in the previous clause is normally available only as part of a
turnkey automation system. In contrast, commercially available software can usually be
purchased as part of a turnkey system or directly by the power plant owner. In the latter case,
the owner will have to make prOV|S|ons for the mstallatlon and conflgurat|III of the software.

Spreadsheets—database-managers—and-operatorinterface—se examples
of commg ystem.
Commergially-available software provides flexibility and has man i . > %of its
availabilify, the user has support from not only the original vendgr, but \qQthe possibly
other verldors. The most common options are as follows:

a) Userconfigurable. The user has all of the documentatio g software
operdtion or to add new code that is linkable to the res : r has the
ability to add features or change options, but c inal code
withopit the aid of the original vendor.

b) User ign for the
softw r wishes,
or thd

c) Fullg . les on the
displays in any form. ic8 i real-time
displgy of these |maes bnd ften, i i nted in a
windqwing operating

d) Online configurable tersonnel
sitting in fropt'o e change
the configura o)

(Ul). The

later in this clause are important to the automation system in order
success

e system

al to the

successful operation and use of a power plant automatlon project. Uls offering the look and
feel of a personal computer may be desirable to reduce special training.

In order to make the system acceptable to the operations personnel, care must be taken in the
selection of the hardware and software used. The hardware options are numerous for both
input and output devices as well as the workstations to be used.

6.1.1 Input devices

Input devices are not mutually exclusive and may be combined to incorporate desired features.
Typical devices include the following:

a) Trackballs. Pointing devices for menu driven software. Trackballs are normally used in
conjunction with a standard ASCII keyboard and/or numeric keypad and occupy very little
desktop space.
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b) Mice. Similar to track balls, they are normally used in conjunction with an ASCII keyboard
and/or numeric keypad. A mouse requires more desktop space than a trackball since the
mouse must be moved in order to move the cursor on the screen.

c) Light pens. A pointing device for menu-driven software. Light pens normally use an ASCII
keyboard and/or a numeric keypad for data entry and require no desktop space.

d) Keyboards. Normally installed on all workstations for data input and system control.
Desirable features for keyboards and numeric keypads include standard key layouts and
tactile feedback. They need to be well constructed to withstand continuous use. They
should be waterproof and dustproof. Keyboards using layouts similar to the familiar PC will
minimize the chance for confusion arising from the use of a nonstandard keyboard.

e) Touch screens. Useful for cursor positioning but not well suited for data entry.

f) Speegh i fs—i i i i vV as many
antages at pr isinfefpretation
large memory needs, and extensive processing time.

6.1.2 Dutput devices

As with input devices, various output devices may be combi features.

Some typical devices are as follows:

S in both
computer

a) Printgrs. These devices range from dot matrix
black| and black-plus-color models. They are
data for reports or historical recordg/

b) CRT |screens. These output device ry output
devicg for the computer. They range fxom i Linits with
milliohs of color combinations.

c) Speeth synthesis. Provi G e output.

d) Mimig¢ boards. Graphisal disg 3 i ation and
data [of the plant 3 ‘ lays with
movaple parts to f chnology

units |linclude D pens with
compluter genera

6.2 PI

The plant to : 5s of the
automat i hardware
interfacé jesigned,

installed,|and tested)

6.2.1

Examples of plant interfaces include analog transducer signals, dry contacts (i.e. contacts
without sensing voltages) and digital data. This clause covers several generic types, but the
coverage is not complete because installations may have special application requirements to
meet unique concerns. This discussion addresses the analysis process for any plant interface.

6.2.1.1 Digital, contact, and pulse inputs

Digital or contact inputs should meet minimum criteria for operations at the voltages and
current loads anticipated. The current required to drive the input circuitry should be adequate to
ensure false indication changes do not occur due to noise. The current should be as low as
possible to conserve power and reduce heat generation. Wetting voltages (e.g. those voltages
required to sense the status of dry contacts) may be provided by the control system or the field
device.
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Contact bounce in the input signal can cause erroneous data in the system. Digital inputs
should have filters to detect only sustained input signals. These filters may be in the hardware
or the software. Filters must be selected in accordance with time tag accuracy. Simple low-
pass filters can introduce undesirable delays. Voltage levels for logic detection should be
sufficient to prevent erroneous readings.

Digital inputs may also serve the functions of pulse accumulators or counters. This function is
normally in software or firmware at the I/0O. Accuracy, counting, and pulse accumulation rates
should be sufficient for the intended use.

Another variety of digital inputs comes in the form of a parallel (e.g. binary coded decimal)
data. The quantity of wire conductors, noise immunity, and hand shaking Wments should
be considered when making accommaodations for these inputs

transducgrs. Considerations for interfacing with such inputs other

Serial diiital inputs (e.g. EIA RS232, RS422) are frequently used As\an interface ﬁnewer
t
communigations issues in 7.3.

Digital input status indicators, often LEDs, may be provided. iQdi e 1/0O and
control cifcuit troubleshooting.

6.2.1.2 Pigital and contact outputs

Digital or|contact outputs provide datasand ) contacts
must have sufficient current and voltage rahi ust often
be considered in total for a given card or\group_of . Wetting
voltage i$ typically provided by the extégrnal circtit es in the

output cifcuitry of the 1/0O to absorb the fequired\ ciwre ty of the
devices) |s a function of ter = at genens

Where hi i a i interposing relays are typically installed. The current
ratings af C i

Digital o entary, or maintained. These functions |may be
implemen relay. Digital output status indicators — usually LEDs —
may be p|

The failu igita should be defined and specified. Digital output failune may be
critical ig N

6.2.1.3

Analog inpiS may be low-level (e.g. 0-1 mA dc, 4-20 mA dc, 1-5V dc, etc.) current or voltage,
resistance, or thermocouple signals. Resistance or millivolt (thermocouple) inputs may be
scaled to engineering units by the I/O processor, or a separate RTD or thermocouple to current
or voltage converter located with the 1/O.

The 1/0 is often capable of providing the loop power supply for analog inputs. Voltage,
tolerance, stability, and loading should be considered.

Scaling accuracy, resolution, deadband, and thermal stability should all be specified to meet
the needs of the applications. Thermocouple and RTD replications should meet the standard
accuracy for these devices. Open thermocouple detection is often desirable. Common and
differential mode rejection ratios should also be specified.

When multiplexing technology is used, the multiplexing hardware should be solid-state and not
electromechanical. Multiplexing schemes must be fast enough to ensure that the most recent
values are available when required for all control loops.
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6.2.1.4 Analog outputs

Analog outputs are typically low-level voltage or current. Accuracy, resolution, deadband, and
thermal stability should all be specified. Similar to digital outputs, the condition or value of
analog outputs upon failure may be critical in some applications.

6.2.1.5 Analog-to-digital/digital-to-analog conversion

The accuracy of any analog input or output depends on the conversion between the computer’s
digital data system and the analog information. The conversion is typically performed by multi-
bit A/D converters. Conversion accuracy and resolution are a function of the number of A/D
converter bits and I/O amplifier design. Further, the accuracy is affected by temperature-
induced drift. Thus, A/D resolution, input accuracy, and temperature stMshould all be
specified

6.2.1.6 Field devices and field bus standards

electronic
hore than
ntelligent

Another major source of interface signals are those origin
devices ([ED) and intelligent field devices (e.g. a field devicg
one parameter and transmitting the measured parameters
field devices and field bus systems are a developing set-of lacement
of the traditional 4-20 mA instrument communicatig ices while
retaining [the existing instrument wiring. The resultingd redu } < e sharing
of wiring|reduces installation costs. Standards g field bus
systems [are developed by several i ding IEEE, Int¢rnational
Electrotechnical Commission (IEC), America (ISA), and| National
Electricall Manufacturers Association ( is”applicable to multippint data
communigations between |IEDs and R bstations. A commonly used |field bus
standard|is IEC 61158. A number of cto standards also find widespread
use.

6.2.2 Sources

The sour] ot all are

covered i

a) Digitd contacts

using oltage supply to detect the opened or closed stafus of the
contq s.are normally solid-state or electromechanical relayg that are
energ ized by the control system

b) Anaﬁ ices\Normally transducers that convert potential transformer |(PT) and
curre ) signals to quantities such as megawatts or megavars. In existing
plantd | system analog outputs may drive display panels or strip chart recorders for
operg

c) Parallel Input Devices. Usually shaft encoders or digital panel meters. The output devices
are digital panel meters or process controller modules. These interface sources are in
many cases bidirectional, i.e. they are both input and output devices. Typically, these
devices use a Binary Coded Decimal (BCD) encoding scheme, and range from a 4-bit wide
(1 BCD digit) bus to 32-bit wide (8 BCD digits) bus, plus control lines.

d) Serial Sources. Normally bidirectional devices with built-in intelligence, providing both input
and output capability. The devices consist of smart watthour meters, shaft encoders,
temperature transducers, etc.

6.2.3 Input/output protection

All inputs and outputs should be specified to withstand the Surge Withstand Capability (SWC)
test, as described in IEEE C37.90.1-2002, without any false operations. The SWC test has
proven to be a reliable means to identify noise problems similar to those found in a
hydroelectric powerhouse. Other test considerations, such as RFI, are covered in 10.1.1.
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6.2.4 Collection process

The data collection process involves all of the aspects discussed above as well as some
considerations that are internal to the control system as opposed to the interface itself.

6.2.4.1 Scan rate

The scan rate deals with the rate at which the data is moved from the interface to the database,
or from the database to the interface.

6.2.4.2 Archival rate

The archival rate of the control system is normally the rate at which data is stored for long-

term, hisforical purposes. This rate varies dependent on data type, in \si\‘/; storage
space, rdtrieval time, and analysis efforts. For example, the archival perdture data
does not [need to be as often as that for electrical data.
7 System performance
7.1 Geperal
Performa hnce and
software o are not
clear. In hardware
system ¢ r“I system
performa e overall
system.

a) Secu ; terpreted
communications, and somp i ~ < n of error
rates

b) Reliability. ed as the
availgbility

c) Spee ponse to
inputg

d) Input ] ity e.accuracy of input detection and conversion to internal system
units, and time
taggi

Often the r and are

depende s, power

supply systems, ironmental factors, software, or other items that interface with the system
that are i i i i ormance

criteria must be established for the system and carefully refined to govern work provided by all
parties involved with system implementation.

Hydroelectric applications of control systems have their own unique requirements. These range
from specific software applications for efficient operations, environmental extremes,
remoteness from available service personnel and replacement parts, and unattended
operation. Each of these must be taken into account for the specific application and
performance criteria developed. There are a number of mutually exclusive factors that must be
recognized and evaluated to determine an optimal solution for the application. Factors to be
considered are as follows:

a) control stability versus responsiveness;
b) robustness versus complexity;
c) accuracy versus tuning difficulty;

d) capital versus operating and maintenance costs.
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In addition, cost must be weighed as a factor in establishing performance requirements in any
of these areas. Typically, the higher the performance required of the system, the greater the
system complexity, and the greater the cost.

7.2 Hardware
7.21 Input/output (1/O) subsystem

Input/output characteristics are critical to the proper operation, installation, reliability, and
maintenance ease of the control system. The I/O subsystem provides the protective buffer
between the harsh electrical environment of the plant and the electrically sensitive environment
of the digital computer.

The inpul/output subsystem should be able to accurately convert betw d analog
signals i} the computer system, and general plant digital and analog . addition,
the inpuf/output system may perform time-tagging, scaling, and i ctions.
Isolation jand protection functions are also part of the input/outp rovided

with single or multiple processors on the 1/O card or board, {or withia & cabinet.

These processors control communications with the host sys [ scaling,

time-tagding, and unit conversion if resident in the 1/O.

Performance considerations for various applications incl

a) portapility and the exchange of 1/0 n reduce
sparg parts requirements;

b) availability of I/0O cards to be replace itdown an

entirg /O location to change one card;
ions; accuracy and resolution;

c) Sequgnce-of-Events (SOE) time tagin ONocsz :
d) availgbility of I/O signé evels that support the field device signals to be [used;

e) support of redunda i i apability Sfor redundant 1/O from field devite to the
databjase and oper i

f) 1/0O diagnosti [ ekample card failure or 1/O failure indicating LEDs,
or thrpugh so i

7.2.2

The cont chip sets
supporti d control
units (e s. These
processo

Considerptions in processor performance are processor speed, bus bandwidth, and memory
type. These parameters control the speed of operation of the control system. The system
performance characteristics discussed later in this guide are functions of these parameters.

Memory is a critical part of the processing system. Memory may be chip-based or media-based.
Media may be fixed or removable disks, magnetic tape, or CD-ROM. The amount of program
and database storage directly affects processing speed and response. The amount of data or
archival memory affects the amount of data that can be stored, and to a lesser extent the
speed of data storage, trending, reporting, and archiving functions. Sufficient memory should
be provided for the maximum program, database, and data archives anticipated. An additional
spare amount above that is desirable.

Many processing systems operate in a multi-tasking or time-sharing environment. These
processors are generally more responsive to changes in parameters and control actions.
Interrupt-driven systems provide similar response, but may have slower, lower-priority
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processes. Generally, control processes and actions are assigned levels of priority that dictate
the frequency and priority over other functions.

Other considerations fundamental to system performance are:

a) Response to loss of power. Loss of memory or program is significant on loss of power. This
governs restart time for the system. Actions on restart are critical in the application of the
system. Spurious control actions, setpoint changes, etc. should be avoided on shutdown
and restart. Output states on shutdown and restart must be setable and predictable.
Storage of programs and databases in nonvolatile memory prevents the need for reloading
on start-up, thus shortening failover or restart time.

b) Failure practlces The pract|ce of trlppmg the unit on control system fallure should be

reviewe ions that
are a funct|on of the control system W|th malntenance of remote gefierated setpoints, and
coordinated unit restarts, ati proper
shutdown and protection circuits can operate independent of the Con! §

c) Communications to other processors. Input from other progeéss systems

may be needed for proper control operation. Setpoints may\be receives eneration
dispatch system, for example. The speed and priori { ns are a
function of their importance in the system operatign gathering
systems, or supervisory control may be less importé

d) Procgssor redundancy/fault tolerance. For increased reliahil 5 may be
configured as dual, triple, etc. redyndant s 4 , pri 1 backup
units jare provided. In a distributed ) ontrollers may be redundant.
Proper failover hardware and soft i e bl without
loss ¢f data. The backup unit may h K onditions
and signals online, or may reload/the databg ¢ ver. The
formd

nit should be able to be taken out of
ary processor.

e) Mainfenance. In red
servi¢e for mainten

f) Expapdability. Exppndabij adahadditional processors and other support chipg such as
numelric cop [ systems. For small systems this may be only
the afdition . For larger systems, this can be the agdition of

proce gces ‘ o create a distributed networked computing qystem.
7.3 Co
Commun i the/central or distributed processors and the 1/O, and|to other
comput a main function in system performance. The type of communications and

the medi ow quickly data can be gathered and control functions completed.
Data tran ssage security, error checking and correction are typically implemented
in the communicati system.

Communications between the central processor and remote /O can be separate from
communications to other computer systems, or may be on a common network. The
communications method for the remote I/O may need to be more secure, and faster than
typical data networks can supply. This is highly dependent on system application.

Communications hardware must support the communications method chosen. This includes
modems, interface cards to the processor and 1/O, and the communication medium, whether
fiber optic, cable, or radio. Communications hardware and software are required at each /O
location and at the central processing site for systems that use distributed 1/O.

Communications may use completely-redundant equipment, only-redundant communication
media, or nonredundant systems. In redundant systems, no single device failure should disrupt
communications. Redundant media systems without redundant support hardware, or redundant
hardware systems with single media should have automatic failure sensing and switchover
functions.
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Communications should be transparent to the user. All error checking and correction should be

performed without alerting the user,

other than providing error statistics and alarms on

excessive failures. Considerations that should be addressed in communications systems
include the following:

a) distance between drops with and without the use of repeaters;

b) media options available, and the use of multiple media within the system;

c) the ability to disconnect communications drops without system disruption;

d) the ability to perform maintenance and troubleshooting on system components with
minimum disruption to system communications. This is typically confined to single drop
locations in nonredundant systems;

e) message and data cpr‘llrity an open network systems _or systems wha@\tﬁe network may

be accessed using public communications.
7.4 Mepsuring performance
The first unctions.
This is di that may
be specif]
7.41
System re V'BF), and the mean time to
repair, (N hardware, and the reliability of
each indiyi be performed
Typically e card or board level, rather than at
the comp gbility and
expertise lability of
agivens

Availdg
7.4.2
The resy program-
generate gt happen
rapidly, operator
command isfaction.
Waiting ond\fok confrol actions to be implemented, for displays to be generatg¢d, or for
reports tg

Response Time is a function of system loading at the time of the event or control action. Worst
case and typical case loadings can be developed to evaluate the application of a control
system. Criteria must be established for the speed at which the system must respond in order
to provide adequate control. The following are considered in developing the worst case and
typical case system loading conditions:

a) the number or percentage of I/O that is simultaneously changing. This is particularly
important in evaluating catastrophic situations where many field parameter changes and

alarm

s may be happening simultaneously such as on a unit trip;

b) the number of operators that are requesting or regenerating screen displays at the time;

c) the number of logs or reports that are being printed at the time.
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7.4.2.1 Response to field events

This measure is the time it takes an input change at the 1/O, including remote 1/O, to be
detected, locally processed, communicated, and processed and stored at the central
processor. With distributed types of control systems this may include the time to communicate
to one or more operator interfaces and display the change.

In addition to single events, the time required to scan all inputs and update the system
database may be measured. This demonstrates the speed of the communications, processing,
and storage subsystems.

7.4.2.2 Response to operator or program commands

take into
lude the

This response measures local as well as global actions. The global
account [the communications subsystem. Typical response time
following

a) time for system to either acknowledge receipt or act on op her input

devicg actions;

b) execytion of commands from the time entered at the operateng they are
complleted at the output device;

c) regerleration of a displayed screen, or generation
d) updafe of the dynamic data on a displayed s

7.4.2.3 |nternal program response

Criteria may be established for the op &rio sternal programs. These can include
efficiency calculations, sta d special
calculatign or control progtams. that are

7.4.2.4 PBSystem initia

The time|that it i initialize” after start-up, power loss, and/or failovegr is often
critical. This is a 9 media that the operating program is stored| on, the
circumsta ¢ Standby capabilities of the system. Parameter§ such as
cold start ing system (e.g. “warm boot”) may be evaluated.

This claysevdeals With backup facilities that are installed to make it possible tqQ operate
essential functions in the plant when the computer-based control system is not functioning.
Backup systems are different from control system redundancy in that they allow an operator to
deal with plant emergency situations. Redundancies in the computer system, such as dual
control processors, are discussed in 7.2.2 of this standard.

As the modern computer-based control equipment has very high reliability, it is obvious that the
facilities for backup control should be limited to functions that are essential for the safety of the
plant and functions that are necessary for operation of the units under emergency conditions.
The backup facilities generally are not intended for long-term operation of the plant.
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8.2 Design principles

Although the design of equipment for backup control requirements depends to a great extent
on local plant conditions, the general hierarchical control concepts discussed in 4.2.1 provide a
basis for establishing plant specific backup needs. Normally, since some form of manual
control is provided for testing and maintaining the plant’s generating equipment and auxiliaries,
a common approach to provide automation system backup is adaptation of the manual
capability to cover the backup requirements. Though adding some costs and complexity to the
automation system, these costs and complications can be minimized through proper design
and equipment selection.

During normal operation, the control and supervisory functions are carried out by the computer-
based equipment and separate equipment is used for the protective fanctions. \When the
backup cpntrol is used, it is assumed that the protective equipment is i case of a
severe fault in the plant, the protective equipment will disconnes process
equipment concerned.

The bacKup control provides manual control of the plant. The different
process equipment via devices located close to the equipment. \ icularly in
existing plants), capability to manually operate individual uni ¢ _quif xists at a
unit switghboard. To reduce the equipment and cabling need in general,

be desighed with no interlocks, and it should be up to onditions
before operating. Instruction manuals or checklists—should b

8.3 Basic functions

In a hydfoelectric power plant, it is e ollowing functions can be carried out

under all |conditions:

a) emergency stop;
b) operdtion of spillwgys;

c) operdtion of high veltage ¢i ) and isolating switches;
d) starting and \ § units;

e) operdtion of th

To guara oelectric power plant, it is most important that it be ppssible to
operate t e of a fault in the computer-based equipment. Backup control
for circui ecting switches of the switchyards should be provided. For the
turbine/i its, if\should be possible to start, run, and stop the units mgnually to

maintain emergency conditions.

8.4 Defign of equipment for backup control

8.4.1 Turbine/generator units

For the backup control of a hydroturbine/generator unit, it should be possible to manually start
all auxiliary equipment, open the wicket gates and bring the unit up to rated speed, connect the
excitation and synchronize the unit to the grid. After the synchronization it should be possible to
adjust load and reactive power.

Auxiliary equipment such as pumps, fans, valves, etc. should be provided with devices for test
operation. The operating devices are normally push-buttons or control switches that are
mounted close to the controlled equipment; no separate position indicators are required. Before
start and after stop of the unit, the operator will operate the auxiliary equipment according to
checklists by using these devices for test operation.

To bring the unit up to rated speed and for synchronization, it is necessary to perform several
operations in sequence. For this reason, devices for operation of the following functions are
normally grouped in a unit switchboard close to the unit:
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a) open/close for the start/stop solenoid;

b) open/close for the turbine wicket gates;

c) operation of the field breaker;

d) increase/decrease excitation;

e) operation of the generator circuit breaker;

f) operation of the brakes;

g) operation of the intake gate/turbine isolation (shutoff) valve;

h) instruments for load, reactive power, voltage and speed.

Position indicators should be provided for control equment operrom the unit
switchboa attiptexeq using a

selector § start and

stop the

nit and adjust unit load and reactlve power.

8.4.2 Circuit breakers and isolating switches

For circdit breakers and isolating switches in high-voltage p control
should b¢ carried out from a panel containing the cont - ' ireui gkers and
isolating pwitches associated with the unit. With back \ uded and
the operdting devices are connected directly to the brieakérs or

The contfol panel should be designed, Simi o the tu biene ator unit switchbgard. The
location ¢f the panel depends on the logal S bu it is—suitable to mount the pgnel in or
close to [the cubicles containing the p i W_for' the controlled breakers and
switches,

8.4.3

For spillv s for the
units and to local
conditionp. ;| the time
allowed 4 Psign.
The backup co d.ihslude facilities for opening and closing of the gates| position

indication for the

8.5 Alz

It can bd ide backup for alarm handling by computer-based equipment if the
requirements ly ambitious. Due to the high availability of computer-based control
systems,| the bac control will be used infrequently and only for short periods| For this
reason, tIG baulr\up G:allll OyOtGIII ohuu:d bG do O;III'J:U [<E>] FUOOIb:U Glld pIUV;dU UII:y a Ilmlted
number of group alarms. As an example, two group alarms can be regarded as sufficient for
one turbine/generator unit.

A common problem encountered when designing a backup alarm system is that most indicating
devices only provide one dry contact wired to the control equipment. A well-designed backup
system should be capable of using one input to drive both the primary and secondary side of
the 1/O, thus avoiding the need for additional interposing relays and transducers. A typical
approach is to use diode isolation from the normal inputs. The signals from the diodes are then
grouped together and connected to an alarm unit.
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8.6 Protective function

Any protective function provided through the computer-based control system should be
accommodated in the backup system if it is essential to the safe operation of either the plant or
an individual unit. Those functions that are not essential should be identified to the local
operator to ensure awareness of the necessity to monitor affected instrumentation.

9 Site integration and support systems

Prior to implementation of an automation system into an existing plant the designer should
study the site cond|t|ons and ensure that mterfaces and other cwcumstances are compatible
with prop that often
need such study.

9.1 Int

rface to existing equipment

An evaluation of existing equipment should be performed. The\design particular

attention . . f voltage
raise an i i Qnh o the generator
excitatior [ , isti itati 3 6 be documented.
For insta i i initiati ) and and the[resulting
change in generator voltage should be obtalned ydditi i t’'operational limits (e.g.
turbine ¢ ‘ > ic data (e.g. spillway gate
and turbi infofmation is at least partially

available i . information should be incorpprated as
referencs ‘ i

9.2 Enyi

Typically Qf e \ in a hydfoelectric
powerhouse. Certain -- 3 cemmunication equipment) of an adtomation

system 4gre oftepndes ate\ satisfactorily over a wide range of envifonmental
conditiong. Oth 3 g S i to such
conditiong as dustiva cation for

each eler

In some idn for the
automatigq m should
clearly de ate. Care
should bg 5 that are
subject t azardous
areas sh in such

locations

A less apparent source of environmental influence is the introduction of system noise that can
be induced by sources of electromagnetic interference (EMI) and radio frequency interference
(RFI). Specifically, equipment should not be located in areas with substantial EMI or RFI.
Additionally, care should be taken to prevent the introduction of this interference through
connecting cabling, grounding, and similar features.

Older computer equipment was usually expensive and difficult to replace. Special fire
protection equipment was often designed to extinguish a fire in such computer equipment. With
the rapid decline in the cost of computer equipment, however, many newer systems do not
warrant special fire protection. The designer should evaluate the need for such equipment and
use it if appropriate.
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When performing the environmental conditions evaluation, the requirements of making the
automation system compatible with the site should be weighed against making the site
compatible with the automation system. For example, if a desired location for equipment
experiences a wider temperature range than is normal for automation system equipment, the
difficulty in adding a temperature controlled room for the equipment should be compared with
the increased cost and complexity of specifying automation system equipment to operate over
a wider temperature range.

9.3 Power source

A reliable power source is an important consideration for proper operation of an automation
system. The station dc battery is such a source of power. Some automatior?yitﬁm items (such

as data cammunications nnlllilnmnnf) canhe pnwnrnd dirn("rly from the station ba ery

Automati at only
operate d §eliable
alternate ion system
features ences. In
order to | i i i 8s,\an Yayerter\s used to convert
power fr e btion a.c.
power k b inverter
load. If matically
transfers ce in the
event of Litput with
waveform the requwements of the
supplied be specified for the inverter.
An evalupti i i 38 5 hoitlld be performed to ensurg that the
station battery will have epdugh ca i G utomation system along with all other
d.c. loady ified tims i A o Mniversal standard exists for the|period of
time the S rate after loss of station a.c. power} a period
of half ar QNS A capacity test should be performed to verify
the battery condjtion. (s g should also be evaluated. The chargers must
be capable of siﬁ% b : ired time
period. I the evallg S sideration
should b¢ given tg"im i utoma ioh system efficiency instead. Reducing other d.c. loads
is anothe i

9.4 Su

Most aut contacts
can be fq in_protective relays, manually-operated control switches, level switches], position
switches, s other devices. To the extent possible, the contacts should| be used
directly als inputs to the automation system and not be tied through auxiliary relays. |If trouble

contacts in protective relays are connected in parallel with annunciation equipment, care should
be exercised to ensure that there is no interference between the automation system and the
annunciation equipment.

When one side of the status contacts is tied to a power source from the station battery, the
automation system should provide electrical isolation between the inputs. This is to prevent
sneak paths between inputs when either side of the battery input is disconnected from one of
them.
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9.5 Supervision of existing transducers

Although an automation system can be configured to adapt to just about any electrical signal as
an input, the benefits of standardized inputs should be a priority. The accuracy of existing
transducers should also be studied to determine whether or not they meet system accuracy
requirements. Although there are no universal standards for transducer outputs, the most
commonly used power system transducers provide a 0 - +1 mA signal as an output.
The process control industry, on the other hand, has more or less agreed upon the use of 4 -
20 mA as a standard transducer output. Both of these ranges have worked satisfactorily in
hydroelectric powerhouse applications and should be given due consideration.

Different transducer outputs typically require different input circuits on th%nation system.
Therefore, knnr\ing the types of transducer autpuis to a minimum should reducesthe r")mp|exity
of the alitomation system and make it easier to add or reconfigur i \after the
equipment is placed in operation.

9.6 Supervision of existing control output points

The spedfic characteristics of each output point to be supervised s ' ineld. Output
points in¢lude such functions as close/trip, raise/lower, and A\Si ) eed level
motors ahd breaker trip circuits sometimes require reléti i current to
be switched, the output circuits must be capable of/relija Witchi i roughout
the life df the automation system. One method i ive current
circuits i to use interposing auxiliary machine t

9.7 Grounding

Each equi ; mponents are located should be
separately connected to ths a a large gauge wire. Duripg power
system fault conditions, & 3 ial_ri ogtur between different locationg within a
powerhouse due to the - W gh the ground. Since this potentia| rise can
show up [between the d| erent i yuipmenht, communication circuits that copnect the

items shpuld be maximum potential rise between the equipment
items. THe use unications path between equipment itefs is one
method by which ¢ S i Qm this potential rise can be eliminated.

Shields ¢ S gsighal cables between the transducers and the aditomation

system. K ness, each shield should be tied to the signal common| potential
at the tra . If there are termination or junction boxes betveen the
transdur a & ation system, each shield circuit should be maintained as a separate,
continuo irCW such junction or termination boxes. The shields should th¢n be left

unterminated tt e autornhation system equipment end. In some existing situations, tHe shields
may have been “al| tepminated to ground potential at the automation system equipment end.
Unless npise’ problems have been observed in the existing equipment, it is usually|better to
leave the shields in their existing scheme.

9.8 Static control

Many components in automation systems can be damaged by static discharges if not properly
managed. Well-designed equipment should be immune to static problems in the normal
operating configuration. Damage from static discharges is most likely to occur during system
maintenance. Some equipment is designed to minimize static problems and the designer
should give appropriate preference to such equipment.

Although usually not a hazard, it is also desirable to take measures to avoid static shocks
resulting from operator contact with equipment items. Typical measures to avoid such shocks
are use of antistatic carpet and proper grounding for all devices that an operator may contact.
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10 Recommended test and acceptance criteria

Compliance with the specification requirements will be accomplished by inspections, design
reviews, and tests. Equipment acceptance will require all tests to be successfully passed.
Design reviews should be held to insure that there is a good understanding between the
manufacturer and the engineer during the design phase. Inspections should be performed by
the engineer to verify the suitability of the design during the fabrication phase. Then tests
should be performed by the manufacturer and witnessed by the engineer to verify the design,

construct

10.1 Specific test requirements

ion, and performance of the equipment.

10.1.1

A factory
should b
should d
should bd
of the fad
the follow

a) surge
C37.4

encouyntered in the powerhouse ehviro

auton

b) suscd
1995
operg

C) emiss
demo
operg

d) applig

e) runni
shoul
in the

f) demqg

Factory acceptance test

hation system;

nstrate that the automatio
tion of nearby eguipment;

st the proper operation of each output poi
at all output points revert to a specified con

g) demg

h) dema

acceptance test should be performed prior to shipment of¢he\egquipment., Alfi

rocedure
ncement
limited to

IEEE Std
al stimuli
n of the

537.90.2-
arried by

brmed to
grade the
nt. Tests

figuration

5, etc.);

e during

j) if an automatic failover is required upon malfunction of an automation system element,
testing should be performed to demonstrate proper operation of the failover process;

k) demonstration of operator interface software;

) demonstration of each applications software routine.

10.1.2 Field test

The field test should confirm that no degradation has occurred during shipment and installation.
It can also be used as a design verification. A test procedure should be prepared by the
manufacturer and approved by the engineer prior to commencement of the field test. The

following

are recommended:

a) application of appropriate signals to each input point to verify their operation;

b) running of programs adequate to test the proper operation of each output point;
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c) demonstration of major features of system components (CRTs, printers, disk drives, etc.);
d) demonstration of system diagnostics;

e) demonstration of operator interface software;

f) demonstration of each applications software routine;

g) demonstration of system availability.

10.2 Quality assurance
A quality assurance program should be established during the manufacturing phase and

continued through final acceptance. The quality assurance program should provide policy and
procedures for general manufacturing inspections in support of at least the fottowing:

a) receiying inspection;

b) engineering change control;

c) component sampling plans;

d) qualitly control inspection and reporting;
e) test €quipment calibration;

f) softwpre configuration control.

10.3 Acceptance
When all ¢/ been successfully passed, a

final examination of the equipment should nad [ found to be in complipnce, the
equipmet

11 Sys

11.1 Ma

Maintena
service. $

the owner, the manufacturer or by a maintenance
g such a choice are as follows:

a) mandfacturer

b) time i pce service on site;
c) impa
d) alterrati i nce organization discontinues support;

e) impa

11.2 Training

The supplier is a good source to develop and execute a training plan for the user. This plan will
allow the user to become self-sufficient in all aspects of operations, software maintenance and
development and hardware maintenance to the board level. Video recording may be effectively
used for refresher training.

11.2.1 Training plan
The training plan should include the following information on individual courses:

a) outline;
b) duration and scheduling;

c) location (e.g. user site, manufacturer’s site);
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d) qualification of instructors;

e) objectives;

f) prerequisites;

g) content;

h) training material (handouts);

i) audiovisual aids;

j) special equipment, tools, etc.;

k) ratio of hours of classroom to hours of hands-on laboratory experience.

11.2.2 Courses

The emphasis for each course should take into consideration the
students [and their relationship to the computer-based control syste
considered in the training plan are as follows:

a) Systdm operation. Instruction in the daily operation
intergretation and use of system interactive contro

ween the
5es to be

ding the

he operation of

peripherals, how to recognize system problems 3 ion, and how to
mamljlly failover the system.

b) Hardware maintenance. Instructions in how tomaintai , repair, and adjust the
equipment to the board level.

c) CPU [software. Instructions in howo effici® y gram the software supfplied and
utiliz¢d with the CPU equipment furni i ,_iricluding the real-time pperating
system, assembly languages, in aders, assemblers, compiler§, macro
language and usage, higher-orde ine functions and control| machine
serviges, system build,ard pro

d) Systg use and maintain the system|software
suppl munications software, report generation,
displdg 1, and failure detection software.

e) Appli to efficiently use and maintain the applications
progr

f) Refrg )\ ience and user needs

11.3 Do

Documeé rovided that adequately describes the system such that the design

can be verified. ation should also be provided such that it can be used tp support

installatig ing, system activation, hardware operations and maintenance, and|software
maintenance and lopment.

11.3.1 Design documentation

During the initial phase of the system design, the supplier should prepare a system design
specification that serves as the base line for the hardware and software systems configuration
and performance. This standard should provide details on how each of the functional
requirements of the system will be met. Additional design documentation should include details
of the man machine interface, hardware drawings, and any information necessary to show how
the equipment can be integrated into the user’s facility. The items that follow should be

included.

a) Operator interface:
1) keyboard layout and operation;
2) CRT format;

3) cursor control philosophy;
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display callup philosophy;
use of color, flashing, inverted video, etc.;
display building;

b) Functional documentation:

1)
2)

3)

outline drawings, including dimensions and arrangements;

system block diagrams showing nomenclature, equipment types, model numbers and
input/output provisions;

input/output lists with ranges, labels, and other related specific information.

11.3.2 System support documentation /TN

Documerntation should be furnished that will allow the user to fully Supp theXegqquipment
througholit its life. In addition to the requirements described in 11.3 foowing typical

of the items furnished to meet this requirement.

a) Hardyvare drawings:

1)

2)
3)

4)

b) Software documentation:

1)
2)
3)
4)
o)
6)
7)
8)
9)

c) Operati

1)

2)

external connection diagrams showing the details ected o user’s

equipment;
pgwer and environmental requirements for ea¢h egsiipm

sile preparation procedures, including: eq P 9 quipment
hgndling, mechanical assembly etg.;

sdare parts list.

hierarchical list of software, inclydin
pr|
cg
pr|
pr|
pr|
aq

%io e

ar

operatio including specific operating instructions, functional descftiption of
operating p , and special precautions;

maintenance data, including instructions for dismantling, assembling, repairing,
adjusting, and trouble-shooting all mechanical and electrical equipment; parts catalogs;
elementary and connecting diagrams; control and interlock system diagrams; and a list
of special tools required. Instructions for dismantling, assembling, repairing, testing, and
adjusting should include recommended clearances, voltages, amperages, trouble-
shooting procedures for printed circuit cards and any other items needed for
maintenance of the equipment. The trouble-shooting procedures should include step-by-
step diagnostic procedures for each function performed. Electrical data should include
waveforms, component identification, photographs, test points, and parts lists.
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12 Case studies

12.1 Automation of the Conowingo Hydroelectric Station
12.1.1 Background

The Conowingo Hydroelectric Station went into service in 1928. It is located in Maryland on the
Susquehana River, approximately 6 miles south of the Pennsylvania border. There are 11 units
in the station; seven Francis turbines with 40 MVA generators and four propeller turbines with
61.8 MVA generators.

The unit governors required several manual operations in the start-up and operation of the

units, placing a significant burden upon the operating personnel at the stationN\Synchronizing

was often rough because of degraded governor performance. Coordi on of unit.pperation

based ugon river flow, net head, and system power demand placedradditio a burdens upon
}’d

operatind personnel. Previously, attempts to operate the units fro load
dispatchgrs had failed to perform acceptably. This was due to then speed
and positjon feedbacks, and the complexity of the required interfa

In 1992, j|an automation project was begun, based upon_the~evolv ¢ ation. An
economig¢ analysis of the various options indicated that i ' iture, the
project wpuld need to accomplish the following:

— integrjation of the operation of the seg Frits/ ingl ionh in order
to reduce the required operators stz ;

— capalility of offsite operation by the pration of

the seven Francis units.

12.1.2 Bystem hierarch

Figure 8 5 o station.
The sco igital unit
controllets,

12.1.3

The stati automation project was a VME bus-based syst¢m with a
triple red | grating system with three CPU modules. Communicatjon to the
unit cog is -ascomplisited through redundant fiber optic communication ysing the
ModBu i star topology. Each ModBus[d network includes a graphical user
interface |that_i art, stop, and operate the units.

12.1.4 Functionalcapabilities

The new digital unit controllers integrated many of the functions previously accomplished by
relay logic and operator actions. These functions include:

— start/stop sequencing;

— synchronizing;

— online control;

— real power control;

— reactive power control;

— synchronous condense mode control.
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Figure 8 — Conowingo control system overview
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