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International Standard IEC 62138 has been prepared by subcommittee 45A: Instrumentation,
control and electrical power systems of nuclear facilities, of IEC technical committee 45:
Nuclear instrumentation.

This second edition cancels and replaces the first edition published in 2004. This edition
constitutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) align the standard with standards published or revised since the first edition, in particular

IEC 61513, IEC 60880, IEC 62645 and IEC 62671;
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INTRODUCTION

b)

j puter-
ed insirumentation and control (I&C) systems performing category B or C functipns as
ined~by IEC 61226. It complements IEC 60880 which provides requirements fpr the

orming cateqo A a

It is consistent with, and complementary to, IEC 61513:2011. Activities that are mainly
system level activities (for example, integration, validation and installation) are not
addressed exhaustively by this document: requirements that are not specific to software
are deferred to IEC 61513:2011.

This document takes into account the current practices for the development of software for
I&C systems, in particular:

— the use of pre-developed software, equipment and equipment families that were not
necessarily designed to nuclear industry sector standards;

— the use of application-oriented languages.
Situation of the current document in the structure of the IEC SC 45A standard series

IEC 61513 is a first level IEC SC 45A document and gives guidance applicable to I&C at
system level.
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d)

IEC 62138 is a second level IEC SC 45A document that supplements IEC 61513
concerning software development of computer-based I&C systems performing category B
or C functions.

For more details on the structure of the IEC SC 45A standard series, see item d) of this
introduction.

Recommendations and limitations regarding the application of this document

This document is not intended to be used as a general-purpose software engineering
guide. It applies to the software of I&C systems performing category B or C functions for
new nuclear power plants as well as to I&C upgrading or back-fitting of existing plants.

For existing plants, only a subset of requirements is applicable and this subset has to be
idgntiffed—atthe begmning of any project. %

Thie purpose of the guidance provided by this document is to reduce, as far Esible,
the potential for latent software faults to cause system failures, either d to [single

software failures or multiple software failures (i.e. Common Cause res dque to
software). Q
Thiis document does not explicitly address how to protect softwar q/nst those threats

e
arising from malicious attacks, i.e. cybersecurity, for computer-basq(?;l)systems. IEC 62645
provides requirements for security programmes for computer-b Gbsystems.

To| ensure that this document will continue to be relevant iqmure years, the emphasis
hap been placed on issues of principle, rather than specific‘\ nologies.

Ddscription of the structure of the IEC SC 45A st@s}dard series and relationjships
with other IEC documents and other bodies doc nts (IAEA, ISO)

The top-level documents of the IEC SC 45 andard series are |IEC 61518 and
IEC 63046. IEC 61513 provides general requirements for I&C systems and equipmept that
ar¢ used to perform functions important f@“Ysafety in nuclear power plants (NPPs).
I[EC 63046 provides general requirementw electrical power systems of NPPs; it tovers
power supply systems including the su systems of the I&C systems. |IEC 61513 and
IEC 63046 are to be considered in junction and at the same level. IEC 61513 and
IEC 63046 structure the IEC SC 4 standard series and shape a complete framework
establishing general requireme@\@ for instrumentation, control and electrical systefns for
nuglear power plants. N

IEC 61513 and IEC 6304@@?& directly to other IEC SC 45A standards for general|topics
relpted to categorization~/of functions and classification of systems, qualifi¢ation,
separation, defence a%@inst common cause failure, control room design, electromagnetic

n

compatibility, cyb urity, software and hardware aspects for programmable [digital
systems, coordinat of safety and security requirements and management of ageing.
The standard ferenced directly at this second level should be considered togethgr with
IEC 61513 a&C 63046 as a consistent document set.

Atla thj vel, IEC SC 45A standards not directly referenced by IEC 61513 |or by
IEC 6 are standards related to specific equipment, technical methods, or specific

acti S. Usually these documents, which make reference to second-level documefpts for

obaeitagl tornicc ~on ba tioad ~n alr o 0
gU roTar t(UpPTo S, ool o OSC U UTT trieT Uil

A fourth level extending the IEC SC 45A standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and
security principles and basic aspects provided in the relevant IAEA safety standards and
in the relevant documents of the IAEA nuclear security series (NSS). In particular this
includes the IAEA requirements SSR-2/1, establishing safety requirements related to the
design of nuclear power plants (NPPs), the IAEA safety guide SSG-30 dealing with the
safety classification of structures, systems and components in NPPs, the IAEA safety
guide SSG-39 dealing with the design of instrumentation and control systems for NPPs,
the IAEA safety guide SSG-34 dealing with the design of electrical power systems for
NPPs and the implementing guide NSS17 for computer security at nuclear facilities. The
safety and security terminology and definitions used by SC 45A standards are consistent
with those used by the IAEA.
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nationa| standards would be applied. (1/

be condidered. IEC SC 45A experts recommended that an independent standard b,

this objpctive. When IEC 63046 is published, this NOTE 2 of the introduction
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IEC 61513 and IEC 63046 have adopted a presentation format similar to the basic safety
publication IEC 61508 with an overall life-cycle framework and a system life-cycle
framework. Regarding nuclear safety, IEC 61513 and IEC 63046 provide the interpretation
of the general requirements of IEC 61508-1, IEC 61508-2 and IEC 61508-4, for the
nuclear application sector. In this framework IEC 60880, IEC 62138 and IEC 62566
correspond to IEC 61508-3 for the nuclear application sector. IEC 61513 and IEC 63046
refer to ISO as well as to IAEA GS-R-3 and IAEA GS-G-3.1 and IAEA GS-G-3.5 for topics
related to quality assurance. At level 2, regarding nuclear security, IEC 62645 is the entry
document for the IEC SC 45A security standards. It builds upon the valid high level
principles and main concepts of the generic security standards, in particular ISO/IEC
27001 and ISO/IEC 27002; it adapts them and completes them to fit the nuclear context
and coordinates with the IEC 62443 series. At level 2, regarding control rooms, IEC 60964
is the entry document for the IEC SC 45A control rooms standards and IEC 62 & is the
enfry document for the IEC SC 45A ageing management standards.

NOTE It is assumed that for the design of I1&C systems in NPPs that implement conventlonﬂba:ety fynctions
(e.g. td address worker safety, asset protection, chemical hazards, process energy haz& internatijonal or

-

NOTE ? IEC SC 45A domain was extended in 2013 to cover electrical systems. In Z§Z‘and 2015 disclussions
were hgld in IEC SC 45A to decide how and where general requirement for the desi nhqf lectrical systems|were to
&/eloped at the same |evel as

46 is now launched tp cover

IEC 61413 to establish general requirements for electrical systems. Project I
e suppressed.
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NUCLEAR POWER PLANTS - INSTRUMENTATION
AND CONTROL SYSTEMS IMPORTANT-FOR TO SAFETY -
SOFTWARE ASPECTS FOR COMPUTER-BASED SYSTEMS

PERFORMING CATEGORY B OR C FUNCTIONS

Scope

lﬁentation and control (1&C) systems performing functions of safety category B-of

d by IEC 61226. It complements IEC 60880—andtEC—60880-2, whichpr
bments for the software of computer-based 1&C systems performing functions of
ry A.

so consistent with, and complementary to, IEC 61513. Activities that are mainly
activities (for example, integration, validation and installation)” are not add
stively by this document: requirements that are not specific o, software are defer
513.

based
C as
bvides
safety

gdystem

essed
red to

ink between functions catégories and system classes is given in IEC 61513. S

safety-classified 1&C system may perform functions of different safety categorisg
non safety-classified functions, the requirements of this document are attached
class of the I1&C system (class 2 or class 3).

£ ol
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This document is not intended to be used as a general-purpose software engineering guide. It

provides—requirements—that applies to the software of 1&C systems of safety classes 2 or 3
must-meet-to-achieve-system-nuclear-safety-objectives for new nuclear power plants as well

as to |

&C upgrading or back-fitting of existing plants.

For existing plants, only a subset of requirements is applicable and this subset has to be
identified at the beginning of any project.

The purpose of the guidance provided by this document is to reduce, as far as possible, the
potential for latent software faults to cause system failures, either due to single software
failures or multiple software failures (i.e. Common Cause Failures due to software).
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This document does not explicitly address how to protect software against those threats
arising from malicious attacks, i.e. cybersecurity, for computer-based systems. IEC 62645
provides requirements for security programmes for computer-based systems.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 6(*)880:2006, Nuclear power plants — Instrumentation and control systems importlant to
safety|— Software aspects for computer-based systems performing category A fungtiops

IEC 61226, Nuclear power plants — Instrumentation and control-systems~important{fer to
safety|— Classification of instrumentation and control functions

IEC 61513:2004 2011, Nuclear power plants — Instrumentation and control—fer—syistems
imporfant to safety — General requirements for systems

IEC 62671:2013, Nuclear power plants — Instrumentation andvControl important to sgfety —
Selection and use of industrial digital devices of limited fungtionality

3 Terms and definitions-and-abbreviations.

For tHe purposes of this document, the following terms and definitions—and-—abbreviations
apply.

ISO apd IEC maintain terminological databases for use in standardization at the following
addregses:

e |EC Electropedia: available at http://www.electropedia.org/

e ISP Online browsing platferm: available at http://www.iso.org/obp

3.1
animgtion
proce$s by which the”behaviour defined by a specification is displayed with actual yalues
derived from the-stated behaviour expressions and from some input values

[SOURCE: IEC60880-2-:2006, 3.1]

3.2

application function
function of an I&C system that performs a task related to the process being controlled rather
than to the functioning of the system itself

[SOURCE: IEC 61513:2011, 3.1]

3.3
application software
part of the software of an I&C system that implements the application functions

Note 1 to entry: Application software contrasts with system software.

Note 2 to entry: Application software is plant specific, so it is not to be considered pre-developed software.
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[SOURCE: IEC 61513:2011, 3.2 modified (modified notes to entry)]

3.4

application-oriented language

computer language specifically designed to address a certain type of application and to be
used by persons who are specialists of this type of application

Note 1 to entry: Equipment families usually feature application-oriented languages so as to provide easy to use
capability for adjusting the equipment to specific requirements.

Note 2 to entry: Application-oriented languages may be used to specify the functional requirements of an 1&C
system, and/or to specify or design application software. They may be based on texts, on graphics, or on both.

Note 3 fo entry: Examples: function block diagram languages, languages defined by IEC 61131-3.

Note 4 fo entry: See also general-purpose language.

[SOURCE: IEC 60880:2006, 3.3 modified (addition of note 4 to entry)]

NOTE {See-also-Categoryof anl&Cfunction:

3.5
comnjon cause failure
CCF
failurgl of two ermore structures, systems or components due to a single specific evlent or
cause

Note 1 fonetty: Common causes may be internal or external to an I&C system.

[SOURCE: IAEA Safety Glossary, 2016 edition]

3.6

complexity

degree to which a system or component has a design, implementation or behaviour that is
difficult to understand and verify

[SOURCE: IEC 61513:2011, 3.9]

3.7

computer program

set of ordered instructions and data that specify operations in a form suitable for execution by
a computer
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Note 1 to entry: This includes traditional programs written in general-purpose languages. This also includes
programs written in application-oriented languages.

[SOURCE: IEC 60880:2006, 3.10, modified (addition of note 1 to entry)]

3.8
computer-based item
item that relies on software instructions running on microprocessors or microcontrollers

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 je-ertr—~A-computer-based-itemis—akind-ofprogrammable-digital-iHem

Note 3 fo entry: This term is equivalent to software-based item.

3.9 >
configuration management Q'\
discipline_applvina—technical_and—administrative_direction—and—surveillanteto_identifv—and

HEC-G1513) \<<,O

proce¢s of identifying and documenting the charactenshcs&& a facility’s structures, systems
and co¢mponents (including computer systems and sof@e) and of ensuring that chanpges to

these | characteristics are properly developed, as ? d, approved, issued, implemgnted,
verified, recorded and incorporated into the famhty{Q umentation

[SOURCE: IAEA Safety Glossary, 2016 edltl%@

3.10 R\

%
cybergecurity K\
set off activities and measures wh@e objective is to prevent, detect, and react to [digital
attackp that have the intent to cau,ge

e diqclosures that could beGﬁed to perform malicious acts which could lead to an ac¢ident,
an|unsafe situation o%ant performance degradation (confidentiality),

e mglicious modifica of functions that may compromise the delivery or integrity |of the
required servic Qa I&C CB&HPD systems (including loss of control) which could Igad to
an|accident, a&ﬁsafe situation or plant performance degradation (integrity),

e mglicious %olding or prevention of access to or communication of information, data or

req ourc&?ncluding loss of view) that could compromise the delivery of the refuired
sefvi y 1&C systems which could lead to an accident, an unsafe situation on plant
peffefmance degradation (availability).

Note 1 to entry: This definition is tailored with respect to the IEC 62645 scope, focusing on the prevention of,
detection of and reaction to malicious acts by digital means on 1&C CB&HPD systems. It is recognized that the
term “cybersecurity” has a broader meaning in other standards and guidance, often including non-malevolent
threats, human errors and protection against natural disasters, which are all out of the scope of IEC 62645.

[SOURCE: IEC 62645:2014, 3.6 modified (removal of note 2 to entry)]

3.1

dedicated functionality

property of devices that have been designed to accomplish only one clearly defined function
or only a very narrow range of functions, such as, for example, capture and signal the value of
a process parameter, or invert an alternating current power source to direct current. This
function (or narrow range of functions) is inherent in the device, and not the product of
programmability by the user


https://iecnorm.com/api/?name=7a42a4959d2e1dbc84d78ce9172b1efb

IEC 62138:2018 RLV © IEC 2018 - 13 -

Note 1 to entry: Ancillary functions (e.g., self-supervision, self-calibration, data communication) may also be
implemented within the device, but they do not change the fundamental narrow scope of applicability of the device.

Note 2 to entry: “Dedicated” in the sense in which it is used in IEC 62671 refers to design for one specific function
that cannot be changed in the field.

[SOURCE: IEC 62671:2013, 3.7]

3.12

design specification

document or set of documents that describe the organisation and functioning of an item, and
that are used as a basis for the implementation and the integration of the item

3.13
docurhentation for safety
document or set of documents that specifies how a product can be safely us¢d for
applicptions important to safety

Note 1 fo entry: This definition is used in the context of pre-developed software (see 6,3%

3.14
dynaric analysis
proceg$s of evaluating a system or component based on its beghaviour during execution. In
contrast to static analysis

[SOURCE: IEC 60880:2006, 3.15]

3.15
electrfcal/electronic/programmable electronic item
E/E/PE item

item based on electrical (E) and/or elecirohic (E) and/or programmable electroniq (PE)
technglogy

Note 1 |to entry: In this term and its definitions, the word “item” can be replaced by the words: sy$tem or
equipmpnt or device.

[SOURCE: IEC 61508-4:2010Q, $:2.13, modified ("item" added and note to entry modified

—_—

3.16
equipment family
set off hardware and software components that may work co-operatively in one or| more
define(d architectures (configurations). The development of plant specific configurations pnd of
the reflated application software may be supported by software tools. An equipment [family
usually provides a number of standard functionalities (e.g. application functions library) that
may be combined to generate specific application software

Note 1 to entry: An equipment family may be a product of a defined manufacturer or a set of products
interconnected and adapted by a supplier.

Note 2 to entry: The term “equipment platform” is sometime used as a synonym of “equipment family”.

[SOURCE: IEC 61513:2011, 3.17 modified (removal of note 1 to entry)]

317

error

discrepancy between a computed, observed or measured value or condition, and the true,
specified or theoretical value or condition

Note 1 to entry: See also-mistake human error, fault, failure.

[SOURCE: IEC 61513:2011, 3.18, modified (addition of note 1 to entry)]
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3.18
executable code
software that is included in the target system

Note 1 to entry: Executable code usually includes instructions to be executed by the hardware of the target
system, and associated data.

3.19
failure
o ¢ oli ot hei |
loss of the ability of a structure, system or component to function within acceptance criteria

Note 1 [to entry: Equipment is considered to fail when it becomes incapable of functioning, whether or pot it is
needed|at that time. A failure in, for example, a backup system may not be manifest until the system is Call¢d upon
to functjon, either during testing or on failure of the system it is backing up.

Note 2 fo entry: A failure is the result of a hardware fault, software fault, system fault, or operatotor mainfenance
error, ahd the associated signal trajectory which results in the failure.

Note 3 fo entry: See also-mistake human error, fault,-faiture error.
[SOURCE:4EGC-61513 |IAEA Safety Glossary, edition 2016]

3.20
fault
defecflin a hardware, software or system component

Note 1 |[to entry: Faults may be-—subdivided—inte originated fremnrandom—faults failures, that result e.g. from
hardwale degradation due to ageing, and may be systematic faulis, e.g. software faults, which result from| design

errors.|Random—faults—resultfrom—hardware—degradation—and bausefailures—atunpredictable—times—Sydtematic
Rat fault ait gradati aus o+ table—times- matic

faults résult from-design-errors{fore :\mr\lc\ software-faulisd and in-identical ﬁnnﬂl*lnnc lead cuefnmghnal - to-the
RS eSHHT R HWate—+ath tothe

GeStgt FOFS—{Ho—ExXat tS)RaHE; reaa-—SYStef

Note 2 [to entry: A fault (ir—partiedtar notably a design fault) may remain undetected in a system until gpecific
conditigns are such that the result produced does not conform to the intended function, i.e. a failure occurs.

Note 3 fo entry: See also-mistake human erper,fault error, failure.

[SOURCE: IEC 61513:2011, 3.2%,;modified (note 3 to entry modified)]

3.21
firmwpre
softwgre which is closely coupled to the hardware characteristics on which it is installefl. The
presence of firmware-is generally “transparent” to the user of the hardware componert and,
as su¢h, may be~Gonsidered to be effectively an integral part of the hardware design (4 good
example of sueh software being processor microcode). Generally, firmware may only be
modified bya\user by replacing the hardware components (for example, processor chip| card,
EPROM), which contain this software with components which contain modified software
(firmware)s Where this is the case, configuration control of the hardware components |of the
equip i i i i i i idered
by IEC 60987, is effectively software that is built into the hardware

[SOURCE: IEC 60987:2007, 3.4]

3.22

functional validation

verification of the correctness of the application functions specifications—versus against the
top level plant functional and performance requirements. It is complementary to the system
validation that verifies the compliance of the system with the functions specification

[SOURCE: IEC 61513:2011, 3.23]
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3.23

general-purpose language
computer language designed to address all types of usage

Note 1 to entry: The system software of equipment families is usually implemented using general-purpose
languages.

Note 2 to entry: Examples: Ada, C, Pascal.

Note 3 to entry: See also application-oriented language.

[SOURCE: IEC 60880:2006, 3.20 modified (note 3 to entry added)]

3.24
huma

human action-(er-inaction) that produces an unintended result

h error (or mistake)

e and

uch as
erfaces
shared

ndaries

stems,

Note 1 fo entry: See also fault, error, failure.

[SOURCE:41EC-680880-2 IEC 61513:2011, 3.26 modified (note 1 to entry added)]

3.25

1&C architecture

organisational structure of the I&C systems of a plant which are‘important to safety
[SOURCE: IEC 61513:2011, 3.27]

3.26

1&C system

systerh, based on E/E/PE items, performipgyplant I&C functions as well as servic
monitgring functions related to the operatian of the system itself

Note 1 [to entry: The term is used as a genéral term which encompasses all elements of the system
internall power supplies, sensors and other input devices, data highways and other communication paths, in
to actuptors and other output devices.sThe different functions within a system may use dedicated or
resources.

Note 2 fo entry: The elements included in a specific I&C system are defined in the specification of the boy
of the slystem.

Note 3 fo entry: See alsp~the/definition of E/E/PE item and the associated notes.

Note 4 fo entry: Accerding to their typical functionality, IAEA distinguishes between automation / control s
HMI sygtems, interlQek-systems and protection systems.

3.27

integration

progrgssive aggregation and verification of components into a complete system

3.28

library

collection of related software elements that are grouped together, but which are individually
selected for inclusion in the final software product

[SOURCE: IEC 60880:2006, 3.24]

3.29
mode

of-behaviour operation

functional state of an item where it provides a specific operational behaviour

NOTE EXAMPLE: initialisation mode, normal mode,-dewngraded degraded modes to be taken in case of error in
the item-orin-ts—environment.
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3.30

operational system software

part-of-system software-the-executable—code—of-which-—runs running on the target processor
during system operation

(EC 61513)

N-@I._Lt EXAMPLE: Operatlng system |nput/output—ame!—ee1rmt\%m«;emepr drlvers exceptlon handler,—scheduler;
e 5 g - communication
software appllcatlon software ||brar|es self supervision, redundancy and graceful degradatlon management.

3.31
paranmeter
data ifem governing the behaviour of the I&C system and/or of its software, and<¢hat may be
modified by operators during plant operation

3.32
pre-de¢veloped software
softwgre—part that already exists, is available as a commercial or proprietary product, pnd is
being [considered for use

Note 1 fo entry: In this document, pre-developed softwares are divided in tw@,different types:
a) complete operational system software,

b) soffware components.

Note 2 fo entry: Pre-developed software may be divided into software that has not been specifically develgped for

a speclfic hardware environment, and software integrated«in* hardware components that has to be fised in
association with this hardware.

Note 3 fo entry: In this document, this term does not eover software tools, even when they are pre-developgd.

Note 4 fo entry: Application software is plant spegific, so it is not to be considered pre-developed software

[SOURCE:4EC6814543 IEC 60880:2Q086, 3.28 modified (notes to entry added)]

3.33
pre-existing items
hard- |or software or sdffware-based equipment that already exists, is available|as a
commercial or proprietarysproduct, and is being considered for use

Note 1 fo entry: This.definition is included for the consistency of the terms and definitions with IEC 61513:2011,
but notjused. In this_.doeument, dedicated to software, the term pre-developed software is used.

[SOURCE: #&€61513:2011, 3.36 modified (note 1 to entry modified)]
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3.34
programmable digital item
item that relies on software instructions or programmable logic to accomplish a function

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 to entry: The main kinds of programmable digital items are computer-based items and programmable logic
items.

Note 3 to entry: This term used by IEC SC 45A is equivalent to programmable electronic item (PE item) defined
according to IEC 61508.

3.35
programmable logic item
item that relies on logic components with an integrated circuit that consists of logicélgments
with ap inter-connection pattern, parts of which are user programmable

Note 1 fo entry: In this term and its definition, the term item can be replaced by the terms: ,system or equipment or
device.

Note 2 fo entry: A programmable logic item is a kind of programmable digital item.

Note 3 fo entry: See also the definition of E/E/PE item and the associated notés.

3.36
self-supervision
automiatic testing of system hardware performance ane\Software consistency of a computer-
based|1&C system

[SOURCE: IEC 60671:2007, 3.8]

3.37
software
progrgms (i.e. sets of ordered instructions), data, rules and any associated documentation
pertaining to the operation of a computer-based I&C system

[SOURCE:+EC-60880 IEC 61518:2011, 3.51]

3.38

one df #he“parts that make up a complete software. Software components need |[to be
integrated to form complete software

Note 1 to entry: In this document, a pre-developed software item can be considered a software component only if
it is integrated in larger software to form complete operational system software. In particular, verification and
validation of the complete operational system software has to be performed with the software components
embedded. The integration may be within software that runs on a single processor, for example for Real Time
Operating Systems or libraries. The integration may also be within software that run in close cooperation on
several processors, for example the firmware of communication modules or input/output modules.

3.39

software development

phase all activities of the software lifecycle that leads to the creation of the software of an I&C
system or of a software product—H and that covers all the—activities phases from software
requirements specification to validation and installation on site
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3.40

software modification

change in an already agreed document (or documents) leading to an alteration of the
executable code

Note 1 to entry: Software modifications may occur either during initial software development (for example, to
remove faults found in later stages of development), or after the software is already in service.

[SOURCE: IEC 60880:2006, 3.36]

3.41

software safety lifecycle
necespary activities involved in the development and operation of the software of\agn I&C
system important to safety occurring during a period of time that starts with the software
requirements specification and finishes when the software is withdrawn from use

[SOURCE:-EC-64543 IEC 60880:2006, 3.37]

3.42
software validation
test gnd evaluation of integrated software to ensure compliance with the fundtional,
performance and interface specifications imposed by the I1&C system requirements

Note 1 fo entry: In this document, software validation is considered a pact of system validation.

3.43
static|analysis
process of evaluating a system or componentibased on its form, structure, content or
documentation. In contrast to dynamic analysis

[SOURCE: IEC 60880-2:2006, 3.40]

systemn software

softwdre designe@for a specific computer system or family of computer systems to fagilitate
the operation~ahd maintenance of the computer system and associated progranys, for
example, operating systems, computers, utilities. System software is usually composed of
operaliondl system software and support software

Note 1 fo eniry: Operational system software: software running on the target processor during system operation,
such as: operating system, input/output drivers, exception handler, communication software, application-software
libraries, self-supervision, redundancy and graceful degradation management.

Note 2 to entry: Support software: software that aids in the development, test, or maintenance of other software
and of the system such as compilers, code generators, graphic editor, off-line diagnostic, verification and validation
tools, etc.

Note 3 to entry: See also application software;Operaticral-system-software
[SOURCE: IEC 61513:2011, 3.58 modified (notes 2, 3 and 4 to entry added)]

3.45

system validation

confirmation by examination and provision of other evidence that a system fulfils in its entirety
the requirement specification as intended (functionality, response time, fault tolerance,
robustness)
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Note 1 to entry: The 2016 edition of the IAEA Safety Glossary gives the two following definitions:

Validation: The process of determining whether a product or service is adequate to perform its intended function
satisfactorily. Validation may involve a greater element of judgment than verification.

Computer system validation: The process of testing and evaluating the integrated computer system (hardware and
software) to ensure compliance with the functional, performance and interface requirements.

Firstly, the definition “system validation” is a specific case of validation. It refers to a specific product, namely to
the validation of an I&C system. This is consistent with the IAEA definition. Secondly, the IEC definition specifies
the reference of validation, namely the requirement specification whereas the IAEA definition only refers to the
“intended function”.

[SOURCE: IEC 61513:2011, 3.59]

3.46
systematic fault
fault nelated in a deterministic way to a certain cause, which can only be gliminated by a
modification of the design or of the manufacturing process, operational procefures,
docunentation or other relevant factors

[SOURCE: IEC 61513:2011, 3.60]

3.47
verifi¢ation
confirmation by examination and by provision of objectivé)evidence that the results|of an
activity meet the objectives and requirements defined fori\this activity

[SOURCE: 1642207 IEC 61513:2011, 3.62]

336
bl iati

4 Symbols and abbreviated terms

CB Computer-based
CCF Common cause, failure

EPROM Erasable Ptogrammable Read Only Memory

HMI Humantmachine interface

HDL Hardware Description Language
HPD HBDLE-Programmed Device

1&C Instrumentation and control
NPP Nuctear power ptarmt

5 Key concepts and assumptions

5.1 General

Clause 5 presents some of the key concepts and assumptions about the nature and the
development of the software of I&C systems of safety class 2 or 3, upon which the normative
text is based.

5.2 Types of software

Figure 1 illustrates the-variety range of services offered by software-and-software-components
in a typical I&C system or I&C architecture. Software-cemponents may often be defined as

being either system software or application software. System software may also be divided
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into operational system software, which is embedded in safety classified I&C systems, and
support system software (or software tools) which is either off-line or embedded in non-safety
classified support systems. Software may also be found in dedicated devices such as sensors

and actuators, communication devices and Uninterruptible Power Supplies (UPSs).

Software for HMI

(Human-Machine Interface)

Software for
Automation and
Control

Software for service

systems

Application software

Application software

Support system
software

written in application-
oriented languages

written in application-
oriented languages

Operational system

software

- Operating system

- Function block library

- Graphic library

- Communication software

Operational system

software

- Operating system

- Function block library

- Communication software
- Software interfaces to

- Operating system

- Engineering data base
management system

- Engineering toals

- Diagnostic_toots

Engineering data
for hardware and softwar

- Software interfaces

Field
devices

Peripheral
devices

Application software
written in general- 4 A
purpose language

A\ 4

Input-output
devices
A with embedded
v software
Graphic display
with embedded software _
Field
devices
\ 4 with
External processing units embedded
software

IEC

Figure 1 ~Typical software parts in a computer-based I&C systems

The spftwarecintan I&C system may also be divided into pre-developed software {which
usually prowvides functions useful to a range of I&C systems) and new software (which
is developed to the speC|f|c needs of the 1&C system)—Sys%em—seﬁMwe—Ls—usueHy—p;e—
develq / , is—i ¢- The
reqwrements of this document wh|ch address |ssues thai are—apphecable relevant o new
software may also be applied retrospectively to pre-developed software. In some instances,
however, this document—alse provides alternative requirements—that—may—be—appled
specifically to address issues relevant to pre-developed-software—or-dedicated-devices—with
embedded software.

Many modern equipment families are provided with extensive application-oriented
development tools that enable plant or system engineers to specify their requirements using
graphical techniques. The tools may automatically translate the—graphieal graphics
representing computer programs into executable application software. When these tools are
of adequate quality, this approach is considered to reduce the risk of faults.
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5.3 Types of configuration data

Many system designs make extensive use of configuration data. Configuration data may be
associated with operational system software or with application software. Configuration data
associated with application software consists mainly of plant engineering data resulting from
the design of the plant, and is often prepared by plant designers who are not required to have
software skills. Configuration data may be divided into:

e data items which are not intended to be modified on-line by plant operators, and which are
submitted to the same requirements as apply to the rest of the software;

e parameters, i.e., data items which may be modified by operators during plant operation
(f pynmplp, alarm limits _set lnnintc data rpqnirpd to calibrate incfrnmnnta‘rinn) and which

negd specific requirements.

5.4 [Software and system safety lifecycles

System requirements specification
(6.2.2, 6.4.2)

Selection of pre-existing l

equipment/ ~ . .
equipment family (6.2.3.2) g Suitability analyfs (6.2.3, 6.4.3)

System specification (6.2.3,:6.4.3)

v

System detailed design and implementation (6.2.4, 6.4.4)
Application software Equipment (system Development of
development/generation software,and hardware) |operational system software
procurement and hardware features

v System integration (6.2.5, 6.3.4, 6.4.5)
Functional i
validation
(6.2.4.2.1) System validation (6.2.6, 6.3.5, 6.4.6)

v

System installation (6.2.7, 6.3.6)

!

System modification (6.2.8, 6.4.7)

IEQ

Figure2— Activities of the system safety lifecycle (as defined by IEC 61513:2011)

Software usuatty comtributes—strongty tothe—functionsperformed by the &€ —systenmm—It may
also support additional functions-intreduced-by needed for the operation of the system-design
itself (for example, initialisation and—surveillanee supervision of hardware, communication
between, and synchronisation of, sub-systems). Thus, the software safety lifecycle is in most
cases strongly integrated with the system safety lifecycle. In particular, the software
requirements specification is a part of, or is derived directly from, system specification and
system design.

Although the verification of-new software—components is definitely a part of the software
safety lifecycle, there is often no separate and well-identified boundary between software
integration and system integration. Therefore, in this document, software integration is
considered to be a part of system integration. Software validation too is considered a part of
system validation.
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assurance
(6.2.1)
Selection of Suitability analysis of
pre-developed pre-developed software
software (6.3) (6.3.4)
Software  }  mmm=———=-- i -------- 1
verification 1 System specification 1
(6.2.2) bem——- - 1 -------- :
1 System detailed design and implementation :
! 1
Boftware Application software Equipment (system Development of
copfiguration development/generation software and hardware) operat|ong|4systgrg software
mgnagement (6.4 to 6.6) procurement (6:4"t0 6.6)
6.23)  |=——,---- 1 --------
Software aspects of system
Fm—— =L, integration (6.7)
: Functional 1
Selegtion and use |,  validation : \
of s¢ftware tools J—==—======-=--
(6.2.4) Software aspects of system
validation (6.8)
A
Software‘@spects of system
S¢lection of installation (6.9)
languages
(6.2.5) A
Software aspects of system
modification (6.11) IEC
NOTE |Boxes in thin dotted lines represent system activities not addressed in this document.
Figure 3 — Softwaresetated activities in the system safety lifecycle
Figurg 2 and Figure 3 illustrate the relationship between the activities of the software |[safety
lifecydle and the activities-of the system safety lifecycle.
It-sheftd has to bennoted that although IEC 61513:2011 identifies two different paths for the
implementation sof--rew software (application software and operational system software,

g the

ue is

see Higure 2 and Figure 3), this document organises the requirements regardin
implementation of-new software into four subclauses:
6.6.15provides requirements that are applicable whatever implementation techni
used;

6.6.2 provides requirements specific to the configuration of pre-developed software and of
devices containing software, and in particular the setting of parameters and other
configuration data;

6.6.3 provides requirements specific to the implementation and verification of software in
application-oriented languages;

6.6.4 provides requirements specific to the implementation and verification of software in
general-purpose languages.

As boxes titled “Application software development/generation” and “Development of—rew
operational system software” represent a large and essential part of the software safety
lifecycle, a zoom is provided in Figure 4 which illustrates in more detail the activities between
software requirements specification and software validation, with a clear representation of the
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three different implementation paths (configuration of pre-developed software and devices,
use of application-oriented languages and use of general-purpose languages).

Software Software aspects of
requirements system validation
specification (6.4) (6.8)

Software aspects of
system integration
(6.7)

A

Software
design (6.5)

\ 4

Configuration of software
and of devices containing
software
(6.6.1, 6.6.2)

A 4

Implementation of
software in application-
oriented languages
(6.6.1, 6.6.3)

Y

Implementation of software in
L———p|general-purpose language
(6.6.1, 6.6.4)

IEC

Figure 4 — Development activities of the IEC 62138 software safety lifecycle
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Provide evidence of conformance to
6.1, 6.2.1, 6.4 to 6.7 and 6.10

v

Conformance

iustified?

Yes justified?
+ No

Complete justification using other
means (6.2.2.1 to 6.2.2.4)

Canformance

justified?

‘No

@improvements possible? S > Reject
o

¢ Yes

Modify in conformance with 6.2.2.5

Yes

A 4

y IEC 2820/03

Gradation principles

As a qonsequence of the gradatien_of safety relevance for functions of categories A, Bjand C
(see IEC 61226), a suitable gradation has been adopted for the requirements applicable|to the

softwgre of 1&C systems of safety classes 1, 2 and 3.

Software of I1&C systeniSyof safety classes 1 is covered by IEC 60880.

The application ofithie requirements of this document for safety class 3 confers the basi¢ level
of conffidence thdt'is suitable for software of an I&C system important to safety. The prirjciples

followed are:

reljance’on quality assurance;

special attention given to the assurance that the sottware:

e contributes as necessary to, and does not adversely affect, the functions important to
safety;

o satisfies the software requirements specification statements which define constraints
important to safety;

assurance that the operators of the I&C system are informed as early as reasonably
possible of software errors and failures that may affect the functions identified as
important to safety, so that any appropriate action can be taken;

documented software requirements specifications, design specifications, integration
specifications, validation specifications (i.e. full functional testing) and modification
specifications.

For safety class 2, in addition to the principles already stated for class 3, the principles
followed by this document are:
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— justification, based on tests and design, that the required safety-related performance (for
example, response times) will be met in all the specified conditions;

ation of the affecte of the known aor anticinated failiire modecs:
t

— mqre stringent requirements for the selection of pre-developed sofw e;

— mgqre stringent requirements for verification, configuration mand@ment, selection and use
of poftware tools and languages; [ ;Q

— explicit requirements for simplicity, clarity, precisi@\m verifiability, testability and
mqdifiability. (@)

justifidation—of—compliance—may—depend—on—the—safe 2 n—pa war—fo 2 B—this
extenft may-bele horough—regarding—thefunctigns—that are—not-identifiedas—imperfantto
safetyfand-that do-not jeopardise-the functior -- ed-as-importantto-safe

They have the same seture;—so-that-Subelauses—S o provide-reguiremenis-and

Hisnpt-thes ntion—of-th andard-to-prescribe-a-defined-set-of documentation—butirather
.=';._, nformation-which-should-be-documente d_The particular-hierarchyv-and format of
docunmjentationadopted—ma ary—provided—that-the principle at-out-in-th andard—are
addressed-

When requirements are applicable to both safety classes, the extent of the justification
required to confirm compliance with this document may be moderated according to the safety
class, i.e. for class 3, the extent of justification may be reduced compared to class 2. Also, the
extend of justification for those functions which are ‘not important to safety’ in class 2 or 3
systems need only address how the design ensures that such functions do not jeopardise the
functions which are identified as important to safety.
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6 Requirements for the software of class 2 and class 3 I1&C systems

requir

to clag

All the
are i
immeq
parag
parag

It is n
define

docunpentation adopted may vary, provided that the griyiciples set out in this docume|

addre

6.2
6.2.1
6.2.1.

=ments and recommendatlons that are not specifically marked are applicable teld
and class 3 systems. The requirements and recommendations that are applicable~spéec

s 3 or to class 2 systems are identified as such and appear in italics.

requirements and recommendations are indented and numbered. Alljgther parag
hformative. In particular, unnumbered paragraphs provide Arotés regardin
iately preceding numbered paragraph unless otherwise stateds When unnun
aphs provide notes regarding more clauses than the immediately preceding nun
aph, they are introduced by “Concerning xxx and yyy, ...".

bt the intention of this document to prescribe a defingd, set of documents, but raf
the information which needs to be documented. The™particular hierarchy and for

tsed. For information Annex A presents a typical list of software documentation.
General requirements

Software safety lifecycle — Softwarée quality assurance

General

The
Iass 2
fically

raphs
j the
bered
bered

her to
mat of
nt are

Subclause 6.3.2 of IEC 61513:2011 provides requirements for quality assurance at th¢ level

of an

imporfance, to software.

6.2.1.]

1&C system. This subclause provides additional requirements specific, or of pan

p The development of software shall be performed according to a software

lifecyd
assur

This
separ

6.2.1.

le. The provisions of this software safety lifecycle shall be specified in a
nce plan.

uality assurance plan may be a part of the system quality assurance plan, or ma
te software quality assurance plan.

ticular

safety
uality

y be a

t with

the system quality assurance plan. 4he—ap94+eab4e—reqa#ements—ef—6%—2—e$—%@—6454—3—sha#

be—addressed—bythetwo—plans: The software quality assurance plan shall address the
requirements of 6.3.2 of IEC 61513:2011 as they relate to software.

6.2.1.4 The quality assurance plan shall divide the development phase of the so
safety lifecycle into specified activities. These activities shall include the activities necessary
to achieve the required software quality, and to verify and provide objective evidence that this
quality is achieved.

6.2.1.5 The specification of an activity shall state:

o jts

e jts

objectives;

relationships and interactions with other activities;

ftware
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e its inputs and results;
e the organisation and responsibilities relevant to the activity.

6.2.1.6 The contents and properties required of the inputs and results should also be
specified.

6.2.1.7 The quality assurance plan shall require that the implementation of-these-activities
each activity is assigned to competent persons equipped with adequate resources.

6.2.1.8 The quality assurance plan shall require that modifications in—aleady approved
documents are identified, reviewed and approved by authorised persons.

6.2.1.9 The quality assurance plan shall require that the methods, languages,{ools| rules
and sfandards used are identified and documented,—and known to, and-mastered-by-|within
the-pdgrsons competencies of the concerned development personnel.

6.2.1.10 The quality assurance plan shall require that if several methods; languages,|tools,
rules pnd/or standards are used, it is clear which ones-sheould have fo be used fof each
activity.

6.2.1.11 The quality assurance plan shall require that projeet specific terms, expregdsions,
abbreyiations and conventions used are explicitly defined.

6.2.1.12 The quality assurance plan shall require that}the-issues non-conformances [raised
are trgcked and resolved.

6.2.1.13 The quality assurance plan shall reguire that records resulting from its application
are pnoduced. In particular, it shall requiresthat the results of verifications and reviews are
recorded together with the scope of the verifications or reviews, the conclusions reached and
the repolutions agreed. Any deviation ftem the quality assurance plan shall be docunjented
and justified.

1SO-9¢

6.2.1.14 The quality assurance plan shall require that the output documentation consftitutes
a sefl of appropriatehsNeross-referenced mutually consistent documents, ensurinlg the
tracedbility of the final gesign to the input requirements.

6.2.2 Verification

6.2.2. Averification plan shall define the scope of software verification and feview
activitles’

6.2.2.2 The verification plan shall address the requirements of 6.3.2.2 of IEC 61513:2011
as they relate to software.

6 2 2. 3 Verlflcatlons and reviews shaII be performed accordmg to documented prOV|S|ons

Feeuhe—ef—aetﬂqhes—deagﬂated—by The Verlflcatlon Plan shall—be—veﬁﬂed—te—ehew ensure that

e the verification results are held under configuration management;

o all verification activities have precisely identified inputs, and their results are consistent
with these inputs;

o the activities fulfil their specified objectives, and their results have the required contents
and properties, and comply with any resolution agreed;

o the results are clear, precise and up-to-date;
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o the results comply with any applicable rule;

e the results comply with the applicable requirements of this document.

“Precisely identified” means that the version is known without any ambiguity. “Clear” means
that the individuals who need to read a document can fully understand it without excessive
effort, even if they have not been involved earlier in the project, provided that they have the
required knowledge. “Precise” means that there is no ambiguity.

The extent of the verification and review activities may be dependent on the scale and nature
of the software, on the scale and nature of the results to be verified or reviewed, and on the
methods and tools used. This extent may also be less thorough regarding the specified
requirgmer arare not aentiffed—as mportant 1o sarety (See 0.4.4.7) and that_¢annot
jeopandise the functions identified as important to safety.

The verification plan should ensure that records are produced, ‘'such thpt the
tion process is fully auditable, i.e. such that independent corfirmation ¢f the
implementation of the verification plan may be performed.

6.2.2.% The verification of the results of an activity shall be performed by competent
persoms who did not participate in the activity.

This does not imply that a person who is an author for one dociment cannot be the ver|fier of
anothg¢

6.2.2.6 Fhis The verification of the results of an @ttivity should include representatives of
those [concerned with the use of these results, as well as other experts, as necessary.

6.2.2.7 The software requirements specification, the software design specification apd the
softwgre validation plan shall be verified.

6.2.2.8 For class 2, the application of design and implementation rules shall be verified.

6.2.2.9 Software verificatign(shall be performed by persons who did not develgp the
softwgre being verified.

6.2.2.10 For class 2,p&rsons who do the verification should have managerial indeperidence
from the developers.

6.2.3 Configuration management

6.2.3. General

Subclause’6.3.2.3 of IEC 61513:2011 provides requirements for configuration managenjent at
the I&C system level. This subclause provides additional requirements specific, or of
particular importance, to software.

6.2.3.2 Configuration management for software shall be performed according to the
provisions of a configuration management plan or of the quality assurance plan. These
provisions shall be consistent with those for system level configuration management.

6.2.3.3 Configuration management shall be applied to the items related to the correctness
of software. The configuration management plan shall specify which software items or types
of software items are to be held under configuration management. In particular, these shall
include:

o the key documents of the software safety lifecycle (in particular the documents required to
be verified);
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o the software components necessary to build the executable code, and the executable
code itself;

o the software tools influencing the correctness of software-andlersystem-design.

6.2.3.4 The configuration management plan shall specify technical means for the
authentication of the software items under configuration management and of their versions.

6.2.3.5 The configuration management plan shall ensure that the version of the software
attached to a given version of the system or equipment, and the versions of the items which
together constitute this software version are uniquely identified.

6.2.4 Selection and use of software tools
6.2.4. General

Software tools can play an important role in preventing the introduction of faul{s-in software-er
n-system-desigh; and in revealing existing faults. In particular, tools can aid-or automgte the
design of the architecture of I&C systems and the development of new application software.

6.2.4.2 Software tools should support the development activities“which contribute [to the

corredtness of software-and-system-design.

It is upually preferable to focus not only on the quality andcen the use of individual too]s, but
also to consider their compatibility with any other tools torbe used, so that together, th¢ tools
selectpd form a coherent tool set. Generally it is preferable to use-a—well-knewn tools with
exten ive and relevant operatlonal experlence—rathef—%han—an—wﬁred—teel—thh—ne—epemﬂenal

. The use of other tools may

For class 2, the equipment families used for the development of an 1&C dystem
be associated with software tools\that can reduce the risk of introducing faults jh new

6.2.4.4 For class 3, the equipment families used for the development of an 1&C dystem
shoulq be associated with sdftware tools that can reduce the risk of introducing faults {n new
applicption software.

Concdrning 6.2.4.3 @nd”6.2.4.4, these tools usually include support for application-orniented
languages, allowing. plant and system engineers to specify or verify application fungtions.
Other|significantrsubjects—for features of such tools may-be include functional aninpation,
automjatic code)generation and-aid assistance in the-identification development of fungtional
test-cgses specifications.

6.2.4.5 The equipment families used for the development of an 1&C system shaotild be

associated with software tools that can reduce the risk of introducing faults in the
configuration of their pre-developed software and in the design of the system.

Such tools may for example assist system designers in:

e organising the system into a suitable set of interconnected sub-systems;
e distributing the application functions across the sub-systems;
e configuring the sub-systems, their communications and their operational system software;

e ensuring that resources are adequate for all the modes of-behavieur operation of the
system;

e taking into account design and implementation constraints, in particular those aiming at
the correctness and robustness of the system.
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6.2.4.6 The quality assurance plan shall precisely identify the software tools which may

influence the correctness of software-andforsystem-design.

6.2.4.7 User documentation shall be provided for such tools to ensure that they are used
as intended.

6.2.4.8 The quality assurance plan shall distinguish the tools which might introduce faults
in software—er—in—system—desigh; from those which might only lead to overlooking already
existing faults.

Code generators and compilers are examples of tools of the first category, whereas static
code analysers and test case generators are examples of tools of the second category,

6.2.4.9 For class 2, the software tools which might introduce faults in softwarel-er—in
systeth—design shall be selected and used according to documented procedures and rules
aiming at reducing or mitigating this risk. Evidence shall be provided regarding their quality
and their ab///ty to produce correct results —'Fhe#use—sha#—be—traeed—se—that—the—teels—f—an%
R . ifice- Where tool$ have
been appl:ed to generate a glven item or /nformat/on their use shall be recorded to idlentify
them.

6.2.4.10 For class 3, evidence should be provided regarding the quality of the sdftware
tools which might introduce faults in software and regarding their ability to produce g¢orrect
result$.

6.2.4.11 Evidence regarding tool quality and ability to produce correct results-may $hould
be based on operational experience, tool qualification or certification, certification of their
suppliers for appropriate development practices, guarantee of appropriate tool development
procegses, and/or tests. The required stringency of the evidence-may-depend-on sholld be
determined based upon the conditions of-Use of the tool, the extent of the verification of its
outpufs, the likelihood of tool errors to be-detected, and the seriousness of the conseqyences
of unpetected erroneous results. [ Conversely, stringent evidence (for example, @ tool
qualification according to IEC 60880-2) may be used as a substitute for some ¢f the
verificptions of outputs.

6.2.4.12 For class 2, the software tools which mightlead fail to report faults-already—ekisting

in soflware-er-in-system-design-being-overlooked should be selected and used in a way|which
reduces this risk.-Theiruse-should-be-traced:

6.2.4.13 For ¢lass 2, the use of software tools which might fail to report faults in software
should be recgrded.

6.2.4.14/ For class 2, when a tool or tool version which has the potential to introduce|faults

In Sof WaFe—OF ln o‘ly/ofam daolgn 'IC\ ol:hot:tufﬂrl unfh anr\fhar ’reasonab‘le prnr\o”f:r\no c\‘ aII be

taken to ensure that this does not have adverse effects on the correctness of the software-and

thomntocg ol

For example, in addition to the quality and ability of the new tool to produce correct results, its
compatibility with the previous tool may need to be assessed.

6.2.5 Selection of languages

6.2.5.1 The languages (application-oriented or general-purpose) used to develop software
shall have precise and documented syntax and semantics.

6.2.5.2 Application-oriented languages, if available, should be-preferred used.
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For class 2, low level, machine-oriented general-purpose languages (for example,

6.2.5.3

but this should

assembly languages) may be used for specific-seftware computer programs,

be justified.

When more than one language is used for-the-same generating executable code,

interfaces between languages shall be documented.

6.2.5.4

The interface between languages includes argument passing schemes and representation of

data structures.

For class 2, the general-purpose languages used should have features facilitating

tool sdipported static analyses of computer programs.

6.2.5.5

O

[T TCT1to

tr—particular; The general-purpose languages used should support ‘€Xplidit and

explicit and static typing of variables should be used-in-preferepece—to

For class 2,

For class 2, the languages used and their correspaonding run-time librarie$ shall

ite data nor asin-access to the svstem funétions

o T aCCoooto T oy otCTiTuTtptorTo;

at tha levael of the 1&C architkheture
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svetem shall he nerformed-and documented
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6.2.5.6

static typing of variables.

6.2.5.7

oliolt or dyunarmic fvaine,

6.2.5.8

enable predictable run-time behaviour of the software.

For example, disruption of the normal behaviour of the',software for the collection ofl freed

memoyy at random moments is usually not acceptable.

svsterhs can neither modifv-the software and
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6.3 Selection of pre-developed software
6.3.1 General

Subclause 6.2.3.2 of IEC 61513:2011 provides general requirements for the selection of pre-
developed existing components (not necessarily software components). This Subclause 6.3
provides additional requirements specific, or of particular importance, to software.

6.3.1.1 Application software is plant specific and so should not be considered pre-
developed software.

NOTE The same application software may be used in multiple units based on the same plant design and safety
requireents. In such a case, the justifications produced for the original unit are applicable for the following|units.

6.3.2 Documentation for safety
6.3.2. Objectives

6.3.2.1.1 Pre-developed software shall have documentation giving  the inforfation

necespary for usmg the software safely |n the I&C system—and—feppmwdmg—ewdeﬂee—#ai—the

In thi§ document, the corresponding document or set of documents is called documentation
for safety. When the pre-developed software is a part of an_equipment or equipment family,
this dpcumentation may be a part of the documentation’for safety of the equipmgnt or
equipment family.

Documentation for safety—may—be—generic—orproject—specific—lt—may—comprise geferally

compilises more than the user documentation previded by the supplier of the pre-dev¢loped
softwdre. For example, it may include.qnformation obtained from additional |tests,
measyrements and/or analyses, and from operational experience.

6.3.2.2 Contents
6.3.2.2.1 Documentation for safety shall include a description of:

e the functions provided;
o the interfaces with applications software;

o the roles, types,(formats, ranges and constraints of inputs, outputs, exception signals,
pafameters andiconfiguration data, where appropriate;

o the differentimodes of-behaviour operation and the corresponding conditions of trangition;

e any constraint to be respected when using the pre-developed software.

6.3.2.2:2 For class 2, when applicable, these constraints should:

e give adequate confidence in the correctness of the integrated software and of the system
design (for example, margins to be taken when using dynamically allocated resources
such as memory, processing power, communication bandwidth, operating system
resources);

e enhance the ability of the integrated software and of the I&C system to detect, signal and
tolerate failures, to adopt specified modes of-behavieur operation and to recover from
failures;

e give adequate confidence that operator mistakes and failures of other systems or
equipment with which the integrated software interacts or shares resources will lead to
defined modes of-behaviour operation;

e guarantee that the environment of the pre-developed software will provide all the
necessary resources in all conditions of use in the 1&C system.
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6.3.2.2.3 When applicable, the documentation for safety should also provide information
regarding the performance (for example, in terms of response time) of the functions.

The functions provided by the software, including those related to the system interfaces, may
vary depending on the operational conditions of the plant.

6.3.2.2.4 For class 2, the documentation for safety shall also provide information
regarding:

o the self-surveillance supervision performed, the fault tolerance capability and .the' failure
mades;

e the requirements of the pre-developed software regarding its runtime environmeht (for
expmple, regarding hardware or other software components);

e the interactions and interfaces of the pre-developed software withthe hardware, [to the
extent necessary to fully define the safe functional performance of the system.

6.3.2.2.5 For class 2, the documentation for safety of the operational system softwafe of a
pre-dgveloped equipment family shall provide information enabling (when combine§l with
applicption-specific data) correct predictions regarding the key safety significant elemgnts of
system performance,—fer-exampie; including notably the maximum response times-ef—gr and
the maximum usage of resources-by—compliant-applicatiobs.

Such [nformation may be provided in the form of data, formulae and/or models allowihg the
calculation of worst case response times and thé.resources usage of applications. When the
softwgre offers a wide range of functions, intérfaces and possibilities for configuratipn, an
appropriate confidence in the correctness of ‘the information may be difficult to obtain without
knowledge of the-funetioning operating principles of the software.

6.3.2.3 Properties

6.3.2.3.1 Documentation for'safety shall be—precise—so—as—te accurate and shall|avoid
diverglent-interpretations ambiglity.

6.3.3 Evidence of correctness
6.3.3. Generalrequirements

6.3.3.1.1 The' correctness of pre-developed software with respect to its documentat|on for
safety|shallbe justified.

The justification is usually qualitative because there are no generally recaognised means to

quantify it. Figure 5 and Figure 6-illustrates—the—approaches describe a typical process that
can be taken.

It is recognized however that this is not the only possible approach and that other approaches
may be used.
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6.3.3.1.2 When using complementary means for providing evidence of correctness, the
acceptance criteria should be specified and justified in early stages of the software safety
lifecycle. These criteria should be justified considering the requirements of this document the
compliance to which has not been adequately established.

6.3.3.1.3 Pre-developed software should be divided into two different types:

a) CW
b) Sqoftware components (real time operating system, library, firmware). A

N

NOTE |Application software is plant specific, so it is not considered pre-developed software (see%%. 1).

The rationale behind this distinction is that software components need tcx? integratgd into
larger| software to form complete operational system software. This medns that software
compagnents benefit from the development process of the complf\f;b operational dqystem
softwgre where they are integrated. This allows their functionaliti to be verified and
validajed in the context of their use in the complete operationa em software. Thgrefore
the r¢commended approach to justify the correctness otémplete operational dystem
softwgre with respect to its Documentation for Safety (see Eiglwe 5) is more demandinp than
the recommended approach to justify the correctness of software components (see Figufe 6).

6.3.3.1.4 A pre-developed software item should Q)nsidered a software componeit only
if it is]integrated into larger software to form com{k{e e operational system software. Also, a
pre-dgveloped software item should be consid@d a software component only if g later
reconfiguration of operational software could_@ot lead to a component being executed in a
differgnt way to its initial use (as this wo mean that the qualification performed ¢n the
complete operational unit would not adeqzua\ely qualify the software component).
N
6.3.3.1.5 Verification and valida\t(‘)gn of the complete operational system software $hould
be pdrformed with the software components embedded. The integration may be |within
softwdre that runs on a single(processor, for example for real time operating systems or
librari¢s. The integration ma o be within software that run in close cooperation on several
procesgsors, for exampleg‘firmware of communication modules or input/output module

o

6.3.3.1.6 For Cla@) , the qualification process for software components (see Figure 6)
should be used ly for pre-developed software components that are non-autonpmous
execufables. Q~

An ‘auton@;s executable’ is software that can be run by itself without any additional dode.

General- purpose operating SysSterns desigred primarity to be used o Workstations are
typically autonomous executables in the sense that once they are installed they automatically
run many tasks which are not defined by the user.

Libraries (e.g. C library) need to be called by additional code in order to function. A library can
be compiled and loaded onto a processor but it will not run unless code has been written to
call the functions of the library. A library is therefore not an autonomous executable.

Real time operating systems designed primarily to run embedded software are usually non-
autonomous executables in the sense that the user has to define each task explicitly, but this
has to be checked on a case by case basis.

6.3.3.1.7 The correctness of a software component with respect to its documentation for
safety should be justified by relevant, sufficient and positive operational experience (see
6.3.3.3) or by certification (see 6.3.3.4) (see Figure 6).
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Figure 5 — Overview of the typical qualification process for
pre-developed complete operational system software
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Figure 6 — Overview of the typical qualification process
for pre-developed software’‘components

6.3.3.1.8 To justify the correctness of complete operational system software with r¢spect
to its [documentation for safety, a complianceZanalysis with the general subclauses pf this
docunent (6.2, 6.4 to 6.8 and 6.11) should be performed first.

6.3.3.1.9 When the compliance analysis shows that the complete operational qystem
softwdre complies with the general Gubclauses of this document (6.2, 6.4 to 6.8 and| 6.11)
then if should be accepted.

When|the compliance analysis shows that the complete operational system softwafe has
limiteq deviations with thetgeneral subclauses of this document (6.2, 6.4 to 6.8 and 6.11) then
these |limited deviations~Nmay be compensated by relevant, sufficient and positive operational
experience (see 6.3(3;3). In cases where positive operational experience is not avdilable,
complementary tests ‘may be used.

Limited deviafiohs are the cases where a full software safety lifecycle has been followgd and
docunmented™or the complete operational system software but in the execution of the different
phang floi~all the general subclauses of this document (6.2, 6.4 to 6.8 and 6.11) havg been
satisfibdh

Concerning for instance the software requirements specification phase (6.4), the case where
the software requirements of an I&C system have been specified and documented, but do not
include all the contents required in 6.4.4, is an example of a limited deviation.

6.3.3.1.10 When the compliance analysis shows that the complete operational system
software has deviations with 6.2.4 then they should be compensated for by relevant, sufficient
and positive operational experience (see 6.3.3.3).

6.3.3.1.11 When the compliance analysis shows that the complete operational system
software has important deviations with 6.2.2, 6.7 or 6.8, then they should be compensated for
by complementary tests (6.3.3.2).
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6.3.3.1.12 When the compliance analysis shows that the complete operational system
software has important deviations with 6.2.1, 6.2.3, 6.2.5, 6.4, 6.5, 6.6 or 6.11 then the
Software safety lifecycle is not acceptable. In such cases, corrective actions should be
implemented successfully to accept the software. The goal of the corrective actions should be
to achieve compliance with the general subclauses of this document (6.2, 6.4 to 6.6 and
6.11). If corrective actions are not possible, the complete operational system software should
be rejected.

Concerning 6.3.3.1.11 and 6.3.3.1.12, important deviations are cases where a full software
safety lifecycle has not been followed and documented. The case where a lifecycle has been
followed but is not documented is to be interpreted as important deviation.

The celase where no validation has been documented is an example of an important devigtion.

6.3.3.1.13 The strategy to justify the correctness of pre-developed software With resgect to
its do¢umentation for safety should be defined and agreed by all parties involved in thg early
stageg of the development of the I1&C system.

This strategy cannot be fully defined before the completion of the compliance analysis|of the
complete operational system software with the general subclauses\©f’this document (6|2, 6.4
to 6.8land 6.11) as it depends on the gaps that need to be filled.

6.3.3.2 Complementary tests
6.3.3.2.1 General

Complementary tests may be used to support the justification of correctness of pre-dev¢loped
softwgre, under the following conditions:

6.3.3.2.2 The complementary tests performed on pre-developed software during the
develgpment of an |I&C system shall be . documented.

6.3.3.2.3 The complementary, tests shall provide evidence that, in the conditions pf use
within| the I&C system, the pre-developed software is, and behaves as specified by, its
documentation for safety.

The cpnditions of use may concern aspects such as the configuration of the pre-dev¢loped
softwdre (particularly“the setting of parameters and configuration data), the use of furjctions
and infterfaces, thethardware environment, the processor and the demand loads.

6.3.3.2.4 fFor class 2, the rules used to design complementary tests should be
documented-and justified.

6.3.3.2-5 The-decumentationof complementarytestsshalreeord:
e the version concerned and,—when—relevant; the configuration of the pre-developed
software;

e a description of the tests performed and, when relevant, of the environment used, so as to
allow these tests to be repeated in identical conditions;

o the-hypotheses assumptions made to develop the tests, and the evidence of their validity;
o the results obtained, and evidence of their correctness;

e the conclusions reached and the resolutions agreed.
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6.3.3.3 Operational experience
6.3.3.3.1 General

Operational experience in systems of a lower safety class, or in non-safety classified systems
may be taken into consideration. Operational experience may be used to-cemplement support
the justification of correctness of pre-developed software, under the following conditions:

6.3.3.3.2 The volume of the operational experience taken into consideration shall be
documented.
6.3.3.3.3 Forclass 2 the n,nnrnfinnnl ny’nnrinnr‘n taken into consideration shall r‘nrrngpond

to prgcisely identified versions of the pre-developed software and, when this software is
speciffc to equipment, of the equipment in which it operates.

6.3.3.3.4 For class 2, when all or part of the operational experience corresponds tq other
versiohs of the pre-developed software and/or of the equipment, the differences with the
versiops to be used in the I&C system shall be assessed, and the)-relevance of this
operational experience shall be justified.

6.3.3.3.5 For class 2, documented justification shall be("given that the operational
experience taken into consideration corresponds to conditions’ of use covering those}in—the
H&C-system—or-were—even—more—severe of the |1&C system {the intended configuration |of the
softwgre is one of the conditions of use). In casess wHere the operational expefience
conditjons are the same, experience in systems of a\lewer safety class, or in non{safety
classified systems can be taken into consideration.

The vblume of the o
+HAe—VPrtHRre—-o+-tHeo

6.3.3.3.6 For class 2, the methods used for collecting the operational experience|taken
into consideration shall be documented. In-particular, documented justification shall be| given
that the failures (if any) caused by the pre-developed software during the operational
experience taken into consideration were correctly detected and reported.

6.3.3.3.7 For class 2, evidénce shall be provided that these failures were cofrectly
analysed, and that the corresponding software faults corrected.

6.3.3.4 Certification

6.3.3.4.1 General

Pre-developed software used in systems important to safety already in operation (albeit not
necessarily in 1&C systems of nuclear power plants) may have been certified for compliance
to some safety documents. The evidence provided by such a certification may-be-taken-inte
consideration strongly support the justification of correctness of pre-developed software under
the following conditions:

6.3.3.4.2 The safety document used for the certification of the pre-developed software
shall address explicitly the software development process.

6.3.3.4.3 The certification taken into consideration shall be documented.

6.3.3.4.4 The precise identification of the pre-developed software certified shall be
documented. If it was certified as a part of a larger product (for example, as a part of an



https://iecnorm.com/api/?name=7a42a4959d2e1dbc84d78ce9172b1efb

- 50— IEC 62138:2018 RLV © IEC 2018

equipment or equipment family), the precise identification of this product shall also be
documented.

6.3.3.4.5 For class 2, the evidence supporting the certification shall be assessable, in
particular:

e the conditions (for example, the conditions of use and the assumptions) of the
certification;
e the methods and tools used for the certification;

e the results obtained (for example, the properties and/or measurements certified).

6.3.3.4.6 For class 2, the relevance of these conditions and results to the evidehce of

corredtness-and-to-the1&C-system shall be justified.

6.3.3.4.7 For class 2, the effectiveness of the methods and tools used forlthe certification
should be justified.

6.3.3.4.8 For class 2, the certifying authority shall be identified and.shall be competgnt for
the prpperties and/or measurements certified.

6.3.3.4.9 For class 2, the version of the pre-developed.‘'software certified shall be the
same jas the one used in the 1&C system.

6.3.3.5 Modification
6.3.3.5.1 General

When|a well-identified and limited modification®is made to pre-developed software for|which

an appropriate justification of correctness already exists;—erwhen-it-isnecessary-to-rgmove

faults;| the following requirements can be-used as a substitute for the requirements of §.3.3.1
to 6.3}3.4 to update or complete the justification. A change in the configuration data [of the
pre-dgveloped software does not")constitute a modification, provided that the new
configuration remains within the range covered by the justification.

6.3.3.5.2 The modification-ef the pre-developed software shall be documented.

6.3.3.5.3 For class(2)the documentation of the modification shall state:

e the precise identification of the modified software;

o the context of the modification, if the software is a part of a larger product (for example, an
equipmentor equipment family);

o the abjettives, the specification and the constraints of the modification;

e the changes made fo the documentation for sarety.

6.3.3.5.4 For class 3, the documentation of the modification should state:

e the precise identification of the modified software;

e the context of the modification, if the software is a part of a larger product (for example, an
equipment or equipment family);

e the objectives, the specification and the constraints of the modification;

e the changes made to the documentation for safety.

Concerning 6.3.3.5.3 and 6.3.3.5.4, the context of a modification may for example indicate:
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e the precise identification of the modified larger product;

e the objectives, the specification and the constraints of the modification of the product;

e the modifications in the rest of the product that need to be made or that may have an
impact on the pre-developed software;

e the verification and validation actions performed at the level of the product.

6.3.3.5.5

design of the pre-developed software.

6.3.3.5.6 Documented evidence (for example, based on manual inspections

e NO

e the modified software conforms to its updated documentation for safety:

6.3.3.
accou

6.3.3.

accurgcy with respect to any modifications to the softwage that could affect how the en

install

6.3.4
6.3.4.

The o
needs

6.3.4.
evalug
be res

6.3.4.

suppo
harmi4

provid

objectives of the modification are satisfied;

faults have been introduced;

.7 For class 2, the sufficiency of this evidence shall be justified, possibly takif
ht the modifications made and the conditions of use within the-l&C system.

5, operates or maintains the system of which the seftware is part of.

Functional suitability
General

bjective of this subclause is to ensure*that pre-developed software is well-suited
of the 1&C system, and that it is net'too complex with respect to these needs.

ted with respect to the system specification and system design. Inconsistencies
olved.

B For class 2(the functions of the pre-developed software which are not requ
't the system. requirements specifications should be identified. A justificat
bssness that\these functions do not have a detrimental effect on safety shot
ed.

For class 2, the documentation should also state the changes made to the

, tool
larger

g into

b.8 The documentation for safety shall be updated as required to maintain its

0 user

or the

p When applicable, the documentation for safety of pre-developed software shall be

shall

red to
on—of
ild be
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6.3.5 Selection and use of digital devices of limited functionality

IEC 62671 may be used as an alternative to this document for digital devices of limited
functionality. IEC 62671 contains precise criteria to determine if it is applicable to a particular
device.

6.4 Software requirements specification
6.4.1 General

This Subclause 6.4 completes and adds precision to the requirements of 6.2.3.4 of
IEC 61513:2011.

6.4.2 Objectives

6.4.2. The requirements for the software of an I&C system shall be “specified and
docunmented.

The dorresponding document or set of documents is called the ,software requirgments
specif|cation. In principle, its objective is to specify what the software is to achieve without
specifying how it-must shall do it. However, design and implementation constraints may have
to be ppecified when this is required by considerations of the design of the I&C system or of
the I&C architecture.

6.4.2. For class 2, the software requirements specification should avoid unnecgssary

p
complexity of the software design—and-shewid-aim-atpreviding-stable-conditions-of-useforthe
Soriisee,

6.4.2.3 The software requirements specification shall be such that:

e it gontributes to the confidence in the carrectness of the design of the 1&C system;

e compliance of the 1&C system~Mo the requirements of IEC 61513:2011 c4n be
demonstrated.

The IEC 61513:2011 requirements concerned with software requirements specification are
mainly in 6.2.2.3, 6.2.2.4, 6.2:2.5, 6.2.3.3, 6.2.3.5 and 6.2.4.

6.4.2.4 The software)requirements specification shall be a reference for software design,
softwgre validation, and possible software modifications.

6.4.3 Inputs

6.4.3. For class 2, the inputs to the software requirements specification shall incluple the
system.Specification and the system design documentation.

They may also include other documents, for example:

e project specific constraints;
e applicable rules and standards;
e requirements such as independence between functions;

e integrity requirements such as self-supervision to drive outputs to a safe state in the event
of detectable failures.

6.4.3.2 For class 2, the structure of the software requirements specification should
facilitate verification to ensure that it is consistent and complete with respect to its input
documents.
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The software requirements specification may reference—parts—ef—its inputs documentation
directly, so as to avoid unnecessary duplications and minimise the risk of inconsistencies. It
may also reference other pre-existing documents, such as the documentation of pre-
developed software.

6.4.3.3 The software requirements specification shall provide traceability to its input
documents.

6.4.3.4 The verification of the software requirements specification (see 6.2.2) should
notably check that it is consistent and complete with respect to its input documents.

6.4.3. The references, If any, made by the software requirements specification t{d other
documents shall be precise so as to be unambiguous.

6.4.3. For class 2, the software requirements specification should avoid-unnecgssary
E : : functionality.

In principle, it is preferable that the software does not have more capabilities than requifed so
as to minimise complexity. However, because current industrial practice is based on the use
of pretdeveloped components, the inclusion of non-required capability may be justified.

6.4.4 Contents
6.4.4. The software requirements specification shallspecify:

o the application functions to be-previded performedby the software;

o the different modes of-—behaviour operationn”of the software, and the corresponding
copditions of transition;

o the interfaces and interactions of thevsoftware with its environment (for examplg, with
operators, with the rest of the 1&C..8ystem, with the other systems and equipment with
wHich it interacts or shares resources), including the roles, types, formats, ranggs and
copstraints of inputs and outputs;

o the parameters of the softwaré which are to be modified by operators during operafion, if
any, their roles, types, formats, ranges and constraints, and the checks to be performed by
the software when they are modified;

e required performance,"when appropriate;
e what the software-raust shall not do or-must shall avoid, when appropriate;

o the requirements of, or the assumptions to be made by, the software regarding its

by its environment.

Concerning 6.4.4.1 and 6.4.4.2, functions, interfaces and performances requirements may
depend on the mode of-behavieur operation, on the values of the parameters, on the
configuration data and on the conditions provided to the software.

6.4.4.3 The software requirements specification shall specify the software modes of
behavieur operation required when errors or failures are detected. When periodic tests are
required of the I&C system, the software requirements specification shall also specify the
mode of-behavieur operation required when such tests are performed.

6.4.4.4 The software requirements specification—should—state—the —software—quality
objectives—and shall state the constraints to be respected by software design and

implementation for the sake of correctness and robustness.
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For example, this may include constraints:

e to give confidence in the correctness of software and system design (for example, margins
to be taken when using dynamically allocated resources such as memory, processing
power, communication bandwidth, operating system resources);

e to enhance the ability of the software and of the I&C system to tolerate faults, to detect
and signal errors and failures, to take specified modes of-behaviour operation and to
recover from failures;

o to give confidence that operator mistakes and failures of other systems or equipment with
which the software interacts or shares resources will not lead to unacceptable effects.

6.4.4.5 The software requiremenis speciication should state the expectatons |to be
respe¢ted by software design and implementation for the sake of correctness and robusiness.

6.4.4.6 The software requirements specification shall specify the contribution of the
softwgre to the assurance that the operators will be informed in due time of(errors or fx]ilures
concefning the functions of the 1&C system identified as important to safetys The inforfnation
provided to the operators shall allow them to take any appropriate action.

6.4.4.7 The software requirements specification shall identify) the functions and the
requirements related to safety category B or C.

6.4.5 Properties

6.4.5. For class 2, the—tanguages notations, rules.and documents used to develpp the
softwgre requirements specification should contribute: to its clarity and precision, and $hould
be chpsen taking into account those used in the inputs and those chosen for the design and
implementation of-rew software.

Since|any particular specification format dges not always allow a clear, precise and veiifiable
expression of all specification needs, different and complementary formats may be used|in the
same | software requirements specification. For example, application functions may be
speciffed using a different format.than those used for other functions.

6.4.5.2 For class 2, the requirements of the software requirements specification shall be
expre$sed in such a way that their satisfaction can be assessed objectively.

6.5 |Software design

6.5.1 Objectives

The design of software shall be documented.-Fhe-doecumentationshould—gjve—an

6.5.1.

The corresponding document or set of documents is called the software design specification.
When pre-developed software is used, the software design specification may make reference
to the corresponding documentation.

6.5.1.2 The software design specification should give an overview of the organisation and
of the functioning of the software (see also 6.5.3.3).

6.5.1.3 For class 2, the software design specification shall contribute to the confidence in
the quality of the design of the software, and in its correctness with respect to the software
requirements specification.

6.5.1.4 The software design specification shall provide evidence that the software
requirements specification statements important to safety are taken into account-and-wil-be
satisfied in all specified conditions.
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6.5.1.5 For class 2, the software design specification should document the measures
taken by the software to ensure that any error or failure of the software is detected early and
does not propagate beyond the limits it should specify. It should also document the actions
that are taken when an error or failure is detected.

6.5.1.6 The software design specification shall ensure, if applicable, that the adverse side
effects of software errors and failures are cleared prior to returning to a normal mode of
behaviour operation.

6.5.1.7 The software design shall be produced to achieve modularity, testability and
maintainability.

6.5.1.1) For class 2, providing this does not lead to excessive complexity, the design|of the
softwgre of an 1&C system should facilitate:

e the analysis and testing of the software and of its components;
e the localisation of faults;
e the¢ identification of the effects of a modification.

6.5.1.t The software design specification shall be a reference-for software implementation
and inftegration, and for possible software modifications.

6.5.2 Inputs

6.5.2. The inputs to the software design process shall include the software requirgments
speciffcation and the documentation for safety of pre-developed software.

They |[may also include other documents;csudch as project specific constraints, pnd/or
applicpble rules and standards.

6.5.3 Contents
6.5.3. The software design specification shall include the specification of:

o the overall organisation of\the software;

e the overall functioning*of the software under the conditions and modes of-behaviour
opgration required.by) software requirements specification.

6.5.3.2 The overall organisation should provide information regarding:

o the precise.identification and the configuration of pre-developed software;

o the distribution of resources, software components and software tasks over sub-systems;

o the allocation of software (sub-)functions—and -performances to the identified saftware
tasks;

e the main internal interfaces, in particular the interfaces between software tasks.
6.5.3.3 The overall functioning should provide information regarding:

e interactions, communication protocols and information flows;

e sequencing and timing constraints;

e use of resources;

e synchronisation, particularly when using shared resources.

6.5.3.4 For class 2, the software design specification shall document how the software

requirements that are important to safety are met under all specified conditions. When pre-
developed software is used, the demonstration regarding the software properties important to
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safety shall be based in particular on the predictive information provided by the corresponding
documentation for safety (see 6.3.2.2.5).

6.5.3.5 For class 2, the software design specification and the system design
documentation shall state and justify the measures taken to mitigate the effects of the known
or anticipated failure modes of any pre-developed software-er-device—with-embedded-software
for which complementary means for providing evidence of correctness have been used
(see 6.3.3).

6.5.3.6 For class 2, the software design specification shall provide rules for software
implementation.

6.5.3. For class 2, the software design specification should in particular specify rufes for
configuring and for using pre-developed software, so as to ensure that this software-is ysed in
a controlled way consistent with the corresponding documentation for safety.

6.5.3.8 For class 2, the software design specification shall include the detailed degign of
any-n¢w software implemented in general-purpose language.

6.5.3.9 The software design specification of a componentY of—suech any software
implemented in general-purpose language should specify:

o the functions to be provided by the component, withcinterfaces, roles, types, fofmats,
ramges and constraints of inputs, outputs, exception signals, and configuration data;
o the required performance (for example, responsedime, accuracy), when appropriate;

e the requirements of the component regardingcits'environment (for example, needs in[terms
of dynamically allocated memory, operating.system resources, etc.), when appropriate;

e anj other information that the users of the.component-must shall be aware of;

e an) relevant implementation constraint:

6.5.3.10 For class 2, the softwaréodesign specification shall provide information erlabling
corredt predictions regarding thelkey safety significant elements of system performance,
includfng notably the maximupnresponse times and the maximum usage of resources.

Such [nformation may be \provided in the form of data, formulae and/or models allowiphg the
calculgtion of worst ca§e)response times and resources usage of applications.

6.5.4 Properties

6.5.4. For-class 2, the software design specification shall present the design pof the

softwgre clearly and precisely.—Theformat-and-the-syntaxused-to-express-the-design-$hould
contribute to-clarity-and precision.

6.5.4.2 For class 3, the software design specification should present the design of the
software clearly and precisely.

Concerning 6.5.4.1 and 6.5.4.2, the main approach may be a top-down approach, but some
documents may also give information that highlights how aspects of particular importance (for
example, tolerance to failures) are taken into account across the software or across the 1&C
system.

6.5.4.3 For class 2, the format and the syntax used to express the design in the software
design specification should contribute to clarity and precision.
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6.6 Implementation of software
6.6.1 General requirements
6.6.1.1 General

The requirements of this subclause are applicable to all-new software, i.e., to the
configuration of pre-developed software, and to computer programs written in application-
oriented or general-purpose languages.

6.6.1.2 The use of pre-developed software shall be verified to be consistent with the
corresponding documentation for safety and with the constraints set by the software design
specif[cation.

6.6.1.3 The procedures used to translate-rew computer programs into executablg code
shall e documented and verified.

Theseg] procedures typically describe how the compiler tool chain or the code generator has to
be invpked to translate computer programs into executable code. Theyare often automdted.

6.6.1.4 For class 2, the updating of executable code after changes in computer programs
should be performed-wheneverpossible by automated means,

6.6.2 Configuration of software and of devices containing software

6.6.2. General

The requirement of this subclause is specific to<the conflguratlon of customlsable software.
software may be pre- developed or new.

- However, wheh the
confrguratron data represents the sequencmg of processrng to be performed by the software
or the|system (i.e., it is effectively-softwafe computer programs), 6.6.3 applies.

6.6.2.2 The configuration ofl_customisable software and devices with embgedded
custorhisable software shall becdecumented.

6.6.3 Implementation with application-oriented languages
6.6.3. General

The requirements of this subclause are specific to computer programs written in applig¢ation-
oriented languages. Generally, application oriented formats (such as logic diagrams or
functign block- diagrams) may be used to express all or part of the software requirgments
speciflcation or of the software design specification. Only limited detailed desigh and
implementation effort is then necessary to transform the specification into computer programs
that can be automatically translated into executable code or into a form suitable to be
interpreted.

6.6.3.2 The parts of the software requirements specification and/or of the software design
specification that are used to generate executable code by automated means shall be
considered to be computer programs written in application-oriented languages.

6.6.3.3 For class 2, computer programs written in application-oriented languages shall be
verified to be functionally correct and consistent. The verification shall ensure that:

o all the design features are fully understood (i.e., there will be no unexpected behaviour
under all specified conditions);

o the behaviour specified is consistent with the objectives set by the—inputs—to—Seftware
Regquirements-Specification software design specification.
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Animation, tests, reviews, walkthrough, formal analyses and proof may be applied to improve
the understanding of specifications and to verify their functional correctness and consistency.

6.6.3.4 For class 3, computer programs written in application-oriented languages which
are related to functions important to safety shall be verified to be functionally correct and
consistent.

6.6.3. The tests shall be developed with respect to the functional requirements [of the
objectlunder test and not solely to the internal structure of this object.

6.6.3. For class 2, the functional coverage shall be justified prior to thg execution|of the
tests, |so that successful execution of the tests confirms the compliancef-the object with all
its required behaviours.

6.6.3 For class 2, during test execution, the structural cqverage reached by thq tests
should be monitored with respect to justified criteria (e.g. state€ment, condition, brancH, data
flow) in order to ensure the absence of non-required behaviburs. Justification should be| given

criteria are not met.

For class 2, computer programs written in application-oriented languages $hould

m to documented rules—designed—to—imptove aiming at clarity, modifiability and
testabijlity. Non-conformances should be justified.

A set pf rules may be specific to a language.or to a set of computer programs.-Low-complexity
Simplicity, clarity and standardisation:0f layout and presentation, modularity, presepce of
pertingnt relevant comments, avoidance'of the unsafe features of the language and of its tools
are examples of properties that generally facilitate understanding, verification, testing and
later modification.

6.6.4 Implementation with general-purpose languages
6.6.4. General

The requirements. 0f" this subclause are specific to computer programs written in ggneral-
purpose languages.

6.6.4.2 For class 2, documented verification shall provide evidence that computer
progrgmis written in general-purpose languages conform to their specification as defined by
the softwaredtesigrn—specification:

This may consist of a combination of manual inspections, tool supported analyses, and/or
tests.

Code reviews, walkthrough, check lists and other similar techniques are often powerful
manual inspection methods that may be considered for identifying software faults.

Tool supported analyses may be used-te—determine—which—programs—are—the—mostiikely—to
containfaults—and/or to prove formally that a computer program has (or does not have) given

properties. For example, they may give assurance that, under given conditions (for example,
that the inputs are within given ranges), the computer program or identified parts of the
computer program do not contain certain types of faults (for example, use of non-initialised
variables, arithmetic overflow or underflow).
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Tests

may be performed on the host hardware, or in a software engineering environment.

6.6.4.3 For class 2, verification documentation shall record:

e the identity and the version of the computer programs concerned;

e all

the information necessary to repeat the verifications in similar conditions;

o the-hypeotheses assumptions made, and the evidence of their validity;
e the results obtained, and evidence of their correctness;

e the conclusions reached and, in case of detected errors, the resolutions agreed;

aerice or SatlSraction oI lnhe-sthHHetercyf acceplarice criieria.

6.6.4.4
object

6.6.4.
tests,
its req

under test and not solely to the internal structure of this olkject.

L The tests shall be developed with respect to the fundtiohal requirements jof the

b For class 2, the functional coverage shall be justified prior to the execution|of the

so that successful execution of the tests confirmsi¢he compliance of the object with all

uired behaviours.

6.6.4.
shoul
flow) |
if the

b

be monitored with respect to justified dfiteria (e.g. statement, condition, branch,

For class 2, during test execution, the’structural coverage reached by thq tests

data

order to ensure the absence of non-fequired behaviours. Justification should be| given

criteria are not met.

Computer programs written in general-purpose languages shall confofm to

nressed so-as to ke\\arifiable and should aim-in particular at early detection
SHOoH raH—a etectq

ented programming rules-aiming at clarity, modifiability and testability.—Fhese+ules
ha a

A set
Simpli
users
rather
avoida3
that m
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Df rules may be specific to a language or to a set of computer programs.-Low-complexity

city, structured programming, modularity, encapsulation, information hiding (sp

nce of the unsafe features of the language and of its tools are examples of prope

ay facilitate understanding, verification, test and modification.

6.6.4.8

e,

should aim in part/cu/ar at ear/y detection and containment of software errors.

6.6.4.9

then rules should specify acceptable metric limits.

6.6.4.10

that

of a software.item only have to concern themselves with the service that is prpvided
than with{the internal workings of the item), presence of-pertinent relevant comrents,

rties

and

For class 2, when a static analysis tool can be used to analyse code complexity,

For class 2, computer programs written in general-purpose languages shall be

verified to be compliant with the applicable rules and standards. Non-conformances shall be
justified, and appropriate counter-measures shall be taken, documented and justified where
necessary.
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For example a counter-measure may be the use of more thorough verification to check that
the code is doing what it is intended to do.

6.7 Software aspects of system integration
6.7.1 General

The integration of software is considered as part of system integration. This subclause
complements 6.2.5, 6.3.4 and 6.4.5 of IEC 61513:2011 by providing additional requirements
specific, or of particular importance, to software.

6.7.2 Software infngrnfinn and/or inelr_\nr‘finnc shall show that the infngrafnr‘l defnm and the

softwdre:

e comply with the design provisions that ensure the satisfaction of _the  sofftware
requirements specification statements identified as important to safety;

o sayisfy the constraints stated by the software requirements specification”with resgect to
cofrectness and robustness.

6.7.3 For class 2, when software validation testing—is—not-considered—to—have has not
sufficipntly exercised the software,-then-sufficient-confidence—in evidence of correct opération
of the|software shall be obtained, either by performing additional’software integration lesting
or by-ther-means more thorough verification.

6.7.4 Software integration shall be performed accerding to the provisions of the dystem
integration plan or of a software integration plan.

6.7.5 Records of the application of the plan used for software integration shpll be
produged, for example, test results. In the event of software or system modifications|being
requirged, it shall be possible to repeat all, or ‘a subset of, the integration tests to evalugte the
extenf of possible changes in behaviour.

6.7.6 For class 2, traceability shalf be provided between software design specificatiqn and
the cofresponding integration tests:

6.7.7 For class 3, traceability should be provided between software design specification
and tHe corresponding integration tests.

6.8 |Software aspects of system validation

6.8.1 General

Aspects of software functionality are tested during system validation. This subclause
complements 6.2.6, 6.3.5 and 6.4.6 of IEC 61513:2011 by providing additional requirements
specific, or of particular importance, to software. Where discrepancies are revealed, validation
may be continued with justification or may be stopped to correct the discrepancy before
revalidation.

6.8.2 For class 2, software validation shall show that, in the target I1&C system, the
integrated software conforms to each functional, performance and interface statement of the
software requirements specification, and contributes as designed to the satisfaction of the
system requirements specification. This shall include justification that:
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e the specified software functions are correctly performed when their parameters and inputs
are in the ranges specified by the software requirements specification, in the conditions of
use defined in the software requirements specification;

e the system functions to which the software contributes are correctly performed in the
conditions of use defined in the system requirements specification;

e the software provides defences as required by the software requirements specification
against operator mistakes and failures of other systems and equipment;

e the software functions as expected in its different modes of operation;

e the plant engineering data used by, or integrated in, the 1&C system is correct; in
particular, the validation of the software shall show that this data-cerrectly-describes—and
addresses defines the interface between the systems and equipment of the plant with
wHich the software interacts or shares resources;

e defences required—ef to be performed by the system—by in the systemnrequirgments
specification against operator mistakes and failures of other systems and 'equipment, and
to which the software contributes, are correctly provided.

NOTE lFor-some-as

1se-—a-hardwareblatform—identical-to—the
Se—a—harawareprattormtaentdcagrto—the

The vplidation tests are normally performed with the softwarecintegrated in the targgt 1&C
system. It may be acceptable to use a platform representative,of the target 1&C sysjem to
perfor validation tests if adequate justification is provided.

The conditions of use of functions important to safety may include the concurrent operafion of
functigns not important to safety notably the operatioq)ddring high communication loadirg.

6.8.3 For class 3, software validation shallshow that, in the target |1&C system, the
integrated software conforms to the functional@performance and interface requirements that
are identified as important to safety. This shat include justification that:

pafameters and inputs are incthe ranges specified by the software requirgments

o the specified software functions important to safety are correctly performed whe% their
spgcification, in the conditions of*use defined in the software requirements specificatjon;

e the system functions impeHant to safety to which the software contributes are cofrectly
pefformed in the conditions’of use defined in the system requirements specification;

e the software providéssdefences as required by the software requirements speciffcation
agpinst operator mistakes and failures of other systems and equipment;

o the software fynstions as expected in its different modes of operation;

o the plant exigineering data used by, or integrated in, the I&C system to implement
fufjpctionsitrportant to safety is correct; in particular, the validation of the softwarg shall
shpw, that this data defines the interface between the systems and equipment of th¢ plant
withWhich the software interacts or shares resources.

The validation tests are normally performed with the software integrated in the target 1&C
system. It may be acceptable to use a platform representative of the target 1&C system to
perform validation tests if adequate justification is provided.

The conditions of use of functions important to safety may include operation during high
communication loading.

6.8.4 Software validation-sheuld shall be performed according to the provisions of a plan
that is preferably the system valldat|on plan or a software valldatlon plan.-H-net—it-shall-be

6.8.5 For class 2, the plan used for software validation shall specify the validation actions
to be performed, and shall show that all the functionality, performance and interface
statements of the software requirements specification are correctly taken into account by
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these actions. It shall also specify the main phases of the software validation (for example, an
off-site phase followed by an on-site phase) and the corresponding means, methods and tools
to be used.

6.8.6 For class 2, the plan used for software validation shall provide traceability between
the software requirements specification and the corresponding validation actions.

6.8.7 For class 3, the plan used for software validation shall specify the validation actions
to be performed, and shall show that all the functionality, performance and interface
statements of the software requirements specification identified as important to safety are
correctly taken into account by these actions. It shall also specify the main phases of the

software—vatrdtatiom—for—exampte,—armoff=sitephase—fotfowed—by—amon=site—ptase—=and the

corregponding means, methods and tools to be used.

6.8.8 For class 3, the plan used for software validation should provide trace&bjlity bgtween
the sdftware requirements specification and the corresponding validation actions.

6.8.9 Records of the application of the plan used for software validation shall be prodluced.
In the|event of software or system modifications being required, it shall be possible to fepeat
all, orla subset of, the validation tests to evaluate the extent of possible changes in behaviour.

6.8.10 For class 2, the results of software validation shdll be auditable by pérsons
compeétent in the subjects addressed but not directly engaged in the validation process.

6.8.11 For class 3, the results of software validation should be auditable by pérsons
compegtent in the subjects addressed but not directhrehgaged in the validation process.

6.8.12 These records shall document the gorfiguration of the software being validatgd and
the cdgnfiguration of the validation environment (for example, the hardware environment and
the togls, if any).

6.8.13 The team that writes the plan used for software validation shall include at leapt one
persof who did not participate inthe design and implementation.

6.9 Installation of software on site
6.9.1 General

Subclguse 6.2.7 of NEC 61513:2011 provides requirements regarding the installation |of the
I&C system on site. This subclause provides additional requirements specific, or of panticular
imporfance, to.the installation of software.

6.9.2 The procedure for installing software on site shall be documented. It shall guarantee
thatt apnreant oA A~ ANt A raian AF A o nfhia e 1o atallad

C UM T o T anmU CUTMpPTCTC Ve T STUTT OT thiC~SOUTtWaT C 1o HStaHea-

6.9.3 The procedure for installing software on site shall include and specify on-site checks
and tests to be performed before the 1&C system is put into full operational use. In particular,
the satisfaction of the conditions required for correct operation of the software shall be
verified.

For example, these conditions may concern the hardware on which the software operates, or
other systems with which the software interacts or shares resources.

6.10 Anomaly reports

6.10.1 If unexpected, apparently incorrect, unexplained or abnormal behaviour is
experienced observed after acceptance into service, an anomaly report should be raised.
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6.10.2 The anomaly report should give details of the behaviour, the software and hardware
configurations and the activities in hand at the time. It should also include the originator,
location, date, and a report identification.

6.10.3 The anomaly reports should be reviewed. Issues raised should be documented,
tracked and resolved.

6.10.4 The anomaly should be reported to the designer and to the users.

6.11 [Software modification
6.11.1 General

The dgcision to proceed with software modifications depends upon their.impact on the 1&C
system. Therefore, they are subject to the requirements of 6.2.8 and 6.4,7of IEC 61513{2011.
This s$ubclause provides additional requirements specific, or of particular importance, to
softwdre.

6.11.2 Software modifications shall be developed and verifiedh.so as to maintain consigtency
with the requirements of 6.2, 6.3, 6.4, 6.5 and 6.6. They shall be installed on-gite in
accordlance with the requirements of 6.9.

6.11.3 Software modifications should be integrated and validated in a manner consistent
with 6|7 and 6.8.

6.11.4 When the extent of a modification does not-necessitate—a require the full application
of 6.7] and 6.8, the integration of the meodified software shall be performed according to a
regregsion software integration plan, and the validation shall be performed according to a
regregsion software validation plan. fhe adequacy and thoroughness of these plans shall be
justifigd taking into account the extent of any modifications made in the software requirgments
speciflcation and in the software,*design specification. Records of the application of|these
plans ghall be produced.

6.11.9 For class 2, when the regression approach is used, the regression software
integration plan andcthe’ regression software validation plan shall give adequate confidence
that the modified software conforms in all respects to the-new modified software requirdments
speciffcation, and that:

e the objectives of the modification are satisfied;

e nol|faultis introduced;

e the modified and/or newly introduced pre-developed software behaves as speciiied by the
corresponding documentation for safety and as expected by the modified software design
specification;

e the other modified and/or new software components conform to their specification.

6.11.6 Software modifications shall be comprehensively documented. In particular, all
affected software documents shall be updated.

6.11.7 Software modification documentation should state:

o the objectives of the software modification, including any system-level objectives;
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e the software components affected or created by the modification;

e identification of the versions of these components, both before and after modification.

The system level objectives of a modification are documented according to the requirements
6.4.7 of IEC 61513:2011.

6.11.8 For class 2, software modification documentation should state in addition:

e any changes made to its specification;

e any constraints that need to be respected when developing the modification;

o theTeferernrces of themodifieddesigrard/or impilerrertation doTumernts.
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6.11.9 For class 2, the level of detail of the documentation of a software modification shall
be sug¢h that:

e jt ¢ontributes as appropriate to the confidence-in the correctness of the modified software
angd 1&C system;

e compliance of the I&C system to the -applicable requirements of IEC 61513:2011 qan be
defmonstrated.

The IEC 61513:2011 requirements~that may be concerned are mainly in 6.2.2.3, 6{2.2.4,
6.2.2.p, 6.2.3.3, 6.2.3.5 and 6.2.4.

6.11.10 The effects of a software modification on the rest of the I&C system and on thq other
systems with which it inferacts or shares resources shall be assessed. Any necessary [action
shall e taken so as te‘ensure the correct operation of the 1&C system.

6.11.11 The effects on software of modifications in the rest of the 1&C system or in thg other
systems with Wwhich it interacts or shares resources shall be assessed. Any necessary [action
shall e taken*so as to ensure the correct operation of the 1&C system.

6.12 |Defences against commaon cause failure due ta software

Systematic faults may be introduced in any design and implementation process due to human
error. Therefore such faults may be introduced by errors or omissions in the system/software
requirements specification or later during software design and implementation (either in the
developed part or in an included pre-existing design). Systematic faults may also be
introduced by software tools when such tools suffer themselves from systematic faults
introduced in their design and implementation process. Software could therefore potentially be
affected by latent systematic faults which could, under some triggering event, lead to the CCF
of multiple instantiations of a software design.

The potential for CCF at system level is in the scope of higher level SC 45A Standards, in
particular:

e |EC 61513:2011 5.4.2.6 that addresses defence against CCF;
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IEC 61513:2011 5.4.4.2 that addresses the assessment of reliability and defences against

CCF.

This document defines development and verification processes and requirements which
minimise the potential for software to have systematic faults and therefore, as such faults can
cause CCF, also minimise the potential for CCF due to software.
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Typical list of software documentation

Table A.1 gives a typical list of software documentation.

Table A.1 — Typical list of software documentation

References to the subclauses of this document References
Docunmients relating to software production \
. . B\
Softwdre quality assurance plan 6.2.1 /’\/
Softwdre verification plan 6.2.2 (o X <
. . . N~
Softwdre configuration management plan 6'2'3(\Q
Docunjentation for safety of pre-developed software 6.3~° ‘l/
N4
Softwdre requirements specification y{b
'
Softwgre design specification Q) V6.5
Programming rules (/C) 6.6.3.8, 6.6.4.7
Softwdre verification report s\\v 6.2.2,6.6.3,6.6.4
Softwdre integration plan* </ O 6.7
| | N
Softwdre integration report* OQ 6.7
o N N
Softwdre validation plan \\}\ 6.8
Softwdre validation report* o\ 6.8
\4
Softwgre installation procedure on site* \"Q 6.9
Documents relating to anomaly @
N4
Anomdly report A\ 6.10
Documents relating to software modif\if?&n
Softwgre modification documentatio\\o‘c 6.11
Regregsion software integration gléﬂ’“ 6.11
Regregsion software integrg_t\@e})ort** 6.11
Regregsion software vaIi@'aM plan** 6.11
ftwaroqBtidat
Regregsion softwar idation report** 6.11
N
*  These docu s may be omitted when their content is included in system documents, for example|in the
sydtem qu ssurance plan, the system configuration management plan, the system integration plan, the
syqtem j ation report, the system validation plan, the system validation report or the system inst4llation
prdce on site.
** Wl"pn\ e extent of a modification does not require the full application of 6 7 and 6 8 Subclauses 62, 6.3,

6.4, 6.5, 6.6 and 6.9 are always applicable to software modifications and consequently the documents relating
to these subclauses have to be kept up to date for any modification.
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Annex B
(informative)

Correspondence between IEC 61513:2011 and this document
Table B.1 shows correspondence between IEC 61513:2011 and this document.

Table B.1 — Correspondence between IEC 61513:2011 and this document

IEC 61513:2011 Subclauses Subclause in this
document
54.2.% Tools 6.2.4 \A
5.4.2. Defence against CCF 6.12 Q~V
54.47% Assessment of reliability and defences against CCF Ar\(b
5.6.2 Architectural design documentation ’(]}.&.4
6 System safety life cycle, Figure 5 ‘();b’ 5.4
L
6.2.2.3.3 Internal behaviour of the system rq/\ 6.3.2,6.5
6.2.2.Y Qualification ,‘{) 6.2.4
6.2.3.2 Selection of pre-existing components X {(/ 6.3
6.2.3.4 Software specification P O\ 6.4
6.2.4 System detailed design and implementation <§< 6.5, 6.6
v
6.2.5 System integration R Q 6.7
)
6.2.6 System validation s\\) 6.8
6.2.7 System installation %) 6.9
N
6.2.8 System design modification \S\' 6.11
6.3.2 System quality assurance plan ’\\Q) 6.2.1
6.3.2. System configuration manage;q@'\t plan 6.2.3
6.3.4 System integration plan’ ‘.\‘jr 6.7
6.3.5 System validation pla()\\ 6.8
6.4.4 System detailed s‘ign documentation 6.5, 6.6
N
6.4.5 System integr@ documentation 6.7
o~
6.4.6 System ve\li%a‘lion documentation 6.8
6.4.7 Syst odification documentation 6.11
N\
6.5.3. @re evaluation and assessment All
8.2 y; ‘:B§quirements on the objectives to be achieved All
NZ
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Annex C
(informative)

Relations of this document with IEC 61508

General

This annex establishes the correspondence between this document and IEC 61508-3:2010.
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been performed, but this process is often subject to relevant national nuclear regulationg.

o system level, |EC 61513:2011, Annex D establishes the correspondence
508-1:2010, IEC 61508-2:2010 and IEC 61508-4:2010. A
3
Comparison of scope and concepts ,\Q)
Q
508 refers to “safety-related systems” in general while this do nt follows
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C.3 Correspondence between this document and IEC 61508-3:2010
Table C.1 — Correspondence between this document and IEC 61508-3:2010
IEC 62138 IEC 61508-3:2010
5.4 Software and system safety lifecycles 71 General
6.2.1 |Software safety lifecycle — Software quality
assurance
6.2.2 | Verification 7.9 Software verification
6.2.3 | Configuration management 6.2.3 | Software configuration management
6.2.4 | Selection and use of software tools 7.4.4 |Requirements for support tools, includin
rogramming languages
6.2.5 [ Selection of languages prog g guag O\/
6.3 Selection of pre-developed software 7.4.2 | General requirements nq}\
6.3.2 | Documentation for safety Annex D (normative) Safet @Rual for
compliant items — additior»gi)equirements for
software elements O
6.4 Software requirement specification 7.2 Software safety reg\h\ements specification
6.5 Software design 7.4 Software des&gﬁd development
6.6 Implementation of software N
N
6.7 Software aspects of system integration 7.5 Progra@s\able electronics integration (hargware
andéo are)
6.8 Software aspects of system validation 7.3 atlon plan for software aspects of sygtem
Ngafety
‘\‘
7@ Software aspects of system safety validatipn
6.9 Installation of software on site Q) Outside the scope of IEC 61508-3 as it is
X0 addressed in IEC 61508-1
6.10 [ Anomaly reports ) ®® Outside the scope of IEC 61508-3 as it is
Q\ addressed in [IEC 61508-1
6.11 Software modification \O 7.6 Software operation and modification procedures
\l‘ 7.8 Software modification
6.12 | Defences against common @e failure due to IEC 61508-3 addresses defences against
software A common cause failure due to software, in
Q particular in annex C and annex F.
A
i 8 Functional safety assessment

In the nuclear sec&)hls assessment is
connected to the‘licensing process and depends
on the safety. fes and national regulations.

g
&

IEC 61508-1 imposes requirements for tedhnical
knowledge and independence of the functipnal
safety assessor(s) graded on the basis of |evel
of innovation, technical novelty and possifjle
consequences of failures. In addition, mo
organizations that offer functional safety
assessor(s) and product certifications are how

dhblUUllUU Uy lIdl.IUIIdI dbblUUlllllg dgcllblbb

NOTE

Informative annexes of IEC 62138 and IEC 61508 are not considered in Table C.1.
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atioral Standard IEC 62138 has been prepared by subcommittee 45A: Instrumentation,

control and electrical power systems of nuclear facilities, of I[EC technical committee 45:
Nuclear instrumentation.

This second edition cancels and replaces the first edition published in 2004. This edition

consti

tutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) align the standard with standards published or revised since the first edition, in particular
IEC 61513, IEC 60880, IEC 62645 and IEC 62671;

b) merge Clause 5 and Clause 6 of the first edition into a single clause in order to avoid the
repetition of the vast majority of the text which proves to be extremely difficult to maintain

in

consistency;
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c) revise clause on the selection of pre-developed software based on experiences from the
application of the first edition of the standard on industrial projects. More precise criteria
are proposed for the evidence of correctness of pre-developed software;

d) introduce requirements on traceability in consistency with IEC 61513;

e) introduce an Annex A that gives a typical list of software documentation;

f) introduce an Annex B that establishes relationship between IEC 61513 and this document;

g) introduce an Annex C that establishes relationship between IEC 61508 and this document.

The text of this standard is based on the following documents:
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INTRODUCTION

Technical background, main issues and organisation of this document

This International Standard provides requirements on the software aspects for computer-
based instrumentation and control (I1&C) systems performing category B or C functions as
defined by IEC 61226. It complements IEC 60880 which provides requirements for the
software of computer-based 1&C systems performing category A functions.

It is consistent with, and complementary to, IEC 61513:2011. Activities that are mainly
system level activities (for example, integration, validation and installation) are not
addressed exhaustively by this document: requirements that are not specific to software
are deferred to IEC 61513:2011.

This document takes into account the current practices for the development of softwlare for
I&C systems, in particular:

— [ the use of pre-developed software, equipment and equipment familiesCthat were not
necessarily designed to nuclear industry sector standards;

— | the use of application-oriented languages.
Situation of the current document in the structure of the IEC SC 45A standard geries

IEC 61513 is a first level IEC SC 45A document and gives guidance applicable to |&C at
system level.

IEC 62138 is a second level IEC SC 45A document\that supplements IEC 61513
cohcerning software development of computer-based I1&C' systems performing category B
or [C functions.

For more details on the structure of the IEC SC45A standard series, see item d) pf this
introduction.

Rgcommendations and limitations regarding the application of this document

This document is not intended to be used as a general-purpose software engingering
gujde. It applies to the software of I&Cisystems performing category B or C functigns for
new nuclear power plants as well asto’'1&C upgrading or back-fitting of existing plants.

For existing plants, only a subset of requirements is applicable and this subset hag to be
id¢ntified at the beginning of afy project.

The purpose of the guidance provided by this document is to reduce, as far as pogsible,
theg potential for latent-software faults to cause system failures, either due to |single
software failures oremultiple software failures (i.e. Common Cause Failures dque to
software).

Thjs documenttdoes not explicitly address how to protect software against those threats
arising from malicious attacks, i.e. cybersecurity, for computer-based systems. |IEC 62645
provides requirements for security programmes for computer-based systems.

To| ensure that this document will continue to be relevant in future years, the emphasis
hag been placed on issues of principle, rather than specific technologies.

ships
with other IEC documents and other bodies documents (IAEA, 1SO)

The top-level documents of the IEC SC 45A standard series are |IEC 61513 and
IEC 63046. IEC 61513 provides general requirements for I&C systems and equipment that
are used to perform functions important to safety in nuclear power plants (NPPs).
IEC 63046 provides general requirements for electrical power systems of NPPs; it covers
power supply systems including the supply systems of the I&C systems. IEC 61513 and
IEC 63046 are to be considered in conjunction and at the same level. IEC 61513 and
IEC 63046 structure the IEC SC 45A standard series and shape a complete framework
establishing general requirements for instrumentation, control and electrical systems for
nuclear power plants.

IEC 61513 and IEC 63046 refer directly to other IEC SC 45A standards for general topics
related to categorization of functions and classification of systems, qualification,
separation, defence against common cause failure, control room design, electromagnetic
compatibility, cybersecurity, software and hardware aspects for programmable digital
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systems, coordination of safety and security requirements and management of ageing.
The standards referenced directly at this second level should be considered together with
IEC 61513 and IEC 63046 as a consistent document set.

At a third level, IEC SC 45A standards not directly referenced by IEC 61513 or by
IEC 63046 are standards related to specific equipment, technical methods, or specific
activities. Usually these documents, which make reference to second-level documents for
general topics, can be used on their own.

A fourth level extending the IEC SC 45A standard series, corresponds to the Technical
Reports which are not normative.

The IEC SC 45A standards series consistently implements and details the safety and
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NUCLEAR POWER PLANTS - INSTRUMENTATION
AND CONTROL SYSTEMS IMPORTANT TO SAFETY -
SOFTWARE ASPECTS FOR COMPUTER-BASED SYSTEMS
PERFORMING CATEGORY B OR C FUNCTIONS

1 Scope

This dpcumentspecifies Tequirerments for the software of computer-based-imstramermtation and
contrdl (I&C) systems performing functions of safety category B or C as definpd by
IEC 61226. It complements IEC 60880 which provides requirements for the (Software of
computer-based I&C systems performing functions of safety category A.

It is consistent with, and complementary to, IEC 61513. Activities that are_mainly system level
activitles (for example, integration, validation and installation) are not addressed exhauptively
by thig document: requirements that are not specific to software are deferred to IEC 615[13.

The link between functions categories and system classes is ‘given in IEC 61513. S|nce a
given [safety-classified I&C system may perform functions of\different safety categorigs and
even hon safety-classified functions, the requirements of this document are attached [to the
safety|class of the 1&C system (class 2 or class 3).

This document is not intended to be used as a general-purpose software engineering gyide. It
appliep to the software of I&C systems of safety.classes 2 or 3 for new nuclear power [plants
as well as to I&C upgrading or back-fitting of existing plants.

For existing plants, only a subset of requirements is applicable and this subset has|to be
identifjed at the beginning of any project:

The purpose of the guidance provided by this document is to reduce, as far as possible, the
potenfial for latent software faulfs to cause system failures, either due to single software
failurgs or multiple software failures (i.e. Common Cause Failures due to software).

This document does not* explicitly address how to protect software against those threats
arising from malicious) attacks, i.e. cybersecurity, for computer-based systems. IEC 62645

content constitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60880:2006, Nuclear power plants — Instrumentation and control systems important to
safety — Software aspects for computer-based systems performing category A functions

IEC 61226, Nuclear power plants — Instrumentation and control important to safety —
Classification of instrumentation and control functions

IEC 61513:2011, Nuclear power plants — Instrumentation and control important to safety —
General requirements for systems
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IEC 62671:2013, Nuclear power plants — Instrumentation and control important to safety —
Selection and use of industrial digital devices of limited functionality

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

° |EC-Electropedia—available at hitn: /. electropedia.orgl
Ll Lad Ll J

e |SP Online browsing platform: available at http://www.iso.org/obp

3.1
animgtion
proce$s by which the behaviour defined by a specification is displayed ‘with actual yalues
derived from the stated behaviour expressions and from some input valuées

[SOURCE: IEC 60880:2006, 3.1]

3.2
appligation function
functign of an 1&C system that performs a task related to the process being controlled |rather
than tp the functioning of the system itself

[SOURCE: IEC 61513:2011, 3.1]

3.3
appligation software
part of the software of an I&C system that“implements the application functions

Note 1 fo entry: Application software contrasts with system software.

Note 2 fo entry: Application softwafe s plant specific, so it is not to be considered pre-developed software

[SOURCE: IEC 61513:201%, 3.2 modified (modified notes to entry)]

3.4
appligation-oriented language
computer language specifically designed to address a certain type of application and|to be
used by persons who are specialists of this type of application

Note 1 foséntry: Equipment families usually feature application-oriented languages so as to provide easy| to use
capability foradjustmgtheequipmenttospecific TequirenTents:

Note 2 to entry: Application-oriented languages may be used to specify the functional requirements of an 1&C
system, and/or to specify or design application software. They may be based on texts, on graphics, or on both.

Note 3 to entry: Examples: function block diagram languages, languages defined by IEC 61131-3.

Note 4 to entry: See also general-purpose language.

[SOURCE: IEC 60880:2006, 3.3 modified (addition of note 4 to entry)]

3.5

common cause failure

CCF

failure of two or more structures, systems or components due to a single specific event or
cause
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Note 1 to entry: Common causes may be internal or external to an I&C system.

[SOURCE: IAEA Safety Glossary, 2016 edition]

3.6

complexity

degree to which a system or component has a design, implementation or behaviour that is
difficult to understand and verify

[SOURCE: IEC 61513:2011, 3.9]

3.7
computer program
set of lordered instructions and data that specify operations in a form suitable for execution by
a computer

Note 1 |to entry: This includes traditional programs written in general-purpose languages, This also ihcludes
programs written in application-oriented languages.

[SOURCE: IEC 60880:2006, 3.10, modified (addition of note 1 to entry)]

3.8
complter-based item
item that relies on software instructions running on micropracessors or microcontrollers

Note 1 fo entry: In this term and its definition, the term item can{be‘feplaced by the terms: system or equipment or
device.

Note 2 fo entry: A computer-based item is a kind of programmable digital item.

Note 3 fo entry: This term is equivalent to software-based item.

3.9

configuration management

proce}s of identifying and documenting the characteristics of a facility’s structures, systems
and components (including computer systems and software), and of ensuring that changes to

these | characteristics are properly developed, assessed, approved, issued, implemgented,
verified, recorded and incorporated into the facility documentation

[SOURCE: IAEA Safety-Glossary, 2016 edition]

3.10
cyberpecurity
set of| activities and measures whose objective is to prevent, detect, and react to [digital
attackp that‘have the intent to cause:

e disclosures that could be used to perform malicious acts which could lead to an accident,
an unsafe situation or plant performance degradation (confidentiality),

e malicious modifications of functions that may compromise the delivery or integrity of the
required service by I&C CB&HPD systems (including loss of control) which could lead to
an accident, an unsafe situation or plant performance degradation (integrity),

e malicious withholding or prevention of access to or communication of information, data or
resources (including loss of view) that could compromise the delivery of the required
service by I&C systems which could lead to an accident, an unsafe situation or plant
performance degradation (availability).

Note 1 to entry: This definition is tailored with respect to the IEC 62645 scope, focusing on the prevention of,
detection of and reaction to malicious acts by digital means on I&C CB&HPD systems. It is recognized that the
term “cybersecurity” has a broader meaning in other standards and guidance, often including non-malevolent
threats, human errors and protection against natural disasters, which are all out of the scope of IEC 62645.
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[SOURCE: IEC 62645:2014, 3.6 modified (removal of note 2 to entry)]

3.11

dedicated functionality

property of devices that have been designed to accomplish only one clearly defined function
or only a very narrow range of functions, such as, for example, capture and signal the value of
a process parameter, or invert an alternating current power source to direct current. This
function (or narrow range of functions) is inherent in the device, and not the product of
programmability by the user

Note 1 to entry: Ancillary functions (e.g., self-supervision, self-calibration, data communication) may also be
implemented within the device,  but they do not change the fundamental narrow scope of applicability of the device.

Note 2 fo entry: “Dedicated” in the sense in which it is used in IEC 62671 refers to design for one specific fjunction
that cannot be changed in the field.

[SOURCE: IEC 62671:2013, 3.7]

3.12
desigh specification
docunjent or set of documents that describe the organisation and functioning of an item, and
that afe used as a basis for the implementation and the integration of the item

3.13
documentation for safety
document or set of documents that specifies how  ‘a° product can be safely us¢d for
applicptions important to safety

Note 1 fo entry: This definition is used in the context of pre-developed software (see 6.3).

3.14
dynamic analysis
procegss of evaluating a system or coniponent based on its behaviour during execution. In
contrast to static analysis

[SOURCE: IEC 60880:2006, 3-15]

3.15
electrjcal/electronic/programmable electronic item
E/E/PE item

item based on _electrical (E) and/or electronic (E) and/or programmable electronig¢ (PE)
technglogy

Note 1 |to ehtry: In this term and its definitions, the word “item” can be replaced by the words: system or
equipmgnt.or, device.

[SOURCE: IEC 61508-4:2010, 3.2.13, modified ("item" added and note to entry modified)]

3.16

equipment family

set of hardware and software components that may work co-operatively in one or more
defined architectures (configurations). The development of plant specific configurations and of
the related application software may be supported by software tools. An equipment family
usually provides a number of standard functionalities (e.g. application functions library) that
may be combined to generate specific application software

Note 1 to entry: An equipment family may be a product of a defined manufacturer or a set of products
interconnected and adapted by a supplier.

Note 2 to entry: The term “equipment platform” is sometime used as a synonym of “equipment family”.
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[SOURCE: IEC 61513:2011, 3.17 modified (removal of note 1 to entry)]

3.17
error

discrepancy between a computed, observed or measured value or condition, and the true,
specified or theoretical value or condition

Note 1 to entry: See also human error, fault, failure.

[SOURCE: IEC 61513:2011, 3.18, modified (addition of note 1 to entry)]

3.18

executable code

softwgre that is included in the target system

Note 1 |to entry: Executable code usually includes instructions to be executed by the hardware of th¢ target
system] and associated data.

3.19

failure

loss of the ability of a structure, system or component to function within acceptance critgria
Note 1 [to entry: Equipment is considered to fail when it becomes incapable” of functioning, whether or pot it is
needed|at that time. A failure in, for example, a backup system may not pe'\manifest until the system is call¢d upon
to functjon, either during testing or on failure of the system it is backing up.

Note 2 fo entry: A failure is the result of a hardware fault, softwape“fault, system fault, or operator or main{fenance
error, apd the associated signal trajectory which results in the fajlure.

Note 3 fo entry: See also human error, fault, error.

[SOURCE: IAEA Safety Glossary, edition 2016]

3.20

fault

defecfin a hardware, software or'system component

Note 1 fo entry: Faults may be originated from random failures, that result e.g. from hardware degradation} due to
ageing,|]and may be systematic faults, e.g. software faults, which result from design errors.

Note 2 fo entry: A fault fnotably a design fault) may remain undetected in a system until specific conditipns are
such thpt the result produced does not conform to the intended function, i.e. a failure occurs.

Note 3 o entry: Sée-also human error, error, failure.

[SOURCE;E€ 61513:2011, 3.21, modified (note 3 to entry modified)]

3.21

firmware

software which is closely coupled to the hardware characteristics on which it is installed. The
presence of firmware is generally “transparent” to the user of the hardware component and,
as such, may be considered to be effectively an integral part of the hardware design (a good
example of such software being processor microcode). Generally, firmware may only be
modified by a user by replacing the hardware components (for example, processor chip, card,
EPROM) which contain this software with components which contain modified software
(firmware). Where this is the case, configuration control of the hardware components of the
equipment effectively provides configuration control of the firmware. Firmware, as considered
by IEC 60987, is effectively software that is built into the hardware

[SOURCE: IEC 60987:2007, 3.4]
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3.22
functi

onal validation

verification of the correctness of the application functions specifications against the top level
plant functional and performance requirements. It is complementary to the system validation
that verifies the compliance of the system with the functions specification

[SOURCE: IEC 61513:2011, 3.23]

3.23
gener

al-purpose language

computer language designed to address all types of usage

Note 1
languag

Note 2

Note 3

[SOUR

3.24
huma

to entry: The system software of equipment families is usually implemented using general
es.

o entry: Examples: Ada, C, Pascal.

o entry: See also application-oriented language.

RCE: IEC 60880:2006, 3.20 modified (note 3 to entry added)]

h error (or mistake)

human action that produces an unintended result

Note 1

[SOUF

3.25
1&C a
organ

[SOUR

3.26

I&C s
syster
monitg

Note 1

internal
to actu
resourd

Note 2

o entry: See also fault, error, failure.

RCE: IEC 61513:2011, 3.26 modified (note 1 to.entry added)]

rchitecture
sational structure of the I&C systems’of a plant which are important to safety

RCE: IEC 61513:2011, 3.27]

ystem
n, based on E/E/RE" items, performing plant I&C functions as well as servic
ring functions related to the operation of the system itself

to entry: The\term is used as a general term which encompasses all elements of the system
power supplies, sensors and other input devices, data highways and other communication paths, in
htors and\w.other output devices. The different functions within a system may use dedicated or
eS.

urpose

e and

uch as
erfaces
shared

oventry: The elements included in a specific I&C system are defined in the specification of the bou

ndaries

of the s

Stem.

Note 3 to entry: See also the definition of E/E/PE item and the associated notes.

Note 4 to entry:

HMI systems, interlock systems and protection systems.

3.27

integration
progressive aggregation and verification of components into a complete system

3.28

library
collection of related software elements that are grouped together, but which are individually
selected for inclusion in the final software product

According to their typical functionality, IAEA distinguishes between automation / control systems,
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[SOURCE: IEC 60880:2006, 3.24]

3.29
mode of operation
functional state of an item where it provides a specific operational behaviour

EXAMPLE: Initialisation mode, normal mode, degraded modes to be taken in case of error in the item.

3.30
operational system software
software running on the target processor during system operation

EXAMPLE: Operating system, input/output drivers, exception handler, communication software, application-
softwarp libraries, self-supervision, redundancy and graceful degradation management.

3.31

parameter
data I.i'Lem governing the behaviour of the I&C system and/or of its software,sand that may be
modified by operators during plant operation

3.32
pre-d¢veloped software
softwdre that already exists, is available as a commercial or, pteprietary product, and is| being
considered for use

Note 1 fo entry: In this document, pre-developed softwares are divided in two different types:
a) complete operational system software,

b) soffware components.

Note 2 fo entry: Pre-developed software may be divided into software that has not been specifically develgped for

a speclfic hardware environment, and software integrated in hardware components that has to be fised in
association with this hardware.

Note 3 fo entry: In this document, this term dees not cover software tools, even when they are pre-developgd.

Note 4 o entry: Application software is-plant specific, so it is not to be considered pre-developed software

[SOURCE: IEC 60880:2006, 3-28 modified (notes to entry added)]

3.33
pre-existing items
hard- |or softwarelor software-based equipment that already exists, is available|as a
commercial or.proprietary product, and is being considered for use

Note 1 fo entry:* This definition is included for the consistency of the terms and definitions with IEC 61513:2011,
but notjused. Tn this document, dedicated to software, the term pre-developed software is used.

[SOURCE: IEC 61513:2011, 3.36 modified (note 1 to entry modified)]

3.34
programmable digital item
item that relies on software instructions or programmable logic to accomplish a function

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 to entry: The main kinds of programmable digital items are computer-based items and programmable logic
items.

Note 3 to entry: This term used by IEC SC 45A is equivalent to programmable electronic item (PE item) defined
according to IEC 61508.
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3.35

programmable logic item

item that relies on logic components with an integrated circuit that consists of logic elements
with an inter-connection pattern, parts of which are user programmable

Note 1 to entry: In this term and its definition, the term item can be replaced by the terms: system or equipment or
device.

Note 2 to entry: A programmable logic item is a kind of programmable digital item.

Note 3 to entry: See also the definition of E/E/PE item and the associated notes.

3.36

self-supervision
automiatic testing of system hardware performance and software consistency of ascomnputer-
based|I&C system

[SOURCE: IEC 60671:2007, 3.8]

3.37
software
progrgms (i.e. sets of ordered instructions), data, rules and any associated documentation
pertaining to the operation of a computer-based |&C system

[SOURCE: IEC 61513:2011, 3.51]

3.38
software component
one of the parts that make up a complete .software. Software components need [to be
integrated to form complete software

Note 1 fo entry: In this document, a pre-developed software item can be considered a software componenjt only if
it is infegrated in larger software to form complete operational system software. In particular, verificatjon and
validatipn of the complete operational sysfém software has to be performed with the software components
embedded. The integration may be within software that runs on a single processor, for example for Repl Time
Operating Systems or libraries. The .integration may also be within software that run in close cooperdtion on
several|processors, for example the firmware of communication modules or input/output modules.

3.39
software development
all actjvities of the saftware lifecycle that lead to the creation of the software of an I&C qystem
or of|a software\product and that cover all the phases from software requirgments
specif|cation to ¥alidation and installation on site

3.40
software-modification
changetin _an already agreed document (or documents) leading to an alteration bf the

executable code

Note 1 to entry: Software modifications may occur either during initial software development (for example, to
remove faults found in later stages of development), or after the software is already in service.

[SOURCE: IEC 60880:2006, 3.36]

3.41

software safety lifecycle

necessary activities involved in the development and operation of the software of an 1&C
system important to safety occurring during a period of time that starts with the software
requirements specification and finishes when the software is withdrawn from use

[SOURCE: IEC 60880:2006, 3.37]
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software validation
test and evaluation of integrated software to ensure compliance with the functional,
performance and interface specifications imposed by the 1&C system requirements

Note 1 to entry: In this document, software validation is considered a part of system validation.

3.43
static

analysis

process of evaluating a system or component based on its form, structure, content or
documentation. In contrast to dynamic analysis

[SOUR

3.44

syste
softwg
the o
examy
opera

Note 1
such ag
librarie
Note 2
and of {
tools, e

Note 3

[SOUR

3.45
syste

the r
robus

Note 1

Validati
satisfad

Compu
softwar

Firstly,

RCE: IEC 60880:2006, 3.40]

m software
re designed for a specific computer system or family of computer systems to fa

le, operating systems, computers, utilities. System software is Wsually compo
ional system software and support software

, self-supervision, redundancy and graceful degradation management.

he system such as compilers, code generators, graphic editor, off-line diagnostic, verification and v
c.

o entry: See also application software.

RCE: IEC 61513:2011, 3.58 modified (notes 2, 3 and 4 to entry added)]

m validation

quirement specification\\as intended (functionality, response time, fault tole
ness)

confir%nation by examination and provision of other evidence that a system fulfils in its e

o entry: The 2016 edition of the IAEA Safety Glossary gives the two following definitions:

pon: The process\of determining whether a product or service is adequate to perform its intended
torily. Validation*may involve a greater element of judgment than verification.

er systemiwvalidation: The process of testing and evaluating the integrated computer system (hardw
P) to ensure compliance with the functional, performance and interface requirements.

Cilitate

peration and maintenance of the computer system and associated programs, for

sed of

o entry: Operational system software: software running on the targét processor during system opration,
. operating system, input/output drivers, exception handler, communjcation software, application-Joftware

o entry: Support software: software that aids in the development, test, or maintenance of other qoftware
g

lidation
Ftirety
ance,

unction

bre and

the definition “system validation” is a specific case of validation. It refers to a specific product, ngmely to

the vali

ation or an I&U system. This Is consistent with the TAEA deTinition. secondly, the TEL detinition s

ecifies

the reference of validation, namely the requirement specification whereas the IAEA definition only refers to the
“intended function”.

[SOURCE: IEC 61513:2011, 3.59]

3.46

systematic fault
fault related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational proce
documentation or other relevant factors

[SOURCE: IEC 61513:2011, 3.60]

dures,
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3.47

verification

confirmation by examination and by provision of objective evidence that the results of an
activity meet the objectives and requirements defined for this activity

[SOURCE: IEC 61513:2011, 3.62]

4 Symbols and abbreviated terms

CB Computer-based

CCF
EPROlM Erasable Programmable Read Only Memory

HMI Human machine interface

HDL Hardware Description Language
HPD HDL-Programmed Device

1&C Instrumentation and control
NPP Nuclear power plant

5 Key concepts and assumptions

5.1 |[General
Claus¢ 5 presents some of the key concepts and assumptions about the nature am? the

develgpment of the software of 1&C systems of safety class 2 or 3, upon which the norgative
text is|based.

5.2 [Types of software

Figurg 1 illustrates the range of seryvices offered by software in a typical I&C system ¢r I1&C
archit{cture. Software may often be-defined as being either system software or application

softwgre. System software mayCalso be divided into operational system software, which is
embedded in safety classified [&C systems, and support system software (or software|tools)
which|is either off-line or_embedded in non-safety classified support systems. Softwarg may
also he found in dedicated devices such as sensors and actuators, communication devices
and Upinterruptible Power Supplies (UPSs).
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Software for service

systems

Application software
written in application-
oriented languages

Application software
written in application-
oriented languages

Operational system

Operational system

software

- Operating system

- Function block library

- Graphic library

- Communication software

software

- Operating system

- Function block library

- Communication software
- Software interfaces to

Support system

software

- Operating system

- Engineering data base
management system

- Engineering tools

- Diagnostic tools

Engineering data
for hardware and“softwar

[

- Software interfaces

Peripheral Field
devices devices
Application software
written in general- 4 4
purpose language v
Input-output
devices
A with embedded
v software
Graphic display
with embedded software )
Field
devices
v with
External processing units embedded
software
IEC
Figure 1 — Typical software parts in a computer-based I&C system
The spftware in an I&C system may also be divided into pre-developed software {which
usually provides functions: useful to a range of I&C systems) and new software {which

is developed to the specific needs of the I&C system). The requirements of this document
which|address issues-that are relevant to new software may also be applied retrospectiyely to
pre-dgveloped software. In some instances, however, this document provides alteqnative
requirements specifically to address issues relevant to pre-developed software.

Many | modern equipment families are provided with extensive application-orfjented
develgpment tools that enable plant or system engineers to specify their requirements| using
graphical techniques. The tools may automatically translaté the graphics representing
computer programs into executable application software. When these tools are of adequate
quality, this approach is considered to reduce the risk of faults.

5.3 Types of configuration data

Many system designs make extensive use of configuration data. Configuration data may be
associated with operational system software or with application software. Configuration data
associated with application software consists mainly of plant engineering data resulting from
the design of the plant, and is often prepared by plant designers who are not required to have
software skills. Configuration data may be divided into:

e data items which are not intended to be modified on-line by plant operators, and which are
submitted to the same requirements as apply to the rest of the software;
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e parameters, i.e., data items which may be modified by operators during plant operation
(for example, alarm limits, set points, data required to calibrate instrumentation) and which
need specific requirements.

5.4 Software and system safety lifecycles

System requirements specification
(6.2.2, 6.4.2)

Selection of pre-existing ¢

equipment/ L .
equipment family (6.2.3.2) Suitability analyils (6.2.3, 6.4.3)

System specification (6.2.3, 6.4.3)

v

Y

System detailed design and implementation (6.2.4, 6.4.4)
Application software Equipment (system Development of
development/generation software and hardware) |operational-system software
procurement and-hardware features

v System integration (6.2.5, 6.3.4,.64.,5)
Functional *
validation
(6.2.4.2.1) System validation (6.2.676.3.5, 6.4.6)

!

System installation (6.2.7, 6.3.6)

v

System.modification (6.2.8, 6.4.7)

1EQ]

Figure 2 — Activities of the system safety lifecycle (as defined by IEC 61513:2011)

re usually contributesstrongly to the functions performed by the I&C system. |t may

initialipation and supervision of hardware, communication between, and synchronisatjon of,
sub-systems). Thus, thie software safety lifecycle is in most cases strongly integrated wjth the
safety lifecycle! In particular, the software requirements specification is a part of, or is
directly frem; system specification and system design.

Althoygh the verification of software is definitely a part of the software safety lifecycle| there
is oftgn no separate and well-identified boundary between software integration and dystem
integration. Therefore, in this document, software integration is considered to be a part of
syster ; e . . L
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lifecycle — ! specification
software quality e !
assurance 1
(6.2.1)
Selection of Suitability analysis of
pre-developed > pre-developed software
software (6.3) (6.3.4)
Software  } |mEmm===--- } -------- 1
verification 1 System specification 1
(6.2.2) Cm———--- 1 -------- :
i System detailed design and implementation !
! |
Boftware Application software Equipment (system Development of
copfiguration development/generation software and hardware) operatlongl:ystem software
management (6.4 to 6.6) procurement (O¢0 6.6)
623  |—l- 1 --------
Software aspects of system
R ) T, integration (6.7)
: Functional 1
Selegtion and use |,  Vvalidation : \
of s¢ftware tools |=======-=---=
(6.2.4) Software aspects of system
validation (6.8)
A
Software‘dspects of system
Selection of installation (6.9)
languages
(6.2.5) \
Software aspects of system
modification (6.11) IEC
NOTE |Boxes in thin dotted lines represent system activities not addressed in this document.
Figure 3 — Software'related activities in the system safety lifecycle
Figurd 2 and Figure 3 illustrate the relationship between the activities of the software [safety
lifecydle and the activities of the system safety lifecycle.
It hag to be nofed that although IEC 61513:2011 identifies two different paths for the
implementation™y*of software (application software and operational system software,
see Higure<2 and Figure 3), this document organises the requirements regardirlg the
implementation of software into four subclauses:
e 6.6.7 provides requirements that are applicable whatever implementation technique is
used;

e 6.6.2 provides requirements specific to the configuration of pre-developed software and of
devices containing software, and in particular the setting of parameters and other
configuration data;

e 6.6.3 provides requirements specific to the implementation and verification of software in
application-oriented languages;

e 6.6.4 provides requirements specific to the implementation and verification of software in
general-purpose languages.

As boxes

titled “Application software development/generation”

“Development of
operational system software” represent a large and essential part of the software safety
lifecycle, a zoom is provided in Figure 4 which illustrates in more detail the activities between
software requirements specification and software validation, with a clear representation of the
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three different implementation paths (configuration of pre-developed software and devices,
use of application-oriented languages and use of general-purpose languages).

5.5

As a qonsequence of the gradation of safety.relevance for functions of categories A, B

(see |

softwgre of I&C systems of safety classes>t, 2 and 3.

Software of I&C systems of safety classes 1 is covered by IEC 60880.

The a

of conffidence that is suitable for software of an 1&C system important to safety. The prin

follow

— reljance on quality_assurance;

Software Software aspects of
requirements system validation
specification (6.4) (6.8)
Software aspects of |
> Software system(gn;e)gratlon
design (6.5) )
A

Configuration of software

\ 4

and of devices containing
software
(6.6.1, 6.6.2)

Implementation of
software in application-
oriented languages
(6.6.1, 6.6.3)

\ 4

Implementation of software in
———»[general-purpose language
(6.6.1, 6.6.4)

Figure 4 — Development activities of the IEC 62138 software safety lifecycle

Gradation principles

EC 61226), a suitable gradation has been adopted for the requirements applicable

pplication of the requiregments of this document for safety class 3 confers the basi

ed are:

bcial attention given to the assurance that the software:

contributes as necessary to, and does not adversely affect, the functions impor
safety;

IEC

and C
to the

C level
ciples

ant to

satisfies the software requirements specification statements which define cons

kraints

Important to safety,

— assurance that the operators of the I&C system are informed as early as reasonably
possible of software errors and failures that may affect the functions identified as

im
— do

portant to safety, so that any appropriate action can be taken;

cumented software requirements specifications, design specifications, integration
specifications, validation specifications (i.e. full functional testing) and modification
specifications.

For safety class 2, in addition to the principles already stated for class 3, the principles
followed by this document are:

— justification, based on tests and design, that the required safety-related performance (for
example, response times) will be met in all the specified conditions;

— more stringent requirements for the selection of pre-developed software;
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— more stringent requirements for verification, configuration management, selection and use
of software tools and languages;

— explicit requirements for simplicity, clarity, precision, verifiability, testability and
modifiability.

When requirements are applicable to both safety classes, the extent of the justification
required to confirm compliance with this document may be moderated according to the safety
class, i.e. for class 3, the extent of justification may be reduced compared to class 2. Also, the
extend of justification for those functions which are ‘not important to safety’ in class 2 or 3
systems need only address how the design ensures that such functions do not jeopardise the
functions which are identified as important to safety.

6 Requirements for the software of class 2 and class 3 I&C systems

6.1 |Applicability of the requirements

The rg¢quirements and recommendations of this document are stated iny this Clause 6. The
requirements and recommendations that are not specifically marked are-applicable to dlass 2
and class 3 systems. The requirements and recommendations that are*applicable specifically
to clags 3 or to class 2 systems are identified as such and appear in(italics.

All thg requirements and recommendations are indented and hitimbered. All other paragraphs
are ipformative. In particular, unnumbered paragraphS)® provide notes regarding the
immediately preceding numbered paragraph unless otherwise stated. When unnumbered
paragfaphs provide notes regarding more clauses than.the immediately preceding numbered
paragfraph, they are introduced by “Concerning xxx.and yyy, ...”.

It is npt the intention of this document to preséribe a defined set of documents, but rather to
defingl the information which needs to be documented. The particular hierarchy and format of
docunmentation adopted may vary, provided that the principles set out in this documelnt are
addres$sed. For information Annex A presents a typical list of software documentation.

6.2 |General requirements
6.2.1 Software safety lifecycle — Software quality assurance
6.2.1. General

Subclause 6.3.2 of IEC 61513:2011 provides requirements for quality assurance at the level
of an [I&C systenii-This subclause provides additional requirements specific, or of particular
imporfance, to-seftware.

6.2.1.2 The development of software shall be performed according to a software [safety
lifecydle.“The provisions of this software safety lifecycle shall be specified in a quality
assurance plan.

This quality assurance plan may be a part of the system quality assurance plan, or may be a
separate software quality assurance plan.

6.2.1.3 If a separate software quality assurance plan is used, it shall be consistent with
the system quality assurance plan. The software quality assurance plan shall address the
requirements of 6.3.2 of IEC 61513:2011 as they relate to software.

6.2.1.4 The quality assurance plan shall divide the development phase of the software
safety lifecycle into specified activities. These activities shall include the activities necessary
to achieve the required software quality, and to verify and provide objective evidence that this
quality is achieved.
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6.2.1.5 The specification of an activity shall state:

e its objectives;
o its relationships and interactions with other activities;
e its inputs and results;

o the organisation and responsibilities relevant to the activity.

6.2.1.6 The contents and properties required of the inputs and results should also be
specified.

6 21 Tl Lt 1 loall H dlood tlo H 1 P £ I 4 t H
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assigried to competent persons equipped with adequate resources.

6.2.1.8 The quality assurance plan shall require that modifications in approved documents
are idéntified, reviewed and approved by authorised persons.

6.2.1.]} The quality assurance plan shall require that the methods, languages, tools| rules
and sfandards used are identified and documented, known to, and within the competengies of
the concerned development personnel.

6.2.1.10 The quality assurance plan shall require that if several methods, languages,| tools,
rules and/or standards are used, it is clear which ones haveto be used for each activity.

6.2.1.11 The quality assurance plan shall require<hat project specific terms, expregsions,
abbreyiations and conventions used are explicitly defined.

6.2.1.12 The quality assurance plan shall require that non-conformances raised are tfacked
and rgsolved.

6.2.1.13 The quality assurance plan-shall require that records resulting from its application
are pnoduced. In particular, it shalk'require that the results of verifications and reviews are
recorded together with the scope of the verifications or reviews, the conclusions reachgd and
the resolutions agreed. Any deviation from the quality assurance plan shall be documented
and justified.

6.2.1.14 The quality(assurance plan shall require that the output documentation consftitutes
a sefl of appropriately cross-referenced mutually consistent documents, ensurinlg the
tracedbility of the«final design to the input requirements.

6.2.2 Verification

6.2.2. A verification plan shall define the scope of software verification and feview
activittes:

6.2.2.2 The verification plan shall address the requirements of 6.3.2.2 of IEC 61513:2011
as they relate to software.

6.2.2.3 Verifications and reviews shall be performed according to documented provisions.
The Verification Plan shall ensure that:
o the verification results are held under configuration management;

o all verification activities have precisely identified inputs, and their results are consistent
with these inputs;

e the activities fulfil their specified objectives, and their results have the required contents
and properties, and comply with any resolution agreed;

e the results are clear, precise and up-to-date;
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o the results comply with any applicable rule;

o the results comply with the applicable requirements of this document.

“Precisely identified” means that the version is known without any ambiguity. “Clear” means
that the individuals who need to read a document can fully understand it without excessive
effort, even if they have not been involved earlier in the project, provided that they have the
required knowledge. “Precise” means that there is no ambiguity.

The extent of the verification and review activities may be dependent on the scale and nature
of the software, on the scale and nature of the results to be verified or reviewed, and on the
methods and tools used. This extent may also be less thorough regarding the specified

i 44 tannot

6.2.2. The verification plan should ensure that records are produced, ‘such thpt the
verification process is fully auditable, i.e. such that independent confirmation ¢f the
implementation of the verification plan may be performed.

6.2.2. The verification of the results of an activity shall be performed by competent
persoms who did not participate in the activity.

This does not imply that a person who is an author for one dociiment cannot be the ver|fier of
another.

6.2.2.6 The verification of the results of an activity/should include representatives off those
concefned with the use of these results, as well as other experts, as necessary.

6.2.2.7 The software requirements specification, the software design specification apd the
softwgre validation plan shall be verified.

6.2.2.8 For class 2, the application of design and implementation rules shall be verified.

6.2.2.9 Software verification(shall be performed by persons who did not develgp the
softwdre being verified.

6.2.2.10 For class 2,.persons who do the verification should have managerial indeperndence
from the developers.

6.2.3 Configuration management

6.2.3. General

Subclause 6.3.2.3 of IEC 61513:2011 provides requirements for configuration managenjent at
the I&C system level. This subclause provides additional requirements specific, or of
particular importance, to software.

6.2.3.2 Configuration management for software shall be performed according to the
provisions of a configuration management plan or of the quality assurance plan. These
provisions shall be consistent with those for system level configuration management.

6.2.3.3 Configuration management shall be applied to the items related to the correctness
of software. The configuration management plan shall specify which software items or types
of software items are to be held under configuration management. In particular, these shall
include:

e the key documents of the software safety lifecycle (in particular the documents required to
be verified);
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o the software components necessary to build the executable code, and the executable
code itself;

o the software tools influencing the correctness of software.

6.2.3.4 The configuration management plan shall specify technical means for the
authentication of the software items under configuration management and of their versions.

6.2.3.5 The configuration management plan shall ensure that the version of the software
attached to a given version of the system or equipment, and the versions of the items which
together constitute this software version are uniquely identified.

6.2.4 Selection and use of software tools
6.2.4. General

Software tools can play an important role in preventing the introduction of faults in software
and in revealing existing faults. In particular, tools can aid or automatef the design [of the
archite¢cture of 1&C systems and the development of new application software.

6.2.4.2 Software tools should support the development activities“which contribute [to the
corredgtness of software.

It is ugually preferable to focus not only on the quality andcon the use of individual too|s, but
also t¢ consider their compatibility with any other tools torbe used, so that together, the tools
selectpd form a coherent tool set. Generally it is preferable to use tools with extensiye and
relevant operational experience. The use of other téols may be justifiable based upon the
requirements of a particular development process.

6.2.4. For class 2, the equipment families used for the development of an 1&C dystem
shall be associated with software tools that can reduce the risk of introducing faults in new
applicption software.

6.2.4. For class 3, the equipmeéent families used for the development of an 1&C dystem
should be associated with software tools that can reduce the risk of introducing faults n new
applichtion software.

Concqgrning 6.2.4.3 and~\6.2.4.4, these tools usually include support for application-orfjented
languages, allowing(plant and system engineers to specify or verify application fung¢tions.
Other|significant features of such tools may include functional animation, automatid code
generation and dgssistance in the development of functional test specifications.

6.2.4.5 The equipment families used for the development of an I&C system sholild be

assoc|ated“with software tools that can reduce the risk of introducing faults in the
Config iration of their prp-dn\mlnppd software and in the r*lpcign of the system

Such tools may for example assist system designers in:

e organising the system into a suitable set of interconnected sub-systems;

o distributing the application functions across the sub-systems;

e configuring the sub-systems, their communications and their operational system software;
e ensuring that resources are adequate for all the modes of operation of the system;

e taking into account design and implementation constraints, in particular those aiming at
the correctness and robustness of the system.

6.2.4.6 The quality assurance plan shall precisely identify the software tools which may
influence the correctness of software.
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6.2.4.7 User documentation shall be provided for such tools to ensure that they are used
as intended.

6.2.4.8 The quality assurance plan shall distinguish the tools which might introduce faults
in software from those which might only lead to overlooking already existing faults.

Code generators and compilers are examples of tools of the first category, whereas static
code analysers and test case generators are examples of tools of the second category.

6.2.4.9 For class 2, the software tools which might introduce faults in software shall be
selected and used according to documented procedures and rules aiming at reducing or
mitigafing this risk. Evidence shall be provided regarding their quality and their apbllity to
produge correct results. Where tools have been applied to generate a given “item or
information their use shall be recorded to identify them.

6.2.4.10 For class 3, evidence should be provided regarding the qualjty of the software
tools which might introduce faults in software and regarding their ability*to’ produce ¢orrect
results.

6.2.4.11 Evidence regarding tool quality and ability to produce“eorrect results sholld be
based| on operational experience, tool qualification or certification, certification of their
suppliers for appropriate development practices, guarantee ofvappropriate tool development
processes, and/or tests. The required stringency of the evidence should be determined |pased
upon [the conditions of use of the tool, the extent of<the verification of its outpufs, the
likelihpod of tool errors to be detected, and the~sgriousness of the consequenges of
undet¢cted erroneous results. Conversely, stringent evidence (for example, 4 tool
qualification according to IEC 60880) may be used as a substitute for some ¢f the
verificptions of outputs.

6.2.4.12 For class 2, the software toolsiwhich might fail to report faults in software $hould
be selected and used in a way which redtces this risk.

6.2.4.13 For class 2, the use of_software tools which might fail to report faults in software
should be recorded.

6.2.4.14 For class 2, when a tool or tool version which has the potential to introduce| faults
in soffware is substituted'with another, precautions shall be taken to ensure that this does not
have adverse effects(on the correctness of the software.

For eample, in;addition to the quality and ability of the new tool to produce correct results, its
compatibility with the previous tool may need to be assessed.

6.2.5 Selection of languages

6.2.5.1 The languages (application-oriented or general-purpose) used to develop software
shall have precise and documented syntax and semantics.

6.2.5.2 Application-oriented languages, if available, should be used.

6.2.5.3 For class 2, low level, machine-oriented general-purpose languages (for example,
assembly languages) may be used for specific computer programs, but this should be
justified.

6.2.5.4 When more than one language is used for generating executable code, interfaces
between languages shall be documented.
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The interface between languages includes argument passing schemes and representation of
data structures.

6.2.5.5 For class 2, the general-purpose languages used should have features facilitating
tool supported static analyses of computer programs.

6.2.5.6 The general-purpose languages used should support explicit and static typing of
variables.

6.2.5.7 For class 2, explicit and static typing of variables should be used.

6.2.5.8 For class 2, the languages used and their corresponding run-time libraries shall
enable predictable run-time behaviour of the software.

For example, disruption of the normal behaviour of the software for the collection ofl freed
memoyfy at random moments is usually not acceptable.

6.3 |Selection of pre-developed software
6.3.1 General

Subclause 6.2.3.2 of IEC 61513:2011 provides general requirements for the selection ¢f pre-
existing components (not necessarily software components). This Subclause 6.3 prpvides
additional requirements specific, or of particular importance, to software.

6.3.1. Application software is plant specificcand so should not be considered pre-
develgped software.

NOTE |The same application software may be used,invmultiple units based on the same plant design ang safety
requireents. In such a case, the justifications produced for the original unit are applicable for the following|units.

6.3.2 Documentation for safety
6.3.2. Objectives

6.3.2.1.1 Pre-developed, ‘software shall have documentation giving the inforfation
necespary for using the software safely in the 1&C system.

In thi§ document, the_torresponding document or set of documents is called documentation
for safety. When ¢he ‘pre-developed software is a part of an equipment or equipment family,
this dpcumentdtion may be a part of the documentation for safety of the equipmgnt or
equipment family.

Documentation for safety generally comprises more than the user documentation provided by

the supptier of the pre-devetoped software. For exampte, it Tmay nctude mformation obtained

from additional tests, measurements and/or analyses, and from operational experience.

6.3.2.2 Contents
6.3.2.2.1 Documentation for safety shall include a description of:

e the functions provided;
e the interfaces with application software;

e the roles, types, formats, ranges and constraints of inputs, outputs, exception signals,
parameters and configuration data, where appropriate;

e the different modes of operation and the corresponding conditions of transition;

e any constraint to be respected when using the pre-developed software.
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6.3.2.2.2 For class 2, when applicable, these constraints should:

e give adequate confidence in the correctness of the integrated software and of the system
design (for example, margins to be taken when using dynamically allocated resources
such as memory, processing power, communication bandwidth, operating system
resources);

e enhance the ability of the integrated software and of the I1&C system to detect, signal and
tolerate failures, to adopt specified modes of operation and to recover from failures;

e give adequate confidence that operator mistakes and failures of other systems or
equipment with which the integrated software interacts or shares resources will lead to
defined modes of operation;

e guprantee that the environment of the pre-developed software will provide \gll the
nepessary resources in all conditions of use in the 1&C system.

6.3.2.2.3 When applicable, the documentation for safety should also provide inforgation
regarding the performance (for example, in terms of response time) of the functions.

The fynctions provided by the software, including those related to the)system interface$, may
vary depending on the operational conditions of the plant.

6.3.2.2.4 For class 2, the documentation for safety shall also provide inforination
regarding:

o the self-supervision performed, the fault tolerance capability and the failure modes;

e the requirements of the pre-developed software<regarding its runtime environment (for
expmple, regarding hardware or other software‘components);

e the interactions and interfaces of the pre-developed software with the hardware, |to the
extent necessary to fully define the safe functional performance of the system.

6.3.2.2.5 For class 2, the documentation for safety of the operational system softwafe of a
pre-dgveloped equipment family shall” provide information enabling (when combined with
applicption-specific data) correct predictions regarding the key safety significant elemgnts of
system performance, including .notably the maximum response times and the maximum |usage
of respurces.

Such [nformation may be-provided in the form of data, formulae and/or models allowihg the
calculation of worst ease response times and the resource usage of applications. When the
softwgre offers a wide range of functions, interfaces and possibilities for configuratipn, an
appropriate confidence in the correctness of the information may be difficult to obtain Without
knowledge of thé.operating principles of the software.

6.3.2.3 Properties

6.3.2.3.1 Documentation for safety shall be accurate and shall avoid ambiguity.

6.3.3 Evidence of correctness
6.3.3.1 General requirements

6.3.3.1.1 The correctness of pre-developed software with respect to its documentation for
safety shall be justified.

The justification is usually qualitative because there are no generally recognised means to
quantify it. Figure 5 and Figure 6 describe a typical process that can be taken. It is recognized
however that this is not the only possible approach and that other approaches may be used.

6.3.3.1.2 When using complementary means for providing evidence of correctness, the
acceptance criteria should be specified and justified in early stages of the software safety
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lifecycle. These criteria should be justified considering the requirements of this document the
compliance to which has not been adequately established.

6.3.3.1.3 Pre-developed software should be divided into two different types:

a) Complete operational system software.

b) So

NOTE

ftware components (real time operating system, library, firmware).

Application software is plant specific, so it is not considered pre-developed software (see 6.3.1.1).

The rationale behind this distinction is that software components need to be integrated into
larger_software to form complete operational system software. This means that software
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softwg
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farrctions of the fibrary. A fibrary is therefore 1ot am autononmous executabie.

Real time operating systems designed primarily to run embedded software are usually non-
autonomous executables in the sense that the user has to define each task explicitly, but this

has to

be checked on a case by case basis.

6.3.3.1.7 The correctness of a software component with respect to its documentati
safety should be justified by relevant, sufficient and positive operational experience (see
6.3.3.3) or by certification (see 6.3.3.4) (see Figure 6).

on for
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Figure 5 — Overview of the typical qualification process for
pre-developed complete operational system software
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Figure 6 — Overview of the typical qualification process
for pre-developed software'components

6.3.3.1.8 To justify the correctness of complete operational system software with r¢spect
to its [documentation for safety, a compliance’Zanalysis with the general subclauses of this
document (6.2, 6.4 to 6.8 and 6.11) should be performed first.

6.3.3.1.9 When the compliance analysis shows that the complete operational qystem
softwgre complies with the general subclauses of this document (6.2, 6.4 to 6.8 and| 6.11)
then if should be accepted.

When|the compliance analysis shows that the complete operational system softwarne has
limiteq deviations with thetgeneral subclauses of this document (6.2, 6.4 to 6.8 and 6.11) then
these [limited deviations~may be compensated by relevant, sufficient and positive operational
experience (see 6.3(3:3). In cases where positive operational experience is not avdilable,
complementary tests may be used.

Limited deviations are the cases where a full software safety lifecycle has been followgd and
docunjented for the complete operational system software but in the execution of the different
phang fiof all the general subclauses of this document (6.2, 6.4 to 6.8 and 6.11) havg been
satisfied:

Concerning for instance the software requirements specification phase (6.4), the case where
the software requirements of an I&C system have been specified and documented, but do not
include all the contents required in 6.4.4, is an example of a limited deviation.

6.3.3.1.10 When the compliance analysis shows that the complete operational system
software has deviations with 6.2.4 then they should be compensated for by relevant, sufficient
and positive operational experience (see 6.3.3.3).

6.3.3.1.11 When the compliance analysis shows that the complete operational system
software has important deviations with 6.2.2, 6.7 or 6.8, then they should be compensated for
by complementary tests (6.3.3.2).
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6.3.3.1.12 When the compliance analysis shows that the complete operational system
software has important deviations with 6.2.1, 6.2.3, 6.2.5, 6.4, 6.5, 6.6 or 6.11 then the
Software safety lifecycle is not acceptable. In such cases, corrective actions should be
implemented successfully to accept the software. The goal of the corrective actions should be
to achieve compliance with the general subclauses of this document (6.2, 6.4 to 6.6 and
6.11). If corrective actions are not possible, the complete operational system software should
be rejected.

Concerning 6.3.3.1.11 and 6.3.3.1.12, important deviations are cases where a full software
safety lifecycle has not been followed and documented. The case where a lifecycle has been
followed but is not documented is to be interpreted as important deviation.

The celase where no validation has been documented is an example of an important devigtion.

6.3.3.1.13 The strategy to justify the correctness of pre-developed software Wwith resgect to
its do¢umentation for safety should be defined and agreed by all parties involved in the early
stageg of the development of the 1&C system.

This strategy cannot be fully defined before the completion of the compliance analysis|of the
complete operational system software with the general subclauses\of this document (6|2, 6.4
to 6.8land 6.11) as it depends on the gaps that need to be filled.

6.3.3.2 Complementary tests
6.3.3.2.1 General

Complementary tests may be used to support the justification of correctness of pre-dev¢loped
softwdre, under the following conditions:

6.3.3.2.2 The complementary tests performed on pre-developed software during the
develgpment of an I&C system shall be . documented.

6.3.3.2.3 The complementary, tests shall provide evidence that, in the conditions of use
within| the I&C system, the pre-developed software is, and behaves as specified by, its
documentation for safety.

The cpnditions of use may concern aspects such as the configuration of the pre-dev¢loped
softwdre (particularly“the setting of parameters and configuration data), the use of furlctions
and infterfaces, thethardware environment, the processor and the demand loads.

6.3.3.2.4 For class 2, the rules used to design complementary tests should be
docunjented-and justified.

6 3 3 B Thao doermaentation fomnrnlamaantam tacta choll vAanAEA-
AT T4 T OoOCOTCTatoTT UT COTTpTeTeTItary- toStS Stialt 1o CUTOY

e the version concerned and the configuration of the pre-developed software;

e a description of the tests performed and, when relevant, of the environment used, so as to
allow these tests to be repeated in identical conditions;

e the assumptions made to develop the tests, and the evidence of their validity;
e the results obtained, and evidence of their correctness;

e the conclusions reached and the resolutions agreed.
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6.3.3.3 Operational experience
6.3.3.3.1 General

Operational experience in systems of a lower safety class, or in non-safety classified systems
may be taken into consideration. Operational experience may be used to support the
justification of correctness of pre-developed software, under the following conditions:

6.3.3.3.2 The volume of the operational experience taken into consideration shall be
documented.

6_33 Q a he onerational experience taken into onsideration na Q Spond
to prgcisely identified versions of the pre-developed software and, when this software is
speciffc to equipment, of the equipment in which it operates.

6.3.3.3.4 For class 2, when all or part of the operational experience corresponds tq other
versiohs of the pre-developed software and/or of the equipment, the differences with the
versions to be used in the I&C system shall be assessed, and the)-relevance of this
operational experience shall be justified.

6.3.3.3.5 For class 2, documented justification shall be("given that the operational
experience taken into consideration corresponds to conditions’ of use covering those |of the
1&C system (the intended configuration of the software is ‘ene of the conditions of use). In
cases|where the operational experience conditions are the‘same, experience in systems of a
lower |safety class, or in non-safety classified systems ¢an be taken into consideration.

6.3.3.3.6 For class 2, the methods used for, collecting the operational experience|taken
into consideration shall be documented. In particular, documented justification shall be| given
that the failures (if any) caused by the npré-developed software during the operational
experfence taken into consideration were correctly detected and reported.

6.3.3.3.7 For class 2, evidence_shall be provided that these failures were cofrectly
analyged, and that the corresponding-software faults corrected.

6.3.3.4 Certification
6.3.3.4.1 General

Pre-d¢veloped software used in systems important to safety already in operation (albgit not
necesparily in 1&E.systems of nuclear power plants) may have been certified for comgliance
to some safetyi\/documents. The evidence provided by such a certification may sfrongly
support the «justification of correctness of pre-developed software under the following
conditjons:

633 S darety gocu S gsed O S ertificatio O e pre-aeveioped ftware
shall address explicitly the software development process.

6.3.3.4.3 The certification taken into consideration shall be documented.

6.3.3.4.4 The precise identification of the pre-developed software certified shall be
documented. If it was certified as a part of a larger product (for example, as a part of an
equipment or equipment family), the precise identification of this product shall also be
documented.

6.3.3.4.5 For class 2, the evidence supporting the certification shall be assessable, in
particular:

e the conditions (for example, the conditions of use and the assumptions) of the
certification;
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e the methods and tools used for the certification;

e the results obtained (for example, the properties and/or measurements certified).

6.3.3.4.6 For class 2, the relevance of these conditions and results to the evidence of
correctness shall be justified.

6.3.3.4.7 For class 2, the effectiveness of the methods and tools used for the certification
should be justified.

6.3.3.4.8 For class 2, the certifying authority shall be identified and shall be competent for
the properties and/or measurements certified.

6.3.3.4.9 For class 2, the version of the pre-developed software certified shall be the
same @s the one used in the 1&C system.

6.3.3.5 Modification
6.3.3.5.1 General

When|a well-identified and limited modification is made to pre-developed software for|which
an appropriate justification of correctness already exists, the following requirements dan be
used ps a substitute for the requirements of 6.3.3.1 to 6,3:3\4 to update or complefte the
justifigation. A change in the configuration data of the pre-developed software dog¢s not
constifute a modification, provided that the new configuration remains within the [range
covered by the justification.

6.3.3.5.2 The modification of the pre-developedisoftware shall be documented.

6.3.3.5.3 For class 2, the documentation of the modification shall state:

e the precise identification of the modified software;

o the context of the modification, if'the software is a part of a larger product (for example, an
equipment or equipment family);

e the objectives, the specification and the constraints of the modification;

e the changes made to_the documentation for safety.
6.3.3.5.4 For class 3; the documentation of the modification should state:

e the precise identification of the modified software;

e the context-of the modification, if the software is a part of a larger product (for example, an
equipnmeht or equipment family);

o the ‘ebjectives, the specification and the constraints of the modification;

o the changes made to the documentation for safety.
Concerning 6.3.3.5.3 and 6.3.3.5.4, the context of a modification may for example indicate:

e the precise identification of the modified larger product;
e the objectives, the specification and the constraints of the modification of the product;

e the modifications in the rest of the product that need to be made or that may have an
impact on the pre-developed software;

e the verification and validation actions performed at the level of the product.

6.3.3.5.5 For class 2, the documentation should also state the changes made to the
design of the pre-developed software.
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6.3.3.5.6 Documented evidence (for example, based on manual inspections, tool
supported analyses and/or tests) regarding the modified software, and possibly the larger
product, shall justify that:

e the objectives of the modification are satisfied;

e no faults have been introduced;

o the modified software conforms to its updated documentation for safety.

6.3.3.5.7 For class 2, the sufficiency of this evidence shall be justified, possibly taking into
account the modifications made and the conditions of use within the 1&C system.

6.3.3.5.8 The documentation for safety shall be updated as required to maintain its
accuracy with respect to any modifications to the software that could affect how the enfd user
installg, operates or maintains the system of which the software is part of.

6.3.4 Functional suitability
6.3.4. General

The opjective of this subclause is to ensure that pre-developed software is well-suited for the
needs|of the 1&C system, and that it is not too complex with respect to these needs.

6.3.4.2 When applicable, the documentation for safety of;'pre-developed software shall be
evalugted with respect to the system specification and<system design. Inconsistencies shall
be regolved.

6.3.4.3 For class 2, the functions of the pre-@eveloped software which are not requjred to
suppoyt the system requirements specifications’should be identified. A justification that| these
functipns do not have a detrimental effect on<safety should be provided.

6.3.5 Selection and use of digital devices of limited functionality
IEC 62671 may be used as an. alternative to this document for digital devices of limited

functignality. IEC 62671 contains_precise criteria to determine if it is applicable to a particular
devicsg.

6.4 |Software requirements specification
6.4.1 General

This Pubclauset 6.4 completes and adds precision to the requirements of 6.2.8.4 of
IEC 61513:2011.

6.4.2 Objectives

6.4.2.1 The requirements for the software of an I&C system shall be specified and
documented.

The corresponding document or set of documents is called the software requirements
specification. In principle, its objective is to specify what the software is to achieve without
specifying how it shall do it. However, design and implementation constraints may have to be
specified when this is required by considerations of the design of the I&C system or of the 1&C
architecture.

6.4.2.2 For class 2, the software requirements specification should avoid unnecessary
complexity of the software design.

6.4.2.3 The software requirements specification shall be such that:
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e it contributes to the confidence in the correctness of the design of the 1&C system;

e compliance of the 1&C system to the requirements of IEC 61513:2011 can be
demonstrated.

The IEC 61513:2011 requirements concerned with software requirements specification are
mainly in 6.2.2.3, 6.2.2.4, 6.2.2.5, 6.2.3.3, 6.2.3.5 and 6.2.4.

6.4.2.4 The software requirements specification shall be a reference for software design,
software validation, and possible software modifications.

6.4.3 Inputs

6.4.3. For class 2, the inputs to the software requirements specification shall incluple the
system specification and the system design documentation.

They may also include other documents, for example:

e project specific constraints;

e applicable rules and standards;

e requirements such as independence between functions;

e integrity requirements such as self-supervision to drive outplts to a safe state in thel event
of detectable failures.

6.4.3. For class 2, the structure of the software requirements specification $hould
facilitagte verification to ensure that it is consistent “and complete with respect to it input
docunyents.

The software requirements specification may.reference input documentation directly, sq as to
avoid | unnecessary duplications and mikimise the risk of inconsistencies. It may also
reference other pre-existing documents, such as the documentation of pre-devegloped
softwgre.

6.4.3.3 The software requirements specification shall provide traceability to its| input
ents.

The verification of the software requirements specification (see 6.2.2) s$hould
check that it is consistent and complete with respect to its input documents.

Thelreferences, if any, made by the software requirements specification tg other
documents shall be precise so as to be unambiguous.

6.4.3. For class 2, the software requirements specification should avoid unnec¢ssary
functiomatity.

In principle, it is preferable that the software does not have more capabilities than required so
as to minimise complexity. However, because current industrial practice is based on the use
of pre-developed components, the inclusion of non-required capability may be justified.

6.4.4 Contents
6.4.4.1 The software requirements specification shall specify:

o the application functions to be performed by the software;

e the different modes of operation of the software, and the corresponding conditions of
transition;
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o the interfaces and interactions of the software with its environment (for example, with
operators, with the rest of the I&C system, with the other systems and equipment with
which it interacts or shares resources), including the roles, types, formats, ranges and
constraints of inputs and outputs;

o the parameters of the software which are to be modified by operators during operation, if
any, their roles, types, formats, ranges and constraints, and the checks to be performed by
the software when they are modified;

e required performance, when appropriate;
e what the software shall not do or shall avoid, when appropriate;

o the requirements of, or the assumptions to be made by, the software regarding its
enyironment, when applicable.

6.4.4. The software requirements specification should also specify the conditions (for
example, the demand load), in particular the worst case conditions, provided, te+the software
by its pnvironment.

Concdrning 6.4.4.1 and 6.4.4.2, functions, interfaces and performances’ requirements may
depend on the mode of operation, on the values of the parameters, @n‘the configuratioh data
and on the conditions provided to the software.

6.4.4.3 The software requirements specification shall cspecify the software modes of
operalion required when errors or failures are detected. When periodic tests are required of
the I&C system, the software requirements specification shall also specify the mqde of
operation required when such tests are performed.

6.4.4.4 The software requirements specification’shall state the constraints to be respected
by soffware design and implementation for the Sake of correctness and robustness.

For eample, this may include constraints;:

e to give confidence in the correctness of software and system design (for example, margins
to |be taken when using dynamically allocated resources such as memory, procgssing
power, communication bandwidth, operating system resources);

e tolenhance the ability of the software and of the I&C system to tolerate faults, to [detect
and signal errors and ‘failures, to take specified modes of operation and to recovef from
failures;

o to[give confidence-that operator mistakes and failures of other systems or equipment with
which the software interacts or shares resources will not lead to unacceptable effects.

6.4.4.5 The~software requirements specification should state the expectations [to be
respe¢ted(by software design and implementation for the sake of correctness and robus{ness.

6.4.4.6 The software requirements specification shall specify the contribution of the
software to the assurance that the operators will be informed in due time of errors or failures
concerning the functions of the I&C system identified as important to safety. The information
provided to the operators shall allow them to take any appropriate action.

6.4.4.7 The software requirements specification shall identify the functions and the
requirements related to safety category B or C.

6.4.5 Properties

6.4.5.1 For class 2, the notations, rules and documents used to develop the software
requirements specification should contribute to its clarity and precision, and should be chosen
taking into account those used in the inputs and those chosen for the design and
implementation of software.
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Since any particular specification format does not always allow a clear, precise and verifiable
expression of all specification needs, different and complementary formats may be used in the
same software requirements specification. For example, application functions may be
specified using a different format than those used for other functions.

6.4.5.2 For class 2, the requirements of the software requirements specification shall be
expressed in such a way that their satisfaction can be assessed objectively.

6.5 Software design

6.5.1 Objectives

6.5.1. The design of software shall be documented.

The cprresponding document or set of documents is called the software desigmspecifi¢ation.
When|pre-developed software is used, the software design specification may..make refg¢rence
to the|corresponding documentation.

6.5.1.2 The software design specification should give an overview'ef'the organisatign and
of the|functioning of the software (see also 6.5.3.3).

6.5.1.3 For class 2, the software design specification shall‘contribute to the confidence in
the qyality of the design of the software, and in its correctiess with respect to the software
requirements specification.

6.5.1.4 The software design specification shall provide evidence that the software
requirements specification statements important)to safety are taken into account|in all
specifled conditions.

6.5.1.% For class 2, the software design specification should document the measures
taken |by the software to ensure that any-error or failure of the software is detected earnly and
does hot propagate beyond the limits, it should specify. It should also document the {ctions
that afe taken when an error or failure is detected.

6.5.1.6 The software design specification shall ensure, if applicable, that the adverse side
effect$ of software errors, and failures are cleared prior to returning to a normal m¢de of
operation.

6.5.1.7 The software design shall be produced to achieve modularity, testabilify and
maintainability.

6.5.1.8 For class 2, providing this does not lead to excessive complexity, the design|of the
softwgreof an 1&C system should facilitate:

e the analysis and testing of the software and of its components;
e the localisation of faults;

e the identification of the effects of a modification.

6.5.1.9 The software design specification shall be a reference for software implementation
and integration, and for possible software modifications.

6.5.2 Inputs

6.5.2.1 The inputs to the software design process shall include the software requirements
specification and the documentation for safety of pre-developed software.

They may also include other documents, such as project specific constraints, and/or
applicable rules and standards.
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6.5.3 Contents

6.5.3.1 The software design specification shall include the specification of:

the overall organisation of the software;

o the overall functioning of the software under the conditions and modes of operation

required by software requirements specification.
6.5.3.2 The overall organisation should provide information regarding:

o the precise identification and the configuration of pre-developed software;

L th dictlibutiuu Uf rcovuurtcyo, OUftVVaIU bUIIIpUIICIItD (JII\‘.JI OUftVVdIU tqa'r\a (S A'A | aub-cyat
o the allocation of software (sub-)functions to the identified software tasks;

o the main internal interfaces, in particular the interfaces between software tasks.
6.5.3.3 The overall functioning should provide information regarding:

e intpractions, communication protocols and information flows;
e sefjuencing and timing constraints;
e uspg of resources;

e sypchronisation, particularly when using shared resources.

6.5.3.4 For class 2, the software design specification shall document how the so
requirements that are important to safety are met under all specified conditions. Whe|
develgped software is used, the demonstration regarding the software properties impor|
safety| shall be based in particular on the predictiverinformation provided by the corresp
documentation for safety (see 6.3.2.2.5).

6.5.3.9 For class 2, the software;~design specification and the system
documentation shall state and justify the-measures taken to mitigate the effects of the
or anffcipated failure modes of any pre-developed software for which complementary
for prgviding evidence of correctness have been used (see 6.3.3).

6.5.3. For class 2, the ‘software design specification shall provide rules for so
implementation.

For class\2) the software design specification should in particular specify ru
ring and far\using pre-developed software, so as to ensure that this software is U
a controlled wayconsistent with the corresponding documentation for safety.

6.5.3. For class 2, the software design specification shall include the detailed des

PMS;

ftware
n pre-
fant to
bnding

esign
known
neans

ftware

es for
sed in

ign of

any software implemented in general-purpose language.

6.5.3.9 The software design specification of a component of any software implemented in

general-purpose language should specify:

e the functions to be provided by the component, with interfaces, roles, types, fo
ranges and constraints of inputs, outputs, exception signals, and configuration data;

e the required performance (for example, response time, accuracy), when appropriate;

e the requirements of the component regarding its environment (for example, needs in

rmats,

terms

of dynamically allocated memory, operating system resources, etc.), when appropriate;

e any other information that the users of the component shall be aware of;

e any relevant implementation constraint.
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6.5.3.10 For class 2, the software design specification shall provide information enabling
correct predictions regarding the key safety significant elements of system performance,
including notably the maximum response times and the maximum usage of resources.

Such information may be provided in the form of data, formulae and/or models allowing the
calculation of worst case response times and resources usage of applications.

6.5.4 Properties

6.5.4.1 For class 2, the software design specification shall present the design of the
software clearly and precisely.

6.5.4.2 For class 3, the software design specification should present the design |of the
softwgre clearly and precisely.

Concqgrning 6.5.4.1 and 6.5.4.2, the main approach may be a top-down approach, but| some
docunyents may also give information that highlights how aspects of particular importange (for
example, tolerance to failures) are taken into account across the software or across the 1&C
system.

6.5.4.3 For class 2, the format and the syntax used to express the design in the software
design specification should contribute to clarity and precision.

6.6 |Implementation of software
6.6.1 General requirements
6.6.1. General

The rg¢quirements of this subclause are applicable to all software, i.e., to the configuration of
pre-dgveloped software, and to computersprograms written in application-oriented or geperal—
purpose languages.

6.6.1.2 The use of pre-developed software shall be verified to be consistent with the
corregponding documentation-for safety and with the constraints set by the software ¢gesign
specif|cation.

6.6.1.3 The procedures used to translate computer programs into executable codg¢ shall
be do¢umented and verified.

These| proceddres typically describe how the compiler tool chain or the code generator has to
be invpked to-translate computer programs into executable code. They are often automdgted.

6.6.1.4 For class 2, the updating of executable code affer changes in computer programs
should be performed by automated means.

6.6.2 Configuration of software and of devices containing software
6.6.2.1 General

The requirement of this subclause is specific to the configuration of customisable software.
Such software may be pre-developed or new. However, when the configuration data
represents the sequencing of processing to be performed by the software or the system (i.e.,
it is effectively computer programs), 6.6.3 applies.

6.6.2.2 The configuration of customisable software and devices with embedded
customisable software shall be documented.
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6.6.3 Implementation with application-oriented languages
6.6.3.1 General

The requirements of this subclause are specific to computer programs written in application-
oriented languages. Generally, application oriented formats (such as logic diagrams or
function block diagrams) may be used to express all or part of the software requirements
specification or of the software design specification. Only limited detailed design and
implementation effort is then necessary to transform the specification into computer programs
that can be automatically translated into executable code or into a form suitable to be
interpreted.

6.6.3. The parts of the software requirements specification and/or of the software flesign
speciflcation that are used to generate executable code by automated means_shpll be
considered to be computer programs written in application-oriented languages.

6.6.3. For class 2, computer programs written in application-oriented languages shall be
verifield to be functionally correct and consistent. The verification shall ensure that:

o alllthe design features are fully understood (i.e., there will be no ‘unexpected behaviour
unper all specified conditions);

o the behaviour specified is consistent with the objective§ set by the software ¢esign
spkgcification.

Animdtion, tests, reviews, walkthrough, formal analysesidnd proof may be applied to impprove
the unlderstanding of specifications and to verify their/fimctional correctness and consistency.

6.6.3. For class 3, computer programs written in application-oriented languages |which
are rglated to functions important to safety _shall be verified to be functionally corre¢t and
consigtent.

6.6.3. The tests shall be developed with respect to the functional requirements [of the
objectjunder test and not solely to thedinternal structure of this object.

6.6.3. For class 2, the functional coverage shall be justified prior to the execution|of the
tests, |so that successful execdtion of the tests confirms the compliance of the object with all
its required behaviours.

6.6.3 For class“2, during test execution, the structural coverage reached by thg tests
should be monitored with respect to justified criteria (e.g. statement, condition, branch, data
flow) in order teyensure the absence of non-required behaviours. Justification should b€ given
if these critetia-are not met.

For class 2, computer programs written in application-oriented languages $hould
conform to documented rules aiming at clarity, modifiability and testability. Non-conformances
should be justified.

A set of rules may be specific to a language or to a set of computer programs. Simplicity,
clarity and standardisation of layout and presentation, modularity, presence of relevant
comments, avoidance of the unsafe features of the language and of its tools are examples of
properties that generally facilitate understanding, verification, testing and later modification.

6.6.4 Implementation with general-purpose languages
6.6.4.1 General

The requirements of this subclause are specific to computer programs written in general-
purpose languages.
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6.6.4.2 For class 2, documented verification shall provide evidence that computer
programs written in general-purpose languages conform to their specification as defined by
the software design specification.

This may consist of a combination of manual inspections, tool supported analyses, and/or
tests.

Code reviews, walkthrough, check lists and other similar techniques are often powerful
manual inspection methods that may be considered for identifying software faults.

Tool supported analyses may be used to prove formally that a computer program has (or does
not h'fve) given properties. For example, they may give assurance that, underigiven

conditjons (for example, that the inputs are within given ranges), the computer prognam or
identified parts of the computer program do not contain certain types of faults (for-example,
use ofl non-initialised variables, arithmetic overflow or underflow).

Tests |may be performed on the host hardware, or in a software engineering €nvironment.

6.6.4.3 For class 2, verification documentation shall record:

e the identity and the version of the computer programs concerned;

o alllthe information necessary to repeat the verifications ifxsimilar conditions;

o the assumptions made, and the evidence of their validity;

e the results obtained, and evidence of their correctpess;

e the conclusions reached and, in case of detectéd errors, the resolutions agreed;

e evjdence of satisfaction of the acceptance (riteria.

6.6.4.4 The tests shall be developed-Wwith respect to the functional requirements |of the
object{under test and not solely to the intéfnal structure of this object.

6.6.4.5 For class 2, the functignal coverage shall be justified prior to the execution|of the
tests, |so that successful execution of the tests confirms the compliance of the object with all
its required behaviours.

6.6.4.6 For class 2;~during test execution, the structural coverage reached by thg tests
should be monitored with respect to justified criteria (e.g. statement, condition, branch, data
flow) in order to ensure the absence of non-required behaviours. Justification should be given
if these criteria @are*not met.

6.6.4. Computer programs written in general-purpose languages shall conform to
documented programming rules aiming at clarity, modifiability and testability.

A set of rules may be specific to a language or to a set of computer programs. Simplicity,
structured programming, modularity, encapsulation, information hiding (so that users of a
software item only have to concern themselves with the service that is provided rather than
with the internal workings of the item), presence of relevant comments, avoidance of the
unsafe features of the language and of its tools are examples of properties that may facilitate
understanding, verification, test and modification.

6.6.4.8 For class 2, the programming rules should be expressed so as to be verifiable, and
should aim in particular at early detection and containment of software errors.

6.6.4.9 For class 2, when a static analysis tool can be used to analyse code complexity,
then rules should specify acceptable metric limits.
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6.6.4.10 For class 2, computer programs written in general-purpose languages shall be
verified to be compliant with the applicable rules and standards. Non-conformances shall be
justified, and appropriate counter-measures shall be taken, documented and justified where
necessary.

For example a counter-measure may be the use of more thorough verification to check that
the code is doing what it is intended to do.

6.7 Software aspects of system integration

6.7.1 General

The integration of software is considered as part of system integration. This subglause
complements 6.2.5, 6.3.4 and 6.4.5 of IEC 61513:2011 by providing additional requirements
specif|c, or of particular importance, to software.

6.7.2 Software integration and/or inspections shall show that the integrated’system and the
softwgre:

e comply with the design provisions that ensure the satisfaction of the software
requirements specification statements identified as important to safety;

o salisfy the constraints stated by the software requirements specification with resgect to
cofrectness and robustness.

6.7.3 For class 2, when software validation testingshas not sufficiently exercisgd the
softwgre, evidence of correct operation of the softwafe Shall be obtained, either by performing
additional software integration testing or by more thorough verification.

6.7.4 Software integration shall be performed according to the provisions of the dystem
integration plan or of a software integration plan.

6.7.5 Records of the application "of the plan used for software integration shpll be
produged, for example, test resultsi>In the event of software or system modifications|being
requirged, it shall be possible to repeat all, or a subset of, the integration tests to evalugte the
extent of possible changes in/behaviour.

6.7.6 For class 2, traceability shall be provided between software design specificatian and
the cofresponding integration tests.

6.7.7 For class\3, traceability should be provided between software design specification
and the corresponding integration tests.

6.8 |Software aspects of system validation

6.8.1 General

Aspects of software functionality are tested during system validation. This subclause
complements 6.2.6, 6.3.5 and 6.4.6 of IEC 61513:2011 by providing additional requirements
specific, or of particular importance, to software. Where discrepancies are revealed, validation
may be continued with justification or may be stopped to correct the discrepancy before
revalidation.

6.8.2 For class 2, software validation shall show that, in the target I&C system, the
integrated software conforms to each functional, performance and interface statement of the
software requirements specification, and contributes as designed to the satisfaction of the
system requirements specification. This shall include justification that:
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e the specified software functions are correctly performed when their parameters and inputs
are in the ranges specified by the software requirements specification, in the conditions of
use defined in the software requirements specification;

e the system functions to which the software contributes are correctly performed in the
conditions of use defined in the system requirements specification;

e the software provides defences as required by the software requirements specification
against operator mistakes and failures of other systems and equipment;

e the software functions as expected in its different modes of operation;

o the plant engineering data used by, or integrated in, the |&C system is correct; in
particular, the validation of the software shall show that this data defines the interface
befween the systems and equipment of the plant with which the software interdcts or
shares resources;

e defences required to be performed by the system in the system requirements_specification
agpinst operator mistakes and failures of other systems and equipment, and to which the
software contributes, are correctly provided.

The vplidation tests are normally performed with the software integrated in the targgt 1&C
system. It may be acceptable to use a platform representative of the' target 1&C sysjem to
perform validation tests if adequate justification is provided.

The conditions of use of functions important to safety may incliide the concurrent operafion of
functions not important to safety notably the operation during high communication loading.

6.8.3 For class 3, software validation shall show-that, in the target |1&C system, the
integrated software conforms to the functional, performance and interface requiremenis that
are identified as important to safety. This shall include justification that:

o the specified software functions important-to safety are correctly performed when their
pafameters and inputs are in the «anges specified by the software requirgments
specification, in the conditions of use(defined in the software requirements specificatjon;

e the system functions important_to, safety to which the software contributes are cofrectly
pefformed in the conditions of use defined in the system requirements specification;

e the software provides defénces as required by the software requirements specification
agpinst operator mistakes“and failures of other systems and equipment;

e the software functionS-as expected in its different modes of operation;

e the plant engindening data used by, or integrated in, the I1&C system to implement
functions impartant to safety is correct; in particular, the validation of the softwarg shall
shpw that this-data defines the interface between the systems and equipment of the plant
with which\the software interacts or shares resources.

The vplidation tests are normally performed with the software integrated in the targgt 1&C
system NIt may be acceptable to use a platform representative of the target I&C sysiem to
perform validation tests if adequate justification is provided.

The conditions of use of functions important to safety may include operation during high
communication loading.

6.8.4  Software validation shall be performed according to the provisions of a plan that is
preferably the system validation plan or a software validation plan.

6.8.5 For class 2, the plan used for software validation shall specify the validation actions
to be performed, and shall show that all the functionality, performance and interface
statements of the software requirements specification are correctly taken into account by
these actions. It shall also specify the main phases of the software validation (for example, an
off-site phase followed by an on-site phase) and the corresponding means, methods and tools
to be used.
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6.8.6 For class 2, the plan used for software validation shall provide traceability between
the software requirements specification and the corresponding validation actions.

6.8.7 For class 3, the plan used for software validation shall specify the validation actions
to be performed, and shall show that all the functionality, performance and interface
statements of the software requirements specification identified as important to safety are
correctly taken into account by these actions. It shall also specify the main phases of the
software validation (for example, an off-site phase followed by an on-site phase) and the
corresponding means, methods and tools to be used.

6.8.8 For class 3, the plan used for software validation should provide traceability between

h 4 H 4 4 i ) L Lol s i
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6.8.9 Records of the application of the plan used for software validation shall be-progluced.
In the|event of software or system modifications being required, it shall be possible to fepeat
all, orla subset of, the validation tests to evaluate the extent of possible changes in behgviour.

6.8.10 For class 2, the results of software validation shall be_ ‘@uyditable by pérsons
competent in the subjects addressed but not directly engaged in the yalidation process.

6.8.11| For class 3, the results of software validation should be auditable by pérsons
compétent in the subjects addressed but not directly engaged in‘the validation process.

6.8.12 These records shall document the configuratientof the software being validatgd and
the cgnfiguration of the validation environment (for €xample, the hardware environmept and
the togls, if any).

6.8.13 The team that writes the plan used-fef’software validation shall include at leapt one
persom who did not participate in the design and implementation.

6.9 Installation of software on site
6.9.1 General

Subclause 6.2.7 of IEC 61513i2011 provides requirements regarding the installation [of the
I&C system on site. This subclause provides additional requirements specific, or of parnticular
imporfance, to the installation of software.

6.9.2 The procedure for installing software on site shall be documented. It shall guafantee
that the correct@hd complete version of the software is installed.

6.9.3 The procedure for installing software on site shall include and specify on-site ghecks
and te rficular,
the sé W

verified.

For example, these conditions may concern the hardware on which the software operates, or
other systems with which the software interacts or shares resources.

6.10 Anomaly reports

6.10.1 If unexpected, apparently incorrect, unexplained or abnormal behaviour is observed
after acceptance into service, an anomaly report should be raised.

6.10.2 The anomaly report should give details of the behaviour, the software and hardware
configurations and the activities in hand at the time. It should also include the originator,
location, date, and a report identification.
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6.10.3 The anomaly reports should be reviewed. Issues raised should be docum
tracked and resolved.

6.10.4 The anomaly should be reported to the designer and to the users.

6.11 Software modification

6.11.1 General

ented,

The decision to proceed with software modifications depends upon their impact on the I&C

system. Therefore, they are subject to the requirements of 6.2.8 and 6.4.7 of IEC 61513
This ) o . L . :
softwgre.

6.11. Software modifications shall be developed and verified so as to maintain consi
with the requirements of 6.2, 6.3, 6.4, 6.5 and 6.6. They shall be installed on-s
accordance with the requirements of 6.9.

6.11. Software modifications should be integrated and validated.in"a manner con
with 6|7 and 6.8.

6.11. When the extent of a modification does not require thelfull application of 6.7 ar
the infegration of the modified software shall be performed according to a regression sg
integration plan, and the validation shall be performed/according to a regression so
validajion plan. The adequacy and thoroughness of these plans shall be justified takin
accoupt the extent of any modifications made in the'Software requirements specificatiqg
in thel software design specification. Records ,of\the application of these plans sh
produged.

6.11.9 For class 2, when the regression approach is used, the regression so
integr@tion plan and the regression software validation plan shall give adequate conf
that the modified software conforms_in all respects to the modified software require
speciffcation, and that:

e the objectives of the modification are satisfied;
e no|fault is introduced;

e the modified and/ornewly introduced pre-developed software behaves as specified
colresponding documentation for safety and as expected by the modified software
spgcification;

o the other modified and/or new software components conform to their specification.

6.11.6 Soffware modifications shall be comprehensively documented. In particul
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affect(fd software documents shall be updated.

6.11.7 Software modification documentation should state:

o the objectives of the software modification, including any system-level objectives;

o the software components affected or created by the modification;

e identification of the versions of these components, both before and after modification.

The system level objectives of a modification are documented according to the require
6.4.7 of IEC 61513:2011.

6.11.8 For class 2, software modification documentation should state in addition:

e any changes made to its specification;

e any constraints that need to be respected when developing the modification;

ments
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e the references of the modified design and/or implementation documents.

6.11.9 For class 2, the level of detail of the documentation of a software modification shall
be such that:

e jt contributes as appropriate to the confidence in the correctness of the modified software
and 1&C system;

e compliance of the I&C system to the applicable requirements of IEC 61513:2011 can be
demonstrated.

The IEC 61513:2011 requirements that may be concerned are mainly in 6.2.2.3, 6.2.2.4,

6.2.2.

6233 6235and6.24

6.11.1
syster]
shall 4

6.11.1
syster
shall &

6.12

ns with which it interacts or shares resources shall be assessed. Any negcessary

ns with which it interacts or shares resources shall be assessed. Any necessary

0 The effects of a software modification on the rest of the 1&C system and on\the

e taken so as to ensure the correct operation of the 1&C system.

1 The effects on software of modifications in the rest of the 1&C system or in thg

e taken so as to ensure the correct operation of the I&C system.

Defences against common cause failure due to software

other
action

other
action

Systeatic faults may be introduced in any design and implementation process due to fluman

error.
requir
develd

introdyiced by software tools when such tools\'suffer themselves from systematic
introdyiced in their design and implementation ptocess. Software could therefore potenti
affecte¢d by latent systematic faults which could, under some triggering event, lead to th
of multiple instantiations of a software design.

The pptential for CCF at system level is in the scope of higher level SC 45A Standa
particular:

e |EC 61513:2011 5.4.2.6 that addresses defence against CCF;

o |E
C(

This
minim
cause

Therefore such faults may be introduced by errafs or omissions in the system/so
bments specification or later during software design and implementation (either
ped part or in an included pre-existing :design). Systematic faults may al

C 61513:2011 5.4.4.2-that addresses the assessment of reliability and defences 3
F.

locument defines development and verification processes and requirements

ftware
in the
50 be
faults
blly be
e CCF

ds, in

gainst

which

se the potential for software to have systematic faults and therefore, as such faults can

CCF, also minimise the potential for CCF due to software.
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Annex A
(informative)

Typical list of software documentation
Table A.1 gives a typical list of software documentation.

Table A.1 — Typical list of software documentation

References to the subclauses of this document References

Documents relating to software production

Softwdre quality assurance plan* 6.2.1

Softwdre verification plan 6.2.2

Softwdre configuration management plan* 6.2.3
Docunjentation for safety of pre-developed software 6.3

Softwdre requirements specification 6.4

Softwdre design specification 6.5
Programming rules 6.6.3.8, 6.6.4.7
Softwdre verification report 6.2.2,6.6.3,6.6.4
Softwdre integration plan* 6.7

Softwdre integration report* 6.7

Softwdre validation plan* 6.8

Softwdre validation report* 6.8

Softwdre installation procedure on site* 6.9

Documents relating to anomaly

Anomgly report 6.10

Documents relating to software modification

Softwgqre modification documentation 6.11
Regregsion software integration plan®* 6.11
Regregsion software integratien report™ 6.11
Regregsion software validatien plan** 6.11
Regregsion software.validation report** 6.11

* These documefits may be omitted when their content is included in system documents, for example|in the
syqtem quality/assurance plan, the system configuration management plan, the system integration plén, the
syqtem jntegration report, the system validation plan, the system validation report or the system installation
prdcedure/on site.

** WHhensthe extent of a modification does not require the full application of 6. 7 and 6 8 Subclauses 612, 6.3,
6.4, 6.5, 6.6 and 6.9 are always applicable to software modifications and consequently the documents relating
to these subclauses have to be kept up to date for any modification.
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Annex B
(informative)

Correspondence between IEC 61513:2011 and this document
Table B.1 shows correspondence between IEC 61513:2011 and this document.

Table B.1 — Correspondence between IEC 61513:2011 and this document

IEC 61513:2011 Subclauses Subclause in this
document

54.2.% Tools 6.2.4
5.4.2. Defence against CCF 6.12
5.4.42 Assessment of reliability and defences against CCF
5.6.2 Architectural design documentation 672.4
6 System safety life cycle, Figure 5 5.4
6.2.2.8. Internal behaviour of the system 6.3.2, 6.5
6.2.2. Qualification 6.2.4
6.2.3.2 Selection of pre-existing components 6.3
6.2.3. Software specification 6.4
6.2.4 System detailed design and implementation 6.5, 6.6
6.2.5 System integration 6.7
6.2.6 System validation 6.8
6.2.7 System installation 6.9
6.2.8 System design modification 6.11
6.3.2 System quality assurance plan 6.2.1
6.3.2. System configuration managemént plan 6.2.3
6.3.4 System integration plan 6.7
6.3.5 System validation plan 6.8
6.4.4 System detailed design documentation 6.5, 6.6
6.4.5 System integration documentation 6.7
6.4.6 System validation documentation 6.8
6.4.7 System.modification documentation 6.11
6.5.3. Seftware evaluation and assessment All
8.2 Requirements on the objectives to be achieved All
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Annex C
(informative)

Relations of this document with IEC 61508

General

This annex establishes the correspondence between this document and IEC 61508-3:2010.

At th

e system level, |EC 61513:2011, Annex D establishes the correspondence

with

IEC 6
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508-1:2010, IEC 61508-2:2010 and IEC 61508-4:2010.

Comparison of scope and concepts

508 refers to “safety-related systems” in general while this document follows
e and refers to “systems important to safety” (i.e. important to nuclear safety).

508 grades the safety integrity level required for a computer based system accor

nquences of the hazard and the protection to be provided by the system to redu
bm the hazard to a tolerable level.

Liclear industry has traditionally used primarily~ a deterministic method to determi
significance of a system and its impact on‘the severity of risk associated with pd
rge of activity.

508 requires an independent. functional safety assessment by individual
sations of experience and independence that rise with the SIL (see Part 1).

nuclear sector, the plant.gperators (who are ultimately responsible for ensuring n
are generally in charge-of ensuring that adequate functional safety assessme

performed, but this process is often subject to relevant national nuclear regulations.

IAEA

ing to

k reduction the system is required to provide. This is{arrived at by determinipg the
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C.3 Correspondence between this document and IEC 61508-3:2010
Table C.1 — Correspondence between this document and IEC 61508-3:2010
IEC 62138 IEC 61508-3:2010
5.4 Software and system safety lifecycles 71 General
6.2.1 |Software safety lifecycle — Software quality
assurance
6.2.2 | Verification 7.9 Software verification
6.2.3 | Configuration management 6.2.3 | Software configuration management
6.2.4 | Selection and use of software tools 7.4.4 | Requirements for support tools, including
- programming languages
6.2.5 [ Selection of languages
6.3 Selection of pre-developed software 7.4.2 | General requirements
6.3.2 | Documentation for safety Annex D (normative) Safety. ' manual for
compliant items — additional requirements [for
software elements
6.4 Software requirement specification 7.2 Software safety reguirements specificatior
6.5 Software design 7.4 Software design and development
6.6 Implementation of software
6.7 Software aspects of system integration 7.5 Programmable electronics integration (hargware
andsoftware)
6.8 Software aspects of system validation 7.3 Validation plan for software aspects of sygtem
safety
T¢7 Software aspects of system safety validatipn
6.9 Installation of software on site Outside the scope of IEC 61508-3 as it is
addressed in IEC 61508-1
6.10 [ Anomaly reports Outside the scope of IEC 61508-3 as it is
addressed in IEC 61508-1
6.11 Software modification 7.6 Software operation and modification procedures
7.8 Software modification
6.12 | Defences against common Cause failure due to IEC 61508-3 addresses defences against
software common cause failure due to software, in
particular in annex C and annex F.
In the nuclear sector, this assessment is 8 Functional safety assessment

connected to the'licensing process and depends
on the safety.bodies and national regulations.

IEC 61508-1 imposes requirements for teghnical
knowledge and independence of the functiponal
safety assessor(s) graded on the basis of |evel
of innovation, technical novelty and possiljle
consequences of failures. In addition, mo
organizations that offer functional safety
assessor(s) and product certifications are how

ditad kb 41 1 RHH H
attregretoyTataoha—actrettmg—agenties.

NOTE

Informative annexes of IEC 62138 and IEC 61508 are not considered in Table C.1.
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INFORMATISES REALISANT DES FONCTIONS DE CATEGORIE B OU C

La |Commission Electrotechnique Internationale (IEC) est une organisation mondiale de/nermg
composée de I'ensemble des comités électrotechniques nationaux (Comités nationaux de I'lEC)&L'IEQ
objgt de favoriser la coopération internationale pour toutes les questions de normalisation dans les dd
de |'électricité et de I'électronique. A cet effet, I'lEC — entre autres activités — (publie des
intefnationales, des Spécifications techniques, des Rapports techniques, des Spécifications accessi
public (PAS) et des Guides (ci-aprés dénommés "Publication(s) de I'lEC"). Leur élaboration est confié
conlités d'études, aux travaux desquels tout Comité national intéressé par le sujet’traité peut particig
organisations internationales, gouvernementales et non gouvernementales, en~liaison avec I'lEC, pa
également aux travaux. L'IEC collabore étroitement avec I'Organisation Internatiohale de Normalisatio
seldn des conditions fixées par accord entre les deux organisations.

Les|décisions ou accords officiels de I'lEC concernant les questions techniques représentent, dans la
du possible, un accord international sur les sujets étudiés, étant donné que les Comités nationaux
intéfessés sont représentés dans chaque comité d’études.

Les|Publications de I'lEC se présentent sous la forme de recemmandations internationales et sont
comme telles par les Comités nationaux de I'lEC. Tous les_efforts raisonnables sont entrepris afin g
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I'événtuelle mauvaise utilisation ou interprétation qui en estfaite par un quelconque utilisateur final.

Dans le but d'encourager l'uniformité internationale, les Comités nationaux de I'lEC s'engagent, dans
megure possible, a appliquer de fagon transparentefes”Publications de I'l|EC dans leurs publications na
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donlmage de quelque(natire que ce soit, directe ou indirecte, ou pour supporter les colts (y compris |
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toute autre Publjcation de I'lEC, ou au crédit qui lui est accordé.
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La Norme internationale IEC 62138 a été établie par le sous-comité 45A: Sys
d’instrumentation, de contréle-commande et d'alimentation électrique des install
nucléaires, du comité d'études 45 de I'lEC: Instrumentation nucléaire.

temes
ations

Cette deuxiéme édition annule et remplace la premiére édition publiée en 2004. Cette édition
constitue une révision technique.

Cette édition inclut les modifications techniques majeures suivantes par rapport a |'édition
précédente:

a) aligner la présente norme sur les normes publiées ou révisées depuis sa premiére édition,

en particulier I'lEC 61513, I'lEC 60880, I'lEC 62645 et I'lEC 62671;
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b) fusionner les Articles 5 et 6 de la premiere édition en un seul article pour éviter la
répétition d’'une grande partie du texte dont le maintien de la cohérence s’est avéré tres
difficile;

c) reéviser l'article portant sur la sélection des logiciels prédéveloppés sur la base du retour
d’expérience issu de l'application de la premiére édition de la norme pour des projets
industriels. Des critéres plus précis sont proposés pour ce qui concerne la preuve de
conformité des logiciels prédéveloppés;

d) introduire des exigences portant sur la tragabilité en cohérence avec I'lEC 61513;
e) introduire une Annexe A fournissant une liste typique de documentation des logiciels;
f) introduire une Annexe B établissant les relations liant I'lEC 61513 au présent document;

g) intfoduire une Annexe C établissant les relations liant '|[EC 61508 au présent documgnt.

Le texte de cette Norme internationale est issu des documents suivants:

FDIS Rapport de vote
45A/1201/FDIS 45A/1209/RVD

Le ragport de vote indiqué dans le tableau ci-dessus donne toute information sur le votel ayant
aboutil a I'approbation de cette Norme internationale.

Ce dopument a été rédigé selon les Directives ISO/IEC, Partie 2.

Dans ¢e document, les caractéres suivant sont utilisés:

e lefs exigences et recommandations applicables>uniquement aux systemes de classgs 2 et
3 gpparaissent en italique a I’Article 6.

Le comité a décidé que le contenu de celdocument ne sera pas modifié avant la date de
stabilif¢ indiquée sur le site web de LIEC sous "http://webstore.iec.ch" dans les dgnnées
relatives au document recherché. A cette date, le document sera
e re¢onduit,

e supprimé,

e relnplacé par une édition révisée, ou

e anjendé.
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INTRODUCTION

Contexte technique, questions importantes et structure du présent document

La présente norme internationale établit des exigences portant sur les aspects logiciels
des systémes d’instrumentation et de contéle-commande (I&C) informatisés réalisant des
fonctions de catégorie B ou C, telles que définies par I'lEC 61226. Elle compléte
I'IEC 60880 qui établit les exigences pour les logiciels des systéemes d’'I&C informatisés
réalisant des fonctions de catégorie A.

Elle est cohérente et complémentaire avec I'lEC 61513:2011. Les activités se situant
principalement au niveau systéme (par exemple 'intégration, la validation et I'installation)
ne sont pas couvertes de fagon exhaustive par le présent document; les exigences qui ne
soht pas specifiques au logiciel sont reportées dans I'lEC 61513:2011.

Le| présent document prend en compte les pratiques de développement actuellement
miges en ceuvre pour les logiciels de systémes d’'I&C, et en particulier:

— | l'utilisation de logiciels, d’équipements et de familles d’équipements predeveloppés qui
n’ont pas nécessairement été congus selon les normes de I'industrie nucléaire;

— | l'utilisation de langages orientés application.
Pgsition du présent document dans la collection de normes-du SC 45A de I'lEC

L'IEC 61513 est le document de premier niveau dd )SC 45A qui fourn|t les
re¢commandations applicables pour I'l&C au niveau systémeéx

L'IEC 62138 est le document de deuxiéme niveau du SC 45A qui compléte I'lEC 1513
pour ce qui est du développement logiciel pour les_systémes d’l&C informatisés rélisant
dep fonctions de catégorie B ou C.

Pour plus de détails sur la structure de la collec¢tion de normes du SC 45A de I'lEC, voir le
pojnt d) de cette introduction.

Rgcommandations et limites relatives a(Fapplication du présent document

Il m’est pas prévu que le présent document soit utilisé comme un guide de génie lpgiciel
gépéraliste. Elle est applicable pour les logiciels des systémes d’l&C réalisant des
fonpctions de catégorie B ou Cpour les nouvelles centrales nucléaires de puigsance
comme pour les mises a jour ou les rénovations d’I&C de centrales existantes.

Pour les centrales existantes; seul un sous ensemble d’exigences est applicable| et ce
sols ensemble a a étre identifié au début de chaque projet.

L’gbjectif des recommandations fournies par le présent document est de réduire, putant
quE faire se peut, le potentiel de défauts logiciels latents pouvant causer des défaillances
systéme, dues a des défaillances logicielles uniques ou bien a des défaillances logifielles
myltiples (c'est-a-dire Défaillances de Cause Commune dues au logiciel).

Le| présent document ne traite pas explicitement de la protection des logiciels conjre les
mgnaces-hées a des attaques malveillantes des systémes informatisés, c'est-a-dire de
cybersécurité. L'IEC 62645 fournit des exigences portant sur les programmes de s¢curité
applicables pour les systémes informatisés.

Afin d’assurer la pertinence du présent document pour les années a venir, I'accent est mis
sur les questions de principes plutét que sur les technologies particuliéres.

Description de la structure de la collection des normes du SC 45A de I'IEC et
relations avec d’autres documents de I'lEC, et d’autres organisations (AIEA, ISO)

Les documents de niveau supérieur de la collection de normes produites par le SC 45A de
I'IEC sont les normes IEC 61513 et IEC 63046. L'IEC 61513 traite des exigences
générales relatives aux systémes et équipements d’instrumentation et de controle-
commande (systémes d’I&C) utilisés pour accomplir les fonctions importantes pour la
slreté des centrales nucléaires. L'I[EC 63046 traite des exigences générales relatives aux
systémes d’alimentation électrique; elle couvre les systémes d’alimentation électrique
jusqu’a et y compris les alimentations des systémes d’I&C. Les normes IEC 61513 et
IEC 63046 doivent étre considérées ensemble et au méme niveau. Les normes IEC 61513
et IEC 63046 structurent la collection de normes du SC 45A de I'lEC et forment un cadre
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complet, cohérent et consistant établissant les exigences générales relatives aux
systéemes d’I&C et électriques des centrales nucléaires de puissance.

Les normes IEC 61513 et IEC 63046 font directement référence aux autres normes du
SC 45A de I'lEC traitant de sujets génériques, tels que la catégorisation des fonctions et
le classement des systémes, la qualification, la séparation des systémes, la défense
contre les défaillances de cause commune, la conception des salles de commande,
compatibilité électromagnétique, la cybersécurité, les aspects logiciels et matériels relatifs
aux systémes numeériques programmables, la coordination des exigences de sdreté et de
sécurité et la gestion du vieillissement. Il convient de considérer que ces normes, de
second niveau, forment, avec les normes IEC 61513 et IEC 63046, un ensemble
documentaire cohérent.

AU froisieme niveau, les normes du SC 45A de TTEC, qui ne sont généralememt pas
référencées directement par les normes IEC 61513 ou IEC 63046, sont relatives |[a des
m3atériels particuliers, a des méthodes ou a des activités spécifiques. Généralement ces
dopuments, qui font référence aux documents de deuxiéme niveau pour-les aqgtivités
gépériques, peuvent étre utilisés de fagon isolée.

Un quatrieme niveau qui est une extension de la collection de normes,di SC 45A d¢ I'lEC
cofrespond aux rapports techniques qui ne sont pas des documents‘normatifs.

Lep normes de la collection produite par le SC 45A de I'lEC sont élaborées de fdgon a
étne en accord avec les principes de sareté et de sécurité de haut niveau établis gar les
nofmes de sOreté de I'AIEA pertinentes pour les centrales nucléaires, ainsi qu’avec les
doruments pertinents de la collection de I'AIEA pourdlassécurité nucléaire (NSP), en
particulier avec le document d’exigences SSR-2/1 guiétablit les exigences de plreté
relatives a la conception des centrales nucléaires~avec le guide de sdreté SSG-B0 qui
traite du classement de s(Oreté des structures, (Systémes et composants des centrales
nugléaires, avec le guide de slreté SSG-39 quistraite de la conception de I'instrumentation
et|du contréle-commande des centrales nucléaires, avec le guide de slreté SSG-B4 qui
traite de la conception des systémes d’aliméntation électrique des centrales nucléaifes, et
avec le guide de mise en ceuvre NSS4Z traitant de la sécurité informatique pour les
indtallations nucléaires. La terminologie et les définitions utilisées pour la slretd et la
ségurité dans les normes produitesspar le SC 45A sont conformes a celles utiliségs par
I'’AIEA.

Lep normes IEC 61513 et IEC.63046 ont adopté une présentation similaire a cdlle de
I'lEC 61508, avec un cyclesde’vie d’ensemble et un cycle de vie des systémes. Au piveau
slfeté nucléaire, les normes IEC 61513 et IEC 63046 sont 'interprétation des exigences
gépérales de I'IEC 64508-1, de I'lEC 61508-2 et de I'lEC 61508-4 pour le sgcteur
nugcléaire. Dans ce~domaine, I'lEC 60880, I'lEC 62138 et I'|EC 62566 correspondent a
I'lBEC 61508-3 pour—le secteur nucléaire. Les normes IEC 61513 et IEC 63046 font
référence aux normes ISO ainsi qu’aux documents AIEA GS-R-3 et AIEA GS-G-8.1 et
AlEA GS-G-3:5-pour ce qui concerne l'assurance qualité. Au second niveau, I'lEC 62645
esf le document chapeau des normes du SC 45A de 'l|EC portant sur la sécurité nuc]éaire.
Elle estwelaborée sur les principes pertinents de haut niveau de I'ISO/IEC 27(01 et
I''SOUEQC 27002; elle les adapte et les complete pour qu’ils deviennent pertinents gour le
secteur nucléaire; elle est coordonnée étroitement avec I'lEC 62443. Au second njiveau,
I''EC 60964 est le document chapeau des normes du SC 45A de TTEC portant sur les
salles de commande et I'lEC 62342 est le document chapeau des normes du SC 45A de
I'IEC portant sur la gestion du vieillissement.

NOTE 1 1l est fait ’'hypothése que pour la conception des systéemes d’I&C qui sont supports de fonctions de
slreté conventionnelle (par exemple pour garantir la sécurité des travailleurs, la protection des biens, la prévention
contre les risques chimiques, la prévention contre les risques liés au procédé énergétique) on applique des normes
nationales ou internationales.

NOTE 2 Le domaine du SC 45A de I'lEC a été étendu en 2013 pour couvrir les systémes électriques. En 2014 et
en 2015 des discussions ont eu lieu au sein du SC 45A de I'lEC pour décider de la fagon et de I’endroit pour établir
les exigences générales portant sur la conception des systémes électriques. Les experts du SC 45A de I'lEC ont
recommandé que pour établir des exigences générales pour les systemes électriques une norme indépendante soit
développée au méme niveau que I'IlEC 61513. Le projet IEC 63046 est lancé pour atteindre cet objectif. Lorsque
I'lEC 63046 sera publiée, la présente NOTE 2 de I'introduction sera supprimée.
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CENTRALES NUCLEAIRES DE PUISSANCE - SYSTEMES
D’INSTRUMENTATION ET DE CONTROLE-COMMANDE IMPORTANTS
POUR LA SURETE - ASPECTS LOGICIELS DES SYSTEMES
INFORMATISES REALISANT DES FONCTIONS DE CATEGORIE B OU C

1 Domaine d’application

Le pr§ tation
et de fontréle-commande (1&C) informatisés réalisant des fonctions de sireté de catédorie B
ou C,[selon la définition donnée par I'lEC 61226. Il est complémentaire a I'lEC.60880 qui
énonce des exigences sur le logiciel des systémes d’I&C informatisés réalisant)des forjctions
de slneté de catégorie A.

Il est| également cohérent et complémentaire a I'lEC 61513. Lesy@activités de pature
essenfiellement systéme (par exemple l'intégration, la validation et l'installation sur sije) n’y
sont gas traitées exhaustivement: les exigences qui ne sont pas spécifiques au logicigl sont
reportges dans I'lEC 61513.

La relption entre les catégories des fonctions et les classes des systémes est fournfie par
'IEC 61513. Un systéme d’'I&C classé de slreté pouvani réaliser des fonctions de catégories
différgntes, ainsi que des fonctions non classées, les, exigences du présent document sont
attachiges a la classe de slreté du systéme d’'l1&C (classe 2 ou classe 3).

Il n'edt pas prévu que le présent document soit utilisé comme un guide de génie lpgiciel
généraliste. Il est applicable pour les logiciels\des systémes d’'I&C de classe de sreté R ou 3
pour les nouvelles centrales nucléaires de\ puissance comme pour les mises a jour pu les
rénovations d’l&C de centrales existantes.

Pour les centrales existantes, seul un sous ensemble d’exigences est applicable et cg sous
ensenpble a a étre identifié au début de chaque projet.

L’objertif des recommandations fournies par le présent document est de réduire, autapt que
faire ge peut, le potentiel’d’avoir des défauts logiciels latents pouvant causer des défaillances
systeme, due a des/défaillances logicielles uniques ou bien a des défaillances logifielles
multipjes (c'est-a-dire Défaillances de Cause Commune dues au logiciel).

Le pr¢sent document ne traite pas explicitement de la protection des logiciels confre les
menages Jiées a des attaques malveillantes des systémes informatisés, c'est-a-dlre de
cybergécurité. L’IEC 62645 fournit des exigences portant sur les programmes de sTcurité
applichblés pour les systémes informatisés

2 Références normatives

Les documents suivants cités dans le texte constituent, pour tout ou partie de leur contenu,
des exigences du présent document. Pour les références datées, seule I'édition citée
s’applique. Pour les références non datées, la derniére édition du document de référence
s'applique (y compris les éventuels amendements).

IEC 60880:2006, Centrales nucléaires de puissance — Instrumentation et contréle-commande
importants pour la sdreté — Aspects logiciels des systemes programmés réalisant des
fonctions de catégorie A
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IEC 61226, Centrales nucléaires de puissance — Instrumentation et contréle-commande
importants pour la slreté — Classement des fonctions d'instrumentation et de contréle-
commande

IEC 61513:2011, Centrales nucléaires de puissance — Instrumentation et contréle-commande
importants pour la sareté — Exigences générales pour les systémes

IEC 62671:2013, Centrales nucléaires de puissance — Instrumentation et contréle-commande
importants pour la siireté — Sélection et utilisation des appareils numériques a fonctionnalités
limitées

3 Termes et définitions
Pour Ies besoins du présent document les termes et définitions qui suivent s'appliquent.

L'ISO et I'lEC tiennent a jour des bases de données terminologiques destinées a étre ut|lisées
en nofmalisation, consultables aux adresses suivantes:

o |EC Electropedia: disponible a I'adresse http://www.electropedia:erg/

o ISD Online browsing platform: disponible a I'adresse http://www.iso.org/obp

3.1
animgtion
procegsus par lequel le comportement défini par une )spécification est visualisé avgc ses
valeurs effectives dérivées des équations de comportement et des valeurs d’entrée

[SOURCE: IEC 60880:2006, 3.1]

3.2
fonction d'application
fonctign d'un systéme d'l&C qui agcomplit une tache relative au processus sous cagntrble
plutétijqu'au fonctionnement du systéme lui-méme

[SOURCE: IEC 61513:2011, 3.1]

3.3
logicigl d'application
partie|du logiciel d'un systeme d'l&C qui exécute les fonctions d'application

Note 1 p I'articlei-Le logiciel d'application est a mettre en regard avec le «logiciel systéme».

Note 2 | lartiele: Les logiciels d’application sont propres a la centrale ainsi ils ne peuvent pas étre cor|sidérés
comme|desvogiciels prédéveloppés.

[SOURCE: IEC 61513:2011, 3.2, modifié (notes a I'article modifiées)]

3.4

langage orienté application

langage informatique spécifiquement congu pour un certain type d’application et pour étre
utilisé par les spécialistes de ce type d’application

Note 1 a l'article: Les familles d’équipements offrent en général des langages orientés application de fagon a
faciliter I'adaptation des équipements a des exigences particulieres.

Note 2 a l'article: Les langages orientés application peuvent étre utilisés pour la spécification d’exigences
fonctionnelles que doit satisfaire un systéme d’'lI&C, et / ou pour spécifier ou concevoir le logiciel d’application. lls
peuvent étre basés sur du texte, des diagrammes ou une combinaison des deux.

Note 3 a I'article: Exemples: les langages a blocs fonctionnels, les langages définis par I'lEC 61131-3.
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Note 4 a I'article: Voir aussi “langage généraliste”.

[SOURCE: IEC 60880:2006, 3.3, modifié (note 4 a l'article ajoutée)]

3.5

défaillance de cause commune

DCC

défaillance de plusieurs structures, systémes ou composants due a un événement ou a une
cause spécifique unique

Note 1 a l'article: Les causes communes peuvent étre internes ou externes au systéme d’I&C.

[SOURCE: Glossaire de slreté de I'AIEA, édition 2016]

3.6
complexité
degré| de difficulté a comprendre ou vérifier la conception, la mise_ en ceuvre |ou le
compgrtement d'un systéme ou d'un composant

[SOURCE: IEC 61513:2011, 3.9]

3.7
programme <d’ordinateur>

enserlble ordonné d’instructions et de données qui spécifie'des opérations sous une forme
adaptée a I’exécution par un ordinateur

Note 1 [a I'article: Ceci inclut les programmes classiques écrits en langage généraliste et cela inclut ayissi les
prograrhmes écrits en langage orienté application.

[SOURCE: IEC 60880:2006, 3.10, modifié (note 1 a I'article ajoutée)]

3.8
élémT:t informatisé

élément qui s'appuie sur des instructions logicielles s'exécutant sur des microprocessefirs ou
des mjcrocontrdleurs

Note 1 g I'article: Dans ce terme et sa définition le mot «élément» peut étre remplacé par les mots «sy$témen,
«équipgment» ou «dispositif»,

Note 2 p I'article: Un élémeént informatisé est un type d'élément numérique programmable.
Note 3 p I'article: £e terme équivaut au terme «élément programmeén».

Note 4 g I'articlex~Dans la traduction francaise des normes du SC 45A, les termes «informatique» et «informatisé»
sont équivalgnts.

3.9
gestion de la configuration

processus consistant a identifier et a consigner les caractéristiques des structures, systémes
et composants (y compris des systémes informatisés et des logiciels) d'une installation, et a
s'assurer que les modifications de ces caractéristiques sont correctement élaborées,
évaluées, approuvées, publiées, mises en ceuvre, vérifiées, enregistrées et incorporées dans
la documentation relative a cette installation

[SOURCE: Glossaire de slreté de I'AIEA, édition 2016]

3.10

cybersécurité

ensemble des activités et des mesures dont I'objectif est d'empécher, de détecter et de réagir
aux attaques digitales dont l'intention est d'entrainer:
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la divulgation d'informations qui pourraient étre utilisées pour réaliser des actes
malveillants qui pourraient amener a un accident, une situation non sire ou dégrader les
performances de fonctionnement de la centrale (confidentialité),

les modifications malveillantes de fonctions qui pourraient porter atteinte a la fourniture ou
a l'intégrité d'un service demandé par des systémes programmés-HPD d'l&C (y compris la
perte de contrbéle) qui pourraient avoir pour conséquence un accident, 'apparition d'une
situation non sdre ou une dégradation des performances de l'installation (intégrité),

la rétention, la prévention pour I'accés a ou la communication d'informations, de données
ou de ressources (y compris la perte de vue) malveillantes qui pourraient compromettre la
fourniture par un systéme d'I&C d'un service demandé qui pourrait avoir pour
conséquence un accident, I'apparition d'une situation non slire ou une dégradation des

pefformances de l'installation (disponibilite).
Note 1 g I'article: Cette définition est taillée sur mesure par rapport au domaine de I'lEC 62645, Se ‘eongentrant
sur la prévention, la détection et la réaction aux actes malveillants portant atteinte aux systémes programmpgs-HPD
d'1&C utilisant des moyens numériques. Il est reconnu que le terme " cybersécurité " a un)sens plus large au
niveau des autres normes et documents guide et souvent qu'il couvre les menaces non malveillantes, les|erreurs
humaings et la protection contre les risques naturels, qui sont en dehors du domaine de I'lEC 62645.
[SOURCE: IEC 62645:2014, 3.6, modifié (suppression de la note 2 a l'article)]
3.11
fonctionnalité dédiée
proprigté des appareils qui ont été congus pour réaliser séulement une fonction clairement
défini¢ ou bien a un ensemble trés réduit de fonctions, telles que par exemple, la caplure et
I'envo| d'un paramétre procédé, ou la transformationsdiune source de courant alternatif en
couranmt continu. Cette fonction (ou cet ensemble réduit*de fonctions) est inhérent a I'appareil,
et n'esgt pas le résultat d'une programmation par I'utilisateur
Note 1 p l'article: Les fonctions auxiliaires (par exemplef{'auto-surveillance, I'auto-étalonnage, la commuhpication
de donpées) peuvent aussi étre réalisées dans I'appareil, mais pour autant cela ne change pas le domairle étroit
d'appligation de I'appareil.
Note 2 [a l'article:  «Dédiés» dans le sens utilisé dans I'lEC 62671 fait référence a une conception pour une
fonctior| particuliere qui ne peut pas étre modifiée sur le terrain.
[SOURCE: IEC 62671:2013, 3.7]
3.12
spécification de conception
docunjent ou ensemple-de documents qui décrivent I'organisation et le fonctionnemer|t d’'un
élément, et qui sént utilisés comme base de la mise en ceuvre et pour l'intégration de
I’élémpent
3.13
docurphentation de siireté
document ou ensemble de documents qui spécifient comment un produit peut étre utilisé de

facon slre dans une application importante pour la sGreté

Note 1 a I'article: Cette définition est utilisée dans le contexte des logiciels prédéveloppés (voir 6.3).

3.14
analyse dynamique

processus consistant a évaluer un systéme ou un composant sur la base de son

comportement pendant I'exécution. S’oppose a I'analyse statique

[SOURCE: IEC 60880:2006, 3.15]
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3.15

élément électrique/électronique/électronique programmable

élément E/E/PE

élément réalisé a base de technologie électrique (E) et/ou électronique (E) et/ou électronique
programmable (PE)

Note 1 a l'article: Dans ce terme et sa définition le mot "élément" peut étre remplacé par les mots «systemen,
«équipement» ou «dispositif».

[SOURCE: IEC 61508-4:2010, 3.2.13, modifié ("élément" ajouté et note a I'article modifiée)]

3.16

famillp d'équipements
ensenpible de composants matériels et logiciels pouvant travailler de maniére complémg¢ntaire
dans |une ou plusieurs architectures définies (configurations). Le développement des
configurations spécifiques a la centrale et du logiciel d'application associé peub étre féalisé
par dgs outils logiciels. Une famille d'équipements fournit normalement un_gestain nompre de
fonctignnalités standard (bibliothéque des fonctions d'application) qui peuvent étre combinées
pour générer un logiciel d'application spécifique

Note 1 fa l'article: Une famille d'équipements peut étre un produit provenant d'un fabricant ou un ensemble de
produit$ interconnectés et adaptés par un fournisseur.

Note 2 |a l'article: Le terme «plate-forme de composants» est parfois utilisé comme synonyme de kfamille
d'équipgments».

[SOURCE: IEC 61513:2011, 3.17, modifié (suppression. de la note 1 a I'article)]

3.17
erreu
différgnce entre une valeur ou condition ealculée, observée ou mesurée et la valgur ou
conditjon réelle, spécifiée ou théorique

Note 1 g I'article: Voir aussi «erreur humaine», «défaut», «défaillance».

[SOURCE: IEC 61513:2011, 3.18; modifié (note 1 a l'article ajoutée)]

3.18
code egxécutable
logicigl présent dans le.systéme cible

Note 1 |a Il'article: kel code exécutable comprend généralement les instructions devant étre exécutéeq par le
matérie] du systémeccible et les données associées.

3.19

défail
incapeé d'une-struc
critéres d'acceptation

Note 1 a l'article: L’équipement est considéré comme défaillant lorsqu'ils ne fonctionnent plus, que I'on en ait
besoin ou non a ce moment-la. Par exemple, la défaillance d'un systéme de secours peut ne pas étre manifeste
jusqu'a ce que l'on ait recours a ce systeme, soit dans le cadre d'essais, soit lorsque le systéme principal est en
panne.

Note 2 a l'article: Une défaillance est le résultat d'un défaut du matériel, d'un défaut du logiciel, d'un défaut du
systéme ou d'une erreur de maintenance. Elle est engendrée par la trajectoire du signal associé.

Note 3 a I'article: Voir aussi «erreur humaine», «défaut», «erreur».

[SOURCE: Glossaire de slreté de I'AIEA, édition 2016]
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3.20
défaut
imperfection dans un composant matériel, logiciel ou systéme

Note 1 a l'article: Les défauts peuvent provenir de défauts aléatoires, par exemple suite au vieillissement du

matériel, et peuvent étre systématiques, par exemple des défauts logiciels, suite a des erreurs de conceptio

n.

Note 2 a l'article: Un défaut (notamment un défaut de conception) peut ne pas étre détecté dans le systéme

jusqu'a I'apparition d'une situation pour laquelle le résultat produit n'est pas conforme a ce qui était prévu
fonction, c'est-a-dire qu'une défaillance se produit.

Note 3 a I'article: Voir aussi «erreur humaine», «erreur», «défaillance».

[SOU

3.21
microprogramme
logicigl étroitement dépendant des caractéristiques du matériel sur lequel celui'ci est in

compagsant matériel (par exemple puce du processeur, carte, ERROM) qui contient ce |
par dés composants contenant le logiciel modifié, et lorsqU€,c'est le cas, la gesti
configuration des composants matériels assure effectivement la gestion de configuratig
microprogrammes. Le microprogramme, tel que considéré dans I'lEC 60987 est effectiv,
du logjiciel xkembarqué» sur le matériel

[SOURCE: IEC 60987:2007, 3.4]

3.22
validdtion fonctionnelle

pour la

stallé.
ur du
partie
seur).
ant le
Dgiciel
on de
n des
ement

verificption de la conformité des spécifications des fonctions d'application aux exigences des

fonctigns et des performances de haut'niveau de la centrale. Elle est complémentaire
validafion du systéme, qui vérifie la*conformité du systéme a la spécification des fonctio

[SOURCE: IEC 61513:2011, 8.23]

3.23
langage généraliste
langage informatiqe.Congu pour s’adresser a tout type de besoin

Note 1 [a l'article; JLe logiciel systéme d’une famille d’équipements est en général réalisé a I'aide de |4
généraljstes.

de la
NS

ngages

Note 2 pd'article: Par exemple, Ada, C, Pascal.

Note 3 a I'article: Voir aussi «langage orienté application».

[SOURCE: IEC 60880:2006, 3.20, modifié (note 3 a l'article ajoutée)]

3.24
erreur (ou faute) humaine
action humaine conduisant a un résultat indésirable

Note 1 a l'article: Voir aussi «défauty», «erreury», défaillance».

[SOURCE: IEC 61513:2011, 3.26, modifié (note 1 a I'article ajoutée)]

3.25
architecture de I'l&C
structure organisant les systémes de CC de la centrale importants pour la slreté
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[SOURCE: IEC 61513:2011, 3.27]

3.26

systéme d'lI&C

systeme réalisé sur la base d'éléments E/E/PE, exécutant des fonctions d'I&C de la centrale
ainsi que des fonctions de service et de surveillance liées au fonctionnement du systéme lui-
méme

Note 1 a l'article: Le terme est utilisé comme terme général comprenant tous les éléments du systeme, tels que
les alimentations électriques, les capteurs et autres dispositifs d'entrée, les bus de données et autres chemins de
communication, les interfaces vers les actionneurs et autres dispositifs de sortie. Les différentes fonctions d'un
systéme peuvent utiliser des ressources dédiées ou partagées.

Note 2 [a l'article: Les éléments contenus dans un systéme d'I&C donné sont définis dans la spécificatjon des
limites fle ce systéme.

Note 3 p I'article: Voir aussi la définition d'élément E/E/PE et les notes associées.

Note 4 g l'article: Selon leurs fonctionnalités propres, I'AIEA fait la distinction entre les systémes de cortrole et
de commande, les systémes d'IHM, les systémes de verrouillage et les systémes de protection.

3.27
intégnation
agrégation et vérification progressives des composant pour formerjun systéme complet

3.28
bibliothéque
ensenible d’éléments logiciels connexes contenus dans’ un fichier unique mais sélectionnés
indiviquellement pour inclusion dans le produit logiciel*final

[SOURCE: IEC 60880:2006, 3.24]

3.29
mode|de fonctionnement
état dp fonctionnement d’'un élémentiqui dans ce cas adopte un comportement opérafionnel
particullier

EXEMPLE: Les modes d’initialisation, normal ou dégradé adopté en cas d’erreur dans I'élément.

3.30
logicipl systéme opérationnel
logicigl s’exécutantisur le processeur cible pendant le fonctionnement du systéme

EXEMPLE: Systéme d’exploitation, gestionnaires d’entrées/sorties et de communication, gestion des excgptions,
bibliothpques «d application logicielles, auto-surveillance, gestion des redondances et de la dégidadation
progressive.

3.31
parameétre

donnée gouvernant le comportement du systéme d’I&C et / ou de son logiciel, et pouvant étre
modifiée par les opérateurs durant I’exploitation

3.32

logiciel prédéveloppé

logiciel qui existe déja, est disponible en tant que produit commercial ou propriétaire, et dont
l'utilisation est envisagée

Note 1 a I'article: Dans le présent document, les logiciels prédéveloppés sont de deux types:
a) le logiciel systéme opérationnel complet,

b) les composants logiciels.
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Note 2 & l'article: Les logiciels prédéveloppés peuvent étre répartis entre les logiciels qui n‘ont pas été
spécifiguement développés pour un environnement matériel particulier et les logiciels intégrés dans des
composants matériels et qui sont a utiliser en association avec ces matériels.

Note 3 a l'article: Dans le présent document, ce terme ne couvre pas les outils logiciels, méme si ceux-ci sont
prédéveloppés.

Note 4 a l'article: Le logiciel d’application est spécifique a I'installation, ainsi il ne peut pas étre considéré comme
du logiciel prédéveloppé.

[SOURCE: IEC 60880:2006, 3.28, modifié (notes a I'article ajoutées)]

3.33
constituantprédévelopp¢e————————————————————————————————————————

constifjuant matériel ou logiciel ou programmé qui existe déja, qui est disponible\domme
produit commercial ou propriétaire, et dont I'utilisation est envisagée

Note 1 |a l'article: Cette définition est fournie par souci de cohérence avec les termes ‘et définitjons de
I'IEC 61513:2011 mais n’est pas utilisée. Dans le présent document dédié au logicigl’ le terme |logiciel
prédévé¢loppé est utilisé.

[SOURCE: IEC 61513:2011, 3.36, modifié (note a I'article modifiée)]

3.34
élément numérique programmable
élément qui s'appuie sur des instructions logicielles oucune logique programmablg pour
acconjplir une fonction

Note 1 p I'article: Le terme «élément» peut étre remplacé parle terme «systéme», «équipement» ou «disp@sitif».

Note 2 |a I'article: Les principaux éléments numériques_programmables sont les éléments informatiséq et les
élémenis logiques programmables.

Note 3 [a I'article: Ce terme utilisé par I'lEC SC 45A équivaut au terme «élément électronique programmable»
utilisé dans I'lEC 61508.

3.35
élémegnt a logique programmable
élément qui s'appuie sur circuit intégré composé d’éléments logiques avec un| motif
d’inteficonnexions, dont des parties sont programmables par 'utilisateur

Note 1 |a l'article: Le terme“«élément» peut étre remplacé par les termes «systéme», «équipemgnt» ou
«dispoditif».

Note 2 p I'article: Un“élement a logique programmable est une sorte d'élément numérique programmable.

Note 3 p l'article;\_Voir aussi la définition d'élément E/E/PE et les notes associées.

3.36
auto-surveillance
test automatique des performances matérielles et de la cohérence logicielle d’'un systéme
d’l&C informatisé

[SOURCE: IEC 60671:2007, 3.8]

3.37

logiciel

programmes (ensembles ordonnés d'instructions), données, regles et toute documentation
associée relatifs au fonctionnement d'un systéme informatisé

[SOURCE: IEC 61513:2011, 3.51]
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3.38

composant logiciel

une des entités constituent un logiciel complet. Les composants logiciels doivent étre intégrés
pour former le logiciel complet

Note 1 a l'article: Dans le présent document, un élément logiciel prédéveloppé peut étre considéré comme un
composant logiciel seulement s’il est intégré dans un logiciel plus important pour former un logiciel opérationnel
complet. En particulier, les vérifications et validation du logiciel opérationnel complet sont a réaliser avec les
composants logiciels embarqués. L’intégration peut étre faite dans un logiciel qui s’exécute sur un processeur
unique, pour par exemple les systémes d’exploitation temps réels ou bibliotheques. L’'intégration peut étre aussi
faite dans un logiciel qui s’exécute en une coopération étroite répartie sur plusieurs processeurs, par exemple le
microprogramme des modules de communication ou des modules d’entrée/sortie.

3.39
dévelpppement du logiciel
toutes| les activités du cycle de vie du logiciel conduisant a la création du {ogiCigl d’un
systéeme d’lI&C ou d’'un produit logiciel et qui couvrent toutes les phases deppis la
spéciflcation d’exigences jusqu’a la validation et I'installation sur le site

3.40
modifjcation du logiciel
changement dans un document ou des documents déja approuvés conduisant|{a un
changement dans le code exécutable

Note 1 ja I'article: Une modification du logiciel peut étre effectuée durant le développement initial (par gxemple
pour éliminer des défauts mis en évidence dans les phases finales dw développement) ou aprés la mise en|service
du logidiel.

[SOURCE: IEC 60880:2006, 3.36]

3.41
cycle|de vie et de siireté du logiciel
activites nécessaires au développemeni;et a I'exploitation du logiciel d’'un systéme|d’I&C
imporfant pour la sdreté. Elles couvrentla’période allant de la spécification des exigences sur
le logigiel jusqu’au au retrait de service du logiciel

[SOURCE: IEC 60880:2006, 3.3}

3.42
validgtion du logiciel
test e} évaluation d’dn)logiciel intégré pour s'assurer de sa conformité aux spécificatigns de
fonctignnalité, de«performance et d'interface imposées par les exigences sur le systéme|d’|&C

Note 1 [a l'articlex~Dans le présent document la validation du logiciel est considérée comme une partip de la
validatipn dursysteme.

3.43
analyse statique

processus d’évaluation d’'un systéme ou d’'un composant basé sur sa forme, sa structure, son
contenu ou sa documentation. S’oppose a I’'analyse dynamique

[SOURCE: IEC 60880:2006, 3.40]

3.44

logiciel systéme

logiciel congu pour un systéme programmé particulier ou pour une famille de systémes
programmés afin de faciliter le fonctionnement et la maintenance de ce systéme et des
programmes connexes, par exemple systémes d’exploitation, ordinateurs, utilitaires. Le
logiciel systéme est généralement composé de logiciels systémes opérationnels et de
logiciels de soutien


https://iecnorm.com/api/?name=7a42a4959d2e1dbc84d78ce9172b1efb

IEC 62138:2018 © IEC 2018 - 69—

Note 1 a l'article: Logiciels systémes opérationnels: logiciels fonctionnant sur le processeur cible pendant le
fonctionnement du systeme. Par exemple: systéme d’exploitation, gestionnaires d'entrée/sortie et de
communication, gestion des exceptions, bibliotheques d'application logicielles, auto-surveillance, gestion de la
redondance et de la dégradation progressive.

Note 2 a l'article: Logiciels de soutien: logiciels d'aide au développement, aux essais ou a la maintenance des
autres logiciels et du systéme tels que les compilateurs, les générateurs de codes, I'éditeur graphique, le
diagnostic hors-ligne, les outils de vérification et de validation, etc.

Note 3 a l'article: Voir également «logiciel d'application».

[SOURCE: IEC 61513:2011, 3.58, modifié (notes 2,3 et 4 a I'article ajoutées)]

3.45
validgtion systéme
confirmation par examen et apport d'autres éléments justificatifs qu'un systéme satisfdit a la
totalit¢ des exigences spécifiées (fonctionnalités, temps de réponse, tolérance “aux fautes,
robusfesse)

Note 1 p l'article: L'édition 2016 du Glossaire de Sireté de I'AIEA donne les deux définitions suivantes:

Validatipn: Processus visant a déterminer si un produit ou un service est capable deyremplir sa fonction pré¢vue de
facon sptisfaisante. La validation peut faire intervenir plus d’élément de jugement queAa vérification.

Validatipn du systeme informatisé: Processus consistant a tester et évaluer le systéme informatisé |intégré
(matéri¢l et logiciel) afin de garantir sa conformité par rapport aux exigences fonctionnelles, aux ex|gences
relativep aux performances et a celles concernant les interfaces.

Le premier point qui doit étre relevé pour ce qui concerne la définition'de validation systéme est que celle-di est un
cas spgcifique de validation, qu’elle fait référence a un produit)particulier, a savoir la validation d’'un gystéme
d’l&C. LCeci est cohérent avec la définition de I’AIEA. Deuxiémement, la définition IEC spécifie la référgnce de
validatipn, a savoir les spécifications d’exigences alors que_ta.définition de I’AIEA fait seulement référerjce a la
fonctior| attendue.

[SOURCE: IEC 61513:2011, 3.59]

3.46
défaut systématique
défauf relié de facon déterministe.a une certaine cause, ne pouvant étre éliminée que pgr une
modification de la conception_ou-du processus de fabrication, des procédures d'exploitation,
de la documentation ou d'autres facteurs appropriés

[SOURCE: IEC 61513:2011, 3.60]

3.47
vérifi¢ation
confirmation ‘par examen et apport d'éléments objectifs que les résultats d'une activitg sont
confomes alix objectifs et exigences établis pour cette activité

[SOURCETTEC 61513 201T, 3.62]

4 Symboles et termes abrégés

CB Informatisé (Computer-Based)
DCC Défaillance de Cause Commune
EPROM Erasable Programmable Read Only Memory

IHM Interface homme machine

HDL Langage de description de matériel (Hardware Description Language)
HPD Circuit intégré programmé en HDL (HDL-Programmed Device)

1&C Instrumentation et contréle-commande

CNP Centrale nucléaire de puissance
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5 Concepts et présupposés

5.1 Généralité

L’Article 5 présente les principaux concepts et présupposés relatifs a la nature et au
développement du logiciel des systémes d’I&C des classes de slreté 2 et 3, et sur lesquels le
texte normatif repose.

5.2 Types de logiciels

¢s capteurs et des actionneurs, des équipements de communication etydes ondule

d’application en
langages orientés
application

Logiciel systéme

opérationnel

- Systéme d’exploitation

- Bibliotheque de blocs
fonctionnels

- Bibliotheque graphique

- Logiciels de
communication

- Interfaces logicielles

Logiciel
d’application en
langages
généralistes

d’application en
langages orientés
application

- Systéme d’exploitation|

- Gestionnaire de base
données d’ingénierie

- Outils d’ingénierie

- Outils de diagnostic

e

Logiciels d’IHM Logiciels Logiciel des systémef de
nterface Homme-Machine) d’Automatisation et service
Contréle
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v
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Figure 1 — Composants logiciels typiques d’un systéme d’I&C informatisé

IEC

Le logiciel d’'un systéme d’I&C peut aussi étre divisé en logiciel prédéveloppé (offrant le plus
souvent des fonctions utiles pour une variété de systémes d’'l&C) et en logiciel nouveau
(développé le plus souvent pour les besoins spécifiques d'un systéme d’I&C). Les exigences
du présent document qui couvrent les questions pertinentes concernant les logiciels


https://iecnorm.com/api/?name=7a42a4959d2e1dbc84d78ce9172b1efb

IEC 62138:2018 © IEC 2018 -71-

nouveaux peuvent également étre rétrospectivement appliquées aux logiciels prédéveloppés.
Dans certains cas, cependant, le présent document énonce des exigences de substitution
pour traiter spécifiquement des questions pertinentes pour les logiciels prédéveloppés.

De nombreuses familles d’équipements incluent une large panoplie d’outils de développement
orientés application permettant aux ingénieurs concevant la centrale ou les systémes
élémentaires de spécifier leurs exigences graphiquement. Des outils peuvent alors traduire
automatiquement les graphiques représentant des programmes en logiciel d’application
exécutable. Lorsque ces outils sont d’'une qualité appropriée, il est admis que cette approche
permet de réduire les risques de défaut.

5.3 ‘Fy‘p'erd'e-dvnﬁé'erde bunﬁgulatiun

La conception de nombreux systémes fait largement appel a des données de cenfigufation.
Une donnée de configuration peut étre liée au logiciel systéme opérationnel ou~au lpgiciel
d’appljcation. Les données de configuration liées au logiciel d’application sont\principalement
des dpnnées d’ingénierie résultant de la conception de la centrale et sontsouvent prgduites
pour lessentiel par des concepteurs de centrale qui n’ont pas besain-.d’'une expéfience
particliliére en génie logiciel. Les données de configuration peuvent étredivisées en:

e dophnées qui ne peuvent étre modifiées en ligne par les opérateurs de la centrale, [et qui
sopt soumises aux mémes exigences que le reste du logiciel;

e pafamétres qui peuvent étre modifiés par les opérateurs durant I'exploitation |[de la
ceptrale (par exemple les seuils d’alarme, les points de consigne, les dognnées
d’4talonnage pour calibrer 'instrumentation) et qui font I'objet d’exigences particuliéfes.

5.4 |Cycles de vie et de sareté du logiciel et dusystéme

Spécification,des exigences
du systeme\(6.2.2, 6.4.2)

Sélection des ¢
équipements ou
familles »| Analyse d’adéquation (6.2.3, 6.4.3)
d’équipements
prédéveloppés ¢
(6.2.3.2) Spécification du systéme (6.2.3, 6.4.3)
Conception détaillée et réalisation du systéme (6.2.4, 6.4.4)
Développement\/ Génération Approvisionnement des Développement des matériels et
du logiciel-d"application équipements (matériel et logiciels systémes opérationnels
logiciel systeme)
Intégration du systeme (6.2.5, 6.3.4, 6.4.5)
Validation I
fonctionnelle
(6.2.4.2.1) Validation du systéme (6.2.6, 6.3.5, 6.4.6)

!

Installation du systéme (6.2.7, 6.3.6)

v

Modification du systeme (6.2.8, 6.4.7) IEC

Figure 2 — Activités du cycle de vie de sireté du systéme (selon I'l[EC 61513:2011)

Le logiciel contribue en général fortement aux fonctions réalisées par le systéme d’I&C. |l
peut aussi contribuer a des fonctions ajoutées car nécessaire au fonctionnement du systéme
lui-méme (initialisation et surveillance du matériel, communication entre sous-systémes et
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