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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING - DATA EXCHANGE
FOR METER READING, TARIFF AND LOAD CONTROL -

Part 62: Interface classes

FOREWORD

1) The Inpternational Electrotechnical Commission (IEC) is a worldwide organization for standardi mprising
all nptional electrotechnical committees (IEC National Committees). The obj promote
intergational co-operation on all questions concerning standardization in the electf\ ields. To
this ¢nd and in addition to other activities, IEC publishes International Sta {fications,
Techpical Reports, Publicly Available Specifications (PAS) and Guides bas “IEC
Publication(s)”). Their preparation is entrusted to technical committees; a E terested
in thp subject dealt with may participate in this preparatory work nd non-
governmental organizations liaising with the IEC also participate in jh 5 closely
with fthe International Organization for Standardization (ISO) in &ccord hined by
agregment between the two organizations.

2) The fprmal decisions or agreements of IEC on technical mattg 3 rnational
consénsus of opinion on the relevant subjects since eac z representatlon from all
intergsted IEC National Committees.

3) IEC National
Com t of IEC
Publipations is accurate, for any
misinterpretation by any end user.

4) In or lications
trans iyergence
betwg¢en any IEC Publicatiopahd the icated in
the Igtter.

5) IEC provides no marki for any
equigment declared to

6) All ugers should@ )

7) No liability shall cht erts and
membpers of its technical gmage or
other bes) and
expe her IEC
Publip

8) Attentti e references cited in this publication. Use of the referenced publigations is
indis

9) Attenfti ubject of
pater

The Intefnatignal*Electrotechnical Commission (IEC) draws attention to the fact that it is claimed that compliance

with this|Interpational Standard may involve the use of a maintenance service concerning the stack of profocols on

which th¢ présent standard IEC 62056-62 is based.

The IEC takes no position concerning the evidence, validity and scope of this maintenance service.

The provider of the maintenance service has assured the IEC that he is willing to provide services under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect, the

statement of the provider of the maintenance service is registered with the IEC.

Annex E) may be obtained from:

DLMS?' User Association

Geneva / Switzerland

www.dim

s.ch

1 Device Language Message Specification.

Information (see also 4.6.2 and
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International Standard IEC 62056-62 Ed. 2 has been prepared by IEC technical committee 13:
Equipment for electrical energy measurement and load control.

This second edition cancels and replaces the first edition published in 2002 and constitutes a

technic

al revision.

This edition includes the following significant technical changes with respect to the previous

edition:

e the list of common data types has been amended, some new types have been added;

e formatting for floating point numbers has been added;

¢ new HLS mechanisms have been added;

e instpnce specific data types have been replaced with a well-define

typ
e new
e enc
the
e new
e an
“HDO
e new

added. References to related IET

hay|

e Sev

The tex

Full inf
voting

The co
the ma
the dat

S;
units have been added;

pding of application_context_name and authentication
Association LN class has has been clarified;

interface classes “Register table” and “Statu

e been added;

eral amendments in Annex D “

t of this standard is\based on th
N

Report on voting

FD
<@/1§8ng1§ 13/1400/RVD

intenance t date indicated on the IEC web site under "http://webstore.ie
A related to thfe specific publication. At this date, the publication will be

le data

utes of

ct” and

e been

port on

pd until
t.ch” in

* reconfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.

A bilingual version of the publication may be issued at a later date.
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INTRODUCTION

Driven by the need of the utilities to optimize their business processes, the meter becomes
more and more part of an integrated metering and billing system. Whereas in the past the
commercial value of a meter was mainly generated by its data acquisition and processing
capabilities, nowadays the critical issues are system integration and interoperability.

The Companion Specification for Energy Metering (COSEM) addresses these challenges by
looking at the meter as an integrated part of a commercial process, which starts with the
measurement of the delivered product (energy) and ends with the revenue collection.

The me
formal
classesd

The C(

meter. [The client applications that support the business proc
ter manufacturers make use of this server model. The
its struptural model (the list of objects visible through the\N
butes and specific methods of these objects.

and ms

the attr

The se

can ass

be coV
instanti
manufd
differern
interop

erability.

®S. The
interface

of the
tomers
etrieve
cess to

:Iacturer
ith them
1s) can
r, their
t to the
igles the
acrifice
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ELECTRICITY METERING - DATA EXCHANGE
FOR METER READING, TARIFF AND LOAD CONTROL -

Part 62: Interface classes

1 Scope

This part of IEC 62056 specifies a model of a meter as it is seen through_its communication
interfade(s). Generic building blocks are defined using object-oriented me hods in the, [form of
interfage classes to model meters from simple up to very complex functi

2 Normative references

The following referenced documents are indispensable for the appy ument.
For dated references, only the edition cited applies. For undated s ces, edition
of the referenced document (including any amendments) applie

IEC 60p50-300:2001, International Electrotech Electrical and elgctronic
measufements and measuring instpdn ‘ eneral terms relafing to
measufements — Chapter 312: Genera (NgHto electr/ al measurements — QChapter
313: Ty ] ing i , ; - Specific terms according to the
type of|instrument

IEC 60559:1989, Binary floati

IEC 61B34-4-41:1996, | Distributi

Data communication pxotoco
specifigation

using distribution line carrier systems —|Part 4:
Mpplication protocols — Distribution line message

IEC 62051:1999, / ] lossary of terms
IEC 62 4 . netering — Data exchange for meter reading, tariff and load
control : Terms related to data exchange with metering

equipme

IEC 62D56-24-2C Electricity metering — Data exchange for meter reading, tariff and load
control 1

IEC 62056-31:1999, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 31: Using local area networks on twisted pair with carrier signalling

IEC 62056-46:2002, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 46: Data link layer using HDL C-protocol
Amendment 12

IEC 62056-47:2006, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 47: COSEM transport layers for IPv4 networks

IEC 62056-53:2006, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 53: COSEM Application layer

2 To be published.
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IEC 62056-61:2006, Electricity metering — Data exchange for meter reading, tariff and load

control

ANSI C12.19:1997 / IEEE 1377:1997, Utility Industry End Device Data Tables

— Part 61: Object identification system(OBIS)

STD 0005: 1981, Internet Protocol (Also: IETF RFC 0791, RFC 0792, RFC 0919, RFC 0922,
RFC 0950, RFC 1112)

STD 0051: 1994, The Point-to-Point Protocol (PPP) (Also: IETF RFC 1661, RFC 1662)

3 Te

ms, definitions and abbreviations

3.1 T

For th¢ purposes of this document, the terms and definitions

IEC 62

3.2
AARE
AARQ
ACSE
APDU
ASE
A-XDR
CHAP
COSEN
CtoS
DHCP
DLMS
DNS
EAP
GMT
GPS
HLS
IANA

[erms and definitions

D51, and IEC 62051-1 apply.

Abbreviations
Application Association Respon
Application Association ReQ

reehwich Mean Time

al Positioning System

igh Level Security

Internet Assigned Numbers Authority

Interface Class

00$0-300,

Internet Engineering Task Force
Internet Protocol

Internet Protocol Control Protocol
Link Control Protocol

Low Level Security

Logical Name

Least Significant Bit

mandatory

Message Digest Algorithm 5
Most Significant Bit

Optional
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OBIS OBject Identification System

PAP Password Authentication Protocol
PDU Protocol Data Unit

PLMN Public Land Mobile Network

PPP Point-to-Point Protocol

PSTN Public Switched Telephone Network
ROHC Robust Header Compression
SAP Service Access Point

SHA-1 Secure Hash Algorithm

SMS Short Message Service

SMTP Simple Mail Transfer Protocol

SN Short Name

StoC Server to Client Challenge

4 Basic principles

4.1 eneral

This sdbclause describes the basic
built. Itf also gives a short overview
classeqd) are used for communicatio

4es are
interface

etering

equipmlent from different vendors, follewi { ecifications can exchange data in an

interopgrable way.

Object [modelling: for sp
modelling. An object isPe

object

The inf istics of
an obije iour of
an obj of the
identifi¢ hine or
modify

Objects haracteristics are generalized as an interface class|with a
class_ifi class, the common characteristics (attributes and methogds) are
describ jegcts. Instantiations of an interface class are called COSEM obhjects.
Manufgctdrers may>“add proprietary methods or attributes to any object, using n|egative
numbets:

Figure 1 illustrates these terms by means of an example:
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Class Methods Object Attribute Values
class identifier Attributes Instantiation
v Ty
Register class_id=3 ==X _ Total Positive
AN i . i
logical_name: octet-string ¥/ \ activelenergydiieg)stol
value: instance specific \ logical_name =[1 1 1 8 0 255]
\ value = 1483
\
\
\
t \
rese \
\
\W Total Positive
Reactive Energy: Register
logical_name =[1 1 55]
value = 57

N\

IEC 305/02

Figure 1 — An interface class and jts instan

del the
om the
by the
56-61).

The inlerface class “Register” is formed ™y €ombifiing he@at és necessary to mo
behavigur of a generic register (containj i

client (central unit, hand-held terminal)-

attributp
The ac

Defining a specific hple of

Figure e"two specific COSEM objects of th¢ class
“Registler” are i specific values are assigned to the different
attributes. Thro one \COSEM object becomes a “total, positive] active

energy|register” w ¢ es a “total, positive, reactive energy register”
REMARK ihterface classes) represent the behaviour of the meter as seen from
the “outsi vafue of an attribute must always be initiated from the outsjde (e.g.

resetting
updating

nally initiated changes of the attributes are not described in this mqdel (e.g.

4.2 (

This subclatise describes the notation used to define the interface classes.

A shorttext describes the functionality and application of the class. A table gives an overview
of the class including the class name, the attributes, and the methods (class description
template).

Class name Cardinality class_id, version
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string

2. .. (...)

3. (...)

Spec:flc method(s) (if required) m/o

1.

2.

Each attribute and method must be described in detail.
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Class name Describes the class (e.g. “Register”, “Clock”, “Profile generic’,...)
Cardinality Specifies the number of instances of the class within a logical device (see
4.6).
value The class shall be instantiated exactly “value”
times.
min...max. The class shall be instantiated at least “min.” times

and at most “max.” times. If min. is zero (0) then the
class is optional, otherwise (min.>0) "min."
instantiations of the class are mandatory.

class_id Identification code of the class (range 0 to 65 535). The class_id of each
object is retrieved together with the logical name by reading the object_list
attribute of an Association CN*7"Association SN objecy.

The class_id-s from 0 to 8 191 are reserved to be ifi DLMS
UA. Class_id-s from 8 192 to 32 767 are reger cturer
specific interface classes. Class_id-s from 32,76 erved
for user group specific interface classes. D ight to
assign ranges to individual manufacturers qr

Version Identification code of the version of the object

is retrieved together with the logical ihg the
object_list attribute of an “Association LN
Within one logical device, a be of
the same version./\

Attribute(s) Specifies the attribute(s)
(dyn.) value,

(stat/c) ttribute, which is not updated by the

.g. configuration data).

logical_name oct t st e Io |cal name is always the first attribute of a|class.
Q |es the instantiation (COSEM object) o¢f this
s The value of the logical _name conforpns to

(see IEC 62056-61).

Min. if the attribute has a minimum value.

Data {ype < \%&Wta type of an attribute (see 4.3).

The attribute has a minimum value.

<empty> The attribute has no minimum value.
Max. Defines if the attribute has a maximum value.
X The attribute has a maximum value.
<empty> The attribute has no maximum value.
Def. Specifies if the attribute has a default value. This is the value of the

attribute after reset.
X The attribute has a default value.

<empty> The default value is not defined by the class definition.
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Specific Provides a list of the specific methods that belong to the object.
method(s)

Method Name () The method has to be described in the subs
"Method description".

ection

m/o Defines if the method is mandatory or optional.
m (mandatory) The method is mandatory.
o (optional) The method is optional.
Attribute description
Descrilhes each attribute with its data type (if the data type is not simpfe)} ite~dataNfermat and
its progerties (minimum, maximum and default values).
Method description
Descrihes each method and the invoked behaviour of the ins
NOTE |Services for accessing attributes or methods by the pro
Selective access
The xOLMS services Read, Write, d GET,
SET (used with LN referencing) typica certain
attributes selective access to just a part of th of the
attributp is identified by specific selective t of the
attributp specification.
4.3 Common data es
The following ta@o ins t pes usable for attributes of COSEM objects.
/\ T, Common data types
Type descri}{io}\ \ Tag}\ Definition Value range
--simple data tﬁ{es
nun-data( \ \\ \[0]
boolean \ \ \AIS] boolean TRUE or FALSE
bit-string| > [4] An ordered sequence of boolean values
double-Igng [5] Integer32 -2 147 483 648..
2 147 483 647
double-long-unsigned [6] Unsigned32 0...4 294 967 295
octet-string [9] An ordered sequence of octets (8 bit bytes)
visible-string [10] An ordered sequence of ASCII characters
bcd [13] binary coded decimal
integer [15] Integer8 -128...127
long [16] Integer16 -32 768...32 767
unsigned [17] Unsigned8 0...255
long-unsigned [18] Unsigned16 0...65 535
long64 [20] Integer64 - 2% 2%
long64-unsigned [21] Unsigned64 0...2%-1
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Table 1 (continued)

Type description Tag 2 Definition Value range
enum [22] The elements of the enumeration type are
defined in the “Attribute description” section
of a COSEM interface class specification.
float32 [23] OCTET STRING (SIZE(4)) For formatting, see 4.4.2.
float64 [24] OCTET STRING (SIZE(8))
date_time [25] OCTET STRING (SIZE(12)) For formatting, see 4.4.1.
date [26] OCTET STRING (SIZE(5))
time [27] OCTET STRING (SIZE(4)) (
--complek data types ™ aN
array [1] The elements of the array are defined i thé\
“Attribute description” section of a COSEM
interface class specification.
structure [2] The elements of the structure defined imSy
the “Attribute description” (Sec of
COSEM interface class specification.
compact|array [19] ‘are

The elements of the/compac
defined in the “Attribute dgscriptio

of a COSEM interff:\cQ lasg s, e9'\ficat n.

--CHOIC

¥pes is defined in the
ion” section of a COSEM

@ The tag

4.4 1
4.41

Date a
types d

NOTE 1

time and|date” time will be used.

I’ futdre versigns of interface classes and in newly defined interface classes, only the data tyj

es date,

NOTE 2 The (SIZE( )) specifications do not apply if date, time or date_time are represented by data type octet-

string.

date

OCTET STRING (SIZE(5))

{

year highbyte,
year lowbyte,
month,

day of month,
day of week

}

year: interpreted as long-unsigned

range 0...big
OxFFFF = not specified

year highbyte and year lowbyte reference the 2 bytes of the
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long-unsigned

month: interpreted as unsigned
range 1...12, OxFD, OxFE, OxFF
1 is January
OxFD = daylight_savings_end
OxFE = daylight_savings_begin
O0xFF = not specified

dayOfMonth: interpreted as unsigned
range 1...31, OxFD, OxFE, OxFF
OxFD 2 Iast day of month

| ol +ho
U/\l —_ IQOL ucly \JI roTrTerT

OxEO to OxFC = reserved
O0xFF = not specified

dayOfWeek: interpreted as unsigned
range 1...7, OxFF
1 is Monday
OxFF = not spe

week
of the

Qnty xplicit
pecified (e.g. 7, Sunday) then it|is the
of the weekday specified in the month,

deflned and they are not consisten{, (for
" of the month is not Wednesday |n the
ivén year and month) it shall be considered ps an

time ET STRING (SIZE(4))
{
hour,
minute,
second,
hundredths
}
hour: interpreted as unsigned
range 0...23, OxFF
0xFF = not specified,
minute: interpreted as unsigned
range 0...59, OxFF
0xFF = not specified,
second: interpreted as unsigned
range 0...59, OxFF
OxFF = not specified,
hundredths: interpreted as unsigned
range 0...99, OxFF
OxFF = not specified

For repetitive times the unused parts must be set to “not
specified”.
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deviation

clock_status

15—

long —720...720:
in minutes of local time to GMT
0x8000 = not specified

unsigned interpreted as 8 bit string

The status bits are defined as follows:
bit 0 (LSB): invalid ? value,

date_time

a  Time could no
power to the clo 2

bit 1: doubtful ® value,

bit 2: different clock base ¢,
bit 3: invalid clock status ¢,
bit 4: reserved,

bit 6 reserved:

bit 7 (MSB): daylight saving active °
OCTET STRING (SIZE(12))

{
year highbyte,
year lowbyte,

month,

day of month,
day of week,
hour,

minute,
second,
hundredths

deviation }

b Timp could be rect ns are
mar :
¢ Bit source
diffe
d  Thig ¢ bit of the clock status is invalid. Some bits may be correct. The exact
megni ¢ manufacturer’s documentation.
¢ Flag : itted time contains the daylight saving deviation (summer time), Flag set to false:
the i img dees nat contain daylight saving deviation (normal time).
4.4.2 Floating point number formats
Floating point number formats are defined in IEC 60559.
NOTE: For the following, IEC 60559 is equivalent to IEEE 754.
The single format is:
1 8 23 ...widths
Ls | e | f |
msb Isb  msb Isb ...order
where:

- s is the sign bit;

- e is the exponent; it is 8 bits wide and the exponent bias is +127;
- fis the fraction, it is 23 bits.
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With this, the value is (if 0 < e < 255):

v=(=1)" 27 .(1.f)

The double format is:

1 11 52 ...widths
s | e | f |

msb Isb  msb Isb ...order
where

s is the signbit;
e is theg exponent; it is 11 bits wide and the exponent bias is +1 023;
fis thelfraction, it is 52 bits.

With thjs, the value is (of 0 < e < 2 047):

V= (_1)3 X 23—1023 X (1 f)
For mofe detail, see IEC 60559.
Floating-point numbers shall be represented as a fixed c ing, ining the 4

bytes (float32) of the single format or 8 the byte ; S ' ing-point
numbef as specified above, most signifi i

Example 1: The decimal value “1” represente

Bit 31 Bits 30-23

Sign bif | Exponent field

0 01111111

0: + Decimal value \ of
1: - exponent fiel n
expon

127-127 50

NOTE inary’ numbey 1 followed by the radix point followed by the binary bifs of the
fraction.
The en the data type is (all values are hexadecimal): 17 3F 8¢ 00 00.
Examp al value “1” represented in double floating-point format is:
Bit 63 | Bits 6‘2\%@% Bits 51-0
Sign Exponent i Significand
bit 01111111111 1.00000000000000000000000000000000000000000Q000000
0 Decimat vaiue of 700000
0: + exponent field and | Decimal value of the significand: 1.0000000000000000
1: - exponent:
1023-1023 =0

The encoding, including the tag of the data type is (all values are hexadecimal): 18 3F FO 00
00 00 00 00 00.

Example 3: The decimal value “62056” represented in single floating-point format is:

Bit 31 Bits 30-23 Bits 22-0
Sign bit | Exponent field Significand
0 10001110 1.11100100110100000000000
0: + Decimal value of | Decimal value of the significand: 1.8937988
1: exponent field and
exponent:
142-127 = 15
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The encoding, including the tag of the data type is (all values are hexadecimal): 17 47 72 68 00.

Example 4: The decimal value “62056” represented in double floating-point format is:

Bit 63
Sign
bit

0

0: +
1: -

Bits 62-52 Bits 51-0

Exponent field Significand

10000001110 1.1110010011010000000000000000000000000000000000
Decimal value of | Decimal value of the significand: 1.8937988281250000
exponent field
and exponent:
1038-1023 = 15

000000

The en

coding, including the tag of the data type is (all values are hexadecjmal): 18 40

EE 4D

00 00 g0 00 00.

4.5 The COSEM server model

The CQSEM server is structured into three hierarchical levels a Figure

Level 1|
Level 2
Level 3

The fo
structu

Phys

Physical device;
Logical device;
Accessible COSEM objects.

g aI evice 2

Objects

%

IEC 306/02

r\e’z/— The COSEM server model

ee Figure 3) shows how a combined metering device
server model.

can be

ical deyice

Combined metering device

Logical device Management logical Logical device 2 Logical device 3

device

Register
Objects “total energy” Register Register

LDN:

A: Association object

total volume total volume”
. . Register “tariff 1”
COSEM logical device
name object @ @

IEC 307/02

Figure 3 — Combined metering device
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4.6 COSEM logical device
4.6.1 General

The COSEM logical device is a set of COSEM objects. Each physical device shall contain a
“Management logical device”.

The addressing of COSEM logical devices shall be provided by the addressing scheme of the
lower layers of the protocol used.

4.6.2 COSEM logical device name

dewice name. This
f~a-$OSEM

The CPSEMTogicar device can be identified by 1ts unique COSEMN Togic
name dan be retrieved from an instance of IC “SAP assignment” (see
object {COSEM logical device name” (see D.2.1.24).

This name is defined as an octet-string of up to 16 octets. The_fi nhiquely
identify] the manufacturer of the device 3. The manufacturer i hteeing
the uniueness of the octets that follow (up to 13 octets).

4.6.3 The “association view” of the logical devige

In ordgr to access COSEM objects in the serye first be
establighed. This characterizes the c¢o ns will
commulnicate. The major parts of this
e thelapplication context;

¢ thelauthentication context;
o the[xDLMS context.
This information is co

two types of
referencing (“A

} object, the “Association” object. There are
ined. One for associations using shorf name
ing logical name referencing (“Association LN”).

Dependi
rights 1
visible
to attrib
(e.g. a

access
5 — the
,|access
bciation

The lis e client
ditional
es and
bpecific
attributes (logical name referencing, see 5.12) or special methods (short name referencing,
see 5.13) provided by the association objects.

4.6.4 Mandatory contents of a COSEM logical device

The following objects shall be part of each COSEM logical device. They shall be accessible
for GET/READ in all application associations with this logical device:

e COSEM logical device name object;

e current association (LN or SN) object.

3 Administered by the DLMS User Association
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4.6.5

Management logical device

As specified in 4.6.1, the management logical device is a mandatory element of any physical

device,

and it has a reserved address. As defined in 6.3.4 of IEC 62056-53, it must support an

application association to a public client with the lowest security level. Its role is to support
revealing the internal structure of the physical device and to support notification of events in
the server.

In addition to the “Association” object modelling the association with the public client, the
management logical device shall contain a “SAP assignment” object, giving its SAP and the

SAP of

all other logical devices within the physical device. The SAP assignment object must

be readable at least by the public client.

If there
be omit

4.7 4
4.71

securit
channe

For LL
provide

For LLS
the “Cs
of the

Authentication procedures

is only one logical device within the physical device, the “SAP gnmenR(object may
ted.

Low Level Security (LLS) authentication

ces for low level
the communication

(LLS). Low level security authentication is/typically\use
[ password) replay.

| offers adequate security to avoid eavesdrqpping gnd‘message

. The association pbjects
) toxchange the /'secret” (e.g. password).

(e.s. a password) to the server, bly using
EM-OPEN.request service pfimitive
e received “secret” correspondg to the

client identification. If yes,\the i and the association can be establ|shed.

4.7.2

As des
level 3
commu
eavesd
protocd
as of th

Pass1:
Pass2:

SEyprovides part of the authentication services flor high
is typically used when the

(password) replay. In this case, a 4-pass authentication
5 authentication allows the authentication of the client |as well

The’length of the challenges shall be 8 to 64 octets.

Pass3:

Pass4:

The client processes StoC according to the rules of the HLS authentication mechanism
negotiated. In case of HLS authentication_mechanism_id(2), the method of
processing the challenge is secret (e.g. encrypting with a secret key) which is the
HLS secret known by both the client and the server. In case of HLS
authentication_mechanism_id(3), the client appends the HLS secret to the challenge
StoC received during Pass2 and generates the digest using the MD5 algorithm (RFC
1321). In case of authentication_mechanism_id(4), the process is the same, but the
SHA_1 algorithm is used (FIPS 180-1). The result — f(StoC) — is sent back to the
server. The server checks if f(StoC) is the result of correct processing and — if
correct — accepts the authentication of the client.

If the client is authenticated, the server processes CtoS in the same way as
described in Pass3. The result — f(CtoS) — is sent back to the client. The client
checks if f(CtoS) is the result of the correct processing and — if correct — accepts the
authentication of the server.
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The HLS authentication service, supporting Pass1 is provided by the COSEM-OPEN.request
service primitive of the client application layer. The parameter "Security_Mechanism_Name"
carries the identifier of the HLS mechanism, and the parameter "Calling_
Authentication_Value" carries the challenge CtoS.

The HLS authentication service, supporting Pass2 is provided by the COSEM-OPEN.response
service primitive of the server application layer. The parameter "Security_Mechanism_Name"
carries the identifier of the HLS mechanism, and the parameter "Responding_
Authentication_Value" carries the challenge StoC.

After Pass2, the association is formally established, but the access of the client is restricted
to the method "reply_to_HLS_ authentication" of the current "association" object.

Pass3 |and Pass4 are supported by the method reply_to_HLS_authenticationy|of the
associgtion object(s), (see 5.12, 5.13). If both passes are successf fhen full

—

access|is granted according to the current association. Otherwise or the
server aborts the association.
In addition, the association object provides the method to cha (¢.g. the

encrypiion key): change_HLS_secret.

REMARHK After the client has issued the change_HLS_secret () method, it gxpects a

responsq from the server acknowledging that the secret has besg i3Ygossible that the server {ransmits
the acknpwledgement, but due to communication problems, the N ilent-side.

Thereforg, the client does not know if the secret has been gha implicity reasons, the senver does
not offerlany special support for this case; i.e. i S

5 The interface classes

The cdrrently defined interface clas the relations between theém are

illustrafed in Figure 4.

NOTE 1| The interface clags & i i ecified expljcitly. It contains only one attribute "logical_rjame".

NOTE 2| In the descrlptln ofthe "L egi , “Clock” and “Profile generic” interface classes| the 2"
attribute¢ are labe 2" attribute of the “Data” interface class,| namely
"current_|average_va . This is to emphasize the specific nature of the “vajue”.
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Base ‘

% Association LN, class_id: 15 ‘

% Data, class_id: 1 ‘ % Association SN, class_id: 12 ‘

| SAP assignment, class_id: 17 |

} Register, class_id: 3 ‘

% Activity calendar, class_id: 20 ‘

} Extended register, class_id: 4 ‘

% Schedule, class_id: 10 ‘
ﬂ‘ Demand register, class_id: 5 \ [/

—{ Register activation, cla)%x‘id: 6 ‘
AN\
—{ Special days table&cla\sgiiq: 1?\

—{ Single action\chedgsx:l\a\s_ia.\gy ‘
NN SN
Lo —
—{(Scriét t}ble,c ss_\ld:\ﬁa/ ‘

B NRN
‘*hltlllt)ktab‘}es), cqasrs/_ld: 26 ‘
< NNV

—{ Register table, class_id: 61 ‘

—{ Profile generic, class_id: 7 ‘

—{ Clock: class_id: 8 ‘

3{ IE\G\IocaI port setup, class_id: 19 ‘

%%MDLC setup, class_id: 23 |

%odem configuration, class_id: 27 ‘

Q —{ Auto answer, class_id: 28 ‘
—{ Auto connect, class_id: 29 ‘

% IEC twisted pair (1) setup, class_id: 24 ‘

—| TCP-UDP setup, class_id: 41 |

% IPv4 setup, class_id: 42 ‘

—{ Ethernet setup, class_id: 43 ‘

—{ PPP setup, class_id: 44 |

—{ GPRS modem setup, class_id: 45 ‘

—{ SMTP setup, class_id: 46 |

—{ Status mapping, class_id: 63 ‘

IEC 2111/06

Figure 4 — Overview of the interface classes
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5.1 Data (class_id: 1)

A “Data” object stores data related to internal meter object(s). The meaning of the value is
identified by the logical_name. The data type of the value is CHOICE. “Data” is typically used
to store configuration data and parameters.

Data 0...n class_id =1, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) octet-string

2. value CHOICE

Specific method(s) m/o

Attribute description

. (@S
logicgl_name Identifies the “Data” object instance. Identifiefs spegified in
Clause D.22 and in IEC 62056-61.

value Contains the data.

CHOICE The nds\on the
' afiati i the “logidal
from the
as to be chosen so,
ith the logical nanje, an

--simple data types
null-data [0],
boolean [3

bit-string g interpretation is
double-long Any simple and complek
double-long-unsighed [6 es listed in 4.3 can be uged,
octet-string ess the choice is restricted in

visible-string

--complex data types

array [1],
structure (2],
compactarmay {1o7
}

5.2 Register (class_id: 3)

A “Register” object stores a process value or a status value with its associated unit. The
register object knows the nature of the process value or of the status value. The nature of the
value is described by the attribute “logical name” using the OBIS identification system (see
Clause D.2 and IEC 62056-61).
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Register 0...n class_id = 3, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string
2. value (dyn.) CHOICE
3. scaler_unit (static) | scal_unit_type
Specific method(s) m/o
1. reset (data) 0

Attribute description

logical_name

Identifies the “Register” object instance. Identifiers are specified in

Crause D2 and In IEC62056-61-

value

CHOICE
{

null-data
bit-string
double-long

octet-string
visible-string
integer

long

unsigned
long-unsigned

allowed.

Contains the current process or status value.
--simple data types

double-long-unsigned [6],

e scaler_unit
used or with
, unit = 255) then

atd types allowed for
value attribute of the
ta” interface class are

The data typ
the mstan ati

ds on

ne
5 to
the

(0],
(4],
(5],
gible.

“Data”
object is

scaler sunit

Provides information on the unit and the scaler of the value.

scal_unit_type: structure

{

scaler,
unit

}

scaler: integer

unit: enum

This is the exponent (to the base of

10) of the multiplication factor.
REMARK If the value is not numerical, then
the scaler shall be set to 0.

Enumeration defining the physical unit;
for details see below.
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reset (data)

This method forces a reset of the object. By invoking this method, the
value is set to the default value. The default value is an instance
specific constant.

data ::= integer(0)

unit ::= enum

Code // Unit Quantity Unit SI definition
name (comment)

(1) a /I time

(2) mo /[ time

(3) wk /I time

(4) d /I time

(5) h /I time

(6) min. /I time

(7) s /I time (¢)

(8) ° /I (phase) angle

9) °C /I temperature (7)

(10) currency // (local) currency

(11) m /I length (/)

(12) speed (v)

(13)
(14) cubic metre m®
cubic metre  m®/(60*60s
per hour
cubic metre  m®/(60*60s
per hour
m>/(24*60*60s)
m>/(24*60*60s)
litre 10° m®
kilogram
newton
newtonmeter J =Nm =Ws
ressure (p) pascal N/m?
pressure (p) bar 10° N/m?
energy joule J=Nm=Ws
thermal power joule per J/(60*60s)
hour
active power (P) watt W =J/s
gpparnnf power ((‘) volt ampere
reactive power (Q) var
active energy watt-hour W*(60*60s)
rw , active energy meter
constant or pulse value
(31) VAh /I apparent energy volt-ampere- VA*(60*60s)
rs, apparent energy meter  hour
constant or pulse value
(32) varh /I reactive energy var-hour var*(60*60s)
rg, reactive energy meter
constant or pulse value
(33) A /I current (1) ampere A
(34) C /I electrical charge (Q) coulomb C=As
(35) V /I voltage (U) volt \%
(36) V/im /I electric field strength (F) volt per V/m

metre
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Code // Unit Quantity Unit S/ definition
name (comment)
(37) F /I capacitance (C) farad C/V = As/V
(38) Q /I resistance (R) ohm Q=VI/A
(39) Qm?/m /I resistivity (p) om
(40) Wb /I magnetic flux (@) weber Wb = Vs
(41) T /I Magnetic flux density (B) tesla Whb/m?
(42) A/m /I magnetic field strength (H) ampere per A/m
metre
(43) H /I inductance (L) henry H = Wb/A
(44) Hz Il frequency (f, o) hertz 1/s
(45) 1/(Wh) /I Ry, active energy meter
constant or pulse value
(46) 1/(varh) /I Rg, reactive energy meter
constant or pulse value

(47) 1/(VAh) /I Rs, apparent energy meter
constant or pulse value

(48) V2h /I volt-squared hour
ruzn , vVolt-squared hour
meter constant or pulse
value

(49) A’h /I ampere-squared hou

6060s)

A%(60*60s)

(50) kg/s /1 kilogram per kg/s

sectond

(51) S, mho // siemens 1/Q
(52) kelvin
(53)
(54)
mmeter constant or
ulse value (volume)
ercentage %
ampere-hours Ampere-hour
energy per volume 3,6*10% J/m®
calorific value, wobbe
molar fraction of gas mole percent (Basic gas
composition composition unit)
mass-density—quantity-of {Casanalbysis,
material accompanying
elements)
(64) Pas /I dynamic viscosity pascal (Characteristic of
second gas stream)
(253) /I reserved

(254) other /I other unit
(255) count /' no unit, unitless, count


https://iecnorm.com/api/?name=733cf33db25e1f802a8d861ab7cc31e1

Examples of values:

- 26

62056-62 © IEC:2006(E)

Value Scaler Unit Data
263788 -3 m? 263,788 m®
593 3 Wh 593 kWh
3467 0 \% 3467 V
5.3 Extended register (class_id: 4)

Instandes of an "Extended register” class store a process value with itg”as

unit, and time information. The extended register object knows the ure o

value. [The nature of the value is described by the attribute

identifi¢ation system.

“Iogi(?\am " Bsin

clated|status,

rocess
e OBIS

Extended register 0..n cla\sss{d\( 4\3(er§/|on = 0
Attribute(s) Data type Mim D Déf.
1. logical_name (static) | octet-string

2. value (dyn.) | CHOICE \\ \)

3. scpler_unit (static) | scal_unif_ty

4. status (dyn.) CHO

5. capture_time (dyn.)~ | octet-sthn /\

Specific method(s) N hmto ( SV )\/

1. repet (data) 0

Attribdute description

For the| definition of th att utes v ue

sca/er Unit, see description of class "Regig

—

er.

logicgl_name

status

octet-string

k{en\ﬁﬂéﬁ\h\e E(tén\de?yegmter object instance. See D.2.2.1.

register” specific status information. The mganing

double long-unsigned [6],

[9],

of’ the status shall be provided for each “Extended
instance.

The data type and the encoding depend
on the instantiation and possibly or the

choice of the manufacturer. For the

interpretation, extra information from the

manufacturer may be necessary.

visible-string [10],
trsigred H+
long-unsigned [18],
long64-unsigned [21]

Def.

Depending on the status type definition.

capture_time

Provides an “Extended register” specific date and time information

showing when the value of the attribute "value" has been captured.

octet-string, formatted as set in 4.4.1 for date_time
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Method description

reset (data) This method forces a reset of the object. By invoking this method,

attribute value is set to the default value. The default value is an
instance specific constant.

the

The attribute capture_time is set to the time of the reset execution.

data ::= integer(0)

5.4 Demand register (class id: 5)

Instanc
and

current
or com

The de
last_ay|

The de
using t

las{

curren}_

es of a “Demand register” class store a demand value with its
ime information. The demand register measures
| average_value periodically. The time interval T over whic
puted is defined by specifying “number_of_periods” and “pexi

T = number_of periods * period

utrent_value
liding demand

[N SN NN

EA

start_time_current

IEC 309/02

erage_valye (se G .
mand regi: process value, which is described in “logical

ne OBIS ideh

period

S, unit,
s its
basured

nd the

name"

| > 1

I
start_time_current now start_time+period IEC

Figure 6 — The attributes when measuring current_average_value
if number of periods is 1

310/02
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energy
3*period

A

lav4| _ _
[F= 17/ ) ittt T=a: -

lave} - ] A A

lav3

cav

/

4

. CYR / '
i period
do ! +—> O\¢
I A\ p \ime

0 t 2 3 how 4 5

<—— sliding window ({3) ——>

<« sliding window (t4) ————> Q@
<« sliding window (15)

numper_of_periods = ding-WiRdow (t6 ~
last |average_value: lav

currént_average_value: cav

enerngy accumulated

during period k: ak

IEC |311/02

ws ¢ number of periods is 3

Demand regist 0...n class_id = 5,
(\ W version = 0

Attribute(s) ) Data type Min. | Max. ||Def.

1. “static) | octet-string

2. (dyn.) CHOICE 0

3. (dyn.) CHOICE 0

4. (static) | scal_unit_type

5. (dyn.) CHOICE

6. (dyn.) octet-string

7. (dyn.) octet-string

8. (static) | double-long-unsigned

9. number_of_periods (static) | fong-unsigned T 1

Specific method(s) m/o

1. reset (data) o]

2. next_period (data) o]

Attribute description

For the attribute scaler_unit, see description of class “Register”.
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logical_name Identifies the “Demand register” object instance. See D.2.2.1.

current_average_ Provides the current value The data type of the value

value (running demand) of the energy  depends on the instantiation
accumulated since start_time defined by “logical_name” and
divided by possibly on the choice of the
number_of periods*period. manufacturer. The type has to

be chosen so that, together with
NOTE If another quantity than energy the logical_name, unambiguous

is measured, other calculation methc?ds interpretation of the value is
may apply (for example for calculating

average values of voltage or current). possible.
cHOtCE For-data typcc S “Rcyio er’
class, valu?iﬁribut
(N

last_gverage_value Provides the value of the
accumulated energy (over the
last number_of periods*period)
divided by

number_of periods*period. The
energy of the current (not
terminated) period is not
considered by the calculati

NOTE If anot
is measured,

For data types, see “Register
class, value attribute.

N

registef” specific status information. The data
i pend on the instantiation and possiply on
the\y manufacturer. For the interpretation, | extra
manufacturer may be necessary.

statusg

For data types, see “Extengded
register” class, status attribute.

Depending on the status type
definition.

captu tiN \?ovides the date and time when the last_average_value has peen
alculated.

octet-string, formatted as set in 4.4.1 for date_time

start_time_current Provides the date and time when the measurement of the
current_average_value has been started.

octet-string, formatted as set in 4.4.1 for date_time

period Period is the interval between two successive updates of the
last_average_value. (number_of periods*period is the denominator
for the calculation of the demand).

double-long-unsigned Measuring period in seconds

The behaviour of the meter after writing a new value to this attribute
shall be specified by the manufacturer.
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number_of_periods The number of periods used to calculate the last_average_value.

number_of periods >= 1

long-unsigned number_of periods > 1 indicates

that the last_average_value

represents “sliding demand”.
number_of periods = 1 indicates

that the last_average_value
represents "block demand".

The behaviour of the meter after writing a new value to this attribute

shall be specified by the manufacturer.

Methocll description {\(
AN (O

reset [data) This method forces a reset of the object. Ativating thi ﬁ@
provokes the following actions:
- the current period is terminated;
- the current_average_value veragevvalug
set to their default values;

- the capture_time and

are

the

data ::= integ?Q /\(> G
i Wr termination (and res
theurrent measuring period.

ime and copies

next_period (data)

art)

ing the

5.5

Instange tex activation” class are used to handle different tariffication stru
To ea tivation” object, groups of “Register”, “Extended register” or “[
registef” obj g different kind of quantities (for example active energy,

demand, reactive eneygy, etc.) are assigned. Subgroups of these registers, defined
activatipn, masks ne different tariff structures (for example day tariff, night tariff).
these gctivation masks, the active_mask, defines which subset of the registers, assig

ctures.
emand
active
by the
One of
jned to

the “Register activation” object instance is active. Registers, which are not defined

in the

register_assignment attribute of any “Register activation” object, are always enabled by

default.
Register activation 0...n class_id = 6, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string
2. register_assignment (static) | array
3. mask_list (static) [ array
4. active_mask (dyn.) octet-string
Specific method(s) m/o
1. add_register (data) o]
2. add_mask (data) o]
3. delete_mask (data) o]
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Attribute description

—-31-—

logical_name

Identifies the “Register activation” object instance. See D.2.1.9.

register_assignment

Specifies an ordered list of COSEM objects assigned to the
“Register activation” object. The list may contain different kinds of
COSEM objects, for example “Register”, “Extended register” or
“Demand register”.

array object_definition

object_definition ::=  structure

class_id: long-unsigned,
logical_name: octet-string
}

mask] list

Specifies a list of register activation Was ) is
identified by its mask_name and cantajns an idices

referring to the registers assign first objeqt in
register_assignment is refereneed i cond object
by index 2, ...,).

array register_act mg@

activg_mask

s(the curcently active mask. The mask is defined by its
e e mask_list).

This is a mask_name from the mask_list.

dctive_mask defines the registers currently enabled; all ¢ther
egisters listed in the register_assignment are disabled.

MethoT description

add_register (data)

Adds aone mare rpgiqtpr to the attribute rpgiafpr_aqqignmpnt The

new register is added at the end of the array; i.e. the newly added
register has the highest index. The indices of the existing registers
are not modified.

data ::= structure

{
class_id: long-unsigned,
logical_name: octet-string
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add_mask (data) Adds another mask to the attribute mask_list. If there exists
already a mask with the same name, the existing mask will be

overwritten by the new mask.

data ::= register_act_mask (see above)

delete_mask (data)

by its mask name.

data ::= octet-string (mask_name)

Deletes a mask from the attribute mask_list. The mask is defined

5.6

Profile generic (class_id: 7)

The “Pyofile generic” class defines a generalized concept to store dyna

captursg

A profile has a buffer to store the captured data. To rejrie

value range or an entry range may be specified, askjng to retie

entry numbers fall within the given range.

The list of capture objects defines thle
capturg). The list is defined statically
the same size and structure). If the Iist
the buffer is captured by other *

guaranfee the homogeneity.of their buffer

The buffer may be defined\as serted by g

stacked in a “last in

deman

registef. It is j
period.

The siz

the

the|
occ
Thi

adj

) register"@it deep soxfed profile capturing and sorted by a ¢

gdlues or

nethod
s have

fared. If

vell, to

ies are
Ximum
emand
f some

equest

det lost.

will be

re. The

the|physical limit for the buffer. This limit typically depends on the objects to captu
object will reject an attempt of setting the maximum number of entries that is larger than
physically possible.
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Profile generic 0...n class_id =7,
version = 1

Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string
2. buffer (dyn.) compact array or array X
3. capture_objects (static) | array
4. capture_period (static) | double-long-unsigned X
5. sort_method (static) | enum X
6. sort_object (static) | object_definition X
7. entries_in_use (dyn.) double-long-unsigned 0 0
8. profile_entries (static) | double-long-unsigned 1 1
Specific method(s) m/o
1. repet (data) )
2. capture (data) o
3. referved from previous versions o]
4. regerved from previous versions 0

AttribUute description

logicgl_name Identifies the “Profile generi¢’ |ns nc \qu/éxamples see
D.2.1.13, D.2.1.26, D.2.1. 3 6, D.2.2.3.
buffel i ' oT\en’tnes Each enﬂry
e o cts they would be returned

double-long
double-long-unsigned
octet-string

visible-string [10],
bcd [13],
integer [15],
long [16],
ursigned 71,
long-unsigned [18],
long64 [20],
long64-unsigned [21],
enum [22],
float32 [23],
float64 [24],
date-time [25],
date [26],
time [27],
--complex data types

array [11,

structure [2],

compact-array [19]
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The number and the order of the elements of the structure holding
the entries is the same as in the definition of the capture_objects.
The buffer is filled by auto captures or by subsequent calls of the

method (capture). The sequence of the entries within the array is

ordered according to the sort method specified.

Default: The buffer is empty after reset.

REMARK 1 Reading the entire buffer delivers only those entries, which are “in
use”.

REMARK 2  The value of a captured object may be replaced by “null-data” if it
can be unambiguously recovered from the previous value (e.g. for time: if it can
be calculated from the previous value and capture_period; or for a value: if it is

equal to the previous value).

(optional). The selective access paramet d below.

selective access (see 4.2) to the attribu%{ar a be jilable

captufe_objects

9,

object
tlcally
e

in the
o mdex 1 refers to the flrst attribute (i.e. the
), attrlbute index 2 to the 2™, etc.);
index 0 refers to all public attrlbutes;

ta_index is a pointer selecting a specific element
attribute. The first element in the attribute struqture
déntified by data_index 1. If the attribute is not a

stfucture, then the data_index has no meaning. If the
capture object is the buffer of a profile, then the data|index
identifies the captured object of the buffer (i.e. the cojumn)
of the inner profile.

data_index 0: references the whole attribute

captufesperiod

>=1: Automatic capturing assumed. Specifies the cagturing
period in seconds.

0: No automatic capturing; capturing is triggered externally or
capture events occur asynchronously.

sort_method

If the profile is unsorted, it works as a “first in first out” buffer (it is
hence sorted by capturing, and not necessarily by the time
maintained in the clock object). If the buffer is full, the next call to
capture () will push out the first (oldest) entry of the buffer to make
space for the new entry.

If the profile is sorted, a call to capture () will store the new entry
at the appropriate position in the buffer, moving all following
entries and probably losing the least interesting entry. If the new
entry would enter the buffer after the last entry and if the buffer is
already full, the new entry will not be retained at all.
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enum (1) fifo (first in first out),
(2) lifo (last in first out),
(3) largest,
(4) smallest,
(5) nearest_to_zero,
(6) farest _from_zero
Def. fifo

sort_object

If the profile is sorted, this attribute specifies the register or clock

that the ordering is based upon.

baptwc:_u'ujt:bt_u'cfillitiun OUC dUUVU

Def. no obje
possib ith s rt
orlﬁo)

(only
d fifo

entriels_in_use

Counts the number of entries stored ih the Bu\&e \After & cal
reset (), the buffer does not contai i

of
eis

zero. Upon each subsequent alue willlbe
incremented up to the ma ries that will get
stored (see profile_entrie
double-lon ign
Def.
profile_entries Specifies ho many entries s II be retained in the buffer.
ble- 1...(limited by physical sizg)

Parameters for’c@Wr attribute

Acqd
selectd

ess
r value

&é\ AN Comment

<

Only buffer elements corresponding to the range_descriptor,
\\ be returned in the response.

shall

<

be returned in the response.

Wcr tor Only buffer elements corresponding to the entry_descriptor

shall
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range_descriptor ::= structure

{

restricting_object capture_object_

definition

from_value
CHOICE
{--simple data types
double-long

62056-62 © IEC:2006(E)

Defines the capture_object restricting
the range of entries to be retrieved.
Only simple data types are allowed.

Oldest or smallest entry to retrieve

(3],

double-long-unsigned [6],

ULl LToll IIIB
visible-string
integer

long

unsigned
long-unsigned
long64
long64-unsigned
float32

float64
date-time

date
time

tq_value

s¢lected_values

double-long-
unsigned

double-long-
unsigned

rom—selected—value

Newest or largest entry to retrigve

ist of columns to retrieve. If th
array is empty (has no entries),
captured data are returned.
Otherwise, only the columns
specified in the array are returned.
The type capture_object_definifion is
specified above (capture_objecls)

1%

all

first entry to retrieve,

last entry to retrieve

to_entry == 0: highest possible [entry,

index of first value to retrieve
Haex—o+Hrst\aidetoFetreve;

to_selected_value long-unsigned

}
NOTE
of the buffer to be retrieved.

index of last value to retrieve
to_selected_value == 0: highest
possible selected_value

from_entry and to_entry identify the lines, from_selected_value to_selected_value identify the columns
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Method description

reset (data) Clears the buffer. The buffer has no valid entries
afterwards; entries_in_use is zero after this call. This call
does not trigger any additional operations of the capture
objects. Specifically, it does not reset any captured
buffers or registers.

data ::= integer(0)

capture (data) Copies the values of the objects to capture into the buffer
by reading each capture object. Depending on the

ly

ithin

object nged to
gne by one on fthe

Behaviour of the object after modlfl@mnbutes

diffeation of one of the capture_objects descfibing
structure of the buffer will automatically cqll a
eset()an i$ call will propagate to all other profilgs

turing this profile.

14

riting to profile_entries is attempted with a value|too

Restrigti
When dgfini ture\objects, circular reference to the profile shall be avoided.

Profilelused<to defing a subset of preferred readout values

By setting nrnflln entries to 12 “Profile nnnnrm ohject can be used {o define al set of

preferred readout values. See also D.2.1. 13

Setting capture_period to 1 ensures that the values are updated every second.

5.7 Clock (class_id: 8)

An instance of the “Clock” interface class handles all information that is related to date and
time, including leap years and the deviation of the local time to a generalized time reference
(Greenwich Mean Time, GMT). The deviation from the local time to the generalized time
reference can change depending on the season (e.g. summertime vs. wintertime). The
interface to an external client is based on date information specified in day, month and year,
time information given in hundredths of seconds, seconds, minutes and hours and the
deviation from the local time to the generalized time reference.
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It also handles the daylight saving function in that way; i.e. it modifies the deviation of local
time to GMT depending on the attributes. The start and end point of that function is normally
set once. An internal algorithm calculates the real switch point depending on these settings.

A deviation

local time

/\\

daylight_savings_begin daylight_savings_

IEC\ 312/02

Figure 8 — The generalized tim

Clock

0.1 | (/) «[lass.id = 8, version|= 0

Attribute(s)

Dala fype [ [\

Min. Max. Déf.

time
tinme_zone
status

logical_name

ddylight_savings_begj
dgylight_savings_e
daylight_savings
daylight_savings_|e
clgck_base

NSO RWN=

Specfflc methad(s) <

adjust_to_quar
adjust_to_m

adjust

oA WN =

Attribu

te descri

tio

logicglxname

Identifies the “Clock” object instance. See D.2.1.1.

time

Contains the meter’s local date and time, its deviation to GMT and the
status. See 4.4.1.

When this value is set, only specified fields of the date_time are
changed. For example for setting the date without changing the time,
all time relevant octets of the date_time shall be set to “not specified”.
The clock_status shall always be set when writing the time.

octet-string, formatted as set in 4.4.1 for date_time

time_zone The deviation of local, normal time to GMT in minutes.
long
status The status is equal to the status read in time. See 4.4.1.

unsigned, formatted as set in 4.4.1 for clock_status
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daylight_savings_
begin

Defines the local switch date and time when the local time has to be
deviated from the normal time.
For generic definitions, wildcards are allowed.

octet-string, formatted as set in 4.4.1 for date_time

daylight_savings_
end

See above.

octet-string, formatted as set in 4.4.1 for date_time

ralized

time must be corrected at daylight savings begin.

integer Deviation range of

daylight_savings_
enablgpd

TRUE enables daylight savings functio w
boolean

clock| base

Defines where the basic timi n 0 es\f(om

enum de' ed,

ains/frequency 60 Hz,
GPS (global positioning systgm),
adio controlled

Method description

<\r\\\3 Q

adjust_to_quarter
(data)

ﬁme\to/ihe nearest (+/-) quarter of an hour Jalue

adjust_to_mea he meter’s time to the nearest (+/-) starting point of a
_period (data) period.
integer (0

adjust_t mih\{te
(data)

ets
\_Bets the meter’s time to the nearest minute.

If second_counter < 30 s, so second_counter is set to 0.
If second_counter > 30 s, so second_counter is set to 0, and

H 4 4 pu | LAl PAH 1 l ] + d 'f
T TUtT _LOUUTIICT aATTu ai UCTPTTIUTI Ty CLTUULR VardTs ar T eI TTITeTT e |

necessary.

data ::= integer(0)

adjust_to_preset_
time (data)

This method is used in conjunction with the preset_adjusting_time
method. If the meter’s time lies between validity interval_start and
validity interval_end, then time is set to preset_time.

data ::= integer(0)
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preset_adjusting_

Presets the time to a new value (preset_time) and defines a

time (data) validity interval within which the new time can be activated.
data ::= structure
{
preset_time: octet-string,
validity_interval_start: octet-string,
validity_interval_end: octet-string
}
all octet-strings formatted as set in 4.4.1 for date_time
shift_time (data) Shifts the time by n (-900 <= n <= 900) s.

data ::= long

5.8 $cript table (class_id: 9)

The IC
using t

For tha
consist|

logical

A speciffi

from th

If two
index i

gcripts have to be@executed a

script table provides the possibility to trigger a series
he execute (data) method.

e outside.

executed first

'!\ N

scripts

(script)

ification
ifhin the

vice or

smaller

Script table O.n class_id = 9, version =0
Attribute(s) < > \Data type Min. Max. Ddf.
1. logical_name (stw octet-string
2. scfipts array
Specific methoﬁd(s)\ m/o
1. executefdata) \ m
Attribu@
logical_ nam\e\ Identifies the “Script table” object instance. See D.2.1.5.
scriptls Specifies the different scripts, i.e. the lists of actions.
array script
script structure
{
script_identifier:  long-unsigned,
actions: array action_specification

}
The script_identifier 0 is

specified with an execute method,

in a null script (no actions to perform).

reserved. |If
it results
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action_specification

structure
service_id:
class_id:
logical_name:
index:
parameter:
where

enum,
long-unsigned,
octet-string,

integer,
service specific

service_id: defines which action to be
applied to the referenced object

NOTE
any response (

The a

fro

ction_

g o
the ser

cification is limite

index: defines (
attribute of the

g,

roduce

Method description

AN

VAN

Qe

execu

te (data)

cutes the ssriptispecif

long-unsigned

in parameter data.

If data matches one of the script_identifiers
in the script table, then the correspgnding
action_specification is executed.

59 $
The IC with an object of the IC “Special days” table handles time and
date drn in a device. The following picture gives an overview and shqws the
interacii
Schedule:
) ) o exec_weekdays exec_specdays date range
Index | enable action | Switch |validity_
(script)| _time | window |Mo [ Tu |We[Th | Fr |Sa[Su|S1|S2 S8 (S9| begin_ | end_
date date
120 Yes |xxxx:yy| 06:00 |OxFFFF | x [ x [ x [ x [ x | x xx-04-01 [xx-09-30
121 Yes |xxxx:yy| 22:00 15 x| x| x| x| x xx-04-01 [xx-09-30
122 Yes [|xxxx:yy| 12:00 0 X xx-04-01 [xx-09-30
200 No |xxxx:yy| 06:30 x| x| x| x| x| x xx-04-01 [xx-09-30
201 No |xxxx:yy| 21:30 x| x| x| x| x xx-04-01 [xx-09-30
202 No |xxxx:yy| 11:00 X xx-04-01 [xx-09-30
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Special days table:

Index special_day_date day_id

12 xx-12-24 S1

33 xx-12-25 S3

77 97-03-31 S3
Schedule 0...n class_id = 10, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string
2. er]{.ica (otat;b) array 7
Specific method(s) m/o
1. erfable/disable (data) o
2. ingert (data) o
3. ddlete (data) 0

AttribUute description

logicdl_name Identifies the “Schedule” object instante(See R.22¥7.

entries Specifies the scripts to be(exgcuted n times. There is only
one script that can be e
array

long-unsigned
(1..9999),

boolean,
octet-string,
ipt_ : long-unsigned,
itch_time: octet-string,
validity_window: long-unsigned,
exec_weekdays: bit-string,
exec_specdays: bit-string
begin_date: octet-string,
end_date: octet-string
}
where:
- script_logical_name: defines the logifal

name of the “Script table” object;

- script_selector: defines the script_idé¢ntifier
of the script to be executed;

- switch_time accepts wildcards to defjne
repetitive entries. The format of the qctet-
string follows the rules set in 4.4.1 fdr
time;

- validity_window defines a period in
minutes, in which an entry must be
processed after power fail. (time between
defined switch_time and actual power_up)
OxFFFF: the script must be processed any
time;

- exec_weekdays defines the days of the
week on which the entry is valid;

- exec_specdays perform the link to the IC
“Special days table”, day_ID;

- begin_date and end_date define the date
period in which the entry is valid
(wildcards are allowed). The format follows
the rules set in 4.4.1 for date.
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Method description
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enable/disable
(data)

Sets the disabled bit of range A entries to true and then enables the
entries of range B.

data ::= structure

{
firstindexA,
lastindexA,
firstindexB,
lastindexB
}
firsthrderA first-irdex—of-therange
long-unsigned,
lastindexA last index of the range
long-unsigned,
firstindexB
lastindexB

firstindexA/B

abled

insert

try>in the table. If the index of the entry |exists

'Mntry is overwritten by the new entry.

schedule_table_entry

ta:

orresponding to entry

deletg (d

N\ eletes a range of entries in the table.
ata ::= structure

{

firstindex,

lastindex

}

firstindex first index of the range that is deleted

long-unsigned,

lastindex last index of the range that is deleted

long-unsigned

firstindex < lastindex: all entries of the range A/B are deleted,
firstindex ::= lastIndex: one entry is deleted,
firstindex > lastindex: nothing deleted

Remarks concerning “inconsistencies” in the table entries

- If the same script should be executed several times at a specific time instance, then it is executed only

once.

- If different scripts should be executed at the same time instance, then the execution order is according
to the “index”. The script with the lowest “index” is executed first.


https://iecnorm.com/api/?name=733cf33db25e1f802a8d861ab7cc31e1

- 44 — 62056-62 © IEC:2006(E)
Recovery after power failure

After a power failure, the whole schedule is processed to execute all the necessary scripts
that would get lost during a power failure. For this, the entries that were not executed during
the power failure must be detected. Depending on the validity window attribute they are
executed in the correct order (as they would have been executed in normal operation).

Handling of time changes

There are four different "actions" of time changes:

a) timesetting forward;

b) time setting backwards;
c) time synchronization;
d) dayflight saving action.

All thege four actions need a different handling executed b ibn with

the time setting activity.
Time sptting forward*

This is|handled the same way as a po
on the |validity window attribute. A (g
handled like time synchronization.

ending
can be

* Writing|to the attribute “time” of the “Clock” oh

Time sptting backward*

This re ime. A
(manuf ion.

* Writing

Time s

Time s e local
clock. ] hedule
gets lo entries

must b

* Using thedmethod “adjust_to_quarter” of the “Clock” object.

Daylight saving

If the clock is put forward, then all scripts, which fall into the forwarding interval (and would
therefore get lost) are executed.

If the clock is put back, re-execution of the scripts, which fall into the backwarding interval is
suppressed.

5.10 Special days table (class_id: 11)

The interface class allows defining dates, which will override normal switching behaviour for
special days. The interface class works in conjunction with the class "Schedule" or "Activity
calendar" and the linking data item is day_id.
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Special days table 0...1 class_id = 11, version =0
Attribute(s) Data type Min. Max. Def.

1. logical_name (static) | octet-string

2. entries (static) | array

Specific method(s) m/o

1. insert (data) o}

2. delete (data) 0

Attribute description

logical_name Identifies the “Special days table” object instance. See D.2.1.6.
entries Specifies a special day identifier for a given datg.
The date may have wildcards for repeati speciak(dayis like
Christmas.

array

spec_day_entry

rules

n the
Hule”.

Method description N

inserf (data) v Insérts é\@ﬁw/m the table.
spec_day_entry

pecial day with the same index or with the same date|as an
cagy defined day is inserted, the old entry will be overwritten.

AN
deletd ata\)\ \/Deletes an entry in the table.

index Index of the entry that shall be deleted.
long-unsigned

data ::= long-unsigned

5.11 Activity calendar (class_id: 20)

An instance of the “Activity calendar” class is typically used to handle different tariff
structures. It is a definition of scheduled actions inside the meter, which follow the classical
way of calendar based schedules by defining seasons, weeks... It can coexist with the more
general object “Schedule” and can even overlap with it. If actions are scheduled for the same
activation time in an object “Schedule” and in the object “Activity calendar”, the actions
triggered by the “Schedule” object are executed first.

After a power failure, only the “last action” missed from the object “Activity calendar” is
executed (delayed). This is to ensure proper tariffication after power up. If a “Schedule” object
is present, then the missed “last action” of the “Activity calendar’” must be executed at the
correct time within the sequence of actions requested by the “Schedule” object.
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The “Activity calendar” defines the activation of certain scripts, which can perform different
activities inside the logical device. The interface to the object “Script table” is the same as for

the object “Schedule” (see 5.9).

If an instance of the interface class “Special days table” (see 5.10) is available, relevant
entries there take precedence over the “Activity calendar” object driven selection of a day
profile. The day profile referenced in the “Special days table” activates the day_schedule of
the day_profile_table in the “Activity calendar” object by referencing through the day_id.

Activity calendar 0...1 class_id = 20, version =0
Attribute(s) Data type Min. Max. Def.
1. logical name (static) [ octet-string
2. cdlendar_name_active (static) [ octet-string (
3. sefason_profile_active (static) | array
4. week_profile_table_active (static) [ array <
5. ddy_profile_table_active (static) | array
6. calendar_name_passive (static) | octet-string N
7. sefason_profile_passive (static) | array
8. w¢gek profile_table_passive (static) | array
9. ddy_profile_table_passive (static) | array Q
10. activate_passive_calendar_ (static) | octet-string
tinpe A~
Specific method(s) mio~\ 3/ .
1. activate_passive_calendar (data) oA\ (2
Ny
Attribute description

Attributes called ..._acti
by the

N

. ve are current aatt i
specific method aw alendar.

called ... _passive will be agtivated

logical_name

I\Qe;n\mes tI(e\QctN@%ale/ndar” object instance. See D.2.1.8.

calen

jar_nam(» }Typiczmw identifier, which is descriptive to the
scripts, which axe activated by the object.

set of

seasqgn_profile

ain

Ti%/bf seasons defined by their starting date
wee

ary

and a

rofile to be executed. The list is sorted according to

season

structure
season_profile_name:
season_start:
week _name:

octet-string,
octet-string,
octet-string

}

where:

season_profile_name is a user defined name
identifying the current seson_profile;
season_start defines the starting time of the
season, formatted as set in 4.4.1 for
date_time.

REMARK The current season is terminated by the
season_start of the next season.

week name defines the week profile active
in this season
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week_profile_table

Contains an array of week_profiles to be used in the different
seasons. For each week_profile, the day_profile for every day of a

week is identified.
array

week_profile ::=

week_profile

structure

{
week_profile_name:
monday:
tuesday:

wednesdav:
7

octet-string,
day_id,
day_id,

thursday:
friday:
saturday:
sunday:

}
day_id: unsigned

day_profile_table

9,

%——
carn

bi'lﬁyidentified by their day _id. Fol each
edvactions is defined by a script|to be

ondipg activation time (start_time). The list is

day_profile

structure
{
day_id: unsigned,
day_schedule: array day_profile_actjon
}

day_profile_action ::= structure
start_time:
script_logical_name:
script_selector:

octet-string,
octet-string,
Iong-unsigne‘f

}

where:

- day_id is a user defined identifier, identifying
the current day_profile;

- start_time: defines the time when the script is
to be executed (no wildcards); the format
follows the rules set in 4.4.1for time;

- script_logical_name: defines the logical name
of the “Script table” object;

- script_selector: defines the script_identifier of
the script to be executed.
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activate_passive_ Defines the time when the object itself calls the specific method

calendar_time activate_passive_calendar. A definition with "not specified" notation in
all fields of the attribute will deactivate this automatism. Partial "not
specified" notation in just some fields of date and time are not allowed.

octet-string, formatted as set in 4.4.1 for date_time

Method description

activate_passive_  This method copies all attributes called ..._passive to the corresponding
calendar(data) attributes called ..._active,

data ::= integer(0)

5.12 Association LN (class_id: 15)
COSEM logical devices able to establish application associations™~withi context

using lpgical name referencing, model the associations thrg ciation
LN” clgss. A COSEM logical device has one instance ¢ on the

device s able to support. m

Assogiation LN ...MaxNbdfAss/ class_id = 15,
version = 0

Attribute(s) _— | Data\type. Min. | Max. | Def.

1. logical_name (staltic) cte s\r@g}

2. object_list statjc) (;é;gect istAype

3. aspociated partners<id ogiated_partners_type

4. application_context_n appligation-context-name

5. xOLMS_context_i S-context-type

6. authenticati mechanis >‘xechanism-name
_name {>

7. LUS_ secret octet-string

8. aspsociation_statys enum

Specific method(s)\ ./ m/o

O O0OO0OoOo
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Attribute description

logical_name

Identifies the “Association LN” object instance. See D.2.1.22.

object_list

Contains the list of visible COSEM objects with their class_id,
version, logical name and the access rights to their attributes and
methods within the given application association.

object_list_type ::= array object_list_element

object_list_element ::= structure

{
class_id: long-unsigned
version: unsigned,
logical_name: octet-string,
access_rights: access_right
}

access_right ::= structure

attribute_access:
method_access:

attribute_access_descr;j
attribute_ac€ess\ite

attribute~id:

access_mode: eRum
no_access (0),

)
read_only (1),
write_only (2),
read_and_write (3)
}!
3 acc electors ::= CHOICE
{
null-data,

array of integer8

}

ethod_access_descriptor ::= array method_access_item

method_access_item ::= structure
{
method_1d: Integer,
access_mode: boolean
}
where:

- the attribute_access_descriptor and the method_access__
descriptor always contain all implemented attributes or
methods;

- access_selectors contain a list of the supported selector
values.

selective access (see 4.2) to the attribute object_list may be
available (optional). The selective access parameters are as
defined below.
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associated_partners Contains the identifiers of the COSEM client and the COSEM

_id

server (logical device) application processes within the physical
devices hosting these processes, which belong to the application
association modelled by the “Association LN” object.

associated_partners_type ::= structure

{
client_SAP: integer,
server_SAP long-unsigned:

}
The range for the client_SAP is 0...0x7F.

applidg
_nam

=)

=

ation_context In the COSEM environment, it is intende

plication
context pre-exists and is referenced Mg the
establishment of an application associatioh. TXi tains

The application context name is g FIER

in 7.3.7.1 of IEC 62056-53.

The application_context_na i the arc labels of
the OBJECT IDENTIFIE

unsigned,
unsigned,
long-unsigned,
unsigned,
unsigned,
unsigned,
unsigned

imiplementations, the attribute may hold the valug of
IDENTIFIER encoded in BER, as an octet string| See
e C.2 of IEC 62056-53.

pplication_context_name ::= octet-string
holds the value of the OBJECT identifier encoded in BER

Example:

In case of context_id(1) the A-XDR encoding as a structure (all values are hexadecimal):

0207 110211101202F4 11051108 1101 1101

The A-XDR encoding as an octet-string, holding the value of the OBJECT
IDENTIFIER encoded in BER (all values are hexadecimal):

09 07 60 8574 05 08 01 01
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xDLMS_context_info Contains all the necessary information on the xXDLMS context for

the given association.

xDLMS-context-type::= structure

{
conformance: bitstring(24),
max_receive_pdu_size: long-unsigned,
max_send_pdu_size: long-unsigned,
dlms_version_number: unsigned,
quality_of service: integer,
cyphering_info: octet-string

¥

where

- the conformance element contains the
block supported by the server;

conrorimance

imum
client
u-size
2056-

- the max_receive_pdu_size elemsg
length for an xDLMS APDU, expre

ns the
s that
-max-
t pdu

ersion

577 in an active association, contains the
rameter of the DLMS-Initiate.request pdd (See

authe
mech

nism

tication_

C ta‘hvs\tégyname of the authentication mechaism for the assocjation
seeNEC62056-53).

Theauthentication mechanism name is specified as an OBJECT
IRENTIFIER in 7.3.7.2 of IEC 62056-53.

The authentication_mechanism_name attribute includes the afc
labels of the OBJECT IDENTIFIER.

autnentication_mecnanism_name 7= Structure

{
joint-iso-ctt-element: unsigned,
country-element: unsigned,
country-name-element: long-unsigned,
identified-organization-element: unsigned,
DLMS-UA-element: unsigned,
authentication-mechanism-name-element: unsigned,
mechanism-id-element: unsigned

}

For existing implementations, the attribute may hold the value of
the OBJECT IDENTIFIER encoded in BER, as an octet string. See
Clause C.2 of IEC 62056-53.
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authentication_mechanism_name ::= octet-string
/I holds the value of the OBJECT identifier encoded in BER
Example:

In case of mechanism_id(1) the A-XDR encoding as a structure (all values are
hexadecimal):

0207 110211101202 F4 11051108 1102 11 01

The A-XDR encoding as an octet-string, holding the value of the OBJECT
IDENTIFIER encoded in BER (all values are hexadecimal):

09 07 60 85 74 05 08 02 01

[
LLS_sgecret Contains the authentication value for the LLS autheéntication(ptegess.

assodiation_status Indicates the current status of the association

hich (s ode}@ by

the object.

association-status: enum

{
(0) non-associated,
(1) association-pe
(2) associated

A SET
associa

If n

present in the GET.reque indi S ica\hvocation for the object_list attribute
corfesponding .resp i

the [object_list attribute:
sele acce

Acdess_Selecti
filtgred’ list o{/o\t\J ct

When

len this

eter is
LL ) the
iCe shall contain all object_list_elemients of

to the object_list attribute| (the
is present), the response shall contain a
ements, as follows:

Accesls
selector
valug

Seryise, p %@ Comment

1 [N

N All information excluding the access_rights shall be included in the
response.

class\h\) Access by class. In this case, only those object_list_elemenfs of
the object_list shall be included in the response, which havg a

class_id equal to one of the class_id-s of the class-list.

No access_right information is included.
class_list = array class_id

class_id = long-unsigned

object_ld_list Access by object. The full information record of object instances on
the object_ld_list shall be returned.

object_ld_list = array object_lId

object_lId The full information record of the required COSEM object instance
shall be returned.

object_Id ::= structure

{
class_id: long-unsigned,
logical_name: octet-string
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reply_to_HLS_
authentication

The remote invocation of this method delivers the client's “secretly”

processed “challenge StoC” (f(StoC)) back to the server as the

data

(data) service parameter of the invoked ACTION.request service. See 4.7.2.
data ::= octet-string client’s response to the challenge
If the authentication is accepted, then the response (ACTION.confirm)
contains Result == OK and the server’s "secretly" processed
"challenge CtoS" (f(CtoS)) back to the client in the data service
parameter of the response service.
data ::= octet-string server's response to the challenge
If the authentication is not accepted, then t ult parameteqin the
response shall contain a non-OK value, and\no a-shall ke sent
back.

change_HLS_secret Changes the HLS secret (e.g. encryptian\ke )

(data)
data ::= octet-string® /new F\.S>s&cret

add_qgbject (data) Adds the referenced obj

ist

data ::= @%

remoye_object Removes the péference ject\from the object_list.
(data)
W(-\bje t nt (see above)

2 The s{ructure of the “new secreR depen n theLsecurity mechanism implemented. The “new secret” njay contain

additional check bits and M cry;@c&w
5.13 Associat@ o1
COSEN context
using S ciation
SN” clg ion the
device
The sh xt. It is
given i

Assog¢iation SN 0...n class_id = 12, version = {I

Attribute(s) Data type Min. Max. Def.

1. logical_name (static) | octet-string

2. object list (static) | objlist type

Specific method(s) m/o

1. reserved from previous versions o

2. reserved from previous versions o

3. read_by logicalname (data) o]

4. get_attributes&methods (data) o}

5. change_LLS_secret (data) o]

6. change_ HLS_ secret (data) o]

7. reserved from previous versions

8. reply _to HLS_ authentication (data) o]
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logical_name

Identifies the “Association SN” object instance. See D.2.1.22.

object_list

Contains the list of all objects with their base_names (short_name),
class_id, version and logical _name. The base_name is the DLMS
objectName of the first attribute (logical_name).

objlist_type ::=array objlist_element

objlist_element ::= structure
{
base_name: long,
class id: long-unsigned
version: unsigned,
logical_name: octet-string
}
selective access (see 4.2) to the attri okje t'm

available (optional). The selective access pa eters™are as defined

Parameters for selective access to the object_ Ilst ttrlbu

Access Parameter \/ omment
selectpr
valug
1 class_id: long-unsigned Delivers bseiof th\shj.ed_list for a specific class_id.
or the e resp xdata\;= objlist_type
2 structure liveks th&wentr oN/object list for a specific class_id and
ical m
class_id: ong- i For : data ::= objlist_element
Iog|ca| name:\ _ogt -strln

read_|
Ioglc

na

eads a attribdtes for selected objects. The objects are specifiedl by their
and their logical_name.

array attribute_identification

attrlbute identification : structure
class_id: long-unsigned,
Inginnl_nqmn' nr\fnf-cfring,
attribute_index: integer

where attribute_index is a pointer (i.e. offset) to the attribute within the
object.

attribute_index 0 delivers all attributes?, attribute_index 1 delivers the
first attribute (i.e. logical_name), etc.).

For the response: data is according to the type of the attribute.
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get_attributes& Delivers information about the access rights to the attributes and
methods(data) methods within the actual association. The objects are specified by
their class_id and their logical_name.

data ::= array object_identification

object_identification ::= structure

{
class_id: long-unsigned,
logical_name: octet-string

}

For the response

data ::= array access_descriptfon

access_description ::=

{

read_attributes:
write_attributes:
methods:

5t
value of
et) or

5 of some
ay not be
methods).

LSssésret (€.9. password).

octet,string new LLS secret

chande_LLS_secret
(data)

harnges\the HLS secret (e.g. encryption key).

octet-stringID new HLS secret

chande_HLS_secfet
(data) &

he tefnote invocation of this method delivers the client's “secfetly”
processed “challenge StoC” (f(StoC)) back to the server as thg data
rvice parameter of the invoked Write.request service (see 4.7.2).

reply|
authe
(data)

data ::= octet-string client’s response to the challengg

Ifthe authentication s accepted, thenm the Tesponse (Write.confirm)
contains Result == OK and the server’s "secretly" processed
"challenge CtoS" (f(CtoS)) back to the client in the data service
parameter of the response service.

data ::= octet-string  server's response to the challenge
If the authentication is not accepted, then the result parameter in the

response shall contain a non-OK value, and no data shall be sent
back.

® If at least one attribute has no read access right under the current association, then a read_by_logicalname() to
attribute index O reveals the error message “scope of access violation” (see IEC 61334-4-41, p. 221).

® The structure of the “new secret” depends on the security mechanism implemented. The “new secret” may contain
additional check bits and it may be encrypted.
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The interface class “SAP assignment” contains the information on the assignment of the

logical devices to their SAP-s (see IEC 62056-53).

SAP assignment 0...1 class_id = 17, version = 0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string
2. SAP_assignment_list (static) | asslist_type 0
Specific method(s) m/o
1. connect_logical_device (data) o]
Attribdute description
[ERN

logicgl_name Identifies the “SAP assignment” objects insgéhg\e\Se\e\Ds%ﬁ&L
SAP_assignment_ Contains the list of all logical devices and_their SAR.ad eés\ee
list within the physical device.

asslist_type ::= array ass

asslist_element ::= structure

{

SAP:

logical_device

}

REMARKS

The actual addressing is perfe d\by the supporting communication layers.
, ion- iented, HDLC based profile, see IEC 62056-46

RIP based profile, see IEC 62056-47 and IEC 62P56-53,

Methocll descri@\ KA

<\ data ::= asslist_element

conndct_logical_ C ne\:st\scf{!ﬁagical device to a SAP. Connecting to SAP 0 will
device (dat isconne e device. More than one device cannot be conne¢ted
togne SAP (exception SAP 0)

AN
5.15 Tegister nifor (class_id: 21)

This in

erfdce class allows defining a set of scripts (see 5.8) that are executed when the value

of an attribute of a monitored register type object “Data”, “Register”, “Extended register”,

Demand register, etc. crosses a set of threshold values.

The IC “Register monitor” requires an instantiation of the IC “Script table” in the same logical

device.
Register monitor 0...n class_id = 21, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string
2. thresholds (static) | array
3. monitored_value (static) | value_definition
4. actions (static) | array
Specific method(s) m/o
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Attribute description

logical_name

Identifies the “Register monitor” object instance. See D.2.1.11 and
D.2.2.20.

thresholds

Provides the threshold values to which the attribute of the referenced
register is compared.

array threshold

threshold: The threshold is of the same type as
the monitored attribute of the

monitored_value

Defines which attribute of an object is to be
with simple data types are allowed.

referenced object/.\(
o Iy\a\lJes

value_definition ::=  structure

{
class_id: long-ur
logical_name: et-
attribute_index: int

}

actions

onitored attribute|of the
threshold. The attrjbute
er of elements as the attribute

action_item,
action_item

bored register crosses the threshold in the upwards direlction;
action_down defines the action when the attribute value of the
onitored register crosses the threshold in the downwards
direction

action_item ::= structure

{

Script_logical_name: octet-string,
script_selector: long-unsigned

5.16 Utility tables (class_id: 26)

An instance of the “Utility tables” class encapsulates ANSI C12.19 table data.

With this interface class definition, each “table” is represented as an instance. The specific
instance is identified by its logical_name.
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Utility tables 0...n class_id = 26, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string

2. table_ID (static) | long-unsigned

3. length double-long-unsigned

4. buffer octet-string

Specific method(s)

m/o

Attribute description

logical_name

Identifies the "Utility tables™ object instance. See{D.Z.\k25.

table |ID Table number. This table number is as specifiedNin the Sl
standard and may be either a standard tab a néfacturer’'s
table.

length Number of octets in table buffer.@\\\ \

buffer Contents of table.

Selective access (see 4

N\
2 to atWr may be avdilable
(optional). The selectiveadce aramefers are as defined beglow.

Access
selecfor

Parameter

Paramleters for selective access th QthW

Comment

1 offset_access <

WM o@and count using offset_selector for parameter
data.

1N
2 index_accest\/\

Ag@it\o %\by_e’(ement id and number of elements using
index~select

for parameter data.

offset__selector&z>

{ N
gffset odble-long- offset in octets to the start of
unsigned access area, relative to the gtart
of the table
G long-unsigned number of octets requested or
transferred
}
index | selector ::= structure
{
Index array of sequence of indices to identify
long-unsigned elements within the table’s
hierarchy
Count long-unsigned number of elements requested or

transferred. Values of count
greater than 1 return up to that
many elements. A value of zero,
when given in the context of a
request, refers to the entire sub-
tree of the hierarchy starting at
the selection point
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5.17 Single action schedule (class_id: 22)

Many applications request periodic actions within a meter. These actions are not necessarily
linked to tariffication (activity calendar or schedule). The IC “Single action schedule “ models

such actions.

Single action schedule 0...n class_id = 22, version =0

Attribute(s)

Data type Min. Max. Def.

1. logical_name
2. executed_script
3. type

(static) | octet-string
(static) | script
(static) | enum
(static) | array _

4. execution_tim
SpeCl:EiC method(s)

m/o

AttribUte description

logical_name

Identifies the “Single action schedule” o@ec\né{ar‘ge\gae) 2.11.10.

executed_script

Contains the logical name of the “Sgfi bje X ript

script structure

{

script_logical _name

type

_ 1; wildcard in date allowed,

ti = n; all time values are the same,
not allowed,
~_time = n; all time values are the same,

execution_time = n; time values may be different,
cards in date are allowed

execu

Specifies the time of day the script is executed.

array {octet-string, octet-string}

The two octet-strings contain _time and date, in this

order.
structure
{
time: octet-string,
date: octet-string
!

time and date are formatted as defined in 4.4.1.

WILDCARDS in “time” are not allowed; seconds and
hundredths of seconds must be zero.
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5.18 Register table (class_id: 61)

Instances of the “Register table” interface class store homogenous entries, identical attributes
of multiple objects, which are all instances of the same interface class, and the value in value
groups A to D and F of their logical name (OBIS code) is identical. The possible values in
value group E are defined in IEC 62056-61 in a tabular form: the table header defines the
common part of the OBIS code and each table cell defines one possible value of value group
E. A “Register table” object may capture attributes of some or all of those objects.

NOTE 1 Some examples are the “UNIPEDE voltage dip quantities” table, see IEC 62056-61, Table 13, or the
“Extended phase angle measurement” table, see IEC 62056-61, Table 11.

NOTE 2 If more complex functionality is needed, the “Profile generic” interface class can be used.

Registertabte o class_fd=#8T, version 0
Attribute(s) Data type Min. \Max. Déf.
1. logical_name (static) | octet-string
2. table_cell_values (dyn.) array
3. table_cell_definition (static) | structure N\
4. scpler_unit (static) | scaler_unit_type (\
Specific method(s) m/o N
1. repet (data) o \
2. capture (data) 0
Attribute description (/(7
(\ N
logicgl_name Identifies the "Regi

biectjinstafce.
al n is A.B.C.D.255.F; the Yalues

on part of the logical name [of the
re captured. Only one attrigute of
e captured (for example the|value

e logical name is A.B.98.10.x.255, sgveral

i f Register table” class can be used to capture
[ attribytes of the objects concerned. The value grpup E

table |cell_values Holds “the/value of the attributes captured, as they wolld be
turned to a GET or Read .request to the individual attributds.

table_cell _values ::= compact array or array of table_cell_entry

table_cell_entry

CHOICE

L

--simple data types
null-data [0],
bit-string [4],
double-long [5],
double-long-unsigned [6],
octet-string [9],
visible-string [10],
bcd [13],
integer [15],
long [16],
unsigned [171],
long-unsigned [18],
long64 [20],
long64-unsigned [21],

float32 [23],
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float64 [24],
--complex data types
structure [2]

}

If the captured attribute is attribute_0, redundant values may be
replaced by “null_data”, if their value can be unambiguously
recovered (for example scaler_unit).

table_cell_definition

Specifies the list of attributes captured in the register table.

table_cell_definition ::= structure

1

class_id: long-unsigned,
logical_name: octet_string,
group_E_values: array of cell_identifi

cell_identifier: unsigne

attribute_index

}

where:

- ¢ cls_id of the objec{s the

logical name qf the

integer

ned in

bject.

ormat
fied in
bute 3

ended
register”;
logical name of the objects to be captured is defined py the
ical name of the “Register table” object and the respective
table in IEC 62056-61;

the attribute index shall be 2 (value).

scalef_unit .~

See the description of class “Register”.

ended
register” objects are captured, the scaler_unit shall be common for
all objects and this attribute shall hold a copy.

If other attributes or interface classes are captured, the scaler_unit
attribute has no meaning and shall be inaccessible.

Method description

reset (data)

Clears the table_cell_values.
It has no effect on the attributes captured.

data ::= integer(0)

capture (data)

Copies the values of the attributes into the table_cell_values.
If the attribute index = 0, all attributes are captured.
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Behaviour of the object after modification of the table_cell_definition attribute

Any modification to this attribute will automatically call the reset(data) method and this will
propagate to all other profiles capturing this object.

If writing to table_cell_definition is attempted with a value too large the buffer holding the
table_cell_values attribute, it will be rejected.

5.19 Status mapping (class_id: 63)

Instances of the “Status mapping” class store status words together with the mapping of each
bit in the_status word to pneifinne ina reference status table

Statu$ mapping 0...n class_jd = 63,.version|= 0
Attrib|ute(s) Data type Min/ Mé;(. \Def.
1. logical_name (static) | octet-string N\

2. status word (dynamic) | CHOICE

3. mapping_table (static) | structure /] \\

Specffic method(s) m/o \ \/

Attribute description <}7
Y P a\ N
logicdl_name Identifies the” ¢Statué\ word” ob{@t ingtances. See D.3.1.29,
D.2.1.30, D.2).34\and_D.2\2 47

statug_word e status word.

9,

of the status_word is n*8 bits, the maximum size is 63 536

TE Manufacturers may choose any of the types listed above. Howeyer, the
status word shall be always interpreted as a bit-string.
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mapping_table Contains the mapping of the status word to the positions in the

reference table.

mapping_table::= structure

{ ref_table _id: unsigned,
CHOICE
{
first_entry long-unsigned,
array of table_entries
}
}
table_entry long-unsigned
where:

- ref_table_id is the identifier of the refere

NOTE Reference status tables are maintained Hythe\DLM

- first_entry is the entry in the refexence

table entries
he reference

the bits of the status

table. The positiop
status wNe tp

fines the position
esponds to bit 0).

ing to

ry and

word;
maps

status

n the

6 M3

Any md
old or d

Versiorn
UA only.

6.1 T
The DU

Any md
or responses resu
accordingly. The following rules shall be followed:

in a new version (version ::

a) new attributes and methods may be added;

ing the

DLMS

existing interface class affecting the transmission of service rgquests

version+1) and shall be documented

b) existing attributes and methods may be invalidated BUT the indices of the invalidated

attributes and methods shall not be re-used by other attributes and methods;
c) if these rules cannot be met, then a new interface class shall be created,;
d) new versions of COSEM interface classes are administered by the DLMS UA.

6.3 Removal of interface classes

Besides one association object and the logical device name object no instantiation of an
interface class is mandatory within a meter. Therefore, even unused interface classes will not
be removed from the standard. They will be kept to ensure compatibility with possibly existing

implementations.
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Annex A
(normative)

Protocol related interface classes

A.1  General

Each communication device and/or communication profile needs some setup parameters to
be defined for proper operation.

A.2 EC local port setup (class_id: 19)

Instanges of this interface class define the operational paramejers\for\communrjcation using
IEC 62056-21. Several ports can be configured.

IEC Idcal port setup 0...n <{_|clags\te= 19) version F 1
Attribute(s) Data type N T\ | Max. Déf.
logical_name (static) | octet-strihg
ddfault_mode (static)
default_baud
prop_baud
regponse_time
degvice addr
pass_p1
pass_p2

pass wb
Specfflc method(s) . m/o )

Attribute descrjpt nk\/} \s

logicgl_name ~ { “\dentifiesthe\X|EC local port setup” object instance. See D.2.1{12.

WeNOOhwh =

default_mode D inést\he/p?otocol used by the meter on the port.
enym (0) protocol according to IEC 62056-21 (mgdes
A...E),

(1) protocol according to IEC 62056-46. Using
this enumeration value all other attributgs of
this class are not applicable,

(2) protocol not specified. Using this enumgration
value, attribute 4), prop_ baud is used far
settimgthe communicatiomspeedomthe port.
All other attributes are not applicable.

default_baud Defines the baud rate for the opening sequence.

enum (0) 300 baud,
(1) 600 baud,
(2) 1 200 baud,
(3) 2 400 baud,
(4) 4 800 baud,
(5) 9 600 baud,
(6) 19 200 baud,
(7) 38 400 baud,
(8) 57 600 baud,
(9) 115 200 baud
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prop_baud Defines the baud rate to be proposed by the meter.
enum (0) 300 baud,
(1) 600 baud,
(2) 1 200 baud,
(3) 2 400 baud,
(4) 4 800 baud,
(5) 9 600 baud,
(6) 19 200 baud,
(7) 38 400 baud,
(8) 57 600 baud,
) +45-266aud (
respojnse_time Defines the minimum time between the reception of end
of request telegram) and the transmission gin of
response telegram).
enum (0) 20 ms,
(1) 200 ms
devicg_addr Device address according to/fEC 6 5%
octet-string /(x (\
pass_|p1 Password 1 ascordingnto IEC.62856-21.
octet-string
(@aN
pass_|p2 P c orch'@ IES.62056-21.
N:ﬁ\-strin&
pass_|w5 <> Passwonrd W re&iryéd for national applications.
{\Q tot-sth
A3 ion(class_id: 27)
NOTE oRthis® interface class has been changed from “PSTN modem configuration” to |“Modem
configur. } e usad not only for configuring PSTN modems, but modems of other netwprks, for
example|GSM> i finition remains unchanged.
An insfancé of t odem configuration” class stores data related to the initializgtion of
modems,S¢which are used for data transfer from/to a device. Several modems ¢an be
configured
Modem configuration 0...n class_id = 27, version =1
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string
2. comm_speed (static) | enum 0 9 5
3. initialization_string (static) | array
4. modem_profile (static) | array
Specific method(s) m/o
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logical_name

Identifies the “Modem configuration” object instance. See D.2.1.2.

comm_speed

The communication speed between the device and the modem, not
necessarily the communication speed on the WAN.

enum:
(0) 300 baud,
(1) 600 baud,
(2) 1 200 baud,
(3) 2 400 baud,
(4) 4 800 baud,

VA~ O 00
J

\\Jl vuUuuv vauyu,

(6) 19 200 baud,

(7) 38 400 baud,

(8) 57 600 baud

(9) 115200 baud N

initial

string

jzation_

Contains all the necessary initialization omman to bg/{ent to the
modem in order to configure it properly.\Xdihis may include the

initialization_string ::= array
initialization_string_elemege

octet-string,
long-unsigned

an™one initialization_string_element, the

ed that the modem is pre-configured so that it accepts the
. If no initialization is needed, the initialization string is empty.

mode

fines the-mapping from Hayes standard commands/responfes to
odem specific strings.

modem_profile::= array

modem_profile_element: octet-string

}

The modem_profile array must contain the corresponding strings for

the modem used i the fottowing order

Element 0: OK,

Element 1: CONNECT,
Element 2: RING,

Element 3 NO CARRIER,
Element 4: ERROR,

Element 5: CONNECT 1 200,
Element 6 NO DIAL TONE,
Element 7: BUSY,

Element 8: NO ANSWER,
Element 9: CONNECT 600,
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Element 10: CONNECT 2 400,
Element 11: CONNECT 4 800,
Element 12 CONNECT 9 600,
Element 13: CONNECT 14 400,
Element 14: CONNECT 28 800,
Element 15: CONNECT 36 600,
Element 16: CONNECT 56 000

A.4 Auto answer (class_id: 28)

NOTE The name of this interface class has been changed from “PSTN auto answer ” to “Auto answer”, as it can
be used not only for PSTN networks, but also for other networks, for example GSM. Otherwise, the definition
remains inchanged.

An instance of the “Auto answer” class stores data related to the ma d a transfer
between a device and a modem, which is used to answer incomi g odems

can be|configured.

Auto answer 0...n § s id A\28\\(5->T/S|om =0
Attnb|ute(s) Data type& l Def.
1. logical_name (static) \>

2. mode (static)

3. lisfening_window (static)

4. status dyn.)

5. number_of calls (st 'c<

6. number_of rings atic

Specffic method(s)

Attribute description W

logicdl_name lla‘e\o&(‘eg thé\N{to\aQW object instance. See D.2.1.4.

mode de of the line when the device is auto answer.

line dedicated to the device,

hared line management with a limited number of galls

allowed. Once the number of calls is reached, the
window status becomes inactive until the next start
date, whatever the result of the call,

2) shared line management with a limited number of
successful calls allowed. Once the number of
successful communications is reached, the window
status becomes inactive until the next start date,

39 strrently no-modem-connested;

(200...255) manufacturer specific modes
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listening_window  Contains the start and end instant when the window becomes active
(for the start instant), and inactive (for the end instant). The
start_date defines implicitly the period.

Example: when the day of month is not specified (equal to OxFF) this
means that we have a daily share line management. Daily, monthly
...window management can be defined.

listening_window ::= array window_element

window_element ::= structure

{

4 4+ F'H ot F
otdit _ timme. ULLITTrouniTy,

end_time: octet-string

}
start_time and end_time are formatted as sej/ﬁ\ 4.1§Q\rd@te_ me
statug Here is defined the status of the window.

status ::= enum
(0)

incomin(g call.
ctive when the

(1) ive: i 2 the next incoming

(2) y be Set automatically by the
ient when this client has

ssion and wants to giye the
customer before the end ¢f the
is status is automatically rgset to

numbler_of_calls his mumber-is th W used in modes 1 and 2.
tto% ans there is no limit.

number_of_rin\g\s/ umber “of rings before the meter connects the mpdem.
istinguished: number of rings within the window
ied\by atthibute “listening_window” and number of rings outside

nr_rings_in_window: unsigned,
(0: no connect in window)
nr_rings_out_of window: unsigned

(0: no connect out of window)

A.5 Auto connect (class_id: 29)

NOTE The name of this interface class has been changed from “PSTN auto dial” to “Auto connect”, as its use has
been generalized; it is not only suitable for the configuration of sending messages — generally protocol telegrams —
via PSTN modems, but also sending messages of various types over various communication infrastructures.

An instance of the “Auto connect” class controls and stores data related to the management
of the data transfer from the metering device to one or several destinations.

The messages to be sent, the conditions on which they shall be sent and the relation between
the various modes, the calling windows and destinations are not defined here.

Depending on the mode, one or more instances of this interface class may be necessary to
perform the function of sending out messages.
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Auto connect 0...n class_id = 29, version = 1
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string

2. mode (static) | enum

3. repetitions (static) | unsigned

4. repetition_delay (static) | long-unsigned

5. calling_window (static) | array

6. destination_list (static) | array

Specific method(s)

m/o

Attribute—description

logical_name

Identifies the “Auto connect” object instance. S@ B 2(‘1\3

mode

Defines the mode controlling the auto diak’fu ;rning
the timing, the message type to be sent i to be
used.

mode ::= enum

the validity time of

indow, “regular”
ithin the validity tjme of

“alarm” initiated| auto

(4) Mg via Publie Land Mobile Network

manufacturer specific modes

repetitions <> ngim nWr of trials in case of unsuccessful dialling
temp

repetition_del

expressed in seconds until an unsuccessfyl dial
attem e repeated

etition_delay 0 means delay is not specified

caIIin 0

\ng’talns the start and end date/time stamp when the window
becomes active (for the start instant), or inactive (for the end instant).
The start_date defines implicitly the period.

| 1 la ol £ bl : 4 H -+ | L 4 Fal |l H
LAdAllTpIc. WITTcTI uay UT TITUTIUT 1S5 TTUL SPTUITITU \cqual W U AT ) thIS
means that we have a daily share line management. Daily, monthly
...window management can be defined.

calling_window ::= array window_element
window_element ::= structure
{

start_time: octet-string,

end_time: octet-string

start_time and end_time are formatted as set in 4.4.1 for date_time
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destination_list Contains the list of destinations (e.g. phone numbers, email
addresses or their combinations) where the message(s) has(have) to
be sent under certain conditions.

The conditions and their link to the elements of the array are not
defined here.

destination_list ::= array destination

{
}

destination: octet_string

A.6 EC HDLC setup class (class_id: 23)

An instpance of the “HDLC setup class” contains all data necess to set up@ cem
channg|l according to IEC 62056-46. Several communication ch@nne

IEC HDLC setup 0...n {class)\id$23, version = 1

Attrib|ute(s) Data type ﬁ \Miq.\ Méx. Def.

1. logjcal_name (static) | octet-string /

2. cormm_speed (static) 9 5

3. window_size_transmit (static) 7 1

4. window_size receive (static) 7 1

5. mak_info_field_length (static) 2030 128

_transmit
6. max_info_field_length (static) 2030 128
_receive

7. intgr_octet_time_out 20 6000 P5

8. inaftivity_time_ou 0 120

9. deyice_addregs i 0x0010 0x3FFD

Specific methég(g < Q /o
NOTE 1 i theNattributey max_info_field_length_transmit and max_info_field_lengtH_receive
has beer q 0 2080 forefficiency reasons.
NOTE 1 performance, the primary station should offer at |least a
max_infg
NOTE 3 wYalue of the inter-octet-time-out attribute has been increased from 1000 ms to 6000 ms in
order to ) wnicajton media, where long delays may occur. The default value has been chpnged to
25 ms to v

Attribute descripti
logicat_ ifi U ] i
comm_speed The communication speed supported by the corresponding port

enum: (0) 300 baud,
(1) 600 baud,
(2) 1 200 baud,
(3) 2 400 baud,
(4) 4 800 baud,
(5) 9 600 baud,
(6) 19 200 baud,
(7) 38 400 baud,
(8) 57 600 baud,
(9) 115 200 baud

This communication speed can be overridden if the HDLC mode of
a device is entered through a special mode of another protocol.
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window_size_ The maximum number of frames that a device or system can
transmit transmit before it needs to receive an acknowledgement from a
corresponding station. During logon, other values can be
negotiated.
window_size_ The maximum number of frames that a device or system can
receive receive before it needs to transmit an acknowledgement to the
corresponding station. During logon, other values can be
negotiated.
max_info_length_ The maximum information field length that a device can transmit.
transmit During logon, a smaller value can be negotiated.
[
max_info_length_ The maximum information field length that a~device can\regceive.
receiye During logon, a smaller value can be negotiated

inter_loctet_time_out Defines the time, expressed in millisecan

, O\VeRWwhich, when any

e device will treat

inactiyity_time_out  Defines the time, expressed onds “Overwhich, wheh any

the device will progess a
disconnection.

When this value\is sétto
is not operational.

, thig
device_address Contains the physical \N@ress of a device.

ing%te addressing:

STATION Address,
eserved for future use,
able address space,
ALLING’ device address,
Broadcast address

at the inactivity_time_out

9,

e’of double byte addressing:

0x NO_STATION address,
x0001..0x000F Reserved for future use,
0010..0x3FFD Usable address space,
Ox3FFE ‘CALLING’ physical device address,
Ox3FFF Broadcast address

A.7 IEC twisted pair (1) setup (class_id: 24)

An instance of the “IEC twisted pair (1)” setup class contains all data which are necessary to
set up a communication channel according to IEC 62056-31. Several communication channels
can be configured.
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IEC twisted pair (1) setup 0...n class_id = 24, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) octet-string
2. secondary_address (static) octet-string
3. primary_address_list (static) primary_adress
_list_type
4. tabi_list (static) tabi_list_type
5. fatal_error (dynamic) | enum
Specific method(s) m/o

Attribute description

logicgl_name Identifies the “IEC twisted pair setup” Okject instancg. See
D.2.1.15. A (O

secorjdary_address Secondary_address memorizes the A of e\s{et?mdary
station (see IEC 62056-31) t Onds ¢ real

equipment.

octet-string (SIZE(6))

RN

lis? of ADP or primary
ich €ach logical deVice of
ry station) has | been

primary_address_list

)«e\pc?sents the list of the TAB(i) for which thle real
t {the secondary station) has been programmed in
f forgotten station call (see IEC 62056-31).

tabi_ljst Q

tabi_list_type ::= array tabi_element

Q\ tabi_element ::= integer

fatal_prror ) FatalError represents the last occurrence of one of th¢ fatal
errors of the protocols described in IEC 62056-31.

The initial default value of this variable is "00"H._Thenl each

fatal error is spotted.

enum (0) No-error,
(1) t-EP-1F,
(2) t-EP-2F,
(3) t-EL-4F,
(4) t-EL-5F,
(5) eT-1F,
(6) eT-2F,
(7) e-EP-3F,
(8) e-EP-4F,
(9) e-EP-5F,
(10) e-EL-2F
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A.8 TCP-UDP setup (class_id: 41)

An instance of the TCP-UDP setup class contains all data necessary to set up the TCP or
UDP sub-layer of the COSEM TCP or UDP based transport layer of a TCP-UDP/IP based
communication profile.

In TCP-UDP/IP based communication profiles, all application associations between a physical
device hosting one or more COSEM client application processes and a physical device
hosting one or more COSEM server application processes rely on a single TCP or UDP
connection. The TCP or UDP entity is wrapped in the COSEM TCP-UDP based transport
layer. Within a physical device, each application process — client application process or server
logical device - is bound to a Wrapper Port (WPort) The binding is done with the help of the

SAP Agsignment object.

On the|other hand,

a COSEM TCP or UDP based transport layer

more than one TCP or UDP connections, between a physical device\and\sever. hysical

deviceg hosting COSEM application processes.

NOTE |When a COSEM physical device supports various data link fa . ,| then an

instance |of the TCP-UDP setup object is necessary for each of them.

TCP-UDP setup

0...n ( | class_id= 41, version = 0

Attribute(s)

Data tyge\( \\/ /A [Pwmin>, | Max. Def

1. logical_name

2. TGP-UDP_port (static)

3. IP| reference (static)

4. M$S (static) 40 65,535 876
5. nb_of sim_conn (st 1

6. inactivity_time ou,\ 180

(static)

N

Specfflc method(s)

Iogiccl name <

\ Idén\tlffe\thejl'CP UDP setup object instance. See D.2.1.16.

TCP-UYD

f{ds\the TCP-UDP port number on which the physical device is
listening for the DLMS/COSEM application.

IP_refe \ngerences an IP setup object by its logical name. The refernenced
ject contains information about the IP Address settings of the IP

layer supporting the TCP-UDP layer.
MSS With the help of the Maximum Segment Size (MSS) option, a TCP

can indicate the maximum receive segment size to its partner. Note,
that:

- this option must only be sent in the initial connection request
(i.e. in segments with the SYN control bit sent);

- if this option is not present, conventionally MSS is considered
as its default value, 576;

- MSS is not negotiable; its value is indicated by this attribute.

nb_of_sim_conn

The maximum number of simultaneous connections the COSEM
TCP-UDP based transport layer is able to support.
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inactivity_time_out Defines the time, expressed in seconds over which, if no frame is
received from the COSEM client, the inactive TCP connection shall
be aborted.

When this value is set to 0, this means that the inactivity_time_out is
not operational. In other words, a TCP connection, once established,
in normal conditions — no power failure, etc. - will never be aborted
by the COSEM server.

Note, that all actions related to the management of the inactivity
time-out function — measuring the inactivity time, aborting the TCP

bUIIIIUbtiUII If tiIU tilllC-Uut ib Uvcel, Utb. = dlic Tliaril UUI ;Ilbi\;e the
TCP-UDP layer implementation. /\(J a\

A.9 |Pv4 setup (class_id: 42)

An instance of the IPv4 setup class handles all informatior i ddress
setting$ associated to a given device and to a lower layer S i ettings
are usqd.

There phall be an instance of this class in a i p terface

TCP/IP
device:

implemented. For example, if a devi
profile pn both of them), there shall
one for|each of these interfaces.

IPv4 getup [ | 0=n > | class_id = 42, version 50

Attribute(s) /. ,—._\| Datatype\ Min. Max. Def

1. logical_name | (static)\ ectet-str

2. DU_reference (static) ng

3. IP] address douple-long-

Q igned

4. multicast_IP array

5. |IP| options array

6. su double-long-
unsigned

7. gdteway\IP_adotess double-long-
unsigned

8. usle DHCP (static) | boolean

9. pr double-long-
unsigned

10. secondary DNS address double-long-
unsigned

Specific method(s) m/o

1. add_mc_IP_address (data) o}

2. delete_mc_IP_address (data) 0

3. get _nbof mc_IP_addresses (data) | o

Attribute description

logical_name Identifies the IPv4 setup object instance. See D.2.1.17.

DL_reference References a Data link layer (Ethernet or PPP) setup object by its
logical name. The referenced object contains information about the
specific settings of the data link layer supporting the IP layer.
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IP_address Carries the value of the IP address (IPv4 address) of this physical
device on the network to which the device is connected via the
referenced lower layer interface.

It can be either (static) or (dynamic). In the latter case, dynamic IP
address assignment (e.g. DHCP) is used.
If no IP address is assigned, the value is 0.

multicast_IP_ Contains an array of IP addresses. IP addresses in this array must

address fall into the multicast group address range (“Class D” addresses,
including IP addresses in the range of 224.0.0.0 to 239.255.255.255).
When a device receives an IP datagram of Othese IP
addresses in the destination IP address fi ider that
this datagram is addressed to it.
multicast_IP_address ::= array double-lo

IP_options Contains the necessary parametérs to.sup P

options, for example Datagram
(IPSec).
IP_options ::=

sgcurity sernvices

g present, the device shall be allowed to send|security,
ation, handling restrictions and TCC (closed usger group)
within its IP Datagrams. The value of the IP-Option-
g Field must be 11, and the IP-Option-Data shall coptain the
of the Security, Compartments, Handling Restrictions and
ransmission Control Code values, as specified in STD (0005/RFC
91.

-  Loose Source and Record Route - 0x83

[T This option is present, the device shall supply rouiing information to
be used by the gateways in forwarding the datagram to the
destination, and to record the route information.

The IP-Option-length and IP-Option-Data values are specified in STD
0005/RFC 791.

- Strict Source and Record Route - 0x89
If this option is present, the device shall supply routing information to
be used by the gateways in forwarding the datagram to the

destination, and to record the route information.

The IP-Option-length and IP-Option-Data values are specified in STD
0005/RFC 791.
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- Record Route - 0x07

If this option is present, the device shall as well:

- send originated IP Datagrams with that option, providing means to
record the route of these Datagrams;

- as a router, send routed IP Datagrams with the route option
adjusted according to this option.

The IP-Option-length and IP-Option-Data values are specified in STD
0005/RFC 791.

lnternet Timnefgmp Ox44

- send originated IP Datagrams with that opti iding\means to

- as a router, send routed IP Datagramswith ¥ i np option

The IP-Option-length and d in STD

0005/RFC 791.

subnégt_mask Contains th€ su

When sub-n
concerned

h device
rules. In
sides of its IP address, needs also to
is structured within this sub-ngtworked
attribute carries this information.

net mask is a 32 bits word, expressed ¢xactly in
t.ds an IP Address (e.g. 255.255.255.0),| but has
: the ‘0’ bits of the subnet_mask indicate thie portion
gss which is still used as Device_ID on a sub-networked

gateway IP,_ad & C})thjhs the IP Address of the gateway device.

lm most IP implementations, there is a code in the mogule that

andles outgoing datagrams to decide if a datagram can| be sent
directly to the destination on the local network or if it must be sent to
a gateway. In order to be able to send non-local datagrams to the
gateway, the device must know the IP address of the gateway device
assigned to the given network segment.

If no IP address is assigned, the value is 0.

use_DHCP_flag When this flag is set to TRUE, the device uses DHCP (Dynamic Host
Configuration Protocol) to dynamically determine the IP_address,
subnet_mask and gateway_IP_address parameters.

On the other hand, when this flag is set to FALSE, the IP_address,
subnet_mask and gateway IP_address parameters must be locally
set.

4 See more about sub-networking in RFC 940 and RFC 950.
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primary_DNS_ The IP Address of the primary Domain Name Server (DNS).

address
If no IP address is assigned, the value is 0.

secondary_DNS_add The IP Address of the secondary Domain Name Server (DNS).

ress
If no IP address is assigned, the value is 0.

Method description

add_mc_IP_address Adds one multicast IP address to the multicast_IP_Address array.

(IP_Ag¢ddress)

IP_Address ::= double-long-unsigned Q( “
delete_mc_IP_ Deletes one IP Address from the multi IP\Addre M . The
addrejss IP Address to be deleted is identified by it luel
(IP_Agddress)

IP_Address ::= double-long-/uo«s#gn\
VA

get_nEof_mc_IP_ Returns the number of A\d}ée ses\contained in the
addrejsses multicast_IP dressnqrray. @
(data)
data ::= unsi
A.10 Ethernet setup (clas 1 2 Q

An insfance of the E

setting$ associa t
setting$ are use
There ghall be aQ\nce f this cla
the Ethernet/p% ol.

s all information that is related to Ethernet
ayice>and to a lower layer connection on which these

for each network interface of a physical devicg, using

Etherpet.setup 2\ \ 0...n class_id = 43, version =[0

Attribﬁtg(s)\\ \ \ Data type Min. Max. Def.

1. logifal_name ) (static) | octet-string
2. MAC_addres octet-string

Specificimethod(s) m/o

Attribute description

logical_name Identifies the Ethernet setup object instance. See D.2.1.18.
MAC_address Holds the MAC address.

A.11 PPP setup (class_id: 44)

An instance of the PPP setup class handles all information that is related to PPP settings
associated to a given physical device and to a lower layer connection on which these settings
are used.
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There shall be an instance of this class for each network interface of a physical device, using

the PPP protocol.

PPP setup

0...n Class_id = 44, version =0

Attribute(s)

Data type Min. Max. Def.

1. logical_name
2. PHY_reference
3. LCP_options
4. IPCP_options
5

PPP_authentication

(static) | octet-string

(static) | octet-string

(static) | LCP_options_type
(static) | IPCP_options_type
(static) | PPP_auth_type

Specific method(s)

m/o

AttribUute description

o(

logical_name

Identifies the PPP setup object instance. Se¢ D\2){.19)

PHY_reference

References another object by its logical m T Je efergnced
contains information about the specific hy3| erf
supporting the PPP layer.

LCP_opptions

This attribute contains the paramet fo Co trol Protocol
options. These options include;

- [ - ive-Uni , S 0051/RFC 16p1). This
configuratio i a inform the peer [that the
implement ets, or to request that peer
send smallexpacke e def It value is 1500 octets;

- Async-ContrglxChara ACCM, Type 2, STD (Q051/RFC

Qn provides a method to negotiate the
Asparency on asynchronous links;

- ' 3 ype 3, STD 0051/RFC 1661, PAP, CHAP
s eonfiguration option provides a method to pegotiate

protocol for authentication. By| default,
ot required;
pe 5, STD 0051/RFC 1661). This configuration
s a method to detect looped-back links and other data

coI F|Id -Compression (PFC, Type 7, STD 0051/RFC 1661).
i onfiguration option provides a method to negotiate the
pyession of the PPP protocol field;
Address-and-Control-Field-Compression (ACFC, Type |8, STD
0051/RFC 1661). This configuration option provides a method to
negotiate the compression of the data link layer address and control
fields;
- FCS-Alternatives (Type 9, RFC 1570). This configuratign option
prowdes a method for an |mplementat|on to speC|fy anothter FCSS

IUIIIIdl LU UC belll Uy LIIC pEecCl, Ul LU lIegUlldlU awdy lhe FCS
altogether;

- Call-back (Type 13, RFC 1570). This configuration option provides a
method for an implementation to request a dial-up peer to call back.
This provides enhanced security by ensuring that the remote site can
connect only from a single location as defined by the call-back
number.

The structure of this attribute is the following:
LCP_options ::= SEQUENCE OF LCP_options_element
LCP_options_element ::= SEQUENCE

LCP-option-type  unsigned,
LCP-option-length unsigned,
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LCP-option-data CHOICE
{
MRU [1] long-unsigned,
ACCM [2] double-long-unsigned,
Auth-Prot [3] long-unsigned,
Mag-Num [5] double-long-unsigned,

ProtF-Compr
AdCtr-Compr

[7] boolean,
[8] boolean,

FCS-Alter [9] unsigned,
Callback [13] callback-data
¥

}

LCP_option_type ::= ENUMERATED

{

Max-Rec-Unit
Async-Control-Char-Map
Auth-Protocol

Magic-Number

indicates
0x0000 - No authentication protocol is used,
0xcO23 - The PAP protocol is used,
0xc223 - The CHAP protocol is used,
0xc227 - The EAP protocol is used.
value of the FCS-Alter (FCS Alternatives) options field identifies the

S used. These are assigned as follows:

bit 1
bit 2

Null FCS,
CCITT 16-bit FCS

bit 3

CCITT 32-bit FCS

Callback-data ::= SEQUENCE

{

callback-active
callback-data-length
callback-operation
callback-message

}

The callback-active member indicates whether the callback option

active on this PPP link.

boolean,
unsigned,
unsigned,
octet-string

/I default: false,
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callback-operation ::= ENUMERATED

{
Location-is-determined-by-user-authentication (0
Dialling-string (1
Location-identifier (2
E.164-number (3
X500-distinguished-name (4
Location-is-determined-during-CBCP-negotiation (6

}

The callback-message field is zero or more octets, and its general
contents are determined by the callback-operation field. The actual
format of the information is site or application specific (see in RFC

1570).

NOTE 1 For more details on Link Control Protocol, plea efer tq R 166 .
NOTE 2 For latest assigned numbers, see RFC 1700.(%\

IPCP |

options

This attribute contains the parameters fok th Cofitrok Phatacol — the

Network Control Protocol module o nggotjating [P

parameters on the PPP link options. iRclude’

- IP-Compression-Protocol (Typ 1332\ This parameter
indicates the IP compressi ithin the |PPP link

described by this object;

1332). This configuration
address to be us¢d on the

./This configuration option provides a
P Addréss to be used on the remote gnd of the

he device shall accept PPP connection only with a

gvice having one of the IP Addresses on this list. \When the
200)’parameter is set to TRUE, the COSEIM Server

0 assign one of these IP Addresses to the remote

s-Only-to-Pref-Peer-on-List. (GAO) This pjarameter
hether the device can accept PPP connection pnly with
devices with IP Address on the above list or not. Itis default
¢ is FALSE;
Use-Static-IP-Pool (USIP). This parameter indicates whether the
evice should try to assign one of the IP Addresses of the Rreferred-
Peer-IP-Addresses to the remote end device during the IP| Address
negotiation phase or not.

Tha ctructuura of thic attrihiita ic ac fallnwe:
Re-Stdetue— ot HSattHP Ut e 15351 HeWS:

IPCP_options ::= SEQUENCE OF IPCP_options_element

IPCP_options_element ;= SEQUENCE
{
IPCP-option-type unsigned,
IPCP-option-length unsigned,
IPCP-option-data CHOICE
{

IP-Comp-Prot [2] long-unsigned,

Pref-Local-IP [3] double-long-unsigned,

Pref-Peer-IP  [20] SEQUENCE OF double-long-unsigned,
GAO [21] boolean,

USIP [22] boolean

}
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}
IPCP-option-type ::= ENUMERATED

{
IP-Comp-Prot (2),
Pref Local-IP (3),
Pref-Peer-IP  (20),
GAO (21),
uUslIP (22)
}

Possible values for the IP-Compression-Protocol (IP-Comp-Prot)
parameter today are:

G)\GGGG il Nu il': CUIII}JIUbbiUII ;b ubUU‘ (dcfduit),
0x002d — Van Jacobson (RFC 1232),

0x0061 — IP Header Compression (RFC 2507, 3544)
0x0003 — Robust Header Compression (RFG

NOTE 1 For more details on IPCP, please refer {{ﬁﬁc\:az.
NOTE 2 For latest assigned numbers, see RFC 1 00.

PPP_ Contains the parameters required e\PPR-~anbthentication pgrocedure
autheptication used.

octet-string
octet-string

octet-string
unsigned
--default: 5 (MD5)
<O }
-pa [3] supported-EAP-types

values for CHAP-algorithm-id parameter today are as fpllows:
: HAP with MD5 ( default ),

06 —~SHA-1,

80 — MS-CHAP,

81 — MS-CHAP-2

New values can be used as become assigned.

NOTE  When CHAP is used, a "secret’ is also required to verify the “challenge”® sent
by the Client. This “secret” is not accessible in the PPP setup object.

supported-EAP-types ::= SEQENCE

{
md5-challenge boolean,
one-time-password  boolean,
generic-token-card boolean
}

5 For more details about CHAP, please refer to RFC 1994.
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A.12 GPRS modem setup (class_id: 45)

A “GPRS modem setup” object stores all the necessary data for a GPRS modem
management.

GPRS modem setup 0...n class_id = 45, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string

2. APN (static) | octet-string

3. PIN_code (static) | long-unsigned

4. qdality_of_service (static) | structure

Specffic method(s) m/o

Attribdute description

logicdl_name Identifies the “GPRS modem setup”/ijégt ir{\sT‘éqcé\S(e\&/ﬁ.Z.1 1 20.
APN Defines the access point name of né%r \)
octet-string (\
L\ A

PIN_code Holds the persenal idepfification u@er.
long-unsigned

quality_of_service  Specifies the qua%
el :
- first one\defi default or minimum characterisfics of

twork). These parameters have to be set tp best

iceN\parameters. It is a structur¢ of 2

Q : ent defines the requested parameters.

gos_element,
gos_element

s_element ::= structure

precedence unsigned,
delay unsigned,
reliability unsigned,
peakthroughput unsigned,;
mean throughput unsigned
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A.13 SMTP setup (Class_id: 46)

An SMTP setup object allows defining the parameters for SMTP setup.

SMTP setup 0...n class_id = 46, version =0
Attribute(s) Data type Min. Max. Def.
1. logical_name (static) | octet-string

2. server_port (static) | long-unsigned 25
3. user_name (static) | octet-string

4. login_password (static) | octet-string

5. sefrver_address (static) | octet-string

6. sjnder_address (static) | octet-string ~
Specffic method(s) m/o

AttribUte description

logicgl_name

Identifies the “SMTP setup” (Sbj?esms\l%m%»\e9D.2.1 21.

servef_port Defines the value of the re ted to this protocol.|By
default, this v, is the ort by IETF: 25.

user_pame Defines the usgﬁarr\ﬁs\beh\ed\fer_ﬂ(e login to the SMTP sefver.

login|password Password to b ans

mWen the string is void, this me
at

tha(there isn

servef_address

ecified here, it shall be a string in dotted for
.87

r address a® an octet string. This server addr]
, which musitbe resolvable by the primary DNS
AIMNth e when it is directly the IP address ¢f the

ess
br the

mat.

sende

. In the case when it is directly the IP address o
rve WhICh is specified here, it will be a string in dotted form

r_address \f| s th‘é hder address as an octet string. This server add
canbe

ress
the
lat.
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Annex B
(normative)

Data model and protocol

The data model uses generic building blocks to define the complex functionality of the
metering equipment. It provides a view of this functionality of the meter, as it is available at its
interface(s). The model does not cover internal, implementation specific issues.

The copnmunication protocol defines how the data can be accessed and exchanged.

This is jillustrated in the figure below:

1. Modeling COSEM Interface Objests
|

Register 0.n [ IR oo N

Attribute(s) Data Type | lax_ | \Def

1. logical_name (static) | octetstri
2. value (dyn.) | instance
3. scaler-unit (static) upi

Method(s) V4 \_)\/
1. reset >
Protocol

attribute

Communication Protocol

ng: (APDU )
copor| o[ 03] 01] 01] 01| 08 00 [FF| 02|

3. Transporting

m\\\\\\\ el —
&U//// | I [ SENE

IEC 313/02

Figure B.1 — The three step approach of COSEM

e The COSEM specification specifies metering domain specific interface classes. The
functionality of the meter is defined by the instances of these interface classes, called
COSEM objects. This is defined in this standard. Logical names, (OBIS codes), identifying
the COSEM objects are defined in IEC 62056-61.

e The attributes and methods of these COSEM objects can be accessed and used via the
messaging services of the application layer.

e The lower layers of the protocol transport the information.
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Annex C
(normative)

Using short names for accessing attributes and methods

C.1 Introduction — referencing methods

Attributes and methods of COSEM objects can be referenced in two different ways:

Using COSEM Ioglcal names: In th|s case, the attr|butes and methods of a COSEM object
are referenced-va-the-identifierofthe-COSEM-objestnstance-to-which-they-belong -

flerence for an attribute is:

e clags_id, value of the ‘logical_name’ attribute, attribute_index;
The reference for a method is:
e clags_id, value of the ‘logical_name’ attribute, method_j
where

e attribute_index is used as the identifier of the re
. metl:od_index is used as the identi
Using

case, gach attribute and method of a
syntax for the short name is the same a

hort names: This kind of referenci B se in simple devices.|In this
is identified with a 13-bit integer. The
ename of a DLMS named var{able.

C.2 Guidelines for a

This clause giveé/g%id lines igal t names for public attributes and method}s.
Data
class)id = 1, vemﬁ'u\ﬂ\ /\é&g;}name Remarks
Attribute(s) /
logica _nar@é \ N | x x is the base_name of the opject.
value NN x+8

Specific methodts). _ \
>\

Regis ?r \]_2 Short name Remarks
class|id =3, version =0

Attriblute(s)

logical_name X x is the base_name of the object.
value x+8
scaler_unit x+16

Specific method(s)

reset (data) x+40
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Extended register

class_id = 4, version =0 Short name Remarks

Attribute(s)

logical_name X x is the base_name of the object.
value Xx+8

scaler_unit x+16

status x+24

capture_time x+32

Specific method(s)

reset (data) x+56

Demar.d register . Short name Remarks A
class[id = 5, version = 0 N\
Attriblute(s) AN
logical_name X X is the base \naxae Of the ppject.
currert_average_value x+8 < X >
last-ayerage_value x+16 NEEEVEAN
scaler] unit x+24 A )
status X+32 / )\
captufe_time x+40 ( /
start_{ime_current x+48 \ A AN

period T NTAN Y. ANV
numbg¢r_of_periods x+64 Y

Specific method(s) A

reset {data) xH72

next_period (data)

AN

[

Regislter activation A
class|id = 6, version =

Remarks

Attribute(s) < > 2

<

logical_name

x is the base_name of the o

bject.

registgr_assignment,

mask |list N\ | X416
active] mask” N x+24
Specificumethod (SN

add_rggister(dati}.  \ x+48
add_npaskdata): \ x+56
delete] mask-(data) > x+64
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Proflle_ge_nenc L Short name Remarks

class_id =7, version =1

Attribute(s)

logical_name X x is the base_name of the object.
Buffer Xx+8 Selective access to the buffer is

provided using parameterized
access.

capture_objects x+16

capture_period x+24

sort_method x+32

sort_object x+40

entrieg_in_use x+48 [

profilg_entries x+56 N

Specific method(s) AN\

reset (data) x+88 \

captulle (data) x+96 { X N

NN

Clock

class|id = 8, version = 0 Short name w\\)
Attribute(s) Na )

logical_name X \\_~ [ xjis'the.base_name of the opject.
Time xpBN_ AN P K S

time_zone x+46 \ )

Status Xx+24\

daylight_savings_begin xH32

daylight_savings_end

daylight_savings_deviatfan

(

daylight_savings_enghbled

clock |base

A
Specific methgd(s) >

<
adjust_to quarter{data)

adjust] to_measuypri pexio
(data) %”\

adjust] to_mifiute (data) x+112
adjust]_to_preset_titge Xdatz) ~ | x+120
prese{/adjustingXtime (data) x+128
shift_fimeNdata)d \ "\~ x+136
N
Scripf .table . Short name Remarks
classlid =9, version =0
Attribute(s)
logical_name X x is the base_name of the object.
Scripts x+8
Specific method(s)
execute (data) x+32
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Schedule
class_id =10, version =0 Short name Remarks
Attribute(s)
logical_name X x is the base_name of the object.
Entries x+8
Specific method(s)
enable/disable (data) x+32
insert (data) x+40
delete (data) x+48
Specifj_da.y;_table Short name Remarks
class|id = 11, version =0 (
Attribute(s) N
logical_name X x is the bése \name ofithe wbject.
Entriep x+8
Specific method(s) < X >
insert|(data) x+16 NEEEVEAN
deletd| (data) x+24 )
L

NG
\>
Activity calendar
classTid = 20, version =0 Short name f\u Rf\%
U

Attribute(s) AN,
\

logical_name X xis tyfe base_name of the opject.
calendar_name_active X+8—
seasop_profile_active XH16 —~_

week |profile_table_active\ L x+24 \ 2N

day_pfofile_table_active\ [ xS o

calendar_name_passive T x40 )

season_profile_p@ssi&e \(+2h8\

week |profile_tdbleypassive X+56

day_pfofile_tablepaSsive~ Xt64>

activale_passive galendar_time A}Q’é
_

Specific method(s\

activale passi alead x+80
(data)

N
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Association SN

class_id =12, version =1 Short name Remarks

Attribute(s)

logical_name x? x is the base name of the object.

object_list x+8 Selective access to the object_list
is provided using parameterized
access.

Specific method(s)

read_by logicalname (data) x+48 With this method, the
parameterized access feature can
also be used.

get_aftributes&methods (data) X¥50 Whth this method, t
parameterizg%r cgg}\eatu e can
also be used. (N\¢

change_LLS secret (data) x+64 < \

change HLS secret (data) X+72 \

reply_[fto_HLS_authentication x+88

P A

®The base name of the object “Association SN” corresponding to the cﬁn:qnt Es{qciév@n\is 0>§:A00.

L )\

SAP gssignment Short name U Rém ks\/

class|id =17, version =0 '\ R

Attriblute(s) i N ¢ AU S

logica]_name X \ x is tfle base_name of the opject.

SAP_assignment_list X+8

Specific method(s) [~

connegt_logical_device (data) X+32 \ N\

NN 7

Regls[fer monitor i\a\ N%%&J Remarks

class|id = 21, version =

Attribute(s) { \ 2 <

logica]_name x> x is the base_name of the object.

Thresholds I\ xt8”

monitpred_valu&, \ | %416

Actiorls /N x+24

Specific.meéthod (SN )\

SN\ \

glglsltsy“it:m rs\i;n =0 Short name Remarks

Attriblute(s)

logical_hame e x is the base name of the abject.

table_ID x+8

Length x+16

Buffer x+24

Specific method(s)

Smgle_act|on schefiule Short name Remarks

class_id = 22, version =0

Attribute(s)

logical_name X x is the base_name of the object.

executed_script x+8

Type x+16

execution_time x+24

Specific method(s)
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Register table

class_id = 61, version =0 Short name Remarks

Attribute(s)

logical_name X x is the base_name of the object.
table_cell_values x+8

table_cell_definition x+16

scaler_unit x+24

Specific method(s)

Reset x+40

Capture x+48

Statut.mappmg . Short name Remarks A

class|id = 63, version =0 N\
Attribute(s) AN
logical_name X x is the_base \naxae f the object.
status| word x+8 < X >
mapping_table x+16

Specific method(s)

ANEEVSNSAN
NN D

4

IEC Igcal port setup
class|id =19, version =0 or 1

Short name U
(\

Attribute(s)

Rf@*&s\>
U

logical_name

N 4
N\

X is tyfe base_name of the opject.

default_mode

X
X+8—

default_baud

X+(16 N

prop_paud L x+24 N\ N
respofise_time . [ | xf32 o
devicq_addr N © x40 )
pass_p1 L X+48
pass b2 ¢ S 3 N|xs6
pass_w5 Xt64)>
Specific metho;l(&s\)\ N
_
Modem cogﬁ“&%\v Short name Remarks
class| 7, version\=
Attnbui@(s\)\\
logical _ \mQ X x is the base_name of the opject.
niti_ppeed > X+8
nitializatien_string” x+16
modem_prnfiln x+24
Specific method(s)
Auto answer
class_id = 28, version =0 Short name Remarks
Attribute(s)
logical_name X x is the base_name of the object.
Mode x+8
listening_window x+16
Status x+24
number_of_calls x+32
number_of_rings x+40

Specific method(s)
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PSTN auto dial

class_id = 29, version =0 Short name Remarks
Attribute(s)
logical_name X x is the base_name of the object.
Mode x+8
Repetitions x+16
repetition_delay x+24
calling_window x+32
phone_list x+40
Specific method(s)
Auto :.onnect . Short name Remarks A
class]|id = 29, version =1 aN
Attriblute(s) C\ N
logical_name X X is the base \naxae Of the ppject.
Mode x+8 < X >
Repetjtions x+16 NEEEVEAN
repetifion_delay x+24 A )
calling_window x+32 / )\l
destinjtion_list x+40 ( (] /
Specific method(s) f\ I

\J v
IEC HPLC setup Srt”S}"ﬁ \ \ 4rks
class|id = 23, version =0 or 1
Attriblute(s)
logical_name X \ \ Q x is the base_name of the opject.
comm| speed . X+8

windojv_size_transmif\

x¢16 ),

windopv_size_receivel

e

max_ipfo_length_transmit

<

X+82

max_ihfo_length™Mec@ive

Xt40)

inter_pctet_time out X248
inactiVity_time_out \ | X456
devicg_address. \ \( x+64
Specificumethod (SN N\
SN\
IEC t\f[!st?d\g\‘}z( p setdp Short name Remarks
class|id = 243version =0
Attributeé(s)
|ogica|_namp X x is the hase name of the n')ject_
secondary_address x+8
primary_address_list x+16
tabi_list x+24
fatal_error x+32

Specific method(s)
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TCP-UDP setup

class_id = 41, version =0 Short name Remarks

Attribute(s)

logical_name X x is the base_name of the object.
TCP-UDP_port x+8

IP_reference x+16

MSS x+24

nb_of_sim_conn x+32

inactivity_time_out x+40

Specific method(s)

IPv4 getu

classiid 542, version =0 Short name Remarks /( N\
Attriblute(s) AN
logical_name X X is the base \naxae Of the ppject.
DL_reference x+8 < X >
IP_adfress x+16 NEEEVEAN
multicpst_IP_address x+24 A O )

IP_options x+32 / )\l

subnef_mask x+40 ( /
gatewpy IP_address x+48 \ A AN
use_[JHCP_flag x#56N N\ U
primafy DNS_address X+ Y

secondary DNS_address

Specific method(s)

add_nfc_IP_address

deletel mc_IP_address \

get_nbof mc_IP addfh@sés\ ‘

A\
SM\n\aﬁe
“\

Etherpet setu@ x/o\ & Remarks
class|id = 43 §/\q
Attribute(s)
logical_name x is the base_name of the opject.
MAC _laddre$s N L x+8
Specificumethod($N\: \
SN\
:IZ:sild?,Mrs\lyn - Short name Remarks
Attriblute(s)
|ogica|_nnmn X xisthe base name of the object.
PHY _reference x+8
LCP_options x+16
IPCP_options x+24
PPP authentication x+32

Specific method(s)
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GPRS f“°°'e'“ setu_p Short name Remarks
class_id = 45, version =0
Attribute(s)
logical_name X x is the base_name of the object.
APN x+8
PIN_code x+16
quality_of service x+24
Specific method(s)
SMTP _setup . Short name Remarks
class = ion =0
Attribﬁte(s) (
logical_name X x is the basg_name-of the' object.
servel_port x+8
user_name x+16
login_jpassword x+24
servell _address x+32
sendef_address x+40

Specific method(s)

C.3

In ordg
are res
from 0x

The fol

FA00 to OXFFF8.

owing specific ’a\se names are i

|names
gdmes is

ase_ na e
/x(o jectN

COSEM object

A/%omatlon SN

Script table (instantiation:
“broadcast_receiver script”)

SAP assignment

"value"

“Data” or “Register” object containing the
“COSEM logical device name” in the attribute
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Annex D
(normative)

Relation to OBIS

D.1 General

The OBIS identification system serves as a basis for the COSEM logical names. The system
of naming COSEM objects is defined in the basic principles (see Clause 4), the identification

of real pataitemsisspecifired M tEC62056-61

The following clauses define the usage of those definitions in the CO

All codes, which are not explicitly listed, but outside the ma ge are
reservgd for future use.

D.2 Mapping of data items to COSEM objectsand.a

This clause defines the usage of OBIS identificati ects of

certain|interface classes and their attri

D.2.1 | Abstract COSEM objects

This subclause contains Won r ectly linked to an energy type.

atas no
N

N W (o3
%{act bjects (A = 0)

<0> < GenQaleo}e\CbS«E/M objects

1 ( \[CasEMabiects o¥IC "Clock"
(2 \ }SQSMobjeﬁ)s IC “Modem configuration” and related ICs

AN
\ 10 COSEM objects of IC "Script table”

1\1\ \/’;OSEM objects of IC "Special days table
M2 \ COSEM objects of IC "Schedule"
\|~3\/ COSEM objects of IC "Activity calendar”

14 COSEM objects of IC “Register activation”

15 COSEM objects of IC "Single action schedule"

16 COSEM objects of IC “Register monitor”

20 COSEM objects of IC "IEC local port setup"

21 Standard readout definitions

22 COSEM objects of IC “IEC HDLC setup”

23 COSEM objects of IC "IEC twisted pair (1) setup”

25 COSEM objects of IC “TCP-UDP setup”, “IPv4 setup”, “Ethernet
setup”, “PPP setup”, “GPRS modem setup”, “SMTP setup”.

40 COSEM objects of IC “Association SN/LN”

41 COSEM objects of IC “SAP assignment”
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Value group C
Abstract objects (A = 0)
42 COSEM logical device name

65 COSEM objects of IC “Utility tables”

128 ...199 Manufacturer specific COSEM related abstract objects

All other Reserved

D.2.11 Clock (class_id:8)
This COSEM object controls the system clock of the physical devicea\t is an sta ce of the
interfage class "Clock".

Glosk c LT f'é\°">
\&\ e

A NG
Clock dpject Clock o~ 2\ \ A x | 255

The usage of value group E shall be:

e if just one object is instantiated, va

e if mlore than one object is instantiated\in the_sSe device, the value group|E shall
number the instantiations from zerq to the ne aximum value.

D.2.1.2 Modem configur
This QOSEM object

commulnication
configuration".

behaviour of the device regarding the
instance of the interface class “Modem

N OBIS identification
Moden configuration IC
A B C D E F

: . . Modem 0 X 2 0 0 255
Modem|configiration ct ) ;
N configuration
The usage o lue group B shall be:

e if mjoré-than one™object is instantiated in the same physical device, the value group|B shall
nuniber the communication channel

D.2.1.3 Auto connect (class_id: 29)

This COSEM object defines the necessary parameters for the management of sending
information from the metering device to one or more destinations. It is an instance of the
interface class “Auto connect".

OBIS identification
Auto connect IC

A B Cc D E F

Auto connect object Auto connect 0 X 2 1 0 255
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e if more than one object is instantiated in the same physical device, its value group B shall

number the communication channel.

D.2.1.4 Auto answer (class_id: 28)

This COSEM object defines and controls the behaviour of the device regarding the auto
answering function using a modem. It is an instance of the interface class “Auto answer".

OBIS identification
Auto answer IC
A B c | D E F
Auto ar|swer object Auto answer X 2 0 255
The usage of value group B shall be:
e if more than one object is instantiated in the same physical\d S al up|B shall
nunpber the communication channel.
D.2.1.5 Script tables (class_id: 9)
These COSEM objects control the behaviour of the\dg
Several instances of the interface cla ailable

as hidden scripts only with access to the ®

The following table contajrs onI
scripts.| Implementation
zero in|value group D

nt from

OBIS identification
Script fable obje
A B Cc D E F
Global fneter reset® 0 X 10 0 255
MDI redet / end of §\|m§\¥¢\od\ \/ 0 x | 10 | o 1 255
Tarifficqtion s{\g{\ \ \ 0 X 10 o | 100 | 255
Activatg }z's\t\mkqea \\\ \ 0 X 10 0 101 | 255
Activatg \noqal de\ > Script table 0 X 10 0 102 255
Set output signa \ 0 X 10 0 103 255
. . b, c

Switch pptical fest output* 0 X 10 o | 104 | 255
Power quality measurement management 0 X 10 0 1058 255
Broadcast script table 0 X 10 0 125 255

corresponding script object.

IEC 62056-61 (OBIS). The default value of A is 1 (Electricity).

power + of phase 1.

° The optical test output is also switched back to its default value when this script is activated.

? The activation of these scripts is performed by calling the execute() method to the script identifier 1 of the

® The optical test output is switched to measuring quantity Y and the test mode is activated by calling the
execute method of the script table object 0.x.10.0.104.255 using Y as parameter; where Y is given by Table 5 of

Example: In case of electricity meters, A = 1, default, execute (21) switches the test output to display the active

The tariffication script table defines the entry point into tariffication by standardizing utility-

wide how to invoke the activation of certain tariff conditions.
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The broadcast script table allows standardising utility wide the entry point into regularly
needed functionality.

D.2.1.6 Special days table (class_id: 11)

This COSEM object defines and controls the behaviour of the device regarding calendar
functions on special days for clock control. It is an instance of the interface class "Special
days table”.

s ial d tabl I OBIS identification
pecial days table

A B C D E F
Specialldays table object "“c;’;‘;'lga” 0 X 11 ( 0 0 255

D.2.1.7 Schedule (class_id: 10)

This COSEM object defines and controls the behaviour of the deviceNp\a Seqiienced way. It is

an instance of the interface class "Schedule”. <\ \
OBIS identification

\B\ c D E F

/\x N, 12 0 X 255

Schedyle IC

Schedule object

The usage of value group E shall be:

e if just one object is instantiated, value

e if more than one objeet isNns i i E shall

D.2.1.8 Acti'@
This COSEM obje efi ols the behaviour of the device in a calendar-basg¢d way.

It is anlinstance ?/@S%

OBIS identification
Activity calendar IC
A B C D E F
Activity WN cAaCI:et;lr\:(ljtgr 0 X 13 0 0 255

D.2.1.9 Register activation (class_id: 6)

This COSEM object is used to handle different tariffication structures. It is an instance of the
interface class "Register activation".

OBIS identification

Register activation IC
A B C D E F
Register activation object Re.glst.er 0 X 14 0 X 255
activation

The usage of value group E shall be:

e if just one object is instantiated, value E shall be 0;

e if more than one object is instantiated in the same physical device, the value group E shall
number the instantiations from zero to the needed maximum value.
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D.2.1.10 Single action schedule (class_id: 22)

These COSEM objects control the behaviour of the device. One instance of the interface class
"Single action schedule" is predefined. Implementation specific instances of these interface
classes should use values different from zero in value group D.

OBIS identification

Single action schedule IC
A B (] D E F
End of billing period Single action | X 15 0 0 255
schedule

D.2.1.11 Register monitor (class_id: 2T)

These COSEM objects control the register monitoring function of the device. efine the
value tp be monitored, the set of thresholds to which the value is actions
to be pgrformed when a threshold is crossed.

In gendral, the following logical name(s) shall be used:

N
_ _ OBIS identification
Registér monitor IC
A | K¢ )| o E F

Registgr monitor object ?nem\/?/ /y 16 0 X 255

The usg of value group E shall be:
e ifju

o ifm E shall

See als

D.2.1.1

These control the behaviour of the device regarding the
commulni e local port according to IEC 62056-21. They are ingtances
of the| localport setup”.
\/ OBIS identification
IEC lodal por etup IC
A B (o D E F
IEC opfical port setup\aect IEC local 0 X 20 0 0 255
IEC electricat port setup object por-setup 0 X 20 0 1 255

The usage of value group B shall be:

e if more than one object is instantiated in the same physical device, the value group B shall
number the communication channel.

D.2.1.13 Standard readout profile (class_id: 7)

A set of COSEM objects is defined to carry the standard readout as it would appear with
IEC 62056-21 (modes A to D).
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OBIS identification
Standard readout IC
A B c D E F
General local port readout 0 0 21 0 0 255
General display readout 0 0 21 0 1 255
Alternate display readout 0 0 21 0 2 255
Service display readout 0 0 21 0 3 255
Profile generic
List of configurable meter data 0 0 21 0 4 255
Additional readout profile 1 0 0 21 0 5 255
Additiopal readout profile n 0 0 255
For the| parametrization of the standard readout “Data” objects can ke g\x
.. O \{en f|c on
Standafd readout parametrization
\ e[\ Ve | F
Standafd readout parametrization Al \/6 X 255
object
The usage of value group E shall be: u Q
e if just one object is instantiated, value
e if more than one object is instantiatéd in the sanie physical device, the value group|E shall
number the instantiations from zerq to Yedhmaximum value.
Standafd readout object energy type and to a channgl. See
IEC 62056-61.
D.2.1.14 IEC
These [COSEM obj cts défi ol the behaviour of the device at the assqciation
negotidtion insta . They are instances of the interface class “IEG HDLC
setup".
OBIS identification
IEC HDLZ Setu RSO Y% Ic
\ A B c D E F
D) IEC HDLC
IEC HD|LC setup~abject 0 X 22 0 0 255
setup

The usage of vatue group B shaltbe:

if more than one object is instantiated in the same physical device, the value group B shall

number the communication channel.

D.2.1.15 IEC twisted pair (1) setup (class_id: 24)

These COSEM objects define and control the behaviour of the device regarding the
communication parameters according to IEC 62056-31. They are instances of the interface

Cc

lass "IEC twisted pair (1) setup".

OBIS identification

IEC twisted pair (1) setup IC
A B Cc D E F
. . . IEC twisted
IEC twisted pair (1) setup object pair (1) setup 0 X 23 0 0 255
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The usage of value group B shall be:

e if more than one object is instantiated in the same physical device, the value group B shall
number the communication channel.

D.2.1.16 TCP-UDP setup (class_id: 41)

COSEM objects of the IC “TCP-UDP setup” handle all information related to the setup of the
TCP and UDP layer of the Internet based communication profile(s) and point to the IPv4 setup
object(s) handling the setup of the IP layer on which the TCP-UDP connection(s) is (are)
used.

J) OBIS iden(t‘lfica ion
TCP-UDP setup IC

A B c/\\ P F
TCP-UDP

TCP-UIPP setup object 0 X @ 0 0 255
setup

The us@ge of value group B shall be:

e if mjore than one object is instantiated in the same g B shall

nunmber the communication channels used for Intg

D.2.1.1L7 IPv4 setup (class_id: 42

COSEM objects of the IC “IPv4 setup” 3 elated to the setup off the IP
layer of the Internet based communi il& and point to the data link layef setup
object($) handling the setup of the dat the IP connection(s) is (are) used.

,\\\( n
N

IPv4 seftup object

OBIS identification
B C D E F
X 25 1 0 255

The us

e ifm ated in the same physical device, the value group|B shall
number the communi annels used for internet-based communication.

COSE g |IC “Ethernet setup” handle all information related to the setup of the
Etherng¢t data link layer of the Internet based communication profile(s).
OBIS identification
Ethernet setup IC
A B C D E F
Ethernet setup object Ethernet 0 X 25 2 0 255
setup

The usage of value group B shall be:

e if more than one object is instantiated in the same physical device, the value group B shall
number the communication channels used for internet-based communication.
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