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INTERNATIONAL ELECTROTECHNICAL COMMISSION

ELECTRICITY METERING -
DATA EXCHANGE FOR METER READING,
TARIFF AND LOAD CONTROL -

Part 53: COSEM application layer

FOREWORD

1) The Ihternational Electrotechnical Commission (IEC) is a worldwide organization f izati mprising
all njtional electrotechnical committees (IEC National Committees). The j i promote
intergational co-operation on all questions concerning standardization in the ele Ilds. To
this ¢nd and in addition to other activities, IEC publishes International $ ications,
Techpical Reports, Publicly Available Specifications (PAS) and Guides gafte as “IEC

Publipation(s)”). Their preparation is entrusted to technical committees; i | interested
in the subject dealt with may participate in this preparatory wo v nd non-
govefnmental organizations liaising with the IEC also participate_inthi S | 5 closely

with fthe International Organization for Standardization (ISO 5 D\ with Wit hined by
agregment between the two organizations.

2) The fprmal decisions or agreements of IEC on technical m QX[ : ible, international
consg¢nsus of opinion on the relevant subj i ni i i from all
intergsted IEC National Committees.

3) IEC Publications have the form of recommendatis int i National
Comipittees in that sense. While all reasonable efforts\are ens i t of IEC
Publications is accurate, IEC cannot be i for any
misinterpretation by any end user.

4) In orfer to promote interna lications
transparently to the maxiium W®xte si i e i€ i icati . iyergence
betwg¢en any IEC Public P J icated in
the Igtter.

5) IEC provides no R i approval and cannot be rendered responsiblel for any
equigment decl Publication.

6) All ugers should ensuge

edition of this publication.

7) Noli , employees, servants or agents including individual experts and
mem EC National Committees for any personal injury, property dgmage or
other f r, whether direct or indirect, or for costs (including legal fees) and
expe afisi publication, use of, or reliance upon, this IEC Publication or any other IEC

Publi

8) Attenfdon i 3 the Normative references cited in this publication. Use of the referenced publidations is
indis 5a S pplication of this publication

9) Attention is_dra e possibility that some of the elements of this IEC Publication may be the subject of
pater|t rights NIE ot be held responsible for identifying any or all such patent rights.

The Intefnational Electrotechnical Commission (IEC) draws attention to the fact that it is claimed that compliance

Int 1 | St dard | th f 1 th t k of
with this Unternationa andard may mnvolve e use of a maintenance service nnhr\nrnlhg e stack of pro ocols on

which the present standard IEC 62056 53 is based.
The IEC takes no position concerning the evidence, validity and scope of this maintenance service.

The provider of the maintenance service has assured the IEC that he is willing to provide services under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect, the
statement of the provider of the maintenance service is registered with the IEC. Information may be obtained from:

DLMS1 User Association
Geneva / Switzerland

www.dIms.ch

International Standard IEC 62056-53 has been prepared by IEC technical committee 13:
Equipment for electrical energy measurement and load control.

1 Device Language Message Specification
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This standard cancels and replaces the first edition which was published in
It constitutes a technical revision. The main changes with respect to the previous edition are
as follows:

2002.

e the protocol of the COSEM-RELEASE service has been changed: depending on the
communication profile used, these services may rely on the ACSE A_RELEASE services;

e the

e han

parsing order of the AARQ APDU has been changed;

dling of repeated application association requests has been simplified;

e the Service_Class parameter of the COSEM-OPEN service is now linked to the response-
wed field of the xDLMS-Initiate.request APDU;

allo
e the
is n
e an
AP

° ag
has

e the
HD

e an

The tex

ow Imked to bit 6 of the Invoke-ld-And- Pr|or|ty parameter

ew, optional EXCEPTION APDU has been introduced. The setVy
DU after an erroneous service request;

bneral part about using the COSEM application layer in
been added;

description of using the COSEM Application layer
| C based communication profile has been amendeds

bw, TCP-UDP/IP based communication profil

t of this standard is based on t follom en

FDIS }%onrt\&Q/_ot}(g

13/1387/FDIS N98/RVD

Full inf standard can be found in the re
voting

This pubhcahon@ S dante with the ISO/IEC Directives, Part 2
Alist o

rencing

ck this

profiles

iented,

port on

pdblished under the general title Electricity mel]ering -

Data e and load control, can be found on the IEC websijte.
The co the contents of this publication will remain unchanged until
the ma dicated on the IEC web site under "http://webstore.ie¢.ch" in
the dat e_spegific publication. At this date, the publication will be

* reconfirmed

+ withdrawn,

* replaced hy arevised edition_ar

* amended.

A bilingual version of the publication may be issued at a later date.
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ELECTRICITY METERING -
DATA EXCHANGE FOR METER READING,
TARIFF AND LOAD CONTROL -

Part 53: COSEM application layer

1 Scope

This pgrt of IEC 62056 specifies the COSEM application layer in terms of structure( s
and prqtocols for COSEM clients and servers, and defines how to use

layer in various communication profiles.

It defines services for establishing and releasing applica

commulnication services for accessing the methods and.attibute

objects| defined in IEC 62056-62, using either logical{name\(LN

referenging.

Annex A describes the xDLMS application service

Annex B defines how to use the COS

Annex [C includes encoding examples for A

Annex D gives an expla

data eXchange.

2 Ng

The fol indispensable for the application of this dog
For dated refere dition/cited applies. For undated references, the latest
of the reference

IEC 60050 : ational Electrotechnical Vocabulary (IEV) - Electric
electrofis and measuring instruments — Part 311: General terms rela
measu y : General terms relating to electrical measurements — P3
Types pf eleetrical measuring instruments — Part 314: Specific terms according to the
instrument

ervices
lication

4 data

interface

e (SN)

files.

meter

ument.
edition

bl and
nting to
rt 313:
type of

IEC 61334-4-471:71T996, Distribution automation using distribution line carrier Systems —
Data communication protocols — Section 41: Application protocols — Distribution line message
specification

art 4:

IEC 61334-6:2000, Distribution automation using distribution line carrier systems — Part 6:

A-XDR

encoding rule

IEC 62051:1999, Electricity metering — Glossary of terms

IEC 62051-1:2004, Electricity metering — Data exchange for meter reading, tariff and load
control — Glossary of Terms — Part 1: Terms related to data exchange with metering
equipment using DLMS/COSEM

IEC 62056-21:2002, Electricity metering — Data exchange for meter reading, tariff and load

control

— Part 21: Direct local data exchange
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IEC 62056-42:2002, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 42: Physical layer services and procedures for connection-oriented
asynchronous data exchange

IEC 62056-46:2002, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 46: Data link layer using HDLC protocol
Amendment 12

IEC 62056-47, Electricity metering — Data exchange for meter reading, tariff and load control
— Part 47: COSEM transport layer for IP networks

IEC 62056-61, Ed.2, Electricity metering — Data exchange for meter reading, tariff and load
control — Part 61: Object identification system (OBIS)

IEC 62956-62, Ed.2, Electricity metering — Data exchange for meter 1 , taxiffyand load

control|- Part 62: Interface classes

ISO/IEC 8649:1996, Information technology — Open Systems Inter finition
for the [Association Control Service Element

ISO/IEC 8650-1:1996, Information technology — Open sys nection-
orientefl protocol for the Association Control Service Elemrent:

ISO/IEC 8824, Information technology — Abstract Synta

ISO/IEC 8825, Information technology

ISO/IEC 13239:2002, Information techno change

betweeln systems — High-level data link

STDOO0OP5 — Internet Protocg
Author] J. Postel
Date: September 1981

STDOOP6 — Use@ag
Author] J. Postel

Date: 28 August 19
Also: RFC0768

STDOO
Author]
Date: ¢

Protocol

See aldo Bibliography for other related Internet RFCs.

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this part of IEC 62056, the definitions in IEC 60050-300, IEC 62051 and
IEC 62051-1 apply.

3.2 Abbreviations
.cnf .confirm service primitive

.ind .indication service primitive

2 To be published.
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.req
.res
AA
AARE
AARQ
ACSE
AE
AP
APDU

.request service primitive

.response service primitive
Application Association

Application Association REsponse
Application Association ReQuest
Application Control Service Element
Application Entity

Application Process

Application layer Protocol Data Unit

API
ARP
ASE
ASO
ATM
A-XDR
BER

Application Programming Interface
Address Resolution Protocol
Application Service Element
Application Service Object
Asynchronous Transfer Mode

Adapted eXtended Data Representation

Basic Encoding Rules
Control function

Connection Oriented

ss

Nleria

nternet Protocol

Local Area Network

Logical Link Control (sub-layer)
Low Level Security

LLC Protocol Data Unit

LLC sub-layer Service Access Point
Least Significant Bit

Medium Access Control
Message Digest Algorithm 5
Management Information Base
Most Significant Bit

Message Sequence Chart
OBject Identification System
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(OR] Open System Interconnection

PDU Protocol Data Unit

PPP Point-to-Point Protocol

PSTN Public Switched Telephone Network
RARP Reverse Address Resolution Protocol
RFC Request For Comment

RLRQ Release Request

RLRE Release Response

SAP Service Access Point

SHA-1 Secure Hash Algorithm 1

SNMP Simple Network Management Protocol
VAA Virtual Application Association

xDLMSIASE extended DLMS Application Service Element

4 The COSEM communications framework

41 lient/server type operation, communicatign pgofiles

Commuynication with electricity meteringiequipmg i M interface objec{ model
is basdgd on the client/server paradi§ i ent3 plays the server fole. In
this enjironment, communication take 3 een/a client and a server|AP: in

other words, the server AP provides pe : to the client AP. These serviges are
providdd via exchanging messages (& : responses) between the clignt and
the serjer APs, as shown inFigure 1.

Server application

(COSEM device)
RVICE.request

g
SERVICE.response

<

IEC 2070/06

igure 1 — Client/server relationship in COSEM

In generaf, the client and the server APS are focated (N Separate devices, exchanging
messages is done with the help of the communication protocol as shown in Figure 2.

3 The term metering equipment is an abstraction; consequently the equipment playing the role of a server may be
any type of equipment for which this abstraction is suitable.
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_______ request _, |
Client Server
Jgesponse__ _ __
__________ request  _ _______________|-Tesponse
I\
| |
| Application E
: layer |
1 1
Protptol ! :
! : /
| | &
I Intermediate ! /\
| protocol layers 2
X I \
! /N \
VoL [ erysicatiayer [ < 1
! MRV
b e e e e e e I N |
W/os
Figure 2 — Exchanging the omQJ i¢ation protocol
In gengral, communication protocols are structs ayers. The client and server OSEM
applications use services of the highe 3 rer, that of the application| layer:
consequently, this is the ing’ COSEM specific element(s). [This is
called fhe xXDLMS_ASE. £ lated services — the xDLMS application

protocdl — are provided

Other protocol S 3 Yepe 3f the COSEM model. Consequently, the COSEM
application layer e top of a wide variety of lower protocol layer stacks, as
shown |n Figure 3.

Profile 1 \ \ Pr}ﬁke} Profile M
AN
\ \\/ Application layer
xDmS_ASE ACSE
N layer N layer N layer
N-1layer | i ([ 7°7TTTTTTTTTTTC
Physical layer Physical layer Physical layer

IEC 2072/06

Figure 3 — The COSEM application layer on the top of various lower layer stacks
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A complete protocol stack — including the application layer, a physical layer and all protocol
layers between these extreme layers — is called a communication profile.

A communication profile is characterized by the protocol layers included, their parameters,
and by the type — connection-oriented or connectionless — of the ACSE#4 included in the
application layer.

4.2 Connection (association) oriented operation

The xDLMS application protocol is a connection-oriented protocol. It means that the client and
server APs can use the services of the xDLMS_ASE only when these APs are associated>.
Therefore, in this environment a communication session consists of three phases, as shown
in Figure 4.

Client application

L]

Phase 1.
Connection establishment

Phase 2.
Data communication

Phase 3.
Connection release

v IEC| 2073/06
Figure 4 — A complete com ur@ session in the CO environment

In the [ ication-assqgefation establishment is normally done by
using t vices of the standard association control service
element. On the other|hahd s of very simple devices, one-way communicating
devices icasti 2 gdcastiprg, pre-established application associatigns are
also al \ iations, there is no need to use the serviceq of the
ACSE: i i S 1 include only the data communication phase.| (It can
be con a ' tablishment phase has been already done somewhere in
the pag
5 0OV
5.1 $pecifies
The CQSEM application layer is specified in terms of structure, services, and protocols

5.2 Application layer structure

The main component of the client and server COSEM application layers is the COSEM ASO,
which provides services to the COSEM AP, and uses services provided by the supporting
lower layer.

Both the client and server side COSEM ASO contain three mandatory components:

e the ACSE. The task of this element is to establish, maintain, and release application
associations. For the purposes of connection-oriented profiles, the connection-oriented
ACSE, specified in ISO/IEC 8649 and ISO/IEC 8650-1 is used;

4 ACSE = Association Control Service Element

5 Application associations can be considered as application level connections.
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e the Extended DLMS application service element (xDLMS_ASE). The task of this element is
to provide data communication services between COSEM APs. See also Annex A;

e the Control function (CF). This element specifies how the ASO services invoke the
appropriate service primitives of the ACSE and the xDLMS ASE and the services of the
supporting layer.

NOTE Both the client and the server COSEM ASO may contain other, optional application protocol components.

Figure 5 shows ‘minimal’ COSEM ASOs, containing only the three mandatory components.

faYaYealml V| N4
NI \A=A"1B A

cation procegs

‘ergncing by
COSEM server</8\ rvice: | Name

OSWe\@qut:o}laye
\ v

COSEM-client
application process

COSEM client ASO services /\
Referepcing by Logical Name

Applicatiofps
(interface obfects)

e —

COSEM client applice‘i jon layer
COSEM client ASO N\

Client control function

Client Client
xDLMS_ASE ACSE

Server
xDLMS_AS ACSE

Supporting layer services

ing layer services H

Suppon‘mg layer Supporting layer
an and
other prqtbco ye?((\ other protocol layer
\>\_/ IEC 2074/06
e’s e of the COSEM application layers

The Cd serforms also some functions of the OSI presentation layer:
o for DUS- AARQ, AARE, RLRQ, RLRE - BER encoding is used
(1S

e for|encoding’the MPDUs carrying the data communication services, A-XDR encqding is
use 3

5.3 Service specification
Service specifications cover the services required of, or by the COSEM client and server APs

at the logical interfaces with the respective COSEM application layer, using connection-
oriented procedures.

Services provided by the COSEM ASO fall into three categories:

e application association establishment and release;
e data communication;

e layer management.

The client and server application layer services are specified in Clause 6.
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5.3.1 Services provided for application association establishment and release
These services are the following:

e COSEM-OPEN;

e COSEM-RELEASE;

¢ COSEM-ABORT.

The COSEM-OPEN service is used during AA establishment phase and relies on the

association request/response services of the ACSE. In the case of pre-established application
associations (6.3.3) these services are not used.

In certhin COSEM communication profiles — for example in the 3-laye iented,
HDLC pased profile — there is a one-to-one relationship between 2 nd the
supporting protocol layer connection. In this case, the COSEM-REKEAS i during
the asgociation release phase does not rely on the ACSE A_RI hfirmed
AAs in| these profiles are released simply by disconnecting r layer
connedtion.

ASE seryice. In
some pommunication profiles, like in the TCP-UDPHR using the| ACSE

A_RELEASE services for releasing COSEM AAs i

5.3.2

IEC 62 SEM servers: referencing by [Logical

Names efore, two distinct service sets are
specifie . exclusively LN references the other
set use ¢ . rvices are the following:

e CO efvices: GET, SET for LN referencipg and
Read, Write i i erencing;

e CO ACTION (LN), Read, Wfite or
uUng

o the

The sgrvi YRS ices of the xDLMS_ASE. Most of these services fontain

referen ipute

The service ase is

negotig ssociation establishment phase using the conformance block, see 8.5.

It shall|not, ehange taring the lifetime of the established association. Using LN or SN sfervices
within @ given AA is exclusive. Therefore, it can be considered that there are two, different
server xDLMS_ASE-s: one providing services with Logical name references and another
providing services with Short name references. The server application layer shall include one
or both of these xDLMS_ASEs.

NOTE A server could use both LN and SN referencing in different AAs.

On the client side, in order to handle the different referencing schemes transparently for the
COSEM client AP, the COSEM client application layer provides only one service set, using
Logical Name referencing. This has two major consequences:

e using a unique, standardized service set between COSEM client applications and the
communications protocol — hiding the particularities of different COSEM servers — allows
to specify an Application Programming Interface (API). This is an explicitly specified
interface corresponding to this service set for applications running in a given computing
environment (e.g. Windows XP, UNIX, etc.) Using this — public — API specification, client
applications can be developed without knowledge about particularities of a given server;
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e when the COSEM server device does not use LN referencing, the client application layer
shall include an additional component. The purpose of this component is to map the LN
service set, used by the client AP into/from the service set, used by the server AP.
Figure 6 shows the COSEM client application layer when the server is using SN
referencing. The additional component is called SN_MAPPER_ASE. See also 6.5.5.2.

COSEM client

application process

COSEM client ASO services /\
Referencing by Logical Name

Applications
interface objects)

COSEM server
application process

COSEM server ASO services

/\ Referencing by
Short Name

COSEM client app/icizy'on layer

COSEM client ASO

Client control function

Client
SN_MAPPER

Client
xDLMS_ASH Client
ACSE

Supporting layer services H

Supporting layer
and
other protocol layers

Protocol
(communications)

F

54 |

——

Supporting layer
and
other protocol layer$

n the server is using SN references

IEC 2075/06

gl importance only. Therefore, specification of these
is standard. The specific SetMapperTables sefvice is

service

defined i

5.5 PRroto

The C(Q application™ayer protocols specify the procedures for the transfer of infofmation
for app| tion control, authentication (ACSE procedures) and for data exghange

betwefr ients and servers (xDLMS procedures). These procedures are defined in
f:

terms

e the interactions between peer ACSE and xDLMS protocol machines through the use of

services of the supporting protocol layer;

e the interactions between the ACSE and xDLMS protocol machines and their service user;

e the abstract syntax (ASN.1, ISO/IEC 8824) representation of Application Protocol Data
Units (APDUs) is also specified with the application protocols; see Clause 8.

NOTE All COSEM services are operating on an already established physical connection. Establishment of this
physical connection is done outside of the COSEM protocol, therefore, it is not within the scope of this standard.
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6 COSEM application layer — Service specification

6.1 Summary of services

A summary of the services available at the top of the COSEM application layer is shown in
Figure 7.

COSEM client COSEM server
application process application process
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./ ZZ.request

IEC 207¢/06

NOTE S type data communication services. These services may be differept on the
client sid i

6.2 4

The C COSEM-RELEASE and COSEM-ABORT services are used for the
establighndent and release of AAs.

The COSEM-OPEN.request service is invoked by the COSEM client AP to establish a
confirmed or non-confirmed AA with a COSEM server AP. Invoking this service implies
generating a COSEM-OPEN.indication service primitive at the server side®. If the association
to be established is a confirmed one, the server shall respond to this request by invoking the
COSEM-OPEN.response service, which is transferred to the client AP as a remote
confirmation (COSEM-OPEN.confirm). This normal opening sequence is shown in Figure 8.

6 Before the invocation of the COSEM-OPEN.request service, the physical layers must be connected. Depending
on the communication profile, the invocation of the COSEM-OPEN.request service may also imply the
connection of the lower layers.
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COSEM- COSEM-
OPEN.request ) | OPENLindication

COSEM- «——
OPENCOnflrm PO IO COSEM_
- OPEN tesponse

IEC 2077/06

Time
y

Figure 8 — Normal service sequence for the COSEM-OPEN service

NOTE The COSEM-OPEN.request service may also be locally (negatively) confirm
connectipn of a lower layer is not successful.

for example-When the

The CIOSEM-RELEASE service is provided for graceful discognectign isting
application association. As COSEM server application processeg quest a
gracefyl disconnection, the COSEM-RELEASE.request servige is for the
COSEM client. The nominal service sequence for the COS £ same
as shoyn in Figure 8 for the COSEM-OPEN service, replacing the e word
‘RELEASE’.

The ABORT service is used to indicate the di n. This

service|is the same at both sides.

6.3 $pecial application association

6.3.1

For thg jrmed application association is ysed to
designat client and a server AP with the help of an
AARQ/} .3N). Establishment of a confirmed AA is |always
initiate ivoking the COSEM-OPEN.request servide with
Servicq

After th AA, any xDLMS data communication services uging LN
referengi irmed or an unconfirmed manner, until the associption is
releasqd.

NOTE N referencing are either confirmed (Read, Write) or Unconfirmed (Unconfirmed
Write).

6.3.2 ned application associations

For thepurpeses—efthis—standard—thetermrnon-confirmed-apphcation—asseectationis—tsed to

designate an AA, which is established without an AARQ/AARE message exchange: only an

AARQ shall

be sent from the client to the server. Similarly to the confirmed AA, establishment

of a non-confirmed AA is also always initiated by the Client application, but in invoking the
COSEM-OPEN.request service with Service_Class == Unconfirmed.

After the establishment of a non-confirmed AA, xDLMS data communication services using LN
referencing can only be invoked in unconfirmed manner, until the association is released.

NOTE With SN referencing, in non-confirmed AAs only the UnconfirmedWrite service can be used.

As the establishment of such non-confirmed AAs does not require the Server AP to respond to
the association request coming from the client, in some cases — for example one-way
communications or broadcasting — the establishment of a non-confirmed AA is the only

possibility.
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6.3.3 Pre-established application associations

Pre-established AAs do not need to be established using the COSEM-OPEN service. It can be
considered, that this COSEM-OPEN has already been done (it does not matter how).
Consequently, pre-established associations can be considered existing from the moment the
lower layers are able to deliver APDUs between the client and the server.

A pre-established AA can be either confirmed or non-confirmed (depending on the way it is
pre-established), but in any case it cannot be released. The purpose of this type of
association is to simplify data exchange with simple devices (e.g. supporting one-way
communication only). The pre-established AA eliminates the need of connection
establishment and release (phases 1 and 3 in Figure 4) and only data communication services
are usgd These MUSt USe connectioniess Services of the SUpporting Tower, protcot fayers’.

6.3.4 Mandatory application associations

The mandatory management logical device in the physical metedi
AA with a public client, with the lowest security level.

port an

In any pommunication profile, the management logical devis G i st have
a reserped identifier/address.

6.4 Data communication

For data communication purposes, th ient d set of

servicel (referred to as XX in Figure 7).

e GET service (.request,.confirm);

e SE]
e AC
All thep logical
names
Receive server
side. H DTION-
Respor hnot be
correct
There alarms
from a

e EvgntNotification service (.indicate);

« Trigger_EveniNotification_sending (.request).

3

In confirmed AAs, the client application layer obtains knowledge about the referencing method
used by the server during the AA establishment phase. In case of a pre-established AA, the
client application layer is expected to know the referencing method used by the server before
data communication services can be used. When the client AP invokes data communication
services, the application layer shall invoke the services and send the APDUs corresponding to
the referencing style used by the server (referred to as ZZ in Figure 7).

7 Pre-established application associations are not possible in profiles, where the supporting lower protocol
layer(s) do not provide connectionless data communication services. As for all application associations, the
logical devices must contain an Association LN /SN interface object for the pre-established associations, too.
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When the server is also using LN references, the server side service set is the complementary
of the client side service set (the same service set, but.request services shall be transferred
as.indication services, and the.confirm services are originated as.response services).

When the server is using SN references, the service set is as follows:

e READ service (.indication,.response);

e WRITE service (.indication,.response);

e UNCONFIRMED WRITE service (.indication);
¢ InformationReport service (.request).

As explained in 5.3.2, in order to able to ‘map’ between the different servi b client
application layer shall include an additional protocol component, called /Cl A PER’.
The cqrresponding server application layer shall signal the rect| i or SN
referencing) APDU to the server AP. In most cases, to the

receiveld.request service by invoking the corresponding. respone ser' ception
of the [APDU, corresponding to that.response invocatio iexn r shall
generafe the appropriate logical name referencing servi

6.5 Client COSEM application layer services

6.5.1 Application association est
6.5.1.1 Overview

Figure P shows services provided by the plication layer for AA establighment.

These $ervices are provided by the ACSE.

Q chatlon process
A

COSEM-OPEN.cnf

COSEM-OPEN. q

y

COSEM client application layer

IEC 2078/06

Figure 9 — Client side services for application association establishment

6.5.1.2 COSEM-OPEN.request
Function

This service is invoked by the COSEM client AP to request the establishment of an AA to a
remote COSEM server AP.
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Service parameters
The semantics of the primitive is as follows:

COSEM-OPEN.request
(

Protocol_Connection_Parameters,
Dedicated_Key,
DLMS_Version_Number,
DLMS_Conformance,
Client_Max_Receive_PDU_Size,
ACSE_Protocol_Version,
Application_Context_Name,
Application_Ids_and_Titles,
Security_Mechanism_Name,
Calling_Authentication_Value,
Implementation_Information,
User_Information,
Service_Class

)

The Prptocol_Connection_Parameters parameter contains al_infg On necessary to use a
lower layer profile, including the communication profile ier and the required
addresg$es. Examples for this parameter are give

The [Dedicated_Key, DLMS_Version ormance and Clienf_Max_
Receive_PDU_Size parameters contain\respect vatue of the dedicated-key, the
proposed-dims-version-number, the pfoposed-cenformance and the client-max-receiye-pdu-
size parameters of the xDLMS-Initi 'hese parameters are specified in
IEC 61B34-4-41, and in 3 4\of thi gives some examples of their|usage.
The xOQLMS-Initiate.reques ) the user-information field of thel AARQ
APDU {o be sent.

The A(Q SE_Prot LSi icati ntext Name, Application_lds_and_Titles, Security
Mechamnism_Name-apa\tr i tication_Value parameters shall be inserted |nto the
corresgonding field

The xDLMS-AS provide only the framework for fransporting this information.
To proyi i 7 rhation is the job of the appropriate COSEM AP. Default and
allowed yaty i

The Im ntation Y\nformation parameter is optional. If present, it shall be inserted into the
implemientation-infQrnration field of the AARQ APDU to be sent.

The User_informmatiom parameteris optiomatfpresent, it shattbepassedomtothesupporting
layer.

The Service_Class parameter indicates whether the service shall be invoked in the confirmed
or unconfirmed manner.

Use

The client AP uses this service to initiate the establishment of an AA to a remote server AP.

If the Client AP invokes a COSEM-OPEN.request service with a parameter referring to an
already established AA, then the application layer shall locally and negatively confirm this
request with the reason that the requested AA already exists. Note, that this is always the
case for pre-established AAs.
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When the Protocol Connection_Parameters parameter indicates a connection-oriented
communication profile (e.g. TCP/IP) but the Service_class parameter is set to Unconfirmed,
the COSEM application layer shall locally and negatively confirm this request, with the reason
that the requested AA is not allowed.

When the Protocol_Connection_Parameters parameter indicates that one or more supporting
lower layer needs to be connected and the requested AA is allowed, the COSEM client shall
first establish all required lower layer connections (except for the physical layer connection,
which must be already established prior to this service invocation).

When the required supporting lower layer services are available, the COSEM application layer
shall construct and send an AARQ APDU to its peer, containing the service parameters
receiveld from the AP.

If the |COSEM-OPEN.request service is invoked with Service ofa
response-allowed parameter of the xDLMS-InitiateRequest PDU
informdtion field of the constructed AARQ shall be set to TRUE/Th
waiting
the CO

ayer is
firming

If the
respon
any res

bd, the
ot wait
med.

The prq

6.5.1.3
Functia
This seérvice is invoke : application layer to indicate whether the
previoysly reques: \
Servicd paramete

The se

C
(

DS _Conformance,
Server_Max_Receive_PDU_Size,
ACSE_Protocol_Version,
Application_Context_Name,
Application_Ids_and_Titles,
Security_Mechanism_Name,
Responding_Authentication_Value,
Implementation_Information

The Protocol_Connection_Parameters parameter contains all the information required to
identify the protocol connection having been established. These parameters identify the
participants of the AA requested by the preceding COSEM-OPEN.request service.
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The Local_or_Remote parameter indicates the origin of the COSEM-OPEN.confirm service
primitive invocation. When this parameter is set to Remote, the service invocation has been
originated by the reception of an AARE APDU from the remote server. Otherwise, the service
is locally originated.

In case of a remote confirmation, the Result parameter indicates whether the COSEM server
AP accepted the requested association or not. In case of local confirmation, the Result
parameter indicates whether the client side protocol stack accepted the request or not. In the
case of non-acceptance (remote or local), the Failure_type parameter indicates the reason for
not accepting the proposed association.

parame
conforn
PDU. T
gives s
user-in

ormation field of the received AARE APDU.

The AQSE_Protocol_Version, Application_Context Name,
Mechamnism_Name and the Responding_Authentication
the cor

pcurity_
alue of

The Im emen—
tation-i

Use

The C( ent AP
whethefr the previously p . ult of a
receiveld AARE APDU (remote i ' llowing
cases:

. thn the re
e whéen the corresponding

Ung¢onfirmed,;

ass ==

e dusg
est

ng the
h, etc.

6.5.2

6.5.2.1 Overview

Figure 10 shows the services provided by the client application layer for releasing an existing
AA.
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COSEM client application process
A A

COSEM-RELEASE.req
COSEM-RELEASE .cnf
COSEM-ABBORT.ind

i

COSEM client application layer /\(

HDLC
supporfi

iented,
nd the
5 used

during / RELEASE segrvices.

layer ¢

This is [the mandatory way to release sych S. : quest that, the Client app|
shall invoke the COSEM-RELEASE.request servi o Use_RLRQ_RE parameter
Use_RLRQ_RE == FALSE.

Note, that as this requ
no mandatory APDU ap

The client AP i
RELEASE.confirm

ay invoke the COSEM-RELEASE.request servi

3 result of the association release via the C
vice primitive, which, in this case, could be a remotely co

ing lower

lication
or with

, there is

OSEM-

ce with

PNS case, the client application layer, instead of disconpecting

AA by
U. The
OSEM-
hfirmed

Supporfing the RCRQ/RLRE APDUs Is optional in HDLC based profile.

Any existing AA — except the pre-established ones on the server side — shall be aborted,

when the physical connection is intentionally disconnected or if any of the supportin
connection is disconnected or breaks. A local COSEM-ABORT .indication primitive is p
to inform the AP about this. As physical connection/ disconnection is done outside
protocol, requesting a physical disconnection is not within the scope of this standard.

6.5.2.2 COSEM-RELEASE.request

Function

g layer
rovided
of the

This service primitive is invoked by the COSEM client AP to request the release of an existing

AA with a remote COSEM server AP.
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Service parameters
The semantics of this service primitive is as follows:

COSEM-RELEASE.request

(
Use_RLRQ_RE,

User_Information
)

The Use_RLRQ_RE parameter is optional. If it is not present, it shall be considered as if its
value would be equal to FALSE.

The Usler_lnformation parameter is optional. If present, it shall be passed (on to the sugporting
layer. §pecification of the content of this parameter is not within the scgpe' ofthi ard.

Use

The Client AP uses this service primitive to gracefully releas

When this service is invoked with no Use_RLRQ_R
FALSE] the invocation of this service shall not imply

In communication profiles where the ‘ v tionally
supported, upon the reception of this §ervice i i {pplication layer shall:
e eitHer initiate the disconnection of r layer connection (if the AA to

be feleased is a confirmed AA) by i Ki esponding XX-DISCONNECT.fequest
seryice of the supporting lower prot _ls

e Ors £¢d AA and locally confirm the request.
Supporting -F . ervice with no Use_RLRQ_RE qgr with
Use_RLRQ_RE L isyna or all COSEM Clients. However, in communication
profiled where Brvice-i andatory, invoking the COSEM-RELEASE.fequest
service| with no Use ith Use_ RLRQ_RE == FALSE may lead to an erffror8: in
that cas 2 i i

@ : invoked with Use_ RLRQ_RE == TRUE, the client application
layer shall cynstru R ASE.request (RLRQ) APDU, and shall send it to the peer
server g ! : ing the supporting lower Iayer services If the RLRQ is senf within

positively confi current request. Otherwise, after sending the RLRQ APDU, the client

application(tayer start a time- out wa|t|ng for either the A-RELEASE.response (RLRE)
APDU ts, the
client apphecationtayershall-confirm-the- COSEM-RELEASE reques

Supporting the COSEM-RELEASE.request service with Use_ RLRQ_RE == TRUE is optional
in HDLC based profile.

The protocol for releasing an AA is described in 7.3.6.

6.5.2.3 COSEM-RELEASE.confirm

Function

The COSEM client application layer invokes this service primitive to indicate to the AP
whether the previously received request for releasing the AA is accepted.

8 When the lower layer connections are not managed by the COSEM application layer.
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NOTE The server cannot refuse a release request.

Service parameters
The semantics of the primitive is as follows:

COSEM-RELEASE.confirm

(
Result,
Failure_type,
User_Information
)

ervice.
r layer

The Rgsult parameter is the report of the corresponding COSEM-RELE uest-s
As seryers cannot refuse requests of neither releasing AAs nor disg

connedfions, the value of the Result parameter should normally be SU

SE.r

Howeveér, the value of this parameter may also be ERROR:
paramdter indicates the reason for that.

e_type

The Ug ned. In

this c4 rotocol

layer(s ndard.

Use

The C( AP the

result g

e as is the
sup

e by p locally detectgd ) ' 3 1 failure
at lpwer protocol

e aftgr sendin a non-confirmed AA (OPTIONAL); or

e by APDU from the remote Server (OPTIONAL)] or

e as \ eceived from the remote Server (OPTIONAL).

6.5.2.4

Functid

This services ked by the client application layer to indicate to the client |JAP an
unsolicjted\_disconnéction of any supporting lower layer connection, including the
disconnéction of the physical layer.

Service parameters

The semantics of the primitive is as follows:

COSEM-ABORT.indication
(

Diagnostics

)

The optional Diagnostics parameter shall indicate the possible reason for the disconnection,
and may carry lower protocol layer dependent information as well. Specification of the
contents of this parameter is not within the scope of this standard.
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Use

The client application layer uses this service primitive to indicate to the COSEM client AP that
a lower layer connection abort occurred in a non-solicited manner (e.g. the physical line is
broken).

NOTE In communication profiles, where the supporting layer connection is not managed by the COSEM
application layer, a disconnection of the supporting layer by the manager process leads also to a COSEM-
ABORT.indication.

6.5.3 Client/server type data communication services

6.5.3.1 Service overview

Figure i1 shows services provided by the client side application er dur the data

commulnications phase.
COSEM client application process <\x
A A ‘\

b

GET.req
T.req
AC

GET.cnf
SET.cnf
.req

A AN
COSE(ﬁgiFS?\NNer

Figure 11 —Client sidexdata corhmunication services

IEC 2080/06

jces of the xDLMS_ASE. These services pontain
interface objects.

Data cq
referen

For CQ rencing are specified in IEC 62056-62: Logica] Name

(LN) an M client application layer provides only one servjce set,
using | Consequently, when the COSEM server device does not use
logical g client application layer shall include an additional application
protocd Wy see\in Figure 6. The purpose of this is to ‘map’ the LN service set
into/from tk ice ged by the server AP.

The sefvice _set provjded at the COSEM client side is:

[ W BRI ] b PESEPIPINEY T PR . AT o ¢ : c: N
L4 CO CIvi TTIeTriacte ODjeCl dlllfoutle 1efdaleld servites. OET, o1 (.TequUEst,.COTITINTIT),

e COSEM interface object method related service: ACTION (.request,.confirm).

The.request primitive of these services is invoked by the COSEM client AP. The role of the
protocol with regard to these services is to transport them as.indication to the COSEM server
AP.

NOTE Consequently, a.request APDU is identical to an.indication APDU and a.response APDU is identical to
a.confirm APDU. For APDU definitions, see 8.6.

All data communication services within a confirmed AA can be invoked in a confirmed or non-
confirmed manner. In case of non-confirmed AAs, data communication services may only be
invoked in a non-confirmed manner.
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In case of confirmed service invocation, the server AP shall return the confirmation by
invoking the corresponding.response service primitive. The receipt of this response is
indicated to the client AP via the.confirm service primitive.

If a confirmed service request cannot be processed by the server (e.g. the request has been
received without establishing an AA first, or the request is otherwise erroneous) normally it is
discarded by the application layer. However, the COSEM server application layer may
optionally send an EXCEPTION-Response APDU to indicate to the client application layer that
the service request received could not be processed and the reasons for this.

The optional EXCEPTION-Response APDU is defined in 8.6.1.

Unconfffmed service invocation will _not _imply.response/.coniirm_primitjve ivocatuon. The
reason| for this is to avoid collisions due to potential multiple respoqses in\the'-gase of
multicasting and/or broadcasting.

The prptocol for confirmed service invocations is described i hfirmed

service|invocations in 7.4.1.2.

6.5.3.2 GET.request
Functidn

This sqrvice is invoked by client AP toequest.| ug a,or all attributes offone or
more CJOSEM interface object(s) fro

Servicqg parameters
The semantics of the primiti

GET.request
(

tor, { COSEM_Attribute_Descriptor,},

0O)~—

COSEM_Object_Attribute_Id,

A Qal 4 D 4
ALLTSS  OTITULIUTT_ T aralticlic’is

)

The Invoke Id parameter identifies the instance of this service invocation.

The value of the Priority parameter indicates the priority level associated to the received
request. There are two priority levels: normal (FALSE) and high (TRUE).

The Service_Class parameter indicates whether the service is invoked in confirmed or
unconfirmed manner.

The Request _type parameter indicates the type of the current GET.request service
invocation: NORMAL, NEXT or WITH-LIST. A GET.request always starts with a GET.request
type NORMAL or WITH-LIST. A GET.request with NEXT type is issued only when the
requested data is too long for being transferred in one.response APDU. The protocol for non-
transparent long data transfer with the GET service is described in 7.4.1.8.2.
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A GET.request service shall contain one or more COSEM_Attribute_Descriptor parameters,
each of them referencing one or all attributes of a COSEM interface object. The
COSEM_Attribute_Descriptor parameter is a composite parameter, consisting of the following
components:

e the { COSEM_Class_ld, COSEM_Object_Instance_Id } doublet non-ambiguously identifies
one and only one COSEM interface object instance;

e the COSEM_Object_ Attribute Id component identifies the attribute(s) of the object
instance. COSEM_Object_Attribute_Id = 0 references all attributes of the designated
object instance;

e the optional Access_Selection_Parameters component, in case of selective access (see
7.4 i i i Fre - ief. This
par

One GIET.request invocation may contain as many COSEM_Attrit i as the
server- i F bresent
only wi

The oj
carries

EXT. It

Use

The cli
Oor more

of one

6.5.3.3
Functid

This sgrvice is invoke layer to indicate the reception of|a Get-
respon ‘

Service
The se
G
(

Block_Number

)

The Invoke Id parameter identifies the instance of this service invocation. Its value shall be
equal to the Invoke_Id of the corresponding GET.request service invocation.

The value of the Priority parameter indicates the priority level associated to the response
received. The value of this parameter shall be equal to the value of the Priority parameter of
the corresponding GET.request service invocation.

The Response_type parameter indicates whether this.confirm service invocation contains the
complete response to the previous GET.request service invocation, or it contains only a block
of the required data. This parameter shall carry one of the following values:

e NORMAL: the service invocation contains the complete response for a NORMAL
GET.request;
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e WITH-LIST: the service invocation contains the complete response for a GET.request

service of type WITH-LIST (including a list of attribute references);

e ONE-BLOCK: the service invocation contains one block of the complete response. The
Block_Number parameter carries the number of the data block carrying a part of the result

as raw data;

e LAST-BLOCK: the service invocation contains the last data block of the response.

The Result parameter shall carry either the requested data, or in case of error, the indication
of the type of error. If the encoded form of the Result parameter does not fit in one APDU,
then it shall be transported in blocks, carried by the result parameter of the Get-Confirm-With-
Datablock APDU, of type DataBlock-G. This parameter shall include the block humber and the

encod dform af tha racult ac rony dAata Ay Aata annncco rac il
O OTtrreTe ot oo o vy ot O ot o oo reouTtT

The nymber of Result parameters in the GET.confirm service shalf’b

number of COSEM_Attribute Descriptor parameters in the co onding\GE

service|— one response for each request.

Use

The client application layer uses this service primitiye
Respornse-XX APDU.

6.5.3.4 SET.request
Functidn

This sgrvice primitive is invoked by th
value of one or more attributes of a CQSE

Servicq parameters

The seantics of the

SET.requ@
(

escriptor, { COSEM_Attribute_Descriptor, },

JQOSEM_Attribute_Descriptor
(

as the
equest

a Get-

set the

COSEM_Class_ld,
COSEM_Object_Instance_Id,
COSEM_Object_Attribute_lId,
Access_Selection_Parameters

)

The Invoke_|d parameter identifies the instance of this service invocation.

The value of the Priority parameter indicates the priority level associated to the received

request. There are two priority levels: normal (FALSE) and high (TRUE).

The Service_Class parameter indicates whether the service is invoked in confirmed or

unconfirmed manner.
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The Request_type parameter indicates whether the Data parameter of the service primitive
carries all the data necessary to set all the attributes referenced by the COSEM_
Attribute_Descriptor (list) or only a block of it. It shall be set to one of the following values:

e NORMAL: the service invocation contains the reference to one or all (Attribute_0 feature,
see 7.4.1.7.1) attribute(s) of one COSEM interface object and all the required data. The
optional Block_Number parameter shall not be present in the service invocation;

e WITH-LIST: the service invocation contains a list of COSEM interface object attribute
references and all the required data. The optional Block_Number parameter shall not be
present in the service invocation;

e FIRST-BLOCK: the service invocation contams the reference to one or all attribute(s) of
ong—-GoOSEM-interface—objestand—the part—ef-the—required—data—FhreBlesk—Number
parbmeter shall be set to 0001;

e FIRST-BLOCK-WITH-LIST: the service invocation contains a of COSE riterface
object attribute references and the first part of the required{data\ ThexBlack Wumber
parbmeter shall be set to 0001;

the /data. The

e ONE-BLOCK: the service invocation contains only ohe blog
o 3 8 part of the Data

parameter as raw data, and no COSEM_Attribute D he present;

e LAS$T-BLOCK: the service h. The
Blopk_Number parameter carries the number| of( this ¢d S and no COSEM_
Attibute_Descriptor(s) shall be present

NOTE In the case of ONE-BLOCK and LAST

A SET]request service shall contain onexor Aftribute_Descriptor parameters,

each qf them referencing one or
COSEM_Attribute_Descriptor paramete

a COSEM mterface objeg¢t. The
llowing

compo

e the identifies
ong

o the object
insfance. CO e i 2 i gnated
obj

The opli \_Parameters element, in case of selective access (see 7.4.1.6)
carries ) ired for the selective SET operation. This parameter [can be
used only M Object_Attribute_Id != 0.

One S ocdtion may contain as many COSEM_Attribute_Descriptors [as the
server-max-receiv -size allows. The COSEM_Attribute_Descriptor(s) shall be present
only whefy‘Request’type == NORMAL, Request type == WITH-LIST or Request_type ==
FIRST-BLOCK-XXX

The optional Block_Number parameter is present when Request_type = NORMAL or WITH-
LIST. It carries the number of the data block within the current service invocation.

The Data parameter contains the data necessary to set the attributes identified by the
Attribute_descriptor parameter(s). If the encoded form of the data does not fit in one APDU,
then it shall be transported in blocks, carried by the datablock parameter of the appropriate
Set-Request-XX APDU, of type DataBlock-SA. This parameter shall include the block number
and the encoded form of the data as raw data. The protocol for long data transfer with the
SET service is described in 7.4.1.8.3.

The number of Data parameters in the SET.request service shall be the same as the number
of COSEM_Attribute_Descriptors: one Data for each COSEM_Attribute_Descriptor.
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Use

The

client AP uses this service primitive in order to request the remote server AP to set the

value of one or more attributes of one or more COSEM interface objects.

6.5.3.5 SET.confirm

Fun

ction

This service primitive is invoked by the client application layer to indicate the reception of a
SET.response from the COSEM server AP.

Servicg parameters

The

The

semantics of the primitive is as follows:

SET.confirm
(

Invoke_Id,
Priority,
Response_type,
Result { Result, },
Block_Number

)

Inyoke_Id parameter identifies th qual to

the Invpke_Id of the corresponding SET
The vdlue of the Priority parameter nd| he_priorjty level associated to the re¢ceived
responge. The value of this i iori of the

corresgonding SET.request se

The

Regsponse_type p
respongse for tr@ !
previoysly receivegdd

dins the
of the

NO .request
ope€ e’ COSEM interface object attribute reference. The Result
par bof the required operation;

WIT : rvice contains the confirmation of the previous SET.fequest
opdgrati ich~carried a list of COSEM interface object attribute references. Thel Result
par S i e ist of results for each required SET operation;

AC “this/value indicates that this.confirm service contains the acknowledgement

for [the ,Tast correctly received data block. The Block_Number parameter carrles the
nu hhar nftha racaivad flf;l-n hlaoecl:-

ToCT—oT—trrc—TocoToTrvea oTOCIS

LAST-BLOCK: the SET.confirm service is invoked with this value after the reception of the
last data block of a SET.request service, which carried a reference to a single COSEM
interface object attribute. This value indicates that this.confirm service contains the
response to the original SET.request service, which has been sent in several blocks. The
Result parameter carries the result of the required operation and the Block_Number
parameter carries the number of the last data block;

LAST-BLOCK-WITH-LIST: the SET.confirm service is invoked with this value after the
reception of the last data block of a SET.request service, which carried a list of COSEM
interface object attribute references. This value indicates that this.confirm contains the
response to the original SET.request service, which has been sent in several blocks. The
Result parameter carries the list of result for each required set operation and the
Block_Number parameter carries the number of the last data block.
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The number of Result parameters in the SET.confirm service with Response_type == WITH-
LIST and LAST-BLOCK-WITH-LIST shall be the same as the number of attribute references in
the corresponding SET.request service — one result for each request. Each Result parameter
shall carry the result of the corresponding SET.request operation.

Use

The client application layer uses this service primitive to indicate the reception of a Set-
Response-XX APDU.

6.5.3.6 ACTION.request

Functidn

This sgrvice is invoked by the client AP to remotely invoke one or em d(s)oflone or
more CJIOSEM interface object(s) in the remote server AP.

Servicqg parameters
The semantics of the primitive is as follows:

ACTION.request
(

Invoke_Id,
Priority,
Service_Class,
Request_Type,

ad_Descriptor, },

Invocation_Parameters, }

)
M

The Iny arameter identifies the instance of this service invocation.

The value ‘of the Rviority parameter indicates the priority level associated to the received
request.\I'here are two priority levels: normal (FALSE) and high (TRUE). T

The Service_Class parameter indicates whether the service is invoked in a confirmed or an
unconfirmed manner.

The Request_type parameter indicates whether the given invocation contains a complete
request or only a part of it. It shall be set to one of the following values:

¢ NORMAL: the service invocation contains the reference to one COSEM interface object
method and the Method _Invocation_Parameters required for the invocation of this
method. The optional Block_Number parameter shall not be present in the service
invocation;

e WITH-LIST: the service invocation contains a list of COSEM interface object(s) method
references and all the required Method Invocation Parameters. The optional
Block_Number parameter shall not be present in the service invocation;
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FIRST-BLOCK: the service invocation contains the reference to one COSEM interface
object method and the first part of the required Method Invocation_Parameters. The
Block_Number parameter shall be set to 0001;

WITH-LIST-AND-FIRST-BLOCK: the service invocation contains a list of COSEM interface
object methods and the first part of the required Method_Invocation_ Parameters. The
Block_Number parameter shall be set to 0001;

ONE-BLOCK: the service invocation contains only one block of the
Method_Invocation_Parameters. The Block_Number parameter carries the number of the
parameter block carrying a part of the Method_Invocation_Parameters parameter, and no
COSEM_ Method_Descriptor shall be present;

LAST-BLOCK: this value indicates that the current block is the last parameter block to be

tranjsferred. The Block_Number parameter carries the number of this parameter blogk, and
no COSEM_Method_Descriptor(s) shall be present;

e NEXKT: this value indicates that this.request contains an acknow viously
received parameter block, and requests the server to se . The
Blopk_Number parameter carries the number of the last/corcestly\recei ameter
blo¢k.

An ACQTION.request service shall contain one o ethod_Descriptor

paramdters, each of them referencing one method je¢t. The

COSEM_Method_Descriptor parameter is a compo llowing

components:

The {CDSEM_Class_Id, COSEM_Object_Ins on-ambiguously identifles one

and onJy one COSEM interface object i 5 sletg’ COSEM_ Method_Desgcriptor

references one method of that j his method is identified by the

The o
parame
parame
of the |

Invokin
parame

ptional
ter block to

ter block (Re
bst recei @

t either when the.request confains a
request acknowledges a previously received
e Block_Number parameter carries the humber

dditrehal parameters. The Method_Invocation_Pargmeters
for the invocation of the method(s) identified|by the

COSEN_Method i If the -encoded form of the Method

Invocat]i

carried
DataBI

Method__

The A

s hot fit in one APDU, then it shall be transported in [blocks,
parameter of the appropriate Action-Request-XX APDU, of type
eter shall include the block number and the encoded form of the

COSE

CTION.request service shall contain as many Method_Invocation_Parametefs then
i : ' DSEM_

Method_Descript_or. Therefore, even if the invocation of a method does not require additional
parameters, the corresponding Method_Invocation_Parameters component shall be present in
the service invocation — but it shall be empty.

The COSEM_Method_Descriptor parameter shall not be present when Request _type == ONE-
BLOCK or LAST BLOCK.

Use

This service primitive is used by the client AP to remotely invoke one or more method(s) of
one or more COSEM interface object(s) in the remote server AP.
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6.5.3.7 ACTION.confirm
Function

This service is invoked by the client application layer to indicate the reception of a
ACTION.response from the COSEM server AP.

Service parameters
The semantics of the primitive is as follows:

ACTION.confirm
(

Invoke_Id,

Priority,

Response_type,

Result, { Result, },

Block_Number,

Response Parameters, { Response_Parameters

)

The Inyoke Id parameter identifies the instance of thi
equal tp the Invoke_ld of the corresponding ACTIO

~lIts value ghall be

> eI gssociated to the ;Iceived
responge. The value of this parametersha | to.the value”of the Priority parameter of
the corfesponding ACTION.request service i \

The Rgsponse_type parameter indicat isscopfirm service invocation contdins the
complefe response requegted by ‘fequest service invocation, it cpntains
only a block of the required acknowledge of a previously received block
of the ACTION.reques . This¥ weter shall carry one of the following values:

e NORMAL: the\setvi contzins the complete response for a NORMAL
ACTION.reqle i COSEM interface object method reference
e  WITH-LIST: the i i ation” contains the complete response for a WITH-LIST

ACTION.reques i ing a list of COSEM interface object method referengces;
e ON K . qQvocation contains only one block of the complete regponse.
Theg Bloch : ér carries the number of the parameter block carrying a| part of

o LAST- s this™vafue indicates that the service invocation contains the last Qlock of

e NEKT. this valué indicates that service invocation contains an acknowledgement|for the
preuiously received parameter block and requests the client to send the next one. The
Block_Number parameter carries the number of the last correctly received parameter
block.

The Result parameter carries the result of the invocation of the COSEM interface object
method(s).

The Response_ Parameters carries the optional data to be returned, as a result of the
invocation of the COSEM interface object methods.

The number of Result and Response_Parameters parameters in the ACTION.confirm service
primitive with Response_type == WITH-LIST or a.confirm service which is sent in several
parameter blocks shall be the same as the number of COSEM interface object method
references in the corresponding ACTION.request service — one Result and Response
Parameter for each request.
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If the encoded form of the Result and Response_Parameters does not fit in one APDU, then it
shall be transported in block, carried by the pblock parameter of the Action-Response-With-
Pblock APDU, of type DataBlock-SA. This parameter shall include the block number and the
encoded form of the Result and Response_parameters as raw data.

Use

The client application layer uses this service primitive to indicate the reception of an Action-
Response-XX APDU.

6.5.4 Client side services for event notification

Figure 12 shows services provided by the client side application layer for event notification.

COSEM client application process

IEC 2081/06

i >

E 5
8 )
g 5

<
3 g

10

3
|
<\ :
&

COSE@ent Wer

S

The EventNotifi i -client/server type service provided in CJIOSEM.
Using the EventNeftifieation. wice, the server AP is able to send an unsolicited
notific évent to the remote client AP. Reception |of the
EventNotification’mess is, ¥} gd to the client AP via the EventNotification.indication
primiti [ 7.4.1.3

In som pportingAower layer protocol(s) do (does) not allow sending a grotocol
data unif_in ar sasolicited manner. In these cases, the client shall explicitly solicit §ending
an Evgen invoking the Trigger_EventNotification_sending [ervice
primiti

6.5.4.1 EventNotification.indication

Function

This service is invoked by the client application layer to indicate the reception of an EVENT-
NOTIFICATION.indication from the COSEM server SAP.

Service parameters

The semantics of the primitive is as follows:

EventNotification.indication

(

Time,

Application-Addresses,
COSEM_Attribute_Descriptor,
Attribute_Value
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COSEM_Attribute_Descriptor

(
COSEM_Class_ld,
COSEM_Object_Instance_Id,
COSEM_Object_Attribute_Id
)

The optional Time parameter indicates the time assigned to the event by the server.

The Application_Addresses parameter is optional. It is present only when the
EventNotification A-PDU is received outside of an established AA. In this case, it contains all

l Y o b - ol HN | 4 ) (] l l - s
protocqgtspecific parametersrequired-todentify-thesenderand-destimatior

The { C ‘ triplet
identifigs non- amblguously one and only one attribute of a COSEM i * j i nce.

The Atfri
notified

out the

Use

The clig
NOTIFI

VENT-

6.5.4.2
Functid

This se€
the EVE

NOTE This service js nece
non-soligited Event i

Servicq parameters

arrying

d a real

The se

The Prptocel) Paraméters parameter contains all lower protocol dependent information|, which
is requjred’for triggering the server to send out an eventually pending frame contaifing an
EVENT-NOTIFICATION-Request APDU. This information includes the protocol identifier, and
all the required lower layer parameters.

Use

Upon the reception of a Trigger_EventNotification_Sending.request service invocation from
the client AP, the client application layer shall invoke the corresponding supporting layer
service to send a trigger message to the server.

6.5.5 Client side layer management services

This subclause defines a special layer management service, used to manage the short name
mapper application service element. This client side service is necessary only if the server
uses SN referencing. All other layer management services are not within the scope of this
standard.
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6.5.5.1 SetMapperTable.request

Function

This service is invoked by the client AP to provide mapping information to the Client
SN_MAPPER ASE. This service does not cause any data transmission between the client and
the server. This service is necessary only if on the server side SN referencing is used.

Service parameters
The semantics of the primitive is as follows:

SetMapperTable.request
(

)

Mapping_table

The Mppping_table parameter contains the contents of the for the
requesfed server and AA. The structure of the content is defi

Use

The client AP uses this service primitive, in order tg apping
process if SN referencing is used.

6.5.5.2 Mapping client services gs

For senvers using SN referencing, the sexvic e mapped to the corresponding
xDLMS] services (compare IEC 61334-4-41) by Control function (see Figure 6)) in the

followirlg manner:

Tabjle 1 — Mapping between|client sj erver side SN referencing services

(BN
Client side xDLMS\8eryice (LN reh) Server side xDLMS Service (SN refl

GET.refjuest < \ } ( \/ ReadRequest

~

GET.confirm . ReadResponse
SET.request (Servi(}eﬁ@gss%n?h@ed}f \ WriteRequest
SET.request (Serviég_c\gski“unwfiw UnconfirmedWriteRequest
SET.copfirm / \ \ WriteResponse
ACTIOI}I.r/que\s{(Se{v}&pﬁssgw{onfirmed") UnconfirmedWriteRequest

ACTION: QUWer‘confirmed") Action with return parameters:
ReadRequest

VariableAccessSpecification:=
parametrised access

(IEC 61334-4-41)
Selector:= 0;

If no method invocation parameters
are supplied:

Parameter:= null-data
Action without return parameters:
WriteRequest

If no method invocation parameters
are supplied:

Data:= null-data
ACTION.confirm ReadResponse

If no data is returned then:

data:= null-data.
EVENTNOTIFICATION.indication InformationReportRequest
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Details about the mapping of the logical names to short names are given in IEC 62056-62.

6.6 Server COSEM application layer services
6.6.1 Application association establishment
6.6.1.1 Overview

Figure 13 shows the services provided by the server application layer for AA establishment.
These services are provided by the ACSE.

COSEM server application process

A

COSEM-OPEN.ind

\C%SEM-OPEN.reS

o
COSWe{‘Q@%Mon I yeO

et 208206

Figure 13 — Server side services for application association establishment
6.6.1.2 COSEM-OPEK ica rz )
Functign

This sgrvice is
AARQ APDU, towdicats

establig

sidengf'the application layer following the receipt of an
server AP that the peer (client) AP requesfed the

Servicd
The se

C
(

Protocol” Connection_Parameters,
Dedicated Key
DLMS_Version_Number,
DLMS_Conformance,
Client_Max_Receive_PDU_Size,
ACSE_Protocol_Version,
Application_Context_Name,
Application-lds_and_Titles,
Security_Mechanism_Name,
Calling_Authentication_Value,
Implementation_Information,
User_Information,
Service_Class

)

The Protocol_Connection_Parameters parameter contains all information necessary to use
the supporting layer, including the profile (protocol) identifier and the required addresses.

Examples for this parameter are given in Annex B.
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The Dedicated_Key, DLMS_Version_Number, DLMS_Conformance and Client_Max_Receive
_PDU_Size parameters contain respectively the value of the dedicated-key, the proposed-
dims-version-number, the proposed-conformance and the client-max-receive-pdu-size
parameters of the xDLMS-Initiate.request PDU. These parameters are specified in
IEC 61334-4-41 and in 8.4 of this standard. Annex C gives some examples for their usage.
The xDLMS-Initiate.request PDU shall be inserted in the user-information field of the AARQ
APDU received.

The ACSE_Protocol_Version, Application_Context_Name, Application_lds_and_Titles,
Security_Mechanism_Name and the Calling_Authentication_Value parameters are carried by
the corresponding fields of the received AARQ APDU.

The xDLMS-ASE and the ACSE provide only the framework for transporting this information.
To proyide and verify that information is the job of the appropriate C M_AP.~Default and
allowed values for these fields are defined in 7.3.7.

The Implementation_Information parameter, if present, pf  the

implemgentation-information field of the received AARQ APDU.

The Us
the Clig

sent by

The S¢ G ¥E ¢ isNinvoked in confirfned or
unconf

Use

This sefr
format}

lower |

brrectly
APDU,

The prd

6.6.1.3
Functign

This sqrvice gerver AP to indicate whether the previously proposed AA is

accepted

Servicd

The semantics of the primitive is as follows:

COSEM-OPEN.response
(

Protocol_Connection_Parameters,
Result,

Failure_type,
DLMS_Version_Number,
DLMS_Conformance,
Server_Max_Receive_PDU_Size,
ACSE_Protocol_Version,
Application_Context_Name,
Application_lds_and_Titles,
Security_Mechanism_Name,
Responding_Authentication_Value,
Implementation_Information
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The Protocol_Connection_Parameters parameter contains all information necessary to use
the supporting layer, including the profile (protocol) identifier and the required addresses.
Examples for this parameter are given in Annex B.

The Result parameter indicates whether the COSEM server AP accepted the association
request or not.

In the case of non-acceptance, the Failure type parameter indicates the reason for not
accepting the proposed AA.

The DLMS_ Version_Number, DLMS_ Conformance and Server_Max_Receive PDU_Size
parameters contaln respectrvely the value of the negotrated -dims-version- number negot|ated-

i T Esponse
nnex C
rted in

'1sertea

into thd

The Inmplementation_Information parameter, if pres lemen-

tation-ipformation field of the AARE APDU to be se

Use

This sq ion layer
whethe

If the d wved ==

TRUE)] the invocatio
client gpplication laye

questor

6.6.2 Applica
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Figure 14 — Server side services for releasing an application association
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In certain COSEM communication profiles — for example in the 3-layer, connection-oriented,
HDLC based profile — there is a one-to-one relationship between a confirmed AA and the
supporting protocol layer connection. In this case, the COSEM-RELEASE and COSEM-
ABORT services used during the association release phase do not rely on the ACSE services.
Confirmed AAs in these profiles are released simply by disconnecting the corresponding lower
layer connection.

This is the mandatory way to release such AAs.

This way of releasing an AA is requested by the client AP by invoking the COSEM-
RELEASE.request service with no Use_RLRQ_RE parameter or with Use_ RLRQ_RE ==
FALSE_In receiving this request, the client application layer shall disconnect the supporting
layer connection.

Disconpecting the supporting layer connection shall imply the sg icati byer to
receivel an XX-DISCONNECT.indication with REASON porting
protocdl layer. The reception of this service makes the server appticatio i ate the
request for releasing the corresponding AA to the server AP \wi - S OSEM-
RELEASE.indication service primitive. The server applic 3 s i ith the
invocatlon of the COSEM-RELEASE.response prlmltlve T' SPONK i server
application layer to respond to the XX-DISCONNECT. ation & ghated

AA.

2 ice with
Use_RLRQ_RE == TRUE. In this case apph hecting
the sugporting layer connection (if there\ < ini ced AA
by sengling an RLRQ APDU to the Sery

The reg¢eption of this RLRONAPDUY-ha - .indjcation:
the serjver application la > e AP with
the help of the COSE bond to
this with the COSEM-R

A to be ' s

If the A
will imqg

the reception of this COSEM-RELEASE.response
lient, otherwise no RLRE shall be sent.

Supporti

Any exlisti XCEX pre-established ones on the server side — shall be dborted,
when t ySh sgnnection is intentionally disconnected or if any of the supporting layer
connecgion™ S ested or breaks. A local COSEM-ABORT.indication primitive is pfovided
to inform theMAP abyut this. As physical connection/disconnection is done outside| of the
protocd ing.a physical disconnection is not within the scope of this standard.

6.6.2.1 COSEM-RELEASE.Iindication
Function

This service primitive is invoked by the COSEM server application layer to indicate to the
server AP a supporting layer disconnection indication.

Service parameters
The semantics of the primitive is as follows:

COSEM-RELEASE.indication

(
Use RLRQ_RE,

User_Information
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The Use_RLRQ_RE parameter is optional. If it is not present, it is considered, as if the value
of this parameter would be equal to FALSE.

The User_Information parameter is optional. When it is present, it shall contain User-specific
information carried by the supporting lower protocol layer(s). Specification of the contents of
this parameter is not within the scope of this standard.

Use

This service is used by the server application layer to indicate to the server AP that a graceful
release of the AA has been requested. The server must accept this request.

When this service is invoked with no Use_RLRQ_RE parameter or with/Usex RLRQ RE ==
FALSE] the invocation of this service is generated upon the reception g rotocol
layer d|sconnect indication. In this case, the server AP shall respond is indication] with a
COSEM-RELEASE.response primitive with no Use_ RLRQ_RE o i
FALSE]| too.

Supporting the COSEM-RELEASE.indication service with
Use_RLRQ_RE == FALSE is mandatory for all COSEM Sefyers:

)/RLRE
APDUs] COSEM servers supporting this the COSEM-
RELEASSE.indication service with Use__ RLRQ RE eceipt of an RLRQ|APDU.
In this |case, if the COSEM-RELEA ' , ejyvéd in a confirmed AA, the
server ppplication shall respond to this OSEM/RELEASE.response pfimitive

with Use_RLRQ_RE == TRUE, too.
6.6.2.2 COSEM-RELEASE.respons
Functign
This sdrvice primitive
whethefr the previtus

NOTE The server s

Servicd

idn layer

The se

C
(

_Infgrmation,
Use_RLRQ_RE

)

The Result parameter indicates whether the server AP can accept the previous COSEM-
RELEASE.request or not. Its value depends on whether the AA, the release of which has
been requested, was existing or not.

If the User_Information parameter is present, it shall be passed on to the supporting protocol
layer. Specification of its content is not within the scope of this standard.

The Use_RLRQ_RE parameter is optional. If it is not present, it is considered, as if the value
of this parameter would be equal to FALSE. If this parameter is present and its value is
TRUE, then the primitive is a response to a COSEM-RELEASE.indication, which has been
originated by the reception of a RLRQ APDU. Otherwise, the origin of the COSEM-
RELEASE.indication was the reception of a disconnect indication with REASON == REMOTE
from the supporting protocol layer.
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Use

This service primitive is invoked by the server AP to respond to a previously received
COSEM-RELEASE.indication. Upon the reception of this invocation, the server application
layer shall process the release of the corresponding AA, and perform the appropriate actions
as well. These actions can be one of the following:

e invoking the XX-DISCONNECT.response service of the supporting protocol layer, if the
Use_RLRQ_RE parameter is not present or its value is FALSE;

e constructing and sending an RLRE APDU to the peer client application layer, if the
Use RLRQ_RE parameter is present and its value is TRUE, and the released AA is a
confirmed one. Supporting this operation is optional.

6.6.2.3 COSEM-ABORT.indication

Functign

This sgrvice primitive is invoked by the COSEM server appl to the
server ppplication that the AA is aborted because of the supporti nection
is shut|down. It can be the result either of an unsolicitéd_diss porting
lower layer connection, including the disconnection g ySi ction of
anothef application entity, such as the connectio some

profiles.

Servicq parameters
The semantics of the primitive is as follow?
QOSEM-ABORT.indication
(

)

The optional l'@.

disconnection, and
contents of this pa

Diagnostics

indicate the possible reason for the physical
ool layer dependent information. Specification of the
the scope of this standard.

Use

The se ication layer uses this service primitive to indicate to the COSEM server AP
that a | Y ion abort occurred in a non-solicited manner. The origin of the abort
can be | eyent’'(e.g. the physical line is broken), or an action of a supporting layer
conneg

6.6.3

6.6.3.1 Service overview

Services provided during the data communications phase rely on services of the
xDLMS_ASE. These services contain references to attributes or methods of COSEM interface
objects. IEC 62056-62 defines two different types of referencing, by logical name (LN) and by
short name (SN). Therefore, two different server xXDLMS_ASE-s — thus two different server
application layers — are specified. These server side application layers provide two different
sets of services. One set of services (GET, SET, ACTION and EventNotification) is using
exclusively LN references. The other set of services (Read, Write, Unconfirmed Write,
InformationReport) is using exclusively SN references.

However, during the lifetime of an established AA, there is only one server xDLMS_ASE
present in the COSEM server application layer. The type of this xDLMS_ASE is negotiated
during the connection establishment phase and only the selected xDLMS_ASE is present
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within the server application layer. It explains, why using one or the other set of services is
exclusive. No Read/Write/UnconfirmedWrite services are provided by the COSEM server ASO
when the AA is established within a context using LN referencing, and no
GET/SET/ACTION/EventNotification services are provided in the opposite case.

6.6.3.2 Services provided with LN references

Figure 15 shows services provided by the server side application layer during the data
communications phase, when LN referencing is used:

COSEM server application process

A A A o
8 o)
.| B 5 S|E| &
£ gl 5|2 3
= = = Z
L L O c
o ) < Q\
L

4 h 4 Y Y\
COSEM server application ga;;er

\d

Figure 15 — Server side data

Three ¢ LN referencing is used: GE[T, SET
and AG [ . oked by the COSEM client AP. The
role of [the protocol with péga S es iso transport them to the COSEM server
AP. Thle server application_laye ingi Bfeception of a request via the.indication
service| primitive to the

Each of these s < vested ina confirmed or an unconfirmed manner. However,
in caseg of a non-tdpfil communication services may only be invoked in|a non-
confirm

In casg¢ 20N{] invocation, the server AP shall return the confirmation by
invoking R i gponse service primitive. The receipt of this respqgnse is

If a confirmed ice request cannot be processed by the server (e.g. the request hgs been
receiveld without establishing an AA first, or the request is otherwise erroneous) norma|ly, it is
discarded/ by the appllcatlon layer. the COSEM server appllcatlon laye¢r may
optiondHy /er that
the service request received could not be processed and the reasons for this.

The optional EXCEPTION-Response APDU is defined in 8.6.1.

Unconfirmed service invocation will not imply.response/.confirm primitive invocation. In
COSEM, the only reason to do it is to avoid collisions due to potential multiple responses in
the case of multicasting and/or broadcasting.

The protocol for confirmed service invocations is described in 7.4.1.1 and for unconfirmed
service invocations in 7.4.1.2.

The fourth, EventNotification Service is the only non-client/server service provided in COSEM.
By invoking this service, the server AP is able to send an unsolicited notification of the
occurrence of an event to the remote client.
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6.6.3.2.1 GET.indication
Function
This service is invoked by the server application layer to indicate to the server AP that a

remote client has requested the value(s) of one or all attributes of one or more COSEM
interface object(s).

Service parameters

The semantics of the primitive is as follows:
GET.indication

(

Invoke_Id,
Priority,
Service_Class,
Request_type,
COSEM_Attribute_Descriptor, { COSEM_Attribute
Block_Number

(@)

OSEM_Attribute_Descriptor

COSEM_Class_ld,
COSEM_Object_Instance_Id
COSEM_Object_Attribute_}d

)

The Injoke Id parameter identifi nce of this service invocation.

The vglue of the~Prioxi
request. There @o‘ iofity levgls: ®

the priority level associated to the regceived
SE) and high (TRUE).

The Se i or an
unconf

The Re ication
servicel4

The firs on of a
NORM hat the

remote| client is asking for the next data block. Non-transparent long data transfer with the
GET service is defined in 7.4.17.8.2Z.

A GET.indication service shall contain one or more COSEM_Attribute_Descriptor parameters,
each of them referencing a COSEM interface object attribute. The COSEM_Attribute_
Descriptor parameter is a composite parameter, consisting of the following components:

e the { COSEM_Class_ld, COSEM_Object_Instance_Id } doublet non-ambiguously identifies
one and only one COSEM interface object instance;

e the COSEM_Object Attribute Id component identifies the attribute(s) of the object
instance. COSEM_Object_Attribute_Id = 0 references all attributes of the designated
object instance;

e the optional Access_Selection_Parameters element, in case of selective access (see
7.4.1.6.) carries the additional data required for the selective GET operation. This
parameter can be used only when COSEM_Object_Attribute_Id != 0.
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One GET.indication invocation may contain as many COSEM_Attribute_Descriptors as the
server-max-receive-pdu-size allows. The COSEM_Attribute_Descriptor(s) shall be present
only with Request_type == NORMAL or WITH-LIST.

The optional Block_Number parameter is present only when Request_type == NEXT. It
carries the number of the last correctly received block of a long data, and no
COSEM_Attribute_ Descriptor parameter shall be present.

Use

The server application layer generates the GET.indication service primitive upon the reception
of a GET.request from the supporting layer.

6.6.3.2|2 GET.response

Functign

This sdrvice is invoked by the server AP in order to send a resp
GET.indication primitive.

prevjiously r¢ceived

Servicq parameters
The semantics of the primitive is as follows:

GET.response

(

Invoke_Id,
Priority,

Response_type
Result, { Res®

)

The In Br i ifie instarice of this service invocation. Its value ghall be
equal t sonding GET.indication service invocation.

The v
received.i

e indicates the priority level associated [|to the
is parameter shall be equal to the value of the [Priority

params ¢ET.indication service invocation.
The Régspanse veter indicates whether this.response service invocation cpntains
the co se~equested by the previous GET.request service invocation, or it

contain ock>of the required data. This parameter shall carry one of the fqllowing
values:

¢ NORMAL: the service invocation contains the complete response for a NORMAL
GET.request service;

e WITH-LIST: the service invocation contains the complete response for a WITH-LIST
GET.request service;

e ONE-BLOCK: the service invocation contains only one block of the complete response.
The Block_Number parameter carries the number of the data block carrying a part of the
result as raw data;

e LAST-BLOCK: this value indicates that the current block is the last data block sent.

The Result parameter shall carry either the requested data, or in case of error, the indication
of the type of error. If the encoded form of the Result parameter does not fit in one APDU,
then it shall be transported in blocks, carried by the Result parameter of the appropriate Get-
Response-With-Datablock APDU, of type DataBlock-G. This parameter shall include the block
number and a part of the encoded form of the result as raw data or data access result.
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The number of Result parameters in the GET.response service shall be the same as the
number of COSEM_Attribute_Descriptor parameters in the corresponding GET.indication
service — one response for each request.

Use

This service is used by the server AP. Upon the reception of the GET.response service
invocation, the COSEM server application layer shall build a Get-Response-XX APDU. In case
of success — when the corresponding GET.indication has been accepted — this APDU shall be
built by encoding the received Data parameter otherwise the APDU will contain the value of
the data_access_result parameter. In both cases, the Invoke Id and the Priority parameter
shall also be inserted into the APDU.

6.6.3.2|3 SET.indication

Functign

ver AP

This sqgrvice primitive is invoked by the server application lay
3 interface

that a [remote client has requested setting one or more &z
object.

Servicq parameters

The semantics of the primitive is as follqws:

SET.indication
(

Invoke_Id,
Priority,
Service_Classg
Request_type,

COSEM_A M_Attribute_Descriptor, },

0O)~—

)
The Iny

oke( Id' parawéter identifies the instance of this service invocation.

The value of the Priority parameter indicates the priority level associated to the received
request. There are two priority levels: normal (FALSE) and high (TRUE).

The Service_Class parameter indicates whether the service is invoked in a confirmed or an
unconfirmed manner.

The Request_type parameter indicates whether the Data parameter of the service primitive
carries a complete attribute or only a block of it. It shall be set to one of the following values:

e NORMAL: the service invocation contains the reference to one or all (Attribute_0 feature,
see 7.4.1.7.1) attribute(s) of one COSEM interface object and all the required data. The
optional Block_Number parameter shall not be present in the service invocation;

e WITH-LIST: the service invocation contains a list of COSEM interface object attribute
references and all the required data. The optional Block_Number parameter shall not be
present in the service invocation;
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e FIRST-BLOCK: the service invocation contains the reference to an attribute of one
COSEM interface object and the first part of the required data. The Block_Number
parameter shall be set to 0001;

e FIRST-BLOCK-WITH-LIST: the service invocation contains a list of COSEM interface
object attribute references and the first part of the required data. The Block_Number
parameter shall be set to 0001;

e ONE-BLOCK: the service invocation contains only one block of the data. The
Block_Number parameter carries the number of the data block carried by the Data
parameter, and no COSEM_Attribute_Descriptor(s) shall be present;

e |LAST-BLOCK: this value indicates that the current is the last block of the data. The
Block Number parameter carries the number of this data block, and no
COBEM_Attribute_Descriptor(s) shall be present.

A SET Jindication service shall contain one or more COSEM_ Attribute meters,

each ¢f them referencing one or all attributes of a COSH The

COSE%_Attribute_Descriptor parameter is a composite parame llowing

components:

e the|l{ COSEM_Class_Id, COSEM_Obiject_Instance_Id { nanxambiguously identifies
ong and only one COSEM interface object instance;

e thel COSEM_Object_Attribute_Id component identifi attri object
insfance. COSEM_Object_Attribute_Id 3 z gnated
objéct instance;

e the| optional Access_Selection P S in case of selective accegs (see
7.4]1.6.) carries the additional data 3 selective SET operation. This

parpameter can be used only when COSEM _

One SET.indication invo OSEM_Attribute_Descriptors|as the
server-max-receive-pdu-s ( Kttribute_Descriptor(s) shall be present
only wjth Request_type / s == WITH-LIST or Request_type ==
FIRSTBLOCK-XXX.

The op
LIST. I

tional BI(@ s, present when Request_type '= NORMAL or| WITH-

The D the data necessary to set the attributes identified [by the
Attribu if the encoded form of the data does not fit in one APD, then
it shall s, carried by the datablock parameter of the appropridte Set-
Indicati of type DataBlock-SA. This parameter shall include the block humber

and a g ncoded’form of the data as raw data.

The nu
of CO

mber-of Data’parameters in the SET.request service shall be the same as the number

Use

The server application layer generates the SET.indication service primitive upon the reception
of a SET.request from the supporting layer.

6.6.3.2.4 SET.response
Function

This service primitive is invoked by the server AP to send a response to a previously received
SET.indication primitive.
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Service parameters
The semantics of the primitive is as follows:

SET.response

(

Invoke_Id,
Priority,
Response_type,
Result { Result, },
Block_Number

)

The Inyoke_Id parameter identifies the instance of this service invocation. lts™alue-ghall be
equal t i

responsg
the corf

The R

jlication
Result

.fequest
Result

3 - : thi e indicg | is.response contains a positive or negative
i ived data block. The Block_Number pafameter
ived data block;

btion of
SET.request service, which carried a single COSEM
. This value indicates that this.response contalins the
several
nd the

operatlon and the Block_Number parameter carries the number of the last data block.

The number of the Result parameters in the SET.response service primitive with
Response_type == WITH-LIST and LAST-BLOCK-WITH-LIST shall be the same as the
number of COSEM interface object attribute references in the corresponding SET.request
service — one result for each request. Each Result parameter shall carry the result of the
corresponding SET.request operation.

Use

This service is used by the server AP. Upon the reception of the SET.response service
invocation, the COSEM server application layer shall build a Set-Response-XX APDU. This
APDU shall contain the response(s) for the corresponding SET.request — one Data-Access-
Result parameter for each attribute set request. In case of success, this parameter shall
contain a positive acknowledgement for the required set operation otherwise its value shall
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indicate the reason of the failure. In both cases, the Invoke_ld and the Priority parameters
shall also be inserted into the APDU.

6.6.3.2.5 ACTION.indication

Function

This service is invoked by the server application layer to indicate to the server AP that a
remote client has requested the invocation of one or more methods of one or more COSEM
interface objects.

Service parameters

The semantics of the primitive is as follows:

M ethod_ltio
The Injoke_Id paranrets

ACTION.indication
(

Invoke_Id,
Priority,
Service_Class,
Request_Type,
COSEM_Method_Descriptor, { COSEM_Methad D
Block_Number,

Method_Invocation_Parameters, {

SCIQ

_Rarameters, }

OSEM_Method_Descriptor

e

COSEM_Class_ld,
COSEM_Obje

Method_Id
)

stance of this service invocation.

The vdlue of the\Pr r’ indicates the priority level associated to the rgceived

request.

evels: normal (FALSE) and high (TRUE).

The Sqri : ter indicates whether the service is invoked in a confirmed or an

unconf

The R
request orvonly a part of it. It shall be set to one of the following values:

quest type~parameter indicates whether the given invocation contains a cgmplete

NORMAL: the service invocation contains the reference to a method of one COSEM
interface object and the Method_Invocation_Parameters required for the invocation of this
method. The optional Block_Number parameter shall not be present in the service
invocation;

WITH-LIST: the service invocation contains a list of COSEM interface object methods and
all the required Method_Invocation_Parameters. The optional Block_Number parameter
shall not be present in the service invocation;

FIRST-BLOCK: the service invocation contains the reference to a method of one COSEM
interface object and the first part of the required Method Invocation_Parameters. The
Block_Number parameter shall be set to 0001;

WITH-LIST-AND-FIRST-BLOCK: the service invocation contains a list of COSEM interface
object method references and the first part of the required Method_Invocation_Para-
meters. The Block_Number parameter shall be set to 0001;
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ONE-BLOCK: the service invocation contains only one block of the Method_
Invocation_Parameters. The Block_Number parameter carries the number of the para-
meter block carrying a part of the Method Invocation_Parameters parameter, and no
COSEM_Method_Descriptor(s) shall be present;

LAST-BLOCK: this value indicates that the current block is the last parameter block to be
transferred. The Block_Number parameter carries the number of the parameter block
carrying the last block of the Method_Invocation_Parameters and no COSEM_
Method_Descriptor(s) shall be present;

NEXT: this value indicates that this.request contains an acknowledgement for a previously
received parameter block. The Block_Number parameter carries the number of the last
correctly received parameter block.

An AQTION.indication service shall contain one or more COSEM| Methed_Degcriptor

paramgdters, each of them referencing one COSEM interface 0 Je i. The

COSEM_Method_Descriptor parameter is a composite parameter, llowing

compo ents:

e the|{ COSEM_Class_Ild, COSEM_Object_Instance_Id } doub i identifies
ond and only one COSEM interface object ingfahce §SEM_
Method_Descriptor references one method of tha this method is
identified by the COSEM_Object_Method_Id compdnen

o the i _ i it} /indication con£ains a
par ) ceived
parameter block (Request type N TH ) ¢ es the
number of the last received param

Invokin ) 5 _ _Pargmeters

paramagter carries the data necessar i ati i ifi by the

COSEN_Method_Descripio e N e “encoded form of the Method

Invocation_Parameters doegs N it i &, then it shall be transported in |blocks,

carried| by the pbloc eJappropriate Action-Indication-XX APDU, of type

DataBlock-SA. This p e i block number and a part of the encodg¢d form

of the Method |®

The AC

contain as many Method _Invocation_Parameiers as

COSEN _ Method D : hod_Invocation_Parameter for each COSEM_Method_

Descrif
parame

invocation of a method does not require additional
Jethod Invocation_Parameters component shall be prgsent in

the seryi all be empty.
The C DesScriptors parameter shall not be present when Request_type ==
ONE-B

Use

The server application layer generates the ACTION.indication service primitive upon the
reception of an Action-Request APDU from the supporting layer.

6.6.3.2.6 ACTION.response

Function

This service primitive is invoked by the server AP to send a response to a previously received
ACTION.indication primitive.

Service parameters

The semantics of the primitive is as follows:

ACTION.response
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Invoke_Id,

Priority,

Response_type,

Result, { Result, },

Block_Number,

Response_Parameters, { Response_Parameters, }

)

The Invoke_ld parameter identifies the instance of this service invocation. Its value shall be
equal to the Invoke_Id of the corresponding ACTION.indication service invocation.

to the
Priority

pntains
tion, it
viously
of the

DRMAL
H-LIST
Bnces;

gponse.
t of the

lock of

for a
e. The
ameter

object

of the

The number of Result and Response Parameters parameters in the ACTION.confirm service
primitive with Response_type == WITH-LIST or a.confirm service which is sent in several
parameter blocks shall be the same as the number of COSEM interface object method
references in the corresponding ACTION.request service — one Result and Response_
Parameter for each request.

If the encoded form of the Result and Response_Parameters does not fit into one APDU, then
they shall be transported in blocks, carried by the pblock parameter of the Action-Response-
With-Pblock APDU, of type DataBlock-SA. This parameter shall include the block number and
the encoded form of the Result and Response_parameters as raw data.

Use

This service is used by the server AP. Upon the reception of the ACTION.response service
invocation, the COSEM server application layer shall build an Action-Response-XX APDU.


https://iecnorm.com/api/?name=1648fdfe830379e83e29c749ca6d1dca

62056-53 © IEC:2006(E) - 53 -

This shall include the result and optionally, when the ACTION service has to return data, the
return parameters.

The result parameter may be success, or eventually include the reason for the failure.

The return parameters may include the data to be returned, or if the data cannot be accessed,
the reason for the access failure.

If the action response does not fit in one APDU, it shall be sent back in blocks of type
DataBlock-SA, with the help of the transparent or non-transparent long data transfer
mechanism. These mechanisms are defined in 7.4.1.8.

In all cLses, the Invoke_Id and the Priority parameters shall also be ins d intothe APDU.

6.6.3.2{7 EventNotification.request

Functign

This sqgrvice is invoked by the server AP to send an Event age to the remote

client AP.

Servicq parameters

The semantics of the primitive is as fa

BventNotification.request

(

Time,

0O =

)

The opii er indicates the time assigned to the event by the server.

The Application_
EventNotification A-PDU is to be sent outside of an established AA. In this case, it con
protocol specific parameters required to identify the source and destination APs.

Addresses parameter is optional. It is present only thn the
ins all

The { COSEM_Class_ld, COSEM_Object_Instance_Id, COSEM_Object_Attribute_Id } triplet
identifies non-ambiguously one and only one attribute of a COSEM interface object instance.
The Attribute_Value parameter carries the value of this attribute. More information about the
notified event may be obtained by interrogating this COSEM interface object.

When the EventNotification.request service invocation does not contain the optional
Application_Addresses parameter, it shall be sent from the address of the server management
logical device — the default sender application — to the client management AP — the default
destination application. Both APs are always present and in any protocol profile, they are
bound to known, pre-defined addresses.


https://iecnorm.com/api/?name=1648fdfe830379e83e29c749ca6d1dca

- 54 - 62056-53 © IEC:2006(E)

Use

This service is used by the server AP. Upon the reception of the EventNotification.request
service invocation, the COSEM server application layer shall build the EVENT-
NOTIFICATION-Request APDU.

6.6.3.3 Services provided with Short name references
6.6.3.3.1 ReadRequest
The service is described in Annex A of IEC 61334-4-41.

The pafa ) 13 f [ ZC| rovides

Parameterized access is introduced by adding the following
IEC 61B34-4-41, p. 221):

bmpare

VariableAccessSpecification:= CHOICE

parameterized access
variable_name
selector
parameter

ariable.
6-62.

The me
It is defi

6.6.3.3

The se

6.6.3.3

The sefi

The pa ~ rovides
the WriteRequest vice with the capability to transport additional parameters, as depgcribed
above (6:6:3.3.1).

6.6.3.3.4 WriteResponse

The service is described in Annex A of IEC 61334-4-41.
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6.6.3.3.5
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UnconfirmedWriteRequest

The service is described in Annex A of IEC 61334-4-41.

6.6.3.3.6

InformationReportRequest

The service is described in Annex A of IEC 61334-4-41.

6.7 Summary of COSEM application layer services and service parameters
6.7.1 COSEM application layer services summary
Table 2 summarizes the COSEM application layer services on the client And the server side,
and for[data communication services, in case of using LN and SN referefiqin
Table 2 — Application layer services — summar
Client side \ “el\@r ;k@)
ACSE $ervices COSEM-OPEN.request OSEM-QP, indication
Application COSEM-OPEN.confirm se
associdtion o
establidhment / COSEM-RELEASE.request 7308 .indication
release|/ abort COSEM-RELEASE.confirm C@M- ELEASE.response
COSEM-ABORT.in@ C ORT.indication
xDLMS|Services GET.request ET.ipdication
(LN referencing) GET.confirm GET.response
SET.reguest s SET.indication
SET.response
ACTION.indication
ACTION.response
Q EventNotification.request
xDLMS|Services Read.indication
(SN referencing) Read.response
“confirmed” | Write.indication
x Write.response
ET.request (Service_class = UnconfirmedWrite.indication
unconfirmed”
ACTION.request (Service_Class = Read.request

coTfirmed withr returm parameters)
ACTION.confirm (with return parameters)

ACTION.request (Service_Class =
“confirmed”, with no return parameters)

ACTION.confirm (with no return
parameters)

ACTION.request (Service_Class =
“unconfirmed”

EventNotification.indication (multiple)

Read.response

Write.request

Write.response

UnconfirmedWrite.indication

InformationReport.request
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Table 3 summarizes the parameters of the COSEM-OPEN service in case of the various
service primitives.

Table 3 — Summary of the service parameters in the COSEM-OPEN service primitives

6.7.3

Client side Server side
.request .confirm .indication .response
Protocol_Connection_Parameters M M(=) M(=) M
Dedicated_Key C - C(=)
Local_or_Remote - M -
Result - M(=) '/\< N O\
Failure_Type - C(=) < \ N
DLMS_Version_Number M M(=) /\MQ\ \ N\
DLMS_Conformance M M(=) N MEDN ANV
Client_Max_Receive_PDU_Size M N \4( \ -
Server_Max_Receive_PDU_Size - /M(=) \ M
ACSE_Protocol_Version M R (M( ) M(\-)\/ M
Application_Context_Name M A \\/M/ ( \yl M
Application_lds_and_Titles \\ \U(= - )\{J(=) u
Security_Mechanism_Name \U =) U(=) U
Calling_Authentication_Value ( P\ - C(=)
Responding_Authentication_Va - CM - C
Authentioafiog Vajue| \ NANT
Implementatlon_lnrf\orr%aQon\[ \l{ VU(=) u(=)
User Informationl \ L - ]
Service_CJafes\ 3 > M) - M(=)

(the presence of this parameter

is conditional

depends on

(=) icates that the parameter is the same as the corresponding request ( for

the.indication ) or.response ( for the.confirm ) primitive.

COSEM-RELEASE and COSEM-ABORT service parameters

Table 4 and Table 5 summarize the parameters of the COSEM-RELEASE - and COSEM-
ABORT services in case of the various service primitives.
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Table 4 — Summary of the service parameters
in the COSEM-RELEASE service primitives

e data
of the

ives

Client side Server side
.request .confirm .indication .response
Result - M - M
Failure_Type - C - -
User_Information U(=) U(=)
Use_RLRQ_RE - U
Table 5 — Summary of the service parameters
in the COSEM-ABORT service primltlves Q\
Client side \sé\\\sude
.request .confirm \‘{spo\ps
Diagnostics - \ :
6.7.4 Parameters of the Client/Server type data’communjcation s\vié:s with LN
referencing
Table 6§, Table 7 and Table 8 su Client/Server tyqg
communication services (GET, SET, th LN/referencing, in case
various service primitives.
Table 6 — Summary of the service ar@e\ers i & COSEM GET service primitj
Clientside Server side
[\/\ .Nes .confirm .indication .response
Ifhvoke_Id /\ } 2 W M(=) M(=) M(=)
Hriority R > M M(=) M(=) M(=)
Jervice_ Clas = \ M - M(=) -
Fequestyi'\pé\ \ M - M(=) -
Response_Ty M(=) - M
((SE;E)\QE@_\D; iptor > M - M(=) -
CogEEiass e, M - M(=) -
COSEMjec » Instance_Id M - M(=) -
COSEM_Object_Attribute_lId M - M(=) -
Access_sSelection_Parameters U - U(=) -
Result - M(=) -
Block_Number C C(=) C(=) c
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Table 7 — Summary of the service parameters in the COSEM SET service primitives

itives

Client side Server side
.request .confirm .indication .response
Invoke_Id M M(=) M(=) M(=)
Priority M M(=) M(=) M(=)
Service_Class M - M(=) -
Request_Type M - M(=) -
Response_Type - M(=) - M
GOSEMAttribute—Descriptor ot - H=y—> -
COSEM_Class_lId M - M(=)/\\
COSEM_Object_Instance_Id M - W\ -
COSEM_Object_Attribute_Id M - b&@\ >
Access_Selection_Parameters U - < \U(=\ \ >
Qata M - Y \ AN -
Result - )/r(—-~)\ \ C
Hlock_Number c (=) > c
Table [8 — Summary of the service éo%w;x}nw service prim
Server side
.r?q.Kest .confirm .indication .response
Ihvoke_Id \M \ M) M(=) M(=)
Rriority R \ \( M M(=) M(=) M(=)
Yervice_Class M~ - M(=) -
Fequest_Tyyé\ x > @ - M(=) -
Response_T \/\ \ - M(=) - M
GOSEM_Methotescrigton{ ) '\ M - M(=) -
COSEM lasb, | N M - M(=) -
coéEnA\@Qe\ct\ns}«\ceﬁy M - M(=) -
EQ/I QQL\ Mk{hod\(d M - M(=) -
MWW \{\K;}neters M - M(=) -
Result N - M(=) - M
Response_Paranfeters - U(=) - U
Boek—Number & &=y &=y e

6.7.5

EventNotification service parameters

Table 9 summarizes the parameters of the EventNotification service primitives in case of the
various service primitives.
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Table 9 — Summary of the service parameters in the
COSEM EventNotification service primitives

Client side Server side
.indication .request
Time U(=) u
Application_Addresses U(=) U
COSEM_Attribute_Descriptor M(=) M
COSEM_Class_Id M(=) M
COSEM_Object_Instance_ld M(=) M
COSEM_Object_Attribute_Id M(=) l\((
Attribute_Value M(=) A(b\ 0~

7 CQSEM application layer protocol specification

The CQSEM application layer is based on the extend A — and
on the[connection-oriented ACSE service elements. ayer is
based pn the DLMS and ACSE protocols, as i and in
ISO/IEC 8650-1 respectively.

Both the xDLMS and the application con 3 ia ment.

The CDSEM application rotocol
machines for both the syntax
(ASN.1|) for the representation’c S. B and at
the sefver side, for exe as its
peer.inflication APDU, n layer
entities| and is gi

71

Figure
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Trigger_EventReport_sending.req
/EventReport.ind

INACTIVE

OPEN.req /RELEASE.cnf

JOPEN.cnf(NOK),
/ABORT.ind

/ABORT.ind

ASSOCIATION
RELEASE
PENDING

ASSOCIATION

FCINDTING

/ABORT.ind

JOPEN.cnf(OK)

ASSOCIATED

IEC 2085/06

NOTE

- servi ”: the invocation of these servides is the

origin

— servige primitives with an * ”: the invocation of these service$ is done

on the state transition path.

Definiti

e INA i ey theclient CF (and the application layer) has no activity at all: it
ides i i or;

e CF of the client application layer protocol entity when there
'ng released or currently established®. Nevertheless, sone data
exdha Y client and server, if the physical channel is already establighed, is

ranS|t|ons between the INACTIVE and IDLE states are controlled outside of the
protocok oh layer
including it, makes the state transmon from INACTIVE to IDLE state by being mstantlated and
bound on the top of the supporting protocol layer. The opposite transition may happen by
deleting the given instance of the CF (application layer).

e ASSOCIATION PENDING - the CF of the application layer entity enters this state when
the COSEM client AP invokes the COSEM-OPEN.request (OPEN.req) service primitive.
The CF may exit from this state either by sending a COSEM-OPEN.confirmation
(/OPEN.cnf) service primitive or, in the case of physical disconnection, by sending a
COSEM-ABORT.indication (/ABORT.indication) service primitive to the AP. Depending on
the result of the association request, the client CF shall return to IDLE state (NOK), or
shall enter the ASSOCIATED state;

9 Note, that it is the state machine for the application layer: lower layer connections, including the physical
connection, are not taken into account. On the other hand, physical connection establishment is done outside
the protocol.
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7.2

Figure 17 shows the state machine for the server side control f

ASSOCIATED - the CF shall enter this state when the AA has been successfully
established. Data communication services — GET, SET, ACTION — are provided only in
this state. The client CF shall remain in this state until the AP explicitly requires the
release of the association by invoking the COSEM-RELEASE.request service primitive
(RELEASE.req), or a COSEM-ABORT.indication service is invoked;

ASSOCIATION RELEASE PENDING - the CF of the application layer entity enters this
state when the COSEM client AP invokes the COSEM-RELEASE.request service primitive
(RELEASE.req), requesting the release of the established AA. The CF shall remain in this
state, waiting for the response to this request. As the server is not allowed to refuse a
release request, after exiting this state, the CF shall always enter the IDLE state. The exit
from this state can be originated either by the reception of a COSEM-RELEASE.response
from_the remote server, the local generation of the COSEM-RELEASE.confirm or by the
invgcation of a COSEM-ABORT .indication service primitive.

$tate definitions for the server side control function

ASSOCIATION
RELEASE
PENDING

/RELEASE.ind

/READ.ind READ .res
/WRITE.ind WRITE .res
/UNCONFIRMED WRITE.ind

GET.res
SET.res
.ind  ACTION.res

IEC 2086/06

Partial state machine for the server side control function

Definitions of the states are as Tollows:

INACTIVE - in this state, the server CF (and the application layer) has no activity at all: it
neither provides services to the AP nor uses services of the supporting protocol layer;

IDLE - this is the state of the CF of the server application layer entity when there is no AA
created, being released or currently established. Nevertheless, some data exchange
between the client and server, if the physical channel is already established, is possible in
this state;

ASSOCIATION PENDING — upon the reception of a COSEM-OPEN.request message from
a remote client, the CF of the server application layer protocol entity shall exit the IDLE
state. It shall indicate the reception of this message to the server AP via the COSEM-
OPEN.indication service primitive (/OPEN.indication) and shall enter into ASSOCIATION
PENDING state. In this state, the Server CF is waiting for the response from the AP. If the
response is positive — meaning that the AP accepted the proposed association — the CF
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shall enter the ASSOCIATED state. If the response is negative — or if a physical
disconnection is detected — the CF shall return to the IDLE state;

ASSOCIATED - the server CF shall enter this state when the AA has been successfully
established. Data communication services — GET, SET, ACTION or READ, WRITE and
UNCONFIRMED WRITE, depending on the established application context — are provided
only in this state. The server CF shall remain in this state until the remote client explicitly
requires the release of the AA by invoking the COSEM-RELEASE.request service
(/RELEASE.ind), or a COSEM-ABORT.indication service is invoked;

ASSOCIATION RELEASE PENDING — upon the reception of a COSEM-RELEASE.request
service primitive from the remote client AP, the CF of the application layer protocol entity
shall |nd|cate it to the AP (/RELEASE |nd|cat|on) and shaII enter into th|s state. The CF

shatremeininthis—state wattire-for-theresponse - erver is
not leaving
the iginated
als¢ by the invocation of a COSEM-ABORT |nd|cat|on service pr

7.3

7.3.1

Applicati the

Association.request/.indication./.response/.confirmation i ACSE,

ISO/IEC inte eT 7 \ AA are

the intq

e acli

e ase¢

The clig¢ 1 ASO.

Upon t all first

examine whether the ¢ uested

AA or not. In this case

Figure [18 gives th: 6

e the

o the of the
reqi

10

In order to be able to provide multicast and broadcast services, in COSEM an AA can also be established
between a client and a group of server application processes.
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Client . . Client Server Server

. L Client Client . ; Server Server o
Client Application S L supporting supporting o L Application Server
- Application || Application Application || Application L
Application Layer - Protocol Protocol Layer - Application
Process Control Layer- Layer- Layer Layer Layer- Layer- Control Process

Function ACSE XDLMS (XX) (XX) xDLMS ACSE Function

| | | | | | |
Physical connection is established (outside the protocol)

I I
Client Application Layer Server Application

Control Function is in Layer Control Function
IDLE State is in IDLE State

CQSEM-OPEN.req
»

Client Application Layer Control Establishing
Function is in ASSOCIATION the Supporting

PENDING State XX-CONNECT req Layer.
» . | connection

Establishing T XX-CONNECT jfd

Lower Layer XX-CON Nzéﬂes ~

connection/s, <
XX-CONNECT.cnf -

The Supporting Layer connection is established \ \

xDLMs}initiate.req | | \)
71
Build an xDLMS- \
Initiate.req PDU
XDLMS-Initiate.req PDU /—\ >

72

A-A4SOCIATE.re

\ \ Build an AARQ APDU \ \

LARQPAY | s DATA reqliest(AARQ).
T /N XXADATA.indicgtionAARQ) -
\ ) _AARQ APDU
Y
k I Extract A-
ASSOCIATE.ind
parameters
A-ASSOCIATE.ind
| XDLMS-Initipte.ind PDU
Extract xDLMS-
Initiate.ind
parameters xDLMS-Initiate.ind| COSEM-
»| OPEN.ind
Server Application Layer Contfol
Function is in ASSOCIATION
PENDING state
P XDLMS-Inifate.res EOSEM-OPEN. res
Build xDLMS-
Initiate.res PDU
XxDLMS-Initiate.
Build AARE APDU
AARE APDU |
Server Application Layer Contfol
Function is in ASSOCIATED
state
_XX-DATA.ind(AARE)
XX-DATAreq(AARE) ="
AARE APDU;
[ [Set Application Context] |
A-ASSOCIA[TE.cnf
XDLMS-Initiate{res PDU
Set DLMS Context

P xDLMS—Iq}itiate.cnf

Client Application Layer Control
Function is in ASSOCIATED state
I I I

C(q SEM-OPEN.cnf!IOK)

The requested Application Association is successfully established

IEC 2087/06

Figure 18 — MSC for successful application association establishment
preceded by a successful lower layer connection establishment
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Once the required lower layer connections are established, the client CF shall assemble an
AARQ APDU with the help of the two application service elements (ACSE and xDLMS) of the
client application layer. This AARQ APDU shall be the first message sent to the server
application layer.

The CF of the server application layer shall first give the received AARQ APDU to the ACSE,
which shall extract the ACSE related parameters, then give back the control to the CF. The
CF shall send the contents of the user-information field of the AARQ APDU to the xDLMS-
ASE, as a xDLMS-Initiate.indication DLMS PDU.

The xDLMS-ASE shall retrieve the parameters of the xDLMS-Initiate.indication. It shall then
give back the control to the CF, which shall invoke the COSEM-OPEN.indication service
primitiv the . COSEM
server ATION
PENDI

The ss decide

whether i

Followi server AP shall
invoke i indica S or non-acceptance of
the pro A griate AARE APDU to

the ren sted AA
is non-¢ is able
to rece hfirmed
service , and the
server

At the ¢ he help
of the OSEM-

OPEN.¢
‘ASSOC
applicati

the client application layer shall enter the
the AA is established within the nedotiated

7.3.2 i 2 appfication associations

o€d to be established using the COSEM-OPEN service. It|fcan be
has already been done (it does not matter how). Consequently,
e considered existing from the moment the lower layers are|able to
an the client and the server.

pre- est
deliver[APDUsYk

This standdrd does not specify the way of establishing these associations.

7.3.2.2 Establishment of non-confirmed application associations

Invoking the COSEM-OPEN.request service with Service_class == Unconfirmed shall result in
the establishment of a non-confirmed AA. In this case, the AARQ APDU shall be sent with
the response-allowed field of the included xDLMS-Initiate.Request PDU set to FALSE -
meaning, that no AARE is expected.

11 Some service parameters of this COSEM-OPEN.indication primitive (address information, User_Information) do
not come from the AARQ APDU, but from the supporting layer frame carrying the AARQ APDU. The
Service_Class parameter of the COSEM-OPEN service is linked to the response-allowed field of the xDLMS-Initiate.request
APDU.

12 The application service elements only extract the parameters, like the application context, authentication
related parameters, etc. The interpretation of these parameters and the decision whether the association can
be accepted or not, is the job of the COSEM server application process.
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Once a non-confirmed AA is established, the client COSEM application layer shall accept only
non-confirmed xDLMS service requests (GET, SET, ACTION) within this AA. The main
purpose of having this type of AA is to allow multi-casting and broadcasting.

A non-confirmed COSEM-OPEN.request is always locally confirmed.

7.3.3 The AARQ and AARE APDUs

The standard connection-oriented ACSE provides several functional units in order to
negotiate ACSE user requirements during association establishment. In COSEM, only two of
them are used: the kernel and the authentication functional units.

The kgrnel functional unit is always available — it is the default fdnctiogal mnjt. The
authentication functional unit is present only when it is explicitly reque 13, The\selettion of
the authentication functional unit supports additional fields on the AAR DUs.

The AARQ and AARE APDUs specifications are as follows:

AARQ-gpdu::= [APPLICATION 0] IMPLICIT SEQUENCE
{
protocol-version [0] IMPLICIT BIT STRIN
application-context-name [1] Application-contgxt-name
called-AP-title [2] AP-title OPTIO AL
called-AE-qualifier
called-AP-invocation-id
called-AE-invocation-id
calling-AP-title
calling-AE-qualifier
calling-AP-invocation-id
calling-AE-invocation-id

—  The following field shall not be prsent orly the used.
— sender-acse-requi R ¥ ACSE-requirements OPTIONAL,
-- The following field $ if the th ntigation functional unit is selected.

mechanism-name

|mplement i
user-inforr
}

{version1

and
AARE-apd 11 IMPLICIT SEQUENCE
{
[0] IMPLICIT BIT STRING {version1 (0) } DEFAULT
{version1},

application-context-name [1] Application-context-name,
result [2] Association-result,
resllt-source-diagnostic [3] Associate-source-diagnostic,
responding-AP-title [4] AP-title OPTIONAL,
responding-AE-qualifier [5] AE-qualifier OPTIONAL,
responding-AP-invocation-id [6] AP-invocation-identifier OPTIONAL,
responding-AE-invocation-id [7] AE-invocation-identifier OPTIONAL,

-- The following field shall not be present if only the kernel is used.
responder-acse-requirements [8] IMPLICIT ACSE-requirements OPTIONAL,

-- The following field shall only be present if the authentication functional unit is selected.
mechanism-name [9] IMPLICIT mechanism-name OPTIONAL,

-- The following field shall only be present if the authentication functional unit is selected.
responding-authentication-value [10] EXPLICIT authentication-value OPTIONAL,
implementation-information [29] IMPLICIT implementation-data OPTIONAL,
user-information [30] IMPLICIT association-information OPTIONAL

}

13 The presence of this functional unit — and the optional fields corresponding to the usage of this functional unit —
depend on the authentication security level.
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The values of the AARQ and AARE fields in COSEM are the following:
e protocol-version: the ACSE protocol-version. The default value is used;

e application-context-name: the appropriate COSEM application-context-name is used.
Application-context-names for the default COSEM application contexts are specified in
7.3.7.1;

o OPTIONAL called, calling and responding titles, qualifiers and identifiers: These optional
fields carry the contents of the optional Application_Ids_and Titles parameter of the
COSEM_OPEN service. The usage of these fields is as it is specified in the ACSE
standard ISO/IEC 8649;

If these fields are present in the AARQ, but the server is not able to recognize them, then

it may ignore them. In this case, these parameters shall not influenice ciation
establishment and the AARE shall not contain any of these fields. O d, if the
seryer recognizes these parameters, it shall take into accou these
pargmeters to establish the AA, and these fields shall be presen

e sernder and responder acse requirements: when pres of BIT
STRING { authentication (0) };

e meg anism.
CO
NOTE ient, i.e.
the 3 ism name
defir] bd by the
client.

e calling and ific to
imp

e implementation-information: i i eement
between the communjcating

e usdr-information: an -
optlonally encrypted and a
xDUMS-InitiateNesp of an
AARE APD

e resplt: thi ‘

e res of the
reje B650-1.
Wh source-
dia

Both th R AARE APDUs encoded in BER (ISO/IEC 8825). On the othef hand,

the usgr-information field of these APDUs, carrying the xDLMS-Initiate.request/.respophse (or

ConfirmedServiceError) DLMS PDU-s shall be encoded in A-XDR, see IEC 61334-6 Expmples

for AARQ/AARE APDU encoding are given in Annex C.

7.3.4 Managing the parameters for application association establishment

According to the protocol described above, an AA establishment is proposed by the client,
and accepted or not accepted by the server. The conditions under which the server accepts or
rejects the establishment of an AA are defined in the following subclauses.

There are two contexts negotiated via the COSEM-OPEN service: the COSEM application
context and the xXDLMS context. The elements of the COSEM application context are carried
by the fields of the AARQ APDU. The xDLMS context is defined by the parameters of the
xDLMS-Initiate.request/.response PDUs, carried by the user-information field of the
AARQ/AARE. See also Annex A.
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Upon the receipt of the AARQ APDU, the server shall first check the COSEM application
context. If the proposed application context is not acceptable, the proposed AA shall be refused.
(e.g. application context name is different, the authentication mechanism name and
authentication value are expected but not provided, the authentication value is not correct, etc.).

The parsing order of the AARQ and AARE shall be the following:

a) lower layer parameters;

NOTE These parameters are not carried by the AARQ/AARE, but they are provided by the supporting layer.

AARQ syntax;

)
)

d) app
)

the par

f) response-allowed:

If th

shall send back an AARE. Otherwise

The

g) pro
h) pro

authentication related fields:

posed-dIms-versio
posed-conform

ACSE protocol version;

lication context name;

resent:

fication

barsing

server
spond.

i) cliept-max-receive{pdu

If the propose' i 3 acceptable for the server, it shall refyse the
proposed AA withVtpre xes at the COSEM application context level, and if the
value ¢f the response-alow éter is TRUE, it shall send back an AARE [APDU,
containfing diagnostios | abdut reasons for the failure. The application-context-name
field in avthensame as in the AARQ. Optionally, the value of the application
context-name-field ay be different from the value in the AARQ. In this way, the
server ! ate\(one”of) the application context(s) it supports. The user-information
field of|the res RONSE AARE APDU shall contain the xXDLMS context supported by the [server:
the supgported DEMS\ vergion number, the supported conformance block and the servgr-max-
receiverpdu-Size

If both lthe prnpnend npplir‘nfinn context and the xDLMS context are nr\r‘npfnhln, thel server

shall establish the proposed AA. If the value of the response-allowed parameter is TRUE, the
server shall send back an AARE APDU, containing the indication of the success and a
correctly constructed xDLMS-Initiate.response PDU in the user-information field. This shall
carry the parameters of the negotiated xDLMS context. The value of the negotiated-
conformance field of this PDU shall always be the negotiated conformance block: a bit per bit
AND of the received conformance block and the server’s own conformance block. See 8.5.

If the xDLMS context proposed by the client cannot be accepted, the server shall refuse the
proposed association. In this case — application context fits, but xDLMS context does not fit
(e.g. the value of the negotiated conformance block is zero) — the server shall send back an
AARE APDU'4, with “no-reason-given” as diagnostics information. The user-information field

14 Only if the proposed AA is confirmed.
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of this AARE shall contain a correctly constructed DLMS-ConfirmedServiceError message,
indicating the reason for the failure.

7.3.5 Repeated COSEM-OPEN.request service invocations

The reception of a COSEM-OPEN.request service invocation referencing to an already
existing AA will be locally and negatively confirmed by the Client application layer, and has no
effect on the already established AA.

If, nevertheless, a server application layer receives an AARQ APDU referencing to an already
existing AA, it will simply discard this AARQ, or, if it is implemented, it may also respond with
the optional EXCEPTION-Response APDU.

7.3.6 Releasing an application association
7.3.6.1 Overview

hat it is
raceful

An exis
the prdg
releasd

lson for
bn of a

Non-gr
such a
physica

7.3.6.2

Graceflll release of an AA is alway OSEM-

RELEASE.request service

Accord|ng to the proto ) 2 OSEM-
RELEASE.request, the C y of the
ACSE, jwhich re S i raceful
releasq of the A

The C
RELEA
with th

OSEM-
bleased

ayer is
OSEM application layer, or where the supporting Igyer is
connectionless;xeleaging AA-s using the ACSE A-RELEASE services is the only possible
way, thlus/it\is mandsatory. See also Clause B.3.

Using the A-RELEASE services is also the only possibility to remotely release non-confirmed
AA-s.

NOTE If the ACSE A_RELEASE services are not supported, then non-confirmed AA-s can be locally released on
the client side. On the server side, they can be released by using a time out or by any other suitable mechanisms.

An example for releasing AAs using the ACSE A-RELEASE services is shown in Figure 19.
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/ In this case, a simpler mechanism is
by disconnecting the corresponding lower

gisconnecting the supporting layer shall relgase all

Qf a confirmed AA graceful releasing by disconnecting the

-RELEASE.request service with no Use RLRQ_RE oar with

.fequest

is’request shall initiate the disconnection of the lower protocol laygers. As
of the reqwred message exchanges at the lower protocol layer level, the d|sconnect

lication
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. Client Client Server Server
Client application supportin, supportin application Server
application pp pp 9 pp 9 pp application
r0CESS layer protocol layer protocol layer layer 00ESS
P control function (XX) (XX) control function p
Client and server application layers are in ASSOCIATED state, lower layer connection(s) are established
COSEM-
RELEASE.req
Client application layer CF
is in ASSOCIATION
RELEASE PENDING state
XX-DISCONNECT.req| .
» _»XX-DISCONNECT.lnd (
Server appl Ation la
isin CIATION
RELEASE ING
OSEM-REREASE,|
XX-DISC NNEC CGSEM\RELE/},SE reg
RE?_gigll\EA_ " XX-DISCONNECT.cnff® ————————— ation Ia rCF
|t -cn s in state
Client supporting Se er support
layer connection is r connection |
DISCONNECTED D SCO NECTED
Client application layer CF
is in IDLE state
[

The application association |s>§ase\\aye\nnectl

re disconnected

The se
releasi
RELEA|

The C(Q
RELEAIS

ccept the required disconnection and shall invoke the C

application layer shall enter the ‘IDLE’ state5:

e with the appropriate parameters.

2 COSEM-RELEASE.response service invocation, the server app|
e XX-DISCONNECT.response service of the supporting protoc

IEC 2089/06

OSEM-

OSEM-

lication
| layer

server

Invocation of the XX-DISCONNECT.response service primitive causes the server supporting
layer(s) to disconnect the related connection(s) and to inform about it the peer supporting
layer(s). The reception of this information shall be indicated to the client application layer by
the XX-DISCONNECT.confirm primitive, which is relayed to the client AP by the client
application layer via the COSEM-RELEASE.confirm service primitive. The invocation of this

primitive means that the association has been successfully released.

15 The release of the existing application association may require internal communication among the application
service elements (ACSE, xDLMS-ASE) and the Control function inside the server application layer. These
interactions are not shown in the figures.
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7.3.6.3 Non-graceful release of an application association

Various events may result in non-graceful release of an AA: detection of the disconnection of
any lower layer connection (including the physical connection), detecting a local error, etc.

Non-graceful release — abort — of an AA is indicated to the COSEM AP with the help of the
COSEM-ABORT.indication service. The Diagnostics parameter of this service indicates the
reason for the non-graceful AA release.

Figure 21 shows the message sequence chart for aborting the AA, due to the detection of a
physical disconnection.

Client Client Server
Clien application supporting Client Server supporting [A[\a pI|cat|on rver
applicafjon layer protocol physical Channel physical protocol appication
procegs control layer layer layer lay coqptro \Qacess
function (XX) (XX) funcign
Client and server application layers are in ASSOCIATED state, lower layer C(ﬁnectwe &ab@@d >
0\
Physical
connection
breaks )
XX- -
CONNECT
cosem. |DISCONNECT | P& \ ind COSEM/
ABORT.ind_|« - < f\ /\ X » ABORT.infd
e Lowergé)to | lay! co\ﬁnecpén (’ ab‘((rte)i ‘\/ N

Q

Client Server o
layer CF is in IDLE layer CF is in IDLE
state state
N\

Nappllcatlon associati |s\w gra}%my\yéeased
{1

[ [ 1NN [ [ [
[ ] ] [ [ ] [ ] [ ] ]
IEC 2090/06

selective: if it happens, all the existing association(s)

Within fan O eht, many different types of network objects must be identified with
globally unambiguousy names. These network objects include abstract syntaxes, fransfer
syntaxg¢s,, application contexts, authentication mechanism names, etc. Names forl these
objects| invmost cases are assigned by the committee developing the particular basic 1SO
standard or by implementers’ workshops, and should be registered. For the COSEM
environment, these objects are assigned by the DLMS User Association, and are specified in
this standard.

The decision no. 1999.01846 of OFCOM, Switzerland, attributes the following prefix for object
identifiers specified by the DLMS User Association.

{ joint-iso-ccitt(2) country(16) country-name(756) identified-organisation(5) DLMS-UA(8) } |

For COSEM, object identifiers are specified for naming the following items:

e COSEM application context names (for LN and SN references, without or with cyphering);
e COSEM authentication mechanism names.


https://iecnorm.com/api/?name=1648fdfe830379e83e29c749ca6d1dca

-72 - 62056-53 © IEC:2006(E)

7.3.71 The COSEM application context

In order to effectively exchange information within an AA, the pair of AE-invocations shall be
mutually aware of, and follow a common set of rules that govern the exchange. This common
set of rules is called the application context of the AA.

The application context that applies to an AA is determined during its establishment16. The
following methods may be used:

e identifying a pre-existing application context definition;

e transferring an actual description of the application context.

In the ICOSEM environment, it is intended that an application context fre- nd it is

referenced by its name during the establishment of an AA.

The application context name is specified as OBJECT IDENTIFNER\ASN.
identifi¢s the application context name by the following object i%e’mifi\v Juex

POSEM

COSEMN_Application_Context_Name:: = N

joint-is@-ccitt(2) country(16) country-name(756) |dent|f anisation(g) S-UA(8)
applicafion context(1) context_id(x)}

where lhe value of the context_id parameter seletct Ezl\,prrS t|n pplication context.

There are four application context names specified:

o

context(1) context_id(1)}

COSEM_Application_Context_Name-Logical_Name_ w no_ciphering::=
{joint-isp-ccitt(2) country(16)<b{try- e 56 ifie nisation(5) DLMS-UA(8) applicat|on-

COSEM_Application_Co

{joint-isp-ccitt(2) comntry
context(1) context _id(2)}

ef encing_no_ciphering::=

nt|f|ed-organ|sat|on(5) DLMS-UA(8) applicatjon-

COSEM_Application_ \l‘sql/}lame _with_ciphering::=
{joint-isp-ccitt(2) c un 6) -name(756) identified-organisation(5) DLMS-UA(8) applicat|on-
context(1) con;& I (3)

COSEM_Appl atlon n xtw Short_Name_Referencing_with_ciphering::=

{joint-is (16) ountry-name(756) identified-organisation(5) DLMS-UA(8) applicat|on-
context

The mganing WOSEM application contexts is:

e thefenare two ASEs present within the application-entity invocation, the ACSE and the
xDLMS-ASE;

e the xDLSM-ASE is as it is specified in 61134-4-4117;
e the transfer syntax is A-XDR;

e context_id(1): logical name referencing, no ciphering used;
e context_id(2): short name referencing, no ciphering used;
e context_id(3): logical name referencing, ciphering used;

e context_id(4): short name referencing, ciphering used.
NOTE Ciphering algorithms are not defined in this standard.

16 An AA has only one application context. However, the set of rules that make up the application context of an
AA may contain rules for alteration of that set of rules during the lifetime of the AA.

17 With the COSEM extensions to DLMS, see Annex A.
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In order to successfully establish an AA, the AARQ and AARE APDUs should carry one of the
“valid” values in their application-context-name fields. However, when the server does not
accept the proposed application context, the application-context-name field in the AARE
response may optionally be different from the application-context-name received in the AARQ.
The server may indicate in this way to the client one of the application-context-names
supported by the server.

7.3.7.2 COSEM authentication mechanism names

Authentication is one of the security aspects addressed by the COSEM specification. In order
to provide different levels of security for authentication support, COSEM specifies three levels
of authentication securities:

e no guthentication (lowest level) security;

e low|level, password based authentication security (LLS) identifying

e high level, four-pass authentication security (HLS) identifying\bot fhd the

seryer.

COSENM uses the authentication feature of the connectiop“orien A a igh level
authentication, also the methods of the Association L ject | S and
HLS authentication is described in IEC 62056-62. Tg iden' hanism
used, the following object identifiers for authentlcan g are specified

COSEMN_Authentication_Mechanism

{joint-igo-ccitt(2) country(16) country-n
authentication_mechanism_name(2) m

|de |f|eg\@_@);ion (5) DLMS-UA(8
nis x)

The value of the mechamsm |d param ter cts ne the specified security mechanisms.
There are five authenhca na spe

defaultfCOSEM-lowest- i - ame18
{joint-ido- CC|tt(2) ) identified-organization(5) DLMS-UA(
authentication_| _ megharism_id(0)}

Mmm -name::

ame(756) identified-organization(5) DLMS-UA(8

default COSEM lo

{joint-ido- CC|tt 2)

authenti nare(2) mechanism_id(1)}

default rity-mechanism-name

{joint-is i (18) country-name(756) identified-organization(5) DLMS-UA(8
authenticati echanism_name(2) mechanism_id(2)}

NOTE me for high-level security starts from 2 and it is registered by the DLMS UA.
Mechani$m\dd(2) is manufacturer specific.

default-COSEM-high-level-security-mechanism-name_using_MD5::=

{joint-iso-ccitt(2) country(16) country-name(756) identified-organization(5) DLMS-UA(8)
authentication_mechanism_name(2) mechanism_id(3)}

default-COSEM-high-level-security-mechanism-name_using SHA-1::=

{joint-iso-ccitt(2) country(16) country-name(756) identified-organization(5) DLMS-UA(8)
authentication_mechanism_name(2) mechanism_id(4)}

The mechanism name element of the AARQ/AARE APDU is present only, when authentication
is used. See 7.3.3.

18 This mechanism is used for the mandatory AA between a public client and the management logical device in
a physical metering device.
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7.4 Protocol for data communications

All data communication services are client/server services, except the EventNotification
services. Data communication is always initiated by the client by invocation of
GET/SET/ACTION.request services. Upon invocation of any of these services, the client
application layer protocol machine builds the corresponding APDU and sends it to the peer
server application layer.

Data communication service requests can be invoked in a confirmed or an unconfirmed
manner. When a service is invoked in a confirmed manner, the server shall respond to the
request, otherwise no application level confirmation is expected. See 7.4.1.1.

ally~addregsed or

Unconffrmed services might be invoked in two different ways: indivi
broadcgst (multicast). See 7.4.1.2.

Event
olicited

There [is a fourth, non-client/server data communications servig
Notificgtion service. By requesting this service, the server AP i
notification of the occurrence of an event to the remote client.

7.41 Protocol for the xDLMS services using LN refe
7411 Protocol for confirmed services

For corffirmed data communication seryic

e GE
e SE]
e AC
GET an gf COSEM interface object instancg¢s. The

ACTION service is refere g M interface object instance (e.g. capture a
pre-defined set of.data Jefinition ok attributes and methods of COSEM interface dlasses,
see IEC 62056-

The C(
within &

equest primitive of these services in a confirmed manner

The C(
check
etc.). I
object.
appropfi

e receipt of a data communication service indication, shall
g can be provided or not (validity, client access rights, availability,
it locally applies the required service on the corresponding ‘real’
is required, the COSEM server AP shall generaje the

Figure 22—showsa comptete message sequence chart for a confirmed—GET Tequestservice
invocation in case of success.
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Client Client Client Server Server Server
application application supporting supporting application application
o layer protocol layer protocol layer layer r00ESS
p control function (XX) (XX) control function P

l

Client and server application layers are in ASSOCIATED state, lower layer connection(s) are established

GET.req(NORMAL)

1

XX-DATA.req(APDU) |
Ll

XX-DATA.ind(APDU) |
L

GET.ind(NORMAL) |

GET.res(NORMAL,
Data)

| XX-DATA req(APDU)

<
<

GET.cnf(NORMAL,
Data)

I

XX-DATA.INA(APDU)
-

] [ ] ]
JEC  2091/06
Figure 22 — MSC for a confirmed GET
NOTE The message sequence on the figure above appI feed the
supported maximum size of the APDU. | COSEM
provides|an application layer level protocol ,|which is
transparént for the application layer. See 7.4.1°\8.1.
Figure R3 shows the complete messag n case
of success. %

Cliept )\/Server Server Seyver
applicgtion \—/ supporting application applifation
rocdss protocol layer layer . profess

p (XX) control function
Client an ge{ver\{lca nIaM%\/SOCIATED state, lower layer connection(s) are established
SET.req(NC@A
Data) n\sQATA q(APDU)

—————————— »| XX-DATA.ind(APDU) | SET.ind(NORMAL,

> Data)
SET.res(NORMAL,

| XX-DATA.req(APDU) | SuCcess)
XX-DATA.ind(APDU) |- — — — — — — — — — A
| [ ] ] ] |
IEC 2092/06

Figure 23 — MSC for a confirmed SET service in case of success

In case of failure, the server — instead of a positive acknowledgement, shown on the above
figure — shall send a negative acknowledgement, indicating the reason for the failure, as it is

shown in Figure 24.
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' Client Client Server Server
Client application supportin supportin application Server
application pp pp 9 PP 9 pp application

o layer protocol layer protocol layer layer r00ESS

p control function (XX) (XX) control function P

Client and server application layers are in ASSOCIATED state, lower layer connection(s) are established
SET.req(NORMAL,
Data) »|XX-DATA reg(APDU) |
Ll .
—————————— »| XX-DATA.ind(APDU) | SET.ind(NORMAL,
» Data) R
SET.res(NORMAL,

ERROR CODE)

| XX-DATA req(APDU) [«

SET CNORMAL, | XX-DATA.Ind(APDU) [ — — — — — — — — —
ERROR CODE) |

| I | | N\ (I\l |
\/Ec 2093/06

NOTE y oes not exgeed the
supporte| itl\the SET service,| COSEM
provides

The mpst complex behaviour is as ervice, used for [remote
invoca;rxon of a method of a COS erver. The reason for this
complekity is that the invocation of th a exchange in both client to
server and server to client directions, a > ay be too long to fit into one APPU.

Figure P5 illustrates the sage seguenc

rt il\the’ case, when the required servjce can
be granted by the server and thg/ meth i

vocatio es not return data.

Server Server

Cliept supportin application Sepver
applicgtion PP 9 pp applifation
rocdss protocol layer layer robess

p (XX) control function P

%ﬂ N se\Ker\a%ﬂica\(kQ IM in ASSOCIATED state, lower layer connection(s) are established

lCTION% (NO I \\}
$IXX-DATAVEG(APDUY

—————————— | XX-DATA.ind(APDU)_ACTION.ind (NORMAL
L

ACTION.res (NORMAL
success, no-data)

ACTION./cnf (NO
sUiccess, no-data)

XX-DATA.req(APDU) | ¢

L,
XX-DATA.ind(APDU)
.y

e

| [ | | | | |
IEC 2094/06

Figure 25 — MSC for the ACTION service (simplest case)

NOTE When either the parameters of the ACTION.request or the ACTION.response service do not fit in one
APDU, the protocol defined in 7.4.1.8.4 for transferring long service parameters can be used.

7.4.1.2 Protocol for unconfirmed services

All client/server services may also be invoked in an unconfirmed manner within an established
confirmed or unconfirmed AA. The following service primitives are supported:

e GET (.request/.indication);
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e SET (.request/.indication);
e ACTION (.request/.indication).

The COSEM client may only invoke these.request primitives when an AA has already been
established.

Three different kinds of destination addresses are possible: individual, group or broadcast.
Depending on the destination address type, the receiving station shall handle incoming
messages differently, as follows:

. XX PDUs with an individual address of a COSEM logical device. If they are received
device,

be sent

ressed
gropp of COSEM logical devices;

e XX{PDUs with the broadcast address shall be sent 2 K COSEM |logical
deVices. However, the received message shall be—disca i IS no assgciation
established between a client and the All-station ad

NOTE Unconfirmed AA-s between a client and a group @ i i gstablished with a COSEM-
OPHN.service with service_class = unconfirmed and 4 i i roadcast
address).

7.41.3

This sy HNe ation.request service of the| server

applicati

Events|i sresholds, fraud detection, or simply a gounter

overflow gene
behavipur, the

any operation. Depending on the implemented

As in the client/ i i i i upon a
reques * 5 using
COSEN

In ordé ial, non-
client/s| ification
service| i is not

establig

Upon invocation of the EveniNotification.request service, the COSEM server application layer
shall build an EventNotification.request APDU.

The possibilities to send out this APDU depend on the communication profile and the
connection status of the lower layers. Therefore, the protocol of the EventNotification service
is further discussed in Clause B.2 and Clause B.3.

In any case, in order to notify the client about the detection of an event by the server:

e the server shall use the EventNotification.request service invocation;

o this service invocation shall make the server application layer to build an Event
Notification.request APDU;

19 When short name referencing is used, the service is called InformationReport at the server side.
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this APDU shall be carried by the supporting layer service at the first opportunity to the
client. The service type and the availability of this first opportunity depends on the
communication profile used;.

upon the reception of the EventNotification APDU, the client application layer shall
generate an EventNotification.indication20 service to the COSEM client application;

by default, event notifications are sent from the management logical device (server) to the
management AP (client).

7.41.4 Identifying a service invocation: using Invoke_Id

A complete confirmed data communication service sequence consists of the exchange of

a.requgst and a.response type message (indicated to the peer protocol layer v

the.indication

and.conpfirmation service primitives). In the client/server model, request e client
and regponses are sent by the server. As the client is allowed to send . before
receivimg the.response for the previous one(s), nce in
the.response message to the corresponding.request message. Othehyise i sible to
identify, which.request corresponds to a.response.

The Inyoke_ld parameter identifies a.request and the co alue of
this pdrameter is assigned by the client so that each: primjtive Assued carries a
different Invoke_Id. The server shall copy the Invok v dge into
the corfesponding.response message.

The Inyoke_Id is not present in the fied by
their address parameters.

The EV contain
Invoke | e iS no
need td use Invoke_Id. S

7.4.1.5 Using prio

COSEM defines@ allows
receiving a res : lest is

completed.

Normal

pComing service.requests in the order of their repeption

(FIFS, First { owever, it is possible to request to be served first by|setting

the pripri
before [t
same prion g 9
featuref its sup ort is\indicated by BIT 9 of the xDLMS conformance block.

NOTE If the feature is not supported, requests with HIGH priority shall be served with NORMAL priority.

.reguest to HIGH: a.request with priority HIGH shall be [served
asts with priority NORMAL. The.response primitive shall cdrry the
¥ of the corresponding.request. Managing priority is a negotiable

7.4.1.6 Selective access

GET/SET services typically reference the entire attribute of a COSEM interface object.
However for certain attributes, selective access to just a part of the attribute may be provided.
The part of the attribute is identified by specific selective access parameters.22 These

20

21

22

At the client side, it is always EventNotification.indication, independently of the referencing scheme (logical
name or short name) used at the server side.

As service invocations are identified with an Invoke_ld, services with the same priority can be served in any
order.

Although the specification of these selection parameters is independent of the referencing method used (LN
or SN), the use of these parameters is different for services using logical name (LN) referencing (GET/SET),
and services using short name (SN) referencing (read/write). In this subclause selective access for the case
of LN referencing is discussed. Selective access with SN referencing is called ‘parameterized access’, and is
discussed in 7.4.2.7.
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selective access parameters are defined as part of the attribute specification of the given
COSEM interface class specification, see IEC 62056-62.

The selective access specification always starts with an access selector, followed by an
access-specific access parameter list. In order to encode the selective access parameters, a
'selective-access-descriptor' type has been specified:

Selective-Access-Descriptor::= SEQUENCE

access-selector Unsigned8,
access-parameters Data

Using |this type, the required parameters for selective acceg$ in the

corresgonding LN APDUs as an OPTIONAL field:
access-selection Selective-Access-Descripto

Selecti xDLMS

conformance block.

7.4.1.7

7.41.71

GET/SET services typically reference on [ > interface object. The attribute
referenced is identified by the value of(the et _Attribute_Id parameter.

By conpention, attributes * Q. X here Attribute_1 is the logical name of
the COSEM interface gqbject ersemay add proprietary methods and/or attrijutes to

any object, using nega

_Object_Attribute_Id (Attribute_0)23 has a |special
positive index (public attributes).

The vglue of r
meaninlg: it referencg

A GET|reque __Object_Attribute_Id = 0 requests the value of al| public
attributps o ¢ . The response to this request shall be a sfructure
containjing. the valug ublic attributes (data) in the order of their appearance| in the
given dijectspecifieation\For attributes to which no access right is granted within the given
associgtio i ot be accessed for any other reason, a null_data type NULL value

shall b¢ returned”.

A SET Jrequest service with COSEM_Object_Attribute_Id = 0 requests to set the valug of all
public attributes of the referenced object. The data sent with this request shall be a structure,
containing for each public attribute, in the order of their appearance in the given object
specification, either a value or a null_data type NULL value. The meaning of this NULL value
is that the given attribute need not be set.

The response to this request shall be a structure containing the result for each public attribute
(data-access-result) in the order of their appearance in the given object specification,
indicating the success or failure of the requested SET operation. The response shall be
carried by a SET-Response-With-List — type APDU.

Attribute_0 referencing is a negotiable feature: its support for the GET service is indicated by
BIT 10, and for the SET service by BIT 8 of the xDLMS conformance block.

23 The Attribute_0 feature cannot be applied when short name referencing is used.


https://iecnorm.com/api/?name=1648fdfe830379e83e29c749ca6d1dca

- 80— 62056-53 © IEC:2006(E)

7.4.1.7.2 Attribute reference list

A complete (LN) reference for an attribute includes the following parameters:

class-id Cosem-Class-Id,

instance-id Cosem-Object-Instance-Id,

attribute-id Cosem-Object-Attribute-Id,
access-selection Selective-Access-Descriptor OPTIONAL

A.request service may contain one such reference or a list of such references. Specification
of the APDUs for the different types of.requests is given in 8.6.

7.4.1.8—Fransferringlong-serviceparameters

7.4.1.8{1 Non-transparent and transparent transfer mechanism

APDUs,
can be
change

The sdrvice parameters of data communication services are tré
exchanged between the peer layers, in an encoded form. In som
longer than what the protocol is able to transmit in one piece.
such ‘lgng’ data, two transporting mechanisms are availablg”

a) long data transfer using an application level protocol: : ism ed with
any of the specified services (GET, SET and ACTIO and is
spdcified in the following subclauses;

can be
g data
er side
server

b) long data transfer in a transpare
useld only with lower layer proto
transfer is specified only for the di
supporting protocol layer provide
apglication layer. As these service & supporting protocol layer, handling
these services is not Avithin dard — in other words, no $pecific
apglication layer services and s¢ol are~specified for this purpose. When the supporting
profocol layer supp ‘ Qhg_ data)/transfer, the server side application layer
implementation ma \ i

7.4.1.8 i ang data transfer with the GET service

Long d
service

jice is specified only for the data in the GET.response

S M of service parameters for selective access and/or multiple
attributg N ET.request service shall not exceed the maximum allowed|size of

quest’ services shall be of type NORMAL or WITH-LIST. Upon reception of a
GET.request, the server AP shall assemble the requested data. If the data fit into one|APDU,
the server AP shall invoke the GET.response service with NORMAL or WITH-LIST type, with
the value(s) of the required attribute(s) as the result parameter.

If the data do not fit into one APDU and block transfer is supported (bit11 of the xDLMS
conformance block), the server AP shall send the data in blocks.

First, the data shall be encoded, as if they would fit into one APDU. The result is a series of
bytes, D{,D,,D3,....Dy. The server shall then assemble a DataBlock-G data structure (see 8.3)
with the following contents:

last-block (BOOLEAN) FALSE
block-number (Unsigned32) 0001
result (IMPLICIT OCTETSTRING) = the first K bytes of the encoded data (D4,D,,D3,....Dy)
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This DataBlock-G shall be the first part of the response. The server AP shall invoke the
GET.response service with Response_type = ONE-BLOCK, with the Invoke Id and priority
parameters copied from the GET.request invocation received and with the DataBlock-G as

result parameter.

Upon reception of this GET.response (signalled as.confirm), the client AP is informed that the
response for its request does not fit into one APDU and shall proceed for the long data
transfer. It shall store the data contents of the received APDU — (D4,D,,Ds,....Dk) — and shall
acknowledge the received block by invoking the GET.request service with Request _type =

NEXT and with the following parameters:

invoke-id-and-priority the same as that for the first GET.request;

block-number = the same as the Block-number of the receiygd datazhlock.

When the server receives the acknowledgement, it shall prepare xt data
block, ncluding Dy4,Dk+2,Dk+3,....D, with block-number = pf data
blocks [and acknowledgements shall normally continue until cluding
Dm:Dmt1.Dpeas----Dy is sent. The last-block (BOOLEAN) Block-G
sequenlce shall be set to TRUE and this data block shall g client.
After tiI:e reception of the last data block, the long d GET sefvice is
completed.

Figure P6 shows an example for the case, whgn\t in three
parts, gnd the transfer is not aborted.

Cliept Client suC”z in Server Seyver
applicdtion application rot:ce)l ?ar < application applifation
procgss Iayer(\ Ny layer progess

| SN |
An ass})ci}tiw%n thé\cli%nd S Mation processes is already established
X-DAT req(Data) \)
(NORM -- Get-Reguest- XX-DATA.ind(Data)
al-ARDU . -- Get-Request- GET.ind
» nding GET .request R Normal APDU (NORI\;InAL)
XX-DATA.req(Data) GET.res(ONE-
GETANFHON -- Get-Response-With-| BLOCK, Block_no=1,
BLOCK, Block Sending GET.response | 4 Datablock APDU | Data)
ata) < <«
QWE 'DtARTe i;‘:}gﬁ\lﬁ;iﬁ XX-DATA.ind(Data)
Blockxagsh) tablock APDU , | Sending GET.request - g:;ﬁﬁ)qc‘f:;gﬁﬂ' GET.ind(NEXT,
\> Block_no=1)
GET.res(ONE-
GEFcnf(ONES XX-DATA.ind(Data) __XgéEQl;Liqsgs\tﬁtL_ BLOCK, success,
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IEC 2095/06

Figure 26 — Long data with the GET service in three data blocks
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The server may generate the complete response (D4,D,,D5,....Dy) upon the receipt of the first
GET.request, or it could generate the series of data blocks of the response dynamically (on
the fly).

If any error occurs during the long data transfer, the transfer shall be aborted. Error cases are
as follows:

e the server is not able to provide the next block of data for any reason. In this case, it shall
send back a Get-Response-With-Datablock APDU. In the DataBlock-G, the last-block shall
be set to TRUE, the block-number shall be equal to the block_number confirmed in the
previous Get- Request Next APDU sent by the cllent + 1 and the result shall contain a
dat

e the
Blog
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the
the
data-
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the
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acc

for all
served

During |the data exchange, the Invoke-Nd-andk

APDUs]|. If during a long data transfer anot?er S
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a GET.response of type LAST-BLPCK, it
KL, with a data-access-result indicating the

If for apy reason the sg
shall then send a GE
reason|for the fai

Block tfansfer with 9 i 5.a fiegotiable feature: its support is indicated by|(BIT 11
of the X

7.4.1.8 ocol for long data transfer with the SET service

Long da i e SET service is specified only for the data in the SET.request
service| pri :

The lepgth(of the™enCoded form of service parameters for selective access and/or multiple
attributp\references in the SET.response service shall not exceed the maximum ?Ilowed
APDU size:

The main difference between the GET and the SET.request services is that the client, before
issuing the first SET.request service invocation, already knows whether a long data transfer is
required or not. If long data transfer is required — and if block transfer is supported (bit12 of
the xDLMS conformance block) — the first SET.request service shall already contain the first
data block.
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An association between the client and server application processes is already established
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. Data
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The server shall acknowledge the whole SET.request service invocation after the reception of
the last data block, with a SET.response service primitive of type LAST-BLOCK or LAST-
BLOCK-WITH-LIST. The result parameter in this service indicates the result of the SET

operati

on.

If any error occurs during the long data transfer, the transfer shall be aborted. Error cases are
as follows:

the server is not able to handle the received next DataBlock-SA, for any reason. In this

case, it shall send back a Set-Response-Last-Datablock APDU, with a result parameter
indicating the reason for aborting the transfer, and shall consider the transfer terminated;
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e the Block_Number parameter in a received SET.indication of type ONE BLOCK is not
equal to the Block_Number parameter expected by the server (last received + 1). The
server shall interpret this as if the client would like to abort the ongoing transfer. The
server shall send back a Set-Response-Last-Datablock APDU with Data-Access-Result =
long-set-aborted,;

e the server may receive a Set-Request-With-Datablock APDU when no long data transfer is
in progress. In this case, the response shall be a Set-Response-Last-Datablock APDU
with Data-Access-Result = no-long-set-in-progress.

During the data exchange, the Invoke-ld-and-Priority parameter shall be the same for all
APDUs. If during a long data transfer another service request is received, it shall be served

accordi

ng to the priority rules.

If for a
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Block t
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st (the
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e(s) shall be present only in the first invocation of the ACTION request service

The client assembles the data block in the same way as it is described in 7.4.1.8.3. Data
blocks shall be placed into DataBlock-SA data structures as raw-data, and sent to the server.

Once the complete ACTION.request is transmitted and the server has locally activated all
required methods, the server shall invoke the ACTION.response service. The response to one
method invocation shall contain a SEQUENCE of two parameters: the first parameter
indicates the result of the method invocation (result), and the second, optional one carries the
data required by the ACTION invocation. (see 8.3).


https://iecnorm.com/api/?name=1648fdfe830379e83e29c749ca6d1dca

62056-53 © IEC:2006(E) -85 -

The ACTION.response service primitive may take one of the following forms:

e NORMAL: the corresponding ACTION.request contained only one method reference, and
the response fits into one APDU;

e WITH-LIST: the corresponding ACTION.request contained a list of method references,
and the complete response fits into one APDU;

e BLOCK: the corresponding ACTION.request could contain only one or a list of method
references (it determines only the contents of the parameter block). The response to that
ACTION.request does not fit into one APDU. In this case, the server shall initiate a long
data transfer, which shall take place similarly as it is described for the GET service in
7.4.1.8.2.

Figure P8 illustrates a case, when the client sends an ACTION. requ uItipIe
method references in three blocks, and the server sends the respons imilarly
to the GET service, the service is completed when the last block sent by
the seryer. This block is not acknowledged by the client.
. . Client Server
Apgllifaltion Apgllif:ttion Prf)ltjgt‘:)c())lnl_igger Pril:gportifQ\ Applilzgiiron
Procgss Layer (XX) /)g(_)ga\\ Progess

| L WA ~
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IEC 2097/06

Figure 28 — Long data transfer with the ACTION service
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The first part of the long transfer (client->server) is similar to the SET service and the second
part of the transfer (server->client) is similar to the GET service: the ACTION service can be
considered as a combined SET/GET service.

If any error occurs during the long data transfer, the transfer shall be aborted. Error cases are
the same as the cases described in 7.4.1.8.2 and 7.4.1.8.3.

During the data exchange, the Invoke-ld-and-Priority parameter shall be the same for all
APDUs. If during a long data transfer another service request is received, it shall be served
according to the priority rules.

If for dny reason the server is not able to send back an ACTION.respgnse~of type] LAST-
BLOCH, it shall then send an ACTION.response of type NORMAL, wit data-agcessg-result
indicating the reason for the failure.

Block fransfer with the ACTION service is a negotiable featupex isN\indicated by
BIT 13 |of the xXDLMS conformance block. If block transfer is sup bported
in both|directions.

7.4.2 Protocol for the xDLMS services using S
7.4.21 Protocol for confirmed services

The following services are supported

e Redd;
e Write.

As it is| defined in 5.3.2, » yays invokes data communication services
with logical name re ' erver)uses short name referencing, the client
application layer shez invocations using LN referencing to [service

invocations using”SN re by the short name mapper service element of
the ASP. The in 52. These SN referencing services shall then be
transmitted to the Se .

Upon t equést, the server AP checks whether the service can be
provide i 3 access right, availability, etc.). If everything is OK, it|locally
applies i srvice_to the corresponding ‘real’ object. The COSEM seryer AP
generajg % priate response message using SN referencing. This messade shall
be re-tr t qppropriate service using LN referencing by the client applicatiop layer.

A completelmessay
Figure P9:

sequence for the ReadRequest/Response service invocation is shown in
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adcast.

Depen

INg on the destinalion address type, the recelving station shall handle In

messages differently, as follows:

coming

e XX-PDUs with an individual address of a COSEM logical device. If they are received
within an established AA they shall be sent to the addressed COSEM logical device,
otherwise they shall be discarded;

e XX-PDUs with a group address of a group of COSEM logical devices. These shall be sent
to the addressed group of COSEM logical devices. However, the received message shall
be discarded if there is no association established between a client and the addressed
group of COSEM logical devices;

e XX-PDUs with the broadcast address shall be sent to all addressed COSEM logical
devices. However, the received message shall be discarded if there is no association
established between a client and the All-station address;
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e XX-PDUs with the broadcast address shall be sent to all addressed COSEM logical
devices. However, the received message shall be discarded if there is no association
established between a client and the All-station address.

NOTE Unconfirmed AA-s between a client and a group of logical devices are established with a COSEM-
OPEN.service with service_class = unconfirmed and a group of logical device addresses (e.g. broadcast

address).

7.4.2.3 Protocol for the InformationReport service

This subclause specifies the protocol for the EventNotification.request service of the server

application layer, specified in 6.6.3.3.6.

As, unlike the EventNotification.request service, the InformationReportRéquest seryvide does
not contain the optional Application_Addresses parameter, the infor always
sent by the Server Management Logical Device to the Client Manager
Upon invocation of the InformationReport.request service, the SEM n shall
build an InformationReportRequest APDU. This APDU shall e seniy of the
managément logical device to the SAP of the client manag | ervices
of the Ipwer layers, in a non-solicited manner, at the first i
The pgssibilities to send out this APDU depend/ on \ tion profile gnd the
connecfion status of the lower layers. of the Information
ReportRequest service is further discussed in Clg
Upon the receipt of an InformationRepox{ APD ation layer shall genefrate an
EventNotification.indication primitive to
7.4.2.4 Mapping of anAn ation em%erwe o0 an EventNotification.indicgtion
service
The InfprmationReport sexvi i e description of the corresponding APPU can
be fourld in IEC §34 :
InformgtionReportRe
current-time GeneralizedTime OPTIONAL,
SEQUENCE OF VariableAccessSpecificat|on,
3
where ¥ L N rameter defines the time instance when the event occurred. The
variabls ication parameter contains a list of short names describing the
attribut i ain’information relevant to the event. The list-of-data parameter|carries
the vallies of th triputes defined in the variable-access-specification.
While 1 d their

contents, the EventNotification.ind (see 6.5.4.1.) contains only one attribute reference.
Therefore, in the case when the InformationReportRequest APDU contains more than one
attribute, it must be mapped to several EventNotification.ind services. The service parameters

are mapped as follows:

Table 10 — Mapping between the EventNotification and InformationReport services

EventNotification.ind

InformationReport

Time (optional)

current-time (optional)

COSEM_Class_ld,
COSEM_Object_Instance_ld,
COSEM_Object_Attribute_Id

variable—name (as part of the
variable-access-specification)

attribute value

Data (as part of list-of-data)
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7.4.2.5 Identifying a service invocation

This feature is not provided in conjunction with SN referencing.

7.4.2.6 Using priority

A priority feature is not provided in conjunction with SN referencing. The server treats the
services on a “first come first served” basis.

7.4.2.7 Selective access

READ/
Howev
The pa

object.
pvided.
¢lective

access interface
object
The sdllective access specification starts with an optiong by an
access i 4 meters
into th DLMS
specifig
Paramgterized access is a negotiable fe i L icale xDLMS
conforr

7.4.2.8

Refere i with\the Read, Write and Unconfirm¢dWrite
Servics A

Support of multi i [ of the
xDLMS]| confor gck.
7.4.2.9

The av
See B.2.6.

profile.

8.1 The COSEM APDUs

In addition to the APDUs defined in IEC 61334-4-41, some new APDUs have been specified
for COSEM in a manner that they are not in conflict with the DLMS PDUs. Thus, the APDUs
used in COSEM are the following:

COSEMpdu ::= CHOICE {

-- standardized DLMS PDUs used in COSEM
-- DLMS PDUs (no encryption selected24)

initiateRequest [1] IMPLICIT InitiateRequest,
readRequest [5] IMPLICIT ReadRequest,
writeRequest [6] IMPLICIT WriteRequest,
initiateResponse [8] IMPLICIT InitiateResponse,

24 Ciphered application contexts will use the corresponding ciphered DLMS PDUs.
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readResponse [12] IMPLICIT ReadResponse,
writeResponse [13] IMPLICIT WriteResponse,
confirmedServiceError [14] ConfirmedServiceError,
unconfirmedWriteRequest [22] IMPLICIT UnconfirmedWriteRequest,
informationReportRequest [24] IMPLICIT InformationReportRequest,

-- the four ACSE APDUs
aarq AARQ-apdu
aare AARE-apdu
rirg RLRQ-apdu -- OPTIONAL

ODTIOMNLAL
VT TIVINALL

| RILRC o
rife ~cRe-apat

-- APDUs used for data communication services using LN referencin

get-request [192] IMPLICIT
set-request [193] IMPLICIT
eyent-notification-request [194] IMPLICIT quest,
action-request [195] IMPLICIT
get-response [196] IMPLICIT
s¢t-response [197] IMPLICIT

agtion-response [199] IMPLICI

-- global ciphered pdus
glo-get-request
glo-set-request
glo-event-notification-request
glo-action-request

glo-get-response
glo-set-response
glo-action-respo

-- dedig¢ated cip

ded-get-requées

ded-set-requé 09] IMPLICIT OCTET STRING,
d ' [210] IMPLICIT OCTET STRING,
de [211] IMPLICIT OCTET STRING,

[212] IMPLICIT OCTET STRING,
[213] IMPLICIT OCTET STRING,
[215] IMPLICIT OCTET STRING

-- the elxception respsSonse pdu
ekxception-response [216] IMPLICIT OCTET STRING

8.2 The ACSE APDUs

AARQ-apdu ::= [APPLICATION 0] IMPLICIT SEQUENCE
-- [APPLICATION 0] ==[604]=[96]
{
protocol-version [0] IMPLICIT BIT STRING {version1 (0)} DEFAULT
{version1},
application-context-name [1] Application-context-name,
called-AP-title [2] AP-title OPTIONAL,
called-AE-qualifier [3] AE-qualifier OPTIONAL,
called-AP-invocation-id [4] AP-invocation-identifier OPTIONAL,
called-AE-invocation-id [5] AE-invocation-identifier OPTIONAL,
calling-AP-title [6] AP-title OPTIONAL,

calling-AE-qualifier [7]1 AE-qualifier OPTIONAL,
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calling-AP-invocation-id [8] AP-invocation-identifier OPTIONAL,
calling-AE-invocation-id [9] AE-invocation-identifier OPTIONAL,
-- The following field shall not be present if only the kernel is used.
sender-acse-requirements [10] IMPLICIT ACSE-requirements OPTIONAL,
-- The following field shall only be present if the authentication functional unit is selected.
mechanism-name [11] IMPLICIT Mechanism-name OPTIONAL,
-- The following field shall only be present if the authentication functional unit is selected.
calling-authentication-value [12] EXPLICIT Authentication-value OPTIONAL,
implementation-information [29] IMPLICIT Implementation-data OPTIONAL,
user-information [30] IMPLICIT Association-information OPTIONAL
}
AARE-
{
profocol-version [0] IMPLICIT BIT STRING {versio T
{vefsion1},
apglication-context-name [1] Application-context-nap
resplt [2] Association-result,
resplt-source-diagnostic [3] Associate-source-d
responding-AP-title
responding-AE-qualifier
responding-AP-invocation-id
responding-AE-invocation-id
-- Tlhe following field shall not be pré ent itoY
responder-acse-requirements 8
-- Tlhe following field shall only be prs pcted.
meg¢hanism-name
-- Tlhe following field shall only be pcted.
responding-authentication-valye
implementation-infor
user-information
}
RLRQ- T SEQUENCE
-- [APPLICATION 2] ==[62] =[98 ]
0] IMPLICIT Release-request-reason OPTIONAL,
[30] IMPLICIT Association-information OPTIONAL
RLRE-apd NS PAF ATION 3] IMPLICIT SEQUENCE
-- [APPLICATION 3] == [63]1=[99]
reaso [0] IMPLICIT Release-response-reason OPTIONAL,
user-information [30] IMPLICIT Association-information OPTIONAL
}
ACSE-requirements ::= BIT STRING { authentication (0) }
Application-context-name ::= OBJECT IDENTIFIER
Mechanism-name ::= OBJECT IDENTIFIER
Authentication-value ::= CHOICE
{
charstring [0] IMPLICIT GraphicString,
bitstring [1] IMPLICIT BIT STRING,
external [2] IMPLICIT EXTERNAL,
other [3] IMPLICIT SEQUENCE
{
other-mechanism-name Mechanism-name,

other-mechanism-value ANY DEFINED BY other-mechanism-name
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}
}
Implementation-data ::= GraphicString
Association-information ::= OCTETSTRING25
Association-result ;= INTEGER
{
accepted (0),
rejected-permanent (1),
rejected-transient (2)
}
Associgate-source-diagnostic ::= CHOICE
{
acse-service-user [1] INTEGER
{
null (0),
no-reason-given (1),
application-context-name-not-supported
authentication-mechanism-name-not-r¢ d
authentication-mechanism-name-required
authentication-failure (13),
authentication-required
}
acse-service-provider [2] INTE
null (0),
no-reasonsqi
}
Releas
}
Releas 1 ::= INTEGER
{
(0),
not-finished (1),
user-defined (30)
}

25 |n ISO/IEC 8650-1 the association-information field is specified as::= SEQUENCE OF EXTERNAL. For COSEM,
this field shall always contain the A-XDR encoded DLMS-Initiate.request /.response pdus, (or a
ConfirmedServiceError-pdu when the requested xDLMS context is not supported by the server) as a BER
encoded OCTETSTRING.
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8.3 Useful types

-- Useful Types

Integer8 ;= INTEGER(-128...127)
Integer16 ::= INTEGER(-32 768...32 767)
Integer32 ;= INTEGER(-2 147 483 648...2 147 483 647)
Integer64 := INTEGER(-263... 263-1)
Unsigned8 = INTEGER(0...255)
Unsigned16  ::= INTEGER(O0...65 535)
Unsigned32 ::= INTEGER(0...4 294 967 295)
Unsignpd64— = INFEGER(0-264.1)
Invoke-|d-And-Priority ::= BIT STRING (SIZE(8))
{

invoke_id (0...3),
reserved (4...5),
service_class (6),
priority (7)

}

NOTE |In the 3-layer, connection-oriented, HDLC based pro
informatipn is conveyed by the HDLC fame type carrying the APD

ObjectlName ::= Integer16
Cosem(Class-Id

Cosem|Object-Instance-Id
Cosem|Object-Attribute-Id

Cosem -Object-l\@

Cosem}Date-Time

ce_class

Cosemt
{
3 Object-Instance-Id,
sem-Object-Attribute-1d
}
Cosem-Method-Descriptor ::= SEQUENCE
{
class-id Cosem-Class-Id,
instance-id Cosem-Object-Instance-Id,
method-id Cosem-Object-Method-Id
}
Selective-Access-Descriptor ::= SEQUENCE
{
access-selector Unsigned8,
access-parameters Data
}

26 The content of this OCTET STRING is an encoded as date_time, as specified in IEC 62056-62.
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Cosem-Attribute-Descriptor-With-Selection

{

cosem-attribute-descriptor
access-selection
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::= SEQUENCE

Cosem-Attribute-Descriptor
Selective-Access-Descriptor OPTIONAL

}
Get-Data-Result ::= CHOICE
{
data [0] Data,
data-access-result [1]1 IMPLICIT Data-Access-Result
}
Action-Response-With-Optional-Data :: = SEQUENCE
{
result Action-Result,
return-parameters Get-Data-Result OPTIONAL
}
ConfirmpedServiceError ::= CHOICE
{

-- tag|0 is reserved

initiateError ServiceError,

getStatus [2] ServiceErrg
getNamelList [3] EniceExfy
getVariableAttribute [4]
read [5]
write [6]

getDataSetAttribute
getTIAttribute
changeScope
start
stop
resume
makeUs
initiateLoad SeryiceError,
; erviceError,
erviceError
ServiceError,

] ServiceError,
ServiceError

}

Servics

{

application-reference [0]

IMPLICIT ENUMERATED {

-- DLMS provider only
other
time-elapsed
application-unreachable
application-reference-invalid
application-context-unsupported (4),

(0),
(1),
(2),
(3),

provider-communication-error
deciphering-error
}1

hardware-resource [1]
-- VDE hardware troubles
other
memory-unavailable

(5),
(6)

27 Greyed lines are not applicable within the DLMS context.

-- time out since request sent

-- peer AEi not reachable

-- addressing trouble

-- application-context incompatibility

-- error at the local or distant equipment

-- error detected by the deciphering function

IMPLICIT ENUMERATED {

(0),
(1),
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processor-resource-unavailable (2),
mass-storage-unavailable (3),
other-resource-unavailable (4)

|3
vde-state-error [2] IMPLICIT ENUMERATED ({
-- Error source description
other (0),
no-dims-context (1),
loading-data-set (2),
status-nochange (3),
status-inoperable (4)
b
OCTVIUT [3]
-- service handling troubles
other (0),
pdu-size (1), -- pdu too long
-- (refer to compa
service-unsupported (2) -- as descrihedt block
b
definition [4] IMPLIg {

other

12

acce

initia

-- object bound troubles in a service

object-undefined
object-class-inconsistent
object-attribute-inconsistent

(0),

ss [5]
-- object access error
other
scope-of-access-violated
object-acces
hardware-fav
object-uftavailab
te IMPLICIT ENUMERATED {

-- proposed DLMS version too low
-- proposed services not sufficient
-- proposed pdu size too short

-- VAA creation impossible or not allowed

IMPLICIT ENUMERATED {

(0),
primitive-out-of-sequence (1), -- according to the DataSet
-- loading state transitions

not-loadable (2), -- loadable attribute set to FALSE
dataset-size-too-large (3), -- evaluated Data Set size too large
not-awaited-segment (4), -- proposed segment not awaited
interpretation-failure (5), -- segment interpretation error
storage-failure (6), -- segment storage error
data-set-not-ready (7) -- Data Set not in correct state for uploading
|3

-- change-scope [8] IMPLICIT reserved.

task [9] IMPLICIT ENUMERATED ({
-- Tl services error
other (0),
no-remote-control (1), -- Remote Control parameter set to FALSE
ti-stopped (2), -- Tl in stopped state
ti-running (3), -- Tl in running state

ti-unusable (4) -- Tl in unusable state
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Data

TypeDe
{

}

-- other [10]
}

;2= CHOICE

null-data [0]
array [1]
structure [2]
boolean [3]
bit-string [4]
double-long [5]

double-long-unsigned

(6]

visible-string
bcd

integer

long

unsigned
long-unsigned
compact-array

[13]
[19]
[16]
(17]
(18]
[19]

— 96 —

IMPLICIT ENUMERATED

IMPLICIT NULL,

IMPLICIT SEQUENCE OF Data,
IMPLICIT SEQUENCE OF Data,
IMPLICIT BOOLEAN,

IMPLICIT BIT STRING,
IMPLICIT Integer32,

IMPLICIT Unsigned32,

IMPLICIT VisibleString,
IMPLICIT Integer8,
IMPLICIT Integer8,
IMPLICIT Integer16,
IMPLICIT Unsigned8,
IMPLICIT Unsigned16,
IMPLICIT SEQUENCE

sChipLion,
OCTET STRING

long64
long64-unsigned
enum
float32
float64
date_time
date
time
don’t-care
scription

0] IMPLICIT NULL,

IMPLICIT SEQUENCE {
number-of-elements Unsigned16,
type-description TypeDescription

[2] IMPLICIT SEQUENCE OF TypeDescription,
boolean [3] IMPLICIT NULL,
bitstring [4] IMPLICIT NULL,
deuble-long [5] IMPLICIT NULL,
double-long-unsigned  [6] IMPLICIT NULL,
octet-string [9] IMPLICIT NULL,
visible-string [10] IMPLICIT NULL,
bcd [13] IMPLICIT NULL,
integer [15] IMPLICIT NULL,
long [16] IMPLICIT NULL,
unsigned [17] IMPLICIT NULL,
long-unsigned [18] IMPLICIT NULL,
long64 [20] IMPLICIT NULL,
long64-unsigned [21] IMPLICIT NULL,
enum [22] IMPLICIT NULL,
float32 [23] IMPLICIT NULL,
float64 [24] IMPLICIT NULL,
date_time [25] IMPLICIT NULL
date [26] IMPLICIT NULL
time [27] IMPLICIT NULLL
don’t-care [255] IMPLICIT NULL

62056-53 © IEC:2006(E)
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DataBlock-G ::= SEQUENCE -- G == DataBlock for the GET.response service
last-block BOOLEAN,
block-number Unsigned32,
result CHOICE {
raw-data [0] IMPLICIT OCTETSTRING,
data-access-result [1] IMPLICIT Data-Access-Result
}
}
DataBlock-SA ::= SEQUENCE -- SA == DataBlock for the SET.request and
ACT:CI’“‘I.IUunOtII.IUOPUIIOU t
{
last-block BOOLEAN,
block-number Unsigned32,
raw-data OCTETSTRING
}
Data-Arcess-Result ::= ENUMERATED

object-unavailable
type-unmatched

scope-of-access-vij
data-block-unavai
long-get-abort
no-long-get-in-progres:

long-set- rted
no-long-
other-reas

1S

{
success
hardware-fault
temporary-failure (2
read-write-denied 3
object-undefined
object-class-inconsistent

S18

(0),
(1),
(2),
(3),
(4),

objéct-class-inconsistent (9),

object-unavailable (11),
type-unmatched (12),
scope-of-access-violated (13),
data-block-unavailable (14),
long-action-aborted (15),
no-long-action-in-progress  (16),
other-reason (250)
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8.4 The xDLMS-Initiate.request/response/ConfirmedServiceError PDUs

xDLMS-Initiate.request ;= SEQUENCE
{
dedicated-key OCTET STRING OPTIONAL,
-- shall not be encoded in DLMS without encryption
response-allowed BOOLEAN DEFAULT TRUE,
proposed-quality-of-service [0] IMPLICIT Integer8 OPTIONAL,
proposed-dims-version-number Unsigneds,
proposed-conformance Conformance,
client-max-receive-pdu-size Unsigned16
}
xDLMStInitiate.response ::= SEQUENCE
{
negotiated-quality-of-service [0] IMPLICIT Integer8 AL}
negotiated-dims-version-number Unsigneds,
negotiated-conformance Conformance,
server-max-receive-pdu-size Unsigned16,
vaa-name ObjectName
}

The va b of SN

referenging, its value is the base_name of the As

ue

=
(@)
O
)]
m
=
—
>
@
o]
o
L
—
<
o
e
(%]
()
=
=.
(@]
D
©
Q
=
Q
]
—
)
iy

and prqcess the xDLMS-Initiate.request

ConfirmedServiceError::=
{
-- tag O is reserved
initiateError
getStatus
getNamelLi
terminate ad

SerwceError

}

where S

Service

{

[6] IMPLICIT ENUMERATED
other (0),
DL MS-version-too-low (1)’ - prnpnend DLMS version too low
incompatible-conformance (2), -- proposed services not sufficient
PDU-size-too-short (3), -- proposed PDU size too short
refused-by-the-VDE-Handler (4) -- vaa creation impossible or not allowed
}
}

NOTE See also Annex A.

8.5 The conformance block

In order to enable optimized COSEM server implementations, a conformance block with
extended functionality is added. The COSEM conformance block can be distinguished from
the standard conformance block by its tag “APPLICATION 31”.
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Conformance ::= [APPLICATION 31] IMPLICIT BIT STRING (SIZE(24))

-- the bit is set when the corresponding service or functionality is available

reserved (0) (0),
reserved (0) (1),
reserved (0) (2),
read (3),
write (4),
unconfirmed-write (5),
reserved (0) (6),
reserved (0) (7),
attributeO-supported-with-SET (8),
PI;UI;ty Illulllt ouppultcd (3),
attributeO-supported-with-GET (10),
block-transfer-with-get (11),

block-transfer-with-set
block-transfer-with-action
multiple-references
information-report
reserved (0)

reserved (0)
parameterized-access
get

set

selective-access
event-notification

action
}
The pafameterized access (as addltlo aI Vg i ificati rovides
the ReladRequest or the i i ditional
paramgters.

Parameterized access nex A

of IEC p1334-4-

Variable-Access-Spé

[4] IMPLICIT SEQUENCE{

ObjectName,
Integer,
Data
The meaning-ofthe-selectorand of the-accessparameterdependson-thereferencedvariable.

It is defined in the corresponding COSEM IC specification.

8.6 Definition of APDUs for data communication

8.6.1 COSEM APDUs using logical name referencing
-- COSEM APDUs using logical name referencing

GET-Request ::= CHOICE
{
get-request-normal [1] IMPLICIT Get-Request-Normal,
get-request-next [2] IMPLICIT Get-Request-Next,
get-request-with-list [3] IMPLICIT Get-Request-With-List
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Get-Request-Normal ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
cosem-attribute-descriptor Cosem-Attribute-Descriptor,
access-selection Selective-Access-Descriptor OPTIONAL
}
Get-Request-Next ::= SEQUENCE
{
invoke-id-and-priority Invoke-Id-And-Priority,
block-number Unsigned32
}
Get-Request-With-List ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
attribute-descriptor-list SEQUENCE OF Cosem-Attribute-1)
}
GET-Response ::= CHOICE
{
get-response-normal [1]1 IMPLICIT G

get-response-with-datablock [2] IMPLICIT
get-response-with-list

}
Get-Response-Normal n=
{
invoke-id-and-priority
result
}

Get-Rejsponse-With-Da

{
invoke-i-
result

}
Get-Re .= SEQUENCE
{
Invoke-ld-And-Priority,
SEQUENCE OF Get-Data-Result
}
SET-R
{
set-request-normal [1] IMPLICIT Set-Request-Normal,
set-request-with-first-datablock [2] IMPLICIT Set-Request-With-First-Datablock,
set-request-with-datablock [3] IMPLICIT Set-Request-With-Datablock,
set-request-with-list [4] IMPLICIT Set-Request-With-List,

set-request-with-list-and-first-datablock [5] IMPLICIT Set-Request-With-List-And-First-Datablock
}

Set-Request-Normal ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
cosem-attribute-descriptor Cosem-Attribute-Descriptor,
access-selection Selective-Access-Descriptor OPTIONAL,
value Data
}

Set-Request-With-First-Datablock ::= SEQUENCE
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{
invoke-id-and-priority
cosem-attribute-descriptor
access-selection
datablock

}

Set-Request-With-Datablock
{

invoke-id-and-priority

-101 -

Invoke-ld-And-Priority,
Cosem-Attribute-Descriptor,
Selective-Access-Descriptor OPTIONAL,
DataBlock-SA

::= SEQUENCE

Invoke-ld-And-Priority,

datablock DataBlock-SA
}
Set-Refjuest-With-List ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
attribute-descriptor-list SEQUENCE OF Cosem-Attribute-1)
value-list SEQUENCE OF Data
}
Set-Refjuest-With-List-And-With-First-Datablock
{
invoke-id-and-priority Invoke-ld-And-Pyiori
attribute-descriptor-list SEQUENCE sCriptor-With-Sele
datablock DataBlock-
}
SET-Résponse

{

set-response-normal

set-response-datablock
set-response-last-datablock
set-response-last-databl
set-response-with-list

esponse-Datablock,

€ esponse-Last-Datablock,
t-Response-Last-Datablock-With-List,
et-Response-With-List

ction,

}
Set-Re SEQUENCE
{
Invoke-ld-And-Priority,
Data-Access-Result
}
Set-Re ::= SEQUENCE
{
Invoke-ld-And-Priority,
block<numbeé Unsigned32
}
Set-Response-Last-Datablock ;= SEQUENCE

{
invoke-id-and-priority
result
block-number

Invoke-ld-And-Priority,
Data-Access-Result,
Unsigned32
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Set-Response-Last-Datablock-With-List ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
result SEQUENCE OF Data-Access-Result,
block-number Unsigned32
}
Set-Response-With-List ::= SEQUENCE
{
invoke-id-and-priority Invoke-Id-And-Priority,
result SEQUENCE OF Data-Access-Result
}

ACTION-Request ::= CHOICE

{
action{request-normal
action{request-next-pblock
actionqrequest-with-list
action{request-with-first-pblock
action{request-with-list-and-first-pblock [5] IMPLICIT Action-Requé
action{request-with-pblock

}
Action-Request-Normal
{
invoke-id-and-priority
cosem-method-descriptor
method-invocation-parameters
}

Action-Request-Next-Pbl
{

invoke-id-and-

nsigned32

block-numpber
}
Action- EQUENCE
{
Invoke-ld-And-Priority,
SEQUENCE OF Cosem-Method-Descriptof,
SEQUENCE OF Data28
}
Action- ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
comtaathad doaceorintar el mAMaothaoad NDaocaorint e
vUOoTTITTIImCuTouyu UUO\JII}JLUI UOTTTTTIVICUNTUU I_IGOUIIPLUI,
pblock DataBlock-SA
}
Action-Request-With-List-And-With-First-Pblock ::= SEQUENCE
{
invoke-id-and-priority Invoke-Id-And-Priority,
cosem-method-descriptor-list SEQUENCE OF Cosem-Method-Descriptor,
pblock DataBlock-SA
}
Action-Request-With-Pblock ;= SEQUENCE

28 There should be one method-invocation-parameters parameter corresponding to each method-Identifier.
When the invoked method — identified by the method-identifier — does not require additional parameters, the
corresponding data in the method-invocation-parameters SEQUENCE OF should be present as null_data.
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{
invoke-id-and-priority Invoke-Id-And-Priority,
pBlock DataBlock-SA
}
ACTION-Response ::= CHOICE
{
action-response-normal [1] IMPLICIT Action-Response-Normal,
action-response-with-pblock [2] IMPLICIT Action-Response-With-Pblock,
action-response-with-list [3] IMPLICIT Action-Response-With-List,
action-response-next-pblock [4] IMPLICIT Action-Response-Next-Pblock
}
Action-Response-Normal ::= SEQUENCE
{
invoke-id-and-priority Invoke-ld-And-Priority,
single-response Action-Response-With ta
}

Action-Response-With-Pblock
{

invoke-id-and-priority
pblock
}

Action-Response-With-List
{

invoke-id-and-priority
list-of-responses

}

Action-Response-Next-Pble

{
invoke-id-g
block-n

}

EVENT]
{

;= SEQUENCE

voke-ld-And-Priority,
dnsigned32
! = SEQUENCE

Cosem-Date-Time OPTIONAL,
Cosem-Attribute-Descriptor,

Data

Data
}
EXCEHTION-Response ::=SEQUENCE
i
state_error [0],
service_error [1]
}
state_error IMPLICIT ENUMERATED
{
service_not_allowed [11,
service_unknown [2]
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service_error IMPLICIT ENUMERATED
{
operation_not_possible [1]
service_not_supported [2]
other_reason [3]
}

8.6.2 DLMS APDUs using short name referencing

-- APDUs using short name refencing

ReadR;

ReadRgsponse ::= SEQUENCE OF CHOICE
{
data [0] Data,
data-access-error [1] IMPLICIT Data-Access-R
}

WriteRequest ::= SEQUENCE
{

variable-access-specification SEQUENCE OF Varia ecification,
list-of-data

}
WriteRgsponse ;= SEQUENCE C
{
success [0]
data-access-error
}
UnconfjrmedWriteReq
{
variable@s ENCE OF Variable-Access-Specification,
list-of-data WUENCE OF Data
}
Informati
{

GeneralizedTime OPTIONAL,
gcification SEQUENCE OF Variable-Access-Specification,
SEQUENCE OF Data



https://iecnorm.com/api/?name=1648fdfe830379e83e29c749ca6d1dca

62056-53 © IEC:2006(E) - 105 -

Annex A
(normative)

The xDLMS application service element

A.1 General

The main objective of the COSEM approach is to provide a business domain oriented

interfade object model for metering devices and systems while keeping bagkw

vol

The xDLMS service element of the COSEM application layer it syl

in IEC $1334-4-41.

A.2 LMS compliance

A COSEM data exchange session al
initiated by the client. The DLMS st
COSENM interface objects are negotiated
xDLMStInitiate service during the associ

e

In addition, COSEM spet

DLMS services, see 8.5

A.3

For thg gxtensions of the DLMS standard are necessary
define ng functionality is not modified. The extensions ar
in such conflict with the existing DLMS standard.

A.3.1

In ordsg Q reference attributes and methods of COSEM interface object
Logical olowing new services are defined:

e GE atde-ofatiributes o6 COSEM-interfaceobiects:

e SET — used to set the value of attributes of COSEM interface objects;
e ACTION — used to invoke methods of COSEM interface objects;

complatibility

tion of

etering

ecified

always
ods of
b of the
ve, the

ailable

. They
made

using

e EventNotification — used to send an unsolicited message from the server to the client.

These services are defined in 6.5.3 and in 6.6.3.2 respectively. The corresponding APDUs are

defined in 8.6.1.

A.3.2 Additional data types

These are defined in 8.3.
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A.3.3 The conformance block

In order to enable optimised COSEM server implementations a conformance block with
extended functionality has been added. See 8.5. The COSEM conformance block can be
distinguished from the DLMS standard conformance block by its tag "Application 31".

The DLMS application context, using this conformance block is negotiated using the modified

XDLMS-Initiate/DLMS-Response services.

A.3.4 DLMS version number

The DLMS version number, corresponding to the first version of the xDLMS protocol is 6.

A.3.5 Other necessary modifications

The following modifications are necessary to clarify the meaning &f theN\maxi PRU size

usable by the client and the server.

IEC 61834-4-41, page 61, Table 3:

NS

was:

o 7 NS0 N

Proposed Max PDU Size

Client M%x @lve M \e\/

was: \

AN >
$*a\\ )~

Negotiated Max PDU Size

r Ma Recei DU Size

IEC 61B34-4-41, page saﬂaﬁ\&a%w

was:

The Progosed Max P
Unsigned 16, propo

in bytes for the exch
proposed in an Initiate™
to alway$ permit the Intj

Jhe Cllent Max Receive PDU Size parameter, of type
}'nsigned16, contains the maximum length expresged in

bytes for a DLMS PDU that the server may send. Tjhe client
will discard any received PDUs that are longer than this

maximum length. The value must be large enough fo always
permit the Application Association Response APDU
transmission.

Values below 12 are reserved. The value 0 indicatgs that
the there is no limit on the PDU size.

\“
IEC 61834-4-4], pag\Gzast paragraph:

was:

new:

The Negofiated Max PDU Size parameter, of type
Unsigned16, contains a maximum length expressed in
bytes for the exchanged DLMS PDUs. A PDU that is
longer than this maximum length will be discarded.
This maximum length is computed as the minimum of
the Proposed Max PDU Size and the maximum PDU
size than the VDE-handler may support.

The Server Max Recelve PDU Size parameter, of type
Unsigned16, contains the maximum length expressed in
bytes for a DLMS PDU that the client may send. The server
will discard any received PDUs that are longer than this
maximum length.

Values below 12 are reserved. The value 0 indicates that

the there is no limit on the PDU size.
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Annex B
(normative)

Using the COSEM Application Layer
in various communication profiles

B.1 Communication profile specific elements

B.1.1 General

As explained in Clause 4, the COSEM interface model for energy
specifigd in IEC 62056-62 has been designed for use with a variety o
for exchanging data via various communication media.

pment,
brofiles

lication
ethods

As shown on Figure 3, in each such profile, the application 138
Layer, providing the client-server type xDLMS services to 2
of COSEM objects.

For eagch communication profile, the following eleme

o the

o the

o the

e ma sed by
the

e spe

B.1.2

This p
profile

on environments, for which the given communication

B.1.3 of the'profile

This pqrt spe he protocol layers included in the given profile.

B.1.4 Identification and addressing scheme

As described in 4.5 of IEC 62056-62, metering equipment are modeled in COSEM as physical
devices, containing one or more logical devices. In the COSEM Client/Server type
communications model data exchange takes place between a COSEM client AP and a
COSEM Logical Device, playing the role of the server AP.

In order to be able to establish the required AA and then exchanging data with the help of the
supporting lower layer protocols, the Client- and Server APs must be able to be identified and
addressed, according to the addressing rules of a communication profile. At least the
following elements need to be identified/addressed:

e Physical devices hosting clients and servers;

e Client and Server APs;

The Client and Server applications need also to identify the AAs.
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Physical and logical addressing schemes, and AA identification is specific to the profile used.
This part specifies these schemes for the given profile.

B.1.5 Supporting layer services and service mapping

In each communication profile, the COSEM application layer provides the same set of
services to the client and server APs. However, the supporting protocol layer in the various
profiles provides a different set of services to the application layer, which is using these
services:

e to establish, release and abort AAs; and
e to exchange data: APDUs, representing xDLMS Services.

This p3rt describes the “service mapping”: it specifies how the applic n layerng uJing the
specifi¢ set of a lower layer profile to provide the COSEM services i i profile.
This pgrt is generally defined using Message Sequence Charts, shg g of the
events following the invocation of services by the AP.

B.1.6 Communication profile specific parameters of t er

services

In COSEM, only the COSEM-OPEN services have commuhicat] meters.
Their values and use are defined as part of the con }

B.1.7 Specific considerations/co
profile

The av| ication

profile.|These elements arg

B.2 [The 3-layer, ad,~"HDY.C based communication profil¢

Targe

The 3-lpyer, connes
meterir]
networ

B.2.1

ge with
r GSM

B.2.2

B.2.2.1

This pfofile-is based on the simplest, three-layer (collapsed) OSI protocol architecture. It
containjs\thfee protocol layers, as follows:

e the COSEM application layer;
e the data link layer based on the HDLC standard;
o the physical layer.

B.2.2.2 The data link layer

The data link layer is based on the ISO/IEC 13239 standard. The second edition of the
standard includes a number of enhancements compared to the original HDLC standard, for
example in the areas of addressing, error protection, and segmentation. The third edition
incorporates a new frame format, which meets the requirements of the environment found in
telemetry applications for electricity metering and similar industries.
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For the purpose of this profile, the following selections have been made:

e unbalanced connection-mode data link operation29;

e two-way alternate data transfer;

e the selected HDLC class of procedure is UNC, extended with Ul frames;
e frame format type 3;

e non-basic frame format transparency.

The HDLC based data link layer is defined in IEC 62056-46.

B.2.2.3——Fhephysicattayer

The phlysical layer for this profile is defined in IEC 62056-42. It provides‘t
servicels and procedures for connection-oriented asynchronous data

pesification of

To allgw using a wide variety of media, this standard does S sical layer
signals|and their characteristics. However, the following assu ~

e the|lcommunication is point to point or point to multipein;

e both half-duplex and duplex connections are pos

e asynchronous transmission with 1 start bit, 8/data bt ).
IEC 62056-42 provides a protocol ideqtifi i ives an example for usfing the
physicgl layer for data exchange through the R ; itched Telephone Network [PSTN)

with intelligent Hayes modems. The us€ of the i layer for the purposes of dirept local
data ekchange using an optical port i physical interface is specjfied in
IEC 62p56-21.

B.2.3 Identificatio

The HIDLC base at Data

Link SA

On the hysical
device hosting.th I8 'S).

On the al pHiysical devices may share a common physical line (mu]ti drop
configuration) ¢ g of direct connection this may be a current loop as specified in
IEC 62056- i ase of remote connection, several physical devices may share a
single {elephonedine.\Therefore, both the physical devices and the logical devices hogted by
the phll‘y' need to be identified. This is done using the HDLC addfessing

mechamnism’as described in 6.4.2 of IEC 62056-46:

e the physical devices are identified by the lower HDLC address;
e the logical devices within a physical device are identified by the upper HDLC address;

e a COSEM AA is identified by a doublet, containing the identifiers of the two APs
participating in the AA.

29 |n DLMS/COSEM, the primary station corresponds to the client application, and the secondary station
corresponds to the server application.
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Figure -2 stmmrarizesthedatatink iaycl servicesprovidedtoandused by the-€OSEM client

application layer.
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Client side application layer
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Server side application layer
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The sit e services, the correspopdence

between an application layer (ASO) Kervice invoea and the supporting data link layer
service|i ion i i ! is direct service mapping cannot be

establigshed.

In this profile, the data of long data from the server to the client, in
, using the segmentation feature of thg HDLC

a transparent manoer i
based ¢lata link . 4 S e, a local DL-DATA.confirm service is availgble on

the seryer side.

B.2.5 ice j pecific service parameters of the COSEM appli¢cation
The on jcation.Mayer sérvice, which has communication specific parameters,| is the
COSE

The adfdress jnformation, required to establish a data link layer connection and then an AA, is
carried| by’ the Protocol_Connection_Parameters parameter of the COSEM-OPEN 4gervice.

This information-includes-the fnlln\nling data:

Protocol (Profile) ldentifier 3-Layer, connection-oriented, HDLC based;
Server_Lower_MAC_Address (COSEM Physical Device Address);
Server_Upper_MAC_Address (COSEM Logical Device Address);

Client_ MAC_Address;
Server_LLC_Address;
Client_LLC_Address

Any server (destination) address parameter may contain special addresses (All-station, No-
station, etc.).

For more information, see IEC 62056-46.
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Application association types, confirmed and unconfirmed service

The following table summarizes the rules for establishing confirmed and unconfirmed AAs, the
type of data communication services, which can be used in these associations and the HDLC

frame types used for carrying APDUs.

Table B.1 — Application associations and data exchange in the 3-layer,
connection-oriented, HDLC based profile

Apphcationassociation-establishment Bf‘re@h-en-ge—
Type of
Protpcol COSEM-OPEN established .
conngction : | Use licati Service clas Uke
ararmleters service class app |c_at|_on
P association
1/ Connect data
link layer Confiine “I” frame
) 2/ Exchange ) )
Confirmed AARQ/AARE Confirme X
Id: HDLC APDUs . confjrm “UI” frame
' transported in “I”
LLC anpg MAC frames D)
addrgsses
\/ G ﬁfirmed (not
: llowed)
Unconfirmed “Ser,]d R na< Unconfirmed
Ul” frame
Unconfirmed “Ul” frame

This table clearly shows one of the sp .- W profile:

e in [confirmed AAs, A correspanding onfirmed service invocations (e.g. a
SET.request servjse i i0 ervige_class == confirmed) are sent| using
connection-oriented da supporting data link layer: the APDU is caried in
ulv’ rames; Q

o if, Within the“\8an unication service is invoked in a non-copfirmed
manpner (Servige med) then the corresponding APDU is sen} using
connectionless dats e supporting data link layer: the APDU is sent in a “Ul”
type frame;

Corxrespo
jons, association release

In this ;
one basis. Consequently:

[ ]
client and server data link layers;

corresponding data link layer connection.

e. See

one-to-

establishing a confirmed AA shall imply the establishment of a connection between the

a confirmed AA in this profile can be non-ambiguously released by disconnecting the

On the other hand, in this profile establishing a non-confirmed AA does not need any lower
layer connection: consequently, once established, non-confirmed AAs with servers not
supporting releasing AAs using the RLRQ APDU (see 6.5) cannot be released.

B.2.6.3

Service parameters of the COSEM-OPEN/RELEASE/ABORT services

Thanks to the possibility to transparently transport higher layer related information within the
SNRM and DISC HDLC frames, this profile allows the use of the optional “User_Information”
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parameter of the COSEM-OPEN.request/.indication and COSEM-RELEASE.request
/.indication services.

e The User_Information parameter of the COSEM-OPEN.request service (see 6.5.1.2) shall
be inserted into the "User data subfield" of the SNRM HDLC frame, sent during the data
link connection establishment;

e On the server side, if the SNRM frame received contains a "User data subfield", the
contents of this field shall be transmitted to the server AP via the User_Information
parameter of the COSEM-OPEN.indication service (see 6.6.1.2);

e The User_Information parameter of the COSEM-RELEASE.request service, when it is
present, (see 6.5.2.2) shall be inserted into the "User data subfield" of the DISC HDLC

frar a_caont durina dicoannantina tha data linle connantian:
St oo g arS o et g e Gotta e GO e GO

o |If the DISC frame received by the server contains "User data subfield¥| the contents of this
field shall be transmitted to the server AP via the User_Inform@ation of the
COBEM-RELEASE.indication service, see 6.6.2.1;

e Thg User_Information parameter of the COSEM-RELEASE response i en it is
pregent, (see 6.6.2.2) shall be inserted into the "User data subfigid or DM
HDLC frame, sent in response to the DISC frame;

e If the UA or DM frame received by the client contajr 3 eld ents of
thig field shall be transmitted to the client AP vja th erm i of the
CO ;

In additi

o the 4.4 and
6.6 indicates
wh p bes not
have a pendlng Unnuyrb io ) . of this

parBmeter is a local issue,

B.2.6. EventNoti

In this| profile, @ev

(manddtory, reserved

device
datory,

The EENT-NX ~ICA i i 5s data
servicep, | i 9 ink layer
receiv

In order to be d out the APDU, a physical connection between the physicalldevice
b a client device must exist, and the server side data link layer ngeds to

receivel the'teken from the client side data link layer.

If there is a data link connection between the client and the server when the event occurs, the
server side data link layer may send out the PDU carrying the EVENT-NOTIFICATION-
Request APDU, following the reception of an | frame, a Ul frame or an RR frame from the
client. These possibilities are defined in IEC 62056-46.

If there is no physical connection when the event occurs (but this connection to a client device
can be established) then the first step is to establish this physical connection.

NOTE Physical connection cannot be established when the server has only a local interface (e.g. an optical port
as defined in IEC 62056-21) and the hand-held terminal, running the client application is not connected, or the
server has a PSTN interface, but the telephone line is not available. Handling such cases is implementation
specific.

Following the establishment of the physical connection, the client has to trigger the sending of
the EVENT-NOTIFICATION-Request APDU using the
Trigger_EventNotification_Sending.request service. The MSC shown on Figure B.4 represents
this case.
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Client " " Server
. " Client Client Server Server .
physical Client man- - - " - o Server man- physical
! application supporting Client Server supporting application !
connection- agement . . agement connection-
- layer protocol physical physical protocol layer -
and protocol application application and protocol
identification rocess control layer layer layer layer control rocess identification
P function (XX) (XX) function p
manager manager

| | | | | | | | | |
No physical connection is established between the server and client devices
| | | | I
Event (to be notified) is detected

PH—COILNECT.req

<

‘ ' Physical connection ‘ ‘

PH-CONNECT.ind establishment
<
<

PH-CONNECT.cnf |
P

EventNotifi- CONNFE’F(':'T oK
DL- cationreq g —
—DATATeq [€—

€

PDU is pendin > /( \
Cp 9 Protooél?mqwtiﬁca n.req

A\

Y

< Protocol-Identification.res /
rofile-ID/ Trigger_Event
Pprameters | Notification_
> )
Sending.req > DL-DATA.req Sending anempty Ul frame \
BventNotifi- | o _paTA ind
cation.ind <

N
\/ EC 2102/06

The firg S annection to the client.
NOTE This physical connection gstablishment\s doside he\protocol stack.
Succegsful physical ecti isk iSMeported at both sides to the pghysical

connection and protocoNiderifi 8s. At the server side, this shall indicate to

the CQSEM AP, tha fjon.request service can be invoked now. When it is
done, the servliction ildan EVENT-NOTIFICATION-Request APDU and
shall invoke the ¢o !

paramg

onless:DL-L

At this Z e da ayer may not be able to send this PDU immediately, thus it will
be stor - i waiting to be sent (pending).

When { successful physical connection establishment — and as there is no
other r gn incoming call — it shall suppose that this call is originatgd by a
remote|server-i ing to send an EventNotification message.

The client/”at this moment may not know the protocol stack used by the calling |server.
Therefore, it has to identify it first using the opfional protocol identification service described
in IEC 62056-42. This is shown as a “Protocol-ldentification.request” and a “Protocol-
Identification.response” messages in Figure B.4. After the identification of the protocol stack
used by the server, the client is able to instantiate the right protocol stack.

The client AP shall then invoke the Trigger_EventNotification_Sending.request service of the
client application layer (see 6.5.4.2). Upon invocation of this service, the application layer
shall invoke the connectionless DL-DATA.request service of the data link layer with empty
data, and the data link layer shall send out an empty Ul frame with the P/F bit set to TRUE,
giving the permission to the server side data link layer to send the pending PDU.

The received Event-Notification-Request APDU shall be indicated to the client AP as an
EventNotification.indication. At this moment, the client is notified about the event, then the
sequence is completed.
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B.2.6.5 Transporting long messages

In this profile, the data link layer provides a method for transporting long messages in a
transparent manner for the application layer. This is described in 6.4.4.5 of IEC 62056-46.

B.2.6.6 Supporting multi-drop configurations

For data exchange with metering equipment, a multi-drop arrangement is often used allowing
a data collection system to exchange data with multiple metering equipment, using a shared
communication resource like a telephone modem. Various physical arrangements are
available, like a star, daisy chain or a bus topology. These arrangements can be modeled with
a logical bus, to which the metering equipment and the shared resource are connected, see
Figure B=5-

Daisy-chained

CEMn CEMs

CEM 2

CEM = COSEM Energy Meter IEC 2103{06

As colljsion on the bus must be avoided S ) shared
resourde is not available, a n most
cases, |a Master-Slave 4 6 Slaves.
Slave devices have no\ri gsdges wjthout first receiving an explicit permission
from the Master.

Master
Station

IEC 2104/06

igure B.6 — Master/ Slave operation on the multi-drop bus

In COSEM—dataexctangetakes ptacebased—omrtheClient=Server modet—Physicatdevices
are modeled as a set of logical devices, and these logical devices are acting as servers,
providing responses to requests.

Obviously, the Master Station of a multi-drop configuration is located at the other side of the
communication channel and it is acting as the client, sending requests and expecting
responses.

The client may send requests at the same time to multiple servers, if no response is expected
(multicast or broadcast).

If the client expects a response, it must send the request to a single server, giving also the
right to talk. It has to wait then for the response before it may send a request to another
server and with this, giving the right to talk. Arbitration of access to the common bus is thus
controlled in a time-multiplexing fashion.
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